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Abdract. Traditionaly, the industrid sensor has been viewed as a smple signa generator. The application of
microprocessor technology, digital communications and fault detection techniques, coupled with increasing demands for
measurement quality assurance, have rendered inadequate such a simplistic view. In this paper a new sensor model is
proposed which encompasses new demands and capabilities. This self-vaidating sensor performs sdlf-diagnostics and
generates a variety of data types, including the on-line uncertainty of each measurement. A demonstration system is

described, based upon a coriolis mass flow meter.
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1. INTRODUCTION

Although the sensor providesthe on-line datawhich is
apre-requisite to monitoring and controlling any tech-
nical process, itisfair to say that in the past it hasbeen
one of the more neglected elements of the process
plant. Far more attention has been paid to, say, the
theory and implementation of feedback control, and it
is still frequently assumed that the control system
should be ableto compensate for measurement limita-
tions. Under-instrumentation remains a common prac-
ticein the process industries.

As until recently the only continuous contact between
the sensor and the control system has been the unidi-
rectional flow of measurement data (usually based
upon the 4-20mA standard), it is understandable that
the sensor has been viewed as a simple signa gener-
ator, and that its data has been assumed to be * correct’
unless over-ridden by extraordinary action (e.g. by the
operator). This single stream of information has been
used in avariety of ways: for monitoring the process,
for feedback control, and also for ensuring safety
through the use of hardwired trips.

Asfar asthecontrol systemisconcerned, itisirrel evant
whether the data has been generated by a simplether-
mocouple or an on-line analyser, and in this paper the
term ‘sensor’ will be used to describe any on-line
system generating measurement information.

More recently the sensor has been receiving greater
attention, duein part to the greater demands placed on
all aspects of process operation:

o Competition hasresultedin higher goalsfor prod-
uct quality, and plant efficiency and availability.
The crucia role of measurement in achieving
these aims is becoming more widdy acknow-
ledged.

o Sdfety standards are constantly rising. Measure-
ments arethe primary meansof identifying poten-
tially hazardous circumstances. In addition, envi-
ronmental protection legislation is being enacted
and enforced in many countries (for exampleBigg
(1990) describestheimpact of the Environmental
Protection Bill in the U.K.). Breaking environ-
mental constraints can lead to heavy fines or loss
of license to operate, and sensor data provides
both thefirst sign of warning to the operator and
demonstration of complianceto the authorities. In
enhancing either safety or environmental protec-
tion aspects of plant operation, it is not sufficient
merely to add more sensors; measurement qua ity
must be ensured.

e Thereis increasing recognition that, if measure-
ment data is to be used on-line, particularly for
feedback control, then safety cannot be ensured
without someform of on-linefault detection.

M atching these demands areimprovementsin technol -
ogy which offer enhanced functionality:

¢ New sensor technol ogies are becoming available,
extending both the set of properties that can be
measured and theenvironmentsinwhich they can
besampled. Devel opmentsrangefrom micro-sen-
sors to ever more sophisticated on-line process



analysers.

e Microprocessor-based instrumentation and digi-
tal communications in the field are having apro-
found effect on the capabilities of the sensor.

e Thetechniquesof fault detection arematuring and
are slowly finding more widespread application.

In this paper it is argued that the extended role and
capabilities of the sensor can no longer be described
adequately by asignal generator model. A new concep-
tual modd is required which encompasses the extra
capabilitiesand accommodatesthe additional demands
placed upon the sensor.

There are three cornerstones to the model of the self-
validating or SEVA sensor (Henry and Clarke 1991,
Henry and Wood 1992) which is described in this
paper: the use of fault detection techniques, the appli-
cation of digital technology, and the use of uncertainty
analysis provided by the science of metrology. Their
interaction isshown in Fig. 1.

Metrology provides a means of analysing al factors
affecting accuracy and calculating asingle uncertainty
value as aquality index for each measurement. When
a sensor has an in-built microprocessor, such ca cula-
tions can take place on-line. Similarly, fault detection
techniques can be applied within the device to provide
internal diagnostics. Findly, by applying uncertainty
analysis to a faulty sensor, it is possible to assess the
impact of a fault upon measurement quality, thereby
retaining the availability of the measurement despite
the presence of a sensor fault.

Each of thethree key areas are examined in moredetail
in subsequent sections. There follows an andysis of
why anew sensor moded is required, and then aset of
definitions describing the SEV A sensor. Thefinal sec-
tion describes asystem which demonstratesthe SEVA
concepts, based upon a Coriolis mass flow meter.
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Figl.  Cornerstones of SEVA Model

2. SENSOR AND PROCESS FAULT DETECTION

Thefirst attempts to widen the naive signal generator
model of the sensor have been madein thefault detec-
tion domain. This work was stimulated in part by the
evident fact that acting on datafrom faulty sensorscan
lead to disaster. The resulting model of the sensor can
be described asfollows:

A sensor isdesignedto generate measurement data(i.e.
to transmit an estimate of a process parameter). In
practice the measurement is not a perfect repre-
sentation of the process parameter: the effects of the
sensor (including faults) and other process parameters
or plant components (including those attributable to
“faulty’”’ behaviour) are also present in the measure-

Transducer

l— Estimate of Process Variable
Transmitter == Distortions due to Sensor
> Distortions due to other
Process Parameters

Process

4-20 mA
Fig. 2. Extended Model of the Anaogue Sensor

ment signd (see Fig. 2).

With the limitations of analogue communication,
measurement datahas been the only source of informa-
tion about the process and sensor. Ingeniously, work-
ers in the fault detection domain have attempted to
extract sensor, plant and processfaultinformationfrom
measurement data, but the inherent difficulties of dis-
tinguishing the separate strands from within a single
analogue signal are universally acknowledged.

For example, Fig. 3 shows the output of a mass flow
meter placed on an experimenta rig. Therisein value
which begins a t = 10sis due to the onset of a sensor
fault, while the true mass flow rate remains approxi-
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Fig.3.  Step change in measurement due to sensor fault



mately constant at about 2.5 kg/s. However, in the
absence of other information, it might equally be in-
ferred from the reported flowrate that the sensor is
functioning properly and that the process mass flow
has in fact risen. It is the task of fault detection to
distinguish between plant or sensor faults and legiti-
mate changes in ameasurement signal.

This task is made more difficult by the impact of
feedback control inthe presence of afault, as described
in the next subsection.

2.1. Feedback Control

Feedback control addsto the complexity of fault detec-
tion in process plant by masking measurement devia-
tions that might indicate a fault, and by making it
difficult to distinguish between sensor, actuator and
plant failure. For example, Fig. 4 shows the results of
anexperiment performed onatest rig using amassflow
meter and avave. A PID controller isused to maintain
a constant flow rate. Initially there are regular devia-
tions about the set point of 1.0 due to slight stiction in
thevalve. Att=30sthereisadisturbance, to which the
controller responds, and after t = 60sthe reported mass
flow rate resumes its characteristic behaviour. In fact
thedisturbance at t = 30sis dueto asensor fault of the
sametypeasisshownin Fig. 3. However, without the
benefit of knowingthenature of thefault and the actua
flow rate through the rig, it is possible to construct a
number of hypotheses to explain the given pattern of
measurement disturbance and control response, asfol-
lows:

Processdisturbance. A varidionintheprocess(suchas
ariseinfluid dengty or pressure) increasesthe massflow
rate, and the controller responds by reducing theflow rate
back towards the set point.

Vavefault. A faultinthevave(eg. adeviaioninthe
supplied ar pressure) resultsin the valve diding further
open (without a corresponding increase in the control
signd) thus causing ahigher flow rate. Thecontroller acts
to correct the mass flow. A disparity has been introduced
between the control signa and valve position.

Sensor fault. A fault in the sensor introduces a positive
biasinto the measurement. The controller respondstothe
apparentincreaseintheflow rate, thereby causingthetrue
mass flow to be maintained at aleve below theset point.
As stated above, this is wha actudly happened.
Comparing the reported and actual flow ratesingraph 3a,
a6% discrepancy has been introduced.

Several conclusions can be drawn from this example:

e Feedback control makesit difficult to distinguish
between sensor, actuator and process faults.

e The effects of sensor faults are particularly seri-
ous, as feedback acts to suppress any measure-
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Fig. 4.  Sensor fault and feedback response: (a) mass flow
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ment deviation. Thus after any initial disturbance
the measurement may appear deceptively normal.

e There may be alimited time window for observ-
ing the gross effects of a sensor, actuator or proc-
essfault.

e Theremay bea‘knock on’ effect. Asthetrueflow
rate stabilises after t = 50s at 6% lower than the
set point, further problems may occur down-
stream of the vave. Similarly, had the process
disturbance hypothesis been correct, the rise in
flow rate may have been caused by afault occur-
ring elsewhere in the plant upstream of the valve
and sensor. In either case, after the initial distur-
bance the reported flow rate returns to the set
point, making process ‘trouble-shooting’ diffi-
cult.

The consequences of a fault depend very much upon
the particular application. At worst it could be disas-
trous, at best it will be detrimental to product quality,
plant efficiency, or both. A vigilant operator may no-
tice certain faults, particularly those affecting open
loop measurements, such asin Fig. 3, wheretheremay
be apermanent discrepancy between thereported value
anditsusual level. However, faults occurring in closed



loops such asin Fig. 4 are far more difficult to notice,
particularly as the operator is likely to be monitoring
measurement data aone. Furthermore, the ‘knock on’
effect may have the result that when symptoms are
observed, they may beat somedistancefromthesource
of the problem.

Toachievethegoalsof improved efficiency and safety,
it is therefore highly desirable to have an automated
system monitoring plant behaviour for faults.

2.2. Fault Detection, |dentification and Accommoda-
tion

Given the difficulties of detecting faults in individual
plant components, the most common strategy for de-
veloping an automated fault detection systemisto pool
datafrom severa sensors, actuatorsand/or controllers.
This approach is usually termed Fault Detection, |den-
tification and Accommodation (FDIA) (Frank, 1990),
asthere are severd stagesinvolved in the procedure.

Firstly some mode of the process is created. A soft-
ware system is then implemented which monitors for
inconsistencies between the model and on-line data
(fault detection). Therefollows the task of identifying
which plant component (whether sensor, actuator or
other item) is responsible for the inconsistency. Fi-
nally, the system must respond to the presence of the
fault in asafe and efficient manner (accommodation),
although thisis such aplant- and devi ce-specific activ-
ity that it is scarcely more than mentioned in the
literature, and in practice most papers are restricted to
FDI. There are two principa approaches of the FDI

type:

Anaytica Redundancy (AR). This approach exploits
the implicit redundancy in the static and dynamic
rel ationshi ps between measurements and actuator inputs,
using amathematical modd (Fig. 5).

A vector of functions, called theresidual, is generated,
which is examined by the decision-making process,
resulting in a fault decision. Each component of the
residua hasthe property that (idedlly) it iszero aslong
as plant operation remains normal, but some or dl of
these components become non-zero when an inconsis-
tency occurs. Thusthe residual components verify the
continuing redundancy rel ationshi p between the meas-
urement outputs and actuator inputs.

Fault detection entails no more than monitoring the
magnitude of the residua vector. Theidentification of
the source of the fault is more difficult, and a number
of strategies have been devised for the design of the
residual, each reflecting a different approach to fault
identification. Inthe parity space approach (Patton and
Chen, 1991), for example, the space formed by possi-
bleresidua va uesisspanned by aset of fault signature
directions. The residud is designed to movein a par-
ticular direction when the corresponding fault occurs.

Inputs Plant

Faults Faults
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Actuators Sensors

Dynamics
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Generation

1 Residual vector

Decision
Making

1 Fault Decision

Fig.5. FDI scheme using Analytical Redundancy (Patton and
Chen 1991)

Detailed descriptions of the various strategies, imple-
mentation issues and the latest developments in ana-
lytical redundancy can be found in the survey papers
of Frank (1991), Gertler (1991), Patton and Chen
(1991) and Isermann (1991).

Knowledge-based Methods (KBM).  In this approach,

quditative modeds of the process ae built and
manipulated using heuristic reasoning. Such modds
might indude knowledge concerning operationa
conditions and associated fault modes, patterns of signal
behaviour characterigtic of particular faults, or higtorical
fault statistics. Reflecting a less rigorous mathemeatical
analysis of the plant, there is a considerable variety of
techniques that can be employed. These include expert
systems (Tzafestas, 1989 and 1991), neurd nets(Hoskins
etal., 1988; Himmelblau, 1992), petri nets (Maf3berg and
Seifert, 1991) and fuzzy logic (Vachkov and Matsuyama,
1992).

Measurement Aberration Detection (MAD). A third

gpproach isto examine the output of the single sensor for
indications of faults. The techniques are described by
Yung and Clarke (1989) although in their paper they use
the term ‘sensor vdidation’. When applying MAD it is
assumed tha the ‘true’ measurement signal has certain
timeand/or frequency domain propertiesand that ‘ faults’
(defined asdeviaionsfromnorma behaviour) may occur
randomly at any time. For example, Fig. 6 shows the
frequency spectrum of asensor output, inwhich thelower
frequencies are considered to be ‘ measurement’ and the
high frequencies ‘ sensor’ related. The presence of ahigh
frequency harmonic may be interpreted as implying a
sensor fault. Faults are classified in terms of how they
change the behaviour of the sgnd (eg. bias, noisy,
saturation), rather than suggesting any underlying,
sensor-specific cause for the fault (eg. corroded
transducer).

MAD techniques have also been used to detect plant
faults. As shown in Fig. 2, the analogue measurement
carriesacomponent that is*‘ processrelated’’, i.e. it is
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Fig. 6.  MAD scheme using frequency spectrum

affected by aspects of the process (or plant) other than
the measurand (or sensor). In practice such data has
been used by operators who, by observing minor fluc-
tuations or characteristic patterns in a measurement
signa, are able to gauge the ‘health’ of plant compo-
nents or the process near to thetransducer. In effect the
sensor is providing an auxiliary measurement related
tohealth. Of course such practiceisfar from systematic
or widespread, depending upon the good fortune of
useful features being recognizablewithinthe measure-
ment signal. However, MAD-type schemes have been
developed to automate the detection of plant-related
phenomena. For example, inlab trials, worn or broken
impellor blades on anearby pump have been detected
using measurement data from an orifice-plate flow
meter (KB MUSICA 1992). Such work has strong
pardlels with acoustic monitoring, which can be used
to provided hedlth data on plant and/or process (Bd-
chamber and Collins 1990). However, inthel atter case
signals are observed for their health content only, and
ameasurement signal isnot used asa‘carrier’.

2.3. Implementation | ssues

When selecting one or more techniques to use in a
particular application, a number of criteria must be
borne in mind, such as the consequences of an undiag-
nosed fault, and available expertise and resources.
However, it isthe degree of detailed knowledge of the
plant which is the major determinant of which tech-
niques can be gpplied.

Analytical Redundancy (AR) is theoretically the most
sensitive method of fault detection, but its effective-
ness is critically dependent upon the availability and
quality of a mathematical model of the process. In
mechanica systems such as aircraft, AR has been
successfully applied, but in chemical plant where only
poor or imprecise models are available, AR remains
difficult. The creation of AR schemeswhich arerobust
to plant disturbances and modelling errors is a major
research topic (Patton et al., 1992). In addition, Frank
(1990) points out that the quality of fault isolation is
heavily dependent upon the number of measurements
that are availablein the plant. Even when AR is appli-

cable, Frank (1990) suggests that AR and KBM are
complementary and can (and should) be combined in
asingle software package.

Asthereareavariety of techniquesdescribed under the
general heading of Knowledge Based M ethods, thekey
task isto match avail able knowledgeto theappropriate
technique. Himmelblau (1992) outlines the strengths
and weaknesses of various methods. Lacking the rig-
our of AR itispossibleto expressfar more knowledge
of the process than can be described in amathematical
model; conversely, there is no guarantee that the rea-
soning employed will be comprehensive or fault-free.
There is dso the problem of capturing and encoding
‘process knowledge' using the sdected paradigm(s).
Tzafestas (1991) describes some of the difficulties
encountered in applying ‘first generation’ expert sys-
temsto process fault diagnosis, and pointsto improve-
ments likely to feature in future systems.

MAD has advantages over a pure FDI scheme in that
there is no need to ‘identify’ which of a number of
sensors has mafunctioned - its own monitor will flag
the guilty party. In addition MAD can be applied
sdlectively to sensitive or val uable measurements, and
so can be much more cost effective. However, in
practice, detection usualy requires a considerable
amount of process- and device-specific tuning, and
thereremains the problem of |egitimate changesin the
statistical properties of device or process. In addition,
as there is no attempt to correlate data from multiple
sensors, MAD cannot detect faults which are manifest
asinconsistenci es between well-behaved signals. Thus
in comprehensiveimplementations MAD can be used
as a form of diagnostic prefiltering (spotting gross
deviaionsinindividual sensors) toan FDI scheme(see
Fig. 7). Frank (1990), Patton et al (1989) and Isermann
(1991) discuss in more detail the architecture of fault
detection schemes which employ a combination of
methods.

Irrespective of the techniques applied, for any FDI
schemeit isin general difficult to develop amodd that
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Measurement
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control control
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Fig. 7. MAD combined with FDI techniques



is robust to process disturbances and modifications to
the plant, and to test thoroughly the fault detection
schemewhenitisrarely feasibleto induceactua faults
into the plant for ‘practice’.

Thereareal so economic difficultiesintransferring FDI
techniques to real applications. As sensor data is
pooled to detect inconsistencies, the smalest viable
application must use data from a number of sensors,
and therefore amode of some unique piece of plant is
normally required. A large investment of modelling
expertise is needed for each plant, as there is little
carry-over of effort between applications, and key per-
sonnel must be available to maintain and update the
system as the plant changes. Potential benefits must be
weighed against this investment, losses in production
whilethesystemisinstalled, and the perceived risk that
the system may not be successful. When the total
investment is large, it is difficult to sanction such a
project, but without previous successful examplesitis
hard to quantify potentia benefits. It is not easy when
dealing with cost-conscious management to argue for
funding a project on the grounds that theoreticaly it
can prevent a mgjor incident once every ten years.

2.4. Integrating Fault Detection and Plant Operation

Giventhesedifficulties, itisperhapsnot surprising that
despite the desirability of fault detection, and the ma-
turity of its techniques, it has yet to find widespread
application within the process industries (Hame and
Selkainaho 1991). A reasonable conclusion might be
that either the costs must be lowered, or the perceived
benefits increased, or both.

Fault detection is expensive because:

¢ hundreds of hours of expert labour are required
for each application;

e asoftware system must be constructed in paralle
with, and interfacing to, the control system.

The perceived benefits areinsufficient because:

o Fault detection is seen as preventativerather than
as enhancing production;

e The performance of afault detection systemisin
generd difficult to guarantee.

Many of these problems are due to the fact that fault
detection is viewed, and described by its practitioners,
as an activity in isolation. Thisis particularly true of
AR which is described in purely mathematica terms.
It is up to the implementor to map the reality of the
plant into a mathematical form, code the diagnostic
procedures and map the results of the on-line signifi-
cancetestsback intotheplant context. AR offersat best
an indication of some inconsistency stemming from a
particular plant component. Any further reasoning

about the true nature of the fault, its potential conse-
quences, and action that must be taken, cannot be
described or manipulated within the rigorous mathe-
matical framework of AR. Of course there is little
prectical benefit in performing fault detection unless
these additiona aspects are addressed.

If the extratasks of fault interpretation and accommo-
dation are to be automated, then knowledged-based
techniques are better suited to the task, providing an-
other reason for adopting a mixed architecture in an
FDI system. In any case, much of the effort of creating
an on-line FDI system will be taken up not so much
with fault detection assuch, but with knowledgeacqui-
sition, interfacing to data acquisition and control sys-
tems, creating a user interface, rea-time graphics, an
advisory system, testing, and so on.

One reason for the use of expert system shells in
diagnostic systemsis precisely because many of these
facilities are provided within the package, thus reduc-
ing the need for recoding between applications. More
importantly, however, within such shells fault detec-
tion can be combined with other tasks such as produc-
tion scheduling, which can be more easily shown to be
making a positive impact on the balance sheet (Rowan
1992). Typically, payback is demonstrated by im-
proved first pass yield and waste reduction. Similarly,
because of the broader capabilities of such systemsit
is economically viable to keep in-house expertise of a
particul ar shell.

Thus by seeing fault detection as just one facet of the
more genera goa of enhancing safety and efficiency,
the add-on costs are reduced and the potentia benefits
areseeninterms of extraproductivity rather than mere
prevention. Looking to thefuture, Milne (1991) argues
that integration should be taken to the point of largely
eliminating the use of ‘experts' to encode diagnostic
knowledge. Rather, diagnostic information should be
drawn directly from existing CAD and process data
describing the state of the plant and its organisation:
thus the plant is designed to be diagnosed, and is
diagnosed from its design.

2.5. The SEVA Approach

In the SEVA approach, the rdiability and ease of
integration of fault detection is increased, while the
costs are reduced, by ‘factorising out’ the need for
sensor or actuator validation at the system levd. In-
stead, these tasks are performed within the devices
themselves, as extra functionality provided by the
manufacturer: sensors are designed to be self-diagnos-
ing. Within each sensor, fault detection is combined
with measurement vaidation, and fault information is
generated in a standard format which can be readily
used by the control system. This approach is made
possible by the application of digital technology as
described in the next section.




3. DIGITAL TECHNOLOGY

There aretwo principa areasin which digita technol-
ogy ishaving aprofound impact on processinstrumen-
tation. These are the use of microprocessors within
sensors and actuators, and the development of digital
communi cations.

3.1. Digita sensors

The recent development of cheap and powerful micro-
processors has lead to a new generation of digita
sensors and actuators with considerable in-built proc-
ng power. The advantages conferred oninstrumen-
tation by the introduction of microprocessors include
the following (de Sa1988):

¢ Improved accuracy - typically doubled;

e Correctionsfor sensor non-linearity and tempera-
ture effects;

¢ Qutput in engineering units;

e Configurability (eg. output units, ranging);

¢ Internal storage of location and servicing details;

¢ Internal diagnostics.
For example, Table 1 compares the characteristics of
typical analogue and digita differential pressure sen-
sors:

Table 1 Characteristics of Andogue
and Intelligent D.P. Sensors

(% is of full span)

Characteristic Analogue Digital
Accuracy + 0.25% +0.1%
Repeatability + 0.05% + 0.02%
Hysteresis +0.1% + 0.02%
Drift (6 months) +0.15% +0.1%
Ambient Temperature +0.75% +0.1%
Effect
Static Pressure Effect +1.0% +0.1%

Blickley (1991) describes not only similar develop-
ments with actuators, but also some of the environ-
mental | egislation which has required manufacturersto
use digital technology to enhance and validate the
performance of their devices.

3.2. The Coriolis Mass Flow Meter

Several of the examples described in this paper are
based upon work performed using acommercid Cori-
olis mass flow meter, which is a typical ‘inteligent’
instrument. This microprocessor-based sensor is used
in the petrochemical, chemical and food industries. It
measures three process parameters: massflow, density

and temperature, and can additionally calculate volu-
metric and total flow. The principle of Coriolis accel-
eration is used to measure the mass flow of fluids
directly, without the need for external pressure, tem-
perature or specific gravity measurements.

Fig.8.  CoriolisMeter Flowtube

The meter consists of two separate units connected by
12-core cable: the flowtube, which is placed in line
with the process piping, and the transmitter, housing
the drive circuitry and the microprocessor which per-
formsthe measurement calculations. A simplified dia-
gram of the flowtubeis shownin Fig. 8. n practicethe
flowtubeis encased in a protective covering.

Strictly spesking there are two separate measurement
subsystems: the temperature subsystem consisting of
an RTD buried inthe central mass or manifold, and the
mass flow/density subsystem which consistsof thetwo
vibrating, serially connected, large bore tube loops
positioned in parallel. Thetubeisanchoredto therigid
central mass. The process fluid is pumped through the
central mass, through one tube loop back into the
central mass, and then through the second tube loop
such that the fluid flow is pardld to that in the first
loop.

Two e ectromagnetic drivers and two e ectromagnetic
velocity sensorsbridge both loops at opposite extremi-
ties, equidistant from the centre. The former drive the
tubeswithtwo 180° out of phase sinusoida waveforms
at the damped resonant frequency of the vibrating
system, so that both loopsrotate about AB. A feedback
systemin the transmitter modifiesthedrive currentsin
order to maintain a constant sensor voltage amplitude.

Coriolis forces act on the pipe sections parald with
CD, causing tubedeflections. Theinstantaneousvel oc-
ity between the two loops is measured by the sensors
adjacent to the drivers. The measured phase angle
between the sensor voltagesis proportional to the mass
flow rate of thefluidin the flowtube, whilethe density
of the processfluid can be obtained from thefrequency
of oscillation of the system.

3.3. Sensor Sdf-Diagnosis (SSD)

Driver



Anincreasingly common feature of digital sensorsisa
self-diagnostic capability. In-built processing power
canexploit all the device-specific knowledgeavail able
to the instrument designer. While MAD detects faults
based solely on observing the behaviour of the meas-
urement signd from outside of the sensor, Sensor
Self-Diagnosis (SSD) takes place within the sensor,
wherethere aretypically many signas other than proc-
ess measurements, and indeed other sources of knowl-
edge, which can be used to monitor the hedlth of the
device. These other sources may include device-spe-
cific tests that typically stimulate the transducer and
obtain diagnostic information from the response.

For example, within the Coriolis meter there are many
parameters of potential use for fault detection, includ-
ing internal signals, the amplitudes of harmonics, and
physica and electrical properties. Only the measure-
ment signals themselves are available outside the de-
vice, and these are far from ideal for detecting sensor
faults precisely because they are designed to convey
information about the process, not the sensor. The
graphsin Fig. 9illustrate this point.

A certain condition can arise within a process which
can have a severe but temporary impact on the meas-
urement capability of aCoriolis meter. Fig. 9 show the
results in lab trials of this process-induced fault upon
themassflow rateand L, aphysical property calculated
using the output of adevice-specific hardwaretest. The
L test is designed to show proper mechanical working
of themeter, and isrelatively immuneto most changes
in process conditions, including the mass flow. These
minor process effects are easily modelled, resulting in
anarrow range of permitted values of L shown by the
dashed region on the graph in Fig. 9a. However, the
test is extremely sensitive to even small levels of the
fault, which can thus be detected easily.

The effect of the fault on the mass flow rate reported
by the sensor can be seenin Fig. 9b. Thetruemassflow
rete in the rig was constant throughout the series of
experiments, and so we may deduce that the fault
causes a gradual lowering of output value which be-
comes more severe as the level of fault increases.
However, inared plant, this drifting behaviour might
easily be mimicked or masked by genuine changesin
the process mass flow. If the measurement was a
controlled variable, then any drop in sensor output
value due to the fault would quickly be masked by
control action.

A measurement signa is designed to convey informa-
tion about the process, and therefore any method of
sensor fault detection based solely on measurement
information isinherently process-dependent. Applica-
tion-specific schemesmust bedevised, involving proc-
ess modelling which is expensive and which cannot
guaranteeresults. However, assumingin-built process-
ing power to perform salf-diagnostics, it is reasonable

110

10047

Bounds on non-faulty value

9.0

8.0

70

5.0

4.0

20 2

10 2 b
0 05 1 15 2 25 3

Degree of Fault

@

2.8

2.7 ‘\
N

25

24 \
23

Reported Flow (kg/s)

21
0

05 1 15 2 25 3
Degree of Fault

(b)
Fig. 9. Effect of fault on (a) L (b) massflow rate

to assert that additiond signals (such as L) can be
identified (or be specifically designed and generated)
within the sensor that can give indications of faults
irrespective of thebehaviour of themeasurand. Indeed
L is an esoteric example; trivia threshold logic on
signa levels within the sensor can detect faults which
may be difficult or impossible to trace within the
measurement, as is demonstrated later. If tests or sig-
nals such as these can be found or designed, then the
same fault detection algorithms can be used in all
identical sensors, without regard to the processes in
which they areinstalled.

It would be naive to suggest that comprehensiveinter-
nal diagnostics can be generated with equal ease over
the entire range of sensing devices, from the thermo-
couple to the process andyser. However, it is surely
the case that in every sensor simple checks can be
implemented in order to reduce the possibility of an
undetected fault affecting an on-line measurement.

Economically this approach is appealing. The cost of
developinginternd diagnosticsfor asingleproduct can
be spread over the thousands of devices sold to indus-
try. Indeed as many of the requirements (test rigs,
skilled personnel) are retained by instrument vendors
in order to develop new products, it would appear that
the most cost-eff ective way to incorporate diagnostics
within a sensor is as a natural extension of the design
and development process. It is economically viableto



emulate al known fault modes, even if the sensors
under test are destroyed, because the unit cost is nor-
mally small. Furthermore customer feedback can pro-
vide an excellent means of reviewing and improving
fault detection strategies, particularly if sensors with
unusua or unexpected faults arereturned to thevendor
for detailed andysis.

A sdlf-diagnosing capability isof coursejust oneof the
enhancements achievable in a microprocessor-based
instrument, but it is becoming increasingly commonin
new instruments. Thistrend isset to continue. Thefault
detection community has, however, been slow to rec-
ognise and adapt to these devel opments.

SSD should be seen as a more powerful version of
MAD. It is more religble because it is based upon
manufacturer’s knowledge and takes place within the
device where faults can be observed in a variety of
ways; with MAD one must merely hopethat faultswill
manifest themselves in the form of statistical anoma-
liesin the measurement signal. In theory self-diagnos-
ing devices should be a welcome advance, as al the
hard work has been done by the manufacturer.

Theproblemliesinintegratingthislocal fault detection
capability intoamore general scheme. Theonly sensor
data required by a monolithic FDI system is the ana-
logue measurements, which are already provided by
thecontrol system (seeFig. 7). Thetransfer of diagnos-
tic information between the MAD monitor for each
sensor and the central fault detection system can there-
fore be specified and implemented by the FDI system
designers themselves. While thisis expensive, it is at
least feasible. When diagnostics are performed within
the sensor itself, how is fault information to be con-
veyed to higher levels? The solution to thisproblem is
offered by the second mgjor development within proc-
ess instrumentation.

3.4. Digita Communications

In-built processing power facilitates separate estima-
tion of the measurand and of the sensor fault state.
However, these data cannot be transmitted separately
over asingle 4-20mA anal ogue channel. Operator in-
spection of the transmitter, perhaps via a hand-held
terminal, is barely adequate. The transmission of mul-
tiple parameters over asinglepair of wires, for routine
useby automatic control/al arm/saf ety systemsrequires
adigital communication link (see Fig. 10).

Digita communications offer many other advantages
such as two-way datalcommand flow and remote re-
configuration of devices. One particular benefit is the
reduction of measurement error due to data transmis-
sion. Figure 11 illustrates the progression from ana-
logue to digital processing and transmission of sensor
data. At step (b), theincorporation of amicroprocessor
(labelled uP) results in overall improvements in accu-
racy, as described in the previous sub-section. At step

Digital
Communication
Link

=—p Estimate of Measurand

Transmitter
> Sensor Fault State

Transducer

Fig. 10. Theintelligent sensor using digital communications

(c), direct digitad communication replaces the recon-
version of datainto an anal oguesigna . Thiseliminates
the errors (noise, non-linearities, discretisation) intro-
duced by the conversion process at each end. In par-
ticular, the precision limit imposed by the maximum
resolution of the D/A (and A/D at the other end) is
removed.

A number of proprietary digital communication proto-
cols are currently available, many operating over ex-
isting 4-20mA links, but digital communications will
become more widely adopted by industry with the
completion of the Fieldbus standard (Wood 1991). All
major suppliers and several |eading users are co-oper-
ating to complete and demonstrate the IEC standard as
soon as possible.

The vendor-independent Fieldbus standard provides a
platform for rich message-passing between intelligent
components of a plant fault detection scheme. By de-
fining suitable data and command standards, the full
potential of intelligent devices can berealised. Sensors
and other devicescan sendfaultinformationalongwith
measurement data, and higher-level fault-detection
software can return commandsto reconfigure, perform
additional self-checking, re-calibrate, or to log callsto
maintenance (see Fig. 12).

However, the Fieldbus committees have given little
consideration to the standardisation of fault informa-
tion messages. Existing fault detection schemes using
digita communications typically employ a single bit

Enables transmission
of multiple parameters

Analogue | | Analogue | | YT 4-20 mA
Transducer Circuitry
@
4 -20 mA
Analogue L\ b yp t— D/A | v/ P
Transducer
(b)
Digital Communications
Analogue
™ A/D [ uP
Transducer

(0

Fig. 11. Datatransformations within the sensor:
a) purely analogue
b) microprocessor-based with ana ogue communications
¢) microprocessor-based with digital communications
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to indicate whether a measurement datum is ‘vaid’ or
not. Alternatively, the device-specific error code (e.g
Fault 43 - detached transducer), generated by a self-di-
agnosing sensor, is passed to the higher level system.

The chief objection to using a single bit is that the
sensor must judge, on behaf of the control system,
whether ameasurement isacceptabl e. Theonly choices
are yes or no. However, a fault may have only a
marginal effect on the measurement. A yet more diffi-
cult situation occurs when anumber of measurements
are combined in some way to generate aresult. If one
of theinput measurementsisflagged asbad, shouldthe
result be?

For the purposes of monitoring and controlling the
process, a‘bad’ measurement cannot be used, inwhich
case there is no point in generating any measurement
dataat all whilethefault persists. Experience suggests,
however, that operatorsat least would rather have' bad’
data than none at al. On the other hand, if a bad
measurement is used anyway, thereislittle point hav-
ing the fault flag. It is therefore likely that a one-bit
scheme will cause an unwarranted reduction in the
availability of the measurement. Some scale of meas-
urement degradation might be preferable.

If error codes are employed, then the problem of judg-
ing the utility of the data is passed upwards to the
control system: it istold what iswrong with the sensor,
and it must interpret the consequences of this particular
faultfor theviability of continued operation. Themajor
problem hereisthe device-specific nature of such error
codes. The control system must be able to respond to
any of tens of fault modes for each sensor type in the
plant. This is unlikely to please the control enginesr,
for whom it raises the bleak prospect of updating a
massive database of individua device characteristics,
or substantialy reconfiguring the system software,
whenever a sensor isinstaled or replaced.

Unless some device-independent standard for describ-
ing sensor faultsis agreed and adopted, the bottleneck
of the 4-20mA ana ogue channel could be replaced by
a cacophony of device-specific fault codes and com-
mands.

A more philosophical issueisalso raised by the poten-
tid of digita systems, concerning physical and func-
tiona identity. The new capabilities of localised com-
putational power and digitd communications mean
that the computational functionstaking placein physi-
cal objects are no longer fixed. Theoretically, almost
any function can be performed anywhere in the plant,
the relevant data being sent over the Fieldbus. For
example, Fig. 12 shows the components of a typica
loop, consisting of sensor, actuator and controller,
communicating via a Fieldbus. The only functions
which cannot belocated anywhere arethose associ ated
with physica components: transducer data must be
generated from within the sensor, and the positioning
of thevalve (or other plant component) must take place
withintheactuator. Thelocation of any dataprocessing
is theoretically arbitrary. We could, for example, per-
form measurement cal culation within the sensor, but
carry out sensor fault detection within theloop control -
ler (by sending all interna signasto thecontroller over
the Fiddbus). Similarly we could perform the control
agorithm within the actuator and dispose of the loop
controller completely. In such circumstances, what do
we mean by sensor, actuator or controller?

In practice, certain constraints remain. The Fieldbus
has a limited bandwidth. The self-diagnosing sensor
processesalarge quantity of datawhichissummarised
in the measurement and diagnostic parameters avail-
able to other system components. Processing this data
outside of the sensor would place a heavy load on the
Fieldbus. In addition a large amount of contextua
knowledgewill berequired to interpret the data, which
will include proprietary knowledge that the sensor
manufacturer is unlikely to make freely available.
There is therefore no obvious advantage, and severa
apparent problems, with exporting sensor dataprocess-
ing to other network components.

The possibility of performing control caculations
within the valve is more attractive. A simple PID law
could easily be incorporated within avave thus elimi-
nating the need for a loop controller. In applications
where more sophisticated control isrequired, acontrol-
ler which contains a large amount of proprietary
knowledge, perhapsincorporating suchfesturesaspre-
dictive or adaptive control, would still be viable as a
stand-al one device.

3.5. The SEVA Approach

Theapplication of digital sensorsand communications
offer enormous advances in sensor functionality. Po-
tential enhancements are so powerful, however, that
they thresten to distort the current understanding of the
roles and functions of devices, thereby making system
integration far more difficult. Fieldbus notwithstand-
ing, thereis as yet no description of the generic sensor
(or actuator) that encompasses the extra capabilities
offered by digital technology. The SEVA approach
offers such a description.



One aspect required of any generic description of the
sensor is a standard, device-independent means of
communicating sensor faults. Indeed a single sensor
fault must be described in a number of ways: a fault
codeor detail ed descriptionisrequiredfor the purposes
of maintenance, but for monitoring and controlling the
process, the important issue is the impact a fault has
upon the quality of the measurement. The most appro-
priate method of evaluating thisimpact is provided by
the techniques of uncertainty anaysis, as described in
the next section.

4. METROLOGY AND UNCERTAINTY
ANALYSIS

In the discussion thus far, the emphasis has been upon
fault detection and improving sensor performance. As
yet there has been no consideration of measurement
validation, that is assessing the ‘quality’ of measure-
ment data. The scienceof metrology coversthedomain
of measurement and its accuracy, and the principal tool
for examining error isuncertainty anadysis.

The concept of Uncertainty was originaly defined by
Klineand McClintock (1953). Every measurement has
an associated error, whichis of course unknown. How-
ever a single uncertainty number is often needed to
express areasonablelimit on that error (ANSI 1985).

For any observed measurement M, the uncertainty in M,

Wy , can be defined as follows; we assert that

Mtrue O [M_WM1M+WM] (1)

with acertainlevel of confidence (typically 95%). This
uncertainty isreadily expressed in areaiveform asa

proportion of the measurement (i.e. %).

A propagation rule exists for obtaining the uncertain-
ties of arbitrary functions of primary measurements
(Kline and McClintock 1953, ANSI 1983, 1985). For
example, for an arbitrary function R of variables x, y,
and z,

R=R(xYV,2) @
the uncertainty of Ris given by
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This sum of squares form is derived from the Taylor
series, and assumestheindependence of x, y, and z, that
their relative uncertainties are ‘smal’, and that al
uncertainties are expressed at the same probability
level. For the remainder of this paper dl uncertainties
will be quoted at 95% probability.

One of the uses of the uncertainty propagation formula
is to revea particular circumstances which can result
inahigher or lower than expected leve of uncertainty.
For example (Kling, 1985), if Ris calculated from x
and y using the equation

R=x-y ()

Theuncertainty in R, wk , isgiven by
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Suppose x =1.00 and y = 0.98, and the uncertainty in
both x and y is 1%; then the uncertainty in Ris:

2
0 5 , O
W, U 1 O [00.98 [ E
We _ U :
R ~ CHoo2 O'Olg " ooz 0.01% 0
0 0
= 0.700 = 70% (6)

Consider now a result R found from a variable z
through the formula
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The corresponding uncertainty is given by

Wr _ W,
R 2(1+2z) )

If z= 0.1 and the uncertainty in z is 20%, then the
uncertainty in Risonly 0.91%.

On reflection these results should not be surprising. In
the first example two quantities of similar magnitude
are being subtracted: clearly this will increase the
relativeerror intheresult. Inthesecond, athough z has
a large uncertainty, its influence on R is relatively
small. Of coursefor different values of x, y, and z the
impact of their uncertainties will vary. The usefulness
of uncertainty andysis is that it can quantify these
effects.

Intheorigina paper by Klineand McClintock (1953),
uncertainty was conceived in the context of the single
sampl e experiment. Sincethen uncertainty analysishas
been widdly applied, and has achieved the status of an
internationa standardfor calibration andfor thereport-
ing of experimental results (ISA 1980; ANSI 1983;
ANSI 1985). Indeed, certain ASME journalsrequirean
uncertainty analysis to be submitted with all experi-
mental data (Dean 1975).



Inthedomainsof calibration and experiment, however,
repeated measurements arenormally possible and usu-
ally necessary. As a result, the standard documents
usualy partition uncertainty into bias and precision.
Biasisasystematic error assumed constant for agiven
set of readings under the experimental conditions. Pre-
cision error is arandom component which is assumed
to give a sequence of independent errors in the read-
ings, and subject to statistica estimation via repeated
measurements. Two uncertainty termsesti mating these
components are usually combined to present a single
overal uncertainty value associated with a particular
result or cdibration.

It must be stressed that it is hot possible to associate
uncertainty with a rigorous confidence interva be-
cause bias is often based on judgement and/or past
experience, while precision is calculated using statis-
tics. Therefore no function of these two numbers will
have arigorous statistical basis (ANSI 1985).

4.1. Sources of Uncertainty

Measurement error sources can be categorized into
three groups (ANS| 1985):

e cdibration errors;
e dataacquisition errors,
e datareduction errors.

Calibration Error The cdibration process exchanges
thelargebiaserror of anuncaibrated or poorly cdibrated
instrument for the smaller combination of the bias error
of the gandard instrument and the precision error of the
comparison. Thisexchangeof errorsisfundamental toall
cdibraion processes. Clearly the messurement
technology employed in the instrument undergoing
cdibration will have a fundamenta influence upon the
megnitude of the calibration error, as wel as any
subsequent calibration drift.

Cdlibration is also used to provide traceability to
known reference standards, through a hierarchy of
standards laboratories (see Fig. 13). Each cdibration
in the hierarchy constitutes an error source, and so
uncertainty increasesdownthechain of calibration, but
at the same time traceability is established from the
standard to the individual instrument.

Daaacquistion erors.  Inevitably  the  sampling
process itsdf has a fundamentd influence on the

uncertainty. Other error sourceswhich may bepresent and
included in this category are environmentd effects (e.g
changesin ambient temperature), and ingtallation effects.

Daareduction errors.  Calculétions are performed on
raw data to produce measurement data in engineering
units. Other parameters may be calculated using these
measurement data. Errorsinthese calculaionsstem from

National Bureau of Standards NBS -

Calibration
Interlaboratory Standard ILS -

Calibration
Transfer Standard TS -

Calibration
Working Standard wSs -

Calibration
Measurement Instrument MI —

Fig. 13. Typicd calibraion hierarchy (from ANSI 1983)

the use of curve fits, correlations and/or approximate
numerical methods, as well as loss of resolution (as
demongtrated in the first worked example above).

4.2. Uses of Uncertainty Analysis

Other than its primary role in the calibration of instru-
mentation, uncertainty analysis has been put to good
effect in the design and analysis of experiments. Kline
(1985) describes how uncertainty can be used to par-
ticular advantagein thedesign and operation of experi-
mental rigs, by:

e minimising instrument cost for a given output
uncertainty;

e identifying which instruments or procedures con-
trol the overal uncertainty, thus focusing atten-
tion on points where care is particularly impor-
tant;

e designing instrumentation to minimise uncer-
tainty;

e checking against unknowingly entering aregion
of the data hyperspace where there are large un-
certainties due to data reduction effects.

Moffat (1985) describes how uncertainty can be used
to perform simple static analytical redundancy checks:
two estimates of the same parameter ‘ agree’ whenthey
do not differ by morethan theroot-sum-square of their
uncertainties. This principle can be extended to any
number of estimates. ANSI (1985) provides amethod
for weighting multiple estimates of a parameter in
order to obtain a ‘ best estimate’ .

4.3. Uncertainty and Process I nstrumentation

Uncertainty hasin the past been used as a static analy-
sis, providing a single uncertainty estimate for an in-
strument. In such a calculation, ‘average’ or ‘typica’
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valuesaresubstituted for parameterswhich vary. How-
ever, for process instrumentation there can be consid-
erable variation in uncertainty over the ranges of the
measurand, process temperature and pressure, and
other influencing factors. Instrument manufacturers
often provide ‘accuracy’ charts (see for example Fig.
14) showing how ‘accuracy’ varies with the mess-
urand, but these are of limited use. They usudly cite
performance dataunder reference conditionsin alabo-
ratory, and in doing so underestimate the true uncer-
tainties of their instruments under process conditions.
This is partly due to the difficulties of gauging and
representing the impact of multi-dimensional process
conditions in graphical form, but also perhaps due to
the desire to cite favourable figures in order to gain
market advantage (a practice known as ‘ spec-man-
ship’). For example, Cork (1989) discusses the short-
comings of manufacturer’s accuracy datafor Coriolis
meters.

Where it is particularly important for the uncertainty
of ameasurement to bekept within specified limits(for
exampleinlega metrology applications), theonly way
to do this at present isto have an instrument certified
by aregistered testing laboratory. In this process the
uncertainty of the instrument is assessed on atest rig
while varying the measurand and process conditions.
The certification of the instrument only remains valid
as long as the process conditions remain within the
[imits under which the instrument was tested. Thisis
both costly and restrictive.

However, the demand for measurement quality assur-
anceisincreasing, stimulated by environmental legis-
lationaswell asthedrivefor product quality assurance,
and ameans of assessing uncertainty on-line under all
process conditions would be a major step forward.

4.4. The SEVA approach

The SEVA approach envisages each instrument pro-
viding an on-line assessment of its own uncertainty
using in-built processing power and theexperience and
expertise of the manufacturer. Factorsinvolved in this
caculation include process noise, the A-D or V-F

convertor, calibration (including time since last cali-
bration to estimate drift) and the measurement calcula-
tion, as well as the presence of sensor faults. This
approach, like sensor sdf-diagnosis, is now both tech-
nically and economically feasible.

Returning to the concept of the single sample (Kline
and McClintock 1953), only asingle measure of uncer-
tainty is proposed, as opposed to separate caculation
of bias and precision, for in the redity of on-line
industrial measurements the processvariableand error
sequence both vary in acomplex time-dependent man-
ner. Outside of a calibration procedure, measurements
cannot be repesated, and therefore the concepts of bias
and precision have limited merit.

In order to redise this approach it is necessary to
combine uncertainty analysis with fault detection
withinthesensor. Thisis, however, anatural extension
of uncertainty andysis, as faults are simply another
source of error. The manufacturer must expand the
measurement model of the sensor to includethei mpact
of each potentia fault upon themeasurement valueand
its uncertainty. How thisisto be achieved is outlined
later.

It may be argued that if ‘spec-manship’ is common
amongst competing manufacturers now, then the un-
certainty values generated by sdf-validating devices
are likely to be somewhat optimistic. The counter
argument is that the SEV A concept provides aframe-
work in which uncertainty data can actually be used.
Spec-manship remains possiblewhenitisexpensiveto
verify accuracy claims directly in the laboratory and
difficult to spot greater than claimed uncertainty in an
installed instrument. Indeed, under such circum-
stances, asserted accuracy has only limited use as a
criterion for selecting instrumentation.

If, on the other hand, as a result of using on-line
uncertainty data, worse than claimed performance
from a sensor is demonstrated, then the manufacturer
islikely to suffer dire consequences. Rather than risk
such an eventuality, manufacturers are more likely to
redouble their efforts to improve the actua perform-
ance of their devices, confident that improvementscan
be demonstrated and therefore rewarded.

Pardlds can be drawn between potentid uses of un-
certainty data in process plant and existing uses of
uncertainty analysis in experimental rigs as described
by Kline(1985), and summarised above. Potential uses
range from design through to control and maintenance
of the plant:

e During plant design a maximum uncertainty is
specified for each measurement in the plant. This
figure will take into account how each measure-
ment is to be used: whether for monitoring of
product quality, demonstration of compliance for



legal metrology or environmental protection,
feedback control or alarm purposes.

¢ Purchasing decisions can be based on the lowest
cost for the required uncertainty performance.

e Whentheplantisoperationa, sensor maintenance
and calibration can be scheduled to keep on-line
uncertainty within the specified limits. Statistical
process control can be implemented using the
same criterion. When a sensor fault occurs, the
impact on measurement quality isindicated by an
increase in uncertainty, which can be used to
decide the appropriate control system response.
Simple, static redundancy calculations based on
uncertainty intervals can be used to verify plant
performance. Findly, recorded data can be used
to demonstrate legd or environmental compli-
ance, as each measurement and uncertainty value
can be traced back to aknown standard.

Theroleof on-lineuncertainty inthe SEV A framework
is described morefully later.

5. THE NEED FOR A NEW SENSOR MODEL

Previous sections have described how the output of the
analogue sensor has been used in increasingly ingen-
ious ways:- for plant monitoring, feedback control,
safety trips, and for process, plant and sensor fault
detection. The limitations of the analogue sensor are
apparent, but these very limitations have enabled all of
these activitiesto co-exist, and the 4-20mA standard is
easily understood and implemented.

The bal ance between these activities is now, however,
injeopardy. Thecurrent piecemeal attemptsto enhance
one aspect of sensor functionality using digital tech-
nology can be at the expense of others.

For exampl e, the advantages of embedding microproc-
essor technol ogy withinthe sensor have been described
in sections 3.1 and 3.3. The resulting improvements
are, however, a the expense of attempts to extract
process and plant health indicators from the measure-
ment signal. Returning to Fig. 11, the anaogue cir-
cuitry shown in (a) may alow the typicaly high-fre-
guency health-related components of the transducer
signal to pass through into the measurement signal.
However, theincorporation of ami croprocessor shown
in (b) decouples the measurement signal from the
transducer signd . Inthisconfiguration, high frequency
componentswill only be passed on if the microproces-
sor samples the transducer output at a higher rate than
is strictly necessary for measurement purposes alone.
In practice, the sensor designer wishes to eliminate
every influence other than the measurand itself in order
to improve the measurement performance of the sen-
sor. Thus the health component in the measurement
signal from a digital sensor may be distorted, attenu-
ated or removed completely. In some instances plant

operators have been reluctant to accept digita instru-
mentation for this reason.

Thefundamental problemisthat workersinthevarious
fields appear to have little awareness of each other’s
achievements and aspirations, and so have not given
integration issues a sufficiently high priority.

e Manufacturers developing interna diagnostics
within digital sensors have given insufficient
thought asto how sensor fault information isto be
utilised (by the control system or by higher level
fault detection systems), resulting in their genera-
tion of single bit or device-specific error codes.

e Workersin the fault detection domain have been
slow to respond to the innovations of the sensor
manufacturers. They still view measurement in-
formation as the only source and carrier of fault
information, and therefore rardly distinguish be-
tween a fault and its impact upon the measure-
ment. There has aso been insufficient considera-
tion of how fault detection isto beintegrated into
process operation.

e Thedrafting of standardsfor digitd field commu-
ni cations has provided an excellent opportunity to
develop one or more generic models of extended
sensor functionality, incorporating such features
asthetransmission of sensor fault or measurement
validity data. No such models have emerged.

e Maetrologica standards haveyet to respond to the
potential of intelligent instrumentation for gener-
ating on-line uncertainty, and the need to include
fault detection as one aspect of measurement vali-
dation.

Itisclear, therefore, that thevaried requirements on the
sensor need to be integrated into a new and extended
conceptual model.

Must this new conceptuad mode include al of the
aspects proposed in this paper? It has been argued that
all facets arerequired:

e Fault detection is required because safety, effi-
ciency and productivity cannot be guaranteed if it
is possible for the control system to act upon
faulty data.

e Metrology is required because fault detection on
its own is insufficient to guarantee measurement
quality, as there are many other influencing fac-
tors such asmeasurement technol ogy, cdibration,
and process conditions. There is no viable alter-
nativeto uncertainty as acomprehensiveindex of
measurement quality, given, for example, theuni-
versality of instrument calibration and the central
role of uncertainty in the calibration process.



e Digital systemsare required to provide economic
access to the manufacturer’s expertise, which is
essentia for thorough fault detection and the cal-
culation of uncertainty on-line. It is not conceiv-
able, for example, that uncertainty could be ade-
quately assigned if it were based solely on the
(faulty or non-faulty) properties of the measure-
ment, as provided by a conventional FDI and/or
MAD scheme. The proper assessment of meas-
urement uncertainty for the industria sensor re-
quires adetailed, device-specific diagnosiswhich
inturn requires proprietary knowledge and access
to signals within the device. Thisis only possible
within digital sensors, which in turn reguire digi-
tal communi cationsto transmit theresults of local
diagnostics, measurement and uncertainty calcu-
lations to the control system.

6. THE SELF-VALIDATING SENSOR
6.1. Introduction

In this section anew modd of the industrial sensor is
described. The model description consist of a number
of definitions, with additional text providing explana-
tionor illustration. This descriptionis not prescriptive:
implementation and computational issues will be the
subject of future papers. The definitions proceed from
the most general to more specific requirements.

6.2. Genera Concepts

D1: The Sdlf-Vdideting (SEVA) Sensor  The  sdf-
validating sensor isan information source. It has memory
and the capability for interna computation and digital
communications.

Comment  For therest of this section theterm ‘ sensor’
will imply a SEVA sensor unless otherwise stated.

D2 TheNext Level Up (NLU) The sensor is a the
bottom of a hierarchy of processing levels. The sensor
interacts with higher leve functions having particular
attributes:

Control System This regulates the operation of the
plant to deliver the required performance.

Fault Detection System  This monitors plant opera-
tion for indications of actual or impending failure in
any plant component. Thisis achieved both by detect-
ing inconsistenci es between measurement data and by
interacting with self-diagnosing plant components.

Maintenance System This schedules maintenance,
repair, replacement and calibration of plant compo-
nents.

Compliance System  This records plant datain order
to demonstrate compliance with safety and environ-
mental protection restrictions. It aso flags any actua
or impending condition likely to bresk these con-

Next Level Up

Control Fault Detection

Compliance Maintenance

Commands Data

b

Fieldbus:

Two-way Communication using Standard Formats for Commands and Data

| I | |
J 1 | | 1 1 I_

Measurement Alarm Diagnostic Customised  Validity
Data Data Data Process Data Data

SEVA Sensor

Available within the device:

« Full Proprietary Knowledge
« All Internal Signals

« Device-Specific Tests )
Transmitter

Transducer(s)

Process O
Fig15. The self-validating sensor and the next level up

straints.

Collectively these systems are described as the Next
Level Up (NLU). The sensor provides data to, and
receives data and commands from, the NLU via a
digital communications system (see Fig. 15).

Comment Eachsystemmay bemanual (i.e.itsfunction
carried out by the operator) or autométic, implemented
separately or in a single software framework. Where
aopropriate, referenceto particular sysemswill be made.

D3: The Hierarchical Relationship The sensor as-
sumesthat all datait receivesfromthe NLU is correct.
It does not attempt to vaidate or reconcile this infor-
mation. Conversely, the NLU may accept or reject
sensor data. A sensor may, however, reject acommand
which it cannot carry out.

Comment TheNLU hasawiderange of dataavailable
to it from numerous sources, while the sensor’s view of
the processislocdised. The sensor will therefore aways
attempt to reconcile itsalf with the NLU. The exception
is for dtuations where the sensor is required to perform
an impossible task - for example to reconfigure its
measurement range beyond its capability. It is assumed
that the systems comprising the NLU (see Definition 2
above) co-operate so that the sensor is dealt with
consistently.



D4: TheRoleof theSensor The sensor performs a
varigty of tasks. From each task derives one or more
principal sto guidethedesign and operation of thesensor:

Plant Operation The sensor provides measurement
information that is used to monitor and control the
process. It performs validation and providesvalidity deta
for each measurement.

0O1: maximisethe availability of each measurement
0O2: maximise the accuracy of each measurement
0O3: providevalidity data with each measurement

Maintenance The sensor is apiece of plant that must
be maintained and repaired.

M1: providedetailed diagnostic information to assist
mai ntenance/repair

M2: provide timely warning of impending sensor
failure

System Integration  The sensor is a component of an
information network: it must undergo ingalation,
commissioning, reconfiguration, and must communicae
with other devicesin the network.

I1:  conformto astandard interface between system
components

2. minimise the device-specific nature of commu-
nications

Process Fault Detection The sensor provides data
which can be used to detect faultsin the process or plant
components.

F1. provideamaximumamount of processand plant
health data

D5: The Sensor Boundary  The sensor is bound by
its physical interface with the process on one side, and
itscommuni cationinterfacewiththeNLU ontheother.
It may contain severd transducers; thesemay be physi-
cally separate from the transmitter which performs all
data processing. Any computationa function taking
place within the sensor has accessto all datawithin the
sensor. Beyond the sensor, only certain dataare avail-
able, to be obtained through standard request mes-

Ssages.

Comment This definition encompasses the simple
thermocouple-transmitter pair as well as more daborate
configurations such as a multiple-transducer tank-gauge
sydem or the multi-measurement Coriolis meter.
Defining the computational boundary of the sensor in
terms of data access and standard functions or services
has obvious similarities with structured programming
conceptsin computer science.

6.3. Sensor Data Types

D6: Sensor-generated datatypes The sensor gener-

ates severa types of datawhich are made available to
theNLU (seeFig. 15):

Measurement Data  providing an estimate of aproc-
€SS parameter.

AlarmData indicating that a process parameter is
exceeding pre-set bounds.

Diagnostic Data  describing the health of the sensor.

Validity Data thevalidity of the associ ated measure-
ment.

Customised Process Data  user-designed parame-
ters providing dataon the health of the processor plant
in the vicinity of the sensor.

In addition, the sensor alows read and restricted write
access to device-specific configuration data such as
calibration constants, ranges, and so on.

Comment  Each of these datatypesisnow described in
more detail.

D7: Measurement Data A measurement is the best
estimate of the current value of a process variable. A
measurement must be generated at the required fre-
quency, even in the presence of asensor fault. A single
Sensor may generate multiple measurements.

Comment The cdculation of a measurement in the
presence of a sensor fault is described later.

D8 AlaamData Thesensor canindicateto the com-
pliance system that a measurand has exceeded, or is
anticipated to exceed, some pre-programmed limit.
Different darm levels can be used to indicate the
severity of deviation. Limits are likely to be set for
reasons of safety or environmental protection.

D9: Diagnostic Data The sensor generates detailed
device-specific diagnostic information to assist in
mai ntenance or repair. Additionally, asummary of the
current or antici pated state of the sensor isgenerated to
enable maintenance scheduling.

D10: Vdidity Data Each measurement has an asso-
ciated validity. Thisindicatesthedegree of confidence
or belief to be ascribed to the measurement. If afault
occurs in the sensor, the associated validity conveys
the reduced confidence in each measurement. There
aretwo complementary aspects of measurement vaid-

ity:

Accuracy Taking al relevant factors into account,
how close to the true process vaue can the measure-
ment be asserted to lie?
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Fig. 16. The modular sensor system

Process Piping

Normality Itisrequired by Definition 7 that asensor
should provide measurement information even in the
presence of a sensor fault. The NLU must be made
aware of how ‘norma’ the circumstances were when
the measurement was generated.

Comment  For example, if thetransducer is damaged
and no longer responds to process changes in the
nominal manner, then the measurement may no longer
be suitable as a controlled variable, but may still be
useful in some secondary capacity. The components of
accuracy and normality arelargdly orthogonal . Clearly
a sensor in less than nomina condition will have de-
graded accuracy. Equally, however, two sensors meas-
uring the same process variable, but using different
techniques, will have different accuracies even when
both are in prime condition.

D10 (continued) Reflecting these dud aspects of
validity, there are two indices of validity associated with

each measurement - Uncertainty, and Measurement Va ue
Status - representing the accuracy and normality of the
measurement respectively.

Measurement Uncertainty The uncertainty of an
individua measurement generated by a SEVA sensor
combines bias and precison termsinto asinglevalue. It
isca culated based upon the uncertainties of the raw data,
the cdlibration process, data processing, and any other
relevant factors. It isrecd culated each sampleto takeinto
account time-varying influences.

Measurement Value Status (MV Satus) The
M easurement Va ue Statusindicatesthe circumstancesin
which the measurement was generated, and takes one of

the following st of vaues : SECURE, CLEAR,
DAZZLED, BLURRED, BLIND, UNVALIDATED.

Comment The interpretation and assignment of MV
Statusvauesis described later.

D11: Customised Process Data Optionally, the sen-
sor can provideadditional computational facilitiesena
bling the user to process raw transducer data to gener-
ate additiona parameters related to process or plant
hedlth. The responsibility for validating such parame-
tersliesentirely with the user.

Comment  Current trends, such as the increasing costs
of ingallation and maintenance, the decreasing cost of
computational power, and the widening gpplication of
microsensors, suggest that the optimal design for process
instrumentation may change radicaly. FHexible, modular
multi-measurement sensor systems, designed to extract
as much data as possible from a sngle breach of the
process piping could become both technically fessible
and economicaly attractive. Such a system (Fig. 16)
might contain many transducers, measuring both physical
and andytical parameters, users installing only those
software modules needed to generate the measurements
they require. In addition users might generate their own
process or plant hedlth-rd ated parameters based on raw
transducer data via programmeéble filters, neura nets or
other datareduction processing units (seeFig 17). Inthis
way the measurement and health data could be generated
from the same transducers without interfering with esch
other. Certain transducers (e.g. acoustic) could be
provided solely for generating customised parameters.
These parameters could be discrete (e.g. flagging some
plant or process change), or continuous (e.g. estimation
of degree of wear).

) Process Parameters
User-configurable (Available to NLU)

processing block

Decision Logic

Neural Net
Digital Filters
To
Measurement
Calculation Block
From
Transducer

Fig. 17. Example of processing unit generating one or more
customised process parameters



6.4. Sensor Diagnostics

D12: Sensor Fault A sensor fault isan aberration that
impairs any aspect of sensor functiondity. A fault is
device-specific: it refers to the underlying cause of the
problem rather than any symptoms (such as might be
observed on the measurement signal). Faults may be
either discrete (i.e. either present or not), or have an
associated degree of seriousness.

D13: The Diagnostic State The sensor constantly
updates its internal assessment of its condition and
performance. The resulting diagnostic satelistsal faults
that are judged to have occurred or to beimminent, with
their estimated degreeswheregppropriae. Thediagnostic
state of the sensor determines how al output parameters
areto be generated for the current sample.

Comment The diagnostic state is the sensor’s best
estimate of its condition, and is subject to correction by
the NLU (e.g. in the form of a maintenance engines).
Competent self-diagnostics should normaly ensure that
thediagnostic stateisreasonably accurate. Notification of
thediagnogtic stateis supplied to different components of
the NLU in different ways, reflecting different aspects of
the sensor’s functiondity.

D14: Raw Measurement Value (RMV) A Raw
Measurement Value (RMV) is a messurement vaue
calculated on current raw dataunder the assumption that
there are no faults present.

D15: Raw Uncertainty (RU) The Raw Uncertainty
value associated with a RMV is the corresponding
uncertainty of the RMV, taking al relevant factors into
account other than the presence of faults.

Comment The RU is typicaly caculated using
equations derived from the measurement cdculations.
Uncertainties of calibration constants are quantified
during the cdlibration process.

D16: Validated Measurement Vdue (VMV) A
Vdidated Measurement Vadue (VMV) is the
measurement  value representing the sensor’s best
estimate of the measurand, given the current diagnostic
state.

D17: Vdidated Uncertainty (VU) The Vdidated

Uncertainty isthe uncertainty of the VM V.

D18: Diagnostic Information Sources There ae a
variety of diagnosticinformation sourcesavailablewithin
the sensor.

Raw data The first signa available in the device,
generaly an electrical imageof atransducer output, for
example afrequency, voltage or resistance.

RMV data Signals which correspond to process pa-

rameters e.g. mass flow or temperature.

Auxiliary data  Signals within the sensor which are
not directly related to the measurand.

Device-specifictests Data from active self-testing
by the sensor.

NLU inputs  Inputs from the Next Level Up, gener-
ally discrete vaues and thresholdsrelating to expected
process behaviour.

Application knowledgebase Information relating
process conditions to likely fault behaviour.

Comment  Each component isdescribedin more detail.

D19: Raw data Raw data contain the maximum
information available on thetransducer responseand are
therefore avery rich source of information for satigtical
tedts.

D20: RMV data Mog fault detectiontechniquesinthe
literature are based largdly upon detecting aberrationsin
measurement signds (ether on an individual or a
collectivebas s). Within the SEVA sensor suchtechniques
can be gpplied to the RMV in order to provide one aspect
of diagnostic information.

D21: Auxiliary Information  Auxiliary informationis
provided by the potentidly large number of other signals
within thesensor which arenot directly related to theraw
dataor RMV, but which can giveuseful informationabout
thehealthor performanceof asensor. Thesemightinclude
the electrical properties of components within the sensor,
sgnd levels a the input or output stages of power
amplifiers, or hardware errors. Associated with the
auxiliary information may be statistical or other tests to
identify characteristic behaviour. Hardware errors are a
specid, preprocessed form of auxiliary informetion
generaed by digitd components within the sensor,
requiring little or no processing or interpretation. They
generdly map directly and immediately to a physical
diagnosis (e.g. memory checksum error).

Comment All of this auxiliary data is highly
device-gpecific and best defined by, or in close
consultation with, the instrument designers.

D22: Device-specifictests In addition to monitoring
auxiliary data, the sensor may beableto actively perform
device-gpecific tests. These typicdly stimulate the
transducer or other sensor component and judge health
by observing the response.

Comment  Again, such tests are best implemented by
the sensor designers. Artificid gimulation of the
tranducer may, of course result in a ‘faullty’
measurement: it isdealt withinthesameway asany other
fault as described later.



One difficulty associated with locaised validation is
that there may be situations where the sensor has
insufficient information to be able to come to a valid
conclusion, for exampl ein distinguishing between cer-
tain types of sensor fault (e.g cdibration drift) and
legitimate process changes. The sensor must therefore
be able to apped to the NLU (which has access to
additiona information such asdatafrom other sensors)
for clarification.

D23: NLU Inputs The sensor can ask for information
about process behaviour (e.g. anticipated process limits)
through standard requests to the NLU. In addition the
NLU may provide warnings of changes in process
behaviour which can be used to minimisefdse alams.

D24: Application knowledgebase The
manufacturer’s accumulated knowledge of conditions
likdy to result in particular faults should be made
available to the sensor’s diagnogtic consderations. The
datamay includefactorssuch astimesincelast calibration
and maintenance.

Comment  In some applications sensors are known to
degrade much morerapidly under certain conditions, e.g.
a extremes of operating range. Such knowledge
potentialy allows asensor to estimatea* wear and tear”
effect onits performance. For example, if anormal range
pH probeisexposed to morethan about 12 pH for aslittle
as an hour it may become akali-conditioned and fail to
respond when the solution becomes more ecidic.

D25: The Diagnostic State Machine (DSM) The
Diagnogtic State Machine (DSM) isthe software system

responsiblefor co-ordinating and resolving all diagnogtic
information, as well as for scheduling self-tests and
requests for data from the NLU.

Comment DSM complexity may vary widey
depending upon the sophi stication of the sensor. A variety
of diaghogtic techniques can be used within the DSM,
including FDI, sgnd analyss, and neurd nets. The
highet level of the DSM is likely to contain a
knowledge-based dement in view of the heuristic nature
of the decisions that must be taken.

D26: Steps Taken Each Sample  Figure 18 illugtrates
the steps taken each sample within the sensor. Raw data
issampled fromthetransducer(s) and propagated through
the measurement equations to generate the RMV(s) and
the corresponding RU(s). Statistica and/or other festure
extraction processing is performed uponthe RMV(s) and
the raw data. Other diagnostic data, as described in
Definition 18 above, may aso be subject to Satistical or
other processing, ether every sample or on an occasional
bass. All of thisdatais passed to the DSM which updates
the current diagnogtic state. Based on this the output
parametersarecal culated: esch VMV with associated VU
and MV Status, Alarm Outputs, Device Status and
detailed Diagnostic Data.

To NLU

Alarm Data VMV and VU MV Status Device Status Diagnostic Data

Generate
advice for

Maintenance

Update Select
Alarm Flags MV Status(es
Calculate Select
VMV(s) and VU(s) Device Status(es)
Update Diagnostic State )—

Engineer

Calculate Statistics
and/or Pattern Match

C
C

Calculate
RMV(s) and RU(s)
‘ Get Raw Data '

D27: Caculation of VMV and VU  Any of anumber
of strategies may be used to calculate the VMV and the
VU, giventhe current Diagnogtic Stete, aslisted bdlow in
decreasing order of preference. Each sample one method
is sdlected for each measurement generated by thesensor.
Different strategies may be used for different
measurements, reflecting the different impact the current
Diagnostic State may have upon each measurement. A
fault, diagnostictest or other condition (e.g. timesincethe
lagt cdibration) may have a detrimentd effect upon a
measurement: in the following descriptions, the
underlying cause is less important than the resulting
confidenceinthe RMV.

Get other
Diagnostic Data

Fig18.  Stepstaken each sample

Nominal confidencein RMV  If thereisnofault or test
condition which has any impact on confidence in the
RMYV, thenthe VMYV isset equd totheRMV andtheVU
isset equal to the RU.

Reduced confidencein RMV A fault or test which has
only a partid impact upon the measurement process
should be accommodated. This meansthat the VMV and
VU should be assigned corrected va ues. The method of
correction depends upon the degree of understanding of
the impact of the fault or test upon al aspects of the
measurement process and calculation. Any introduction
of biasintothe(partia) measurement should becorrected;
any increae in uncertainty should result in a
corresponding increase in the appropriate uncertainty



variableinthemeasurement cal cul ation. Such corrections
should teke place as far back as possible within the
measurement  cadculation. If necessary the entire
measurement  caculation must be reperformed
incorporaing al corrections. The VMV and VU arethen
st equal to the corrected RMV and RU values.

Comment  Thefollowing examplesillugrate therange
of fault accommodation strategies that may be gpplied.

o A fault has the effect of changing the property of
the transducer, so that the ‘true’ vaue of one of
the cdibration constants changes. Caculation of
the measurement based upon the normal calibra-
tion constant value will result in a biased meas-
urement. Supposing this fault to be well-under-
stood by the manufacturer, the sensor is able to
estimate a correction factor for the calibration
constant based upon diagnostic data (e.g. auxil-
iary dataor adevice-specific test). Asthis correc-
tion is more approximate than the normd calibra-
tion procedure, the uncertainty of the corrected
calibration constant isincreased accordingly. Re-
calculation of the measurement datawill resultin
corrected vaues of the VMV and VU.

¢ Another fault, athough detectable, has an impact
upon the measurement which is poorly under-
stood (due to its rarity and/or the expense of
analysing the relationship between the fault and
the measurement). Based upon a heuristic assess-
ment, the RMV is still considered to be the best
estimate of the measurement (so the VMYV is set
equa tothe RMV), but the VU is set equal to the
RU plus an extra uncertainty factor to accommo-
date the fault.

Clearly the first example is a far more satisfactory
responseto the presence of afault thanthesecond. This
illustratesthe possibility of assessingand/or improving
instrument performance on the basis of measurement
quality in faulty, as wel as non-faulty conditions. In
genera a manufacturer might be expected to improve
the detection and accommodation of faults and other
conditions as experience accumul ates over thelifetime
of aparticular product.

D27 (continued)

No confidenceinthe RMV A tegt or fault may have
the effect that the RMV bears no relation to the process
measurand. Insuch circumstancesthe VMV iscalcul ated
from historical data, and the VU includes the additional
uncertainty entailed in extrapolating past behaviour to
predict the present vd ue. Therearetwotypesof higtorical
datar

e Short-term history - the behaviour of the meas-
urandimmediately prior totheonset of theimpair-
ing condition;

e Long-term history - the process knowledge accu-
mul ated by the sensor such aslimitson measurand
value, maximum rates of change, and charac-
teristic process behaviour.

This data is used to provide a best estimate of the
current measurand value, with associated uncertainty.

Comment  Faultsof thistypeincludethoseinwhichthe
transducer has entirely ceased to function or has become
disconnected from the transmitter. Similarly, if a test
stimulates the transducer, thereby completely obscuring
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theprocess-related signal, thenthisstrategy i sappropriate
for the duration of the tegt.

The calculation of the VMV and VU is these circum-
stances can be performed using varying degrees of
sophistication for the process modelling. A simple
strategy is presented here by way of example. This
strategy combines two estimates of the measurand and
its uncertainty, based on short-term and long term
historical data, using the rules of uncertainty calculus.
Figure 19 showstheresulting short-term and long-term
estimates and their combination from asimple simula-
tion. InFig. 19, the unbroken lineisthe estimate of the
measurand, as denoted on the left hand scale, the
dashed line shows the uncertainty, denoted on the
right-hand scale, and the shaded area showsthe uncer-
tainty interval around the estimated measurand.

In the simulation, the measurement isfault free, witha
value of 60 units and an uncertainty of 5 units, until
t=bs. At this point a fault condition occurs which
reduces the confidencein the RMV to zero.

Figure 19(a) showsthe strategy using short-term proc-
ess history. The estimate is set equa to the last fault-
free measurement, and the uncertainty isincreased by
the maximum observed rate of change of the process.
In other words, this strategy asserts that the best esti-
mate of the measurand is where it was last seen, and
that it is unlikely to change from this value by more
than the previously observed maximum rate of change
of the process, whichinthesimulationis3 units/s. This
strategy is of course both heuristic and pessimistic, as
probabilistically the measurement is likely to change
more slowly.

Figure 19(b) shows the strategy using long-term proc-
ess history. In the absence of a current estimate of the
measurand, 95% confidence limits on its value can be
calculated based upon long-term history. In Fig. 19(b)
these limits are 0 and 100 units respectively. Oncethe
fault has occurred, the estimate of the measurand is set
to the average historical vaue (in this case 50 units),
and the uncertainty is set to be half of the confidence
interva. In other words, this strategy asserts that the
measurement could take any vaue within previous
experience.

Neither of these strategiesis entirdy satisfactory. The
firstworkswell intheimmediate aftermath of thefault,
but as time proceeds the uncertainty interval may ex-
ceed the physicd limits of the sensor and/or process
(e.g. include negative values). The second strategy is
unsatisfactory initidly, as there is a sudden changein
the estimate of the measurand and an enormous in-
crease in uncertainty.

A better strategy is one which combines the estimates
generated by the first two. It is reasonable to assume
that the two estimates are independent, and so using

uncertainty calculus it is possible to combine them to
get a ‘better’ estimate (i.e. one with a smaller uncer-
tainty). Given estimates e, and e, with uncertainties
We, and W, , a better estimateis given by

2 2
We, We,
&+t oo ar®
quz + WeZZE B\,el + We, % 9)
Each estimate is thus weighted by the square of its
uncertainty. The uncertainty of e, isgiven by

Cest =

We, We,
2 212
Ave,” + e, H (10)

Figure 19(c) shows theresults of combining the short-
term and long-term estimates. Immediately after the
fault the short-term estimate is more prominent; sub-
sequently the long-term estimate becomes dominant.
The vaue of the estimate slowly moves from the | ast
non-faulty value (60 units) towards the long-term av-
erage (50 units).

We, =

et

Of course there is no guarantee that the process meas-
urand is actually within any of these uncertainty limits
- particularly if the fault has been caused by some
massive process change. However, the sensor is re-
quired to provide a best estimate of the measurand,
with an associated uncertainty, and in the absence of
on-linetransducer datait can only assume that current
process behaviour reflects historical trends. As the
NLU has access to other process data, it is better able
to determine whether this assumption is vaid, and
whether therefore the sensor’ s estimate can be trusted.

D27 (continued)

Combination of effects In cases where there is more
than one condition affecting a measurement, then al
effectsareincluded, if possible:

e If any condition causes the confidence in the
RMV to be zero, then the VMV and VU must be
calculated using historical dataonly, as described
above (i.e. this condition over-rides any causing
only reduced confidence in the RMV).

« |f two conditions cause reduced confidenceinthe
RMV, then both sets of corrections should be
applied. If the corrections are mutually exclusive
then the larger correction is applied.

D28: Calculétion of the Measurement Value Status

Definitions 7 and 10 saethat the sensor should generate
a best estimae of the measurand together with an
associated uncertainty, even in the presence of faults.
Definition 27 describes strategies for generaing VMV
and VU vaues in the presence of one or more faults. A
changein uncertainty by itsdf gives no indication of the
extent or likely evolution of the conditions giving riseto
the change. In particular, the NLU may need to know



which strategy has been used to calculate the VMV and
VU. It is adso important to know whether an abnormal
condition is expected to persig. This information is
conveyed by the M easurement Va ue Status.

Given two conditions :
1) Expected persistence of any abnormal condition:
long or short
2) Confidenceinlatest RMV: nomina/reduced/zero
The corresponding value of MV Status is shown in
Table 2.
Table2 MV Status Values

Expected Confidencein MV Status
persistence RMV
not applicable | nominal CLEAR
not applicable | reduced BLURRED
short zZero DAZZLED
long zero BLIND

Each measurement is assigned an MV Status value as
determined from the current Diagnostic State. There
are two additiond status values:

e UNVALIDATED: validation is not taking place.

e SECURE: the VMV has been generated using
redundant measurements. The confidencein each
measurement is nominal .

Comment The gatus names were chosen by analogy
with vision.Typica examples of each are given below:

CLEAR TheRMYV signd structure is within normal
range for given process conditions.

DAZZILED The RMV signa structure is substan-
tially abnormal but there is insufficient evidence to
project future behaviour (typically spiky/outlier con-
taminated signal or initia responseto afault). Another
use of DAZZLED is when the sensor is performing
active sdf-testing which prevents reliable data from
being generated by the transducer(s). Thelength of the
test is likely to be known, and to be short. For the
duration of the test, all measurements which are com-
pletely impaired are set to DAZZLED.

BLURRED The RMV signd structure is abnorma
but still with reasonable correspondence to the mess-
urand (typically noisy or with distorted spectrum).

BLIND The RMV signd structure is so abnormal
that it bearsnorel ation to themeasurand (typically zero
variance or outside physical limitsfor significant inter-
val); thefault is expected to persist.

For example, Fig. 20 shows likely vaues of the MV
Statusinthescenario showninFig. 19. Prior tothefault
the MV Status is CLEAR. At the onset of the fault, a
serious aberration is detected immediately, but the
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cause, and thereforethe persistence, of the fault cannot
yet be determined, and so the Status is set to DAZ-
ZLED. A littlelater, the DSM determinesthe nature of
the fault, which is both severe and permanent, and so
the Statusis set to BLIND.

The MV Status may be used in selecting the appropri-
ate control strategy for a controller using the related
measurement. There are many possibilities for how
this can be done depending on the application. For a
simpleloop a possible strategy is shown in Table 3.

Table3 Contral Strategy using MV Status

Status Operating Mode
CLEAR Normal PID
BLURRED | Detuned PID
DAZZLED | Temporary freeze
BLIND Forced manud or alternative
measurement

The response to a BLIND measurement must al most
inevitably be seriously disruptive, and therefore this
Status vaue should only be adopted if thereis strong
evidence that the condition will persist. DAZZLED
acts as an intermediary condition so that if afault is
severebut turns out to betemporary (e.g. aspikeerror),
the MV Status sequence (CLEAR - DAZZLED -
CLEAR) will befar lessdisruptive, thanif DAZZLED
was not defined (CLEAR - BLIND - CLEAR). Obvi-
oudly if there is sufficient evidence within the sensor
that thefault is permanent as soon asit occurs, thenthe
Statusis set to BLIND immediately.

D29: Caculation of Device Status  The Device
Statusisageneric, discrete vaue summarising thehedth
of the sensor. A sngle vaueis generated each sample. It
is monitored by the Fault Detection and Maintenance
systems. It takes one of the following values:

GOOD Thesensorisinnomina condition.

TESTING The sensor is performing diagnogtic tests




which may be responsible for any loss of measurement
quality.

SUSPECT The sensor may be suffering from an
aberration; the condition has not yet been diagnosed.

IMPAIRED The sensor is suffering from adiagnosed
fault which has a minor impact on performance,
warranting alow priority maintenance call.

BAD The sensor is suffering from a diagnosed fault
which has amajor impact on performance, warranting a
high priority maintenance cal.

CRITICAL The sensor is in a condition that is
potentialy dangerous, requiring immediate atention.

Comment It is stressed that that the (single) Device
Statusrefersto the hedth of the sensor, whereasthe MV
Status refers to the qudity of esch (of one or more)
measurement. Normally there will be some correlation
between the Device Status and MV Statug(es) - for
example, if theprinci pa measurementisBLURRED then
the Device Statusis likdly to be IMPAIRED.

CRITICAL is used to indicate that the sensor isin a
condition that may cause (or have caused) a hazard,
such as a leak, of the process fluid or of a dangerous
meaterial (e.g. areagent or aradioactive substance), fire
or explosion. This status refers only to hazards gener-
ated by thesensor itsdlf, rather than by the process. The
following examplesillustrate the different cases.

o If the process temperature and/or pressure is so
high that the transducers are unable to operate,
then the Device Statusis set to BAD.

e |f the process temperature and/or pressureis high
enough to damage nearby plant, but not the sensor
itself, then the Device Status may remain GOOD,
although the sensor may have separate darm
functions programmed to flag such conditions.

o If the process temperature and/or pressure is so
high that the sensor itself islikely to rupture, lesk,
explodeor catch fire, then the Device Statusis set
to CRITICAL, even if the measurements them-
selves are perfectly functional .

Clearly only certain types of sensor are capable of
being hazardous. Detailed, device-specific diagnostic
datais also available for the instrument engineer.

7. APPLICATION: THE CORIOLISMETER

An on-line PC-based prototype of a sdf-vdidating
Coriolis meter has been developed. This consists of a
conventiona, commercidly available flowtube and
transmitter, together with signal conditioning electron-
ics and a 386 PC. The software package is caled
SIAMESE and iswritten in C++.

SIAMESE acts as a sdlf-vaidating Coriolis meter:

¢ Signas relating to both measurements and sensor
health are picked up from the transmitter.

e Measurement and uncertainty calculations are
performed within the software. In non-faulty con-
ditions, the resulting VMVs (one each for tem-
perature, density and mass flow) show excellent
agreement with the values generated by thetrans-
mitter.

e Uncertainty vaues are calculated based upon a
detailed uncertainty analysis of the instrument.
This andysis has been extended to modd the
impact of the most important fault modes of the
Sensor.

e A number of fault conditions can be detected.
During the presence of afault, the VMV is cor-
rected and VU increased appropriately. On-site
metered trials have demonstrated the superiority
of the VMV values generated by the SIAMESE
system over the faulty values generated by the
transmitter.

A simple exampleis used to contrast the behaviour of
the conventiona and validated instrument in the pres-
ence of a sensor fault. The fault demonstrated is the
loss of RTD input. Fig. 21 shows how the measure-
ments generated by the conventiona Coriolis meter
behave when this fault occurs. Unsurprisingly, the
response of the temperature measurement isdrastic: it
drops to about -110°C within afew seconds of losing
the RTD input. However, asthe mass flow and density
measurements are calculated using the temperature
input, there are corresponding shiftsin these measure-
ments, of about 7% and 20% respectively. At t=47s,
the temperature input is reconnected, resulting in a
return to fault-free operation.

It is reasonable to assume that any fault detection
system worthy of the name ought to be able to detect
this fault simply by observing the temperature meas-
urement. However, it is unusual for the Coriolis tem-
perature output to be used by the control system (par-
ticularly ina4-20mA regime, wherenormally only one
measurement can be transmitted from the sensor).
Moretypically only themassflow or density valuesare
used. Themore marginal biasesin these measurements
arelessclearly distinguishable from agenuine process
change or disturbance. Thishas already been discussed
at length in the introduction, asthefault shownin Figs.
3and 4isin fact the loss of RTD input (compare Fig.
21(c) with Fig. 3).

Even if the sensor has sdf-diagnostics, and is ableto
detect the fault, without the benefit of uncertainty
anadysisit is difficult to ascertain the impact this fault
has upon themassflow and density measurements, and
therefore, assuming achoice of discreteflags, whether
they are sufficiently impaired to bedeclared ‘ faulty’ or



not.

Figure 22 shows how the SIAMESE program responds
to the fault. Note that only the mass flow output has
been drawn to the same scale as used in Fig 21: this
enables features of the response to be displayed more

Clearly.

There is an initia warmup period terminated by the
first changeof statusto CLEAR for each measurement.
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The loss of RTD input is detected by observing an
interna signal. The detection hastwo stages. Initially,
thereisarapid drop in value of thesignal, which isfar
faster than could be generated by normal RTD opera
tion. A little later the signal settles at a constant value
characteristic of RTD input loss, and hence the correct

diagnosis is deduced.

The measurements and their vaidities are caculated
based upon this two-stage diagnosis. When theinitia
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drop is detected, the temperature is set to DAZZLED,
and theVMV and VU are cdculated using the method
described in Definition 27 above. Subsequently, at
t=14s, theloss of RTD diagnosisis confirmed and the
status of temperature is set to BLIND. The VMV and
VU are caculated in the same way as during the
DAZZLED stage. Whenthe RTD input isreconnected,
arecovery modeis entered, during which the tempera-
tureis set to BLURRED.

Theloss of the RTD input has an indirect impact upon
the density and massflow, asshownin Fig. 21. Within
SIAMESE this is accounted for in the calculations of
their VMV and VU vaues by the propagation of the
temperature uncertainty through the measurement
equations. For example, the mass flow is calculated
using an equation of theform

- ¢
M= (KT + Kyg) B (11)
where K; and K, are flowtube calibration constants,
subject to uncertainties wy, and wy, respectively, ¢ is
the phase difference between the two motion sensors,
subject to uncertainty wy, F is the drive frequency,
subject to uncertainty we, and T isthe measured proc-
ess temperature, subject to uncertainty wr .

The corresponding equation for the uncertainty of the
mass flow rate is given by the following:

2
|:J2 _ (T WKl) + WKf
g = 2
U (kT + K

Dggg

2 2
KZ Wi Wel] . [Wel]
+ =+ +
KT+KP S5 FH @

When thefault in the temperatureinput is detected, the
impact on the mass flow can be calculated by propa-
gating the value of wr into this equation. As the tem-
perature uncertainty increases from about 2°C up to
7°C, the resulting uncertainty in the mass flow rate
increases from 0.008 kg/s up to 0.0095 kg/s. Under
different process conditions, the same fault may have
greater or lesser consequences

The Status of the massflow and density measurements
are sdlected based upon the current diagnosis. When
the reason for the temperature loss is unknown, these
Statusvauesremain CLEAR. However, oncethefault
is diagnosed, then it is judged that, as mass flow and
density have a secondary dependence upon tempera-
ture, their Status values should be set to BLURRED.
As soon as recovery begins, they arereset to CLEAR.

Assuming the temperature input is not so rapidly (and
artificially) restored, how might the different systems
comprising the Next Level Up respond to thisfault?

e TheControl Systemisinformed that the tempera-
ture has gone BLIND, while the other two meas-
urements have gone BLURRED with marginally
increased uncertainties. Any feedback control
based on temperature will have to be switched to
manual or another measurement. Continued use
of mass flow or density will depend upon appli-
cation-specific criteria, which may be specifiedin
terms of the generic parameters uncertainty and
Status.

e The Fault Detection System notes the change of
Device Status from GOOD to IMPAIRED; any
local and temporary inconsistency between vari-
abledetected by an analytical redundancy scheme
may be attributable to this fault.

e The Maintenance System notes the change of
Device Status and schedules alow priority main-
tenance check. A detailed diagnosis is obtained
from theinstrument to enable the engineer to take
appropriate action.

e The Compliance System is able to judge, based
upon theincreased levels of uncertainty, whether
any of the measurementsinfringe safety, environ-
mental protection, or legal metrology restrictions.
If so, it will indicate to the Control System that
further action isrequired.

The Siamese systemisableto detect agrowing number
of faultswithin the Coriolis meter (currently some 15),
occurring aone or in combination, the most important
of which detect more subtlefaultsthan asimpleloss of
input. However, even ‘trivid’ faults, likein the exam-
ple above, may have an important impact on measure-
ment output, and their detection can avert serious deg-
radation of plant performance.

8. CONCLUSION

This paper has argued the need for an extended model
of the generic sensor in order to accommodate increas-
ing performance requirements and extended capabili-
ties. A series of definitions have been provided to
describe the sdf-vaidating sensor, and a prototype
system has been presented. Clearly thisis only afirst
step in describing a new methodology of plant opera-
tion.

Future papers will examine the following topics:
e Fault detection in the Coriolis meter;

e Thesdf-validating actuator: rationale, definitions
and examples;

e Theuseof uncertainty datain Analytical Redun-
dancy schemes,



¢ The reationship between faults and uncertainty;

e The development of standardised strategies for
exploiting sensor validation information at the
loop and unit levels.
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