Enforcing trust in quantum networks

Anupama Unnikrishnan
Trinity College
University of Oxford

DOMI| MINA
O‘ st TIO
o— ILLV MEA

"s)ﬁ Js"

A thesis presented for the degree of
Doctor of Philosophy
Trinity Term 2019



To Amma and Achan,

and to Muthacha.



Abstract:
Enforcing trust in quantum networks
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The phenomenal progress in quantum technologies over the past decades has laid the ground-
work for the construction of quantum networks, which will channel the power of quantum
theory to guarantee secure and efficient communication, computation, and much more. This
thesis studies the notion of trust in quantum networks. In our information age, protecting the
security or anonymity of data is a key requirement. We investigate certain protocols that are
fundamental to the operation and applications of quantum networks, and propose ways to
test and analyse their security, in spite of adversarial intervention. Our focus is on practical
methods of verifying the untrusted components, which could be incorporated into realistic
networks in the near future.

To begin, we propose a protocol for authenticated communication of quantum messages,
by verifying the entanglement required for quantum teleportation in an experimentally feasi-
ble way. We model the performance of our scheme in the presence of noise. Furthermore, we
explore such an authenticated teleportation in the one-sided device-independent scenario,
where some devices used for verification may be corrupted. We derive error-tolerant self-
testing bounds and extend our results to a realistic experimental setting, demonstrating the
compatibility of our protocol with state-of-the-art technology. We then study anonymity, an
essential feature for communication across networks. Combining the power of classical and
quantum subroutines, we build a practical protocol for anonymous communication of quan-
tum messages, without the need to trust the players in our network, their computational
power, or the entanglement they share. We end by considering the verification of graph states
distributed across a network of possibly dishonest players, applying our scheme to specific

graph states that are central to quantum communication and computation schemes.
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Chapter 1

Introduction

1.1 Preface

Quantum theory, with all its peculiarities and absurdities, has radically changed our percep-
tion of how the world works. From the pioneering groundwork of scientists in the early
twentieth century [3-8], we are now in an unprecedented era. The counterintuitive features
of quantum systems are being applied to create remarkably new technologies, which could
go on to transform disciplines as varied as data security, navigation and medicine, to energy,
imaging and fundamental science.

Some early revolutionary ideas have been the driving force behind much of the research in
quantum-inspired technology. In 1982, Feynman suggested building a computer based purely
on the laws of quantum physics [9], further developed by Deutsch with the first description
of a universal quantum computer [10]. The ability of quantum bits (qubits) to exist in a
superposition of 0 and 1, as opposed to classical bits, as well as decidedly nonclassical features
such as entanglement, come together to promise a supreme computational advantage for
certain tasks. This field has since exploded, with proposals for qubits ranging from photons
[11], trapped ions [12], and nitrogen-vacancy centres in diamond [13], to quantum dots [14],
Josephson junctions [15], and organic molecules [16]. Further, there is now a whole selection

of quantum algorithms that can perform tasks more efficiently than classical computers, from



factoring of large numbers [17] and unstructured database search [18], to boson sampling
[19] and even techniques in machine learning [20].

On the other hand, any breakthrough in quantum computing would have an adverse effect
on the existing measures put in place to secure our data, which rely on certain problems being
too hard to solve with classical computing [21]. Thankfully, the year 1984 had already wit-
nessed the birth of cryptography based on quantum theory, with the observation by Bennett
and Brassard that two people can agree on a secure key, even in the presence of an eavesdrop-
per, using the principle that measurement disturbs a quantum system [22]. This prompted a
new field of research to ensure security in a world of quantum technologies.

Parallel to the gradual development of a quantum computer is another technological
dream, the quantum internet [23]. With the aim of allowing quantum communication be-
tween people anywhere in the world, at this moment it is the common goal of a large alliance
of researchers all over Europe [24]. Such a quantum internet would be composed of network
nodes, which are quantum processors at different locations, and channels that connect the
nodes and transmit information stored in quantum states. To fight lossy channels, quantum
networks must also have repeaters that facilitate long-distance transmission [25].

Building such a large-scale quantum network would enable us to harness the tremen-
dous power of quantum information processing for a variety of useful tasks. The inherently
quantum properties of entanglement, leading to nonclassical correlations that hold over long
distances, or the impossibility of copying an unknown quantum state, for example, give quan-
tum technologies an edge over what can be achieved classically. By exploiting this, we can
guarantee secret communication secure even against a quantum computer [22], synchronise
clocks all over the world with great precision [26], allow possibly faulty systems from a range
of locations to reach consensus on the value of a bit [27], and much more. Such network
tasks may require differing levels of technology, and in fact, many have already been imple-
mented [28-33].

With the pace of progress in quantum technologies over the past decades, it is of

paramount importance to think about trust. Do we trust that a quantum computer claim-



ing to be fully functional over on the other side of the world actually does what we ask? Or
could it be manipulating us and our data, feeding us the wrong output that we have no way
of checking? Do we trust the links and nodes in the global quantum network that we use
regularly for secure communication? Or could some of the nodes be malfunctioning, or even
worse, trying to disrupt or intercept our secrets?

To combat these worrying questions about the future we are heading towards, an array of
clever ideas were put forward, leading to the field of verification. Through the tools that build
up this area, we can now rest assured that our entanglement source can be thoroughly tested
even if the devices in our laboratory have been hijacked by an adversary [34,35]; a quantum
computer with the ability to perform increasingly complex computations can be caught trying
to trick us [36,37]; our quantum messages can be sent securely [38] and anonymously [39].

Unfortunately, this is often true only in a theoretic sense. Verification in the real world
frequently demands such an advanced level of experimental technology that it simply cannot
be implemented in the near future. The situations described above, although satisfying the
security concerns of even the most paranoid person, rely on assumptions such as little-to-
no errors or noise in the experimental setup, the creation of millions more states than can
be generated while retaining stability, or performing circuits that encode data in complex
quantum error-correcting codes. The missing link here is practical verification: a way to test
untrusted resources that is compatible with our current technology.

This thesis draws together the issues of trust and verification for realistic quantum net-
works. By building and employing practical methods of verifying the honest behaviour of
equipment and network nodes (which we designate as players), and incorporating these into
essential network protocols, we aim to guarantee trustworthy communication and computa-

tion with existing experimental toolkits.

1.2 Overview

Let us now give an outline of the contents of this thesis. Broadly speaking, our focus is on cer-

tifying the functioning of particular protocols that we expect to be central to the operation of
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Figure 1.1: The possible untrusted components of our quantum networks.

quantum networks, such as sending quantum messages over long distances, or communicat-
ing these messages anonymously. In each setting, we analyse how to verify the entanglement
required in a practical way, despite varying levels of trust in our network. In addition, we see
how similar techniques can be applied to certify an important class of multipartite entangled
states known as graph states, which would have wide-ranging applications in distributed pro-
tocols for communication and computation. (See Figure 1.1 for the trust levels we consider
in our network.) We now present an overview of each Chapter.

We begin in Chapter 2 with an introduction to the preliminaries of quantum mechanics,
focused on the framework and tools we will use throughout our work. In particular, here we
discuss the stabiliser formalism, device-independent quantum cryptography, and semidefinite
programming, among others.

Chapter 3 introduces the state verification problem, and applies it to authenticate a quan-
tum channel between two players that may then be used for sending quantum messages
through teleportation. Here, we are interested in a realistic experimental setting, and so
we analyse the influence of noise on the measurement devices and states, deriving security

bounds in each case. It is based on the following upcoming manuscript:

A. Unnikrishnan and D. Markham, Authenticated teleportation in a noisy network.



In Chapter 4, we investigate the realm of one-sided device-independence for authenticated
teleportation, where one player may not trust their devices. Our aim is to bridge the gap
between theoretical and experimental progress in this area, employing numerical techniques
such as self-testing to derive robust results. Further, we remove some common self-testing
assumptions and build a practical protocol for authenticated quantum communication with

one-sided trust. It is based on the following publication:

[1] A. Unnikrishnan and D. Markham, Authenticated teleportation with one-sided trust,

Phys. Rev. A 100, 032314.

Chapter 5 addresses an important issue in quantum networks, that of anonymous com-
munication. We combine six protocols, both classical and quantum, to construct a scheme
for communicating quantum messages anonymously over a network, in the presence of both
dishonest players and an untrusted source of entanglement. Our proposal takes into account

realistic imperfections in networks. It is based on the following publication:

[2] A. Unnikrishnan, I. J. MacFarlane, R. Yi, E. Diamanti, D. Markham, and I. Kerenidis,

Anonymity for practical quantum networks, Phys. Rev. Lett. 122, 240501.

Further, this work is a part of the Quantum Protocol Zoo [40] developed by the QI team of
the Laboratoire d’Informatique de Paris 6 and the Quantum Internet Alliance, and has been
featured in a popular science article [41].

Moving on to another important issue in networks, in Chapter 6 we consider verification
of graph states, which are the central resource in many quantum communication and com-
putation protocols, shared between an untrusted network. We derive a general result for an
arbitrary graph state and any number of dishonest players in the network, and give more
specific, resource-efficient results for certain useful classes of graph states. It is based on the

following upcoming manuscript:
A. Unnikrishnan and D. Markham, Verification of graph states in an untrusted network.

We conclude with a discussion of the scope and applications of our work, along with future

perspectives, in Chapter 7.



1.3 Notation

A list of mathematical symbols and notation used throughout this thesis can be found below.

1 Hermitian conjugate
1 identity matrix
0 zero matrix

|| absolute value

[] ceiling function
Il Il norm
n!

In natural logarithm
log, base-2 logarithm

55 Kronecker delta function (1 if i = j; 0 otherwise)
PN AND operation (1 if i = 1 and j = 1; 0 otherwise)
iVj OR operation (1 if s = 1 and/or j = 1; 0 otherwise)
PPy XOR operation (1 ifi =1 or j = 1; 0 otherwise)



Chapter 2

Preliminaries

We start by covering some of the basic topics in quantum information theory that will be
useful for understanding this thesis, and then outline some relevant applications. For a more

in-depth introduction, see [42].

2.1 Mathematical background

2.1.1 States

A Hilbert space H is a complex vector space with an inner product. A quantum state, |¢)) € H,
is a unit vector in a Hilbert space. Consider a two-dimensional Hilbert space H? with basis
vectors {|0),|1)}, known as the computational basis. A state |¢)) € H? is known as a qubit,

and can exist in a linear combination of these basis states as
[v) = a|0) + B1), (2.1)

where «, 5 are complex amplitudes. This is known as a superposition. Since a quantum state
is a unit vector, the inner product between |¢)) and its dual vector (¢| is given by (¢|¢) = 1,
which leads to the normalisation condition, || 4 |3|* = 1. We will also use the basis {|+) =

70y + 1)), 1-) = Z(10) — [1))}-

While in this thesis we will only deal with qubits in this abstract form, note that in prac-



tice, they are realised by physical systems. For example, in polarisation encoding, information
is stored in the polarisation degrees of freedom of a photon. In this case, the computational
basis corresponds to rectilinear polarisation, where |0) is horizontal and |1) is vertical polari-
sation, and similarly the {|+),|—)} basis corresponds to diagonal polarisation. More general
quantum states corresponding to d-level systems are called qudits; however, in this thesis we
will only concern ourselves with qubits.

States that can be represented as |¢)) are known as pure states. It is useful to refer to the
state of a quantum system in terms of a density matrix p, which is Hermitian (p! = p) and
positive semidefinite (p > 0). The density matrix corresponding to a pure state [¢) is given
by p = [¢) (¥|. A quantum system may be in a mixed state, which is a probabilistic mixture of

pure states given by
p=> pilt) (Wi (2.2)

This can be interpreted as the quantum system being in the state |¢);) with probability p;.
While density matrices always have trace 1, the density matrix of a pure state satisfies Tr(p?) =
1, whereas for a mixed state it satisfies Tr(p?) < 1.

To describe systems of multiple qubits, we use the tensor product, denoted by ®. For
example, the tensor product of the states of subsystems A, B, given by |¢)) € Ha,|¢) € Hp,
gives the state of the joint system AB, given by |¢)) ® |¢) € Ha ® Hp. We will also use the
notation [t/)®" for the state 1)) tensored with itself n times.

Consider a density matrix p € H 4 ® Hp. The reduced density matrix for the subsystem A

is given by

pa="Tip(p) = (inlplin), (2.3)

i

where Trp is known as the partial trace over the system B, and |ip) is any basis of H .



2.1.2 Operations

The evolution of an isolated quantum system can be represented by a unitary operator U.
This is a linear, inner-product-preserving operator satisfying UTU = UU' = 1. One can
transform a quantum state to another by means of a unitary operation, as |t) YU ).
Unitary transformations are reversible, as can be seen by applying their Hermitian conjugate
U [v) UL gty |) = |[¢). Some important single-qubit unitaries we will use throughout this

thesis are the Pauli matrices ox, oy, oz, and the Hadamard matrix H:
ox = , Oy = , 07 = JH=— . (2.9

Controlled unitary operators act on two or more qubits. They apply some operation on the
target qubits if the control qubit is 1, and do nothing if it is 0. Some important two-qubit

controlled operations are the C X (which is also known as the CNOT') and the CZ, given by

Unitary operators are in fact a subset of isometries, which are linear, inner-product-
preserving maps ® : H, — Hp that satisfy ®'® = 1. We will make use of local isometries,
which are isometries applied to each local subsystem separately.

More generally, all physical operations on a quantum system can be described by com-
pletely positive, trace-preserving maps (CPTP maps) that map an input density matrix in one
Hilbert space to an output density matrix in another Hilbert space. A map £ is positive if for
any positive operator p, £(p) > 0. For £ to be completely positive, we additionally require
that the action of £ on a subsystem of a joint system still results in a valid density matrix. By
trace-preserving, we mean that Tr[€(p)] = Tr(p). Unitaries and isometries can then be viewed

as examples of CPTP maps.



2.1.3 Measurement

The measurement of a quantum system is described in general by a set {)/,,} of measure-
ment operators, with m denoting the measurement outcome. This set of operators satisfies
Yom M}, M,, = 1. The probability of obtaining outcome m from the measurement on a pure

state |¢)) or a mixed state p is respectively given by
Prim] = (Y|M}, My |v),  Prm] = Tr(M], My, p). (2.6)

The state of the system after the measurement on |¢)) or p is respectively given by

My, [4) My, pMy,

Prm] @7

A special case is that of a projective measurement, associated with an observable M, given by

M = Zum, (2.8)

where for {M,,} we now have the set of projectors {P,, = |m) (m|}, which are orthogonal
(PP, = 5,’;}'Pm), and satisfy ) | P, = 1. The possible measurement outcomes, {m}, are
the eigenvalues of M. The probability of obtaining outcome m is given by Pr[m| = (¢|Pp|¢).

A useful result is the projector onto the 41 eigenstate (eigenspace) of a (tensor product

of) Pauli measurement(s). Taking o as an example, we can write it as
oz =4+1x P +—-1x P_, (2.9)

where P, is the projector onto the +1 eigenstate of oz, and P_ is the projector onto the —1
eigenstate of oz. We know P, + P_ = 1, which gives P_ = 1 — P,. Substituting this, we get

oz = 2P; — 1, which gives

(2.10)

10



By performing such projective measurements on many identical copies of the state |¢),

one can approximate the expectation value of the observable M on the state |¢), given by
(M) = (|M]y) . (2.11D)

This converges to the true expectation value as the number of copies tends to infinity.

Let us now define the most general type of measurement. Taking the positive operator
Em = M, M,,, we now have >m Em =1, and Pr[m| = (¢|Ep,|1p). The set {E,,} is known
as a POVM (positive operator-valued measure), while each element F,, is known as a POVM
element. Contrary to projective measurements, the elements of { £,,,} need not be orthogonal.
It is important to note that any POVM can be realised as a projective measurement on a higher
dimensional Hilbert space [43].

An important concept related to observables is the commutator. For two observables A, B,
we define [A, B] = AB — BA as the commutator, and {4, B} = AB + BA as the anti-
commutator. If [A, B] = 0, we say the observables A, B commute, which means they can
be measured in any temporal order. It is worth noting that the Pauli matrices ox,oy,0z

anti-commute with each other.

2.1.4 Entanglement

Quantum systems can be correlated in a way that has no classical analogue. A pure state

|v) € Ha ® Hp is said to be entangled if it cannot be expressed as
) = la) @ |b) , (2.12)

where |a) € H 4 and |b) € Hp. Similarly, a mixed state p € H4 ® Hp is said to be entangled

if it cannot be expressed as

p=> pipl® pp, (2.13)

7

11



where {p;} is a probability distribution, p!, € H4 and p; € Hp. In other words, quantum
systems in an entangled state cannot be written as a tensor product of the states of separate
systems. States that can be written in this way are said to be separable.

Entanglement is at the very root of quantum mechanics and is fundamental to quantum in-
formation, computation and cryptography. We will go further into the details of entanglement
in Section 2.4, in the context of device-independent quantum cryptography.

Some common entangled states we refer to in this thesis include the Bell state [44], or

EPR state, which is a two-qubit maximally entangled state given by one of the following:

~100) + [11)
= 7\/5 ,

~100) —[11)
=75

~|01) + [10)
= 7\/§ ,

|01) — |10)
(2.14)

%) 27) o) o) =

The Bell states can be transformed from one to another using local operations. There are a
multitude of applications of Bell states in quantum information, from quantum teleportation
[45] and superdense coding [46], to tests of nonlocality (Section 2.4) and many more.

The Greenberger-Horne-Zeilinger (GHZ) state [47] is an n-qubit multipartite entangled

state given by

‘0>®n + |1>®n

IGHZ) = NG

(2.15)

GHZ states are fundamental resources in protocols as varied as quantum anonymous trans-

mission (Chapter 5), quantum secret sharing [48] and quantum metrology [49].

2.1.5 Graph states and the stabiliser formalism

A mathematical graph § is given by a set of vertices V, connected by edges in the set £. A
graph state, denoted by |§), is a multipartite entangled state corresponding to a mathematical

graph. The vertices represent qubits, while the edges represent entanglement between them.

12



The state corresponding to an n-qubit graph is given by

9= ] CZul+)®*". (2.16)

(k)EE
The stabiliser formalism gives a compact and elegant way to specify a graph state. Sta-
bilisers of an n-qubit state are a subgroup of the n-qubit Pauli group that always give a +1
outcome when measured on that state. Thus, a graph state |§) can be uniquely represented in
terms of its stabilisers, as it is the only simultaneous +1 eigenstate of its stabiliser operators.
To find the stabilisers of |G), we first determine the stabiliser generators corresponding to each

qubit i € {1,...,n}, given by
K=X [] . (2.17)

where N (i) is the neighbourhood of qubit i, which is the set of qubits connected to i by
an edge. Then, the full stabiliser group is given by every possible product of the stabiliser
generators, denoted by S = (K7, ..., K,,). There are 2" elements in the full stabiliser group
of an n-qubit state, each denoted by S;, where j € {1,...,2"}. Each stabiliser in a group

commutes with every other stabiliser in the group. The stabiliser equation is given by

S;i19) =19), (2.18)

and the projector onto the +1 eigenstate of a stabiliser S; is I“;Sj. The projector onto the

graph state can be written as the normalised sum of the elements of its stabiliser group:
1 &
19) (Sl =57 D_S;- (2.19)
j=1

A graph is connected if there is a path between any vertex in the graph to any other vertex.
A complete graph has edges between every pair of vertices in the graph. A cycle is a sequence

of vertices such that the first vertex is also the last. (See Figure 2.1 for examples.) Two graphs

13
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Figure 2.1: A cycle and complete graph. Both graphs are connected.

are locally equivalent if they can be transformed from one to the other by means of local
operations only. For example, the n-qubit complete graph state is locally equivalent to the
n-qubit GHZ state.

Graph states are the central resource in the paradigm of measurement-based quantum
computation (MBQC) [50,51]. Other applications of graph states include quantum secret

sharing [28,52] and quantum error correction [29].

2.1.6 Schmidt decomposition and purification

The Schmidt decomposition of a state |¢)) € H4 ® Hp is given by
W) =Y Nilia)lin), (2.20)

where |iga) € Ha,l|ig) € Hp are orthonormal bases for A and B respectively, known as the
Schmidt bases, and the )\; are positive real numbers known as Schmidt coefficients. The
number of non-zero ); is known as the Schmidt rank. A Schmidt rank of 1 means the state is
separable; a Schmidt rank greater than 1 means the state is entangled.

The reduced states of systems A and B can then easily be expressed as
pa=> Alia)(ial, ps=>Y Xlig)(ip|. (2.21)

Another useful technique is that of purification, which often allows us to work with pure

states instead of mixed states. Any mixed state p € H 4 can be seen as a pure state belonging

14



to a larger system [¢) € H4 ® Hp, such that

p=Trs(|0) (V). (2.22)

Further, all purifications for the state p are unitarily equivalent.
We point out an interesting consequence of purification. By Stinespring’s dilation theorem
[53], a CPTP map is equivalent to a unitary operation on a higher dimensional Hilbert space.

This may allow us to restrict our analysis to only unitary operations, as we will see later.

2.1.7 Closeness of states

To compare the closeness of two quantum states, we use the measures of fidelity and trace

distance. We will use the following definitions for the fidelity between two quantum states:

For pure states:  F([¢),|#)) = [(¢]¢)]*. (2.23)

For pure and mixed states: F'(|[¢)),p) = (¥|p|¢) . (2.24)

For mixed states: F(p,0) = [Tr\/pl/Qopl/Q]z. (2.25)

(Note that Equation (2.25) is the general definition, of which the others are special cases.)
The trace norm, or Schatten 1-norm, of an operator A is defined as ||A||; = Trv At A. The

trace distance between two quantum states p, o is given by
1
D(p,0) = §T1’Hp —a;- (2.26)
The trace distance can also be defined as
D = Tr|P(p — 2.2
(p. ) = max Tr[P(p o)) (2.27)

where the maximisation is over all positive operators P.
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We will make use of the following relations between fidelity and trace distance:

For pure states:  D(|¢) ,|6)) = v/T— F([0),]0))- (2.28)
For pure and mixed states: 1 — F(|¢)),p) < D(|¢)),p) </1—F([¢),p). (2.29)
For mixed states: 1 — /F(p,0) < D(p,0) < +/1—F(p,0). (2.30)

2.1.8 No-cloning and quantum state discrimination

Here, we state some ideas that lie at the heart of much of quantum information and cryp-
tography. The no-cloning theorem [54], which follows from the linearity of quantum theory,
shows that it is impossible to copy an unknown quantum state, in direct contrast with classical
information. The idea of discriminating between quantum states is closely linked to this. It
is impossible to perfectly distinguish between two non-orthogonal quantum states; it would

otherwise imply perfect quantum cloning [55, 56]. Let us see what kind of statements we

can make instead. In general, let us consider a set of states {p;}}¥,, each occurring with
probability p;, between which we wish to discriminate. Let {m;} be the set of corresponding
POVM elements, each one associated to an outcome i. Then, the probability of successful

discrimination, Pr[success], and the probability of making an error, Pr[error], are given by

N N
Pr[success] = ZpiTr(mp,-), Pr[error] = Zpi ZTI‘(T('J',OZ'). (2.31)
i=1 i=1 i

2.2 Quantum teleportation

Quantum teleportation is a protocol by which an unknown quantum state can be transferred
from one location to another, by means of local operations and classical communication alone,
and was proposed by Bennett et al. in [45]. A prerequisite of the scheme is that the two
players involved, Alice and Bob, share a Bell state.

The power of teleportation lies in the ability to transfer states without the need for an
actual quantum channel linking Alice and Bob. This has great advantage for quantum state

transmission over long distances, and more generally in quantum networks, computers and
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Protocol 2.1 TELEPORTATION [45]

Input: Bell state |®*) shared between Alice and Bob.
Goal: Alice teleports state |¢) to Bob.

1: Alice applies a CNOT operation, with her qubit to be teleported |¢) as the control, and her
qubit of the Bell state |®*) as the target.

2: Alice applies a Hadamard operation on her qubit to be teleported.
3: Alice measures her two qubits in the computational basis.
4: Alice sends her classical measurement outcomes by, by to Bob.

5: Bob applies a transformation Z X2 to his qubit of |®*) depending on the classical mea-
surement outcomes, to recover |¢p).

simulators, while avoiding the inherent losses and noise that affect channels.
The teleportation protocol is given in Protocol 2.1. Let us see how this works. We will
write the state to be teleported by Alice as a general qubit, given by |¢) = a|0) + 5|1). The

state of the system at the beginning of the protocol, |¢), is then

o) = [6) |B*) = (a ro+m1>>é

= ;5 [a(1000) + [011)) + B(100) + [111)) . (2.32)

(100) +[11))

After Alice’s CNOT operation in Step 1, the state becomes

lih1) = (]000) 4 [011)) + B(]110) + 1101>)]. (2.33)

1
V2
After Alice’s Hadamard operation in Step 2, the state is given by

[2) = <= |l +00) + [+11)) + 5(|~10) + |-01))| (2.34)

1 -

(1000) + [100) + [011) + [111)) + B(|010) — [110) + |001) — [101))

= 5o
=3[0

w\»—lw\H

(@]0) + B11)) +101) (1) + 810)) + [10) ([0) = B[1)) + [11) ([1) = B10)) -
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After Alice’s measurement in Step 3, we have the following possibilities:

b1 =0,bp =0 = [ih3) =[00) (@ |0) + B[1)), b1 =0,bp =1 = [h3) = [01) (1) + B 0)),
b1 =1by=0 = [ih3) =[10) (@ |0) = B[1)), b1 =1by=1 = [ih5) = [11) (1) — B0)).
(2.35)

Finally, after Bob’s correction in Step 4, the overall state is either

b1 =0,bp =0 = |¢a) = [00) («[0) + B[1)), b1 =0,bp =1 = [¢hs) = [01) («|0) + S [1)),

by =1,b6 =0 = [|¢fg) = |10) («|0) + B|1)), b1 =1,bo =1 = [|¢fg) = |11) («|0) + B |1)).
(2.36)

In this way, the qubit |¢) is teleported from Alice to Bob. The Steps 1 - 3 are referred to as
a Bell state measurement (BSM), as this can be thought of as a projection of the state onto
one of the four Bell states. Note that the teleportation procedure does not violate the no-
cloning theorem, as the state no longer exists on Alice’s side once it has been transferred to
Bob. Further, it does not imply faster-than-light communication due to Step 4, which requires

classical communication.

2.3 Quantum cryptography

The art of cryptography has intrigued humans for thousands of years. From early Egyptian
hieroglyphics to the Enigma machines used during the war, it has always been of paramount
importance for humankind to protect their secrets. As computer technology evolved, our
methods of securing information grew more sophisticated. We began to rely on seemingly
impossible problems, such as prime factorisation, and developing algorithms to secure our
data that centred around such problems remaining hard to solve [21]. This is known as
computational security.

Now at the beginning of a new era of quantum technologies, we must rebuild and re-

define security. A quantum computer running Shor’s algorithm [17] could crack the prime
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factorisation problem in polynomial time. A new level of security was now necessary, that of
information-theoretic security, which places no limits on the computational power of adver-
saries [57]. This led many scientists to ask the question: can we guarantee security based on
physical principles alone?

The first ideas in this new realm of cryptography were by Wiesner with his proposal of
quantum money [58], and Bennett and Brassard for quantum key distribution (QKD), which
is now known as the BB84 protocol [22]. Their revolutionary idea was simple: Alice encodes
a sequence of bits in photons polarised in either the rectilinear or diagonal bases, and sends
them to Bob. He then chooses a basis in which to measure each photon’s polarisation, and
publicly announces his basis choices. They throw away any outcomes where Bob has mea-
sured in the wrong basis, and the remaining bits form their shared key. This key can then be
used to encrypt a message using a one-time pad [59]. Crucially, the BB84 protocol protects
against eavesdropping by virtue of some fundamental properties of quantum mechanics. If an
eavesdropper, Eve, hoped to intercept Alice’s photons, send a copy along to Bob and then wait
for the basis announcement, this is prohibited by the no-cloning theorem. If she measures the
intercepted photons, this will lead to some errors, as she does not know in which basis each
bit is encoded. The players can detect this by checking a random subset of their key.

QKD has been an active research area ever since. For other significant early work, see
Ekert’s entanglement-based protocol [60] and Bennett’s simplified version of the original pro-
tocol [61], while more recent prominent advances can be found in [32,62-65]. Furthermore,
the field of quantum cryptography has broadened, offering information-theoretic security for
a variety of cryptographic tasks involving both classical and quantum information. This covers

a range of subjects, from mistrustful cryptographic primitives such as coin flipping [30, 66]

and bit commitment [67], and distributed tasks such as secret sharing [28,48,52,68] and se-
cure multiparty computation [69-71], to unforgeable quantum money [33, 72], anonymous
transmission [2,39,73,74], and many others. Moreover, there has been a multitude of works

on the verification of quantum computation, where a client with limited computational capa-

bilities must make use of an untrusted quantum server (for an overview, see [37]). As we will
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go into more detail on specific topics within quantum cryptography in this thesis, we limit our

discussion to this brief summary.

2.4 Device-independent quantum cryptography

2.4.1 Steering and nonlocality

To give the necessary background for device-independence, we must go all the way back to
the thought experiment of Einstein, Podolsky and Rosen (EPR) in 1935 [75]. Their famous
declaration that quantum mechanics is incomplete has led to a variety of scientists all over
the world attempting (and succeeding) to prove them wrong. At the root of all this was
entanglement. The EPR paradox, as it is now known, pointed out the following argument. If
two players, say Alice and Bob, share an entangled pair of particles, measurements made by
Alice on her particle will influence Bob’s particle. However, how is this possible when they
are separated by a long distance and their particles are no longer interacting? EPR claimed
that there must be something we need to add to our quantum mechanical description of the
systems, some so-called hidden variables that must be able to determine what happens when
we measure any observable of the system, in order to be consistent with realism. Further,
these variables must be local, so as to not require instantaneous communication.

Almost thirty years later, Bell proposed a test in the form of his now-famous Bell’s inequal-
ity [44] that, if violated, would rule out the existence of such a local hidden variable theory,
and prove the existence of nonlocality in quantum mechanics. Thus, a Bell test challenges lo-
cal realism: the view that particles have properties irrespective of being observed, and signals
between them cannot travel faster than the speed of light. The simplest Bell inequality is that
of two measurement settings for each player with two outcomes each, proposed by Clauser,

Horne, Shimony and Holt (CHSH) [76], and given by
[(AoBo) + (A1Bo) + (AoB1) — (A1B1)| <2, (2.37)

where Alice measures either one of the observables Ay, A;, and Bob either one of By, By, to
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Alice Bob
a b

Figure 2.2: The nonlocality scenario. Alice measures in setting x to get outcome a, and Bob
measures in setting y to get outcome b.

obtain outcomes that are +1. If this inequality is satisfied, it means that there could be a local
hidden variable (LHV), or some shared classical information that determines the observed

correlations. Such an LHV model is generally given by

p(ablxy) = / H(\)p(alx, Mp(bly, A, 2.38)

where A is the hidden variable, () is the probability distribution with respect to which A
is chosen, p(alx, A) is the probability that Alice measuring her particle in setting x gives an
outcome a, p(bly,A) is the probability that Bob measuring his particle in setting y gives an
outcome b, and p(a,b|x,y) is the joint probability of these events. Note that p(a|x, A\) does not
depend on Bob’s measurement or outcome, and similarly p(bly, \) does not depend on Alice’s
measurement or outcome; however, both probabilities depend on the hidden variable . (See
Figure 2.2 for a depiction of the scenario.)

With the help of quantum mechanics, however, one can maximally violate the CHSH in-
equality at the Tsirelson bound of 2v/2 [77]; for example, if the players share the Bell state
|¥~), and measure the observables Ay = 07, A1 = ox, By = —24=2X, and B; = % This

V2
proves that there is no LHV theory that can explain the observed correlations.
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The notion of EPR-steering in an entangled quantum system refers to the phenomenon
that one player making local measurements can steer the qubit of the other player to a certain
state. Although this was defined by Schrodinger [78] in response to the EPR paradox, it was
only formalised in 2007 as a quantum information task by Wiseman, Jones and Doherty [79].
If one player (say Bob), can remotely steer the quantum state of the other player (say Alice),
this rules out the existence of what is called a local hidden state (LHS) model, some pre-

existing state on the side of Alice that is known to Bob. Such an LHS model is given by

g = [ 1H0p(bly. Vi, (239)

where pf is the quantum state of Alice (which does not depend on Bob’s measurement or
outcome, but does depend on )), and 7, is the unnormalised state on Alice’s side as a result
of Bob measuring in setting y and getting an outcome b. The set of conditional states {7, } is
known as an assemblage, of which each element is given by the probability p(b|y) multiplied
by the resulting state on Alice’s side, pyy, as 7y, = p(bly)pp|y-

Analogous to the Bell inequality case, we can express this capacity via inequalities that will
be satisfied if there is an underlying LHS model. For example, one is said to observe steering

if the following inequality [80] is violated:
(Ao Bo) + (A1B1)| < V2. (2.40)

A maximal violation of 2 can be demonstrated, for example, with the Bell state |®*) and the
observables Ag = By = o0x, A1 = B; = 0. Note that in addition to this two-measurement-
setting steering inequality, we can demonstrate steering with more measurement settings.
The phenomena of Bell nonlocality and EPR-steering can be witnessed in all pure entan-
gled states; however, as we move to mixed states, there is a hierarchy of quantum correlations
(Figure 2.3). Not all entangled states are steerable or Bell nonlocal; not all steerable states

exhibit Bell nonlocality. In 1989, Werner investigated this for a particular type of mixed en-
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Bell nonlocality
Steering

Entanglement

Figure 2.3: The hierarchy of quantum correlations. All states that exhibit Bell nonlocality
exhibit steering and entanglement; all steerable states are entangled.

tangled state that we now call a Werner state [81], given by
_ +\ (Bt 1
p(v) =v|®T) (@ ’—1—(1—1})1, (2.41)

where v is known as the visibility, and |®*) can alternatively be replaced by any Bell state.
Numerous experimental tests of both Bell nonlocality and steering have been carried out
all over the world, and we will cover some of the highlights in Chapter 4. However, of par-
ticular importance when performing such a fundamental test of Nature is closing all possible
loopholes that may lead to a false hypothesis. For example, the locality loophole [44] ad-
dresses the possibility that the players may communicate information about their choice of
measurement setting or outcome. This is usually enforced in experiments by having a large
separation between the two players. The freedom-of-choice loophole [82] is concerned with
whether the measurement settings are chosen freely, or if they are somehow linked to the par-
ticles. Notably, the Big Bell Test collaboration [83] recently closed this loophole in multiple
different experiments (sometimes concurrently with other loopholes) by using randomness
generated by human participants. The detection loophole [84], caused by low detection ef-
ficiencies, is a common problem particularly in photonic experiments. Only a subset of the
emitted pairs are usually measured in an experiment, and so often the fair-sampling assump-

tion must be invoked, which takes the correlations from the detected pairs to be representative
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of the full set.

2.4.2 Cryptographic applications

Let us now move on to the connection between nonlocality and cryptography. In Ekert’s
entanglement-based protocol for QKD [60], Alice and Bob check for a Bell inequality viola-
tion to detect eavesdroppers. This, in essence, is the idea behind device-independent quantum
cryptography. If two players wish to test their shared entanglement, they can do so by vio-
lating a Bell inequality. In fact, it is even more powerful than this: the players need not even
trust the devices with which they carry out their test. The only way to achieve a maximal
Bell violation is by sharing a maximally entangled state and measuring the appropriate ob-
servables. This observation kick-started the field of device-independence, which promised to
ensure the highest degree of security, satisfying even the most paranoid cryptographers. One
no longer needed to overlook the possibility that an adversary may be hiding in their devices
or cleverly manipulating them from a distance. QKD could be performed without worrying
about security breaches resulting from the very devices it uses, such as those demonstrated
in [85-88].

Some pioneering early works in device-independent quantum cryptography include that
of Mayers and Yao, first in 1998 and further developed in 2004, where they proposed the
idea of a ‘self-testing’ source of photons for QKD that could be tested even without trusting
measurement devices [34,89]. In 2005, Barrett, Hardy and Kent [90] formulated a protocol
and security proof for distributing a shared secret bit in a device-independent way, resistant
against any possible (non-signalling) attack by an eavesdropper. Since then, there has been
a wealth of research on quantum cryptography with untrusted devices, notably the first fully
device-independent security proof for QKD [91], self-testing of a multitude of states and mea-
surements (which we discuss in more detail in Chapter 4), device-independent quantum ran-
dom number generation [92,93], and more recently, the use of quantum steering in one-sided
device-independent (1sDI) protocols [94,95].

How do the aforementioned loopholes come in to play here? As discussed by Pironio et
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al. in [96], in a cryptographic setting the locality and freedom-of-choice loopholes are not
important, as it is assumed that no information leaks out of each player’s lab without their
knowledge, and that the randomness used to choose the measurement settings is trusted. In
fact, in the 1sDI scenario, one can even consider the player with trusted devices (in our case,
Alice) to be the one who makes the random choice of measurement settings. The detection
loophole, on the other hand, is another story. The fair-sampling assumption, when used in a

cryptographic setting, could lead to cheating by the untrusted devices or source [97].

2.5 Semidefinite programming

Optimisation problems aim to find the maximum or minimum value of an objective function
that satisfies some constraints. We now give some background on such problems for the
purpose of entanglement certification.

To start, let us define a linear program, which is of the following form:

minimise c¢-Xx
suchthat A; - x=10b;, i=1,....m

x>0, (2.42)

where c¢ is a row vector of length n, A; is the i** row of an m x n matrix A, and b; gives
the value of the constraint for each i. Solving this linear program gives the value of the
vector X = (x1,...,2,)" that minimises the objective function, subject to the set of m linear
constraints.

A semidefinite program (SDP) [98] then generalises this problem to matrices. It is a
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convex optimisation problem of the following form:

minimise Tr(CX)
such that Tr(A;X) =b;, i=1,...m

X >0. (2.43)

Here, each A; and C are symmetric matrices, and b; again gives the corresponding value of
the constraint. The solution of the SDP gives the n x n positive semidefinite matrix X that
minimises the objective function, subject to the set of m constraints. (Note that an n x n
matrix X is said to be positive semidefinite if, for all v € C", v Xv > 0.)

Techniques using SDPs have recently proved to be a powerful tool in quantum informa-
tion. A notable early example was by Wehner [99], who applied them to derive Tsirelson’s
bound for the CHSH inequality. The development of the Navascués-Pironio-Acin (NPA) hi-
erarchy [100, ] paved the way for much work on device-independent entanglement cer-
tification using SDPs. The aim of the NPA hierarchy was to answer the question: given a
probability distribution, does it correspond to statistics from local measurements on separate
quantum systems? In other words, this provides an assessment of whether given correlations
are nonlocal. For a set of operators A = {Ay,..., A,}, the moment matrix I, of which each
element is given by I'; ; = Tr(AZTAj p), is positive semidefinite for all quantum states p. Each
operator in the set .4 comprises of products of operators. As v increases, this converges to the
set of quantum correlations. One can then formulate an SDP in terms of I" in order to test the
quantum behaviour of untrusted systems. This can be used in both the 1sDI and DI settings;

we will make use of this in Chapter 4.

2.6 Quantum networks

Throughout this thesis, we will deal with players in a network with varying levels of trust
(Figure 1.1). When we are concerned with only two players, we will call them Alice and Bob

as per convention. At the beginning of each Chapter, we will specify the network model, or

26



communication scenario, considered in the work that follows. In general, we may have the

following options for our network:

e The players can be honest or dishonest. Honest players follow the protocol. Dishonest
players might not follow the protocol, can work together and apply any operation on

their part of the state.

e The quantum state they share is untrusted. The players obtain the state they require

from an untrusted source, who may collaborate with the dishonest players.

e Their measurement devices can be trusted or untrusted. Trusted devices are free of
adversarial intervention, but may be noisy. Untrusted devices might be corrupted by an

adversary, and are modelled as black boxes.

e Honest players are only required to apply local operations, which can only affect their
part of the state. Dishonest players can work together and apply operations on the part

of the state that belongs to the whole dishonest set.
Our network is allowed the following classical resources:

e The players may share classical channels. They can use these to send classical infor-
mation such that it cannot be tampered with (authenticated channel) and cannot be

overheard (secure channel).

e The players may have access to a classical broadcast channel. This allows the broadcast

of classical information by one player to all players in the network.

2.7 Security analysis

When discussing protocols in the context of quantum cryptography, a key question is how to
assess their security. Broadly speaking, security refers to protection against adversaries. In
the types of networks we consider, the adversarial components can be the source of the state,

the players, or even their devices. To check the honesty of these adversarial components,
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we subject them to some sort of test, and we are often interested in deriving the following

security bounds:

e Completeness: This is the probability that the protocol works correctly if all the compo-
nents behave honestly. For example, if only the source was untrusted, the completeness
bound would give the probability of passing the test with an ideal state. This condition

is sometimes referred to as correctness.

e Soundness: This represents the maximum probability of failure of the protocol if there
are adversarial components. The soundness bound corresponds to the likelihood of the
adversary tricking the protocol into passing the test; for example, an untrusted source

providing a wrong state that passes.
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Chapter 3

Authenticated teleportation in a noisy

network
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3.1 Introduction

In the cryptographic task of authentication, two players, who share a private classical key,
wish to exchange a message, with the guarantee that it has not been tampered with by an
adversary who controls their communication channel. This message may be classical or quan-
tum; we are, of course, interested in the authentication of quantum messages, first formalised
by Barnum et al. in [38]. Let us start, however, by explaining how authentication works in
the classical case.

For classical information, the general way in which the identity of the sender and the
integrity of a message are authenticated is as follows. To start with, we assume that our
players, Alice and Bob, share a secret key. Alice then inputs a message, along with the secret
key, to a particular message authentication code (MAC) algorithm, to produce an output. This
output is then sent to Bob, along with the message itself. Bob inputs the received message and
the secret key to the MAC algorithm, and checks if it matches the output that Alice sent. If
so, the message is accepted. In this way;, it is authenticated as being the message Alice herself
has sent.

An example of an information-theoretically secure scheme for classical message authen-
tication is that of Wegman and Carter [102]. They make use of a universal family of hash
functions (proven to be secure without any computational hardness assumptions) to encode
the message into a string of fixed length, and a one-time pad to encrypt it. The drawback here
is that such classical methods only allow the key to be reused a small number of times.

The interplay between classical and quantum approaches to authentication started with
work by Bennett et al. in 1982 (and published only thirty-two years later in [103]), with the
idea of using quantum methods to authenticate classical messages that overrides the above
problem. They employed quantum error-detecting codes to encode the encrypted classical
message. A similar approach was suggested by Damgard et al. [104], and while they provided
a rigorous security analysis, their scheme was even further from being practical. Other work
on authentication of classical messages by quantum means include that of Curty and Santos

[105], and Fehr and Salvail [106].
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In the quantum scenario, Alice and Bob may share an insecure or imperfect quantum
channel which they would like to use to send messages in the form of quantum states. If
they had in their possession a perfect shared Bell state, Alice could send a quantum state to
Bob using the quantum teleportation procedure (Protocol 2.1). The Bell state then forms a
quantum channel between only Alice and Bob; it follows that only Alice could have sent the
message that Bob receives, and an adversary cannot tamper with it during the transmission.
However, the only thing we wish to assume is that our players share a private classical key.
A quantum authentication scheme must then provide a way to distribute and test Bell states
before using them as a quantum channel through which quantum messages can be sent.

The work by Barnum et al. [38] not only defines the quantum authentication framework
that we will use in this Chapter, but additionally proposes the first scheme for authentication
of quantum messages, based on error-correcting codes. Their starting point is to establish high
quality Bell pairs between the players by means of an entanglement purification procedure,
and to then use them for teleportation. They then give a few variants of the protocol, with
the end result being a quantum authentication scheme that needs no interaction between the
players, and the only requirement being that they share a random classical key.

In their scheme, Alice first encrypts her m-qubit quantum message p according to a classi-
cal key b. For example, if m = 1, a classical key comprised of two bits b = {bg, b1} is used to
encrypt the state as p’ = a? 02(1 pagg a%). (Similarly, encrypting an m-qubit message requires
2m classical key bits.) Such a so-called quantum one-time pad corresponds to teleportation.
She then encodes p’ in a randomly chosen, (m + S)-qubit stabiliser error-correcting code,
where S is a security parameter. She sends the encoded version of p’ to Bob, along with the
choice of code and the classical key b. After checking for errors in the code and aborting
if any occur, Bob decodes according to the error-correcting code, and decrypts according to
b, to recover the message. To make this protocol non-interactive, they replace the classical
communication by shared random strings. In this way, the maximum probability of failure of
their authentication procedure, which is an assessment of its security, scales as 275,

Further work on authentication of quantum messages has built upon this, focusing on
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aspects such as proving the composability of the above protocol [107], allowing the key to
be recycled if the message is accepted [107, ], and even in the case where there is some
tampering by the adversary [108]. While the exponential security scaling of such protocols
is highly desirable, it comes at the cost of requiring levels of entanglement that increase with
the security parameter. In practice, this becomes infeasible.

Our approach, on the other hand, is a simple yet practical way of achieving authenti-
cated quantum communication. We consider an untrusted source who claims to be creating
Bell states that the players wish to use for teleportation. The players then merely need to
test many separate copies of the Bell state before using one for the teleportation procedure.
This is an authenticated teleportation, whereby the quantum channel is authenticated before
transmitting a message. While such a straightforward approach adversely affects the level of
security one can expect, our focus is on methods that are not experimentally demanding; in
fact, our scheme can be easily implemented with current linear optical setups.

As we are interested in practical quantum networks, we consider the influence of noise on
our authentication procedure. We demonstrate the tradeoff between how well our authentica-
tion protocol works and its likelihood of failure in a noisy setting. Our protocol and analysis,
being formulated in terms of measuring stabilisers, can then easily be extended for verifying
graph states in a realistic, noisy scenario. This Chapter thus paves the way for introducing the

main topics of this thesis.

3.2 Framework for quantum authentication

We start by outlining the authentication framework of Barnum et al. [38], which we use
to discuss and define security. A quantum authentication scheme is comprised of a shared
classical key, s, known only to Alice and Bob and chosen uniformly from the set of keys I,
and corresponding operators A, B,.. Alice sends a message |¢) to Bob by encoding with her
operator A,. The output of Bob, after decoding with his operator B,, is the resulting quantum
message, in addition to classical output indicating the decision to accept or reject the message

encoded in orthogonal quantum states |ACC') ,|REJ). Based on the definitions in [38], we

32



introduce the following.

Definition 3.1. We define the following security properties of a protocol for quantum authenti-

cation:

e Completeness: The protocol has completeness c if, when there is no adversarial interven-
tion, the state accepted by Bob will be the same as that sent by Alice up to c; that is, for all

k€K,

Tr| (19) (] @ |ACC) (ACC] ) (B [Aw([) (6])])] 2 . (3.1

e Soundness: If the adversary’s intervention is characterised by O, the resulting output state

on Bob’s side after the protocol is

po = iy 32 Be[O1A(10) 0] (3.2)
and the projector associated with failure is given by
Prait = (1 = |¢) (¢]) @ [ACC) (ACCY, (3.3)
then, the protocol has soundness ¢ if

Tr(Pfailpout) <e (34)

In the notation of [38], a protocol is e-secure if it has completeness 1 and soundness e.
The completeness condition is associated with an honest run of the protocol; in such an ideal
case, the protocol should work perfectly. The soundness condition represents the failure of the
protocol in the presence of an adversary, where by failure we mean that the accepted state lies
in the orthogonal subspace to the ideal. It then tells us that, despite adversarial intervention,

the maximum probability of failure of the protocol is e. The smaller the ¢, the more secure
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the protocol. For example, in the authentication procedure of [38], ¢ decreases exponentially

with an increase in the size of the encoding, scaling as 2.

3.3 Network model

e Players: There are two players, Alice and Bob, both of whom are honest.

e State: The quantum state they share is untrusted. The players obtain the state they
require from an untrusted source, who may produce a different state in each round. An

honest source produces the Bell state, |®).

e Operations: Their measurement devices are trusted, but may be noisy. The players are

only required to perform local operations.

e Classical channels: The players share an authenticated classical channel, or a random
secret key, which they can use to send classical information. (This ensures that our

model lies in the authenticated communication setting.)

3.4 Protocol

Our protocol for authenticated teleportation is based on the work of Marin and Markham
in [109], where they tackle quantum secret sharing over untrusted channels. We will start by
adapting their protocol to the scenario of two players wishing to authenticate their quantum
channel for teleportation, and then address noise in the network, finally extending our noise
analysis to the certification of graph states.

We will formulate our protocol in terms of stabilisers, so that our analysis can be extended
to other stabiliser states in a straightforward way. Here, our players, Alice and Bob, would

like to certify that they share the Bell state

|00) + [11)

‘cI)+> = V2 J

(3.5)
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so they can use it to teleport a quantum state |¢). For the Bell state |®T), the stabiliser group
isgivenby {1 ® 1,0x ® ox, —0y @ 0y,0z ® 0z }. Measuring any of these stabilisers on |®*)
will always give a +1 outcome, and further, it is the only state for which this holds.

Based on this, we define an authenticated teleportation scheme given in Protocol 3.1. This
protocol protects the players against an untrusted source who creates a state that is not |®*)
and attempts to trick the players into using it for teleportation. The idea behind the protocol
is simply that by asking the source for multiple copies of the state, and randomly choosing
whether to test or use it, the source is forced to behave honestly in order to avoid being
caught.

This corresponds to a quantum authentication scheme as in Definition 3.1, where the
shared random classical key x comprises of random strings that specify » and the choice of
stabiliser to measure in each round ¢ # r. Then, depending on this key «, the players apply
their corresponding operations. We will demonstrate that our protocol fulfils the conditions
of completeness and soundness.

As mentioned previously, we are interested in analysing the performance of the protocol
in a realistic, noisy network. We first consider how noise in Alice and Bob’s measurement de-
vices affects the security of the protocol, and further investigate the operation of the protocol
when the source provides noisy states. Along the way, we will adapt the protocol to suit our

purposes.

3.5 Security analysis

We first derive security bounds for Protocol 3.1, where the source can supply any state in the
hope of cheating. We start by assuming Alice and Bob can do perfect measurements, and then

extend this analysis to the case where their measurement devices are noisy.

3.5.1 Perfect measurements

For the case of perfect measurements, we first go through the security proof from [109], since

we will be expanding on this in later sections. Let IT be the projector onto |®*), given by
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Protocol 3.1 AUTHENTICATED TELEPORTATION

Input: Security parameter S.
Goal: Alice teleports state |¢) to Bob through an authenticated channel.

1: An untrusted source generates S copies of the Bell state, and sends the shares of each to
Alice and Bob.

2: Alice chooses a random r € {1, ..., S} and sends r to Bob.

3: For all copies i # r, Alice randomly chooses to measure either ox, oy, oz on her part of
the state. She tells Bob which operator she measured, and her measurement outcome.

4: For all copies i # r, Bob measures the same operator as Alice. For each copy, if the
product of their measurement outcomes is +1 (or —1 when measuring oy), they pass the

test, otherwise they fail.

5: If all tests on copies i # r were passed, the players ACCEPT. Otherwise, they REJECT.

(o)}

: The players run Protocol 2.1, using copy r as the entangled state, to teleport |¢) to Bob.

II = |®1) (®*]|. This can be written in terms of the stabilisers as
1
H:1[1®1+0'X®UX+UZ®Uz+UzUx®Uzdx], (3.6)

where from now onwards we will write —oy ® oy as oz0x ®ozox. The projector onto the +1
eigenspace of the stabiliser ox ® ox (passing the test) is given by w, and similarly

for the others. Thus, the POVM element for passing a test is

1111l +ox ®ox 1®1+4+0z®0z 1®1+4+o0z0x Qozox
M”“SS:§[ 2 * 2 * 2

1el+201

3 3.7)

Let us define M), as the POVM element that corresponds to accepting. In Protocol 3.1, we

see that all tests on copies ¢ # r must pass in order to do so. This gives

MZCC = ingpassi- (38)
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Theorem 3.1 ( [109]). In the case of perfect measurements, Protocol 3.1 has completeness 1

and soundness <.

Proof. First, in the case that the source supplies all ideal Bell states, we show that the protocol

works perfectly. We write S copies of the ideal state as ®II. We can then calculate the
s

probability of successful authenticated teleportation using copy r, when the source supplies

all ideal states, as

1®1 + 21
Tr[HT ® M ®H} - Tr[Hr ® (ﬁ) HZ} - Tr[r[,. ® Hi] =1 (3.9)
S ir 3 i i#r

As we see, in the ideal case we will always pass the verification test, and using the perfect Bell
state for teleportation results in a teleportation fidelity of 1. Thus, if the source supplies ideal
states, the players can perform authenticated teleportation of a quantum message perfectly.

We now consider the soundness bound. Let pp be the output of the protocol, which is
the teleported qubit on Bob’s side along with the classical register that indicates whether to
accept or reject the output. It is known that the fidelity of the teleportation is at least as high
as the fidelity of the entangled state with the ideal Bell state [110].

Let Py, be the projector onto the orthogonal subspace of the qubit |¢) that Alice wants to
teleport, given that the teleportation is accepted. If Bob’s state pp at the end of the protocol

belongs to this subspace, the protocol has failed. We have

Tr(Pyap) = Tr| (1~ 0) (¢]) @ |ACC) (ACC| pp]
< Tr[(n ®1 —10), ® |ACC) (ACC| pr], (3.10)
where the total output state after the verification steps, p', 5, is given by

1
PTAB =

|

S
> [Pacchlce © |ACC) (ACC| + prejpre; @ |REJ) (REJ | (3.11)
r=1

with pce, prej denoting the probability of accepting or rejecting, and pj.., p;.; denoting the

output states conditioned on accepting or rejecting, respectively. Then, the joint probability
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of accepting and the protocol failing is given by

S
1
Tr(PfailpB) < Tr [S Z(]l Q11— H)rpaccpgcc] . (312)

r=1

We will now denote the total state shared over all S copies between Alice and Bob as p; . g.
Then, the entangled state used to teleport, which is the post-measurement state conditioned

on accepting, is given by

1
Pace = - [M’” ;;1; [Mﬁccpl...s] =5 ;1; [MZCCPI...S] (3.13)
r ACCpl---S} ace
This gives
S
1 T
HG%mm)SHISZXH®H—H%®Nanle (3.14)
r=1
Denoting
15
Q=§§jn®nfnp®maaﬁ (3.15)
r=1
we have
Tr(Praipn) < Tr(Qp1..s)- (3.16)

We can determine an upper bound on this expression, no matter what state p;._g the source
supplies, by computing the maximum eigenvalue of ). In Protocol 3.1, we accept if all tests

on copies i # r pass, and so in this case () is given by

(]1®]1+2H)
.

3 (3.17)

S
1
=N 1®1-1),

We know II is an eigenprojector of 121211 Tet IT+ be the projector (1 ® 1 — II). Then, the
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complete set of eigenprojectors for () is given by

{0 I}, (3.18)
k, S—k,
l#m m#l

where k € {0,...,S} is the number of II'’s in the eigenprojector. We must then determine
an expression for the eigenvalues of @) as a function of k, S, which we will denote as g(k, S),

from the eigenvalue equation

Q[ & Tt © M| =gk, 9)] © T o T, (3.19)
k. Sk, k. S—Fk,
l#m m#l l#m m##l

We will make use of the following:

(1®1-INI=0, (1®1- I+ =1,

By examining the action of ) on an eigenprojector with (S — k) IT’s and k IT’s, we see that
the corresponding eigenvalue is given by

k—
g(k, S) = %(1)5““(3) P, (3.21)

Here, % is the probability of a randomly chosen eigenprojector r belonging to the set of
k II* terms (note that if » belongs to the set of II terms, then this does not contribute to
the eigenvalue), while the remaining terms come from the action of M’ on II,II*. To
determine the soundness bound, we then find the maximum value of g(k, S) over all £, which

occurs for k = 1, giving
k 1

Tr(Praip) < max
]

This shows that the optimal cheating strategy for a dishonest source is to provide all copies
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but one as ideal Bell states. The probability of the non-ideal copy being used for teleportation
is then %, representing the maximum probability of failure of our protocol.

Let us now consider the teleportation step, given that the players have accepted the trans-
mission of the qubit as valid. We can derive an expression for the fidelity of the teleported

qubit, f = Tr(|¢) (¢| p2..), in terms of this soundness bound and the probability of acceptance:

Te(Praaps) = Tr|(1 = 6) (¢]) ® |ACC) (ACC| pg]
= Tr[(1 ~ |6} (@) Paccrlic

= Pace(1 = f). (3.23)

Thus, using our calculated expression for soundness in Equation (3.22), we obtain the follow-

ing expression for the fidelity of the teleported qubit in Protocol 3.1:

_ Tt(Praaps) ] 1

>1-— . (3.24)
pacc Spacc

f=1

3.5.2 Noisy measurements

We now extend this to the case where we have imperfect, or noisy, measurements, and model
the scenario by introducing a noise parameter p € [0, 1]. Let us denote the POVM element for

passing the test when we do the noisy ocx ® ox measurement as

191 191
& +2JX®UX+(1—p)—(§ , (3.25)

and similarly for the other Pauli measurements 070z, 070 x Qo zox. Thus, with probability p
each measurement proceeds perfectly, and with probability (1—p) the measurement randomly

gives either a +1 outcome. The POVM element for passing a test is then

3—p)1l®1+ 4pll
Mpass:( p) 6 P , (326)
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and the overall POVM element for accepting in Protocol 3.1 is given by

B-plel +4pH>‘. (3.27)

Mjce = ®( 6

i#£r
Theorem 3.2. In the case of noisy measurements with noise parameter p, Protocol 3.1 has

completeness (*12)~! and soundness max E(H2)SR(322)k=1 where k € {0, ..., S},p € [0, 1].

Proof. We will use:

(1®1-II=0, (1®1- I+ =1,

((3—p)]l<§)]l+4pH)H: (1¥)H7 ((3—p)1<§>1+4pﬂ>ﬂl _ (3%]7)1—[1_.

(3.28)

The probability of successful authenticated teleportation when the source supplies ideal states

is given by

— )1 ®1 + 4pll
Tr HT®M£CC®H}:Tr[HT® <(3 pIeL+dp >H]
S ] i

i#r 6
= [ o (7))
_ (1;”)“_ (3.29)

To calculate soundness, we replace ( in the previous proof by substituting in Equation (3.15)

our new expression for M, -, giving

((3—p)]l®]l+4pﬂ>i. (3.30)

1 S
Q:EZ(]I@MI—H)T@ c

r=1 el

Considering the action of () on a general eigenprojector with (S — k) IT’s and k II*’s, we find

the expression for the corresponding eigenvalue to be

ks = (5507 (1)

Again, we must determine the maximum eigenvalue of ) in order to bound the soundness of
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Figure 3.1: Variation in soundness with noise parameter of the measurements in Protocol 3.1.
S =101.

the protocol. This gives

Tr(PtaipB) < mI?x %(%)S_k (3%)’6_1. (3.32)

O]

We can compute this bound numerically. In Figure 3.1, we plot the maximum eigenvalue
of @ for different values of p. This seems to show that the protocol can never fail in high noise.
However, this is because our condition on the protocol accepting the state is that every copy
must pass the test (Step 5). In high noise cases, we saw in our discussion of completeness
that the probability of each state passing the test is low, and so it is very unlikely that noisy
measurements will allow every test to pass. Thus, the protocol hardly ever accepts the state
in high noise, and so it hardly ever fails.

From our analysis, it is clear that the protocol does not work well in the setting of noisy

measurements. Therefore, we consider a modification of the protocol in the next section.
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3.5.3 Noisy measurements with relaxed accept condition

We now consider no longer requiring each and every copy that is tested to pass, in order to
accept the quantum message teleported using copy . Let us denote the maximum number of
tests that can fail as A € {0, ..., S — 1}; this means that now, at least S — 1 — A tests must pass
in order to accept. A modified version of the protocol incorporating such a failure threshold
is given in Protocol 3.2.

In our analysis, we must consider all possible combinations of tests that are allowed to

3—p)1Q1+4pll )
6

fail. The POVM element for passing a test remains Mqss = (( , while for failing

a test it is Myqy = (WM)

. We must then determine a new expression for M),
which corresponds to accepting in Protocol 3.2. Let us take D to be the set of tests that are
allowed to fail, such that |D| < A, and consider all possible choices for the copies that belong

to this set. This gives

M:lCC = E X Mpassi ® Mfaili, (333)
€D, 1€D,
|D|éA 1#£r i#£r

which for our case of noisy measurements gives

(B-p)1®1+4pll (B+p) 1l —4pll
M s = ® ( ) ® ( ) . 3.34
Ace Z i¢D, 6 i ieD, 6 i ( )
\’D\éA 1#£r iF#r

Theorem 3.3. In the case of noisy measurements with noise parameter p, Protocol 3.2 has

completeness
and soundness
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Protocol 3.2 AUTHENTICATED TELEPORTATION WITH FAILURE THRESHOLD

Input: Security parameter S.
Goal: Alice teleports state |¢) to Bob through an authenticated channel.

1: An untrusted source generates S copies of the Bell state, and sends the shares of each to
Alice and Bob.

2: Alice chooses a random r € {1, ...,.S} and a failure threshold A € {0, ..., S — 1}, and sends
r, A to Bob.

3: For all copies i # r, Alice randomly chooses to measure either ox, oy, oz on her part of
the state. She tells Bob which operator she measured, and her measurement outcome.

4: For all copies i # r, Bob measures the same operator as Alice. For each copy, if the
product of their measurement outcomes is +1 (or —1 when measuring oy ), they pass the

test, otherwise they fail.

5: If at least S — 1 — A tests on copies i # r were passed, the players ACCEPT. Otherwise,
they REJECT.

6: The players run Protocol 2.1, using copy r as the entangled state, to teleport |¢) to Bob.

Proof. We will need the following:

1lel-MI=0, (11— =T1",
((3—p)]1®]1+4pH>H: (ﬂ)ﬂ’ ((S—p)]l®]1+4pH>HL _ (ﬂ)HL,

((3+p)]1%]1—4pﬂ>ﬂz (1§p>ﬂ’ ((3+p)1%1—4pﬂ>n¢: (3-219)11; (3.37)

The completeness bound is given by

3—p) Ll @1+ 4pll (3+p)1®1 — 4pll
Tel, © M H}:T (( )H- ( )H-
r £

D<A 7

S ()
=0
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To calculate the soundness bound, our expression for ) from Equation (3.15) is given by

CQ"—‘

6 6

S
Z (1e1-1I), Z ‘g) ((S—p)]l ®1 +4pH>M§) ((3 +p)l®l —4pH)i. (3.39)
= N .

The eigenprojectors of @ are again given by { ® II;* ® II,,}.
k, S—k,
l#m m#l
From the action of () on an eigenprojector with (S — k) II terms and k II* terms, using

Equation (3.37), we determine the corresponding eigenvalue expression to be

DG S I G S O

=0 y=0

8

g(k,S,p, A

Co\w

(3.40)

which leads to the soundness being the maximum of this expression over all possible values
of k. (Note that if the players run Protocol 3.2 with perfect measurement devices, the corre-
sponding security bounds can be determined by substituting p = 1 in the above expressions.)

O

The maximum eigenvalue of () for a certain A can be determined numerically for various
values of the noise parameter p. We plot this, along with the completeness bound, for different
failure thresholds in Figure 3.2. We see that allowing a large proportion of tests to fail of
course gives a better completeness bound, but it comes at a cost of the protocol being more
susceptible to cheating by a dishonest source. Our results demonstrate the robustness of
our protocol, by providing a quantitative assessment of the tradeoff between how well the
protocol works, and how likely it is to fail. This is particularly useful for an experimental
implementation: for example, if the noise parameter of the measurement devices is known,
we can use Theorem 3.3 to determine the appropriate failure threshold required to achieve

our desired tradeoff.
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Figure 3.2: Comparison of completeness (dashed line) and soundness (solid line) bounds for
different failure thresholds A in Protocol 3.2. .S = 101.

3.6 Analysis for noisy states

Let us now consider the scenario where, due to imperfections of realistic networks, the states
prepared by the source are noisy versions of the Bell state. In such a setting, we are interested
in analysing how noise affects the working of the protocol: how likely it is that the final state
will be accepted, and the statements we can make about the fidelity of teleportation in this

case. We model the scenario using states of the form

p=v|(1=n)|@*) (@] +n|o7) (2] +(1—v)¥, (3.41)

where v is a noise parameter and 7 is the dephasing noise. Such states take into account
realistic noise that may be present when performing our protocols, and can easily be created
in the lab when performing experiments [111]. Note that when n = 0, p takes the form of the
Werner state [81] given in Equation (2.41), with visibility v.

Let us assume the measurements work perfectly for simplicity. As we saw earlier, in this
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case, Mpqss = M. Then, the probability of passing a test with such a noisy state is

3+ 3v —4un

Tr(Mpassp) = G

(3.42)

Let us first see how Protocol 3.1 works in this scenario, where recall that M), = ® Mpgss;.
i#£r

The probability of accepting (passing all S — 1 tests) when the source produces noisy states is

1®1+2H>Zﬂz} _ (34—31}—41}77)5*1. (3.43)

Te(M' o ® :Tr[ ®(
( ACCSP) Pr#r 3 6

We now examine the probability of acceptance with noisy states in Protocol 3.2. In the

case of perfect measurements, we have My, = 29L=2I1 The modified M, is then

1®1+ 211 21 @ 1 — 211
Mico= 5 5 Mo 5, M= T 5 (LE4H) g (MOET,
hoe = D 8 Mpass & My > B Z,

¢D, D, ; 3
D<A 7T r D<A 7T i
(3.44)
We will also require the probability of failing a test with the noisy state:
3—3v+4v
Tr(Mjaip) = . (3.45)
Then, the acceptance probability in Protocol 3.2 is given by
1®1+ 210 21 @1 —2II
Tr(Myco ® p) = Tr | pr ®<7) P & (7) i
(Mace g p) [p ; o 3 P & 3 P
lDlS’A 1#T i#r
A
— 4 S—1—-z — 4 T
:ZS_lcw(S—l—BvG vn) (3 3@6—1— vn> ' (3.46)

z=0

Note that for Werner states (n = 0), the above expression reduces to the completeness
bound with noisy measurement devices. A plot of the probability of acceptance in a realistic
experimental implementation is given in Figure 3.3, as a function of the failure threshold and

visibility. If the source creates states of higher visibility, it is of course more likely to lead to
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Figure 3.3: Comparison of the variation of acceptance probability in Protocol 3.2 with failure
threshold A, for Werner states of different visibilities v. S = 101.

the teleported qubit being accepted; further, we can see how increasing the failure threshold
helps this.

Knowing the probability of acceptance when the source provides Werner states, we can
determine a lower bound on the fidelity of teleportation in Step 6 of Protocol 3.2. For this,
we require the soundness bound in the case of perfect measurements (Equation (3.36) with
p = 1), as well as Equation (3.23) for relating the soundness and probability of acceptance to

the fidelity of teleportation. This gives

maX% Z Z S—kcy k—lcy(l)S—k—:p(O):p(%)k—l—y(%)y
F>1- r=0 y=0 (3.47)
—_ o\S—1—z /1—p\Z
S0, 0

We plot this in Figure 3.4 for different failure thresholds and Werner state visibilities. For a
source creating Werner states of visibility v and allowing up to A failures, our results tell us
the fidelity we can certify of an accepted transmission of a quantum message using Protocol
3.2. Further, by increasing the number of copies, the probability of acceptance increases

while the soundness bound decreases, leading to a higher certified fidelity, and approaching
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Figure 3.4: Comparison of the variation of fidelity of teleportation certified using Protocol 3.2
with failure threshold A, for Werner states of different visibilities v. S = 101.

the actual fidelity of teleportation with the Werner state.

3.7 Extension to graph state verification

As demonstrated by Markham and Krause in [112], the technique of stabiliser-based verifica-
tion can be naturally extended to graph states. In Protocol 3.3, we give a modified version
of their protocol that incorporates a failure threshold. We will now see how a similar noise
analysis affects the security bounds in this case.

Consider an n-qubit graph state |G) shared between n players. Its full stabiliser group is
given by § = {S;}, where j = {1, ...,2"}. Using the stabilisers for the graph state |3), we can

write the projector onto the graph state as a combination of these,

2’71
1
I = [S) <9y:2725j. (3.48)
j=1

The projector onto the +1 eigenspace of the stabiliser S; (passing the test) is given by HQSJ' .

(Note that the identity matrix here is of size 2”.) Let us model the noisy S; measurement,
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Protocol 3.3 VERIFICATION OF GRAPH STATES WITH FAILURE THRESHOLD (adapted from [112])

Input: Security parameter S.
Goal: The players verify that they share the n-qubit graph state |3).

1: An untrusted source generates S copies of the graph state, and sends the shares of each
to the players.

2: Player 1 chooses a random r € {1, ..., S} and a failure threshold A € {0,...,5 — 1}, and
sends r, A to the other players.

3: For all copies ¢ # r, player 1 randomly chooses a stabiliser S; to measure. She tells the
other players which stabiliser she chose, and her measurement outcome.

4: For all copies i # r, the other players perform their corresponding stabiliser measure-
ments. For each copy, if the product of all of the players’ measurement outcomes is +1,

they pass the test, otherwise they fail.

5: If at least S — 1 — A tests on copies i # r were passed, the players ACCEPT. Otherwise,
they REJECT.

6: The players use copy r for their desired application.

using POVMs as before, as

14+S; 1
p—L+(1-p). (349
2 2
Then, the POVM element for passing a test is
1 e (148 1
_ J
Mpass—z,lzl[p< 2 )+(1_p)§]
]:
on on
S; 1 1
ZP* 5205 T2 (1-p)3
]—1 j=1
271/
1 21 p 1 1 21
g 1—p)—
~ Py 22nZS+2n( P>
1 11
_ *‘21’ , (3.50)

and the POVM element for failing a test is My, = 1=pI  We now write M’ -c, the overall
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POVM element for accepting in Protocol 3.3, as

1+ pll 1 —pIl
Mace = Z igaM”a“%ga Myait, = Z zg%( 2 )HS%( 2 )z (3.51)

\D\éA 1#T i#r |'D|§7A 1T i#r

The analysis then proceeds similarly to before, with this new A, .. We give the most general
result in the following Theorem, which can then be reduced to specific cases (eg. perfect

measurements, no failure threshold) by substituting the relevant values of parameters.

Theorem 3.4. In the case of noisy measurements with noise parameter p, Protocol 3.3 has

completeness
A
1 S—l-z /1 —
> () () 3.2
2 2
x=0
and soundness
A A—-z
k Sk k1. (LFDP\STFT2 /1 —p\®
mx g 2o > () () (353
z=0 y=0

Proof. We now have

1+ plI 1+p T+pll\N_, 1_
n- (L) (e
( 2 ) 2 2 2
1 —pll 1—0p 1 —-plI\N_, 1_,
H:(—)H, ( )H — 11t 3.5
( 2 ) 2 2 2 (3.54)
The completeness bound is given by
A
1+ pIl 1 —pll 51 1+ p\S-1-z/1—p\=
el (57).8 (F5).8m c(57)  (F)
2 5% 2 S’D 2 )% ;} N2 2
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To calculate the soundness bound, from Equation (3.15) our () is now given by

. 1 5 1 + pll 1—pll
Q_S;(]I—H)r > S{;( 5 )g%( ). (3.56)
i o =

In a similar way to the previous calculations, we determine a general expression for the

eigenvalues of () as

A A—zx

o580 =5 30 3 e e (ST () ()R
A A—z

=0 y=0

The soundness bound is then given by the maximum of this expression over all k.

3.8 Discussion

In this Chapter, we have analysed a simple approach to authenticated teleportation of a quan-
tum message in a noisy network. We conclude by discussing the merits and drawbacks of our
work, and future perspectives.

As in [38, 1, the interaction required in our protocol can be reduced by the players
sharing private random classical keys that encode the stabiliser they measure in each round,
the copy r that is used for the teleportation, and the allowed failure threshold A. Further,
as mentioned previously, teleportation of the quantum state can be viewed as Alice sending a
quantum message encrypted with the outcomes of her Bell state measurement.

Comparing with previous authentication schemes for quantum messages [38, 107, 1,
our protocol, which consists of performing stabiliser measurements on many separate copies
of the state, allows for a much easier experimental implementation. The existing schemes,
on the other hand, use stabiliser error-correcting codes, with the number of qubits of the

encoded state increasing with the desired security level. However, the tradeoff comes in
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terms of security, where both types of schemes are e-secure with € = % for our protocol and
scaling as 2~° for protocols based on [38].

We will briefly comment on the difference between entanglement purification, used in
[38], and our method of authenticating the quantum channel in teleportation. In entangle-
ment purification, one starts out with many copies of a state and applies operations to trans-
form it to a (fewer) number of copies of a maximally entangled state. In the cryptographic
setting we consider, an untrusted source is creating copies that we do not assume anything
about (notably, they may be different in each round). This facilitates the application of our
scheme to other scenarios where an adversarial source creates untrusted entanglement.

To demonstrate our protocol experimentally, one simply needs to generate many copies
of a state, which is perfectly feasible with existing experimental setups. The noise tolerance
of our protocol has been illustrated in terms of the tradeoff between the security bounds.
Note that we have only considered noise in the authentication part of our scheme; we have
assumed that the players can perform the teleportation perfectly once an authenticated quan-
tum channel has been established. Future work could also incorporate noise in the teleporta-
tion procedure itself.

Finally, we showed that our analysis for noisy measurement devices can be extended to
verification of graph states shared between a network of players. This has potential applica-
tions in the multitude of ways graph states are used across quantum information, be it for
secret sharing [52], metrology [49], or blind quantum computation [37].

The work in this Chapter can be viewed as a starting point for the rest of this thesis.
From now on, the amount of trust we place in our network will decrease. Chapter 4 goes a
step further to look at authenticated teleportation with untrusted measurement devices. In
Chapter 5, we apply verification techniques in the presence of dishonest players to build an
anonymous quantum communication protocol. Finally, in Chapter 6, we take our network of

players sharing graph states even further by allowing any number of them to be dishonest.
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Chapter 4

Authenticated teleportation with
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4.1 Introduction

Quantum teleportation is well-established as a cornerstone of the field of quantum informa-
tion, allowing the transfer of a qubit from one player to another using an entangled pair and
a classical communication channel [45]. While interesting in its own right, it is also a key in-
gredient in many protocols, such as secret sharing [48,68], anonymous transmission [73] and
multiparty computation [/0], and is an important tool across quantum information. From a
cryptographic point of view, it is then vital to study the security of teleportation.

Continuing our work in the previous Chapter, here we consider authenticated teleportation,
where the players wish to verify that the teleportation has succeeded even when they do not
trust the entangled pair being used. This authenticates its application as a quantum channel
between the two players. The capacity to certify or authenticate a successful teleportation
will be significant for its use across quantum networks, computers and simulators.

As mentioned earlier, previous schemes for authentication of a quantum channel, such
as [38], rely on generating large entangled states or performing entangling measurements.
Guaranteeing high security of such protocols would need levels of entanglement that are, in
practice, infeasible. In Chapter 3, we presented and investigated a protocol to achieve the
same goal, but with much lower entanglement requirements. In this Chapter, we go one step
further in solving this problem: allowing Alice and Bob to authenticate their quantum channel
even without trusting their devices.

Device-independence has emerged as a highly desirable feature of quantum commu-
nication and computation protocols, from its early applications to quantum key distribu-
tion [90, 91, ] and quantum random number generation [92, 1. This approach ad-
dresses the situation where the untrusted components may have been obtained from, or be
in the control of, an adversary. If not treated in this way, untrusted devices may lead to se-
curity loopholes such as, for example, susceptibility to physical attacks on the devices. Thus,
device-independence represents the pinnacle of possible security.

In a two-player network, one can consider two trust settings: one-sided device-independent

(1sDI), where Alice trusts her device but Bob does not (or vice versa), and fully device-
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independent (DI), where neither player trusts their devices. One-sided trust should allow for
a much simpler experimental implementation, as in [94,95, 115]. This setting is particularly
relevant when one player is naturally trusted; for example, a scenario with a trusted client but
untrusted server, or simply if the channel and local measurement device are untrusted when
one may wish to receive a resource (such as a magic state for computation, or a particular
entangled state for metrology).

In this Chapter, we introduce a 1sDI protocol for authenticated teleportation. To achieve
this, we investigate how to test the entangled state which will be used for the teleportation in
a 1sDI way. For this purpose, we will use EPR-steering correlations (Section 2.4.1). Along the
way, we will also present some results for the fully DI setting. Finally, we will argue that our
protocol can be implemented with today’s experimental capabilities. Building and analysing
such a protocol will require ingredients from various subfields of verification, and so we will

discuss the relevant previous work separately for each of these.

4.2 Network model

e Players: There are two players, Alice and Bob, both of whom are honest.

e State: The quantum state they share is untrusted. The players obtain the state they

require from an untrusted source. An honest source produces the Bell state, |®7).

e Operations: Alice’s measurement devices are trusted; Bob’s measurement devices are
untrusted and may not be performing the correct operations. The players are only

required to perform local operations.

e Classical channels: The players share an authenticated classical channel, or a random
secret key, which they can use to send classical information. (This ensures that our

model lies in the authenticated communication setting.)

We will consider two trust levels for the untrusted components: in the iid setting, the source

and devices are assumed to behave in the same way in each round, while in the non-iid
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setting, they are free to behave differently in every round.

4.3 Building blocks

Let us now discuss how to construct a protocol for 1sDI authenticated teleportation in such
a network. This task will require a few key ingredients. We will start by reviewing previous

work in each of these areas, and further outline our contributions.

4.3.1 Self-testing

Firstly, we use the technique of self-testing, by which untrusted states and measurements
can be characterised, in a device-independent scenario, by the exhibited correlations alone.
From its beginnings by Mayers and Yao [34], self-testing results now encompass a variety of
different states [35, —120], measurements [121-123], and trust settings [124, 1. (For
a thorough review on self-testing, see [126].) For our application to teleportation, we will
focus on certifying the fidelity of the Bell state and the Pauli measurements.

By self-testing the Bell state, one can establish the closeness of an untrusted state with the
Bell state, up to local isometry, from correlations such as the amount of violation of the CHSH
inequality. While many self-testing results exist for the Bell state [35, 124, 127], only recently
do we have techniques which are robust enough to be used in practice [122, , 1.

Self-testing a measurement certifies that, despite the possible presence of additional ancil-
lae, the operators act close to ideally on the Bell state, and trivially on the rest of the system.
This has not been as extensively covered in the literature. Existing bounds for the Pauli mea-
surements have very low robustness [35, X ]. Recent advances are not given in terms
of a fidelity measure for the whole setup, but rather in the form of an effective commutator
for each player’s observables [121], or considering complementarity of observables [122].
Bowles et al. self-test all three Pauli observables, which requires dealing with the invariance
of quantum correlations under complex conjugation [123]. However, no work so far has
obtained a practically robust self-testing bound for the measurements.

To address this, we start by expanding on the ‘SWAP method’ introduced in [122, 1,
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to derive full self-testing bounds for the Bell state that incorporate both the state and Pauli
ox,0z measurements, in both the 1sDI and DI settings. In this way, we obtain new bounds

that are practically robust.

4.3.2 Extending self-testing to verification protocols

The results we obtain from self-testing are not immediately adapted to our requirements for
several reasons. Firstly, they are based on the common self-testing assumptions of an infinite
number of independent runs, throughout which the untrusted components behave identically
(iid). In a realistic, adversarial scenario, we cannot rely on such assumptions, and so by
adapting the methods of [124, 1, we remove these entirely.

In particular, in [124], Gheorghiu, Wallden and Kashefi take an analytical approach to self-
testing in the 1sDI setting, using steering correlations. They derive bounds on the distance
of the state from the ideal, as well as the finite number of copies required for verification in
both the iid and non-iid scenarios, and apply this to the verification of quantum computing.
However, their results are not robust enough to be implemented in practice, as they require
at least 10° (10'®) copies of the state in the iid (non-iid) settings. In [130], HajduSek, Pérez-
Delgado and Fitzsimons consider self-testing with fourteen measurement settings, for the
purpose of fully device-independent verifiable blind quantum computation, and purely in the
non-iid scenario. In order to address our situation, we will use and adapt a combination of
techniques from both of these works.

Secondly, as the security statements one achieves from self-testing refer to the states that
have been measured, they cannot naively be used for ensuring the quality of the entangled
pair used for teleportation. To address this, we incorporate a final, untested state in our
analysis of the fidelity of teleportation, by adapting the techniques of [130]; the results in
[124] are bounds on the tested states. Such an analysis marks a departure from the usual
self-testing works, which certify a state already consumed in the testing process, as opposed
to a state we wish to use. Recent work by Arnon-Friedman and Bancal [131] also considered

this in their non-iid entanglement certification scheme; however, they focus on certifying
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distillable entanglement, rather than quantifying the closeness of a state to the ideal.

4.3.3 Experiments on steering and nonlocality

To demonstrate the experimental feasibility of our protocol, we will give explicit values of the
parameters we require to certify any fidelity of the teleportation; more specifically, both the
number of states and the violation of the inequality required. We will argue that these results
are within current experimental limitations [83, s —135]. Thus, before we begin, it is
perhaps helpful to assess the state-of-the-art in nonlocality experiments. As we are interested
in the 1sDI setting, we will focus more on steering. The steering inequality we will use has
two measurement settings, and is given in Equation (2.40) by |(AqBo) + (A1 B1)| < V2.

A photonic experiment by Saunders et al. [135] was the first to show steering in states
which do not violate the Bell inequality (such states are said to be Bell-local), albeit with-
out considering loopholes (Section 2.4). This was facilitated by their observation that using
a steering inequality with a higher number of measurement settings improves the noise tol-
erance of steering. In addition, for the two-measurement steering inequality which has a
maximum quantum violation of 2, they were able to observe a violation of around 1.68 using
Werner states. Another demonstration of steering in Bell-local states without closing loopholes
was performed by Orieux et al. [111]. Here, they demonstrated the steerability of a range
of generalised Werner states of the form in Equation (3.41), using only two measurement
settings, with the help of a steering inequality from [136]. By converting their experimental
data to the form of the steering inequality in Equation (2.40), we found that the highest vi-
olation they managed to observe with a Werner state (subject to some noise and dephasing)
was again around 1.68.

In terms of experiments that aim to close loopholes, we mention that of Wittmann et
al. [137]. They violated the three-measurement-setting steering inequality while managing
to close all three loopholes. They enforced space-like separation of the two players and used
a fast quantum random number generator to close the locality and freedom-of-choice loop-

holes. To close the detection loophole, they modified the steering inequality to account for the
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cases where no photon was detected. In this way, they observed a violation of 1.049 (the max-
imum quantum violation is 3). Smith et al. [138] took a similar approach to the no-detection
events; however, by using highly efficient detectors, they observed a two-measurement-setting
steering inequality violation of 1.14, and 1.74 for the three-measurement-setting case, in a
detection-loophole-free manner. Bennet et al. [139] used from three to sixteen measure-
ment settings, calculated a new bound on the relevant steering inequalities to depend on the
heralding efficiency (in other words, the probability of detecting a photon), and experimen-
tally showed its detection-loophole-free violation.

There has been a relative abundance of work on demonstrating violations of the CHSH
inequality, perhaps most prominently in 2015 with the breakthrough loophole-free Bell tests
[140-142]. Experiments in the Big Bell Test collaboration [83], notably that of Ringbauer
and White, also reported high violations of up to 2.79 while closing the freedom-of-choice

loophole. Other examples can be found, for example, in the works of [132, 133].

4.4 Self-testing by semidefinite programming

Let us now turn to our first goal: to derive full, robust self-testing bounds for the Bell pair
|®*) and Pauli measurements o, oy, thus adding to the work of [125] in the 1sDI setting,
and [122] in the DI setting. In order to do so, we will use the same framework as defined
there.

In a device-independent scenario, one can only certify the state and measurements up to
local isometry. Any local unitary transformation, or the presence of additional systems upon
which the measurements act trivially, would result in the same correlations and so would not
be detected. The dimension of the Hilbert space of the untrusted side is unrestricted; thus, we
can take the state to be pure and the measurements to be projective, without loss of generality.
Let us start by considering the 1sDI setting, and giving the definition of self-testing that we

wish to make.
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Definition 4.1. Let |¢)) denote the ideal Bell state |®T), and M 4, Np € {ox,02} be the ideal
Pauli measurements of Alice and Bob respectively. Let |1)) denote the untrusted shared state,
and Np € {Xp, Zp} be Bob’s untrusted measurements. Given that the players observe a near-
maximal violation 2 — € of the steering inequality in Equation (2.40), we have achieved robust

self-testing if there exists some isometry ® : Hp — Hp ® Hp such that

F(Trg[®(|16) (WD), [#)) = 1= f(e), (4.1)
F(Trp[@(10') (W], Ma@ Np[d)) 2 1= f(e), (4.2)

where [t} = M 4 ® Ng |¢) and f(e), f'(¢) are known simple functions of e.

As is typical for self-testing statements, this bound effectively assumes an infinite number
of iid copies of the state and measurements in order to approximate the violation and map
it to the fidelity, and it is a statement on the state of the measured copies. We can define a
similar statement for the DI setting, where now Alice’s measurement M 4 is also untrusted,
using the CHSH inequality in Equation (2.37).

Our first aim is to determine forms of the functions f(e), f’(¢), for both the 1sDI and DI
settings, that are practically robust, i.e. give a non-trivial fidelity for experimentally observ-
able violations of the inequality. For Equation (4.1), such bounds for the state are already
computed in [122,125], by semidefinite programming (SDP) and the SWAP isometry. We will
use their methods to derive new bounds which, for the measurements, are significantly more

robust than previous analytical results [35, 124, 125]. Our results are given in Theorem 4.1.

Theorem 4.1. (a) In the 1sDI setting, if the players observe a 2 — e violation of the steering

inequality in Equation (2.40), then f(e) = 1.26¢, f'(€) = 3.10e.

(b) In the DI setting, if the players observe a 2v/2 — ¢ violation of the CHSH inequality in
Equation (2.37), then f(e) = 1.19¢, f'(e) = 3.70e.

Proof. Let us first give an outline of our proof. It is based on adapting the techniques
of [122, 1, where by applying the SWAP isometry, we determine expressions for the fi-

delity measures in Equations (4.1) and (4.2). We write our fidelity measures and inequality
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violations in terms of assemblage elements for the 1sDI setting, and expectation values of
combinations of Alice and Bob’s operators for the DI setting. Next, we introduce a positive
semidefinite variable I", which is the moment matrix from the NPA hierarchy [100, 1, con-
structed such that now, the fidelity and inequality expressions can be written as a function
of I". Since we wish to obtain a lower bound on the fidelity measures, we then use an SDP
to find the minimum value of our expressions for Equations (4.1) and (4.2) which are com-
patible with the amount of violation of the inequality. As we shift from self-testing the state
to the measurements, the size of I' and the difficulty of the problem increases, particularly in
constraining the structure of I". We solve this issue by automating the constraint generation

step. Our full proof is given in the following subsections.

1. Fidelity expressions for 1sDI

Let us first look at how to get an expression for the fidelity of the self-testing. Here, we
follow and extend the method of [125], using the SWAP isometry, which will later be fed into
the SDP optimisation. We model Bob’s untrusted device as a black box with measurement
settings y € {0,1} and outcomes b € {0,1}. Let us denote by Ej,, the projector associated
with Bob measuring in setting y and getting outcome b. Then, Alice’s resulting conditional
state is represented by the assemblage given by 7y, = Trp(14 ® Ey, [¢) (¢), which is equal
to the resulting state times its probability. The untrusted measurements made by Bob are then
written in terms of the projectors Eyyas Xp =2Ey — 1,Zp = 2Eg)p — 1.

The SWAP isometry & = 14 ® ®p (Figure 4.1), the standard in self-testing literature,
performs the SWAP operation if the untrusted devices are operating correctly. It is composed
of adding a trusted ancilla in a known state (|+)) to Bob’s subsystem, and then applying a
unitary transformation which swaps part of the untrusted state onto the ancilla, resulting in a
two-qubit state. The unitary transformation is written in such a way that it incorporates Bob’s

untrusted operators that we wish to test. Denoting Bob’s system as B and his ancilla system
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|+>B' * H

ane) )

Figure 4.1: The SWAP isometry applied to Bob’s system for self-testing the state |¢).

as B’, this transformation is given by V HU, where

V=10)0golp+|1) 1]z ® Xs, 4.3)
H = [+) 0l + =) (Al (4.9)

The isometry then acts on the untrusted state as

O([¢) =14 @ (VHU)p B [Y) 45 1+) 5 - (4.6)

To self-test the state, we will determine a bound on the fidelity F(Trg[®(|¢) (¢])], [¢)) =
(| Trp[®(|v) (¥])] |#). In addition, we wish to self-test the untrusted measurements Np. To

study this, we look at the action of the isometry given by

PAa@Np|Y) =14 (VHU)ppla @ N |Y) 45 |+) 5 - 4.7

In the ideal case, we have 14 ® Np ]@> We will determine the closeness between these
two expressions, and denoting |¢)') = M4 ® Ng|v), we will compute a bound on the
fidelity F(Trp[®(|¢) (¢'|)], Ma ® Np |¢)). Our fidelity expressions will be in terms of
assemblages on Alice’s side, given by 7,, = Trp(la ® By, [¥) (¥]). The full forms of

the expressions we obtain in this way are given in Table 4.1. (Note that, for example,
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To test Fidelity expression

1
5 [ (04| 7010 104) + (0] (270j1,0/0 — 270]0,0/1,00) |14)
State
+ (Lal (2700,011 — 2700,0/1,000) [04) + (14| (pa — Toj0) |1A>]
1
5 [ (04| 700 104) 4+ (0] (270/1,0j0 — 2700,0/1,0(0) |14)
ZB
+ (14| (270)0,011 — 270]0,0/1,010) [04) + (14| (pa — T0j0) |1A>}
1
3 [ (04l (pa — Toj0 — 470/1,0/0,011 + 270j0,0/1 + 270|1,0/0) [04)
XpB

+ (04| (—=270j0,0/1 + 4700,0/1,0]0,0/1 + 4T0]1,0]0,0/1,00 + 470|1,0/0,0/1
- 27'0\0,0|1.,0\0 - 87’0\1,0\0,0|1,0\0,0|1) \1A>
+ (La| (—270/1,0j0 + 4700,0/1,0]0,0/1 + 4T0/1,0]0,0/1,0/0 *+ 470|1,0/0,0/1

- 27’0\0,0|1,0\0 - 87’0\1,0\0,0|1,0\0,0|1) \0A>

+ (La| (470)1,010,0/1 — 270]0,011 — 270j1,0[0 + To0) |1A>]

Table 4.1: Fidelity expressions for the 1sDI setting.

70j0,0[1,0/0 = TrB(Eoj0Eoj1 Eopo |¢¥) (¥|), and similarly for other such terms).

2. Fidelity expressions for DI

We use a similar framework for self-testing in the DI setting, following [122]. Since both Alice
and Bob’s devices are now untrusted, we apply the SWAP isometry to both players’ systems
to extract a Bell pair. In the DI case, we must now also consider Alice’s projector D, such
that the probability distribution is given by p(a, b|x,y) = Trap(D,x ® Ep), [¢) (¥). For ease of

calculations, we now take the ideal state to be

| cos () ]
1 Sin(%)
) =% e | (4.8)
- cos(%)_
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which is equivalent to the Bell state up to local unitaries. This state maximally violates the
CHSH inequality if Alice and Bob measure the oz, o0 x operators, which simplifies our analysis.
The isometry & = &4 @ & performs the same SWAP operation here, but we write it slightly
differently to follow [122]. The ancilla on both players’ systems A’, B’ is initialised in state
|0), and the unitary transformation is now written as V RV, where V is defined as before and
R is given by

R=1yo (220 1oy o (ATH) 4.9)

on Alice’s side, for example. For self-testing the state, we then have

The fidelity is given by F(Trag[®(|x) (¥|)],

) = ($| Trag[®(|¥) (¢|)] |). For self-testing
the measurements, we now denote Alice’s untrusted measurement operator as M4 and |¢)') =

My ® Np|v). After applying the isometry, we have
O(Ma®@ Np|t) = (VRV) 44 @ (VRV)ppMy @ Np WJ>AB ‘OO>A’B’ . (4.11)

The action of the ideal operators on the ideal state gives |[¢/) = M4 ® Np |[¢)). The fidelity
is then given by F(Trag[®(|¢') ('), Ma @ Np |¢)) = (/| Tra[®(|¢') (¢'|)] |¢'). The full

forms of the fidelity expressions we obtain in this way are given in Table 4.2.

3. Constraints

Our next aim is to determine a bound on the fidelity measures in Tables 4.1 and 4.2, given an
e-near-maximal violation of the steering or CHSH inequalities. In the 1sDI setting, these in-
equalities can be written in the form of Alice’s trusted operators o x, oz acting on assemblages
that result from Bob measuring his untrusted operators X, Z. The CHSH inequality may also

be used in the 1sDI setting to witness steering. We can write these inequalities in terms of
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assemblages on Alice’s side as

Tr[O'Z(QTo‘O — pA) + O'X(QT()H — ,OA)] =2 €, (412)

Te[v/20 (2700 — pa) + V20x (270 — pa)] =2V2 — ¢, (4.13)

for steering and CHSH, respectively. In the DI case, where both players’ devices are untrusted,

they must demonstrate nonlocality by violating the CHSH inequality.

4. Finding a bound via SDP

We then use an SDP to find the minimum value of our fidelity expression consistent with the

amount of violation of the inequality. It is formulated as follows:

minimise Tr(PI")
such that Tr(QI') = w

r>0. (4.14)

Here, I' is the moment matrix from the NPA hierarchy for characterising quantum correlations
[100,101]. In the 1sDI setting, the rows of I" are given by a set of operators that are some
product of Bob’s projectors Ey,, written as {1, ..., £, }, the columns by the adjoints, and each
element by I'y; = TrB(ElTé’k |) (¥]). Thus, T' is a v x v matrix composed of assemblage
elements. In the DI setting, the rows of I' are given by a set of operators that are some
combination of both Alice and Bob’s operators Ay, By, which results in its elements being
expectation values. It has been proven in [122,125] that I is positive semidefinite.

Our constraint is then given by the amount of violation w of a suitable inequality. Formu-
lating our problem in terms of an SDP essentially amounts to finding a suitable form of I" that
contains all the elements in our fidelity and inequality expressions, writing these expressions
in terms of symmetric matrices P, Q acting on I', and constraining the structure of T".

For self-testing the measurements, this final step is the most time-consuming. For example,

in the case of self-testing the X ® X measurement in the DI scenario, to solve the SDP we
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To test Fidelity expression
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1
8v/2

Table 4.2: Fidelity expressions for the DI setting.

require a I' of size 81 x 81, which has over 22,000 constraints. To work around this problem,
we have automated the process of generating I'" and its constraints, using a combination
of C++ and Python scripts. Our code takes as input the rows and columns of I". It then

generates all elements of I', determines which elements are equal to one another, and after
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Method Trust Inequality State bound State + meas. bound

Reichardt et al. [127]  analytical DI CHSH 3204/

McKague et al. [35] analytical DI CHSH 10.9e1/% 4+ 3.6\/e  10.9¢/* +13.1 /€

Kaniewski [129] analytical DI CHSH 1.18+/¢
Bancal et al. [122] numerical DI CHSH 1.48/¢
Gheorghiu et al. [124] analytical 1sDI steering  2.8y/¢ + 0.5¢ 10.8y/€ + 0.5¢
éupié etal. [125] numerical 1sDI CHSH 1.34./¢
1sDI  steering  1.59+/€ 2.49/¢
This work numerical 1sDI CHSH 1.34./¢ 2.104/e
DI  CHSH 1.54,/c 2.72 /€

Table 4.3: New and existing bounds on trace distance, given an e-near-maximal violation
of the inequality. The state bound gives an upper bound on |®(|¢)) — [¢) ® |anc)| <

V/2f(e), while the state and measurements bound gives an upper bound on
|®(Ma ® Np 1)) — (Ma® Np|4)) @ lanc)|| < +/2f(e), where the relation between the
bounds is calculated from Equation (39) of [122]. In the 1sDI case, M4 = M 4, since we trust
Alice’s measurement devices.

some processing, outputs a list of all the unique constraints, in a format that can be directly
entered into our SDP.

Once our SDP is set up, we solve it via CVX [143, 144], giving the bounds in Theorem 4.1.
(For more details of the SDP calculations, see Appendix 4.A.1.)

O]

An alternative form of our bounds is given in Table 4.3, for comparison with the literature.
Let us now denote the constant term by «, such that the bounds in Theorem 4.1 can be written
as f(e), f'(e) = ae, where o depends on the trust setting, inequality, and whether we wish to

use the self-testing bound for the state, or both state and measurements.
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4.5 Protocol

We are now ready to build our protocol for authenticated teleportation with untrusted devices.
As mentioned, we cannot directly apply our results from Theorem 4.1, as they are valid under
the assumptions of an infinite number of iid rounds (appearing in the use of expectation
values in the SDP). In any experiment, by doing a finite number of runs we can only get
an estimation of the expectation values required for our inequality. Thus, if we want to use
Theorem 4.1 to propose a realistic verification protocol, we must also determine the number
of runs required to approximate the expectation values to our desired precision. We start
by considering the case of the iid assumption, and then remove this altogether for the fully
adversarial setting. In this way, we define a scheme for 1sDI authenticated teleportation in
Protocol 4.1.

The main idea of Protocol 4.1 is as follows. The source is asked for many copies of the
Bell pair. One copy is randomly chosen that will be used, and the rest are tested for steering
using the inequality in Equation (2.40). If it passes, the remaining pair is used to teleport. If
the source and devices behave as they should, the tests will always pass, and the teleported
state is perfect. On the other hand, if the source is dishonest, it cannot know which pair will
be used and which pairs will be tested, and so if it supplies non-ideal states, it will sometimes
fail the test. Further, the self-testing statements for the test mean that Bob’s security holds
even with untrusted devices on Bob’s side.

There is some flexibility in the protocol which would not affect our results. For example,
we have written it such that Alice chooses the copy r, and essentially runs the protocol, but
this can be easily changed to Bob, or a third party. Furthermore, as in [38, 109], it is possible
to make the protocol less interactive by replacing the communication between Alice and Bob
with shared random strings, indicating which copy to use for the teleportation, and which

measurement setting to test each copy with.
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Protocol 4.1 ONE-SIDED DEVICE-INDEPENDENT AUTHENTICATED TELEPORTATION

Input: Parameters ¢, ¢, x are agreed, depending on the experimental limitations, and the
fidelity of teleportation that the players wish to certify.

Goal: Alice teleports |¢) to Bob through an authenticated channel without trusting Bob’s
devices.

1: The source is instructed to prepare

o S = [4‘1;”” In 1 + 1] Bell pairs in the iid setting, or

o S= [16522:” In < + 1] Bell pairs in the non-iid setting,

and send the shares to Alice and Bob.

2: Alice randomly chooses a copy r to be used for the teleportation, and sends the value r to
Bob.

3: Alice randomly divides the set of remaining copies into two subsets, Qy and Q, each of
o S—1
size

=
4: For each copy i € Qq:
(a) Alice measures observable A; and gets outcome a;.

(b) She tells Bob to measure observable B; and he gets outcome b;.

(c) Alice and Bob calculate their correlation for round i as C; = a;b;.
5: Alice and Bob calculate their average correlation over all rounds.

6: If their average correlation has deviation e from maximal violation of the steering inequal-
ity in Equation (2.40), Alice uses copy r to teleport |¢) to Bob using Protocol 2.1.

4.6 Security analysis

Theorem 4.2 then characterises the final untested state that is used as the quantum resource
for teleportation in Step 6 of Protocol 4.1, for both the case where we assume an iid source
and the non-iid setting. Our proof for the non-iid case is based on techniques from [124] to
certify the fidelity of the state of a randomly chosen copy r, as opposed to at least one state

asin [ 1.
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Theorem 4.2. (a) In the iid setting, the fidelity of the copy r used for teleportation in Protocol

4.1 is bounded (up to local isometry) with probability at least (1 — €*) by
2e
le—a{——ke}, (4.15)
q

where o = 1.26.

(b) In the non-iid setting, the fidelity of the averaged state of copy r used for teleportation in

Protocol 4.1 is bounded (up to local isometry) with probability at least (1 — €*) by

2¢ € 4¢’zelnl 4 2€2
F>1—-a|—+= ¢ .16
- @ q +2+ 8q2xln%+62 ’ (4.16)

where oo = 1.26.

Proof. Let us start by giving a proof outline. In Protocol 4.1, the final copy is accepted in
Step 6 if, for all previous tested copies, the measured average correlation was e-close to the
correlation for an ideal copy. Our aim is to use this information to bound the fidelity of the
final untested state that we wish to use for teleportation. First, following the method of [124],
we determine the closeness between the true correlation (i.e. the expectation value) and the
ideal correlation, using this measured correlation. In the iid case, we do this by taking the
measurement outcomes to be independent random variables, and then using the Chernoff-
Hoeffding bound [145, 146]. In the non-iid case, we instead use the martingale approach of
Pironio et al. [114] and apply the Azuma-Hoeffding inequality [146, ]. In our analysis,
we also take into account the untested state r, which is straightforward if we assume an iid
source. For the non-iid case, we do this by considering the maximum hypothetical deviation
from the ideal correlation as in [130]. At this stage, we have an expression for the amount
of violation of our steering inequality from the measured average correlations. Then, we
apply our result from Theorem 4.1 to bound the fidelity of the average state over all copies,
including state » which is used for teleportation. In the iid setting, this is a bound on any
state prepared by the source. Further, we introduce the parameters ¢,z in order to tailor

our protocol to possible experimental implementations, depending on the relative ease of
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generating many states or observing a high violation of the inequality.
We will now give the full proof. Let us assume Alice and Bob share S copies, which are
partitioned into m copies used for testing, and one copy used for teleportation. For each copy,
Alice and Bob measure either X ® X or Z ® Z. Note that although we use an untested copy
for teleportation, we will include this in our analysis as a ‘hypothetical measurement’. Since
half of the copies are measured in X ® X and the other half in Z ® Z in each test round, we
have the number of tested copies measured in either basis as mxx = mzz = 7. For now,
we will assume that a copy measured in X ® X is used for teleportation and the others for
testing, and the copies measured in Z ® Z are only used for testing. (We will see later that
this assumption does not affect the results.) We also partition S into Sx x and Sz, which are
the total number of copies measured in each respective basis. Then, we have
m + 2 m
2

Sxx=mxx+1=—F—, Szz=mgzz=

5 4.17)

The ideal correlation for a copy measured in the basis X ® X is given by uxx =
(Y|ox @ ox|v), and similarly for Z® Z. Note that px x + pzz = 2. The measured correlation
in round i is denoted by C; = a;b;, where a;, b; € {+1, —1} are Alice and Bob’s measurement
outcomes. The average measured correlation can be written in terms of the deviation from
the ideal correlation, denoted by ex x, ez for the tested copies, and ¢’y y for the copy r used

for teleportation, as

Sxx Loomxx
SXX ;c _;[ ; Ci+ Gl
= S)l( [mXX(,UXX —exx) T HUXX — G/XX}, (4.18)
Szz mzz
¥ L
S;Z [mzz(uzz - EZZ)} (4.19)

Using our tested copies, the measured correlation showed a deviation e from the ideal correla-
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tion, giving € = exx +¢ezz. Let us take exx = ezz = §, noting however that any other choice
does not have a significant effect on our results. We will discuss the hypothetical deviation
separately for the iid and non-iid cases.

The true correlation, or expectation value, in a round ¢ where X ® X is measured is
denoted by C; = Tr(X ® Xp;), and similarly for Z ® Z, where p; is the shared state in that
round. Given the e-closeness between the ideal and measured correlation, we now compute
the closeness between the ideal and true correlation over the copies measured in X ® X and
Z ® Z separately. We can then apply our self-testing result from Theorem 4.1 to bound the
fidelity of the state. At first, we will assume iid, and then remove this assumption for the most

general scenario.

() iid setting

In the iid setting, the untrusted components are assumed to behave the same way in each
round. This implies that the hypothetical correlation of the untested copy will be the same
as a tested copy (ey y = exx). (Note that this would be the same if we had used a copy

measured in Z ® Z for the teleportation.) Substituting in Equations (4.18) and (4.19), we get

SXZXC L SZZZO— _< (4.20)
SXX £ HxXx — 2 [ 2 i = MHzZ % .

Now, let us consider the rounds where X ® X is measured. We start by defining a variable

J
W; =Y (Ci - C;), where j € {1,..., Sxx}. (4.21)
i=1

We use the Chernoff-Hoeffding bound for approximating the expectation value of independent

random variables [145, ]. We have ¢; < C; < h;, where g; = —1, h; = 1. This gives
27 ok
Pr(W > < — < — . 22
r( Sxx = '7) > exp( Zflex (hl _ gi)2> < exp< 25 xx (4.22)
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Since our focus is on developing a protocol that can be implemented in the lab, we will
introduce parameters ¢,z > 1 that allow a tradeoff between the number of copies we can
generate, and observing a high violation of the steering inequality. We choose v = Sx X g

which gives

S S
1 XX XX

Pr<@WSXX > 2) = PI‘( Z C Z CZ‘] > 3)
SXX
:PI(HXXQSXXZ;C )
S eXp<—2(1]25XX62>. (423)
Thus, we have
o € € 1 9
(SXX ZC ,uXXz—&—i) >1—exp(—2q25'XXe > (4.249)

=1

Similar calculations for the rounds where Z ® Z is measured give us

Szz 1
<SZZZC uzz>—6—§) >1—exp< o 2Szze ) (4.25)

Let pavg = % Zle pi be the average state over all S copies, including the one used for tele-
portation. Since the states in each round are identical in the iid setting, we have pu,q = p;.

We define the following averaged true correlations:

Sxx Szz

ZZ
SXX Z; Ci, Szz Z Ci. (4.26)

We now rephrase Equations (4.24) and (4.25) as

Pr(CXX ~ uxx (4.27)
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The true correlation for the averaged state when measured in the X ® X basis is given by

CXX = Tr(X ® X payg), and similarly for Z ® Z. Combining Equations (4.27) and (4.28),

=2-9, (4.29)

with probability > [1 — exp(— 14 (m +2)¢?)][1 — exp(— 7zme?) ], and where § = % + c. If
we set m = 4‘5# In %, we get this probability to be > 1 — €*. Then, if |{) is a purification of

Pavg>
CIX @ X[0)+ {ClZ2® Z|¢) =2 -9, (4.30)

with probability > 1 — ¢*. Our self-testing result in Theorem 4.1 tells us that given such a

correlation in expectation values, we have for oo = 1.26,

F(Trp[®(I¢) (¢, |4)) > 1 — ad, (4.31)
with probability > 1 — €*. It follows that
F(Trg[®(pavg)], [1)) = 1 — ad, (4.32)

with probability > 1 — €”. Recalling that p,,, = p; in the iid setting, we can rewrite this as the

following bound on the fidelity of any copy, including that used for teleportation:

F(Trp[®(pi)];

$>) >1-— O[qu + e}, (4.33)

with probability > 1 — €*. The total number of copies we need is then S = 43# ln% + 1. Note
that as ¢,z — oo, the expression for fidelity reduces to the self-testing result of /' > 1 — «e

with probability 1.
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(b) Non-iid setting

Now, we no longer assume the same behaviour throughout the rounds. We first determine
the hypothetical correlation of the untested copy, considering the worst case scenario, i.e. the
maximum possible error. Since px x = 1, this then gives ¢y = 2. (Note that we get this same
value if we had used a copy measured in Z ® Z for teleportation.) Substituting in Equations

(4.18) and (4.19), we get

X 8 + me S22
SXX Z: Ci = pxx [Zm T 4]’ Z Ci=pzz — (4.34)

Let us again start with X ® X. The true correlation C; now depends on the history of the
measurements made up to (but not including) round ¢, which we denote H;, and so we can

also write this as

We have |1 — W;| < 2, since C; = +1, -1 < C; < 1. The expectation value of W; is finite,
and the conditional expected value E(W;,1|H;41) = W; for all j < Sxx. By fulfilling these

conditions, our set of random variables {I¥;} is called a martingale. We can then use the

Azuma-Hoeffding inequality [146, 147], which gives for |W;;1 — W;| < d,,
~2 ~2
Pr(W, >y < —_—— < — . .36
1(Wsyx > 7) <exp yy S e ) eXP( SSxx) (4.36)

We again choose v = Sx Xg’ which gives

Sxx

e 8+ me 1 9
g > ——— >1- -—— . 3
<5XX 2 Gi—pxx 2 = 2m—|—4> = exp< 8q25XX6> (4.37)
For Z ® Z, we get
2z € € 1
E >————-]2>1- —— 2. .
<SZZ C Hzz = q 2) = 1 exp( 8q2SZZ€ ) (4 38)
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We substitute for Sxx, Szz and obtain (¢|X ® X|() + (¢|Z ® Z|() > 2 — § with probability

> [1- exp(—ﬁ(m + 2)8)] [1- exp(—ﬁmﬁ)], and where § = 2 4 § + Stme. If we set

2 . K . .
1652 L In %, we get this probability to be > 1 — ¢*. Then, using our self-testing result from

m =

Theorem 4.1 with oo = 1.26, we get
F(Trp[®(pavg)], 1)) > 1 — ad, (4.39)

with probability > 1 — ¢”. Here, pg.,4 is not equal to p;, since we do not assume the source
behaves the same way in each round. Thus, our statement certifying the fidelity holds for the
average state, paug = & > 11 Pi-

Writing 4 in terms of €, we have our final result that the state p,,, averaged over all copies,

including the one used for teleportation, is such that

(4.40)

2 ¢ 4¢°zeln % + 262]

F(Trp[® P))>1— L, 5
(Trp[2(pavy)], [9)) = 1 —a q Ta 8¢2xInl + €2

with probability > 1 — €*. The total number of copies required is then S = 165# Ini+1.

The bound on the fidelity of teleportation follows from this, as given in Corollary 4.3.

Corollary 4.3. The fidelity of teleportation (up to local isometry) in Protocol 4.1 is lower-
bounded by Theorem 4.2.

Proof. It is known that the fidelity of teleportation is at least as high as the fidelity of the
entangled state used for teleportation [110]; thus, our bound on the entangled state also

holds for the teleported state.

In the way that we propose our protocol above, a quantum memory is needed to store
the copies until they are tested or used. To override this experimentally difficult requirement,
the source can generate Bell pairs on-the-fly, and the players either test or use each pair
depending on the chosen r. In this case, since we may not have checked for our desired

inequality violation before the teleportation step (for example, if » = 1 we immediately use
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the state before any testing), we run the risk of teleporting through a bad quantum channel.
However, once we know our inequality violation at the end of the protocol, we can compute
a bound on the fidelity of the teleportation from Theorem 4.2.

Finally, we note that the CHSH inequality can also be used to witness steering. The analy-
sis of Protocol 4.1 in this case, including the number of copies required, follows from the proof

of Theorem 4.2 by applying the relevant self-testing result (see Appendix 4.A.2 for details).

4.7 Discussion and experimental feasibility

Bridging the gap between theoretical and experimental work in the field of device-independent
quantum cryptography is a significant challenge in the progression of quantum technol-
ogy [148]. This Chapter is an effort towards this, in the form of a practical protocol for
1sDI authenticated teleportation. We end by analysing our work in more detail.

First, we compare the security and resources required in our protocol alongside that of
[38]. While the protocol in [38] has an exponential scaling with the security parameter, the
size of the encoding, effectively the entanglement, increases with the desired security level.
On the other hand, our protocol only uses multiple copies of the Bell pair. As we outline
below, due to the ease of generating entangled pairs (compared to high entanglement), our
protocol is practically feasible. Furthermore, our protocol is secure even in the case where
devices are not trusted, which was not dealt with in [38].

Next, we discuss our self-testing results for the Pauli measurements, given as a fidelity
measure. Using a steering inequality violation of at least 1.94 in the 1sDI case, or a CHSH
violation of 2.78 in the DI case, one can certify a fidelity greater than 80%. As such high Bell
violations have been observed, for example in [83, ], our bounds are sufficiently robust to
be experimentally useful.

To facilitate comparison with previous works, our bounds in Theorem 4.1 are given in the
same form as the literature in Table 4.3. We see that we have improved upon all existing
full self-testing bounds for the state and measurements in both the 1sDI and DI settings.

Kaniewski’s analytical approach [129] used a different isometry than SWAP and resulted in
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a better bound for the state in the DI setting. Any improved self-testing bound can directly
be used to bound the fidelity of teleportation in our protocol using Corollary 4.3 and the
parameter o.

We will now assess the experimental feasibility of Protocol 4.1. Let us recall that our non-
iid result is a bound on the fidelity of teleportation using an average, or typical, state, while
the iid result is a bound on the fidelity of teleportation using any state. In order to improve
upon teleportation by classical communication, we require the fidelity of teleportation to be
greater than % [149]. For example, 1sDI authenticated teleportation could be demonstrated
by observing a steering inequality violation of 1.75 using 10° copies under the iid assumption,
or 10% copies in a non-iid setting. If, instead, the CHSH inequality was used as the test, one
would require a violation of 2.49 using with 10° (107) copies in the iid (non-iid) settings.
(See Figure 4.2 in Appendix 4.A.2 for a plot of the full results.) The above results could be
demonstrated using Werner states of visibility v > 0.88, which is well within experimental
limitations. However, any implementation will also be subject to other imperfections and
losses, such as in the photon detection efficiency. Using previous experimentally demonstrated
violations of the steering inequality with two measurement settings [111, 1, one could
certify a teleportation fidelity of at least 60%. The relative abundance of experimental work
on the CHSH inequality shows that the number of copies and violation (even in the non-iid
setting) required for our scheme could be demonstrated in existing laboratories, for example
[83,132,133]. Additionally, the number of copies required by our finite analysis is sufficiently
high so as to provide a good enough estimate of the quantum distribution, meaning that
we do not need to employ regularisation methods as in [150]. Our scheme is thus the first
authenticated teleportation protocol that is practical in its robustness, implementable with
existing experimental setups, and further, tolerates untrusted devices.

Let us now comment on possible extensions of this work. Note that our protocol is a one-
sided device-independent method of authenticating the quantum channel in teleportation.
One can use our results to do a fully DI test of the Bell pair (the required parameters are

in Appendix 4.A.2), but in order to build a fully device-independent teleportation scheme,
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we must also consider self-testing of Alice’s Bell state measurement. Recently, Renou et al.
[151] and Bancal et al. [152] have focused on this particular problem, and considered an
entanglement swapping-based approach to test the Bell state measurement. While [152]
gives practically robust bounds, they assume iid and infinite runs, as is common in self-testing.
Thus, we cannot directly apply these results to our protocol, and it remains as further work.

In this Chapter, we have implicitly assumed sufficiently high detection efficiencies so as
not to worry about the detection loophole; an extension of our work that closes this loophole
could take the no-detection events into account in the steering inequality, as was experimen-
tally demonstrated in [137-139, 153]. These reported violations are not directly comparable
with what we require, however, due to their use of this different steering inequality. Further,
most experiments demonstrate steering with many more measurement settings than the two
we have considered (some go up to even sixteen measurements), as this is simpler to do exper-
imentally. In fact, investigating other steering inequalities, possibly with more measurement
settings, could prove useful in further optimising our protocol for experimental implementa-
tion. We expect, however, that the development of 1sDI protocols will stimulate experimental
efforts to achieve violations high enough for a loophole-free demonstration of our scheme
in the near future. It is worth noting that for the CHSH inequality, it is already possible to
achieve high violations while closing the detection loophole [133].

Finally, we emphasise that teleportation is not the only application of our work. Our
results in Theorem 4.2 for the 1sDI setting, and in Appendix 4.A.2 for the DI setting, give a
bound on the fidelity of the final untested state, which can then be used for a variety of other
applications such as verified quantum computation. Our techniques can also be used in the

certification of other states, in particular to extend self-testing results to the practical world.
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4.A Appendix

4.A.1 Example SDPs for Theorem 4.1
We give some examples of our SDP method for self-testing the state and measurements, in

the 1sDI setting with the steering inequality as a constraint. The SDP we solve is given by

minimise Tr(PT)

such that Tr(QI') > 2 —¢

>0, (4.41)
where:
State or Z operator
PA Tol0 To|1 T0]0,0/1
r T0|0 T0|0 To|1,0/0  70/0,0|1,0/0
To|1 70)0,0]1 To|1 70)0,0|1
_To|1,0|0 700,0/1,0/0  70|1,0]0 To|0,0|1,0|0_
w 0O 0 O W 0 0 |4
0 cz 0 O 110 oz O 0
Q = 2 7P = 5 ’
0 0 ox O 0 0 O 0
0 0 0 O vl 0 0 —20x
0 0 0 0 0 0
where W = , V= ,0= .
0 1 2 0 0 0
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X operator

PA T0)0 o T0|1,0|0 70]0,0/1 70|1,0/0,0]1
T0]0 T0)0 T0|1,0/0 70|1,0|0 70|0,0/1,0|0 70|1,0/0,0/1,0|0
To|1 70]0,0/1 Ton 70]1,0/0,0|1 70]0,0/1 70|1,0/0,0]1
= ,
700,0|1 70]0,0/1 70|1,0/0,0]1 70]1,0/0,0|1 70)0,0/1,0/0,0]1  70]1,0/0,0]1,0]0,0]1
T01,0[0 70)0,0/1,0|0 T0|1,0/0 70|1,0/0,0/1,0]|0 70|0,0|1,0|0 70]1,0/0,0/1,0|0
| 70/1,0/0,0/1  70]0,0/1,0/0,0]1  70/1,0/0,0/1  70|1,0/0,0/1,0/0,0]1  70]0,0|1,0/0,0/1  70|1,0]0,0/1,0]0,0|1 |
w 0O 0 O0O0O0 A 0O 0 D 0 0
0 cy 0 0 0 O 0 -0z 0 O 0 4ox
0 0 ox 0 0 O 110 0O 0 O 0 0
Q = 2 7P = 5 )
0 0 0 00O D 0o o0 P O 0
0 0O 0 O0O0O0 0 0 0 0 —20x 0
0 0O 0 O0O0O0 0 40x 0 O 0 —8ox
1 0 2 0 —4 4 0 0
where A = , D= , P = ,0= .
0 0 -2 =2 4 4 0 0

In addition, we must enforce constraints on which elements of I" are equal to each other
in our SDP. To do this, we have written a combination of C++ and Python code. We then

solve the SDP using the CVX package in Matlab [143, 1.

4.A.2 Results using the CHSH inequality

In the 1sDI setting of Protocol 4.1, the players can also use the CHSH inequality instead of
the steering inequality. For such a case, we now state the analogous statement to Theorem

4.2 and Corollary 4.3, for which the proof follows by the same method as above.
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Theorem 4.4. Alice and Bob perform Protocol 4.1 but using the CHSH inequality. In the iid set-
ting, if they share 82# In %—i— 1 copies, then the fidelity of teleportation is bounded with probability
at least (1 — €”) by
4e
F>1-al= 4+, (4.42)
q

326‘122“” In? + 1 copies, then the fidelity of teleportation is

and in the non-iid setting, if they share

bounded with probability at least (1 — €*) by

de 3¢  4A¢Pzelnl 4+ (24 V2)e?
Fx1-qfiey 3 drmehn, ¥ Vo, (4.43)
qg 4 16¢2x1In < + 2¢2

where o = 0.90.

This value of o comes from the self-testing result we obtain from bounding the fidelity
expression for the state in Table 4.1 with respect to the constraint in Equation (4.13).

Note that we do not use the fact that one player’s devices may be trusted apart from when
we apply the SDP result. Thus, in the DI setting, Theorem 4.4 holds, for the fidelity of the
entangled state, with o = 1.19, using the same number of copies as specified there. This
can be used to do a fully device-independent test of the Bell pair, which would be useful for
various applications.

In Figure 4.2, we compare the parameters required in the 1sDI and DI trust scenarios,
under the iid and non-iid assumptions. In the 1sDI case, from Corollary 4.3, this fidelity
bound holds for the fidelity of teleportation. In the DI case, one must also consider Alice’s
Bell state measurement in order to make such a statement; thus, this remains a bound on the

entangled state.

83



(@ |

09 - §
08| - i
0.7} - 4
06} P E
o5k i

0.4 B

Certified fidelity of entangled state (F)

full DI
0 1 1 1 1 1
2.3 2.4 25 2.6 27 2.8 2.9
Violation of CHSH inequality (2v2 - €)

(b) 1 T T T
09} b
08} b
[
L 07 b
©
7]
8
Lot b
f=
©
g :
S 05 b
ks
=
g o4l 4
el
2
E03f b
[
&)
02} h
1sDl iid
full DI'iid
LC L 1sDI non-iid | 7
full DI non-iid
0 1 1 1 1 1 1
10 15 20 25 30 35 40 45

Log of number of states required (In(S))
Figure 4.2: Certifying fidelities of the entangled state for 1sDI and DI authenticated teleporta-

tion, in the iid (solid line) and non-iid (dashed line) settings, requires (a) a CHSH inequality
violation of 2v/2 — ¢, and (b) at least S states.

84



Chapter 5

Anonymity for practical quantum

networks
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5.1 Introduction

The quantum internet, once thought to be a far-fetched dream, is now well on its way to
fruition [23, 24]. With such a network, users will be able to securely exchange messages and
perform computational tasks more efficiently, by harnessing the power of quantum informa-
tion. Although the time it takes to create a fully functional quantum network will depend on
experimental progress, it promises multiple benefits even in the early development phases. A
few such examples are quantum key distribution [32], verifiable delegated quantum compu-
tation [37], and clock synchronisation [26].

While the move towards a quantum internet brings with itself many challenges, anonymity
is inarguably an essential feature. Establishing private and secure channels of communication
is becoming more and more vital in today’s (perhaps too) connected world. Anonymity, or
the secrecy of identity, is another basic necessity in our information age. The ability to not
reveal who you are when communicating across a network opens up the possibilities of voting,
anonymous email, academic peer-review, and numerous other applications.

In the classical world, anonymity has of course been the object of much study, with three
main ways of tackling the problem. First, if we allow a trusted third party, anonymous com-
munication can be carried out using a proxy server. This acts as an intermediary that forwards
messages and thus hides the identity of the actual Sender [154]. Second, the computationally
secure approach, which could be, for example, a chain of such servers that mix up the order
of the messages so that they cannot be tracked [155]. Since in quantum cryptography we
aim to address the security ramifications of migrating to quantum information, in this Chap-
ter we are more interested in the third approach of information-theoretic, or unconditional,
anonymity. This does not rely on computational assumptions or a trusted third party, and
guarantees anonymity even in the age of quantum computers.

In such a setting, the first protocol for classical anonymous transmission was given by
Chaum, in the form of the dining cryptographers problem [156]. A group of paranoid cryp-
tographers, dining at a restaurant, want to figure out whether one of them has anonymously

paid the bill, or an outside party. Chaum proposed a simple protocol to do this, whereby all
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the cryptographers receive the value of a bit (which is equal to one if any of the group pays),
without revealing which one of them has paid. The bit is essentially broadcast anonymously;
this is classical anonymous transmission.

In fact, this is linked to secure multiparty computation [69, , 1, where a group of
players wish to compute some function that depends on each of their inputs, while keep-
ing their inputs private, and crucially, without trusting a third party. Classical anonymous
transmission as presented in the dining cryptographers problem is itself an example of secure
multiparty computation, namely computing the parity of the input string. Usually, secure
multiparty computation involves the strong assumption that a majority of the players are
honest [69, 1. To avoid this restriction, Broadbent and Tapp [159] gave a set of protocols
ensuring information-theoretic anonymity no matter the number of dishonest players, start-
ing from a protocol for anonymously computing parity. We will later employ a selection of
their other secure multiparty protocols.

As we move to quantum networks, we similarly want to be able to guarantee anonymity
when we deal with quantum information. How can we send and receive qubits in an anony-
mous way across networks? Here, we are interested in the scenario of a Sender who wishes
to transmit an arbitrary quantum state to a single Receiver anonymously. This differs from
the previous case of anonymous broadcast of classical information; from the no-cloning theo-
rem, we know that an unknown quantum state cannot be broadcast. Further, as the quantum
version of secure multiparty computation involves a group of players who wish to compute a
quantum circuit with each player holding an input state [70,71], these are different problems.

Finally, we mention the difference between privacy and anonymity. If a transmission is
private, the contents are hidden, while if it is anonymous, the Sender and the Receiver of
the message are hidden. It is worth noting that protocols for anonymous transmission may
not necessarily protect the privacy of the message. To guarantee anonymity, we must ensure
that the dishonest players in the network cannot guess the Sender or the Receiver with more
accuracy than a random guess. In fact, even the Receiver may be dishonest; even in this case,

she must not be able to tell who is sending her the message.
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5.2 Previous work

Having discussed the importance and meaning of anonymity, we are now ready to review
progress in the realm of quantum anonymous transmission. The first work to consider this
issue was that of Christandl and Wehner [73]. Their proposal is based on the key observation
that a phase flip on any qubit alters an n-qubit GHZ state, i.e. (|0)*" + [1)®™)/y/2, in a way
that it is impossible to detect which qubit it was applied on. They suggested that each of the n
players in the network hold one qubit of a GHZ state, and apply a series of local transforma-
tions and measurements on their qubit. In this way, a Sender can transmit a classical bit to all
players anonymously. Further, they provided a protocol by which the anonymous transmission
of a quantum bit can be achieved, again only using local operations and classical communi-
cation (LOCC). At the end of the protocol, the Sender and the Receiver share an anonymous
entangled pair. This means no player but the Sender knows who shares this state. Then, the
Sender can teleport a quantum state to the Receiver using Protocol 2.1, with the correction
bits sent by classical anonymous transmission from the Sender to the Receiver. Once the Re-
ceiver applies this correction to her state, she will have received a quantum message sent by
an anonymous player in the network.

Although their protocol is simple, requires only LOCC operations, and fulfils the much-
needed requirement of quantum anonymity, in order for the protocol to be completely secure,
the players may not wish to assume they share a GHZ state at the beginning. In fact, in an
experimentally relevant scenario, their shared state may be imperfect. Can our network of
players still have some notion of anonymity?

This question was considered in the work of Brassard et al. [39]; however, their proposal
is rather complicated. It includes in the beginning a verification stage for ensuring that the
shared state is at least symmetric with respect to the honest players, and so perfect anonymity
is preserved. This test involves each player performing a CNOT between her initial qubit and
n — 1 ancilla qubits that she then sends to all other players. Each player then measures n — 1
qubits in the subspace spanned by the all zeros and all ones strings. If the measurement

accepts, the protocol continues with the remaining n-player GHZ state. While the authors
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manage in this way to preserve perfect anonymity, their protocol cannot be easily imple-
mented, since each player needs to perform a size-n quantum circuit and also to have access
to quantum communication with all other players.

Recently, Lipinska, Murta and Wehner [74] considered a different approach to anonymous
transmission: using trusted W states, i.e. (|10...0)+...4|0...01))/1/n, instead of GHZ states. In
this way, they manage to avoid the fragility of GHZ states, demonstrating that their protocol
tolerates particle losses. Although their method improves the noise tolerance of quantum
anonymous transmission, one of their classical subroutines requires the impractical resource
of a simultaneous broadcast channel, and most importantly, their protocol creates anonymous
entanglement only probabilistically, i.e. with a probability of %

Despite progress in these different directions, the aforementioned gaps still need to be
filled. When quantum networks are fully operational, we will require a protocol for quan-
tum anonymous transmission that is noise-tolerant, secure and practical. That is the aim of
this Chapter. Similarly to our previous work, we wish to use the least possible resources to
achieve this goal. As protocols for the quantum internet are intended to supplement classical
protocols, it is reasonable to assume that the players share private pairwise classical channels
and a broadcast channel. In the quantum regime, the former can be substituted by public
quantum channels and QKD protocols. Further, each player is only required to apply local
transformations and measurements.

We will consider the GHZ state as our central resource, but we incorporate as our verifi-
cation stage the GHZ verification protocol from Pappa et al. [160], that was further improved
upon and experimentally demonstrated by McCutcheon et al. [31]. This is a practical, efficient
and secure way of assessing the quality of the state, even if some of the players are dishon-
est. Our protocol alternates between verifying the state, and using the state for anonymous
transmission, thus providing security against an untrusted source who will not know how
each copy of the state will be used. In addition, we will use classical anonymous protocols
from [159] that are known to be information-theoretically secure.

It is important to discuss the adversarial models considered in previous work. In both the
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original Christandl-Wehner protocol and subsequent work by Lipinska et al., the adversary is
said to be semi-active. This means that the shared quantum state is trusted, but the players
are allowed to be dishonest. On the other hand, our model considers a fully active adversary,
i.e. the untrusted source of GHZ states can collaborate with the dishonest players to try and
break the anonymity of the transmission. This demonstrates the power of our protocol.
Further, all the quantum protocols we have seen assume perfect operations and achieve
perfect anonymity. In practice, of course, no operation can be perfect, and thus perfect
anonymity is unattainable. Nevertheless, it is still possible to define an appropriate notion
of anonymity that is relevant for practical protocols. Our aim is to present such a protocol

that allows some degree of imperfections, as is appropriate for realistic quantum networks.

5.3 Definitions

Let us now give the definitions of anonymity. We denote by n the total number of players, out
of which k are honest. We will always assume the Sender is honest; however, the Receiver

may be dishonest.

Definition 5.1 ( [7/3]). A protocol is said to be anonymous if it preserves the uncertainty about

the identity of the Sender and the Receiver.

In other words, the actions of the players during the protocol must not give away any new
information regarding the identity of the Sender or the Receiver. Assuming that the Sender
has not given away her identity before the protocol begins, anonymous message transmission
has been achieved if, no matter what the dishonest players do, they cannot guess who has sent
or received the message with probability higher than a random guess between the players they

know to be honest, i.e. 7.

Definition 5.2. A protocol is said to be e-anonymous if it preserves the uncertainty about the

identity of the Sender and the Receiver up to e.

For a protocol to be e-anonymous, it must be true that despite any number of dishonest

players in the network, they can only guess who the Sender or the Receiver are with prob-

90



ability bounded by % + e. Such an approximate version of anonymity is crucial for realistic
networks with imperfections. When e is equal to 0, we achieve perfect anonymity. Note that

these definitions must hold in spite of the Receiver as well being dishonest.

5.4 Network model

e Players: There are n players in total, out of which k are honest, and n — k are dishonest.
Honest players follow the protocol. Dishonest players might not follow the protocol,
and can apply any cheating strategy on their systems. The aim of the dishonest players

is to break the anonymity of the protocol.

e State: The quantum state they share is untrusted. The players obtain the state they
require from an untrusted source, who may produce a different state in each round,
and can collaborate with the dishonest players. An honest source produces the GHZ

state, |GHZ).

e Operations: Their measurement devices are trusted. Honest players are only required to
apply local operations. Dishonest players can apply operations on the part of the state

that belongs to the whole dishonest set.

e Classical channels: Each pair of players shares a secure classical channel, which they
can use to privately send classical information. (This is necessary to retain privacy of
the honest players’ measurement settings and outcomes, without which the dishonest

players could cheat perfectly.)

e Classical broadcast channel: The players have access to a broadcast channel, allowing the
broadcast of classical information by one player to all players in the network. We will
use the term simultaneous broadcast when all players must broadcast their bit simulta-
neously, which is an impractical resource as it is hard to ensure in practice. Crucially,
we only need a regular (or non-simultaneous) broadcast channel in our final protocol,;

all the subprotocols that we use remove the requirement of simultaneous broadcasting.
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5.5 Building blocks

We will first discuss the building blocks of our protocols, which are a combination of new and
existing subroutines, both classical and quantum. Throughout our protocols, we will use the
same security parameter S for simplicity; however, this is not required. Let us start with our
classical ingredients. These protocols are taken from or based on the information-theoretically
secure functionalities of [159], where the privacy of each player’s input is preserved. A dishon-
est player may cause the protocol to abort, but in any case they do not obtain any information
about the other players’ inputs.

First, we use PARITY, a classical protocol which computes the parity of the input string of
n players (or equivalently, the XOR of their input bits), without revealing anything about the
input of each player. It is defined in [159] and we outline it in Protocol 5.1. It is important
to note that although this has the strong requirement of a simultaneous broadcast channel,
we use only the modified version of this protocol (as given in the LOGICALOR protocol after-
wards), which just requires a regular broadcast channel.

This protocol is then used to construct the LOGICALOR functionality from [159], by which
a set of n players can privately determine the logical OR of their inputs. This is given in
Protocol 5.2. A crucial step here is repeating PARITY with different orderings of the players
each time; this allows the removal of the simultaneous broadcasting requirement. If the input
of all players is 0, the protocol always outputs the correct answer (i.e. 0). If any player inputs
1, this protocol succeeds (i.e. outputs 1) with probability 1 — 2~ after S rounds.

We use the LOGICALOR protocol in order to create the functionality RANDOMBIT, given in
Protocol 5.3, which allows the Sender to anonymously choose a random bit according to some
probability distribution. The correctness and privacy of RANDOMBIT follow directly from the
properties of LOGICALOR; namely, the only thing the dishonest players learn is the bit chosen

by the Sender, but not who the Sender is.
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Protocol 5.1 PARITY [159]

Input: {z;}7_,.
Goal: Each player gets y; = P, z;.

1: Each of the n players wants to input their bit z;. Every player i chooses random bits
{r]}7_; such that P}_, r] = ;.

2: Every player ¢ sends their jth bit r{ to player j (j can equal 7).

3: Every player j computes z; = ;. rg and reports the value in the simultaneous broadcast

channel. (If the simultaneous broadcast fails, the players abort.)

4: The value z = @?:1 z;j is computed, which equals y;.

Protocol 5.2 LOGICALOR [159]

Input: {z;}]" ,, security parameter S.
Goal: Each player gets y; = \/I_; ;.

1: The players agree on n orderings, with each ordering having a different last player.

2: For each ordering:

(a) Each player ¢ picks the value of p; as follows: if z; = 0, then p; = 0; if z; = 1, then
p; = 1 with probability % and p; = 0 with probability %

(b) The players run PARITY with input {p;}}" ,, with a regular broadcast channel rather
than simultaneous broadcast, and with the players broadcasting according to the
current ordering. If the result is 1, then y; = 1.

(c) Repeat Steps 2(a) - (b) S times. If the result of the PARITY protocol is never 1, then
y; = 0.

We then extend the RANDOMBIT functionality to define a RANDOMPLAYER functionality,
where the Sender can privately pick a random player from the n players by performing the
RANDOMBIT protocol log, n times. Here, the probability distribution is the uniform random
distribution. We will also need the NOTIFICATION functionality from [159], where the Sender
can anonymously notify one player in the network as the Receiver. This is given in Protocol
5.4, modified to account for the fact that we do not consider multiple Senders or Receivers.

We now describe briefly the ANONYMOUS ENTANGLEMENT protocol from [73], given in
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Protocol 5.3 RANDOMBIT

Input: All: parameter S. Sender: distribution D.
Goal: Sender chooses a bit according to D.

1: The players pick bits {z;}}" ; as follows: the Sender picks bit z; to be 0 or 1 according to
distribution D; all other players pick z; = 0.

2: The players perform LOGICALOR with input {z;}" ; and security parameter .S, and output
its outcome.

Protocol 5.4 NOTIFICATION [159]

Input: Security parameter .S, Sender’s choice of Receiver is player r.
Goal: Sender notifies Receiver.

1: For each player i:

(a) Each player j # ¢ picks p; as follows: if i = r and player j is the Sender, then p; =1
with probability 1 and p; = 0 with probability 5. Otherwise, p; = 0. Let p; = 0.

(b) The players run PARITY with input {p;}’" ,, with the following differences: player i
does not broadcast her value, and they use a regular broadcast channel rather than
simultaneous broadcast. If the result is 1, then y; = 1. (If any player refuses to
broadcast, the players abort.)

(c) Repeat Steps 1(a) - (b) S times. If the result of PARITY is never 1, then y; = 0.

2: If player i obtained y; = 1, then she is the Receiver.

Protocol 5.5. Here, it is assumed that the players share a GHZ state, and that the Sender and
the Receiver know their respective identities. Assuming the initial state is a perfect GHZ state,
the protocol creates a Bell state between the Sender and the Receiver perfectly anonymously.
Note that this protocol is anonymous for up to n — 2 dishonest players; if all players but one
were dishonest, they could easily cooperate to figure out the identity of the Sender by the
process of elimination. However, in all other cases, the protocol protects the identity of the
communicating players, no matter what the dishonest players do.

The last ingredient we use is the VERIFICATION protocol for GHZ states from the work of
Pappa et al. [160], implemented for 3- and 4-qubit GHZ states by McCutcheon et al. [31].

There, one of the players, known as the Verifier, runs tests to assess how close the shared
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Protocol 5.5 ANONYMOUS ENTANGLEMENT [73]

Input: GHZ state shared between n players.
Goal: Bell state |®*) created between Sender and Receiver anonymously.

1: Each player, apart from the Sender and Receiver, applies a Hadamard transform to their
qubit. They measure in the computational basis and broadcast their outcome.

2: The Sender first picks a random bit b, broadcasts it, and applies a phase flip o, to her
qubit only when b = 1.

3: The Receiver picks a random bit &', broadcasts it and applies a phase flip o, to her qubit
only when the parity of everyone else’s broadcasted bits is 1.

Protocol 5.6 VERIFICATION [ 1, [31]

Input: State | V) shared between n players.
Goal: Players verify that |U) is the n-qubit GHZ state.

1: The Verifier generates random angles ¢; € [0, 7) for all players including themselves (j €
{1,2,...,n}), such that , ¢; is a multiple of 7. The angles are then sent out to all the
players in the network.

2: Player j measures in the basis {|+4,), |~6;)} = { 5(10) + ¢ |1)), 75(/0) — € |1))}, and
sends the outcome Y; = {0, 1} to the Verifier.

3: The state passes the verification test when the following condition is satisfied: if the sum
of the randomly chosen angles is an even multiple of 7, there must be an even number of
1 outcomes for Y}, and if the sum is an odd multiple of 7, there must be an odd number
of 1 outcomes for Y;. We can write this condition as P, Y; = > ;05 (mod 2).

state is to the ideal state; their scheme is given in Protocol 5.6. The test measurements, which
are equivalent to a rotation around the z-axis followed by a measurement in the o x basis, are
chosen from a large set, in order to allow the protocol to tolerate losses, while minimising
attacks that exploit this. We can see that the perfect state always passes the verification test,
and more interestingly, a soundness statement can be proven, which we will explain and use
in later sections. For our purposes, we will use a version of this verification protocol that is
similar to the Symmetric Verification protocol from [160], while ensuring that anonymity is

preserved.
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5.6 Protocol

Now that we have our building blocks, we are ready to devise an efficient protocol for anony-
mous quantum message transmission. Before we present our protocol, let us explain two
assumptions we have made for simplicity, and how to remove them. Firstly, we have assumed
there is only one Sender. If there is the possibility of multiple Senders (this is known as a colli-
sion), the players can run a simple classical protocol, COLLISION DETECTION from [ 1, and
only continue if there are no collisions. Secondly, our protocol will distribute one Bell pair be-
tween the Sender and the Receiver. Then, the Sender can anonymously teleport the quantum
message to the Receiver, with the correction bits sent by classical anonymous transmission.
This can be done, for example, by the FIXED ROLE ANONYMOUS MESSAGE TRANSMISSION
functionality from [159], where, in the case the Sender and the Receiver know their identi-
ties, the Sender can transmit a classical message to the Receiver anonymously. Further, if we
want to increase the fidelity of the transmitted quantum message, we can use the subroutines
from Brassard et al. [39], which first create a number of non-perfect Bell states, then distill
one pair, and finally perform the teleportation.

Our scheme is given in Protocol 5.7. Let us now analyse its working. First, note that if
the state is a perfect GHZ state and the operations of the honest players are perfect, then the
anonymity of the protocol is perfect. In Step 1, the players run the NOTIFICATION protocol
which is perfectly anonymous. In Step 2, the GHZ state is shared between the players, which
does not affect the anonymity. Note that the role of the source can be played by a player, as
long as the choice of the player is independent of who the Sender is.

In Step 3(a), the players run the RANDOMBIT protocol which is also perfectly anonymous.
The analysis of Step 3(b) follows from the analysis of the Symmetric Verification protocol
in [160]. However, in contrast to their work, we do not need a trusted common random
source (CRS), which was the major drawback of their verification protocol. They needed
this resource to randomly choose whether the state is used for verification or computation,
and to pick which player plays the role of the Verifier. In their case, they wanted to allow

any player to be dishonest, and so no player could be trusted to pick the randomness. In
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Protocol 5.7 e-ANONYMOUS ENTANGLEMENT DISTRIBUTION

Input: Security parameter S.
Goal: Bell state |®T) created between Sender and Receiver with e-anonymity.

1: The Sender notifies the Receiver:
The players run NOTIFICATION.

2: GHZ state generation:
The source generates a state | V) and distributes it to the players.

3: The Sender anonymously chooses Verification or Anonymous Entanglement:

(a) The players perform RANDOMBIT, with the Sender choosing her input according to
the following probability distribution: she flips S fair classical coins, and if all coins
are heads, she inputs 0; else, she inputs 1. Let the outcome be .

(b) If z = 0, the players run ANONYMOUS ENTANGLEMENT; else if z = 1:

(i) Run RANDOMPLAYER, where the Sender inputs a uniformly random j; €
{1,2,...,n}, to get output j.

(ii) Player j runs VERIFICATION as the Verifier, and if she accepts the outcome of
the test they return to Step 2, otherwise the protocol aborts.

If at any point in the protocol, the Sender realises someone does not follow the protocol,
she stops behaving like the Sender and behaves as any player.

our protocol, whether each state is used for verification or anonymous transmission is de-
termined by the output of RANDOMBIT, and the choice of which player becomes the Verifier
by the output of RANDOMPLAYER. For both of these cases, it is the input of the Sender that
completely determines the outcomes of these subroutines; the purpose of RANDOMBIT and
RANDOMPLAYER is simply to distribute the Sender’s choice anonymously to the other players.
Since in our case, the Sender is always an honest player, she can immediately see if her choice
does not correspond to the outcome of the subroutine. If it does not, she will realise that a
player is misbehaving (which means inputting 1 instead of 0 as required to in RANDOMBIT)
and she does not continue behaving like the Sender. In this way, we are able to remove the

requirement of a CRS.

97



5.7 Analysis of security and anonymity

Our proof proceeds in two main stages. First, we will show that by running Protocol 5.7
enough times, the players can ensure that the probability that the protocol has not aborted
and the state is ‘far’ from the GHZ state is small. Then, we will see that if the state is ‘close’ to
the GHZ state, then anonymity is almost preserved, since the players started with almost the
GHZ state. (We will clarify later what exactly is meant by ‘close’ and ‘far’.)

Although our ideal state is the GHZ state, we will work in a different basis for ease of

calculations such that the ideal state is now denoted by |®{}) and expressed as

1 _ —
== X Wm- X W (5.1)

A(y)=0 (mod 4) A(y)=2 (mod 4)

where A(y) = ), y; denotes the Hamming weight of the classical n-bit string y. The state
|®§) can be obtained from the GHZ state by local unitaries, namely a Hadamard and phase

shift applied to every qubit. We will also define the orthogonal state |®7), given by

1 — —
M=rsl X om- X W (5.2)

A(y)=1 (mod 4) A(y)=3 (mod 4)

In this basis, the Sender’s transformation of o, becomes oxo,. The following Lemma 5.1,

which we prove in Appendix 5.A.1, will be useful for our calculations.

Lemma 5.1. The Sender’s transformation oxoz applied to any qubit of the states |®y) , |PT)

gives oxoz|0g) = |97) ,0x07|PT) = —[Df) .

The security statements we wish to make are based on the state used for anonymous
transmission. Let us now see what Protocol 5.6 tells us about this state. We will use a fidelity

measure of the state | V) shared between the n players given by
F'(|¥)) = max F(Up|W),|®5)). (5.3)
D

The intuition behind this measure is that the honest players can never hope to control what
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the dishonest players do to their part of the state. To take this into account, here we define
Up as some operation applied by the dishonest players on their qubits. Since we assume
all purification power to the dishonest players, it is sufficient to consider Up to be a unitary
operation. This fidelity measure is equal to the fidelity between the reduced states of the
honest players of the states |¥) and |®{}) (for more details, see Appendix 5.A.2).

The proofs in [31, ] assume that the dishonest players apply their optimal cheating
strategy to guess the measurement outcomes of the honest players. Then, they show that the
probability of passing the verification test with the state |¥), denoted by P(|V)), is related to
the fidelity of the state by F/(|¥)) > 4P(|¥)) — 3. This holds even if the shared state is mixed;
however, as we will see, a clever dishonest source will always create pure states.

To discuss the security of Protocol 5.7, we wish to bound the probability that a state far
from the ideal GHZ state is accepted for anonymous transmission. Since in our scheme, we
alternate between verification and creation of anonymous entanglement, this corresponds
to the scenario where the source manages to make the players accept the previously tested
copies (and not trigger an abort of the protocol), yet the used copy is far from ideal.

Let us denote by C, the event that a state of fidelity F(]¥)) < v/1 — €2 is used for anony-
mous transmission in Step 3(b). This means that the state supplied by the source is such
that, no matter what operation the dishonest players apply to their qubits, the fidelity is at
most v/1 — €2. We will now bound the probability of the event C, in the following Theorem,

illustrating the soundness of our protocol.

Theorem 5.2. For all € > 0, the honest players have the guarantee that

pric] <25 4n

< A (5.4)

Proof. Our aim is to bound the probability of the protocol failing, given that the dishonest
players apply the best cheating strategy that would maximise this probability. Let us dis-

cuss what such an optimal cheating strategy would be, following [160]. Although we allow
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the dishonest source to create any state in any round and even entangle the states between
rounds, we will see that the optimal cheating strategy, which maximises the probability of the
event C,, is to create in each round some pure state |¥) such that F'(|¥)) = v/1 — ¢2.

To start, a dishonest source providing all copies but one as ideal states, and one copy
as a completely different state, will succeed with a very small probability. This is because
the probability of this one copy being chosen for anonymous transmission is 27, and so the
probability of failure will be this at most. By providing a mixed state, the source does not
gain any advantage, as a mixed state is a probabilistic mixture of pure states, and the overall
cheating probability of this mixed strategy is just a weighted combination of the cheating
probabilities of each of the pure states. Then, this mixed strategy is worse than the strategy
that always sends the pure state that has the maximum cheating probability of all states in
the mixture. Thus, we can continue the proof by only considering strategies with pure states.

Next, we see that an entangled strategy does not help, as it can be replaced by a strategy
sending unentangled states as follows. Given some entangled state, for a given round, the
probability of passing the test and the fidelity of the state depend only on the reduced state,
conditioned on passing previous rounds. The exact same effect can be achieved by sending
these mixed reduced states corresponding to each round, without any entanglement.

If the source sends any state with even smaller F’(|¥)), the probability of failing the test
(and therefore, the protocol aborting) would just increase. Lastly, if in any round the source
created a state with higher F’(|V)), then this would not contribute to the event C., and in
fact, it may also cause the protocol to abort. Thus, to upper bound the probability of event C.
with respect to the best attack a dishonest source can perform, we only need to consider the
case where in each round the source creates some state |¥) such that F/(|¥)) = /1 — €2

Now that we have determined the optimal cheating strategy, we will bound the probability
of the state used for anonymous transmission in Protocol 5.7 being such that the maximum
fidelity is v/1 — €2. First, we consider the probability that the state is used in a round [. For this
to happen, the Sender must get the result of all S coin flips in Step 3(a) to be heads (z = 0),

which happens with probability 2~°. The Sender then calls RANDOMBIT with her input as 0.
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The output of RANDOMBIT will be 0 with probability 1 when all players input O (note that the
Sender can see if any player behaves dishonestly and inputs 1, as the output of RANDOMBIT
can then be 1, and so the Sender will abort).

Second, we consider the probability that the state is tested in all (I — 1) previous rounds.
Here, the Sender must input 1 to RANDOMBIT. The probability of the Sender not getting all S
coin flips to be 0 is given by 1 —2~°. Then, the probability that RANDOMBIT will give an output
of 1 is given by 1 — 279 after S rounds. Dishonest players will not affect the output, since
even if they input 1 to RANDOMBIT, the output will still be 1. Thus, the overall probability is
given by [(1 — 27%)(1 — 279)]"—L.

Finally, we consider the probability that all the (I — 1) tests have passed. In our protocol,
a randomly chosen player j runs VERIFICATION as the Verifier. If the Verifier is honest (which
happens with probability %), the probability that the test is passed with a state | ) is given by
P(|W)). If the Verifier is dishonest (with probability ”T_k), let the probability be 1 as the worst
case scenario. Then, the probability that all (I — 1) tests have passed is (% + %P(|\IJ)))171.
As mentioned previously, from [31, 160], the probability that a state |¥) with fidelity F'(|¥))
will pass the test is given by P(|¥)) < 3 + ’%. In our case, recall that F'(|¥)) < /1 — €2.

Thus, the total probability of event C. at the [*" repetition of the protocol is

-1 k— Fko\l-1
! —S(1 _9l=5 | 928 _
Pr[C] < 2 (1 91=5 4 9 ) (1 (. )) . (5.5)
We then take the integral to upper bound this probability as follows:
00 k—F'k\!
< —S(1 _ ol=S | 9-25\I(1 _
Pr[C’e]/O 251 -2 2 ) (1 (=) ) dl
o0 k— F'k\\!
<95 _
<2 /0 (1- = )) d
2—5
In (1= (455))
o5 4n
- k(1 —F")
4dn
R L 5.6
- k(1 —+v1—¢€?) (56



Since each honest player does not know which other players are honest or dishonest, we can

further upper bound this in terms of a security statement for the honest players:
(5.7)

O

If the players take S = log,(——2—— i \/;) ) they get Pr[C] < 6. The expected number of runs

of the protocol is given by 2° = Thus, they can make this probability of failure

(1- \/7 LN
negligible by doing a large number of runs.

Let us assume for simplicity that when the event C, is true, which happens with proba-
bility at most d, the dishonest players can perfectly guess the identity of the Sender or the
Receiver. We will now show that when the event C. is false, which happens with probability
at least 1 — 4, the dishonest players (even having in their possession the entire quantum state
that corresponds to the protocol) cannot guess the Sender or the Receiver with probability
much higher than a random guess. If C. is false, this means the state used for anonymous
transmission has a fidelity of at least v/1 — €2.

Given a state |¥) such that F/(|¥)) > v/1 — €2, we now want to see how well the dishonest
players can guess the identity of the Sender, thus determining the anonymity of Protocol 5.7.
Recall that the Sender’s transformation is oxoz; this action sets the Sender apart from the
other players. Further, the Sender is known to be an honest player. The best cheating strategy
a dishonest player could apply to guess the identity of the Sender is then to make some sort
of measurement that distinguishes the state |¥;), which is the resulting state after any honest
player ¢ applies the Sender’s transformation, from |¥;), which is the resulting state after any
other honest player j applies the Sender’s transformation.

In our calculations, we will assume an imperfect state, and further consider two cases:

firstly, when all the players are honest (Lemma 5.3), and secondly, when we have dishonest

players who could apply some operation on their part of the state (Lemma 5.4).
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Lemma 5.3. If all the players are honest, and they share a state |¥) such that F(|V),|®())

V1 — €2, then for all honest players i, j who could be the Sender, we have that F(|¥;),|V;)) >

1 — €2, where | ;) is the state after player i has applied the Sender’s transformation.

Proof. If we have F(|¥),|®2)) = [(¥]|®2)|* = v/1 — €2, then similarly to [160], we can write

the state shared by all the players as

2m—1
W) = (1= Vo) + e [0F) + 3 o)), (5.8)
=2
where Z?il_l €2 = 1 — /1 — €2 to preserve normalisation. If player i is the Sender, then she

applies o xoz, and using Lemma 5.1, the state becomes
n—1
W) = (1= )V} — et [8F) + 3 ¢ [a7). (5.9)

1=2

Instead, if player j is the Sender and she applies ox oz, the state becomes

2n—1
U5) = (1 =)V @) —er|DF) + Y ¢ ). (5.10)
i=2
The fidelity is then given by
on_q 2
F(1W3),195)) = (W) = |V1-+ef+ ) def| =1—¢ (5.11)
i=2

O]

Lemma 5.4. If some of the players are dishonest, and they share a state |¥) such that F'(|¥)) >
V1 — €2, then for all honest players i, j who could be the Sender, we have that F(|¥;),|V;)) >

1 — €2, where | ;) is the state after player i has applied the Sender’s transformation.

Proof. Recall that our fidelity measure is given by F'(|¥)) = max F(Up|¥),|®5)). Let us
D

now denote by |U’) the state after the operation Up which maximises this fidelity has been
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applied. Decomposing the state into honest and dishonest parts as in [160], we have

W) = [@f Y lwo) + [ @) [wa) + 1x) (5.12)

Here, |x) contains both honest and dishonest parts, of which the honest part is orthogonal to
both |®f) and |®}), and we consider the dishonest parts of the state to be unnormalised. We
now want to find the closeness of the states |U;),|V;), which are the states after the oxoz

operation is applied to |¥’) by either player i or j who is the Sender, and given by
W) = @) o) = @6 ) o)+ X)) = |@F) [wo) — @) lwn) + [x"). (5.13)
The fidelity is then given by
F(1W:), [9)) = [(@:]9,)* = [(woltoo) + (W ]vn) + (X' |X")]* (5.14)

However, although the overall state |¥’) is normalised, the dishonest players’ part of the state
is not. Thus, we need to determine a bound on (¢g|¢)9) and (1]11). We have F(|¥') ,|®f)) =

[(®2|W")|* > /T — €2. It was shown in [160] that we can write |®7) for any k, n as

%)~ [oh)

1) = \}§H<I>’§> <I>’f‘k>}, (5.15)

and using this, we get

(o) o) 2o o) (o1 o) 2 Vi a0

To simplify our calculation, let us add a term 2 <<I>8_k’w0> <<I>§L_k‘w1> to the left hand side,

which does not affect the inequality. Using the triangle inequality |z| + |y| > |z + y|, we have
L ] 2 Vi

Using the Cauchy-Schwarz inequality, | (v|w)|* < (v|v) (w|w), and recalling that the ideal parts
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of the state are normalised, we have

(woldo) + {wnlin) > | (25w )+ [(a1Hu)| > viced s

Since the overall state |¥’) is normalised, we must then have (x'|x”) < 1— /1 — €2. Thus, we

get our expression for fidelity from Equation (5.14) as F(|¥;), |¥;)) > 1 — €2 O
We are now ready to prove the anonymity of our protocol in Theorem 5.5.

Theorem 5.5. If the players share a state |¥) such that F'(|¥)) > /1 — €2, then the probability

that the dishonest players can guess the identity of the Sender is given by

Priguess] < % + €. (5.19)

Proof. We will now show that if the players share close to the GHZ state, then the Sender
is e-anonymous. From Theorem 5.2, we saw that the probability that the state used for
anonymous transmission satisfies F’(|¥)) < /1 — €2 is given by Pr[C.] < § for the honest
players, where § depends on the number of runs of the verification protocol. Thus, by doing
enough runs, we can make this very small, and so we have that the state used for anonymous
transmission will be close to the GHZ state, as given by F'(|¥)) > /1 — €.

From the previous proof, we see that if F/(|¥)) > /1 — €2, the distance between the states
if player ¢ or j was the Sender is D(|V;),|V;)) < e. A dishonest player who wishes to guess
the identity of the Sender would make some sort of measurement to do so. Then, we must
find the maximum success probability of a measurement that could distinguish between the
k states resulting from the Sender (who can only be an honest player) applying the oxo
transformation. We are purely interested in determining the highest success probability of
such a strategy; this will allow us to make an assessment of the anonymity of our protocol.

From Equation (2.31), we know that the success probability of discriminating between k&
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states {p;} occurring with probabilities {p;} is given by

k
Pr[success] = Zpl-Tr(mpi), (5.20)

i=1

where {;} is the set of corresponding POVM elements. As we have just shown, the distance
between any two states after the Sender’s transformation is upper bounded by €. Then, if we
take |a) = |¥;), we know that any of these k states is of a maximum distance ¢ away from this
same state |«). From Equation (2.27), we see that for any POVM element P, we can write
the trace distance between two states p, o as Tr[P(p — 0)] < D(p, o). Thus, we have for each

POVM element 7; and states |V;) , |«),
Tr (7 [W3) (W3] ) — Tr(m o) (o] ) <. (5.21)

Assuming that each honest player has an equiprobable chance of becoming the Sender, the

probability that the dishonest players can guess the identity of the Sender is given by

Pr[guess] = Tr (s |W3) (W3]

-

-
Il
—

o
I

IA
=

[Tr(m la) (a]) + e]

1
i ) (a|} + %k‘e

=

.
Il
—

=
2
B

)+e

e e N ol
+
o

(5.22)

From Definition 5.2, this shows that Protocol 5.7 is an e-anonymous protocol for quantum

message transmission. O

106



5.8 Discussion

In this Chapter, we have proposed a practical protocol for anonymous communication of
quantum messages in the presence of dishonest players and an untrusted resource state,
thus demonstrating its security in the fully adversarial scenario. Our protocol achieves e-
anonymity, where the parameter e incorporates imperfections in the network. The verification
step is carried out using a protocol that has been experimentally demonstrated [31], and is
tolerant to losses and noise by design. In fact, such a setup for generating GHZ states could
already allow a proof-of-principle demonstration of our protocol, and existing setups for the
creation of GHZ states with more qubits, such as [161, 1, could further be used to show
anonymous quantum communication across a large network.

If all players are honest and have followed the protocol, an entangled state will be cre-
ated anonymously between the Sender and the Receiver. Of course, a dishonest player can
always block all anonymous transmission by measuring her qubit in the computational basis.
However, as we have shown, the goal of anonymous transmission, which is to hide the iden-
tity of the communicating players, will be achieved no matter what the dishonest players do.
Although we have not considered a specific noise model, our analysis incorporates imperfec-
tions in |¥), the state shared by all the players at the beginning of the protocol. We can carry
this forward to the anonymously transmitted message, under the assumption that all players
are honest. The fidelity of the final entangled state with the Bell state will be at least as high
as the fidelity of |¥) with the GHZ state. As mentioned previously, after the entangled state
has been constructed, the Sender and the Receiver can perform anonymous teleportation of
the quantum message (using Protocol 2.1), with the Sender anonymously sending a classi-
cal message with the correction bits required to complete the teleportation. The fidelity of
teleportation will then be at least as high as the fidelity of the entangled state, as we saw in
previous Chapters.

One could make the protocol even more practical by optimising the analysis so as to
not require a high fidelity GHZ state, which poses experimental challenges. There may also

possibly be other states that could be used as a resource for anonymous transmission, although
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as far as we know, there is none so naturally suited as the GHZ state, and other options may
only work probabilistically. Nevertheless, there may be a tradeoff between this and other
advantages that these states could offer. In fact, in [74], they considered particular noise
models such as dephasing and depolarising noise, demonstrating that the W state protocol
has higher noise tolerance than the GHZ state version. On the experimental side, our protocol
can be used for the first implementation of anonymous quantum communication.

We end by suggesting some applications of our work. The anonymous entangled channel
created by our scheme could be used to perform anonymous QKD, if two players in a network
wish to establish a secret key without the others knowing. Another important application is
quantum electronic voting [163, 1. Many existing protocols that achieve this functionality
have since been shown to be vulnerable to possible attacks [165]. An anonymous channel,
on the other hand, could allow each voter to send their vote anonymously. In any case, we
expect that these types of applications will be very important for future quantum networks,

and thus an essential building block of the near-future communication infrastructure.

108



5.A Appendix

5.A.1 Proof of Lemma 5.1

Lemma 5.1. The Sender’s transformation oxoz applied to any qubit of the states |®y) , |®T)

gives oxoz|®5) = [®F) ,0x07|®T) = —|¥f) .

Proof. Note that we have oxoz |0) = |1), oxoz|1) = —0). Recall our states are defined as

weoees X m- T m)

A(Y)=0 (mod 4) A(Y)=2 (mod 4)

Weos X m- ¥ w)

A(¥)=1 (mod 4) A(¥)=3 (mod 4)

(5.23)

Let the Sender be player i € {1,...,n}, and let y; denote the i qubit of the string . We can

express the terms in the above states as

Y= >

A(¥)=0 (mod 4)

> =

A(¥)=2 (mod 4)

> =

A(y)=1 (mod 4)

> =

A(y)=3 (mod 4)

A(¥)=0 (mod 4)

>

A(y)=2 (mod 4)

>

A(y)=1 (mod 4)

2.

A(y)=3 (mod 4)
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Wyo D
Byo D
Pyoot D
Pyoot D

|y> yz-:l 9
A(¥)=0 (mod 4)

|y>yi:1 ’
A(Y)=2 (mod 4)

|y>yi:1 ’
A(y)=1 (mod 4)

A(y)=3 (mod 4)

(5.24)



Applying the Sender’s transformation ox oz to y; will then have the following effect:

Z 9) (ox0z)i

A(¥)=0 (mod 4)

S |y e

A(¥)=2 (mod 4)

Sy

A(y)=1 (mod 4)

Sy

A(y)=3 (mod 4)

Substituting in Equation (5.23),

o) 22

==

Ll

@) L2

Using Equation (5.24),

@) X2

1
A /2n—1 |:
@) X2

1
7=

A(y)=1 (mod 4)

=

A(¥)=2 (mod 4)

= (

A(¥)=1 (mod 4)

> o owm- Y W]

A(y)=2 (mod 4) A(y)=0 (mod 4)

Z |y>yi:1 B

A(¥)=1 (mod 4)

Z |y>yi:1 o

A(¥)=3 (mod 4)

> Wy

A(y)=2 (mod 4)

Y Wy -

A(¥)=0 (mod 4)

Z W>yi=1 B
> Wy

A(¥)=3 (mod 4)

Y Wy
> Wy

A(¥)=0 (mod 4)

> owm- Y m]

A(¥)=3 (mod 4)

> Wy—o:

A(¥)=3 (mod 4)

> W0

A(¥)=1 (mod 4)

> Wyo

A(y¥)=0 (mod 4)

Z W)yiio )

A(¥)=2 (mod 4)

Z W>yi=0)

A(y)=3 (mod 4)

> W)

A¥)=1 (mod 4)

> Wy—o)

A(¥)=0 (mod 4)

> W)

A(¥)=2 (mod 4)

= [®1),

= - 12).

(5.25)

(5.26)

(5.27)

This proves that the Sender’s transformation oyoz applied to any qubit of the state |®f)

converts it to |®1), and applied to any qubit of the state |®}) converts it to — | ).
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5.A.2 Fidelity measure

In a network with dishonest players, we will work with the fidelity measure F’(|¥)). Since
the dishonest players collaborate with the source of |¥), the honest players can only know the
fidelity of the state up to local operations on the dishonest part, rather than the fidelity of the

actual state created by the source.

Lemma 5.6. The fidelity measure between the state |V) and the ideal state |®), shared between

the set of honest players, H, and the set of dishonest players, D, is given by
F'/(|9)) = max F(Up |U), |®)) = F(ph’, pl¥ (5.28)
(19)) = max F(Up |¥).,|9)) = F(oly, ol .

where Up is a unitary acting on the dishonest part of the state, p‘l}m is the reduced state of the

honest players of the state | V), and p|§> is the reduced state of the honest players of the state | D).

Proof. By Uhlmann’s Theorem [166], the fidelity between the reduced states is equal to the

maximum fidelity over all purifications:

Flo'spi) = mas [wlo)f” (5.29)

where p‘I? = trp(|¢) (¥]), and pH> = trp(|¢) (¢|). Let us take one purification of p'l}m to

be |¥), and one purification of p‘H> to be |®). We assume the dishonest players hold the

purification of pll}m , p‘H> Since all purifications of a state are unitarily equivalent, we have

Flh' . pli) = max | (0] (L @ Vo)(Lw © W)) @) [ (5.30)

D> D

Now, let us write UIT) = VDWIT). Then, we have

Flpy' p') = max | (V] 1 @ U |®) |* = max F(Up|¥),|9)) = F/([¥)).  (5.31)
D D
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Chapter 6

Verification of graph states in an

untrusted network

/

% -
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6.1 Introduction

The power of graph states extends across the field of quantum information, with their inherent
multipartite entanglement leading them to be promising candidates for a variety of tasks. As
quantum states that correspond to mathematical graphs, with entanglement links between
each pair of vertices connected by an edge, graph states may possess varying degrees of
entanglement that render them ideal for applications ranging from quantum computation
[36,50, 1 and error-correction [29, ] to metrology [49, ] and much more [170, 1.

The need for verification of graph states stemmed from their role as the central resource
in measurement-based quantum computation (MBQC). In this paradigm, a computation is
carried out by performing projective (hence irreversible) measurements on qubits entangled
in a graph state. This is known as a one-way quantum computer [50,51,172]. The question of
how to verify a quantum computation in this picture can then be broken down into verifying
the creation of the graph state, and verifying the measurements.

One may also visualise a different type of scenario, where a graph state is distributed
over a network of players each holding a share of the state. The verification of graph states
over such networks could find uses in some fundamental cryptographic tasks. For example,
in secret sharing, a player known as the Dealer wishes to distribute a secret to a group of
players, in such a way that only certain authorised sets of players can access it by working
together, while the unauthorised set cannot. Quantum secret sharing may refer to the sharing
of a secret quantum state, or a classical secret by quantum means [48, 68]. It was shown
by Markham and Sanders [52] that graph states are perfectly suited to this task, where the
Dealer can encode the secret on a graph state and distribute it among the players. A further
example is the previously mentioned task of secure multiparty quantum computation, where
a set of (possibly dishonest) players wish to compute some function that depends on each of
their input states, while keeping these inputs private [70,71].

In this Chapter, we investigate how players in a network can verify that they share a graph
state, even if some among them are dishonest. We assume each player holds one qubit of

the graph state; this corresponds to each vertex of the graph. Such an analysis could be used
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to verify quantum computation in the MBQC picture in the presence of untrusted players, or
for verification of entanglement for distributed communication or computational tasks. We
discuss and define the types of security statements one can make in such a scenario, where
there is no guarantee that the dishonest players follow the protocol. In fact, as in the previous
Chapter, we will assume the strongest adversarial model, where they may do anything to the
qubits they hold, and may even cooperate with each other and the source of graph states to
disrupt the protocol.

In keeping with the central theme of this thesis, we aim to bring such verification methods
closer to experimental implementation; however, in the case of general graph states with any
player allowed to be dishonest, we will see that an impractically large number of copies of the
graph state are required. On the other hand, our protocol only requires many separate copies,
rather than more complicated procedures such as encoding in error-correcting codes. Further,
we provide the most general recipe; when verifying a particular graph state, the players will
have more information about its structure that they can use to modify the resources required
for the protocol. In addition, any information known about the dishonest players can be used
to dramatically reduce the requirements; for example, if some specific players are suspected to
be dishonest, or if it is known that they are in the neighbourhood of each other. By making use
of such information, our protocol can be made very practical, and we give explicit examples

of this in later sections for cluster states, complete and cycle graphs.

6.2 Previous work

A natural starting point would be the verification protocol of Pappa et al. [160], along with
the loss-tolerant and experimentally demonstrated version [31], that we discussed in the
previous Chapter. While these protocols were specific for GHZ states, we will consider the
same powerful adversarial model as in their work, and thus aim to obtain similar statements
for graph states. Due to the symmetry of GHZ states (which are equivalent to complete
graphs), we would expect their scenario to be much simpler than for arbitrary graph states,

and as a consequence the results to be much better. However, since complete graphs form a
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special case of the verification of general graph states, we will do a comparison of the two
approaches at the end.

The application of graph state verification to verifiable quantum computing in the MBQC
picture has prompted much of the work in this area. However, such approaches consider
the client-server setting, where an honest client wants to test a possibly dishonest server that
claims to be making a specific graph state. Here, the client receives the entire graph state, and
makes measurements to test it. This can be thought of as a network comprising of all honest
players. For example, Markham and Krause [112] proposed a protocol for graph state verifi-
cation in such a setting. As we saw in Chapter 3, the untrusted source of graph states is asked
to produce many copies of the state and distribute it amongst the players. In each round,
a stabiliser is randomly chosen to be measured from the entire stabiliser set. Each player
performs their part of the stabiliser measurement on their qubit. In this way, they achieve
a soundness bound inversely proportional to the total number of copies. Similar approaches
were used in the works by Hayashi and Morimae [173], and Takeuchi and Morimae [174].

Another recent result by Takeuchi et al. [175], which our approach is based on, provides a
resource-efficient way of verifying graph states for quantum computation. This again fits into
the client-server setting. Although this protocol is similar to previous works, their analysis
uses the Serfling bound [176], a probability inequality from classical statistics. While such
an approach places more constraints on the protocol parameters, for a given fidelity (with a
fixed relationship to success probability), it can be more efficient in terms of the number of
copies needed. Further, it has a natural way of incorporating the capacity to fail for a certain
number of test runs, as we do in Chapter 3. We will discuss and extend their work more in
further sections.

Finally, we discuss the work of McKague [177] on self-testing graph states. In the setting
considered here, the players wish to certify a graph state without trusting the operations of
their devices. McKague derives bounds on the closeness of the actual and ideal shared states,
given some measurement statistics, using the SWAP isometry tool (similarly to our approach

in Chapter 4). While this works well in the ideal case, the robust bound on the trace distance
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for self-testing an n-qubit graph state, given e-close correlations, scales as O(n?\/¢). Further,

this scenario enforces the requirement of no communication between the players. Since we

wish to assume a powerful adversarial model where the dishonest players can work together,

but without the need for device-independence, our approach is rather different.

6.3 Network model

Players: There are n players in total. The set of honest players is H; the set of dishonest
players is D. Honest players follow the protocol. Dishonest players might not follow the

protocol, and can apply any cheating strategy on their systems.

State: The quantum state they share is untrusted. The players obtain the state they
require from an untrusted source, who may produce a different state in each round,
and can collaborate with the dishonest players. An honest source produces the desired

graph state, |G).

Operations: Their measurement devices are trusted. Honest players are only required to
apply local operations. Dishonest players can apply operations on the part of the state

that belongs to the whole dishonest set.

Classical channels: Each pair of players shares a secure classical channel, which they
can use to privately send classical information. (This is is necessary to retain privacy of
the honest players’ measurement settings and outcomes, without which the dishonest

players could cheat perfectly.)

6.4 Protocol

Throughout this Chapter, we will use and adapt the verification protocol from Takeuchi et al.

[

1, where they employ the Serfling bound to assess the fidelity of a graph state generated

by an untrusted source. As mentioned, in their work, an untrusted server generates graph

states and sends them to an honest client, who wishes to verify that the graph state is the one
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she asked for. In Protocol 6.1, we adapt their protocol to our scenario, where an untrusted
source distributes an arbitrary graph state amongst a network of (possibly dishonest) players.
Note that here we assume an honest player plays the role of the Verifier.

As we saw in previous Chapters, the intuition behind such a protocol is that only the ideal
state will pass all stabiliser tests, and so by randomly choosing which stabiliser to measure, the
players can force a dishonest source to provide ideal states to avoid being caught. Additionally,
in our case we would like to account for any number of dishonest players, who may work
together and coordinate with a dishonest source. While the original protocol [175] only
requires measuring the stabiliser generators of the graph state the players wish to verify, in
order to extend this to any graph state with any number of dishonest players, we will see
that the players must measure the full set of stabilisers. This is due to the power of our
adversarial model; we will show in later sections how to reduce this requirement if we have
more information about the dishonest players, or for specific graphs.

While the idea behind Protocol 6.1 is the same as previous graph state verification schemes
as in Protocol 3.3 and [112], the analysis is rather different as a consequence of the Serfling
bound. This is a probability inequality relating correlations observed from a subset of data to
the expected correlations in the remaining data. This allows us to make a statement about

the untested states, given the measurement outcomes from the stabiliser tests.

6.5 Security analysis

In our scenario, an untrusted source claims to be generating the n-qubit graph state |G). The
players perform Protocol 6.1, measuring the full set of 2" stabilisers, to test whether the state
they receive in each round, |¥), is the ideal graph state |G), even in the presence of dishonest
players. Recall that in a network with dishonest players who may collaborate with the source
of the state, we may take the state |¥) to be pure, as the dishonest players can purify it by
adding a reference system. Further, in such a network, we can only make statements on the
fidelity up to local operations on the dishonest part. As we showed in Appendix 5.A.2, this is

equal to the fidelity of the reduced states of the honest players.
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Protocol 6.1 VERIFICATION OF GRAPH STATE (adapted from [175])

Input: The players choose values of Niest, Niotal-
Goal: The players verify that they share the n-qubit graph state |5).

1: An untrusted source generates Ny, copies of the graph state, and sends the shares to
the players.

2: The players repeat the following for j =1, ...,2":

(a) The Verifier chooses Ny s copies from the remaining N;oi; — (j — 1)Neest copies
independently and uniformly at random.

(b) For each copy, the Verifier instructs each player to perform the measurement corre-
sponding to their part of the stabiliser S;.

(c) For each copy, the players send their measurement outcome to the Verifier, who
calculates the total measurement outcome. The copy passes the test if the total
measurement outcome is +1. Let Npq4; be the number of copies that pass the
stabiliser test for S;.

3: The Verifier uniformly randomly chooses a single copy from the remaining N = N; 01 —
2" N¢est copies that were not used for the tests in the previous steps. The chosen single
copy is called the target copy. The others are discarded.

4: If Npgss = Z?il Npassj > 2" Niest — é\;tzii , they use the target copy for their application;

otherwise the target copy is discarded.

Let us then take plép to be the reduced state of the honest players in the ideal case (i.e.

when they share |5)), and p%? to be the reduced state of the honest players of the averaged
state of the target copy (over all random selections from the remaining N copies).

We prove the security of our protocol in the following Theorem.

Theorem 6.1. If we set Nygras = 2 X 2" Niesy and Niesy = [m2*™ Inn], the probability that the
fidelity of the averaged state of the target copy (over all possible choices of the tested copies and

target copy) in Protocol 6.1 satisfies

19) 2/ N,
P, o) 2 1= S —2x 2 (1 - 2";/2) 6.1)

2cm

is at least {1 — n‘T} , Where m, ¢ are positive constants chosen such that the probability is

n_1\2
greater than zero and 0 < ¢ < @Tl).
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Proof. Our proof proceeds in stages. We will start by proving that the only state that can pass
all stabiliser tests perfectly is the ideal graph state, up to local unitaries on the dishonest parts
of the state. This means that in order to pass perfectly, the source must create entanglement

between the honest and dishonest players. This is given in the following Lemma.

Lemma 6.2. The only state that can pass all stabiliser tests perfectly in each round is |¥) =

Up |9G), where Up is a unitary on the dishonest part of the state.

Proof. Let s be the Schmidt rank of the graph state |G) corresponding to the partition (H, D)
into honest and dishonest vertices, |H) be the state corresponding to the honest subgraph,
and Ejy be the set of edges within the honest subgraph.

Let bn(x) be a function that converts a decimal number x into its binary representation,
and let us define classical |H|-bit strings Z,X € {bn(0),...,bn(2/7] — 1)}, where |H| is the
number of honest players in the network. We will use z, to refer to the o™ element of z.

We will start by writing the Schmidt decomposition of the ideal state for the partition
(H,D) from [170]. Some terms in {|z)} may be grouped together as they have the same

dishonest part, as given by

1 (&%) 2L N\Z] B (b) P

9) = g 20 @y e [T CI] o) 15-%0, 62
214 z a€H beN(a)

Nz

1 (k lf‘zEsz =
= g 2 2 1S~ K@) (6.3)
z

where f(z) depends on 16\179 . zi,¥d € D, and §— H is the dishonest subgraph. Then,
]9 — f(z))> is the state cfrrizs)ponding to the dishonest subgraph with ozs applied to some
vertices depending on z. This means that for terms where ]G\? . z; is the same for all d € D, the
corresponding dishonest part \9 — 3 f(i))> is the same, eireld (sz) the |z)s of these are grouped
together.

Let }%(§)> be the state corresponding to the honest subgraph with ozs applied according

to X (for example,

5{(001)> corresponds to a 3-qubit graph with o applied to the third qubit).

The set { |}C®>} for all X forms a complete basis (the graph state basis), as does the set {|z)}.
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The unknown state in any round of Protocol 6.1 can then be written using the following

decomposition:

honest computational basis: |¥) = Z oz|Z) gy @ |Yz) p, (6.4)
z

honest subgraph basis: |¥) = Z B |Hm)y © 1930 p 5 (6.5)
X

where oz, fx are complex coefficients, and both sets {|yz)}, {|¢x)} are the corresponding
states on the dishonest side. So far, we have assumed nothing about the portion of the state
in control of the dishonest players, since no matter what the source supplies, the dishonest
players may do anything to their part to cheat in the protocol.

In Protocol 6.1, the test measurements are the elements Sj¢y;,. on) belonging to the full
stabiliser group. These measurements are generated by the stabiliser generators K;c(; . ) of

each qubit 7. Thus, the full stabiliser group S is given by

S=({Ki=X; [[ ZJ}iy) (6.6)
e€N (i)
We want to determine the form of the state given that all the test measurements pass perfectly.
Let us now group the test measurements into two sets, such that Group 1 contains only 1, Z
for the honest part, and Group 2 contains everything else.

We first consider the measurements in Group 1. This set contains the stabiliser generators
corresponding to the dishonest qubits, i.e. K;cp. For each dishonest qubit, the honest part of
the corresponding stabiliser generator measurement will be composed of Z measurements on
the honest qubits that are in the neighbourhood of the dishonest qubit, and 1 on those that

are not. We can then write the set of stabiliser generators belonging to Group 1 as
(Vd € D, [ ® Zi © ]11.] L& (M)}, 6.7)

iEN(d)  i¢N(d)

where (M) p is the measurement on the dishonest part, the form of which does not matter
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here. Let z, Z' be two strings in the computational basis expansion of |U). If & z; # & 2,
1€EN(d) i€EN(d)

then each honest measurement ® Z; ® 1; will give different outcomes for z,Z’, since
ieN(d)  igN(d)

the outcome of the Z measurement on all i € N(d) depends on the parity of the string (how

many 1s). So, to pass perfectly, (M})p must also give different outcomes. In order to do

this, the dishonest players must be able to guess the honest players’ outcome perfectly, which

means that they must be able to perfectly discriminate between the corresponding |¢z) , |¢5);

this tells them the outcome they should get in order to pass the test. This means that we must

have (1z]1)5/) = 0. In general, we can write this as

vz,z', if 3d € Dsuchthat & 2z # @ 2z, then (¢ziy) = 0. (6.8)
iEN(d) iEN(d)

We will now see that if the measurements in Group 2 pass perfectly, we get certain Sz = 0,
and for all S5 # 0, the corresponding |¢x)s will be orthogonal to each other.

To prove orthogonality, note that the set of stabiliser generators in Group 2 contain all
the stabiliser measurements with X in the honest part (the stabiliser generator corresponding
to each qubit in the honest set). So, the honest part of the measurements in the group
is of the form {X1M2M3...M‘H|,M1X2M3...M|H|,M1M2X3...M|H‘, ...,Ml...X|H‘}, where the
honest measurement M;cqy gy is either 1, Z. Since no two states in the ‘U—C(i)> basis will
give the same outcome for every one of these measurements, in order to pass perfectly, the
dishonest players must be able to discriminate between all corresponding |¢x) to perfectly

guess the honest outcome. We can write this as

VR £ X, (éxlég) = 0. (6.9)

To determine which gz = 0, we will use the measurements with dishonest part M}, =
(1..1). Let A C H be a set containing vertices in H such that all d € D has an even number
of neighbours in A. (Note that there may be multiple such sets A.) Now, let K; be the

stabiliser generator of qubit ¢ of |G), and k; be the stabiliser generator of qubit i of |H). We
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can then write a subset of the Group 2 measurements as

[15i=]]k)u @15, (6.10)
icA i€A
When the dishonest players are asked to measure 1, they must always give outcome +1. So,
in order to pass perfectly, the honest part must also give +1 outcome. In the expansion of the
state in Equation (6.5), if for any set A, we do not have an even number of os on the qubits
i € A in the honest subgraph, then the honest measurement will not give outcome +1. Since
the positions of the ozs are determined by the string X, passing the Group 2 measurements

perfectly tells us that

if 3A s.t. @A x; = 1, then S5 = 0. (6.11)
i€

In this way, we are left with s non-zero gs. We can write the set A as

A={ie H|3z,Z suchthatVde D, & z = & 2z, andz ® 2z, =1}. (6.12)
ieN(d) iEN(d)

Writing ¢ € A using Equation (6.12), the condition on 3 in Equation (6.11) can be written as

if 32,7z’ such thatVd € D, & z= & 2z,
i€N(d) iEN(d)

then fg = 0if & (z;®2)Ax; =1 (6.13)
i€H
We will now relate the two expressions we have for the honest parts of the state. The

graph state basis can be expressed in terms of the computational basis by

2] 2L N\Z] DNz
[

1 _
Hx)) = NG Do (=ptnes (1) Z). (6.14)
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Substituting in Equation (6.5) and grouping, we get

1 & iz DriNz _
VolH] Zﬁiz(_l)(k’bwl{ (=1) 1Z) i [9%) p

2k Nz 1 DTNz

B Z 1) z)eEH |Z>HWZBY(_1)i 19%) b - (6.15)

Comparing the above expression with Equation (6.4) in terms of the coefficients of each |z),

2Nz EBz AZ;

oz ) = (—1) 5 2|H Zﬁx |éx) . VZ,
D zpNz T Nz;
(—1)(k’l)EEH (657 WJZ \/2|—H Z 5x EB : |¢i> ) vz (6.16)

On the other hand, expressing the computational basis in terms of the graph state basis gives

1 2R N\Z]

69:1:1/\21
7) = o (-1 N
21H]

Heg) - (6.17)

Substituting in Equation (6.4) and grouping, we get

ZEN\Z]

@ @zi/\zi
19) = o Ses(-)* S

Hz)) g 12)

X
2Nz Dx;Nz;

=2l X)H\/lez e T e, 618

Comparing the above expression with Equation (6.5) in terms of the coefficients of }9{@)%

Zk /\Zl @Il/\zl

Bxlox) = “” (=1) " oz lYg), VX (6.19)

S 2

Note that for certain X, fx = 0. In Equation (6.16), some terms will then be zero. In
Equation (6.19), the whole left-hand side will then be zero. If any of the expressions are equal
to zero, we can use them to show that the terms are grouped as in the Schmidt decomposition
of |§) in Equation (6.3), which will allow us to simplify Equations (6.19) and (6.4). If none

of the expressions are equal to zero, we will see that the same simplification applies. This is
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encapsulated in Lemma 6.2.1.

Lemma 6.2.1. Equations (6.19) and (6.4) can be written as

V2lH| v Aw;
Bolow = 2= S (-)T

o [Uw) , W, (6.20)

w
FINAY]

D
O) = > (—D)*VFn - ag [B) g © [Yw)p (6.21)

z
where w,v € {bn(0),...,bn(s — 1)}.

Proof. We will prove this in a series of steps. First, we show that the |¢z)s are equal for the
|z) terms that are grouped together in the Schmidt decomposition of |G) in Equation (6.3),
and that their corresponding azs are equal up to +1. For any strings z,z’ such that Vd €

D, & z = & =z, wehave using Equation (6.16),
i€EN(d) i€EN(d)

ZRN\Z] 4

@ & Az
(_1)(k,l)eEH oz |¥7) _(_1)(k,l)eEHZk Zla—/ |5
Z Z Z Z

1 Ti N2
= o B[ )°

1

- (=1 | %) - (6.22)

From Equation (6.13), we know that for such strings z, 7/, if ®(z; ® 2}) A z; = 1, then g = 0.
K3
Otherwise, for the terms where Sz # 0, we have

0=6(z®2) Az, =B (a:i/\zi)EB(xi/\zé)} :[

i i

(x; A ZZ)} o [ b (x5 A zg)], (6.23)

)

7

which gives @x; A z; = $z; A 2, and subsequently
(2 7

(—1) =(-1) (6.24)
Substituting in Equation (6.22), we get that Vz,z' such thatVd € D, & z;= & 2z,
iEN(d) iEN(d)
D zN\z @  z Az
(D) 0% g fgg) = (~D)IE " g i) (6.25)
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Next, we will simplify the expression for fx|¢x), by substituting Equations (6.25) and (6.24)

in Equation (6.19) to get

zk/\zl @:Ei/\zi

Bz lox) = ——= Z )* Nern (—=1)7 " Taz|vg), VX such that Bz # 0

_
D 2K N\Z] T NZ;
[ ST e ) g g

¥4 S t
D =0A...
ieN (d1>
A [$3) z;=0
iEN(d)p))

7

(&) Zk/\Zl DxiNz;
ot Y (FD®EEr (=)  ag ) | (6.26)

(&) 2171/\
ieN(dy)
N @ Ziil
ieN(dlDl)

There are s non-zero expressions for fx |¢x), since there are s non-zero [xs. There are also s
sum terms on the right-hand side of the above expression. There are a total of 2/#| terms of

oz [1z), grouped together if Vd € D, @ z; is the same. This means that, within each of the s
1EN(d)
olH]| . D 2 N\Z]
sum terms, there are =— terms. From Equation (6.25), we know that (—1)*Y<"x az [z)

is the same for each of these terms. Further, we know from Equation (6.24) that (_1)@%%
is the same for each of these terms (since 3z # 0). Then, we can write our expression using s
terms (corresponding to each sum term in the above expression).

In this way, we are left with terms depending on s unique variables that can take any value

0 or 1, instead of 217l variables that can only take certain values. Defining new variables

w, v € {tn(0),...,bn(s — 1)}, we can write the above as

olH|
\/2IH

@Ui/\wi 2|H @Ui/\wi
Z aw [Yw) = ——— D (-1 aw |Uw), V. (6.27)

w

By |dv) =

Note that VW # W, (¢x|ts ) = 0, from Equation (6.8) and the fact that any two states with

different W have different ¢ 2; for some d € D. As before, Vv # V, (¢|¢y) = 0, from Equa-
1EN(d)

tion (6.9). This means that now, instead of having 2!/| variables z, X € {bn(0), ..., bn(2/1-1)},

we have s variables w, v € {bn(0),...,bn(s — 1)}.
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Finally, we simplify the computational basis expression for |¥) in Equation (6.4). The

terms should now be grouped as in Equation (6.3), with s terms, as

(&) 2L N\Z] _
Zaz Z)y @ [z)p = D () ag|Z)y ® v p (6.28)

Z

where W = f(z) dependson & z;,Vd € D.
i€N(d)
If none of the expressions are equal to zero, we have s = 2/l and so we can simply

rename z as W, as they take values from the same set {on(0),...,bn(s — 1)}. O

Our next aim is to determine the value of ag. From the normalisation condition, (V|¥) =

1, we have
=1 — 2_ 5 6.29
> lawl =1 = 3 lawl” = 5a. (6.29)
w w
since there are 2 terms of |Z |z) corresponding to each w, as we saw before.

To get the orthogonality conditions, we take the overlap of each non-zero expression for

Bv |¢w) with another non-zero expression for 3y |¢y ), to get (s — 1) equations for all v # v/

given by
t 2lH]| B Aw; BV Aw; 9
Bify (oelow) =0 = | S (=D )" awl (vwlvw) | (6.30)
w
which we can write as
Dpi Aw; 2
D (-1): lawl> =0, Vp € {bn(1),...,bn(s — 1)}. (6.31)

w

(Note that since the overlap is taken with two different expressions, p can never be 0...0.)
We will now solve the s equations for s variables (from the normalisation and orthogonal-

ity conditions) using the matrix method, formulating the system of equations as .Au = b. The

matrix A is of size s x s, while u, b are of size s x 1. u is a column vector containing each

law|?, and b is a column vector giving the normalisation and orthogonality conditions. .A has

126



1s in its first row and column, and the other elements are 1. The 1s on the first row are

from the normalisation condition. The 1s on the first column occur because for w = 0...0, the

exponent of (—1) will always be 0 (since the AND of anything with 0...0 gives 0...0), and so

the sign of |ag|® is always +1. We then have

The values of |ow|? are then determined by

1 1
1 =+1
1 +1

|ago...00|?

|lavgo...01

|0411...11|2

1

+1

+1

|avoo...00]? 1
2
|aoo...01] h_ S 0
7T 9olH|
lai1.11)? 0
1
1 ./41’1
—1
0 s Al
" 9lH|
-1
_O_ _./4571_

(6.32)

(6.33)

Thus, the solution to the set of equations is equal to a7 times the first column of A~!. Using

Equations (6.29) and (6.31), let us now write more precisely what the elements of A are:

(_1)6900.‘.00/\00...00 (_1)6900...00/\00...01

(_1)6900...01/\00...00 (_1)6900...01/\00...01

(—1)®1L-11A00..00  (_1)&11..11A00...01

(—1)®00..00A11...11

(—1)@00--01ALL..11

(_1)6911...11/\11.“11

(6.34)

where by @a A b we mean computing the AND operation of the strings a, b, and then XORing

all the resulting bits (or, in other words, finding the parity of the AND of the strings a, b).

Let us take p;, W; to be the i and j® strings in the set {bn(0),...,bn(s — 1)}, where

i,j € {1,...,s}. (For example, if i = 2,5 = 3, we have p, = 00...01,w3 = 00...10.) Then,
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taking 7 to denote the row and j to denote the column, A is given by

-(_1)@ﬁ1/\W1 (_1)@§1AW2 (_1)€B§1/\WS-
(71)@§2AW1 (71)@52/\% (71)@@/\@

A= . (6.35)
(—1)BPAWL ()PP AW2 - (_])DPAWs

In general, the (i, 7)™ element of A is given by
A j = (—1)FPiAW;, (6.36)

Note that since P, = W;Vi, we have A; ; = (—1)%P"\Wi = (—1)8Wi'P; — (_1)PPi"\Wi — A
and so A is symmetric. We will now show that the inverse of the matrix A is given by

Al = %A. To prove this, we just have to show that AA~! = 1. Denoting AA = M, we have
11 1
AA™ = A;A = E’AA = ;./\/l. (6.37)

The (i, j)™ element of M is given by

M, = Z(_1)®§mwk(_1)@§wwj _ Z(_l)EB@/\Wk(_l)@ﬁj/\Wk _ Z(_l)ea(@eaﬁjmwk'
k=1 k=1 k=1
(6.38)

When i = j, we have p, ® p; = 00...00, and so for every Wy, we always have (—1)°. Thus,
we have M;; = >/ ;1 = s. When ¢ # j, the AND operation is performed on the same
string p; © p; and Wy, Vk. In this case, p, ® p; € {bn(1),...,bn(s — 1)}, as their sum can
only be 00...00 if ¢ = j. Thus, if we sum over the AND of this string with each possible

w € {00...00,...,11...11}, we get an equal number of +1s and —1s. So, this sum is equal to O.
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We can therefore say
M, =6s, (6.39)

which means M = s1. Substituting in Equation (6.37), we find AA~! = 1. Thus, A™! = 1 4,

which we substitute in Equation (6.33) to get

_ - T r ] [ ] [ 1]
lag...o)? Al,} Aia ! 2
) 4 _1
lag..1] s A2,1 1 s Az 1 1 s 1 _ |2 (6.40)
= o] =5 o] TS e | | T ' '
- 1
’al...l‘z As,% As’l ! 2

This gives each ag = + \/2%‘ Let us substitute the value of ag in Equation (6.28). We get

Nzp

1 D oz
W) = i\/ﬁ Z(—l)(k’l)EEH Z) gy @ [Yw)p

Nz

1 pirop,
=t ZZ:(—l)( D 2y @ @) p - (6.41)
Finally, p? only depends on the honest Schmidt basis. Comparing the above expression
with Equation (6.3) shows that the honest Schmidt basis of the actual state |¥) is equal to
the honest Schmidt basis of the ideal state |5), giving p'? = pl;‘?. If |¥) is a purification of
plg>, and |9) is a purification of p'l?, then due to the unitary equivalence of purifications, we

must have |¥) = Up |9) if all the test measurements pass perfectly. This concludes the proof

of Lemma 6.2. O

The above Lemma 6.2 tells us that only the state Up |G) (the ideal state up to local unitaries
on the dishonest side), or equivalently p|§1>, always passes the stabiliser test S; in any round
j. Recall that we fix Nyt such that N = Nyrar — 2" Niest = 2™ Nyest iS the total number of
remaining copies, out of which one is chosen to be the target copy. Let k be the number of

copies out of the remaining N copies that would pass all the stabiliser tests. Now, using the

129



Serfling bound, we will find a bound on % in the following Lemma, which is an adaptation of
the method of Takeuchi et al. [175] to our scenario of verifying general graph states with any

number of dishonest players.
Lemma 6.3 (adapted from [175]). The probability that the fraction of states that would pass

all stabiliser tests out of the remaining copies in Protocol 6.1 is given by

C

(6.42)

koq 2 —2><2”<1—M).
N on 2" Nyoor

. 2cm 2n
is at least [1 —n~ 3 }

Proof. Consider a set of binary random variables Y = {Y7, ..., Y7} where Y; € {0,1}. Let us
set the value of Y; = 0 if the stabiliser test passes on copy ¢, and otherwise Y; = 1. Then, by
Serfling’s bound [176], where 7T = L+ R, forany 0 < v < 1,

202 LR?

c
Pr[thSR;Yt—Fﬁu}zl—exp[—(£+R)(R+1)], (6.43)

where [ is a set of R samples chosen independently and uniformly randomly from Y without
replacement, and M is the complementary set of . The expression inside the probability
bracket is then an upper bound on the number of copies out of the remaining that would fail
the stabiliser test, given a number of copies that pass.

Now, let us consider the stabiliser measurement Sjcy;, . on). We take £ = Niotar — jNtest,
and R = Nj.s. Let us then set v = 22@, which is chosen in this way to maximise both the
fidelity and probability in our resulting expression (this implies 0 < /¢ < 22"). Let M) be
the set of copies on which each §; was measured, and MY be the set of remaining copies

after measuring S;. Finally, we denote the probability expression on the right-hand side of

Equation (6.43) for the stabiliser test in round j as ¢;. Then, after the stabiliser test for S; is
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performed, we have

N, N j
[ Z Y, < totaAl]v J{Vtest Z Y: + (Niotal — thest)V}
ten(]) test ten@)

. 2V2(Nt0tal - thest)NEest
(Ntoml - thest + Ntest)(Ntest + 1)

In other words, with probability at least ¢;, the maximum number of copies that would fail the
stabiliser test of S; out of the remaining is given by W > tent) Ye+ (Niotat — JNiest )v.
Then, the minimum number of copies that would pass the S; test is given by the total number
of remaining copies minus this maximum number of failed copies. Thus, after all stabiliser
tests are performed, we can lower bound the number of remaining copies which would pass

all of the stabiliser tests by summing over all j’s corresponding to all stabilisers S;. Recalling

that we denote the number of ‘good’ remaining copies by k, we then have

2”
N, | IV, .
k > (Ntotal - 2nNt€St) - Z < tOtaj\] I Ttest Z Yt Ntotal - JNtest)V>
test

Jj=1 tenG

Niotal

=2X 2n]\/vtest - 2nNtest - NO B 5 E Y + E J E Y — v2" Niotar + E JNtestV
test j=1 tenw) i=1 tenu)
Niotal —

total
> 2nNtest - VQnNtotal - NO “ E § Y;f

test T .

j=1ten

Niotal
Z 2nNtest - VQnNtotal - ]\;ota (QnNtest - Npass)
test

2 x 2" Ntest

= QnNteSt — 2" x 2 % 2nNtest —
Ntest

(QnNtest - Npass)

N
_ (2” 9% 92y 2 x 22" 49 x 2" p“ss)Nmst
Ntest

N
_ (2n oo —2x 22 42 x 2" p““)Ntest, (6.45)

test

131



which gives the fraction of ‘good’ remaining copies as

k
JN)

<2n —2\e—2x 22 42 x QnLPaSS)Ntest

E > Ntest
N — Ntotal - 2nNtest
2 N ass
B 2" —2\/c—2x2 "+2x2nﬁ
= on
NG N
—1- Ve ><2“<1— pass ) 6.46
2m 2n]\[ifest ( )

From Equation (6.43), we then get for ¢;, the probability corresponding to the test S;,

qi = 1— exp | — 2V2(Ntotal - thest)Ntzest
! (Ntotal - thest + Ntest)(Ntest + 1)
=1 _ 202N, 1
=T OXP | T eV Vet Niotal = Ntest+Ntest y Niest+1
L Ntotal*thest Ntest
1 1
=1—exp| — 2% Nyest N N : ]
L Ntotal*thest + Ntest
1 —exp 202N, L 1 ] (6.47)
=1l—=—e - test 1 i . .
L 1 + 2><2n_j 1 + Ntest

Now, let us compute the total probability corresponding to the full set of stabiliser tests.
Since, in the most general case, the players need to measure all the stabilisers, there will be
2" measurements in total. (We will later see that this can be reduced to n test measurements,
corresponding to only the stabiliser generators, in many cases.)

Usingn > 1 = ﬁ > %, and Niyegt > 1 — ﬁ > %, we get the total probability
2n

Ntest
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corresponding to 2" stabiliser tests to be greater than

on r 1 1 2"
2n 2
qu > gon = 1—exp<—2V Niest 1 1 )]
j:1 L 1 + 2x2n—2n 1 + Ntest
_ 5 1 on
> 1—6Xp<—2V2NtestX 3 % 2)]
_ 2n
202m24n
> 1—exp<—Tlnn>

— 271
=|1-n""3 ] . (6.48)

Thus, the event that the fraction of ‘good’ copies that pass all the stabiliser tests S; is lower
g p p j

bounded by ﬁ >1 -2/ 9y 2”(1 _ Npass ) occurs with probability greater than or equal

2n 2nNtest
on
_ 2cm
to {1 —n 3 } .

O

In the final step of the protocol, one copy is chosen, out of the remaining N = Nyyq1 —
2" Nyest copies, to be the target copy. Let us now finish the proof by proving Lemma 6.4,

relating the above analysis to the averaged state of this target copy.

Lemma 6.4. The probability that the fidelity of the averaged state of the target copy in Protocol
6.1 satisfies

F(o). o339 > (6.49)

i

. 2cm an
is at least [1 —n~ 3 }

Proof. Now, p%/ is the reduced state of the honest players of the averaged state, where the

average is taken over all uniformly random selections of the target copy from the total number
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of remaining copies N, and given by

Z \

N
PRI = Z (6.50)

Here, p%; denotes the reduced state of the honest players in each round (for each one of the

remaining copies). We now want to find the fidelity F(p H> ,pr7) between this averaged state

and the ideal state (in terms of the honest reduced states). From the concavity of fidelity,

F(p,> pioi) > Y piF(p,0i). (6.51)

We can use this to get

N
Flpjy,p3?) = F( pH,NZp > Z (Pl Plr)- (6.52)

|9>

Now, we know that for a number k of the remaining states, we have p’; = with probability

n

2cm . .
at least [1 —n~ 3 } . Assuming the worst case scenario that the rest of the states, each

denoted by p¥known have zero fidelity with the ideal state, we get

Flpii o) 2 %[kF (0 PR + (N = K F (ol pitnonm)|
2%[kx1+(N—k)x0
_ % (6.53)
O

Our final result then tells us that, with the appropriate choice of Ny, Niest, the players

cm 2"
can ensure that with probability at least [1 - n_QT} the fidelity of the averaged state of
2f

[9) avg)

the target copy satisfies F(p}/, p (1 — p222). Note that in order to

2n]\/vtest
ensure that the fidelity is greater than zero, the choice of the constant ¢ must be such that

2n—1)2
4

e < ! , and the choice of m must ensure that the probability is greater than zero. This

concludes the proof of Theorem 6.1.
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If the condition on N, in Step 4 of Protocol 6.1 is satisfied, we can write the lower

bound on the fidelity as F(p‘l? P > 11— #

6.6 Examples

Let us now give some examples of types of graph states that are useful for specific purposes,
demonstrating how to verify them (in the presence of dishonest players) in a resource-efficient
way. For these cases, we will show that the players can run a simpler version of our protocol,
as given in Protocol 6.2, which only requires them to measure the set of n stabiliser generators
rather than the full set of 2" stabilisers.

To prove such a statement, we start by inspecting the proof of Theorem 6.1, to understand
how the information about passing the stabiliser tests is used. In Lemma 6.2, this is firstly used
to identify which elements of {|1z)}, {|¢%)} are orthogonal; however, as we see in Equations
(6.8) and (6.9), this follows from passing purely the set of stabiliser generator measurements.
It then remains to show that the conditions on which fgs are zero, given in Equation (6.11),
may also be deduced from only passing the stabiliser generator tests. (We point out that if
the set A is empty, which can be checked by examining the graph for the partition (H, D),
then from passing the full set of stabiliser measurements, we cannot set any [k to be zero,
and so we can trivially see that only the stabiliser generator measurements are required.) If
this is true, it is possible for the players to protect themselves against dishonest action even
by running Protocol 6.2.

Recall that once we know which fgs must be zero, we can determine which terms have the
same «g, |1z), allowing us to group the |z) terms in Equation (6.4) in the same way as in the
Schmidt decomposition of the ideal graph state, leading to the conclusion that |¥) = Up |9).
Thus, once we have derived the conditions for 5 to be zero, we can simply continue with the
remainder of the proof of Lemma 6.2. The analogous statements of Lemmas 6.3 and 6.4 must

then take into account the fact that there are now n measurements instead of 2"; otherwise,
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Protocol 6.2 VERIFICATION OF GRAPH STATE USING ONLY STABILISER GENERATORS (adapted
from [ D

Input: The players choose values of Nycst, Niotai-
Goal: The players verify that they share the n-qubit graph state |3).

1: An untrusted source generates N, copies of the graph state, and sends it to the players.

2: The players repeat the following for i = 1, ..., n:

(a) The Verifier chooses Ny.s copies from the remaining Ny — (i — 1) Nyest copies
independently and uniformly at random.

(b) For each copy, the Verifier instructs each player to perform the measurement corre-
sponding to their part of the stabiliser generator K;.

(c) For each copy, the players send their measurement outcome to the Verifier, who
calculates the total measurement outcome. The copy passes the test if the total
measurement outcome is +1. Let N,,s; be the number of copies that pass the
stabiliser test for ;.

3: The Verifier uniformly randomly chooses a single copy from the remaining N = Nyy0; —
nN;es: copies that were not used for the tests in the previous steps. The chosen single
copy is called the target copy. The others are discarded.

4: If Npass = D i Npass,i > nNgest — %, they use the target copy for their application;
otherwise the target copy is discarded.

these steps do not change.

In the following, we adapt our general proof in this way to cater to the specificities of
complete graphs, cycle graphs and cluster states, with particular characteristics of the dishon-
est set of players. Armed with this information, we will show that our players can verify each

graph state in an efficient way.

6.6.1 Complete graphs

Complete graphs, where every vertex is connected to every other vertex, are locally equivalent
to GHZ states. As we have seen, such states are central to schemes for quantum anonymous
transmission [2, 73], as well as secret sharing [48], metrology [49], and many other applica-

tions. A verification test for GHZ states was already proposed and analysed in [160]; however,
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PRV

Figure 6.1: 5-qubit and 6-qubit complete graphs.

we now approach this goal using the Serfling bound method. This subsection also serves to
provide a comprehensive example of how our protocol and analysis work for this particular
graph state, and so we will go through all steps of the proof.

Due to the symmetry of complete graphs (Figure 6.1), we will see that we can protect
against any number of dishonest players anywhere in the network by only measuring the
stabiliser generators. Recall that we denote the stabiliser generator corresponding to the ;™

qubit as K;. Let the players now run Protocol 6.2; our result is given in the following Theorem.

Theorem 6.5. If |G) is a complete graph, and we set Niyq1 = 2nNiest and Niesy = [mn*Inn],
the probability that the fidelity of the averaged state of the target copy (over all possible choices
of the tested copies and target copy) in Protocol 6.2 satisfies

av 2 c N(ZSS
F(p‘l?,pHg) 21—;[—271(1—”]51”) (6.54)

is at least 1 —n'~ "2, where m, ¢ are positive constants chosen such that the probability is greater

(n—1)

2
than zero and S <c<

Proof. As before, we prove this in stages, now for the specific case of complete graphs.

Lemma 6.6. The only state that can pass all stabiliser generator tests perfectly in each round is

|U) = Up |9), where Up is a unitary on the dishonest part of the state.

Proof. Complete graphs are of Schmidt rank 2, i.e. there are always exactly two terms in their

Schmidt decomposition. The Schmidt decomposition of a complete graph state with respect
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to any partition (H, D) is

1 (k Z;EE i (b)) za
19) = = > (0= @y e [T ([T o2) ™15 - 90,

a€H beN(a)

[( - Y. ) ®l5—He.m)p
A(z)=0(mod 4) A(z)=2(mod 4)

+ ( Z z) - Z ) )H ® |G- }C(11...11)>D] , (6.55)

A(z)=1(mod 4) A(z)=3(mod 4)

where |G — H(go..00)) is the dishonest subgraph with no ozs on any vertices, and |G — H 11 _11))
is the dishonest subgraph with os on all vertices. Thus, the reduced state of the honest play-

ers of this ideal state is given by

p3>=21m[(A(Z - Y B)( X a- Y @)

z)=0(mod 4) A(z)=2(mod 4) A(z)=0(mod 4) A(z)=2(mod 4)
(Y B- X B Y @ Y )] (6.56)
A(z)=1(mod 4) A(z)=3(mod 4) A(z)=1(mod 4) A(z)=3(mod 4)

From Equations (6.4) and (6.5), we know that our state can be written in general as |V) =
> 70z |Z) [ Olg) p and | W) = 3¢ Bx |Hz)) 5 ®|¢%) p- Let us now write the test measurements,
which are the stabiliser generators here. Since, for the complete graph, each vertex shares an

edge with every other vertex, the stabiliser generators are given by

K; =X, H Ze, (6.57)
ecV

where V' is the set of vertices in the graph. We will again group the test measurements into
Group 1, where the honest measurement only consists of Zs, and Group 2, which contains
the remaining measurements. In order to pass perfectly, the overall outcome of each mea-
surement must be +1.

Let us first consider the Group 1 measurements. Any |z) that has an even number of 1s
(parity of z is 0) will give outcome +1 for the honest measurement Z...Z, and so the dishonest

measurement must give outcome +1 in order to pass the test. Any |z) that has an odd number
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of 1s (parity of z is 1) will give outcome —1 for Z...Z, and so the dishonest measurement
must give outcome —1. So, in order to pass perfectly, the dishonest players must be able to
discriminate perfectly between the states Wz, A(z)=0(mod 2)> and ‘1/127 A(z)=1(mod 2)>, where A(Zz)
is the Hamming weight of Z (number of 1s in the string). This means that for all z, we have
(Vz,A(z)=0(mod 2)| Vz,A@Z)=1(mod 2)) = 0. (Note that this can be seen from the general proof,
which tells us in this case that vz, Z’' such that ?zi # ?z,g, we have (¢z]|¢y) = 0.)

Now, let us see what happens if the Group 2 measurements pass perfectly. This group will
have all measurements X 7...7Z, ZX Z7...Z, ..., Z...Z X in the honest part, and the dishonest part
of each will be (Z...Z)" (so the same dishonest part for each). To pass perfectly, the dishonest
players must be able to always give the correct outcome; however, they only know that the
measurement they must do is (Z...Z)’, and this does not tell them whether the honest play-
ers are measuring X Z...Z, ZX 7...Z, ..., Z...Z X . In order for the dishonest players to always
output the correct outcome for all of these measurements (to make the overall outcome +1),
the only terms that can appear in Equation (6.5) are the honest subgraph (}f}f(oo...oo)>), and
the honest subgraph with os on all the vertices (\9{(11“.11)>). So, passing the Group 2 mea-
surements tells us that Sz = 0 for X ¢ {00...00,11...11}. (Note that this is the same conclusion
that can be derived from measuring the full set of stabilisers in the general proof. Every pair
of honest vertices forms a possible set A here, and we have 5z = 0 if 34 such that ig}Ami =1.
The only remaining strings are then those X that have all elements equal to one another.)

We can then write the state in Equation (6.5) as

W) = Boo...00 | H(00...00)) y [900...00) p + Bi1..11 | Ha1..11)) 1611110 p - (6.58)

Since measuring (Z...Z)" on |¢gg..go) must give outcome +1, and on |¢p17.11) it must give
outcome —1 (in order to always get the total outcome to be +1), the dishonest players

must be able to perfectly discriminate between these two states, and so we must have
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(000..00|#11..11) = 0. Then, following the steps in the general proof, we get

Bx |dg) = L |:Z(_l)(k,l)azEHZk/\Zl(—1)6759Ii/\2i042 Wih)} , VX such that g # 0, (6.59)

V2l L=
52 2Nz i Az
0= \/% [Z(_l)(k»l)eEH * l(—l)ei9 " oz ]%)D}, VX such that Bz =0.  (6.60)

z
The solution of Equation (6.60), as adapted for complete graphs from the general proof, is

Vz,Z' such that A(z) mod 2 = A(Z') mod 2, we have

2L N\Z] ’

D ® 2 Az
(~)SF g ) = ()0 ag fug) (6.61)

Recall that for complete graphs, all the honest vertices are connected to each other. Using
this, we can simplify the exponent . Z@E zi A z;. Each (z; A z) will give 1 only if both z, 2
are 1. So, we can rephrase this usin(g’ 'Elie II{JIamming weight A(z), which tells us how many 1s
are in the string z. Then, finding how many pairs (z; A z;) give 1 is equivalent to calculating
AG@)

Let us first take z,Z’ such that A(z),A(Z') = 0 (mod 2). We see that (—1)A®C2 =
(—1)A(2/)C2 for A(z) mod 4 = A(Z') mod 4. Similarly, if we take z,z’ such that A(z), A(z) = 1

AFZ

(mod 2), we again find that (—1)A@C2 =(-1) 'C2 for A(z) mod 4 = A(Z') mod 4. Thus,

we have

Vz,Z' such that A(z) = 0(mod 4), A(Z') = 2(mod 4), az [vz) = —ay [¥y) ,

Vz,Z' such that A(z) = 1(mod 4), A(Z') = 3(mod 4), az [vz) = —ay |[Vy) . (6.62)
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We can now write our state as

|¥) = Zaﬂz)H ® [Yz)p

= 0z,A(z)=0(mod 2) [ ooom- > B } o ® |Yz,A@)-0mod 2))

A(z)=0(mod 4) A(z)=2(mod 4)
+ Qz A (z)=1(mod 2) [ D - ) Y ) ] o ® |z,A@)=1(mod 2)) , - (6.63)
A(z)=1(mod 4) A(z)=3(mod 4)

Then, our expressions for 5 |¢x) can be written using Equation (6.27) as

V2IH]
2
olH|
2

Boo...00 |#00...00) = [QZ,A(Z):O(mod 2) |z.A@)=0(mod 2)) + ¥Z,A@)=1(mod 2) | ¥z, A(2)=1(mod 2)) ] ;

{O‘Z,A(E):O(mod 2) |Vz.A@)=0(mod 2)) — OZ,AZ)=1(mod 2) | ¥z, A(Z)=1(mod 2) ) ] -

(6.64)

Bir..11]p11.11) =

Now, recall that (¢oo...00/¢11..11) = 0, and (vz A(z)=o(mod 2) |¥z,A(z)=1(mod 2)) = 0. Using these

orthogonality conditions and taking the inner product of the two expressions above, we get

|0z, A(z)=0(mod 2) \2 — |az,A@)=1(mod 2) \2 =0. (6.65)

By normalisation, we have

2
|0z A (z)=0(mod 2) }2 + |az.A@)=1(mod 2) ’2 = S (6.66)

1
olH[ "

Solving these, we find that az Az)—o(mod 2) @z,AZ)=1(mod 2) = + Substituting this in

Equation (6.63) gives the state as

1 _ _
|U) = + ol [(A( Z |z) — Z z) )H ® |vz,A@)=0(mod 2)p

z)=0(mod 4) A(z)=2(mod 4)

+ ( Z z) — Z |z) )H ® |¥z,A@)=1(mod 2)>D] ; (6.67)

A(z)=1(mod 4) A(z)=3(mod 4)
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which gives

pw:;m[(ﬁ(z p- X om)( X @ 3 )

z)=0(mod 4) A(z)=2(mod 4) A(z)=0(mod 4) A(z)=2(mod 4)
X m- Y )Y @ X <z\)]
A(z)=1(mod 4) A(z)=3(mod 4) A(z)=1(mod 4) A(z)=3(mod 4)
= (6.68)

Thus, |¥) = Up |9).
O

Now, we must modify Lemma 6.3 to account for the fact that the players only do n test

measurements. This then reduces to the case shown in [ 1.

Lemma 6.7 (adapted from [175]). The probability that the fraction of states that would pass

all stabiliser generator tests out of the remaining copies in Protocol 6.2 is given by

k 2./c Npass
_>] - 44 — - 77 .
N 2 1 p Qn(l - test> (6.69)

isatleast 1 —n'~ 7.

Proof sketch. The proof follows straightforwardly from Lemma 6.3 by substituting, as in
[ ], the values Nyt = mn*Inn, Nyotar = 2nNiest, V = %, and noting that there are now n
test measurements instead of 2”. This then gives the desired result.

O

The remainder of the proof follows from Lemma 6.4 with this different probability. We

state this in Lemma 6.8 for clarity.

Lemma 6.8. The probability that the fidelity of the averaged state of the target copy in Protocol
6.2 satisfies

(6.70)

2| x

g
F(pld, p29) >
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cm

is at least 1 —n'~ 2.

Thus, we have F(pg>,p‘}}’g) >1-— 27\/5 —2n(1— M) with probability at least 1 —n'~"2".

nlNtest

Note that in order for the fidelity to be greater than zero, the choice of ¢ must be such that

c< ("_41)2 , and for the probability to be greater than zero, the choice of m must be such that

2
C>m.

O]

If the condition on N, in Step 4 of Protocol 6.2 is satisfied, we can write the lower

bound on the fidelity as F(PE>7 Py >1— Q‘/;il

6.6.2 Pentagon graph

The 5-qubit cycle graph, in the shape of a pentagon, is known to be useful for secret sharing
[52], as well as being the smallest quantum error correcting code that tolerates an arbitrary
error on a single qubit [178]. Let us now consider all possible sets of dishonest players sharing
such a graph (Figure 6.2), and see how we can reduce the resources required. We will show
that in certain cases, by purely measuring the stabiliser generators, we can determine that if
all tests pass perfectly, the state |U) = Up |G); this means that the players can run Protocol

6.2. We summarise the result in Theorem 6.9.

Theorem 6.9. If |G) is a pentagon graph with either one, three or four dishonest players any-
where in the network, or two dishonest players who are adjacent, and we set Nyotq; = 2nNiest
and Nyes; = [mn*Inn], the probability that the fidelity of the averaged state of the target copy

(over all possible choices of the tested copies and target copy) in Protocol 6.2 satisfies

2
F(p), p3?) 2121/5 *27”&(1*

Npass )
NNpest

(6.71)

is at least 1 —n'~%", where m, c are positive constants chosen such that the probability is greater

2
than zero and 2 < ¢ < %.

Proof. We will tackle this proof taking all possible sets of dishonest players separately. For the

sets of dishonest players specified in the statement of Theorem 6.9, we will show certain steps
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(a)/l\ (b)/l\
H:D 5 5
H
3T 4 3T 4

© 1 (d 1
2 H 5 2 D 5
3——4 3 4
Figure 6.2: Sets of honest (H) and dishonest (D) players for the pentagon graph considered
in Theorem 6.9.

in proving that by passing all stabiliser generator tests, our state must be |¥) = Up |§). Then,
as long as the honest players know that the set of dishonest players belongs to this ‘allowed

set’, they may simply measure the stabiliser generators instead of the full stabiliser group.

One dishonest player

We will start with a scenario where one player in the network is dishonest. Without loss of
generality, let us assume player 5 is dishonest, as shown in Figure 6.2(a). Then, we can write

the Schmidt decomposition of the ideal state |G) with respect to the partition (H, D) as

1 3N\Z 7 z z.
9) = 5 D (- RS )y g (o) (0719 - 30
z

1
=1 [(|0000> +[1001) + [0010) — [1011) +[0100) — [1101) — [0110) — [1111)) 7 ® |§ — H()),,
+ (|0001) + [1000) — [0011) + [1010) + [0101) — [1100) 4 |0111) + [1110)) 5 ® |G — %(1)>D]

(6.72)

144



(Note that, as expected, the dishonest part of the state,

S — H(s()))» is the same for honest
parts with the same value of & z; = 21 ® 24.)
ieN(d)

As usual, we start by writing our state in the honest computational and subgraph
bases as in Equations (6.4) and (6.5). Now, the test measurements, or the stabiliser gen-
erators in this case, are given by {XZ11Z7', ZXZ11', 1ZXZ1', 11ZXZ', Z11ZX'}.
We group them into Group 1 measurements {Z11ZX’'} and Group 2 measurements
{XZ11Z7", ZXZ11' 1 ZX Z1',11ZX Z'}. From the Group 1 measurement passing perfectly,
we see that Vz,Z' such that 2y @ z4 # 2] @ 2, we must have (¢z|¢;) = 0. (Note that this
matches Equation (6.8).) From the Group 2 measurements passing perfectly, we know that
VX, X', we have (¢g|¢g) = 0.

We will now see how to set certain Sz = 0 from just the stabiliser generators alone.
The measurements ZX Z11',1ZXZ1' must give outcome +1 to pass the test. Since the
dishonest player asked to measure 1’ will always output +1, the honest measurements
ZXZ1,1ZX 7 must also give outcome +1. Further, the measurements X Z112', 112X Z’
give outcome +1. Since the dishonest player asked to measure Z’ does not know whether
the honest players are measuring XZ11 or 117X, yet still manages to make the test
pass perfectly, this means that the honest part of the state must give the same outcome
for these two measurements. With these conditions, we have gz = 0 Vx ¢ {0000, 1001}.
(Note that we get the same result from the full stabiliser group: the possible sets A are
{1,4},{2},{3},{2,3},{1,2,4},{1,3,4},{1,2,3,4} and so Bg = 0 if 2y D ag = 1,20 = 1, or
x3 = 1.)

Following the remaining steps of the general proof, we then get

1
Uy = + NeTI (]0000) 4 |1001) 4 [0010) — [1011) 4 [0100) — [1101) — [0110) — [1111)) 5 ® |Pooo0)

+ (]0001) 4 [1000) — |0011) + |1010) + [0101) — [1100) 4 [0111) + [1110)) &7 @ |d1001) p |»

(6.73)

which gives |U) = Up |9).
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Two dishonest players

Let us start by considering players 1, 2 and 3 as honest and players 4 and 5 as dishonest,
pictured in Figure 6.2(b). We will vary the dishonest players later and see how this affects the
results, but for now let us consider the two dishonest players to be adjacent to one another.

The Schmidt decomposition of the ideal graph state for this partition is given by

9= 75 S gy @ () o) 15 - 90
1
:2\[[(|ooo>+|o1o Vi ® |G — Hon)p, + (1001) — [011) 5y @ |G — Hirgy)
+(]100) — [110)) 5 ® | S — H(o1)) ,, + (1101) + [111)) 5 @ |G — J{H>D} (6.74)

(It is easy to see that for states with the same JE\I?d 7, Yd € D, which here refers to states
with the same value of z; and z3, the corresponc;ieng( ciishonest part ‘9 — 3 f@)> is the same.)

Let us now see whether we can make the desired statement by purely considering the
stabiliser generators, {XZ1(12),ZXZ(11) 12X (Z1),11Z(XZ)', Z11(ZX)'}. We group
them, as usual, into Group 1 given by {11Z(XZ),Z11(ZX)'}, and Group 2 given by
{XZ1(12),ZXZ(11),1ZX(Z1)'}. By the measurements in Group 1 passing perfectly, we
see that Vz,z' such that 2y # 2| or z3 # 2}, we have (¢)z1)y) = 0, which can also be seen
from Equation (6.8). By the measurements in Group 2 passing perfectly, we have VX, X/,
(¢xlox) = 0.

Now, Group 2 contains the measurement ZX Z(11)’. In order to get outcome +1 here, the
only terms of the honest subgraph that can appear in Equation (6.5) are those that give +1
when measuring Z X Z. Thus, the Group 2 measurements passing perfectly tells us that Sz = 0
VX ¢ {000,001,100,101}. (Note that by using the full set of stabiliser measurements, we do
not get more information than this, as the only possible set A = {2} and so we know that if
x9 = 1, then Sz = 0.) Continuing with the steps of the general proof, we obtain |V) = Up |9).

By inspecting the stabiliser generators, we see that such an analysis holds whenever the

two dishonest players are adjacent, as there will always be a measurement (11)’ that forces
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the corresponding honest outcome to be +1. Thus, in this case, it suffices to measure the
stabiliser generators. If the two dishonest players are not adjacent, however, there will not be

such a measurement (11)’, and so the players must measure the full set of stabilisers.

Three dishonest players

Let us now assume players 1 and 2 are honest, while players 3, 4 and 5 are dishonest, as in

Figure 6.2(c), to start with. The Schmidt decomposition is given by

9) = f; DD ) @ (o)) (0F)) 19— H)p

1
= 5“00)1{ ® |G - J'C(ooo)>D +101) @]9 - 9{(100)>D

+110) 5 ® |G — Heoon) ), — 1) @ |5 — %(101)>D} . (6.75)

(Here, as in the general proof, we see that both z; and z5; must be the same in order for the
corresponding ]9 — 3 f(z))> to be the same.)

As we see here, there is no grouping of |z) terms, and so there will be no fx = 0. The
Group 1 measurements are then {1Z(XZ1),11(ZXZ)', Z1(1ZX)'}, and the Group 2 mea-
surements are { X Z(112)', ZX (Z11)'}. We see that if z; # 2] or z # z), the respective states
are orthogonal. This implies that (yz]¢,) = 0 Vz,Z'. We also have VX, X, (¢z|¢g) = 0. From
passing the Group 2 measurements, we cannot set any Jx = 0 (using the full stabiliser set,
we see that A is the empty set). Then, we simply follow the steps of the general proof to get
|W) = Up|G). This reasoning holds for any two players being dishonest, no matter whether
they are adjacent, and so for this case, the players only need to measure the stabiliser gener-

ators.

Four dishonest players

In this scenario where only one player is honest, the analysis is again simple. Without loss of

generality, let us assume only player 1 is honest, as shown in Figure 6.2(d). First, let us write
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the Schmidt decomposition for this partition (H, D) as

1 _
9) = =5 2B © (07 07y 15 - 30,

1
= E[|O>H ® |9 = Ho00)) p + 115 © |G — 9{(1001)>D}- (6.76)

(Note that, as in the general proof, if ]6\179 ; z; = z1 is the same, the corresponding ]9 — 3 f(z))>
is the same.) e

Now, the set of measurements is given by the stabiliser generators again, which we will
separate into Group 1 containing {Z(XZ11),1(ZXZ1), 1(1ZXZ)', Z(11ZX)'}, and Group
2 containing {X(Z11Z)'}. Group 1 passing perfectly gives (i|i1) = 0, since [0),, 1)y
will give different outcomes for Z, and so the dishonest players must be able to perfectly
discriminate between their corresponding parts of the state in order to pass perfectly (we
reach the same conclusion using Equation (6.8)). Similarly, Group 2 passing perfectly gives
(polp1) = 0, since |+) , |—) y give different outcomes for X. When there is only one honest
player, we cannot set any fx = 0 from passing perfectly (the set A is the empty set, so this
gives the same result as measuring the full stabiliser set). We then proceed with the proof to
get [ ) = Up [9).

Thus, for any number of adjacent dishonest players, passing all the tests of Protocol 6.2

allows us to conclude that the state in each round is |¥) = Up |9). It then remains to invoke

Lemmas 6.7 and 6.8, since there are n test measurements, to complete the proof.

6.6.3 Cycle graphs

With the example of the pentagon graph in the previous subsection, we notice some features
which can be extended to general n-qubit cycle (or ring) graphs (Figure 6.3), used in various
applications such as quantum error correction [168]. In Theorem 6.10, we give some cases
for the cycle graph where it suffices to measure only stabiliser generators as in Protocol 6.2.

We will outline the reasoning behind this, although it can be seen explicitly in the pentagon
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Figure 6.3: 3-qubit, 4-qubit and 6-qubit cycle (ring) graphs.

graph example.

Theorem 6.10. If |G) is a cycle graph with either one, n — 2 or n — 1 dishonest players anywhere
in the network, or any other number of dishonest players who are adjacent, and we set Nyyq1 =
2nNiest and Nyest = [mn*Inn], the probability that the fidelity of the averaged state of the
target copy (over all possible choices of the tested copies and target copy) in Protocol 6.2 satisfies

av 2 & NGSS
F(pl9, p9) > 1 - { —on(1- #ﬂ) (6.77)

is at least 1 —n'~%", where m, c are positive constants chosen such that the probability is greater

than zero and 2 <c< M.

Proof sketch. Whenever there are n — 1 or n — 2 dishonest players in the network, the Schmidt

decomposition is given by

2z N\Z]

) = yercks ™ ) @ 19— 9 . 6.78)

Zm £

where each |Z) corresponds to a different dishonest part |§ — f@@))- This means that there
is no grouping of |z) terms, and so the Group 2 measurements do not tell us that any 55 = 0,
as we saw in the previous example. Thus, in this case the players can simply measure the
stabiliser generators (the full stabiliser group would give no additional information, as the set
A is empty).

Let us now consider the case of one dishonest player. The dishonest measurements of 1/,

corresponding to the generators of qubits 7 ¢ N(d), ensure that if ;¢ x4 = 1, then fg = 0.
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Further, the two dishonest measurements of Z’, corresponding to the generators of the two

qubits i € N(d), ensure that if z,c (g are not the same (in order to give the same honest

outcome), then Sz = 0. This means that the only terms in the honest subgraph are ‘5{(00...00)>

and ’9{(10...01)>, which allows us to arrive at our result from just the stabiliser generators.

(Note that using the full stabiliser group, Equation (6.11) would imply that if . J%B(d)xi =1,o0r
i

Ti¢n(q) = 1, then fx = 0, which gives the same result.)

Finally, for any other number of honest/dishonest players, if the dishonest players are
adjacent then there will be measurements (1...1)" in the set of stabiliser generators, corre-
sponding to the generators of honest vertices that are not connected to any of the dishonest
vertices (for qubits ¢ ¢ N(D)). Since the dishonest part must give outcome +1 for this mea-
surement, the honest part must also give outcome +1 in order to pass perfectly. This means
that any terms where ;¢ (p)y = 1 must have 8z = 0. (Note that using the full stabiliser
group, the possible sets A are all combinations of honest vertices that are not connected to
any dishonest vertex, which gives the same result.) Thus, we can conclude that |¥) = Up |9)
from only measuring the stabiliser generators.

As before, with n test measurements, the statements of Lemmas 6.7 and 6.8 hold, thus
completing the proof.

O

In fact, there are additional examples that do not fall into these categories, but where
it suffices to measure the stabiliser generators only. For example, consider the 6-qubit cycle
graph with D = {2,3,6}, the 7-qubit cycle graph with D = {2,3,4,7}, or the 8-qubit cycle
graph with D = {2, 3,6, 7}. There are no gz = 0 in the Schmidt decomposition for these cases,
which means that by passing the measurements in Protocol 6.2 perfectly, we can determine

that |¥) = Up |9).

6.6.4 Cluster states

Cluster states correspond to lattices of dimension D, and have been shown to be a central

resource in MBQC [50, 51]. For verification of such states in an untrusted network, we will
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now give some examples of scenarios where we can reduce the number of test measurements
to purely the stabiliser generators (thus allowing the players to run the simpler verification
scheme of Protocol 6.2). Again, these are not the only possible sets of dishonest players in a
cluster state network that allow such a simplification; there may be many more examples.
Linear, or one-dimensional, cluster states (also known as path graphs) correspond to
qubits connected in a line (Figure 6.4). In Theorem 6.11, we give some cases where it is

sufficient to measure the stabiliser generators.

Theorem 6.11. If |G) is a 1D cluster state with either one or n — 1 dishonest players anywhere
in the network, or any other number of adjacent honest or dishonest players, and we set Nyytq1 =
2nNyesy and Nyes; = [mn*Inn], the probability that the fidelity of the averaged state of the
target copy (over all possible choices of the tested copies and target copy) in Protocol 6.2 satisfies

av 2 N(ZSS
F(p‘l?,pHg) Zl—f—2n<1—?ﬂ<}ftt> (6.79)

is at least 1 —n'~ "2, where m, ¢ are positive constants chosen such that the probability is greater

2 ('rL—l)2
than zero and S<e< .

Proof. The stabiliser generators of an n-qubit 1D cluster state are given by {XZ1...1,
ZX71..1, ...,1..1ZX}. As we noted for cycle graphs, if there are n — 1 dishonest play-
ers in the network, it suffices to measure only stabiliser generators, as passing the Group 2
measurements perfectly does not tell us to set any gz = 0.

If there is one dishonest player at either end of the line, we see that to get overall outcome
+1, the honest part of the stabiliser generator measurements corresponding to every honest
vertex i ¢ N(d) must give outcome +1. This means that if z;¢ 4y = 1, we must have g = 0.
(Note that from the full stabiliser group, we see that all possible sets A contain only honest
vertices ¢ ¢ N(d), and so we come to the same conclusion.) If the dishonest player is not at
the end of the line, but at a vertex connected to two other (honest) vertices, we again must
have that if ;¢ (4) = 1 then fx = 0, and further, the honest part of the stabiliser generators

for i € N(d) must give the same outcome (as they have the same dishonest part). This means
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Figure 6.4: 5-qubit path graph, or 1D cluster state.

that if x; does not have the same value for both i € N(d), then Sz = 0. (Note that this gives
the same result as using the full stabiliser group, as the set A may consist of any combination
of honest vertices i ¢ N(d) as well as both honest vertices i € N(d).)

Further, for any other number of dishonest players, if it is known that the honest players
are all adjacent to each other, or the dishonest players are all adjacent to each other, then the
players could measure only the stabiliser generators. In such a setting, there will be (1...1)
measurements in the stabiliser generators (corresponding to i ¢ N(D)) that allow us to set
Bx = 0if z;¢ y(p) = 1. (Note that from the full stabiliser group, all possible sets A will consist
of i ¢ N(D), and so this gives the same result.)

In these cases where only n test measurements are required, using Lemmas 6.7 and 6.8
we can prove our statement.

O]

Additional examples of path graphs where it is sufficient to measure only the stabiliser
generators include, for the 5-qubit path graph, the sets D = {1,2,5}, or D = {1, 3,5}, where
there are no 5x = 0 in the Schmidt decomposition, and so measuring the stabiliser generators
suffices.

Two-dimensional cluster states have the underlying structure of a ¢ x ¢ square grid, where
the total number of qubits in the lattice is n = ¢ x ¢. In Theorem 6.12, we give certain sets
of dishonest players for which it is possible to verify such states with the resource-efficient

Protocol 6.2, which is a useful result for verification in the MBQC paradigm.

Theorem 6.12. If |G) is a 2D cluster state with either one or n — 1 dishonest players anywhere
in the network, or any other set of adjacent dishonest players that forms a square or rectangle
anywhere in the network, and we set Niyzq; = 2nNiest and Ny = [mn* Inn], the probability

that the fidelity of the averaged state of the target copy (over all possible choices of the tested
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Figure 6.5: Sets of honest (H) and dishonest (D) players for the 4 x 4 cluster state considered
in Theorem 6.12.

copies and target copy) in Protocol 6.2 satisfies

av 2 C N(ZSS
F(p‘?,pHg) 21—7\(—271(1—?1]@“) (6.80)

is at least 1 —n'~ "2, where m, ¢ are positive constants chosen such that the probability is greater
than zero and % <c< @.
Proof. Similarly to what we have seen in previous examples, if there is one honest player,
or one dishonest player, it is enough to measure only the stabiliser generators. We will now
show that, for any number of dishonest players in a 2D cluster state, if they form a square or
rectangle in the lattice, it is possible to do the verification using only the generators.
Consider the example of a 4 x 4 (or 16-qubit) cluster state, with example sets of honest
and dishonest players as shown in Figure 6.5. Let us start with the players 1, 2 and 3 being

dishonest, while the remaining are honest, as in Figure 6.5(a). If we write down the set of
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stabiliser generators, we find that the generators corresponding to qubits 5, 6, 7, 8, 9, 10,
11, 15 and 16 will have dishonest part (111)’, as they are not connected to the dishonest set.
This means that the corresponding honest measurements on the state |¥) must give outcome
+1. Recall that the generator of qubit i contains the measurement X;, which tells us that
if z; = 1fori € {5,6,7,8,9,10,11,15,16} (or equivalently, if z;¢n(p) = 1), then fz = 0.
Further, the dishonest part of the measurement will be the same for generators of qubits 4
and 14 (since they are both connected to dishonest qubit 3). This means that in order to pass
these test measurements, the corresponding honest part of the measurements must give the
same outcome, and so we must have that if x4 # 214, then Sz = 0. (Note that from the full
stabiliser group, we have all possible sets A containing i ¢ N(D) as well as both i = 4,14
which are evenly connected to all d € D. This gives the same conclusions as previously, and
so it is clear that only measuring the generators is necessary.)

Now, consider the example shown in Figure 6.5(b), where players 2, 13, 16 and 9 are dis-
honest, while the remaining are honest. Again, writing down the set of stabiliser generators,
we find that the generators corresponding to qubits 4, 5, 6 and 7 have dishonest part (1111)’,
which tells us that if z; = 1 for ¢ € {4, 5,6, 7}, then g = 0. Further, the generators of qubits 1
and 3, 12 and 14, 11 and 15, and 8 and 10 have the same dishonest part, and so we must have
that if either xy # x3, 212 # 14, T11 # 15, OF g # X109, then Pz = 0. (Note that from the full
stabiliser group, the set A consists of all combinations of i ¢ N (D), as well as combinations
of the pairs of vertices (1, 3), (12, 14), (11, 15), (8, 10) which are evenly connected to all d € D,
leading to the same result.)

Let us now move on to the example shown in Figure 6.5(c), where players 13, 14, 15 and
16 are dishonest, and the remaining are honest. The generators of qubits 1, 4, 7 and 10 have
dishonest part (1111)’, which means that if z; = 1 for ¢« € {1,4, 7,10}, then g = 0. Further,
the generators of qubits 1 and 12, 9 and 11, 3 and 5, and 6 and 8 have the same dishonest
part, which means that additionally, if either x1 # x19, 29 # x11,23 # x5, Or ¢ # xs, then
Px = 0. (Note that from the full stabiliser group, we come to the same conclusions, as the set

A contains all combinations of i ¢ N (D) as well as the pairs (1,12), (9,11), (3,5), (6,8).)
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As another example, consider the dishonest set to comprise of players 8, 9, 10, 11, 15 and
16, as shown in Figure 6.5(d). From the generators whose dishonest part is (1...1)", we must
have that if x; = 1 for i € {1,2,3,4,5}, then gz = 0. Further, from the generators whose
dishonest part is the same, we have that if x5 # x14, then Sz = 0. (Note that from the full
stabiliser group, we see that the set A can contain all combinations of i ¢ N (D) along with
the pair (6, 14).)

Such an analysis easily extends to all cases where the dishonest players lie in a square or
rectangular section of the lattice; for example, where D = {8,9,10,11,12,13, 14, 15,16}, or
D ={5,6,7,8,9,10,11,12,13,14, 15, 16}.

We finish the proof by invoking Lemmas 6.7 and 6.8.

O

Note that there are many other sets of dishonest players for the 2D cluster state for which
passing only the stabiliser generator measurements perfectly implies |¥) = Up |G); as before,

here we are only giving some examples of cases where such a simplification is allowed.

6.7 Discussion

In this final Chapter, we have shown how to verify any graph state shared between a network
of players who may or may not be trusted. As our starting point, we have employed a protocol
by Takeuchi et al. [175] that can verify any graph state, and further extended it to allow for
dishonest players. This is a step towards practical, implementable graph state verification in
untrusted networks, which in turn is important for many applications such as MBQC, quantum
metrology, quantum secret sharing, and secure multiparty quantum computation.

Previous work on verification of graph states came under two main approaches: a client
wishing to verify the graph state generated by an untrusted server, and self-testing of graph
states. Our work, on the other hand, tackles verification in a distributed setting, and thus
corresponds to the general case of the work of Pappa et al. [160]. Our results give a bound on

the fidelity, up to unitaries on the dishonest part, of the graph state generated by an untrusted
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source and shared between a network of players who may be dishonest. Such a statement
is powerful, as in addition to detecting the creation of entanglement, it gives us concrete
information on the quality of the state from the outcome of the verification test. Further, as
the operations carried out by the players are local, they reveal nothing about their inputs,
which is essential for secure multiparty quantum computation.

There are quite a few different avenues to explore related to this work. It is clear that
our general result is not an achievable bound in terms of practicality, as it requires a very
high number of copies. However, this is due in part to the power of the adversarial model
we consider, and can be relaxed by placing constraints on what the dishonest players are
allowed to do (for example, not allowing them to work together). In our work, we permit any
player to be dishonest, allow them to work together, and apply any operation on their part of
the state. Further, our general proof works for any arbitrary graph state. If we know more
about the structure of the graph or the dishonest players (for example, which players or how
many of them may be dishonest, or whether they are in the neighbourhood of each other),
we may not need to measure all the stabilisers, which leads to a much lower required number
of copies in our final result.

In fact, as we have shown, there are many examples where we do not need the full sta-
biliser set, the most obvious being if the graph is complete. In this case, it is enough to
measure the stabiliser generators, giving us the same bound (up to unitaries on the dishonest
part) as [175] where all players are honest. Comparing this result with the GHZ verification
protocol in [160] (and assuming an honest Verifier for a fair comparison), we see that guar-
anteeing a certain fidelity with a certain probability would require O(n°Inn) copies using
our protocol, and O(n?") using their protocol (see Appendix 6.A.1 for more details). With
appropriate choices of Nyyiai, Niest, ¢ and m in our protocol, we can then achieve the same
result with much fewer copies. Thus, by supplying these additional parameters, the Serfling
bound approach allows us to derive more resource-efficient results.

We have also considered specific examples of graph states that are suited for some purpose,

for example, the pentagon graph for secret sharing, or the cluster state for MBQC. Knowing
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some information about the structure of the graph or the set of dishonest players, we were
able to derive much more practical results. Such an analysis can of course be extended to
other subsets of graph states.

Finally, we note that we have assumed the player acting as the Verifier is honest; modifying
the protocol to incorporate a possibly dishonest Verifier is an important next step. To do this,
we may follow the method of Pappa et al. [160], where a random player is chosen to be the
Verifier. This would require the use of a trusted common random source (CRS) that provides
the players with shared randomness. This randomness would then be used to pick which
player acts as the Verifier, and further to replace any random choice by the Verifier (i.e. which
copies are used for each stabiliser test, and which copy out of the remaining untested N copies
is used for the application). In this way, the honest players are protected against a dishonest
Verifier who may attempt to cheat by biasing the ‘random’ choices. Of course, if the randomly
chosen Verifier is dishonest, which happens with probability ‘%', the protocol would fail, as a
dishonest Verifier can force any state to pass the tests and thus be accepted. There are perhaps
other approaches, aside from the Serfling bound, that may suit this scenario; this would be

interesting future work.
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6.A Appendix

6.A.1 Comparison with GHZ verification protocol of [160]

In the work of Pappa et al. [160], they give a protocol for verification of a GHZ state shared
between a network of possibly untrusted players. For a fair comparison, let us first derive
the soundness bound of their verification protocol in the case that the Verifier is always an
honest player. Let C. be the event that the protocol has not aborted and that, no matter what
operation the dishonest players apply on their part of the state, the fidelity of the used copy
of the state is at most 1 — ¢2. Then, after 2° rounds (i.e. the number of copies the source is

asked to produce), we have

2

<95 _ & <95
Pr[C,] < 2 /0 (1 - ) di <2755, (6.81)

We can reformulate this as, after 2° rounds, with probability at least 1 — 2~° ;%, the pro-
tocol does not abort and the fidelity of the copy of the state to be used, |V¥), is given by
g) |
F(o o) =1 -
Recall that our statement in the case of GHZ states is that after Ny, = 2mn® Inn rounds,

with probability at least 1 —n'~ 2", the fidelity of the averaged state of the target copy is given

by F(pg>,p§}g) >1— 2/ where 2 << (n—1)*

n 4 :
Let us now do a comparison, as in [175], of the number of rounds required to achieve the

same fidelity and probability using both protocols. We have
1—62:1—M; st g e (6.82)
n

Solving, we get the number of rounds required in their protocol to achieve the same fidelity

and probability as ours to be

4 cm
S _ =
—2ﬁ+1n2 . (6.83)

This means the number of rounds of their protocol scales as O(nz ) while ours scales as
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O(n® Inn), to obtain the same fidelity and probability. We see that for a choice of ¢, m such that
cm > 10, our protocol performs better than theirs. Further, as n increases, the performance
of our protocol improves drastically over their protocol. For example, if n = 20, a fidelity
of at least 0.73 can be ensured with a probability greater than 1 — 3.5 x 10~ for a choice
of ¢ = 5,m = 3 in our protocol, which requires a total number of rounds (or copies) of
Niotar = 5.75 x 107. Using their protocol, guaranteeing such a fidelity and probability would

require 4.19 x 10° copies.
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Chapter 7

Conclusions

The development of quantum networks allows one to exploit the power of quantum theory to
facilitate secure communication, computation and many other tasks between players in differ-
ent locations. While progress has been abundant and fast-paced on both the theoretical and
experimental sides, it is of utmost importance to unify these approaches. The overarching aim
of this thesis is to bridge this gap for work on verification, and to further apply this to build
simple yet vital protocols for quantum networks. We do this in a myriad of different ways:
by considering realistic noise as in Chapter 3, by extending and optimising self-testing tools
as in Chapter 4, by introducing the notion of imperfections in quantum anonymous transmis-
sion as in Chapter 5, or by modifying a resource-efficient verification scheme to incorporate
adversarial players as in Chapter 6.

Furthermore, the analysis of such networks from a cryptographic perspective requires one
to think carefully about who or what to trust. This notion of trust (and in particular, guaran-
teeing trust in a practical way) is central to ensuring secure communication across quantum
networks. We delve into a range of scenarios: where the source of entanglement is untrusted
(Chapters 3 - 6), where measurement devices may be corrupted (Chapter 4), where one
wishes to communicate anonymously (Chapter 5), or when any player in your network may
be out to get you (Chapters 5, 6). In each case, we have constructed protocols that incor-

porate verification to accomplish their tasks, and illustrated their security in a cryptographic
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context. Let us now discuss in a little more detail the main takeaways from our work, and
how to build upon these in the future.

In Chapter 3, we outlined a simple scenario in which verification of the Bell state allows
two players to carry out an authenticated teleportation, by first testing their ‘quantum chan-
nel’ through which a message is sent. We discussed how noise in the measurement devices
affects the security analysis, and how a demonstration with noisy states is likely to work. We
ended with a brief description of how such an analysis can be extended to more complicated
stabiliser states, such as graph states, in a straightforward way. Our approach can be thought
of as achieving the same goal as previous work on authentication of quantum messages [38],
however with a significantly simpler implementation that comes at a tradeoff with security.
Future work in this direction may consider alternative noise models, perhaps more specific to
an experimental setup. One may also apply these results in the certification of other protocols,
for example, those that include teleportation as a subroutine, or simply other applications of
such states.

In Chapter 4, we took the problem of authenticated teleportation to the more paranoid
one-sided device-independent setting. Our aims here were manifold. First, we used a state-
of-the-art self-testing tool called the SWAP method [122] to compute new, tighter bounds
for the Bell state and the Pauli ox, 0z measurements, with respect to an observed violation
of the steering inequality. We then went a step further than the usual self-testing approach,
by translating our results to a realistic (and moreover, fully adversarial) setting, and relating
the self-testing statements about a measured state to an untested copy of the state that will
be used for some application. We finally applied this to propose a scheme for authenticated
teleportation with one-sided trust. To tailor our protocol to possible experimental implemen-
tations, we introduced parameters that provide a tradeoff between the number of copies and
inequality violation required, and showed that we can achieve values in line with cutting-
edge experiments. To further build upon this work, one could investigate the use of other
steering inequalities that may simplify the experimental demonstration, or look into a fully

device-independent teleportation scheme. In any case, our methods may be useful in bring-
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ing the theoretical tool of self-testing closer to verification protocols, for a variety of states,
measurements, and applications.

In Chapter 5, we looked at a crucial feature of communication networks: anonymity, or the
ability to hide one’s identity. We combined existing protocols in a novel way, using as building
blocks protocols for anonymous quantum communication with GHZ states, experimentally-
demonstrated verification of GHZ states, and several classical anonymous protocols both new
and from the literature. This resulted in an e-anonymous protocol for communicating quan-
tum messages, where the parameter ¢ encompasses imperfections in the network. We demon-
strated the resistance of our new scheme to an all-powerful adversary who may corrupt both
the entanglement source and any number of players in the network. In terms of future work,
one could consider a specific noise model (again, this could be tailored to particular exper-
imental noise). An interesting question, to further improve the practicality of anonymous
quantum communication, would be whether there are other states suitable for this task (and
perhaps those which are less susceptible to particle loss). One may also think of numerous
applications: a verified, anonymous quantum channel could be used to build anonymous
schemes for QKD or voting, among others.

In Chapter 6, we considered a network of players sharing an arbitrary graph state that
they wish to verify, while some among them may be dishonest. We started by employing
an existing resource-efficient protocol [175] and modifying it for an untrusted network of
players. We then derived a bound on the expected fidelity of the shared state, guaranteed
despite any number of dishonest players. Although this general result is not practical, we
showed how our analysis and the resources required can be greatly simplified and tailored to
scenarios where some information is known about, for example, the structure of the graph
state, or the number or location of the dishonest players in the network. In particular, we
gave specific examples of graph states that are used for purposes as varied as quantum secret
sharing, metrology and computation, and demonstrated the power of our verification protocol
in each case. One can view this as an extension of the GHZ verification protocol in [160] to

the more general case of any graph state. There are, of course, many open questions related
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to this work, such as further exploring the case of a dishonest Verifier, or applying these results
to simplify the resource requirements for secure multiparty quantum computation.

We end by commenting on the potential applications, implementations and scope of our
work. Our protocols in Chapters 3, 4 and 5 are set to be experimentally demonstrated in a
photonics lab, through a collaboration with the group of Eleni Diamanti at LIP6, Sorbonne
Université, Paris. Before our work, implementations of the types of protocols we consider
were far from easy, with demanding requirements on fidelities and very small margins of
allowed errors. For example, previous theoretical work on anonymous communication of
quantum messages required perfect GHZ states or carrying out complicated quantum circuits,
and the application of self-testing results to propose an actually feasible device-independent
protocol has not been done in the past. Our work in this thesis thus contributes towards
drawing theoretical and experimental quantum cryptography closer together.

Each of our protocols fits in well with the aims of the Quantum Internet Alliance, a col-
laboration focused on constructing and developing applications for an extensive near-future
quantum network. As part of this, our anonymous quantum communication scheme (Proto-
col 5.7) is featured in the Quantum Protocol Zoo [40], a repository of fundamental protocols
that can be performed on quantum networks, and the other protocols we have developed
will shortly be added to this. In this era of tremendous technological progress, we expect to
soon see fully operational quantum networks that will revolutionise secure computing and

communication.
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