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Abstract

Among the various types of spyware, screenloggers are distinguished by their ability to
capture screenshots. This gives them considerable nuisance capacity, giving rise to theft
of sensitive data or, failing that, to serious invasions of the privacy of users. Several
examples of attacks relying on this screen capture feature have been documented in

recent years.

On desktop environments, screenshot APIs are widely used by legitimate applications
that provide screen sharing, screen casting, remote control, employee control, and
parental control. This makes malicious use of the screenshot functionality particularly
stealthy. Existing malware detection approaches are not adapted to screenlogger detec-

tion due to the composition of their datasets and the way samples are executed.

Moreover, the available countermeasures either suffer from a lack of usability that pre-

vents their large-scale use or have a limited effectiveness.

In this thesis, I propose a defence-in-depth approach combining prevention and detec-
tion against screenshot-taking spyware. This approach was developed after an extensive

analysis of this spyware category.

Our detection model achieves an accuracy of 97.4% versus 94.3% for a standard state
of the art detection model. This model was trained and tested on the first complete and
representative dataset dedicated to malicious and legitimate screenshot-taking applica-

tions.

Our prevention mechanism is based on the retinal persistence property of the human

visual system. Its usability was tested with a panel of 119 users.

Keywords— Spyware - Screenlogger - Screenshot - Malware Analysis - Malware

Dataset - Malware Detection - Retinal Persistence - Flicker Fusion - Defence-In-Depth
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1| Introduction

1.1 Context and motivation

Spyware can be defined as software that gathers information about a person or
organisation without their consent or knowledge and sends it to another entity
[16]. The software is designed for secrecy and durability. A long-term connec-
tion to the victim’s machine is established by the adversary, and once spyware is
installed on the victim’s device, it aims to steal information unnoticed. The most
powerful spyware attackers targeting specific entities can launch an advanced per-
sistent threat attack to access sensitive information while remaining undetected

for the longest possible period [17].

Spyware is usually organised in multiple modules, each performing one or more
malicious activities, with the ability to use them according to the attacker’s pur-
pose [18]. For example, AnubisSpy is an Android spyware that includes update
and destruction modules, in addition to spying modules such as a screenshot mod-
ule or a location module [19]. Typical spyware modules include keystroke log-
ging, screen logging, URL monitoring, turning on the microphone or camera,
intercepting sensitive documents and exfiltrating them and collecting location in-

formation [20].

Among the aforementioned spyware modules, screenloggers have one of the most
dangerous functionalities in today’s spyware as they greatly contribute to hackers

achieving their goals, as illustrated in figure 1.1.
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Powerful functionality : Wide range of\ Legitimate functionality : Wide range of\

malicious purposes legitimate purposes
Financially motivated State-sponsored Screen sharing (eg Screen capturing (eg
attacks (target attacks (critical share a powerpoint take a screenshot of
industrial companies, infrastructures : EU presentation) your hotel reservation)
banks, online-banking headquarters, US
users) DCCC and DNC) Remote access (eg Screen casting (eg
troubleshooting, capture the screen when
Examples: teleworkers) playing video games)
- Spy on bank clerks to impersonate them :
Carbanak cybergang stole $1bn from 100 Children and Employee Control (eg
financial institutions worldwide install a software taking screenshots to
- Spy on official institutions : Regin monitor your employees activity)
malware took screenshots for 6 years in
the IT network of the EU headquarters — Screenloggers are stealthy
- Steal intellectual property
- Steal banking credentials — Countering the screenlogger cannot
- Monitor the victim’s activity = invasion of ‘simply’ be done by disabling the screenshot
privacy functionality

Paradox : No solutions against screenloggers are investigated in
the litterature

Google scholar search:

153 results for ‘screenlogger’

6,960 results for ‘keyloggers’
6,540 results for ‘packet-sniffing’
20,600 results for ‘social engineering’.

Figure 1.1: Screenloggers problem.

Screenlogger users can be divided into two categories: financially motivated ac-
tors and state-sponsored attackers. The first category targets important industrial
companies (e.g., BRONZE BUTLER [19]), online banking users (e.g., RTM [21],
FIN7 [22], Svpeng [19]), and even banks themselves (e.g., Carbanak [21], Silence
[23]). The second category, which is even more problematic, targets critical in-
frastructure globally. For instance, the malware TinyZbot [24], a variant of Zeus
[25], has targeted critical infrastructure in more than 16 countries. More precisely,
the targets can be democratic institutions; for instance, XAgent targeted the US
Democratic Congressional Campaign Committee and the Democratic National

Committee [26]. In Europe, Regin [23], took screenshots for at least six years in
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the IT network of the EU headquarters. Diplomatic agencies have also been com-
promised, for example, North Korean malware ScarCruft has targeted diplomatic
agencies [27]. US defence contractors have also been hit by spyware, such as Iron

Tiger.

Screenloggers have the advantage of being able to capture any information dis-
played on the screen, offering a large set of possibilities for the attacker compared
to other spyware functionalities. Moreover, malware authors are inventive when
maliciously using screen captures. Indeed, screen captures have a wide range of
purposes. Some malware, such as Cannon and Zebrocy, only take one screenshot
during their entire execution as reconnaissance to see if the victim is worth infect-
ing [28,29]. Others hide what is happening on the victim’s screen by displaying
a screenshot of their current desktop (FinFisher [29, 30]). Others take numerous
screen captures for a close monitoring of the victim’s activity. This can allow
stealing of sensitive intellectual property data (Bronze Butler [4]), banking cre-
dentials (RTM [21], FIN7 [22], Xagent [26]), or to monitor the day to day activity
of banking clerks to understand the banks’ internal mechanisms (Carbanak [31],

Silence [23]).

The screenshot capability is sometimes the unique functionality used in some
phases of an attack to observe while remaining stealthy. For instance, in the Car-
banak attack targeting banking employees [20,32], attackers used the screengrabs
to create a video recording of daily activity on employees’ computers, as illus-
trated in figure 1.2 The hackers amassed knowledge of internal processes before
stealing money by impersonating legitimate local users during the next phase of

the attack.
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How the Carbanak cybergang stole $1bn
A targeted attack on a bank

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak

backdoor sent < g

as an attachment pn e
Money was transferred
to fraudsters’ accounts

Bank 1 E-payment systems

employee Money was transferred
to banks in China and the US

=24 Emails
M with exploits transfer Inflating account balances

Cradentials system S The extra funds were pocketed
stolen via a fraudulent transaction

100s of machines infected

in search of the admin PC Controlling ATMs
Orders to di h at
2288222028 il oot
0O 0 0O0O0O0 %, [ ] <
[ (o (o e Vi e (et (.'Se E2
o .
©2015 Kaspersky Lab CREA1 KASPERSKY#

Figure 1.2: Carbanak cybergang attack using screenshots [1]

These examples show that the screenshot functionality is widely used today in
modern malware programs and can be particularly stealthy, enabling powerful at-
tacks. Even in the case where no specific attack is performed, the simple fact of
monitoring and observing all the victims’ activity on their device is a serious inva-
sion of privacy. Moreover, screenshots are likely to contain personally identifiable

information [33].

What makes the screenlogger threat even more problematic is that, on desktop
environments, the screenshot functionality is legitimate and, as such, is used by
many benign applications(e.g. screen sharing for work or troubleshooting, saving
important information, creating figures, monitoring employees). The necessity of
capturing the screen has for instance increased with telework, even on sensitive
machines. Teleworkers, including bank employees or lawyers, may need to con-

trol their office computer remotely from home, or to share their screens during
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online meetings. Therefore, countering the screenlogger threat cannot ‘simply’
be done by disabling the screenshot functionality on sensitive machines. Other
natural approaches such as white-listing are prone to the ever more sophisticated
strategies malware authors can deploy to inject malicious code into legitimate pro-

cesses or bypass the user’s consent.

Paradoxically, only a few works appear in the literature about screenloggers, leav-
ing the threat relatively unknown. This gap is revealed by the low number of oc-
currences of the words ‘screenlogger’ and affiliated keywords on Google Scholar
compared to other threats: 153 for ‘screenlogger’ vs 6,960 for ‘keyloggers’, 6,540

for ‘packet-sniffing’ or 20,600 for ‘social engineering’.

To the best of our knowledge, the only studies focusing on screenloggers have
been limited to specific questions, such as the Android Debug Bridge (ADB)
vulnerability that allows screenshot-taking on Android smartphones [34-37], or
screenshot protection during authentication using virtual keyboards [38—40]. No
overall view is available of the threat represented by screenshot-taking malware
and how it can be countered. Therefore, the objective of this thesis is to address
the lack of emphasis in the literature on screenloggers by studying their behaviour

and proposing a defence-in-depth approach to fight them.

1.2 Research questions and Contributions

The research questions we are addressing in this thesis are the following:

* What are the behaviours displayed by screenshot-taking malware in the

wild?

* Can we build a complete and representative dataset dedicated to screenshot-

taking malware and legitimate applications?




University of Oxford Balliol College

* What are the most effective features to detect screenshot-taking malware

and distinguish them from legitimate applications?

* [s it possible to automatically prevent malicious screenshot exploitation on

a large scale without requiring user intervention?

In order to propose a complete and coherent approach against spyware programs

taking screenshots, this thesis brings five main contributions:

* Threat analysis: creation of novel criteria to classify the behaviours exhib-

ited by screenshot-taking malware.

* Construction of the first dataset of malicious and benign screenshot-taking
applications with two main constraints: ensuring that screenshots are taken
during the analysis and ensuring the representativeness of the dataset using

the aforementioned criteria.

 Use of the constructed dataset to identify the existing features which are the

most adapted to the detection of screenloggers.

* Development of the first behavioural detection system adapted to the
specifics of screenshot-taking malware. Instead of blindly relying on seem-
ingly meaningless data given to a Machine learning (ML) model, we pro-
pose new features that reflect the behaviours shown by screenloggers, as

opposed to legitimate screenshot-taking applications.

» Use of the retinal persistence property of the human eye to mitigate man-
ual and automatic screenshot exploitation while trying to achieve the best
possible usability. Forcing malware programs to take screenshots more fre-
quently makes them more easily detectable by our specific behavioural de-
tection system. Several experiments were conducted to ensure the method’s

robustness and the possibility to deploy it widely, on four main aspects: se-
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curity (as measured against human users as well as automatic algorithms),
usability (measured objectively and subjectively with actual users), real
time (can the images be generated sufficiently fast so that retinal persistence
can work?) and network bandwidth (in most cases, this approach reduces

the screenshot size, which allows for sending screenshots more frequently).

1.3 Detailed design

As illustrated in Figure 1.3, the proposed defence-in-depth mechanism lies be-
tween the application level (running programs) and the OS. It is triggered when-
ever a program requests a screenshot to the OS. Identifying such an event is not
straightforward as there is not a unique Application Programming Interface (API)
call to take a screenshot. By executing and analysing hundreds of malware and
legitimate applications, we identified the different sequences which characterise a
screen capture. These sequences include the different mechanisms that screenlog-
gers could use to evade detection: API calls out of sequence, spaced out in time,

or interleaved with other API calls.
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Figure 1.3: Design of the proposed solution.

Our defence mechanism is composed of two parts.

The first part is a behaviour based dynamic detection system. As soon as a pro-
gram makes a screenshot request, this detection system starts monitoring its API
calls and network traffic. It also tracks the different background and foreground
processes which are linked to this event. All this data is given to a ML model that

we trained in order to distinguish benign and malicious patterns.

The second part is a Retinal Persistence based Anti-Screenshot Solution (RPASS).
This system intercepts the screenshot requests and returns an altered screenshot
instead of returning the normal screenshot. An example of this is illustrated in
figure 1.4. The goal is to force the attacker to take more screenshots while en-
abling the user to see the screen (screen sharing, remote control). This is possible
thanks to the retinal persistence property of the Human Visual System (HVS). If

the user needs to take a simple unique screenshot, the only way to do so is to
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use the special “print screen" key on the keyboard, taking the necessary hardware

precautions to avoid the keypress being simulated.
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Figure 1.4: Example of altered screenshot.

The mitigation system has two major effects. The first one is to make it harder for
an attacker to recover information from the screenshots. They need to take several
screenshots in a limited time window and to use a specific algorithm to reconstruct
the screen. Indeed, we designed the alteration mechanism in a way that a simple
majority rule would not suffice; a pixel can be more time visible than hidden but
it can also be the reverse. Therefore, an Optical Character Recognition (OCR)
will be necessary to analyse the successive images and find what parts are hidden,

followed by an algorithm which will combine the different parts.

The second effect of this mitigation mechanism is that, as the attacker needs to
take more screenshots, it becomes harder to remain undetected. Indeed, it is not
possible to capture the screen at spaced intervals of time to remain stealthy. There-
fore, this mechanism is complementary with the detection module and makes its

task easier.
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1.4 Thesis structure

The rest of this thesis is organised as follows:

The main works partially responding to the issues raised in the thesis; namely, the
detection and prevention of screenloggers, are presented and analysed in Chapter
2. The studied prevention approaches have been intentionally extended to anti-
‘shoulder surfing’ countermeasures, even if this type of attack is outside the scope
of the thesis. This choice was made because of the important similarities between
shoulder-surfing attacks and those that are the subject of our work and the lack of

countermeasures against screenloggers.

Chapter 3 presents the various uses of screenshot-taking spyware to highlight the
dangers represented by this type of malware. These malicious capabilities are
further demonstrated through attack scenarios of varying complexity, all of which
correspond to plausible real-life situations. The presentation of the threat and
system model completes the chapter by clearly defining target environments as

well as the scope and limitations set for this work.

Chapter 4 presents our threat analysis methodology. This work aims to remedy
the lack of behavioural studies specific to screenloggers in the literature. The be-
haviour of screenlogging malware is studied and analysed in detail at each stage
of its operating mode using novel criteria specially created for the occasion. The
chapter concludes with a definition of the completeness criteria for our screenlog-

ger dataset.

The construction of a dataset dedicated to screenshot-taking malware and legiti-
mate screenshot-taking applications is outlined in Chapter 5. The challenges faced

and their solutions are thoroughly explained.

11
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Chapter 6 offers a detailed comparative study of screenlogging spyware and legit-
imate applications that take screenshots. This comparison covers all the steps of
the operating mode of the software considered. Differences and similarities be-
tween legitimate applications and malware are highlighted and analysed to iden-

tify promising criteria for screenlogger detection.

Chapter 7 outlines our detection methodology against screenloggers, which uses
new categories of features. A detection model using only traditional features from
the literature and another using our novel features are compared. This compari-
son allows for conclusions to be drawn on the effectiveness of the new detection

methodology and discusses its extension to other categories of malware.

Chapter 8 presents our retinal persistence-based approach against malicious
screenshot exploitation. The method is based on hiding some parts of the screen-
shot on the fly before its transmission to the application that requested it. The
proposed algorithms vary in three main aspects: the way hidden areas are deter-
mined, the pattern inside the hidden areas and the frequency of the display. One
of the most important characteristics of the proposed methodology is that it aims
to be transparent to the user, contrary to existing approaches that are too intrusive

to be widely deployed.

The approach proposed in Chapter 8 is evaluated in Chapter 9. Various parametric
combinations for different algorithms are evaluated for four criteria. Experiments
are conducted to show that the screenshot-altering method described in Chapter
8 improves the performances of the detection model presented in Chapter 7 by
forcing the attacker to take more screenshots. The usability of the approach and
its security against human attackers are tested with a panel of more than 100 users.

The results obtained are extensively discussed and analysed.

Chapter 10 concludes this work.

12
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1.5 List of publications

The contributions of this thesis have led to four conference papers:

* A Survey of Keylogger and Screenlogger Attacks in the Banking Sector
and Countermeasures to them: paper published in the 10th International

Symposium on Cyberspace Safety and Security (CSS 2018) [41].

 Dataset Construction and Analysis of Screenshot Malware: paper published
in the 19th IEEE International Conference on Trust, Security and Privacy in

Computing and Communications (TrustCom 2020) [42].

* A Novel Behavioural Screenlogger Detection System: paper published in

the 24th Information Security Conference (ISC 2021) [43].

* RPASS: Retinal Persistence based Anti-Screenshot Solution: paper submit-
ted to the 20th International Conference on Applied Cryptography and Net-
work Security (ACNS 2022).
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2| Literature Review

In this chapter, we present an overview of the state of the art regarding the five

contributions listed in Section 1.2.

2.1 Screenlogger behaviour analysis and construc-

tion of a dataset

2.1.1 Screenlogger behaviour analysis

To the best of our knowledge, the only studies focusing on screenloggers are lim-
ited to specific questions, which are the ADB vulnerability that allows screenshot-
taking on Android smartphones [44—47], and screenshot protection during authen-

tication using virtual keyboards [5,48,49].

No general view is available of the operating mode of this kind of spyware and
the behaviours they exhibit at different stages of their execution. Only MITRE
dedicates a page to screenshot-taking malware [14]. The MITRE page cites 127
security reports about screenshot-taking malware. However, the reports are unfor-
tunately not compiled or analysed to give a clear view of the threat represented by

screenshot-taking malware and the capabilities they possess.

2.1.2 Existing datasets

Although there are many malware datasets available containing diverse categories
of malware [50, 51], there is no existing dataset dedicated to gathering diverse
forms of screenshot-taking malware. The only screenlogger samples can be found

in general malware datasets in the middle of other types of malware. However,

14
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such general datasets would not allow us to test our future detection approach nor
to gather meaningful insights into screenloggers’ behaviour. There are several

reasons for that.

First, general dataset authors do not indicate whether their dataset contains
screenshot-taking malware. They usually simply indicate that the dataset con-
tains ‘spyware’ without giving information about their functionalities and partic-
ularly the screenshot functionality. To the best of our knowledge, only one dataset
explicitly includes screenloggers’ network traffic related to the well-known mal-
ware programs Zeus and Ares [52]. However, the collected network traffic of the
aforementioned screenloggers is not representative of the real screenloggers’ be-
haviour because authors only consider a periodic screen recording of 400 seconds,
whereas recent screenloggers are highly diverse. Thus, existing malware datasets
include few screenlogger samples, and they are limited because they only reflect

a small number of characteristics describing a specific screenlogger behaviour.

Second, the screenshot functionality is often not executed immediately when a
machine is infected. In particular, for a Remote Access Trojan (RAT), screenshot-
taking is triggered by a command sent by the remote attacker. There are also some
cases where screenshots are triggered by user events (such as mouse clicks) or by
the execution of certain programs or specific web pages (online banking, etc.).
Consequently, even if existing datasets may contain screenloggers, the screenshot
functionality will most probably not be used anyway, preventing us from making

observations.

Third, as mentioned before, legitimate applications are increasingly taking screen-
shots. These applications are diverse: screen sharing (e.g., Skype [53], Screen
Leap [54], Join.me [55]), remote control (e.g., TeamViewer [56], Netviewer [57],
GoToMyPC [58]), screencasting (e.g., Camtasia [59], CamStudio [60], Ezvid

15
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[61]), parental or employees control (e.g., Verity [62], Kidlogger [63], Norton On-
line Family7 [64]), or screenshot-taking and editing (e.g., PicPick [65], Snipping
Tool [66], FastStone Capture [67]). Thus, to effectively analyse spyware using the
screenshot capture feature, it is critical to be able to understand and identify the
similarities and differences between their behaviour and that of legitimate appli-
cations. However, there is currently no dataset of legitimate applications taking
screenshots and again, even when some of the legitimate applications contained in
the dataset can take screenshots, it is important to ensure that this functionality is

triggered at runtime (for example by enabling screensharing during a Skype call).

Due to the small number of works on screenloggers in the literature, existing
malware datasets are unsuitable for creating an effective detection method. They
do not mention whether screenloggers are included or not, and when they do,
only basic and naive behaviours are covered due to the specificities of screenshot-

triggering. The same problems apply to legitimate screenshot-taking applications.

2.2 Malware detection

Malware detection methods can be classified into three categories depending on
the technique they use: Signature-based detection, Anomaly-based detection and

Behaviour-based detection.

2.2.1 Signature-based detection

The basic idea of signature-based methods is that the signature of the program is
extracted from its files and matched to known signatures. Those methods work us-
ing two steps. First, known and already detected malware programs are analysed,
and their signatures are stored in a database; second, the signatures are compared

to detect possible malware. Bazrafshan et al. described those methods using three
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components: (1) a data collector which performs static or dynamic analysis, (2) an
interpreter in charge of converting the collected data into an intermediate format,
(3) a matcher, which matches the extracted features with already known behaviour

signatures [68].

Those methods perform well for known malware programs, with a low false-
positive rate. However, they are vulnerable to obfuscation techniques by which the
attacker can alter the code and avoid detection because the signature is changed
[69]. Moreover, signature-based methods cannot detect malware employing poly-
morphism and metamorphism because the signature of the malware changes every
time a machine is infected, nor zero-day attacks. Therefore, the signature database
must be updated continuously and must hold a signature for each variant of every

known malware program.

2.2.2 Anomaly-based detection

Anomaly-based detection techniques consist of modelling the normal behaviour
of a system to detect abnormal activities. The definition of normal behaviour can
be done manually using heuristic methods. Those methods use manually main-
tained and updated rules to differentiate between benign and malicious programs.
It is also possible to use ML. For instance, Tang et al. created models of Internet
Explorer and Adobe reader behaviours using unsupervised ML techniques [70].
Authors used hardware performance counters as features to detect the deviation
from the normal behaviour of those programs; they argue that those counters are

altered when a malicious code is injected.

The drawback of these methods for detecting malware in computer systems is that
those systems contain many processes and many possible behaviours, making it

difficult to define normal behaviour. This can result in a high false-positive rate.

17
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2.2.3 Behaviour-based detection

These methods analyse the behaviour of the program to determine whether it is
malicious or not. The main approach used for behaviour analysis is ML. Using
the features extracted by analysing the behaviour of the programs, a dataset is
formed and used to train an ML model. The latter can then classify a program
by receiving as input its features vector and giving as an output a decision about
its nature (malware or benign application). The ML model can be trained using
supervised or unsupervised methods. Using unsupervised methods, the classes are
automatically identified by the model, whereas with supervised methods, malware
programs are labelled in the dataset. A review of studies using ML models for
malware detection has been made by Souri et al. [71]. The features describing a

program can be static or dynamic.

Static analysis

Features can be extracted in a static way, which means that the binary files of the
malware are analysed without executing it. Different features can be extracted

from the binary files. The most frequently used features in the literature are:

* Dynamic-link library (DLL) imports: to access a specific API, programs
needs to import DLLs. Those imports can be detected and can reflect their

behaviour;
e API calls and their number of occurrences;

* Control flow graph: after disassembling the binary file of a program, a con-
trol flow instruction graph can be created. Nodes represent blocks of in-
structions, and edges represent control flow instructions. A method using

control flow graphs was presented by Eskandari et al. [72]. Another exam-
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ple of recent work using control flow graphs is [73], which is an approach
for detecting Java bytecode malware programs using static analysis with a

deep Convolutional Neural Network classifier to determine maliciousness.

* Opcode (Operation code): the opcode is a part of machine language instruc-
tions, along with the operand [74]. Opcode can be used to detect malicious

behaviours. For instance, Nar et al. used opcode frequency histograms [75].

* N-gram: n-grams are all possible substrings of length N that can be obtained
from a larger string. Using this method, malware programs are analysed

using text processing algorithms.

However, static analysis fails to overcome obfuscation techniques [76]. Malware
designers can use those techniques to disturb the analysis process and hide the
malicious behaviour of the program, for example, by using goto and jump in-
structions or by importing unused DLL libraries.Han et al. compared API calls
extracted using static and dynamic analysis and showed that API calls extracted
statically from malware and benign applications are less different compared to

those extracted dynamically [77].

Moreover, malware can encrypt itself with a different key each time it infects a
machine. It is impossible to extract its features statically without being able to
decrypt it. More specifically, the packing technique is a method of using multiple
layers of compression and encryption to hide the malicious code. Anezi et al. ar-
gue that 80% of current malware use this technique, and half of them are repacked

versions of old malware programs [78].

Dynamic analysis

Dynamic analysis consists in of running a malware program and monitoring its

activities, such as API calls or, or registry, file system and network use. The mal-
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ware can be run in a real environment, taking the necessary precautions to avoid its
spreading; , or it can be run in virtual environments [79, 80]. Megira et al. present
a more detailed description of tools used to analyse malware [81]. Dynamic anal-
ysis can overcome obfuscation techniques, since it analyses the runtime behaviour
of the malware. Therefore, this technique is widely used in recent malware detec-
tion works, which consider diverse types of dynamic features as described in the

following subsections.

Malware detection based on API calls monitoring is considered as the most
widely used method, because in order to perform their operations, most malware
must use the system APIs to perform their operations. Therefore, the behaviour
of a malware program can be identified using the sequence of API calls and their
number of occurrences. Several recent works use dynamic API calls extraction to

detect malware [77,82-84].

The basic principle of these methods is illustrated by Han et al. [77]. The authors
developed a detection system called MalDAE, which employs both static and dy-
namic API calls analysis. Their method is based on several steps. In the first step,
the data is collected by analysing the portable executable section of the binary files
to extract the sequences of API calls sequences statically. Then, the program is run
in a sandbox, its dynamic API calls are extracted, , and a pruning is done in order
to eliminate the redundancy of API calls and no-op instructions. This step helps
to eliminate noisy API calls used by the malware designers. Then, the sequences
of API calls sequences from both methods are merged, and the features are gen-
erated by taking the N API calls with the highest contribution. Finally, the vector
combining the N API calls is filled with the number of occurrences of each one,
and this vector is passed as an input to an ML model to classify the programs.

This method was evaluated using the VirusShare dataset [85], and five types of

20



University of Oxford Balliol College

malware were investigated: backdoor, rootkit, hoax, constructor and email-worm.
Four ML models were tested: Random Forest (RF), K-nearest neighbour (KNN),
Decision Tree (DT) and XGBoost, each one using only static features, then dy-
namic features and, and finally merged features. This last setting showed the best

performance.

Malware developers, however, use ever more sophisticated methods to evade de-
tection, and, as argued by Weijie et al., traditional methods based on API calls
sequences may be insufficient [82]. For instance, they can be cheated by malware
with strong imitation ability, which can reproduce the same API calls as legitimate
programs. As a result, detection methods based on API calls [86, 87] failed in de-
tecting some malware. Another drawback is that the feature vector generation is
based on the Top-N API calls, which were the most current in the training samples
[77,82]. Thus, the selected API calls strongly depend on the nature of the dataset.
Hence, if the dataset does not contain any screenshot-taking malware or very few,
screenshot calls would not be taken into account. A recent work aiming at solving
these issues is presented in [88]. The authors propose a novel ensemble adversar-
ial dynamic behavior detection method aiming at three features of malicious API
sequence, namely Immediacy, Locality, and Adversary. There results shows that

this technique provides more resiliency compared to existing ones.

Other methods proceed differently by focusing on specific API calls instead of
extracting all the API calls made by a program. This process enables extracting
more features about the API calls instead of extracting only the number of occur-
rences. It is the case of Javaheri et al., who focused on detecting spyware and,
more specifically, keyloggers, screen recorders, and blockers [89]. The authors
proposed a dynamic behavioural analysis through the hooking of kernel-level rou-
tines. More precisely, for the screenlogger case, the presented method is designed

to detect screenloggers under the Windows operating system. To this end, it hooks
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the GetWindowDC and BitBilt functions, and uses the system service dispatcher
table, which is the table that contains pointers to each kernel function. Then, to
classify a screenshot-taking program as spyware or benign, they used a DT (with
the J48 algorithm) considering the following features: frequency of repetition,
uniqueness of the applicant process, state of the applicant process (hidden or not)
and values of parameters in the system calls. The results showed that the proposed
method could detect screenloggers with an accuracy of 92% and an error rate of

7%.

However, this method suffers from several weaknesses. Relying exclusively
on API calls may not be sufficient to distinguish screenloggers from legitimate
screenshot-taking applications. Indeed, by investigating existing screenloggers, it
is possible to notice that they may exhibit various behaviours, including the fact
that the screenshots frequency may be different from one screenlogger to another.
The frequency can be a few seconds, few minutes, or configurable by the adver-
sary. Screenshots can also be taken irregularly at each user event. Legitimate
screenshot-taking applications are also diverse. Some of them, such as screen-
sharing applications, need to take screenshots at a high frequency, while others
like parental controls make take screenshots at a lower frequency, and others like
screenshots editing applications may take screenshots occasionally. Therefore, re-
lying only on API calls may lead to high false positives and false negatives rates
on an extensive dataset containing different types of screenloggers as well as be-
nign screenshot-taking applications. It was not mentioned whether the dataset
used to test the method proposed by Javaheri et al. contained benign screenshot-
taking programs, and there is no information about the nature and diversity of
screenloggers [89]. Moreover, the authors perform the hooking on only two func-

tions, namely GetWindowsDC and BitBIt, whereas there are other ways of taking
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screenshots. For example, it is possible to use the GetDC function instead of

GetWindowsDC in order to obtain the Device Context (DC).

Malware detection based on network monitoring Previous works on malware
detection have shown that network traffic can be used for this purpose. Several ML
approaches have been developed to characterise benign and malicious traffic based
on a set of network traffic features. Initially, network-based detection approaches
have been proposed for botnet detection [90,91]. Subsequently, the approaches
were extended to other malware types as most recent malware programs imple-
ment a communication module allowing the hacker to retrieve data and maintain

remote control of the malware through a command and control server (C&C) [92].

The RFC 3697 (standard for IPv6 Flow Label Specification) defines a traffic flow
as ‘a sequence of packets sent from a particular source to a particular unicast, any-
cast, or multicast destination that the source desires to label as a flow’. Lashkari
et al. defined a network flow as a sequence of packets with the same values for
five attributes: Source IP, Destination IP, Source Port, Destination Port and Pro-
tocol [93]. TCP flows are usually terminated upon connection teardown (by FIN

packets), while UDP flows are terminated by a flow timeout.

The flow-based network features from previous works in this domain have been
used to detect different malware types such as botnet, adware or ransomware. The
features are classified using the four categories defined by Lashkari et al.: byte-
based (features based on byte counts), packet-based (features based on packets
statistics), time-based (features depending on time) and behaviour-based (features
representing specific flow behaviour). To these, we can add transport layer fea-
tures and host-based features. Numerous features may not be used by the classifi-
cation algorithm because they do not carry useful information (depending on the

malware type).
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Some of the existing research has developed models for general malware detec-
tion based on network traffic [92-94]. To characterise general malware traffic,
Lashkari et al. proposed an Android malware detection model based on nine net-
work features: flow packet length (min, max), backward variance data byte, num-
ber of packets with FIN, flow forward and backward bytes, maximum idle time,
initial window forward and minimum segment size forward [93]. These features
have been selected from an initial set of 17 by applying three feature selection
algorithms. The proposed approach showed an average accuracy of 91.41% and a

false-positive rate of 8.5%.

Boukhtouta et al. used two approaches: Deep packet inspection and IP packet
headers classification [92]. Deep packet inspection is an advanced method for
examining the content of packets and identifying the specific applications or ser-
vices it comes from. It is a form of packet filtering that locates, identifies, classi-
fies, reroutes or blocks packets with specific data that conventional packet filter-
ing, which examines only packet headers, cannot detect. The evaluation results
showed that it is possible to detect malicious traffic using J48 and Boosted J48

algorithms with 99% precision and less than 1% of false positives rate.

Nari and Ghorbani proposed a framework for the automated classification of mal-
ware samples based on network behaviour [94]. They considered different mal-
ware families, such as Bifrose, Ardamax, Mydoom or LDPinch, and identified
network flows from traffic traces gathered during the execution of malware sam-
ples. Then they created a behaviour graph for each sample to represent the mal-
ware activity. The behavioural profile is built using dependencies between net-
work flows in addition to the flow information. The classification features are
extracted from the behaviour graphs. This includes, for example, the graph size
(the number of nodes in the graph, which also shows the number of flows in the

network trace of the malware), the root out-degree (which represents the number
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of independent flows in the network trace of the malware), the maximum out-
degree (which shows the maximum number of dependent flows in the network

trace of the malware).

Other approaches focus on detecting specific malware types by analysing their

network trace.

In another work Lashkari et al. proposed an initial set of 80 network-flow features
to detect four Android malware categories: adware, ransomware, scareware and
SMS malware [95]. After applying two feature selection algorithms, they kept the
following features: forward packet length std, initial window forward and back-
ward, segment size min, backward packet length min, backward packet length std,
total backward packets and maximum and minimum inter-arrival time. The pro-
posed approach showed an average precision of 85% for three classifiers, namely

RF, KNN and DT.

The Canadian Institute for Cybersecurity offers two datasets intended for intrusion
detection: CICIDS2017 [96] and CSE-CIC-IDS2018 [97]. The datasets cover six
attack profiles: DoS/DDoS, SSH/FTP, Web attack, infiltration, bot and port scan.
Note that the CSE-CIC-IDS2018 includes a botnet attack with a screenshot-taking
and keylogging scenario [97]. For both datasets, 80 network traffic features have
been extracted. Then, RandomForestRegressor was used to select the best feature
set for each attack [96]. For instance, the best set of features for botnet detection
consisted in: subflow forward bytes, total length forward packets, forward packet

length mean and backward packets per second.

Saad et al. and Beigi et al. used features characterising the length of the flow along
with other general features to detect peer-to-peer botnet traffic [98,99]. To select
the features, they assumed that botnet traffic generated by bots is more uniform

than traffic generated by legitimate users showing highly diverse behaviour.
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Note that screenloggers have received less attention from the researchers in com-
parison with other malware types, despite their impact on personal user data. Al-
though malware programs share some common characteristics, they have different
communication patterns with their C&C server. For instance, in P2P botnets, the
bots frequently communicate with each other and send ‘keep alive’ messages. To
detect screenloggers based on their network traffic, it may be necessary to use
specific features related to their characteristics, such as the data type or the fact
that their traffic is asymmetric. To the best of our knowledge, the only available
screenloggers’ network traffic is related to the Zeus and Ares malware programs
[96,97] and are not representative of existing screenloggers, as they only consider
periodic sending of 400 s. Screenloggers may exhibit various behaviours to re-
main stealthy, such as irregular sending or reducing the packet size by taking only
part of the screen, lowering the resolution or using compression. Our experiments
showed that a screenshot of a virtual keyboard may reach a size of 33KB by using

low resolution and compression while still being exploitable by OCR tools.

Malware detection based on resource use Some works use the monitoring of

resources consumption to detect malware, such as CPU or memory use.

Many works in the literature are based on the number and sequences of the file
system or registry operations. Indeed, to perform their tasks, malicious programs
need to make some operations on the file system and the registries, such as creat-

ing, deleting or altering files or registers.

An example of a method using those parameters was proposed by Mao et al. who
used directed graphs composed of edges representing the dependency between the
processes, the files and the registry entries [100]. Once the dependency graph is
created, a PageRank-inspired algorithm is used to quantify the importance of each

node. Then heuristic rules are used to detect the malware. The authors compared
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their approach with three classifiers: KNN, linear regression and RF. Other works

consider memory and registry operations, along with other features [82, 83].

A work using memory access is presented by Banin et al. [101]. In this work,
the authors use an automated virtualised environment and Intel PIN - a dynamic
binary instrumentation tool - to record memory access sequences produced by
malicious and benign executables. The dynamic binary instrumentation tool can
be used for live analysis of binary executables and facilitates analysis of different
properties of the execution, such as memory activity or addressing space. The au-
thors focused on the analysis of basic memory access operations (read and write)
and their n-grams. They used several ML models to test their methods, such as

KNN and Artificial Neural Network (ANN).

However, these works only focus on the number or the sequence of memory or
file operations and do not consider other parameters, such as the size of the writ-
ten files, for example, which may be necessary for screenlogger detection and

differentiation from legitimate screenshot-taking applications.

Other works include CPU usage as a parameter to detect malicious programs.
Some are anomaly-based approaches [102, 103]. Other detection methods
are behaviour-based and monitor the resource use of each program separately
[104-106]. For instance, Massarelli et al. propose to detect Android malware
by monitoring a set of system-wide and application-specific metrics, including
CPU, memory and network usage [105]. The proposed architecture automatically
executes Android applications in a sandboxed environment. During each run,
it collects resource consumption metrics from the /proc file and processes them

through detrended fluctuation analysis and Pearson’s correlation.

All these methods target mobile environments, and to the best of our knowledge,

CPU usage was not employed to detect malware in desktop environments. Al-
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though it may not be effective alone, in the screenlogger case, this could be useful
along with other parameters such as screenshot API calls to help distinguish be-

tween screen-recording malware and legitimate screenshot-taking applications.

Combination of different categories of features Some methods propose to de-

tect malware by combining different categories of features.

Weijie et al. proposed a framework that allows for the detection and classification
of malware programs using several parameters [82]. The proposed framework is
called Mallnsight and consists of four stages: (1) data collection, (2) profiling
based on the programs’ API calls, file and registry access, and network use, (3)
feature generation (number of occurrences of API calls, network operations and
I/O operations) and (4) training of four ML models. The dataset used contains
benign applications and five malware types: backdoor, constructor, email-worm,
net-worm and trojan-downloader. The performance of each model is compared by
combining the different features. This is done to show the impact of each feature

on the performance of the models, which depends on the malware type.

Another example is Mohaisen et al., who used a data-mining approach to clus-
ter and classify malware programs [83]. The process was executed on malware
samples received daily from partners, particularly banking institutions. The ap-
proach uses a classifier trained on a manually labelled dataset. Malware samples
were executed in a VMware virtual environment and analysed using Yara [107].
The extracted features are grouped as follows: (1) File system, which includes the
number of created, modified, deleted files, file extensions, and the number of file
in specifics folders;(2) registry : number of created, modified or deleted registry
keys; (3) Network : number of connections on specific ports, protocol type, count
of http requests GET, POST and HEAD, size of reply packet and count of specific
http response codes, such as 200, 300, 400 and 500. Four ML. models were used:
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SVM, classification tree, KNN and Perceptron. The SVM model showed the best
performance. The authors argued that their method showed a precision of 99% in

classification and 98% in clustering.

However, considering too many features may lead to overfitting. Indeed, depend-
ing on the malware type, some features may be more relevant than others. Thus,
adding too many unnecessary features may mislead the classifier. Weijie et al.
tested their method on completely unknown malware samples having no link with
their training dataset, and the results showed that for this malware type, consid-
ering only high-level features related to file, registry and network access is better
than relying on a complete set of features including API calls, DLLs and static

features [82].

Indeed, this is an important problem in malware detection methods, and many
methods need to know the malware type in advance to perform accurate detec-
tion [108, 109]. This overfitting problem was formalised by Grosse et al. [110].
This paper presents an adversarial algorithm for attacking an ML detection model.
Their goal is to show how malware developers can adapt their strategies to evade
detection. The proposed algorithm consists of altering the input feature vector
to mislead the detector. This is done without causing the application to lose its
malicious features. The authors designed an ANN model for malware detection,
which was trained using a public malware dataset [111]. This model was used in

an attack scenario, and it was misled by 63% of malware.

Urooj et al. [112] made a study about the machine learning techniques proposed
in the literature during the last three years to detect ransomware. All these meth-
ods are based on behavioral detection with dynamic features. This study shows
that many recent techniques use deep learning algorithms (ANN), alone or com-

bined with traditional ML, to detect ransomware. However, to be efficient, this

29



University of Oxford Balliol College

kind of technique needs a huge amount of data (thousands or millions of sam-
ples). An example is the work of Kimmel et al. [113], which proposes recurrent
neural networks based online behavioural malware detection techniques for cloud
infrastructure. They use 40,680 malicious and benign samples of general mal-
ware. However, there is only a little data about screenloggers with approximately

a hundred of samples, making these techniques not applicable.

2.2.4 Synthesis

Signature-based methods give good results for known malware programs with a
low false-positive rate. However, they are vulnerable to obfuscation techniques
that are more and used by modern malware. Moreover, signature-based methods
cannot detect malware integrating polymorphism and metamorphism mechanisms

because the signature of the malware changes every time a machine is infected.

The drawback of anomaly-based detection techniques for detecting malware in
computer systems is that those systems contain and execute many processes hav-
ing many possible behaviours. This makes it difficult to define a normal behaviour

to model in detection methods and can result in a high false-positive rate.

Static behaviour-based detection fails to overcome obfuscation techniques. Mal-
ware designers can use those techniques to disturb the analysis process and hide

the malicious behaviour of the program.

Dynamic analysis behaviour-based detection can overcome obfuscation tech-
niques, as it analyses the runtime behaviour of the malware. Therefore, this tech-
nique is widely used in recent malware detection works, which consider diverse
types of dynamic features. However, it was shown that the performance of a de-
tection model greatly depends on the dataset it was trained on. Indeed, the features

selected as the most discriminative vary according to the malware type. Consid-
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ering many features for general malware detection is not ideal either as it makes
it easier for malware programs to pretend to be legitimate by taking advantage of

overfitting.

Screenloggers can be a particularly evasive category of spyware due to the screen-
shot functionality being a legitimate one widely used by legitimate applications.
However, only one work mentions screenloggers and several limitations to its
methodology were discussed [89]. More precisely, the approach was limited to
the API call feature, the API calls traced to detect screenshots were not exhaus-
tive, the behaviours of screenlogger samples were not diverse, and they did not
mention whether legitimate screenshot-taking applications were included. For all
these reasons, it is necessary to propose a tailored model using features specific
to screenloggers and able to distinguish them from legitimate screenshot-taking

applications.

Figure 2.1 sums up why existing malware detection approaches are not adapted to
the screenlogger case. There is a need to design a behaviour-based approach with

dynamic features specific to screenloggers (API calls and network monitoring).
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Figure 2.1: Drawbacks of existing detection methods for screenloggers

2.3 Screenlogging prevention

This section gives an overview of previous works aiming at protecting the content

of the screen from attackers. These works are focused primarily on securing the

act of authentication, but some of them also aim at general screen protection.

2.3.1 Screenlogger prevention: the authentication case

Most works aiming at protecting the screen content during authentication cover

the case of shoulder-surfing attacks from an external observer. However, some of
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these techniques are applicable to screen-recording attacks. A more limited num-
ber of works focus on tackling the screenlogger threat during the authentication

process.

Protection against shoulder surfing

Shoulder surfing is an observation-based attack where a malicious observer sees
content on the victims’ screen without their authorisation by observing it directly
or using cameras. This is a well-known problem in the literature, and many works
aim at addressing this threat, especially in the authentication case. This issue
is closely related to the threat of screenshot-taking malware because in the two
cases, an adversary sees the victim’s screen without authorisation; the difference
lies in the method used to observe the screen. Therefore, the anti-shoulder surfing

methods for secure authentication are discussed below.

Obfuscation and confusion Some techniques in the shoulder-surfing literature
have attempted to remedy the shortcomings of password-based authentication by
using obfuscation and confusion of the observer (Figure 2.2). As explained below,

these methods are not effective against screen-recording attacks.
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Figure 2.2: Examples of anti-shoulder surfing authentication techniques using ob-
fuscation and confusion.

One proposed solution consists of adding artefacts (noise) on the screen when a
click occurs [117]. For example, it can be the display of an artificial mouse pointer
to prevent the malware from knowing which part of the screen has been clicked.

This approach would not stand up to malware recording the click coordinates.

Several works propose using virtual keyboards in which keys are mixed or hidden.
Agarawal et al. suggested a dynamic virtual keyboard that mixes key layouts after
each click and hides them at click events (figure 2.2 (a)) [114]. A colour code is
used to easily remember character positions. The user can enter one character at a
time. The position of the character to be typed is noted, and the user clicks on the
‘hide keys’ button to hide all characters. Finally, the position of the desired key is

located using its colour code.
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The keyboard proposed by Srinivasan et al. consists of 72 keys that are logically
divided into four groups — A, B, C and D, each comprising 18 keys [118]. When
the keyboard is shown to the user, the keys’ positions are randomised. The user
must locate and remember the current position of the desired key. Each key is
indexed using its position and its group ID. Thus, the user needs to note down
the index value and group ID corresponding to the required key (for example, A2,
where A is the group ID and 2 is the index of the required key). At the next step,
the user shuffles the keyboard keys and hides their labels so that only their indexes
appear. After a key is entered, the keyboard is randomised and switched to visible
mode. This process continues until the user enters all the password characters and

chooses to submit.

A similar approach was proposed by Parekh et al., with a virtual keyboard that
changes its appearance and disposition over time [115]. When the user clicks on a
key, all the keys of the keyboard are transformed into asterisks, and the keyboard

layout is changed randomly after each click (Figure 2.2 (b)).

All these techniques have in common that they rely on the attacker’s short-term
memory because they cannot remember the position of each character between
each click as the layout is mixed and the keys are hidden at the click events.
The technique is effective against shoulder-surfing attacks performed by a human
observer, but it is not the case when the process is recorded using a camera. More-
over, it is effective against screenloggers that take screenshots at each click but not

against those taking screenshots at regular and short intervals.

Cognitive tasks Other techniques have attempted to make games out of the
authentication procedure without needing to hide any information (Figure 2.3).

These techniques use cognitive tasks to increase the difficulty of the login session.
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However, the use of cognitive challenges is not always efficient against screen-

recording attacks depending on the proposed scheme.
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Figure 2.3: Examples of anti-shoulder surfing authentication techniques using

cognitive tasks.

Roth et al. presented an alternative PIN entry method called ‘the cognitive trap-

door game’ to prevent shoulder surfing [119]. The main idea is to consecutively

display the set of PIN digits as two partitions. Instead of clicking on the targeted

digit, the user must indicate the partition to which it belongs. This process is re-

peated four times for each of the four PIN digits. Roth et al. proposed a similar

approach in another work [122]. These approaches make use of the limited human

visual short-term memory to counter shoulder surfing, because a human observer

cannot remember the combination of the 16 partitions entered by the user with the
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corresponding screen for each one. However, by taking screenshots, it is possible

to deduce which digits correspond to each 4-partition combination.

Similarly, the approach described by Nand et al. is not resistant to screenlogger
attacks [123]. In the paper, the researchers proposed the ‘PassBoard’ approach,
relying on a dynamic grid of characters. The user must perform two button clicks
to get the desired character. The first and the second click can be performed on
any button belonging to the same row and column, respectively, as the desired
character. Therefore, the user can enter their password without pressing any of
the characters that occur in it. However, using screenshots, it is easy to recover
the password characters by looking at the intersection of rows and columns corre-

sponding to the clicked characters.

Other approaches are more difficult to break, even with screenshots, but may be
subject to brute-force attacks. This is the case of the approach proposed by Sur-
jushe et al., which aims to bolster the security level of virtual keyboards against
shoulder surfing without hiding characters [124]. During the registration process,
the user specifies an email address where a Factor of Displacement (FD) and a
traversal direction are received. FD is a random number between one and five
specifying the number of shifts from one key to another. The traversal direction
indicates the shift direction. When logging on, for each character of the password,
the user must calculate the new character to type by adding the number of shifts
FD. For example, if the original character of the password is ‘q’, with FD equal to
one and the traversal direction horizontal right, then the new character to be typed
is ‘w’. The weakness of this approach lies in the fact that the adversary can try all

the combinations of FD and directions, which makes only 20 possibilities.

Some works propose password schemes that are resistant both to shoulder surfing

and screen-recording attacks. Deulgaonkar et al. propose a pair-based scheme
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[120]. A session password is built by processing the password characters in pairs.
Each character of a pair is located on a grid, and their intersection is part of the
session password. The latter changes for each session because of the changing of
the characters’ grid layout. Another example of a screen-recording resistant ap-
proach is presented by Zhao et al., who propose an authentication scheme called
S3PAS [121]. An image containing letters, numbers and special characters placed
in disorder is presented to the user, who has to enter a password by clicking on
the image following a specific click-rule relying on ‘pass-triangles’. For instance,
if the password is 1234567, then the first click must be inside the pass-triangle
formed by 1, 2 and 3 and the second click must be inside the pass-triangle formed
by 2, 3 and 4, and the process is repeated until the password completion. These au-
thentication techniques are resistant both to shoulder surfing and screen-recording
attacks. Indeed, even if the observer has recorded the screen and can see all the ac-
tions performed by the victim, the number of different possibilities is too high, and
it is impossible to deduce anything. However, it makes the login process longer
and more complicated. Moreover, these protection mechanisms are specific to the
authentication process, which is an active process where the user has to perform a
succession of actions, but it is not generally extendable to protect any information

displayed on the screen.

Graphical authentication Another technique to protect authentication against
shoulder surfing is the use of graphical passwords. Such techniques replace the
alpha-numeric password with the use of a series of images, shapes and colours

(Figure 2.4).

However, these techniques are not necessarily resistant to screenlogging attacks.
The authentication scheme proposed by Wiedenbeck et al. serves as an example

[125]. Authentication is performed by clicking on a set of predefined pixels on
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a chosen picture. The user picks up several points (3 to 5) on an image during
the password creation phase and re-enters each of these preselected click-points
within their tolerance square in the correct order during the login phase (Figure 2.4
(a)). The image helps the user to recognise the set password. The locations where
the user clicks may be difficult to recover for a classic shoulder surfer, but if the
screen is recorded during the login process, an adversary could recover the pass-
word by looking at the screenshots. A similar example is the solution proposed by
Sun et al., which relies on a graphical authentication system named PassMatrix
(Figure 2.4 (b)) [126]. Users choose one square per image for a sequence of n
images rather than n squares in one image. such as in the case of Wiedenbeck et

al.

(c) [127]

Figure 2.4: Examples of anti-shoulder surfing authentication techniques using
graphical passwords.
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A different visual authentication scheme is proposed by Kim et al. [127]. The
login process is based on a set of icons, called key icons, affected to one single
colouring: red, green, blue or pink (Figure 2.4 (c)). On the login interface, the
user is presented with several grids of randomly dispersed icons. For each dis-
played grid, they must lasso the key icons with the correctly coloured ring. The
authentication is allowed in the case where the user lassos the key icons of each
grid with the intended colour rings. The size of the colour rings is adjusted so that
it contains seven icons. However, this technique is not effective against screen
recording because it may take an observer only a few login sessions to deduce the
key icons with the associated colours (by intersecting the sets of lassoed icons for
each colour on each grid), especially given that the users may tend to place the

key icons at the centre of the colour rings.

Gesture-based authentication Using this method, the user is able to draw a
picture to authenticate, or ‘connect-the-dots’ in a grid in a specific order or pat-
tern (Figure 2.5). This method was primarily developed for convenience since

password entry using small screened mobile device keyboards can be difficult.

Figure 2.5: Example of gesture-based authentication [2].

Jermyn et al. proposed a scheme for a graphical input display that allows for

drawing any shape or any character as a password (Figure 2.5) [2]. The pro-
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posed technique is intended to increase the difficulty of stealing a password for
a shoulder surfer. The user draws their password over a grid divided into cells.
The entered shape is mapped into cell coordinates in the order which the stylus
passes through them. The mapped coordinates are compared to those entered dur-
ing signing up to allow or deny the authentication. However, this approach is not
resistant to screen recording as only two screenshots are sufficient to know the

shape and the starting point.

This scheme was extended by Martinez et al. [128]. The proposed authentication
system is based on behavioural biometric characteristics which are extracted from
the dynamics of the drawing process such as speed and acceleration. In other
words, the attacker would have to imitate not only what the user draws, but also
how the user draws it. In this case, it is more difficult to impersonate the user
even with screen recording. However, if screenshots are taken at a sufficiently
high frequency, it is still possible to deduce the speed at which the form was
drawn. It may also be possible for a malware to use the phone’s sensors such
as the accelerometer. Moreover, this technique is specific to the authentication

process and is not extendable to protect any information displayed on the screen.

Hardware-based authentication Some techniques propose to enter the pass-
word using other hardware components instead of limiting the process to the tra-
ditional keyboard and screen of the user’s device. For example, Bianchi et al.
proposed a tactile cues-based method to prevent shoulder surfing during login
(Figure 2.6) [3]. The system is implemented using special hardware keys that
allow encoding passwords as a sequence of vibration patterns rather than charac-
ters or images. The same authors proposed a PIN entry based on audio or haptic

cues [129]. These techniques are effective against screen recording, but the draw-
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back is that special hardware is needed. Moreover, the technique is specific to the

authentication process and cannot be used for general screen content protection.

Serial Link

Controller /

'©®  (Circuit board
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Figure 2.6: Secure Haptic Keypad [3].

Luca et al. presented an authentication mechanism named XSide that uses the
front and the back of smartphones to enter stroke-based passwords (Figure 2.7)
[4]. Users can switch sides during input to minimise the risk of shoulder surfing.
The authors explored how switching sides during authentication affects usability
and the security of the system. This technique is specific to smartphone devices

and is also limited to the authentication process.

Figure 2.7: XSide system [4].
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Protection against screenloggers

A few works proposed methods based on human vision features to prevent screen-
loggers from stealing credentials during authentication. Lim et al. proposed a
solution based on retinal persistence (Figure 2.8) [5]. The goal of this technique
is to divide each character into segments and display them one after the other in a
quick succession. At a sufficiently high speed, a human can see the whole charac-
ter. On a screenshot, the numbers are never fully visible. However, this solution
is limited to digital numbers composed of a limited number of segments. Also,
an adversary can deduce possible characters from one image (knowing that one

segment is on may greatly reduce the set of possible digits).

M1 M2 M3
< L~.

Images cyclically
displayed on the
screen

Visual
persistence

Perceived image
_ in the eye

Figure 2.8: Formation of the number ‘4’ using visual persistence [5].

Echalier et al. proposed a new technique to create virtual keyboards based on
the Gestalt psychology [49]. The proposed approach uses the law of common

fate, which states that elements moving in the same directions are perceived as
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belonging to the same form. The idea is to divide the keyboard into tiles that
contain either a random or a pre-calculated texture. This technique stimulates the
brain to detect the pre-calculated tiles on which the same rotation is applied as
whole shapes while disregarding the random textures as background. In doing
s0, a human sees a traditional keyboard while a program only detects noise. This
method can also allow for the prevention of screenshot exploitation by a human:
motion perception allows a human to distinguish a given form through motion.
When a screenshot is taken, however, there is no motion, and even a human can-
not read the content. This idea is extended by Bacara et al. [48], who designed
a virtual keyboard using motion perception and two other human vision proper-
ties : visual assimilation that allows a human to perceive the apparent brightness
of an object depending on the contrast between the object and its surroundings,
and visual interpolation, which allows a human to perceive the complete shape
of an object even with missing parts [130]. Although these works afford ade-
quate protection against screenloggers during authentication, it may be difficult
to use them for general content protection because the user’s visual comfort is
significantly affected due to the techniques used, resulting in greyscale and noisy
images. Another obstacle for the adoption of this method as a general solution
against screenshots is that it is content-dependant and requires computations to
be performed on each pixel, which is time- and resource- consuming. Moreover,

these methods are limited to textual content protection.

A different approach is proposed by Nyang et al. [6]. The authors provide a se-
cure authentication protocol that overcomes several attacks, including keyloggers
and screenloggers, by relying on the use of two devices (a smartphone and a com-
puter, for example). A blank virtual keyboard is displayed on the first screen, and
after scanning a QR code, randomly dispersed keyboard keys are shown on the

second screen. The user enters the password using a mouse pointer on the blank
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virtual keyboard of the computer while seeing the arrangement of keys through
the smartphone (Figure 2.9). However, this technique requires having two devices

and cannot be used for general screen content protection.

Keyboard on Terminal

4 |
P P ——
200
Keyboard on Smartphone Clicking Password on Blank Keyboard

Figure 2.9: Authentication system proposed in [6].

2.3.2 Screenlogger prevention: the general case

Although most works focus on countering observation-based attacks during au-
thentication, some aim at protecting the screen’s content from any privacy leak in
a more general way. In this context, shoulder surfing is again an important pre-
occupation, but several studies also propose specific solutions to protect private
content from screenshots. Works targeting the prevention of automatic character

recognition are also interesting to mention in this context.

Shoulder surfing

Offering general protection of the screen content against shoulder surfing is a

challenging issue that is the object of several recent works in the literature.
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A major difficulty of finding general solutions against shoulder surfing is that
screen protection cannot be applied permanently and on the whole screen as it
would otherwise prevent the users from utilising their devices. Therefore, some
solutions propose protection mechanisms based on face detection to detect the

presence of shoulder surfers.

This is the case of Brudy et al., who proposed a solution to address the shoulder-
surfing threat in public spaces for large displays (fixed device) [131]. The authors
exploited the spatial relationships between the user, the shoulder surfer and the
screen. Their solution warns the user about the presence of a shoulder surfer by
flashing the border of the screen and providing a 3D model in which the position
and gaze of the surfer are indicated. Then, the user can hide or collect the per-
sonal window together on one side of the screen. Moreover, the position of the
user’s head against the display and the shoulder surfer is estimated to darken the
regions visible to the shoulder surfer and leave the shielded display area unaltered.
However, this technique presents several drawbacks, such as its inapplicability to
cases where it is a camera instead of a human recording the content of the screen,
or in the case of a screenlogger. Moreover, this system may disturb the user in
the case of false positives, where faces are detected from persons who are not
shoulder surfers looking at the screen or persons whom the user wants to show

information.

Another technique uses face detection and thus suffers from the same drawbacks
[7]. The authors proposed the Shuffling Texts Method (STM) — a method aim-
ing to prevent shoulder-surfing attacks. The STM displays shuffled texts to the
malicious shoulder surfers. In plain mode, when only the user is reading the
document, the shuffling level is 0. As soon as an intruder appears, STM provides
shuffled texts with a higher shuffling level (Figure 2.10). As the solution proposed

by Brudy et al., this method, which relies on face detection, is not applicable to
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the case of an adversary using a camera to film the content of the screen nor to
screenloggers. Moreover, the usability is affected since to allow reading, users

must move the cursor while reading to indicate which zones must not be shuffled.
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(b) Displaying shuffled text

Figure 2.10: Shuffling text method [7].

Another solution, proposed by Khamis et al., is to use gaze-tracking [132]. The
authors proposed to display textual content on smartphones by tracking the user’s
gaze while hiding the rest of the screen using different masks (blackout, crys-
tallise or using a fake text). However, this solution is not effective against screen-

recording attacks.

Other solutions give an active role to the users or let them choose what content

they want to protect.
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Eiband et al. proposed replacing texts with the user’s handwriting to protect tex-
tual content from shoulder-surfing attacks [133]. This method assumes that the
shoulder surfers are slower when reading the unfamiliar handwriting of other per-
sons. The proposed scheme is split into two steps in which the user’s handwriting
is collected word-by-word then combined into original sentences of textual con-
tent. However, this method presents several drawbacks, including usability and
that it is not necessarily effective against screen-recording attacks because mod-

ern OCR are able to recognise handwritten content.

Mitchell et al. offered a method to replace sensitive information with less mean-
ingful data to combat shoulder surfing [8]. As illustrated in Figure 2.11, the user
must define a list of sensitive words that will be replaced by aliases. In that users
must choose the data they want to protect, the scope of the proposed approach is
significantly reduced because most users are not security aware and would not do
it. Moreover, the approach is quite intrusive because users cannot see the protected

data.

SAMPLE MAPPING OF SENSITIVE DATA TO CASHTAG ALIASES

Type Actual Alias
Name John Smith Sname
Email Jsmith@gmail.com Semail
Username Jsmithl Suser
Password p@sswOrd Spass

Street Address 123 Main St. Saddress

Phone number 555-111-2222 Sphone
Birthday 1/1/85 Sbday

SSN 111-22-3333 $ssn
Credit Card 4321 5678 9012 1234 Svisa
Account number 123456789 Saccts

Figure 2.11: Sample mappings of sensitive private data elements to their corre-
sponding Cashtag alias [8].

For the protection of graphical content, Zezschwitz et al. proposed the application

of distortions to images displayed on smartphones to protect them from shoulder
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surfers, as illustrated in Figure 2.12 [9]. The scheme allows the smartphone owner,
who has already seen the picture, to recognise the image, in contrast to an onlooker
who has not seen it before. However, as the quality of the images is significantly
affected, the usability of this approach is minimal, and the solution cannot be

widely applied.

“Qm =N-N | % A @0533

Figure 2.12: Filters applied to photos against shoulder surfing [9].

To conclude, some of the proposed solutions against shoulder surfing are not ef-
fective against screen-recording attacks because they rely on spatial information
such as face recognition or gaze-tracking. Other solutions use subjective data
from the users, such as using their handwriting or letting them choose which data
they want to protect or completely hide. These approaches are, however, highly

intrusive and cannot be adopted widely.

These drawbacks stem from the general difficulties of preventing shoulder surfing,
which is quite a challenging problem. An attacker next to a user seeing the same

screen must be prevented from acquiring sensitive data, while users must be able
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to utilise their devices and read the content of their screens. The problem is quite
different in the case of screen-recording spyware, and other solutions have been

proposed to cover this case.

Anti-OCR techniques

Addressing the screenlogger threat implies taking steps to prevent exploitation,
that is, preventing adversaries from extracting data from screenshots once they
are taken. In this context, anti-OCR techniques may be used to prevent automatic

screenshot exploitation.

During the last decades, OCR techniques have rapidly evolved. OCR systems
take as inputs images containing text and produce a textual representation of the
extracted characters. The recognition process is composed of two stages. The
segmentation is done in the first stage: features are extracted from the images, and
a series of separated individual character is extracted accordingly. The second
stage is the recognition process: characters are recognised using ML, and their

textual representations are produced.

Usually, OCR algorithms are legitimately used for digitising and making search-
able typed or handwritten text from scanned images. In some cases, however, they
are used in online bots to bypass a text-based Completely Automated Public Tur-
ing test to tell Computers and Humans Apart (CAPTCHA). A CAPTCHA is used
to protect online services from attacks, such as denial of service and spamming,
and allows only human interactions. To prevent OCR algorithms from recognising
the content of text-based CAPTCHAs, researchers have proposed different nois-
ing techniques. Each of them works on specific stages and attempts to introduce

noise automatically.

50



University of Oxford Balliol College

Anti-segmentation techniques allow for the production of images with text, where
the position, size and other characteristics are intentionally chosen to prevent seg-
mentation. In contrast, anti-recognition techniques are used to mislead the recog-
nition process. In this section, we review recent studies proposing techniques to

prevent OCR.

Bursztein et al. presented a new text-based CAPTCHA scheme [134]. The aim
was to design a user-friendly scheme that minimises user error. The authors used
three categories of features: visual features, anti-segmentation features and anti-
recognition features. Visual features describe the visual aspect of the generated
image, which influences users’ errors. The anti-segmentation features include
character overlaps, random dot size, random dot count, type of lines, line po-
sitions, count and width and similar foreground and background colours. Anti-
recognition features encompass rotated character count, rotation degree, vertical
character shifting, character size variation and character distortions. The impact
of each of these features was evaluated with users and quantified according to

solving time and error.

Roshanbin et al. proposed ADAMS, a text-based CAPTCHA generating algo-
rithm [135]. The authors began by citing common text-based CAPTCHA vulner-
abilities: (1) small input set due to the limited number of characters on physical
keyboards, (2) non-randomness in the presentation, or limited combinations of
characters and (3) lack of proper degradations. The authors then detailed the de-
sign of their solution, which attempts to remedy the cited vulnerabilities. They
proposed the use of UNICODE as an input space, and characters from different
languages were used. This method disturbs the recognition, as most OCR soft-
ware is trained to recognise a small set of inputs, or only inputs from a specific
keyboard where the number of keys is already known. The use of UNICODE

characters requires the use of a virtual keyboard. Another technique to influence
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recognition is the use of similar objects, which are shapes intentionally introduced
into images to mislead the recognition. Humans can recognise them as shapes,
while OCR recognises them as characters since they are segmented as characters.
During the recognition stage, the OCR returns a false classification. ADAMS
uses a randomised colour palette in both the foreground and background to dis-
turb segmentation, as segmentation algorithms are highly influenced by the use of
colours. The proposed solution has been validated using different segmentation

and recognition methods.

Tangmanee et al. presented a study evaluating the impact of three characteris-
tics of text-based CAPTCHA: character rotation, format and the length of the text
[136]. The text format describes the use of handwritten or typed characters. Each
parameter has been used to generate images with different angles of rotation, for-
mats and text lengths. The generated images are processed with a selected state-
of-the-art OCR system. The experiment demonstrated that all parameters have a
significant statistical impact on the robustness rate [136]. However, this conclu-
sion is specific for the used OCR algorithm and needs to be validated for other

algorithms.

Even if new CAPTCHA techniques are proposed, OCR evolves rapidly, and it has
been demonstrated that many anti-OCR mechanisms can be broken using specific
techniques. Bursztein et al. offer a review of the weaknesses and strengths of cur-
rent text-based CAPTCHA systems [137]. Table 2.1 provides an overview of their
findings. Moreover, Bursztein et al. present an algorithm for enhancing the break-
ing of recently used text-based CAPTCHAs [138]. Authors start by describing an
anti-segmentation technique called negative kerning, which collapses characters
together to prevent segmentation. The algorithm shown could break a dataset of

currently used CAPTCHASs using this technique. First, the algorithm segments
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the images to all possible cuts, and then applies a recognition algorithm to each of

them based on KNN to identify the most-correct cuts.

Table 2.1: Anti-segmentation and anti-recognition techniques and their weak-
nesses.

Techniques Category Weakness

Complex back- | Anti-segmentation, | Algorithms can remove all colours not
ground:  the use | background confu- | used in characters

many colours or | sion

images in the back-

ground

Colour similarity: | Anti-segmentation, | Use of hue, saturation and lightness

use of a gradi-
ent of colour for

background confu-
sion

colour representation.

background and

foreground

Noising the back- | Anti-segmentation, | Algorithms can remove pixels using the
ground: using | background confu- | Gibs method [139], where pixels are re-
noises with the | sion moved according to a quantified param-

same colours as the
text

eter computed using their 8 neighbours.

Small lines: use | Anti-segmentation | Histogram of gradient-based method can
of lines passing detect intensity, and lines could be re-
through the text moved.

Big lines: use of | Anti-segmentation | In some cases, a line-finding algorithm
big lines passing could detect the lines.

through the text

Collapsing: remov-
ing space between
characters

Anti-segmentation

In case where the length of the text is
known, the character collapsing could be
predicted. In the case where the length
and size of characters are unpredictable,
the segmentation becomes hard; thus, di-
rect recognition is employed.

Enlarge input space

Anti-recognition

Distortion

Anti-recognition

Character rotation

Anti-recognition

Must include anti-segmentation other-
wise it is ineffective.

Therefore, CAPTCHA-based techniques present several weaknesses and may be
broken by sophisticated OCR techniques. Moreover, it would be difficult to use
them in the context of screenlogger prevention due to usability concerns, as users

may not want all the content of their screen to be displayed in a CAPTCHA for-
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mat, which is difficult to read. A solution may be to limit the use of CAPTCHA to
sensitive data; however, the issue would then be to define what must be considered
as sensitive data, requiring either the intervention of the users (reducing the scope
of the solution) or using automatic techniques such as Natural Language Process-
ing (NLP). It may be the case that an entire text is considered sensitive for a user.
Finally, the use of CAPTCHA-only prevents automatic screenshot exploitation
but is not applicable in the case where the human adversary directly inspects the

screenshots.

Screenshot prevention

Several solutions have been proposed to protect the user’s data from malicious

screenlogging.

Commercial solutions A first set of commercial solutions detect when a run-
ning process invokes an API call to perform a screenshot and take action to pro-
tect the screen content. Some tools, such as [140], show a notification to the user
asking permission to allow or deny the operation when detecting an application
taking a screenshot. However, asking for the permission of the user is not fully
secure since they may, in some conditions, be misled by the malware disguising
as a legitimate application. Moreover, this solution is ineffective against a mali-
cious insider who might install the screenlogger and allow it to take screenshots.
Another weakness is that these tools do not detect all screenlogging operations, as
demonstrated in [141], where some anti-spyware tools were tested against several

screenshot-taking malware types and failed in some cases.

Similar solutions blacken the screen when detecting a screenshot operation by
putting a black window in the foreground [142]. These tools rely on the user ac-

tivating them when required, for example, when looking at sensitive information.
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Other solutions allow the user to open sensitive documents through an application

that prevents screenshots [143].

All these solutions have in common that they are not intended for the overall pro-
tection of the system but rather target specific applications or files, often chosen
by the user. This assumes that users are security aware to a certain extent, whereas
most of them have not been made aware of the threat, do not have enough skills
or may be negligent or mislead by malicious attackers. This general lack of secu-
rity awareness is demonstrated in several surveys which reveal, for example, that
more than half of respondents in Germany and Italy did not know anything about
ransomware [143]. Therefore, solutions requiring an active role from the users are

quite limited in scope and effectiveness.

Note that some operating systems, such as Windows, allow the application devel-
opers to forbid other programs to take screenshots of their application by using
a specific flag, SetWindowDisplayAffinity on Windows devices [144]. However,
this solution relies on the fact that developers will think of activating this flag for
their sensitive applications, which is not a safe assumption. Moreover, some ap-
plications are so wide that developers cannot know in advance if the information
displayed will be sensitive or not. Such is the case of Microsoft Office, which can

be used to display benign content as well as sensitive, confidential documents.

Manmohan et al. propose another solution [145]. When detecting a screenshot
request, the method looks for files associated with the displayed application win-
dows and determines whether they contain confidential information. If this is the
case, some actions are taken, such as preventing the screenshot operation or noti-
fying the network administrator. However, this solution targets the specific context
of corporate networks. Defining and determining what information is confidential

in a general case may be difficult, as it may be subjective. For example, intellec-
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tual property data may look like normal data, whereas it is highly sensitive data in
industrial contexts. Users may define what information they want to protect, but it
cannot be a widely adopted solution because, as already explained, most users are
not security aware. Moreover, this solution is rather extreme because it prevents
users from taking screenshots containing sensitive information even if they would

legitimately want to do so.

Theoretical solutions using the HVS Different solutions are proposed in the
literature. These solutions, instead of forbidding screenshot operations, propose
specific methods based on properties of the HVS to display information so that it
is visible for users looking at their screen, whereas an isolated screenshot does not

provide any meaningful information.

The HVS is a combination of two main parts. The first is the perception part,
which involves the eye and its components, and the second is the visual cortex,
where perception is processed [146]. The optics nerves are responsible for con-
necting the two parts [147]. The HVS is a powerful system as it can perform
many image-processing tasks, many of which are too complex or even impossible

to perform on computers.

For this reason, HVS properties can be used to distinguish machines from humans.
We can cite, for example, the law of pragnanz [148], according to which the HVS
interprets images in the simplest possible way. Thanks to this property, the use of
lines passing through the text does not disturb the human viewer, as opposed to

automatic tools, which may make errors in the segmentation step.

Hou et al. achieve protection through a visual cryptography algorithm that divides
the target images into several frames [10]. The technique consists of encrypting

successive N images by affecting new values for each pixel of each image. In
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addition to the pixel value in the previous encrypted image, the new value of the
pixel is affected by whether it belongs to the foreground or the background of the
original image. Pixels in the foreground are modified across the N images while
pixels in the background are not. The decryption step is done by sequentially dis-
playing the encrypted images during a calculated duration. This allows the human
eye to recover the displayed images (Figure 2.13). However, two screenshots can
allow an adversary to determine which pixels change values (foreground pixels)
and which don’t. A similar solution is proposed by Grange et al. (Figure 2.14)
[11].
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(a) input image (b) encoded image

(c) encoded image (d) expected view of recovered image

Figure 2.13: Samples of results from the visual cryptography approach proposed
by Hou et al. [10].

Chia et al. applied distortion to images representing the content of the display by
randomly selecting N distortion planes (Figure 2.15) [12]. The aim is to limit the
meaningful visual static contents of a display from being captured by screenshots.
The authors exploited image-processing techniques to distort the visual data of a
display and present distorted data to the viewer. Given that a screenshot captures

distorted visual contents, the method yields limited useful data. The idea is to
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exploit the HVS to allow viewers to automatically recover the distorted contents

into a meaningful form in real-time.

(c) perceptible image, visible but never displayed

Figure 2.14: Samples of result from the visual cryptography approach proposed
by Grange et al. [11].

All the approaches discussed present the same four main drawbacks.

The first is their limited scope: they are restricted to textual content. Moreover,

the techniques require images to be converted to greyscale.

The second drawback is poor usability: the quality of the visualised images is
significantly impacted compared to the originals. Users of legitimate screenshot-

taking applications would not accept such a loss of quality.

The third drawback is that they cannot be performed in real-time. They require im-
portant pixel by pixel computations. Furthermore, they are ‘content-dependent’.

Indeed, they make a different treatment to each pixel depending on whether the
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pixel is inside or outside a letter ([10, 12,48,49]). This implies that the content to
protect must be known in advance, which prevents them from being performed on

the fly.

The fourth drawback is that an adversary capable of taking multiple screenshots
could easily infer the screen content as foreground and background pixels are

treated differently.

All these points are obstacles to the adoption of these solutions for the general

goal of protecting any content displayed on the screen.

Distortion of Visual Information
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Figure 2.15: System overview and distortion planes used by Chia et al. [12].

Retinal Persistence Some approaches found in the literature partially over-
come the previously mentioned obstacles to general screen protection. These
approaches are based on a property of the HVS called retinal persistence (also

known as the afterimage effect).

This property is defined as the fact that the HVS can process 10 to 12 images per
second. After staring to an image for a fixed time and due to photochemical prop-
erties of the retina, the image will be retained for few milliseconds, even when it is

no longer displayed in front of the viewer [149]. Thus, when an image is replaced
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by another image during a period above the fifteenth of a second, there is an illu-
sion of continuity [150]. This implies that if subparts of an image are displayed at
high speed, the human viewer can see the whole image with no changes, whereas

one frame alone only contains a subpart of the original information.

As seen in Section 2.3.1.2, the first work to use retinal persistence against screen-

loggers targets the specific case of authentication with a virtual keyboard [5].

Park et al. extended the use of retinal persistence to pictures [13]. Their goal was
to prevent screenshots of images published on online social networks to avoid
identity theft. The proposed mechanism is to use ‘privacy black bars’ that move
sufficiently fast so that the viewer does not perceive them, but when using the
screenshot function, the bars appear in the resulting image. Contrary to the ap-
proaches based on visual cryptography ([10—12]), this approach does not require
the image to be in greyscale form and does not apply computations by pixel but
instead by groups of pixels. The consequences are that the image quality as mea-
sured using peak signal to noise ratio is much less affected and that computations

can be performed on the fly in real-time.

However, the use of a precomputed mask and a periodical pattern makes it rela-
tively simple to reconstruct the original images from few screenshots. Moreover,
in the case of textual data, the use of large bars may not be the best solution be-
cause important parts of the text would still be visible on one screenshot, which

may be enough for an attacker to extract sensitive data.

As a result, the authors proposed to display random blur blocks on the image
instead of black periodic bars. However, only the usability of this method was

measured, and not the security in the case of images or sensitive textual content.
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Figure 2.16: Images projection using moving privacy black bars [13].

2.3.3 Synthesis

Most of the works aiming at protecting the screen’s content target the shoulder-
surfing attack. Most of the approaches proposed in this context specifically focus
on the login operation [119, 121]. The goal is to prevent attackers from stealing
passwords by looking at the victim’s screen. The limitation of these approaches
in our context is that they rely on authentication as a dynamic process with dif-
ferent actions performed by the user, whereas we also aim at protecting screens

containing static information with a passive user.

Scant few works address the shoulder-surfing problem in the general context.
These studies mainly aim to protect confidential documents from malicious view-
ers. Many of these methods use spatial data [7, 131]. However, the screen-
recording problem does not imply any spatial considerations as the adversary re-

motely observes the victim’s screen by using the screen logging function offered
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by the OS. Moreover, anti-shoulder surfing solutions are highly intrusive. Some
of them replace displayed data with aliases [8], while others propose to display
documents with the user’s handwriting [133] or display images using filters [9].
These techniques reduce the usability of these approaches. Therefore, these solu-
tions must be limited to sensitive data. Determining what data is sensitive may be
done automatically using NLP techniques [151], but the drawback is that what is
considered as sensitive may be different for different users. Moreover, this addi-
tional processing may prevent real-time display. Another solution is to ask users to
explicitly specify what data they want to be hidden. This is the approach proposed
by Mitchell et al. [8]. However, this greatly reduces the scope of these approaches
as they are limited to security-aware users who must be well-informed and care
about the threat. This issue is intrinsic to the anti-shoulder surfing solutions as the
attacker sees exactly the same information as the victim by looking at the same
screen, as opposed to screenlogging attacks, for which it may be possible to find

less intrusive solutions that are transparent to the users.

In this context, approaches aiming at preventing automatic character recognition
may be useful. These are CAPTCHA-based techniques [134, 135]. The methods
are effective for short texts, but their application on longer texts would consider-
ably affect users’ comfort. A possible solution would be to detect what can be
considered as sensitive information and display only this data using CAPTCHA.
However, determining what data is sensitive is another issue, as explained ear-
lier. Moreover, CAPTCHA techniques would only protect the screenshots from
automatic but not human exploitation. Even to prevent automatic exploitation,
many works in the literature have demonstrated the limits of CAPTCHA-based
approaches [137,138].

Few works in the literature specifically address the screenlogging threat. Some

target the authentication process [48,49]. Specific treatments are applied to the
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pixels to display the virtual keyboard’s keys in a way that a screenshot does not
contain any meaningful information while the user is able to see the content of the
keys. These methods are based on the Gestalt laws, which include several proper-
ties of the HVS [152, 153]. The application of all these properties results in noisy
images in greyscale representing the keys of the virtual keyboard. Therefore, this

is not adapted to protect general content displayed on the screen.

Closer to the subject of this work, few methods aim at countering screen cap-
ture in a more general context not limited to authentication. However, these
methods present several drawbacks. Some achieve screenshot protection using
image-processing techniques [12] or visual cryptography concepts [10], generat-
ing important computations, particularly when applied to large images. Moreover,
they require converting the target image to greyscale. The resulting image qual-
ity displayed is significantly degraded compared to the original. Finally, these
approaches are only secure against adversaries taking a single screenshot. These
constraints are obstacles to the adoption of such methods for general screenshot

protection.

A different approach is presented by Park et al. [13]. The proposed solution
is based on visual persistence. The first work that used this property to offer
screenshot protection was limited to digital numbers composed of known seg-
ments displayed at a high frequency [5]. Park et al. extended this approach to
pictures. Their goal was to find solutions against identity theft by screen capture
on online social networks. This approach is less complex than visual cryptogra-
phy approaches ([10, 12]), and the original image is less affected because it only
relies on large vertical bands sliding on the screen at a high enough frequency to
avoid disturbing the users. However, as the method is based on large bands cov-

ering the screen periodically, the image can be recovered from a few screenshots.
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Moreover, even a single screenshot can contain sensitive information between the

widely spaced bars.

Table 2.2 shows that existing anti-screenshot approaches are all limited in terms

of scope, usability and security.

Table 2.2: Limitations of existing approaches against screenshots.

Reference Objective Technique used Limitations
Use of Gestalt | * Noisy images
psychology (mo- | * Need to identify pixels inside let-
i N ;
Secure virtual tI.OIl perceptlop ) . Pe " 1 .
48][49] | keyboard authen- | PIXClS  inside |+ ber pixel computations
[ i yt' numbers move | * A few screenshots can suffice to
teation in a different identify the direction in which
direction than pixels are moving
pixels outside
* Limited to digital numbers
. Use of retinal per- | * Different treatment for each digit
Secure virtual | . . « AT h i d
5] kevboard authen- sistence on digital ew screenshots suffice to de-
[ Yo numbers divided duce the digits (only seven seg-
tication .
into segments ments)
* Noisy images
. * Need to identify pixels inside let-
Visual cryptogra- ters
Protect copyright | phy: pixels inside | | Limited to text (vs images)
[10] [12] images from | letters move
) * 2 screenshots suffice to deter-
screenshots while others . . .
don’ mine which pixels move and
ont which don’t
} ) » 2 well-timed screenshots suffice
. Retinal  persis-
Protect social ( ) dical to see the whole screen
[13] network images ence. - vertical |, yyide space between bars
bars sliding on -
from screenshots i * No usability study
the image

Therefore, all these works have in common that they are not intended for overall

protection of the system but rather target specific applications or files, often chosen
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by the user. This assumes that users are security aware to a certain extent, whereas
most of them have not been made aware of the threat or do not have enough skills.
Moreover, users might be negligent or mislead by malicious attackers. This gen-
eral lack of security awareness is well illustrated by a recent international survey
[143] that revealed, for example, that more than 50% of the respondents in Italy
and Germany were unaware of what ransomware is. Application developers also
have tools against malicious screen recording, such as security flags forbidding
screen recording of specific pages. However, this solution relies on developers
thinking of activating this flag for their sensitive applications, which is not a safe
assumption. Moreover, some applications are so broad that developers cannot

know in advance whether the information displayed will be sensitive or not.

For these reasons, the necessity is clear to have a screenshot-protecting approach
that is transparent to users and offers global data protection for screen displays

without the need for user intervention.
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3| Adversary Model

Screenloggers have the advantage of being able to capture any information dis-
played on the screen, offering a large set of possibilities for the adversary com-
pared to other spyware functionalities. We therefore start this chapter by defining
the different capabilities of a screenlogger (Section 3.1). We show that taking a
screenshot is relatively simple and frequently does not require specific privileges.
This threat is compared to other possible attacks aiming at the same goals, show-
ing that screenloggers are often simpler yet less studied in the literature. We then
define some applications scenarios where the identified capabilities can be put in
practice and be particularly harmful (Section 3.2). Finally, we present the system

and threat models that define the scope of the thesis (Sections 3.3 and 3.4).

3.1 Screenloggers’ capabilities and comparison

with other attacks

Screenlogging attacks uniquely cover a large set of capabilities since they can
capture any information displayed on a screen, ranging from passwords entered

with a virtual keyboard to any sensitive data displayed on the screen.

This attack is quite simple to perform in a PC environment using legitimate com-
mands or API calls (i.e., Graphics Device Interface (GDI) API, Desktop Duplica-

tion (DD) API), whereas it is more limited on smartphones.

The possibility of taking screenshots of other apps exists only on Android systems,

through exploiting the ADB or the MediaProjection API vulnerabilities.

In order to use MediaProjection, applications need to acquire the CAP-

TURE_VIDEO_OUTPUT permission. Note that for security reasons, the API
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cannot take screenshots of applications that use FLAG_SECURE. However, the
keyboard is not hidden as opposed to the rest of the screen[154, 155]. Other lim-
itations include the user being asked for screen-recording permission at the be-

ginning of each session, and a screencast icon appearing in the notification bar

[156].

The ADB screencap is another way to take screenshots of apps on Android de-
vices [46]. ADB is an Android SDK tool used by developers to debug Android
applications [157]. The Android device must be connected to a PC for launch-
ing ADB with its USB debug option activated. ADB commands, such as install,
debug and more can be sent. ‘Screencap’ is a shell command that allows screen-
shots of any app without any required permissions. Several malware programs
exploiting ADB have been found [158-160]. A screenlogger using ADB to take

screenshots was implemented [46].

The main capabilities of screenloggers are described in the remainder of this sec-
tion. For each capability, alternative methods of execution are discussed and com-

pared to screenshot-taking.

3.1.1 Credential theft on virtual keyboards

The process of entering credentials has always been a very sensitive task tar-
geted by attackers. For this purpose, keyloggers, which can record the victim’s
keystrokes, are widely used. However, due to the very high number of machines
infected by keyloggers (in 2006, the SANS Institute estimated that up to 9.9 mil-
lion machines in the US were affected [32]), some website developers, especially
banks have switched to virtual keyboards (e.g. State Bank of India, ICICI Bank,
Bank Millennium, Seven Bank, Bank ABC, Canara Bank, HDFC Bank, Credit
Libanais, Heritage Bank, Syndicate Bank, LCL france, SocietA© Generale, la-
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banquepostale). However, attackers have evolved and use more sophisticated
techniques in order to recover the entered passwords. In addition, the emergence
of touchscreen smartphones has increased the number of people using a virtual

keyboard.

The first way of stealing credentials entered with a virtual keyboard is to take
screenshots during the log in, either at regular time intervals or at each user event.
The screenshots are then sent to the attacker for analysis to infer the password. A
recent example is the well-known mobile banking malware family Svpeng which

added screenshot capability to its functionalities in July 2017 [25].

The other techniques which can be used by attackers to recover a password entered

with a virtual keyboard are:

Keylogging attacks on smartphones

Another method of stealing passwords entered with a virtual keyboard on smart-
phones is to use a keylogger. Traditionally applied to PCs, keylogging can be
performed in-band (i.e., through the main channel of keystrokes) either by inter-
cepting keystrokes using specific hardware before it reaches the OS, or by inter-
cepting keystrokes at the OS level (i.e., kernel or API-based) [161]. Some studies
have discussed out-of-band keylogging, using side channels such as electromag-

netic or acoustic emanations [162, 163].

The smartphone keylogger landscape is relatively different from that of PCs. In-
band attacks are almost infeasible, except on rooted or compromised devices be-
cause of the restrictions of the OS security design [164]. Indeed, according to the
Android security model, an app cannot read touch events performed by the user

on other apps.
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Another technique for keylogging on smartphones is by disguising as a benign
keyboard that the user would download from the store and set at the default key-
board. The attack needs an active and voluntary action from the user to set the
malicious keyboard as the default keyboard. An example of popular keyboard app
for Android and 10S is Al.type [161]. This type of keylogger is used, for exam-
ple, by commercial apps to enable spying on children or spouses by installing it

on their device [165].

Another way to record keystrokes on smartphones is to use ADB, on the condition
that it is enabled. Additionally, ADB is only able to record the coordinates where
the user tapped. Therefore, the attacker must know the keyboard layout to infer

the keystrokes. Such an attack was implemented [46].

Android Accessibility Services, designed to allow people with disabilities to in-
teract with Android devices, provides another method of recording keystrokes
[34,35]. The Accessibility Services permission offers a large set of actions, in-
cluding recording what the user taps, and is used by several apps not targeting
users with disabilities. However, a limitation is that Accessibility Services cannot

access password input fields, so it cannot be used to steal credentials [166].

SYSTEM_ALERT_WINDOW is another Android permission that can be abused
to perform an attack that records users’ keystrokes [34,35]. Users are not explic-
itly prompted to allow apps to access this permission when installing apps from
Google Play. With the permission, an attacker can create a transparent layer that
overlays the virtual keyboard of an Android device and captures all attempts to
tap the screen. Attackers can determine what a user is typing by correlating the
coordinates of the user’s tap with the character positions on the keyboard. How-
ever, the keyboard layout must be known by the attacker. This attack has been

demonstrated [35].
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In the literature, several studies about keyloggers on mobile devices focus on tap
inference using side channels [164]. These methods consist of using smartphone
sensor data, such as accelerometers or gyroscopes, to infer the coordinates where
the user tapped. However, the methods have the drawback of not being accurate
in noisy data situations. For example a prediction model to infer a 4-digit PIN
using accelerometers had an accuracy of 43% (within five attempts) when the
users entered the PIN in a controlled setting while sitting, whereas the accuracy
was 20% in uncontrolled settings, such as entering the PIN while walking [36].
Moreover, the model of the targeted smartphone must be known to compute the

correspondence between the keys and the coordinates.

Malicious web extension using the document object model

Web extensions are JavaScript modules installed in the browser to offer function-
alities such as preventing ads or showing the number of inbox emails. It was
found that both Google Chrome and Firefox web extensions have serious security
issues and can access various types of data, including the user’s web history and
entered passwords [37]. Indeed, they can access all the data entered by the user,
including passwords, if they are granted the ‘access all website data’ permission.
A statistical study was performed showing that 71% of the top 500 most-used
web extensions require this permission [38]. Using this permission, the malicious
extension injects scripts into the web pages the user is visiting. Since the scripts
are running in the page’s environment, they can read the password the user enters
from a Document Object Model (DOM), which defines the logical structure of
documents and the way a document is accessed and manipulated [39]. However,
this attack is much more difficult or even impossible when a website requires the
user to enter a password with a virtual keyboard. An example is illustrated in

Figure 3.1 (LCL bank). The customer uses a keyboard provided by the web site,
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which is dynamically loaded at each visit. Instead of using the standard password

field, the virtual keyboard uses a hidden input field called postClavier. When the

user presses a key, the field records the key’s position instead of its value.

ceueil = Acc tes
BIENVENUE SUR L'ESPACE DE CON

1 Saisissez votre identifiant

Identifiant 123456 » ldentifiant oublié ?
2

Mémoriser mon identifiant sur mon navigateur

2) Saisissez votre code d'acceés

Saisissez votre code personnel en cliquant
sur le clavier numérique » Code o

[afs]o]s]7] :
oeEen -

ublié ?

Figure 3.1: LCL bank’s virtual keyboard.

For example, in Figure 3.1, when the user enters ‘0’, the recorded value is 10,

which is the key’s position on the virtual keyboard. Another example is illustrated

in Figure 3.2 with Oney’s virtual keyboard: when the user clicks on number 0,

a hidden field is filled with the pair (1, 3) where 1 is the row index and 3 is the

column index. In this situation, the malware developer cannot know the password

without taking screenshots.
Votre identifiant a 9 chiffres

Votre code d'accés | Co

1apeL

input type="hidden” name="accordirect.code” id="code” value="8881131412

Figure 3.2: Oney bank’s virtual keyboard.
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Phishing attacks

Phishing is a common and effective attack for credential-stealing. The attacker
misleads the user to a fake web site or application which has the exact same de-
sign and user interface as the real one, and the user is asked to fill in credentials.
Once the login button is clicked, the data is collected and sent to the attacker. The
phishing attack is the result of combining social and technical elements. The suc-
cess of such attacks depends on the strategy used to combine those two elements.

In the case of a virtual keyboard, we can identify two cases.

The first is the scenario of a web application using a virtual keyboard. The at-
tacker uses social engineering techniques such as email or SMS to redirect the
user to a website with the same look as the real one. The fake site reproduces
the same virtual keyboard, and users are asked for their login information. The
phishing threat, however, is widely studied and there exists many anti-phishing
mechanisms which can for instance block suspicious emails. Automated ML so-
lutions are employed such as probabilistic models, rule-based classification and

more. Several anti-phishing techniques have been proposed [40].

The second phishing scenario steals credentials entered on a mobile phone app
with the phone’s virtual keyboard. Making use of SYSTEM_ALERT_WINDOW
and the ability to overlay other apps, the malicious application detects when a
banking app is opened and shows unsuspecting users a window mimicking the
targeted app’s password prompt, into which users enters their account logins and

passwords [35].

Shoulder surfing

One of the weaknesses of virtual keyboards is ‘shoulder surfing’. This form of at-

tack occurs when a user types a password using a visual keyboard and the attacker
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is behind watching the displayed characters. In some cases, cameras can be used.
Generally, a trained user takes precautions to avoid shoulder surfing, whereas oth-
ers do not take measures to cover their inputs. To perform this attack, the attacker
must have the opportunity to be physically present near the user, and guessing the

password requires several observations [167].

3.1.2 Sensitive data breach

In addition to stealing credentials, sensitive data theft is another important goal for
an attacker. The stolen information could be intellectual property or industrial data
that the attacker can sell to a competitor or use to make a rival product. Possible
stolen data also include a target’s identity cards, credit cards or banking details

that could allow an attacker to impersonate the victim or make transactions.

Screenloggers can capture any data displayed on the screen, including locally
stored documents, visited websites or any software employed by the user and

displayed on the screen.

An attacker has several other options to reach their goals. The following are the

principal attack methods.

Keyloggers

As mentioned above, keyloggers can be used to steal sensitive data when typed
using the keyboard; however, they cannot steal data visualised by the user.

Network-based attacks

Three main kinds of network-based attacks can be used to steal sensitive data
from victims: sniffing, Address Resolution Protocol (ARP) spoofing and Domain

Name System (DNS) spoofing.
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A sniffing attack allows attackers to intercept packets and capture data from a

computer network.

To perform an ARP spoofing attack, an attacker sends spoofed ARP packets to
intercept data on a network and steal information by diverting communications

flows between a target machine and a gateway such as a router or box [36].

Similarly, DNS spoofing consists of corrupting the DNS by introducing data into
the DNS resolver’s cache, causing the traffic to be diverted to the attacker’s com-

puter to steal sensitive information [168].

However, encryption and the use of SSL/TLS ensures that data sent across a net-
work from one host to another is unreadable to a third party. Moreover, there is a
wide range of mechanisms for ARP spoofing detection and prevention. Examples
include using static ARP or dedicated anti-ARP tools [169]. For DNS spoofing,
there also are some protection mechanisms used by updated DNS software appli-

cations (e.g., versions of BIND 9.5.0-P1 and above).

Spyware accessing the file system

When a malware program infects a target in a desktop environment, the malware
has the same rights as the user who installed it in the user session. As a result,
the malware can access all the user’s files. However, it cannot access the other
users’ data. Moreover, the malware cannot read the information visualised on a
browser, which covers a large set of sensitive activities such as making online

banking transactions, filling in a form or working in the cloud.

Note that mobile systems have a file access pattern which is quite different from
that of desktop environments. The different apps are strictly separated and can-
not access other apps’ data. The apps also cannot access the user’s data un-

less specific permission has been explicitly granted by the user (such as the
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READ_EXTERNAL_STORAGE permission on Android, which is a dangerous

permission explicitly granted by the user at run time [170]).

Malicious web extension

A web extension can use the ‘access all websites data’ permission to access the
DOM of every web page. Some extensions legitimately need access to this data to
perform their function. For example, video-blocking software must read a web-
site’s code to see that a clip is set to play automatically and to know how to stop
it. However, the ‘access all websites data’ permission can be diverted. Malware
makers have hijacked or even bought legitimate extensions from their original
developers and used the access to pump invasive advertisements into web pages
[166]. Thus, these malicious extensions can access any sensitive information dis-
played in the browser, with a few exceptions such as the virtual keyboard case
(explained in the previous section). However, malicious extensions cannot access
user data that is outside the browser activity. Some techniques were developed to

detect suspicious behaviours depicted by browser extensions [171].

3.1.3 Spying on the victim’s activity

Monitoring the victim’s activities is another possible goal for an attacker. The

attacks performed in this case usually are targeted attacks.

Screen-recording functions may allow an attacker to observe activities on vic-
tims’ devices, for example, the Odlanor spyware discovered by the security firm
ESET in 2015 [172]. The Odlanor trojan targets two of the largest poker sites,
PokerStars and Full Tilt Poker. Odlanor infects the victim’s machine either by
masquerading as various general-purpose programs, such as Daemon Tools, or by

loading onto the victim’s system through various poker-related programs (players
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databases, poker calculators, etc.). Once installed, the screenlogger takes screen-
shots if the victim is running PokerStars or Full Tilt Poker. The screenshots are
then sent to the attacker’s remote computer to extract the players ID and the hands
of the infected opponents. Both targeted poker sites allow searching for players
by their player IDs, hence the attacker can easily connect to the tables on which
they are playing and start cheating. Researchers have found Odlanor on machines

in several Eastern European countries.

Another significant example is the attack performed by the ‘Carbanak cybergang’
discovered by Kaspersky in 2015, which hit more than 100 financial institutions in
30 countries and stole up to $1 billion [21]. The employees’ workstations were in-
fected through phishing emails containing infected attachments. Then, a RAT was
installed on the workstations of key employees controlling ATMs. The hallmark
of this attack was the screen-recording task: the attackers used the screengrabs
to create a video recording of daily activity on employees’ computers, amassing
knowledge about internal processes before stealing money by impersonating le-
gitimate local users. According to Kaspersky, evidence suggests that the attackers
would hide in a compromised system without being detected between two and
four months, taking screenshots getting to know the way the organisation worked
and tailoring their tools and techniques accordingly. The managing director of the
Kaspersky North America office in Boston, Chris Doggett said: ‘This is likely
the most sophisticated attack the world has seen to date in terms of the tactics
and methods that cybercriminals have used to remain covert’ [22]. Indeed, the
screenshots enabled the attackers to mimic the employees’ activities and every-
thing would look like a normal, everyday transaction, enabling the malware to

remain undetected.

Keyloggers may also be used to spy on other persons’ activities by monitoring

what they are typing on their devices. For example, this functionality is used for
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parental control. However, as we have seen earlier, the information collected by
keyloggers is limited to a user’s input, which represents only a small portion of

what happens on the computer.

Screenlogging, therefore, is the only way to observe with precision all the victim’s

computer activities as it can capture everything displayed on the screen.

3.1.4 Blackmail

Another possible goal for an attacker is to blackmail the victim for money by
acquiring sensitive or private information. The means to achieve this goal are
similar to those enabling the theft of sensitive data as described earlier. In addition

to these attacks, we must add ransomware and webcam blackmail.

Webcam blackmail

According to the UK National Crime Agency, webcam blackmail, also called sex-
tortion, happens when criminals use a fake identity online to persuade the vic-
tims to perform sexual acts in front of their webcam, often by using an attractive
woman to entice the victim to participate [173]. The attacker then threatens the
victims to share or publish the recorded images if they do not pay an amount of
money. This attack may be effective and has the advantage of not requiring any

infection of the victims’ devices because they turn on the webcam deliberately.

Webcam/Microphone activation without the user’s consent

Another way to perform blackmail is to activate the user’s webcam or microphone
without their consent and use any sensitive captured audio or video against the
victims. For example, it is possible to perform ‘clickjacking’ to trick users into

enabling a webcam or microphone by misleading them (e.g., through the Flash
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Player webcam settings dialog). Clickjacking occurs when a user clicks on some-
thing seen on the screen but is actually clicking on something controlled by the
attacker [174]. Several defence mechanisms against clickjacking have been pro-

posed in the literature and included into browsers [175].

Another blackmail avenue is to exploit specific vulnerabilities that enable turning
on cameras or microphones of the victims’ devices. An example of such spyware
is Chrysaor, which was discovered in 2017 [176]. Chrysaor is Android spyware
believed to be created by the Israeli firm NSO Group Technologies. The spy-
ware appears as a targeted attack in which ‘a few authors spend substantial effort,
time, and money to create and install their harmful app on one or a very small
number of devices’ [176]. Once Chrysaor is installed, a remote operator is able
to surveil the victim’s activities on the device and within the vicinity, leveraging
microphone, camera, data collection, and logging and tracking application activi-
ties on communication apps such as phone and SMS [176]. Upon installation, the
app uses specific vulnerabilities to escalate privileges [176]. Therefore, this type
of attack requires an important investment from the attacker to find and exploit

specific vulnerabilities, and is limited as vulnerabilities are regularly patched.

Ransomware

The typical definition of a ransomware is malicious code that encrypts important
files of a user and then demands a ransom payment in exchange for the decryp-
tion of the files [177]. This attack gained a reputation as an effective means of
extortion and broadly spread since its first appearance. A long-term study of ran-
somware attacks observed between 2006 and 2014 have been conducted [178].
The authors analysed 1,359 samples belonging to 15 different ransomware fam-
ilies. Results suggested that despite a continuous improvement in encryption,

deletion and communication techniques, it is possible to build a defence system to
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stop many ransomware attacks by monitoring abnormal file system activity. More-
over, numerous countermeasures have been proposed since the first ransomware
appearance, and a common way of protecting against ransomware is to back up

files.

3.1.5 Reconnaissance

Before infecting a system, it is current practice to gather information about the
target system to know if it is a potentially interesting target worth attacking. This

18 known as reconnaissance.

As argued by Symantec, a screenlogging operation can be used by malware down-
loaders before an attack to better choose potentially interesting targets (e.g., a ma-
chine belonging to a corporate network) [179, 180]. Screenlogging can also be
used when infecting a corporate network to identify which employees have higher
responsibilities and thus which computers can be the most interesting targets for

the attacker.

Other ways of performing the reconnaissance task include the following.

Examining the file system, installed applications and running processes

Similar to a downloader taking screenshots before deciding whether to infect a
system, another possibility is to investigate the file system and search for key-
words, for example, to detect if a system is a corporate environment. A malware
program may also look at the installed applications and running processes. Al-
though this process enables access to a larger quantity of information about the
system than taking screenshots, it does not allow for a precise view of the victim’s
activity, such as browsing, which can give a more precise idea of the victim’s

situation.
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Gathering public data

The simplest way to gain information about a person in preparation for an attack
is to gather publicly available information about the targeted victim by looking
at search results and public data on social networks. However, the amount of
information that be collected in this way is limited, especially if the victim’s social

networks are private.

Social engineering

Social engineering consists of manipulating a person into giving information to
the social engineer. The technique is often one of many steps in a more complex
fraud scheme [181]. Although social engineering is often a targeted attack aiming
at infecting a specific system, it can also be used to decide whether it is worth
infecting a system based on the collected information. Social engineering attacks
can breach even the most secure systems, as the users themselves are the most
vulnerable part of the system [182]. In a recent reconnaissance attack, attackers
used online social networks and attempted to approach their targets by sending
friend requests to multiple users in the target’s social circle [183, 184]. Perform-
ing social engineering can be complex, time-consuming and, therefore, costly to

undertake [185].

Packet-sniffing

Usually, the analysis of network traffic is done in the context of network recon-
naissance, which is a way to test potential vulnerabilities in a computer network
before an attack, such as through port scanning. Network analysis is done once
the target is already chosen and the hacker is planning the attack process. If the
goal instead is to collect information about potential victims to choose whether

to infect them, then network analysis is more limited. The adversary can per-
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form packet-sniffing to see the type of applications the victims use and the type
of data they send and receive, but it is highly limited by packet encryption and the

attacker’s necessity to have access to the LAN.

3.1.6 Synthesis

This study of various screenlogger capabilities highlights the difference between

desktop and mobile environments.

Indeed, in desktop environments, taking screenshots is a legitimate functional-
ity accessible to every application. Screenshot-taking does not suffer from the
same restrictions imposed upon other hacking methods (e.g., requiring ‘access
all website data’ permission for web extensions, activating the webcam or micro-
phone without the user’s consent, physical presence for shoulder surfing). More-
over, taking screenshots is not limited by scope (e.g., only accessing data entered
by the user for keyloggers, social engineering, shoulder surfing) or countermea-
sures (e.g., SMS/spam filters against phishing, backups and other countermea-
sures against ransomware, specific virtual keyboard implementation against mali-

cious extensions).

On the contrary, screenloggers in mobile environments do suffer from restrictions
that hamper their effectiveness compared to alternative attacks (e.g., the impossi-
bility for an application to take screenshots of another application, having to get
the user’s consent at the beginning of each screenshot session when using the Me-
diaProjection API, having to enable the debug mode). These restrictions explain
why screenlogging does not stand out as a threat for mobile environments as much

as it does in desktop environments.
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3.2 Attack scenarios

In this section, we present three examples of attack scenarios where attackers

achieve their goals using the different capabilities of a screenlogger.

3.2.1 Online banking customer attack (capability 1 + capabil-
ity 2)

In this scenario, the attacker targets online banking customers. The goal is to steal
login credentials to access bank accounts and perform transactions (capability 1),
or to impersonate the victims and make changes to their banking data by stealing

personal information (capability 2). The process is illustrated in Figure 3.3.

Once a machine is infected, the screenlogger monitors the on-screen activity to
know if an online banking website is opened. There are several ways of do-
ing this. For example, on Windows systems, a possible solution is to use the
EnumWindows function, which enumerates all top-level windows on the screen
by passing the handle to each window containing the window’s name [186]. The
screenlogger must contain a function that facilitates matching the collected win-
dows’ names with a pattern defining a list of bank site names. Another possibility
is to seek a specific window by its name or by a substring of its name using Find-
WindowA and FindWindowEx [187]. When a screenlogger detects that an online
banking login webpage is on the screen, it can start taking screenshots to steal
the username and password. Screenshots can be used to bypass virtual keyboard
security. In other cases, traditional keylogging functions can be used. Then, the
images are compressed and sent over the network to the adversary’s server. By
exploiting the screenshots either manually or using OCR, the attacker can obtain

the victim’s credentials. The feasibility of such an attack has already been demon-
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strated [46] . The authors implemented a screenlogger that steals credentials by

taking screenshots and sending them over the network [46].

Start: Device
infected

Monitor on-screen
activity

Online
banking
2

No

Virtual
keyboard?

Capture keystrokes Capture screenshots

¥
Compress image
files
¥
Send data to
adversary’s server

Analyse screenshots
(human or automatic
exploitation with
OCR) / keystrokes to
get credentials

Capture screenshots

Analyse screenshots (human or !
automatic exploitation with OCR, Compress image
NLP) to get banking info (tel., files
banking balance, credit card) )
Send data to |

adversary’s server

Make
transactions

Impersonate
the victim

Got phone
number ?

Intercept 2FA SMS

Figure 3.3: Screenshot attack scenario 1.

In this scenario, the attacker goes beyond stealing credentials by continuing to take
screenshots while the user is logged in. This process can enable the attacker to ob-
tain sensitive data and personally identifiable information such as the customer’s
name, banking balance or credit card data. Again, the screenshots are compressed

and sent over the network, and they can be processed either manually or using
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automatic tools. In this case, besides OCR, the adversary can use NLP tools to
automatically detect sensitive information in the screenshots’ content [151]. The
retrieved information can allow the performance of several malicious actions. For
example, credit card data can be used to make online payments. Moreover, ob-
taining the customer’s phone number can be useful in case of two-factor authen-
tication using SMS. Indeed, it would allow the attacker to intercept the received
SMS by using the well-known vulnerabilities of SMS, such as SS7 [188]. The
attacker can also use the victims’ personal information to impersonate them and

change their bank account data by calling the bank, for example.

3.2.2 Real-time monitoring of the victim’s activity (capability
3)

In this scenario, we suppose that the attacker wants to have a real-time view of the

content visualised on the victim’s screen. Many cases require such a capability:

* Real-time monitoring can be used when governments want to spy on ac-
tivists or, more generally, to spy on opponents in a conflict. The content
visualised on the screen helps anticipate the actions of the opponent and
manage ongoing political unrest. An example is XtremeRAT, which was

used against Syrian anti-government groups [189].

* Observing the victim’s screen in real time has also been used for an attack

targeting poker players to see their hands and cheat [172].

* Another case is when the attacker is spying on the victim for business pur-
poses, such as when competitors want to have real-time data about deals in
preparation. Attackers might also want to anticipate financial market move-

ments to buy or sell securities by targeting stock-exchange employees.
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The process of the real-time monitoring scenario is illustrated in Figure 3.4.
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(buy/sell actions)

Get tactical edge over
opponents in a conflict

Figure 3.4: Screenshot attack scenario 2.

The malware can monitor on-screen activity, as explained in the previous scenario.

In this case, the target applications depend on the attackers’ purpose: for exam-

ple, messaging applications in the context of an armed conflict, or poker websites

in the case of an attack targeting poker players. The screenshots are sent, com-

pressed and analysed. In a scenario targeting specific people, it is most likely that

the screenshots will be seen by a human directly. However, screenshots could also
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be exploited automatically using OCR and NLP tools to search for specific infor-
mation. The retrieved information can then be used to act in real time depending

on the attacker’s goal.

3.2.3 Blackmail (capability 4)

With blackmail, screenshots are used to obtain private content that the victim does

not want to be published, such as messages or photos (Figure 3.5).
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Figure 3.5: Screenshot attack scenario 3.
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If made public, the revealed content would harm the victim’s social or professional
life. Once a device is infected, the malware detects when the victim consults
emails, social media accounts, messaging applications, dating websites and more.
The compromised data can also be a video conversation, such as on Skype or
Viber. The malware then takes screenshots of the visualised content and uses it to

blackmail the victim.

3.3 System Model

3.3.1 Targeted systems

The targeted systems are desktop environments. The main reason why our work
focuses on computer operating systems is that the screenshot functionality is a
legitimate functionality offered to any application. In contrast, on smartphones,
the principle is that apps cannot take screenshots of other apps, and the only way
to accomplish this is to exploit specific vulnerabilities or to divert some libraries.
However, many limitations exist for these techniques, such as permission required
from the user at the beginning of each session, or a recording icon displayed in the
notification bar. In sum, the architecture designs of mobile systems and computer

systems are fundamentally different, which may lead to different solutions.

3.3.2 Targeted victims

Targeted victims may be any individual or organisation, ranging from typical lap-

top users to small companies or powerful institutions.

Another assumption in our system model is that the victims are not particularly
security aware, which implies they are not necessarily cognizant of the existing

threats and will not install a specific protection against screenshots, such as a spe-
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cific viewer to open documents in a secure environment, which prevents screen-

shots.

3.4 Threat Model

3.4.1 General Description

Our threat model is composed of a victim, an attacker and spyware with a screen-

shot functionality.

In this model, a screenshot is defined as a reproduction in an image format of
what is displayed on the screen, even if all pixels may not be visible. Screenlog-
gers must rely on a functionality offered by the operating system to perform their

attack.

The adversary’s goals are diverse. They can range from general activity monitor-
ing, which requires to see the whole screen, to sensitive data theft, which can be

limited to some areas of the screen.

3.4.2 Operating process

Attackers may infect a system using common methods such as trojans, social en-
gineering or through a malicious insider. The adversary has no physical access
to the victim’s device (except in the case of a malicious insider). They have no
knowledge about the system and tools installed on it before infection. We also as-
sume they have not compromised the victim’s device at a kernel level. Apart from
that, the attacker can use any technique to evade detection, including hiding by
injecting API calls into system or legitimate processes, dividing its tasks between
multiple processes, making the API calls out of sequence, spaced out in time, or

interleaved with other API calls.
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To reach their objective, attackers take screenshots of the victim’s device. The
data may be either (1) extracted automatically using OCR tools inside the vic-
tim’s device locally, then sent to the attacker’s server using the victim’s network
interface or (2) extracted, also using OCR tools, on the attacker’s server after
screenshots have been transferred from the victim’s machine to the attacker’s as
compressed image files. The screenshots can also be analysed manually by the
attacker. Moreover, the screenshots may be taken and sent at regular or irregular

rates. These different options are depicted in Figure 3.6.

The adversary does not need any advanced hardware - only a remote machine
with network access and known by the malware. They also have state-of-the-art
OCR and NLP tools at their disposal and enough resources to run such tools and
store the screenshots. They have no interaction with the victim’s device except
the capability of receiving files transmitted by the spyware via the network and

optionally the possibility to send commands to the spyware, as illustrated in Figure

3.6.

3.4.3 Scope

Exclusion of shoulder surfing

Shoulder surfing is a form of social engineering used to covertly obtain informa-
tion such as passwords or identifiable data. A simple glance over the shoulder
can be used to see the PIN code of someone’s main bank card. Shoulder surfing
can also be used to spot login details for an online service or obtain details to

access business services [190].

Although shoulder surfing and screenlogging both exploit information seen on a
victim’s screen, they are different methods. Screenloggers must rely on a func-

tionality offered by the operating system to perform their attack, whereas shoulder
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surfers directly observe the victim’s screen. For this analysis, we assume that a
hacker is intervening from a remote site using software and networking capabili-

ties.

C&C Server Infected machine

»
Command : take screenshots
at frequency f

Data : compressed images

A
<>

A

Data : compressed images

A

Data : compressed images

A

Data : compressed images

C&C Server Infected machine

A

Data : extracted information

A

Data : extracted information

A

Data : extracted information

A

Data : extracted information

Figure 3.6: Threat model message sequence chart with different settings.

Upper chart: Screenlogging attack where screenshots are triggered by a screen capture
command and sent at a regular frequency f after being compressed. Lower chart: Other
settings where screenshots are triggered by a specific event on the victim’s machine, such
as opening a specific website, and taken or sent irregularly. In the illustrated case, the
malware program performs local processing to extract data from the screenshots and then
sends only the extracted information.
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Exclusion of session replay

Session replays let app developers record a screen and play it back to see how
its users interacted with the app to determine whether something did not work
or there was an error. Every tap, button-push or keyboard entry is recorded —

effectively screenshotted - and sent back to the app developers [191].

Some firms, such as GlassBox, offer customers the possibility to record the
screens of the users of their apps [192]. This has raised serious concerns as it
results in applications sending unencrypted screenshots containing sensitive data

such as passport or credit card numbers [191].

As dangerous as session replay can be, we exclude it from the scope of this thesis

because the screenshots are not taken by an adversary but by the application itself.

Exclusion of document object model-based attacks

The DOM is an API for valid HTML and well-formed XML documents. As men-
tioned above, a DOM defines the logical structure of documents and the manner

in which a document is accessed and manipulated [193].

In most browsers, the content of webpages is represented using the DOM. Some
attacks consist in getting information from by abusively accessing the DOM of

webpages.

These kinds of attack are excluded from our work, even if they permit steal-
ing some data targeted by screenloggers. Their operational mode is limited to

browsers as opposed to screenloggers.
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4| Threat Analysis

To propose countermeasures and effectively combat screenloggers, it is essen-
tial to understand the details of their operating process, including how they take
screenshots (Section 4.2), store (Section 4.3) and exfiltrate (Section 4.4) them.
This understanding necessarily requires a thorough study of existing spyware

(Section 4.1).

Analysing the behaviours displayed by screenloggers in the wild allows for the
definition of completeness criteria (Section 4.5) for the malicious dataset, which

will be used for detection.

4.1 Methodology

The first step in analysing the behaviour of screenshot-taking malware was to
gather high-level information from 100 security reports (Section 4.1.1) recovered
from the MITRE ATT&CK database [14]. Next, a set of novel criteria that can
discriminate screenshot-taking malware from each other was identified (Section

4.1.2).

4.1.1 Extensive study of security reports

The MITRE Corporation was chartered in 1958 as a private, not-for-profit com-
pany to provide engineering and technical guidance for the US federal govern-
ment. The MITRE ATT&CK Framework was created by MITRE in 2013 to
document attacker tactics and techniques based on real-world observations. The
ATT&CK knowledge base is used as a foundation for the development of spe-
cific threat models and methodologies in the private sector, government and the

cybersecurity product and service community [14].
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One of the documented attacker tactics is ‘collection’ (TA0009), by which ‘the

adversary is trying to gather data of interest to their goal’ [14].

Screen capture (T1113) has been identified as one of the techniques that can be
used by the adversary to implement a collection tactic. As a result, 127 reports
from security firms such as Symantec have been compiled and referenced on a
webpage [14]. These reports cover about 103 different screenshot-taking malware
programs targeting desktop environments. The list is regularly updated (at the

time of writing, the last update was 24 March 2020).

Therefore, we assume that by analysing these reports, we can have a realistic view

of the behaviours displayed by screenloggers in the wild.

4.1.2 Proposed taxonomy

Although the MITRE ATT&CK database provides the most exhaustive list of
screenshot-taking malware, it fails to give insight into their behaviour. Indeed,
merely referencing security reports cannot facilitate gathering sufficient knowl-

edge to develop effective countermeasures.

As a result, we had to thoroughly analyse the 127 security reports. However, as
they emanated from many different security firms, they described the malware in
a heterogeneous way. The information given by a security firm can greatly differ

from the information found in a report provided by another entity.

We propose a taxonomy that systematises the description of screenlogger be-
haviours. This systematisation is based on a set of novel criteria that can dis-
criminate among screenshot-taking malware programs. While analysing the 127
security reports, we noted down the different behavioural aspects mentioned in
each individual report. When a given aspect was present in more than 45% of the

reports, it was integrated as a criteria in our taxonomy.
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Table 4.1: Criteria of completeness.

Windows library used to take screenshots

- Windows graphics device interface

- Desktop duplication API

Screenshot-triggering

- Frequency

- Punctual command

- Application of interest

- Mouse clicks/Keyboard presses

- Unique screenshot upon infection

Captured area

- Whole screen

- Window of interest

- All overlapping windows

- Around the mouse pointer
- Configurable area

Place where the screenshots are stored

- HDD
- Memory

Image file format

- JPG
- PNG
- BMP

Encryption

- Yes
- No

Communication protocol

- TCP

- HTTP/HTTPS
- FTP/FTPS

- SMTP/SMTPS

Screenshots sending triggering

- Directly after the screen capture

- Frequency

- Command

- After a given number of screenshots

The criteria we used are recapitulated in Table 4.1.

Our criteria cover the main operating steps of the screenlogging process:

screenshot-taking, screenshot storage and screenshot exfiltration.

Screen capturing

Depending on the adversary’s objective, screenshots can be

taken at different moments. Moreover, the functionalities offered by the Windows

operating system for screenshot-taking offer several possibilities. The criteria we

use at the screen-capturing stage are:
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* Used API: The traditional way of taking screenshots on Windows is to use
the GDI API. More precisely, the content of the DC is retrieved using a first
API call. Then, a destination bitmap compatible with the retrieved DC is
created using another API call. Finally, the content of DC is copied into the
destination bitmap. When using GDI, every time a screenshot is taken, the
updated DC must be retrieved, and the sequence of API calls must be called
again. Using GDI is therefore not suited for an application wanting to have

a real-time view of the screen.

Starting from Windows 8, the DD API was introduced. This API was cre-

ated precisely to make high-frequency screenshot-taking less cumbersome.

Knowing what API is used by malware provides information about its be-
haviour. On the one hand, malware using the DD API intends to monitor all
the victim’s activity. This is the scenario, for example, in the case of RATs.
On the other hand, malware using the GDI API might be looking for more

flexibility in the screenshot-taking.

* Screenshot-triggering: A first sub-criteria is the need for the malware to
receive a command from its C&C server to start taking screenshots. Indeed,
the modalities of screenshot-triggering can either be defined in the malware
files upon infection or contained in a command received from the C&C
server. Two kinds of C&C commands can be found: a command for a
punctual screenshot (each time the adversary wants a screenshot, a new
command is sent) or a command for continuous screenshots, which defines

the events that trigger the screen capture.

The second sub-criteria regards the modalities of screenshot-taking. As seen
above, these modalities can be found in the malware files or in a command

for continuous screen capture. Depending on the attacker’s goal, different
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events can trigger the screenshot-taking. For instance, malware targeting a
specific application can be set to take screenshots only when the application
is open. Malware wanting to minimise the number of screenshots taken
might track user events, such as key presses or mouse clicks that indicate
screen content has changed. For malware intended for real-time monitoring,
a frequency will be defined at which screenshots will be taken. Multiple
modalities can be used simultaneously. For example, malware designed
for the theft of banking credentials entered using a virtual keyboard might
trigger screenshots only when banking applications are open, and there is a

mouse click (indicating that the user has pressed a key).

* Captured area: The GDI API offers several possibilities regarding the
screenshot’s content. Indeed, two distinct functions can alternatively be
called to retrieve the DC: GetDC and GetWindowsDC. On the one hand,
GetDC allows for capturing a subpart of the screen if the coordinates of
a rectangle’s corners are given as parameters. If GetDC is called with the
NULL argument, the DC of the whole screen is returned. On the other
hand, GetWindowsDC obtains the DC of a given window if a handle to the
window is provided. Even a window that is not in the foreground can be
captured. If the NULL argument is passed instead, the DC of the full screen

is returned.

Again, depending on the attacker’s goal, different screen areas can be tar-
geted. For instance, when specific applications are targeted, it is possible
to capture only the corresponding windows. On the other hand, generalist
malware programs not looking for specific information might tend to take

the whole screen.
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Moreover, the captured area has a direct impact on the screenshot size (in
bytes) and thus on the storage and network usage. If the malware author
wants to avoid notice, a limited area of interest can be captured (e.g., the

area around the mouse pointer in the case of a virtual keyboard).

Screenshot storage Once the screenshot is taken, an image file can be created,
stored and manipulated on the victim’s machine. The criteria we consider at this

stage are:

* Compression algorithm: Many different image compression algorithms can
be used by screenloggers. Like the captured area, the format chosen for

images representation has a direct impact on storage and network usage.

» Storage media: The image file can either be stored in memory for short-term
use or in the disk for long-term use. Memory storage might imply that the
screenshot will be sent over the network shortly after it was taken, whereas
disk storage is more adapted for local processing of the screenshot (e.g.,

using OCR tools) or delayed sending.

Screenshot sending To exploit the screenshots or to send the results of local
exploitation, network packets are necessarily sent to the malicious server. The

criteria we use at this stage are:

* Communication protocol: Screenshots can be sent using a wide range of

application layer protocols or can directly be sent on the transport layer.

* Screenshot sending triggering: The adversary can develop different exfiltra-
tion strategies depending on their goal. When real-time is a key aspect of
the attack, screenshots will be sent directly after they are taken. To avoid de-

tection, several strategies can be used to group screenshots together instead
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of sending multiple network messages: timers, buffers, command-triggered

sending and more.

This criterion is important because it determines the network traffic charac-

teristics (size of the packets, frequency of sending, etc.).

* Encryption: Even if confidentiality and authentication might not be relevant
to malware authors, there are many possible algorithms that can be used to

encrypt screenshots.

Knowing the encryption methods which are used to send the data can be
important to detect the exfiltration of image type files, which will be more

easily discovered if there is no or very simple encoding (base64, ZIP, RAR).

4.2 Screen capturing

4.2.1 Used API

On Windows systems, which constitute the target of this work, two main libraries
can be used, Windows GDI [194] and DD API. Our analysis showed that existing
malware does not seem to use the functionalities offered by DD API. However,
some of them (i.e., Azorult [195], Bandook [196], RTM [197] and Proton) use

VNC, a legitimate remote desktop manager which uses DD API and GDI.

4.2.2 Screenshot-triggering

As illustrated in Figure 4.1, a vast majority of screenloggers (67%) wait for a com-
mand from the C2 server to start capturing the screen. This imposes an important

constraint on our malicious dataset: we must gather both the server and the client
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parts of the screenloggers to be able to simulate the triggering of the screenshot

functionality by sending commands.
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Figure 4.1: Need for a screenshot command to start screen capturing (in the mal-
ware of Mitre [14]).

Independently of the need for a command to start taking screenshots, different
events can cause screen capture triggering. These events can be preconfigured
in the malware’s compiled files, or they can be set on the fly upon the reception
of a command once a victim has been reached. For instance, Remexi is precon-
figured to take screenshots when some applications of interest are opened after a
configurable number of mouse clicks, and does not need to receive any command
to specify these screenshot-taking parameters [198]. In comparison, Biscuit [199]
and PowerSploit [200] take screenshots at a configurable frequency, which is set

in a command received from the C&C server.
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As illustrated in Figure 4.2, the different screenshot-triggering events that were
identified are frequency (35%), punctual command (38%), application of interest

(9%), mouse clicks (3%) and unique screenshot upon infection (5%).
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Figure 4.2: Screenshot-triggering (in the malware of Mitre [14].)

Regarding frequency, the observed screen-capturing frequencies range from 2 s
(Cross RAT [201]) to 15 min (Prikormka [202]). Malware offering remote desk-
top functionality has a higher frequency, which may reach 30 frames per second
(Xtreme RAT [62]). The screenshot frequency may vary over time: for example,
Prikormka has a normal frequency of 15 min but it increases to reach 5 s when

VoIP applications such as Skype or Viber are open.

Some screenloggers allow on-demand screenshots, having a specific command to
take one screenshot at a time (this is the category ‘punctual command’ in Figure

4.2). Most malware offering a remote desktop functionality also offer an indepen-
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dent punctual screenshot command (e.g., Azorult [195], Carbanak [21], NetWire
[64]).

A few malware types have different behaviours, as they capture screenshots in
response to mouse clicks (e.g., Remexi [198]) or by the launching of a target
application (e.g., Catchamas [203]). This last category of screenlogger waits for
a specific application to be open by looking at window titles (Catchamas [203],
Remexi [198], RTM [197], T9000 [204]) or the list of running processes (e.g.,

Biscuit [199] or Flame for instant messengers [205]).

Finally, some malware take one screenshot for reconnaissance during their entire

execution to see if the victim is worth infecting (e.g., Cannon [206], Zebrocy

[207]).

4.2.3 Captured area

Regarding the screenshots area, even if this information is often unavailable (no
information for 55% of the security reports), it follows from our study that more
than 37% of screenloggers capture the entire screen without targeting a particular
area or window (Figure 4.3). Nevertheless, three other operating modes are repre-
sented, even if it is in small proportions. These are the capture of a target window
(T9000 [204]), of all overlapping windows (InvisiMole [208]) or of a delimited
area of the screen (ZeusPanda [209]). Interestingly, the Remexi malware [198]

proposes a parameter for full screen or only active window screenshots.
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4.3 Screenshots storage

4.3.1 Image compression

It emerges from our analysis that the formats preferred by screenloggers are, with-
out surprise, the most common among the general public. In fact, 43% of screen-
loggers for which information is available use the JPG format and 32% the PNG
format. However, some other malware types opt for other formats, such as BMP

(12%) and, to a lesser extent, AVI, WCRT and RAR, as shown in Figure 4.4.
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Figure 4.3: Captured area.

103



University of Oxford Balliol College

45

40

35

30

25

%

20

15
10
0 I - O - -
IPG PNG BMP AVI

DAT WCRT RAR Not
specified

(6]

Figure 4.4: Image files format.

4.3.2 Storage media

The information of whether malware uses memory representations or persistent
disk storage of image files is unfortunately unavailable for almost half of the con-
sidered screenloggers. However, hard drives seem to be the most frequently used

storage means, as illustrated in Figure 4.5.
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Figure 4.5: Files storage.

4.4 Screenshots exfiltration

4.4.1 Communication protocol

All the malware programs of this study transmit the captured screenshots to re-
mote and malicious servers. This even includes malware taking only one screen-

shot to hide the on-screen activity, such as FruitFly.

The communication protocols used cover a wide spectrum (Figure 4.6). 40% of
screenloggers for which the protocol is identified use HTTP, which increases their
chances of going unnoticed in the large HTTP flow passing through almost all
machines. HTTPS, FTP, SMTP and SOAP complete the list of used protocols.
Note that a non-negligible proportion of malware (20%) does not have an appli-

cation layer network protocol and simply uses the transport layer by sending TCP
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packets. Finally, only one of the studied screenloggers, Biscuit, uses a proprietary

and non-standard network protocol [199].
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Figure 4.6: Communication protocol.

4.4.2 Encryption

The encryption technique used by malware to exfiltrate data was unavailable for
almost half of the malware programs studied. This result may be because the
information is difficult to obtain. Another possible explanation could be that some

malware programs do not encrypt their data.

However, for the malware for which this information was available, we observed
that the encryption techniques are highly diverse. As shown in Figure 4.7, each
malware program designs its own encryption method, often by combing several
techniques. The encryption methods are more or less sophisticated, for instance,
some malware only use an eXclusive OR (XOR) operations (e.g., T9000 [204])
or base64 encoding (e.g., POWRUNER [210]). Others combine several encryp-
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tion algorithms, such as Chopstick, which encrypts communications using RC4
and TLS, or BadNews [211, 212], which applies a rotate right (ROR) operation

followed by a XOR, conversion to hexadecimal and base64 encoding.

Note that Proton and Micropsia [213] simply send a ZIP/RAR archive, which may

be protected by a password.

BRONZE BUTLER uses two alternative encryption techniques: RC4+base64 and
AES [214].
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Figure 4.7: Image files encryption.

4.4.3 Screenshots sending triggering

There were no reports of malware locally exploiting the screenshots using OCR
tools. The security reports we analysed all mention that the screenshots are sent

as is, without local processing.
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Regarding the event triggering screenshot sending, most of the time this infor-
mation is not available. However, we were able to identify four main possible

behaviours among the studied screenloggers.

The first one, which is also the most common, is the immediate sending of the
captured image directly after the screen capture (e.g., Magic Hound [215], RTM
[197]). The explanation could be that many of these malware programs use
screenshots for a real-time purpose, such as remote control on the victim’s ma-

chine or real-time observation of the victim’s activity.

The three other behaviours that were found include sending screenshots at a reg-
ular frequency (e.g., Micropsia [213], Flame [205], Rover [216]), when a specific
command is received from the C2 server (e.g., Biscuit [199], Powruner [210]),
or each time a predefined number of screenshots is taken (e.g., RTM after six

screenshots [197], Pteranodon after a configurable number of screenshots [217]).

4.5 Synthesis: Completeness requirements

As pointed out in Section 2.1, no existing dataset is dedicated to screenshot-taking
malware. We only found a dataset containing two screenlogger samples with lim-

ited behaviours.

Therefore, to propose an effective detection approach against screenshot-taking

malware, it was necessary for us to construct our own dataset.

The results we obtained by analysing the 127 security reports of the MITRE
ATT&CK database enabled us to define completeness criteria for our malicious

dataset.

We propose two definitions of the term ‘completeness’: ‘behavioural’ complete-

ness (Section 4.5.1) and ‘proportional’ completeness (Section 4.5.2). These two
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definitions are based on different assumptions concerning the MITRE ATT&CK

database.

4.5.1 Behavioural completeness

A first definition that can be given to the word ‘completeness’ is that our dataset
will be complete if its malware samples display all the behaviours found in the
security reports, regardless of their proportions. This definition assumes that the
MITRE ATT&CK database is exhaustive enough to encompass all the behaviours

found in the wild but not necessarily in representative proportions.

The different behaviours that our dataset should include based on this first defini-

tion are displayed in Table 4.2.
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Table 4.2: Criteria of completeness.

Windows library used to take screenshots

- Windows graphics device interface
- Desktop duplication API

Screenshot-triggering

- Frequency

- Punctual command

- Application of interest

- Mouse clicks/Keyboard presses

- Unique screenshot upon infection

Captured area

- Whole screen

- Window of interest

- All overlapping windows

- Around the mouse pointer
- Configurable area

Place where the screenshots are stored

- HDD
- Memory

Image file format

- JPG
- PNG
- BMP

Encryption

- Yes
- No

Communication protocol

- TCP

- HTTP/HTTPS
- FTP/FTPS

- SMTP/SMTPS

Screenshots sending triggering

- Directly after the screen capture

- Frequency

- Command

- After a given number of screenshots
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4.5.2 Proportional completeness

Table 4.3: Screenloggers behaviours (samples selected from [14]).

Used Solution Malware (Mitre) %
8
2
=
© | Screenshot capture library GDI 59
:
3
195}
DD API -
Screenshot capture triggering | Frequency 35
App. of interest 9
Mouse clicks /User trig. 3
Punctual command 38
Unique capture upon infec. | 5
Frequency 2s to 15mn
&
S
S
% Format JPG 25
=
=
5
=
PNG 19
BMP 7
Video 1
Other 6
Storage Memory 5
Disk 59
Captured area Full screen 37
Coordinates 2
Difference -
Other 6
[=]
.2
g Screenshot sending trig. Real-time flow 25
g
=
Remote cmd 6
Scheduled 10
Other 13
Encryption? No -
Files sending? No -
Comm. protocol HTTP 36
HTTPS/FTP/SMTP/RFB | 36
Proprietary 1
TCP 18
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The second definition we can give to the word ‘completeness’ is that our dataset
will only be complete if the behaviours at the different stages of the screenlog-
ger operating process are represented in the same proportions as in the security

reports. These proportions can be found in Table 4.3.

The assumption made is strong as we assume that the security reports compiled
by MITRE provide an accurate overview of the behaviours exhibited by screen-

loggers, with the same proportions.

4.5.3 Discussion

When assessing the completeness of our dataset, we had to choose between the

two definitions given above.

On the one hand, the assumption made for the behavioural completeness defini-
tions seems realistic as the MITRE ATT&CK database is renowned for document-

ing different kinds of attacks and is updated regularly.

On the other hand, the assumption made for the proportional completeness defini-
tion seems less likely to hold for two reasons. The first is that much information
is missing. For example, only 45% of the security reports indicated what area of
the screen was targeted by the screenshots. The second reason is that, even if the
reports were complete, there are many more than 103 screenshot-taking malware
programs in the wild, and most of them probably use the most naA~ve and unso-
phisticated behaviours. However, one could argue that the attacks referenced in
the MITRE ATT&CK database are the ones with the most critical consequences
and that we precisely aim to detect the most stealthy and unusual screenlogger
behaviours. Moreover, as the detection is based on ML algorithms, if the dataset

is overwhelmingly composed of basic and naA ve behaviours, the features that
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would be selected would not allow for the detection of more sophisticated vari-

ants, which will be under-represented.

Therefore, even if it might appear less realistic than the first definition, we chose

to implement the proportional completeness definition in our dataset.
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5| Dataset Construction

To effectively detect spyware using the screen capture feature, it is essential to
understand and identify the similarities and differences between their behaviour
and that of legitimate applications. Thus, the first step of our approach aims to
constitute a significant sample of legitimate applications and screenlogger-type

spyware, with varied and representative behaviour.

In this chapter, we present our methodology to build the first dataset dedicated to
screenshot-taking malware (Section 5.1) and legitimate screenshot-taking appli-

cations (Section 5.2).

The dataset is not only composed of malware and legitimate samples but also
contains execution reports. These reports monitor two aspects of the samples’
execution: API calls and network behaviour. They are used to train and test our

detection models.

5.1 Malicious dataset

After presenting the methodology we used to collect and analyse the malware
samples of our dataset (Section 5.1.1), we discuss the main challenges faced in
the construction of the malicious dataset and how we proposed to address them

(Sections 5.1.2 and 5.1.3).

5.1.1 Data collection and analysis

Our approach is based on collecting a significant number of known screenshot-
taking malware samples, then executing them in a safe environment to analyse

their behaviour.
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The names and hashcodes of our samples were collected from MITRE [14], which
has the advantage of centralising and listing 103 malware programs with the
screenshot functionality. The hashcodes can be found in the indicators of com-
promise section of the security reports. Based on these hashcodes, we were able
to collect 600 spyware samples from VirusShare [85], AVCaesar [51], Malshare
[218] and VirusSign [219]. We also collected some screenlogger source codes on

open archives, such as Github.

Given the nature of the software studied, the execution was carried out in a se-
cure environment. Subsequently, their behaviour was analysed using dedicated

software.

Spyware were executed in a Windows 10 virtual machine (INetSim internet con-
figuration) [220]. After each execution, the machine was reinitialised from a snap-

shot of the non-infected initial state.

To analyse the spyware, we used Cuckoo sandbox [79], which allows generating
reports on the API calls made by malware programs, and on their network traffic
in pcap files. We also used Wireshark [221] as well as API Monitor [222], which
provides more precise information than Cuckoo on API calls (log with each call

and when they were made).

5.1.2 Challenge 1: Ensuring that screenshots are taken

As we target screenshot-taking malware, to propose a meaningful detection ap-
proach, it is necessary to ensure that the execution reports generated actually dis-

play screen capture operations.

While employing a novel technique based on the monitoring of API call se-

quences, we realised that our samples were not taking screenshots during ex-
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ecution. We then investigated the reasons for this unexpected outcome, which

allowed us to propose a solution based on widely used screenshot tools.

API calls hooking to detect screen-capturing actions

To ensure that the collected samples were taking screenshots, it was necessary to
find a sequence of API calls that characterises screenshot-taking. This sequence
must be precise enough that non-screenshot cases would be excluded and simul-
taneously not too precise to avoid false negatives (excluding cases where screen-
shots were actually taken). The difficulty lies in the fact that there is no unique
screenshot function proposed by Windows APIs but rather a sequence of 5—6 func-
tions that can be used alternatively with other functions. Moreover, each function
in the sequence can individually be used in other contexts. Thus, it is impossible

to deduce that a screenshot was taken by only looking at a unique function.

As explained in Section 4.1.3, two main libraries can be used to take a screenshot:
the Windows GDI and the DD API, which replaced mirror drivers from Windows
8 onward. To define the criteria characterising a screen capture, screenloggers
and legitimate screenshot-taking applications were analysed. Results showed that
different API call sequences can be used for screenshot-taking. We therefore had
to make flowcharts with different alternatives at each step (Figure 5.1). The charts
were then transcribed into a script that takes the API call reports as an input and re-
turns information such as the number of screen captures taken and their frequency

(if the screenshots are taken at a regular time interval).

Using the flowcharts, for the GDI library, we identified a screen capture by the call
of one function that retrieves the content of the screen (GetDC, GetWindowsDC,
CreateDCA or CreateDCW), followed by the call of the BitBIt or the Stretch-

Blt function. The script ensures that BitBlt’s hdcSource parameter is the value
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that was returned by the function capturing the screen’s content. Sometimes, the
GetDC function is called only one time at the beginning of the screenshot session
and the subsequent functions are called multiple times with the same hdcSource

parameter.

As the functions in the sequence take as parameters the return values of the previ-
ous functions, it is impossible for them to be called out-of-order. Moreover, as the
return values are kept in memory until they are used as parameters, the screenshot

is detected even if the API calls are spaced in time.

A rarer sequence using GetDIBits, CreateDIBitmap, SetDIBits and CreateBitmap
functions was found in some applications (e.g., JoinMe [55] and AnyDesk). When
this sequence is used, BitBlt is called with small ‘size’ parameter values, whereas,

in the above sequence, it is called with the size of the screen.

Finally, a stealthier way of taking screenshots using GDI is to call only the getDC
function for each screenshot, with the GdipCreateBitmapFromScan0 function,
from the GDI+ API, in the callstack. Indeed, api calls made in the callstack are
not recorded by API Monitor. However, we were able to make our scripts detect
this way of taking screenshots by noticing that the getDC function is called by the

gdiplus.dll module, which is not the case in other situations.

For the DD API, a screenshot is identified by the use of the AcquireNextFrame,
GetFrameMoveRects and GetFrameDirtyRects functions, which allow for captur-
ing only the part of the screen that changed compared to the previous frame. This
library is mainly used by the applications that capture the screen continuously

(screen sharing, remote control, screencasting).

Zhao et al. proposed a method for screenlogger detection and also identified crite-
ria based on Windows API calls to characterise a screen capture operation [223].

Their solution was to examine the GetWindowsDC and BitBlt function calls. This
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approach is similar to the criteria we identified but does not consider the other
equivalent functions (StretchBlt, GetDC, etc.) nor the other libraries that can
be used (DD API). Thus, examining only the GetWindowsDC and BitBIt func-
tion calls does not allow for the identification of all the screen-capturing applica-
tions. Moreover, the parameters of the function are not verified, particularly the
hdcSource parameter of the BitBlt function, which must refer to the screen con-
tent. Otherwise, if the hdcSource parameter does not correspond to the DC of the
screen, it means that BitBlt was used for a different purpose and some applica-
tions that do not capture the screen can be identified as taking screenshots, which

is problematic as well.

GetDc or
GetWindowDC or
CreateDCA or
CreateDCW

HdcSource

CreateCompatibleBitmap or
CreateDIBSection

HdcDestination

BitBIt or StretchBlIt
SelectObject

Figure 5.1: Windows screen-capturing functions.

118



University of Oxford Balliol College

Problem

By running our scripts on the found samples, we realised that no sample but one
(over 600 samples) was actually taking screenshots. Different reasons can be put

forward to explain this unexpected result.

* Many malware programs infect their targets through different steps. The
screenshot module is often not present from the beginning and is rather
downloaded from the server afterwards. For example, the Prikormka mal-
ware has a ‘downloader module’ that downloads other modules that are not
present at the time of infection [202]. Silence downloads a dropper which
will communicate with the server to obtain the screenshot plugin [224].
However, almost all the malware servers are currently dead. Even if they
were not, we would not allow the samples to connect to the network for

obvious security reasons.

* Some malware programs are fitted with anti-sandbox /anti-analysis capabil-
ities. For example, ZeusPanda [209] looks for files showing the presence
of Virtual Box, VMware or Wireshark among many other tools on the in-
fected device. It also looks for these tools in the list of running processes.
If ZeusPanda realises that it is within an analysis environment, it does not

run.

* Sometimes the screenshot settings governing whether screenshots can be
taken, when, and targeting what applications were defined by the attacker
before infection and impossible to modify afterwards with only the sample

at our disposal (particularly KeyBoy [225] and AgentTesla [226] malware).

* In most cases, the screenshot functionality is triggered by a command com-

ing from the attacker. However, as pointed out earlier, we do not allow the
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malware samples to receive network messages. Moreover, analysis reports
rarely indicate the command used to trigger the screenshots. Even when
they do, there is insufficient information to simulate the command (i.e., to
what HTTP field does it correspond, what are its parameters, on which port
should it be sent?). Finally, the samples available in current datasets only
include the client part of the malware, which is run on the victim’s machine

and not the attacker’s, which sends commands.

As the samples available on current malware datasets (VirusShare, VirusSign, AV-
Caesar) were not taking screenshots during their execution, it was necessary to do
more extensive research to find malware whose screenshot functions could be en-

abled.

Solution

The solution we propose to this challenge results from the observation that mal-
ware authors often do not bother implementing the screenshot functionality them-
selves. Instead, they reuse RAT's or ‘Pentest tools’ widely available on the internet.
The only element that varies between different malware is therefore the infection
medium, which is not relevant for this study. Several well-known cybercrimi-
nals, having realised significant attacks, employed these kinds of tools. By way

of illustration, and in a non-exhaustive manner, one could cite:

The FIN7 group (particularly the GRIFFON and HALFBAKED malware)

uses Carbanak for screen capture [34]
* The Group5 group uses njRAT and Nano Core RAT [227]

* The CopyKittens group uses CobaltStrike and Meterpreter [228]

The Socksbot malware uses QuazarRAT and BADNEWS [229]
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Analysing these malicious tools seems a reasonable attempt to cover the majority
of screenshot-taking malware. As they are widely available, we were able to get
working samples (with the client and server parts) and even source codes where
available. We constructed a dataset dedicated specifically to screenshot-taking
malware, containing 118 samples. Some were source codes that we had to com-
pile and make operable. We ran each of them to ensure that the screen-capturing
function was triggered. For that, it was necessary that each selected malware be
composed of executable client and server parts to allow us to trigger the screen

capture ourselves.

These malicious tools have then been analysed to gather the same type of infor-
mation as from the MITRE security reports. When we had the source code, we
directly looked there. If not, we ran the executable files. Given the dangerous
nature of the studied software, their execution was carried out in a secure envi-
ronment, with the client and server parts run on two different VirtualBox virtual
machines. The network was configured by creating a virtual interface network
named vboxnetO. The two machines were configured with host only network to
isolate them from the real interface network and to allow communication between

them.

5.1.3 Challenge 2: Representativeness of the dataset

This dataset is, to the best of our knowledge, the first one dedicated to screenshot-

taking malware and is available on Github [230].

We used the source codes and execution reports at our disposal to analyse the mal-
ware samples of our dataset using the criteria presented in Section 4.1.2 (Sections

5.1.3.1,5.1.3.2,5.1.3.3).
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Then, to assess the ‘proportional’ completeness of our dataset (defined in Section
4.5.2), we compared the obtained results with the proportions we obtained from

the malware programs listed by MITRE (Section 5.1.3.4).

To address the observed lack of representativeness, our solution consisted of im-
plementing a ‘screenlogger generator’, which was used to generate malware sam-

ples with the missing behaviours (Section 5.1.3.5).

Screen capturing

Used API The malware of our dataset exclusively uses the GDI library to cap-
ture screenshots. Therefore, this does not include the DD API that may be used

by some malware programs, as seen in Section 4.2.1.

Screenshot-triggering All the malware samples composing the dataset must re-
ceive a command to start taking screenshots. This corresponds to the observations
made in Section 4.2.1, as most malware had to wait for a command to capture the
screen. However, the opposite behaviour (start taking screenshots automatically)

is not represented.

Regarding the event triggering the screen-capturing functionality, the two most
frequent behaviours encountered are the capture of the screen at a given frequency
or on-demand upon receipt of a specific command allowing for one screenshot to
be taken (Figure 5.2). Several screenloggers, such as Xtreme RAT, SpyNet and

NetWire, offer the two possibilities.

Remcos constitutes a particular case in the dataset because its screenshots are
triggered by the occurrences of some target keywords in the titles of the opened

windows.
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Figure 5.2: Screenshot-triggering.

Two behaviours observed in the previous section are not represented here: screen-
shots triggered by mouse clicks and unique screen capture during the whole exe-

cution for reconnaissance purposes.

Regarding the values of the screen-capturing frequencies, they ranged from 17 ms
to 67 s, and several screenloggers had a configurable frequency (e.g., PowerShell-
RAT, Powersploit). Interestingly, thanks to the source codes, we were able to
observe that some malware use a random number between each screen capture
and, therefore, do not take the screenshots at exactly equal time intervals. For
instance, Carbanak draws a random number between 15,000 ms and 30,000 ms at

each capture, and CtOSRAT draws a random number between 17 and 31 ms.

Note that all malware samples in our dataset take screenshots using hidden pro-
cesses with no user interaction. Some of them even inject themselves in legitimate

processes such as the default browser (Figure 5.3).
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Figure 5.3: Malware infiltrating the default browser process (Navegador padrao).

Captured area Regarding the captured area, as shown in Figure 5.4 a majority
of the selected malware (86%) captures the entire screen at each shot. This cor-
responds to the observations made in Section 4.2.3. Capturing the whole screen
might be used to recover as much information as possible. Relatively advanced
software can subsequently be used to extract relevant data after the transfer to the

malicious servers.

However, 14% of malware have smarter and more optimised behaviours as they
capture either a specified zone using its coordinates (7%, e.g., SpyNet, Xtreme
RAT) or only the difference (changes) between two successive screens (GhOst).
Moreover, we found a behaviour that we did not observe in Section 4.2.3, which
is the capture of the zone around the mouse click, an option proposed by Pupy.
This enables sending smaller, and thus stealthier, packets, and can be useful in
attacks targeting online banking users who enter their password using a virtual

keyboard, as proposed by many banks [41].
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Figure 5.4: Captured area (in the malware of the dataset).

Screenshot storage

Image compression In the constituted dataset, 57% of malware use JPG coding
to represent images. The remaining ones use BMP and PNG formats in equal pro-
portions (Figure 5.5). These observations appear to correspond to those theorised
in Section 4.3.1, with the exception that several formats found in the minority,

such as AVI, RAR and WCRT, are missing.
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Figure 5.5: Image files format (in the malware of the dataset).

Storage media Regarding screenshot storage, as illustrated in Figure 5.6, in our
dataset 66% of malware only use a memory representation of the captured image,
while 34% have persistent storage strategies on disks. For this criterion, the results
are the opposite of those found in Section 4.3.2, where most of the malware was

using disk storage.
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Figure 5.6: Image files storage (in the malware of the dataset).

Screenshot exfiltration

Communication protocol A large proportion of the studied malware does not
have an application network layer. Specifically, 94% of the malware examined
uses only the transport layer to exfiltrate data in the form of TCP packets. The

remaining 6% of our samples use the HTTP protocol.

Encryption Regarding encryption, the majority of the analysed malware sam-
ples do not encrypt the sent data. Only a quarter of the malware samples encrypt
the information sent, all using different encryption algorithms, namely AsyncRAT
(SSL), Carbanak (RC2), CtOSRAT (DES), LimeRAT (AES), SpyNet (RC4 ) and
pyYRAT (SSH ). Remcos and NetWire allow the use of a custom password for

encryption over TCP.

Screenshots sending triggering Regarding the screenshots sending triggering,

all malware programs in the dataset send captured images to a remote server im-
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mediately after capturing the screen. This is unfortunately not sufficiently rep-
resentative of the potential behaviours presented in Section 4.4.3. Indeed, all the
exfiltration modes that are more advanced than the systematic sending after screen

capture are not represented in this sample.

Problem

Even if 118 samples represents a significant size, it is insufficient to represent
all the possible behaviours of screenshot-taking malware. Indeed, the analysis
results have shown that some behaviours and characteristics that were observed in

the security reports analysed in Chapter 4 are missing.

Moreover, Table 5.1 shows the differences between the proportions found in our

dataset and the proportions found by analysing the security reports of MITRE.

Therefore, to ensure the completeness of our dataset, we implemented a ‘screen-

logger generator’, as presented in the next section.

Solution: Multi-criteria behaviour generator

Presentation of the generator To complete the malicious dataset, our solution
consists of developing a configurable tool that enriches the constructed dataset
with all the missing behaviours and characteristics. In this generator, we im-
plemented the functionalities mentioned in the analysed security reports but not
found while analysing our dataset. Although not optimal (because some real mal-
ware simultaneously carry out other malicious functionalities), this solution al-

lows for a complete toolset to study the screenshot-taking behaviours.
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Table 5.1: Screenlogger behaviours in our dataset vs those found in security re-
ports selected from Mitre [14].

Used Solution

Malw. (Mitre)

Malw. Dataset %

8
2
&
© | Screenshot capt. lib. | GDI 59 100
:
3
o
DD API - -
Screenshot capt. trig. | Frequency 35 78
App. of interest 9 3
Mouse clicks /User trig. 3 -
Punctual command 38 19
Unique capture upon infec. | 5 -
Frequency 2s to 15mn 17ms to 67s
&
&
—
S
<
]
= Format JPG 25 56
5
g
5
=
PNG 19 24
BMP 7 21
Video 1 -
Other 6 -
Storage Memory 5 66
Disk 59 34
Captured area Full screen 37 87
Coordinates 2 6
Difference - 3
Other 6 3
=
.©
g Screenshot send. trig. | Real-time flow 25 73
5
=
Remote cmd 6 -
Scheduled 10 -
Other 13 -
Encryption? No - 75
Files sending? No - -
Comm. protocol HTTP 36 6
HTTPS/FTP/SMTP/RFB | 36 -
Proprietary 1 -
TCP 18 94
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Taking the form of a ‘screenlogger generator’, our solution poses various ques-
tions to the user at the beginning of each execution. To generate a screenlogger
with certain characteristics, questions include ‘screenshots must be taken every ?
clicks’, ‘should the malware start the screenshots right away or wait for a com-

mand?’, ‘what protocol should be used for exfiltration?” and others (Figure 5.7).

This screenlogger generator takes the form of a builder that generates a payload
according to the specified parameters. Then, this payload is run on the victim’s

machine, whereas the server part waits for connections on the attacker’s machine.

Measures were taken to prevent the tool from being used for malicious purposes
(a ‘malware’ flag on network messages and a warning message constantly dis-
played to the user). The screenlogger generator will also be declared on open and

dedicated databases.

As illustrated in Figures 5.7 and 5.8, two types of parameters can be specified

when building the payload.
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Figure 5.7: Screenlogger generator.
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Figure 5.8: Screenlogger generator process.

On the one hand, static parameters are predefined before execution and cannot
be modified. These are the network parameters that will be used for the con-
nection between the server and the client parts (IP address of the attacker’s ma-
chine, port, communication protocol - TCP/HTTP/SMTP/FTP), but also the li-
brary that will be used to take screenshots (GDI/DD API), the compression for-
mat (PNG/JPEG/ZIP/BITMAP/AVI) and the location of storage (disk storage or

memory-only).

On the other hand, dynamic parameters can be modified during execution using a

command, if this option is chosen. These are:
* Resolution of the screenshots

* Screen-capturing area: entire screen / active window / all overlapping win-

dows / mouse area / specified coordinates
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* Screenshots capture triggering: frequency / application of interest / each X

mouse clicks or keyboard presses

 Screenshots sending triggering: immediate transfer / frequency / waiting for
a command / each X screenshots / each time screenshots files reach a size

of X bytes

If the option ‘without command’ is selected, all the parameters will be set at the
building time and the payload will start taking screenshots according to these pa-
rameters directly upon infection of a new victim (Figure 5.9 a). If the option ‘with
command’ is selected, the parameters cannot be specified at the building time and
the screenlogger will wait for a command from the C2 server to start capturing
the screen. This command may be used to take isolated or continuous screenshots

(Figure 5.9 b).

2 With Command - X

Region Al Scroen ] . B <o B Soon
Triger Open an Application — _ Indication

Send Full Command Take ScreenShot Send ScreenShot

2 Without Command - X

The client will take screenShots and send them according to the selected parametres

ScreenShot Received : n
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(®)

Figure 5.9: Screenlogger generator during execution: (a) When the option ‘with
command’ is chosen (b) When the option ‘without command’ is chosen.
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Several choices, aspects and characteristics of our approach guarantee a certain
completeness of the final dataset. Indeed, our screenlogger generator, in addition
to almost exhaustively integrating different screenshot-taking behaviours, remains
an extremely extensible and scalable tool due to the way it was constructed. For

instance, any new screenshot-triggering option might easily be added.

Using the generator to make the dataset complete In addition to adding sam-
ples with the missing behaviours to meet the ‘behavioural’ completeness require-
ment defined in Section 4.5.1, we also had to match the proportions found in the
security reports, as explained in Sections 4.5.2 and 4.5.3. For this, 31 generated

samples have been added to our 118 existing samples.

The proportions to match had to account for data that was missing in security
reports. For example, if for a given criterion we have 60% unknown, 20% of be-
haviour A and 20% of behaviour B, the proportions to match are 50% of behaviour

A and 50% of behaviour B.

The generated screenloggers that make the dataset complete can be found along
with the tools mentioned in Section 5.1.2.3 on the following Github repository:

[230]. (For security reasons, the executable is not provided.)

5.2 Benign dataset

In this thesis, we define a legitimate screenshot-taking application as an applica-
tion that takes screen captures with the knowledge and consent of the legitimate
user of the device. The person considered as the legitimate user of the device can
be different from the end user. For example, an employee monitoring application

will be considered legitimate because the legitimate user (the employer) has given
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their consent, even if the actual user of the device (the employee) did not agree to

the screenshot-taking.

5.2.1 Screenshot-taking application categories

Benign uses of the screenshot functionality

Ever more legitimate applications use the screenshot functionality. We identified

five main categories of such applications:

* Screen sharing: This first category of applications allows a user to have
a real-time view of another user’s screen. Well-known applications, such
Skype [53], Screen Leap [54], Join.me [55], Show My PC [231] and Min-
gleView [232] use the screensharing feature. This functionality is increas-
ingly used due to the rapid development of online learning, telecommuting,

remote presentations and conferencing tools.

* Remote control: These tools allow a user not only to see another computer’s
screen in real time but also to remotely control it through a given protocol.
They are generally used by system administrators in companies to access
and work on remote computers inside their information systems. Remote
control can be used for after-sell or maintenance purposes as well. We could
also mention the rise of remote computer fixing with operators asking the
users to share their screens to help them resolve the problems they encounter
[233]. Some examples of this category are TeamViewer [56], Netviewer
[57], GoToMyPC [58], AnyDesk [234], Apple Remote Desktop [235] and
Chrome Remote Desktop [236].

* Screencasting: As a digital video recording, screencasting captures actions

taking place on a computer that may be transmitted to one or several remote

134



University of Oxford Balliol College

machines. As opposed to screensharing applications, the recording is not
necessarily sent in real-time and may never be sent. Some applications in
this category include Camtasia [59], CamStudio [60], Ezvid [61], TinyTake
[237] and Telestream ScreenFlow [238].

 Parental control or employee control: These applications allow the legiti-
mate user of a device to monitor the activities of other users of the device.
These controls are characterised by the possibility of the current user of the
device being unaware that screenshots are taken. The users whose activ-
ity is monitored may be children or employees, particularly with the recent
development of homeworking [239]. Verity [62], Kidlogger [63], Norton
Online Family7 [64], Teramind [201], Time Doctor [240], ActivTrak [241],
InterGuard [242], Hubstaff [243] and StaffCop Enterprise [244] are some

examples in this application category.

* Screenshot-taking and editing: These applications are used to punctually
capture the screen once or a few times for different purposes (e.g., justify
a payment, use in a document, etc.). PicPick [65], Snipping Tool [66] and

FastStone Capture [67] are examples of this category.

Diverging behaviours

Each of the five categories presented above has specificities regarding the way

they take and process screenshots:

* Screen sharing: Screenshots are often taken at a high frequency to allow for
a smooth view of the screen activity. The real-time constraint mandates that

screenshots must be sent right after they are taken.

* Remote control: The behaviours mentioned for screen sharing also apply

to remote control. The main difference lies in the triggering of the screen-
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shot operations. Indeed, screenshots start to be taken when the user of the
remote-control application chooses to start the session. This behaviour is
quite similar to malware programs that start taking screenshots when they

receive a command from the malicious server.

* Screencasting: Once again, screenshots are taken at a high frequency. How-

ever, they can be grouped and sent at any moment or not sent at all.

* Parental control or employee control: Monitoring a person’s activity the
whole day by constantly sharing their screen consumes significant re-
sources, especially in a company with thousands of employees. Therefore,
these applications tend to take screenshots at an extremely low frequency
(e.g., once an hour). The screenshots need not be sent in real-time. They

can, for example, be sent together at the end of every working day.

* Screenshot-taking and editing: As they are used punctually, these applica-
tions have the most unpredictable behaviour. The screenshots are not taken

at a given frequency and may not be sent over the network.

As we can see, legitimate screenshot-taking applications display a wide range
of behaviours that sometimes present significant similarities with malicious be-
haviours. Our objective is to find relevant criteria to distinguish legitimate and

malicious screenshot-taking behaviours.

5.2.2 Data collection and analysis

We assembled a dataset of 94 legitimate screenshot-taking applications, among
the most commonly used. As explained in the previous section, the main types of
applications requiring screenshots (screen sharing, remote control, screencasting,
children and employee controls and screenshot-taking and editing) are represented

in this dataset.

136



University of Oxford Balliol College

These applications have been analysed with the same tools used to assess mal-
ware: API Monitor for API calls and Wireshark for network activity. This analysis
was focused on the criteria presented in Section 4.1.2. Information regarding the
selected criteria was not always available. However, the objective was to obtain
the maximum amount of information on all applications regarding the maximum

number of criteria.
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6| Behavioural Comparison

In this chapter, we first present the results of our analysis of legitimate screenshot
taking applications according to the criteria proposed in Chapter 4 (Sections 6.1,

6.2,6.3).

Then, by comparing these results with those we obtained through the analysis
of the security reports referenced on MITRE, we gather insights and formulate
hypotheses about the promising criteria for screenlogger detection and differenti-

ation from legitimate screenshot-taking applications (Section 6.4).

6.1 Screen capturing

6.1.1 Used API

Legitimate applications use the two main available libraries to take screenshots:
GDI (76%) and the DD API (17%). The DD API is more represented than in the
malware case because it is used by several real-time applications (screen sharing
- e.g. Skype, remote control - e.g. TightVNC, ShowMyPC, UltraVNC, Eho-
rus). Indeed, this API is adapted to this type of applications: it allows taking of
screenshots in a fast and robust way by sending only the difference between two
consecutive screens. However, this is a quite recent API (Windows 8 and above)
compared to GDI, and this could explain why it is not used in malware. Malware
developers rarely develop all the modules themselves and, in many cases, they
use stable and widely tested plugins. Most of those modules are implemented
using native technologies like GDI. Another reason could be that this library is
much more flexible, allowing to take screenshots at the desired frequency with the

desired size.
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6.1.2 Screenshot triggering

Screen captures are triggered only while the application is executed, and usually
not by a command from a distant server, unlike screenloggers. However, this ob-
servation is unfortunately not systematic as some types of legitimate applications
such as remote control respond to distant commands to establish the connection

and start the screen sharing session.

Another observation is that some applications may exhibit a behaviour very sim-
ilar to malware in the way screenshots are triggered. For example, Spyrix Free
Keylogger, an application for monitoring children’s activities, takes screenshots
each time the user switches window or opens a new window. Hubstaff, an em-
ployee control application, takes screenshots irregularly, and we were not able to
identify the triggering event. It may be linked to the “performance factor" of the
employee, which is a function of several elements like mouse clicks, keystrokes,

opened windows and more.

Finally, all legitimate screenshot-taking applications, except employee and chil-

dren monitoring, are visible to the user and require user interaction.

6.1.3 Captured area

The capturing areas of the legitimate applications making up our sample are il-
lustrated in Figure 6.1. The majority of applications take the full screen (37%),
but some samples target more precise areas of the screen (18% use coordinates,
14% target specific windows). A quarter of the tested applications capture the
whole screen but in an optimised way: only the areas of the screen that have been
updated are captured. We can note that none of our legitimate applications target

overlapping windows.
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Figure 6.1: Screen capture size (legitimate applications).

6.2 Screenshots storage

6.2.1 Image compression

Determining which format is used for the screenshots captured by legitimate ap-
plications is not an easy task. It is often time-consuming and complex because of
the encryption and because many samples only use a memory representation of the
screenshot. However, it was possible to observe that, unsurprisingly, an important
part of legitimate applications for which obtaining the information was possible
use standard and portable compression formats (png and jpg) to save captured
screenshots (Figure 6.2), with a large majority opting for the png format. Other
applications use video formats such as AVI, MPEG4 and VMW to store images:

these are the screencasting applications (e.g. VLC, TinyTake, CamStudio).
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6.2.2 Storage media

Regarding the storage of screenshots, we can observe different behaviours de-
pending on the type of application (Figure 6.3). 57% of the selected applications
only use memory representations of the captured screenshots and do not generate
disk persistent storage. These are the screen sharing and remote-control applica-
tions This is because these applications use temporary files which are erased after
a real-time sending of the data. In contrast, screencasting, screenshot editing and

employee control applications store images on the disk.
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Figure 6.2: Screenshots files format (legitimate applications).
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Figure 6.3: Screenshots storage (legitimate applications).

6.3 Screenshots exfiltration

6.3.1 Communication protocol

An important part of the legitimate applications does not send the screenshots
over the network because this is not their purpose. Indeed, the screenshots edit-
ing, employee control and screen casting applications do not send the screenshots
by default. The other applications often use proprietary protocols as shown in Fig-
ure 6.4. Few use standard known protocols such as RFB (Remote Frame Buffer

protocol) or HTTPS.

142



University of Oxford Balliol College

50
45
40
35
30

25

%

20

15

10

wv

Proprietary Standard No sending

Figure 6.4: Communication protocol (legitimate applications).

6.3.2 Screenshot sending triggering

In real time contexts (screen sharing, remote control), the screenshots are sent
immediately after they are taken. As expected, children/employee monitoring
applications do not send their screenshots right away. As illustrated in Figure 6.4,

the other 45% of legitimate applications never send the screenshots.

6.3.3 Encryption

Applications of our dataset that send the screenshots mainly use either SSL or
TLS encryption before transmitting files. A few of them, such as Tight VNC and
ULTRAVNC do not encrypt files as shown in Figure 6.5.

143



University of Oxford Balliol College

60
50
40
X 30
20
, =
TLS SSL No encryption No sending

Figure 6.5: Image files encryption (legitimate applications).

6.4 Hypotheses for detection

The criteria on which our study of screenloggers and legitimate screenshot-taking
applications (Chapter 4 and Chapter 5) was based allowed us to highlight some
significant differences between the two classes of software. These differences are

presented and analysed in the rest of this section.

We formulate hypotheses about which criteria seem to be the most suitable for

screenlogger detection.

6.4.1 Screen capturing

Used API Regarding screenshot taking, it is possible to discern that the malware
programs in our sample only use the GDI library to capture screenshots while 17%
of legitimate applications use DD API. This might be an interesting criterion of

differentiation of these software classes, but it is limited in the sense that even if it
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does not seem to be the case nowadays, malware developers could choose to use

the DD API in the future.

Screenshot triggering Our study revealed that most malware (67%) starts tak-
ing screenshots in response to commands coming from the C&C server, whereas
in the case of legitimate applications, screen capturing is strongly correlated with
the use of the application and most of the time cannot be done in response to

distant commands or events unrelated to the current application.

However, this reasoning cannot be generalised because of remote control appli-
cations like Teamviewer which start taking screenshots in response to a distant
connection. Moreover, children/employee control programs may take screenshots
in response to user-related events not directly linked with the current applications
(mouse clicks, keystrokes, windows opening...), which is a behaviour similar to

some screenloggers.

Frequency does not seem to be an interesting criterion because, as with malware,
legitimate applications display various behaviours: irregular screenshots (screen-
shot capture and editing), high frequency (screenshare, remote control) and low

frequency (employee/children monitoring).

Finally, contrary to the observations made about our malware samples in Section
5.1.3.1, most legitimate applications do not try to conceal their screenshot-taking

activity. This could be an interesting criterion for screenlogger detection.

Captured area The vast majority of malware captures the full screen whereas
it is more diverse for legitimate applications: only 37% of them capture the full
screen, and the others either capture only part of the screen, a target window or
only the difference between two successive screens. This contrast may be ex-

plained by the fact that most screenshot-taking malware does not look for specific
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information on the infected device, but rather spies on the user’s activity in gen-

eral.

6.4.2 Screenshots storage

Storage media Most legitimate applications use memory representations, for

immediate processing on the host machine, without using persistent storage.

This trend is much less evident in the case of malware. Indeed, the theoretical
study of malware security reports shows a strong inclination towards the use of the
hard drive for storage. This might be because a significant proportion of screen-
loggers do not send the images right away but rather, wait for specific events (e.g.

frequency, buffer size reached, command for screenshot sending).

Image compression Even if the format used by many legitimate applications
for screenshot compression remains unknown, it is notable that the same formats
are used by both malware programs and legitimate applications to store and send
the images, the most common being JPG and PNG. Video formats such as AVI

may be used in both cases.

6.4.3 Screenshots exfiltration

Communication protocol As malware programs are very often built by assem-
bling a certain number of basic software blocks, they mainly use standard network
protocols. Indeed, only one of the malware programs we analysed (Biscuit) took
the trouble to implement and integrate a proprietary protocol, as opposed to 31%
of legitimate applications. Thus, even if this cannot be considered the only dif-
ferentiation criterion, the use of a proprietary protocol by software reduces the

probability that it is malware.
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Encryption Encryption protocols used by malware and legitimate applications
to encrypt images are quite different. Indeed, although a minority of legitimate
applications do not encrypt the data they send, most of them do by using the
well-known standards SSL and TLS. On the other hand, 75% of malware in our
dataset do not even encrypt their data, and in the theoretical study it was ob-
served that, when they do, they use “home-made" and rudimentary encryption
techniques combining XOR operations, base 64 encoding and symmetric encod-
ing algorithms such as RC2 and RC4. Few of them use RSA, which is asym-
metric, and SSL/TLS, which are a combination of symmetric and asymmetric
encryptions. One of the possible explanations may be that asymmetric encryption
often requires more computation and that is why it is used less by malware, which

is not concerned with the confidentiality and authentication of its network traffic.

Screenshots sending triggering A large proportion of legitimate applications
only use screenshots to process them locally without ever transmitting them over
the network, unlike malware programs which systematically send captured files
over the network to carry out their malicious intents. Indeed, as mentioned in
Section 4.4.3, no screenlogger with the local screenshot exploitation feature was

found.

Most of the legitimate applications which send the screenshots send them directly
after the screen capture as they are real-time applications (remote control, screen
sharing). A majority of malware programs exhibit the same behaviour, except
that some of them may exhibit different sending patterns, such as sending the
image files after a certain number of captures or upon reception of a command.
However, the fact that the exfiltration of screenshots is delayed is not sufficient

to conclude that the program is malware, because children/employee control may
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behave similarly, by sending the screenshots at the end of the control session for

example.

6.5 Discussion

Based on our experiments and execution analysis of screen-logging malware and
legitimate applications, Table 6.1 summarises the difference levels for each crite-

rion.

In this table, we mainly distinguish three classes of criteria according to the degree

of differentiation between malware and legitimate applications.

Indeed, criteria like the compression format and screen capture frequency do not
highlight enough differences between legitimate applications and malware to be

used effectively in a detection methodology.

In the second class we find criteria of average importance in terms of differen-
tiation between the two types of software. These are the screenshot function
library, screenshot triggering, files sending triggering, storage and the captured
area. These criteria allow quite significant differentiation but with some specific
cases and exceptions which make generalisation difficult. This is for instance
the case of screenshots sending triggering, for which legitimate applications and
malware seem to use different strategies, except that legitimate applications like

parental control behave, on this criterion, in a similar way to malware.
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Table 6.1: Screenloggers behaviours in the malicious dataset vs those found in the
legitimate dataset.

Used Solution Legitimate || Malicious Dif. deg.
8
2
=
©| Scr. capt. lib. | GDI 76 59 ++
3
3
7
DD API 17 -
Scr. capt. trig. | Frequency 63 35 ++
App. of interest 3 9
Mouse/User trig. 23 3
Punctual command | - 38
Capt. upon infec. - 5
Frequency 9ms to 1h || 2s to 15mn | +
g.)o
<
g
he
= Format JPG 7 25 —+
=z
g
3
=
PNG 17 19
BMP - 7
Video 17 1
Other - 6
Storage Memory 57 5 ++
Disk 43 59
Captured area | Full screen 37 37 ++
Coordinates 19 2
Difference 26 -
Other 14 6
=
2
g Scr. send. trig. | Real time flow 43 25 ++
G
<5
Remote cmd - 6
Scheduled 3 10
Other - 13
Encryption? No 7 - +++
Files sending? | No 50 - +++
Comm. prot. Http - 36 +++
Https/Ftp/Smtp 24 36
Proprietary 24 1
TCP - 18
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The third and final class includes criteria with significant degrees of differenti-
ation: sending of screenshot files, encryption and the communication protocol.
Indeed, software that uses a proprietary protocol with TLS/SSL encryption for
network communication or which does not send the screenshots over the network
is likely to be a legitimate application, whereas one that does not encrypt data
or just uses base64 encoding and that uses a standard protocol such as TCP, FTP
or SMTP might be malware. However, a detection methodology limited only to

these criteria cannot be effective because of the potential for false positives.

Thus, an effective malware screenshot detection approach should not only be
based on the criteria of this third class but also integrate those of the second class,

possibly with different weights.
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7| Behavioural Screenlogger Detection

Using the malicious and benign datasets constructed in Chapter 5, we were able
to identify the features found in the literature which are the most performant for
screenlogger detection. Moreover, we trained and tested a malware detection

model with new features adapted to the specifics of screenlogger behaviour.

In this Chapter, we start by outlining our experimental setup for screenlogger
detection (Section 7.1) and introducing the performance metrics we use (Section
7.2). Then, we present a detection model based on state of the art features (Section
7.3) and a novel detection model including features specific to the screenlogging
behaviour (Section 7.4). Finally, the performances of the two models are com-

pared and discussed (Section 7.5).

7.1 Experimental Setup

As presented in Section 5.1.2.3, our malicious samples were run in two Windows
10 virtual machines to allow the client and server parts to communicate and trig-
ger the screenshot functionality. Legitimate applications were also run in two

machines when it was required for screenshot-triggering.

During their execution, the behaviour of malicious and benign samples were mon-

itored using API Monitor and Wireshark.

To implement and test our detection models, we used the Weka framework, which
is a collection of ML algorithms for solving real-world data mining problems

[245].
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More precisely, we used it to process the run-time analysis reports, select the best
detection features, select the classification algorithms, train and test the models,

and visualise the detection results.

We used the python-weka-wrapper3 python library to access Weka features. This
library was chosen to easily control the classification process flow (e.g. save fea-

ture selection, save detection results, control detection results).

7.2 Performance measurements

Malware detection is a binary classification problem with two classes: malware

and legitimate application.

The measures used to assess the performances of our detection models are the

following:
* True Positives (TP): Number of malware programs classified as malicious.

* False Positives (FP): Number of legitimate applications classified as mali-

cious.

* True Negatives (TN): Number of legitimate applications classified as legit-

imate.
» False Negatives (FN): Number of malware programs classified as legiti-
mate.

TP+TN
TP+TN+FP+FN*

* Accuracy: Given by the formula Accuracy does not dis-

criminate between false positives and false negatives.

TP

* Precision: Given by the formula 77 77.

Precision is inversely proportional

to the number of false positives.
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* Recall: Given by the formula TPTJF%. Recall is inversely proportional to
the number of false negatives.
* F-score: Given by the formula 21";1: !;Z’ggi’;iif;ﬁl Contrary to accuracy, F-

score decreases more rapidly if false positives or false negatives are high

(i.e. precision or recall are low).

In the case of malware detection, it is crucial that all malware programs be de-
tected, to avoid them causing important damage. On the other hand, classifying
a legitimate application as malware, even if it can be inconvenient for the user,
might not be as critical. As a result, we give a particular importance to the false

negatives and recall metrics.

7.3 Basic detection approach

To prove the effectiveness of our novel detection model, it was first necessary to
construct a model based on features from the malware detection literature. We
started by extracting these features (Section 7.3.1). Then a ML model (Section
7.3.2) was trained (Section 7.3.3) to select the most effective features (Section

7.3.4). The model was evaluated using our performance metrics (Section 7.3.5).

7.3.1 Feature extraction

As discussed in Section 2.2.4, the screenlogging process involves taking screen-
shots by using API calls and sending them over the network. Moreover, as seen in
Section 2.2.3, recent detection works combining different types of dynamic fea-
tures (such as API calls occurences and network features) achieve better results.

This is why our state of the art detection model uses these two kinds of features.
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API call features and network features were tested both independently and con-

jointly.

When running the samples from our malicious and benign datasets in a controlled
environment, we collected reports on two aspects of their behaviours: API calls

(API Monitor reports) and network activity (Wireshark reports).

API calls
This category of features was extracted from the reports produced by API Monitor.

The first feature we used consisted in counting the number of occurrences of each
API call. For each malicious and benign API call report, the numbers of occur-

rences of the API calls it contains was extracted in a .csv file.

In the literature, we found that malware programs try to dissimulate their mali-
cious functionality by introducing benign API calls to their API call sequences. A
popular way of performing malware detection using API calls is to use the num-
ber of occurrences of API call sequences rather than API calls taken alone. For
this, the concept of N-grams is used. N-grams are sequences of N API calls made

successively by the studied program.

As a result, we also extracted features based on the number of occurrences of 2-
gram and 3-gram API calls sequences. The values of N were intentionally kept
low for two reasons: (1) the number of features increases exponentially with N,

and (2) the detection performance decreases as N increases.

Network traffic

Using the .pcap files produced by Wireshark and the Argus tool to isolate net-
work flows [246], we extracted 47 network features found in the literature. These

features belong to four categories:
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Behaviour-based features ([92,247])
These features represent specific flow behaviours. They include:
* Duration of the flow
* Source IP address
* Destination IP address
* Source port

* Destination port

Byte-based features ([93])
These features use byte counts. They include:
* Total number of bytes from source to destination
* Total number of bytes from destination to source
» Average number of bytes from source to destination
* Average number of bytes from destination to source
* Variance of the number of bytes from source to destination
* Variance of the number of bytes from destination to source
* Number of bytes per second

* Total number of bytes in the flow over the number of packets in the flow

Packet-based features ([92,93,99])
These features are based on packet statistics. They include:

 Total number of bytes in the initial window from source to destination
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* Total number of bytes in the initial window from destination to source

* Ratio between the number of incoming packets and the number of outgoing

packets
* Number of small packets (Ilength < 400 bytes) exchanged
* Percentage of small packets exchanged
* Number of packets per second
* Minimum flow packet length
* Maximum flow packet length
* Mean flow packet length
* Median flow packet length
» Standard deviation of flow packet length
* Number of FIN packets
* Total number of packets from source to destination
* Minimum size of packets from source to destination
* Maximum size of packets from source to destination
* Mean size of packets from source to destination
 Standard deviation of the size of packets from source to destination
* Total number of packets from destination to source
* Minimum size of packets from destination to source
* Maximum size of packets from destination to source

* Mean size of packets from destination to source
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 Standard deviation of the size of packets from destination to source

Time-based features ([92,93,99])
These features depend on time. They include:
* Minimum time a flow was idle before becoming active
* Maximum time a flow was idle before becoming active
* Mean time a flow was idle before becoming active
 Standard deviation of the time a flow was idle before becoming active
* Minimum time a flow was active before becoming idle
* Maximum time a flow was active before becoming idle
* Mean time a flow was active before becoming idle
 Standard deviation of the time a flow was active before becoming idle
» Total PUSH packets
* Total SYN packets
* Total ACK packets

* Total Urgent packets

7.3.2 Detection algorithm

Our detection model uses the RF algorithm [248]. This algorithm trains several
DTs and uses a majority vote to classify observations. Each DT is trained on a

random subset of the training dataset using a random subset of features.
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The main shortcoming of DTs is that they are highly dependant on the order in
which features are used to split the dataset. RF addresses this issue by using

multiple trees using different features.

We tested several parameters to improve the performances of the model:
* Number of trees in the forest (by default 100).
* Number of randomly selected features for each tree.
* Maximum depth of the trees (by default unlimited).

* Minimum number of instance per leaf (by default 1 but can be raised to

prevent overfitting).

It emerged from our experiments that the default parameters described above pro-

vided the best restults. Bootstrapping was used.

Other algorithms than RF were tested: KNN (K=7; LinearNNSearch) and SVM
(polynomial kernel, normalised training data). As shown in Section 7.3.5, RF

yielded the best results.

Using an Artificial Neural Network was also considered, but we did not have a
sufficient number of samples in our dataset. Indeed, neural network require a

large amount of data for training.

7.3.3 Model training and testing

To train and test our model, we used the k-fold cross-validation method (with
k = 10). This value of k allowed to reach the best tradeoff between bias and
variance. As seen in Section 7.3.5, other values were tested but led to degraded

performance.
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This method consists in dividing our dataset into k& blocks of the same size. The
blocks all have the same proportions of malware and legitimate applications. For
each block, we train the model on the k& — 1 other blocks and test it on the current

block. The final detection results are obtained by adding the results of each block.

Using cross-validation, we trained and tested our model using first API call fea-
tures only, then network features only, and, finally, using both categories of fea-

tures.

7.3.4 Feature selection

Due to the high number of features used, to avoid overfitting, it was necessary to
select the most useful ones. A features is useful if it is informative enough for our
classification task, that is, if it enables to effectively distinguish between malicious

and benign behaviours.

For this task we used the Recursive Feature Elimination (RFE) method [249].
Given a number of features to select, this method iteratively trains our RF model
using cross-validation and removes the least important features at each iteration.
The importance of a feature is given by the average of its Gini impurity score for

each DT in which it is used.

The Gini impurity of a feature that splits the samples at a node of a DT reflects
how ‘pure’ are the subsets produced by the split. In our case, a subset is purer
if it contains mostly screenloggers or mostly legitimate screenshot-taking appli-
cations. For instance, a subset containing 75% malware and 25% legitimate ap-
plications is purer than a subset that contains 50% malware and 50% legitimate

applications.

The impurity of a subset is given by the formula:
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p(malware) x (1 — p(malware)) + p(legitimate) x (1 — p(legitimate)).
That is: 2 x p(malware) * p(legitimate).

The Gini impurity of a feature is the weighted average of the impurity scores of
the subset it produces. The weights are computed using the number of samples

contained in each subset.

When the features are numerical values (which is our case), instead of computing
the impurity of the subsets produced by each single value, intervals are used. More

precisely, the Gini impurity of the feature is obtained through the following steps:

Step 1: The values of the feature are sorted.

Step 2: The averages of each adjacent values are computed.

* Step 3: For each average value from Step 2, the Gini impurity of the feature

if the samples were split using this value is computed.

Step 4: The Gini impurity of the feature is the minimum among the Gini

impurities from Step 3.

7.3.5 Evaluation

Table 7.1 contains the results we obtained for the first detection approach using

features found in the literature with the RF algorithm and k=10.

Table 7.1: Detection results for the basic approach using features from the litera-
ture with the RF algorithm (k=10).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 94.301% | 0.038| 0.080| 0.936 0.962 0.949
1-gram 92.228% | 0.038] 0.126| 0.903 0.962 0.932
2-gram 88.601% | 0.104| 0.126/ 0.896 0.896 0.896
3-gram 83.938% | 0.123] 0.207| 0.838 0.877 0.857
(142)-gram +network | 94.301% | 0.038| 0.08 0.936 0.962 0.949
1-gram + network 94.301% | 0.028] 0.092| 0.928 0.972 0.949
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Table 7.2 contains the results we obtained for the first detection approach using

features found in the literature with the KNN algorithm and k=10.

Table 7.2: Detection results for the basic approach using features from the litera-
ture with the KNN algorithm (k=10).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 91.192% | 0.195| 0.000{ 0.862 1.000 0.926
1-gram 84.974% | 0.276] 0.047| 0.808 0.953 0.874
2-gram 82.383% | 0.333| 0.047| 0.777 0.953 0.856
3-gram 88.601% | 0.184| 0.057| 0.862 0.943 0.901
(142)-gram +network | 88.601% | 0.253| 0.000| 0.828 1.000 0.906
1-gram + network 88.601% | 0.253] 0.000{ 0.828 1.000 0.906

Table 7.3 contains the results we obtained for the first detection approach using

features found in the literature with the SVM algorithm and k=10.

Table 7.3: Detection results for the basic approach using features from the litera-
ture with the SVM algorithm (k=10).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 91.710% | 0.172| 0.009| 0.875 0.991 0.929
1-gram 81.347% | 0.069| 0.283| 0.927 0.717 0.809
2-gram 80.289% | 0.011| 0.340, 0.986 0.660 0.791
3-gram 79.793% | 0.000| 0.368| 1.000 0.632 0.775
(1+2)-gram +network | 93.264% | 0.138| 0.009| 0.897 0.991 0.942
1-gram + network 92.228% | 0.161| 0.009| 0.882 0.991 0.933

For all categories of feature except 3-gram API calls, RF outperforms KNN and

SVM.

We can observe that network features seem to give better results overall than API

call features. Regarding API calls, using sequences of two and three calls signifi-

cantly decreases the performances of the model, with more than 10% of malware

classified as legitimate (vs 3.8% when individual API calls are used).
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Combining network features and API call features does not improve the results

compared to using network features alone.

Tables 7.4, 7.5, 7.6, 7.7 and 7.8 show the detection results for respectively k=3,

k=5, k=7, k=12 and k=15 and the RF algorithm. We can see that k=10 yields the

best accuracy (see Table 7.1). With k=10, the variance is 2.111% and the training

time is 0.03sec.

Table 7.4: Detection results for the basic approach using features from the litera-
ture with the RF algorithm (k=3).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 94.301% | 0.069| 0.047| 0.944 0.953 0.948
1-gram 91.192% | 0.138| 0.047| 0.894 0.953 0.922
2-gram 89.119% | 0.149| 0.075| 0.883 0.925 0.903
3-gram 86.010% | 0.149| 0.132| 0.876 0.868 0.872
(142)-gram +network | 93.264% | 0.092| 0.047| 0.927 0.953 0.940
1-gram + network 93.783% | 0.103| 0.028| 0.920 0.972 0.945

Table 7.5: Detection results for the basic approach using features from the litera-
ture with the RF algorithm (k=5).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 90.674% | 0.115] 0.075| 0.907 0.925 0.916
1-gram 92.746% | 0.092| 0.057| 0.926 0.943 0.935
2-gram 90.155% | 0.149| 0.057| 0.885 0.943 0913
3-gram 89.119% | 0.138| 0.085| 0.890 0.915 0.902
(1+2)-gram +network | 94.819% | 0.092| 0.019| 0.929 0.981 0.954
1-gram + network 95.337% | 0.092| 0.009| 0.929 0.991 0.959
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Table 7.6: Detection results for the basic approach using features from the litera-
ture with the RF algorithm (k=7).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 92.228% | 0.092| 0.066| 0.925 0.934 0.930
1-gram 93.782% | 0.080| 0.047| 0.935 0.953 0.944
2-gram 89.637% | 0.138| 0.075| 0.891 0.925 0.907
3-gram 89.119% | 0.161| 0.066| 0.876 0.934 0.904
(1+2)-gram +network | 94.301% | 0.069| 0.047| 0.944 0.953 0.948
1-gram + network 96.891% | 0.057| 0.009| 0.955 0.991 0.972

Table 7.7: Detection results for the basic approach using features from the litera-
ture with the RF algorithm (k=12).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 93.782% | 0.00920.038| 0.927 0.962 0.944
I-gram 93.782% | 0.092| 0.038| 0.927 0.962 0.944
2-gram 89.637% | 0.149| 0.066| 0.884 0.934 0.908
3-gram 88.083% | 0.161| 0.085| 0.874 0.915 0.894
(1+2)-gram +network | 93.264% | 0.092| 0.047| 0.927 0.953 0.940
1-gram + network 94.301% | 0.080( 0.038| 0.936 0.962 0.949

Table 7.8: Detection results for the basic approach using features from the litera-
ture with the RF algorithm (k=15).

Features Accuracy | FN | FP Precision | Recall | F-Measure
network 93.782% | 0.080| 0.047| 0.935 0.953 0.944
1-gram 92.230% | 0.103] 0.057| 0.917 0.943 0.930
2-gram 90.155% | 0.149| 0.057| 0.885 0.943 0.913
3-gram 89.119% | 0.149| 0.075| 0.883 0.925 0.903
(142)-gram +network | 93.264% | 0.103| 0.038, 0.919 0.962 0.940
1-gram + network 94.819% | 0.080| 0.028| 0.936 0.972 0.954

Finally, using RFE, we identified the most relevant API calls for screenlogger

detection:
e strepy_s (Visual C++ Run Time Library)

* ntreleasemutant (NT Native API)

163



University of Oxford Balliol College

* _isnan (Visual C++ Run Time Library)
» getobjectw (Graphics and Gaming)
e rtlitimetotimefields (NT Native API)
We also identified the most relevant state of the art network features:
* Bytes per packet
 Total number of bytes in the initial window from source to destination
* Total number of bytes in the initial window from destination to source
* Total number of bytes from source to destination

* Average number of bytes in a subflow from source to destination

7.4 Optimised detection approach

As discussed in Section 2.2.4, when the amount of data at our disposal is low,
such as in the case of screenloggers, a classical machine learning model using

thousands of features is very likely to fall into overfitting.

The novel detection approach we propose is based on new features specific to
the screenlogger behaviour (Section 7.4.1). Our model was tested using the same
metrics as the model that uses only the features found in the literature (Section

7.4.2).

7.4.1 New features

Thanks to the comparison made in Chapter 6 between malicious and legitimate

screenshot-taking behaviours, we were able to identify promising features for
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screenlogger detection. These features target specific behaviours that can allow

screenloggers and legitimate screenshot-taking behaviours to be distinguished.

The first novelty of this approach is that, instead of using hundreds of features and
trusting a ML model to select the most discriminating ones, we use features that
reflect a specific behaviour. The advantage is that malware authors will not be
able to misguide the detection system without changing their core functionality.
Indeed, as seen in Section 2.2, existing detection models are prone to overfitting
and can easily be misguided by malware authors by acting on features unrelated

to the malicious functionalities of their programs.

The second novelty lies in the way our features are collected. Indeed, in the mal-
ware detection field, it is commonplace to automatically run millions of malware
samples in a controlled environment to collect features without interacting with
the samples. Such an approach would unfortunately not work for screenloggers,
as their malicious functionality needs to be triggered at run time through interac-
tion with the malware program. To collect our features, we paid a particular care

to ensure that each malicious or legitimate program worked as intended.

A prerequisite to the following features is that the studied application has been
identified as having a screenshot-taking activity (using the API call sequences

from Section 5.1.2.1).

Interaction with the user

As observed in Section 6.4.1, contrary to screenloggers, a majority of legitimate
screenshot-taking applications require an interaction with the user to start taking

screenshots.

To extract this feature, we had to identify the API calls which result from user

interaction.
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We found that, on Windows, some API calls involved in user interaction can be
called on other applications” windows. As such, they could easily be called by a
malware program pretending to interact with the user, whereas in fact, it does not

even have a window.

Other API calls, mainly those involved in drawing on the window can only be
called by the application that created the window. If they are called by another ap-
plication, their return value is false. Therefore, we monitor this second category

of functions and, even if they are called, we verify their return value.

Visibility of the screenshot-taking process

We saw in Section 6.4.1 that, unless they infiltrate themselves in legitimate pro-
cesses, all the malicious samples of our dataset take screenshots through back-
ground processes hidden to the user. Legitimate screenshot-taking applications,
apart from children/employee monitoring and some applications that create a
background process for the screenshot-taking (e.g. TeamViewer), use foreground

processes.

Thus, the fact that the screenshots are taken by a background process increases

the probability of malicious activity.

Image sending

As pointed out in Section 6.4.3, a major part of legitimate screenshot-taking appli-
cations do not send screenshots over the network, contrary to our malware samples
(no malware with the local OCR exploitation feature was found in the security re-
ports and our dataset). However, due to the limited monitoring time (... minutes),
we cannot tell for sure that the screenshots taken by a given application will never

be sent. Indeed, as observed in Section 4.4.3, some malware can for instance
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schedule the sending of screenshots. In such a case, even if image packets are not

sent during the monitoring time, it can be that these packets will be sent later.

Therefore, our ‘Image sending’ feature only reflects whether or not screenshots
are sent during the monitoring time, and cannot be used to affirm that an applica-

tion does not send the screenshots it takes.

Moreover, determining whether a network packet contains an image is only pos-

sible when the packet is not encrypted.

Remote command triggering

As discussed in Section 6.4.1, an important characteristic shared by almost all
screenloggers is that their screenshot-taking activity is triggered by command re-

ceived from their C&C server.

In Section 4.2.2, we presented two kinds of screenshot-triggering commands:
commands for continuous capture of the screen and punctual commands for a
single screenshot. In the first case, only one command is received at the begin-
ning of the screenshot session, whereas in the second case, a command is received
before every screenshot event. To cover both cases, we chose to consider that the
screenshot-taking activity is triggered by a command even if only one screenshot

is preceded by the reception of a network packet.

We had to determine an adequate duration between the reception of the command
and the screenshot. Indeed, we only consider that the screenshot was triggered by
the network packet if this packet is received within a given time-window 7" before

the screenshot API call sequence.
Concretely, for each screenshot taken, we control if:

t(screenshot) — t(last NetworkMessage) < T.
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Note that, to measure this feature accurately, it was necessary that the API calls

and network reports be generated at the exact same time.

By analysing our samples, we found that the maximum duration between the com-
mand and the screenshot is 46 772 ms, the minimum duration is 0.0059 ms, the
average duration is 83.044 ms and the median duration is 33.115 ms. We con-

ducted experiments with these different values for 7.

Even if this was not found in our dataset, we account for the case where the process

receiving the command is different from the process taking the screenshots.

To the best of our knowledge, our detection model, through this feature, is the first
to make a correlation between two kinds of events (reception of a command and

screenshot API call sequences) for malware detection.

Asymmetric traffic

As mentioned in Section 7.3.1.2, one of the packet-based network feature we
found in the literature is the ratio between the number of incoming packets and the
number of outgoing packets. This feature fails to capture the asymmetric traffic
displayed by most screenloggers as opposed to legitimate screenshot-taking appli-
cations (e.g. video call with screen sharing). Indeed, in the case of screenloggers,
the asymmetry lies in the quantity of data exchanged, and not necessarily in the
number of packets. It may be that the number of incoming and outgoing packets
are equal, for example in the case of punctual screenshot commands. In such a
case, however, the quantity of data received from the C&C server is significantly

lower than the quantity of data sent by the victim machine.

Therefore, instead of measuring the ratio between the number of incoming and
outgoing packets, we use the ratio between the numbers of bytes exchanged in

both directions.
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Captured area

In Section 6.4.1, we saw that almost all malware capture the full screen as opposed
to legitimate applications which may target more specific areas of the screen de-
pending on their purpose. As a result, we implemented a ‘captured area’ feature

which takes three values: full screen, coordinates and target window.

We had to identify, in our screenshot API call sequences, the elements that show
what area of the screen is captured. However, as discussed in Section 5.1.2.1 for
the screenshot sequences, there is not only one way to capture a given area of
the screen, but several. For instance, to capture a zone with given coordinates,
one might get a cropped DC from the beginning using the GetDC function with
the desired coordinates as parameters, or take the whole DC and do the cropping
afterwards when copying the content of the screen in the destination bitmap using

BitBIt’s arguments.

Therefore, for each of the three values of the ‘captured area’ feature, we listed the

possible API call sequences which might be used.

Note that we consider that an application capturing more than the three quarters of
the screen’s area captures the full screen. This is to avoid malware programs pre-
tending that they capture a precise area when, in fact, only few pixels are removed

from the whole screen.

Screenshot frequency

The last screenlogger-specific feature we created is the frequency of screenshots.
We consider that the studied application takes screenshots at a given frequency if
we find the same time interval between ten screenshots. Indeed, some malware

programs offer to take punctual screenshot as well as continuous screen capture.
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Therefore, it is possible that not all the screenshots be taken at the same time

interval.

Each time a screenshot API call sequence is found, we record its time stamp.
Then, we subtract the timestamps of consecutive sequences and compare the in-
tervals obtained. If more than ten intervals are found to be equal, the feature
takes the value of this interval. Else, it takes the value ‘no frequency’. Note that
screenshots taken using different sequences are accounted for in this frequency

calculation.

As seen in Section 5.1.3.1, some malware programs may try to evade detection by
dynamically changing the screenshot frequency using random numbers. To cover
this case, we consider that the intervals are equal if they are within 15s of each

other.

7.4.2 Evaluation

Table 7.9 contains the results we obtained for the second detection approach using

the screenlogger-specific features we implemented.

Table 7.9: Detection results for the optimised approach using our specific features.

Features Accuracy | FN | FP Precision | Recall | F-Measure
Specific features | 97.409% | 0.009| 0.046| 0.963 0.991 0.977

We can see that the detection performance is improved on all metrics: with only
7 features, our model outperforms the first model based on hundreds of standard

features. That is because our features capture specific malicious behaviours.

Moreover, a malware author would not be able to act on these features to mislead

the classifier without changing the malicious functionality. Indeed, to mislead
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traditional classifiers based on numerous features, malware authors leverage over-
fitting by acting on features unrelated the core functionality of their programs.
When all the features target a specific behaviour, as in our case, this cannot be

done.

7.5 Discussion

We built a first RF detection model using only API calls and network features from
the literature. This model was trained and tested using our malicious and benign
datasets. Using RFE with Gini importance, we identified the most informative

existing features for screenlogger detection.

Then, we built a second model including novel features adapted to the screenlog-
ging behaviour. These features were collected using novel techniques. Particu-

larly, we can cite:

» Using API call sequences to identify specific behaviours. Contrary to ex-
isting works which only look at API called in a direct succession using the
notion of n-grams, we wrote scripts which keep track of the API calls re-
turn values and arguments to characterise some behaviours even if the calls
are not made directly one after the other. Numerous different sequences
involved in the screenshot-taking process were identified by analysing mal-
ware and legitimate applications. These sequences were also divided into

three categories depending on the captured area.

* Making a correlations between API calls made by an application and its net-
work activity. During their execution, the API calls and network activity of

our samples were simultaneously monitored. This allowed us to extract fea-
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tures such as the reception of a network packet before starting the screenshot

activity or the sending of taken screenshots over the network.

When adding these novel features to the detection model, the detection accuracy
increased by at least 3.108%. Indeed, it is well known that, when there is few
data, a detection model based on less features is less likely to fall into overfitting.
Moreover, a detection model based on features which have a logical meaning
and reflect specific behaviours, is less prone to evasion techniques often used by

malware authors.

More generally, our results show that, for some categories of malware, a tailored
detection approach might be more effective and difficult to mislead than a gener-
alist approach relying on a great number of seemingly meaningless features fed to

a ML model.
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8| Leveraging Retinal Persistence for a Us-
able Countermeasure to Malicious Screen-

shot Exploitation

Although the detection approach presented in Chapter 7 gives promising results,
some malware will inevitably remain undetected. In such a case, we believe it
is necessary to prevent the malicious exploitation of the screenshots, or at least
to make it more difficult for the attacker. As presented in our threat model (Sec-
tion 3.4), the stolen screenshots can either be exploited automatically using OCR

algorithms, or manually by the human attacker.

As discussed in Section 2.3, today, there is no scalable solution aimed at protect-
ing the screen’s content from malicious screen capture in the general case (i.e.

consumer protection).

It is important to stress that, in our view, any white-listing solution relying on
the user to allow or deny screenshot-taking by a given application is doomed to
fail. Indeed, there are multiple ways in which malware authors can bypass such
a solution, for example by misguiding the user. To illustrate this point, three
concrete examples of screenshot-taking malware programs found in the wild have

been selected:

* The RTM malware mimics a registry check by using the regedit icon and
a design similar to Window’s progress bars. Then, a fake error message is
shown to the user. Clicking on one of the two options runs a process with

administrator privileges [197].
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* The Prikormka malware records Skype calls using the Skype Desktop API.
The use of this API by a third-party application causes Skype to display a
warning asking the user to allow or deny access. The malware then creates a
thread that attempts to find the window and click the “Allow access" button

programmatically, without human interaction [202].

* The Janicab malware uses the right-to-left override character in its file’s
name. This way, a .fdp.app file becomes a .ppa.pdf one and the users think

that they are opening a PDF instead of an executable ([250]).

All of these examples demonstrate that malware authors can deploy countless

strategies to mystify users or completely bypass them by simulating events.

For this reason, in this Chapter, we propose an approach to mitigate malicious

screenshot exploitation while trying to address the following challenges:

* Not requiring the user’s intervention for configuration or parameterisation,
contrary to existing solutions: Many users have little-to-no culture when
it comes to computer security and they are often reluctant to change their
habits and practices when using devices. Thus, any effective method tar-
geting large-scale use must, as much as possible, avoid changes to user

practices.

* Being user-friendly: The solution must be transparent to users in the sense
that it must minimise the impact on the user’s visual comfort and not overly

alter the functioning of legitimate screenshot-taking applications.

* Being real-time: This is an implication of the fact that the solution must
be user-friendly. Indeed, if the solution requires heavy treatments on each

screenshot, it will not allow screenshot-taking applications such as screen-
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sharing applications to take screenshots at a high-enough frequency to func-

tion normally.

After discussing the underlying foundations of our approach (Section 8.1), we
present how we implement it by leveraging the visual persistence property of the
human eye (Section 8.2). Then, hypotheses are formulated regarding the perfor-

mance of the system for different variations of its parameters (Section 8.3).

8.1 Proposed model: On-the-fly screenshot alter-
ation

As discussed earlier, we have chosen not to involve the user in any way, such as to
distinguish between malicious and legitimate uses of the screenshot functionality.
This implies that, to prevent malicious screenshot exploitation, we have to affect

the functioning of legitimate screenshot-taking applications as well as malware.

Concretely, the proposed approach does not aim to change the general way in
which information is displayed on the screen for the user’s day-to-day activity,

but only alters the screenshot function.

The idea, instead of returning a screenshot containing the whole information dis-
played on the screen in response to a screenshot API call, is to return an altered
image (Figure 8.2). On Windows devices, screenshots are usually taken using the
GDI API. The returned bitmap is generated from a DC obtained with functions
such as GetDC.

Using hooking techniques such as the one offered by the Microsoft Detours li-
brary [251], we can intercept the API call used to take the screenshot (e.g. BitBlt)

and modify its return value. More precisely, the functions’ definitions are modi-
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fied by inserting jump instructions. The jump instructions modify the program’s

execution flow by redirecting it to our code (figure 8.1).

:: Source Function

Source Function:

. Target Function

Target Function:

5 mov edi, edi
push ebp
Byles mov ebp, esp
push ebx

;s Source Function

Source Funclion:

call Target Function call Target Function

. Target Function

Target Functioh:

+ jmp  Detour Function 5

Target Function+5:
push ebx

s+ Trampoline

Trampoline Function:
mov  edi, edi

push ebp
mov ebp, esp

. Detour Function

Detour Function:

jmp  Target Funclion+3

5

yies

call  Trampoline Function

Figure 8.1: Normal function-images vs.

([15D).

Microsoft Detours function-images

The difficulty, in our case, is that the API calls that compose the screenshot-taking

sequence are not used for the sole purpose of taking screenshots. For example,

the BitBIt function, which copies the content of a source DC into a Bitmap object,

can perfectly be called by an application that does not take screenshots. Therefore,

we have to make sure that the intercepted function is indeed part of a screenshot

sequence before redirecting it to our image-altering code (Algorithm 1). To the

best of our knowledge, this way of using the hooking functionality (i.e. by redi-
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recting the program to our code only if the function is called in a specific context)

is novel.

Application / Malware

Screenshot

request Screenshot

Operating System

a. Classic way of requesting and
receiving a screenshot

—1Application / Malware

A
Altered
Screenshot
Screenshot RPASS Hiding
request System
Screenshot

Operating System

b. Screenshot interception in order to
apply hiding algorithms before file
delivery to the application

Figure 8.2: RPASS
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Algorithm 1 Image-altering algorithm.

1: function SCREENSHOT

2: if the parameters indicate that the function is called for screenshot taking
then

3 Jump to Alteration function

4 else

5: The normal behaviour of the function

6: end if

7

8

9

: end function

: function ALTERATION

: The normal behaviour of the function
10: Apply a hiding algorithm to the obtained screenshot
11: Return the altered image
12: end function

8.2 Developing several retinal persistence based al-
gorithms

Retinal persistence (also known as "afterimage effect") is a visual illusion in which
retinal impressions persist after the removal of a stimulus. It is believed to be
caused by the continued activation of the visual system [252].When an image is
replaced by another image during a period of less than one-fifteenth of a second,
there is an illusion of continuity [150]. This implies that if subparts of an image
are displayed at high speed, the human viewer can see the whole image with no
changes, though one frame alone only contains a subpart of the original informa-

tion.

The mechanism we propose to alter the images returned by screenshot functions

introduces dynamically hidden areas on the image.

Note that this solution does not completely prevent malicious screenshot exploita-

tion, but only makes it more difficult. Indeed, with a sufficient number of screen-
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shots, it is possible to see the whole screen’s content. This limitation comes
from the important requirement that users should not be involved and that, at
the same time, legitimate screenshot-taking applications must continue working

as intended.

The process used to alter the image must not require too complex and important
computations to be able to display the frames at a high enough rate. This allows
legitimate screenshot-taking application already taking screenshots at a high fre-

quency (such as Skype screenshare) to keep working thanks to retinal persistence.

However, this solution prevents legitimate applications that are taking screenshots
punctually from having a complete and clean screenshot, as they cannot leverage

retinal persistence. Two solutions have been studied to remedy this challenge:

* Solution 1: Offering another function that returns an unaltered screenshot.
To avoid it being abused by malware, we can restrict the frequency at which
such a function can be called (e.g. f = 0.1 frame per second (FPS)). This
time limit applies to all processes which means that only one process can
take a screenshot during any given 1/ f seconds. Malware that want a real
time view of the victim’s activity (e.g. in the case of a password input using
a virtual keyboard) will have to use the altered screenshots. This solution is

illustrated in Figure 8.3.

* Solution 2: Allowing a clean screenshot to be taken only when the user
presses the “Print Screen" physical key. Measures should be taken at the

hardware level to avoid the key-press being simulated.
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Application taking
screenshots punctually

Screenshot request

X s since last , N
screenshot ? 0

4[ Operating system ]

Figure 8.3: Punctual screenshot: solution 1.

On the one hand, Solution 1 does not require any hardware change to be applied
and can therefore be deployed immediately on old devices. However, a malware
that takes screenshots at a frequency lower than f will be unaffected by our coun-

termeasure.

On the other hand, Solution 2, although it requires hardware modifications to
ensure that the "Print Screen" keypress cannot be simulated, appears to be the

most secure solution in the long run.

To be used widely for general screen content protection, our approach must re-
spect three main constraints: security (preventing the screenshot exploitation by
the attacker, be it automatic or manual), usability (as users of legitimate applica-
tions must not be overly disturbed) and real time (so that incomplete images are

generated and displayed at a high frequency to leverage retinal persistence).
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However, these constraints can be contradictory. This is, for instance, the case
with security and usability. Indeed, to achieve better security, an important portion

of the screen must be hidden; this is done at the expense of usability.

To achieve the best trade-off between these constraints, three main parameters
can vary: the pattern used in the hidden areas (Section 8.2.1), the way areas to
be hidden are determined (Section 8.2.2) and the frequency at which incomplete

images are displayed (Section 8.2.3).

We implement several algorithms that offer different options regarding these three

parameters.

8.2.1 Pattern used inside hidden areas

We propose three patterns to hide areas on altered screenshots: uniform colour
(Section 8.2.1.1), gaussian blur (Section 8.2.1.2) and a hierarchical pattern (Sec-
tion 8.2.1.3).

Each one of the proposed patterns has strengths and weaknesses with regards to
the three constraints evoked earlier (usability, security, and real-time).
Uniform patterns

The simplest pattern that can be used to hide a part of the screen is a uniform

colour, as illustrated in figure 8.4.
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Figure 8.4: Example of uniform pattern.

This pattern has the advantage of not requiring any additional computation. In-

deed, it is independent of the hidden content. This makes it the most suitable

pattern for real-time use.

However, hiding the screen’s content with a colour that is independent from it is

not an optimal solution for user comfort [13].

Gaussian blur

We implement a second filter that uses blur, as illustrated in figure 8.5 Blur allows

us to minimise the differences between hidden and visible areas.
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Figure 8.5: Example of Gaussian blur pattern.
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More precisely, we use Gaussian blur, which is known to be one of the best blur-
ring algorithms for preserving edges [253]. Thanks to this property, it is harder to

detect by an algorithm.

The level of blur can be set to obtain the best trade-off between usability and
security. The radius of the blur defines the value of the standard deviation to the
Gaussian function, i.e. how many pixels on the screen blend into each other; thus,

a larger value will create more blur while value of O leaves the input unchanged.

However, contrary to the uniform pattern, the blur pattern varies according to what
is displayed inside the hidden area. As a result, it requires to apply a filter on each
pixel of the image, which can be detrimental to real-time display. Moreover, even
if the blur level is low, blur detection algorithms can detect the parts of the image
that are blurred as the contrast is much lower than in other areas (e.g. in the case of
text). This can allow malware programs to automatically discard the blurred zones
and “superimpose” the different incomplete screenshots, which would make the

solution insecure.

Hierarchical patterns

The third pattern we implement tries to address this issue by hiding parts of the
screen while keeping a high contrast, as illustrated in figure 8.6. We introduce a
level of hierarchy by dividing each hidden area into a given number of columns.
These columns are then randomly mixed. This allows us to keep a high contrast in
the hidden areas, which makes it harder for attackers to automatically know which
parts of the screen are hidden. However, the computation required at runtime

might reduce the frequency at which incomplete screenshots can be displayed.
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Figure 8.6: Example of hierarchical pattern.

8.2.2 Determining hidden areas

Two categories of algorithms have been implemented to determine which areas
of the screen should be hidden at each iteration: periodical algorithms (Section

8.2.2.1) and random algorithms (Section 8.2.2.2).

Periodical algorithms

For the sake of comparison with the approach proposed by Park et al. [13], we
implemented vertical bars that are periodically sliding on the screen (figure 8.7).
The space between the bars is equal to the bars’ width. This value can be chosen
ranging from ten pixels to one hundred pixels. We also implement horizontal
bars with configurable height, diagonal bars with configurable dimensions, and

concentric circles (figure 8.8).
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Figure 8.7: Examples of text screenshots altered with the periodical vertical slid-
ing bars algorithm (captured at different times)
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Figure 8.8: Examples of text screenshots altered with the periodical concentric
circles algorithm (captured at different times)

Random algorithms

The first algorithm we propose is highly configurable by means of the following

parameters.

Number of patterns

The screen (with dimensions W and H) is divided into

identical rectangles with configurable height (k) and width (w).
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WxH
w*h

The total number of rectangles is

The smaller the w and h parameters, the more calculations there will be in the
algorithm and the more the execution time will increase. However small values

for these two parameters allow us to hide numerous, small portions of the screen.

Probability of being hidden Each rectangle with coordinates (7, 7) has a prob-
ability P;;(k) of being hidden at iteration k, with i ranging from 1 to I = 2 and

j ranging from 1 to J = %
The probabilities are initialised to 0.5:

V(i,j),1<i<I,1<j<J, Py(0)=0.5

Probability variation The probabilities are then dynamically modified depend-
ing on whether the rectangle was hidden in the previous iteration or not. Let
H,;(k) be a Boolean that represents whether the block with coordinates (7, j) was
hidden at iteration k. When the rectangle is hidden in iteration k (H;;(k) = 1),
we subtract a number £ from its probability of being hidden in the next iteration,
with 0 < E < 1. When it is not hidden (H;;(k) = 0), we add this number E to
the probability:

Py(k +1) = Py(k) — E, if Hy(k) = 1,
Py(k+1) = Py(k) + B, if Hy;(k) = 0.

This number £ is configurable. When it is high, rectangles have a high probability
of alternating between hidden and visible. When £ has a low value, there is more

randomness because the probabilities will stay at around 0.5.

Maximum numbers of hidden and visible neighbours Two constraints have

been added to limit the randomness. The first one states that no more than U
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neighbouring rectangles can be hidden in the same iteration. This first constraint
aims at making the solution more usable by limiting the maximum area of the
screen that can be hidden. The second constraint states that no more than V'
neighbouring rectangles can be visible in the same iteration. This second con-
straint aims at making the solution more secure by limiting the maximum area of

the screen that can be visible on a given screenshot.

Algorithm’s principles After an initialisation phase, in which all parameters’
values (lines 1 to 10) are fixed, the algorithm starts processing the first pattern
(top left of the screenshot). For each pattern, a random number is drawn to deter-
mine whether it will be hidden in the current iteration. Depending on the result,
the probability for the next iteration is updated. The probabilities of the neigh-
bouring rectangles for the current iteration are modified if the maximum numbers
of hidden or visible areas are reached (Algorithm 2). Drawing a random number
for each area prevents anticipating whether an area will be hidden or visible most
of the time, which, in turn, prevents screenshot reconstruction using a majority

rule.

Examples of screenshots altered using this algorithm can be found in figures 8.9

and 8.10.
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Figure 8.9: Examples of text screenshots altered with the random vertical rectan-
gles algorithm (captured at different times)

Figure 8.10: Examples of text screenshots altered with the random horizontal
rectangles algorithm (captured at different times)

Algorithm’s complexity Letn be the number of rectangle patterns. The number

of elementary operations at each step of the algorithm is as follows:
e line 12: n().

e line 13: 1.
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e line 14: 1.

e line 15: 5.

line 16 to line 26: 9.

line 28 to line 40: 9.

line 41: 1.
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Algorithm 2 Hidden patterns in successive images.

1: U: is the maximum number of successive hidden patterns on the same row or

41:
42:

in the same column.

V: is the maximum number of successive visible patterns on the same row or

in the same column.

ur: is the number of successive hidden neighbouring patterns on the same row

as the current pattern.

vr: is the number of successive visible neighbouring patterns on the same row

as the current pattern.

uc: same as ur but for columns.

ve: same as vr but for columns.

P;: probability that pattern ij is hidden.

E: parameter indicating probability increasing or decreasing step.

Initialisation:
P;=05Vi,j

: CurrentPattern = Patternqg

for CurrentPattern do

Generate a = randomNumber in [0;1]

if a < P;; then

ifur < (U —1)and uc < (U — 1) then
hide CurrentPattern

else

hide CurrentPattern
if uc = U — 1 then

Piji1=0

end if

if ur = U — 1 then
P =0

end if

Py=P;—E

end if
else

ifvr < (V —1)and ve < (V — 1) then
show CurrentPattern

else

show CurrentPattern
if ve =V — 1 then

Pijy1 <1
end if

if vr =V — 1 then

Pi+1j =1
end if
Pij = Pij + FE
end if
end if

CurrentPattern = NextPattern

end for
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The maximum number of elementary operations is n(1+14+54+9+9+1) = 26n.

Thus the complexity of our algorithm is linear and equal to O(n).

Circle patterns We implement a second algorithm where the shapes are circles
instead of rectangles. The radius and the minimum distance between two cen-
tres are given as parameters. At each iteration coordinates pairs are randomly
chosen. Then, circles with the specified radius are drawn with these coordinates
pairs as their centres. These circles can overlap if the distance between two cen-
tres is smaller than two times the radius. Here, the advantage is that the transi-
tion between hidden and visible areas is smoother, which could improve usability.
However, choosing random numbers and drawing circles at each iteration implies
important computations, which limits the frequency at which images can be dis-

played. Examples of screenshots altered using this algorithm can be found in

Figure 8.11.
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Figure 8.11: Examples of text screenshots altered with the random circles algo-
rithm (captured at different times).
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8.2.3 Frequency of display

The frequency at which images are displayed is a key factor. Indeed, retinal per-
sistence precisely relies on displaying images at a high frequency. It has already

been shown that greater frequency implies a higher usability [13].

However, it seems that when a certain threshold is reached, increasing the fre-
quency does not increase the usability much anymore [13]. This can be explained
by the fact that, for the retina to keep an image “in memory", it must be shown for

a minimum duration.

Imposing a very high frequency (f < 25msi.e. f > 40FPS) is not ideal either.
Indeed, it limits the computations possible to be performed on each screenshot be-
cause of the time constraint, which could be detrimental to security. Moreover, the
number of incomplete screenshots sent over the network would explode, without

a guarantee of improving usability.

To test these different implications of frequency, each algorithm can have a fre-

quency ranging from 1ms to 1000ms.

8.3 Hypotheses

As discussed in Section 8.2, for our approach against screenloggers to be effective
and usable by a wide spectrum of users, it must reach the best trade-off between

three main constraints: security, usability and real-time.

Before thoroughly testing the various screenshot alteration algorithms that we are
proposing, we can already make a number of hypotheses about the performance
of some parameter configurations on the three criteria. These hypotheses arise

from the characteristics of our different algorithms and their behaviours:
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 Security: When black and blur patterns are used, we believe it will be pos-
sible to automatically reconstitute a complete screenshot from incomplete
ones, with more or less computation involved. In contrast, when the hierar-
chical pattern is used, it is less certain that reconstruction will be possible.
Experiments with state of the art OCR algorithms will be conducted to as-

sess this hypothesis.

Besides the pattern used, the way hidden areas are chosen also has an in-
fluence on security. Indeed, predictability is the main obstacle to the effec-
tiveness of periodical patterns. In the same way, the more randomness there
is to random patterns, the more we believe the solution will be secure. As
a result, a low probability update (£) between successive iterations should
yield the best security. Moreover, to minimise the limits posed by the U (re-
spectively, V') parameter on security, this parameter should be maximised

(respectively, minimised).

» Usability: The blur and hierarchical patterns should give the best results
because there will be less contrast with visible areas than when the black

pattern is used.

The size of the hidden area should also have an impact on usability. Indeed,
we can suppose that wide hidden areas will be more visible to the user and
thus, more detrimental to usability. In the case of the random rectangles
algorithm, the parameters that have an incidence on the size of the hidden

areas are w, h, and U.

Regarding frequency, up to a certain limit, a higher frequency should yield

greater usability.

* Real-time: Large black rectangles or vertical bars should allow image files

generation at the highest speed. On the other hand, the use of blur or hierar-
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chical small rectangles or circle patterns, due to the volume of calculations

that they require, should be the slowest configurations.

The hypotheses made in this section have been assessed through a rigorous and

in-depth testing phase which is the subject of Chapter 9.
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9| Evaluation and Security Analysis of the

Proposed Countermeasures

Different tests were conducted to compare the proposed algorithms based on four
key criteria (Section 9.1). After presenting our methodology for evaluating our
algorithms using these criteria (Section 9.2), we show the results we obtained

(Section 9.3) and discuss them (Section 9.4).

9.1 Evaluation criteria

The four criteria we used for the evaluation of our algorithms are: security, usabil-

ity, real-time and network bandwidth.

9.1.1 Security analysis

As explained in Section 8.2, our approach does not aim at making malicious
screenshot exploitation impossible because it is possible to reconstitute the origi-

nal screen content from incomplete screenshots.

Therefore, the security of our model depends on the number of screenshots the

adversary would need to reach their objective.

Two kinds of attacker’s goal can be distinguished: getting all the content displayed

on the screen and getting particular sensitive information displayed on the screen.

In the first case, we look for the number of screenshots needed to get the whole
screen content. Due to the random nature of our algorithms, this number will vary

from one execution to the other. Let P1,,(A) be the probability that the attacker
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will need n screenshots or less to read the whole screen content when algorithm

A is used. Our objective is to find the maximum N such that:
P1xn(A) < ¢, with € a small positive number, 0 < ¢ < 1.

In the second case, we look for the number of screenshots needed to get a partic-
ular sensitive information displayed on the screen. Let P2, (A) be the probability
that the attacker will need n screenshots or less to read the sensitive information

when algorithm A is used. Our objective is to find the maximum /N such that:

P2y (A) < e, with € a small positive number, 0 < € < 1.

9.1.2 Usability

In order for our approach to be scalable and usable in a general way, legitimate

screenshot-taking applications must remain usable even with altered screenshots.

Contrary to existing works, we concretely measure usability with actual users and

not theoretical measures such as Peak signal-to-noise ratio (PSNR).
Three metrics were used to measure usability:

* Reading time: An objective measure representing the supplementary time
At(A) the users need to read a text displayed using algorithm A compared
to a text displayed normally. With 7" the average time needed to read a clear
text and ¢(A) the average time needed to read a text altered using algorithm

A, At(A) is given by the formula:

At(A) = (%2 — 1) % 100.

The use of reading time to measure usability is inspired by the CAPTCHA
literature, which frequently uses solving time as a measure of the model’s

usability
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* Reading accuracy: An objective measure that stems from the requirement
that the different algorithms we implemented must not prevent the user from
getting valid information from the screen. Tor each algorithm A, reading
accuracy is measured using the error rate e(A), which is a function of the
number of errors made by the user when completing a task. As the solving
time, the error rate is frequently used to assess the usablity of CAPTCHA

models

 Usability score: A subjective feedback given by the the user regarding read-
ing comfort. For each algorithm A, it consists in a grade s(A) ranging from

0 (very difficult and unpleasant) to 10 (very easy and pleasant).

These metrics were designed to measure the usability of our algorithms on text.
We chose not to include images in this usability test because we think it would
require further optimisation and a specific usability test which could be conducted

as future work.

9.1.3 Real-time

We have seen in section 8.2.3 that frequency is a crucial aspect for the usability of

our approach.

As explained before, increasing frequency of display up to a certain threshold

increases usability.

However, important on the fly computations can limit the maximum frequency
that can be reached with a given algorithm. To ensure a certain comfort of use,
it is essential that the algorithms used to hide parts of the screenshots allow real-
time execution. Indeed, the fluidity of the images succession on the screen should

not constitute an obstacle to the use of countermeasures.
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9.1.4 Network bandwidth

We have seen in section 8.2.3 that frequency is a crucial aspect for the usability of

our approach.

Still, as much as increasing frequency improves usability, sending more screen-
shots can result in a congestion of the network if used in a general context as we

intend to do.

However, since the screenshots are altered with many parts hidden, with good
compression algorithms, one could consistently reduce their size. We would there-
fore be able to send more screenshots but with the same network bandwidth con-

sumption that when no countermeasure is used.

The objective is to determine, for each algorithm, to what extent we can increase

the frequency of screenshots without increasing network use.

In order to do this, we first had to determine the compression ratio r that we can
obtain with each algorithm (r= size of the compressed altered screenshot/size of

the compressed normal screenshot).

Then we did the following computation: (FPS with normal screenshots) x 1/r.

9.2 Methodology

In this section, we present the methodology used to assess our models using the

criteria explained in Section 9.1.

Some aspects of our approach (security against a human adversary, usability) re-

quired user tests to be conducted.
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We gathered 119 users and made them pass a 20 minutes test on our ‘Per-
sistest” website [254]. As this study involved human participants, we ob-
tained the approval of the Departmental Ethics Committee (reference number
CS_C1A_20_022). Before undertaking the test, the users gave their informed

consent [255].

9.2.1 Security analysis

As explained in our threat model (Section 3.4), regarding the malicious exploita-
tion of the stolen screenshots, two types of adversaries with different capabilities
can be found. The first kind of adversary exploits the screenshots manually and
the second kind uses algorithms to automatically exploit the screenshots. As man-
ual exploitation involves a human, it is more suited to targeted attacks whereas

automatic exploitation allows for large-scale attacks.

We have evaluated the security of our approach both against a human adversary
(Section 9.2.1.1) and against an automatic adversary (Section 9.2.1.2). Then, we
measured the impact of having to take more screenshots on malware detection

(Section 9.2.1.3).

Against human exploitation

In this section, the objective is to determine the number of screenshots the human

attacker would need to reach their objective.

Six algorithms have been tested to determine the impact of some parameters on

security:

* Determination of the hidden area: random blur rectangles (width=10px,

height=75px, U=7, V=3, E=0.2), vertical sliding blur bars (width=80px),
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blur snowfall (radius=35px, distance between centers=50px) and shuffled

periodical concentric circles.

e Parameter £ in the random rectangles algorithm: random shuffled rectan-
gles (width=100px, height=10px, U=6, V=4, E=0.05) and random shuffled
rectangles (width=100px, height=10px, U=6, V=4, E=0.4). To ensure inter-

pretability of the results, only £ varies between the two tested algorithms.

In the case of human users, it was not necessary to test the impact of the hiding
pattern. Indeed, be it black, blur or column shuffling, the user will not be able to

read the hidden area.

Frequency was also irrelevant regarding security. Indeed, once the human attacker
has the screenshots, they can display them in any way they like to try to exploit

them, regardless of the frequency at which they were taken.

As explained in Section 9.1.1, we distinguish between adversaries which goal is to
obtain the whole screen content and adversaries looking for a particular sensitive

piece of information.

To simulate the first kind of adversary(Step 3 of the user tests), users were faced
with an incomplete screenshot of a text (the first one generated by the current
algorithm). Before starting Step 3, users received detailed instructions (Figure
9.1). The users had to click on ‘Unreadable’ if they were not able to read or infer
the whole text (Figure 9.2). This would add one incomplete screenshot which is
alternated with the first screenshot at a frequency of 25ms. The user has to repeat
the operation until they are able to read or infer the whole text. In this case, they
click on ‘Readable’. This allows us to count the number of incomplete screenshots

they needed to read or infer the whole text.
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Instructions for step 3

The objective of this step is to determine the number of incomplete images you
need to read the whole text (or infer its content with certainty).

For each text, you will first see an incomplete image. To try reading the text,
click on “Unreadable” : this will add another incomplete image which will
alternate with the first one at a high frequency. While you are not able to read
the whole text, click on “Unreadable”. When you manage to read the whole text
(or infer its content with certainty), click on “Readable” and go to the next text.

If you click on unreadable 20 times you'll automatically go to the next image.

Once you will have do that with all texts, click on “Proceed to the next step”.

UNDERSTOOD !

Figure 9.1: Step 3 instructions
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Figure 9.2: Step 3 of the user test : determine the number of incomplete screen-
shots necessary for the user to be able to read the text

To simulate the second kind of adversary(Step 4 of the user tests), the functioning

is the same, but the user clicks on ‘Unreadable’ until they are able to see a partic-
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ular information (and not the whole screen content). Before starting Step 4, users
received detailed instructions (Figure 9.3). To confirm that the user has indeed
acquired the desired information, they have to enter it instead of just clicking on a
button (Figure 9.4). Their input is compared to the expected result and they cannot

proceed to the next step until they enter the right information.

Instructions for step 4

Here, the objective is to determine the number of images you need, not to read a
whole text, but only sensitive information on a hotel reservation (arrival date,
departure date, city).

As in the previous step, click on “Unreadable” until you successfully read the

needed information. Then, enter this information in the three fields bellow each
video.

If you click on unreadable 20 times you'll automatically go to the next image.

Once you have done this for each image, click on “Proceed to the next step”.

UNDERSTOOD !

Figure 9.3: Step 4 instructions
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Figure 9.4: Step 4 of the user test : determine the number of incomplete screen-
shots necessary for the user to read a specific information on the screen (example
of a hotel reservation where the user must read the arrival date, departure date and

city)

Against automatic exploitation

As presented in our threat model (Section 3.4), we assume that the attacker has at

their disposal state of the art OCR tools to exploit the stolen screenshots.

Once again, security is measured by the number of incomplete screenshots needed
to obtain the desired information. The difference is that the screenshots are ex-

ploited by an algorithm as opposed to a human.

However, counting the number of incomplete screenshots needed would only be

meaningful if the malware program is able to identify, on an incomplete screen-
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shot, what information to discard and what information to keep . Indeed, if it is
not able to do so, it will not be possible for it to merge incomplete screenshots

into a complete exploitable screenshot.

Note that a simple majority or minority rule would not allow the hidden areas to be
discarded. Indeed, when the pattern is periodical, the hidden zones have the exact
same area as the visible ones. This implies that each given zone on the screen is
visible 50% of the time and visible 50% of the time. When the pattern is random,
the probability of each area of being hidden is initialised at 0.5 and changed at
each iteration. It is impossible to predict in advance whether a given area of the
screen will be visible or hidden most of the time. For example, in our experiments,
one area was found to be visible 8 times out of 20 screenshots whereas another

one was visible 13 times out of 20 screenshots.

For the cases in which screenshot merging is possible, as presented in Section
9.1.1, we measured the maximum number of incomplete screenshots N which
minimizes the probability of extracting the desired information in two scenarios:
full text and sensitive information. For each scenario, we ran the algorithm 100

times on 5 different images. The Tesseract OCR was used for these experiments.

The results have been used to iteratively improve our solution until we found the
best possible solution to force the attacker taking more screenshots while at the

same time letting the human eye read what is displayed on the screen.

Impact on malware detection

We have conducted experiments to demonstrate that an attacker forced to take
more screenshots is more likely to be detected by our detection system (from

Chapter 7). The goal is to show that the proposed solution does not only make
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the attacker’s task harder, but also makes them more visible and thus more easily

detectable.

To show this, we have simulated an increase in the number of screenshots taken
by the malware programs of our dataset. For each malware program, we modified
the values of the relevant features (e.g. screenshot frequency, number of packets
sent, median time between packets). Three categories of malware programs were
distinguished (with /N the number of screenshots the attacker is forced to take

determined with previous experiments):
* Frequency superior to N screenshots per second: no modification.

* Frequency inferior to N screenshots per second: modification of the fea-

tures to reach a frequency of N screenshots per second.

* No frequency (screenshots triggered by specific non-periodical events): fea-
tures are modified so that each screenshot taken is replaced by N screen-

shots.

Even if the malware program tries to hide by injecting itself in other running
processes or dividing between multiple processes, we will see an abnormally high

number of screenshots taken in background.

9.2.2 Usability

The objective of our usability study was to measure the performance of several
obfuscation algorithms and parameters combinations according to the metrics pre-

sented in Section 9.1.2.
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Design

The independent variables of our experiment are the pattern used inside hidden ar-
eas, the algorithm used to determine areas to be hidden (with its different parame-
ters) and the frequency at which altered screenshots are shown. All these variables
are within-participants: each user was presented with all test cases. Even if this
choice reduced the number of test cases, we chose to have the maximum amount

of data for each case for the sake of statistical significance.

The dependant variables are the metrics presented in Section 9.1.2: At(A), e(A)
and s(A).

In order to test the impact of each independent variable on the dependant variables,
we tested several parameter combinations. Parameters vary one at a time to ob-
serve the individual impact of each. For instance, when the hiding pattern varies,

the determination of hidden areas and the frequency of display remain constant.

Pattern used inside hidden areas As seen in Section 8.2.1, we implemented
three ways of hiding areas on the screen: colouring in black, blurring and shuf-
fling columns. To compare these three solutions, we tested algorithms where the
only varying parameter was the pattern used to hide determined areas on each in-
complete screenshot (same determination of hidden areas and same frequency).
We compared black and blur level 4 using the random rectangles algorithm with
the following parameters: (width=10px, height=75px, U=7, V=3, E=0.2, fre-
quency=50ms). We compared blur level 4 and shuffling columns using the random
rectangles algorithm with the following parameters: (width=100px, height=10px,
U=6, V=4, E=0.2, frequency=25ms).

Determining hidden areas As described in Section 8.2.2, we implemented six

ways of determining which part of the screen should be hidden at each moment.
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Here again, we compared these methods by only varying the identification of hid-

den parts (same hiding pattern and same frequency).

We compared random rectangles with parameters (width=10px, height=75px,
U=7, V=3, E=0,2), vertical sliding bars with parameter (width=80px) and snow-
fall with parameters (radius=35px, distance between centers=50px) using blurred
hidden areas and a frequency of 50ms. We compared random rectangles with
parameters (width=100px, height=10px, U=6, V=4, E=0.2) and periodical con-

centric circles using shuffled hidden areas and a frequency of 50ms.

We chose not to test periodical horizontal bars because it turned out that, as tests
are in the form of lines, hiding complete lines was to detrimental to usability, the

user having to wait until the bar passes to resume the reading of the current line.

Frequency of display It is well established that frequency of display is a im-
portant parameter to improve usability when using retinal persistence based ap-

proaches [13].

However, in order to be able to deploy our solution in a general context, it is
important to take into account the frequencies currently used by major legitimate
screenshot-taking applications. Indeed, our objective is that these applications

should remain usable even with altered screenshots.

Therefore, we measured the FPS of 50 legitimate screenshot-taking applications
used in different contexts: screensharing, remote control, screen casting, em-
ployee control, children control. To this end, we ran these applications and looked
for the frequency at which screenshot API calls were made using API Monitor
execution reports. We found that the screenshot frequency ranges from 1 FPS to

45 FPS.
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As a result, we compared a frequency of 25ms (40 FPS) and a frequency of
100ms (10 FPS) using the following algorithm: random rectangles with parame-

ters (width=100px, height=10px, U=6, V=4, E=0.2, hiding pattern=blur level 4)

Materials

We used 10 texts of 350 characters to test our algorithms. These texts were ex-
tracted from 10 different BBC news articles. Each time a user took the test, the
texts were randomly assigned to the tested algorithms: different users tested algo-

rithms on different texts.

Our usability test did not require the participant to be physically present. The test
is deployed on a publicly deployed website [254]. As a result, participants took
the test in different physical conditions, either on mobile or desktop devices.

Participants

A first subset of 20 participants was recruited among Oxford students using snow-

ball sampling.
The rest of the users (99) were recruited through the SurveyCircle website.

Due to the GDPR and ethics requirements, we did not collect any personal in-
formation on users (e.g. name, age, address) other than the fact that they had a

normal vision and that they were wearing glasses when needed.

Procedure

The participants were first introduced to the objectives of the experiment and gave

their consent for participating.

Two scenarios were used to measure usability according to the three dependant

variables:
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* In the first scenario (Step 1 of the user tests), the user is passive and simply
has to read different texts with the same number of characters (350). On
each text, a different algorithm is applied. One of the texts is displayed

normally for the sake of comparison.

Before starting Step 1, users received detailed instructions (Figure 9.5).

Instructions for step 1

In this first step, the objective is to measure the time you will need to read nine texts.
The first text will be displayed normally to have a reference. The eight other texts will be
displayed in the form of videos in which incomplete images of the text alternate at a high

frequency.

For each of these texts, you will first have to click on “Start reading” to start reading it.
As soon as you finish reading, click on “I have read the whole text”.

Then you will have to grade the ease of reading from one to ten using the sliding bar
under each text.

Once this will be done for the nine texts, click on “Proceed to the next step”.

UNDERSTOOD !

Figure 9.5: Step 1 instructions

Then, for each text, they had to click the ‘Start Reading’ button to see the

text (Figure 9.6).
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When you click on the "start reading" button, a text will be
displayed. You will need to read this entire text and your
reading time will be timed. Once you are done reading,
click the "I finished reading the entire text" button

00m:00s
START READING

Figure 9.6: Step 1 before clicking on ‘Start Reading’ button

2

This triggers a timer that stops when users click on the ‘I finished reading

button (Figure 9.7).
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Figure 9.7: Step 1 after clicking on ‘Start Reading’ button
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After clicking on this button, users had to rate the visual comfort for the text

they just read (Figure 9.8).
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0lm:0ls

On a scale of 1 to 10,
indicate the level of ease that vou had to read this text
0: very difficult; 10: very easy

—

ease of reading

Figure 9.8: Step 1 after clicking on ‘I finished reading’ button

At the end of Step 1, after reading all texts, users were given the possibility

to adjust all the grades (Figure 9.9).
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Figure 9.9: Step 1 final screen (confirm usability scores)

This first scenario was designed to measure two metrics: reading time and

usability score.

* In the second scenario (Step 2 of the user tests), the user is active and must
enter different 5-digits codes displayed for 3.5 seconds with different algo-
rithms and one code displayed normally for comparison. This duration was
chosen because it seems to correspond to a reasonable time necessary for

an average person to read and memorise a 5-digit code.

Before starting Step 2, users received detailed instructions (Figure 9.10).
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Instructions for step 2

The objective is the same as in the previous step: measure the impact of the
particular display on your capacity to exploit the information displayed on the
screen.

In this step, you will be asked to look at nine images on which five digits are
displayed: eight images are displayed in a “weird” way and one is displayed
normally to serve as a reference.

For each image, click on “Show the code”. You will see a five digits code for 3.5
seconds. You will have to memorise this code, and, when the 3.5 seconds expire,

enter it in the corresponding field under the image.

Once this will be done for the nine images, click on “Proceed to the next step”.

UNDERSTOOD !

Figure 9.10: Step 2 instructions

Then, for each algorithm, they had to click the ‘Show the Code’ button to

see a 5-digits code for 3.5 seconds (Figure 9.12, Figure 9.11).
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When you click on the "show code" button, a 5 digit code
will be displayed for 3.5 seconds. You must copy this code
in the box below.

04:00
SHOW THE CODE

Figure 9.11: Step 2 before clicking on the ‘Show the Code’ button

ik

02s:00

Figure 9.12: Step 2 after clicking on the ‘Show the Code’ button
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After the 3.5 seconds, the code was hidden and users had to enter it to

proceed to the next algorithm (Figure 9.13).

00

0 SUBMIT
Enter code

Figure 9.13: Step 2 after 3.5 seconds

This second scenario was used to measure the error rate. Let 7(A) be an
Integer ranging from O to 5 which represents the average number of digits
incorrectly entered by the users for algorithm A. The error rate is given by

the formula:

9.2.3 Real-time

Our objective was to see how many frames per second can be generated with each

of our algorithms.
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For each algorithm, we varied the parameters and calculated the number of images

generated per second.
For these experiments we used a common PC with the following characteristics:
* Processor: Intel Core 15-5300.
* RAM: 8 Gb.
* OS: Ubuntu 64-bit.
* Disk: 256 Gb SSD.

In addition to the width of the patterns, we varied the set of parameters specific to
the random rectangles algorithm (pattern height, number of maximum successive
hidden patterns in a row, number of maximum successive shown patterns in a raw,

probability step) in order to explore the efficiency of all possible configurations.

9.2.4 Network bandwidth

The objective of this part in our experiments is to figure out how the various algo-

rithms that we studied affect screenshot files sizes.

Indeed, the increase (respectively decrease) in the images sizes after an algorithm

is applied could be a disadvantage (respectively advantage) to its use.

To carry out this part of the experiment, we selected five images with different

properties in terms of colours, text and background.
* anime.jpg: an image of a cartoon;
* black.jpg: an image of a black background with short blue text;
* color.jpg: an image containing a combination of colours;

* person.jpg: an image of a person;
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* text.jpg: an image of black text on a white background.

The images correspond to screenshots resized to (800px * 450px), and the TAR

and ZIP standards were used for compression.

9.3 Results

9.3.1 Security analysis

Against human exploitation

From a security point of view, that is, the difficulty for a human to visually extract
sensitive information from a screenshot, several interesting observations can be
made from Table 9.1. The first column represents the average number of screen-
shots necessary for a user to read a text, to which a protection algorithm has been
applied beforehand. The second column shows the number of screenshots the
users needed to obtain some specific piece of information contained in an image

to which algorithms were applied.

First, one can notice that, paradoxically, when looking for a specific piece of in-
formation, users systematically need more screenshots than when reading a whole
text. This can be explained by the fact that, when reading a meaningful text, hu-
man users can infer a substantial amount of hidden information, whereas, when
having to recopy a date or an exotic city name (column 2), they have to see all the

characters without being able to infer them and therefore need more screenshots.
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Table 9.1: Number of successive screenshots needed by users.

Images NB | Confidence | Images NB | Confidence
- full text interval - sensitive | interval
(p=0.05) information | (p=0.05)
Algol - Random rectan- | 2.85 249-321 |5.74 491 -6.57
gles (10px, 75px, 7, 3,
0.2)
Algo2- Random rectan- | 8.22 7.35-9.09 | 11.44 10.41 -
gles (100px, 10px, 6, 4, 12.47
0.05)
Algo3 - Random rectan- | 4.59 3.82-536 |9.11 7.9-10.32
gles (100px, 10px, 6, 4,
0.4)
Algo4 - Vertical sliding | 7.11 6.41-7.81 | 10.07 9,4 -10,74
bars (80px)
Algo5 - Periodical con- | 9.18 7.94-10.42 | 15.37 14.18 -
centric circles 16.56
Algo6 - Snowfall (35px, | 6.22 5.52-692 |6.70 54-8
50px)

At a first glance, it would seem that algorithms 4 and 5 give very good perfor-
mances in terms of number of screenshots needed by the user. However, this is
a result to be taken with great care because in fact, the periodic pattern moves
slowly in these algorithms. Actually, it would suffice to have the first screenshot
and the one where the pattern has completely moved (completely left the areas
hidden on the first screenshot). Thus, two well selected screenshots would be

enough to extract the data.

An interesting observation can be made when comparing algorithms 1, 2 and 3
regarding the orientation of the rectangles used to hide parts of the screenshots.
It can be seen, on the results of the tests, that this orientation of the rectangles
has an impact on the number of screenshots necessary for reading a text and ex-
tracting sensitive information. Indeed, when the rectangles are vertical (algorithm

1), they do not hide a lot of text so users have an easier time inferring the hidden
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information and need fewer screenshots, unlike the case of horizontal rectangles
(algorithms 2 and 3). When comparing more specifically algorithms 1 and 3, we
see that even with a lower F/, a lower maximum number of contiguous visible rect-
angles and a higher maximum number of contiguous hidden rectangles, vertical

rectangles are less effective than horizontal ones.

Algorithms 2 and 3 are identical from all points of view except the parameter £
(the probability step). From the test results, we can see that Algorithm 3 requires
fewer screenshots. This is quite logical because, in Algorithm 3, & = 0.4, which
concretely means that if a pattern is hidden in screenshot number /, its probability
of being displayed in screenshot number / + / will increase by 0.4 instead of 0.05.
Therefore, the number of screenshots required for all areas to be visible at least

once is significantly lower.

Against automatic exploitation

Table 9.2 reflects the number of screenshots needed by an automatic attacker to
read a full text of 350 characters (the same texts as the ones used for human
exploitation). For each algorithm, the values represent the probability for the OCR
of reading the whole text with a given number of screenshots (the probability is 0
for the numbers below 6). For instance, the first value means that, in 8% of cases
where algorithm 1 was applied, the OCR needed six screenshots or less to read

the text.

We can see that, contrary to human attackers, OCR algorithms need more images
when vertical rectangles are used than when horizontal rectangles are used. This
might be because vertical rectangles are to thin to disturb human inference but are

sufficient to mislead OCR algorithms.
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Table 9.2: Probability that a state of the art OCR will read the full text (350
characters) with different numbers of incomplete screenshots.

6 7 8 9 10
Algol - Random | 8% | 16% | 20% | 48% | 100%
rectangles  (10px,
75px, 7, 3, 0.05)
Algo2- Random | 12% | 48% | 100% 100% 100%
rectangles  (100px,
10px, 6, 4, 0.05)

Table 9.3 focuses on the case where the attacker’s objective is to get a specific
piece of information from the screen (in this case from the same hotel bookings

as for human adversaries).

Table 9.3: Probability that a state of the art OCR will extract a specific piece of
information (350 characters) with different numbers of incomplete screenshots.

2 3 4 5 6 7
Algol - Random | 14% | 22% | 58% | 76% | 86% | 100%
rectangles  (10px,
75px, 7, 3,0.05)

Impact on malware detection

Table 9.4 shows that, even if the improvement is relatively small, forcing malware
programs to take more screenshots makes the false negative rate drop to O (all
malware programs are detected as malicious). In parallel, the number of legitimate

applications classified as malware is lowered as well.
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Table 9.4: Detection results when we simulate an increase in screenshot fre-

quency.
Accuracy| FN FP Precision| Recall | F-Measure

Regular 97.409% | 0.009 | 0.046 | 0.963 0.991 | 0.977

frequency

Increased 98.446% | 0.000 | 0.034 | 0.972 1.000 | 0.986

frequency

9.3.2 Usability

As described in the previous sections, usability was measured in two scenarios.

e Passive user: The results obtained are summarised in Table 9.5. The first

column shows the reading time increase for each algorithm compared to an

unaltered text (At(A)). The second column is the average usability score

given by the users (s(A)).

Table 9.5: Passive user usability evaluation.

At(A)| At(A) confi- | s(A)| s(A)  confi-
dence interval dence interval
(p=0.05) (p=0.05)
Static image 0% 1% - 7% 8.63 | 8.23-9.03
Algol - Random blur rectangles | 14% | 4% - 24% 5.07|4.64-55
(10px, 75px, 7, 3, 0.2, 50ms)
Algo2 -Random blur rectangles | -4% | -11% - 3% 5.74 1 5.32-6.16
(100px, 10px, 6, 4, 0.2, 25ms)
Algo3 -Random blur rectangles | 4% -5% - 13% 481 |44-522
(100px, 10px, 6, 4, 0.2, 100ms)
Algo4 - Vertical sliding blur bars | 34% | 24% - 44% 4.22 | 3.85-4.59
(80px)
Algo5 - Blur Snowfall (25px, | 15% | 2% - 28%, 4.37 | 3.97-4.74
50px, 50ms)
Algo6 - Random black rectangles | 24% | 11% - 37% 2.59 | 2.22-2.96
(10px, 75px, 7, 3, 0.2, 50ms)
Algo7 - Random mixed rectan- | 38% | 24% - 52% 2.15 ] 1.81-2.49
gles (100px, 10px, 6, 4, 0.2,
25ms))
Algo8 - Periodical mixed con- | 29% | 13% - 45% 2.89|2.52-3.26
centric circles
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First, it is interesting to notice that users have generally underestimated the
usability of the various algorithms even if the reading time in each case is
only between 0.96 and 1.38 times the time required to read the static text.
Indeed the usability scores oscillate from 2.44 to 6.44. Even the normally

displayed text has received an average grade of 8.63.

We can also notice that a shorter reading time is not always correlated with

a better usability (algorithms 4 and 6).

The parameters of the algorithms appearing in Table 9.5 have been chosen to

be able to accurately compare the impact of certain factors on the usability.

In algorithms 2 and 3, we used random blur rectangles with identical pa-
rameters except the display frequency of successive images on the screen.
It emerges from the results of the tests that the reading time of the text is
96% and 104% of the reading time of a clear text for respectively algorithms
2 and 3. That is to say an increase of 8% whereas the frequency was divided
by 4. This increase is accompanied by a decrease in the subjective usability
score of only 0.93 points. We can thus say that the increase in the display
frequency (greedy in resource use) has only a limited impact on the usability

of the tested algorithms.

The results of algorithms 1, 2, 3 and 5 show that blurring areas with random
overlapping circles instead of random rectangles produces a lower usability
on both measures whereas we anticipated that overlapping patterns would
provide smoother transitions and therefore better usability. This may be due
to the fact that the snowfall algorithm is completely random and does not
use constraints to make sure that a given area will be more likely to appear if
it is hidden in a given iteration. Algorithms 1, 2, 3 and 5 also confirm that,

even if areas are randomly hidden, and thus not necessarily visible more
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than half of the time, the reading time augmentation compared to a clear

text only ranges from -4% to 15%.

Algorithms 1 and 6 are the same in all respects except the use of blurring in
Algorithm 1 and a simple black colour in Algorithm 6 to hide parts of the
image. We see that the use of the black colour increases the reading time by
about 10% but at the same time generates the division of the usability score
by 2, which therefore marks a significant discomfort caused to users due to

the use of black colour.

In the same way, we can see, by comparing the results of algorithms 2 and
7 that the use of mixed rectangles instead of blurred ones significantly im-
pacts the usability by increasing the reading time and reducing the usability
score in a significant way. This poor usability of the mixed pattern can be
explained by the fact that it is harder to distinguish from real text than blur.

This can cause some confusion for the user and increase their reading time.

Regarding periodical patterns (algorithms 4 and 8), we notice that they pro-
duce among the highest increases in reading time, second only to random
mixed rectangles. This is due to the fact that the user must wait for the
pattern to move to be able to read the text under it. We can notice that the
subjective grade given by the user is also lower than algorithms 1, 2, 3 and
5. Moreover, contrary to the random algorithms, the vertical bars algorithm
allows each area to be visible half of the time. This does not correlate with

an improved usability.

» Active user: All of the 119 users correctly returned the five characters for
each algorithm. This shows a certain relevance of the parameters selected

for each algorithm and also that over a reasonable duration (3.5 seconds),
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human users have no trouble reading the masked data using all the tested

algorithms.

9.3.3 Real-time

The number of images generated per second for each algorithm are given in Table

9.6.
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Table 9.6: Number of images generated per second.

‘ Algorithm ‘ Filter ‘ Pattern width ‘ Images per sec ‘
Random rectangles Blur 10 16 - 19
25 13- 20
50 17-20
75 14 - 20
Mixed 10 17-20
25 19 - 20
50 19 - 20
75 20
Black 10 20
25 20
50 20
75 20
Periodical  vertical | Blur 25 17
bars
50 18
80 18
100 17
Mixed 25 19
50 18
80 18
100 17
Black 25 20
50 20
80 20
100 20
Periodical concentric | Blur 10 22
circles
20 20
25 22
50 22
Mixed 10 4
20 6
25 6
50 5
Black 10 27
20 28
25 26
50 28
Snowfall (*, 50px) Blur 10 4
20 2
25 3
50 1
Mixed 10 4
20 2
25 1
50 1
Black 10 8
20 3
25 3
50 1
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As expected, the number of generated images is always higher when the black
pattern is used, as it requires less computations. The two other patterns produce
similar results except for the concentric circles algorithm for which the use of the

mixed pattern drastically decreases performance.

The results that oscillate around 20 images per second are higher than the average
frequency currently used by legitimate screenshot-taking applications (11 FPS). It
corresponds to a frequency of 50ms which is compatible with the usability tests

presented earlier.

Finally, regarding the snowfall algorithm, as anticipated, the drawing of circles
takes too much time to allow for a real time display of screenshots using retinal

persistence.

9.3.4 Network bandwidth

We applied each pair (hiding algorithm/pattern) to each one of the five images
listed in Section 9.2.4. The file sizes obtained allowed calculating the compression

rates shown in Table 9.7.

Table 9.7: Images compression rates.

Blur | Mixed | Black
Random rectangles | 0.83 | 1.28 0.79
Vertical bars 078 | 1.17 0.52
Circles 093 | 1.19 1
Snow fall 0.87 | 1.42 0.83

It appears quite clearly in the Table 9.7 that the black pattern produces, almost in
all cases and with all the algorithms, the best compression rate compared to the

other patterns. This is a relatively predictable finding.
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We can note that, apart from those involving the concentric circles algorithm and
the mixed pattern, all the other combinations give interesting compression rates.
These rates are even particularly good with the use of the black filter reaching
52%, which means that the size of the returned screenshot is half the size of the

original image.

As legitimate applications take between 1 and 45 screenshots per second (11 on
average), it is easy to see the impact of the tested algorithms on outgoing network
traffic. Indeed, for the same duration (1 second) and using an identical bandwidth,
most of the pairs (algorithm / pattern) allow sending between 20% and 100% more
image files. This makes it possible to use higher display frequencies compatible

with the use of retinal persistence.

However, in the case of video formats, our approach would increase the amount
of data to be sent over the network. Indeed, in such formats, individual frames are
not compressed separately. Instead, only the changes between successive frames
are encoded. Therefore, with different parts of the screen being hidden in each

frame, there would be more changes to record.

9.4 Discussion

Our experiment was carried out on four criteria which seem to have an extreme im-
portance for any effective widespread countermeasure against screenshot-taking
spyware. Each of these criteria has brought out a subset of efficient (algorithm /

pattern) pairs and, often, another subset leading to degraded performances.

From a security point of view, the random rectangles and the snowfall algorithms
have proven to achieve the best performance in terms of the number of screen-

shots required for the reading of a text or the extraction of a piece of sensitive
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information. More specifically, for the random rectangles algorithm, in the case
of a human reader, horizontal rectangles were more effective whereas, in the case

of an OCR, vertical rectangles consistently yielded better results.

On the usability criterion, the random blur rectangles, vertical blur bars and blur
snowfall algorithms obtained the best scores from the panel of testers. This score
should nevertheless be put in perspective for the vertical bars algorithm as it sig-

nificantly increases reading time.

Regarding real time, our experiments allowed to generate altered screenshot at a
rate oscillating around 20 images per second when using the random rectangles
or vertical bars algorithms. It is an acceptable result compared to the average
frequency of legitimate screenshot-taking applications (11 FPS). Furthermore, the
usability of a frequency of 50ms (20 FPS) has been shown by the usability study.
This part of the experiment also showed the limit of the snowfall algorithm, which

produces images at a particularly low rate.

Regarding the bandwidth, the vertical bars algorithm offers the best compression
rate. The random rectangles and snowfall algorithms present interesting compres-
sion rates as well, allowing to potentially increase the number of images sent by

20%.

The random rectangles algorithm with the blur pattern seems to produce the best
results when considering all the criteria. It is therefore a relevant choice as a coun-
termeasure to spyware taking screenshots. However, our multiple experiments,
with various parameters configurations of this algorithm, show that the choice of

the parameters values must be done with the greatest care.

In the future, we could make our approach more robust by preventing automatic
screenshot merging. This would involve using techniques to raise the OCR confi-

dence level of hidden areas, while lowering the confidence level of visible areas.
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If this can be achieved, the only way for an attacker to exploit stolen screenshots
would be to manually analyse them, which would drastically reduce the scope of

screenlogging attacks.
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10| Conclusion

After recapitulating the contributions brought about in this thesis (Section 10.1),
we acknowledge the limitations of our work (Section 10.2), and conclude with

final remarks (Section 10.3).

10.1 Contributions

10.1.1 Threat analysis (Chapters 4 and 6)

We proposed an in-depth analysis of screen capture functionality of malware,
which is quite unknown whereas it is one of the most prejudicial to privacy. This
analysis was conducted by analysing over one hundred security reports on screen-

loggers, emanating from various cybersecurity firms.

This study showed that there are several reasons explaining the lack of knowledge
on screenloggers. The main one is that in the majority of cases, a specific event
such as the reception of a command, the opening of an application of interest, or
a number of mouse clicks, is needed to trigger the screen capture functionality,

which explains why it is neglected in the malware detection works.

Across the security reports, we identified recurring steps in the screenlogger op-
erating process. This allowed us to define criteria for establishing a novel screen-

logger taxonomy.

By gathering statistics on these criteria, completeness requirements for a screen-

logger dataset were defined.
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Using the same criteria, 94 legitimate screenshot-taking applications were anal-
ysed and statistics were gathered. This enabled to identify promising criteria for

screenlogger detection.

10.1.2 Dataset construction (Chapter 5)

Malicious dataset The samples we collected from existing malware datasets
were useless for various reasons, including anti-sandboxing techniques and spe-
cific screenshot triggering mechanisms which prevented us from studying the
screen capture functionality. The reason why this issue was not raised in previous
generalist malware detection works is that the datasets they use often contain thou-
sands of malware samples. To extract the training data, the samples are usually

automatically run for a given duration, without any interaction.

As a result, we had to build our own dataset by collecting malicious screenlog-
ging tools and source codes and making sure that they were taking screenshots at

runtime.

To achieve completeness of our dataset as per the definition we gave, it had to
match the behavioural statistics obtained from the security reports. We imple-
mented the first screenlogger generator encompassing all the behaviours found in
the security reports at the different stages of the screenlogger operating process.
This generator was used to create samples to make our malicious dataset complete

by reaching the statistics from the security reports on all criteria.

Benign dataset We created the first dataset of legitimate screenshot-taking ap-
plications by gathering applications belonging to five categories, each category

having its specificities.
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10.1.3 Screenlogger detection (Chapter 7)

We built a first RF detection model using only API calls and network features from
the literature. This model was trained and tested using our malicious and benign
datasets. Using RFE with Gini importance, we identified the most informative

existing features for screenlogger detection.

Then, we built a second model including novel features adapted to the screenlog-
ging behaviour. These features were collected using novel techniques. Particu-

larly, we can cite:

» Using API call sequences to identify specific behaviours. Contrary to ex-
isting works which only look at API called in a direct succession using the
notion of n-grams, we wrote scripts which keep track of the API calls re-
turn values and arguments to characterise some behaviours even if the calls
are not made directly one after the other. Numerous different sequences
involved in the screenshot-taking process were identified by analysing mal-
ware and legitimate applications. These sequences were also divided into

three categories depending on the captured area.

* Making a correlations between API calls made by an application and its net-
work activity. During their execution, the API calls and network activity of
our samples were simultaneously monitored. This allowed us to extract fea-
tures such as the reception of a network packet before starting the screenshot

activity or the sending of taken screenshots over the network.

When adding these novel features to the detection model, the detection accuracy
increased by 3.108%. Indeed, it is well known that a detection model based on

less features is less likely to fall into overfitting. Moreover, a detection model

232



University of Oxford Balliol College

based on features which have a logical meaning and reflect specific behaviours, is

less prone to evasion techniques often used by malware authors.

10.1.4 Retinal persistence-based mitigation technique (Chap-
ters 8,9 and 10)

To account for the cases in which a screenlogger might not be detected, we de-
signed and implemented a novel technique to mitigate malicious screenshot ex-
ploitation, with the strong constraint of not requiring any action from the user.
This work is the first to impose such a constraint, existing works focusing on pre-
venting screenshot exploitation in sensitive scenarios using intrusive techniques

impossible to deploy at a large scale.

We propose to take advantage of the retinal persistence property of the human
eye by displaying incomplete screenshots in a quick succession. Instead of using
periodical patterns, which predictability is detrimental to security, we introduce
randomness to determine which areas of the screen should be hidden at a given
iteration. Several parameters are used to limit this randomness to achieve the best

trade-off between security and usability.

Furthermore, we also propose a concrete implementation our approach on the
Windows operating system by using a novel hooking technique. Indeed, as the
API calls involved in the screenshot-taking process can individually be used for
other purposes, we had to verify that they are indeed called as part of a screenshot

sequence before modifying their functionality.

We analysed the security of our approach against a human adversary and against
an automatic adversary. For the latter case, we implemented an adversarial al-
gorithm dedicated to merging incomplete screenshots depending on the pattern

used to hide parts of the screen. Then, we counted the number of altered screen-
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shots necessary for an adversary, with state of the art OCR tools at their disposal,
to reach their goal in two scenarios: a whole text and a piece of sensitive infor-
mation. Using these results, we conducted experiments to demonstrate that an
attacker forced to take more screenshots is more likely to be detected by our de-

tection system.

The usability of our approach was tested with a panel of 119 users with three met-
rics: reading time, reading accuracy and a subjective usability score. To the best
of our knowledge, this is the first time an approach based on retinal persistence

was tested with actual users.

Finally, the performance of our approach was tested on two additional criteria:

real time and network bandwidth.

10.2 Limitations

The work proposed in this thesis presents five main limitations:

* The size of our dataset: As explained before, the numerous screenlogger
executable files found in malware datasets were useless to us because of the
impossibility of triggering the screenshot functionality. The malicious tools

with an available server part were, unfortunately limited in number.

Moreover, another constraint on the size of the dataset was the necessity to
interact with the samples at run time, which prevented their automatic exe-
cution. Indeed, even if we had millions of samples, it would not have been
possible to run them all and generate their API calls and network reports be-
cause of the time-consuming constraint of interacting at run time to trigger

the screenshots.
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However, we have established that it is common, in malware detection
works targeting a specific malware category, to use datasets with a size sim-
ilar to ours or even smaller. We also made sure that our detection results are

statistically significant.

* The generated samples: Because of the limited number of samples in our
dataset, some behaviours were missing or under-represented. We added
generated samples to remedy this issue. Because they only have the screen-
logging functionality, these samples might not accurately reflect the com-
plete behaviour of screenshot-taking malware in the wild. However, the
generated samples only represent a quarter of the total number of malicious
samples. Moreover, their screenlogging functionality was implemented on

the basis of actual screenlogger source codes.

* The ineffectiveness against attackers with root privileges: As we use API
calls to detect screenshot-taking operations, our approach is blind to an at-
tacker with root privileges, which could, for example, access the screen
content through the frame buffer. However, we found no records of such an

attack and our system still covers the vast majority of screenlogger attacks.

* The lack of usability for images and videos: Currently, our model can gen-
erate 20 images per second which is less than the rate of some legitimate
screenshot taking applications (up to 45 FPS). This rate of 20 FPS would
be insufficient when screen-sharing a video. Moreover, the usability of our

algorithms has only been tested on textual content.

* The insufficient security in sensitive contexts: With a sufficient number of
screenshots and a dedicated algorithm, an adversary can reach their goal
even if screenshots are altered using our approach. Even if taking more

screenshots makes detection easier, in very sensitive contexts, more radical
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measure (such as permanently using the setWindowsDisplay Affinity flag or

disabling screenshots) should be more adapted.

10.3 Final remarks and future work

The work presented in this thesis can serve as a reference for future researchers
aiming at countering the screenlogger threat. Our malicious and benign datasets
are available on a public repository and examples of our altering algorithms can

be found on the usability test website.

More generally, some of the conclusions we have drawn can be extended to other
fields. For instance, our study has shown the need to pay a particular care to
the functionalities triggered by malware samples while they are executed in a
secure environment. Moreover, the performances of our detection system show
that a tailored approach might, in some cases, avoid overfitting and make detection
models more robust to evasion techniques. One last example is the usability results
we obtained regarding retinal persistence, which can be of use to anyone interested

in this property of the HVS.

In the future, it would be useful to collect more data on screenshot-taking spyware,
for example through collaboration with an antivirus firm. A sufficient number
of samples would allow the training of an effective neural network and lead to

improved detection results.

Our prevention mechanism could also be optimised to be usable on non-textual
images and allow for a better frame rate. Moreover, finding a way to prevent

automatic screenshot merging would improve the security of the model.

Finally, as mentioned in the previous section, our screenshot altering approach

might not give a 100% security guarantee in highly sensitive contexts. How-
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ever, even in sensitive contexts, it might not be possible to completely prevent the
screenshot functionality, particularly with the recent rise of telecommuting and
screen sharing. Therefore, in the future, one solution might be to make the screen
content impossible to exploit unless a specific device with a shared secret, such as

programmable glasses or a screen overlay, is used to view the screenshots.
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