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ABSTRACT The use of tacit knowledge has previously been shown to help expedite problem-solving
procedures in the setting of medical emergency responses, as individuals can use past experiences in present
and future challenges. However, there is a lack of understanding in its application in IT and socio-technical
management. This paper examines the thought processes observed in Security Operational Centre (SOC)
analysts facing threat events to lay the groundwork for tacit knowledge management in SOCs. Based on
Sternberg’s fieldwork in tacit knowledge, we conducted semi-structured interviews with ten analysts to
explore the key artefacts and individual traits that aid their approach to communication, and to examine
the thought processes under hypothetical incident handling scenarios. The results highlight a unanimous
pursuit of Root Cause Analysis (RCA) upon the outbreak of an incident and stages of decision-making
when escalating to third party support providers. Using Business Process Modelling and Notation (BPMN),
we show the procedural elements of tacit knowledge from several scenarios. The results also suggest that
simulation environments and physical proximity with analysts and vendors can facilitate the transfer of tacit
knowledge more effectively in SOCs.

INDEX TERMS Communication theory, DIKW, incident response, knowledge management, security
operation center, sense-making, tacit knowledge.

I. INTRODUCTION
Tacit knowledge is a type of knowledge, insight, and intuition
that comes from years of experience. It is influenced by an
individual through means such as the human intelligence,
sensorial experience [1] and the cultural background which
facilitates the process of digesting new information. A person
may learn to better tackle a problem at hand from experiences
by adopting strategies that had been used before, and thereby
saving both time and effort.

Security Operation Centres (SOC) house a team to mon-
itor, detect and react to security threats across company
networks [2]. An effective SOC establishes real-time inter-
action and coordination between people, technology, and
processes to respond against threats. Through experience,
analysts develop an ability to prioritise threats, which enables
them to make faster and more effective decisions when con-
taining the attacks. The challenge in capturing tacit knowl-
edge is that over time it becomes harder for an experienced
analyst to articulate, or even recognise, the precise expertise
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underpinning decision-making processes as one’s tacit
knowledge inherently exceeds what can be expressed [1], [3].
Without means to externalise or transfer implicit knowledge
to others, much of knowledge remains unused.

To understand the different dimensions of tacit knowl-
edge and its relevance in streamlining work processes, it is
necessary to analyse thought processes that are triggered by
incidents as a way to understand the style and chronological
flow of thinking. Our paper provides a basis from which
SOCs can improve their incident handling capabilities and
capacities through tacit knowledge management. For new
analysts, a lack of context renders the overall communication
redundant or incomprehensible at the initial detection phase
of threats, and may delay the containment process. Different
analysts end up prioritising different tasks, causing them to
either dismiss or investigate too much on a case that has
already been explored by someone else in the past.

A. OBJECTIVE
In a SOC, an analyst’s familiarity with a task can be
much more informative than the insight of many novices,
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especially given the limited span of time. Novices may
use heuristics and brute force to understand their problems,
whereas experienced analysts may know the answer to these
problem almost immediately. This makes tacit knowledge a
valuable and underexplored topic of research for the organ-
isations, even well beyond the SOC context, and calls for
a need to understand what dimensions of tacit knowledge
exist from a more granular level of every day experiences and
encounters of people, artefacts, and incidents. Clarifying the
case-specific incident response strategies can promote a more
succinct and time-efficient communication across a team of
experienced and new analysts. By learning strategies used by
established experts and understanding the environment better,
new incoming set of talents more easily transition into the
niche field that require years of hands-on experience.

Based on the tacit knowledge fieldwork by Sternberg [4],
this study uses semi-structured, in-person interviews and case
scenarios to garner the underlying tacit dimensions of ana-
lysts, tasks, and communication media. It aims to achieve so
by primarily exploring different forms of thought processes
that occur among analysts when an incident breaks out. The
threat scenarios are used to enquire the analysts on the initial
line of actions and procedures that would be undertaken in
response to detecting an incident, in order to be able to
understand their flow of conceptualising the incident. Further,
the interview questions probe for general sentiments regard-
ing current state of the knowledge transfer mediums that
affect the operation, and the real-life examples the analysts
had previously encountered. The study aims to investigate
how tacit knowledge can be externalised and transferred to
others by studying existing communication and operational
mediums and challenges.

B. RESEARCH QUESTIONS
This research builds on the assumption that an individual’s
thought process develops from their tacit knowledge and
experience – professional, academic, and personal. It also
builds on the assumption that senior analysts have accu-
mulated tacit knowledge over time that novice analysts do
not possess. Probing the analysts on their perception and
background in incident response cases will allow one to use
the observation as a foundation to understanding implicit
knowledge present specifically in SOCs, an area that had not
previously been addressed in this aspect. The research aims
to answer the following questions:
1) Are there any identifiable patterns in thought processes

between analysts with similar academic or professional
experience?

2) Do analysts prioritise incidents based on principles or
social factors?

3) Do media exist in communicating threat and defence
knowledge?

4) What are the desirable traits of an effective SOC ana-
lyst?

Question 1 sets out whether analysts with similar academic
or professional backgrounds think alike. Questions 2 and

3 aims to address which factors, principles, and artefacts play
a role in one’s prioritisation and task-solving skills. Question
4 asks attributes that are to be most desirable in new SOC
analysts, given that they lack the same insight and experience.
Probing the perception of experienced analysts can reveal the
valuable personal traits that had previously been helpful in
appropriately handling incidents.

C. PAPER CONTRIBUTIONS
This study investigates the aforementioned research ques-
tions through observation of how given threat scenarios are
perceived differently by each analyst, and enquiring how one
communicates, utilises and absorbs new knowledge from past
encounter with analysts and clients, office artefacts, experi-
ence. The focus of the investigation is not somuch onwhether
one’s choice is more effective than another, but understanding
whether choices differ at all and, if so, the influencing factors
behind such choices. Specifically, the core contributions of
this paper are:
• An in-depth analysis of current SOC practices from
semi-structured interviews with ten mid to senior-level
SOC analysts.

• An investigation on generalising tacit knowledge of
incident response based on the interview findings and
Business Process Modelling and Notation.

• An in-depth discussion on the applications and limi-
tations of tacit knowledge in SOCs.

• A list of recommendations for this field of study.

II. TACIT KNOWLEDGE IN ORGANISATIONS
A. TACIT KNOWLEDGE AS A CONCEPT
Tacit knowledge is commonly associated with cognitive skills
such as subjective insights, intuition [5], and mental mod-
els [6], as well as ‘‘know-hows’’ or skills gained through
repeated exposure to hands-on work [7]. Without the corre-
sponding context, the holder of the tacit knowledge may not
even be aware of the existence of such knowledge. Capturing
tacit knowledge in either a written or verbal form is thus a
challenge. Explicit knowledge on the other hand is any objec-
tive or rational knowledge that can be expressed in a variety
of context-free formats such as words, sentences, numbers,
or formulas. The nebulous boundaries of what constitutes a
tacit knowledge in each context, and thereby how one can
measure and record it as explicit knowledge, has been a
challenge in both academia and industry [8], [9].

The notion of tacit knowledge is often attributed toMichael
Polanyi who first explored the impact of personal experience
in human knowledge [1], [10]. Polanyi claims all creative
thoughts and knowledge, including those based on mathe-
matical logic, relies on personal feelings, judgements, and
commitments. He depicted a pre-logical phase of knowledge
which comprised a range of sensorial or conceptual infor-
mation that are brought together by an individual to fully
digest an information and become aware of its meanings
in depth [11]. Because of the fundamental cognitive fea-
tures embedded in the newly acquired knowledge, which are
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intangible and out of plain sight, he claimed that ‘‘we know
more than we can tell’’. Schacter notes that for such knowl-
edge to be made accessible, there has to be a degree of
‘‘encoding’’ and retrieval procedure made available that help
relate to the previously established representations [12].

Nonaka extended the concept [13], [14] by incorporat-
ing it into an organisational framework, and explored how
employees can share knowledge in a work setting. He, along
with several other researchers around the time [3], [15], [16],
claimed that implicit, or tacit, and explicit learning are not
completely separate, and that they are part of an interactive
or cooperative process in continuity, which ultimately pro-
duces appropriate knowledge for an organisation. Nonaka
also distinguished tacit knowledge as those that can either
be codifiable – i.e. convertible to explicit knowledge - or
not codifiable. Based on the Japanese concept of ba [14],
he emphasised the importance of a shared space – whether
physical, virtual, or mental – and socialisation in it as a means
to converting tacit knowledge into more explicit forms.

The cross-cultural perspective from the twomajor pioneers
of knowledge management provides a multifaceted under-
standing of the nature of tacit knowledge. Due to the variety of
contexts in which it can be applied, the term tacit knowledge
is at times inadequately referred to as any kind of knowledge
that cannot be formally recorded. Hazel [17] offers an aggre-
gate summary of tacit knowledge conceptualisations that has
been offered so far by different authors.

B. KNOWLEDGE GENERATION
Tacit knowledge is acquired as an individual engages in
first-hand experience, during which one observes and learns
the skills needed to accomplish a task [4]. In business, tacit
knowledge can be produced either from tools, environments,
personal relations or social institutions [18], or from various
sensorial experiences that affect an individual’s perception
of a value of given data or information. Ackoff [19] had
combined the concepts of Data, Information, Knowledge, and
Wisdom (DIKW) into one formula, as a hierarchical order
of thinking about the relations between data and ways to put
into use cases. Its pyramid shape is shown in Figure 1. For
the scope of this related work section, ‘‘understanding’’ from
Ackoff’s model has been omitted as subsequent work on his
model have not included it.

Data is the product of observations that have no value
until they are processed into a usable form. It can come in
the form of signs, such as numbers, words, or other signs
that represent discrete facts. Information provides context to
data, consisting of interrogative angles as ‘‘who’’, ‘‘what’’,
‘‘where’’, ‘‘when’’, or ‘‘how’’. Refining information with
meaning and purpose gives knowledge. The experiences, val-
ues, and insights provide a subjective dimension that enables
one to justify the decision-making process, which can be
expressed in conceptual frameworks and theories.

Ackoff claims that this is the stage at which one is able
to efficiently control the information. The upper tier of the
pyramid is reached when knowledge is used to provide a

FIGURE 1. DIKW pyramid shows how observations can lead to an insight
where the higher the level, the more abstract the reasoning becomes.

wholesome judgement and insight under a specific circum-
stance. Wisdom is the ability to distinguish not only how to
do things, but why they should be done in a certain manner
due to their long-term consequences.

Sense-making [20] is a process by which people give
meaning to their experience. Those with proficient sense-
making abilities are able to map a credible route through an
uncertain situation, and refine it according to new relevant
information. Dervin [21] claims that sense-making is a gap
bridging activity (see Figure 2) that aims to fill the gap of
questions and unknown quagmires encountered in real life
situations. The verbings represent dynamics of information
that must be addressed using the ‘‘bridges’’ of intuition and
ideas that help an individual overcome the unknowns.

FIGURE 2. Dervin’s sense-making metaphor, redrawn from Dervin [21].

The sense-making process encompasses both the psycho-
logical component – such as creativity, curiosity, compre-
hension, mental modeling and situational awareness – and
the actionable component, where one devotes a ‘‘motivated,
continuous effort to understand connections. . . among people,
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places, and events. . . in order to anticipate their trajectories
and act effectively’’ [22].

C. KNOWLEDGE TRANSFER
Once tacit knowledge is created in an individual, this knowl-
edge must be disseminated among others to make it usable.
Practical transfer techniques for tacit knowledge have mainly
been identified as mentoring, metaphor, analogy, storytelling,
prototyping, and incident studies [13], [23]–[25]. Techniques
for explicit knowledge have been identified through more
formal training measures as schools, libraries, books, data
media, written rules, and procedures [24], [26]–[28]. Other
factors include boot camps, job shadowing, in-house train-
ing modules, games, simulations, ‘‘question of the day’’
bulletins, and storyboards.

The Socialization, Externalization, Combination, Internal-
ization (SECI) model, proposed by Nonaka and Hirotaka
[29], combines all of the above knowledge transfer methods
in a conceptual manner, as seen in Figure 3. The model
depicts the four different phases of a learning spiral, during
which tacit and explicit knowledge interact with each other.

1) Socialisation: Tacit knowledge belonging to one per-
son is transferred to other employees through direct
contacts. e.g. an individual shares experience and
episodes felt from using a specific business software
product during a meeting.

2) Externalisation: Tacit knowledge is made compre-
hensible to others through various modes of expres-
sion, such as images, words, or metaphors. The instant
feedback and exchange of new ideas help clarify the
familiar experience and knowledge one has. e.g. the

FIGURE 3. Nonaka’s SECI-model depicting stage of knowledge creation
and transfer in an organisational learning cycle, redrawn from Nonaka
and Takeuchi [29].

individual writes out a report on the benefits and disad-
vantages of using the product with visual screenshots.

3) Combination: New and existing explicit knowledge is
now combined to tackle the existing problem or task.
The documentation (of explicit knowledge) becomes
widely disseminated, modified, or updated within the
company. New ideas about the product in question
are discussed based on the reports among employees
and suppliers to cater to their views. e.g. the reports
are uploaded on the internal company database where
employees can access the media to see the report and
learn how the software product works.

4) Internalisation: The new explicit knowledge is con-
verted back to tacit knowledge when an individual uses
the information from this report into his own work
practice. e.g. After several repetitive exercises, a new
employee develops a better gist of using the software
product, and uses it without having to depend on the
report medium anymore. Individuals who have viewed
the document media can also request to meet with the
original contributor to discuss in person about their
experience.

This model is a spiral, and not a cycle, because one absorbs
knowledge differently during each successive cycle, enabling
the learner to continuously grasp knowledge at deeper lev-
els [30]. Nonaka’s notion of ba [14] is an integral part of the
SECI model because it provides the space for the knowledge
to be shared, created, and utilised within a community.

Despite the demonstration, there is still a need to clar-
ify how the tacit and explicit knowledge can be systemat-
ically combined. This original model lacks in articulating
the two most important conversion stages, externalisation
and internalisation, and is left relatively too high-level
for companies to practically implement it at workplace.
Sternberg et al. [4], [23] claim that because tacit knowledge
is a procedural activity, tacit knowledge cannot be acquired
through explicit instructions; it is something that enables
one to do something rather than learn about something, and
therefore such knowledge cannot be indirectly transferred to
someone who has not carried out the act before.

1) ARTEFACTS FOR KNOWLEDGE TRANSFER
Given the ubiquity of ICT in today’s organisations, the
in-person contact largely lacks the means to convey the sen-
sory information, feelings, and context that manifest tacit
dimensions [31], [32], and the employees simply do not get
enough exposure with each other for the desired level of
productivity. Roberts [32] claims that the degree of dispersity
of teams is determined by ‘‘the degree of trust required,
the proportion of implicit knowledge and the complexity of
the project’’. Problem-solving strategies are still largely bol-
stered by interpersonal communicationmedia, and neglecting
the cultural aspects of non-verbal communication can hamper
the organisation from agile information exchange, especially
in projects on a transnational scale. In both of these works
[31], [32], there is a prolonged emphasis on the concept
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FIGURE 4. Gerbner’s model, redrawn from Gerbner [33].

FIGURE 5. Burkhard’s Knowledge Visualization Framework embodies four main perspectives: The aim of
visualization, the content of knowledge to be visualised, the recipient of the knowledge visualization and the
medium to visualise the knowledge. Redrawn from Burkhard [34].

of shared space - much alike Nonaka’s - asserting that the
transfer of tacit knowledge requires the establishment of a
shared virtual location that is backed by technology.

Gerbner’s model [33] depicts how reliance on a variety of
communication media can skew the content objectiveness of
an event over time. His communication model in Figure 4
distinguishes the perceptual and control dimension in a hor-
izontal and vertical outline. When an event E occurs, a man
M perceives it and learns the meaning of it according to the
criteria of selection, context, and availability, which poten-
tially lends itself to bias or prejudice ofM.M’s interpretation
of E, E1, is expressed through the available channels, media,
and control in a specific form S, which is then perceived by
the next man M1. As this horizontal-vertical link continues
over time, particular messages dominate and are adopted as
the truth to subsequent recipients.

2) KNOWLEDGE VISUALIZATION
Knowledge visualization helps depict the flow of knowledge
in a visual format that enable the viewer to better under-
stand the relations between different, and sometimes unlikely,
thoughts.

Burkhard [34] proposes knowledge visualization as a new
field of its own, and points out the lack of research on knowl-
edge transfer in the business context. He set out a Knowledge
Visualization Framework (see Figure 5) that consists of four
perspectives to be considered when creating visual represen-
tations that aims to transfer knowledge.

There are a variety of ways in which visualization can be
realised, from sketches, clip arts [34], timeline maps [35]
and flow charts to advanced geometric modelling [36] and
geovisualization [37]. Eppler in particular discusses how
the variation of knowledge mapping style, such as tables,
cartographic, diagrammatic or metaphoric, can suit different
purposes [35], [38], whether it be for developing, sharing or
marketing the knowledge. Table 1 demonstrates his selection
matrix for knowledge maps, which incorporates three fea-
tures: 1) The desired knowledge associated with concepts,
documents, or individuals; 2) How the knowledge map will
be used; 3) The appropriate format of the knowledge map that
caters to the previous two features.

The three content types used in the following knowl-
edge map in Table 1 are: 1) Concepts (c) which include
ideas, theories, insights or their labels, descriptions, and
references; 2) Documents (d) which include patents,
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TABLE 1. Eppler’s knowledge map selection matrix. Redrawn from Eppler [35].

method descriptions, lessons learned, and practice docu-
ments; and 3) information about experts or groups (e) which
include photos, coordinates, homepages, and CVs.

D. KNOWLEDGE ARCHIVES
Knowledge archives are fundamental assets of an organi-
sation because it provides relevant insights to individuals
about a task at hand, and thus allows them to better prioritise
work processes. An effective knowledge management sys-
tem should distinguish and capture different types of knowl-
edge that encompass both the tacit and explicit dimensions.
The common types that provide key contextual informa-
tion are declarative (know-what, know-about), procedural
(know-how), causal (know-why), conditional (know-when),
relational (know-with), and pragmatic (useful knowledge)
knowledge types [34], [39].

SOCs often have wikis, playbooks, runbooks, and use case
scenarios to convey information on general operations and
identified threats. They provide information that analysts
need for referencing quickly during an investigation, includ-
ing configuration records, vulnerability databases, policies
and a FAQs section. Some analysts have previously empha-
sised the importance of knowledge base usage as a learning
process for future reference [40], where employees build,
access, and share knowledge instead of having to repeat the
same process of threat recognition. However, the existing
ones are known to have update and maintenance issues,
or only adopt generic use cases, that may render some ana-
lysts to abstain from using it as much as it was originally
intended.

III. RELATED WORK
Capturing and recording tacit knowledge has been a challenge
in research. It is contradictory for one to try to investigate the
concept of knowledge which is known to be hard to articulate
in the first place. In order for one’s personal tacit dimension of
a knowledge to be made transferable to others, the individual
must first acknowledge it, or at least be able to exercise an
action that can validate to others one’s possession of that
knowledge.

Sternberg’s two main approaches in investigating tacit
knowledge are ‘‘critical incident technique’’ and ‘‘simulation
approach’’ [4], [41], [42]. In the former, he interviewed indi-
viduals with experience in the relevant domain and enquire
information about tasks that were performed well or poorly.

He queried the participants through realistic scenarios on the
type of decisions that would be made in situations requiring
soft knowledge. In the latter approach, he directly observes
the individuals undertaking the tasks.

Heuristics based on on-set actions or scenarios akin to
real-life circumstances [4], [43] tend to be more effective in
helping participants acknowledge their knowledge because
of the freshness of the experience in participants’ memory.
The fieldwork must convey the realistic constraints such as
time pressure, risk, incomplete and ambiguous information,
and the need to coordinate actions within the context. Tacit
knowledge observation in IT is particularly difficult due to
the lack of physical presence to observe [42].

Despite the criticisms that ensued regarding the method-
ology [3], his approach renders more feasible in practice
because it focuses on the participants being in their usual
workplace and recalling from their familiar artefacts - as
opposed to a more restrictive control groups and testing that
would detract the familiarity from the participants. Related
to Sternberg is the work of Busch et al. [44], [45] which ran
a survey based on likely workplace scenarios and question-
naires on the participant demographics, and demonstrated the
relations using a visual mapping.

Leprohon and Patel [43] decided to follow through the
participants’ actions live, when theywere investigating nurses
in an emergency telephone triage. The researchers commu-
nicated with the nurses immediately after the completion of
emergency phone calls, ensuring all the actions and deci-
sions were fresh on the participants’ minds. Although the
actions taken by the nurses were appropriate, the expla-
nation they gave for taking the actions were often inac-
curate, indicating a disparity between their knowledge and
action. The urgency-specific environment also meant that
the nurses were familiar with prioritising high urgency cases
and ensuring necessary interventions were sought after. The
researchers of the study claim that individual nurses, over
time, form their own categories of urgency which result
in making same decisions in same situations; these how-
ever correspond to different knowledge structures as their
knowledge and perception had been influenced by unique
experiences. Their work corresponds with the ideas from
Benner and Tanner [46] who suggest that the decision-making
abilities of nurses cannot be categorised under a formal
or normative model, and that they require a more holistic
approach including a ‘‘deep grasp of the culture and
language’’.
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A. TACIT KNOWLEDGE IN CYBER INCIDENT HANDLING
SOCs operate on a sense of urgency and real-world com-
plexities that are similar to other sectors that operate on high
urgency establishments [43]. The time urgency is essential,
in particular, as decisions have to be made as soon as possible
based solely on partial or unreliable information. Analysts
need to know what people, tools, and information are known,
available, and utilisable at any point in time of their shift [47]
so they can take immediate actions. Collaborative team work
in physical environments have been suggested as most effec-
tive in increasing threat resolution capabilities [14], [40]
where, in an event of an unexpected threat, all analysts should
be willing to contribute to resolving it as soon as possible.

Ahrend et al. [47] examine ways to convert Threat Intelli-
gence (TI) experts’ tacit knowledge into more ‘‘actionable’’
TI, where the actions mainly refer to recognising threat alerts,
containing damage, and obtaining situational awareness. The
paper introduces the term Threat Defence Knowledge (TDK)
to refer to an analyst’s tacit knowledge about defence and
threat features. The study shows that an analyst forms a
relationship with the new-found information through three
successive phases, where the analyst: 1) becomes aware of
the existence of TDK, 2) validates the artefact that resulted in
TDK, and 3) correlates the seed information of the investiga-
tion with the TDK artefacts according to its relevance.

Using semi-structured interviews and diary studies,
Ahrend et al. find the lack of accessibility to knowledge
about relevant TDK reduce analysts’ ability to be effective
in actionable TI. They find that the tacit nature of the prac-
tices makes it difficult to retrieve meaningful insights from
second-hand or abstract accounts of one’s actions, and advise
diary studies for recalling the participants’ daily routines for
further investigation. Another challenge is that the nature of
the work that analysts conduct tends to be more sensitive
against the public eye. Some may not even support the con-
cept of documenting tacit knowledge due to the potential
risk of leaking confidential information about the business
operation to its competitors.

Sundaramurthy et al. [48] took an anthropological
approach by partially working at the SOC themselves for
over 15-months to have a close monitoring of the operational
challenges, and observe potential tacit dimensions among
analysts. They discuss how contributing to the team work and
delivering tangible tool enhancements, as well as working
on-site over a long time span helped earn the trust of the
team members and allow them to see the participants as
they are in more natural forms. In the study, they expanded
upon Nonaka’s SECI model (see Figure 6) by incorporating
apprenticeship in Socialization, and questioning, reflection,
and reconstruction in Externalization, building new tools
in Combination, and using the tool as a social vehicle in
Internalisation (see Figure 3). Finally, they also highlight
the paradox of fieldwork where, in order to capture accurate
results on the underlying concepts of tacit knowledge, they
have to essentially become the subject matter themselves and
fully immerse in the environment.

FIGURE 6. Tool-oriented SECI model, redrawn from
Sundaramurthy et al. [48].

IV. STUDY METHODOLOGY
Based on the design of the fieldwork on tacit knowledge
of Sternberg [4], this research focuses on a questionnaire
and real-life scenario formats that will probe for the ana-
lysts’ experiences at work and thinking processes upon fac-
ing different incidents. Our research followed a descriptive
approach using semi-structured interviews, with ten partici-
pants from six different organisations in the UK. The organ-
isational sectors varied over education, telecommunication,
defence contractor, and IT. To reduce interpersonal biases
among analysts of different positions, all interviews were
carried out individually. Each interview lasted approximately
40 minutes. Six interviews were held in a meeting room
within the team’s building, three interviews were carried out
in a public cafe, and one interview was done remotely over
Skype. The interviews had been audio-recorded, with con-
sent, except for two instances where the participants preferred
to talk off the recording.

A pre-interview survey sheet was given out right before the
interview for the researcher to have a broad understanding
of the SOC background of the participant. The criteria for
choices were potential influencing factors on role and team
familiarity. The years were incorporated to understand how
different years of field experience may later indicate pat-
terns in thought processes [49]. Participant profile, Table 2,
is shown below with the variables:
• O, organisation;
• P, participant;
• Size, number of people in team;
• Position, position in current team;
• c, years in current team;
• p, years in previous SOC team(s);
• Professional, professional background;
• Academic, academic background.
The inclusion criteria are that the participant is currently

on the technical or managerial position of the team and that
they have been at a SOC for at least one year, including any
previous experiences of same nature. The exclusion criteria
are that either the participant is not a full-time employee or
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TABLE 2. Participant demographics.

that they have never had any incident handling experience
academically or professionally prior to this interview.

For the scope of this study, a participant was considered to
be a mid-senior or higher if they had been in a SOC, including
both past and present teams, for nearly 5 years or more in
total. The outlier in the sample were three participants who
have had no SOC experience prior to joining the current team,
and have been working in the area for less than five years.
The existence of outliers was acknowledged during thematic
coding, which also included their views in incident handling
in specific accounts of knowledge base and communication.
While relatively new to the SOC role, P9 has had over
20 years of industry experience in finance and IT among other
fields. Although P3was the only participant without hands-on
duty on incident response handling, they help manage analyst
training in SOCs and ensure that the newly recruited analysts
become integrated with the tools being used in the team.

A. STRUCTURE
The whole interview comprised of three parts, lasting approx-
imately 15 minutes, 10 minutes, and 15 minutes respec-
tively. The content of the interview involved breaking down
themes as employee management, recruitment, culture, han-
dover, knowledge base, and communication media to give
an overview to the participant’s working environment. These
concepts are presumed to be influenced by the organisa-
tion’s goal, size, client, and business processes that will be
identified over the discussions. The interview questions were
structured in a way that it targeted for these themes. Short
guideline questions were given for multiple questions and
threat scenarios – regarding tool usage, communicationmeth-
ods, and any advice for victims – to help the participants stay
on track of the case scenario discussion. Three hypothetical
cases were picked because they are some of the most recent
and widely reviewed cases currently impacting the security
industry; there was no prior knowledge on whether the partic-
ipants had dealt with such cases before. The multiple choice
questions and threat scenarios are listed in the Appendix.

1) INTERVIEW
The interview contained short administrative questions about
the participant’s workplace and his day-to-day incident

handling operations. It enquired the participant about his
opinion on the importance of in-person communication in
SOC capability and any frustrations experienced with respect
to the existing communication media. Some interviews had
more emphasis on the recruitment aspects, and all of the par-
ticipants briefly explained what their knowledge base would
be used for in incident handling tasks. In order to assess how
the participants feel about the present communicationmethod
in the team, the participants were asked how they commu-
nicate and to share any episodes regarding communication
delays and hindrance.

2) MULTIPLE CHOICE
The participants were then given a multiple choice question-
naire about steps to take when resolving a DDoS attack, with
the assumption that a nationwide grocery retailer was the
SOC’s victimised client. The questions involved to whom
the participant would communicate with or with what the
participant will attempt to analyse the situation. The multiple
choices had been inspired from the published guidance from
the UK National Cyber Security Centre (NCSC) and the
US National Institute of Standards and Technology (NIST).
After completing the questionnaire, the participant was then
updated that one of its clients was under a DNS reflection
DDoS attack situation, and probed on what actions they
would take to address it. It was assumed prior to the interview
that each analyst will offer his own unique approach on
the problem-solving, and that the experienced analysts may
have answers that do not strictly adhere to the step-by-step
manuals [47].

3) THREAT CASE SCENARIO
The last part of the interview consisted of two threat case
scenarios, inspired from well-known Stuxnet and WannaCry.
The interviewer narrated a hypothetical account on what
abnormalities the participant has experienced, provided with
visual aids on A4 sheets: the first one for Stuxnet consisted
of an overview of a power plant facility, and the second one
for WannaCry consisted of a user alert sign.

The Stuxnet scenario had three main points of suspicion:
1) sudden increase of alerts to access the industrial control
system (ICS) maintenance over the recent days; 2) an IT
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employee in the ICS maintenance team experiences reboot
loop on his laptop; 3) a malware is discovered on his laptop
that is known to use fraudulent digital certificates, affiliated
with another recently hacked facility. TheWannaCry scenario
described a large UK hospital where an increasing number
of employees were witnessing ransomware alerts on their
work devices within a span of one day. Participants had been
clarified that alerts were free from false positives.

V. STUDY FINDINGS
The recordings of interviews were transcribed and analysed,
using NVivo12, to demonstrate the thought process of ana-
lysts during an incident response. After completing the axial
coding of the ten interview transcripts, a total of 17 nodes1

were organised, including six parent categories, from the
discussion about the SOC operation and analyst traits. Three
separate nodes were created for the three threat scenarios,
and five more nodes were created to distinguish between
validation, containment, remediation, future work, and mis-
cellaneous processes identified during participants’ threat
scenario response.

Business Process Modelling and Notation (BPMN) and
Decision Model and Notation (DMN) were used subse-
quently to investigate whether such aspects of the incident
handling process can be codified as procedural elements
of tacit knowledge in incident handling. These models are
graphical notations commonly used for documenting busi-
ness processes, and it has been known to help resolve ambi-
guities found in textual process specifications [50]. We make
use of start and end events, tasks, and gateways (decision
points) [51].

A. THOUGHT PROCESS AND RESPONSE
Four different BPMN diagrams have been formed to capture
the identified thought processes:
• Overview: The overview of the thought process
extracted from the three threat scenarios (Figure 7).
– DNS attack against a grocery retailer: A client

platform is inaccessible due to a DNS reflection
attack (Figure 9).

– Malware in the critical infrastructure: Malware
using stolen digital certificate is found in a critical
infrastructure maintenance site (Figure 10).

– Ransomware in the healthcare sector: Ran-
somware alerts are rapidly spread in hospital com-
puters (Figure 11).

As seen in Figure 7, the general thought and decision-
making process of the threat cases followed the ‘detect,
contain, and remediate’ components in order. Depending on
whether or not the incident had been witnessed before, or it
is under the team’s tool capacity, the analyst would decide
whether it should seek external support from third-party ven-
dors or local IT teams.

1In NVivo, a node is a collection of references about a specific theme or
case.

When a suspicious activity or incident is reported, the ana-
lysts often immediately verbally communicate with team
members who are sat in the same office area. Analysts who
were sat near their colleagues in particular claimed to be
content with how easily they can inform people across dif-
ferent positions immediately. Upon detection of a critical
threat, there would be a brief discussion about the presently
affected situation, including the assets at risk, and delegation
of particular tasks. This takes place simultaneously with the
initial triage - the insights into who and what is affected,
how far it has been affected, and since when this has been
occurring - and Root Cause Analysis (RCA) - the interroga-
tive aspects of what happened, how it happened, and why it
happened - to decide how it can be contained and remediated
subsequently. Sources of knowledge come primarily from
SIEM monitoring tools but others also include direct contact
with local IT support teams, victims, or wiki knowledge
base. The relations table below the BPMN image in Figure 7
shows an expanded view of the point of contact that would
be sought after. The U column depicts different rules for
decision-making. Depending on the current state from the
incident, an analyst can understand who would be the appro-
priate person to contact for support. The Chief Information
Security Officer (CISO) would rarely be contacted without
any validation of the facts in order. However, if any critical
assets appeared to be at stake that could affect the overall
business operation, the CISO, or a person of similar rank,
would be alerted about the incident immediately.

After the investigation, if an analyst recognises this type
and scale of impact has previously occurred and been con-
trolled before, theywill run it through amitigation technology
in the team. If it has not been seen before, or has previ-
ously needed external help, the task would be escalated for
third-party vendor support, and all part-time analysts on call
would be contacted to come into the team office.

Containment and remediation aspects have been simplified
on purpose as the scenarios only enquired about the ana-
lysts’ first line of action and thought process upon incident
detection. Once an incident has been contained, remediated,
or both, so that the business operation is getting back on
track, analysts would file a report about this incident for the
senior-level managers detailing what and how it had been
addressed.

1) FIRST SCENARIO: DNS REFLECTION ATTACK
The results from the preliminary DDoS survey is demon-
strated as stacked bars in Figure 8, where only the answers in
majority has been indicated in blue or red. Upon receiving a
call about a client’s business platform being inaccessible, over
half of the participants had agreed that the first reaction is to
check the log or contact the network support team. The two
participants who indicated theywould check for logs also said
this differs from what they should do, and three participants
who indicated they would block some traffic said this differs
from what they should do.
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FIGURE 7. Overview: Thought process extracted from the three threat scenarios.
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FIGURE 8. Preliminary DDoS survey results with the questions presented in a chronological order.

Figure 9 below shows the breakdown of the processes
of how the participants claimed to address a DDoS attack
if it had been enabled by spoofed source IP address of its
client. From the outset, half of the participants replied that
they would start the case by identifying the scale of the
DDoS impact to get an overall picture of this incident, which
involves findingwho or what has been affected andwhere this
spoofed server is located - to identify how much of the DNS
infrastructure had been compromised, using the SIEM mon-
itoring tool. Analysts would be communicating this across
the team verbally and online meanwhile. If the situation
was to involve critical assets and potentially public image,
the team would alert the situation to the CISO. P6 claims
that the team has to ‘‘let (the) management know, for this
specific one. Because at some point (it has) to make a business
decision, and it could be a strategic decision’’. In that case,
one would check whether the client organisation has other
backup servers on which they can continue to operate their
business while the current one is inaccessible. Otherwise, it is
advised to wait until one has confirmed and has all the facts in
place to make a proper report to the senior-level executives.

If the analyst finds that this scale of attack is well within
the existing tools’ protection capacity, they will automate it
through the team’s DDoS mitigation tool. If it exceeds its
protection capacity, they will inform the situation to the ISP,
then see how the team can get assistance in balancing traffic
from scrubbing services and local IT support teams, and
check with backup centre for possibility to resume service
there. The CISO may also be contacted about the updates
on the operational issues if critical assets are at stake. In the
meantime, the analysts would dig into in-depth triage and
RCA of spoofed DNS structure using the SIEM tool and the
existing knowledge base. P1 claims that one ‘‘cannot just do

remediation without knowing the root cause, and that is the
mistake people usually make’’.Whilemanaging the perimeter
controls, the SOC team will communicate with the client
organisation and ensure their business continuity and redun-
dancy is in place. If the attacks are contained, the procedure
comes to an end where one writes a report to send up to the
manager or update the internal knowledge base about how
this attack was addressed.

2) SECOND SCENARIO: CRITICAL INFRASTRUCTURE
THREATS
The view as to whether the three suspicions - increase of
alerts, laptop reboot loop, and malware discovery - was con-
sidered altogether a related event was split half and half
among the participants. All however agreed that after con-
firming the presence of malware, immediate measures would
be put in place. P5 was able to provide details on the things
they would desire and expect in this situation: ‘‘I would want
logs, and I would want to bring in the FIR (Forensics) team.
I’d want that host isolated from the network, I’d want the
forensics guys to tell me what it is. I’d want to be con-
firmed with logs from various devices that are being affected
by it.’’
Figure 10 shows how the procedure unfolds. First, the iden-

tified laptop and any other infected devices identified from
the initial triage would be isolated from the internal network.
While enquiring the victim employee’s ICS team about any
activities out of the ordinary that they have engaged with
in the past 24 hours or more, including with the device in
question, the analysts would try to have an understanding of
how this malware was delivered and spread. These informa-
tion will be disseminated across the team, and if there are
critical assets at risk the CISO will be notified immediately,
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FIGURE 9. Scenario I: A platform of a grocery retail client is inaccessible due to a DNS reflection attack.
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FIGURE 10. Scenario II: A malware using stolen digital certificate is found in a critical infrastructure maintenance site.
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followed by a team meeting to discuss the situation. In terms
of prioritisation and escalation, P8 added that ‘‘if malware
itself was fairly rudimentary and lacked in any direct inter-
ference capability, if we couldn’t attribute it to some foreign
state, it would be more a moderate priority event. It would
definitely be escalated for internal team to handle, to pick up
from that perspective. If we were able to positively attribute
it, or there’s any evidence to suggest it might have the ability
to perform disruptive or destructive activity inside the ICS
environment, then it would immediately elevate it to much
higher priority.’’ The analyst may then look further into
the pattern and the consequence of the spoofed signature,
the consequence of user credential exposure, and whether
there are any signs of foreign attribution. While searching on
the internal and external malware database, the analyst may
subsequently contact the semi-conductor site to enquire about
the certificate management.

Several participants reckoned that they would then take a
copy of the infected laptop device, reach out for the forensics
team to have an in-depth investigation of the infected device,
and potentially clean the device into a blank slate. The inves-
tigation will continue until the team has a better picture of
how to mitigate the root cause of the malware. The precise
order or criteria of the steps at this point varied for many par-
ticipants, from directly contacting the local networks team to
calling up the hacked semi-conductor site to gain information
about the digital certificate management. If the case could
potentially be attributed to a foreign state, it would be directly
escalated to the senior level management. If the malware was
recognisable and of moderate criticality, it would be managed
using the existing mitigation tools. Once the spread of the
malware has been contained, four participants claimed that
this incident would be filed up in a report. The tools and
information used to address this case will also be recorded
on the knowledge base.

3) THIRD SCENARIO: RANSOMWARE
If there had been no signs of ransomware at all previously,
and it suddenly came to the analyst’s attention that this was
the case, it most definitely signals that something is spreading
according to the majority of the participants. The immediate
outbreak of the ransomware and the context of the hospital
means that an analyst will attempt to head straight into con-
taining the spread, instead of having to understand thoroughly
about the malware for the time being. P10 claims that this
will be a ‘‘mayhem’’ situation, and ‘‘all the analysts will
have to be coming in, even if they’re on leave,’’ making it
an ‘‘all hands-on situation’’. The procedure is demonstrated
in Figure 11.

Because the client organisation is a national health sector,
more than half the analysts agreed that this case would have
to be notified directly to the management level or the law
enforcement to inform them this hospital’s operation would
inevitably be, if not already, disrupted. Amid the uncertainty,
however, P5 claims that ‘‘[at] the earlier briefings when
you’re still not sure what has happened, you’re just giving the

best information you can – at that stage there’s probably no
decisions to be made, because you’re not in command of the
full facts; you can’t decide on the best course of action. You
need to gather as much information as possible, as quickly as
possible, and get that to the decision-maker’’.
As the message is sent across to individuals outside the

SOC team, the analysts would be carrying out an initial triage
and RCA with T3 analysts while communicating with the
victims and the hospital IT administrators to understand the
scale of the ransomware impact and how this was enabled on
their devices in the first place. The questions during identi-
fying the root cause include: how is the malware spreading?;
how was the malware delivered?; what activities did victims
engage with in the past week?; what device are the victims
running? The analysts would simultaneously be reaching out
to any relevant third-party vendor services that this hospital
uses.

The analysts would then disconnect the device - if it had
not already been instructed by the analyst to the victim at the
time of the initial report - to stop the spread first and foremost.
In the case of a safety-critical system, the device would not
be able to be simply disconnected, and this task would have
to be escalated to the forensics team. Duplicate copies of
infected devices would be escalated for further investigation,
and, depending on the available budget, the employees would
be stocked with new temporary devices in the meantime.
Then, a decision will be made whether the infected device
will be put on a kill-switch or be completely wiped out in
blank state.

If a hospital has a solid backup resource, log retention, and
network visibility, the employees will be able to resume their
operation soon enough and the hospital will have their main
health records data back on track. The worst case is when
the hospital does not have a backup or such visibility as it
will have very low chance of retrieving the data back. In this
case, the SOC team will loop back into alerting the higher
management and potentially the law enforcement.

In the long run, some analysts will advise the hospital to
upgrade their hardware devices to future proof their operation
from having a ransomware through a similar vector again.

B. KNOWLEDGE TRANSFER STAGES
Recurring themes in discussion about communication and
training have been used to enhance Nonaka’s SECI
model [29] for the SOC environment. Figure 12 depicts these
elements with the emphasis in the Socialisation and External-
isation stages.

The Socialisation stage consists of promoting more
in-person contacts with the analysts across different team
locations through business trips or initial training programme.
This appeared to be significant source of gaining insight and
building trust between different analysts, especially in the
case of a global SOC operating across different countries.
The interactions should not only be encouraged internally but
also with third-party vendors and contractors to provide fresh
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FIGURE 11. Scenario III: Ransomware alerts are rapidly spread in hospital computers.
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FIGURE 12. A revised SECI model with the emphasis on simulation environment and physical proximity with analysts and third-party vendors.

insights about any new findings and suggestions about the
SOC operation that the team alone could not detect.

The aspect of apprenticeship highlighted in
Sundaramurthy et al. [48] was frequently brought up as an
important aspect of acclimatisation into the specific SOC
environment. More than half of the analysts claimed that they
prefer - what P10 called - the ‘‘watch and learn’’ method over
merely reading off the text guidelines, for both effectiveness
and ease of understanding. For the first fewweeks upon enter-
ing the SOC, a newly recruited analyst would follow through
job shadowing from his immediate senior, and observe what
to look out for and what tools are used. P9, who has had his
own share of job shadowing, claims that ‘‘it really stresses
[him] out but has also helped [him] a lot to get on track’’.
The Externalisation stage includes an environment where

new analysts can apply their newly acquired knowledge in
action, and critique on the findings of their own or others.
The simulation laboratories and quizzes provide a platform to
transform previously acquired tacit knowledge into explicit
forms by having performance scores and comments. The
analysts can also write down what they had seen and learned
during job shadowing sessions, which provoke him to reflect
on the incident response procedures. P7 claims: ‘‘sitting over
someone’s shoulder is good for a little while but you need to
be really doing these yourself and be looking at the packets;
you then start to understand it all.’’

On a different note, this Externalisation also caters for
changing verbal communication into more explicit forms to
ensure all analysts are on par of certain knowledge references.
The contractors can keep the team informed of any changes
to the tasks, systems, or knowledge base that are brought
about during their time period, in a physical or virtual update
bulletin board. An insight and work style of someone from

outside the team can either enhance or hinder the existing
work of the team. From the potential negatives, there may
be duplicates of data that are created, or data that disappear,
at the end of one’s contract from the SOC causing operational
nuisance. This is applicable not only to the contractors but
also to anyone relevant to the team who may have edit rights
without anyone responsible in place tomanage the knowledge
base. Thus, enforcing more frequent updates on collaborative
platforms can ensure that there are no gaps of knowledge from
one employee to another.

In the Combination phase, all the newly produced
explicit knowledge documentation would then be combined
with previous documentation in hard copies or online
knowledge base, so that the analysts can use it as a reference
point when learning about tools or past incidents. In the
Internalisation phase, the junior analysts would be equipped
to get involved with direct client action initially using the
updated knowledge base, while the senior analysts continue
their usual work routine.

1) COMMUNICATION
Various virtualmedia exist in SOCs to communicate incidents
including email, online collaborative platforms, internal chat
messaging, and phone calls. However, all respondents in the
interview agreed that physical communication overbears all
other available communication media, though for different
reasons. Talking to a person face-to-face helps eliminate any
misunderstanding of issues at hand, including the ones arising
from language barriers or the lack of specific knowledge,
and thus gets rid of redundant communication about a same
concept. Some may misinterpret the tasks to focus on and
cave into their own world about information that may be
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peripheral to the team’s much needed tasks at hand. In a
large organisational sector, employees in different divisions
of IT and operations may not comprehend certain concepts
that is more specific to SOCs, so physically heading over
to their office for discussion would reduce such hindrance.
Face-to-face communication also included the aspect of
working within the same proximity of others in an office,
which help bond trust relationships. Being too distant from
the co-workers or managers for too long may also generate
lax attitude and less dedication in one’s roles.

Cultural aspects played a big role in global SOCs, wit-
nessed by analysts who often have to travel overseas for
different SOC divisions. The respondents claimed that when
interacting with other internationals, one needs to bear in
mind the specific cultural norms to which they are accus-
tomed, and analysts in some regions can be naturally more
lax or alert than others. Social norms and labour regulations
could influence the way an analyst perceives and prioritises
an incident handling task, and thus even affecting the content
communicated with other analysts. For instance, there were
two episodes from the participants about employees who
insisted on having an early leave from the office for a holiday,
despite the highly stressful and urgent situation the team was
in at the time.

Furthermore, one’s culture may be directly tied to one’s
ability, or inability, to think out of the box. P1 explained the
importance of free thinking in the context of SOCs: ‘‘Free-
thinking, in this example, is to correlate every indicator of
compromise and build up a bigger picture. Like if I see an
attack in (Country A), but at the same time I see a similar
attack happening in (Country B), then the first thing I will
think about is: ‘is something wrong? is it a global attack?’
[. . . ] But if you don’t have this free-thinking mindset, you will
treat these two types of attacks in two different countries as
stand-alone incidents – You won’t correlate them.’’

2) KNOWLEDGE BASE
While the kind of knowledge base owned varied over dif-
ferent organisations, it was agreed by all respondents that a
knowledge base is crucial for operational consistency across
a SOC team. P1 claimed that it is the ‘‘foundation’’ of a
SOC to deliver operational excellence. Using the knowledge
base, analysts can share or learn the processes and procedures
involved in triaging specific alerts. The use of internal wiki,
runbooks, and external knowledge base about malware and
threats were mentioned in threat scenarios to use during the
triage and RCA processes.

Though these knowledge base tend to appear more useful
for junior analysts, P5 claimed that the newly relocated ana-
lysts would also find it useful to figure out logistics relevant to
the specific organisational setting, such as where to go next,
how to get logs, and what logs are currently made available
to them. This is also useful for analysts on a night-shift where
the managers might not necessarily be present to explain the
precise components of tools or work procedure. More than
half of the participants agreed that within months of joining a

team, most analysts eventually grow out of using playbooks
and knowledge base, and rely more on their own gist when
doing tasks on a usual basis.

In the case of playbooks, P2 claimed that today they are
rather ‘‘obsolete’’ because their existence means the threat
has already been witnessed previously. This was due to the
assumption that the known threats should not be a trou-
ble mitigating given the time and team’s resource, and it
is usually the unknown threats that cause more concerns.
P8 claimed that rather than looking up specific indicators that
has already occurred, his team ‘‘proactively look(s) for how
a set of behaviour, or attacker activity might appear on this
network.’’
With regards to how useful knowledge base is to the

team, some analysts found that if the team is not mature
enough, there was not enough information to derive from
that database alone. On the other hand, an organisation may
have too much information to be consistently organised and
maintained, which causes a delay in the retrieving process
and also discourages employees from making a use of it for
regular use.

The two main issues with a knowledge base appeared to
be accountability and maintenance especially in large teams.
Various individuals, mainly SOC analysts working across dif-
ferent roles (e.g. external contractors), tasks, or geographical
locations may have rights to contribute without a set pol-
icy, potentially leading to concurrent copies of information
or information loss. In this case, delegating someone to be
accountable can help facilitate the maintenance. P1 claimed
that the team can set each team manager responsible for
specific sections of knowledge base, who can review the
enquired content updates to decide whether they are appropri-
ate for the section. Up until that point, the edit drafts are held
on a different environment (‘‘pre-prod’’) that is much akin to
the original server. This ensures the quality of the information
on the knowledge base has been screened by an authority, and
that the updates are well integrated in the original knowledge
base. With regards to the relevant roles, P2 noted that one
should not confuse accountability with ‘‘blame game’’ as
everyone is equally accountable for the tasks at hand, and that
it’s a matter of informing the right information to the right
person in time.

3) INFLUENCE ON RECRUITMENT PREFERENCE
Recruitment preferences varied largely. Some participants
were confident to train fresh graduates from bottom-up,
whereas some would only recruit people who have been in
the IT sector for at least two years. On the training aspect,
some claimed that the thinking process essentially cannot be
taught to others, and that process, procedures, and relevant
knowledge bases exist only to equip the analyst with the
team-specific technicalities. In discussing the properties of a
good SOC analyst, P1 discussed one’s ability to think in the
‘‘whole end-to-end of the story, by doing a lot of thinking.’’

P2 claimed that years of experience do not necessarily dic-
tate whether an analyst is effective or not in mitigation. They
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claimed that due to the fast-changing dynamics of a threat
landscape, it is more about how up-to-date one is with the
latest threat trends rather than the sheer number of experience
in the industry. The psychological aspect of an analyst was
also briefly mentioned in pursuit of analysts’ aptitude for
SOCs:

‘‘(A person) went somewhere and found this wallet on
the ground. . . If a person chooses to ignore it, there’s a
thinking behind it why they chose to ignore it. If a person
picks it up, and goes to a police station, there is (also) a
thinking behind it. . .Bring back these two psychologies to
SOCs. If you see there is just one ICMP, a ping packet
going to a server, you ignore it. But may be that one packet
is a trigger to a small attack or a ping of death attack.
Now a person of different psychology, even though there is
no use case, he will go and see this packet. It’s just mere
curiosity.’’
P4 suggested that the mindset and the background of the

people may be the most relevant aspects for this position.
System administrators, for instance, have already had thor-
ough experience in networks and operating systems, which
makes it easier for them to adapt to the tasks involved in
incident response teams.

VI. EVALUATION
Overall participants may have felt the need to help the inter-
viewer and thus provided more generic type of answers in
incident handling that might not necessarily reflect their real
actions. This may be even more the case for participants who
have less than two to three year of total SOC experience who
are conscious of the eye of the audience, and want to ensure
that all their tasks and decisions are correct and accurate. The
participants with more total years of SOC experience were
able to provide thorough reasons for the actions that they
would take, and were flexible in providing different kinds
of real-life examples on the spot to support their arguments.
One thing to note is that whenever the participants were
asked on the status of escalating to CISOs, the participants
with less than five years swiftly answered that the incidents
appearing in the corresponding case scenarios would have to
be escalated to the higher levels, and did not seem to have
a uniform threshold to decide what is and isn’t worthy of
classifying as high priority.

8 out of 10 participants had academic and professional
backgrounds in IT, including IT security, prior to joining
the current team, meaning that there was a lack of variety
in the backgrounds to compare their impact on the thinking
processes with those from different backgrounds.

It was however mutually agreed by majority of the partic-
ipants that an analyst need not come from an IT background
but rather have a versatile mindset that is apt for the niche
tasks in SOCs. For a more detailed study in the domain of
mindsets and stream of consciousness of the analysts, it may
provide insights when observing the incident handling actions
live as was done by Leprohon and Patel [43] in emergency
rooms in hospitals.

While the overall validation, containment, and remediation
stages unfolded in the threat scenarios largely followed the
steps outlined in popular guidelines,2 the post-mortem anal-
ysis was rarely mentioned. The interviewer had intentionally
not asked the participants about it in the fear that the ques-
tion would probe for a biased ‘‘yes’’ answer in following
the standard protocol. Further, two participants claimed it is
usually only applicable to very large organisations who could
afford such resources and find the value in investigating the
incident handling process in-depth. This may be due to the
fact that once the clients’ business has fully recovered from an
incident, the findings from triage and RCA themselves serve
as sufficient information for future references.

The result of the threat scenarios and discussions showed
that participants have different conditions on which they
prioritise incident tasks, such as the level of business risk,
the scale of incident impact, or the urgency to deliver victim
support. The senior managers and analysts essentially work
together to make sure the ‘‘crown jewels’’ remain intact.
Overall there was an agreement across the participants that
the incidents had to be prioritised according to the potential
risk and the magnitude of the incident at hand, as they are
directly correlated with business operations when targeted.

When discussing the topic of knowledge media, nearly
all the participants have mentioned the existence of knowl-
edge bases, internal wikis, and runbooks; whether these are
actually sought for in the times of crisis management was
questionable. Although such information are useful as a guid-
ance for new analysts, it appeared that it didn’t apply to the
interview participents in this study, most of whom had been
based in SOCs for at least 2 years. Themaintenance issuewith
vast knowledge base also seemed to deter the experienced
analysts from referring to it when events have occurred.

The work culture, individual mental model, and personal
traits are highlighted as main factors that contribute to how
an analyst perceives an incident task. The previous or current
work culture that an analyst was or is involved in affects with
how much gravity the analyst views a task, which may cause
him to neglect important alerts or over-analyse mundane
ones. The mental model and personality broadly allude to
the aspect of human psychology which was reflected in the
participants’ recruitment preference. The participants accen-
tuated the importance of a curious, free-thinking, correlating,
or analytical mind, where these characteristics provide hints
of an individual being a good fit in a SOC operation, and that
the knowledge base supplements such a mindset to assimilate
to the team setting.

A. DISCUSSION
Over the years of exposure in incident handling, experienced
analysts develop a strategy that primarily looks for the context
of an incident and the business implications it has, rather
than focusing solely on specific technical components, to help

2See NIST Special Publication 800-61, Computer Security Incident
Handling Guide [52].
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prioritise and delegate tasks from the start. In the case of
managers who originally have a technical background, their
understanding of how different people, process, and technol-
ogy integrate allows them to ensure the team’s day-to-day
tasks are properly aligned with the overall team work and,
more importantly, protecting the organisational assets.

It is worth noting from the threat scenarios that all par-
ticipants instinctively searched for what they have already
witnessed before. This effectively highlights the very human
cognitive efforts to dissect and analyse a problem by reflect-
ing on previous accounts that could potentially offer a faster
solution.

In the third scenario on Ransomware, all the partici-
pants primarily aimed to contain the spreading damage, and
no one had suggested a way to reverse-engineer the ran-
somware which is potentially what is expected to be done
with the external forensics team. The participants focused
on the concept of quarantine in both the second and third
scenario; to capture the situation as is, discourage the vic-
tims from losing data, and ensure operational and business
continuity.

Participants often sought to identify the interrogative
aspects of what, who, how, and why that is in accordance
with the DIKW pyramid - especially at the conversion point
from information to knowledge - in Figure 1. This also
supports the notion [21] that the mix of one’s past expe-
rience, sense-making ability, and intuition help bridge the
missing context of an incident and provide subsequent means
to address it. If a threat was unknown or was appearing
to exceed the capacity of the team, the incident would
be escalated to different IT divisions or SOC team offices
and third-party vendors. The question as to how open a
company is to operating its own internal SOC as opposed
to a fully outsourced SOC would not only depend on
the available finances but also the working culture of the
SOC and how open it is to integrating with the temporary
contractors.

Trust came across as an issue in previous fieldwork by
Sundaramurthy et al. [48], whereby the researchers tried to
overcome it by physically working within the SOC them-
selves. Similarly, this study also found that some analysts
felt more bonded and trusting with peer analysts if they had
worked within the physical proximity. This alludes to the
cultural aspects within the team that was covered on how
co-working environments help address issues as language
barriers, declining productivity, and passive communication
among analysts.

Nonaka’s SECI model is designed under the assumption
that tacit knowledge can be captured and transferred. What
the desired analyst mindset derives from and ultimately
whether tacit knowledge is transferable to others is some-
thing that can be investigated further beyond this study. The
findings support Nonaka’s notion of ba [14] in that shared
physical space is preferred when transfusing information and
knowledge to others more clearly, as opposed to merely
reading the textbook guidelines.

B. DESIGN LIMITATIONS
The two focuses of this study design was that it was focused
on a sample of experienced analysts and that their thought
processes were recorded as they confronted the threat case
scenarios. The fact that the case scenarios were merely
‘‘scenarios’’ inevitably offered limits to observing what
action the participants would have actually taken if the said
suspicious activities really occurred; this was especially the
case if an analyst had never encountered the problem before
or it involved environments, such as national power plants
from the second scenario, that seemed unlikely to pertain
to their usual operations. The survey had briefly attempted
to address this by probing whether some of their answers
differed from what they should do, where around 2-4 people
had answered it would differ. However, the participants were
not further asked to give a reason in case they would feel
discomfort speaking about it on the recording.

Senior level analysts were able to imagine how the pro-
posed scenarios would manifest itself, and create flowcharts
in their mind to explain what their actions would entail.
If this study had focused solely on new or junior analysts,
the threat scenarios might have been more challenging to
follow through without more explicit guidelines, or it might
have sounded more strictly along the lines of the team’s play-
book. For instance, the response steps taken by P3 for the case
scenarios relied mostly on the team playbooks and policies -
as they have not had much hands-on incident response task
himself.

Another issue was that the sector of the participants’ organ-
isations varied so much in size that the participant’s day-to-
day tasks varied vastly, from managing phishing emails to
attributing foreign states. The way each participant perceived
and approached the threat scenarios differed a lot in terms of
tools and expected roles. These meant that the format of the
questionnaire and interviews had to clarify the assumptions
being made by participants, including the sector or scale of a
client organisation, or, for instance, the location of the server
in question.

A sample of ten analysts were able to arrange and par-
ticipate in the interviews. Not only was the sample size
relatively small, but having the proportion of six different
organisations for ten participantsmeant that it was a challenge
to categorise the sparsely different experiences into common
themes. Focusing on more team members from a small num-
ber of organisations may provide more insights involving
inter-organisational procedures. With a larger sampling pool,
double coding can be also implemented to reduce subjectivity
of views in a long-term study.

C. FUTURE WORK
Based on the information of how senior-level analysts have
addressed the threat scenarios, the subsequent work can target
new or junior-level analysts on these scenarios to compare
the analyses of their thought processes to that of the seniors.
Should there be any recurring patterns of disparity between

VOLUME 8, 2020 42039



S. Y. Cho et al.: Capturing Tacit Knowledge in SOCs

juniors and seniors, it can further support the argument that
tacit knowledge, or at least a specific angle of it, can be
captured by comparing individuals with differing experience
within the same domain of specialisation.

It will be necessary to understand how personal, aca-
demic, and professional backgrounds come to influence the
responses upon analysts’ incident detection. Besides the num-
ber of years that separate the seniors from the juniors, one can
investigate how a background in, say, either mathematics or
political science can have an impact in the way an analyst
interprets incidents and perceives the overall team operation.
If a study was extended on how the tickets were prioritised
by analysts, and found that nearly all in a team prioritise
only in one kind of incident tasks, that can signal the need to
strategise analyst roles and responsibilities for load balance
from the manager’s point of view.

The thought-process diagrams offered an overview of
minor and major tasks that would be taken as the scenarios
were walked through by the participants. Breaking these tasks
into components, and understanding how exactly a task com-
ponent is established would provide a more in-depth insight
about how each individual has their own manner of fulfilling
a task, and who and what kind of procedures are involved.
The focus can potentially be put more on the remediation
aspects as those tend to bemore context specific to sectors and
post-incident state of the impact. Similarly, the term ‘‘triage’’
had been brought up by nearly all the analysts throughout the
interview, but what it is comprised of varies greatly. It would
be useful to distinguish what processes and procedures justify
a triage phase within different sectors to understand how
critical assets and priorities vary among SOCs.

VII. CONCLUSION
This study examined ways to probe for tacit dimensions
relevant to incident response in SOC analysts as part of a
groundwork for tacit knowledge management. It addresses
the research questions by dissecting the differing perceptions
of incidents in SOCs by current analysts, through interview
questions and threat case scenarios. Our findings shed light
onto the differing perceptions of same artefacts and incidents
which may be the root to the lag or misunderstanding of
activities within a team. Building on existing work on tacit
knowledge in emergency teams and business organisations,
these findings provide a foundation for further work on tacit
knowledge management in SOCs. The findings also highlight
the patterns and limitations of carrying out interviews with
individuals as opposed to observing individual actions real-
time. The study findings not only corroborate with the view
on values of tacit knowledge, but also suggest novel ways
to examine hidden dimensions of individual knowledge. The
BPMN diagrams help visualise such flow of thinking to pro-
vide a more concrete understanding to the reader, and can be
incorporated to design knowledge management frameworks
in the future. The proposed revised SECI model is one way
this can be realised.
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