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Abstract

Consumer IoT devices are becoming omnipresent in our homes, traces generated by
their continuous interactions creating a rich source of evidence, useful to forensic
investigations in various types of offences. However, existing research in [oT forensics
has mainly focused on theoretical frameworks, as current tools and methods do
not support newer 10T devices. In this thesis, we focused on developing practical
generic solutions to improve the IoT forensic investigative process.

As a first step, we undertook an online survey of the digital forensic community
(n = 70) on their interpretation of a definition for IoT forensics and a roadmap for
future research. We developed a unified understanding of the various terms used
and drew a definite conclusion about the IoT technology and its subdomains in IoT
forensics. Participants highlighted that research should focus on IoT forensic tools
and data acquisition. As a result, we developed a generic acquisition method for
smart healthcare devices and leveraged the use of Bluetooth Low Energy (BLE). We
demonstrated the feasibility of this method by acquiring health-related traces from
smart healthcare devices and the usefulness of these traces for forensic investigations
e.g., establishing a historical profile of the user’s health.

We dissected the lack of IoT forensic tool development further, through a
systematic literature review of ~ 800 articles on the shortcomings of research-based
digital forensic tools. We found the requirement for an IoT device identification
approach. Consequently, we proposed a generic identification approach that used
machine learning and unique features extracted from the network packet. This
created a unique “fingerprint”, so forensic investigators can uniquely identify the
device-type on the network without relying on traditional identifiers.

Drawing upon findings from our previous studies, we developed and evaluated
an automated loT network analysis tool. Through a study of 32 IoT consumer
devices, we analysed the network traffic metadata and showed its usefulness for
forensic investigations. The results showed many devices used encryption, but smart
cameras and smart healthcare devices were prone to sending unencrypted content.
Finally, we found most IoT traffic was being sent to the U.S.

Overall, our research has novelty, in that we developed an identification approach,
acquisition method and a network analysis tool that can obtain traces from multiple
consumer [oT devices. As the IoT expands, it is crucial we develop tools that
can support the new devices coming on the market.
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Any action of an individual, and obviously, the violent
action constituting a crime, cannot occur without
leaving a trace.

— Edmond Locard (1877-1966)
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With over 21 billion connected devices around the world serving several sectors,
[oT has expanded rapidly over the last decade. This expansion is set to continue
with the market predicting a remarkable threefold growth by 2025 [1]. Smart home
technology has contributed to the growth over the last decade and is the main area
of expansion. According to a YouGov survey from 2018, nearly a quarter of UK
households have at least one smart device [2]. This technology promises significant
enhancements to the lives of users, one of the main benefits is safety in the home.
Popular smart home devices including security cameras, alarm systems and smart
locks can quickly and easily heighten home security [3]. Virtual Assistants (VA)
such as Amazon Echo and Google Home, dominates the smart device market with

67% of consumers having at least two of these devices [2]. The demand for this
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Figure 1.1: Conducting a search over time through academic publications of the term
IoT forensics and Internet of Things forensics, shows the number of publications by year
(search parameters were on publication’s abstract and title) E|

technology has led housebuilders to offer smart devices already pre-installed [4].

With the increasing numbers and usage of these devices, it is of paramount
importance when they are involved in criminal/civil investigations to understand
how to carry a forensic investigation. A digital forensic investigation involves the
uncovering and interpretation of electronic data and must adhere to a digital forensic
process. This commonly consists of four stages: identification, acquisition analysis,
and documentation. Identification of the potential sources of evidence relevant to
the incident. Once identified, evidence is acquired (acquisition) while preserving the
integrity of the sources. Next, the evidence source is then analysed to determine the
sequence of events. The final stage involves each stage of the process documented
(documentation) to present to the court of law [5].

Digital forensics is constantly evolving and new subdomains have emerged, such
as mobile forensics, which itself is a fast-growing and evolving discipline and has
been defined as “the science of recovering digital evidence from a mobile device
under forensically sound conditions using accepted methods” [6]. The proliferation
of mobile devices (e.g., smartphones, tablets) on the consumer market has caused a
greater demand for their forensic examination, which brings unique challenges [7].

These include altering the state of the device by powering down the device before

'https://app.dimensions.ai/discover/publication
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data can be acquired and the wide range of devices available with different technical
and physical characteristics (e.g., size, processor speed and memory capacity)
requiring multiple acquisition tools [8]. Additionally, the amount of data acquired is
dependent on the device manufacturer, model, OS and capabilities of the acquisition
tools [9]. Over time, commercial tools were developed, allowing forensic investigators
to recover mobile device content with minimal disruption to the device. Popular
mobile forensic toolkits are available on the market including Oxygen forensics
and Cellebrite’s Universal Forensic Extraction Device (UFED) [10]. These types of
tools can aid the extraction of certain data, such as call records, social media
data, communication data.

The use of IoT devices and their rising prevalence create a unique opportunity
to recover evidence in both physical (e.g., arson, assault) and virtual (e.g., DDoS at-
tacks, identity theft) crimes. These devices are constantly in use with autonomously
generated data potentially capturing useful evidence, making them an ideal digital
witness for forensic investigators. However, as these devices become ever more
intertwined in our daily lives, many technical issues in the forensic process have yet to
be resolved. It is imperative that forensic investigators can rely on data and maintain
its integrity throughout the course of an investigation, therefore validated tools and
techniques are required. IoT forensics is an emerging subdomain of digital forensics
and is a relatively new and unexplored area. Although academic research in this
area has been expanding rapidly over recent years (see Figure , research remains
“siloed” to individual devices and does not incorporate the reality of the “melting
pot” that smart environments inhabit. In this thesis we address this by proposing
generic methods and tools to improve the IoT forensic investigation process.

Smart home devices are an emerging technology, only increasing in popularity
over the last few years. However, there are clear privacy concerns regarding IoT
devices namely when they can exhibit unexpected behaviour or do not use encryption.
For instance, with VA devices where reports by consumers suggest they “often
record accidentally in response to non-keywords” when they should only respond

to the programmed “wake” word [11]. While this may be a violation of privacy,
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it could be useful in the forensic context, providing a treasure trove of evidence
for forensic investigators. There have already been several criminal cases requiring
forensic investigation of IoT devices. In particular, the US has seen several cases
involving the Amazon Alexa, in 2019 police investigating a murder believed that
Alexa accidentally activated, recording key moments of the incident [12]. This
was not the first time Amazon had been asked to handover evidence, in 2015,
data from Alexa was seized in a murder investigation. However, Amazon only
handed over these recordings with the consent of the accused. In a similar case that
involved a Fitbit device, police used the victim’s recorded heart rate measurements
to determine the exact time of the murder [13].

With the ever-increasing integration of new technology in our lives, such as
autonomous vehicles, home automation and health care monitoring, investigations
involving IoT devices are certain to increase. This poses new challenges for
investigators as liability is certain to be disputed among manufacturers, providers,
and users. Additionally, as retailer giants such as Amazon do not release consumer’s
user data without a “valid and binding legal demand” [14]. Authorities will seek other
avenues to directly access hardware such as smart speakers, thermostats, and alarm

systems to search for evidence in timestamps, audio files or other personal data.

1.1 Motivation

[oT forensics research is in its early stages and existing efforts have already
highlighted the challenges investigators face when carrying out an IoT forensic
investigation such as the lack of technical capability [15], diversity of devices/pro-
tocols [16} |17] and distributed data. However, what remains unclear are which
challenges should be focused on first. Furthermore, there are many definitions
of IoT forensics, but they are inconsistent and not formed from the input of the
digital forensic community [18],19]. To address these limitations, this thesis first
gathers the opinions of the digital forensic community on concepts such as the
definition of IoT forensics and what current and future research should focus

on. This thesis developed a roadmap for current research, where we found the



1. Introduction 5

focus should be on IoT forensic tool development, acquisition and generic tools /
solutions compatible with multiple manufacturers. The responses to the survey
question on the definition of IoT forensics helped us formulate a concise definition
by unifying the diverse terms used in previous definitions and feedback from the
digital forensic community. Our definition provides a clearer understanding of
the type of devices investigated, skills required, sub-domains involved and finally
the purpose of an investigation (Chapter [3)).

Having identified that one of the main research gaps was the lack of IoT forensic
tool development, this thesis then investigates the current landscape of published
research-based forensic tools to establish what IoT forensic tools/solutions are
required. Research-based forensic tools are the main output of digital forensic
research, such as [20] tool was developed by analysing the propriety protocol
(Chapter . As a result of this survey, we find that there is a requirement for an
[oT network traffic analysis tool and approach to identify the type (model and
manufacturer) of IoT devices on the network.

Similar to conventional digital forensics, [oT forensics mainly consists of the
following four main stages: identification, acquisition, analysis and documentation.
Holistically, we have considered each of these stages to improve the digital forensic

investigation of IoT devices.

Identification. In this part of the thesis, we investigate the identification stage
of the digital forensic process, which in traditional digital forensics is the physical
“search and seizure” of forensic evidence [17]. As the number of IoT devices increases
and their size decreases, physically locating IoT devices at a crime scene poses ever
greater challenges for forensic investigators [16]. Traditionally, IoT devices can be
identified using device identifiers such as the MAC address but this only reveals
the manufacturer [21] and can be easily spoofed by malicious devices. However, in
this thesis, we aim to identify the device-type, which is defined in this work as a
combination of manufacturer, model and software version of a particular IoT device.

For instance, Samsung, Samsung SmartThings Hub and v2.
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Recent research has demonstrated that IoT devices can be identified by using
implicit identifiers, which includes extracting information from the packet headers
and computing the statistics (e.g., the minimum size of IP payload) |22, [23] or
behavioural patterns of the IoT device (e.g., the total number of download and
upload bytes), which are traffic characteristics obtained from network traffic flow [24].
However, it is unclear how these approaches can be applied in the forensic context,
they are inefficient requiring large training datasets and depend on many features to
train the classifier. To address these limitations, in our proposed machine learning
approach we train the classifier using both packet header and behavioural features,
benefiting from the packet header for speed and behaviour features for accuracy.
Although behavioural features take longer to generate, they are unique to that device,
whereas individual packet header features on their own are not, but they are quick
to generate. Consequently, when these features are combined, they create a distinct
“fingerprint” of the device. Additionally, we reduce the number of features required
by using feature selection methods. We demonstrate our approach can be applied to

multiple IoT devices by testing it on devices from various manufacturers (Chapter 5.

Acquisition. In the second part, this thesis focuses on the acquisition stage
encompassing the extraction and analysis of traces directly obtained from the IoT
devices. This is an important stage and it is essential that traces are accurately
and completely obtained [25]. However, it is a complex process to acquire evidence
from different IoT devices without a common interface, internal storage or standard
protocols [26]. Prior work has developed acquisition frameworks limited to specific
[oT devices, which only extract data from that ecosystem, such as the Amazon Alexa
acquisition framework [27]. While 28] acquired data by developing tools/plugins
for individual IoT devices, which is a time-consuming process. Instead, this thesis
adopts a novel approach, developing a generic acquisition method that is compatible
with a range of IoT device manufacturers. We do this by leveraging the use of
a ubiquitous protocol, Bluetooth Low Energy (BLE), to acquire sensitive health-

related traces from smart healthcare devices (Chapter [6).
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BLE makes an attractive acquisition method, as it is integrated into many
consumer [oT devices, including smartwatches, fitness trackers [29] and smart blood
pressure monitors [30]. This means this method of acquisition is compatible with a
wide range of BLE-enabled consumers [oT devices. In addition, BLE has limited
security implementations such as the lack of authentication or secure pairing to
protect data 29} |31} |32]. This enables forensic investigators to easily extract traces
such as blood pressure readings and timestamps which can be used as evidence

or to develop a historical profile of the users’ health.

Analysis. The final part of this thesis focuses on the analysis stage of the digital
forensic process, which can provide a clearer picture of events that have occurred.
On an IoT device there are many different types of traces that can be analysed for
forensic purposes, such as memory, internal storage [33] etc. However, this thesis
focuses on the network layer, which is of greater significance as it provides an insight
into ways investigators can obtain information from the IoT device e.g., enabling
remote services such as SSH or telnet. Although recent work has demonstrated the
benefits of analysing IoT network traffic for forensic traces, including obtaining a
list of API calls to retrieve user data from the cloud [27] and sensitive data such as
login credentials |28, |34]. These have been limited in the number of IoT devices
they studied. Therefore, in this work, to understand what “metadata” can be
obtained from the network traffic for forensic purposes we conduct a large-scale
in-depth study of the network traffic from a wide range of popular consumer IoT
devices. This study includes examining the IP payload for cleartext content for
user credentials, and the destination IP address to reveal the final location of
the data. Additionally, during this study, we found that manually analysing IoT
network traffic requires a considerable amount of time. Consequently, this thesis
introduces the first tool capable of automating the analysis of IoT network traffic
from a multitude of IoT devices (Chapter [7)).

To solve these open issues, in the next section we identify the research questions

that motivate this thesis.
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1.2 Research Questions

This thesis aims to improve the overall IoT forensic investigation lifecycle and we
do so by addressing each stage of the digital forensic process. Furthermore, we are
motivated by the lack of generic solutions that are compatible with more than one

IoT device. The research questions which motivate this work are as follows:

RQ1 What are the digital forensic community’s interpretation and view of IoT

forensics and what should be the focus of current and future research?

RQ2 What are the capabilities and shortcomings of existing digital forensic research

tools and what are the gaps in the existing offerings?

The remaining research questions are motivated by the open problems from

the findings in RQ1 (Chapter [3) and RQ2 (Chapter {4)).

RQ3 Can we accurately identify IoT consumer devices on the network and what

methods can improve the efficiency and accuracy of identification?

RQ4 What traces can be acquired through Bluetooth Low Energy (BLE) and the
accompanying mobile app? (Smart healthcare devices predominately use BLE

for data transmission)

RQ5 What network traffic metadata can be utilised from the consumer IoT devices

to benefit a forensic investigation?

1.3 Contributions of our Research

This section describes the contributions made by our research and outlines the
publications that provide the foundation of this thesis. In Figure [1.2] we present
the map of research questions and their outcomes. The aim of this thesis is to
improve the overall [oT forensic investigation lifecycle and we do so by addressing
each stage of the digital forensic process. Furthermore, we are motivated by the

lack of solutions compatible with more than one IoT device. To do so, we first
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Figure 1.2: Chapters and the outcomes in which we have addressed the research questions

introduce the relevant background and related work (Chapter [2)), this thesis then

investigates RQ1: What is the digital forensic community’s interpretation

and view of IoT forensics and what should be the focus of current and

future research? (Chapter . Specifically, through a substantial online survey

(n=T70) from the digital forensic community. We present their interpretation and
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views on concepts such as definitions, capability in the analysis of IoT data/devices
and current / future challenges in IoT forensics. Although several authors propose
various definitions of IoT forensics, they have so far been inconsistent and have not
been thoroughly developed with the input of the digital forensic community. Based
on our survey results, we present a new definition of IoT forensics by unifying terms
used in previous definitions and the input of the digital forensic community. In doing
so, we create a concise definition of IoT forensics and a clearer understanding of the
topic. Furthermore, the survey highlighted research topics of interest. Specifically,
that current research should focus on the acquisition and the development of IoT
forensic tools, this is the motivation for the work in the following chapters.

Having found that there was a lack in the development of IoT forensic tools,
the next natural step was to investigate RQ2: What are the capabilities and
shortcomings of existing digital forensic research tools and what are the
gaps in the existing offerings? To answer this research question, we conduct a
comprehensive survey of ~ 800 academic publications from various digital forensics
platforms between 2014 and 2019, filtering out those presenting tools. To the best
of our knowledge, this is the first study of the shortcomings in existing research-
based tools. To further the state-of-art we analyse whether the tools are freely
available, well-maintained and documented. In doing so, our survey brings us to
an analysis of the challenges with published tools, including recommendations on
how to enhance the status quo and identify the gaps in research of current IoT
forensic tools. Additionally, to further the state-of-art we present an updated and
extended digital forensic tool taxonomy. As a result, forensic practitioners can easily
identify appropriate tools for a given task with the new subfields. This work forms
Chapter 4| with the results of this study published at the 2020 Forensic Science
International: Digital Investigation (FSIDI) Journal.

Identification Motivated by the observations in Chapter [d] where we found
that there is a requirement for a method to identify the type of IoT devices on

the network, this thesis investigates RQ3: Can we accurately identify IoT
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consumer devices on the network and what methods can improve the
efficiency and accuracy of identification? In Chapter [5| we propose a machine
learning approach to identify the type of IoT based on features extracted from
the packet header and behavioural patterns of the devices. Specifically, this thesis
introduces the first steps in IoT forensics to identify IoT device-types on the network
without relying on traditional identifiers such as the MAC address or the hostname.
We present our machine learning approach to identify the IoT device-type on the
network. In contrast to earlier research, our approach uses packet header and
behavioural features combined with a feature selection method to reduce the feature
set from 22 to 9, and significantly improve the runtime of identification by around
80%. Overall, the k-NN classifier perform the best using 9 features with an overall
identification F';-score of 98.2%. We demonstrate that our identification approach
is capable of identifying a multitude of [oT devices from various manufacturers and
groups. Additionally, to determine the scalability of our approach we evaluated
the efficiency of our approach on 3 different types of hardware. The results show
that overall it took the high-end desktop 2.32 seconds(s), while the RPi 3 took
on average 4.29s, nearly twice as long, but acceptable especially if we to run our

approach on a mobile system.

Acquisition Influenced by the findings in Chapter [3| where we found that current
research should focus on developing a generic acquisition method, we investigate
RQ4: What traces can be acquired through Bluetooth Low Energy
(BLE) and the accompanying mobile app? (Smart healthcare devices
predominately use BLE for data transmission). In doing so, this thesis
introduces BLE as a novel method to acquire traces from smart healthcare devices
(Chapter @ We demonstrated the feasibility of using this method to acquire traces
such as blood pressure measurements from 4 Blood Pressure Monitors (BPM), which
are of forensic significance as they can aid an investigator in creating a historical
profile of the users’ state of health. It is further shown that this method is compatible

with a range of IoT device manufacturers. As an auxiliary contribution, our study
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provides an insight into the availability of the user data from accompanying mobile
apps of the smart healthcare devices and detailed documentation of our findings.
Furthermore, we conduct an analysis on 8 smart healthcare devices to determine the
confidentiality of the data. This further demonstrates that our proposed method
can be of used to an investigator as data can be easily accessible on BLE enabled

devices. This work was published in 2018 TrustCom/BigDataSE [35].

Analysis One of the gaps identified in this thesis (Chapter |4)) is the requirement
for a tool to analyse loT network traffic. We do so by exploring the research question,
RQ5: What network traffic metadata can be utilised from consumer IoT
devices to aid a forensic investigation? We address this in Chapter [7| where we
conduct a large-scale study on the network analysis from a forensic perspective of
the communication channels of 32 IoT consumer devices. We provided insights into
the use of the metadata for forensic purposes and type of traces obtainable from IoT
traffic. We facilitated this, by investigating if ports used by [oT devices are exposed,
if encryption is used by devices and mobile apps and examine any unencrypted
traffic for cleartext content. We then identified the final destination the IoT devices
communicate/establish connections with. We demonstrate the Shannon entropy
test is a useful pre-test in identifying unencrypted content within the payload of
the packet. Additionally, we find 4 other randomness tests that are equally suitable
at identifying encrypted/unencrypted IoT traffic. Although many devices encrypt
their data, we find in particular smart cameras would send data in cleartext when
they detect motion or during updates. Using the destination IP address, we find
the majority of data transverses to the U.S. with data stored on Amazon servers.
Lastly, we find many of the devices contacted multiple destinations, which could
be an issue for future investigations involving multi-jurisdictions.

We further the state-of-art by introducing our tool IoT Network Analyzer,
which aids forensic investigators to analyse IoT traffic and can be used to compare
a list of ports against a list of pre-defined secure ports and identify the location to

which the data transverses. Furthermore, no tool that has all the features that our
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tool offers, which can automatically calculate the entropy of the IP payload. Finally,
we evaluate the tool running experimental studies. The findings from this study

were published at the 2021 Digital Forensic Research Workshop (DFRWS) APAC.

1.4 Scope of this Thesis

We have scoped this research to consumers IoT devices, which encompasses tech-
nology such as wearables, home automation, healthcare monitoring devices etc.
Although there are many other IoT domains, most individuals are unlikely to
interact with industrial devices from domains such as factory control systems.
Furthermore, these technologies are more expensive, rarer and not readily available
for use in experiments. Whereas consumer [oT devices are more likely to be owned
by individuals and are openly available. Within this thesis we have used the terms
[oT device and consumer IoT device interchangeably.

It is not feasible to study every consumer [oT devices, therefore we have selected
to focus on smart homes and the smart health care sector. We based this on the
responses to the question in our survey from Chapter 3] where we asked participants
what they considered to be an IoT device, smart homes was the highest response.
Additionally, smart homes and smart healthcare are closely related as they are
primarily controlled by the consumer. Subsequently, we considered smart healthcare
devices such as Blood Pressure Monitors (BPM), glucose meters, Electrocardiogram
monitors (ECG), as part of the consumers “Daily Healthcare” in the smart home,

as opposed to being confined to clinical environments.

1.5 Publications

This section gives an overview of publications and submissions currently under re-

view.

[36] Tina Wu, Frank Breitinger, and Ibrahim Baggili. IoT Ignorance is Digital
Forensics Research Bliss: A Survey to Understand IoT Forensics Definitions,

Challenges and Future Research Directions. In: Proceedings of the 14th
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International Conference on Availability, Reliability and Security (ARES ’19),
2019.

[37] Tina Wu, Frank Breitinger, Stephen O’Shaughnessy. Digital Forensic
Tools: recent advances and enhancing the status quo. In: Forensic Science

International: Digital Investigation (FSIDI) Journal, 2020.

[35] Tina Wu and Andrew Martin. Bluetooth Low Energy Used for Memory
Acquisition from Smart Health Care Devices. In: 17th IEEE International
Conference On Trust, Security And Privacy In Computing And Commu-
nications/ 12th IEEE International Conference On Big Data Science And
Engineering (TrustCom/BigDataSE), 2018.

[38] Tina Wu, Frank Breitinger, Stephen Niemann. IoT network traffic analysis:
opportunities and challenges for forensic investigators? In: Digital Forensic

Research Workshop (DFRWS) APAC 2021, 2021.

1.6 Work Done in Collaboration

The research outputs presented in this thesis have been conducted in collaboration
with other researchers, whose specific contributions we now acknowledge. Apart from
the exceptions listed below, all other contributions and research efforts presented in
this thesis are my own work, completed under the guidance of my supervisor,
Prof Andrew Martin.

Chapter [3| is formed from our paper [36]. T am entirely responsible for the idea
and design of the online survey, analysis of results, including the new definition of
IoT forensics, as well as the identification of open research challenges. Whereas
Frank Breitinger provided constructive feedback during the analysis of the results.

Chapter [4]is formed from our paper [37]. I am responsible for surveying the digital
forensic tools and gathering information on the tools. T also categorised the digital
forensic tools into various subfields of the taxonomy and the remaining analysis of the
research. Frank Breitinger and Stephen O’Shaughnessy contributed with valuable

discussions and suggestions related to the idea of the digital forensic tool taxonomy.
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The work in Chapter [7] is related to our paper [38]. T am responsible for the
design of the experimental setup, analysis of the collected network traffic and the
development of the Python scripts for the initial entropy calculations. I am entirely
responsible for the idea of the tools’ features including entropy calculation, cleartext
extraction, location of data, usage of secure ports and the evaluation of the tool. I
began the development of the tool to identify the location of the data, cleartext
extraction and identify a quicker method to process the PCAP files, while Stephen

Niemann aided in the development of the tools remaining features.

1.7 Thesis Outline

This thesis is structured as follows:

o Chapter [2] introduces the reader to background knowledge in IoT and digital
forensics. Then continues with a brief overview of the data sources available on
an IoT ecosystem and the challenges in IoT forensics. We then review existing
research in IoT forensics, particularly smart home and smart healthcare

forensics.

o Chapter[3| provides an overview of the results from the online survey conducted
on digital forensic practitioners. We present their interpretations and views
on various issues such as definitions, experience/capability and a roadmap for

future research in IoT forensics and a clearer understanding of the term.

o Chapter |4 overviews the quality and availability of research-based tools from
prominent digital forensic conferences/journals, highlighting their shortcom-

ings. Lastly, we discuss the gaps in IoT forensic research tools.

o Chapter |p| proposes an approach to identify IoT devices on the network to
speed up the identification process in a digital forensic investigation. We also
demonstrate the use of feature selection methods to improve the identification

speed.
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 Chapter [6] presents a method that can acquire traces from smart healthcare
devices using BLE. Next, we discuss the types of traces found on the Android
mobile device. Additionally, we perform a security analysis of the data stored

on the smart healthcare device.

 Chapter [7] analyses the network traffic of 32 consumer IoT devices from the
forensic perspective. We investigate whether the devices had any open ports,
use encryption, examine whether the mobile app to cloud communication can
be exploited using a proxy server and lastly, the destination data terminates
Furthermore, to automate this analysis we developed and evaluated our

prototype tool.

o Chapter 8/finally conclude this thesis by summarizing the results and discussing

future work that is required to progress the field of IoT forensics.

1.8 Ethical Considerations

We acknowledge that this work raises three main ethical concerns. Firstly, the
data collected from the online survey was subject to ethical review and approval
from Oxford’s Central University Research Ethics Committee (CUREC). This
is particularly important when handling personally identifiable information or
conducting studies with human participants. Approval was granted under reference
number CS_CI1A_ 18 009.

The second concern is the collection of network traffic is conducted on physical
consumer loT devices which could contain sensitive and private user information.
However, we limited our data collection to a laboratory setting where we had control
over the environment with limited human interactions. Additionally, we only tested
with devices we owned using our personal data.

The last concern regards the tools we used and developed in our experiments,
we have ensured that we have not provided tools that attackers could misuse or

exploit. Whilst we consider publishing this work an important part of the process;
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we have taken care to not reveal details which would enable threats to carry out

attacks who otherwise would not have been able to do.
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...when you have eliminated the impossible, whatever
remains, however improbable, must be the truth.

— Sir Arthur Conan Doyle
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This chapter begins with a literature review methodology. Then covers the
necessary background on [oT and digital forensics to contextualise the topics covered
in this thesis. We then overview existing research that focuses on various aspects of

[oT forensics. Specifically, to get a clearer understanding of the topic we discuss
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the various definitions of IoT and the data sources available in an IoT ecosystem.
We then discuss the challenges in 10T forensics and briefly overview investigative
frameworks. Next, as we scoped our research to smart home and smart healthcare

forensics, we provide a detailed review of the existing research in these domains.

2.1 Literature Review Methodology

A systematic literature review was conducted, throughout which a comprehensive

and reproducible method of data collection was followed:

1. Planned the review: The planning phase focused on defining research questions

to scope the literature search (as shown in Section [1.2)).

2. Searched for literature: In the search phase, the relevant research databases
and the keywords to be used during these searches were determined. Data
for the study were available in the databases, which included Google Scholar,
ScienceDirect, IEEEXplore and ResearchGate. Guided by our research focus
on IoT forensics and related subdomains, we chose the following keywords

for our literature search: “IoT forensics”,“smart home forensics” and “smart

healthcare forensics”.

3. Extracted data: After a broad initial literature search of the keyword “IoT
forensics”, we found 9180 results. We then set an exclusion criteria to exclude
papers that did not have the keyword “IoT forensics” in the full publication.
This was also carried out using the other keywords identified. We then set an
inclusion criteria to select only peer-review articles between 2013-2019. The
reasoning for the year criteria, is that during our initial search we found no
articles on IoT forensics prior to 2013. Our final list consisted of a total of 118
peer-reviewed articles that covered areas ranging from IoT, digital forensics
and IoT forensics. We then analysed each publication found and conducted
the following: identified the research question/problem the author sought
to address, strength and weakness of the research, key findings, results and

conclusions of the study.
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4. Reported and disseminated: Lastly, we reported our findings from the

literature review starting from Section [2.2]

2.2 Internet of Things (IoT)

The term IoT was originally coined in 1999 by Kevin Ashton to promote the new
RFID technology, however, the term did not come into popular use until 2011, and
by 2014 it was in widespread use in the market [39]. It is important to have a clear
definition of IoT, although it has become a common buzzword, no comprehensive
definition has been accepted. An ITU internet report from 2005 defined IoT as
“anytime, anywhere and any media” [40]. Although this definition captures the
vision of IoT and works as a marketing strapline, it does not provide an accurate
description. Another definition by McKinsey has interpreted IoT as:
“Sensors and actuators embedded in physical objects are linked through

wired and wireless networks, often using the same Internet Protocol (IP)
that connects the Internet.” [41]

While this definition is technically accurate and may provide a significant basis,

it fails to encompass the full scale and ethos of IoT.

Consumer IoT These devices are built for domestic use, they range from large
smart home appliances such as fridges to wearable health monitors and smart bulbs.
While there are many IoT applications smart homes and healthcare are the major
domains. Therefore, as the focus of our study, we have selected these sectors, which

currently hold a combined global value of 67 billion USD [42].

Smart Homes Smart home is referred to as “a convenient home setup where
appliances and devices can be automatically controlled remotely from anywhere with
an internet connection using a mobile or other networked device. Devices in a
smart home are interconnected through the internet, allowing the user to control

functions such as security access to the home, temperature, lighting, and a home
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theatre remotely” [43]. Although this definition encompasses what is expected
of a smart home, it is verbose.

There is no established definition of what an smart device is, however, [44] has
defined it as “a context-aware electronic device capable of performing autonomous
computing and connecting to other devices wired or wirelessly for data exchange.”.
Smart homes provide additional functionality and security through their connectivity
to the internet, allowing users to remotely control and monitor their homes. This
type of technology has been available since 2000, initially it was slow to be accepted
but over the years with the technology becoming more affordable and accessible

it has gradually become widely adopted by consumers [45].

Smart Healthcare With the increasing life expectancy and ageing population,
smart healthcare has emerged as an important sector. Yin et al. [46] defined smart
healthcare as ¢ besides clinical usage, it also utilizes Implantable and Wearable
Medical Devices (IWMDs) to gather, store, and process various types of physiological
data during daily activities”. Smart healthcare aims to provide care in the home
for the elderly, outpatients, people with disabilities and aids healthy individuals in
monitoring their health and well-being. Wearable medical devices such as BPMs,
glucose meters, etc., are used in conjunction with a mobile device, enabling a patient

to receive continuous monitoring and treatment in the comfort of their homes [47, |48].

2.3 Digital Forensics

2.3.1 Definitions

Digital forensics focuses on the recovery and investigation of data to obtain
digital evidence, to uncover and interpret electronic data in litigation or criminal
investigations [49]. Forensic investigators are required to identify, collect, recover,
analyse and preserve digital evidence from any type of storage media. This could
be anything from a hard drive or mobile device to small devices such as SD
cards and USB sticks [50]. For the most part, traditional digital forensics has

progressed well with the creation of commercial tools, forensically sound principles,
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and methodologies. Although the recent rapid growth of new technology has left
the digital forensic industry and practitioners struggling to keep up in developing
new tools and methods [15].

Over the years several definitions of digital forensics have been proposed, however,
there were two which were prominent. The first was presented by the Digital Forensic

Research Workshop (DFRWS) [51] from 2001 and defined as follows:

“The use of scientifically derived and proven methods toward the preser-
vation, collection, validation, identification, analysis, interpretation,
documentation, and preservation of digital evidence derived from digital
sources for the purpose of facilitating or furthering the reconstruction
of events found to be criminal, or helping to anticipate unauthorized
actions shown to be disruptive to planned operations.”

The core of this definition was the emphasis on event reconstruction and reaction

to security threats. Whereas the definition offered by the NIST is:

“Considered the application of science to the identification, collection,
examination, and analysis of data while preserving the integrity of the
information and maintaining a strict chain of custody for the data. Data
refers to distinct pieces of digital information that have been formatted
in a specific way.” [52]

This definition was focused on the legal aspect but also emphasise that forensic

procedures should be adhered to.

2.3.2 Digital Forensic Investigative Frameworks

One of the most prominent topics in early research of digital forensics was to define
a framework to make the investigative process consistent and standardised. Many
general digital forensic frameworks have been proposed, such as the Digital Forensic
Research Workshop investigative framework (DFRWS), which has six main steps:
identification, preservation, collection, examination, analysis and presentation [53].

Over the years new frameworks were presented and refined with additional steps,
with each step more precisely defined to meet the ever-changing technology. For
instance, refining an existing framework to improve a specific step of the investigation

such as the Systematic Digital Forensic Investigation Model (SRDFIM) [54]. This
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model aids forensic practitioners in setting up appropriate policies and procedures
in a systematic manner. Whereas more recent frameworks were developed for
specific issues. For example, dealing with a specific category of cases such as
network forensic analysis [55].

Numerous digital forensic investigative frameworks have been proposed in the
literature to date without one being universally accepted as the best practice.
Instead, we follow a commonly used digital forensic framework defined by the
National Institute of Standards and Technology (NIST). This is a high-level digital
forensic process framework and consists of the following stages: identification of
the potential sources of evidence relevant to the incident. Once identified, evidence
is acquired (acquisition) while preserving the integrity of the sources. Next, the
evidence source is then analysed to determine the sequence of events. The final
stage involves each stage of the process being documented (documentation) to
present to the court of law [5].

Now that we have established a context of the term digital forensics and what
the investigative process encompasses, in the next subsection, we overview existing
research in IoT forensics. Next, we review existing research in smart home forensics
and smart healthcare, as they provide the foundation and background for the

research in later chapters.

2.4 loT Forensics

[oT forensics is still in its infancy and very limited research has been published.
This is evident when searching with Google for “definition of IoT Forensics” (in
quotes) revealed only 9 results, where some pointed to the same article on different
platforms (e.g., [56] can be found on ieeexplore, dl.acm.org and researchgate). To
get a clearer understanding of the topic, we first look at existing definitions of IoT
forensics. We then present the various data sources found on an IoT ecosystem,
then discuss the current research challenges. We then overview existing research

on theoretical investigative frameworks. Next, we present prior research on smart
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Author Definition

Discussion

[57] Has broken down IoT forensics into The focus has been on the subdivision
domains such as cloud services, of IoT forensics rather than focus on
visualization, mobile devices, fixed the digital forensic process. The
computing, sensor and RFID following terms were also used to
technologies and Artificial Intelligence  emphasise the possible technology that
(AI) was involved using terms such as Al

sensors, fixed computing and RFID
technologies.

[56] A separate branch of digital forensics The focus was on the subdivisions of
and identify it as three different fields:  IoT forensics. Unlike [57], they also
cloud, network and device level included the main steps of an IoT
forensics. The identification, collection, forensic investigation.
organisation and presentation processes
deal with IoT infrastructures to
establish facts about incidents

[19] Separated IoT forensics as a The focus was on the subdivision of

combination of different technology
zones: 10T, network and cloud zones

ToT forensics into various zones. This
was similar to [56, 57] definitions, but
did not include details on the main
processes of a digital forensic
investigation in an IoT environment.

Table 2.1: Discussion on the similarities and differences of the three definitions of IoT
forensics identified in previous literature.

home forensics, dividing it based on the various data sources in an [oT environment.

Finally, we briefly discuss existing work in smart healthcare forensics.

2.4.1 Definitions of IoT Forensics

At the time of writing this thesis, we identified three definitions of IoT forensics
in our literature review from the following authors [19, 56, 57]. Although there
may be related definitions regarding digital forensics, the three proposals from |19,
56, 57| were the only specific definitions for IoT forensics. In the following, we
provide detailed analysis of these three definitions, highlighting their similarities
and differences. These lay the foundations for our proposal of a synthesised IoT
forensic definition.

In defining IoT forensics, Oriwoh et al. [57] has broken the definition into domains
such as cloud services, visualisation, mobile devices, fixed computing, sensor, RFID

technology and artificial intelligence. The authors focused on the subdivision of
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[oT forensics rather than on the digital forensic process. The following terms
were also used to emphasise the possible technology that was involved using terms
such as “Al, sensors, fixed computing and RFID technologies”. Similarly, Zawoad
et al. [6] have defined IoT forensics as a separate branch of digital forensics and
identified it as three different fields: cloud, network and device level forensics. The
authors have also included the terms: “The identification, collection, organisation
and presentation processes deal with loT infrastructures to establish facts about
incidents”, which were included to emphasise the main processes of a digital forensic
investigation. While Alabdulsalam et al. [19], separated IoT forensics in to a
combination of different technology zones: IoT, network and cloud zones. Again,
the focus was on the subdivision of IoT forensics into various zones. This was
similar to |56, 57| definitions, but did not include any details on the main processes
of a digital forensic investigation in an IoT environment.

Although these preliminary definitions exist, they are inconsistent, as they cover
different aspects of IoT forensics, and none is sufficient on its own. Furthermore,
they were not developed through consultation within the digital forensic community,
thus there is currently no universally accepted definition. Table shows an
overview of the various definitions and discussion on the similarities and differences

in the definitions of IoT forensics.

2.4.2 Data Sources in 10T Ecosystems

Regardless of the type of IoT application, the ecosystem has 4 main components
where data resides and is illustrated in Figure (1) Cloud: The Cloud Service
Provider (CSP) provides the interface for local and remote monitoring and control
of the TIoT devices. (2) Device: IoT hardware, for example in a smart home this
would be the central device such as the smart hub and the connected sensors and (3)
Mobile device/app: the mobile app is used to configure and manage the IoT devices
and (4) Network: devices are either connected through wireless or wired through
Ethernet. However, different loT environments may also use other communication

protocols, for example, BLE, Zigbee, Z-Wave etc.
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Figure 2.1: Simplified IoT ecosystem. The backend cloud serves as a bridge between the

IoT devices and the companion apps use the web service APIs to provide the required
interface for data exchange and management services

2.4.3 10T Forensic Challenges

In this section, we overview the main challenges in IoT forensics that stem from re-

lated work.

Lack of Technical Capability Garfinkel |15] identified that many tools and
techniques that once worked with traditional forensics will become obsolete due to
the progress of technology. A recent paper by Luciano et al. [60] laid out digital
forensics research for the next five years. They found there was a lack of funding
towards research, training and forensic tools in IoT. Although these should be the

most important research opportunities in the future.
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(a) The PCB of a 1°¢ generation Ama- (b) The PCB of a 2"¢ generation Ama-
zon Echo Dot released in April 2016, zon Echo Dot released in August 2019,
highlighted in red is the location of the with the debug ports removed .

debug ports .

Figure 2.2: PCB from two generations of the Amazon Echo Dots. Figure is the
Amazon Echo Dot 1%¢ generation and Figure [2.2b| the Amazon Echo Dot 2"? generation

Diversity of Devices and Protocols The diverse types of IoT devices has made
it difficult for forensic investigators to acquire and analyse data using traditional
digital forensic methods. This is demonstrated in Table ??7. Many IoT systems have
varying functions and customized Operating Systems(OS) /file structures. There
are continuous releases of different versions of IoT devices that have additional
functions, even different versions of the same device will potentially have different
components. For instance, in Figure the Printed Circuit Board (PCB) of two
different versions of the Amazon Echo Dot are shown, the 1% generation device (see
Figure has a debug port highlighted in red which is not present in the 27
generation (see Figure . There are limited tools and methods to acquire data
from these devices . Furthermore, IoT devices use protocols such as Zigbee,
Z-Wave, BLE etc. and analysis of these is required to determine their forensic

potential. Although this may require complex equipment and extended expertise.

Distributed Data Data is often separated and either stored locally or remotely
in the cloud that is out of the user’s control. Therefore, identifying the location of
the data can be a challenge for investigators. In addition, data may also be stored
in different countries, with different regulations and limitations on investigators

having physical access [50].
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Data Volatility Garfinkel |[15] identified that many IoT devices use proprietary file
systems and often require reverse engineering. Furthermore, many of these devices
create large amounts of data, which makes it time-consuming for an investigator
to identify the crucial pieces of evidence. Alabdulsalam et al. [19] noted that there
is limited storage on IoT devices, as a result the data has a short lifespan as

it will quickly be overwritten.

2.4.4 Investigative Frameworks

Many investigative process frameworks exist, which describe the steps and processes
for investigators to follow during an investigation. Over time many digital forensic
frameworks were proposed, evolving to meet the changing cybercrime attack
landscape and technology. Early frameworks were developed as generic inves-
tigative frameworks such as the DFRWS and the Integrated Digital Investigation
Process (IDIP) [65]. While later frameworks were developed either to improve
existing frameworks or for specific purposes such as investigating cloud computing
systems [66]. However, many of these were developed before the IoT paradigm was
introduced. Although the field of IoT forensics is relatively new, there are already
many frameworks proposed for forensic investigators to conduct investigations
in an IoT environment.

One of the earliest [oT forensic investigative framework was developed by Oriwoh
and Sant [57] systematically identified sources (i.e., where to look for evidence)
using 3 zones. Zone 1 focused on the internal network e.g., hardware, software
and networks. Zone 2 targeted the peripheral devices (between the internal and
external network e.g., IDS/IPS, Gateway and Firewall). Lastly, Zone 3 “covered all
hardware and software that is outside of the network in question” such as the cloud
or Internet Service Providers (ISP). [57] presented Forensics Edge Management
System (FEMS), “an autonomous forensic service and uses a layering approach”.
The network layer collects data from the sensors. This is then managed by the
perception layer and the application layer is used to interface with the end-users.

Collected data is only stored if it exceeds the predefined threshold.
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Digital forensic triage helps investigations quickly identify devices that are likely
to contain evidential data [67]. Using this concept Oriwoh et al. [57] presented the
Next-Best-Thing (NBT) triage framework, to help determine the devices originally
connected to the device of interest. Therefore, making it easier to identify those
relevant to the investigation. Similarly, Harbawi et al. [68] proposed the Last-
on-Scene(LoS) approach that stated the device representing the last node in the
communication should be the first one to be investigated.

Besides providing a definition (see Section[2.4.1]), Zawoad et al. [56] also proposed
a Forensic Aware IoT (FAIoT) framework. Their concept was based on a centralized
repository so evidence can easily be collected and analysed. In their approach
they constantly monitored registered IoT devices and access to the evidence is
provided to law enforcement through an API service.

Kebande et al. [69] presented the Digital Forensic Investigation framework for
[oT (DFIF-IoT), that provided “the proactive process before an incident and the
reactive process which occurred after”. The benefit of their framework is that it
complies with ISO/IEC 27043:2015 which is a standard for incident investigation.
Extending their work, they proposed the Integrated Digital Forensic Investigation
framework (IDFIF-IoT). This is comprised of nine components to assist pre-incident
detection and the analysis of potential digital evidence from the IoT ecosystem [70].

Physically locating [oT devices at a crime scene is difficult due to their size or
if it is concealed. To address this [71] proposed a process to help an investigator
rapidly track devices. First, the investigator studied the environment, using a
localization technique, then used frequency information to recognise the device
and lastly the various interconnections are studied.

Zia et al. [72] proposed the Application Specific Digital Forensic framework
which unlike previous frameworks focused on specific domains of IoT, such as
smart homes, smart cities etc. In their work, they argued that the forensic
processes were similar, but the extraction methods may differ depending on the IoT
application. It was therefore beneficial as the collection of evidence was specific

to the type of IoT application.
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Extracting evidence without violating users’ privacy can be challenging in
the ToT context. To overcome this [73 74] proposed the Privacy-Aware IoT
Forensics (PRoFIT) framework, which took into consideration the privacy reg-
ulations ISO/IEC 29100:2011. They implemented privacy into their framework by
promoting the voluntary collaboration of personal and non-personal [oT devices
into the investigation process.

Overall, these approaches are theoretical frameworks that are either holistic such
as [57, 69], or developed for specific use cases, such as protecting the privacy

of the evidence [73].

2.5 Smart Home Forensics

In this section, we focused on the recovery of forensic artifacts from consumer IoT
devices, specifically smart home devices. This was because we found this to be the
focus of recent research in IoT forensics such as, [27, 28, 75]. Furthermore, consumer
IoT devices are more easily obtainable than devices from other IoT domains.

As research progressed, efforts have focused on the recovery of forensic arti-
facts from consumer IoT devices, specifically smart home devices. These have
been categorised based on the data sources in an IoT ecosystem as discussed in

Section and we conclude with holistic approaches.

2.5.1 Device

The investigator can use two methods to access the physical ports on an PCB to
acquire the firmware and file systems. The first method is non-destructive, and
several techniques can be used, such as Joint Test Action Group (JTAG) which uses
the ports reserved for debugging the firmware. Alternatively, data could also be
accessed via a serial connection called Universal Synchronous Receiver-Transmitter
(UART). The second method, “Chip-Off” analysis requires the physical removal
of the flash memory chips from the PCB, and a dedicated chip reader to read
the data [76]. Although this method is only used when the first method is not

viable. In addition, physical analysis is technically challenging, time-consuming
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and is destructive for the device and traces stored, especially if an investigator
has limited knowledge of the field.

VAs are rising in popularity, as of 2019 3.23 billion VAs were being used
worldwide [77]. For this reason, the Amazon Echo has been the first device targeted
for study in digital forensic approaches. The earliest research was by Ike [33] where
the authors carried out a physical extraction from the Amazon Echo device by
soldering a USB connection to the UART port. But unfortunately, they did not
go into detail on the type of data stored and instead focused on the methods
used to extract the data. Along similar lines, Servida et al. [28] used the serial
connection to acquire the memory dump of three IoT devices (Note: the authors
specified they selected devices based on their popularity in Switzerland, hence
they may be unavailable elsewhere). Only two of the devices had traces, they
found the WiFi password on the Arlo camera. Whereas on the Wink Hub, they
gained access through SSH to acquire the full filesystem and found records of
the devices connected and system logs.

Hyde et al. [7§] extracted data from three different versions of Amazon Alexas’
(Echo, Echo Dot and Echo Show). The authors used the “Chip-off” method
and extracted WiFi connection information from the device logs and registration
information. Using similar techniques [75] examined the Korean based VA speaker
(NAVER Clova) and retrieved a list of previous Bluetooth connections, user location

information and historical information of device usage.

2.5.2 Cloud

Smart home devices store the majority of their data within the CSP that can
then be accessed using APIs, with each provider using their API structure and
authentication method. One of the earliest works using APIs to extract data from
the cloud was published by [79]. The authors used official APIs to recover files and
revisions from four CSPs: Google Docs, Dropbox, Box and Microsoft OneDrive.

Subsequently, this led Chung et al. [27] to apply the same concept to the

Amazon Alexa ecosystem and demonstrated the use of unofficial APIs to obtain
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data from the cloud. However, [79] argued that unofficial APIs can be unstable
and unreliable, because some API calls could be missed during capture. To acquire
a list of Amazon Alexa APIs, a proxy server was setup to intercept the traffic
between the cloud and the device. To automate the process, they proposed a
tool called Cloud-Based IoT Forensic Toolkit (CIFT), to obtain data such as the
account details, activities, skills list, location information etc. However, their tool
is only compatible with devices from the Amazon Alexa ecosystem. Similarly, [80]
developed a tool capable of extracting data from Amazon Alexa, Google Home and
Samsung SmartThings platforms. However, there were limitations: the requirement
for user credentials, some CSPs do not store historical user and API owners may
also change their APIs without notice. For instance, Nest has recently removed

the use of their official APIs [81].

2.5.3 Mobile Device

Smart home devices have an accompanying Android or iOS mobile app for the
user to configure/control the device locally and remotely. Therefore, the mobile
device can store potential evidence such as commands sent by the user, voice
commands related to the VA etc. Manual analysis of the traces from a mobile app
is normally required, as mobile forensic software cannot be scaled to cope with
many different mobile apps [82]. The typical manner to acquire the data is through
logical acquisition, which captures the files and folders but not deleted data.
The authors [83] recovered data from the Android mobile apps used to control
the Wink hub, Samsung SmartCam, Amazon Alexa and Nest devices. They found
user account information in the Android cache files and video files in the disk cache.
Besides recovering data from the Amazon Alexa cloud, [27] examined the traces
from the accompanying Android and iOS mobile app. Overall, on both systems,
they found few traces. However, in an SQLite database, they found data of the
currently logged in user, this included files of to-do and shopping lists. Unexpectedly,

this database was deleted when the user logged out of the Android app.
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Dorai et al. [84] demonstrated they can extract data from the iOS mobile apps
of the Google Home Mini and Nest devices (a thermostat and 2 cameras). In their
work, they examined the iPhone backup files and found data related to events.
These included timestamps of the physical interactions and voice commands from
the Google Home Mini to the Nest thermostat. They developed a tool called the
Forensic Evidence Acquisition and Analysis System (FEAAS), which generated a
report of the user events created by the voice commands. In a similar study Awasthi
et al. [85] examined both the iOS and Android mobile apps of the Almond smart
home hub. They found historical records of previously connected devices and
information on the state changes. Although the iOS and Android databases contain

the same information they were structured differently.

2.5.4 Network

In this section, we provide an overview of existing research related to the network
analysis of 1oT devices.This includes research in the following areas: port scanning,
use of encryption on the device, accessibility of the data using an HTTP proxy

and the final destination of the data.

Port scanning. An investigator can scan for open ports on a consumer IoT device
to gain access and exploit the device. For instance, Awasthi et al. [85] discovered
that SSH on port 22 was open on the Almond smart home hub. They extracted
a list of entries containing user interactions with the smart devices and detailed
history of data uploaded to the cloud. Similarly, Servida et al. [28] gained access
to the Wink hub using SSH to extract the filesystem.

Most research on the port scanning of IoT devices was from the security and
privacy perspective. Such as the work by [86], where they collected a dataset
from an internet-wide scan by the consumer security software company Avast.
Analysing the dataset, they found the most common ports open on IoT devices
were device discovery (Universal Plug and Play (UPnP), Multicast DNS (mDNS))
and device administration (HTTP and HTTPS) ports. Additionally, they found
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that UPnP ports were prevalent, being used by nearly half of the devices. In a
similar study, Alrawi et al. [87] manually scanned IoT devices on their network
and found 84 open ports running various customised services, SSH, UPnP, HTTP,
DNS, Telnet and RTSO. A number of these open ports were found to be vulnerable,
these included ports HTTPS/443, SSH/22. Specifically, devices running UPnP
had no inbuilt security and required no authentication, this allowed anyone on

the same network to control the devices.

Utilization of Encryption. An essential step when analysing network traffic is to
identify whether the communication is encrypted or unencrypted. A straightforward
approach is considering the port of the communication. However, ports are often
abused or randomly chosen, therefore this can only be an indicator. Consequently,
researchers also analysed the payload looking for less random sequences. For instance,
it became common to use the Shannon entropy [88] or the chi-square test [89].
Similar to our work, Loi et al. [90] examined the network traffic of 20 consumer
smart home devices using the Shannon entropy test to identify if the network traffic
was in cleartext, encoded or encrypted: having a high entropy is a strong indicator
for encrypted payload. During their test, they utilised the Shannon entropy as a
pre-step that allowed them to ignore encrypted communication. They identified
encodedE] payload, which would have been missed if a manual method had been used.
Wood et al. [89] focused on the network traffic from 4 consumer IoT medical
devices, to identify cleartext between the device-to-cloud communication. In their
experiments they first filtered for HI'TP traffic, then identified unencrypted traffic
using the chi-squared method. Finally, they used three dictionaries to search for
potential sensitive medical metadata. Although all the devices used encryption,
they found the devices leaked metadata within HT'TP GET requests, packet headers
and the device conversation IP tables. Overall, they found cleartext data showing

when the device was being used.

!'Encoded data is considered different to cleartext data. For instance, utilizing a Base64
encoding vs. sending ASCII characters.
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In another study, Valente et al. [91] examined the communication between
the device-to-cloud of smart toys where they found a vulnerability in one device:
The “Dino”, although it encrypted its network traffic it used a weak encryption
scheme and the same hard-coded keys to encrypt/decrypt traffic. This allowed the
researchers to obtain cleartext information and retrieved the username, cryptography
algorithm and encryption key. The newest study found was by Servida et al. |2§],
which investigated six smart home devices and manually examined each device for
cleartext traffic. As a result, they found encrypted and cleartext passwords on two
devices. They also discovered two devices that communicated between the mobile
app-to-device in cleartext, revealing authentication details. On another device,
they found communication logs in cleartext. This contained information on events

triggered, commands sent to the hub and requests made to the cloud.

HTTP Proxy. Wohile there has been considerable research focused on unencrypted
data, there has been limited research on examining the content of encrypted traffic.
A study by Kayode et al. [34] intercepted the traffic of 6 smart home mobile apps
as they communicated with the cloud. They were able to obtain the user ID, MAC
address, home address, username and password from many of these devices. In a
recent study Chung et al. [27], used a proxy server to intercept encrypted traffic
from the Amazon Alexa ecosystem. They obtained a list of unofficial APIs calls to
extract forensic artefacts from the cloud. However, this was under the condition

where the user credentials were available.

Destination of Data. The destination IP addresses obtained from the network
traffic of the IoT device is used to determine the final location of where the data
terminates. This is achieved by querying an IP geolocation database such as
APIgurug] IP2Locationf] Google Maps Geolocation AP [92].

The main focus of Ren et al. [93] study explored the privacy implications

of IoT traffic. This was based on whether the device’s location would have an

’https://apis.guru/
3https://www.ip2location.com/
‘https://developers.google.com/maps/documentation/geolocation/overview
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impact on the type of Personal Identifiable Information (PII) exposed. Additionally,
they explored the different third parties the devices communicated with such as
tracking and advertising services. The authors Apthorpe et al. [94] presented IoT
Inspector, which allowed a consumer on the same IP network to visualise the
quantity and destination of IoT traffic. However, this required the consumer to

have pre-installed their tool on the network.

2.5.5 Holistic Approaches

The majority of previous work has focused on a particular forensic framework for
example the Amazon Alexa ecosystem, on the other hand, several have developed
generic frameworks. Meffert et al. [26] presented the Forensic State Acquisition
from the Internet of Things (FSAIoT) a generic framework that gathered the state
changes on IoT devices in real-time from logs. In another study, Babun et al. [95]
proposed IoTDots, a concept based on data provenance. Their system provided a
complete history of device actions and events and evaluated their system on the
Samsung SmartThings platform. However, as both of these approaches needed to

be pre-configured. They would not be useful in a post-event forensic investigation.

2.6 Smart Healthcare Forensics

After reviewing existing research on the forensic aspect of the smart home ecosystem,
we now present research on smart healthcare forensics. Given the limited research
in this area, we also focus on the security and privacy aspects where our research

falls broadly in this category.

Smart Healthcare Security and Privacy. The security and privacy risks
associated with medical devices have been highlighted continuously in previous
work. Camara et al. [96] proposed the need for security solutions in new designs of
Implantable Medical Devices (IMD), while Marin et al. [97] examined the security
issues in IMD for instance eavesdropping on pacemakers can cause physical harm

to the patient. Research by [98] Li et al. examined glucose monitoring and insulin
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delivery systems and found patient information was transmitted in cleartext. Similar
work by Ellouze et al. [99] developed a theoretical investigation framework for IMD
devices and developed secure storage for IMD logs. Wood et al. [89] focused on
the privacy aspect of consumer IoT medical devices including smart scales and
blood pressure monitors. The authors found that although the network traffic was
encrypted the devices would still leak sensitive medical information.

Grispos et al. [100] asserted that there was a possibility that limited data would
be stored on the medical devices. However, as Glisson et al. [101] stated further
research would be required to fully understand the traces left on medical devices.

Smart healthcare devices predominately use BLE to transmit data to the mobile
device and many security and privacy issues have already been highlighted with
BLE. In particular, Ryan [32] studied the BLE pairing protocol and demonstrated
the potential to eavesdrop during the key exchange process and then using this
information to bypass encryption. In another study, Cyr et al. [31] examined the
security of a Fitbit device and found that during the pairing process, credentials
were exposed in cleartext.

In other research Lotfy et al. [102], studied the pairing process of three wearable
devices. Although the manufacturers claimed to use a secure pairing process,
they found vulnerabilities existed. These included eavesdropping and Man-in-

the-Middle (MiTM) attacks.

Mobile Device Forensics. The forensic analysis of the user data from an
Android/iOS device is a widely studied topic. Early work relevant to our study was
on the forensic analysis of wearable devices and smartwatches. Baggili et al. [103]
demonstrated that user data stored on a database and Extensible Markup Language
(XML) can be directly recovered from the smartwatch. In a similar study Do et al.
[104] examined a smartwatch and found user data such as contact information and
messages. In a further study, Kang et al. |105] focused on 2 fitness trackers and

recovered user data, including the number of steps taken, heart rate and sleep cycle.
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In Plachkinova et al. |106] research they focused on the security and privacy
risks of user’s sensitive medical data. They intended to develop taxonomy based
on the security and privacy issues identified in 38 Android and iOS health /fitness
apps. From the forensic perspective, [107] studied 40 popular Android health /fitness
applications and recovered user credentials, geolocation data and user information.
In a more recent study |108] examined 13 Android health/fitness applications and re-
covered user credentials and health fitness data. Additionally, they found there were
privacy concerns regarding the user’s workout routes being accessible to the public.

Moving away from the analysis of health/fitness mobile apps, Grispos et al.
[109] analysed a consumer ECG device and recovered ECG readings and patient
metadata. However, they only examined a single device and different manufacturers

may vary in the type and quantity of the data stored.

2.7 Summary

In this chapter, we reviewed background literature relevant to this thesis on IoT,
digital forensics, and IoT forensics. At the time of this research it was clear from
the examination of related work, there were three definitions of IoT forensics. These
had both similarities and differences in the terms they used. Although they all
agree that the definition should include the various domains of IoT forensics, such
as mobile and cloud forensics. There was no consensus regarding the type of IoT
technology involved or the main processes of an [oT forensic investigation. Moreover,
there was no explanation of how these definitions had been developed.

The related work highlighted the key challenges in the forensic investigation
of ToT devices. For instance, the lack of technical capability and the limited
tools and methods available to acquire data. However, these have yet to be
explored further to determine which is of greater importance to the real-world
digital forensic community (Chapter [3)).

We found most research in this area proposed approaches to facilitate IoT
forensics, using frameworks in which traces can be proactively collected from the

device. Although these methods are valid, they lack a practical element that can
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be used by forensic practitioners. The limited practical solutions that do exist
were developed with a lack of scalability, in that they are only compatible with
a limited number of IoT devices (Chapter [5] and [7).

Additionally, research on smart healthcare forensics had only focused on the
extraction of traces from the devices’ accompanying mobile application. How-
ever, there was a strong probability that traces were stored on the device, but
extracting traces directly from the device for forensic investigation had rarely
been explored. (Chapter [6).

Overall, this chapter has identified the lack of consistency in the existing
definitions of IoT forensics. We found they covered different aspects of IoT
forensics and had not been developed with the consensus of the digital forensic
community. It was also unclear which IoT forensic challenges should be focused on
first. Subsequently, in Chapter |3, we carry out an online survey to identify a unified
definition of IoT forensics and a clearer understanding of what it encompasses.
Furthermore, our survey produces a clear roadmap for future research and helps

identify research opportunities for subsequent chapters.
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In Chapter [2] we discussed the many challenges in IoT forensics such as the

difficulty in acquiring and analysing IoT data/devices and the lack IoT forensic

tools. There are many concepts in IoT forensics that have yet to be explored, such
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as a clear definition of IoT forensics and a roadmap for current/future research. To
address these challenges, in this chapter we have conducted an online survey of
digital forensic practitioners for their opinions regarding these concepts. We outline
the design and methods used to disseminate the survey. This is followed by a detailed

analysis on the results and finally we discuss the key issues raised by the survey.

3.1 Introduction

The Internet of Things (IoT) has enabled the creation of smart devices for everyday
objects e.g., smart fridges, locks and home assistants, that connect to online services.
The number of human interactions with these systems creates a new paradigm
of evidential data. However, the tools and technologies in digital forensics that
are meant for conventional computing are not fully capable of supporting the
IoT infrastructure [56]. Forensic practitioners now face challenges such as the
lack of tools and methodologies for analysing IoT devices, exponential increase
in data volume, variety of non-standardized IoT devices [16, [74] and datasets for
training |[110]. Additionally, a comprehensive survey effort has not been conducted
to understand the reality of these challenges.

There are many challenges in IoT and IoT forensics that have yet to be explored.
For instance, it has yet to be determined which devices are considered IoT devices,
what information an investigator can get (hope to get) from these devices, or how
to acquire forensically relevant data [111]. On the other hand, there are many
unexplored areas in IoT forensics such as the type of resources required in education,
training or the specialized skills forensic investigators need to analyse IoT devices.
Lastly, there is no clear understanding of the term IoT forensics.

In this chapter we present the feedback of 70 respondents to our 20-question
online survey with the intention to gain a better understanding of the key issues
in [oT and IoT forensics. We aim to understand concepts such as its definition as
well as current and future research directions. In detail, this chapter provides

the following contributions:
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o It outlines the community’s interpretation and views on concepts such as:
[oT in general, [oT devices, and IoT forensics including types of evidence
obtainable from devices (Section [3.3.2).

o From the results of the survey and the existing definitions, we present a
thorough and unified definition of IoT forensics (Section [3.5.1]).

o It identifies and prioritizes current and future research challenges so that

efforts can be concentrated on these issues (Section 3.3.5)).

3.2 Survey Methodology and Design
3.2.1 Survey Creation and Design

The following methodology was used to create and disseminate the survey:

1. A literature review was conducted, where we found that many previous studies
suggested that there were many challenges in IoT forensics. We therefore
investigate which of these challenges were a priority. Furthermore, we found
there were many interpretations in the definitions of IoT and IoT forensics
(as highlighted in Chapter , however, it is important to have a standard
definition. Lastly, we found that there were different types of IoT evidence
(i.e., logs and sensor data). Moreover, we queried participants experience
in analysing IoT devices and data to determine which type of evidence was
relevant.

2. The questionnaire was iteratively refined from reviewing existing literature and
based on discussions/feedback from forensic practitioners. We then performed
a small pilot test through discussions with cyber security/digital forensic
academics and forensic practitioners for feedback, before the final survey was
undertaken.

3. We then obtained research ethics permission from the Computer Science
Departmental Research Ethics Committee (DREC). This restricted us from
collecting any identifiable information and disclaiming that it posed any risk

or harm to subjects.
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4. The survey was structured to gather demographic information about the cyber
forensic respondents. It then introduced the participant to [oT and gradually
led to specific questions relating to IoT forensics. This included their opinions
on the definitions of IoT forensics, experience in the analysis of IoT devices
or data and current and future research priorities.

5. The survey was created using the Online survey{] platform and distributed
via various digital forensic mailing lists, groups on LinkedlIn, forensic group-
s/forums online and private contacts. Overall, the final survey consisted of
20 questions, and is shown in Appendix [A] The 20 questions included the

following;:

10 Multiple choice
o 5 Likert scale

e 3 Free response

1 Multiple selection (check box)

e 1 Ranking

6. All data was exported in XLSX/CSV and downloaded for offline processing.
7. The data was then analysed and the descriptive statistics, as well as some

cross-comparisons were summarized in the results section.

3.2.2 Survey Overview

The research field was relatively new, so to gather enough responses the survey
was available for eight months. In total, n = 70 participants submitted responses.
While we aspired to obtain a higher response rate, taking into consideration that
the survey was conducted over a period of eight months, we deemed that the
survey was distributed correctly.

Participants were provided with either nominal or ordinal options. When
possible, the survey responses were logically arranged in a meaningful order to
increase the quality of the results. The arrangement of ordinal data allowed trends

to be identified in the responses.

https://www.onlinesurveys.ac.uk/
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The purposive sampling technique was used to recruit participants as the main
goal of this method is to focus on a particular characteristic of a population
that is of interest. In this case, the main target groups were individuals with a
cyber forensics background, academia and practitioners with a diverse range of
experiences and training. It was also of interest to examine if the perspectives of
practitioners and non-practitioners were different in relation to the priorities of
current and future research challenges. To ascertain what impact experience had
on their views concerning priorities for current and future research. We examined
whether perspectives were different between practitioners who had undertaken
an investigation and non-practitioners.

While some of the basic analysis was carried out on the survey platform, most
of the analysis was accomplished in Microsoft Excel and R. To analyse free response
questions, we read all responses, then identified categories based on frequently used

terms, and lastly, we grouped them according to the category.

3.3 Results

The results of survey were divided into six sections: demographics, definitions, IoT
forensic investigations, evidence, current and future challenges in IoT forensics

which are reflected in the upcoming subsections.

3.3.1 Demographics

Q1-Q6 were in regard to demographics, these included questions on the country,
age, gender, year of experience in cyber forensics, occupation category and primary
occupation. The results of the demographics questions are presented in Table [3.1]
where we found the majority of our (n = 70) participants were either American or
European (80%). The largest age group with 32% respondents were 35-44 years old.
Most of the respondents worked in education or a training facility (Figure |3.1bj).

53% of the respondents had 10 years or more of experience (as shown in Figure |3.1al).
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(a) Respondents by occupation category (b) Respondents by years of experience

Figure 3.1: IoT forensic survey demographics, by years of experience and occupation

The respondents from an education/training facility, were a mix of researchers,
students, professors and industry instructors, however, 52% were professors. Practi-
tioners accounted for 39%, working in the private sector organizations or state/local
law enforcement. Thus, the input was provided by a mix of experience, academic
researchers and practitioners.

The survey focused on participants experience and capabilities, which we
considered the most important demographics. Therefore, we believe the gender

ratio imbalance of more male respondents will not have an impact on the results.

3.3.2 Definitions

This section discusses participants’ definitions of IoT, IoT devices and IoT forensics.
Definitions are important as they enable us to form an accepted and common
understanding of a word or subject. Thereby allowing for a mutual understanding

of a topic under discussion.
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Country Percentage
Africa 4
America 41
Asia 3
Furope 39
Middle East 3
North America 6
Oceania 4
Age

18-24 4
25-34 13
35-44 33
45-54 26
55-64 24
65+ 4
Gender

Female 13
Males 87
Years of Experience in Cyber

Forensics

Less than 1 10
1-3 years 16
4-6 years 13
7-9 years 8
10+ years 53
Occupation Category

Education/training facility 39
Federal law enforcement

Legal system 1
Private sector organization 23
State/local law enforcement 12
Other 4
Primary occupation

Industry instructor 4
Law enforcement practitioner 16
Non-law enforcement practitioner 23
Professor 23
Researcher 20
Student 7
Other 7

Table 3.1: These percentages account for 70 of the participants
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Definition of loT

I

Wikipedia's definition 10% I 6% - 84%
|

NIST's defintion| 11% I 17% - 71%

Gartner's defintion 10% I 23% . 67%

0T Analystics's defintion | 24% I 19% . 57%

1
100 50 0 50 100

M Strongly Disagree [ Disagree =~ Neutral [/l Agree Ml Strongly Agree

Figure 3.2: This Likert scale uses a 5 point scale (“strongly agree” to “strongly disagree”),
participants were asked to rank which definitions of IoT they agree and disagree with the
most.

Definition of IoT. I[oT is still evolving, and many interpretations exist; therefore,
the definition remains fuzzy. A sound definition can provide a better understanding
of the subject, lead to further research and advance the understanding of this
emerging concept. Therefore, at the beginning of the survey we asked participants

in Q8: Please rate how much you agree/disagree with the following definitions of

what IoT is. Four definitions from Wikipedia, NIST, Gartner and IoT Analytics were
shown, and participants were asked to choose between strongly agree to strongly
disagree for each. The definitions are as follows:
Wikipedia definition [112]:
“The Internet of things is the inter-networking of physical devices,
vehicles, buildings and other items embedded with electronics, software,

sensors, actuators, and network connectivity which enable these objects
to collect and exchange data."

NIST definition [113]:

“Jeffrey Voas from NIST defines IoT using a model he calls the Network
of things that relies on 4 key components to function, sensings, computing,
communication and actuation. The network of things model relies on

sensors, a communication channel, an aggregator, and the cloud in order
to function. Network of Things Model."

Gartner definition [114]:
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Type of IoT Device Percentage
Self-Driving Cars 70
Smart Phones 43
Drones 61
Hub based Internet devices (ex. Internet 89
connected light bulbs)

Internet connected sensors (ex. sensors 86
monitoring power plants and factory

machines.)

Bluetooth peripherals 44
Wearables (ex. Smart Watches) 74
Home Assistants (Google Home, Amazon 89
Alexa, etc)

Smart Home Appliances 97

Table 3.2: This multiple selection checkbox question allowed participants to select as
many choices they considered applied, participants were asked to select options that they
considered to be an IoT device

“The Internet of Things is sensors and actuators embedded in physical
objects that are linked through wired and wireless networks."

Analystics definition [115]:

“The Internet of Things (IoT) is the network of physical objects that
contain embedded technology to communicate and sense or interact with
their internal states or the external environment."

All 70 participants answered this question, and the results are shown in Figure[3.2]
Most participants (84%) agreed or strongly agreed with the definition found on
Wikipedia, followed by the definition given by Jeffrey Voas from NIST (71%).
However, there was no clear favourite and although the definitions were different,

participants found all definitions valid.

IoT Devices. The next set of questions focused on IoT devices where participants

were asked Q9: what do you consider to be an IoT device? From the options offered

Smart Home Appliances received the highest responses (97% agreed) closely followed
by Hub based internet devices (89%), Home Assistant (89%) and Internet connected
sensors (86%). Detailed results are summarized in Table [3.2]
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Next, we asked participants Q10: Does an IoT device need to be constantly

connected to the Internet? Out of the 69 answers, the majority (84%) responded

with ‘no’. However, this showed that there is still uncertainty/disagreement as

to what exactly constituted as an IoT device.

Definition of IoT Forensics. We first asked participants Q7: Do you consider [oT

forensics as a subdomain of cyber forensics? Where 90% answered with ‘yes’. This

showed that it is widely accepted as a subdomain and similar to other subdomains
such as mobile forensics, network forensics etc., where the name of the domain
defined the focus area. However, the ubiquitous nature of IoT devices makes it
difficult to draw a definite conclusion to what domains are included. The 10% that
said ‘no’ to this question were primarily from the private sector.

Next, in a free response question, we asked participants Q12: In your own words,

what is IoT forensics? 64 participants responded and we received a variety of answers.

We analysed the free response questions using the methodology by [116] and

carried out the following:

1. First we gained familiarity with the 64 responses, we then excluded 23 of the
responses as they were either too short (e.g., “digital forensic in the context
of IoT”), were not specific to IoT forensics or were unclear (e.g., “internet

connected devices, either through Bluetooth or sensors or TCP/IP”).

2. We then organised the remaining 41 responses (which often included similar
terms). Next, we extracted keywords and identified categories (with direct

quotes to support those categories shown in Table
3. Finally, we placed the responses under a general category as shown below:

o Collection, preservation, analysis and presentation of IoT devices and
data (17)F]
« Embedded devices (7)

2The parenthetical numbers indicate the number of times a general idea was mentioned.
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Categories

Example responses from the participants

Collection, preservation, analysis
and presentation of IoT devices
and data

P16: The identification, preservation, collection, analysis
and presentation of data from any ’smart’ device.

P19: ToT forensics the smart forensic methodology for
investigate IoT based crimes into more deeper level.

Embedded Devices

P45: Embedded device in electronic log and data
investigations

P30: Forensics in IoT devices Like embedded devices which
have (in)direct connection over the internet to a central
resource for example for Management purposes or control
of the devices states.

Non-Traditional Computing

P3: Examination of IP connected devices which are not
regular computers, PCs, smart phones, tablets etc.

P29: Forensic of the equipment which have internet
connection data and which is not classified as computer or
mobile forensic

P59: ToT forensics is the analysis of host and network based
artifacts of non-traditional devices that have little
computers and the ability to communicate over the internet
or within an intra-net.

TIoT Network Traffic

P36: Acquisition and analysis of evidence from IoT devices.
This can be evidence stored on device itself, or
communicated elsewhere, and may include more abstract
sources such as network patterns, etc.

P54: Imaging (capturing) and analysing volatile and
non-volatile storage and network traffic related to an IoT
device

Cloud

P2: ToT is a branch of digital forensics which deals with
IoT related crimes and includes investigation of the
connected devices, the sensors as well as the cloud of data.

P53: ToT forensics is the acquisition and analysis of at-rest
device and cloud-resident data from a sensor or
single-function device. It is also the reverse-engineering
and analysis of data in-transit between the IoT device and
its ultimate destination.

Others

P62: The biggest difference between IoT forensics and
other digital forensics is that IoT forensics is largely reverse
engineering. 1oT devices are so diverse that one can never
be an “IoT expert” and it is really more about the forensic
analysis of unknown digital devices.

Table 3.3: The identified categories to the responses on the definition of IoT forensics

and example responses

« Non-traditional computers (6)

o JoT network traffic (4)
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e Cloud (3)
o Others (4)

While the above points mostly focused on network and devices, one respondent
addressed necessary skills, commented that, “loT forensics is largely reverse
engineering and is more like forensic analysis of unknown devices” (P53). One
individual wrote that “loT forensics is no different from other IT and remains
parts of digital forensics” (P40). While another commented that “IoT forensics
is largely a buzzword for internet connected devices” (P9).

In addition to the above points, one individual referred to how the evidence can
be used: “Dealing with evidence that relates to the IoT devices themselves (e.g., using
them for illegal purposes, evidence of hacking attacks, etc.) and also evidence that
has been gathered by IoT devices but relates to crimes that are otherwise unrelated
(e.g., home security system knowing that a person was home at a particular time,
cameras capturing events, GPS information from wearables, etc.)” (P37).

Interestingly, the responses focused more on the IoT devices rather than the
process, outcome of an investigation or a combination of traditional forensic steps.

A detailed list of the results is shown in Appendix [B]

3.3.3 IoT Forensic Investigations

The next two subsections focus on investigative experiences and capabilities.

Investigative Experience. To gain a better understanding of participants’

experience with IoT devices, we asked Q11: Have you ever been involved in an

investigation where you have had to analyse IoT data? From the 70 responses,

62% (43) answered no, 11% (8) answered not myself but I know a colleague
and 27% (19) marked yes.

In further analysis, we split the data into practitioners and non-practitioners
as shown in Table [3.4] This was carried out by splitting the 70 respondents, by
their response to Q11, whether they were directly involved with investigating and

analysing loT data/devices which was either a Yes (19) or No (51) (Note. the
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Investigating IoT data / devices

Occupation Yes (%) No (%) Total (%)
Practitioner 16 23 38
Non-practitioner 7 47 54
Other 4 3 7
Total (%) 27 73 100

Table 3.4: Cross-correlating participants occupation vs whether they have been involved
in an IoT investigation

responses where participants answered not myself, but I know a colleague, indicates
that they had not been involved in an investigation and therefore we counted these
responses as a no). The remaining 19 participants that had been involved in an
investigation, were split into practitioners (8) and non-practitioners (11).

The respondents that stated they had either been involved in an investigation
with IoT data or knew a colleague who had, were asked to include brief case details.
Three respondents did not put any case details as it was either confidential or sub

judice. The following responses were received along with their count:

(a) Home virtual assistant: Amazon Alexa (4), Google home

(b) Smart wearable devices e.g., Fitbit (3)

(c) Mobile device that was exposed to IoT devices (2)

(d) CCTV and DVRs (2)

(e) Raspberry Pi for research purposes

(f) Industrial IoT device

(g) IP camera that was found to have been installed without authorization

(h) Home automation system where the contractors had been accused by the

homeowner of illegally accessing the home system

(i) Smart refrigerator
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(j) Implanted health device
(k) Smart TV: to recover data to show there was interaction at a particular time

(1) Infotainment systems from vehicles to show GPS information

From these case details provided, it was interesting to see that there is an
association with the answers provided in Section (Table on “IoT Devices”
where Smart Home Appliances were ranked highest. Besides those highlighted by
our participants, there have been several public cases that involved some of the
points listed previously. For instance, in 2015 a man was charged in a murder
investigation based on data extracted from an Amazon Echo [117]. In another
case, data was taken from a Fitbit device and used in a murder investigation to

challenge a suspect’s version of the events [118].

Investigative Capability. Subsequently, we asked participants Q13: Would you

consider yourself in a position to analyze an IoT device including its communications

channels and network traffic? This was a free response question with 62 answers

which can be summarized as follows:

o 47% (29) said they were in a position,
o 31% (19) stated they were not

o 22% (14) were unsure

As this was a free response question the 31% (19) stated that they had
“insufficient training”, or felt they were “not fully qualified to do so". Others
also stated they were “close, but encryption would obfuscate it”. The participants
that stated they were unsure mentioned that it “depended on the type of IoT
device e.g., physical interface, OS, protocols”. Some participants thought they
were “not quite ready but working towards it”.

For the 47% (29) who said yes, they felt capable of analysing IoT devices, we
correlated them with the question whether they had been involved in an investigation

analysing IoT devices. This showed that 11 had been involved in an investigation.
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Of these 11, over half (6) were practitioners and the majority (10) had ten or
more years of experience. As expected, respondents with 10+ years of experience

were more confident in their capabilities.

3.3.4 Evidence on IoT Devices

Again, we used a free response question about evidence which had two parts. First,

Q15: What evidence do you think we can acquire from IoT devices? Second, we

asked Why is this evidence important? As with other free response questions,

we summarized/clustered the results. The first part of the question received the

following responses, with the general themes shown below:

—_

User behaviour (6)

GPS data (6)

Sensor data (5)

Connection history e.g., IP addresses (5)
Logs (5)

Data on IoT device states (3)

Data stored on the cloud (2)

Telemetry data (2)

N A A e

Data from Intrusion Detection Systems (IDS)

—_
e

Configuration data

—_
—_

. Photos, videos, audio

—_
[\

. Records of conversations

—_
w

. Network related information

—_
=~

. Heart rate data

—
[

. Modified firmware
16. Events records by the IoT device

The second part of the question was to explore the importance of the evidence
which received 21 responses. From those, we first extracted the comments that were
related to why the evidence was important. The responses were then grouped based

on the most frequently used terms, this also included individual direct quotations:
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o Trace behavioural patterns of users, then use the data to recreate criminal
activity or draw meaningful conclusions about a suspect’s modus operandi
(1)

« Timeline of events to trace incidence in question (2)

o To correlate data

e Determine unexpected behaviour in IoT networks

o Metadata gives clues to what happened

o Trace unauthorized interactions and data sharing

o It can tell us something that no human may have observed

o What the state of an environment is at the time an incident occurs

o That a person has been in a place at a certain time or that a person has done
a certain action

« Aid investigations such as intelligence, criminal, accident, wrongful death,
injury, corporate cases for manufacturing equipment failure/damage, and

larger scope such as electronic voting

To provide a better insight into whether the respondents were speaking from
experience, we cross-correlated the results from this question (Q15) with the
responses from Q11 (see Section . Table shows the 19 participants that
had previously been involved in an investigation with IoT data, but there was no

observable pattern that experience was relevant.

3.3.5 Current Challenges

This section identifies the important challenges currently faced by investigators in the

[oT environment with regards to legislation, cloud, training, software and acquisition.

Current Issues. To learn about the current issues, we asked participants Q14:

How would you rank the following issues IoT forensics is facing today (to rank

nine topics with 1 being the most important and 10 being the least)? Topics and

results are shown in Figure [3.3
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Participant Response
1 Logs
2 Logs
3 Sensor data
4 Connection
History

5 Telemetry data
6 Configuration
data

7 Network related
information

8 Heart rate data
9 Logs
10 Logs
11 Events records by
the IoT device

12 Sensor data
13 Sensor data
14 Logs
15 Data on IoT
states

16 Data stored on
the cloud

17 Data on IoT
states

18 Sensor data
19 Connection
History

Table 3.5: Cross correlating the participants experience vs their previous experience of
being involved in an investigation

The results indicated that the important issues were technical training (82%),
software (80%) and education (78%) whereas funding, legal issues and cloud data
storage currently had less relevance.

Technical training held the highest priority and this reinforces why over half of
the participants felt they were unable to undertake and analyse an IoT device.

Subsequently, we asked the participants to Q18: Please rate how much you

agree or disagree with the following statements. These statements were regarding

legislation, data encryption, cloud and the security of IoT devices. The exact
statements and the results are presented in Figure [3.4] which showed that 83% of

the respondents thought IoT devices currently have weak security.
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Current 10T Forensic Issues

Cloud data storage 50% 50%

48%

Legal issues 52%
Funding 54%

Data security 68% 32%

Research 69% 31%

Technological
issues

Education 78%

69% 31%

I 22%
u

18%

Software  80%

Technical training 82%

100 50 (I)
50 7H9
6 8M10

103
2004

Figure 3.3: On a scale of 1 to 10 (1 being the most and 10 being the least important)
participants had to rank the various challenges listed on the left.

Similar to our findings, a study by Hossain et al. pointed out several
other security challenges in the IoT landscape. These included constraints on
memory and energy on loT devices, which make it hard to port computationally
expensive cryptographic algorithms. With the growing number of IoT devices,
current security schemes lack scalability meaning these schemes would not be
suitable for IoT devices. These challenges could be contributing factors as to
why IoT devices have weak security.

The findings that showed IoT devices have weak security is expected, as there
have been many documented security flaws found on consumer IoT devices such
as baby monitors, home security cameras or smart thermostats . However,
legislation is being introduced to combat weak security on IoT devices, for example,
in California a law is being introduced to ban default passwords [121]. In a
similar effort, the UK government has released a “Code of Practice for Consumer
[oT Security” document which sets out guidelines to ensure the secure design
of IoT consumer products [122].

The majority of respondents strongly disagreed with the statement that “Leg-

islation regarding IoT forensics is currently up to date”. This was not surprising,
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Statements regarding loT Forensics
I

Security on loT devices is
currently weak

Finding data in the cloud
presents a problem for 10T| 11% 21% 67%

0% 17% 83%

forensics

Data encryption presents a

. 66%
major problem

16% | 19%
Legislation is currently too
broad regarding loT forensics

Legislation regarding 10T
cyber forensics is currently, 66% 30% 4%
up to date

|
100 50 0 50 100

17% | 51% 31%

Il Strongly Disagree I Disagree  Neutral [l Agree M Strongly Agree

Figure 3.4: This Likert scale used a 5-point scale and asked participants if they agree or
disagree with each of the statements listed on the left.

as legislation is always behind technology and is one of the main challenges in
digital forensics . Current legislation that governs the way data is gathered,
studied, analysed and stored are aimed at traditional computing technologies ,
125]. Legislation will need to be reviewed to include IoT devices to, standardise

processes, training programs and tools

Research Directions The participants were asked Q19: Where should research

be focused in order to combat current issues? The majority of participants thought

that research should focus on IoT forensic tools (57%), followed by, preserving
volatile data (41%) and cloud data forensics (40%).

We then cross-correlated these results with the practitioners and non practition-
ers. This showed that both groups thought IoT forensic tools and preserving volatile
data were the most important areas. However, practitioners rated the importance
of breaking encryption on IoT devices more highly than non-practitioners, who

ranked cloud data forensics higher as shown in Table

Improvements to Tools. Next, we focused on tools, where we asked participants

Q16: What are the areas that are most in need of improvements to forensic and

software tools used on IoT devices? The results are shown in Table F)El and show
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Areas in need of improvement to Percentage
forensic and software tools

Data preservation 33
Data acquisition [Imaging] 73
Data encryption 30
Memory acquisition 43
Device disassembly and forensic process 63
Other 6

Table 3.6: The multiple selection checkbox question allowed participants to select as
many areas in forensic and software tools which need improvements.

the respondents thought data acquisition/imaging (73%) and device disassembly
forensic process (63%) were the most in need of improvement.

We continued to study whether the results would differ from the perspectives
of practitioners and non-practitioners but found no difference. We also cross-
correlated this against whether they had been involved in an investigation, and

again found no difference.

Challenges in Acquisition. To gain a better understanding of acquisition

challenges, we asked participants Q17: Which is the most challenging area to

acquire IoT evidence from? Out of the 68 responses, 38% considered cloud storage

as the most challenging area followed by on-device memory (28%), on-device storage
(19%) and network (15%). When looking at this together with the question areas
of research to focus on to combat current issues, one of the main areas highlighted
was cloud data forensics; this was also highlighted as being the most challenging
area to find (Section and acquire data from. This is a clear indication that
finding easier ways to identify and acquire data from the cloud should be a priority
research area in cloud data forensics.

We investigated whether there was any difference of opinions between practition-
ers and non-practitioners which is summarized in Table |3.7 We found practitioners
thought on-device storage and on-device memory as the most challenging area to
acquire evidence. Whereas non-practitioners considered cloud storage and on-device

memory as the most challenging.
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Occupation
Challenges in Practitioners Non- Total (%)
acquisition (%) practitioners

(%)

Cloud storage 7 30 37
On-device memory 11 16 27
On-device storage 13 6 19
Network 4 10 14
No answer 3 0 3
Total (%) 39 61 100

Table 3.7: Cross correlating what participants considered challenging in acquisition vs
their primary occupation

3.3.6 The Future Challenges

The last question was a Likert scale question and focused on future challenges.

We asked participants Q20: Please rate how much you agree or disagree that

the following present a challenge to the future of IoT forensics. The results are

shown in Figure [3.5] This indicated that data encryption, lack of forensic tools
and trail obfuscation were the most challenging issues that needed to be focused

on in the future of IoT forensics.

Future Challenges in IoT Forensics

Data encryption| 6% I 13% 81%

Lack of digital forensic tools| 9% I 21% - 70%

Trail obfuscation(particularly as ‘

i ; . 69%
it pertains to cloud forensics) 0

10% | 21%

Malware/device security issues| 14% I 23% 63%

Legal jurisdiction| 16% I 40% 44%

Evidence modeling | 14% I 44% 41%

Limitations on local storage | 26% I 41% I 33%
100 50 é 50 100

M Strongly Disagree [ Disagree = Neutral [/ Agree ll Strongly Agree

Figure 3.5: This Likert scale uses a 5-point scale (“strongly agree” to “strongly disagree”),
participants were asked to rank which of the statements would be challenging for the
future of IoT forensics by agree and disagree with the most.
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3.4 Limitations

There were several limitations to this survey. First, this survey only had 70
participants which was a small number and answers may vary with a larger group
participants. Secondly, the demographical distribution was not even, as the majority
came from America or Europe, were primarily males, had 10+ years of experience
and were occupied in the education/training facility sector. Thirdly, every care
was taken, there was the possibility for human error while analysing the results
especially the free-response questions which cannot be automated.

The survey was aimed at professionals with a cyber forensics background and
distributed on forums and social media. We did not use snowballing sampling
technique [126], as we assumed most professionals of any gender with this background
would be participants on these platforms. The gender imbalance in the survey is

representative of the gender imbalance in the industry [127, [128].

3.5 Discussion

In this section we reflect on a number of key findings from our survey and how

they may influence IoT forensics research.

3.5.1 Towards a definition for IoT Forensics

In this section, we propose our definition of IoT forensics, where we identified
categories, common terms used in existing definitions (Chapter [2|) and responses
from our survey (Section , thereby providing a universally accepted definition.

Reviewing existing research, we found three definitions on IoT forensics proposed
by [19} 56} 57]. The issues with these definitions are that they are inconsistent and
have not been developed through consultation within the digital forensic community.
The terms we have used from the existing definitions have been highlighted in
Table (this was also discussed in Chapter [2)).

We then analysed the results from the online survey, where we identified various

categories from the responses, these included: “collection, preservation, analysis and
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Author Existing definitions

[57] Has broken down IoT forensics into domains such as cloud services,
visualization, mobile devices, fixed computing, sensor and RFID technologies
and Artificial Intelligence (ATI)

[56] A separate branch of digital forensics and identify it as three different fields:
cloud, network and device level forensics. The identification, collection,
organisation and presentation processes deal with IoT infrastructures to
establish facts about incidents

[19] Separated IoT forensics as a combination of different technology zones: IoT,
network and cloud zones

Table 3.8: Discussion on the similarities and differences between the existing definitions
of IoT forensics

presentation of loT devices and data”(17), “embedded devices”(7), “non-traditional
computers”(6), “loT network traffic”(4) and “cloud”(3).

Overall, we found there were overlaps in the terms used in the existing definitions
of IoT forensics and the responses from the participants. This helped create our
proposed definition of IoT forensics, which is defined as:

“Internet of Things (IoT) forensics is a subdomain of digital forensics
and involves the collection, preservation, analysis and presentation of
data obtained from IoT devices. It consists of various domains/skills

including networking, embedded device, cloud, mobile, and reverse engi-
neering. "

As a follow-up to the survey, we posted our definition of IoT forensics to various
mailing lists and forums and received the following feedback. A respondent wrote
that embedded devices should be changed to “embedded systems” as this covered
traditional embedded devices. Another respondent felt that the collection of data
was not only from the IoT device but also any system(s) connected to the IoT
device. Based on these recommendations we updated the definition and concluded
the following, with the modifications highlighted:

“Internet of Things (IoT) forensics is a subdomain of digital forensics
and involves the collection, preservation, analysis and presentation of
data obtained from or connected to the loT device(s). It consists of

various domains / skills including network, embedded systems, cloud,
mobile and reverse engineering. "
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Origin and motivation for the terms used in our definition: In this section
we explain the origins of the terms used in our definition. Within our definition the
statement “Internet of Things (IoT) forensics is a subdomain of digital forensics and
involves the collection, preservation, analysis and presentation of data obtained from
or connected to the loT device(s). It consists of various domains/skills including...”
these terms were extracted from the participants responses. We included the terms
“collection, preservation, analysis and presentation”, as these are the main steps
of the digital forensic process, and it is important to include them. In research
by [19, |56, 57|, they focused on dividing loT forensics into subdomains and used
the terms “cloud, network and mobile”. These overlapped with responses in the
survey and they highlighted the various interconnected components of the IoT
environment. Whereas the terms “embedded systems” and “reverse engineering”
were taken solely from the responses in the survey and in contrast to [19, |56, 57]
definitions, we included these terms in our definition. The term “embedded systems”,
encompasses the type of devices that will be investigated. The term “reverse
engineering” highlighted the importance of the specialised skills and techniques
required to carry a forensic analysis of devices so diverse, which often requires
the analysis and examination of previously unexplored devices. Lastly, we have
excluded the terms “Al, RFID, fixed computing, visualisation” proposed by Oriwoh

et al. [57], because they were too broad in relation to IoT forensics.

3.5.2 Readiness for IoT

In terms of their capability in analysing IoT devices, 53% of the participants felt they
were either not able or unsure they were in the position to analyse IoT devices (Note.
the practitioners and non-practitioners were not equally sampled). The participants
that said they were not or unsure stated that this was due to “insufficient training”
or felt they were “not fully qualified”. On the other hand, this was an objective
question and therefore we do not know what skills the 47% (answering yes) have.
In order to counteract this in the short term, we may need more training and

education facilities for IoT forensics to prepare law enforcement. To facilitate this,
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a discussion among experts is required on the skills needed by investigators. Maybe
it is insufficient to only operate tools and we need highly technical individuals (e.g.,
reverse engineering experts). This is further supported by the responses from the
participants when they were asked to rank the issues IoT forensics faces today, with
the most important issues being technical training, software and education.
Issues regarding the lack of training had previously been highlighted in research
in the field of cyber forensics. |129] found that the cyber forensic field required
more Education, Training and Certification (ETC) facilities, newer programs,
revision of the current curriculum and more funding in training materials should

be the highest priorities.

3.5.3 Lack of IoT Forensic Tools

The findings from this survey found the majority of participants thought that
research should specifically focus on the development of tools in IoT forensics
(57%) (Section [3.3.5)). This coincided with a study published by [60] who found
that there was a lack of forensics tools in general which included IoT forensic
tools. They also stated that current forensic tools were highly impractical and
did not adapt rapidly to industry changes.

Although results showed 73% participants thought improvement to tools should
be focused on data acquisition/imaging (Section . Currently only a few IoT
forensics tools have been developed for specific tasks such as acquisition and analysis
of cloud native artifacts. However, these tools are only compatible with specific IoT
devices. For instance [27] developed and tested their tool on the Amazon Alexa
ecosystem. In another [28] developed several plugins and standalone tools to acquire
and analyse from specific IoT devices. Therefore, further research should be focused

on developing IoT forensic tools that work reliably across a range of devices.

3.5.4 Challenges

The highest percentage of respondents at 38% thought the cloud was one of the

key areas of current research, more specifically identifying and acquiring data from
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the cloud. Additionally, when looking at this question combined with current
issues in IoT forensics, one of the main issues found was cloud data forensics (40%)
(Section . There are several possible reasons why the cloud is one of the
main challenges; the cloud infrastructure is normally under the control of the IoT
provider, the actual physical location of the data could be hidden and be distributed
across cloud computing platforms [130]. A further reason could be that access
to data within the cloud can only be achieved with user credentials. Although
there is a potential to obtain these during the investigation, the lack of certainty
can prevent progress in an investigation [57].

The findings have also highlighted that data encryption (81%) and trail obfus-
cation (cloud) (70%) were key areas for future research to focus on (Section [3.3.6)).
Both data encryption and trail obfuscation are anti-forensic techniques already
known as obstacles in digital forensics. Future research should be concentrated
on initiatives and strategies to address these growing problems. Data encryption
presents a major challenge and has already been highlighted in previous literature
as a continuous problem [49]. The results showed that participants were also
worried about data encryption in the IoT domain. The focus may need to be on
more non-traditional approaches. For example, [131] identified the potential of
electromagnetic side channel as a method to analyse encrypted devices.

Trail obfuscation in the cloud was highlighted as one of the future challenges in
IoT forensics. This could be a problem in the future when data is deleted from the
cloud making it difficult to gain remote access. Data may be recoverable; however,
it is challenging to recover to identify ownership [132].

Jurisdiction and legislation were regarded as a relatively low priority for current
research and future challenges. However, as there was only one representative from
the legal profession in the demographic, we think a follow-up survey targeting
the judiciary viewpoint would be beneficial and help identify any legal issues

such as privacy.
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3.6 Summary

In this chapter, we presented and discussed the 70 responses to our 20-question online
survey. Our results showed while participants agreed on some aspects of [oT forensics
(e.g., that IoT forensics is a subdomain of digital forensics), there is also disagreement
on ToT (Section [3.3.2), IoT devices (Section [3.3.2), IoT forensics (e.g., which devices
are considered IoT devices and whether IoT devices are constantly connected).

Participants agreed that IoT forensics included a wide range of domains which
made it difficult to draw a definite conclusion as to what was included (e.g., cloud,
network and reverse engineering). When asked to define IoT forensics, respondents
were mostly focused on the different types of IoT devices instead of an actual
definition. Thus, to come up with the definition for IoT forensics, we extracted
terms used in the existing definitions and used the responses from the survey.
We then identified categories and placed them under a general category. This
created a unified definition of IoT forensics, which provided a clearer and mutual
understanding of the topic (Section [3.5.1)).

Additionally, our results showed that participants (~ 30%) had experience
in examining IoT devices/data although over 50% did not feel prepared. As a
consequence, there is a need to increase education programs/technical training to
prepare the workforce to deal the exponential increase in the usage of IoT devices
(Section . Results following this survey indicated that there are many IoT
forensic challenges ahead, and as technology develops these challenges will increase.
We found that a high priority should be the research on the development of IoT
forensic tools, specifically to develop tools that are compatible with a range of
IoT devices (Section [3.5.3). In addition, current research should be aimed at data
acquisition /imaging (Section . On the other hand, future research should
focus on developing initiatives and strategies to overcome data encryption and

trail obfuscation in the cloud.
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The more I study, the more insatiable do I feel my
genius for it to be.

— Ada Lovelace
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After discussing existing [oT forensics research in Chapter 2] and establishing
a roadmap for current and future research in Chapter [3] Our findings showed
that research should focus on the development of [oT forensic tools. Consequently,
we needed to establish the current state of existing digital forensic tools. In this
chapter, we search for research-based tools from academic articles in pertinent
digital forensic venues between 2014 and 2019. For each tool found, we establish if
it has been released, its current availability and assess its usability based on various
parameters such as documentation, licensing etc. Finally, we discuss the challenges
in forensic tool development to establish what is missing in respect to the tools

themselves and what tools are missing in IoT forensics.

4.1 Introduction

Compared to other domains, the digital forensics community has a very applied focus
meaning that we are not solving problems in theory but in practice. Consequently,
research endeavours frequently come with prototype implementations. For instance,
[133] analysed the DJI Phantom III Drone. Their paper presented findings on the
proprietary encrypted file format and presented an open-source tool that automated
the parsing of the encrypted proprietary files. Additionally, tool development is
encouraged by creating Digital Forensic Competitions, a prominent example is the
Digital Forensics Research Workshop (DFRWS) Challenges: From 2005 onwards the
DFRWS-conferences challenge researchers and practitioners with the goal of pushing
the state-of-art in forensic tool development. Each year, following a vote for the
most popular topic, a new challenge is set with a scenario, guidelines and dataset
being provided. The results from the DFRWS 2014-2019 challenges have been
released and are summarized in Appendix [D.1I} While these tools are essential to
validate the proposed research, they can also provide benefits later for investigators
if they encounter a similar problem. However, there have been no studies concerning

the diversity, availability or quality of the published tools; nor has there been a
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discussion regarding challenges and problems. Consequently, this led us to the

following research sub-questions (these questions are derived from RQ2 in Section :

RQ2.1 What digital forensic research-based tools have been published? (categoriza-
tion)
RQ2.2 Are the digital forensic research-based tools publicly freely available and/or

maintained? (license, downloadable)

RQ2.3 Are the digital forensic research-based tools applicable and usable? (assessment
with respect to programming style, interfaces, code quality, tested, and

documentation)

Knowing what has been released and the various aspects of existing tools, this

led us to a final question which will lead the discussion section:

RQ2.4 What are the current challenges in the area of digital forensic research-based

tool development?

This last question focuses on aspects that we think are currently missing with
respect to the tools themselves, but also on broader thoughts which we believe
makes tool development more durable.

To answer these questions, we reviewed 799 research publications from various
digital forensics journals and conferences between 2014 to 2019 and filtered those
presenting tools. For each tool-related paper, we answered (where possible) the
aforementioned questions RQ2.[1-4]. In summary, our work provided the following

three contributions:
o An updated version of the subfields in digital forensics based on prior work
from [134] to better cluster existing tools (Section4.6)).

o An overview of recently published (in peer-reviewed venues) tools that can be

used for various purposes (Section [4.6.1)).

o A discussion of the challenges with published tools including recommendations

on how to enhance the status quo (Section {4.7)).
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One may argue that technology (software and hardware) is changing rapidly and
that tools are already outdated by the time they are published. Although this may be
true in some cases, practitioners still encounter old hardware as well as software. For

instance, Steven Watson (VTO Labs) stated during his keynote at DFRWS EU 2019,

“that they still find old file systems on recently purchased devices such as drones”.

4.2 Related Work

The usefulness and power of open-source tools were discussed by [135] in their book
“Digital forensics with open-source tools”. The authors discuss software that can
be helpful during the forensic process including the benefits of using open-source
software. However, the book was released in 2011 and does not include recently
published research. Manson et al. [136] underlined the usefulness of open-source
products. In their work, they compared Sleuth Kit (software) to the commercial
products EnCase and FTK. The results indicated that the tools provided the same
results with varying degrees of intricacy.

Carrier [137] addressed digital forensic analysis tools and their use in a legal
setting, stating that to enter scientific evidence into court, a tool must be reliable
and relevant. Reliability is tested by the Daubert standard, taken from a rule
of evidence regarding the admissibility of expert witness testimony [138]. This

standard utilises four guiding questions to assess toold}
o Testing: Can and has the procedure been tested?
o Error Rate: Is there a known error rate of the procedure?
o Publication: Has the procedure been published and subject to peer review?
o Acceptance: Is the procedure generally accepted in the relevant scientific

community?

Using the guidelines of the Daubert tests, Carrier demonstrated that tools may

“meet the guideline requirements than closed source commercial tools” by publishing

! Questions/itemization are copied from [137].
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source code and data, which would allow the digital forensic community to examine
and validate the procedures used to produce digital evidence from each tool.

Technological advancements have led to new subdomains in digital forensics.
For instance [139] provided a cyber forensics classification, where they divided tools
based on 2 criteria: hardware, such as large and small digital storage devices and
software, such as proprietary and open-source tools. In their research, they found
many tools focused only on computer forensics and mobile devices, as these were
becoming more prominent in forensic investigations.

Previous work in categorising digital forensic tools has not identified groupings of
research-based tools from articles or provided extensive analysis of the availability of
these tools. Existing research in the taxonomy of digital forensic tools such as [140]
work, presented a list of widely adopted commercial and open-source digital forensic
tools (e.g., Encase, SleuthKit). Other research focused on specific subdomains
including work by [141] where they presented a taxonomy of cloud forensic tools, to
extract data from endpoint devices and CSP. Whereas a survey by [142] focused on
anti-forensic tools (e.g., Timestomp, Transmogrify) and evaluated the effectiveness
of these tools against traditional digital forensic tools. Similarly, [143] categorised
anti-forensic tools and provided a comprehensive taxonomy.

The aforementioned authors have classified and categorised commercial /open-
source digital forensic tools or focused on categorising tools in specific digital forensic
subdomains. Additionally, their level of granularity did not cover details such as
the availability of the tool or whether it had been recently maintained. Currently,
there are no digital forensic tool taxonomies of recently published research-based
tools in the growing field of digital forensics such as IoT and drones.

Regarding available online digital forensic tool repositories, there are two
platforms that provided lists of tools: ForensicsWiki.org/wiki/Tools| and
toolcatalog.nist.gov. These platforms provide a combination of commercial
and open-source tools. The former is a catalogue that is categorised by its functions
and then on the operating platform, vendor and version. The latter is part of the

National Institute for Standards and Technology (NIST) Computer Forensic Tool


ForensicsWiki.org/wiki/Tools
toolcatalog.nist.gov

74 4.8. Limitations and Scope

Testing (CFTT) project. This allows searching by functionalities and then further
refined by operating platform and various other technical parameters depending on

the forensic tool. More details about these platforms are discussed in Section

4.3 Limitations and Scope

Although we conducted several runs, as our work was based on a manual analysis
of hundreds of research articles, there was the possibility for human errors. Given
the sheer number of publications, we had to limit the scope and only considered
the years 2014 to 2019 from seven different venues. Lastly, when validating the
availability of a tool, it may have been moved/renamed which did not allow us to
find it. However, we believe that this chapter provides a solid overview of what
tools are available and where to find them.

The usability of digital forensic tools can also be studied by obtaining feedback
from the end-user’s experience from interacting with the tools, however, this is
outside of the scope of this research. Our intention was to examine the tools
programming style and code quality, as this could be useful for developers who

want to improve or maintain the tools.

4.4 Methodology

While these aforementioned platforms are valuable to the community, they often
focused on complete software solutions (e.g., from commercial vendors). In contrast,
the goal of this paper is to identify software that has primarily been developed
for research purposes and to analyse any follow-up work together with other

aspects of these tools.

Definition of tool (software): To analyse the availability of the research-based

tools we first defined a tool (Section [4.4.1]).

Tool search: The tools identified in this work were collected through extensive and

exhaustive web searches as well as the searching of open-source repositories

(Section [4.4.2)).
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Tool information: In this step, we identified variables with the tool e.g., avail-

ability of the tool, maintainability (Section [4.4.3]).

Online tool searches: We searched for digital forensic tools repositories available

online (Section [4.4.4)).

Results: The results for the availability of the tools and online tool searches are

presented (Section [4.5)).

Extended taxonomy creation: Our proposed extended taxonomy was conceived
based on previous work, as well as through the categorisation of each of the

research-based tools identified in the articles (Section [£.6)).

Types of research-based tools: We presented the various tools discovered (Sec-

tion .
4.4.1 Definition of Tool (Software)

As a first step and before reviewing the literature, this upcoming section defines
what a tool is. According to Lexico [144], a tool is defined as a device or
implementation used to carry out a particular function. Sammons [145], on the
other hand, has described tools as not only designed for a specific purpose but
also for broader functionality.

For our research, a tool was a self-contained and provided a certain level of
automation, i.e., user interaction was minimized, reduced and abstracted. For
instance, a user should not have to manually find sector numbers for the tool to
access the disk or translate virtual to physical addresses. Valid tools, for example,
but were not limited to scripts that could be used to parse files, a code snippet
that can reassemble (carve) files, or a program that helped to visualise information.
Tools can be written in any programming language and were often developed by
individuals or research groups. Lastly, a tool may use another program if it is
automated. For instance, Autopsy is a tool supporting plugins which we also

considered as tools (they add additional functionality to Autopsy).
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In contrast, we did not consider comprehensive software as a tool if it was a fully-
featured application such as EnCase or Cellebrite. This work also ignored articles
that only explained procedures or models without any reference to implementation,
some examples of which are: forensic process models, frameworks, methods,
schemes and approaches. We also excluded algorithms as a tool unless it has

been implemented and tested.

4.4.2 Tool search: collecting and analysing articles

Our first step was to identify tools from academic publications we focused on collect-
ing articles from digital forensics conference proceedings and journal publications

spanning the last six years (from 2014 to 2019), using the following methodology:

1. To identify the digital forensic platforms (venues are listed in Section [4.5)
we used a similar selection of venues to [110]. However, we only focused on
digital forensic platforms and ignored more traditional cybersecurity centred

venues as our research focused purely on digital forensic tools.

2. Next, we removed all articles that were not defined as a tool based on our

definition in Section 4.4.1l

3. For the remaining tool-centred articles, we grouped them based on the subfields
in digital forensics (for further details see Section and sought information
about: licensing, possible updates and availability. Lastly, we reviewed the

program source code, as discussed in Section 4.4.3|

4. Additionally, to verify the tools we found listed in the articles, we carried out
an automated search on the PDF files using a Python script that searched for
the keyword “tool/tools”.

4.4.3 Tool information

For each available tool found from Section we determined the following by

identifying parameters (in some cases, the data was simply unavailable).
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Code maintainability (yes/no)

Programming language of development

Documentation

License

Code review (this is discussed further in the next section)

Lastly, we reviewed the program source code, as discussed in Section [4.4.3

Code Review The code review process started with a brief manual review to see
the code was commented (we assumed that commented code had a better quality
and allowed others to make modifications). Additionally, the programs’ source code
was analysed using an automated code review tool (Codacyﬂ see next paragraph).
This is an important process in software development as it helps improve the quality
of the software. Usually, automated code review tools analyse various aspects to

check the quality [146], these included:

Code complexity: Highly complex methods and classes that should be

refactored

o Compatibility: Used mainly for front-end code, detected compatibility prob-

lems on different browser versions

o Errors: Code that may hide bugs and language keywords that should be used

with caution.
e Security: Common security issues

o Code style: Code formatting and syntax problems. For example, variable

name style, enforced use of brackets and quotation marks

¢ Documentation: Detected methods and classes that did not have the correct

comment annotations

2w codacy.com


www.codacy.com
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o Performance: Code that could have performance problems

e Unused code: Unused variables and methods

There are a diverse number of automated code analysis tools available, however
the only one that met the aforementioned requirements was Codacy. This is an
open-source tool that is integrated into Github and benefits from being transparent
on the type of tools used during the code review process. For example, when finding
security issues in Python code, it informed the user that it used Bandit. An overall
grade that ranged from A to F' was given (with A being the highest), which made it
easier to assess the quality of each tool. In total, there were 33 tools but the source
code for one tool was unavailable. The remaining 32 tools available on Github,
Bitbucket and Gitlab were cloned or forked onto a new Github account. Tools
available on private websites were manually uploaded to the new Github account.

Codacy was then used to analyse each repository.

4.4.4 Online tool searches

While there were many academic articles on digital forensic tool taxonomies (as
shown in Section , there were also digital forensic tools available in online tool
repositories. To search for these, we used the following keywords: “digital forensic
tool catalogue” and “digital forensic tool repository”. We focused our analysis on
the first 50 results for each query. Once a forensic tool repository was identified,
where possible we collected the following information: author(s), the number of
tools, how the tools were categorized, whether the repository was being regularly
updated and if it included any additional links to other websites related to digital
forensics. The findings are presented in Section [4.5.1]

4.5 Results overview and availability of tools

This section examines the availability of the tools and whether they are maintained
(see RQ2.2). Creating new tools can potentially be of great value to the digital

forensic community. As tools become established, they encourage the growth of
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close-knit communities of developers, providing consistently updated, patched or
maintained code, bug-fixes and comprehensive documentation. We categorised the
results from our tool search under the attributes of availability, code maintainability,
documentation and licenses.

For this article, we reviewed 799 research publications where 62 (7%) included
tools according to our definition. Almost 25% of all reviewed articles were from the
Digital Forensics Research Workshops (US & EU) where 27 out of the 199 articles
included tools; followed by Digital Investigationﬂ (journal) where 20 tools were found
out of 212 articles. Results from other venues included: (a) International Conference
on Digital Forensics & Cyber Crime (ICDF2(fY) had 3 tools out of 44 articles; (b)
Association of Digital Forensics, Security & Law (ADFSL Conference) contained 3
tools out of 84 articles; (c¢) IFIP Working Group 11.9 on Digital Forensics had 5
tools out of 111 articles; (d) International Workshop on Digital Forensics (WSDF')
contained 1 tool out of 29 articles; and (e) Journal of Digital Forensics, Security
and Law (JDFSL) had 3 tools out of 120 articles. An overview of all identified

tools can be found here: https://tinyurl.com/ToolsTable

Availability of Tools. On further examination of the 62 tools, we found that
currently, 53.2% (33/62) were available online (Note, we did not contact the authors
to ask if they were willing to share the tool). The 33 available tools are listed
in Appendix and [C.2] 78.7% (26/33) of the available tools were on public
repositories (Github/25 and Bitbucket/1). Five of the tools were available on
private/personal websites (e.g., downloadable from research group websites). The
two remaining locations were Source Forge and Dropbox.

By implication, this meant that 29 tools were not available, the most common
(28) reason for this was an unknown source. We found one article with a link to

an empty Github which appeared to have never been uploaded.

3Volume 30 was the last volume considered for this research.
4We only considered articles between 2014 and 2018 as there is / was no ICDF2C 2019.


https://tinyurl.com/ToolsTable
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Code Review. Figure presents the results from using Codacy to analyse
the 32 tools. We found no issues in relation to the code complexity, compatibility,
documentation or unused code. Overall, all the tools had issues in their source
code in regards to coding style, however, this is subjective and parameters/rules
can be adjusted. 24 of the tools had security issues, 14 had errors and 4 had
performance issues. If major security issues were found in the code, this could
affect on the integrity of the tool. For example, Codacy highlighted one tool that
used an insecure MD5 and SHA-1 hash function, instead it was recommended
that SHA-512 be used [147].

To get a better understanding of the quality of the code, the tools were then
scored from A to F, where 6 tools scored an A; 20 tools scored a B; 5 scored a
C and lastly, 1 tool scored a D. The tool with fewest issues was developed in
C++ and had only 4 issues related to security and coding style. The tool with
the most issues (and scored a D) was also developed in C++, and had 1044 issues,

in relation to coding style, errors, security and compatibility.

Summary: Overall, 26 out of the 32 tools scored A or B. All tools had h
issues with coding style, but no issues were found relating to code complexity,
compatibility, documentation or unused code. The tool with the most issues
was developed in C++ and had issues concerning coding style, errors, security
and compatibility.
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Figure 4.1: Results from using the automated code review tool Codacy to analyse the 32 digital forensic tools
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Code Maintainability. We examined the 22 tools developed between 2014-2018
to determine whether they were being maintained after development /last modified,
the 11 tools from 2019 were excluded as they had only been recently developed.
72.7% (16/22) tools had not been maintained after development; for 2 we were

unable to identify the date they were last modified; only 4 had recent updates.

Programming Language. Tools were developed in various programming lan-
guages, ranked in descending order of popularity; Python, C++, Java, C, Golang
and JavaScript (note that some tools were developed to be compatible with more
than one programming language). Python was by far the most popular programming
language and was frequently used for plugin-development for existing tools such

as Volatility’| or Autopsyf}

Documentation. 29 of 33 tools had some comments in their source code, which
makes maintaining the code after publishing easier. However, the quality of those
comments varied widely. Furthermore, 24 of the 33 tools provided documentation,
the majority(20) included a description of the tool, 13 provided additional informa-
tion including usage commands, 5 included installation instructions (dependencies
and requirements), 2 had configuration information, 1 had details of execution of
the tool and 1 had results from the output of the tool. There was no standard
format for developers to follow when documenting their tools, however, several
sources have provided a recommended format. For example, in Github, a Readme
file should be included with the following information: project name, description,

table of contents, installation, usage, contributing, credits and license [148].

License Online repositories such as Github allow the licensing of source code so
that they are open source [149]. However, only 11 out of 33 tools had licenses, this
meant that to redistribute the code for the tools without licenses, permission from

the copyright holder would be required and this is a cumbersome process.

Shttps://www.volatilityfoundation.org/
Shttps://www.autopsy.com/


https://www.volatilityfoundation.org/
https://www.autopsy.com/
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4.5.1 Tools from Online Searches

To identify existing digital forensic tool taxonomies and online tool repositories, we
performed an online search with the keywords “digital forensic tool catalogue” and
“digital forensic tool repository”. Overall, we identified five sources that provided
repositories of forensic tools: Four were websites that provided links to a variety
of tools from different categories and one source focused only on acquisition and
analysis tools. While these tool taxonomies included commercial and open-source

tools, they did not include research-based tools or recently developed tools.

Computer Forensic Tools & Techniques Catalogue was a comprehensive list
of forensic tools. As stated on the website, “the primary goal of the tool
catalogue is to provide an easily searchable catalogue of forensic tools and
techniques”. It contained 37 different categories of forensic tools across all
disciplines, e.g., disk imaging, live response, drone forensics and infotainment

& vehicle forensics.

Forensic Wiki. contained about 110 commercial and open-source tools that were
grouped into 10 main categories based on their functionalities, e.g., disk
imaging tools, memory imaging, memory analysis and network forensic. Some
categories had subcategories, e.g., disk imaging tools were split based on
Operating System (OS). Note, subcategories were different for each main
category, e.g., file analysis had, image analysis, software forensics, open source
and file analysis tools as subdomains; there appeared to be no universal
method of categorizing the tools. In addition, this website also included links
to websites hosting digital forensic challenges, lists of various topics and a

mixed list of datasets.

Awesome-Forensics. was a |Github repository created by Jonas Plum that pro-
vided a comprehensive list of forensic tools. This repository was created on
March 29, 2016 and as stated on the website provided a “curated list of

awesome free (mostly open-source) forensic analysis tools and resources”. This


https://github.com/cugu/awesome-forensics
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resource contained about 60 tools in 14 categories and was last updated on
April 29" 2019. We found the repository also has a list of tools for various
other domains, including penetration testing, malware analysis, hacking and

honeypots.

DFIR Training. listed 27 main categories with four of those categories being

loosely categorised under “Forensic Utilities” and by OS (Linux, Mac, Misc.
and Windows) where Misc. and Windows have further subcategories. We
could not find any information on how often this repository is updated or when

last updated: https://www.dfir.training/dfirtools/advanced-search

DF Tools Catalogue. (dftoolscatalogue.eu) was developed by the Institute

of Legal Information Theory and Technique of the National Research Council
of Italy. This repository differentiates digital forensic tools for acquisition and
those for analysis where it listed 464 acquisition tools and 1045 analysis tools
that were clustered by forensic domains, e.g., network, mobile and malware.
We could not find information how often this repository is updated or when

last updated.


https://www.dfir.training/dfirtools/advanced-search
dftoolscatalogue.eu
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4.6 Extended Taxonomy of Research-Based Tools

To answer RQ2.1, this section focuses on published tools to allow practitioners to
easily identify an appropriate tool for a given task. In order to cluster them, it is
important to follow a digital forensics taxonomy. For example, [150] introduced the
notion of abstraction layers for digital forensics at multiple levels, identifying layers
for physical media, media management, file system analysis, application analysis,
network analysis and memory analysis. He proposed that “the purpose of digital
forensic analysis tools is to accurately present all data at a layer of abstraction and
format that can be effectively used by an investigator to identify evidence”.

Previous attempts at digital forensic tool taxonomies such as [140] presented
a list of popular commercial and open-source digital forensic tools often used in
traditional forensic investigations. While other taxonomies have focused on specific
domains in digital forensic, which included anti-forensic tools [142, [143] and cloud
tools |141]. These past attempts were useful in classifying and categorising digital
forensic tools but are now outdated and did not include new areas of digital forensics
(e.g, device/IoT forensics, malware forensics). Instead, we have designed an extended
version of a widely accepted digital forensic tool taxonomy, devised by [134]. They
identified six subfields of digital forensics: (1) Computer, (2) Software (Note. where
software is defined as “uncovering potential evidence through examining software”,
(3) Database, (4) Multimedia, (5) Device and (6) Network forensics.

The NRGD [134] taxonomy is more intuitive and easier to navigatd’|and provided
a pillar to our extended taxonomy. However, it is outdated and does not include
recent digital forensic domains, for instance device/IoT forensics, malware forensics.
As the digital forensic field continues to expand and new subfields are introduced,
a new taxonomy of the domain must reflect this trend and provide an evolving
structure. Therefore, we presented a modified and extended version of the NRGD
taxonomy as shown in Figure to include recently published research-based tools.
Additionally, we go into a detailed granularity of the tools such as availability and

whether the tools have been recently maintained.

"Note: this is a personal preference and we do not say that one is better than the other.
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In our updated classification taxonomy, due to the lack of available database
forensics tools we placed databases under the software category. We also extended
the taxonomy to include malware and memory forensics categories, as they both
constitute distinct and significant realms within the scope of digital forensics.
Universal tools (shown in red) are classified under computer forensics as we did not
consider them to be a direct subfield of digital forensics. Additionally, the origin
of these tools often started in traditional computer forensics (e.g., string search,
timeline analysis). The subfields for each category (shown in grey) correspond to
paragraphs in the upcoming subsections. Note, despite the updated version, there
are some tools that fit in several subfields. In these cases, we decided to place the
work only in the subfield we identified as the most appropriate.

It may be argued that Devices/IoT forensics could be placed into other sections as
they typically contained well-known OSes and operating environments (e.g., Linux,
BSD). However, we chose to have a separate subfield as, (a) they also frequently
used proprietary file formats, (b) they were often in their own ecosystem involving
Smartphone Apps, on-device information, cloud data and network communication
that needed to be correlated and (c) they required less common procedures like

chip-off or JTAG forensics.

4.6.1 Types of Research-based Tools

In the following subsections we discuss the various tools we discovered.

4.6.2 Computer Forensics

This section discusses tools relating to the various OS as well as universal tools

that can be used independently of the OSes.

Windows Apps In Windows 8, Microsoft introduced lightweight sand-boxed
applications called “apps” to provide a full range of functionality on touch-enabled
displays. Murtuza et al. [151] created a tool called MetroExtractor to gather
static and volatile forensic data from Windows apps but did not consider in-

active hibernation files.
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File Provenance Tools were available to extract the provenance of a file, but these
require prior installation before provenance events are generated. [152] presented
the tool AutoProv that used temporal artifacts to rebuild the file provenance of a
Windows forensic image. However, the limitation in the tool was that there was

the possibility a user could alter the provenance to incriminate another party.

File System The Linux Ext4 file system saves metadata in the superblock or the
group descriptor table. Previously this information was required to understand the
correct structure of the file system, to recover the data. Dewald et al. |[153] created the
tool as a module within the Sleuthkit framework that did not require this information.
Instead file carving method and metadata analysis is used to reconstruct the file.

Allocated files that have an OID (Note, these were created when a file was
opened and then saved by an application) can be used to reconstruct user activity,
with multiple entries often created. The tool NTFSObjIDParser was developed
to automatically parse these entries, however it is possible the OID could be

manipulated using anti-forensic tools such as fsutiff]154].

In the following we summarize tools that we classified as universal tools, as

they were able to be used for various OSes.

Triage Computer evidence can be quickly examined to assess the likelihood of
acquiring artefacts using triage tools. Vidas et al. [155] produced a tool called
OpenLV to quickly identify relevant evidence, however, the tools require adminis-
trator permissions. A second triage tool called Forensic2020 runs within a bootable
environment and provides the ability to view results while the evidence is processed.
They evaluated the tool and found slight changes were made to the filesystem [156].
The next tool was designed to allow an investigator to quickly view the devices that
had recently synced with the seized devices. Hargreaves et al. |157] have proposed

a plugin called Sync Triage which extracted details and provenance of recently

8https://commandwindows.com/fsutil.htm
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connected devices. Although they only tested this on a selected number of apps, it
was compatible with several OSes, including Windows, iOS and Android. To support
investigators with minimal technical knowledge in searching the disk for evidence
in files, emails and documents, Karabiyik et al. [158] developed the tool Advanced
Automated Disk Investigation Toolkit (AUDIT) integrated with commonly used

command-line tools onto a Graphical User Interface (GUI).

Non-relevant data When a bitwise copy of a system is taken, non-relevant or
sensitive data must be securely deleted from the image. To address this Zoubek
et al. |159] proposed a selective deletion method and implemented this as a plugin
within the Digital Forensic Framework (DFF). They only evaluated their tool on
the N'TFS file system The tool required manual intervention by the investigator,

hence the authors stated that not all irrelevant data can be identified.

Timelines Timelines are used to reconstruct events and are an important step in
an investigation. This can be aided using the tool Log2Timeline, a command-line
tool that create a timeline by combining several log files and events from a system.
To extend Log2Timeline features, Debinski et al. [160] developed Timeline2GUI

which had a GUI that provided a more user friendly interface for investigators.

Approximate Matching (AM) The similarity between different files and file
fragments can be measured using Approximate Matching (AM) algorithms. [161]
Breitinger et al. presented mrsh-v2, an AM tool for detecting similarities at both
the file and file fragment levels. Mrsh-v2 was an improvement on the original mrsh
algorithm by Roussev et al. [162]. Mrsh-net by Breitinger [163] is the network
implementation of mrsh-v2, which had a single Bloom filter for the signature.
Further work by Gupta et al.[164] created the tool mrsh-cf using a Cuckoo filter,
which provided an improvement on previous AM tools in terms of processing speed,

memory footprint, compression rate and false positive rate.



90 4.6. Eztended Taxonomy of Research-Based Tools

Litigation During the legal process, all documents related to the lawsuit including
those stored in the cloud must be preserved. However, there is a possibility
that documents could be manipulated by the parties involved. To mitigate this
the authors [165] developed the Lltigation hold eNabled Cloud Storage (LINCS)

prototype, to enable auditors to verify whether the evidence had been manipulated.

String Search Search hit ranking algorithms can help investigators to search
through retrieved evidence. Using this method, Beebe et al. [166] developed
the tool Sifter that ranked the forensic importance of strings searches. It was
capable of searching both allocated and unallocated space but only validated their

algorithms on a single synthetic case.

Evidence Container Traditional evidence storage use vendor specific formats
and lacked formal specifications. Schatz [167] proposed an open specified logical
evidence container based on the original AFF4 evidence format [168]. It had the

benefit of efficient storage of file content and could be easily extended.

Summary: In computer forensics we found tools under 3 main headings
and included tools relating to various OSes. The categorised tools included:
Windows apps (1), file provenance (1) and file system (2). Tools that were
categorised as universal tools, as they were able to be used on various OSes
were categorised under 7 main headings. These included: triage (4), non-
relevant data (1), timelines (1), AM (4), litigation (1), string search (11) and
evidence container (2).

\\

4.6.3 Software Forensics including Database Forensics

As mentioned previously, “Software forensics covers for example OS forensics,

application software forensics and digital forensic analysis tools” [134].

Email In total, three tools specific to the analysis of emails were found. (1) [169)
was implemented into the Autopsy framework as a plugin called Privacy-Preserving
Email Forensics (PPEF). The plugin encrypted the suspect’s email account to

protect their privacy. A keyword search was then performed and only emails that
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matched the keyword are decrypted, but the plugin only worked if an exact keyword
matched was provided. (2) The authors developed the tool InVEST to discover
evidence and information in large email datasets. This was a visual analytic tool
that assisted investigators in finding emails related to their case when the exact
nature was unclear |170]. (3) The last tool, used interactive graphical visualization

and statistical information to identify patterns in emails [171].

Web Browser Web storage is a client-side data storage containing web browser
artefacts. Mendoza et al. [172] presented BrowStEx, a tool that parsed both SQLite
files and XML files. This provided a timeline for an investigator to search and
presented the web storage data based on a date/time frame. This prototype was
evaluated only on the 64bit Windows OS and modifications will be required for

this tool to be compatible with other OSes.

Database Forensics Research in this area has centred around relational databases.
In all, we found five tools for recovering data from databases. Kim et al. |[173] tool
recovered deleted records and tables from the Extensible Storage Engine (ESE)
database but did not recover deleted data if the record header was damaged.
Database Image Content Explorer (DICE) recovered unallocated data from ten
different Relational Database Management System (RDBMS) e.g., MySQL, Ora-
cle [174]. Another recovery tool by Yoon et al. [175] focused on the MongoDB. The
tool used metadata information, namespace file and the signature of deleted records
to recover data. Meng et al. [176] developed Bring2lite, a parser that processed
deleted SQLite records. On evaluating the parser, they found it had slightly higher
recovery rates than competing tools, although it did not work on encrypted databases.
The last tool by Wagner et al. [177] recovered data from multiple DBMSs then
stored the data in the Database Forensic File Format. The DF-Toolkit was then
used to view and search the extracted data, although, investigators may struggle to

interpret the data as some artefacts in plain-text could be meaningless.
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Summary: Software forensics including database forensics were categorised
under 3 main headings, covering OS forensics, application software and digital
forensic analysis tools. The tools categorised included emails (3), web browser
(1) and database forensic tools (4).

4.6.4 Multimedia Forensics

This section deals with tools used to recover and analyse video and images.

Video File Formats Gloe et al. [178] developed parsers to extract file format
structures and metadata from various cameras and mobile devices. They focused on
the internal file structure of AVI and MP4 multimedia containers. Their tests did
not comprise of multiple devices per camera model, so they were unable to verify

that the outcome would be the same for other devices of the same model.

Image File Carving Due to the increasing capacity of storage disks, file carving
would be an ideal triage solution. The Decision Theoretic Carving (DECA) tool
was developed to specifically carve JPEG files and used decision theoretic analysis

to consider the likely locations that the data could be stored [179].

Summary: In multimedia forensics, we found tools under 2 main headers,
which included video file formats (1) and image file carving (1).

4.6.5 Device/IoT Forensics.

This subfield of device forensics is a broad topic, which gathers evidence from a
range of small-scale devices such as mobile devices and smart home devices to

larger-scale devices such as drones and games consoles.

Mobile Devices WhatsApp is the most widely used mobile messaging app.
Capturing messages between the WhatsApp client and server can prove a useful
part of an investigation, as they can contain important forensic artefacts. The tool

ConvertPDML was developed to decrypt and view the messages exchanged between
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the client and server [180]. However, the tool could only function on a rooted device
with the password associated with the WhatsApp account.

The Forensic Evidence Acquisition and Analysis System (FEAAS) tool was used
to recover data from the iPhone backup files such as date, time and changes created
by multiple smart home devices. The results were then presented in a report that
can be used to establish whether the data was produced through voice command
or the mobile app. This study focused on data acquired logically, this meant the

tool only worked if the data had not been deleted before examination [84].

Drone The rise in popularity of Unmanned Aerial Vehicles (UAV)s also known
as drones, has led to increasing incidents of drones flying in restricted airspace and
they have also been involved in criminal and terrorist activities e.g., being using to
transport drugs and illegal surveillance [181]. Therefore they are a potential source
of evidence in an investigation. This motivated the authors [133] to develop their
tool DRone open-source Parser (DROP), which was designed to parse DAT files from
the DJI Phantom III drone and then correlated the DAT files to TXT files. Using
this tool, data could be correlated and linked to the user of a specific device based on
the extracted metadata. This tool was limited to proprietary DAT and TXT files.

Renduchintala et al. [182] presented their tool to analyse the log parameters
of the Yuneec Typhoon H and DJI Phantom 4 drones. The tool is capable of
extracting, examining flight information and converting files for 3D flight trajectory
visualization. However, it was ineffective on drones that had no logging capability

or where the data was only stored on the mobile app.

Smart Home The increasing number of [oT devices in smart homes creates new
opportunities for obtaining evidence. We identified two tools used to extract user
behaviour artefacts from the cloud, that were specifically developed to analyse
the VA ecosystem. The first tool was developed for the Amazon Alexa ecosystem
and is called CIFT: Cloud-based IoT Forensic Toolkit, which used the unofficial
cloud APIs as a method of extraction [27]. With the possibility of the cloud API

being deprecated, this method of extraction could be seen as being unreliable. For
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example, Nest [’ have stopped new users from accessing their API. The second tool
focused on four VA speaker ecosystems from different South Korea manufacturers.
Jo et al. [75] produced a tool to retrieve artefacts from the VA (NAVER Clova), that
identified commands the user had previously executed. The application could only
retrieve this information with a unique access token, which could only be obtained
by intercepting the network traffic between the VA speaker and the cloud. The
number of commands displayed is restricted to 20, which required the investigator
to continuously scroll to see further commands.

In a study of multiple smart home devices such as cameras, hubs and an alarm
system, evidence was extracted from multiple data sources such as the mobile
device and the cloud. Servida et al. |28 developed three Autopsy plugins and one
standalone tool to automate the extraction process. Two of these plugins can only be
used to extract cloud credentials. The third, was used to extract cloud credentials,
events and user actions. The standalone tool was used to download debug logs and
parse events. These tools were the first to demonstrate that open-source forensic

tools can be customised for use in IoT forensics.

XBox. In a study of the external storage of the Microsoft Xbox 360, we found
one tool, the File System N-View (FSNView) that was developed to document
metadata, using multiple storage system parsers on the same disk. Each parser
reports its metadata in Digital Forensic XML, a storage language used to carry

out differential analysis [183].

Programmable Logic Controller (PLC)/Supervisory Control and Data
Acquisition (SCADA) The PLC is one of the most important components
of a SCADA system, used in various industries such as water, electrical etc., to
automate many production processes. Given their broad deployment in critical
systems, they are a common target for cyber-attacks, with the most prominent
being Stuxnet. In this study, we found three tools used to acquire and analyse

data from individual PLCs manufacturers. Yau [184] presented the tool Control

Yhttps://www.home-assistant.io/blog/2019/05/08/nest-data-bye-bye/
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Program Logic Change Detector (CPLCD) and could be used to detect two types
of attacks on the Siemens S7-1200 PLC; reprogramming of the PLC and alteration
of the memory variables. A further tool by Denton et al. [20] was developed for the
GE-SRTP network protocol PLC, that provided direct communication with the PLC
to read the ladder logic program. The third tool, called Cutter, by Senthivel et al.
[185] was compatible with PLCs using the Programmable Controller Communication
Commands (PCCC) protocol. The tool was capable of extracting updates, ladder

logic program and configuration information.

Virtual Reality (VR) The rising popularity of VR devices on the consumer
market makes them a valuable source of digital evidence. To analyse the memory
of a VR device, [186] have produced a Volatility plugin to automate the extraction

of memory artefacts such as location, state and class of devices.

Summary: In device/IoT forensics we have categorised tools under 6 mains
headings. As this is a broad topic and this included tools to gather data from
a range of small-scale devices. The categorised tools included: mobile devices
(2), drones (3), smarthome (2), XBox (1), PLC / SCADA (3) and VR (1).

4.6.6 Network Forensics

This section summarises a variety of different network forensic tools which includes
protocols, wireless/wired security and cloud forensics.

In addition to network forensic tools, one publication by Vondracek et al.
[187] presented an offensive security tool to raise awareness. Their tool Wifimitm
“provides functionality for the automation of Man-in-the-Middle (MitM) attacks in
the wireless environment”. The package combined several existing tools and attack

strategies to bypass wireless security mechanisms, such as WEP, WPA, and WPS.

Protocols Three tools related to the network analysis of IP protocols were found.
The tool Hviz, was built for visualising, structuring, aggregating and correlating
HTTP events between workstations [188]. However, it was identified that the

network traffic from just one day, required many hours work to extract the HTTP
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requests and responses. The authors [189] presented TLS Key EXtractor (TLSkex),
used to detect and analyse threats from adversaries using TLS encryption to hide
their attacks. This tool was used to extract the master key from a TLS connection
to decrypt the TLS session. IPv6 is the most recent version of the Internet Protocol
(IP), introduced to replace IPv4 which has vulnerabilities that can be exploited
to create covert channels. A prototype tool was developed by Hansen et al. [190]
to demonstrate that IPv6 was susceptible to covert channels attacks. However,

the study was only conducted on synthetic datasets.

Attack-Identification In all, we found three tools to analyse network attacks.
The authors present the Simple Set Comparison tool, that allowed investigators to
identify the target of an attack [191]. The tool BotDAD used DNS fingerprinting
to identify bot-infected machines on a network. Although the tool could not detect
a bot outside of the investigation time or if the IP address was changed [192].
[oT botnets are rapidly increasing, hence [193] developed a Wireshark dissector to

identify IoT Distributed Denial of Service (DDoS) Command and Control.

Cloud In this study, we found two tools for the recovery of evidence from consumer
cloud storage services. The first tool called Synchronization Service Evidence
Retrieval Tool (SSERT) remotely recovered evidence from the open-source cloud
service Syncthing and provided an audit log of actions. The limitation of this tool
was that it relied on the recovery of the public/private RSA key pairs and Device
IDs from the suspects device |[194]. Roussev et al. [195] presented a proof-of-concept
acquisition tool, Kumodd that can acquire historical data of document revisions
from four major cloud storage providers. A limitation to this tool was that it

required the account holder’s username and password.

Summary: In network forensics, we categorised tools under 3 main headings.
This included network forensic tools for protocols, wireless / wired security
and cloud forensics. The categorised tools included: protocols (3), attack-
identification (3) and cloud (2).
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4.6.7 Malware Forensics

This section includes tools used to analyse malware on computers and mobile

devices (Android).

Computer Our study found two tools, both used binary analysis to analyse
malware. Complier provenance information can be used to understand how malware
binary was produced. [196] built BinComp that automatically recovered compiler
provenance of program’s binaries using the syntax, structure and semantic features
to capture compiler behaviour. Using the concept of binary analysis to detect
malware, [197] designed the tool BinGold, which automatically recovered semantics
of a binary. However, the tool required a compiler or the installation of additional
tools and the results were unlikely to be accurate if the user had packed the binary

or used obfuscation techniques.

Mobile Devices (Android) Android is the most popular OS for mobile devices
and malware is becoming more prevalent on these devices. We found three tools that
focused on the acquisition and analysis of Android malware. AMExtractor [19§]
was created to acquire and analyse the volatile memory to detect malware e.g.,
rootkits, but this tool did not work on Android devices running an ARM CPU. The
next tool AndroParse [199], contained a database of Android application (APK)
features, to speed up the analysis process. Lastly, Wei et al. [200] presented the
tool Fordroid, used to analyse APKs, to automatically identify what, where and

how sensitive information was locally stored.

Summary: In malware forensics, we categorised tools under 2 main headings.
These were tools used to perform the analysis of malware on computers and
tools for Android mobile devices. The categorised tools included: computer

(2) and mobile devices (Android) (3).
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4.6.8 Memory Forensics

Acquisition of the memory is used to gather a snapshot of the system in its current
state, this is then analysed with the appropriate tools. The acquisition and analysis

tools are further divided based on the OS for which it has been developed.

Acquisition In total, we found two tools that can be used to acquire memory.
The first tool could acquire memory from the Windows OS and was implemented
as two plugins for Volatility and Rekall. It can extract ACPI tables from a memory
image and scan for potential rootkits [201]. The next tool, Layout Expert, acquired
memory from a Linux system, however, knowledge of the memory layout was
required [202]. To overcome this complication, the tool was used to predict the
memory layout. This is implemented in Python due to having better accessibility

to parsing libraries, but this limited the speed.

Analysis We found three tools capable of analysing memory from a Linux OS:
(1) System swap files are a back-up for the OS’s virtual memory system. Both
Linux and Mac OS compressed the RAM to reduce the size of the system swap
files. Richard et al. [203] developed four plug-ins that worked within Volatility to
analyse compressed RAM. (2) The authors presented the tool sdkernel, which was
used to identify the version of the OS kernel [204]. This method does not require
heavy reverse engineering, however, it can only fingerprint known kernel versions.
Lastly, (3) Block et al. [205] produced six Rekall plugins that automated the analysis
of heap memory. Four of the plugins found the required information in the heap
then placed it into separate files. The remaining two plugins can analyse and extract
command history for various applications. To fully analyse the heap memory, the
swap files must also be analysed, however, this was not featured in the tool.

In this study, we found four tools to analyse memory for the Windows OS: (1)
Pool tag scanning is a process used in memory analysis to locate kernel objects,
that are often hidden from the OS. The authors [206] created a plugin to scan the

memory pool tags. (2) Uroz et al. [207] designed a Volatility plugin called Winesap,
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used to analyse the Windows Auto Start Extendibility Points (ASEPs) for evidence
of persistent malware. However, the tool was limited to registry ASEPs and did not
check the original ASEPs that triggered the execution of some programs. (3) The
next tool focused on malware code injected into executable pages that can hide its
existence and manipulate other processes. To detect these Block et al. [208] created
a Recall plugin called Ptenum. However, it reported all executable pages whether
malicious or not, producing a large amount of unwanted data. The final tool (4)
called Hooktracer, was a Volatility plugin allowing inexperienced investigators to

analyse API hooks and quickly identify suspicious APIs [209].

Summary: In memory forensics, we categorised tools under 2 main headings
and these were further divided based on the OS for which it had been
developed and included tools to acquire the memory of a system in its current
state. The categorised tools included: acquisition (Linux (1) and Windows

OS (1)) and analysis (Linux (3) and Windows OS (4))

4.7 Discussion of Challenges and Opportunities

Looking closely at the last two research questions - RQ2.3 and RQ2.4 - we realised
that both are closely related and we address these in the upcoming sections. We
provide a clearer separation of the two questions in the [Summary]

While freely available software/tools have many advantages, there are also
challenges. As discussed by [210] or [211], there are several risks of using free
tools/software such as the “lack of support, documentation and updates” or “safety
of the software”. Indeed, when analysing the papers and tools, we realized that
tools were often poorly commented or had little or no accompanying documentation.
Another aspect pointed out by [210] were advertising banners which we did not
encounter. The last two reasons mentioned in this blog as “quality of the user
interface” as well as “developer loses interest” where especially the latter seems to
be common: we noticed that although tools have been published, most of them were
only used in their referenced articles. In other words, (often) neither the authors

themselves continued working the tools nor have other researchers/practitioners
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R
S
&
R <
Category Subcategory Ref Year Tool Name < \'d
Windows Apps 2015 [151]  Linux compressed swap X v
é Linux duno maps
g
% File Provenance 2017 [152]  Automated Provenance v v
= (AutoProv)
—
% File System 2017 [153]  Heapinfo, Heapdump, v v
g Heapsearch, Heaprefs
S - 2019 [154] NTFSODbjIDParser 4 v
- 2015 [151]  Linux compressed swap X v
Linux duno maps
Triage 2014 [155]  OpenLV v v
- 2019 [156]  Forensic2020 v v
- 2019 [157]  Sync triage v X
- 2019 [158]  Advanced Automated v v
Disk Investigation Toolkit
(AUDIT)
4 Non-relevant data 2017 [159]  Digital Forensics v X
S Framework (DFF)
i Timelines 2019  [160]  Timeline2GUI v
et
‘é’ Approximate 2014 [161]  Mrsh-v2 v X
5 Matching(AM)
- 2015 [164]  Mrsh-cf v v
Litigation 2015 [165]  Litigation eNabled Cloud v X
Storage (LINCS)
String Search 2014 [166] - X X
Evidence Container 2019 [167] AFF4 v v

Table 4.1: Overview of digital forensic research-based tools from conferences/journals
between 2014-2019

utilised the tools. Of course, there are exceptions. The upcoming subsections

present some ideas on how the community may address these issues.

4.7.1 Reliability of Tools

Much like crime scene forensics, digital forensics must follow a clear process for
collecting, analysing and reporting such that it can be deemed admissible in a court
of law. Therefore, the tools used to collect digital evidence must be subject to
stringent testing to verify their reliability to produce “forensically sound" digital

evidence. Despite the increasing reliance on digital forensics in criminal cases and
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&
! &)
Category Subcategory Ref Year Tool Name < A
Email 2015 [169]  Privacy Preserving Email v X
Forensics(PPEF)
— - 2016 [170]  Intelligent Visual Email X v
M Search and
2 Triage(InVEST)
e - 2017 [171] X X
P
iz Web Browser 2015 [172]  Browser Storage X X
Sé') Extractor (BrowStEx)
=
® Database Forensics 2016 [L173]  EDBForensic.py X X
o - 2018 [175]  MongoDB Deleted Data v v
= Recovery Tool
& - 2019  [176] Bring2lite v v
- 2019 [177]  Database Forensic File 4 X
Format (DB3F) Database
Forensic Toolkit
(DF-Toolkit)
% Video File Formats 2014 178 - v
0
= Image File Carving 2017 [179]  Decision-Theoretic v v
Carving(DECA)
Mobile Devices 2015 [180]  ConvertPDML X v
- 2018 184] Forensic Evidence v v
Acquisition and Analysis
System (FEAAS)
Drone 2017 [133]  DRone Open source 4
Parser (DROP)
8 - 2019 [182]  Digital Drone Forensic X v
% application
S Smart Home 2019  [75] NAVER Clova X X
= - 2019 128] Plugins/Autopsy plugins 4 v
> Xbox 2014  [183] FSNView X v
g
% PLC/SCADA 2015 [184]  Control Program Logic X X
A Change Detector
(CPLCD)
- 2017 [20] DRone Open source 4 v
Parser (DROP)
- 2017 [185]  Cutter X X
VR 2019 [186]  Vivedump X X

* . . .
Multimedia Forensics

Table 4.2: Overview of digital forensic research-based tools from conferences/journals

between 2014-2019 (continued)
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& Q‘&‘d
& &
R <
Category Subcategory Ref Year Tool Name < \'d
Protocols 2018 [187]  Wifimitm v v
- 2015 [188]  Hviz X X
- 2016 [189]  TLSkex X X
E - 2016 [190]  Covert6 X X
§ Attack- 2015 [191]  Simple Set Comparison v X
2 Identification Tool
» - 2019 [192] BotDAD v v
S - 2017 [193] - X X
- Cloud 2015 [194]  Synchronisation Service v X
Evidence Retrieval Tool
(SSERT)
- 2016 [195] Kumodd v v
8 Computer 2015 1196 BinComp X X
g - 2016  [197) BinGold v X
—~
Lg Mobile 2016  [198]  AMExtractor v v
= Devices(Android)
% - 2018 [199]  AndroParse v v
= - 2018 [200]  Fordriod v X
Acquisition 2015 [201] - v X
- 2016 [202]  Layout Expert v X
o Analysis 2014 [203] - v X
z - 2014  [204]  Sdkernel v X
% - 2017 [205]  Heapinfo, Heapdump, v v
i Heapsearch, Heaprefs
2 - 2016 [206] - v X
g - 2019 [207]  Winesap v v
= - 2019 [208]  Winpmem, Ptenum v v
- 2019 [209]  Hooktracer v v

Table 4.3: Overview of digital forensic research-based tools from conferences/journals
between 2014-2019 (continued)

hence the need for reliable tools, the only sustained effort towards standard tool
testing is NIST’s Computer Forensics Tool Testing Program[’} Additionally, no
specific international standard exists for digital forensic tools. Some countries have
adopted the ISO 17025 standard, which was drafted for testing and calibration
laboratories but can be applied to digital forensics. In the UK, for example, the

Forensic Science Regulator’s code of practice stipulates that all digital forensic

Ohttps://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-

testing-program-cftt
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service providers must be ISO 17025 compliant.

Given the obvious need for digital forensics tools to produce accurate, repeatable
and reproducible results, the question arises: Do research-based tools have a place
in a digital forensics laboratory that is ISO 17025 accredited? While tools are not
validated individually under ISO 17025, the standard sets out requirements for

equipment and validation of methods and results.

Equipment Section 6.4 of the ISO 17025 sets out the requirements for equipment
and states that a laboratory shall have access to equipment including software
“that is required for the correct performance of laboratory activities and that can

influence the results.” To meet the requirements, the laboratory must:

Verify equipment conforms to specified requirements before being used (section

6.4.4)
« Ensure the equipment can achieve accurate results (section 6.4.5)

o Establish a calibration programme for equipment that is subject to review

(section 6.4.7)

o Ensure that any equipment giving questionable results or is defective be taken

out of service (section 6.4.9)

Validation of Methods and Results Section 7.2.2 of [SO 17025 requires that the
laboratory validate non-standard methods to the extent necessary to meet the needs
of the application or field of application. Validation requires that the laboratory
implement robust testing methods through a variation of controlled parameters,
comparison of results achieved with other validated tools and inter-laboratory
comparisons. Furthermore ISO 17025 section 7.7 requires that laboratories have
procedures for ensuring and monitoring the validity of their results.

We can conclude that a laboratory may use research-based tools as long as they
can ensure tools meet the requirements set out in the standard as outlined above

for equipment and validation of methods and results.
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Whilst the Daubert process, discussed in Section is not an international
standard, it may still establish the reliability of a research tool to produce results
that are admissible as legal evidence. To satisfy the requirements of the Daubert
process, the tools from peer-reviewed articles would need to be, well documented,
maintained and their development and testing processes, including code and data,
clearly documented. While maintenance is difficult to enforce, it could ensure
documentation and testing. Out of the 62 tools reviewed, 46 had been evaluated
within the articles and inconsistencies exist in these evaluations. Some tools
tested provided a detailed evaluation on accuracy and reliability using multiple
datasets/test sets e.g., the accuracy in detecting malware hiding techniques using
a real-world malware sample. Whereas others tested on the performance and
efficiency of the tool e.g., the time taken to run on a memory dump and process
artefacts. As stated by Garfinkel et al. [212], “techniques developed and tested by
one set of researchers cannot be verified by others since the different research groups
use different data sets to test and evaluate their techniques”.

With this in mind, verifying the reliability of the tools we reviewed is a non-
trivial task. As a starting point, we searched the Computer Forensics Tool Testing
catalogue databasdﬂ, but none of the tools found in the peer-reviewed academic
publications shown in Section were found, yet this fact does not negate the
tools suitability for use in digital forensic investigations.

Examining the tool catalog reveals it is somewhat limited, with just 198 tool
reports published since the year 2000, which falls considerably short of the number
of digital forensic tools in existence and in regular use by the digital forensic
community. Furthermore, as [213] pointed out, NIST’s tool testing criteria is
“narrowly defined” in areas such as limited test data, use of specific tool versions
and confinement to single image formats. It would appear that the lack of testing
methods for tool reliability not only applies to tools developed for research, but

also extends to established tools. Globally accepted standards, overseen by a

"Uhttps://toolcatalog.nist.gov/
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centralised governing body, are evidently required to regulate the reliability of

evidence produced by digital forensic tools.

4.7.2 Usability of Tools in Real World Settings

When discussing challenges, we must also address the usability of research-based
tools, specifically, their use in real-world digital forensics scenarios. We must be
cognisant of the fact that the digital forensics landscape is ever changing, where
advancements in technology lead to new or previously unseen digital artefacts
encountered during an investigation. For this reason, no single digital forensics
tool, can accomplish every task and so researchers often develop tools out of a
necessity to bridge the gaps in missing functionalities or capabilities of such existing
tools. Prime examples are Carvey’s RegRipper [214] or Garfinkel’s Bulk Extractor
[215] tools. These tools were borne from the researchers need to address the
capability limitations of existing tools. Tools such as these have become almost
“de facto” in the toolkit of digital forensics investigators. [216] points out that the
impact of research on real-world digital investigations is difficult to quantify as
the current factors for evaluating research impact are primarily academic-focused,
where there is a trade-off between the competing interests of the academic industry
and that of the field in which any work is aimed. Evidently, a tools’s worth in
real-world digital investigations can only be realised if it is accepted by the digital
forensic community. But how do we bridge this gap? As pointed out by [217],
the digital forensic discipline serves several different communities, i.e., military,
law enforcement, private sector, public sector and academia, all of which have
operated in silos with little or no sharing of information or ideas. There is a definite
need for a mindset of cooperation and openness, perhaps through initiatives where
research-based tools are disseminated to industry actors who otherwise historically
would not interact with academia. Some efforts have been made in this regard, an
example of which is the Digital Forensics and Incident Response (DFIR) Review,
which seeks to serve as a focal point for up-to-date community-reviewed applied

research and testing in digital forensics and incident response [218]. Researchers can
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make submissions to the DFIR Review, where they are reviewed by practitioners,
academics and graduate students. The view of the DFIR Review is that the faster
new knowledge can be produced, reviewed, and shared among the DFIR community;,
the better able the digital forensics industry can cope with advances in device
technology, digital artefacts and criminal activities. Despite such efforts, we are

still a long way from bridging the gap between academia and industry.

4.7.3 Centralized Forensic Tool Repository

When doing our research, we found many tools/resources, but these were spread
across the Internet on various platforms such as Github, personal websites or
repositories (as listed in Section. Especially in the latter case, these repositories
mostly contain commercial and open-source tools, but did not include tools from
peer-reviewed academic papers or those developed for the DFRWS challenges.
Additionally, ‘forensic catalogues’ had different structures (subfields) and thus
identical tools were found in different locations. On the other hand, publishers
allow/ask for tools during submission. For instance, the IEEE—DatapordT_ZI “is a
valuable and easily accessible data platform that enables users to store, search, access
and manage data”. Elsevier also encourages sharing research data¥] but positions
itself broader, defining research data as: raw or processed data files, software, code,
models, algorithms, protocols, or methods. While we agree that this is necessary,
tools will be further spread across platforms, making it harder to find them. To
counteract, the community needs to agree on a standardised taxonomy that makes
clustering tools easier. Furthermore, publishers and other platforms should agree
on a single platform or a way to exchange information. Lastly, there should be a

discussion of whether it should be mandatory to upload source code.

4.7.4 Increasing of Reusability /Maintainability

Most tools developed for research are done opportunistically. The tool is built to fit

a specific purpose in a language that is chosen by the developer, which may not prove

?https://ieee-dataport.org/about-ieee-dataport
3https://www.elsevier.com/authors/author-resources/research-data
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to be the best solution. The emphasis is not on robustness or maintainability, so the
tool does not undergo sufficient testing or meet the necessary standards of coding

and documentation. Lack of good coding practices can lead to many issues, such as:

Security: inconsistent, badly written code can introduce security and logic

flaws that threaten the integrity of the tool.

o Reliability: If tools are not coded correctly, it can lead to inconsistencies
in results from the tool. Known inconsistencies in tool outputs could cause

evidence to be ruled inadmissible in a criminal case.

» Extensible: More often than not, tools are written for a standalone, single-

purpose, making updates or extensions inherently complex.

o Scalability: tools developed in confined conditions using constrained resources

and data may not scale well

We have demonstrated this from our results of analysing the tools we identified
from academic papers, shown in Section where out of the 32 tools found,
most of the tools had security issues.

If open-source tools are to be accepted as reliable by both the digital forensic
community and courts of law, they must be developed using a clear methodology
that is consistent and adheres to good coding practice. However, imposing good
coding practices and standards globally may prove difficult in the realm of digital
forensic tool development, especially with tools built for academic research. There
are solutions currently available to tool developers that will enable consistency in
code structure, syntax and documentation and thus help support acceptance of the
tool and ultimately its reliability. Tools such as linters and static code analysers
can greatly enhance code quality. Linters help identify general programming errors
such as syntactic and stylistic errors as well as known coding bugs. Static code
analysers can identify similar errors besides to searching for known vulnerabilities
in the code, such as identifying where code is susceptible to SQL injection or
cross-site scripting attacks. These tools are, of course, up to the discretion of the

tool developer, so may never be considered.
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One solution to increasing the maintainability of a tool is to develop it as
a plugin for an already established tool. Generally, such software has excellent
community support, so a useful plugin could easily achieve widespread acceptance.
For example, Sleuthkit Autopsy is a widely accepted digital forensic tool that
enables plugin additions and has a vibrant community repository on GitHub [219].
They have developed plugins for forensic tasks such as viewing forensic data, data

extraction, approximate matching and reporting.

4.7.5 Development of IoT Forensic Tools

Our study also showed that the development of IoT forensic tools is still in its
infancy; it has highlighted the gaps in 10T forensic tool development. While we
identified multiple standalone tools and plugins that worked with Autopsy, these
were limited to specific manufacturers of smarthome devices [28]. There is yet
to be a generic tool compatible with multiple manufacturers or a comprehensive
framework. Given the sheer amount of IoT devices, it is unclear if commercial
tools alone can cover the market or if practitioners will require/depend on the
research community to provide tools.

In particular, there is a requirement for more tools to extract traces left by IoT
applications on mobile devices. Another challenging aspect is tools to acquire and
analyse the memory of IoT devices. Lastly, we require an expansion of network
forensics tools: IoT devices often use other protocols such as Bluetooth, Zigbee and
Z-Wave and thus more development /research is required to process these protocols.
It is also important to identify and triage [oT devices on the network, although
there has yet to be a tool to automate this process. Analysing the communication
protocols of an IoT devices network traffic can determine whether information is
encrypted or in cleartext. This information can help identify different entry points

and ways to obtain information from the devices.
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4.8 Summary

In this chapter we reviewed almost 800 articles to study the digital forensic tools
produced through research since 2014 from various venues. We analysed all tools
identified regarding various criteria which allowed us to answer four research

questions:

RQ2.1: What tools have been published? (categorisation) As stated in
the introduction, digital forensics is a discipline that often involves tool development.
Those tools highlighted in Section where we identified 62 different tools, which
we categorised according to digital forensics subfields. These subfields were proposed
by [134] and were extended to cover the growing areas of digital forensics, such as

device/IoT forensics.

RQ2.2: Are tools freely available and/or maintained? (license, down-
loadable) Out of the 62 identified tools, unfortunately only 33 were found (still) to
be publicly available. The majority (~ 80%) of these tools were released on Github
with the potential to be used by the digital forensic community as viable tools. We
closely examined whether these tools were maintained after development and found
many were not. Regarding the quality of the comments within the source code, we
found 29/33 made comments, although the quality of these comments varied in how
comprehensive they were. While 24 out of the 33 tools provided documentation,
e.g., description of the tool, installation instructions. The level of detail in the
documentation for each tool varied, as there is no standard format for developers

to follow and present this information.

RQ2.3: Are tools applicable and usable? (assessment with respect to
programming style, interfaces, code quality, testing, and documentation)
We found that, of the tools available, a high percentage had not been maintained

since their published date, nor did they have sufficient documentation. The problem
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lays with the fact that, in most cases, tool development has not been the focus of
the research, but a by-product. With a combined lack of coding standards, limited
testing, disparate repository locations and poor documentation, it is unlikely the
digital forensic community will widely adopt these tools. The results from our
analyse of the 32 tools support this, where we found 24 had security issues in the
source code (as shown in Figure [4.1)). Documentation for 29 out of the 33 tools had
some comments in their source code, the quality of the comments varied as they
followed no standard format. The repository locations varied with the majority
stored on public repositories (Section . Commercial or established open-source
software remains the de facto “go to” tools for forensic investigators and thus has
become accepted as reliable sources of evidence in criminal trials. However, with a
distinct lack of proper tool testing standards across the board, perhaps that the tools
identified in our research may still have the potential to produce reliable evidence.
In order for these tools to be recognised, we need to develop and adopt a set of
guidelines and standards for developing and testing tools for quality, maintainability

and ultimately reliability.

RQ2.4: What are the current challenges in the area of forensic tool
development? As suggested, there is a requirement for a centralized repository
specifically for tested tools, if tools are to be exposed to the wider community and
thus achieve widespread acceptance. We hope that tool researchers (developers)
will spend more time on code documentation and preferably develop plugins instead
of stand-alone tools, thus increase re-usability.

Lastly, we found that there was an underdevelopment of tools in IoT forensics.
Despite being a growing field, there are still many gaps in tool development to
automate the identification and triage of IoT devices. We found the need for
network forensic tools to study the various communication channels used by IoT
devices, as knowing whether data is encrypted or in cleartext will help establish

ways to extract information from the devices.
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Previously in Chapter[d], we discussed the shortcomings of existing digital forensic
research tools and the gaps in [oT forensic tool development. More precisely, we
found a requirement for an identification approach for IoT devices on the network.

To fulfil this requirement, we propose a method that uses machine learning together
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with features extracted from IoT traffic to identify the type of IoT devices on the
network. First, we overview existing research in IoT identification, then discuss
the datasets we use to evaluate our approach and describe the features we use for
identification. Furthermore, we describe three commonly used feature selection
methods to reduce the feature set. Finally, we assess the computational performance

on multiple hardware to determine the portability of our approach.

5.1 Introduction

The first and most essential part of any forensic investigation is the search for
evidence [17]. However, identification in the IoT context is especially difficult, the
investigator does not know where the data is physically stored. Furthermore, in
contrast to traditional forensics where the objects of interest are normally limited to
different types of computer systems or mobile devices, IoT devices are heterogeneous
and small, so that it is not always possible to physically identify all the devices at a
crime scene [71]. An identification approach would speed the identification stage
of the forensic process and ensure that all evidence from the devices is gathered.
Additionally, collecting evidence from IoT devices is time-critical, as they have
limited local storage, therefore the longer the device is running the higher the risk of
data being overwritten [19]. To this end finding a method to accurately, efficiently
and uniquely identify the type of IoT device is invaluable to forensic investigators.

As stated by [71], the identification stage of IoT forensics has been unexplored,
requiring further investigation to locate “hidden devices”. Although IoT devices
can be identified on the network using the devices” MAC address, this only
provides information on the manufacturer of the device and not the specific
model. Instead, we aim to identify the device-type which in this work is defined as
a combination of manufacturer, model and software version, creating a unique
“fingerprint” of the device.

Recent research has focused on identifying [oT devices by using implicit identifiers
in the network packets. Prior work by [22, 23] extracted information from the

packet headers and computed the statistics (e.g. minimum size of IP payload).
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Meanwhile [24] observed identifiable patterns in IoT devices traffic flow, thus
extracted behavioural patterns from the device (e.g., total number of downloaded,
uploaded bytes). However, these approaches were inefficient as they required a
substantial number of training datasets and depended on many features to train
the classifier. In this chapter, we propose our machine learning approach that can
identify the of IoT devices device-type. Our approach used packet header features
for speed and behaviour features for accuracy combined with feature selection
improving accuracy, we adopted a feature selection method to select the best
performing features, improving accuracy and training the algorithm faster as there
was less data. Whereas prior approaches [22, 23| [220] depended on a large feature set
to train the classifier. In our approach we used a feature selection method Sequential
Forward Selection (SFS): which reduce our feature set from 22 to 9 thus allowing
for quicker identification. In doing so, we were able to reduce the identification
runtime, retaining high accuracy but minimising the time required for identification,
thereby risking less time for data on the IoT device to be overwritten. As a result,
of these experiments, forensic investigators can uniquely identify each IoT device
on the network by the manufacturer, model and software version instead of relying
on traditional identifiers such as the MAC address or hostname. Furthermore, we
demonstrated our approach was sufficiently generic to work on multiple IoT devices
by testing it on devices from various manufacturers.

To address the lack of an identification method to establish the type of IoT

devices on the network, this chapter furthers the state-of-the-art by:

1. Proposes a machine learning-based approach that combines both packet
headers and behavioural features to identify the type of IoT devices on the

network, intending to improve identification rate (Section [5.3.3)).

2. Validates our approach using data collected from 22 IoT devices over a 2-
hour period and identifies the use of the feature selection method Sequential

Forward Selection (SFS) to reduce the feature set from 22 to 9, improving
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identification runtime by approximately 80% and demonstrate an average

identification accuracy of 98.2% (Section [5.4)).

3. Demonstrates the portability of our approach by assessing the computational

performance on 3 different types of hardware (Section [5.4.2)).

In summary, we first overview existing research in IoT identification, we then
discuss the datasets we use to evaluate our approach and describe the features
we use for identification. Furthermore, we describe 3 commonly used feature
selection methods for reducing the features set. Finally, we assess the computational

performance of our approach on multiple hardware to determine its portability.

5.2 Fundamentals of Device Identification
5.2.1 Device Identification in Digital Forensics

In conventional digital forensics when computer systems or mobile devices are
the source of evidence at the crime scene, it is easy to establish the number of
devices to seize. An identification approach to identify the type of end-users’
mobile device is already in use for mobile forensics. Typically, mobile devices are
identified using the International Mobile Equipment Identity (IMEI) number, this
is designed to be unique to the device, however, it can be manipulated and is
considered insecure. Therefore, [221] identified devices by “fingerprints” based on
Radio Frequency (RF) hardware inaccuracies. They proposed to create a unique
fingerprint for each device by detecting the physical properties of a mobile phone’s
RF hardware. Their approach would allow forensic investigators to identify mobile
devices on the Global System for Mobile Communications (GSM) network without
relying on traditional identifiers such as IMEL.

Although identification has not been fully explored in the context of IoT
forensics [71], the challenges were highlighted by [16] who found that forensic
investigators had difficulty in locating and identifying IoT devices due to their

diminutive nature.
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Figure 5.1: Typical workflow of using machine learning to identify IoT devices on the
network [23]

5.2.2 10T Identification

On a network, IoT devices identify each other using the MAC address, but this
can only provide the device manufacturer. A recent approach is the use of implicit
identifiers called features are extracted from the network traffic (or packets), which
a device uses for its communication over the network.

This type of approach requires the use of machine learning and features extracted
from the network traffic to create a unique “fingerprint” of the device. Figure [5.1
shows a typical flow of this, including: training phase, where features are extracted, a
fingerprint which is a collection of features are that represent the device is generated
for each device. Next, the classification phase, where a classifier is trained using
machine learning algorithms. Next, when an unknown device needs to be identified
in the prediction phases, a fingerprint is generated with the same set of features.
The generated fingerprinting is subjected to the classifier derived earlier with a
list of probabilities to be predicted (prediction phase) [23].

The earliest work using a packet header as features for loT device identification

was published by Miettinen et al. [220], where they observed that network traffic
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communicated in a certain pattern during IoT device setup. Based on this finding,
during the [oT device setup process they extracted 23 features from the packet
header, and present IoT Sentinel framework, which achieved 50-100% accuracy
across all devices. To improve on [220] method, Helsinki et al. [23] developed a
sequence-based identification method, that extracted a set of packets ordered by
timestamps. They extracted 90 features from the packet header (Ethernet, IP,
TCP/UDP) and then calculated the statistics of each packet and improved [220)]
method with an average increase in the identification rate of 14%. Although [23]
and [220] approaches required only two minutes of network traffic this is collected
during the setup phase, which is not available post forensic incident. Additionally,
a feature set as large as 90 features negatively impacts on the identification time.

Another method of IoT device identification used the behaviour patterns of the
device as features. In a 6-months study, [24] Sivanathan et al., captured the network
traffic from 28 IoT devices and observed that individual IoT devices exhibited
identifiable patterns in their traffic flows such as activity cycles and volume patterns.
Using this knowledge, they extracted 15 flow features such as the duration of a
flow, the interval between flows and volume etc., then used a multi-classification
process to achieve 99% accuracy. However, a multi-stage classification method is
complex, and using a large training dataset and feature set can slow identification.
This would hinder a forensic investigation that is time-critical especially if volatile
data is stored on the device.

In related work, Bezawada et al. [222] demonstrated it was possible to use
3 main features for classification: entropy of the payload, TCP payload length
and TCP window size. The authors captured network traffic from 14 IoT devices
during the device setup, idle and interactions phases and observed that the length
of the TCP payload was device specific, even on encrypted packets, achieved an
identification accuracy of 86-99%.

More recently, Marchal et al. [223] demonstrated that it was possible to identify
the type of IoT device by using the periodic background flows from IoT traffic. The

authors extracted 33 features and achieved an identification accuracy of 93-99%
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Tools Description Utilisation

Raspberry Pi 3 Wireless access point Capture the wireless network traffic to
(WAP) and from the IoT devices

TCPdump Network traffic Automate capturing network traffic
collection

Wireshark Packet analyser Capture live network traffic

Argus (Audit Record Packet flow monitor Extract flow features

Generation and and analyser

Utilisation System)

Scapy Network packet Extract the packet header features
manipulation tool

Scikit-learn Machine learning
library

Table 5.1: Apparatus utilised in the experiments

across all device-types. However, this approach did not identify individual devices,

only only the device-type based on manufacturer.

5.3 Methodology

The apparatus used in the various experiments are presented in Table [5.1. For

our experiments, the following stepwise procedure was used:

IoT device selection: We selected 22 [oT devices that represented a wide range

of different categories (Section |5.3.1)).

Datasets: We used two different datasets, which contained network traffic obtained
from 22 IoT devices. One of the datasets contained data collected by us from
11 devices (Dataset-1), and the other dataset contained data from an existing
source (Dataset-2) [24]. Features were extracted from these datasets for use

in our machine learning approach (Section [5.3.2)).

Feature Extraction: We used various tools to extract packet header and be-

havioural features identified in Section [£.3.3

Data Pre-processing: We carried out data pre-processing by replacing any miss-

ing values and normalising the dataset (Section [5.3.4)).



118 5.3. Methodology

Feature Selection: We used various feature selection methods to select the best

feature set and remove any redundant (Section [5.3.5)).

Classification and Evaluation Metrics: We evaluated the performance of var-

ious classifiers to identify which performed the best, using various metrics

(Section [5.3.6)).

Computational Performance: We evaluated the efficiency of our approach be-

tween each phase of our approach (Section [5.3.7)).

Results: Finally, the results are presented, where we evaluated various feature

selection methods and classifiers (Section [5.4)).



\‘2'@% &‘&“ -
Sl =
No. Category Device Model Non-Volatile Volatile External (SD Mobile 4 © @
RAM RAM Card) Apps §’~
1 SH Samsung SmartThings hub 4GB N\A N\A v ©) ® %ﬁ
(2" E
2 Phillips Hue bridge* 32MB N\A N\A v ©) ® —~
3 Vera plus hub* 256MB N\A N\A v (©) ® %
4 HA Amazon smart plug* N\A N\A N\A v ® ©) S
5 TP-Link plug(HS110)* N\A N\A N\A v ® o S
6 TP-Link lightbulb(LB100)* N\A N\A N\A v/ ® @) <.
7 Wemo plug* N\A N\A N\A v ® ©) 1
8 LiFX lightbulb N\A N\A N\A v ® o ‘”
9 iHomet N\A N\A N\A v/ ® o S
10 Nest protect smoke alarm? N\A N\A N\A v ® ©) <
11 SC TP-Link camera(KC100)* N\A N\A N\A v ® O ®
12 D-Link camera(DCS-932LB)*  N\A N\A Micro 32GB v o) ® =
13 Netatmo welcome cameraf N\A N\A N\A v ® (©) S
14 TP-Link day night cloud N\A N\A Micro 32GB v ® ©) §
camerat 3
15 Samsung smart camera ! N\A N\A N\A v ® ©) e
16 Nest dropcam camera® N\A N\A N\A v ® ©)
17 Insteon cameral N\A N\A Micro 32GB v ©) ®
18 VA Amazon Echo (2nd)* 256MB 4GB N\A v ® (©)
19 Google home mini* 256 MB 4GB N\A v ® O
20 M Netatmo weather station® N\A N\A N\A v ® (©)
21 Triby speaker? N\A N\A N\A v ® (©)
22 PIX-STAR photo-frame’ 8GB N\A N\A v ® O

!'Smart Hubs (SH), Home Automation (HA), Smart Cameras (SC), Voice Assistants (VA) and Miscellaneous (M)
" ToT devices from Dataset-1
" 10T devices from Dataset-2

Table 5.2: Detailed specification of the 22 devices used in the experiments. The symbol * indicates IoT devices from Dataset-1 and
symbol T indicates to the IoT devices from Dataset-2.

or7
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5.3.1 IoT Device Selection

As previously stated, we selected 22 IoT devices which were either wired or had
wireless connectivity. We also connected non-IP devices to the smart hubs that
supported other communication protocols such as Zigbee, Bluetooth and Z-wave.

Table lists all specifications of the devices utilised, these included information
on the: device model, internal storage capacity (non-volatile and volatile RAM),
external storage capacity, mobile apps and type of network connectivity. These
are types of features useful to a forensic investigator examining the device. The
devices were then setup using the manufacturers apps where possible. If a device
was compatible with Amazon Alexa, then it was configured to connect to the
service, this was done in order to emulate a consumers smart home configuration
for their IoT devices, such as the Phillips Hue bridge hub and Wemo plug. We
categorised the devices into 5 main categories: Smart Hubs, Home Automation,
Cameras, Voice Assistants and Miscellaneous. We had two major selection criteria

when we chose the devices:

Variety of families and manufacturers: The devices selected had to belong to
different device manufacturers. Consequently, our selection included hubs,
cameras, switches and smart speakers. This ensured that we had a represented

sample of the devices available on the market.

Popularity: For each category of device we searched popular retail outlets, e.g.,
Amazon and selected based on price, popularity, customer rating and reviews.
This ensured that we selected devices that were most likely to be used by the

consumer.

5.3.2 Datasets

In the experiments we used network traffic from two sources. The first dataset
(labelled Dataset-1) was network traffic collected from 11 [oT devices connected to

our testbed, these are shown in Table[5.2] To capture the network traffic, we used the
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Feature Dataset Description

No. of IoT devices Dataset-1- 11, Dataset-2- 11

Features 22

Behavioural feature extraction We used the tool Argus to extract the behavioural
features

Packet based feature extraction =~ We developed a Python script using the Scapy and
Panda libraries

Table 5.3: Summary of key features of both datasets

tool TCPdump running on a Raspberry Pi 3, over a period of 10 days. To mimic a real-
world investigation scenario, where human interactions with the devices would be
limited as we expect the devices to be in an idle state during identification. Although
some devices ran automated rules at a certain time to change the state of the lights.

We excluded devices such as that did not frequently create network traffic unless
in use, for instance, the Withings scales, leaving 11 IoT devices from Dataset-2.

The second dataset (labelled Dataset-2) was created by the authors [224] and
consisted of 26 weeks of network traffic from 28 IoT devices. This dataset included
devices from various categories such as cameras, switches, hubs etc. We excluded
devices mobile devices, laptops and devices that did not continuously create network
traffic unless in use, for instance, the Withings scales. We excluded these devices
and focused on classifying the device type of IoT devices only, this left 11 ToT
devices from Dataset-2. A full list of the devices are shown in Table [5.2] for
our experiments we randomly selected PCAP files dated 24" /25! /26" September
2016 and 4™ /5™ October 2016. Overall, the dataset consisted of 22 IoT devices
(Dataset-1 and 2). A detailed description of the datasets used in our experiments
are shown in Table [5.3] and included the following information: number of IoT
devices from each dataset, the methods used to extract the behavioural and packet-
based features and finally a list of these features.

Sensitive data in the network traffic could reveal information about the network
architecture, user identity or user information. Therefore, anonymisation techniques
can be used to protect privacy by sanitising the network traffic captures so that
the objects or person are no longer identifiable. Dataset-2 [24] is in the public

domain, therefore data anonymisation is not required. As we collected Dataset-1,
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Category Feature Feature name Description
()
No.
Behavioural 1 Total bytes Total number of bytes downloaded and uploaded
2 TotBytes Duration of a network flow
3 Afr Average network flow rate
4 NTP interval Period in which the device synchronises their time with the
NTP servers
5 DNS interval Period in which the device queries a domain name
Packet 6 Minimum size of IP payload Smallest size of the IP payload
header
7 Median size of IP payload Middle number of the IP payload
8 Maximum size of IP payload Largest size of the IP payload
9 Mean size of IP payload Average of the IP payload
10 1st quartile size of IP payload Median of the lower half of the IP payload
11 3rd quartile size of IP payload  Median of the upper half of the IP payload size
12 Variance size of IP payload Distribution size of the IP payload
13 Minimum size of Ethernet Size of Ethernet packets
packets
14 Median size of Ethernet Middle number of the Ethernet packets
packets
15 Maximum size of Ethernet Highest value of the Ethernet packets
packets
16 Mean size of Ethernet packets  Average of the Ethernet packets
17 1st quartile size of Ethernet Median of the lower half of the Ethernet packets
packets
18 3rd quartile size of Ethernet Median of the upper half of the Ethernet packets
packets
19 Variance size of Ethernet Distribution size of the Ethernet packets
packets
20 Minimum size of TCP window  Smallest size of the TCP window
21 Maximum size of TCP window  Largest size of the TCP window
22 Mean size of TCP window Average of the TCP window size

Table 5.4: 22 features (2 categories) used for all the 22 IoT devices for device identification

a data anonymisation technique needed to be considered. However, we feel that
it is not required, as our dataset was collected on a restricted testbed where no
personal data was collected. Additionally, we filtered the PCAP files based on
the MAC address of each device. Therefore each files contains only the network

traffic for that individual device.

5.3.3 Feature Extraction

To create a set of features for IoT device identification we extracted features from
the network traffic . We selected features based on the aforementioned work in the
use of packet header features (e.g., mean, minimum and maximum size of the TCP
window) [23], 222] and behavioural features (e.g., average network flow rate) [21].
Although previous studies in IoT identification have used these types of features

separately, we combined them, because behavioural features required less training
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data and together with packet features and allowed for higher accuracy.

Behavioural Features. Sivanathan et al. [24] observed that the behaviour of an
IoT device created a unique pattern. This is unlike packet header features which
are not unique to the device. However, to observe a pattern a longer duration was
required. Overall, we selected 5 behavioural features: 3 in relation to the network
flows, which were the sequence of packets between the source and the destination,
and the remaining 2 features in relation to the IoT devices’ traffic pattern. The 5
features were: (1) flow volume is the total number of download and upload bytes;
(2) flow duration is the first and last packet of the flow; (3) average flow rate is
the flow volume divided by the flow duration; (4) DNS interval is the periodic
manner in which the IoT device queries a domain name. For example, the Amazon
Echo requests the domain name example.org every 30s. (5) NTP interval, as IoT
operations are time critical; they therefore synchronise their time with publicly
available NTP servers. The interval is the periodic way it synchronises with the
NTP server (shown in Table[5.4). There were other behavioural features such as the
type of cipher suites and the frequency of the ports. However, these are generated

infrequently and are time-consuming to generate.

Packet Header Features. We extracted packet header features from each packet
to gain the size of TCP window, Ethernet header and IP payload. Then for each
packet we computed the following statistics: minimum, maximum, mean, median,
variance and percentiles (25th and 75th). In total, this created 17 features, as shown
in Table [5.4] Indistinguishable features of the device, such as source/destination

IP address and port number were not selected.

Extraction. We combined the behavioural and packet header features, which
created a total of 22 features. To extract these features from the network traffic, we
used the MAC address to parse the devices network traffic from the PCAP files. To

extract the 5 behavioural features we used the tool Argus[] and then merged each

'https://qosient.com/argus/
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Figure 5.2: Generating packet header and behavioural features for classifier training

devices network traffic into one PCAP file and reordered the flows based on the
timestamp. To extract the 17 remainting packet-header features we used a Python
script developed using Scapyﬂ and the Panda [225] library. The generation of the
behavioural and packet header features is depicted in Figure [5.2]

5.3.4 Data Pre-processing

To determine the amount of network traffic required for identification we tested
network traffic captures with different durations, which varied from 5 days, 1 day,
120, 90, 60, 30 minutes. We found that a duration of 120 minutes was optimal,
as shorter times were not long enough to detect sufficient behavioural features
for some devices. For example, the feature NTP interval for the D-Link camera
took around 16 minutes to generate 1 instance.

In total, we analysed 52,245 samples of network traffic obtained from 22 IoT
devices. The quantity of traffic for each IoT device varied depending on the type of
device e.g., smart cameras typically created more than other devices as they were
active for longer periods. Additionally, the feature lengths differed as behavioural
features were generated using flows which were variable in length, while the packet

header features were generated from each packet, so these feature lengths were

’https://scapy.net/
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constant. This created an imbalance in the dataset, therefore any missing instances
were replaced with the average value.

Next, as some classifiers performed better on numerical values, we assigned
each unique device name with an integer value (Note, commonly known as one-
hot encoding). For instance, Samsung Smartcam was assigned 1 and TP-Link cam
2 [226]. Additionally, some classifiers performed better on normalised data such
as the k-NN classifier where the accuracy can severely degraded if the feature
scales were inconsistent. Therefore, we normalised the features using Scikitlearn
StardardScale library to have zero means and unit variances in order that each

feature contributed equally.

5.3.5 Feature Selection

Feature selection is a process used to identify the best feature set and remove those
that are redundant, thereby improving identification time and accuracy. In the
past, feature selection has proved to be a good method of reducing the number
of features, improving the classification and greatly improving the computational
performance. There are two types of feature selection methods: filter and wrapper.
Filter methods use statistical measures to score the correlation or dependency
between the features. Whereas wrapper methods are tuned to the specific classifier
to find the optimal features [227, |228]. To find discriminate features for our IoT
device identification approach we evaluated the performance of the following 3

commonly used feature selection methods:

Sequential Forward Selection (SFS): This method starts from an empty sub-
set of features and sequentially selects one at a time until no further improve-

ment is achieved [229, [230].

ReliefF: This is a feature weight technique that estimates the feature quality by
drawing instances at random, then computing their nearest neighbours. Higher
weights are given to features that discriminate an instance from neighbours

of different classes [231]. This method does not have to exhaustively check
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every pairwise interaction, thus takes significantly less time than SFS and

RFECV [232].

Recursive Feature Elimination Cross-Validation (RFECV): This feature se-
lection method removes the weakest feature(s) until the previously selected

number of features is reached [233].

5.3.6 Classification and Evaluation Metrics

We compared the performance of 4 classifiers and used cross-validation with a
10-fold stratified k-fold over 10 iterations to reduce the probability of over-fitting
and ensured that each fold preserved the proportion of the devices’ class. To
determine the optimal parameters for the classifiers we performed a grid search,
different parameters were used depending on the classifier. The parameters selected

for each classifier are briefly described as follows:

k-Nearest Neighbours (k-NN): computes the distance of each test instance for
the nearest k neighbours [234]. We tested the K value between 1-20 with the

best results achieved with k=5 and Euclidean distance.

Random Forest (RF): is combining the predictions from several trees, each of
which is trained in isolation [235]. The main parameter for RF is the number
of trees, therefore a range of [100,250,500,1000] trees were assessed, with the

best parameter found at a setting of 100.

Support Vector Machine (SVM): this attempts to find a boundary that di-
vides the data into negative and positive points so classification error can be
minimized [236]. We varied the soft margin EI constant C between 1-50 and
found C' = 3 achieved the best results.

Logistics Regression (LR): is used to predict the outcome of 2 values such as 0
or 1, yes or no, win or lose etc [237]. We achieved the best results using the

following parameters penalty=I12, C=1.0.

3Note: The lower the C parameter the softer the margin
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High-end Laptop Raspberry Pi 3
Desktop

CPU Intel(R) Core(TM) Intel i5-1035G1 64-bit 1.4GHz quad
CPU i7-4670K processor core processor

RAM 32 GB 8GB 1 GB

OS Windows 10 Ubuntu 16.8 Raspberry Pi OS

Table 5.5: Evaluation of the computational efficiency of our approach on various hardware
specifications including high-end desktop, laptop and RPi 3

Evaluation Metrics

We used 3 common classifier performance measures to evaluate our identification
approach: recall, precision, and F;-score. The recall is the ability of the classifier

to find all positive instances and is defined as [238|:

Recall — True Positives

True Positives + False Negatives

The precision is the measurement of the probability that the classifier does not

label an instance positive that is negative, and is defined as [23§]:

o True Positives
Precision =

True Positives + False Positives

Finally, the F;-score was used to measure the effectiveness of retrieval and is
used to measure the accuracy of predicting the device, which is the harmonic mean
of recall and precision [239]. We used the F';-score as the performance metric to

measure the accuracy of prediction for each device-type, the F;-score is defined as:

F =2 Precision - Recall

" Precision + Recall

5.3.7 Computation Performance

In these experiments we evaluated the computational efficiency of our approach
by measuring how much time was required between each phase of our approach,
which consisted of the following 3 stages: (1) Pre-processing time: the average pre-
processing time required to extract and pre-processed the packet and behavioural

features. (2) Training time: the average time required to train the classifier and lastly
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Metrics
Feature Classifier Fi-score Precision Recall No. of f Average
Selection Score (%) (%) Runtime
Method (%) (secs)
All features RF 91.8 89.1 87.9 22 18
SVM 70.6 77.2 73.8 22 6571
KNN 92.4 94.1 94.2 22 57
LR 91.2 92.5 92.8 22 3833
SFS RF 93.0 93.5 94.1 9 1200
SVM 77.5 76.5 74.5 10 1800
KNN 98.2 97.1 98.1 9 1711
LR 90.2 91.2 89.2 12 2832
RFECV RF 93.2 92.1 93.0 20 2270
SVM 92.7 91.2 90.2 21 4419
KNN f - - - - -
LR 90.2 91.3 89.2 20 5401
ReliefF RF 93.2 92.3 94.1 9 7
SVM 38.1 38.3 44.0 9 2840
KNN 94.5 96.0 94.8 9 14
LR 87.3 88.0 89.4 9 258

"RFECV does not support the k-NN classifier

Table 5.6: Comparison of the classification performance of RF, SVM, KNN and LR
using different feature selection methods

(3) the identification time: the time to carry out identification. The dataset was
first divided, where 80% of the instances were for training and 20% for testing. We
then conducted experiments on three different hardware systems: high-end desktop,

laptop and Raspberry Pi 3 (RP1i), detailed specifications are shown in Table [5.5|

5.4 Results
5.4.1 Classification and Feature Selection

The overall results from evaluating the feature selection methods and classification
are shown in Table [5.6] and Figure [5.3] this was divided into 4 categories: all
features, SF'S, RFECV and ReliefF and tested each on the 4 classifiers (as described
in Sec. . We decided to use Fj-score as the main performance metric with
precision and recall as supporting metrics as described in Section [5.3.6, The SFS
method combined with the k-NN classifier and 9 features (as shown in Figure
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Figure 5.3: Results from comparing the four classifiers and the three feature selection
methods
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Figure 5.4: The performance of using SFS fitted to the k-NN classifier, and 9 features
to get a Fj-score score of 98.2%

provided the highest prediction with an Fj-score of 98.2%, compared to using all
the features where the F;-score was 92.4%.

The 9 features that were selected using SFS included: Total bytes, Ethernet
header (max,mean, 3rd quartile), IP payload (max) and TCP window size (max,

min, mean). Although using these features only increased the identification rate by
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Category Feature Description Importance

()
No.

Behavioural 1 Dur:First and last packet of flow 0.001

2 TotBytes:total no. of downloads and upload 0.004
bytes

3 Afr:Average flow rate 0.000
4 NTP interval 0.005
5 DNS interval 0.004

Packet 6 Minimum size of IP payload 0.028

header
7 Median size of IP payload 0.050
8 Maximum size of IP payload 0.057
9 Mean size of IP payload 0.035
10 1st quartile size of IP payload 0.037
11 3rd quartile size of IP payload 0.034
12 Variance size of IP payload 0.040
13 Minimum size of Ethernet packets 0.028
14 Median size of Ethernet packets 0.050
15 Maximum size of Ethernet packets 0.057
16 Mean size of Ethernet packets 0.035
17 1st quartile size of 0.037
18 3rd quartile size of Ethernet packets 0.035
19 Variance size of Ethernet packets 0.041
20 Minimum size of TCP window 0.042
21 Maximum size of TCP window 0.125
22 Mean size of TCP window 0.148

Table 5.7: 22 features (2 categories) used for device identification, the highlighted scores
correspond to the most important features computed using the ReliefF feature selection
algorithm

6%, the identification time decreased from 57 seconds (s) to 11s an improvement
of 80.7% compared to using all the features. Overall, it took SF'S 29 minutes to
identify the best feature set, on the other hand, RFECV took considerably longer
and the reduction of features were minimal.

The performance of identification was lowered by the following 5 features: the
duration of flow (f2), average flow rate (f3), DNS interval (f5), variance IP payload
(f12) and variance Ethernet packet (f19). The features f2 f3 and f5 decreased the
performance of classification as they required a longer duration to generate these
types of features. For example, for DNS interval it took on average 1201s to generate
1 instance, meant not enough instances were generated. These low features also
corresponded with the results from the ReliefF algorithm where the importance was
close to zero. The remaining 13 features did not improve the F;-score, although they
may be valuable in later stages when scaling the classifier with additional IoT devices.

The ReliefF algorithm was used to compute the importance scores for each feature
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Figure 5.5: Distribution of the top 4 features using the ReliefF feature selection algorithm
from 4 IoT devices

and are presented in Table [5.7] The most relevant features had a higher score than
zero, whereas the least relevant features were zero or negative. Alternatively, if the
threshold was set too low, there would an increase in the number of irrelevant features.
As with any threshold, this was somewhat arbitrary, therefore since our importance
scores ranged from zero to 0.148, we selected a threshold of 0.040 to avoid missing
relevant features. In total, 9 features had the highest scores, and these were all from
the packet header. Figure demonstrates the distribution of the top 4 features
using the ReliefF algorithm and shows a clear distribution among the features.
The TCP window size (min, max and mean) features were highlighted as the
most important features as they were present in all the feature selection results.
This was because TCP window sizes were dependent on the memory capacity of an
[oT device and devices with fewer features tended to have smaller window sizes.
For instance, the average size of the TCP window for the Samsung Smartcam was
between 5850 - 28960, on the other hand the windows size for the TP-Link switch

is only between 87-5816, this showed this feature separability over others features.
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Feature Training (s) Identification (s) Overall (s)

extraction
(s)
Min Max Mean Min Max Mean Min Max Mean
High-end desktop 0.25 0.25 0.54 0.27 1.48 2.,51 1.80 1.98 3.30 2.32
Laptop 0.42 0.57 1.60 0.50 1.81 2.90 1.60 2.80 4.92 2.52
RPi 3 0.66 0.70 1.90 0.83 2.23 3.20 2.71 3.59 5.76 4.29

Table 5.8: Computation performance of the k-NN classifiers on 3 types of hardware.
These results were averaged over 10 iterations for feature extraction and 100 iterations
for classification to generalise the results

5.4.2 Computation Performance

In addition to achieving high identification accuracy, it was fundamental that the
approach was also fast during identification. From a performance perspective,
we evaluated our approach based on the feature extraction/pre-processing time,
training time and identification. To compute the time required for pre-processing
we randomly selected 3 PCAP files that varied in size: 200KB, 10,000KB and
40,000KB. The average time it took to pre-process these PCAP files was 3.3s,
1250.69s and 4685.70s, respectively. The time required to pre-process correlated
with the size of the PCAP file.

As the k-NN classifier performed best, for brevity we only discussed the runtime
for this classifier. We looked at the computation performance which was the time
required to complete each stage of our approach. Table reports the time taken
for device identification on 3 different hardware systems. The results showed that on
the high-end desktop, on average using our technique we extracted, pre-processed
the features, trained and classified the device in under 2.32s. Whereas the overall
duration for all stages on the RPi 3 took on average 4.29s, nearly twice that of
using the desktop or laptop. However, as RPi 3 technology improves, time for
identification will reduce. On the high-end desktop, the best identification time was
1.48s and at worse 2.51s, while feature extraction and training required only 2.07s.

Furthermore, we found no relevant literature regarding the evaluation of a
similar approach on devices such as the RP1i, therefore we were not able to compare

our results with previous work.
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5.5 Discussion

This section discusses how our approach pushes the state-of-art and the limitations

of our approach.

5.5.1 Comparison to the State-of-Art.

Current IoT identification approaches were not designed for forensic purposes. More
precisely, they often required a substantial amount of training data and a large
feature set that was resource-intensive. In our results, we demonstrate that using
feature selection methods improves the identification accuracy by approximately 6%,
and identification time by 80.7%. In addition, we used feature selection methods to
reduce our feature set from 22 to 9 features and thus improved the identification time.

Table [5.9] shows a comparison of the state-of-art in IoT device identification and
the various parameters. Many previous studies did not release or released a limited
version of their dataset and code to the public, therefore comparing our approach
to previous studies was challenging. The closest related work to ours was [223] and
we both achieved the same accuracy of 98.2%. However, using a combination of the
packet header and behavioural features we were able to reduce our feature set and
still achieved a high accuracy. This was achieved with less dataset and only 9 features,

when compared to their 33, we also suspect our identification runtime was reduced.

5.5.2 Limitations.

In Section we stated that we excluded certain IoT devices, due to their
infrequent network traffic as they require user interaction, devices such as smart
scales and smart blood pressure monitors. Consequently, our approach was only
possible if the device was on at the time of capturing the network traffic. Although
we only investigated network traffic from Ethernet and Wi-Fi, IoT devices also
use Zigbee, Z-Wave, BLE etc., but this was outside the scope of this study.
However, we expect our approach can also be applied in a similar manner to

other communication protocols.
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Feature type: Behaviour H H B H B B B/H
(B)/ Header(H)
No. of features 23 90 20 12 3 33 9
Identify device type (T) / T T T U U T U
Unique device (U)"
Feature selection X GI* X X X ReliefF  SFS
Average identification rate  50-100 91.2 86-99 99 90 98.2 98.2
(%)
No. of IoT devices 27 27 14 28 15 23 22
Size of training data - - X 26 26 2.5hours 2hours
weeks  weeks
Computational X X X X v v v
performance
Available online
Dataset X1 X! X V2 X X3 v
Code v v X X X X v

1 Although the dataset is available this only included features that had been extracted from
the PCAP files

2 Out of the 26 weeks of IoT traffic, only 20 days of the PCAP files are publicly availabhﬂ

3 The authors of this research stated that the dataset will be released. However, at the time
of this research, it had not been released.

4 Gini importance

5 The datasets and code used in our experiments are accessible through the following link:
https://tinyurl.com/DatasetCode.

* Unique device-type refers to the manufacturer, model number and software version

Table 5.9: Comparison of the performance of the the state-of-the-art IoT device
identification methods against our solution

5.6 Summary

In this chapter we propose the use of machine learning to identify the IoT device-
type on the network, essentially creating a unique “fingerprint” of the device. We
collected network traffic from 22 IoT devices, extracting 22 features from the packet
header and behavioural features (Section and demonstrated that we could
achieve an identification Fi-score of 98.2% (Section [p.4.1)). In addition, we evaluated
different feature selection methods to reduce the number of features required for
training and found that SFS was the best feature selection method: reducing our

feature set from 22 to 9 and improving the identification runtime by around 80%.
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Overall, we found the k-NN classifier performed the best with 9 features and had
an overall identification F'j-score of 98.2% (Section

The most important features were in the packet header category, these were the
TCP header min, max and mean. The size of the TCP header varied significantly
from IoT to IoT and was typically smaller on IoT devices, thus making it a good
distinguishing feature. We found 3 features, the total number of bytes, average flow
rate and DNS interval are the least important as they do not create enough instances.

Additionally, we compared the computational performance of our approach
using 3 different types of hardware. On the RPi 3 it took on average 2.09s
for identification, this is acceptable as our approach may have to be run on a
mobile system (Section [5.4.2)

Overall, in this chapter, we have presented a machine learning approach capable
of identifying IoT devices uniquely on the network using distinct features extracted
from the network traffic combined with a feature selection method to reduce the
identification runtime. Furthermore, we have demonstrated that our approach is
generic enough to be compatible with a range of IoT devices from various categories

(e.g., smart hubs, VAs) and manufacturers.
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Nothing in life is to be feared, it is only to be
understood. Now is the time to understand more,
so that we may fear less.

— Marie Curie
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Our findings in Chapter [3] demonstrate that acquisition should be the focus of
current research. Motivated by this finding we now propose a method that uses
BLE to acquire traces from smart healthcare devices. First, we briefly overview
the background on BLE workflow, how data is accessed and the pairing process.
We then outline our method, where we discuss how we use the BLE protocol to

extract user data from BPM and their accompanying mobile apps. Furthermore,
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we describe the method used to assess the security of the data on the BLE devices.
Finally, we discuss the key findings from the results of our experiments which

demonstrate that our method is feasible.

6.1 Introduction

The acquisition stage of the digital forensic process is important, as it encompasses
the extraction and analysis of traces from consumer IoT devices. This is essential if
a clear picture of events that have occurred or a historical profile of the user is to be
established. However, acquisition from IoT devices is difficult, as manufacturers have
not developed devices to a common standard, using a different OS, firmware and
hardware, making acquiring data from these devices a complex process. Meanwhile
prior work has developed acquisition frameworks limited to specific consumer
[oT devices, such as the Amazon Alexa acquisition framework that only extracts
data from that ecosystem [27]. More recently [28] acquired data by developing
tools/plugins for individual IoT devices, which is a time-consuming process.

Therefore, in this chapter, we adopt a novel method in developing a generic
acquisition method that is compatible with a range of loT device manufacturers.
We do so, by leveraging the use of a ubiquitous protocol BLE to acquire sensitive
health-related traces from smart healthcare devices. Bluetooth Low Energy (BLE)
operates as classic Bluetooth technology. This is used by many smart healthcare
devices for short-range transmission and by the consumer to transfer data from
the device to the mobile app.

BLE makes an attractive acquisition method, as it is integrated into many
consumer loT devices, including smartwatches, fitness trackers [29] and smart
blood pressure monitors [30]. This means this method of acquisition is compatible
with a wide range of BLE enabled consumer IoT devices. In addition, BLE lacks
authentication and secure pairing to protect data, with many devices using the least
secure pairing protocol “Just Works” or weak encryption, which allows credentials

to be easily intercepted [31] [29, |32]. Using this method forensic investigators can
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easily extract traces such as blood pressure readings and timestamps. These can
be used as evidence or to develop a historical profile of the user’s health.

Smart healthcare devices such as blood glucose, ECG and BPM etc., are
becoming increasingly popular, as they allow patients outside of the clinical
environment to share their recorded data with healthcare professionals. The amount
of data generated by these devices and the accompanying mobile apps can provide
a wealth of evidence, such as allowing an forensic investigator to infer a potential
medical scenario. There are already criminal and civil cases where medical devices
are prominent in forensic investigations. For example, medical data from the
user’s pacemaker was used as evidence in an arson case [241]. As the use of these
devices increases and investigators become more familiar with them these cases
are set to rise. Smart healthcare devices can provide invaluable data for forensic
investigations but unfortunately, they are manufactured by various companies that
customise their hardware and software. This results in a lack of a standard interface
making acquiring data from them a challenging task. One common feature that
they share is the use of BLE [242].

Another source of evidence is the mobile device, which is used to manage the
smart healthcare device. The authors [100] examined the traces from the mobile
app of an ECG monitoring device and found medical information, including heart
rate and blood pressure readings. As each smart healthcare device manufacturer
develops their own mobile app, how the data can be managed (e.g., the file format,
name) is different. Since the authors only examined a single device, further research
would be required to establish if manufacturers store data differently.

In this chapter, we demonstrate how BLE can be used to acquire traces from

smart healthcare devices. Our contributions in this chapter are threefold:

o We present a novel acquisition method that examiners can use to extract traces
from a multitude of BLE-enabled devices to acquire sensitive health-related

traces from smart healthcare devices (Section [6.3.2)).
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e We examine the smart healthcare devices’ accompanying mobile device
(mobile app) for the availability and the type of traces and provide detailed
documentation of our findings (Section [6.4.2]).

o To assess the security of the data on the smart healthcare devices we conduct

a security analysis to ascertain security measures (Section |6.4.3)).

6.2 BLE Background

There are several key concepts and terms that the reader should become familiar
with. In the following we provide a summary of BLE 4.0 (Note, that although
BLE 4.2 is available, we found the majority of smart healthcare devices use BLE
4.0). The important procedures within the BLE workflow, include data access

on a BLE device and pairing.

Overview BLE is a popular protocol for interconnecting loT devices, offering a low
energy interface for low-data-rate devices (e.g., temperature monitor, door locks).

Discrete data known as attributes are stored and processed within the Generic
ATTribute Profile (GATT), which controls the connections, advertisements and
how two devices interact. The data is constructed in a hierarchy within sections
called services, which group related user data into characteristics. At the top
level is the profile and is composed of a series of services. For example, a heart
rate profile has both the heart rate service and device information service. The
services are collections of characteristics that represent the behaviour of a device.
A service can have one or more characteristics, and each one distinguishes itself
from other services using a Universal Unique Identifier (UUID). Characteristics are
the lowest level concept in GATT transactions and are containers for user data.

Each characteristic has several other attributes, including the following:

o Handles: these are connection points where data can be read and written.
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Connection

1 .Broadcast 2. Scan

«— 3. Connection Request

Pairing and Bonding

<«— 4. Exchange pairing feature———— >
<«— 5. Authentication & key distribution ————>

< 6. Key distribution >

Communication

l«— 7. Write value on characteristic

8. Read value on characteristic——>

Figure 6.1: BLE workflow that shows the client on the right and the server on the left.

o UUID: each characteristic is a union of user data with metadata (descriptive
information). UUID is a 128-bit (16 bytes) number that is globally unique.

e.g., 0x2800.

o Properties: these are access permissions to determine what data can be read
and/or written. Each characteristic can be accessed based on the following

permissions: read, write, notify and indication.

o Value: this is the value of the attribute and is described by the attribute type

(UUID) 32, [243].

Connection Figure[6.1]provides an overview of the process within a BLE workflow.
When one BLE device wants to access data on another BLE device, a connection
is initiated by the client (e.g., mobile device) to the server (e.g., lock, thermostat

and blood pressure monitor).
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Pairing BLE security involves a pairing process in which two BLE devices
exchange information to establish a secure link. The pairing process starts by
exchanging their pairing features (e.g., input and output capabilities such as
keyboard or display, see step 4 on Figure [6.1)), which helps the devices to decide
which pairing method to use. There are 3 main pairing methods for BLE 4.0: Just
Works, passkey entry and Out of Band (OOB)

In Just Works, the Temporary Key (TK) is 0 by default, and there is no method
to verify the devices taking part in the connection. In the passkey method the
TK is 6 digital number and is passed between the devices. The way the number is
transferred can vary; a typical example is to have the device (server) generates a
random 6-digit number and this is sent to the mobile device (client) and displayed
on the LCD. The client then enters this into the other device using a keypad. OOB
requires that the client and server have an interface (i.e., NFC) to exchange the TK.
This method is more secure as a larger TK of up to 128-bits can be used. However,
when compared to other the two methods this one is rarely used [32, 243, |244].

It is important to understand the BLE pairing process and the security. Although
we have not studied this in-depth as this is outside the scope of our studies.
In particular our work does not consider how an investigator could bypass the

security on a BLE device.

Communication In steps 7 and 8 of Figure the characteristics can be
read/written depending on the type of permissions: Read- the characteristics
can be read by the client; Write - the attribute can be written by the client; Notify
- the client can request a notification for a particular characteristic from the server.
Once the client enables the notification, the server will send the value to the client
whenever it becomes available; Indicate - is similar to notification but is more

reliable, as it receives a confirmation message back from the server 32} 243| 244].
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6.3 Methodology

Here we describe how we acquired useful forensics traces from smart healthcare
devices through BLE protocols and these devices’ mobile apps, and our experimen-
tation with the security of the data on BLE devices. The apparatus used in this
research is presented in Table [6.1] and the methodology included the following steps.

Smart Healthcare Device Selection: 6 smart healthcare devices were selected
including 4 Blood Pressure Monitors (BPMs) and 2 smart scales. We
intentionally chose different manufacturers so that we could compare the

way different device manufacturers saved data (Section [6.3.1)).

Communication Protocol - BLE We used the BLE protocol to extract data
from 4 BPMs (Sectionf6.3.2)).

Mobile Device: We performed a logical and physical acquisition from the mo-

bile apps of 6 smart healthcare devices (using 2 Android mobile devices)

(Section [6.3.3]).

Security Assessment on BLE devices: Tests were conducted on 8 BLE-enabled

devices and consisted of: 4 BPMs, 2 scales and 2 smartwatches (Section [6.3.4)).

Results: The results are then presented (Section [6.4)).

6.3.1 Smart Healthcare Device Selection

As shown in Table [6.1] overall we selected 4 BPMs and 2 smart scales for BLE
data extraction experiment. We first searched for the most popular categories of
smart healthcare devices in retail outlets e.g., Amazon, eBay. The most popular
categories were BPMs and smart scales. We then selected devices based on their
reviews and ratings. We found two devices that are Food And Drug Administration
(FDA)EI approved: Koogeek KSBP2 and iHealth Track KN-550BT. However, this

does not mean it has been approved for use in the UK.

'FDA regulates the sale of medical device products in the U.S. and monitors the safety of all
regulated medical products.
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Category Device

BPM Koogeek KSBP2*f

- iHealth Track KN-550BT*f

- Philips DL8760* "

- Qardio Arm*T

Scale Kamtron Smart Body Fat
Scales*T

- Xiaomi Mi Smart Scale 2*1

Smartwatch ~ Garmin Vivoactive 31

- Xiaomi Mi Mi Fit band 37

" Devices used for the BLE data extraction exper-
iment
Devices used for analysing data confidentiality
experiment

Table 6.1: The 6 devices utilised in the experiment to extract data using BLE and the
additional 8 devices (additional 2 devices) utilised for analysis of data confidentiality
experiments

We limited the scope of this study to IoT consumer BPMs with BLE as they
were the most common devices featured in online retail outlets. Ideally, we would
test several different devices for the BLE experiments. However, our aim was to

demonstrate that it was feasible to use BLE to acquire and analyse traces.

6.3.2 Communication protocol:BLE

In this section, we show how we used BLE to extract data from the four BPMs and

then manually examined each device using the following stepwise process:

@ Obtained the MAC address of the device: We obtained the MAC
address of each BPM monitor using the tool hcitool and scanned for local

BLE devices using the command hsciscan lescan.

@ Examined available services and characteristics: The tool gatttool
was used to obtain the GATT profile, which provided a list of services and
characteristics of each device. The services and characteristics of the Koogeek,
iHealth and Phillips BPMs are shown in Tables [6.2] and respectively.
The characteristics that can be customised by the manufacturer were labelled
as “Unknown service”. By reading the “measurement” characteristic we found

that the blood pressure measurements were stored under this service.
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@ Intercepted BLE packets: To understand the communication and the
values sent between the BPM and mobile device, we captured the network

traffic using Wireshark and a BLE sniffing device (Bluefruit LEED

@ Examined BLE packets: We examined the BLE packets abd we found
continuous write requests to handle 0x31 with the opcode field 0x20 (which
referred to indications). We used the gatttool and wrote the following
command in the format of char-write-req <handle> <value>. For instance,
on the Koogeek BPM, we wrote char-write-req 030 020 which returned
the values 0e 73 00 46 00 00 00 01 00 £3 43 01 1b 0d 49 00 00. To
understand what the values represented, we took actual blood pressure
measurements. We then uploaded them to the mobile app and repeated

this procedure while capturing the BLE packets.

@ Understood the values: We compared the value field of the BLE packets
and found parts that remained constant and others that varied. For example,

on the Koogeek device, the bytes that repeatedly changed are highlighted:
Oe 73 00 46 00 00 00 01 00 04 03 Oc 17 2e 49 00 00

These values were converted from hexadecimal bytes to base 10, which cor-
responded to the blood pressure readings 115/70/73 and timestamp of 15th
April, 12:23:46.

6.3.3 Mobile Device

For these experiments, we used 6 smart healthcare mobile apps, which included the
4 BPMs and 2 scales: Koogeek, iHealth, Xiaomi (Mi Fit), Phillips (PHS Health),
Qardio and Kamtron (Feelfit). These were installed on the Android mobile device.
New user accounts were created for each smart health care device and then data was
generated through daily usage. The results may vary on different Android devices

and OS versions, therefore we selected two mobile devices (Nexus 5x and Doogee X5)

’https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer/usi
ng-with-sniffer-vil


https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer/using-with-sniffer-v1
https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer/using-with-sniffer-v1
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Service Characteristic Handle Type of Permissions Attribute Value
Attribute
(UUID)
Generic - 0x0001 0x2800 Primary -
Access Service
Device name 0x0003 0x2a00 Read Koogeek_Health
Appearance 0x0005  0x2a01 Read [0] Unknown
Peripheral Privacy 0x0007 0x2a02 Read, Write Privacy is disabled on
Flag this device
Re-connection Address  0x0009 0x2a03 Write -
Generic System ID 0x000e  0x2a23 Read (0x) AA-E3-28-42-4B-
Attribute 48-8B-33-50
Model Number String 0x0010 0x2a24 Read 0717
Serial Number String 0x0012 0x2a25 Read 23033087
Firmware Revision 0x0014 0x2800 Read 17041401
String
Hardware Revision 0x0016 0x2a27 Read P1332110A
String
Software Revision 0x0018 0x2a28 Read 546T0140
String
Manufacturer Name 0x001a 0x2a29 Read Bough Tech
String
IEEE 11073-20601 0x001c 0x2a2a Read (0x)FE-
Regulatory 00-65-78-70-65-
72-69-6F-65-
6E-74-61-6C
PnP ID 0x001e 0x2800 Read Bluetooth SIG
Company-Reserved ID
<0xBB00>, Product
1d:4611, Product
Version:512
Unknown - 0x0021 0xfffl Read,Write -
Service
System Settings 0x0022 0x2901 - -
- 0x0023 0x2803 - -
- 0x0027 0xfff3 Read,Write 17041401
Notify, Write
no response
- 0x0028 0x2902 - -
Function Con 0x0029 0x2901 Read -
- 0x002a 0x2803 - -
- 0x002¢ 0x2800 Read -
Cuff Pressure 0x002d 0x2901 - -
- 0x002e 0x2901 - -
- 0x002d 0xfff5 Indicate -
- 0x0030 0x2902 - -
Measurement 0x0031 0x2901 - -
- 0x0001 0x2800 Read 17041401
OADS1609 0x0033 0xfff6 Read -
OAD Firmware 0x0001 0x2901 Read -
- 0x0036 OxfFf7 Read,Write -
Date and Time 0x0037 0x2901 Read -
Battery Battery Level 0x003b 0x2al9 Read, Notify -
- 0x003c 0x2902 - -

Table 6.2: The GATT profile of Koogeek BPM and its 4 primary services

with different OS versions (Oreo 8.0 and Nougat 7.0). These versions of Android OS

were selected as they were the most popular at the time of this study [245]. After the

accounts and data were created, we used two approaches for acquisition. First, the
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Service Characteristic Handle Type of Permissions Attribute Value
Attribute
(UUID)
Unknown - 0x0021 0x2800 Read,Write -
Service
System Settings 0x0022 0x2901 - -
- 0x0010 0x2803 - -
Measurement 0x0027 0xfFf3 Read,Write 17041401

Notify, Write
no response

- 0x0028 0x2902 - -

Table 6.3: The GATT profile of iHealth BPM and its unknown services

Service Characteristic Handle Type of Permissions Attribute
Attribute Value
(UUID)
Unknown - 0x0009 0x2800 - -
Service

- 0x000a 0x2803 - -
- 0x000b 0x8a91 Indicate -
Function Con 0x0029 0x2901 - -
- 0x000c 0x2902 - -
- 0x000d 0x2803 Read -
System Settings 0x000e 0x8a90 Read -
- 0x000f 0x2803 - -
- 0x0010 0x8a92 Notify -
- 0x0011 0x2800 - 4233444
- 0x0012 OxfFf7 - -
- 0x0013 0x8a81 Write -
- 0x0014 0x2803 - -
Measurement 0x0015 0x8a82 Indicate -
- 0x0016 0x2902 - -
Date and Time 0x0037 0x2901 - -

Table 6.4: The GATT profile of Phillips BPM and its unknown services

physical image was extracted using ddE| and then for the logical image we used the
Android Debug Bridge (ADB) with the following ADB command, adb pull [246].

Additionally, we carried out further experiments to determine whether traces
would be deleted if the user logged out. We logged out of each mobile app and
examined the traces. We then logged in again using a different account and

re-examined the mobile device for traces.

6.3.4 Analysis of Data Confidentiality

In this section, we show how we examined BLE-enabled devices to establish the
level of confidentiality of the stored data and examine the read and write properties

of the device. Confidentiality is a basic security service for data protection and all

3Note. dd is a command-line tool used to create disk images, copy files, etc. of hard drives
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sensitive data should be encrypted to ensure data confidentiality. If no encryption
is used it would be possible for a forensic investigator to easily access this data.

We conducted tests on 8 BLE-enabled devices: Koogeek KSBP2, iHealth KN-
550BT, Phillips DL8760, Qardio Arm, Kamtron Smart Body Fat scales, Xiaomi
Body Composition scale, Garmin Vivoactive 3 and Mi Fit band 3. These are shown
in Table [6.1, and they included the six devices from the BLE experiments and
two additional devices: Garmin Vivoactive 3 and Mi Fit band 3 smartwatches.
We chose to add these devices to include the additional category of smartwatches
to broadened the scope of our research.

Using the nRF Connectﬁ Android mobile app, we manually connected to each
device, to read/write data. The characteristics of each device were then assigned to
one of three levels depending on the security implemented: Low - no encryption
or pairing and the attribute is accessible in cleartext, Medium (Unauthenticated
encryption) - the connection is encrypted to access this attribute, although it is
not a requirement for the encryption keys to be authenticated using the JustWorks
pairing process, and High (Authenticated encryption) - the connection is encrypted,

and pairing is required using passkey entry or OOB.

6.4 Results

In this section we discuss the key findings, and these are broken down into 3 different
areas of interest: the BLE communication protocol, mobile forensic analysis of
the smart healthcare apps and results from assessing the confidentiality of the

data stored on the BLE-enabled devices.

6.4.1 Communication protocol: BLE

We examined the 4 BPMs and found only the Quardio Arm BPM did not have
an LCD screen or buttons to start/stop the device, and therefore required the

mobile app to take measurements. We found all the BPM used the official BLE

‘https://www.nordicsemi.com/Products/Development-tools/nrf-connect-for-mobile
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(a) Structure of the blood pressure measurements taken from the Koogeek BPM
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(b) Structure of the blood pressure measurements taken from the Phillips BPM
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(¢) Structure of the blood pressure measurements taken from the iHealth BPM

Figure 6.2: Structure of the blood pressure readings taken from 3 BPMs

specifications for 3 of the 4 services: generic access, generic attribute and device
information, with one of the services as “unknown service”.

Each device had a different handle and when writing a request command
would return the blood pressure measurements. For each device, the handle differed:
Koogeek 0x30, iHealth 0x13 and the Phillips 0x16. The values for the measurements
of the Koogeek device are shown in Figure [6.2a], and we found the measurement
values consisted of the 2", 4" and 15" bytes which corresponded to the systolic,
diastolic and pulse readings. Additionally, within the values, the timestamp was
at the 10"*-14" bytes, in the following format MM:DD:HH:MM: SS. Figure shows
the values of the blood measurements from the Phillip BPM, consisting of the
2nd 4t and 12" bytes.

The Quardio Arm BPM had enabled the BLE feature called LE privacy, which
when enabled would change the MAC address at regular intervals [243]. The device

also relied on the mobile app to take measurements and only stored data until
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(a) iHealth BPM Blood Pressure Measurement in the SQLite database file on the mobile device
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(b) Qardio BPM in the SQLite database file on the mobile device
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(c) Koogeek BPM Blood Pressure Measurement in the SQLite database file on the mobile device
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(d) Kamtron scales in the SQLite database file on the mobile device

Figure 6.3: SQLite files of forensic significance extracted from the Android mobile app
of iHealth Fig. [6.3a, Qardio Fig. [6.3D] Koogeek Fig. and Kamtron scales Fig. [6.3d]

it was connected to the mobile app. We discovered many IoT consumer medical
devices and smartwatches have an LCD. This meant without this feature it was
difficult to take readings and determine whether the device was on or off.

We obtained the blood pressure measurements, however, other useful informa-
tion can be read from the device, such as the firmware version, model number

and device name.

6.4.2 Mobile Device

We examined the traces from the 6 mobile apps, and a detailed summary of our
findings is shown in Table[6.5] We found traces stored in various subfolders within the

/data/data folder. The traces stored in database files (SQLite) and configuration
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files (Extensible Markup Language(XML)) were analysed using DB Browselﬂ and
Notepad++|§|. Personal data including information such as email, age, gender, date of
birth, height, weight etc. were found stored within XML and SQLite database files.

Overall, we recovered traces such as blood pressure measurements and body
composition data from 5 out of the 6 mobile apps. In relation to the BPMs recovered
from all (4) of the BPM mobile apps, these included traces such as blood pressure
measurements, timestamp, diastolic, systolic and pulse readings.

Figure shows the example traces recovered from the iHealth app. This
contained a SQLite database file with a table of 59 entries on information about
the user such as gender, weight and the timestamp of when the readings were
taken. These traces were similarly found on both the Qardio app (fragments of
the 33 entries shown in Figure and on the Koogeek app (fragments of the
13 entries shown Figure .

On examining the 2 accompanying mobile apps for the scales, only the Kamtron
scale stored data of the user’s body composition (as shown in Figure [6.3d)). On
the Xiaomi scales we did not find any traces concerning body metrics. Lastly, we
found when we logged out of the mobile apps the traces remained, even after
logging in as a new user.

Traces such as blood pressure measurements are of forensic significance as it
can aid investigators to create a historical profile of the user’s state of health. For
example, this type of information was proven useful, in a case in the U.S. where
data from the pacemaker was used as evidence to charge a suspect for various
crimes, including arson [247].

Personal information such as the weight, body fat, Body Mass Index (BMI)
can provide an investigator with a detailed physical profile of the user. Smart
healthcare devices including wearable devices, such as Fitbit will continue to
increase in popularity, and the trend of them being used as evidential data will
surely increase as well. Similarly, fitness watch data was used as vital evidence to

support an investigation involving a serious crime. The exact time of death was

Shttps://sqlitebrowser.org/
Shttps://notepad-plus-plus.org/


https://sqlitebrowser.org/
https://notepad-plus-plus.org/

152 6.4. Results
Category Device / Evidence Recovered Description
Mobile App
BPM iHealth Blood pressure v Timestamp, Birthday, Height, Last
time, User 1D,
Timestamp v Weight, Height, Gender (User
information), Blood
Personal data v pressure measurements(dia,pulse,sys)
Koogeek Blood pressure v Wifi password, SSID, Email, Device
ID, Country,
Timestamp v UUID, Account ID, Timestamp, Blood
Personal data v pressure measurements (dia, sys,
pulse)
Phillips (PHS Blood pressure v Identifier, Authentication token, User
Health) information
Timestamp v Blood pressure measurements
Personal data v
Qardio Blood pressure v Blood glucose measurements,
Measurements,
Timestamp v Weight measurements, Measurement
history,
Personal data v Visitor
Scales Xiaomi (Mi Weight X Device ID, Access Token, UUID, Last
Fit) location details
BMI X (longitude, latitude, City info,
External IP address)
Body water X
Body fat X
Timestamp X
Protein X
Bone mass X
Kamtron Weight v MAC address, Server ID, Scale name,
(Feelfit) User ID,
BMI v Weight, Bodyfat, Subfat, Visfat,
‘Water, BMR,
Body water v Bodyage, Muscle, BMI, Bone, Score,
Gender,
Body fat v Birthday, Height, Resistance, Protein,
FFM, Skeleton
Timestamp v Timestamp, Timezone, Email,
Account name
Protein v
Bone mass v

Table 6.5: Summary of results from forensic analysis of the mobile devices

determined by examining the recorded heart rate measurements, demonstrating

the usefulness of the data we extracted [13].

6.4.3 Data Confidentiality

We assessed the confidentiality of the data stored on 8 BLE-enabled devices, by

establishing whether the data stored can be read or written, with the results shown

in Figure . The devices that used the passkey entry method (highest security)

were the Garmin Vivoactive 3 and Mi Fit band 3. The remaining devices used the
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Figure 6.4: Security assessment of the characteristics on various smart healthcare devices

least secure pairing method Just Works, 5 out of the 8 devices allowed all their
characteristics to be read and 7 of the devices allowed all characteristics to be
written. These results were consistent with [248] findings, where they examined
several IoT devices including smart watches, smart locks, home automation devices
etc. and found only 2 out of 10 used security features. These result shows that
the use of BLE protocol to acquire data was a feasible solution, as many devices

allowed characteristics to be read without any security implementation.

6.5 Discussion

Usefulness of the Data Instead of focusing on the extraction of data from the
smart healthcare devices. The majority of recent work focused on acquiring traces
from the accompanying mobile apps, such as [108, |109]. This may be because there

are well established methods to extract traces from mobile devices. However, we
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found not all mobile apps left traces on the mobile device (as shown in Section .

This suggested that the traces such as blood pressure readings, timestamps and
other user information found stored on the smart healthcare could be vital source of
evidence and recovery is important. Previously, this type of information has proven
to be helpful, such as the case in the US where pacemaker data was used as evidence
to charge a suspect for various of crimes, including arson [247]. Similarly, fitness
watch data was used as vital evidence to support an investigation involving a serious
crime where the exact time of death was determined by examining the recorded heart
rate measurements [13]. The use of these devices are becoming more widespread
with real-time continuous monitoring of users outside of clinical environment, it is
important forensic procedures are able to capture this evidence. Recent criminal
cases in the US indicate that it is only a matter of time before medical data from

these devices becomes pertinent evidence in civil and criminal cases.

Limitations We found that each smart healthcare device manufacturer had a
slightly different GATT profile structure, such as the number of characteristics,
making this solution more difficult to generalise. However, we found many of the
devices used 4 services, where 3 followed the BLE specification and only 1 service
was customised by the manufacturer, which limited the variations between devices.
With the increasing numbers of IoT devices with BLE and the introduction of

Bluetooth 5 [7] this would be a good start in developing an acquisition method.

Lack of security on BLE devices The findings from our analysis suggested
that many smart healthcare devices did not use any security or pairing procedure.
These results concur with [249] research on BLE security, where they found 12 out
of 15 BLE smart locks could be easily accessed. Similarly, researchers found many
BLE smart toys did not use passwords, pins or other authentication to gain access
to the toy. The lack of security means that BLE as an acquisition method could be

extended to other consumer IoT devices such as smart toys and smart watches [250].

"https://www.nordicsemi.com/eng/Products/Bluetooth-5
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Mobile app forensics Research on mobile application forensics on smart health-
care devices was conducted by [109] on a single ECG device. Likewise, in our work,
we found user data in relation to body composition and blood pressure readings
from mobile app data traces. Additionally, we found the amount of user data varied
between mobile apps, in particular on the Xiaomi scales we found limited user data.
Therefore, we cannot rely solely on the traces from the mobile app, and the traces
extracted using BLE could be vital. The research by Chung et al. [27] on mobile
app forensics demonstrated that when a user logged out the database was deleted.

However, we found that all the mobile apps retained data after the user logged out.

6.6 Summary

In this chapter, we presented a methodology that used BLE to extract records
from smart healthcare devices (Section [6.3.2)). This allowed the recovery of blood
pressure readings and timestamps from 3 out of the 4 BPMs. Moreover, the
traces recovered provided data useful for forensic investigations which established
a historical profile of the user’s health. We found we could not extract blood
pressure measurements from the BPMs as the device had no LCD connecting
directly to the mobile device to take readings, however we found most devices
had a display for ease of use (Section [6.4.1)).

The smart healthcare devices accompanying mobile apps left user data on the
mobile device, which remained even when a user logged out. However, the quantity
of traces varied depending on the mobile app, for example we found the Mi Fit
app left only limited user data (Section .

Finally in this chapter we assessed the confidentiality of the data stored on
the BLE enabled devices, we found that many smart healthcare devices did not
require pairing or use security mechanisms. This demonstrated that data can
easily be obtained using BLE, in contrast to extracting data from the cloud where

credentials are required (Section [6.4.3)).
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I think it’s very important to get more women
into computing. My slogan is: Computing is too
important to be left to men.

— Karen Spérck Jones
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The previous two chapters investigated the first stages of the digital forensic
process: identification and acquisition. However, it is also important to investigate
how to analyse the traces acquired. Additionally, one of the key findings from

the survey in Chapter [3| was that research should focus on the development of
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[oT forensic tools. Following this in Chapter |4 we reviewed existing loT forensic
tools to establish the type of tools required, where we found the need for a tool to
analyse network traffic from IoT devices. In this chapter, we fulfil this requirement
by introducing a tool to analyse IoT network traffic.

Many different traces can be analysed on an IoT device, such as the memory
and internal storage |28, 133]. Instead, this chapter focused on the significant traces
obtained from the network layer. We examined the network traffic between the
devices and systems they communicated with (e.g., cloud, mobile app), looking
for unencrypted information containing potentially useful traces. Furthermore, we
provided insights into ways investigators can obtain information from an IoT device
e.g., enable remote services such as SSH or telnet.

Although recent work was limited in the number of IoT devices they studied.
They demonstrated the potential benefits of analysing IoT network traffic for forensic
traces, including obtaining a list of API calls to retrieve user data from the cloud [27]
and sensitive data such as login credentials [28|34]. As a result, this chapter aims to
understand what “metadata” can be obtained from the network traffic for forensic
purposes. To this end, we conducted a large-scale and in-depth study of the network
traffic from a wide range of popular consumer IoT devices. This included examining
the IP payload for cleartext content for credentials, and the destination IP address
to reveal the final location of the data. Additionally, during this study, we found
that manually analysing [oT network traffic required a considerable amount of
time. Consequently, this thesis introduced the first tool capable of automating the
analysis of IoT network traffic called IoT Network Analyzer. We focused on the

following four sub-research questions derived from RQ5 introduced in Chapter [I}

RQ5.1 Do IoT devices expose ports that allow an investigator to connect /
access a device?
Motivation: Previous research has shown that many IoT devices expose their
remote ports (i.e., SSH port 22) which would provide a forensic investigator

access to acquire the filesystem and obtain evidence in an investigation [28,
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RQ5.2

RQ5.3

RQ5.4

85]. We set out to study if remote access is widely available or if this is limited

to a subset of IoT devices.

Results: From the 17 devices, we found only 1 device with remote access
available (port 22). Additionally, we found 2 smart cameras that exposed 21
TCP/UDP ports open and 2 smart cameras that had all their ports closed.

Do IoT devices utilize encryption when sending/receiving informa-
tion from the cloud and corresponding App?

Motivation: It is often stated in previous work [28] that the majority of IoT
devices encrypt their communication channels, thus making it difficult to find
any useful forensic traces. We set out to investigate whether this assertion

was correct and if not, which devices were prone to send data in cleartext.

Results: Most devices encrypted their network traffic. However, smart cameras
and smart healthcare devices sent data in cleartext. Additionally, smart
healthcare devices exposed personal data potentially useful for an investigator

to identify features of a person of interest.

Do IoT device applications (Apps) utilize encryption when sending
/ receiving information?

Motivation: Being able to observe the content transmitted between the mobile
apps and the cloud can be of significant forensic interest. Even when encryption
is used, it can be compromised by intercepting the traffic using a proxy server
to decrypt the HT'TPS traffic. We set out to investigate what content was

sent between the IoT devices’” mobile app and the cloud.

Results: We found 7 of the 13 mobile apps allowed proxy connections, the
remaining 6 mobile apps used certificate pinning. An expected result from the
Kasa mobile app for the TP-Link camera was that when opened: it took a
snapshot that included a timestamp and URL link to the JPEG. This function

was not something the consumer could control/disable.

To which countries do the IoT devices and Apps communicate/estab-

lish connections (which is an indicator where data resides)?
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Motivation: It is often highlighted that data is spread across many different
countries. However, one would assume that data from IoT devices are stored
locally in the same country or within the EU. One of the forensic challenges
discussed in existing work is the storage of IoT data in multiple locations

which then leads to a different jurisdiction |16} 251].

Results: Our results show that many IoT devices sent data to multiple
countries. Moreover, most devices sent their data to the US despite our

testbed being based in the UK and Dataset-2 collected in Australia.

To answer these questions, we examined the network traffic of 32 consumer

[oT devices (we purchased 17 devices; the remaining 15 were part of an existing

dataset). Our methodology consists of four main parts: (1) we conducted port

scans to determine if these can be exploited to gain remote access. (2) we looked at

whether devices used encryption and if not, the type of content exposed. (3) we

examined the communication between the mobile app and the cloud to determine if

it could be easily exploited using a proxy server and finally (4) we used the network

traffics’ ‘metadata’ to identify the destination the data terminated. In summary,

this chapter has made the following contributions:

« It establishes a methodology to conduct an in-depth network traffic analysis

from the forensic perspective of the communication channels of 32 IoT

consumer devices (Section [7.1)).

It demonstrates that remote access on the majority of [oT devices is unavailable

(Section [7.1.3)).

It provides an insight into the types of traces obtainable from IoT traffic
and the use of the metadata for forensic purposes. We facilitate this by
investigating if loT devices expose ports, whether devices and mobile apps use
encryption and whether useful cleartext content was available. We show there
are still many problems with IoT devices, e.g., several do not use encryption

and therefore traffic can be intercepted (Section [7.2.1]).
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Tools Description Utilisation
Raspberry Pi 3 Wireless Access Point (WAP) Capture the wireless network traffic to
and from the IoT devices

TCPdump Network traffic collection Automate capturing network traffic

Wireshark Packet analyser Capture live network traffic

Huawei (ANE-LX1, Mobile device Control/setup the IoT devices

Android 9)

PCAP Remote Android app network sniffer ~ Capture network traffic from mobile
for non-rooted mobile device  apps

Fiddler Proxy server to decrypts Observe encrypted traffic in cleartext
HTTPS traffic

Jadx-gui Analysis APK files Decompile the IoT mobile application

Network Miner PCAP analyser Search for cleartext within PCAP files

Ent Entropy test Calculates entropy value

Table 7.1: Apparatus utilised in network traffic analysis experiments.

o It identifies an easier method to identify unencrypted traffic, including 4 tests

to test the randomness of data streams (Section [7.2.1)).

o It shows that data from IoT devices may be distributed around the world mak-

ing it difficult to seize evidence due to jurisdictional challenges (Section [7.3.3]).

It introduces our novel tool IoT Network Analyzer to aid forensic investi-
gators in analysing [oT traffic, to determine the entropy, data destination,

usage of ports and extraction of cleartext (Section [7.4)).

o It evaluates the performance and capabilities of the tool through experimental

studies (Section [7.4.3)).

In summary this chapter is organised as follows: first, we outline the methodology
and the process to conduct the experiments in Section [7.1], followed by the results
from the various experiments in Section [7.3] Section [7.4] briefly summarises the tool

we developed. Finally, we conclude with a summary of the chapter in Section

7.1 Methodology

The apparatus used for the various experiments are presented in Table [7.1] Fig-
ure depicts the various experiments undertaken and the following stepwise

procedure was used:
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IoT device selection: 17 [oT devices were selected that represented a wide range

of different categories with details provided in Section [7.1.1]

Datasets: For our experiments, we used network traffic obtained from 2 sources.
The first source was data we collected from 17 IoT devices connected to our
testbed, the second source was from an existing dataset. Given that IoT
devices often come with supporting apps, e.g., for configuration, capturing all
communication channels required various setups. These are explained in Sec-
tion . The datasets were primarily used for the “utilising encryption” (see
Section and “network traffic metadata”(see Section experiments.

Port scanning: After setting up all devices, we carried out port scans, as shown
in Figure @ port scans were completed to determine which ports were
open on the IoT devices. We used Nmap in quick scan mode for open TCP
and UDP ports, using the following command nmap -sS -sU -p 0-65535
[deviceIP] (all ports). This step served as an active approach to analyse the
devices. Once the port scan was completed, we tried to connect to open ports
using appropriate software, e.g., a browser for port 80 / 443, an SSH-client

for port 22, and so on.

Network traffic analysis: Figure depicts the analysis of the network traffic,
which consisted of @ utilising encryption, @ HTTP proxy and network

traffic metadata. Details are provided in Section [7.2]
Results: The results are then presented in Section [7.3

Tool creation: In parallel to analysing the data, a tool was created that helped
us to handle the data more effectively. The tool is shared and will enable

examiners to automatically extract cleartext data and identify where the data

terminated (Section :
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Figure 7.1: Overview of the network traffic analysis experiments

7.1.1 10T Device Selection

As previously mentioned, 17 IoT devices were selected, these had either wired or had
wireless connectivity. In detail, we had: 3 smart hubs, 5 home automation devices
(3 smart plugs, 2 smart bulbs), 6 smart cameras and 3 voice assistants. We also
connected non-IP devices to the smart hubs that supported other communication
protocols such as Zighee, Bluetooth and Z-wave devices. We had three major

criteria when selecting a device:

Variety of families: The devices had to belong to different device families. Con-
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sequently, our selection included hubs, cameras, switches and smart speakers
from different device manufacturers. This ensured that we had a represented

sample of the devices available on the market.

Popularity: For each category of device we searched popular retail outlets, e.g.,
Amagzon, and selected devices based on price, popularity, average customer
rating and reviews. This ensured that we selected devices that were most

likely to be used by the consumer.

Compatibility with virtual assistants: When looking into the popularity of
devices, we found that users favoured devices compatible with Amazon Alexa
or Google Home Mini. Thus, if we had a choice between two devices, we chose
the one that was compatible. This ensured that our experiential testbed was

as close to a consumer setup as much as possible.

Note, during our research we included two devices with previous security concerns,
these were the Victure and Wansview camera. The Victure camera had over 9000
customer reviewd] and was said to have malware installed on the device. While
others were concerned regarding the sharing of personal data [252]. Similarly,
a reviewer of the Wansview camera collected network traffic and found their
data was sent to China [253].

The devices were set up using the manufacturer’s mobile apps. Additionally, if
the IoT device supported Amazon Alexa or Google Home Mini, this was also set
up. We argue that this was a setup found in most households (except maybe for

individuals with a computer science/cybersecurity background).

7.1.2 Datasets

In these experiments we used network traffic from two datasets, with a combined

total of 32 IoT devices:

'We understand that not all feedback is from genuine reviewers.
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Dataset-1 This contains network traffic data collected from the 17 IoT devices
connected to our testbed and active for a duration of 7 days, which was separated

into two phases:

Idle-phase: For most of the 7 days, the devices were in idle-phase, that is, the
devices were turned on, but we did not perform any intentional interactions.

The network traffic was collected on a Raspberry Pi 3 running TCPdump.

Interaction-phase: This phase started after having the devices in idle-phase for
roughly 60 minutes and included intensive interactions with all devices to
increase the amount of traffic produced. The exact number of interactions
varied depending on the type of device, e.g., duration of voice command,
powering on and off the device in short intervals. The type of interactions

were separated into the following three categories:

1. The mobile app and IoT device were on the same network,

2. The mobile app and IoT devices were connected to separate networks

(forces utilization of the cloud infrastructure), and

3. Voice commands were used to trigger Amazon Echo voice assistant.

To capture traffic, we used different mechanisms depending on the setup:

Mobile app-to-device/Mobile app-to-cloud: During this experiment, we used
the Android app: PCAP Remote |, which allowed the network traffic to be
saved in a PCAP file. These were then transferred to a workstation for further

analysis.

Device-to-cloud: To intercept the network traffic between the device and cloud,
we set up a Raspberry Pi 3 as a Wireless Access Point (WAP) and then
connected to a switch that allowed port mirroring. All traffic was captured

running Wireshark on a connected Windows 10 workstation.

’https://play.google.com/store/apps/details?id=com.egorovandreyrm.pcapremot
e&hl=en_GB
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Dataset-2 This is an existing dataset created by Sivaraman et al. [224]. Originally,
the authors used the dataset to classify IoT devices traffic using machine learning,
e.g., whether it was a light bulb or a home assistant. They stated their experiments
ran between 1% October 2016 and 13 April 2017 and collected traffic from 28 IoT
devices (cameras, switches, hubs etc.). However, the only datasets publicly available
were between 237 September 2016 and 12 October 2016} Given the sheer amount
of data, we randomly selected 7 days from the dataset (24" /25 /26" /28 /30"
September 2016 and 4t /5 /6t October 2016) and excluded devices that overlapped
with our experiments. This left us with 15 new devices. The dataset was not labelled,
we were therefore unable to determine the idle and interactive states. Remark:
this was the only dataset that included complete PCAP files. Other datasets from
captures were reduced down to features and thus they are primarily relevant for
machine learning. The devices from Dataset-1 and 2 were merged to create the

32 IoT devices we used for the experiments.

3https://iotanalytics.unsw.edu.au/iottraces
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Category Device Model Open TCP ports Open UDP ports Vulnerable
ports
SH Samsung SmartThings hub (v2)  8889,8890,39500 123,1900,5353 =
Phillips Hue Bridge 80,443,8080 1900,5353 80 (HTTP)
Vera hub 22,53,80,3480,49451 Closed/Filtered 22 (SSH),80
(HTTP)
HA iBlockcube smart plug 6668 49154 -
Amazon smart plug Closed Filtered -
TP-Link switch (HS110) 9999 Filtered -
TP-Link bulb (LB100) 9999 Filtered -
LE LampUX 6668 49154 -
C TP-Link cam (KC100) 9999,10443,18443.19443 514 -
D-Link cam (DCS-932LB) 80,443,8323 Closed/Filtered 80 (HTTP)
Xiaomi cam Closed 5353 -
Yi cam Closed Closed -
Wansview cam (Q5) 8080, 554 3702, 16680, 17077, 28683, 19332,
19482, 19504, 23004, 33249,
332249, 41081, 41446, 58640
Victure cam (PC530) 8080,554 65000, 67, 782, 1064, 2148, 4672, 65000
6970, 6971, 19047, 20411,
20679,21131, 21354, 23176,
33744, 40724, 46836, 49199,
53037
VA Amazon Echo (2nd gen) 4070 5353 -
Amazon Echo (3rd gen) 4070,4071,55442,55443 Filtered -
Google Home Mini 8008,8009,8012,443,9000,10001 68,5000,5353 -

Table 7.2: Open TCP and UDP ports identified on the IoT devices.
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7.1.3 Port Scanning

To answer RQ5.1, we carried out port scans to identify open ports on the IoT
devices, which provide users access to services on the device. The results from the
port scans are shown in Table[7.2|and these found that most devices used well known
and proprietary ports (port range from 0-to 49151). Furthermore, we found 8 of the
17 devices used ‘upper’ TCP/UDP ports which ranged 49152-to 65535, 3 devices
used TLS/SSL (443), 2 had port 80 open that is typically used to run an HTTP and
1 allowed SSH (22, the Vera Plus hub). The root password to access SSH for this
device was written on the hub, so it was easy to gain root shell access. The Victure
cam exposed a large number of TCP (2) and UDP (19) ports, in contrast to the 2
smart cameras Xiaomi and Yi where all ports were closed. This is beneficial from
the security perspective but prevents an investigator from gaining remote access
to the device and acquiring the filesystem using traditional forensic tools. Often
proprietary ports were used to communicate with the app, for instance, the TP-Link
devices had port 9999 open in order to control the device using the mobile app.

We found the Victure cam had UDP port 65000 open, a common port used
by a specific trojan (Devil v1.3) [254]. Also, both Victure and Wansview cameras
had port 554 open. This port is used for Real-Time Streaming Protocol (RTSP)
and can be potentially exploited by sending specially crafted RTSP packets [255].
Overall, we found most of the devices did not have remote ports open. This
contrasted with [90] study where they found that access through Telnet and SSH
was prevalent; [256] reported a leaked list containing over half a million credentials
that allowed accessing IoT devices via telnet dated October-November 2019 (the

age of the devices was unknown).

7.2 Network Traffic Analysis

The analysis was divided into 3 parts: utilising encryption, HT'TP proxy and

network traffic metadata.
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7.2.1 Utilising Encryption.

As an initial step, we manually analysed all captured network traffic using NetworkMinexﬂ
and Wireshark. In NetworkMiner we used the cleartext dictionary file to carry

out a customised search, in Wireshark we carried out a string search (in various
encoding) on the network traffic of each device. We searched for device identifiers
(e.g., MAC address, serial numbers) and personal information created during setup
(e.g., names, email address, passwords, usernames).

To establish an easier method to identify if the traffic was unencrypted, we
tested 4 different schemes commonly used in testing the randomness of data
streams: Shannon Entropy test, Monte Carlo, Average test and Serial Correlation
Coefficient. We conducted tests to find which performed best at identifying
unencrypted/encrypted traffic. To provide ground truth we randomly selected
6 PCAP files (captured from 6 different loT devices) that had previously been
manually analysed, 3 with cleartext and 3 with encrypted traffic. Next, we extracted
the IP payload from the header of each HTTP/TCP packets using a Python script
developed using Scapy, the tests were calculated using the tool EntE]. In the next

section we briefly discuss the 4 schemes:

Shannon Entropy test. This measures the unpredictability of the payload, with
the values of the test between 0-8. A high entropy value (closer to 8) indicates
there is randomness in the payload and is most likely encrypted, while cleartext
will exhibit low entropy (closer to zero), however, there is no definitive threshold,
Entropy can be expressed as [257]:

H(X)=—)_Puai)log P(z;)

i=1

Entropy is calculated from the payload where X is a random variable that takes

on possible values xixs, ..., z,.p(z;) is the probability that X = x;.

“https://www.netresec.com/?page=NetworkMiner
Shttps://github.com/rsmith-nl/ent
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PCAP file Entropy Arithmetic Monte Serial
Mean Carlo Correlation
Coefficient
Encrypted PCAP 1 7.97 124.08 3.18 0.06
Encrypted PCAP 2 7.99 126.86 3.15 0.11
Encrypted PCAP 3 7.87 113.11 3.32 0.18
Unencrypted PCAP 4 4.78 60.93 3.99 0.58
Unencrypted PCAP 5 6.90 89.13 3.51 0.36
Unencrypted PCAP 6 5.69 77.14 3.99 0.37

Table 7.3: Results from experiments using the 4 randomness tests

Monte Carlo value 7 test. This method computes an approximation to the
number 7 using the bit values of the traffic. The closer to m, the more likely

the payload is encrypted [258].

Average test. This test computes the summation of the values of the bytes, the

closer the value to 127.5 the more randomness (encrypted).

Serial Correlation Coefficient. This test computes the inner correlations that
can reveal periodic behaviour. The randomness is checked by calculating the auto-

correlation of the values, if the value is close to zero this indicates it is encrypted [259].

Details. Figure[7.3|presents the results from evaluating the 4 schemes. The results
showed that the schemes performed as they should. However, we selected to use
the Shannon Entropy test, as it is the most commonly used and accepted method
of identifying encrypted packets in data streams [89, 260]. We set the entropy test

threshold to 7 to avoid missing unencrypted traffic.

7.2.2 HTTP Proxy

We used an HTTP proxy to intercept TLS/SSL connections that decrypted the
cleartext contents of encrypted traffic between the mobile app-to-cloud. A proxy
server Fiddlelﬂwas set up and the Fiddler Certificate Authority (CA) certificate
was installed on the mobile device (Huawei P20 Lite) so that the HTTPS traffic

Shttps://www.telerik.com/fiddler
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could be decrypted. Additionally, we ran intensive user interactions during data
collection, such as login/logon, on/off commands, etc. The collected data was then
manually analysed in Fiddler. Overall we examined 13 mobile apps as some can
be used to control more than one device, e.g., the Withings app is used to control

the scales, blood pressure monitor and sleep sensor.

7.2.3 Network Traffic Metadata

In addition to the payload, the metadata was utilised where we primarily focused
on the location of the connected cloud services. Therefore, a Python script was
developed to extract the destination IP address, host field and the number of bytes
sent to that server from each IoT device, as each [oT device can contact many
different servers/destinations. We used the destination IP address to identify the
location using the GeolP[] database and the host address using WHOIS ] data
to identify the IoT cloud infrastructure.

Where possible, we identified the type of cloud provider for an IoT device (e.g.,
Amazon AWS, Azure). Lastly, we examined the existing dataset whose testbed

was based in Australia to identify the final destination of the data.

"https://dev.maxmind.com/geoip/geoip2/geolite2/
Shttps://whois.domaintools.com/
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Device-to-cloud Mobile app-to-cloud Mobile app-to-device
Category Device Model Entropy Cleartext Protocol Entropy Cleartext Protocol Entropy Cleartext Protocol
SH'! Samsung SmartThings 7.78 X TLSv1.2 - X TLSv1.2 - X TLS1.2
hub (v2)(wired)*
Phillips Hue 7.72 v HTTP/ 7.99 X TLSv1.2  7.81 X TLS1.2
Bridge(wired)* 34 TLSv1.2
Vera plus hub(wired)*? 7.87 X TLSvl.2  6.24 X HTTP/TLS 6.54 v HTTP
HA ! iBlockcube smart plug* 7.74 X TLSv1.2 7.22 X TLSv1.2  7.45 X IPDC
Amazon smart plug* 7.80 X TLSv1.2 - X TLSv1.2  7.54 X -
TP-Link plug(HS110)* 7.74 X TLSv1.2 7.74 X TLSv1.2  7.56 X TLSv1.2
TP-Link bulb(LB100)* 7.72 X TLSv1.2  7.20 X TLSv1.2  7.23 X TLSv1.2
LE LampUX* 7.87 X TLSv1.2  7.28 X TLSv1.2 7.91 X IPDC
LiFX lightbulbs' 6.12 v TLSvl - X - - X -
iHome' 7.59 X TLSv1.2 - X - - X -
Nest Protect smoke 7.67 X TLSv1.2 - X - - X -
alarm’
VA ! Amazon Echo(2nd gen)* 7.99 X TLSv1.2 - X TLSv1l.2 - X -
Amazon Echo(3rd gen)* 7.97 X TLSv1.2 - X TLSv1.2 - X -
Google Home Mini* 7.99 X TLSv1.3 7.72 X TLSv1.2 7.91 X TLSv1.2

! Smart Hubs (SH), Home Automation (HA), Smart Cameras (SC), Voice Assistants (VA), Smart healthcare and Miscellaneous (M)

2 On the Vera hub we connected the Aeotec Door/Window sensor Gen5 (ZW120-C), this device uses Z-wave. In order to generate data as none of the other
devices were compatible with this hub

3 On the Phillip Hue Bridge we connected a Phillips lightstrip that uses Zigbee

" Devices from Dataset-1

" Devices from Dataset-2

Table 7.4: The 32 IoT devices used in the experiments, where Dataset-1 and Dataset-2 were merged.
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Device-to-cloud Mobile app-to-cloud Mobile app-to-device

Category Device Model Entropy Cleartext Protocol Entropy Cleartext Protocol Entropy Cleartext Protocol
VA ! Amazon Echo(2nd gen)*  7.99 X TLSv1.2 - X TLSv1l.2 - X -

Amazon Echo(3rd gen)* 7.97 X TLSv1.2 - X TLSv1.2 - X -

Google Home Mini* 7.99 X TLSv1.3 7.72 X TLSv1.2  7.91 X TLSv1.2
sCc! TP-Link cam(KC100)* 7.99 X TLSv1.2 7.97 X TLSv1.2  7.81 X TLSv1.2

D-Link cam(DCS- 7.82 X TLSv1 7.78 X TLSv1.2 6.40 v HTTP

932LB)(wired)*

Xiaomi cam® 7.91 v HTTP 7.91 X TLSv1.2 - X -

Yi cam* 7.92 X TLSv1.2 7.59 X TLSv1.2 - X -

Netatmo Welcome 7.20 X TLSv1.2 - X - - X -

camera/

TP-Link Day Night Cloud 7.41 X TLSv1.2 - X - - X =

camera/

Samsung SmartCam? 6.05 v HTTP/ - X - - X -

TLSv1.2
Nest Dropcam? 7.78 X TLSv1.2 - X - - X =
Insteon Camera(wired)T 6.57 v HTTP/ - X - - -
TLSv1.2

Victure cam (PC530)* 6.06 X - 6.45 X HTTP 5.74 X HTTP

Wansview cam (Q5)* 7.86 v TLSv1.2  5.86 X HTTP/TLSv 6.68 X HTTP
M! Netatmo weather stationt  7.40 X - - X - - X -

Triby Speakerf 7.59 X TLSv1.2 - X - - X =

PIX-STAR Photo-framef  7.48 X TLSv1.2 - X - - X -

1 Smart Hubs (SH), Home Automation (HA), Smart Cameras (SC), Voice Assistants (VA), Smart healthcare and Miscellaneous (M)

2 On the Vera hub we connected the Aeotec Door/Window sensor Gen5 (ZW120-C), this device uses Z-wave. In order to generate data as none of the other
devices were compatible with this hub

3 On the Phillip Hue Bridge we connected a Phillips lightstrip that uses Zigbee

" Devices from Dataset-1

" Devices from Dataset-2

Table 7.5: The 32 IoT devices used in the experiments, where Dataset-1 and Dataset-2 were merged (continued).
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7.3 Results

In this section, we present the results from the analysis of whether the device utilises

encryption, HTTP proxy and lastly the network traffic metadata.

7.3.1 Utilising Encryption

This section addresses RQ5.2, where we examined 32 [oT devices, with the results
shown in Tables [7.4] and [7.5] We found the majority had secure communication
channels, especially when the mobile app communicated with the cloud.

We examined the unencrypted network traffic for evidence potentially useful
to an investigation. Although the majority of the devices encrypted their content,
unexpectedly, some devices during updates would send in cleartext video with
unique identifiable data of the detected motion. Note, these devices mostly used

encrypted channels but performed some actions using unencrypted channels.

Details Many of the devices used secure protocols TLS/SSL. However, we found
9 devices transmitted to the cloud or mobile app with no encryption (HTTP) or
partially encrypted (TLS/SSL and HTTP). 7 devices used no encryption between the
device-to-cloud and 3 devices used no encryption between the mobile app-to-device.
We found the LE LampUX lightbulb and the iBlockcube plug used Internet
Protocol Device Control (IPDC) communication protocol, which is unusual as
this is typically used for Voice Over IP (VoIP). A reason for this might be that VoIP
protocols are always prioritised by the router reducing latency in the device [261].
To identify unencrypted communication, we examined with the connections
that had an average entropy score of 7 or below these were: Vera plus hub,
LIFX bulbﬁ7 D-Link camera, Samsung cameraT, Insteon cameraT, Victure cam,
Wansview cam, Withings scalef, Withings monitor’ and Withings sleep sensor!,
the results of the entropy test are shown in Table [7.4]and While the entropy test
correctly detected the devices that used unencrypted traffic, the LiFX lightbulb'

used encrypted protocols (TLS/SSL). It was discovered in previous research that the

9t Marked IoT devices are from the expanded test scenario.
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PUT /ipc009-video-storage/2019/12/17/6272883219/283973403\
_195222622 . mp4\7?

Expires=1576585342000&

GalaxyAccessKeyId=5371742894246&

Signature=GLNOHtIhIRqzzFAWRNTOs7rAjZk= HTTP/1.1

Host: awsdeO.fds.api.xiaomi.com

Figure 7.2: Snippet taken from the unencrypted HTTP PUT request from the Xiaomi
camera.

reason for the low entropy of the LiFX 1ightbulb’ was because it was encoded and
not in a human-readable format [90]. We analysed the remaining traffic and identified
the Xiaomi and D-Link cameras that did not using encryption but had higher
entropy scores: Xiaomi camera communicated to the cloud using no encryption
and the D-Link camera communicated to the mobile app in cleartext. Both of
these devices showed high entropy scores as they use video compression [260]. We
found that when the Xiaomi camera detected motion, the unencrypted video, MAC
address and timestamp were sent in cleartext through an HT'TP PUT request packet,
a snippet of this is shown in Figure Also present in the header were the access
key ID and signature, which can provide investigator access to the Amazon Web
Services (AWS) account. We also found that when the mobile app for the D-Link
camera was activated, cleartext was present during live streaming between the device
and the mobile app and partial JPEG images were present in the HT'TP header.

The 4 devices that communicated with the mobile app in cleartext included;
Vera hub, D-Link cam, Victure cam and Wansview cam. The only interesting
finding was from the Victure cam: HTTP POST requests that included the
API access token and key.

Next, we examined the 7 devices that communicated with the cloud in cleartext,
2 of which were smart cameras. The first was the Samsung camera! that sent
unencrypted HTTP POST requests to the cloud, exposing unique identifiers includ-
ing, MAC address, username, serial number, timestamp and user-specific device
name (e.g., ‘smarthomeunsw’). The second camera an Insteon' also displayed
cleartext information such as port numbers, MAC address, public IP address and a

unique ID. The remaining 3 devices were smart healthcare devices that required
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"id":11020336, #Numeric ID of user

"sn":"SMA", #Username of user

"wt":51.701, #Weight (kgs)

"ht":1.68, #Height (meters)

"agt":30.1, #Age in years

"sx":0, #Sex of user (O=male, 1=female)

"cr":1472696125, #Unix timestamp when account created

"lg":"fr_FR", #Language French

"utc":1474829944 #Unix timestamp of last measurement (Unix
)

Figure 7.3: Snippet taken from the cleartext HT'TP POST request of the Withings
smart scale.

personal data such as height, weight, postcode/zip code etc. All this data is sensitive
and helpful not just in identifying the user but also their physical characteristics.
The 3 devices manufactured by Withings' (Sleep, baby monitor and scales) all
sent cleartext data through HTTP POST requests. Although the Withings
baby monitor and sleep! did not contain any sensitive cleartext information, the
Withings smart scales! displayed a considerable amount of user information,
e.g., weight, height, as shown in Figure Furthermore, the API for the scales
had depreciated, to understand the data we used the following source https:
//blog.chris007.de/hacking-the-withings-wifi-body-scale-2/.

We unexpectedly found that when the Triby speaker’ communicated with the
cloud during an update, the HTTP GET request was displayed in cleartext and
included information such as MAC address, username and serial number as shown
in Figure [7.4l We did not find any sensitive cleartext data on the Phillip Hue
Bridge or Vera Plus hub. However, these provide a central gateway to connect
other devices so when new sensors/devices are connected in the future, we expect
cleartext data to be identified. This is especially true for the Phillips Hue Bridge
that only used partial encryption on the device-to-cloud communication channel.

Previous research by Loi et al. [90] studied 20 IoT devices and found 5 that
communicated in cleartext, 3 of these devices were smart cameras. This corresponded
with our findings where we found 6 of the 8 devices that sent cleartext were smart

cameras. A possible reason for this is that smart cameras have more features and
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GET /update/triby/update.pup?mac=18:B7:9E:02:20:44&machine=
triby&board_name=TRIBY_VO&revision=5&sub_revision=4271&
version=triby-10.48.1&version_build=52.3a.e0&up=691259&
hwcap=1:0&feature_tag=&board_flags=c:1,ci:0,v1:0,cv:0,p
:1 HTTP/1.1

Host: developer.invoxia.com

Figure 7.4: Snippet taken from the unencrypted HT'TP GET request during an update
of the Triby speaker.

services compared to other devices such as smart plugs. For instance, TP-Link

plug had 1 TCP port open while the TP-Link camera had 4 TCP ports open.

7.3.2 HTTP Proxy

Mobile apps to cloud. In this section, we used a proxy server to examine the
encrypted contents of the network traffic between the mobile apps and the cloud
(see RQ5.4). We found several of the mobile apps allowed a proxy connection
while the remaining implemented certificate pinning. We found a case where a
device would unexpectedly take snapshots and there was no setting to control
this behaviour. On the same mobile app, the username and password were sent
encoded in Base64. As this mobile app controls several devices, this meant we

were able to gain access to them all.

Details We observed the decrypted communication between the mobile app-to-
cloud and found 7 of the 13 apps allowed proxy connections. The remaining apps
did not complete a connection with their servers as they had certificate pinning
implemented. This involved the coupling of a host’s trusted credentials to its
identity (e.g. an X.509 certificate or public key) [18]. We decompiled the apps
and then searched for keywords such as ‘x509" and ‘checkServerTrusted” and found
further evidence of certificate pinning.

The apps iLiving-iBlock (iBlockcube smart plug device) and LampUX (LE
LampUX device) allowed a proxy connection and normal device use, e.g., turn
on/off, although we did not find any sensitive data transmitted by these devices.

Additionally, when we opened the YI cam app, it would send a list of URLs that
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POST /data/LINKIE. json HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Authorization: Basic XXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXX

User-Agent: Dalvik/2.1.0 (Linux; U; Android 9; ANE-LX1 Build
/HUAWEIANE -L21)

Host: 192.168.1.151:10443

Figure 7.5: Snippet taken from the intercepted encrypted HTTPS POST request of the
TP-link cam. The values have been obfuscated for confidentiality reasons.

contained the motion-captured, username, user ID and API key. The Kasa app
controlled the TP-Link devices (lightbulb, switch and camera), but only the
camera routed useful data through the proxy. There was an unusual activity of
the TP-Link camera when the app was opened: it took a snapshot that included
a timestamp and URL link to the JPEG snapshot (note we were not able to
control/disable this functionality). From the same mobile app, we captured HTTP
GET request packets that exposed the basic authentication field that contained
the username and password to login for the device. This was encoded in Base64
and is shown in Figure [7.5] Obtaining the password for one account could allow
an investigator to access other IoT device accounts. Especially as [262] found that

52% of users reused their passwords for many online services.
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The top 10 data destinations grouped by the number of bytes transmitted by each device to their final destination.
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Country

Number of
Devices

United States
France
Germany
United
Kingdom
Ireland
Netherlands
Australia
Singapore
Denmark
Finland
India

Japan
Mexico
Romania
China
Brazil
Russia

26
14
14
13

1

NN WWWWER = Ot oo~

Table 7.7: The number of devices connected to each country

7.3.3 Network Traffic Metadata

7.8. Results

In the following section, we focused on RQ5.3 and identified the destinations that the

data transversed. Figure|7.6/shows the flow of traffic to the top 10 countries with the

height of the bands corresponding to the number of bytes sent by each IoT device.

Overall, the data for 26 of the 32 (79%) devices terminated in the US as shown in

Table [7.7, This was unexpected as the closest Amazon data centre to our testbed

(UK) was in Ireland [263]. While trying to establish a reason for our data being sent

to the US instead of Ireland, we found that unlike, Google and Facebook that provide

approximate locations for their data centres, Amazon did not advertise this freely.
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Cloud
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plug
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Cam
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Tilley [264] reported that data from their Ring Doorbell was routed to servers
in China. We found only 3 devices; Insteon, Wansview and Xiaomi cameras
that sent their data to Alibaba servers based in China. This was confirmed in our
findings, where in Section a consumer had raised the concern that their data
from the Wansview camera was being sent to China.

Furthermore, we found 75% (24) of the IoT devices sent data to multiple
destinations, while the remaining devices sent data to a single destination. This
is an interesting from an investigative viewpoint, as multiple destinations and
jurisdictions, will potentially cause delays in gaining access and securing the data.
Also it will require communication between countries with different legal systems.

Next, we examined the devices that contacted the most destinations the results
are shown in Tables [7.8 and [7.9] these were the LiFX lightbulb (28) followed by
the TP-Link Bulb, TP-Link plug, Vera Plus Hub (all had 9) and the Insteon
cam (7). When compared to other devices, such as smart hubs and cameras
lightbulbs, they have limited features, yet surprisingly they were the devices that
contacted the most destinations.

To gain a better understanding of the type of cloud infrastructure data was sent
to, we focused on the most frequently used. We found 21 of the 32 (66%) devices
contacted a server belonging to Amazon. The reliance on Amazon servers to store
data could be an issue for investigators. This was demonstrated in a recent case
involving Amazon Alexa where Amazon refused to hand over evidence relating to a
criminal investigation and denied the request in the absence of a valid or binding legal

demand. This could also be an issue for future cases when dealing with Amazon [265|.

7.4 Tool Creation and Evaluation: IoT Network
Analyzer

In Chapter [3, we undertook a survey to establish a clearer roadmap for research.
One of the key findings was that research should focus on the development of IoT
forensic tools. Following this, in Chapter 4] we reviewed existing [oT forensic tools

to establish the type of tools required. We found the requirement for tools to
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analyse network traffic captured from IoT devices. In this section, we fulfil this
requirement by introducing the tool IoT Network Analyzer, which is constructed
in Python to automate the process.

To the best of our knowledge there is no tool that has all the features that our
tool offers. Although our results can be found using separate open-source tools, it
would require an investigator a considerable amount of time to manually extract

the data. Our tool has made the following contributions to the state-of-art:

o Entropy calculation: It can automatically calculate the entropy-based on the
payload, whereas the tool Ent requires manual filtering of the IP address and

extraction.

o Usage of secure ports: It can compare the ports used against a pre-defined
list of ports that are known to be secure. The list of secure ports can also be

modified to include other port numbers.

o Geolocation: In our tool, we have used the IPStack geolocation database,
whereas in Wireshark the only option is to use GeoLite2(free) or GeolP2(commercial).
Since our tool is open-source the source code can be easily modified to add

other geolocation databases.

As explained in Chapter 4] we found only 53% (33/62 tools) were publicly
available. Therefore, to ensure our tool is available to the public we uploaded
our tool to the a public repository; Github. The tool is available at: https:

//github.com/Dyvels/IoTAnalyzer

7.4.1 Tool Development

To develop the tool, we followed a Software Development Life Cycle (SDLC) to
plan, manage and control the development process. Specifically, we decided to
use Waterfall (shown in Figure , a commonly used SDLC model. This is a
sequential software development process that comprises of five stages that flow

downwards and must be executed in order [266]. When developing the tool, we


https://github.com/Dyvels/IoTAnalyzer
https://github.com/Dyvels/IoTAnalyzer
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L Requirements }7
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Figure 7.7: Illustrating the Waterfall software development model [266]

took into consideration the findings from Chapter 4] by including a code review,

documentation, licensing and evaluation of the tool.

Requirement identification: This is where the description of the functional
and non-functional requirements of the software was developed. The features of
the tool were developed from our large-scale study where we found a method was
required to easily identify encrypted/cleartext packets and the location of the data.
In addition, we added other features to aid an investigator in analysing [oT network

traffic. The following are the features we identified:

o Entropy Calculation: To identify sessions that are in cleartext, the Shannon
entropy is utilised and calculated over all packets within a session. This
calculation was only carried out on the data portion of the segment; header

fields such as ports, the IP addresses are ignored.

e Location of Data: The source and destination IP addresses are extracted to
make an assumption of their geolocation and is accomplished using IP Stacklﬂ

that is a “powerful, real-time IP to geolocation API”.

Ohttps://ipstack.com/product
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Usage of Secure Ports: A list of ports with the total number of occurrences
for each port was created and then checked against the pre-defined list of
22 secure ports (Appendix , which can be modified if required. This
information is then mapped with the corresponding source and destination

IP addresses.
Cleartext Extraction: Our tool attempted to extract cleartext.

IP addresses and Connections Overview: This feature provided a list of the

source and destination IP address and their respective number of packets sent.

Packets Overview: This feature provided a structure of the different packets
and outputs a list of the number of packets, which included: the total, raw
layer, UTFS, byte, ARP, DHCP, DNS, and finally the total amount of packets

processed.

Command Line Interface (CLI): The tool has an interactive CLI based on
the cmd2™ library. This provided the interactive usage of the tool, data

extraction and output capabilities.

Design stage: This was the planning and problem-solving process. When design-

ing the tool, we applied the knowledge gained from Chapter[d where we found several

issues with current research-based tools. For instance, a lack of documentation and

licensing. To overcome these when developing our tool we planned the following;:

code review, programming language, documentation and licensing.

Implementation: At this stage, we used the requirements developed during the

design stage and implemented the requirements and design specifications into a

physical prototype tool. We carried out the following:

« Code review: We adopted the approach explained in Chapter [4, where we

carried out a code review of the tools using Codacy. The test revealed 98

"Uhttps://github.com/python-cmd2/cmd2
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issues, these concerned coding style (95) and security (3) (Note. No issues
were found in relation to error-prone, performance, compatibility and unused
code). Since coding style is subjective and has no bearing on the functionality
of the tool we chose not to address these issues. Instead, we focused on
fixing the 3 security issues, these were related to the hardcoded binding to all
network interfaces. This meant all incoming connections were accepted from
anywhere [T_Z], which can potentially open a service to traffic on unintended
interfaces, that may not be properly documented or secured. To overcome
this, we modified the hardcoded binding to only accept connections from

machines on the local network.

o Programming language: As previously discussed we found many of the tools
were developed in Python (Chapter . Therefore, we opted to use Python,
as it is also good for rapid prototyping [267] and the Python libraries are

available for the features we required in the tool e.g., Scapy, cmd2.

e Documentation: As there was no formal format for documentation, we used
the Github readme file to include the following information: project name,

description, installation, usage, contributions, credits and license.

o License: We used Github licensing of the source code to allow easy redistribu-
tion. We decided on the General Public License (GNU) v3.0 [ as it is the
most widely used free software license and allows “the software to be used for

any purpose”.

Testing: This was to verify and validate that the tool met the requirements
and specifications. In Chapter [ we found 74% (46 out of the 62 tools) had
been evaluated but there were inconsistencies. Therefore, we elected to test IoT

Network Analyzer to verify the accuracy, performance and efficiency of the tools’

?https://bandit.readthedocs.io/en/latest/plugins/b104_hardcoded_bind_all_int
erfaces.html
Yhttps://wuw.gnu.org/licenses/quick-guide-gplv3.html
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four main features. We evaluated it against similar tools, which is discussed

further in Section [T.4.3

Maintenance: This was the process of modifying the tool after deployment to
improve performance and quality. This is an ongoing process where additional
features and improvements can be made, such as the CLI to provide additional

output capabilities.

7.4.2 Example usage of IoT Network Analzyer

Following the development of the tool, we now demonstrate the use of iotnetworkanalyzer.

The tool can be called in command-line as follows:
iotnetworkanalyzer.py -f filename [options]

In this example, we invoke the Python script of the tool using the Python
interpreter. The tool accepts an input PCAP file as stated by the -f <filename>
parameter, the user can then select various options:

The -p parameter prints a list of ports

-c list of connections

-cn list a list of connections

-cn list of connections between source and destination
-i displays a list of IP addresses

-g list of IP addresses and the geolocation data

-ct shows the cleartext

-e displays a list of the calculated Entropy values

In this example, the parameter -g, outputs the following results that included

the IP addresses and the country the data originated.

Overview of IPs and their geolocation: ’224.0.0.22°:

’country’: None, ’54.194.162.84°: ’country’: ’Ireland’,



7. Network Traffic Analysis of Consumer IoT Devices 189

d - within .
loading ‘withings ale.pcap’, this may take a while depending on the size of
the file
loading finished after: 4.94523 5
building connection set
is done
is done
s done
done
done
done
s done
done
done
done
ets are not analyzed because they are DNS, NTP, ICMP or DHCP packets or didn
e a IP Layer

onnectionSet and portDicionary
d their geclocation will now be created

Overview of IPs their send utf-8 cleartext and the destination IP will now be create

building cleartext dictionary
s done

Figure 7.8: Snippets of the IoT Network Analyzer tool first loading the PCAP file to
analyse

’192.168.1.179°: ’location’: ’locallPaddress’,
’564.194.162.98’: ’country’: ’Ireland’, ’239.255.255.250°:
’country’: None, ’54.194.162.25°: ’country’: ’Ireland’,
’192.168.1.94°: ’location’: ’locallPaddress’, ’192.168.1.42°:
’location’: ’locallPaddress’, ’192.168.1.27:

’location’: ’localIPaddress’

To demonstrate the use of the tool, Figure [7.8 shows how to load a PCAP
file. Figure shows a snippet of how the tool can be used to overview all the
network connections. Lastly, Figure demonstrates the tool’s capability to

show all IP addresses and geolocation information.

7.4.3 Tool Assessment

For the evaluation we tested the tool’s four main features and the performance
of the tool, utilising 5 PCAP files that we knew had cleartext data and another
5 PCAP files with no cleartext data.
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ation IP addre
: @ used not u

Figure 7.9: Snippet of using IoT Network Analyzer tool with an overview of all
connections in PCAP file

94, 'co
*local IP add

Figure 7.10: Snippets of using IoT Network Analyzer tool with all the IPs and geolocation
information

Entropy Calculation. To evaluate the entropy part, we compared our results
to a similar tool called Ent and both provided identical results. Our tool has the
benefit of automatically calculating the entropy based on the payload, whereas
Ent requires manual filtering of the IP addresses and extraction of the payloads.
This allows an investigator using our tool to calculate the entropy on the various

communication channels at the same time.

Location of Data. As we used the external IPStack service for detecting the
location, we briefly compared these results with two similar services: IP2Location-
LiteE] and Geolite2 (MaXMind)E} These have been suggested by Gharaibeh et al.
[268] as they have an accuracy of 80% at country-level. The results are shown
in Table and show little difference between the databases, meaning any of
these databases would be equally suitable. Note: a method to assess the accuracy
of IPStack would be to compare it against a “ground truth” database that has
true geographical location for each IP address. However, such a database does

not exist [268|.

Yhttps://www.ip2location.com/demo
5https://dev.maxmind.com/geoip/geoip2/geolite2/
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Devices IPStack (IoT GeolP IP2location
Network Analyzer)
Withings smart  France France France

scale
Samsung
smartcam

Vera hub
DLink cam
Insteon
cam(wired)

TPlink cam
Amazon Echo

Google Mini
Phillips Hue

Xiaomi cam

Australia, New Zealand,

US

US

Ireland

Australia, China,
Ireland, Japan,
Netherlands, UK,US,
Germany, Ireland,
Singapore, UK, US
Ireland, UK, US
Mexico, US

Germany, Ireland,
Singapore, Spain, UK,
US

China, France,
Germany, Netherlands,
Singapore, Taiwan, UK

Australia, Cambodia,
Germany, Luxembourg,
UK, US

US

Ireland

Germany, Ireland,
Singapore, UK, US

France, Germany,
Ireland, Singapore, US
Ireland, UK, US,
Mexico, US

Germany, Ireland,
Singapore, Spain, UK,
US

China, France,
Germany, Ireland,
Japan, Netherlands,
Singapore, South Korea,
Taiwan, UK, US

Australia, Japan, New
Zealand, UK, US

US

Ireland

China, France,
Germany, Taiwan, UK,
UsS

China, France,
Germany, UK, US
Ireland, UK, US

UK, US

Germany, Ireland, UK,
UsS

China, France,
Germany, Netherlands,
Singapore, Taiwan, UK

Table 7.10: Countries identified using IoT Network Analyzer and results from two
other geolocation databases

Usage of Secure Ports. To test this feature, we analysed the 10 PCAP files
using a similar tool, T-shark to filter for the ports and compared these results to

those from our tool, which showed them to be identical.

Cleartext Extraction. To identify cleartext traffic, we manually examined each
PCAP file in NetworkMiner' and compared these to the results we obtained using

our tool and the results were identical.

Performance Evaluation. The performance test (with respect to processing
speed, Central Processing Unit (CPU) and memory usage) was conducted on a
system running Windows 10 on a Intel(R) Core(TM) CPU i5-4670K with 32GB
RAM. The results from processing the PCAP files of sizes from 500 - 75,000 kilobytes

(kbs) are shown in Figure |[7.11a and show that it took around 1s to 6 minutes.

ohttps://www.netresec.com/?page=NetworkMiner
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Figure 7.11: Different sizes of PCAP files time required to process, amount of CPU and
memory used

Figure [7.11b] and Figure showed that the tool was not resource intensive as it
utilised around 60% of CPU capacity and has a small memory footprint.
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7.5 Summary

In this chapter, we analysed the network traffic of 32 different IoT devices in
respect to their network settings, to better understand the implications for forensic
practitioners. An interesting result from this study was that the majority of
devices did not have remote ports open (Section . This contrasts with
Loi et al. [90] study where they found that access through Telnet and SSH was
prevalent; [256] reported a leaked list dated October-November 2019 (the age of
the devices is unknown) containing over half a million credentials that allowed
access to IoT devices via telnet.

With the number of IoT devices increasing, investigators will become over-
whelmed with devices to analyse, therefore the entropy test and other statistical
tests such as a Monte Carlo test will be useful tools in triaging devices that have
unencrypted traffic (Section . Regarding devices that sent data in cleartext,
we found smart cameras and smart healthcare devices were more prevalent in this
aspect. More specifically, smart healthcare devices exposed personal data that could
be useful to an investigator in identifying features of a person of interest. We found
some devices displayed unusual behaviour when sending cleartext data, such as when
the Xiaomi camera detected motion, it would send an unencrypted packet containing
not only the captured video but also the credentials to an AWS server (Section .

We examined the encrypted contents of the devices and found a device that
exhibited unusual behaviour that could not be controlled by the consumer: the
Kasa mobile app for the TP-link devices would take snapshots. Also on the same
mobile app, we found the username and password used a weak HTTP based
authentication that could be easily decoded. Several other mobile apps accepted
proxy connections; however, these were smart plugs and did not contain any
sensitive data (Section [7.3.2).

One of the forensic challenges discussed in existing work is the storage of IoT
data in multiple locations which then leads to different jurisdictions [16} 251]. In
our findings, most data were sent to the US, however, there was also a range of

other countries (see Section [7.3.3]). Note, this was despite our testbed being based
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in the UK and Dataset-2 having been collected in Australia. This finding was in
line with previous work by [269], studied where internet traffic terminated, they also
found that data mainly transversed to the US. There would be less legal complexity
if the data were stored in data centres within the country of origin. These legal
difficulties were highlighted in a case involving Microsoft, where they refused to
comply with a US search warrant because the data was stored in the EU [270].
Additionally, we found 77% of the devices’ sent data to multiple destinations and
64% of the IoT devices contacted a server belonging to Amazon.

Finally, this chapter presented a tool IoT Network Analyzer (Section ,
which can automate the analyse of IoT network traffic. The tools” main features,
beyond the current state-of-art is that it automatically identifies encrypted network
packets by calculating the entropy from the IP payload, extract cleartext in the IP
payload and lastly identifies the location of the data using the destination IP address.



Computer Science is no more about computers than
astronomy is about telescopes

— EW Dijkstra

Conclusion and Future Work
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In this final chapter, we review and conclude the contributions we have made
in this thesis and identify the directions for future avenues of research. At a high
level, we developed a concise definition of IoT forensics and a research roadmap to
guide future research efforts. Next, we proposed an updated taxonomy of digital
forensic research-based tools and identified gaps in the IoT forensic tool/solution
development. We then developed an approach to identify the type of [oT devices
on the network and proposed our machine learning approach that was accurate
and efficient. We proposed a data acquisition method using BLE to acquire
traces from smart healthcare devices and finally, we developed a prototype tool
to aid an investigator in analysing loT network traffic. Holistically, we improved
the whole forensic process at the various stages of the IoT forensic investigation
process and developed generic solutions that were compatible with IoT devices

from different manufacturers.

195
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8.1 Summary of Contributions

Based on the findings in this thesis, we summarise the contributions made in this the-

Sis:

Definition of IoT Forensics and roadmap for current and future challenges
In the first part of this thesis, we carried out a systematic literature review
and identified three specific definitions of IoT forensics: these were [19, [56] |57].
These definitions, although different, contained similarities in the terms used.
However, none had been developed with input from the digital forensic community.
Furthermore, forensic investigators face a significant number of challenges during an
investigation, such as a lack of technical capabilities and data volatility. However,
it was unclear which of these are real-world problems.

In Chapter [3] we addressed these limitations of existing research and provided
three critical contributions. First, we presented the community’s interpretation of
concepts such as the definitions of IoT forensics, including the type of evidence
obtainable from devices, and explored practitioners’ investigative experiences and
capabilities. As a result, we found participants agreed on some aspects of IoT
forensics, such as [oT forensics is a subdomain of IoT forensics but disagreed on
which devices they considered [oT devices. We also found that, although participants
had experience in examining IoT devices/data, they did not feel prepared to do
so. Second, we developed a unified and concise definition for the digital forensic
community. Our proposed definition of IoT forensics addressed the limitations
of |19} 56, 57] definitions. In our definition, we extracted the keys terms from the
existing definitions and from the feedback from the digital forensic community. As
a result, this provided the digital forensic community with a clearer understanding
of the main digital forensic steps, the type of devices investigated, specified the
skills required, and the various subdomains involved in IoT forensics. In our third
contribution, we highlighted open research problems and identified and prioritised

which of these to overcome first. A key finding from this study was that participants
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agreed that research should focus on the development of IoT forensic tools and data

acquisition/imaging. This motivated the research for Chapter |§]

Capabilities and shortcomings of research-based tools. Having identified
in Chapter [3] that research should focus on IoT forensic tools, it was essential in
this chapter to investigate the current landscape of digital forensic tools. These
are essential to forensic practitioners to aid them in acquiring and analysing
evidence. The main output from digital forensic research has been the development
of prototype tools. The existing taxonomy presented by [141} [142] have categorised
commercial /open-source digital forensics tools specific to digital forensic domains
(e.g., cloud, anti-forensic tools). Similarly, |[134] taxonomy was outdated and did
not include recently published digital forensic tools. Furthermore, they did not
study the diversity, availability, or quality of these published tools. Therefore, the
primary aims of Chapter [ was to propose an extended taxonomy for research-based
digital forensic tools and identify the tools that were missing in IoT forensics.
To achieve these aims, in Chapter 4| we conducted a systematic analysis of ~ 800
academic publications from a 6-year period from various digital forensic venues,
filtering those presenting tools. We examined each tool found for programming
style, code quality, and its documentation. In doing so, this study offered three
fundamental contributions. First, we contributed an extended and updated taxon-
omy of research-based digital forensic tools; we extended it to cover the growing
areas of digital forensics, such as device/IoT forensics. Second, we provided a list
of 62 recently published research-based tools that were categorised according to
our extended taxonomy. Furthermore, we advanced the state-of-art by analysing
the availability and quality of the tools and found 33 of these tools were publicly
available but not maintained after development. As a third contribution, this study
discussed the challenges with the published tools, including the recommendation of
a centralised repository specifically for tested tools. In addition, tool researchers
(developers) should spend more time on code documentation and evaluation. The

findings from this study showed there were gaps in current IoT forensic tools. In
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particular, a method to identify IoT devices and network forensic tools to study
the various communication channels used by IoT devices. The gaps found in this

chapter motivated the research for Chapters [5| and [7]

Identification Approach When we explored the shortcomings in digital forensic
research-based tools in Chapter ] we found a lack of studies focused on the
identification stage of the IoT forensic process. Similarly, related research in
identification was from the security perspective, such as using machine learning
classifiers and unique features extracted from the network traffic proposed by
[24, 222|. However, it was unclear how these approaches applied in the forensic
context; they were inefficient and required substantial training datasets and features.
Therefore, the primary aim of Chapter 5[ was to provide solutions to the limitations
of [24, 222| and improve its capabilities in the forensic context.

This study offered three significant contributions. First, we proposed an improved
machine learning approach that can identify the device-type on the network that
combined both packet-headers and behavioural features. Furthermore, we showed
our identification approach can identify a multitude of IoT devices from various
manufacturers. Second, we validated our approach by using data collected from
22 ToT devices over 2 hours. We showed it outperformed the state-of-the-art by
significantly improving the runtime identification approximately 80% using SF'S and
retained an identification accuracy of 98.2%. Third, we evaluated the scalability of
our approach and evaluated the efficiency on three types of hardware The results
showed that overall it took the high-end desktop, 2.32 seconds, while the RPi 3
took on average 4.29s, which although twice as long, is acceptable if we were to

run our approach on a mobile system.

Acquisition Method In Chapter |2 we highlighted that existing work had focused
on developing acquisition frameworks for specific IoT devices, such as the Amazon
Alexa ecosystem [27] or they were limited only to a selection of IoT devices [28].

These approaches are not scalable, as they require a tool/plugin to be developed
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for each device. In addition, one of the key findings from Chapter |3| suggested that
research should focus on developing an acquisition method.

Consequently, the primary focus in Chapter [0 was to develop a generic acquisition
method to facilitate the acquisition of traces from a multitude of IoT devices and
their connected accompanying mobile device (mobile apps). This study has made
the following three substantial contributions. First, we presented a novel method
that used BLE to provide a digital forensic investigator with a method to acquire
traces from BLE-enabled devices. In the proposed BLE method, we addressed
the current limitations of existing acquisition frameworks/solutions, such as the
Amazon Alexa ecosystem; our method is not device-specific and applies to a variety
of BLE-enabled devices. We demonstrated the feasibility of using this method by
acquiring health-related traces and timestamps from 4 BPM. Second, our study
provided an insight into the availability of the user data from the mobile apps
that accompany smart healthcare devices and a detailed documentation of our
findings. We showed that many of the mobile apps left user data on the mobile
device. However, the quantity of traces varied depending on the mobile app and
not all user data remained on the mobile device after a user logged out. Third,
we analysed multiple BLE-enabled devices to determine the confidentiality of the
data stored. We showed that most of the smart healthcare devices did not require

pairing or use any security mechanisms.

Analysis Tool The limited research attempts in current IoT forensic tool devel-
opment found in Chapter [4], motivated the work in this chapter. Specifically, we
found the requirement for a tool to analyse IoT network traffic. Network traffic
from IoT devices is an important source of evidence even when encryption is used.
Recent work has shown the potential of analysing IoT network traffic for forensic
traces, for instance, |28, |34] intercepted encrypted data to obtain sensitive data
such as username and passwords. However, these previous studies are limited in the
number of devices they studied and required the manual analysis of IoT network

traffic, which is time-consuming. Therefore, the focus of Chapter [7| was to propose
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a method on how to conduct a detailed analysis of network traffic from a variety of
consumer [oT devices. Combined with a novel network forensic tool to automate
the process to aid forensic investigators in analysing IoT traffic.

To address the limitations of previous studies in Chapter [7| we proposed a
methodology from the forensic perspective on how to conduct an in-depth, large-
scale study of network traffic analysis from IoT consumer devices. We provided
insights into the type of traces obtainable from the [oT traffic and the use of
metadata for forensic purposes. Overall, we found, most IoT devices did not have a
remote port open, limiting remote access for forensic investigators. Smart cameras
and smart healthcare devices were more prevalent in sending data in cleartext. This
could be useful to an investigator in identifying features of a person of interest. We
could easily obtain user credentials from mobile apps that used weak authentication.
Finally, most data sent from IoT devices went to the U.S, which could cause legal
complexities when the data is stored outside its country of origin.

We proposed a novel network forensic analysis tool, IoT Network Analyzer,
which aids forensic investigators to automate the analysis of IoT traffic. It addressed
the limitations of existing research by automatically analysing IoT traffic from a
multitude of ToT devices. The tool has four key features: (1) It is a triage tool
that the Shannon Entropy test to easily identify devices using unencrypted traffic.
(2) It can easily extract cleartext data from the IP payload, so that credentials
can easily be obtained. (3) It can compare ports to determine whether the IoT
device used a secure port. (4) Using the destination IP address, it can identify
the final location of the data.

To develop IoT Network Analyzer, we followed a clear process and detailed
the steps taken during tool development using a software development methodology.
In addition, we considered the findings from Chapter [d] where documentation and
code review were lacking. We addressed these issues when we carried out a code
review and fixed the security issues identified. We provided detailed documentation
of the tool and included a licence so that the tools’ code can be freely redistributed.

The tool is available on Github in a public repository, so that other developers can
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easily use, maintain, and improve the tool. The tools we identified in Chapter [4]
were inconsistent in their evaluation. Therefore to overcome this in our tool, we
evaluated the principal features, performance, and efficiency. We compared these
results against results from similar tools and found them to be identical and showed

our tool was not resource intensive.

8.2 Future Work

Informed by our findings there are several opportunities for future work and these
have been divided into three themes: educational and training platforms, usability

study on forensic tools and user feedback for tool

Educational program In Chapter 3] we focused on identifying what research
challenges should focus on and developing a clearer definition of IoT forensics.
The findings from our survey also showed the need for additional educational and
training in IoT forensics, especially when participants stated they felt they were
not “fully qualified to do so” and felt they had “insufficient training”.

To address this issue, educational programs/technical training in IoT forensics
would need to be developed to prepare the workforce to deal with the exponential
increase in the usage of IoT devices, but also to aid in the development of IoT
forensic tools. Future work could involve a follow-up survey aimed at digital
forensic educators and practitioners to find out what knowledge/skills are missing
to develop an IoT forensic curriculum. The results from the survey could then
lead to a pilot of the course with higher education students to gather feedback
and revise the curriculum.

Datasets are important in IoT forensic education and research. They are used in
the classroom and in online courses to increase a forensic practitioners’ familiarity
with traces extracted from IoT devices and support tool development and testing.
However, of the several datasets available to academia, only a few contain IoT
devices and these were collected in a lab setting [28, 224]. Therefore, collecting real-

world datasets for training and research purposes could be beneficial in furthering
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the field of IoT forensics. One way to achieve this, is to explore the development
of a tool to automate the remote collection of data from consumer smart home

networks. This would produce a more complex and realistic dataset for training.

Usability studies The observations of Chapter [4 could be extended along several
directions. We examined the digital forensic research-based tools on the usability,
from various perspectives such as the programming style/quality which is also
important to the impact of the end-user’s experience. The usefulness of the tool
can also be robustly measured by conducting user studies with digital forensic
practitioners to improve the usability, functionality and identify any shortcomings
of the tools such as those provided in [271] could be utilised. We also found the
level /complexity of evaluation of digital forensic tools varied, where some tools
provided detailed evaluation on accuracy, reliability and used multiple datasets,
whereas others evaluated the performance and efficiency. While there are existing
tool evaluation metrics and frameworks, these are not typically followed because
they are either too complex or do not cover all aspects of the tools. In general,
determining a standardised and simplifier framework for testing digital forensic
tools is an open problem.

In Chapter [, we could extend the research in many ways. Our research
demonstrated the usefulness in forensic investigations of metadata extracted from
the network traffic. Future work could involve investigations from other perspectives,
such as investigating the amount of network traffic exchanged when the device is
initially powered on. We could then examine the devices’ network traffic metadata
to determine what information is exchanged during device start-up to and if data
is overwritten [16] |19]. We presented our tool IoT Network Analzyer that can
aid an investigator in analysing IoT traffic. The usefulness of this tool can be
robustly measured by conducting a pilot usability study for forensic practitioners
to test the application. This will improve the functionality and identify any

of the tools’ shortcomings.
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Improvement to identification method In Chapter [0 we identified IoT devices
based on their device-type and developed an identification method using machine
learning to extract the packet header and behavioural features. We then used the
feature selection method SF'S to select the best feature set. However, the limitation
of SFS, is that it evaluates all possible combinations of features and therefore takes
longer to compute. There are more efficient feature selection methods that could be
utilised, such as Least Absolute Shrinkage and Selection Operator (LASSO) [267].
It will be of interest to investigate the effects of these methods on the performance
runtime of our proposed identification method. Additionally, before we started our
experiments, we updated the IoT devices with the most recent software and no
updates were required during our experiments. Therefore, it would be interesting to
determine if future software updates will result in changes to the extracted features,

as this may change the “fingerprint” of the device.

8.3 Final Remarks

The increasing number and variety of consumer IoT devices provide many benefits
to the user, but with constant monitoring of their environment raise many privacy
and security concerns. However, it is this continuous monitoring that can prove
to be a rich source of evidence for forensic investigators.

Although there are many technical challenges in obtaining evidence from these
devices some of which we have sort to address in this thesis. Academic research
should not overshadow the educational and training requirements, participants
in our survey commented there was “insufficient training” or felt they were “not
fully qualified”. Focusing on only developing tools and methods will be problematic
not only for investigators but also for future research, as this requires constructive
evaluation and feedback from informed practitioners.

In this work, we have demonstrated that there are still many gaps in IoT forensic
research, currently, there is no comprehensive framework or any generic tools capable
of analysing devices from multiple manufactures. It can be argued that technology

(software and hardware) is changing so rapidly that tools are outdated by the time
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they are published. This together with the sheer volume of IoT devices, makes
it unclear if commercial tools alone can cover the market or if practitioners will

require the research community to provide tools.
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[oT Forensic Survey Questions

The following is the complete survey questions:

1. What is your country of residence? Drop down list provided
2. Which age group do you belong to?
(a) 18-24
(b) 25-34
(c) 35-44
(d) 45-54
(e) 55-64
(f) 65+
3. What is your gender?
(a) Male
(b) Female

(¢) Other

4. How many years have you worked in cyber forensics?

207
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(a) Less than 1
(b) 1-3 years
(c) 4-6 years
(d) 7-9 years

(e) 10+ years
5. What is your primary occupation in cyber forensics?

(a) Law enforcement practitioner

(b) Non-law enforcement practitioner
(¢) Industry instructor

(d) Professor

(e) Student

(f) Researcher

(g) Other
6. Which category does your occupation most fit into?

(a) Federal law enforcement

(b) State/local law enforcement
(c¢) Military

(d) Legal system

(e) Education/training facility
(f) Private sector organization

(g) Other
7. Do you consider IoT forensics as a sub-domain of cyber forensics?

(a) Yes

(b) No
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8. Please rate how much you agree/disagree with the following definitions of

what IoT is:

(a) The Internet of things is the internetworking of physical devices,vehicles,buildings
and other items embedded with electronics, software,sensors, actua-
tors,and network connectivity which enable these objects to collect and

exchange data.

(b) Jeffrey Voas from NIST defines IoT using a model he calls the Network of
things that relies on 4 key components to function, sensings, computing,
communication and actuation. The network of things model relies on
sensors, a communication channel, an aggregator, and the cloud in order

to function

(¢) The Internet of Things(IoT) is the network of physical objects that
contain embedded technology to communicate and sense or interact with

their internal states or the external environment.
(d) The Internet of Things is sensors and actuators embedded in physical
objects that are linked through wired and wireless networks

9. What do you consider to be an IoT device? (Check all that apply)

(a) Smart Home Appliances

(b) Self Driving Cars

(¢) Smart Phones

(d) Drones

(e) Hub based Internet devices (ex. Internet connected light bulbs)

(f) Internet connected sensors (ex. sensors monitoring power plants and

factory machines.)
(g) Bluetooth peripherals
(h) Wearables (ex. Smart Watches)

(i) Home Assistants (Google Home, Amazon Alexa, etc)
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10.

11.

12.

13.

14.

A. IoT Forensic Survey Questions

Does an IoT device need to be constantly connected to the Internet?

(a) Yes

(b) No
Have you ever been involved with an investigation where you have to analyze
[oT data?

(a) Yes

(b) No

(¢) Not myself but I know of a colleague who has.
In your own words, what is IoT forensics?
(a) Text submission accepted

Would you consider yourself in a position to analyze an IoT device including

its communications channels and network traffic?
(a) Text submission accepted

How would you rank the following issues [oT forensics is facing today (1 being

the highest)?

(a) Software tools

(b) Funding

(c) Education

(d) Technical Training
(e) Legal Issues

(f) Technological Issues
(g) Data Security

(h) Cloud Data Storage

(i) Research
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15. What evidence do you think we can acquire from IoT devices? Why is this

evidence important?
(a) Text submission accepted

16. What are the areas that are most in need of improvements to forensic and

software tools used on IoT devices?

(a) Data preservation

(b) Data Acquisition[Imaging]

(¢) Cloud forensics

(d) Data Encryption

(e) Memory acquisition

(f) Device disassembly and forensic process

(g) Other
17. Which is the most challenging area to acquire IoT evidence from?

(a) Cloud storage
(b) On-device memory

(¢) On-device storage

(d) Network
18. Please rate how much you agree or disagree with the following statements:

(a) Legislation regarding IoT cyber forensics is currently up to date
(b) Legislation is currently too broad regarding IoT forensics

(c¢) Data encryption presents a major problem

(d) Security on IoT devices is currently weak

(e) Finding data in the cloud presents a problem for IoT forensics
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19. Where should research be focused in order to combat current issues? (select
up to 2)
(a) Legislation updates
(b) Jurisdictional issues
(c) Cloud data forensics
(d) Preserving volatile data
(e) IoT Forensic Tools
(f) Breaking Data Encryption on IoT Devices
(g) Memory Retrieval
20. Please rate how much you agree or disagree that the following present a
challenge to the future of IoT forensics:
(a) Data encryption
(b) Trail obfuscation(particularly as it
(¢) Pertains to cloud forensics)
(d) Evidence modeling
(e) Limitations on local storage
(f) Legal jurisdiction
(g) Malware/device security issues

(h) Lack of digital forensic tools



Responses from participants’
interpretation of IoT forensics

The tables shown below represents 41 responses from participants’ interpretation

on IoT forensics. A detailed discussion of these are in Section
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B. Responses from participants’ interpretation of IoT forensics

Category

Response

Collection, preservation, analysis and presentation of IoT devices and data

P5: Investigation/analysis of real-time and prior crimes committed using IoT;
the collection of evidence/data artefacts (footprints) from the IoT
sensors/actuators/nodes/devices that would aid law enforcement in resolving
cases.

P11: IoT forensics is the application of the digital forensics process to handling
potential evidence that might be contained in an IoT device.

P16: The identification, preservation, collection, analysis and presentation of
data from any ’smart’ device.

P19: IoT forensics the smart forensic methodology for investigate IoT based
crimes into more deeper level.

P22: The necessity of analysing data from objects we wouldn’t in the past have

expected to contain personal information, for example refrigerators and light
bulbs.

P27: 10T forensics is the practice of collecting, analysing, and reporting on
digital data acquired from physical devices that have the ability to connect,
communicate and exchange data over wired or wireless networks.

P31: ToT forensics is a forensic sciences branch which deals with the
development of scientifically proven methods to acquire evidence from IoT
devices and to analyse this evidence.

P32: The use of forensically methods and tools to investigate IoT Devices (e.g.
Smart Meters) to get digital evidences which are proof for a court of law.

P33: The analysis of data created by IoT devices in order to get insights for a
forensic case

P34: Examination of IoT devices and IoT data with the goal to find evidence
for actions taken or omitted.

P41: Gathering evidence and presenting the analysis of the evidence in a
legally admissible way.

P42: Investigation process of an incident that involves internet enabled device,
which includes the identification of the source of instantiation of connection.

P45: Digital forensic examination and analysis of IoT devices and data

P46: The recovery and interpretation of data from IoT systems in order to
create understanding of the events which led to the data being deposited.

P49: The location, collection and analysis of cyber forensic data from
components of the IoT, whether purely local or at aggregation and
transmission points. It also include analysis of the analyses of IoT data.

P51: Analysis of sensors and controls with communications. Std Who what
when where and how

P52: ToT forensics is the systematic processing of an IoT devices that is mostly
likely a portion of an investigation.
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Category

Response

Embedded Devices

P10: Recovery and analysis of data relevant to investigation from any
specialized (not general purpose computing) internet connected device

P17: The retrieval and analysis of artefacts retained on and sent by embedded
devices to local or remote instances including the cloud and social media

P20: The acquisition and processing of data collected from embedded devices
that have an internet component that is part of its function.

P25: The process of extracting (collecting) relevant data from networked
physical devices and embedded electronic items for analysis purposes.

P30: Forensics in IoT devices Like embedded devices which have (in)direct
connection over the internet to a central resource for example for Management
purposes or control of the devices states.

P45: Embedded device in electronic log and data investigations

P56: T would consider IoT forensics, the analysis of data generated by special
purpose embedded systems. Smart watches are becoming general purpose, as
tablets and phones already are, and there are forensic tools for them. There
are relatively few such tools for things like nest thermostat, ring doorbell, video
surveillance, industrial control, vehicle control, healthcare diagnostics,
electronic voting. The tools tend to be platform specific, and because
embedded software platforms may be shared between these, it may be helpful
to consider how that affects the practice. Also consider that, from a forensics
perspective, we are likely primarily interested in the data from the devices,
which means either devices that retain data, or cloud forensics of data
uploaded. Do we draw a line between cloud acquisition, and acquisition from
devices themselves? Probably not. Look at cell phone forensics, where the
tools for imaging phones are taking on features to use credentials from the
phone to download data from associated cloud services.

Non-Traditional Computing

P3: Examination of IP connected devices which are not regular computers,
PCs, smart phones, tablets etc

P13: Forensics on small-resource network nodes

P14: Analysis of non-PC electronics

P18: IoT forensics is the act of recovering evidence from network enabled
devices that are not traditional computers.

P29: Forensic of the equipment which have internet connection data and which
is not classified as computer or mobile forensic

P59: IoT forensics is the analysis of 'host’ and network based artifacts of
non-traditional devices that have little computers and the ability to
communicate over the internet or within an intra-net.
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Category

Response

ToT Network Traffic

P21: Studying the underlying hidden data/communications being sent or
stored by IoT type devices. This could include traditional networking
appliances as well.

P35: 10T forensics consists of systems and methods to investigate potential
incidents in IoT networks for creating, collecting, analysing and evaluating
data as evidence. Compared to computer forensics IoT forensics can be seen as
a specialization taking care of highly distributed, loosely coupled, unreliable
networks and resource constrained devices.

P36: Acquisition and analysis of evidence from IoT devices. This can be
evidence stored on device itself, or communicated elsewhere, and may include
more abstract sources such as network patterns, etc.

P54: Imaging (capturing) and analysing volatile and non-volatile storage and
network traffic related to an IoT device

Cloud

P2: ToT is a branch of digital forensics which deals with IoT related crimes and
includes investigation of the connected devices, the sensors as well as the cloud
of data.

P39: Getting information from IoT devices which presented in court can be
held as evidence. This can be in the cloud, in the network, in the device
(chip-off) etc.

P53: 10T forensics is the acquisition and analysis of at-rest device and
cloud-resident data from a sensor or single-function device. It is also the
reverse-engineering and analysis of data in-transit between the IoT device and
its ultimate destination.

Others

P9: I think IoT is largely a buzzword for Internet connected devices that are
“specific purpose computing” as opposed to “general purpose computing”.
Forensics is the usual definition of processes/tools to collect/analyse digital
evidence.

P37: Dealing with evidence that relates to the IoT devices themselves (e.g.
using them for illegal purposes, evidence of hacking attacks, etc.) and also
evidence that has been gathered by IoT devices but relates to crimes that are
otherwise unrelated (e.g. home security system knowing that a person was
home at a particular time, cameras capturing events, GPS information from
wearables, etc.).

P40: Why IoT forensics! It is all Forensic Research, some components are
connected through any kind of protocol is that IoT? Of course IoT differs from
other IT, but it remains part of Digital Forensics.

P62: The biggest difference between IoT forensics and other digital forensics is
that IoT forensics is largely reverse engineering. IoT devices are so diverse that
one can never be an “IoT expert” and it is really more about the forensic
analysis of unknown digital devices.
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Year Ref  Category Tool Name Source Last Programming Licence
Modified” Language
2014 [183]  Device incl. IoT forensics FSNView Github 5 years Python X
2014 [164]  Software forensics incl. DBs ~ Mrsh_ net Private/personal 6 years C/C++ X
website
2014 Software forensics incl. DBs Sifter Github 5 years Python X
2014 [155]  Software forensics incl. DBs ~ OpenLV Github 5 years Java GNU General
Public License v2.0
2015 [153]  Software forensics incl. DBs  Advanced forensic Private/personal 1 year C++ X
Ext4 inode carving website
(ADEIC)
2015 [201]  Memory forensics Winpmem Github N/A Python Apache License 2.0
Pmem
2015 [180]  Device incl. IoT forensics ConvertPDML Dropbox 4 years Python (2.7) X
2015 [161]  Software forensics incl. DBs ~ Mrsh-cf Private/personal 4 years C/C++ X
website
2016 [195]  Network forensics Kumodd Github 4 years Python GNU General
Public License v2.0
2016 [158]  Computer forensics Advanced Automated Source Forge 3 years Java No
Disk Investigation
Toolkit (AUDIT)
2016 [198]  Malware forensics AMExtractor Github 4 years C X

* This research was undertaken in September 2019

Table C.1: Available digital forensic tools from 2014-2016
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Q
Year Ref  Category Tool Name Source Last Programming Licence :L
Modified” Language S
2017 [171]  Software forensics incl. DBs A Forensic Email Private/personal 4 years Python, X §
Analysis Tool Using website JavaScript Ry
Dynamic Visualization S
2017 [133]  Device incl. IoT forensics DRone Open source Github 3 years Python MIT License g
Parser (DROP) g
2017 [159]  Software forensics incl. DBs  Digital Forensics Github 2 years Python/C++ X y
Framework (DFF) S
plugin S
2017 [185]  Device incl. IoT forensics GE-FANUC controller Private/personal 7 months C++ X cgn
website N
2017 [179]  Multimedia forensics DECA: a Bitbucket 1 year C++ X S
decision-theoretic 2y
carving program S
2017 [205]  Memory forensics Heapinfo Github 1 year Python X E
Heapdump S
Heapsearch S
Heaprefs ©
2017 [152]  Computer forensics AutoProv Github 1 year Python Apache License 2.0
2018 [199]  Device incl. IoT forensics AndroParse Github 1 year Golang GNU General
Public License v3.0
2018 [175]  Software forensics incl. DBs ~ MongoDB Deleted Github - Python (3.5) X
Data Recovery Tool
2018 [84] Device incl. IoT forensics Forensic Evidence Github - Python X
Acquisition and
Analysis System
(FEAAS)
2018 [187]  Network forensics Wifimit Github - Python GNU General

Public License v3.0

* This research was undertaken in September 2019

Table C.2: Available digital forensic tools from 2017-2018
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Year Ref  Category Tool Name Source Last Programming Licence
Modified” Language

2019 [160]  Software forensics incl. DBs ~ Timeline2GUI Github - Python X

2019 128] Device incl. IoT forensics Arlo_autopsy Github - Python GNU General
Ismartalarm__autopsy Public License v3.0
Ismartalarm
Wink_ db
Qbee__autopsy
Crypto__dec

2019 [154]  Computer forensics NTFSObjIDParser Github - C++ GNU General

Public License v3.0
2019 [207]  Memory forensics Winesap Github - Python X
2019 [176]  Software forensics incl. DBs  Bring2lite Github - CC-BY-NC -
Creative Commons
license

2019 [209]  Memory forensics Hooktracer Github - X

2019 Software forensics incl. DBs ~ AFF4 evidence Github - Python Apache License 2.0
container

2019 [208]  Memory forensics Ptenum Github - Python X

2019 [186]  Memory forensics Vivedump Github - Python X

2019 [182]  Device incl. ToT forensics Digital Drone Forensic Github - Java 8(JDK X
application 1.8), JavaFX

8 libraries
2019 [192]  Malware forensics BotDAD Github - Python Apache License 2.0

* This research was undertaken in September 2019

Table C.3: Available digital forensic tools from 2019
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Year Challenge topic Developer Tool name Programming Last
Language modified
2014 Android Malware [272] Manal N/A 2015
2015 GPU memory [273] Gpuhost proc maps N/A
Gpuhost dump map
[274] Nullfinder C++ 2015
2016 Software Defined [275] Booze Allen Hamilton(BAH) Python N/A
Networking (SDN)
2 Volatility patch Files find file.patch
Recover filesystem.patch
2017- IoT [276] Google OnHub parser Python 2018
2018
[277] Google OnHub log parser Python 2018
JSON parser
SQLite database extractor
Timeline viewer
[278] OnHub parsing Python 2018
SmartThings
Kodi
Googlehangouts message
2018- IoT [279] IsmartAlarm android
2019 Android gmail plugin
[280! Alexa cift parser Python -

IsmartAlarm dairy parser
Ismart Alarm base station Server
Stream Parser

Nest video recovery

Wink activity parser

Table D.1: Tools developed from DFRWS challenges between 2014-2019
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List of secure ports

Port Description

500 SofaWare Technologies Remote-HTTPS-Management fiir eingebettete Firewalls
mit Check Point FireWall-1

443 TLS

22 SSH

8883 Secure MQTT

6679 IRC over SSL (Secure Internet Relay Chat)

6697 IRC over SSL (Secure Internet Relay Chat)

9090 Webwasher, Secure Web, McAfee Web Gateway — Default Proxy Port,
ManageEngine Applications Manager

9091 Openfire Administration Console (SSL Secured)

19999 DNP — Secure (Distributed Network Protocol — Secure), a secure version of the
protocol used in SCADA systems between communicating RTU’s and IED’s

1884

8884

5684

1311 Dell OpenManage HTTPS

1920 IBM Tivoli Monitoring Console (https)

4712 McAfee Web Gateway 7 — Voreingestellter GUI Port HTTPS

5001 Synology HTTPS WebUI (DSM)

8243 HTTPS for Apache Synapse

8444 PCsync HTTPS

8531 WSUS HTTPS Standardport

14943 Trend Micro ServerProtect for Linux (SPLX) 3.0 web console can be accessed
using HTTPS (Hypertext Transfer Protocol over SSL/TLS)

21012 AMLFilter, AMLFilter Inc. amlf-engine-01 HTTPS Standardport

21022 AMLFilter, AMLFilter Inc. amlf-engine-02 HTTPS Standardport

Table E.1: List of secure whitelisted ports
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