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Abstract
The NP-hardness of the closest vector problem (CVP) is an important basis for quantum-secure
cryptography, in much the same way that integer factorisation’s conjectured hardness is at the
foundation of cryptosystems like RSA. Recent work with heuristic quantum algorithms (Yan et al
2022 arXiv:2212.12372 [quant-ph]) indicates the possibility to find close approximations to (con-
strained) CVP instances that could be incorporated within fast sieving approaches for factorisa-
tion. This work explores both the practicality and scalability of the proposed heuristic approach
to explore the potential for a quantum advantage for approximate CVP, without regard for the
subsequent factoring claims. We also extend the proposal to include an antecedent ‘pre-training’
scheme to find and fix a set of parameters that generalise well to increasingly large lattices, which
both optimises the scalability of the algorithm, and permits direct numerical analyses. Our results
further indicate a noteworthy quantum speed-up for lattice problems obeying a certain ‘prime’
structure, approaching fifth order advantage for quantum approximate optimisation algorithm
of fixed depth p= 10 compared to classical brute-force, motivating renewed discussions about the
necessary lattice dimensions for quantum-secure cryptosystems in the near-term.

1. Introduction

The conjectured hardness of integer (prime) factorisation makes it a central problem to modern inform-
ation security, becoming the foundation for many widespread public-key cryptosystems, such as RSA
[1]. No classical algorithm has yet been found—nor do we ever expect to find one—for factoring in
polynomial time (see e.g. Zhang et al [2]).

However, it is well known that these cryptosystems are vulnerable to quantum adversaries, follow-
ing Peter Shor’s seminal paper uncovering that fault-tolerant quantum computation allows one to factor
composite integers in polynomial-time [3]. Since its proposal, we have seen many successful experi-
mental demonstrations of Shor’s algorithm on trivial problem instances [4–7].

There have been many new proposals for cryptosystems based on different problems that are believed
to be secure against any adversary with a large, fault-tolerant quantum computer (see Bernstein and
Lange [8] for a recent review). Most attention is given to lattice-based cryptography [9–15]. Whilst there
has been no shortage of counter-arguments against some of these works [16–21], proposals based on lat-
tices offer arguably the most promising route to quantum-secure cryptosystems. This is reinforced by the
fact that three of the four standardised postquantum secure cryptosystems by NIST are based on lattices
(see section 2.3 of Alagic et al [22], or the NIST website [23]).

1.1. Quantum-accelerated sieving on a lattice
Classical factoring algorithms often use a method called sieving to find smooth relation pairs (sr-pairs;
a.k.a. fac-relations). Most famously, the quadratic sieve [24, 25] and the general number sieve [26, 27]
(and their variants) are the fastest known classical algorithms at time of writing (see Boudot et al [28]).
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In these algorithms, sieving is a major bottleneck; e.g. the factoring record set for RSA-250 in 2020
required a computational cost of some 2700 core years, roughly 90.7% of which is accounted for by the
sieving procedure [28]. It is thus very motivating to find a fast approach to the search for sr-pairs—the
faster we find them, the faster we factor.

Claus Peter Schnorr has presented a number of theoretical works for lattice-based sieving methods
for integer factorisation [29–31]. Recently, Yan et al [32] proposed to accelerate Schnorr’s lattice sieving
by way of nearest neighbour search via the quantum approximate optimisation algorithm (QAOA) [33].

The principle claim advertised by these works is that this method reduces the spatial requirements
for factoring an integer N to O(logN/ log logN) qubits. Many have presented strong evidence that this is
a considerable underestimate [34–37], and relies on outdated assumptions in the underlying theoretical
framework of Schnorr [31]. Moreover, we note the omission of any time-complexity analysis, and thus a
disregard for a consideration of the practical utility of their algorithm.

Besides the contention for the suitability of a lattice-based sieving method like Schnorr’s [37, 38], the
claim in Yan et al [32] implies a potential quantum advantage for the (approximate) solving of a partic-
ular form of closest vector problem (CVP), which, if realised, has further implications for the security
parameters required in lattice-based cryptosystems. We take a particular interest in the QAOA subroutine
used to solve this CVP, and specifically with its practical scalability towards larger problem instances.

Furthermore, we extend the subroutine with an antecedent pre-training step for the parameters
of the QAOA’s ansatz to obtain fixed angles, which allows us to greatly simplify our analyses (as in
Boulebnane and Montanaro [39], and Brandao et al [40]) and dramatically reduce the computational
workload. In parallel with Prokop and Wallden [41], which performs similar analysis for the shortest
vector problem (SVP), this is one of the first applications of fixed angles to a cryptographically signific-
ant problem, facilitating novel—and much neglected—analysis of time complexity.

1.2. Our contributions
For clarity, we now outline our contributions, primarily extending from the works of Yan et al [32] and
Schnorr’s collection of works for sieving on a lattice [29–31], and from Boulebnane and Montanaro [39]
and Brandao et al [40] for QAOA with fixed angles:

• A simple yet robust pre-training scheme that dramatically reduces the computational requirements for
refining solutions to the CVP.
• Novel time-complexity analysis of a QAOA-based sieving method, using our own implementation
derived from Khattar and Yosri [36]. The code for our experiments can be found in [42].
• An optimal scaling for the time complexity and ‘generalisability’ of the method with respect to lat-
tice dimension by our proposed extension. Interestingly, for fixed depth QAOA (for p up to 10), we
achieve polynomial advantage compared to brute-force, that exceeds significantly the ‘usual’ Grover-
type quadratic speed-up [43].

In undertaking the above, we provide an empirical analysis of the prospective security of cryptosystems
based on lattice problems with respect to newer variational methods, giving indication for the required
security parameters (e.g. lattice dimension) within such schemes. This is important insight due to the
rapidly growing interest in, and usage of, variational algorithms driven by their suitability for near-term
hardware [44].

1.3. Limitations to application and scope
There are two major limitations that should be taken into account considering the expected impact of
our results in practice, and for the scope of their utility.

Firstly, since we adopt the underlying framework from Yan et al [32] for the sake of analysis, we
inherent their search space: constant size in each basis-vector (dimension), leading to space-complexity
O(n) and search space of the form 2O(n). However, for similar works with the SVP, it is well-known that
a size O(logn) is required for each basis-vector, and thus a search space of 2O(n logn) is needed to ensure
that the true shortest vector is within the search space [45, 46]. Consequently, we do not have guaran-
tees that the quality of the solution is close to the true Closest Vector, asymptotically. This is also related
with limitations of Schnorr’s method and with the ultimate claim of factorisation [31, 32]. While we
are restricted in this same way, we can still say something about solution quality; namely, we can give
empirical observation on the degree of improvement over the classical guarantees of Babai’s nearest plane
algorithm [47].
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Secondly, by motivating our CVP via a factorisation problem, we are working with a restricted struc-
ture in our lattice. As such, our work can be framed as an analysis of ‘best-case scenario’ lattice prob-
lems, wherein assumptions about the discrete gaps between basis vectors can be utilised to design an
optimistic algorithm. We will show that exponential effort is required even for this constrained lattice,
which can be taken as further evidence against the claims of sublinear factoring, though nonetheless
imply a quantum advantage for CVP on certain lattices.

The results of this work are most appropriately interpreted as an understanding of the practical
scalability of this kind of neighbourhood search on a particularly constrained lattice. These constraints
allow us to leverage inherent symmetries of the problem to design a highly effective pre-training scheme.
Whether this can be generalised, e.g. to arbitrary CVP structures or for tighter approximations, remains
an important open question.

2. Background and preliminaries

2.1. Prime factorisation and sieving
This section gives an overview of the current state of classical integer factorisation. We give essential
definitions in factoring and number theory, and reduce the problem of factoring to the problem of find-
ing sr-pairs.

Definition 2.1. (integer factorisation problem) Given an odd composite integer N > 2, find the prime
factors p,q (with p< q) such that N= p · q.

Let Pn = {pi}i=0,...,n denote the nth prime basis, where pi is the ith prime number, and p0 :=−1
allows us the capacity to represent negative integers.

Definition 2.2 (smooth number). An integer is called pn-smooth if all its factors are in Pn. We call pn the
smooth bound.

Definition 2.3 (smooth relation pair). Moreover, a pair of pn-smooth numbers (uj,vj) are called a pn-
smooth relation pair (sr-pair; a.k.a. fac-relation in Schnorr [31]) if for ei,j,e ′i,j ∈ N, we have that

uj =
n∏

i=1

p
ei,j
i and uj− vjN=

n∏
i=0

p
e ′i,j
i . (1)

The method for factoring that forms the foundations for many of the most efficient classical
algorithms goes back to works like Kraitchik [48] and Morrison and Brillhart [49], and was later
developed by Dixon [50]. Much of this discussion comes from Schnorr [31].

Given n+ 1 sr-pairs (uj,vj), and taking the quotient of the terms in equation (1), we have for
ei,j,e ′i,j ∈ N that

uj− vjN

uj
≡

n∏
i=0

p
e ′i,j−ei,j
i ≡ 1 mod N , (2)

since uj− vjN≡ uj mod N for any (uj,vj). Now, any solution t1, . . . , tn+1 ∈ {0,1} of the equations

n+1∑
j=1

tj
(
e ′i,j− ei,j

)
≡ 0 mod 2 , (3)

for i = 0, . . . ,n solves a difference of squares X2− 1= (X− 1)(X+ 1) = 0 mod N by

X=
n∏

i=0

p
1
2

∑n+1
j=1 tj(e

′
i,j−ei,j)

i mod N . (4)

If X 6=±1 mod N, then this yields two nontrivial factors gcd(X± 1,N) of N, where gcd(·) denotes
the greatest common divisor algorithm, which may be efficiently computed using Euclid’s algorithm.
This idea comes from Fermat’s method for factoring.

Solutions to (3) can be obtained within O(n3) bit operations since the dimension of the linear sys-
tem is O(n), and so we are free to neglect this minor part of the workload in factoring N. Hence, the
bottleneck in factoring is in finding these n+ 1 sr-pairs.
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2.2. Lattices and lattice problems
Definition 2.4 (Euclidean lattice). A (Euclidean) lattice L is a discrete additive subgroup of Rn; that is, a
subset L ⊆ Rn that is closed under addition and subtraction, and wherein there exists some ε> 0 such that
any two distinct lattice points x 6= y ∈ L are separated by a distance of a least ‖x− y‖⩾ ε.

For a basis matrix B= [b1, . . . ,bm] ∈ Rn×m consisting of m linearly independent column vectors
in Rn, the lattice L(B) = {Bx : x ∈ Zm} is generated by all integer linear combinations of b1, . . .bm.
Intuitively, a lattice is simply a regular ordering of points.

Following these semantics, the dimension of L is n, and its rank is m. When n=m, the lattice L (and
the matrix B) are called full rank.

2.2.1. Properties of lattices
There are a couple of interesting properties to notice: lattices are (1) dense; and (2) hard to approximate.
For a given region, there may be many lattice points, which can make finding specific points difficult.
And, given an arbitrary point, finding nearby points is again difficult.

Definition 2.5 (successive minima). The successive minima for a lattice L ⊆ Rn are the positive values
λ1(L)⩽ · · ·⩽ λn(L), where λk(L) is the smallest radius of a zero-centred ball containing k linearly inde-
pendent vectors of L.

Thus, λ1 = λ1(L) is the shortest nonzero vector in L.

Definition 2.6 (Hermite constant). The minimal γ satisfying λ21 ⩽ γ(detL)2/n for all lattices of dimension
n is called the Hermite constant γn, where detL= (detBTB)1/2 is the determinant of L.

2.2.2. Problems on lattices
Definition 2.7 (SVP). Given a basis B for a lattice L(B), find a vector v 6= 0 ∈ L such that ‖v‖= λ1(L),
where ‖v‖= (vTv)1/2.

Often it suffices to be only ‘close’ to the true shortest vector λ1. In these cases, we refer instead to an
approximate SVP (α-SVP) for which the condition in definition 2.7 is amended as ‖v‖⩽ α ·λ1(L) for
approximation factor α⩾ 1.

The exact value of λ1 can, in itself, be hard to obtain due to the inherent hardness of the SVP (and
of α-SVP). It may then be preferable to instead define the problem according to a (relatively) easily
computable value relating to λ1. For example, we can again amend the condition in definition 2.7 to
‖v‖⩽ r · (detL)1/n to obtain the r-Hermite SVP. This allows us to check solutions far more easily and
thus efficiently, although we lose accuracy in the comparison with the true shortest vector.

Definition 2.8 (CVP). Given a basis B for a lattice L(B), and a target vector t ∈ Span(B), find a vector v ∈ L
such that the distance ‖v− t‖ is minimised; i.e. that ‖v− t‖= dist(L, t).

Again, there exists an approximate CVP to weaken the condition of closeness in definition 2.8, and
the r-approximate CVP weakens the condition further to bring this distance to within r, which could, for
example, be computed according to detL in place of dist(L, t).

All of these problems are understood to be difficult—especially in higher dimensions—to such
a degree that even a quantum advantage may be insufficient to yield a polynomial-time solution.
Specifically, the decision variant of SVP (GapSVP) is conjectured to be NP-hard [51], and solving
either of SVP or GapSVP within a polynomial factor requires superpolynomial time with quantum
computation [52]. In general, CVP is thought to be even harder [53–55], and is known to be
NP-hard [55]. Figure 1 illustrates simple SVP and CVP problems on a two-dimensional lattice.

For the interested reader, Micciancio and Goldwasser [55] remains a prominent text in the complex-
ity of lattice problems for applications in cryptography.

2.3. QAOA
A good introduction to variational quantum algorithms in general is offered by Cerezo et al [44]. In this
work, we will focus exclusively on perhaps the most widely studied variational algorithm: QAOA due to
Farhi et al [33]. We are especially interested in the possibility of pre-training a fixed set of angles (see
section 2.4), for which QAOA is an ideal candidate [40].

QAOA was originally inspired by the quantum adiabatic algorithm [56, 57]. Adiabatic evolution is
replaced with several rounds of propagation between a problem Hamiltonian ĤC, which encodes the solu-
tion to an optimisation problem C(z) over binary variables z= z1,z2, . . . within its ground state, defining
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Figure 1. Visualising a two-dimensional, full rank lattice L generated by the basis B= [b1,b2]. Shown in red is the shortest vector
λ1(L) solving the SVP for this lattice. Shown in blue is a CVP with target t, solved by the lattice vector v.

the unitary operator

U
(
γ,ĤC

)
= e−iγĤC , (5)

and mixer Hamiltonian B, whose ground-state is known, defining the unitary operator

U(β,B) = e−iπβB =
∏
j

eiπβσ
x
j /2 , (6)

parametrised by angles 0⩽ γ ⩽ 2π and 0⩽ β ⩽ π respectively, where σx
j denotes a Pauli-X operator

applied on the jth qubit.
We open a uniform superposition over computational basis states to yield an initial state |s〉=

1√
2

∑
z |z〉. Then, for some integer number of ansatz layers p> 0, we define the angle-dependent state

|γ,β〉=U
(
βp,B

)
U
(
γp,ĤC

)
· · ·

· · ·U(β1,B)U
(
γ1,ĤC

)
|s〉 ,

(7)

parametrised by angles γ ≡ γ1 . . .γp and β ≡ β1 . . .βp.
It is shown in Farhi et al [33] that

lim
p→∞

min
γ,β
〈γ,β|ĤC|γ,β〉=min

z
C(z) , (8)

which implies that the optimisation problem can be solved with enough repetitions, if only a good set
of angles can be selected. Pessimistically, we can use an outer optimisation loop on a classical computer
to search for a good set within the optimisation landscape of C(z) [44]. Optimistically, there may be
precedence to neglect much or all of this optimisation by fixing these angles.

2.4. Fixed angles for QAOA
Interesting remarks have been made about the apparent independence between the optimisation land-
scape for the objective function (of some e.g. combinatorial search problem) and the specific problem
instance [40, 58, 59].

In particular, Brandao et al [40] fix the γ and β parameters to show that, when instances are gen-
erated by some reasonable distribution, the objective function is nearly independent of the chosen
instance. It is suggested that this could be leveraged to find a good set of parameters for some given
instance (possibly at great computational expense), which can then be utilised at no further expense for
any subsequent (typical) instance. Indeed, removing the need to search for parameters in each instance
allows us to neglect the outer optimisation loop once a set has been found, and hence the amortised cost
tends to zero inversely with the number of instances being solved [40].
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More recently, Boulebnane and Montanaro [39] have given numerical results that speak to the valid-
ity of a ‘fixed angle’ scheme for eventually obtaining a quantum advantage with QAOA for random k-
SAT. They find a significant improvement over Grover’s algorithm [60] with greatly reduced quantum
circuit depth.

In all of these works, the method for obtaining a fixed set of angles is either to take a random (usu-
ally small) problem instance to train (e.g. in Brandao et al [40]), or the angles may be randomised
within some sensible interval. Preliminary investigation with such a scheme led to underwhelming res-
ults for this work, so we seek a more robust pre-training scheme that will find a good set of angles more
deliberately.

2.5. Alternative approaches
In a slightly different flavour, the costly optimisation loop within variational algorithms can also be
made redundant via the recent linear ramp (LR) QAOA [61–63]. Instead of finding and fixing a set of
angles, LR-QAOA uses a (linear) schedule to transfer the optimal parameters from one combinator-
ial optimisation problem to another (a process referred to as ‘transfer learning’ in [63]). The principle,
however, carries over: expensive instance-optimised VQAs can be traded for highly scalable parameter
regimes in QAOA, possessing the capacity to generalise well to differently constructed problems.

The fixed-angles approach we present in this work can be viewed as a genetic algorithm-inspired
alternative to the LR-QAOA of Montanez-Barrera et al [63]; we are not looking to transfer parameters
from some other problem to (α-)CVP, but instead finding a scalable set for combinatoric problems on
the prime lattice. Although, promising analyses [61] suggest we might expect that the parameters we find
for the CVP could perform admirably on other cryptographically interesting problems on a (prime) lat-
tice, namely (α)-SVP.

Following our discussions in subsection 2.4, our choice to adopt QAOA over e.g. VQE [64] is in the
very natural route towards a fixed-angles scheme. Importantly, the parametrisation of the QAOA circuit
itself (its structure, the number of parameters, etc) does not depend on the number of qubits, and thus
has no dependence on the problem size. Whether our CVP lives in 10 dimensions or 100, the circuits
we construct to solve each can be appropriately parametrised in the same way. This very useful circuit
construction is not generally available among other popular VQAs; common ansatz used in e.g. VQE in
general depend on the circuit width, and thus the number of parameters grows with problem size.

3. Reducing sieving to a CVP on the prime lattice

The problem of finding small integers whose product is close to N is translated into the equivalent prob-
lem of finding logarithms of small numbers whose sum is close to logN. In doing this, we have given
ourselves a combinatorial optimisation problem which may be directly expressed as a linear system of
lattice vectors.

Of course, the lattice vectors in question must exhibit the properties of the logarithms of primes so
that a linear combination represents an sr-pair. Schnorr [31] suggests to construct the so-called prime
lattice whose basis is defined according to the corresponding factor basis. Some additional randomness is
baked in to bring about unique lattice problems that (hopefully) have unique solutions.

Concretely, define the prime lattice L(Bn,c) by

Bn,c =


f(1) 0 · · · 0
0 f(2) · · · 0
...

...
. . .

...
0 0 · · · f(n)

Nc lnp1 Nc lnp2 · · · Nc lnpn

 , (9)

with c the precision parameter, and where the f (i) elements correspond to elements from a random per-
mutation of {d1/2e,d2/2e, . . . ,dn/2e}. Hence, the number of lattices arising from a factor basis Pn scales
as O(n!).

The target for our CVP on this lattice is defined directly from the composite integer N to be
factored:

t=
(
0

n· · · 0 Nc lnN
)⊤

. (10)

6
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3.1. Suitability of approximation
A critical consideration of the method due to Schnorr [31] is that an approximate solution to this CVP
is sufficient. Theoretical results [29–31] leave the door open to the existence of an approximate solution
that improves on polynomial-time classical approximations, but which does not succumb to the NP-
hardness of exactly solving the full CVP [53–55]. We draw from excellent discussion in Aboumrad et al
[35], extended from Schnorr [31], to detail the rationale behind this possibility.

Suppose we obtain a set of coefficients ej for the linear combination of basis vectors of the prime
lattice L(Bn,c) that approximately solve the CVP. That is, suppose we have found ej such that

ε :=

∣∣∣∣ n∑
j=1

ej lnpn− lnN

∣∣∣∣≈ 0 . (11)

If we set that u=
∏

ej⩾0 p
ej
j and v=

∏
ej>0 p

−ej
j , then we obtain ln |( u

vN )|= ε. By Taylor’s theorem, u−
vN= vN(eε− 1)≈ εvN. Schnorr [31]’s argument is that since ε is small, u− vN is also small and thus
likely to be pn-smooth. By definition 2.3, (u, v) is an sr-pair.

If we are content to run multiple problem instances, then we need only find ej coefficients for
equation (11) that reduce ε to be small enough such that the probability that they correspond to a use-
ful sr-pair is ‘good enough’.

3.2. On the sublinear assumptions of Schnorr [31]
By Minkowski’s first theorem (see [65]), the shortest vector λ1 for any full rank n-dimensional lattice
L ⊆ Rn is bounded from above as

λ1 (L)2 ⩽ n · (detL)2/n . (12)

The discrepancy between the real shortest vector λ1 and this bound can be measured by the relat-
ive density rd(L) of the lattice, which gives a ratio between λ1 and the upper bound estimated by the
Hermite constant;

rd(L) := λ1 (L)
√
γn (detL)1/n

, (13)

where γn is the Hermite constant of definition 2.6.
Schnorr [29] made the critical assumption that a random lattice L with size-ordered basis B=

[b1, . . . ,bm] has a relative density satisfying

rd(L)⩽
(√

eπ

2n
· λ1 (L)
‖b1‖

)1/2

, (14)

and since λ1(L)‖/b1‖⩽ 1, this then leads to

rd(L) = λ1 (L)
√
γn (detL)1/n

⩽
( eπ
2n

)1/4
. (15)

We can then propose that, for the lattice L(Bn,c) whose dimension satisfies n= 2c logN/ log logN,
and whose relative density satisfies equation (15), there exists some vector v ∈ L(Bn,c) such that ‖v−
t‖2 = O(logN) for any target vector t ∈ Span(Bn,c). Proofs for this proposition are given in Schnorr [31]
and in the appendix of Yan et al [32]. Hence, assuming that equation (15) is satisfied, we have only a
sublinearly growing lattice dimension in the bit-length logN.

There are strong doubts concerning the validity of this method at scale [34–38], and in particular
that the sampling probability decays exponentially such that sr-pairs cannot be found by refinement
alone (or, at least, not quickly). We break down this sublinearity assumption with three main arguments
from the literature.

Firstly, while the approach to sieving for sr-pairs as a nearest-neighbour search on a lattice has merit
experimentally, such a sublinear scheme is only of practical use if the reduction from factoring to the
search for sr-pairs works in polynomial time, given the heuristic assumptions of density culminating in
equation (15). Practical implementations, such as Ducas [37], dispute that this assumption successfully
scales well enough to be cryptographically significant. Theoretical considerations tend to agree with this
disputatious attitude [34].
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Secondly, since the foundations of Schnorr [29]’s guarantees were formulated in the early 1990s, the
theory of lattice problems has developed tremendously, including the reliance of most popular CVP
heuristics on ℓ2-measurements (e.g. [66]). This leaves the proofs in Schnorr [29] (in particular, lemma
2) with limited practical bearing [35].

Thirdly, Aboumrad et al [35] use theoretic results [67, 68] to estimate the density of pN-smooth
numbers as N grows (note that pN-smooth here refers to integers whose prime factors are not greater
than N). Combining Dickman’s function with the prime number theorem allows them to estimate that
the proportion of pN-smooth numbers below N that may be collected under the sublinear lattice dimen-
sion scheme is exponentially small (see section 3.1 of Aboumrad et al [35]).

For small N, the assumption is acceptable, but the exponential decay of available smooth numbers
renders the assumption unacceptable for large N, and hence the scalability of Schnorr’s method [29–31]
should be doubted under a sublinear scheme. This decay is the primary cause for the necessity for expo-
nentially many CVP instances needing to be solved for a factorisation to be possible—we need exponen-
tially many solutions to be sure of finding enough unique sr-pairs for post-processing. For this reason, it is
widely criticised that this method, with a sublinear scheme, leads to practical factoring at scale.

It is not the subject of this work to bring another argument for or against factoring via lattice siev-
ing. Instead, we are keenly interested in the number-theoretic structure that Schnorr [31] imposes on
the lattice and the CVP defined on it. While the computational effort required to solve this CVP to an
acceptable approximation factor proves to be exponential, there is ample opportunity to exploit the rigid
structure of the prime lattice to obtain a quantum advantage heuristically. In section 4, we make the
approach to solving the CVP in Yan et al [32] practical and scalable through the use of a fixed-angles
scheme. We reiterate that the advantage we can obtain with our approach for the approximate solving of
the above CVP does not lead to factoring, but could have practical relevance to the bit security of lattice-
based cryptographic protocols.

3.3. Hyperparameters
So far, we can see that the hyperparameter n has the role of dictating all of: (1) the dimension of the
lattice; (2) the size of the factor basis, and hence the number of integers that may be considered pn-
smooth; and (3) the number of unique prime lattices that can be constructed in our sieving procedure.

Increasing n comes with a dimension-complexity trade-off: with a larger smooth bound pn, we can
more easily find smooth numbers, but we will require more of them (recall we require n+ 1 sr-pairs in
section 2.1). The exact correlation between n and time complexity is not well understood in this context,
and much of our work here is dedicated to uncovering this relationship empirically.

The Nc term in the formulation of Bn,c gives parametrisable precision to the lattice. This is conjec-
tured to be positively correlated with the probability of finding solutions to problems within this lattice,
though some have voiced concerns that this is unsubstantiated [36, 37]. As for our later analyses, we will
fix c and, similar to Yan et al [32] and Khattar and Yosri [36], we exchange Nc for 10c to give a consist-
ent basis between instances. This will improve the effectiveness of pre-training.

4. Amethod for CVP refinement

4.1. Polynomial-time classical approximation
We begin by considering a polynomial-time procedure that serves up an approximate solution to
the CVP. This procedure consists of a lattice reduction step using the LLL-reduction algorithm [69]
(described in appendix A) followed by Babai’s nearest plane algorithm [47], which brings us to within
a factor 2(2/

√
3)n of dist(L, t). The following is a high-level summary of Babai’s algorithm.

Having produced an LLL-reduced basis D= [d1, . . . ,dn] for Bn,c, we perform Gram–Schmidt ortho-
gonalisation (without column normalisation) to yield D̃= [d̃1, . . . , d̃n]. The nearest plane algorithm
then comprises a series of projections of the target vector t onto Span(D̃) followed by a rounding of
the coefficients to snap onto a nearby lattice point. Concretely, begin by setting bop← t, then for each

j in n, . . . ,1 compute the Gram–Schmidt coefficient µj = 〈t, d̃j〉/〈d̃j, d̃j〉, round to the nearest integer
cj = dµjc, and update bop← bop− cjdj.

Intuitively, when considering index j, we are taking the j-dimensional subspace Span{d̃1, . . . , d̃j} and
finding the integer cj that minimises the distance from cjbj + Span{d̃1, . . . , d̃j−1} to t [35]; in each step,
we find the nearest (hyper)plane, giving the algorithm its name.

4.2. Refinement as a minimum-eigenstate optimisation problem
Suppose we have found an approximate solution bop =

∑n
j=1 cjdj, where again the cj = dµjc are the roun-

ded Gram–Schmidt coefficients. Our goal is to ‘refine’ this solution efficiently.
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Figure 2. Visualisation for the nearest neighbour search centred on the approximate solution bop. The LLL-reduced basis D=
[d1,d2] has been computed and used to define a local neighbourhood (shaded blue region) that aims to encompass lattice points
that may be closer to the target t. In this case, vnew is shown with floated values x1 =−1 and x2 = 1, and represents a refinement
to the approximate solution.

The potential for a quantum advantage falls out of the rounding operation d·c; classically, this opera-
tion considers rounding in each direction one after another (i.e. d·e and b·c), but quantumly they can be
considered simultaneously [32]. Doing this by classical means increases the number of operations expo-
nentially, making it infeasible. Yan et al [32] propose to leverage the effect of superposition to simultan-
eously encode the two values obtained by each rounding operation within qubits.

To this effect, we will search in the unit neighbourhood centred on bop to capture all possible round-
ing arrangements for the coefficients, looking for that which is closest to the target vector t. This search
has been illustrated on a simple two-dimensional lattice in figure 2 to provide a flavour for the com-
binatoric problem we are setting up. Concretely, any new vector vnew is obtained by randomly floating
xj ∈ {0,±1} on the cj coefficients, where this ± comes from the rounding already applied in Babai’s
nearest plane algorithm;

vnew =
n∑

j=1

(
cj + xj

)
dj = bop +

n∑
j=1

xjdj . (16)

To clean up the complication of hard-coded ±s, we can set xj = Sign(µj− cj) · zj = κjzj, where we
now have binary variables zj. Correspondingly,

vnew = bop +
n∑

j=1

κjzjdj . (17)

The cost function in the quadratic unconstrained binary optimisation (QUBO) problem is construc-
ted according to the Euclidean distance between the new vector vnew, defined by the bit-string z1, . . . ,zn,
and t:

C(z1, . . . ,zn) :=

∥∥∥∥t− bop− n∑
j=1

κjzjdj

∥∥∥∥2 . (18)

Any QUBO problem of the form
∑

i hizi +
∑

i<j Jizizj can be expressed by an Ising Hamiltonian—an

energy observable over a system of spin-1/2 particles [34]—of the form −
∑

i hiσ
z
i −

∑
i<j Jiσ

2
i σ

z
j , where

σ2i is the Pauli-Z operator applied on the ith qubit [70]. For our cost in equation (18), the Hamiltonian
ĤC can be obtained by directly mapping the binary variables zj to the Pauli-Z terms ẑj = (I−σz

j )/2,
giving

9
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ĤC =

∥∥∥∥t− bop− n∑
j=1

κjẑjdj

∥∥∥∥2

=
n+1∑
i=1

∣∣∣∣ti− biop−
n∑

j=1

κjẑjdj,i

∣∣∣∣2 ,
(19)

with any negation of terms absorbed into the κj terms to keep the formulation clean and closer in nota-
tion to that of Yan et al [32].

The energy states (eigenstates) of ĤC correspond then to the vectors in the unit neighbourhood
centred on bop (including bop itself), with the corresponding energies (eigenvalues) given by their dis-
tance to t. As such, we have formulated a minimum eigenstate problem that may be solved by QAOA
(see section 2.3).

The number of qubits required to refine the approximation is linear in the dimension of the lat-
tice. Whether this is sufficient to yield a significant enough improvement to lead to efficient sieving is
another question, and one that we will briefly explore in section 5. However, it is far more common to
search with O(n logn) resources, and criticism of Yan et al [32] indicate that the linear search space is
not enough [34–36].

4.3. QAOA pre-training to obtain fixed angles
In this work, we focus on whether the search of Yan et al [32] by QAOA can be made more efficient by
a simple yet robust pre-training scheme, accompanying this with extensive and novel numerical ana-
lysis of time/query complexity in section 5—noting that in the original reference no analysis of the time-
complexity was performed. Of course, since we derive the same search, we also derive the same flaws
with respect to factoring (see section 3.2) and with the above search space and lattice density concerns.
However, the generality and practical relevance of our work in providing fixed-angles to this search is
not lost: the success of fixed angles in this context will be largely independent from the density of the
lattice and size of the search space, up to precise time-complexity measures.

We take an approach to finding a good set of angles in the QAOA inspired by the search for
parameters that has become synonymous with machine learning. Our simple yet robust pre-training
algorithm is presented in algorithm 1.

The high-level intuition is as follows: train a collection of sets of angles, each on their own CVP
instance drawn randomly from a training distribution, then evaluate how effective each set is at limiting
the decay of the probability to sample the best solution on several random CVP instances drawn from
a validation distribution. This is designed to find the set of angles best able to scale to larger problem
instances, rather than is best at exploiting the nuances of a small training set.

4.3.1. Notable design choices
The issue of ‘overfitting’ has been given careful consideration. A great source of attraction to this
method is the ability to find a set of angles on small instances that may be solved relatively efficiently
to save the expense in larger instances. However, finding a set of angles that is too good for the smaller
problems may not generalise well to larger problems, and so we must give great care to noticing when
this is becoming the case in our search. This is where our method will greatly diverge from that of exist-
ing methods in Brandao et al [40] or Boulebnane and Montanaro [39].

In each training instance, we initialise a set of angles from the best known angles at that time. We
find that this works to make efficient the training loop where a head start can be offered. Our direct
addressing of overfitting via a validation loop acts as mitigation for the potential that this ‘head start’
may introduce.

We also make the explicit choice to work on the probability to sample the best solution, rather than
any solution improving on bop. This is done to: (1) avoid the unnecessary lattice reduction and compu-
tation of bop in each validation instance; (2) ensures our angle sets tune the QAOA to find good solu-
tions regardless of their numerosity (e.g. not biasing a set of parameters which are tuned on instances
for which an atypical proportion of solutions are better than bop by happenstance); and (3) avoid the
complications that arise when bop is already the best solution in the neighbourhood.

4.4. Possible extensions and improvements
This work presents a simple proof-of-concept for the use of pre-training in QAOA-based lattice crypto-
graphy. Future endeavours therefore have a plethora of extensions to be made to algorithm 1, including
but not limited to:

10
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Algorithm 1. Pre-training for QAOA angles.

Input: Training distribution T and set size st , validation distribution V and set size sv, precision parameter c
Output: Optimal array of angles aop
1: Initialise optimal array of angles aop← 0

2: for some number of epochs do
3: Initialise population of arrays of angles A←{}

4: for _← 1, . . . , st do
5: Draw instance sizem∼ T
6: Set n←m/ logm

7: Construct the prime lattice L(Bn,c)
8: Samplem-bit N and define t accordingly

9: Initialise array of angles a← aop
10: Optimise a for CVP(L, t) by QAOA
11: Update A← A∪{a}
12: end for

13: Initialise best scaling α∗←∞

14: for array a ∈ A do
15: Initialise set of data points D←{}

16: for _← 1, . . . , sv do
17: Draw instance sizem∼ V
18: Set n←m/ logm

19: Construct the prime lattice L(Bn,c)
20: Samplem-bit N and define t accordingly

21: Obtain set of vectors and probs (vi,pi)i=0,...,2n in the unit neighbourhood of t in L
22: Initialise best distance d∗←∞ and prob p∗← 0

23: for v,p ∈ (vi,pi)i=0,...,2n do
24: Compute distance d←∥t− v∥2
25: if d< d∗, update d∗← d and p∗← p
26: end for

27: Update D← D∪{(n,p∗)}
28: end for

29: Find α such that p(n) = 1/2αn is best-fit over D
30: if α < α∗, update α∗← α and aop← a
31: end for
32: end for

• Cross-validation to make for more efficient usage of data during an overfitting-aware scheme;
• Evaluating by cost rather than by the probability to sample the minimum eigenstate, which may be
more effective in larger neighbourhoods with greater variance of solution quality;
• Evolutionary algorithms considering the population of arrays of angles A as ‘evolving’ over time, with
the possibility for interaction, competition, and mutation between set of angles.

5. Experiments and results

5.1. Pre-training and angle convergence
Ahead of our experimentation, we pre-train p-deep QAOA circuits according to algorithm 1 for p=
1, . . . ,10. The validation performances at each epoch are shown in figure 3, showing general improve-
ment for increasing p.

Separately, we train a large number of p= 1 layer QAOA circuits independently for random CVP
instances and make note of the obtained values for β and γ. We may plot these by the instance size,
as shown in figure 4, to observe the convergence of the angles for growing problem complexity. An
indicative optimisation (for a small instance) landscape is exemplified by figure 5, though the landscape
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Figure 3. Validation performance during the pre-training of p-depth QAOA circuits. The ‘loss’ being minimised is the scaling
parameter α in the curve q(n) = 1/2αn over a dataset of validation points (ni,qi). The dashed line denotes the speed-up offered
by Grover’s algorithm [60].

Figure 4. Convergence of the angles in a p= 1 layer QAOA over different instances of varying bit-length.

becomes increasingly flat as the problem complexity (here, lattice dimension) grows—the dreaded ‘bar-
ren plateau’ phenomenon [71–75].

From figure 4, we gain confidence that a stable set of angles can be easily learnt, and that they will
have the capacity to scale to larger instances without the necessity to re-train nor fine-tune.

Figure 4 also highlights the issue of overfitting extremely well. Suppose we had followed a method
similar to that of Brandao et al [40] and selected a single small instance on which to find our angles.
The angles found on these smaller problems are not yet converged, unlike with later cases, and so are
less likely to generalise well. Then any small instance we select will provide angles that are suboptimal in
general. Hence, our scheme is advantageous in being aware of convergence and overfitting.

5.2. Obtaining statistics
For our experiments, we conduct a broad numerical analysis to determine the trending relationship
between refinement probability and lattice dimension, which then implies time-complexity via the expec-
ted number of queries to the QAOA circuit. Cases wherein the approximately found solution already
represents the best solution in the unit neighbourhood are omitted.
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Figure 5. Plotting the the probability to successfully refine the solution (indicative of the underlying optimisation landscape) over
a pair of parameters (γ,β) in a p= 1 layer QAOA for a random three-qubit problem instance.

First, generate a CVP for the n-dimensional lattice L(Bn,c) for an m-bit composite integer N, where
n=m/ logm as specified by Schnorr [31]. The method in Yan et al [32] is only exemplified for three
cases, however we simulate on the order of tens of thousands of cases so that an accurate scaling curve
may be plotted to indicate asymptotic runtime.

We implement the QAOA solving a minimum-eigenstate problem for the Hamiltonian ĤC, as
detailed in section 4.2, to obtain an outcome measurement |ψ〉 representing a binary string ψ decid-
ing whether to ‘step’ in each of the reduced basis directions D= [d1, . . . ,dn] from bop. Hence, we may
translate any |ψ〉 into the corresponding lattice vector vnew by performing bop +κ ◦ψD, where ◦ denotes
element-wise multiplication.

The probability to refine the solution (i.e. sample an improvement over bop) is ascertained by aggreg-
ating the probabilities for each |ψ〉 7→ vnew for which ‖t− vnew‖2 < ‖t− bop‖2. This is the statistic whose
decay we work to reduce with increasing lattice dimension n.

5.3. Complexity analysis for the refinement
Obtaining statistics for greatly many instances produces a dataset of points (ni,qi), where ni =
logNi/ log logNi is the ‘exact’ lattice dimension computed directly from the composite integer Ni,
and qi is the estimated probability to refine the approximation (obtained classically by the method in
section 4.1). From qi, we can expect to make 1/qi queries to the circuit to yield the desired solution.

These statistics are obtained by QAOA circuits of depths p= 1, . . . ,10 and plotted in figure 6. In each
case, we consider bit-lengths 4⩽m⩽ 128, and thus lattice dimensions 3⩽ n⩽ 18. This is substantially
larger than is considered in Yan et al [32], and should be large enough to reveal any scalability concerns
[34–37].

Our optimal scaling is obtained, unsurprisingly, by p= 10 layers, relating the refinement probability
to lattice dimension as q(n)≈ 1/20.225n, and thus indicating a time-complexity scaling as O(20.225n). This
is more than a quadratic speed-up over the famous Grover’s algorithm [60], with far shallower depth
and without requirement for fault tolerance. These findings mimic that of Boulebnane and Montanaro
[39] for the improvement over Grover by fixed angles for QAOA. In fact, we find improvement with any
depth p> 2.

Our results indicate a promising relationship between the scaling parameter α, which characterises
the degree of the exponential decay by 1/2αn, and the lattice dimension n. Figure 7 fits an exponential
curve to this relationship and extrapolates to greater depths. Optimistically, we estimate that the time
complexity will reduce to O(20.1n) for p> 20.

To observe longer-range statistical performance of our fixed-angles approach, we extend the exper-
iment for p= 10 ansatz layers to push up to lattice dimension of n⩽ 28, shown in figure 8. Plotting a
best-fit curve to this longer-range data obtains the same α= 0.225 exponent, though a moderate increase
in scedasticity may be present with n� 20. The stability of this fit to greater n—much greater than
those seen during training or validation of the angles—is good precedent for a highly scalable approach
to CVP refinement.

Experimentation greatly beyond these dimensions towards cryptographically-significant sizes, say
in the hundreds, is infeasible to classically simulate, particularly to conduct numerical analyses of the
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Figure 6. The probability to refine the classical solution (for cases in which a refinement exists) by exact lattice dimension for
different depths p of QAOA circuits. Each plot is equipped with a best-fit curve of the form 1/2αn, and α is shown.

style this work presents. However, we should reiterate that the scalability concerns we face here due
to classical simulability do not hold for quantum computers; with access to a quantum computer with
more qubits (in particular, we would need O(d) logical qubits to address d-dimensional lattice), we can
provide the QAOA circuit and obtained angles for some p and query without such concerns of compu-
tational feasibility. In fact, the angles we provide can be exactly those used in the experiments presen-
ted in this work, obtained through classical simulation, with no need to perform pre-training with
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Figure 7. Extrapolating the relationship between the optimal scaling obtainable at each QAOA depth p, taken from figure 6.

Figure 8. Extended simulation statistics for p= 10 ansatz layers (bottom right plot of figure 6), up to lattices of dimension n ⩽
28. The scaling parameter α is obtained to be equal, up to 3 s.f., as in figure 6.

real quantum hardware. The query complexity scales with the reciprocal of the probabilities given in
figures 6 and 8, and our ability to refine a poly-time classical solution demonstrates a capacity to reduce
bit security.

5.4. Refinement quality
We will take brief notice of the scaling of the quality of the refinement in figure 9. While the improve-
ment may appear small, we must note that any improvement is significant due to the discrete nature of
L—an improvement indicates that an entirely different sr-pair has been identified, which comes with a
different likelihood for usefulness in cryptography.

The quality of available solutions with this method is a primary concern in Grebnev et al [34], and
is noted by other literature [35, 36]. We consider data for which a refinement exists (i.e. situations
in which the unit neighbourhood around bop contains a better solution), and note a subexponential
decay of quality in figure 9. However, it is still unlikely that this quality is sufficient for sieving and thus
factoring.

We are optimistic that, given our findings for the potential quantum advantage in reducing the decay
of refinement probability, the search space may be increased by dropping Schnorr [31]’s contentious
sublinear lattice dimension scheme.

5.5. Exceeding the grover-type speedup
Our results mirror that of Boulebnane and Montanaro [39] in the significant improvement over naive
use of Grover’s algorithm to conduct the search. This is non-trivial to understand, since the quadratic
speedup of Grover’s is well-known to be optimal, for query models, with NP-hard problems like CVP.
So let us now see the intuition to understand why QAOA can outperform Grover for the special case
structures in this work.
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Figure 9. The improvement that the best solution in the neighbourhood obtains over bop with increasing lattice dimension. A
rolling average is given and a best-fit curve is shown.

Principally, we do not use an oracle, we use structure. By encoding a neighbourhood of refined solu-
tions into a problem Hamiltonian, we establish a structured search problem for approximately solving
our CVP. More than this, the lattice itself comprises a relatively consistent set of basis vectors, up to per-
mutations along the diagonal, which encode another explicit structural bias into our problem (and para-
meters). In this way, the setting for our QAOA refinement method is not a purely unstructured search
problem in which Grover’s algorithm would be optimal.

There is also a conceptual distinction to be made in the means by which ‘solutions’ are obtained.
Instead of the typical Grover-like setup of marked solutions states, ours is a (relatively) smooth energy
landscape defined by distance to a known target. The dynamics of the QAOA is then to bias towards
sampling from low-energy subspaces of the landscape, allowing us to find solutions without such a
strong necessity to amplify any one particular state. So, under the assumption that good angles can pre-
clude classical optimisation loops, there is good intuition supporting the potential to improve on Grover,
since the marked set defining our problem presents with dense pockets of market solution states in non-
arbitrary arrangements that may be exploited variationally.

5.6. Contrasting with no pre-training
This section presents some prospective results for our scaling analysis with alternative methods for angle
selection. This serves to contextualise the success of our proposed pre-training scheme.

5.6.1. Random instance
The most straightforward way to obtain angles—short of drawing them randomly—is to train on
a single (random) instance and take the consequent angles. This is the impression left by Brandao
et al [40].

Ideally, the single instance we choose is small enough that the angles may be obtained relatively effi-
ciently, but large enough that the resultant angles are general (see figure 4 to get a sense for the conver-
gence of the angles by instance size).

Figure 10 gives the time complexity (mimicking the subplots in figure 6) one might expect to obtain
in general having pre-trained by a single random instance at the indicated size. This is roughly inline
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Figure 10. Probability to refine the approximate solution by lattice dimension for three distinct QAOA circuits with angles spe-
cified by a single (random) instance. The size of these instance (given in bit-length of N) is indicated above each plot.

Figure 11. Similarly to figure 10, though without any pre-training scheme. That is, each instance of the QAOA obtains its angles
independently. We show here also a dashed line representing the scaling when also considering cases in which no refinement
exists within the neighbourhood.

with our expectation that bit-lengths <20 are ineffective for obtaining generalisable angles. We further
notice that increasing bit-length does not appear to continue reducing the probability decay.

Our preliminary conclusion is that pre-training by a single random instance has the limit of Grover’s
speed up (α≈ 1

2 ). More instances are required to gather the information necessary to find general
angles, as in our proposed scheme in section 4.

5.6.2. No pre-training (instance-optimised)
We would also like to show experimental results from a lack of pre-training altogether. Here, we obtain
the angles in each instance independently, as is currently standard in QAOA.

This, of course, results in immense computational effort when considering greatly many instances as
we do, hence we are unable to explore to the largest lattice dimensions. Already, this is a decisive differ-
ence between a fixed angle scheme and the absence thereof—when you are happy to omit the optimisa-
tion of angles, we can set out immediately querying the circuit.

Moreover, we note that extrapolating the performance for larger instances, may be less reliable, if
one uses optimisation to obtain the suitable angles. The reason is that as dimension increases, the energy
landscape changes—the energy gaps vary, eventually leading to a barren-plateau type of landscape. This
means that there may be a scale, beyond what we can classically simulate, that the barren plateau effect
kicks in, and in that scale we would see an dramatic drop of the probability, not following the trend of
the decay observed in the much smaller instances we consider. This problem, importantly, is not present
in the fixed angles approach, since there will be no optimisation performed to find ‘optimal’ angles for
those large instances.
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The prospective results, shown in figure 11, are better than for random instance pre-training, though
have a similar apprehension for continued improvement. The improvement over random instance
pre-training is expected (after all, each instance finds its own ‘perfect’ angles), but an overall lack of
improvement over our own pre-training scheme (see figure 6) is surprising. Indeed, exploring to greater
depths may be the deciding factor in demonstrating an ability to withstand the exponential decay of
probability.

Again, we conclude that pre-training is an indispensable tool in the usage of QAOA, and leads to the
potential for a quantum advantage that we highlight in this work.

6. Conclusion

In this work, we proposed a simple yet robust pre-training algorithm to use for fixed-angles QAOA. The
method has been used on lattice-based problems, and enabled a heuristic analysis of the time-complexity
of QAOA for sieving on the prime lattice [29–31].

Extending from the method in Yan et al [32] for refining approximations to the CVP as a reduction
for the sieving problem, we indicate the possibility for a quantum advantage in searching for refinements
via a fixed angle scheme for QAOA. In doing this, we hope to reveal the threat posed by newer vari-
ational approaches to lattice problems in cryptography.

Our results demonstrate that, with such a fixed-angles scheme, we have a quantum advantage in
obtaining an approximate solution to the CVP faster than any classical enumeration targeting the same
degree of approximation (see e.g. [76–78]), with a linear space requirement; our α= 0.225 significantly
reduces typical single-exponent enumeration exponents in the range of 0.3–0.4 [76].

Further work should explore whether this potential advantage persists as the search space for refine-
ment grows—say, for a neighbourhood encoding in O(n logn) qubits rather than O(n). If the advantage
is not lost in larger spaces, then lattice problems may be sufficiently challenged by these heuristic search
methods, provided a set of angles can generalise well across instances. For a large enough neighbour-
hood (which is, in itself, not trivial to determine), there may be potential to find exact solutions with a
reasonable exponent in the time-complexity, though we expected that a highly constrained lattice should
be assumed for such optimism. The prime lattice may be sufficiently constrained for explorations in this
direction.

6.1. Limitations and opportunities for future work
Beyond the limitation due to insufficient search space, which has been discussed previously in connec-
tion with Yan et al [32] and Schnorr [31] regarding their ‘sublinear factoring’ claim, there are two limit-
ations in this work that it are worth reiterating as a motivation for future research.

6.1.1. Prime lattice and transfer learning
First, we only consider CVPs constructed on the prime lattice, as by their very nature (see section 4),
they are focused on sieving for sr-pairs. This gives our work a strong flavour of cryptanalysis, which
serves as the main interest for finding a quantum advantage for lattice problems, though it may be
argued to lack generality. Indeed, our success in finding a good set of angles may not be replicated with
ease in more general CVPs, in which the structure has greater variance.

With recent analyses from Montañez-Barrera and Michielsen [61] in mind, we optimistically suggest
that the parameter set used to obtain our strong performance in figures 6 and 8 could be ‘transferred’
[63] to general CVP instances. We leave this experimentation, and application to other interesting lat-
tice problems, as an open problem worth exploring as the literature on fixed-angles VQAs continues to
evolve.

Whether pre-trained angles on the prime lattice can be transferred to general lattice problems is an
extremely interesting and important question. The most exciting answer to consider is that we can trans-
fer effectively, in which case this work opens the door to a new paradigm for training VQAs; by con-
structing a highly structured special-case instance of the problem we have interest in solving (e.g. CVPs
on the prime lattice), we can easily find and fix a set of angles by our algorithm 1 on small instances to
then be transferred efficiently to the harder problem (e.g. CVPs on general lattices). This may be one of
the most promising new avenues for avoiding the barren plateau problem [74, 75, 79, 80]; for example,
we could imagine utilising the transferability of fixed angles in conjunction with results on classical
simulability in VQAs [81] to formulate a classical means for avoiding barren plateaus pre-emptively
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(i.e. classically find angles on a small, structured problem, then apply to non-simulable larger prob-
lems without trainability issues). We highly encourage future work answer this question, and in partic-
ular understand the utility for classical simulation to obtain quantum advantage at computationally large
scales.

6.1.2. Noiseless simulation
Second, all results in this work are based on ideal simulations and the impact that noise may have on
the effectiveness of pre-training have not yet been observed. Our algorithm, even compared to fault-
tolerant algorithms such as Grover’s, requires fewer logical qubits, has smaller quantum depth, and the
overall success probability is polynomially better than Grover’s search. This means that our results can be
viewed as an improvement even for error-corrected algorithms, putting our approach well in the ‘early-
fault-tolerant’ era. However, addressing the effect of noise and the performance of our approach as a
genuinely NISQ era approach (without error-correction) is also important.

On the one hand, we may find that NISQ-era constraints confound the process of pre-training, and
that using static parameters has the potential to exacerbate random noise in large instances. On the
other hand, the approach outlined in this work has many qualities that should make it relatively robust
to noise among other near-term quantum algorithms:

• Circuit depths are shallow. Choosing the number p of ansatz layers to taste, and noting that the depth
of a single ansatz layer is at most polynomial in the width n [33] (in this case, lattice dimension), we
have a quantum circuit scaling as O(poly(n,p)). One motivating advantage for VQAs in general is that
they can be effectively used at far shallower depths than traditional fault-tolerant algorithms (such as
Grover’s), having a well-understood mitigating effect on noisy hardware [44].
• Lattice structures are controlled and randomised at train-time. Our CVP instances populating our training
set are randomly permuted along the diagonals of their basis matrices, all of which inherit from the
prime lattice family. This gives a certain predictability and a notion of ‘average case’ to our training set
that undermines any relatively small random noise in the long run. With enough epochs, we would
still expect good convergence of the found parameters, given the impact of the noise does not dilute
the underlying structural details of the CVP.
• Parameter pre-training optimises for generalisability. The loss we employ in our parameter pre-training
regime is defined by the performance of the parameters on an unseen validation set of larger
instances. Therefore, the parameter sets obtained by our method are those naturally inclined to gener-
alise well. In the presence of NISQ-era constraints, with noisy hardware amplifying the random errors
in larger instances, we would expect our found parameters to tolerate unseen noise relatively well on
average. In some sense, an incorporation of small-scale noise in the small-instance training set in col-
laboration with the loss we describe above is a strong philosophy to adopt with near-term algorithms
to bake a sense a error-bias directly within the parameters of our ansatz.

An exploration, empirical or otherwise, into whether the properties of our algorithm outlined here have
the expected effect with respect to hardware noise would be interesting. In particular, we leave it to
future work to understand whether such a loss defined by generalisability and scalability is more robust
than: (i) random parameters; (ii) fixed angles taken from a single instance; and (iii) instanced-optimised.
An improvement in robustness is certainly expected over (i); it may be improved in (ii) when we eval-
uate on instances of a larger size to the given single instance; but should not be more robust than (iii)
for relatively small random noise, though it may be true that robust fixed angles are at least as robust to
noise than any parameters obtained on a particular instance when noise is present between classical optim-
isation loops. Such a robustness result for fixed angles would sign-post a key algorithmic design choice
for variational algorithms of practical concern.

Acknowledgments

PW acknowledges support by EPSRC Grants EP/T001062/1 and EP/Z53318X/1.

Data availability statement

The data that support the findings of this study are openly available at the following URL/DOI:. https://
github.com/BenPrie/qaoa-for-cvp [93].

19

https://github.com/BenPrie/qaoa-for-cvp
https://github.com/BenPrie/qaoa-for-cvp


Quantum Sci. Technol. 11 (2026) 025018 B Priestley and P Wallden

Appendix A. Lattice reduction

The difficulty of any lattice problem is dictated in large part by the ‘quality’ of the given basis B. A
‘good’ basis is one consisting of short, relatively mutually orthogonal vectors, making navigation precise
and intuitive. On the other hand, a ‘bad’ basis consists of long, relatively mutually parallel vectors that
confound the method of walking toward particular points by combinations of basis vectors. This intu-
ition leads to public-key cryptosystems on lattices, for which a pair of good and bad bases imply private
and public keys.

Ideally then, we should like to start with a good basis, even if we are given a bad one to work from.
The process of making a given basis ‘better’ is referred to as lattice reduction. Useful literature for devel-
oping an intuitive understanding for lattice reduction algorithms in cryptanalysis include Joux and Stern
[82], Nguyen and Stern [83], and Bremner [84] in particular for an introduction.

In this work, we consider the famous LLL-reduction algorithm due to Lenstra et al [69]. For conveni-
ence, we give a brief description here. Useful texts include those aforementioned, or Wübben et al [85].
Discussion here draws also from Schnorr [31].

Definition A.1 (QR-decomposition). Any basis matrix B has the unique decomposition B=QR, where Q ∈
Rn×m is isometric (with pairwise orthogonal column vectors of unit length) and R= [ri,j]1⩽i,j⩽m ∈ Rm×m is
upper triangular with positive diagonal entries ri,i.

Furthermore, R= GNF(B) is the generic normal form of B, whose Gram–Schmidt coefficients µj,i =
ri,j/ri,i are rational for integer matrices.

Definition A.2 (LLL reduction). A basis B is δ-LLL reduced, if |µi,j| for all i< j, and δr2i,i ⩽ r2i,i+1 + r2i+1,i+1

for i = 1, . . . ,n− 1.

We enforce that 1
4 < δ ⩽ 1. Lenstra et al [69] show that any basis can be δ-LLL reduced for δ < 1 in

polynomial time, and that they approximate the successive minima well.

Appendix B. Implementation details

Our work was produced in Python (version 3.8.18), and is available at [42].
LLL-reduction [69] and Babai’s nearest plane algorithm [47] are implemented via FPyLLL (version

0.6.1; [86]), a Python interface for the lattice algorithm library FPLLL (version 5.4.5; [87]). This further
relied on NumPy (version 1.22.3; [88]).

For the quantum portion of our implementation, we use Google Cirq (version 1.1.0; [89]) and the
accompanying qsimcirq (version 0.18.0; [90]) for simulation. Unfortunately, Cirq does not provide an
implementation of quantum approximate optimisation algorithm (yet), so we have derived our own
implementation from Khattar and Yosri [36].

For the results presented in this work, we use the Nelder–Mead simplex algorithm [91] for minimisa-
tion of the expectation values of the observables in our circuit via SciPy (version 1.10.1; [92])
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