A Model to Facilitate Discussions about Cyber Attacks

Jassim Happa' and Graham Fairclough?

! Department of Computer Science, University of Oxford, UK
2 Department of Politics and International Relations, University of Oxford, UK
jassim.happa@cs.ox.ac.uk, graham.fairclough@pballiol.ox.ac.uk

Abstract. The evolution of the Internet and digital systems is making it
increasingly difficult to understand cyber attacks. Politicians, ethicists, lawyers,
business owners and other stakeholders are all affected by them, yet many lack
necessary technical background to make correct decisions in dealing with them.
Conversely, cyber-security analysts have a better understanding about the
technical aspects of cyber attacks, but many do not understand the
repercussions of decisions made from their perspective alone. Both contextual
(e.g. societal, political, legal, financial, reputational aspects etc.) as well as
technical considerations must be taken into account in making decisions that
relate to a cyber attack. A plethora of cyber-attack models exist today that aid
(to some degree) understanding of attacks. Most of these however focus on
delivering insight from a single perspective: technical detail or understanding of
human-centric factors. These approaches do not outline how a discussion
among expert-domain people of different backgrounds should be conducted to
establish a basic situational awareness understanding, from which to make
collective decisions. In this paper, we present our efforts towards establishing
such a model to enable a collective approach to understanding and discussion of
cyber attacks. In turn, decision makers should be able to compensate for their
limitations by building a mental map that serves as a basic foundation for
understanding an attack. We propose a first version, but believe extensions
should be made and acknowledge that testing and assessment in real
environments is necessary.

1 Introduction

The vocabulary of cyberspace is a much debated topic. The degree to which
cyberspace, loosely defined as: the conceptual landscape where people and machines
interact, actually exists and the extent to which it can be considered a new threat
environment or simply a medium through which there is a means to an end are widely
discussed. Several opinions exist, cyberspace can be described as: “a global
commons that has enhanced interaction, information exchange and productivity”
[INSA 2012]; “an operational domain framed by the use of electrons...to exploit
information via interconnected systems and their associated technology” [Nye 2011],
or as Healey in his recent work on cyber conflict defines simply as “interconnected
information technology” [Healey 2013].



Cyber attack is another conflicted term. Current definitions often fall within two
principal categories: process-driven or taxonomy/hierarchical [Bishop 1995, Cohen
1997, Howard 1998, Lough 2001, Simmons et al. 2009, Hutchins et al. 2011,
MITRE]. Being able to precisely define a cyber attack is becoming increasingly
difficult.

The technical complexity of systems, the growing variety of exploitable attack vectors
and perhaps most importantly the ubiquitous integration of Internet technology into
all aspects of our daily lives compounds this problem. This uncertainty is creating a
disturbing trend: critical decisions concerning cyber attacks whether it be incident
response handling or new policy formulation (as a consequence of cyber attacks) are
dependent on a complete understanding of cyber attacks and how they relate to
society or organisations. Presently however, such decisions are dealt with by
individuals who lack the necessary experience or who approach the issue from a
narrow perspective. The failure to adopt a comprehensive approach to the problem is
frequently the norm, leading to an incomplete understanding of the attack and a
failure to provide an appropriate solution.

A mental model is a person’s understanding of a real-world system (such as a cyber
attack). Norman [1983] describes mental models as naturally evolving. They change
over time as a person learns more about the system, and while they may not be
complete or technically accurate, they must be functional. In other words, people must
be able to act upon them.

While verbal communication limits our capability to share our own mental model, and
erroneous information may be conveyed if attempted, mental models are useful in
providing an up-to-date description of the behaviour of a system. However, mental
models are not perfect, and no two maps will be perfectly aligned because they are
developed individually; they are often incomplete and become unstable over time as
people forget details; they lack firm boundaries with similar devices and operations
becoming confused and they are “unscientific” with people maintaining
“superstitious” behave even when it is unnecessary'.

Even experts from the same domain disagree amongst each other in expert topics, and
experts of differing domains are also likely to disagree even when their mental maps
are closely aligned. These issues are of particular relevance when understanding the
evolving cyber domain. Where people form mental models about “what a cyber
attack is” and “what a particular instance of a cyber attack has done” regardless of
any prior experience and background.

Our proposed approach, suggests that by aiming for a common, shared reference
point will lead to a greater collective understanding of the same problem space, and a
better ability to recognise their own gaps in knowledge. Allowing a “common” mental
model of the cyber attack to be constructed. One that can be shared by all actors.

! For further explanation of the issues surrounding mental models, see Norman [1983].



Figure 1 illustrates the response to a cyber attack decision-making process. Three
different mental models of the attack, based upon the actor’s role and/or previous
experience are integrated to form the basis of “some” common interpretation of the
event. This interpretation is then used to construct a decision on the response to the
cyber attack. However, this interpretation is likely to lack the degree of detail and
shared awareness that is required to produce the necessary level of understanding.

Only from this necessary level of understanding can the correct decision concerning
any reaction to the cyber attack be made. The failure to move from “some”
interpretation of the event to a single, shared level of understanding is a
consequence of the lack of a common foundation or reference point from which
each of the actors derives their individual mental models. This point is shown in
Figure 1 where a policy maker, a technical analyst and a legal representative
formulate a response — the decision. Based upon their own prior knowledge of cyber
attacks and considered from their own perspectives loosely combined through “some”
interpretation.
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Fig. 1: The Cyber Attack Decision-Making Process.

We argue that knowledge gaps occur because of the failure to move from “some”
interpretation to the necessary level of understanding required to enable decision
makers to take appropriate, compensatory actions i.e. seeking advice from those who
do possess the requisite insight to fill in the respective gaps.

Our approach proposes a model that can be used to fill in these knowledge gaps. The
outcome being a more appropriate decision. We envisage this transformation as being
a weighting problem. For instance, if the decision maker has a non-technical
background (e.g. law, business or ethics), more consideration (weight) will be
required on the technical aspects during the decision making process to yield a
balanced result.



In this chapter, we investigate existing definitions of cyber attacks with in order to
understand their characteristics and what the impacts they have upon actors operating
in cyberspace today. We use this to propose our model to generate shared
understanding of cyber attacks for decision makers. Our approach is a high-level
(abstract), inclusive approach that enables decision makers from different
backgrounds and roles to form greater understanding of cyber attacks. Our intent is to
enable informed decisions on how to response to a cyber attack, which incorporate a
number of perspectives to be made. We do not attempt to define concepts such as
cyberspace, attacks or defences comprehensively believing such definitions are not
necessary for our abstract approach and that adequate literature exists elsewhere.

The remainder of this chapter is as follows: Section 2 lists the related work in
modelling cyber attacks. Section 3 outlines our model and how it can be used in
relevant environments, while Section 4 presents a discussion about additional
applications; how it might be extended for other cyber events. We also discuss
means to test and assess the usefulness of our model and potential future work.
Finally, in Section 5 we present our conclusion.

2  Related Work

The development of new technologies is frequently accompanied by the concurrent
exploitation of identified and unidentified concerns within these systems. These
weaknesses include design failures, network architecture or software challenges, those
that occur during implementation and those that become apparent after adoption. An
insider threat may use a tool or exploit social weakness that only becomes apparent
after a period of time, while an Advance Persistent Threat (APT) may achieve success
through agile exploitation of a chain of occurrences. Some of these occurrences
exploit technical weaknesses while others exploit flaws in human behaviour.

A large body of cyber security literature identifies a set of core components that
constitute a cyber attack. We have framed these in a manner in which we assess most
decision makers will be able to understand and make sense of; technology-centric
models, social models and cyber situational models. We identify some of the more
important models to illustrate existing threats and current academic focus.

2.1  Technology-centric Models

Technology-centric models seek to define cyber attacks from the perspective of how
an attack operates. These are typically described at a lower (detailed), technical level
(e.g. how a piece of malware operates or how a vulnerability can be exploited), and
frequently require a high degree of technical knowledge of the system and its
constituent parts in order for sense to be made of a cyber attack. These models often
remain difficult for decision makers lacking a technical background to comprehend
the full implications of a cyber attack and through which to generate the necessary
degree of understanding. Examples include:



e Bishop [Bishop 1995]: Bishop presented a taxonomy that expresses attacks in the
form of six axes: Nature of a flaw; Time of introduction; Exploitation gain;
Effect domain; Minimum number necessary and the source of the identification
of the vulnerability.

e  Cohen [Cohen 1997]: Cohen expressed network attacks based on a defined set of
properties. These properties view attacks in terms of: Non-orthogonality;
Correlation; Hardware Non-specificity; Description; Applicability and
Incompleteness. This approach views cyber defence as representing a mirror
model.

e Howard [Howard 1998]: Howard’s model is process-based, taking into account
five stages of an attack: Attackers, tools, access, results and objectives. Events
that occur in each of the process stages are used to derive understand of the
nature of the attack.

e Lough [Lough 2001]: Lough proposed VERDICT: the Validation Exposure
Randomness De-allocation Improper Conditions Taxonomy. The model specifies
four characteristics of network attacks: Improper validation (insufficient
validation resulting in unauthorised access); improper exposure (a system or
information is improperly exposed to attack); improper randomness: (insufficient
randomness results in exposure to attack), improper de-allocation (information is
not properly deleted after use and thus can be vulnerable to attack). VERDICT
represents a deep technical approach to understanding cyber attacks.

e AVOIDIT [Simmons et al. 2009]: The AVOIDIT methodology is a classification
scheme outlining in a tree hierarchy what constitutes a network attack. Its focus is
upon: Attack Vector; Operational Impact; Defence, Informational impact and
Targets.

e Cyber Killchain [Hutchins et al. 2011]: The Cyber Killchain is another process-
based model for describing the stages of a cyber attack. These are
Reconnaissance, Weaponization, Delivery, Exploit, Installation, Command &
Control, and Act on Objectives.

2.2 Social and People-centric Models

Social and people-centric models attempt to understand a cyber attack from a human
behavioural perspective. Approaches focus on a wide spectrum of behaviour
stretching from the impact of training, identification of non-trustworthy individuals
who might represent a cyber-security risk to the discovery of how human behavioural
failures can be exploited as part of the cyber-attack process (e.g. phishing). This
approach is as technically demanding to the non-human behaviourist as the technical
centric frameworks are to non-technicians. Examples include:



e  QGreitzer et al. [2009] describes an approach to predictive modelling for insider
threat mitigation, and continued in 2013 [Greitzer et al 2013] with a paper on
methods and metrics for evaluating analytic insider threat tools.

e The Centre for the Protection of National Infrastructure [CPNI] presented
guidance to help manage risk of employees’ behaviour damaging businesses
called Holistic Management of Employee Risk (HOMER).

o Social engineering: The art of human hacking [Hadnagy 2010] illustrates the
methods by which individuals are “persuaded” to conduct actions that result in a
negative impact upon them through subsequent loss in cyberspace.

2.3  Cyber Situational Awareness and Understanding Models

Cyber situational awareness and understanding models attempt to adopt a high-level,
approach to considering cyber attack. Focus is on the environment in which the cyber
attack occurs and the resultant impact upon different elements or layers within it.
These models are differentiated by the nature of the elements or layers considered.
The need for deep technical or behavioural knowledge is of less importance: the aim
being to place cyber attacks into context as opposed to define a cause. Examples
include:

e The UK Defence and Science Technology Laboratory (DSTL) [2012] showed a
layered model for situational awareness in cyberspace. It consists of six layers of
interaction: Social;, People; Persona; Information;, Network; Real World, and
attacks can exist on any one or more of these layers.

e NATO Cyber Security Framework Manual [NATO 2012]. An interdisciplinary
approach to its key activities, including: academic research related to the cyber
domain from legal, policy, strategic, doctrinal and/or technical perspectives. The
Framework supports the NATO Policy on Cyber Defence.

e Mission Integration Framework [Booz | Allen | Hamilton] provides a five pillar
approach to considering the cyber security problem: Strategy and Policy;
Management and Budgeting; Planning and Operations; People and Culture and
Technology and Architecture.

o The Corporate Insider Threat Detection (CITD) conceptual model presented by
Legg et al. [2013] describes a model for detecting insider threats by exploring
hypotheses from measurements of the real world. The model suggests that any
measurement is likely to fail on its own, but is likely to yield indicators of insider
threats using machine learning and visual analytics.



3 Core Model to Discuss Cyber Attacks

To understand modern cyber attacks, it is no longer possible to only consider the
technological level, but essential to consider all aspects of cyberspace and the threats
generated within it. Our model is underpinned by three assumptions, the need to:

1. consider cyber attacks holistically — attacks are no longer only technical, and
must be treated as such. Some properties will be measurable, but other aspects
will be close to impossible to establish (such as attribution or motives).

2. involve a wide spectrum of stakeholders when considering a cyber attack —
attacks are best understood when stakeholders are able to communicate
effectively amongst each other and make a decision collectively. While this may
not always be the case, it is nevertheless important to involve all parties.

3. establish a shared understanding — as attacks will consist of properties that
relate to a variety of different fields (not just technical), it is important to
establish a common perspective of what has happened. It is important to identify
the knowledge gaps between each expert in order that they can be removed and
thus enable better decision-making.

Our model is not intended to provide a solution to cyber attacks or better classify a
type of attack. The model’s purpose is to facilitate informed discussion among
decision makers of different backgrounds, including; ethicists, policy makers,
lawyers, cyber security experts and boardroom executives (among others). By
identifying aspects of an attack within a framework of relevant categories, each
containing relevant sub-categories we believe a better comprehension of a cyber
attack can be achieved regardless of prior knowledge and experience.

The model aims to enable stakeholders from a spectrum of backgrounds to
communicate about cyber attacks in a manner that is enabled by a common position
of understanding. From this common understanding, the most appropriate decisions
can be made. Figure 1 showed this in the context of making such decisions within
organisations.

Our model has utility in regard to policy-making scenarios, incident response or for
educational purposes (more on this in Section 4). We believe a more complete
understanding, and ability to make better decisions (as a result) is achieved through
the use of abstraction and a common mental map of each category.

At the centre of this approach is our mental model process constructed around the
construct of sensemaking. Sensemaking has been described as the process of “how
people make sense out of their experience in the world.” [Duffy 1995]. It has been
used widely across a number of disciplines, including informational science [Dervin
1992] and organisational sensemaking [Wieck 1979] but has only been applied to
cyber security in more recent years.



By developing an analytics model about network traffic Xiao et al. [2006]
extrapolated meaning from activities occurring within the network. Alberts et al.
[2002] also discussed the applications of sensemaking for cyber security in net-centric
operations within cyberspace in understanding cyber information systems.

Figure 2 illustrates a high-level approach to sensemaking that can be used in making
new discoveries and updating a mental model of an attack (adopted from Xiao et al.
[2006]). The model is updated as more information about the attack becomes
available. Xiao represents only one approach to consider sensemaking, and
considerable numbers of work on sensemaking exist, other examples might be to use
the sensemaking models proposed by Alberts et al. [2001], Pirolli and Card [2005] or
Hutton [2008].

Fig. 2: Adopted sensemaking model.

We propose an initial starting point of four core categories: Attributes of Attack;
Values of Attack; Impact of Attack and Mitigation of Attack. These reflect the key
pillars that underpin our sensemaking of a cyber attack. We do not see these
categories as being exclusive, accepting that others might be added depending upon
the context of any event and the purpose for which the model is being used. In this
sense the model is both expandable and transformative driven by the nature of the
cyber attack and the stakeholders who are responsible for subsequent decision-
making.

We perceived our model as representing a holistic mental model that is intended to
frame the construction of the necessary level of understanding from which appropriate
decisions can be made. As new knowledge is obtained through an evaluation process
it is incorporated into the mental model. In turn new patterns are discovered, which
further aid in its updating. It is our intention to investigate this starting point further
and refine our model in the future. Our approach is shown in Figure 3.
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Fig. 3: The Cyber Attack Decision-Making Process Using Our Model.

Figure 4 shows an enlarged diagram of our model to understand a cyber attack. Below
the four core categories or parent nodes previously identified sit sub-categories that
represent activities or factors through which a cyber attack is defined. Xaio’s
approach can be seen to sit at the centre of this framework, reflecting that the
application of sensemaking is a continuous process that builds upon constant
evaluation and analysis of all aspects of the cyberspace environment. It is envisaged
that the adoption of this approach will allow the identification of any
interdependencies existing between the categories. Thus, leading to a more complete
understanding of the threat and of those mitigation measures most likely to succeed.

Core categories and their sub-categories present in Figure 4 are defined in the
following section. Our concern is with the metadata that describes each of the
respective core categories and their supporting sub-categories. Consideration of the
measurement used to underpin each of our categories is the subject of separate work
outside the scope of this paper.
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Fig. 4: Our Cyber Attack Mental Map Model.

3.1 Attributes of Attack

Attributes of the attack describe the context in which the event occurred. Doing so
allows the expert actor to place the attack into their own scheme of reference: into
their own context. This is important. Context setting provides the platform from
which the actor can consider the other three remaining core categories within the
model from both their own perspective and in relation to those held by other
stakeholders and subsequently make decisions. These values can be described through
the application of existing models e.g. Howard or Cohen).

Owner. Relates to the owner of the information, asset or capability that is the subject
of the attack.



Adversary. Relates to the perpetrator of the attack. The Adversary is the entity who is
behind the intent of the cyber attack. It should be noted that a separate actor may be
responsible for the actual conduct of the attack.

Intention. Intent describes the motive for attack. Motives and associated goals may
not remain static, changing in response to external drivers or actions undertaken by
the Owner of the asset under attack. Subsequently intent may be of short or long
duration and may constitute an end in itself or form part of a complex objective.
Examples include curiosity/challenge, political, financial, vengeance reasons (see
“goals”, from Howard’s Taxonomy).

Agility. We understand agility to be the capacity held by an acto to identify, select
and exploit capabilities to achieve a desired intent. We consider all cyber attacks to
consist of some form of agility and hence our model goes beyond the traditional,
linear, kill-chain approach frequently referred to in the literature.

Duration. Reflects a quantitative value that can be measured to capture the length of
an attack defined by time. Measurement of duration can be used to define seriousness
of the attack or level of intent of the Adversary.

Dimensions. This attribute refers to the structure of the attack and is used to inform
assessment of complexity and agility e.g. is the attack split into different
stages/components. Sufficient knowledge of dimensions might be used as a form of
attack profile or “fingerprint”.

3.2 Values

Values describe the semantic meaning that is generated by the Owner following a
cyber attack. These psychological perspectives will influence how the Owner
interprets the attack and contextualises it in regard to their wider value system. Values
will play an important role in constructing the Owner’s “world view” of the event.
They will subsequently inform decision making on the nature of any response.

Information. Information is the real world meaning behind the data available. In
practical terms we can compare this to the data stored on a database. Information can
be the values put into systems (digital bits and bytes) or knowledge that is made
available from this data, such IP (e.g. blueprints), or HR records at an organisation.

Social. Reflects the people aspect of cyber attacks, i.e. whether a cyber attack can
have an impact on the social dynamics of people in any way. Will it impact upon they
way that they conduct their daily activities or with their relationships with other actors
in either the physical world or the cyber domain.

Assets. In this sub-category we cover the physical items in the organisation such as
physical computers, Supervisory Control And Data Acquisition (SCADA) systems
etc. that can be affected by cyber attacks.



Reputation. The extent to which the outcome of a cyber attack can alter the way
other actors perceive the Owner or the entity that they represent. Change is reflected
in the impact that occurs in regard to the Owner’s achieving their desired intent.
While reputational damage is non-tangible it is most frequently reflected in a tangible
impact such as loss of revenue.

3.3 Impact

Impact describes the consequence of a cyber attack in terms of the victim’s ability to
achieve their desired intent. Impact can be expressed in tangible or non-tangible terms
e.g. online retail fraud or loss of custom through demise in reputation. Form and
degree of impact will have considerable influence on the response that is made to a
cyber attack. The response may differ in regard of time, allocation of effort and nature
i.e. a technical response or a policy response.

Outcome. Defines the nature of the impact of the attack. It identifies how and the
extent to which the victim can no longer achieve their desired intent. We describe
cyber attacks as events in cyberspace that can generate an outcome in the physical
world or virtual domain. Outcome may be measurable in tangible or non-tangible
terms. A prevented cyber attack is seen as having an unsuccessful outcome.

Depth. Depth relates to the duration of an attack in terms of the period existing
between its initial consequences being identified and the restoration of the normal,
pre-event systems condition. Quantification of Depth can assist in consideration of
risk and the choice of appropriate mitigation.

Visibility. Defines the extent to which the outcome of the cyber attack is observable,
frequently reflected its impact on the victim’s intent. This impact might not be visible
to all actors who are impacted upon by the attack or visibility may only occur after the
adversary’s aim has been achieved e.g. State level espionage.

3.4  Mitigation

Mitigation represents those actions and capabilities that are available to the target in
order to minimise the consequences of a cyber attack. These measures may be
protective, existing prior to a hostile event occurring or be responsive, transpiring post
event such as recovery software or operational redundancy. Mitigations may take the
form of hard measures or soft measures or a combination of the two.

Recovery. Recovery reflects the capacity of the Owner to regain pre-event capability
post a cyber attack. Recovery can be measured in terms of time and/or use of other
capability including manpower and technology. Recovery will be dependent on other
attributes including Dimension and Depth.



Resilience. Resilience reflects the Owner’s ability to deal with the impact of a cyber
attack as it is occurring without there being noticeable degradation of capability or
asset. Resilience is influenced by Dimension, Depth and Recovery and the existence
of prior measures of mitigation.

Risk. Represents a formalised process through which the Owner considers the range
of potential threats that may exist to their assets or capabilities. Risk Assessment
identifies those threats that the Owner can deal with and those which he cannot.
This process provides the pivot/bridge between consideration of cyber attack and
cyber defence.

4  Discussion

4.1 Applications of the Model

We have identified a number of other cyber-security challenges that could benefit
from the application of our model. The first of these is in regard to cyber defence.
Such usage envisages sense making of the same event but from an opposing
perspective: a “mirroring” effect. This effect recognises that the attributes of cyber
attack have equal relevance when considering their mitigation. In considering cyber
defence, the Owner’s intent is to fortify his cyber environment in order to protect
assets and capabilities from a cyber attack. Achieving this intent requires the
establishment of a robust cyber defensive posture founded upon a holistic
understanding of the threat that takes consideration of not only the threat but in
addition the wider context in which the entity to be defended exists. We see
successful cyber defences as being as reliant on the existence of deterrent legal policy,
as on strong firewalls and penetrating software based intruder detection systems.

Weick [1988] describes sensemaking in crisis conditions as being particularly
difficult, and argues that commitment, capacity, and expectations affect sensemaking.
We suspect that in instances where crucial decisions have to happen fast, our model in
its form is too comprehensive to be appropriately used. Although, with suitable
adaption it can still provide useful structure and guidance to decision makers.

The second area in which we see the model being able to contribute is that of cyber
security policy generation. At the strategic level of activity, the establishment of
shared situational awareness of the challenges present and the need to consider the
perspective of all stakeholders is of equal or perhaps greater importance. The
definition and implementation of meaningful cyber-security policy requires that
understanding must exist across a wide spectrum, from the creation and enforcement
of standards in respect of security measures to the establishment of appropriate
authorities that allow Law and Order organisations to operate against potential
adversaries proactively. In both of these cases technical input shares the same level of
importance as that of a lawyer. We believe that our approach permits consideration of
such wide ranging factors through the application of a simple conceptual model.



A third use of the model is in the field of cyber education. In this area, we consider
that it has applicability in regard of those involved in the cyber security process, the
expert-actors referred to previously and to the education of the users of cyber systems.
In this context our model provides a means to identify, dependent upon the past
experience and role of the actor those areas where benefit would be gained through
the undertaking of education. As such our model provides an informed and targeted
approach to education programme design.

Additionally, it provides a structure upon which to build an education programme.
One that can be tailored dependent upon a particular subject of interest, with each of
the categories being the basis for an individual module in the course timetable. A
cyber attack based education programme based upon the graphical representation of
our model shown at Figure 2 would consist of at least 14 modules.

4.2  Future Work

We do not claim our cyber security mental model framework is complete. We believe
that it represents only a first step and it will need continual refinement with experts
from a wide variety of backgrounds who can contribute to its development. The first
of these is in understanding more fully what are the important categories and sub-
categories that must be included when considering a particular cyber security
problem. Our illustrative model provides one set that we believe has importance in
relation to cyber attack, while recognising that there may be others that also should be
present. We would wish to examine in more depth the extent to which we have
succeeded in identifying all of the relevant concepts necessary to underpin our model
and the validity of the categories from which it is constructed. A second issue
concerns the degree to which the categories and sub-categories need to be changed
when the focus of the model alters. Is it valid to use the same sets in looking at cyber
defence and cyber policy generation? If not, and this would seem the likely answer
what new categories might be required and which ones could be removed. In regard to
both of these areas we see the need for further analysis of the relevant literature and
direct engagement with the cyber security expert community. The latter perhaps, in
the long term, providing to be of the most use through the insight that communicating
directly should bring.

In order to assess our model it will be necessary to put it in the hands of many
different decision makers, obtain their feedback, based on their prior experiences and
identify where this model might fit in, if at all. Validating our approach is difficult
even in real environments. For laboratory setting, one approach might be to introduce
a group of participants to cyber attack scenarios before being introduced to the model,
and make decisions, before introducing them to our model and present them with a
different scenario in which the model should be used. Another approach to assessment
would be to measure how well decisions maker are able to respond to cyber attacks,
some with having been introduced to the model, and others not.



A third area of future work is identifying those cyber events that suit the application
of the model. In the course of this paper we have discussed a number of instances.
Although of these we have only considered that of cyber attack in any detail. This
strand of work will focus on identifying other cyber security events that would benefit
from our work. Engagement with domain experts particularly as part of testing and
assessment process referred to previously represent logical avenues of advance in
regard to resolving this concern.

We judge however, that the more pressing area, which requires further work, concerns
the identification of appropriate measures for our categories and how these measures
can be obtained and validated. In some circumstances this challenge will be relatively
easy to overcome while in others gaining a reliable metric may not even prove
possible. Tangible values relating to loss of revenue or fall in customer numbers as a
consequence of a cyber event against a business enterprise should be accessible as an
element of an organisation’s routine reporting process. Placing measurable values on
the categories of Agility and Visibility are likely present greater difficulty as to some
degree their impacts may be non-tangible. Our approach in resolving these types of
difficulties will be to consider how such non-tangible values are dealt with in other
disciplines including risk assessment and medicine. In the latter case, inference is as a
means to make an assessment. The applicability of this approach in respect of our
model requires to be determined.

5 Conclusion

In this paper we have proposed a conceptual model that we see as enabling a
collective approach to understanding, discussion and subsequent decision-making
about cyber attacks. The model is underpinned by three assumptions: the need to
consider cyber attacks holistically, the requirement to involve a wide spectrum of
stakeholders in considering the cyber-attack problem, and finally, the critical need to
establish a shared understanding.

The model is constructed from a set categories and sub-categories that reflect the
diverse spectrum of factors that must be considered in dealing with a cyber attack.
Our choice of assumptions and categories is based upon literature review and
engagement with domain-experts. The paper has also examined how the model might
be applied more widely in the cyber security field. Consideration has also been given
to the future work necessary in the development of our approach.

We do not claim that our approach to considering cyber security attacks and other
cyber events is complete. We do however, believe that the approach offers a potential
method to establish a common understanding and through that the establishment of an
informed start point for collective discussion and decision making.
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