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Abstract

Deep Learning has revolutionized numerous fields, achieving state-of-the-art performance in
areas like computer vision, natural language processing and applied sciences. This progress
has led to its integration into increasingly critical applications, with Deep Neural Networks
already guiding crucial decisions in areas like autonomous vehicles, financial trading, mortgage
assignment, hiring procedures, weather forecast, medical diagnosis, satellite management etc.
Due to their intricate structure and the lack of adequate interpretability tools, Neural Networks’s
predictive process remains largely incomprehensible to humans. As a result, regulators are becoming
increasingly concerned about the technology’s potential failures and unexpected, but potentially
harmful, behaviour. By demanding guarantees, regulators aim to ensure the responsible and ethical
development and deployment of Deep Learning for the benefit of society. This thesis delves into
two among the several crucial challenges regulators are concerned with: Uncertainty Quantification
and Privacy Preservation. For each of these areas, we provide a brief definition and detail our
contributions to their development.

Uncertainty Quantification and Generalization under Distribution Shift Given an input and
a task the Neural Networks have been trained to solve, they will generally provide an output
prediction. For humans to trust these predictions, it would be useful to extract a quantity that
summarizes how reliable the prediction is. This quantity can be used by the humans themselves
to accept or reject it, or for downstream systems to adequately process the outputs of upstream
components or their input samples. Since an absolute notion of reliable prediction is elusive, part
of the literature has focused on the problem of defining some tasks and metrics that capture the
notion of reliability in a quantitative way for specific applications. The problem of estimating
the reliability of a prediction becomes particularly important when dealing with inputs whose
distribution is different from the one from which the training data was sampled (i.e., under Covariate
Shift). In such cases, the predictions are known to become significantly less accurate: effective
Uncertainty Estimation is therefore essential to help flag these potentially inaccurate outputs. In
this thesis we provide the following contributions to the field:

e Improve the reliability of image classifiers trained using Mixup: Mixup is a technique that
has been shown to induce improved performance for image classifiers. However, we show



that, despite it improves some reliability metrics, it degrades others. We provide an empirical
explanation to the phenomenon and we correct it by modifying the loss function. This results
in further performance improvements and improved uncertainty estimation properties of the
models.

e Correcting the false belief Transformers and Self-Attention provide superior reliability
and accuracy under Distribution Shift: When Vision Transformers were popularised,
several papers started claiming Transformers could learn more robust representations that
would generalise better under Covariate Shift and yield improved Uncertainty Estimation.
This property was allegedly attributed to the presence of the Self-Attention component.
Through an empirical study, we disprove this belief and show Convolutional architectures can
perform similarly. We also conduct several experiments that suggest both models based on
convolutional or self-attention biases can learn spurious features that prevent generalization
in conditions of Covariate Shift.

e Examining the potential of synthetic data from Diffusion Models to train classifiers
that are more robust to Covariate Shift Our study represented the first attempt to use
Diffusion Models in order to augment the training set of an image classifier in order to
perturb the environmental variables that are specific to the training distribution in order to
learn robust representations that generalise better under Covariate Shift. We conclude that
although significantly more effective than previously existing techniques, this approach still
underperforms with respect to augmenting the training set of the classifier by retrieving
images presenting similar perturbations from the training set of the Diffusion Model.

Privacy Preservation Neural Networks are often trained on sets containing private data whose
leakage could be harmful either for individuals (e.g., they contain personal information) or society
(e.g., contain military data, like satellite positions). It has been shown that malicious users may
query these models in order to extract private information contained in the training set. For this
reason, several techniques have been developed both to protect from these privacy attacks and to
develop stronger attacks in order to audit the privacy preserving ability of models. In this thesis
we provide the following contributions to the field:

e Reducing the utility cost induced by privacy-preserving linear probing using semi-
private learning and dimensionality reduction techniques The gold standard Privacy
Preserving technique is Differential Privacy (DP). Informally, it guarantees the likelihood
an adversary may correctly predict whether a sample was or not in the training set can be
bounded. The downside of DP training techniques is that they yield a significant performance
degradation. We propose a simple method that uses a small amount of public data in order to



reduce the sample complexity of DP learning by reducing the dimensionality of the learning

problem.

Produce the first analysis studying the memorization of private information in document-
based Visual Question Answering systems We propose a simple technique to estimate
whether private information has been memorised by Visual Question Answering systems. We
analyse which training factors yield to stronger memorisation and which type of information
the malicious user needs in order to successfully extract memorised data. We also propose a
heuristic countermeasure that reduces the likelihood the models may regurgitate training data.
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Introduction

This is an integrated thesis containing work published in leading peer-reviewed conferences. In this
Introduction, we provide a brief overview of the two safety areas this thesis focuses on: Uncertainty
Estimation and Privacy Preservation. we provide a brief abstract outlining the contribution of
each Chapter, the list of papers it is based on and the contributions provided by the author of this
thesis to each of the papers. Each of these chapters is self-contained with its own related work
section centred around the contribution of the paper.
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As the integration of Deep Learning systems escalates across ubiquitous domains, the necessity
for the development of techniques that guarantee their safety intensifies. While Deep Learning
exhibits immense potential for advancements in areas like healthcare and autonomous vehicles,
without safeguards, these algorithms can introduce unintended risks. This thesis contributes to the
development and understanding of techniques that target two safety areas: Uncertainty Estimation
(under Covariate Shift) and Privacy Preservation.

The area of Uncertainty Estimation is concerned with quantifying how reliable the predictions
of Deep Learning models are. Nowadays, Neural Networks process their inputs by passing them
through several layers of non-linear transformations that depend on millions if not billions of
parameters. Despite the production of the outputs from the inputs is fully specified by the network’s
architecture and parameter values, it is hard for humans to understand the reason why some
predictions are produced and what may cause wrong predictions. For this reason, it is essential to
develop techniques that allow to quantify how reliable a prediction is. This quantity can be used
in several ways. For instance, it is used to identify potentially incorrect outputs automatically, to
inform downstream decision processes that need to be uncertainty-aware or allow a cost-effective
collection of additional training data to fix known failures. This is particularly important when
the inputs of the network undergo significant forms of covariate shift with respect to the training
inputs (e.g., due to a change of the environment in which the inputs were sampled with respect
to the training environment). We provide a brief overview of Uncertainty Estimation in Deep
Learning and how it relates to our work in Section [I.1}

The area of Privacy Preservation aims at protecting the privacy of user information contained in
the training data. Indeed, it has been observed that malicious users can query state-of-the-art models
and extract (either completely or partially) training samples, some of which may contain personal
information (e.g., phone numbers, home and email addresses etc.). Although various techniques
have been proposed to prevent the extraction of such information, these may come at a significant
utility cost (e.g., reducing the quality of the data generated by generative models), may be extremely
computationally expensive or come with no theoretical guarantee. We provide a brief overview of

Privacy Preserving Deep Learning and how it relates to our work in Section [I.2]



1.1 A Brief Overview of Uncertainty Estimation (under Covari-
ate Shift) in Deep Learning

Although Deep Neural Networks have achieved remarkable success in various domains due to their
ability to learn complex patterns from vast amounts of data, a critical limitation to their applicability
in safety-critical domains is their inherent lack of transparency regarding their decision-making
processes. Unlike traditional statistical models, deep learning models often do not provide an
inherent measure of uncertainty associated with their predictions. In domains like autonomous
vehicles, medical diagnosis or satellite management (see [Pinto et al., 2020, |Acciarini et al., 2020,
2021]]), where incorrect predictions can have severe consequences, uncertainty estimation becomes
crucial. Knowing the model’s confidence in its prediction allows for flagging potentially unreliable
outputs and triggering human intervention when necessary. The importance of uncertainty estimation
in deep learning is further amplified under covariate shift, a scenario where the distribution of the
covariates used at test time differs from the training one. In such cases, models trained on data that
doesn’t reflect the real-world scenario in which they are deployed can become overly confident
in their incorrect predictions. Uncertainty estimation techniques can help mitigate this risk. By
providing a measure of the model’s confidence in its outputs, even under covariate shift, we can
identify situations where the model is likely to be wrong.

In this work we will mostly focus on the following well-established tasks in the literature:

e Maintaining high accuracy under Covariate Shift [Quionero-Candela et al., 2009]. Given
a classifier has been trained on some data distribution, the goal is to maintain high accuracy
also on samples that are collected under conditions that modify the input values without
altering the label set (e.g., if a classifier is trained on photos of dogs captured in daylight, we

would like to maintain high classification accuracy also for images captured at night).

e Calibration [Osborne, 1991]]. Given a classifier’s output, we would like the probability
distributions it produces to have a frequentist meaning. The goal of calibrating a classifier is
to align the frequency with which predictions with a certain confidence are correct with the

confidence values themselves.

e Misclassification Detection [[Condessa et al., 2015]. More practically than calibrating a
classifier, the goal of misclassification detection is to use the confidence of the classifier in

order to automatically detect when it is likely to be wrong.



e Out-of-Distribution Detection (also known as Open-Set Detection) [Bendale and Boult,
2015]. In closed-set classification, the set of labels observed at training time is a discrete, finite
set. The goal of out-of-distribution detection is to leverage the confidence of the classifier
in order to identify inputs that do not belong to any of the known classes, and therefore no

correct prediction is possible.
Our work relates to two different research efforts performed in the literature:

e Developing more robust systems, possibly producing better uncertainty estimation. A
wide amount of techniques have been developed. Some techniques (approximately) apply
Bayesian probabilistic principles in order to build distributions of predictions and extract
uncertainty metrics from it [Gal and Ghahramani, |2016b, Pearce et al., 2018|,|Wenzel et al.,
2020, Kristiadi et al., 2020, [Hobbhahn et al.,|2021]]. Other techniques, that proved to be the
long standing state-of-the-art both due to their simplicity and their effectiveness, leverage
ensembling in order to build such distributions [Lakshminarayanan et al., 2016]]. Ensembles
have been observed not only to improve the uncertainty estimation capabilities, but also to
obtain higher accuracy under covariate shift [Liu et al., 2020b]]. However, they are expensive
(both at training and inference, the time and memory complexity scale linearly in the number
of ensemble members). For this reason, techniques aiming at compressing ensembles have
been proposed [Huang et al., 2017, [Wen et al., 2020]]. Alternatively, techniques leveraging
single models, including three of ours [Pinto et al., 2022c, |Yuan et al., 2024} Joy et al., [2022]],
have been developed [[van Amersfoort et al., 2020, |Hsu et al., 2020, |Osborne, |1991} Yuan
et al., 2024].

e Understanding which architectural components induce better uncertainty estimation.
Understanding why neural networks produce overconfident but wrong predictions is a wide
area of research. Some works attribute this to the choice of the activation networks [Hein et al.|
2019, Kristiadi et al.,|2020]. When transformers were popularised in vision, several works
have attempted to attribute the arguably superior reliability of transformers to self-attention
[Paul and Chen, 2022, Minderer et al., 2021} [Zhang et al., 2021c]. In contrast, we find
convolutional neural network can be as reliable [Pinto et al., 2022al], and therefore conclude
robustness and reliability depend on either other architectural components (e.g., choice of the
activation functions, types of normalization layers etc.) or training procedures (e.g., extensive

pretraining on large amounts of data).



1.2 A Brief Overview of Privacy Preserving Deep Learning

User data is one of the key ingredients of modern machine learning, presenting a double-edged sword.
On the one hand, it offers a potent opportunity to enhance model performance. By incorporating
vast quantities of user data, algorithms can learn intricate patterns and relationships, leading
to increased utility in tasks like image recognition or recommendation systems. This translates
to a more personalized and efficient user experience. However, this reliance on user data also
introduces significant privacy risks. A vast literature [Shokri et al., 2017, Carlini et al., [2022b, Ye
et al., 2022] has shown malicious actors may exploit these models to potentially extract sensitive
user information. This raises critical concerns about training these models on sensitive data (e.g.,
medical, satellite etc.). A lack of defense mechanisms may yield to an economically and socially
damaging erosion of trust in the technology. Therefore, striking a balance between harnessing the
power of user data for improved model performance and safeguarding user privacy is a crucial
challenge in the field of machine learning.

In order to establish trust, it is essential to carry out two opposite but complementary tasks:

e Privacy Defense Researchers propose a wide range of techniques, both with theoretical
guarantees or without (heuristic) about the likelihood an attacker can infer some information

about the training data.

e Privacy Auditing Given a system, the goal is to understand what kind of information an
attacker can effectively infer from querying the system. When the system implements some
form of defense, the goal is to understand how effective the defense is, and, in case theoretical
guarantees are available, whether the implementation of the defense was incorrect and violates

the claimed privacy guarantees.

Privacy Defense The field of privacy-preserving machine learning (PPML) offers a diverse set of
techniques to mitigate the risks of private data leakage. The gold-standard approach is Differential
Privacy (DP) [Dwork et al., 2006]. In the context of neural network training, DP provides a
theoretical upper bound on the likelihood an attacker may reliably discern whether a sample was
present or not in the training set of a model. This is obtained by bounding the influence of each
sample on the training algorithm and obfuscating its impact by adding a calibrated amount of noise
to it. This method comes with a mathematically treatable definition that enjoys nice guarantees
that align with an intuitive notion of privacy. Among these, the ones essential for deep learning

are: 1) closure under post-processing, 2) closure under compositions. Informally, the closure under



post-processing states that once the privatisation is performed, no form of postprocessing that does
not involve the private data itself can weaken the privacy guarantees provided. The closure under
compositions indicates that sequential applications of DP algorithms constitute a DP algorithm, and
the resulting guarantees can be easily computed. These two properties are essential to obtain DP
variants of sequential learning algorithms like Stochastic Gradient Descent (obtaining DP-SGD
[Abadi et al., 2016]). This privacy preserving technique will be the most discussed across this
thesis. However, the tighter the provided guarantees, the more this technique induces a utility
degradation (e.g., it may cause extreme accuracy drops when applied to training classifiers), which
prevents its adoption in many real-world scenarios. For this reason, several works [Tramer and
Boneh, 2021, [Nguyen et al., 2020, Panda et al., [2022]], including ours [Pinto et al., [2024a]], aim

at reducing the utility degradation it induces.

Privacy Auditing The definition of Membership Inference Attack (MIA) [Shokri et al., 2017]
is complementary to the privacy definition offered by DP. The goal of a MIA is to reliably predict
whether a sample was or not in the training set of a given model. While these attacks represent the
de facto standard for auditing DP systems, other forms of auditing exist. For instance, exposure
attacks [[Carlini et al., 2019] measure the greater likelihood a model assigns to a specific input in
order to estimate whether it could be part of the training set. Alternatively, extraction attacks (among
which, one designed by us) aim at making the models directly output the training data [[Carlini
et al., 2021, |Pinto et al., 2024b]]. Property inference attacks are concerned with identifying global
properties of the training data distribution [Ganju et al., 2018]|], while model inversion attacks aim at

reconstructing the original training data from the trained model itself [Fredrikson et al., 2014].

1.3 Thesis Outline and Contributions

This thesis contributes to the development and analysis of techniques that allow to deploy deep
learning systems providing useful uncertainty estimation metrics and preserve the privacy of users
supplying training data. We now list the content of all the chapters contained in this integrated

thesis and all the papers associated to each of them.

Chapter 2] This chapter explores a potential drawback of Mixup, a popular technique for boosting
the accuracy of image classifiers. While Mixup effectively reduces overconfidence on in-distribution
(i.1.d.) samples, it also weakens the model’s ability to detect out-of-distribution (OOD) data —



inputs whose labels fall outside the training classes. Our analysis suggests this behavior stems
from the label smoothing component of Mixup. To address this, we propose a modified Mixup
approach that achieves significant improvements in accuracy on both i.i.d. and covariate-shifted

data, while also enhancing calibration and OOD detection.

The chapter is mostly a marginal revision of the following publication:

[Pinto et al., 2022c]: Francesco Pinto, Harry Yang, Ser-Nam Lim, Philip H.S. Torr,
Puneet K. Dokania “RegMixup: Mixup as a Regularizer Can Surprisingly Improve
Accuracy and Out Distribution Robustness ” NeurIPS 2022,

Full Text. Link To Paper

A preliminary and incomplete version of the work appeared at the NeurIPS 2021 DistShift
Workshop [Pinto et al., 2021b].

Contribution Statement: For [Pinto et al.| [2022c]], Francesco and Puneet brainstormed to
identify the methodology. Francesco implemented all the experiments and run most of them. Harry
executed some code on an external cluster to accelerate some experiments. Puneet suggested
using inter-cluster and intra-cluster similarities to analyse some of the properties of the models,
while Francesco has proposed to use it on covariate-shifted data once it was observed there were
no significant patterns on i.i.d. data. Francesco proposed and performed the rest of the analyses.

Francesco performed the writing with the help of Puneet. Phil provided some general advice.

Chapter [3] This chapter challenges the prevailing notion that Transformers inherently possess
superior robustness to covariate shift and uncertainty estimation compared to Convolutional Neural
Networks (CNNs). While previous works have championed this view based on the self-attention
module’s ability to process the entire input early on, we argue that this does not guarantee robust
representations. Our empirical analysis demonstrates that self-attention can also become fixated
on local and potentially misleading patterns, leading to unreliable predictions.

Furthermore, we show that state-of-the-art CNNs outperform their Transformer counterparts
in terms of robustness to data shifts. Both architectures achieve similar performance in detecting
unknown classes. Interestingly, Transformers exhibit slightly better calibration but fall short in
misclassification detection. This is particularly noteworthy because the CNNs employed share most
architectural elements with Transformers (e.g., choice of activations, normalization layers, depth etc.)
except for the lack of self-attention modules. This clearly indicates the observed improvements are
attributable either to other architectural changes or to the different pre-training strategies. Instead of

advocating for one architecture over the other, this work aims to steer the research community away


https://arxiv.org/abs/2206.14502

from simplistic conclusions. Assigning a "silver bullet" role to specific components like self-attention

is inaccurate. Our research has spurred a wave of subsequent studies reaching similar results.

The chapter is mostly a marginal revision of the following publication:

[Pinto et al., 2022a]: Francesco Pinto, Philip H.S. Torr, Puneet K. Dokania “An
Impartial Take to the CNN vs Transformer Robustness Contest ” ECCV 2022,

Full Text. Link To Paper

A preliminary and incomplete version of the work appeared at the NeurIPS 2021 DistShift
Workshop [Pinto et al., 2021a].

Contribution Statement: For [Pinto et al., 2022a], Francesco came up with the idea, the
argument and designed, implemented and run all the experiments. Puneet helped with the writing.

Phil provided some general advice.

Chapter [d| In this chapter, we study how modern synthetic image generators can be used to
approximate interventions. Theoretical work attributes the lack of generalization of machine learning
models to covariate-shifted inputs to the change of spurious or environmental factors between the
training and test domains. While collecting data in controlled experiments in which the experimenter
controls for these factors (intervenes on these variables) may be impossible or extremely expensive,
synthetic data generators can be used to approximate such manipulations. Across several generation
and editing techniques, we observe that although using generators to augment the original inputs
outperforms any previously state-of-the-art augmentation technique, generation from noise and

textual prompts or retrieval from the training set of the generator proves to be even more effective.

The chapter is mostly a marginal revision of the following publication:

[Yuan et al.,|2024]]: Jianhao Yuan*, Francesco Pinto*, Adam Davies*, Philip H.S. Torr
“Not Just Pretty Pictures: Toward Interventional Data Augmentation Using Text-to-
Image Generators” ICML 2024,

Full Text. Link To Paper

Contribution Statement: For [Yuan et al., [2024]], Francesco came up with the idea and lead
the project, Jianhao implemented and run most of the experiments. Francesco run the large-scale
experiments (DomainNet). Adam developed and tested prompting strategies, image filtering and
textual inversion experiments; prototyped various conditioning mechanisms. Francesco, Jianhao
and Adam brainstormed and collaborated on the experimental design and identifying the focus
points of the analysis. Francesco and Adam wrote the paper, Jianhao reported the results, the

plots and the tables. Phil provided general advice.


https://arxiv.org/abs/2207.11347
https://arxiv.org/abs/2212.11237

Chapter This chapter introduces PILLAR, a novel semi-private learning technique. PILLAR
mitigates the performance drop caused by training with Differential Privacy by leveraging small
amounts of publicly available data. We leverage the public data in order to identify the principal
components of the features extracted by a pre-trained neural network. The private data is then
projected on such components. We show this provably reduces the sample complexity of private
training, and empirically yields significant utility improvements on a wide range of datasets. Notably,
PILLAR excels in challenging scenarios with limited private data, strict privacy requirements and
in presence of distribution shifts both between the training distribution of the pre-trained neural

network and the private data, and between the public and private data.

The chapter is mostly a marginal revision of the following publication:

[Pinto et al., 2024a]]: Francesco Pinto*, Yaxi Hu*, Fanny Yang, Amartya Sanyal,
“PILLAR: How to make semi-private learning more effective. ” SatML 2024,

Full Text. Link To Paper

Contribution Statement: For [Pinto et al., 2024a], Francesco and Amartya came up with
the methodology and the analyses to be performed. Francesco designed, implemented and run
the experiments. Yaxi and Amartya proved the theoretical resuls. Francesco, Fanny and Amartya
helped in making the empirical and theoretical parts of the work to be cohesive. Francesco, Yaxi,

Fanny and Amartya helped writing the paper.

Chapter [6] In this chapter, we propose the a memorization analysis of document-based Visual
Question Answering (VQA) systems. By removing some parts of the training input image that
contains the answer to the input training question, we can point out the model has indeed memorized
the answer and it can be extracted from the memory of the model. While this may resemble the
known phenomenon of shortcut learning in VQA systems, our work evidences this memorization
phenomenon cannot be attributed to learning shortcuts that are known occur at a distributional
level (e.g., responding that the colour of the grass is green as a result of the frequent co-occurrence
of the question and the answer in the training set) by performing a counterfactual memorization
analysis. Furthermore, we show these models can memorize uniquely occurring Personal Identifying
Information (PII), therefore posing a possible privacy threat. After analysing the factors that may
yield to the extractability of memorized answers, we propose a simple countermeasure that improve

the utility of the VQA systems and prevents the extraction of sensitive data.

The chapter is mostly a marginal revision of the following publication:
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H.S. Torr, Federico Tombari “Extracting Training Data From Document-Based VQA
Models”, ICML 2024.

Full Text. Link To Paper

Contribution Statement: For [Pinto et al., |2024b], Francesco and Nathalie identified the
research problem. Francesco came up with the extraction methodology. Francesco, Nathalie and
Florian brainstormed about how to contextualise the work with respect to the literature and proposed
analyses to be performed. Francesco implemented and run most of the experiments, with help from
Nathalie for data pre-processing and the execution of some analyses. Francesco and Nathalie wrote
the paper, Federico and Florian revised the draft with comments and minor edits. Federico and Phil
provided general advice. Chiyuan Zhang, Michal Lukasik and Vaishnavh Nagarajan (not included

in the author’s list) provided useful feedback on preliminary versions of the draft.
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RegMixup: Mixup as a Regularizer Can
Surprisingly Improve Accuracy and
Out-of-Distribution Robustness
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Abstract

In this chapter, we show that the effectiveness of the well celebrated Mixup [Zhang et al., 2018]]
can be further improved if instead of using it as the sole learning objective, it is being utilized as
an additional regularizer to the standard cross-entropy loss. This simple change not only provides
much improved accuracy but also significantly improves the quality of the predictive uncertainty
estimation of Mixup in most cases under various forms of covariate shifts and out-of-distribution
detection experiments. Note, standard Mixup would otherwise yield much degraded performance on
out-of-distribution detection experiments, perhaps, as we show empirically, because of its tendency
to learn models that exhibit high-entropy which makes it more difficult to differentiate between
in-distribution and out-distribution samples. To show the efficacy of our approach (RegMixup), we
provide thorough analyses and experiments on vision datasets (CIFAR-10/100 and ImageNet) and
compare it with a suite of well-known approaches for reliable uncertainty estimation.



2.1 Introduction

In real-world machine learning applications one is interested in obtaining models that can reliably
process novel inputs. However, though deep learning models have enabled breakthroughs in multiple
fields, they are known to be unreliable when exposed to samples obtained from a distribution that
is different from the training distribution. Larger the extent of this difference between train and
test distributions, more unreliable these models normally are. This has led to a growing interest in
developing approaches that encourage reliable predictions from a model even when they are exposed
to unseen situations [Liu et al.,[2020allc, [Wen et al., 2021, Lakshminarayanan et al., [2017]]. Most
of these recent approaches either use expensive ensembles, or propose non-trivial modifications
to the neural network architectures in order to obtain reliable models. These approaches, in most
cases, trade in-distribution performance (accuracy) to gain reliability when exposed to: (1) out-of-
distribution (OOD) samples; and (2) covariate shifted (CS) [Quionero-Candela et al., 2009] samples.

Towards developing reliable models, we investigate the well known Mixup technique [Zhang
et al., 2018]] as it is extremely popular in improving both a model’s accuracy and and its robust-
ness [Wen et al., 2021, Hendrycks et al., 2019a]. It has already been observed that Mixup can help
in retaining good accuracy when the test inputs are affected by superficial variations that do not
affect the target label (i.e., they undergo CS) [Hendrycks et al.,[2019a]. However, we find that its
performance degrades significantly when exposed to completely unseen samples with potentially
different labels than the ones it was exposed to during training (OOD). This is undesirable as it is
not guaranteed that the real-world test samples will always belong to one of the categories seen
during training, and in such situations, a model should be able to reliably reject those samples
instead of making wrong predictions. We observe that the primary reason for such poor OOD
performance is that Mixup, because of the way it is trained, ends up providing high predictive
entropy for almost all the samples it receives. Therefore, it becomes difficult to differentiate in-
distribution samples from out-of-distribution ones. We would like to highlight that our observation
is in contrast to the prior work [Thulasidasan et al., 2019] which suggests that Mixup provides
reliable uncertainty estimates for OOD data as well.

We propose a simple yet effective fix to the aforementioned issue with Mixup: we suggest to
train on a mixture distribution that combines the original training data distribution and the Mixup
vicinal distribution together. We call this approach RegMixup. We provide proper justifications
behind this proposal and show that such simple modification to the well known Mixup can further

improve its performance on a variety of experimental settings.



One of the core strengths of our approach is its simplicity. As opposed to the recently proposed
techniques to improve uncertainty estimation like SNGP [Liu et al., 2020a] and DUQ [van
Amersfoort et al., 2020, it does not require any modifications to the architecture and is extremely
simple to implement. It does not trade accuracy in order to improve uncertainty estimates, and is a
single deterministic model, hence, extremely efficient compared to the highly competitive Deep

Ensembles (DE) [Lakshminarayanan et al., 2017]]. Summary of our contributions:

e We provide a simple modification to Mixup that significantly improves its in-distribution,

covariate shift, and out-of-distribution performance.

e Through extensive experiments using ImageNet-1K, CIFAR10/100 and their various CS
counterparts along with multiple OOD datasets we show that, overall, RegMixup outperforms
recent state-of-the-art single-model approaches. In most cases, it outperforms the extremely

competitive and expensive DE as well.

2.2 RegMixup: Mixup as a regularizer

Preliminary The principle of risk minimization [[Vapnik, 1991] is to estimate a function f € F
that, for a given loss function ¢ ( ) minimizes the expected risk over the entire data-distribution
P(x,y). The risk to be optimized is defined as R(f) = [ ¢(f(x),y)dP(x.y). Since the distribution
P(x,y) is unknown, a crude yet widely used approximation is to first obtain a training dataset
D = {(x,yi) }l’.‘:1 sampled from the distribution P and then obtain f by minimizing the empirical
risk defined as R, (f) = 1/n X", £(f(x;),yi). This is equivalent to approximating the entire data-
distribution space by a finite n number of Delta distributions positioned at each (x;, y;), written as
P.(x,y) = 1/n X" | 6x,(x)dy,(y). This approximation to the original risk minimization is widely
known as the Empirical Risk Minimization (ERM) [Vapnik, 1991].

ERM has been successfully used in a plenty of real-world applications and undoubtedly has
provided efficient and accurate solutions to many learning problems. However, it is straightforward
to notice that the quality of such ERM solutions would rely on how closely P, mimics the true
distribution P, and also on the capacity of the function class 7. In situations where the function
class is extremely rich with very high capacity (like neural networks), learning can be prone to
undesirable behaviours such as overfitting and memorization. Therefore a good approximation to
P is generally needed to enforce suitable inductive biases in the model. To this end, for a fixed
training dataset, one could potentially fit a richer distribution, instead of a delta distribution, in the

vicinity of each input-output pair to estimate a more informed risk computed in a region around each
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sample. This is precisely the principle behind Vicinal Risk Minimization (VRM) [Chapelle et al.,
2000]. The approximate distribution in this case can be written as P,(X,y) = 1/n %" | Px.y, (X, y)ﬂ

Therefore, the vicinal risk boils down to

1 n
= ;;ff(f(X),Y)dPx,»,y,-(X,Y)- @2.1)

In situations where the integral is intractable, Monte Carlo estimate with m samples can be used:

1 m
fg(f( ) )dPXz yi (X, y n_1 Zf (ij’yj) ~ Pxi,yi(xa)’)~ (2.2)

Several approaches in the literature can be seen as a special instance of VRM. For example,
training a neural network with multiple augmentations is a special case where the augmented
inputs are the samples from the unknown vicinal distribution. A widely used application of VRM
is the procedure to obtain robust base classifier to design certifiable classiﬁersﬂ For example, if
Py.y(X,y) = Px;(x)dy,(y) and Py, (x) is a Gaussian distribution centered at x;, Equation 2.2]can be
computed by taking the average loss over inputs X perturbed with gaussian noise, while keeping
the target labels same. Minimizing such a risk would lead to a classifier that is robust to additive

noise bounded within an ¢, ball. This is exactly the procedure that has been widely adopted in

!Note, the original VRM paper uses Py, (y) = dy,(y) which simply is a special case of this notation.
Note, the literature does not mention this as an instance of VRM.
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randomized smoothing literature in order to obtain a certifiably smooth classifier from a base neural
network [Lecuyer et al., 2019, |Cohen et al., 2019]. Below we discuss another highly effective use

case of VRM called Mixup which is the main focus of this work.

Mixup The vicinal distribution in Mixup is defined as

Px.y; (X’Y) = Eﬁ[(éii (X)’6Yi(Y))]’

where A ~ Beta(a, @), @ € (0,), X; = Ax; + (1 —2)x; and §; = Ay; + (1 — 2)y;. Note that the
vicinal distribution in this case not only depends on (x;,y;) but also on another input-output pair
(xj,y;j) drawn from the same training dataset. For a fixed & (parameter of the Beta distribution, refer
Figure , implementing Mixup would require taking multiple Monte Carlo samplef] for each
datapoint (refer Eq. equation [2.2)) which can be computationally prohibitive. Therefore, in practice,
only one sample (m = 1) per Beta distribution per pair of samples from a batch is considered at
a time. Although this procedure might look like a crude approximation to the original objective,
it has resulted in highly promising results in a variety of applications and is very well accepted in
the research community. Without undermining the remarkable effectiveness of such a successful

approach, we would like to focus on two of its potential limitations:

e Small cross-validated @« < 1: The shape of the vicinal distribution depends on the hy-
perparameter of the Beta distribution (refer Figure 2.2.1)), therefore, the values of a will
decide the strength of the interpolation factor 2. However, how far the interpolated (%, ¥) is
from the true (x;,y;) or (X;,y;) is decided based on the cross-validation performance on a
held out test dataset. Since high values of @ would encourage A =~ 0.5 resulting in X that is
very different from x (hence inducing a mismatch between train and test distributions), the
cross-validated value of o for Mixup always turns out to be very small (@ = 0.1) in order
to obtain good generalization. Note, @ ~ 0.1 leads to very sharp peaks at 0 and 1 (refer
Figure [2.2.1)). Therefore, effectively, Mixup ends up slightly perturbing a clean sample in the
direction of another sample even though the vicinal distribution has the potential to explore a

much larger portion of the interpolation space.

e High-entropy behaviour: As mentioned m = 1 in practice, therefore, it is very unlikely that

the interpolation factor is perfectly zero or one even for small values of @. Thus, the model is

3We do not discuss how m depends on «, however, it is intuitive that a relationship exists. For example, for small «,
Beta distribution will have peaks at the extremes, therefore, relatively smaller m should suffice compared to moderate
as.
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Figure 2.2.2: Mixup vs RegMixup in practice. [llustration of how the cross-validated « affects the shape
of the Beta distribution in both cases. Red regions represent 80% of the probability mass. Mixup typically
samples 4 = 0 or 1, while for RegMixup 4 =~ 0.5. In the first case, one of the two interpolating images
dominates the interpolated one; in the latter case, a wide variety is obtained.

never exposed to uninterpolated samples during training and hence it always learns to predict
interpolated (or smoothed) labels ¥ for every input. Just like DNNs with cross-entropy loss are
overconfident because of their high capacity and target Delta distribution [Guo et al., 2017],
DNNs with Mixup turns out to be relatively less confident because the network retains its
high capacity but observes only target smoothed labels. This underconfident behaviour results
in high-entropy for both in-distribution and out-of-distribution samples. This is undesirable as
it will not allow predictive uncertainty to reliably differentiate in-distribution samples from

out-of-distribution ones, thus, leading to poor robustness.

We validate the consequences of the above limitations of Mixup with a simple experiment. In
Figure[2.2.3| we provide heat-maps that show how the entropy of the predictive distribution (softmax
output) varies when interpolating between samples belonging to different classes. The heat-map is
created as follows. We train a WideResNet28-10 (WRN) [Zagoruyko and Komodakis, |2016] using
CIFAR-10 (C10) dataset. Then, we randomly choose 1K pairs of samples {x;, x;} from the dataset
such thaty; #y ﬂ For each pair, we synthesize 20 samples Xs using equally spaced As between 0
to 1. The heat-map is then created using all the 20K samples. The intensity of each (4, H) bin in

the heat-map indicates the number of samples in that bin. Note, DNN (i.e., a network trained with

4Note, it is highly likely that y; # y j even if we do not impose this constraint as the problems under consideration
have multiple classes.
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Figure 2.2.3: Heatmaps of the entropy profiles as the interpolation factor A between samples of two classes
varies. Left (DNN), Middle (Mixup), Right (RegMixup). RegMixup provides high entropy barrier separating
in-distribution from out-of-distribution samples.

vanilla cross-entropy loss) shows low entropy (overconfidence) irrespective of where the interpolated
sample lies. However, Mixup shows high entropy almost always (undercofindence). As also shown
in Table [2.2.1] although Mixup provides improved accuracy compared to DNN for in-distribution
and covariate shift experiments, this high entropy behaviour makes it much worse than DNN when
considering the to out-of-distribution detection task. For example, when SVHN is used as the OOD
dataset, the performance of Mixup drops by nearly 8.47% compared to DNN. This clearly shows that
the predictive entropy of Mixup is not discriminative enough. However, there is a clear improvement
of nearly 5% for covariate shift experiments, implying the Mixup augmentations do improve
robustness in this aspect. Note that, in the context of calibration, Mixup’s underconfident behaviour
(which is equivalent to providing high predictive entropy) was also noticed by [Wen et al., 2021]].

RegMixup We now provide a very simple change to the way Mixup has been used in the
literature that not only avoids the aforementioned limitations, but also significantly improves
in-distribution and covariate-shift accuracies of Mixup. We use the following approximation
to the data-distribution

n

1
P(x,y) = 7 Z(ydxi (x)y; () + (1 = %) Px.y: (X)),
i=1
where Py, y,(X,y) is the mixup vicinal distribution and y € [0, 1] is the mixture weight. The above
approximation is simply an explicit assemble of ERM and VRM based approximate distributions.
Though, in theory, VRM subsumes ERM, however, we argue that because of the finite amount of

samples drawn (thus reducing the chances that 4 € {0, 1}), explicitly combining them might result
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in a practically more expressive approximation. We provide extensive experimental evidence to
support this hypothesis. Implementation wise, for each sample x; in a batch, another sample x; is
randomly drawn from the same batch to obtain interpolated X; and y;, and then the following

loss is minimized

CE(po(¥1xi).y:) +n CE(po(§I%:). ¥i). (2.3)

where CE(.,.) denotes the standard cross-entropy loss, the hyperparameter 7 € R, and p(.) the
softmax output of a neural network parameterized by 6. Note, dividing Eq. equation 2.3|by (1 + 1)
will result in the assemble with y = 1/1+5. In practice, simply using = 1 worked highly effectively.

What does this simple modification bring to the model? (1) A better empirical approximation to
the underlying vicinal data distribution. This is because of the fact that irrespective of the values of m
and «, the model will always be exposed to the clean training samples as well. (2) The interpolation
factor A can potentially explore a much wider space as the presence of clean samples might help in
controlling the performance drop due to the train/test distribution shift. Therefore, if @ < 1 was
actually the most effective solution, the cross validation would automatically find it.

Practical implication of such simple modification on the behaviour and the performance of the

model

e Large cross-validated @ > 1 : The model is now able to explore strong interpolations
because of the additional cross-entropy term over the unperturbed training data. Interestingly,
the cross-validated « that we obtained in fact is very high (¢ = 10) leading to 4 = 0.5.
Therefore, as opposed to the standard Mixup, RegMixup prefers having strong diverse
interpolations during training. Refer Figure [2.2.2] for visualizations. Clearly, interpolated

samples in RegMixup are diverse and contain features from both the images in the pair.

e Well behaved entropy: It is straightforward to notice that a value of 1 ~ 0.5 would lead to
X that is a heavy mix of two samples (mimicking OOD samples, refer Fig. [2.2.2)), and the
corresponding target label vector y would have almost equal masses corresponding to the
labels of the interpolating samples. Since this configuration almost represents a maximum
entropy condition in the choice over the two labels, minimizing CE(py(y[X;),¥;) can be seen
as maximizing a proxy to entropy defined over the label support of y; and y; (note, exact
entropy maximization would encourage equal probability masses of 0.5 for these labels).
We find this observation intriguing as RegMixup naturally obtains a cross-validated « that
leads to a maximum likelihood solution on in-distribution data and increases the entropy

over heavily interpolated samples that do not naturally occur in the original distribution. This
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Cov. Shift OOD Detection

C10 (Test) C10-C C100 SVHN T-ImageNet

Models Accuracy (1) ‘ Accuracy (1) ‘ AUROC (T) AUROC (1) AUROC (1)
DNN 96.14 76.60 88.61 96.00 86.44
Mixup 97.01 81.68 83.17 87.53 84.02
RegMixup (Our) 97.46 83.13 89.63 96.72 90.19

Table 2.2.1: In-distribution, covariate shift, and out-of-distribution detection experiments using
WideResNet28-10 trained on C10. C10-C represents the corrupted version of CIFAR-10.

is an extremely desirable property as it allows models to differentiate between in and out
distribution samples. Thus, Mixup acts as the addition (on top of a cross-entropy term) of
an approximation of a maximum-entropy regularizer for interpolated (out-of-distribution)

samples.

The entropy heat-map in Figure [2.2.3| clearly shows that as opposed to DNN and Mixup, the
entropy for RegMixup is very low for A close to either O or 1, however, it increases and remains
high for all other intermediate interpolation factors, practically creating an entropy barrier. Also,
as shown in Table [2.2.1] RegMixup provides improvement in accuracy (both in-distribution and
covariate-shift) and out-of-distribution robustness. An interesting observation is that Mixup’s
performance on OOD (T-ImageNet) dropped by 2.4% compared to DNN whereas RegMixup
performed 3.75% better than DNN. Thus, RegMixup effectively improved the effectiveness of
Mixup by nearly 6.15%.

2.3 Experiments

Datasets and Network Architectures We employ the widely used WideResNet28-10 (WRN)
[Zagoruyko and Komodakis, [2016] and ResNet50 (RN50) [He et al., [2016] architectures. We
train them on CIFAR-10 (C10) and CIFAR-100 (C100) datasets. We employ RN50 to perform
experiments on ImageNet-1K [Deng et al., 2009a]] dataset. We report the average of all the
metrics computed on 5 seeds. For further details about the code base and the hyperparame-
ters, refer to Section [A.1.1]

For Covariate Shift (CS) experiments on models trained on C10 and C100, we resort to the
widely used CIFAR10-C (C10-C) and CIFAR100-C (C100-C), corrupted versions of C10 and
C100 [Hendrycks and Dietterich, 2019]]. These datasets are made by applying 15 synthetically
generated but realistic corruptions at 5 degrees of intensity on the test sets of C10 and C100,
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respectively. For CIFAR-10, we also use the CIFAR-10.1 (C10.1) [Recht et al., 2018al] and CIFAR-
10.2 (C10.2) [Lu et al.]] datasets designed to test the generalization of CIFAR-10 classifiers to natural
covariate shifts. To the best of our knowledge there is no such analogous dataset for CIFAR-100.
For ImageNet-1K experiments, we use the widely considered ImageNet-A (A) [Hendrycks et al.,
2019b], ImageNet-R (R) [Hendrycks et al., 2021], ImageNetv2 (V2) [Recht et al., 2019], and
ImageNet-Sketch (SK) [Wang et al., 2019] for covariate shift experiments.

For Out-of-Distribution (OOD) detection, following SNGP [Liu et al., 2020a], we use C100
and SVHN [Netzer et al., 2011]] as OOD for models trained on C10. Similarly, for models
trained on C100, we use C10 and SVHN as OOD. Additionally, we also consider the Tiny-
ImageNet (T-ImageNet) dataset [Le and Yang, 2015] as OOD set in both the cases (filtering
out common classes). For models trained on ImageNet-1K, we use ImageNet-O (O) [Hendrycks
et al., 2019b] as the OOD dataset.

Methods considered for comparisons Besides the natural comparison of our method with
Mixup [Zhang et al.,|2018]] and networks trained via ERM on the standard cross-entropy loss (which
we will refer to as DNN), we consider several other methods from the OOD detection and CS

literature. For models trained on C10 and C100, we consider:

e DNN-SN and DNN-SRN: taking inspiration from [Liu et al., [2020al], we consider DNN
models trained with Spectral Normalization (SN) [Miyato et al., 2018] and Stable Rank
Normalization (SRN) [Sanyal et al., 2020] to control the bi-Lipschitz constant of the networks,

which has been shown to affect the generalization properties of neural networks.
e SNGP: Spectrally Normalized Gaussian Process [Liu et al., 2020a].
e DUQ: Deterministic Uncertainty Quantification [van Amersfoort et al., 2020].

e KFAC-LLLA: KFAC-Laplace Last Layer Approximation [Kristiadi et al., [2020] makes a
model Bayesian at test time by taking the Laplace approximation of the last layer [Ritter et al.,
2018]].

o AugMix [Hendrycks et al., 2019al]: A data augmentation technique that applies randomized
augmentations to an input while enforcing them to be consistent during training. With the
recommended hyperparameters in the paper, it is almost 4x slower than DNN during training

while having the same inference requirements.
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e DE: Deep Ensembles [Lakshminarayanan et al., 2017]] with 5 members, requiring 5X more

compute than most single-model approaches such as DNN.

We would like to mention that our approach (RegMixup) is almost 1.5x slower and Mixup is about
1.2x slower than DNN training while having the same inference requirements. Due to the high
computational requirements to train on ImageNet-1K, for ImageNet-1K experiments we consider
DNN, Mixup and the two other strongest baselines: AugMix and DE. We also cross-validate the

hyperparameters on a 10% split of the test set, which is removed at test time.

Few missing experiments: Below we provide extensive experiments for proper benchmarking.
For some combinations of datasets and architecture choices we were not able to produce good
results for (even after extensive hyperparameter search). Hence, some of the entries in the tables are
missing. For example, we could not make DUQ work on C100 as it exhibited unstable behaviour.
We could not produce promising results for SNGP on RN50 CIFAR experiments using their official
implementation. Similarly for AugMix RN50 experiments on C10 and C100. We chose not to report

these suboptimal numbers. Further details can be found in Section [A.1.1

Table entries: Bold represents the best among all the single-model approaches, and underline
represents the best among all including the expensive Deep Ensembles.

Note, we do not consider methodologies requiring access to an external dataset during training
(either for CS or OOD ) as not only this would be an unfair comparisorﬂ but we believe assuming
such knowledge is against the goal of this work, which is to develop models robust to unknown sce-

narios.

2.3.1 RegMixup improves accuracy on IND and test samples

IND Small-scale CIFAR experiments In Table 2.3.1 we compare the accuracy of various
approaches on the in-distribution test sets of C10 and C100, respectively. Clearly,

e RegMixup outperforms Mixup in all these experiments. In fact, RegMixup is the best

performing one among all the single-model approaches.

e These improvements are non-trivial. For instance, on WRN trained on C100, it outperforms
DNN and Mixup by 1.67% and 0.65%. It outperforms SNGP with a significant margin of
4.05%.

3Since all the methods we consider do not leverage this information. RegMixup only relies on in-distribution training
data, just like other approaches, and makes no assumption on the type of CS nor on the OOD inputs.
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IND Accuracy

WRN28-10 RN50
C10 (Test) C100 (Test) | C10 (Test) C100 (Test)

Methods Accuracy (1) Accuracy (1)
DNN 96.14 81.58 95.19 79.19
Mixup 97.01 82.60 96.05 80.12
RegMixup (our) 97.46 83.25 96.71 81.52
DNN-SN 96.22 81.60 95.20 79.27
DNN-SRN 96.22 81.38 95.39 78.96

SNGP 95.98 79.20 - -

DUQ 94.7 - - -
KFAC-LLLA 96.11 81.56 95.21 79.41

Augmix 96.40 81.10 - -
DE (5x) 96.75 83.85 ‘ 96.23 82.09

Table 2.3.1: Accuracies (%) on IND samples for models trained on C10 and C100

Note how the single-model approaches specifically designed to provide reliable predictive
uncertainty estimations (for example, SNGP) underperform even compared to the vanilla DNN in
terms of IND accuracy. In order to provide improved uncertainty estimates (as we will soon show),

they trade clean data accuracy. This type of behaviour is not observed in RegMixup.

Covariate Shift Small-scale CIFAR experiments For C10-C and C100-C, as typical in the
literature, we report the accuracy averaged over all the corruptions and degrees of intensities in
Table 2.3.2] It is evident that our approach produces a remarkable improvement in the average
accuracy compared to all the baselines (except AugMix, we discuss later why that might be the case).
For instance, for C100-C experiments, our method achieves an accuracy improvement of 6.9 %
over DNN, of 3.86% over DE, and of 2.45% over Mixup. Similarly, for C10-C WRN, our method
achieves an improvement of almost 6.53% over DNN, of 4.81% over DE, and of 1.45% over Mixup.

For natural covariate shift datasets C10.1 and C10.2 as well, RegMixup outperforms all the
baselines (including AugMix). For instance, on C10.2, it obtains an improvement of 3.26 % over
DNN, of 1.5% over Mixup, and of 2.46% over the expensive DE.

IND Large-scale ImageNet-1K experiments RegMixup scales to ImageNet-1K and exhibits
improved accuracy with respect to both Mixup, DNN, and AugMix. In particular, it is 1.08%
better than DNN, 0.53% better than Mixup and 0.80% better than AugMix. DE in this case

is the best performing one.

25



Covariate Shift Accuracy

WRN28-10 R50
C10-C C10.1 C10.2 C100-C | C10-C C101 C10.2 cC100-C
Methods Accuracy (1) Accuracy (1)

DNN 76.60 90.73 84.79 52.54 75.18 88.58 83.31 50.62
Mixup 81.68 9129 86.55 56.99 78.63 90.03 84.61 53.96
RegMixup (our) 83.13 92.79 88.05 59.44 81.18 91.58 86.72 57.64
DNN-SN 76.56  91.01 84.72 52.61 74.88 88.26 82.96 50.55
DNN-SRN 7721 90.88 85.24 52.54 7540 88.61 83.49 50.48

SNGP 78.37 90.80 84.95 57.23 - - - -

DUQ 71.6 - - 50.4 - - - -
KFAC-LLLA 76.56 90.68 84.68 52.57 75.18 88.34 83.50 50.85

AugMix 90.02 91.6 85.9 68.15 - - - -
DE (XS) 7832 92.17 85.59 55.58 ‘ 77.63 90.05 85.00 5391

Table 2.3.2: Accuracies (%) on covariate shifted samples for models trained on C10 and C100.

IND Acc. Covarlate Shift Acc OOD Det.
ImageNet -1K V2 Sk (0]
Acc (1) Acc (1) Acc (T) Acc (1) Acc(T) | AUROC (1)

DNN 76.60 36.41 2.76 64.53 24.72 55.97
Mixup 77.15 39.05 3.29 64.58 26.34 55.54
RegMixup (our) 77.68 39.76 5.96 65.66 26.98 57.05
AugMix 76.88 \ 38.29 2.63 64.94 25.61 \ 56.91

DE (5><) 78.22 ‘ 38.94 2.11 66.68 27.03 53.29

Table 2.3.3: ImageNet accuracies (%) on IND and CS samples, and OOD detection performance.

Covariate Shift Large-scale ImageNet-1K experiments In Table[2.3.3| we report the results
for common ImageNet-1K covariate-shift test sets. As it can be seen, RegMixup is either the best
performing among all the single-model approaches, or it is the absolute winner. For instance, on
ImageNet-A RegMixup performs 2.67 % better than Mixup and 3.20% better than DNN. Similarly,
on ImageNet-V2 it performs 1.08 % better than Mixup and 1.13% more than DNN. RegMixup also
outperforms AugMix on all the considered datasets, while is outperformed by DE on ImageNet-V2
(by 1.02%) and performs competitively on ImageNet-SK.

These experiments show the strong generalization performance of RegMixup under various CS
scenarios. They also show that it does not trade clean data accuracy to do so.

Why AugMix performs extraordinarily well on synthetically corrupted C10-C and C100-C
but not on natural distribution shift C10.1 and C10.2? Looking at Table [2.3.2] one can observe
AugMix’s extremely good performance on the C10-C and C100-C. However, at the same time, the
model is underperforming with respect to RegMixup on C10.1 and C10.2. Similarly, AugMix is
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WRN28-10 RN50
CIFAR10 (In-Distribution) = CIFAR100 (In-Distribution) = CIFAR10 (In-Distribution) = CIFAR100 (In-Distribution)

Out-of—Distribution‘ C100 SVHN T-ImageNet C10 SVHN T-ImageNet C100 SVHN T-ImageNet C10 SVHN T-ImageNet

Methods \ AUROC (1) AUROC (1) AUROC (1) AUROC (1)
DNN 88.61  96.00 86.44 81.06  79.68 80.99 88.61  93.20 87.82 79.33 8245 79.89
Mixup 83.17 87.53 84.02 78.37  78.68 80.61 84.24  89.40 84.89 77.02  76.86 80.14

RegMixup (our) | 89.63  96.72 90.19 81.27 89.32 83.13 89.63 95.39 90.04 79.44  88.66 82.56

DNN-SN 88.56  95.59 87.71 81.10 8343 82.26 88.19  93.46 87.55 7920  80.78 79.90

DNN-SRN 88.46  96.12 87.43 81.26  85.51 82.41 88.82  93.54 87.82 78.77  82.39 79.70
SNGP 90.61 9525 90.01 79.05  86.78 82.60 - - - - - -

KFAC-LLLA 89.33  94.17 87.81 81.04  80.32 81.57 89.54  93.13 88.32 7930 82.80 80.17

Aug-Mix 89.78 913 88.99 81.10  76.64 80.56 - - - - - -

DE (5x) | 9125 97.53 8952 | 83.26 85.07 8340 | 91.38 96.90 90.5 | 81.93 8508 82.15

Table 2.3.4: Out-of-distribution detection results (%) for WideResNet28-10 and ResNet50 for models trained
on C10 and C100. See Appendix for the cross-validated hyperparameters.

outperformed by RegMixup on all ImageNet CS experiments (and OOD as will be shown soon).
This seems to suggest that although the augmentations used during the training of AugMix are
not exactly same as that of the corrupted test dataset, they tend to benefit from synthetic forms of

covariate shifts, hence the dramatic improvement in these particular scenarios.

2.3.2 Out-of-Distribution detection experiments

Following the standard procedure [Liu et al., 2020a], we report the performance in terms of
AURO(ﬂ for the binary classification problem between in- and out-distribution samples. The
predictive uncertainty of the model is typically used to obtain these curves. Given an uncertainty
measure (normally entropy, refer Section[A.2]for an extensive discussion), it is important for models
to be more uncertain on OOD samples than on in-distribution samples to be able to distinguish
them accurately. This behaviour leads to better AUROC.

We report the OOD detection results for models trained on C10 and C100 in Table [2.3.4] In the
case of SVHN as the OOD dataset, our method either outperforms all the existing approaches (2.54%
higher AUROC than the runner-up SNGP in C100 experiments) or it turns out to be a runner-up
with the gap of 0.81% compared to the top performing and expensive DE for C10 experiments.

In the case of CIFAR as the OOD dataset, DE turns out to be the best performing one. RegMixup,
along with KFAC-LLLA, is the runner-up in the case of C100 experiments while SNGP is the
runner-up in C10 experiments. In the case of Tiny-ImageNet as the OOD dataset, our method
outperforms all single-network models and DE when the in-distribution set is C10, but it is
slightly inferior to DE when the in-distribution set is C100. Similarly, on ImageNet-O detection,

RegMixup outperforms all the baselines.

6Area Under Receiver Operating Characteristic curve.
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IND

WRN28-10 RNS50
C10 (Test) C100 (Test) | C10 (Test) C100 (Test)
Methods AdaECE (|) AdaECE (|)
DNN 1.34 3.84 1.45 2.94
Mixup 1.16 1.98 2.17 7.47
RegMixup (our) 0.50 1.76 0.94 1.53
SNGP 0.87 1.94 - -
Augmix 1.67 5.54 - -
DE (5x) 1.04 3.29 | 1.28 2.98

Table 2.3.5: CIFAR IND calibration performance (%).

IND Covariate Shift
ImageNet-1K (Test) | ImageNet-R ‘ ImageNet-A ‘ ImageNet-V2 ‘ ImageNet-Sk
AdaECE (|) AdaECE (|) AdaECE (|) AdaECE (]) AdaECE (|)
DNN 1.81 13.56 44.90 4.13 14.48
Mixup 1.29 12.08 44.63 4.28 15.26
RegMixup (our) 1.37 13.30 41.18 3.38 15.35
AugMix 2.05 | 11.24 42.83 3.94 14.26
DE (5%) 1.38 ‘ 13.55 42.88 4.02 17.32
Table 2.3.6: ImageNet calibration performance on IND and CS datasets (%).
Covariate Shift
WRN28-10 RS0
C10-C C10.1 C10.2 C100-C | C10-C C10.1 C10.2 C100-C
Methods AdaECE () AdaECE ()
DNN 12.62 4.13 8.81 9.94 12.29 4.36 8.89 19.76
Mixup 7.93 4.39 7.44 10.45 10.75 5.72  10.59 12.63
RegMixup (our) 9.08 2.57 6.83 7.93 11.37 2.89 6.74 11.47
SNGP 11.34 4.36 8.33 10.43 - - - -
AugMix 4.56 3.23 8.33 12.15 - - - -
DE (5 x) 10.31  2.60  7.50 12.36 \ 1268 410 694 12.36

Table 2.3.7: CIFAR CS calibration performance (%).
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2.3.3 Calibration on In-Domain and Covariate Shifted Inputs

Additionally, we provide the calibration performance of various competitive approaches. Briefly,
calibration quantifies how similar a model’s confidence and its accuracy are [Osborne, 1991]). To
measure it, we employ the recently proposed Adaptive ECE (AdaECE) [Mukhoti et al., 2020].
For all the methods, the AdaECE is computed after performing temperature scaling [[Guo et al.,
2017] with a cross-validated temperature parameter. We also provide the AdaECE without tem-
perature scaling in Section [A.3]

In terms of calibration on in-domain test sets (refer Tables 2.3.5] and [A.3.2)), our method
either remarkably improves the AdaECE with respect to Mixup and DNN or performs com-

petitively (on ImageNet-1K).
Under covariate shift (refer Tables |[A.3.2|and [2.3.77), on corrupted inputs, RegMixup under-
performs with respect to Mixup on C10-C, but not on C100-C. On all other C10 covariate shift

datasets RegMixup outperforms Mixup and DNN. Considering also the other baselines, except for
the case of C10-C (in which AugMix significantly outperforms any other baseline on WRN28-10),
our method provides the best calibration in all other cases. For example, on C100-C experiments
on WRN28-10, in terms of AdaECE, RegMixup obtains a 4.43% improvement over DE, 2.52%
over Mixup, and 2.47% over SNGP. Though RegMixup outperformed all other approaches in
12 scenarios out of total 17 scenarios presented here, it is clear there is no single method that

outperforms any other in all considered settings.

2.4 Conclusion

We proposed RegMixup, an extremely simple approach that combines Mixup with the standard
cross-entropy loss over unperturbed training data. We conducted a wide range of experiments and
showed that RegMixup significantly improves the reliability of uncertainty estimates of deep neural
networks, while also providing a notable boost in the accuracy. We showed that RegMixup did not
just outperform Mixup, it also outperformed most recent state-of-the-art approaches in providing

reliable uncertainty estimates while improving the in-distribution accuracy.
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Abstract

Following the surge of popularity of Transformers in Computer Vision, several studies have
attempted to determine whether they could be more robust to distribution shifts and provide
better uncertainty estimates than Convolutional Neural Networks (CNNSs). The almost unanimous
conclusion is they are, and it is often conjectured more or less explicitly that the reason of
this supposed superiority is to be attributed to the self-attention mechanism. In this paper we
perform extensive empirical analyses showing that the recent state-of-the-art CNNss (particularly,
ConvNeXt [Liu et al.,|2022b]]) can be as robust and reliable or even sometimes more than the current
state-of-the-art Transformers. However, there is no clear winner. Therefore, although it is tempting
to state the definitive superiority of one family of architectures over another, they might just be the
two sides of the same coin, enjoying similar extraordinary performances on a variety of tasks while
also suffering from similar vulnerabilities due to overparameterization (e.g, simplicity bias).



3.1 Introduction

Transformers are a family of neural network architectures that became extremely popular in Natural
Language Processing and are characterised by the pervasive use of the attention mechanisms as
defined in [Vaswani et al., [2017]]. Before Vision Transformers (ViT) [Dosovitskiy et al.,[2020] were
introduced, Transformers were considered hard to scale to computer vision applications due to the
prohibitive computational complexity and memory requirements of the self-attention mechanism.
Since then, several transformer variants that are efficient to train having performance more competi-
tive with the state-of-the-art CNNs like BiT [Kolesnikov et al., [2020] (e.g. [Yuan et al., Touvron
et al., 2020, Liu et al.| 2021b] just to mention a few popular transformers) have been proposed.

The effectiveness of transformers compared to CNNs in computer vision applications has led to
recent interest in comparing them in terms of providing reliable predictive uncertainty (calibration)
and robustness to distribution shifts. The almost unanimous conclusion of the literature is that
transformers exhibit: (1) better calibration [Minderer et al.,[2021]], (2) better robustness to covariate
shift [Paul and Chen, 2022, Zhang et al., 2021d, Bai et al., 2021]], and (3) better uncertainty
estimation for tasks like out-of-distribution detection (OoD) [Fort et al., 2021, Bai et al., 2021]].
Presently, the above conclusions are misleading because (1) very recent convolutional architectures
(ConNeXt) were not available for comparisons, (2) some of the aforementioned studies change
the training scheme of Transformers to bring them closer to CNNs (effectively, making them
perform suboptimally) for their analysis, and (3) the choice of the evaluation metrics is often not
carefully justified and the most subtle aspects of the interpretation of the results were not identified.
Additionally, when it comes to explaining the outcome of the analysis, which mostly leads to
concluding that Transformers are superior, the credit is often given (more or less explicitly) to the
most prominent feature that distinguishes Transformers from CNNs: the self-attention mechanism.
Thus, a fair comparison and an understanding of whether and how self-attention modules would
allow learning superior features compared to convolutional models is needed before providing a
definitive answer regarding the superiority of one over another.

Taking a step in this direction, we evaluate the robustness and reliability of most recent state-
of-the-art Transformers (ViT [Dosovitskiy et al.,[2020]] and SwinT [Liu et al., 2021b]]) and CNN
architectures (BiT [Kolesnikov et al.,[2020] and ConvNeXt [Liu et al., | 2022b]]) on ImageNet-1K
[Deng et al.,[2009a] dataset. We do not modify the training recipes of CNNs and Transformers so

that they are at their current best during comparisons. The main takeaways of our work are:

1. Transformers, just like CNNs, also suffer from the so-called simplicity bias [Shah et al.,

2020]]. They are somewhat as good as CNNss in finding shortcuts (undesirable) to solve the



desired task. Therefore, as opposed to the common notion, despite the capability of the
self-attention modules to perceive globally the image from the early layers, Transformers tend
to focus on easy-to-discriminate parts of the input and conveniently ignore other complex-yet-
discriminative ones. Hence, similarly to CNNs, they might just be learning to combine sets of
simple, rather than more complex or rich, features. Based on this experiment, we discourage
the common trend in the literature to give unnecessary praise to the self-attention module of
Transformers anytime these perform better against CNNs. More theoretical developments,

analyses, and well-thought experiments are needed to support such claims.

2. We show that under out-of-distribution evaluation, CNNs and Transformers perform equally
well. We also highlight why evaluating OoD using AUPR in situations of data imbalance
(which generally is the case) might give the false impression of one model being significantly

superior to others.

3. In-distribution calibration of the best performing CNN model (in terms of accuracy) is better
than the best performing Transformer. However, there is no clear winner that performs the

best in all the experiments including covariate shift.
4. Again, there is no clear winner in detecting misclassified inputs.

These takeaway points also suggest that the inductive biases induced in CNNs by using the
design components popularised by Transformers (e.g. GeLU [Hendrycks and Gimpel, 2016a]
activations, LN normalization [Ba et al., 2016] etc.), but without using the self-attention, might
be sufficient to bridge the gap between the two in terms of robustness. However, this again is
a speculation as there are too many variables in designing a model (from architectural design
choices to optimization algorithms) and the interplay between them is not well understood yet.
It is also not clear if a rich model design (e.g, self-attention) will have significant impact on
the properties of the intermediate representations given that all the current models are extremely

overparameterized and the simplicity bias exists in practice.

3.2 Experimental Design and Choices

3.2.1 Setup

Models. We consider state-of-the-art convolutional and non-convolutional models for our analysis.
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1. BiT [Kolesnikov et al., [2020] is a very commonly used fully convolutional architecture
in the literature. It is a ResNet variant that has been shown to achieve state-of-the-art
accuracy on ImageNet classification and that, with an appropriate fine-tuning procedure,
transfers well to many other datasets. Several variants of BiT exist, in this paper we consider
the BiT-R50x1, BiT-R50x3, BiT-R101x1, BiT-R101x3, BiT-R152x2, BiT-R152x4 (where
R50/101/152 indicates the ResNet variant, and the multiplicative factor scales the number of

channels).

2. ConvNeXt [Liu et al.l 2022b], a very recent fully convolutional architecture that is close to
the non-convolutional Transformer models in terms of training recipe and design, and has
been shown to produce either comparable or superior performance to Transformers on several
large-scale datasets. ConvNeXt exemplifies how pushing the state-of-the-art in a family of
networks can yield architecture design choices that, if properly adapted, can benefit other
families of networks. Our conclusions heavily rely on the careful architecture design process
of the authors of ConvNeXt. ConvNeXt-B, ConvNeXt-L, ConvNeXt-XL variants.

3. ViT [Dosovitskiy et al., 2020], the first successful vision transformer, still exhibiting state-
of-the-art performance. ViT-B/16 and ViT-L/ l where B and L indicate the capacity (B =

Base, L = Large), while 16 indicates the input token patch size.

4. SwinTransformer [Liu et al., 2021b|] variants, one of the state-of-the-art Transformer architec-
ture implementing a hierarchical architecture employing a shifting window mechanism. We
consider the Swin-B and Swin-L, where B and L indicate the capacity as before (we consider

the variants with patch size of 4 pixels and shifted windows of size 7).

Training. Unless stated otherwise, all the considered architectures have been pre-trained on
ImageNet-21k [Ridnik et al., 2021]] and fine-tuned on ImageNet-1k [Deng et al., 2009a]. For
our experiments we use the trained checkpoints available in the timm library [Wightman, 2019b].
Datasets. Since the in-distribution dataset is ImageNet-1K, we use ImageNet-A [Hendrycks et al.,
2019b], ImageNet-R [Hendrycks et al., [2021], ImageNetv2 [Recht et al.,[2019], ImageNet-Sketch
[Wang et al.l 2019] for the domain-shift experiments. For out-of-distribution detection, we use
ImageNet-O [Hendrycks et al., 2019b]. For our preliminary analyses to understand existing biases
in Transformers and CNNs, we use ImageNet9 [Xiao et al., 2020a], the Cue-Conflict Stimuli dataset
[Geirhos et al., [2018a], and also synthesize a dataset by combining MNIST and CIFAR-10 datasets.

"'We omit ViT-B/32 ViT-L/32 since we find they always underperform with respect to ViT-B/16 and ViT-L/16, in
agreement with [Paul and Chenl 2022]. We also omit DeiT [Touvron et al.,|2020]] as we observe it underperforms with
respect to SwinTransformers.
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3.2.2 Yet Another Analysis?

Before we begin discussing our analysis, we would like to mention how our point of view is
different from the recent work.

Closest to ours is a recent analysis presented by [Bai et al., 2021]] which involves the simplest
architectures for both Transformers (DeiT) and CNNs (ResNet-50), and drops transformer-specific
training techniques (for instance, reducing training epochs to 100 from 300, removing augmentations
and regularisation techniques etc.). This indeed brings DeiT down to CNNs in terms of training
procedure, however, makes DeiT underperform significantly. Although they derive interesting
insights, the applicability of these insights for a practitioner willing to identify the most robust
and best performing model is somehow limited. Therefore, we not only consider a wider variety
of CNNs and Tranformers in our analysis, we also do not modify their standard training recipes
so that their best performance is being compared. Note, [Zhang et al., 2021d] only compares
with the extremely simple CNN variants.

We would also like to highlight that comparing different models based on their capacity
(determined solely based on their number of parameters) might lead to wrong conclusions. How
well a model would preform in practice is heavily dependent on the nature and the composition
(hierarchy, depth etc.) of the underlying functions, not just on the number of parameters. To provide
a widely known example, an MLP with one hidden layer and enough hidden units (large number of
parameters) can theoretically fit any function, known to be a universal function approximator [Hornik
et al.,|1989, |Cybenko, |1989], however, in practice, they underperform compared to a deep network
(with same or even less number of parameters). The interaction of inductive biases and training
procedures plays an important role towards finding solutions that generalise well.

Therefore, although the number of parameters can be a proxy for comparing model capacity, in
practice, it can be misleading and should be of concern only when compute and memory constraints
are imposed. Even if they are imposed, a practitioner will always find the best performing model

satisfying such constraints rather than choosing a model based on the parameter counﬂ

2Consider that ViT-L/32 has about 307M parameters, ViT-L/16 has 305M, yet ViT-L/32 requires about 15GFLOPS,
while ViT-L/16 requires about 61 GFLOPS, and ViT-L/32 exhibits lower accuracy and robustness than ViT-B/32 [Paul
and Chen, [2022]
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3.3 Empirical Evaluation and Analysis

3.3.1 Are Transformer Features More Robust than CNN ones?

There is no clear answer to this question in the literature. It is known that for a model to generalise
to previously unseen domains, its predictions should not depend on spurious features that are
specific to the distribution from which the training and test in-domain sets are sampled from, but
on robust features that generalise across other domains under covariate-shift [Quionero-Candela
et al., 2009]. Typical examples of spurious features described in literature are the background’s
colour, textures and generally any simple pattern that correlates strongly with the labels in the
training set but not in the test set [Arjovsky et al., 2019].

It is usually conjectured in the literature that Transformers might be learning more robust
features than CNNs because of the ability of their self-attention modules to communicate globally
between all the tokens contained in a given input [Paul and Chen, 2022]]. Which, in fact, is equivalent
to implicitly blaming the convolutional inductive biases of CNNs, which instead focus on local
regions of the image, for their relatively poor robustness.

Before we begin comparing these two families in terms of robustness, here we discuss a few
experiments to analyse their vulnerabilities. These experiments show that the sole presence of
the self-attention mechanism is not sufficient for Transformers to neglect spurious features, and

they result to be as biased as CNNs towards them.

(a) Samples containing cars (b) Samples containing trucks (¢) From top to bottom: attention
visualization at layer 1, 4 and 12 for
the same input

Figure 3.3.1: Simplicity Bias Experiment for Transformer: For each triplet of images, from left to right:
input test image, test image without pixels on which the attention values is below the 70% quantile and the
attention map visualization.
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SB BB TB
# params | In-domain R-MNIST R-CIFAR | O(T) MS(7) MR(7) | BG-Gap (]) | CCS(1)

BiT-R50x1 25 100 4839 100 | 9457 8321 762 7.00 31.09
BiT-R50x3 217 100 48.14 100 | 9514 8514  80.22 4.92 33.12
BiT-R101x1 44 100 48.50 99.94 | 94.17 8128  75.19 6.09 32.81
BiT-R101x3 387 100 48.19 99.89 | 9432 81.19  76.67 4.52 32.58
BiT-R152x2 232 100 48.39 99.94 | 94.64 80.05  75.09 4.95 35.47
BiT-R152x4 936 100 48.19 100 | 9501 8116  75.33 5.83 37.19
ConvNeXt-B 88 100 48.29 99.94 [97.95 93.95 9042 353 30.63
ConvNeXt-L 196 100 48.20 99.89 | 982 9519  91.63 3.56 35.16
ConvNeXt-XL 348 100 48.75 99.69 | 9849 9523 923 2.93 36.95
ViT-B/16 86 100 48.59 99.79 [97.36 92.35 88 4.34 30.78
VIT-L/16 304 100 52.79 95.66 | 98.02 9405  90.05 4 47.19
Swin-B 87 100 48.75 99.64 | 9775 9094 8647 4.47 26.95
Swin-L 195 100 48.69 99.74 | 98.02 9299  88.47 4.52 30.08

Table 3.3.1: Simplicity bias (SB), Background bias (BB) and Texture bias (TB) experiments. In-domain
indicates the accuracy when MNIST and CIFAR images are associated as in the training set; R-MNIST when
MNIST digit is randomized without changing the CIFAR image; similarly for R-CIFAR. A model suffers
from SB if R-MNIST accuracy is close to random whereas R-CIFAR accuracy is close to In-domain accuracy
For BB, we report the absolute accuracy on the original (O), mixed-same (MS), and mixed-random (MR)
datasets, respectively. BG-Gap defined as the difference in accuracy between MS and MR, quantifies the
impact of background in producing correct classifications. For TB we report the CCS accuracy.

Simplicity Bias Experiment. The intent of this experiment is to compare Transformers and CNNs
under situations where it is possible for a model to focus only on the simple discriminative features
of the input and ignore the complex discriminative ones in order to perform well on the task. This
clever experiment was proposed and analysed on CNNs by [Shah et al., [2020]]. Following their
work, we first create a binary classification task where the input X = [x, X| is composed of the
concatenation of x and X, both discriminative, and learning features for either or both will lead to an
accurate classifier. We design this task such that, say, X is more comple than x. Then, under this
setting, a trained classifier suffers from simplicity bias if (1) fixing x and randomly modifying X in
the input does not change its prediction, and (2) fixing X and randomly modifying X in the input
drops the test accuracy to the random prediction baseline. To create the dataset for this experiment,
x comes from the MNIST dataset [Dengl, 2012]] (randomly sampled digit of a certain label) and X
from CIFAR-10 (randomly sampled image from a certain label of CIFAR-10). For instance, say
digit 0 is associated to car and the whole image is assigned label +1, and digit 1 is associated
to truck and the whole image is assigned label —1. Refer to the top left of Figure [3.3.1] for an

example. During training, this relationship holds true for all the examples (in-domain). We fine-tune

3We understand that defining complexity is subjective. Here we assume that something that is visually more complex
(having more colors, shapes, textures etc.) would require learning more complex features.
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our classifiers on this dataset for 3 epochs (it is easy to converge on this dataset). At test time,
we either randomise the MNIST part of the image (R-MNIST) or the CIFAR part of the image
(R-CIFAR) for the analysis. Results reported in Table [3.3.1]

As can be seen, the accuracy is almost the same for all the models (except in ViT-L/16) even
if the CIFAR (more complex) part of the input is completely randomized. However, the accuracy
drops to nearly random (50%) when the MNIST (simpler) part of the input is randomized. This
shows that both families, Transformers and CNNs, rely on MNIST for classification and are agnostic
to the CIFAR component. Hence, both are prone to the simplicity bias. To understand which are
the most prominent features leveraged by the transformer, we visualize the pixels to which the
self-attention modules assign the highest attention values. We identify the pixels whose values in
the attention map fall above the 70% quantile of the intensity values, and blacken the ones that
tall below it in Figure [3.3.1] This figure confirms that the transformer’s self-attention mechanism
neglects complex features and assigns higher attention to simple features. Figure [3.3.1] (c) also
shows how the self-attention changes through the layers of the transformer. At the first layer there
is no specific focus on the MNIST digit, but as the layers progress (i.e. as the features specialise
to be useful for the classification), the attention values increase around the digit.

Reliance on Backgrounds and Texture. Here we measure the performance of several architectures
on a benchmark that measures the reliance of features on backgrounds and textures: ImageNet9 [Xiao
et al., 2020a]] and the Cue-Conflict Stimuli [|Geirhos et al., 2018al.

The ImageNet9 dataset selects a subset of labels and images from the original ImageNet dataset.
In our experiments we measure the accuracy on the full images of the dataset (original split), images
in which the background has been swapped with the one of images of the same class (mixed-same),
images in which the background has been swapped with the one of images of another class at
random (mixed-random). The authors of this dataset suggest taking the gap between the accuracy on
mixed-same and mixed-random as a quantifier of the reliance on background information to produce
accurate predictions. As it can be seen from Table[3.3.1] some of the highest capacity BiT models
do not rely more on the background than ViT-B/16, SWIN-B and SWIN-L. ConvNeXt models rely
on backgrounds even less than transformers, suggesting that the self-attention mechanism is not
responsible for the gap observed between low-capacity ResNets and Transformers.

The Cue-Conflict Stimuli dataset alters the texture information of an image using style transfer:
given an image of a certain class, it deliberately uses as style image an image from another class.
The purpose is to deceive classifiers that overly rely on textures to make predictions. As it can be
seen in Table[3.3.] although the top performing model is ViT-L/16 (with a significant margin), Swin

Transformers exhibit an even heavier reliance on texture than ConvNeXt models, and ViT-B/16
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performs comparably to ConvNeXt-B. This suggests that the sole presence of the self-attention in
an architecture is not sufficient for the model to not be biased towards texture information.

Conclusions:

e Transformers can leverage spurious features just like CNNs. They both are prone to the

simplicity bias, the background bias and the texture bias.

3.3.2 Out-of-Distribution Detection

Current notion in the literature is that Transformers are better than CNNs at detecting OoD
samples [Paul and Chen, 2022].

We compare various CNN and Transformer models at the task of detecting ImageNet-O samples
from ImageNet-1K. ImageNet-O contains 2K samples in 200 classes, while the subset of ImageNet-
1K used as the corresponding in-distribution test set contains 10K samples [Hendrycks et al.,
2019b] (therefore there is a stark imabalance in the number of samples belonging to the two
sets). Both ImageNet-O and ImageNet-1K (test) samples are fed to the classifier, for each point
an uncertainty score is computed and a binary threshold-based classifier is used to distinguish
between them. Since the choice of the threshold depends on the risk exposure desired for a certain
application, a standard evaluation procedure that considers all the risk thresholds computes the
AUROC (Area Under the Receiver Operating Characteristic curve) and the AUPR (Area Under
the Precision-Recall curve) [Hendrycks and Gimpel, 2016b].

AUPR vs AUROC? We start by observing that the apparent complexity in distinguishing ImageNet-
O samples from ImageNet-1K observed in the literature (e.g. [Hendrycks et al., [2019b| Paul and
Chen, [2022]) mostly depends on the interaction between specific evaluation choices and the usage
of the AUPR metric. The AUPR, in the case of an imbalanced number of samples belonging
to the positive and negative classes, is known to prefer one class over another. However, in the
out-of-distribution evaluation setting, unless additional assumptions about the specific application
domain are made, there is no preferred mistake: confusing an in-distribution sample with an out-of-
distribution sample or viceversa are both equally important mistakes. To exemplify why the AUPR
can yield misleading conclusions, in Table [3.3.2) we consider all possible assignments of the positive
class and apply a rebalancing technique. The cited literature (which also concludes there exists a
dramatic gap between CNN and Transformers performance) only reports values from the setting in
which the positive class is assigned to the out-of-distribution samples (third column from the right),
which can be misleading. In this setting, for instance, the performance of BiT-R50x1 is less than

half of the performance of ViT-L/16, and extremely low (with respect to the attainable maximum of
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IND=1,00D=0 IND=0,00D=1
Imbalanced Balanced Imbalanced Balanced

AUROC (1) AUPR (T) | AUROC (1) AUPR(T) | AUROC (1) AUPR(T) | AUROC (1) AUPR (1)

BiT-R50x1 65.17 90.15 65.17 65.81 65.17 23.30 65.17 60.13
BiT-R50x3 74.56 92.30 74.56 71.28 74.56 36.26 74.56 72.49
BiT-R101x1 70.34 91.35 70.34 68.75 70.34 28.53 70.34 66.11
BiT-R101x3 77.32 93.40 77.32 74.84 77.32 38.74 77.32 74.66
BiT-R152x2 77.46 93.51 77.46 75.23 77.46 38.24 77.46 74.43
BiT-R152x4 80.07 94.39 80.07 78.10 80.07 44.25 80.07 78.17
ConvNeXt-B 85.72 95.53 85.72 81.74 85.72 59.15 85.72 85.53
ConvNeXt-L 89.07 96.90 89.07 86.96 89.07 65.33 89.07 88.55
ConvNeXt-XL 90.04 97.19 90.04 88.11 90.04 68.50 90.04 89.75
ViT-B/16 79.89 95.26 79.89 82.30 79.89 36.77 79.89 73.77

ViT-L/16 90.60 97.85 90.60 91.27 90.60 64.58 90.60 88.90

Swin-B 83.74 95.29 83.74 81.01 83.74 52.93 83.74 82.80

Swin-L 87.76 96.55 87.76 85.67 87.76 62.51 87.76 87.27

Table 3.3.2: ImageNet-O: Out-of-distribution performance analysis when in-distribution samples are
assigned label 1 and OoD label 0, and vice-versa (with and without rebalancing). AUROC is invariant
whereas AUPR, as discussed, is extremely sensitive to these design choices. The best performing method
according to the AUROC is in bold, the second best is underlined. As it can be seen, the gap between the two
is marginal.

100). However, only rebalancing the number of sampleﬂ the performance of BiT-R50x1 rises to
more than two thirds of the performance of ViT-L/16 (last column on the right). Alternatively, if
the choice of the positive class is flipped, in an imbalance condition, one can obtain an absolute
gap between the performance of BiT-R50x1 and ViT-L/16 of less than 8% (third column from
the left). If one drew conclusions solely based on this column, one would think there is only a
marginal difference between the performance of the two models. This gap widens when rebalancing
the number of samples (fourth column from the left). This exemplifies how widely the AUPR can
vary based on evaluation choices that, in lack of domain-specific assumptions, are arbitrary. On
the other hand, the AUROC does not vary across all the considered evaluation setups, because it
gives the same importance to both types of errors that can occur (confusing an ImageNet sample
with an ImageNet-O sample or viceversa) and hence should be the privileged metric to describe
OOD detection performance. These results allow us to conclude that ImageNet-O is evidently not
as hard to distinguish from ImageNet as it is believed to be.

Comparing Transformers and CNNs From the AUROC values in Table [3.3.2]it is clear that the
top-performing CNN (ConvNeXt-XL) is competitive to the top-performing Transformer (ViT-L/16).
ConvNeXt-L outperforms Swin-L, and ConvNeXt-B outperforms Swin-B. The best performing

4We sample 4 more times the OOD set, so that both IND and OOD datasets have 1000 samples each. We could
rebalance them also by randomly sampling 2000 out of the 10000 IND points, but this induces some variance in the
metrics; we also observed that the average of this strategy coincides with the balancing strategy we discussed.
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BiT (BiT-R152%4) outperforms ViT-B.

Conclusions:
e CNN models can perform as well as Transformers for out-of-distribution detection.

¢ In lack of assumptions about the application domain, the AUROC should be preferred as a

metric for this task.

3.3.3 Calibration on In-Distribution and Domain-Shift

A model is said to be calibrated if its confidence (i.e. the maximum probability score of the
softmax output) and its accuracy match. The idea is to attribute to the confidence the frequentist
probabilistic meaning of counting the amount of times the model is correct. A calibrated classifier
is considered reliable because it should produce wrong predictions with low confidence. However,
it is well known that cross-entropy trained neural networks can many times be overconfident
and wrong [[Guo et al., [2017]] (it is much less likely for modern architectures to be correct with
low confidence on in-domain test sets).

In the attempt of measuring the calibration of a classifier, several measures have been proposed,
and they mostly target the mismatch between confidence and accuracy. These measures are
the Expected Calibration Error (ECE) [Naeini et al., [2015]] and the Adaptive Calibration Error
(AdaECE) [Mukhoti et al., [2020].

Is Low Calibration Error Enough for a Classifier to be Reliable? Before proceeding to discuss
the tables of the calibration errors for each model, it is important to understand that the classifiers
with lower calibration error might still be overconfident and wrong. For instance, consider classifier
A and B, where A is very accurate, while B is less accurate than A (e.g., A’s accuracy is 90% and
B’s accuracy is 80% on a 10 samples set, we assume 10 equally sized confidence bins). It might be
that A exhibits also lower calibration error than B. Specifically, A might produce only impulsive
predictive distributions, and thus be maximally overconfident when wrongE] However, since it
would be wrong on a smaller set of samples, its calibration error could be low (in our example, ECE
would be 0.1). This phenomenon can be further exaggerated by the well known biases intrinsic to
the binning mechanisms involved in computing these metrics [Roelofs et al.,[2020]. On the other
hand, B could be less overconfident when wrong, but since it is wrong on more samples than A,
it will result more miscalibrated (e.g., suppose in our case that the model is impulsive on correct

samples, but produces confidences of 0.8 on the two wrong samples; despite this behaviour is more

>In addition, in this case no confidence based detector could distinguish correct from incorrect samples.
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Clean Data
ImageNet-1K (Test)
Acc (1) ECE(l) AdaECE(])
BiT-R50x1 74.03 3.49 3.45
BiT-R50x3 77.92 6.56 6.51
BiT-R101x1 75.85 5.10 5.10
BiT-R101x3 78.20 7.63 7.63
BiT-R152x2 78.00 6.37 6.37
BiT-R152x4 78.16 9.38 9.38
ConvNeXt-B 85.53 2.87 2.82
ConvNeXt-L 86.29 2.27 2.34
ConvNeXt-XL | 86.58 2.38 2.29
ViT-B/16 78.01 1.40 141
VIiT-L/16 84.38 1.81 1.83
SWIN-B 84.71 8.40 8.40
SWIN-L 85.83 5.50 5.50

Table 3.3.3: In-distribution accuracy and calibration for ImageNet-1K.

desirable the ECE would be 0.16). ﬁ For this reason, differently from what is typical in literature,
we do not draw conclusions about the reliability of a model based solely on the calibration error.
We complement the calibration analysis with a misclassification detection evaluation, that inspects
the problem of overconfidence on wrong samples at a finer granularity.

Comparing Transformers and CNNs On in-domain data (Table [3.3.3), ViTs produce the lowest
calibration error and Swin transformers are outperformed by ConvNeXts. On covariate-shifted
inputs (Table[3.3.4)), ViTs produce higher calibration error than ConvNeXts and Swin transformers,
and the model producing the lowest calibration error is the Swin-L. Consistently with [Minderer
et al.,[2021]], within a family of models, the ECE typically decreases as the number of parameters
(and also the accuracy) increases.

Conclusions:

e There is no one model that performs the best in all the covariate shift experiments in terms of

calibration. Both Trasnformers or CNNs can be better or worse depending on the experiment.

e The best performing model in terms of accuracy is not the most calibrated one.

3.3.4 Misclassified Input Detection

One of the tasks a reliable classifier should be good at is to reject samples on which it is likely

to be wrong. This important task is completely neglected in the comparisons performed by the

®In this case, a confidence based detector could perfectly distinguish correct from incorrect samples
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Domain-Shift
ImageNet-R ImageNet-A ImageNet-V2 ImageNet-SK
Acc(1) ECE(l) AdaECE(l) | Ace(1) ECE(l) AdaECE(l) | Ace() ECE(l) AdaECE(l) | Ace(T) ECE(]) AdaECE(l)
BiT-R50x1 39.87 15.50 15.50 10.97 42.94 42.94 62.70 8.49 8.45 27.34 24.87 24.87
BiT-R50x3 46.39 14.65 14.65 24.08 34.48 34.48 66.36 13.13 13.13 3347 28.55 28.55
BiT-R101x1 41.72 12.24 12.24 16.29 36.68 36.68 64.61 10.21 10.21 28.69 24.37 24.37
BiT-R101x3 47.00 15.80 15.80 27.11 32.92 32.92 66.44 14.44 14.39 34.15 30.67 30.67
BiT-R152x2 48.02 15.38 15.38 27.15 32.25 32.25 66.76 12.14 12.13 35.70 28.41 28.41
BiT-R152x4 47.57 15.32 15.32 30.84 29.93 29.93 67.12 15.75 15.67 35.08 31.45 31.45
ConvNeXt-B | 62.46 2.57 2.51 52.63 8.28 8.31 75.43 291 2.78 48.64 8.85 8.84
ConvNeXt-L | 64.57 3.00 3.08 58.23 7.57 7.26 76.77 3.72 3.85 50.08 10.31 10.31
ConvNeXt-XL | 66.01 2.92 2.90 61.11 7.54 7.21 77.20 4.00 4.24 52.67 11.16 11.15
ViT-B16 4315 521 521 2417  22.89 22.89 66.25 471 4.68 18.18 13.02 13.02
ViT-L16 61.54 3.07 3.07 47.08 11.99 11.99 74.28 5.34 5.22 45.96 10.67 10.67
Swin-B 59.63 2.18 217 4972 877 8.76 7474 492 4381 45.07 7775 7775
Swin-L 64.24 2.14 2.11 59.52 6.19 6.33 76.65 3.03 3.14 48.87 8.72 8.71

Table 3.3.4: Domain-shift accuracy and calibration for ImageNet-1K.

Clean Data Domain-Shift
ImageNet-1K (Test) | ImageNet-A ‘ ImageNet-R ‘ ImageNet-SK ‘ ImageNet-V2
PRR (1)

BiT-R50x1 68.38 54.90 -25.60 58.70 63.13
BiT-R50x3 67.61 28.58 -42.72 60.25 64.09
BiT-R101x1 69.82 -0.42 -25.94 60.08 64.60
BiT-R101x3 68.93 29.50 -34.52 60.13 65.00
BiT-R152x2 68.03 31.56 -35.12 59.26 63.26
BiT-R152x4 67.00 92.04 -46.05 59.34 61.48
ConvNeXt-B 73.43 16.03 -39.91 67.44 69.84
ConvNeXt-L 73.48 40.56 -23.60 69.03 69.50
ConvNeXt-XL 74.37 35.96 -19.32 69.29 70.07
ViT-B16 74.17 11.54 -46.01 63.94 70.51
ViT-L16 76.03 -10.67 -34.12 69.79 72.37
Swin-B 72.04 32.65 -32.95 64.23 67.35
Swin-L 72.89 56.54 36.53 63.52 68.49

Table 3.3.5: Misclassification detection results using the PRR metric.

existing literature. Several ways to evaluate a model at this task are available (e.g. metrics based on
ROC [Landgrebe et al., 2006] or Rejection-Accuracy curves [Fumera and Roli, 2002, Hendrycks
et al., 2019b]), however it has already been observed in literature that these metrics favour models
that have higher test accuracy [Condessa et al., 2015, Malinin et al., 2019] and therefore should
be avoided. A metric that allows to fairly compare models with different test accuracy is the
Prediction Rejection Ratio [Malinin et al., 2019]. The PRR (Equation 16 of [Malinin et al., 2019]],
and discussed in Section [3.4) ranges from -1 to 1. It is O if the rejection choice is performed at
random, it is negative if the network is more confident on misclassified samples than on correctly
classified samples, it is positive viceversa. The optimal value is 1, when, rejecting the most uncertain

samples, the classifier only rejects misclassified samples.
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Comparing Transformers and CNNs As it can be seen form Table in in-distribution ViT-
L/16 is the best model, immediately followed by ConvNeXt-XL. ViT-B/16 slightly outperforms
ConvNeXt-B and L, which in turn outperform Swin-B and L. On ImageNet-A, the best model is
BiT-R152x4, with a significant margin with respect to any other model. The second best model
is Swin-L, and the third best is BiT-R50x1. On ImageNet-R, the only model with positive PRR
is Swin-L, and the models with highest negative PRR are ConvNeXt-XL and L, followed by BiT-
R50x1 and 101x1. On ImageNet-Sketches ViT-L/16 and ConvNeXt-XL perform comparably,
immediately followed by ConvNeXt-L and B. On ImageNetV2, ViT-L/16 is the best model,
immediately followed by ViT-B/16 and all the ConvNeXts.

Conclusions:
e No single model is the winner in detecting misclassified samples.

e The fact that almost all models are overconfident and wrong on ImageNet-R while showing
low calibration error indicates that calibration analysis should be complemented with the

misclassification detection analyses.

3.4 Understanding how a negative PRR complements calibra-
tion measures

The PRR has been introduced in Appendix B of [Malinin et al., 2019]], with the purpose of
not favouring models with higher base accuracy using the AUROC or the AUPR in the task of
misclassification detection. For this purpose, the PRR is computed as the ratio of two quantities,
one referring to an oracle rejection mechanism (knowing which are the samples on which the model
is wrong) and a rejection mechanism that rejects the most uncertain samples.

Specifically, for each evaluated model one can define an oracle that discards all and only the
samples on which the model is wrong. The classification error on the non-rejected samples is plotted
against the percentage of examples rejected (see [Malinin et al., 2019] for a visualization). The area
between the random rejection mechanism (that is a line interpolating between the classification error
of the model when no sample is rejected and when all samples are rejected and the classification
error is therefore zero) and the curve produced by the oracle’s rejection mechanism is called
AR,. Similarly, the classification error versus percentage of examples rejected curve is plotted
for a mechanism that rejects samples by decreasing levels of uncertainty (i.e. reject first the
most uncertain samples). Call the area between the random rejection line and this curve the
AR,,. The PRR is defined as AR,,/AR,.
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ImageNet-A PRR -10.67 ImageNet-R PRR -34.12 ImageNet-V2 PRR 72.37
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Figure 3.4.1: From left to right: the distribution of the confidence values for wrong and right samples for
ViT-L/16 on ImageNet-A, ImageNet-R and ImageNet-V?2. As it can be seen, in the first two cases PRR < 0
and in several cases wrong samples re given higher confidence than correct samples. In the case of PRR > 0
some wrong samples are given higher confidence of some correct samples, but to a less extent.

Therefore:

e The PRR normalizes the rejection performance of a model with respect to the best attainable
performance by the same model if it knew which samples to reject, therefore not favouring

models with higher accuracy.

e If PRR = 1, the uncertainty-based rejection mechanism performs as well as the oracle. If PRR

= 0, it performs as the random rejection mechanism.

e By convention, areas below the random rejection line are taken with a positive sign, areas

above are taken with a negative sign.

e The AR, can be negative if the classification error raises above the random rejection line,
which can happen if the rejection mechanism discards several correct samples because they

have higher uncertainty than incorrect samples.
e Trivially, the AR, is always non-negative.

e As a consequence of the previous two points, if the PRR is negative, several samples on
which the classifier is correct are given lower uncertainty than some samples on which the
classifier is incorrect. To confirm this, we show some histograms of a few cases in which
PRR < 0 (specifically, ViT-L/16 on ImageNet-A and ImageNet-R) and in which PRR > 0
(specifically, ViT-L/16 on ImageNet-V2 in Figure[3.4.1] Remarkably, the PRR is negative only
if the model attributes lower confidence to correct samples with respect to wrong samples in

a large number of cases.
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3.5 Conclusion

We performed an extensive analysis considering current state-of-the-art Transformers and CNNs.
With simple experiments, we have shown that Transformers, just like CNNs, are vulnerable to
picking spurious or simple discriminative features in the training set instead of focusing on robust
features that generalise under covariate shift conditions. Therefore the presence of the self-attention
mechanism might not be facilitating learning more complex and robust features. To show it is
not even necessary, we observe that ConvNeXt models exhibit even superior robustness with
respect to current Transformers without leveraging the self-attention mechanism in a few cases. We
also conduct an in-detail analysis about the out-of-distribution, calibration and misclassification

detection properties of these models.
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Not Just Pretty Pictures: Toward Interventional
Data Augmentation Using Text-to-Image
Generators
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Abstract

Neural image classifiers are known to undergo severe performance degradation when exposed to
inputs that are sampled from environmental conditions that differ from their training data. Given
the recent progress in Text-to-Image (T2I) generation, a natural question is how modern T2I
generators can be used to simulate arbitrary interventions over such environmental factors in order
to augment training data and improve the robustness of downstream classifiers. We experiment
across a diverse collection of benchmarks in single domain generalization (SDG) and reducing
reliance on spurious features (RRSF), ablating across key dimensions of T2I generation, including
interventional prompting strategies, conditioning mechanisms, and post-hoc filtering, showing
that modern T2I generators like Stable Diffusion can indeed be used to implement a powerful
interventional data augmentation (IDA) mechanism, outperforming previously state-of-the-art data
augmentation techniques regardless of how each dimension is configured.
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Figure 4.1.1: Using Text-to-Image Generators for Interventional Data Augmentation. In (a), given an
interventional prompt written by a user or LLM (and optionally, an image to edit), Text-to-Image generators
simulate the described intervention by synthesising a new image or edit an existing one to match the prompt.
Here, the generator edits the input image to resemble the target domain. The resulting manipulated images
can be used to train more robust and generalizable models. In (b) (Single Domain Generalization), synthetic
data are generated to mimic potential target domains and combined with data from a given source domain to
train a downstream classifier. In (¢) (Reducing Reliance on Spurious Features), synthetic data are generated
to break the spurious correlation in a biased dataset and used to train a downstream classifier.

4.1 Introduction

The success of deep image classifiers is largely built on the assumption that the train and test
data come from the same domain — i.e., that they are independent and identically distributed
(i.1.d.) — but in real-world applications, small changes in the environmental conditions under
which the image is captured can break this assumption, significantly degrading their performance
[Gulrajani and Lopez-Paz, 2020, Wang et al.,[2022al, Sakaridis et al., 2020]. Since these changes
only affect the inputs (i.e., the covariates) in some features without altering the labels, this form of
distribution shift is also known as covariate shift [Quionero-Candela et al.,[2009]]. In the absence of
more sophisticated techniques to simulate the possibility of sampling data coming from different
environmental conditions, the employment of complex augmentation pipelines integrating image
transformation primitives has been one of the most effective techniques for this purpose.

Many types of augmentation primitives can be thought as reproducing (often approximately) a
controlled and targeted manipulation of the domain-specific environmental conditions in which the
image was captured (e.g., illumination or weather conditions) without affecting the label-related
features. As such, augmentations may be understood as an automated, low-cost way of simulating
interventions over the environmental factors that are likely to change across domains, turning
observational data (i.e., with no intentional manipulation of the environment) into approximated

interventional data [Ilse et al., 2021}, Wang et al., 2022b]. Motivated by this principle, several works



have theoretically conjectured the utility of an augmentation mechanism capable of simulating
arbitrary interventions [llse et al., 2021, Wang et al., 2022c, Wang and Veitch, 2022, (Gowda
et al., [2021]]. However, since it is not possible to target arbitrary interventions in the context of
traditional augmentation pipelines (e.g., it is not possible to hard-code a pixel-space intervention to
transform images of paintings into realistic photos), prior work has instead focused on leveraging
prior knowledge about specific invariances expected to hold in the target domains [Hong et al.,
2021, L1 et al., 2020, Ilse et al., 2021] or targeting specific downstream applications [Ouyang
et al., 2022, (Gowda et al., 2021].

Recently, powerful Text-to-Image (T2I) generative models like Stable Diffusion [Rombach
et al., 2021]] have emerged that can be used to synthesize new images (or edit existing ones) using
text prompts describing the desired output image (see Figure 4.1.1). In this work, our goal is
to study how well such models can serve as general-purpose interventional data augmentation
(IDA) mechanisms by simulating arbitrary interventions, either by editing existing images or
synthesising new ones using interventional prompts, allowing one to effectively sample from the
approximated interventional distribution and augment existing training datasets with the resulting
generated images. Unlike previous approaches, these models can be used off-the-shelf without
requiring manual hard-coding of individual interventions or training on application-specific data:
instead, it is only necessary to describe the desired intervention via language (e.g., simulating
interventions over lighting conditions by editing images with prompts like “a photo taken at night”
or “it is a cloudy day”). Several recent works have studied the usefulness of synthetic data from
T2I generators (see, e.g., Bansal and Grover, 2023} |Aziz1 et al., 2023, He et al., 2023, Trabucco
et al., 2023)); but so far, their capacity to augment existing datasets by simulating interventions
has only been studied in limited contexts (see Section §.2)).

In this work, we systematically analyse the extent to which modern T2I generators can perform
general-purpose IDA. We perform extensive experiments across several benchmarks for two key
tasks in which the environmental and causal variables can be disentangled and the utility of synthetic
interventional data can be precisely measured: (1) Single Domain Generalization (SDG) and (2)
Reducing Reliance on Spurious Features (RRSF). Our investigation spans several key aspects of T2I
synthesis and editing, including the use of different interventional prompting strategies, conditioning
mechanisms, and post-hoc filtering techniques. Our findings reveal that T2I generators substantially
outperform existing state-of-the-art image augmentation methods, regardless of how we configure
each of these aspects. Our primary findings and contributions are as follows:

1. We show that T2I-based IDA surpasses previous state-of-the-art augmentation techniques in

simulating interventions across a broad range of SDG and RRSF benchmarks representing
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widely-varying environmental conditions and complexity.

2. We find that the choice of conditioning mechanism has the greatest impact on performance
across tasks, followed by the choice of prompting strategy. However, in contrast to prior
works, we find that post-hoc filtering is not consistently beneficial.

3. We show that retrieving images directly from the training dataset of the T2l generator can
also yield competitive performance in several cases, and explore the comparative strengths

and weaknesses of retrieval versus generation.

4.2 Problem Setting and Related Works

The Problem of Out-of-Domain Generalization Given a data distribution P(x,y) = P(y|x)P(x)
where x € X ¢ R, y € K = {1,2,...,|K]|}, learning a classifier amounts to estimating f(x) ~
P(yx) (i.e., predicting the conditional distribution of the label y given a covariate x) using a
labelled training set Dyin = {(X,-,y,-)}?’: - Given the finite amount of data available in Digin
and the high dimensionality of X, the samples in Dy,i, are not representative of the whole input
space (i.e. X; € Xin C X). When deployed in the wild, the classifier will likely be exposed to
inputs sampled from regions of the input space not represented in the training set, even when
K is the same. Specifically, we are in presence of covariate shift, a form of distribution shift. It
has been empirically observed that neural classifiers’ performance significantly degrade in the
presence of covariate-shifted evaluation data [Gulrajani and Lopez-Paz, 2020, Wang et al., 2022al
Sakaridis et al., 2020, [Pinto et al., 2022b].

Several theoretical frameworks have been developed to make the problem of out-of-domain
(OOD) generalization well-posed [Wang et al., 2022bl, [Wang and Veitch, 2022 lIse et al., 2021,
Quionero-Candela et al., 2009] — in this work, we default to the framework proposed by [llse
et al., 2021]]. In computer vision, the core principle is that pixel values of image x; € X are the
result of a data generation process that combines (unobserved) features £y, and A, generated by
the label y;, and conditions described by a vector of environmental variables ¢; € C [Gowda et al.,
2021, Ilse et al., 2021]]. To make the problem more tractable, it is often assumed it is possible to
partition C into M domains (i.e., C = ?4:1 cl,cknch = o,Vk + h) based on how similarly
the environmental conditions impact X, so that the contextual variables values and impact are
summarised in the discrete indices j [Arjovsky et al., 2019]]. For instance, environmental variables
could be aggregated to represent similar illumination conditions or backgrounds. Furthermore, an
unobserved spurious confounder s might correlate both y; and ¢;. A high-performing classifier is

likely to learn these spurious correlations, as they are predictive of the label y;; but such correlations
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will (by definition) not hold under all environmental conditions, damaging classifiers’ ability to
generalize [Xiao et al.l 2021, |Geirhos et al., 2019].

Simulating Interventional Data for Out-of-Domain Generalization Prior works [llse et al.,
2021, Wang et al., |2022b] have proposed that such a problem is solvable by performing interventions
on ¢; (i.e., manipulating ¢; to break such spurious correlations without changing y;). However,
direct collection of interventional data is usually quite difficult (e.g., collecting datasets portraying
objects of the same class in all environments of interest may be highly impractical). Identifying
heuristic methods to disentangle causal from environmental factors (usually by augmenting original
images from the source domain) has been a key component of many leading approaches to domain
generalization. For example, CIRL [Lv et al., 2022] and ACVC [Cugu et al., [2022] manipulate
the amplitude component of the image frequency spectrum of the Fourier transform (which is
presumed to approximately encode environmental information), while others have used style
transfer techniques to perturb environmental factors while preserving image content [Hong et al.,
2021, |L1 et al., 2020, Jackson et al., 2019]], or trained Cycle-GAN to preserve the causal factors
in a cyclic transformation between domains with different styles [Wang et al., 2022b]. Beyond
methods explicitly attempting to disentangle these two components, [lIse et al., 2021, Gowda et al.,
2021]] understand augmentations as simulating alterations of ¢; without affecting y; — for example,
rotations encode the belief that change of viewpoints should preserve the class label. Importantly,
these assumptions might not hold in all applications (e.g., in digit classification, rotations of more
than 90 degrees can swap the ground-truth labels of 6 and 9), so not all augmentations are valid for
any given application. Domain-agnostic data augmentation pipelines (such as those proposed by
Hendrycks et al.[2020, (Cubuk et al.[2020, |DeVries and Taylor 2017, Hendrycks et al.| 2022, Cugu
et al.|[2022, |Pinto et al.[2022c) can be understood as hard-coding interventions over various features
that are expected to vary across novel environments; but such assumptions may not hold across
all possible domains. For this reason, [llse et al., 2021]] suggests a mechanism to select parametric

hand-crafted augmentations that have a greater impact on environmental factors than causal factors.

Text-to-Image Generators With the recent rise of powerful flexible T2I generative models (e.g.,
Nichol et al., 2021, Rombach et al., 2021, Ramesh et al., 2021)), a natural question is whether
these models, which are capable of synthesising images using natural-language prompts, could be
used to effectively implement IDA. That is, while some hand-crafted parametric augmentations
can be straightforwardly implemented by a programmer to manipulate the image directly in pixel
space (e.g., lens distortion, chromatic aberration, vignetting, etc.), such methods many only be able

to approximate many augmentations (often with much greater difficulty of implementation; e.g.,
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introducing realistic rain or snow) or may not be able to approximate them at all (e.g., turning a
cartoon into a photo, changing the background of a scene, or modifying the material of an object).
On the other hand, modern T2I generators that have been training on large amounts of weakly
supervised data can be used zero-shot to directly approximate such augmentations (either from
existing images or from scratch) using natural language, and have been observed to produce high
quality samples [Meng et al., 2021]]. Using such models for IDA would be extremely convenient,
as these editing and synthesis abilities can be made available “off-the-shelf” without requiring

any task-specific fine-tuning.

Data Augmentation with T2I Generators Contemporary work has investigated how T2I gen-
erators can be used to synthesize large-scale pre-training data [He et al.l 2023| Sariyildiz et al.,
2023, |Aziz1 et al., 2023]], compensate for the lack of training data in data-scarce environments [He
et al., 2023} Trabucco et al.,[2023]], and diagnose classifiers’ lack of robustness to covariate shift
[Vendrow et al., 2023]]. A related branch of research leverages synthetic data from T2I generators
for test-time adaptation, transferring OOD samples to an approximation of the training domain as a
form of test-time adaptation [Yu et al., 2023, Gao et al., [2022]]. Closest to our work, [Bansal and
Grover, 2023|] show it is possible to use Stable Diffusion to generate synthetic data that improves
the robustness of classifiers trained on ImageNet-1K [Deng et al., 2009b|] for multiple forms of
distribution shift using an ensemble of generative prompts. In this work, we focus on the utility of
T2I-generated synthetic data for training downstream classifiers, but depart from standard ImageNet
analyses in order to develop a deeper understanding of how T2I generators can be used for IDA by
focusing on SDG and RRSF, allowing us to directly measure the effectiveness of T2I-simulated

interventions in these settings across variable conditioning, prompting, and filtering techniques.

4.3 Simulating Interventions with Text-to-Image Editing

4.3.1 Experimental Setting

Given some source training domain 2° = X° x K and some target domain D7 = X7 x K, our
goal is to assess how well T2I generators can approximately modify environmental features ¢; to
simulate D7 while keeping causal features for y; constant. As the most common approach to image
augmentation (including all baselines we consider) involves editing pre-existing training images
and adding them to the training dataset rather than synthesising new training data from scratch
[Shorten and Khoshgoftaar, 2019], we begin our analysis by studying the analogous setting of
T2I-enabled image editing using SDEdit [Meng et al., 2021]]. For an image xf € X5 of class y;, we
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aim to transform it into f(lT such that it retains y; but appears to have been sampled from X7 . Each of
the editing techniques we consider are conditioned on a natural language prompt, denoted zl.T. For
instance, if xf represents a cartoon cat and 7 = painting, zl.T could be ““a painting of a cat”. Using
the generator G, we transform Xf into f(lT = G(Xl.S , le) For all experiments, we use Stable Diffusion
v1.5 [Rombach et al., 2021]] pre-trained on LAION—AestheticsE] Successful transformations produce
%I € XT with XT ~ XT. The synthetic pairs DT = (!, y;) are then combined with D to perform
ERM via cross-entropy minimisation to train the neural classifier (ResNet-18 and ResNet-50).
In this work, we focus on Single-Domain Generalization (SDG) and Reducing Reliance on
Spurious Features (RRSF) as representative settings where access to a high-quality approximations
of the intervened distributions can measurably affect the performance of classifiers when training
on both D% and DT. We describe our experimental formulation of both problems below.
Single-Domain Generalization (SDG) Given data ©° from a source domain accessible at
training time, the goal of SDG is to achieve high performance on a set of datasets D7/ with
j=1,2,...,J sampled from different target domains [Q1ao et al., 2020]. In this setting, the generator
uses O° and zl.Tj to generate D77 ~ DT/, Following the standard evaluation procedure, we train a
classifier on a single domain of each benchmark (D) and test it on the others (D7), and report
the average accuracy over the J target domains. For our experiments, we consider four widely
used benchmarks that vary for type of domain shift, number of classes and training samples: (1)
PACS [Li et al., 2017]], containing the domains art painting, cartoon, sketch, and photo;
(2) Office-Home [Venkateswara et al., 2017]], containing Art, Clipart, Product, and Real
World; and (3) NICO++ [Zhang et al., 2022], containing autumn, dim, outdoor, grass, water,
and rock; and (4) DomainNet [Peng et al., 2019], containing clipart, infograph, painting,
quickdraw, real, and sketch. We provide a more detailed description of the training procedure

and other aspects of the SDG experiments in Section [C.1]

Reducing Reliance on Spurious Features (RRSF) Sometimes the training data is collected
from a domain D’ in which spurious features correlate with the labels. If a classifier relies on such
spurious features, it will be unable to generalize to unseen test domains in which the spurious feature
1s no longer predictive of the label [X1ao et al., 2021}, \Geirhos et al., 2019]. In this setting, the prompts
zl.T intentionally perturb the spurious features to simulate domains in which the spurious correlation
is broken. We consider three standard benchmarks: (1) ImageNet-9 [Xiao et al., 2020b] measures the
over-reliance on background to predict the foreground (Background Bias), (2) Cue-Conflict Stimuli

(CCS) [Geirhos et al., 2018b]] assesses the over-reliance on texture (Texture Bias), and (3) a subset of

'LAION-Aesthetics is a subset of the LAION-5B dataset [[Schuhmann et al., 2022a]] consisting of web-scraped
text-image pairs with high “aesthetic scores” [[Schuhmann et al.| 2022b].
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Figure 4.3.1: Single Domain Generalization (SDG) Results. Average SDG test accuracies on the remaining
target domains when training ResNet-50 on each source domain (indicated on each axis) using the respective
data augmentation methods. Baseline methods are visualized with dashed lines, and SDEdit methods with
solid lines.

CelebA [Xiao et al.,|2020b] evaluates over-reliance on spurious demographic features (Demographic
Bias — in this case, the spurious correlation between hair colour and gender in CelebA). See

Section [C.2]for further details about each dataset and associated indices measuring each form of bias.

4.3.2 Results

To evaluate the effectiveness of edited data from T2I models, we compare their results with key
augmentation baselines broadly representing different approaches in the domain generalization
literature (in addition to ERM): (1) AugMix [Hendrycks et al., 2020]], (2) RandAugment [Cubuk
et al., 2020], (3) CutOut [DeVries and Taylor, 2017], and (4) PixMix [Hendrycks et al., 2022],
which all combine parametric transformations in complex pipelines to enhance model robustness.
We also evaluate (5) ACVC [Cugu et al., 2022], which combines parametric transformations and
augmentations in the Fourier domain for style mixing; interpolation-based methods like (6) MixUp
[Zhang et al., 2017]] and (7) CutMix [Yun et al.,[2019]; methods that train generators to diversify
training data (8) L2D [Wang et al., 2021b]]; and adversarial data augmentation techniques like (9)
MEADA [Zhao et al., 2020]] and (10) RSC [Huang et al., 2020].

Single Domain Generalization Considering the fact that Stable Diffusion is built on top of a text
encoder that, like many LLMs, can be sensitive to small differences in prompts that are not generally
meaningful to humans (see, e.g., Ribeiro et al., 2020, Wang et al., 2021a, Moradi and Samwald,
2021)), we experiment with four distinct prompting strategies using SDEdit to measure its sensitivity

to variation in prompts: (1) Minimal (M), sentences including only the domain label, class label,

57



and function words (articles or prepositions) as necessary to make the prompt grammatically correct,
like “a domain of a class” (e.g., “a sketch of an elephant™); (2) Domain expert (H), a collection
of “handcrafted” prompts authored by a human given only metadata descriptions provided by
the respective benchmarks, without looking at any samples form the target domain; and (3 & 4)
Language enhancement (LE), a collection of prompts generated by TS [Raftel et al., 2020], in two
variants: one that deterministically selects the highest-probability interventional prompts (LEc),
the other that favors diversity in prompting (LEM)EI (See Section for further details on each
prompting strategy.) As shown in Figure #.3.1) SDEdit outperforms all baselines regardless of
the source domain (when averaging over target domains). Specifically, across all the considered
benchmarks, using ResNet-50 with minimal prompt yields a 5% improvement over the strongest
baesline, PixMix, which in turn outperforms ERM by just 1.10%. We find that, when considering
the performance on individual benchmarks, no single baseline consistently outperforms the others.
This reinforces the observation that each of these techniques encodes different assumptions about
the types of invariances expected to hold in the test domain. For the largest-scale dataset we consider,
DomainNet, traditional data augmentation methods fail to demonstrate a substantial performance
boost compared to ERM; but SDEdit is able to deliver a strong average performance boost of 5.48%.
Comparing across all SDG datasets, SDEdit is the only method that consistently outperforms ERM
across all benchmarks. (For a more detailed breakdown of all results figures, see Section [C.1])
We also find that the most sophisticated prompting strategy does not usually perform best: in
PACS, OfficeHome and DomainNet, the Minimal (M) and Handcrafted (H) strategies outperform
LEn and LE(, indicating that including additional details (e.g., specifying various styles of paintings
across multiple prompts) does not yield obvious benefits, and may even degrade performance
(e.g., by “injecting noise” into the pipeline). However, in NICO++, LEy and LEc show superior
performance to (M) and (H), which may be explained by the fact the domain labels for NICO
are not detailed enough for minimal prompts to be fully descriptive, meaning that the additional

details included in prompts can be more beneficial in such contexts.

Precisely Describing the Target Domain Is Not Necessary. As noted above, Stable Diffusion
is trained on a massive pre-training corpus of weakly-supervised data scraped from the web,
which means it has likely been trained on samples that resemble a number of the considered test
distributions. By comparison, while the baselines we consider do make limited assumptions about

the type of interventions they perform (and therefore yield better or worse performance depending

Note that, by design, none of the prompting strategies are optimised to boost the reported metrics: they are generated
in a way that is independent from classifiers’ performance on downstream tasks or the structure of the generator. See
Section[@] for a complete list of image-generation prompts used in experiments.
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Table 4.3.1: Average SDG Performance. The number reported is the average Single Domain Generalization
average of all domains in each dataset, each serving as a single source domain. The best and second-best
performing methods are highlighted with bold and underline, respectively.

PACS OfficeHome NICO++ DomainNet Average
ERM 61.96 61.94 69.95 25.26 54.78
MixUp 58.17 60.46 70.63 25.49 53.69
CutMix 58.50 57.16 67.03 24.47 51.79
AugMix 64.63 62.60 68.81 26.20 55.56
RandAugment | 62.61 63.02 69.88 26.17 55.42
CutOut 60.87 60.03 69.23 24.90 53.76
RSC 64.58 59.10 67.37 23.32 53.59
MEADA 64.04 62.08 69.89 25.26 55.32
PixMix 67.12 61.43 69.48 25.53 55.89
L2D 68.89 58.37 65.19 24.75 54.30
ACVC 67.98 59.92 66.92 26.46 55.32
SDEdit(M) 76.43 64.66 71.12 31.94 61.04
SDEdit(H) 77.87 63.27 71.95 31.82 61.23
SDEdit(LEC) | 76.38 63.43 73.69 31.44 61.24
SDEdit(LEM) | 75.65 63.14 73.61 30.94 60.84

on whether those interventions correspond to the covariate shift from the source domain to test
domain — see our RRSF analysis below), they do not have comparable access to approximations
of the test domain. For this reason, we perform an experiment to “level the playing field” in order
to better assess the usefulness of SDEdit as an interventional mechanism by avoiding generating
data resembling the test domain. Given a single training domain from the original dataset and
a chosen test domain, we use SDEdit to transform the training data to all domains except the
test domain (SDEdit(M)X), use it for IDA training, and measure accuracy on the test domain.
Fixing a test domain, we repeat this experiment for each possible choice of the training domain,
and report the average accuracy on the held-out test domain. In this case, we are measuring
SDEdit’s capacity to simulate interventions for SDG even when knowledge about the chosen test
domain is not used in synthesising interventional data. We find that the generative model-based

methods still substantially outperform the data augmentation baselines, with only a marginal drop
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Table 4.3.2: SDG PACS result with ResNet-50. Columns are individual source domains; accuracies are the
average test accuracy of the three remaining target domains when training using the indicated source domain.
The lower part of the table highlights the comparison between accessing (v') or not accessing (X) synthetic
target domains.

Art  Photo Sketch Cartoon | Average
ERM 74.44 48.78  50.89 73.74 61.96
MixUp 66.31 4298 45.64 77.76 58.17
CutMix 72.53 40.03 44.72 76.72 58.50
AugMix 75.80 51.32 49.99 81.42 64.63
RandAugment | 71.38 46.80 55.95 76.33 62.61
CutOut 76.67 42.69 48.93 75.2 60.87
RSC 73.15 53.47 51.11 80.58 64.58
MEADA 73.72  48.78  59.81 73.84 64.04
PixMix 77.33 55.58 52.42 83.15 67.12
L2D 7733 5841 58.14 81.70 68.89
ACVC 79.63 52776  58.13 81.40 67.98
SDEdit(M) x | 81.21 57.54  80.60 84.76 76.03
SDEdit(M) v/ | 82.67 62.94 73.78 86.33 76.43

in performance with respect to the case in which the target domain is approximated by Stable
Diffusion (SDEdit(M)v’). This indicates that the interventions simulated by Stable Diffusion are
useful even when knowledge about the test domain is not available.

Reducing Reliance on Spurious Features Depending on the type of spurious correlation to be
addressed in each experiment, we prompt SDEdit in different ways: for ImageNet-9 experiments,
we handcraft prompts that describe a wide variety of possible backgrounds and randomise the
combination of the object classes and backgrounds; for CCS, we use prompts that induce the
generator to change the texture of the objects (e.g., turning them into a sculpture of a specific
material); and for Celeb-A, we randomise the correlation between gender and hair colour. Our
results are displayed in Figure 4.3.2] We find that, although several techniques are often assumed to

perturb spurious features in a way that is agnostic to the target domain, our experiments indicate
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Figure 4.3.2: Performance on Breaking Spurious Correlations. Reliance on different image attributes in
comparison with baselines (solid lines) and techniques using T2I models for IDA (dash lines) using ResNet-
18. (Lower scores are better.) Among the latter, Text2Image with domain expert produced prompts performs
the best. Image editing techniques (like SDEdit, ControlNet, InstructPix2Pix) yield mixed results
depending on their ability to manipulate the targeted spurious feature. Retrieval performs competitively
with respect to Text2Image on ImageNet-9, significantly worse on CCS and CelebA.

that this may not the case — instead, baselines are (perhaps unsurprisingly) most effective when
their augmentation pipeline implicitly intervenes over the corresponding spurious dependency.
For example, PixMix mixes the input images with fractals that alter their texture (and often the
background), but yields a worse Demographic Bias than ERM. In contrast, SDEdit can perform
the desired augmentation based on the relevant spurious dependency by simply describing it using
interventional prompts, which enables substantial improvements over ERM in all settings. Such
flexibility and ease-of-implementation with respect to interventions of interest are key advantages
of using T2I models for IDA.

4.4 Alternative Approaches

In the previous section, we show that SDEdit, one of the simplest and most widely-adopted
editing techniques, substantially outperforms traditional augmentation pipelines for SDG and RRSF.
However, there are several other ways we can simulate interventions with T2I generators: by default,
such models can generate images using only text, with no need to provide an input image to edit; and
more sophisticated image-editing techniques have also been developed using different conditioning
mechanisms. In Section [4.4.1] we investigate the use of these alternative generative approaches
for the same tasks. Additionally, in Section 4.4.2] we consider [He et al., [2023]’s finding that
filtering low-quality image outputs can improve synthetic data from earlier T2I generators, and
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Figure 4.4.1: Visualization of selected samples from PACS. Recall that Retrieval and Text2Image do
not take the Original image into account, but SDEdit, ControlNet, and InstructPix2Pix do.

study whether this is also true for SDG and RRSF using more recent generators.

4.4.1 Conditioning Mechanisms

Despite the impressive performance of SDEdit, we observe several cases in which such a simple
editing technique is not sufficient to simulate the desired intervention (e.g., see the second row
of Figure d.4.T)). This might depend on the fact SDEdit initializes the diffusion process from an
embedding of the image being edited, which may be too constraining to obtain the desired manipu-
lationEl However, several other conditioning mechanisms exist. We consider three other forms of
conditioning that may be suitable for our goal: Text2Image, ControlNet and InstructPix2Pix.
With Text2Image we refer to the native ability of Stable Diffusion of generating images by
conditioning only on the text: the diffusion process is initialised with random noise, and the prompt
embeddings are used to condition the attention matrices in the denoising steps, steering the diffusion
in order to yield an output that matches the description given by the prompt. ControlNet
2023]] induces stronger spatial consistency between the original and the augmented image
by using an additional network that has been trained to condition the generative process on spatial

guidance (“Canny edges”; 1986)). Finally, InstructPix2Pix [Brooks et al., 2022] aims

to improve diffusion models’ ability to follow editing instructions by fine-tuning it on tuples of

original images, editing instructions, and desired editing outputs.

Single Domain Generalization In Figure[4.4.2] we see that conditioning can have a large impact
on performance. First, we observe that InstructPix2Pix underperforms with respect to other
conditioning mechanisms in most cases. This may be related to the fact that its training set (which is
distilled from Stable Diffusion) contains a limited variety of samples that may supply an inadequate

implementation of a general interventional mechanism. Although ControlNet allows for a better

3Indeed, we observe this phenomenon persists across different hyperparameter settings controlling the strength of
conditioning.
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Figure 4.4.2: SDG Results by Conditioning Mechanism. Results are reported following the same format as

Figure[d.3.1]

spatial control, its performance is similar to or lower than SDEdit in most cases. This might
be expected when considering that this evaluation task does not particularly benefit from the
preservation of spatial features. More surprisingly, we see that Text2Image can be an extremely
effective conditioning technique. The success of this approach indicates that conditioning on an
image may often be a hindrance in approximating the desired domain (for instance, due to the

difficulty of transforming some images to extremely different domains, e.g., from sketch to photo).

Reducing Reliance on Spurious Features All conditioning techniques are useful in reducing
classifier bias. In the aggregate, Text2Image is most effective in doing so across all benchmarks;
whereas other conditioning mechanisms have varying strengths and weaknesses across the different
tasks. For instance, ControlNet’s ability to preserve the spatial features (i.e., the edges) of an
image while modifying other aspects (in this case, the hair colour) yields second-best performance
in CelebA, as the Canny edge detector is designed to omit information about the texture of objects.
While InstructPix2Pix is second-best in removing overreliance on texture and background, it is
not as effective as ControlNet on CelebA. Finally, SDEdit shows middling performance across

all benchmarks: it never performs best (or second-best), but it also never performs the worst.

Retrieval Is Not (Always) Enough. The strong performance we observe when removing source
images from the generative process (i.e., substituting SDEdit for Text2Image) suggests that
Stable Diffusion’s effectiveness is higher when sampling from its approximation of the intervened
distribution without starting from an input image. This raises the question of whether using Stable
Diffusion to generate images is actually necessary: might we achieve similar results by simply using
interventional prompts to retrieve relevant images directly from its original training dataset? To

answer this question, we configure a retrieval baseline to compare the results of generating images
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and retrieving images from Stable Diffusion’s training set using a simple image retrieval systemE]
querying it with the same minimal prompt that is used to generate images (see Figure[C.9.2)). We
observe large differences between the behaviors of the Retrieval method across the tasks we
consider. In SDG, retrieval proves to be an extremely effective technique as shown in Figure [#.4.2]
For example, Retrieval outperforms all other methods on OfficeHome; and on PACS it proves to
be only marginally inferior to Text2Image (M). This is likely because Stable Diffusion’s training
data contains ample data from the classes and domains covered by these benchmarks and it
is relatively easy to retrieve this data. On the other hand, for NICO++ and DomainNet, the
retrieval baseline performance is inferior to Text2Image (M). However, when Reducing Reliance
on Spurious Features, Retrieval underperforms with respect to most generative techniques. This
disagreement suggests that both retrieval and generative approaches are of interest and worth
pursuing for different applications and different downstream tasks, as both have their own unique
advantages and disadvantages. Indeed, beyond performance figures, there are also important practical
distinctions between the two. In favor of retrieval, retrieved images do not generally contain
unrealistic artifacts; and once the retrieval engine has been deployed, it can be significantly faster
than generation. However, such deployment requires massive storage resources (> 200TB) and
relies on highly efficient indexing and computing infrastructure. In contrast, generative models
are significantly more compact in terms of storage (the version of Stable Diffusion we use is
~ 8GB) and do not require a dedicated infrastructure to be run. Finally, we observe that modern
generators can effectively produce samples that combine concepts from their training data in new
ways: in Section [C.9.1] we compare images generated with prompts combining such concepts

against images retrieved with the same prompts.

4.4.2 Post-hoc Filtering

Although the quality of the generated samples of state-of-the-art diffusion models is impressive,
failure cases may still occur and low-quality samples may be generated. Since such samples have
been observed to harm the performance on downstream tasks, [He et al., 2023]] and [[Vendrow et al.,
2023 deploy post-hoc filtering using CLIP [Radford et al.,[2021] to discard them. In the case of
IDA, the generated sample may fail at capturing either the specified class, the conditions of the
environment we aim to simulate, or both. Therefore, we filter images that do not exhibit a high
enough CLIP similarity score with respect to both prompts: one describing the class, the other

describing the domain (“An image of a class” and “domain”, respectively). Before training, we

4Accessible athttps://roml504.github.io/clip-retrieval.
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Figure 4.4.3: CLIP Filtering Results. SDG accuracies averaged across all test domains for different
conditioning strategies (boxes in bold) and CLIP filtering proportions (colors).

remove the samples with scores lower than a given percentile threshold and provide our results
in Figure[d.4.3] Unlike [He et al.,[2023],[Vendrow et al.l[2023]], we do not find that CLIP filtering
yields consistent and substantial improvements. This may be due to the improved performance of

newer generators or the fact that we are considering different tasks (SDG and RRSF). For further

details, full results, and selected examples, see Section [C.4]

4.4.3 Limitations and Future Works

While we observe the effectiveness of synthetic data from generative models in improving robustness
across various challenging benchmarks, we still encounter several limitations. First, there are several
failure modes of different conditioning mechanisms (such as ControlNet and InstructPix2Pix)
and their potential sub-optimal impact on RRSF. (See Section [C.9.4] for qualitative examples of
failure cases where target domains are either out-of-distribution with respect to Stable Diffusion’s
training domain or cannot be easily described via natural-language prompts.) Additionally, the
computational cost is one potential bottleneck: although the inference speed of generative models
has greatly improved over time — and, if current trends continue, might be attenuated to the point of
irrelevance — it remains a concern for current applications. (See Section|C.7|for further discussion.)

Furthermore, although we currently focus only on image classification, we note that all the
methods we explore in this work are also applicable to other computer vision tasks such as object
detection, instance segmentation, and semantic segmentation. While T2I-based interventional data
augmentation can theoretically be applied to these tasks, implementing it successfully presents new
challenges. Specifically, our approach currently only requires conditioning on domain and class

labels via natural language interventional prompts, but extending this method to object detection and
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segmentation tasks would necessitate additional conditioning on pre-specified spatial information,

such as bounding boxes or segmentation maps, as explored by [Wu et al., 2023, Nguyen et al., 2023]].

4.5 Conclusion

In this work, we study the application of T2I generators to performing IDA in two settings, SDG
and RRSF, finding they perform much better than traditional data augmentation techniques. We
carry out a detailed investigation of how various components of the generative process may affect
the results, concluding that the conditioning mechanism is the most important. Finally, we compare

the strengths and limitations of T2I-enabled IDA with those of retrieval.
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PILLAR: How to make semi-private learning
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Abstract

In Semi-Supervised Semi-Private (SP) learning, the learner has access to both public unlabelled
and private labelled data. We propose PILLAR, an easy-to-implement and computationally efficient
algorithm that, under mild assumptions on the data, provably achieves significantly lower private
labelled sample complexity and can be efficiently run on real-world datasets. The key idea is to
use public data to estimate the principal components of the pre-trained features and subsequently
project the private dataset onto the top-k Principal Components. We empirically validate the
effectiveness of our algorithm in a wide variety of experiments under tight privacy constraints
(e < 1) and probe its effectiveness in low-data regimes and when the pre-training distribution
significantly differs from the one on which SP learning is performed. Despite its simplicity, our
algorithm exhibits significantly improved performance, in all of these settings, over all available
baselines that use similar amounts of public data while often being more computationally expensive.
For example, in the case of CIFAR-100 for ¢ = 0.1, our algorithm improves over the most
competitive baselines by a factor of at least two.



5.1 Introduction

In recent years, Machine Learning (ML) models have become an integral part of our daily lives,
commonly trained on vast amounts of sensitive private data to offer services better tailored to
users’ needs. However, this has escalated concerns regarding user privacy. Recent studies [Shokri
et al.,[2017,|Ye et al.,[2022, |Carlini1 et al., |2022a] demonstrate the potential for malicious queries to
ML models to reveal private information. To address this problem, the de-facto standard remedy
is to enforce (e, §)—Differential Privacy (DP) guarantees on the ML algorithms [Dwork et al.,
2006]]. Nonetheless, meeting these guarantees often compromises model utility, unless the volume
of available private training data is significantly increased [Kasiviswanathan et al., 2011}, Blum
et al., | 2005, |Beimel et al., 2013alb, Feldman and Xiao, 2014]. In the context of private learning,
[Chaudhurt et al., 2011}, Bassily et al., [2014a] identified theoretical lower bounds, showing a direct
dependence of this cost on data dimensionality, a connection not seen in non-private learning.

To mitigate this degradation of utility, several techniques have been employed. One approach
is leveraging feature extractors pre-trained on large-scale datasets (presumed public), even if their
data-generating distribution diverges from the private data [Tramer and Boneh, 2021, De et al.,
2022, L1 et al., 2022c|, |Kurakin et al., 2022]. Training a linear classifier atop these pre-trained
features has proven to be both cost-efficient and effective [[Iramer and Boneh, 2021, De et al.,
2022]. Utility gains can also be achieved by deeming part of the private data public, a scenario
known as Semi-Private (SP) learning [Alon et al., 2019, Yu et al., 2021a, Li et al., 2022a, Papernot
et al., 2017, 2018, Nasr et al., [2023]]. Notably, utilizing public data to assist the optimizer [Li
et al., 2022a, Amid et al., 2022, Nasr et al.,|2023]] and to reduce problem dimensionality [Yu et al.,
2021a,bl [Kasiviswanathan, 2021} |Kairouz et al., [2020] are among the most effective strategies in
this context. However, although these techniques have been shown to be effective for large € values
on datasets like CIFAR-10, our experiments over an extensive variety of datasets with varying
amounts of training data and classes suggest that the effectiveness of some of these methods is
limited in more challenging settings like low data and small e.

In this work, we propose a simple SP algorithm called PILLAR and conduct an extensive
empirical study over a wide range of datasets and strict privacy settings to show its effectiveness
over existing methods. The key idea is to use public data to estimate the principal components
of the pre-trained features and subsequently project the private dataset onto the top-k Principal
Components. Despite its simplicity and use of existing techniques like dimensionality reduction [[Yu
et al., 2021a} Kasiviswanathan, 2021]], it outperforms existing methods in these challenging settings.

Beyond its empirical performance, our algorithm also enjoys a provably dimension-independent
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Figure 5.1.1: We compare our algorithm PILLAR with DP-SGD 2022b]], DP-SGD with DP-PCA [Abadi et al}

2016], DP-SGD with JL transformation [Nguyen et al.,[2020]], AdaDPS [[Li et al.,[2022a]), and GEP [Yu et al., 2021a]
on CIFAR-10, CIFAR-100, GTSRB, Flower-16, Dermnet, Pneumonia, and PCAM for € = 0.1. PILLAR consistently

outperforms all baselines, often with a large margin. All methods use features extracted from a ResNet-50 pre-trained
on ImageNet-1K using either Supervised Learning (SL) or Self-Supervised Learning (BYOL [Grill et al., 2020])

sample complexity when learning linear halfspaces, and when the distribution satisfies a low-rank
separability condition outlined in Definition 3]

For practical applications like image classification, we ascertain that pre-trained representations
meet this condition across a diverse range of datasets. As suggested by concurrent research
2022], we validate our algorithm’s efficacy not only against standard benchmarks in DP
literature (e.g., CIFAR-10 and CIFAR-100) but also across various datasets (Figure[5.1.1)) that better
represent the challenges and application domains of private training. Remarkably, our experiments
reveal that our algorithm surpasses several existing state-of-the-art algorithms [Nguyen et al., 2020
Yu et al.| 20214, [Li et al.| 2022a]b]], with various levels of access to public data, across seven
different datasets while remaining computationally economical.

Unlike previous works, our evaluations particularly concentrate on private data distributions (e.g.
traffic signs and medical datasets in addition to object recognition) that significantly deviate from the
pre-training one (ImageNet) and focus on low-data regimes. We posit that testing on such pertinent
benchmarks is crucial to showcase the practical applicability of our algorithm in privacy-sensitive
scenarios. Intriguingly, we observe the benefits of our approach amplify as the privacy guarantees
tighten, i.e., when € is lower. Several practical deployments of DP, especially in the query release
paradigm, have targeted low e[lbut this remains elusive when deploying machine learning models.
We hope our work will accelerate deployment of ML classification models with € < 1.

To summarise, our contributions are the following:

Uhttps://desfontain.es/privacy/real-world-differential-privacy.html
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e We introduce PILLAR, a straightforward, readily-implementable, and computationally in-
expensive SP algorithm. It enhances classification accuracy compared to several existing
competitive algorithms, some of which also exploit dimensionality reduction and semi-private

learning principles.

e For learning half-spaces, we establish that our algorithm attains dimension-independent
private labelled sample complexity with large margin low rank distributions. Significantly,
our results are versatile, accommodating distribution shifts between public and private data,

and adaptable to multiple loss functions.

e We refine privacy evaluation benchmarks for image classification, concentrating on scenarios
that, in our view, hold greater relevance to privacy. These include i) private datasets exhibiting
substantial shift from pre-training (and public) datasets, ii) the availability of limited (private

and public) training data, and iii) stringent privacy regimes (€ < 1)

5.2 Semi-Private Learning

We begin by defining Differential Privacy (DP). DP ensures that the output distribution of a random-
ized algorithm remains stable when a single data point is modified. In this paper, a differentially
private learning algorithm produces comparable distributions over classifiers when trained on

neighbouring datasets. Neighbouring datasets refer to datasets that differ by a single entry. Formally,

Definition 1 (Differential Privacy [Dwork et al., 2006])). A learning algorithm A is (e, )-differential
private, if for any two datasets S, S’ differing in one entry and for all outputs Z, we have,

P[A(S) e Z] <eP[A(S) € Z] +6.

Fore < 1 and § = o (1/n), (e, §)-differential privacy provides valid protection against potential

privacy attacks [Carlini et al., [2022a]].

Differential Privacy and Curse of Dimensionality Similar to non-private learning, the most common
approach to DP learning is through Differentially Private Empirical Risk Minimization (DP-
ERM), with the most popular optimization procedure being DP-SGD [Abadi et al., 2016] or
analogous DP variants of typical optimization algorithms [Asi et al., 2021]]. However, unlike
non-private ERM, the sample complexity of DP-ERM suffers from a polynomial dependence
on the dimensionality of the problem [Chaudhuri et al., 2011, Bassily et al., [2014a]]. Hence,
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we explore slight relaxations to this definition of privacy to alleviate this problem. We show
theoretically (Section [5.3]) and through extensive experiments (Section [5.4] and [5.5) that this is
indeed possible with some realistic assumptions on the data and a slightly relaxed definition of
privacy known as semi-private learning that we describe below. For a discussion of broader impacts

and limitations of this setting, please refer to Section [D.3

5.2.1 Semi-Private Learning

The concept of semi-private learner was introduced in [Alon et al., 2019]. In this setting, the
learning algorithm is assumed to have access to both a private labelled and a public (labelled or
unlabelled) dataset. In this work, we assume the case of only having an unlabelled public dataset.
This specific setting has been referred to as Semi-Supervised Semi-Private learning in [Alon et al.,

2019]. However, for the sake of brevity, we will refer to it as Semi-Private learning (SPL).

Definition 2 ((a, B, €, 6)—semi—private learner on a family of distributions D). An algorithm A is
said to (@, B, €, 8)-semi-privately learn a hypothesis class H on a family of distributions D, if for
any distribution D € D, given a private labelled dataset S of size n" and a public unlabelled
dataset SV of size nY sampled i.i.d. from D, A is (€,8)-DP with respect to St and outputs a
hypothesis h satisfying

P[Py y)~p [h(x) #y] <a] 2 1-8,

where the outer probability is over the randomness of ST, SV, and A.

1
5 Ba
must also be polynomial in % and %. The algorithm is said to be efficient if it

1
’ﬂ’

Further, the sample complexity n* and n¥ must be polynomial in é
L

and the size of the input
space. In addition, n

also runs in time polynomial in -, 7, and the size of the input domain.

A key distinction between our work and the previous study by [Alon et al., 2019] is that
they examine the distribution-independent agnostic learning setting, whereas we investigate the
distribution-specific realisable setting. On the other hand, while their algorithm is computationally
inefficient, ours can be run in time polynomial in the relevant parameters and implemented in
practice on various datasets with state-of-the-art results. We discuss our algorithm in Section[5.2.2]
Relevance of Semi-Private Learning In various privacy-sensitive domains such as healthcare,
legal, social security, and census data, there is often some amounts of publicly available data in
addition to the private data. For instance, the U.S. Census Bureau office has partially released

historical data before 2020 without enforcing any differential privacy guarantees ﬂ It has also been

2https ://www2.census.gov/library/publications/decennial/2020/census-briefs/c2020br-03.
pdf
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observed that different data providers may have varying levels of concerns about privacy [Jensen
et al., 2005]]. In medical data, some patients may consent to render some of their data public
to foster research. In other cases, data may become public due to the expiration of the right
to privacy after specific time limits ﬂ

It is also very likely that this public data may be unlabelled for the task at hand. For example,
if data is collected to train a model to predict a certain disease, the true diagnosis may have been
intentionally removed from the available public data to protect sensitive information of the patients.
Further, the data may had been collected for a different purpose like a vaccine trial. Finally, the
cost of labelling may be prohibitive in some cases. Hence, when public (unlabelled) data is already
available, we focus on harnessing this additional data effectively, while safeguarding the privacy
of the remaining private data. We hope this can lead to the development of highly performant

algorithms which in turn can foster wider adoption of privacy-preserving techniques.

5.2.2 PILLAR: An Efficient Semi-Private Learner

Small
P
Distribution Shift
Lo T T T
. ’
’ Large B Public
Distribution Shift _Frivate Unlabelled
1 Labelled Images

! Imlges

Pre-Training
—

Feature Extractor
(Neural Network)

Public Labelled/Unlabelled
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[

w
(Linear Classifier)

Figure 5.2.1: Diagram describing how PILLAR is applied in image classification (using DP-SGD with
cross-entropy loss in Line 4 of Algorithm E[)

In this work, we propose a (semi-supervised) semi-private learning algorithm called PIL-
LAR (Prlvate Learning with Low rAnk Representations), described in Algorithm([I] Before providing

3https ://www.census.gov/history/www/genealogy/decennial_census_records/the_72_year_
rule_1.html
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Algorithm 1 PILLAR A s (k, £) for learning halfspaces

1: Input: Labelled dataset S L Unlabelled dataset S Y, low-dimension &, L-Lipschitz loss function ¢, high probability
parameter S.

2: Using SY, construct & = Y resv xx'/nY.

Construct the transformation matrix A; whose i

4: Project S with the transformation matrix Ay,

th column is the i eigenvector of X.

(O8]

S,f = {(A,Ix,y) s (x,y) € Sty

5: Obtain vy = ﬂNoisy—SGD (Slf’ l, (6, 6),ﬁ/4)
: Output: Return W = Agvy.

=)}

formal guarantees in Section [5.3] we first describe how PILLAR is applied in practice. Our
algorithm works in two stages.

Leveraging recent practices [De et al.,[2022] Tramer and Boneh, |2021]] in DP training with deep
neural networks, we first use pre-trained feature extractors to transform the private labelled and
public unlabelled datasets to the representation space to obtain the private and public representations.
We use the representations in the penultimate layer of the pre-trained neural network for this purpose.
As shown in Figure the feature extractor is trained on large amounts of labelled or unlabelled
public data, following whatever training procedure is deemed most suitable. For this paper, we
pre-train a ResNet-50 using supervised training (SL), self-supervised training (BYOL [Gr1ll et al.,
2020] and MocoV2+ [Chen et al., 2020b]), and semi-supervised training (SemiSL and Semi-
WeakSL [Yalniz et al., 2019]]) on ImageNet. In the main body, we only focus on SL. and BYOL
pre-training. As we discuss extensively in Section [D.2.8] our algorithm is effective independent
of the choice of the pre-training algorithm. In addition, while the private and public datasets are
required to be from the same (or similar) distribution, we show that the pre-training dataset can
come from a significantly different distribution. In fact, we use ImageNet as the pre-training dataset
for all our experiments even when the distributions of the public and private datasets range from
CIFAR-10/100 to histological and x-ray images as shown in Figure[5.1.T] Recently, [Gu et al., 2023]]
have explored the complementary question of how to choose the right pre-training dataset.

In the second stage, PILLAR takes as input the feature representations of the private labelled
and public unlabelled datasets, and feeds them to Algorithm [I[l We denote these datasets of
representations as S and S U respectively. Briefly, Algorithm projects the private dataset S onto
a low-dimensional space spanned by the top principal components estimated with S, and then
applies gradient-based private algorithms (e.g. Noisy-SGD [Bassily et al., 2014a]] in Section [D.1.T))

to learn a linear classifier on top of the projected features. Algorithm [I| provides an implementation
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of PILLAR with Noisy-SGD, whereas in our experiments we show that commonly used DP-
SGD |[Abadi et al., [2016] is also effective ﬂ

5.3 Theoretical Results

In this section, we first describe the assumptions under which we provide our theoretical results
and show they can be motivated both empirically and theoretically. Then, we show a dimension-

independent sample complexity bound for PILLAR under the mentioned assumptions.

5.3.1 Problem setting

Our theoretical analysis focuses on learning linear halfspaces H¢ in d dimensions. Consider the
instance space Xy = Bg = {x eR?: ||x]], = 1} as the d-dimensional unit sphere and the binary
label space Y = {—1, 1}. In practice, the instance space is the (normalized) representation space

obtained from the pre-trained network. The hypothesis class of linear halfspaces is
H? = {fw(x) = sign ((w, x)) [w € Bg}.

We consider the setting of distribution-specific learning, where our family of distributions
admits a large margin linear classifier that contains a significant projection on the top principal
components of the population covariance matrix. We formalise this as (7, & )-Large margin low
rank distributions.In contrast to the usual low rank assumption on the feature matrix [Song et al.,
2020], large margin low rank distributions can have full rank covariance matrix and generate full
rank feature matrix, as long as the true parameter retains its norm in the low dimensional space

spanned by the first k eigenvectors of the feature’s covariance matrix.

Definition 3 ((y, & )-Large margin low rank distribution). A distribution D over Xy X Y is a
(v, &)-Large margin low rank distribution if there exists w* € Bg such that

y{w*.x) _ .
* Piy)-p [m > y] =1 (Large-margin),
o ||AkAkTw*||2 > 1-¢& (Low-rank separability).

where A is a d X k matrix whose columns are the top k eigenvectors of Ex.p, [X ' X].

4Other state-of-art adaptation of DP optimization algorithms, such as DP-SCO[Asi et al.,[2021] and DP-RAFT[Panda
et al.,[2022]], can also be applied in step 5 of PILLAR for potentially achieving better accuracy (see Section[D.2.6]for
further experiments).

76



$8— SL BYOL A~ Pixel

CIFAR-10 CIFAR-100
1.00+# 1.00 4,
- i, -
b Q.75 A b Q.75
= A =
5 0.50] 5 0.50{
o : \ o
2 0.25/ ' \ 20.251
= _ = ~8 &
0.00 | = 0.00/ , o &
0 1000 2000 3000 0 1000 2000 3000
Dimension Dimension

Figure 5.3.1: Estimate of £ for linear classifiers trained on embeddings of two CIFAR-10 and CIFAR-100
classes, extracted from pre-trained ResNet50s, as well as the raw images (Pixel).

It is worth noting that for every distribution that admits a positive margin 7y, the low-rank
separability condition is automatically satisfied for all k < d with some & > 0. Intuitively, this
condition requires that there is a large margin classifier with significant projection on the top
principal components of the data. However, the low rank separability is helpful for learning, only if
it holds for a small k and small &, simultaneously. These assumptions are both theoretically and
empirically realisable. Theoretically, we show in Section [D.1.5|that a class of commonly studied
Gaussian mixture distributions with full rank covariance matrices satisfies these properties with
k = 2 and & = 0. Empirically, we show in Figure [5.3.1] that pre-trained features satisfy these

properties with small ¢ and k.

Pre-trained features are almost Large-Margin and Low-Rank Figure [5.3.1] shows that feature
representations of CIFAR-10 and CIFAR-100 obtained by various pre-training strategies approxi-
mately satisfy the conditions of Definition 3] To verify the low-rank separability assumption, we
first train a binary linear SVM w* for a pair of classes on the representation space and estimate
& =1- ||A/(A,:w"(||2 as defined in Definition 3l We also compute & when w* is trained on the
pixel space El As shown in Figure images in the representation space are better at satisfying
the low-rank separability assumption compared to images in the pixel space.

>The estimate of &, on pixel space should be taken with caution since classes are not linearly separable in the pixel
space thereby only approximately satisfying the Large Margin assumption.
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Loss function ¢ ‘ Formula ‘ Lipschitzness L,

log ( 1 +e‘y<w"‘>)
log?2

. __ywx)
Scaled hinge loss | max {O, 1 0.9},0(1_50)}

Cross-entropy loss 2

1
0.9y0(1-¢o)

Table 5.3.1: Loss functions we consider in Theorem |1} with their expressions and the associated Lipschitz
constants

5.3.2 Private labelled sample complexity analysis

In this section, we present the theoretical guarantees of PILLAR for Semi-Private learning of
linear halfspaces. We prove that for binary cross entropy loss and hinge loss defined in Ta-
ble PILLAR is (€,6)-DP with respect to the private dataset and achieve high accuracy
in learning linear halfspaces with relatively small number of private labelled data samples. Please
refer to Section for the proof of Theorem [I]

Theorem 1. Let k <d € N,y € (0,1), and & € (0, 1). Consider the family of distributions Dy, ¢,
which consists of all (y, & )-large margin low rank distributions over X4 x M, where y > yo and
& < &. Forany a € (0,1),B € (0,1/4), € € (0,1/vk), and 6 € (0, 1), PILLAR with scaled hinge

loss or cross entropy loss, is an (a, B, €, 8)-semi-private learner for linear halfspaces H 4 on Dy,
v _ log2/p | . _ =(LeVk
n =0|————=|.n"=0
(1-&0)2A7 73

where Ay denote the gap between the k™ and the k + 1™ eigenvalue of the population covariance

with sample complexity

matrix, and Ly is the Lipschitz coefficient of the loss function tﬁ

Table [5.3.1] provides a summary of two loss functions and the associated Lipschitz coefficients.
Notably, the Lipschitz coefficient L, = m for the scaled hinge loss varies with the distributional
parameters yo and &. In contrast, for cross-entropy loss, L, remains fixed at 2. Hence, PILLAR with
scaled hinge loss is inherently designed to better harness the large margin property of the distribution
with large yp and small &. On the other hand, PILLAR with cross entropy loss reflects the
experiments more closely.

As discussed in Section [5.3.1] the feature representations of images, obtained from pre-trained
neural networks, usually satisfy the properties of large-margin low rank distributions (Figure [5.3.1).

Thus, in practical implementation, the private and public datasets refer to private and public

®Note that O neglects the logarithmic terms associated with (15 and é
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representations, as shown in Figure Note that while Theorem [1|only guarantees (€, 5)-DP
on the set of private representations (see Figure , this guarantee can also extend to (€, 5)-DP
on the private labelled image dataset. See Section [D.1.2] for more details.

As a concrete instance of the application of Theorem [I| we formally define a family of
distributions based on gaussian mixtures, referred to as large margin Gaussian mixture distri-
butions, in Section [D.1.5] For this family of distributions, we demonstrate through Theorem [I]
that PILLAR significantly reduces the private sample complexity from O( Vd) to O(1).

5.3.3 Distribution shift between private and public datasets

PILLAR also provides theoretical guarantees when the private and public representations come
from similar, but not identical distributions. In this case, private sample complexity also depends
on the Total Variation (TV) distance, say 1 between the two distributions. An informal theorem is
presented below in Theorem [2| while the formal result can be found in Section

Theorem 2. Let k,d, vy, &0, Dy g0 @, B €, nt nY and 6 be defined as in Theorem|l| Additionally,
consider any n € [0,9(1-0)Ax/140). Then PILLAR with scaled hinge loss satisfies the same
guarantees as Theorem|l|with 1/L, = 7y (1 - & — 194—AO:) as long as the distributions of the private

and public datasets are within n Total variation.

5.3.4 Comparison with existing theoretical results and discussion

Existing works have offered a variety of techniques for achieving dimension-independent sample

complexity. In the following, we review these works and compare them with our approach.

Generic private algorithms  [Bassily et al., 2014b]] proposed the Noisy SGD algorithm Anoisy-sGD
that can privately learn linear halfspaces with margin y on a private labelled dataset of size
O(Vd/aey). Recently, [Li et al., 2022b] showed that DP-SGD, a slightly adapted version of
HAnoisy-sGD» can achieve a dimension independent error bound under a low-dimensionality as-
sumption termed as Restricted Lipschitz Continuity (RLC), which is more restrictive than our
low-rank separability assumption. Similar results were showed in [Song et al., [2021]. However,
these methods cannot utilise public unlabelled data. [Nasr et al., [2023]] leverages public data for
gradient clipping in DP-SGD. However, their method does not achieve dimension-independent
error bound. The generic semi-private learner in [Alon et al., 2019] leverages unlabelled data to

reduce the infinite hypothesis class to a finite @-net and applies exponential mechanism [McSherry
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and Talwar, 2007]] to achieve (e, O)—DP. Nonetheless, it is not computationally efficient and still

requires a dimension-dependent labelled sample complexity O (4/ae).

Dimension reduction based private algorithms Perhaps, most relevant to our work, [Nguyen
et al., [2020] applies Johnson-Lindenstrauss (JL) transformation in the input space to reduce the
dimension of a linear halfspace with margin y from d to O (1/y) while preserving the margin in
the lower-dimensional space. Private learning in the transformed low-dimensional space requires
O (1/aey?) labelled samples. Our algorithm removes the quadratic dependence on the inverse of
the margin but pays the price of requiring the linear separator to align with the top few principal
components of the data. Specifically, the benefit in private sample complexity is significant when
k = o (log(n)/4?), which is a realistic condition as k is often independent of n and y is usually small.

Another approach to circumvent the dependency on the dimension is to apply dimension reduc-
tion techniques directly to the gradients. For smooth loss functions with p-Lipschitz and G-bounded

gradients, [Zhou et al., 2021] showed that applying PCA in the gradient space of DP-SGD [Abadi

kpG> p>G*logd
we + @ :

et al., 2016] achieves dimension-independent labelled sample complexity 0(
However, this algorithm is computationally costly as it applies PCA in every gradient-descent step
to a matrix whose size scales with the number of parameters. [Kasiviswanathan, 2021]] proposed
a computationally efficient method by applying JL transformation in the gradient space. While
their method can eliminate the linear dependence of DP-SGD on dimension when the parameter
space is the £-ball, it leads to no improvement for parameter space being the £»-ball as in our
setting. Gradient Embedding Perturbation (GEP) by [Yu et al., 2021al] is another computationally
efficient method that exploit the low-dimensionality of the gradient space with public unlabelled
data. However, their analysis yields dimension independent guarantees only when a strict low-rank
assumption of the gradient space is satisfied. Similar assumptions were leveraged by [Kairouz
et al., 2020] who proposed a private adaptive gradient method to achieve dimension independent
error bounds. Their final error bounds are very similar to [Song et al., 2021]]. We compare the
assumptions in more detail in Section

Private PCA (DP-PCA) Another natural algorithm is to first project the private labelled data
to its top k principal components estimated using DP-PCA on both the private and the public
data, and then apply DP-SGD to learn a linear classifier in the k-dimensional space [Abadi et al.,
2016]). However, estimating the top principal components using DP-PCA on O(nY + nt) samples in
Theoremintroduces an irreducible error of () [min {y(z)d, ﬁ}) in the estimated space (Theorem

5.4 of [Liu et al., 2022a]]), making the lower-dimensional space linearly inseparable for large d.
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Hence, the classification error of any linear classifier in the low dimensional space does not converge
to zero using the same amount of data required for PILLAR.
Importantly, we compare against these algorithms in our experiments and show a consistent

improvement, often by a wide margin, on a variety of datasets.

Non-private learning and dimensionality reduction It is interesting to note that our algorithm
may not lead to a similar improvement in the non-private case. We show a dimension-independent
Rademacher-based labelled sample complexity bound for non-private learning of linear halfspaces.
We use a non-private version of Algorithm [I]by replacing Noisy-SGD with Gradient Descent using
the same loss function. As before, for any yg € (0,1),& € (0,1), let D,, ¢, be the family of

distributions consisting of all (y, & )-large margin low rank distributions with y > y and & < &.

Proposition 3 (Non-DP learning). For any «,f € (0,1/4), and distribution D € D, ¢, given a
labelled dataset of size O (1/ze?) and unlabelled dataset of size O (log 3/ (yoAk)z), the non-private
version of A(k, ) produces a linear classifier w such that with probability 1 —

Pp[y(w,x) < 0] < e,

where { = yo(1 - &).

The result follows directly from the uniform convergence of linear halfspaces with Rademacher
complexity. For example, refer to Theorem 1 in [Awasthi et al.,|2020]. The labelled sample complex-

ity in the above result shows that non-private algorithms do not significantly benefit from decreasing

dimensionalit We find this trend to be true in all our experiments in Figure|5.4.1{and [5.4.2|

In summary, our algorithm is computationally efficient and under certain (realistic) assumptions
on the data, yields dimension independent private sample complexity. We also show through a
wide variety of experiments in the following sections that the results transfer to practice in both

common benchmarks as well as many newly designed challenging settings.

5.4 Results on Standard Image Classification Benchmarks

In this section, we report performance of PILLAR on two standard benchmarks (CIFAR-10 and
CIFAR-100 [Krizhevsky, 2009]) for private image classification. We demonstrate that in this

setting, PILLAR outperforms all the competing methods. The improvement is especially remarkable

"However, this bound uses a standard Rademacher complexity result and may be lose. A tighter complexity bound
may yield some dependence on the projected dimension.
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for low € values where there is a significant margin for improvement. For moderate values of

€, the improvement is more modest.

5.4.1 Experimental setting

The resolution difference between ImageNet-1K and CIFAR images can negatively impact the
performance of training a linear classifier on pre-trained features. To mitigate this issue, we pre-
process the CIFAR images using the ImageNet-1K transformation pipeline, which increases their
resolution and leads to significantly improved performance. This technique is consistently applied
throughout the paper whenever there is a notable resolution disparity between the pre-training
and private datasets. For further details and discussions on pre-training at different resolutions,
please refer to Section

We diverge from previous studies in the literature, such as those conducted by [De et al., 2022,
Tramer and Boneh, 2021, Kurakin et al., 2022], by not exclusively focusing on values of € > 1.
While a moderately large € can be insightful for assessing the effectiveness of privately training
deep neural networks with acceptable levels of accuracy, it is important to acknowledge that a large
value of € can result in loose privacy guarantees and consequently lack of willingness to share
data [Nanayakkara et al., 2023]] . The seminal work of [Dwork, 201 1]] emphasizes that reasonable
values of € are expected to be less than 1. Moreover, [ Yeom et al., 2018]] and [Nasr et al., 2021] have
already highlighted that € > 1 leads to loose upper bounds on the success probability of membership
inference attacks. Finally, several recent deployments of DP have use values of € smaller than lﬂ
Consequently, we focus on € € {0.1,0.3,0.7, oo}, where € = co corresponds to the public training
of the linear classifier. Nevertheless, for completeness and consistency with the current literature,
we also present additional results for higher e = {1, 2} in Section

5.4.2 Comparison with Existing Methods

We now compare the performance of PILLAR against several baselines that also leverage either pub-
lic data or dimensionality reduction or both. We use the same PRV accountant for all methods [[Gopi1
et al., 2021al]. For a comprehensive discussion on implementation details and the cross-validation

ranges for hyper-parameters across all methods, refer to Section

8https://desfontain.es/privacy/real-world-differential-privacy.html
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Figure 5.4.1: DP training of linear classifier on SL pre-trained feature using the PRV accountant. For
non-DP training (e = o0), accuracy increases as dimension increases; opposite occurs for DP training
(e ={0.1,0.3,0.7}). For results on additional feature-extractors see Section|[D.2.3

‘ Public Data ‘ SL Pre-training BYOL Pre-training

Datasets CIFAR10 CIFAR100 Flower-16 GTSRB Dermnet PCAM Pneumonia

€ 0.1030.7 0.10.30.7 0.10.30.7 0.10.30.7 0.10.30.7 0.10.30.7 0.10.30.7
DP-SGD None 76.8 81.4 83.7 13.236.450.9 462722824 36.046.8 59.6 14.422.428.0 80.1 81.4 81.6 71.373.679.2
DP-PCA None 72.177.581.2 10.234.948.3 46.2 69.6 76.1 35.150.0 58.0 15.422.927.6 80.181.981.1 66.7 68.3 79.3
JL None 76.1 82.1 84.1 13.737.651.3 43.570.4 80.9 36.353.362.1 14.322.328.1 78.378.779.7 65.270.076.9
GEP Unlabelled 80.183.284.5 12.441.245.2 59.178.582.8 38.758.261.2 18.324.6 27.7 79.1 82.0 81.7 75.978.582.9
AdaDPS Labelled 66.3 80.9 83.2 13.033.239.4 30.269.475.9 24.149.1544 8.221.124.6 78.279.381.4 76.474.281.3
OURS Unlabelled 81.2 84.0 85.5 28.348.0 53.9 67.3 81.8 85.1 46.3 59.1 66.0 19.526.429.1 82.6 82.6 82.7 83.4 84.385.7

Table 5.4.1: Empirical comparison of PILLAR (OURS) against several baselines with different assumptions
about the availability of public data. For the first four datasets (CIFAR-10, CIFAR-100, Flower-16, GTSRB),
we use a SL pre-trained feature extractor, as it yields the best performance. For the last three datasets (Dermnet,
PCAM, Pneumonia) we use a BYOL pre-trained feature extractor. In all cases, PILLAR outperforms all
baselines under several levels of tightness of the privacy constraints (e = {0.1,0.3,0.7}). Baselines are
implemented with the official, publicly available implementation when available. We use the PRV accountant.
See Section [D.2.7] for more details.

Baselines We consider the following baselines:

e DP-SGD [Abadi et al., 2016, L1 et al., 2022b]]: Trains a linear classifier privately using
DP-SGD on the pre-trained features.

e JL [Nguyen et al., 2020]: Applies a Johnson-Lindenstrauss (JL) transformation (without
utilizing public data) to reduce the dimensionality of the features. We cross-validate various

target dimensionalities and report the results for the most accurate one.
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o AdaDPS [Li et al.,|2022a]]: Utilizes the public labeled data to compute the pre-conditioning
matrix for adaptive optimization algorithms. Since our algorithm does not require access
to labels for the public data, we consider this comparison; nevertheless we report their

performance.

e GEP [Yuetal.,2021a]: Employs the public unlabeled data to decompose the private gradients
into a low-dimensional embedding and a residual component, subsequently perturbing them

with noise of different magnitudes.

e DP-PCA [Abadi et al., [2016] applies a step of DP-PCA (which consumes a fraction of the
privacy budget) to compute the PCA components and then trains a linear classifier. We

consider using 1%, 25%, 50% of the privacy budget and report the results for the best choice.
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Figure 5.4.2: Test Accuracy of DP classification on Flower-16, GTSRB, Dermnet, PCAM, and Pneumonia
for best pre-training algorithm (SL pre-training for Flower-16 and GTSRB and BYOL for the remaining.).
For results on additional feature-extractors refer to Section @}

Whenever public data is utilized, we employ 10% of the training data as public and remaining
data as private. The official implementations of AdaDPS and GEP are used for our comparisons.
Compared to baselines like AdaDPS and GEP, PILLAR introduces only one hyperparameter
(the dimensionality k), making it less computationally expensive to cross-validate (as discussed
in Section [D.2.2)). It is also extremely simple to implement, and therefore less prone to bugs
that may invalidate the privacy guarantees.

In Section[D.2.4] we discuss PATE [Papernot et al., 2017, 2018] and the reasons for not including
it in our comparisons. For a detailed comparison with the work of [De et al., 2022], including
the use of a different feature extractor to ensure a fair evaluation, we refer to Section [D.2.2]
where we demonstrate that our method is competitive, if not superior, while enjoying significantly

more computational efficiency.
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Results In Table we compare our approach with other methods in the literature. Our results
suggest that reducing dimensionality by using the JL transformation can only marginally (< 1% for
both CIFAR-10 and CIFAR-100) improve over DP-SGD and sometimes even perform worse than
DP-SGD. This may be attributed to the higher sample size required for the JL lemma to provide
meaningful guarantees. Similarly, employing public data to pre-condition an adaptive optimizer does
not result in improved performance for AdaDPS in most settings. The most competitive baseline
is often GEP, however PILLAR consistently outperforms all of them often with large margins. For
instance, consider the challenging setting of CIFAR-100 with € = 0.1. The performance of DP-
trained classifiers is particularly low on this dataset because there are only 500 samples for each class.
DP-SGD only achieves 13.2% accuracy for € = 0.1 whereas non-private accuracy is more than 80%.
In this case no baseline yields performance significantly superior to DP-SGD except PILLAR, which
is accurate by more than a factor of two. For € = 0.3, PILLAR outperforms the strongest baseline,
GEP, by 6.8%. For € = 0.7, DP-SGD is again the strongest-baseline, and we outperform it by 3.0%.

5.4.3 Reducing dimension of projection k helps private learning

In Figure we present the test accuracy of private and non-private trianing on CIFAR-10 and
CIFAR-100 as the dimensionality of projection (PCA dimension) varies, with an initial embedding
dimension of k = 2048. The principal components are computed on a public, unlabelled dataset that
constitutes 10% of the full dataset, as allowed by Semi-Private Learning in Definition @ Our results
demonstrate that private training benefits from decreasing dimensionality, while non-private training
either suffers in performance or remains stagnant. For example, using the SL feature extractor at
€ = 0.1 on CIFAR-10, the test accuracy of private training reaches 81.21% when k = 40, compared
to 76.9% without dimensionality reduction. Similarly, for CIFAR-100 with the SL feature extractor
at € = 0.7, the accuracy drops from 53.98% at k = 200 to 50.83% for the full dimension.

This observed dichotomy between private and non-private learning in terms of test accuracy and
projection dimension aligns with Theorem [I]and Proposition [3] Theorem [I]indicates that the private
test accuracy improves as the projection dimension decreases, as depicted in Figure For
non-private training with moderately large dimension, (k > 520), the test accuracy remains largely
constant. We discuss this theoretically in Proposition [3] The decrease in non-private accuracy for
very small values of £ is attributed to the increasing approximation error (i.e. how well can the best
classifier in k dimensions represent the ground truth). This difference in behaviour between private
and non-private learning for decreasing k values consistently holds in all our experiments and is

one of the interesting observations of this paper. While we have demonstrated the effectiveness
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of our algorithm on the CIFAR-10 and CIFAR-100 benchmarks, as discussed in Section @ we

acknowledge that this evaluation setting may not fully reflect the actual objectives of private learning.

5.5 Experimental Results Beyond Standard Benchmarks

In line with concurrent work [Tramer et al., |2022], we raise concerns regarding the current
trend of utilizing pre-trained feature extractors for differentially private training [De et al., 2022,
Tramer and Boneh, 2021]. It is common practice to evaluate differentially private algorithms
for image classification by pre-training on ImageNet-1K and performing private fine-tuning on
CIFAR datasets [De et al., 2022, [Tramer and Boneh, 2021]]. However, we argue that this approach
may not yield generalisable insights for privacy-sensitive scenarios. Both ImageNet and CIFAR
datasets primarily consist of everyday objects, and the label sets of ImageNet are partially included
within CIFAR. Such a scenario is unrealistic for many privacy-sensitive applications, such as
medical, finance, and satellite data, where a large publicly available pre-training dataset with similar
characteristics to the private data may not be accessible.

Moreover, public datasets are typically large-scale and easily scraped from the web, whereas
private data is often collected on a smaller scale and subject to legal and competitive constraints,
making it difficult to combine with other private datasets. Additionally, labeling private data,
particularly in domains such as medical or biochemical datasets, can be costly. Therefore, evaluating
the performance of privacy-preserving algorithms requires examining their robustness with respect
to small dataset sizes. In order to address these considerations, we assess the performance of our
algorithm on five additional datasets that exhibit varying degrees of distribution shift compared to
the pre-training set, as described in Section [5.5.1] Furthermore, we also demonstrate the robustness
of our algorithm to minor distribution shifts between public unlabeled and private labeled data.
In Section[5.5.2] we show our algorithm is also robust to both small-sized private labeled datasets

and public unlabeled datasets.

5.5.1 Effectiveness under Distribution Shift

Distribution Shift between Pre-Training and Private Data We consider private datasets that
exhibit varying levels of dissimilarity compared to the ImageNet pre-training dataset: Flower-16 [Flo,
2021]], GTSRB [Houben et al., 2013]], Pneumonia [Kermany et al., 2018]], a fraction (12.5%) of
PCAM [Veeling et al., 2018], and DermNet [Der, 2019]. In Figure [5.1.1] we provide visual samples
from each of these datasets. Flower-16 and GTSRB have minimal overlap with ImageNet-1K, with

only one class in Flower-16 and 43 traffic signs aggregated into a single label in ImageNet-1K. The
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Pneumonia, PCAM, and DermNet datasets do not share any classes with ImageNet-1K. We also
observe that, given a fixed pre-training distribution and model, different training procedures can
have a different impact in the utility of the extracted features for each downstream classification
task. Therefore, for each dataset we report the best performance produced by the most useful
pre-training algorithm. Results for all the 5 pre-training strategies we consider and a discussion
of how to choose them is relegated to Section [D.2.§]

From Table [5.4.1) we can see PILLAR outperforms all the considered baselines for all the
€ values on all datasets. Before providing a more detailed discussion of the results, we would
like to emphasize that no baseline consistently achieves the best performance across all these
settings, in contrast to PILLAR, which proves to be a more consistent and widely applicable
algorithm. On Flower-16, PILLAR achieves remarkable improvements. For € = 0.1, it outperforms
the strongest baseline (GEP) by 8.2%. Similarly, on GTSRB we attain improvements of 3.9%
over the runner-up (JL) for € = 0.7 and 8.4% with respect to GEP for € = 0.1. In the case of
PCAM, although the relatively large training set size and the simplicity of the binary classification
problem allows all classifiers to produce moderately high levels of accuracy (approximately
80%), our method is the only one to maintain an accuracy of approximately 82.6% across all
the considered € values, thus alleviating the utility degradation incurred by imposing tighter privacy
constraints. In contrast, the Pneumonia dataset is a binary classification dataset with significantly
less training data. In this case, competing techniques incur a significantly larger utility cost. For
€ = 0.1, the strongest baseline (AdaDPS) achieves 76.4%, while our method achieves 83.4%. In
summary, PILLAR consistently achieves the highest performance, often by a large margin, among
all baselines for a wide range of datasets.

In Figure we demonstrate that reducing the dimensionality of the pre-trained models
enhances differentially private training, irrespective of the private dataset used. Dimensionality
reduction has a more pronounced effect on performance when tighter privacy constraints are imposed.
It is worth noting that using dimensionality reduction can significantly degrade performance for
non-DP training, similar to what we observed in CIFAR-10 and CIFAR-100.

When to use labels in pre-training We also investigate the impact of different pre-training
strategies on DP test accuracy. In our experiments, we have observed that some pre-trained models
are more effective than others for specific datasets. To measure the maximum attainable accuracy
with a publicly trained classifier, we compute the drop in performance, observed by training
a DP classifier on BYOL pre-trained features, and the drop in performance for SL pre-trained
features. We then plot the fractional reduction for both BYOL and SL across all the datasets
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Figure 5.5.1: Comparing the difference between the maximum attainable test accuracy with a publicly trained
linear classifier and a DP trained linear classifier between using SL. and BYOL pre-trained networks for
different datasets. SL suffers a smaller drop in accuracy is more useful when the fine-tuning dataset contains
daily-life objects and semantically overlap with ImageNet-1K, BYOL performs better otherwise otherwise.

for € = 0.1 in Figure [5.5.1] In Figure [D.2.4] we compare the relative reduction in performance
when using Semi-supervised pre-training and BYOL pre-training. We find that datasets with daily-
life objects and semantic overlap with ImageNet-1K benefit more from leveraging SL features
and thus have a smaller reduction in accuracy for SL features compared to BYOL features. In

contrast, datasets with little label overlap with ImageNet-1K benefit more from BYOL features,

consistent with findings by [Shi et al., 2023].

CIFAR10 CIFAR100

e-training
PCA Dati SL BYOL | SL BYOL

In-distribution | 81.21 72.33 | 283  19.98

CIFAR-10v1 81.18 73.24 | 28.19 19.61

Table 5.5.1: Distribution Shift between public (PCA) and private data: Comparison between using the same amount of
in-distribution data (i.e. 10% of CIFAR-10 and CIFAR-100 respectively) and CIFAR-10v1 for computing the PCA
projection (e = 0.1).
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Figure 5.5.2: For the GTSRB and CIFAR-100 datasets, in the central panel we report how the test
accuracy varies as the amount of available private training data decreases (fraction of available data in
{0.05,0.1,0.25,0.5,0.75}) for e = 0.1 and 0.7. We then select the cases in which 10% and 50% of the samples
are available (left orange and right pink panels, respectively) and compare how PILLAR (solid bars) behaves
with respect to DP-SGD (dashed bars). As it can be seen, PILLAR can alleviate the utility degradation caused
by the reduced availability of private training data.

Distribution Shift between SU and S* We demonstrate the effectiveness of our algorithm
even when the public unlabeled data (used for computing the PCA projection matrix) is sourced
from a slightly different distribution than the private labeled dataset. Specifically, we utilize the
CIFAR-10v1 [Recht et al [2018b]] dataset and present the results in Table [5.5.1]

Notably, CIFAR-10v1 consists of only 2000 samples (4% of the training data), yet the results
for both CIFAR-10 and CIFAR-100 remain essentially unchanged. This finding indicates that
the data used to compute the PCA projection matrix does not necessarily have to originate from
the same distribution as the private data and underscores that large amounts of public data are

not required for our method to be effective.

5.5.2 Effectiveness in Low-Data Regimes

In privacy-critical settings such as medical contexts, there is often a limited availability of training
data. For instance, the DermNet and pneumonia datasets contain only 12,000 and 3,400 training
data points, respectively, which is significantly smaller compared to datasets like CIFAR-10
with 50,000 samples. To examine the impact of reduced data (both private labeled and public
unlabeled) on privacy, in this section we conduct ablations using varying fractions of public

and private training data.

Less public unlabelled data We demonstrate the robustness of our algorithm to reduced amounts

of public unlabeled data used to compute the Principal Components.
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CIFAR10 GTSRB

Pre-training
PCA Data S BYOL | SL BYOL
1% 79.93 7227 | 4559 3591
5% 81.02 72.33 | 45.64 35.88
10% 81.21 72.33 | 4632 3597

Table 5.5.2: Varying amounts of public (PCA) data: Performance of PILLAR with varying amounts of public (in
distribution) data for computing the PCA projection (e = 0.1). The amount of public data is presented as a fraction of
the whole available dataset.

In Table[5.5.2] we show the results of this ablation. As it can be seen, reducing the available
public data does not yield dramatic variations in performance under the tightest privacy guarantees
we consider (e = 0.1). For instance, for CIFAR-10 and GTSRB using a BYOL trained feature
extractor, we observe the performance does not vary at all when the amount of available public data
is reduced from 10% to 5% and 1%. For a SL trained feature extractor, we observe the performance
only marginally decreases. For GTSRB, the performance reduces only by 0.93% when passing from
10% to 1% available public data, and of 1.28% on CIFAR-10 in the same setting.

Less private labelled data In Figure we present the performance of private and public
training using different percentages of labeled private training data for CIFAR-100 and GTSRB.
Our results indicate that under stringent privacy constraints (e € {0,7,0.1}), the performance of
DP training, without dimensionality reduction (DP-SGD), is considerably low. Conversely, even
with a small percentage of training data, non-DP training demonstrates relatively high performance.
By applying our algorithm in this scenario, we achieve significant performance improvements
compared to using the full-dimensional embeddings. For instance, applying PCA with with &k = 40
dimensions enhances the accuracy of our proposed algorithm from 7.53% to 18.3% on 10% of
CIFAR-100, with € = 0.7 using the SL feature extractor. Similar improvements are also shown
for GTSRB: when 10% of the data is available, the test accuracy improves from 27.3% to 38.4%

for e = 0.7. To a smaller extent, improvements can be also observed when € = 0.1.

5.6 Conclusion

In this paper, we consider the setting of semi-private learning where the learner has access to public
unlabelled data in addition to private labelled data. This is a realistic setting in many circumstances
e.g. where some people choose to make their data public. Under this setting, we proposed a new

algorithm to learn linear halfspaces. Our algorithm uses a mix of PCA on unlabelled data and DP
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training on private data. Under reasonable theoretical assumptions, we have shown the proposed
algorithm is (€, )-DP and provably reduces the sample complexity. In practical applications, we
performed an extensive set of experiments that show the proposed technique is effective when
tight privacy constraints are imposed, even in low-data regimes and with a significant distribution
shift between the pre-training and private distribution. In particular our algorithm consistently

outperforms existing methods, often by a wide margin.
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Abstract

Vision-Language Models (VLMs) have made remarkable progress in document-based Visual
Question Answering (i.e., responding to queries about the contents of an input document provided
as an image). In this work, we show these models can memorize responses for training samples
and regurgitate them even when the relevant visual information has been removed. This includes
Personal Identifiable Information (PII) repeated once in the training set, indicating these models
could divulge memorised sensitive information and therefore pose a privacy risk. We quantitatively
measure the extractability of information in controlled experiments and differentiate between cases
where it arises from generalization capabilities or from memorization. We further investigate the
factors that influence memorization across multiple state-of-the-art models and propose an effective
heuristic countermeasure that empirically prevents the extractability of PII.
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Figure 6.1.1: A malicious user may prompt a Vision-Language Model (VLM) to reveal secret information
about a victim by generating a copy of the original document with the secret information missing (black
box). If the secret was part of the training question-answer pairs, the VLM may respond correctly. For ethical
reasons, we anonymize (grey boxes) personal information of a DocVQA [Mathew et al.|[2021]] sample on
which the attack is successful for the Donut model [Kim et al., 2022]]. The answer is repeated only once in the
whole training set, yet it is memorized.

6.1 Introduction

Document-Based Visual Question Answering [Mathew et al., 2021]—the task of answering
questions about the content of documents presented as visual inputs—has witnessed remarkable
advancements in recent years, with modern Vision-Language Models (VLMs) gaining the ability
to comprehend textual information exclusively from visual cues and provide accurate responses
[Davis et al.l 2022, |Lee et al., 2023, [Kim et al., 2022, |Chen et al., 2023b,al, | GPT].

However, our paper exposes a concerning behavior of these models: even when the answer
to a question is explicitly removed from the input image and is unique or sporadically repeated
across the training set, the VLM can still provide the correct response. This ability, which we refer
to as extractability of the answers given some input context, indicates that the VLM may have
either memorized the answer from a specific training sample [Feldman, 2019, |Carlini et al., 2023a,
Lukasik et al., 2023]] or learned a distributional shortcut that allows to infer it from spurious features
[Jabri et al., 2016, N1u et al., 2021, Goyal et al., 2017, Dancette et al., 2021, Tito et al., 2023]. We
show that, in some cases, sensitive information can be extracted even when it appears only in a
single training sample (see Figure[6.1.1)). In order to fix this unintended behaviour of the models,
we introduce a simple mitigation strategy that reduces the amount of extractable PIIs to zero.

In this study, we investigate this phenomenon across three state-of-the-art Document-Based
VQA models: Donut [Kim et al., [2022]], Pix2Struct [Lee et al., [2023]] and PALI-3 [|Chen et al.,
2023b]). We evaluate their behaviour on the popular Document Visual Question Answering

(DocVQA) dataset [Mathew et al., 2021], which consists of a public collection of pages from



industrial documents accompanied by questions and answers for a purely extractive purpose
(i.e., the task only necessitates reading the document without any additional reasoning). We
propose a series of controlled experiments on in-distribution canaries, enabling us to address
the following key questions:

e What type of training information can be extracted from Document-Based VQA sys-
tems? In Section @ we show that, among the extractable answers, some are only present
once in the training set. In some cases, extractable information is PII.

e Can we distinguish between extractable answers arising from generalization and memo-
rization? In Section[6.4] we propose an efficient technique to attribute extractability to either
memorization or generalization, and find that each phenomenon is responsible for some of
the data we extract.

e How do different modalities, contextual information and training conditions influence
extractability? In Section [6.5] we highlight two key factors that favour extractability: (low)
image resolution at training time, and access to the exact training question. In contrast, we
find that access to partial information about training images is less important for extractability.

o Are there effective countermeasures? In Section 6.6 we evaluate multiple heuristic defenses.
We show that training a model to abstain from responding when the answer is not visually

present in an input effectively mitigates extraction of PIIs.

6.2 Related Work

The concerning phenomenon we observe in Figure[6.1.1]can be seen as an extension to the VQA
setting of the notion of training data extraction that has been observed in generative models for
text [[Carlini et al., 2021} 2023al Kandpal et al.,|2022] and images [Carlini et al.,|2023bl Somepalli
et al., 2023b]]. These works primarily focus on showcasing the ability to extract near-exact copies
of entire training samples from a model. In contrast, we focus on partial extraction of information
from a VQA model and aim to distinguish between extraction attempts that succeed due to the
memorization or generalization capabilities of the considered models. To provide context for our

definitions and experimental setup, we start with a concise overview of relevant literature.
Training data extraction from generative models. Large Language Models (LLMs) can mem-

orize and regurgitate training data [[Carlini et al., 2021} 2023a, |Chen et al., 2020a], even when
no overfitting occurs (on average) [Tirumala et al.| [2022].
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Similarly, text-to-image generators like Stable Diffusion can reproduce training data when
prompted with captions seen during training [Somepalli et al., 2023a)b, Carlini et al., 2023b]. For
both text and image generators, the ability to extract a sample appears to depend heavily on the
number of duplicates of that sample in the training set [Carlini et al., [2023a], even though some
uniquely-occurring samples can also be extracted [Carlini et al., 2021].

While no prior work has (to our knowledge) studied whether private training samples can be
extracted from VQA systems, some studies have shown that language models can learn to infer
sensitive information such as gender or nationality of a person from other contextual clues or
distributional shortcuts [Plant et al., 2022]], and that VQA systems can memorize information shared
across many training samples [Tito et al., 2023]]. These works thus exploit the model’s legitimate
generalization properties rather than the memorization notion we analyse in this work. (For further

discussion about distributional shortcuts, refer to Section [E.5.2).

Defining memorization. Disentangling memorization and generalization is a challenging task. A
widely accepted definition is the counterfactual notion proposed by |[Feldman|[2019], which defines
memorization as the difference in performance of a model on some sample, comparing the cases in
which a sample is in the training set or not. Unfortunately, empirically measuring this counterfactual
score is expensive, as it requires training a large number of models, including and excluding the
training sample in question [Lukasik et al.| 2023, Feldman and Zhang| 2020, Zhang et al., 2021b].
In our paper, we follow a more efficient heuristic adopted by prior works, where counterfactual
memorization is estimated by comparing the performance of just two models, one trained on a dataset

containing the considered sample and one not containing it [Carlini et al., 2021} |Guo et al., [2023]].

6.3 Experimental Setting

Document-based visual question answering. Given an input image representing a document
I and a question about its content Q whose correct answer is a, the goal of a Document-Based
VQA model f is to produce an answer & = f(I, Q) such that & = a. This is done by training the
model on a dataset D" = {(1;, Q;, ai)}?’: , to maximize the likelihood of the correct response a;
given the input image-question pair (7;, Q;). To simplify notation and improve readability, unless
referring to specific samples is crucial for clarity, we often suppress the sample index i. For a

thorough literature review about these systems, refer to Section
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Figure 6.3.1: Four examples of Personally Identifying Information (PII) extractable by Donut (first two
samples from left) and Pix2Struct-L (last two samples from right). A malicious user may query the model to
reveal the PII by using a scan of the document from which the PII has been removed (black in the image). We
anonymize personal information using gray boxes.

Dataset. We focus on the DocVQA dataset [Mathew et al., 2021]], which contains images of
real-world documents with diverse formats (e.g., letters, advertisements, reports, tickets etc.). We
focus on this dataset for two reasons: (1) It is representative of privacy-sensitive tasks, and contains
multiple forms of PII (see Section [E.4)); (2) it contains questions that are purely extractive [Mathew
et al.,|2022], meaning the answer is always explicitly written in the document. This makes it easier
to automatically detect and eliminate parts of the input image that are necessary to answer a question,
which forms the basis of our memorization test. This process would be harder for datasets that

require abstract reasoning or external knowledge to answer questions.

Models. We consider three end-to-end state-of-the-art systems capable of directly processing the
input image document, comprehending its contents, and producing a relevant response: 1) Donut
[Kim et al., [2022], among the first end-to-end Document-Based VQA systems that achieves high
performance without using Optical Character Recognition (OCR). It is first pre-trained on synthetic
documents, and then fine-tuned on DocVQA. 2) Pix2Struct [Lee et al., 2023, a specialized model
available in two versions: Base (282M parameters) and Large (1.3B parameters). It is pre-trained to
perform semantic parsing of a 80M subset of the C4 corpus [Raffel et al.,|2019] and then fine-tuned
on DocVQA. 3) PalLI-3 [[Chen et al., 2023b]], a foundation model of 5B parameters, pre-trained
on a web-scale multilingual image-text dataset, and fine-tuned on DocVQA.

Each of the models is fine-tuned on DocVQA using the training procedure outlined by the
respective authors. To guard against overfitting, we perform early stopping based on the validation
loss. This ensures that all the models we evaluate can generalize to previously unseen data, making

them representative of practical deployed VQA systems. While training at the maximum resolution
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possible is generally recommended to achieve better performance [Kim et al., 2022, [Lee et al.,
2023, Chen et al., 2023b], lower resolutions might also be adopted in some settings to accelerate
training, especially for the largest models. We train each model multiple times with different image
resolutions, to analyze the effect of this design choice on memorization.

Defining and Quantifying Extractability Drawing inspiration from [[Carlini et al., [2023a], we
introduce a definition of extractability that is suitable for the Document-Based VQA task.

Definition 1. Extractability of the answer a from a partial context (I-%, Q) Given a model f and
a sample (I, Q,a) € D, we say it is an extractable sample if the correct answer a is obtained from
the partial context (I™%, Q), i.e., f(I™*, Q) = a, where I is a copy of the image I from which the

correct answer a has been removed.

We obtain the partial image /~¢ by using the OCR outputs of Tesseract [Smith, [2007] included
in the dataset: we identify the bounding boxes associated with all occurrences of the answer a
within the document and replace it by a blank white box (we use black in the visualizations for
readability). With this methodology, it is easy to identify some sensitive samples that are effectively
extractable from the training set. In Figure [6.3.1] we show a few of the several cases in which
it is possible to extract PII that is repeated only once or twice across the whole training set
containing about 40K samples.

However, precisely quantifying the amount of extractable samples requires some care. Notably,
due to occasional failures of the OCR system and the matching procedure to find the answer a
within a document, some successful extractions are false positives (i.e., the correct answer is still
in the input document). To account for this, we manually curate a smaller set of training samples
(or canaries) D€. We select about 5400 canary answers (corresponding to about 1200 unique
images) at random. We then manually inspect each of them and filter out all cases in which the
answer removal procedure has failed. We also filter out samples for which the answer could be
easily inferred from the context (e.g., predicting an intermediate value in a sequence of numbers,
or predicting the total amount given a list of values), leaving us with 4654 samples, The obtained
set of canaries contains a substantial amount of PIIs, whose distribution with respect to the most
relevant classes of PlIIs is reported in Figure [E.4.1]in Section [E.4]

6.4 Extractability and Memorization

In this section, we quantify the extent to which malicious users who are aware of the original training
question and possess an incomplete copy of the training document can prompt the Document-based

VQA systems to successfully retrieve the information they seek.
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Figure 6.4.1: Extractability of answers for an attacker prompting the model with the original image from
which the answer has been removed Il._“" and the original training question Q;. The Y-axis is in logscale,
therefore it overemphasizes the magnitued of lower values. PaLI-3 exhibits the lowest amount of extractable
information in M.

Let us consider a model f that has been trained on D including the canaries. We indicate with
E the set of samples in D€ that are extractable from context for f. In Figure we report the
amount of extractable samples |E|, where |.| indicates the cardinality of the set. As it can be seen, all
the considered models extract a non-zero amount of answers from the canaries set. However, it is
unclear whether the models are extracting some information because they have memorized it or
because the partial context provided is already sufficient for a well-trained VQA system to respond
correctly. For this reason, we propose a simple procedure to roughly estimate which samples in

E are extractable due to memorization or generalization.

6.4.1 A Simple Baseline for Disentangling Memorization and Generalization

In order to determine whether the extractable answers are effectively memorized, in a similar
vein to [Carlimi et al., 2023a, Guo et al., 2023], we introduce a generalization baseline f;. The

idea is to compare the answers E extractable from f to the answers G that are extractable from
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Figure 6.4.2: Amount of samples in M that are PII, and amount of samples that are unique PIIs when
querying the model with (179, Q).

a model f; that has never seen D at training time (by removing it from the training setﬂ ie.
D" — D), and which can therefore extract the correct answers due to legitimate generalization
capabilities (or chance). If an answer is extractable from f but not from fg, this suggests that the
answer was memorized at training time, and cannot simply be recovered from context. We thus
quantify the amount of extractable memorized information as the amount of answers extractable
from f but not fi: in other terms, M| = |E — G|.

Result: In Figure we report |E|,|M| and |G| for all the considered models. In Figure
we also report the amount of unique PIIs that are memorized. These PIIs mostly represent individuals
names, sensitive locations (like travel destinations), and serial numbers of tickets or products. For
both Donut and Pix2Struct, a substantial amount of examples extractable by f are not extractable
by the generalization baseline and are likely memorized. In contrast, for PalLI-3 trained at a high
resolution, most extractable answers appear due to generalization alone, and not memorization.

As shown in Figure [6.4.2] the highest resolution variants of Donut and Pix2Struct can extract
PIIs and especially unique PIIs, but the highest resolution variant of PaLLI-3 does not. From these
results, we can identify two factors that have a strong impact on the amount of memorized samples:

1) Training resolution: Given a fixed model architecture, the resolution at which the model

Notice that removing the canaries set from the training set does not yield a difference in generalization performance.

101



is trained is inversely proportional to the amount of memorized samples. Intuitively, the lower the
resolution, the harder it is for a model to actually read the answers from the image and the easier
it is for it to minimise the loss by memorization. For instance, while at the highest resolution for
Donut |[M| = 63, as the training resolution decreases, |M| grows to 109, 168 and to an extremely
high level of 756 for the lowest training resolution.

2) Pretraining: Manually inspecting the samples extractable by the generalization baseline,
we observe that for Donut and Pix2Struct, these contain highly repeated answers (e.g., page, table
and figure numbers) or frequently repeated names of organizations (e.g., ITC and AHA). For
PalLI-3, we instead observe that, besides trivial answers like the ones extracted for Donut and
Pix2Struct, the generalization baseline correctly responds to questions whose answer relies on
general knowledge (e.g., the meaning of ambiguous acronyms that can be resolved considering the
topic of the input document, properties of chemical substances or general geographical notions).
This is attributable to the web-scale pretraining. The lower amount of samples in M may also
indicate that a better pre-trained model may rely less on memorization even at relatively low training
resolutions due to their better generalization abilities: indeed, of all the models, PaLLI-3 produces
the best generalization performance on the test set (87.6 ANLS compared to 76.6 and 67.5 of

the best Pix2Struct and Donut variants, respectively).

6.4.2 Extractable Memorization and Simplicity Scores

The method proposed in the previous section may incorrectly identify some extractable answers
as memorized due to the randomness of the training process. To show our attribution technique
mostly identifies memorized samples, we leverage a modified version of the memorization and

simplicity metrics developed in [Feldman, 2019, Zhang et al., [2021a].

Memorization and simplicity scores. Let A be stochastic training algorithm. For each sample

(I;, Qi a;) € D€, we would like to estimate the Memorization score [Feldman, 2019]:

M(A,D",i) = Prgpm [f (I Qi) = ai]-

(6.1)
Pf~ﬂ(2)tr—i)[f(1ia Ql) = ai]

where D"~ indicates 9" from which sample i has been removed. This score quantifies the difference
between the probability that a model produces a correct prediction on a canary given the model
has seen it at training time or not.

A score of 1 indicates the model can predict correctly on an input sample exclusively if it

has seen it at training time. A score of 0 indicates that it has the same probability to produce a
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correct prediction whether the sample was or not in the training set. Note that the memorization
score says nothing about the model’s accuracy on a sample (e.g., both a model that is always right
or always wrong exhibits low memorization). To account for this [Zhang et al., 2021a] proposed
a simplicity score S(A, D', i) that sums the first and second terms of Equation equation
This allows to distinguish cases where a model fails to memorize a sample because it is hard to
answer even when trained on (low simplicity), or because the answer is easy to produce even

when not trained on (high simplicity).

Extractable memorization and simplicity. These two scores do not quite reflect the property we
are interested: they inform us about the correctness of a model on an input sample (7, Q), and not
about the ability to answer a question given a partial context (179, Q). We thus adapt the memoriza-

tion and simplicity scores accordingly, to consider the probability of a successful extraction:

Me(A D", 1) = Praom [f (17, Qi) = ail-
Py (o (I, Q1) = ai)

We call Equation equation [6.2] the Extractable Memorization score, and refer to the first term as

6.2)

the in-sample extractability and to the second as the out-sample extractability. Similarly, we define

an Extractable Simplicity score Sg (ﬂ, D i) as the summation of the two terms.

Empirical estimation. Analogously to [Feldman, 2019, |[Lukasik et al., 2023], we compute
empirical estimates Mg and Sg of Mg and Sg by training on random splits S¥ of the training
set that omit or maintain at random samples from the canary set D. We produce a total of K
splits, and define the indices of the splits containing a sample i as K;;, = {k : (I;, Q;,a;) € S ky
and K,,; = {k : (I1, Qi,a;) ¢ S*}. We then compute the in-sample and out-sample extractability
scores as ﬁ Skek, L(ai = fo(I74,Q;)) and m Skekoy L(ai = foe(I7%,Q;)). Given that
training Document-Based VQA systems is extremely expensive, we follow the sampling procedure
in [Carlini et al., [2022b] in order to produce K = 50 splits such that each canary is in or out

of a split exactly 25 times.

Experimental results. In Figure[6.4.3|we plot 2D histograms of the memorization and simplicity
scores, Mg and Sg. As it can be seen, the vast majority of the samples are not extractable at all,
so we have Mg = Sg = 0. Some fraction of the training canaries are counterfactually extractable
though, i.e., Mg > 0. To determine whether the technique proposed in Section is actually
identifying memorised samples, we now plot the Extractable Memorization and Simplicity scores
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Figure 6.4.3: Distributions of the ME and S £ scores for all the canaries, £ — G and G for both Pix2Struct
base 1M Pixels (three panels on the left) and Donut 2560 x 1920 (three panels on the right). Samples in £ — G
have high memorization scores, while samples in G do not.

of samples E — G that were extractable only from the original model f, as well as the “control”
samples G that were extractable by the generalization baseline f;. As expected, samples in G
have low memorization scores ME: these answers can be extracted whether we train on them
or not. In contrast, samples in E — G have memorization scores Mg that vary between 0 and 1.
Most of the samples are close to the line Sg = Mg, indicating that the in-sample extractability
is the only term contributing to Mg (i.e., a model must see a sample at training time in order to

extract it, and cannot extract it due to generalization only).

6.5 Ablations on the Extraction Context

So far, we studied the extractability of an answer a assuming knowledge of all other parts of
an input. We now relax this assumption to both gain further insights into the factors influencing
extractability, and, in some cases, to simulate more realistic attack scenarios in which perfect
knowledge of the context (1%, Q) is not available. Indeed, while perfect knowledge of the context
is unlikely in many cases, it is possible for an attacker to craft an approximation of the context
(e.g., because the information they are seeking is contained in documents with a known or fixed
structure, like driving licences or forms available online).

Before delving in the results, we point out that just like modifying the way a LLM is prompted
can modify its output significantly, changing the way the VLMs are prompted changes which samples
are extractable. For this reason, in few cases, the amount of extractable samples may increase with
respect to the baseline scenario we considered so far, especially for cases in which the generalization

baseline is weakened by the reduced information contained in the approximation of the context.
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6.5.1 No Text in the Image

For LLMs, prior work has shown that prompting a model with the prefix of a memorized string is a
reliable way of extracting data [Carlini et al., 2023a, Tirumala et al., 2022]. Yet, for Document-Based
VQA systems it is unclear whether the models actually needs to read any surrounding text in a
document in order to recall the answer. For this reason, we study the case in which all text is
removed from the image /. If the model can still respond correctly, it indicates the model is relying
on the question and non-textual features (e.g., layout, presence of icons or images etc.) in order to
regurgitate the answer. This experiment also represents a practical threat model where the attacker
knows the layout of a document (e.g., because it is a form available online or a document with a
fixed structure like driving licences or ID cards) but has little to no knowledge about its contents.

Results: Figure shows that in case of Donut and Pix2Struct, the absence of text in the
image significantly reduces the ability of the model to return the correct answer. In case of Donut
the amount of samples in M is 26. Pix2Struct shows a similar decrease from about 94 to 27. The
amount of PIIs returned is also significantly reduced, and consisting mostly of highly repeated P1lIs
(more than 6 times). In the case of PalLI-3, we also observe the model responds correctly to answers
requiring general knowledge (e.g., the name of chemical substances from their symbols contained
in the questions, names of animal species portrayed in pictures contained in the document). The
increase in the amount of extractable answers may be related to the fact that, when the extraction
fails, a typical pattern is for the model to read another part of the document. When no text is
present, it is easier for the model to retrieve the information from the general knowledge it acquired

at pre-training time. For PaLI-3, no PII is extracted.

Reliance on surrounding text: The lack of any text in the document significantly reduces the
ability to extract unique PIIs.

6.5.2 Imperfect Knowledge of the Training Question

To understand whether the model is memorizing an association between the exact question Q and
answer a, we measure whether we can extract the answer when the question is paraphrased. We
create paraphrases Q’ of Q and extract the answers using (179, Q’). To this end, we use PaLM2
[Anil et al. 2023]] to create a paraphrased question for each canary question. An example of
paraphrase is the following: if the question Q is“What is the address shown in the document?”,
then the paraphrase Q’ can be “What is the street name and city shown in the document?”. This
experiment also reflects the setting in which the attacker does not know the exact phrasing of the

training question Q and approximates it with their own words.
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Results: Figure [6.5.1] shows that the number of extracted answers significantly drops, but is still
non-negligible. For both Pix2Struct and Donut we observe several unique PIIs are extractable (e.g.,
names of individuals, serial numbers of tickets and travel destinations). The extractability increases

in the case of PaLI-3, but is again related to questions probing general knowledge and reveal no PII.

Robustness to paraphrasing of Q: Uncertainty about the exact phrasing of a question that
queries PII does not prevent extraction of sensitive information, but can reduce the amount of
extractable samples.

6.5.3 Robustness to Image Perturbations

An attacker may be able to craft a document similar to the one originally used for training, but
the scanning procedure naturally induces some small visual differences that may influence the
extractability of the answers (e.g. brightness changes, small rotations or translations). For this
reason we consider the case in which the original context /™ is perturbed with augmentations
that reflect plausible differences that may incur between the training and adversarially crafted
document scans. For this purpose, we consider the following augmentations: 1) brightness change:
we increase (X 1.3, X2) or decrease (X0.8, X0.5) the brightness of the document; 2) small rotations:
we randomly rotate by +5 or £10 degrees; 3) small translations: we randomly shift the image
by +20 and +100 pixels along both axes.

Results: In Figure[6.5.1] we can see that brightness changes can indeed reduce the amount of
extractable information, but the amount of extractable samples is still significantly high. In most
cases, the stronger the change in brightness, the less the answer is extractable. However, a substantial
amount of samples remains extractable, especially with respect to the context perturbations
considered in the previous sections. Rotating or translating the image has a stronger adverse
effect on the extractability of answers, indicating that spatial information plays a more important
role for extractability than the intensity information. Notice, the amount of extractable samples
under image perturbations is significantly larger than the amount extractable when the question is
paraphrased, indicating that precise knowledge of the question Q is more important for an extraction
attack than precise knowledge of the original scan /™¢. This also suggests that extractability is more

likely to be triggered in the presence of the training question than in presence of the input image /™¢.
. ____________________________________________________________________________________________________________________________________|
Robustness to Image Perturbations The amount of extractable samples is relatively robust
to brightness perturbations and less to spatial transformations. An adversary does not need to
reproduce a perfect copy of the original training image to extract the answer.
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Figure 6.5.1: Extractability of answers when the context does not contain the text (No Text), the question is
paraphrased (Paraphrasing), or not related to the image but the model still responds correctly (Shuffling), the
image undergoes rotations (R5* and R10%), translations (T20px, T100px) and when brightness is changed
by a mutliplicative factor (Bx2, 1.3, 0.8 or 0.5). Darker colors indicate the number of PII samples that
are extractable. Y-axis is in logscale. Across all deployable models, PaLI-3 exhibits the lowest amount of
extractable information.

6.5.4 Permuting Modalities

Document-Based VQA systems contain both a visual component and a language component, each
of which are fine-tuned on the training data. Extensive evidence has been provided that each of these
components can memorise training data in isolation [[Feldman, 2019, Lukasik et al.| 2023} |Carlini
et al.,|2022b, [2019]]. Therefore an interesting question is whether it is possible for a multimodal
model to extract the answers independently of one of the two input modalities. For this reason, we
consider two experiments that randomise the relationship between the two input modalities.

Extractability based on questions only. At inference time, we feed the model a partial image
with an unrelated question (I;aj ,Q;), where i # j and there is no training sample with question
O, applied to image /;, and the correct answer to question Q; does not appear in the text of image
I;. This experiment evaluates the ability of the model to respond solely based on the question and
reflects the case in which the attacker does not know the image /; at allE]

Results: In the setting where we try to extract the original answer q;, as visible in the Shuffling
column in Figure[6.5.1] we can extract only 4 answers in case of Donut, and 21 in case of Pix2Struct.
Among all the samples in M, we can also find some sensitive samples containing area codes,
names of individuals and dates in which the documents were issued. The sensitive samples are
also repeated only once or at most twice in the model’s training set. While 2 answers can be

extracted for PalLI-3, no PII was extracted.

ZWe have also tried replacing the input image with constant intensity value set to black, white or the average value
of I;. No answer was extractable in this case, perhaps because such images are too far out-of-distribution.
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A ANLS / |M| PR AR ITP EB (Ours)

Donut 34/38 -3.1/34 -125/26 +1.2/2
Pix2Struct-B  -2.9/40 -1.9/35 -12.9/28 +3.4/0
Pix2Struct-L  -2.6/37 -2.0/33 -13.8/25 +2.1/0
PaLl-3 37/4 32/3  81/9  +15/0

Table 6.6.1: Variation of ANLS (utility metric for DocVQA) and amount of extractable samples in M for
various countermeasures with respect to the standard training procedure.

Extractability based on images only. As in the previous experiment, we provide the model
with a partial input image and an unrelated question that does not contain an answer within the
image. We then measure whether we can extract an answer to one of the questions that was asked
about this image during training. We find no extractable answers in this setting, which suggests

that the question plays a more predominant role in the extraction.

Dependency of extractability on modalities In few cases, the model can leverage the
language component alone to extract sensitive answers. If the training answers are not present
in the image modality and the question was not seen at training time for a specific document,
the image alone is not sufficient to extract any memorized answer.

6.6 Defenses

To conclude our study, we consider various mitigation strategies and measure their impact on
memorization and generalization capabilities of the models (by computing the ANLS [Mathew
et al., [2021]] on a held-out test set):

e Inference Time Paraphrasing (ITP), similar to [Somepalli et al., [2023a]] we consider its
effectiveness as a defense strategy.

e Prepending/Appending a Random String (PR/AR) Inspired by [Somepalli et al., | 2023a],
we perturb the question by prepending or appending a short 6-digit random string to the
question.

e Extraction Blocking (EB) For each original sample (I, Q,a), we suggest adding to the
training set a corresponding sample (I7¢, Q, ’ANSWER NOT PRESENT’). This approach is
similar in spirit to the intuition behind the V-CSS part of the algorithm proposed in [Chen
et al., 2020a] to improve the grounding of VQA systems.

Results: We observe that although ITP and PR/AR can reduce the amount of extractable

information, they also yield a substantial drop in ANLS on a held-out validation set. Therefore

they can only be implemented as mitigation strategies if the practitioners are willing to pay a cost
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in terms of performance. On the other hand, we observe EB to be extremely effective, reducing
to 0 the amount of extractable samples for most models. Furthermore, although we apply the
technique by augmenting the original training set using the context (179, Q), it is also generalizes to
adversaries that query the model with the approaches considered in Section[6.5](see Table [E.3.1)),
while producing an increase in the ANLS (in a similar way V-CSS does in [Chen et al., 2020a]).

6.7 Conclusion

In this study we have analysed the memorization abilities of three recent Document-Based VQA
systems. We have shown these models can memorize information that is unique or sporadically
repeated across the training set and it can be extracted when the model is prompted with incomplete
context. We have introduced an extension of the Counterfactual Memorization and Simplicity
scores that reveals that the memorized information identified by our attribution method is indeed
also memorized according to these more computationally expensive scores. We have analysed the
influence of the context on the extractability of samples, and studied the effectiveness of a few
heuristic techniques, one of which results in a reduction of the amount of extractable samples

and improves the test performance.
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7.1 Summary

In this integrated thesis, we worked on solving some important challenges implied in the design
of more trustworthy and privacy preserving deep learning systems. Here we summarise the main

contributions of each of the presented works:

e RegMixup: Mixup as a Regularizer Can Surprisingly Improve Accuracy and Out
Distribution Robustness. The paper finds Mixup reduces the performance at the task of
Out-of-Distribution detection, and proposes a simple fix that improves the in-distribution
and covariate-shift accuracy, while enhancing calibration and Out-of-Distribution detection

abilities.

e An Impartial Take to the CNN vs Transformer Robustness Contest. The paper challenges
previous literature and finds there’s no strong evidence that Visual Transformers are more
robust or reliable than CNNs through an extensive set of experiments, while finding they are

subject to similar biases.

e Not Just Pretty Pictures: Toward Interventional Data Augmentation Using Text-To-
Image Generators. The paper studies how modern T2I generators can be used to approximate
interventions. We find this technique to be extremely effective to generate data that can be

used to train more robust classifiers.

o Kessler: A machine learning library for spacecraft collision avoidance. The paper proposes
the first ML library providing a solution to the problem of reliably estimating the probability

of collision of satellites using Bayesian Deep Learning and Probabilistic Programming tools.

e PILLAR: How to make semi-private learning more effective. The paper finds a simple and
effective dimensionality reduction technique that allows to significantly increase the accuracy

of semi-privately learned linear classifiers.

e Extracting Training Data From Document-Based VQA Models. The paper identifies
a way to prompt Document-Based Visual Question Answering systems in order to extract
important personal information contained in the training set. We study the factors affecting

the extractability of this information and propose a simple countermeasure .

Our works all aim at either improving existing methods or furthering our understanding of
existing methods and techniques in key areas of Uncertainty Estimation, Domain Generalization

and Privacy Preserving Machine Learning.
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A.1 Experimental Details

A.1.1 Code-base

For fair comparisons, when training on C10 and C100, we developed our own code base for all
the approaches (except SNGP, DUQ and AugMix) and performed an extensive hyperparameter
search to obtain the strongest possible baselines.

We would like to highlight that it was not easy to make a few recent state-of-the-art approaches
work in situations different from the ones they reported in their papers as these approaches mostly
required non-trivial changes to the architectures and additional sensitive hyperparametes. We also
observed that their performances did not easily translate to new situations. Below we highlight
few of these issues we faced and the measures we took for comparisons.

For DUQ, the original paper did not perform large scale experiments similar to ours. Unfortu-
nately, we could not manage to make their code work on C100 as the training procedure seemed
to be unstable. For this reason, wherever possible, we borrowed the numbers for DUQ from the
SNGP paper. Please note that the authors of SNGP performed non-trivial modifications to the
original DUQ methodology to make it work on C100.

For SNGP, we used the publicly available code following exactly the same procedure as
mentioned in their original paper. The code diverges slightly from the procedure described in their
paper, hence the slight differences in the performance. The only modification we performed to the
official code-base was to make the inference procedure consistent with the one described in the
paper: indeed, in their code they implement a mean-field approximation to estimate the predictive
distribution [Lu et al., 2020], while in their paper they use Monte Carlo Integration with a number
of samples equal to the number of members in the ensembles they use as a baseline, which provides
better calibration. The rationale is that we could not find an obvious way to tune the mean-field
approximation hyperparameters to improve at the same time both the calibration and OOD detection
performance (indeed, the mean-field approximation imposes a trade-off between calibration and
0OO0D detection performance). Additionally, since the standard KFAC-LLLA uses the same Monte
Carlo Integration procedure, we opted for the latter for a fair comparison. For the SNGP RN50
experiments, we tried running the official implementation on C10 and C100, but we could not make
SNGP converge to SOTA accuracy values. The authors of SNGP did not provide experiment results
on C10 and C100 on RN50. Hence we decided not to report these experiments for SNGP.

For the KFAC-LLLA we leverage the official repositoryﬂ [Hobbhahn et al., 2021] and the
Backpack library [Dangel et al.,|2020] for the computation of the Kronecker-Factored Hessian.

1https ://github.com/19219181113/LB_for_BNNs
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For AugMix, we used their code base and the exact training procedure. AugMix seems to be
sensitive to hyperparameters of the training procedure as we could could not get the considered
architectures to converge to acceptable accuracy levels under the training regime we used for
all other baselines. Even with the recipes provided in the AugMix paper, we could not get it to
converge to competitive accuracy levels when using RN50 on C10 and C100 hence we decided

not to report these experiments for AugMix.

A.1.2 Optimization

For C10 and C100 training, we use SGD with Nesterov momentum 0.9 for 350 epochs and a weight
decay of 5 x 107*. For WRN, we apply a dropout p = 0.1 at train time. For all our experiments
we set the batch size to 128@ At training time, we apply standard augmentations random crop
and horizontal flip similar to [Liu et al., 2020al]). The data is appropriately normalized before
being fed to the network both at train and test time.

For ImageNet-1K training, we use SGD with momentum for 100 epochs, learning rate 0.1,
cosine learning scheduler, weight decay of 1 x 1074, batch size 128 and image size 224 x 224. We use
color jitter, random horizontal flip and random crop for augmentation. We leverage
the timm library for training [Wightman, 2019b]] all the considered methods with Automatic

Mixed Precision to accelerate the training.

A.1.3 Hyperparameters

e For DNN-SN and DNN-SRN the spectral norm clamping factor (maximum spectral norm of
each linear mapping) ¢ € {0.5,0.75, 1.0} and the target of stable rank r € {0.3,0.5,0.7,0.9}
(as r = 1 for SRN is the same as applying SN with ¢ = 1.0). Refer to miyato2018spectral
and [Sanyal et al., 2020] for details about these hyperparameters.

e For Mixup, we consider a wide range of Beta distribution hyperparameter @ € {0.1,0.2,0.3,0.4,0.5,

1,5,10,20}.

e For RegMixup we consider the Beta distribution hyperparameters to be @ € {0.1,0.2,0.3,0.4,0.5,
1,5,10, 15, 20, 30}.

e For KFAC-LLLA we take 1000 samples from the distribution. Although the number might

seem quite high, we could not notice significant improvements using a lower number

2For SNGP and DUQ, we use the hyperparameters suggested in their original papers.
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of samples. We tuned the prior variance o needed for the computation of the Laplace
approximation minimising the ECE on the validation set. We also tried using the theoretical
value og = 1/7 [Kristiadi et al., 2020]], where 7 represents the weight decay, but it produced

inferior results with respect to our cross-validation procedure.
e For Deep Ensembles we use 5 members.

e When temperature scaling is applied, the temperature 7 is tuned on the validation set,
minimising the ECE (we considered values ranging from 0.1 to 10, with a step size of
0.001). For Deep Ensembles, we first compute the mean of the logits, then scale it by the

temperature parameter before passing it through the softmax.

All the cross-validated hyperparameters are reported in Table[A.T.1| The cross-validation is per-
formed with stratified-sampling on a 90/10 split of the training set to maximise accuracyE] on C10 and

C100. For ImageNet we split the test set using the same proportion. It is important to observe that:

e Cross-validating hyperparameters based solely on the ECE can prefer models with lower
accuracy but better calibration. However, a method improving calibration should avoid

degrading accuracy.

e Hyperparameters should not be cross-validated based on CS experiments and OOD detection
metrics as they these datasets should be unknown during the training and hyperparameter

selection procedure as well.

A.2 Existing Uncertainty Measures

There are various uncertainty measures and there is no clear understanding on which one would
be more reliable. In our experiments we considered the following metrics and chose the one
best suited for each method in order to create the strongest possible baselines. Let K denote the
number of classes, p; the probability of i-th class, and s; the logit of i-th class. Then, these

uncertainty measures can be defined as:

e Entropy: H(p(x)) = - XX, pilogp:.

o Dempster-Shafer [Sensoy et al.| 2018]]: DS(x) = K/k+3K | exp(s:).

3Except for the o of the KFAC-LLLA, as we could not observe significant differences in Accuracy between
hyperparameters optimising the accuracy and ECE
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Training Set Hyp C10 C100 ImageNet
Architecture WRN R50 WRN R50
DNN T 132 151 133 142 1.19
c 05 05 05 05 -
DNN-SN T 142  1.51 121 142 -
r 03 03 03 03 -
DNN-SR T 133 141 122 142 -
DE T 131 142 111 121 1.29
SNGP T 1.41 - 1.52 - -
Mi a 03 03 03 03 0.1
xup T 073 082 109 121 1.06
. a 20 20 10 10 10
RegMixup T 1.12 131 123 121 1.14
#samples | 1000 1000 1000 1000
KFAC-LLLA o0 1 0.6 4 0.1 -

Table A.1.1: Cross-validated hyperparameters. Note, T and o7 are cross-validated by minimizing the ECE.
All other hyperparameters have been tuned to maximise the accuracy.

e Energy: E(x) = —log ¥X | exp(s;) (ignoring the temperature parameter). This metric was
used in [Liu et al., [2020c]] for OOD.

e Maximum Probability Score: MPS(x) = max; p;.

e Feature Space Density Estimation (FSDE): Assuming that the features of each class follow
a Gaussian distribution, there are several ways one can estimate the belief of a test sample
belonging to in-distribution data and treat it as a measure of uncertainty. One such approach
is to compute the Mahalanobis score arg minje, (¢(x) — ;)" 27! (¢(x) — pt;), where y; and %;
are class-wise mean and the covariance matrices of the train data, and ¢(x) is the feature

vector.

In the main paper, we report the OOD detection performance using the DS score (as it provided
slightly improved performance in most cases), except when it damages the performance of a method
(e.g. Mixup) or when it does not yield improvements (e.g. KFAC-LLLA). In these situations we

use the entropy as the uncertainty measure.
Remarks regarding various metrics: We would like to highlight a few important observations

that we made regarding these metrics. (1) DS and E are equivalent as they are both decreasing
functions of Z,K: , €xp(s;), and since log does not modify the monotonicity, both will provide the
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Methods Clean CIFAR-10-C CIFAR10.1 CIFAR10.2 Methods Clean CIFAR-100-C

AdaECE (|) | AdaECE (|) | AdaECE (|) | AdaECE (|) AdaECE (|) | AdaECE (])
C10 R50 C100 R50

DNN 3.02 17.30 7.39 12.24 DNN 9.47 25.17
Mixup 2.87 11.35 4.05 7.72 Mixup 747 21.52
RegMixup (Ours) 1.40 11.51 4.15 8.23 RegMixup (Ours) 3.92 13.68
DNN-SN 2.90 17.40 7.68 1230 DNN-SN 9.44 25.04
DNN-SRN 2.82 17.17 757 11.97 DNN-SRN 9.59 25.50
KFAC-LLLA 0.76 11.52 6.20 9.17 KFAC-LLLA 149 12.18
DE (5x) 210 | 1399 | 623 | 1033 DE (5x) 650 | 1976

C10 WRN C100 WRN
DNN 227 15.92 6.00 11.00 DNN 530 17.38
Mixup 223 7.93 7.22 6.58 Mixup 3.60 16.54
RegMixup (Ours) 0.67 8.36 3.02 7.03 RegMixup (Ours) 247 10.49
DNN-SN 221 15.55 5.49 10.82 DNN-SN 497 1635
DNN-SRN 223 15.11 5.47 10.36 DNN-SRN 5.05 1571
SNGP 151 11.33 559 10.85 SNGP 5.65 10.89
KFAC-LLLA 112 11.67 3.87 9.98 KFAC-LLLA 2.30 8.99
AugMix 1.89 5.77 4.10 9.61 AugMix 5.23 13.67
DE (5x) 174 | 1352 | 433 | 944 DE (5x) 392 | 1347

Table A.3.1: CIFAR calibration performance (%) without temperature scaling

same ordering of a set of samples. Hence, will give the same AUROC values. (2) We observed
DS and H to perform similarly to each other except in a few situations where DS provided slightly
better results. (3) MPS, in many situations, was slightly worse. (4) We found Gaussian assumption
based density estimation to be unreliable. Though it provided extremely competitive results for
C10 experiments, sometimes slightly better than the DS based scores, it performed very poorly on
C100. We found this score to be highly unstable as it involves large matrix inversions. We applied
the well-known tricks such as perturbing the diagonal elements and the low-rank approximation
with high variance-ratio, but the results were sensitive to such stabilization and there is no clear

way to cross-validate these hyperparameters.

A.3 Calibration Metrics without Temperature Scaling

For completeness, we report the calibration metrics over all the methods and considered datasets
without the temperature scaling [Guo et al.,2017] in Tables [A.3.1T] and [A.3.2] Details about the

cross-validation procedure used when temperature scaling is applied is provided in Section[A.T.1]
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IND Covariate Shift
ImageNet-1K (Test) | ImageNet-R | ImageNet-A | ImageNet-V2 | ImageNet-Sk
AdaECE (|) AdaECE (|) AdaECE (]) AdaECE(l) AdaECE (|)

DNN 4.90 20.48 52.30 9.58 22.94
Mixup 2.28 14.70 47.41 6.46 18.26
RegMixup (our) 3.06 17.42 45.65 7.34 20.85
AugMix 4.28 ‘ 19.13 51.35 3.94 21.25
DE (5x) 3.61 ‘ 17.32 51.64 7.94 19.35

Table A.3.2: ImageNet calibration performance (%) without temperature scaling.

A.4 Bayesian at Test Time: Last Layer Laplace Approximation

A structural problem of using MLE logistic regression is that the produced uncertainties depend on
the decision boundary. On the other hand, replacing the MLE logistic regression with a Bayesian
logistic regression and estimating the predictive posterior employing a Laplace approximation
allows to produce better uncertainties [Kristiadi et al.,2020]. However, a Bayesian training either
requires a modification in the architecture [Liu et al., 2020a] or makes the inference procedure
very expensive [Kingma et al., 2015| Gal and Ghahramani, 2016a]]. Since the objective is to
utilize the standard MLE training of neural networks, the idea of Kronecker-Factored Last Layer
Laplace Approximation [Kristiadi et al.l 2020] is making the network Bayesian at test time
with almost no additional cost.

Let w be the parameters of the of the last layer of a neural network, then we seek to obtain the

posterior only over w. Let p(w|x) be the posterior, then the predictive distribution can be written as:

p(y =kx,D) = fsoftmax(sk)p(wli))dw, (A.1)

where, s is the logit vector and softmax(sy) is the k-th index of the softmax output of the network.

The Laplace approximation assumes that the posterior p(s|D) ~ N (s|u, ), where y is a mode
of the posterior p(w|D) (found via standard optimization algorithms for NNs) and X is the inverse
of the Hessian H™! = —(V2log p(w|D)I,)~!. For the formulations and definitions, including the
variants with the terms associated to the bias, we refer to [Kristiadi et al., [2020].

For our experiments, we obtain 2 using the Kronecker-factored (KF) approximation [Ritter et al.,
2018]]. Broadly speaking, the KF approximation allows to reduce the computational complexity
of computing the Hessian by factorizing the inverse of the Hessian as H™! ~ V-1 @ U~!, then the
covariance of the posterior evaluated at a point x takes following form £ = (¢(x)” V¢(x))U. This

procedure can be easily implemented using the Backpack library [Dangel et al., 2020] to compute V
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and U by performing a single pass over the training set after the end of the training, as detailed in the
Section of [Kristiadi et al., 2020] and clearly exemplified in the code-base of [Hobbhahn et al., 2021]].

Let X be the covariance matrix of the posterior over the last linear layer parameters for the
k-th class obtained using the Laplace approximation around y, then, given an input X, we obtain
or = ¢(x) T Exp(x) representing the variance of k-th logit s;. Once we obtain the covariance matrix,

the Monte Carlo approximation of the predictive distribution (equation (A.I))) is obtained as:
1 m
p = — ft ), A2
p mi:leo max(s(i)) (A.2)

where, m logit vectors s(i) are sampled from a distribution with mean s and a covariance matrix
(depending on the approximation used). Lu et. al [Lu et al., 2020] showed that similar performance
can be achieved via the mean-field approximation which provides an approximate closed form
solution of the integration in equation involving the re-scaling of the logits and then taking
the softmax of the re-scaled logit. The re-scaling is defined as follows:

§ = — 2k (A3)

,/1+Aa,§

Note, the scaling of the k-th logit depends on its variance (obtained using the Laplace approximation)
and a hyperparameter A. This approximation is efficient in the sense that it does not require multiple
samples as required in the MC approximation (which can become expensive as the number of
classes and samples grow). In our experiments, we use the MC approximation, since we could not
find an obvious way to fine-tune A. Additionally, we observe that the mean-field approximation
imposes a trade-off between calibration and OOD detection performance. Increasing A, indeed,
flattens the softmax distribution and improves OOD detection scores; although, as a consequence,

harms calibration by making the network underconfident.

A.5 Additional Insights: RegMixup encourages compact and
separated clusters

Here we provide additional experiments to show that RegMixup encourages more compact and
separated clusters in the feature space We use the well known Fisher criterion [Bishop, 2006,
Chapter 4] to quantify the compactness and separatedness of the feature clusters.

Fisher Criterion: Let C; denotes the indices of samples for k-th class. Then, the overall within-

class covariance matrix is computed as Sy = Y&, Sy, where S = ¥,cc, (6(%n) — i) (¢(xn) —
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)" Mk = Ynec, %Xk”), and ¢(x, ) denote the feature vector. Similarly, the between-class covariance
matrix can be computed as Sp = Z,Ile Ni(px — p) (ke — 1) 7, where u = % Zszl Nipy, and Ny is
the number of samples in k-th class. Then, the Fisher criterion is defined as @ = trace(Sﬁ,1 SB).

Note, @ would be high when within-class covariance is small and between-class covariance is
high, thus, a high value of « is desirable. In Figure [A.5.1] we compute @ over the C10 dataset with
varying degrees of domain-shift. As the amount of corruption increases, @ gradually decreases for

all the models. However, RegMixup consistently provides the best a in most cases.
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Figure A.5.1: Fisher criterion for all the corruptions and intensity values of CIFAR-10-C (WRN28-10).
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Clean Data Domain-Shift [e]0))]

ImageNet-1K (Test) ImageNet-R ImageNet-A ImageNet-V2 ImageNet-Sk ImageNet-O

Acc (1) ECE(]) AdaECE (]) | Acc(1) ECE(l) AdaECE(]) | Acc(1) ECE(]) AdaECE () | Acc(1) ECE(l) AdaECE (l) | Acc(1) ECE(]) AdaECE (|) | AUROC (1)
BiT-R50x1 80.05 1.58 1.76 38.98 10.01 10.01 26.89 19.73 19.67 67.98 1.75 1.74 24.72 18.39 18.39 67.01
BiT-R50x3 83.59 2.65 251 47.25 8.51 8.51 46.72 11.66 11.63 72.36 6.30 6.08 32.81 19.00 19.00 77.99
BiT-R101x1 82.04 1.16 1.06 43.65 7.49 7.49 38.32 15.79 1572 70.97 433 4.29 29.10 18.28 18.28 73.62
BiT-R101x3 84.19 3.78 3.72 50.14 9.10 9.10 53.12 10.90 10.93 73.36 7.85 7171 36.29 21.15 21.15 80.44
BiT-R152x2 84.17 2.96 2.71 51.02 8.51 851 5297 10.37 10.13 73.46 6.30 6.12 36.96 19.22 19.22 80.72
BiT-R152x4 84.49 6.28 6.26 54.06 11.50 11.50 58.52 12.17 12.14 74.36 10.94 10.94 41.17 2547 25.47 85.58
ConvNeXt-B 85.53 2.87 2.82 62.46 2.57 2.51 52.63 8.28 831 75.43 291 2.78 48.62 8.87 8.86 85.72
ConvNeXt-L 86.29 2.27 2.34 64.57 3.00 3.08 58.23 7.57 7.26 76.77 3.72 3.85 50.06 10.31 10.31 89.07
ConvNeXt-XL 86.58 2.40 229 66.01 2.92 2.90 61.11 7.54 721 77.20 4.00 4.24 52.67 11.15 11.15 90.04
ViT-B/16 77.85 1.39 1.38 43.09 5.28 528 2331 2351 2351 65.94 4.67 4.53 18.33 12.74 12.74 79.93
ViT-L/16 84.33 1.72 1.70 61.75 2.88 2.88 46.36 12.55 12.39 74.15 5.52 543 46.21 10.56 10.56 90.63
Swin-B 84.81 8.52 8.52 59.81 2.11 2.14 49.88 8.57 8.40 75.07 5.11 5.06 45.43 7.50 7.50 83.94
Swin-L 85.95 5.65 5.65 64.44 2.29 2.19 58.96 6.82 6.83 76.49 3.24 3.02 49.06 8.73 8.72 87.66

Fine-tuned at resolution 384x384

ConvNeXt-B-384 86.51 3.16 3.15 64.12 3.36 3.47 63.25 7.70 7.58 77.03 2.49 2.65 50.31 7.84 7.84 87.11
ConvNeXt-L-384 87.14 2.39 2.38 66.09 3.27 3.16 66.52 7.01 6.90 7797 3.51 3.31 51.68 9.60 9.60 90.45
ConvNeXt-XL-384 | 87.45 2.37 2.49 67.24 3.22 3.35 69.59 7.28 7.29 78.34 3.03 2.87 53.80 8.69 8.67 91.12
ViT-B16-384 79.43 1.53 1.60 40.62 6.49 6.49 33.63 17.46 17.46 68.37 4.45 4.45 14.54 15.75 15.75 81.75
ViT-L16-384 85.80 2.09 1.93 63.26 3.31 3.31 63.07 6.11 5.86 76.47 5.29 525 46.10 12.38 12.38 92.42
SWIN-B-384 86.29 6.78 6.78 63.41 2.29 228 62.20 6.57 6.52 76.65 3.80 3.83 48.43 843 8.43 86.46
SWIN-L-384 87.01 6.58 6.58 66.40 3.40 3.50 67.92 7.37 729 7751 3.89 3.79 50.29 7.62 7.62 89.25

Table B.1.1: Analogous of Tables and Table but using the prepocessing pipeline suggested
suggested by the timm library for each model. The conclusions of the main paper do not change.

B.1 Additional experimental details

B.1.1 About the evaluation metrics

All metrics are reported in percentage terms. The out-of-distribution detection metrics leverage the
Dempster-Shafer uncertainty metric [Sensoy et al., 2018]], as we find it to be the most effective for
the task. For the misclassification detectiontasks, we use the confidence score (i.e. the maximum

probability of the softmax) as uncertainty metric, as we find it to be the most effective for the task.

B.1.2 The impact of the input preprocessing pipeline

For the results reported in the main paper, we apply the standard ImageNet-1K test pre-processing
pipeline: we first rescale the image at resolution 256 X 256 then extract the center crop of 224 x 224
and normalise with respect to the mean and standard deviation of the training set.

It should be noticed that the timm library suggests using a different pre-processing pipeline
for each method. We do not follow this procedure for the results in the main paper as fine-tuning
the test pre-processing pipeline hyperparameters would require a cross-validation procedure to not
overfit the test set and we want to have a fair comparison using the same evaluation procedure
for all models. We report the results applying the timm-proposed preprocessing pipelines in
Tables [B.1.1] and [B.1.2] All the conclusions drawn in the main paper about ConvNeXts, ViTs
and SwinTranformers do not change. The only case in which altering the pipeline dramatically

changes the performance is on BiT models. With respect to the performance with the default

pre-processing pipeline, BiT models become:
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Clean Data Domain-Shift
ImageNet-1K (Test) | ImageNet-A ImageNet-R ImageNet-SK ImageNet-V2
PRR (1)
BiT-R50x1 72.48 23.31 -25.84 56.68 68.08
BiT-R50x3 73.41 -19.39 -8.67 62.41 67.39
BiT-R101x1 74.04 16.70 -22.27 60.64 68.12
BiT-R101x3 73.39 15.32 -8.64 62.54 66.61
BiT-R152x2 73.24 48.97 -20.76 61.36 66.81
BiT-R152x4 71.82 23.89 -35.15 62.15 64.54
ConvNeXt-B 73.43 16.03 -39.91 67.48 69.84
ConvNeXt-L 73.48 40.56 -23.60 69.04 69.50
ConvNeXt-XL 74.36 35.96 -19.32 69.29 70.07
ViT-B16 74.12 49.46 -33.53 64.59 70.89
ViT-L16 76.24 5.92 -31.09 69.70 72.61
Swin-B 71.99 17.10 -16.70 63.98 67.61
Swin-L 72.70 -10.78 -25.43 63.83 68.91
Fine-tuned at resolution 384x384
ConvNeXt-B-384 74.06 36.79 -22.39 67.37 68.75
ConvNeXt-L-384 74.12 32.74 -10.88 68.47 69.16
ConvNeXt-X1-384 74.71 55.16 -12.21 69.05 70.27
ViT-B/16-384 74.35 46.47 -32.97 66.18 71.13
ViT-L/16-384 76.89 -9.48 -20.06 69.41 72.76
Swin-B-384 72.53 69.93 -42.21 63.73 67.58
Swin-L-384 71.73 27.26 -17.02 63.04 66.71

Table B.1.2: Analogous of Table but using the preprocessing pipeline suggested by the timm library for
each model. The conclusions of the main paper do not change.

e way more accurate on in-distribution data. For instance, BiT-R152x4’s accuracy jumps from
78.16 to 84.49.

e way more accurate on covariate shifted inputs. Particularly remarkable is the improvement
when exposed to ImageNet-A. For instance, the accuracy of BiT-R50x1 jumps from 10.97 to
38.98 (which renders the smallest BiT model better performing than ViT-B/16!). Similarly,
larger capacity BiT models can outperform ViT-L/16 and BiT-R152x4 is as competitive as
the top-performing transformer (Swin-L). It is important to recall that ImageNet-A samples
were selected to produce low accuracy on ResNets. This selection bias obviously makes
comparisons between ResNets and any other architecture unfair. However, already changing
the pre-processing pipeline at test time is enough to significantly weaken the adversarial
effectiveness of the selection process on ResNet inspired architectures. Similarly, on other
data-shift datasets, BiTs become extremely more competitive, and can outperform or be

almost comparable to smallest transformer variants in many cases.
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e significantly better at out-of-distribution detection (e.g. the minimum gap between BiT models
and ViT-L/16 passes from almost 11% to less than 7%)

e significantly more calibrated on both in-domain and covariate shifted inputs. (e.g. the ECE is

approximately halved in most cases on in-distribution data)

¢ on in-domain misclassification detection, the performance significantly increases. Similarly it
increases (in most cases) on ImageNet-R, ImageNet-SK and ImageNet-V2. On ImageNet-A
the performance decreases. This is another interesting case in which the calibration and
misclassification detection provide complementary information: while the calibration error
decreases on ImageNet-A, the misclassification detection performance gets worse, indicating

the problem of being overconfidently wrong becomes more pronounced.

It should also be noticed that variants fine-tuned at resolution 348x384 exist (see the lower
parts of Table [B.T.1|and Table B.1.2)). These variants generally outperform the variants fine-tuned
at lower resolution in terms of accuracy, but generally exhibit worse uncertainty properties. The
final conclusions of our paper do not change when considering these variants. Since we could not
find BiT checkpoints fine-tuned at this resolution in the timm library, we reported the performance

for models fine-tuned at 224x224 to have a fair comparison.

B.1.3 The impact of pre-training

It would be interesting to study the robustness and reliability of models without pre-training on
ImageNet-21K. Unfortunately, checkpoints training solely on ImageNet-1K are often not included in
the timm library or in general not publicly available, mostly becauuse some of the models considered
do not produce good performance if trained from scratch on ImageNet-1K. For completeness, we
report the performance results on ConvNeXt-B/L and Swin-B in Tables B.1.3]and [B.1.4]. Notice, in

this case the out-of-distribution detection results are reported using the negative confidence score

as a form of uncertainty, as we find it to be the most effective in this case.

As it can be seen in Table ConvNeXt-B is typically more accurate and better calibrated
than Swin-B except on ImageNet-A and ImageNet-V2 (where Swin-L is more calibrated). Swin-
B produces better out-of-distribution detection performance. As it can be seen in Table [B.1.4]
ConvNeXt-L outperforms all other models at misclassification detection except in 1 case. However,
we cannot draw conclusions from these two tables given the lack of comparison with other strong
Transformer architectures and CNNss.

What we can evaluate is the difference occuring between the case without and with pretraining:
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00D
ImageNet-O
AUROC (1)

62.64

Domain-Shift
ImageNet-A ImageNet-V2 ImageNet-Sk
Acc () ECE(l) AdaECE(l) | Acc(f) ECE(l) AdaECE(l) | Acc(t) ECE(l) AdaECE (])
3579 2255 2251 7369 555 6.30 3827 2278 2278

Clean Data
ImageNet-1K (Test)
Acc (1) ECE(l) AdaECE (])
83.73 3.33 343

ImageNet-R
Acc (1) ECE(l) AdaECE ()
ConvNeXt-B 5172 8.8 8.14
ConvNeXt-L | 8416  3.86 3.95 5393 850 8.47 4054 2142 21.40 74.01 5.74 6.47 40.14 2340 23.40 62.68

Swin-B ‘83.08 5.08 501 [ 47120 872 871 [ 3439 2043 2045 | 7210 529 499 | 3262 2283 2283 | 6401

Table B.1.3: Analogous of Table but checkpoints are not pre-trainined on ImageNet-21K.

Clean Data Domain-Shift
ImageNet-1K (Test) | ImageNet-A ImageNet-R ImageNet-SK ImageNet-V2
PRR (1)
ConvNeXt-B 70.45 -7.13 -11.43 65.16 65.31
ConvNeXt-L 69.71 36.21 -30.27 64.04 65.93
Swin-B 68.20 34.16 -2.43 59.58 63.18

Table B.1.4: Analogous of Table but checkpoints are not pre-trained on ImageNet-21K.

e in all cases, in-distribution accuracy is significantly improved by pre-training

e for ConvNeXt models, the lack of pre-training harms calibration on in-domain data and under
covariate shift. For Swin-B, the lack of pretraining improves the calibration on in-distribution

data, but harms it under covariate shift.

e the lack of pretraining significantly damages the out-of-distribution detection performance of

all models

e the lack of pretraining harms the misclassification detection performance except in the case
of ImageNet-R for ConvNeXt-B and Swin-B. Swin-B performance drops more significantly

than ConvNeXt-L models without pretraining.

B.2 Further discussion about the practice of comparing models
based on parameter count

In this section we provide additional examples explaining why the parameter count is not really
representative of the ability of a model to capture better approximations of the function underlying
the relationship between inputs and outputs that generalise better.

One might wonder whether ways to quantify this aspect of a model exist. For this reason, we
resort to known complexity measures in the literature and show these are no better than parameter
count for the purpose of comparing models belonging to different families of architectures, and

advocate for the need of measures that allow to compare models independently of their kinship.
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B.2.1 Additional examples of why parameter count is not a proxy for general-
ization

Firstly, it is important to observe that all the considered models have significantly more parameters
than the number of training samples (even when considering ImageNet-21K as training set).
Therefore, from a theoretical point of view, all the considered models can interpolate the training
set. These models differ in the way the learning procedures can leverage the data and the available
parameters to learn solutions that generalise better. How overparametrization is related to the
extraordinary generalization properties of Neural Networks is still an open area of research, and
out of the scope of this paper.

Secondly, consider the following examples:

e consider BiT-R152x2 and BiT-R152x4. It is evident that although the latter has about 4 times
the number of parameters of the former, the performance improvements observed in our
tables are often marginal. This implies the training procedure is not capable of leveraging the
additional number of parameters to boost the performance. It could be interesting if future
literature investigated how much BiT-R152x4 can be pruned before it looses its advantage
over BiT-R152x2.

e consider ConvNeXt-B and BiT-R152x4. Although the first contains almost 10 times less
parameters than the latter, and both rely on convolutional inductive biases, ConvNeXt-B
significantly outperforms BiT-R152x4 almost always. This comparison shows that parameter
count is not representative of the generalisation properties of a model even when comparing
models sharing convolutional inductive biases. Several other design choices that are often
neglected in existing literature comparing Transformers and CNNs (e.g. quantity and types of
activations or normalization layers, kernel sizes, proportions between the block sizes etc.) can

greatly influence the ability of a model to produce robust and reliable predictions.

B.2.2 Can complexity measures do better than parameter count?

A natural question that could arise from these observations is whether it is possible to find a measure
that quantifies the generalization properties of a model as a function of the value of its parametrs.
The value of the parameters will obviously depend on the training data, the training procedure and
the architecture, as opposed to the parameter count metric. This is still an open area of research, and

a recent study collected and compared the most popular complexity measures [Jiang™ et al., 2020].
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We now consider a couple of the most popular complexity measures and show how they
cannot be used to compare the generalization properties of models belonging to different fam-
ilies, and therefore, for this purpose, are no more useful than parameter count. We consider

the following two measures:

e Path-Norm [Neyshabur et al., 2017]], defined as:

PN =) fa(D)

where f, » represents a network whose parameters have been squared, 1 indicates an input (of
adequate shape, in this case we apply the same shape of ImageNet inputs) for which each

entry is set to 1, f,2(.)[i] represents the logit associated to class i.

o (logarithm of) Spec-Fro [Neyshabur et al., 2018], defined as:

L

L
log S F =log [ | IWil}} )" srank (W)
i=1 i=1

where L is the total number of layers in the network, W; represents the weight matrix of the
i-th layer, srank(W;) represents the stable rank of W, i.e. srank(W;) = ||W,~||%/ ||W,~||%. We

take the logarithm for numerical stability reasons.

Consider Table It is clear that both metrics cannot be used to compare models belonging
to different families (e.g. the BiT values of Path-Norm and Spec-Fro are evidently at another
scale with respect to those of all the other models; also, no inter-family consistent sorting based
on generalization on the in-domain test set seems to emerge). Also for a same architecture, the
behaviour of the metrics is inconsistent when comparing models pre-trained on ImageNet-21K and
then fine-tuned on ImageNet-1K with respect to those trained only on ImageNet-1K. For instance,
in the case of ConvNeXt the metrics remain almost unchanged, while for Swin-B the change is
dramatic. The metrics also produce inconsistent behaviours within a family, for instance they do
not sort based on generalisation properties the ViT-B and L. models with patch sizes 16 and 32.
For these reasons, for the purposes of this analysis, these metrics are no more useful than the

parameter count. Future research should address this issue.

B.3 Samples of the ImageNet-9 and Cue-Conflict dataset

In Figure [B.3.1] and [B.3.2] we show some samples from the ImageNet-9 mixed same and mixed

random splits. In Figure we show some samples from the Cue-Conflict dataset.
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# params | Path-Norm log-Spec-Fro
BiT-R50x1 25 71.90 101.179
BiT-R50x3 217 211.21 103.10
BiT-R101x1 44 75.43 197.44
BiT-R101x3 387 224.96 199.62
BiT-R152%2 232 151.50 295.13
BiT-R152x4 936 298.22 296.47
ConvNeXt-B 88 0.51 2.23
ConvNeXt-L 196 0.75 55.60
ConvNeXt-XL 348 -0.28 80.75
ViT-B/16 86 0.34 46.77
ViT-L/16 304 -0.44 118.72
ViT-B/32 88 0.17 46.20
ViT-L/32 306 0.86 118.17
Swin-B 87 0.04 34.11
Swin-L 195 -0.95 84.72
Trained on ImageNet-1K only
ConvNeXt-B 88 0.50 2.22
ConvNeXt-L 196 0.76 55.60
Swin-B 87 -314.96 381.30

Table B.2.1: Path-Norm and Spec-Fro Complexity measures for each of the considered models
(checkpoints pre-trained on ImageNet-21K and fine-tuned on ImageNet-1K, except for the bottom part
of the table

Figure B.3.1: A few samples from the ImageNet-9 mixed same split, in which the foreground of a class is
mixed with a background from the same class.

Figure B.3.2: A few samples from the ImageNet-9 mixed random split, in which the foreground of a class is
mixed with a background from another class.
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Figure B.3.3: A few samples from the Cue-Conflict dataset, in which style transfer is used to alter the textures
of an image using images from other classes as style sources.

B.4 The AUROC is agnostic to data imbalance and positive
class choice

We now provide some trivial proofs about the properties of the AUROC in the setting of out-of-
distribution detection.

Consider a threshold-based binary classifier f7(H(x)) that assigns label 1 (out-of-distribution)
if H(x) (an uncertainty measure computed over the input x) is above a threshold 7', 0 otherwise(in-
distribution). If the choice of the positive class changes (1 means confident prediction, 0 means
uncertain prediction), one can still use a thresholded classifier (that we will call f7.(C(x))) that
assigns label 1 (in-distribution) if C(x) (a confidence measure computed over the input x) is
above a threshold 7', O otherwise (out-of-distribution). It is important to observe that given a
strictly monotonically decreasing function g, one can get an uncertainty measure from a confidence
measure or viceversa via composition with g.

As typical for binary classification, let us define 7P as the number of true positives, FN as the
number of false negatives, F'P as the number of false positives, TP as the number of true positives
for classifier fr. We recall that the total number of positive (negative) samples can be written as
P =TP+ FN (N = TN + FP), respectively. We also recall that in the context of evaluating
out-of-distribution detection, the sizes of the test in-distribution and out-of-distribution sets are fixed,
so that P and N are constant (because the positive classed has been assigned to out-of-distribution),
and also k = P/N is constant. Let us add an apex to indicate the same quantities for classifier
f7 @.e. if in-distribution samples are assigned the positive class)

Let us clearly define the AUROC. To plot the ROC curve, one varies the the classification
threshold T € [0, 1] and plots the corresponding (FPR(T),TPR(T)), the function is monotonically
increasing (not strictly). Let us denote with TPR; withi = 0,1, ..., M the ordered set of points
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corresponding to a discontinuity in the stair function. Ordered means:

TPRi_1 <TPR; < TPR;1| & FPR(TPR,'_l) < FPR(TPR,') < FPR(TPR,-_H)

(B.1)
By convention set TPRy = 0 and TPRy; = 1. For a lighter notation, let us denote TPR; = h;
and FPR; = b;. Then the area under the ROC curve is:

AUROC =

M
(bi = bi—1)h;

i=1

Theorem 1. The AUROC in the aforementioned out-of-distribution detection evaluation setting is

invariant to the choice of the positive class.

Proof. (Sketch) Assume we start from the classifier f7(H(x)) without loss of generality. If the
label of all the test samples x are flipped, if a strictly monotonically decreasing function g is applied
to the uncertainty measures H(x) to obtain C(x) = g(H(x)), one can apply the classifier f7.(C(x)).
Then the following relationships hold: (1) TN = TP’, 2)FN = FP’', 3)FP = FN',(4) TP =TN’.
These imply (5) TPR = TP/(TP+ FN) = TN'/(TN' + FP') = TNR' = 1 - FPR’ and
similarly (6) FPR = FP/(FP+TN) = FN'/(FN' +TP') = FNR' = 1 - TPR’. We refer to
this set of relationships as the “mapping implied by the swap of the positive class". We recall that
the ROC function is a staircase function and its integral is computed as the sum of the rectangles
composing the stair. Given

M

AUROC =" (bi = bi-1 )y
i=1

let’s similarly denote
M

AUROC" = (b} = bj_, I,
i=1
after the swap of the positive class. Imposing the same ordering constraint in the (5, 4") plane, the
relationship we found before becomes bl’. =1-hy_;and hl’. = 1 — bys—;. Replacing these values in

AUROC’ we obtain

AUROC" = $M (1= hy—i— (1 =hy—iv1)) (1 = byr—i) = M (hymivr — hy—i) (1 = by—i) = AUROC
(B.2)

The last equality 1s obvious with geometric reasoning: while the AUROC partitions the ROC
stair with vertical rectangles (one for each step) and summates the area of the rectangles obtained
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this way, AUROC’ partitions the same ROC stair using horizontal lines (one for each step) and
summates the area of these rectangles (which is obviously the same). This is further validated by
reasoning geometrically on the mapping of the swap of variables: this mapping moves the origin of
the original space to (1, 1), rotates the coordinate axes of 90° anti-clockwise and flips what used to
be the x axis orientation.

A similar reasoning applies if starting from a classifier f7.(C(x)). mi

Theorem 2. The AUROC in the aforementioned out-of-distribution detection evaluation setting is

invariant to class rebalancing by sampling multiple times the minority class.

Proof. (Sketch) Let us assume, without loss of generality, that k = P/N > 1 and for the sole purpose
of making the aforementioned rebalancing strategy feasible & is intege Then T PR is unchanged
(TPR=TP/P=TP/(FP+ FN), and the FPR is unchanged too (FPR = kFP/(kFP + kTN)).
Therefore the AUROC is unchanged. A similar reasoning holds for k = N/P > 1 and k integer.

O

The latter theorem implicitly shows that the AUROC is unaffected by the class imbalance.
Indeed, if a class imbalance exists, a strategy to rebalance the two classes exists, and both the

imbalanced and rebalanced sets will have the same AUROC.

I'The value of k can be rational, but then the rebalancing strategy should resample also samples form the non-minority
class to equate the number of positive and negative samples, but a similar theorem can be proved with a few more
passages
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C.1 Experiment Implementation

C.1.1 General Setup

Due to the speed limitation of generative modelﬂ we pre-generate all the augmentation images.
For each image in the training set, we randomly selected & text prompts from the templates (see
Section|C.10). In the Single Domain Generalization experiments, we choose k = 3 (for PACS and
OfficeHome) and k = 5 (for NICO++ and DomainNet) prompts for each image (i.e., one prompt
from each target domain), whereas for the weakening spurious correlation experiments, we choose
k = 4 prompts for each image to randomize the correlation between the causal and spurious features.
Then for each prompt one image will be generated and saved as a corresponding augmented version
of the original image. At training time, for each training image in the batch, one of its augmented
versions will be randomly selected from the k pre-generated intervened samples

On efficiency, we note that, given a dataset with N traing samples, the generated interventional
data will have a size of N X k, where k ranges from 3 ~ 5 (depending on the experiment). As such,
the number of generated samples is generally low (given N is often of a few thousands) with respect
to the amount of samples generated by baseline augmentation techniques (which is N X e where e
represents the number of training epochs, and typicallyﬂ e >> k). Although baselines produce more
augmentations of the same image, our technique requires fewer augmentations per image to attain
superior performance as SDEdit can intentionally target specific types of interventions.

We report a few statistics about the training, validation and test set sizes as well as the number
of classes for each dataset in Table [C.8.2] We use the model checkpoint of the last epoch to measure
the test accuracy. For the experiments, as typical in the literature, we use pre-trained models on
ImageNet for the backbones. To reproduce the experiment, we make part of our implementation

available in the following anonymous repository.

C.1.2 Single Domain Generalization

We set up the experiment under the standard Single Domain Generalization paradigm. For PACS,
Office-Home, NICO++, and DomainNet, we train a model for each single domain and evaluate
it on the remaining unseen domains to measure the test accuracy. For the first two datasets,
we generate three augmented samples each one of them corresponds to one target domain.

For the latter two, we similarly generate five. For all the datasets, we use an image size of

I'Significant progress in generation speed has been performed from the first versions of Stable Diffusion to the one
we have been using in this paper. Accelerating diffusion models is an active area of research
2E.g., in our experiments, e = 50.

139


https://anonymous.4open.science/r/NotJustPrettyPictures-26BE

224 x 224. The full experiment results with expanded test accuracy one each test domain for
PACS/OfficeHome/NICO++/DomainNet are shown in Table [C.1.1JTable [C.1.3)Table [C.1.5) Ta-
ble [C.1.7] for ResNet-18; Table [C.1.2)Table [C.1.4]/ Table [C.1.6)Table [C.1.8| for ResNet-50. The

visualised comparison between traditional data augmentation and generative model-based image

editing as well as comparison among different types of conditional generation strategy is shown
in Figure [C.1.1] and Figure [C.1.2] respectively. An overall comparison between different editing
techniques is also presented in Table [C.1.9]

-®- ERM -®- MixUp PixMix RSC ACVC —4&— SDEdit(M) —&— SDEdit(LEM)

-@-- AugMix -®- CutMix CutOut MEADA L2D —&— SDEdit(H) —&— SDEdit(LEC)
-®- RandAugment

OfficeHome NICO++ DomainNet
Art

Autumn Clipart

Sketch Product Outdoor Quickdraw

Figure C.1.1: Single Domain Generalization (SDG) Performance results in comparison with baselines
(dashed lines) and OURS (solid lines) using ResNet-18.

—&— Text2lmage(M) —&— Retrieval SDEdit(M) ControlNet(M) —&— InstructPix2Pix

OfficeHome NICO++ DomainNet
Art

Autumn Clipart

Sketch Product Outdoor Quickdraw

Figure C.1.2: Comparison Between Different Condition Generation Strategy using ResNet-18.

C.1.3 Effect of Accessing Multiple Source Domain

We also present further investigation on the effect of accessing multiple source domains, potentially
including the target test domain. We experimented on three settings: (a) MDG: classifier trained

on all but the target domain, which is the standard set-up for multi-domain generalization, where
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Table C.1.1: Single Domain Generalization (SDG) PACS result with ResNet-18.

Art  Photo Sketch Cartoon | Average

ERM 74.8 39.67 48.12  72.37 58.74
MixUp 67.14 39.57 3324  63.27 50.81
CutMix 68.46 36.5 31.99 67.2 51.04
AugMix 68.88 38.75 43.89  76.86 57.09
RandAugment 69.07 4448 4936  72.31 58.8

CutOut 69.19 37.77 40.72  71.77 54.86
RSC 71.18 41.04 46.56  72.17 57.74
MEADA 70.32 39.55 4494  74.03 57.21
PixMix 6949 475 5472  77.06 62.19
L2D 84.07 51.06 5094  77.12 65.8

ACVC 72.65 4333 60.35  78.98 63.83
VQGAN-CLIP(M) | 78.09 5438 53.78  71.76 66.00
Retrieval 81.22 7549 83.36  83.24 80.83
SDEdit(M) 82.27 58.87 72776  81.93 73.96
SDEdit(H) 84.23 61.7 70.31 82.74 74.75
SDEdit(LEC) 81.08 62.04 62.19 82.18 71.87
SDEdit(LEM) 83.21 58.74 66.45 82.37 72.69
Text2Image(LEM) | 80.59 68.82 83.58 85.27 79.56
Text2Image(M) 83.17 7131 87.42  87.12 82.26
ControlNet(M) 77.07 54.64 75.78 81.81 72.32
Textual Inversion 78.57 67.67 68.66 83.9 74.7

InstructPix2Pix 76.08 56.22 50.79  78.39 65.37

141



Table C.1.2: Single Domain Generalization (SDG) PACS result with ResNet-50. Columns are Single source
domains; accuracies are the average test accuracy of the three remaining target domains when training using
the indicated source domain (best accuracies are in bold).

‘ Art  Photo Sketch Cartoon ‘ Average

ERM 7444 48.78 50.89 73.74 61.96
MixUp 66.31 4298 45.64 77.76 58.17
CutMix 72.53 40.03 44.72 76.72 58.5

AugMix 758 51.32 49.99 81.42 64.63
RandAugment 71.38 46.8 55.95 76.33 62.61
CutOut 76.67 42.69 48.93 75.2 60.87
RSC 73.15 5347 51.11 80.58 64.58
MEADA 73.72 48.78 59.81 73.84 64.04
PixMix 77.33 5558 52.42 83.15 67.12
L2D 7733 5841 58.14 81.7 68.89
ACVC 79.63 52.76 58.13 814 67.98
SDEdit(M) x 81.21 57.54 80.60 84.76 76.03
SDEdit(O-M) 82.59 6544 79.3 83.64 717.74
Retrieval 82.36 7624 87.0 86.01 82.9

SDEdit(M) 82.67 6294 73.78 86.33 76.43
SDEdit(H) 83.68 6422 7895 84.63 77.87
SDEdit(LEC) 82.69 5948 77.76 85.57 76.38
SDEdit(LEM) 84.11 59.1 73.39 86.0 75.65
Text2Image(LEM) | 82.11 68.08 87.55 87.71 81.36
Text2Image(M) 84.15 729 90.51 87.34 83.72
ControlNet(M) 75.65 56.47 81.83 84.01 74.49
Textual Inversion 76.15 68.36 76.66 87.89 77.27
InstructPix2Pix 76.87 5447 54.7 81.25 66.82

multiple domains of source data are used for training and one unseen domain is used for testing; (b)
All: classifier trained on all the domains, (c) Target: classifier trained only on the target domain. As
shown in Table[C.1.10] While ERM(Target/All) achieves almost perfect performance, this is expected
as the training source domain includes the target test domain. Note that the accuracy in the table
below is not directly comparable to SDG in the main paper since our main setting is Single Domain
Generalization (SDG), where we have a single source domain for training, and the accuracy reported
is the average test accuracy on multiple unseen test domains. However, here we have a single unseen
target domain for testing. To provide a direct comparison between ERM and SDEdit, we experiment
with SDEdit under the same setting in MDG with a minimal prompt. We demonstrate under MDG

setting SDEdit also leads to significant performance improvement in all unseen test domains.
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Table C.1.3: SDG OfficeHome result with ResNet-18.

Art  Clipart Product Real | Average
ERM 5743 50.83 48.9  58.68 | 53.96
MixUp 5041 43.19 41.24 51.89 | 46.68
CutMix 49.17 46.15 41.2  53.64 | 47.54
AugMix 56.86 54.12  52.02 60.12 | 55.78
RandAugment 58.07 5532  52.02 60.82 | 56.56
CutOut 5436 50.79  47.68 58.24 | 52.77
RSC 53.51 4898  47.16 583 51.99
MEADA 570  53.2 48.81 59.21 | 54.55
PixMix 53.77 52.68 4891 58.68 | 53.51
L2D 52779 4897 47775 5831 | 51.95
ACVC 543 5132 47.69 56.25 | 52.39
Retrieval 65.02 6355 60.51 6432 | 63.35
SDEdit(M) 60.72 5495 5247 6126 | 57.35
SDEdit(H) 58.15 55.12 5194 61.24 | 56.61
SDEdit(LEC) 5843 5496 50.64 60.93 | 56.24
SDEdit(LEM) 5727 5397 49.02  60.5 55.19
Text2Image(LEM) | 59.8 61.88  55.13 58.24 | 58.76
Text2Image(M) 62.77 6457 5751 61.2 61.51
ControlNet(M) 59.59 59.58 5494 62.14 | 59.06
InstructPix2Pix 56.2 5158 49.85 59.96 54.4
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Table C.1.4: SDG OfficeHome result with ResNet-50.

Art  Clipart Product Real | Average

ERM 63.62 6132 56.85 6599 | 61.94
MixUp 63.46 59.2 5497 64.21 | 60.46
CutMix 59.3 5445 51.9 63.0 57.16
AugMix 63.99 61.11 58.88 66.44 62.6

RandAugment 6492 6138 5934 6642 | 63.02
CutOut 62.15 58.24 55777 6398 | 60.03
RSC 6091 56.86 5421 64.41 59.1

MEADA 64.48 61.6 5734 6489 | 62.08
PixMix 63.54 6034 57.29 6454 | 61.43
L2D 60.79 55.01 54776 62.93 | 58.37
ACVC 62.33 5776  55.59 64.02 | 59.92
Retrieval 71.15 7146 6721 70.73 | 70.14
SDEdit(M) 67.08 6448 60.01 67.06 | 64.66
SDEdit(H) 64.55 63.05 5899 6648 | 63.27
SDEdit(LEC) 65.96 63.12 586  66.03 | 6343
SDEdit(LEM) 64.86 62.88 58.46 66.37 | 63.14
Text2Image(LEM) | 65.72  68.8 62.61 64.09 | 65.31
Text2Image(M) 68.6 71.11 63.83 6698 | 67.63
ControlNet(M) 66.52 66.65 62.12 6647 | 65.44
InstructPix2Pix 63.34 60.39 5843 67.13 | 62.32
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Table C.1.5: SDG NICO++ Result with ResNet-18.

autumn dim grass outdoor rock water | Average
ERM 57.07 6095 624 61.82 5852 65.04 | 60.97
RandAugment 57.19 60.51 61.23 61.77 58.67 64.08 | 60.57
AugMix 56.19 59.18 61.29 60.72 58.1 63.16 | 59.77
MixUp 57.15 59.52 62777 62771 59.47 6536 | 61.16
CutOut 5742 59.07 6033 61.07 5848 625 59.81
PixMix 57.55 58.38 61.36 61.62 58.68 63.85| 60.24
RSC 5461 5747 60.14 60.25 57.32 61.86 | 58.61
ACVC 53.43 5491 5894 59.07 56.11 58.67 | 56.85
MEADA 5777  60.17 6232 6227 59.53 64.52 | 61.09
L2D 51.88 53.79 57.15 58.48 5392 5855 | 55.63
Retrieval 56.69 60.31 61.58 62.51 58.06 63.57 | 60.45
SDEdit(M) 58.17 6048 6272 62.16 59.95 64.66 | 61.36
SDEdit(H) 59.14 6148 6395 64.14 60.84 66.15 | 62.62
SDEdit(LEC) 62.54 6597 67.01 67.85 64.15 69.85 | 66.23
SDEdit(LEM) 62.11 65.11 66.12 67.25 63.49 69.43 | 65.59
Text2Image(M) | 58.89 63.79 63.56 64.85 589 663 62.72
ControlNet(M) | 5836 6243 64.13 63.29 5949 65.12 | 62.14
InstructPix2Pix | 57.01 58.36 61.53 61.76 58.59 63.73 | 60.16

C.2 Weaken Spurious Correlation

In the three considered cases, the reliance on the spurious correlation is measured as: (1) ImageNet-
9 (Background Bias): Gap, as defined in [Xiao et al., 2021], is the difference between the accuracies
measured on the test sets mixed same and mixed rand. (2) CCS Dataset (Texture Bias): Texture
Bias, as defined in [Geirhos et al., [2019]], is the number of correct texture classifications over
sum of the true positive texture and shape classifications. In the test CCS dataset, each image is
synthesized with a texture and subject from different classes (i.e texture: elephant, class: cat). The
true positive texture classification is the percentage of cases in which the model predicts the texture
label correctly; similarly, true positive shape classification is the percentage of correctly classified
shape labels. (3) CelebA-sub (Demographic Bias): RandGap and FlipGap represent the accuracy
gap between LL.D distribution to rand and £1ip respectively. The purpose is to measure the reliance

on the spurious feature both for the average case (i.e., randomizing the spurious correlation in the
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Table C.1.6: SDG NICO++ Result with ResNet-50.

autumn dim grass outdoor rock water | Average

ERM 66.74 70.37 7205 713  66.58 72.64 | 69.95
RandAugment 6723 7143 7081 70.62 6647 72771 | 69.88
AugMix 66.18 69.21 70.03 70.22 65.51 71.72 | 68.81
MixUp 67.6 703 7247 7226 67.12 74.01 | 70.63
CutMix 62.82 676 6939 69.01 6359 69.78 | 67.03
CutOut 66.76  69.34 70.13 70.13 66.67 72.33 | 69.23
PixMix 6699 68.75 69.57 T71.72  67.1 72775 | 69.48
RSC 63.96 67.69 68.48 69.21 6396 7094 | 67.37
ACVC 63.74 6748 67.73 68.71 63.89 6995 | 66.92
MEADA 6747 69.99 71.72 7131 65.76 73.06 | 69.89
L2D 61.81 6444 66.78 66.67 63.42 68.02 | 65.19
SDEdit(M) x 6790 7142 7261 7232 67.10 73.79 | 70.90
Retrieval 67.39 72.16 7153 T71.83 66.19 7345 | 70.42
SDEdit(M) 68.28 7142 72.68 7231 6795 74.07 | 71.12
SDEdit(H) 69.13 72.13 73.64 7333 68.46 75.03 | 71.95
SDEdit(LEC) 70.21 74.68 75.05 75.54 69.74 76.89 | 73.69
SDEdit(LEM) 7036 744 7448 75.09 69.83 7747 | 73.61
Text2Image(M) | 68.14  72.67 72.63 73.77 66.88 75.17 | 71.54
ControlNet(M) | 67.69 72.64 73.19 7284 67.73 7492 | 715

InstructPix2Pix | 66.86 70.35 72.02 7195 67.13 7331 | 70.27

test set) and in the worst case (i.e., the test set flips the spurious correlation). For all the three dataset
each original image sample will have four pre-generated augmented samples. The comparison with
all the baselines is in with ResNet-18 Table [C.2.1] Table [C.2.3] and Table [C.2.2]

C.2.1 Additional Experiment on Cifar-10-C

We conduct further experiments with the Cifar-10-C dataset. We adopt a similar setting as RRSF,
where we train on Cifar-10 and test on Cifar-10-C. In the evaluation, domain shifts were organised

into distinct groups for clarity. The following classifications were made:
e Blurring Effects: defocus blur, gaussian blur, glass blur, motion blur, zoom blur

e Noise Variations: gaussian noise, impulse noise, shot noise, speckle noise
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Table C.1.7: SDG DomainNet Result with ResNet-18.

clipart infograph painting quickdraw real sketch \ Average

ACVC 25.31 19.86 25.23 8.0 2749 26.84 | 22.12
AugMix 25.58 19.09 24.74 7.41 2641 27.03 | 21.71
CutMix 23.56 17.83 23.0 4.33 2536  25.04 | 19.85
CutOut 24.44 19.27 24.16 6.03 25.45 25.31 | 20.78
ERM 24.29 19.93 24.32 6.08 25.42 2554 | 20.93
L2D 23.55 17.26 23.69 6.24 2633 24.17 | 20.21
MEADA 24.6 20.06 24.5 6.17 25.52 25.56 | 21.07
MixUp 24.25 19.46 23.31 5.51 26.18 25.34 | 20.68
PixMix 26.39 19.18 25.28 3.49 279 2489 | 21.19
RSC 22.92 18.21 22.52 6.11 2472 23.59 19.68
RandAugment | 25.99 18.88 25.12 6.83 27.08 25.71 | 21.60
SDEdit(H) 28.03 31.68 29.27 12.66 29.78 31.22 | 27.11
SDEdit(LEC) 27.33 30.56 28.96 11.35 29.6  30.65 | 2641
SDEdit(LEM) | 27.16 29.92 28.97 10.74 29.6  30.12 | 26.08
SDEdit(M) 27.88 31.62 29.57 12.3 30.03 30.94 | 27.06
Text2Image(M) | 34.12 35.32 31.68 36.13 33.21 3643 | 3448
ControlNet(M) | 28.19 23.40 27.59 18.81 29.28 31.62 | 26.48

e Compression Artifacts: JPEG compression

e Image Transformations: brightness, contrast, elastic transform, pixelate, saturate

As shown in Table [C.2.4] SDEdit still demonstrate effectiveness under various parametric
domain shift. Although the generalization performance is inferior to other parametric augmentation

methods, it can be used in a combined manner.
C.2.2 Hyperparameters
Training Hyperparameter For all the other baselines, we use the value as proposed in their

original papers or official implementation.

Generator Hyperparameter For the two types of generative models, we use the hyperparam-
eters for each dataset as shown in Table [C.2.6] Hyperparameters are tuned based on human
judgement of few-shot image manipulation quality, without downstream task accuracy-based

evaluation. Unspecified hyperparameters are set to their default value. For Stable Diffusion, We
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Table C.1.8: SDG DomainNet Result with ResNet-50.

\clipart infograph painting quickdraw real sketch \ Average

ACVC 29.84 26.72 29.86 8.96 31.88 31.47 | 26.46
AugMix 30.04 26.1 29.48 8.92 31.07 31.61 | 26.20
CutMix 289 24.29 27.92 5.99 2997 29.75 | 24.47
CutOut 28.98 25.8 28.71 6.6 2996 29.36 | 24.90
ERM 29.06 27.07 28.87 6.92 29.85 298 25.26
L2D 28.15 23.85 28.61 7.12 31.25 29.53 | 24.75
MEADA 29.09 26.77 28.81 6.81 30.06 30.05 | 25.26
MixUp 29.34 26.89 29.17 6.46 30.66 30.42 | 25.50
PixMix 30.77 26.96 29.95 3.68 3294 28.87 | 25.53
RSC 26.89 24.12 26.48 5.79 287 2796 | 23.32
RandAugment | 30.28 26.51 29.96 8.31 31.82 30.14 | 26.17
SDEdit(H) 32.89 37.95 33.99 15.89 34.45 3577 | 31.82
SDEdit(LEC) 32.35 37.14 33.83 15.62 3432 3539 | 3144
SDEdit(LEM) | 31.84 36.75 33.72 13.88 34.19 3524 | 3094
SDEdit(M) 33.09 38.13 33.99 15.86 34.64 3594 | 3194
InstructPix2Pix | 30.63 27.29 30.04 14.70 32.27 30.99 | 27.65
ControlNet(M) | 32.66 30.72 31.93 14.92 33.66 36.15 | 30.01
Text2Image(M) | 39.05 41.28 36.78 48422  38.18 40.89 | 40.77

Table C.1.9: Comparison Between Editing and Condition Strategies.

PACS OfficeHome NICO DomainNet

SDEdit(M) 76.43 64.66 71.12 31.94
Text2Image(M) | 83.72 67.63 71.54 40.77
ControlNet(M) | 74.49 65.44 71.50 30.01
InstructPix2Pix | 66.82 62.32 70.27 27.65

Retrieval 82.90 70.14 70.42 31.07
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Table C.1.10: Impact of Assessing Multiple Real/Synthetic Domain.

Art  Photo Sketch Cartoon | Average
ERM (Target) | 99.65 99.94 99.64  99.66 99.72
ERM (All) 99.71 99.70 99.84  99.60 99.74
ERM (MDG) | 80.01 96.28 73.86  76.28 81.61
OURS(MDG) | 87.5 95.75 79.21 85.2 86.91

Table C.2.1: ImageNet-9 result with ResNet-18

LI.D. Test Mixed Rand Mixed Same | Gap (|)

ERM 95.16 73.54 86.02 12.48
MixUp 94.62 67.63 83.91 16.28
CutMix 95.36 65.21 84.77 19.56
AugMix 95.16 74.73 87.72 12.99
RandAugment 96.69 78.20 90.44 12.25
CutOut 95.46 71.10 85.41 14.31
RSC 94.12 74.72 84.39 9.68

MEADA 95.56 74.774 87.43 12.69
PixMix 97.04 79.76 91.96 12.20
ACVC 93.97 76.38 88.16 11.77
L2D 92.84 73.04 84.10 11.06
SDEdit(H) 91.85 73.33 82.96 9.63

Text2Image(H) 90.12 69.63 75.8 6.17

ControlNet(H) 91.85 75.19 85.68 10.49
InstructPix2Pix 92.84 78.89 88.15 9.26

Retrieval 91.6 73.83 80.12 6.29
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Table C.2.2: Texture result with ResNet-18

I.I.D. Test Random | Texture Bias ()
ERM 81.75 18.77 72.45
MixUp 77.36 19.23 71.69
CutMix 79.96 15.64 77.16
AugMix 82.2 20.08 72.42
RandAugment 83.09 18.9 72.2
CutOut 81.85 17.81 74.19
RSC 79.9 20.48 71.11
MEADA 81.97 19.5 71.14
PixMix 80.91 26.86 64.64
ACVC 81.13 29.33 59.25
L2D 80.06 23.55 62.12
SDEdit(H) 85.94 31.48 55.46
Text2Image(H) 86.44 35.23 51.21
ControlNet(H) 84.13 21.88 62.58
InstructPix2Pix 79.75 26.17 53.58
Retrieval 85.85 3391 51.94

use "Runmyml/stable-diffusion-v1-5" pre-trained model. The training hyperparameters for
setting are specified as shown in Table

C.3 Prompting Strategies

Hwere we detail how the prompts were obtained.
e Domain expert (H): a collection of 1-8 simple “handcrafted” prompts per image domain (e.g.,
“an ink pen sketch of a(n) class”), authored by a human given only the domain descriptions

provided by the respective benchmarks, without looking at any samples from the target
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Table C.2.3: CelebA-sub result with ResNet-18

LID. Test Flip Random | FlipGap (/) RandGap (|)
ERM 99.44 77.16  88.48 22.28 11.32
MixUp 99.16 79.4 88.86 19.76 9.46
CutMix 99.24 74.82  86.92 24.42 12.1
AugMix 99.56 76.42  87.82 23.14 11.4
RandAugment 99.04 77.62  88.96 21.42 11.34
CutOut 99.48 78.24  89.72 21.24 11.48
RSC 99.52 81.7 91.8 17.82 10.1
MEADA 99.48 77.24  89.08 22.24 11.84
ACVC 99.16 79.5 89.58 19.66 10.08
PixMix 99.32 76.62  88.34 22.7 11.72
L2D 99.12 81.96  90.96 17.16 9.0
Retrieval 98.6 77.9 89.3 20.7 11.4
SDEdit(H) 99.2 86.6 92.5 12.6 5.9
Text2Image(H) 08.8 90.0 93.6 8.8 3.6
ControlNet(H) 99.2 89.3 93.5 9.9 4.2
InstructPix2Pix 99.2 86.9 93.5 12.3 6.6
Blurring Avg. Noise Avg. Compression Avg. Transformations Avg. Overall Avg.
ERM 72.04 74.01 75.71 73.93 73.55
MixUp 73.79 76.22 77.46 75.72 75.48
PixMix 75.84 79.41 81.39 79.32 78.63
SDEdit(M) 74.28 75.71 77.10 75.02 75.11
Table C.2.4: Average performance of algorithms across grouped domain shifts.
domain.

o Language enhancement (LE): following [He et al., 2023]], we use the TS5 language model
[Raffel et al., 2020] fine-tuned on CommonGen [Lin et al., ZOZO]EI to generate 1-8 prompts
using only the domain and class labels as inputs. Two strategies, Conservative (LEc) and
Moderate (LEy;), are used: LEc deterministically generates consistent, high-probability
outputs; and LE)y; is built to balance prompt diversity with quality. For both strategies, we

use a TS5 [Raffel et al., 2020] model that is pre-trained on both unsupervised language

3https ://huggingface.co/mrm8488/t5-base-finetuned-common_gen

151


https://huggingface.co/mrm8488/t5-base-finetuned-common_gen

Table C.2.5: Training Hyperparameters

PACS  OfficeHome NICO++ ImageNet-9 Texture CelebA-sub
Epoch 50 50 50 30 30 30
Batch size 64 64 64 64 64 64
Warmup Epoch 5 5 5 5 5 5
Warmup Type sigmoid sigmoid sigmoid sigmoid sigmoid sigmoid
Weight Decay Se-4 Se-4 Se-4 Se-4 Se-4 Se-4
Nesterov True True True True True True
Learning rate le-3 3e-3 3e-3 le-3 le-3 le-3
Scheduler Step Step Step Step Step Step
Decay Step 45 45 45 27 27 27
Learning rate decay 0.1 0.3 0.3 0.1 0.1 0.1

Table C.2.6: Generator hyperparameters for each dataset

PACS OfficecHome NICO++ DomainNet ImageNet-9 CelebA Texture
Inference Step 30 30 30 30 30 30 30
Image Strength | 0.75 0.75 0.75 0.75 0.75 0.75 0.75
Guidance Scale | 2.0 2.0 2.0 2.0 2.0 2.0 2.0
Sampler UniPC UniPC UniPC UniPC UniPC UniPC  UniPC

modeling of web text and supervised text-to-text language modeling taskﬂ then fine-
tuned on CommonGeIﬂ [Lin et al., 2020]]. (We refer to this model as T5¢g.) CommonGen
is a constrained-generation task whose objective is to generate a sentence describing a
commonplace scenario that contains all wordf] provided in an input word set. For example,
given the words {dog, frisbee, catch, throw }, an acceptable output is “The dog catches the
frisbee when the boy throws it.” [Lin et al., 2020] We always provide T5cg with a text input
containing only a domain label and class label; for example, given a PACS image with domain
sketch and class elephant, we simply feed T5cg “sketch elephant” as input. For n number
of prompts we will use to generate images, in LEc, we simply use beam search decoding
to generate prompts with 4n beams and select the top-n highest probability beams. In LEy,,
we use a conjunction of top-k and top-p (nucleus) sampling, with k = 50 and p = 0.95,

returning n sampled prompts. We experimented with other decoding configurations, but found

4Pre-trained model (not directly used in experiments): https://huggingface.co/t5-base
SFine-tuned model used in experiments: https://huggingface.co/mrm8488/t5-base-finetuned-common_

gen

%Synonyms and inflected forms are also allowed (e.g., given input “eat”, outputs containing “consume” or “eaten”
are valid).
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Figure C.4.1: CLIP Filtering Examples. The most-similar (top) and least-similar (bottom) eight images
according to their average percentile rank of CLIP similarity scores computed with respect to the provided
prompts.

that increasing prompt diversity (e.g., by increasing k, lowering p, or increasing temperature)
consistently came at the cost of prompt quality.

o Textual Inversion [Gal et al., 2022]: Given a set of images that share a common feature (e.g.,
belonging to the same class), this method learns an embedding in the text space that represents
that feature. This embedding can be used to condition the generative process, thereby
enhancing the generator’s capability to reproduce that feature. Due to the computational
cost associated with the additional training phase required by this approach, we limit its
application to PACS. As shown in Table [C.I.1|and Table [C.1.2] Texual Inversion achieves
74.70% and 77.27% average accuracy for SDG. While outperforming all baseline methods, it
is inferior to other relatively low-cost generative model-based strategies.

In order to yield the best IDA performance from a given T2I model, future work might consider

strategies for directly optimising prompts or utilizing human-in-the-loop prompt “debugging”, as
we discuss in Section and (respectively).

C.4 CLIP Filtering Details

For each image in the generated dataset, we compute its CLIP similarity with respect to both
prompts. Since the distributions of similarity scores can differ in scale and location, we cannot
simply average the two scores in order to quantify how well a sample represents a class and a
domain. Therefore, we sort the scores to produce two rankings and associate each image to the
average of the percentile rank with respect to both prompts. We then discard a fixed amount of
images with the lowest average percentile rank. (See Section [C.4.1] for an example of top- and
bottom-ranked images.) After filtering out the worst 10%, 25%, or 50% of synthetic images, we
train our classifier on the remaining data. The results are displayed in Figure [#.4.3] We find filtering

to not yield consistent improvements across all the considered cases.

C.4.1 CLIP Filtering Examples

Figure [C.4.1] displays the best-matching (top) and worst-matching (bottom) synthetic images
generated with SDEdit using LEy; of class dog and domain cartoon according to their average

percentile rank of CLIP similarity scores with the prompts “an image of a dog” and “a cartoon”. In
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general, we observe that the images on the top do indeed appear to be cartoons and contain dogs
(if somewhat disfigured in a few cases); whereas it seems that most of the images on the bottom
either resemble photos of dogs (images 2, 4, 5, 6, and 8) or cartoons (images 1, 3, and 7), but do

not generally seem to match both the target domain and the correct class.

C.5 Fully automated applications

We examine a basic implementation of a fully-automated augmentation pipeline in the language
enhancement (LE) experiments described above, finding that it sometimes achieved performance
on-par with or exceeding that of the expert-handcrafted prompts. However, this language model
is optimised to generate simple sentences describing commonplace scenarios (see Section [C.3),
not image-generation prompts. Thus, it is possible that fine-tuning language models to generate
prompts that are better optimised for downstream T2I generators may yield superior results to
expert-handcrafted prompts in many scenarios, making this approach a promising direction for
future work. Another approach to improve fully-automated prompting involves continuous prompt
optimisation (also known as “prompt tuning” or “soft prompting”). Recently, these methods have
been shown to outperform human-interpretable prompts for a variety of natural-language [L1 and
Liang, 2021} Liu et al., 20214l [Min et al., 2022, Khashabi et al., 2022] and vision-and-language
[Gal et al., 2022, Zhou et al., 2022] tasks. These methods are not directly applicable to domain
generalization because they require labelled samples to learn continuous prompts; but we suggest
that they may be a promising fully-automated approach to domain adaptation taskﬂ where prompt

interpretability is not necessary (cf. [Khashabi et al., 2022]).

C.6 Human-in-the-Loop Applications

C.6.1 Prompt interpretability enables human-in-the-loop debugging

Specifying interventions with natural language makes it possible to flexibly specify the type of
manipulations desired. In the future, we expect practitioners could iteratively improve the collection
of prompts to achieve improved performance.

We begin with a small set of handcrafted prompts (the ones used for the results reported in the

main paper) and observe a decrease in texture bias of 5.44%. Reasoning on the task at hand and the

Le., where an unlabeled sample of the target domain is available to facilitate learning of the environmental features
of the target domain [Ghifary et al.| 2016].

154



desired effect of the augmentations, we expand the prompts set to cover a broader range of textures
to further decrease texture bias by an additional 2.84% (see Section [C.10]and Table [C.2.2).

More generally, it is possible to “debug” augmentations by directly analysing prompts and
modifying them to better reflect the desired intervention (which is possible with zero exposure to
the target domain, or before augmented images are even generated). For example, the top prompts
generated by LEy; for OfficeHome’s art domain and computer class include “art on a computer”,
“a man is working on a computer with a piece of art on it”, etc., indicating that LEy; generated
prompts describing scenarios where both the class and domain label refer to individual objects in a
visual scene. In Section we describe a few simple steps that can automatically filter out many
such prompt illustrating the flexibility of the natural-language augmentation interface.

LE)p is prone to generating prompts that treat OfficeHome [[Venkateswara et al., 2017]] domain
labels as objects, not as visual domains or styles. Fortunately, the interpretability of natural-language
prompts that makes it possible for us to diagnose this problem also enables us to filter out many such
prompts. One approach is to map domain labels to the visual conditions they denote: for example,
the Product label may be replaced with “white background”, Real World with “photograph”, etc.
However, this solution requires some knowledge about test domains, which may not always be
available. Alternatively, image-related keywords like “image”, “depict”, or “style” can be included
in the input issued to T5cg, and outputs which do not place these additional terms in the same
minimal noun phrase as the domain label can be removed (e.g., “an artistic depiction of a computer”
or “a product image of a candle” would be kept, whereas “art depicted on a computer” or “a product
and an image of a candle” would be excludedﬂ While both of these strategies require limited
human oversight to successfully “debug” prompts, more sophisticated fully-automated augmentation
pipelines might learn to make such changes on their own, e.g., by integrating downstream image

classifier accuracy as feedback to fine-tune prompt-generation models.

C.6.2 Other human-in-the-loop applications

The usage of T2I generators to approximate interventions facilitates a variety of novel use cases. For
example, consider a “human-in-the-loop” (HITL) application context, where humans are available
to provide interactive feedback to a model. In the HITL active learning paradigm, human experts

perform the role of “oracles” that a model may “query” to provide labels of highly uncertain or novel

$However, as our LE experiments are explicitly intended to operate fully autonomously (i.e., with no human
intervention or supervision), we do not carry out a full-scale “debugged” version of this experiment — all reported
OfficeHome results are from the “buggy” prompts.

9For clarity, T5cg can replace input terms with inflected forms in generated prompts, e.g., allowing input terms “art”
and “depict” to occur as “artistic” and “depiction” (respectively) in outputs.
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inputs [Mosqueira-Rey et al., 2022]. In contrast, the “human-in-the-loop debugging” paradigm
elaborated above implements the interactive machine teaching paradigm [Ramos et al., [2020],
which treats human collaborators as teachers that may provide interactive feedback to update the
“curriculum’m of images used to train a model. For example, a human collaborator may observe
that a model tends to perform poorly in the context of a given target domain, or that generated
images do not capture some important stylistic properties of the domain. In response, they may
easily compose or revise image-generation prompts with explicit reference to important features
of the target domain. Critically, our approach allows human teachers to directly update visual
curricula using natural language, providing models with feedback in much the same terms as one
would a human student. We believe that the intuitiveness and efficiency of this approach makes it
a promising approach to domain generalization, shifting the burden of the problem from human
domain knowledge to natural language and thus enabling human collaborators to interactively
instruct models without prerequisite domain expertise.

In particular, we argue that this benefit is particularly salient in the context of test-driven software
engineering practice. Rather than blindly assuming that the performance on application-independent
benchmarks will transfer to application-specific cases, engineers need to extensively document
(often through natural language) the potential use cases and test conditions. The ability to directly
specify these criteria via natural-language augmentations, or even directly reuse the documentation
to generate training data, could be invaluable for controlling, predicting, and understanding the

behavior of vision models in real-world applications.

C.7 Computational Expense

Although the inference speed of generative models has greatly improved over time, we found that
SD is still too slow to generate synthetic data on-the-fly during training, so we pre-generate and
store augmented data to amortise the generation cost when experimenting on different architectures
and training procedures. For each sample in D%, we randomly selected k text prompts, and for each
prompt, one augmented image was generated and stored. At training time, for each training image
in the batch, one of its augmented versions will be randomly selected from the k pre-generated
intervened samples. The general statistics of computational expense of each type of generative
model on an NVIDIA A40 GPU and generator with hyperparameters specified for OfficeHome
experiment are as follows: Stable Diffusion 1.5 took up ~ 8GB of VRAM (for inference — we do not

10Note that, in our case, a curriculum is defined in terms of the domains from which training examples are drawn, not
the order in which they are presented (cf. [Bengio et al., 2009])).
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Table C.7.1: Quantitative Comparison on Computation Time

‘ERM AugMix RandAugment MixUp CutMix RSC L2D ACVC MEADA OURS (online)
Time(s)‘ 14.2 33.1 427 27.3 284  18.0 41.1 1278 92.2 21.2

Table C.8.1: Inpainting Result on ImageNet-9

‘ in  mixedrand mixed same‘ gap

ERM 95.06 71.85 83.58 11.73
SDEdit(H) | 95.06 77.65 85.8 8.15
Inpaint(H) | 96.05 80.62 87.16 6.54

compute gradients for any experiments) and required ~ 0.5 seconds per sample generated on average.
In addition to our qualitative assessments, we have conducted a quantitative comparison of various
data generation methods, focusing on the time efficiency aspect. Specifically, we measured the time
required to complete an epoch on the PACS dataset using a ResNet18 model. The results, detailed in
Table reveal that the online augmentation speed of our method is on par with other parametric
data augmentation methods and notably faster than learning-based methods. It’s important to note
that while the offline generation time for our method is approximately 4 hours on a single A40 GPU,
this process is a one-time requirement and can be performed offline. Consequently, once the data is

generated, it can be reused multiple times, thereby offsetting the initial time investment.

C.8 Further Experiments on Generative Models

C.8.1 Manipulating only the environmental features is important

It is important to observe that the T2I generator can manipulate not only the environmental features
but also the class-related ones. When the manipulated class-related features still resemble those of
the original training set, the issue is alleviated. However, it is important for future generators to allow
stronger control over which features are manipulated and which not through language. In some
cases, a potential solution could be to provide a mask that indicates which are the environmental
features to be manipulated. To exemplify the importance of controlling mainly the environmental
variables, we show that, when the inpainting capabilities of Stable Diffusion can leverage ground-
truth background masks to preserve the foreground area, this further improves the performance
of our method on ImageNet-9 as shown in Table [C.8.1]
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Table C.8.2: Dataset Statistics

No.train No.validation No.test No.classes
PACS 8977 1014 9991 7
Officehome | 14032 1556 15588 65
NICO++ 61289 7661 15322 60
DomainNet | 410657 18000 157918 345
ImageNet-9 | 2835 405 810 9
Texture 9600 1600 1280 16
CelebA-sub 5000 500 1000 2

C.9 Augmentation Samples

T R

Elephant (Painting) Cartoon of an Photo of an Sketch of an
elephant elephant elephant

Art painting of Cartoon of Photo of
a giraffe a giraffe a giraffe

| —
augment |

—_—
augment

Bird Abird with Abird with Abird with Camel Acamel in Acamel on Acamel on
metallic texture mosaic texture wood texture alake the snow a meadow

Figure C.9.1: Interventional samples generated by Stable Diffusion. For each group of four images, the
leftmost image is the original image, and the three images on the right are augmented samples with text
prompts indicated.

C.9.1 What kind of interventions can the generator approximate?

In our experiments, we have shown that the way current T2I generators approximate interventions
is sufficient to achieve good performance on standard benchmarks. The way T2I generators learn to
approximate such manipulations is by leveraging large amounts of weakly-supervised data. Stable
Diffusion trains on text-image pairs scraped from the web with minimal post-processing (weak
supervision): this is significantly less expensive than manually providing class and domain labels

(with the added effort of controlling the environmental conditions). A natural question is then
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Generated Images Search Engine Results

e

A corgi with a Photo of a corgi Photo of a corgi Photo of a corgi Photo of a corgi A corgi swimmin A corgi with a A corgi beneath
hat under water with a hat with a hat with a hat with a hat " unr%erwater 9 hat Jﬁdersea wrager with
under water under water under water under water with a hat ahat

Ablue peacock Ablue peacock Ablue peacock Ablue peacock Ablue peacock A peacock Ablue peacock Ablue peacock

cooking bacon cooking bacon cooking bacon cooking bacon cooking bacon cooking bacon king be: i i
in the kitchen in the kitchen in the kitchen in the kitchen in the kitchen in the kitchen cocking Beacon in the kitchen

—_ .
& =
Acup in the Acup in the Acup in the Acup in the i i
amazon forest amazon forest amazon forest amazon forest aml:nfcmemt A °}‘,,’:;2‘"‘° A cu%; ml;nded A Z,“;’ ﬂg"’

Aclock in
the rain

Figure C.9.2: Comparison between Search Engine retrieval result and Stable Diffusion manipulation results.
Images on the left are generated with Stable Diffusion; images on the right are retrieved from LAION-5B by
querying the search engine with the prompt indicated below

whether generators can approximate forms of interventions that are not represented in the training
set. This would require them to combine learned concepts in novel ways. We answer this question
through a simple experiment: we compare the results of generating images and retrieving images
from the training set through a search engineE| (see Figure . Although the individual entities
specified in the prompts are in the training set, we were unable to retrieve any images depicting
the specific combination of entities and relations between them that was specified in the prompt.
Since the dataset we are querying is huge (> 200TB, which can be impossible to store in lack of
extremely expensive hardware), it is infeasible to give a certain answer about whether a sample

representing the query is present or not in it. Additionally, the system leverages CLIP embeddings

Hgearch Engine can be accessed through https://rom1504.github.io/clip-retrieval
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—

Dog (Photo) Art Dalmlng of Canoon ofa Sketch of a Guitar (Cartoon) Art painting of Photo of a Sketch of a
dog a guitar guitar guitar
—_
augment “augment” 0
House (Cartoon) Art painting Photo of a Sketch of a Horse (Cartoon) Art palnung of Photo of a
of house house house ahorse horse

Figure C.9.3: Stable Diffusion manipulation for in-distribution samples with prompt indicated below. For
each group of images of four, the first image on the left is the original image, and the rest three are manipulated
images

A corgi with a Photo of a corgi Art painting of a A photo of a corgi /A monkey reading Ablue monkey reading A monkey reading Popartofa
hat under water without a hat corgi with a hat with a hat on the newspaper a newspaper a newspaper monkey reading
underwater underwater meadow with glasses a newspaper

Figure C.9.4: Stable Diffusion manipulation out-distribution samples with prompt indicated below. For each
group of images of four, the first image is generated with prompt indicated from scratch, and the rest three
are manipulated base on that.

to search for images similar to the query, so small differences in queries sometimes return highly
variable results. For this reason, we try a variety of queries in an attempt to return images similar to
the one that the generator produced to increase our confidence about the absence of a given image.
While the first two examples ("A corgi with a hat under water" and "A blue peacock cooking bacon
in the kitchen') might be unlikely to occur in daily life, they might still occur in the context of
captioning creative artworks (e.g., captioning of frames of animation movies or collage) and be
useful to alleviate the reliance on spurious features (e.g., by perturbing the background or location
in which an object is found). The last two examples ("A cup in the amazon forest” and "A clock
in the rain') exemplify much more common observations from the real world, that we could not
retrieve from the training set. We also show SD can meaningfully manipulate synthetic images
that cannot be found in the training set (see Figure [C.9.4).
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Figure C.9.5: Text Inversion manipulation results for dramatically out-of-distribution data to Stable Diffusion
training domain, as a domain adaptation approach. For each case, four sample images are randomly selected
from the target test domain, and a style token § .. is learnt with text inversion and used as a style prompt to
augment the original training domain image. Images are manipulated with the Text Inversion prompt from
the left first original image in each group of four images. The samples from top to bottom are 1) Histological
image from Camelyon-17 [Bandi et al.,|2018]] 2) Cell image from RxRx1 [Taylor et al.,[2019] 3) Wheat
image from GlobalWheat [David et al.| 2020} 2021].

C.9.2 Qualitative examples of the augmented images

In Figure[C.9.3| we show additional examples of editing produced by Stable Diffusion. As it can
be observed, Stable Diffusion may unintentionally manipulate features associated to the class
label, without changing it. For instance, the augmented variants House and the Dog pictures in
Figure [C.9.3]significantly change their structure (e.g., structure of the house or breed of the dog),
while preserving some similarities. Notice, this behavior is actually required when translating from
domains with insufficient class-relevant information (e.g., when translating from a pencil sketch

to a photo or painting, generators must infer color information).

C.9.3 The more the (synthetic) data, the better?

While in our framework the diversity of interventional samples is controlled by prompting strategy,
a natural question is whether generating more samples can be beneficial. Therefore, for the PACS
experiment, we ablate the amount of images we generate for each target domain. As shown in

Figure [C.9.6] increasing the amount of generated images up to 6 per-domain produces a 1.52%
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Test Accuracy %

No. Samples per Prompt

Figure C.9.6: Number of samples generated for each prompt against test accuracy. The test accuracy is based
on SDEdit(M) with ResNet-18 trained on Photo source domain.

increase in the performance. Adding more data seems to degrade the performance. Note that, to
ensure a fair comparison and disentangle the effect of having more data, we fix the number of
samples seen across all iterations of the training procedure to be the same across all data points
in the figure (i.e., the same batch size and training epoch, but more synthetic data sampled from
a larger pre-generated candidate set). We leave to future work understanding whether this is due
to the shift induced by the inevitable artifacts or low-quality images that might be produced when

increasing the amount of generated samples or by the potentially low variety in the generated results.

C.9.4 CQualitative examples of failures

In Figure we present three failure cases of Stable Diffusion. In the first row, we observe
Stable Diffusion fails at manipulating histological input images from the Camelyon-17 [Bandi
et al., 2018]] and the RxRx1 [Taylor et al., 2019] datasets. Camelyon-17 images contain tumoral and
non-tumoral tissue captured in different environments. Since the changes between domains are hard
to describe through language, we use Text inversion in order to learn how to transform from the

source to the target domains. As it can be seen, Stable Diffusion fails to produce realistic samples
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in this setting, probably because the input images and text are well out-of-domain. A less severe
failure occurs on RxRx1 (second row), which represents HUVEC cells. In this case, the generated
images still result in a distortion of the input that makes them unrealistic. For the GlobalWheat
[David et al., 2020, [2021]] dataset, it is apparent that while Stable Diffusion can generate plants but

it does not reproduce the specific species depicted in the original input and sometimes produces

completely unrealistic instantiations of plants. This failure is particularly bad considering its training
set contains several images of wheat crops; however, in those images, the crops are not captured
from the angle in which they are captured in GlobalWheat (thus inducing a distribution shift). These
failures suggest future research should be directed towards improving the ability of T2I generators
to manipulate only the environmental variables for out-of-domain data, under the assumption a

few text and image pairs from these unknown domains can be leveraged.

C.9.5 The Domain Shift between Target Domain and Synthetic Target Do-
main

Sometimes the target domain description cannot fully represent the domain features as prompts to
the generative model. For example, we observe the "Sketch" domain of the PACS dataset and the
synthetic "Sketch" Domain is visually different as shown in Figure This is mainly due to the
bias in specific dataset collection processes and also the bias in the training data of the generative

model, which introduces the discrepancy in understanding of some natural language concepts.

45
|

Figure C.9.7: Comparison between "Sketch" domain in PACS and Stable Diffusion Synthetic Data. Top:
Sample sketch images from PACS dataset. Bottom: Sample synthetic data generated with SDEdit.

To further investigate the distributional mismatch and its relationship to classifier generalization
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, we have performed additional quantitative analysis to show . We utilized the Fréchet Inception
Distance (FID) score [Heusel et al., 2017], calculated with a pre-trained InceptionV3 model, to
quantify the distribution shift between training and target out-of-distribution (OOD) test samples.
As shown in the table below, we measured the FID between the training samples of each method
and the target PACS test set, as indicated in the column names. As shown in Table We observe
that the methods with the lowest FID score (Text2Image and Retrieval) yield classifiers with the
highest accuracies, and that training on the original data (i.e., ERM) yields the lowest accuracy.
These indicate a general negative correlation between distribution mismatch and generalization
(as measured by the average test accuracy under SDG). However, we note that the FID scores
are also very close among all generative methods, which makes FID a less sensitive metric to
reflect the generalization of downstream classifiers. We hypothesize that this variation is due
to the limited capacity of FID to reflect a more fine-grained distribution shift, indicating an
important future research direction.

Table C.9.1: FID scores between PACS training data by augmentation method and target SDG test set,
compared against average SDG test accuracy when training ResNet18

Method Art  Photo Sketch Cartoon Avg Distribution Shift Avg Accuracy
No Augmentation (ERM) 264.2 311.7 358.0 221.7 288.9 58.74
SDEdit(M) 250.1 2969 3543  210.1 277.8 72.69
ControlNet(M) 249.8 2949 3544 2109 271.5 72.32
Text2Image(M) 2513 291.1 3536 2113 276.8 82.26
Retrieval(M) 249.0 2946 3540 @ 210.2 276.9 80.83

C.9.6 Duplication Check

Table C.9.2: Proportion of image pairs in augmented training set and PACS test set with feature similarity

higher than 0.9
Art Photo Sketch Cartoon
SDEdit(M) 0.10% 0.53% 1.13% 0.68%
Text2Image(M) 0.03% 0.55% 1.10% 0.56%
ControlNetM) 0.04% 0.53% 1.22% 0.63%
Retrieval(M) 0.07% 0.68% 1.19% 0.64%

To ensure that the synthetic images used for augmentation do not cause data leakage, we have

included additional visual duplication checks. Specifically, we leverage a pre-trained ResNet50
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model to extract image features and calculate the cosine similarity between the training and test
samples. We set a similarity threshold of 0.9, considering sample pairs above this threshold as
potential duplicates. We report the proportion of such instances as shown in Table[C.9.2]and visually

inspect the most similar pairs, finding no evidence of duplication.

C.10 Image-Generation Prompts

We list the actual prompts used in all settings. The language enhancement prompts can either be
generated by users following hint and language model specified in Section 4.3.2] or see our

repo under prompt directory.

C.10.1 PACS

PACS: prompt is set in format “[TEMPLATE] of [CLASS LABEL]”. The templates are as follows:
1. Minimal: ’art painting’:[’an art painting of’],’ sketch’:[’a sketch of’], cartoon’:[’a cartoon
of’], photo’:[’a photo of’]
2. Hand-crafted: ’art painting’: [’an oil painting of’, ’a painting of’, ’a fresco of’, ’a colourful
painting of’, ’an abstract painting of’, ’a naturalistic painting of’, ’a stylised painting of’, ’a
watercolor painting of’, ’an impressionist painting of’, ’a cubist painting of’, *an expressionist
painting of’,’an artistic painting of’], *sketch’:[’an ink pen sketch of’, ’a charcoal sketch of’, "a black
and white sketch’, "a pencil sketch of’, *a rough sketch of’, "a kid sketch of’, a notebook sketch
of’,a simple quick sketch of’], "photo’: [’a photo of, "a picture of’, ’a polaroid photo of’, a black
and white photo of”, ’a colourful photo of’, ’a realistic photo of’], *cartoon’: [’an anime drawing
of’, ’a cartoon of’, ’a colorful cartoon of’, ’a black and white cartoon of’, a simple cartoon of”,
"a disney cartoon of’, "a kid cartoon style of’] 3. Language Enhancement Moderate/Conservative:

Generate with hint and language model specified in Section 4.3.2]

C.10.2 OfficeHome

1. Minimal: ’Art’:[’an art image of”], Clipart’:[’a clipart image of’],’Product’:[’an product image of
"], Real World’:[’a real world image of”’]

2. Handcrafted: *Art’:[’a sketch of’, *a painting of’, an artistic image of '], Clipart’:[’a clipart image
of”],Product’:[’an image without background of ’],’Real World’:[’a realistic photo of’]

3. Language Enhancement Moderate/Conservative: Generate with hint and language model specified
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in Section 4.3.7]

C.10.3 NICO++

1. Minimal: *autumn’:[’autumn’],’ dim’:[’dim’],

“grass’:[’grass’], outdoor’: [ outdoor’], rock’:['rock’],

water’:["water’ ] }

2. Hand-crafted: autumn’: [’in autumn’, autumn’, autumn with fallen leaves’], *dim’:[’during
sunset’,’in the evening’,’ twilight’], *grass’: [’on grass’,’on grass meadow’, *with grass’], *outdoor’:
[’in outdoor environment’,”outdoor’, ’in wild environment’], 'rock’:[’on the rock’,’rock’, with
rock’], *water’:[’in water’,’under water’,’ water’] 3. Language Enhancement Moderate/Conservative:

Generate with hint and language model specified in Section4.3.2]

C.10.4 DomainNet

1.Minimal: ’real’: [’a photo of’], *clipart’: [’a clipart of '], ’sketch’: [’a sketch of’], ’infograph’: [’a
infograph of’], *quickdraw’: [’a quickdraw of’], *painting’: [’a painting of”]

2.Hand-crafted = ’real’: [’a photo of’, ’realistic photo of’], ’clipart’: [’a clipart of’, a prodcut
image of’], sketch’: [’a sketch of’], "infograph’: [’a infograph of’], quickdraw’: [’a quickdraw
of’], ’painting’: [’a painting of’]

3. Language Enhancement Moderate/Conservative: Generate with hint and language model specified

in Section 4.3.7]

C.10.5 ImageNet-9

"mnon nn

1. Hand-crafted:background:[" in a parking lot", " on a sidewalk", " on a tree root", " on the branch

of a tree", " in an aquarium", " in front of a reef", " on the grass", " " "M

on a sofa", " in the sky",

nn

front of a cloud", " in a forest", " on a rock", " in front of a red-brick wall", " in a living room", " in

n " non " n : " n "non

a school class", " in a garden", " on the street", " in a river", " in a wetland", " held by a person",

" n n n

on the top of a mountain"”, " in a nest", " in the desert", " on a meadow", " on the beach", " in the

ocean", " in a plastic container", " " "

in a box", " at a restaurant”, " on a house roof", " in front of a

non non non nn

chair", " on the floor", " in the lake", " in the woods", " in a snowy landscape", " in a rain puddle",

" " " " " "

"on a table", " in front of a window", " in a store", " in a blurred backround"]
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C.10.6 CelebA-sub

1. Hand-crafted experiment:

"blonde":["male"],"non-blonde":["female"]

C.10.7 Texture

We apply human-in-the-loop to iteratively improve the quality of prompt and augmentation in
Texture dataset. We start with a set of heuristic prompt as original version. Then based on the
image generated, we add more representative prompts to further diversity the texture features. As
shown in Table[C.2.2] by iteratively improving prompts, we achieve a final 8.28 % improvement
more than 5.44% of the initial improvement with respect to ERM.
1. Hand-crafted Final Version:
texture: [ pointillism’,’rubin statue’, ‘rusty statue’,’ceramic’,’ vaporwave’, stained glass’,’ wood statue’,’ metal
statue’,’bronze statue’,’iron statue’,’ marble statue’,’stone statue’,’ mosaic’, furry’, corel draw’,’simple
sketch’,’stroke drawing’, black ink painting’,’silhouette painting’,’black pen sketch’,’quickdraw
sketch’, grainy’,’surreal art’, oil painting’, fresco’, 'naturalistic painting’, ’stylised painting’, ’water-
color painting’, "impressionist painting’, ’cubist painting’, ’expressionist painting’,’ artistic painting’]
2. Hand-crafted Original Version:
texture:[’corel draw’,’simple sketch’,’stroke drawing’, ’black ink painting’,’silhouette painting’,’black
pen sketch’,’ quickdraw sketch’,’ grainy’,’surreal art’,’oil painting’,’ fresco’, *naturalistic painting’,
’stylised painting’, *watercolor painting’, *impressionist painting’, ’cubist painting’, ’expressionist

painting’, artistic painting’]
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D.1 Proofs

D.1.1 Noisy SGD

In this section, we present Algorithm [2, an adapted version of the Noisy SGD algorithm from
[Bassily et al.| 2014b]] for d-dimensional linear halfspaces ¢, that is used as a sub-procedure
in Algorithm (1| Algorithm [2|first applies a base procedure Ap,s. on H for k times to generate
a set of k results while preserving (€, )-DP, and then applies the exponential mechanism Mg
to output one final result from the set.

In Lemmal|I] we state the privacy guarantee and the high probability upper bound on the excess
error of the adpated version of Noisy SGD (Algorithm [2). This is a corollary of Theorem 2.4 in
[Bassily et al.,|2014a]], which provides an upper bound on the expected excess risk of Ap,se. The
proof of Lemma [I| follows directly from Markov inequality and the post-processing property of
DP (Lemma [3)), as described in Appendix D of [Bassily et al., [2014a].

Lemma 1 (Theoretical guarantees of Noisy SGD [Bassily et al., 2014b]). Let the loss function € be
L-Lipschitz and H4 be the d-dimensional linear halfspace with diameter 1. Then Anoisy-sGp IS
(€,6)-DP, and with probability 1 — B, its output W satisfies the following upper bound on the excess

risk,
el )= Y 0 () = E potog(on 1. 1),

(x.y)eS (x.y)es

for a labelled dataset S of size n. Here, w* is the empirical risk minimizer

w* = argmin, cc Z L(w, (x,y))
(xy)es

D.1.2 Theoretical results under no distribution shift and proofs

In this section, we provide a proof for Theorem |1} which demonstrates that PILLAR is (e, 6)-
DP with respect to the private dataset and can achieve accuracy with only a modest amount
of private data. To establish Theorem [I we begin by proving Lemma [2] This lemma shows
that PILLAR attains a convergence guarantee in excess loss for all Lipschitz continuous loss

functions in learning the linear halfspace <.

Lemma 2. Let k < d € N,y € (0,1), and & € (0,1). Consider the family of distributions
Dy, £, Which consists of all (y, &)-large margin low rank distributions over Xq x Y, where y > vy
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Algorithm 2 ﬂN{)isy—SGD (SL’ fv (E’ 5>’ﬁ)

1:
2:

10:
11:
12:
13:

14:
15:
16:

17:
18:
19:
20:
21:
22:
23:
24:
25:

26:
27:

R A A

procedure Ay,isy—scp(S L, ¢, (€,6),5)

Input: a labelled dataset S, a loss function ¢, privacy parameters €, d, and the failure
probablhty B.

Set k = [log 1/5].

fori =1tokdo

W(l) — ﬂBase(SL, L, (E/k, 6/k))

end for

Let O « (W), ... wk),

W ME(SL f O )

Output: w
end procedure
procedure Ap,.((SL, ¢, (€,6)))

Input: a labelled dataset S, a loss function ¢, privacy parameters e, 8.

Let £ be the Lipschitz coefficient of the loss function ¢ and n’ be the size of S*.
3212 (nL)2 log(nt/6)log(1/6)

- .

2

Set noise variance o
Randomize w0 € H<.

Set the learning rate function n(7) = 1

t(nL)2£2+mO.2'
for t = 1to (nt)?> -1 do
Uniformly choose (x,y) € SE.
Update w1 = Ty (W, — (1) [n"EVE(W; (x.y)) + £]) where & ~ N(0,1402).
end for
Output: w = (nt)?
end procedure
procedure Mg(S”, ¢,0,€)
Input: a dataset S, a loss function £, an set of parameters O, and a privacy parameter €.
Set the global sensitivity as Ay = maxg g max,eo |£(S,w) — €(S’,w)|, for any S,S’ of
size |S | differing at exactly one entry.

Output: w € O with probability proportional to exp (M)

end procedure
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and & < &. Forany a € (0,1),B € (0,1/4), € € (0,1/+k), and 6 € (0,1), PILLAR Ac5(k,?),
described by Algorithm|I|with an L-Lipschitz loss function € in step 5, is (€,8)-DP and outputs an
estimator w satisfying

E(cy)~p [(0¥: (x,y))] = min B, ) p [€(w; (x.3))] <@ 2 1 -8,

d
WEB2

P(svst)~p i~ s

given a public unlabelled and private labelled sample SV, S from distribution D of size

nV = O[M),nL = 5((i + i)L\/%)
(1-¢0)%A7 a’  ae
Proof. Privacy guarantee Algorithm A s(k, ) computes the transformation matrix A; on the
public unlabelled dataset. This step is independent of the labelled data S and has no impact on
the privacy with respect to S L HAnoisy-sGD ensures the operations on the labelled dataset S Lto
output v is (€,8)-DP with respect to S (Lemma . The final output w = Ay is attained by
post-processing of v; and preserves the privacy with respect to S by the post-processing property

of differential privacy (Lemma [3)).

Lemma 3 (Post-processing [Dwork et al., [2006]]). For every (€,6)-DP algorithm A : S — Y and
every (possibly random) function f : Y — Y’, f o A is (€,6)-DP.

Accuracy guarantee By definition, all distributions D, ¢, € D,, #, are (y, & )-large margin low
rank for some y > y¢,& < &. Let the empirical covariance matrix of D, ¢, calculated with the
unlabelled dataset SU be & = ,%U Yesv(x—X)(x—x)T and Ay € R be the projection matrix
whose i column is the i eigenvector of . Let X be the population covariance matrix and similarly,
let Ay the matrix of top k eigenvectors of 2.

For any distribution Dy ¢, € Dy, ¢, let Dy (, ) be the marginal distribution of X and w* be the

Y-k
large margin linear classifier that is guaranteed to exist by Definition [3] The margin after projection
y<AZz,AAZW*

vl A,
We will first derive a high-probability lower bound for this term to show that, after projection,

by Ay is lower bounded by for any z € supp Dy, ¢,)-

with high probability, the projected distribution still has a large margin. Then, we will invoke
existing algorithms in the literature with the right parameters, to privately learn a large margin
classifier in this low-dimensional space.

Let z be any vector in supp Dy (, ¢,). We can write z = a;w* + b* for some a, where b* is in
the nullspace of w*. Then, it is easy to see that using the large-margin property in Definition |3, we

get

0D sy, (D.1)

ya; — 2
[w*1l llzll2
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y <AZZ, A;W*>

Then, we lower bound = P
|Ak Z”z ”Ak w

.

ATz ATw* AT 2 X
y<T & A’;W*> @ AyTaZ” L ”*2 Y yo |ATw*|., (D.2)
AkZ||2 ”Akw “2 |Akz||2 Agw ”2

where step (a) is due to (w*,b*) = 0 and step (b) follows from ||4]z||, < ||Ak||op||z||2 <1

and Equation (D.I).

To lower bound ||A;w* note that

2,

AT, X
Akw

A ||, = [laeagw|, - I
> ||AkA,jw*||2 — |44 - AkA,I”F ||w*||2 by Cauchy Schwarz Inequality

1= - JAd -]l

I , = I ) AATw* — ArA] w* by Triangle Inequality

(D.3)
where the last step follows from the low rank assumption in Definition [3] and observing that
bl = 1.

To upper bound ||AkA]I - AkA,I|

g We use Lemma

Lemma 4 (Theorem 4 in [Zwald and Blanchard, 2005]]). Let D be a distribution over {x €
RY| ||x||2 < 1} with covariance matrix % and zero mean E,.p[x] = 0. For a sample S of size
n from D, let T = %Z wes XxxT be the empirical covariance matrix. Let Ay, Ay be the matrices
whose columns are the first k eigenvectors of & and % respectively and let A () > (X)) >
... > A3 (X) be the ordered eigenvalues of ¥. For any k > 0,8 € (0, 1) such that 4 (£) > 0 and

2
16(1+ /3/2)
n> 5, we have that with probability at least 1 — e,

T ((B) -1 (D))
4 (1 + \/é)

(A (Z) = ey (Z)) Vi

laeay - 4] <

B

It guarantees that with probability 1 — 75,

411 103(2/13))
( " 2 1-& (D.4)

(1 (2)— g (2)) Vol 10

[Aeai - AAL, <

2
2
1600] 14y 22 /'B)]

2

where the last inequality follows from choosing the size of unlabelled data n¥ >

(1-£0)2(Duminr)”
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Substituting Equation lb into Equation ll we get that with probability 1 — g

I-¢& 1-¢&
>1— —
T

Plugging Equation into Equation (D.2), we derive a high-probability lower bound on the
distance of any point to the decision boundary in the transformed space. For all z € supp Dy (, ¢,

|Afw*, > 1-&- = 0.9 (1-&) (D.5)

y <A;z, A;w*>

Al 147wl

> 0.9y (1-&). (D.6)

This implies that the margin in the transformed space is at least 0.9yq (1 — &).

For a halfspace with parameter v € BX, denote the empirical loss on a dataset S by L(w; S ) =
ITII 2 (xy)es €(w, (x,y)) and the loss on the distribution D by L(w; D) = P, ,).p [€(w, (x,y))]. Let
Dy, be the k-dimension transformation of the original distribution D obtained by projecting each
xeXtoA]x

By the convergence bound in Lemmafor Anoisy—sGD» We have with probability 1 — g, ANoisy-SGD
outputs a hypothesis vy € B’; and w = Ay € Bi’v such that

—

a

. . . . Lk 11
(W; ST) = L(wera:; ST) = L(vk;S,I;) — L(verm; Dx) = O[Epolylog (nL, 5,5)) (D.7)

~o

_ : 8 .¢L _ : F(.,.cL
where wgry = argmmweBgL(w,S ) and vegry = argmmveB;éL(v,Sk).

Let w* be the ground truth of the given distribution. The generalization error can be decomposed

(D.8)

where step (a) follows as L(wgray) — L(w*) < 0 by the definition of wggyy.
We have shown in Equation that the second term (b) is upper bounded by 5 for nl =
0 La—‘ff . It remains to bound the generalization error of linear halfspace H¢ for L-Lipschitz loss
function, ie. term (a) and term (c). That is, we need to show that the empirical error of a linear
halfspace is a good approximation of the error on the distribution. To achieve this, we apply uniform

convergence bound using Rademacher complexity [Mohri et al., [2012].
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: i B
With probability 1 -7,

1 3log 8
sup | Exy~pl(w; (x,y)) — 3 Z {(w; (xy))J < 2Rgr(He) + \/TLﬁ (D.9)

weBg (xy)est

where Hy = {hy,(x,y) = £(w, (x,y))lw € B3} is the composition of the loss function with the linear

halfspace.
L

Rse(He) < LRg(HY) = —. (D.10)
n
Substituting Equation (D.10) into Equation , we can upper bound both term (a) and (c) by 7
with probability at least 1 —g for nt > a%polylog (() %), Le.
L(W) - L(w) < %, L(w*) = L(w*) < %. (D.11)
Combining Equation (D.8)), Equation (D.7) and Equation concludes the proof.

O

In the following, we use Lemma [2] to prove Theorem [I] Recall that we define cross entropy
loss and scaled hinge loss in Table [5.3.1]

Theorem 1. Let k < d € IN,yo € (0,1), and & € (0, 1). Consider the family of distributions Dy, ¢,
which consists of all (y, & )-large margin low rank distributions over X4 x M, where y > yo and
& < &. Forany a € (0,1),8 € (0,1/4), € € (0,1/vk), and 6 € (0, 1), PILLAR with scaled hinge

loss or cross entropy loss, is an (., B, €, §)-semi-private learner for linear halfspaces H? on Dy,

U _ ol log¥s | . _ 5(@ \/1?)
(1-&)2A2) ae

where Ay denote the gap between the k™ and the k + 1™ eigenvalue of the population covariance

with sample complexity

matrix, and Ly is the Lipschitz coefficient of the loss function {ﬂ

Proof. Guarantees for PILLLAR with (scaled) hinge loss function: Note that the (scaled) hinge

. " ) . 1 R . o _ 1
loss function ¢ : defined in Table [5.3.1|is 0970160 Lipschitz. Substituting L, 3970 (1=20)

sample complexity in Lemma 2] upper bounds the excess hinge loss of PILLAR’s output w with

into the

probability at least 1 — S, i.e.
E (v y)~p [(0¥; (x,y))] = min B ) p [€(w; (x,7))]

weBd
@ . _ . (12
:IE(x,y)~D [g(vk; (Ak X y))] - ‘IE};](I]E(x,y)~D [K(V; (Ak x,y))] <a
2

'Note that O neglects the logarithmic terms associated with (15 and é
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where step (a) follows from the definition of w = A;vi by the last step in PILLAR using the same
notation as in the proof of Lemma 2]

By Equation (D.5]) following the same argument as in the proof of Lemma 2] the k-dimensional
space projected by Ay has a positive margin at least 0.9y (1 —&). Thus, the empirical risk minimizer
in the low-dimensional space is zero, i.e.

E(cy)~p [(0¥: (x.¥))] = minE(, ) p [£(v: (4] x.y))| = 0. (D.13)

k
V632

Then, we can upper bound the empirical 0-1 error by the empirical (scaled) hinge loss in the k-
. . L __ vk 1111 1 1 L .
dimensional transformed space, For n~ = O (mpolylog (3, B & k,n )), with
probability 1 — g,
E(1y)~n [Ly 0 0)1] = E ) [ 1y (AT 2. 70))]
= IE(x,y)~D [Z(Vk; (Al—crx’ y))]
Combining Equation (D.12)), Equation (D.13) and Equation concludes the proof.
Guarantees for PILLAR with cross entropy loss: As cross entropy loss function {cy defined

(D.14)

in Table[5.3.1]is 2-Lipschitz, directly applying Lemma [2] shows that excess cross-entropy loss £cy
is upper bounded by 5 with the given public unlabelled and private labelled samples, i.e.

1E(x,y)~D [€CN(W; (X, y))] - miI}llE(x,y)~D [€CN(W; (X, y))] < % > 1 _B’

Psvstyp i~ mir
2
(D.15)

U _ log2/p L _ A vk
when n _0((1‘50)%%)’” —0(;).

We apply Theorem 7 in [Bartlett et al., 2003] with y(6) = § and @ = 1 for cross entropy loss to

obtain an upper bound on excess 0-1 loss,

E(xy)~p [Cen(W; (x,¥))] = VI:;iBf; E ()~ [Cen(w; (x,¥))]

2

1
2= []E(x,y)~D [I[{y (X,W) > 0}] — min ]E(x,y)~D [ﬂ{y (X’W) > 0}]

- d
2 WEB2

) (D.16)

Substitute Equation into Equation (D.T3)), we obtain the convergence guarantee on 0-1 loss.

A~ . o
P (sv st)pi~sics |Ey)~p [len (¥ (x,3))] = min By ) p [fon(ws (x,3))] < —]

weB; 2
<P (50 52)-Dip~Acs | E(oy)~n [1y (x, W) > O}] - H;g}i]E(x,y%D Ly (x,w) >0} <2 1-5.
Webh
(D.17)
This completes the proof. O
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D.1.3 Privacy guarantees for PILLAR on the original image dataset

As described in Figure [5.2.1] in practice PILLAR is applied on the set of representations obtained
by passing the private dataset of images through a pre-trained feature extractor. Therefore, a
straightforward application of Theorem 1| yields an (e, §)-DP guarantee on the set of representations
and not on the dataset in the raw pixel space themselves. Here, we show that PILLAR provides (at
least) the same DP guarantees on the dataset in the pixel space as long as the pre-training dataset
cannot be manipulated by the privacy adversary. One way to achieve this, as we show is possible
in this paper, is by using the same pre-trained model across different tasks. Investigating the
extent of privacy harm that can be caused by allowing the adversary to manipulate the pre-training

data remains an important future direction.

Corollary 1. Let f : R? — R? be a feature extractor pre-trained using any algorithm. Let S 1, S »
be any two neighbouring datasets of private images in RP. Then, for any Q C H? where H is the

class of linear halfspaces in d dimensions,

Py sor(s)) [h € Ol < € Ppm_jor(s,) h € Q]+
where A is Algorithm [I|(PILLAR) run with privacy parameters €, .

Proof. Note that f is a deterministic many-to-one function from the dataset of images to the
dataset of representations H For any two neighbouring datasets S 1,52 in the image space, let
S }f, S 5 be the corresponding set of representations extracted by f, i.e. Slf ={f(x):x€S;}and
SR ={f(x) : x € S2}. Then for any Q C H*

Pissorsiy h€ Q) =Py g (swylh €]
<Py _q,,(s%) [he Q] +6
= P a_501(55) [heQl+6
where the first and the last equality follows by using the definition S®, § ZR and due to the fact

that f is a many-to-one function. The second inequality follows from observing that S ¥, Sg can

differ on at most one point as f is a deterministic many-to-one function and A s is (¢,6)-DP. O

D.1.4 Theoretical results under distribution shifts and proofs

In this section, we provide the theoretical guarantees of PILLAR under distribution shifts. Before

that, we formally define -TV tolerant semi-private learning.

2 f can be designed to normalize the extracted features in a d-dimensional unit ball.
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Definition 4 (7-TV tolerant (@, 3, €, §)-semi-private learner on a family of distributions D). An
algorithm A is an n-TV tolerant (a, B, €, §)-semi-private learner for a hypothesis class H on a
family of distributions D if for any distribution D* € D, given a labelled dataset S* of size n*

U sampled i.i.d. from any distribution

sampled i.i.d. from D* and an unlabelled dataset SU of size n
DY with n-bounded TV distance from Dg‘( as well as third moment bounded by n, A is (€,6)-DP

with respect to S and outputs a hypothesis h satisfying
P[P, y)-p [h(x) #y] <a] 2 1-B,

where the outer probability is over the randomness of the samples and the intrinsic randomness of
the algorithm. In addition, the sample complexity n* and nY must be polynomial in é and L, and n*

C o] 1
must also be polynomial in - and 5.

In Theorem [] we prove a full version of Theorem [2] that demonstrates PILLAR is an p-TV
tolerant («,p, €,6)-semi-private learner for linear halfspaces H?. We define the scaled hinge

loss that depends on 1, &,y as

(w, x)
€(w: (x,y)) = max 0,1 - Y . (D.18)
{ 70 (0.9(1 - o) - %,:7)

Theorem 4. Fork < d € N, yy € (0,1), & € [0,1), let Dy, ¢, be the family of distributions
consisting of all (y, & )-large margin low rank distributions over Xy X Y withy > yo and & < &
and third moment bounded by n. For any a € (0,1),8 € (0,1/4), € € (0,1/vk), 6 € (0,1)
and n € [0,9(1-40)M/140), PILLAR with scaled hinge loss € defined in Equation (D.18), is an
n-TV tolerant (@, B, €,8)-semi-private learner of the linear halfspace H? on Dy, & With sample

n' =0 log/% nL:O(ﬁ]
(v000)?) el

where Ay = A (ZL) — Akt (ZL) and ¢ = y0 (0.9(1 = &) — 141/ a,;).

complexity

Proof. Privacy Guarantee A similar argument as the proof of the privacy guarantee in Theorem I]
shows that Algorithm A s(k, £) preserves (e, d)-DP on the labelled dataset S~. We now focus on
the accuracy guarantee.

Accuracy Guarantee For any unlabelled distribution DY with -bouneded TV distance from
the labelled distribution D; & let the empirical covariance matrix of the unlabelled dataset SY

be UV = LY cuvxx™ and A, € R¥¥ be the projection matrix whose i column is the i
nU £axeS
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eigenvector of U, Let =L and £V be the population covariance matrices of the labelled and
unlabelled distributions D* and DV. Similarly, let AII; and Ag be the matrices of top k eigenvectors
of X and XV respectively.

By definition, all distributions Di g € Dy, ¢, are (y, & )-large margin low rank distribution, as
defined in Deﬁnition for some y > yp, & < &. Let w* be the large margin linear classifier that is
guaranteed to exist by Deﬁnitionﬁ Then, for all z € supp D% (o) where D}L(’ (ro) is the marginal

<A z, AT *
distribution of D, ¢, , i

ﬂ Similar to the proof of Lemma
we will first lower bound this term to show that, with hlgh prolz)ability, the projected dataset sti
retains a large margin. Then, we will invoke existing algorithms in the literature with scaled hinge
loss with the right parameters, to privately learn a large margin classifier in this low dimensional
space.

First, let z = a,w* + b* for some a, where b* is in the nullspace of w*. Then, it is easy to see

that using the large-margin property in Definition 3] we get

w*,z
ya; = <*—> > Y 2 Y0 (D.19)
w1l [lzll>
y <A;z, A;w*>
Then, we lower bound e TR
”Akw ”2

(D.20)

Ak Z“z Ak W*Hz

where step (a) is due to (w*,b*) = 0 and step (b) follows from ||4]z||, < ||Ak||op||z||2 <1

and Equation li To lower bound ||A,;rw*
follows

,» we use the triangle inequality to decompose it as

47wl = i (45)"

- H(A][(] (AI?)T - Ak (Ak)‘l') w*

- “(A,f (aF)" — AV (A,?)T)w*
- JakabT - af (af)"

21 -6 At (an) T - A (a7) ]| - lla ()T - (AT

2
> HA% (ah)’

op 171 = [l (AT = Ak (A) | 1w

I
D.21)

where the second inequality follows from applying Cauchy-Schwartz inequality on the second and
third term and the third step follows from using the low rank separability assumption in Definition 3]

on the first term and observing that ||w"‘||2 =1.

~

Now, we need to bound the two terms HA% (Ap)T —AY and ||A,£] (AD)T - Ar(Ax)

k
We bound the first term with Lemma[3l

., 7,
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Lemma 5 (Theorem 3 in [Zwald and Blanchard, 20035]). Let A € R? be a symmetric positive
definite matrix with nonzero eigenvalues 11 > Ay > ... > Ag. Let k > 0 be an integer such that
A > 0. Let B € R? be another symmetric positive definite matrix such that ||B||p < 211 (A — A+1)
and A + B is still a positive definite matrix. Let Pi.(A), Py(A + B) be the matrices whose columns
consists of the first k eigenvectors of A, A + B, then

T T 2||BllF
|Px(A)Pr(A)T = P(A+B)P(A+B)T|, < yT T
It guarantees that with probability 1 —8/4,
|4k (af)" - af (a7)"] < 2y 2 (D.22)
k\k kAT lop = 2, (ZL) = Appq (21) Ay '

Then, we bound the term ||ZL - ZU”OP with Lemma@

Lemma 6. Let f and g be the Probability Density Functions (PDFs) of two zero-mean distributions
F and G over X with covariance matrices Y.y and Lq respectively. Assume the spectral norm of the
third moments of both F and G are bounded by n. If the total variation between the two distributions
is bounded by n,i.e. TV(f,g) = maxacx | f(A) - g(A)| < 1, then the discrepancy in the covariance
matrices is bounded by n, i.e. ||Zf - Zg”op <Tn.

By applying Lemma|6|and the assumption of bounded total variation between the labelled and

unlabelled distributions to Equation (D.22)), we get
14n 14n

AL (aF)" -al (a))'| < = D.23

H k( k) k( k) b~ A (ZL) = Lerr (ZL) A (D.23)

where Ay is defined as the difference between the k”* and (k + 1) eigenvalue of Xt
Similar to the proof for Lemma [2| we upper bound the term ||AY(AY)T — Ax(Ay)7||,. us-
ing Lemma[d] which guarantees that with probability 1 —5/4,

T A A 1-&
Ja¥ (a2)" - deaf]|, < =22, (D.24)
log 2
where the inequality follows from choosing the size of unlabelled data n¥ = O ((I?ﬁ).
—S0)Bk

Substituting Equations and into Equation and then plugging Equa-
tion (D.21) into Equation (D.20), we get that with probability at least 1 —B/2, the margin in
the projected space is lower bounded as

y(AZz, A;w*>

Al—ch”Z |A,jw*||2

14n

zyo(og(l—go)—A—k).
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Thus, the (scaled) hinge loss function ¢ defined in Equation (D.18)) is

1
¥0(0.9(1=&0)—141/ay) -
Lipschitz. For a halfspace with parameter v € B, denote the empirical hinge loss on a dataset S by

L(w;S) = |S| Z(xy)es (W, (x,y)) and the loss on the distribution D by L(w; D) =, yy..p [€(w, (x,¥))].
Let Dy be the k-dimension transformation of the original distribution D by projecting each x € X

to A7 x. By the convergence bound in Lemma 1| for Anoisy_sGp, We have with probability 1 — £,
k y g y P y 1
HAnoisy—sGD outputs a hypothesis v, € Bg such that

A A A - Vk
LivisSE) = LOvEDy) = L(visSp) = O :
(i 50) = L0 Di) = Lvi ) (nLeyo (0.9(1 - &) — 141/ay)
where v} = argmin,, Bgﬁ(v;S L) and L(v};SE) = 0 as the margin in the transformed low-
dimensional space is at least yq (0.9(1 &) - %) >0 forp < (lIig)Ak.
_ Vk 11 1 1 L
For nt = O(aﬁyo(09(1 T )polylog (— ek nL)), we can bound the emiprical 0-1

error with probability 1 -,

vk <2 D25

nL Z <Vk,X> < O} L(vk’Sk) - O(nLE’yO (09(1 _f()) - 147]/Ak)] 4

(xy) GSL

It remains to bound the generalisation error of linear halfspace . We use Lemma 7| for upper

bounding this term.

Lemma 7 (Convergence bound on generalisation error [Anthony and Bartlett, 1999]). Suppose H
is a hypothesis class with instance space X and output space {—1, 1}. Let D be a distribution over

X XY and S be a dataset of size n sampled i.i.d. from D. Forn € (0,1),{ > 0, we have

nén )

Ps-pn [sup L(h; D) = (1 +¢)L(1;S) > n 10+

heH

< 4T14(2n) exp(

where L and L are the population and the empirical 0-1 error and Ilqq is the growth function of H.

Setting { = l and n = 5 in Lemma gives us that with probability 1 — 7,

2 @
P (1 y)~n, [V (Vies x) < O] = = Z Hy i, ) < 0} < 3. (D.26)
(xy)esy
Thus, combining Equations and (D.26) we get
. ) o
P (xy)~p [y <v"’A/:x> < O] = Py~ [V (Vi x) < 0] < pr Ky vk, x) < 0} + 5=
(xy)esy
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A,

for nl > C—’ipolylog (}3, %) This is equivalent as stating that the output of Algorithm |I{W = Ay

satisfies
]P(x,y)~D [y (W, x) < ()] = 1P(x,y)~D [y <Akvk,x> < O] = ]P(x,y)~D [y <Vk,A,;rx> < 0] < a,
which concludes the proof. O

Proof of Lemmal6] We first approximate Moment Generating Functions (MGFs) of g and f by their
first and second moments. Then, we express the error bound in this approximation by the error

bound for Taylor expansion, for any ¢ € R¢ with ||f]l, > 0,

Ty 3
75 5t| (a) Ey|e” “xx” x| |lt]
My (1)~ 1+1"Ey [X] + 2f < | 30 i
(b) Ep [xx x| el 13 (D.27)
= 30
(c)
< nlitl

where step (a) follows by the error bound of Taylor expansion, step (b) is due to el ¥ < ellialivl <
el for all x € Bfl, and step (c) follows from ell2 < 3! for ||f||, < 1. Similarly,

T 1T Xt 3
M(t)— 1+t E, [X] + > <nlll . (D.28)

Rewrite Equation (D.27) and Equation (D.28) and observing that IE,[X] = [E¢[X] = 0, we can

TS ot Ty,
bound the terms 5~ and ~5** by

1%t
2

1= Mp(t) =l < <1=M¢(t) + i

; (D.29)

1 2t
L= My(0) =l < —* < 1= M(0) + il

Next, we show that the discrepancy in covariance matrices of distributions G and F are upper
bounded by the difference in their MGFs. By Equation (D.29)), for all r € R? and ||t||, # 0,
1" (Zp=Xg)t
2

<1=Mp(t) +nlidl = 1+ Mg(t) + i)

- |Mg(f) — My(t) +2n||t||§| (D.30)

< |Mg(t) = My (1) + 211413

Next, we upper bound the difference between the MGFs of distributions G and F by the TV
distance between them.
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M (1) = Mg (1)| =

[ et -gtonas
x632

< f el |f(x) —g(x)|dx (D.31)
xeB‘zl

il

= fxeBg el | £ (x) — g(x)| dx <

where the last inequality follows as ||x||, = 1 for x € Bg and TV(f,g) <n.
Combine Equation (D.30) and Equation (D.31]), we have for all # € R? and ||¢||, # 0,

|7 (2 = Zg) 1] < el + 4 il (D.32)

Choose ¢ as a vector in the direction of the first eigenvector (i.e. the eigenvector corresponding to

the largest eigenvalue) of X.r — 2.,. For ¢ in this direction, by the definition of operator norm,

_ |tT (Zf —Zg) t|
”Z‘f - Z‘g“op - il

Plugging Equation (D.33)) into Equation (D.32) and choose the norm of ¢ as the minimizer of

(D.33)

ety + 45113, we get

il 1+ [lelly + l1413)
. ey 77( 2 2
oy S min 5 4l < 2
P01 |jg]|5 llzll5

This conclude the proof. O

1= — 2| +dnlidl, = 7y

D.1.5 Large margin Gaussian mixture distributions

In this section, we present in Example [I] a class of Large margin Gaussian mixture distributions
that satisfies the large-margin low rank assumption. For any 6, ot = 0(1/ \/3), it is easy to see
that this family of distributions satisfies the large margin low rank properties in Definition [3|
for k = 2 and & = 0.

Example 1. A distribution D over X X Y is a (6, 0'2)—Large margin Gaussian mixture distribution
if there exists w*, u € BY, such that {uu, w*) = 0, the conditional random variable X|y is distributed
according to a normal distribution with mean uy and covariance matrix Ow* (w*)" + o215 and

y € {—1, 1} is distributed uniformly.

We present Corollary [2] following Theorem [T} which shows that for large margin Gaussian mix-
ture distributions, PILLAR leads to a drop in the private sample complexity from O( Vd) to O(1).
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Corollary 2 (Theoretical guarantees for large margin Gaussian mixture distribution). For 6, 0> =
O (1/Vd), let Dy > be the family of all (6, *)-large margin Gaussian mixture distribution (Ex-
amplell). For any a € (0,1),8 € (0,1/4),€ € (0,1/va), and 6 € (0, 1), PILLAR A s(k, £) with
scaled hinge loss defined in Table is an (a,f, €, 8)-semi-private learner on Dy »2 of linear
halfspaces H¢ with sample complexity

2160 2
U M logﬁ
=0l |
Y
5 MYk
aey(1-0.1y)

where y = 1—(4\/E+2\/10g%)(0'2+9), M= 1+(4\/3+2\/10g%)(0'2+9).

Here, in line with the notation of Definition [3] y intuitively represents the margin in the d-
2 _

(D.34)

nL

dimensional space and M is the upper bound for the radius of the labelled dataset. For § = o
1/2¢ va and ignoring the logarithmic terms, we get M = 1.5 and y = 0.5. Corollary [2| implies
the labelled sample complexity O (1/ae).

Proof. To prove this result, we first show that all large-margin Gaussian mixture distributions
Dy 2 € Dy 2 are (o, é)-large margin low rank distribution (Definition [3) after normalization. In

particular, we show that the normalized distribution is (yp, £)-large margin low rank distribution

with ¢ = 0 and margin yo = 7/m, where y = 1 — (4\/3+2w/10g %) (0'2 +9) and M =

1+ (4 Vd + 2 4log %) (0’2 + 9). Then, invoking Theoremgives the desired sample complexity
in Equation (D.34).

To normalize the distribution, we consider the marginal distribution Dy of the mixture distribu-
tion D € D, ,» and compute its mean and the covariance matrix. By Example|I} D is a mixture of
two gaussians with identical covariance matrix ¥ = Ow* (w*)T — 0°I; and means | = —u,.With
a slight misuse of notation, we denote the probability density function of a normal distribution with
mean y and covariance X using N (x; u, £). Then, we can calculate the mean and covariance matrix

as

1 1
Ex [X] = ]EylExly [X|y] = 5/11 + E,UZ =0 (D.35)
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and

Sy = Ex [XXT] - (Ex [X]) (Ex [X])T < E,Ex [XXT}]

1

1
:_f xxTN(x;pl,Z)dx+—f xx "N (x; 2, X)dx
2 Btzi 2 Btzi

—
~—

1 1
= 5 (E+ump) +5

2
D gwr ()" + ] + oLy

where step (a) follows by Equation (D.35)), step () follows by the relationship between covaraince
matrix and the second moment ¥ = [Ex [XXT] — pu', and step (c) follows by the definition of

(2 + popy )

large-margin Gaussian mixture distribution (Example|l)) of 2 and u, po.
Then, we show that the first two eigenvectors are u; and w* with the corresponding eigenvalues

1+ 02 and @+ o for § = O (1/Vd) < 1. The remaining non-spiked eigenvalues are o2

Sxpr = Ow* ()" + g g+ o

D Gl + a1 = (14 02

Txw* = ow* (w*) T w* gl w* + oPw*

—
~—~

= (04 H)w*,

where step (a) and (b) both follow from the fact that (w*)' u; = 0. For k = 2, it follows
immediately that Ay = 6 (Equation (D.36))) and ¢ = 0 (Equation (D.37)),

Ar = (Zx) = 1 (Zx) =0+ 0% —0? =06 (D.36)
A7 w]l, _ 1 A -
Wl Iw*lh [(w*)T]
T+ )T (D.37)
B Iw*ll,
Di=1-¢

where step (a) follows from u{w = 0.

Next, we show that the labelled dataset lies in a ball with bounded radius with high probability,
which further implies that original data has a large margin.

Denote the part of the dataset from the gaussian component withy = 1 by § f and denote the
part from the component withy = —1 by § % . We apply the well-known concentration bound on the
norm of Gaussian random vectors (Lemma [8) to show a high probability upper bound on the radius
of the datasets S & and SZ.
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Lemma 8 ([Vershynin, 2018]). Ler X ~ N(u,X), where v € Bfi. Then, with probability at least

1-9,
1
I1X ~ s < 41Ellop Vd +2Zllp, 4/ l0g .

This gives the following high probability upper bound on any x € S IL fori = 1,2 and some
B
>0,

2nk

4nL
:[PsLNDnL “x_,lli”z < 4(9—|— 0'2) \/2—{— 2(9—|— 0'2) log 7] >1-— 4’%

For i € {1,2}, by applying union bound on all x € § iL, we can bound maximum distance of a points

4L
4x/3+2,/1og%]}31—§.

Note that the distance between the two centers y; and p; is 2. Thus, with probability at least 1 — g,

X € Sl.L to the center y;,

l

Pt [‘“ el < (6-+7)

all points in the labelled dataset S lie in a ball centered at 0 having radius

/ 4nL
4Nd+2 log%

Also, the margin in the original labelled dataset is at least

4nl
4‘/3—1—2”105;%

Normalizing the data by M, it is obvious that the normalized distribution satisfies the definition

M=1+

(02 +9).

'y:l— (O'2+9)

of (y, &)-large margin low rank distribution with parameters & = 0, Ay = ¢/m and yo = 7/ M, where

y = 1—(4x/E+2,/1og %)(a%e), M = 1+(4\/3+2w/10g %)(0%9). Invoking Theo-

rem (1| concludes the proof. m|

D.1.6 Discussion of assumptions for existing methods

Analysis of the Restricted Lipschitz Continuity (RLC) assumption [Li et al., 2022b] DP-
SGD [Li et al.| 2022b] achieves dimension independent sample complexity if the following

assumption, known as Restricted Lipschitz Continuity (RLC) is satisfied. For some k < d,

llog(d/k)+1]

D, Gy <0(WWa, (RLC 1)

i=1
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where Gy, Gy, ..., G4 represent the RLC coeflicients. For any i € [d], the loss function ¢ is said
to satisfy RLC with coefficient G; if
Gi> min |[(I-P)Ve(w;(x.y))|, (D.38)

rank P;=i
Pl‘EH

for all w, x,y € domain (¢), where IT is the set of orthogonal projection matrices. Equivalently,
assumption states that for some k < d,

d

> Gi<o(VWa). (RLC)
i=k+1

In this section, we demonstrate that if we assume the Restricted Lipschitz Continuity (RLC)
condition from [Li et al.,|2022b], our low rank separability assumption on ||AkA;w* || holds for large-
margin linear halfspaces. However, using the RLC assumption leads to a looser bound compared
to our assumption. More specifically, given the RLC| assumption and the loss function ¢ defined

in Table we can show ||AkA,;rw*|| > .
Given the parameter ¢ in Algorithm [I] for x,y € supp D and w satisfying y (w,x) < ¢, we can

calculate the i™ restricted Lipschitz coefficient

G; > min I P; Vf x,
rank P;= || ( y))||2
PeH
_ - Y
= min |=(/-Pi)x
rank P;=1
P,‘EH

2 (D.39)

) 1

= min |- (x—Pix)

rank P;=1 ||
P,‘GH

2

Equivalently, we can rewrite Equation (D.39)) as there exists a rank-i orthogonal projection matrix
P?‘i“ such that

| x = Px||, < G (D.40)
Thus, for x such that y(w,x) < ¢,

Jex™ = (PP (P T, 2 = P (x4 P

< [l P, e P
(D.41)
< 2 e priny|

(c)
< 26

187



where step (a) follows from the orthogonality of P™™", step (b) follows from ||P?1i“)c||2 <l =1,
and step (c) follows from Equation (D.40).
Then, we can bound the low-rank approximation error for the covariance matrix of the data distri-

bution.

|=x = PPy (P Tl (? E Dy (H)cxT — (PMiny) (P;ni“x)T”Op) (2 2GiL.

op

where £y = E,.p, [xxT], and step (a) follows from the convexity of the Euclidean norm and

step (b) follows from Equation (D.41]).
This further provides an upper bound on the last d — k eigenvalues of the covariance matrix

Yy of the data distribution Dy. Let A; denote the i eigenvalue of the covariance matrix Xy. Then,
we apply Lemma [9] that gives an upper bound on the singular values of a matrix in terms of the

rank k approximation error of the matrix.

Lemma 9 ([Gharan, 2017]). For any matrix M € R™",

ranlilg:k ||M - M”Op - Tk

where the infimum is over all rank k matrices M and o1 is the k'™ singular value of the matrix M.

This gives an upper bound on the i eigenvalue of the covariance matrix Yy in terms of

the i restricted Lipschitz coefficient,

=k = e S < - P (e, <463

rank Z;(:

Thus, for matrix Ay consisting of the first k eigenvectors of Xy, we can upper bound the

reconstruction error of AZx with the eigenvalues of the covariance matrix Xy,

Exvpy [I4h = I o, | = Esny

exly = A0 ()T |

d d
< Eepy [[[ox” = (A)(A0)T[l] < D) <48 ) G
i=k+1 i=k+1

By Markov’s inequality, with probability at least 1 — 3,

4 2
s, - AT Arn T, = 2 S @

I[))C~DX op = ﬂ
i=k+1

(D.42)

2
s = (AT AT T < 25 D) 62

< ]PX'VDX op = ﬁ
i=k+1
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This implies our assumption with probability at least 1 — 3,
laraTw ||, 2 x| AcAT w*|), > (A x w*)|

< [ (. w* Y = 1 (x = AT x, w*) |

(c) (D.43)
>y =[x - AeA 1] ],
d
O e 3 6
B i=k+1

where step (a) follows from ||x]l, = 1, step (b) follows by <AkA;x, w*> = (x,w*)— <x - ArAl x, w*>
and the triangle inequality, step (c) follows by the large margin assumption y {x, w*) = |(x, w*>| >
¥, and step (d) follows by Equation with probability at least 1 — 8.

The RLC assumption requires the last term in Equation to vanish at the rate of O(k/d).
This implies our low-rank assumption holds with & = 1 — .

Analysis on the error bound for GEP To achieve a dimension-independent sample complexity
bound in GEP [Yu et al., 2021a], the gradient space must satisfy a low-rank assumption, which
is even stronger than the rapid decay assumption in RLC coefficients (Equation (RLC I))). By
following a similar argument as the analysis for the RLC assumption [Li et al.| [2022b]], we can

demonstrate that our low-rank assumption is implied by the assumption in GEP.

D.2 Experimental details and additional experiments

D.2.1 Details and hyperparameter ranges for our method

Unless stated otherwise, we use the PRV accountant [Gop1 et al., 2021a] in our experiments.
Following [De et al., 2022]], we use the validation data for cross-validation of the hyperparameters in
all of our experiments and set the clipping constant to 1. We search the learning rate in {0.01, 0.1, 1},
use no weight decay nor momentum as we have seen it to have little or adverse impact. We search
the number of steps in {500, 1000, 3000, 5000, 6000} and our batch size in {128,512, 1024}. We
compute the variance of the noise as a function of the number of steps and the target € using
opacus. We set 6 = le — 5 in all our experiments. We use the open-source opacus [Yousefpour
et al., 2021] library to run DP-SGD with the PRV Accountant efficiently. We use scikit-learn
to implement PCA. Checkpoints of ResNet-50 are taken or trained using the timm [Wightman,
2019a] and solo-learn [[da Costa et al., 2022] libraries. Standard ImageNet pre-processing of

images is applied, without augmentations.
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Privacy CIFARI10 CIFAR100

Ours [Deetal.,2022] | Ours [De et al.,[2022]
e =0.1 89.4 - 36.1 -
e =0.7 93.1 - 69.7 -
e=1 93.5 93.1 71.8 70.3
e=2 93.9 93.6 74.9 73.9

Table D.2.1: Result for our algorithm is with pre-training on ImageNet32x32. Results for [De et al., [2022] is
taken from their paper where available.

D.2.2 Discrepancy in pre-training resolution

Several works have used different resolutions of ImageNet to pre-train their models. In particular, [De
et al.,[2022] used ImageNet 32x32 to pre-train their model, which is a non-standard dimensionality
of ImageNet, but it matches the dimensionality of their private dataset CIFAR-10. In contrast, we
use the standard ImageNet (224x224) for pre-training in all our experiments with both CIFAR
datasets as well as other datasets. In this section, we show that using the resolution of 32x32
for pre-training, we can indeed outperform [De et al., |2022] but also highlight why this may
not be suitable for privacy applications.

Low-resolution (CIFAR specific) pre-training Different private tasks/datasets may have images
of differing resolutions. While all images in CIFAR [Krizhevsky, 2009] are 32x32 dimensional, in
other datasets, images not only have higher resolution but their resolution varies widely. For example,
GTSRB [Houben et al., 2013]] has images of size 222x193 as well as 15x15 , PCAM [Veeling
et al., 2018|] has 96x96 dimensional images, most images in Dermnet [Der, 2019] have resolution
larger than 720x400, and in Pneumonia [Kermany et al., 2018] most x-rays have a dimension
higher than 2000x2000. Therefore, it may not be possible to fine-tune the feature extractor at
a single resolution for such datasets.

Identifying the optimal pre-training resolution for each private dataset is beyond the scope of
our work and orthogonal to the contributions of our work (as we extensively show, our method PIL-
LAR operates well under several pre-training strategies in Figure [D.2.3|and Figure [D.2.5). Further-
more, assuming the pre-training and private dataset resolution to be perfectly aligned is a strong as-

sumption.

Comparison with [De et al., 2022] Nevertheless, we compare our approach with [De et al., 2022]

pre-training a ResNet50 on a 32x32 rescaled ImageNet version, and obtain a non-private accuracy
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larger than 94% reported for e = 8 in Table 5 in [De et al., 2022] for Classifier training. Note
that our approaches is computationally significantly cheaper than theirs as we do no use the tricks
proposed in their work (including Augmult, EMA, and extremely large batch sizes (> 16K))
Using ImageNet32x32 for pre-training, we perform slightly better than them in private training.
Our results are reported in Table We expect that applying their techniques will result in
even higher accuracies at the cost of computational efficiency. Interestingly, Table [D.2.1] shows that
our model’s accuracy for € = 0.7 on CIFARI1O, is as good as [De et al., 2022] for € = 1.0. This
provides evidence that large batch sizes, which is one of the main hurdles in producing deployable

private machine learning models, might not be required using our approach.

D.2.3 Experiments with large € (> 1)

While in most of the paper, we focus on settings with small €, in certain practical settings, the large
epsilon regime may also be important. In Table [D.2.2] we repeat our experiments for CIFAR10 and
CIFAR100 with € € 1,2 and report the accuracy for the best projection dimension. Our results show
that for € € {0.1,0.7, 1, 2} our method can provide significant gains on the challenging dataset of
CIFAR-100; however for CIFAR-10 with € = 1,2 the improvements are more modest.

D.2.4 Comparison with PATE

We now discuss discuss the PATE family of approaches [Papernot et al., 2017, 2018, Zhu et al.,
2020, Miihl and Boenisch, [2022]]. These methods partition the training set into disjoint subsets,
train an ensemble of teacher models on them, and use them to pseudo-label a public dataset
using a privacy-preserving mechanism. For PATE to provide tight privacy guarantees, a large
number (150-200 [Papernot et al., 2018]) of subsets is needed, which reduces the test accuracy
of each teacher. Large amounts of public data are also required. For CIFAR-10, [Papernot et al.,
2018} [Zhu et al., 2020] use 29000 examples (58% of training set size), whereas we only use 5000
(10% of training set size) public unlabelled data points (and to retain its accuracy, in Section[5.5.2]
we show 500 (1%) samples are sufficient). Of these 29000 examples, [Zhu et al., 2020] reports
only half of them is labelled due to the private labelling mechanism, further limiting the student’s
performance in settings with low amounts of public training data. Despite our best attempts,
we could not train PATE-based approaches in our challenging setting to satisfactory levels of
accuracy on either CIFAR-10 or CIFAR-]OOE]

3For reference, we refer the reader to the accuracies reported for the state-of-the-art implementation in [Boenisch
et al., |2023| (Table 12) and [Zhu et al.| 2020] (Table 1), which are less than 40% and 75% respectively, whereas we
obtain more than 85% for tighter privacy guarantees.

191



Privacy Pre-training CIFAR10 CIFAR100
Ours No Projection | Ours No Projection
c—1 SL 86.4 854 58.8 544
SSL 81.4 80.5 49.0 45.8
c—2 SL 86.8 86.4 61.8 60.0
SSL 82.5 81.9 53.03 50.06

Table D.2.2: Experiment with larger €. Pre-training is with ImageNet 224x224.

0-90 EE PILLAR 0.950 | = PILLAR
e DP-SGD [ DP-SGD
0.89 >0.925
g 30.900
“0.88
0.875
0.87 0.10 0.13 0.20 0.54 1.22 0.850 0.22 0.30 0.47 0.99 8.51
Epsilon € Epsilon €
(a) Image Space (b) ResNet50 Representations

Figure D.2.1: DP Training of linear classifier on a) Images and b) representations obtained from pre-trained
ResNet-50.

D.2.5 Additional Datasets

In this section, we look at results on the MNIST dataset. We consider the standard train-test split of
MNIST and train two types of classifiers. The first classifier is the standard linear classifier with
cross-entropy loss. The second is a linear classifier with standard cross entropy loss trained on
representations of MNIST images obtained from a Resnet-50, pre-trained on ImageNet. Our results,
plotted in Figure[D.2.T] shows that PILLAR consistently outperforms DP-SGD and the improvement
is more prominent for smaller values of €. We also investigated how the best projection dimension k
varies as a function of e. The results are shown in Figure [D.2.2] As indicated by Theorem [T}
the best k increases as € increases.

In addition to results on MNIST dataset, we also conduct experiments using PILLAR on
tabular datasets. We select two datasets: Guillermo and Riccardo from the OpenML
respository. Both of these are binary classification datasets with 4096 dimensions
and 16,000 data points. We train logistic regression models on them using both PILLAR and
vanilla DP-SGD. The results presented in Table [D.2.3] show that PILLAR consistently outperforms
DP-SGD on both of these datasets.
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Figure D.2.2: Best projection dimension k as a function of € on the MNIST dataset.

Privacy PILLAR DP-SGD Privacy PILLAR DP-SGD

e=0.1 75.25 57.8 e =0.1 60.19 52.3

€e=20.3 76.5 65.4 €e=0.3 61.78 54.6

e=1.0 78.2 70.2 e=1.0 63.10 59.2

e=1>5.0 79.3 73.6 €e=150 64.35 61.62
Riccardo Guillermo

Table D.2.3: Comparison of PILLAR with DP-SGD on Riccardo and Guillermo datasets from the OpenML
repository [Vanschoren et al., 2014].

D.2.6 DP-RAFT Experiments

In this section we present some results that combine DP-RAFT and PILLAR to yield further
accuracy improvements. We perform our experiments on CIFAR100, considering learning rate
values in {0.1,0.01, 1}, training for a number of epochs in {5, 10, 50} and for € € {0.1,0.7, 1.0}. For
PILLAR we consider k € {40, 100, 200, 300, 400}. In Table @ we compare the performance
of DP-RAFT and the combination of DP-RAFT+PILLAR for ResNet50 and, since the authors
of [Panda et al.| 2022]] consider also additional backbones, we also show the effectiveness of our
method on the ConvNeXt-XL backbone. As it can be seen, in all cases using PILLAR in conjunction

with DP-RAFT induces a performance improvement.

D.2.7 Experimental details for Section [5.4.2]

In this section, we provide details of the other algorithms we compare our approach with in Sec-
tion [5.4.2] We use the PRV accountant [Gopi et al., 2021b] for all experiments.

JL transformation [Nguyen et al., 2020] [Nguyen et al., 2020] uses JL transformation to reduce

the dimensionality of the input. For our baseline, we simulate this method by using Random Matrix
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Public Data ResNet50 SL ConvNeXt-XL

Datasets CIFAR100 CIFAR100
€ 0.10.71.0 0.10.7 1.0
DP-RAFT Unlabelled | 28.80 58.3561.79 | 68.38 79.12 83.69
DP-RAFT + PILLAR None 38.75 62.49 64.32 | 74.69 82.89 85.12

Table D.2.4: Results comparing DP-RAFT and DP-RAFT+PILLAR.

Projection using Gaussian Random Matrices (GRM) instead of PCA to reduce the dimensionality
of the inputs. Our experimental results in Table [5.4.1] show that our method outperforms these
approaches. Although this approach does not require the availability of public data, this comparison
allows us to conclude that reducing the dimensionality of the input is not sufficient to achieve
improved performance. Furthermore, even though the JL Lemma [Johnson, |1984] guarantees
distances between inputs are preserved up to a certain distortion in the lower-dimensionality space,
the dataset size required to guarantee a small distortion is much larger than what is available in
practice. We leverage scikit-1learn to project the data to a target dimension identical to the ones

we use for PCA. We similarly search the same hyperparameter space.

GEP [Yu et al., 2021a]] We use the code—bas released by the authors for implementation of
GEP. We conduct hyper-parameter search for the learning rate in {0.01,0.05, 0.1, 1} and the number
of steps in {500, 1000, 2500, 3000, 5000, 6000, 20000}. As recommended by the authors, we set
the highest clipping rate to {1,0.1,0.01} and the lowest clipping rate is obtained by multiplying
the highest with 0.20. The anchor dimension ranges in {40, 120, 200, 280, 512, 1024, 1580}. We
try batch sizes in {64,512, 1024}. We tried using {0.1%, 0.01%} of the data as public. Despite this
extensive hyperparameter search, we could not manage to make GEP achieve better performance
than the DP-SGD baseline (see Table [5.4.1).

AdaDPS [Li et al., 2022a] We use the code—baseE] released by the authors of AdaDPS. We
estimate the noise variance as a function of the number of steps and the target € using the code
of opacus under the RDP accountant (whose implementation is the same as the code released
by the authors of AdaDPS). We search the learning rate in {0.01, 0.1, 1}, the number of steps in
{500, 1000, 2500, 3000, 5000, 6000, 7500, 10000}, the batch size in {32,64, 128,512, 1024}, and

‘https: //github.com/dayull/Gradient-Embedding-Perturbation
Shttps://github.com/1itian96/AdaDPS
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Figure D.2.3: DP Training of linear classifier on different pre-trained features using the PRV accountant for
CIFAR-10 and CIFAR-100.

I SemiSL

Accuracy reduction
N S (2]
o o o o

Figure D.2.4: Comparing reduction in test accuracy for different datasets between using SemiSL and BYOL
pre-trained networks.

we tried using {0.1%, 0.01%} of the data as public, and the €. (the conditioner hyperparameter) in
{10,1,0.1,1e -3, le
micro-batching in {2, 4, 32}. Despite this extensive hyperparameter search, we could not manage
to make AdaDPS achieve better performance than the DP-SGD baseline.

— 5, 1le — 7}. of the validation data for the public data conditioning. We applied

DP-PCA [Abadi et al.,2016] All settings are the same with respect to PILLAR, except for the
additional need of cross-validating the privacy budget consumed by the DP-PCA procedure. We
consider 1%, 25%,50%. For DP-PCA, we use the diffprivlib implementation.
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D.2.8 Different pre-training algorithms

In Figure [5.4.1] and [5.4.2] in the main text, we only reported accuracies for the best performing

pre-training algorithm. In this, section we report the performance of our algorithm against the
remaining pre-training algorithms that we consider in this paper. In particular, we consider two
self-supervised pre-training algorithms: BYOL [Grill et al., 2020] and MoCov2+ [[Chen et al.,
2020b] and two semi-supervised algorithms [Yalniz et al., 2019]. While one of them is a Semi-
Supervised (SemiSL) algorithm, the other only uses weak supervision and we refer to it Semi-Weakly
Supervised (SemiWeakSL) algorithm. In Figure we report the results on CIFAR-10 and
CIFAR-100. In Figure D.2.5| we report the results for Flower-16 [Flo| 2021]], GTSRB [Houben et al.,
2013]], PCAM [Veeling et al., 2018], Pneumonia [Kermany et al., |2018]] and DermNet [Der, 2019].

Similar to Figure in the main text, we show the accuracy reduction for Semi-Supervised
pre-training vs BYOL (Self-Supervised) pre-trianing in Figure Our results shows similar
results as [Shi et al., 2023]] that labels are more useful for pre-training for tasks where there is a

significant label overlap between the pre-training and the final task.

D.3 Computational Cost, Broader Impact and Limitations

Computational cost Except for the supervised training on ImageNet32x32, we leverage pre-
trained models. To optimize the training procedure, we checkpoint feature embeddings for each
dataset and pre-trained model. Therefore, training requires loading the checkpoint and training a
linear layer via SGD (or DP-SGD), accelerating the training procedure by avoiding the forward
pass through the feature encoder. We use a single Tesla M40 (11GB) for each run.

Broader impact and Limitations In this work we show our method can be used in order to
increase the utility of models under tight Differential Privacy constraints. Increasing the utility for
low e is crucial to foster the adoption of DP methods that provide provable guarantees for the privacy
of users. Further, unlike several recent works that have shown improvement in accuracy for deep
neural networks, our algorithm can be run on commonly available computational resources like a
Tesla M40 11GB GPU as it does not require large batch sizes. We hope this will make DP training
of high-performing classifiers more accessible. Finally, we show our algorithm improves not only
on commonly used benchmarks like CIFAR10 and CIFAR100 but also in privacy relevant tasks
like medical datasets including Pneumonia, PCAM, and DermNet. We hope this will encourage

future works to also consider benchmarking their algorithms on more privacy relevant tasks.
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Figure D.2.5: DP Training of linear classifier on different pre-trained features using the PRV accountant for

(c) SemiWeakSL Pretraining

Flower-16, GTSRB, DermNet, PCAM, and Pneumonia.

As discussed, the assumption that labelled public data is available may not hold true in several
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applications. Our algorithm does not require the public data to be labelled, however the distribution
shift between the public unlabelled data and the private one should not be too large. We have shown

that for relatively small distribution shift our method remains effective. Finally, recent works have

suggested that differentially private learning may disparately impact certain subgroups more than

others [Bagdasaryan et al., 2019, (Cummings et al., 2019} [Sanyal et al., 2022].

whether semi-private learning can help alleviate these disparity.
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E.1 Impact statement

This paper shows it is possible for a malicious user to prompt a model to reveal training data. This
phenomenon is studied in a worst-case but plausible condition in which the attacker knows the
training image and question, except for the answer. Our study only represents a starting step in
the direction of prompting VLMs to elicit the extraction of private data. It may be possible for
an attacker to develop more sophisticated attack strategies. Such strategies can be used both in a
beneficial way (e.g., for organizations to audit the privacy preserving properties of their systems)
or maliciously (e.g., for an attacker to obtain confidential information).

In this study we have used public data, and for further caution we have anonymised all the sensi-
tive samples we reported in our qualitative analysis. Indeed, in some parts of the world the Right To
Be Forgotten is in place, and the individuals whose data is reported in the considered public dataset
my ask for their data to be cancelled. When performing our quantitative analysis, we report aggregate
numbers and described the extractable samples without revealing their exact content for the same
reasons. Therefore, we expect no individual or organization to be harmed by reporting our results.

Furthermore, although we propose a countermeasure (EB) that is effective across all the attack
scenarios we considered, it is still a heuristic approach and may not prevent extraction in case
more sophisticated attack techniques are developed. Furthermore, it may hypothetically introduce a
"side-channel" that an adversary might exploit to increase the exposure to membership inference
attacks: if the model responds with the default negation, this may be seen as an index the sample
was in the training set. This may not be relevant for several applications, where the information to
be protected is not the membership of a document to the training set but the specific content of the
document, but may be problematic in other applications. An obvious solution would be to apply
Differentially Private (DP) training. However, scaling DP to VLMs without causing significant
utility degradation is beyond the scope of this work.

E.2 Computational Cost of Training

Donut Fine-tuning Donut at maximum input resolution requires 64 A100 GPUs for a day. Given
its relatively compact size (176M parameters), Donut can be trained on high-resolution input images
(2560 x 1920 =~ 5M pixels), a crucial aspect for achieving optimal performance. Lowering the
resolution can significantly reduce the cost of training, however, as we observe, it increases the
tendency of the model to memorize the training data and reduces the generalization capabilities

of the models. Therefore it is not recommended.
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|M|/#PIl | No Text Paraphrasing Shuffling | R5° R10° T20px T200px | Bx2 Bx1.3 Bx0.8 Bx0.5

Donut 0/0 0/0 0/0 1/0 0/0 0/0 0/0 |6/1 6/1 2/0 5/0
Pix2Struct-B 0/0 1/0 1/0 2/0 2/0 0/0 0/0 [0/0 4/0 4/0 0/0
Pix2Struct-L 1/0 0/0 0/0 1/0 1/0 0/0 0/0 [0/0 4/0 2/0 0/0

PaLl 0/0 0/0 2/0 1/0 1/0 0/0 2/0 [3/0 1/0 0/0 1/0

Table E.3.1: Effectiveness of extraction blocking for the various contexts portrayed in Figure Notice,
we do not include in the training sets any of the contexts we consider in this table. This indicates the protection
offered by Extraction Blocking extends beyond the types of context provided at training time.

Pix2Struct Fine-tuning Pix2Struct Base, independently of the resolution, requires 32 TPUv2 for
about 5 hours. Training Pix2Struct Large, independently of the resolution, requires 64 TPUv2 for
about 5 hours. Due to its relatively larger size, the smaller model is fine-tuned at a resolution of

about 1.2M pixels, while the larger model is fine-tuned at a resolution of about 0.8 M pixels.

PaLI-3 Fine-tuning PaL.I-3 64 TPUV2 for 15 hours. Due to its size (5B parameters), it is typically
fine-tuned at a resolution of approximately 1.1M pixels (1064 x 1064).

Computing the memorization scores The amount of compute needs to be multiplied by the
number of runs for each measurement: for the simplest attribution method we consider, we only
need 2 runs; for the counterfactual extractable memorization and simplicity scores, we need to
perform 50 runs. Perform more is both computationally prohibitive and expensive for the storage

of the largest models we consider.

E.3 Further results

Effectivenes of EB for prompting strategies not used in the training set In Section [6.5| we
have considered several ways to prompt the model. Since EB includes only samples using a worst-
case prompting strategy (7%, Q), it may be natural to wonder whether EB is still effective if
an adversary prompts the model in different ways. We observe the technique is actually still
extremely effective, see Table [E.3.]

E.4 PII categories and their frequencies in the canaries

We manually annotate each answer in the canaries set as either PII or non-PII. We also classify each
PII element as one of the following classes: Places, Person, Temporal, Contact (Phone/Fax/Email),

NRP (Nationality Religion Politic), URL, and other forms of IDs (e.g. card numbers, serial numbers
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Figure E.4.1: Frequency of different types of Personally Identifying Information (PII) in the canaries set DC.

of tickets, document or people numerical identifiers etc.). The distribution of PII in the canaries
set DC is reported in Figure

E.5 Further Related Works

E.5.1 Document-Based Visual Question Answering

Given the greater simplicity of solving the VQA problem by separating the tasks of document
reading and document understanding, OCR-reliant systems have been the state of the art for a few
years [Tito et al.,[2022} Huang et al., 2022]. However, as argued by [Kim et al., 2022]], OCR-reliant
systems have the disadvantage of requiring an expensive OCR-preprocessing step, making the
inference cost higher in case high-quality OCR results are required, with errors of the OCR system
propagating to the VQA component. The phenomenon is particularly apparent for languages with
complex character sets, requiring an expensive post-OCR correction module [Rijhwani et al., 2020,
Schaefer and Neudecker, [2020]]. For these reasons, OCR-free systems like [Kim et al., 2022, |Lee
et al., 2023]] have received increasing attention, with state-of-the-art models like PALI-3 [Chen et al.,
2023b] closing the performance gap between the OCR-reliant and OCR-free models. In this work
we mainly focus on three state-of-the-art OCR-free systems that differ in model size, architecture
and pre-training stages. We consider both Donut [Kim et al., [2022] and Pix2Struct [Lee et al.,
2023]] among the set of models that are specialised to perform document understanding. We also
consider PALI-3 [Chen et al., 2023b], a foundational vision-language model that can be fine-tuned
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in order to solve the task of document understanding, achieving state-of-the-art performance.

E.5.2 Relations to Distributional Shortcut Learning in VQA

It is known that VQA systems can produce correct responses due to their ability to learn and
leverage the frequent association of a specific answer to some question (linguistic shortcut) [Jabri
et al., 2016, N1u et al., 2021}, (Goyal et al.,|2017, Chen et al., 2020a]]. For instance, if the question
is “What is the colour of the grass?", if the grass is green in most of the training images for
which the question is asked, the model will respond green independently of the actual colour in
the considered test image. This type of shortcuts does not need to be exclusively linguistic, and
may involve the frequent co-occurrence of elements in the input image (visual shortcut) or their
combination with specific words in the question (multimodal shortcut) [Dancette et al., 2021} S1
et al.,[2022]]. In other terms, VQA systems can learn simple rules relying on spurious but predictive
features that co-occurr across multiple samples in order to respond accurately even when the input
image lacks the considered information or contradicts it.

The concurrent work of [Tito et al., 2023] has shown this phenomenon occurring also in
document-based Visual Question Answering. The authors propose a new federated learning dataset
containing invoices from several data providers. Since a provider’s information (specifically, their
name and email address) is repeated across several invoices that share visual and linguistic
similarities (e.g., identical layout, formatting, logos, fields etc.), a model can infer a provider’s
name or email address correctly on previously unseen test documents from the known provider

that do not contain the requested information.
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