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Abstract 

Cybersecurity is a complex and contested issue in international politics. The existence of 

radically different conceptions of cybersecurity is recognised by many scholars in 

International Relations (IR), but rarely explored outside the cyber ‘great powers’: the US, 

the EU, Russia and China. This thesis investigates cybersecurity in Egypt and the states of 

the Gulf Cooperation Council (GCC), a region between two poles of internet governance 

that has close military and security ties to the US and Europe and authoritarian features more 

reminiscent of Russia or China. Given this hybrid position, the research question of this 

thesis is: how can we explain the nature of cybersecurity in Egypt and the Gulf states? This 

question is not merely academic, as it directly affects the creation of international 

agreements, laws and institutions, as well as corporate and state surveillance practices.  

 

The thesis argues that cybersecurity is primarily an expert discourse incorporating both 

technical and value claims. The content of this discourse – who cybersecurity protects from 

what – is ambiguous due to both professional incentives and technological characteristics. 

Relevant actors use this ambiguity to perform what I call ‘moral manoeuvres’: altering 

values and technical concepts within this professional discourse for their own ends. I identify 

four separate moral manoeuvres, which I call alignment, appropriation, manipulation and 

elision. These manoeuvres are performed by human rights NGOs, government 

organisations, international surveillance suppliers, and the wider cybersecurity industry 

respectively. The overall result of these moral manoeuvres is the preservation and even 

amplification of contradictions and ambiguities present in expert cybersecurity discourses. 

This thesis makes three original contributions to IR: first, it provides a more nuanced account 

of the construction of security domains than critical theories of securitisation; second, it 

explains struggles over values in cybersecurity better than alternative accounts of ‘cyber 

norms’; and third, it presents detailed empirical data on an important region and issue area 

with few existing treatments. 
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Chapter 1. Introduction 

 

1.1 Motivation 

 

On 2 and 3 April 2012, a ‘Cyber Defence Summit’ was held in the Grand Hyatt Hotel in 

Muscat, Oman. The summit was organised by the Oman Information Technology Authority (ITA) 

and sponsored by several defence multinationals and the cybersecurity arm of the International 

Telecommunications Union (ITU), among others.1 It featured speakers from the North Atlantic 

Treaty Organisation (NATO) and the US Federal Bureau of Investigation (FBI).2 This was the 

second Cyber Defence Summit in the Gulf; the first had taken place in the United Arab Emirates 

(UAE) the year before, and it would reoccur annually as the “Arab Region Cyber Security Summit”, 

including one in Egypt in 2016. The blurb of the 2012 meeting was clear about its aims: 

The Cyber Defence Summit is gathering the key regional stakeholders in Muscat, Oman 

to discuss and explore the heightened importance of cyber security in the region. Under 

the theme ‘Defending your virtual borders’ — the invitation-only initiative is focused 

on protecting the virtual boundaries of the Middle East.3 

 

Three months later, on 25 July 2012, an organisation at the University of Toronto, Citizen 

Lab, released a report detailing the use of a digital surveillance tool named Finfisher in Bahrain.4 

The tool – described as malicious software, or ‘malware’ by Citizen Lab – had been used to obtain 

information from the devices of pro-democracy activists in Bahrain, where there had been extensive 

protests and violent responses from government security forces since the ‘Arab Spring’ in 2011. 

Other investigations found that Finfisher had been trialled in Egypt just before the January 2011 

revolution.5 Finfisher was later observed by Citizen Lab in many countries, including Oman, Qatar, 

                                                                
1 BAH Press release, ‘Booz Allen Hamilton Aims to Protect Middle East’, Petroleum Africa, 20 March 2012, 

https://perma.cc/D27N-3JXD. 
2 Conrad Prabhu, ‘Concern over Cyber Attacks’, Oman Daily Observer, 20 March 2012, 

https://perma.cc/H69G-49R5. 
3 Prabhu. 
4 Bill Marczak and Morgan Marquis-Boire, ‘From Bahrain with Love: Finfisher’s Spy Kit Exposed?’ (Citizen 

Lab, 25 July 2012). 
5 Karen McVeigh, ‘British Firm Offered Spying Software to Egyptian Regime – Documents’, The Guardian, 

28 April 2011, https://perma.cc/GCV9-DUJS. 
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Saudi Arabia and the UAE, with its likely purchaser and user in all cases being their respective 

governments.6 Concluding their analysis of Finfisher in Bahrain, Citizen Lab issued a call to the 

cybersecurity community, saying that “we strongly urge antivirus companies and security 

researchers to continue where we have left off” in investigating government uses of surveillance 

tools like Finfisher.7 

Three weeks later, on 13 August 2012, the UAE issued an updated Federal Law on Combating 

Cybercrimes. This law increased both the number of offences and severity of penalties from the 

previous cybercrime law of 2006. Both laws included a wide definition of ‘content crimes’: penalties 

for posting or messaging about certain topics online or facilitating such posts by operating social 

media platforms or websites.8 The new law mirrored similar laws in the rest of the Gulf, either 

already in place or brought in soon afterwards, as well as draft laws discussed in Egypt throughout 

2015 and 2016. The scope of the UAE law was very broad. Article 24 stated that: 

Shall be punished by temporary imprisonment and a fine not less than five hundred 

thousand dirhams and not in excess of one million dirhams: whoever establishes or 

administers or runs a website or publishes on a computer network or any information 

technology means which would promote or praise any programs or ideas which would 

prompt riot, hatred, racism, sectarianism, or damage the national unity or social peace 

or prejudice the public order and public morals.9 

 

Three days later, on 16 August 2012, malware known as ‘Shamoon’ spread through the 

business networks of the Saudi national oil company, Saudi Aramco, and wiped data from around 

30,000 computers. A few weeks later the Qatari gas company RasGas – the largest exporter of liquid 

natural gas in the world - was also affected. Shamoon was eventually attributed to the Iranian 

government.10 According to Saudi officials, the aim was to “stop the flow of Saudi oil”.11 Shamoon 

was described as a “wake-up call” by a senior US cybersecurity official, who added that “a similar 

                                                                
6 Bill Marczak et al., ‘Pay No Attention to the Server behind the Proxy: Mapping FinFisher’s Continuing 

Proliferation’ (Citizen Lab, 15 October 2015). 
7 Marczak and Marquis-Boire, ‘From Bahrain with Love: Finfisher’s Spy Kit Exposed?’ 
8 This approach echoes the concept of ‘information security’ rather than ‘cybersecurity’ prevalent in many 

states, including China and Russia. For a detailed discussion, see Chapter 3, Section 3 and Chapter 7, Section 

2. 
9 Government of the UAE, ‘Federal Decree-Law No. (5) of 2012 On Combating Cybercrimes’ (Official 

Gazette, Issue 540 (unofficial English translation), 13 August 2012). 
10 This attribution was a convoluted process: see Chapter 5, Section 2. 
11 Wael Mahdi, ‘Saudi Arabia Says Aramco Cyberattack Came From Foreign States’, Bloomberg, 9 December 

2012, https://perma.cc/NWA4-46LT. 
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attack on our critical infrastructure networks could have grave effects on financial markets, 

communication networks, and health and safety services”.12 The US Defence Secretary cited it in a 

speech warning of a “cyber Pearl Harbor”, and it was interpreted by some in the US media as 

retaliation for previous cyber operations against Iran by the US and Israel.13 Shamoon has 

subsequently become a standard reference for “destructive cyber-attacks” in International Relations 

(IR).14 

The four events above, which occurred within months, weeks, or even days of each other, 

were clearly seen by their participants as part of cybersecurity. However, there are substantial 

differences between the conceptions of cybersecurity encapsulated in each event. The Cyber Defence 

Summit focused on military threats, looking to defend “virtual boundaries” in the way that armed 

forces traditionally defend physical borders. In contrast, Finfisher was described by its discoverers 

as a cybersecurity threat to privacy and individual human rights, although its government purchasers 

saw it as a crucial tool for national security investigations. The UAE cybercrime law offered yet 

another conception of cybersecurity, criminalising online comments as cybersecurity threats to 

“national unity” and “public morals” among others. Finally, the Shamoon attack was taken to herald 

the advent of ‘destructive’ malware, showing that advanced threats could severely damage the 

physical operations of companies and governments. 

Notwithstanding larger social, technological and institutional networks, all four events above 

also centre around Egypt and the six states of the Gulf Cooperation Council (GCC): Bahrain, Kuwait, 

Oman, Qatar, Saudi Arabia and the UAE. This region within the wider Middle East is the subject of 

this thesis for two reasons. First, this thesis examines Egypt and the Gulf states together through a 

regional lens, albeit with significant internal differences, because there is a distinct professional 

cybersecurity community across these states that shares tools, organisations, people and practices. 

                                                                
12 Infosecurity, ‘Saudi Aramco Cyber Attacks a “Wake-up Call”, Says Former NSA Boss’, Infosecurity 

Magazine, 8 May 2014, https://perma.cc/NXT5-3J57. 
13 Elisabeth Bumiller and Thom Shanker, ‘Panetta Warns of Dire Threat of Cyberattack on U.S.’, The New 

York Times, 11 October 2012, https://perma.cc/F5ZH-YSSV; Nicole Perlroth, ‘Cyberattack on Saudi Oil Firm 

Disquiets U.S.’, The New York Times, 23 October 2012, https://perma.cc/CP22-JCHM. 
14 Christopher Bronk and Eneken Tikk-Ringas, ‘The Cyber Attack on Saudi Aramco’, Survival 55, no. 2 (1 

May 2013): 81–96. 



4 

 

Second, this thesis examines Egypt and the Gulf states instead of the usual cyber ‘great powers’ of 

the US, Russia, China, or the European Union, because Egypt and the Gulf states all occupy a hybrid 

position in international internet governance, with close military and security ties to the US and 

Europe on the one hand and authoritarian features more reminiscent of Russia or China on the other. 

Consequently, as the four events above illustrate, these states are the site of radically different 

conceptions of cybersecurity. 

Many analyses of cybersecurity in international politics focus on only one of these conceptions 

of cybersecurity, thereby missing the broader picture. In contrast, the motivation for this thesis is to 

make sense of these drastically divergent conceptions of cybersecurity, all present within such a short 

space of time and in a small geographical region. I seek to understand how and why these different 

conceptions of cybersecurity collide, overlap, and interact. My account of the emergence of 

cybersecurity in Egypt and the Gulf states treats conceptions of cybersecurity not as objective truths, 

nor as distinct and unconnected realms, but instead as crafted by specific individuals and groups in 

the pursuit of social, political and economic goals. This thesis thus sheds light on the organisations, 

practices and rationales behind the continuous making and remaking of cybersecurity itself. 

This is not merely an academic issue, as how cybersecurity is defined—what its objectives, 

limits, moral and ethical obligations are —has major economic, political, and social consequences. 

The policy stakes are high, as struggles over what constitutes cybersecurity in this region directly 

affect the implementation of international agreements and the creation of new laws and institutions 

at national and international levels, as well as questions of corporate and state responsibility for the 

surveillance of individual citizens. In an echo of colonial-era dynamics, Egypt and the Gulf states 

are now located at a confluence of global flows of data, capital, arms, and expert practices, creating 

a highly complex and important environment in which to study the nature of cybersecurity. 
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1.2 Argument 

 

The research question of this thesis asks: how can we explain the nature of cybersecurity in 

Egypt and the Gulf states?15 In brief, this thesis argues that cybersecurity is not a single monolithic 

entity, but a syncretic blend of different conceptions within an ambiguous professional discourse. 

These conceptions interact through what I call the ‘moral manoeuvres’ of actors who seek to either 

mould cybersecurity to promote a specific value or keep its content ambiguous for their own benefit.  

The argument of this thesis begins with the claim that cybersecurity is primarily a 

professional discourse created and maintained by cybersecurity ‘experts’ (a term that will be 

investigated in detail in later chapters). This professional discourse, as a security discourse, is 

essentially value-based. Values are abstract concepts with connotations of good or worth, such as 

security, freedom, justice, happiness, privacy, and so on. Values form groups or clusters due to many 

factors including conceptual similarities, institutional mechanics and prevailing interests. For 

example, a wide range of values are clustered together as ‘human rights’, due to contingent historical 

associations, similar philosophical foundations, and their incorporation into dominant global power 

structures in the second half of the twentieth century.16 Crucially, the cybersecurity professional 

discourse, as a cyber discourse, also combines values with factual and technical claims about the use 

and behaviour of digital technologies, often using specialist terminology to do so. These claims add 

meaning to abstract values, mobilising them and making them intelligible in cybersecurity.  

The result is a generic ‘organisational’ conception of cybersecurity, which incorporates a 

cluster of values aiming to protect commercial and government organisations from a range of threats 

including hacktivism, cybercrime, and cyber espionage. However, the organisational conception of 

cybersecurity is both malleable, in that it can easily be altered to accommodate new situations, and 

                                                                
15 The ‘we’ here refers to academic researchers in IR. For an account of the relationship of this community to 

that studied by the thesis see Chapter 4, Section 1 and Chapter 10, Section 3.  
16 Jack Donnelly, Universal Human Rights in Theory and Practice (Ithaca: Cornell University Press, 2002); 

Paul Gordon Lauren, The Evolution of International Human Rights: Visions Seen (Philadelphia: University of 

Pennsylvania Press, 2011); Charles R. Beitz, The Idea of Human Rights (Oxford: Oxford University Press, 

USA, 2011); Daniel C. Thomas, The Helsinki Effect: International Norms, Human Rights, and the Demise of 

Communism. (Princeton, N.J: Princeton University Press, 2001); Mary Ann Glendon, A World Made New 

(New York: Random House USA Inc, 2002). 
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ambiguous, in that it is often not clear who or what is the exact threat or vulnerable entity to which 

it refers. This is a result of both technological characteristics (as digital technologies can be used in 

a variety of ways) and professional incentives (as experts market their cybersecurity services and 

solutions to different audiences).  

The ambiguous nature of professional cybersecurity discourse enables actors to perform 

what I call ‘moral manoeuvres’: the alteration of values and technical concepts for their own ends.17 

As the cybersecurity professional discourse includes both abstract values and factual or technical 

claims, moral manoeuvres involve the renegotiation of these facts and values and the relationship 

between them. The original concept of moral manoeuvres is the keystone of this thesis and will be 

defined further in relation to existing literature in Chapter 2.  

Moral manoeuvres engage with multiple clusters of values in cybersecurity. As well as the 

organisational cluster of values dominating the professional discourse, there is also a ‘rights-based’ 

cluster of values in cybersecurity, which focuses on threats to freedom of expression and rights 

against torture and mistreatment. There is also a further cluster of values around an expansive 

definition of national security that targets a wide range of political speech online. Some moral 

manoeuvres alter values and technical claims mainly within one value cluster, while others move 

fluidly between them.  

I distinguish between two types of moral manoeuvres according to the motivation of the 

actor performing them, as either invested or agnostic. Invested actors seek to promote a particular 

value or cluster of values. In contrast, agnostic actors seek to maintain the ambiguity of cybersecurity 

discourse between different values or clusters of values to achieve a separate goal. For the actors 

considered in this thesis, such goals are economic, concerned with profit, although there are other 

possibilities noted in Chapter 2. 

I identify four moral manoeuvres using the distinction between invested and agnostic actors 

above. First, actors invested in a particular value or cluster of values can seek to reframe their value 

preferences to fit existing discourses, which I call alignment. Second, invested actors can do the 

                                                                
17 Following IR terminology more generally, actors are corporate, composed of many parts. States, companies, 

NGOs, and professional bodies are actors in the IR sense. 
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opposite and seek to expand these discourses to fit their value preferences, which I call 

appropriation. Third, actors who are agnostic between different values or clusters of values can seek 

to exploit the contradictions between those values within a discourse, which I call manipulation. 

Fourth, agnostic actors could also do the opposite and minimise these contradictions, which I call 

elision. This list does not exhaust the possible space of moral manoeuvres, although it does represent 

four intuitive ways in which actors can renegotiate ambiguous technical and value claims in an issue 

area. The overall result of these moral manoeuvres is a cybersecurity discourse that retains and 

amplifies existing ambiguities and contradictions. 

In this thesis, I investigate all four moral manoeuvres above: alignment, appropriation, 

manipulation and elision. I argue that these moral manoeuvres are performed by non-governmental 

organisations (NGOs), states, international surveillance suppliers, and the wider cybersecurity 

industry respectively. The first two actors are characterised by very different invested motivations, 

while the latter two are characterised by agnostic economic motivations. All four actors are 

cybersecurity ‘experts’, although their expertise is contested in ways that will be interrogated 

throughout the thesis. I now provide an overview of each moral manoeuvre in turn. 

First, human rights NGOs aligned technical and discursive characteristics of the rights-based 

conception of cybersecurity with the organisational conception, so that threats to individual rights 

were reframed in the terminology of threats to organisations. These actors, especially the Canadian 

NGO Citizen Lab, used this alignment to highlight the association of surveillance technologies with 

human rights violations as a cybersecurity issue, as in the case of Finfisher above. They used their 

position as cybersecurity experts, rather than pure advocacy groups, to advise on the amendment of 

the Wassenaar Arrangement, an international arms control agreement for dual-use items, to include 

such technologies. The motivation for this moral manoeuvre was invested, as it sought to promote 

human rights values in cybersecurity, and its scope was between the organisational and rights-based 

value clusters. 

Second, government departments in Egypt and the Gulf states appropriated the 

organisational conception of cybersecurity to limit criticism and political debate. This moral 

manoeuvre occurred as part of institutional struggles in which interior ministries and security 
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services assumed cybersecurity responsibility from telecoms and IT departments. This struggle led 

to a conception of cybersecurity as concerned with the threat of critical comments on social media, 

and the adoption of laws across Egypt and the Gulf states that expanded the concept of ‘cybercrime’ 

from its original focus on economic loss to political speech online. The motivation for this moral 

manoeuvre was also invested, as it was premised on an expansive definition of national security. Its 

scope was limited to the organisational and national security value clusters, rarely engaging with 

human rights values. 

Third, international surveillance suppliers manipulated both organisational and human rights 

values for economic gain. These suppliers incorporated the risk of human rights violations into their 

sales procedures partly as a strategic initiative against the work of Citizen Lab, both before and after 

the amendment of the Wassenaar Arrangement. Both companies and exporting states such as the UK 

created institutions to assess the ‘misuse’ of surveillance technologies, which provided an 

appearance of responsible businesses and states but incorporated sufficient flexibility to continue 

prior sales. The motivation for this moral manoeuvre was agnostic, aiming to increase sales of 

surveillance equipment rather than stemming from any commitment to national security or human 

rights per se. Its scope was wide, ranging regularly between organisational, national security and 

rights-based value clusters. 

Fourth, the wider cybersecurity industry elided differences between different organisational 

values, also for economic gain. Several cybersecurity actors, including specialised cybersecurity 

companies, local surveillance resellers, and national telecoms companies, operate in both national 

surveillance and commercial cybersecurity environments and yet are not subject to export 

restrictions or human rights pressures like those incorporated into the Wassenaar Arrangement. 

These actors created what I call ‘portable’ technical concepts to assist the transfer of technologies 

between these two environments, obscuring the difference between the relevant values in each one. 

The motivation for this moral manoeuvre was also agnostic, aiming to sell cybersecurity solutions 

and services outside surveillance industries. Unlike the manipulation of international suppliers, its 

scope was mainly limited to the organisational value cluster, with only occasional acknowledgement 

of human rights values. 
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Specifying these four moral manoeuvres enables us to state more fully the answer to the 

research question posed above: how can we explain the nature of cybersecurity in Egypt and the Gulf 

states? Cybersecurity in this region is not a single monolithic entity, but a syncretic blend of different 

conceptions (organisational, rights-based, or drawn from an expansive interpretation of national 

security) within an ambiguous professional discourse. These conceptions of cybersecurity interact 

through the moral manoeuvres – the alteration of and renegotiation between values and technical 

concepts – of relevant actors who seek to either mould cybersecurity to promote a specific value (i.e. 

they are invested) or keep its content ambiguous for their own benefit (i.e. they are agnostic). The 

overall result of these moral manoeuvres is the preservation and even amplification of the 

contradictions and ambiguities present in the expert cybersecurity discourse.  

Each moral manoeuvre has clear consequences for cybersecurity and international politics 

more broadly. Alignment led to the amendment of the Wassenaar Arrangement, appropriation 

created a raft of new cybersecurity laws and institutions at both national and international levels, 

manipulation involved the formation and exploitation of structures to judge the ‘misuse’ of 

surveillance equipment, and elision changed the character of cybersecurity expert practices 

themselves. The moral manoeuvres examined in this thesis are therefore important not only for IR 

theory, but are also highly relevant to cybersecurity practitioners, policy-makers, and individuals.  

This thesis uses several qualitative methods to investigate the four moral manoeuvres above, 

including: discourse analysis of national strategies, cybersecurity laws and professional documents 

in English and Arabic; interviews with cybersecurity professionals; and ethnographic participant 

observation in cybersecurity conferences. These methods and the data used are detailed in Chapter 

4. Finally, all four moral manoeuvres occur between 2011 and 2017. This short time frame has a 

clear benefit, as it allows close examination of specific actors, decisions and events, and its 

boundaries are justified in detail in Chapter 3. However, the negative corollary is that I can only 

briefly examine the longer-term patterns behind the events considered here, and I gesture to these 

trends in Chapter 5. 
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1.3 Contributions 

 

This thesis contributes a novel account of value-based interaction to IR theory, including the 

original concept of moral manoeuvres. This account is inspired by critical and constructivist 

approaches to power, knowledge, values and technology, and addresses key gaps or tensions in both 

approaches. These contributions are explored in detail in the following chapter, and I summarise the 

key points here.  

Scholars in critical security studies have produced many insightful works in cybersecurity, 

deploying the concept of ‘securitisation’ to show how cybersecurity is contingently constructed by 

speaking ‘cybersecurity’ to an audience in a specific context. However, critical cybersecurity studies 

have three main shortcomings. First, they adopt from securitisation theory a binary focus on the 

concepts of threat and victim (or ‘referent object’), thereby discounting the wide range of values 

present within security discourses. Second, although critical treatments of cybersecurity have a 

sophisticated understanding of power in international politics, they rarely recognise the implications 

of that understanding on values: namely, that values are simultaneously both objects within a 

strategic calculation and goals that direct the behaviour of actors. Finally, critical cybersecurity 

studies have imported many productive ideas from science and technology studies (STS) about the 

importance of objects – both physical and digital – in security practices. However, this close 

relationship with STS leads to a danger already noted by some STS scholars, in that ‘flattening’ the 

relationships between actors and objects reduces the space for moral agency in international politics.  

All three of these issues are addressed by the concept of moral manoeuvres. First, the concept 

of moral manoeuvres takes critical cybersecurity studies beyond the twin frames of securitisation 

and counter-securitisation. Cybersecurity is, by definition, a successful securitisation, and yet the 

professional discourse in Egypt and the Gulf states retains substantial ambiguity towards its referent. 

Rather than a pure polarisation of what securitisation theory calls ‘normal politics’, this ambivalent 

professional discourse enables the simultaneous co-existence of a range of conceptions of 

cybersecurity not captured by securitisation theory. Second, the distinction between invested and 

agnostic actors directly explains the ways in which value judgements are strategically manipulated 
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for both value-based and economic reasons. By doing so, it builds a bridge between critical 

approaches to power and similar themes in revisionist strategic studies treatments of cybersecurity. 

Third, and finally, the concept of moral manoeuvres highlights exactly how moral agency functions 

in a highly technological issue area, and the role of digital and physical objects in shaping both 

practices and values. 

Constructivist work on norms in IR, and especially work on ‘cyber norms’, has also been a 

key source of inspiration for this thesis. Many scholars have argued that cybersecurity is structured 

by cyber norms, including the Wassenaar Arrangement mentioned above and the Council of 

Europe’s Budapest Convention on Cybercrime. However, the status and influence of cyber norms is 

the subject of significant debate, including over whether ‘positive’ norms restricting cyber ‘weapons’ 

are outweighed by ‘negative’ norms permitting many other kinds of hostile activity between states, 

and even whether there has been an ‘end of cyber norms’ after the collapse of UN cybersecurity 

discussions in 2017. Many scholars point to the problems of contrasting value systems and 

differences in underlying values in the formation of cyber norms, but their focus on the norms 

themselves prevents them from analysing these values in detail.  

This debate mirrors the development of norm theories in IR more generally, as scholars have 

argued that norms across issue areas should be seen as constantly evolving processes rather than 

clear rules or principles. This is a key tension in norm studies: the more the possibility for change 

and contest over a norm is emphasised, the less coherent or norm-like the norm itself becomes. In 

other words, in order to take account of the instrumental quality of values in international politics 

the language of norms has been stretched beyond what good faith would permit. 

The concept of moral manoeuvres alleviates these difficulties in norm studies by providing 

an alternative theoretical vocabulary in which to analyse the role of values in international politics. 

It has two main advantages. First, it allows the specification of several simultaneous alterations to 

values without requiring a norm as the focal point. Although the Wassenaar Arrangement and 

Budapest Convention appear regularly in the empirical chapters of this thesis, I show that these 

norms are only one part of a whole ‘dense normative web’ in which actors resist, reinterpret and 

adapt a range of values. Consequently, agnostic actors who are not invested in specific value clusters 
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can nevertheless shape the articulation of norms just as much as the invested actors on which norm 

studies often focus. Second, although the congested value space of cybersecurity means that no single 

actor can refashion cybersecurity entirely in their image, the combination of these four moral 

manoeuvres does redraw the boundaries and centre of gravity of the issue area overall. The shifting 

reproduction of issue areas is often underplayed by norm studies to focus on the persistent effect of 

rules over time. In contrast, the argument here emphasises that moral manoeuvres redefine 

cybersecurity itself. 

The final contribution of this thesis is empirical rather than theoretical. This thesis puts 

forward a vast amount of new empirical data on cybersecurity in Egypt and the Gulf states, a region 

in which the issue of cybersecurity has not previously been studied in IR aside from a few short 

articles. In order to make the argument above, this thesis draws on a wide range of previously unseen 

primary and secondary sources, including leaked documents from surveillance suppliers, technical 

documents analysing cybersecurity incidents, cybersecurity laws and media reports in English and 

Arabic, conference presentations and materials, and interviews. This empirical data greatly advances 

the study of cybersecurity outside the cyber ‘great powers’ of the US, Europe, Russia and China, 

demonstrating that extensive ‘on the ground’ empirical research is not only possible in sensitive and 

technical topics like cybersecurity but also – when combined with a theoretical perspective building 

on both IR theory and Middle East studies - is highly fruitful in revealing the multifaceted nature of 

cybersecurity discourses emerging worldwide. 

While this thesis puts forward the concept of moral manoeuvres in the context of 

cybersecurity in Egypt and the Gulf states, the theoretical apparatus could be used more widely in 

cybersecurity and in other issue areas in IR where there is an ambiguous and influential expert 

discourse. In the thesis conclusion, I consider some of these applications, focusing within 

cybersecurity on other regions with a hybrid position in global internet governance, and outside 

cybersecurity on the issue areas of climate change and artificial intelligence. 
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1.4 Structure 

 

I now provide a brief outline of the structure of the thesis. It is split into two parts: the first 

part provides the necessary background to the moral manoeuvres performed in cybersecurity in 

Egypt and the Gulf states, and the second part details the moral manoeuvres themselves. 

Chapter 2 provides the theoretical basis for the three key claims of this thesis introduced 

above: the central role of an ambiguous expert discourse, the concept of moral manoeuvres itself, 

and the classification of moral manoeuvres using a distinction between invested and agnostic actors. 

It argues that these claims both build on and constitute an original contribution to critical 

cybersecurity studies and literature on cyber norms in IR.  

Chapter 3 argues that cybersecurity can be usefully studied through a regional lens and that 

Egypt and the Gulf states constitute a region for cybersecurity. Although, at first sight, the global 

digital networks underpinning cybersecurity suggest that it is unsuited to a regional analysis, IR 

theories of regions can be applied to cybersecurity. I use these theories to specify the geographical 

boundaries of this thesis, excluding other parts of the Middle East which are cybersecurity centres 

in their own right, and its temporal boundaries, placing the beginning of the empirical analysis at the 

Arab Spring in 2011 and the end at the Qatar crisis in 2017. This chapter then considers differences 

in four areas: state formation, communications technologies, human rights, and political 

developments 2011-2017. Finally, this chapter details the hybrid position of Egypt and the GCC 

states in international cybersecurity governance, arguing that Egypt and the GCC espouse neither a 

‘cyber sovereignty’ nor a ‘multistakeholder’ model due to their longstanding association with the 

ITU on the one hand and close security links with Western states on the other. This creates a complex 

and contradictory set of pressures on cybersecurity in the region. 

Chapter 4 examines the cybersecurity professional community that is the source of the 

ambiguous discourse underpinning the argument of this thesis. This thesis uses qualitative methods 

to access this professional community, including discourse analysis, interviews with cybersecurity 

professionals in government and private sector, and ethnographic participant observation in 

cybersecurity conferences. This chapter begins with an overview of these conferences, which are an 
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anchor for all three methods employed in this thesis. It then details the methods themselves and 

concludes with an overview of key characteristics of the professional community including 

qualifications, nationality, and gender. This chapter argues that the ambiguity of the professional 

discourse is not only inherited through the broader genealogy of cybersecurity but is also a result of 

the complexity of the expert identities present in this regional community. 

Chapter 5 turns to the professional discourse itself, and analyses key cybersecurity events in 

Egypt and the Gulf states to establish the generic ‘organisational’ conception of cybersecurity that is 

foundational to this discourse. It begins by tracing the lineage of cybersecurity in this region through 

lenses of cyberterrorism and cybercrime throughout the 2000s, and then focuses on one cybersecurity 

event in particular: the cyberattack against Saudi Aramco known as Shamoon, sketched briefly in 

the opening paragraphs of this introduction. Finally, it broadens the analytical lens to include other 

cybersecurity events in the main period treated by this thesis, including key instances of hacktivism 

and cyberespionage. This chapter argues that the range of events in the expert discourse due to both 

professional incentives and technological characteristics adds to the ambiguity central to this thesis.  

In Part 2, Chapters 6-9 detail in turn the four moral manoeuvres above. Chapter 6 examines 

the moral manoeuvre of alignment, performed by NGOs outside Egypt and the Gulf states due to the 

conflicted orientation towards human rights values within the regional professional community. 

Chapter 7 examines the moral manoeuvre of appropriation, performed by state organisations in 

Egypt and the Gulf states, specifically ministries of interior and security agencies. Chapter 8 

examines the moral manoeuvre of manipulation, performed by surveillance suppliers to these states 

including European and US defence companies and the exporting states themselves. Finally, Chapter 

9 examines the moral manoeuvre of elision performed by the cybersecurity industry itself, including 

cybersecurity companies and telecoms companies with successful cybersecurity businesses.  

Chapter 10 concludes. It summarizes the contributions above and makes cautious predictions 

regarding future developments of cybersecurity in Egypt and the GCC. It also addresses the 

limitations of this thesis, its scope and methodology. It then explores the implications of this thesis 

for practitioners and suggests possible applications of concepts outlined here to other topics and 

regions. 
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Chapter 2. Theories 

 

Cybersecurity is widely recognised as a new and important issue in IR, and it has attracted 

attention from diverse theoretical perspectives. Pathbreaking works have analysed cybersecurity 

from a broadly realist or mainstream strategic studies standpoint.18 Such works generally view 

cybersecurity as centred on a specific technological innovation – the cyber ‘weapon’ – which has 

new properties, and which could be used in ‘cyberwar’ or change international order altogether.19 

Other scholars have evaluated the relevance of existing strategic theory to cybersecurity by 

deploying a range of analogies, including questioning the common characterisation of cyberspace as 

a military ‘domain’ akin to those of air, land, sea or space.20 This thesis follows such work in treating 

cybersecurity as a distinct issue area within international politics. However, this thesis also builds on 

critical and constructivist approaches to cybersecurity, in addition to the strategic studies literature 

above. In this chapter, I expand on the summary in the introduction to show how this thesis is an 

original contribution to both critical cybersecurity studies and work on ‘cyber norms’ in IR, by 

elaborating my approach in contrast to these existing literatures. 

This chapter has three sections, each placing a key tenet of the thesis argument within the 

wider literature. The first section establishes the premise that cybersecurity is primarily an 

ambiguous professional discourse combining both technical and value claims, showing how this 

claim contributes to critical theories of expertise in international politics. The second section defines 

moral manoeuvres, the key concept of this thesis, showing how this concept overcomes shortcomings 

of both securitisation theory as applied to cybersecurity and theories of cyber norms. The third 

                                                                
18 Martin C. Libicki, Cyberdeterrence and Cyberwar (Santa Monica: RAND Corporation, 2009); Martin C. 

Libicki, Crisis and Escalation in Cyberspace (Santa Monica: RAND Corporation, 2012). 
19 Thomas Rid, ‘Cyber War Will Not Take Place’, Journal of Strategic Studies 35, no. 1 (1 February 2012): 

5–32; John Stone, ‘Cyber War Will Take Place!’, Journal of Strategic Studies 36, no. 1 (1 February 2013): 

101–8; Lucas Kello, ‘The Meaning of the Cyber Revolution: Perils to Theory and Statecraft’, International 

Security 38, no. 2 (1 October 2013): 7–40; Lucas Kello, The Virtual Weapon and International Order (New 

Haven: Yale University Press, 2017); Max Smeets, ‘A Matter of Time: On the Transitory Nature of 

Cyberweapons’, Journal of Strategic Studies 42, no. 1–2 (16 February 2017): 1–28; Thomas Rid, Rise of the 

Machines: The Lost History of Cybernetics (Scribe UK, 2017). 
20 Joseph S. Nye, ‘Nuclear Lessons for Cyber Security?’, Strategic Studies Quarterly 5, no. 4 (2011): 18; David 

J. Betz and Tim Stevens, ‘Analogical Reasoning and Cyber Security’, Security Dialogue 44, no. 2 (1 April 

2013): 147–64; George Perkovich, Understanding Cyber Conflict: Fourteen Analogies, ed. Vice President for 

Studies George Perkovich (Washington, DC: Georgetown University Press, 2018). 
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section fleshes out the claim that four moral manoeuvres can be distinguished based on what I call 

the invested or agnostic motivation of relevant actors. It first shows how the invested/agnostic 

distinction builds on critical approaches to power and strategy to cut across traditional IR distinctions 

between normative and self-interested action, and then shows how the typology of four moral 

manoeuvres is an important supplement to theories of norm entrepreneurship and contestation.  

 

2.1 An ambiguous professional discourse 

 

This section argues that critical views of expert practice in general, and cybersecurity 

expertise in particular, provide good grounds for asserting that cybersecurity professional discourse 

is deliberately and inherently ambiguous even prior to the empirical analysis in Chapter 5. This is 

due to professional incentives, technological characteristics and the ubiquitous concept of risk. 

Experts and expert knowledge are most commonly understood in IR through the lens of 

‘epistemic communities’, in a term coined by Haas.21 These views of expertise focus not on expert 

knowledge in a static, codified form, but on expert practice and performance. Practices are defined 

as “socially meaningful patterns of action, which, in being performed more or less competently, 

simultaneously embody, act out, and reify background knowledge and discourse in and on the 

material world”.22 Expert practices are important for IR because they form the factual basis for 

political action, feeding into assumptions made by all political actors about how the world works. 

This view of expertise as fields of practice implies that structural and productive forms of 

power are not only wielded by experts as a cohesive group, but also shape the relationships between 

and character of experts themselves.23 Rather than simply importing expert knowledge from their 

                                                                
21 Peter M. Haas, ‘Introduction: Epistemic Communities and International Policy Coordination’, International 

Organization 46, no. 1 (1992): 1–35; Mai’a K. Davis Cross, ‘Rethinking Epistemic Communities Twenty 

Years Later’, Review of International Studies 39, no. 01 (January 2013): 137–160; Christian Bueger, ‘From 

Expert Communities to Epistemic Arrangements: Situating Expertise in International Relations’, in The Global 

Politics of Science and Technology - Vol. 1, ed. Maximilian Mayer, Mariana Carpes, and Ruth Knoblich, 

Global Power Shift (Springer Berlin Heidelberg, 2014), 39–54. 
22 Emanuel Adler and Vincent Pouliot, eds., International Practices (Cambridge; New York: Cambridge 

University Press, 2011), p.6. 
23 Michael Barnett and Raymond Duvall, ‘Power in International Politics’, International Organization 59, no. 

1 (2005): 39–75. 
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academic or professional discipline into problems of societal and political importance, experts 

conduct what Seabrooke terms ‘epistemic arbitrage’. This is where experts “mediate between 

knowledge pools for strategic advantage and, if successful, they can become the ‘arbiters’ on what 

knowledge and practices are most influential”.24 In the words of legal scholar David Kennedy: 

Expert knowledge is human knowledge: a blend of conscious, semiconscious and 

wholly unconscious ideas, full of tensions and contradictions, inhabited by people who 

have projects and who think, speak and act strategically. Style and role count as much 

as content.25 

 

In his analysis of international human rights law, Kennedy argues that expert performance is 

flexible and ambiguous. As he puts it, “the uncertainty and ambivalence of professional knowledge 

may be the subtle secret of its success”.26 Kennedy’s view of experts is inspired by other critical 

analyses claiming that international human rights law is inherently indeterminate, eternally switching 

between theoretical wrangling and ad hoc application.27 There is thus good reason to think that 

experts in international politics outside cybersecurity create ambiguity due to internal competition, 

outside pressures, and the practical nature of knowledge production. 

Critical security studies have used similar theoretical perspectives on practice and 

performance to problematise the idea of the security ‘expert’ itself. In this view, security experts use 

their epistemic capital to promote insecurity as much as security, with uncertain moral 

commitments.28 Firm distinctions between public and private actors, and between questions of 

external and internal security, are replaced by what Bigo terms a ‘Mobius strip’ of professional 

practices, which creates a dense lattice of relationships between governments and private 

companies.29 This symbiotic relationship is explored throughout the empirical chapters of this thesis.  

                                                                
24 Leonard Seabrooke, ‘Epistemic Arbitrage: Transnational Professional Knowledge in Action’, Journal of 

Professions and Organization 1, no. 1 (1 March 2014): 49–64. 
25 David Kennedy, A World of Struggle: How Power, Law, and Expertise Shape Global Political Economy 

(Princeton University Press, 2016), p.278. 
26 Kennedy, p.10. 
27 Martti Koskenniemi, From Apology to Utopia: The Structure of International Legal Argument (New York: 

Cambridge University Press, 2006). 
28 Didier Bigo, ‘Security and Immigration: Toward a Critique of the Governmentality of Unease’, Alternatives 

27, no. 1 (1 February 2002): 63–92. 
29 Didier Bigo, ‘Globalized (in)Security: The Field and the Ban-Opticon’, in Terror, Insecurity and Liberty: 

Illiberal Practices of Liberal Regimes after 9/11, ed. Didier Bigo and Anastassia Tsoukala (London; New 

York: Routledge, 2008), p.39. 
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Security expertise is ambiguous partly because it centres on the concept of risk. Many social 

and critical theorists have argued that risk acts as an ur-concept for modernity,30 forever expanding 

to new problems, possibilities and calculations.31 This body of work suggests that risks are not 

objectively ‘there’, but that possibilities become risks based on wider political dynamics, and risk 

calculations can be deployed strategically.32 Furthermore, risk priorities betray the underlying value 

structure of society.33 Calculating risks is, in other words, a way of projecting values into the future.34 

Consequently, questions of threat and risk in security issues are not merely technical, but instead 

integrate values and facts through expert performance. The ambiguity of expertise identified by 

Kennedy, then, is amplified for security expertise trading in the currency of risk.  

The unclear content of specifically cybersecurity expertise has also been noted by several 

scholars. Stevens has proposed the analysis of cybersecurity expertise in terms of epistemic 

communities.35 Quigley et al describe the role of cybersecurity experts as that of a “cyber-guru”,36 

who simplifies and overstates risks to maximise cybersecurity ‘hype’.37 In contrast, others have 

followed Kennedy’s analysis in arguing that a nuanced and complex expression of risk can be more 

effective than exaggeration. For example, Zajko suggests that “cybersecurity’s expansion has taken 

place through technocratic developments which often go unremarked in public discussions and 

political discourse”.38 Barnard-Wills and Ashenden summarise these developments as follows: 

                                                                
30 Ulrich Beck, Risk Society: Towards a New Modernity (London: SAGE, 1992). 
31 Jonas Hagmann and Myriam Dunn Cavelty, ‘National Risk Registers: Security Scientism and the 

Propagation of Permanent Insecurity’, Security Dialogue 43, no. 1 (1 February 2012): 79–96; Karen Lund 

Petersen, ‘Risk Analysis – A Field within Security Studies?’, European Journal of International Relations 18, 

no. 4 (1 December 2012): 693–717; Michael Power, The Risk Management of Everything: Rethinking the 

Politics of Uncertainty (London: Demos, 2004). 
32 Claudia Aradau and Rens Van Munster, ‘Governing Terrorism Through Risk: Taking Precautions, 

(Un)Knowing the Future’, European Journal of International Relations 13, no. 1 (1 March 2007): 89–115. 
33 Mary Douglas, ‘Risk as a Forensic Resource’, Daedalus 119, no. 4 (1990): 1–16. 
34 Louise Amoore, The Politics of Possibility: Risk and Security Beyond Probability (Durham: Duke University 

Press, 2013); Louise Amoore, ‘Security and the Incalculable’, Security Dialogue 45, no. 5 (1 October 2014): 

423–39. 
35 Tim Stevens, ‘Norms, Epistemic Communities and the Global Cyber Security Assemblage’, E-International 

Relations (blog), 27 March 2012, https://perma.cc/8TXC-7XA7. 
36 Kevin Quigley, Calvin Burns, and Kristen Stallard, ‘“Cyber Gurus”: A Rhetorical Analysis of the Language 

of Cybersecurity Specialists and the Implications for Security Policy and Critical Infrastructure Protection’, 

Government Information Quarterly 32, no. 2 (April 2015): 108–17. 
37 Robert M. Lee and Thomas Rid, ‘OMG Cyber!’, The RUSI Journal 159, no. 5 (3 September 2014): 4–12. 
38 Mike Zajko, ‘Canada’s Cyber Security and the Changing Threat Landscape’, Critical Studies on Security 3, 

no. 2 (4 May 2015), p.147. 
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It is possible to identify a relatively consistent discourse of cyber security that involves 

trends of uncertainty, risk perception, securitisation, and potential militarisation. This 

discourse has complex roots in military, technological, and policy discourses, but its 

features are not deterministically derived from these, rather occurring at their point of 

interaction. What has emerged is a techno-political discourse of cyber security… as 

ungovernable, unknowable, problematically visible, vulnerable, inevitably threatening, 

and inhabited by a range of hostile and threatening actors.39 

 

The combination of ‘complex roots’ and other ‘non-deterministically derived’ features mean 

that cybersecurity has its own vocabulary and mode of performance, rather than being a pure 

‘colonisation’ of cyberspace by military and national security logics.40 Crucially, the content of the 

professional cybersecurity discourse, on this view, is fundamentally ambiguous. As Hansen and 

Nissenbaum observe, “cybersecurity discourse moves seamlessly across distinctions normally 

deemed crucial to Security Studies: between individual and collective security, between public 

authorities and private institutions, and between economic and political-military security”.41 The 

cybersecurity expert discourse accelerates wider trends to dissolve boundaries between ‘types’ or 

‘domains’ of security.42 In his analysis of cybersecurity discourse, Cornish suggests that these trends 

could be helpful for policymakers, claiming that cybersecurity contains “constructive ambiguity”.43 

I modify this characterisation slightly to avoid potentially unwarranted positive connotations, and 

claim only that the ambiguous professional discourse is productive, rather than constructive. 

A final source of ambiguity is the foundational role of material and digital objects in 

constructing cybersecurity expertise. In IR more widely, this insight has been called ‘new 

materialism’ or ‘new constructivism’.44 This theoretical perspective rejects an analytical split 

between the ideational and material, which has a powerful attraction in IR and in the social sciences 

                                                                
39 David Barnard-Wills and Debi Ashenden, ‘Securing Virtual Space Cyber War, Cyber Terror, and Risk’, 

Space and Culture 15, no. 2 (1 May 2012), pp.110–11. 
40 Mary McEvoy Manjikian, ‘From Global Village to Virtual Battlespace: The Colonizing of the Internet and 

the Extension of Realpolitik’, International Studies Quarterly 54, no. 2 (1 June 2010): 381–401. 
41 Lene Hansen and Helen Nissenbaum, ‘Digital Disaster, Cyber Security, and the Copenhagen School’, 

International Studies Quarterly 53, no. 4 (1 December 2009), p.1161. 
42 Rita Abrahamsen and Michael C. Williams, Security Beyond the State: Private Security in International 

Politics (Cambridge; New York: Cambridge University Press, 2010). 
43 Paul Cornish, ‘Governing Cyberspace through Constructive Ambiguity’, Survival 57, no. 3 (4 May 2015): 

153–76. 
44 David McCourt, ‘Practice Theory and Relationism as the New Constructivism’, International Studies 

Quarterly 60, no. 3 (2016): 475–85. 
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generally.45 Instead, the technical and social aspects of knowledge production are intertwined: the 

term ‘affordance’ prioritizes the former, and ‘construction’ the latter.46 This perspective challenges 

traditional sociological concepts of agency, which are usually granted only to individuals and their 

composites.47  

This perspective has significant implications for cybersecurity, especially as the digital objects 

with which cybersecurity is concerned – such as the Shamoon ‘destructive’ malware or the Finfisher 

spyware which began the thesis introduction – are neither clearly material nor ideational. Some 

scholars have used the hybridity of hardware/software combinations to argue that internet 

governance, including cybersecurity, should be understood as an interplay between ‘code’ in both 

digital and legal forms.48 Dunn Cavelty and Balzacq have embraced this perspective more 

comprehensively, suggesting that even “the different spaces created by malware have implications 

for the way we conceptualise cybersecurity”.49 More specifically, when new malware is discovered, 

“otherwise stable cybersecurity practices become (temporarily) fluid, thereby making previous order 

un-orderly, challenging previous knowledge and often exposing previous solutions and assumptions 

as inadequate.”50  

This fluidity is a key source of uncertainty and ambiguity in the professional discourse. 

Although this discourse combines both technical and value claims, the latter should not be 

misinterpreted as purely ideational. Instead, values are concrete things, embodied literally in people, 

                                                                
45 Aihwa Ong and Stephen J Collier, eds., Global Assemblages: Technology, Politics, and Ethics as 

Anthropological Problems (Malden, MA: Wiley-Blackwell, 2004); Manuel DeLanda, A New Philosophy of 

Society: Assemblage Theory and Social Complexity (London; New York: Continuum-3PL, 2006); M. Acuto 

and S. Curtis, eds., Reassembling International Theory: Assemblage Thinking and International Relations 

(Springer, 2013). 
46 For definitions of each, see respectively Samar Faraj and Bijan Azad, ‘The Materiality of Technology: An 

Affordance Perspective’, in Materiality and Organizing: Social Interaction in a Technological World, ed. Paul 

Leonardi, Bonnie A. Nardi, and Jannis Kallinikos (Oxford: Oxford University Press, 2013); Ian Hacking, The 

Social Construction of What? (Cambridge, MA: Harvard University Press, 2000). 
47 Bruno Latour, Reassembling the Social: An Introduction to Actor-Network-Theory (Oxford; New York: 

Oxford University Press, USA, 2007); Andrew Barry, ‘The Translation Zone: Between Actor-Network Theory 

and International Relations’, Millennium - Journal of International Studies 41, no.3 (1 June 2013): 413–29; 

Daniel H. Nexon and Vincent Pouliot, ‘“Things of Networks”: Situating ANT in International Relations’, 

International Political Sociology 7, no.3 (1 September 2013): 342–45. 
48 Lawrence Lessig, Code: And Other Laws of Cyberspace, Version 2.0 (New York: Basic Books, 2006). 
49 Thierry Balzacq and Myriam Dunn Cavelty, ‘A Theory of Actor-Network for Cyber-Security’, European 

Journal of International Security 1, no.2 (July 2016), p.3. 
50 Balzacq and Cavelty, p.15. 
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software, and organisations. Conversely, strategies, identities and other constituent elements of IR 

actors are simultaneously material, technological and conceptual. My understanding of knowledge 

production in cybersecurity is thus indebted to the theoretical traditions of new materialism and new 

constructivism.  

However, the analytical framework taken by this thesis provides an important corrective to 

such accounts. As Waelbers and Dorstewitz have argued, “although [this] approach is rich in that it 

enables scholars to interrelate many complex factors in their studies, the approach is poor from an 

ethical perspective” because “the doings of people are viewed merely as functions within a 

technological environment”.51 In other words, it has a very thin understanding of morality. Instead, 

they suggest, “moral agency [should be] seen as embedded within an environment, to which it adapts 

and within which it evolves.”52 This thesis takes the ambiguity of cybersecurity professional 

discourse as a starting point from which to examine precisely this embedded moral agency within 

the cybersecurity expert community. It does so by using the original concept of moral manoeuvres, 

to which I now turn. 

 

2.2 Moral manoeuvres 

 

This section argues that the concept of moral manoeuvres – defined as the alteration of 

technical and value claims in an expert discourse and the renegotiation of the relationship between 

them – provides a better explanation of the nature of cybersecurity in Egypt and the Gulf states than 

the two closest alternatives, based on securitisation theory and norm studies. 
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2.2.1 Cyber securitisation 

 

One of the key insights of critical security studies, as a subfield of IR, is that conceptions of 

threat and vulnerability are not natural or universal.53 This insight extends earlier analyses claiming 

to dissect purely conceptual distinctions in the concept of security.54 Seminal works in critical 

security studies have built on this insight to problematise the idea of security itself, showing that 

issues are not matters of security intrinsically but become so through processes of ‘securitisation’.55 

Securitisation, in its original version, suggested that security is the discursive result of a speech act, 

a linguistic performance that ‘speaks security’ rather than an immutable aspect of the international 

system. This performance involves the construction of both something that needs to be secured (a 

‘referent object’) and a threat to that referent object.56 The effects of securitisation include extra 

resources and the prevention of challenge, moving issues out of the terrain of normal politics.57 

Securitisation has echoes in the broader concept of ‘framing’ as a means of influencing politics,58 

and has the emancipatory aim of reframing security issues in a different light (‘de-securitisation’). 

Many cybersecurity scholars have used securitisation theory to demonstrate that 

cybersecurity is constructed by actors speaking ‘cybersecurity’ to an audience in a particular 

context.59 This construction is a combination of both technical claims about the properties of 
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computers and digital networks, and implicit values contained in claims about risks surrounding such 

networks. One influential intervention summarised this combination by stating simply that “cyber 

security can be seen as ‘computer security’ plus ‘securitisation’”.60 The high salience of the term 

cybersecurity in international politics indicates that it is - almost by definition - a successful 

securitisation.  

Despite this success, I argued above that the referent object for cybersecurity professional 

discourse remains ambiguous. Cybersecurity therefore cannot only be understood as the construction 

of a clear referent object that needs to be secured, as classical securitisation theory suggests. We 

need to move beyond binary views of successful or failed securitisation to explore how, even within 

a successfully securitised issue, there remains a fundamental ambiguity about what security experts 

seek to protect, and how this ambiguity affects the behaviours, strategies and identities of 

cybersecurity actors. This is the purpose of the concept of moral manoeuvres, which has much in 

common with the process of securitisation, although it is more closely related to the ‘Paris’ school, 

focusing on expert practices, rather than the ‘Copenhagen’ school, focusing on speech acts.61 

However, in contrast to securitisation, it takes the ambiguity of professional discourse as its starting 

point, rather than seeing ambiguity as a problematic or incomplete aspect of cyber securitisation. 

Some critical cybersecurity scholars acknowledge that cybersecurity is the site of a range of 

securitising moves. For example, Dunn Cavelty and Jaeger have argued that the hacker collective 

‘Anonymous’ (which will feature in Chapter 5) articulates what they call a ‘counter-securitisation’ 

as well as embracing the ‘Othered’ identity it has in mainstream cybersecurity. In a passage worth 

quoting at length, they argue: 

Anonymous does not just passively emerge as a threat by state designation, but is 

actively taking part in its own securitisation by forcefully undercutting the state’s 

prerogative to secrecy and authoritative information. Moreover, it also suggests and 

successfully establishes counter-securitisations, in which the state is presented as the 

main threat. Therefore, this political conflict is itself characterised, fueled, and sustained 
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by conflicting meaning-making, in which a process of reciprocal securitisation is 

serving a complex and curious identity function on both sides of the social conflict. 62 

 

This passage highlights the ambiguity central to cybersecurity professional discourse, 

characterising it as the result of a ‘process of reciprocal securitisation’. While this accurately 

identifies some of the dynamics explored by this thesis, Dunn Cavelty and Jaeger’s analysis is limited 

by their theoretical apparatus for describing these dynamics, with a choice between either 

securitisation or counter-securitisation. In contrast, the alteration and renegotiation of values and 

technical claims in cybersecurity is not necessarily ‘reciprocal’ or opposed, but instead occurs 

multidimensionally, with actors using the ambiguous expert discourse to pull cybersecurity in 

multiple directions. 

The concept of moral manoeuvres captures this phenomenon, extending the work of critical 

security studies by showing how security domains, despite their foundational constructions of threat 

and victim, accommodate a wide range of values that are constantly contested and redefined in light 

of specialised technical claims. Overall, security is full of a rich variety of moral judgements and 

relations, as classical realism recognised more explicitly than later versions.63 The concept of moral 

manoeuvres thus complements Dunn Cavelty and Jaeger’s sophisticated analysis by providing a 

rigorous analytical framework in which the ‘conflicting meaning-making’ of various cybersecurity 

actors can be placed.  

Another way of specifying the contribution of this thesis to critical security studies is by saying 

that the concept of moral manoeuvres is both narrower and wider than the concept of securitisation. 

It is narrower in the sense that moral manoeuvres can take place within security issues, rather than 

adopting a wide-angle view of securitisation as a binary process where issues are either securitised 

or not, and securitisations are ‘successful’ or ‘failed’.64 On the other hand, the concept of moral 
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manoeuvres is wider than securitisation because moral manoeuvres – the reinterpretation of values 

in an issue area - can also happen outside security contexts. The concept of moral manoeuvres goes 

beyond a pure polarisation of what securitisation theory calls ‘normal politics’ and provides a more 

nuanced theoretical framework for understanding interaction within this issue area. 

Finally, understanding cybersecurity as formed through several distinct moral manoeuvres 

provides a solution to what Dunn Cavelty elsewhere calls the ‘cybersecurity dilemma’: namely, that 

“we cannot have both a strategically exploitable cyberspace full of vulnerabilities and a secure and 

resilient cyberspace that all the cybersecurity policies call for”.65 To understand how this dilemma 

arises, we need to ask how disparate values in cybersecurity legitimate this apparently contradictory 

outcome. This thesis suggests that the cybersecurity dilemma emerges from several separate moral 

manoeuvres, each exploiting the ambiguity of cybersecurity professional discourse to define 

cybersecurity differently. It is these moral manoeuvres that create Dunn Cavelty’s cybersecurity 

dilemma, and dissolving it requires us to first understand the moral manoeuvres themselves. 

 

2.2.2 Cyber norms 

 

Another closely related approach to values in cybersecurity is work on ‘cyber norms’, which 

draws on a different set of critical and constructivist literature. This section argues that the concept 

of moral manoeuvres provides a better explanation of the nature of cybersecurity in Egypt and the 

Gulf states than this literature, as well as the contribution to the cyber securitisation literature above.  

Norms have been paradigmatically defined in IR as “standards of appropriate behaviour for 

actors with a given identity” in the international sphere.66 Through such definitions, the norms 

literature avoids specific ideas about which things to value in theory, even if it imports such 

assumptions in practice.67 Norm theories also do not restrict value judgements to cases where overtly 
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moral language is used; norms can take any form and be expressed in any language.68 Many scholars 

have emphasised that international security is as apt an environment for norms as any other domain 

of politics.69 As Hurrell suggests, questions of security cannot be considered in isolation from the 

wider moral environment in which they arise, because “the normative ambition of international 

society in relation to security… has been driven in part by moral concerns”.70 Norm theories also 

include expert discourses as a key aspect of value-based dynamics in international politics: the early 

norms literature considered epistemic communities to be central to the activity of transnational 

advocacy networks, and later theories of norm contestation also see epistemic communities as a key 

site of contest.71 

Cybersecurity studies in IR have drawn on the norms literature since their inception. For 

example, in their original exposition of the concept of ‘netwar’, Arquilla and Ronfeldt used Keck 

and Sikkink’s work to argue that the internet would assist and amplify the efforts of transnational 

advocacy networks.72 Other scholars have called for the development of norms in relation to cyber 

conflict and cyber rights.73 Unsurprisingly, norm studies has been used to analyse not just 

cybersecurity, but also internet governance more widely. Raymond has argued that the prospects for 

norms in internet governance depend on whether the internet is viewed as a vehicle for sovereign 
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power or as a global commons.74 I will return to broader debates over cyber sovereignty and its 

alternative, an open ‘multistakeholder’ internet, in Chapter 3. 

There are four main texts commonly cited as norms in cybersecurity. In chronological order, 

the first is the Budapest Convention on Cyber Crime, agreed by the Council of Europe in 2001.75 

The second is the Tallinn Manual on the conduct of military cyber operations, first published by 

NATO in 2012.76 The third is the amendment of the Wassenaar Arrangement, an arms control 

agreement, in 2013 to include surveillance technologies as dual-use controlled exports.77 The fourth 

is the agreement of the UN Group of Governmental Experts (GGE) on cybersecurity in 2015 that the 

Laws of Armed Conflict apply to cyberwarfare (although the group itself had been meeting for much 

longer).78 Other norm candidates come from the private sector, especially Microsoft’s controversial 

Digital Geneva Convention, which calls for transparency over state actions and greater protection 

for non-state actors.79 Bilateral state agreements are sometimes mentioned; for example, there was a 

high profile US-China agreement to prevent cybercrime in 2015.80 These norms have been 

recognised by scholars outside critical or constructivist approaches; for example, Nye includes 

‘normative deterrence’ as a key  element of US cyber strategy.81 

However, these cyber norms have all been criticised for two reasons: first, their exploitation 

and strategic use; and second, their lack of normative power due to disagreements over underlying 

values. I consider these problems in turn. 
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Cybersecurity norms are problematic most simply because they are regarded as one-sided 

and promoted for strategic advantage. For example, Hurwitz argues that the Tallinn Manual authors 

“have been criticised ad hominem for their associations with NATO”, implying that critics see the 

Tallinn Manual as biased towards ‘Western’ views of cybersecurity.82 The GGE process and its 

collapse has been extensively analysed by cybersecurity scholars in these terms. Tikk-Ringas has 

claimed that the GGE statements “make use of norms as an instrument of power”, concluding that 

cyber norms “target the current balance of power and speak to diverging visions of what ought to be. 

Norms, as technology itself, serve calculated and purposeful aspirations”.83 Similarly, in an article 

starkly titled “The end of cyber norms”, Grigsby argues that the fundamental problem with the 5th 

GGE report in 2015 was that “Western countries saw norms as a vehicle through which they could 

improve the stability of cyberspace by establishing a series of easily digestible rules based on existing 

international law”. However, this was interpreted by Russia and China as “trying to find justifications 

in international law for the use of cyber means during a conflict or of conventional means as a way 

to respond to cyber conflict.”84 The collapse of the GGE process in 2017 reflected the failure of this 

Western vision, and underlined the consequences of the strategic promotion of particular cyber 

norms. 

The second problem with cyber norms is that they conceal deep differences in underlying 

values. In 2011 and 2012, a series of workshops on cyber norms held across several US universities 

concluded that cyber norms were limited by disagreement in “core political values”.85 Erskine and 

Carr highlight these disagreements, arguing that cyber norms conceal “the tensions and even blatant 

contradictions between the various value systems that these globalised practices bring together”.86 

They warn that “an eventual convergence of values cannot be assumed… Understanding norms in 
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cyberspace demands attention to the complexities of their underlying values”.87 Finnemore and 

Hollis go further, suggesting that “if multiple actors continually pursue a closer alignment of the 

norm to their basic goals, values, or interests, we can expect that incompletely theorised norms may 

become a locus of constant discord” (my italics).88 Finnemore and Hollis go on to encourage their 

readers to “think holistically” about the “larger fabric of norms”, or the “larger norm landscape”.89 I 

take their suggestion seriously, as I draw on not only a ‘fabric of norms’ but also a wider canvas of 

clustered values to provide a rigorous account of how constant discord is a fundamental aspect of 

cybersecurity. 

The concept of moral manoeuvres addresses both problems with cyber norms. First, moral 

manoeuvres are a way of describing the reinterpretation of values and technical claims without 

requiring a clear norm as the focal point. This concept enables us to analyse how actors negotiate the 

whole ‘dense normative web’ of an issue like cybersecurity rather than specific norms within those 

issues. Although the cyber norms of the Budapest Convention and the Wassenaar Arrangement 

appear regularly in the empirical body of the thesis, in each case I show that these norms are only 

one part of a broader moral manoeuvre. Second, moral manoeuvres are not just aimed at achieving 

specific goals, but also change the issue area of cybersecurity overall. The shifting reproduction of 

issue areas is often underplayed by cyber norm scholars in order to focus on the effect of rules over 

time; in contrast, the argument here emphasises that moral manoeuvres redefine cybersecurity itself. 

I now consider two objections to the concept of moral manoeuvres rather than an analysis in 

terms of cyber norms: first, that the concept of norm itself can be extended to include moral 

manoeuvres, and second, that this is an expected part of the early stage of a norm ‘lifecycle’.  

First, norms are much more varied than suggested by their portrayal in ‘first-generation’ 

norm studies.90 This has led scholars to argue that the meaning of norms is defined continually 
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through use, or that norms are processes rather than rules.91 Others have built flexibility into 

international norms through specific processes of localisation, translation and contestation.92  In 

some treatments, the concept of norm itself has been stretched almost to breaking point; for example, 

one definition suggests that norms are no more than “the weighted valuing of the wide range of 

things people do”.93 These developments in the norms literature suggest that the alteration of and 

renegotiation between values and technical concepts investigated by this thesis could be conducted 

in terms of norms without introducing the concept of moral manoeuvres. 

However, these sophisticated treatments of norms all exhibit the same tension: namely, that 

the more the possibility for reinterpreting a norm is emphasised, the less coherent or norm-like the 

norm itself becomes. In cybersecurity, this tension is apparent in the work of Finnemore and Hollis 

cited above, whose explicit aim is ‘constructing norms for global cybersecurity’. Their article applies 

the latest developments in norm studies to cybersecurity, including ideas of contest, process, and 

localisation, as follows: 

Every time actors follow a norm, they interpret it… Each interpretation, each episode 

of conformity with a norm (or failure to conform) accretes... When the norm context is 

as varied as cybersecurity, every application of a norm is a bit different, adding rich 

layers of shared understanding over time about the lines of acceptable behaviour in 

different circumstances... Because of the repeated application and interpretation of 

norms, not only do norms shape the behaviour of actors with a given identity, but the 

actions of those actors shape, in turn, the contours and content of norms.94 

 

My understanding of normative dynamics is indebted to this work. However, its metaphor is 

misleading. If ‘every application of a norm is a bit different’, layers of experience do not necessarily 

accrete into a ‘shared understanding’ in the way that sedimentary rock piles strata upon strata, 

cementing the norm in the process. It is equally possible that new applications fracture and dissolve 
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previous actions, questioning and undermining the foundations of shared understanding that were 

previously taken for granted. This has been ably demonstrated by Stevens, who initially claimed that 

cyber norms, as part of an “emerging global governance architecture”, were developing “quietly and 

haltingly”.95 However, he later argued instead that prevailing forms of power had created a 

‘nonregime’ in cybersecurity,96 moving beyond fragmentation to the deliberate absence of what 

Finnemore and Hollis call ‘lines of acceptable behaviour’ in the quotation above. The difference 

between an approach in terms of cyber norms and one in terms of moral manoeuvres is that cyber 

norms presume eventual cohesion, whereas moral manoeuvres can equally preserve or increase 

existing ambiguities and contradictions. In other words, there is an ongoing gaming of the value 

structure of cybersecurity, involving moves in several directions rather than either progress and 

retrogression or direct opposition and contest. 

The second objection is that cybersecurity norms are merely at an early stage in their ‘life-

cycle’, in the model proposed by Keck and Sikkink and expanded by Sandholtz and Stiles.97 In this 

view, the nascent state of the issue itself excuses a lack of normative cohesion, as cyber norms have 

yet to become truly ‘settled’. There is an understandable policy-linked obligation, especially in the 

US, to espouse norm theory as an analytically coherent approach to cybersecurity and to explain the 

problems above by emphasising the ‘novelty’ of cybersecurity as the chief reason for the lack of 

clear cybersecurity norms. For example, the US workshops on cyber norms cited above concluded 

that “existing cyber norms seem inadequate or insufficiently clear and accepted to constrain these 

activities… Arguably, new norms are needed to specify the rights, responsibilities, and prohibitions 

for states and other actors in cyberspace.”98 

However, this route is perhaps too easy a way out. As Stevens notes in his comprehensive 

treatment of the politics of time in cybersecurity, the narrative of novelty for cybersecurity is 
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deceptively simple. Novelty is not an external condition to which cybersecurity experts must 

respond, but rather a concept of time integral to the field itself. As he observes, “the field of cyber 

security seems pervaded by a profound sense of frustration and disorientation at being trapped in an 

accelerating present, cut off by history”.99 In other words, continued claims of novelty can mask 

underlying dynamics preventing cyber norms from ever progressing through their life-cycle – which 

nearly all norms scholars recognise is not inevitable - and shield cyber norms from a clear appraisal 

of their development so far. Whatever the future of cyber norms and the policy requirements for their 

support, the policy task is different to the analytical one undertaken in this thesis: to provide a 

theoretically grounded and empirically defensible account of actual moral interaction. 

Overall, the language of norms - unless stretched beyond what good faith would permit - is 

insufficient to adequately capture the value relationships at work in cybersecurity. Although one 

could extend norms to meet this challenge, it may be more fruitful to describe this phenomenon in 

other terms. This shift in focus enables an analysis of value-based dynamics in cybersecurity that 

avoids diluting the concept of norm beyond theoretical utility. We can therefore extend Cornish’s 

conclusion that “it would surely be feasible to concede that there might not, after all, be such a thing 

as a ‘normal state’ (usually meaning one in the Western mould) to which other governments and 

societies should seek to conform” by providing a robust theoretical alternative.100 Instead of a normal 

state, we have moral manoeuvres performed simultaneously by actors with various motivations, 

creating a tapestry of actions woven intricately together with much tension in the constituent threads. 

The key question is how to distinguish these moral manoeuvres, to which I now turn. 

 

2.3 Invested and agnostic actors 

  

The third key claim of this thesis is that we can identify four different moral manoeuvres 

based on the motivation of the actors involved, as either invested or agnostic. Invested actors seek 

to promote a particular value or cluster of values in an issue area, while agnostic actors seek a 
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separate goal (in this case, economic) without preference for a particular value or cluster of values. 

In this section, I first argue that this distinction cuts across existing IR understandings of interests 

and power. I then show how the four moral manoeuvres derived from this distinction – alignment, 

appropriation, manipulation, and elision – are an important complement to specific norm-based 

alternatives. 

 

2.3.1 Interests and power 

 

IR works often employ a distinction between normative action, performed for value-based 

reasons, and strategic action, performed for self-interest.101 Both critical and constructivist scholars 

have noted an overlap between these two motivations in cybersecurity. From a critical perspective, 

Deibert argued in a prescient chapter in 2002 that “the internet security problematic is not a unified 

field but a complex intersection of interests and values, some of which overlap and some of which 

collide.”102 Similarly, Simon and de Goede used similar language to that employed in this thesis to 

analyse what they call “the banal bureaucratic manoeuvres” in EU cybersecurity.103 

From a constructivist perspective, several scholars have also highlighted the overlap 

between interests and values. Carr has argued that although there is “an aspiration to promote liberal 

norms and values” in US internet policies, there is also “the acknowledgement of the reality that 

some limits on this right [to Internet freedom] can best promote and protect US interests”.104 Powers 

and Jablonski, in their treatment of the same issues (which they call ‘the real cyberwar’), identify a 

“prevailing narrative equating the U.S. doctrine of internet freedom with a virtuous defense of 

freedom of expression”, which they contrast with “the underlying economic and geo-strategic 
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motivations driving U.S. information policy.”105 In cybersecurity, then, it is difficult to disentangle 

interested and normative motivations. 

More generally, the problem with the distinction between interested and normative action is 

that values can both be objects within a strategic calculation and goals that direct the behaviour of 

actors.106 Consequently, as Dill suggests, the difference between strategic action for ‘interests’ and 

normative action performed ‘morally’ is not hard and fast.107 However, whereas Dill retains the 

interested and normative distinction, separating the two based on their time frame – near-term goals 

are interests, whereas long-term goals are normative – I instead distinguish actors based on two 

intermediate categories of action, both of which allow interests and values to mix. Invested actors, 

such as the states and NGOs considered in this thesis, seek to promote a particular value, but can do 

so for a combination of normative and interested reasons. Agnostic actors, such as the international 

surveillance suppliers and the wider cybersecurity industry, seek to navigate between different 

values, in this case for economic gain. Some scholars have argued that values are incorporated into 

profit-based motivations and so even economic action is not purely self-interested.108 

This view of action makes no claims about inaccessible mental states. Partly, this is useful 

because such a claim would be metaphorical, given the corporate and organisational actors 

considered in this thesis. More importantly, this view is based on the intuition that motivations are 

constructed intersubjectively, rather than signalled by the presence of particular ‘internal’ processes. 

Motivation is defined by the actor in a way that is intelligible to their wider community, rather than 

being a linear relationship between an internal ‘desire’ and ‘belief’ and an external action to 
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efficiently realise that desire. Affect and emotion also play key roles in motivation.109 Consequently, 

a distinction between invested and agnostic actors is compatible with several logics of action in IR.110  

The invested/agnostic distinction has two further benefits, combining several facets of power 

in international politics.111 First, the category of invested actors bypasses a tension between critical 

and constructivist approaches to power. On one hand, constructivist scholars suggest that power can 

be derived from particular values. Carr observes that “US politicians frequently make reference to 

US power as emerging from… values and principles”, suggesting that they “regard US power as 

contingent upon the political will to adhere to the kind of ‘moral framework’ which they feel makes 

that state exceptional.”112 On the other hand, as critical theories suggest, value judgements can be 

merely the expression of power. Bourdieu argued that the value structure of a field was a form of 

‘symbolic’ power, meaning the sublimated expression of hierarchy and domination through 

apparently cultural or subjective judgement (notwithstanding the many difficulties in the definition 

of ‘symbolic’ itself).113 The category of invested actors is compatible with both these relationships 

between values and power, as it claims only that invested actors use various forms of power to 

promote a value or cluster of values, without specifying whether their power is derived from or 

masquerades as those values. 

Second, the category of agnostic actors forms a point of contact between critical approaches 

to cybersecurity on the one hand and revisions to mainstream approaches made by cybersecurity 

scholars on the other. From a critical perspective, Deibert has argued that cybersecurity is 

characterised by multiple “circuits of power”: 
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As dominant security concerns shift their focus to the network, the nature and exercise 

of power will be transformed as well. Rather than being associated with the control of 

territory—a space-of-places, in Castell’s words—power will increasingly be manifested 

in the control over a “space-of-flows”. Regulation, direction, and restriction of the 

tempo and access to circuits of information, in other words, could become the most 

significant bases of political power.114 

 

Deibert has pursued this focus on power as restriction and access to information in academic 

fora and with Citizen Lab (covered in more detail in Chapter 6).115 In general, he has promoted the 

idea of ‘black code’; the use of cyberspace for a wide variety of aims unseen by and often deliberately 

hidden from democratic societies.116 Much of this black code is produced by ‘agnostic’ corporate 

actors, who navigate between value clusters rather than adhering to or promoting any specific values.  

The category of agnostic actors is also useful for mainstream IR approaches to power and 

cybersecurity. Most influentially, Nye has put forward a concept of ‘cyberpower’, defined as “a set 

of resources that relates to the creation, control, and communication of electronic and computer-

based information”.117 For Nye, cyberpower is part of the overall diffusion of power from states to 

non-state actors in the international system. Harknett also argues that cyberspace is a domain of 

constant strategic struggle falling short of war.118 Like others pushing the boundaries of strategic 

studies,119 Harknett stresses that power in cybersecurity permeates deep into politics outside violent 

conflict, relying on the tactical use of information, media strategies, and private actors, and 

redefining concepts like sovereignty and national boundaries. Both Harknett and Nye highlight how 

actors who are not committed to particular values shape the terrain of cybersecurity and of digital 

                                                                
114 Deibert, ‘Circuits of Power: Security in the Internet Environment’, p.134. 
115 Ronald J. Deibert, ‘Bounding Cyber Power: Escalation and Restraint in Global Cyberspace’ (Centre for 

International Governance Innovation, October 2013); Ronald J. Deibert and Rafal Rohozinski, ‘Risking 

Security: Policies and Paradoxes of Cyberspace Security’, International Political Sociology 4, no. 1 (1 March 

2010): 15–32; Ronald J. Deibert, Rafal Rohozinski, and Masashi Crete-Nishihata, ‘Cyclones in Cyberspace: 

Information Shaping and Denial in the 2008 Russia–Georgia War’, Security Dialogue 43, no. 1 (1 February 

2012): 3–24; Ronald J. Deibert, ‘Distributed Security as Cyber Strategy: Outlining a Comprehensive Approach 

for Canada in Cyberspace’ (Canadian Defence and Foreign Affairs Institute, August 2012). 
116 Ronald J. Deibert, ‘Black Code: Censorship, Surveillance, and the Militarisation of Cyberspace’, 

Millennium - Journal of International Studies 32, no. 3 (1 December 2003): 501–30; Ron J. Deibert, Black 

Code: Inside the Battle for Cyberspace (Plattsburgh, NY: Signal Books, 2013). 
117 Joseph S. Nye, The Future of Power (New York: PublicAffairs, 2011), p.123. 
118 Michael P. Fischerkeller and Richard J. Harknett, ‘Deterrence Is Not a Credible Strategy for Cyberspace’, 

Orbis 61, no. 3 (1 January 2017): 381–93. 
119 David J. Betz and Tim Stevens, Cyberspace and the State: Toward a Strategy for Cyber-Power, Adelphi 

Series (Routledge, 2011). 



39 

 

politics more generally. Harknett writes within a very different literature to the critical scholars 

above, and Nye avoids discussion of what he calls the ‘reflexive’ analysis of power – i.e. that 

undertaken by critical security studies - because he finds the insights gained “purchased at too high 

a price”.120 Nonetheless, the category of agnostic actors, moving between different value clusters 

and exercising both technical ‘cyber’ power and a range of other strategies, provides a bridge 

between these works and more critical approaches. 

In sum, the distinction between invested and agnostic actors combines both interested and 

normative motivations for action in international politics. It avoids claims about specific inner states 

to highlight an analytically useful understanding of intermediate-level motivations. Both categories 

also contribute to existing approaches to power in cybersecurity: the category of invested actors 

bypasses a tension between critical and constructivist views of power and values, while the category 

of agnostic actors provides a bridge between critical views of power and similar approaches in 

revisionist strategic studies applied to cybersecurity. 

 

2.3.2 Four moral manoeuvres 

 

The distinction between invested and agnostic actors is the basis for specifying the four 

moral manoeuvres considered in this thesis, as follows. First, invested actors can seek to reframe 

their value preferences to fit the existing cybersecurity expert discourse, which I call alignment. 

Second, invested actors can do the opposite and seek to expand the discourse to fit their value 

preferences, which I call appropriation. Third, actors who are agnostic between different values or 

clusters of values can seek to exploit the contradictions between values within the discourse, which 

I call manipulation. Fourth, agnostic actors could also do the opposite and minimise these 

contradictions, which I call elision. As stated in the introduction, this list does not exhaust the 

possible space of moral manoeuvres, although it does represent four intuitive ways in which actors 

can renegotiate technical and value claims.  
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These four moral manoeuvres each have alternative norm-based explanations, as the norms 

literature has analysed extensively how some actors are particularly influential in norm development, 

including concepts of norm ‘entrepreneurs’ and ‘antipreneurs’.121 These actors are often strategic: 

for example, scholars have identified struggles between groups deploying moral arguments to their 

advantage in both the ‘left’ activist networks that are the focus of most norm theory and the global 

right wing.122 Other scholars have identified the strategic use of rhetoric to resist international norms 

“in order to avoid charges of norm violation or to resist pressures for compliance”.123 In this section 

I briefly summarise how each manoeuvre complements norm-based alternatives. 

The first moral manoeuvre, alignment, has strong affinities with work on transnational 

advocacy networks. This is partly because the regional expert community rarely engages with human 

rights values, and so for this moral manoeuvre I also examine cybersecurity experts in the US and 

Europe who focus on Egypt and the Gulf states, especially after the Arab Spring. These actors could 

be – and have been – described as norm entrepreneurs, especially as their actions led to the 

amendment of the Wassenaar Arrangement, a clear example of a cyber norm. However, there are 

key differences between alignment and norm entrepreneurship: for example, these experts 

consciously reject the position of other civil society human rights advocates. More importantly, the 

moral manoeuvre of alignment emphasises how, because NGOs and their opponents both took the 

prima facie relevance of human rights values for granted, cybersecurity experts altered technical 

claims to enable human rights values to mirror the existing organisational cluster of values in 

cybersecurity. 

The second moral manoeuvre, appropriation, is also not entirely captured by existing norms 

theories. While norms scholars have argued that states can resist or adapt to international norms 

pressed upon them by the international community, the role of the Budapest Convention in Egypt 

and the Gulf states fits neither account. On one hand, none of these states has acceded to this 
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convention, implying resistance, and yet they sometimes claim it to be a key influence on their 

cybercrime laws despite changing those laws to focus on political opposition. Appropriation is a 

term used by some norm scholars to describe changes made by states to norms more generally.124 

Here I use it to specify the expansion of the professional discourse to fit a particular cluster of values; 

namely, a broad definition of national security historically prevalent in the region. This moral 

manoeuvre provides a detailed account both of how states, in Grigsby’s words, “cherrypick the 

norms they want to follow”, and how they also cherrypick the values and technical claims 

surrounding those norms.125 

The third moral manoeuvre, manipulation, describes dynamics that are not contained in norm-

based accounts of socialisation or compliance. To start with, its focus on surveillance suppliers in 

the private sector and exporting states who are part of the Wassenaar Arrangement moves beyond 

most norm theories, as neither actors are recipient states in relation to this norm. Also, by including 

exporting states as economically motivated actors, this moral manoeuvre also expands the work of 

Erskine and Carr, who claim only that “the underlying values of the private sector are oriented around 

the need to maximise profits”.126 Crucially, norm-based accounts of socialisation do not adequately 

incorporate the extent to which surveillance suppliers are both active participants in shaping as well 

as responding to cybersecurity norms. The crux of the difference between manipulation and 

socialisation is whether there is what Finnemore and Hollis call a ‘continuum of norm acceptance’. 

As they describe it: 

Over time, tactical concessions may be made by states resisting the norm; that is, they 

may minimally conform for instrumental reasons, paying lip service to the norm to 

satisfy promoters, without actually changing beliefs or engaging in any more norm-

conforming behaviour than necessary. This tactical or insincere conformity may 

continue for some time, but if compliance continues, interactions may move toward 

dialogue, with persuasion and different forms of socialisation taking centre stage.127 
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The moral manoeuvre of manipulation breaks the ‘continuum of norm acceptance’, rather than 

being a midway point in a larger socialisation process. Although I show that international norms do 

exert some pressure on international surveillance suppliers, this pressure is limited, avoided and 

above all productively redeployed in service of their own goals. Consequently, manipulation is more 

than tactical or insincere conformity, as it proactively creates new institutions around abuse and 

misuse rather than simply responding passively to norm entrepreneurship. These institutions build 

in a flexible and agnostic orientation to several value clusters to redefine compliance and maintain 

sales of surveillance software. 

The fourth moral manoeuvre, elision, has no clear alternative norm-based explanation, as it 

focuses on actors not within the scope of the cyber norms above, especially the Wassenaar 

Arrangement. These actors are specialised cybersecurity companies (whose activities are 

deliberately excluded); local telecoms companies (who engage in surveillance but do not export it); 

and local surveillance suppliers and resellers (who are not based in countries covered by the 

Arrangement). This moral manoeuvre involves the creation of portable concepts that move easily 

between commercial and national security environments, minimising contradictions between the 

relevant values in these environments to maximise profits. The nearest norm-based account to elision 

sees private actors simply as creating new norms, for example in Microsoft’s Digital Geneva 

Convention. Hurel and Lobato challenge a simple view of Microsoft as a ‘norm entrepreneur’, 

concluding that “Microsoft’s case is not so much indicative of a successful cyber norm enterprise, 

but of another window that is slowly opening for private actors in the norm debate”.128 The moral 

manoeuvre of elision suggests that thinking outside the theoretical prism of norm studies opens many 

more windows for private actors to alter values in cybersecurity.  

 

*** 
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In conclusion, this theoretical chapter has argued that this thesis builds on and provides a 

complement to both critical security studies and norm studies in cybersecurity through three key 

claims: the central role of an ambiguous expert discourse, the concept of moral manoeuvres itself, 

and the classification of moral manoeuvres using a distinction between invested and agnostic actors. 

This thesis thus follows the suggestion made by Risse and Sikkink in the updated version of their 

pathbreaking book on norms in international politics, where they conclude that “dealing with 

diverse… issues and different types of target actors will require diverse theoretical and policy 

approaches”.129 To use a game analogy, moral manoeuvres are a multiplayer computer game. There 

are shifting teams, alliances, and areas of contest; moves are simultaneous not sequential; definitions 

of success are liable to change and are not the same for every player; and, of course, there are 

shortcuts, cheats, and hacks. More vividly, given Bauman’s description of modern politics as 

essentially “liquid”, one could view the task at hand as an examination of its fluid dynamics in the 

case of cybersecurity.130 
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Chapter 3: Regions 

 

This chapter argues that cybersecurity can be usefully studied through a regional lens and 

that Egypt and the Gulf states constitute a region for cybersecurity. I first use IR theories of regions 

to specify the geographical boundaries of this thesis, excluding other parts of the Middle East that 

are cybersecurity centres in their own right, and the temporal boundaries, placing the beginning of 

the empirical analysis at the Arab Spring in 2011 and the end at the Qatar crisis in 2017. This chapter 

then considers differences between Egypt and the Gulf states in four areas crucial to the argument of 

this thesis: state formation, communications technologies, human rights, and political developments 

2011-2017. Finally, this chapter details the hybrid position of Egypt and the GCC states in 

international cybersecurity governance, arguing that Egypt and the GCC espouse neither a pure 

‘cyber sovereignty’ nor ‘multistakeholder’ model. This is due to their longstanding association with 

the ITU on the one hand and close security links with Western states on the other. This creates a 

contradictory set of pressures on cybersecurity in the region that facilitates the moral manoeuvres in 

Part 2. 

 

3.1 Regions and cybersecurity 

 

At first sight, cybersecurity seems unsuited to a regional analysis. The digital 

communications technologies that comprise the base layers of the internet are global in a mundane 

sense. Like earlier revolutionary communications technologies, internet communications travel 

through cables stretching around the world and through space between masts and satellites. 

Furthermore, their fundamental protocols are not designed to recognise states or regions, understood 

simply as clusters of geographically proximate states, as these protocols direct packets of data along 

a constantly changing definition of the most efficient path according to server and cable capacity. 

The technologies built on these protocols enable almost instantaneous communication between 

people on opposite sides of the world, enabling a level of coordination, information sharing, and 

societal integration that is qualitatively different to those afforded by previous communications 
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technologies, and often called ‘globalisation’.131 Consequently, as all definitions of cybersecurity 

associate it with the internet and digital communications, this sketch suggests that cybersecurity can 

only be understood as a global rather than a regional issue. 

However, the simple globalisation story overstates the deterritorialisation of international 

politics for many issue areas, not least cybersecurity.132 The internet infrastructure is highly 

influenced by state actions, both within international internet governance bodies and through 

domestic strategies, laws, surveillance and censorship. It is also shaped by the commercial decisions 

of multinational companies, who install, maintain, and expand the internet infrastructure for profit 

within the constraints of the international political economy and often strong national ties. 

Consequently, even if the types of relationships between states and companies shift in the digital era, 

national and regional factors remain important. 

Regions are geographic entities, although this does not imply that they are natural or fixed. 

Instead, they are co-constituted by both human and non-human factors.133 To paraphrase Cox’s 

insight regarding IR theory, regions are always created “for someone and for some purpose”.134 

Egypt and the Gulf states are usually placed within the ‘Middle East’ region, also including (at least) 

North Africa, the Levant, Turkey, and the east side of the Persian Gulf. However, the Middle East 

itself is a contested and amorphous region. Although it has a long lineage, the term ‘Middle East’ 

gained prominence early in the twentieth century, and in the following decades almost entirely 

replaced colonial concepts of the Orient and the Near East.135  This process was intimately connected 

with imperial and neo-imperial efforts to understand and exert influence over the Islamic world.136  
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In cybersecurity, ‘Middle East’ is not always understood in the sense used by IR scholars, 

as many cybersecurity companies adopt both wider and narrower perspectives. On one hand, 

company structures often include a ‘EMEA’ branch (Europe, the Middle East and Africa), absorbing 

the Middle East into a broad negative sales-based definition (i.e. neither the US nor Asia); on the 

other hand, ‘Middle East’ conferences, products and events rarely stray beyond Egypt and the GCC, 

as detailed in the next chapter. Given this plasticity, I distinguish between four different theoretical 

approaches to the concept ‘region’ to understand exactly how Egypt and the Gulf states form a region 

in cybersecurity. 

The first approach to regional analysis focuses on supra-state institutions or organisations, 

rather than simply seeing international dynamics at the level of states or global structures. The 

Middle East is often considered exceptional for its lack of development of regional institutions and 

their relative ineffectiveness (including in the creation and implementation of norms) when such 

institutions do exist. Examples include the League of Arab States (LAS) and the Organisation of 

Islamic Cooperation (OIC), as well as attempts to form regional federations or alliances, such as the 

Baghdad Pact and the United Arab Republic. Although both the LAS and the OIC have taken limited 

cybersecurity measures (e.g. creating a facility for sharing information about cybersecurity threats), 

these organisations do not play a major role in cybersecurity, and so I do not take this approach to 

regional analysis. Nonetheless, regional branches of international organisations, including the UN’s 

International Telecommunications Union (ITU) ‘Arab Region’, have shaped the emergence of 

cybersecurity, and the ITU is considered in the third section of this chapter. There is also a regional 

‘Arab Convention on Cybercrime’, explored in Chapter 7. 

The second and third approaches to regional analysis both focus on security, following the 

standard IR assumption that states fundamentally seek security or at least engage in processes of 

securitisation. The second approach is ‘regional security complex theory’, which holds that dynamics 

of securitisation, including threat construction, can operate at a regional level between certain groups 

of states. In these cases, Buzan and Waever argue that these states form a ‘regional security 

complex’, where their perceptions of security are interdependent even if not all members of a 
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regional security complex agree on security threats.137 The Middle East as a regional security 

complex has been analysed extensively, with several ‘subcomplexes’ (for example, in the Persian 

Gulf).138 It is possible to apply this approach in cybersecurity by identifying a ‘regional cybersecurity 

complex’. An initial sketch of such a complex would see Egypt and the Gulf states as one side of a 

triangle of cybersecurity actors in the Middle East, each of whom has conducted significant cyber 

operations both within and outside its borders, and possesses a range of cybersecurity structures and 

capabilities. The other two sides of this triangle are Iran and Israel (Turkey does not meet these 

criteria), and I consider them briefly here.  

  Iran is seen by many as a geopolitical rival to Saudi Arabia, partly due to its support to armed 

groups in Yemen and Syria, although a broader antagonism is popularly conceived as starting after 

the 1979 Iranian revolution. However, Iran has more ambiguous relationships with other Gulf states: 

Bahrain, with a large Shia population, has close historic links to Iran; Oman has a longstanding 

policy of neutrality and brokered the 2015 Iranian nuclear agreement; while northern UAE emirates 

(excluding the capital, Abu Dhabi) and Qatar have extensive economic ties with Iran. Most notable 

cybersecurity incidents in the Middle East have occurred in relation to the Iranian nuclear 

programme, from a famous US-Israeli operation aiming to disrupt Iranian uranium enrichment 

(named ‘Stuxnet’),139 to Iranian cyber operations against US banks in response to sanctions in 2012, 

and Israeli cyber espionage on the nuclear negotiations themselves. Iran has a mature cybersecurity 

capability, with loose and transient relationships between commercial companies and military 

organisations. 

Israel, in contrast to Iran, is a global cybersecurity hub in its own right, with a strong military-

based cybersecurity sector and high-value exports worldwide.140 Israel has been in conflict with and 

politically isolated from the Arab world since its creation, although covert cooperation now exists in 
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various cybersecurity-related areas.141 In particular, Egypt and Israel have shared digital intelligence 

in the Sinai Peninsula, where there is a Islamic State-affiliated terrorist threat, and the Gulf states 

have sourced many security technologies from Israel. Overall, Iran and Israel can be seen as two 

sides of a regional cybersecurity complex including Egypt and the Gulf states, with mutually 

interdependent securitisation processes. Their actions in cybersecurity will appear periodically 

throughout the empirical chapters as both threats and security partners, but they are not the main 

focus of this thesis. 

The third variant of regional analysis is also based on the security-seeking character of states, 

but posits that states with similar security interests form ‘security communities’, where they resolve 

disputes using peaceful means, and face joint threats in a more integrated manner than formal 

alliances.142 The nearest institution to a security community in the Middle East is the GCC itself, 

formed in 1981 shortly after the Iranian revolution. However, in Barnett and Gause’s evaluation, the 

GCC is “little more than a classic military alliance”, despite a period of increased cooperation after 

the 1990-91 Gulf War, when a GCC state (Kuwait) was invaded by Iraq.143 More recent studies of 

the GCC have indicated that the GCC remains divided and unlikely to form serious security 

cooperation in future (especially after the Qatar crisis, considered below).144 The few existing 

analyses of cybersecurity in the GCC highlight these structural problems.145 

Egypt’s relations with the GCC also do not constitute a security community. Although Egypt 

has historically conducted several military interventions on the Arabian Peninsula, and had 

conflictual relations with the Gulf states during the early Cold War, since the GCC’s creation 
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relations with Egypt have been primarily economic (a GCC+2 including Egypt and Syria was mooted 

with no tangible result after the Gulf War). Crucially, there is no indication that a regional 

cybersecurity community – understood as friendly relations between security-seeking states – has 

emerged in the Middle East, including in Egypt and the GCC. How, then, can these be treated as a 

cybersecurity region?  

The fourth and final variant of regional analysis includes ‘regionalisation’, a term that 

describes the intensification of regional processes, including security, economic and cultural 

associations. Fawcett and Hurrell distinguish regionalism (the region as a normative goal) from 

regionalisation (the occurrence of regional processes).146 Fawcett suggests that we need an 

“expansive and flexible” concept of the region to avoid the strict classifications of state-based 

security complexes and communities in IR,147 and a multilevel understanding of the Middle East in 

particular.148 This, for me, is the most fruitful approach to regional analysis, and I treat Egypt and 

the Gulf states as a cybersecurity region for two reasons, both explored in more detail later in the 

thesis. First, there is a transnational cybersecurity expert community across Egypt and the Gulf states, 

rather than a regional security community of like-minded states (the subject of Chapter 4). Second, 

Egypt and the Gulf states occupy a hybrid position in the bipolar international internet governance 

architecture (the subject of the last section of this chapter). The key point is that both are regional 

features connecting Egypt and the Gulf states in cybersecurity. This does not imply that Egypt and 

the Gulf states deserve a regional analysis in all issue areas. 

A regional approach to cybersecurity does not require the complete exclusion of factors 

outside the region. Instead, I include actors and processes elsewhere insofar as they affect 

cybersecurity in Egypt and the Gulf states. Given the globalising trends mentioned above, including 

the ability to trade, monitor and lobby from anywhere in the world, several external elements are 

crucial to my analysis. In Part 2 I examine the role of NGOs based in Canada and the US, surveillance 
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suppliers and export regulations in the US and Europe, and multinational companies operating 

worldwide. The caveat imposed by a regional analysis is that such actors may well engage in similar 

activities elsewhere in the world similar to those examined here, which are beyond the scope of the 

thesis.  

A regional analysis also provides the justification for the time period selected for this thesis: 

2011-2017. The so-called ‘Arab Spring’ in 2011, a series of protests beginning in Tunisia and 

spreading across the Middle East, marks a key juncture in the long-term political fabric of the Middle 

East. Although the Arab Spring was embraced by many observers as heralding a delayed turn to 

democracy in the Arab world, this proved to be overstated: in 2018, only Tunisia retained a credibly 

elected government after the protests. Nonetheless, 2011 is an appropriate starting point for a study 

of cybersecurity in the region, especially in Egypt and the Gulf states, as questions of internet 

communications, social media, and critical infrastructure took on new meanings for both 

governments and opposition movements after 2011. I provide an overview of the specific political 

developments in Egypt and the GCC states in the next section.  

The end of the time period considered by the study is the June 2017 Gulf crisis. On 05 June 

2017, Bahrain, Egypt, Saudi Arabia and the United Arab Emirates (the ‘quartet’) ostracised Qatar 

by recalling citizens, withdrawing ambassadors, ceasing all land, air, and sea links and beginning an 

economic boycott. Although a few other countries joined the quartet, the main international allies of 

the GCC remained neutral. This split has increased ties between Qatar and Oman and set back the 

Gulf Cooperation Council (GCC) considerably. It also drew Egypt closer to the other quartet states 

and caused the withdrawal of Qatar from its minor role in Yemen due to Saudi Arabia’s leadership 

of the coalition forces. This split follows a long cycle of dispute and reconciliation between Qatar 

and its neighbours. The origin of this split (a likely hack of Qatar News by the UAE or Saudi Arabia) 

is examined in the thesis conclusion. June 2017 can be seen as a convenient punctuation mark in the 

politics of Egypt and the Gulf states, rather than a clear cessation of the patterns examined in this 

thesis. 
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Finally, one other anomaly must be noted. Yemen is not included in the analysis, despite 

being an Arab state on the Arabian Peninsula, albeit not in the GCC. Yemen has been the site of a 

devastating civil war since 2015, in which all the GCC states are intimately involved (Oman, 

although not part of the Saudi-led coalition, has run intelligence and border security operations in 

Yemen). These relationships are not always cooperative: Qatar has withdrawn since the crisis in 

2017, while the UAE and Saudi Arabia have supported different armed groups. Yemen has very 

different cybersecurity issues, as it is the site of extensive intelligence operations for the coalition 

and their partners in the UK and US, as well as US special forces operations and the actions of 

Iranian-supported militias.149 The suffering due to war, famine and disease in Yemen raises entirely 

different questions to those considered here. 

In sum, this section has established that a regional approach to cybersecurity is possible and 

suggested that Egypt and the Gulf states form a region in cybersecurity according to an understanding 

of regionalism that focuses on regional-level processes and features, rather than the creation of a 

regional security complex or state-based security community. These cybersecurity-specific regional 

factors, explored later in this chapter and in Chapter 4, justify the regional approach to moral 

manoeuvres in Part 2.  

 

3.2 Intra-regional differences 

 

Although we can consider Egypt and the Gulf states as a region for cybersecurity, this does 

not imply that such a configuration would be apt for all issue areas, or that these states are 

homogeneous in their political and social developments. Of course, Egypt and the six GCC states 

each have varied histories, economies, and societies. The scope of this thesis does not permit more 

than a brief consideration of the wider history and context of the region, and it cannot do justice to 

the complexities of the individual states and peoples. In this section, I consider four differences: first, 

state formation; second, communications technologies; third, human rights; and fourth, political 
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developments 2011-2017. These differences are essential to the thesis argument, as the cluster of 

values around an expansive definition of national security which features in Part 2 can be understood 

only in light of the individual socio-technological context and historical position of each state.  

 

3.2.1 State formation 

 

The political systems of Egypt and the Gulf states have been partly determined by their 

varied paths into the modern international system over the last two centuries. Egypt experienced both 

British and French colonial influence, as commercial competition between the two colonial powers 

preceded British occupation in 1882.150 The extensive control of British officials over state decisions 

(the ‘veiled protectorate’) was followed by the formal declaration of a protectorate in 1914 and 

continued exercise of British influence in a turbulent political scene following the 1919 revolution.151 

Although Egypt officially became independent in the Anglo-Egyptian Treaty of 1936, it was re-

occupied by Allied forces during World War II. After the deposition of King Farouk in 1952 by a 

group of military officers including then-Lieutenant-Colonel and later President Gamal ʿAbdel 

Nasser, the latter pursued a policy of pan-Arabism with divisive effects for the wider region.152 Egypt 

held a key strategic position in the Cold War, as a prized ally first of the Soviet Union and then the 

US, as well as playing a decisive role in the Arab-Israeli conflict.153 Throughout this period, the 

Muslim Brotherhood (formed by Hassan Al-Banna in 1929) created a fissure in Egyptian politics 

over political Islam, with periodic repression under Nasser and relative freedom under his successor 

in 1970, President Anwar Sadat.154  
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Sadat’s ‘infitah’ in the 1970s opened the Egyptian economy to foreign investment, aiming 

to ameliorate Egypt’s longstanding structural economic problems and extensive poverty in its large 

population (around 90 million in 2018).  Following the assassination of Sadat in 1981, the new 

President Hosni Mubarak won multiple elections with significant levels of popular support, but these 

elections were also criticised for their procedural irregularity and coercive tactics by Mubarak’s 

National Democratic Party. Egypt remained a target for international development, and Mubarak’s 

cooperation with the US in security and defence was rewarded with several substantial US aid 

programmes.155 This aid and foreign investment was distributed among senior state officials and 

favoured business partners in what has been referred to as ‘crony capitalism’.156 Overall, the 

Egyptian political system has been characterised by military-affiliated authoritarian leaders within 

an energetic parliamentary system with limited independence.157 

The path of the Gulf states into the modern international system was very different to that of 

Egypt. British colonial policy in the Gulf was to ‘uphold the independence’ of the ruling families, 

but ensure that British influence ‘remained supreme’,158 and treaties to guarantee the safety of British 

shipping to India were signed with the littoral states (hence the ‘Trucial’ states) throughout the 

nineteenth century.159 This sea trade built on longer histories of port cities in the Gulf as cosmopolitan 

entrepôts.160 Saudi Arabia has a distinct history within the Gulf.161 Throughout the first half of the 

twentieth century, ʿ Abdulaziz Al-Saud (known as Ibn Saud) expanded his territory in central Arabian 

peninsula (the Najd) with the cooperation of clerics following the Islamic teachings of Muhammad 

Al-Wahhab, as well as the co-option of an armed tribal force of the Ikhwan (‘brotherhood’), and 
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British consent.162 Ibn Saud formally established the state of Saudi Arabia in 1932, although, for 

Saudi historians, this is officially the third Saudi state, as earlier attempts to unify the Arabian 

peninsula under Saudi ancestors in the eighteenth and nineteenth centuries failed due to internal 

opposition and Ottoman military intervention.163 The retreat of British imperial power after World 

War II precipitated a late wave of state formation: the Al-Sabah of Kuwait declared independence in 

1961, while the ruling families north of Oman formed the states of the United Arab Emirates (chiefly 

Al-Nahyan in Abu Dhabi and Al-Maktoum in Dubai), Qatar (Al-Thani) and Bahrain (Al-Khalifa) in 

1971 following official British withdrawal. Sultan Qaboos of Oman came to power after a British-

organised coup against his father in 1970, and the suppression of a rebellion in Dhofar, the southern 

province bordering Yemen, between 1970 and 1977.164 

These states are all much smaller than Egypt, some drastically so, with populations of around 

30 million in Saudi Arabia and less than 3 million in Qatar. Their population and infrastructure grew 

rapidly after the discovery of oil and gas reserves across the Persian Gulf and Arabian Peninsula, 

with multinational companies and high levels of migrant labour affecting both economy and 

society.165 The GCC economic model has been described as ‘rentier state’, in which citizens (a 

narrow definition tied to the male line of descent) receive many benefits from extractives revenue.166 

However, this model has been challenged by analyses that demonstrate the continuing economic 

importance of the private sector and state bureaucracies.167 Overall, the GCC states have neo-

patrimonial systems of monarchical government, in which male members of the ruling family control 

key government departments and maintain influence in many private sector organisations. The 
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degree of consultation in government differs across the GCC: Kuwait has a relatively independent 

parliament, and Bahrain has had several interrupted periods of parliamentary government.168 There 

are less powerful bodies elsewhere in the Gulf, including consultative councils or assemblies in 

Oman, UAE, Qatar, and Saudi Arabia. Leadership is based partly on co-option of potential threats, 

and partly on narratives that associate leaders with state creation, tribal authority, and Islam.169 

Internationally, GCC capital is very influential, and their sovereign wealth funds and expatriates play 

an important part in many world economies. For some, the UAE especially, liberalised city-states 

have provided a haven for global capital.170 All the oil states have used their productive capacity 

strategically as members of the Organisation for Petroleum Exporting Countries, most visibly around 

the Arab-Israeli war in October 1973 (often simplistically described as an ‘oil weapon’).171 Oil 

wealth has also been the basis of massive arms sales to guarantee Gulf security, especially after the 

1990-91 Gulf war.  

In sum, these differing paths of state formation have led to both an expansive definition of 

national security shared across these states and variations in this definition for particular industries, 

organisations and elite groups.  

 

3.2.2 Communications technologies 

 

Modern communications technologies have drastically transformed this region. Egypt’s 

strategic use of communications technologies is commonly illustrated by the use of regional radio to 

promote Nasser’s policy of pan-Arabism in the 1950s and 1960s. Much later, the establishment of 
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Egypt’s first internet connection in 1993 was due to a few charismatic individuals and a small, well-

educated agency outside central government.172 Internet penetration was very low outside Cairo and 

Alexandria, and internet access became a core development item.173 As with previous technologies, 

this was both a blessing and a curse: the attention of international businesses, consultancies and 

agencies often benefited themselves as much as or more than their targets, creating what has been 

termed ‘asymmetrical development’ of the internet.174 The development of the internet in Egypt has 

had significant effects not just on its ability to attract global economic interest, but also on the self-

image of Egyptians themselves in forming new social movements, both explicitly political and in 

other arenas.175 

The Gulf states installed their first internet connections in the mid-1990s, with national 

agencies in charge.176 Initially, these connections were provided by satellite, and endpoints were in 

university departments and hospitals who wanted connectivity with their international research 

partners. Major undersea cables in 1998 and 1999 provided wider connectivity and were funded by 

national and multinational telecoms companies. The introduction of these technologies changed the 

way people in these states interacted, especially over gender and social divides. This included the 

internet cafe, where domestic pressures were relieved, and later the internet-enabled mobile phone 

(although camera-enabled mobiles again attracted an attempted ban by the Saudi government in 

2002).177 Internet penetration rates for the Gulf were consistently the highest in the region, and the 

Gulf states all took steps towards e-government in the new millennium. 
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The treatment of new communications technologies must be considered in the context of 

information control and censorship.178 Censorship was extensive in most Arab countries in the latter 

half of the twentieth century. It was both official and informal, external and self-imposed, and 

applying to both media and wider public spheres.179 State ownership of the media enabled direct and 

immediate control, supported by broad laws capturing many kinds of critical speech.180 While 

Kuwait had an early open press, the other Gulf states remained ‘loyalist’, to use Rugh’s term.181 

Responses varied widely to the introduction of new communications technologies in the 1990s. 

While Saudi Arabia banned satellite dishes and selectively confiscated signal decoders from citizens 

for companies that broadcast critical programmes, the UAE adopted an ‘open-skies’ approach and 

proclaimed a policy promoting freedom of expression (although its practice did not match these 

claims).182 The watershed moment for censorship was the 1991 Gulf War, which was entirely absent 

from most national broadcasters in the Gulf states. The only coverage was provided by the US 

channel Cable News Network (CNN) and widely watched. Qatar then modelled on CNN the 

pathbreaking current affairs channel Al-Jazeera, leading to a range of professionally packaged media 

initiatives across the Gulf, especially in Saudi Arabia.183 The Gulf states also exercised significant 

influence on media production in neighbouring states, due to the revenues media companies in those 

states collected from viewers in the Gulf. Finally, Saudi Arabia and other Gulf states used the 

difference between placid local media and aggressive state-supported foreign channels to project 

regional standing and maintain domestic narratives of authority.184  
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This censorship is both a product of and a factor in sustaining the expansive definition of 

national security above. Generally, state control of the media has continued through internet filtering 

and censorship,185 despite the potential of internet access to increase political participation and public 

spheres.186 Government organisations in all these states have been labelled as ‘enemies of the 

internet’ by Reporters without Borders.187 Early censorship was often obvious, with an option to 

report unsuitable content; a measure that was designed to placate conservative sections of the 

population. However, people responded to filtering by finding ways around it, through foreign 

providers, proxies, and frequent changes to web addresses. 

The Gulf states in particular were nonetheless open to the internet as an economic driver, 

being, in Howard’s phrase, “wired for business, but not politics”.188 For example, in Saudi Arabia 

the internet was not publicly available for five years after the first institutional connections and was 

only permitted after the government-run King ʿAbdulaziz City for Science and Technology 

(KACST) assumed responsibility for policing content. KACST and similar agencies in the other Gulf 

states purchased a range of US-produced internet filtering software, designed for corporations to 

monitor their employees or families to monitor children, and adapted it to the task of national 

filtering.189 Saudi Arabia held an open competition for renewing this contract in 2001, and the US 

companies competing for this contract – Secure Computing, later owned by McAfee and Intel, and 

Websense, later owned by Raytheon – were still supplying the region when the media focus returned 

in 2011. These diverse histories of filtering and censorship play a key role in the moral manoeuvres 

of alignment and manipulation in Part 2. 
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3.2.3 Human rights 

 

Egypt and the Gulf states have consistently participated in regional and international human 

rights bodies, Saudi Arabia’s abstention from the original 1948 Declaration of Human Rights 

notwithstanding. Civil and political rights were given international legal force following the 

International Covenant on Civil and Political Rights (1976), which was ratified by Egypt, Kuwait 

and Bahrain in 1982, 1996 and 2006 respectively, but not signed or ratified by Saudi Arabia, Oman, 

Qatar, or the UAE. Nonetheless, these rights are part of customary international law, to which these 

states are bound. The right prohibiting torture and mistreatment was specifically enshrined by the 

Convention Against Torture (1987), ratified by Egypt and all Gulf states other than Oman.190 

In the region, there was a notable attempt to “adopt a pose of human rights with no real 

sympathy”, as Mayer describes the Universal Islamic Declaration of Human Rights in 1981.191 Later 

symbolic declarations of commitment to human rights include those by the OIC (1990), the LAS 

(2004),192 and most recently the Gulf Cooperation Council (2014). The UN Human Rights Council, 

formed in 2006, has included Egypt and all the Gulf states other than Oman on three-year rotating 

chairs. The Council was formed after an earlier version, also including Egypt, Saudi Arabia, and 

Qatar, was criticised for the inclusion of states with poor human rights records.193 However, such 

criticisms continue: Saudi Arabia’s seat was secured in part due to alleged vote-trading with the 

UK,194 and it has also reportedly used its funding of the council to prevent UN criticism of its military 

action in Yemen on human rights grounds.195 Domestically, these governments have also funded 

national human rights organisations that do not publicise violations identified by independent 
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bodies.196 A good example of the conflict over human rights in the region is the Bahraini Commission 

of Independent Inquiry, formed to investigate human rights violations committed by the Bahraini 

government in 2011.197 As it developed, multiple contradictions emerged between claims by NGOs 

and the chair of the inquiry that its recommendations had not been implemented on the one hand, 

and claims by the Bahraini, UK and US governments that these recommendations had either been 

implemented fully or demonstrated sufficient reform on the other.198  

Communications technologies have been a battleground and tool in the intense conflict over 

human rights. Journalists have been pressured, imprisoned and killed,199 while ‘Western’ technology 

companies have struggled between their identity as providers of ‘technologies of liberation’ and their 

governments’ security alliances with these states.200 

Overall, these governments are judged as having low levels of adherence to certain key 

human rights, thereby creating a substantial moral distance between them and their predominantly 

Western human rights observers.201 Scholars have explored a number of reasons for the extent of 

human rights violations in this region, including the incompatibility of Islam with the liberal ideas 

usually associated with human rights.202 Others have critiqued ‘cultural relativist’ approaches which 

explain a supposed lack of engagement with human rights based on essentialist notions of religious 
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or cultural tradition.203 Despite this, genuine human rights movements have also developed in these 

countries over the last century in Egypt, and more recently in the Gulf states.204 Although these states 

do not have equivalent approaches to human rights – far from it – I make only the weaker claim that 

they are all the site of significant human rights violations. The association of these violations with 

surveillance technologies as a cybersecurity issue is the moral manoeuvre of alignment, detailed in 

Chapter 6. 

 

3.2.4 Political developments 2011-2017 

 

All four moral manoeuvres in part 2 were performed in the context of significant political 

change from 2011 to 2017. The Egyptian revolution of January 2011, at the start of this period, is 

often described as a ‘Facebook revolution’, highlighting the perceived effects of social media on 

state power.205 The Egyptian government shut down internet access altogether in January 2011 

following mass protests.206 Although this process is not as simple as it has been described – as a ‘kill 

switch’, considered in Chapter 9 – it was remarkably effective in the short term and lasted for five 

days, before a combination of popular anger and elite disassociation forced the resignation of 

President Mubarak.207 Following Mubarak’s resignation, the Supreme Council of the Armed Forced 

(SCAF) took power for just over a year until the election of Muslim Brotherhood-affiliated 
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Muhammad Morsi, who ruled in an equally partisan manner, inverting the previous regime’s anti-

Brotherhood stance. 

Continued protests and mass dissatisfaction with Morsi’s rule emboldened the armed forces 

to step in again in July 2013. Defence minister ʿAbdel Fattah Al-Sisi suspended the constitution and 

removed Morsi from power, initiating violent repression of Morsi supporters and the Muslim 

Brotherhood more widely, including a massacre of at least 700 individuals at Rabiʿa Al-ʿadawiyya 

Square in Cairo in August 2013. Following an interim government, Al-Sisi was elected President in 

May 2014 in disputed and boycotted elections.208 After the events of 2013 an Islamist insurgency in 

the Sinai Peninsula swelled, with thousands of casualties and an attack against a Russian passenger 

plane in October 2015. Egypt remained in a dire financial position throughout the period studied, 

with a currency flotation in late 2016 devaluing the Egyptian pound by half.  

In the GCC states, Arab Spring protests were also coordinated on social media.209 All GCC 

states including Oman subsequently increased violent security activities, especially in the Shia 

provinces in Saudi Arabia.210 They also made sudden nationwide gifts, raising the level of state 

provision in order to mute dissatisfaction. The Gulf states’ response to the Arab Spring was as much 

external as internal. Gulf states were involved in funding and equipping various groups in Syria and 

Libya, while Saudi Arabia also provided military support to Bahrain during the 2011 protests. The 

response of GCC states to the pressures of the Arab Spring was therefore dynamic and multifaceted. 

In Saudi Arabia, this dynamism accelerated after King Salman succeeded King ʿAbdullah after the 

latter’s death in 2014. King Salman’s son Muhammad bin Salman, the Crown Prince since June 

2017, has undertaken extensive social reforms and championed new economic plans on the one hand, 

while consolidating his power through mass arrests of elites accused of ‘corruption’ and the 

imprisonment of Islamic moderates and activists.  
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This active foreign policy was reflected in GCC relations with Egypt after the 2011 

revolution. Egypt received large loans from Qatar during the Muslim Brotherhood premiership, after 

detailed coverage of the revolution by Qatari broadcaster Al-Jazeera. After the return of the military 

to power in Egypt in 2013, financial support came from UAE and Saudi Arabia, rather than Qatar. 

The latter transfers were partly in return for agreeing to transfer sovereignty of two islands to Saudi 

Arabia. Leaked recordings from Egyptian politicians indicate that President Al-Sisi was acutely 

aware of this economic disadvantage, with one remark suggesting that his Gulf partners had “money 

like rice”.211 However, both domestic and foreign policies of the Gulf states were put under serious 

pressure by the dramatic collapse in the price of oil in 2014. 

Finally, the ostracisation of Qatar in 2017 exacerbated existing tensions between the Gulf 

states. The boycott was the culmination of a long cycle of dispute and reconciliation between Qatar 

and its neighbours, including the temporary withdrawal of ambassadors by Saudi Arabia, the UAE, 

and Bahrain from Doha in 2014. The action split families across the Gulf, leading to accusations of 

human rights violations. Its general justification was Qatar's support for 'terrorism', defined broadly 

to include backing for opposition groups elsewhere in the region, such as the Muslim Brotherhood, 

through such tools as Al-Jazeera. However, more proximate triggers included the increasingly close 

alignment between Muhammad bin Salman and the crown prince of Abu Dhabi, Muhammad bin 

Zayed, who long opposed Qatar's links with the Muslim Brotherhood; and the apparent backing, in 

his visit to Riyadh in May, of US President Donald Trump, who tweeted his support for the quartet 

the day after the boycott.  

The Qatar crisis highlights the shifting political alliances in the region during the period 

analysed by this thesis, as Egypt and the Gulf states adopted neither their accustomed national roles 

in the broader Middle East nor maintained regional groupings institutionalised in the post-Cold War 

environment. Overall, the four intra-regional differences considered in this section are crucial to the 

four moral manoeuvres detailed in Part 2. Most importantly, they mean that the moral manoeuvre of 

appropriation performed by these states changes depending on its national context, as the cluster of 
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values around an expansive definition of national security is constructed from both these individual 

national contexts and the broader patterns across these states noted in this section.  

 

3.3 Cybersecurity governance 

 

The hybrid position of Egypt and the Gulf states in international internet governance, and its 

subfield, international cybersecurity governance, is one of two reasons for their treatment together 

as a cybersecurity region in this thesis (the other, a transnational professional community, is analysed 

in the next chapter). This hybrid position creates contradictions exacerbated by the four moral 

manoeuvres detailed in Part 2. This section investigates internet governance structures across Egypt 

and the Gulf states.  It uses interviews with cybersecurity professionals who are part of the regional 

expert community, and the circumstances of the interviews will be detailed in the next chapter. 

Internet governance is often described as a binary choice between liberal ‘multistakeholder’ 

views, in which government, civil society, and businesses all participate, and authoritarian desires 

for larger state sovereignty and governmental control of information flows across national borders 

(cyber sovereignty).212 In fact, this picture is much more complex, with a variety of approaches to 

internet governance in both camps.213 For example, Carr highlights how multistakeholder 

governance masks the exercise of state power, especially regarding the diminished role of civil 

society groups in decision-making rather than deliberative fora; what she terms ‘power plays’.214 On 

the other side of the coin, Cornish has shown how the Chinese approach to digital sovereignty is in 

fact much more nuanced than simple blanket control.215 
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Taking this argument further, Raymond and DeNardis have argued that what they call 

‘multistakeholderism’ as a method of global governance is heterogeneous and inchoate, as 

administrative and regulatory bodies are routinely captured by specific coalitions of both public and 

private sector actors.216 Instead, they identify five overlapping ‘sets of procedural rules’ for internet 

governance: the liberal (“OECD”) view, the authoritarian (“Shanghai Cooperation Organisation”) 

view, a G77 postcolonial view, and technical and corporate views. The argument of this section is 

that Egypt and the Gulf states take a hybrid position in the simpler bipolar model; however, a similar 

argument could be made for the same states regarding Raymond and DeNardis’ fivefold model, and 

I identify technocratic and postcolonial rhetoric where it occurs in the following analysis.  

The first of these states to engage in international internet governance was Egypt. Egypt 

participated extensively in early internet governance, presenting itself as a leader in both the Arab 

world and the developing world more widely. Egyptian delegations were active in both iterations of 

the World Summit for the Information Society (WSIS), a landmark event in attempts to develop a 

framework of global internet governance, in 2003 and 2005. President Mubarak gave a keynote 

speech at the 2003 WSIS summit in Geneva that captured the overall tone of the summit towards 

new technologies:  

The effects of ICT revolution should not be limited exclusively to achieving economic 

and developmental gains. It should be extended to strengthening political, social and 

cultural links among nations; to bringing about world peace based on justice, equality, 

and respect of international legitimacy; to supporting national efforts towards more 

freedom, democracy, and respect of human rights. All this should be achieved within a 

framework that respects national identity and maintains the diversification of 

particularities, religions, and cultures as key components for cooperation and 

integration among civilisations.217 

 

The domestic context of this speech is important. This was a period of relative freedom in 

Egypt, where Mubarak was politically and financially able to appeal to several divergent 

constituencies, although a massive military and security apparatus remained his main lever of power. 

Domestic and international observers saw expanding possibilities for democratisation in Egypt and 
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more widely in the Middle East, and so this address mirrored not only the contemporary optimistic 

view of the internet itself, but also the specific regional context. Moreover, these summits had a long-

term discursive effect: human rights would remain part of the broader repertoire of cybersecurity 

through the rights-based views of government threats to individual privacy and freedom of 

expression examined in Part 2. 

The summit also had a more prosaic long-term influence. It was attended mainly by telecoms 

ministries, because it was organised by the International Telecommunications Union (ITU), which 

has provided global telecommunications (originally telegraph) standards since 1865. Egypt 

originally created a Ministry for Communications and Information Technology (MCIT) in 1999, 

while between 2000 and 2004 Egypt and all GCC states except for Kuwait created regulatory 

agencies for telecoms. The responsibility for internet governance and what would become 

cybersecurity lay with telecoms agencies in the first instance.218 This meant that early cybersecurity 

governance was technocratic, focused on aligning standards and enabling business. In this early 

period, cybersecurity – often under different labels, such as ‘information assurance’ - was not a key 

site of political contest, partly due to this technocratic appearance. However, this relative lack of 

political salience, and the core role of telecommunications agencies, would soon be challenged in 

both Egypt and the GCC, and is explored in Chapter 7. 

After WSIS, Egypt continued to participate extensively in bilateral and regulatory activities 

in internet governance. A delegation from Egypt visited the US Department of Commerce in 2005 

to discuss the development of a cybersecurity framework with US government agencies and private 

sector.219 In 2008, Cairo hosted the annual summit of the Internet Corporation for Assigned Names 

and Numbers (ICANN), which has a crucial role in internet governance,220 as a backup for Kenya’s 
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original offer to host.221 At this meeting, Tarek Kamel, then telecommunications minister, stressed 

that this demonstrated Egypt’s long-term involvement in internet governance processes, reinforcing 

its international image as an active member of the global internet governance community.222 

The ITU also increased its focus on cybersecurity in this period. The ITU first officially 

included cybersecurity in its remit through the International Multilateral Partnership Against Cyber 

Threats (IMPACT), created with Malaysian funding and physical location in 2008.223 The original 

proposal, made in Texas in 2006, was for a speculative partnership against cyber terrorism, joining 

the international attention and finance provided by the global war on terror.224 IMPACT was then 

named the official ITU ‘executing arm’ for cybersecurity in 2011.  

ITU IMPACT was ostensibly separate from the ITU Arab region head office, which was based 

in Cairo from 2010 and which still saw WSIS as the guide for their role in bringing cybersecurity to 

the region. An interviewee with extensive experience of the Cairo office emphasised this point, 

claiming that: “at ITU we are implementing WSIS2. We are building trust and competence. We have 

a cybersecurity division, and a regional office in the Arab Region, so the Arab region has been aware 

[of cybersecurity] for 8 years” (I-57). Another interviewee noted that the regional and the head office 

were significantly different in terms of their technical roles: “You have to distinguish ITU in Geneva 

from the Regional Office. The latter is capacity building, technical ability is more in the HQ” (I-32). 

The ITU itself is thus subject to the regionalising processes noted in the first section of this chapter. 

In this case, the regional branch of the ITU is an intermediary between national and international 

structures, tasked with implementation of global agreements but without the technical capacity 

necessary to do so.  

The first interviewee above observed that their task was complicated by the turbulent political 

situation in the Middle East even before the Arab Spring, claiming that “cybersecurity is a priority 

in the region, but since there is no stability it is difficult” (I-57). Events at the 4th Internet Governance 
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Forum (IGF) in Sharm Al-Sheikh in 2009 illustrate this point. At the IGF, the OpenNet Initiative 

(ONI) organised a publicity stand for a book about global censorship, Access Controlled, with a 

contribution from the cybersecurity scholar Ronald Deibert noted in the previous chapter. However, 

they were forced to dismantle it by security guards and the IGF officials themselves after a complaint 

from the Chinese delegation. As Deibert and his colleagues later recounted: 

The now-infamous IGF [ONI] book reception illustrates in one instance the current state 

of cyberspace contestation. Rather than overt censorship, a member state [China] 

pressures UN officials at the IGF to remove a poster that alludes to practices (in this 

case, technical censorship) they would prefer not be mentioned. Meanwhile China is 

engaging in a forthright campaign to neutralize the IGF, pushing instead for Internet 

governance to be moved to a more state-exclusive forum. Perhaps not surprisingly, the 

IGF president seems loath to annoy the member state, perhaps for fear of stirring up yet 

more animosity toward the IGF. But the quiet show of authority does not go 

unchallenged - documented by dozens of social-media-enabled activists and attendees, 

accounts of the event ripple outward to become a media storm.225   

 

Deibert’s comments illustrate the two competing paradigms of internet governance outlined 

above, and the limits placed on civil society organisations in both these paradigms. Furthermore, the 

summary document of this IGF summit signalled the emergence of cybersecurity as a political 

resource in internet governance, with the anodyne statement that “cybercrime and cybersecurity were 

noted as key issues by all participants” indicating that the two terms have significant political 

capital.226 Differences in interpretation appeared in the detailed discussions, as “in the discussion on 

cybercrime, it was mentioned that in trying to protect people some were trying to control everything: 

to gather more data, and to get information about everything that was done online”.227 This 

contradiction would be widened by the moral manoeuvre of appropriation analysed in Chapter 7. 

Although this was a global event, the domestic political situation in Egypt was again a vital 

backdrop. Sherif Hashem, then head of the Egyptian national cybersecurity response team and an 

influential figure in regional cybersecurity, spoke at the summit of “the challenges in trying to find 

the right balance for society and made reference to the Egyptian experience”.228 These guarded 
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comments encompassed a significant tightening of the political environment in the years since the 

first internet summit in 2003. Specifically, large protests in 2005 and on 6 April 2008 had been 

suppressed brutally by security forces (the 6th April movement, named after this protest, would 

become a key campaign group after the January 2011 revolution). Hashem’s comments show that 

Egyptian officials were keen to emphasise publicly a ‘balance’ between cyber sovereignty and the 

multistakeholder model despite securitised and confrontational domestic politics. Egypt’s hybrid 

position here is both designed for international consumption and inculcated by a history of 

involvement in these governance processes as a non-Western state seeking increased technological 

opportunities. It embodies the contradictions exacerbated by the intra-governmental struggles 

detailed in Chapter 7. 

In contrast to Egypt, the GCC states were not active internationally in cybersecurity 

governance until 2011, when the role of social media and information technologies became a hotly 

contested topic around the Arab Spring. In this politically charged environment, the GCC states are 

often simply described as opposing the multistakeholder model of internet governance, due to events 

at the World Congress on Information Technology (WCIT) in December 2012 in Dubai. At this 

conference, a motion was proposed for the ITU to take responsibility for the naming and numbering 

functions of the internet from ICANN, as well as implementing various internet security measures 

through state level regulation. The initial verbal proposal was made by the UAE and supported by 

Bahrain, Saudi Arabia, Oman, Russia and Iraq, and a written version was signed by the UAE and 

Saudi Arabia along with Russia, China, Algeria and Sudan.229 The proposal was widely represented 

in Western media as a power-grab by authoritarian regimes.230 It is likely that domestic security 

concerns partly motivated this proposal, given the theme of the other regulatory standards discussed 

at the summit.231 However, this proposal was also framed as a means to ‘correct historical 
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imbalances’ and ‘US dominance’, illustrating the relevance of colonial legacies in internet 

governance more widely and the complexity of the GCC’s hybrid position.232  

Egypt again had a contradictory position at the 2012 WCIT summit, indicating its hybrid 

position between the two poles of internet governance. Egypt was named on the draft proposal above, 

but immediately denied that they had supported it. The Egyptian delegation then stated that “Egypt 

has always supported and will continue to support the concepts of free Internet and has exerted all 

efforts to develop the Internet and its wide spread among its citizens.  Content regulation and 

censorship are not within the scope of ITRs [International Telecommunications Regulations].”233 

Egypt’s inconsistent approach at WCIT mirrors its domestic struggles after the 2011 revolution, as 

the Morsi government elected earlier in 2012 was increasingly losing control and support, divided 

between its core Islamist power base and those who espoused the liberal modes of governance 

captured in the statement above. As will be detailed in Chapter 7, a clear stance on cybersecurity did 

not appear in Egypt until after the military coup in June 2013.  

What is often missed in polarised accounts of WCIT – especially putting the Gulf states simply 

in the authoritarian camp - is that the ITU is also a site of continual regional contest outside high-

profile summits, centrally including the GCC states. Saudi Arabia provides high levels of funding 

for the ITU – half that of the US, but a similar amount to Russia and China – likely seeking influence 

over the organisation through these payments.234 However, throughout 2012 the ITU held 

negotiations with the Omani government, which agreed to pay $2 million for the first ‘Arab Region 

Cybersecurity Centre’ in Muscat, launched officially in March 2013.235 During this negotiation, the 

first regional ITU cybersecurity drill was held in Jordan in July 2012, before the Oman centre was 

established.236 The next drill was held in October 2013 - but described by the Omani press as the first 
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one in the region, suggesting that they had been competing with Jordan to attract ITU attention.237 

(Later drills were held in Egypt in 2015 and in Qatar in 2017.) Following the creation of the ITU 

Regional Centre, Oman was ranked third in the ITU’s 2014 ‘cybersecurity readiness index’.238 

Overall, GCC support of the ITU at WCIT was thus not simply a sudden ‘power-grab’ for increased 

surveillance, but a move to support the ITU within a wider context of financial ties and regional 

competition. 

Two other elements of international cybersecurity governance under the United Nations 

contribute to the hybrid position of Egypt and the GCC states. The first was a Group of Governmental 

Experts (GGE), created in response to a Russian request for state cooperation in 1998 on information 

security. Egypt was part of the 4th and 5th GGEs; as detailed in Chapter 2, the latter produced a key 

report in 2015 stating that offensive actions in cyberspace should obey international law. However, 

the GGE process itself collapsed in June 2017 over differences in the applicability of international 

law in cyberspace.239 In this group, Egypt was directly between the two opposed versions of internet 

governance promoted by the cyber ‘great powers’. 

The other international grouping relevant to cybersecurity governance in this region is the 

GCC itself. However, this involvement has been minimal. The only direct GCC-level contribution 

in cybersecurity is a joint GCC computer emergency response team (CERT) established in 2006. 

This lack of cooperation persists despite external encouragement from key security allies. For 

example, there was a cyber working group with the US in mid-2015,240 and the US has held annual 

discussions on cybersecurity with military representatives through a Central Region Cybersecurity 

conference involving all seven states in this thesis, as well as Lebanon and Afghanistan, from 2010 

onwards.241 The US and its multistakeholder allies do not openly chastise the GCC for their 

opposition to multistakeholder proposals, as they do for Russia and China, but instead work with 
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them closely on military and security issues including cybersecurity. The extent of US and European 

support is a fundamental aspect of these states’ hybrid position in cybersecurity governance. 

Finally, formal GCC-level structures are often token gestures, and the only GCC meeting to 

explicitly focus on cybersecurity is a good example. The first meeting of the GCC “permanent 

committee for cybersecurity” (lajnat al-daʾima lil-ʾamn al-sibrani) was held in Abu Dhabi in 

February 2017, by the GCC Police Agency. The UAE media characterised this as a response to “a 

permanent state of active war in cyberspace with sides that target them electronically, chiefly Iran” 

(halatu harb istibaqiyya wa mubashira fi al-fidaʾ al-sibrani maʿa al-jihat alati tastahdifuha 

ʾiliktrunian, wa ʿala raʾasiha ʾiran), but also including terrorists such as Islamic State.242 However, 

participants merely paid lip service to exchanging expertise and experience and securing information 

between the GCC. This is an echo of statements made five years earlier in a well-publicised GCC 

security agreement that also promised information sharing through digital means.243 However, as 

detailed above, four months after this meeting, Qatar was ostracised completely by Egypt, Bahrain, 

Saudi Arabia and the UAE, and the GCC as an organisation became effectively dormant, including 

in cybersecurity. 

In sum, the international landscape in which cybersecurity emerged was one of diverse 

positions and deep contest, both in the open at key summits and through lower level financial and 

discursive powers. Although both poles of internet governance were clearly influential in shaping 

the policies of Egypt and the GCC states, these states did not fit simply into either camp. Instead, 

Egypt and the Gulf states occupy a hybrid position in international governance, with support from 

multistakeholder proponents and participation in moves to enhance cyber sovereignty with Russia 

and China. The extent of struggle over and variation in the values relevant to cybersecurity is 

plausibly higher in Egypt and the Gulf states than elsewhere because they occupy this hybrid 

                                                                
242 Staff Report, ‘Inʿaqada ʾawl Ijtimaʿa Lilajnat Alkhalijiyyat Lilʾamn Al-Sibrani Bilʾimarat [The Gulf 

Committee for Cybersecurity Held Its First Meeting in the Emirates]’, Al-Khalij, 10 February 2017, 
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243 Habib Toumi, ‘GCC Ministers Sign Major Security Agreement’, GulfNews, 12 November 2012, 
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position. This region is thus an important site in which to examine value struggles in cybersecurity, 

and I argue in Part 2 that these are best captured by the concept of moral manoeuvres.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



75 

 

Chapter 4: Experts 

 

This chapter analyses the professional cybersecurity community in Egypt and the Gulf states. 

This community is central to the thesis argument, as it is a second key reason for examining Egypt 

and the Gulf states together as a single region in cybersecurity. It is also the site of the empirical 

research of this thesis, conducted in 2016 and 2017. This includes interviews with and participant 

observation of the regional expert community, accessed initially through cybersecurity conferences. 

All four moral manoeuvres examined by this thesis have expertise at their core, as experts alter issue-

specific technical claims and wider values and renegotiate the relationship between them. 

This study builds on work in Middle East studies examining the role of professional 

industries in the region. These works highlight that, especially in the ‘late rentier’ GCC states, some 

previously bloated and stereotypically lethargic state bureaucracies become professionalised and 

represent ‘islands of competence’ in a redistributive programme of state employment.244 This is in 

part due to the exposure of these states to global business practices that privilege technocratic and 

solution-oriented approaches over political or social debate,245 and more specifically due to the high 

levels of education required for the competitive environment of cybersecurity, where there is a 

longstanding ‘skills gap’ worldwide. 

This chapter is structured as follows. The first section details the rise of cybersecurity 

conferences across Egypt and the Gulf states. The second section provides an overview of the 

research methods used to access the cybersecurity professional community, and where they appear 

in the empirical chapters to follow. The third section details the characteristics of the community 

itself.  

                                                                
244 Matthew Gray, ‘A Theory of “Late Rentierism” in the Arab States of the Gulf’, Center for International 

and Regional Studies, Georgetown University Occasional Paper (2011); F. Gregory III Gause, ‘Oil and 

Political Mobilization in Saudi Arabia’, in Saudi Arabia in Transition: Insights on Social, Political, Economic 

and Religious Change, ed. Bernard Haykel, Thomas Hegghammer, and Stéphane Lacroix (New York, NY: 

Cambridge University Press, 2015), p.15. 
245 Steffen Hertog, Giacomo Luciani, and Marc Valeri, eds., Business Politics in the Middle East (London: 

Hurst, 2013). 
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4.1 Cybersecurity conferences 

 

I accessed the cybersecurity community initially through conferences. Using open sources, 

I first built a dataset of 165 cybersecurity conferences in Egypt and the Gulf states between 2007 and 

2016. The rise in these conferences was substantial, from 2 in 2007 to 28 in 2016, as in Figure 1. 

 

Figure 1: Cybersecurity conferences in Egypt and the GCC 

 

The conferences were selected based on their topic being either ‘cybersecurity’ or a close 

cognate such as ‘digital security’, so larger technology and security conferences were excluded. The 

conferences include some predominantly hosted by cybersecurity vendors, others organised by 

professional cybersecurity events companies, and some with support from governments or 

international organisations. The average attendance, excluding one large outlier (GISEC, with 

around 4000 attendees) was around 200 people. 

Based on structured internet searches, I estimate that this sample covers around 95% of all 

public conferences.246 I examine the organisations sponsoring these conferences in detail in Chapter 

9. These conferences form the core of both the ‘Arab Region’ and the ‘Middle East’ insofar as these 

terms are used in cybersecurity. 

                                                                
246 The rise is probably illustrative of world trends, but I do not have space to demonstrate this here. 
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To understand the role of cybersecurity conferences in creating and maintaining a professional 

community and expert discourse – a key tenet of the thesis argument - it is instructive to compare 

cybersecurity conferences to similar situations. In a closely related context, Coleman has argued that 

‘hacker’ conferences embody a particular ‘lifeworld’, which is brought into being through hackers 

spending short, intense periods of time together focusing on their common passion. However, 

Coleman also detected differences in what she called the ‘moral economy’ of conferences: 

The differences between the American Psychiatric Association annual meetings, where 

doctors are dressed in suits and mill about during the day at San Francisco’s Moscone 

Center, retiring individually in the evening to a luxury San Francisco high-rise hotel 

after a nice dinner, and the outdoor festival held by European hackers, where bodies are 

clothed in tee-shirts and shorts (if that), and many participants can be found sleeping 

together under the stars of the night, are difficult to deny.247 

 

Despite their similar content to the hacker conferences described by Coleman – malware 

analysis, details of vulnerabilities, stories of famous hacks, and so on – cybersecurity conferences 

appear to have just as much in common with the drab medical gatherings to which she juxtaposes 

the hackers’ ‘ritual celebration’.  

Given these differences, another comparison is useful. Scholars have also conducted 

participant observation at trade fairs for security products (defence technologies, policing equipment, 

surveillance, and so on). 248 These fairs have a shared genealogy with the cybersecurity conferences 

I attended, in that some cybersecurity conferences in the Middle East are offshoots of larger defence 

and security fairs, and defence companies are central figures in the cybersecurity market. In an 

analysis of a long-running trade fair in the UK, Alexander argues that “these spaces are pivotal in 

the dissemination, propagation, and reformulation of changing attitudes towards security”, as they 

underpin the “logic of a particular mind-set regarding what it means to consume security as a 

commodity”.249 I use this theoretical lens to understand the role of cybersecurity conferences in this 

                                                                
247 Gabriella Coleman, ‘The Hacker Conference: A Ritual Condensation and Celebration of a Lifeworld’, 

Anthropological Quarterly 83, no. 1 (4 March 2010), p.67. 
248 James Alexander, ‘Promoting Security Imaginaries: An Analysis of the Market for Everyday Security 

Solutions’ (PhD Thesis, University of Manchester, 2014). 
249 Alexander, p.18. 
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region as places where cybersecurity is generated, performed, and reinforced for the community of 

professionals who participate in it. They are therefore a central part of the cybersecurity landscape.  

One of the methods I employed to access the cybersecurity professional community was 

participant observation at these conferences. Participant observation has been defined as “immersion 

in a community, a cohort, a locale, or a cluster of related subject positions”.250 Participant observation 

is closely associated with a commitment to ethnographic modes of social science research, which 

“chronicle aspects of lived experience and… place that experience in conversation with prevailing 

scholarly themes.”251  

Originally, participant observation was for a sustained time at one field site, although an 

increasingly common method is to use multiple sites, connected in a way that reflects the research 

design.252 As Howard describes in his study of digital democracy activists, conferences, although 

“occurring in sterile hotels… still represent key events full of important social interaction”.253 

Despite this potential, conferences are not a traditional ethnographic site, as they are short, happen 

infrequently, and move between different geographical locations. This has posed a methodological 

problem for anthropologists, who have conceptualised conferences and similar phenomena in several 

ways: as ‘transitory’ sites; as together forming a ‘multi-site’ ethnography, or as forming one 

geographically discontinuous site.254 There are benefits to all three conceptualisations, and I do not 

distinguish strictly between them. As I argue below, the key point for my purposes is that these 

conferences do not stand alone but form a cohesive professional community. 

I conducted participant observation of seven cybersecurity conferences in Egypt and the Gulf 

states. I used the conference dataset mentioned above to select the most influential conferences, 

based on the spread of their attendees, their reputation in the community, their organising bodies, the 

                                                                
250 Edward Schatz, ed., Political Ethnography: What Immersion Contributes to the Study of Power (Chicago: 

University of Chicago Press, 2009), p.5. 
251 Lisa Wedeen, ‘Reflections on Ethnographic Work in Political Science’, Annual Review of Political Science 

13, no. 1 (1 May 2010), p.257. 
252 Jan Kubik, ‘Ethnography of Politics’, in Political Ethnography: What Immersion Contributes to the Study 

of Power, ed. Edward Schatz (Chicago: University of Chicago Press, 2009). 
253 Philip N. Howard, ‘Network Ethnography and the Hypermedia Organization: New Media, New 

Organizations, New Methods’, New Media & Society 4, no. 4 (1 December 2002), p.561. 
254 Mark-Anthony Falzon, ed., Multi-Sited Ethnography: Theory, Praxis and Locality in Contemporary 

Research (London: Routledge, 2009). 
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length of time they had run for, and their presence in different states across the region. I participated 

in these conferences in Egypt, UAE, Oman, Saudi Arabia, Qatar and Bahrain in 2016 and early 2017. 

More prosaic research characteristics such as budget and time constraints also affected my choice. 

The seven conferences are in Table 1. 

 

Table 1: Participant observation in cybersecurity conferences 

 

Name Location Date 

attended 

Years 

held 

(to 

date) 

Organising body 

ITU Arab 

Region 

Cybersecurity 

Summit 

(ARCS2016) 

Sharm 

Al-

Sheikh 

October 

2016 

2014-

2017 

Egypt National 

Telecommunications 

Regulatory 

Authority (NTRA), 

International 

Telecommunications 

Union (ITU). 

FIRST Middle 

East 

(FIRST2016) 

Sharm 

Al-

Sheikh 

November 

2016 

2016 Egyptian NTRA, 

FIRST (non-profit 

association of 

CERTs) 

Cairo Security 

Camp 

(CSC2016) 

Cairo November 

2016 

2010-

2017 

Bluekaizen 

(cybersecurity 

company) 

RSA MENA 

(RSAAD2016) 

Abu 

Dhabi 

November 

2016 

2012-

2017 

RSA (cybersecurity 

and events company) 

Cybersecurity 

for Critical 

Assets MENA 

(CSCA2016) 

Dubai November 

2016 

2015-

2016 

Qatalyst Global 

(cybersecurity 

events company) 

Middle East 

Cybersecurity 

(MECS2017) 

Riyadh April 

2017 

2015-

2017 

Nispana (events 

company) 

ITU Arab 

Region 

Cybersecurity 

Summit 

(ARCS2017) 

Muscat November 

2017 

As 

above 

Oman Information 

Technology 

Authority (ITA), 

ITU.  

 

As a delegate at these conferences (with a badge accurately labelling me as a Research 

Affiliate at the Cyber Studies Programme, University of Oxford), I participated as a cybersecurity 

professional. My profile as a white male and a native English speaker with working Arabic 

proficiency was an important part of participant observation. I was quickly put into specific 
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categories – consultant, guest speaker – by my interlocutors, and treated in a way which would have 

changed had my gender, ethnicity, or language been different. As a recognisable label with extensive 

social and academic associations, ‘Oxford’ both increased my acceptance and made it suspicious. 

As one interviewee mentioned, pointing out Oxford University’s connection to the UK intelligence 

community, “they don’t know who you are, you come from a country with a bad history in these 

things, they don’t know what you will do with the information” (I-36). 

My interviews indicate that conference attendees do not have a single view on the character, 

purpose, or utility of conferences. On one hand, for some interviewees conferences were mainly 

profit-making exercises. One interviewee told me that “I start to sense that everything is 

commercialised more, and conferences become a business. It is a devaluation of conferences or 

workshops.” (I-53). Another specifically named one of the conferences I attended as a 

commercialised environment, saying that “there is a market for infosec events, RSA and GISEC, it’s 

maybe saturated. It helps in awareness raising.” (I-39). It is worth noting that RSA Abu Dhabi is an 

offshoot of a high-profile US conference attracting thousands, and it inherits several theatrical 

characteristics including large auditoriums, walk-on music and dimmed lights for keynote speakers, 

and extensive awards speeches at the close.  

Other interviewees recognised the commercial side to conferences but claimed that they 

were nonetheless valuable. One interviewee said that “lots of them are commercial, living in their 

own shell, the firewall guy trying to sell his firewall. But I don’t mind having them, because at least 

people get interested in it.” (I-38). Another said that “It’s good for sales of course, but also helping 

to learn from others’ experiences.” (I-17). Another said that they attended even though they 

recognised the problems, saying that “these conferences are generally all vendors, it’s hard to find 

an actual delegate to talk to. But there are a lot of good ideas, and I do go to a lot of them.” (I-11). 

My experience at these conferences indicates that cybersecurity professionals move 

frequently within Egypt and the GCC states, forming a single professional community. As one 

interviewee said, ‘at all the events you go to… you keep stumbling across the same people’ (I-42). 

This networking purpose was clear to other interviewees. One remarked that “it is a networking event 

rather than a learning event. 80% of them are networking” (I-51), while another said that “it is 
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important to be there because all our local stakeholders are there. They attend the conferences and 

we can engage with them there” (I-36). Finally, one interviewee associated conferences with the 

projection of a specific international image: “conferences are surprisingly important, and do get 

seniors in, and it’s a pride thing – each country wants to show that they can get the big companies 

there, so they are important and thriving” (I-41). 

This community also saw speaking at conferences as a worthwhile use of their time. On one 

hand, speakers could be too famous: “you get these cybersecurity superstars, and they are run by an 

event company, it’s cheesy theatre. They want people to turn up and pay 100K.” (I-44).  On the other 

hand, an interviewee saw it as both a strategic advantage and professional duty, saying that: “when 

you speak you are exposed to more job opportunities, they come to you, you can change jobs. Also 

I want to give back something: it is all giving and taking, like this interview! I speak to be on an 

expert level in the industry.” (I-51). 

If, as the interviewee above suggests, conference speakers are on an ‘expert level’, it is worth 

examining how this expert performance takes place. The fundamental division in the physical space 

of conferences is between the outer layer of company-branded booths and the inner layer of 

presentation rooms; in other words, between a space for commerce (the trade stands) and a space for 

knowledge (the central auditorium and breakout rooms). Speakers conform to this division in their 

on-stage performance, disclaiming any “sales pitch” when delivering talks, even about their product, 

although this is often undermined by the company copyright of their slides. The conference space is 

therefore an explicit acknowledgement and simultaneous separation of both the myriad commercial 

incentives for conference organizers, hosts, speakers, and attendees at the outer layer, and their 

claims to possess an independent and unbiased expert knowledge at the inner layer. 

Crucially, the separation of knowledge and commerce shapes cybersecurity expertise by 

inscribing the ability to alter their performance between these spaces—to shift repertoire—as a core 

skill for cybersecurity experts. The same people deliver their independent expert judgement on stage, 

and then an unashamedly partisan view of their superior product after returning to their booth. I do 

not mean to imply that either is incorrect, or that to do both is necessarily hypocritical, but that this 

duality is imposed by the separation of the conference space itself. Consequently, cybersecurity 
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expertise is essentially flexible, with several registers and the capacity for context-based 

improvisation. The ambiguity of cybersecurity expertise is not simply a discursive or conceptual 

characteristic but is reinforced by the physical act of speaking at cybersecurity conferences. Other 

sources of this ambiguity are explored in the last section of this chapter and in Chapter 5. 

 

4.2 Other forms of access 

 

In this section, I provide the details of three other methods I used to access the cybersecurity 

professional community in Egypt and the Gulf states, in addition to the participant observation above. 

Two of these methods are common qualitative techniques - discourse analysis and interviews – while 

the third is a further method I term ‘investigation’. I treat the three methods in turn below. The 

combination of methods and data sources provides a more comprehensive view of the cybersecurity 

professional community, and thus a greater understanding of its ambiguous expert discourse.    

Like participant observation, all three methods in this section are qualitative. Klotz and 

Prakash define qualitative methods for IR as starting from the premise that “language as a form of 

observable behaviour”, and so qualitative social science is fundamentally “linked to meaning”.255 

This highlights that what Geertz terms ‘thick’ description – consciously detailed observation rather 

than seeking to abstract or capture a central essence - is a central element of the analysis.256 On 

another spectrum, this analysis lies further towards an ‘interpretivist’ rather than a ‘positivist’ 

research design.257 Interpretivist research acknowledges and incorporates the researcher’s position 

and interaction with research subjects into the process of data collection.258 However, interpretivist 

and positivist research designs cannot be neatly divided, and my investigation of cybersecurity in 

Egypt and the Gulf states includes elements of both, aiming towards what Glynos and Howarth call 

                                                                
255 A. Klotz and D. Prakash, eds., Qualitative Methods in International Relations: A Pluralist Guide 

(Basingstoke England; New York: Palgrave Macmillan, 2008), pp.1,3. 
256 Clifford Geertz, The Interpretation Of Cultures (New York: Basic Books, 1977). 
257 Dvora Yanow and Peregrine Schwartz-Shea, Interpretation and Method: Empirical Research Methods and 

the Interpretive Turn (London; New York: Routledge, 2013). 
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Its Implications for the Study of World Politics (London; New York: Routledge, 2010). 



83 

 

an overall “logic of critical explanation”.259 This approach has affinities with the research methods 

developed by critical security studies, which I highlight in the following discussion.260  

 

4.2.1 Discourse analysis 

 

Discourses are systems of signification that are productive of various entities (including 

people, places and objects), changeable and historically contingent.261 There are four discourses I 

analyse in this thesis, only one of which is linked to the conferences above. I distinguish these 

discourses because the structure and content of the texts in these corpora is substantially different 

and bears little similarity to the others apart from the label ‘cybersecurity’. In other words, these 

texts are produced in different ways by different actors, and so I took the methodological decision to 

analyse them separately, identifying detailed features rather than broader patterns across the whole 

discourse of cybersecurity in Egypt and the Gulf states. The four discourses are in Table 2. 

 

Table 2: Cybersecurity discourses in Egypt and the GCC 

Discourse 
Text 

type 

Text source Thesis location 

Government Legal National cybercrime 

laws, international 

agreements 

Chapter 7 

Strategic National 

cybersecurity 

strategies 

Chapter 7 

Private 

sector 

Incident Technical incident 

reports, media 

reports on these 

incidents 

Chapters 5, 6 

Publicity Public statements on 

misuse and sales 

policies, leaked 

documents 

Chapter 8 

                                                                
259 Bent Flyvbjerg, Making Social Science Matter: Why Social Inquiry Fails and How It Can Succeed Again 
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The distinction used by many discourse analysts between ‘official’ and ‘non-official’ or 

‘semi-official’ texts is replaced here by one between government and private sector. Government 

discourse is, as the name suggests, explicitly identified with a government institution. In turn, 

government discourse is either legal or strategic: the former includes cybersecurity laws and 

regulations, as well as international agreements, while the latter include cybersecurity strategies and 

policies. In contrast, private sector discourse is explicitly identified with a private company, although 

potentially written by the same person, as experts cross regularly between public and private sectors. 

While the first private discourse – incidents – is fairly self-explanatory, in that it includes technical 

reports about cybersecurity incidents and media reports based on those incidents, the other category 

requires slightly more explication. 

In the ‘publicity’ category, I collected public statements from non-official sources, including 

news reports, interviews, and public statements released after publicity surrounding human rights 

violations associated with cybersecurity technologies. 57 non-duplicate documents were retrieved, 

each including multiple statements. Private statements were retrieved from over a million emails 

released on the website Wikileaks in 2015 after a leak from Hacking Team, and a similar leak from 

FinFisher in 2014 with product and customer details. I narrowed the texts selected from the Hacking 

Team leak by searches for references to ‘moral’, ‘ethics’, ‘ethical’, ‘human rights’, and ‘Wassenaar’, 

with 38 email chains (with approximately 10-50 individual emails in each) containing significant 

discussion. While I cite texts taken from news reports in the same way news reports are cited 

generally in this thesis, I cite the Hacking Team texts as an archive, by referring to the reference 

number given to the email by Wikileaks, with a list of the emails included as a separate item in the 

bibliography. 

There are additional ethical issues associated with the use of leaked emails, as these are 

statements not intended for the public domain made by people who are still professionally active. 

On one hand, they are an invaluable source of moral debate within the company, as I show in Chapter 

8, because they remove a layer of deliberate presentation from the text (of course, there remain other 

layers of artifice). On the other, there is the possibility that my analysis of these emails, many of 

which have not been interrogated before, could reveal information that has a damaging impact on its 
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author. To address this issue, I do not attribute quotations from this archive to individuals, and only 

present in the thesis email sections that are directly relevant to the research question. 

The method of discourse analysis involves three elements: text selection, coding, and 

analysis.262 ‘Text’ here has a broad meaning, as it can be anything involved in a system of 

signification; images, videos, and objects are often part of linguistic or semiotic systems (as indicated 

in the discussion of materiality in Chapter 2). ‘Coding’ is a specialised term with a different meaning 

here to that elsewhere in the thesis, where it refers to computer code. Discourse analysts use ‘coding’ 

to mean the analytical structure applied by the researcher to the texts, i.e. which elements of the text 

refer to which aspects of the research question. Coding structures can be generated prior to or after 

engagement with the text (the latter known as ‘in vivo’).263 I generated analytical categories in vivo 

and performed all coding on the qualitative analysis software MaxQDA. Finally, discourse analysis 

techniques lie on a spectrum between quantitative and qualitative; the former counts machine-

identifiable syntactic structures in large quantities of text, while the latter requires semantic 

engagement with smaller quantities of text by the researcher, often summarised by displaying 

significant quotations. My approach strongly leans towards the latter end of the spectrum. 

For ease of exposition, in this thesis I refer to the incident discourse above as ‘ the ambiguous 

expert discourse’, with these ambiguities discussed in Chapter 5 as a generic ‘organisational’ 

conception of cybersecurity. The other three discourses build on this organisational conception, and 

each form part of a moral manoeuvre. The two government discourses above are part of the moral 

manoeuvre of appropriation, as cybersecurity strategies enhance ambiguities already present in the 

expert discourse, and laws appropriate this conception of cybersecurity. The publicity discourse is 

part of the moral manoeuvre of manipulation performed by international surveillance suppliers, 

treated in Chapter 8. 
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4.2.2 Interviews 

Another method I used to access the cybersecurity professional community was interviews 

with individuals within that community, used throughout Part 2. The following discussion addresses 

five key aspects of interviewing as a qualitative social science method: selection procedure, interview 

structure and performance, ethical issues and anonymity, and use of interview data.  

Interviews were obtained in two ways. The first method was to approach organizers and 

speakers at cybersecurity conferences. To identify influential individuals in the cybersecurity 

professional community, I created a dataset of invited speakers at the professional cybersecurity 

conferences above, including the number and frequency of conferences attended by these speakers. 

The total number of speakers was 1177. The rationale behind this step was that conference speakers 

are more influential than other professionals due to their self-selection as an authoritative voice by 

the community, as indicated by the quotations in the discussion on conferences above. The limitation 

of this step was that the influence of a conference speaker is public, rather than private, and there 

may be hidden lines of influence not captured using this method. Within this dataset, I identified the 

most frequent speakers, defined at speaking in at least three conferences and across more than one 

conference series. The rationale was that such speakers are more influential than those who speak 

rarely and are more likely to be part of the regional cybersecurity community due to their greater 

participation. The total number of such speakers was 96, from which I conducted 24 interviews. 

The second selection method was through snowball sampling: asking for recommendations 

from other individuals I had interviewed. This method produced 32 further interviews, with a total 

number of 57 (the recommended number of interviews for interpretivist social science varies 

considerably, but generally ranges between 10 and 60).264 It also added weight to the first selection 

process above, as interviewees often recommended others who were also frequent conference 

speakers. Interviews were conducted in 2016 and 2017 in London, on four fieldwork trips in January 

2016, July and August 2016, October and November 2016, and March and April 2017, or by Skype 

and email if a face-to-face meeting was not possible. Interview dates and locations, along with 
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anonymised interviewee characteristics, are presented in Table 3. Further details on the demographic 

characteristics of cybersecurity professionals are explored in the last section of this chapter. 

Table 3: Interviews 

 

Interviewee Current affiliation Date Previous affiliation Date Country of origin Interview location Date

1 Public - cybersecurity 2006-2016 Public - cybersecurity 2012-2016 Oman Sharm El Sheikh 03/11/2016

2 Private - finance 2009-2016 Private - IT 2008-2009 Pakistan Dubai 21/11/2016

3 Private - defence 2014-2016 Private - energy 1998-2014 Pakistan Abu Dhabi 15/11/2016

4 Public - cybersecurity 2007-2016 Private - leisure 2006-2006 Qatar Doha 09/04/2017

5 Public - IT 2012-2016 Private - finance 2010-2012 Oman Muscat 14/08/2016

6 Private - consultancy 2015-2016 Public - cybersecurity 2007-2015 Egypt Sharm El Sheikh 03/11/2016

7 Private - cybersecurity 2012-2016 Private - energy 2009-2012 France Abu Dhabi 16/11/2016

8 Public - cybersecurity 2014-2016 Public - cybersecurity 2008-2014 India Email 22/11/2016

9 Private - IT 2009-2016 Private - IT 2005-2008 France London 16/08/2016

10 Public - cybersecurity 2011-2016 Private - academia 2013-2016 KSA Email 04/04/2017

11 Private - defence 2006-2016 UK Abu Dhabi 15/11/2016

12 Private - IT 2015-2016 Public - cybersecurity 2007-2015 Egypt Doha 10/04/2017

13 Private - cybersecurity 2015-2016 Private - cybersecurity 2013-2015 UK Abu Dhabi 14/11/2016

14 Private - consultancy 2016-2016 Private - academia 2014-2016 Switzerland Email 06/04/2017

15 Private - cybersecurity 2015-2016 Private - IT 2001-2015 USA Abu Dhabi 14/11/2016

16 Public - infrastructure 2016-2016 Private - IT 2013-2016 UK Dubai 23/11/2016

17 Private - telecoms 2006-2016 Egypt Dubai 23/11/2016

18 Private - IT 1998-2016 Private - consultancy Egypt Sharm El Sheikh 03/11/2016

19 Public - IT 2005-2016 Private - telecoms 2000-2004 Qatar Email 12/04/2017

20 Private - consultancy 2016-2016 Private - academia 2014-2016 USA Abu Dhabi 15/11/2016

21 Private - cybersecurity 2013-2016 Private - finance 2010-2013 Egypt Abu Dhabi 16/11/2016

22 Public - security 2015-2016 Public - security 2013-2015 KSA Email 20/05/2017

23 Private - cybersecurity 2013-2016 Public - defence 2005-2011 UK Email 07/06/2017

24 Public - cybersecurity 2009-2016 Public - telecoms 2004-2013 Egypt Cairo 09/11/2016

25 Private - defence 2006-2016 UK London 09/06/2016

26 Public - cybersecurity 2010-2016 UAE Abu Dhabi 16/11/2016

27 Private - finance 2011-2016 Private - leisure 2008-2011 Singapore Muscat 16/08/2016

28 Private - energy 2013-2016 Private - consultancy 2004-2010 India Muscat 14/08/2016

29 Private - cybersecurity 2010-2017 Private - consultancy 2006-2010 UK London 13/12/2016

30 Private - defence UK London 12/09/2016

31 Private - consultancy 2008-2016 Private - IT 1995-2008 India Manama 23/03/2017

32 Public - international 2004-2016 Public - telecoms 2004-2004 Syria Skype 15/06/2017

33 Private - consultancy 2016-2016 Public - Foreign Min. UK Manama 23/03/2017

34 Public - IT 2014-2016 Private - finance 2012-2014 Oman Muscat 14/08/2016

35 Private - telecoms 2002-2016 Egypt Cairo 09/11/2016

36 Public - IT 2014-2016 Private - cybersecurity 2008-2014 France Doha 09/04/2017

37 Public - security 2014-2016 Private - IT 2005-2011 UK Riyadh 30/03/2017

38 Private - telecoms 2014-2016 Private - IT 2009-2013 Pakistan Dubai 24/11/2016

39 Public - Dept. Trade 2016-2016 Public - Foreign Min. UK London 22/09/2016

40 Private - academia 2016-2016 Private - finance 2010-2016 UAE Skype 08/12/2016

41 Private - defence UK Gloucester 22/08/2016

42 Private - consultancy 2016-2016 Private - defence 2006-2016 UK London 15/04/2016

43 Private - consultancy 2008-2016 Public - defence UK Dubai 24/11/2016

44 Private - cybersecurity 2013-2016 Public - security 2000-2013 UK London 24/06/2016

45 Public - Foreign Min. 2014-2016 Private - cybersecurity 2011-2012 UK London 23/06/2016

46 Public - Security 2008-2016 Public - defence 1989-2012 UK Muscat 15/08/2016

47 Private - cybersecurity Public - defence UK London 19/08/2016

48 Private - cybersecurity 2011-2016 Pakistan Dubai 23/11/2016

49 Private - consultancy 2016-2016 Private - defence 2005-2016 UK London 12/05/2016

50 Private - cybersecurity 2016-2016 Private - IT 2007-2016 Pakistan Riyadh 05/04/2017

51 Public - Min. Justice 2009-2016 Private - IT 2006-2009 Somalia Riyadh 04/04/2017

52 Private - finance 2013-2016 Private - IT 2012-2013 Bahrain Manama 23/03/2017

53 Public - cybersecurity 2011-2016 Pakistan Doha 12/04/2017

54 Public - cybersecurity UAE Dubai 24/11/2016

55 Public - telecoms 2016-2016 Private - telecoms 2012-2016 Bahrain Manama 21/03/2017

56 Public - international Egypt Email 26/01/2018

57 Public - international Lebanon Muscat 21/11/2017
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The methodological conception of interviewing I adopted, in line with the qualitative social 

science methodology outlined above, holds that the generation of knowledge through interviewing 

is a process of mutual performance. This performance is based on a wide range of factors, including 

the circumstances of the interview, the body language and personal responses to the interviewer of 

the interviewee, and their interests and goals. Given this conception, the most suitable interview 

formats are semi-structured or unstructured interviews: both allow the interviewee to follow their 

own thread, although semi-structured interviews also have a list of planned prompts or questions 

which can be used to the degree judged appropriate by the interviewer, as well as ‘floating prompts’ 

which are drawn from the interviewee’s remarks.265  

I used semi-structured, open interviews, which generally lasted between an hour and two 

hours, and which began with the same script and prompts. I began by asking the interviewee what 

they thought were the most important aspects of the emergence of cybersecurity in the region; 

sometimes they mentioned the topics on my script, and sometimes they did not. If the conversation 

topic went off cybersecurity completely, I attempted to bring it back, but had to do so rarely. 43 of 

the 57 interviews are directly quoted in this thesis, although they all informed my overall view of the 

regional professional community. Interviews were held in English, as technical terms are often in 

English (a cultural dominance noted by many interviewees). Some differences in Arabic (for 

example, the root and origin of ‘cyber’ and its affiliates) will be highlighted in later chapters. I, like 

all scholars, brought not only my conscious reasons for research to interviews, but also the gamut of 

other less conscious aspects captured by the concept of ‘positionality’.266 As Holmwood notes, 

scholarly research of this kind should therefore demonstrate a humility and willingness to engage 

with differing views.267 

                                                                
265 Beth L. Leech, ‘Asking Questions: Techniques for Semistructured Interviews’, Political Science & Politics 

35, no. 4 (December 2002): 665–68. 
266 Jack L. Amoureux and Brent J. Steele, eds., Reflexivity and International Relations: Positionality, Critique, 

and Practice (London; New York: Routledge, 2015). 
267 John Holmwood, ‘The Challenge of Global Social Inquiry’, Sociological Research Online 14(4)13 (31 

August 2009). 
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Interviews can be very unreliable sources.268 The role of interviews, in this thesis, is not to 

record unambiguous facts about the emergence of cybersecurity in the region; instead, it is to allow 

cybersecurity professionals an alternative space in which to perform as cybersecurity experts, away 

from the public environment of conferences. The main disadvantages of interview data are 

circumstantial constraints and partial, guarded or misleading responses, as well as lack of or changes 

in memory. Understanding interview as performance prevents unrealistic expectations, although the 

danger of deliberate misleading information cannot be entirely avoided.  

Finally, interview ethics and anonymity were central to this method. Consent to interviews 

was obtained via email if possible, in which I outlined the purpose of the research project (‘to 

examine cybersecurity in Egypt and the Gulf states’), the role of interviews and the use of data. If 

this was not possible, I obtained verbal consent prior to the interview based on the same 

information.269 My chosen method of accommodating sensitive information was to anonymise all 

interviewees in any published text to the degree requested by the interviewee: for example, as 

“cybersecurity professional in Egypt” or “government employee in Bahrain”. Interviewees were 

given the choice of written or electronically recorded notes and were informed that at any point they 

could terminate the interview or move to an ‘off the record’ position. Interviews took place in 

locations chosen by the interviewee, often in public cafes, office buildings, or conference hotels. All 

identifiable data was stored on an encrypted hard drive, and multiple levels of encryption and 

obfuscation were used for devices taken on fieldwork to store interview transcripts. I often used 

hand-written notes because phones and digital recording devices are easily compromised by third 

parties (as will become apparent later in the thesis), and cybersecurity experts were especially 

uncomfortable in having an unknown device on the table throughout the interview. 

 

                                                                
268 Aaron Wildavsky, ‘The Open-Ended, Semistructured Interview: An (Almost) Operational Guide’, in 

Craftways: On the Organization of Scholarly Work, by Aaron Wildavsky (New Brunswick, N.J: Transaction 

Publishers, 1993), p.62. 
269 The interview procedure was approved by the DPIR Departmental Research Ethics Committee (DREC), 

with the reference SSH_DPIR_C1A_15_003 on 20 November 2015. 
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4.2.3 Investigation 

 

So far, I have provided an overview of three familiar qualitative social science methods: 

discourse analysis, interviews, and participant observation. It is a noticeable aspect of research in 

security studies that “the security practices we study… are often methods themselves”.270 In this 

case, the practices of cybersecurity professionals are themselves methods of finding out information 

about the world, just as the three methods above are ways of finding out about the practices of 

cybersecurity professionals. Given this dual relationship, there is “extensive circulation between the 

practitioners of ‘academic’ methods and those of ‘security’ methods”.271  

I take advantage of this circulation and use a security method – that of investigation – for 

academic purposes. By investigation, I mean a structured, focused way of answering a specific 

question using all available resources, as the term is used in national security agencies and police 

forces. Another way of describing this model is as an investigation of ‘open source intelligence’, 

including structured searches of all databases available to the University of Oxford, and online more 

widely. The purpose of labelling this method ‘investigation’ is to highlight the similarity between 

what I do as a social scientist investigating experts, and what those experts do themselves. These are 

not different kinds of knowledge supporting a firm distinction between the theoretician and the 

practitioner; but merely used in different contexts, with different aims and constraints. 

I used investigation where I treated the texts in question not as part of the cybersecurity 

discourse itself (considered in discourse analysis above), but as a relatively non-discursive source of 

facts. These facts are of course contingent, context-dependent and shaped by many factors outside 

cybersecurity, but that is not my focus; such influences are therefore ‘bracketed’ in this thesis. Their 

credibility must be weighed against the rest of the data gathered, and against my own experience and 

interaction with cybersecurity professionals above, both of which provide an extra layer of 

assessment. This is very similar to investigation in non-academic areas, where credibility and 

                                                                
270 Claudia Aradau et al., eds., Critical Security Methods: New Frameworks for Analysis (London; New York: 

Routledge, 2014), p.5. 
271 Aradau et al., p.5. 
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reliability must be weighed using an analyst’s expertise as well as structured guidance. Table 4 

provides a brief list of the topics selected, and their place in the thesis and the argument. 

 

Table 4: Topics of investigation 

Topic 
Thesis 

location 

Information on Wassenaar 

Arrangement and its implementation 

Chapters 6, 8 

Development of cybersecurity 

institutions in Egypt and Gulf states 

Chapter 7 

Information on human rights 

violations (structured searches on HR 

NGO websites) 

Chapter 7 

Information on exporting bodies in the 

US and UK 

Chapter 8 

Information on cybersecurity 

companies (structured searches on 

ProQuest, Nexis) 

Chapters 8, 9 

 

In sum, I used several methods to expand my access to the professional cybersecurity 

community in Egypt and the Gulf states, as well as participant observation at cybersecurity 

conferences. For ease of exposition, these methods are integrated in the empirical chapters of this 

thesis, although I highlight the use of specific methods as and when they are central to the argument.  

 

4.3 Community characteristics 

 

In this section I outline the contours and characteristics of the cybersecurity professional 

community in Egypt and the Gulf states. I draw on interviews and publicly available data about the 

most frequent speakers at cybersecurity conferences. This section argues that the ambiguity of the 

cybersecurity professional discourse is not only inherited through the broader genealogy of 

cybersecurity but is also a result of the complexity of the expert identities present in this regional 

community. 



92 

 

4.3.1 Qualifications 

 

Who counts as a cybersecurity expert? In many professional or skilled occupations, 

community boundaries are determined by formal markers, such as membership in professional 

associations, standards, or qualifications. I examine each of these in turn, arguing that cybersecurity 

expertise in Egypt and the Gulf states is not a simple matter of exams or certificates, but a complex 

product of age, experience, status, and education.   

There are international professional associations for cybersecurity with chapters in most 

countries. Interviewees in Egypt, Oman, and Bahrain mentioned the local chapters of ISACA, a 

professional association for IT governance, which administers the popular Certified Information 

Risk Manager (CISM) qualification. Others mentioned the Information Systems Security 

Association (ISSA), which is also active in Bahrain, Saudi Arabia, Egypt, and Qatar. Finally, 

OWASP, or Open Web Application Security Project, which produces a popular list of website 

vulnerabilities, was also occasionally mentioned by interviewees. Although these professional 

associations create a space for cybersecurity professionals to interact, interviewees did not see them 

as a condition of entry into the community and many cybersecurity professionals are not members 

of such organisations. 

There are also national and international cybersecurity standards produced by organisations 

such as the US National Institute for Science and Technology (the NIST framework), the 

International Standards Organisation (the ISO27000 series), and the UAE National Electronic 

Security Authority (based on the NIST framework). Surveys suggest that implementation of these 

standards is uneven in the GCC (comparable data is not available for Egypt).272 Specifically, a survey 

of ISO27001 in Saudi Arabia in 2014 suggested that standards were low on security professionals’ 

priorities, below personnel issues like training, expertise, or salary, and organisational ones such as 

                                                                
272 BI-ME, ‘Cisco and GBM Unveil Latest UAE Security Research at GITEX 2014’, 14 October 2014, 

https://perma.cc/EU3X-Z9W3; CISCO, ‘Cisco and GBM Outline Key Steps for Digitization to Help Middle 

East Organizations Become IoT Ready’, 19 October 2015, https://perma.cc/UZA5-5ACM. 
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management involvement.273 Finally, competition between standards, for example in the UAE 

between Abu Dhabi-based NESA and Dubai’s separate Information Security Regulations (ISR), also 

prevents one particular standard becoming an indicator of cybersecurity expertise. Overall, 

adherence to or expertise in specific cybersecurity standards was not a defining feature of 

cybersecurity expertise in the region. 

Expert communities can also be identified through education and qualifications. Of the 74 (of 

96 total) most-frequent speakers at cybersecurity conferences whose education was publicly 

accessible, 14 had a PhD and 38 had a MSc as their terminal degree. 22 were educated to a university 

level in the UK or US, and 31 had a cybersecurity certification such as CISSP (Certified Information 

Systems Security Professional). Some interviewees saw these qualifications as a means to portray 

expertise to other professionals. For example, one interviewee said that: 

I did my CISP in 2006, and MSc in 2008. I decided I want to be a speaker, I attended 

and said to my friend I wanted to speak, I got him to take a picture with me at the 

podium. He said you can’t be, these people work at HP, at CISCO, big companies. Then 

I became a speaker and I was paid 60000 SAR [Saudi riyals] to speak! I did certificate 

after certificate after certificate, and thought what else can I do? I can’t do more 

certificates because I will get bored. I need to remain in the industry, and have the label 

of expert, so I said I wanted to be a speaker (I-51).  

 

Another interviewee saw qualifications as an attempt to both raise the salience of cybersecurity 

overall and to promote their expertise. This interviewee said that “security professionals try to grow 

the industry, certifications and suchlike are there to give them credibility. Because they left school 

and didn’t get a degree, so it gives them something to prove their value - there’s an agenda.” (I-27). 

In contrast to the first interviewee, this interviewee was sceptical of the worth of cybersecurity 

qualifications, seeing individuals with such qualifications as having their own ‘agenda’. Therefore, 

qualifications are also not a guaranteed indicator of cybersecurity expertise, given the wide range of 

available qualifications and the scepticism of some about their real value. 

If common markers of professional communities were not prevalent in Egypt and the Gulf 

states, how were the boundaries of the cybersecurity professional community defined? The first 

                                                                
273 Khalid I. Alshitri and Abdulmohsen N. Abanumy, ‘Exploring the Reasons behind the Low ISO 27001 

Adoption in Public Organizations in Saudi Arabia’, in 2014 International Conference on Information Science 

Applications (ICISA), 2014, 1–4. 
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interviewee above provided one indication: that the identity of a cybersecurity expert comes not from 

associations, standards or qualifications, but from experience and employment by recognised 

organisations. Specifically, for this interviewee legitimation by ‘big companies’ like HP and CISCO 

was a key marker of a cybersecurity expert. Specialised cybersecurity companies also confer 

legitimacy, and I examine how these companies train and recruit cybersecurity experts in Chapter 9.  

While corporate experience was an uncontroversial source of legitimacy for cybersecurity 

experts, the impact of government experience was more complicated. One interviewee, a Qatari 

former military official, described how their military experience could be detrimental to improving 

cybersecurity: 

You can’t put a uniform on cyber… I will always have this military mindset which 

influences my behaviour, it is now part of my genes. If cyber is in uniform people will 

always think of apprehension, legality, with this mindset you can’t transform the nation 

to smart or digital (I-4). 

 

Here, they suggest that the military habitus is unsuited to cybersecurity because it presents an 

(overly) securitised version of cybersecurity itself for the general public. A similar problem was 

noted by a UK national, who complained that cybersecurity in the region was permeated with “RAF 

wing commander types” (I-42). This phrase is interesting, as it pinpoints not merely the ambiguity 

of military involvement in the cybersecurity professional community, but also tensions within the 

military, implying that older officers are unsuited to the technological demands of cybersecurity.  

However, military and martial logics are deeply embedded in cybersecurity itself, as noted in 

Chapter 2 and apparent at the conferences I attended. At the 2017 Arab Regional Cybersecurity 

Conference, a speaker with no military background spoke for an hour on cyber threats with the 

manner of a military commander. Addressing the audience in a stern tone, they repeatedly claimed 

that “we are soldiers, all of us here” (ARCC2017). Similarly, martial themes are an essential 

advertisement and quasi-metaphorical motivational resource for promoting the profession itself. The 

recruitment slogan of Raytheon, a key participant in cybersecurity in the region, asks candidates to 

““Be our hero. Be our silent guardian. Be our watchful protector. Be our Cyber Knight.”274 

                                                                
274 Raytheon, ‘Bursaries For Superheroes - Raytheon Funds Bursaries for Student Cyber Defenders’, 19 

October 2017, https://perma.cc/CVX8-L9S4. 
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The ambiguity of military experience was replicated for those with connections to intelligence 

agencies. As I demonstrate in Chapters 7 and 8, many cybersecurity organisations are closely 

entangled with intelligence agencies. I sometimes encountered intelligence professionals at 

cybersecurity conferences who were identifiable because they refused to say where they worked, to 

give me a business card or talk about their views or background in cybersecurity. After several such 

encounters I asked others about these individuals, with the swift reply that they were from the 

national intelligence service. Some interviewees saw a background in intelligence as a valuable 

commodity in becoming a credible cybersecurity expert. As one interviewee put it, “if you’re ex- 

NSA or GCHQ [the US and UK signals intelligence agencies], the natural assumption is that you’re 

a good egg” (I-41).  

However, in other cases intelligence backgrounds were seen as negative. When I asked another 

interviewee whether commercial experience was essential for cybersecurity expertise, he agreed, 

with the qualification that “the intelligence community pushes the other view, as they occupy senior 

positions in cybersecurity. They have a heightened awareness of what nation states can or are doing. 

People want to personalise who the bad guy is” (I-44). The intelligence community’s perspective of 

cybersecurity as a ‘personalised’ and almost ideological adversarial competition was seen by this 

interviewee as an influential frame for cybersecurity overall, due to the ‘senior’ roles occupied by 

former intelligence officials. Another interviewee expanded on the problems of such senior 

intelligence officials in cybersecurity:  

People come over from the UK, or elsewhere, and tell you they have 10 years’ 

experience, this government, that government, but when you drill them it’s not the right 

kind. Cybersecurity here is flooded with people who worked in intelligence, but it is 

different! It’s not the same as what you did in the ‘70s or ‘80s. This makes working on 

cyber issues very difficult, as to get funding you need to have approval, but someone 

who’s consulting who claims a background but doesn’t have it. They might have 20 

years on their CV but it’s not the right job (I-40). 

 

This quotation weaves together several threads of cybersecurity expertise considered in this 

section. First, there is the CV-based element of expertise, including education and qualifications and 

the strategic self-promotion common in the cybersecurity expert community, of someone “who 

claims a background but doesn’t have it”. Second, there is the view that the speed and novelty of 
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technological change makes pre-internet experience irrelevant: cybersecurity is “not the same” as 

previous issues. Third, and finally, there is the ambiguous position of former government and 

intelligence professionals who ‘flood’ cybersecurity. The construction of a cybersecurity expert 

community through qualifications and experience, then, is not a simple matter of exams or 

certificates, but a multifaceted and complex product of age, experience, status, and education.   

 

4.3.2 Nationality 

 

The second aspect of cybersecurity expertise in Egypt and the Gulf states that contributes to 

the creation of an ambiguous professional discourse is interaction between different nationalities. 

Nationalities are not fixed categories based on passport information, but more complex constructions 

from visible ethnicity, accent, and other aspects of an expert’s habitus. A common theme in 

interviews in the Gulf states was the large number of expatriate workers in cybersecurity, which 

reflects their long symbiosis with external labour, especially from South Asia. Some interviewees, 

both expatriates and local nationals, saw this diversity positively, with one saying that “the IT space 

is all expats, but I don’t see a disadvantage when it comes to IT security based on nationality.” (I-

48). A Qatari interviewee argued the following: 

We will always be dependent on foreign labour, like the US, Europe, everywhere else. 

Nowhere is there 100% employment of nationals. We need to rely on a highly skilled 

workforce, we need to engage and recruit them from elsewhere. Everyone is doing it 

and we no less than the others. Diversity is good! (I-4). 

 

However, this reliance on global labour patterns conflicts with national security restrictions 

across the Gulf states. As an Omani national put it: “Information security has to be Omani for the 

government, and there is a shortage” (I-5). In Bahrain, an interviewee attributed these restrictions to 

sectarian divisions, given Bahrain’s large Shia population: “Whether you are Shia or Sunni makes a 

difference in recruitment, and whether you have connections as well” (I-31). Similarly, an 

interviewee in the Saudi Arabian government said that: 
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In security we have more Saudis than foreigners... This is a government requirement, 

whether it is written down or not. When we are hiring in other positions, Saudis are not 

preferred, but here in security we hire Saudis wherever possible. Because it is the critical 

infrastructure of the country – cyber war, you know? (I-51). 

 

This also fits in with wider Gulf government efforts to nationalise their workforce, with 

longstanding policies in all GCC states cited by many interviewees. Nationality was also perceived 

to assist technical communications: for example, one interviewee said that “[I]t is also a cultural 

thing: I am able to explain something in a way which makes sense to them, and a foreigner couldn’t 

do that. It makes a big difference” (I-53).  

The result, however, is a perceived power differential between expatriates and nationals, 

mirroring wider labour inequalities. A UK national described his experience as such: “In Middle 

East organisations the decision maker at the top will be a local national, and below them there is a 

series of consultants” (I-47). Crucially, this affects the nature of cybersecurity expertise itself, as 

“there is a lot of saving face by lots of people in key roles… they have no trust to their board because 

of their nationality” (I-42). An Indian national described how a ‘friend’ had altered their advice due 

to an extremely unequal power relationship:  

A friend from South Asia gave a final audit, but he was told by a UAE senior to ‘get out 

of the room now’. You need to present it as ‘risk is a risk, but it is not a fault’. Managers 

take criticism less easily from expats than from Omanis (I-28).  

 

Egypt and the GCC states have a complicated relationship within these broader power 

dynamics. The longest running cybersecurity conference in Egypt, Cairo Security Camp, is the 

nearest to a ‘hacker’ conference of the seven cybersecurity conferences I attended, both in terms of 

the content of the presentations and their anti-establishment tone, and also in the status symbols 

displayed by attendees (webcam covers, laptop stickers, dress code, and so on). However, many 

Egyptian nationals move to the Gulf to work in cybersecurity, again reflecting wider labour flows. 

Attendees at this conference thus translate their technical skills into a commodity on the international 

labour market: 

A lot of Egyptians are well trained, but they leave Egypt. Especially at Cairo Security 

Camp – the conference you saw was pretty much all the people who are interested in it. 

After they present they go to the big companies, to Europe or the Gulf. (I-12). 
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This has both advantages and disadvantages. On one hand, Egyptian expatriates recognised 

that their cultural identity could be an advantage: “As an Arab I have a strange role, neither local nor 

foreign. It’s better to be an Arab than an expat, but even better to be a national.” (I-21). There are 

thus opportunities for strategic advantage even within the perceived hierarchy of nationalities. On 

the other hand, the emigration of cybersecurity professionals from Egypt to the Gulf creates problems 

for those who remain in Egypt. As one interviewee noted:  

We could have a large security community, but they are being attracted by better offers 

from the Gulf and Europe. The problem is to find and maintain these people, we develop 

them but others offer better. I would like to change this, as you have to maintain your 

own local force. We don’t want to reinvent the wheel, but Qatar or Kuwait are an unfair 

comparison (I-35). 

 

This mix of nationalities means that the role of the Arabic language in the professional 

discourse is important. Although I consider the implications of translating ‘cybersecurity’ into 

Arabic in Chapter 7, here I highlight the view of many interviewees that Arabic is unsuited to 

technical discussion. For example, two conference speakers I watched began their presentation in 

Arabic and then switched to English, apologising with the excuse that it is easier to talk about 

cybersecurity in English than in Arabic (ARCC2016). More bluntly, one interviewee said that 

“cybersecurity can’t be taught in Arabic, it is a foreign concept” (I-37). Others agreed: 

Official comms and government all use Arabic, but it’s not easy as you can’t find 

synonyms. You can’t tell the exact meaning of sibrani [the loan word for ‘cyber’]… 

sibrani – what does it mean? At least people relate muʿalumat [information] to a word 

they understand (I-17). 

 

You can’t talk technical in Arabic. Things like cyberspace, APT [Advanced Persistent 

Threat], TI [Threat Intelligence], are all in English. We were trying to think of the word 

for ‘login’ in Arabic – someone used iʿtiraf [meaning acknowledgement or admission 

in the sense of guilt, rather than permission]. It’s not right! (I-52). 

 

Consequently, although the legal and policy sectors translate key terms into Arabic, it is rarely 

used by the expert community. Some interviewees located this ineffectiveness within longer-term 

disparities in technological development. As one of the interviewees above argued, “we will never 

enforce Arabic until we produce the technology… As long as we are consuming, we will use the 

language of the producers” (I-17). However, other interviewees emphasised that Arabic was 
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nonetheless useful in certain situations. One said that “this is another factor which helps me sell. It’s 

all about communicating effectively, but [customers] prefer the Arabic language” (I-38). 

In sum, the national identities of cybersecurity experts interact in multiple ways to define the 

contours of the cybersecurity professional community in the region. This is a highly skilled, well 

educated, international community, including consultants and technical experts who travel regularly 

around the world. Consequently, these experts are used to working in a mixed-nationality 

environment and using the international business and technology language of English. However, 

within this environment there are clear hierarchies and distinctions, between expatriates and local 

nationals, Egyptian and Gulf Arabs, and between different expatriate nationalities. In negotiating 

these hierarchies, cybersecurity experts build multiple layers of ambiguity into the professional 

discourse: through carefully judged messages of risk, in selling and training cybersecurity for 

different audiences, and even in their choice between Arabic and English in different contexts.  

 

4.3.3 Gender 

 

The final section of this chapter briefly considers the role of gender in cybersecurity 

expertise in Egypt and the Gulf states. This is a large topic and deserves more sustained examination 

than permitted by the scope of this thesis, as well as systematic connection to existing theories of 

gender in IR and Middle East studies.275 This brief overview provides only an initial reading, based 

on a research design that seeks to avoid perpetuating silence over gender issues in academic 

treatments of cybersecurity. To this end, I asked about gender dynamics in cybersecurity in 

interviews only where it felt appropriate to do so given my positionality. 

Firstly, at a general level, cybersecurity expertise is gendered in several ways. 

Differentiation by sex can be illustrated in a simple statistic: of the 96 most frequent speakers at the 

165 cybersecurity conferences I analysed, only 4 of these speakers were female. Interviewees all 
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noted the gender imbalance in cybersecurity professionals, with one claiming that “cybersecurity is 

dominated by men” (I-55). This is on one level unsurprising. It is similar to many other science, 

technology, engineering and mathematics (STEM) fields worldwide, and also follows gender 

inequality in many areas of the workforce in Egypt and the Gulf states. However, a few interviewees 

claimed that in engineering schools in the smaller Gulf states around half of cybersecurity graduates 

who are also citizens of those countries were female. 

Gender analysis involves more than a simple numerical comparison between sexes. It was 

clear in my interviews that concepts of masculinity and femininity permeated interviewees’ ideas of 

cybersecurity expertise. Masculinity is generally understood as a collection of qualities contingently 

associated with the male sex, although some feminist theorists argue that its conceptual cohesion is 

provided instead by dominance or positive valence in opposition to a set of negatively valued or 

oppressed ‘feminine’ qualities.276 Masculinity and femininity are not innate but are performed in 

specific social and cultural contexts. In the Middle East questions of gender are also intimately 

associated with colonial notions of modernisation and progress on the one hand and religious 

understandings of authenticity and appropriate conduct on the other. Each of these complex streams 

of thought shapes the understanding of gender in cybersecurity, and interviewees often recognised 

this complexity. For example, an Egyptian national (based in Egypt) said: 

I am not happy about gender balance statements, unless we have put up a barrier in the 

way we teach or train. There is a concern about working 24/7, and women should get 

different shifts to men. I think we should provide a working environment which is 

suitable for everyone, but equality is a different question. If I have to have someone 

come out at midnight [for an emergency call], then coming from the Middle East there 

is no easy way to discuss this. However, we provide maternity leave, which the US 

doesn’t!” (I-24). 

 

Other interviewees associated cybersecurity expertise itself with a militarised understanding 

of masculinity including characteristics such as toughness and an attraction to technology. As one 

interviewee put it, “you don’t hear about many female hackers. It’s still a tough thing, requires not 

normal skills – it’s a keyboard, not a gun or hammer, but still” (I-35). These interviewees contrasted 
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an implicitly valorised militarised masculinity to a soft, weak construction of femininity to explain 

the gender imbalance above: “There is just no interest in tech from women! It’s all boys playing 

computer games at age 15. It’s the same as women in combat – of course they run faster than me, 

but they have a motherly instinct” (I-27). 

Other interviewees constructed a different understanding of femininity which was portrayed 

as advantageous for cybersecurity expertise. One interviewee said that “I read something about 

women being better at emotional intelligence, so they would be better at strategic decisions” (I-55), 

while another commented that “if I decided, then I would make 70% of the cyber security people 

women, because they are better at following procedures” (I-51). This particular cybersecurity 

femininity does not directly contradict the version above, but emphasises different qualities – rule-

following, emotional intelligence – to incorporate femininity into the identity of a cybersecurity 

expert. However, this remains within a masculine/feminine hierarchy where the masculine 

cybersecurity expert is in a position of decision and rule-setting, while the feminine expert follows 

those rules. 

It is important to note that all the quotations above are from male interviewees. It was notable 

that the six women I interviewed did not want to comment on gender, or simply said that the gender 

balance was improving, citing university male/female ratios. This reluctance to comment may be 

due to their experiences in a highly unequal environment, or it may be due to the atmosphere of 

interview performance with a male interviewer. Either way, this constraint means that further work 

is needed to understand female voices in cybersecurity. It is sufficient for the argument of this thesis 

that the gender dimensions of cybersecurity are seen by its participants as ambiguous, and form part 

of a wider uncertainty about the ‘correct’ way to perform cybersecurity expertise. 

 

*** 

 

This section has demonstrated the complexity of cybersecurity expert identities, which are 

gendered, informed by nationality and language, and have an ambivalent relationship with education, 

experience and professional qualifications. This complexity is a key source of the ambiguous 
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professional discourse that enables the moral manoeuvres examined in Part 2. This ambiguous 

discourse is thus not only inherited through the broader genealogy of cybersecurity but amplified by 

the contours of the professional community considered here. I conclude this chapter with a voice 

from this community itself. As one interviewee admonished me after one too many questions about 

expertise:  

“Don’t just say ‘expertise’, some people have more technical expertise and management 

expertise. You need a team – look for advocates, no one person can work alone. There 

is not one profile, but the team needs to be integrated, it needs to have champions in all 

sectors. You can use terms and language that are closer to different sectors. ICS 

[industrial control systems] specialists and computer system analysts are important but 

they require different levels of expertise…They need to know the details, for example 

of the electric grid. An electricity expert would know you cannot disrupt the flow, and 

so it is about compromise, or a pragmatic understanding” (I-24). 

 

For this interviewee, cybersecurity expertise is an amalgam of many technical disciplines, as well as 

the social and political characteristics sketched above. The role of these disciplines in shaping the 

understanding of key cybersecurity incidents in the region is the subject of the next chapter. 
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Chapter 5. Events 

 

At the start of a conference presentation I attended, a cybersecurity expert played a realistic-

looking video of a power plant. The scene was calm, and workers were going about their ordinary 

business: driving trucks, carrying clipboards, walking along in intense discussion, and just waiting 

around. Suddenly, an explosion ripped through the plant, as a building to the right of frame 

disintegrated. Trucks swerved and were blown onto their side, people scattered in all directions, and 

a lick of flame shot across the screen. The presenter stopped the video, with the warning that although 

this was not a cybersecurity incident, it could have been (RSAAD2016). 

In this chapter, I trace the emergence of a professional cybersecurity discourse in Egypt and 

the Gulf states through the lens of cybersecurity incidents (‘events’ for short) in these seven states. 

This follows on from the investigation of cybersecurity expertise in the previous chapter, as 

information about these events is created, analysed and disseminated by cybersecurity experts, both 

within the region and outside it. Moreover, cybersecurity expertise, fundamentally understood as the 

judgement of cybersecurity risks, is empirically based on a limited set of incidents that represent 

risks realised or nearly realised. Although cybersecurity professionals collect large amounts of data 

to assess cybersecurity risks, they nonetheless resort to illustrations based on these key events to 

demonstrate the severity of the cybersecurity threat to both expert and non-expert audiences. This 

chapter is based primarily on a discourse analysis of technical incident reports of key cybersecurity 

incidents and surrounding media coverage, with interviews also used in the second section. 

The chapter has three sections. The first section outlines early cybersecurity incidents in the 

region. The second section examines the most well-known and influential cybersecurity incident: the 

2012 Shamoon malware in Saudi Aramco and RasGas, sketched briefly in the introduction to the 

thesis, and its 2016 reoccurrence. The third section explores other cybersecurity incidents in two 

categories of cyber espionage and hacktivism. This section then synthesises all the events in this 

chapter to argue that together they constitute a generic ‘organisational’ cluster of values of 

cybersecurity that incorporates substantial ambiguity towards its referent. This ambiguity is 
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engendered by both technological characteristics and professional incentives and enables the four 

moral manoeuvres detailed in Part 2. 

 

5.1 Origins 

 

Analysts have noted multiple dimensions to cybersecurity discourses in the US and Europe 

for at least two decades. In 2002, Deibert identified four interlocking images of what he called 

‘internet security’: national security, state security, private security and network security.277 The year 

before, Bendrath observed that several cybersecurity risk perceptions existed simultaneously in the 

US, including threats from military rivals, terrorism, and economic loss. As he noted, terrorism was 

an especially salient term:  

The U.S. National Academy of Sciences as early as 1990 begun a report on computer 

security with these words: “We are at risk. Increasingly, America depends on 

computers. [...] Tomorrow's terrorist may be able to do more damage with a keyboard 

than with a bomb.” This quote is typical for a whole series of warnings issued by the 

intelligence community, the FBI and other government agencies in the last ten years.278 

 

Bendrath put these different perceptions in the context of ‘failed’ securitisations, which 

attempted to raise awareness of cybersecurity at a national level. Seven years later, in her analysis of 

the US cybersecurity debate, Dunn Cavelty demonstrated that this securitisation was partly 

successful after 9/11 and the consequent establishment of the US Department of Homeland Security, 

as “the focus of attention shifted from hackers depicted as terrorists towards terrorist hackers, and 

specifically Muslim ones.”279 This was combined with the rise in the concept of ‘critical 

infrastructure’ as a vulnerable object that could be threatened by cyber or physical means.280  

In the Middle East, cybersecurity issues first emerged in relation to longstanding conflicts. In 

2001, Lawson noticed how reciprocal website defacements – the unauthorised writing of political 

text or uploading political images on websites - between hackers in Israel and Palestine quickly 
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became framed as a ‘cyberwar’ or ‘cyber-intifada’. In this article, Lawson cited a ‘Middle East 

security consultant’ as claiming, in relation to the vulnerability of Saudi Arabian networks to this 

supposed cyberwar, that “the Israelis know where and how to target their attacks because many 

Middle East networks rely on the firewall software called Checkpoint, which is an Israeli-produced 

product that Israelis no doubt know how to defeat”.281 Although the threat of Israeli cyber espionage 

identified by the Saudi consultant would be realised a decade later, this highlights how even the first 

cybersecurity companies were seen within a national security lens, especially in the highly polarised 

political economy of the Middle East.  

The post-9/11 US foreign policy priority of Islamist terrorism not only assisted the US 

securitisation of cyberspace, as argued by Dunn Cavelty, but also encouraged the professional 

cybersecurity community to focus its attention on Egypt and the Gulf states. For example, US 

cybersecurity company Symantec included a cyber-terrorism watchlist in their regular cybersecurity 

threat reports in 2002 and 2003. This watchlist encompassed Egypt, Saudi Arabia, Kuwait and the 

UAE among others, reflecting increased US tensions with the Gulf due to the Saudi Arabian origin 

of most of the 9/11 hijackers. Interestingly, in their threat reports Symantec emphasised that even 

though they “do not claim to have specific expertise in terrorism” they still felt able to monitor “some 

of the more likely sources”.282 Overall, these two trends - US concerns around cyberterrorism and 

the ‘cyber-intifada’ – were the first links between cybersecurity and national security values in the 

Middle East. 

In contrast, the next phase in the emergence of cybersecurity in Egypt and the Gulf states 

characterised cybersecurity as primarily an economic issue. Trojans, worms and malicious software, 

most of it operated for financial gain, were tracked worldwide by cybersecurity companies from 

2002. A survey of annual threat reports published by nine companies provides an overall picture of 

the region.283 Given the flawed measurement processes at the time – e.g. tracking the origin of 
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malware through the country location of the IP address it connects to – their conclusions should be 

treated with caution. Symantec reports claim that Egypt was frequently one of the top sources for 

malware per internet capita (i.e. individuals with access to the internet) between 2002 and 2011, and 

in 2010 it was also one of the top virus-contributing countries worldwide. McAfee and Cisco reports 

identify Saudi Arabia as a key source of spam in 2012 and 2013 respectively, while Egypt is 

consistently in McAfee’s list of countries with many servers hosting malicious content from 2012. 

Verizon reports identify early data breaches in all seven states, beginning with Egypt (2010), UAE 

(2011), and Kuwait (2012). 

From 2008, Microsoft provides a measurement of ‘computers cleaned per mille’ (CCM), 

which is the number of infections detected per thousand computers running Microsoft security 

services, broken down by state. The CCM can be taken as an indication of the prevalence of malware 

in that state, as displayed in Figure 2. According to this data, until 2011 malware levels in Egypt and 

the GCC were slightly higher than the global average, with a split between Saudi Arabia, Kuwait, 

and Bahrain as consistently higher and Oman, UAE, and Qatar as equal or lower. Saudi Arabia 

generally had a higher malware level than the rest of the GCC from the earliest report in 2002, 

although Egypt had the highest level of the seven states between 2011 and 2015. After 2011, Egypt 

and the Gulf states were all significantly above the global average, with a clear increase from mid-

2013. The reason for the spike for Qatar in 2011 is unclear but may be due to its small and highly 

connected population; one large malware infection would drastically alter the CCM rate. 
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Figure 2: CCM rate in Egypt and GCC, 2008-2016 

 

 

Overall, these reports created a perception of the region as a source of cybersecurity threats to 

businesses, suggesting an economic rather than national security referent. However, they also had a 

more fundamental effect on the cybersecurity professional discourse in Egypt and the Gulf states, as 

they were generated by US companies moving into global markets, and so the statistics above were 

designed to generate business for these specialised companies in non-Western regions. As Dunn 

Cavelty and Balzacq write: 

Cyber-security reports… visualise malware based on the collection of data about 

infected machines, which is then aggregated in terms of infection rates per country. The 

practice of aggregating malware infection this way performs a version of the social in 

which space is exclusive: there are neat divisions with no overlap, based on a 

comfortable geography of well-known political entities. This allows identifying the 

‘good’ from the ‘bad’ as well as the areas that are most in need for intervention. Whereas 

every locale in which there are computers/computer networks is a (potential) space for 

cyber-security, the focus on infection rates per country easily translates into regions of 

in-security.284 

 

In Dunn Cavelty and Balzacq’s terms, these cybersecurity reports construct Egypt and the 

Gulf states as a ‘region of insecurity’. Although accurate, I go beyond this claim to argue that this 
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insecurity is inherently ambiguous. To dissect the origins of this ambiguity, I focus on one early 

cybersecurity event in Egypt. 

In 2009, an FBI operation conducted jointly with the Egyptian authorities arrested around 100 

people, 43 of whom were in Egypt. These arrests were linked to an online scam named ‘Phish Phry’, 

in which phishing emails were sent to Bank of America customers to obtain their login details, with 

$1.5 million taken from victim accounts.285 ‘Phishing’ is a cybersecurity term for the gathering of 

credentials such as usernames and passwords through illegitimate versions of websites. Importantly, 

a statement by Robert Mueller, then-FBI director, after the arrests brought together concepts of both 

economic and national security. In his statement, Mueller warned that: 

What may start as a criminal investigation may lead to a national security threat. … At 

the start of a cyber investigation, we do not know whether we are dealing with a spy, a 

company insider, or an organised criminal group.286 

 

This ambiguity between different referents is based on professional cybersecurity practices 

developed in tandem with the technological characteristics of the issue area itself. In most 

cybersecurity investigations the attacker or adversary is given a codename based on mainly technical 

identifiers, as their identity can be hard to determine from the perspective of the investigator without 

recourse to national-level intelligence capabilities. In such cases, plausible identities can be inferred 

from the assumed motive of the adversary, itself based on details of the target. Mueller’s statement 

above can therefore be read as simply explaining this aspect of ‘cyber investigations’.  

However, Mueller also used this ambiguity to expand the relevant security frames around 

Phish Phry by stating that “something that looks like an ordinary phishing scam may be an attempt 

by a terrorist group to raise funding for an operation”.287 Here, despite no indication of any link to 

terrorist groups, Phish Phry was placed in a national security frame. The creation of a region of 

insecurity identified by Dunn Cavelty and Balzacq thus interweaves economic and political concepts 

together into a single ambiguous cybersecurity discourse. 
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It is instructive to compare the US characterisation of Phish Phry with the Egyptian version. 

Arabic sources indicate that there was a domestic professional community interested in these issues 

at least from 2009, when the arrests took place. Likely Egyptian users of a Saudi-based IT forum 

posted technical details of the Phish Phry scam the day after the arrests were reported in the US 

media. One forum post said that “their wealth appeared suddenly, they were talked about in the area 

and everyone knew their story but they were not arrested until after years of hacking” (zuhira 

ʿalaihum al-thuraʾ fajaʾatan wa tamm tadawul muʿalumat ʿanhum fi al-balda wa asbaha al-jamiʿa 

yaʿarifu qisatahum wa lakin lam yatimm al-qabd ʿalaihum ila baʿad sanawat min al-qarsana).288 

However, it also said that “many of the accused were forced to confess and sign written reports after 

they faced beatings and torture and repeated insults” (ʿadadan min al-muttahamin tamm ijbarahum 

ʿala al-ʾitiraf wa al-tawqiʿi ʿala ʾiqrarat maktuba baʿad ʾan taʿarradu lil-darb wa al-taʿdhib wa lil-

ʾihanat al-mutakarrara).289 While these details are unconfirmed, if true they highlight the early 

involvement of the Egyptian security services (ʾamn al-dawla) in cybersecurity investigations and 

the incorporation of cybersecurity into the violent national security practices of the Egyptian state, 

and the expansive definition of national security detailed in Chapter 3. 

In contrast, articles on Phish Phry in the mainstream Egyptian media did not mention these 

details, with Phish Phry labelled as ‘the issue of electronic piracy/hacking’ (al-qadiat al-qarsanat 

al-ʾiliktruniyya) in national newspapers Al-Masry Al-Youm and Al-Watan. The description of Phish 

Phry as qarsana initially had more of a connotation of theft than illicit entry, although qarsana is 

now used for both piracy and hacking generally, and the absence of a clear translation of the prefix 

‘cyber’ into Arabic meant that ‘electronic’ was the accepted substitution. Furthermore, according to 

these media reports, witnesses included the information network department in the interior ministry, 

the computer crimes department in the police, and the national telecommunications agency.290 This 

                                                                
288 Mzdr, ‘Tamm Al-Qabd ʿ ala Qarsanat Al-Bunuk Al-Amrikiyya Fi Misr [Arrests in Egypt over Piracy against 

the American Banks]’, Swalif Soft, 13 October 2009, https://perma.cc/MD8L-UZQJ. 
289 Mzdr. 
290 Ghada ʿAbd Al-Hafiz, ‘Janayat Al-Mansura Tuʾajjilu Mahkamat Al-Muttahamin Fi Qadiyyat “Al-Qarsanat 

Al-ʾiliktruniyya” ʾila 2 Mayo [Mansoura Court Postpones Sentencing in the Case of “Electronic Piracy” to 2 

May]’, Al-Masry Al-Youm, 6 March 2010, https://perma.cc/AV3P-6CAZ. 



110 

 

combination of government departments is an interesting anticipation of the struggles between 

different state organisations over the ownership of cybersecurity expertise explored in Part 2.  

While the US-based members of the Phish Phry gang were given prison sentences,291 Egypt’s 

turbulent political situation meant that the Phish Phry operation (with arrests taking place in October 

2009) was largely overshadowed by the January 2011 revolution. Interviews in Al-Masry Al-Youm 

with families of the Phish Phry defendants emphasised the revolution as a turning point in this case, 

claiming that “the citizen raised his head after the revolution… they [the defendants] are part of the 

free future of Egypt” (rafaʿa almuwatin raʾasahu baʿad al-thawra… hum juzaʾ min mustaqbal misr 

al-hurra).292 These interviews also cited as an indication of their honesty that “there was a chance to 

escape during the revolution but they did not try to escape” (kana ʾamamhum fursa lil-hurub ʾathnaʾ 

ʾahdath al-thawra ʾila ʾanhum lam yuhawalu al-hurub).293 Consequently, after six years, the 

Egyptian defendants were acquitted in 2015, reportedly with no analysis of the large amount of data 

provided by the FBI to their Egyptian counterparts.294 

In sum, the Phish Phry incident looks very different from the US and Egyptian lenses. For the 

US, although Phish Phry was a criminal gang, it could have been a terrorist group fundraising large 

amounts of money due to the inclusion of Egypt in an ambiguous ‘region of insecurity’. For some 

Egyptian observers, Phish Phry was merely one of many ways for educated young men to use their 

technological skills in a way accepted by their local community, although this event also highlighted 

the assimilation of cybersecurity into the routinised violence of the Egyptian security forces and the 

expansive definition of national security prevalent especially after the January 2011 revolution. 

Finally, it is worth noting that the Phish Phry scam also anticipated a similar incident in the Gulf 

three years later, when there were two separate compromises of prepaid credit card information for 
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customers of BankMuscat in Oman and RAKBank in the UAE in December 2012 and February 

2013.295 This information was also provided to a transnational criminal network who withdrew $45 

million in cash from ATMs across the world using those card details.296 

 

5.2 Two Shamoons 

 

I now focus on one event in particular: the Shamoon incident with which I began the thesis. 

I draw on the same sources as the section above - technical reports and surrounding media – as well 

as interviews with cybersecurity professionals in the region. I use this closer analysis to explore 

several themes noted above: the ambiguity between different conceptions of cybersecurity; the 

relationship between international and local framings of cybersecurity incidents; and the emergence 

of discursive patterns of codenames, technical data, and concepts of destruction. As well as the 

ambiguity that is a core plank of the thesis argument, the latter two themes form the basis for the 

moral manoeuvre of alignment detailed in Chapter 6. The label Shamoon has been used to refer to 

two separate incidents in 2012 and 2016; I refer to them as Shamoon 1 and Shamoon 2. 

 

5.2.1 Shamoon 1 

 

In August 2012, malware spread through the business networks of the Saudi national oil 

company, Saudi Aramco, and wiped data from around 30,000 computers. A few weeks later the 

Qatari gas company RasGas was affected by the same malware. According to Saudi officials, the 

aim of the operation was to “stop the flow of Saudi oil”.297 Shamoon 1 was described as a “wake-up 

call” by a senior US cybersecurity official, claiming that “a similar attack on our critical 

infrastructure networks could have grave effects on financial markets, communication networks, and 
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health and safety services”.298 The US Defence Secretary cited Shamoon 1 in a speech warning of a 

“cyber Pearl Harbor”.299 It has consequently become a standard reference for ‘destructive cyber-

attacks’ in IR, and I will return to this phrase below.300 

The technical details of Shamoon 1 were determined early on by the analysis undertaken by 

three cybersecurity companies - Symantec, Kaspersky, and Seculert - all published on 16 August 

2012.301 These analyses revealed that the malware used a component named ‘Wiper’ to overwrite 

data on the hard drive of the infected computer in a very simple way: it sequentially worked through 

all the files on the computer, replacing them with the image of a burning US flag. Finally, it 

overwrote the computer’s master boot record, causing the computer to lose all functionality. In 

general, one can overwrite data for many legitimate purposes, and the specific overwriting 

application used in Wiper also has many benign applications. However, this particular ‘Wiper’ 

component had a similar wiping process to a module in Flame, a US espionage operation detected 

in Iran earlier in 2012. The reports about Shamoon 1 describe Shamoon 1 either as reengineered, 

emphasising the same technical properties as Flame, or as a copycat, suggesting it was a technically 

distinct imitation.302 

The name of the malware is itself a socio-technical construction. The cybersecurity 

companies noticed that its file location was “C:\Shamoon\ArabianGulf\wiper\release\wiper.pdb”. 

They took the name ‘Shamoon’ from this filename and used it to refer to the malware as a whole. 

Kaspersky speculated on the origin of the name: "it could be a reference to the Shamoon College of 

Engineering… [in Israel] Or, it could simply be the name of one of the malware authors. Shamoon 

is the equivalent of Simon in Arabic.”303 While these assessments were judged incorrect by the wider 
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community, they were nonetheless an attractive hook on which to advertise the company’s services. 

The name therefore gained salience due to both malware characteristics and professional positioning.  

A group called “The Cutting Sword of Justice” claimed responsibility for Shamoon 1 through 

a message left on Pastebin, a site often used by hacktivists and others to claim website defacements: 

We, behalf of an anti-oppression hacker group that have been fed up of crimes and 

atrocities taking place in various countries around the world, especially in the 

neighboring countries such as Syria, Bahrain, Yemen, Lebanon, Egypt and ..., and also 

of dual approach of the world community to these nations, want to hit the main 

supporters of these disasters by this action. One of the main supporters of this disasters 

is Al-Saud corrupt regime that sponsors such oppressive measures by using Muslims 

oil resources. Al-Saud is a partner in committing these crimes. It’s hands are infected 

with the blood of innocent children and people.304 [dots not inserted] 

 

This message appears to provide a ‘hacktivist’ motivation for the incident. However, Shamoon was 

soon cited by US media as Iranian retaliation for previous cyber operations against Iran by the US 

and Israel.305 The public consensus, likely encouraged by classified intelligence from government 

agencies in the UK and US, was that Iran was ultimately responsible for the incident. 

My interviews with cybersecurity professionals in the region underline the effect that 

Shamoon 1 had on cybersecurity in the region. One interviewee echoed the language of the US 

officials quoted in the Introduction, saying that “the breach of Aramco was a wake-up call in general, 

in the eyes of everybody, we realised that the Middle East is not isolated” (I-17). A Qatari official 

expressed this shift in terms of the tangibility of cyber threats, saying that “after RasGas, you were 

able to see it, we felt them” (I-4). Another interviewee also used the metaphor of awakening:  

Shamoon was the real wake up call. In meetings shortly afterwards, people realised 

what it could do. It was all about the GDP of the country, and the country relies on 

O&G [oil and gas], that’s why it had a big effect. Before then, people were just doing 

cyber because they felt they should do cyber. (I-13). 

 

Although Shamoon 1 only targeted data on business networks, cybersecurity experts 

interpreted it as also demonstrating risks for critical infrastructure. As one interviewee put it, 

“Aramco shocked everyone, even the man on the street. We were worried our pipelines might stop 
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pumping oil” (I-49). Another interviewee stressed this transfer of risk from business to operational 

networks:  

In the Aramco attack, they were not targeting ICS [industrial control systems], they 

were targeting the business. But it woke them up to improve ICS because some ICS 

were affected because they were connected, even without realising it… Aramco was 

lucky to have this attack, as it could have done major destruction. Other companies will 

tell you it was an ICS attack, but ICS effect was not the target (I-3). 

 

Other interviewees highlighted the commercial benefits of Shamoon 1 for the cybersecurity 

industry in the region. An interviewee based in the UAE said that “Aramco was the main incident 

that happened, and it really helped our momentum” (I-26). A Bahraini interviewee compared the 

effect favourably with Stuxnet, a US-Israeli cyberattack on an Iranian uranium enrichment facility, 

explaining: “Aramco had a huge impact here, the Iranian attack was not as important because it was 

not a commercial establishment” (I-31). The increased salience of cybersecurity led to a clear 

response from their customers. As one interviewee said, “before Shamoon, people were fussy on the 

details, and would agree that cyber is important but not willing to spend money on it” (I-13). After 

Shamoon 1, financial commitment was seen as matching organisational changes: 

Before Aramco cybersecurity was part of the IT department, under an IT manager. In 

O&G [oil and gas] the CTO [Chief Technology Officer], the technical operations 

people, thought they were the priority, and IT was just back office like HR [human 

resources] or something. The operations people brought in the money, and did the 

important stuff… After Aramco everything changed: for a couple of years they spent a 

lot, and bought everything, all the latest technology (I-12). 

 

I now turn to the relationship between international and regional perceptions of Shamoon. 

Local coverage of the incident was almost non-existent in the first weeks after the event, which is in 

keeping with the quiescent and government-controlled nature of mainstream media outlets in Saudi 

Arabia. The stories that did run were either based on Western media or in outlets located in other 

countries. For example, an Arabic language technology website reported almost immediately on the 

incident, on 15 August.306 It described Shamoon as penetration or hacking (ikhtiraq), theft (sariqa), 

and loss of data (fiqdan al-bayanat), but not as a destructive attack. Initially, this story stated that 
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Iran was involved, but a correction was immediately issued saying that “It is confirmed that Iran has 

no connection to this hack” (tamm al-taʾakkud min muʿaluma biʾan ʾiran laisa liha ʿalaqa fi al-

ikhtiraq).307 Another technology website posted the details of the incident online two weeks later, on 

29 August, based on Symantec’s first reports.308 This post called the malware Shamoon, as did 

Symantec, and noted that it was based on a module from Flame, the US espionage malware against 

Iran discovered in 2010. Again, this post did not mention destruction, but it did call the incident an 

‘attack’ (hujum). 

In contrast, on 29 August 2012, Al-Jazeera published an Arabic-language article speculating 

on the actor behind the attack. In line with Al-Jazeera’s political leanings, it stated that experts 

viewed Iran’s involvement as unlikely and blamed a competitor in the oil industry. However, this 

article also cited a claim originally in the New York Times that the hack was political not economic 

(siasi laisa tijari) and mentioned that “probably there was an employee inside Aramco assisting the 

attack” (ihtimalat ʾan yakun muwazzaf min dakhil ʾaramku sahal al-hujum).309 This article was the 

first to describe the incident as destructive, using the phrase takhribi (later coverage in the Al-Watan 

newspaper would also use the synonym tadmiri). The claim that an Aramco employee was involved 

(known as an ‘insider’) stemmed from a Reuters article on 7 September which stated that someone 

involved in the attack had inside knowledge and privileges.310 Although later reports retracted this 

claim,311 it was used by Al-Jazeera in the article above to politicise the incident further, and I will 

return to the significant concept of an insider in Chapter 9. 

After a few months, when the international evidence of a significant cybersecurity incident 

was impossible to ignore, the Saudi media began to comment on Shamoon 1. The head of the 

investigative committee gave a press conference in December 2012, claiming that the aim was to 
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damage Saudi Arabia’s national economy.312 His description of the attack used the by-then 

established phrases hujum ʾiliktruni, qarsana and ikhtiraq, and he countered the insider narrative by 

promising that no employee was involved or would be sanctioned because of the incident. He also 

stated that the attackers had tried to enter the Aramco networks for over a month.313 A spokesman 

for the Saudi Ministry of Interior quoted by Al-Quds Al-Arabi (published in London) went further, 

and said that “Aramco was exposed to more than a process of piracy - it was electronic terrorism” 

(taʿarradat lihu ʾaramku akbar min ʿamalia qarsana fahuwa ʾirhab ʾiliktruni).314 Later opinion 

pieces in Saudi-owned Al-Sharq Al-Awsat also labelled it as an act of terrorism after public 

association with Iranian actors.315 

This analysis suggests that the trajectory of Shamoon 1 in the Arabic media had a complex 

relationship with its international English language coverage. On one hand, Arabic media relied on 

technical details from US cybersecurity companies and statements of attribution by US newspapers 

to publish opinion pieces in the more independent or anti-Saudi media outlets. On the other hand, 

the domestic Saudi media and Saudi-owned outlets were uncertain of the correct framing for this 

incident for a much longer time than the international media, although they later settled on an 

ambiguous combination of terrorism, Iran, and hacking. Exploring both local and international 

portrayals of cybersecurity incidents across languages enables a close analysis of this ambiguity. 
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5.2.2 Shamoon 2 

 

The name Shamoon was then given to a second incident that took place between November 

2016 and February 2017. Unlike the first version, but like other campaigns explored later in this 

chapter, it was a series of incidents affecting different organisations with similarities in ‘techniques, 

tactics, and procedures’ (TTPs). In November 2016, malware with similar wiping functionality to 

Shamoon 1 was identified on the networks of multiple organisations in the Saudi government, 

including the central bank, and caused a temporary halt to operations at the Civil Aviation Authority. 

This malware, which resurfaced with minor changes throughout late 2016 and early 2017, was again 

attributed to the Iranian government.316 

The technical characteristics of the 2016 malware clearly referenced the first Shamoon. The 

2016 malware set the date on the infected computer to August 2012 (shortly before Shamoon 1 had 

begun to wipe data) and instructed the computer to wipe itself when the computer clock reached the 

time the first Shamoon occurred. This technical link, written into the malware by its authors, was 

both an overt claim of attribution (that the same actors were responsible for both incidents) and a 

sign of bravado (that these actors were able to infiltrate and wipe networks at any time). Furthermore, 

the malware used the same wiping mechanism as the first Shamoon and was also delivered through 

phishing emails, in which an unsuspecting user clicks on a link to download the malware.  

Again, the marketing choices of the cybersecurity companies that analysed this malware 

helped establish an association with Shamoon 1. The 2016 incident was called “Shamoon 2.0” in 

Kaspersky’s report, reinforcing the technical link between the two incidents above. However, this 

framing of the malware as a reoccurrence of the 2012 version was complicated by its technical 

analysis. Kaspersky identified yet another malware during their investigation of Shamoon 2, with 

both wiping and espionage functionalities, thereby complicating the idea of a single ‘heir’ to the 
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2012 version.317 Also, the Shamoon 2 malware had ransomware functionality, which indicated that 

it had been designed with the option to restore data after payment, rather than delete data irreversibly, 

and was therefore not ‘destructive’ in the same sense. Finally, the technical infrastructure around 

Shamoon 2 was associated with Iranian cyberespionage campaigns that had occurred earlier in 2017 

by another cybersecurity company, FireEye.318 In sum, Shamoon 2 was constructed as a 

‘reoccurrence’ of Shamoon 1 by expert cybersecurity reports due to professional incentives, despite 

substantial ambiguity and the ready availability of other interpretations. This ambiguity ran deep in 

the professional discourse, as both the association with Shamoon 1 and the discrepancies could be 

supported by social and technical factors, including characteristics of the malware itself, expert 

judgement about its origin, and the surrounding technical infrastructure. 

Shamoon 2 had a similar effect on professionals in the region, which I observed first-hand 

during my fieldwork. Saudi government officials left conferences I was attending mid-speech in 

November 2016, while interviewees showed me their latest analysis of the malware in near-real time. 

However, Shamoon 2 had different consequences for cybersecurity professionals in the organisations 

affected. At a conference in Riyadh a couple of months later, one Saudi professional observed that 

“3 CIOs [Chief Information Officers] of ministries have been fired, of the 6 ministries which were 

affected by Shamoon 2” (MECS2017). Others emphasised Saudi Arabia’s quick national-level 

response, although with a caveat on the persistence of commercial incentives: 

The government of Saudi Arabia stepped in pretty fast, the Kingdom NCSC [National 

Cyber Security Centre] within a day had said to everyone, government entities, different 

sector companies, and CI [critical infrastructure. Once a company finds out, every 

single vendor they have goes and helps. And other vendors as well because you can sell 

technology. It is sad for vendors which are incumbent but good for others who were 

not, as you can say that our tech is better. We’re all there to sell technology in the end! 

(I-48). 
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For this interviewee the immediate response to Shamoon 2 was markedly different to Shamoon 1, 

both in terms of improved government coordination and commercially motivated offers of 

assistance.  

Another interviewee working in the Saudi government again emphasised the potential for 

espionage as well as data deletion: “Shamoon 2 could have taken data, it affected 10, 13 ministries, 

some didn’t work for weeks. What stops him from taking data, if he can get onto every computer 

and boot a disk wiper?” (I-51). While Shamoon 1 highlighted an ambiguity between cybersecurity 

referents of business profits and critical infrastructure, Shamoon 2 contained an equally deep 

ambiguity between destruction and espionage. 

Turning to the media reception, the Saudi online paper Sabq reported on Shamoon 2 very 

quickly after it occurred, with an article on 01 December 2016 summarising the complex links 

between the two Shamoons, as well as noting potential Iranian involvement.319 This was a much 

quicker media response than for Shamoon 1, suggesting that the discursive space for talking about 

cyberattacks in the Saudi media had shifted dramatically in the intervening four years (partly due to 

developments in the Saudi government analysed in Chapter 7). However, the Arabic press generally 

was less responsive than Sabq: the next report was by Al-Jazeera six weeks later, making no 

attribution and repeating technical claims by cybersecurity company Palo Alto Networks.320  

Many of the Saudi dailies began to report on Shamoon 2 at the same time as Al-Jazeera, 

suggesting some coordination in the Saudi media or at least a shared sense of competition with the 

Qatari outlet. Only two of these Saudi reports went beyond a simple repetition of the analysis of 

cybersecurity companies. The first, Al-Mowaten, reported on Shamoon 2 on 24 January 2017, 

describing it as destructive (mudammir).321 Interestingly in light of the ambiguous espionage 

capability of Shamoon 2, Al-Mowaten reframed the original Shamoon 1 attacks, claiming that in 
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addition to the data deletion Shamoon 1 had achieved the ‘theft of thousands of personal files’ 

(sariqat alʾaf al-milfat al-shakhsiyya).322 It also stressed that Shamoon 2 was a problem worldwide, 

and although Iran was associated with Shamoon 1 it could not confirm any link to Shamoon 2. Right-

wing daily Okaz adopted a similarly cautious approach. Although it carried an interview with a US 

digital forensics expert under the title ‘Iranian militias behind Shamoon’ (milishiyya ʾiraniyya waraʾ 

hujumat shamʿun) just after the Al-Mowaten report, the interview merely traced the origin of the 

malware through the already public Iranian attribution of Shamoon 1 to the original US-Israeli 

Stuxnet operation, highlighting that it was unclear whether Shamoon 2 was a copy or development, 

and the author made no further claims beyond the provocative title.323 

This analysis suggests that not only was the domestic media much more aligned with 

international media and cybersecurity companies than after the first Shamoon, but that the content 

and tone of the media coverage also changed. These reports were much less sensationalist and treated 

cybersecurity incidents as something that - although potentially destructive - was nonetheless fairly 

routine and could be mitigated with simple steps (some Saudi newspapers also gave advice on how 

to avoid infection). 

  Overall, Shamoon was the pivotal incident in the narrative of most cybersecurity 

professionals in the region and was the catalyst for the emergence of cybersecurity as a priority topic 

in the region for organisations in both public and private sectors. As both Shamoon incidents 

demonstrate that cybersecurity events are ambiguously constructed from both social and technical 

ingredients, as well as differing between regions, the importance of these events provided the impetus 

for the proliferation of this ambiguity throughout the professional discourse.  
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5.3 Proliferation 

 

I now examine the proliferation of cybersecurity incidents in the region in the period 2011-

2017. I treat these incidents in turn focusing on two categories used by cybersecurity professionals: 

cyber espionage and hacktivism. Following this, I synthesise data on all cybersecurity incidents in 

the region to demonstrate the first key plank of the thesis argument: that these categories are 

themselves ambiguous, fluid and interchangeable. 

 

5.3.1 Cyber espionage 

 

The first incident of cyberespionage in Egypt and the Gulf states was a campaign named 

Night Dragon in early 2011. Night Dragon was the codename given by cybersecurity company 

McAfee to a multi-year campaign against energy companies around the world, including in the Gulf 

states, in which widely available hacking tools were used to penetrate their computer networks, and, 

in some cases, remove data from industrial systems. This campaign was attributed by McAfee to 

actors based in China (with an oblique reference to this attribution in the name “Night Dragon”). The 

assumed motive was economic, as McAfee stated that “these attacks focus on the theft of specific 

data and intellectual property”, aiming for “corporate and commercial targets”.324 The documents 

obtained by the espionage campaign also suggested an economic motive, as it took “sensitive 

competitive proprietary operations and project-financing information with regard to oil and gas field 

bids and operations”.325 For McAfee, the wider lesson was clear: “miscreants continue to infiltrate 

networks and exfiltrate sensitive and proprietary data upon which the world’s economies depend”.326  

However, Night Dragon also carried the possibility of other cybersecurity referents, as 

McAfee suggested that Night Dragon “speaks to quite a sad state of our critical infrastructure 
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security”.327 An expert comment on the McAfee report went further: “The threat of cyber terrorism 

is no longer a problem of the future… A targeted attack may cost companies dearly, both in terms 

of financial losses and productivity loss. The potential proceeds, for instance from extortion, are 

huge.”328 Here the risks demonstrated by a single cybersecurity incident were extremely ambiguous, 

from theft and damage to critical infrastructure to ‘cyberterrorism’. The range of referents also 

increased over time: at the time of writing, McAfee’s website claimed that “the tools and techniques 

behind Night Dragon are not specific to critical infrastructure and can be used to launch attacks 

against any industry.”329  

Cyberespionage then became a standard part of state intelligence capabilities worldwide, 

including in the region studies by this thesis. In 2012, US-designed malware called Flame was 

discovered on many networks including in Egypt and Saudi Arabia. Cybersecurity company 

Kaspersky assessed that Flame was built by the same organisations who created Stuxnet, and that it 

had been active since March 2010.330 Another espionage tool similar to Flame, named Gauss, was 

identified by Kaspersky in 2012. Infections by Gauss throughout 2011 and 2012 were mainly in 

Lebanon, although fewer instances were across the Levant and Gulf.331 Two years later, sophisticated 

malware named REGIN was discovered by cybersecurity companies on a wide range of 

organisations worldwide. According to Symantec, 24% of infections were in Saudi Arabia, the 

second-highest single state (after Russia with 28%).332 Following the Snowden disclosures the year 

before, this malware was linked to the Five Eyes intelligence community (UK, US, Australia, 

Canada, New Zealand), and specifically the UK and US signals intelligence agencies GCHQ and 
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NSA.333 Separately, cyber-espionage operations attributed to Iran have been conducted against 

targets in the US, Europe, and in the Middle East since 2011. 

These ‘cyber powers’ were not the only actors involved in interstate competition using cyber 

tools. Another campaign, named Desert Falcons by Kaspersky Lab, was claimed to be “the first 

known cyberespionage attacks to be fully developed and operated by Arabic speakers to target the 

Middle East.”334 The actors used infrastructure in Egypt, Palestine, and Turkey, and had a wide range 

of targets, although the most concentrated instances were in Egypt, Israel and Palestine. The Desert 

Falcons campaign was never attributed with confidence to a specific state.  

The lines between state cyber espionage, individual actions, and even the investigations 

carried out by cybersecurity companies blur extensively. A good example is an actor identified as 

‘Molerats’ by cybersecurity companies, who used Arabic language documents to construct phishing 

emails in late 2011, suggesting targets in the Palestinian territories.335 However, in 2012, the same 

actor used a remote access tool (RAT) from a Gaza-based IP address to infiltrate the Israeli police 

force.336 In 2013, the same actor then switched to a different tool, named Poison Ivy, which was 

commonly associated with Chinese cyber espionage at that time.337 Incidents associated with this 

actor in 2015 were mainly targeted at Egypt, the UAE, and Yemen,338 but also the Middle East more 

widely.339 This complex trail of events, linked through technical details and expert assessments, is 

difficult to categorise and highly ambiguous.  

The attribution of Molerats to a specific individual or organisation is similarly ambiguous. 

One report associated these events with a group named Gaza Hackers Team (fariq qarasina ghaza), 
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which appeared to be run from Algeria. Strikingly, another cybersecurity company tracking this actor 

received emails from someone they assessed to be the actor themselves (from a fake account) asking 

for the information the company held about that individual. The company reported that they “did not 

send any information to the attackers. However, we used the new leads to deepen the 

investigation”.340 Although their latest report attributes these incidents to Hamas, the conversation 

between the company and the actor suggests that it was a single individual using a Gaza-based IP 

address. Lastly, this reciprocal contact between ‘investigators’ and ‘attackers’ is reminiscent of 

espionage and intelligence work more widely, highlighting the overlap with expert practices in 

intelligence noted in the previous chapter. 

Despite this overall ambiguity, some incidents were simply characterised as commercial 

rather than state espionage. In 2014, malware was detected that was specifically designed to remove 

data from energy companies, with most of its instances in the Gulf states (25% in the UAE alone).341 

Similar commercial espionage also occurred in the finance sector in 2016, when phishing emails 

were sent to a wide range of organisations, predominantly in the Middle East, appearing to be from 

UAE bank EmiratesNBD.342 The motivation was reported to be purely commercial espionage, as 

these emails were sent to senior executives in large private organisations. Not all cybersecurity 

incidents therefore offer the same level of ambiguity between referents as those detailed above. 

 

5.3.2 Hacktivism 

 

Politically motivated incidents in cybersecurity span a large range of activity, from 

‘hacktivism’ (such as the Gaza Hackers Team above) and so-called ‘cyberterrorism’. Although 

scholars have attempted to both define and deflate the concept of cyberterrorism,343 the distinction 
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between the two is often deliberately muddied by the actors themselves. For example, in 2012, 

individuals claiming affiliation with a Saudi hacking group called ‘group-xp’ obtained 400,000 credit 

card accounts from an Israeli sports website; in retaliation, an individual claiming to be an Israeli 

soldier posted personal information of Saudis, Egyptians, and others online. Then, the websites for 

the national Israeli airline, stock exchange, and three banks were taken offline, probably by group-

xp.344 The motive for this ‘group’, which was in fact a 19-year old Saudi citizen, was explored in an 

online chat with a journalist after this incident.345  When asked “would you call what you’re doing 

hacktivism? Or cyberterrorism?”, his response was “could be anything. I just want to see Israel 

suffer”. When asked again for his motive, he explained that “Israel kills Israeli innocent people, it's 

what their government do, it's their daily business, they do not obey any law, international law, so I 

want to harm them in ANY way I can”. Hacktivism and cyberterrorism are thus ambiguous terms, 

especially for the actors involved. 

Others have embraced both labels to create publicity, and in some cases, distract attribution 

efforts. A range of groups claiming affiliation with Islamic State conducted cyber operations in 2015 

and 2016, including under the labels “Cyber Caliphate” and “Islamic Cyber Army”. As well as 

defacing websites, one of their tactics was to release personal information of government employees 

in countries fighting them in the Syrian conflict; for example, the Saudi Royal Guard.346 While some 

individuals operating from ISIS-held territory in Syria were engaged in online recruitment and other 

‘cyber’ activities, other operations claimed by the ‘Cyber Caliphate’ were later attributed to Russian 

intelligence agencies using a ‘false flag’ to prevent discovery.347 These discoveries blur the lines not 

only between hacktivism and cyberterrorism, but also between cyberterrorism and cyber espionage.  

The unclear distinctions between hacktivism and cyberterrorism meant that other hacktivists took 

pains to distance themselves from terrorist labels. In 2014, a group called Cyber of Emotion obtained 
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access to the Twitter account of the Saudi Ministry of Justice and highlighted a supposed $45 million 

cost for website development.348 In August 2015 the same group then took other Saudi government 

websites offline, claiming to demonstrate the security vulnerabilities in government systems. This 

group left messages saying “We do not want to harm the site. Had it been hacked by enemies, your 

personal information, emails and registration data would have been compromised.” This group 

deliberately distinguished their political motivation from more radical opposition to the Saudi 

government to avoid the label of cyberterrorism.  

Other hacktivist groups mobilised in support of domestic political issues in the region. In 2015, 

hacktivist collective Anonymous launched “OpNIMR”. OpNIMR was named after Ali Al-Nimr, the 

nephew of dissident leader Sheikh Nimr Al-Nimr, who was imprisoned in 2012 following his 

participation in pro-democracy protests and later sentenced to death. OpNIMR was a distributed 

denial of service (DDOS) attack, which aimed to send a massive number of requests to websites of 

Saudi government and foreign embassies and thereby take them offline.349 The Anonymous 

operation continued after the execution of Sheikh Nimr Al-Nimr in January 2016 in a series of 

executions drawing widespread international criticism. Their motivation was made clear in an 

interview with one of the coordinators of the operation, who explained that: 

I think it's because he [Ali Al-Nimr] is so young. He's all about anti-government protests 

and we're totally against the government, so really he was doing us a favor and now we 

are doing him a favor… It was also a social media trend at the time and we thought we'd 

do something about it. Saudi Arabia has been approved to be on the UN Human Rights 

Council. They're crucifying and beheading a 21-year-old - do you really want them to 

be in front of Human Rights at the UN? In addition to already having executed 127 

people this year? It's not right.350 

 

From the perspective of cybersecurity professionals, this incident subverts the usual categories 

of threat and victim. While Anonymous are usually considered a classic ‘hacktivist’ cybersecurity 

threat, and US-based cybersecurity companies assisted the Saudi government in many of the cases 

                                                                
348 Al-Jazeera, ‘Saudi Websites Hacked by “Well-Intentioned” Group’, 15 August 2015, 

https://perma.cc/JKK3-M75B. 
349 David Gilbert, ‘Anonymous Knocks Saudi Government Websites Offline In Protest Against Planned 

Beheading And Crucifixion Of Ali Mohammad Baqir Al-Nimr’, International Business Times, 28 September 

2015, https://perma.cc/6Q8Y-4DVN. 
350 Carl Nasman, ‘Anonymous Hacktivist Explains Why Group Is Targeting Saudi Arabian Government’, 

DW.COM, 2 October 2015, https://perma.cc/WQ3Z-FZX6. 
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above, here influential cybersecurity professionals in the US supported Anonymous.351 Their 

position thereby became the exact opposite of the local media, who usually relied on their analysis 

(for example in the Shamoon incidents in the previous section). For example, Anonymous was placed 

neatly into the Saudi media’s existing set of cybersecurity threats, as the right-wing Saudi paper 

Okaz labelled Anonymous as a ‘terrorist hacker’ (hakar ʾirhabi) and blamed the operation on the 

support of the ‘digital Satan Iran’ (al-shaitan al-raqmi ʾiran).352 As well as illuminating ambiguities 

in the conception of cybersecurity between cybersecurity professionals and their clients, this incident 

also anticipates the introduction of human rights into cybersecurity considered in Part 2.  

 

5.3.3 Synthesis 

 

The overarching theme of all the cybersecurity incidents considered in this chapter is that 

their interpretation is complex, requiring significant expertise and containing vast areas of ambiguity 

and uncertainty. Consequently, they simultaneously support several varied categorisations, the 

salience of which shifts over time. To illustrate the flexible construction of cybersecurity incidents 

in Egypt and the Gulf states, I distinguished four categories: hacktivism (as above), cyberespionage 

(as above), cybercrime (as in the Phish Phry and Bank Muscat scams in the first section of this 

chapter), and critical infrastructure attacks (as in the two Shamoons). I then catalogued all key events 

within these four categories, including but not limited to the ones discussed in this chapter, noting 

how far they supported multiple interpretations. The result is displayed in Figure 3. 

 

 

 

 

 

                                                                
351 Pierluigi Paganini, ‘#OpNimr Anonymous Targets Saudi Websites to Stop Al-Nimr’s Crucifixion’, Security 

Affairs, 28 September 2015, https://perma.cc/F42P-SK3J. 
352 ʿAbd Al-Razzaq Al-Marjan, ‘ʾiran Taqudu Shaghaban Raqmian Litashjiʿ Al-ʿunf  [Iran Leads Digital 

Subversion to Encourage Violence]’, Okaz, 5 January 2016, https://perma.cc/KAN4-LHW7. 
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Figure 3: Cybersecurity events in Egypt and the GCC, 2011-2017 

 

 

Figure 3 provides an indication of the increasing frequency of cybersecurity incidents in 

Egypt and the Gulf states in the period examined by this thesis, with Shamoon 1 and 2 in red.353 This 

increase is unsurprising and could likely be replicated worldwide. More importantly, it also shows 

that over half (18 of 30 incidents) were associated with multiple categories, suggesting that all four 

categories were deployed flexibly by cybersecurity experts to interpret key events, moving smoothly 

between diverse frames. The influence of these categories is not limited to the construction of threat 

actors. The organisations targeted by these actors are also constructed differently. Both states and 

companies can be seen as providers of critical infrastructure, as generating and reacting to political 

opposition, or as equal participants in cyber espionage. 

Nonetheless, there is an overarching framework into which these categories fit, which 

returns us to the fundamental structure of the professional cybersecurity discourse itself. The threat 

is an unknown, shadowy actor, often described simply as ‘malicious’. The victim is nearly always 

an organisation, whether public or private. This frame was only subverted by the Anonymous 

                                                                
353 Its analysis requires one caveat: the time of an event is assumed to be the date of the report release on an 

incident. Many incidents extend over a substantial period and reports are often described as ‘campaigns’, 

focusing on a single group over time.  
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incident considered above. Together, I describe this overarching framework as an ‘organisational’ 

cluster of values, combining different values implied by espionage, hacktivism, crime and war into 

a conception of cybersecurity that treats organisations as the chief repositories of value, and threats 

to those organisations as the main cybersecurity threats. These values are clustered due to 

technological characteristics, institutional mechanics and prevailing interests. 

This overarching frame has two specific benefits for cybersecurity companies. First, it hides 

the difficulties these companies face in extracting a clear narrative from a mass of technical detail. 

Second, its ambiguity is productive. As cybersecurity companies are essentially commercial entities 

(although often aligned with states and adopting their security culture), the frame of ‘malicious actor’ 

and ‘victim organisation’ enables cybersecurity companies to read events as demonstrating 

cybersecurity risks to a wider range of potential clients than any individual category. Thus the 

commercial interests of cybersecurity experts themselves play a part in creating this ambiguous 

professional discourse.  

Finally, there is a clear sense of the reports themselves coalescing into a specific structure. 

Nearly all the cybersecurity reports analysed follow repetitive and highly structured formats, 

providing ‘indicators of compromise’ and other technical details of the malicious actor to enable 

others in the community to work on the same problem. These formats are also designed for easy 

branding and marketing, using slick graphics and catchy codenames to cohere a disparate mass of 

information into an easily digestible narrative. These reports are also strategic tools, as cybersecurity 

companies use the response by threat actors to their public reports to obtain new data. These 

characteristics will reappear in the next chapter, as I analyse how NGOs aligned human rights values 

with the dominant conceptions of cybersecurity considered here.  
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Chapter 6: Alignment 

 

A single UAE citizen named Ahmed Mansoor has been targeted by at least three separate 

types of surveillance software, probably purchased by the UAE government. He has also been subject 

to mistreatment and arbitrary detention by the same government. The most sophisticated of the three 

types of surveillance software, made by Israeli company NSO Group, was located on Mansoor’s 

devices in 2016 after a collaboration between Citizen Lab, an NGO focusing on human rights and 

internet technologies, and Lookout, a mobile phone cybersecurity company. They released a report 

snappily titled ‘The Million Dollar Dissident’, due to the combined price of the three sets of 

surveillance equipment. This report had extensive technical details of the NSO Group software and 

how it had been detected. I argue in this chapter that this was part of the moral manoeuvre of 

alignment: these actors aligned human rights values with what I call organisational values in 

cybersecurity, including the discursive characteristics of threat reports, for an invested reason: to 

draw attention to Mansoor’s predicament.  

This chapter argues that the moral manoeuvre of alignment – altering the values and 

technical claims of cybersecurity in ways that mirror existing value clusters - provides a better 

explanation of this phenomenon than approaches that focus solely on norm entrepreneurs and 

transnational advocacy networks. This is because alignment highlights how some human rights 

actors consciously reject the position of other civil society human rights advocates and engage in 

wider normative debate with opponents outside the specific issue of human rights violations. 

This chapter is structured in three sections. The first section details the relationship of the 

regional cybersecurity professional community to human rights. The second section details the role 

of other cybersecurity experts, such as Citizen Lab, in associating surveillance technologies with 

human rights violations. The third section explores the amendment of the Wassenaar Arrangement 

to include these technologies.  
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6.1 Regional cybersecurity professionals 

 

This section argues that this professional community largely avoided engagement with 

human rights values, and so alignment was performed by cybersecurity experts outside this 

community. As outlined in Chapter 3, the events in 2011 known as the Arab Spring were widely 

portrayed as a watershed moment for human rights values in the Middle East, and so this is a good 

starting point from which to investigate the views of human rights held by the regional cybersecurity 

professional community. 

Some interviewees adopted the narrative of incumbent governments about the Arab Spring 

events, linking cybersecurity to questions of national stability and the maintenance of societal 

functions throughout periods of protest and revolution. For example, a UK national working in the 

Gulf summarised his perspective as follows:  

Within the region, look at Aramco, and the Arab Spring. Countries are not brought down 

by terrorism, they are brought down through civil disorder… Anywhere in the region 

the big concern is for cyber to damage heavy economics. Take 9/11: no nation state 

collapses from a terrorist attack. Countries fall due to their population not being happy, 

critical services not being there, not being able to take cash out. Population growth, 

austerity, religious perspectives, all these are added to by cyber. It could create another 

Arab Spring if CNI [critical national infrastructure], heavy handedness by Police, and 

everything comes out. Regionally it is a wide worry (I-46). 

 

This interviewee understood ‘cyber’ issues as adding to existing tensions contributing to the 

events of the Arab Spring. Although their description of some of these tensions (e.g. ‘heavy 

handedness’) could be framed in terms of human rights, this interviewee instead saw the main 

cybersecurity risks as being directly to organisations such as banks and governments and then 

indirectly to society more widely. This interviewee thus used the example of the Arab Spring to 

reinforce the organisational cluster of values outlined in the previous chapter, rather than import 

human rights values into cybersecurity. 

Another interviewee, based in the UK with regular travel to the region, characterised the Arab 

Spring in a similar manner: 

The effects of mass communications – observe the Arab Spring. All countries [in the 

Middle East] are characterised by governments of authority and inherited leadership, 

with legitimacy through accessibility and direct complaints every Friday. In Dubai in 
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the 50s and 60s, and in the funny little emirates around it, you would petition the ruler, 

that’s how they had legitimacy (they had it other ways as well). But now there has been 

a flood of activity – a peaceful country can ferment in 12 hours. Even biddable, 

contented Oman had protests. We need to think about the use of cyber tools to draw out 

data from sources which previously had integrity (I-30). 

 

The logic of this quotation is worth unpacking. It moves from the Arab Spring to an abridged 

political history of the Gulf with a heavy dose of colonial paternalism, and then directly onto the 

implications for cybersecurity, especially the dangers of ‘cyber tools’. It suggests that cybersecurity 

professionals combine their technical expertise with a particular regional imaginary in order to form 

their judgement of cybersecurity risks. Interestingly, this interviewee then went on to connect this 

image of the region to the sale of cybersecurity technologies:  

The UK government has been very keen to promote UK solutions, as we are perceived 

as a thought leader in technology and in applications of technology – for example, in 

the security services. The debate that we have between using data to protect lives and 

privacy is very interesting for them [Middle East governments]. In times of unrest the 

offside line moves very far to the right, even here (I-30). 

 

This interviewee here viewed the Arab Spring as an opportunity for commercial advantage 

and political influence in cybersecurity and surveillance (considered further in Chapter 8). The 

implication of their ‘offside line’ metaphor is that the UK would do exactly the same as the Middle 

East governments in situations of ‘unrest’, including limiting human rights values of freedom of 

expression and privacy. Overall, this interviewee saw the values defining the offside line as flexible 

and amorphous, requiring interpretation in specific circumstances and issues. 

Other cybersecurity professionals echoed this point. As a conference presenter working as a 

consultant in the Saudi government said: “Mostly, privacy is what we say it is going to be, especially 

when you have security investment in this country and things need to be secure.” (MECS2017). Here 

the presenter highlights the way cybersecurity experts can exercise their technical capacity to define 

human rights values like privacy in the building of databases and IT systems. This view of values as 

being substantiated or given meaning by technical claims is an important aspect of the self-image of 

the cybersecurity expert community. 

Some cybersecurity professionals took a more direct approach to the Arab Spring. One 

presenter, a Saudi national, put up a famous picture of Egyptian protester Wael Ghoneim speaking 
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in January 2011 at a cybersecurity conference in Saudi Arabia in March 2017, with the following 

comment. 

Do you recognise this man? Do we like him? Not really. He is Wael Ghoneim, he 

brought the revolution to Egypt, and they called it the Facebook revolution. People were 

thankful at the time! But this is a very important dimension, and we need to think about 

the social dimension in information security (MECS2017). 

 

The inclusion of this picture itself highlights the salience of the Arab Spring and the 

subsequent political turmoil in Egypt for cybersecurity. However, with the careful statement only 

that “people were thankful at the time” this presenter avoided any endorsement of the January 2011 

revolution itself, and instead gave clear cues to their audience about the position they were expected 

to take. In asking the question ‘do we like him?’ this presenter implied that the regional professional 

community should judge the legitimacy of the protests only as cybersecurity professionals. The 

answer given by the presenter resonates with the interviews above, suggesting that cybersecurity 

professionals do not ‘like’ Ghoneim because they seek to maintain stability. 

After this presentation, I had a conversation with the presenter in which I asked why he 

categorised both the Egypt revolution and the Shamoon incident (inevitably, another central point in 

his presentation) as cybersecurity threats. He replied “If we fail to connect them, we are subject to 

greater risks. We need to connect the dots… Some people segregate infosec [information security] 

and safety, but I have brought them together, over time they will be more connected”. By bringing 

the Egyptian revolution into the range of cybersecurity threats considered in the previous chapter, 

this presenter places it firmly within the organisational cluster of values structuring those threats. 

This definition of the Arab Spring bypasses human rights interpretations altogether. 

In contrast, other conference presenters raised human rights issues, but in a very tentative way. 

One example is a presentation by Marco Gercke, the head of ITU-IMPACT, at the Arab Region 

Cybersecurity Summit in 2016. In this presentation, Gercke introduced a ‘hypothetical’ case study 

where Anonymous launched a cyberattack against an Arab government because they “don’t like your 

human rights violations” (ARCS2016). As seen in Chapter 5, this is based on an actual incident: the 

2012 Anonymous OpNIMR was explicitly linked to the execution of opposition figures in Saudi 

Arabia and its poor human rights record. This was a rare mention of the phrase ‘human rights 
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violations’ in the conferences I attended, and his explanation of this case study was followed by an 

uncomfortable silence in the audience. This unease was manifest even though Gercke presented 

human rights values as a motivation for cybersecurity threat actors, rather than as a central concern 

for cybersecurity professionals. 

Gercke seemed to sense this unease and quickly qualified his hypothetical case study, saying 

that “come on, in any country we can find someone like that”. By adding this qualification, he 

implied that human rights values were merely a source of rhetoric for those opposing the government, 

diminishing their relevance to cybersecurity. This directly contradicts the cybersecurity professionals 

based in US and Europe noted in the previous chapter who supported OpNIMR.  

An interviewee working in the Saudi government at the time of the OpNIMR incident echoed 

Gercke’s view of Anonymous, saying that: 

The Anonymous thing was because of persecution, or claimed persecution. For me, it’s 

the same, all of them. They are just getting into my networks, damaging my networks. 

Maybe the intention might be different, and for someone higher up in government this 

might be important, but for me it’s the same (I-51). 

 

This interviewee not only presented human rights values (i.e. ‘claimed persecution’) as a motivation 

for threat actors, rather than a relevant value for cybersecurity professionals themselves, but also 

emphasised that this was outside his professional remit, which concentrated on the protection of 

networks. Differences in adversary motivations were a matter for others outside the profession. 

Overall, as this analysis has indicated, most of the cybersecurity professional community saw 

cybersecurity as at least separate from human rights issues, and at most opposed to them. However, 

the community itself contains a variety of viewpoints, and some conference presenters did see human 

rights as part of their professional identity. As one Egyptian conference presenter explained to me in 

a conversation after their presentation: 

After the revolution it was about information leakage, about individuals who were 

against the government, who would then face real threats if their information went 

online. And it was the security teams who were doing it. So this was an ethical reason, 

not a commercial one, to do cybersecurity (CSC2016). 

 

Similarly, another recognised that “lots of this technology could be used for bad purposes, so 

the ethical concerns are important” (CSC2016). Both these professionals saw cybersecurity, in the 
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context of the January 2011 revolution, as centrally concerned with the security of individuals rather 

than organisations. Finally, a few cybersecurity professionals included human rights values, 

especially privacy and freedom of expression, as part of a wider range of values relevant to 

cybersecurity. For example, an Egyptian interviewee characterised the political debate in Egypt: 

People are flipping from one side to the other, do they want more security or privacy, 

there is a choice between these. Interesting times over the last 5-6 years, with the 

Snowden effect. There are four goals: security, privacy, transparency, and freedom of 

expression. 100% of any of these is not achievable, and we need to make the right 

compromises. These are four different groups that don’t usually overlap, and you need 

to create common ground. Maybe freedom of expression is the easiest to isolate, but 

you need to have a bridge (I-24). 

 

This quotation identifies four values as relevant for cybersecurity, only one of which is the 

organisational cluster of values explored in the previous chapter (under the heading of ‘security’). 

This interviewee sees the crucial task of cybersecurity as bringing these values together on common 

ground or building a bridge. This, I suggest, is the beginnings of the moral manoeuvre of alignment. 

However, as this section has demonstrated that many cybersecurity professionals in the regional 

community do not seek an alignment between organisational and rights-based versions of 

cybersecurity, I now examine experts outside this community who have done exactly that. 

 

6.2 Human rights and cybersecurity 

 

Many human rights are potentially relevant to cybersecurity, and the ‘hacker’ community that 

preceded contemporary cybersecurity professionals had a strongly libertarian ethos based on 

inalienable individual rights.354 The UN Human Rights Council connected human rights to actions 

on the internet when it stated in 2012 that: 

The same rights that people have offline must also be protected online, in particular 

freedom of expression, which is applicable regardless of frontiers and through any 

media of one’s choice, in accordance with articles 19 of the Universal Declaration of 

Human Rights and the International Covenant on Civil and Political Rights (ICCPR).355  

                                                                
354 E. Gabriella Coleman and Alex Golub, ‘Hacker Practice: Moral Genres and the Cultural Articulation of 

Liberalism’, Anthropological Theory 8, no. 3 (1 September 2008): 255–77; Helen Nissenbaum, ‘Hackers and 

the Contested Ontology of Cyberspace’, New Media & Society 6, no. 2 (1 April 2004): 195–217. 
355 Human Rights Council, ‘The Promotion, Protection and Enjoyment of Human Rights on the Internet’ 

(United Nations General Assembly, A/HRC/RES/20/8, 16 July 2012). 
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In this section, I provide an overview of cases where human rights violations have been 

associated with surveillance technologies. The extent to which such technologies are ‘cybersecurity’ 

technologies or deserve inclusion in the issue area of cybersecurity is a crucial question, and is treated 

in detail in the third section of this chapter. This section is largely based on the work of international 

NGOs invested in the promotion of human rights, including the OpenNet Initiative, Privacy 

International, the Electronic Frontier Foundation (EFF), Citizen Lab and other researchers, 

journalists and activist groups such as Bahrain Watch. In particular, Citizen Lab, an interdisciplinary 

organisation based at the University of Toronto, has played a large role in interpreting human rights 

values in cybersecurity. Citizen Lab is led by an IR academic, Ron Deibert, whose theoretical work 

I considered in Chapter 2. 

I follow the NGOs above in focusing specifically on two sets of rights: civil and political rights 

of freedom of expression and privacy, and rights prohibiting arbitrary detention and torture and 

mistreatment. These two sets of rights overlap significantly: detention and torture can be a means to 

stifle free expression, while restrictions on freedom of expression can lead to detention and 

mistreatment for individuals who overstep these boundaries. This focus puts aside not only all social 

and economic rights but also the civil and political rights of equality and political participation often 

examined in connection with the Middle East; by doing so I do not mean to imply that these other 

rights are less important. Also, as stated in Chapter 3, the ICCPR has not been signed or ratified by 

Saudi Arabia, Oman, Qatar or the UAE, although it nonetheless has the status of customary 

international law. 

 

6.2.1 Violations in Egypt and the Gulf states 

 

The technologies identified by NGOs include filtering, censorship and mass surveillance on 

one hand, and targeted surveillance on the other. I consider them in turn in this section. These 

examples are central to the moral manoeuvre of alignment, as they form the basis for a rights-based 

approach to cybersecurity.  
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Internet filtering and mass surveillance require technologies that can access and classify 

internet traffic on a large scale and on a very granular level – that of the data packets themselves, 

known as deep packet inspection (DPI).356 DPI can be used for several purposes: to extract data 

associated with individuals (such as email addresses), to identify websites (by domain names such 

as www[dot]google[dot]com or by IP address), or to identify types of communication (e.g. voice 

over IP (VOIP)). While DPI has many other functions - such as improving the speed, quality, or cost 

of internet traffic – at a large scale it can be used for surveillance (gathering information about an 

individual or group) or filtering (blocking access to websites, blocking a type of internet 

communication by class (e.g. VOIP) or by product (e.g. Whatsapp)).  

Of the states examined in this thesis, the first states where filtering technology was identified 

were those most affected by protests in the Arab Spring: Egypt and Bahrain. By 2009, Egypt already 

possessed precursors to DPI technology that allowed large scale access to telephone networks, 

provided by the company Nokia Siemens Networks (NSN).357 In 2011, in the wake of international 

media attention on the Arab Spring, many media outlets ran stories on the use of surveillance by 

Arab Spring governments. For example, the Huffington Post reported that the Egyptian government 

used DPI-based monitoring technologies produced by an Israeli-origin subsidiary of Boeing, 

Narus.358 Later in 2011, Bloomberg reported that surveillance technologies provided by NSN and 

Trovicor (a related company) were also used in Bahrain.359  These technologies were reportedly the 

source of information on the basis of which activists were arrested and beaten.360 The context of the 

Arab Spring facilitated the portrayal of such technologies as a threat to human rights. 

Citizen Lab’s work built on these initial reports, as they had already analysed filtering 

technologies worldwide for several years prior to the Arab Spring, and, like other NGOs, focused on 

                                                                
356 Mass surveillance is a contested term, and intelligence agencies call the same activity ‘bulk data collection’. 

Both terms have misleading connotations, and I use mass surveillance simply for ease of exposition, to 

distinguish it from targeted surveillance.  
357 Privacy International, ‘The President’s Men?’, February 2016., p.13. 
358 Timothy Karr, ‘One U.S. Corporation’s Role in Egypt’s Brutal Crackdown’, Huffington Post, 28 January 

2011, https://perma.cc/2KR6-D86Q. 
359 Privacy International, ‘The President’s Men?’, p.13. 
360 Vernon Silver and Ben Elgin, ‘Torture in Bahrain Becomes Routine with Help from Nokia Siemens’, 

Bloomberg, 23 November 2011, https://perma.cc/WT2A-XTRF. 
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the Arab world in 2011. Their investigations revealed that all GCC states other than Oman used 

commercial filtering technologies at a national level. Specifically, Citizen Lab reported in 2011 that 

Canadian company Netsweeper provided DPI-based filtering technology to the UAE, Qatar and 

Kuwait (with Bahrain added in 2016).361 They also detected that US company Blue Coat had DPI-

based filtering and surveillance devices present in Egypt and all GCC countries other than Oman by 

January 2013.362 Blue Coat had already been the subject of human rights criticism due to its sales 

elsewhere in the region, as Citizen Lab researchers had discovered in 2011 that Blue Coat devices 

had been sold via a UAE reseller to Syria.363 Finally, McAfee’s Smartfilter was identified by Citizen 

Lab in the UAE and Saudi Arabia later in 2013.364 These reports together demonstrated that 

commercial filtering technologies were used by governments throughout the Gulf. They argued that 

these filtering services contravene the right of freedom of expression by blocking political opposition 

and civil society websites, as well as censorship on grounds of religion and decency. 

Following worldwide recognition of mass surveillance after the Snowden disclosures in 

2013, NGOs and media outlets revealed the use of DPI-based technologies by governments in Egypt 

and the Gulf states for surveillance as well as filtering. For example, a report on the French news site 

Telerama traced a relationship between Egypt, the UAE, and a French company named Amesys. 

This report claimed that in late 2013 and early 2014, part of the UAE’s assistance to Egypt in support 

of the new military leadership and later President Al-Sisi was a DPI-based monitoring system 

produced by Amesys costing 10 million euros.365 Its purpose was reportedly to monitor members of 

the Muslim Brotherhood. As detailed in Chapter 3, the Muslim Brotherhood and associated groups 

were subject to severe repression during this time following massacres of Brotherhood supporters in 

2013. 

                                                                
361 Jakub Dalek et al., ‘Tender Confirmed, Rights at Risk: Verifying Netsweeper in Bahrain’ (Citizen Lab, 21 

September 2016); Nicki Thomas and and Amy Dempsey, ‘Guelph-Based Software Censors the Internet in the 

Middle East’, The Toronto Star, 13 June 2011, https://perma.cc/KH8H-KXPT. 
362 Morgan Marquis-Boire et al., ‘Planet Blue Coat: Mapping Global Surveillance and Censorship Tools’ 

(Citizen Lab, January 2013). 
363 Jakub Dalek and Adam Senft, ‘Behind Blue Coat: Investigations of Commercial Filtering in Syria and 

Burma’ (Citizen Lab, 9 November 2011), https://perma.cc/9X4U-FCQH. 
364 Bennett Haselton, ‘Smartfilter: Miscategorization and Filtering in Saudi Arabia and UAE’ (Citizen Lab, 28 

November 2013). 
365 Olivier Tesquet, ‘Amesys: Egyptian Trials and Tribulations of a French Digital Arms Dealer’, Telerama, 5 

July 2017, https://perma.cc/L288-BMJN. 
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Other media reports suggested that, later in 2014, Blue Coat’s local subsidiary, a company 

named See Egypt,366 had beaten Narus and Gamma International in a competition for monitoring 

contracts.367 DPI devices made by Sweden-based and US-owned company Procera Networks (later 

called Sandvine) were also identified in Egypt in 2016. Although Procera Networks claimed its 

technologies were used solely for traffic management,368 an analysis of these devices in situ by 

Citizen Lab in 2018 identified a range of other uses, including blocking websites and serving 

unwanted advertisements to internet users.369 Finally, a BBC investigation in 2017 reported that 

Danish company ETI, acquired by BAE Systems in 2010, had sold national-level surveillance 

technologies to Saudi Arabia, UAE, Qatar, and Oman.370 All these reports highlighted human rights 

violations committed by these governments, often by the same organisations that purchased and 

deployed the surveillance technologies.  

I now turn to NGO and media reports on targeted surveillance software. These are systems 

that enable third-party access to specific devices, without the knowledge or permission of the user 

of that device, and which aim to avoid countermeasures aimed at preventing such access, with the 

ultimate purpose of extracting a wide range of information about and on that device. It is worth 

noting, although it does not affect the examples below, that DPI can also be integrated into targeted 

surveillance technologies by providing them with an additional vector of infection at the network 

level, rather than the vector most commonly used by the companies below, which is phishing links 

sent directly to the target. 

A simple example of targeted surveillance is the use of software in Bahrain in 2011 and 2012 

that revealed the IP address of at least 120 social media users by sending them an apparently 
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innocuous link.371 An IP address can be used to infer physical location, as IP addresses are often 

associated with geographical connection points, although this is unreliable: owner information is not 

always checked, the IP address can be easily spoofed, and multiple individuals can use the same 

connection point. This IP revealing software is widely available and not especially sophisticated. 

More importantly, those targeted were Twitter or Facebook users critical of the government, and, 

once their IP address was known, security forces in some cases raided the associated physical address 

and imprisoned those found. While this is not illegal under Bahraini law, which requires internet 

users to disclose subscriber information and has strict lese majeste clauses permitting imprisonment 

for insulting the head of state, NGOs argued that it contravenes international human rights of freedom 

of expression. 

Three companies have been the focus of most reports associating targeted surveillance with 

human rights violations in Egypt and the Gulf states. The first of these companies is FinFisher, the 

example I used in the thesis introduction. Finfisher was formerly part of UK company Gamma 

International,372 although it was based in Germany at the time of writing.373 FinFisher offers several 

products including the targeted surveillance software “FinSpy”. Documents obtained by Egyptian 

activists following the January 2011 revolution showed that the Egyptian internal security agency 

was invoiced by Gamma International for FinSpy installation in June 2010, although Gamma 

claimed no systems had been installed.374 FinFisher technologies were also used in Bahrain against 

pro-democracy activists, lawyers and opposition leaders between 2010 and 2012.375 Later, an 

investigation by Citizen Lab identified FinFisher products in Egypt, Oman, and Saudi Arabia (among 

many other states) in 2014 and 2015.376  
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The second company is Hacking Team, an Italian company whose flagship product installs 

targeted surveillance software on a target device. Hacking Team provide both the software and the 

surrounding infrastructure (for example, the intermediate points between the target device and the 

customer’s system through which the information is sent).377 In 2012, this software was found on the 

device of a UAE dissident named Ahmed Mansoor,378 who is a persistent critic of the UAE 

government on human rights issues and has been imprisoned and assaulted.379 Their software was 

later identified by Citizen Lab in the UAE, Oman, Saudi Arabia, and Egypt.380 In Saudi Arabia, this 

software was customised to install with a news app, ‘Qatif Today’.381 Qatif is a region in the east of 

Saudi Arabia with a predominantly Shia population and historically high levels of protest against 

discriminatory policies and excessive use of force by security agencies,382 and this design suggests 

the scope of its intended targets. In Egypt, Hacking Team sent a contract for this software in January 

2015 to the Technical Research Department (TRD),383 a subsection of the Egyptian intelligence 

agencies who are associated more broadly with extensively catalogued human rights violations 

including torture and mistreatment as well as suppression of political opposition.384 

The third company, NSO Group, is based in Israel and owned by a US investment group. It 

should be noted that the national identity of companies like NSO Group, given a large Israeli 

cybersecurity industry closely associated with the military, and Israel’s ‘outsider’ status in the 

Wassenaar Arrangement, deserves closer attention than is permitted by the scope of this chapter. A 

Citizen Lab investigation (the Million Dollar Dissident report) indicated that intrusion software by 

NSO Group was used to obtain access to the phone of Ahmed Mansoor – who had earlier been 
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targeted with FinFisher and Hacking Team software - in 2016.385 NSO Group software is technically 

much more advanced than that of the other two companies, which reflects the increased 

sophistication of the capabilities available on the market. This relative sophistication in export-level 

technologies exists despite Israeli news reports suggesting NSO Group’s most advanced capabilities 

were denied an export licence.386 

In sum, this section has argued that from 2011 onwards, with an increased focus after the 

2013 Snowden revelations, NGOs and media organisations reported extensively on the use of various 

types of filtering and surveillance software in Egypt and the Gulf states. Table 5 summarizes the 

presence of surveillance and filtering technologies in this region and identifies direct connections to 

human rights violations based on the reports above. 

 

Table 5: Filtering and surveillance technologies and human rights violations 

 

 

6.2.2 Cybersecurity threats and human security 

 

This section builds on the reports above to argue that NGOs aligned human rights values 

with dominant organisational conceptions of cybersecurity through the construction of targeted 
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surveillance companies as cybersecurity ‘threat actors’. This alignment relied on discursive 

characteristics and technical concepts, as well as a deeper shift in the meaning of cybersecurity itself.  

The initial overlap between surveillance and cybersecurity threats opened partly because 

media organisations sought comments on targeted surveillance from mainstream cybersecurity 

companies. For example, a report by UK left-wing newspaper The Guardian on the Finspy software 

included an interview with an employee of the cybersecurity company Trend Micro, who said that:  

Our position on commercial spyware is that if the monitoring is being done without the 

consent of the person being monitored then that would be the theft of information. 

There's certainly an ambiguity of selling that kind of technology to that type of regime. 

There are a lot of commercial tools to enable you to remotely monitor and manage 

computers but it's about how those tools are being used.387 

 

By interviewing cybersecurity companies about Finspy, the Guardian implied that government 

targeted surveillance should be considered a cybersecurity threat. While this company, Trend Micro, 

commented to advertise their products – which they immediately amended to detect such software - 

the comment above is carefully worded. It emphasises the many different uses for surveillance tools 

(or ‘remote monitoring’) and remains vague about legitimate or illegitimate uses of those tools. 

Although it comes close to stating that human rights values are relevant due to the ‘ambiguity’ of 

working with ‘that type of regime’, this expert comment does not explicitly mention human rights 

despite the Guardian’s implied association.  

Other incidents involved an embrace of cybersecurity terminology to make the case that 

government surveillance is a cybersecurity threat to human rights. For example, the Bahrain Watch 

report on IP address location in the previous section involved technical analysis and victim 

cooperation resembling the post-incident investigations conducted by professional cybersecurity 

companies. Here, the mainstream cybersecurity terminology of phishing was used to describe the 

government’s actions, adopting the technical language of cybersecurity to portray the government 

as a cybersecurity threat. Furthermore, some of the links did not just record the IP address, but also 

obtained credentials and downloaded probable spyware through apparently legitimate documents; 

these were referred to as ‘malicious links’ or ‘malicious accounts’. The overarching frame of 
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‘malicious actor’, from the dominant organisational conception of cybersecurity, was thus 

repurposed to highlight human rights violations, aligning the two sets of values in cybersecurity. 

The clearest examples of alignment, however, occurred in relation to the three targeted 

surveillance companies in the previous section. The success of the portrayal of Hacking Team as a 

threat to individual rights was partly due to the creation of a series of cybersecurity-type reports on 

a ‘threat actor’, exactly in the manner of the cybersecurity companies examined in Chapter 5. Privacy 

International’s “The President’s Men?” report detailed the Hacking Team contract to Egypt, 

including ‘exposed’ pictures of the contract itself, while Citizen Lab released five consecutive reports 

- all with catchy titles and coordinated media coverage - focusing on the ‘malicious software’ used 

by Hacking Team. This series had all the hallmarks of the reports examined in the previous chapter, 

from codenames and campaign dates, with intelligence and political background and technical 

indicators. In doing so, Citizen Lab leveraged the genre established around threats to organisations 

and repurposed its discursive characteristics to highlight human rights violations.  

The construction of NSO Group as a cybersecurity threat was also helped by the ‘Million 

Dollar Dissident’ report mentioned at the start of this chapter. It is instructive to examine the 

difference between this report and vague comments from cybersecurity company Trend Micro in the 

Guardian article quoted above, four years before the Million Dollar Dissident report. While in 2012 

Trend Micro refused to explicitly characterise targeted surveillance software for government use as 

a threat to human rights, in 2016 another cybersecurity company, Lookout, not only stated this 

explicitly regarding NSO Group, but was involved in the investigation itself in tandem with Citizen 

Lab. This collaboration underlines the success of the alignment effort by NGOs, as human rights 

values became a central part of the cybersecurity landscape more broadly.  

The alignment of human rights values with organisational cybersecurity discourses also led 

to the discovery of new human rights ‘threat actors’. Another 2016 Citizen Lab report identified “a 

campaign of targeted spyware attacks carried out by a sophisticated operator, which we call Stealth 

Falcon. The attacks have been conducted from 2012 until the present, against Emirati journalists, 
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activists, and dissidents.”388 Here the codename and campaign genre mentioned above was used not 

to recast an established surveillance supplier such as Hacking Team as a cybersecurity threat, but to 

create an entirely new threat actor solely around the protection of human rights values. This genre 

alignment also proved successful in several subsequent cases, including labelling phishing links sent 

to migrant workers in Qatar and Nepal as ‘Operation Kingphish’,389 and similar links sent to human 

rights organisations in Egypt as ‘Nile Phish’.390 In each case, some association with government 

security forces or private contractors working on their behalf is implied if not explicitly stated. 

It is important to note that although this alignment has so far only been considered in one 

direction – namely, aligning human rights values with organisational conceptions of cybersecurity - 

there are also some indications of alignment in the opposite direction. One example can be seen very 

early on in the development of cybersecurity threat intelligence, as Citizen Lab’s Ghostnet report 

started the trend for cyber espionage reports in 2009.391 Another is the coinage of “Bahamut” – in 

medieval Islamic mythology, a gigantic fish that supports the world - to describe phishing attempts 

against human rights activists across the Middle East. Although this was originally understood as a 

human rights issue, a later report on Bahamut by the same authors puts this threat actor into a standard 

cyber espionage frame, speculating that they might be contractors for a range of clients.392 

To conclude this section, I place the alignment above in wider understandings of security 

drawing on both the NGOs themselves and critical security studies. The alignment of human rights 

values with organisational values in cybersecurity is similar to the expansion of the concept of 

security itself discussed extensively in the late 1990s and early 2000s under the label of ‘human 

security’. The concept of human security aimed to destabilise established imaginaries of international 

security, and to replace such imaginaries with a more emancipatory security agenda based on human 
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rights.393 This similarity is deliberate: the director of Citizen Lab, Ron Deibert, has explicitly stated 

that his aim is to promote an alternative ‘human security’ version of cybersecurity.394 

However, Deibert sees his work as different to that of many civil society organisations 

operating in the same space. As he explained in a paper on the relationship between cybersecurity 

and civil society, in a passage worth quoting at length: 

For many who would characterise themselves as part of global civil society, “security” 

is seen as anathema. In today’s world of exaggerated threats and self-serving hyperbole 

from the computer security industry, it is easy to dismiss security as a myth to be 

demolished, rather than engaged. Securitisation is associated with the defence industry, 

Pentagon strategists, and the cyber security military industrial complex. Many might 

question whether employing the language of security only plays into this complex and 

the growing might of cyberspace controls… As the securitisation of cyberspace builds 

momentum, it may be tempting for civic networks to either concede the terms of the 

security debate to the national security community, or resist it altogether.395 

 

Deibert here portrays his civil society interlocutors as in a ‘tempting’ position of juxtaposing human 

rights values as an alternative to cybersecurity. He goes on to say that “that would be a mistake… 

What is urgently required now is the translation of that tradition [of liberal security] to the domain 

of cyberspace”. In other words, altering rather than replacing cybersecurity. 

Consequently, seeing the association of human rights values and surveillance technologies 

simply as the introduction of a new norm within cybersecurity is not quite accurate. While Deibert 

has been described by other scholars as a “left-leaning norm entrepreneur” in the manner of 

transnational advocacy networks, something more complex is going on.396 The ability to redefine 

cybersecurity itself as focused on the protection of human rights values, just as human security 

redefines security discourses for human rights more broadly, depends not only on rethinking the 

concept of security but also on mirroring the micro practices, characteristics and genres of the 

dominant conception of cybersecurity. In other words, the less the association of human rights values 
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with surveillance technologies appears to be a new norm and the more it mirrors existing 

organisational values, the more successful it is. This is the moral manoeuvre of alignment. 

Alignment is therefore a complement to norm studies, as new values are incorporated into 

cybersecurity by enlisting the dominant organisational values of cybersecurity in their support. 

Classic accounts of transnational advocacy networks, such as that of Keck and Sikkink, recognised 

this complexity when they acknowledged that the introduction of new norms depends on already 

available moral resources, but they do not specify how this dependency operates.397 In contrast, this 

account emphasises how both the human rights and organisational values are reinterpreted by 

cybersecurity experts. In the last section of this chapter, I examine the relationship of this moral 

manoeuvre to a specific cyber norm: the 2013 amendment of the Wassenaar Arrangement on Dual 

Use Technologies.  

 

6.3 The Wassenaar Arrangement 

 

The Wassenaar Arrangement has been characterised as the first step towards the control of 

‘cyber weapons’.398 Most accounts of the amendment of the Wassenaar Arrangement focus primarily 

on its role in restricting or changing the behaviour of the companies and states producing 

technologies captured by the amendment; in other words, how far it acts as a cyber norm. I 

investigate this aspect of the amendment in detail in Chapter 8, where I argue that the constraining 

power of the Wassenaar Arrangement is limited by the moral manoeuvre of manipulation.  

In this section, I examine a different aspect of the amendment: its relationship to human 

rights conceptions of cybersecurity and the role of NGOs in defining the legitimacy of several 

standard cybersecurity professional practices. This section argues that the moral manoeuvre of 

alignment extends beyond the promotion of human rights values as part of cybersecurity, 

highlighting the wider debates into which NGOs were drawn. It first details the Wassenaar 
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Arrangement itself and its incorporation into US export policy, and then explores the questions of 

legitimacy that arose during this process. 

 

6.3.1 US export policy 

 

The NGO activities above formed the basis for international efforts to amend the Wassenaar 

Arrangement to control the export of surveillance technologies. The Wassenaar Arrangement is an 

arms control agreement implemented in 1996 and now including 41 state participants (not including 

Egypt and the Gulf states but including most of their primary arms exporters including the US and 

UK). The Wassenaar Arrangement controls not only arms exports, but also ‘dual use technologies’, 

defined to include use in human rights violations as well as more traditional security concerns. The 

Wassenaar Arrangement was amended in 2013 to include targeted surveillance technologies and 

some DPI-based surveillance technologies in the national export controls of its participating states.  

Of course, many factors played a role in the amendment of the Wassenaar Arrangement.399 

These include the initial proposal by the UK and France and the advocacy efforts of Marietje 

Schaatke in the European Parliament, while concurrent negotiations regarding the 2014 Arms Trade 

Treaty may have been a factor in the swift adoption of the amendment by EU states. Nonetheless, 

the NGO and media reports in the previous section, especially those on Egypt and the GCC, were 

crucial, as they were used by advocates of the amendment to provide the only public examples of an 

association between surveillance and human rights violations. The resulting export controls were 

largely based on the technical details provided in these reports. The US played a central role in the 

debate over the amendment, as many vocal advocates and critics were based there or contributed to 

US-based publications. In this section, I focus on the Wassenaar Arrangement from a US perspective. 

I will examine the reaction by other surveillance suppliers and exporting states in Chapter 8. 

Responsibility for regulation of US exports is split between the State Department, which 

controls items under the Arms Export Control Act through the US Munitions List (UML), and the 
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Department of Commerce, which controls items under the Export Administration Act through the 

Commerce Control List (CCL) and the Export Administration Regulations (EAR).400 The Wassenaar 

Arrangement dual use list is incorporated into the CCL and administered by the Bureau of Industry 

and Security (BIS) within the Department of Commerce, although other departments (including 

Defense and Energy) are involved in the decision process. Exports include ‘deemed exports’, defined 

as the release of controlled technology to foreign persons in the US.  

There are specific human rights criteria under the broad heading of ‘foreign policy’ controls 

(other headings are national security and short supply).401 Because these controls are classified as 

foreign policy, there is no stipulation that they cannot be outweighed by national security 

considerations. More specifically, items which may be used for internal repression are classified as 

‘crime control’ items, which includes reasons of anti-terrorism and regional stability. Crime control 

items are considered unilaterally, meaning that while BIS “considers international norms regarding 

human rights and the practices of other countries that control exports… these controls may differ 

from controls imposed by other countries” and it must also judge that “any adverse effect on the 

economy of the United States does not exceed the benefit to US foreign policy objectives”.402 The 

relevant foreign policy objective is “to promote the observance of human rights throughout the 

world”, based largely on State Department reports on human rights, which include a section on 

internet freedoms. These decisions are “considered favourably [i.e. licence granted] on a case-by-

case basis …. Unless there is evidence that the government of the importing country may have 

violated internationally recognised human rights”.403 A 2014 report from BIS clarifies that these 

controls are “intended to deter the development of a consistent pattern of human rights abuses” and 

“distance the US from such abuses”.404 
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In the US, there was also a specific historical precedent that significantly affected the 

implementation of the Wassenaar amendment. The amendment was discussed against a backdrop of 

disagreements over the export of cryptography between privacy advocates and the technical 

community on one hand, and the US government on the other, now known as ‘the crypto wars’.405 

Until 1996, cryptography had been classified as a munition under US export regulations, due to its 

predominant use in military and government devices. Following three landmark cases which 

challenged this classification – one concerning the posting of encryption technology to a website, 

where it could be downloaded by foreign persons406 - under the Clinton administration export 

regulations were loosened and a range of exemptions were granted for commercial use of encryption, 

including a general software exemption for mass market products,407 which enabled the growth of 

internet commerce in the early 2000s.408 However, this debate polarised both sides, and the 

introduction of new Wassenaar additions was seen through this polarised frame as an attempt to stifle 

the internet industry and free enterprise.  

The Wassenaar amendment controls elements of both targeted and mass surveillance 

technologies.409 With regards to mass surveillance technologies, the filtering technologies associated 

with human rights violations in the previous section and the underlying DPI technology itself are 

excluded from the control because they do not have a ‘mapping’ capability to link devices and 

individuals together. With regards to targeted surveillance technologies (known as ‘intrusion’ 

technologies in the Wassenaar language), it is only the surrounding systems, not the means of 

intrusion itself, that are controlled (the delivery mechanism, not the warhead, to use Wassenaar’s 

missile analogy). 
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The amendment succeeded despite significant resistance in the US both before and after its 

implementation, with ongoing contest and amendments to the amendment up to the time of 

writing.410 This resistance came from both politicians and expert testimonies arguing that a wide 

range of cybersecurity technologies are functionally identical to those controlled by the amendment. 

Consequently, they held that the separation of both targeted and mass surveillance technologies from 

certain cybersecurity technologies in the way attempted by the Wassenaar Arrangement is 

impossible.411 This certainly does not apply to all cybersecurity technologies (most have no ‘dual 

use’ possibilities whatsoever), but there is a substantial grey area, to which I will return below. 

The Wassenaar amendment initially accommodated these concerns by including a ‘mass 

market’ exemption, putting outside the domain of the control any technologies that are readily 

available without customisation or specific customer relationships. However, BIS excluded 

cybersecurity items from their exemption for mass market software.412 The rationale was that this 

matches their historic encryption controls originally debated in the crypto wars. Because much 

cybersecurity software includes encryption, one may otherwise encounter a situation where it is 

controlled under one description, and not under another.413  

A second issue complicating US implementation of the Wassenaar amendment was that BIS 

had a policy of “presumptive denial for zero-day exploits and rootkits”.414 Both are technical terms 

for elements often present in intrusion software: zero-day exploits use vulnerabilities not known to 

the manufacturer of the product at the time of production,415 and rootkits control the most basic 

processes of a device, making them more powerful and harder to detect. Like the Wassenaar 

                                                                
410 Shaun Waterman, ‘The Wassenaar Arrangement’s Latest Language Is Making Security Researchers Very 

Happy’, Cyberscoop, 20 December 2017, https://perma.cc/V7PH-KJ4X; Garrett Hinck, ‘Wassenaar Export 

Controls on Surveillance Tools: New Exemptions for Vulnerability Research’, Lawfare, 5 January 2018, 

https://perma.cc/5NHM-L4FL; Penny Pritzker, ‘Response to Letter Regarding Implementation of the 

Wassenaar Arrangement “intrusion Software” and Surveillance Technology Provisions’ (US Department of 

Commerce, 1 March 2016), https://perma.cc/9ABQ-6567. 
411 US House of Representatives Subcommittee on Information Technology, ‘Transcript of Discussion 

“Wassenaar: Cybersecurity and Export Controls”’, 12 January 2016, pp.8-9. 
412 Access et al., ‘Comments to the U.S. Department of Commerce on Implementation of 2013 Wassenaar 

Arrangement Plenary Agreements’, 20 July 2015. 
413 Bureau of Industry and Security (USA), ‘Wassenaar Arrangement 2013 Plenary Agreements 

Implementation: Intrusion and Surveillance Items’, Federal Register 80, no. 97 (20 May 2015): 28853–63. 
414 Bureau of Industry and Security (USA). 
415 Allen Householder, ‘Like Nailing Jelly to the Wall: Difficulties in Defining “Zero-Day Exploit”’, Software 

Engineering Institute, Carnegie Mellon University, 7 July 2015, https://perma.cc/VQ5Y-3JMY. 



155 

 

Amendment, this policy controls not the exploits themselves but the technologies within which they 

are embedded.416 This policy is controversial because the US government also participates in the 

zero-day market to improve its own offensive capabilities.417 The US government thus gains as much 

by restricting potential exports as by encouraging them, because it can retain powerful exploits for 

its own use.418  

Throughout the debates over the introduction and implementation of the Wassenaar 

amendment, the political and epistemic weight against it and the highly technical character of the 

distinctions and concepts used, meant that the same NGOs that produced the reports in the previous 

section became expert commentators on the issues as well as advocates and supporters. For example, 

a widely used document summarising the Wassenaar amendment evaluated the advantages and 

disadvantages of the amendment in an unmistakably professional tone: 

Clearly defined and well enforced Intrusion Software and IP Network Surveillance 

controls can lay the groundwork for a constructive and expansive role for export 

controls in the promotion of human rights and cyber security goals. As export control 

authorities consider license applications and industry education, it is incumbent to 

ensure that these new regulations are narrowly applied to control equipment, software, 

and technologies that are substantially designed for surveillance.419 

 

BIS proposed a new rule including intrusion and surveillance software in their controlled 

exports list in May 2015,420 and took the unusual step of soliciting public comments prior to 

implementation, partly due to the controversies above. As a counterweight to industry resistance 

against the Wassenaar amendment, NGOs focused on fine distinctions and technological arguments 

for the practicality of the amendment, presenting themselves not as purely advocacy groups but also 

as expert commentators and cybersecurity professionals. A submission of comments to the U.S. 

Department of Commerce from several bodies including the Electronic Frontier Foundation, Human 

                                                                
416 Bureau of Industry and Security (USA), ‘FAQs: Intrusion and Surveillance Items’, US Department of 

Commerce, accessed 2 August 2017, https://perma.cc/6TRT-HM3Y. 
417 Mailyn Fidler, ‘Regulating the Zero-Day Vulnerability Trade: A Preliminary Analysis’, SSRN Scholarly 

Paper (Rochester, NY: Social Science Research Network, Summer 2015), 

https://papers.ssrn.com/abstract=2706199. 
418 Sam Jones, ‘Leaked CIA Cyber Tricks May Make Us WannaCry Some More’, Financial Times, 25 May 

2017, https://perma.cc/CJT6-HEP7. 
419 Anderson, ‘Considerations on Wassenaar Arrangement Control List Additions for Surveillance 

Technologies’, p.6. 
420 Bureau of Industry and Security (USA), ‘Wassenaar Arrangement 2013 Plenary Agreements 

Implementation: Intrusion and Surveillance Items’. 
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Rights Watch and the Open Technology Institute, with individuals all involved in creating the reports 

in the previous section, illustrates this nicely. In this submission they explicitly claimed a technical 

rather than advocacy purpose, despite their familiarity with the latter: 

The goal of our comments is both to provide specific information about aspects of the 

rule that are either ambiguous or otherwise concerning, and to offer concrete 

recommendations to address these problems.421 

 

This document highlights how the NGOs above played a crucial role in discussions over the 

Wassenaar Arrangement and its implementation in the US by combining detailed technical claims 

and normative motivations. This section builds on the view of norm studies that treaties, laws and 

agreements into international politics are dependent on the work of transnational advocacy networks, 

and their focus on expertise as a key factor in this process. I now show how the moral manoeuvres 

framework can extend this analysis further by exploring the concepts of legitimacy and dual use. 

 

6.3.2 Legitimacy and dual use 

 

The concept of dual-use played a key role in the amendment of the Wassenaar Arrangement. 

Exploring this concept helps us to understand how NGOs aligned cybersecurity with human security. 

Specifically, I argue that the concept of dual use shifted from being a choice between a security-

oriented or threatening use on one hand and a benign or peaceful use on the other, to become a much 

finer distinction between legitimate and illegitimate technologies within a single security space, 

namely, cybersecurity. NGOs engaged on both sides, contributing to the definition of legitimate 

cybersecurity technologies as well as ‘illegitimate’ ones associated with human rights violations.  

The Wassenaar Arrangement initially defined dual-use as goods and technologies that could 

be used to produce weapons (i.e. items on the controlled Munition List of the Arrangement) even 

though that was not their sole function. In the words of the Arrangement: “dual-use goods and 

technologies to be controlled are those which are major or key elements for the indigenous 

                                                                
421 Access et al., ‘Comments to the U.S. Department of Commerce on Implementation of 2013 Wassenaar 

Arrangement Plenary Agreements’, p.4. 
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development, production, use or enhancement of military capabilities.”422 Understandably, although 

the definition of a security-relevant use was precisely defined through inclusion on the Munition 

List, the potential non-security uses were not defined, and vary substantially in different cases. 

There is a concept of dual-use for digital technologies that follows this conception between 

security-relevant and non-security uses. Much of the malicious software in the incidents reviewed in 

Chapter 5 are not only ‘hacking’ tools but also have ‘legitimate’ uses, such as the disk driver which 

overwrites data in Shamoon. This disk driver could be used by IT professionals to reformat hard 

drives, a necessary and routine task outside the security domain. There are thus many benign uses 

outside cybersecurity for the technologies described as cybersecurity threats.  

This sense of dual use can also be employed for surveillance technologies. Although the 

definition of a cybersecurity threat for surveillance technologies is based on human rights rather than 

the protection of organisations, filtering and surveillance technologies also have many non-security 

uses. For example, DPI-based surveillance not only enables governments to collect data on target 

populations, but also enables network administrators to perform traffic management and quality of 

service tasks unrelated to any conception of cybersecurity. Similarly, filtering devices can prevent 

employees accessing social media sites, increasing productivity rather than security, while targeted 

surveillance software uses remote control mechanisms similar to those used by many apps to 

troubleshoot and obtain advertising data with little consent from the device owner. This sense of 

dual-use for digital technologies mirrors the original Wassenaar Arrangement meaning, and is one 

of the reasons it was considered a suitable mechanism to control such technologies.  

However, there is a second, more complex, sense of dual-use that distinguishes between two 

different types of security-relevant uses: on one hand, uses by ‘threat actors’ (whether organisational 

or rights-based), and on the other, benign uses to combat security threats. This is a reinterpretation 

of dual-use as between legitimate and illegitimate security technologies, rather than security-relevant 

and non-security technologies. 

                                                                
422 Wassenaar Arrangement Secretariat, ‘Criteria for the Selection of Dual-Use Items’ (Adopted in 1994 and 

amended by the Plenary in 2004 and 2005, 2005), https://perma.cc/U5MZ-3JG7. 
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Two examples were used most often by cybersecurity professionals in arguing against the 

Wassenaar amendment. First, they argued that surveillance is a common cybersecurity practice. This 

could be large-scale surveillance, for example at the internet gateway of a large organisation, or 

targeted surveillance of specific devices to detect malicious software on those devices (‘endpoint 

protection’). Another common cybersecurity practice, the automated detection of cybersecurity 

threats based on anomalous behaviour in networks, depends on rules and ‘signatures’ (malware 

characteristics) functioning within DPI-based monitoring systems. Some of the surveillance and 

filtering systems analysed in the second section of this chapter explicitly advertise cybersecurity 

services as part of their product capability: both Smartfilter and Netsweeper block malicious software 

based on signatures as well as prohibited websites. Because the surveillance systems used by 

governments are commercial, they have legitimate security uses that can differ only from illegitimate 

ones in terms of the target itself or the specific rule written by the customer.423 

The second example commonly used in this debate was the practice of ‘penetration testing’, 

which involves compromising a client’s network exactly as a hacker would, but with an agreement 

to do so from the client. This is the basis for an entire industry of ‘vulnerability disclosure’ and ‘bug 

bounty’ programs, where independent researchers test popular products for vulnerabilities using a 

range of hacking techniques. In an extreme reading of this practice, it implies that there can be no 

difference between legitimate and illegitimate cybersecurity technologies, as in that case penetration 

testing would be impossible. The question is merely one of intention and scale: how far the hacker 

or vulnerability researcher actually completes the compromise rather than providing proof of concept 

(a distinction over which bug bounty programmes argue at length). 

The problem is that both technological and social factors must be used to identify legitimate 

and illegitimate uses. Both examples above have interlinked social and technological elements, as 

they are established practices in the cybersecurity community not due only to technological 

necessity, but also a range of political and economic drivers shaping the industry. Of course, the 

necessity of including social and technological factors in determining dual-use is not unique to 

                                                                
423 Hinck, ‘Wassenaar Export Controls on Surveillance Tools’. 
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cybersecurity, and the Wassenaar Arrangement has established mechanisms for doing so. Both the 

mass market exemption and the indirect control of targeted surveillance technologies in the 

amendment were designed to avoid controlling the cybersecurity practices above. Furthermore, the 

amendments to the amendment itself agreed by the US in 2017 followed existing arms control 

practice by including a socially defined condition of ‘end-use decontrol’ – e.g. to share vulnerabilities 

for the purposes of research or to counter cybersecurity incidents.424  

The key point is that the debate between advocates and critics of the Wassenaar amendment 

was not over whether human rights violations occurred, nor over whether such violations could be 

associated with surveillance and filtering technologies. Both the human rights NGOs and the 

cybersecurity industry largely took this for granted. Instead, the argument was about whether such 

violations were an unfortunate but unavoidable by-product of a legitimate cybersecurity practice or 

represented the foundation of a new rights-based conception of cybersecurity. Crucially, the 

alignment of human rights values with the prevalent values of the cybersecurity industry documented 

in the second section of this chapter meant that the legitimate cybersecurity aim itself could not be 

seriously challenged by NGOs. Instead, the debate centred on the importance of ensuring that that 

aim was not adversely affected by the Wassenaar amendment, pushing NGOs to argue as experts 

about the uses of technologies that were not associated with human rights violations.  

Norm-based accounts of NGO activity could easily miss this aspect of the Wassenaar 

amendment. In contrast, a moral manoeuvres approach focuses on the wider value structure at work 

in cybersecurity, highlighting how actors such as NGOs reinterpret a range of values in conjunction 

with technical claims to achieve their normative aims. The moral manoeuvres approach also 

emphasises how actors attempt to redefine the issue area itself: here, NGOs put forward a version of 

human cybersecurity aligned with the dominant organisational version. Others disagreed: for 

example, the Wassenaar amendment itself called its mass market exemption a ‘cybersecurity 

exemption’, suggesting that cybersecurity was everything outside these tools. I will return to the 
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Wassenaar Arrangement in Chapter 8, examining how its amendment fits into the separate moral 

manoeuvre of manipulation performed by surveillance suppliers and exporting states.  

 

*** 

 

This chapter has examined cybersecurity experts outside Egypt and the Gulf states, although 

these states featured heavily in the investigations that aligned human rights values with 

organisational values in cybersecurity. The chapter focused on cybersecurity experts worldwide and 

policy debates in the US, because the expert community in the region did not generally acknowledge 

human rights framings of cybersecurity. However, this chapter has deliberately not interrogated the 

context in which these surveillance and filtering technologies were implemented: namely, how was 

cybersecurity understood in Egypt and the Gulf states by the governments themselves?  In the next 

chapter, I examine government organisations in cybersecurity.  
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Chapter 7: Appropriation 

 

Raʾif Badawi, the creator of the “Free Saudi Liberals” website, was arrested by the Saudi 

authorities on 17 June 2012. He had run the website since 2006 and had been detained and questioned 

about its content in 2008. A month before his arrest, he used it to declare a celebratory day for Saudi 

liberals. Badawi was charged under the 2007 cybercrime law – among others425 - for posts made by 

him and others on this website.426 He was sentenced to 10 years in prison and 1000 lashes; the first 

50 were carried out in January 2015, but after international protests the remainder were deferred on 

health grounds. While recognising the severity of the human rights violations in this incident, this 

chapter focuses on a slightly different question: is Raʾif Badawi a cybercriminal?  

Behind this question is the appropriation of cybersecurity, including key terms such as 

cybercrime, by specific government departments in Egypt and the GCC states in order to suppress 

political opposition. This chapter details the second of four moral manoeuvres in cybersecurity in 

Egypt and the GCC states. Appropriation inverts the moral manoeuvre of alignment, constructing 

human rights activists and political dissidents as a cybersecurity threat to governments, rather than 

the other way around. Appropriation is performed by governments – specifically ministries of 

interior and security agencies – invested in an expansive definition of national security. 

The alternative explanation of this phenomenon in norm studies is as state adoption or 

resistance to an emerging cybersecurity ‘norm’ of the Budapest Convention on Cybercrime. 

However, such an explanation does not adequately capture the way state organisations view the 

Budapest Convention as only one resource among many in creating cybercrime laws. A norm-based 

approach also does not explain how state organisations redefine the concept of cybercrime while also 

appearing to endorse freedom of expression internationally. The conscious engagement in 

                                                                
425 Other charges included apostasy and insulting his father. It is unclear from public reports in both English 

and Arabic what combination of charges led to the specific sentence imposed, although the apostasy charge is 

the most severe; it allows capital punishment and was advocated by some Saudi conservatives. 
426 BBC, ‘Saudi Arabian Blogger “Flogged”’, BBC News, 9 January 2015, https://perma.cc/36JH-YJUS; BBC, 

‘Saudis Uphold Blogger’s 1,000 Lashes’, BBC News, 7 June 2015, https://perma.cc/5RJK-P5MF; ʿAbdallah 

Al-Barqawi, ‘Tanfiz Hukm Al-Jild ʿala Raʾif Badawi Bisubbub ʿibarat Kufriyya Wa ʿuquq Walidihi [Sentence 

of Lashes Imposed against Raif Badawi for Expressions of Unbelief and Insulting His Father]’, Sabq, 9 January 

2015, https://perma.cc/Q99Y-5F39. 



162 

 

cybersecurity strategies with those of international partners, and the recognition that compromise is 

necessary on both sides, means these governments cannot simply be seen as resisting relevant norms. 

This chapter has three sections. The first section shows how national cybersecurity strategies 

disguise appropriation by perpetuating the ambiguous organisational conception of cybersecurity 

outlined in Chapter 5. The second section examines the appropriation of the concept of cybercrime 

through the Budapest Convention on Cybercrime and the Arab Convention on Combatting 

Information Technology Offences, as well as cybercrime laws adopted by all seven states in draft or 

final form. The third section argues that appropriation is also institutional, stemming from domestic 

struggles between interior ministries, security services, telecommunications agencies and IT 

departments. 

 

7.1 Cybersecurity strategies 

 

This section argues that multiple clusters of values are referenced in national cybersecurity 

strategies in Egypt and the Gulf states, but they are deliberately kept abstract and ambiguous. This 

abstraction is a crucial part of my argument, as it disguises the moral manoeuvre of appropriation 

detailed later in this chapter.  

To put cybersecurity strategies in context, ‘national strategies’ are themselves a peculiar text 

in this region. National cybersecurity strategies for the Gulf states follow broader state policy. All 

GCC states have long-term national plans – the most well-known being Saudi Arabia’s bold ‘Vision 

2030”, championed by the Crown Prince Muhammad bin Salman – and these display three broad 

similarities. First, they claim to refocus the economy from extractive industries towards technology 

and innovation, whether through smart cities, e-government, or other skilled sectors such as health 

and finance. Second, they aim to reduce the role of the public sector in all areas of life. Third, they 

aim to reduce high expatriate numbers through extensive training and preferential treatment for 

citizens. Egypt has also had many strategic plans both internally and delivered by development 

consultants. National cybersecurity strategies echo these wider characteristics, presenting an image 

of carefully planned cybersecurity governance to their audiences. 
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In this region, national cybersecurity strategies are written for a predominantly international 

audience. Having a strategy is a requirement of many cybersecurity maturity models, such as the 

ITU cyber readiness index, and international bodies collect and compare cybersecurity strategies 

from around the world.427 These strategies are often written by international consultants in English 

and translated into Arabic. The language of these strategies is hyperbolic, vague, and full of jargon: 

for example, the Qatari strategy claims that “this is an integrated and holistic approach that will 

enhance synergies, avoid duplication, and maximize resource utilisation in managing the dynamic 

environment and emerging threats in cyberspace.”428 Such language is easy to ignore, or at least to 

dismiss as mere marketing, with no significant role in cybersecurity more broadly. I argue instead 

that it is a key part of the moral manoeuvre of appropriation, disguising the alteration of values and 

technical claims. 

The sources are not quite as simple as the phrase ‘national strategies’ might suggest, given 

the lack of availability of many government documents in this region. There is only one national 

cybersecurity strategy named as such that has been published in a final form in Egypt and the Gulf 

states, in English or Arabic (that of Qatar). Instead, I used publicly available documents that are as 

close to the national cybersecurity strategies as possible. The sources for this analysis are listed in 

Table 6. 

 

 

 

 

 

 

 

 

 

                                                                
427 https://ccdcoe.org/cyber-security-strategy-documents.html 
428 ictQatar, ‘Qatar National Cyber Security Strategy’ (Government of Qatar, May 2014), p.vii. 
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Table 6: Documents used to analyse national cybersecurity strategies 

 

State Document Available  Secondary sources 

Egypt National ICT strategy 

2012-2017 (2012) 

Yes New Egyptian constitution (2014) 

UAE National 

Cybersecurity 

Strategy (NCS) 

(2014) 

No Presentation at RSA conference on 

the strategy (2015), Dubai NCS 

(2017) 

Saudi Arabia National Information 

Security Strategy 

(NISS) (2013) 

No Draft NISS (2011), National 

Cybersecurity Centre profile (2017) 

Qatar National 

Cybersecurity 

Strategy (2014) 

Yes N/A 

Oman High Level 

Cybersecurity 

Strategy and Master 

Plan (2013) 

No E.Oman strategy (2010), ITA 

cybersecurity mission and goals 

(2018) 

Kuwait National 

Cybersecurity 

Strategy (2017) 

No Announcement and summary of 

NCS (2017) 

Bahrain National 

Cybersecurity 

Strategy (2017) 

No NCS summary on TRA website 

(2017), e.Gov strategy (2016) 

 

The object of cybersecurity in these strategies is described variously as cyber, digital, 

information or electronic security (in Arabic: al-ʾamn al-sibrani, al-ʾamn al-raqmi, ʾamn al-

muʿalumat or al-ʾamn al- al-ʾiliktruni respectively). In other contexts, scholars have argued that this 

linguistic difference captures important differences in national approach; for example, the societal 

concerns included in Russian or Chinese concepts of ‘information security’ rather than 

‘cybersecurity’.429 However, this is too simplistic a conclusion for situations where there are many 

terms in play at the same time. The focus of this chapter is thus on the alteration of specific clusters 

of values and technical claims, not whether such a shift can be captured in a binary distinction 

between the term ‘cyber’ on one hand and ‘electronic’ or ‘information’ on the other. Translation is 

a crucial aspect of moral manoeuvres, but it is more subtle than often supposed. 

                                                                
429 Keir Giles and William Hagestad II, ‘Divided by a Common Language: Cyber Definitions in Chinese, 

Russian and English’, in 2013 5th International Conference on Cyber Conflict, ed. K Podins, J Stinissen, and 

M Maybaum (Tallinn: NATO CCDCOE, 2013). 
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The Egyptian constitution of 2014 is perhaps the clearest example of a translation capturing 

political differences, as Article 31 states that “the security of information space (fidaʾ al-muʿalumat) 

is an integral part of the system of national economy and security. The state commits to taking the 

necessary measures to preserve it in the manner organised by law.”430 Given the wide powers 

allocated to military and security agencies under this constitution, and the censorship practiced by 

these organisations under President Al-Sisi, the ‘preservation’ of ‘information space’ appears to 

clearly take the side of the cyber sovereignty position in global debates over internet governance. 

However, as the strategies below demonstrate, the hybrid position of Egypt and the Gulf states 

discussed in Chapter 3 complicates this binary reading.  

National cybersecurity strategies often include only an abstract summary of the issue. For 

example, the Bahrain strategy claims to “establish a secure cyber-space (fidaʾ al-ʾiliktruni ʾamin) to 

safeguard national interests and protect the Kingdom of Bahrain against cyber-threats (tahdidat al-

ʾamn al-ʾiliktruni) to reduce risks.”431 In Dubai, this is phrased even more broadly: “The goal is to 

build a more secure information society that is perfectly aware of cyber security risks (makhatir al-

ʾamn al-ʾiliktruni). One of the key objectives of this strategy is to address any risks, threats or 

attacks.”432 In Saudi Arabia, the strategy aims to build “an effective and secure national information 

security environment (biaʾat ʾamn al-muʿalumat)”,433 while the NCSC claims to “build a resilient 

and secure cyberspace that protects national and citizens’ interests”.434  

Given this abstract tone, the term ‘malicious actor’ – a key part of the ambiguous 

professional discourse examined in Chapter 5 - is the most prominent characterisation of 

cybersecurity threats in these strategies. For example, the Dubai strategy states that “An open and 

free cyber space provides value… It is important to protect this value against the risks of malicious 

                                                                
430 The Arab Republic of Egypt, ‘Egypt’s Constitution of 2014’ (Constituteproject.org, translated by 

International IDEA, 2014). 
431 Government of Bahrain, ‘Kingdom of Bahrain - EGovernment Portal Cybersecurity Strategy’, 

eGovernment Portal, 3 October 2017, https://perma.cc/RSL4-FPJA (ENG), https://perma.cc/NNP2-CGBJ 

(AR). 
432 Government of Dubai, ‘Dubai Cyber Security Strategy’ (Dubai Electronic Security Center, 2017). 
433 MCIT (Saudi Arabia), ‘National Information Security Strategy’ (Ministry of Communications and 

Information Technology, January 2011). 
434 National Cyber Security Center, ‘Profile - Introducing the National Cyber Security Center’ (Governnment 

of Saudi Arabia, 2017). 
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activities and disruptions… Dubai is a major target for malicious actors”.435 Qatar also claims that it 

is “an attractive target for malicious actors who seek to cause disruption and destruction”.436 It is 

worth noting that the adjective ‘malicious’ has several translations. In sentence from the Dubai 

strategy above, the phrase ‘malicious actors’ is replaced by electronic attacks (al-hujumat al-

ʾiliktruniyya), while the Qatar strategy uses ‘biased sides’ (jihat mughrida) in the sentence above 

and elsewhere ‘malicious/evil intentions’ (nawaya khabitha) for insider threats.437 The latter echoes 

a similar description for malicious software (barmajiyyat khabitha). The term ‘malicious’ thus 

performs a similar role in incorporating a range of organisational values into a single ambiguous 

term in both English and Arabic. 

Even when these strategies provide a more detailed breakdowns of cybersecurity threats, 

these descriptions retain ambiguous organisational conception of cybersecurity. For example, 

Bahrain states that “Malicious actors – hackers, organised criminals and possible foreign 

governments can exploit this gap [in security]. Thus, a comprehensive national strategy is required 

to address current and rising cyber-threats as well as reduce risks.”438 Qatar lists the main threats as 

“hacktivists, Advanced Persistent Threats, Cyber Crime Syndicates, and Malicious Insiders”.439 

Saudi Arabia summarises cybersecurity threats as “cyber-terrorism, cyber-war, and cyber-

espionage”, and highlights the overlap between different threats noted in Chapter 5: “Every day Gulf 

Cooperation Council businesses are targeted by nation-state actors for cyber exploitation and theft…. 

Many of the same vulnerabilities used to steal intellectual property can also be used to attack the 

critical infrastructures.”440 The abstract and generalised tone of these strategies therefore perpetuates 

the ambiguities of the organisational conception of cybersecurity identified in Chapter 5. 

These strategies also endorse human rights values, especially individual freedom and 

privacy, in an equally abstract style. For example, the objectives of Saudi Arabia’s strategy aims to 

“enable information to be used and shared freely and securely”, while the National Cyber Security 

                                                                
435 Government of Dubai, ‘Dubai Cyber Security Strategy’, p.9. 
436 ictQatar, ‘Qatar National Cyber Security Strategy’, p.3. 
437 ictQatar, p.4. 
438 Government of Bahrain, ‘Kingdom of Bahrain - EGovernment Portal Cybersecurity Strategy’. 
439 ictQatar, ‘Qatar National Cyber Security Strategy’, p.4. 
440 MCIT (Saudi Arabia), ‘National Information Security Strategy’, pp.2,81. 
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Centre seeks “to realize a safe, open and stable information society”.441 The Dubai strategy desires 

“a free and secure cyber world”, claiming that “cyber space needs to remain open to innovation and 

free flow of ideas, information, and expression”, although “due consideration should be made to 

maintain the proper balance between open technology and the individual rights of privacy.”442 The 

Qatar strategy claims that their “values in cybersecurity” are to “show tolerance and respect”, and 

embrace “the free flow of ideas and information”.443 In Bahrain, the aim is to “maintain the rights 

and values of individuals.”444 This language echoes wider contests over human rights values noted 

in Chapter 3, where alternative institutions are set up to mimic the language of genuine human rights 

bodies. 

However, even in the rarefied world of cybersecurity strategies this endorsement of human 

rights values is qualified by vague references to safety and care. The Saudi strategy emphasises the 

cultural and economic threats of information to the state, a point not made by senior Saudi figures 

writing in US journals.445 In Kuwait, “the strategy is primarily intended to promote the culture of 

cybersecurity which supports the safe and right use of the electronic space”,446 while Qatar aims to 

“foster a culture of cyber security that promotes safe and appropriate use of cyberspace”.447 The 

Dubai strategy states that “cyber space attacks lead to a variety of threats, such as: fraud, espionage, 

terrorism, violation of privacy, and defamation.”448 “Careful use of social media” is therefore a 

“baseline control” that “should be established, maintained and supported by Dubai individuals in 

their implementation”, along with system updates, firewalls, and password management.449 The 

phrase ‘careful use’ is ambiguous between care in clicking on links and sharing potentially infected 

documents on the one hand, and self-policing of content on the other.  

                                                                
441 MCIT (Saudi Arabia); National Cyber Security Center, ‘Profile - Introducing the National Cyber Security 

Center’, pp.iv,12. 
442 Government of Dubai, ‘Dubai Cyber Security Strategy’, pp.7,13. 
443 ictQatar, ‘Qatar National Cyber Security Strategy’, p.17. 
444 Government of Bahrain, ‘Kingdom of Bahrain - EGovernment Portal Cybersecurity Strategy’. 
445 Naef bin Ahmed Al-Saud, ‘A Saudi Outlook for Cybersecurity Strategies: Extrapolated from Western 

Experience’, Joint Forces Quarterly, no. 64 (2012): 75–81. 
446 Staff Report, ‘CAIT Chief Briefs HH the Amir on National Cybersecurity Strategy - Vision to Protect 

Kuwait’s National Interest’, Arab Times, 31 July 2017, https://perma.cc/KTQ7-GW8G. 
447 ictQatar, ‘Qatar National Cyber Security Strategy’, p.v. 
448 Government of Dubai, ‘Dubai Cyber Security Strategy’, p.12. 
449 Government of Dubai, p.25. 
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Egypt’s ICT strategy demonstrates this abstract and ambiguous tone clearly, partly because 

of Egypt’s larger international role in the debate over internet governance examined in Chapter 3, 

but also due to its publication date in 2012, shortly after the revolution and before the constraints on 

the public sphere and higher security imperatives initiated by President Al-Sisi from 2013. It was 

then relaunched under Al-Sisi as a 2014-2017 rather than 2012-2017 strategy, but no other changes 

were made.450 On one hand, it states that “Telecommunications Law No. 10 of 2003, for example, 

contains certain articles that require amendment in line with Egypt’s democratic transition that will 

promote political openness and protect freedom of expression.”451 On the other hand, it also includes 

the qualification of these values noted above, claiming to “bring about the desired balance between 

the considerations of freedom as a fundamental human right and privacy considerations and national 

security”.452 Consequently, “the availability of information [that] could harm national security of 

Egypt or the exposure of relations with other countries at risk under the banner of freedom is not 

acceptable.”453 Here the national strategy incorporates a separate cluster of values under an expansive 

definition of national security, as well as an abstract endorsement of human rights values.  

Finally, these national strategies also display a contradictory orientation to international cyber 

norms, most relevantly the Budapest Convention on Cybercrime (treated in detail later in this 

chapter). The Budapest Convention is only referenced in the Omani and Egyptian strategies. In 

Oman, the Budapest Convention is described as one source among many for its cybercrime law: 

As the Omani society nowadays witnesses an enormous revolution in information 

technology, it was necessary to set a law that protects networks and devices from illegal 

hacking attempts… The issuance of the Cyber-Crimes Law was based on the Budapest 

Convention as well as local, regional and international legislations.454 

 

This statement portrays the Budapest Convention as a genuine influence in the way norm theories 

would expect, although, as explored below, not to the extent that Oman acceded to the Convention.  

                                                                
450 MCIT (Egypt), ‘Publications - Egypt’s ICT Strategy 2014 -2017’, Ministry of Communications and 

Information Technology, 2014, https://perma.cc/X6G3-WT3F. 
451 MCIT (Egypt), ‘National ICT Strategy 2012-2017: Towards a Digital Society and Knowledge-Based 

Economy’ (MCIT, 2012), p.9. 
452 MCIT (Egypt), p.33. 
453 MCIT (Egypt), p.33. 
454 Government of Oman, ‘Information Security - Omanuna Portal’, Omanuna, 26 March 2018, 

https://perma.cc/8VYS-5KSW. 
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However, in Egypt the situation is less clear. In the English version of the strategy, the draft 

cybercrime law is explicitly claimed to originate from both international and domestic sources, 

including: 

International Telecommunication Union (ITU) recommendations regarding 

cybersecurity; relevant Indian law; the Legislation Management Draft Law of the 

Ministry of Justice; the Decision Support Center Draft Law; the Convention on 

Cybercrime (Budapest Agreement) of the Council of Europe; and “Cybercrime,” by 

information security expert Ahmed El-Sobky.455 

 

Again, the Budapest Convention is presented as an influence on national cybersecurity strategy in a 

similar manner to Oman. However, the Arabic version of the strategy strangely omits this paragraph. 

The most plausible interpretation of this omission is that the English strategy aims to communicate 

internationally that it is based on a range of sources including the Budapest Convention, whereas 

this is not a relevant consideration for an Arabic-speaking audience. If correct, this reading suggests 

that the Budapest Convention is merely utilised by governments to signify agreement with 

international audiences, rather than being a genuine influence on their national strategy and 

regulation (and thus present also in the Arabic version). 

The Saudi Arabian strategy contains a similar contradiction between domestic and 

international stances. After claiming that Saudi Arabia is “quickly aligning itself with international 

standards and capabilities to detect and respond to cybercrime”, the strategy states: 

The NISS makes an important distinction between internal cybercrime laws and 

procedures and the requirements necessary when dealing with these issues at the 

international level. In order to effectively operate on the international cybercrime stage, 

the Kingdom may need to forego a rigid interpretation of its own legal standards and 

procedures and adopt a more flexible legal approach to work cooperatively with 

international partners.456 

 

It explains that this is because “domestic and international, as well as legal and cultural challenges 

arise when dealing with cybercrime and the interpretation of legal standards, procedures and law. 

Specifically, Sharia law is “applied to some forms of cybercrime”, which “on the international stage, 
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Economy’, p.35. 
456 MCIT (Saudi Arabia), ‘National Information Security Strategy’, p.65. 
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will be more difficult”.457 These quotations reveal a fascinating dissonance between the 

internationally accepted and domestically appropriated versions of cybercrime, even in public 

government documents. As in Egypt, the Saudi Arabian strategy suggests that international 

agreements such as the Budapest Convention have very limited influence on domestic cybercrime 

law. It also acknowledges that there are substantial differences in the concept of cybercrime between 

domestic and international levels. The abstract tone and internationally oriented language of national 

cybersecurity strategies disguises these differences, which are the subject of the following section. 

 

7.2 Cybercrime laws 

 

Cybercrime laws were drafted between 2006 and 2016 throughout Egypt and the Gulf states. 

In this section I argue that these laws consisted of an expansion of the scope of ‘cybercrime’ from 

economic concerns such as fraud and espionage to also include political speech online. This is the 

moral manoeuvre of appropriation: the reinterpretation of values and technical concepts for a specific 

goal. This section is based on the texts of the laws themselves, in English and Arabic, as well as prior 

analysis of the laws by policy and human rights organisations. My analysis of the use of these laws 

is based on interviews and investigation, including systemic searches of news articles and human 

rights reports. 

I first stress that ‘cybercrime’ is an English term with no agreed equivalent in Arabic. While 

many professional documents in Arabic use the loan word sibrani (cybercrimes would thus be al-

jaraʾim al-sibraniyya), this neologism is not used in legal terminology. Instead, the legal Arabic 

equivalents are electronic crimes (al-jaraʾim al-ʾiliktruniyya), information crimes (jaraʾim al-

muʿalumat), or information technology crimes (jaraʾim tiqniyyat al-muʿalumat). The English 

translation of these terms, for example in unofficial English-language versions of these laws created 

by law firms or in the English-language version of local newspapers, is nearly always ‘cybercrime’. 
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7.2.1 Texts 

 

This section argues that the development of cybercrime laws in Egypt and the Gulf states is 

not captured by norm-based explanations of either localisation of or resistance to an international 

norm represented by the Budapest Convention on Cybercrime. Instead, the concept of moral 

manoeuvres provides a better explanation of the emergence of these laws as it shows how, despite 

not acceding to the Budapest Convention, these states use it as one resource among many for their 

own aims, rather than a source of normative pressure to which they must respond. 

The main international norm regarding cybercrime is the Budapest Convention on 

Cybercrime agreed by the Council of Europe in 2001. None of the states considered in this thesis 

have acceded to the Budapest Convention (accession is available to non-members of the Council of 

Europe, while signature is only available to members). At the time of writing, there were 64 

ratifications or signatures/accessions to the Convention, only two of which are in the Middle East 

(Tunisia and Israel).458 On the face of it, Egypt and the Gulf states cannot ‘localise’ this norm, in 

Acharya’s terms, as they are not ‘norm-takers’: they have not accepted it as an international norm in 

the first place.459 An alternative reading of Egypt and the Gulf states in relation to the Budapest 

Convention, then, would be as resisting the emerging norm represented in the Budapest Convention 

by not acceding to the Convention. However, this is also not quite accurate, as the Budapest 

Convention does play a role in cybercrime in Egypt and the Gulf states at both national and regional 

levels, but as only one resource among many. I first consider the only regional agreement on 

cybercrime and then investigate then domestic laws themselves.  

Both the UN and the ITU have been involved in the creation of regional cybercrime regulation. 

An interviewee with extensive experience of the UN Economic and Social Commission for Western 

Asia (ESCWA) described its role as follows: 

 

                                                                
458 Council of Europe, ‘Chart of Signatures and Ratifications of Treaty 185: Convention on Cybercrime’ 
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At ESCWA we try to complement ITU, not necessarily deliberately handling things 

separately but it could be by accident. We made a project of cyber legislation, drafting 

a cyber law – we were not doing the technology but the law. ITU were also starting 

cybersecurity issues, focusing on standards and technology, and we use their data (I-

32).  

 

The result of these efforts by both ESCWA and the ITU is the only international agreement in the 

region on cybersecurity: The Convention on Combating Information Technology Offences (jaraʾim 

tiqniyyat al-muʿalumat) by the Arab League. This convention was initially signed in December 2010, 

and it has been ratified by Egypt and all GCC states other than Saudi Arabia. 

Many articles of the Arab Convention that define cybercrime are drafted broadly. For 

example, Article 12 includes “The production, display, distribution, provision, publication, purchase, 

sale, import of pornographic material or material that disturbs modesty through information 

technology”.460 This includes much artistic work or content that could offend certain segments of the 

population. Article 15 – “offences related to terrorism” – includes a clause criminalising “attacking 

religions or beliefs”, and another on the “dissemination and advocacy of the ideas and principles of 

terrorist groups”.461 As ‘terrorism’ itself is widely defined in Egypt and the GCC states, this article 

enables the criminalisation of almost any political writings online. Finally, Article 21 states that 

“Every State Party shall commit itself to increasing the punishment for traditional crimes when they 

are committed by means of information technology”. Overall, the Arab Convention expands the 

definition of cybercrime to focus on various kinds of online content, especially political speech. This 

is an expansion of rather than a shift away from an economic concept of cybercrimes, as the 

Convention also includes articles on copyright infringement, fraud, and electronic payment.  

The Arab Convention inverts the rights-based conception of cybersecurity considered in the 

previous chapter. This can be seen by comparing its article on privacy - Article 14 criminalising 

“offences against privacy by means of information technology” – to an analysis by Muhammad Al-

Taher, writing for an Egyptian human rights group in 2015. Using the version of the Egyptian 

                                                                
460 Al-Jamiʿat Al-Dawl Al-ʿArabiyya [The Arab League], ‘Al-Itifaqiyya Al-ʿarabiyya Limukafahat Jaraʾim 
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constitution updated in the mid-1990s as a comparison, rather than the new constitution passed in 

January 2014, Al-Taher argued that the Arab Convention posed a threat to freedom of expression 

and individual privacy, stressing the lack of protection against privacy both domestically and through 

sharing information between countries. He also highlighted the vagueness of Article 14 itself, which 

leaves open the bearer of the right of privacy and could equally be used to prevent individuals 

criticising governments and leaders as much as preventing access to individuals’ data.462  

The Arab Convention is different in several key ways to the earlier Budapest Convention. 

Hakmeh highlights the similarities between the two, claiming that “provisions [of the Arab 

Convention] are in fact almost the same as those of the Budapest Convention, especially in relation 

to procedural powers and international cooperation” (my italics).463 However, the key word here is 

‘almost’, as none of the articles that include political and socially controversial content in the Arab 

Convention above (12, 14, 15 or 21) are in the Budapest Convention. Rather than representing 

resistance to the Budapest Convention, the Arab Convention is thus a mixture of direct influence 

from the earlier text and additions that repurpose the Budapest Convention towards political speech. 

The only other regional agreement relevant to cybercrime legislation is a 2012 GCC joint 

security agreement mentioned in Chapter 3. Although this agreement does not explicitly address 

cybersecurity or cybercrime, it covers related matters such as information-sharing between 

governments. The third clause of the agreement states that states will “take legal measures in what 

is considered a crime according to their laws when its citizens or those living on its territories 

interfere in the internal affairs of other countries.”464 This agreement allows expanded definitions of 

cybercrime to be applied across state boundaries. Online commentary on events in other countries 
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can thus be defined as cybercrime, allowing states to coordinate the suppression of political 

opposition.  

The Arab Spring and near contemporaneous signing of the Arab Convention was the catalyst 

for the spread of cybercrime laws in the GCC. Between 2011 and 2017, Saudi Arabia, Oman, and 

the UAE all updated earlier laws while Bahrain, Qatar and Kuwait implemented new laws (Table 7). 

 

Table 7: Cybercrime laws in Egypt and the GCC 

State Electronic 

transactions law 

Cybercrime law 

Oman 2008 Penal code amended with chapter on computer 

crime 2001, Cyber Crime Law 2011 

 

UAE 2002 Law No. 2 of 2006, Law No. 5 of 2012 Concerning 

Combating Information Technology Crimes 

 

Saudi 

Arabia 

2007 Anti-Cyber Crime Law 2007, updated 2015 

 

Qatar 2010 Cybercrime Prevention Law 2014 

 

Bahrain 2002 Law No. 60 of 2014 Concerning Information 

Technology Crimes 

 

Kuwait 2014 Law No.63 of 2015 Concerning Combating 

Information Technology Crimes 

 

Egypt 2004 Laws 2015 and 2016 Concerning Electronic 

Crimes discussed by Parliament, approved 2018 

 

 

Like the Arab Convention, these cybercrime laws also expand the concept of cybercrime to 

cover political speech online. Hakmeh argues that all GCC countries other than Bahrain have 

“additional offences not foreseen in other legal instruments” in their cybercrime laws.465 In her 

words, “most GCC cybercrime laws have been subject to heavy criticism by human rights 

organisations for limiting free speech and imposing self-censorship on citizens and activists”.466 

Duffy’s 2014 analysis supports this view, arguing that all six states characterise defamation or libel 

                                                                
465 A 2018 update focusing on their human rights implications was published too late to be included in this 

thesis. Hakmeh shared an early draft with me, and its conclusions mirror those reached in this section. 
466 Hakmeh, p.9. 
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as a criminal offence without permitting truth as a defence.467 This legal environment privileges 

government actions; for example, in the UAE the libel of a public servant is an aggravating factor 

rather than a higher bar for prosecution due to public interest defences. Like Hakmeh, Duffy 

emphasises that these laws put forward wide definitions of ‘public morals’ and ‘national unity’, 

which means that many social media comments, including any political opposition, could be 

considered a cybercrime. 

Crucially, these laws go beyond the alternative norm-based explanation of localisation, as they 

actively exploit the ambiguities within abstract concepts of cybercrime rather than responding to 

international normative pressure. For example, the cybercrime law in Saudi Arabia was updated in 

2015 with what was termed a ‘naming and shaming’ clause for offenders, allowing a name and 

details of their offence to be published in local newspapers with the costs to be paid by the person 

convicted.468 Similarly, the updated Omani law in 2011 has a section explicitly titled “content 

crimes”, covering any use of ICTs to “produce or publish or distribute or purchase or possess 

whatever might prejudice the public order or religious values.”469 The updated UAE law in 2012 is 

one of the starkest examples of cybercrime extending to political opposition as well as economic 

concerns. As well as the national unity clause quoted in the thesis introduction, Article 9 prevents 

almost any form of online political debate: 

Shall be punished by temporary imprisonment and a fine not in excess of one million 

dirhams whoever publishes information, news, statements or rumors on a website or 

any computer network or information technology means with intent to make sarcasm 

or damage the reputation, prestige or stature of the State or any of its institutions or its 

president, vice-president, any of the rulers of the Emirates, their crown princes, or the 

deputy rulers of the Emirates, the State flag, the national peace, its logo, national anthem 

or any of its symbols.470 
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Another good example is the Kuwait cybercrime law, which was signed in 2015 and included 

very similar provisions to those detailed above. Interestingly, this law had been considered even 

before the Arab Spring: a leaked US cable in 2010 quoted Minister of the Interior Sheikh Jabar Al-

Khalid Al-Sabah as complaining that “politics was hindering progress on… many other important 

bills, including one to criminalize cyber crimes”.471 However, human rights organisations argued 

that the Kuwait law was “an effective barrier to critical political speech over the Internet”472 and “a 

direct assault on the right to freedom of opinion and belief and the right to freedom of expression”.473 

The expansion of cybercrime in these laws is thus far more than localisation or even translation of 

an existing norm: it is the active alteration and renegotiation of a cluster of values around national 

security, along with technical terms like ‘cybercrime’. This is the phenomenon I seek to capture 

using the concept of moral manoeuvres. 

Finally, Egypt’s cybercrime law has followed a more contentious path than its equivalents in 

the Gulf states. A draft cybercrime law was first mentioned in a government-wide ICT strategy in 

2012. In a similar manner to those in the Gulf states, this draft law doubled the penalties for those 

committing “information crimes” (jaraʾim al-muʿalumat) with the intent to damage public interest 

or an individual public authority.474 At least three further drafts have been proposed since the June 

2013 coup, in April 2015, May 2016 and June 2018.475 The latest draft was approved by parliament 

in June 2018 although it had not passed into law at the time of writing.476 
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The proponent of the 2015 draft, Minister for Communications and Information Technology 

Khalid Negm, claimed that it was in part prompted by the Arab Convention.477 The 2016 draft then 

increased the severity of the first in a similar way to the updated cybercrime laws in the GCC states, 

increasing the punishments for vaguely defined crimes of harming national unity and public 

morals.478 According to privacy advocates in Egypt, in the first version “punishments are harsher 

when an individual is found to have committed a crime against the state or a corporation”.479 One 

commentator noted that the 2016 draft also included concepts such as ‘illegitimate ideas’, which 

were not present in the first version.480 This repeats the pattern of broad terminology and expansive 

definitions in the Gulf states. 

Other differences between the 2015 and 2016 drafts point to the coalitions and compromises 

necessary for cybercrime legislation in a large and diverse state such as Egypt. Both versions block 

“any words or figures, pictures or movies, or any propaganda material that threatens national 

security”. However, the second version (article 14) does not have the provision for doing this in 

advance of permission by the criminal court (article 19 in the first draft), instead specifying only that 

the court will respond within the day of the blocking request. This is an admittedly thin safeguard on 

unilateral action introduced into the draft at a time when the Egyptian courts were under increasing 

pressure from the Al-Sisi government to support an expansive definition of national security. 

So far, I have shown that the texts of the laws themselves form part of the moral manoeuvre 

of appropriation, as they expand the definition of cybercrime to include political opposition while 

also addressing economic threats. This is the stage at which Duffy and Hakmeh conclude their 

analyses, as it is not possible to ascertain from a purely textual analysis whether political speech or 

economic threats are the primary target of this legislation. To answer this question, I turn to 

interviews and reports on the use of these laws.  

                                                                
477 Ragab Saad, ‘Egypt’s Draft Cybercrime Law Undermines Freedom of Expression’, Atlantic Council, 24 

April 2015, https://perma.cc/9ATE-HNNA. 
478 Mohamed Abdelaal, ‘Egypt’s New Cybercrime Law: Another Legislative Failure’, Jurist, 9 July 2016, 

https://perma.cc/HED5-X2G7. 
479 Tom Rollins, ‘Egypt’s Cyber Crime Bill’, Mada Masr, 24 May 2015, https://perma.cc/A2NM-CB9L. 
480 Mohamed Hamama, ‘Egypt’s New Cybercrime Bill Could Send You to Prison’, Mada Masr, 12 October 

2016, https://perma.cc/9QGR-SUFD. 



178 

 

7.2.2 Use 

 

The purpose of the cybercrime laws above was summarised well by the interviewee with 

experience of UN ESCWA quoted at the start of the previous section. When I asked this interviewee 

about the purpose of cybercrime laws, they replied: 

At the national level, there is the threat of social media, as they are frightened by what 

can take place on social media, it can affect national sovereignty from the inside not the 

outside. Please make this anonymous, as it is controversial. This pushed the adoption 

of the cybercrime laws, protecting people inside from cybercrimes but also punishing 

them. There are lots of taboos in the region related to religion and/or politics. It is seen 

as a threat. (I-32). 

 

This response indicates that the primary purpose of cybercrime legislation in the region is to suppress 

political opposition rather than prevent economic threats. This interviewee also emphasised the 

sensitivity of the subject, indicating that this purpose is hidden beneath the abstract strategies 

considered in the first section of this chapter. When I asked the interviewee what they thought about 

the human rights issues raised by cybercrime laws, their reply was revealing:  

This is not in line with our mandates. ESCWA is a social and economic department, 

while UNESCO would do ethics. We are all technicians and engineers and the issue of 

ethics is a bit different from our area of expertise. We don’t want to step on UNESCO 

(I-32). 

 

This response deserves a close reading. It wholeheartedly adopts the early technocratic 

approach to cybersecurity governance noted in Chapter 3. However, the interviewee also 

acknowledges that ESCWA’s technocratic approach cannot be justified on the same grounds as that 

of the ITU, as it does not have the technical knowledge to implement technical standards. Instead, 

although cybercrime laws are within ESCWA’s remit, their moral dimensions are downplayed. This 

evasion of responsibility is justified through a hyper-awareness of other departments: ‘we don’t want 

to step on UNESCO’. Far from exerting international pressure on Egypt and the Gulf states to 

conform to a norm on cybercrime, this interviewee suggests that some international actors do the 

opposite, skirting controversial aspects of international conventions precisely to avoid enforcing a 

particular norm or rule of behaviour. Technical expertise is enlisted to facilitate this avoidance. 
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This characterisation of international organisations has one exception. In all the conference 

documents I collected, human rights issues around cybercrime were only mentioned by one 

cybersecurity professional: Muhammad Al-Guindy, president of a professional cybersecurity 

association in Egypt and regular contributor to the Cybersecurity for Energy and Utilities conference 

series, as well as a member of the ITU. His 2012 study of cybercrime legislation in the region argued 

that “most governments in the region are violating the privacy of citizens and don’t pay attention to 

even basic human rights that will be challenging when drafting cyber legislation”.481 Similarly, in a 

2014 conference ‘threat report’, Al-Guindy, like other professionals, argued that “cyber regulations 

are poor in Middle East and even lack the correct definition of cybercrime”, because “due to the 

political issues, most cyber laws are drafted to suppress freedom of speech and do not address the 

real threat of cybercrime”.482 

It is thus worth exploring Al-Guindy’s position in more detail, and I do so using conversations 

with an interviewee familiar with his work. This interviewee claimed that, despite the surface 

appearance of the conference discourse, “cybersecurity experts in the region understand the 

importance of human rights when it comes to cyber legislation” (I-56). This interviewee then said: 

Culture and history play very important role in shaping how people think, specially 

policymakers. When it comes to cyber laws or cybercrime legislation, it is no difference. 

They look at it from their traditional point of view which is how to limit, block or censor 

specific tools or technology not to accept and regulate the technology (I-56). 

 

This interviewee places the appropriation of the concept of cybercrime within the longer history of 

censorship and a restricted public sphere considered in Chapter 3. They then went on to explain the 

position of governments with regard to cybersecurity professionals in this appropriation: 

Even if they cooperate with local technical expertise, they will have the hidden political 

agenda... Political issues are always the driving force of drafting such laws, not the need 

to prevent attacks or crimes. Political issues including but not limited to democracy, 

freedom of speech and human rights (I-56). 
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This interviewee suggests that even when cybersecurity professionals are involved in the drafting of 

laws or national strategies there is always a ‘hidden political agenda’. This agenda is at its core 

‘political issues’, meaning political speech online and opposition to the government, rather than 

cyber ‘attacks or crimes’. Furthermore, for this interviewee, cybersecurity professionals participate 

in this appropriation even though they ‘understand the importance of human rights’. This provides a 

different perspective on the lack of engagement with human rights values in the regional professional 

community considered in the previous chapter, suggesting that this avoidance is strategically 

motivated in order to maintain their position as expert advisors. 

Other interviewees agreed that cybercrime laws in Egypt and the Gulf states were designed 

to suppress political opposition. An expatriate working alongside government security agencies in 

the Gulf remarked that “the police only really care about social media, because that’s what affects 

the nationals” (I-7). The implication is that the police were not motivated to investigate cybercrime 

as it would be characterised in his own (European) jurisdiction – i.e. as a primarily economic problem 

- and instead focus on domestic political struggles. 

One surprising comment came from a UAE national at NESA, the UAE cybersecurity 

agency. He was nonplussed when I asked him about cybercrime legislation, saying that “the 

cybercrime laws do not really come across my radar, that’s more about using social media to harm 

the UAE government, and we are concerned more with national security” (I-26). While the laws 

themselves offer an expansive definition of national security, and are promoted as a key step in 

cybersecurity, their irrelevance to the work of people in NESA is striking, suggesting that the shift 

to suppress political opposition in these laws is so comprehensive that they are not considered 

important by those dealing with other types of cybersecurity threat. 

One of the benefits of analysing cybercrime legislation in terms of moral manoeuvres 

compared to that of norms is that it highlights how international agreements are resources used 

strategically by actors for their own ends – in this case suppressing political opposition - rather than 

sources of normative pressure which are merely adjusted to suit local requirements. The strategic 

use of the Budapest Convention is illustrated by a Qatari government interviewee, who said that: 
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Everyone references the Budapest Convention, but crime has changed. We need to look 

at our cybercrime legislation, and ask are they a deterrent or are they obsolete? Do you 

need cybercrime laws? Or do we need more privacy? (I-4). 

 

The Budapest Convention here is not a norm in the sense of a clear standard of behaviour (and Qatar 

did not accede to it in any case). Instead, it is something that can be ‘referenced’, but only once the 

domestic goals of cybercrime legislation have been decided. Another interviewee working with the 

Qatari government summarised the contradictions created by such references, saying that: “if you 

put this – cyber monitoring - into cybersecurity then everything becomes cybersecurity. These are 

very different problems. People do use cybersecurity with different meanings in mind” (I-36). 

As the interviews above suggest, these cybercrime laws have all been used to target political 

speech online, highlighting how appropriation is driven by actors invested in an expansive definition 

of national security. I now detail these uses in each state in turn.  

In the UAE, the cybercrime law was used in 2013 to charge the son of one of 94 defendants 

associated with Al-Islah, a political group accused by the UAE government of affiliation with the 

Muslim Brotherhood, after he published details about their trial.483 Al-Islah was then designated a 

terrorist group by the UAE in 2014. A prominent political dissident, Nasser bin Ghaith, was charged 

under the cybercrime law in 2016 after he criticised the UAE and Egyptian government. In this case, 

the cybercrime law was used to criminalise his claims of mistreatment in an earlier trial as the posting 

of information “intended to damage the UAE”.484 Ahmed Mansoor, the dissident considered in the 

introduction to the previous chapter, was also tried under cybercrime laws.485 Finally, the extension 

to political opposition also applies to non-nationals; in 2016 an Omani was jailed for three years after 

criticising the UAE’s conduct in the war in Yemen in a Whatsapp audio recording.486 After the Qatar 
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crisis in June 2017, the UAE attorney general stated that showing sympathy for Qatar online would 

be treated as a cybercrime, resulting in prison sentences between three and fifteen years.487 

In Saudi Arabia, the cybercrime law was also used regularly to prosecute political 

opposition. As detailed in the introduction to this chapter, the liberal dissident Raʾif Badawi was 

sentenced under the cybercrime law in 2013.488 A year later, the head of a human rights organisation 

in Saudi Arabia was also sentenced to seven years’ imprisonment under the cybercrime law.489 In 

2015, a lawyer who had represented Raʾif Badawi and who founded the rights organisation Saudi 

Monitor for Human Rights was sentenced to fifteen years including cybercrime charges.490 Other 

lawyers confirmed the use of the cybercrime law to prosecute the ‘spreading of rumours’ over 

Twitter in 2017.491  

In Oman, the cybercrime law was used to charge an individual who interviewed striking oil 

workers in 2012 and made other political statements online, although he was then convicted of 

insulting the Sultan rather than under the cybercrime law.492 In 2015, a government critic was 

sentenced to three years in prison for critical blog posts under the cybercrime law.493 The editor of a 

politically independent newspaper in Oman, Al-Zaman, was charged under the cybercrime law after 

an article that criticised the judiciary in 2016.494 The newspaper was shut down a year later. 

In Bahrain, the most consistent use of the cybercrime law was against Nabeel Rajab, a 

prominent political activist, who led demonstrations in the 2011 protests and has been given prison 

sentences multiple times for his opposition to the government. According to his own testimony, he 
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was arrested and interviewed in 2015 and 2016 by the Cyber Crimes department following anti-

government tweets, and remained in prison at the time of writing.495 His charges included “insulting 

a neighbouring country” in relation to Saudi Arabia.496  

In the other GCC states, Kuwait’s cybercrime law was used in 2016 to charge a blogger who 

criticised the emir.497 The structured searches used for this section identified no instances of Qatar’s 

cybercrime law being used to suppress political opposition. However, human rights organisations 

highlight the potential for the cybercrime law to violate freedom of expression through the example 

of a poet sentenced to fifteen years in prison in 2013 for indirectly criticising the ruling family.498 

This poet, Muhammad Rashid Al-Ajami, was pardoned in 2016. 

Across the GCC, these cybercrime laws are used in conjunction with other legal structures. 

In a survey of laws preventing freedom of expression in the Arab world, Ben Hassine argues that the 

precise combination of legal instruments differs considerably from state to state. The only Gulf state 

she examines in detail is Saudi Arabia, where she argues that anti-terror laws are the main tool used 

by the state to suppress political opposition.499 As seen in the example of Raʾif Badawi, blasphemy, 

social order, and cybercrime laws are often used as a combination of offences for the same act. 

Egypt is absent from the above analysis, as it has only a draft cybercrime law and 

consequently no cybercrime prosecutions. However, as Ben Hassine argues, Egypt already uses a 

variety of anti-terror and anti-protest laws to control online political activity. The anti-protest laws 

are especially successful in this aim, as encouraging or inciting people to protest online is a more 

serious offence in these laws than taking part in the protest itself. This focus on protests as a conduit 

for political opposition reflects Egypt’s experience of the January revolution in 2011. It also 

highlights the violent responses of security forces to later protests, including the massacre of at least 
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700 people at Rabiʿa Square in 2013, and the regular disappearance and torture of activists and 

protesters since.500 

In sum, this section has demonstrated that the governments of Egypt and the Gulf states 

appropriated the concept of cybercrime to counter political opposition. This tactic was combined 

with a similarly broad definition of other key legal terms such as terrorism, and strict anti-protest 

and media laws. Together, these laws incorporate a cluster of values under an expansive definition 

of national security. The data presented here is better explained by the moral manoeuvre of 

appropriation than as norm resistance or localisation, as these states actively reinterpret 

organisational conceptions of cybersecurity and use the Budapest Convention only as one resource 

among many to do so. However, this section has largely treated the state as a cohesive entity. In the 

next section, I examine internal struggles between state organisations that are an essential part of this 

moral manoeuvre. 

 

7.3 Cybersecurity organisations 

 

This section argues that between 2011 and 2017 there was a shift in cybersecurity 

responsibility from telecoms and IT ministries to ministries of interior and security agencies, 

marking an institutional as well as conceptual appropriation of cybersecurity.  

The first cybersecurity action of many governments, including Egypt and the Gulf states, is to 

create a national computer emergency response team (CERT).501 Even if these are little more than a 

public-facing website and contact details, these organisations enable the receipt of technical 

cybersecurity alerts and participation in organisations such as FIRST, a non-profit international 

grouping of public and private CERTs. Due to their technical functions, CERTs initially sit within 

the IT or telecoms regulator or telecoms ministry. However, this initial ownership is often challenged 

by other government departments. As one interviewee remarked, “one of the problems is the lack of 

agreed government frameworks for ownership. Ministry of defence? Ministry of interior? Often it 
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shouldn’t be in either” (I-39). Another stressed that “there is a - let’s call it - ‘healthy’ level of 

competition between government departments, either they are not conscious, or they think others 

can’t deliver” (I-41). This competition is especially fierce because sensitive technologies such as 

signals intelligence (SIGINT) are the main sources of data about cybersecurity threats. As an 

interviewee explained, generalising across the Gulf states: 

SIGINT was run by sensitive units within ministries (blackboxed even from the rest of 

the ministry). But cyber was run by IT teams. The former didn’t want their capability 

interfered with. But the latter thought ‘we need to bring these things together’ (I-49).  

 

Consequently, there are several departments in most states with a significant responsibility for 

cybersecurity. Table 8 provides an overview of these institutions in Egypt and the GCC states and 

the year of creation. 

 

Table 8: Cybersecurity institutions in Egypt and the GCC 

Institution Egypt UAE Saudi 

Arabia 

Qatar Oman Kuwait Bahrain 

Ministry MCIT 

(1999) 

n/a MCIT 

(2003) 

MCIT 

(2003) 

MTC 

(2001) 

CAIT 

(2006) 

CIO 

(2002) 

Regulator NTRA 

(2003) 

 

TRA 

(2003) 

 

CITC 

(2003) 

ictQATA

R (2004) 

 

TRA 

(2002)  

ITA 

(2006) 

 

CITRA 

(2014) 

 

TRA 

(2002) 

 

CERT egCERT 

(2009) 

 

aeCERT 

(2006) 

 

CERT.sa 

(2006) 

 

QCERT 

(2006) 

 

OCERT 

(2010) 

 

n/a CERT.b

h (2014) 

 

Cybersecurity 

organisation 

HCCS 

(2014) 

 

NESA 

(2013) 

 

NESC 

(2013) 

CSC 

(2017) 

 

Role 

fulfilled 

by CERT 

 

Role 

fulfilled 

by CERT 

 

Role 

fulfilled 

by CITRA 

 

Role 

fulfilled 

by CIO 

 

Cybersecurity 

strategy 

National 

ICT 

Strategy 

(2012) 

NCS 

(2014), 

Dubai CS 

(2017) 

 

NCS 

(2013) 

 

NCS 

(2014) 

 

e.Oman 

(2003), 

revised 

2010 

 

NCS 

(2017) 

 

NCS 

(2017) 

 

 

Abbreviations: 

MCIT: Ministry of Communications and Information Technology 

NTRA: National Telecommunications Regulatory Authority 

MTC: Ministry of Transport and Communications 

CAIT: Central Agency for Information Technology 

CIO: Central Informatics Organisation 
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CITC: Communications and Information Technology Commission 

TRA: Telecommunications Regulatory Authority 

ITA: Information Technology Authority 

CITRA: Communication and Information Technology Regulatory Authority 

HCCS: High Council for Cyber Security 

NESC: National Electronic Security Council 

NESA: National Electronic Security Agency 

CSC: Cyber Security Centre 

NSC: National Cybersecurity Strategy 

 

I now detail the appropriation of cybersecurity between these organisations in each state in turn.502  

First, as the table above indicates, Oman created cybersecurity organisations within IT and 

telecoms departments in 2010. The Omani organisation was branded internally as ‘the national centre 

for cyberpeace’ (al-markaz al-watani lil-salam al-sibrani), and outwardly as a CERT (Oman CERT 

or OCERT), while one interviewee called it the ‘National Cyber Security Centre’ (NCSC). They 

explained its function as follows: 

We work closely with the Cabinet and the National Security Agency, promoting 

cybersecurity. The same minister is chairman of both ITA and TRA, and we have 

representatives of security and intelligence agencies on our board, we are also engaging 

local law enforcement. There is a government committee, and we have been given the 

authority to do cybersecurity. We have direct contact with national security agencies, 

and we present to them from time to time when requested. The NCSC is seen as a neutral 

organisation, unlike police or law enforcement (I-1).  

 

Other interviewees disagreed with this portrayal somewhat dismissively, with one saying that 

“OCERT is just an awareness and PR role” (I-34). Others highlighted the role of the security 

agencies, with one interviewee noting that in cybersecurity “there are the Royal Office, and then the 

ISS [Internal Security Service]” (I-27) and another summarising the Omani cybersecurity landscape 

as “the Royal Office, protecting government departments, the ISS with a wider remit including CNI, 

while ITA do education” (I-42). Finally, a UK national claimed that “ISS will be the national cyber 

lead, charged with delivering national security in cyber… there is friction caused by different 

agencies in the same space” (I-46). These interviews suggest that cybersecurity responsibility was 

appropriated by the Omani security agencies from the NCSC, despite the ‘friction’ this caused. 
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In Qatar, the key role of intelligence agencies and interior ministries was stressed by a Qatari 

national with extensive experience in the Qatari government: 

The role of the MOI [Ministry of Interior] is to combat cybercrime. Defence against 

aggression, and so cyber aggression – it’s simple, you add cyber. They also retaliate. 

Intelligence agencies do lots of counter intelligence, so add cyber and they do cyber 

counter intelligence (I-4).  

 

This ‘division of labour’ view of cybersecurity leaves no room for the Qatar CERT (QCERT), based 

in the IT ministry. The other interesting part of the quotation above is the off-hand comment about 

MOIs that “they also retaliate”, meaning that they conduct cyberattacks and surveillance operations. 

Another interviewee also addressed the matter of offensive capability, stating that:  

I can’t word it in a politically correct way, everyone wants to avoid and protect against 

attacks, but they are also considering offensive capabilities. You can’t have it both 

ways… In QCERT we have capabilities for reverse engineering and malware analysis, 

which puts us in a unique position. Maybe there are other agencies in Qatar that can do 

this, but we are the oldest and have never been approached (I-53). 

 

In this quotation the interviewee puts forward a justification for the inclusion of QCERT in the 

development of ‘offensive capabilities’. However, as they recognised, the Qatari Ministry of Interior 

did not involve QCERT in its search for ways to ‘retaliate’. Instead, it purchased surveillance 

technology from private companies including Finfisher and ETI, and probably also contracted out 

targeted surveillance to monitor labour and immigration activists. The institutional appropriation of 

cybersecurity by MOIs and security agencies thus includes not only the passive protection of 

networks, but also the use of ‘offensive’ capabilities. 

The cybersecurity organisations in the UAE illustrate similar patterns of appropriation. The 

creation of the UAE National Electronic Security Agency (NESA) was first announced in 2012.503 

However, this supposedly nationwide organisation was not operational for another two years,504 and 

its authority was immediately challenged by the creation of a separate Electronic Security Centre in 
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Dubai in 2014 (including entirely separate cybersecurity standards).505 The UAE then announced its 

intention to create a military cyber command in September 2014, bringing another powerful player 

into the cybersecurity arena. According to media reports, when operational it will run ‘in parallel’ 

with NESA.506 These overlapping authorities effectively sideline the Telecommunications 

Regulatory Agency (TRA), even though the TRA is the base for the national CERT (aeCERT). 

These movements also reflect the federal structure of the UAE and competition between the 

two ruling families of the wealthiest emirates, Dubai and Abu Dhabi. The UAE political system 

necessitates close connections to members of the ruling families, which one interviewee claimed 

were possessed by NESA: “For NESA, the CEO is very close to the crown prince, and so they have 

authority from the top. For example, a ministry wouldn’t implement it [the UAE cybersecurity 

regulation] so he got a call [from the crown prince].” (I-2). For context, the Director General 

(described by the interviewee as the CEO) of NESA was Jassem Bu Ataba Al-Zaabi, from a family 

with connections to the ruling family of Abu Dhabi, while the Crown Prince of the UAE, a position 

held by the Abu Dhabi ruling family themselves, was Sheikh Muhammad bin Zayed Al-Nahyan. 

Their close relationship was mentioned as shaping cybersecurity governance in the UAE.  

As with Qatar, protective capabilities overlap significantly with intelligence gathering. 

Another interviewee suggested that the creation of NESA was as much about intelligence ownership 

as cybersecurity control. In their words: 

The UAE decided to set up… NESA… they had some key people in government and 

industry for this, the government people came from the MOI and the MSS [Ministry of 

State Security]… SIGINT came together in NESA. SIGINT was already in MOI, so 

NESA said yes keep it, but as a service. We will provide that service to you and others 

e.g. MFA [Ministry of Foreign Affairs]. (I-49).  

 

This centralisation of SIGINT shows how the movement of individuals is crucial for appropriation, 

as people were recruited from the MOI and MSS for the creation of NESA. This SIGINT role of 

NESA is not mentioned in any official sources; nonetheless, if the interviewee is correct, then NESA 
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has used the political capital of cybersecurity to acquire intelligence capabilities. As seen in the 

previous chapter, these capabilities are used by actors probably working in or for the UAE 

government to track dissidents and human rights activists. Overall, the creation of NESA indicates 

an institutional appropriation of cybersecurity, privileging intelligence and national security 

operations over telecoms agencies. 

In Saudi Arabia, cybersecurity developed in the shadow of the royal succession, as King 

ʿAbdullah died in 2015, succeeded by his brother Salman and King Salman’s son Muhammad bin 

Salman. The rise of Muhammad bin Salman pushed other branches of the Saudi royal family away 

from key positions, including Muhammad bin Nayef, who had been first Assistant Minister and then 

Minister of the MOI and a longstanding partner for Western intelligence agencies. Until his removal 

from power in 2017, bin Nayef and the MOI were key actors in cybersecurity governance in Saudi 

Arabia. Under Nayef, the Ministry of Interior showed an early interest in cybersecurity. According 

to a leaked US cable, in 2009, the MoI invited a US expert to brief the specialist MOI university (the 

Nayef Arab University for Security Sciences) on cybersecurity. The cable stated that: 

NAUSS' interest in cyber security assistance reflects the high priority the Saudi 

Ministry of the Interior (MOI) places on this subject. The MOI separately requested US 

assistance with a new cyber security program in May of this year.507 

 

This early focus on cybersecurity in the MOI continued after the Arab Spring and the Shamoon 

incident. At the first national cybersecurity forum in 2013, the director of the national cybersecurity 

programme at the MOI, ʾAbd Al-Rahman Al-Muʿaiqil, announced the creation of a national 

cybersecurity centre.508 In a statement at this forum, the newly appointed director of the centre itself, 

Dr Salih Al-Mutairi, mentioned that they would aim to share information with sectors including 

telecoms.509 Thus at the start of government movements towards cybersecurity in Saudi Arabia, the 
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MOI was clearly the catalyst more than telecoms regulators or IT agencies, despite an image of 

seamless national government collaboration.510  

The central role of the MOI in creating cybersecurity institutions in Saudi Arabia was 

explained by one interviewee as follows: 

After Aramco, there was a Royal Decree that major ministries had to have an infosec 

[information security] department. But there was no cybersecurity strategy, just an 

instruction. If you were in Education, you’d implement differently to MOI or MOD. 

The Air Force, the Navy, both wanted a SOC [a Security Operations Centre], then MOD 

wanted a SOC above them, then MOI wanted a SOC that protected the nation as a whole 

– it monitored the internal gateway… Then the concept of converging SIGINT and 

cyber missions emerged. If you already have the capability (DPI, monitoring, etc) then 

why spend millions on new ones? (I-49) 

 

This quotation indicates that, in Saudi Arabia as in the UAE, intelligence and cybersecurity 

overlapped significantly due to overlapping technological capability. However, the interviewee also 

revealed how the concept of cybersecurity became synonymous with a broad definition of national 

security, as the SOC “protects the nation as a whole”. Even the term SOC here is expanded beyond 

its original meaning as the cybersecurity centre for an organisation, to signify cybersecurity 

responsibility for the state as a whole. This quotation suggests that institutional, technological, and 

conceptual appropriation all reinforced the MOI’s appropriation of cybersecurity in Saudi Arabia. 

However, this ownership has limits. Both the Ministry of Defence and the National Guard - 

separate organisations run by separate branches of the royal family until the consolidation of power 

in 2017 - have procured sophisticated military technologies for electronic warfare.511 A UK national 

and former contractor to these organisations described their focus as follows: “Saudi Arabia are now 

doing ops in Yemen, and they want to use cyber to derisk those military operations, with GCHQ like 

capabilities. They are doing social media monitoring, and covert ops like JTRIG [the GCHQ ‘cyber 

operations’ department]” (I-47). The social media monitoring capabilities mentioned here are very 
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similar if not identical to those acquired by the MOI in the earlier quotation, suggesting that such 

‘cybersecurity’ technologies are duplicated across the Saudi government. 

The central role of the MOI has also been affected by political shifts in Saudi Arabia. A new 

national cybersecurity centre was created in November 2017 under a member of the Ministers’ 

Council, Dr Musaʿid Al-ʿAiban. This centre had a wider executive council, including the heads of 

General Intelligence and State Security and only the deputy and assistant ministers for Interior and 

Defence respectively. This shift towards the intelligence agencies followed Muhammad bin Salman’s 

removal of Muhammad bin Nayef earlier in the year, and Al-ʿAiban specifically thanked Muhammad 

bin Salman for his appointment.512 The appropriation of cybersecurity by the MOI was thus also 

curtailed by sudden shifts in the domestic political landscape. 

In Bahrain, interviewees noted the influence of international partners, including the UK, in 

the institutional competition between telecoms, security agencies and the MOI. As one interviewee 

stated, “the UK government has been trying hard to help them have the capability to track networks, 

this capability has been given to the NSA [the Bahrain National Security Agency], not the MOI. This 

is part of the reason for arrest and detention going back to the NSA.” (I-33).  

The decision here by the UK to provide SIGINT or ‘cybersecurity’ capability to the NSA 

rather than the MOI was attributed by this interviewee to the human rights violations committed by 

the MOI in its suppression of protests after the Arab Spring. This interviewee thus portrayed the UK 

as balancing its intelligence partnership with Bahrain on one hand with human rights concerns 

around that partnership on the other. This calculation by exporting states and companies such as the 

UK will be examined further in the next chapter. Here, I note only that telecommunications ministries 

were not a significant presence, suggesting a similar pattern of appropriation. As an interviewee in 

the Bahraini telecoms regulator said: “they take care of things themselves. What happens in national 

security we are oblivious to it, we don’t know what functionality they have” (I-55). 

Finally, I turn to Egypt. Although the Egyptian CERT and the Ministry of Communications 

and Information Technology within which it was located had played a key role in cybersecurity 
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governance since at least 2009, as detailed in Chapter 3, cybersecurity was lost in the turmoil 

engulfing Egypt after the January 2011 revolution. After President Al-Sisi won highly manipulated 

elections in May 2014, he created a High Council for Cyber Security including defence and foreign 

ministries, intelligence agencies, and the MOI as well as the MCIT. Activists highlighted the 

involvement of intelligence agencies and MOI as indicative of Al-Sisi’s increasing repression.513 

Specific arguments included the vagueness of the Council’s purpose and the necessity for the 

participation of intelligence agencies if surveillance was not part of its remit. 514 As the above 

exploration of the GCC states - who provided significant financial and political support to Al-Sisi’s 

government – has shown, the two cannot be clearly distinguished: SIGINT, national surveillance and 

offensive capabilities all became part of cybersecurity as the institutional interests behind 

cybersecurity structures gravitated towards domestic security concerns.  

This appropriation of cybersecurity in Egypt can be seen clearly by comparing the activity 

of the High Council to that of the MOI, which was ostensibly part of this wider cybersecurity 

framework. The High Council was barely active for three years after its creation in December 2014. 

A year after its creation, an influential Egyptian cybersecurity expert, ʿAdel ʿAbdel Moneim, 

suggested publicly that the council was frozen and needed to act quickly.515 The High Council did 

eventually meet after the global outbreak of the Wannacry ransomware virus in February 2017.516 

However, despite the High Council’s paralysis, the MOI was extremely active in ‘cybersecurity’ 

during this time. I noted in the previous chapter that the surveillance and traffic monitoring 

companies Blue Coat, Narus, and Gamma International all reportedly competed for a government 

social media monitoring contract tendered in Egypt in 2014. Discussions of this tender in the 
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Egyptian press point to a leaked call for a surveillance system for social media in June 2014 issued 

by the MOI.517 Amnesty International claimed that this system would be used for human rights 

violations; this is likely given the wider practices of the Egyptian security apparatus.518  

Claims of mass surveillance were denied by those responsible for the tender, as an MOI 

official claimed it was for “electronic crimes” (al-jaraʾim al-ʾiliktruniyya) and would only be used 

to monitor terrorists.519 This was, typically, met with social media satire on Twitter, using hashtags 

including ‘we are censored/surveilled’ (ihna mutaraqabin) and “direct message to your private 

agent” (wajjaha risala lil-mukhbirak al-khas).520 Furthermore, this surveillance system was probably 

a necessary technological precondition for the activities of a committee formed in February 2015 to 

recommend how to remove any content linked to terrorism from Egyptian websites.521 Following its 

formation, online censorship and website blocking – of all kinds, including liberal websites not 

affiliated with the Brotherhood or any Islamist group - increased significantly. 

A media interview with Sabri Saʿad, Head of the General Directorate for Information and 

Documentation at the MOI at the time of the formation of the Council, underlines the broad definition 

of national security underpinning the MOI’s view of cybersecurity. In this interview, Saʿad used the 

concepts of cybercrime and terrorism interchangeably: in one passage, he stated that “the struggle 

against electronic criminals is like a game of chess” (mukafahat al-jaraʾim alʾiliktruniyya ʾashbaha 

bi laʿabat shatranj) whereas elsewhere he used the chess game simile in “waging war on [Muslim] 

Brotherhood militias” (nuharibu milishiyyat alʾikhwan wa kaʾanana nalʿabu shatranj).522 Saʿad’s 
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robust defence of social media surveillance, combining the vocabulary of cybercrime and terrorism, 

is a clear appropriation of cybersecurity. 

In sum, in this section I have argued that throughout Egypt and the Gulf states cybersecurity 

was appropriated by MOIs and state security agencies, especially after the Arab Spring. This was 

based on the dual-use possibilities of some technologies for both countering cybersecurity threats 

and large-scale surveillance of national internet traffic and social media. This overlap meant that 

MOIs and security agencies used cybersecurity as a justification for obtaining and retaining 

sophisticated surveillance capabilities, while also moving the domain of cybersecurity itself towards 

their own invested aim of suppressing political opposition. 

 

*** 

 

This chapter has traced the moral manoeuvre of appropriation by actors invested in an 

expansive definition of national security, and has demonstrated how this moral manoeuvre differs 

from accounts of norm resistance and localisation. Although norm-based explanations gesture 

towards the complex environment of differing goals and shifting meanings detailed in this chapter, 

they focus on particular agreements (e.g. the Budapest Convention), rather than prioritising the 

invested motivation of specific actors within state structures, who see international agreements as 

just one element in their efforts to enforce an expansive definition of national security. This chapter 

has also put appropriation in the context of the rights-based view of cybersecurity in the previous 

chapter. Specifically, the appropriation of cybersecurity by governments in Egypt and the Gulf states 

inverted rights-based views of cybersecurity, with the exact individuals who defended human rights 

against the threat of government surveillance in the latter instead occupying the position of threat to 

the state in the appropriated version. In the next chapter, I examine how surveillance suppliers 

perform a third moral manoeuvre between these conceptions of cybersecurity: manipulation. 
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Chapter 8. Manipulation 

 

To whom may still believe that values and ethics do apply at that level... National 

security and fighting terrorism is done by being utterly realistic. Being utterly realistic 

– that’s life, that’s realpolitik.523 

 

(Internal email forwarded with approval by the CEO of Hacking Team.)  

 

After Citizen Lab reported the association of human rights violations with surveillance 

technologies sold by the Italian company Hacking Team, Hacking Team drafted a response to an 

enquiry from the Washington Post with the following message: “We share with Citizen Lab a 

concern for human rights throughout the world, but we share with law enforcement authorities 

around the world a concern that the Internet and mobile technologies can be used for criminal 

activities as well as for good”.524 This was clearly a publicity line, written as part of a defensive 

response to media questions. However, its profession of concern for both human rights and national 

security concerns is interesting, given that the moral manoeuvre detailed in the previous chapter 

showed how these two conceptions of cybersecurity are inverted in Egypt and the Gulf states. How 

do companies that manufacture and sell surveillance technologies reconcile the two clusters of values 

referenced by Hacking Team?  

This chapter examines a third set of actors in cybersecurity in Egypt and the Gulf states: the 

suppliers of surveillance technologies to governments. These suppliers include both the private 

companies making such technologies and the states that export them. Exporting states support and 

licence individual companies and contracts, with cybersecurity and surveillance exports fitting 

within wider diplomatic and economic relationships. Both public and private sectors overlap 

significantly in technologically advanced surveillance industries that require high levels of skill and 

a significant defence industrial base; hence the description of a ‘cyber-industrial complex’.525  
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This chapter argues that these companies perform the moral manoeuvre of manipulation: the 

renegotiation of value and technical concepts to assimilate separate value clusters without a specific 

normative commitment. This agnostic motivation distinguishes surveillance suppliers, who see 

themselves as primarily motivated by profit, from both the NGOs considered in Chapter 6 and the 

states considered in Chapter 7. Both NGOs and states were invested in specific values or clusters of 

values: for NGOs, the promotion of human rights, and for government organisations, an expansive 

definition of national security. In contrast, surveillance suppliers manipulate both national security 

and human rights values to increase sales, rather than striving to promote these values themselves. 

The key element of this moral manoeuvre is flexibility, ensuring that values are amendable through 

structures of abuse and misuse and wider risk calculations. 

The alternative norm-based explanation of this phenomenon – as companies’ reaction to an 

emerging norm of the amended Wassenaar Arrangement on Dual Use Technologies – does not 

explain how both exporting states and companies are able to comply with the Wassenaar 

Arrangement and yet maintain their prior sales practices. This is especially true for those states who 

proposed the amendment, such as the UK, undermining a simple view of this action as norm 

entrepreneurship. The ‘continuum of norm acceptance’ considered in Chapter 2 is replaced here by 

a flexible manipulation of values, where companies and states move easily between acceptance and 

resistance, favouring the restriction of surveillance technologies or their proliferation at different 

times and for different clients. The point is not that socialising target actors to ‘internalise’ a norm 

can only go so far, but that the process of socialisation itself can be manipulated by these actors. 

This chapter has three sections. The first section explores the movement of multinational 

defence companies - with a large presence in Egypt and the Gulf states - into cybersecurity. The 

second section examines how surveillance suppliers such as Hacking Team incorporated human 

rights values into their sales structures. The third section focuses on exporting states, using the 

example of the UK, investigating the way export control mechanisms facilitate as well as restrict 

surveillance sales. 
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8.1 Defence companies in cybersecurity 

 

This section argues that surveillance suppliers to Egypt and the Gulf states are heavily 

entangled in the wider defence sector and retain these links due to difficulties in transplanting their 

expertise and technologies into commercial environments. This is the basis for the moral manoeuvre 

of manipulation, as these companies draw on their wider understanding of the purpose and values of 

defence industries to justify sales of surveillance equipment. 

Many defence companies have established a longstanding and lucrative presence in Egypt 

and the Gulf due to the strategic significance of these states and their proximity to severe conflict. 

This presence is a key advantage in cybersecurity and surveillance markets. This is partly due to the 

simple fact that defence companies have a privileged position in crucial national security circles and 

extensive connections in militaries and security agencies.526 However, it is also due to their 

involvement in the industrial sectors of these states through what are known as ‘offset’ agreements. 

Offsets are arrangements, often negotiated at a state level, in which the price of arms is ‘offset’ by 

investment in local industry. Offsets distort ‘natural’ markets both in the arms sector and in the 

sectors in which offset investment is made.527 This practice is widespread across Egypt and the Gulf 

states, sometimes including digital start-ups.528 Together, elite connections and their offset-enabled 

economic weight mean that multinational defence companies are a central element of state security 

architectures.  

The biggest defence companies have diversified into cybersecurity over the last decade.529 

They justified this move because “the boundary between the defence world and the non-defence 

world in cyberspace blurs”, according to French company Thales.530 US company Lockheed Martin 
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described their cybersecurity ventures as an attempt to provide commercial ‘door-opener’ in a time 

of decreasing arms sales worldwide in the late 2000s.531 Their director commented further on the 

benefit of having a cybersecurity business, saying that “we move people back and forth, we share 

intelligence”.532 This suggests that cybersecurity is not merely an external addition for these 

companies, but a source of data improving their core business. 

However, defence companies’ movement into cybersecurity has not always been smooth. 

The defence publication Jane’s suggested that many cybersecurity acquisitions failed due to “the 

complications of running a commercial business based upon company investment within defence 

organisations accustomed to single customer government needs”.533 Similarly, an analysis in the 

Financial Times claimed that “defence companies struggle when they go head to head with some of 

the software specialists. They don’t seem to be good at . . . making it repeatable — out of the box and 

easy to use.”534 These reports indicate that, despite the advantages possessed by defence companies, 

the high level of competition and requirement for immediate results – both characteristics that 

cybersecurity shares with digital technology sectors, rather than traditional security sectors – mean 

that cybersecurity is not merely an extension of older intelligence and surveillance contracts. 

These difficulties were noticed by some interviewees in Egypt and the Gulf states. For 

example, one interviewee described the role of defence companies as follows: 

Defence companies waded into cybersecurity, buying businesses they didn’t really 

understand… The problem was that you need a client-side relationship. But the culture 

changed once [the defence company] took over, and you started to lose clients because 

this fell away. People were incentivised to sell units. You needed to be an intermediary 

rather than a salesman. (I-42) 

 

For this interviewee, the differences between the business culture of defence companies and 

cybersecurity companies were stark. It was these social differences, rather than the technical details 

of cybersecurity, that meant cybersecurity companies functioned in a way defence companies “didn’t 
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really understand”. However, this interviewee also noted that defence companies adopted a range of 

strategies, sometimes successfully connecting traditional defence sales and cybersecurity: 

But BAE and Raytheon gave themselves depth. For example, when they sell the 

Typhoon, what will they do with the data from sensors? It opens opportunities for cyber 

capability without trying to ram it down people’s throats. (I-42). 

 

Here, the interviewee highlights how some defence companies managed to integrate ‘cyber 

capabilities’ into their existing arms sales. As this interviewee recognises, both UK-based BAE 

Systems and US-based Raytheon have long relationships with Egypt and the Gulf states and are key 

parts of the cybersecurity and surveillance industries in this region. It is therefore worth examining 

their trajectories in cybersecurity more closely. 

Raytheon acquired many companies to move into the cybersecurity market. Between 2007 

and 2012, it bought eleven cybersecurity companies.535 This new cybersecurity market included the 

Gulf, where a spokesman said that “we have moved aggressively into what we call adjacencies such 

as homeland security and cyber security”. An early example of its involvement in cybersecurity in 

the region was the sale of cybersecurity solutions for UAE critical infrastructure in 2010.536 Raytheon 

continued to make cybersecurity acquisitions after 2012, including its biggest purchase, Websense, 

in 2015 for just under $2 billion.537 Websense had its own history in the region, having bidded for 

the rights to provide filtering software in Saudi Arabia in 2001 as noted in Chapter 3. Raytheon then 

integrated Websense into ‘Forcepoint’, a separate cybersecurity branch.  

Jane’s noted how this series of acquisitions distinguished Raytheon from its competitors, 

stating that: “Raytheon has been by far the most aggressive US defence company in its efforts to 

take its cyber security presence and expand into the commercial market, although a number of other 

companies have tried.”538 Unsurprisingly, the Raytheon CEO claimed that their long history in the 

region was the main factor that enabled them to move into cybersecurity:  
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In Saudi Arabia at that time – we had been there 47 or 48 years – we leveraged our 

partnerships in country, and the work we’d done, to grow beyond those customers we 

already had. If you’ve been in a country for many years, there’s a lot you learn –  culture, 

how they do business, how they do acquisitions.”539  

 

The best example of Raytheon ‘leveraging its partnerships’ to include national surveillance is 

in the UAE. According to an Intelligence Online report, Raytheon’s ‘Intelligence and Information 

Systems Division’ has played the role of ‘integrator’ for the UAE National Electronic Security 

Agency (NESA) since its founding in 2012.540 As demonstrated in the previous chapter, NESA 

occupies a dual role between cybersecurity and national surveillance, both setting cybersecurity 

standards and providing monitoring capabilities to other government agencies. Although Raytheon 

was the main contractor for the UAE government, this report suggests that Raytheon subcontracted 

much of the work to US technology company Cisco and US defence company Booz Allen Hamilton 

(BAH), and that US company Verint later took over the contract. Raytheon has thus diversified into 

cybersecurity in both commercial settings and as an extension to existing national security contracts, 

including surveillance. 

As well as providing cybersecurity services under Raytheon’s overall management, BAH has 

also been involved in negotiations to sell ‘offensive’ cyber capabilities in the region. In 2012, the 

Washington Post reported that the Qatari government contracted Booz Allen Hamilton to provide a 

cyber operations centre to conduct hacking operations against its regional adversaries. According to 

the Post’s unnamed national security sources, this request was not fulfilled because the US military 

were reluctant to allow US personnel to staff the centre due to the potential negative repercussions 

from their involvement.541 If correct, this report illustrates both the close engagement of the US 

government in these transactions, and the extensive overlap between suppliers of defensive and 

offensive cyber capabilities. 
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The other company with extensive cybersecurity operations across the Middle East is BAE 

Systems. BAE has an especially long history in the Gulf states, including a deep understanding of 

what the Raytheon CEO termed ‘how they do business’ in arms sales. In particular, BAE’s ‘Al-

Yamamah’ sales of fighter jets to Saudi Arabia in the 1980s and 1990s were followed by extensive 

reports of corruption.542 These reports culminated in the opening of a Serious Fraud Office 

investigation in 2003, although it was cancelled in 2006 by Prime Minister Tony Blair due to national 

security concerns.543 This history reinforces the unique set of economic and political relationships in 

which BAE continues to operate. Its regional director emphasised these local ties in 2012, saying 

that “BAE is a Saudi company, and is becoming more so”.544  

BAE has conducted many cybersecurity acquisitions, including its main cybersecurity 

subsidiary, Detica, in 2008 for just under $1 billion. In 2014 it rebranded Detica as ‘Applied 

Intelligence’.545 In 2015 BAE completed the purchase of cybersecurity company Silversky, 

integrating Silversky under Detica in the wider ‘cyber and intelligence’ group within BAE.546 BAE’s 

move to commercial cybersecurity mainly focused on its analysis product, NetReveal.547 Originally 

designed for intelligence analysis, this software was then marketed to both governments and 

commercial clients. As an interviewee explained, “Their data analysis product was Netreveal... then 

they made CyberReveal, and bespoke products. But you need a commercial product for international 

governments and companies. CyberReveal did cyber monitoring, large scale data” (I-25). 

Consequently, BAE focused its attention in the region on financial cybersecurity threats.548 This 
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caused new problems, as one interviewee explained with regards to the 2013 Bank Muscat fraud 

mentioned in Chapter 5: 

At the time of the hack BAE had two products on the table of the CIO [Chief 

Information Officer] and the head of risk management respectively. One was a 

cybersecurity product aiming to detect insider threat through vetting… The other 

product was Netreveal – an anomaly detection product for fraud. After the Bank Muscat 

hack BAE thought ‘clearly they are going to buy these now’. But Bank Muscat said it 

was within tolerance. The publicity was a problem, but the amount was not significant 

enough for them to change their priorities. Bank Muscat tended to invest in solutions 

that maintained compliance, but they had a different risk appetite (I-42).  

 

This interviewee suggests that, just like other defence companies, BAE encountered significant 

problems moving into commercial cybersecurity. Although it acquired a company with a product 

that straddled both intelligence analysis for governments and commercial cybersecurity 

requirements, the different risk calculations in these environments meant that BAE was unable to 

move easily between them. Consequently, BAE’s sales of national-level surveillance equipment, 

such as those by its subsidiary ETI to Oman, Qatar, Saudi Arabia and the UAE noted in Chapter 6, 

remained a strategically important part of its overall sales, even if total returns were dwarfed by more 

traditional arms. 

As well as defence companies such as BAE and Raytheon, smaller surveillance suppliers 

examined in Chapter 6 like Hacking Team, Finfisher, and NSO Group also have links to traditional 

defence industries. NSO Group are one of many cybersecurity and surveillance companies to emerge 

from the Israeli military, especially their signals intelligence department Unit 8200. Finfisher’s 

original parent company, Gamma International, was owned by an individual named Louthean 

Nelson, an arms dealer based in Beirut with connections to many defence companies.549 Around the 

time of the Wassenaar amendment, and after complaints submitted by Privacy International to the 

OECD and various UK government bodies, Gamma International separated from FinFisher, which 

is at the time of writing a separate company based in Germany. Hacking Team also operate in a 
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complex supply chain, with local resellers on one side and defence companies providing 

complementary capabilities on the other.550  

In sum, cybersecurity is heavily entangled with surveillance and analysis technologies in the 

broader defence sector. Although this is partly due to the shared technological affordances of 

cybersecurity technologies, it is also due to the economic motivations of defence companies and 

specialist surveillance suppliers. These companies both acquired many cybersecurity companies and 

integrated others into their supply chains and products, reinforcing technological overlaps with 

institutional and individual links. This entanglement is crucial to my argument, as it allowed these 

surveillance suppliers to draw on wider values to manipulate organisational, national security, and 

rights-based conceptions of cybersecurity. 

 

8.2 Assimilating human rights values 

 

This section argues that private sector surveillance suppliers assimilated human rights values 

flexibly in what I call the moral manoeuvre of manipulation. Many scholars have argued that 

commercial security providers can define the scope of security issues themselves, aside from their 

more obvious economic and operational influence.551 However, this scholarship has rarely 

overlapped with work on the values of private companies more widely, despite the international legal 

view that there is a “strong moral case” that companies are obliged to protect human rights.552 

Supporting this view, the UN’s 2011 Guiding Principles on Business and Human Rights, clarified 

that businesses should both avoid contributing to human rights violations and prevent those that are 

“directly linked” to their operations, even if they did not contribute to them.553 
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The relationship of private companies to human rights has been applied specifically to the 

internet and digital technologies. Notably, Dann and Haddow created a typology of the excuses for 

human rights violations given by technology companies when cooperating with repressive 

governments. Dann and Haddow’s concept of ‘excuses’ occupies similar terrain to the moral 

manoeuvre of manipulation detailed here, but lacks my emphasis on the way in which companies 

retain the flexibility both to adhere to and circumvent human rights constraints.554 Separately, 

Deibert, Flyverbom and Matten have argued that technology companies have new responsibilities 

regarding surveillance and data management.555 This section can be seen as an interrogation of those 

responsibilities in the specific case of surveillance suppliers to national governments. This section 

first considers the example of Hacking Team, and then widens the scope to other companies treated 

in the previous section.  

 

8.2.1 Hacking Team 

 

Hacking Team (HT) has a stronger connection with the region studied by this thesis than 

most other surveillance suppliers, as they are part-owned by a Saudi Arabian investor. In February 

2018, the technology website Vice reported that a Cyprus-based company called Tablem Limited, 

reportedly associated with several individuals in the Saudi government, specifically the Ministry of 

Communications and Information Technology, were likely behind a large purchase of HT shares.556 

According to this report, David Vincenzetti, the founder and CEO of Hacking Team, avoided 

commenting on the purchase, saying that “the Saudi government is opaque even for me… I don’t 

have visibility in the role nor the activities of this person in Saudi [Arabia].”557 However, a former 

HT employee put forward a different view, saying that “there’s the Saudi government behind it, the 
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money comes from them… They [HT] were on the brink of bankruptcy, and that’s when David sold 

his soul to the Saudis to save the company.”558 On top of the note of Faustian moral bankruptcy 

implied by working with the Saudi government, this employee suggests that HT thus has much 

greater dependency on this region, and Saudi Arabia in particular, than many other companies. As 

noted in Chapter 6, its software has been identified in Egypt and all GCC states other than Kuwait 

and Qatar. 

HT themselves were hacked in 2015, after which many internal documents and emails were 

leaked online. These documents provide a unique insight into the manipulation of different values 

and provide another reason to focus on HT in detail. Before I examine the documents themselves, 

the values motivating the hack itself deserve brief consideration. An apparently authentic account of 

how HT systems were compromised was published anonymously under the pseudonym Phineas 

Fisher, who finished the account as follows:  

Hacking guides often end with a disclaimer: this information is for educational purposes 

only, be an ethical hacker, don't attack systems you don't have permission to, etc. I'll 

say the same, but with a more rebellious conception of "ethical" hacking. Leaking 

documents, expropriating money from banks, and working to secure the computers of 

ordinary people is ethical hacking. However, most people that call themselves "ethical 

hackers" just work to secure those who pay their high consulting fees, who are often 

those most deserving to be hacked.559 

 

This quotation serves as a reminder that as well as the values considered in this thesis – whether 

organisational or rights-based – there is another, more anarchic, cluster of values in cybersecurity 

that is not within the scope of this thesis. 

I use the documents leaked by Phineas Fisher to examine Hacking Team’s internal 

communications over a short period, between November 2013 and April 2015. This period stretches 

from the amendment to the Wassenaar Arrangement itself, in December 2013, to the implementation 

of the amendment in the EU, including Italy, where HT are based, in early 2015. Although, as I argue 

below, the Wassenaar amendment does not simply act as a norm socialising HT into compliance, 

their manipulation of values is most clearly expressed in their discussions in this period. The relevant 
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internal debates are centred on publicity and public image: either articles about HT to which they 

react or provide comment, or discussions around public statements, customer policies, and similar 

events. These discussions are important because they contrast public statements about values with 

both the strategic reasons behind those statements and the values expressed by HT in private. 

The first relevant email exchange was in November 2013, at the time of the Wassenaar 

amendment, when Hacking Team discussed how to describe the countries to which they would not 

sell their surveillance software.560 The first suggestion was that “we do not sell products to 

governments or to countries blacklisted by the U.S., E.U., U.N., NATO or ASEAN.” This provoked 

substantial discussion, as one reply stated that “I really don’t like “blacklisted””, and another 

suggested it is too vague. A further reply reinforced this point, saying that “I am not sure what we 

look at when we determine whether or not a country is someone we don’t want to do business with”. 

In the end, the alternatives ‘sanctioned’ and ‘embargoed’ were rejected, as “blacklisted is more 

general, it is better”.  

This early discussion illustrates two points. First, HT did not internally adopt a value-based 

justification for restricting sales of their software, instead relying on internationally agreed criteria. 

Second, and in contrast to the view of international export restrictions as clear ‘norms’ to follow, 

they decided on a description of these external criteria as ‘blacklisting ‘precisely because it was 

vague (or ‘general’), despite dissenting voices. This vagueness allows room for manoeuvre, as HT 

made clear in subsequent discussions. 

The second email chain was a few months later, in March 2014, after inquiries by Human 

Rights Watch about HT software.561 Their Customer Policy at the time stated that: 

We expect our clients to behave responsibly and within the law as it applies to them… 

In HT contracts, we require customers to abide by applicable law. We reserve the right 

in our contracts to suspend support for our software if we find terms of our contracts 

are violated. If we suspend support for HT technology, the product soon becomes 

useless.562 
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HT emphasised in this email chain that clients are constrained by “the law as it applies to them”. As 

seen in the previous chapter, in Egypt and the Gulf states this includes expansive definitions of 

national security and cybercrime, with few constraints. Here, HT initially seemed to adopt the 

identity of a ‘mere’ technology provider rather than law enforcement partner, based on the premise 

that government ‘clients’ operate the software rather than HT themselves. 

However, this apparent lack of responsibility is called into question by the last clause of the 

paragraph above (elsewhere phrased as ‘the product becomes vulnerable to detection and therefore 

useless”). Claims elsewhere that “Hacking Team installs it, releases the updates, but can't in any way 

know what it's used for” are contradicted by technical analysis that indicates they have detailed 

control over their technologies once sold to customers.563 In internal discussions over their Customer 

Policy, their route out of this dilemma was as follows: 

Of course we cannot say we have direct control over installations of our software, but 

with this phrasing we reserve to exert control, yet we don’t specify exactly how the 

software is made ineffective. I’m using "advances in computer technology" as the 

motivation since it’s generic enough to not let them point to a specific measure. In this 

way, we keep us responsible to a reasonable extent, but we prevent external 

verification.564 

 

This is a crucial quotation for my argument. HT here manipulated the public description of their 

technology to give them flexibility in choosing when to restrict sales of their software. They chose 

the specific phrase ‘advances in computer technology’ because it shows that they can prevent human 

rights violations (i.e. appear to agree with the NGOs calling for controls on this software), but 

simultaneously can also ‘prevent external verification’, meaning that they can choose not to 

investigate situations that NGOs would consider abuses. HT here altered not just values but also 

technical claims surrounding those values to achieve their strategic aim of surveillance sales.  

A subsequent email chain, in May 2014, took this alteration of values further. In an internal 

discussion concerning an article about HT and the Wassenaar amendment in Slate magazine, HT 

stated the following: 
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We should definitely present ourselves as an active and interested part into the 

regulatory discussion… Any type of regulation will be ineffective at stopping human 

rights abuses by itself and regulation should also take into consideration that criminal 

investigation and intelligence operations showed a clear needs for this type of 

technology… The real issue is not the technology, but the behaviour of oppressive 

governments. Activists should direct their efforts toward the problem states.565    

 

This quotation shows that HT agreed internally to portray themselves as contributors to the 

Wassenaar amendment, rather than its targets. This quotation incorporates both national security and 

human rights values: the former by referring to the ‘clear needs’ of governments and the latter by 

using the language of NGOs around ‘oppressive governments’ and ‘problem states’. Furthermore, 

by suggesting that regulation will be ‘ineffective’, HT implied that they care more about human 

rights violations than those who seek to regulate them. Here they both distanced themselves as 

technology providers from association with human rights violations and signalled their affinity with 

the values of NGOs, all with the aim of preventing regulation from interfering with sales.  

This manufactured affinity with the value orientation of human rights NGOs also enabled HT 

to experiment with a victim narrative. In an email chain in June 2014, directly following a report by 

Citizen Lab on HT cited in Chapter 6, HT integrated now-familiar themes of distance from 

investigations and the assimilation of rights values into a claim that HT themselves were the 

vulnerable party, rather than individual citizens, states or any other standard referent for 

cybersecurity discourses: 

Hacking Team is in the same position most Security Agencies are: very good at 

(providing the necessary tools for) protecting a Country from a variety of menaces (e.g., 

serious organised crime, drug cartels, insurgents) but very bad at protecting themselves. 

As you know, we do NOT actually perform any digital investigation: we just provide 

Police forces and Security Agencies with our technology… But activists like Citizens 

Lab equate HT software with human rights abuses. In truth, Citizen Lab’s complaint is 

not with HT but with repressive regimes, and so be it.  But to attack a private company 

because you don’t like the actions of certain governments (like Saudi) that you cannot 

attack (because it’s harder) is reprehensible.566 

 

In this quotation HT repeated their assimilation of both a perspective of national security, protecting 

states from ‘menaces’, as well as acknowledging the relevance of ‘human rights abuses’. 
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Furthermore, in a separate email chain in August 2014 a HT employee went further than the claim 

above that Citizen Lab are ‘reprehensible’, suggesting that even other cybersecurity companies could 

also be viewed as threats: “Because our product is used to fight crime and terrorism, the antiviruses 

keep at large bandits and criminals. The antivirus, from the lea [law enforcement agency] point of 

view, is a partner in crime.”567 Although this suggestion was rejected by others, it highlights how far 

HT conducted calculated internal discussions about the manipulation of values that are not manifest 

in their public statements. 

These discussions led to a more sophisticated public image, demonstrated by an email chain 

in August 2014, which answered questions posed by a Washington Post reporter. Here, in the passage 

with which I began this chapter, HT honed earlier claims of technologically-enabled distance from 

human rights violations within a frame of ‘misuse’: 

We thoroughly vet potential clients before any sale. A review board has a veto over 

sales that pose a risk of misuse. If we learn of possible misuse after a sale, we investigate 

and take action that may include suspending support for the suspect system. We provide 

within the system checks that permit supervisors to know how and when the system has 

been deployed to track activity of a subject. This cannot be disabled… We share with 

Citizen Lab a concern for human rights throughout the world, but we share with law 

enforcement authorities around the world a concern that the Internet and mobile 

technologies can be used for criminal activities as well as for good… we believe that 

HT is the ethical as well as the technological leader in our industry. 568  

 

The appearance of the concept of ‘misuse’ is central to the manipulation of values by surveillance 

suppliers and will be examined further in the following section. Here, I emphasise only that this 

quotation combines the various forms of manipulation detailed so far, including technological 

facilities to monitor surveillance equipment after it is sold, the assimilation of both human rights and 

national security values, and the overall claim that HT is an ‘ethical leader’.  

Despite ample evidence of manipulation, there are some indications from these leaked 

emails that norm theories of socialisation accurately identify a source of pressure on surveillance 

suppliers, even if they misdiagnose the effects of this pressure. For example, after Citizen Lab’s 

report about an application targeted at the Qatif region of Saudi Arabia that downloaded HT software, 
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one participant said that “Since we say we investigate cases like this, that we should do so in the case 

of these reports regarding Saudi”.569 This indicates that international norms exert some pressure on 

actors to conform. However, given that HT were later bought out by a Saudi investor, I infer that HT 

did not stop providing software to Saudi Arabia in this case and that this pressure was limited. 

Another indication that norm-based theories of socialisation are partly accurate is from an 

email chain in March 2015, following negative publicity from the association of their software with 

human rights violations in Ethiopia. In this discussion, a Hacking Team employee stated that “the 

only right move right now is stop supporting the customer forever. so they cannot embarrass us in 

the future again. so we can re-assert that from jan 2015 we are wassenar compliant”.570 This 

employee not only recognised the importance of asserting compliance but appeared prepared to 

follow this through by dismissing their customer. For this employee, this was the ‘right move’ for 

social reasons (embarrassment), indicating the pressure exerted by international norms. Nonetheless, 

media reports indicate that HT continued to sell their software to Ethiopia after a brief suspension in 

March 2015, demonstrating the limits of this pressure.571 

Crucially, even in this case HT still sought to exploit human rights values for commercial 

benefit. Another comment in the same email chain stated that “this customer is not worth the 

problems they are causing… it wouldn’t hurt for the activists or frankly other clients to know [that 

they were cut off]”. This provides a rare insight into the multidimensional strategic decisions taken 

by Hacking Team, as they not only look to use human rights language against their critics, but also 

against other clients, seeking to ensure other clients help them avoid such negative publicity and 

maintain sales.  

In sum, HT manipulated both human rights and national security values in navigating a 

rapidly shifting environment around the Wassenaar amendment. This was not a socialisation process: 

even though internal discussions reveal that international norms exerted some pressure on HT 

employees, this pressure was limited and avoided. Instead, Hacking Team deliberately built in 
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flexibility to their commitment to both sets of values and improvised both proactive and reactive 

strategies to reinterpret these values in ways which achieve their overall goal: sales of surveillance 

software. 

 

8.2.2 Other companies 

 

The investigation of Hacking Team above has several limitations, not least of which is 

representativeness. Hacking Team is only one company in a whole ecosystem of surveillance 

suppliers. This section extends the investigation above to other surveillance suppliers, albeit without 

the insights gained from internal discussions. 

Some surveillance suppliers exploited the dual-use possibilities of the DPI-based 

surveillance systems discussed in Chapter 6. A report by Al-Jazeera in 2017 detailed conversations 

an undercover reporter conducted with various surveillance suppliers, including another Italian 

company, IPS, which provides DPI-based monitoring systems. The sales manager for IPS reportedly 

claimed that he could disguise surveillance systems as “software analytics for statistics for traffic 

congestion, because although these surveillance systems were “subject to export restriction… this is 

something we can manage.”572 These companies also claimed they were merely technology 

providers, like Hacking Team. An employee of another company interviewed by Al-Jazeera, AREA, 

was reportedly “told the company wasn't responsible for how the system would be used”, after 

surveillance sales to Syria.573  

Other companies, such as Procera Networks (later changed to Sandvine), include filtering 

and censorship within their overall ‘traffic management’ services. However, in a 2016 brochure they 

caution their customers that “blocking… requires local dedicated personnel to perform well. Procera 

can provide these resident engineering services.”574 Many other surveillance suppliers also provided 
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continued support of their systems after purchase. Documents leaked from FinFisher in 2014 suggest 

that security agencies in Qatar and Bahrain encountered technical problems, which they claimed 

affected their investigations.575 A report on Amesys, a French surveillance supplier to Egypt 

mentioned in Chapter 6, claimed that “every 45 days, technicians from Dubai or Paris visit the 

various sites in order to train employees and to finalise the implementation of the system.”576 These 

relationships and recurring technical problems, also surfacing in leaked documents from Hacking 

Team, highlight the close relationships all surveillance companies have with their customers.577 

Some reports indicate an approach to surveillance sales that sees human rights values as 

irrelevant. For example, the Amesys report above included an interview with an anonymous French 

surveillance specialist who stated that: 

Of course the French services sub-contract technical intelligence. It's either that or 

handing control to the Chinese or the Israelis. We aren't Carebears. We tell ourselves 

we are doing it in the interests of our country. In any case, all the countries are equipping 

themselves, whether its through us or elsewhere.578 

 

However, this position is never taken publicly (compare the private statement by Hacking Team’s 

CEO in the quotation at the start of this chapter). Instead, other companies publicly adopted human 

rights values in a similar way to Hacking Team. NSO Group claims to have “an ethics committee 

made up of employees and external counsel [which] vets potential customers based on human rights 

rankings set by the World Bank and other global bodies”.579 The workings of this ethics committee 

are not publicly available, although a New York Times report on NSO Group claimed that they had 

never been denied an export licence.580 

Sandvine is another company with a clear public adoption of human rights values. Following 

Citizen Lab’s discovery of Sandvine software in Egypt and Turkey in 2018, Sandvine wrote to 

                                                                
575 Wikileaks, ‘Finfisher - Customers’, 15 September 2014, Spy Files 4, https://perma.cc/MVB9-8VDC. 
576 Tesquet, ‘Amesys’. 
577 Wikileaks, ‘Hacking Team Email-ID 432563’, 30 December 2013, https://perma.cc/9PGK-CAMD. 
578 Tesquet, ‘Amesys’. 
579 Nicole Perlroth, ‘How Spy Tech Firms Let Governments See Everything on a Smartphone’, The New York 

Times, 2 September 2016, https://perma.cc/3STM-RR9U. 
580 Thomas Fox-Brewster, ‘Everything We Know About NSO Group: The Professional Spies Who Hacked 

IPhones With A Single Text’, Forbes, 25 August 2016, https://perma.cc/G3ZG-CL5Y. 



213 

 

Citizen Lab explaining their ethical and moral commitments. While in this case I do not have access 

to the debates behind these letters, their content is similar to publicity statements by Hacking Team: 

A key part of [Sandvine’s] innovation process is to ensure that we do not lose sight of 

the ethical impact of our technology on human rights, freedom of speech, and privacy. 

Sandvine has taken the approach on regulating access to the components of our 

solutions that could be used to infringe on any of these. The usage of our regulatory 

compliance solutions are controlled by… software licenses that are required for any 

components that could conceivably be used to violate human rights, freedom of speech, 

and privacy.581 

 

Here Sandvine assimilated the language of human rights in a sophisticated way. Sandvine’s 

commitments included a Business Ethics Committee that uses the “World Bank Index” to make 

decisions over certain sales, in the same manner as Hacking Team’s ‘review board’ and NSO 

Group’s ‘ethics committee’. This is a common element of the corporate structure of surveillance 

suppliers, and it deserves close scrutiny. Both NSO Group and Sandvine claim to use World Bank 

indicators to judge the risk of human rights violations associated with their technologies. However, 

as they do not specify the exact metrics, nor how risks are calculated using these metrics, this 

technique forms part of the moral manoeuvre of manipulation: assimilating human rights values into 

public statements, while retaining sufficient flexibility to continue sales in general and restrict certain 

sales if necessary for reputational reasons.  

BAE Systems, whose software was the subject of a BBC report in 2017,582 justified their sales 

to the Gulf states by claiming that “our technology plays a crucial role in enabling the UK and its 

allies to combat the threat of international terrorism, supporting law enforcement and helping to keep 

the public safe, both in the UK and abroad”.583 BAE also adopted the frame of misuse used by 

Hacking Team, in a passage worth quoting in full: 

The BBC also acknowledges there is no evidence that these BAE Systems products 

have been misused. BAE Systems is committed to operating ethically and responsibly. 

We have robust policies and procedures in place to ensure that our international exports 

to overseas governments are all fully compliant with international export regulations as 
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well as our own strict criteria to evaluate every potential contract. If we believe there 

may be a risk of misuse, we will refuse the business.584 

 

We see here that these surveillance companies use the alignment discussed in Chapter 6 to 

their full advantage. Because NGOs aligned human rights values with dominant values in 

cybersecurity to promote human rights as a referent object for security, surveillance companies were 

able to respond by mimicking the fine line between legitimate cybersecurity technologies and 

illegitimate uses drawn by opponents to the Wassenaar amendment. Here, the legitimate use is not 

protection against cybersecurity threats but more broadly ‘supporting law enforcement and keeping 

the public safe’. Nonetheless, the logic is identical, and through the concept of ‘misuse’ this logic 

transforms an opposition between very different sets of values into a finely balanced risk calculation 

between two similar uses.  

Although this discussion has so far indicated that many of the elements of the Hacking Team 

documents are replicated elsewhere in the surveillance ecosystem, it has so far remained at the level 

of public statements. To dig behind these statements, I draw on presentations from a workshop held 

at the University of Oxford under Chatham House rules in March 2018. Although I cannot name the 

participants due to the Chatham House rule, presentations confirmed details of the above discussion. 

One participant confirmed the requirement for constant support of surveillance technologies, 

saying that “one of the constraints is that the whole product would fall apart if our engineers aren’t 

on site for 48hours, so it wouldn’t work.” They also agreed that there was no public alternative to 

their assimilation of human rights: 

We have branded ourselves as a company that protects [human rights values]. Other 

companies will not get the same scrutiny as we do. With surveillance and Syria, they 

comply with all laws and most didn’t take any flak because they didn’t make any claims 

otherwise.  

 

This company also recognised the potential effects of their technologies on state stability overall, 

rather than being associated with specific human rights violations. In the following quotation a 

presenter put the question in terms of the desirability of autocratic regimes:  
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How do we draw red lines? In the example of workers that are unfairly treated to build 

stadiums, we are protecting stadiums and helping [certain states] succeed. Three steps 

down the road we are responsible, should that factor into our decision? 

 

This presenter also revealed two moral dimensions to their decisions that were not identified 

in either the Hacking Team emails or the discussion of other companies above. One was the question 

of altering the technologies themselves without alerting their customer.  

For example, the telecoms system is owned by the government. We are asked to build 

a search tool, we said that’s an easy way to do fishing expedition [i.e. search for any 

phone number and related content], this really sucks. Let’s build it so you have to enter 

a phone number, but we didn’t tell the customer this is what we were doing, we said it 

was for performance reasons. 

 

While Hacking Team used technical claims to distance themselves from human rights violations, 

here the presenter claimed to use benign reasons of ‘performance’ to prevent such violations actively 

at the design stage rather than after accusations of complicity. The alternative, for this presenter, was 

to be more open about their values with the customer. However, the presenter recognised that this 

route meant that human rights values would be more likely to be violated without their knowledge: 

“if we tell our customers all this stuff, do we give them a road map to lie to us? Are we making it 

easier for them not to disclose what the system is being used for?” The manipulation of values is 

thus a strategic operation at several levels, not only regarding norm proponents such as NGOs, but 

also including conflict and lack of trust between surveillance suppliers and their client governments. 

Finally, a presenter took this lack of trust further to shed a different light on the misuse procedures 

publicly adopted by several surveillance companies including Hacking Team, NSO Group, Sandvine 

and BAE Systems. In a fascinating rumination, they said: 

Can we be even sneakier? We have access to audit logs… For example, there is a 

country arresting people due to comments on social media, we were worried about this 

and we knew the names of people that were being arrested [so we checked whether they 

were in our audit logs]. We are glad it wasn’t being used for that [i.e. this company’s 

tools used to assist the arrests] but should we have done that without telling customer? 

Have we already given them enough notice? 

 

The response to suspected misuse here was not to refer to an ethics committee and question the 

overall commercial relationship between the surveillance supplier and the client government. 

Instead, this presenter claimed that they used audit logs to investigate - without the client’s 
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knowledge - whether their client was violating human rights by arresting social media users. This 

quotation underscores the complexity of both the moral and technical environments in which these 

surveillance suppliers operate. There is no clear sense of what ‘compliance’ means, whether in 

relation to regulations such as the Wassenaar Arrangement or policies of abuse and misuse created 

by the companies themselves. Instead, engineers implementing surveillance systems on the ground 

creatively improvise solutions that renegotiate both the instantiation of abstract values in specific 

circumstances, and the technological capabilities of their surveillance systems. 

In sum, norms theories of socialisation or compliance do not adequately capture the way 

these companies manipulate both human rights values and other values such as national security in 

combination with precise technical claims about both the design and operation of their software. In 

contrast, the moral manoeuvre of manipulation assimilates a range of values but remains agnostic 

regarding normative commitment to any one value or cluster of values. Instead, manipulation builds 

in flexibility with the overarching goal of maintaining sales of surveillance equipment.   

 

8.3 Exporting states 

 

This section examines the moral manoeuvre of manipulation as performed by exporting 

states rather than private sector surveillance suppliers. Although their actions are different in many 

ways, they have two key similarities. First, they are motivated by an economic goal: increased 

exports and consequent capital flows into their economies. Second, they are centrally concerned at 

retaining flexibility, both restricting sales and enabling them where it suits their trade goals. I first 

provide a brief overview of links between Egypt and the Gulf states on one hand, and the UK and 

US on the other hand, in defence, intelligence and cybersecurity. I then examine the UK’s export 

policy in detail as a key example of manipulation. 
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8.3.1 Defence, intelligence and cybersecurity 

 

The governments of Egypt and the Gulf states have strong defence relationships with many 

states, especially the US and UK. Both UK and US maintain a large military presence in the Gulf, 

with the GCC split implying only that defence agreements be secured with both sides to maintain 

impartiality. While both the UK and US are key players in the Gulf, the Egyptian defence sector is 

primarily supported by the US. Although the Egyptian military makes occasional deals with other 

countries for both genuine capability and foreign policy purposes, its prime strategic partner remains 

the US. Following the cancellation of Egypt’s $7.1 billion military debt to the US after the Gulf War 

in 1991, the US has continued to supply military finance as aid, and Egypt receives around 20% of 

all total Foreign Military Financing for the US globally.585 

The US and the UK occupy different positions in the global arms market. As Buzan and 

Herring note, the US is a top tier producer and consumer, and so can restrict exports without 

significant effect on its industries.586 The UK is a middle-tier producer and so has more pressure on 

maintaining exports. Nonetheless, it claims to have “one of the most robust export regimes in the 

world”, and was a key proponent of both the 2014 Arms Trade Treaty and the 2013 amendment to 

the Wassenaar Arrangement.587 The UK strategy is encapsulated by the then-defence secretary Liam 

Fox’s comment that “I want to make sure the United Kingdom – within the limits that we set 

ourselves ethically on defence exports – is getting a healthy slice of that [market]”.588 

Military links between this region and the US and UK also cover intelligence cooperation, 

with a long imperial legacy. As intelligence historian Richard Aldrich observed, “British dominance 

of international telecommunications networks meant that many of the world’s messages travelled 

over British cables at some point [and] private companies such as Standard Cable & Wireless Ltd 
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were almost an integral part” of intelligence collection from these cables throughout the twentieth 

century.589 This was likely the case in the Gulf states: in Saudi Arabia, Cable & Wireless won several 

military contracts following King Fahd’s modernisation in 1970, and also owned a controlling stake 

in the Bahrain and UAE telecoms operators founded at a similar time.590  

The US and UK are also the two founding members of the Five Eyes intelligence alliance 

(with New Zealand, Australia, and Canada), which has extensive surveillance capabilities. As part 

of its contribution to this alliance, the UK has had a satellite interception station in Seeb, on the coast 

of Oman, since at least 1990, and in 2009 this station was upgraded to provide access to the large 

number of undersea internet cables coming ashore there.591 Documents released by Edward Snowden 

demonstrate the importance the US National Security Agency (NSA) attaches to collection from 

undersea cables, and the role of the UK in enabling their access.592 Leaked documents in 2017 

indicated that the US National Security Agency (NSA) covertly obtained persistent access to a vast 

quantity of financial information from UAE banking services provider Eastnets,593 as well as 

maintaining a key data collection and analysis centre in Egypt.594 

Mirroring earlier imperial relationships, this activity is not without benefit for some in the 

relevant governments: Saudi Arabia and the UAE are approved ‘Third Parties’, able to access some 

US signals intelligence.595 This relationship also covers the offensive cyber capabilities noted in the 

first section of this chapter. For example, leaked emails from the UAE Ambassador to the US 

included a “discussion of possible U.S./UAE policies to positively impact Iranian internal situation”, 
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focusing on “political, economic, military, intelligence, and cyber tools… to contain and defeat 

Iranian aggression.”596 

However, some interviews indicate that this strategic alliance is not an equal partnership, as 

the UK motto of “Gulf security is our security” might suggest.597 As one UK interviewee explained, 

“we see these countries as our frontline, it’s the same strategy as terrorism. These countries are our 

cyber Forward Operating Bases” (I-49). The suggestion made by this interviewee, that the GCC 

countries are merely outposts – or the ‘frontline’ - of British power, has strong colonial echoes, 

implying both that securing overseas territory is conceptually coherent in the transnational and fluid 

domain of cyberspace, and that the possession of this overseas territory, as a British base echoing 

the old stone castles dotted along the Gulf coastline, is a desirable strategy. 

How does this intelligence partnership feed into the surveillance ecosystem considered so 

far in this chapter? Intelligence departments in the UK and US are key aspects of their domestic 

cybersecurity governance structures. When these departments train their regional counterparts in 

cybersecurity, as the UK Prime Minister Teresa May stated in a 2016 launch of the UK’s Gulf 

Strategy, this builds both a similarity of approach and a significant degree of trust between them.598 

Leaks of this intelligence capability can undermine trust with the region, as one non-UK European 

interviewee noted regarding the Snowden leaks: “the US and UK screwed up because they opened 

Pandora’s box, and against their own allies” (I-36).  

Despite this, an underestimated aspect of the intelligence impact on cybersecurity is that it 

is a very effective commercial advertisement. As a UK interviewee stated: “The Middle East rates 

the UK as one of the best countries to source cyber capability. It’s a secondary effect of the Snowden 

revelations… Snowden kicked us in the nuts, but people had no idea what GCHQ and NSA were 

doing before then.” (I-47). Without space to delve into the underlying national masculinities on 

display, this quotation illustrates the marketing effect of publicly revealed surveillance capabilities, 
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providing a boost to the private sector surveillance suppliers and defence companies examined so 

far in this chapter. In sum, Egypt and the Gulf states have strong relationships in defence and 

intelligence with the UK and US, and the latter have extensive financial incentives for facilitating 

the sale of surveillance equipment to the region.  

 

8.3.2 UK export policy 

 

This section argues that, like the private sector surveillance suppliers considered earlier in 

this chapter, the UK also manipulates values and technical claims to maintain sales of surveillance 

software. As an exporting state that is both a norm entrepreneur in the regulation of arms exports 

and a market leader in cybersecurity and surveillance technologies, the UK occupies a complex 

position not recognised by standard accounts of norm socialisation and compliance, as in their view, 

the UK would be a socialising actor rather than an actor manipulating pressures of socialisation.   

In the UK, the Wassenaar list of dual-use technologies feeds into the UK’s ‘Consolidated 

List’, which includes both technologies from various international treaties and those separately 

deemed worthy of export control by the UK government.599 This process is mediated by the EU, as 

follows. First, the Wassenaar committee must approve additions to the list. Then, as the Wassenaar 

Arrangement is applicable in the EU through a 2009 European Council regulation, the European 

Commission must update its own dual-use list, which it did in October 2014.600 Only then must 

individual member states incorporate this list into their domestic legislation (which varies throughout 

the EU, and which in the UK is the Export Control Act 2002). The UK included intrusion and 

surveillance software in its export control list in January 2015.601 

It is worth noting that, as well as the general Wassenaar amendment, the EU made several 

specific statements on the sale of surveillance technologies to Egypt following the 2013 coup. First, 
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the Foreign Affairs Council made a statement on 21 August 2013 calling on EU members “to suspend 

licences for the export to Egypt of any equipment used for internal repression”.602 Then, on 15 

January 2015, the EU Parliament “called for an EU-wide ban on the export to Egypt of intrusion and 

surveillance technologies which could be used to spy on and repress citizens.”603 The UK, at the time 

of writing, also uses these statements and rulings to make export decisions. 

In contrast to the UK’s image as a ‘steward state’ of human rights, in this sector the UK 

government avoided export decisions based on human rights values wherever possible.604 A key 

question for export policy in the UK – and, incidentally, the question that most animated those in the 

cybersecurity department of DIT in interviews – is how to judge whether a company is based in the 

UK. BAE Systems has a separate US arm, and has acquired business from many other countries, 

including Danish company ETI. The BBC investigation into these sales quoted an email from the 

UK export authorities to their Danish counterparts stating they would have refused this export due 

to national security rather than human rights concerns. In this case, not only did BAE’s multinational 

reach enable them to avoid stricter export controls, even between EU countries who are all obliged 

to implement EU human rights clauses stemming from the Wassenaar Arrangement, but the UK 

government chose to cite national security rather than human rights reasons to try and prevent it. The 

UK therefore did not act simply as a norm entrepreneur for human rights in relation to surveillance 

exports in this case. 

This avoidance of explicit human rights values can also be seen in UK government 

communications to the cybersecurity industry. TechUK, a government-business liaison body, issued 

guidance in November 2014, just before export controls came into force, called “Assessing 

cybersecurity export risks”.605 This document used many of the examples cited in Chapter 6 to 

demonstrate human rights concerns, and was drafted by the UN-supported Institute for Human 
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Rights and Business. However, this guidance avoided explicitly ethical justifications for action: 

while it still addressed the risk of human rights violations, companies were encouraged to engage for 

“reputational risk” and “long term profitability”. The risk here was portrayed as economic, with 

human rights as a reputational issue. In this case, even states that promoted the Wassenaar 

amendment did not seek to communicate the values behind their decision to companies, casting them 

as purely economically motivated actors. 

This guidance also contributed to confusion over the term ‘cybersecurity’ by firmly 

including all technologies examined above in this bracket. It described surveillance technologies as 

‘specially designed for offensive cybersecurity purposes”, a stretched interpretation of 

‘cybersecurity’ even compared to many of the companies’ own descriptions, and one which 

contradicts the Wassenaar Arrangement’s description of its mass market exemption, examined in 

Chapter 6, as a ‘cybersecurity exemption’. The UK here reinterpreted cybersecurity to such an extent 

that it offered a new definition of the issue area itself.  

Like private sector surveillance suppliers, the UK also manipulated calculations of risk and 

misuse to maintain surveillance sales. To export controlled items from the UK a company must 

request an export licence from the Export Control Organisation (ECO), which is part of the 

Department of International Trade (DIT, formerly the Department of Business, Innovation, and 

Skills). Export licences may be general, open or specific; respectively allowing export by any 

company of a whole class of items to a specified list of countries (e.g. cryptographic equipment), 

allowing one company to export a class of items to a specified list of countries, or allowing a 

particular contract.606 An open licence was granted in October 2015 for a company to export targeted 

surveillance software to eleven countries including Egypt, Qatar, Saudi Arabia, and the UAE, and a 

specific licence was granted for a surveillance contract worth £6.5 million to the UAE in July 2015 

(the data released by the ECO does not identify the company).607 
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The decision over whether to export surveillance software is made by the Secretary of State 

in the DiT, with input from other government departments. At the time of writing the UK had eight 

criteria, updated in March 2014, which aimed to capture both international obligations and specific 

national requirements.608 The second criterion concerns “the respect for human rights and 

fundamental freedoms in the country of final destination”, and a licence will not be granted if there 

is a “clear risk that the items might be used for internal repression”. ‘Might’ is then clarified as 

“evidence of the use of these or similar items” or “reason to believe the items will be diverted from 

their stated end use” for internal repression. A 2017 court judgement on transfer of weapons to Saudi 

Arabia elucidates the ‘clear risk’ criterion, based on an EU User’s Guide, as including the recipient’s 

record of respect for international humanitarian law and their “intentions as expressed through formal 

commitments”.609 It states that incidents violating humanitarian law are not necessarily indicative of 

the country’s attitude, although patterns of violations or lack of punishment for violations “give cause 

for serious concern”.610 

Despite the extensive incorporation of human rights into the UK’s export control regime, 

the threshold for preventing exports based on human rights concerns is very flexible. First, the human 

rights criterion is based on risk, which transforms ethical judgements into a probabilistic analysis 

(doubly so when combined with the phrase ‘might’). The introduction to the criteria states that a 

‘purely theoretical breach’ should not prevent exports; as all probabilistic analysis is necessarily 

theoretical rather than actual, this qualification instead subjectively raises the threshold of 

prevention. However, the key element of flexibility is in the risk calculation itself.  

The court judgement above argues that whether such risk is clear is a question on which 

there can be reasonable disagreement, and the court gives wide latitude to the secretary of state in 

making this decision, raising the threshold still further. It also suggests that, to present a clear risk, 

there must be an established pattern of human rights violations, which even then that would only 
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‘cause serious concern’ rather than automatically preventing exports. There is not one single UK 

government view on these thresholds: two separate committees took wildly different stances in the 

Saudi Arabia case above.611 Finally, the EU Users’ Guide implies that if a recipient state makes 

formal statements, joins international bodies, and so on, this diminishes the judgement of risk. It is 

therefore advantageous for recipients to do so, even if their commitment is merely skin-deep. 

The dynamics of decisions on cybersecurity exports were well summarised by Jonathan Shaw, 

former head of cybersecurity at the UK Ministry of Defence, in an interview for the BBC. Shaw 

stated that: 

It's a trade-off … I would imagine the consideration that plays in people's minds is not 

so much the economic advantage... but it's that the security of the state we're talking to 

is closely linked to ours. Or they are tracking people who are a direct threat to Britain 

and we need their assistance.612 

 

Shaw here characterised the risk framework of the export regime as being a trade-off between human 

rights violations and security concerns. This is not officially the case; the opposite in fact, as export 

controls specify that the human rights criterion cannot be weighed against national security. 

Nonetheless, the trade-off is there, hidden under a more complex risk framework where the 

judgement of likelihood, consistency and severity allow it to be made in a private, classified manner 

by the secretary of state. The risk calculations of this export regime essentially build in flexibility, 

assimilating both human rights and national security in a way which enables decisions to go either 

way depending on economic incentives. Exporting states thus keep an image as ‘steward states’ of 

human rights, while also facilitating the sale of surveillance equipment. 

 

*** 

 

This chapter has demonstrated that surveillance suppliers perform the moral manoeuvre of 

manipulation: assimilating both organisational and human rights values under a wider risk 
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framework in a way which retains flexibility, allowing them to both maintain or halt exports in 

different situations. This moral manoeuvre assimilates multiple value clusters agnostically, without 

normative commitment to any of them. Norm-based explanations of the empirical data in this chapter 

do not adequately recognise the extent to which these suppliers are active and strategic participants 

in shaping as well as responding to international norms like the Wassenaar Arrangement. These 

actors do not progress through successive levels of socialisation, but instead manipulate the 

socialisation process itself, especially structures of abuse and misuse, to achieve their economic 

goals. However, while this chapter has investigated the pressures around international norms for 

surveillance suppliers clearly engaging with such norms, even if in a calculated manner, it has not 

addressed the value orientations of the wider cybersecurity industry outside this specific group. This 

is the subject of the last empirical chapter, focusing on the moral manoeuvre of elision. 
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Chapter 9. Elision 

 

In a presentation at the Arab Region Cybersecurity Summit in October 2016, the presenter 

explained the ways in which images could be tracked across the internet, and the amount of data that 

could be obtained by doing so: the location of the photographer, other images they had taken, their 

friends and people in the same location when the picture was taken, and so on. The presentation used 

one specific image as its case study: a photo taken by a protester in the Arab Spring of January 2011. 

The presenter proceeded to list the other demonstrations this individual had attended, other people 

near him in these demonstrations, and a swathe of details of both the online and offline profile of 

this individual, down to the type of camera and mobile phone he owned, all based on one image. 

When I asked other attendees why he had used that specific example, the reaction was an 

uncomfortable silence, before one shrugged and said, “he has his own reasons”. 

This presentation was ostensibly an illustration of open source analysis, relevant to 

cybersecurity organisations because it demonstrated the wealth of data available in the public 

domain. However, given the audience – including the Egyptian Ministry of Interior and security 

agencies – it also had an entirely different message. This was a demonstration of a surveillance 

technique that could be used (and in the example was used) to track an individual attending a protest. 

This presentation highlights the ubiquity of monitoring and data collection as a fundamental practice 

in cybersecurity. It also illustrates what I term the moral manoeuvre of elision: the eliding of 

differences between different environments in which monitoring takes place. In this case, the image 

analysis system was presented as a defensive tool, at a conference focused on protecting business 

and government networks, but the implied use was for the security services to track dissidents. 

This chapter traces the moral manoeuvre of elision as performed by actors not directly 

addressed by the cyber norms considered in previous chapters. Specifically, it focuses on three sets 

of actors that are not within the scope of the Wassenaar Arrangement: specialised cybersecurity 

companies (whose activities are deliberately excluded from the amendment); local surveillance 

suppliers and resellers (who are not based in countries covered by the Arrangement); and local 

telecoms companies (who engage in surveillance but do not export it). Whereas the three moral 
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manoeuvres detailed in previous chapters complemented or extended norm-based explanations, 

highlighting dynamics that are understated or missed in those accounts, elision is performed by actors 

that are bypassed by such accounts. This thesis therefore not only provides a better explanation of 

how cybersecurity actors relate to existing cyber norms, but also shows how commercially motivated 

actors alter values in cybersecurity outside such norms. 

This chapter is structured as follows. The first section demonstrates how cybersecurity 

knowledge in the region is shaped by cybersecurity companies and local resellers, including through 

the sponsorship of cybersecurity conferences. The second section shows how conference presenters 

use portable cybersecurity concepts to sell their services to a wider audience, eliding differences 

between national security and commercial environments. The third section analyses how local 

telecoms companies use these concepts to conduct censorship and surveillance.  

 

9.1 The cybersecurity industry 

 

The cybersecurity industry underpins the professional community in Egypt and the Gulf 

states. As reflected in the interviewee characteristics detailed in Chapter 4, nearly all cybersecurity 

professionals had previous private sector experience or worked in the private sector at the time of 

interview. In this section I focus on specialist cybersecurity companies and their closest competitors. 

The argument of this section is that these companies play a key role in the production of 

cybersecurity knowledge. This premise underpins the moral manoeuvre of elision, as the portable 

concepts used in elision gain salience due to the knowledge production practices of these companies.  

Clear economic incentives attract cybersecurity companies to the Middle East. The market 

research company Gartner valued the 2014 ‘Middle East and North Africa’ cybersecurity market at 

just over $1 billion, rising to $1.3 billion in 2016.613 Other reports, although using higher values than 

Gartner, put the region at around 7% of the global cybersecurity market in monetary value.614 Health, 
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finance, and energy sectors feature heavily in market analyses. The GCC overall, and UAE and Saudi 

Arabia in particular, are commonly highlighted as regional targets: the UAE due to its positioning as 

a global business hub, and Saudi Arabia due to its relative population size and large oil reserves even 

relative to the GCC. Consequently, this section focuses mainly on the UAE and Saudi Arabia. As 

detailed in Chapter 3, there are significant differences between the economies of the GCC states and 

Egypt and also many intra-GCC differences. It should be noted that the companies treated in this 

section are only one part of the wider industry. By 2017 most big IT companies, such as IBM, 

Microsoft, and HP, as well as consultancies such as EY and Accenture, all had cybersecurity advisory 

departments and either repackaged or designed their own cybersecurity products. 

Interviewees highlighted the importance of international financial flows to cybersecurity, 

and the discrepancy in perceptions of those flows from different subject positions. On one hand, a 

stereotypical view of Gulf wealth was taken by several Western cybersecurity exporters, who found 

it difficult to conceal their surprise and excitement in interviews: “It’s astonishing how much they 

spend – how much they are willing to spend. Gulf countries can afford it” (I-32). Another compared 

it to a piecemeal approach in Europe: “Here people would buy the whole lot, and you are like 

‘wow!’” (I-13). This was tempered somewhat by the 2015 collapse in the oil price, with several 

interviewees recognising that “the big problem is oil price and budgets… those at the top don’t want 

to carve out the money for cyber” (I-25). 

On the other hand, GCC nationals disagreed strongly with this view of unending wealth. 

One put it starkly, saying that “we are a big ATM machine, that’s the wrong concept people have… 

they come for money, not for research” (I-40). Another confirmed this imbalance: “The vendors 

make lots of money… And here it is all sales teams, they do not do development” (I-12). Some 

emphasised their careful spending - “we don’t have an open cheque” (I-17) - but others disagreed: 

“The management never tell me no for cybersecurity purchases, even with oil price difficulties” (I-

54). These quotations suggest that both companies selling cybersecurity products and their customers 

are aware of the global economic flows that motivate this encounter. The overarching motivation for 

these companies, therefore, is an economic goal, as in the previous chapter. 
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Some interviewees argued that cybersecurity sales can only take place after a process of 

education, creating a professional community in the region who would understand the necessity and 

urgency of cybersecurity. As one interviewee explained, “people here are not tech savvy, you need 

to teach them what to think” (I-50). Another said his purpose was to ensure that customers “would 

be properly educated in our view of cybersecurity” (I-42). One interviewee, a UK national, claimed 

that technical prowess was a key aspect of cybersecurity expertise:  

I have seen in the Middle East that expert technical people profile better over there than 

here; if you’ve done it, and you’ve seen the world, that can have a disproportionate 

impact compared to doing all the bowing and scraping and acting well relative to their 

morals. If you’re a technical expert then they hang off your every word (I-41).  

 

This quotation and the others above suggest that cybersecurity companies in the region deliberately 

combine both product sales and knowledge production, although it is not within the scope of this 

thesis to explore the culturally essentialist assumptions and quasi-colonial power dynamics that 

underlie these quotations.  

The symbiosis between professional knowledge and profit is demonstrated especially by 

Symantec, the cybersecurity company with the longest history in the region. Symantec originally 

sold antivirus and system recovery software under the Norton brand, as well as firewalls after it 

acquired Axent in 2000. Symantec made large acquisitions in the main period examined by this 

thesis, as it bought Verisign in 2010 for $1.3 billion and Blue Coat – a provider of traffic management 

and filtering mentioned in Chapter 6 – in 2016 for $4.5 billion. In 2015, Symantec also acquired staff 

from Narus, a traffic management and surveillance company, which was then a subsidiary of 

Boeing.615 Other Symantec partners included Deloitte in 2014 and Dark Matter, a UAE-based 

intelligence supplier, in 2016.616 Symantec’s product line expanded with these acquisitions and 

partnerships to a comprehensive service, although its core business remained endpoint protection. 
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Symantec’s activity in Egypt and the Gulf states pivoted around its offices in Dubai and 

Riyadh, which opened in 2002.617 Symantec offered managed security services in 2004 with local 

partners in Saudi Arabia,618 including security education in Arabic.619 In the UAE, Symantec struck 

a partnership with government-owned telecoms provider Etisalat in 2005.620 Around the same time, 

Symantec also agreed a partnership with MaxSecure, a UAE startup, described as follows: 

The partnership was first initiated by Dr. Omar Bin Sulaiman – CEO of Dubai Internet 

City at the time and… a board member of Mohammed Bin Rashid Establishment – who 

identified a synergy between MaxSecure and Scanit. Dr Bin Sulaiman, who was 

actively looking for ways to support and build up technology business startups being 

incubated at the Mohammed Bin Rashid Establishment for Young Business Leaders, 

highlighted the strategic importance of technology knowledge transfer from Scanit and 

Symantec to MaxSecure.621 

 

Symantec thus followed the advice of a well-connected member of the UAE elite to transfer not just 

technology but ‘technology knowledge’. Symantec’s training activities in the UAE then went further, 

as the company was contracted to create aeCERT itself in 2007. Business media reported that “the 

contract awarded to Symantec will include actual recruitment and training, building the expertise, 

and the hands-on system”;622 in other words, what one of the interviewees above described as 

“building an educated customer” (I-42). Given these links, the creation of the cybersecurity expert 

community in the UAE and Saudi Arabia has been significantly shaped by Symantec’s own 

perspective on what constitutes cybersecurity and what technical tools are required to improve it. 

Other cybersecurity companies matched Symantec’s focus on training and education. 

Kaspersky, a Russian antivirus company, has a longstanding and substantial presence in Egypt and 
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the GCC states.623 In 2008 Kaspersky launched an Arabic edition of its antivirus software.624 In 2009, 

it began a regional expansion strategy, albeit with only 10 people in its office.625 As part of this 

strategy, Kaspersky launched a training centre in cybersecurity in Dubai Knowledge Village.626 

Kaspersky’s attempts to install alternative centres of knowledge production highlights the 

commercial value these companies attach to such practices. 

Larger IT companies, including Cisco, Intel, and Dell, also focused on knowledge 

production. Cisco’s presence in the region goes back a relatively long way in cybersecurity. It opened 

a regional office in Dubai in 1995,627 and in 1998 held seminars for Middle East clients on how to 

connect to the internet safely.628 In terms of education, Cisco was also involved relatively early on 

in this region: it partnered with Etisalat Academy from 2002 and set up the first Middle East IT 

security conference at this time.629  

Intel followed a similar trajectory. In 2010, Intel sponsored the Kustar Discovery Centre, 

focusing on new technologies including cybersecurity, at Khalifa University in Abu Dhabi.630 Intel’s 

main move into cybersecurity was through the acquisition of antivirus firm McAfee in 2011 for $7.8 

billion. McAfee then set up a Cyber Defense Center in Dubai in 2013, which offered incident 

response, forensics and security education.631 Ambitiously, it claimed that “the centre, with 10 staff, 

has been collecting intelligence for the past nine months and will attempt to pro-actively warn 

institutions when they are perceived to be under threat.”632 The combination of cybersecurity 
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consultancy services, including threat intelligence, with security education was a key part of Intel 

and McAfee’s strategy in the region.  

Finally, Dell – originally an IT hardware manufacturer – moved into cybersecurity in 2011 

with the acquisition of SecureWorks for $612 million. Dell then also bought SonicWall, a firewall 

company, in 2012 (which it sold in 2016). Dell also works in law enforcement: it provided Sharjah 

police in the UAE with a new data analysis system for their surveillance cameras,633 and in 2011 

worked with Microsoft and a specialist surveillance company to provide intelligence analysis for 

governments at an Abu Dhabi defence trade fair.634 In 2015, its main Middle East markets were in 

Egypt, UAE and Saudi Arabia.635 Dell then completed a massive acquisition of EMC2, which owns 

RSA, a cybersecurity events and software company, in 2015 for $67 billion. The first major RSA 

cybersecurity event in Abu Dhabi then took place in 2016 (although smaller-scale events had taken 

place earlier). RSA is widely seen as the professional standard of cybersecurity conferences globally 

and its arrival in the UAE set a baseline for cybersecurity knowledge in the region.  

One way of highlighting the role of cybersecurity companies in the creation of expert 

knowledge is through an analysis of sponsorship of the 165 cybersecurity conferences detailed in 

Chapter 4. The top twelve companies are detailed in Table 9. 

Table 9: Sponsorship of cybersecurity conferences 

Company (“+” denotes 

subsidiaries included) 

No. of conferences 

Raytheon+ 15 

Dell+ 15 

Qualys 14 

HP 14 

BAE 13 

Help AG 11 

Cisco 11 

Global Security Network 10 

F5 Networks 10 

Symantec+ 9 

Fortinet 9 

Kaspersky 9 
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This table suggests that although no one company sponsors anywhere near a majority of 

cybersecurity conferences in the region, companies that have a significant economic stake in regional 

cybersecurity sponsor the most conferences. This includes the defence companies Raytheon and 

BAE, considered in the previous chapter, and nearly all the cybersecurity companies above 

(Intel/McAfee was in 19th place, sponsoring 8 conferences). Conference sponsorship usually means 

a speaking slot and thus a chance to promote the company’s products to the professional community. 

Some of the other main conference sponsors are resellers of cybersecurity products. 

Resellers are a crucial aspect of the market in the region and their cybersecurity activity is often part 

of a wider IT distribution chain. For example, Help AG, originally founded in Germany in 1995, has 

been present in the Middle East since 2004 and has headquarters in Dubai.636 It resells Symantec 

products as well as products by cybersecurity companies like Palo Alto, Tenable, F-5 Networks, and 

Juniper. ComGuard is another major distributor in the region, and has worked with HP and 

Kaspersky, as well as Juniper and Qualys. It was founded in 2002 and is also headquartered in 

Dubai.637 Finally, Starlink is a distributor for Dell, Cisco, and many others, and was founded in 2002 

in Dubai.638 Starlink has worked with many business and government clients in Saudi Arabia, 

including the Ministry of Foreign Affairs.639  

These resellers are an important link because of their familiarity with the local environment. 

Interviews suggested that this familiarity included activity which could be an offence under anti-

corruption legislation in the US or Europe. As one British exporter said: 

Having a 2nd tier [i.e. a reseller] abstracts you from these bribery type problems. All 

Western companies do this, and it also gives you the technical reach and a BD [business 

development] manager, who is important. He will have lots of vendor products, and 

sells them all on commission, so you need him to be on side… You need a partner with 

the best relationship with the customer. Because of this, there are lots of grey areas with 

the UK bribery act and the FCPA [Foreign Corrupt Practices Act] (I-47). 
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This quotation suggests that the specific capabilities of the cybersecurity technologies are less 

important than the cultivation of personal relationships through both legal and illegal means. This 

has echoes of investigations of corruption in historic arms deals in the region by several defence 

companies now involved in cybersecurity.640 A different interviewee noticed a similar process in 

Qatar: 

Sales are not about the strength of the product: here, that doesn’t matter at all. I have 

seen it happen myself, it’s all about connections and knowing the right person. You 

have a network, if they know you and trust you then they do the deal. It is all about 

personal relationships. Raytheon sell here in Qatar, and their reseller is a company with 

a Qatari head… and he makes a lot of money, as the contracts are billions. It’s all about 

the person you have in the middle (I-12).  

 

If this is accurate, then it paints a slightly different picture of the relationship between the creation 

of professional knowledge and economic incentives underlying the establishment of cybersecurity 

companies in this region than the references to ‘building a customer’ quoted earlier. Rather than 

teaching local experts the knowledge necessary to make an informed decision about the best product 

for them (whatever the power dynamics within this relationship), security education, training centres, 

and conference presentations offer cybersecurity companies the chance to perform as a cybersecurity 

expert in front of potential clients. This performance, irrespective of its content, maintains the 

relationships necessary for sales, rather than passing knowledge to the customer. As one interviewee 

put it: “It is a bit contradictory – you have to show them issues, but not too deeply” (I-31). 

Some sources suggest that market success can be more a question of the right political 

connections. An Intelligence Online report detailed relationships between Muhammad Al-Nayef, the 

former Saudi Minister of Interior (see Chapter 7, Section 3) and cybersecurity companies as follows: 

In the space of a few years, Nayef has established a close relationship with the local 

cyber-security industry in Saudi Arabia. Al-Elm Information Security, one of the 

sector’s market leading companies in Saudi Arabia, was founded by Khalid al-Tawii. 

The latter was Nayef’s personal advisor on cyber-security for a long time. He most 

notably headed the secret Saudi-US technical security programme, including a critical 

infrastructure cyber security programme, that was launched in 2009 and he was also 

involved in the creation of the ministry's dedicated Diplomatic Security Service 

(DSS).641 
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I confirmed with interviewees that Al-Elm is contracted to perform confidential national 

security work for the Ministry of Interior, and partners with external vendors to do so (I-49). 

However, the Intelligence Online report goes further: 

Al-Elm has several computer security contracts with Nesma, a company owned by 

Saleh Ali al-Turki. Nesma is also active in cyber business with the defence ministry via 

its sister companies Pannesma and Saudi Prerogative Co. Qwaed Technologies is 

another cyber company that is close to Nayef. Qwaed, which works most notably for 

the conglomerate SABIC, is sponsored by Mohammed bin Saud bin Nayef, the son of 

Saud Bin Nayef, the interior minister’s elder brother.642 

 

I was unable to verify these connections independently, and this is a single source to be treated with 

caution. However, if this report is accurate, then familiarity with the local business environment 

would not be the only reason to engage a particular reseller or local partner. Their ability to secure 

sensitive government contracts as well as private sector work may also be a factor.  

Overall, this analysis of the cybersecurity industry has shown how cybersecurity companies 

look to maximise their sales in several ways: through creating knowledge, engaging resellers, and 

building influential relationships. Their overall motivation is to sell their products and services, but 

they also play a key role in defining cybersecurity expertise in the region itself. 

 

9.2 Portable concepts 

 

This section investigates the moral manoeuvre of elision, demonstrating how values and 

technical claims are altered at conferences in the region sponsored by the cybersecurity industry. In 

the preceding chapters I distinguished an explanation in terms of moral manoeuvres from one in 

terms of cyber norms, based on the amended Wassenaar Arrangement controlling dual-use 

technologies. However, the cybersecurity companies analysed in this chapter are neither advocates 

for the Wassenaar amendment nor do they fall within its scope. There is therefore no clear norm-

based explanation for the data presented here.  
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This section returns to the question of dual-use present throughout this thesis. To recap, in 

Chapter 6 I focused on the concept of dual-use from the perspective of the NGOs who aligned human 

rights values with the organisational conception of cybersecurity. In Chapter 8, the concept of dual-

use appeared again in the way surveillance suppliers manipulated the values underlying the 

legitimate use and the potential misuse of their technologies. I build on these discussions to 

emphasise that although the potential for multiple uses is rooted in the affordances of the 

technologies themselves, it is also socially and organisationally entrenched.  

A key aspect of elision is the production of what I call ‘portable’ concepts, able to travel 

between both national security and commercial environments. In national security environments, the 

networks to be protected are those of the state as a whole, whereas in commercial environments it is 

the networks of a specific company or organisation. Portable concepts elide differences in the 

relevant values between these two environments, enabling cybersecurity companies to reach a wider 

potential market. 

The distinction between national security and commercial cybersecurity environments is 

akin to another much-discussed distinction in cybersecurity, between ‘offensive’ and ‘defensive’ 

actions, which deserves brief clarification. The standard distinction between offensive and defensive 

actions in cybersecurity is between penetrating the networks of others (offence) and protecting your 

own networks (defence). Based on this distinction, cybersecurity is widely believed to be ‘offence-

dominant’: it is easier to attack networks than defend them. This is in fact highly dependent on the 

capabilities of the attacker and defender: there is no general rule.643 

The distinction between offence and defence features prominently in what Buchanan calls 

the ‘cybersecurity dilemma’ (not the same as Dunn Cavelty’s concept with the same name treated in 

Chapter 2). A cybersecurity dilemma is where the penetration of one state’s networks by another 

state for surveillance is mistaken for preparation for an ‘attack’, creating an escalatory dynamic 

between those states. Buchanan uses traditional IR concepts of offence and defence rather than the 

specifically cybersecurity sense above: offence causes harm, rather than simply being the penetration 
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of others’ networks whatever the result. Consequently, both horns of his cybersecurity dilemma are 

offensive in the narrow cybersecurity sense.644 Other scholars have argued that the offence/defence 

distinction should be replaced by a focus on deception.645 

This distinction is relevant because both national security and commercial environments 

have offensive and defensive elements. In national security environments, offence is acting outside 

the state and defence is protecting networks inside the state, while in commercial environments 

offence and defence imply respectively acting outside the company or inside the company.646 Given 

the lack of clarity over the difference between offence and defence in cybersecurity, I use the simpler 

distinction between national security and commercial environments.647 In this section I treat two 

portable concepts in detail, network visibility and insider threats, and then consider their combination 

by UAE company Dark Matter. 

 

9.2.1 Network visibility 

 

Network visibility is a common concept in the cybersecurity industry, meaning simply the 

ability to monitor traffic anywhere on a network, whether on central servers or between ‘endpoints’, 

the devices used to connect to the network. The term gained prominence in relation to intrusion 

detection and prevention systems sold by the specialised cybersecurity companies detailed in the 

previous section. Network visibility is a key advantage of these systems, as they automatically 

process large volumes of traffic, identifying (and, if requested, modifying) anomalous behaviour. 

Network visibility, in commercial environments, applies to the specific networks of the client 

company or organisation.  
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At the annual Arab Region Cybersecurity Summit in Muscat in 2017, a keynote address by 

an FBI special agent also used the concept of ‘network visibility’. His presentation extended this 

concept to the state itself, saying that “at the national level we need to have full visibility into our 

networks, to prevent data from being taken or sent”. This extended concept of network visibility 

would require the sort of surveillance systems described in the previous chapter. (Incidentally, in an 

implicit reference to Snowden, another presenter immediately joked that “I find it funny that we are 

listening to the FBI on how to protect our data”. This remark was studiously ignored by the FBI 

agent.) The FBI agent thus transferred this technical concept from a commercial environment to a 

national security one. 

Later the same day, a reseller of cybersecurity and surveillance technologies presented on the 

same stage. In his presentation, he provided an overview of his business model, as follows: 

Ministries of Justice in the region have problems when someone insulted someone else 

on FB or Twitter, then he deleted it. We keep it all to help you reach the right conclusion. 

We can identify users’ interests and relations. I’m a terrorist in a mall, communicating 

with others, we can see this and you can build connections in real time (ARCS2017). 

 

The swift movement from online insult to a terrorist attack highlights the appropriation of 

cybersecurity and cybercrime considered in Chapter 7. However, more relevant to this chapter is that 

he described his technologies as providing ‘network visibility’. I was intrigued by his use of this 

term and asked him after his presentation why he chose that description. He responded: “you need 

full network visibility. The FBI man said that at the end of his presentation, and he is right, so I put 

it into mine.” This is a crucial quotation, demonstrating the portability of the concept in action. 

Network visibility first moves from a commercial environment to a US national security 

environment, and from there to the expanded version of national security present in Egypt and the 

Gulf states. This movement occurred in cybersecurity conferences, as cybersecurity experts listened 

to and borrowed technical concepts from each other.  

This presenter’s company, as a local reseller, is not subject to the Wassenaar Arrangement 

controls, as this company is not based in a state within the Arrangement. Nonetheless, when I spoke 

to this presenter, he emphasised his ethical stance: 
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We do everything by the book. It is about ethics, and what you are willing to do. I have 

lost contracts with private companies because I refused to provide something that I 

would only give to governments. It is up to the person using the technologies how they 

are used. We sell it, we train people, and then they use it. They have to be ethical in 

how they use it (ARCS2017). 

 

As well as eliding differences between commercial and national security environments through the 

concept of network visibility, this reseller here also echoed the manipulation of human rights values 

performed by Hacking Team and the other surveillance companies examined in the previous chapter. 

This included a clear profession of ‘ethical’ behaviour and distance created by his role as a mere 

technology provider. This conversation suggests that actors outside the scope of the Wassenaar 

Arrangement engage in multiple moral manoeuvres simultaneously; however, this combination is 

not within the scope of this thesis, and I return to it as an avenue for future research in the conclusion. 

 

9.2.2 Insider threats 

 

Another portable concept is that of the ‘insider threat’. The concept of an insider threat has a long 

history in intelligence and espionage and is often seen as synonymous with ‘spy’: an individual who 

operates within an adversary state to obtain information to help another state.648 The concept of 

insider threat is very salient in Middle East cybersecurity. A 2016 cybersecurity survey by 

consultancy company PwC on the Middle East highlighted insider threats, saying that “while 

companies in the region are acutely aware of the threat posed by insiders, only 38% perform proper 

background checks on their personnel, against 51% globally.”649 This view also appears regularly in 

cybersecurity conferences in Egypt and the Gulf states. For example, a spokesman for a US defence 

company, Booz Allen Hamilton, said at a conference in 2012 that insider threats were third on his 

list of top cyber threats.650 In a press interview for another conference in 2012, a UK-based consultant 
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summarised the top cybersecurity threats as “other nation states, criminals, terrorists, hackers and 

even disgruntled employees”.651 

Cybersecurity insider threats have several conflicting definitions. First, insider threats are 

usually defined to include organisations in both the public and private sector. As Nurse et al. explain, 

“an insider can be thought of as an individual who is an employee (past or present), contractor or 

other trusted third party, who has privileged access to the networks, systems or data of an 

organisation.”652 However, cybersecurity professionals have widened the concept of insider threat 

further.653 Nearly all cybersecurity incidents involve apparently legitimate communications: as the 

cybersecurity scholar Martin Libicki memorably put it: ‘there is no such thing as a forced entry in 

cyberspace”.654 Consequently, for many cybersecurity professionals, the concept of an insider is 

broader than its pre-cyber versions, denoting not only a malicious or negligent individual but also a 

deceived employee or ‘accidental threat’. In the words of the Carnegie Mellon University CERT, an 

accidental insider threat is “an insider who, without malicious intent and through action or inaction, 

causes harm or increases the probability of future harm to the… organisation’s assets or 

resources.”655 

These different senses of insider threat are often conflated. For example, another PwC report 

in 2013 slid easily from a narrow ‘malicious’ definition to one that encompasses all of the above 

elements, saying that:  

Insiders can act alone, or under the influence or direction of one of the other threat 

actors, and they are often motivated by revenge or financial factors. Indeed, oil and gas 

respondents to PwC’s annual security survey reported that current employees comprise 

the most cited likely source of security incidents (40%).656 
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This conflicted understanding of insiders permeates the commercial cybersecurity environment. A 

McAfee report in 2015 stated that 43% of data breaches were due to internal factors, half negligent 

and half malicious.657 A survey in 2017 raised this percentage to 74% by including current and 

previous employees, customers and suppliers.658 Another industry survey, sponsored by Siemens, 

concluded that negligent insiders were more of a threat than malicious ones: “sixty-one percent of 

respondents say the top cybersecurity threat is the negligent or careless insider, underscoring the 

need for advanced monitoring solutions to identify atypical behaviour among personnel.”659 Some 

cybersecurity companies even define insider threats to include remote hackers who merely appear 

to be employees. For example, a 2016 Mandiant report advised that “investigators must hunt for 

threat actors posing as ‘an insider’; using legitimate credentials to blend in with normal user 

activity”.660 The key point here is that multiple meanings of insider threats only partly stem from the 

underlying technologies. This multivalence is also due to conceptual work undertaken by 

cybersecurity experts producing professional knowledge. 

The concept of ‘insider threat’ at the cybersecurity conferences I attended highlights the 

portability of the concept in the cybersecurity profession more generally. For example, the keynote 

speaker at RSA Abu Dhabi in 2016 claimed that “the insider threat could be malware or someone 

who’s stolen your credentials” (RSAAD2016). More specifically, at a conference in Dubai shortly 

after RSA Abu Dhabi, there was a panel discussion focusing on the insider threat where the 

presenters wrestled with these distinctions. The relevant part proceeded as follows: 
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Panellist 1: Both the person conducting the attack and the targeted person are human, 

so the term ‘weakest link’ is confusing. Most attacks get in through weak 

implementation, through misconfiguration or new applications.  

Panellist 2: Humans may target you intentionally, and that’s where the insider threat 

comes in. We do a much more thorough background check and more ongoing 

monitoring. We have been able to prevent IP [intellectual property] loss through doing 

this.  

Panellist 3: Most attacks come through the human factor.  

Panellist 4: We have to protect CEOs - they are the most important people, as they have 

to know everything. More than 80% of cyber attacks are internal, in that they collude 

with attackers.  

Panellist 2: Yes, hacktivism, people have strong opinions and they want to stick to it. 

Or they have grudges, or they are stealing IP. But we can’t ignore the unintentional 

human hacking, like checking on a link or plugging into a USB.  

Panellist 4: Nobody does it deliberately, but it can happen anyway. 

 

These panellists switched between different definitions of the insider threat within seconds of each 

other. Panellist 2 put forward an intentional definition of insider in their first comment, and then 

expanded it to include ‘unintentional human hacking’ in their second comment (supported by 

Panellist 1 and 3). Panellist 4 cited statistics similar to those above blaming cyberattacks on ‘internal’ 

factors and collusion, implying intent, and yet then maintained that such actions were unintentional.  

This conceptual elasticity means that insider threats can be used to refer to almost any 

cybersecurity incident. As noted in the discussion of Shamoon in Chapter 5, that incident was 

understood immediately as an insider threat due to the use of employee credentials, displaying 

precisely the confusion highlighted here. In that case, the consequences were significant, enabling 

media sources to speculate that an Iranian agent worked within Saudi Aramco, and putting pressure 

on investigators to deny their employees’ culpability.  

Crucially, this elasticity also makes the concept of insider threat highly portable between 

national security and commercial environments. Companies use the concept of insider threat to 

motivate the marketing of surveillance technologies originally developed in a national security 

environment for commercial customers. Defence company BAE Systems offer a tailored insider 

threat platform and describe its functionality in the following way:  
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There are many challenges when it comes to detecting insider threats, particularly as it 

deals with human behaviours and varying motivations. To manage them effectively, 

companies need to go beyond technical metrics and security infrastructure. This 

includes leveraging big data analytics and threat intelligence solutions, thereby 

complementing their existing defences with proactive behavioural analysis to improve 

security and reduce risks.661 

 

These ‘big data analytics’ and ‘proactive behavioural analysis’ are exactly what is offered by their 

national-level surveillance technologies sold to the Gulf states, detailed in the previous chapter. 

Similarly, Symantec’s acquisition of Blue Coat (which they marketed as “defining the future of 

cybersecurity”, but perhaps not in the way described here) focused on insider threats as a key reason 

for the acquisition: “we will… usher in a new era of innovation designed to help protect large 

customers and individual consumers against insider threats and sophisticated cybercriminals.”662 

Blue Coat is one of the main suppliers of filtering and censorship equipment identified by human 

rights NGOs, as detailed in Chapter 6.  

Rather than transferring commercially developed ideas of network visibility to the national 

level, in this case the transfer goes in the other direction. The portability of the concept of insider 

threat, as developed both in the global cybersecurity profession and specifically in cybersecurity 

conferences in Egypt and the Gulf states, thus entrenches the dual-use potential of surveillance 

systems by creating a rationale for their application in commercial as well as national security 

environments. The value differences between these environments are elided not only by the 

affordances of the technologies themselves, but by also the portable technical concepts used by 

cybersecurity professionals. 

 

9.2.3 Dark Matter 

 

One UAE company named Dark Matter, founded in 2014, has combined both portable 

concepts above to market surveillance technologies in both commercial and national security 
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environments. Dark Matter is outside the scope of the Wassenaar Arrangement because its 

surveillance technologies are produced within the UAE, rather than sold to the UAE from a state 

under the Arrangement framework. An interviewee in NESA, the UAE national cybersecurity 

agency, attributed the existence of UAE-based companies like Dark Matter to the amendment to the 

Wassenaar Arrangement, claiming that “most vendors are not doing offensive, as there are a lot of 

export controls on these companies. The UAE strategy is to have its own companies” (I-26). Norm-

based accounts of the Wassenaar Arrangement would highlight state actions in either promoting or 

resisting the Wassenaar amendment and company actions insofar as they are controlled by this 

amendment. Companies such as Dark Matter do not feature in this account, and so by showing how 

they elide differences between national security and commercial environments I extend the 

theoretical framework of moral manoeuvres beyond norm-based alternatives. 

Several cybersecurity professionals mentioned a close connection between Dark Matter and 

the UAE security services. As one conference presenter put it in conversation, ““Dark Matter are 

government really, they are just doing what lots of other governments do, like the NSA and finding 

information on people” (CSC2016). Their founder and former CEO, Faisal Al-Bannai (whose father 

was a senior figure in the Dubai police), has also commented on Dark Matter’s relationships with 

UAE security services. Al-Bannai has claimed in media interviews that “Ignoring that use [i.e. 

surveillance], in my view, would be silly… I think tackling that issue and saying, ‘what is the right 

balance,’ is the right question.”663 In the same interview he also stated that Dark Matter’s motivation 

for government contracts was economic, saying that “it is a pure commercial transaction with them”. 

Dark Matter therefore clearly operate in both national security and commercial environments, and 

their public statements suggest their main motivation for doing so is to increase sales.  

In 2016, an Italian self-described hacker was approached by an individual who claimed to 

be working for Dark Matter. This individual asked the hacker to develop a system “capable of 

intercepting, modifying, and diverting (as well as occasionally obscuring) traffic on IP, 2G, 3G, and 

                                                                
663 John Gambrell, “UAE Cyber Firm DarkMatter Slowly Steps out of the Shadows,” Times of Israel, February 

1, 2018, https://perma.cc/CU5Y-6T8L. 



246 

 

4G networks”.664 These capabilities are most likely relevant for a national level surveillance system. 

The recruiter also had links to Verint, who, as detailed in Chapter 8, reportedly provided interceptions 

equipment to NESA. The hacker refused the offer and justified his decision on human rights grounds, 

citing the UAE’s repressive policies regarding social media and claiming that “freedom of speech is 

indisputable… it is a basic right that should be granted to anyone”.665  

Crucially, Dark Matter advertised this surveillance system to the hacker as “their most 

advanced branch of cybersecurity, to the exclusive benefit of national security”.666 This suggests they 

include national surveillance within their conception of cybersecurity, contributing to the multiple 

definitions of cybersecurity itself in this region. This description puts advertising slogans describing 

their ‘holistic approach to cybersecurity’ in a new light.667 Holistic cybersecurity, for Dark Matter, 

makes no distinction between national security and commercial environments. 

The recruitment discussion above was founded on the dual-use possibilities of network 

monitoring systems. The hacker was approached because he wrote an open source network 

monitoring tool widely used by cybersecurity professionals (named Bettercap), which includes both 

interception and infection capabilities. This tool is part of the grey area of cybersecurity technologies 

with surveillance uses, although it would not be controlled by the Wassenaar Arrangement due to its 

wide availability and lack of specialised mapping and analysis software. 

Although the technological possibilities for dual-use form the basis for Dark Matter’s 

operations across national security and commercial environments, Dark Matter also elide the 

differences between these environments using several portable concepts. Dark Matter was a 

prominent sponsor of RSA Abu Dhabi in 2016, and in their presentation a Dark Matter employee 

introduced the concept of ‘continuous monitoring’: 
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Continuous monitoring… what does that mean? So, well, it means what it says really, 

being able on a continuous basis to monitor your environment, and what you’re 

monitoring is your assets, or hardware and software, your users and your configurations 

(RSAAD2016). 

 

Users or employees are included here as objects of surveillance, just like programmes or machines. 

The presenter went on to emphasise network visibility and insider threat, stressing that the concept 

of continuous monitoring applies as much to unintentional actions as it does to deliberate threats: 

We want to focus on the ability to potentially look at behaviour within the user base so 

you can identify when there’s unauthorised user activity going on – you can call it 

insider threat, you can call it user behaviour analytics with regards to unintentional 

activities going on or intentional activities – but being able to look at those different 

things (RSAAD2016). 

 

In this presentation, a technology developed for national surveillance, by a company founded to 

avoid export controls on surveillance technologies, was described as a cybersecurity solution for 

private companies in commercial environments. This is precisely the moral manoeuvre of elision: 

using portable technical concepts to elide differences between these two environments. 

In sum, this section has demonstrated that the cybersecurity industry outside the scope of the 

cyber norms examined earlier in this thesis also alter values and technical concepts. More 

specifically, they perform the moral manoeuvre of elision, masking value differences between 

national security and commercial environments using portable technical concepts to sell 

cybersecurity technologies in both settings. This moral manoeuvre would not be captured by norm-

based approaches, as it is performed by actors who are not directly subject to the norms examined 

so far in this thesis. Some of these actors, such as the reseller I spoke to, engage with values in similar 

ways to those within the scope of those norms, whereas others, like Dark Matter, appear to be part 

of a deliberate strategy to evade such norms. Although elision relies on both the capabilities of the 

underlying technologies and an organisational foothold in both arenas, it centrally involves the 

concepts deployed by cybersecurity professionals at cybersecurity conferences.  
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9.3 Telecoms companies 

 

While the first two sections of this chapter have demonstrated how cybersecurity knowledge 

is entangled with commercial incentives for specialised cybersecurity companies, and that these 

companies elide differences between national security and commercial environments using portable 

technical concepts, there is another actor involved in this moral manoeuvre: telecoms companies. 

This section details the place of telecoms companies in cybersecurity in Egypt and the Gulf states, 

and their role in the elision described above. 

The role of telecoms companies in elision can only be understood in the context of the 

liberalisation of the telecommunications sector, which began in the late 1990s. In Saudi Arabia, the 

national telecommunications agency was privatised to become Saudi Telecom Company in 1998, 

while Oman did the same with Omantel in 1996. This brought them in line with national companies 

created earlier in the smaller Gulf states (Etisalat in the UAE in 1976, Batelco in Bahrain in 1981, 

and Qtel in Qatar in 1987). Each government also created a Telecommunications Regulation Agency 

to manage this competition. In Egypt, ARENTO became Telecom Egypt in 1998, following a 

confluence of pressures from US and EU development agencies.  

The telecoms sector was further privatised in the early 2000s, with a single national entity 

split into two or three; however, most still have a substantial government share. Nascent Egyptian 

mobile networks were also opened to multinationals, creating two networks led by multinational 

providers Vodafone and Orange. In the Gulf states the mobile networks remained in the hands of the 

national companies, albeit with smaller stakes taken by multinationals. The main form of competition 

in the GCC is insular, as the national carriers of each state enter one another’s markets, although 

some, such as UAE’s Etisalat, range more widely across the region. National telecoms companies 

also became the major internet service providers (ISPs) across Egypt and the Gulf states. As part of 

this move, national telecoms companies funded many transnational undersea internet cables, with a 

new one every year between 2010 and 2017.668 On their global route from South Asia to Europe, key 
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249 

 

cables nearly all stop at Egypt, the GCC states, or both. The historic imperial shipping route, with 

this region as a choke point, is thus recreated for modern internet cables. 

Of these companies, the two national telecoms companies in the UAE – Etisalat and Du - 

have the largest presence across the region and more widely throughout North Africa. Both these 

companies have the sovereign wealth fund of the UAE, the Emirates Investment Authority, as a 

majority shareholder. An interviewee in the UAE government provided an indication of their attitude 

towards their two national telecoms companies. Regarding their entry into the cybersecurity market, 

he summarised the government’s attitude as “we don’t want Etisalat and Du to lose, as they are UAE 

companies… we have to create a market” (I-54). This interviewee suggests that telecoms companies 

benefit from both government encouragement and preference as well as their unique access to data. 

This is not unique to the UAE or to cybersecurity; national companies receive preferential treatment 

in many countries and sectors. However, it is a reminder that the economic situation in which these 

telecoms companies operate is far from a classical one. 

National telecoms companies, especially in the UAE, have exploited their access to data to 

provide cybersecurity services. One interviewee enthusiastically embraced cybersecurity in the 

jargon of business consultants: 

Telcos are in a unique position, let’s use our connectivity and start security. We can see 

everything, so let’s look at security and extract intelligence… There are lots of 

horizontals, and new commercial models, but our focus is on the value-add. We are 

building products, selling products, and doing MSSP [Managed Security Service 

Provider], we act as a one stop shop for the customer. We’re running SOCs as well…  

We are a telco which is critical infrastructure and an MSSP, so if something happens at 

a country level we have unique visibility. We can talk to security authorities and 

customers. (I-38). 

 

This quotation highlights this interviewee’s aim to exploit the unique position of national telecoms 

companies in both the market and the state itself for commercial gain by selling cybersecurity 

products. The marketing power provided by critical infrastructure was noted by another interviewee, 

in a different UAE telecoms company, who said that “We are supporting the govt as critical 

infrastructure… We understand that we can monetise our infosec capabilities, with managed secure 

hosting etc. People buy based on our experience. People come and visit the SOC, prospective 

customers” (I-17). For this interviewee, what were previously simply data management necessities 
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are now highly valued ‘infosec capabilities’. More importantly, as the earlier interviewee claimed, 

the close relationships that national telecoms companies cultivate with ‘security authorities’, and 

their ‘unique visibility’ at a country level are extremely valuable not just for marketing their 

cybersecurity services, but also for censorship and surveillance. I treat these two functions separately 

in the following sections. 

 

9.3.1 Censorship 

 

This section argues that telecoms companies elide commercial motivations for censorship 

within the larger national security priorities of their governments.  

The central role of telecoms companies in censorship is due to the fact that, as ISPs, national 

telecoms companies have the power to control internet traffic over national borders. This power 

could be used to block access to the internet altogether, although there is only one instance of this 

occurring in this region: the internet shutdown in Egypt in January 2011. This shutdown was 

probably achieved through phone calls from a government agency to all major ISPs instructing them 

to stop services (although the ISP hosting the stock exchange remained online),669 and reportedly 

cost the Egyptian economy around $110 million.670 Blocking is thus a viable short-term strategy for 

governments in extreme circumstances and requires either control of either the ISPs themselves or 

their hardware. However, as the commercial cost of this blockage suggests, it is not a long-term 

solution, as economic pressures force states online again as soon as possible.  

Many telecoms companies install surveillance and filtering equipment provided by the 

companies examined earlier in this thesis. As well as traffic management and analysis and the 

censorship of specific websites or content, telecoms companies often use this equipment to block 

Voice over IP (VOIP) services such as Skype, encrypted messaging, encrypted VOIP, and virtual 

private networks (VPNs). Although this blocking can be subtle, it occasionally has highly visible 

                                                                
669 Larry Greenemeier, ‘How Was Egypt’s Internet Access Shut Off?’, Scientific American, 28 January 2011, 
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consequences. Most noticeably, Egypt accidentally interfered with national Google traffic when it 

blocked the encrypted messenger app Signal, and blocked VOIP and a wide range of news websites 

from 2016 onwards.671 Unlike the 2011 shutdown, which required manual ISP cooperation in real 

time, this attempt was reported to originate from a centralised capability with the prior agreement of 

several ISPs.672 

There is a clear national security rationale for the blocking of such services: it is more 

difficult (and in the early days of Skype, virtually impossible due to its peer-to-peer nature) to 

monitor and access call records from the (often US-based) technology companies who own VOIP 

software. Similarly, encrypted communications prevent even a national-level DPI-based system 

from reading individual data packets (although some DPI technologies, such as Blue Coat’s 

ProxySG, claim to circumvent some forms of encryption). Consequently, in earlier chapters I framed 

this censorship activity in terms of national security motivations for governments on the one hand - 

in Egypt, a wide definition of terrorism used by the High Council for Cybersecurity – and 

commercial incentives for surveillance suppliers on the other. 

However, there is a third motivation also at play: namely, the prevention of commercial 

competition to the national telecoms company. This motivation often is hidden behind security 

justifications, as was the case for mooted VOIP calling and VPN bans in the UAE in 2016. At the 

time, the TRA Director framed this ban in security terms, saying that “the security factor is important 

in the country. If we neglect it, online calling will impose risks.”673 However, in the same discussion 

other members of the Federal National Council complained about the high cost of calls, suggesting 

that it was profit as well as security that led Etisalat and Du to block competitors. These congruent 

incentives for telecoms companies filtered into legislation, including through a doubling of the fine 

for the use of a ‘fraudulent IP address’ (i.e. a VPN or compromised third-party device) in committing 

crime in the cybercrime law examined in Chapter 7. 
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The overlap between commercial and security motivations for censorship is also present in 

other Gulf states. A US Embassy cable from Oman in 2009 assessed that VOIP blocking there was 

partly to prevent commercial competition to the national telecoms provider, although “the unstated 

and likely more significant rationale…may be that such services are out of reach of the listening ear 

of the government”.674 More widely, as a Bahraini interviewee explained for the GCC as a whole: 

There is a committee in the GCC which looks at VOIP – so far everyone in GCC has 

taken their own action, and done it differently. But Bahrain - which allows VOIP - is 

looking at the security aspect of VOIP for the OTT applications for the GCC committee. 

We are doing this work with a UK consultancy... We need them to look at all the risks 

of VOIP, and then work out what the residual risk is – that decides whether you should 

block it or not (I-55). 

 

The risks of VOIP, for this interviewee, include not only the ‘security aspect’, but all the other risks 

as well, including the disruptive potential of such technologies for the national telecoms companies. 

This quotation suggests that telecoms companies hide their commercial motivations for censorship 

within the larger national security aims considered in earlier chapters. This is an example of the 

moral manoeuvre of elision, as it uses technical concepts to mask value differences between 

commercial and national security settings.  

For an interviewee in the Qatari government, this elision was facilitated by a lack of clear 

direction from state agencies. When I asked about censorship in Qatar, the interviewee responded: 

We try to avoid the words ‘monitoring’ or ‘censoring’ in communications to the public. 

We don’t have a well-established process to block websites, e.g. porn or gambling. We 

don’t know who should take the decision on a site, and so far it has been ad hoc (I-53).  

 

As well as strategic avoidance of the term censorship itself, this quotation highlights the perceived 

uncertainty for those involved in censorship around specific censorship decisions. 675 Their ‘ad hoc’ 

nature enables telecoms companies to not only take these decisions, but then to conceal their 

commercial motivations for censorship within wider national security rationales. 

In sum, telecoms companies play a key role in censorship, occupying a position between 

surveillance suppliers and security services. This position allows them to elide national security and 
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commercial risks of encrypted and alternative communications technologies. There is no norm-based 

alternative explanation for this moral manoeuvre, because telecoms companies are neither 

surveillance suppliers nor state actors. 

 

9.3.2 Surveillance 

 

As well as blocking a form of communication entirely, telecoms companies also enable 

security agencies’ access to those communications. The same technologies can filter or intercept 

particular communications and so there are again three relevant actors involved in national 

surveillance systems: surveillance suppliers, the government, and the national telecoms company. 

This section argues that telecoms companies also elide commercial incentives for surveillance under 

the rubric of national security, and, like the surveillance reseller in the second section of this chapter, 

manipulate values in other ways outside the scope of norm-based accounts.  

First, the legal framework mandating access to telecoms networks for national security 

reasons affects the surveillance decisions taken by telecoms companies both directly, as it creates a 

requirement to build systems for surveillance, and indirectly, as it creates commercial incentives for 

particular systems and practices of surveillance. While the UAE, Saudi Arabia, and Kuwait telecoms 

laws include general provisions for national security, Egypt, Oman, Qatar, and Bahrain all have 

specific articles concerning access to telecoms networks for national security organisations. The 

telecoms laws in Egypt (Article 64), Oman (Article 44) and Bahrain (Article 78) specify that such 

access should be maintained at the expense of the telecoms company themselves, while Qatari law 

(Article 60) states that the expenses incurred for the implementation of such systems be repaid by 

the state.676 As such surveillance systems are expensive (in the millions of dollars), the legal structure 
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around surveillance access affects the commercial decisions and investment priorities of telecoms 

companies in surveillance software. 

These investment priorities in turn shape the architecture of national surveillance systems. As 

one interviewee in the Bahrain Telecoms Regulation Agency explained: 

At the heart of communications between consumers and the outside world is a national 

security aspect – we facilitate the national security agency to have access to operators. 

We also make sure that operators meet their obligations technically to provide access 

to the national security agency… We are aiming to have a controlled centralised 

solution that we are in charge of, to enable this across providers (I-55). 

 

In this ‘controlled centralised solution’, all telecoms companies would provide access to the security 

agencies, for example through key escrow with the regulator or a single national telecoms provider. 

The technical and hardware monopoly would be advantageous for economic reasons, as well as 

surveillance, illustrating the interplay between these incentives for telecoms companies.  

Other states, such as Egypt, had historically adopted a more personalised approach. An 

Egyptian interviewee in the telecoms sector claimed that: 

2003 saw the first law with cyber security in it – Law 10 in communications. But it had 

very general wording, and you can’t use it to oblige certain organisations to do anything. 

It was used by national security agencies when they wanted to, especially for mobiles... 

But they are preparing a new law for 2017, which will be more specific. If there is a 

national security threat, then there will be a direct talk between the national security 

organisation and that business. (I-35). 

 

This interviewee suggests that, despite the movements towards centralised censorship and 

surveillance in Egypt noted above, the primary means of access remained relationship-based. The 

legal framework facilitated these relationships, as the telecoms law could be used by security 

agencies ‘when they wanted’. Crucially, in both cases economic reasons for either building a 

sophisticated solution or avoiding its implementation are concealed beneath a national security 

imperative: in Bahrain, as more efficient access to information, and in Egypt, as direct individual 

control of the relationship between the security services and telecoms companies. This echoes the 

elision of commercial incentives into national security requirements for filtering above, suggesting 

that telecoms companies elide their differing rationales in both cases. 
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The implementation of national rather than targeted surveillance solutions is also shaped by 

the economic priorities of telecoms companies, as illustrated in the case of Blackberry’s encrypted 

messaging system in the UAE. In 2009, there was a controversial negotiation between RIM, the 

makers of Blackberry, and the UAE Telecoms Regulatory Authority (TRA) over access to encrypted 

communications. This focus on Blackberries was probably due in part to the strength of the 

encryption implementation (higher than competitors at the time), and also to the well-publicised use 

of Blackberries in the Mumbai terrorist attacks in December 2008.677 Initially, a complete ban on 

Blackberry phones was reportedly threatened by the TRA.678 However, a complete ban would create 

significant costs for companies using Blackberry and the UAE’s international reputation as a regional 

commercial hub.679 

Instead, the UAE national telecoms company, Etisalat, installed surveillance software from 

the US company SS8 on Blackberry phones in July 2009.680 The software, described as a 

‘performance update’ and prompted by a text from Etisalat, enabled information from the phone to 

be transmitted to Etisalat without the user’s knowledge. The spyware was removed by RIM soon 

after it was detected, and Etisalat claimed it was a ‘technical fault’. The installation of device-based 

surveillance software by Etisalat was probably either condoned or instructed by the government. If 

so, it could be read as an early attempt by the government to obtain access to such phones rather than 

resorting to a complete ban. However, following the involvement of Etisalat in the UAE 

government’s attempts to gain access to Blackberry devices, RIM reportedly provided access to 

Blackberry data for the UAE government in April 2011,681 as they did for Saudi Arabia and Kuwait 

in 2010.682 This evolution of Blackberry surveillance in the UAE demonstrates the gradual evolution 
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of surveillance architectures towards centralised national solutions rather than device-based 

surveillance that are less efficient and more difficult to maintain for the telecoms companies.683 As 

such, the economic priorities of national telecoms companies play a key role in these negotiations, 

both as interested parties and as the means through which potential surveillance solutions can be 

tested. 

Finally, telecoms companies also engage in the reinterpretation of human rights values in a 

similar way to surveillance suppliers analysed in the previous chapter. In 2013 a security researcher 

claimed to have been approached by Mobily, a telecoms company in Saudi Arabia. Mobily 

reportedly asked for his assistance in the interception of social media apps including Whatsapp and 

Twitter.684 The request, from their “Network and Information Security Department”, indicated that 

it came from the Saudi government, saying that “we are working in defining a way to deal with all 

such requirements from regulator and it is not only for Whatsapp, it is for whatsapp, line, viber, 

twitter etc..”. This researcher stated that: 

One of the design documents that they volunteered specifically called out compelling a 

CA [certificate authority] in the jurisdiction of the UAE or Saudi Arabia to produce 

SSL [encryption] certificates that they could use for interception. A considerable 

portion of the document was also dedicated to a discussion of purchasing SSL 

vulnerabilities or other exploits as possibilities.685 

 

The inclusion of the UAE as well as Saudi Arabia is interesting, suggesting linked surveillance 

systems in the two states. This quotation also highlights an alternative strategy for telecoms 

companies instead of purchasing surveillance capabilities from external providers, instead recruiting 

individuals as contractors to build a similar system internally. When Mobily’s request for assistance 

was rejected by the researcher, citing “privacy reasons”, their response was as follows: 

I have same thoughts like you freedom and respecting privacy, actually Saudi has a big 

terrorist problem and they are misusing these services for spreading terrorism and 

contacting and spreading their cause that’s why I took this and I seek your help. If you 

are not interested than maybe you are on indirectly helping those who curb the freedom 

with their brutal activities.686 
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Here the telecoms company representative altered human rights values by assimilating them into the 

broad definition of national security used in Saudi Arabia. They then used these values to attempt to 

persuade the researcher to cooperate, claiming that the alternative to surveillance is ‘curbing 

freedom’. This goes beyond the moral manoeuvre of elision considered so far in this chapter, 

incorporating several of the themes explored earlier in this thesis.  

Overall, this section has argued that telecoms companies play a key role in both censorship 

and surveillance, between technology suppliers and government organisations. Telecoms companies 

alter the values in cybersecurity in ways not addressed by norm-based alternatives, by eliding their 

commercial motivations into wider national security concerns, and manipulating human rights values 

in a similar manner to surveillance suppliers.  

 

*** 

 

This chapter has examined the moral manoeuvre of elision. It began by showing how specialised 

cybersecurity companies created cybersecurity knowledge in the region. It then investigated portable 

concepts within this knowledge, including network visibility and insider threats, arguing that these 

concepts elide the difference between commercial and national security environments in 

cybersecurity by facilitating both national surveillance and protective organisational measures. 

Finally, it explored the role of telecoms companies in censorship and surveillance, arguing that they 

also elide commercial and national security values in their unique role between governments and 

surveillance suppliers. Overall, this chapter has demonstrated that actors outside the scope of cyber 

norms perform moral manoeuvres by renegotiating both values and technical concepts in 

cybersecurity, extending the theoretical framework of this thesis beyond norm-based alternatives. 
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Chapter 10. Conclusion 

 

Cybersecurity in Egypt and the Gulf states continues to change, reflecting the myriad flows 

of information with which it is concerned. The Gulf crisis in June 2017, marking the end of the 

period studied by this thesis, illustrates this fluctuating terrain well. The immediate pretext for the 

ostracisation of Qatar by Egypt, Saudi Arabia, the UAE and Bahrain was genuine footage of the 

Qatari emir Sheikh Tamim Al-Thani that appeared on the website of Qatar News Agency (QNA) 

just after midnight on 24 May 2017, but with fabricated text that portrayed him as expressing support 

for Iran and the Muslim Brotherhood. Following its publication, news agencies in the quartet states 

picked up the story almost immediately, suggesting that they were prepared for its release. At least 

three dailies in Saudi Arabia and one in UAE led with it in their morning headlines on 24 May.687  

Qatar's investigation, supported by the FBI and the UK National Crime Agency, concluded 

that the appearance of the video was the result of a cyber operation against QNA.688 Sources told the 

international press that the UAE or Saudi Arabia hired Russian contractors to conduct the operation. 

The Washington Post reported unnamed US national security officials as saying that the intrusion 

was carried out by contractors working for the UAE.689 Separately, The New York Times cited 

anonymous US and Qatari officials as blaming Russian hackers for hire, and the Guardian reported 

observers' suggestions that the UAE or Saudi Arabia had commissioned the hackers.690 In addition, 

on 20 June the Qatari attorney-general claimed Qatar had evidence that iPhones from the quartet 

countries were used in the operation.691 While the Qatar crisis had many long term causes, the use of 
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cyber means to initiate the complete ostracization of a neighbouring state was a new development in 

the region and in the politics of cybersecurity more generally. 

Social media was also used strategically for disinformation during the Qatar crisis. The sites 

'Qatarileaks' and ‘The Qatar Insider’ were created at around the same time, carrying anti-Qatar 

propaganda. Just before the ostracisation, but after the QNA incident, an unknown individual offered 

the private emails of the influential UAE ambassador to Washington, Yusuf Al-Otaiba, to several 

US news outlets.692 These emails indicated that Otaiba had significant influence with several think 

tanks and government figures including the President’s advisor and son-in-law Jared Kushner, as 

well as a lavish lifestyle and anti-Qatar posture. Their publication was probably a Qatari response to 

the earlier cyber operation. Both sides also recognised the importance of social media in shaping 

public opinion in their favour.693 Throughout August, a popular Saudi figure on Twitter misleadingly 

interpreted the quantity of anti-Qatar hashtags as demonstrating popular support against the ruling 

Al-Thani family in Qatar, even though most of those accounts were located in Saudi Arabia.694 In 

December, the popular 'Saudi citizen' account was hijacked, tweeting pro-Al Thani comments.695 

The fervent nationalism inculcated on both sides by the Qatar crisis has led to new understandings 

of the effects and limits of digital technologies, and of cybersecurity itself. 

This brief account of the Qatar crisis suggests that cybersecurity continues to be a widely 

contested and highly relevant aspect of politics in Egypt and the Gulf states, contributing to drastic 

changes in the political landscape of the region. More generally, the theoretical lens employed by 

this thesis can also be used to understand moral dynamics elsewhere in international politics. This 

chapter concludes the thesis by exploring some of these avenues, after first summarising the 

argument and contributions of the thesis, its policy implications, and limitations. 
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10.1 Argument and contributions 

 

This thesis has answered the research question: how can we explain the nature of 

cybersecurity in Egypt and the Gulf states? This thesis has argued that cybersecurity is built on an 

ambiguous professional discourse that combines several referents – i.e. who cybersecurity protects 

against what – into a generic ‘organisational’ cluster of values in cybersecurity. Various actors in 

Egypt and the Gulf states use this ambiguous professional discourse to perform what I call moral 

manoeuvres: the alteration of values and technical claims and the renegotiation of the relationship 

between the two. These actors are either invested, meaning that they seek to promote a particular 

value or cluster of values, or they are agnostic, seeking ends that do not include a commitment to 

any specific values. Each moral manoeuvre takes cybersecurity in a different direction, and their co-

existence is the key insight of this thesis. Thus, the nature of cybersecurity in Egypt and the Gulf 

states is syncretism, improvisation, and contradiction, arising from the mobilisation of an ambiguous 

expert discourse by various actors for very different purposes. 

This thesis began by situating its empirical research within the broader cybersecurity 

literature in IR. It highlighted the contribution of critical and constructivist theories to cybersecurity 

studies in IR, especially in their understanding of cybersecurity as contingently constructed for 

specific purposes. The thesis then placed the concept of moral manoeuvres directly in conversation 

with literature on ‘cyber norms’. It suggested that despite a clear political motivation to promote 

cyber norms, such norms have had little success in practice. Furthermore, cyber norms have suffered 

from similar problems identified by norm studies more broadly: they are interpreted differently by 

their advocates and opponents and used or ignored by various parties at different times. 

Consequently, although values play a key part in cybersecurity, an analysis in terms of norms leaves 

much to be explained.  

Instead, I used the distinction between invested and agnostic actors to specify four separate 

moral manoeuvres. First, actors invested in a particular value or cluster of values can seek to reframe 

their value preferences to fit the discourse, which I call alignment. Second, invested actors can do 

the opposite and seek to expand the discourse to fit their value preferences, which I call 
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appropriation. Third, actors who are agnostic between different values or clusters of values can seek 

to exploit the contradictions between those values within the discourse, which I call manipulation. 

Fourth, agnostic actors could also do the opposite and minimise these contradictions, which I call 

elision. 

The main empirical body of the thesis detailed these four moral manoeuvres. First, NGOs 

defined cybersecurity as an issue of government threats to individual rights rather than threats from 

a range of malicious actors to organisations. These actors aligned a rights-based conception of 

cybersecurity with the dominant organisational conception, contributing to debates over legitimate 

cybersecurity practices. 

Second, government agencies, especially ministries of interior and state security agencies, 

appropriated organisational values under an expansive concept of national security. These actors 

saw cybersecurity technologies as national-level intelligence capabilities, and defined cybercrimes 

as political speech online rather than economic threats. This appropriation – using both discursive 

and more concrete forms of power – inverted the rights-based views of NGOs, casting rights activists 

as cybersecurity threats to the state rather than vice versa. 

Third, surveillance suppliers to the governments of Egypt and the Gulf states manipulated 

both organisational and human rights values to maintain sales of surveillance technologies. These 

actors used both sophisticated technical claims about their capacity to monitor surveillance software 

once sold and new institutional structures to place the ‘misuse’ of such technologies within a broader 

risk framework. Although exporting states deployed different mechanisms to private companies, 

both manoeuvred between national security and human rights to retain flexibility in their sales 

decisions. 

Fourth, the wider cybersecurity industry elided value differences between commercial and 

national security environments, using portable technical concepts to facilitate the sale of 

cybersecurity technologies in both settings. Specialised cybersecurity companies and their local 

resellers used their core role in the production of cybersecurity knowledge to transfer technologies 

and practices between these two environments. Telecoms companies also elided their commercial 

incentives for censorship and surveillance behind national security requirements. 
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Together, these four moral manoeuvres constituted the key dimensions along which 

cybersecurity took shape in Egypt and the Gulf states. Their simultaneous performance, improvised 

creatively in the context of – but not always as a response to – other invested and agnostic actors, 

moulded the contours of the cybersecurity landscape, preserving and even amplifying the 

contradictions and ambiguities present in the original professional discourse. The practical 

consequences of these moral manoeuvres were extensive, including the creation of new international 

agreements, new laws and regulations at both domestic and regional levels, new public and private 

structures for accountability, and new technical knowledges.  

Through its development and application of the concept of moral manoeuvres, this thesis 

has made three original contributions to IR. First, it has provided a more detailed understanding of 

the moral dynamics of cybersecurity than that available through critical security studies, showing 

how actors actively redirect the ambiguous cybersecurity discourse identified by critical 

cybersecurity scholars in multiple dimensions, rather than reciprocal securitisations and counter-

securitisations. Second, this thesis has put forward new data on an underexamined issue in a 

previously unstudied region to demonstrate the utility of the concept of moral manoeuvres. This data, 

including sensitive interviews, participant observation in professional conferences, and the discourse 

analysis of laws and regulations, technical reports and leaked documents, is useful to both 

cybersecurity and Middle East studies. The third contribution of this thesis is to the literature on 

cyber norms. Many scholars have noticed how the performative and interpretative nature of values 

and norms has undermined relatively mechanical models of norm adoption in the international 

system. This thesis argued that the concept of norm should not necessarily be diluted to take account 

of the fluid and often instrumental quality of values in cybersecurity, as these dynamics can instead 

be theorised as moral manoeuvres.  

 

10.2 Policy implications 

 

The argument of this thesis is relevant not only for IR theory, but also to policymakers, 

cybersecurity practitioners and individual users of digital technologies. In this section I relate the 
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findings of this thesis to policy recommendations on cyber norms and the cybersecurity ‘skills gap’, 

primarily issued in US and European think-tanks, governments and supranational institutions. 

First, this thesis suggests that cyber norms are the beginning rather than the end of contest 

and competition over values in cybersecurity. The empirical research of this thesis shows that 

international agreements and conventions are not only provisional but are continually liable to 

fundamental change, because actor-groups perform moral manoeuvres rearticulating the values and 

technical claims underlying these normative prescriptions. Consequently, more attention should be 

paid to what comes after the establishment of cyber norms, not just in terms of compliance but also 

in terms of reinterpretation and rearticulation of the scope and purpose of cybersecurity itself.   

For example, as Chapter 8 demonstrated, the Wassenaar amendment was incorporated by 

both surveillance suppliers and exporting states into a moral manoeuvre that manipulated both 

national security and human rights values to maintain prior sales practices. The policy implication 

of this finding is a requirement for increased transparency around ethical decisions made by 

exporting states and companies. This could include the publication of instances, even anonymised, 

where export licences are revised and resubmitted (rather than simply the number of licences 

granted), and where companies cease cooperation or change their contracts based on export 

stipulations. This call for transparency can be extended to states in which many rights violations take 

place, asking them to release details of their investigations into such violations if they are conducted. 

Another example is the Budapest Convention on Cybercrime, championed by many 

policymakers in the US and Europe who seek a means to prosecute malicious cyber actors outside 

their jurisdictions. However, as demonstrated in Chapter 7, the Budapest Convention was 

incorporated into the moral manoeuvre of appropriation, where cybercrime is expanded to target 

political speech online rather than economic threats. The policy challenge for organisations 

implementing or advising on cybercrime legislation is to anticipate how emerging issues such as 

disinformation and opinion shaping might enable further appropriation of cybersecurity concepts 

and their use against political opposition.  

The second set of policy implications are around cybersecurity expertise. Cybersecurity 

experts are in great demand in many regions of the world. This demand is often characterised as a 
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cybersecurity “skills gap”, where “cyberattacks are growing, but the talent pool of defenders is not 

keeping pace”.696 Policy responses to this skills gap focus on adapting curricula, creating 

competitions to demonstrate technical skill, and training staff on-the-job.697 However, these policies 

are hampered by the unclear content of cybersecurity expertise. Cybersecurity professionals appear 

to require a vast range of skills from communications, compliance, data analytics and organisational 

psychology, as well as information technology.698 

The approach to expertise taken in this thesis means we should rethink concerns over a 

cybersecurity “skills gap”. The skills gap stems from a supposed mismatch between the level of risk 

and the number of cybersecurity experts. However, this level of risk is itself the result of a successful 

performance by those experts. Cybersecurity risk expands as more knowledge pools are brought to 

bear on cybersecurity, with ever more additions to the “attack surface”. As long as cybersecurity 

continues to accrue social and political capital, this proliferation of relevant domains will continue, 

and the required repertoire of the “sufficiently skilled” cybersecurity professional will continue to 

expand. A gap is the wrong metaphor for this process, as it obscures the connection between 

expanding expert performance and increasing risk. 

Finally, this thesis also has policy implications at an individual level. First, and most 

obviously, individuals should take responsibility for protecting themselves and their data from 

cybersecurity threats, especially if they are in particular at-risk groups. There are good resources 

available for individuals to understand these threats and take easy steps to mitigate them.699 Second, 

individuals can also personally reflect on the cybersecurity values around them using the concept of 

moral manoeuvres outlined in this thesis. Where they are involved in the alteration of values or 

redefinition of technical concepts in ways that are traced in the empirical body of this thesis, 

individuals can use the concept of moral manoeuvres to recognise this phenomenon as it happens. 

                                                                
696 ISACA, ‘2016 Cybersecurity Skills Gap’ (Cybersecurity Nexus, January 2016), https://perma.cc/3BZV-

K2LY. 
697 Rebecca Vogel, ‘Closing the Cybersecurity Skills Gap’, Salus Journal 4, no. 2 (2016): 32–46. 
698 John Pironti, ‘The Changing Role of Security Professionals’, Infosecurity Magazine, 15 January 2013, 

https://perma.cc/88PD-6HCU. 
699 For example, https://ssd.eff.org/en, https://securityplanner.org/  
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By doing so, individuals could seize such moments of fluidity to rearticulate cybersecurity 

differently, to create space for new conceptions of cybersecurity and resist dominant interpretations. 

 

10.3 Limitations 

 

This section examines the limitations of the empirical research conducted for this thesis. All 

research designs have limitations and constraints created by their philosophical premises, 

methodological directions, and practical requirements. Consequently, although the research design 

chosen was most suitable for the research question asked by this thesis, especially as the first IR 

study of an understudied region in an understudied issue, it nonetheless included unavoidable 

limitations. I detail three methodological limitations, corresponding to the three main methods used 

in this thesis: discourse analysis, interviews, and participant observation, and then a specific 

limitation due to the topic of cybersecurity. These limitations do not invalidate the conclusions of 

this thesis: rather, they create opportunities for future work. 

First, the discourse analysis conducted in this thesis was limited in terms of the corpus 

selected and its analysis. Future research could conduct a more systematic study of speeches and 

other pronouncements on cybersecurity by national governments in Egypt and the Gulf states, rather 

than focusing on cybersecurity strategies and laws. Including this corpus would provide a richer 

basis for the analysis of appropriation in Chapter 7. This thesis also conducted predominantly textual 

rather than multimodal discourse analysis. Security studies suggests that images securitise issues in 

a wide variety of ways,700 while cybersecurity scholars have argued that visualisation is a key aspect 

of creating cybersecurity worldviews.701 I collected a large set of images used in cybersecurity 

conferences and cybersecurity professional documents, and a different research design would 

include a semiotic analysis of these images. 

                                                                
700 Roland Bleiker, ‘The Aesthetic Turn in International Political Theory’, Millennium 30, no. 3 (1 December 

2001): 509–33; Lene Hansen, ‘Theorizing the Image for Security Studies: Visual Securitization and the 

Muhammad Cartoon Crisis*’, European Journal of International Relations 17, no. 1 (1 March 2011): 51–74. 
701 Peter Hall, Claude Heath, and Lizzie Coles-Kemp, ‘Critical Visualization: A Case for Rethinking How We 

Visualize Risk and Security’, Journal of Cybersecurity 1, no. 1 (1 September 2015): 93–108. 



267 

 

The second method used in this thesis was interviews, with limitations in both their selection 

and conduct. A larger number of interviews would enable the investigation of broader patterns and 

provide greater empirical weight to the material used in the thesis. The interview process was limited 

both in terms of language (interviews were all conducted in English), and because it was semi-

structured. While this allowed interviewees space to explore their personal understanding of 

cybersecurity, it made it difficult to explicitly address the interviewee’s conception of the relevant 

values for cybersecurity at the outset of the interview. A structured approach to interviews may 

provide a different kind of empirical data to test the view of moral manoeuvres presented in this 

thesis. Finally, the scope of interviews was restricted to cybersecurity experts. Other interview 

strategies could include activists or hackers in the region without an emphasis on expertise, adding 

to excellent work on hacker communities in Europe.702  

The third method used in this thesis was participant observation, which was limited by the 

transient conference sites chosen. Other scholars have attempted to access a professional 

cybersecurity environment using long-term participant observation in SOCs (Security Operations 

Centres). These scholars have identified several new aspects of cybersecurity expert performance, 

including detailed information about workflows and reflections on their perceived status.703 While 

the conference participant observation in this thesis successfully accessed the professional 

community on a larger scale than an individual SOC, I was unable to observe the day-to-day work 

of cybersecurity professionals in this region. Following a particular organisation or a smaller group 

of individuals for a more sustained period may provide a contrasting insight into cybersecurity 

professional practices.  

Reflexive analysis of my own epistemological, moral, and other commitments is an 

important aspect of participant observation. In this analysis, I attempted to avoid two related pitfalls. 

The first is an assumption of superiority: that the interpretation offered here is somehow truer, better, 

                                                                
702 Leonie Maria Tanczer, ‘Hacktivism and the Male-Only Stereotype’, New Media & Society, 14 January 

2015. 
703 Sathya Chandran Sundaramurthy et al., ‘A Tale of Three Security Operation Centers’, in Proceedings of 
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50; S. C. Sundaramurthy et al., ‘An Anthropological Approach to Studying CSIRTs’, IEEE Security Privacy 

12, no. 5 (September 2014): 52–60. 
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or more accurate than an ‘inside’ interpretation. The second is a refusal of symmetry. As Latour 

notes, ethnography often reserved for those who are assumed not to be ‘Modern’ and it is not applied 

symmetrically to Modern practices.704 To counter these pitfalls, the analysis above is an intervention 

in a conversation not only with other academics, but with conference participants as well, to be 

judged and critiqued on both levels. Furthermore, cybersecurity professionals, as highly qualified 

graduates of advanced engineering and scientific courses, are as Modern in Latour’s sense, if not 

more so, than any social scientist who works with and alongside them. Consequently, my methods 

and conclusion are as open to critique by them as much as their practices are questioned here. 

  As well as these limitations stemming from research design, there is a more specific 

limitation to empirical research on cybersecurity in Egypt and the Gulf states. One of the underlying 

themes of this thesis is that cybersecurity is an inclusive issue area, involving a wide range of actors. 

This assisted my empirical research as it facilitated my access to areas that may not be available to 

researchers without the ‘cybersecurity’ label. However, it also means that the identity of a researcher 

is a useful one to adopt for many cybersecurity actors who are not in fact researchers, with two 

striking examples. 

The first example involves phishing emails: emails that purport to be from a legitimate contact 

that either convince the target to provide credentials or enable the introduction of malware to the 

target network. Some phishing emails sent by cybersecurity threat actors look very similar to the 

emails I sent asking for interviews. For example, this is a phishing email sent to a journalist working 

on technology and human rights in the Gulf:705  

 

 

 

 

 

                                                                
704 Bruno Latour, On the Modern Cult of the Factish Gods (Durham NC; London: Duke University Press 

Books, 2010). 
705 Marczak and Scott-Railton, ‘Keep Calm and (Don’t) Enable Macros: A New Threat Actor Targets UAE 

Dissidents’. 
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From: andrew.dwight389@outlook.com 

Subject: FW: Correspondence RequestGreetings Mr. Donaghy, 

 

I have been trying to reach you for comment and I am hoping that this e-mail reaches 

the intended recipient. My name is Andrew Dwight and I am currently writing a book 

about my experiences in the Middle East. My focus is on human factors and rights issues 

in seemingly non-authoritarian regimes (that are, in reality, anything but). I was hoping 

that I might correspond with you and reference some of your work, specifically this 

piece ([MALICIOUS LINK]), for the book. I’m quite impressed with the way you 

articulate this complex issue for the masses, and hope to have a similar impact with my 

book. 

 

Happy New Year, 

 

Andrew 

 

This email was sent by a group named Stealth Falcon, likely associated with the UAE government 

(detailed in Chapter 6). The link in the email above was intended to install malware on the device of 

the targeted individual. Many of my email approaches to cybersecurity professionals looked similar, 

as they included a brief summary of the topic, a request for discussion, and a reason for contacting 

that particular person (although I did not include any links). This demonstrates a limitation of 

interview-based research on cybersecurity in Egypt and the Gulf; namely, that potential interviewees 

are already suspicious of researcher profiles like mine. Consequently, these emails were rarely 

successful, and I relied on face-to-face meetings and referrals to obtain interviews.  

The second example is a set of documentaries by the UK channel ITV aired in 2016, which 

presented undercover footage of Saudi Arabia including executions, floggings, and extensive 

poverty.706 This series relied on activist networks in Saudi Arabia and undercover filming. The 

journalists who entered Saudi Arabia to film for this documentary did so using the cover of a UK-

based cybersecurity company, and they even signed up to a cybersecurity conference in Saudi Arabia 

to obtain a visa. This journalistic methodology closely resembled my research design, as I also 

attended cybersecurity conferences in Saudi Arabia and across the region. Although this deception 

is clearly outside the ethical boundaries of my research – my attendance at cybersecurity conferences 

was a core part of the research, rather than a front for another purpose – it meant that cybersecurity 

                                                                
706 ITV, ‘Saudi Arabia Uncovered - Exposure Episode 1’, Press Centre, 9 March 2016, https://perma.cc/68PL-

XQBP. 



270 

 

conferences were not only populated by the cybersecurity professional community, but were also 

targeted as a lever for access to Saudi Arabia by individuals with very different purposes. 

 

10.4 Further work 

 

This section details further work on the concept of moral manoeuvres in three directions in 

addition to the alternative research designs above: first, on cybersecurity in Egypt and the Gulf states; 

second, on cybersecurity more widely; and third, on IR issues outside cybersecurity. Each direction 

is suggested by the theoretical logic of this thesis, as it would extend or challenge the concept of 

moral manoeuvres in different ways. 

Further work on cybersecurity in Egypt and the Gulf states could extend the empirical 

research of this thesis to other actors such as large multinational technology companies like Google, 

Apple, and Microsoft, or ‘platform’ companies like Twitter or Facebook. Although these companies 

do not have the same relationship to human rights values as NGOs, they do not have the same 

national security connections as surveillance suppliers, specialist cybersecurity companies, or 

telecoms monopolies. Investigating whether and how these companies perform moral manoeuvres 

in the region would be a logical extension of the theoretical approach taken here. It could also 

examine ‘compound’ moral manoeuvres, combining the four moral manoeuvres in this thesis. 

Further work could also examine other aspects of cybersecurity expertise in this region. One 

route to take would be to emphasise gender as a structuring device for the cybersecurity profession 

itself. I treated the gender assumptions behind cybersecurity technologies, organisations, and 

individuals briefly in Chapter 4, recognising that further work is required. Another might be to take 

a postcolonial approach to cybersecurity expertise. An analysis of cybersecurity experts in these 

terms would investigate the national and ethnic hierarchies behind apparently technological and 

organisational concepts of cybersecurity, and the ways in which colonial or semi-colonial legacies 

shape cybersecurity more broadly. 

Looking outside Egypt and the Gulf states, further work could ascertain whether the four 

moral manoeuvres identified in this thesis are present in other regions within the issue area of 
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cybersecurity. Specifically, I argued that Egypt and the Gulf states share a hybrid approach to 

cybersecurity governance between the two poles of a multistakeholder and cyber sovereignty model, 

due to their close security ties to the US and Europe and their support of the ITU with other 

authoritarian states. Further studies could take a strategy of contrast, exploring whether moral 

manoeuvres are also performed in regions that fit more clearly within the bipolar model, such as 

China. It could also take a strategy of similarity, investigating whether actors in other hybrid states 

such as Brazil, India, or Kenya also perform the moral manoeuvres identified here. 

Finally, the concept of moral manoeuvres could be deployed elsewhere in IR where there is 

an ambiguous and influential expert discourse. Consider, for example, climate change. The 

significant problems and contradictions in climate change politics stem not just from disagreements 

about how best to act, or what rules to follow, but from very different moral judgements of actors 

(states, companies, individuals) and objects (materials, territories, species, ecosystems, 

economies).707 Climate change also incorporates several value clusters, including human rights.708 

However, value judgements in climate change are also dependent on an ambiguous professional 

discourse, depending on technical claims about historic carbon emissions, consequences of industrial 

development, damage to species and habitats, and the operation of offsetting schemes.709 Climate 

change, therefore, would be a suitable alternative issue area in which to assess the wider applicability 

of the concept of moral manoeuvres. 

Another potential issue area in which to examine moral manoeuvres is artificial intelligence 

(AI). AI fundamentally challenges dominant value structures in IR, as it involves human 

relationships with unusual actors – artificially intelligent machines – that raise a range of moral issues 

regarding fairness, justice, exploitation, compassion and so on. In AI, policy work recognises that 

satisfactory AI control in morally challenging situations, such as cars or weapons, is difficult even 
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within standard moral theories.710 However, it understates the depth of expert contest over the design 

of AI and its place in society. It also bypasses the larger issue that AI is likely to change accepted 

modes of moral decision-making themselves. If AI is used to make value judgements on a massive 

scale about other algorithmic systems, as with social media content, then value judgement itself, like 

other AI-enhanced human faculties, will become more discrete and rule-bound (although not less 

complex). Consequently, the examination of moral manoeuvres in AI would provide an important 

extension to the focus on cybersecurity here. 

In conclusion, the concept of moral manoeuvres provides an original contribution to existing 

IR theories, especially on international norms. The fourfold typology of moral manoeuvres proposed 

here could be extended within the region to include gender and postcolonial legacies, applied to other 

hybrid regions in cybersecurity, or deployed in other issue areas where there is an ambiguous and 

influential expert discourse and multiple value positions, such as AI and climate change. There are 

many other areas of IR with similar features, such as development, finance, and food production, 

and so the concept of moral manoeuvres has a wide range of potential applications. One of the 

fundamental questions in IR is the place of values in a world infused with myriad forms of power. 

This thesis offers a new perspective on this profound and persistent question through the concept of 

moral manoeuvres. By piercing the carapace that envelops all forms of expertise, especially around 

ubiquitous digital technologies, it has tracked the ambiguities and tensions in values and facts that 

constantly diffuse and coalesce beneath the surface of international politics. 
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