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Abstract

Deep Learning (read neural networks) has emerged as one of the most exciting and powerful
tools in the statistical machine learning toolbox. Neural networks over the past decade
have defeated incumbent state of the art models in computer vision, natural language
processing, and reinforcement learning; amongst a myriad of other fields. Though these
achievements are impressive, neural networks remain surprisingly brittle, especially in the
case of smaller network architectures. They can easily overfit, yielding poor performance
on unseen data, and are remarkably susceptible to small perturbations and noise on their
inputs. White noise on images has been shown to consistently alter the predictions of
neural networks trained for classification. In a more targeted adversarial setting, where
a hypothetical adversary has agency on the exact form of the input perturbation, these
adverse effects are even more drastic.

As these networks are increasingly deployed on our devices and in critical decision
making systems, it is in the community’s broader interest to develop methods that not
only allow smaller neural networks to generalise, but to develop methods that are robust
to random and adversarially targeted perturbations on data.

An obvious candidate method to do this is to train neural networks with random
perturbations on their training data, with the hopes that they are then able to make pre-
dictions that are robust to these perturbations. The limitations of this approach are well
documented, as it only confers a strong degree of robustness to the exact perturbation dis-
tribution used at training time. As such, it doesn’t confer a ‘broad spectrum’ robustness
that one might hope. However, using these methods at test-time can confer this sought
out certifiable robustness, one which we study at length in the context of Variational Au-
toencoders, a class of deep probabilistic model which experience Gaussian noise injections
by design.

These methods also confer other overlooked benefits. For analytic simplicity, due to
their finite moments, we focus our analysis on Gaussian Noise Injections (GNIs); but this
analysis paves the way for the study of other forms of noise added to neural networks.
As we demonstrate, in the case of GNIs during training, neural networks are regularised
to learn a function that is biased towards lower frequencies in the Fourier domain. This
tends to yield networks that not only generalise better to unseen data, but also have
better calibrated predictions in the classification setting, meaning that the predictions
they output are inherently more trustworthy. We also nuance this portrait, by showing
that neural networks trained with gradient descent related methods also experience bias
when trained with GNI, meaning that they will learn functions that aren’t true minimizers
of the objective function they are optimising for.

To present a unifying view with which to study GNI, this work ends with a framework
using tools of Harmonic analysis, that explains both the lower frequency bias and the
adversarial robustness conferred by GNI on neural networks.

This work presents a novel perspective from which to study deep probabilistic models
(that of neural networks experiencing noise on their inputs), provides a comprehensive
review of the positive and negative effects of training neural networks with GNI, and paves
the way for the study of the effects of other types of noise on neural network training.
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Prologue

Definition 0.1 (Noise). An unwanted signal or a disturbance.

Example usage: Picture a lush quiet suburb, with chirping birds and sunshine. You
are lying in your garden, in a sun-chair, the rustle of leaves above you is lulling you
to sleep. As your eyelids are beginning to shut your neighbour suddenly revs up his
cacophonous lawnmower. Your gentle afternoon slumber is shattered by the throaty rattle
of the machine as it manicures the neighbouring lawn. The chirping birds have flown
away; and the sun once gently kissing your skin is now giving you a headache. Noise has
ruined your afternoon.

Now you’re a Carnegie Hall audio-engineer. You and your team have meticulously
spent your days and nights rigging the hall with recording equipment for the Bavarian
Radio Symphony Orchestra’s upcoming performance. The night goes well and at first
glance you’ve produced an immaculate recording of their sublime rendering of Bach’s
Toccata and Fugue in D minor. A few days later you listen to it once again, and something
doesn’t feel right. You turn up the volume and you hear a subtle hiss and crackle in
the right channel. Was it faulty equipment producing static noise 7 A bad microphone
connection 7 An exposed wire 7 These questions will haunt you as you fight tooth and
nail to expunge noise from the recording. Noise has, once again, ruined your day.

Even psychologists and economists have a bone to pick with noise. Judges and doctors
have been shown to give markedly different verdicts and diagnoses, depending on the time
of day (Tversky and Kahneman, 1974). This unreliability, this noisiness in human decision
making is something we might want to (reasonably) strangle at the source.

Why then would I study scenarios where we willfully add noise to neural networks
involved in making critical predictions 7 If noise is the great destroyer of reliable decision
making, who in their right mind would do such a thing ? You might (understandably) call
for me to be locked up in a padded cell for dedicating years of my life to the topic !

Well dear Reader, in the subsequent pages I hope to convince you that this was a
worthwhile endeavour, and that intuitions about noise we carry from the broader world
are not adequate for describing the effects of noise on neural networks. Indeed, rather
counter-intuitively, noise provides an elegant and simple method that can help train neu-
ral networks that output more robust, accurate, and better calibrated predictions. It is
perhaps, at least in machine learning, not the enemy we make it out to be.
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2 1. Introduction

Figure 1.1: We have an image of a panda (left) and that same image corrupted with
white noise (right). The image on the right can clearly still be identified as a panda.
Nevertheless attacks of this form have been surprisingly effective against neural networks
(Szegedy et al., 2014; Shamir et al., 2019; Goodfellow et al., 2015; Papernot et al., 2016;
Moosavi-Dezfooli et al., 2016; Franceschi et al., 2018). Figure taken from (Cohen et al.,
2019).

Neural networks have entered the mainstream. They power the recommendation sys-
tems that underpin e-commerce websites. They’re behind the ever-present voice assistants
in our homes. Soon they might even be behind the steering wheels of our cars. However,
ask someone when they last interacted with a neural network, and most people will stare
back at you blankly. They operate out of view in the shadows of our phones, computers,

and factories; working subtly to improve the efficiency of many systems.

Though they are ubiquitous, neural networks remain remarkably fragile. Some of the
most sophisticated deep learning models can be broken by simply adding small pertuba-
tions to their inputs (Szegedy et al., 2014; Shamir et al., 2019; Goodfellow et al., 2015;
Papernot et al., 2016; Moosavi-Dezfooli et al., 2016). Perturbations that would not fool a

human break neural network predictions (see Figure 1.1).

Not only are the networks fragile, they’re also prone to overfit in supervised settings,
meaning that any performance increases on training data actually induce worse perfor-
mance on held-out test data. As an extreme example, consider the case where the number
of neural network parameters is equal to the number of training samples. The neural net-
work can effectively ‘memorise’ the training set, fitting to the noise and residual variation

in the training data, and thus being unable make accurate predictions for data the network
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has not been trained with (Bishop, 2006). An interesting, rather counter-intuitive, phe-
nomena occurs for neural networks that have more parameters than data-points. Beyond
this threshold the generalisation gap (the difference between test set loss and training
set loss) begins to diminish once more as the number of parameters increases, eventu-
ally falling below the minimum gap obtained in the small number of parameter regime

(anything less than the number of datapoints) (Nakkiran et al., 2019).

For applications where such large networks are unsuitable; such as applications on
low-power devices, low-memory devices, or that require fast-predictions; improving test-
set performance without increasing the number of parameters is of critical importance.
In the traditional statistics setting, methods that reduce the gap between training and

test-set performance are called reqularisation methods.

If one wanted to address the first flaw, the inherent brittleness of networks to pertur-
bations, one could train a network under noised and perturbed data expecting that it will
learn to deliver reliable predictions even under noisy conditions. The caveat to this idea
is that this will only work if the noise at test-time has the same distribution as the noise
used during training. The aim of this work is to show that the benefits and effects of
injecting noise into neural networks at train and test-time go much deeper than providing
very limited protection to perturbations. Indeed they provide a simple mechanism by
which practitioners can improve the generalisation and the robustness to adversarial per-
turbations of neural networks. As we demonstrate they constitute a simple regularisation
method that can improve test-set performance and the calibration of networks when used
at training time. But they can also improve the adversarial robustness of networks when

used at test-time.

More formally, noise injections are a family of methods that involve adding or multi-
plying samples from a noise distribution, typically an isotropic Gaussian or a Bernoulli
distribution, to the weights and activations of a neural network during training. The
benefits of such methods, in terms of generalisation to unseen data, are well documented
(Srivastava et al., 2014; Kingma et al., 2015; Poole et al., 2014). Though the regularisation
conferred by such noise injections can be observed empirically, and there have been many

studies on the benefits of noising data (Bishop, 1995; Cohen et al., 2019; Webb, 1994),
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there have been few studies on understanding the benefits of methods that inject noise

throughout a network.

Because of their simple properties (such as finite higher moments) and of their wide-

1

spread appearance in real-world systems - we focus our attention and analysis on noise

injection methods with Gaussian noise.

By their nature these noise injections are ripe for studying under two lenses: the
explicit and implicit effects, introduced by Wei et al. (2020) for Bernoulli dropout. The
explicit effect is the added term we obtain to the loss function when we marginalise out
the noise we have injected. We present this explicit effect for Gaussian noise in our first

presented work (§3).

The implicit effect is then the effect of the remainder from the marginalisation per-
formed to extract the explicit effect. Though Wei et al. (2020) present empirical evidence
that this effect is significant — they do not build a theoretical framework to explain how
and why this remainder may have an effect. In our third work (§4) we construct such
a framework by focusing on the way noise injections alter the dynamics of Stochastic
Gradient Descent (SGD) and how these altered dynamics then impact neural network

performance.

We also show that the stochastic layers of deep probabilistic models; such as Variational
Autoencoders (VAEs) are directly related to Gaussian noise injections. This observation

forms the crux of our second and fourth presented works (§5 & §6).

To summarise, this thesis is structured as follows:

e We begin with a literature review that presents context to understand the heart of

the presented material (§2).

e Subsequent to this we study the explicit effect of Gaussian noise injections, which is

the effect they have on neural networks when we marginalise out the injected noise

(83)-

In conversations with companies manufacturing analog processors to accelerate deep learning,
we’ve discovered that analog processors inadvertently inject Gaussian noise into neural network
parameters and activations. As a result, understanding the effects this noise has on neural network
training is of vital importance for such manufacturers.
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e To nuance the benefits of Gaussian noise we also show that these injections can
induce bias that degrades the performance of models trained with stochastic gradient

descent (§4).

e To increase the applicability of our analysis we show that deep probabilistic models
with Gaussian priors, such as Variational Autoencoders (VAEs), inadvertently ex-
perience Gaussian noise on the inputs of their constituent networks, and that this

noise improves the adversarial robustness of these models (§5).

e Finally we end with a more holistic perspective that unifies and simplifies much
of the previous analysis. We develop a set of tools from the functional analysis of
Gaussian Spaces, a type of measure space, to study VAEs and more broadly to study

neural networks trained with Gaussian noise on their inputs (§6).

The four works presented in the subsequent have all been published. The first (§3) was
published at The Annual Conference on Neural Information Processing Systems (Neurips),
the second (§4) at The International Conference on Machine Learning (ICML), and the
third and fourth work (8§85 & §6) at The Society for AI and Statistics (AISTATS). Note
that this thesis is presented in integrated format. The works are presented reformatted
using the current thesis formatting but are word-for-word reproductions of the published

works and as such each chapter includes its own abstract and detailed background sections.

Other works written during my DPhil candidacy, influenced by and building upon the

subsequent presented works, include:

e Improving VAEs’ Robustness to Adversarial Attack, M Willetts, A Camuto, T Rain-
forth, S Roberts, C Holmes, International Conference on Learning Representations

(ICLR), 2021

o (Certifiably Robust Variational Autoencoders, B Barrett, A Camuto, M Willetts, T

Rainforth, AISTATS, 2022

e Learning Bijective Feature Maps for Linear ICA, A Camuto, M Willetts, B Paige,
C Holmes, S Roberts, AISTATS, 2021
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e Fractal Structure and Generalization Properties of Stochastic Optimization Algo-
rithms, A Camuto, G Deligiannidis, MA Erdogdu, M Giirbiizbalaban, U Simsekli,
Lingjiong Zhu, The Annual Conference on Neural Information Processing Systems

(Neurips), 2022

1.1 Contributions

Though the ideas for the subsequent works were mine, they would not have been possible

without the help and support of many collaborators.

In §3 the theory, experiments, and writing were my work. Matthew Willetts, Umut

Simsekli, Stephen Roberts, and Chris Holmes contributed guidance on writing and theory.

In §5 the theory, experiments, and figures were mostly my doing. Theorem 5.2 and
some of the writing were the work of Matthew Willetts, Tom Rainforth, Stephen Roberts,

and Chris Holmes.

In §4 Theorem 4.6, Theorem 4.5 (and the very expansive associated Appendices), and
some of the writing were the work of Xiaoyu Wang, Lingjiong Zhu, Chris Holmes, Mert
Giirblizbalaban, and Umut Simsekli. All other theorems, experiments, figures, and most

of the writing were my work.

In §6 the theory, experiments, and writing were my work. Matthew Willetts con-

tributed guidance on writing and theory.



CHAPTER 2

BACKGROUND

To provide a fuller context for understanding the four works that constitute the body of

this thesis, in the subsequent we present a review of:

e Neural networks and their different architectures.

e Subsequently we present how neural networks are trained using stochastic gradient

descent (SGD) and the connections between SGD and differential equations.

e We then show how noise injections are performed on neural networks and how they

have been studied prior to this, particularly in the adversarial attack setting.

e Finally we end with a review of deep probabilistic models, focusing on Variational
Autoencoders (VAEs), and how their constituent networks experience Gaussian noise

injections.

Given this thesis is in integrated format, the main body of the thesis also includes
separate background and exposition sections for each work. These provide additional
mathematical backgrounds and literature reviews important for understanding each indi-

vidual chapter.
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2.1 Neural Networks

Neural networks are sets of connected computational ‘units’, which, though they are not
powerful in isolation, can accomplish incredibly sophisticated tasks in aggregate. This
modularity and composability is one of their key strengths, in that defining a more complex

model simply requires adding more units of computation.

Other models, such as tree-based models like Random Forests also have this character-
istic. However, what these models lack is a library of incredibly rich architectures, which
are specific patterns and arrangements of the computational units, to draw from. As we
will briefly overview, these specialized architectures have allowed neural networks to excel

in many domains.

To understand neural networks, one must first understand their constituent compu-
tational units. Each of these units is at its core, a generalised linear model (GLM), or
‘perceptron’ in 1960s terminology (Rosenblatt, 1963). In the generalised linear setting,
which is a supervised learning setting, we have a dataset where each datapoint (or ‘covari-
ate’) x € R™ has an associated label y € R™. Our model has weights w € R™*" a bias
b € R™, an element-wise activation function x (i.e in our notation k(x) is equivalent to
[k(z1) ... k(x,)]"), and our objective is to minimize the log-likelihood of the labels y, given
data x, with respect to the parameters {w,b} to find the optimal parameters {w*, b*}
(Haykin, 1999; Bishop, 2006). With a training dataset composed of N data-label pairs D,

we minimize the expected log-likelihood over D

where  p(y|x;w,b) = p(y|x(wx + b)), (2.2)

and p(D) is the empirical distribution of the training dataset D, i.e of the data-label pairs

(x,¥). The manner in which this optimisation is performed is covered in §2.2. If & is

1
14+e—%

the sigmoid function (K(l‘) = ) and the conditional probability p(y|x;w,b) is the
Bernoulli distribution, we recover the case of binary classification, used when y € {0, 1}.
If x is the identity function, and the conditional probability p(y|x; w,b) is some member

of the exponential family, we recover the case of linear regression where y can lie in R.
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Note that for notational simplicity the bias can be represented by augmenting the
covariates with a ‘1’, such that x is now the concatenation of the original covariates and

a ‘1’ element. The weights now lie in w € R”*("*+1) and we have that,

w" = min E,p) [log p(y[x; w)] (2.3)
where  p(y[x; w) = p(y[r(wx)). (2.4)

To lessen burden on notation, this is a perspective we take in the main chapters of this

thesis and in the subsequent exposition on multi-layer perceptrons.

2.1.1 Multi-layer perceptrons and Dense Layers

GLMs are not particularly powerful models, however they are inherently composable, in
that the outputs of one GLM can constitute the covariates x of another (Rumelhart et al.,
1986; Haykin, 1999; Bishop, 2006). By stacking multiple GLMs in parallel as ‘layers’, and
by feeding the outputs of one layer into another GLM layer, we obtain a dense ‘network’
of connections and learnable parameters, which in aggregate form a neural network. More
formally, if we denote the output of one set of GLM, formally the i*! layer ‘activations’,
as h; € R™ (where each set of activations is concatenated with a 1 element to represent

bias terms), we have the following recursive relationship:

hZ(X) = K (Wihi_l(x)) N (25)

where hg = x, W; € R"*"i-1

and the model’s D weights are now divided into L layers: w = {Wy,.., W} € RP,
and W;, i = 1...L are matrices. We now learn the parameters (split into L layers) by
minimizing

*

w* = min E, p) [log p(ylx; w)] (2.6)

where  p(y|x; w) = p(y|x (Wrhi(x))), Wy € R™",
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® input neuron

e hidden neuron

®  output neuron

Figure 2.1: Fully connected architecture. Each layer of neurons is densely connected to
the next by weights (represented as lines).

and hy(x) effectively contains the output of the computations executed by all previous

layers in the neural network and m is the dimensionality of the output and labels y.

In the setup we’ve described, the tunable weights at each layer are multiplied to each
of the previous layer’s activations. For a visual illustration of this see Figure 2.1. This
sort of architecture is suitable for analysing covariates that are independent, or that are
not sequential in time (such as time-series data), or spatially organised (such as image
data) (Bishop, 2006). The modularity and flexibility of neural networks means that other
architectures that are better suited to these problems have been developed. The bulk
of this work, for simplicity of theoretical analysis, focuses on dense layers. Nevertheless
for completeness we present a brief overview of other architectures we use, in particular

convolutional networks.

2.1.2 Convolutional networks

Images are one of the most prevalent forms of digital data. The widespread distribu-
tion of smartphones with cameras has created an explosion in the number of images we
generate and in turn has created opportunities for applications that can process images
and generate medical classifications, silly-filters, or real time image stabilisation (among
many many others). At the core of this image processing revolution lie convolutional
neural networks (ConvNets), ingenious twists on the MLP architecture above which are
better suited to spatially structured data like images (Fukushima, 1980; LeCun et al.,
1989, 1998b; Krizhevsky et al., 2012).
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Images are typically 3-dimensional data structures consisting of a width, height, and
depth — or ‘number of channels’. In the case of the commonly used RGB colour encoding,
each unique ‘pixel’ in the set of width x height pixels of the images is represented by 3

integers (one for each colour channel) in the range [0, 255].

In a convolutional layer, Each neuron consists of a weight kernel and a non-linear
activation function (as before). This kernel is a set of weights, multiplied as a dot product
with input data, the output of which is then fed through a non-linear activation function.
This process is very similar to that of an MLP that we described before. The core difference

between MLPs and ConvNets lies in the fact that:

e Each weight kernel of dimensions w x h x d (d is often the same as the depth of the
image) is only multiplied (as a dot product) to a subset of the image of dimensions
width X height x depth. Convolutional parameters are thus more sparsely connected

to inputs (compared to the densely connected weights of MLPs).

e This kernel is then shifted around the image, whereby each movement consists of a
shift across s pixels in the width, depth or height of the image, every time performing
a dot product operation between the weight kernel and a portion of the image of

dimensions w X h X d. s is called the ‘stride’ of the kernel.

e Each neuron thus produces a feature map of width (width — w)/s + 1 and height
(height — h)/s + 1 (see Figure 2.2 for an illustration). As the depth of the kernel is
in practice often the same as that of the processed image, the number of channels of

the resulting output is the same.

In practice, note that the input covariates can be padded (meaning we add data around
the original covariates, such as Os or 1s), to accommodate kernel-size and stride lengths
that wouldn’t fit neatly within the original covariate dimensions. A convolutional layer is
then a set of k kernels, each producing a feature map, such that output of a convolutional
layer is a set of & maps of varying dimensions. Features maps can then serve as the
inputs to other convolutional layers or as inputs to ‘pooling’ layers, which reduce the
dimensionality of feature maps by extracting summary statistics. Pooling layers operate

in the same manner as a convolutional layer, but instead of having a kernel with learnable
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® neuron

' kernel

’ feature map

T

Figure 2.2: Convolutional kernel movement across an input of dimensions width x height x
depth and the resulting feature map generated.

parameters, they extract a single statistic, such as the mean, or the max over the patch

of size w x h x d (LeCun et al., 1989, 1998b).

2.1.3 Back-propagation

A core property of neural networks is that their layers can not only be composed together
to form a complex structure of computations that feed into one another; their structure is
such that, given a sufficiently regular loss function with respect to the network output, the
derivative of said loss with respect to network parameters can be computed fairly simply.
More formally, if we define a neural network as a mapping fw : R" — R, parameterised
by weights w, for a function £, that is once differentiable with respect to its inputs, then
we can calculate:

Vw [L(fw(x))], where x is a covariate.

The calculation of these derivatives is rather simple, in that we can recursively apply the
derivative chain rule to each layer, starting with the output (L*") layer (Rumelhart et al.,

1986; Bishop, 2006):
IL(fw(x)) _ OL(fw(x)) Ohrk

8WL7]7]€ 8hL7k GWLJ’]C’

where k indexes over the activations of the output layer and j indexes over the activations
of the (L — 1) layer. Because the metric £ is once differentiable with respect to (w.r.t)
its inputs, the first term is easy to calculate. Similarly, if we constrain our activation

functions to be once differentiable w.r.t its inputs, the second term can be calculated



13 2. Introduction

with ease. From this we obtain a recursive relationship for the calculation of parameter

derivatives:
N;
OLUw(x)) _ OLUw(x)) Ohis _ 5~ OL(fw (X)) Ohis1y Ohip
OWi jk Ohij Wik = Ohiy1 Ohie OWijk
= ~——— ~—_———

already calculated for (i+1)thlayer easy to calculate

We can efficiently calculate the derivative of each layer’s parameters, starting with the final
output layer, as the computations used for the next layer directly determine the gradients

for the current layer.

This ability to easily calculate the parameter derivatives forms the core of how modern
neural networks are trained, as the networks can then learn and iteratively update their
parameters using optimisation algorithms that are related to Gradient Descent. We use
the recursive nature of gradient descent when ascertaining the kurtosis and skewness of

the gradient noise induced by GNIs in §4.

2.2 Stochastic Gradient Descent and Differential Equations

Training a neural network for classification or regression tasks is carried out by tun-
ing the parameters of the network to optimise the marginal likelihood of a set of la-
bels y given features x. With a training dataset composed of data-label pairs D =
{(x0,¥0)---(xn,yn)} and a feed-forward neural network with D parameters divided into L
layers: w = {W1,..., W} € R, our objective is to minimise the expectation of negative
log likelihood (Bishop, 2006) over the empirical data distribution of data-label pairs (x,y),
p(D):

L(D;w) = —Epp) log pw(y[x). (2.7)

Under maximum likelihood estimation, our aim is to find the optimal set of parameters
w* satisfying:

w* = argmin £(D; w). (2.8)

w

Stochastic Gradient Descent (SGD) and it’s variants are the most prevalent optimi-

sation routines that underpin the training of very large state-of-the-art neural networks.



14 2. Introduction

Under SGD, we estimate equation (4.1) by sampling a mini-batch of data-label pairs
B C D,
L(B;w) = —Ex yplog pw(y|x) = L(D;w), (2.9)

and use the gradients of this simpler object to perform optimisation. SGD optimises
equation (4.1) and approximates w* using iterative parameter updates. At training step

k we can write this (discrete) update as:

whtl = wk — pV . L(B; wh), (2.10)

where p is the step-size for updates, also known as the network’s learning rate (Robbins
and Monro, 1951; Ruder, 2016).

When we train without sampling batches, and train the network with D at each time-
step with updates w*t! = wk — pV_ . L(D;w*), we have the following continuous time

approximation to gradient descent, by taking the step-size p — 0,

dw' = —VL(D;w?).

When we consider stochastic gradient descent, with a batching process B, we must
consider the noise that is added to the above differential equation by the sampling of
batches. This noise stems from the inherent stochasticity in approximating the ‘true’
gradient over the dataset VL (D;wF) with that of a mini-batch B, V. L(B;wF). We
denote this noise:

Up(w) = Vi L(B; WF) — V 1« L(D; wh). (2.11)

Because of this noise, the continuous time approximation becomes a stochastic differential
equations (SDE) and there have been many studies modelling the dynamics of SGD using
SDEs under different noise conditions (Agapiou et al., 2014; Simsekli et al., 2019a,b;
Nguyen et al., 2019; Simsekli et al., 2020; Gao et al., 2018; Jastrzebski et al., 2017). By
far, the most prevalent assumption is to model the gradient on the network parameters
as having multivariate Gaussian (i.e Brownian motion) noise: Uy (w) ~ N(0,0%I). This is

rationalised by the fact that by the the central limit theorem, the sum of estimation errors
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in equation (2.11) is approximately Gaussian. Using this we can rewrite the parameter
update for SGD as:
k+1 _ k ok
w'T =w" — pL(D; w”) + pUg(w). (2.12)

We obtain the following continuous stochastic differential equation to approximate the

gradient updates (Welling and Teh, 2011; Simsekli et al., 2019b; Mandt et al., 2016):
dw' = —VL(D;w") + Vvo2dB?, (2.13)

where B? is the standard d-dimensional Brownian motion, o is the assumed noise variance

for U.

Recent research suggests that for large neural networks the aforementioned Gaussian
assumption may not always be appropriate. Instead, in many settings, gradient noise is
heavy-tailed (Simsekli et al., 2019b; Simsekli et al., 2020). We must now apply the gen-
eralised central limit theorem (Gnedenko and Kolmogorov, 1954; Johnson and Samworth,
2005) to characterise Ux(w). This theorem, as the name suggests, is a generalization of
the Central Limit Theorem, that states that for a sequence of independent and identically
distributed (i.i.d.) random variables whose distribution has a power-law tail with index
0 < a < 2, the normalised sum converges to a heavy-tailed distribution called the a-stable
distribution (S,) as the number of summands grows. If a« > 2 we recover the central limit
theorem, whereby the sum converges to an aS distribution with stability parameter «

equal to 2, which corresponds to a Gaussian distribution.

We offer a more complete introduction to aS distributions in §4, but broadly note
that as the stability parameter a decreases the distribution becomes increasingly heavy-
tailed. Assuming that our gradient noise is symmetric we have Uy (w) ~ SaS(0?, a), where
SaS(a?, a) denotes the D-dimensional symmetric alpha stable distribution with variance
02 ! across each dimension and direction dependent tail-parameter o = (a;,1 < i < D),

such that each coordinate can have its idiosyncratic parameter «;. The stochasticity of

SGD, before modelled by Brownian motion, is instead better modelled by Lévy motion

IThis scale parameter can also be direction dependent, but for notational simplicity, and later
analytic simplicity in §4 we use a scalar.
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(Simsekli et al., 2019b),
dw' = —VL(D;w") + p&T_1 odLt,, (2.14)

where L is a D-dimensional a-stable Lévy motion. Empirically, SGD with small batch
sizes and large learning rates tends to favour ‘wider’ minima in the loss function energy
landscape (Jastrzebski et al., 2017; Keskar et al., 2019). In the context of Lévy motion,
this tendency to land in wider minima can be described using metastability analysis, under
which we measure the minimum time, the first exit time 7, for the network parameters w
to exit a local minima. Broadly, this first exit time can be shown to only depend on the
‘width’ of the minima and the value of a.. Imkeller and Pavlyukevich (2006) show that for
the one-dimensional case the expected first exit time is:

o a®

E[r] 5 (2.15)

where a is the width of the local minima, and b = paT_lo' is the noise scale. For decreasing
« and noise scale b, under more heavy-tailed noise, SGD favours ever wider minima.
Imkeller et al. (2010) generalise this result to the D-dimensional case and the result is
broadly similar. Given a D-dimensional vector of tail parameters, the first exit time
depends on the width in the dimension ¢ where the Lévy process has the smallest «;, i.e

the direction in which it is most heavy-tailed.

More generally, we use this perspective on SGD to analyze the effect of GNIs on the

dynamics of gradient descent in §4.

2.3 Noise Injections in Neural Networks

Consider an L layer network with no noise injections. We obtain the activations h =
{hy, ...,h}, where hg = x is the input data. When performing a noise injection procedure,
the value of the next layer’s activations depend on the noised value (indicated by a tilde) of

the previous layer. We denote the intermediate, soon-to-be-noised value of an activation,
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® input neuron
e e hidden neuron

® output neuron

O added Gaussian noise

Figure 2.3: Here we show a fully connected network experiencing noise injections on its
activations.

for a network consisting of dense layers (also known as a multi-layer perceptron: MLP):
fli = R(Wihi_l), (2.16)

where x is some non-linearity. This intermediate value is then itself noised by some

element-wise operation o:

h; = h; o€;. (2.17)

We can, for example, add isotropic Gaussian noise with covariance o2I, o € R to each

hidden layer unit:

h; = ljll + €, € ~ N(O, 021). (218)

Under this procedure we have p(fli]fli, €)=N (Hl’flz, o?I). Alternatively, we can multiply
by Gaussian noise, so h; = hOe, € ~N (1,0%I) (where ® is element-wise multiplica-
tion). This is an injection generally referred to as Gaussian Dropout (Srivastava et al.,
2014; Kingma et al., 2015; Wang and Manning, 2013). Under both forms of noise injection
we obtain a noised loss £, which corresponds to the original loss function £ when expe-
riencing GNI under the noising process p(h|h) = Hf p(h;|h;). This process is obtained,
as described above, by applying the perturbations € to the activations at each layer. We

can describe the noised loss, when marginalising over the noising process (hence the lack
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of dependence on €), as:

L(B;w) = Exy~plogEg g Pw(ylh). (2.19)
Generally one estimates this noised likelihood using Jensen’s inequality:

E(‘Bv W) Z Eﬁwp(fl‘h) 10gpw(Y’B>' (2'20)
x,y~B

This lower bound means we have shifted probability mass away from the maximum like-
lihood estimate of the label y to other labels. We have effectively introduced greater
uncertainty into our model: under the noising process detailed in equation (2.18) the ex-
pected value of the log likelihood of the model py shifts away from the true target y.
Intuitively, the error from Jensen’s inequality decreases as our noise distribution standard
deviation o decreases. As o — 0, for an individual noise sample €, L(B;w,€) — L(B;w)

As such, o controls the degree to which we regularise our marginal likelihood.

Recent work by Wei et al. (2020) studies the effect of Bernoulli multiplicative noise
(simply referred to as dropout, where ¢ ~ Ber(p), p being the ‘dropout rate’). They
study this noise by taking a divide and conquer approach to their analysis. The first
effect they study is the explicit effect of the injections, which is an added term to the
loss function obtained when marginalising out the noise injections. When marginalising
over the injected noise, we are effectively studying the ‘mean’ effect of the noise injections.
They show that this term is positive, offering a consistent objective for neural networks
to optimize, and has a regularising effect which improves generalisation performance of
neural networks, though they don’t offer an analysis as to why this is the case. They
then study the implicit effect, which is the remainder of the terms marginalised out in the
implicit effect. This corresponds to a study of the effect of the noisy loss’ deviation from
the ‘mean’ of the explicit effect. By its stochastic nature, this effect adds an additional
term to the loss that is neither consistently positive or negative and as such requires other
tools to study its effects on neural network. Wei et al. (2020) study this effect empirically
for Bernoulli dropout but don’t offer a theoretical framework by which to understand the

mechanisms of this effect. As a formal summary, the batch-wise loss under noise injections
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L can be expressed as the sum of the original non-noisy loss, to which we added the explicit

and implicit effects:

L(B;w,€) = L(B;w) + E, [AE(B; w, e)}

explicit effect: ‘mean’ effect of injections

+ (AE(B; w,e) — E, [Aﬁ(B;w, e)]), (2.21)

~
implicit effect: ‘deviation’ from mean effect

where AL(B;w,€) = L(B;w,€) — L(B;w) is the difference between the noised loss and
the original non-noisy loss. In our study of noise injections in §3 & §4 we take a similar

approach and divide our study into that of the implicit and explicit effects.

It can also be helpful to study noise injections under the perspective of invariant models

(Eaton, 1989; Nalisnick and Smyth, 2018; Cohen and Welling, 2016).

Definition 2.1 (g-invariance). A family of statistical models pyw, indexed by their param-
eters w, is said to be g-invariant if pw(y|X) = pw(y|X), VX, where X is drawn from the

perturbative process q(X|x).

The key insight to glean from this definition and equations (2.19) and (2.20) is that we
are extending this concept of invariance, beyond the data-domain, to the activation domain
when using noise injections. We are training our model to keep predictions of the labels y
constant under the perturbative process p(hlh). Similarly Bernoulli dropout (Srivastava
et al., 2014), which multiplies samples from a Bernoulli distribution with parameter r to
the activations of a network, can be interpreted as a perturbative process with rate r on

the activations of a neural network:

0, with probability r
p(hh) = : (2.22)

h, with probability 1 —1r

We are effectively training the model to be invariant to the perturbative process, whether

it be samples from a Bernoulli or a Gaussian.

Note that the perturbative processes and noising operations can also be applied to

the weights of a neural network. Though our work here takes the perspective of noised



20 2. Introduction

activations, our results are directly translatable to the setting of perturbed weights.

Adversarial Robustness and Noise

The noise injection methods we have exposed and detailed previously operate in a manner
akin to randomised smoothing techniques for deterministic classifiers (Cohen et al., 2019;
Lecuyer et al., 2019). Whereas noise injections used for regularising purposes tend to
be inflicted at training time, randomized smoothing techniques operate at test time, and
add noise to the inputs of neural networks when making new predictions; leveraging the

randomness of noise injections to obfuscate adversarial attacks.

In adversarial settings for classification, a hypothetical adversary looks to apply small
distortions to data that produce network predictions that differ from the ‘true’ data la-
bel. In the generative model setting, particularly in the case of Variational Autoencoders
(VAEs, which we introduce in full in the next section), the adversary aims to produce re-
constructions from the VAE decoder (more on this in §5) that are close to a target image

(Gondim-Ribeiro et al., 2018a,b).

Critically, randomized smoothing techniques protect against adversarial attacks by in-
creasing the margin of robustness of neural networks. Formally this margin is the smallest
spherical radius r around a datapoint x, for which a classifier outputs the same prediction.
Cohen et al. (2019) show that this margin scales linearly with the standard deviation of
the injected noise (when using Gaussian noise). We use this idea of a minimum margin
of robustness when developing the theory on the adversarial robustness of Variational

Autoencoders in §5.

2.3.1 Deep Latent Variable Models

In probabilistic models, latent variables refer to hidden variables for which we cannot
obtain direct measurements. We can define a factorisation of the joint distribution for
each pair of datapoints and latents, and a set of associated model parameters. In the
Bayesian framework, we can define priors over variables expressing prior knowledge of
the distribution of variables, and different functional forms for probability distributions;

the choice of which as a whole define a generative model. We can even leverage neural
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Figure 2.4: Graph defined by Equation (2.23). Diamonds represent deterministic variables
and circles represent random variables. Arrows indicate conditional independence between
two variables. The plate represents the N pairs of x, z variables.

networks to parameterise the functional forms of these distributions, forming Deep Latent

Variable Models (DLVMs).

As an example, consider the case where we view a set of model parameters § € ©
as being deterministic, and not as a random variable to which we assign a prior (as
a proper Bayesian model would do). For issues of scalability and tractability this is a
perspective that is often taken by DLVMs. We have a dataset with N points D = {x;}
(t=1...N, x; € X), and a set of associated latents Z = {z;}, (i=1...N, z; € Z). The

joint over data and latents is then given by,
pg(D; Z) = pg(D|Z)p9(Z), 0 co. (2.23)

As before, in the case of supervised learning for neural networks, our aim is to find the

maximum likelihood estimate for our parameters 6:

0* = argmax py(D) = /deg(D|Z)p9(Z). (2.24)
0cO

We may also wish to learn the posterior of our latents given data. By Bayes’ Rule this is:

LY po(xilzi)pe(z:)
pg(Z‘D) - pe(D) ) (2.25)

where py(D) is given by the previous equation.

Both the posterior and the maximum likelihood estimate of parameters involve often
intractable integrals over the latents Z contained in the evidence py(D). The development

of methods that can both approximate this integral and scale to large datasets has been
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at the heart of the development of DLVMs. One such method, amongst others, has been
variational inference; where instead of calculating the evidence of data pg(D) directly, we

calculate a lower bound on it, the evidence lower bound.

Variational Bayesian Methods

Variational Bayesian methods are a family of techniques for performing inference on in-
tractable integrals, such as calculating the posterior over latent variables Z given data
x € X. The posterior distribution over this set of unobserved variables is approximated
by a variational distribution qg: pg(Z|D) = q4(Z), where ¢ is chosen to belong to a simpler
family of distributions Q than py(Z|D) (Blei et al., 2017), and ¢ is another set of param-
eters chosen to be deterministic. In Variational Inference the aim is then to minimize
the Kullback-Leibler (KL) divergence between g4(Z) and pg(Z|D) (Kullback and Leibler,
1951; Blei et al., 2017):

q5(Z) = arg min KL(qy(Z)||pe(Z|D)). (2.26)
q3(Z2)eQ

This KL is equivalent to:

KL(g4(Z)||pe(Z|D)) = —E,, (z)[log po(D|Z)] + KL(q(Z)||pe(Z)) + logpe(D)  (2.27)

= —L(D; 0, ¢) + logpy(D), (2.28)

where L£(D;0, ¢) is the evidence lower bound (ELBO) of the data, and py(Z) is typically
some simple factorisable prior over latents, such as an isotropic Gaussian. It can be shown

using Jensen’s inequality that £(D;0,¢) < logpg(D), hence the name ‘evidence lower

bound’.

Minimising this KL divergence w.r.t to ¢ is equivalent to maximising the ELBO of the
data L(D;0, ¢) over ¢, given the current estimate for 6. As this KL decreases, so too does
the discrepancy between the ELBO and the evidence log pg(D), and our approximation of
the ‘true’ evidence improves. If we chose the prior and the variational posterior to be of
simple families for which the KL is a tractable object (such as conjugate exponentials),

we now have a much simpler objective to compute.
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Figure 2.5: VAE DAG: the generative model [left] and variational posterior [right]. Sym-
bols are the same as in Figure 2.4.

Even so, our aim ultimately is to scale these methods to extremely large datasets.
In its current form, the ELBO does not offer gradients through which to differentiate
for gradient descent based algorithms; which can easily scale to millions of datapoints.
The innovation behind DLVMs is then to re-express the latents in such a manner so as
to be differentiable w.r.t the variational posterior parameters ¢. To illustrate this, and
because they form the bulk of our work on DLVMSs in §5 & §6, we consider the example

of Variational Autoencoders (VAEs).

Variational Autoencoders

VAEs, and models they have inspired, are deep neural networks that can perform vari-
ational inference for high dimensional data and large datasets. They introduce a joint
distribution over data x (in data-space X') and a set of latent variables z (in latent-space
Z): po(x,2) = pp(x|z)p(z) where py(x|z) is a distribution that matches the properties of
the data. The parameters of the likelihood py(x|z) are encoded by neural networks which
take in samples of z. A common choice of prior for the space Z is the unit normal Gaus-
sian: p(z) = N(0,I). As mentioned before, exact inference for these models is intractable,
and one performs amortised stochastic variational inference by introducing another infer-
ence neural network for the latent variables, ¢4(z|x), which often encodes the parameters

of another Gaussian, N'(ug(x), ¥4 (x)) (Kingma et al., 2015).

In the context of VAEs, we use amortised Variational Inference, which refers to the fact
that the parameters of the distributions pg(x|z) and g4(z|x) are data-dependent, meaning
they vary per-datapoint x. This amortisation allows for variational inference to scale to

very large datasets.

Given the factorisation of the joint specified above and given the amortisation of in-
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ference we can write an objective (Kingma and Welling, 2014):

£(D30,0) = Exp [Byy i log o (x12)] — KL(ao ()l p(2))] . (229)

qy is often referred to as the encoder network and py is referred to as the decoder network.
Typically one could not propagate gradients through the parameterised distributions to
train the encoder and decoder neural networks via gradient descent. To be able to do so
we employ the reparameterisation trick, which re-expresses the latent variables of the VAE
in deterministic form z = g(e, ¢), such that z is then differentiable w.r.t the parameters

¢. We must thus be able to find a distribution p(€), such that

z=g(€ p), €~ ple) = 2~ qy(z[x). (2.30)

For Gaussian variational posteriors for example we can draw samples from g4(z|x) as:

N

po(x) + (Eg(x))2 €, €~N(0,I), (2.31)

where f14(x) and X4(x)) are the mean and covariance parameterised by the encoder. This
is clearly equivalent to having sampled from the variational posterior N (jq(x), ¥4(x)),
and this expression is differentiable w.r.t to the encoder networks i4(x) and X4(x)) as
¢4(2|x) is now deterministic w.r.t ¢. We coin this layer the ‘stochastic’ layer of the VAE.
Note that it is clearly analogous to a Gaussian noise addition to py(x). We use

this observation at length in §5 & §6.

We then approximate the likelihood Ey (,/x) [log pg(x|2)] using M Monte-Carlo samples

from this stochastic layer:

M
1 1
Eq, (zx) [log po(x|2)] ~ i Zlogpg(xm¢(x) + (3(x))2 €), € ~N(0,I).
i=1

Draws from pp(x|z) are termed ‘reconstructions’ of the original data x in the VAE liter-
ature. These samples from the variational posterior can also be used to approximate the
KL divergence, but it has a tractable form in the case of a Gaussian prior and variational

posterior.



25 2. Introduction

As we can use gradient descent based methods to train VAEs, we can also use stochastic

batching for training as in 3.2.1. Our training objective then becomes:

L(B;0,9) = Exp |Eq, (sx) [log po(x|z)] — KL(g4(z[x)||p(2)) | , (2.32)

where we have substituted our expectation over the dataset for an expectation over a

sampled mini-batch B.
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Abstract

We study the regularisation induced in neural networks by Gaussian noise injec-
tions (GNIs). Though such injections have been extensively studied when applied to
data, there have been few studies on understanding the regularising effect they induce
when applied to network activations. Here we derive the explicit regulariser of GNIs,
obtained by marginalising out the injected noise, and show that it penalises func-
tions with high-frequency components in the Fourier domain; particularly in layers
closer to a neural network’s output. We show analytically and empirically that such

regularisation produces calibrated classifiers with large classification margins.

3.1 Introduction

Noise injections are a family of methods that involve adding or multiplying samples from a
noise distribution, typically an isotropic Gaussian, to the weights or activations of a neural
network during training. The benefits of such methods are well documented. Models
trained with noise often generalise better to unseen data and are less prone to overfitting
(Srivastava et al., 2014; Kingma et al., 2015; Poole et al., 2014).

Even though the regularisation conferred by Gaussian noise injections (GNIs) can be
observed empirically, and the benefits of noising data are well understood theoretically
(Bishop, 1995; Cohen et al., 2019; Webb, 1994), there have been few studies on under-
standing the benefits of methods that inject noise throughout a network. Here we study
the explicit regularisation of such injections, which is a positive term added to the loss

function obtained when we marginalise out the noise we have injected.

Concretely our contributions are:

e We derive an analytic form for an explicit regulariser that explains most of GNIs’

regularising effect.

e We show that this regulariser penalises networks that learn functions with high-
frequency content in the Fourier domain and most heavily regularises neural network

layers that are closer to the output. See Figure 3.1 for an illustration.

e Finally, we show analytically and empirically that this regularisation induces larger
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®  output neuron

y 7 ® input neuron
@ A @ 7 = /\/\/ L hidden neuron
@ O Q added Gaussian noise

Figure 3.1: Here we illustrate the effect of GNIs injected throughout a network’s activa-
tions. Each coloured dot represents a neuron’s activations. We add GNIs, represented
as circles, to each layer’s activations bar the output layer. GNIs induce a network for
which each layer learns a progressively lower frequency function, represented as a sinusoid
matching in colour to its corresponding layer.

classification margins and better calibration of models.

3.2 Background

3.2.1 Gaussian Noise Injections

Training a neural network involves optimising network parameters to maximise the margi-
nal likelihood of a set of labels given features via gradient descent. With a training dataset
D composed of N data-label pairs of the form (x,y) x € R%,y € R™ and a feed-forward
neural network with M parameters divided into L layers: w = {Wy,..., W}, w € RM
our objective is to minimise the expected negative log likelihood of labels y given data x,

—log pw(y|x) , and find the optimal set of parameters w* satisfying:

w, = argmin £(D; w), L(D;w) := —Ex y~p [log pw(y|x)] (3.1)

w

Under stochastic optimisation algorithms, such as Stochastic Gradient Descent (SGD), we

estimate £ by sampling a mini-batch of data-label pairs B C D.
L(B;w) = —Ex yplog pw(y|x) = L(D;w). (3.2)

Consider an L layer network with no noise injections and a non-linearity « at each layer.

We obtain the activations h = {hy,...,hy}, where hy = x is the input data before any
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noise is injected. For a network consisting of dense layers (a.k.a. a multi-layer perceptron:

MLP) we have that:
hy(x) = K(Wihi_1(x)). (3.3)

What happens to these activations when we inject noise? First, let € be the set of noise
injections at each layer: € = {€g,...,€r—1}. When performing a noise injection procedure,
the value of the next layer’s activations depends on the noised value of the previous
layer. We denote the intermediate, soon-to-be-noised value of an activation as flk and the

subsequently noised value as ﬁk:

o~

hi(x) = & (Wkﬁk_l(x)> . he(x) = hi(x) o e, (3.4)

where o is some element-wise operation. We can, for example, add or multiply Gaussian

noise to each hidden layer unit. In the additive case, we obtain:
he(x) = Bi(x) + e, e~ A(0,070). (3.5)

The multiplicative case can be rewritten as an activation-scaled addition:

~

hi(x) = ba(x) + e e~ N (0, ﬁi(x)a,ﬁ) . (3.6)

Here we focus our analysis on noise additions, but through equation (3.6) we can translate

our results to the multiplicative case.

3.2.2 Sobolev Spaces

To define a Sobolev Space we use the generalisation of the derivative for multivariate
functions of the form g : R — R. We use a multi-index notation o € R? which defines

mixed partial derivatives. We denote the o' derivative of g with respect to its input x as

D%g(x).
olelg

D = ozt ... 0z
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where [a] = 3% | |a;]. Note that x* = 225> ... 25? and a! = a1las ... agl.

Definition 3.1 (Cucker and Smale (2002)). Sobolev spaces are denoted W'P(Q),Q C R,
where 1, the order of the space, is a non-negative integer and p > 1. The Sobolev space
of index (1,p) is the space of locally integrable functions f : Q@ — R such that for every

multi-index o where || < | the derivative D®f ezists and D*f € LP(Q). The norm in
1

such a space is given by | fllyirq) = (Zla\él Jo \Daf(x)|pdx> L.

For p = 2 these spaces are Hilbert spaces, with a dot product that defines the Lo norm
of a function’s derivatives. Further these Sobolev spaces can be defined in a measure space
with finite measure p. We call such spaces finite measure spaces of the form W}L’p (R?)
and these are the spaces of locally integrable functions such that for every a where |a| <
I, Df € LL(RY), the LP space equipped with the measure p. The norm in such a space

is given by (Hornik, 1991):

P

g = ( 3 [ 1D 76PanG) | . € WiPR, ] < o0 ¥ € RE (3.1
| <l

Generally a Sobolev space over a compact subset € of R? can be expressed as a weighted

Sobolev space with a measure p which has compact support on 0 (Hornik, 1991).

Hornik (1991) have shown that neural networks with continuous activations, which
have continuous and bounded derivatives up to order [, such as the sigmoid function,
are universal approximators in the weighted Sobolev spaces of order [, meaning that they
form a dense subset of Sobolev spaces. Further, Czarnecki et al. (2017) have shown that
networks that use piecewise linear activation functions (such as ReLU and its extensions)
are also universal approximators in the Sobolev spaces of order 1 where the domain €2 is
some compact subset of R%. As mentioned above, this is equivalent to being dense in a
weighted Sobolev space on R? where the measure p has compact support. Hence, we can
view a neural network, with sigmoid or piecewise linear activations to be a parameter that

indexes a function in a weighted Sobolev space with index (1,2), i.e. fw € Wﬁ’2(Rd).
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3.3 The Explicit Effect of Gaussian Noise Injections

Here we consider the case where we noise all layers with isotropic noise, except the final
predictive layer which we also consider to have no activation function. We can express the
effect of the Gaussian noise injection on the cost function as an added term AL, which is
dependent on €7, the noise accumulated on the final layer L from the noise additions €

on the previous hidden layer activations.

L(B;w,e) = L(B;w)+ ALB;w,EL) (3.8)

To understand the regularisation induced by GNIs, we want to study the regularisation
that these injections induce consistently from batch to batch. To do so, we want to remove
the stochastic component of the GNI regularisation and extract a regulariser that is of
consistent sign. Regularisers that change sign from batch-to-batch do not give a constant
objective to optimise, making them unfit as regularisers (Botev et al., 2017; Sagun et al.,

2018; Wei et al., 2020).

As such, we study the explicit regularisation these injections induce by way of the
expected regulariser, E.p ) [AL(:)] that marginalises out the injected noise €. To lighten
notation, we denote this as E. [AL(-)]. We extract R, a constituent term of the expected

regulariser that dominates the remainder terms in norm, and is consistently positive.

Because of these properties, R provides a lens through which to study the effect of
GNIs. As we show, this term has a connection to the Sobolev norm and the Fourier
transform of the function parameterised by the neural network. Using these connections
we make inroads into better understanding the regularising effect of noise injections on

neural networks.

To begin deriving this term, we first need to define the accumulated noise £;. We
do so by applying a Taylor expansion to each noised layer. As in Section 3.2.2 we use
the generalisation of the derivative for multivariate functions using a multi-index «. For
example D%y, ;(hy_1(x)) denotes the o'l derivative of the i*® activation of the k' layer
(hi,;) with respect to the preceding layer’s activations hy_1(x) and D*L(hy(x),y) denotes

the o' derivative of the loss with respect to the non-noised activations hy(x).
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Proposition 3.1. Consider an L layer neural network experiencing isotropic GNIs at
each layer k € [0,...,L — 1] of dimensionality di,. We denote this added noise as € =
{€0,...,€r—1}. We assume hy, is in C* the class of infinitely differentiable functions. We

can define the accumulated noise at each layer k using a multi-index ay, € N1

o

1 e @ .
Eri= | z|:1aL' (D LhL,i(hL—l(X)))gL]ila i=1,...,dg
ar|=

) 1 N .
Eni=erit . Q—H(Dakhm(hk,l(x)))gkﬁl, i=1,...,dy, k=1...L—1

|k |=1

8():60

where x is drawn from the dataset D, hy are the activations before any noise is added,

as defined in Equation (3.3).

See Appendix A.1.1 for the proof. Given this form for the accumulated noise, we can
now define the expected regulariser. For compactness of notation, we denote each layer’s
Jacobian as J; € R%*% and the Hessian of the loss with respect to the final layer as
H; € R4 Each entry of J;, is a partial derivative of f,ﬁi, the function from layer k to

the i* network output, i = 1...dy.

fia 2 8%L 8L

Ohp,y  Ohps T oh | dhy, 10hT, 2
sz(x): , HL(X,y):

fiay Ty oL oL

Ohy 1 Ohy,d,, Ohr.a; Ohr 1 ahidL

Using these notations we can now define the explicit regularisation induced by GNIs.

Theorem 3.2. Consider an L layer neural network experiencing isotropic GNIs at each
layer k € [0,...,L — 1] of dimensionality di,. We denote this added noise as € = {eg, ...,
€r—1}. We assume L is in C™ the class of infinitely differentiable functions. We can

marginalise out the injected noise € to obtain an added requlariser:

L-1

Ee [AL(B:w, E1)] = Eyyos % 3 [o2Tr (L) HL(x, 7)35()] | +Ee [C(B, )]
k=0

where hy, are the activations before any noise is added, as in equation (3.3). E¢[C(+)] is a
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remainder term in higher order derivatives.

See Appendix A.1.2 for the proof and for the exact form of the remainder.

We denote the first term in Theorem 3.2 as:

R(B;w) = i akTr (I ()HL(x,y)Tk(x))] (3.9)
k=0

[\D\H

To understand the main contributors behind the regularising effect of GNIs, we first
want to establish the relative importance of the two terms that constitute the explicit effect.
We know that R is the added regulariser for the linearised version of a neural network,
defined by its Jacobian. This linearisation well approximates neural network behaviour
for sufficiently wide networks (Jacot et al., 2018; Chizat et al., 2019; Arora et al., 2019)
in early stages of training (Chen et al., 2020), and we can expect R to dominate the
remainder term in norm, which consists of higher order derivatives. In Figure 3.2 we show
that this is the case for a range of GNI variances, datasets, and activation functions for

networks with 256 neurons per layer; where the remainder is estimated as:

1000
1 ~
Ec [C(B,€)] ~ 150 > L(B;w,e) — R(B;w) — L(B;w).
1=0

These results show that R is a significant component of the regularising effect of GNIs. It
dominates the remainder E [C(-)] in norm and is always positive, as we will show, thus
offering a consistent objective for SGD to minimise. Given that R is a likely candidate for
understanding the effect of GNIs; we further study this term separately in regression and

classification settings.

Regularisation in Regression In the case of regression one of the most commonly
used loss functions is the mean-squared error (MSE), which is defined for a data label pair
(x,y) as

Lxy) = 5y~ () (3.10)
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Figure 3.2: In (a,b) we plot R(-) vs E¢ [C(-)] at initialisation for 6-layer-MLPs with GNIs at
each 256-neuron layer with the same variance o2 € [0.1,0.25,1.0,4.0] at each layer. Each
point corresponds to one of 250 different network initialisation acting on a batch of size 32
for the classification dataset CIFAR10 and regression dataset Boston House Prices (BHP)
datasets. The dotted red line corresponds to y = = and demonstrates that for all batches
and GNI variances R is greater than E [C(+)]. In (c,d) we plot ratio = | E¢ [C()]|/R(:) in
the first 100 training iteration for 10 randomly initialised networks. Shading corresponds
to the standard deviation of values over the 10 networks. R(-) remains dominant in early
stages of training as the ratio is less than 1 for all steps.

For this loss, the Hessians in Theorem 3.2 are simply the identity matrix. The explicit

regularisation term, guaranteed to be positive is:

L—1
1
R(B;w) = JExp [Z Ui(IIJk(X)II%)] - (3.11)
k=0
where o7 is the variance of the noise € injected at layer k and | - || is the Frobenius

norm. See Appendix A.1.4 for a proof.

Regularisation in Classification In the case of classification, we consider the case
of a cross-entropy (CE) loss. Recall that we consider our network outputs hy, to be the
pre-softmax of the logits of the final layer. We denote p(x) = softmax(hz(x)). For a pair

(x,y) we have:
C

L(x,y) = _ZYC log(p(x))ec), (3.12)

c=0

where ¢ indexes over C' possible classes. The hessian Hp (-) no longer depends on y:

H (%), = ' (3.13)
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Figure 3.3: Figure (a) shows the test set loss for convolutional models (CONV) and 4
layer MLPs trained on SVHN with R(-) and GNIs for ¢ = 0.1, and no noise (Baseline).
Figure (b) shows the trace of the network parameter Hessian for a 2-layer, 32-unit-per-
layer MLP where H; ; = #gwj, which is a proxy for the parameters’ location in the loss
landscape. All networks use ELU activations. See Appendix A.6 for more such results on
other datasets and network architectures.

This Hessian is positive-semi-definite and R(-), guaranteed to be positive, can be written

as:

L—-1
R(B:w) = S | Y 07 3 (diag (L () TI200)is | (3.14)
k=0

2%
where o7 is the variance of the noise € injected at layer k. See Appendix A.1.5 for the

proof.

To test our derived regularisers, in Figure 3.3 we show that models trained with R and
GNIs have similar training profiles, whereby they have similar test-set loss and parameter
Hessians throughout training, meaning that they have almost identical trajectories through
the loss landscape. This implies that R is a good descriptor of the effect of GNIs and that
we can use this term to understand the mechanism underpinning the regularising effect
of GNIs. As we now show, it penalises neural networks that parameterize functions with

higher frequencies in the Fourier domain; offering a novel lens under which to study GNIs.

3.4 Fourier Domain Regularisation

To link our derived regularisers to the Fourier domain, we use the connection between
neural networks and Sobolev Spaces mentioned above. Recall that by Hornik (1991), we

can only assume a sigmoid or piecewise linear neural network parameterises a function in
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a weighted Sobolev space with measure p, if we assume that the measure p has compact
support on a subset Q € R%. As such, we equip our space with the probability measure
p(x), which we assume has compact support on some subset  C R? where p(Q) = 1. We
define it such that du(x) = p(x)dx where dx is the Lebesgue measure and p(x) is the data
density function. Given this measure, we can connect the derivative of functions that are

in the Hilbert-Sobolev space W,i*(R%) to the Fourier domain.

Theorem 3.3. Consider a function, f : R — R, with a d-dimensional input and a single
output with f € W;}’Q(Rd) where p is a probability measure which we assume has compact
support on some subset  C R? such that () = 1. Let us assume the derivative of f,

Def, is in L*(R?) for some multi-index o where || = 1. Then we can write that:

d
S 1D e = [ 2|60 0)Gw 77+ Pl (3.15)
j=1

|a|=1

G(w,j) = wjF(w)

where F is the Fourier transform of f, P is the Fourier transform or the ‘characteristic
function’ of the probability measure p, j indexes over w = w1, ...,wq], * is the convolution

operator, and (-) is the complex conjugate.

See Appendix A.1.3 for the proof. Note that in the case where the dataset contains

2

finitely many points, the integrals for the norms of the form || D fy|%, (RY)
"

are approxi-
mated by sampling a batch from the dataset which is distributed according to the presumed
probability measure u(x). Expectations over a batch thus approximate integration over

R? with the measure u(x) and this approximation improves as the batch size grows. We

can now use Theorem 3.3 to link R to the Fourier domain.

Regression Let us begin with the case of regression. Assuming differentiable and con-
tinuous activation functions, then the Jacobians within R are equivalent to the derivatives
in Definition 3.1. Theorem 3.3 only holds for functions that have 1-D outputs, but we can
decompose the Jacobians Jj as the derivatives of multiple 1-D output functions. Recall,
that the i*" row of the matrix J, is the set of partial derivatives of f,f’i, the function from

layer k to the i'" network output, i = 1...dy, with respect to the k" layer activations.
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Figure 3.4: As in Rahaman et al. (2019), we train 6-layer deep 256-unit wide ReLU
networks trained to regress the function A(z) = ) . sin(2wriz + ¢(i)) with r; €
(5,10,...,45,50). We train these networks with no noise (Baseline), with GNIs of variance
0.1 injected into each layer except the final layer (Noise), and with the R(-) for regression
in (3.11). The first row shows the Fourier spectrum (x-axis) of the networks as training
progresses (y-axis) averaged over 10 training runs. Colours show each frequency’s am-
plitude clipped between 0 and 1. The second row shows samples of randomly generated
target functions and the function learnt by the networks.

Using this perspective, and the fact that each f,f ; € W,}’2 (R9%) (dy, is the dimensionality
of the k™ layer), if we assume that the probability measure of our space u(x) has compact

support, we use Theorem 3.3 to write:

1
R(Byw) = §]Ex~8

L-1

Z o2 Z Hch,i(X)H%]

k=0 i
1 L-1

= 520k Y B [Tk 7]

k=0 i

1 L-1

52 0k, D IS,
k=0 i Jal=1

1L—1 dy,
SN N IDS
k=0 i j=1

Q

2
d
L2 (R%)

Gri(w, )50 ;(w, ) * P(w)|dw (3.16)
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where hy = x, i indexes over output neurons, and G! ,(w,j) = w;Fy,(w), where FY, is
the Fourier transform of the function f,gi. The approximation comes from the fact that
in SGD, as mentioned above, integration over the dataset is approximated by sampling

mini-batches B.

If we take the data density function to be the empirical data density, meaning that it
is supported on the N points of the dataset D (i.e it is a set of J-functions centered on

each point), then as the size B of a batch B tends to N we can write that:

dy,
Jim_ R(B;w) Zokz L. Zl\gz,xw,ﬂgz,i(w,j) P (317)

Classification The classification setting requires a bit more work. Recall that our Ja-
cobians are weighted by diag(Hp (x))T, which has positive entries that are less than 1 by

Equation (3.13). We can define a new set of measures such that

dpis(x) = ding(H(x))Tp(x)dx, i = 1...dg

. Because this new measure is positive, finite and still has compact support, Theorem 3.3

still holds for the spaces indexed by i: W% (R9).

Using these new measures, and the fact that each f,f ; € Wﬁ;z (R%), we can use Theorem

3.3 to write that for classification models:
=
R(B;w) = 5 Z o Z Ex~s [diag(Hr (x))][|T5,i(x) ]3]

*Z%Z Z HDO‘me (R%)

i\a|1

22

i, )G (@, 5) * Pi(w)|dw (3.18)

o

Here P; is the Fourier transform of the i*" measure y; and as before gzi(wvj) =
wjf,gi(w), where .7-",?71- is the Fourier transform of the function f,fz Again as the batch

size increases to the size of the dataset, this approximation becomes exact.

For both regression and classification, GNIs, by way of R, induce a prior which favours
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smooth functions with low-frequency components. This prior is enforced by the terms
gg’i(w, j) which become large in magnitude when functions have high-frequency compo-
nents, penalising neural networks that learn such functions. In Appendix A.2 we also
show that this regularisation in the Fourier domain corresponds to a form of Tikhonov

reqularisation.

In Figure 3.4, we demonstrate empirically that networks trained with GNIs learn func-
tions that don’t overfit; with lower-frequency components relative to their non-noised

counterparts.

A layer-wise regularisation Note that there is a recursive structure to the penalisation
induced by R. Consider the layer-to-layer functions which map from a layer k — 1 to k,
hy(hg_1(x)). With a slight abuse of notation, Vy,, ,hy(x) is the Jacobian defined element-

wise as:
Ohy;

(Vhe he(x)), ;= Ohy—1,;(x)’

where as before hy, ; is the ith activation of layer k.

|V, hx(x)||3 is penalised k times in R as this derivative appears in Jo,J; ... Jg_1
due to the chain rule. As such, when training with GNIs, we can expect the norm of
[V, he(x)||3 to decrease as the layer index k increases (i.e the closer we are to the
network output). By Theorem 3.3, and Equations (3.16), and (3.18), larger ||V, _, hx(x)|3
correspond to functions with higher frequency components. Consequently, when training
with GNIs the layer to layer function hy (hg_1(x)) will have higher frequency components
than the next layer’s function hy.y;(hg(x)).

We measure this layer-wise regularisation in ReLU networks, using Vi, hy(x) = Wk

th column to zero

Wk is obtained from the original weight matrix Wy by setting its 4
whenever the neuron i of the k™ layer is inactive. Also note that the inputs of ReLU
network hidden layers, which are the outputs of another ReLU-layer, will be positive.
Negative weights are likely to ‘deactivate’ a ReLU-neuron, inducing smaller HVV;CH%, and

thus parameterising a lower frequency function. We use the trace of a weight matrix as

an indicator for the ‘number’ of negative components.

In Figure 3.5 we demonstrate that HW;@H% and Tr(Wy) decrease as k increases for
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Figure 3.5: We use 6-layer deep 256-unit wide ReLU networks on the same dataset as
in Figure 3.4 trained with (GNI) and without GNI (Baseline). In (a,b), for layers with
square weight matrices, we plot HWM\% In (c,d) we plot the trace of these layers’ weight
matrices Tr(Wy). For GNI models, as the layer index k increases, Tr(W}) and HWkH%
decrease, indicating that each successive layer in these networks learns a function with
lower frequency components than the past layer.

ReLU-networks trained with GNIs, indicating that each successive layer in these networks
learns a function with lower frequency components than the past layer. This striation and

ordering is clearly absent in the baselines trained without GNIs.

The Benefits of GNIs What does regularisation in the Fourier domain accomplish?
The terms in R are the traces of the Gauss-Newton decompositions of the second order
derivatives of the loss. By penalising this we are more likely to land in wider (smoother)
minima (see Figure 3.3), which has been shown, contentiously (Dinh et al., 2017), to
induce networks with better generalisation properties (Keskar et al., 2019; Jastrz¢bski

et al., 2017). GNIs however, confer other benefits too.

Sensitivity. A model’s weakness to input perturbations is termed the sensitivity. Ra-
haman et al. (2019) have shown empirically that classifiers biased towards lower frequencies
in the Fourier domain are less sensitive, and there is ample evidence demonstrating that
models trained with noised data are less sensitive (Liu et al., 2019; Li et al., 2018). The
Fourier domain - sensitivity connection can be established by studying the classification
margins of a model (see Appendix A .4).

Calibration. Given a network’s prediction §(x) with confidence p(x) for a point x,
perfect calibration consists of being as likely to be correct as you are confident: p(y =
ylp =r) =r, Vr € [0,1] (Dawid, 1982; DeGroot and Fienberg, 1983). In Appendix A.5

we show that models that are biased toward lower frequency spectra have lower ‘capacity
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measures’, which measure model complexity and lower values of which have been shown
empirically to induce better calibrated models (Guo et al., 2017). In Figure A.6.7 we show

that this holds true for models trained with GNIs.

3.5 Related Work

Many variants of GNIs have been proposed to regularise neural networks. Poole et al.
(2014) extend this process and apply noise to all computational steps in a neural network
layer. Not only is noise applied to the layer input it is applied to the layer output and
to the pre-activation function logits. The authors allude to explicit regularisation but
only derive a result for a single layer auto-encoder with a single noise injection. Similarly,
Bishop (1995) derive an analytic form for the explicit regulariser induced by noise injections
on data and show that such injections are equivalent to Tikhonov regularisation in an

unspecified function space.

Recently Wei et al. (2020) conducted similar analysis to ours, dividing the effects of
Bernoulli dropout into explicit and implicit effects. Their work is built on that of Mele
and Altarelli (1993), Helmbold and Long (2015), and Wager et al. (2013) who perform this
analysis for linear neural networks. Arora et al. (2020) derive an explicit regulariser for
Bernoulli dropout on the final layer of a neural network. Further, recent work by Dieng
et al. (2018) shows that noise additions on recurrent network hidden states outperform

Bernoulli dropout in terms of performance and bias.

3.6 Conclusion

In this work, we derived analytic forms for the explicit regularisation induced by Gaus-
sian noise injections, demonstrating that the explicit regulariser penalises networks with
high-frequency content in Fourier space. Further we show that this regularisation is not
distributed evenly within a network, as it disproportionately penalises high-frequency con-
tent in layers closer to the network output. Finally we demonstrate that this regularisation
in the Fourier domain has a number of beneficial effects. It induces training dynamics that

preferentially land in wider minima, it reduces model sensitivity to noise, and induces bet-
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ter calibration.
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Abstract

Gaussian noise injections (GNIs) are a family of simple and widely-used regularisa-
tion methods for training neural networks where one injects additive or multiplicative
Gaussian noise to the network activations at every iteration of the optimisation algo-
rithm, which is typically chosen as stochastic gradient descent (SGD). In this paper we
focus on the so-called ‘implicit effect’ of GNIs, which is the effect of the injected noise
on the dynamics of SGD. We show that this effect induces an asymmetric heavy-tailed
notse on SGD gradient updates. In order to model this modified dynamics, we first
develop a Langevin-like stochastic differential equation that is driven by a general
family of asymmetric heavy-tailed noise. Using this model we then formally prove
that GNIs induce an ‘implicit bias’, which varies depending on the heaviness of the
tails and the level of asymmetry. Our empirical results confirm that different types of
neural networks trained with GNIs are well-modelled by the proposed dynamics and
that the implicit effect of these injections induces a bias that degrades the performance

of networks.

4.1 Introduction

Noise injections are a family of methods that involve adding or multiplying samples from a
noise distribution to the weights and activations of a neural network during training. The
most commonly used distributions are Bernoulli distributions and Gaussian distributions
(Srivastava et al., 2014; Poole et al., 2014) and the noise is most often inserted at the level

of network activations.

Though the regularisation conferred by Gaussian noise injections (GNIs) can be ob-
served empirically, and there have been many studies on the benefits of noising data
(Bishop, 1995; Cohen et al., 2019; Webb, 1994), the mechanisms by which these injections
operate are not fully understood. Recently, the explicit effect of GNIs, which is the added
term to the loss function obtained when marginalising out the injected noise, has been
characterised analytically (Camuto et al., 2020): it corresponds to a penalisation in the

Fourier domain which improves model generalisation.

Here we extend this analysis and focus on the implicit effect of GNIs. This is the

effect of the remaining noise that has been marginalised out when studying the explicit
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Figure 4.1: Ilustration of the effect of GNIs added to a network’s activations. Each colored
dot represents a neuron’s activations. We add GNIs, represented as circles, to each layer’s
activations bar the output layer. Perhaps counter-intuitively, though the forward pass
experiences Gaussian noise, gradient updates in the backward pass experience heavy-tailed
asymmetric noise.

effect. In particular we focus on the manner in which such noise alters the dynamics of
Stochastic Gradient Descent (SGD) (Wei et al., 2020; Zhang et al., 2017). We show that
the implicit effect is driven by an asymmetric heavy-tailed noise on the SGD gradient

updates, as illustrated in Figure 4.1.

To study the effect of this gradient noise, we model the dynamics of SGD for a network
experiencing GNIs by a stochastic differential equation (SDE) driven by an asymmetric
heavy-tailed a-stable noise. We demonstrate that this model captures the dynamics of
networks trained with GNIs and we show that the stationary distribution of this pro-
cess becomes arbitrarily distant from the so-called Gibbs measure, whose modes exactly
match the local minima of the loss function, as the gradient becomes increasingly heavy-
tailed and asymmetric. Heavy-tailed and asymmetric gradient noise thus degrades network
performance and this suggests that models trained with the full effect of GNIs will under-
perform networks trained solely with the explicit effect. We confirm this experimentally

for a variety of dense and convolutional networks.'
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4.2 Background

4.2.1 Stable Distributions.

The Generalised Central Limit Theorem (GCLT) (Gnedenko and Kolmogorov, 1954) states
that for a sequence of independent and identically distributed (i.i.d.) random variables
whose distribution has a power-law tail with index 0 < a < 2, the normalised sum
converges to a heavy-tailed distribution called the a-stable distribution (S, ) as the number
of summands grows. An a-stable distributed random variable X is denoted by X ~
Sa(0,0, 1), where a € (0,2] is the tail-index, 0 € [—1,1] is the skewness parameter, o > 0
is the scale parameter, and u € R is called the location parameter. The mean of X
coincides with p if @ > 1, and otherwise the mean of X is undefined. In this work, we
always assume p = 0. The parameter 6 is a measure of asymmetry. We say that X follows
a symmetric a-stable distribution denoted as SaS(0) = S,(0,0,0) if § =0 (and p = 0).
The parameter o € (0,2] determines the tail thickness of the distribution, and ¢ > 0
measures the spread of X around its mode. Note that when o < 2, a-stable distributions

have heavy tails such that their moments are finite only up to the order a.

The probability density function (p.d.f.) of an a-stable random variable, a € (0, 2],
does not have a closed-form expression except for a few special cases. When a = 1
and a = 2, the symmetric a-stable distribution reduces to the Cauchy and the Gaussian
distributions, respectively, (cf. Section 1.1. in Samorodnitsky and Taqqu (1994)). By
their flexibility, such distributions can model many complex stochastic phenomena for

which exact analytic forms are intractable (Sarafrazi and Yazdi; Fiche et al., 2013).

Lévy Processes. A Lévy process (motion) is a stochastic process with independent,

stationary increments. Formally, L; is Lévy process if

e Ly =0 almost surely;

e For any top < t; < --- < ty, the increments L;, — L;,_, are independent, n =

1,2,...,N;

e The difference L; — Ly and L;_4 have the same distribution;

!See https://github.com/alexander-camuto/asym-heavy-tails-bias—GNI for all code.
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e L; is continuous in probability, i.e. for any § > 0 and s > 0, P(|L; — Lg| > §) — 0 as

t — s.

The a-stable Lévy process is an important class of Lévy processes. In particular, for
a € (0,2], let Ly ¥ denote the d-dimensional a-stable Lévy process with independent
components, i.e. each component is an independent scalar a-stable Levy motion (Duan,

2015) such that Lf‘_’i has the distribution S, ((t — s)/*,8,0) for any s < t.

Stochastic Gradient Descent and Differential Equations. Let D be a training
dataset composed of data-label pairs of the form (x,y), and let w = {Wy,..., W} € R?
be the d parameters of an L layer neural network in vector form. When a neural network
operates on input data x, we obtain the activations h = {hg,...,hy_1}, where hy = x
and h € R+t where n; is the number of neurons in the i*" layer: we consider a
non-linearity £ : R — R, h;(x) = kx(W;h;_1(x)), where x is applied element-wise to each
coordinate of its argument. In supervised settings, our objective is to find the optimal
parameters w, that minimise the negative log-likelihood —log pw(y|x) of the labels y,

given the parameters w and data x:

w, = argmin £(D; w),
w

L(D;w) := —Ex y~p [log pw(y[x)] - (4.1)

SGD and its variants are the most prevalent optimisation routines that underpin the
training of very large neural networks. Under SGD, we estimate equation (4.1) by sampling

a random mini-batch of data-label pairs B C D,
L(B;w) = —Exy~z[log pw(y[x)] = L(D; w). (4.2)

SGD optimises this equation and approximates w, using iterative parameter updates. At

training step k
Wit1 = Wi — NVL(Bry1; W), (4.3)

where 7 is the step-size for updates (the network’s learning rate) (Robbins and Monro,
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1951; Ruder, 2016).

Studying the dynamics of SGD allows us to understand the subtle effects that batching
may have on neural network training. The similarities between the SGD algorithm and
Langevin diffusions Roberts and Stramer (2002) have inspired many studies modelling the
dynamics of SGD using stochastic differential equations (SDEs) under different noise con-
ditions (Agapiou et al., 2014; Simsekli et al., 2019a; Raginsky et al., 2017; Gao et al., 2018,
2020; Jastrzebski et al., 2017; Li et al., 2017). In this approach, one models the discrete
SGD updates (4.3), as the discretisation of a continuous-time stochastic process, making
assumptions about the properties of the ‘noise’ that drives this process (Mandt et al.,
2016; Jastrzebski et al., 2017). This noise stems from the stochasticity in approximating
the ‘true’ gradient over the dataset VL(D;wy) with that of a mini-batch B, VL(B; wy,).

We denote this noise as,
Uk y1(w) := VL(D; W) — Vi, L(Brt1; W) (4.4)

The most prevalent assumption is that the gradient noise admits a multi-variate Gaussian
noise: Uy(w) ~ N(0,02I). This is rationalised by the central limit theorem, as the sum of
estimation errors in equation (4.4) is approximately Gaussian for sufficiently large batches.

Under this assumption, we can rewrite the SGD parameter update as:
Wit1 = Wi — nVL(D; wi) + nUp41(w). (4.5)

Then, one obtains the following continuous-time SDE to approximate the gradient updates

(Welling and Teh, 2011; Mandt et al., 2016; Jastrzebski et al., 2017):
dwy = =V L(D; w;)dt + /no?dBy, (4.6)

where By is the Brownian motion in R% and o is the assumed noise variance for U. How-
ever, recent work suggests that the Gaussian assumption might not be always appropriate
Giirbtizbalaban et al. (2021); Hodgkinson and Mahoney (2020), and connectedly, the gra-
dient noise is observed to be heavy-tailed in different settings (Simsekli et al., 2019; Zhou

et al., 2020). Under this noise assumption, the corresponding SDE is such that By in (4.6)
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is replaced with the symmetric stable process L?’O where 6 = 0:

dwy = —VL(D; wy)dt + @D/ od L. (4.7)

4.2.2 Gaussian Noise Injections.

GNIs are regularisation methods that consist of injecting Gaussian noise to the network
activations. More precisely, let € be a collection of ‘noise vectors’ injected to the network
activations at each layer except the final layer: € = {eo,...,€r—1}, where ¢ € R™,
€ € Rt 11 and n; is the number of neurons in the i*" layer. We have two values for
an activation: the soon-to-be noised value }Ali, and the subsequently noised value }le For

a multi-layer perceptron (MLP),
EZ(X) = K <Wif1i_1(x)> s Ez = Ez c€;, (48)

where o is some element-wise operation (e.g., addition or multiplication). For additive
GNIs typically, € ~ N (0,0?1), and for multiplicative GNIs we often use €; ~ N (1,07I),
where N is the Gaussian distribution. The ‘accumulated’ noise at each layer, induced by

the noise injected to the layer and in previous layers is

Ei(x;w,€) = h;(x) — h;(x). (4.9)

Given that GNIs are commonly used as regularisation methods (Camuto et al., 2020; Dieng
et al., 2018; Srivastava et al., 2014; Poole et al., 2014; Kingma et al., 2015; Bishop, 1995),

our goal is to understand better the mechanisms by which they affect neural networks.

4.3 The Implicit Effect of GNIs

Recently, Camuto et al. (2020) showed that the effect of GNIs on the cost function can be

expressed as a term AL(B;w,€) that is added to the loss, i.e.,

L(B;w,e) = L(B;w) + ALB;w,e€), (4.10)
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where £ is the modified loss that SGD ultimately aims to minimise. The term AL can be

further broken down into explicit and implicit effects, as described in Section 6.1.

We build on the approach of Camuto et al. (2020) and define the explicit effect as the
additional term obtained on the loss when we marginalise out the noise we have injected.
It offers a consistently positive objective for gradient descent to optimise and we denote
it as E<(AL(B;w,€)). The implicit effect is then the remainder of the terms marginalised

out in the explicit effect:

Er(Byw,e) := ALB;w,e) — E(AL(B; w,€)). (4.11)

While the explicit effect focuses on the consistent and non-stochastic regularisation induced
by GNIs, the implicit effect instead studies the effect of the inherent stochasticity of GNIs.
This term does not offer a consistent objective for SGD to minimise. Rather we show that
it affects neural network training by way of the heavy-tailed and skewed noise it induces

on gradient updates.

Subsequently, we first characterise the tail properties of the noise accumulated during
the forward pass. As this accumulated noise defines the implicit effect we can then use this
result to show that gradients induced by the implicit effect are heavy-tailed and skewed

and apt to be modelled by heavy-tailed and asymmetric a-stable noise.

4.3.1 The Properties of the Accumulated Noise.

Before considering the properties of the implicit effect gradients, we first need to study
the noise that is accumulated during the forward pass of a neural network experiencing
GNIs. Here we use asymptotic analysis to bound the moments of this noise, allowing
us to characterise the tail properties of gradients using the broad class of sub- Weibull
distributions that include a range of heavy-tailed distributions (Vladimirova et al., 2019,

2020; Kuchibhotla and Chakrabortty, 2018).

Definition 4.1. (Asymptotic order) A positive sequence a, is of the same order as another
positive sequence by, (am < b)) if 3C > 0 such that ‘;—:z < C Vm € N. a, is of the same

order of magnitude as by, (am, < by, i.e. ‘asymptotically equivalent’) if there exist some
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¢, C > 0 such that: CSZ—ZSCfOTanymEN.

Definition 4.2. (Sub-Weibull distributions), : We say that a random variable X is sub-
Weibull (Viadimirova et al., 2020; Kuchibhotla and Chakrabortty, 2018) with tail pa-
rameter r if || X||m S m"yr > 0, where || X||, = E[|X|m]% In this case, we write

~

Nt
X ~ subW(r). Such distributions satisfy the tail bound P(|X| > z) < 2¢~ ()", where

C > 0 is some constant. Note that for r = % and r = 1 we recover the sub-Gaussian and

sub-exponential families and that if X ~ subW (r'), then X ~ subW(r) for r > r’.

As r increases the tail distribution becomes heavier-tailed. To simplify our analysis we

consider activation functions ¢ that obey the extended envelope property.

Definition 4.3 (Extended Envelope Property (Vladimirova et al., 2019):). A non-linear
function k : R — R s said to obey the extended envelope property if 3 c1,co > 0, di,d2 >0

such that:

o |k(x)| > c1 + di|z|, for any x € RT orz e R7;

o |k(x)| < co+ dalz|, for any x € R.

Activation functions that obey this property, such as ReLU, are broadly moment pre-
serving (Vladimirova et al., 2020). Using this property, we can characterise the moments

for the I*" noised activation in a layer i, El(x)

Lemma 4.1. For feed-forward neural networks with an activation function k that obeys
the extended envelope property, the noised activations at each layer i < L — 1, resulting

from additive-GNlIs € obey

|

For multiplicative-GNIs we have,

E‘,Z(X)Hm Svm, foranym>1; 1=1,...,n;.

foranym>1;1=1,...,n;,

where n; is the dimensionality of the i*" layer.
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Lemma 4.1 shows that when the injected noise is additive, the noised activations
at each layer will have (sub)-Gaussian tails. By equation (4.9), the accumulated noise
&i(x; w, €) will also have sub-Gaussian tails as the non-noised activations h(x) are deter-
ministic and do not affect the asymptotic relationships of moments. See Figure B.1.1 of
the Appendix for a demonstration that the activations experience Gaussian-like noise for
additive-GNIs. For multiplicative-GNIs the noise at each layer, except the input layer
which experiences Gaussian noise, behaves with a sub-Weibull tail. We demonstrate this

behaviour in Figure B.1.2 of the Appendix.

We can now study the properties of the gradient noise induced by the implicit effect

by taking the gradients of this forward pass noise.

4.3.2 Kurtosis of The Gradient Noise.

We characterise the gradient noise corresponding to W;; ;, the weight that maps from

neuron [ in layer ¢ — 1 to neuron j in layer i.

Theorem 4.1. Consider a feed-forward neural network with an activation function x that
obeys the extended envelope property and a cross-entropy or mean-squared-error cost (see
Appendix B.2). The gradient noise from additive-GNIs €, has zero mean and has moments

that obey for a pair (x,y):

<m, foranym >1,

aEﬁ((Xv Y); w, 6)
Wi

’ m

where Er((x,y);w, €) is defined in (4.11). For multiplicative GNIs, we have

Lii
S<m 2, foranym>1,

8E£((X, Y), w, 6)
Wi 1

‘ m

i=1,....L; l=1,....n5—1; j=1,...,n;.

For the additive noise, these bounds infer that the gradient noise at each layer will
have sub-exponential tails. For the multiplicative case, gradient noise will be sub- Weibull,
with a tail parameter that increases with ¢ the layer index. Unlike the forward pass, which

experienced noise bounded in its tails by a Gaussian, the backward pass experiences noise
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that is bounded in its tails by heavy-tailed Weibull distributions with tail parameter » > 1.

Remark 4.2. The bounds defined by Lemma 4.1 and Theorem /.1 become an asymptotic
equivalence (<) in the case of 1-D data and 1-neuron-wide neural networks, i.e. the bounds

are mazximally tight in this case.

Our result applies to the gradient for a single pair (x,y). During SGD, we take
the mean gradient across a batch B of size B. To study the tail distribution of this
mean gradient, we restate in a simplified manner Kuchibhotla and Chakrabortty (2018)’s
generalisation of the Bernstein inequality for zero-mean sub-Weibull random variables in

Theorem 4.3.

Theorem 4.3 (Theorem 3.1 in Kuchibhotla and Chakrabortty (2018)). Let Xi,..., Xp be
independent mean-zero sub- Weibull random variables with a shared tail parameter p > 1.

Then, for every x > 0, we have

P{‘(l/B) Z;Xi

> } <9 . Bz? B
>z, <2exp |—min , ’
CXE, IR, Lo, X

where C, L > 0 are constants that depend on the tail parameter and where
1
1X 2 = inf{y >0:E [(|X|/u)p < 1}} (4.12)

18 the ‘sub- Weibull norm’.

This theorem states that the the tails of the mean of zero-mean i.i.d. sub-Weibull
random variables are produced by a single variable, say X;, with the maximal sub-Weibull
norm HXZM% = inf{vr > 0 : E[(\Xl]/u)% < 1]}, ie., the one with the heaviest tails.
Assuming gradients are independent across data points, we can use this inequality to
bound the tail probability for the sum of our zero-mean gradients. If a single gradient is

sufficiently heavy-tailed, then the mean across the batch will also be heavy-tailed.

In Figure 4.2 we show that the implicit effect gradient, averaged over the entire dataset
D (i.e., the largest batch-size possible), is heavy-tailed, unlike the forward pass. To cal-
culate these gradients, we estimate the explicit regulariser in equation (4.11) using Monte

Carlo sampling, E¢(AL(D; w,€)) =~ 37 E%ZO AL(D;w, €y,), similarly to Wei et al. (2020);
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Camuto et al. (2020). We show these results for multiplicative-GNIs in Figure B.1.3 of
the Appendix. In this setting as well, the backward pass experiences heavy-tailed noise

from GNIs.

4.3.3 Skewness of The Gradient Noise.

In the proof of Theorem 4.1 we decompose OE.(-)/OW; ; as (8EL(‘)/8E-J)-(8%14,]-/81/1/2'71,]-),
where E” is the (noised) activation of the j™ neuron in the i layer. Both these deriva-
tives are likely to be skewed due to the asymmetry of the activation functions and their

gradients.

Ignoring potential correlations between variables, we observe that product of two zero-

mean skewed independent variables X and Y is also skewed
skew(XY)| = [E [X*] E [Y?]| > 0.

The skewness of the derivatives in the backward pass will induce skewed gradient noise,
as seen in Figure 4.2. Though correlations between gradients could also cause skewness,

we show that this is not the case in Appendix B.3.

4.4 An SDE Model for SGD with GNIs.

In this section, we will analyse the effects of the skewed and heavy-tailed noise on the SGD
dynamics. Recall that the modified loss function by the GNIs is the sum of the explicit

regulariser and the original loss over the dataset D,
Ee (E(D; w, e)) = L(D;w) +Ec (AL(D; w,€)),
and the SGD recursion takes the following form:

Wii1 = Wi = )V Ee (£(D;wi, €)) + nUx(w), (1.13)
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Figure 4.2: We measure the skewness and kurtosis at initialisation of the gradients noise
accrued on networks weights during the backward pass for additive-GNIs. The model is
a 4-layer-256-unit-wide MLP trained to regress A(z) = >, sin(2wg;x + ¢(i)) with ¢; €
(5,10,...,45,50),x € R. We plot the probability density function (p.d.f.) of positive
samples, comparing against half-normal and half-Cauchy distributions. Each blue point
represents the mean gradient noise over the entire dataset D of an individual weight in a
layer ¢. This gradient noise is skewed and heavy-tailed, with a p.d.f. that is more Cauchy-
like than Gaussian.

where Uj1(w) is given as follows:
v [Ee (E(D;wk, e))} v [Ee (E(Bk+1;wk, e)) + Er(Bpyr: Wi, e)} . (4.14)

To ease the notation, let us denote the modified loss function by f(w) := Ee¢ (E(D; w, e))

Remark 4.4. Note that when the gradients are computed over the whole dataset D, the

gradient noise solely stems from the implicit effect, Uy(w) = =V [Ez(D; wg, €)].

Recent studies have proven that heavy-tailed behaviour can already emerge in stochas-
tic optimisation (without GNIs) (Hodgkinson and Mahoney, 2020; Giirbiizbalaban et al.,
2021; Giirbtizbalaban and Hu, 2021), which can further result in an overall heavy-tailed
behaviour in the gradient noise, as empirically reported in Simsekli et al. (2019a); Zhang
et al. (2020a); Zhou et al. (2020). Accordingly, Simsekli et al. (2019a); Zhou et al. (2020)
proposed modelling the gradient noise by using a centred symmetric a-stable noise, which
then paved the way for modelling the SGD dynamics by using an SDE driven by a sym-

metric a-stable process (see (4.7)).

We take a similar route for modelling the trajectories of SGD with GNIs; however, due
to the skewness arising from the GNIs, the symmetric noise assumption is not appropriate
for our purposes. Hence, we propose modelling the skewed gradient noise (4.14) by using

an asymmetric a-stable noise, which aims at modelling both the heavy-tailed behaviour
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and the asymmetries at the same time. In particular, we consider an SDE driven by an

asymmetric stable process and its Euler discretisation as follows:

dw, = —V f(wy)dt + edL&?, (4.15)

1 6
Wil = Wi — N1 V. (WE) + 677k/fiALglrp (4.16)

where 0 = (6;,1 < i < d) is the d-dimensional skewness and each coordinate can have
its idiosyncratic skewness 6;. L& = (L% ... L8%) is a d-dimensional asymmetric
a-stable Lévy process with independent components, and e encapsulates all the scaling
parameters. Furthermore, (n;); denotes the sequence of step-sizes, which can be taken as
constant or decreasing, and finally (AL?’G)k is a sequence of i.i.d. random vectors where
each component of AL;’G is i.i.d. with S, (1, 6;,0). We then propose the discretised process
(4.16) as a proxy to the original recursion (4.13) and we will directly analyse the theoretical
properties of (4.16). Note that our approach strictly extends Simsekli et al. (2019a), which

appears as a special case when 6 = 0.

Before deriving our theoretical results, we first verify empirically that the proxy dy-
namics (4.16) are indeed a good model for representing (4.13). We ascertain that ALZ"G
is sufficiently general in the sense that it can capture the gradient noise induced by the
implicit effect even when there is no batching noise (when the batch size approaches the
size of the dataset for example, see Remark 4.4). As a first line of evidence, in Figure B.1.4
of the Appendix we model VE,(-) as being drawn from a univariate S,. The equivalent
S, distributions are skewed (|f| > 0) and heavy-tailed (o < 2), demonstrating that Lta’e
captures the core properties of the implicit effect gradients highlighted in Section 4.3. To
illustrate this more clearly, in Figure 4.3 we use symmetric sub-Weibull distributions with
r = 0.8,1,2, and fit S, and Gaussians (N') using maximum likelihood (MLE) from 10%
samples. We plot the MLE densities, and clearly MLE S, (« < 2) better model the tails
of the sub-Weibulls than a Gaussian distribution, even for » = 0.8 which is close to Gaus-
sian tails (r = 0.5). The S, modelling of the tails improves as 7 increases. This further

illustrates the appropriateness of our noise model.

In Figure 4.4, we further show that the gradient noise of the implicit effect and gradient

noise drawn from an equivalent S, distribution will have similar effects on gradient descent.
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Figure 4.3: [left col.] sub-Weibull pdfs (r=0.8,1.0,2.0), and pdfs of MLE fitted S, and
N. [right col.] pdf in the tails (z > 4 and x > 10, note log y-axis).

We sample M GNI samples and evaluate:

Cu(Diw,e) = (/M) E(Dyw, e). (4.17)

The objective is over the entire dataset such that we eliminate noise from the batching
process. M allows us to control the ‘degree’ to which the implicit effect is marginalised out.
M =1 corresponds to the usual training with GNI and larger values of M mimic the effects
of marginalising out the implicit effect. We model VE, for M = 1 as being drawn from
a univariate S, or a univariate normal distribution and estimate distribution parameters
using maximum likelihood estimation, as in Nolan (2001), at each training iteration. We
add draws from the estimated distributions to the gradients of M = 16 models to mimic

the combined implicit and explicit effects. M = 16 models with the added S, noise have
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Figure 4.4: We train the networks in Figure 4.2 on Ly (4.17) for the sinusoidal toy-
data with additive GNIs [left] and multiplicative GNIs [right]. We fit univariate S, and
univariate A/ via maximum likelihood (Nolan, 2001) to VE,(-) for M = 1 models at each
training step. We add draws from these distributions to the gradients of M = 16 models
and plot the training loss (Lirain). Shading is the standard deviation over 5 random seeds.
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Figure 4.5: We train the networks in Figure 4.2 on L M (4.17) for the sinusoidal toy-data
with additive GNIs [left] and MNIST with multiplicative GNIs [right]. We plot the training
loss (Ltrain). Shading is the standard deviation over 5 random seeds.

the same training path as M = 1 models, whereas those with Gaussian gradient noise do
not. Thus, S, distributions are able to faithfully capture the dynamics induced by the

implicit effect on gradient descent.

In these same experiments M = 16 models outperform M = 1 models on training
data. We refine this study for a greater range of M values in Figure 4.5. As M increases,
performance of models on training data improves gradually, suggesting that the implicit
effect degrades performance. Further, in Figure 4.4, M = 16 models trained with Gaussian
noise added to gradients outperform M = 1 models, suggesting that the heavy-tails and
skew of the implicit effect gradients are responsible for this performance degradation. We

now study this apparent bias.
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4.4.1 Theoretical analysis of implicit bias.

Due to their heavy-tailed nature, stable processes have significantly different statistical
properties from those of their Brownian counterparts. Their trajectories have a countable
number of discontinuities, called jumps, whereas Brownian motion is continuous almost
everywhere. With these jumps the process can escape from ‘narrow’ basins and spend
more time in ‘wider’ basins (see Appendix B.6 for the definition of width). Theoretical
results demonstrating this have been provided for symmetric stable processes (6 = 0)
(Simsekli et al., 2019a). By translating the related metastability results from statistical
physics (Imkeller and Pavlyukevich, 2008) to our context, in Appendix B.6 we illustrate
that this also holds for SDEs driven by asymmetric stable processes (6 # 0). In this sense,
the SDE (4.15) is ‘biased’ towards wider basins.

While driving SGD iterates towards wider minima could be beneficial, we now show
that heavy tails can also introduce an undesirable bias and that this bias is magnified by
asymmetries. To quantify this bias, we focus on the invariant measure (i.e., the stationary
distribution) of the Markov process (4.16) and investigate its modes (i.e., its local maxima),

around where the process resides most of the time.

In a statistical physics context, Dybiec et al. (2007) empirically illustrated that the
asymmetric stable noise can cause ‘shifts’, in the sense that the modes of the stationary
distribution of (4.16) can shift away from the true local minima of f, which are of our
interest as our aim is to minimise f. They further illustrated that such shifts can be
surprisingly large when « gets smaller and |0| gets larger. We illustrate this outcome by
reproducing one of the experiments provided in Dybiec et al. (2007) in Figure 4.6. Here,
we consider a one-dimensional problem with the quartic potential f(w) = w*/4 — w?/2,
and simulate (4.16) for 10K iterations with constant step-size n; = 0.001 and ¢ = 1. By
using the generated iterates, we estimate the density of the invariant measure of (4.16)
by using the kernel density estimator provided in scikit-learn (Pedregosa et al., 2011), for
different values of o and . When « is larger (left), the heavy-tails cause a shift in the
modes of the invariant measure, where these shifts become slightly larger with increasing
asymmetries (]¢| > 0). When the tails are heavier (right), we observe a much stronger

interaction between « and 6, and observe drastic shifts as the asymmetry is increased.
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Figure 4.6: The stationary distributions of (4.16) with v = 1.9 (left) and a = 1.1 (right).
The solid black line represents the density of the Gibbs measure exp(—f(w)) with f(w) =
wt /4 — w?/2.

From an optimisation perspective, these results are rather unsettling as they imply
that SGD might spend most of its time in regions that are arbitrarily far from the local
minima of the objective function f, since the high probability regions of its stationary
distribution might be shifted away from the local minima of interest. In the symmetric
case (6 = 0), this observation has been formally proven in Sliusarenko et al. (2013) when f
is chosen as the one dimensional quartic potential of Figure 4.6 and when oo = 1. A direct
quantification of such shifts is non-trivial; and in the presence of asymmetries (6 # 0),

even further difficulties emerge.

In a recent study Simsekli et al. (2020) focused on eliminating the undesired bias in-
troduced by symmetric stable noise in SGD with momentum (Qian, 1999), and proposed
an indirect way to ensure that modes of the stationary distribution exactly match the
objective function’s local minima. They developed a ‘modified’ SDE whose invariant dis-
tribution can be proven to be the Gibbs measure, denoted by 7(dw), which is a probability
measure that has a density proportional to exp(—C'f(w)) for some C' > 0. Clearly, all
the local maxima of this density coincide with the local minima of the function f; hence,
their approach eliminates the possibility of a shift in the modes by imposing a stronger

condition which controls the entire invariant distribution.

By following a similar approach, we will bound the gap between the invariant mea-
sure of (4.16) and the Gibbs measure in terms of the tail index o and the skewness 6,
using it as a quantification of the bias induced by the asymmetric heavy-tailed noise. In

particular, for any sufficiently regular test function g, we consider its expectation under
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the Gibbs measure v(g) := [ g(w)m(dw), and its sample average computed over (4.16),
ie., vy(g) = H—lN Z]kV:1 Nkg(Wg), where Hy = Zivzl nk. We then bound the weak error:
lv(g9) — imy_00 VN (g)|, whose convergence to zero is sufficient for ensuring the modes do

not shift.

We derive this bound for our case in three steps: (i) We first link the discrete-time
process (4.16) to its continuous-time limit (4.15) by directly using the results of Panloup
(2008). (ii) We then design a modified SDE that has the unique invariant measure as the
Gibbs measure, with all the modes matching those of the loss function (Theorem 4.5). (iii)
Finally, we show that the SDE (4.15) is a poor numerical approximation to the modified

SDE, and we develop an upper-bound for the approximation error (Theorem 4.6).

To address (ii), we introduce a modification to (4.15), coined asymmetric fractional

Langevin dynamics:
dwy = b(wi_, o, 0)dt + ed L’ . (4.18)

where, the drift function b(w, a, ) := ((b(w, @, 0));,1 < i < d) is defined as follows:

&.a

(b(w,,0)); = o)

D, 2% (0w, p(w)), (4.19)

where 0; € (=1,1), 1 <i <d, 1 < a < 2, and p(w) := e~= /W), Here, the operator
D27 denotes a Riesz-Feller type fractional derivative (Gorenflo and Mainardi, 1998;
Mainardi et al., 2001) whose exact (and rather complicated) definition is not essential
in our problematic, and is given in Appendix B.5 in order to avoid obscuring the main

results. The next theorem states that the SDE (4.18) targets the Gibbs measure.

Theorem 4.5. The Gibbs measure mw(dw) o exp(—e~“f(w))dw is an invariant distri-
bution of (4.18). If b(w,a,0) is Lipschitz continuous in w, then m(dw) is the unique

invariant distribution of (4.18).

This theorem states that the use of the modified drift b in place of —V f, prevents any

potential shifts in the modes of the invariant measure.

The fractional derivative in (4.19) is a non-local operator that requires the knowledge
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of the full function, and does not admit a closed-form expression. In the next step, we
develop an approximation scheme for the drift b in (4.18), and show that the gradient —V f
in (4.16) appears as a special case of this scheme. To simplify notation, we consider the
one-dimensional case (d = 1); however, our results can be easily extended to multivariate
settings by applying the same approach to each coordinate. Hence, in the general case the

bounds will scale linearly with d. We define the following approximation for b:

b ,0.0) = s A2 D), (4.20)

where, for an arbitrary function 1, we have

K
AY b (w) = hi Z 1+ O sign(k)) gy xt(w — kh).

Here, sign denotes the sign function, h > 0, K € NU{0}, ¢y := 1/(2cos(y7/2)), and gy :=
(—1)FT(—y+k)/T(k+1)I'(—7). This approximation is designed in the way that we recover
the original drift b as h — 0 and K — oo for sufficiently regular ¢. It is clear that when we
set K =0 and h = hq := [2e7% cos((a — 2)7/2)]"/ >~ we have by, i (w, @, 0) = —0y f(w).
In the multidimensional case, where we apply this approximation to each coordinate, the
same choice of K and h gives us the original gradient —V f; hence, we fall back to the

original recursion (4.16). By considering the recursion with this approximate drift
~ = ~ 1/« a,0
Wit1 = Wa + Tt 1bn, ik (Wn, @, 0) + em, [ ALY

and the corresponding sample averages vy (g) := HN Z o1 Mkg(Wr)?, we are ready to state
our error bound. We believe this result is interesting on its own, and would be of further
interest in statistical physics and applied probability. To avoid obscuring the result, we
state the required assumptions in the Appendix, which mainly require decreasing step-size

and ergodicity.

2Note that, with the choice of K = 0 and h = hg, 7x(g) reduces to the original sample average
v (9)-
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Figure 4.7: We show the test-set loss for SVHN [left] and CIFARIO0 [right], for 2-layer
convolutional (CONV) and 4-layer MLPs with 512 units per layer trained with the explicit
regulariser approximation R(-) of Camuto et al. (2020) (Exp Reg), with additive-GNIs
(02 = 0.1) (Noise), and no regularisation (Baseline).

Theorem 4.6. Let v := o — 2 € (—1,0). Suppose that the assumptions stated in the

Appendiz hold. Then, the following bound holds almost surely:

. 3 C
v(g) — imy 00 UN(9)] < RN [10]]v] + [tan (ym/2)[ 7] b (4.21)
+ ((1+6)Ch + (1 - 6)Cy) hiK + O(h?),

where C, Cl, Cl! > 0 are constants.

We note our result extends the case o = 2, § = 0 in Durmus and Moulines (2017) and
the case a # 2, § = 0 in Simsekli (2017); whereas we cover the case a # 2, 6 € (—1,1).
The right-hand-side of (4.21) contains two main terms. The second term shows that the
error increases linearly with decreasing K, indicating that the error can be arbitrarily large
when K = 0, and the gap cannot be controlled without imposing further assumptions on
f

More interestingly, even when K goes to infinity (i.e., the second term vanishes), the
first term stays unaffected. Note that for large enough e, hg increases as o € (1,2)
decreases. In this regime, the first term indicates that the error increases with decreasing
a, and an additional error term appears whenever # # 0, which is further amplified with the
heaviness of the tails (measured by |y|). This outcome provides a theoretical justification

to the empirical observations stated in Figures 4.6 and 4.8.



64 4. Asymmetric Heavy Tails and Implicit Bias in Gaussian Noise Injections

g?=0.1 0’=1.0 02=2.0
1.0 —_ Me 22
M=1 22
— M=2
0.9 —_— Mog 20
it — M= 2.0
L%, M=16 18
0.8
£
a 1.6 1.8
0.7
1.4
1.6
0.6 1.2
0 50 100 0 50 100 0 50 100
epochs
15 15 1.5
a a ' a '
1.3 1.3 1.3
1.2 1.2 1.2
-0.2 0.0 0.2 -0.2 0.0 0.2 -0.2 0.0 0.2
0 0 0

Figure 4.8: [first row] We train 2-dense-layer-256-unit-per-layer ELU networks on the
objective - Z%ZO L(B;w, €,) with a cross-entropy loss (see Appendix B.2) for SVHN.
We use multiplicative noise of variance o2 and batch size of 512. We plot the test-set
loss (Ltest). [second row] We fit univariate S, via maximum likelihood (Nolan, 2001) to
VE,(:) and show KDE plots of parameters’ estimates.

4.5 Further Experiments

We have already ascertained that the bias implied by Theorem 4.6 has a visible impact
on training performance in Figures 4.4 and 4.5. We have also already shown that the
asymmetry and heavy-tails of the implicit-effect gradient noise are responsible for this
performance degradation in Figure 4.4: models trained with Gaussian noise on gradients
outperform models trained with S, gradient noise, and those trained with the implicit
effect, on training data without batching. We corroborate these findings with experiments
with mini-batching and results on test data. In Figure 4.7 we use the approximation
of the explicit regulariser R(B;w) derived by Camuto et al. (2020) for computational
efficiency. Convolutional networks trained with R consistently outperform those trained
with GNIs and mini-batching on held-out data, supporting that the implicit effect degrades
performance. In Figure 4.8, we sample M multiplicative-GNI samples and marginalise out

the implicit effect as before. We model the gradients of the implicit effect, VE,(-), as an S,
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distribution. Empirically, we found that when increasing the variance (02) of the injected
noise, the gradient noise VE,(-) becomes increasingly heavy-tailed and skewed, i.e. «
decreases and |6| increases, and in tandem larger M models begin to outperform smaller
M models on held-out data, when trained with mini-batches. These results support that
GNIs induce bias in SGD because of the asymmetric heavy-tailed noise they induce on

gradient updates.

4.6 Conclusion

Our work lays the foundations for the study of regularisation methods from the perspective
of SDEs. We have shown that Gaussian Noise Injections (GNIs), though they inject
Gaussian noise in the forward pass, induce asymmetric heavy-tailed noise on gradient
updates by way of the implicit effect. By modelling the overall induced noise using an
asymmetric a-stable noise, we demonstrate that the stationary distribution of this process
gets arbitrarily distant from the so-called Gibbs measure, whose modes exactly match the
local minima of the loss function, shedding light on why neural networks trained with GNIs
underperform networks trained solely with the explicit effect. Given the deleterious effects
of asymmetric gradient noise on gradient descent, extensions of this work could focus on
methods that symmetrise gradient noise, stemming from batching or noise injections, so

as to limit these negative effects.
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Abstract

We make inroads into understanding the robustness of Variational Autoencoders
(VAEs) to adversarial attacks and other input perturbations. While previous work has
developed algorithmic approaches to attacking and defending VAEs, there remains a
lack of formalization for what it means for a VAE to be robust. To address this, we
develop a novel criterion for robustness in probabilistic models: r-robustness. We then
use this to construct the first theoretical results for the robustness of VAEs, deriving
margins in the input space for which we can provide guarantees about the resulting re-
construction. Informally, we are able to define a region within which any perturbation
will produce a reconstruction that is similar to the original reconstruction. To support
our analysis, we show that VAEs trained using disentangling methods not only score
well under our robustness metrics, but that the reasons for this can be interpreted

through our theoretical results.

5.1 Introduction

Variational Autoencoders (VAEs) (Rezende et al., 2014a; Kingma and Welling, 2014) have
been found to be more robust to input perturbations than their deterministic counterparts,
particularly those originating from adversarial attacks (Willetts et al., 2020; Schott et al.,
2019; Ghosh et al., 2018). This trait has made them useful in protecting downstream
tasks (Willetts et al., 2020; Schott et al., 2019; Ghosh et al., 2018).

Nevertheless, they are still not completely impervious to attack (Tabacof et al., 2016;
Gondim-Ribeiro et al., 2018a; Kos et al., 2018b): a hypothetical adversary can attack a
VAE by applying small input perturbations to invoke meaningful changes in the encoding.
Typically this is done by trying to find perturbations which produce reconstructions close
to a distinct target datapoint chosen by the adversary, rather than being representative
of the original input. Such attacks have been shown to be successful in a wide range of
scenarios (Tabacof et al., 2016; Gondim-Ribeiro et al., 2018a; Kos et al., 2018b; Willetts
et al., 2020). Recent work has made progress towards defending against them from an
empirical and algorithmic perspective (Willetts et al., 2020), by repurposing approaches
designed to learn disentangled latent representations (Burgess et al., 2018; Chen et al.,

2018; Mathieu et al., 2019).
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Figure 5.1: Reconstructions under attack for robust and non-robust VAEs. Each subfigure
shows from left to right: the original input, a perturbed input made by an adversarial
attack, and the reconstruction of the perturbed input. We show results for VAEs that
are robust (R%(x) > [|6;]]2) and non-robust (R%(x) < [[d.]|2) for a given point x and
adversarially selected perturbation §,. We see that the robust VAE reconstructions are
visually closer to the original input.

However, a deeper understanding of the mechanisms underpinning the robustness of
VAEs and their derivatives is still lacking. Furthermore, there are currently no theoretical
foundations for this robustness or even any frameworks or formalizations for exactly what
it means for a VAE to be “robust.” In other words, what would it mean to have a
certifiably-robust VAE? Moreover, are there scenarios where we might be able to provide

theoretical guarantees of such robustness?

As a first step to addressing these questions, we develop the first metric with which
to evaluate the robustness of VAEs: r-robustness. Informally, for a given input, a VAE is
r-robust to a given perturbation if it is more likely that its reconstruction will fall within a
ball of radius r around the undistorted maximum likelihood reconstruction, than outside
it. The smaller the value of r for which we can confirm r-robustness, the more robust we
can guarantee the VAE to be. Through r-robustness, we provide theoretical foundations
to understand the source of VAEs’ robustness and provide insights into what can cause

them to more or less robust.

Using this, we next develop a margin of robustness, R’ (x), such that the VAE is
r-robust to any possible perturbations of the input x within this margin. This, in turn,
allows us to provide a notion of a certifiably—robust reconstruction as it forms a guarantee
that no attack limited to the margin can reliably undermine it. An example of this is
shown in Fig 5.1, where we demonstrate that large R’ (x) are associated with model-
input pairs that are robust to adversarially generated input perturbations. Analogously
to the concept of an adversarial risk (Uesato et al., 2018), R% (x) can further be converted
to a metric for the overall robustness of a VAE, by taking its expectation over the data

generating distribution.
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To make inroads towards imposing apriori constraints on a VAE that ensure that
it is certifiably robust, we further derive a theoretical bound for R% (x) as a function
of the encoder variance and Jacobian. This provides insights into the characteristics of
VAEs that contribute to robustness. Building on this result, we show empirically that
VAEs with larger encoder variances and smaller Jacobians typically produce larger margins
R%(x) and are thus more robust to perturbations. We further demonstrate how these
beneficial characteristics can be induced using methods introduced to learn disentangled

representations, deriving new results for how these methods can be interpreted.

To summarize, our core contributions are that we first define a robustness metric,
r-robustness, that is tailored to probabilistic generative models. We develop a margin
R".(x) on a VAE’s input space within which it is r-robust to perturbations. Finally, we
offer theoretical and empirical analysis—based on R’ (x) and existing disentanglement

methods—that can aid the construction of robust VAEs.

5.2 Background

5.2.1 Variational Autoencoders

VAEs (Rezende et al., 2014a; Kingma and Welling, 2014), and the models they have
inspired (Alemi et al., 2017; Higgins et al., 2017a; Chen et al., 2018; Willetts et al., 2020),
are deep latent variable models. Using x € X to denote data and z € Z to denote the
latents with associated prior p(z), a VAE simultaneously learns both a forward generative
model, py(x|z), and an amortised approximate posterior distribution, g4(z|x), where 6 and
¢ correspond to their respective parameters, typically taking the form of neural networks.
These are referred to as the decoder and encoder respectively, and a VAE can be thought of
as a deep stochastic autoencoder. Under this autoencoder framework, one typically takes
the reconstructions as deterministic, corresponding to the mean of the decoder, namely

90(2) := Ep, (x|z)[X], a convention we adopt.

A VAE is trained by maximizing the evidence lower bound (ELBO) L=E, ) [L(x)],

where

L(x) = Eq, (s/x) [l0g po(x|2)] — KL(g4(2[x)||p(z))
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and pp(x) represents the empirical data distribution. The optimization is carried out using
stochastic gradient descent with Monte Carlo samples, typically employing the reparam-
eterization trick (Kingma and Welling, 2014). For example, for a Gaussian g4(z|x), we

draw samples as z = p,(x) +n004(x),n ~ N(0,I), where o is the element-wise product.

5.2.2 Adversarial Attacks for VAEs

In adversarial settings, an agent is trying to alter the behavior of a model towards a specific
goal. This could involve, in the case of classification, adding a very small perturbation to
an input so as to alter the model’s predicted class. For many deep learning models, small

changes to data imperceptible to the human eye, can drastically change a model’s output.

Proposed attacks for VAEs aim to produce reconstructions close to a chosen target
image by applying small distortions to the input of a VAE (Tabacof et al., 2016; Gondim-
Ribeiro et al., 2018b; Kos et al., 2018a). The adversary optimizes this perturbation to
minimize some measure of distance between the reconstruction and the target image or
the distance between the embedding of the distorted image and the embedding of the

target image.

5.2.3 Disentangled VAEs

Learning disentangled representations (Bengio et al., 2013) involves training a probabilis-
tic generative model in a manner that encourages a one-to-one correspondence between
dimensions of the learnt latent space and some interpretable aspect of the data (Higgins
et al., 2017a; Alemi et al., 2017; Burgess et al., 2018; Chen et al., 2018; Mathieu et al.,
2019). For instance, there might be some axis in latent space encoding ‘hair color’ for
images of people. One such method is the S-VAE (Burgess et al., 2018; Higgins et al.,

2017a), which upweights the KL in the ELBO with a penalization factor 3:

Ls(x) = By, (4)x) [log po(x|2)] — 8 KL(gy(z[x)|p(2))]

Disentangling can be difficult to achieve in practice, requiring careful hyperparameter

tuning (Locatello et al., 2019; Mathieu et al., 2019; Rolinek et al., 2019).
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Nevertheless, models trained under disentangling objectives have other beneficial prop-
erties. In particular, 5-TC regularization (Chen et al., 2018), another method proposed
for disentangling, has been shown to induce models that are more robust to adversarial
attacks (Willetts et al., 2020). The encoders of 5-VAEs have also been used as the percep-
tual part of Deep RL models to create more robust agents (Higgins et al., 2017¢). Thus,
regardless of the presence of disentangled generative factors, these regularization methods

can induce models that are more robust to attack.

5.3 Robustness of VAEs

A Probabilistic Metric of Robustness Deep learning models can be brittle. Some
of the most sophisticated deep learning classifiers can be broken by simply adding small
pertubations to their inputs (Szegedy et al., 2014; Shamir et al., 2019; Goodfellow et al.,
2015; Papernot et al., 2016; Moosavi-Dezfooli et al., 2016). Here, perturbations that
would not fool a human break neural network predictions. A model’s weakness to such
perturbations is called its sensitivity. For classifiers, we can straightforwardly define an
associated sensitivity margin: it is the radius of the largest metric ball centered on an input
x for which a classifier’s original prediction holds for all possible perturbations within that

ball.

Defining such a margin for VAEs is conceptually more difficult as, in general, the
reconstructions are continuous rather than discrete. To put it another way, there is no step-
change in VAE reconstructions that is akin to a change of a predicted class in classifiers; any
perturbation in the input space will result in a change in the VAE output. To complicate
matters further, a VAE’s latent space is stochastic: the same input can result in different

reconstructions.

As a first step to deriving robustness margins for VAEs, we now introduce a criterion
for measuring robustness in probabilistic models: r-robustness. We start by presenting it

in the general setting, before linking it to the specific case of VAEs.

Definition 5.1. A model, f, operating on a point x, that outputs a continuous random
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variable is r-robust for r € RY, to a perturbation & and for an arbitrary norm || -|| iff

p([f(x+0) = fX)[ <7) > p(|lf(x+ 8) = FX)[[ > 7).

We will assume from now on that the norm is taken to be the 2-norm || - ||2, such
that r-robustness determines a bound for which changes in the output f(x) induced by
the perturbation § are more likely to fall within the hyper-sphere of radius r, than not.
As r decreases, the criterion for model robustness becomes stricter. We note that r-
robustness can be viewed as a probabilistic analog to the criterion for regression models
presented by Nguyen and Raff (2019). We also note that r-robustness can be generalized
to p(||f(x+d) — f(x)|l2 < r) > m, where 1 —m is the allowable risk (with m = 0.5 in

Definition 5.1).

Because this criterion is applicable to probabilistic models with continuous output
spaces, it is directly relevant for ascertaining robustness in VAEs. By considering the
smallest r for which the criterion holds, we can think of it as a metric that provides a
probabilistic measure of the extent to which outputs are altered given a corrupted input:
the smaller the value of r for which we can confirm r-robustness, the more robust the

model.

5.4 A Robustness Margin for VAEs

We want to define a margin in a VAE’s input space for which it is robust to perturbations of
a given input. Perturbations that fall within this margin should not break our criterion for
robustness. Formally, we want a margin in X', R’ (x), for which any distorted input x+9,,

where [|02]]2 < R (x) is the perturbation, satisfies r-robustness when reconstructed.

However, to consider the robustness of VAEs, we must not only take into account
the perturbation d,, but also the stochasticity of encoder. We can think of the decoder
as taking in noisy inputs because of this stochasticity. Naturally, this noise can itself
potentially cause issues in the robustness of VAE: if the level of noise is too high, we will
not achieve reliable reconstructions even without perturbing the original inputs. As such,

before even considering perturbations, we first need to adapt our r-robustness framework
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Figure 5.2: Illustration of r-robustness in a VAE. White dots represent possible recon-
structions, with the diversity originating from the encoder stochasticity. For r-robustness
to hold, the probability of our reconstruction falling within the red area—a hypersphere
of radius 7 centered on g (,(x))—needs to be greater than or equal to the probability of
falling outside.

to deal with this stochasticity.

5.4.1 r-robustness for VAEs

Given an input x, r-robustness dictates that we want to define some region in the re-
construction space, Xrecon, within which most of the decoded samples from the latent
embedding z will fall. We will assume that the encoder is a Gaussian as this is standard
practice. Denoting gg(z) as the deterministic mapping induced by the VAE’s decoder
network and p,(x) as the mean embedding of the encoder, we can define gg(p,4(x)) to
be the “maximum likelihood” reconstruction, noting this is a deterministic function. Our
aim is now to find a hyper-sphere of radius 7 centered on gg(p,(x)) within which most of
the possible VAE outputs for a given point x lie. Larger r are indicative of a greater vari-
ance in the encoding process, and as such are likely to be associated with poorer quality

reconstructions.

Denoting  ~ N(0,I) as the reparameterized stochasticity of the encoder, we define

the distance from the maximum likelihood reconstruction, induced by this sampling as

A(x) = go(py(x) +m 0 05(x)) = gopg(x)) (5.1)

Using this, we see that a VAE is r-robust to the stochasticity of the encoder iff (see also
Fig 5.2)

p(l[AX)[[2 < 7) > p((|AX)|2 > 7). (5.2)
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Figure 5.3: Illustration of the margin R’ (x), which is defined in the input space X. Red
represents represents the subspace where the model is r-robust, such that p(||A(x, d,)||2 <
r) > p(||A(x,d4)||2 > 7) holds for all x + d,, falling in this region, that is all 8, : [|dz]|2 <

R%(x).
Informally, we want it to be more probable for reconstructions to fall within this radius r

than not.

5.4.2 Robustness to distortions in data-space

Given that we have established conditions for r in Eq (5.2) that take into account latent
space sampling, we can now return to our original objective, which was to determine a
margin in the data-space X for which a VAE is robust to perturbations on its input. Recall
that this implicitly means that we want to define a bound for robustness given two sources
of perturbations: the stochasticity of the encoder, and a hypothetical input perturbation

0.

For simplicity of analysis, we consider the case where the perturbation is applied only
to the encoder mean input and not the encoder variance input, noting that the latter is
typically stable across inputs and so is less of a concern. In Fig 5.4 we demonstrate that
adversarial attacks on VAE encoders are dominated by the perturbation to the embedding
mean that is induced, thereby justifying this assumption. We note also that one can usually
also simply fix the encoder variance to a constant for all datapoints without incurring
substantial performance drops (Ghosh et al., 2020), thereby providing a means to ensure

this assumption holds exactly if needed.

We define the distance from the maximum likelihood reconstruction, gg(p,(x)), in-

duced by the stochasticity of the encoder and an input perturbation d, as

A(x,02) = go (1o (x + 2) +104(x)) = go(4(x))-
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Figure 5.4: Mazimum damage adversarial attacks (see Eq (5.5)) on multiple VAEs trained
on MNIST (a), fashion-MNIST (b), and CIFAR10 (c). We attack 25 datapoints for each
VAE and propagate the attacks to the encoder mean (p(x)), the encoder standard devia-
tion (o(x)), or both (u(x),o(x)). Attack norms are capped to 10. Shown are distribution
plots of the adversarial damage, i.e. the Lo distance between the reconstruction resulting
from the attack and the maximum likelihood reconstruction gs(p4(x)). Clearly attacks
on p(x) are more harmful than on o(x), and most of the damage from attacks on both
p(x) and o(x) stems from the attack on pu(x).

We can now define the condition for which r-robustness is satisfied on the VAE output

given the two sources of perturbation as
102][2 < R (%) < p(||A(X,82)[[2 <7) > 0.5 (5:3)

Thus, R%(x) is the margin of robustness of the VAE such that Vd, : [|d;||2 < R%(x),
x + 4, is more likely than not to be reconstructed within a radius r of the maximum
likelihood reconstruction gg(p,(x)). A high level illustration of this is given in Fig 5.3,
and Fig 5.5 shows a simple empirical demonstration of how R’ (x) relates to the probability

of producing a good reconstruction under random input perturbations.

We note that, analogously to the concept of an adversarial risk (Uesato et al., 2018),
R, (x) can further be converted to a metric for the overall robustness of a VAE, by taking

its expectation over the data generating distribution, namely R = E,_ ) [R%(X)].

5.5 Characterizing the Margin

Given this definition, we now wish to try and characterize R’ (x). In particular, we would

like to understand what characteristics of the VAE are likely to make it relatively larger
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Figure 5.5: R’ (x) for four VAEs of varying robustness trained on MNIST. We fix the input
x and perturbation direction d,/(/d;||2, but vary the perturbation size ||d,||2. We assess
the proportion of samples which fall within 7 =4 of the maximum likelihood reconstruction.

or smaller. Ideally, we also want to establish scenarios where we might be able to provide
guarantees of a minimum size for R’ (x), such that we might be able to make inroads into

how one might apriori construct a certifiably-robust VAE.

A perturbation in X, d,, induces a perturbation in Z, §,. To determine the margins
for robustness in X', we first apply the Neyman-Pearson lemma (Neyman and Pearson,
1933; Cohen et al., 2019), assuming a “worst-case” decoder. This decoder has subspaces
in Z, where it is is either robust or non-robust, that are divided by a boundary that is
normal to both the induced perturbation §, and to the dimension of minimal variance in
Z, min; o 4(x);. We then determine the minimum perturbation norm in X which induces

a perturbation in Z that crosses this boundary.

Theorem 5.1. Consider a VAE with a diagonal-variance Gaussian encoder, an input
x, and an output margin r € R such that the VAE is r-robust to the stochasticity of the
encoder when the x is unperturbed as per (5.2). Assuming standard regularity assumptions

(discussed in the proof) hold for p,(x), then

(min; 04 (x)s) 2~ (p(||AX)]]2 < 7))
195 )l

R%(x) > + O(e) (5.4)

where O(e) represents higher order dominated terms that disappear in the limit of small
perturbations, ® ' is the probit function, Jg(x)i,j = Opy(x)i/0%; is the Jacobian of py(x),

and || - ||F is the Frobenius norm.

The proof is provided in Appendix C.2. This bound is based on a first order approxi-

mation of p,(x+d,) around the original input x; the impact of O(e) thus depends on how
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Figure 5.6: (a-c) show the empirically estimated R’ (x) against the bound for R’ (x)
defined in Theorem 1, ignoring higher order terms. Each dot represents a network—input
pair, with 5 separately trained networks and 25 distinct inputs considered. We show
the line of best fit (in orange), the correlation coefficient p, and the line y = z (in red)
representing the theoretical bound itself. (d-f) show the relative log likelihood degradation
resulting from a ‘maximum-damage’ adversarial attack against the numerically estimated
R, (x) for these same VAEs and inputs (see Section 5.6).

well this approximation holds. As such, the result is particularly applicable to networks
with piecewise linear activation functions such as the ReL.U, which are locally linear and
are among the most widely used activation functions. For these activation functions this
bound is locally exact: O(g) is exactly zero if the size of the bound is smaller than what

is required to go outside the locally linear region.

This gives us margins for which VAEs are certifiably robust, up to first order expan-
sions, to adversarial perturbations on their inputs; they have similar forms to the sensitiv-
ity margins for classifiers defined by Sokolié¢ et al. (2017); Jakubovitz and Giryes (2018) in
that both scale inversely with the network Jacobian. More generally, these results provide
insights into the features which lead to robust VAEs. As shown in Figure 5.6, the bound
seems to be relatively tight in practice, even when attacking both the encoder mean and

variance. It also has a near-linear relationship with the empirically estimated robustness,
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such that it forms a powerful and convenient robustness metric in its own right.

Examining the bound, we see that for a given r, R’ (x) increases as the stochasticity of
the encoder, i.e 04(x), increases, provided that this does not overly affect ®~!(p(]|A(x)|[2
<)) (see below). As o4(x) tends to 0 we recover the deterministic setting, which confers
no additional protection to attack and as o4(x) increases we obtain increased protection.
However, o4(x) can also have a knock—on effect on ®~*(p(||A(x)|]2 < 7)). When o4(x) is
small, this knock—on effect will typically be small relative to the direct effect of changing
04(x), but as it becomes large there is always a point where this knock—on effect will take
over. Namely, our reconstructions will become increasingly poor and ®~!(p(||A(x)||2 <
r)) will eventually become negative, such that r-robustness does not hold even without
perturbation. We can quantify this by noting that there is always a minimum r for r-
robustness to be satisfied in (5.2). We derive a bound characterizing the minimum r for

which we can confirm robustness in Appendix C.1.

5.6 Empirical Investigations
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Figure 5.7: Ablation study on the bounds defined by Theorem 5.1. We train models
on MNIST with o4(x) offset by a constant 7 € [0,0.1,0.5,1]. [Left] probability that
reconstructions in Xpecon fall within a radius r = 4 centered on the ‘maximum likelihood’
reconstruction, p(||A(x,d,)||2 < r), as a function of |d,|, the magnitude of perturbations.
R, (x) is the radius |6;| for which p(]|A(x,dz)||2 < 4) > 0.5 and clearly increases with 7.
[Center] we add noise ~ A(0,02) to a point x forming a noisy x* and z*, and measure
the likelihood of the original point x under this noisy embedding. [Right] we show the
same plot where the perturbations are mazimum damage attacks, Eq (5.5), where L
is the maximum allowed magnitude of the attack distortion. Large 7 VAEs have high
likelihoods for the original point x as L and o2 increase: they are robust to attack and
effective denoising models. Confidence intervals are the standard deviations of values over
the entire MNIST dataset.
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We now consider a series of empirical investigations to back up our frameworks and the-
oretical results. We start by assessing whether the concept of r-robustness corresponds to
more commonly used measures of model robustness. Here we estimate R’ (x) numerically
as in Appendix C.4 and as demonstrated in Fig 5.5. Using these empirical estimations,
we establish connections between r-robustness and other performance metrics during ad-
versarial attack, confirming that larger R’ (x) correspond to model-input pairs that are

more robust to adversarial attacks.

r-robustness and Adversarial Settings We begin by evaluating our metrics in ad-
versarial settings. We want to find the most damaging perturbations §, that challenge
the robustness metrics we have derived. We consider an adversary trying to distort the
input data to maximally disrupt a VAE’s reconstruction. Our adversary maximizes, wrt
0., the distance between the VAE reconstruction and the original datapoint x, a novel

adversarial attack we call mazimum damage. We attack the encoder mean and variance:

8; = argmax;, (|lgo(py(x + 8z) + Moy(x + 0z)) — go(1y(x)]]2), 1~ N(0,I)  (5.5)

We evaluate the success of an attack as follows. Given an embedding z* formed from
the mean encoding of x 4+ §,, we measure the likelihood of the original point x and
quantify the degradation in model performance as the relative log likelihood degradation
(|(log p(x|z*) — logp(x|z))|/logp(x|z)), where z is the embedding of x. Fig 5.6 (d-f)
shows that as R’ (x) increases this degradation lessens, indicating less damaging attacks.
As such, larger margins for r-robustness correspond to models that are more robust to

attack.

Evaluating the derived bounds Using Theorem 5.1, we can gain insights into which
characteristics of a VAE contribute to robustness. The encoder variance plays a prominent
role and is a parameter that is easy to control. The encoder Jacobian is also present, but
we found that controlling such values directly can be difficult. Penalizing the norm of this
Jacobian in the VAE training objective degrades VAE generative performance, making it

difficult to compare models. As such we restrict our experiments to varying the encoder
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variance. We do so by training models that have o4(x) offset by a constant 7, such
that we artificially increase the encoder variance minimum. In Fig 5.7 we show that as
7 increases, the numerically estimated R’ (x) also increases, supporting our claim that
models with larger encoder variances have larger margins of robustness. This figure also
shows that likelihood of reconstructing the original input x increases as 7 increases in both
an adversarial attack setting and a noisy perturbation setting. We thus see that larger 7

also provides more effective denoising properties.

5.7 Robustness of Disentangled VAEs

o
o
O
a) =

Figure 5.8: For $-VAEs trained with g € {0.1, 1,10} we show in consecutive rows first the
original data point, a perturbed version made by maximum damage adversarial attacks,
and then the reconstruction given by the model. As [ increases the models become more
robust to attack.

We now apply our analysis to disentangling methods, which have empirically been
shown to be more robust to adversarial attacks and noisy data (Willetts et al., 2020).
First, we demonstrate this visually in Fig 5.8 where we see that 3-VAEs are more resilient
to attack as [ increases, and thus implicitly latent space overlap increases (Mathieu et al.,
2019). Second, we provide analysis to show that disentangling methods induce models
with smaller encoder Jacobian norms and larger posterior variances, implying that they

have larger margins R’ (x) by Theorem 5.1, a result we confirm empirically.

Disentangling increases encoder variance FEmpirically, increasing 5 > 1in a 5-VAE
increases the variance of the trained encoder, saturating at the variance of the prior for
large 8 (Mathieu et al., 2019; Locatello et al., 2019). We can shed light on this behavior
by finding the optimum forms of the posterior distribution under these objective functions
using calculus of variations. We find that the optimal posterior has the form of a tempered
or fractional posterior (Holmes and Walker, 2017; Wenzel et al., 2020; Miller and Dunson,

2019), with an exponent 1/8 on the likelihood:
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Figure 5.9: (a) distribution of the numerically estimated R%(x) (m = 0.5) across the
MNIST dataset. We see that R’ (x) increases dataset-wide for larger . (b) likelihood of
the original input given a maximum damage adversarial attack as in Eq (5.5). L is the
maximum allowed norm of the attack. Large § models retain high likelihoods even for
large L, meaning they are robust to attack. (c¢) and (d) show that the encoder variance
increases and the encoder Jacobian norm (||J g(x)H r) decreases as 3 increases, supporting
our analysis that the changes in these values underpin the robustness observed. Confidence
intervals for all plots are the standard deviation of values over the entire MNIST dataset.
See Appendix C.6 for similar experiments on other datasets.

Theorem 5.2. For a 3-VAE, the optimum posterior is:

qp(z]x) o p(2)pe(x|2z)/8

The proof is given in Appendix C.3.

This result gives the optimal posterior as a function of 8. It also tells us the 8-VAE’s
optimal posterior in the limit of large S is the prior, as we would expect. Because the
prior variance is naturally larger than that of the encoder, the encoder variance increases

with (.

Disentangling penalizes Jacobian norm Assuming a Gaussian py(x|z), an encoder
covariance optimal to first order, and activation functions that are piecewise-linear, the

B—-VAE objective can be approximated as (Kumar and Poole, 2020)

B

Sl [T+ 2 30(, ()T (g (), (56)

1
min*llx—ge(uqs(X))IIQvLgl\Jg(X)XH%Jr 3

0.0 2

As f increases ||Jg(x)||% is more penalised and we expect to learn encoders with smaller

Jacobians.

Taking these results together, we expect two things to occur as 3 increases: the encoder
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variance should increase by Theorem 5.2 and the norm of the encoder Jacobian should
decrease. We confirm this empirically in Fig 5.9(c,d). By Theorem 5.1 these two effects
of increasing # should increase R%(x) in tandem. In Fig 5.9(a) we confirm that the
numerical estimate for R% (x) increases dataset-wide for large [, that is we get a larger
value for R’,, or metric for the overall robustness of the VAE. In Appendix C.6, we also
show that the distribution of the bound for R%,(x) from Theorem 5.1 increases dataset-
wide with increasing 5. In both cases it is noticeable that R’ (x) is quite a well-behaved
distribution, with reasonably low variance and skew. This suggests that R", can be reliably

estimated in practice.

In Fig 5.9b we further show that these larger R’ values translate into larger likelihoods
of the original input under adversarial attack, while in Appendix C.6 we confirm that model
sensitivity to noise is improved for larger 5. We note, however, that having a 8 that is
too large will completely undermine reconstructions (Higgins et al., 2017a; Chen et al.,
2018) and lead to VAEs that are never robust because we cannot confirm r-robustness,

even without input perturbations (Eq (5.2)). See Appendix C.4.2 for results on this.

5.8 Conclusion

We have defined a novel robustness metric tailored to probabilistic generative models,
r-robustness, which can be used to assess the robustness of VAEs to adversarial attack.
We defined a margin on a VAE’s input space within which it is r-robust to perturbations
and show that small norms of the encoder Jacobian and larger encoder variances are core
contributors to robustness. Further, we offered theoretical and empirical analysis based
on this margin, demonstrating that existing disentangling methods increase robustness by

altering the optimal encoder variance and the norm of the encoder Jacobian.
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Abstract

In this work we study Variational Autoencoders (VAEs) from the perspective of
harmonic analysis. By viewing a VAE’s latent space as a Gaussian Space, a variety
of measure space, we derive a series of results that show that the encoder variance
of a VAE controls the frequency content of the functions parameterised by the VAE
encoder and decoder neural networks. In particular we demonstrate that larger en-
coder variances reduce the high frequency content of these functions. Our analysis
allows us to show that increasing this variance effectively induces a soft Lipschitz
constraint on the decoder network of a VAE, which is a core contributor to the ad-
versarial robustness of VAEs. We further demonstrate that adding Gaussian noise to
the input of a VAE allows us to more finely control the frequency content and the
Lipschitz constant of the VAE encoder networks. Finally, we show that the KL term
of the VAE loss serves as single point of action for modulating the frequency content
of both encoder and decoder networks; whereby upweighting this term decreases the
high-frequency content of both networks. To support our theoretical analysis we run
experiments using VAEs with small fully-connected neural networks and with larger
convolutional networks, demonstrating empirically that our theory holds for a variety

of neural network architectures.

6.1 Introduction

Variational autoencoders (VAEs) are deep latent variable models that typically use Gaus-
sian priors and Gaussian posteriors in their latent spaces (Rezende et al., 2014b; Kingma
and Welling, 2014). VAEs have become a work-horse method in modern machine learning,
but still their theoretical properties are not fully understood. In particular, we do not yet

fully understand the regularising effect of latent space sampling during training.

While the effect of the latent space sampling (a.k.a latent noise) on VAEs has been
studied from an information-theoretic standpoint (Shu et al., 2018) and through Taylor
analysis (Kumar and Poole, 2020), here we take a different tack and study the impact
that latent Gaussian samples have on the harmonic properties of the underlying neural

networks used to implement the model.

Related to our inquiry, is the study of the effects of Gaussian noise injections on neu-
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Figure 6.1: We plot the reconstructed function of a VAE, with the Sigmoid activation
function networks (3 dense layer each with 256 units), trained on the function sinc(5¢),
t € [-1,1]. We use a one dimensional latent space Z with a fixed encoder variance
s € [0.1,0.5,1.0]. As o0y increases we can see qualitatively that the frequency of the
reconstructed function increasingly skews towards lower frequencies. We fit polynomial
regression to the reconstructed function, picking the optimal polynomial degree k* via
cross-validation on 10 randomly chosen train-test splits. As o4 increases, the lower fre-
quency content of the decoder function corresponds, as one might expect, to a lower
optimal polynomial degree k*.

ral networks trained on supervised tasks (Yin et al., 2019; Camuto et al., 2020, 2021a).
Adding (standard) Gaussian noise to the input layer has long been known to induce regu-
larisation (Webb, 1994; Bishop, 1995; Burger and Neubauer, 2003), and recently has been
used to induce robustness to adversarial attacks (Cohen et al., 2019). Recently, by study-
ing the effects of these Gaussian noise injections from a functional analysis perspective,
(Camuto et al., 2020) shows that these injections effectively penalise functions which learn
high frequency components in Fourier-space. These ideas form the starting point for our

work.

By considering the latent space of a VAE as a measure space, equipped with a Gaussian
measure, we can consider the decoder of the VAE as being a member of a Gaussian Space,
a type of Lo function space equipped with the Gaussian measure. In our analysis, we view
the latent variable’s posterior, a Gaussian, as being the Gaussian measure with which
the latent space is equipped on a per-datapoint basis. This posterior is located around
a particular location, the mean, with a particular scale, the (often-diagonal) standard

deviation.

Previous analysis in Gaussian spaces has been done for spaces equipped with the

standard Gaussian measure (zero mean and unit variance). To directly apply the theory
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of Gaussian spaces to VAEs, we extend the theory of these spaces for standard Gaussian

measures to be applicable to general Gaussian spaces with arbitrary mean and covariance.

Using this newly developed theory we consider a basis-expansion of the decoder of a
VAE in terms of the eigenfunctions of a general Gaussian space, the Hermite polynomials.
This then enables us to see how higher degrees of these basis functions, these polynomials,
are implicitly more-strongly penalised as the variance of the underlying Gaussian space
increases, leading the decoder of VAE to preferentially learn functions that can be repre-
sented as lower degree polynomials. As higher-order polynomials are naturally associated
with higher frequency content in the Fourier domain, this means that a higher variance
Gaussian measure in the latent space necessarily leads to decoders with lower-frequency

functional representations.

Further, the encoder, which in our analysis parameterises the Gaussian measure of the
latent space, is also affected by changes in the latent measure’s variance. By studying the
Fourier transform of Gaussian measures we can show very simply that larger-variance mea-
sures have less high frequency content in the Fourier domain. This implies that encoders

that learn high-variance posteriors have lower-frequency functional representations.

To modulate the frequency content of the individual networks that constitute the VAE
encoder, we study the effect of adding Gaussian noise to VAE inputs during training.
This noising operation effectively turns the input space into a Gaussian space on a per-
datapoint basis. In the context of generative models, this process is reminiscent both of
Spread Divergences (Zhang et al., 2020b) and dequantisation (Dinh et al., 2017; Salimans
et al., 2017; Ho et al., 2019). As we demonstrate both theoretically and empirically, these
noise additions enable finer-grained control over the harmonic content of the encoder mean

network.

Finally, using this method of harmonic analysis, we extend Nash’s Poincaré inequality
to general Gaussian spaces. This shows that Gaussian spaces implicitly induce a soft
constraint on the Lipschitz constant of their constituent function. In the VAE setting, we
use these results to show that the Lipschitz constant of the VAE decoder decreases as the
posterior variance increases. Similarly, for the encoder we show that as the variance of

Gaussian noise on the VAE inputs increases, the Lipschitz constant of the encoder mean
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network decreases.

This result links our work both to recent advances in the Lipschitz penalisation and
regularisation of deep generative models (Adler and Lunz, 2018; Terjék, 2020) and more
generally to the adversarial robustness literature where control of the Lipschitz constant
improves the robustness of models (Gouk et al., 2018; Yang et al., 2020; Hein and An-
driushchenko, 2017; Tsuzuku et al., 2018). Our novel theoretical viewpoint on VAEs
unifies the two emerging strands in the empirical and theoretical study of the robustness
of VAEs to adversarial attack. The first strand aims to tune the noise of the VAE latent
space by up-weighting various regularisation terms (Willetts et al., 2020; Camuto et al.,
2021b). The second aims to directly control the Lipschitz constants of the underlying
networks (Barrett et al., 2021). In our framework we link these two strands: the Gaussian
noise of a VAE’s latent space affects the Lipschitz constants of the VAE’s constituent

networks.

6.2 Background

Variational Autoencoders: VAEs (Rezende et al., 2014a; Kingma and Welling, 2014),
and the models they have inspired (Alemi et al., 2017; Kumar and Poole, 2020; Chen
et al., 2018; Willetts et al., 2020), are deep latent variable models. Using x € X’ to denote
data and z € Z to denote the latents with associated prior p(z), a VAE simultaneously
learns both a forward generative model, py(x|z), and an amortised approximate posterior
distribution, g4(z|x) (where 6 and ¢ correspond to their respective parameters) which
are typically implemented using neural networks !. These models are referred to as the
decoder and encoder respectively, and a VAE can be thought of as a deep stochastic
autoencoder. Under this autoencoder framework, one typically takes the reconstructions
as deterministic, corresponding to the mean of the decoder, namely gq(z) := Ep, x|z [X], a

convention we adopt.

A VAE is trained by maximizing the evidence lower bound (ELBO) L=E, ) [£(x)],

INotation: We use bold letters to denote vectors or matrices and non-bolded letters to denote
scalars. Matrices are capitalised.
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where

L(x) = Eq, g]x) [log po(x|2)] — KL(gg(2|x)[p(2)) (6.1)

and pp(x) is the empirical data distribution. The optimisation is carried out using stochas-
tic gradient ascent with Monte Carlo samples to evaluate expectations over z, typically
employing the reparameterisation trick (Kingma and Welling, 2014). For example, for a
Gaussian gg(z|x), we draw samples as z = p,(x) + € 0 04(x), € ~ N (0,I), where o is the

element-wise product.

Gaussian Spaces: A Gaussian Space, denoted Lo(R™,7) is an Lo space, the space of
square-integrable functions f : R” — R, equipped with the Gaussian measure v(z) =

[1; V(xi]0,1). This space has an inner product between two functions f and g: (f,g) =

On the real line, the Hermite polynomials form an orthogonal basis for the space

Ly(R,~). These are the polynomials of degree k that satisfy (Janson, 1997):

These polynomials can also be defined recursively, in a manner that allows a more

intuitive understanding of their polynomial nature:

Hiy1(z) = xHy(z) — kHp—1(2) (6.3)

Ho(z) =1, Hi(z) =2
We have for instance
Hy(z) = % — 1, H3(x) = 2® — 3z, Hy(z) = 2 — 62 + 3

A function f € Lo(R,~) in this space can be expressed as a weighted sum of these

polynomial functions, where f (k) are the Hermite coefficients:

F= S F W HG ) = () = By () Hila)]. (6.4)

keN
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6.3 (aussian Spaces and VAEs

We want to bring the tools of Gaussian space analysis to bear on VAEs, by viewing
the latent space of the VAE as being equipped with a Gaussian measure. The VAE
encoder parameterises an amortised (per-datapoint) posterior Gaussian distribution with
mean /i4(x) and diagonal variance diag(oi(x)). Thus we can view the latent space of
a VAE as being equipped with a Gaussian measure that varies on a per-datapoint basis.
This measure is a multivariate general Gaussian measure with mean p4(x) and diagonal
variance diag(aé(x)). The encoder in some sense ‘indexes’ over the range of possible
Gaussian measures in a data-dependent manner. The decoder, which acts on this latent
space, would then be a member of some Gaussian space (the measure for which depends

on Xx).

As we were unable to find a comprehensive resource for spaces equipped with non-
standard Gaussian measures we must first derive results for Gaussian spaces equipped
with a general Gaussian measure (with mean p and variance o) before we apply Gaussian
space analysis to VAEs. We start with results for functions acting on a univariate space,

f:R—=>R.

Proposition 6.1. If z ~ N(u,0?), then we have that & = (x — p)/o ~ N(0,1) and the

Hermite polynomials are the polynomials of degree k that satisfy:
B (3) [Hi (&) Hin (2)] = K1L{m = k},

where v is the standard Gaussian measure. The family {ﬁﬂk(a}) k> 0} is then an

orthonormal basis for La(R, N (11, 0?)).

For the proof see Appendix D.1.1%. As such the polynomials H,, () are the orthogonal
polynomials for the A(u,0?) measure. We can calculate each of these polynomials by
substituting = for £ = (¢ — p)/o in Equation (6.3). In higher dimensions (R"), for a
function f : R” — R, we assume that we have a diagonal standard deviation S, as this

form of the standard deviation is most directly applicable to how VAEs are used in practice.

We denote the multivariate Gaussian measure as A (p,S?) with covariance matrix

2 All proofs are presented in Appendix D.1
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populated by the element-wise square of S. In this case the basis can be expressed using

a multi-index o € N™ (the sets of size n of non-negative integers), where

n
, Hlal
:§ . azll% |:|| | (o) :—g
|Oé| al) v J UZ 9 « L1 (673 9 g (X) &r?l . al,%n

i=1 =1

The o' multivariate Hermite polynomial (denoted H,) for the measure N'(u,S?) can

then be expressed as the product of univariate polynomials indexed by «:

Ha((x = )87 = Ha(%) = HHai((:vi — i)/ o),

This stems from the fact that each H,, forms a basis in the univariate case, and that
we assume a diagonal covariance, meaning that we can obtain the basis for R" simply by
tensorisation H,, ® -+ ® H,, . For the sake of completeness, in Appendix D.2 we derive

the Hermite polynomials for a Gaussian space with a full covariance matriz.

Because the set of H, form an orthogonal basis, we can express functions f in the

Gaussian space La(R™, N (s, S?)) as a weighted sum of these functions:

13 - N
f=2 Sf@Ha  fl0) =Eyn [f@H®)], (&) =N(x[pw,S).  (65)
acNn '
Using these results, we can express the Hermite cofficients for a general Gaussian space
in terms of the underlying measure’s standard deviation S and the derivatives of a function

f in the space.

Proposition 6.2. Assume we have a function f in Gaussian space with diagonal co-
variance, f € La(R™, N (m,S?)). Further assume that f is in C*, the class of infinitely
differentiable functions. For x ~ N (m,S?), then we have that X = (x — u)S™1 ~ N(0,1)

and the Hermite coefficients can be expressed as:

A~

fe) = (diag(8)" Eggey [1@00] ,1(R) = Nxlu, $2).

We can now express the variance of a function Lo(R™, N (, S?)) as a sum of function

derivatives, which in turns allows us to connect this variance to the Fourier domain.
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Theorem 6.3. Assume we have a function f in Gaussian space with diagonal covariance,
f € Ly(R™, N (p, S?)). Further assume that f is in C*, the class of infinitely differentiable
functions and is Lo integrable with respect to the Lebesgue measure. For x ~ N (p, SQ),
then we have that X = (x — u)S™ ~ N(0,1) such that y(X) = N(x|u,S?). The variance

of f can be expressed as

ia 200

ol
lo|>1 l[>1

o [100] [ = 32 R [ (e P :

ol

where P is the complex conjugate of the Fourier transform of the Gaussian measure
N, S?) given by P(w) = det(S)G(wS)e HS™" (where G is the Fourier transform of

the standard Gaussian measure v) and F is the Fourier transform of f, and a € N™.

We also note that even if a function is not infinitely differentiable, we can also express
Var(f) as a weighted sum of the Hermite coefficients (see the Proof of Theorem 6.3):
f(a)

2
’ . (6.6)

var(f) = 3" -

o >1

If we now assume that f is infinitely differentiable, then we obtain the intuitive result
that high-frequency functions correspond to larger Hermite coefficients associated with
higher degree Hermite polynomials. This can be deduced by combining Proposition 6.2
and Theorem 6.3:

/ (ding(8))" (@) F(w)P(@)de| (6.7)

As the variance of the underlying Gaussian measure increases, larger degree polynomials
contribute more heavily to Var(f). This is captured in the terms (diag(S))?* of Equa-
tion (6.7), meaning that increases in |(diag(S))| disproportionately increase large o terms,
i.e the coefficients associated with higher degree polynomial terms. More succinctly, Gaus-
sian spaces with large variances naturally induce larger Hermite coefficients associated
with higher degree polynomials, which themselves are associated with higher frequency

components in the Fourier domain.
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Lipschitzness Finally we redevelop Nash’s Poincaré inequality for general Gaussian
spaces to show that the variance of a function f € Lo(R™ N (i, S?)), assuming that this

function is Lipschitz continuous, can be upper-bounded by using its Lipschitz constant.

Proposition 6.4. Let f € Lo(R™, N (p,S?)) be a function that is Lipschitz continuous

with Lipschitz constant L. Further assume that f(‘O":l) € Loy(R™, N (s, S2)), we have:

Var(f) < L?||S|]3.

This bound is relatively tight in that for a measure N'(0,I) and a function f(x) =

2

1% 2; the bound becomes an equality: L = n~! and Var(f) = n=2. We can now use

these results for a general Gaussian space to study VAE decoders.

6.3.1 Gaussian Spaces and VAE decoders

The amortised posterior distributions of a VAE are typically chosen as Gaussians, where,

to allow for the backpropagation of gradients, samples are reparameterised as:
z = py(x) + 04(x) ok, € ~N(0,I). (6.8)

This sample is then fed into the decoder to calculate the likelihood term of the ELBO (see
Eq (6.1)). Implicit in this arrangement is that the VAE decoder operates on samples z in

latent space Z equipped with a Gaussian measure, captured by the € term in Eq (6.8).

Assuming the function parameterised by the decoder g, for a given point x, is Lo
integrable with respect to the general Gaussian measure, i.e g € La(R™, N (p4(x), 04(x)))
(this is reasonable as we are effectively training the decoder to be in this space) then we
can directly apply the theory of Gaussian spaces to the VAE decoder. Assuming we have
a Gaussian likelihood with a fixed standard deviation oy across dimensions, we express

the likelihood for a single point using a bias-variance decomposition, which gives the sum
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of an error term captured by the bias, and a regularisation term captured by the variance:

%E%(zx) [(90(z) — x)*] = 013 <<Biasq¢(zx) (ge(z)))2 + Vary, (z|x) (ge(Z))> (6.9)

Biasq¢(z|x) (gg(Z)) = Eq¢(Z|X) [ge(z)} - X

Varg, (z1x) (90(2)) = Eq, (z1x) [(Qe(z) — Eqg (alx) [ge(z)])Q] :

We can directly apply Theorem 6.3 to the decoder function if we assume that the
decoder function is infinitely differentiable. This holds for networks with the Sigmoid
activation function for instance Hornik (1991). We can then swap out diag(S) for the
encoder standard deviation o4(x) and repeatedly apply the Theorem to each output
90,i(z),i € 1,...,d of the decoder. For an output i of the decoder and a € N", we

have that:

04(x))%* | (o o4(x))%
Varg, (ojx) (96.1) = Z (7)) ‘gé,i)(z)r: Z ( ¢EI!))

al
| >1 | >1

2
/n(w)afe,i(w)P¢(w)dw )

Py is the Fourier transform of the Gaussian measure N (,U¢(X),O'3)(X)) and Fy; is the

Fourier transform of gy ;.

As o4(x) increases, particularly for o4(x) > 1, larger « terms in the sum, and large
frequencies to the power a will begin to be disproportionately penalised in the Var term
of the bias variance decomposition of the VAE likelihood. Thus larger o 4(x) will result in
a larger penalisation of the high-frequency components of the decoder function. We note
that this penalisation is modulated on a per-datapoint basis by o 4(x), but that VAEs which
on average have larger encoder variances over training inputs will learn lower frequency
decoders. Because of the link between the decoder variance, the Hermite polynomials,
and the frequency domain (see Equation (6.7)), the lower frequency function learned by
the decoder, for each z|x, also corresponds to a function that can be described as a lower

degree polynomial.

To demonstrate these findings, in Figure 6.1 we use a fixed encoder variance ai, uni-
form across dimensions, on VAEs, with Sigmoid activation function in their networks,

trained on data from the sinc(5t),¢ € [—1,1] function. As o4 increases, we can quali-
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tatively ascertain that the decoder function loses higher frequency components and that
the optimal polynomial to describe the decoder function (approximated by polynomial
regression) decreases in its degree. Quantitatively measuring the Fourier transform of the
decoder here is simple, we collect the reconstruction of all inputs, ordering by increasing .
We then take the fast Fourier transform (FFT) of this aggregate reconstructed function.
We show this in Figure 6.2 where as o4 increases, the decoder learns a lower frequency

Fourier representation.

Though our theoretical results hold for classes of in-

finitely differentiable neural networks, we empirically con- — —
—— Original == 04=0.

03=0.1 ceee 0p=1.0

firm they still hold for more complex neural network archi- 07
tectures with ReLU activation functions, trained on large

multivariate datasets. In Figure 6.3 we show that for a fixed

Kos3
encoder variance ai, as 04 increases reconstructed CelebA 0.2
0.1 s
images from a convolutional VAE become more similar and 0.0 ez i) Nt

start to lose diversity — the images lose mid to high level

frequencies as measured by a 2D-FFT — suggesting that
Figure 6.2: FFT of the

VAE reconstructions in Fig-
ure 6.1. For larger o4, the

spectrum loses high frequen-
transform (NUDFT) (Bagchi and Mitra, 1999) across the d = cies.

the decoder learns a lower frequency function. To support

this, we plot the mean 1D-Non-uniform discrete Fourier

dimensions of the output, which shows that models trained

with larger o4 learn functions that on average are of much lower frequency content than
smaller o4 models. This demonstrates that the multi-dimensional output decreases in its
high-frequency content over the d output dimensions, as predicted by our theory. In Fig-
ure D.4.2 of the Appendix we show that this also holds for fully-connected VAEs trained

on multivariate sinusoids.

6.3.2 Gaussian Spaces and VAE encoders

Here we use the analysis developed in previous section to analyze the Harmonic content
of the VAE encoder. In the typical VAE setup, we don’t usually consider the case of

Gaussian noise on inputs and we make no assumptions as to the underlying measure of
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Figure 6.3: We train convolutional VAEs (see Appendix D.3 for network details), with
ReLU activation functions in their networks, on the CelebA dataset, with a 64 dimension
latent space Z. As before we fix the encoder o,. [first 4+ second rows] We show 4
images and the 2D-FFT of the image in the upper right quadrant for a) the training
images used b) VAE reconstructions of the 4 images when o4 = 1 ¢) VAE reconstructions
for 04 = 2. As 04 increases mid-high level frequencies are increasingly dampened relative
to the original image. [bottom row] Positive components of the mean 1D-NUDFT of the
d dimensions of the output of these models (calculated across 2000 images for each of the
d = 12288 dimensions). Shading corresponds to the std. dev. over d dimensions.

the input space; such that we cannot directly apply the previous Gaussian space analysis

to the VAE encoder.

The perspective we’ve established, however, of the latent space as a Euclidean space
equipped with a general Gaussian measure, and the perspective of the decoder as belonging
to Gaussian space equipped with this same measure, can inform our analysis. The encoder
of the VAE effectively parameterises the latent space measure for each input x such that

the function the encoder is learning is the measure N (p,(x), o4(x)). In Theorem 6.3 we
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have already established that the Fourier transform of this measure is given by
P(w) = det(qu(x))g(w2¢(x))e_iw“¢(x)2¢_>l(x)’

where 34(x) is a diagonal matrix with the elements of o4(x) on its diagonal. Much like
the decoder, as the encoder variance decreases, the function parameterised by the encoder
increases in amplitude in its high-frequency components. However, here the frequency
content of the encoder function is intrinsic to the Gaussian measure, whereas the frequency
content of the decoder is a result of the relative weighting of the decoder variance in
the VAE likelihood, and as such is enforced by optimisation. Note that e *“He()= 160
only modulates the phase of the Fourier transform and does not alter the amplitude of
its frequency content. As such the mean does not affect the frequency spectrum of the
posterior Gaussian. In Figure D.4.1 of the Appendix we demonstrate that for a univariate

Gaussian, decreasing the variance increases the magnitude of high-frequency components

in the Fourier domain, whereas altering the mean has no such effect.

This perspective gives us an idea of how to alter the harmonic content of the measure
parameterised by the encoder owverall. If instead we want to modulate the frequency
content of the individual networks that are used to parameterise the Gaussian measure we
need a different perspective. In the next section we show that using the theory developed
previously, adding Gaussian noise to the input data offers a simple and effective method

for modulating the frequency content of the encoder mean.

Noisy inputs Let us now assume that we add Gaussian noise to the data x such that
our input for each point x is a Gaussian space with a Gaussian measure with mean x,
variance o2:

x=x+ov,v ~N(0,I).

Under this noisy input, the expectation of the KL between the amortised posterior distri-

bution and the unit Gaussian prior can be written as:

1 g . 8
log <1—[n<~x)> —n+ ;%,i(x) + H/%(X)H;

i=10¢,

E ) [KL(gg(2}%)p(2))] = B,
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We now have a Gaussian space variance Var(m,) =
Eyw) [Hud,(i) Hz] penalised at each iteration. As before for
the decoder we can directly apply Theorem 6.3 to the en-

coder mean function, by swapping out diag(S) for the data

standard deviation oI and repeatedly applying the Theo-
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w

rem to each output p;(X),7 € 1,...,n of the encoder. We

can expect two things to happen as o increases. The fre- Figure 6.4: FFT of p ¢ of

VAEs trained on sinc(5t) +

N(0,0%T).  For larger o

generally the function for each x can be described using the spectrum loses high fre-
quency content.

quency content of the encoder mean should decrease, and

an increasingly lower degree polynomial. Thus we can add

Gaussian noise to a VAE’s inputs to modulate the frequency content of the encoder mean
function. We demonstrate these findings in Figure 6.4. Note that though our theory is
not directly applicable to the encoder variance network, if we fix o4 so as to modulate
the variance of the decoder, then we have full control over the variance of the encoder by

adding noise to the VAE inputs.

6.3.3 The KL and frequency content

In previous experiments we fixed the variance of the encoder for analytical purposes. In
practice however we often want to learn this variance, and as such, need tools by which we
can modify the frequency content of the encoder and decoder whilst learning the encoder
variance. As we now show, the frequency content of both the encoder mean and decoder

networks can be controlled by altering the weighting of KL in the ELBO.

Consider the S-VAE setting (Higgins et al., 2017b), whereby the KL component of
the ELBO is pre-multiplied by a factor 5. The strength of this penalisation changes the
optimal encoder variance o4(x): as [ increases we can expect 04(x) to tend to 1 — see
Theorem 2 of (Camuto et al., 2020) for a formal statement of this. This then means that
we can modulate the scale of the latent noise experienced by the model during training,
where 04 (z) is learnt and no longer fixed as in previous experiments. Because increasing
8 tends to increase og(x), our theory would predict that gradual increases in 5 would be

accompanied by the decoder losing higher-frequency content in the Fourier domain.
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Figure 6.5: Positive components of Figure 6.4 with variable 8 penalisation on the KL term
of the ELBO. As (8 increases higher frequencies are increasingly dampened for the decoder
[left] and encoder [right]

We also note that the variance of the encoder mean network Var(u,) = E, ) [H;w(fc) H;}
experiences a greater penalisation as the weight § increases, as seen in the decomposition
of the KL in section 6.3.2. This means that we expect larger KL weightings to induce
encoder mean functions with lower frequency content (when the input space is a Gauss

space). See Figure 6.5 for a demonstration of both these claims.

6.3.4 VAE Lipschitzness

We know that by Proposition 6.4 the variance of a function (that is once differentiable)
provides a relatively tight lower bound on the Lipschitz constant of a neural network. As
the encoder variance aé(x) increases, the variance of the decoder function Vary, ,1x) (96(2))
decreases, which by Proposition 6.4 will lead to a smaller lower bound on the Lipschitz
constant of the decoder. Due to the computational costs of estimating the Lipschitz
constants of networks, we restrict our empirical analysis here to fully-connected VAEs and
use layer-wise LipSDP (Fazlyab et al., 2019) to obtain estimates. In Appendix D.4.3
we confirm that regulating the encoder variance allows for us to impose a soft constraint
of the Lipschitzness of the VAE decoder. We also show that adding Gaussian noise on
data, gives us finer control on the Lipschitz constant of the encoder. Finally, we also
demonstrate that this modulation of the encoder and decoder Lipschitzness is a purveyor

of adversarial robustness for VAEs.
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6.3.5 Potential Limitations

Our results on Lipschitzness would be stronger if Proposition 6.4 offered an upper bound
on the Lipschitz constant, in that we could certify a maximum Lipschitz constant. Also,
the encoder variance does not directly affect the frequency content of the encoder, only
secondarily. Noise injections on data are needed to provide full control over the frequency
content and Lipschitzness of the VAE networks, whereas a single parameter to control
would have been a stronger result. We also recognise that the results in Figure D.4.3
would have been stronger if the variance of the likelihood degradation results was such
that the shading of the curves did not overlap for the different values of o and o4. Our

study does not have a direct societal impact as it is largely theoretical.

6.4 Conclusion

Using the lens of Gaussian spaces, we demonstrated that the variance of the latent en-
codings features as an important parameter for regularising VAE decoders, controlling
their Lipschitz constants, and improving their adversarial robustness. By applying the
same framework to the VAE encoder we show that simply adding Gaussian noise to VAE
inputs offers the same control over the VAE encoder. This work lays the foundation for
analysing the effect of Gaussian priors on VAEs and offers a novel framework from which
to understand the functions learned by a VAE’s networks. It also paves the way for the

study of the effect of non-Gaussian priors on VAE networks.
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CHAPTER [

CONCLUSION

This thesis has presented a comprehensive study of the effects of Gaussian Noise Injections
on neural networks, highlighting their regularising effects (§3) their conference of adversar-
ial robustness (§5) as well as the subtle and unexpected bias they introduce into gradient
descent related optimisation algorithms (§4). Our study ends with the presentation of
Gaussian spaces as an elegant and simple tool for the study of the effect of such noise
injections (§6).

In particular, §3, The Ezplicit Regularisation of Gaussian Noise Injections demon-
strates that the marginal of Gaussian noise injections (GNIs) corresponds to an added
penalisation that regulates the frequency content of the function learned by neural net-
works. This work uses first and second order approximations to approximate this marginal,
and demonstrates empirically that first and second effects dominate other higher-order ef-
fects of GNIs for a range of neural architectures and activations functions. Though this
approximation is inelegant, and actually quite involved to derive (see the associated proof)
it lays the foundation for the final presented work, which offers more abstract mathemat-
ical tooling that more simply connects (GNIs) to the frequency domain, without making

such approximations.

Indeed one can view §6, Variational Autoencoders: a Harmonic Perspective as a work
that more elegantly and succinctly presents the ideas of The Explicit Regularisation of

Gaussian Noise Injections using the theory surrounding Gaussian spaces; which are mea-

102
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sure spaces equipped with a Gaussian measure. Though the work focuses on Variational
Autoencoders, and the way Gaussian samples in the latent space then regulate the fre-
quency content of encoder and decoder networks, the analysis can actually be used to
study the supervised learning setting of the first work. If we view data experiencing noise
injections as a form of Gaussian Space, with mean centered on the data point and variance
corresponding to the variance of the noise injection, then we can use the tools of harmonic

analysis to re-derive some of the findings of the Chapter 3.

§5, studies the effects of GNIs that are experienced at test-time, post-training. The
work, in conjunction with Willetts et al. (2019), presents the first study of the properties
of VAEs that contribute to adversarial robustness. By viewing the sampling that takes
place in the latent space as a form of Gaussian noise injection on the VAE decoder, we
build on the work of Cohen et al. (2019) to introduce the concept of r-robustness. A VAE
is r-robust to a perturbation § at a point x if the VAE’s reconstruction under the distorted
input will fall within an r-ball (under a chosen norm) of the undistorted reconstruction
more than half the time. We then derive a margin on 9, such that for all distortion with
||0z]| less than the margin a VAE is r-robust. The form of this margin depends on the
minimum of the posterior’s standard deviation and on the reciprocal of the Frobenius norm
of the Jacobian of the mean of the posterior. Using this margin we can now understand
formally how a simple method for robustness in VAEs, 5-VAEs (which simply multiply
the KL of the ELBO by a pre-factor (), obtain increased robustness. -penalisation both
naturally increases the minimum of the posterior standard deviation, and decreases the

Frobenius norm of the Jacobian of the mean.

Variational Autoencoders: a Harmonic Perspective also expands on this work, using
the connection between GNIs, the frequency domain, the Lipschitz-constant of a function
experiencing GNIs, and the work of Barrett et al. (2021) to more simply derive this same
result. By the harmonic analysis we present, VAEs with larger variance posteriors (i.e
larger variance latent samples) — and by extension -VAEs with larger 5 — tend to learn
lower frequency decoder and encoder functions. Our re-tooling of Nash’s Poincaré inequal-
ity then allows us to show that these lower frequency functions also have correspondingly

lower Lipschitz constants. Barrett et al. (2021) demonstrate formally that the r-robustness
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margin of VAEs decreases for smaller Lipschitz encoder and decoder functions. As such
this final work also presents a link between Chapters 3 and 5 by demonstrating that the
frequency modulation conferred by GNIs also improves the adversarial robustness of deep

probabilistic models.

Finally §4, Asymmetric Heavy Tails and Implicit Bias in Gaussian Noise Injections,
nuances the benefits conferred by GNIs by showing that the implicit effect, which is
the remainder of the marginal studied in The Ezplicit Regularisation of Gaussian Noise
Injections, introduces bias in Stochastic Gradient Descent (SGD) which degrades neural
network performance. Indeed, rather counter-intuitively, though the forward pass of neural
network experiences Gaussian noise during GNIs, the backward pass (the gradients) can
experience asymmetric and heavy tailed noise. By modelling the combined gradient noise
from mini-batching and GNIs as being drawn from a skewed a-stable distribution, a type
of heavy-tailed distribution with infinite moments above a degree a (this approximation is
reasonable as Simsekli et al. (2019b) demonstrate that the gradient noise stemming from
mini-batching is a-stable), we derive results that show that neural networks trained with
GNIs experience bias that can lead them away from minimisers of the objective function
they are optimising for. Thus the usage of GNIs introduces a trade-off between bias
and regularisation, which practitioners should bear in mind when using such methods.
Note that these results are also translatable to the deep probabilistic model setting. The
analysis conducted is directly applicable to the VAE decoder setting, which effectively
experience GNIs due to the sampling that takes place in the VAE latent space during
training. The gradient noise on these networks will also be heavy-tailed and skewed and
likely to introduce bias during training. Mitigating this bias in the VAE setting is a

potentially useful extension of this work.

7.1 Extensions and Applications

Though we studied Gaussian noise principally for analytic simplicity (Gaussian distribu-
tions have finite moments and are amenable to Taylor-expansion type analysis which form
the crux of our first two works), the methodologies and ideas presented lay the founda-

tion for the study of other forms of noise in neural networks. In particular by framing
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noise injections as a form of measure space we can extend some of these ideas to other
well-behaved distributions, such as the Bernoulli distribution (used in dropout). By then
viewing noised neural network hidden layers as mappings between measure spaces, we can
use the analysis of our final work to simplify the analysis of our first and second works,

without resorting to first and second order approximations.

The connection between Sobolev spaces and GNIs detailed in §3 also potentially paves
the way for studying neural networks experiencing GNIs from the perspective of Repro-
ducing Kernel Hilbert Spaces (RKHS). Assuming certain regularity conditions, notably
that the degree of the Sobolev space a neural network lies in is strictly greater than d/2
where d is the dimensionality of the input space, then the neural network will have an
associated reproducing kernel that has been defined in closed form by Novak et al. (2018).
The penalisation of the Sobolev norm, added to the loss function by GNIs, could lead to
the definition of an ‘optimal’ function under GNI injections in terms of the reproducing

kernel, as described by (Wahba, 1990).

In §5 the margin of robustness is defined as an Lo norm within the input space. Though
this margin is predictive of robustness for natural images, images themselves rarely take
continuous values. Their pixel values lie in {0, 1} for black and white binary images, and
in the range of integers from 0 to 255 for images encoded using RGB. A more appropriate
margin for such data might be in terms of the Ly or ‘Hamming’ distance, representing a
discrete step-wise pixel ‘flip’ from one integer to another. This is particularly relevant given
the constructive proof of the existence of small-Hamming distance adversarial examples

given by (Shamir et al., 2019).

7.2 Implications

This thesis already presents the ways in which the analysis of the effects of noise can be
applied to deep probabilistic models, such as VAEs. By taking a more ‘mechanical’ and
functional perspective of VAEs (rather than the traditional probabilistic perspective) we
can derive interesting insights into the characteristics of the learnt encoding and decoding

functions; in particular their robustness to adversaries, their frequency content, but also
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the biases they experience when trained with SGD (as §4 is also applicable to the decoders
of VAEs which experience GNIs on their ‘inputs’). Further the choice of Gaussian posterior
induces an inadvertent regularisation of VAE networks which as of yet had not been studied
before §6. This suggests that the choice of prior and posterior in deep probabilistic models
not only impacts the flexibility and suitability of the resulting probabilistic model to a given
task, they also can strongly affect the neural networks that parameterise the distributions
of the model. As a practitioner the choice of distribution prior and posterior is now two-
fold, the first relates to their suitability to the task at hand, the second relates to their

regularising effect (or conference of adversarial robustness) on the underlying networks.

In conversations with engineers at Mythic AI' we discovered that these works were
being used to study neural networks trained on their proprietary hardware. The company
is developing chips to accelerate neural network training which use some analogue com-
ponents. The conversion between analogue and digital signals inadvertently introduces
Gaussian noise during neural network training, the effects of which they are attempt-
ing to understand. In particular they are looking for ways in which they can limit the
bias on SGD GNIs introduce. As such a natural extension of this thesis would be to
develop methods which reduce the implicit bias of GNIs. Their observations also suggest
something deeper, which is that the choice of hardware can unwittingly regularise (or in-
troduce bias) to neural networks during training. This is particularly true for GPUs where
race-conditions between threads mean that certain operations are non-deterministic and
experience noise relative to CPU-based operations 2. Given the prevalence of central limit
theorem effects, our study of the effects of Gaussian noise could be applicable to the study

of the effects of different hardware choices and drivers.

Finally the simplicity involved in implementing GNIs, and GNIs’ low computational
cost, means GNIs offer an attractive method for any practitioner to use as a means of

limiting over-fitting and improving the adversarial robustness of their models.

lprivate correspondence

2The set of non-deterministic operations is currently rapidly changing and for the most up-to-
date information the reader is best served reading the latest documentation for their respective
GPU driver and favourite machine learning library.
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A.1 Technical Proofs

A.1.1 Proof of Proposition 3.1

Proof of Proposition 3.1. Recall that h denotes the vanilla activations of the network,
those we obtain with no noise injection. Let us not inject noise in the final, predictive,
layer of our network such that the noise on this layer is accumulated from the noising of

previous layers.

We denote & the noise accumulated at layer k from GNIs in previous layers, and
potential GNIs at layer £ itself. We denote &, ; the ith element of the noise at layer L, the
layer to which we do not add noise. This can be defined as a Taylor expansion around the

accumulated noise at the previous layer L — 1:
— 1
Eri= Y, — (D" hpi(hi1(x)) €75, (A1)

ag)
lar]=1 L

where we use «y, as a multi-index over derivatives.

Generally if we noise all layers up to the penultimate layer of index L — 1 we can define

the accumulated noise at layer k, £ recursively because Gaussian have finite moments:

[e’e] 1 N ‘
Eni=crit Y. @(Dakhk,i(hk,l(x)))gkﬁl, i=1,...,dp, k=0...L -1 (A2)

log|=1

where £) = € is the base case.

A.1.2 Proof of Theorem 3.2

Proof of Theorem 3.2. Let us first consider the Taylor series expansion of the loss function

with the accumulated noise defined in Proposition 3.1. Denoting € = [€r_1, ..., €] we
have:
=1
Ec[L(h(x) + €L, y)] = L(x,y) +Ee | Y o (D7L(hi(x),y)) €7 (A.3)

laf=1
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Note that the dot product with the i*" element of the final layer noise &ri can be written

Ee | 1! (D*L(hL(x),y)) L
la)=1

—Ee | Y0 o (DUChi(.y) | 3 (D () £, (A.4)
lo|=1 lar|=1

—Ee | Y0 (D) | 3D (D) (e )
lo|=1 lor,|=1

(A.5)

where the dots here denote the accumulated noise term on layer L — 1 before we add the
Gaussian noise €7,_;. When looking at all elements of £, not just the i*" element, note
that this is essentially the Taylor series expansion of £ around the series expansion of
h; around €;_1. We know that the product of the Taylor series of a composed function
f o g with the Taylor series of g is simply the Taylor series of f around x (Constantine
and Savits, 1996). This can be deduced from the slightly opaque Faa di Bruno’s formula,
which states that for multivariate derivatives of a composition of functions f : R™ — R

and g : R? = R™ and a multi-index o (Constantine and Savits, 1996)

x))ki
DU(fog)= 3 DMlab) Y Y (o) H[l(.f)|

1< <« s=1ps(\,a)

whereps()\,a) = {(lﬁ, .. .,ks); (ll, .. .,ls) : ‘k1| > O, 0<l---< ls, Z?:l k; = )\Zle |/€Z‘l1 =

a , where < denotes a partial order.

Applying this recursively to each layer k, we obtain that,

B | Y 4 (D"Llhr(x), ) €]
lal=1
L—1 o) 1
=Ec [Y Z@w%c(hk() ) €x" | +C((x,y);€) (A.6)
k=0 ||a|=1

Here C(€,x,y) represents cross-interactions between the noise at each layer k € and

the noise injections at preceding layers with index less than k. We can further simplify
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the added term to the loss,

L—1 00
B |3 | S0 - (D% L), y) €| +C((x):€)
k=0 |jaj=1 " *
L—-1 0o 1
=30 | X g (DLl (), ) Be [ 6] | +Eele(Gey)ie)  (AT)
k=0 ||ag|=1

The second equality comes from the fact that odd-numbered moments of €, will be 0
and that £(x,y) = L(hL(x),y). The final equality comes from the moments of a mean
20

0 Gaussian, where j takes the values of the multi-index. Note that [ek } are the even

numbered moments of a zero mean Gaussian,
E 200, | 20[]671 2 1 | QOék,dk 2 1 nT
€, =lo, " Qa1 — 1), ... 0, (20,4, — 1)

Though these equalities can already offer insight into the regularising mechanisms of
GNIs, they are not easy to work with and will often be computationally intractable. We

focus on the first set of terms here where each |ay| = 1, which we denote R(x,w)

L—1
Rew) =Y | Y 201%, (D> £(ng(x).y)) Ee [ 2]
k=0 | |ag|=1

L—1 2
g 2
~Y | 2L 5 (DL (x),y)) T (%) (A-8)
k=0 ||ag|=1
The last approximation corresponds to the Gauss-Newton approximation of second-
order derivatives of composed functions where we’ve discarded the second set of terms of
the form

DL(hp)(x) (D*hy(hy(x)))

. We will include these terms in our remainder term C. For compactness of notation, we

denote each layer’s Jacobian as J;, € R > Each entry of Jj is a partial derivative of
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f,f ;» the function from layer % to the ith network output, i = 1...d.

fla fa
Ohg,1  Ohg 2
Jr(x) = ,
fa, fRay,
Ohi Oy,

Again, for simplicity of notation J.* selects the column indexed by |a;| = 1. Also note
that the sum over |ay| = 1 effectively indexes over the diagonal of the Hessian of the Loss

with respect to the L' layer activations. We denote this Hessian as Hy(x,y) € R4xdr,

[ 9%L %L |
ohi , Ohr 10hr 2
HL(X7 Y) =
%L L
Ohr,a; 0hr 1 Oh% 4,
This gives us that
1 L—-1
QZ o Tr (JL(x)HL(x,y)Ir(x))]
k=0

For notational simplicity we include the terms that R does not capture into the re-

mainder E¢ [C((x,¥); €)]. We take expectations over the batch and have:

Exy)~s [Ee [L(hr(x) + EL,y)]] = L(B; w) + R(B;w) + Ec [C(B; €)] (A.9)
L—1
RUB;w) = By | 5 O (07T (T (6, 3)T4(x)] (A.10)
k=0
B [C(B: )] = Epuyys [Be | S - (DL (x),y) €| | -~ R(B:w) (A1)
laj=1

This concludes the proof. |
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A.1.3 Proof of Theorem 3.3
Proof of Theorem 3.3. Because f € Wl}’z(Rd) we know that by definition, for |a| = 1:

HDafH%ﬁ(R’i) = /Rd ’Daf(x) . DOéf(x) . M(x)|dx < 0

where dx is the Lebesgue measure. By Minkowski’s inequality we know that:
L 1P - D0 60 plllx < [ Gl [ 1D°7(x)- D Fx) - o)
By definition p, a probability measure, is L' integrable. As such:

/Rd |DYf(x) - D*f(x) - u(x) - u(x)|dx < o0

Let m(x) = Df(x) - u(x), by the equation above, m(x) € L*(R?). As both D“f(x)
(by assumption) and m(x) are L? integrable in R?, we can apply Fubini’s Theorem and

Plancherel’s Theorem straighforwardly such that:

S 1D° F 12 ey = /Z‘zw] (@, 7)|dw

laj=1

where F is the Fourier transform of f, i = —1, and w;F(w) is simply the Fourier

transform of the derivative indexed by a. M(w, j) is given by
M(w,j) =i (wjF(w)) * P(w) (A.12)

where P is the Fourier transform of the probability measure u, w;F(w) is as before,

and * denotes the convolution operator. Substituting G(w, j) = w;F(w) we obtain:

G(w,7)G(w,j) * P(w ‘dw

> 1D fIIZs (gay

laf=1

/RdZ‘gwj (w,]) ‘dw



113 A. Appendix: The Explicit Regularisation in Gaussian Noise Injections

This concludes the proof.

A.1.4 Regularisation in Regression Models and Autoencoders

In the case of regression the most commonly used loss is the mean-square error.
1 2
L(x,y) = 5y~ he(x)
In this case, Hy, ,, is I. As such:

L
R(B;w) = fExN > o (Tr(Ik(x)TIk(x)))] ffExNB
k=0

Z o ([T (x HF)]

This added term corresponds to the trace of the covariance matrix of the outputs
h; given an input hg. As such we are penalising the sum of output variances of the
approximator; we are penalising the sensitivity of outputs to perturbations in layer k
(Webb, 1994; Bishop, 1995).

For ReLU-like activations (ELU, Softplus ...) , because our functions are at most

linear, we can bound our regularisers using the Jacobian of an equivalent linear network:
L L L
y
D or (131 < Y oI )P = D oi (Wi ... Wi|?)
k=0 k=0 k=0

Where Jitear (x) is the gradient evaluated with no non-linearities in our network. This
upper bound is reminiscent of rank — k ridge regression, but here we penalise each sub-
network in our network (Kunin et al., 2019). Also note that the regression setting is

directly translatable to Auto-Encoders, where the labels are the input data.

A.1.5 Regularisation in Classifiers

In the case of classification, we consider the cross-entropy loss. Recall that we consider

our network outputs hy to be the pre-softmax of logits of the final layer L. We denote
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p(x) = softmax(hy (x)). The loss is thus:

M

L(xX,y) ==Y ¥n.log(softmax(hy(x))c) (A.13)
c=0

where c¢ indexes over the M possible classes of the classification problem. The hessian

H; in this case is easy to compute and has the form:

Hy, = | P (A14)

—p(x)iP(x); i#

As Wei et al. (2020), Sagun et al. (2018), and LeCun et al. (1998a) show, this Hes-

sian is PSD, meaning that Tr(J,H;J]) will be positive, fulfilling the criteria for a valid

regulariser.
1 L
R(B;w) = Ex-5 | 5 > o> (Hp(x) o Jp(x)TL(x))i
k=0 i,
1& 1&
= Ex~B 5 Z oy (diag(Hp(x))TI2(x))ij + 3 Z o} Z (Hr(x) o Ji(x)J}(x))ij

diag(Hp(x))T is the row vector of the diagonal of Hy(x). The first equality is due
to the fact that Hy, is symmetric and is due to the commutative properties of the trace
operator. The final equality is simply the decomposition of the sum of the matrix product
into diagonal and off-diagonal elements. For shallow networks, the off-diagonal elements
of JkJL are likely to be small and it can be approximated by Ji (Poole et al., 2016;
Hauser and Ray, 2017; Farquhar et al., 2020; Aleksziev, 2019). See Figure A.1.1 for a
demonstration that the off-diagonal elements of J]Jy, are negligible for smaller networks.

Ignoring these off-diagonal terms, we obtain an added positive term:
1L
R(B;w) ~ Exw5 | 3 > oY (diag(H (%)) IR (%)) (A.15)
k=0  4j

For ReLU-like activations (ELU, Softplus ...), because our functions are at most linear,
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we can bound our regularisers using the Jacobian of an equivalent linear network:

L
> oy (diag(Hy (%)) Tx(x)%)i; < Zakz (diag(Hz(x))T (W ... W;)?),; (A.16)
i -~
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Figure A.1.1: Samples of heatmaps of 10 by 10 matrices J[J;, (k indexing over layers)
for 2-layer MLPs and convolutional networks (CONV) trained to convergence (with no
regularisation) on the SVHN and CIFARI10 classification datasets, each with 10 classes.
We can clearly see that the diagonal elements of these matrices dominate in all examples,
though less so for the data layer.
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A.2 Tikhonov Regularisation

Note that because we are penalising the terms of the Sobolev norm associated with the
first order derivatives, this constitutes a form of Tikhonov regularisation. Tikhonov reg-
ularisation involves adding some regulariser to the loss function, which encodes a notion
of ‘smoothness’ of a function f (Bishop, 1995). As such, by design, regularisers of this
form have been shown to have beneficial regularisation properties when used in the train-
ing objective of neural networks by smoothing the loss landscape (Girosi and Poggio,
1990; Burger and Neubauer, 2003). If we have a loss of the form £(B;w), the Tikhonov
regularised loss becomes:

L(B;w) +AlLf13, (A.17)

where f? is the function with parameters § which we are learning and || - ||3; is the norm
or semi-norm in the Hilbert space H and A is a (multidimensional) penalty which pe-
nalises elements of || f?||2, unequally, or is data-dependent (Tikhonov and Arsenin, 1977;
Bishop, 1995). In our case H is the Hilbert-Sobolev space W,*(R?) with norm dictated

by Equation (3.7). R(-) penalises the function’s semi-norm in this space.

A.3 Measuring Calibration

A neural network classifier gives a prediction ¢(x) with confidence p(x) (the probability
attributed to that prediction) for a datapoint x. Perfect calibration consists of being as

likely to be correct as you are confident:
p(y=ylp=r)=r, Vrel01] (A.18)

To see how closely a model approaches perfect calibration, we plot reliability diagrams
(Guo et al., 2017; Niculescu-Mizil and Caruana, 2005), which show the accuracy of a

model as a function of its confidence over M bins B,,.
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1 X
acc(Bm) = —— > (i = i) (A.19)
|Bm| i€EBm,
1 R
conf(B,,) = Bl Di (A.20)
m ’LEBm

We also calculate the Expected Calibration Error (ECE) Naeini et al. (2015), the mean

difference between the confidence and accuracy over bins:
o~ |Bul
ECE = z:l Tm]acc(Bm) — conf(By,)] (A.21)
oo

However, note that ECE only measures calibration, not refinement. For example, if we
have a balanced test set one can trivially obtain ECE =~ 0 by sampling predictions from a

uniform distribution over classes while having very low accuracy.

A.4 Classification Margins

Typically, models with larger classification margins are less sensitive to input perturbations
(Sokoli¢ et al., 2017; Jakubovitz and Giryes, 2018; Cohen et al., 2019; Liu et al., 2019;
Li et al., 2018). Such margins are the distance in data-space between a point x and a
classifier’s decision boundary. Larger margins mean that a classifier associates a larger
region centered on a point x to the same class. Intuitively this means that noise added
to x is still likely to fall within this region, leaving the classifier prediction unchanged.
Sokoli¢ et al. (2017) and Jakubovitz and Giryes (2018) define a classification margin M
that is the radius of the largest metric ball centered on a point x to which a classifier

assigns y, the true label.

Definition A.4.1 (Classification Margin (Jakubovitz and Giryes (2018))). Consider a
classifier that outputs a correct prediction for the true class A associated with a point X.

Then the first order approximation for the [2-norm of the classification margin M, which
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Figure A.4.2: Here we show distribution plots of Jy for 2-layer MLPs trained on CIFAR10
(a) and SVHN (b) for models trained with no noise (Baseline), models trained with noise
on their inputs (GNI Input), models trained with noise on all their layers (GNI All Layers).
Noising all layers induces a larger penalisation on the norm of Jg, seen clearly here by the
shrinkage to 0 of Jy for models trained in this manner.

s the minimal perturbation necessary to fool a classifier, is lower bounded by:

(hf(x) — h7 (x))
V2[[30(x))|r

M(x) > (A.22)

We have hi(x) > hP(x), where h7(x) is the L' layer activation (pre-softmaz) associated

with the true class A, and hlg(x) is the second largest L' layer activation.

Networks that have lower-frequency spectrums and consequently have smaller norms
of Jacobians (as established in Section 3.4 ), will have larger classification margins and will
be less sensitive to perturbations. This explains the empirical observations of Rahaman
et al. (2019) which showed that functions biased towards lower frequencies are more robust

to input perturbations.

What does this entail for GNIs applied to each layer of a network ? We can view
the penalisation of the norms of the Jacobians, induced by GNIs for each layer k, as
an unpweighted penalisation of ||Jo(x)||r. By the chain rule Jy can be expressed in
terms of any of the other network Jacobians Jo(x) = Jk(x)a—)l:’“Vk € [0...L]. We can
write ||Jo(x)||Fr = ||J]€(X)6%HF < ”Jk(X)HFHL,}:kHF Minimising ||Jo(x)||F is equivalent
to minimising ||Jx(x)||F and HL)I:’“HF, and upweighted penalisations of ||J;(x)||r should
translate into a shrinkage of ||Jo(x)|| 7. As such, noising each layer should induce a smaller

IJo(x)||F, and larger classification margins than solely noising data. We support this
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empirically in Figure A.4.2.

In Figure A.6.6 we confirm that these larger classification translate into a lessened

sensitvity to noise.

A.5 Model Capacity

Intuitively one can view lower frequency functions as being ‘less complex’, and less likely
to overfit. This can be visualised in Figure 3.4. A measure of model complexity is given by
‘capacity’ measures. If we have a model class H, then the capacity assigns a non-negative
number to each hypothesis in the model class M : {H, Dirain} — RT, where Dipqir is the
training set and a lower capacity is an indicator of better model generalisation (Neyshabur
et al., 2017). Generally, deeper and narrower networks induce large capacity models that
are likely to overfit and generalise poorly (Zhang et al., 2017). The network Jacobian’s
spectral norm and Frobenius norm are good approximators of model capacity and are

clearly linked to R (Guo et al., 2017; Neyshabur et al., 2017; Neyshabur and Srebro).

The Frobenius norm of the network Jacobian corresponds to a norm in Sobolev space
which is a measure of a network’s high-frequency components in the Fourier domain. From
this we offer the first theoretical results on why norms of the Jacobian are a good measure
of model capacity: as low-frequency functions correspond to smoother functions that are
less prone to overfitting, a smaller norm of the Jacobian is thus a measure of a smoother

‘less complex’ model.
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A.6 Additional Results
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Figure A.6.3: In Figure (a) we show the test set loss for the regression dataset Boston
House Prices (BHP) for 4-layer ELU MLPs trained with R(-) and GNIs for 0 = 0.1. We
compare to a non-noised baseline (Baseline). Exp Reg captures much of the effect of noise
injections. The test set loss is quasi-identical between Exp Reg and Noise runs which
clearly differentiate themselves from Baseline runs.
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Figure A.6.4: Here we use small variance noise injections and show that the R(-) (Exp
Reg) in equation (3.11) and (3.14), induces the same trajectory through the loss landscape
as GNIs (Noise). We show the trace of the Hessian of neural weights (H; ; = #gwj) for
a smaller 2-layer 32 unit MLP trained on the classification datasets CIFAR10 (a), and
SVHN (b), and the regression dataset Boston House Prices (BHP) (c). In all experiments
we compare to a non-noised baseline (Baseline). Tr(H), which approximates the trajectory
of the model weights through the loss landscape, is quasi identical for Exp Reg and Noise
and is clearly distinct from Baseline, supporting the fact that the explicit regularisers we
have derived are valid. As expected the explicit regulariser and the noised models have
smoother trajectories (lower trace) through the loss landscape, except for CIFAR10.
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Figure A.6.5: Illustration of the loss induced by the R(-) for classification detailed in
equation (3.14) for convolutional and MLP architectures, and for ReLU and ELU non-
linearities. The loss trajectory is quasi-identical to models trained with GNIs and the
trajectories are clearly distinct from baselines (Baseline), supporting the fact that the
explicit regularisers we have derived are valid.
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Figure A.6.6: In (a) and (b) a model’s sensitivity to noise by adding noise of variance o
to data and measuring the resulting model accuracy given this corrupted test data. We
show this for 2-layer MLPs trained on CIFAR10 (a) and SVHN (b) for models trained
with no noise (Baseline), models trained with noise on their inputs (GNI Input), models
trained with noise on all their layers (GNI All Layers), and models trained with the R(-) for
classification. Noise added during training has variance 02 = 0.1 and confidence intervals
are the standard deviation over batches of size 1024. Models trained with noise on all
layers, and those trained with R(-), have the slowest decay of performance as a increases,
confirming that such models have larger classification margins.
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Figure A.6.7: Tllustration of how Gaussian noise (Noise) additions improve calibration rel-
ative to models trained without noise injections (Baselines) and how R(-) (Exp Reg) also
captures some of this improvement in calibration. We include results for MLPs and convo-
lutional networks (CONV) with ELU activations on SVHN and CIFAR10 image datasets.
On the left hand side we plot reliability diagrams (Guo et al., 2017; Niculescu-Mizil and
Caruana, 2005), which show the accuracy of a model as a function of its confidence over
M bins B,,. Models that are perfectly calibrated have their accuracy in a bin match their
predicted confidence: this is the dotted line appearing in figures. We also calculate the
Expected Calibration Error (ECE) which measures a model’s distance to this ideal (see
Appendix C for a full description of ECE) (Naeini et al., 2015). Clearly, Noise and Exp
Reg models are better calibrated with a lower ECE relative to baselines. This can also be
appraised visually in the reliability diagram. The right hand side supports these results.
We show density plots of the entropy of model predictions. One-hot, highly confident,
predictions induce a peak around 0, which is very prominent in baselines. Both Noise and
Exp Reg models smear out predictions, as seen by the greater entropy, meaning that they
are more likely to output lower-probability predictions.
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A.7 Network Hyperparameters

All networks were trained using stochastic gradient descent with a learning rate of 0.001

and a batch size of 512.

All MLP networks, unless specified otherwise, are 2 hidden layer networks with 512

units per layer.

All convolutional (CONV) networks are 2 hidden layer networks. The first layer has
32 filters, a kernel size of 4, and a stride length of 2. The second layer has 128 filters, a

kernel size of 4, and a stride length of 2. The final output layer is a dense layer.
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The supplementary document is organised as follows.

1. The supplementary document begins first with a presentation of additional experi-

ments that are referenced directly in the main text (Section B.1).

2. We then cover the cost-functions used to train neural networks in Section B.2; and
give an overview in Section B.3 of the other potential sources of the implicit effect

gradient noise skew which we explored.

3. In Section B.4, we provide an overview of the assumptions we will be making in
our analysis. We then describe in Section B.5 the numerical method we use to

approximate the drift term b(w, o, 0) defined in (4.19).

4. We end with metastability analysis of asymmetric stable processes (Section B.6); fol-
lowed by the technical proofs of the lemmas, theorems, and corollaries that we present

in the main body and the supplementary document of the paper (Section B.7).

Before beginning the supplementary document we make a quick note of network ar-

chitectures and training hyper-parameters.

Network Architectures Networks were trained using stochastic gradient descent with
a learning rate of 0.0003 and batch sizes specified in text. MLP network architectures are
specified in text. Convolutional (CONV) networks are 2 hidden layer networks. The first
layer has 32 filters, a kernel size of 4, and a stride length of 2. The second layer has 128

filters, a kernel size of 4, and a stride length of 2. The final output layer is a dense layer.

B.1 Additional Experimental Results
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Figure B.1.1: We measure the skewness and kurtosis at initialisation of the noise accu-
mulated on network activations at each layer i for a 4-layer 256-unit wide MLP trained to
regress the function A(x) = >, sin(2mg;x + ¢(4)) with ¢; € (5,10,...,45,50), x € R and
experiencing additive-GNIs. We plot the probability density function of positive samples,
comparing against half-normal (non-heavy-tailed) and half-Cauchy (heavy-tailed) distri-
butions, where &;(x;w, €) is defined in (4.9). Each blue point represents the noise on an
individual activation in a layer i for a point x. This noise is Gaussian (low skew and
kurtosis) with a p.d.f. that tracks that of a half-normal.
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Figure B.1.2: Here we show the same plots as in Figure B.1.1 but for multiplicative-GNIs.

The forward pass here experiences symmetric heavy-tailed noise for all layers past the data
layer.
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Figure B.1.3: Here we show the same plots as in Figure 4.2 but for multiplicative-GNIs.
The gradient noise is skewed and heavy-tailed, with a p.d.f. that is more Cauchy-like than

Gaussian. The kurtosis decays as the gradients approach the input layer, as predicted by
Theorem 4.1.
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Figure B.1.4: We model VE,(-) as being drawn from some a-stable distribution S, and
estimate the tail-index « and skewness 6 using maximum likelihood estimation as in Nolan
(2001). We plot the results as a scatter for a batch of size B = 512 for CIFAR10 and
SVHN and B = 32 for Boston House Prices. Additive (+) and multiplicative (x) GNIs
have 02 = 0.1
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B.2 Cost Functions

B.2.1 Mean Square Error

In the case of regression the most commonly used loss is the mean-square error.
2
L(x,y) = (y —hr(x))" .

B.2.2 Cross Entropy Loss

In the case of classification, we use the cross-entropy loss. If we consider our network
outputs hy, to be the pre-softmax of logits of the final layer then the loss is for a data-label
pair (x,y)

C

L(x,y)=— Zyc log (softmax(hy (x))c) , (B.1)
c=0

where ¢ indexes over the C' possible classes of the classification problem.

B.3 Other Potential Sources of the Skewness in the Gradi-

ent Noise

The product of correlated random variables can be skewed (Oliveira et al., 2016; Nadarajah
and Pogany, 2016). Our first hypothesis was that the skew came from the correlation of
(OE£(-)/OR}") and (OR]*/OW;, ;). As a test, Figure B.3.5 of the Appendix reproduces
Figure 4.2 with linear , isolating gradient correlation as a potential source of skew.

Gradients are not skewed, demonstrating that the asymmetry stems from non-linear «.

-+ [ 10

- &,
- " sata o -
e Haaon, .

10,3 ittt

_, skew= -0.03 skew =0.01 10 skew = 0.00 107" skew = 0.02

10 kurt=3.75 1072 kurt=4.31 kurt =4.23 kurt =4.47
-15

~ 10 -7
10— halfnorm 10 = — halfnorm —— halfnorm 10 —— halfnorm

1 halfcauchy 3 halfcauchy 107" halfcauchy 102 halfcauchy
10 . data 10 . data data data

0.0 25 5.0 7.5 0 5 10 0 5 10 0 5 10
dE.(D; w, €)/0W, 3E(D; w, €)/dW 3E;(D; w, €)/dW3 3E;(D; w, €)/dW,

Figure B.3.5: Here we reproduce Figure 4.2 but with no non-linearities. This gradient
noise is clearly heavy-tailed but not skewed.
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B.4 Overview of the Assumptions

To avoid obscuring the main take home messages of our theoretical results, we did not
present the two assumption required for Theorem 4.6. These two assumptions are properly
presented in their respective sections (Sections B.5 and B.7.6), where we first provide the
required technical context for defining them in each section. In this section, we will
shortly discuss the semantics of these assumptions from a higher-level perspective for the

convenience of the reader.

e Assumption B.5.2. This assumption is essentially an assumption of the tails
of the function d¢, with o(w) = e~¢ /() In particular, in order to make our
approximation scheme (to the fractional derivatives) convergent, this assumption

makes sure that outside of a compact region, the function dp exponentially decays.

e Assumption B.7.10. This assumption enforces a certain structure on the Euler-

Maruyama discretisation given in Section 4.4:
~ o~ ~ 1/« a,f
Wpil = Wy + nn+1bh,K(Wn7 «, 0) + 577n+1ALn+1-

As a first condition, we make sure that the step-sizes are decreasing while their sum
is diverging, which is a standard assumption. The second condition is essentially
a Lyapunov condition that requires the modified drift b behaves well, so that we
can control the weak error of the sample averages by using Panloup (2008). The
final condition is similar to the second condition in nature, and requires ergodicity
of an SDE defined through the approximate drift by, -, in order to enable us link the
weak error to the error induced by the approximation scheme used for the fractional

derivatives.

B.5 Fractional Differentiation and the Approximation Scheme

In this section, we provide the details of the Riesz-Feller type fractional derivative D2~¢
whose definition was omitted in the main document for clarity. We then present the details

of the approximation method for the drift term b(w, a, 0) defined in (4.19).
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The building block of our analysis is a first-order approximation of D*2~99,¢ for
any Oy € L'(R) N C*R). We consider the one-dimensional case for simplicity since
the Lévy motion we consider has independent coordinates, and the multi-dimensional
numerical approximation can be reduced to the one-dimensional case. Assume the tail

index 1 < a < 2 and the skewness parameter satisfies —1 < 6 < 1.

When 6 = 0, Simsekli (2017) developed the numerical approximation method for the
drift term b(w, «, 0) by approximately computing the Riesz potential' D7 via the fractional
centred difference method provided by Ortigueira (2006); Ortiguera (2006b). It is shown

that for any —1 < v < 0, we have the following numerical error,
DY up(w) = A] e Dusplw)| = O (? + 1/(hK)) |

as h — 0, where K € NU {0} is the truncation parameter and d,p(w) satisfies some

regularity conditions, and the operator AZ, 5 1s given by

K
A e f) = 35 37 gy~ kh),
k=—K

for any test function f satisfying some regularity conditions, where

_ (=DT(y +1)
P T T (@ —k+ )T (+k+1)

We study the numerical error when approximating the drift term b(w, a, 0) with the
skewness parameter —1 < 6 < 1 and provide the truncation error with a truncation pa-
rameter K in Corollary B.5.3. Based on this result, Theorem 4.6 follows, which quantifies

the bias induced by a-stable noise on gradient updates using the Euler-Maruyama scheme.

Instead of using the centred difference method to implement the approximation for the
0 = 0 case, we tackle the more general 6 # 0 case by using shifted Griinwald-Letnikov
difference operators to approach the left and right fractional derivative respectively. Let

us define the parameter —1 < 7 := o — 2 < 0. Then, we can now formally define the

INote that when § = 0, D=2 = D>~ 20 recovers the Riesz potential.
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Riesz-Feller type fractional derivative operator as follows:

D () = g (1= 0T )+ 1+ O ()] . (B2)
with
I f(w o gif . (B.3)

Before we proceed, we first introduce difference operators AZP and Bz’ ” where p and ¢

are two non-negative integers chosen to be the shifted parameters,

1
AL f hkg (k —p)h), (B.4)
By f (w mZgy,kf (w+ (k= q)h). (B.5)

Essentially, we defined a forward shifted difference operator AZ , to approximate the left
fractional derivatives, and a backward shifted difference operator B} p o approximate
the right one. The coefficients g = (DT tk) are from the coefficients of of the
& : Gk “= TEFDI(—)

power series (1 — z)Y with —1 < 7 < 0 and |z| < 1. For any negative fractional number

—1 <y <0and |z| <1, we have

(1—2) :i ( ”k_l) 2, (B.6)

=0

where the binomial coefficient (7721671) is well-defined and the binomial series converges

for any complex number |z| < 1; see e.g. Kroneburg (2011). Indeed, when —1 < v < 0,

we get

—y+k—-1\  T(—y+k)
( k >_F(k+1)F(—7)' (B.7)

We first present the following first-order approximation result of the fractional deriva-

tive DV>—?

Theorem B.5.1. Let D~% denote the fractional derivative for —1 < v < 0 and —1 <
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0 <1 as in (B.2). Suppose the function f € L*(R) NC*R). Define

N0 = gy (100, 10+ 108 Jw)] . ®

Then AZ’;Zf(w) is an approzimation of DV~0 f(w) with the first-order accuracy:

D70 f(w) = A 0 (w)

< [!p—q!+!9|(p+q—7)+’tan<g)‘(p+q—’y+!9Hp—q\)] 1 h+0(h%),

_¢
m(|v] +2)
(B.9)

as h — 0, uniformly for all w € R, where C > 0 is a constant that may depend on f and

O(:) hides the dependence on p, q and 7.

Next, we provide an error bound for numerically computing the drift term b(w, a, 0)
by truncating the approximation series in Theorem B.5.1 as follows. Let us first define

ol v
the operators Ah%K and B, |

1 K

AZ,p,Kf(w) T ngkf (w—(k—p)h), (B.10)
k=
1 K,

B g f W) == ganf (w+ (k= a)h), (B.11)
k=0

R DT (—y+k
with gy = %, and K € NU{0}.
Before we state the next result, let us first introduce the following assumption.

Assumption B.5.2. Suppose the function O, € L'(R)NC*(R). In addition, there exist

constants Cp,, Cy > 0 satisfying
|Owp(w = [k = plh)| < Cpe™ PR [D,(w + [k — glh)] < CoeIFmall, (B.12)

and min {|k — p|, |k — q|} > K for the constant K € NU {0}.

We have the following result.

Corollary B.5.3. Suppose Assumption B.5.2 holds for Oyp, and recall the truncated
series Az,p’K and Bg’q’K with K € NU {0} defined in (B.10) and (B.11). Let us also
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define the operator:

’7779 1

e P by (1= 0)B] i+ 1L+ 0)A], ] (B.13)

Then the truncation error is bounded in first-order accuracy as follows,

DY 0up(w) — A) g,KawsO(w)‘

C N
< W ‘P—Q\-H@’(P—i-q—’y)—i-‘tan(7>‘(p+q_fy+‘9”p_q|) h
F(H0)C,+ (1= 0)Cy) 17+ O(), (B.14

where C, Cy, Cy > 0 are constants that may depend on Oy and O(-) hides the dependence

onp and q.

In particular, by taking p = ¢ = 0, Corollary B.5.3 implies that

- —0
DY 0p(w) = ALy 4o 1D ()|

< % (61 + Jran (Z0)]) 2+ (01 + 0)Cpmo + (1= )Cymo) 10+ O), (B15)

'7779 — 'Yv*e

where Ah,K = Ah,p:&q:ﬂ,l{'
Corollary B.5.3 implies that one can approximate D79 by the truncated AZ:I_{Q instead

of Azﬁe. Based on this result, we are able to quantify in Theorem 4.6 the bias induced

when implementing Euler-Maruyama scheme to approximate the expectation of a test

function g with respect to the target distribution m, where v(g) = [ g(w)m(dw).

B.6 Metastability Analysis

In this section, we will focus on the metastability properties of the process
dwy = —Vo f (wy)dt + ed LS. (B.16)

We will be interested in the first exit time, which is, roughly speaking, the expected time

required for the process to exit a neighborhood of a local minimum. We will summarise
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the related theoretical results, which show that the first exit time behaviour of systems
driven by asymmetric stable processes are similar to the ones of driven by symmetric
stable processes. This informally implies that the process will quickly escape from narrow
minima regions and will spend more time (in fact will get stuck) in wide minima regions.

In this section, we make this argument rigorous.

For simplicity of the presentation, we consider the one-dimensional case where Lf"e is

an asymmetric a-stable Lévy process with Lévy measure

1-0 1+0 dy
V(dy) = <2Ca1y<0 + 2Ca1y>0> W, (B.17)
where 6 € (=1,1) and a € (0,2) and ¢o = rr—gyemmayzy- Lhen, the left and right tails

of the Lévy measure are given by

where C, := N
H(u):=H_(—u)+ Hy(u) = Cou™ %, for any v > 0.

Let us assume that the function w — f(w) satisfies the following conditions:

Assumption B.6.4. (i) f € C}(R) NC3*([-K, K]) for some K > 0;

(ii) f has exactly n local minima m;, 1 <i < n andn—1 local mazima s;, 1 <i <n—1,

enumerated in increasing order with sy = —oo and s, = +00:
—00o<my <851 <mg << Sp_1 <My < +00. (B.18)

All extrema of f are non-degenerate, i.e. 02 f(m;) > 0, 1 < i < n, and 02 f(s;) < 0,

1<:<n-1.

(i) |0w f (w)| > c1|w|*T2 as w — Foo for some c1,co > 0.
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First, we consider the first exit time from a single well. For € > 0 and ~ > 0, define

QL = [s_1 + 267, 5, — 2¢7], (B.19)

with the convention that Q! := (—o0, 51 —2¢7] and Q2 := [s,,_1 + 2¢7, +00). The first exit

time from the i-th well is defined as

o'(g;0) :=inf{t > 0:w; & [s;1 +7, 8 — "]}, (B.20)
fori=1,...,n. Let us also define
. 1—46 Si—1 —my |~ 1+60 s; —my | ¢
“(g;0) := : : S B.21
A'(e;0) 5 Ca . 5 Ca| = ; (B.21)
fori =1,...,n. We have the following first exit time result from Imkeller and Pavlyukevich

(2008).

Proposition B.6.5 (Proposition 3.1. in Imkeller and Pavlyukevich (2008)). There exists

Yo > 0 such that for any 0 <~v <~9,1=1,2,...,n,
N(e;0)a'(e;0) — exp(1), in distribution as € — 0, (B.22)
where exp(1) denotes the exponential distribution with mean 1, and
;i_r}(l)Ew (N(g:0)0'(e;0)] =1, (B.23)

where the limit holds uniformly over w € QL.
The above result implies that as ¢ — 0,

-1
; 1-60 146
E, [0"(g;6)] ~ <2Ca lsic1 —mi| ™ + %C’a |si — m,-F“) e (B.24)

If |s; — m;| > |s;—1 — my|, i.e. the i-th well is asymmetric and the local minimum m;
is closer to the saddle point on the left s;_1 than the saddle point on the right s;, then
Ni(g;0) < Ai(;0) and Ey[o?(e;0)] > Eylo?(e;0)] for positive & and \i(g;0) > Xi(e;0) and
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Ey[oi(g;0)] < Eyuloi(e;0)] for negative 6. Similarly, if |s; — m;| < |si—1 — m;|, i.e. the
i-th well is asymmetric and the local minimum m; is closer to the saddle point on the
right s; than the saddle point on the left s; 1, then A\i(g;0) > A\i(g;0) and E,[0%(¢;0)] <
E, [0 (g;0)] for positive § and Xé(g;0) < A\i(g;0) and E,, [0 (e;0)] > Eyy[o?(e;0)] for negative
f. The intuition is that when the well is asymmetric, the dynamics can exit the well faster

when there is a skewness 8 towards the the saddle point closer to the minimum of the well.

Next, we consider transitions between the wells. For any 0 < A < Ag := minj<;<p{|m;—

si—1|, |m; — si|} and w € R denote Ba(w) := {v : |lw —v| < A}. Define
7'(g;0) :==inf {t > 0 : wy € UgriBa(my)}. (B.25)

Then, we have the following result about transitions between the wells from Imkeller and

Pavlyukevich (2008).

Proposition B.6.6 (Proposition 4.3. in Imkeller and Pavlyukevich (2008)). For any
0<A<Agandj#i

;1_1)% Py (wrl(s;Q) € BA(m])) = Ea (B26)
uniformly for w € Ba(m;), i =1,...,n, where
1-6 1+6 _ _ .,
%ij = (21J'<z' + 211>i> lsjr =mal ™ = sy —ma 70|, i # G (B27)
1-6 _ 1+6 _
_QiiZQi:ZQij:TBifl—mﬂ S s T (B.28)
J#
From (B.26)-(B.28), we can compute that
‘|Sj,17milfaf|8jfmi|7o" ep - .
- L — — if j >,
dij _ %\Siﬂfmﬂ +|si—my] (B.29)
ai \\ijl—mil’aﬁj—m”ﬂ if j < i.

[si—1—my| =2+ 15 si—my|

Therefore, g;;/¢; is increasing in 6 for j > i and decreasing in 0 for j < 4. This is consistent
with the intuition that when 6 > 0, it is more likely for the dynamics to transit to a well

on the right side, and when 8 < 0, it is more likely for the dynamics to transit to a well
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on the left side.

Next, we consider the following metastability result due to Theorem 1.1. in Imkeller
and Pavlyukevich (2008). It describes the metastability phenomenon, which basically
says that there exists a time scale under which the system behaves like a continuous time

Markov process with a finite state space consisting of values in the set of stable attractors.

Theorem B.6.7 (Theorem 1.1. in Imkeller and Pavlyukevich (2008)). If wg = w €
(8i—1,8i) for some i = 1,2,...,n, then for any t > 0, in the sense of finite-dimensional

distributions,
W/ E(1/e) — Yi(mi), ase— 0, (B.30)

where wy is defined in (B.16) and H(1/e) = Cue®, where Yi(m;) that starts at m; is a
continuous-time Markov process on a finite states space {mu,...,m,} with the infinitesi-

mal generator Q = (q;;)7;—1, where g;j is defined in (B.27).

The Markov process Y;(m;) admits a unique invariant distribution 7 satisfying Q7 m =
0. In the case of double well, i.e. n = 2 and m; < s; = 0 < my separated by a local
maximum at s; = 0, where without loss of generality we assume that mg > |mq], i.e. the

second local minimum lies in a wider valley. A simple calculation yields that

C1+6 1 1-6 1

q12 2 mif qi1, and @21 2 mg q22, ( )

so that it follows from Q77w = 0 and m; + o = 1 that

(1+6)""|mal®
= B.32
= T et (- 0T (B.32)
(1—6)~tmg
= . B.33
) Nl (1) g (B33
In particular, the ratio 72 = %z <|Tmn—f‘)a is increasing in % and 6. That reveals that in

the equilibrium the process will spend more time in the second valley if the second valley
is wide and there is a drift towards to the right. In the symmetric case, i.e. § =0, o > 7y
since mg > |my| so that in the equilibrium the process spends more time in the wider

valley. In the asymmetric case, i.e. 8 # 0, if there is a strong skewness towards the left,
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i.e. 6 <0 and || is large, then in the equilibrium the process may spend more time in the

ma |* —mg

narrower valley. Indeed mo > 71 if and only if 6 > [ ms

B.7 Technical Proofs

B.7.1 Proof of Lemma 4.1

Before we proceed to the proof of Lemma 4.1 we present some intermediary results that

are required for the proof.

Definition B.7.1. (Asymptotic order of magnitude) A positive sequence a, is of the
same order of magnitude as another positive sequence by, (apy < by, i.e. ‘asymptotically

equivalent’) if there exist some ¢,C > 0 such that: ¢ < ‘;—2 < C for any m € N.

Lemma B.1 (Lemma A.1 in (Vladimirova et al., 2019)). Let X be a normal random

variable such that X ~ N(0,02%). Then the following asymptotic equivalence holds

| X = v/m.

We know that the centering of variables does not change their tail properties (Ver-
shynin, 2018; Kuchibhotla and Chakrabortty, 2018). As such Lemma B.1 also applies to
X~ N(p,0?), as [ X = |X = pll < vm.

Lemma B.2 (Lemma 3.1 of Vladimirova et al. (2019)). Let x : R — R be a non-linearity
that obeys the extended envelope property. And let X be a variable for which || Xy |lm =<
| X_ |l where X_ and X denote the left and right tail of the variable respectively >. Then

we have:

16X o = Xl for anym > 1. (B.34)

Lemma B.3. Let Xi,...,Xn be variables that each obeys || Xillm S m™,p € R,i =

~

2We weaken Vladimirova et al. (2019)’s requirement for X to be symmetric as the proof they
give still holds here.
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1,...,N and (Wi,...,WN)GRN.

<m’.

N
Z W X;
=1

m

Proof of Lemma B.3. By Minkowski’s inequality we have that

N N N

WXl <D WiXillm <) IWiAim”, (Aq,..., Ay) € RY
i=1 m =1 =1

N

i=1 m

The A; here are constants that upper bound the asymptotics of each norm || X;||,, in

the sum. [ |

Proof of Lemma /4.1. Additive Noise. Consider first the noised data, flo(X) = x +

€0, €0 ~ N(0,03). As Lemma B.1 shows, Gaussian random variables have an m™ norm

that is asymptotically equivalent to /m,

H%O’I(X)H = \/m, forany l=1,...,n9,

m

where ng is the dimensionality of data.

hi’l(X)Hm < y/m, forany I = 1,...,n;, for some layer i. The

Let us now assume that ‘
pre-non-linearity at this layer is given by g; = Wi+1ﬁi. The ;' element of g; is defined
as a sum,

n;
95 (%) =Y Wigr1hi0(x)
=1

lth

where W; 1, ; is the weight that maps from the neuron in layer i to the ;'™ in layer

1+ 1. By Lemma B.3,

19 ), SVm, m=1,...,n;.

As such if we assume the non-linearities ¢ at each layer obey the extended envelope
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property, then we have by Lemma B.2:

(g5 (X)), = \ﬁ

hi+1,j(X)H <SVm, J=1...,ni41.
m

SERIC] Y 2T

=|

Note that ﬂi—i—l = ﬁi+1+ei+1, €i+1 ~ N(0, O'i2+1). By Lemma B.3, once again HEHJ (x)||m <

v/m, is Gaussian in its tails. By recursion, with l~10 as the base case, we have that
hi,l(X)H < Vvm, foranym>1;i=1,...,L—-1;1=1,...,n
m

.

Multiplicative Noise. Consider first the noised data, hg(x) = x o €9, €9 ~ N(1, 03).

th

As Lemma B.1 shows, Gaussian random variables have an m"™" norm that is asymptotically

equivalent to \/m,

"%07l(x))’ = \/m, forany I =1,...,n9,

m

where ng is the dimensionality of data.

Let us now assume that )E”(X)H <m", Vl =1,...,n;, for some layer i. The pre-
m

non-linearity at this layer is given by g; = Wi+1ﬁi. The ;' element of g; is defined as a

sum,

gz,j ZW2+1 l,j ) )

where W1, is the weight that maps from the /' neuron in layer i to the j'™ in layer
©+ 1. By Lemma B.3,
lgi; @), Sm",  m=1,...,n.

~

As such if we assume the non-linearities ¢ at each layer obey the extended envelope
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property, then we have by Lemma B.2:

(955 XD, = |

B9 = 18560l

“|

hi+1,j(X)H <m', j=1,...,ni11.
m

Note that ﬂi—i—l = ﬁi—f—l o€it1,€i+1 ~N(1, UZ-2+1). By Holder’s inequality we have that,

By recursion, with }~10 as the base case, we have that

h +3 S
hi+1,j(X)H Sm'Te, J=1...,ni.
m

~

foranym>1;i=1,...,.L—-1; l=1,...,n;.

B.7.2 Proof of Theorem 4.1

Before we proceed to the proof of Theorem 4.1 we present some intermediary results that

are required for the proof.

Lemma B.4. Let X be a bounded random variable such that | X| < C, then X is sub-

Weibull with parameter 6 = 0,
1x\,, <m°, for every m > 1. (B.35)
Proof of Lemma B.4. The moments of X obey
E[X|") < C*.

Taking the root of this we find that || X||,, := E[\X|m]% is not dependent on m and scales

as a constant, | X||,, =< m°. [

Proof of Theorem 4.1. We first consider the gradient for a single data-label pair of W;; ;

the weight that maps from neuron [ in layer ¢ — 1 to neuron j in layer . We study this
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gradient using the chain rule, where we decompose 0E.(-)/0W;, ; as

OE(-)  Ohi

(ﬂi,j aVVi,l,j ’

where ?L” is the (noised) activation of the 5 neuron in the i*" layer. Thus, the gradient
noise on the weights can be described as the product of two random variables.
Additive Noise. Let us first consider the properties of 0E,(+)/ 3ﬁm~ for the additive

case.

Regression. In the case of regression we use a mean-square-error (MSE) we have that:
AL(x,y) = 2(y — hr(x)EL(x) + (£1(x))*

where we imply all terms’ dependence on w, € for brevity of notation. One can already see
that the derivative of this object with respect to each element of h 1, will have tail properties

that are asymptotically equivalent to those of £7,, which we know by Lemma 4.1.

OAL(x,y)

— < vm, m=1,...,np.

If we center this distribution the tail properties of this variable are unchanged (Vershynin,
2018; Kuchibhotla and Chakrabortty, 2018). In particular the asymptotic behaviour of

|| - [|m is unchanged and we have that:

OAL(x,y) OAL(x,y) < Jm
Ohy | Ohy, ~r
@ w S./ ﬂ? m = ]'7 7nL
BhL,j

Classification. In the case of classification we use a cross-entropy (CE) error. There
is no easy closed-form for AL(x,y) here, but we can infer the properties of VEL AL(x,y)

by studying the properties of the gradient Vi, £(x,y). For CE we know that:

Vh, L(x,y) = sigmoid(hy(x)) —y
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in the binary label case. In the multi-label classification case we typically use a softmax,
which is also a bounded function. We can already see that any noise &7, added to hy (x) will
induce a change in the gradient that is inherently bounded by the sigmoid non-linearity,
meaning that AL(x,y) will be bounded. As such the centered variable Ez(x,y) will also
be bounded and zero mean,. By Lemma B.4 any bounded and zero mean distribution will

be sub-Weibull with parameter § = 0, and will thus also be sub-Gaussian

Synthesizing the regression and classification settings we can conclude that each con-

aEﬁ(Xv y)

= < Vvm, m=1,...,np.

stitutive element of Vi Er(x,y) will be sub-Gaussian and will have zero mean.

We can now turn to the partial derivatives of the form 0E,(-)/ 8712” Assume Vi Er(x,y)

is of order m", with,

aEﬁ (X7 Y)

ahi’j

<m

m

which entails for gradients at the previous (i — 1)™ layer we have

OE (- -
Pel) _p Betxoy) Vi i),
Ohi—1 ’

)

where

Vi, hilx) = # (wi,lﬁi,l,l(x)) o (Wyy),

where o denotes the element wise product and W ; is the I*h column of the weight matrix
W,. By definition, activation functions that obey the extended envelope property will
have gradients that are bounded in norm, by some constant do. As such, by Lemma B.4

k' will be sub-Weibull with » = 0. By Holder’s inequality we have that

(Fé/ (Wi,lﬁi—l,l (X)> )j

where j indexes over the elements of both Jacobians. By definition, we know that there ex-

b
2m

J

(55 e, (+ (Wi 0),

J

< H (VEEc(XJ))

m Zm‘

ists A > 0 and B > Osuch that [|(Vy Ez(x,¥)):(l2m < A(2m)" and H(/{’(Wi7lﬁi,17l(x)))jugm <
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B. As such

(/4 <Wi,lﬁi—l,l (X)) )j

2m | 2m

(50 metx). o (Wi 00)

s H (Vi Bclx.y))

J J

< AB2™m".

Thus we know that the product of these two variables will be asymptotically upper-

bounded by

<m".

~

(75 Eelxy) (+ (Wadhiora))

Ilm

We now need to take into account the weighted sum across rows and columns (i.e. over

indices j) that occurs. By Lemma B.3 we know that

Uz

; (VﬁiEc(X,Y))j (/i/ <Wi,lﬁifl,l(X)) o (Wi,l))j <m",
OEr(+)

Ohi 1

T — .
<m", m=1,...,n;.

m

By recursion, with EL as the base case, gradients at layer ¢ bounded in norm by m”"
induce gradients at layer i — 1, also bounded in norm by m”. By recursion with the L

layer as the base case we can claim that,

We have now defined the first constitutive term of 0FE(-)/0W;; ;. Defining 8}21’73-/8Wi717j

9Ec()

Svm.
8hi,j

m

is much simpler:

aiéf] = (Wiaghic1400) (hi-1460) -

Here Ei_l’l(x), which we know is sub-Gaussian by Lemma 4.1, is once again multiplied to
a bounded variable, x’. Thus reapplying Holder’s inequality we obtain that

Ohi

Svm.
Wirg|

We can now bring together the characterisations of the gradients that constitute
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OE(-)/OW;; ;. We can re-use Holder’s inequality to show that the product of these

variables will be sub-exponential

< m, for every m > 1.

~

8E£(<X7 y)7 w, 6)
8Wi,l,j

’ m

Multiplicative Noise. In the case of multiplicative noise we know that by Lemma 4.1,
the accumulated noise at layer L will be of the same order as that at layer L — 1, because

we are not multiplying noise to the final layer, thus

aE[,(Xv Y)
s,

L
<m?2, m=1,...,np.

m

Repeating the analysis done for the additive case we can claim that,

OE.()
ol

ol

<m

m

We have now defined the first constitutive term of 0E.(-)/0W;; ;. We now define 8%1-, i/ OWi ;.

;WEZJ =K (Wi,z,j%iq,l(x)) (?Lifl,l(x)) :

Here Ei,u(x), which we know is sub-Weibull with a parameter p = % by Lemma 4.1, is
once again multiplied to a bounded variable, x’. Thus reapplying Holder’s inequality we

obtain that

We can re-use Holder’s inequality to show that the product of these variables will be

sub-Weibull with p = %

Li
<m 2, for every m > 1.

OE.((x,y); W, €)
aW%l,]

‘ m

Mean of Noise. Finally, by definition these gradients are zero mean,

OEc((x,y);w,€)  OAL(x,y) & [aAﬁ(x,y)] .

8Wi7l’j B 8WZ717] QWZJ,]
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B.7.3 Proof of Theorem 4.5

Before we proceed to the proof of Theorem 4.5, we present some technical results that will

be used in the proof of Theorem 4.5 later.

For the d-dimensional asymmetric fractional Langevin dynamics wy, its infinitesimal

generator is given in the following proposition.

Proposition B.7.8. The asymmetric fractional Langevin dynamics wy has the infinites-

mal generator:

a ; o w d

£rw) =2 <(b(w’ @ 6)): — e COS(Z;/Q) CERRE a)) e 2 M),
(B.36)

where

a,0; (L, 0 1 o T f(w+Eei) — f(W) — Ow, f(W)E
UG f(w) = (2 * 2) cos(an/2) T(1 — ) /0 gatl d<
1_6 1 a = f(w —ei) = f(W) + 0w, f(W)E
N <2 2) cos(ar/2)T(1 — «) /0 gatl ds,

(B.37)

where e; is the i-th basis vector in R%, i.e. a d-dimensional unit vector with i-th coordinate

being 1 and all the other coordinates being 0.

Proof of Proposition B.7.8. Since the asymmetric fractional Langevin dynamics is driven
by the d-dimensional Ly’ ’9, it suffices to show that the infinitesimal generator of d-dimensional

L?’e is given by

d d ' .
;ggﬁzf(w) = ;”Hfﬁﬂ,f(w) - Z COS(géZ’iT/Q) (@ — DI(1—a) (‘;ijf(w) (B.38)

i=1

We start the proof by considering the dimension d = 1 first. The one-dimensional a-

stable Lévy motion with tail-index 1 < o < 2 and skewness § € (—1, 1) has the infinitesimal
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generator given by:

a, . 1+6 1 o . dz
g Gf(w) = COS(OUT/Q) F(l — a) /Z>0[f(w + Z) — f(w) — 1‘Z|§1f (w)z}w
1-0 1 o ) dz /
S o B T [ [ +2) = ) = Y f ()l i +af (),

(B.39)

where a € R is chosen so that G*%w = 0 to be consistent with pw=0in Lta’e — L?"e ~

Sal(t — s)Y/*, 0, ) for any t > s. Thus, we can compute that

1+6 1 d 1-6 1 d
ga,@w: + o / 72_ @ / —Z—i—a:O,
@) J. @) J.

2 cos(an/2) (1 — o1 2% 2 cos(ar/2)T(1 — o1 2%
(B.40)
which yields that
a=—0 ! 2 (B.41)
~ Tcos(an/2) (a— 1DI'(1 —a)’ ’
Therefore, with 1 < a < 2,
G20f(w) = A0 (w) - 6?cos(;r/z) (a— 1)?(1 — ) (B.42)
where
a (1.0 1 a *flw+§) - flw) - fl(w)g
Hf(w) = (2 * 2) cos(ar/2) T(1 — ) /0 gotl de
19 1 a * flw—§) — fw) + f'(w)s
+ (2 B 2) cos(am/2) T(1 — a) /0 gatl de.
(B.43)

Similarly, for the multi-dimensional case, we can show that the infinitesimal generator for

Lf’e is given by:

d

d d | )
;gﬁi;&f(w) = ;H%;Gif(vv) - ; COS(ZZW/2) (@—1)I{—a) &iif(w% (B.44)
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where
@,6; (1 6 1 o * fw+&e;) — f(w) — O, f(W)E
i f(w) = <2 + 2) cos(am/2)T(1 — «) /0 gatl de
L0 1 a T f(w —gei) — f(W) + 0w, f(W)E
+ (2 - 2) cos(an/2) T(1 — o) /0 gotl 4t

(B.45)

where e; is the i-th basis vector in R, i.e. a d-dimensional unit vector with i-th coordinate

being 1 and all the other coordinates being 0. |

We recall that for any 6; € (—1,1), 1 <i<d, and 1 < a < 2, we have

(b(w, v, 0))i = o) T Owp(w),  plw) = e T, (B.46)
where
D52 (O W) = 5o (1= 0T (D) + (L 0725 o).
(B.47)
and
o 1 o 8wz()0(w + 662)
T2 5 Oup(w) = gy [ e (B.43)

In the next result, we provide an alternative formula for b(w, «, 0) = ((b(w, «,0));, 1 <

i < d) that is defined in (4.19).

Proposition B.7.9. For any 6; € (—1,1), 1 <i<d, and 1 < o < 2, we have

g% 1 0; 1 fwz+€ W + y wz)ez)dy 90( )5
(bw, o, 0)): = o(w) (2 a ) cos(ar/2) T 1 — ) / gotl de
e 1 0 1 f oW+ (y — wi)e;)dy + p(w)
+ o(w) (2 ) cos(ar/2) T 1 — ) / gatl d
4 eog ! (B.49)

“cos(am/2) (o — l)F(l —a)’

with p(w) := exp(—e~*f(w)).
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Proof of Proposition B.7.9. Let us first consider the case when 8; = 0, 1 < ¢ < d. We have

D (0w, (W) 1= — L5 (Ou, (W)

- 2cos(_ci7r/2) [I‘Q"TIUai(awiSO(W)) +Iz7_u(i. (Owyo(W))], (B.50)

where

T3 5 (Ouyp(W)) 1= p(21_ 2 /OOO awi‘p(g_f §€1) ge. (B.51)
I 5 (B p(w)) = ml_ 3 /0 h aw*ﬁ(gf_: @) 4e. (B.52)

Similarly, when 6; € (—1,1), 1 <i<d, and 1 < a < 2, we have

«

(b, 0,0 = — 5D Guplw)), plw) = eI, (B)
where
,Dﬁ)jliei (awz<p(w)) = M [(1 - 02)1—2&-,_11(1); (8wl(,0(W)) + (1 + 9,)131_132 (&m@(w))] :
(B.54)
m

Now, we are ready to prove Theorem 4.5

Proof of Theorem 4.5. We recall from Proposition B.7.8 that the asymmetric fractional

Langevin dynamics w; has the infinitesimal generator:

d

a 92‘ (e} a,
Lf(w) = Z ((b(w, @, 0))i —e cos(arm/2) (o — 1)I'(1 — a)) (‘3wz ZH S

(B.55)

where He f(w) is given in (B.37).
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It follows that the adjoint operator L£* of L is given by:

19
Lfw)==> 5
i=1 v

(w00~ e ) 1)

d
+e*) HGTY (W) (B.56)
=1

The probability density function p(w,t) of the Lévy-driven SDE satisfies the Fokker-
Planck equation Schertzer et al. (2001):

atp(wu t) = ,C*p(W, t)

-2 g (0000 <0y ) P

+e*) HE P p(w,t). (B.57)

g 8?% [((b(w, @,0)); — €%: COS(;TF/2) (a — 1)1(3(1 — a)) (P(W)} +et i He o(w)

=
- ‘5a§; S [(; - Z) o et s Ju et (y;ﬁi)ei)dy - *D(W)fdfl
! gé o [(; +5) et LA L L ARALY:
+et i Hoy "p(w)
=
= :1 (é - 92) cos(;w/z) r(loi ) /OOO St o _;(X) = Ot WS e
e idl (348 oy s [ =t Bt

d
+e* ) HEyPp(w) =0.
i=1
Hence, we conclude that m(dw) = exp(—e *f(w))dw/ [paexp(—e~*(w))dw is an in-
variant distribution of the asymmetric fractional Langevin dynamics (4.18). Finally, if

b(w, «, 0) is Lipschitz continuous in w, then 7(dw) is the unique invariant distribution of
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(4.18), see e.g. Schertzer et al. (2001). |

B.7.4 Proof of Theorem B.5.1

Theorem B.5.1 provides a first-order approximation of the fractional derivative D7 ~? when
d=1.

Based on the work of Meerschaert and Tadjeran (2004), we will show a first-order
approximation for the asymmetric fractional derivative D=7 ~% when —1 < v < 0 by using
the shifted Griinwald-Letnikov difference operators defined in (B.4) and (B.5). Before we
proceed to the proof of Theorem B.5.1, we will first present the Fourier transform property

from equations (1) and (12) in Tian et al. (2015).

Property B.7.1 (Tian et al. (2015)). Let —1 < v < 0 and f € L*(R). The Fourier

transform of Z_" f and I_:vf satisfy the following identities:
FIZFw)] (© = @70, FTfw)] Q) = (-0 f©).,  (B58)

where f(() denotes the Fourier transform of f, such that f(() = [ e %v f(w)dw.

o

Now, we are ready to prove Theorem B.5.1.

Proof of Theorem B.5.1. The main idea for the proof of Theorem B.5.1 is to use the
Fourier transform to estimate the difference between F [((1 + H)Az,p +(1- H)Bz,q) f(w)} €)
and F {((1 +0)I-7+ (1 - 6)1:7) f(w)] (¢), and then apply the inverse Fourier trans-
form to complete the proof. By the linearity of Fourier transforms, we can apply Fourier

transform to (B.4) to obtain

47, )] © = 5 (-1t (‘” e 1)e-i<<k-p>hf<c>

k=0

1— efiCh

= (i¢)" (mye“phf(o

= Wy (iCh)(i¢)" £ (C). (B.59)
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Similarly, we can compute that

[ © = s S0t (7 )
_eiChN\T
= (-iey (P25 ) <A
= W_g(—iCh)(—iC)" (C). (B.60)

In addition, since W,(z) and W_,(—z) are analytic for any complex number |z| < 1, there

exist series expansions so that by the first-order Taylor expansion we have

Wp(z) = <1 e_z>76pz =1+ (p— %) z+(’)(|z|2)7

z

W_y4(=2) := <1 — 6z>’yeqz =1- (q - 5) z+0(|2%). (B.61)

—Zz

Next, define a function 1 (h, ¢) as the difference between F [((1 + G)AZW +(1-0) Bqu) f(w)] )
and F [((1 +0)Z-7 + (1-0) I_:7> f(w)} (¢). By the linearity of Fourier transform, we

have

b, 0) = (1+0) (F [A] f(w)] (©) = F |22 f(w)] () (B.62)
+(1-0) (F[B) 1) (©) - F[1771w)] ()
= (14 0)(i€) () (Wp(iCh) = 1)+ (1 = 0)(—iC)" F(C) (W—y(—iCh) — 1)
(1+0)@€)F(O) (= 3) (ich) = 1 =0) (=i F(C) (a— 3 ) (ich)
= (1+0)(i)*(Q) (p — ) A+ =00 (a—5) b
Dla+0em (p-2) b= (1= 0™ (= D) 1K Fon
e [COS (%ﬂ) (p—a)+0(p+a—7))

+sin (g) (p+g—7)+0(p—q) z} [agFi(el (B.63)

where we used the fact that for any real z, 0 < 14y < 1, we have iz = |z|e’ 58*(*)7/2 50 that
(iz)"H7 = |z|1 el sien@r ()2 = gign(z) || el 8 @)™/2 which implies equality (a),

and we applied Euler’s formula with —1 < v < 0 to get equality (b). By our assumption
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f € C4{(R), we have
fQOr<ca+ien

for a constant C' > 0 that may depend on f. Hence, by taking a sufficiently small h, we

obtain,

Yy

(0, Q)l < |[eos? () (0= a+0(p+4 =)

\_/

D=

**)@+q—v+e@—@f}cxrqu*h+@#

S )lp—a+0(p+q—1)]

+&m(§ﬂm+q—w+wp—@@cu+mm*h+mm,
where we also used the inequality that [¢|7*! < (1 + |¢])7F! for =1 <y < 0, and ¢y > 0

is a constant may depend on p,q. When f € L'(R), the inverse Fourier transform exists

with —1 < < 0, i.e. ¥(h,w) = o= [ e*icwzﬁ(h,g)dg“, and it follows that

27t J—oc0

| (h, w) / O(h, O)e v d¢

/ Bk, Q)ld¢

< [COS( )Ip—q+9(p+q 20l

| A

h+0(h?*), (B.64)

++‘Sin<7)‘lp+q*7+9(p*(ﬂl] 27r(|yc|+2)

where O(+) hides the dependence on p, g and v, and C > 0 is a constant that may depend
on f € LY(R) NC4R).

Hence, we conclude that

D70 f(w) = A0 (w)]

_ W |1+ 0) (A7, Fw) = T2 f(w)) + (1= 0) (B] fw) — T) f(w)|
< [Ip—al+ 101p+a =) + [tan ()| 0+ 7 — 7+ 16llp — )] mmo(;ﬂ)

The proof is complete. n
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B.7.5 Proof of Corollary B.5.3

With the definitions of the truncated series A , x- defined in (B.10) and B)  , in (B.11),

we are now ready to prove Corollary B.5.3.

Proof of Corollary B.5.3. We will first control the difference AZ’p 28“, (w) — Azpz Owp(w)].
Then the triangular inequality can be applied with the fractional derivative approximation

error bound in Theorem B.5.1 to get the numerical truncation error.

By using the definitions of Ay, p, By, 4 and Ay, p i, By g i, under the Assumption B.5.2,

there exist two universal constants C), > 0 and C; > 0 so that

AZZ;zaww( ) AZ’quawS"(w)‘
- - _ T B _
- 2|COS(7T’)//2 | ’ L+ 0 (Ah pawSD( (k p)h) Ah,p,KawSO(w (k p)h))

+(1-6) (B] Dusolw + (k= a)h) = B, cusplw + (k= q)h))|

o0

1 L1 D(—y+k) v (ko
< Seos(m 2 T 17 k:[;:pﬂ T (T Ouew = (k= p)h)

o0

S W(1_e)yaw¢(w+(k—q)h>\

14+0C < T(A+E) gpn, 1=0C, — T(=v+k) _gon
w2 raan e 2 Taan e

IN

k=K+q+1
(B.66)

Next, by applying Stirling’s formula, we have as k — oc:

F(_7 + k) 27T<k -1 7) (k 1= ,y)kflf'y ef(kfl,,y)

T(k+1) V2rk kk ek
U ) Ll
- L k+1/2

k —1/2—
e i ) () e

~ kL
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Therefore, it follows from (B.66) that

—0 —0
A;p,q@wgo(w) N AZ,M%K&”@(M)

S@A+0Ch Y (b)) WP 1 —g)Coh > (hk) e R
k=K+p+1 k=K+q+1

<((1+6)C, +(1—6)C,) —

e (B.67)

where we abused the notation such that Cp, Cy in (B.67) may differ from C),, C, in (B.66).

Finally, the triangular inequality yields that

’Dv,*(’awgo(w) - Azz;szawap(w) ’

< [0 0up(w) — AT oDu(w)| + | AT S0up(w) — AT Bup(w)
C

< [lp—dl +161+a =)+ |tan (5F) |0+ a =+ ol — a)] gt

+((1+60)C, + (1 -0)Cy) hiK +0 (h?),

where (), and C; are two universal constants following Assumption B.5.2. The proof is

completed. |

B.7.6 Proof of Theorem 4.6

First, let us recall that vy (g) = H%V Z,]X:l Nkg(Wy) is the sample average, where wy, satisfies

the Euler-Maruyama discretisation with the approximated drift by, x:
Wil = Wo + T 10n i (W, @, 0) + enl G ALSY (B.68)
The corresponding SDE of (B.68) is given as
AW, = b i (Wi, v, 0)dt + edL$™? (B.69)

and we define 0(g) = [ g(w)7(dw), where 7 is the stationary distribution of (B.69).

Next, let us introduce the following assumption that is needed for Theorem 4.6.

Assumption B.7.10. (i) Assume that the step sizes are decreasing and the sum diverges
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such that lim, oo, =0, limy oo Hy = 00 .

(it) Let V : R — R% be a function in C?, if limj, . V(w) = 00, |8, V] < CVV with
some constant C > 0 and 02V is bounded. Then there exists a € (0,1], § > 0 and 8 € R,
such that |b]?> < CV® and b(0,V) < B — 6V with b defined in (4.19). And the statement
also holds for b.

(i7i) The SDEs defined in (4.18) and (B.69) are geometrically ergodic with their unique

tnvariant measures.

Before we proceed to the proof of Theorem 4.6, let us state a technical lemma bound-
ing the error of |E[g(w)] — E[g(W¢)]|, where (w¢)i>0 and (Wy)i>o follow SDEs in (4.18)
and (B.69).

Lemma B.5. Let (wi)i>0 and (Wi)i>o follow SDEs in (4.18) and (B.69) and g be a
given test function with bounded |0yg|. Suppose K € N U {0} is a constant satisfying

Assumption B.5.2 with respect to Oy holds then we have the following bound:

C

\SWHP—QPFW(Z?JF(J—’Y)

[E[g (we)] — E[g (We)]

+ ’tan (g)‘ p+qg—v+ WHP—QD] h

+((1+6)C, +(1-0)Cy) h% +0(h?), (B.70)

where the constants C, C;fnC{; > 0 may depend on the function Oy and the bound for
|0wgl-

Proof. The proof is inspired by the proof of Lemma 3 in Simsekli (2017). Let { P }+>0 and
{P"}i>0 be the corresponding Markov semigroups, i.e. P g(w) = Ey[g(w;)], P g(w) =
E.[g(W)]. Using the Markov semigroup property, following Lemma 3 in Simsekli (2017),

we have

B [g (we)] — Elg(f)]| = /0 P (L% — £%) PP g(w)ds|

where £% and LV are the linear generators of P}¥ and P, such that, for g € L?(r),0;P,g =

LP,g = P,Lg. The infinitesimal generators £% and £¥ are computed in (B.55). By the
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interchangeability of integration and differentiation, we have

¢ ¢
/ PY (LY — L) PY .g(w)ds| = / PY (b(w, o, 8) — by k(w, «,0)) P Owg(w)ds| .
0 0

By the ergodicity assumptions, for a bounded function f, there exist some constants ¢ > 0

and Ay, Ay > 0 so that
IPYfl<ce ™ fllo,  [PY ] <ce 9| f]l (B.71)

Using the boundedness assumption for |0,g| and Corollary B.5.3, and the fact that

t
Jo e Mids < L+, we have
w

[Elg(we)] — Elg(w:)]|

< 47r(|’§j]+2) [|p—Q|+\9|(p+q—7)+ )tan(%r)’(p+q_ry+|9”p_q|) h
+((1+0)C;+(1—0)C;)hiK+o(h2) : (B.72)

where the constants C' = v C, C, = 5= Cp and Cy = 5= Cy may depend on Jy, and the
bound for |9yg|. [

Now we are ready to prove Theorem 4.6.

Proof of Theorem 4.6. With the ergodicity assumptions, we have

v(g) — #(g) + () — lim aN<g>] (B.73)

N—o0

v(g) — lim ﬂN(g)l =

N—o0

< lim |E [g(wy)] — E [g(Wy)]] +

T t—oo

o)~ Jim. m@\. (B.74)

By Assumption B.7.10, Panloup (2008) and similar arguments as in Simsekli (2017), we
get,

v(g) — lim ﬂN(g)‘ =0, a.s.

N—oo
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By applying Lemma B.5 as t — oo, we obtain:

v(g)— lim m@)\ < lim [Elg(wy)] — E[g(#0)]

N—oo T t—oo
C -
S In(h 1 2) [’p_fﬂ +10l(p+a—) + ’tan (7)‘ (p+a—v+ !9Hp—q!)} h
1
+ (100 + (1= 0)C)) 57 +O (1) (B.75)

where C, C;,, Cé > 0 are constants that may depend on 9, and the bound of |9,g|.

Finally, by taking p = ¢ = 0, we complete the proof. |
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C.1 Choosing r for r-robustness

Proposition C.1.1. For any input and perturbation, a necessary requirement for a VAE

with a Gaussian encoder to satisfy r-robustness is that

r>4/2Tr(X(x)) + O(e) (C.1)

160
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where 33(x) = Jo(y(x))o3 ()35 (1g(x), (Jo(kg(x))ij = 9go(hs(x))i/0(py(x));, and

O(e) represents higher order terms that tend to zero in the limit o4(x) — 0.

We provide empirical confirmations in Appendix C.4.2 that show that the r for r-

robustness scales with the encoder variance.

Proof. Let gp(14(x)) be the result of mapping to the encoder mean () and then decoding
to the likelihood mean (gy), and A(x) = gg(pe(x) + 10 4(x)) — go(pr(x)) we want to

find a bound for r for which:

p(IAG)]2 <) > p([[AF)l2 > 7) (C.2)

where as before n ~ N (0,1).

Here we can invoke Taylor’s theorem on gg(p4(x) +m 00 (x)) around the deterministic

mapping p,(x). Namely, if we assume that all terms in Hessian of gg(p,(x) are finite, i.e.

0% 9o (11 (%) Opas (%) g ()| < 00V, j, K

, then we have:
9o(pg(x) + €) = go(1y(x)) + Jo (g (x)) (0 04(x)) + Oe) (C.3)

where O(e) represents asymptotically dominated higher order terms that go to zero in

the limit of small o4(x)) and Jy is defined element-wise as:

~ 0gp(He(x))i

J@(/J/qb(x))i,j - 8(“¢(X))j (C4)

Note that Jgp(p4(x))(n 0 o4(x)) is distributed according to the multivariate Gaussian

N (0, 35 (11 (%)) 5 (x) T (1(x)))
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Given these definitions

p([AX)[l2 < 7) > p(l[AX)[[2 > 7) (C.5)
< p(||AX)||2 <r) > 0.5 (C.6)
< p(|Jo(py(x) (Mo oy(x)) + O(e)]l2 <) > 0.5 (C.7)
& p(|[Jo(py(x))(n 0 o4(x)) + Oe)||3 < 7?) > 0.5 (C.8)

We must now consider the distribution of the square norm of £(x) = Jg(pu,(x))(n o

04s(x)). Let
Q(E(x)) = [EX)|I3 = Ex)TE(x) (C.9)
B(x) = Jo (e (%)) o3 (x)I5 (114(x)) (C.10)
Y (x) = B(x) " 2E(x) (C.11)

Given that we restrict ourselves to positive activation functions, Jy is positive and 3(x)

will be positive semi definite and is invertible. As such we have Q(£) = YT (x)2(x)Y (x).

Using the spectral decomposition theorem we can write that 3(x) = PT(x)A(x)P(x)
where PT(x)P(x) = I and A(x) is the diagonal matrix of the eigenvalues of 3(x),
A, ..., Ady, Where dy is the dimensionality of the data-space. Given that 3(x) is positive
semi definite A(x) will only have positive values.

Let U(x) =P(x)Y(x) = P(X)E(x)_%g(x), which is multivariate Gaussian with iden-

tity matrix and zero mean. We have that:

Q) = Y! ()Y (x) (C.12)
= YT (x)PT(x)A(x)P(x)Y (x) (C.13)
= UT(x)A(x)U(x) (C.14)

As such:
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dx dx
Y (EP =UT)AXUX) =D X(Ui(x))%, A(Ui(x))* ~T <; 2)\i> (C.15)
=1 i=1

This comes from the fact that for \; X, X ~ T’ (%, 2) we have that ;X ~ T’ (%, 2)\i).

To establish a lower bound on r, we use Markov’s inequality which states that:

_ EllE() + O(e)ll3

p(lIE(x) + O(e)l[5 > %) 2

(C.16)

Here E||E(x)[|2 = E X%, (£,(x))? = E X%, (\i(U;)2(x))2, which is simply S%% A,

Recall that we want: p(||€(x) + O(e)|[3 > ?) < 0.5. As such

() = V/2Tr(X(x)) + O(e) (C.17)

C.2 Proof of Theorem 5.1

Proof. Suppose we have an r for which r-robustness is satisfied before any perturbation
is added to the VAE input. First we want to establish a margin in the latent space Z for

which our model is robust given a perturbation in the latent space.

To do this, we first define

Ac(y) = go(y) — 90(ps(x)), y€Z (C.18)

where gy is the decoder network and y is an arbitrary realization of the latents. Note here
that there is an implicit dependency on x, but as this input is fixed we will ignore this
dependency throughout. Let z = p4(x) 4+ 1 0 04(x) be the random variable produced by

the embedding, i.e. the latent sampled by the encoder. We want to find a bound R] for
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which:

10212 < Re = p(|[Ac(z +62)|[2 < 7) > p([[Ac(z +62)[[2 > 7) (C.19)

such that r-robustness is satisfied on the decoder output when we apply a deterministic
a perturbation 4, of maximum size R] to the random variable z. Note that all the

stochasticity is contained in 7.

Let A" denote the set of §, for which (C.19) holds and conversely let B" be the
set of 4, for which it does not. By assumption in the Theorem, then 0 € A" as the
unperturbed input satisfies r-robustness. Moreover, we also have that this unperturbed
input 6, has a probability pa(0) := p(||Ae(2)|]2 < ) = p(||A(x)|]2 < 7) > 0.5 of returning

a reconstruction with 7 of gg(pr4(x)).

Now we know that z is a Gaussian random variable and so regardless of form of the
decoder, pa(95) := p(||Ac(z+62)||2 < r) must vary smoothly as we change d,. In essence,
as we increase the size of the perturbation 8, slowly from zero, the distribution of z + 4,
will still have most of its mass of the same region z. When coupled with the fact that we
have some “excess probability” pa(0)—0.5 beyond what it is needed for r-robustness, there
must be at certain degree to which we can increase 8, before all this excess probability is
“used up”. We can then use this to construct a bound for R] by considering the minimum

4§ to break r-robustness in the “worst-case” setting for the boundary between A” and B".

Intuitively as shown in Figure C.2.1, and also more formally using the Neyman-Pearson
lemma (Neyman and Pearson, 1933) by analogy to the approach of Cohen et al. (2019),
this worst case setting will occur when the boundary between A™ and B" is a straight line
perpendicular to the direction of lowest variance for z (remembering that this is Gaussian
distributed) and d, is increased in this direction of lowest variance. In essence, this is
the setup where our excess probability is used up most quickly for a given ||§.]|2. By
assumption in the theorem statement, we are using a diagonal covariance encoder and so
this direction of lowest variance is the latent variable corresponding to argmin; o 4(x);.

Further, by noting that we need only consider the marginal distribution in this dimension,
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it is straightforward to see that the bound is reached when

8.1 = (min () ) #7 (r(0) = (minoux): ) 2 (AL <) (€20

(2

where &1 is the inverse cumulative distribution function for a unit Gaussian, i.e. the
probit function. Note that this yields ||d.]|2 = 0 if p(]|A(x)||2 < r) = 0, such we get the
excepted result that our margin is zero is r-robustness only just holds without an input

perturbation.

Next we need to relate ||d.]|2 to ||d.||2- Here we can straightforwardly invoke Taylor’s
theorem on u¢(x + ;) around the original input x. Namely, if we assume that all terms

in Hessian of i4(x) are finite (i.e. [0%py(x);/0xjx)| < 00Vi, j, k), then we have
0. = pg(X +02) — py(x) = I (x)d, + O(e) (C.21)

where O(¢g) represents asymptotically dominated higher order terms that go to zero in the

limit of small 6,. We thus have

H‘SZHQ
) < —F + .

where O(e) again represents asymptotically dominated higher order terms (note though
these are not the same terms as in (C.21)). To complete the proof we now simply combine
this with (C.20) to give the ||d,||2 at which the bound is reached and thus the R’ (x)

quoted in the theorem, namely

(min; o4 (x):) 2~ (p([|AX)[]2 < 7))
195 )|

Rl (x) > +0(e) (C.23)

where the inequality comes from the fact that the §, we derived was the worst possible

case (i.e. smallest §, which might reach the bound).
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Figure C.2.1: Illustration of the boundary R we are measuring in Z. Red represents
spaces where A" is satisfied. Blue represent spaces where B" is satisfied. The concentric
ellipsoids centered on z are the contours of N(p4(x), ai(x)). R is the minimum distance
¢ for which A" is satisfied. The line dividing the two spaces represent the Neyman-Pearson
“worst-case” model and is along the direction of minimum wvariance, min; ai(x)i.

C.3 Proof of Theorem 5.2

Proof. Here we use calculus of variations to obtain optimal posteriors for 5-VAEs. The ob-
jectives we are optimising are over the whole dataset D = {x;},7 = 1,.., N, with empirical
data density p(x) = + SN 6(x - xi).

The evidence lower bound for a 8-VAE is
L3(D;8,¢) = Eprx) [ Eq, (zx) [l0g pa(x]2)] — BKL(gy(2[x)|p(2))]- (C.24)

This is easier to work with written explicitly as integrals. Note that as we are going

to be finding the optimal g4(z|x) we must add a constraint so that it integrates to 1.

Ls(Ds0,¢) = / dxdzp(x) [q,(2[x)[log ps(x|2) — B log q4(2|x) +0 log p(z)]+A(x) (g4 (2]x) ~1)]
(C.25)

For brevity, going forward pg(x|z) = p, p(z) = 7, ¢4(z|x) = q. We also view L as

depending on ¢, p directly.

To proceed with calculus of variations, we substitute ¢ — ¢ + ¢, where € is a small
function that goes to zero appropriately fast for large x,z. Thus we expand L to first
order in ¢ to find %—g. The form of g for which this gradient is zero gives us the optimum

q for this functional.
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Ls(qg+e) = /dx dz p(x)[(q + €)[log p — Blog(q + €) + Blog 7] + A(x)(q + e —1)] (C.26)
Recall that log(1+ ) ~ @ to first order. Thus log(q +€) ~ logq+ { to first order. So,

Ls(q+€) :/dx dz p(x)q[logp— Blogq+ Blogm — ﬁg] (C.27)
—i—/dx dz p(x)e[logp— Blogq+ Blogm —Bg} (C.28)

+ /dx dz p(x)A\(x)(¢g — 1) + /dx dz p(x)A(x)e + /dx dz p(x)O(€?).

(C.29)
Rearranging we find
Ls(qg+€) =Ls(q) + /dx dz p(x)e[logp — Blogq+ Blogm — B+ A(x)]
+ / dx dz p(x)0(e2) (C.30)
=Ls(q) + /dx dz 65?6 + /dx dz p(x)O(€?) (C.31)

At the optimum value of ¢ the functional will have vanishing functional derivative %, SO

logp — Blogq + Blogm — B+ A(x) =0, (C.32)
1
logq = 3 logp + logm + C(x). (C.33)

Exponentiating we find the optimal ¢ to be

=

46(zl%) = —— po(x|z) P p(2), (C.34)

Z(x)

where Z is an appropriate normalising constant. This completes the proof. |
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C.4 Empirical Calculation of the Bounds

C.4.1 Estimating the minimum r

C.4.2 Results

Varying B Varying T

<

Vi

z

|

= — T=0

& . T=0.1
w— T=0.5
— T=1.0

7.5 10.0
r r
(a) (b)

Figure C.4.2: Here we show that the minimum r for which p(||A(x)||]2 < r) = 0.5 increases
with 8 and 7, where § is the penalty applied to the KL in 5-VAEs and 7 is an offset added
to the encoder standard deviation o4(x). This probability, estimated as detailed below
in Appendix C.4.3, increases with r, but increases more slowly for large 5 (a) and large 7
(b). In such models the encoding process has higher variance resulting in a greater spread
of reconstructions, confirming Proposition C.1.1 in Appendix A that the minimum r for
r-robustness increases with the encoder variance.

C.4.3 Algorithm

Algorithm 1 Estimating r
Result: r such that p(||A(x)|]2 <7) > 0.5
1 m, step, samples, x, r < 0, p(||A(x)|]2 < ) < 0 while p(||A(x)||2 < r) <m do

2 d < {} for i<« 1 to samples by 1 do

3| s~ N (), 05(x)) sa < llg0(s) — (o) la duimsert(s,)
4 end

5 | rertstep p(|AX)|] <)« S

6 end




7 step, samples, X, r, p(||A(x,6;)|]2 < r) + 0, Ry (x) « 10, restarts < 5

10

11
12

13
14
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C.5 Estimating the Margin of Robustness

Algorithm 2 Estimating R’ (x)

Result: R’ (x) such that p(||A(x,0z)||2 <) > 0.5

p(J|A(x,6z)|]2 <7) < 0.5 do
for j < 1 to restarts by 1 do
d + {} for i+ 1 to samples by 1 do

0.),04(x+0,))

Sq < |lgo(s) — gg(u¢(x))|\2 d.insert(sq)
end
R%(x) < R%(x) — step p(||A(x,05)|[2 < 7)

end

end

Sum(d<r)
nsamples

while

0, < max damage attack constrained to the norm R (x) s ~ N(pg(x +
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C.6 -VAE Sensitivity Experiments
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Figure C.6.3: Here we illustrate that 8-VAEs, trained MNIST, with higher 8 penalties
generalise better and are less sensitive to input perturbations. The first row (a)-(e) shows
samples drawn from the latent space prior that are then fed through the VAE decoder.
It is clear that as ( increases, so too does the quality of generated samples. (f) shows
the sensitivity of the VAE to input perturbations. We add zero-mean Gaussian noise of
variance o2 to the VAE input to form a noisy input x* and embedding z+. We then
measure the likelihood of the original point x under this noisy embedding. ¢? is thus an
approximation of the margin of robustness of the VAE, if the VAE’s likelihood does not
change even for high variance noise, it must have a large margin of robustness (R%(x)).
The likelihood of x is quasi constant, under increasing noise variance, for high values of 5.
This supports our analysis that such models have higher R’ (x). Figures (g) and (h) show
that the encoder variance and that the norm of the encoder Jacobian (| ’Jg(X)H F) increase
as [ increases, supporting our analysis that the changes in these values underpin the
robustness observed. In (i) we calculate the bound for R’ (x) from Theorem 5.1 where we
ignore higher order terms. We select r such that p4r(x) = 0.9, which is a relatively strict
metric for robustness. In (f-1) confidence intervals correspond to the standard deviations
of values over the entire MNIST dataset. Taken as a whole these experiments support our
analysis that the margin R, (x) increases with 3 as in Theorem 5.2, in conjuction with
the norm of the encoder Jacobian and the encoder variance, supporting Theorem 5.1.
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Figure C.6.4: Here we illustrate that 5-VAEs, trained on fashion-MNIST, with higher 3
penalties generalise better and are less sensitive to input perturbations. The first row
(a)-(e) shows samples drawn from the latent space prior that are then fed through the
VAE decoder. It is clear that as S increases, so too does the quality of generated samples.
(f) shows the sensitivity of the VAE to input perturbations. We add zero-mean Gaussian
noise of variance o2 to the VAE input to form a noisy input x* and embedding zx. We
then measure the likelihood of the original point x under this noisy embedding. o2 is thus
an approximation of the margin of robustness of the VAE, if the VAE’s likelihood does not
change even for high variance noise, it must have a large margin of robustness (R% (x)).
The likelihood of x is quasi constant, under increasing noise variance, for high values of
f. This supports our analysis that such models have higher R’ (x). Figures (g) and (h)
show that the encoder variance and that the encoder Jacobian norm (||J g(x)H F) increase
as [ increases, supporting our analysis that the changes in these values underpin the
robustness observed. In (i) we calculate the bound for R’ (x) from Theorem 5.1 where we
ignore higher order terms. We select r such that psr(x) = 0.9, which is a relatively strict
metric for robustness. In (f-i) confidence intervals correspond to the standard deviations of
values over the entire fashion-MNIST dataset. Taken as a whole these experiments support
our analysis that the margin R’ (x) increases with 5 as in Theorem 5.2, in conjuction with
the norm of the encoder Jacobian and the encoder variance, supporting Theorem 5.1.
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Figure C.6.5: Here we illustrate that S-VAEs, trained on CIFARI10, with higher 8 have
larger margins of robustness. Figures (a) and (b) show that the encoder variance and that
the encoder Jacobian norm (HJ’;(X)H F) increase as [ increases, supporting our analysis
that the changes in these values underpin the robustness observed. In (i) we calculate the
bound for R% (x) from Theorem 5.1 where we ignore higher order terms. We select r such
that par(x) = 0.9, which is a relatively strict metric for robustness. In (a-c) confidence
intervals correspond to the standard deviations of values over the entire dataset. Taken as
a whole these experiments support our analysis that the margin R’ (x) increases with (3
as in Theorem 5.2, in conjuction with the norm of the encoder Jacobian and the encoder
variance, supporting Theorem 5.1.

Figure C.6.6: We show reconstructions of noisy data for VAEs trained with g € {0.1,1,10}
on Fashion-MNIST. The first row corresponds to the original image, the second to noised
a image x + € where € ~ N/(0,(0.5%)I). Clearly larger 8 models are less sensitive to
noise, supporting our analysis that increasing § increases the margin of robustness to
perturbations.
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C.7 Network Hyperparameters

All networks used the same hyperparameters. Namely networks were trained for 100

epochs with the Adam optimizer, with a learning rate of 0.001 and a batch size of 512.

For MNIST and fashion-MNIST networks for the encoder variance and encoder mean
were two hidden layer multi-layer perceptrons (MLPs) with 400 units per layer, which
shared their first layer. Similarly the decoder was a two layer MLP with 400 units per

layer. For these datasets we used a latent space size of 20.

For CIFAR10 we used 4-layer MLPs with 400 units per layer for the encoder and

decoder networks and used a 64-dimensional latent space.
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D.1 Technical Proofs

Before we begin the proofs we give an alternative definition of the Hermite polynomi-
als which uses the k" divergence operator (6%, (Janson, 1997)). This definition greatly

simplifies some of our later proofs.

Hy = 6F1(x), (D.1)

where 1 is shorthand for the function that is identically 1. The divergence operator is
defined using Dom(6*%), which is the subset of functions g € Ly(R,~) for which there
exists a ¢ > 0 such that for all functions for which the derivative up to degree k obeys

f(k) € L?(Ruy):

W) (2)g(x)dy ()| < ®) (z)dy ()

1(z) for example, as defined in Equation (D.1) is in Dom(6%). The k' divergence can then
be defined as follows. If g € Dom(8¥) then §*g is the unique element of Lo (R, y) such that

for all functions for which the derivative up to degree a obeys f¥) ¢ Lo(R, ) we have:

/ £ ()8 g(a)dn (x / o (D.2)

For the general Gaussian space, this becomes by substitution of variables:
H; = 6F1(2), = (x—p)/o. (D.3)

In the multivariate case, for the general Gaussian space with diagonal standard de-
viation, we have that Hq = d*1(X), X = (x — u)S™}, where § now is the vector-valued

divergence operator indexed by the multi-index a.
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D.1.1 Proof of Proposition 6.1

Proof. Due to the scaling and centering relation for Gaussians a simple change of variables

& = (z — p)/o in Equation (6.2) gives us the first part of the proof. Thus
B () [Hi (&) Hi (2)] = K11{m = k},

and thus { ;Hj, : k > 0} is orthonormal in Ly(R, (i, 02)) because v(2) = N'(y, o2).

We know that for k > 0 the polynomial Hj has degree k, hence it suffices to demon-
strate that the mononomials of degree k, {y* : k € N,# = (z — p)/o} are dense in
Lo(R,~y(z)) to show that {in k> 0} is a basis for La(R,y(Z)).

The Elementary Hahn-Banach theorem shows that if g € Lo(R,~) is such that [ g(2)2"dy(2) =
0,Vk € NT then it suffices to show that g = 0 almost everywhere to demonstrate that the
mononomials ¥ are a dense subspace of Lo (R, y(#)). This proof generally follows that used
for the standard Gaussian measure. Assume we have a g that satisfies [ g()Z kdy(z) = 0.

By the series expansion of the exponential function we know that for all t € R

g(2)eYdy(z im g(2)2%dvy(2 :
[ at@ @ = Jim 325 [ st
Thus we have that [ g(2)e"™¥dv(2) = 0,Vt. Because €' is injective we have that

g(#) = 0,Vi € R.

D.1.2 Proof of Proposition 6.2

Proof. We begin with the univariate case, from which we build up to the multivariate
case. Here we use the divergence operator definition of the Hermite polynomials, seen
in Equation (D.1). In our case by substitution of variables Hy(#) = 6*1(2) and we can

express x as r = yo + u, thus:

/ F(yo + 1) Hi(#) / F(yo + p)SL(E)dy (2) = / o fE (30 + )y ().

R
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As mentioned in the main paper, in the multivariate case, the divergence operator is
an almost exact analogue to that of the univariate case. Due to the tensorisation of

bases to form # the indices a simply become a multi-index and we recover that f () =

By s [S7F ()]

D.1.3 Proof of Theorem 6.3

Proof. By Proposition 6.2 we know that we can express a function f € Lo(R™, N (p, S?))

that is infinitely differentiable as:

f=> i(diag(S))"‘Ey(@ [f“")(x)} Ho, (X)) = N(x|p,S?).

acN"™
Now note that the expectation of f is simply the first Hermite coefficient with degree

Eyx (1= ) é(diag(s))"‘Ey(ﬁ) [f("‘)(xﬂ Heo (&) = N(x|p,S?).

la[=0

Now taking the variance of f:

Var(f) = Eys | (f = Eqqa) ()]

=B | | X 2 (ding($) Eyge) [F000] Ha— 3 (diag(8)* By [£) ()] Ha

i aeNm |ax|=0
r 2

=By || 0 o (iaa(8)* Eyge [£00)] Ha

o|>1

Recall that the bases Hq, are orthogonal such that
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As such we have that:

1
al

Var(f) = E,y(;() Z

la|>1

(diag(8))* Eqge) [ £ (x)| Ha

=B | (;miag(s»"‘ﬁm @) %)2

la>1

-y s e )|

la|>1

This completes the first part of the proof.

For the second part we focus on terms of the form
By [/00] = | SIS + may(x) = [ 7RS4 ()

Both f and « are Ly integrable with respect to the Lebesgue measure. As such we can

directly apply Plancherel’s theorem to demonstrate that

By [/ (x)| = / FOES + p)y(R)dx
= [ F60n (x-S

= /n(iw)af(w)det(S)g(wS)e—iqu1dw

_ /n(iw)o‘}'(w)P(w)dw.

where P is the Fourier transform of the Gaussian measure N'(u,0?) given by P(w) =
det(S)g (w)e‘i“”‘si1 (where G is the Fourier transform of the standard Gaussian measure
) and F is the Fourier transform of f. This stems from the fact that the Fourier transform

of the a'M derivative of a function is simply (iw)®F(w)

From this we obtain that

2

ia 2
Var(f) = Z (diag(8))™ /n(iw)a]—"(w)P(w)dw

a!l
la>1
diag(S))%™
_y ine(S)

o|>1

2
,a € N*,

| @ F )P
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D.1.4 Proof of Proposition 6.4

Proof. We begin with a proof for a univariate Gaussian space. We once again use the
definition of the Hermite polynomials in terms of the divergence operator. Note that
H, = 0H,_1. The variance of a function f € La(R,N(u,0?)) can be expressed as the

sum of Hermite coefficients squared:
=1, =1 2
Var(f) =3 —If(a) Z — o) [£ (0 + p) Ha(@)]] (D-4)

a=1

Using the definition of the divergence operator we have that:

Var(f) = i \E @ [oFV s+ ) Ho(@)]| (D5)
< Z ‘IE ) [ F O 4+ ) Hoa(8)] [ (D.6)
-y ‘Ev(:e) [0+ wHa(@)] [ (D.7)

a=0

As f) is a member of the Gaussian space, the last equation is simply the dot product of

M) with itself, weighted by 2. Thus:

Var(f) = o?(f&, f). (D.8)

By definition of the Lipschitz constant:

_ /
be wp W@
z,x' ERX x#x! Hx -z H
We then have
Var(f) < o®L. (D.9)

For the multivariate case, we work in reverse. We know that L? > ||Df||?> where Df
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is the Jacbobian of the function with respect to the input such that

IDFIP] = > < /@ & >

=1

As by assumption each f (a) || =1 is a member of the Gaussian space we have that

IDf|I* = g:l%;n 6" w |f a>(s§<+ﬂ)yﬂ(g)”2 (D.10)
_;':w%:n il B, z) [S7'F(S% + p)0%Hp (%)) | (D.11)
= HZI %\;ﬂ 3l IE5) [STH(S% + ) HpraR)] | (D.12)
>|BZ>31 51 Bz [STH (SR + )|, 5 € N7, (D.13)

This last term is simply Var(f)/||S||? (see the proof of Theorem 6.3 for why this is). Thus

we have that L?||S||?> > Var(f). This concludes the proof.

D.2 Multivariate Hermite Coefficients for a Gaussian mea-

sure with full Covariance

Let our Gaussian space be equipped with Gaussian measure A (u, C), where C is a full
covariance matrix. By definition C is symmetric and positive definite, thus there exists

an orthogonal matrix O such that:
oco” =D,
where D is some diagonal matrix. Let x ~ A (u, C), we know that:

% = (x — p)OTD™z ~ N(0,1).
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By substitution of variables for the Hermite polynomials in the case of a diagonal covari-

ance, we have that the Hermite polynomials for the measure N (u, C) are given by:

Hal(x ~ #)O'D"2) = Ha(%) = [ | Ho (3:).

D.3 Implementation Details

The architecture of VAEs with dense layers is presented in text. For convolutional networks

the encoder layers had the following number of filters in order: {64, 64,128,128, 512}.

The mean and variance of the amortised posteriors are the output of dense layers
acting on the output of the purely convolutional network, where the number of neurons

in these layers is equal to the dimensionality of the latent space Z.

Similarly, for the decoders (p(x|z)) of all our models we also used purely convolutional
networks with 6 deconvolutional layers. The layers had the following number of filters in
order: {512,128,128,64,64,3}. The mean of the likelihood p(x|-) was directly encoded by

the final de-convolutional layer. The variance of the decoder was fixed to 0.1.

To train models we used ADAM (Kingma and Lei Ba, 2015) with default parameters,
a learning rate of 0.001, and a batch size of 1024. All data was preprocessed to fall on the

interval -1 to 1.

All models were trained with an Azure Cloud Standard NC6 machine with a single

NVIDIA Tesla K80.

D.4 Additional Results
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D.4.1 Fourier Transform of Gaussian Measure
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Figure D.4.1: [left] Fourier transform of the Gaussian measure A'(0,0?) for varying o.
[right] Fourier transform of the Gaussian measure N (u, 1) for varying p.

D.4.2 Fourier Spectrum of Multivariate VAEs
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Figure D.4.2: We train VAEs with 3-dense layers (each with 256 units), with ReLU
activation functions in their networks, on multivariate data consisting of 5 sinusoids
y = sin(27rt), r € {0.5,1.0,2.0,3.0,5.0}, ¢ € [—1,1], with a 1 dimension latent space
Z. As before we fix the encoder 4. [top row] We show plots of the regressed sinu-
soids for different values of o4. [bottom row] Below we show an FFT for each regressed
sinusoid. As 0y increases we clearly lose some of the mid to high level frequencies.
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D.4.3 Gaussian Spaces and VAE Lipschitzness

We know that by Proposition 6.4 the variance of a function (that is once differentiable)
provides a relatively tight lower bound on the Lipschitz constant of a neural network.
This lower bound also increases as the variance of the Gaussian measure decreases. In the
Supplement we demonstrate that this modulation of the encoder and decoder Lipschitzness

is a purveyor of adversarial robustness for the VAE networks.

In previous sections we demonstrated that larger encoder variances induce smaller
variance decoder functions, with lower frequency components. As the encoder variance
a’i(x) increases, the variance of the decoder function Var,, (,x) (99(z)) decreases, which
by Proposition 6.4 will lead to a smaller lower bound on the Lipschitz constant of the
decoder. Due to the computational costs of estimating the Lipschitz constants of networks,
we restrict our empirical analysis here to fully-connected VAEs and use layer-wise LipSDP
(Fazlyab et al., 2019) to obtain estimates. In Table D.4.1 we confirm that regulating the
encoder variance allows for us to impose a soft constraint of the Lipschitzness of the VAE
decoder. We also show that adding Gaussian noise on data, as motivated in the previous
sections by its effect on Var(ug), gives us finer control on the Lipschitz constant of the
encoder.

Table D.4.1: The Lipschitz constants (L) of VAEs’ [left] decoder networks (gg) when trained with
fixed encoder scale (04) and [right] encoder networks (14) when trained with o-scale Gaussian
noise injection on inputs and fixed encoder variance o4=0.5. We train fully-connected VAEs with
the Sigmoid activation in their networks; on sinc(5t) (dim(Z) = 1), on CelebA (dim(Z) = 64), and
CIFARI10 (dim(Z) = 64). Each network has 3 dense layers each with 256 units. As o, decreases
the Lipschitz constant (L) increases, as predicted by Proposition 6.4. As o decreases, the Lipschitz
constant (L) of the encoder mean () increases. (%) is the std. dev. over 3 random seeds.

L(go; ) L(pg;0)
D
ata 05=10 04=05 0,=01| 0=10 =05 o=00
sinc 22402 52+03 179432139427 246+1.7 298+22

CelebA (10%) 7H+1.1 120£05 13.7+12| 14401 1.6=£01 1.8+0.1
CIFAR10(10%) | 17.9+1.2 191+1.2 273403 | 47402 56+06 85408

Lipschitzness and Robustness Recent work shows that larger encoder variances and
smaller encoder and decoder network Lipschitz constants are core contributors to the

robustness of VAEs to adversarial attack (Camuto et al., 2021b; Barrett et al., 2021).
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Figure D.4.3: Both plots show the relative log likelihood degradation resulting from a
‘maximum-damage’ (Camuto et al., 2020) adversarial attack against the maximum attack
norm C. As o, the variance of isotropic Gaussian noise added to data, and oy, the
fixed posterior variance, increase, the degradation lessens as C' increases, highlighting that
both these parameters improve robustness. Shading corresponds to the variance of the
likelihood degradation over 25 points from CIFARI10.

Whereas this theory has viewed the network Lipschitz constants and the encoder variance
as distinct parameters to control to attain robustness; our harmonic analysis shows that
they are in fact intrinsically linked. This means that the encoder variance can serve as a
single parameter on which we can act to improve the robustness of VAEs to adversarial
attack, in that it also affects the Lipschitz constant of the decoder. Further, adding noise
to the VAE input data gives us similar control on the Lipschitz constant of the encoder
mean fts. As such, fixing and modulating both the encoder variance and the variance
of the noise on data allows for the imposition of soft Lipschitz constraints on the VAE

networks that improve adversarial robustness.

We consider an adversary trying to distort the input data to maximally disrupt a
VAE’s output, as in mazimum damage attacks (Camuto et al., 2020). The adversary
maximises, with respect to a perturbation on data d,, constrained in norm by a constant

C, the distance between the VAE reconstruction and data x

8, = arg max (Ilgo(peg(x + 02) + Mop(x + 82)) — go(pry(x))|]2)- (D.14)

Given an embedding z* formed from the mean encoding of x 4+ §,, we measure the like-
lihood of the original point x and quantify the degradation in model performance as the

relative log likelihood degradation (|log pg(x|z*) —log pp(x|z)|/ log pg(x|z)), where z is the
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embedding of x.

Figure D.4.3 shows that as the variance of noise on data (o) and the fixed encoder
variance (o) increase, this degradation lessens for the VAEs trained on the CIFAR10
dataset in Table D.4.1, indicating less damaging attacks. In tandem, Table D.4.1 also
shows that the increase of both these parameters decreases the Lipschitz constants of the
encoder and decoder network for these VAEs. Thus we confirm the analysis above (and
the recent theory on the adversarial robustness of VAEs (Camuto et al., 2021b; Barrett
et al., 2021)), empirically demonstrating that both o4 and ¢ reduce the Lipschitz constant
of both the encoder and decoder networks and simultaneously improve the robustness of

VAEs trained on CIFARI10.
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