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Abstract

Function synthesis is the process of automatically constructing functions that
satisfy a given specification. The space of functions as well as the format of the
specifications vary greatly with each area of application. In this thesis, we consider
synthesis in the context of satisfiability modulo theories. Within this domain,
the goal is to synthesise mathematical expressions that adhere to abstract logical
formulas. These types of synthesis problems find many applications in the field of
computer-aided verification. One of the main challenges of function synthesis arises
from the combinatorial explosion in the number of potential candidates within a
certain size. The hypothesis of this thesis is that machine learning methods can
be applied to make function synthesis more tractable.

The first contribution of this thesis is a Monte-Carlo based search method
for function synthesis. The search algorithm uses machine learned heuristics
to guide the search. This is part of a reinforcement learning loop that trains
the machine learning models with data generated from previous search attempts.
To increase the set of benchmark problems to train and test synthesis methods,
we also present a technique for generating synthesis problems from pre-existing
satisfiability modulo theories problems. We implement the Monte-Carlo based
synthesis algorithm and evaluate it on standard synthesis benchmarks as well as our
newly generated benchmarks. An experimental evaluation shows that the learned
heuristics greatly improve on the baseline without trained models. Furthermore,
the machine learned guidance demonstrates comparable performance to cve5 and,
in some experiments, even surpasses it.

Next, this thesis explores the application of machine learning to more restricted
function synthesis domains. We hypothesise that narrowing the scope enables the use
of machine learning techniques that are not possible in the general setting. We test
this hypothesis by considering the problem of ranking function synthesis. Ranking
functions are used in program analysis to prove termination of programs by mapping
consecutive program states to decreasing elements of a well-founded set. The
second contribution of this dissertation is a novel technique for synthesising ranking
functions, using neural networks. The key insight is that instead of synthesising
a mathematical expression that represents a ranking function, we can train a

neural network to act as a ranking function. Hence, the synthesis procedure is



replaced by neural network training. We introduce Neural Termination Analysis as
a framework that leverages this. We train neural networks from sampled execution
traces of the program we want to prove terminating. We enforce the synthesis
specifications of ranking functions using the loss function and network design. After
training, we use symbolic reasoning to formally verify that the resulting function is
indeed a correct ranking function for the target program. We demonstrate that our
method succeeds in synthesising ranking functions for programs that are beyond
the reach of state-of-the-art tools. This includes programs with disjunctions and

non-linear expressions in the loop guards.
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Introduction

1.1 Motivation

Function synthesis describes the process of generating functions that satisfy a
given specification. From a theoretical point of view, function synthesis can be
characterised as any method to produce a witness for f that satisfies an existential

formula of the form:

3f. ¢ (1.1)

In this setting, the specification ¢ is a logical formula describing what properties f
should satisfy. Historically, Alonzo Church defined and used the notion of function
synthesis to derive complexity results [3, 4] as early as 1957. In this seminal
work, the synthesis targets were circuits and the specifications were given using an
extension of recursive arithmetic. Hence, applying the aforementioned formalism f
would take the form of terms describing circuits and ¢ would be a specification in
the language of recursive arithmetic. Unfortunately, but also unsurprisingly, Church
also identified the undecidability of all but the most restricted versions of synthesis.
Nevertheless, in subsequent work, function synthesis has found numerous practical

and theoretical applications with many different function and specification formats.



2 1.1. Motivation

These days, one popular domain of function synthesis is that of Programming-
By-Example, where the specification takes the form of a set of input/output pairs.
In other words, the synthesis procedure is tasked with constructing a function that,
given the inputs produces the corresponding outputs, for all specification pairs.
This domain has found huge success in automatic data wrangling and spreadsheet
formula generation [5]. Most recently, the rapid development of deep neural networks
and large language models has led to a surge in popularity of many synthesis-like
tasks related to automatic program generation. For example, generating programs
in general purpose programming languages from natural language specifications
has become a popular problem [6]. Similarly, GitHub’s Copilot [7] promises to
support programmers by providing autocompletion, automatic program generation
or documentation, and many other assistive features.

Finally, function synthesis has many applications in computer-aided verification
and program analysis [8-10]. Over the years, computer hardware and software have
become larger and more complex. Simultaneously, computer systems have made
their way into every corner of modern-day life. As a result, providing guarantees
about these systems has become more important and more difficult at the same time.
Formal methods, and computer-aided verification in particular, promise to provide
a solution for this discrepancy by utilising computers to alleviate the difficulties of
having to reason about the ever-growing number of complex systems [11]. Most
program analysis techniques of today employ function synthesis techniques in one
way or another. The most prominent example of this is Hoare logic [12, 13],
which describes an axiomatic basis for proving correctness of computer programs.
One of the main ingredients to proving partial correctness are loop invariants.
Generating invariants is an instance of function synthesis. Furthermore, Hoare logic
also identifies a connection to a different important problem in program analysis
— termination. Termination analysis has been a problem of interest in computer
science since its inception. Historically speaking, the unsolvability of the “halting
problem”; and therefore termination, was proven by Turing in what is considered one

of the founding works of computer science [14]. Following this, termination analysis
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for computer programs, transition systems, and other models of computation became
an important area of research in theoretical computer science. From a more practical
point of view, non-termination bugs are omnipresent [15] and have been known to
cause problems in real world software [16], making automated termination analysis
invaluable. The combination of theoretical interest and practical applications has
led to termination analysis being one of the most fundamental problems in computer-
aided verification and formal methods. As a result, many techniques for termination
analysis have been developed and implemented in different tools. One practical
method for proving termination is by means of synthesising a ranking function [17].

As the name suggests, this, too, is an instance of function synthesis.

1.2 Current Techniques

Satisfiability Modulo Theories (SMT) describes an extension of Boolean satisfiability
to incorporate first-order [18] and higher-order [19] theories. By utilising theory
specific decision procedures, SMT solvers perform very well despite being significantly
more expressive than traditional Boolean satisfiability solvers. As a result, SMT
and the corresponding standardised SMT-LIB input format have been widely
adopted by the formal methods community. Capitalising on the success of SMT,
the synthesis community developed an input format for Syntax-Guided Synthesis
(SyGuS). As the name suggests, SyGusS is a synthesis problem that allows users to
provide a semantic and syntactic specification using the language of SMT. Hence,
synthesis in the context of SMT describes solving problems as shown in (1.1)
where ¢ is an SMT formula. This is extended in syntax-guided synthesis, where

f additionally has to satisfy
felrL, (1.2)

where L is a set of expressions defined by a context-free grammar. The majority of
SyGusS solvers are “enumerative solvers”. These solvers systematically enumerate

expressions e € L and use SMT solvers to check if e satisfies ¢. Enumerative solvers



4 1.3. Goal

use techniques such as Counterexample Guided Inductive Synthesis (CEGIS) [20],
blocking constraints [21] etc. to speed up verification and prune the search space.

Interestingly, synthesis techniques that apply machine learning techniques are
few and far between. In addition, the vast majority of synthesis tools that do apply
some form of statistical learning only consider the domain of Programming-By-
Example (PBE). We hypothesise that this is due to the relative ease with which
artificial training data can be generated in this domain compared to other domains.
In contrast, function synthesis problems resulting from program analysis usually
cannot be represented using PBE. In fact, most synthesis problems originating from
program analysis applications utilise abstract SMT expressions and formulas as
specifications. As a result, machine learning techniques are rarely used in function

synthesis applied to verification.

1.3 Goal

The goal of this thesis is to develop different techniques for using machine learning
in function synthesis. In particular, we want to tackle synthesis problems in the
context of program analysis and SMT. This entails investigating where the usage of
machine learning (ML) techniques is most effective, what type of ML models can
be applied in each setting, and how the correctness of the algorithms and results
can be ensured despite the usage of statistical models. We proceed as follows:
First, we consider the domain of Syntax-Guided synthesis. This is the most
general setting, as all SMT based synthesis problems can be transformed into a
SyGuS problem. We present an algorithm based on AlphaZero’s Monte-Carlo
tree search [22] to prune the enormous search space using machine learning based
heuristics. These heuristics are supposed to prioritise functions that are likely to be
solutions to the synthesis problems. The machine learning models are trained on data
gathered from a reinforcement learning loop. In each iteration, the aforementioned
algorithm is applied to the training set problems, and from this, we collect training

data that is used to train the models for successive iterations. To adequately train
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and test our methods, we also present a method for automatically generating new
problem sets from pre-existing SMT problems.

Subsequently, we move away from the general setting of SyGuS and address a
more restricted case of function synthesis problems — ranking function synthesis.
Ranking functions are used in proving termination of computer programs. Hence,
we investigate the use of a SyGuS solver as a termination prover for Java programs.
However, using the general setting of SyGuS for ranking functions prohibits the use
of domain-specific knowledge that we have access to in the setting of termination
analysis. In particular, by focusing on termination analysis we can use the input
programs that we want to analyse to generate execution traces. These are used
as training data for machine learning models. Consequently, this approach is out
of reach in the more general data-scarce setting. We follow the principle wherein
finding a proof is much harder than checking that a given candidate proof is valid.
The hypothesis is that one can leverage neural networks and gradient descent to
synthesise ranking functions while using traditional formal methods to check the
validity of the proposed candidates. To support this theory, we develop and evaluate
a framework — Neural Termination Analysis — that encapsulates the data generation,

training, and verification of ranking functions all in one go.

1.4 Contributions

The main contribution of this work is the establishing of a portfolio of techniques to
apply machine learning to different function synthesis settings. The contributions

are as follows:

Syntax-Guided Synthesis This dissertation contributes to this research area in
two ways. First and foremost, we present SyGuS with abstract logical specifications
as a tree search problem to which we apply an AlphaZero style tree search. This
search is guided using machine learned heuristics that are trained iteratively in a

reinforcement learning loop. Secondly, we present a technique for automatically
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generating more SyGuS problems with abstract specifications from pre-existing

SMT problems. Listed in detail, the contributions are as follows

o We state enumerative function search in SyGuS as a tree search problem and
adapt AlphaZero’s Monte-Carlo tree search (MCTS) based algorithm so that

we can apply it to enumerative function synthesis.

o We present a method for expressing synthesis states and actions in the context
of SyGuS that is conducive to machine learned policy and value predictors to
guide the search. These predictors are then used with the Upper-Confidence
Bound for Trees (UCT) to balance exploration and exploitation during the

synthesis procedure.

o We use a reinforcement learning loop that allows for the iterative generation

of training data from successful and unsuccessful synthesis procedures.

o We design and implement a method for generating SyGuS problems from
SMT problems using anti-unification and unification in order to overcome a
lack of training data. This approach applies to generating training data for

any synthesis problems with logical specifications.

o We evaluate the algorithm and the reinforcement learning setup on a combi-
nation of pre-existing benchmark sets from the SyGuS competition [23] as

well as our newly generated problem set.

The significance of these contributions taken together is that we present a method
for using machine learning heuristics for synthesis that also work in domains with
abstract logical specifications. In addition, we also provide a method for generating

new synthesis problems to challenge and test synthesis tools on unseen problems.

Ranking Function Synthesis The main contribution of this thesis to this
field of study is Neural Termination Analysis. Neural Termination Analysis is a
framework that combines data generation, neural network training, and verification

to synthesise correct ranking functions. In particular, the contributions are:
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o We evaluate the use of SyGuS for ranking function synthesis.

o We identify a class of termination problems that are difficult for state-of-the-
art tools. These involve disjunctive loop guards, non-linear loop guards, or a

combination of both.

o We design Neural Termination Analysis as a method for applying machine

learning to termination analysis in a “guess-and-check” paradigm.

o We propose machine learning primitives such as loss functions and neural

network architectures that are suitable for Neural Termination Analysis.

o We implement Neural Termination Analysis, consisting of a tracing tool for
the Java Virtual Machine, the aforementioned primitives for neural ranking

functions, and a verification procedure for these ranking functions.

o We test the efficacy of Neural Termination Analysis on a standard set of
benchmarks. Furthermore, by developing termination problems that state-of-
the-art tools struggle to solve, we present the strengths of Neural Termination

Analysis.

These contributions provide a novel method for applying machine learning to
function synthesis in restricted settings: By translating abstract specifications to
the world of differentiable functions, we can utilise the power of gradient descent
to synthesise functions. Conversely, by translating the differentiable functions to
symbolic expressions, we can benefit from the correctness guarantees provided
by formal methods. Neural Termination Analysis provides a basis for combining

these two seemingly unrelated areas.






Preliminaries

2.1 First-Order Theories

We will assume that the reader is familiar with the syntax and semantics of first-
order logic. We refer to [24] for a general introduction and [18] for details on
Satisfiability Modulo Theories (SMT). In notation, we will use M = ¢ to denote
that a model M satisfies or entails a first-order formula ¢. For brevity, we will not
use syntax to distinguish a separate interpretation function and instead assume
it is part of M. We define a theory T as a collection of models. It helps to think

“a set of models that satisfy a certain set of axioms”. However,

of theories as
since there are theories that are not finitely axiomatisable (e.g. Peano Arithmetic)
we will talk about collections of models instead. Satisfiability Modulo Theories
(SMT) considers the satisfiability problem for theories. We say that a formula
¢ is T-satisfiable (satisfiable in short) if there exists a model M in T, such that
M E ¢. We say T-unsatisfiable if it is not satisfiable. Finally, we say that ¢ is
T-valid (valid in short) if for all models M in T', we have M = ¢. We will write
T | ¢ in short to denote that ¢ is T-valid. SMT solvers are programs designed to
decide the satisfiability and validity questions for a given formula and theory. As it

turns out, many theories with real-world applications are decidable [25]. Therefore,

the strengths of SMT solvers in contrast to fully-fledged first-order logic theorem
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(set-logic LIA)

(declare—-const x Int)
(declare—-const y Int)
(
(
(

assert (= (+ x (x 2 y)) 20))
assert (= (- x y) 2))
check-sat)

Figure 2.1: SMT-LIB syntax to check if there exists a model M in LIA such that
MEz+2y=10Nz —y = 2.

provers derive from the fact that they implement theory specific decision procedures.
An example of such a theory is the theory of linear integer arithmetic (LIA). The
SMT library (SMT-LIB) defines a unified input format for SMT problems that
most SMT solvers use [26]. Figure 2.1 shows an example of a simple problem for

the theory of LIA stated in the SMT-LIB format.

2.2 Function Synthesis

Inherently, function synthesis is a second-order problem. In particular, we are

looking at problems that can be expressed as a second-order existential formula

3f. &, (2.1)

where ¢ is a first-order formula most likely containing f. In this formula, f is a
second-order variable, and hence we have an existential second-order quantification.
In some cases, it is enough to prove (2.1) in a non-constructive way. However, usually,
we are also interested in the witness for f. This is even more evident in function or
program synthesis in domains such as spreadsheet formulas, string manipulation, or
general purpose programming languages. In those settings, knowing that a function
exists without having a witness is usually of no use. For example, knowing that
a function computing the sum of all entries of a table exists does not help a user
of Excel as much as actually providing the function. However, in settings such
as ranking function synthesis the mere existence is already sufficient, although a

witness can be useful in interpreting or verifying the result.
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2.2.1 Syntax-Guided Synthesis

Context-Free Grammar: A context-free grammar G is a tuple G = (N, T, R, S),
where N is a finite set of non-terminal symbols, T is a finite set of terminal symbols,
and NNT =0. RC N x (NUT)* is a set of production rules and S € N is
the start symbol, where * is the Kleene star. For z,y € (NUT)* and (o, 5) € R
we say that xzay yields xfy, written zay — zfy. For z € T*y € (NUT)*
and (a, 8) € R we write zay —* 2y to denote the leftmost derivation and —%
for its reflexive, transitive closure. Hence, u —% v denotes an application of a
rule in R to the leftmost non-terminal in u. A word w is in sentential form if
w € (NUT)* and is called a sentence if w € T*. Since sentences do not contain
non-terminals, no reductions can be applied anymore. We define the language
of G, written LY as all sentences that can be obtained from reductions starting
at S. Hence, we have LY = {w € T* | S =" w}. We refer to [27] for more

details on context-free grammars.

Syntax-Guided Synthesis: As noted above, in program synthesis we are inter-
ested in solving a second-order existential problem while also being interested in
the witness. SyGuS makes this even more explicit by allowing syntactic restrictions
on the witness [28]. SyGuS works within the domain of first-order theories as
introduced in Section 2.1. Formally, a SyGuS problem is a 4-tuple (T, G, ¢, F)
such that T is a first-order theory, GG is a context-free grammar, ¢ is a first-order
formula, and F' is a function symbol that may occur in ¢. SyGuS closely follows the
syntax and semantics of SMT, and hence T usually refers to theories that are also
common in SMT. A solution to a SyGuS problem (T, G, ¢, F') is either a function
f such that T = ¢[F — f] and f € LY or a proof that no such function can
exist. Note that the notation ¢[F +— f] denotes the replacing of all occurrences
of F in ¢ with f while substituting all arguments to f by the arguments of F' in
the same order. We will denote by ALL the free theory that is the union of all

theories supported by the Solver. Finally, we use the free grammar % to indicate
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that we do not impose any syntactic restrictions on the solution space. Hence,
any term legal in the given theory is allowed.

Most SyGuS solvers can be classified as enumerative solvers. These solvers
systematically enumerate the space of all potential solutions (i.e. elements in L%)
and for each element f € LY check if ¢[F + f] is T-valid. Due to SyGusS supporting
the same theories as SMT solvers, one can use off-the-shelf SMT solvers to check
this validity. Note that since SMT solvers usually work with SAT and UNSAT we
check the unsatisfiability of ~¢[F +— f] which is equivalent to checking the validity
of the formula. In summary, enumerative solvers operate in two stages, a search
stage where a candidate is constructed and a verification stage where an SMT solver

is queried to check if the candidate is a solution or not.

Counter-Example Guided Inductive Synthesis (CEGIS): CEGIS [20] is a
common technique used by synthesis tools to speed up verification by abusing

the following facts:
e SMT solvers produce a (counter) model in the case of SAT.
o If ¢ does not contain variables, checking for validity is extremely efficient.

Assume we want to solve a problem of the form IF. VZ. ¢. Figure 2.2 gives an
overview of how CEGIS works where if we remove the universal quantifier 7 is
the vector of all free first-order variables in ¢. The procedure keeps a set I, of
assignments to the free first-order variables ¥ in ¢. Initially, this set is empty.
Instead of immediately checking for validity for a given f, we first check if it is
consistent with all assignments ¢ € I. This has the advantage that we only have
to check the validity of the ground term

N\ oIF — f, @ 4.

cel
Checking the validity of this conjunction is very efficient, as [ is finite and every
single conjunct is ground (i.e. does not contain variables). If the conjunction is

inconsistent, f is not a solution to the SyGuS problem. On the other hand, if the
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Figure 2.2: The procedure for checking if a given candidate f is a solution for a SyGuS
problem (T, G, ¢, F).

conjunction is consistent, we use the SMT solver to check for validity. In case of
failure, this call produces an assignment (i.e. a counter model) ¢ which we add
to the set I. The verification procedure for a candidate solution f is depicted in
Figure 2.2. Note that this technique is standard practice for state-of-the-art SyGuS
solvers and is not a contribution of this thesis. In subsequent sections, we will

simply refer to this setup as the verification procedure.

2.3 Program Analysis

A major part of this thesis considers the application of function synthesis to program
analysis and in particular termination analysis. We make use of many standard
techniques from static analysis that we briefly introduce here. These techniques
have been around for a long time and are considered common practice.

We will be using code snippets that roughly follow the Java syntax. The reason
for that is that the experiments are conducted using Java and its Bytecode. In
the snippets presented in this thesis, to increase readability we will not use class
or method declaration syntax. Unlike the Java standard, we will assume that the
type int is the type of unbounded integers. We also use the keywords or as well as
and instead of | | and && to denote logical disjunctions and conjunctions in code.

Furthermore, we introduce a non-deterministic value x. Hence, the expression

int x = %
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is an assignment of an unspecified integer to x. We will use this to denote variables
whose values are given as arguments to the function and where no assumptions
can be made. As an example, compare the snippet in Figure 2.3a compared to the
corresponding Java class and method in Figure 2.3c. Finally, Figure 2.3b shows

Java Bytecode corresponding to the Java program.

O: iload_0O
1: iload_1
2: if_icmplt 10
int x = %; 5: iload_0
int y = %; 6: iload_2
int z = %; 7: if_ icmpge 16
while (x < y or x < z) { 10: iinc 0, 1
X++; 13: goto 0
} 16: return

(a) (b)
public class Snippet {
public static void snippet(int x, int y, int z){

while ( x <y || x <z ) {
X+
}

(c)

Figure 2.3: Figure 2.3c, shows the Java class and function represented by the snippet
shown in Figure 2.3a. Finally, Figure 2.3b shows the Java Bytecode we obtain by compiling
the Java class in 2.3c.

2.3.1 Modelling Programs

In order to reason about a program, we want to be able to express its behaviour
abstractly. Hence, we define a program state s of a program P as a pair s = ([, v)
where [ is a location in P and v is a valuation function assigning values v(i) to each
variable ¢ in P. Within the Java context as mentioned above, it is helpful to think
of the locations as locations or lines in Bytecode. When analysing programs, we
will implicitly use operational semantics [29] and the program transition relation

induced by it. A program run is a possibly infinite sequence of states sg, s1,... such
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that sq is a legal start state and (s;, s;11) € T where T is the program transition
relation. The location ly of a legal start state or initial state so = (lo,vo) has to
be the start location of the program. The valuation vy is the initial valuation and
can be thought of as the program arguments.

To analyse and model programs and their behaviour, it is not uncommon to
transform them to different alternative representations. Usually, one can analyse the
control flow graph [30] of a program or transform it to single static assignment [31]
form. These constructions and translations are standard practices that have been

in use for decades [32] and are implemented in many libraries that we make use of.

Loop Head Transitions: Let S be the set of all states of a program P and
let T'C S x S be the corresponding program transition relation. We define the
set of loop heads H to consist of all locations of loop guards in the program. We
will call H the set of all loop head locations. Since the set of locations is finite,
the set of loop head locations is finite as well. Further, we define a loop head

transition relation as follows:

Definition 2.3.1 (Loop Head Transition). Let H be the set of all loop heads of a
program. We define the loop head transition relation 7; C S x S for the loop head
l € H such that

(L vo), {, vp—1)) € T
if and only if there exists a program run

...,<Z,U0>,<11,U1>,...<lk,2,vk,2>,<l,vk,1>,... where ll#l for 1 <1< k— 2.

We will write Ty as a shorthand to denote all loop head transition relations. In
particular, if H is the singleton set {h} then Ty = T},. We use the notation Tj(x,y)
to denote (z,y) € T},

Informally, the loop head transition relation defines the transition from one
iteration of a loop to the next iteration of the same loop. Importantly, the loop

head transition relation is vital in termination analysis, as we will see soon.
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int x = %; (assert (= J9 (> x z)))
int y = %; (assert (= x1 (- x 2)))
int z; (assert (=> J9 (= x’ x1)))
Z =Yy

while (x > z) | (b) SMTLIB assertions modelling the loop

head transition relation.

(a) Single while loop with 3 variables, de-
creasing one of them in each iteration.

Figure 2.4: Part of a java function with corresponding bytecode.

Loop Summaries: Loop summaries are a set of constraints or logical formulas
that capture the behaviour of the loop head transition relation Ty. As an example,
consider the loop snippet in Figure 2.4a. Using the first-order theory of linear
arithmetic, we can describe the loop head transition relation Ty (z,y, z,2',y', 2’)
where z,y,z and 2/,y/, 2" are the variable assignments (i.e. states) before and

after the transition respectively:

TH(xayazaxlaylvzl> =
b=z>2zA
=T —2A

b = 2/ =

In Figure 2.4b, we show an equivalent formula using the syntax of SMTLIRB. The
SMT formula was generated automatically. Hence, the variable names are an
artefact of the single-static assignment encoding and the contrived formulas are

an artefact of the procedure.

Auxiliary Invariants: During loop summarisation, we construct invariants from
the loop bodies. However, in many instances, we also require invariants which
originate outside of the loop body or guard. An auxiliary invariant A, for a loop
with loop head h € H is an invariant that holds before entering the loop and remains
true during the execution of the loop. We use the shorthand notation Ay to denote

a set of auxiliary invariants for all loop heads in H. To generate a set of auxiliary
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invariants Ay we use simple heuristics by considering, for example, conditional
statements, assignments, etc. We also use an SMT solver to check that these are
consistent with respect to the loop summary. As an example, consider the loop and
its corresponding loop head transition relation 7 shown in Figure 2.4. Notice that
T does not relate y to ' or z to z’. Furthermore, it does not tell us anything about
the relation between y or z. This is because neither of these variables gets changed
within the loop body, and they are therefore not included in the loop summary.
Nevertheless, it is important to know that neither y nor z change in the loop and

that y gets assigned to z before the loop. We therefore add the auxiliary invariant

AH(xa Y, z, xla y/7 Z/) =

zZ=y N
/

y=y A

z2=12

In the subsequent sections, we will use T (s, s’) to refer to the first-order formula
describing the transition from state s to s’ and Ag(s) to refer to the auxiliary
invariants for the loop H expressed in terms of all variables in the formula. Note that
the conjunction Ag(s) A Tx(s,s") could also be considered an inductive invariant

for the loop head transition relation.

2.3.2 Program Termination

We say a program is terminating if all its runs are finite, and non-terminating if
there exists a run of infinite length. Importantly, non-termination can only occur
within loops, which is why the loop head transition Ty plays an important role in

termination analysis. This relation is made formal in Theorem 2.3.1.

Theorem 2.3.1 (Non-Termination in Terms of Loop Head Transitions). If a

program P with loop heads H is non-terminating then there must be some h € H
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and an infinite program run sy, s1, o, . . . with an infinite subsequence! s;,, s;,, i, - - -

such that T} (s;;, s;,,,) for all s;, in the subsequence.

This theorem can be constructed from the proof in [33, Theorem 7.14] or the
definition of Hoare’e while rule [12] to total correctness [34]. As a consequence,
to show termination of P with loop heads H, it is sufficient to show that there
cannot be an infinite subsequence as in Theorem 2.3.1. The standard technique
of doing so is by means of providing a ranking function. To this end, we will

use the notion of a well-founded relation.

Definition 2.3.2 (Well-founded relation). Let R C X x X be a binary relation on
X. We say R is a well-founded relation on X if and only if every non-empty subset

of X has a minimal element with respect to R.

Notably, in literature one can find many different and equivalent definitions
of well-founded relations which have been studied and formalised [35-37]. The
most natural example of a well-founded relation is the set of natural numbers
with >. In the context of linear integer arithmetic, it is worth noting that ({z €
Z : x > k},>) for some fixed k is also well-founded. In addition, consider the

lexicographic order defined as follows

Definition 2.3.3 (Lexicographic Order). Let (Qo, >0), ..., (Qn—1, =n—1) be ordered
sets with () = Qg X --- X (),_1. We define the lexicographic order >;:xC @) x @)

such that z > gy y if and only if there exists an ¢ € {0,...,n — 1} such that

Vj <t x; =vy;, and

The following theorem provides us with an additional important well-founded

order when considering the lexicographic order.

LA subsequence of a given sequence is a sequence that is constructed by only deleting elements
of the given sequence. If all elements in the subsequence are consecutive in the original sequence,
we call it a substring.
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Theorem 2.3.2 (Well-foundedness of >;zx). If (So,>0), ..., (Sn—1, >n_1) are well-

orders then > zy is a well-order on Sy X - -+ X S, _1.

More details about the product of lexicographic orders can be found in [35,
Chapter 4]. Finally, having defined well-founded orders we can introduce the

definition of a ranking function.

Definition 2.3.4 (Ranking Function). Let 7' C S X S be a transition relation and
let (@, >) be a well-founded relation. We say a function f : .S — (@ is a ranking

function for 7' if and only if
Va,y € 5. T(x,y) = f(x) = f(y).

Intuitively, ranking functions map program states to values that (i) decrease after
every loop iteration and (ii) are bounded from below [17]. Combining Definition 2.3.4
with Theorem 2.3.1 we get Theorem 2.3.3, which shows how ranking functions

are used to show termination of a program.

Theorem 2.3.3 (Ranking function shows termination). Let T be the loop head
transition relation of a program P. If there exists a ranking function f for Ty then

P is terminating.

Hence, ranking functions are certificates of termination: if a ranking function
exists, then the program terminates for every possible input. If a program has
multiple loop heads, proving termination becomes more complex. In this case, many
different techniques have been developed. One way, in particular, is by providing a
lexicographic ranking function. In such cases, the ranking function will map to a

vector of elements which have to decrease by the lexicographic order > gy.
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Literature Survey

This thesis spans a wide range of topics as it seeks to apply machine learning to
function synthesis. Both are active areas of research with large bodies of work
preceding it. Furthermore, function synthesis has a wide range of applications one
of which — termination analysis — will be the centre of focus in later chapters of this
thesis. In this chapter, we discuss and summarise research that is related to the
work presented in this thesis. The purpose of this is to position the contributions
of this thesis within the context of other research and to emphasise the novelty of
said contributions. Hence, we will present related work in function synthesis and
termination analysis and draw our focus to prior research that applies machine
learning to either of those fields.

At the end of subsequent chapters, we will reiterate closely related literature.
These sections contain more details about related work with comparisons to the

contributions of the respective chapter in order to highlight their novelty.

3.1 Function Synthesis

As mentioned in the introduction, function synthesis has already been used for
circuit synthesis by Alonzo Church [38] in the sixties of the last century. A

couple of years later Waldinger and Lee [39] as well as Green [40] showed how

21
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theorem proving using resolution proofs can be applied to program synthesis.
Subsequent work sought to apply new results in computational logic to the theorem
proving setup [41-43]. In [44], a comparison of some of these synthesis methods
is conducted. Nowadays synthesis has evolved into multiple rich sub-fields of
study with applications in many different areas. This is, in part, due to the fact
that the term “function synthesis” is very generic and may incorporate anything
from theorem proving in the context of type theory to automatic data wrangling
in spreadsheets. A survey article by Gulwani et al. [45] characterises synthesis

techniques using the following three dimensions:

User Intent: This dimension describes the means by which a specification for
a synthesis target is given. Examples of different formats include logical

specifications, I/O examples, natural language, etc.

Search Space: The space of functions or programs where the potential solutions
lie. In the case of program synthesis, this can be defined by the syntax of a
programming language. In function synthesis, this can be a set of expressions

defined by a context-free grammar.

Search Technique: The search method that is employed to search through the
space of candidate solutions to find a function that satisfies the given specifica-
tion. Some synthesis engines employ enumerative solvers that systematically
list all programs in the search space. Other techniques include declarative
methods that follow the divide-and-conquer principle and, most recently,

neural-guided searches that use different AI methods.

Past research has been carried out in all of these dimensions and we recommend the
aforementioned survey for a detailed presentation thereof. In addition to program
synthesis, there has been a surge in “synthesis adjacent” tasks, such as program
repair or automatic generation of documentation, for example. In line with the
main topic of this thesis, in the following, we will look at work that applies some

form of machine learning to synthesis and synthesis adjacent problems.
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3.1.1 Programming-By-Example

This is a domain of program synthesis where the specification, that is user intent,
is given in the form of a list of input-output examples (I/O examples). This
has found plenty of applications in string editing, as well as data manipulation
and wrangling [46]. The format is also very conducive to spreadsheet formula
generation such as Excel’s Flash Fill [5, 47-49]. PBE has also been applied to
functional programming with data structures [50]. In [51], I/O examples are used
in a refinement step to reduce the search space. One advantage of the PBE domain
is the fact that training data is abundant and it is easy to automatically generate
arbitrary amounts of additional training data by first generating functions and
then generating 1/O pairs. As a result, many machine learning methods that rely
on large amounts of training data have been applied to PBE. Notable machine
learning models used in this domain include Seq2Tree models [52], Recurrent Neural
Networks (RNN) [53], Graph Neural Networks (GNN) [54], Recursive-Reverse-
Recursive Neural Networks (R3NN) [55], and Multi-Layer Perceptrons [56]. In
the domain of synthesis from sketches (i.e. programs with holes) [57, 58], LSTMs
that encode I/O examples have been used to guide the search for solutions [59].
In [60], the authors train weights for probabilistic grammars. A similar approach is
used in [61] where a Markov-Chain-Monte-Carlo algorithm is employed to sample
programs from the probabilistic grammar. In both cases, the weights are trained
from I/O examples. Usually, deep learning models are employed in combination with
more traditional symbolic methods. For example, DeepCoder [62] uses deep learning
to predict what functions are likely to be used in the synthesis target. In [63],
the authors use reinforcement learning to guide a deductive synthesis algorithm.
Similarly, the authors in [64] also use reinforcement learning to guide a synthesis
engine for string editing programs as well as 2D and 3D graphics programs. In
the experimental evaluation, the authors use the same PBE-style string editing
problem set introduced in [65] where the authors apply machine learning to library
learning. Library learning is a task where one seeks to iteratively synthesise a set

of useful functions (i.e. library) from a set of given primitives. This task has also
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been tackled by DreamCoder [66] using a wake-sleep set-up to iteratively synthesise
library functions using neural networks. In [67], the authors investigate the use
of machine learning models for syntax checking that run alongside the synthesis
procedure using neural networks. The authors also make use of an RL set-up. In
bottom-up synthesis procedures, intermediate information can be generated during
search. This is exploited in BUSTLE [68], where neural networks are combined with
bottom-up program search. This is evaluated on string manipulation problems which
lend themselves to the generation of intermediate results. Following the bottom-up
search approach, CrossBeam [69] uses different neural architectures to iteratively
select operations and argument lists to iteratively combine smaller programs into
one larger program. The selection process is done given I/O examples in conjunction
with the operations. One of the advantages of bottom-up synthesis is the fact that
intermediate steps form complete programs and their behaviour (e.g. 1/O examples)
can therefore be used to guide the next steps. This fact is utilised in [70] which
was later extended to lambda terms with lists [71]. In [72], the authors present
a Monte-Carlo simulation based algorithm to inductively synthesise programs by
combining primitive functions with arguments. This work is related to the contents
of Chapter 4. However, the experimental evaluation only presents the synthesis
of a single function, quick-sort. Furthermore, the neural networks used to guide
the search are once again trained using input-output examples. Recently, the PBE
domain was extended to include implication constraints. These have been applied to
predicate synthesis where 1/0O examples are given as positive and negative examples.
In this context, implication constraints are of the form if x is a positive example
then so is x’. The paper [73] describes the synthesis of logical predicates utilising
neural networks in a similar way as we do in Chapter 6. Notably, the authors
train a neural network with a loss function that is adjusted to include implication
constraints. Subsequently, the neural network is translated to a symbolic expression
representing the synthesised predicate. This technique is extended to predicates on
lists defined by recursive functional programs [74]. In the experimental evaluation,

the authors synthesise 11 predicates including sorted and max.
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It is evident that the programming-by-example subset of program synthesis has
been addressed by many Al based methods. These have proven to be very effective.
This is good news, given the wide range of applications of the PBE domain. However,
there are important applications of synthesis, especially in program verification
and mathematics, where specifications are abstract and usually stated using some
logic. These generally, cannot be transformed to a PBE domain. In this thesis

we will exclusively consider such domains.

3.1.2 Synthesis of Equivalent Programs

In some applications of synthesis, a program or function is already given, and
the goal is to synthesise an equivalent program. The most obvious example of
an application would be compilers. Compilers can be considered as procedures
that given a program in a high-level language, e.g. C++, synthesise a program
in a low-level language like assembly, LLVM, or binary. In the case of source-to-
source compilation, both target and source language could be high-level. Similarly
and related to compilers is the area of optimisation and super-optimisation where
given a program one seeks to synthesise a program that uses fewer resources (e.g.,
memory, energy, or time) [75, 76]. Given the importance of good compilers and
the difficulty of compiler optimisation, it is not surprising that machine learning
has been applied in many cases [77-79]. In [80], the authors present a survey of
different techniques and areas where ML has been applied to compilers. This has
become even more relevant with the availability of different computer architectures.
Furthermore, a specialised algorithm with the sole purpose of synthesising sorting
functions has been able to find highly optimised code for sorting arrays of small
fixed sizes up to 5 [81]. Recently, machine learning has been applied vectorization
of loops. For example, NeuroVectorizer uses deep neural networks in conjunction
with a reinforcement learning loop to synthesise programs with better vectorisation
and interleaving factors [82] than the original programs. Similarly, techniques for
lifting programs from a general purpose language to a domain-specific language

(e.g. tensor computation DSL) have become popular. In [83] the authors apply
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standard synthesis and verification techniques to lift FORTRAN code to a stencil
DSL. Similarly, C2TACO [84] presents a technique for synthesising TACO code,
which is a DSL for tensor operations.

The field of compiler optimisation that incorporates machine learning is vast
and has a long history. We will refrain from additional in-depth analysis of related
work in this area and instead refer to the detailed survey [80]. The synthesis domain
where equivalent programs serve as specifications has the advantage that they can
continuously query the reference program as an oracle. Furthermore, it is possible to
rely on heuristics and properties derived from the syntax of the reference program.
These are key distinctions to other synthesis domains that lead us to believe that

its applicability to computer-aided verification and formal methods is limited.

3.1.3 Abstract Logical Specifications

As previously mentioned one of the main contributions of this work is a learning
based search algorithm for SyGuS. Most state-of-the-art SyGuS solvers are based
on Oracle Guided Inductive Synthesis (OGIS) [58, 85], which alternates between
a search phase that enumerates the space of possible programs and an oracle
that returns feedback on candidate programs. In this context, CounterExample
Guided Inductive Synthesis (CEGIS) [20] is an instance of OGIS that leverages the
efficiency of rewrite engines by using counter-examples of failed candidate programs
to improve the speed of subsequent verification steps. This technique has become
standard practice and we also make use of this in our tool (cf. Section 2.2.1).
In addition, solvers also use other techniques to guide the search algorithm and
prune the search space. These range from simple methods such as conflict clause
learning [86] to utilising rewriting to avoid checking the same term twice [21].
In [87], the authors apply a divide-and-conquer approach in combination with
CEGIS. A probabilistic approach is followed by Euphony [88] where a probabilistic
grammar is trained in order to bias the search towards more likely solutions. In [89],
the authors present a method that works with graph neural networks that are

trained iteratively in a reinforcement learning loop. This technique is applied
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to the restricted setting of circuit synthesis. Circuit synthesis is a domain of
synthesising Boolean functions where reference programs are usually given. Hence,
this setup can be thought of as “Synthesis of Equivalent Programs” as discussed
before. In expression search, Monte-Carlo simulations have been used [90] as a
search technique. Finally, an AlphaZero-style Monte-Carlo tree search algorithm
in combination with tree neural networks (TNNs) has been applied to combinator

synthesis and synthesis of Diophantine equations [91].

3.1.4 Natural Language and Pre-Trained Models for Code

Another common program synthesis task is the automatic generation of programs
given a natural language specification [92]. In some cases, specifications can be posed
using natural language in combination with I/O examples [93-95]. Importantly,
problems where user intent is given using natural language have gained popularity
with the advent of Large Language Models (LLMs). As a result, many pre-trained
models (PTM) combining natural languages and programming languages have been
developed. These include, but are not limited to, CodeBERT [96], CodeT5 [97],
CodeGen [98], Codex [99], PaChiNCo [100], and Synchromesh [101]. With these
models, program synthesis adjacent tasks such as code completion [7], variable
naming [102], code translation, code search, code repair [103], automatic code
documentation, and competition programming [104] have gained popularity [105].
An evaluation of such models based on their effectiveness across different pro-
gramming languages can be found in [106]. In [6], LLMs are applied to Python
programming tasks written in natural language designed to be solvable by entry-
level programmers. In [107] and [108], the authors also consider the problem of
synthesising programs from given natural language descriptions. They present a
method that combines reinforcement learning with a pre-trained language model.
LLMs have also been applied to the previously discussed PBE synthesis domain.
For example, in Jigsaw [109] the authors combine large language models with PBE
synthesis problems. Similarly, [110] generate GPT queries from 1/O examples to

generate functions for string processing. Related to the previously discussed area of
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compiler optimisation, [111] present a pre-trained model for compiler optimisation.
In particular, they aim for code size reduction. Many pre-trained models have
up to billions of parameters trained on large data sets. In contrast, Joshi et
al. [112] describe significantly smaller (60 million parameters) models trained on
Excel spreadsheet formulas with significantly less training data. This model is
applied to formula repair, auto-completion, and syntax reconstruction. Even smaller
neural networks in combination with syntactic enumeration are applied to last
minute repair of low-code formulas as found in Excel [103]. Learning models and
techniques for the aforementioned synthesis adjacent tasks are usually trained on
large code data sets comprised of, for example, publicly available projects from
GitHub. These data sets are even used to train simpler learning models on code
token prediction [113]. It is evident that, with the improvement of LLMs, their
applicability to code related tasks only benefits. Nevertheless, their applicability to
formal methods remains to be seen. Most importantly, this pertains to domains
where training data is scarce and “ground truth” is hard to come by. This is
particularly problematic in synthesis problems within abstract domains, which are

very common in computer-aided verification and logic.

3.1.5 Invariant and Condition Synthesis

Invariants, pre-conditions, and post-conditions are simply functions that return
Boolean values (i.e. predicates). Usually, in program analysis, one seeks to find
predicates that are true throughout the entire program or at certain parts of the
program. For example, loop invariants are predicates that hold throughout the
execution of a loop while pre-conditions and post-conditions are predicates that
are true before, respectively after a certain block of code. Since invariants and
conditions are simply functions that return Boolean values, they can be formulated
as function synthesis problems. Usually, these synthesis problem specifications
consist of a logical description of a program, and the goal is to find a set of
predicates that are non-trivial. Non-trivial here can mean “strong enough” to

prove a certain property of the program. Automatic invariant generation (i.e.
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synthesis) is an active field of research that seeks to apply many different techniques
from theory and practice. We will only survey closely related work with a focus
on techniques that apply machine learning to invariant synthesis. The research
described in Chapter 5 is closely related to [114] where invariants for Horn clauses
are synthesised using Syntax-Guided Synthesis. The invariants have the form of
inequalities and the specification is intended to prove termination of loops. Machine
learning has also been applied to invariant synthesis. For example, in [115], the
authors use handcrafted predicates in conjunction with decision tree learning to
obtain pre-conditions for C functions. Decision trees are also used in [116, 117],
and [118]. In the latter case, the decision tree is built over a set parameterised
predicates. As a default set of predicates, the authors propose inequalities over the
program variables. In the end, the learning algorithm learns Boolean combinations
of the predicates as well as bounds on variables. Decision trees are used in a
similar way in [119] but the predicates are learned using a linear classifier. In [120],
random sampling and CEGIS are used in conjunction with Support Vector Machines
(SVM) to synthesise invariants. The SVMs are used as classifiers to separate the
positive and negative samples. In a similar vein, [121] uses SVMs to synthesise
interpolants. More recently, graph neural networks with reinforcement learning
have been applied to invariant synthesis [122, 123]. Since invariant synthesis suffers
from data scarcity, the authors take existing loop invariant specifications and
mutate them in ways that are guaranteed to keep the solution the same. This
allows them to artificially generate more training data for the neural networks.
As mentioned previously, [73] also applies neural networks to invariant synthesis
using the PBE domain. Similarly, in [124], the authors use gated continuous logic
networks (G-CLNs) to learn SMT formulas from traces. Most recently, LLMs have
also been applied to invariant synthesis [125]. In [126], a reproducibility study is
performed by creating a framework that allows for a comparison of multiple invariant
generation methods. Finally, in [127] the authors present an AlphaZero-style agent

to synthesise invariants using graph transformer networks.
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In conclusion, invariant synthesis is an important problem in computer-aided
verification. The field can be viewed as a domain of function synthesis and many
people have successfully applied function synthesis techniques to it. Much like
synthesis of equivalent programs discussed before, the specifications often include
a full program or loop for which invariants need to be synthesised. This has the
advantage that heuristics and information can be obtained from these specifications
that may not be available in the more general setting of function synthesis. Utilising

this domain specific knowledge is something we will also explore in this thesis.

3.1.6 Summary

In the above, we have described multiple synthesis techniques and categorised them
by their specification type. We also briefly looked at large language models and how
they are being applied to problems that are not specifically program synthesis but
closely related. In presenting related research, we pointed out specific work that is
closely related to the contributions of this thesis in terms of area of application or
applied technique. These involved machine learning based techniques for functions
and program synthesis. Table 3.1 presents a visual categorisation of that work
separated by specification type (i.e. user intent by the previously mentioned synthesis
dimensions) and machine learning techniques utilised. Note that the table does not
include, techniques that do not use machine learning models, LLMs for synthesis
adjacent tasks (e.g. code documentation), and synthesis of equivalent programs.
We previously discussed each of these but Table 3.1 is supposed to only show closely
related work. Note that some entries in the table are duplicates as they may utilise
and combine different techniques or specification types. This thesis makes novel
contributions to the domain of synthesis with abstract logical specifications (shaded
green and blue). In particular, the work presented in Chapter 4 fits into the light

blue cells while the contributions of Chapter 6 can be placed into the green cell.
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Simple NN PTM RL
[52-56, 59, 62—
PBE (48,61, 88) 0y g 193 109) (63, 64, 72]
6, 93, 94, 100,
Natural L. [92, 95] (52,54, 69 154 o7 109) 1107, 108
Logical [88] 89, 91] 89, 91]
Partial [59, 74, 103]
Invariants [115-121] 57237’] 122-124, [125] [122, 123, 127]

Table 3.1: Related work that applies some form of machine learning to synthesis
categorised in Programming-By-Example (PBE), Natural Language (Natural L.), abstract
logical constraints (Logical), and partial programs (Partial). We differentiate the following
AT techniques: simple learning models (e.g. Bayesian models like probabilistic grammars),
neural networks (NN), pre-trained models (PTM), and reinforcement learning (RL).

3.2 Termination Analysis

This thesis also presents contributions to the field of termination analysis. As
previously discussed, termination analysis is an important problem in theoretical
computer science with a rich history. The problem of termination concerns
many different models of computation [27, 128]. Although general termination
in sufficiently powerful models of computation remains undecidable, theoretical
research continues to describe decidable fragments. Such fragments are often defined
by restricting the use of operations [129-134], or disallowing the use of variables
(in the context of term rewriting) [135], and other means.

On the more practical side of things, termination analysis is an important
topic in computer-aided verification. In particular, we are interested in proving
that a certain program or function terminates. The aforementioned theoretical
results in many cases have carried over to termination analysis tools that seek to

automatically prove termination of programs and other models of computation.
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Owing to the undecidability of the problem in general, most techniques restrict
the scope of the analysis in some way. These restrictions include linear ranking
functions and programs [136-138], semi-definite programs [139], semi-algebraic
systems [140], or formulae drawn from specific SMT theories [141]. To deal with
complex program loops, lexicographic ranking functions [142-144], piecewise ranking
functions [145, 146], disjunctively well-founded transition invariants [147-150],
and implicit ranking functions have been used [151]. Ranking functions have
been synthesised symbolically, using Farkas’ lemma and template-based guess-
and-check strategies [114, 152]. More recently, the tool DynamiTe [153] uses
SMT solving to discover ranking functions based on execution traces. To prove
conditional termination, abstract interpretation by under-approximation and loop
summarisation methods have been used [154-158].

Other methods perform termination analysis by translating programs to alter-
native models of computation and show that the resulting model is terminating.
This requires a guarantee that termination of the translated program implies
the termination of the original program. Models used for this purpose include
term rewriting systems [159-161], constraint logic programs [162], recurrence
relations [163], Horn clauses [114], and Biichi Automata [164, 165]. This approach
has also been used to show termination of programs that make use of cyclical

data structures [166].

3.2.1 Machine Learning for Termination Analysis

In the last years, several termination analysis approaches that incorporate machine
learning technologies have been presented. Early methods learn linear ranking
functions from execution traces by constructing a linear regression problem whose
solutions describe a loop bound [167]. Recently, machine learning models such
as Support Vector Machines (SVM) have been used for termination analysis [168,
169]. Methods based on SVMs have been applied to single or nested loop programs
defined using conjunctions of continuous functions for the guard, and deterministic

assignments defined as continuous functions [169]. In [170], decision trees in
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combination with CEGIS is used to synthesise piecewise linear ranking functions
with constraint solving. Recently, deep learning was used in [171] to synthesise
ranking functions for a setting with restricted loops. A similar data-driven approach
employed efficiently checkable templates to learn loop bounds [172]. The authors
propose a portfolio of methods and templates for this purpose. A heuristic approach
to termination analysis based on deep learning has been proposed in [173]. This
approach uses graph neural networks on a program’s abstract syntax tree to estimate
the likelihood of termination and non-termination. Using an attention mechanism,
this method also produces line numbers that are likely to cause non-termination.
This approach is envisioned to be part of a debugging workflow where potential issues
are highlighted for consumption by a programmer or another analyser. Therefore,
this method does not provide any formal proof of termination or non-termination.
A standard technique for non-termination analysis is the generation of recurrence
sets [174]. Intuitively, these are sets of states which can be proven to form a “circle”
in the program execution. Recently, decision trees have been used to generate
these recurrence sets [175]. The recurrence set is represented using the decision
tree which is iteratively trained using feedback from an SMT solver. After each
training iteration, the SMT solver is queried as an oracle to check if a correct
recurrence set has been synthesised.

Finally, when considering dynamical systems, neural networks have been used
to prove stability [176], using Lyapunov functions. Similarly, in the setting
of probabilistic programs neural networks have been used to prove almost-sure

termination [177].
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Reinforcement Learning in Syntax-Guided
Synthesis

As defined in Chapter 2, syntax-guided synthesis (SyGuS) is a synthesis setting
where users provide a background first-order theory, a specification as a semantic
constraint, and a context-free grammar as a syntactic constraint. However, not
being able to make strong assumptions about the type of syntactic or semantic
specification makes for a difficult target for machine learning where the main issue
is data scarcity. The inherent difficulty of function synthesis also makes it hard to
artificially generate training data. Hence, careful consideration is required in how
and where to apply machine learning, as a wrong method may not be feasible due

to the lack of data. In this chapter, we offer the following two solutions:
o Monte-Carlo based tree search algorithm for solving SyGuS problems
e Generating new SyGuS problems from pre-existing SMT problems.

For the first part, we describe function synthesis as a single player game with
states, actions, winning conditions, and a game tree that corresponds to the SyGuS
grammar. This allows us to regard the function synthesis procedure as an agent
traversing the game tree searching for winning states, where each state is a node

representing an expression in sentential form in the language of the given grammar.

35
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In this setting, we can employ “smart” tree search techniques developed in Al
research to explore the enormous state space. We use a Monte-Carlo based tree
search similar to that used by AlphaZero [22] where machine learning models are
used to guide a search agent through the tree, prioritising branches that are more
likely to lead to a correct solution. These machine learning models predict policies
and values of states and actions in the game. The policy is a function that estimates
the likelihood of success when choosing an action in the given state. Similarly, the
value estimates the quality of a given state regardless of action. While searching
through the game tree our algorithm uses the policy and value to calculate the
upper-confidence bound for trees (UCT) of each node we reach. The UCT is used
to balance the exploitation of learned policies and values, with the exploration of
new branches. We use simple syntactic features to describe states and actions so
that we can apply this technique to SyGuS theories with abstract specifications like
LIA. The machine learning models are iteratively trained through a reinforcement
learning loop from data gathered in the previous iterations. This has the advantage
that we do not require a priori labelled training data.

The standardised problem sets for SyGuS are limited. We hypothesise that this
is due to the relative immaturity of the field. Hence, to further mitigate the data
scarcity issue, we present an algorithm to generate SyGuS problems from pre-existing
satisfiability modulo theories (SMT) problems. This is done by utilising the fact that
SyGuS and SMT problems share a similar syntactic framework in conjunction with
applying first-order unification and anti-unification. We apply this method to the
pre-existing LIA and QF_LIA SMT benchmarks to generate new SyGuS problems.
Finally, we use these problems in combination with standard benchmarks from the
SyGusS competition [23] for an experimental evaluation of the developed techniques.

In particular, the main contributions of this chapter are:

o We frame SyGuS as a tree search problem and present a Monte-Carlo tree
search (MCTS) based synthesis algorithm. This algorithm uses machine
learned policy and value predictors and the Upper-Confidence Bound for

Trees (UCT) for balancing exploration and exploitation.
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o We train policy and value predictors using data generated from a reinforcement
learning loop, where data from all previous iterations is collected to train the
models for the current iteration. These predictors work for abstract logical

specifications and do not restrict the use of syntactic specifications.

o We present a method for generating SyGuS problems from SMT problems
using anti-unification and unification in order to overcome a lack of training
data. This approach is applicable to generating training data for synthesis

problems with logical specifications.

o We evaluate the algorithm and the reinforcement learning setup on a combi-
nation of pre-existing benchmark sets from the SyGuS competition [23] as
well as our newly generated problem set. Both consist of problems that use

abstract logical specifications.

4.1 Background

In this section, we briefly introduce some background that is specific to this chapter.
None of the topics discussed in this section are novel contributions of this thesis

and are considered standard procedures in their respective fields.

4.1.1 Decision Tree Models

Decision trees are one of the simplest machine learning models that can be used
for classification as well as regression problems [178]. In the latter case, they
are also known as regression trees. They fall under the category of supervised
models where the training data has to be labelled. This means that a set of
input/output pairs called ground truth needs to be given as training data. Decision
trees can be thought of as mechanised versions of a series of nested if-then-else
queries. Like other models, regression trees are functions mapping an input, called

feature vector, to a real number.
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Gradient Boosted Trees: Boosting is a technique for combining multiple
learning models, called weak learners, into one model. In the case of tree models
as weak learners, the resulting model is called a gradient boosted tree [179]. The
prediction of such a boosted model can be described as a combined prediction of the
weak learners. One simple method for combining these weak learners is by using
a weighted average. Hence, the prediction of a gradient boosted tree model can
be seen as taking a weighted average of the predictions of a set of regression tree
models. During training the weak learners are trained alongside the weights with
which the average is taken. As usual in machine learning, in the training phase, a
certain loss function is being minimised along the training data. In our experiments,
we make use of XGBoost [180], a library for highly performant gradient boosted

trees where the default loss function is the root mean square error.

4.1.2 Unification and Anti-Unification

Unification and anti-unification are problems commonly arising in different areas of
computer science [128, 181, 182], including function synthesis [183]. The following
definitions as well as a more detailed analysis of unification can be found in [184,
185] while anti-unification is discussed in more detail in [186-188].

Let ¥ be a signature containing, constant symbols, and functions, and we
let V be the set of first-order variables. We let 7(3,V) be the set of first-order
terms inductively defined from X and V. A substitution is a mapping o: V —
T(X,V) with a finite domain and its application to a term ¢ € T(3,V), written

t - o, is defined inductively:
o(t) ifteVy
t o =
f(to'O',...,tnfl‘O') ift:f<t0,...,tn,1>

We allow f to be a constant symbol without arguments in the second case leading

(4.1)

to f-o0 = f. Now, we can introduce the unification problem for first-order terms.

Definition 4.1.1 (Syntactic Unification). A substitution o is called a unifier of
two terms s,t € T(X,V) if



4. Reinforcement Learning in Syntax-Guided Synthesis 39

The Syntactic unification problem for two terms s, ¢, written s = ¢, asks for a unifier

o for s and ¢.

Example 4.1.1 shows a unification problem and the resulting unifiers. In the
setting of first-order terms unification is decidable and practical [189].

For two terms s,t € T(X,V) we say that s is more general than ¢, if there
exists a substitution ¢ such that s-o = ¢, written s < ¢t. This allows us to define

the anti-unification problem as follows.

Definition 4.1.2 (Syntactic Anti-Unification). A term g € T(X,V) is called a

generalisation of s,t € T(X,V) if there exist og, 07 such that
g-op=sand g-o0; =1t.

Furthermore, we call g the least general generaliser (LGG) if for all generalisers
g of s and t we have ¢’ < g. Syntactic anti-unification describes the problem of

finding a least general generaliser g for a set terms T C T (X, V).

Example 4.1.1 shows an instance of a least general generaliser of two terms.
An algorithm for anti-unification was first presented in [190]. In the setting of

first-order terms anti-unification, much like unification, is decidable and practical.

Example 4.1.1 (Unification and Anti-Unification). Let us consider the signature
Y. with constant symbols {c, 1, 3,5} and the binary infix function symbols {®, S, e}
together with the variables V = {v, w, z,y, z}. Consider the following unification

problem for the two terms in 7(3,V):
5oz)e(30c)=(ye1l)ez

Using the standard syntactic unification algorithm we obtain the unifier
{r—=1lLy—52— (360}

This can be verified by applying the substitution to each of the two terms individually
resulting in the term (5 ® 1) @ (3 & ¢) for both terms. On the other hand, if we

apply anti-unification to the two terms

Gbeozr)e(3ec)and (y© 1) ez,
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we obtain the term

where w and v are variables not occurring in any of the original terms. This term
is called the “least general generaliser” (LGG). By applying unification to the LGG
and either of the terms above we obtain a substitution that turns the LGG into the
term we unify with. For example, unifying (5 ® =) e (3 © ¢) with w e v gives us the
substitution [w +— (5 ® x),v — (3 © ¢)] which, when applied to the LGG gives us
the term we unified with. Note that the LGG is always unifiable with the terms

that were anti-unified.

4.2 Motivating Example

(set-logic LIA)

(synth-fun F ((x Int) (y Int)) Int
((I Int) (B Bool))

((I Int (x y O1 (+ I I) (- I I) (ite B I I)))
(B Bool ((and B B) (or B B) (not B) (= I I) (<= I I)
(>= I 1)))))

(declare-var x Int)
(declare-var y Int)

(constraint (>= (F x y) x))
(constraint (>= (F x y) y))
(constraint (or (= x (F xvy)) (=y (F x v))))

(check—-synth)

Figure 4.1: SyGuS—-1IF problem for a function computing the maximum of two numbers.

As per Section 2.2.1, a SyGuS problem is a tuple (T, G, ¢, F'). Using the SyGuS
input format (SyGuS-IF), Figure 4.1 shows a synthesis problem for a function
F' that computes the maximum of two integers. First, we declare that we are

working in the logic T' = LIA with a function variable F' that takes two integers
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as arguments and returns an integer. Further, we stipulate that the synthesised

function must be in the language defined by the following grammar G:

I—z|y|0|1]|(I+D)|(I—-1)]|(ite BII)

BoUAND VDD [I=D]I<D)|(T=1)

Semantically, we want that for all z and y, F' = y needs to be larger than or
equal to both, x and y. Furthermore, F' x y also needs to equal either = or y.

Formally, we get the following constraint:

¢ =Vxy. Flz,y) >z A
Fz,y) 2y A

(x=F(z,y)Vy = F(v,y))

Naive Solution: The simplest enumerative method for solving such a SyGuS
problem would be to enumerate all terms constructed with 1,2, 3,... steps using
the rules defined by GG. In each step, one would have to split the terms into complete
and partial functions (i.e. sentences and terms in sentential form as defined in
Section 2.2.1). For each complete function f in each step, we use an off-the-shelf
SMT solver to prove LIA = ¢[F +— f]. The problem with this approach is the
combinatorial explosion of the number of terms after n steps. In fact, even a
grammar as simple as G leads to 18582 terms after 5 steps and almost 20 million
after 7. Table 4.1 shows the number of complete and partial functions of up to 7
steps. This exponential blow-up has been studied as early as 1963 by Chomsky
and Schiitzenberger [191] and more recently in [192, 193]. Note that one canonical
solution to this SyGuS problem is the term ite (z < y) y « which can be constructed

in 7 steps in the following way:

[ —ite BIT —ite(I<I)II—
ite(z<I)I1—ite(x<y Il—ite(x<y)yl—

ite (t <y)yx
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Depth complete  partial total
1 0 1 1
2 4 o 7
3 0 48 48
4 64 753 822
5 0 18582 18582
6 4096 541022 545118
7 30720 19239282 19270002

Table 4.1: Number of functions at depth up to 7 split into complete and partial programs
with total being the sum of both. We start with the starting symbol of the grammar at
depth 1.

We also need to take into account that, for each complete program, a call to an SMT
solver is also required. It should become apparent that enumerating all potential
solutions becomes infeasible very quickly. The main contribution of this chapter is

a method based on machine learned models to prune this search space.

4.3 The Game of Function Synthesis

At the core of any enumerative SyGuS solver is a method for systematically listing
all possible terms generated by a given grammar G. In our case, this is the leftmost
reduction strategy (cf. Section 2.2.1). Starting with the starting symbol, we expand
the leftmost non-terminal and replace it with the corresponding right-hand sides
in GG, resulting in a new set of terms. Some of the terms in the resulting set
are complete functions with no non-terminals while others are partial functions
containing non-terminals. For each of the partial functions, we can again expand
the leftmost non-terminal to obtain a new set of functions. On the other hand,
each of the complete functions is a potential solution candidate that can be checked
using an SMT solver. Example 4.3.1 shows how this process enumerates the

expressions of a given grammar.

Example 4.3.1 (Leftmost Enumeration procedure). Consider the following gram-
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mar from Section 4.2

I—aly|l0|1|(+1)|(I—1)|(te BII)
Bo(UAND UV (D [UI=D)[UI<T)[UT=1)

with the start non-terminal /. Since at the start, we only have the start symbol, I,

we get all right-hand expressions of the first rule in the first step of our enumeration:
z,y,0,1,(I+1),(I—1),(ite BII)

This gives us four complete functions, x, y, 0, and 1 and three partial functions
(I+1),(I—1),and (ite B I I). To enumerate the next set of functions, we take
the partial set and replace the leftmost non-terminal. Hence, for the term (I + I)

(the leftmost non-terminal is in red) we get the following set:
@+ 1), (y+1), 0+ 1), 1+ 1), ((L+ 1) + 1), (I = 1) + 1), ((ite BIT)+1)

This works analogously for the terms (/ — I) and (ite B I I). The only difference
for the term (ite B I I) is the fact that the leftmost non-terminal is B and we

therefore have to apply the second rule resulting in the following set:

(ite (IAT) I 1), (ite (I V1) 1I1),(ite (—I) I I)
(ite (I =1)11),(ite (I <I)II),(ite(I>1)11)

This process can be succinctly described as a tree search. For that, we introduce

the notion of a Grammar Tree in Definition 4.3.1.

Definition 4.3.1 (Grammar Tree). Given a context-free grammar G = (V, X, R, S),

the grammar tree Tree(G) is defined recursively as follows:
S is the root (i.e. node with no parent)
« for every node r, u is a child of r if r —% w.

A node without child nodes is called a leaf node. We denote the set of all leaf nodes

of Tree(G) with Leaves(G).
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—
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S+S
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S+S+S
/\ —
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S—=S+5|C
C—1]2

Figure 4.2: Grammar describing the set of terms of addition of 1 and 2 with the
corresponding grammar tree.

Figure 4.2 shows an example of a simple grammar with a corresponding grammar
tree. Formally, given a grammar G = (V, X, R, S) and a corresponding grammar

tree Tree(G), the following theorem relates nodes in Tree(G) to words in L.

Theorem 4.3.1. Let G be a context-free grammar with a corresponding grammar

tree Tree(G). The following relations between Tree(G) and G hold.
1. Every leaf node of Tree(G) corresponds to a term in L%, and vice versa.

2. Every internal node of Tree(G) corresponds to a term of G in sentential

form, and vice versa.

Theorem 4.3.1 shows that we can systematically search for a term of a language
LY by conducting a tree search on Tree(G). In the following, we will use a
Monte-Carlo based method that was used by AlphaZero and subsequent work to

search the grammar tree for correct expressions.
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4.3.1 The Game

To describe our synthesis algorithm, we will use the notion of a game that is played
on the grammar tree Tree(G) of the SyGuS problem P = (7, F, ¢, G). Each game
state consists of a static and a dynamic component. The static component is the
specification ¢ which does not change throughout the game. The dynamic component
consists of terms generated by G and therefore nodes in Tree(G). Hence, any state
s of the synthesis game is a pair (¢, v) where v is a node of Tree(G). The actions
in state (¢, v) correspond to the possible choices of child nodes of v in Tree(G). If
v is a complete function (i.e. leaf node) we have reached a final state and no further
actions can be taken. If v is a solution to P, we have reached a winning state,

otherwise the state is losing. Formally, we define the synthesis game as follows:

Definition 4.3.2 (Synthesis Game). Given a SyGuS problem P = (7, F ¢, G) and
the tree Tree(G) with vertex set V' and edge set E, with leaf nodes Leaves(G)

the synthesis game is the tuple (.S, Sy, S, So, Ases) where

§={(¢,v) |veV},

o S, is the set of winning states {(¢,v) | v € Leaves(G). T = ¢[F — v]},
o S is the set of losing states {(¢,v) | v € Leaves(G). T £ ¢[F — v]},

e 5o € S is the start state (¢, r) where r is the root of Tree(G),

o A,cq is the set of actions each leading from s to exactly one successor state

(¢, c) where ¢ is a child node of s.

In subsequent sections, we will present an agent that incorporates machine
learned heuristics for solving this game. These models are trained on representations
of states s € S. Crucially, these representations also include the static component
¢, which is why we include it in each state even though ¢ never changes throughout

the synthesis game.
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4.4 Monte-Carlo Grammar Tree Search

Similar to [194] and [91], we adapt AlphaZero’s [22] Monte-Carlo simulation based
tree search algorithm. The input is a SyGusS problem P = (7, F, ¢, G) and the output
is either a solution f € LY that satisfies the constraints or a general failure (i.e.
timeout). The algorithm traverses through the grammar tree of G and consists of
four main phases: Big-Step, Rollout, Fxpansion, and Backpropagation. The big-steps
are the outermost loop and represent the agent committing to a single step move
from which backtracking is not possible. During rollout and expansion, the agent
repeatedly searches for the first unexpanded node along the “best” path. Finally,
backpropagation updates the statistics at the end of the rollout by propagating
them back along the path that was taken.

During the search, we keep a record of the visit count N(v) and cumulative
value W(v) of every node in the tree. The default visit count is 0. Note that
we differentiate between the value v(v) of a node v and the cumulative value
W (v). The cumulative value is the accumulation of the node’s value v(v) with all
values of the expanded subtree of v. These are accumulated and updated during
the backpropagation phase. Hence, unlike the cumulative value W(v), the value
v(v) does not change during the search and can be thought of as a function in a
mathematical sense. Similarly, we also have a policy function 7(e) for each edge e
in the grammar tree. Policies and values are supposed to estimate the quality of an
action and state, respectively. In the simplest case, these could be a constant or
a simple heuristic. In Section 4.5 we will discuss policy and values in more detail
as these are the points where we will employ machine learned heuristics. In the

remaining, we also make use of the following functions in the pseudocode.

most_visited_child(v): This function returns the immediate successor of v
that has the highest visit count among all immediate successors, with a random

tiebreak.

expand(v) and is_expanded(v): These functions add the vertex v to the set of

expanded nodes and check whether a given vertex v is in that set, respectively.
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verify(P,v): Given a node v where f is the corresponding expression and a
problem P, this function uses techniques discussed in Section 2.2.1 to check if

f constitutes a solution to P. Formally, this function checks if 7 |= ¢[F — f]}.

Furthermore, we set bounds on the iterations of the different loops. In particular, we
limit the number of big-steps and rollouts by MAX_BIGSTEPS and MAX_ROLLOUTS,
respectively. These can be viewed as hyperparameters of the algorithm. In detail,

the four phases are as follows:

Big-Step: This phase is shown in Algorithm 1. This is the outermost loop of the
search algorithm that is executed at most MAX_BIGSTEPS times. The search starts
at the root of the grammar tree by setting the active node accordingly. In each
iteration, we start the rollouts from the current active node, which in turn initiate
the remaining phases. If a solution is found during the rollouts, we terminate and
return the solution. Otherwise, once all rollouts are completed, we perform one
action by updating the active node to the most visited immediate child (i.e. the
action that was taken most often) for the next iteration. Intuitively, the most
visited child is the root of the “most explored” subtree, and it therefore, makes

sense to follow a path to that node in the next big-step.

Algorithm 1: Big-Steps
Data: SyGusS problem P = (7, F, ¢, G)
Result: £ail or solution to P
ac_node < root(Tree(G));
for i + 0 to MAX BIGSTEPS do
r < rollout(ac_node, P);
if r is solution then
‘ return r;
else
| ac_node < most_visited_child(ac_node)

r(;,turn fail
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Rollout and Expansion: In this phase, we perform rollouts and expansion steps
starting from a given node in the grammar tree. The purpose of these phases is
to collect as much data as possible about the subtree starting at active_node.
To this end, we check potential solutions where appropriate, evaluate intermediate
steps and apply backpropagation to update tree statistics so that Algorithm 1
can make the best decision possible in choosing the next node. The procedure

for these steps is shown in Algorithm 2. Each time the procedure is called, we

Algorithm 2: Rollout
Data: active_node and P
Result: fail or solution to P
for ¢ < 0 to NUM_ROLLOUTS do
current_node < active_node;
sub_path = [current_node];
while is_expanded(current_node) do
current_node ¢ best_successor(current_node);
| append(sub_path, current_node)

if current_node € Leaves(P) then
if verify(P,current_node) then
‘ return current_node;
else
L W(current_node) « 0;

else
expand(current_node);
| W(current_node) < v(current_node)

backpropagate(sub_path, W(current_node))

perform NUM_ROLLOUTS rollouts. During each rollout, we search for the first
unexpanded node along the path of “best” successors in the grammar tree starting
from active_node. Note that choosing the best successor means choosing the best
action in the synthesis game (cf. Definition 4.3.2). In the simplest case, best successor
is just a random selection of an immediate child node. In Section 4.5 we present a
different notion of “best” to improve the search guidance that takes policy and value
(i.e. (+) and v(-)) into account. If the first unexpanded node (i.e. current_node)
is a leaf node, we check if the corresponding function is a solution to P. In the

affirmative, we return the solution, otherwise, we set the cumulative value (i.e.
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reward) of the node to 0. If the current node is an internal node, we expand the node.
Expansion amounts to adding current_node to the list of expanded nodes so that
is_expanded(current_node) is true. Further, we also set the cumulative value
W(current_node) to the value v(current_node) of the node. As the current
node is the first and only node of its subtree to be expanded, the cumulative value
is now equal to the value v(current_node). Finally, at the end of every rollout
we call the backpropagation procedure with the value of the current_node as

well as the path taken from active_node to current_node.

Backpropagation: This is the final phase of each rollout. The purpose is to
propagate the value of the newly expanded node up through the tree and to update
the visit counts of each node that was visited along the way. The updating of
these statistics is important as they are used to determine the “best” successor in
subsequent rollouts (i.e. the return value of best_successor(-)). The pseudocode
of this phase is shown in Algorithm 3. Note that we exclude the last node on the

path as that is the node we expanded in the current rollout.

Algorithm 3: Backpropagation
Data: path and val
for node In path[:-1] do
N(node) < N(node) + 1;
L W(node) + W(node) + val;

4.5 Search Guidance with Policy and Value

In the previous section, we used the notion of a “best” successor node to guide the
search. Specifically, we used the function best_successor(v), which selects the
best child node of v. In this section, we will make this notion of “best” explicit. In
the simplest case, this may just be a random selection of child nodes. However, we
introduce functions that are supposed to give better estimates of how likely a path
leads to a correct candidate. We also take into account that these estimates can be

mistaken. Therefore, we also introduce a heuristic to balance the exploitation of
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paths with a high likelihood of success with the exploration of rarely visited parts

of the search tree that might have erroneously lower success estimates.

4.5.1 Policy

The first function to estimate the quality of the search state is called policy. Intu-
itively, a policy estimates the quality of an action when starting from a given state.
Hence, in the synthesis game (cf. Definition 4.3.2), a policy function is a function
TS X U A, — R,
ses
The policy of a state-action pair represents the likelihood of success when committing
to action @ from state s. For readability, we will use the notation (s, s’) where
s,s' € S to denote the policy of the action a that leads from state s to s'. It
should be noted that a policy should only evaluate legal actions in a given state,
instead of all actions in the game. This behaviour can be simulated by letting

7(s,a) = 0 for actions a that are illegal in state s.

4.5.2 Value

The second heuristic we use estimates the value of a state. Hence, the value function,
v(s): S—R

map a state to a “quality” measure of that state. A perfect value function estimates
0 for all losing states S and 1 for all winning states s € Sy while giving the
ratio of all winning final states to all final states reachable from the given state.
In other words, the function should predict the probability of ending up in the

winning state when starting from the given state.

4.5.3 Upper Confidence Bound for Trees

The most naive strategy for solving the synthesis game would be a (heuristic)
best-first tree search algorithm, where we always select nodes and actions with the

highest values and policies. However, if the value and policy are not perfect (i.e.
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bias against subtrees that contain solutions) we might end up repeatedly exploring a
path that does not lead to a successful node. Conversely, if we only look for unseen
paths in the search tree, we do not use the information provided by the value and
policy functions to make informed decisions, rendering them useless. Since perfect
value and policy functions are impossible to achieve (cf. Chapter 2), we have to
strike a balance between these two stages — exploration of rarely visited subtrees
and ezploitation of heuristics. That is, we want to explore relatively unknown parts
of the tree to learn more information about their quality while also exploiting the
information already obtained. To this end, we use the upper confidence bound for
trees (UCT) [195] as a heuristic to find the “best” child node during the rollout
phase. This heuristic combines the cumulative value and policy with the visit counts
of the parent and child node to balance exploration and exploitation. Given a
parent node p € S and child node ¢ € S the UCT value of the child node when

starting in the parent node is calculated as follows:

W(e) log N(p)
t =—= — 4.2
uct(p, c) N + v xm(p,c) * N(o) (4.2)
The UCT is the sum of two values; the exploitation value Vl\\;((cc)) which calculates the
average value per visit of the child node and the exploration value 7(p, ¢) * %.

The latter of which is multiplied with a constant + that defines the relation between
exploration and exploitation (i.e. if ¥ = 0 the exploration term is 0 and we only
consider exploitation). The second term weights the policy 7 (p,c) (i.e. probability
of success when choosing an action that leads from parent p to ¢) with the term

log N(p)

N (4.3)

When the visit count for p increases and the visit count for ¢ stagnates, (4.3)
increases and thus the exploration value also increases. Conversely, if the child ¢
visit count increases comparatively to the parent visit count, the term decreases

in value, and thus the exploration value decreases.
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Recall the use of best_successor(s) in Section 4.4 as a function that is
supposed to select the “best” child node of a given node s. We now define this to
be the node with the highest UCT score among all child nodes. More precisely,

best_successor(s) = argmax uct(s,c),

cEsuccessors(s)

where successors(s) is the set of all child nodes of s. This selection criteria is used
in the rollout phase of the Monte-Carlo tree search. Hence, this is the stage where

we do rollouts without committing to any choice (i.e. without doing a Big-Step).

4.6 Features

To facilitate the use of machine learning models, we have to represent the inputs
to these models as feature vectors. In our case, we want to use machine learning
models to predict policy and value. Hence, we need to represent states and actions
of the synthesis game using feature vectors. We use syntactic formula and term
features similar to those that were developed and used in first-order logic theorem
provers [194, 196-198]. Term walks constitute the most basic building blocks of
our feature vectors. In the following, we show how we use term walks to represent

search state and actions which are the domains of policy and value functions.

4.6.1 Term Walks

Term walks are the most basic syntactic features and the building blocks of
subsequent definitions. Using the standard definition of a directed walk from

graph theory, we introduce the following:

Definition 4.6.1 (Directed Tree Walk). Given a tree (V| E), a directed tree walk
of length k is a sequence of nodes vy, vy, vy ..., v,_1 such that there is always an

edge e € F connecting v; and vy, for i € {0,...,k —2}.

By considering the syntax tree of a term, we can analogously talk about term
walks as the tree walks of the syntax tree. Furthermore, we can consider the multiset

of term walks of a specific size. This is shown in the following example.
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Example 4.6.1 (Term Walks). Consider the terms (v = F(x,y) Vy = F(x,y))
and (ite (z <y) y I) from Section 4.2. The terms are taken from the specification
¢ and from an intermediate search state, respectively. Note that the latter is an

incomplete function. The two terms have the following tree representation.

V ite
N N PN
x F y F x oy
Pl Pl

Ty Ty
Using a simple recursive algorithm traversing these trees, we can easily enumerate

all term walks of size 2. For the first term, we get the following multiset of term

walks of size 2

and for the second term we get

{lite, <], [ite, y], [ite, 1], [<, 2], [<, y]}-

In the following section, we will use the multiset of term walks of size 2 to

characterise states and actions of the synthesis game.

4.6.2 Representing the Search State and Actions

Recall from Section 4.3.1, a synthesis state s = (¢, v), consists of a static component
¢, and a dynamic component v which is either a partial or a complete program.
Both ¢ and v correspond to first-order terms and formulas. Therefore, we can
use term walks as introduced in Section 4.6.1 to characterize the search state

using a bag-of-words model as follows:

Definition 4.6.2 (Term/Formula Feature Vector). Let ¢ be a term or formula that
we want to represent with a feature vector v. W is the multiset of all term walks of

length 2 and L the multiset of all constants and variables occurring in ¢. We fix a
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number M called the hash base and let v be of dimension M initialised with 0 in

every entry. The feature vector v of ¢ is defined as follows:

v[hash(t) mod M| =wvlhash(t) mod M|+ #w(t) forallte W,

v[hash(c) mod M]=wlhash(c¢) mod M|+ #.(c) forall ce L,

where hash(t) is the hash value of t and #y(t), #1(c) are the multiplicities of ¢

and ¢ in the multisets W and L.

Example 4.6.2 shows how a bag-of-words feature vector can be generated. Note
that this is a common feature generation technique used in machine learning. Using
this in conjunction with term walks, we can now create feature vectors for terms
and formulas. To characterise a state s = (¢, v), we concatenate the feature vectors
for ¢ and v. This means that the state s is represented by a feature vector of
dimension 2 x M where M is the hash base used in Definition 4.6.2. The first half
of the feature vector is the bag-of-words representation of ¢ and the second half the
bag-of-words representation of v. As previously mentioned the static component, ¢,
never changes throughout the search allowing us to cache the feature vector of ¢.

Finally, we also need to represent actions that can be taken in a state as feature
vectors. Unlike other approaches to synthesis, SyGuS introduces the ability for
users to specify the grammar rules. Hence, we cannot represent one action by the
corresponding grammar rule, since the grammar rules might very well change from
one synthesis problem to another. To overcome this we simply characterise an
action by its resulting term. This means that to characterise an action that moves
from s = (¢, v) to ' = (¢, v’) we take the feature vector of v’. Hence, to represent
the domain S x [J,cg As of the policy function we simply take the concatenation
of the representations of ¢, v, and v’. In combination, we get a feature vector of
dimension 3 * M to represent elements in S X Jy;cq As. Again, we can cache the

feature vector of ¢ to avoid redundant computations.
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A Note on Performance: Due to the speed of tree traversal and node selection
in our algorithm, the calls to the learning models are comparatively slow. Hence, it
is vital for performance gains to ensure that the generation and representation of
feature vectors for states and actions can be implemented efficiently. These concerns
also carry over to the choice of machine learning models. This is also a factor when

applying machine learning to theorem proving [197, 199].

Example 4.6.2 (Bag-Of-Words Vector). Consider the feature vector depicted in
Figure 4.3. We have a vector of dimension M with indices ranging from 0 to M — 1.
At position 1 and 544, we have entries 7 and 4, respectively. This means there are
7 features with hash congruent to 1, and 4 features with hash congruent to 544
modulo M. Note that all entries with value 0 indicate that no such features are

present.

o

1 542 | 543 | 544 | 545 M-2 | M-1
0 (. 0 0 4 0 0 0

| |

Figure 4.3: Bag-Of-Words feature vector of dimension M with 7 words with index 1
and 4 with index 544.

4.7 Training Models and Reinforcement Learning

We have now described where we use machine learned heuristics and how we
represent search states and actions. In this section, we will present a reinforcement
learning algorithm with which we train these models.

A big issue in applying data driven techniques to synthesis is that training data
is hard to come by. One of the main reasons we looked into applying AlphaZero’s
MCTS to SyGusS is that it lends itself to a reinforcement learning loop that iteratively
generates training data for later iterations. In other words, the models can use the
data generated from previous iterations to “learn from experience”. Algorithm 4
shows the reinforcement learning loop we use in our setup. This loop runs on a

set B of SyGuS problems called the training set. In the first iteration, the policy
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Algorithm 4: Reinforcement Learning Loop
Data: set of SyGuS problems B
v+ default_value;
m <4 default_policy;
policy_data «+ {};
value_data < {};
for + «+— 0 to RL_ITERATIONS do
for P € B do
r < search(P,,v);
policy_data < policy_dataUget_policy_data(r);
value_data « value_dataUget_value_data(r);

T 4 train_policy_model(policy_data) ;
V< train_value_model(value_data) ;

and value functions m and v are set to default functions. In our case, the default
policy is simply the constant 1 and the default value of a state s is simply 0.95M7()!
where |NT'(s)| is the number of non-terminals in the dynamic part of state s. In
each iteration we first run the search procedure as described in Section 4.4 for each
problem P in B using the policy and value functions 7w and v. After either successful
or unsuccessful completion of the search, we use the functions get_policy_data
and get_value_data to generate training pairs from the runs. These pairs are
added to the policy and value training data. Finally, at the end of each iteration,
we use the data from previous iterations to train new policy and value functions
which are used in the next iteration.

The ground truth training pairs from a search run r are generated as follows:

get_policy_data: For policy data, we only care about successful runs (i.e.
where the search procedure was able to find a solution). We take the path
p in the grammar tree of the successful run, leading from the root node to
the leaf node that represents the solution. For state s and action a that was
taken to reach the next state s’ in p, we create the data pair ((s, a),n) where
n is the number of visits of ¢’ in relation to the sum of all visits of all child

nodes of s including s’
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get_value_data: As value training data, we consider both successful and unsuc-
cessful runs. For the successful runs, we again take the path p in the grammar
tree of the successful run leading from the root node to the leaf node that
represents the solution. For each state s on the path, we take the pair (s,0.97)
where D is the distance (i.e. length of the remaining path) from s to the final

and winning state in the path.

For the unsuccessful runs, we take the sequence p of Big-Steps that was taken
starting from the root of the grammar tree. And for each state s in p we take

the pair (s,0) as training data.

The presented reinforcement learning setup presents one way of solving the
aforementioned data scarcity problem. By iteratively collecting data in each iteration,
we are able to collect more and more data from previous successful runs. This
setup also has the advantage that we do not require a priori ground truths. In
the experimental evaluation presented in Section 4.9, we show how the policy and

value functions improve their precision throughout the iterations.

4.8 Generating New SyGuS Problems

Previously, we introduced a reinforcement learning loop as a means to overcome the
lack of ground truth. In each iteration, the RL algorithm runs the search procedure
on a training set. Consequently, the larger the training set, the better the algorithm
is likely to perform. Randomly generating SyGuS problems as data is not practical:
if we randomly generate the specification ¢, it is highly unlikely that a solution F
exists; and if we randomly generate the solution F', we need to find a way to infer a
meaningful specification ¢ that admits f and does not give away the answer. For this
reason and due to the relative immaturity of the field, the number of benchmarks
available in the linear arithmetic category of the SyGuS competition is relatively
small (less than 1000). In contrast, for each of the background theories, there are
a lot more first-order SMT problems than there are SyGuS problems. Since SMT

and SyGuS share the same background theories, it is logical to look at the former
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to generate problem sets for the latter. In this section, we will describe a novel

technique based on syntactic unification and anti-unification that does exactly that.

4.8.1 SyGuS Generation Algorithm

We now present the algorithm that turns an SMT problem @) = (7, ¢) into a SyGuS
problem P = (1, F, 4, G). Without loss of generality, we assume that @ is 7-valid
since if ) is UN S AT, we can turn it into a valid problem by negating it. Furthermore,
if Q) is SAT but not valid, we can use the resulting model to obtain a valid problem
by substitution. Note that, if () is a hard problem, we might not know if a problem
is SAT/UNSAT. In our experiments, we found this to be rarely the case and we
just discarded these problems. Due to the abundance of SMT problems, this is not
an issue. With these assumptions, the following gives a step-by-step algorithm of

how we generate a SyGuS problem P from a given valid SMT problem Q.
1. Heuristically select a set S of non-overlapping sub-terms of )
2. Compute LGG [ of S with fresh variables xy, ..., x,_1 not occurring in ¢.

3. For each t € S, let o; = {xy > ug, ..., Tp_1 > U,_1} be the solution' to the

unification problem [ = ¢.
4. Replace each term t € S in ¢ with F(z,...,2,_1) - 0y to obtain 1.
5. Let G be a grammar producing all terms in 7 using arguments g, ... z,_1.

6. Return SyGuS problem P = (1, F, ¢, G).

The execution of this procedure is shown in Example 4.8.1 and an application to
a problem from the SMT-LIB benchmark database can be found in Appendix A.
As shown in Theorem 4.8.1, the SyGuS problem resulting from this algorithm is

guaranteed to be solvable. Furthermore, we get a concrete solution to this problem.

!'Note that such a solution must exist by the Definition 4.1.2.
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Theorem 4.8.1. Let Q = (7, ¢) be a valid SMT problem and P = (7, F, ¢, G) be
the corresponding SyGuS problem obtained from the aforementioned algorithm.

The resulting problem P is solvable and the LGG generated in Step 2 is a solution.

Proof. To show that P is solvable we provide a term [ such that 7 = ¢[F — ]
and [ € L¢. We show that the LGG produced in Step 2 is such a term. Since
anti-unification only introduces new variables zg,...,z,_; and no constants or
functions, we have that [ € LY. We now show that 7 = ¢[F ~ []. Let t be an
arbitrary term in S. Observe that by Definition 4.1.1 and Step 3 of the algorithm
we have [-0; = t-0, = t. The second equality is obtained by combining the fact that
the domain of oy is {zo, ...z, 1} and that ¢ does not contain any of these variables
(by Step 2). Furthermore, we get that (F(xg,...,Tp1) - 0))[F = | =1-0, =1
which is the term that (F(zo, ..., x,_1) - 0y) was replaced with in Step 4. Since this
holds for all t € S we have ¢)[F +— [] = ¢. Combining this with the fact that @ is
valid (i.e. 7 |= ¢) we have 7 = Y[F — []. O

Note that the solution to the resulting SyGuS problem need not be unique.
The algorithm does not allow for a lot of parameterisation except for the first
step. For example, if the set of terms S is selected “badly” the resulting problem
might be solvable with the identify function, which is not particularly challenging or
interesting. Indeed, the heuristics with which terms are selected have a large impact
on the quality of the resulting problem. If the wrong subterms are chosen, the
resulting LGG might be trivial (e.g. For the terms {5+4, 9%z} the LGG is basically

the identity function). In our case, we select sub-terms with the following criteria:

o size of the resulting LGG

e terms of type int

The first criterion rules out many cases where the identity function is a solution
to the resulting problem. Furthermore, we found that allowing sub-terms of type
bool often leads to trivial solutions such as True or False. Hence, we also
select by the second criterion. The usage of more advanced heuristics, maybe even

machine learned heuristics remains to be investigated.
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Example 4.8.1 (SyGuS problem Generation). Consider the following SMT problem

stated in SMTLIB syntax:
(set-logic LIA)

(assert 10 » x = (2 * x) + V)
(assert x x 3 + 5 = 8)
(check-sat)

We can use a SMT solver to obtain the satisfying assignment x = 1,y = 8. By

applying this assignment to the problem we get the following constraints:

10x1=(2%1)+8

(1x3)+5=8

We can now choose any set of non-overlapping sub-terms. For example, let us choose
(2% 1) + 8 in the first and (1 * 3) 4+ 5 in the second assertion. Applying Plotkin’s

anti-unification algorithm to these terms we get the least general generaliser (LGG)
Uy * Ug + Us,

with fresh variables wq,us, and us. By applying unification to (2 * 1) + 8 and
uy * ug + ug we get the unifier o = [uy — 2, ug — 1, u3 — 8]. Similarly, we get the
unifier ¢/ = [u; — 1,us — 3,uz — 5] by applying unification to (2 1) + 8 and
uy * ug + uz. Now, we can replace the sub-terms selected in the first step with a fresh
second-order variable F' with arguments uq, us, and ug in the original assertions.
The unifiers o and o’ tell us what arguments have to be applied. In particular, we
get F(uy,ug,uz) - o = F(2,1,8) for the first and F(uy,usz,u3) -0’ = F(1,3,5) for

the second term. The resulting assertions are
10x1=F(2,1,8),
F(1,3,5) =8.
Now all we have to do is select a grammar G such that u; * us + us € L. The

simplest such grammar is the free grammar that generates all terms in LTIA. Let

¢ be the conjunction of the assertions: 101 = F(2,1,8) A F(1,3,5) = 8. The
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tuple (LIA, F, ¢, G) now describes a SyGuS problem with the solution uy * us + ug.
Written explicitly in the SYGUS input format we have generated the following
problem:

(set-logic LIA)
(synth—-fun F ((u Int) (v Int) (w Int)) Int)

(constraint (= (10 = 1) (F 2 1 8)))
(constraint (= (F 1 3 8) 8))

(check—-synth)

4.8.2 New Problem Set

We apply the generation algorithm to SMT problems taken from the Linear Integer
Arithmetic (LIA) and Quantifier-free Linear Integer Arithmetic (QF__LIA) tracks
of the SMT competition [200]. From this, we generate 8186 new SyGuS problems.
We run cve5 [201], the state-of-the-art SyGusS solver, on these problems and group

the problems into the following categories, in approximate order of complexity:

Basic (B) problems that cvc5 could solve and where a valid solution is a

function that returns a single constant or variable.

Straight-line (S) problems that cvc5 could solve and are not basic but where
a valid solution does not need control flow (i.e., there is a valid solution
that performs simple mathematical operations and contains no if-then-else

statements).

Control-flow (C) problems that cvc5 could solve and where the solution has

control flow (i.e., the solution contains if-then-else statements).
Unsolved (U) problems that cvc5 could not solve with a 120s time-out.

Table 4.2 reports the number of problems in each of these categories in our new
data-set and in the original data-set from the SyGuS competition. The SyGuS
competition data comprises all benchmarks in LIA from the General and Invariant

Synthesis tracks. Where a benchmark lacks a grammar restriction, we augment the



62 4.9. Ezxperimental Evaluation

Data set ‘ #B ‘ #S ‘ #C ‘ #U ‘ Total
SyGuS-competition | 290 93 38 | 536 | 957
Generated generated data | 3760 | 2495 | 1693 | 220 | 8168
Filtered generated data | — 211 | 513 | 220 | 944

Table 4.2: Number of problems by category: basic problems (B), straight-line
problems(S), problems with control-flow (C), and unsolved problems (U).

benchmark with the same default grammar as our generated data. The SyGuS data
contains more unsolved benchmarks than ours, but we note that these often include
multiple benchmarks that are slight variations on a theme (for instance, there
are 10 unsolved benchmarks that require synthesizing a function that calculates
the maximum of the input variables.

In total, we generate 8186 new SyGuS LIA problems. We remove any basic
problems and filter the remaining problems to reduce the number of very similar
problems. We use a heuristic based on the file names and duplicate comments as
these are usually indicative of the source of the SMT benchmark and matching
in both correlates with very similar problems but perhaps with different constant
values. This gives a total of 944 new SyGuS LIA problems. In combination with
the existing benchmarks from the SyGuS LIA competition [23] we have a problem
set consisting of 1901 SyGuS LIA problems. This almost doubles the total available
number of SyGuS LIA problems, and increases the number of solvable benchmarks
with control flow by > 10x. As the number of publicly available first-order problems
increases year-on-year, our approach can be applied to automatically generate more

SyGuS problems even if the number of SyGuS problems does not grow as much.

4.9 Experimental Evaluation

We implemented a SyGuS solver based on the techniques presented in this chapter.
We evaluate these techniques in an experimental evaluation using standard SyGuS
benchmarks (“old” problems) as well as newly generated benchmarks as discussed

in Section 4.8 (“new” problems) to answer the following research questions:

RQ1 Can MCTS with RL be used in function synthesis?
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RQ2 Does our data generation improve the performance?
RQ3 How does MCTS compare to other techniques?

The implementation is written in C++ using z3 [202] as an SMT solver to check
the correctness of potential candidate solutions. As policy and value estimators we
use gradient boosted trees as provided by the XGBoost [180] library. These are
continuously trained in a reinforcement learning loop as presented in Section 4.7.
Running the experiments multiple times with different hyperparameters ranging
from (10 to 30) we found that the best tree depths are 20 and 25 for value and
policy. We did not experience any significant improvements by changing other
hyperparameters. In the MCTS we do 30 big-steps and 6500 rollouts with a decay
factor of 0.98% where B is the number of big-steps. These were optimized with
regard to a 100s timeout. Generally, higher numbers are better but also require
more time. As a hash base for the feature vectors, we use 212 — 3 = 4093. For
training, we only take data obtained from the previous 4 iterations instead of
all previous iterations (we tried values between 2 and 20). Previously, we had a
Python-based implementation where we also experimented with other machine
learning models such as K-Nearest Neighbours and Linear Regression as well as
larger hash bases. However, due to the high prediction latency as well as overall
slowdown we were unable to improve on the baseline. In either case, tree models

outperformed other machine learning models.

Benchmarks & Setup: We use the SyGuS LIA data set consisting of 1901
problems described in Section 4.8. For each of the experiments, we create a 75 : 25
training/testing split on the data sets. The data set, as well as the code with
Dockerfile and instructions on how to install dependencies, compile the code, and
run experiments can be found in the supplementary material. The experiments were
run on Amazon Elastic Compute Cloud (EC2) on a r6a.8xlarge instance with
an AMD EPYC 7R13 CPU and 256GB of Memory running Amazon Linux 2 with
kernel 6.1.34-58.102.amzn2023.x86_64. We ran each search procedure

with a timeout of 100 seconds. Our implementation introduces non-determinism
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in two sections: training of the machine learning models and a random tie-break
in child selection when two or more child nodes have the same scores. We ran

the experiments 5 times with fixed seeds.

4.9.1 Results

We now present the experimental results to answer the aforementioned research

questions. The main results are shown in the Tables 4.3 and 4.4.

Can MCTS with RL be used in function synthesis? We ran experiments on
the union of all benchmark sets resulting in 1425 training and 476 testing problems.
The results are presented in Table 4.3. The baseline is the bare algorithm with a
default value and policy, where no policy or value estimators have been trained yet.
In this version, we solve 471.6 (33.1%) and 163.4 (34.3%) problems on average in the
training and testing sets, respectively. Note that we only report on the mean as with
the default policy and value functions the algorithm is almost deterministic (the
only randomness comes from a tie-break mechanism). From the second iteration
onwards policy and value functions are trained on the data obtained from the
training set in the previous iterations (no data is collected from the testing set). If
we only consider the best iteration of each experimental run we solve, on average,
859.8 on the training and 289 on the testing set. This is an improvement of 27.2
and 26.4 percentage points compared to the first iteration for training and testing
sets (i.e. the baseline). The best iterations of each experimental run differ from
each other with a standard deviation of 3.97 problems on the training set and 1.87
problems on the test set. When considering the part of the testing set exclusively
consisting of the old problems, we see an improvement of almost 11 percentage
points over the baseline. In conclusion, our method solves a significant amount of
testing and training problems and the reinforcement learning setup improves on

the results significantly. This leads us to answer RQ1 in the affirmative.
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action data total ‘ baseline Solved in Best Iteration cved

# | # % | min max # mean % mean stdev | # %
train old+new 1425 | 471.6 33.1% | 852 865 859.8 60.3% 3.97 | 834 58.5%
test on old+new 476 | 163.4 34.3% | 287 292 289 60.7% 1.87| 295 62.0%
test on old 249 | 494 198% | 75 78 76.4 307% 114 | 115 46.2%

Table 4.3: Table showing the experimental results comparing baselines to the best
learned iterations. The first and second rows show experimental results on training and
testing data respectively. The last row shows the results of the testing data when only
considering the subset of problems that originate from the old set. In either case, a
problem can only occur in exactly one of test set and train set.

Does our data generation improve performance? Doing a more fine-grained
analysis of the experiments, we find that the testing set in the previous experiments
contains 249 problems from the old data set. Of these, between 75 (30.1%) and
78 (31.3%) are solved with a mean of 76.4 (30.7%) and a standard deviation of
1.14. This is shown in the third row of Table 4.3. To compare, we conduct two

additional experiments with the following data set-ups 2:
1. Train with old and test with old problems
2. Train with new and test with old problems.

Once again, we ran each of the two experiment set-ups five times. The results
are shown in Table 4.4, where the first two rows show the first experiment and
rows three and four show the second experiment. For the first experiment, we find
that training and testing exclusively on the old data set improves the performance
by approximately 15 percentage points on the training and the testing set. In
particular, we go from solving 16.6% of problems in the baseline to solving 30.7 on
the test set. In the second experiment, we find that training with the new data
set and testing with the old data set does not lead to significant improvements on
the testing set. In particular, we only improve by 2.4 percentage points. That is,
we go from solving 151.8 problems in the first iteration to solving 175.4 problems
on average in the best iteration. Notably, the impact on the training data is a lot

more significant. When training with the entire set of new problems we go from

2Recall, Old data describes the standard SyGuS benchmark problem sets and new data is the
data we generated from SMT problems as described in Section 4.8.
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action data total ‘ baseline Solved in Best Iteration cved

# ‘ # % ‘ min max # mean % mean stdev ‘ # %
train on old 717 | 112.2 15.7% | 205 224 210.8 29.4% 76| 315 41.0%

test on  old* 240 39.8 16.6% 69 79 73.6 30.7% 3.58 | 108 45.0%
train on new 944 | 479.6 50.8% | 874 886 879.6 93.2%  3.37| 727 77.0%
test on  old 957 | 151.8 15.9% | 169 184 175.4 18.3% 597 | 402 42.0%
test on  old* 240 38.6 16.1% 45 50 47.4 19.8% 2.51 | 108 45.0%

Table 4.4: Experimental results with different training and testing sets. Testing and
training problems do not overlap. The two old sets indicated with an asterisk are the
exact same set.

solving 50.8% of the problems in the first iteration to solving 93.2% of all training
set problems. In conclusion, we find that the new training data does not improve
our performance on the old test set significantly. This holds in particular when
compared to training on the old data as shown in the first two rows of Table 4.4.
However, when considering the overall experiment with the combined data sets as
in Table 4.3 we can say that by adding the new data set we can solve many new
problems while also not diminishing the performance on the old problems. Hence,
overall, we can solve more problems. This leads us to answer RQ2 in the negative
when only considering the old data set. However, when looking at the overall data

set that includes both, old and new data, we answer RQ2 in the affirmative.

How does MCTS compare to other techniques? We compare our approach
to cveb, the SyGuS solver which performed best in the most recent SyGuS
competition [23]. In Tables 4.3 and 4.4, we also present the results of running
cvc5 [201] on each of the data sets with a 100s timeout. In the experiment with
combined data sets (i.e. Table 4.3), cvc5 solves 834 problems in the training set
and 295 in the test set. In comparison, our tool solves, on average, 25.8 problems
more on the training set (in the best iteration) and 6 fewer on the test set. Further,
we find that we solve 41 test set and 141 training set problems on which cvc5
fails, these are called unique problems. When looking at the problem sets separately
as in the experiments presented in Table 4.4 we see that cvc5 outperforms our

tool on the old set while lagging behind on the new set. In particular, when
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considering the old training data set cvc5 solves over 41% of the old problems
while our tool solves 29.4% in the best iteration. On the testing set this difference
is more significant. The story is different on the newly generated problems. In
this setup our method solves 93.2% in the best iteration where cvc5 only solves
77%. These results lead us to claim that MCTS based function synthesis with
RL compares favourably to cvc5 on the newly generated data set while lagging

behind cvc5 on the old pre-existing data set.

4.9.2 Discussion

We presented an experimental evaluation to answer research questions regarding
the overall efficacy of MCTS based synthesis with RL (RQ1), the usefulness of
our SyGuS problem generation technique (RQ2), and the competitiveness of our
technique (RQ3). In this section, we discuss the results of the evaluation and

limitations of our approach.

Efficacy: We answered the first research question in the affirmative, meaning
that Monte-Carlo tree search based function synthesis is effective in practice. On
data sets comprising newly generated as well as pre-existing benchmarks, our
technique improves by around 27 percentage points on training and testing sets
when comparing the first iteration to the best iteration. Running each of the
experiments 5 times to account for nondeterminism we find that the results are
fairly stable with a standard deviation of less than 4 solved problems per experiment.
We also plot the number of solved problems for each reinforcement learning iteration
of each experiment in Figure 4.4. Each line represents one experimental run showing
the number of solved testing problems on the y-axis for each iteration on the
x-axis. In each experiment, we observe a gradual improvement at a comparable
rate up until iteration 7. After that, the performance seems to flatten out. This
indicates that the reinforcement learning loop indeed improves with each iteration

at the beginning. The graph also shows regressions in some iterations of some
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experiments. However, they never go as low as the first iteration and seem to
be fixed in succeeding iterations.

We have previously indicated the relative speed with which simple enumeration
procedures operate. This has had a significant impact on our choice of learning
model as we had to compete with the speed of the baseline enumeration. This
contrast is again shown in Figure 4.5. This graph plots the number of solved testing
problems within a certain time budget for each iteration of one experiment. Hence,
each line represents one iteration of the RL loop. The dashed line represents the
first iteration with the default policy/value functions that do not use any machine
learning. This iteration, which is the baseline enumerator, is extremely fast and
solves the vast majority of its problems within a very short period of time. In fact,
for the first few seconds of each search the baseline enumerator seems to outperform
all iterations with machine learned search guidance. These catch up after around
20 seconds, where they start to lift off. Between 20 and 60 seconds the machine
learned guidance solves many additional problems while the baseline flattens out

after 20 seconds and does not solve any additional problems anymore.

SyGuS Problem Generation: To answer RQ2 we conducted two additional
experiments with which we tried to evaluate the usefulness of the newly generated
data set. The results presented in Table 4.4 indicate that exclusively training
on the new data set does not lead to significant improvements on the old data
set. This indicates that knowledge learned from the problems in the new data
set does not carry over as well to the old data set. One of the reasons for this
may be that the old data set consists of mostly handwritten problems while the
new set has been automatically generated to some extent. Another explanation
might be that the new data set is simply significantly easier. This is supported
by the fact that when training on the new data set we solve up to 93.2% of the
training set. However, cvc5 only solves 77% of these problems, indicating that
they might still be “interesting” problems worth learning from. In contrast, training

and testing exclusively on the old data set lead to results that are comparable to
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Figure 4.4: Number of solved problems in the testing set for each iteration in each of
the 5 experiment runs. Each line represents one experimental run.
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Figure 4.5: Number of solved problems in the testing set within a certain time budget
in each iteration. The dashed blue line is the first iteration with a default value/policy.
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the overall experiment with training/testing on the combined data sets presented in
Table 4.3. In the overall experiment, we can solve 30.7% of the old problems in the
test set while training exclusively on the old problems we also solve 30.7% of the
old problems in the test set. This leads us to say that, while the newly generated
problems only marginally help solve problems from the old set (i.e. improvement of
around 2.4%), they do help in solving a wider range of problems. In particular, by
combining new and old problems in the training set, we can solve more problems of
the new problems while still solving 30.7% of the old problems. Hence, combining

the two data sets leads us to solve a wider range of problems.

Comparison: To compare our tool to the state-of-the-art in SyGuS, we also
ran cvc5 on all of the problem sets. Unfortunately, we are unable to compare to
Eupony [88] as the available code does not compile. In the combined data sets we
showed that we can solve more problems than cvc5 on the training data while
performing comparably on the testing data. We also find that we solve 41 and 141
unique problems on the testing and training sets, respectively. By considering the
new and old data sets separately, we see that cvc5 performs significantly better
on the old data set while our tool shows a superior performance on the new data
set. We hypothesize this is because our new benchmark set is not typical of the
existing SyGuS benchmarks (this is also demonstrated by cvc5’s failure to solve
many of these examples). Furthermore, the old data set has been freely available
and cvc5 has been tested on and developed alongside this problem set. At this
point, it should be pointed out that cvc5 is a mature software artefact consisting
of over 400k lines of code incorporating many decision procedures and domain-
specific heuristics to improve function search. In comparison, our implementation
exclusively uses the learned search heuristics presented in Sections 4.4 and 4.5. We
emphasise that in all experimental setups, our agent exclusively learns from its
own previous iterations without external guidance or solutions. Notably, we do

not train with any information from the test set.
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Limitations: The main limitation is that our approach relies on the existence of
high quality training data. This means that, if this data is not available for whatever
reason, this set-up does not work. For example, if the set of training problems only
contains problems that cannot be solved in the first iteration, we are not able to train
the policy and value estimators for the succeeding iterations. Hence, we run into a
type of bootstrapping issue where we are unable to “get off the ground”. Similarly, if
the training data is significantly different from the testing data the policy and value
estimators might not perform very well. Such a behaviour can be seen in the second
experiment presented in Table 4.4 where the training on the new data set does not
carry over to a significantly improved performance on the old data set. Again, we
emphasise that having a diverse training set leads to an overall better performance.

As discussed, the Monte-Carlo tree search based solver that we presented is still
an enumerative solver. Hence, the main drawbacks of this search technique still
apply. In particular, if we have grammar trees with a large branching factor, finding
expressions of large sizes is still difficult as they are deeper in the grammar tree.
While we have shown that machine learned guidance can help prune the search
space and prioritise “good” branches, this fundamental limitation of enumerative

search still applies.

4.10 Threats to Validity

In the previous section, we presented an experimental evaluation showing that
Monte-Carlo tree search can be applied to SyGuS. As always, the validity of such
an empirical evaluation can be questioned. In this section, we discuss the main

threats to the validity of our experiments.

Benchmark Bias: One part of the experiments was conducted using the standard
SyGuS benchmark set. The field of Syntax-Guided Synthesis is relatively immature,
this has led to small problem sets compared to more established fields like SMT,
for instance. This also means that the sources of benchmark problems are not as

diverse since it has not yet been applied to as many domains as it could be. This
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could lead to our methods breaking down once applied to more diverse problems.
We mitigate this issue in two steps. First, we not only consider standard LIA
function synthesis problems, but we also translate LIA invariant synthesis problems
to function synthesis problems. Finally, in Section 4.8 we also present an algorithm
for generating SyGuS problems from SMT problems, allowing us to make use of
the more mature field of SMT solving. Both of these measures help to mitigate a
certain benchmark bias by ensuring a certain diversity in the problem set. However,
it remains to be seen if the efficacy shown in the experimental evaluation carries

over to later iterations of the benchmark database.

New Benchmark Set: We conduct the experimental evaluation on a mix of
newly generated and standard benchmark problems. Generating new problem sets
always introduces a bias. In our case, one point where we introduce a bias is in
step 1 of the algorithm presented in Section 4.8. By considering the entire SM'T
LIA data set, we mitigate some of the biases introduced. Furthermore, by choosing
terms with “large” LGGs, we use a neutral measure. Finally, we also introduce a
bias by discarding problems with trivial solutions. This classification is done using
the SyGuS solver cve5. While cvce5 is a very mature state-of-the-art solver, it is
still not immune to biases which would carry over to our problem set. To some
extent, the bias introduced by adding this data set is mitigated by considering

the union of both, old and new, data sets.

Variance in Experiments: Like most machine learning algorithms, we also
introduce randomness in multiple locations. In particular, in the initialisation of
the machine learning model during training, and as a tie-break when two actions
have the same score. Like any empirical analysis that uses nondeterminism, we
could have just gotten lucky in our evaluation. To reduce this threat, we first
determinised the experiments by fixing an arbitrary seed. This also helps reproduce
the experiments. In addition, we ran the experiments multiple times and reported

on the average and standard deviation of the experiments.
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Hyperparameters Finally, the algorithm we evaluated has multiple hyperpa-
rameters. These are part of the MCTS as well as the machine learning models we
used. We used a subset of the data to tune the hyperparameters. The selection
of this subset may introduce some bias. Furthermore, problems with a different
character that could, for instance, originate from a different set of applications may
perform worse on the hyperparameters we used. This is also mitigated to some
extent by considering standard benchmark sets as well as newly generated problems.

However, the robustness in other domains remains to be seen.

4.11 Related Work

In Chapter 3, we introduced the established characterisation of function synthesis
algorithms using the following three dimensions [45]: User Input, Search Space,
and Search Technique. The technique we will present in this chapter can be

characterised as follows:

Intent: Abstract logical specifications given by the user in first-order logic with
axioms, functions, and constants defined in the first-order theory of linear

integer arithmetic.

Search Space: Any syntactic restriction that is allowed under the standard speci-

fied by SyGuS—1IF using a context-free grammar.

Search Technique: Monte-Carlo based tree search of the possible expressions
defined by the grammar. As search heuristics, we use machine learned policy
and value functions in combination with upper-confidence bounds to balance

exploration and exploitation.

As discussed in Chapter 3, machine learning has been applied to function synthesis
before. In the majority of cases, this was restricted to the domain of Programming-
By-Example (PBE). In contrast, when considering abstract specifications like the
work presented in this chapter, training data is hard to come by. In the following,

we discuss work closely related to the contributions of this chapter.



74 4.11. Related Work

In [91], the author uses Tree Neural Networks (TNNs) to synthesise combinators
and polynomials. Notably, the paper has served as an inspiration for the research
presented in this chapter as it also applies AlphaZero style Monte-Carlo Tree search.
The TNNs are estimators for policy and value, which, in our case, are gradient
boosted trees. In addition, [91] differs from our work in more fundamental aspects.
First, the grammars describing the search spaces are fixed and consist of 5 and 2
rules for combinators and polynomials, respectively. These fixed rules are baked
into the search procedure. This restricted setting is not applicable to SyGuS
where grammars can and do vary from problem to problem and usually consist
of significantly more than 5 rules. In particular, the default grammar for SyGuS
LIA consists of 17 rules which makes for a considerably larger search space. The
second difference lies in the specifications of the synthesis targets. In particular, for
the combinator synthesis, the specification for a target F' is given as an equation
Fuxo, ..., 2,1 = hlxg, z,—1]. Similarly, for polynomials, the specifications are given
as diophantine sets modulo 16. Both specification designs are very restrictive and
not applicable to SyGuS. Furthermore, they allow for a straightforward automatic
generation of arbitrary amounts of training data. This permits the use of TNNs
that require significant amounts of training data.

Similarly, in [127] the authors also use an AlphaZero style agent to synthesise
invariants. The invariants are constructed using a nondeterministic program that
features a choose operator to select an invariant from a set of invariants that are
generated using abductive reasoning. The choice operator is then refined using the
machine learned heuristics provided by graph transformer networks. A notable
difference to the work presented in this chapter is that the networks are trained in
a reinforcement learning loop with a teacher/solver setup. The teacher is trained
to generate invariant synthesis problems and the solver is trained to solve these
problems. Both models are trained in an alternating fashion.

Reinforcement learning in combination with graph neural networks (GNNs) is
used in [89]. In particular, a graph embedding is learned from graph representation

of the semantic and syntactic specification. Similar to us, they represent grammar
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expansion rules as actions of a game and train machine learning models (GNNs
in their case) to act as policy estimators. In contrast, however, they use a simple
recursive depths-first-search where the expansions are selected based on the policy
predictions of the GNN. No rollouts or balancing of exploration and exploitation
is performed as far as we know. Furthermore, they apply their experiments to
the domain of circuit synthesis which is a subset of SyGuS where the goal is to
synthesise boolean functions. In this setting, the specifications are given as an
equivalent program. Hence, the domain of circuit synthesis falls into the subset
of “Synthesising Equivalent Programs” discussed in Chapter 3 [203].

A Bayesian approach is followed by Euphony [88] where weights for the grammar
rules are trained. A higher weight indicates that applying this rule is more likely to
be successful. These trained weights are subsequently used in an A-star style search
algorithm to search for expressions that satisfy the synthesis specification. This
stands in contrast to our MCTS based search algorithm. Furthermore, Euphony’s
grammar weights are pre-trained and require a corpus of training data problems
with solutions. This stands in contrast to our set-up where a reinforcement learning
loop is used to iteratively create training data for subsequent iterations. This has
the advantage that we do not require a priori ground truths as training data.

Finally, in expression search, Monte-Carlo simulations have been used as a
search technique [90]. Notably, this work significantly differs from our contributions
as no learned heuristics are used for guidance. Furthermore, this follows a more

traditional Monte-Carlo tree search, while we follow the approach of AlphaZero [22].
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Application of SyGuS: Termination
Analysis

As discussed in Chapter 1, function synthesis has many applications, especially in
program analysis. In this chapter, we will take a closer look at one application in
particular — Termination Analysis. Termination analysis addresses the question of
whether or not a program halts. While undecidable in general, tools and techniques
that work in practice have been developed in industry and academia, as discussed in
Section 3.2. When proving termination using ranking functions, termination analysis
becomes a second-order existential problem [8]. In other words, proving termination
can be stated as a synthesis problem where the goal is to synthesise a ranking
function. Ranking functions for programs map program states to a well-founded
order such that there is a strict decrease with respect to that order between two
consecutive states. We call two states that are related by the transition relation
induced by the program consecutive. If we fix the well-founded order to be the set

of non-negative integers, a ranking function f : S — Z is a function satisfying

f@) > fly) and f(z)=0

for all consecutive program states x and y. The first constraint encodes the strict

decrease, while the second ensures boundedness from below. Finding such a ranking
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function f for a given program P is a problem of the form

3f. Vi, ¢,

where ¢ is a quantifier-free formula with constraints and assumptions encoding

states of P,

the transition relations of P,

invariants of P, and
« ranking function properties strict decrease and boundedness (as above).

As it turns out these second-order existential formulas are subsumed by the problem
definition of SyGuS as introduced in Section 2.2.1. It therefore seems natural to
extract ranking function synthesis problems as SyGuS problems and use SyGuS—-IF
as an interface to different solvers. This is one of the contributions of this chapter.

We introduce an automatic construction of a formula ¢ from a Java program
P that encodes the aforementioned properties. We employ a large amount of
well-known standard procedures from program analysis to achieve this. Using ¢, we
construct a SyGuS problem such that any solution is a correct ranking function for
P — proving its termination. We implement this automatic translation in a tool
called RESynth and use cvc5 as well as the reinforcement learning based solver
presented in Chapter 4 to solve the resulting SyGuS problems. To evaluate this
approach, we run an experimental evaluation on a set of termination benchmarks
that comprises different problems from literature as well as problems we found
to be challenging for state-of-the-art tools.

In summary, the novel contributions of this chapter are:

o We present a technique for generating SyGuS problems with semantic specifi-

cations that model ranking functions from given programs.

o We provide an implementation called RESynth that generates SyGuS—-IF

problems from Java programs.
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o We identify a set of termination problems that state-of-the-art termination
provers have difficulties solving. These usually involve disjunctions and non-

linear loop guards.

o We then test and compare RFSynth with cvc5 as a backend to state-of-
the-art termination tools by applying them to standard termination problem
sets. In addition, we also run our experiments on the aforementioned set of

termination problems containing disjunctions and non-linear loop guards.

5.1 Background on Program Analysis

In Chapter 2, we already discussed how to generate first-order logic formulas Ty
and Ay describing loop transition relation and auxiliary invariants, respectively.
With these, we can now reason about programs. It is important to note, however,
that, due to the inherent difficulty of program analysis, formulas describing Ty and
Ap are usually over-approximations. The relationships between the different sets
of states are shown in Figure 5.1. S is the set of all possible variable assignments
to the program variables (i.e. states). The set L is exactly the set of all states
that are possible in the given program. Since the exact characterisation of L is
usually undecidable, we approximate this, using the intersection of Ty and Ap.
The striped area represents the states legal by the conjunction (i.e. intersection)
of Ty and Ay but that are not possible in the program we analyse. Hence, this
area represents the difference between the over-approximation and the actual set.
This approach is sound, as any property we prove about Ty A Ay also holds for
L. In software verification, common properties of interest include but are not
limited to, safety, reachability, as well as a lack of common bugs such as under
and overflow, memory leakage, etc.

The verification task we are interested in is termination as introduced in Sec-
tion 2.3.2. In Chapter 3, we discussed multiple tools that implement different
techniques for proving termination. We will focus on termination analysis via

ranking functions. A ranking function as in Definition 2.3.4 is a function mapping
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Figure 5.1: Venn diagram of all states S, all possible states according to the program L,
all states defined by the transition constraints Ty, and all states defined by the auxiliary
invariants Ag.

states to a well-founded order. To facilitate verification procedures, we take the set of
integers as the co-domain of the ranking function. Since the set of whole numbers is
not well-ordered, we will further impose a non-negativity restriction. In combination,
we now have that a function f : S — Z is a ranking function for a program P with

states S, loop head transition relation Ty, and auxiliary invariants Agy if

Vs, s Ty(s, s ) NAu(s) = f(s) > f(s') A f(s) > 0. (5.1)

Usually, s and s’ are restricted to be elements of S. However, we will assume
that this is covered by the construction of Ty and Ay, meaning that if 5,8 € S
then Ty(s,s’) A Ag(s). In Formula 5.1, we use > as the default order on the
integers. Once we work with multiple loop headers (i.e. where |H| > 1) we will
also introduce lexicographic ranking functions that map to tuples of non-negative
integers rather than single non-negative integers. In this case, we replace > by
the lexicographic order >zx. In either case, the following theorem is a concrete
version of Theorem 2.3.3 connecting loop head transitions, auxiliary invariants, and

ranking functions to the termination of programs.
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Theorem 5.1.1. Let P be a program with states S, loop head transition relation
Ty with |H| = 1, and auxiliary invariants Ag. If there exists a ranking function f

satisfying Formula 5.1 then P is terminating.

Proof. Let us assume the existence of a ranking function f satisfying Formula 5.1.
We will show by contradiction that P must be terminating. Hence, assume that P
is non-terminating and therefore has an infinite run sg, sq, s2,... with all s; € S.
By Theorem 2.3.1 there exists an infinite subsequence s;,, s;, Si,, ... such that
Tw(8i;, 54,,,) holds for all s;, in the subsequence. Furthermore, by the definition of
auxiliary invariant (cf. Section 2.3.1) we have that since s;, occurs inside a loop the
auxiliary invariants hold (i.e. Ag(s;;) is true). We therefore have that since f is a

ranking function satisfying Formula 5.1 every s;. in the subsequence satisfies

Now, consider the following infinite sequence of integers f(s;,), f(Si,), f(Siy)y----
This sequence is strictly monotonically decreasing and therefore has no least element.
Furthermore, each element is non-negative. This contradicts the well-foundedness

of the non-negative integers. O

For lexicographic ranking functions the argument is analogous but with the
additional application of Theorem 2.3.2. In either case, Theorem 5.1.1 shows that
proving the existence of a ranking function is a sufficient condition for proving
termination of a program. This theorem builds the foundation of the remainder
of this chapter, as we will focus on different techniques of synthesising these

ranking functions.
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5.2 SyGuS Problems for Termination Analysis

Let P be a program that we want to show terminating. For simplicity, we will
also assume that P is restricted to unbounded integer and boolean values without
nested loops. In addition, let Ty and Ay be the corresponding first-order formulas
describing P’s loop head transition relation and auxiliary invariants as described

in Section 5.1. We now construct the following SyGuS problem @Q:

Definition 5.2.1 (SyGuS Ranking Function Synthesis). We define the ranking

function synthesis problems in terms of a SyGuS problem Q) = (T, G, ¢, f) as follows:

T is the theory ALL.

o (G is the free grammar x5 (cf. Section 2.2.1) generating all legal terms in 7.
e ¢ is equivalent to Formula 5.1.

o f is a function variable of type S — Z.

Any solution to () satisfies the semantic constraint ¢ and must therefore be a valid
ranking function. Hence, by Theorem 5.1.1, this means that the original program
P must be terminating. Note that if no solution is found, we cannot draw any
conclusions about the termination of P since Ty and Ay are over-approximations
as explained in Section 5.1.

Assuming functions to extract auxiliary invariants and transition relations
have been implemented, Definition 5.2.1 gives rise to Algorithm 5 that simply
constructs the corresponding SyGuS problem. We implement a tool, RESynth, that
implements Algorithm 5 and all required sub-procedures on input Java programs.
As output, RESynth produces a SyGuS—IF problem. Example 5.2.1 shows how
this procedure works in practice. One of the advantages of constructing SyGuS—-IF
problems is that we can use any tool that accepts this standardised format as input.
This includes cve5 as well as the reinforcement learning based tool presented

in Chapter 4.



5. Application of SyGuS: Termination Analysis 83

Algorithm 5: Generate Ranking Synthesis

Data: Program P

Result: SyGuS problem (T, G, ¢, f)

Ap < auxiliary_invariants(P);

Ty < loop_head_transition(P);

¢ =Vs,8. Ty(s, ') NAr(s) = f(s) > f(s') N f(s) > 0;
return (ALL, g, ¢, f);

(set-logic ALL)
(synth-fun £ ((x Int) (y Int) (z Int)) Int)

declare-var xP Int)
declare-var z!3 Int)
declare-var x!15 Int)
declare-var y!0 Int)
declare-var x!M4 Int)
declare-var zP Int)
declare-var J9 Bool)
declare-var yP Int)

(
(
(
(
(
(
(
(

; Loop head transition

(assume (= J9 (<= x!'M4 z!3)))
(assume (= x!15 (+ (= 2) x!'M4)))
(assume (=> (not J9) (= xP x!15)))
(assume (not J9))

; auxiliary invariants

(assume (= z!3 y!0))
(assume (= y!0 yP))
(assume (= z!3 zP))

;7 ranking constraints

(constraint (> (f x!'M4 y!0 z!3) (f xP yP zP)))
(constraint (>= (f x!M4 y'!'0 z!3) 0))
(check—-synth)

Figure 5.2: Ranking function synthesis problem stated in SyGuS-IF.
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Example 5.2.1 (Ranking Function Synthesis as SyGuS problem). Consider the
following code snippet that we already used in Section 2.3.1 where x, y, z are

integers with a non-deterministic initialisation.

int x = %;

int y = %;

int z = %;

Z =Y

while (x > z) {
X =X - 2;

The resulting ranking function synthesis problem according to Definition 5.2.1
stated in SyGuS—1IF is shown in Figure 5.2. After setting the logic to ALL we
declare the synthesis target £. Since the program has three integer variables, we
describe any state with a triple of integers (x,y, 2) € Z x Z x Z. Therefore, f is
a function of type Z x Z x Z — Z. Further since we do not want to restrict f
syntactically, we omit the grammar specification. After the target definition, we
need to declare the universally quantified variables that we need to describe states,
transition relations, and invariants. To encode Formula 5.1, we use the assume
and constraint commands provided by the SyGuS—IF standard. To this end,
we first add the loop head transition relation relating the variables before the
transition x!M4, y!0, =z!3 to the variables xP, yP, =zP after the transition.
These expressions correspond to the expressions obtained in Section 2.3.1 packed
into assume-commands. Similarly, we add the auxiliary invariants to the list of
assumptions. Finally, we add the ranking constraints: strict decrease between two
states in the transition relation, and boundedness by 0. For the former, we use the

variables describing the state before and after the transition:

(constraint (> (f x!'M4 y!0 z!3) (f xP yP zP)))

For the latter, we impose a non-negativity as follows:

(constraint (>= (f x!M4 y!'0 z!3) 0))

The resulting problem in the SyGuS—IF format can be given to any compatible

SyGusS solver. In particular, using cvc5, we obtain the following solution:
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(define-fun f ((x Int) (y Int) (z Int)) Int (- x z))
)

In conclusion, we have proven the input program to be terminating and provide the

ranking function z — z as a certificate of termination.

5.3 Termination Analysis Problem Sets

As mentioned, termination analysis is an important problem in program analysis
with historical roots at the very inception of computer science as a field of study.
These days, many program analysis tools support termination as one of the base
analysers and new techniques are continuously developed. To test the efficacy of
new techniques as well as compare tools, annual competitions are organised. The

two main competitions that feature termination analysis are
« Competition on Software Verification (SV-COMP) [204], and
o Termination Competition (TermComp) [205].

The former is a competition focused on software verification that also features
competitions in other problems from software verification, such as memory safety,
overflows, safety, etc. The latter is geared towards termination and complexity
analysis of programs in general purpose programming languages as well as other
models of computation. These include term rewriting and integer transition systems.
Both competitions offer continuously growing benchmark sets collected from different
sources. These problem sets allow researchers to test the efficacy of newly developed
techniques and tools.

To evaluate the techniques presented in this thesis we collect a set of terminating
benchmark programs to test our tools against. First, we collect problems from pre-
existing problem sets of TermComp and SV-COMP. In particular, we focus on the
two problem sets Aprove_09 from TermComp and term-crafted-1it from
SV-COMP. The latter comprises problems from literature on termination analysis,

which are given as C code. Both problem sets are publicly available and cover a wide
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variety of termination and non-termination problems as well as software verification
in general. From these sets, we discard the non-terminating programs as they do not

have ranking functions. We further restrict the set to only contain programs that
e have deterministic loops,
« use integer and boolean types,
e have a maximum of two nested loops, and
e have no function calls in the loops.

Deterministic loops in this case means that everything except for the initialisation
of the program needs to be deterministic. After dropping problems due to the afore-
mentioned constraints, we are left with 72 problems from term-crafted-1it
(originally 159) and 38 problems (originally 76) from Aprove_09. Both sets
contain problems with nested loops. We translate the problems into Java by hand.
In addition, we also split the main functions’ bodies into an initialisation and
loop part. Note that this purely syntactic change does not alter the difficulty of
determining termination of a program.

Existing tools in many cases are developed and continuously tested along the
benchmark sets from the competitions. Hence, they are very good at solving these
benchmarks. In fact, some problems might come from literature that introduces
techniques implemented in some of the tools. As a result, there is a bias where
termination analysers might perform significantly better on competition problems
than “in the wild”. To challenge them on “unseen” problems as well as showcase
notable strengths and weaknesses we also create an additional problem set, called
NEW. The problems in this set mostly exhibit the following two weaknesses that

we identified in state-of-the-art tools;
 disjunctive loop guards, and

» non-linear loop guards with linear behaviour in the bodies.
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int m = %;

int n = %;

int a = 0;

int b = 0;

while (a * b <= n or a * b <= m) {
a=a+ 1;
b=Db+ 1;

Figure 5.3: Code snippet that has a non-linear and disjunctive loop guard but where
the body exhibits “linear” behaviour (i.e. an increase by one for a and b).

An instance of a loop that exhibits behaviour that falls into both of these categories
is shown in Figure 5.3. The loop has a guard that is disjunctive as well as non-linear.
Both disjuncts contain the non-linear expression a * b where neither a nor b are
constants. At the same time, the loop body has linear behaviour as each iteration
only sees one increment for each a and b. The set NEW contains a total of 14
problems showcasing non-linear loop guards with linear bodies and disjunctive loop
guards. In Appendix B we present additional problems from this dataset.

To summarise, in the remainder of this thesis, we will test termination analysis

techniques on the following benchmark sets
e Aprove_09 (TermComp),
e term-crafted-1lit (SV-COMP), and
o NEW (created by us).

In total, we have 124 problems 18 of which contain nested loops. The exact

numbers are shown in Table 5.1.

TermComp SV-COMP NEW Total

no nesting 31 61 14 106
nested 7 11 0 18
total 38 72 14 124

Table 5.1: Termination analysis benchmark sets with the number of problems without
and without nesting for Aprove_09 (TermComp), term-crafted-1it (SV-COMP),
and nuTerm-advantage (nuTerm).
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5.4 Experimental Evaluation

In this section, we will evaluate SyGuS based ranking function synthesis. We
conduct an experimental evaluation using problems discussed in Section 5.3 without

nested loops and answer the following research questions:
RQ1 Can SyGuS be used to synthesise ranking functions in termination analysis?
RQ2 Does SyGuS based ranking function synthesis advance the state of the art?

To answer the first question, we use the prototype RESynth to generate SyGuS
problems corresponding to the ranking function specification. Once extracted,
we use cvch to solve the resulting SyGuS problems. In addition, we also apply
¢ser, the reinforcement learning based solver developed in Chapter 4 to the
problems. In this case, we also add an explicit theory grammar to the SyGuS
problem definition. We omit this when using cvc5 to allow the tool to perform all
possible optimisations. To answer RQ)2, we compare vTerm to Ultimate [164],
Aprove [159], and DynamiTe [153], which, collectively, represent the state of

the art in termination analysis.

Setup: The experiments were conducted on Linux Kernel 5.15 running on an Intel
Core i7 5820K at 3.3 GHz with 16 GB RAM. We ran all tools with a timeout of
60 seconds for each problem. Since Ultimate [164] and DynamiTe [153] do not

support Java code as input we ran the experiments on the C versions of the problems.

5.4.1 Results

Can SyGuS be used to synthesise ranking functions in termination
analysis? In total, cvc5 produces ranking functions for 73 out of the 106 problems
without nested loops. A more detailed breakdown of the results is shown in Table 5.2.
We solve 22 of TermComp’s Aprove_09 problem set, 44 (72.1%) of SV-COMP’s
term-crafted-1it problem set, and 7 of our own problems. In contrast, using
our own MCTS based solver ¢ser, we solve 64 problems, overall. Note that in

both cases we use the same algorithm to generate the SyGuS problems. The only
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difference is that in one case we use cvc5 as a backend solver and in the other,
we use ¢ser. Given that overall, using cvc5, we solve 73 problems which is an

efficacy of 68.9% we answer RQ1 in the affirmative.

TermComp SV-COMP NEW Total
# tot. 31 61 14 106

RFSynth/cvch 22 % 44 721% 7 50% 73 68.9%
RFSynth/¢ser 20 64.5% 38 59% 6  42.9% 64  62.3%
AProVE 27 87.1% 54  88.5% 3 21.4% 84  79.2%
Ultimate 27 87.1% 52 83% 1 71% 80  75.5%
DynamiTe 27 87.1% 40 65.6% 7 50% 74 69.8%

Table 5.2: Results of running RFSynth with cve5 and ¢ser as well as other state-of-
the-art tools on all benchmarks without nested loops.

Does SyGuS based ranking function synthesis advance the state of
the art? To compare with the state of the art, we also ran Ultimate [164],
AProVE [159], and DynamiTe [153] on the same benchmarks. The results are also
shown in Table 5.2. We observe that RESynth in either configuration performs
worse compared to the other tools on the TermComp problem set. Meanwhile, on
the SV-COMP data set, we solve 44 and 38 problems using cvc5 and ¢ser as
SyGus solvers, respectively. On this problem set AProVE comes in first (54 solved
problems), with Ultimate close second (52 solved problems) while DynamiTe
only solves 40 problems. Finally, on the NEW set, we solve 7 and 6 problems while
DynamiTe also solves 7. Here, the remaining tools scored significantly lower, with
AProVE solving 3 and Ultimate only solving 1. Compared to other tools, we see
that SyGuS based termination analysis does not outperform state-of-the-art tools
on any of the data sets. Nevertheless, we were able to outperform DynamiTe on
the SV-COMP data set. Furthermore, on the NEW set we solve significantly more
problems than either AProVE or Ultimate. However, we are unable to identify
a class of problems where SyGuS based termination analysis clearly outperforms
competing termination analysis tools. This leads us to conclude that using SyGuS
solvers to produce ranking functions leads to comparable results but does not

advance the state of the art. Thus, we answer RQ2 in the negative.
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5.4.2 Discussion

The experimental evaluation showed that SyGuS based techniques can be used to
synthesise ranking functions effectively. Using cvc5 as a SyGuS solver, we were able
to solve 68.9% of all problems. In this approach, we have a clear separation of fronted
(i.e. generation of SyGuS problem) and backend (i.e. solving of SyGuS problem).
The two parts use SyGuS—IF as an interface language. This approach can be seen
as a double-edged sword: On one hand, due to the fact that these backend solvers
need to be applicable to general SyGuS, domain specific knowledge about ranking
functions cannot be exploited. This drawback will be addressed later. On the
other hand, we can use different backend solvers for the resulting problems that
incorporate many optimisations, techniques, and theory specific tricks. For example,
cvc5 is an enumerative solver, making it easy to solve SyGuS instances with small
solutions even if the problem exhibits “complex” (e.g. non-linear) behaviour. Such

an instance can be seen in the following loop:

int n = %;

int a = 0;

while (a *x a * 4 <= n ) {
a=a+1;

}

Although the loop guard is non-linear, the ranking function is linear. In fact, cvc5h

produces the following ranking function:
n,a+—n-—a

The resulting ranking function is very short, making it easy for cvc5 to find
despite having to use non-linear arithmetic while Ultimate and AProVE are
unable to prove this function terminating. Interestingly, cvc5 is also able to
synthesise complex ranking functions with branching (i.e. if-then-else expressions).

For example, we are able to synthesise the ranking function
n,a,br—ite (a <b) (n—a) (n—>b)

for the following code snippet:
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int n = %;

int a = 0;

int b = 0;

while (a * a <= n or b <= n) {
a=a+1;
b=Db + 1;

This problem is part of the NEW set and none of the competing tools were able
to show this terminating. Nevertheless, unique solutions — solutions that are
only solved by our tool — are rare. This is no surprise as the results presented
in Section 5.4.1 show that this SyGuS based approach has only limited efficacy
compared to other tools and does not improve on the state-of-the-art in any
particular class of problems. One of the reasons for the poor performance compared
to competing tools can be attributed to the maturity of those tools. AProVE and
Ultimate in particular, are sophisticated pieces of software that have been in
active development for over a decade. However, SyGuS based termination analysis
exhibits more fundamental limitations that are inherent to the approach. The main

drawbacks can be summarised using the following categories:

Lack of Domain Knowledge: This is the main drawback that we also mentioned
earlier. SyGuS solvers are usually designed to support the whole specified standard.
This allows for a general applicability of the solvers. However, the downside of this
is that the solvers cannot make use of domain specific knowledge that might make
the problem at hand more tractable. Conversely, techniques developed for general
SyGuS might not be applicable to the domain of ranking function synthesis. This
applies, for example, to the single invocation fragment [206] that cvc5 is good at
handling but cannot be applied to ranking function synthesis. In Chapter 6, we
will address this issue and devise a machine learning based method that exploits

domain knowledge in ranking function synthesis.

Insufficient Invariants: When generating the SyGuS problem, we model the

program behaviour with auxiliary invariants Ay and transition invariants Tp.
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These invariants need to be generated automatically. This can be problematic, as
invariant synthesis in itself is a difficult problem and a matter of active research.
This dependence is a major drawback as it requires us to solve a hard problem
— invariant generation — before we solve the resulting synthesis problem, which

is also a hard problem.

Large Size of Solutions: As discussed in Chapter 3, most SyGuS solvers
are based on enumerative search. In our case, we use the free grammar (cf.
Definition 5.2.1), which means that enumerative solvers will have difficulties finding
expressions of large depth (i.e. large term size). Similarly, if the synthesis target
has a large number of arguments, we also impede enumerative solvers. As a result,
if input programs have many variables, enumerative solvers will also struggle to
enumerate expressions. This problem persists even if the “correct” ranking function
is simple (i.e. linear). In some cases, static analysis could be used to mitigate these

issues. However, this would add another layer of complexity.

5.5 Threats to Validity

In this chapter, we developed a technique for ranking function synthesis for
termination analysis based on SyGuS. We test this approach by evaluating an
implementation of the presented techniques on a set of pre-existing benchmarks
as well as a newly created set of problems. Such an empirical approach comes
with threats to its validity. Apart from the obvious — incorrect implementations —
there are also more subtle biases that can occur. In the following, we discuss some

threats to the validity of this type of experimental evaluation.

Existing Benchmark Bias: All our claims depend on the choice of benchmark
programs which were selected from pre-existing sets as discussed in Section 5.3.
The problems we consider only make use of a small subset of Java and may not
be representative of software that termination analysis may be applied to. Usually,

programs are more complex and require more sophisticated techniques to analyse
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their behaviour. For example, the programs we analyse do not make use of complex
data types or concurrency. However, a comparison with state-of-the-art software
in termination analysis shows that even these restrictions lead to benchmark sets

that pose difficulties for state-of-the-art tools.

New Benchmark Bias: To evaluate the performance of our method, we create a
new benchmark set NEW which falls under the same restrictions as the old benchmark
set. These benchmarks were created by us specifically to showcase some weaknesses
of existing tools. This introduces a bias against existing tools and techniques. To
allow for a fair comparison, we also report on results for each of the data sets
individually. Furthermore, most problems in the NEW problem set have disjunctive
conditions and non-linear behaviour. While we believe that both features are
important in commodity software, it remains to be quantified how large the benefit

of supporting these features is on a larger repository of software.

Invariant Generation: As mentioned in Section 5.4.2, one of the drawbacks of
the presented method is that we require an adequate set of transition and auxiliary
invariants. The results of an end-to-end termination analysis are dependent on
the quality of these invariants, and the tools we compare with use a variety of
different approaches to solve this problem. Our tool uses simple methods based
on heuristics for generating invariants as discussed in Section 5.1. Applying our
method to a wider range of programs may require more sophisticated techniques

for invariant generation.

5.6 Related Work

Unsurprisingly, we are not the first to make the connection from ranking function
synthesis to SyGuS. Apart from other related work presented in Chapter 3, the
contributions in this chapter build on [8] where a decidable fragment of synthesis
problems is used to synthesise ranking functions. The synthesis problems are stated

in a subset of the C programming language and the search space of functions is
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a language based on a reduced instruction set (RISC). To compare, the authors
also translate a small subset of the benchmarks to SyGuS—-IF by hand. Hence,
a comparison to our work is not tractable.

Similarly, in [114] the authors use a grammar driven technique to synthesise
loop bounds for Constrained Horn Clauses (CHC). These loop bounds are stated
using a grammar allowing linear expressions over the program variables. Once
synthesised, a CHC solver is used to check the validity of the proposed loop bound.
Neither of these synthesis based termination analysis techniques automatically
generates SyGuS—IF problems from source programs. In contrast, we present an
end-to-end translation from Java programs to SyGuS problems. This allows us to
use highly engineered and optimised off-the-shelf solvers supporting SyGuS—-1IF,
such as cvc5. By minimising the restrictions, we allow the backend solver to
perform as many optimisations as possible.

Many other techniques that do not make use of SyGuS have been developed
for ranking function synthesis and termination analysis. We refer to Chapter 3

for more detalils.



Neural Termination Analysis

In the previous chapter, we showed how function synthesis in the form of SyGuS can
be used in proving termination of computer programs. However, an experimental
evaluation has shown rather modest results. We hypothesise that one of the main
limitations of this approach is the inability to utilise domain specific knowledge.
In this chapter, we will present a solution to ranking function synthesis that
builds on this hypothesis and exploits domain specific knowledge. By using the
target programs to generate execution traces we are able to obtain an arbitrarily
large amount of data describing the behaviour of the program. This allows us
to employ neural networks to help synthesise ranking functions. This is also a
solution to the data scarcity problem, as mentioned in Chapter 4, for the restricted
setting of ranking function synthesis. The main contribution of this chapter is
the development of a framework called Neural Termination Analysis (NTA) that

is based on the principle that

finding a valid proof is harder than checking that a given proof is valid.

In our case, we use machine learning to “guess” a ranking function, followed by
symbolic reasoning to “verify” it. Formally, this means that instead of proving the

existence of a ranking function with the second-order formula
af. V2. ¢

95
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as in the previous chapter, we train a neural network to act as a candidate ranking
function f . Once training has concluded, we verify the proposed ranking function

by proving the simpler first-order formula

VZ. O[f — f]. (6.1)

The candidate ranking functions are trained on data generated from execution traces.
To check whether a given candidate neural ranking function (NRF) f is correct (i.e.
proving the aforementioned first-order formula), we use a satisfiability modulo theory
(SMT) solver in conjunction with standard program analysis techniques discussed
in Section 5.1. Thus, Neural Termination Analysis as a framework combines the
three phases; data generation, learning, and verification to effectively train neural
networks to act as ranking functions. The novelty of this work derives from the
learning phase and how the other phases play into it. We provide concrete neural
architectures and loss functions for training monolithic and lexicographic ranking
functions. We implement these ideas in a proof of concept tool called vTerm
to conduct an experimental evaluation with termination benchmarks established
in Chapter 5. This demonstrates that the method is effective: most loops can
be proven to be terminating using very small neural networks with at most a
thousand tracing runs. Using a neural network with just one hidden layer and a
straightforward training routine, this method discovers neural ranking functions
for over 78% of the benchmarks. Our method subsumes a broad range of existing
termination analysis strategies: not only do we discover linear ranking functions, but
also ranking functions for problems that require piece-wise linear or lexicographic
termination arguments [152, 164]. We observe that the ability of neural networks
to represent non-linear functions enables termination proofs for programs that go
beyond what the state of the art can handle. In particular, programs that use
disjunctive or non-linear loop guards are proven terminating just as easily by our

new technique. To summarise, the novel contributions of this chapter are:

o The designing of Neural Termination Analysis as a method of using machine

learning for termination analysis.
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o We present machine learning primitives such as loss functions and neural

network architectures that are suitable for NTA.

o We implement NTA with a tracing set-up, neural network architectures with

training procedures, and verification procedures using SMT.

o We test the efficacy of NTA on a standard set of benchmarks. By incorporating
problems that state-of-the-art tools struggle to solve, we present the strengths

of NTA.

6.1 Motivating Example

Many sound but incomplete techniques for determining termination of programs
have been developed. As discussed in Chapter 3, these methods range from applying
Farkas’ lemma over recurrence relations all the way to term rewrite systems. Notably,
in Chapter 5, we use ranking functions to prove termination of programs. It turns out
that, for various reasons, many of these methods have trouble proving termination
of programs that involve non-linear constraints or disjunctive loop guards. As

an example of such a loop guard, consider the snippet in Figure 6.1. It is not

int x = %;

int y = %;

int z = %;

while (x < y or x < z) {
xX++;

Figure 6.1: Loop with a simple increment in the loop body and disjunction in the loop
guard.

difficult to convince yourself that this loop will terminate for every initialisation
of the variables z, y, and z. However, actually proving that it terminates by
providing a ranking function might not be as straightforward as it seems. Even

though the loop guard only involves a disjunction of linear constraints, a linear
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ranking function is insufficient to prove that this loop terminates. Naively, one

might believe that the mapping
T,Y, 2 — —X

is a correct ranking argument because it decreases with every loop iteration; however,
it is not bounded from below. Hence, for any lower bound for x we can find a legal

program state where x is below that bound. Similarly, for the mapping
T,Y,z2—=>Yy+z—1x,

we can again always obtain a value that is smaller than any given constant coefficient
with an adversary initialisation of z, y, and z, assuming they can be any unbounded
integer. In fact, under this assumption, no linear combination of z, y, and z is a
valid ranking function for this loop. However, by increasing the space of possible

functions, we can find the following ranking function for the above loop:
x,y, z — max{y — z,0} + max{z — x,0}. (6.2)

This function decreases in every iteration and is non-negative for every valuation
of z, y, and z, meaning it is bounded from below by zero. Hence, this constitutes
a correct ranking function that proves Figure 6.1 terminating. It turns out that
synthesising this ranking function is already out of reach and too complex for the
methods developed in Chapter 5. However, if we are given the ranking function from
(6.2), it is easy to prove that it is a solution to the resulting SyGuS problem and
therefore a correct ranking function. For example, the define—fun expression in
Figure 6.2 represents the function (6.2) by making the max operation explicit. Using
SMT solvers it is easy to prove that the presented solution is correct. This once
again underlines the principle that verifying a solution candidate is significantly
easier than coming up with a correct solution.

The main contribution of this chapter is a method for using neural networks to
“guess” ranking function candidates, followed by formal methods to “check” these

candidates. To this end, consider that neural networks are simply a different way
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(
(define—-fun £ ((x Int) (y Int) (z Int)) Int
(+
(ite (> (- y x) 0) (- vy x) 0))
(ite (> (- z x) 0) (- z x) 0))

Figure 6.2: SyGuS-1IF solution for the ranking function synthesis problem produced by
the snippet in Figure 6.1.

of representing functions. And since ranking functions are just that — functions,
we can use neural networks to represent them. For example, the ranking function
described in 6.2 is equivalent to the neural network shown in Figure 6.3. In the
remainder of this chapter, we will introduce and evaluate methods for synthesising

such ranking neural networks. We argue that neural networks are a powerful model

Figure 6.3: Neural network representing the function max{y — x,0} + max{z — z,0}.

to represent ranking functions of non-trivial programs. For example, loops that
include disjunctions in their loop guards are not rare. Similar behaviour can be
induced by conditional control flow, early breaks or by throwing exceptions. Suffice
it to say that the following loop is semantically equivalent to the previous loop
with a disjunction in the loop head:

while (true) {
if (x >= y and x >= z)
break;
X++;



100 6.2. Neural Termination Analysis Framework

Moreover, we also argue that decoupling the process of guessing ranking functions
from checking them enables us to effectively discover termination arguments for
programs that involve non-linear constraints. As it turns out, neither AProVE nor

Ultimate can determine with limited time that the following loop terminates:

while (x*x*x < y) {
X++;

By contrast, our method learns and verifies the ranking function max{y — x,0}

in less than a second.

6.2 Neural Termination Analysis Framework

We propose neural termination analysis as a framework for termination analysis
using neural networks as ranking functions. Figure 6.4 depicts a rough outline of
the framework consisting of the three stages: tracing, learning, and verification.
Neural networks are first trained to act as ranking functions using execution traces
and subsequently verified using the program code. Thus, the three stages of

Neural Termination Analysis are
1. the tracing/sampling strategy,
2. the neural network architecture with training setup, and
3. the verification procedure.

Notably, these steps are independent of each other. This means that changes to the
learning setup only require a change in the second step. This may occur, for example,
when considering different network models, learning frameworks, and training setups.
Similarly, considering different input languages or alternative verification procedures

only requires a change in the verification and (potentially) tracing procedure.
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Verification \Y, —
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Figure 6.4: Schema of the entire Neural Termination Analysis framework consisting of
tracing, training, and verification.
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Tracing: In the first step depicted in Figure 6.4, we collect execution traces for a
given program P that we want to show terminating. These execution traces are
subsequently used as training data to train the neural ranking functions. These
traces are obtained by first generating test input data for P and then taking memory
snapshots during the execution of P with the generated test input data. Since
the training phase exclusively works with these execution traces, it is important
that they adequately represent the behaviour of the program P. We will discuss

this step in more detail in Section 6.3.

Learning: In the second step, we use the execution traces from the previous step to
train neural networks to become neural ranking functions. Like conventional ranking
functions, neural ranking functions also need to be decreasing along consecutive
program states and bounded from below. The training procedure minimises a
loss function that punishes neural networks that do not decrease over the sampled
observations. Hence, the decrease of the neural ranking functions is induced during
the training of the networks. The second condition, boundedness from below,
is induced through the network architecture. We use neural architectures with
Rectified Linear Units (ReLLU) as activation functions. These ensure that the neural
network’s output is bounded from below by 0. If the training is successful, we are
left with a neural network that satisfies the conditions of a ranking function for all

collected execution traces. In Section 6.4 we discuss this step in more detail.

Verification: Finally, we now have a neural network that, if training has concluded
successfully, satisfies the ranking conditions for all collected execution traces.
However, we also need to assert that the neural ranking function generalises to all
possible executions, not just the sampled executions from the first step. To this end,
we encode the neural network symbolically and use formal verification procedures
discussed in Section 5.1 to check the correctness of the neural ranking function using
SMT solvers. Upon an affirmative result, we conclude that the program terminates;
upon a negative result, we return an inconclusive answer, that is, the program may or

may not terminate. The verification procedure guarantees that our method is sound.
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The combination of a particular tracing and sampling strategy, neural archi-
tecture, and verification procedure is an instance of our approach, which offers
a flexible and extensible termination analysis framework that combines tracing
methods, neural networks, and symbolic reasoning. In the following, we will describe
each of the three stages in that order. We will draw our main focus to the second

step — learning — as that constitutes the main contribution of this chapter.

6.3 Tracing and Data Generation

The first stage of NTA is concerned with generating and preparing data from the
target program such that it can be used for training neural ranking functions later
on. The input of this stage is a program that we want to show terminating, while
the output is a family of sets D = {Dy,,...,D,,_,} where each D, is a set of
feature vector pairs (o, 041) representing related states ¢ and ¢ + 1 at location ;.

These state pairs are obtained by
1. sampling input data for the given program,
2. monitoring the program’s execution, and
3. taking memory snapshots every time a loop head is reached.

Finally, some data wrangling is performed to get the final data set D. In the
following, we will describe each of the steps in more detail. The work in this
section, while laborious in its engineering, does not describe any novel research
contribution. We will therefore not go into much detail and refer to Appendix C

for more engineering details.

6.3.1 Input Sampling

In order to generate program runs and traces, we need to define an initial state. In
other words, to execute a function, we need to provide arguments (i.e. inputs) to the
function. Since these traces are later used to train ranking functions, we want them

to contain as much “information” about the loop’s behaviour as possible. One way to
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quantify the quality of a set of traces is by considering their coverage. As an example,

consider the following loop guard from the motivating example in Section 6.1:

while (x < y or x < 2z)

If our data was collected from program runs with initial states where x > z is always
the case, then it would appear as if the loop only had the guard x < vy instead of
the whole disjunction x < y or x < z. Similar issues can arise when considering
loop bodies with some form of branching (e.g. if-then-else constructs). Therefore,
to avoid introducing any biases, we randomly sample input data from a normal
distribution. This simple technique is facilitated by the fact that we work with
programs that fall under the restrictions described in Section 5.3. Hence, we do not

have to consider the case of complex data types and how to randomly generate them.

Related Area of Research: Many sophisticated techniques for automated
generation of inputs optimising for coverage or other properties have been developed.
Such techniques include but are not limited to usage of symbolic execution and
model checking [207-209], fuzzing [210, 211], and reachability analysis [212]. Some
techniques also use random sampling as a main driver behind input generation [213,
214]. In comparison, our generation of input data using random sampling is fast
and does not require any static analysis. In this work, we refrain from using
more sophisticated techniques. The effect that applying these techniques has on

the results remains future work.

6.3.2 Generating Traces

In this section, we define execution traces and describe how they are generated from
a given program P using arguments generated with the aforementioned techniques.
As in Section 2.3.1 we let H be the set of all loop head locations of P.
Intuitively, a program trace is simply a representation of states in specific
program locations (in our case these are the loop head locations) occurring in a
run of that program. A program run as defined in Section 2.3.1 is a sequence of

states related by the program’s transition relation. Therefore, a program trace
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can be thought of as a representation of a sub-sequence of a program run. We use
the term “representation” since abstract program states defined in Section 2.3.1
are not amenable to learning models. Hence, we need to find a representation or
feature vector of these states that can be used by learning models. We address this
issue by constructing an embedding, defined by means of an observation function.
An observation function w : S — R" extracts vectors of numerical values (i.e.
feature vectors) from program states. Since the programs we consider only contain
numerical data, we can assume that w simply maps a state s = ([, v) to a vector

containing the values of the variables in memory as follows,

w((l,v)) = [v(vary),..., [v(var,_1)]. (6.3)

The symbols vary...,var,_; are all variables occurring in the program in some
fixed order. A trace is only a sub-sequence of an entire run of a program. Depending
on what we want to analyse we may only consider states in certain locations. For
termination analysis in particular, as described in Section 2.3.2, we care about states
at loop head locations so that we can find a ranking for the loop head transition

relation. We therefore define a trace for each loop head as follows:

Definition 6.3.1 (Program Trace). Let r = [sg, s1, . . .| be a finite run of a program
P with initial state sy = (lp, vo) and let [ be the location of the loop head with guard
G'. Now consider the sub-sequence 7, = [s;,, Si,, - .. ] of r consisting of all states
in r with location [. Let L be the set of all mazimal substrings of r; for which G
continuously holds. Formally, L consists of substrings [(I, vy, ), (I, vi, ), - - -5 (I, Vi )]

of r; such that,

Sig_1 I?A G7
Sipnt1 I# G?

,,,,,

We now define the program trace T, for loop [ with input values vy as the set

Tivo = {lw(ao),w(ar),...]| [ao,a1,...] € L}.

We use the notation s = G to denote that a state s satisfies a guard G.
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Intuitively, a program trace for location [ is simply a program run that only
considers states in [ embedded into R™. Definition 6.3.1 seems more complicated
than necessary. Indeed, for single loops, a simpler definition would suffice but the
definition also covers the case of nested loops. Examples 6.3.1 and 6.3.2 showcase
this difference. In spite of this seeming complexity, collecting program traces for
single loop as well as nested loop programs is straightforward and can be done by
means of monitoring the program execution. This procedure is comparable to a
debugger with breakpoints at the location I. Hence, it is no surprise that in our
implementation we use tooling that is also used for building debuggers. For more

details on the implementation, we refer to Appendix C.

6.3.3 Data Wrangling

In the following, we describe a procedure to generate a data set consisting of
pairs of feature vectors that can be used to train neural ranking functions. The
procedure is quite intuitive as Examples 6.3.1 and 6.3.2 show and allows for
a simple implementation.

As input, this procedure receives a target program P as well as a loop head [.
As a result, we generate a set D; of training pairs (o, 0;+1) where o; and o0y, are
observations at iteration ¢ and ¢ + 1 of the loop at location [. However, we create a
separate set for each loop head location. Hence, the following steps describe how

we produce the data set D; for each loop head | € H:
1. Generate a set V' of input arguments for P using input sampling.

2. Collect a set of program traces 7, for each v € V and let

77: U 7?,11-

veV

3. Define a set of pairs D; such that

Dy ={(04,0i11) | [00,-..,0n] € T; for each i € {0,...,n— 1} with n > 2}.
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The first two steps make use of input sampling and tracing, as introduced earlier.
The third and final step creates pairs from the traces using a sliding window of
size two, discarding traces of length 1. Using this sliding window, we create the set
of observation pairs (o, 0¢11) at loop iterations ¢t and ¢ + 1. Finally, we apply the

procedure above to all loop heads in H to obtain the whole training data set,
D={D, |l e H}.

The collection of sets D concludes the tracing phase of neural termination analysis
as defined in Section 6.2. This set is now given as input to the learning stage. For a
more intuitive understanding of the set D, consider Example 6.3.1 for the case of a

program with a single loop and Example 6.3.2 for a program with two nested loops.

Example 6.3.1 (Generating Training Pairs for Single Loop). Consider the loop in
Figure 6.1. For this program, we define an embedding w: S — R3 that observes
the values of x, y, and z every time a run hits the entry location of the loop. We

first sample initial arguments (5, —3,10) and produce the trace,
[(5,-3,10),(6,—3,10),(7,—3,10), (8, —3,10), (9, —3, 10)].

Note, that with these initial values, we always only satisfy the second disjunct of
the loop guard. We repeat the process with the sampled arguments (—2,3, —5)

resulting in the trace
[(—=2,3,-5),(-1,3,-5),(0,3,-5),(1,3,-5),(2,3,-5)].

Unlike the previous sampled arguments, these arguments lead to the first disjunct
being satisfied. In the end, we arrive at the following set of 10 pairs of consecutive

observations at loop head location [:
D, = {((5,-3,10), (6,—3,10)), ((6,—3,10), (7, —3,10)), ((7, —3, 10), (8, —3, 10)),
((8,-3,10),(9,-3,10)),((—2,3,-5),(—1,3,-5)),((—1,3,-5),(0, 3, —5)),

((07 37 _5)7 (17 37 _5>>7 ((17 37 _5)7 (27 37 _5))}
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int 1 = %;

int J = %;

int k = %;

while (i < k) {
Jj = 0;
while(j < i) {

J++i

}
1i++;

Figure 6.5: Code snippet with nested loops and three variables.

Example 6.3.2 (Generating Training Pairs for a Nested Loop). Consider the
program in Figure 6.5 with two nested loops. We associate the location of loop
heads one and two with index 1 and index 2, respectively. We define the embedding
w: S — R? and mapping states to the values of i, j, and k. Taking one trace with

initial arguments (0, 0, 3), we obtain the following trace for loop head 1:
[(0,0,3),(1,0,3),(2,1,3)]

The second loop head is a loop that is nested inside the first loop. Here, it becomes
apparent why Definition 6.3.1 is as complex. In particular, we see that the trace
T5,0,0,3) contains three different runs of the loop, once for each iteration of the outer

loop:
7—2,(0,0,3) = {[(17 07 4)]7 [(27 07 4)? (27 17 4)]7 [(37 07 4)7 (37 17 4)7 (37 27 4)]}

Finally, from this trace, we collect the following data sets using the sliding window

of size two and discarding the trace [(1,0,4)] of length one:

Dy ={((0,0,3),(1,0,3)),((1,0,3), (2, 1,3))}
Dy ={((2,0,4),(2,1,4)),((3,0,4),(3,1,4)), ((3,1,4), (3,2,4))}

6.4 Learning Neural Ranking Functions

Neural ranking functions (NRFs) are neural networks that are trained to rank input

vectors. Given a set of pairs describing a sequence that needs to be ranked we
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train a neural network such that the predicted value (i.e. output of the neural
network) of the first element is ranked above that of the second element. This
ranking is trained by minimising a loss function that ensures that the neural network
decreases by a discrete amount between every training pair. Within the context of
neural termination analysis, the pairs are exactly the pairs obtained from execution
traces as described in Section 6.3. We enforce the boundedness of the resulting
NRFs using the architecture of the neural network. In this section, we present
network architectures as well as two strategies for training neural ranking functions.
The first is used to train a monolithic ranking argument, that is, a neural ranking
function that outputs one value that decreases along the traces. The second strategy
generalises the first and trains a lexicographic ranking argument, that is, a neural
ranking function that outputs multiple values that decrease lexicographically. We

use the second technique to synthesise rankings for nested loops.

6.4.1 Architecture for Neural Ranking Functions

The network architecture we use for neural ranking functions are simple feed-
forward neural networks. These are functions f: © x R* — R™ with n inputs,
m outputs, and parameterised by § € ©. The neural networks are defined in
terms of interconnected neurons partitioned into one input, one output, and k
intermediate layers which are also known as hidden layers. Each hidden layer

is defined as a parameterised function,
o(W,b;z) = ReLU(Wz +b). (6.4)

where W is a matrix of weights and b a vector of biases. The term Wz + b
defines an affine transformation of the input, while ReLLU is a non-linear trans-

formation defined as
ReLU(z) = max{z, 0}.

If x is a vector as in the definition of hidden layers then this is the element-

wise application to each of the h outputs (i.e. neurons) in the respective hidden
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layer as follows:
ReLU(zo,...,zp-1) = (max{xg,0}, ..., max{x,_1,0}). (6.5)

Hence, an entire neural network consisting of multiple hidden layers can be defined
as a parameterised function where the parameters of the network are a sequence
of weight matrices and bias vectors § = (W© p© W E=1 pEk=1)) " each pair
corresponds to a hidden layer. For neural ranking functions, we impose that the
output layer has no bias and its weights W®*) are not trainable and non-negative.

In combination, we define a neural ranking function f parameterised with 6:
f(0; x) = W(k)a(W(k_l), ple=1). Jo---0 J(W(O), ARE x) (6.6)

Figure 6.6 shows a graphical interpretation of a neural ranking function with output
dimension m = 1. Importantly, defining the network architecture of neural ranking

functions as above allows us to derive the following theorem:

Theorem 6.4.1. The output of a neural ranking function is non-negative. Formally,

we have

Vz 0. f(0; x) > 0.

Proof. From the definition of ReLU we have that the term o(W®*=D p*=1. )¢
-0 o(W® b©®; 1) is non-negative. In conjunction, with the fact that W® is

defined to be non-negative, we have that f(6; x) > 0. ]

Notably, we also get Theorem 6.4.1 if we relax the restrictions on W®*) and
instead apply a ReLLU to the output neuron. Importantly, this shows that a neural
ranking function is always bounded from below by zero. Thus, f(6; x) satisfies the
first requirement of being a ranking function by construction, as the boundedness

is baked into the architecture.
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Figure 6.6: Architecture for monolithic NRFs with n input neurons where the last layer
consists of constant weights 1.

6.4.2 Monolithic Ranking Loss

A monolithic neural ranking function is a special case where the output dimension
m = 1, such as in Figure 6.6. This is used in case we only have a single loop
head in our program. As a result, the set of loop head locations H is singleton,
H = {l}. In Section 6.4.1, we defined neural ranking functions such that they are
bounded from below. In order to be considered a ranking function, we have to
enforce the second condition — a strict decrease along consecutive program states. In
this section, we will describe how we train the neural ranking function to decrease
along the sampled execution traces. As laid out in Section 6.3, these traces are
supplied as training data D = {D;} (note that D is singleton since H is singleton)
such that each (o4, 0,41) € D, is a pair of observations at iteration ¢t and ¢t + 1 at a
loop head. By construction, o,,1 occurs immediately after o; in the loop location.
Therefore, our goal is to train the NRF in such a way that its output decreases
by a discrete amount § > 0 along each pair (0,0") € D;. Formally, a NRF f(0;-)

is a ranking function for the training data Dy if
V(0,0") € D;. f(0;0) < f(6;0) — 4. (6.7)

Note that Equation (6.7) does not imply that it is a valid ranking for all inputs,

but only for the inputs defined in D;. In Section 6.5 we will discuss how we use
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formal verification to check if a candidate f(0;-) also generalises to all possible
inputs. However, before it comes to that, we have to find parameters 6 for the
neural ranking function f(0;-) such that (6.7) is satisfied. To this end, we solve

the following optimisation problem:

arg min g > max{f(6;0) — f(6;0) + 6,0} (6.8)

’ ’ : (0,0) €Dy L(0,0',0)

We call the function £(0, 0, 6) the loss of the neural network over a given pair (o, 0').
The higher the value of £ the more the network increases over the pair, whereas
for pairs that decrease by at least ¢ the value is always 0 (i.e., negative values do

not affect the sum). This relationship is made explicit in Theorem 6.4.2.

Theorem 6.4.2. For all (0,0') € D, we have that, if L(0,0’,0) = 0 then

f(0;0) > f(0;0") + 0.

Proof. We will prove this implication by contraposition. Hence, we assume that

f(6;0) < f(6;0) + §. By rearranging, and the definition of the loss, we get
0< f(6;0) — f(B;0) + 0 = L(0,0,0).
This means that £(o,0/,0) # 0 which concludes the proof by contraposition. [

Therefore, the result of the optimisation problem in (6.8) are parameters 6 that
ensure that the network decreases along all sampled traces. In other words, if we
have weights 6 such that the loss is 0 for all pairs in D; then by Theorem 6.4.2,
f(0;-) is decreasing by at least § for each pair in D;. This describes the second
condition of ranking functions — a strict decrease along consecutive program states.
The process of finding these parameters by minimising the average loss for each
training pair constitutes the “training” of our neural networks using the training
data D;. In the context of synthesis, this can also be considered the synthesis

procedure. Example 6.4.1 shows instances of neural ranking function parameters.
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Example 6.4.1 (Parameters of Ranking Functions). Consider Example 6.3.1 with

the loop from Figure 6.1 with variables x, y, and z. Recall the example traces
[(5,-3,10),(6,—3,10),(7,-3,10), (8, —3,10), (9, -3, 10)],

and,

[(—-2,3,-5),(-1,3,-5),(0,3,-5), (1,3, —5),(2,3,—5)]

that we generated during the tracing phase. We use the monolithic architecture
in Figure 6.3, which has exactly one hidden layer made of two neurons without a
bias and an output layer of constant 1. We set 6 = 1 and train the network using
the monolithic ranking loss. Once training has concluded, we obtain the following

learned weights 6 as the matrix

-1 0 1
W=1-1120
0 00

Note that there may be several ranking functions. Hence, this matrix is not a unique
solution, but just one potential solution. Assuming we arrived at the aforementioned

weight matrix we get the neural ranking function

-1 0 1] |z
f(B;z,y,2) =1 1 1]ReLU(|=1 1 0| |y|).
0 0 0]z

This expression is equivalent to ReLU(z — ) + ReLU(y — z) which when considering

the definition of ReLLU corresponds to the ranking function
x,y, z — max{y — z,0} + max{z — z,0}

that we derived in Section 6.1. Equivalently, the weights correspond to the neural
network depicted in Figure 6.3. Importantly, the resulting NRF f(0;x,y, z) defines
a ranking to the training data. In particular, for each of the two traces above, the

NRF maps the sequence of states to the decreasing sequence
5,4,3,2,1.

Hence, if the sliding window of size two constructed from the two traces constitute
the entire training data set D, f(0;x,y, z) defines a correct ranking function for

Dy as it is decreasing for pairs of consecutive states and bounded from below.
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Figure 6.7: Architecture for lexicographic NRFs.

6.4.3 Lexicographic Ranking Loss

Neural ranking functions with more than one output neuron, that is m > 1, are
considered lexicographic ranking functions. Hence, a lexicographic NRF can be
described as a function, fy  ,—1(0;2) = [fo(8;-),. .., fim—1(6;-)] where each f;(6;-)
is defined as in Equation (6.6). This is illustrated in Figure 6.7. Lexicographic
arguments are suitable for programs with nested loops. We use m-dimensional
lexicographic ranking functions for m nested loops. Hence, the set of loop head
locations H has size m. Unlike the monolithic case where we simply require
a decrease of at least 0 on the output, we now need to ensure a lexicographic
decrease of at least 6. To this end, we associate with each loop header an index
i € {0,...,m — 1}, such that the inner nested loop has a larger index than the
outer loop. A lexicographic decrease occurs if there is a decrease by 0 in the

output neuron at some index ¢ € {0,...,m — 1}, while the outputs of all indices
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j € {0,...,i— 1} do not increase. When considering the set of training pairs
D ={Dy,...Dp_1} (cf. Section 6.3), we want to train the lexicographic neural

ranking function fy  ,,—1(0;x) such that for all i« € {0,...,m — 1} and for all

.....

(0,0") € D; the corresponding output neurons decrease lexicographically as follows:

fi(0;0") < fi(6;0) — 6 and (6.9)
1i(6;0") < f;(6;0) for all j < i. (6.10)
Again, training is done using a loss function that is minimised during the training

phase. In particular, we solve the following optimisation problem to obtain the

best parameters 0:

1 m—1
argmln Li(0,0,0) (6.11)
|D0| +o-t ‘Dm—ly ; o%Dl

In other words, the optimisation problem tries to minimise the average loss per
training pair. The loss for each pair is determined by the dataset it belongs to.

Hence, for index i, the loss is defined as

Li(0,0,0) = max{f;(0;0) — fi(6;0) + 0,0}

—i—Zmax{f] (0;0") — f;(6;0),0}. (6.12)

=0
The first term corresponds to (6.9) and is equivalent to the monolithic loss described
in Equation (6.8). The second term ensures that no increase occurs in all output
neurons with index 0 to i—1 (cf. (6.10)). The loss £;(o, ¢, 6) attains its minimal value
0 when both conditions are satisfied. Hence, if the optimisation problem in (6.11)
is solved all samples satisfy these conditions and the neural network constitutes a
lexicographic neural ranking function over the sampled traces. Example 6.4.2 shows

training using the lexicographic running example from Section 6.3.

Example 6.4.2. In Example 6.3.2, we showed how the following training pairs are
generated for the nested loops in Figure 6.5:

Dy = {<<07 0, 3)? (17 0, 3))7 ((17 0, 3)7 (27 L, 3>>}

Dy ={((2,0,4),(2,1,4)),((3,0,4),(3,1,4)),((3,1,4),(3,2,4)) }
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We use a neural network as in Figure 6.7 with one hidden layer and one hidden
neuron in each of the two blocks. During training the first output neuron converges

to the following function:
fo(i, j, k) = max{k — i,0}. (6.13)

However, in the second output, the optimisation procedure may converge to either

of the following functions:

f1(i, 4, k) = max{i — j,0} (6.14)
f1(i, 4, k) = max{k — j,0}. (6.15)

While both functions are valid rankings, proving that they are in fact valid requires
different auxiliary invariants. In Section 2.3, we describe methods for extracting
invariants. In particular, proving that (6.15) decreases along the inner loop requires
the auxiliary invariant ¢ < k while checking that (6.13) decreases along the outer
loop requires an argument that the inner loop leaves k and ¢ unchanged. This
ambiguity with its dependence on auxiliary invariants is a drawback of our method

that we will discuss in Section 6.6.3.

6.5 Verification

The verification phase is the third and last phase of the neural termination analysis
framework. The input to the verification procedure is a neural ranking function
f(0;-) and the original program P that we want to show terminating. The NRF
f(6;-) has weights 6 trained on the sampled execution traces in the data set D which
is generated using P. The purpose of this phase is to formally verify that f(0;-)
not only is a valid ranking for D but also generalises to all possible states at the
respective loop heads H of P. Therefore, we construct the same symbolic encoding
as described in Section 2.3 and Section 5.1 for the auxiliary invariants Ay and loop
head transition T in P. Since f(0;-) is bounded from below by construction, all

that remains to be shown is that it decreases along consecutive states in T},

Vs,s': (s,8') €Ty Ns€ Ay = f(O;w(s)) > f(O;w(s)) + 0. (6.16)
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Note that 0, which has been trained in the learning phase, is constant now. If
this formula is valid, we have that f(6; -) is a correct ranking function. Once
again, to perform this verification task, we use SMT solvers. As in Section 2.3, we
use the theory of integer arithmetic to encode the program semantics and states.
To this end, we need to define a discretisation procedure that turns the function
f: O xR" = R into a symbolic function f : 2" — 7 where Z" is the encoding of
the program state. One advantage of using the theory of integers is the fact that
we can replace the greater equals with a strict inequality and discard ¢ in (6.16).

In the end, we use an SMT solver to prove the validity of

A

Vs, s': (s,8) €Ty As € Ay = [f(s) > f(s). (6.17)

If this is valid, we have found a ranking function f proving termination of P.

Related Areas of Research: The methods presented in this section are related
to two active areas of research: Quantisation of Neural Networks and Formal
Verification of Neural Networks. The main motivation for the former is a reduced
memory footprint, as well as more efficient inferences for neural networks [215-217].
In the latter, formal guarantees against adversarial attacks as well as other safety
and explainability concerns have driven research [218-231]. While we do not provide
any novel contributions to either of these areas, we believe that our setting adds
a new and so far unexplored application to both areas. Further, applying more
sophisticated techniques developed in those fields may benefit the efficacy of NTA.
We leave it as future work to connect the work presented in this thesis to either

of the aforementioned areas of research.

6.5.1 Discretising Neural Ranking Functions

Our neural networks are compositions of linear layers and ReLLU activation functions.
As defined in Section 6.4.1, a NRF is just a series of weights and biases that are
multiplied by the inputs. As usual in machine learning, these weights and biases are

floating point matrices and vectors. In order to turn NRFs into symbolic expressions
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that can be fed to SMT solvers in the form of first-order logic formulas we first
apply the multiplications defined by the matrix-vector multiplication to symbolic

variables. A layer o(W,b;x) of a neural ranking function is defined as

Wo,0 <o Won-1 Zo bo

)

o(W,b;x) = ReLU : : N (6.18)
Wm—1,0 -+ Wm—1n-1 Tm—1 bm—l
in (6.4). Since standard SMT solvers in integer arithmetic do not support matrices
and vectors, we construct the following vector of symbolic expression with symbolic
variables xg,...x,_1 from o(W,b;z),
(w(],O * T + ... Wo,n—1 * xm—l) -+ b()
ReLLU :
(Win—1,0 ¥ Zo + ++ + Win—1,n—1 * Tin—1) + by
We apply this operation recursively to all layers where the input vector of the
first layer is the vector of symbolic variables [xy, ... x,,_1] while the input of layer
i > 0 is the vector of symbolic expressions obtained from performing this operation
to layer i — 1. As the last layer W* of a neural ranking function as in (6.6) is a

constant vector, we finally end up with the expression

ReLU (60)

WE o Wk = WE«ReLU(eq) + -+ -+ WE_| « ReLU(epn_1),

RGLU(Gm_l)

where eq,...e,,_1 are expressions from applying this operation recursively to the
previous layers. Now all that is left to do is turn the floating point weights and
biases into integers. We do so by simply rounding the values to the nearest integer,
or alternatively, multiplying the values by a constant factor and then rounding them.
In either case, we end up with an expression applying multiplication, addition,
and ReLU to integer scalar values and symbolic variables xg,...,x,_1. This
discretisation procedure translates a neural ranking function f(#, b; -) into a symbolic
function f that a standard SMT solver can work with, allowing us to use SMT solvers

to check for the validity of Formula (6.17). Example 6.5.1 shows this procedure.
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6.5.2 Verifying Lexicographic Ranking Functions

For lexicographic neural ranking functions, we verify the validity of the conditions
in Eq. (6.9) and (6.10) over each loop head and the respective output component of
the neural ranking function. Let H = {ly,...,l,,_1} be the set of loop headers and
So..m—1(0;2) = [fo(0;-),..., fm-1(0;-)] be the neural ranking function obtained
after training. We apply the same procedure of performing symbolic operations to
variables and expressions, and rounding to the nearest integers as in the monolithic
case. In the end, we obtain the vector of symbolic functions [fO(G; ) R fm_l(e; I
To check that this is indeed a correct lexicographic ranking function, we use an SMT

solver to verify for every ¢ € {0,...,m — 1} the validity of the following conditions:

Vs, s': (s,8') €T, Ns € A, = ﬁ(s) > fisl)

Vs,s': (s,8) €Ty, As€ A, = fiii(s) > fiii(s)

Vs,s': (s,8) €T, As e A, = fols) > fols).

Note that each condition can be checked independently. For a ranking function
to be valid, each of the conditions needs to be valid. We remark that, unlike the
monolithic case, T, may represent runs of arbitrary length when the loop with loop
head /; has nested loops inside its body. To encode T;,, we substitute every inner
loop with a summary of that loop. Several methods have been developed for this
purpose [155, 158, 232]. As a heuristic, we construct a loop summary that encodes
the invariants of all variables that are never assigned within the loop, together
with a transition invariant that encodes the respective (and previously verified)
lexicographic component in the neural ranking function and the respective auxiliary
invariant. Using or developing more sophisticated summarisation techniques is

a matter of future research.

Example 6.5.1 (Checking the Validity of a Neural Ranking Function). Consider

once again the program from Figure 6.1. In Example 6.4.1 we have derived the
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ranking function

-1 0 1| |z
f(@;x,y,z):[l 1 1} ReLU(|—1 1 0f |y|)
0 0 0]z

ReLU(—1*2x 4+ 0%y +1%z)
:[1 1 1} ReLU(—1xx+ 1%y +0x*2z)
ReLU(O 2+ 0%y + 0% 2)

=1*ReLU(z — z) + 1 * ReLU(y — z) + ReLU(0)

= max{z — z,0} + max{y — z,0}.

Since all the weights consist of 0 and 1, rounding to the closest integer does
not change any values. Hence, we arrive at the SMT LIA function f (r,y,2) =
max{z — 2,0} + max{y — z,0}. With the same static analysis techniques as in

Chapter 5 to derive the loop head transition relation
¥=x+1
and the auxiliary invariants
(x<yVr<z)ANy =yAzZ =z,

where z,y, z and o', 9/, 2’ are integer variables describing the states before and after

the iteration, respectively. Using an SMT solver we can now prove,
(z<yVr<z)Ad =z+1Ay =yAnz =2z = f(z,y,2)> f(=, ¢, 7).

The validity of this formula confirms that f decreases by at least 1 for every possible
assignment of the variables (remember, f maps to the set of integers). In addition,

f and therefore f is bounded from below by construction owing to the use of ReLUs.

6.6 Experimental Evaluation

We have presented Neural Termination Analysis (NTA) as a framework termination
analysis consisting of tracing, learning, and verification. This framework utilises
neural networks to synthesise neural ranking functions (NRFs). In the previous

section, we showed multiple architectures as well as training set-ups. To test
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the efficacy of NTA, we developed a prototype implementation of the methods
discussed in the previous sections for proving termination of Java methods, which
we name rTerm. Our implementation strictly separates tracing, learning, and
verification as discussed in Section 6.2. We use this implementation to answer

the following three research questions:

RQ1 Can NRFs be used to formally prove the termination of programs?
RQ2 Do NRFs advance the state of the art in termination analysis?
RQ3 How do NRFs scale in terms of the complexity of the program?

To obtain program traces, we first sample input data for the program in question
using a multivariate normal distribution. Subsequently, we execute the program
using this test data while maintaining control of the execution and collecting memory
snapshots using the Java Virtual Machine Tool Interface (JVMTTI). For more details
on sampling and tracing, we refer to Appendix C.

Once tracing is completed, this data is used to train the neural ranking function,
where PyTorch [233] is used as the machine learning framework. We use PyTorch’s
implementation of the Adam optimisation algorithm [234] for training the neural
networks. As architecture for neural ranking functions, we use a single hidden layer
with bias followed by a constant layer consisting of a vector of ones. Finally, we
encode the problem of certifying the neural ranking function into an SMT formula
and use Z3 [202] to solve it. More details about the implementation of this step

can be found in Section 5.1 and Section 6.5.

6.6.1 Benchmarks and Setup

To answer RQ)1 and RQ2 we use the set of termination problems presented in
Section 5.3 and also work with the same restrictions and assumptions discussed
there. Furthermore, in the case of RQ)2, we compare vTerm to Ultimate [164],
AProVE [159], and DynamiTe [153], which, collectively, represent the state of

the art in termination analysis.
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Setup: The experiments were conducted on Linux Kernel 5.15 running on an Intel
Core i7 5820K at 3.3 GHz with 16 GB RAM and an NVIDIA GTX 980 graphics
card. For learning, we use the Adam optimiser provided by PyTorch and a learning
rate of 0.05. We ran the benchmarks 5 times with random seeds that were fixed
a priori for reproducibility. Full instructions on how to reproduce the results
(including the seeds) are part of the supplementary material. We ran all tools

with a timeout of 60 seconds for each problem.

6.6.2 Results

The results of running vTerm on the problem different problem sets are presented in

Table 6.1. In the following, we use the results to answer the three research questions.

TermComp SV-COMP NEW Total
# tot. 38 72 14 124
vTerm 34.6  91% 49.6  68.9% 13 92.9% 97.2 78.4%
AProVE 34 89.5% 64  88.9% 3 21.4% 102 81.5%

Ultimate 34 87.1% 61 84.5% 1 7.8% 96 77.4%
DynamiTe 31 81.6% 46 63.9% 7 50% 84  67.7%

Table 6.1: Results of running vTerm (with 7 neurons), AProVE, Ultimate, and
DynamiTe on SV-COMP, TermComp, and NEW. In the case of vTerm we report the
average results rounded to the first decimal. The last two columns show the union of the
first two problem sets and all three problem sets, respectively.

Can neural ranking functions be used to formally prove the termination
of software programs? To answer this question, we ran vTerm on the three
benchmark sets mentioned above. The results are given in Table 6.1. We observe
the best performance of ¥Term when using a neural network consisting of 7 neurons
with 1000 sample traces with a maximum length of 1000. ¥Term proves termination
for 97.2 out of 124 problems on average (100 in the best out of the five runs), which
accounts for 78.4% of the problems in the problem set. When considering the
different problem sets separately, we solve 91.0% (TermComp), 68.9% (SV-COMP),
and 92.9% (NEW) of the problems. Even when disregarding the NEW set, vTerm

solves 76.6% of the problems.
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In Table 6.2 we present the same results, but where the benchmarks are split
into problems with and without nested loops. Here, we can see that vTerm solves
79.43% of all single loop problems and 71.11% of all nested problems. Given that
very simple neural networks suffice to prove termination of a substantial subset of

the standard benchmarks, we answer RQ1 in the affirmative.

no nesting nested
# tot. 106 18
vTerm 84.2 79.43% 12.8 71.11%
RFSynth/cve5 73 68.9% - -
APTroVE 81 76.4% 17  94.4%
Ultimate 79 74.5% 16 88.9%
DynamiTe 67  63.2% 10 55.6%

Table 6.2: Comparing results when split up into problems with nested loops and without
nested loops. We also add the results from Chapter 5 of running RFSynth with cvc5 to
compare.

Do neural ranking functions advance the state of the art in termination
analysis? To compare with the state of the art, we also ran Ultimate [164],
AProVE [159], and DynamiTe [153] on the same benchmarks. Since Ultimate [164]
and DynamiTe [153] do not support Java code as input, we ran the experiments on
the C versions of the problems. The results are presented in Table 6.1. Overall, the
strongest tool is AProVE, which solves 81.4% of all problems, followed by vTerm
with 78.4% and Ultimate with 77.4% and finally DynamiTe with 67.7%. By
considering the pre-existing data sets separately, we see that ¥Term comes in first
on the TermComp set and third on SV-COMP. On these two sets combined, vTerm
solves 76.6% of the problems with AProVE and Ultimate solving 89.1% and
86.4% respectively and DynamiTe trailing with 70% of problems solved. Table 6.2
shows a split of the results into problems with and without nested loops. We observe
that vTerm outperforms all other tools on the problems without nesting while
lagging behind AProVE and Ultimate on the problems with nested loops. We

also see that neural termination analysis improves the performance of SyGuS based
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termination analysis by over 10%. We conclude that, on the existing benchmarks,
vTerm performs comparably to the state of the art and even beats it on some
subsets of the problems.

We hypothesise that vTerm significantly advances the state of the art when
applied to programs that have either disjunctive loop conditions or programs that
are non-linear. As discussed in Section 5.3, the existing benchmark sets suffer from
confirmation bias and focus on programs that avoid these features. We, therefore,

introduced the set NEW with programs that feature

1. non-linear conditions, and

2. disjunctions in conditions.

For example, consider the following code snippet contained in the NEW problem set:

int n = %;

int a = 0;

while ( axa*4 <= n ) {
a=a+1;

This loop only uses two variables, a and n, where n remains constant throughout
the execution while a is incremented by 1 in every iteration. Despite the fact
that the loop guard a? - 4 < n is non-linear, there is a linear ranking function.
Furthermore, the execution traces of the loop only show the increment of a, which
is also linear. ¥Term can solve this problem with a tiny neural network, consisting
of a single neuron, and reports the ranking function ReLU(n — a + 1). Neither
AProVE nor Ultimate can prove termination of this problem, but DynamiTe,
a tool which also utilises execution traces, can solve it.

In addition to non-linear behaviour, disjunctions also increase the complexity
of formal reasoning significantly. The combination of features is illustrated by the
code shown in Figure 6.8. None of the tools we compare with can show termination
of this loop, while ¥vTerm proves termination by learning the ranking function

ReLU(m—a+2)+ReLU(n—b+2). Note that DynamiTe is able to show termination
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Figure 6.8: Loop with non-linear and disjunctive loop guard from the NEW set.

if the loop head was either of the disjuncts without the other. However, once both
conditions are connected with a disjunction, DynamiTe fails to prove termination.

The NEW problem set comprises problems that exhibit either non-linear condi-
tions, disjunctions, or a combination of both. For this set, vTerm solves on average
92.9% of the problems while DynamiTe comes second, solving 50%, followed by
AProVE (21.4%) and Ultimate (7.8%).

In conclusion, the experiments conducted and presented in Table 6.1 show that
on existing benchmarks, vTerm either performs comparable to or stronger than
(e.g., on TermComp) the state of the art. Furthermore, we identified weaknesses
in the existing tools when considering a broader range of programs and showed
that neural termination analysis can solve these problems by providing a set of
programs on which ¥Term outperforms all existing tools by a large margin. Thus,

we can answer R@2 in the affirmative.

How do neural ranking functions scale in terms of the complexity of the
program? Our experiments have only required tiny neural networks, consisting
of no more than 10 neurons. Running the experiments with a variable number of
neurons does not yield significant performance gains on the existing problem sets.
This is shown in Figure 6.9 where we report the percentage of solved problems for
varying numbers of neurons. There is a significant jump in the beginning where
we go from one neuron to two neurons. However, any gains after that are small.
We hypothesise that programmers avoid writing loops that require termination

arguments that depend on a very large number of variables. To evaluate how
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Figure 6.9: Percentage of problems solved for neural networks with 1 to 10 hidden
neurons.

int n_1 = x%;

int n_k = %;

int a = 0;

while ( ax*a*4 <= n_1 or ... or a*ax4 <= n_k ) {
at+;

Figure 6.10: Code snippet template with variables a and ny,...n; a single loop with a
single increment in the loop body. The loop guard consists of k£ disjuncts.

our technique scales in the number of variables that are required for the ranking
argument, we use the program template presented in Figure 6.10, designed to
require at least & neurons. We include the instances of this template for values of
k up to 4 in the NEW problem set. The instances for k = 3,k = 4 are also shown
in Appendix B. Note that neither AProVE nor Ultimate can solve this problem
for any value of k; DynamiTe is able to solve these problems for k& up to 2 (with
a noticeable increase in runtime from 8s to 30s), but times out for any larger
k. Note that vTerm solves these problems in the problem set within 2 seconds.

Trying programs with k£ up to 10 it becomes clear that the learning procedure
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Figure 6.11: We plot what percentage (as part of the whole problem set) of problems is
solved within a certain time budget.

continues to scale well. This can further be seen in Figure 6.11, where we plot how
many problems two neural ranking function architectures solve within a certain
time budget. We compare an architecture with 1 neuron to an architecture with 7
neurons. In both cases, the vast majority of problems are solved within 6 seconds,
regardless of the number of neurons. We see that the larger network is able to solve
more problems overall without having to compromise on speed.

It is worth emphasising that neural networks with 7 neurons, for example,
which would be able to prove such a loop for £ = 7 terminating, are laughably
small compared to state-of-the-art neural networks used in other areas such as
natural language processing. Hence, it is likely that by increasing the size of the
neural network one would sooner run into issues verifying the neural networks and
generating meaningful traces than training the neural networks.

Furthermore, we hypothesise that the vast majority of loops in real-world
programs do not have termination conditions that involve hundreds of disjuncts. In

conclusion, we can tentatively answer RQ)3 in the affirmative by suggesting that
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neural termination analysis scales well in the complexity of the program, noting

that other parts such as verification and tracing might not scale as well.

6.6.3 Discussion

Owing to the inherent difficulty of the problem at hand (termination), methods for
solving it are necessarily incomplete. Neural termination analysis is no exception.
Under this constraint, we presented an experimental evaluation to answer three
research questions regarding the efficacy of neural ranking functions (RQ1), their
advantages over other approaches (R()2), and their scalability (RQ3). Despite the
favourable answers for each of the questions, it is important to point out weaknesses
of our approach. For example, it is easy to construct programs where NTA fails but

other methods are successful. Usually, these fall into one of the following three cases.

Insufficient Data: Neural termination analysis learns termination arguments
from execution traces. Hence, any program feature that limits the data that can
be collected is a problem for our approach. For example, several benchmarks in
the dataset behave similarly to the loop in Figure 6.12a. This loop has more than
one iteration if and only if = is one of 1,2, 3,4 and even then the trace is extremely
short. Similar issues can occur when offsets or certain program branches only occur
in rare cases. Such instances may lead to overfitting of the networks to the sampled
traces. As a result, a learned neural ranking function may satisfy all required
properties over the sampled traces but not when verifying it for all possible inputs
in the verification procedure. Solver-driven test input generation may be a means
to ensure that traces for these behaviours are included in the training data set.
Another issue related to insufficient data is the existence of large constants in the
problems. For instance, consider the program in Figure 6.12b. This would require
complete traces (letting = go all the way to 10000000), which takes a long time to

gather. Furthermore, learning a bias of this size can also pose problems.
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int x = %; int x = %;
while (x > 0) { while (x < 10000000) {
X = —2xx + 10; x++;
} }
(a) This loop always produces short traces. (b) To see the constant 10000000 in the

trace we would have to execute the loop for
as many iterations.

Figure 6.12: Loops where insufficient data is a problem.

Model Expressivity: As ranking functions become more complex, we need
neural architectures that can express them. One instance from the dataset where
this problem manifests is a benchmark where the ranking function depends on
whether an input variable is even or odd. None of the neural architectures discussed
in Sec. 6.4 is expressive enough to capture the concept of “even” and “odd”. One
way of solving this problem is by considering further neural architectures, which
would require a more sophisticated data collection. The key limiting factor when
deploying such architectures will likely be the increased complexity of the verification

process, rather than the learning.

Verification: When there are multiple correct ranking functions, the verification
procedure may not be able to prove all of them correct. This behaviour can be

observed in the loop shown in Figure 6.13. When purely looking at the execution

int § = i;
while (i < 100) {
i++;

j = 1i;

Figure 6.13: Trace at loop head suggests two ranking functions but one needs an
additional auxiliary invariant.

traces, which is what the learning procedure does, ¢ and j have the exact same
values at the loop head. Hence, if the learning process comes up with the ranking
function 100 — j the verifier would not be able to prove it correct unless it is

supplied with the auxiliary invariant that ¢ = j at the loop head. One way to solve
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this problem could be to integrate existing methods that discover such invariants.
Generally, applying more sophisticated loop invariant generation methods can only
improve the effectiveness of our work and is the subject of future investigation.
Methods for generating loop invariants include procedures for programs over arrays
using theorem provers [235], or constraint based invariants [236-238|. Invariant
generation techniques have also been applied to unbounded system verification [237],
and path programs [238]. Invariants for Java Programs have been constructed
using symbolic execution [239]. Tools for the discovery of invariants from trace
data include Daikon [240] and DIG [241]. In Chapter 3 we also discuss invariant
generation methods that use machine learning. Note that all of these techniques,

much like ours, are incomplete as the problem itself is undecidable.

6.7 Threats to Validity

We used an experimental evaluation to show the effectiveness of Neural Termination
Analysis. This makes us vulnerable to multiple threats to validity. It should be
noted that we use some of the work discussed in Chapter 5. This mostly includes
the benchmark selection and the background on program analysis. Hence, the
threats discussed in Section 5.5 also apply here. Furthermore, the validity of an
experimental evaluation using software is always threatened by the potential of a
faulty implementation. To address this, NTA always provides a ranking function
when termination is proven. This in turn can also be verified by hand in case of

doubt. We discuss more subtle threats to validity below.

Test input generation: We require that we can generate test input data so that
the resulting execution traces can be used to train the neural network. While our
simple sampling method is successful on our benchmarks, it may not be possible in
general to obtain sufficiently diverse test inputs. We discussed more sophisticated
means of test input generation that can be used to mitigate this issue. It should

be noted that due to the separation of tracing and verification, “bad” traces do
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not impede on the wvalidity of existing results. Hence, methods for better trace

generation may only ¢mprove the results.

Neural architecture complexity: While our experiments suggest that tiny
neural networks can prove termination of most program loops, there may exist
programs that require a large number of neurons. This further amplifies the
benchmark bias discussed previously. In particular, by constructing the neural
network architectures with the pre-existing benchmark problems in mind, we may
have introduced a bias towards networks that work well on the benchmark set
but not elsewhere. Hence, different problem sets may require different network
architectures. Notably, these might increase training and verification complexity
significantly. This potential increase in complexity may also threaten the use of
SMT solvers. We use off-the-shelf SM'T solvers to check neural ranking functions.

Using larger networks may pose limits to the scalability of off-the-shelf SMT solvers.

Benchmark Bias: We used the same benchmarks as in Chapter 5. Hence, the
benchmark threats and biases that we discussed in Section 5.5 carry over. While we
use standard benchmarks from literature introduced by others to enable a comparison
of different termination tools, these benchmarks may not be representative of
software written by developers. For a more complete evaluation, vTerm would
need to be lifted from prototype status and into a mature tool applicable to a

wide range of real-world software.

6.8 Related Work

Much like before, we are looking at ranking function synthesis as an instance of
function synthesis. Hence, we characterise Neural Termination Analysis in the

standard dimensions of synthesis techniques as follows:

Intent: Logical specifications describing states, transitions, and ranking constraints

(decreasing and boundedness) for programs that we want to show terminating.
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Search Space: Weights and biases for different neural network architectures with

ReLU activation functions.

Search Technique: Standard neural network training techniques: Training data
gathered from execution traces and gradient descent to find weights of neural

networks according to a specific loss function during training.

Neural Termination Analysis draws from several areas at the intersection of machine
learning and verification. In addition, we pointed out some related areas of research
in Sections 6.5 and 6.3. In contrast, Section 3.2 discusses related work in termination
analysis. In the following, we will reiterate some of the already mentioned works in
more detail and discuss notable differences to the contributions of this chapter.
As mentioned, execution traces have also been used by DynamiTe [153] where
the collected data is used to synthesise Ramsey based ranking functions. Instead
of machine learning models, DynamiTe constructs SMT problems from the traces
such that the solutions represent ranking functions. In contrast, [167] uses linear
regression and quadratic programming to automatically infer loop bounds from
given execution traces. Loop bounds, which are essentially ranking functions, are
also synthesised using traces in [172]. In the base case, the authors propose convex
optimisation to train an affine loop bound (i.e. ranking function). In case a simple
affine function is insufficient, the authors present a method based on clustering
to partition the training data, and to learn separate affine ranking functions for
each partition. These affine functions are then combined by reducing it to a set
covering problem resulting in piecewise affine functions. Finally, the authors also
present a method for lexicographic ranking functions where the aforementioned
techniques are combined into synthesising a vector of loop bounds. By contrast,
the work presented in this chapter employs neural networks whose expressive power
subsumes a wide variety of ranking function templates, including piecewise affine
functions. Our learning phase only relies on optimising a loss function, and can thus
be implemented using generic optimisation algorithms, such as gradient descent,

that are readily available in machine learning frameworks.
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Piecewise affine lexicographic functions are also the synthesis target in [170].
Instead of traces, the authors use examples obtained from a CEGIS loop to learn
ranking functions using decision trees and SVMs. In this method, CEGIS is used
to obtain training examples while the decision tree and SVM are used to build the
partitions of the piecewise functions. An SMT solver is used to generate a ranking
for the examples falling under the specified partitions.

Recently, Support Vector Machines (SVM) have been used to synthesise ranking
functions [168]. The same method has been extended to multiphase ranking
functions [169]. In both cases, SVMs are used to learn the coefficients of ranking
function templates that need to be supplied as parameters to the procedure. These
templates can be linear functions, polynomials, etc. The methods are applied to
loop programs where the loop guards are restricted to a conjunction of inequalities
and the loop body is a set of potentially nondeterministic assignment statements.
Most real-world software does not fit into these constraints, including many of our
benchmarks. In particular, in Section 6.6 we show how neural termination analysis
is able to show programs with disjunctive loop guards terminating.

In [171], a deep learning based method for termination analysis is introduced.
This method uses neural networks with sigmoidal activation functions, which are
shown to be an appropriate ranking function representation for programs defined
using continuous functions, without disjunctions and conditional choices. While
this is suitable to describe deterministic dynamical systems in discrete time, this
language restriction makes the method inapplicable to a lot of software, including
the majority of our simple termination analysis benchmarks. We estimate that
only 46 out of 110 programs in the TermComp and SV-COMP problem sets are
in the scope of (but not necessarily solved by) their method and remark that our
method solves 39 out of these 46 problems. Besides, 5 out of the 14 benchmarks
in NEW are in their scope, all of which are solved by vTerm. Unfortunately, we
cannot directly evaluate the effectiveness of their method on either of the three
sets because an implementation is unavailable. Moreover, their method cannot

be easily implemented in our infrastructure. In fact, neural ranking functions
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with sigmoidal activations lack efficient—and complete—decision procedures for
checking their validity. Notably, their approach required the development of bespoke
decision procedures for this purpose. Conversely, our method uses ReLLU activation
functions, which can be encoded into expressions in decidable theories, for which
efficient SMT solvers are available. Our work goes a step further by showing that
neural networks with ReLLU activation functions are sufficient to obtain results that
are comparable to state-of-the-art tools and even enable the effective termination
analysis of programs that are beyond their reach.

The idea of using the weights of a trained neural network to synthesise objects
has also been used in [73] to synthesise formulas, and in [74] to synthesise recursive
list predicates in a functional language. In both cases, positive, negative, and
implication examples are used as training data. Note that in the absence of
implication constraints, the procedure essentially falls under the programming-
by-example (PBE) paradigm. Hence, the inclusion of implication examples can
be thought of as an extension of PBE. In [73], the authors describe a method to
synthesise atoms which subsequently can be used to synthesise invariants. Their
experiments are set in the domain of Constrained Horn Clauses (CHC). In contrast,
the setting of [74] is recursive list predicates in a functional programming language.
A recursive functional program is laid out as a template and a special neural network
is trained to fill in parts of the template. The authors use special-purpose RNNs
that are tailored for this type of recursive predicate synthesis problem. In the
experimental evaluation, 11 predicates such as sorted are synthesised.

The method described in [124] also utilises the weights of a trained network but
applies it to synthesis of SMT formulas from traces. Since they synthesise formulas
instead of functions, measures need to be taken so that neural networks can be
interpreted as boolean values. To this end, the authors use gated continuous logic
networks (G-CLNs) in conjunction with Basic Fuzzy Logic. Hence, their method
requires finding continuous equivalents for logical connectives (A,V,—,...) and

other predicates such as <, >, <, etc. Once trained, the formulas are constructed
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by recursing through the G-CLN and extracting clauses with parameters above 0.5.
The authors apply this method of constructing SMT formulas to invariant synthesis.

Finally, neural networks are utilised in a similar manner in [177] to prove
stability of dynamical systems. A neural network is trained with data from a
CEGIS loop to satisfy a form of decreasingness and boundedness that is appropriate
for the setting of dynamical systems. Once trained, an SMT solver in the CEGIS
loop is invoked to verify the resulting neural network. This work has served as
an inspiration for neural termination analysis and was extended to almost-sure

termination for probabilistic programs [176].
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Conclusion

In this thesis, we investigated the application of machine learning techniques to
function synthesis. In the following, we summarise our methods and findings.
Finally, we will discuss potential future work in Section 7.1.

We first looked into the domain of syntax-guided synthesis and presented an
enumerative search strategy for SyGuS as a single player game. To solve this “game
of synthesis”, we describe an algorithm based on AlphaZero’s Monte-Carlo tree
search. The search agent is guided by machine learned policy and value functions.
To balance exploration and exploitation, we use the upper confidence bound for
trees. The machine learning models are trained in a reinforcement learning loop
from data gathered in previous iterations. We conduct an experimental evaluation
on the LIA SyGuS problem set using gradient boosted trees as machine learning
models. In order to increase the size of the pre-existing problem set, we also present
a method for automatically generating synthesis problems from pre-existing SM'T
problems using unification and anti-unification. The experiments show that the
learned heuristics improve the performance of the search agent. On average, we
go from solving 34.3% without learned heuristics to solving 60.7% on the test
set. We find that the newly generated SyGuS problems increase the diversity
of the training set and lead to improved results on the overall combined testing

set. However, when exclusively training on the new problems, we do not see any
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significant improvements on the old problems. Compared to cvc5, the experiments
show that we can compete with and even outperform cvc5 on some setups. This
is most significant on the newly generated problems where we solve 93.2% and
cve5 only solves 77%. In conclusion, we find that machine learned search guidance
helps pruning the search space significantly. This is even more impressive when
considering the fact that we only used the most basic machine learning models with
very simple syntactic features. Furthermore, we do not perform any other pruning
of the search space other than the machine learned guidance.

Next, we investigated the application of function synthesis to termination
analysis. We implemented a method for generating SyGuS—IF problems that
encapsulate the constraints of ranking functions for Java programs. We collect a
set of termination problems from pre-existing problem sets. In addition, we add 14
new programs that state-of-the-art tools struggle with. These termination problems
contain disjunctive and non-linear loop guards. In the experimental evaluation, we
apply cvc5 as well as our machine learning based solver to the resulting synthesis
problems. This shows that while SyGuS based ranking function synthesis works,
it does not significantly advance the state of the art. Using cvc5 as a backend
solver, we solve 68.9% of the problems in all problem sets combined. This places
us last in comparison to AProVE (solving 79.2%), Ultimate (solving 75.5%),
and DynamiTe (solving 69.8%). A more fine-grained analysis shows that this
approach seems to perform poorly on pre-existing problem sets. Interestingly, on
our newly generated set, we solve as many problems as DynamiTe clearly beating
the other competitors. We believe that this is due to the fact that the background
solvers we use are based on term enumeration. Hence, even in complex programs
involving non-linear and disjunctive loop guards, cvc5 is able to quickly produce
expressions of small depths. Further, we are even able to produce ranking functions
that require branching with if-then-else constructs. Despite these advantages,
however, we believe that the drawbacks such as lack of domain specific knowledge

cannot be compensated for.
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Finally, in Chapter 6, we seek to improve on the termination analysis results. To
this end, we present a framework for synthesising ranking functions called Neural
Termination Analysis (NTA). In this framework, we use the input programs to
generate execution traces. These traces constitute the training data for neural
networks that we train to act as ranking functions. The properties of a ranking
function (i.e. decreasingness and boundedness) are enforced through the design of
the neural network and the loss function. After training, the resulting neural ranking
function is translated to a symbolic expression representing the ranking function.
Subsequently, a standard SMT solver is used to verify that the resulting function
indeed is a correct ranking function for the input program. Neural Termination
Analysis has the advantage, that the complexity of the synthesis procedure is entirely
delegated to the machine learning algorithm (e.g. gradient descent). Meanwhile, the
SMT solver only has the task of checking the validity of a given ranking function,
instead of synthesising a ranking function ground up. As such, the technique can
adequately be described as “using gradient descent as a ranking function synthesis
algorithm”. To evaluate the efficacy of NTA, we provide a prototype implementation
called vTerm and test it on the aforementioned collection of benchmarks. When
using tiny neural networks with one hidden layer and a straightforward training
script, we solve 76.6% of problems, performing comparably to state-of-the-art
tools. Furthermore, we show that ¥Term can solve 94.3% of the problems in our
newly created benchmark set, which have proven to be challenging for competing
tools. All of these results were obtained using tiny neural networks, indicating

the scalability of this method.

7.1 Future Work

We have already hinted at some possibilities for future work in the previous sections.
In the following, we point out additional future work in machine learning for

function synthesis.
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7.1.1 Reinforcement Learning for Synthesis

We emphasised that the search procedure we implemented exclusively worked with
machine learned search guidance. State-of-the-art tools use optimised algorithms and
data structures to efficiently enumerate and construct terms. Further, enumerative
synthesis tools use many different techniques to prune the search space by, for exam-
ple, discarding branches that cannot lead to solutions. We believe that combining
the machine learned guidance we provide with a mature tool that implements the

aforementioned optimisations would improve the performance significantly.

Models and Features: We use machine learned guidance with gradient boosted
tree models and simple syntactic features describing the search state. We believe
that investigating more diverse features that are not based on simple term walks
could improve the results. This can be further improved by considering other
machine learning models. Notably, when considering neural networks, the process
of feature selection may become obsolete. In fact, in AlphaZero which is the basis
for the Monte-Carlo based search algorithm, deep neural networks are used and
hence, no handcrafted features were provided. In this context, one might have
to consider the use of tree neural networks or other designs that are applicable

to logical formulas and expressions.

Function Generation Procedure: In our setup, we generate functions by
searching a tree generated by a given grammar. This has the advantage that each
function is in the language defined by the syntactic constraint and that every
expression we generate is well-formed. It is worth investigating and comparing
MCTS to other search procedures. For example, it would be interesting to use the
learned policy and value to guide an A* style search. A different approach would be
to disregard the grammar tree entirely and use a machine learning model to generate
the functions directly. For example, one could investigate the use of encoder-decode

networks to encode specifications and generate solutions. Multiple networks that



7. Conclusion 141

take the tree structure of terms and formulas into account have been developed. Some

have even been applied to program synthesis in the context of code translation [242].

Problem Generation: We are certain that generating hard but solvable problems
will not only improve the performance of our methods but that of other tools in
active development as well. In our setup, we used very simple heuristics based
on the type and length of the LGG. Leveraging other properties or calling solvers
during the generation to produce adversarial examples might lead to new and
challenging problem sets. In addition, we did not change the syntactic specifications
in our generated problems. The problem sets could be diversified by mutating the
syntactic specifications and only allowing for syntactically restricted solutions. A
fundamentally different approach to generating new problems would be the use of
generative Al models. For example, one could use generative adversarial networks to
iteratively solve and generate new problems. This would be particularly interesting

as it could be incorporated into the reinforcement learning setup that we presented.

7.1.2 Neural Termination Analysis

As stated in Section 6.7, an implementation of neural termination analysis within
a mature termination prover would make the techniques applicable to a wider

range of programs and real world software.

Tracing Data Generation: In our experimental evaluation, we used a simple
sampling method to generate execution traces. As mentioned in Section 6.3
automated testing and fuzzing are active areas of research. Incorporating the
techniques used in either of these areas would improve the quality of the training
data. We suspect that as the programs to analyse become more complex, the need
for better sampling strategies becomes more apparent. For example, if the control
flow graph of the program to analyse contains many branches, a certain coverage by
the traces might be required. We believe that it is very likely that applying more
sophisticated techniques to tracing data generation can only improve our results.

However, we leave it to future work to investigate this.
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Verification: In vTerm, we take the trained neural network f,,, and generate
a symbolic function f with integer coefficients by recursing into the network and
rounding float values to the nearest integer. This could lead to a situation where
fan is a correct ranking for all pairs in the training set D (i.e. has a loss of
zero) while the expression f is not a correct ranking for D. As mentioned in
Section 6.5, discretisation of neural networks is an active area of research. We
believe that methods developed in this area can be applied here to decrease the

error that simple rounding could incur.

Other Areas of Application: One feature of Neural Termination Analysis is that
we enforced the formal specifications of ranking functions using the loss function as
well as the neural network design. In particular, we used ReLLU activation functions
with a margin ranking loss function. In future work, applications of similar ideas
to other problems of program verification should be investigated. For example,
one could investigate if it is possible to design a network f and corresponding loss
function such that f(7) = ' describes the transition of a state 2 before a loop and
2’ after the same loop. Such a network f could be described as “loop summary
network”. Similar methods could also be used to discover invariants. It remains
open if other synthesis specifications can be translated to corresponding machine

learning primitives, such as loss functions and network designs.

Learning Certificates: Neural Termination Analysis falls into a wider range of
“guess-and-check” methods that use inexact methods to guess a solution or certificate
followed by exact methods to verify the guess. Usually, the inexact methods are
probabilistic in nature and, usually involve some form of machine learning. In
contrast, verification is usually done using formal methods. In our case, the neural
network plays the role of a certificate or proof candidate for termination, while
an SMT solver is used to verify the candidate. This methodology is conducive
to ewistential nth-order problems, (i.e. synthesis problems), since the guessing
mechanism can search for witnesses while the checker “only” has to find proofs in a

logic of order n — 1. We believe that guess-and-check is a very powerful methodology
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that combines the power of machine learning with the rigour and guarantees of

formal methods. Future work should explore the interplay of this dichotomy.
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Example: Generated SyGuS Problem from
SMT

Figure A.1 shows an SMT-LIB problem from the UltimateAutomizer directory
of the SMT-LIB benchmark database. For readability, we removed comments
detailing the origin of the problem. Using the algorithm presented in Section 4.8.1

we obtain the SyGuS—IF problem shown in Figure A.2.
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set-logic LIA)

(

(declare—-fun |c_mult_ #in~n| () Int)
(declare—fun |c_mult_#res| () Int)
(declare—-fun c_mult_~n () Int)
(assert (exists ((v_nnf 14 Int))

(and (<= (+ (» 2 v._nnf 14) (* 2 c_mult_~n) 1)
|c_mult_#res|)
(<= |c_mult_#in~n| c_mult_~n)
(<= c_mult_~n v_nnf 14))))
(assert (not (and
(<= |c_mult_#in~n| c_mult_~n)
(exists ((mult_~n Int) (v_nnf 15 Int))
(and (<= (+ (* 2 mult_~n) (* 2 v_nnf_15) 1)
|c_mult_#res|)

(<= |c_mult_#in~n| mult_~n)
(<= mult_~n v_nnf_15))))))
(check-sat)

Figure A.1: Problem Primes_true-unreach-call.c_276.smt2 from the LIA
problem set.
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(set-logic LIA)

(declare-var c_mult_hashSymbolin~n Int)
(declare-var c_mult_hashSymbolres Int)
(declare-var c_mult_~n Int)

(synth-fun synthTarget ((x Int) (y Int)) Int

((NTInt Int) (NTbool Bool))

((NTInt Int
(x vy 01 (= NTInt) (+ NTInt NTInt)
(= NTInt NTInt) (ite NTbool NTInt NTInt)))

(NTbool Bool
((not NTbool) (and NTbool NTbool) (or NTbool NTbool)
(ite NTbool NTbool NTbool) (= NTInt NTInt)
(< NTInt NTInt) (> NTInt NTInt) )))

(constraint (not (and
(exists ((v_nnf_ 14 Int))
(and
(<= (synthTarget v_nnf 14 c_mult_~n)
c_mult_hashSymbolres)
(<= c_mult_hashSymbolin~n c_mult_~n)
(<= c_mult_~n v_nnf 14)))
(not
(and
(<= c_mult_hashSymbolin~n c_mult_~n)
(exists ((mult_~n Int) (v_nnf 15 Int))
(and
(<= (synthTarget mult_~n v_nnf_ 15 )
c_mult_hashSymbolres)
(<= c_mult_hashSymbolin~n mult_~n)
(<= mult_~n v_nnf_15))))))))
(check—-synth)

Figure A.2: Resulting SyGuS problem generated from SMT problem in Figure A.1.
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New Termination Problems

In Figures B.1 to B.6 we present 6 of the 14 problems in the NEW problem set. We
created these problems to showcase some weaknesses of state-of-the-art tools. These
usually feature disjunctive loop guards and linear loop bodies with non-linear loop

guards. The remaining 8 problems are variations of the same theme.

int n = %;

int a = 0;

while (a * a * 4 <= n ) {
a=a+ 1;

Figure B.1: Problem named DynamiteExampleX4. This is one of the simplest examples
which is a slight variation from the running example presented in [153].

int m = %;

int n = %;

int o = %;

int a = 0;

while (a*ax 4 <= n or a*ax 4 <= m or a*ax 4 <= o) {
a=a+ 1;

Figure B.2: Problem named DynExUpTo3VarsDisj with 3 disjuncts and non-linear
guard. Non-linearity comes from squaring a single variable, a.
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int m = %;

int n = %;

int o = %;

int p = %;

int a = 0;

while (axa*x4 <= n or a*ax 4 <= m or axa*x 4 <= 0o or ax*a*
4 <=p) {

a=a+1;

Figure B.3: Problem named DynExUpTo4VarsDisj. Same as Figure B.2 but with 4
disjuncts.

int m = %;

int a = 0;

while (a » a <= m) {
a=a+ 1;
m=m - 1;

Figure B.4: Problem named PolyClosingln. The loop guard has a non-linear term.
Furthermore, the variable m decreases while a increases.

int n = %;

int a = 0;

int b = 0;

while (a * a <= n or b <= n) {
a=a+1;
b =0+ 1;

’

Figure B.5: Problem named SquareDisj2Vars. We have two disjuncts, one of them is
non-linear as it contains a squared term. The other disjunct is linear.

int
int
int
int
while ((
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b
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) * (@ + 1) <=nor (b +1) » (b +1) <=m {

|
O 9 9 O O X *
+ + +
=

~e

Figure B.6: Problem named TwoPol4VarsDisj. The loop guard is a disjunction of two
conditions containing polynomial expressions.



Generating Execution Traces

C.1 Input Sampling

Empirically, we found that loop guards in many cases perform binary comparison
operations. Therefore, instead of simply sampling random inputs from a uniform
distribution, we sample from a multivariate normal distribution where one pair of

inputs is covariant. We call this pairwise anticorrelated sampling (PAS).

Definition C.1.1 (Pairwise Anticorrelated Sampling). Let Kr and K, be two
constants and let a and b be random integers with 0 < a,b < n — 1 from a uniform
distribution. A pairwise anticorrelated sample is a random vector [z, z1, ..., T,—1] €
R"™ sampled from a multivariate normal distribution with mean 0 and covariance

matrix A € R" x R™ such that

Kr ifi=j
A(i,j) =1 K ifi,j € {a,b} with i # j

0 otherwise.

Intuitively, PAS samples a vector with a covariance of K, for a randomly chosen

pair and a variance K7 for each remaining element.

153



154 C.2. Tracing

C.2 Tracing

We generate execution traces dynamically, by running the program. The process of
tracing takes two inputs: the program that is to be traced and a list of program
locations in the program where a snapshot of the state is to be taken. In our case,
these locations are the loop heads in the program. Our approach is conceptually
simple and independent of the platform and programming language. As we consider
Java, we give implementation details specific to the Java environment and the Java
Virtual Machine (JVM), but our approach could also be applied to more abstract
models of computation. The following steps describe how we generate execution

traces. We repeat the steps 1000 times to generate as many execution traces.

Input sampling Termination analysis is commonly applied to program fragments
that contain some initialisation and a (possibly nested) loop. Therefore, we work
with programs that are not closed but require inputs. Furthermore, since we only
consider deterministic programs, two traces that are generated with the same
sequence of inputs are identical. We use Java’s reflection mechanism to obtain a
list of arguments that the function we want to analyse accepts. Given this list, we

generated random argument tuples using the sampling described in Section C.1.

Execution We start executing the program with the sampled arguments. We
maintain control over the JVM during the execution using the Java Virtual Machine
Tool Interface (JVMTI). Once we hit a loop head location, we halt the execution

and take a snapshot of the memory.

Snapshot Using the JVMTI, we have access to the Local Variable Table (LVT).
The LVT contains all local variables of the given function. We create a memory
snapshot by iterating through the LVT and reading the values of every variable
that is in scope at the given location. For variables that are out of scope, we record
a placeholder default value (which depends on the type of the variable). Since the

number of local variables does not change, the size of the snapshots is always the
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same. Hence, we do not have to worry about padding etc. Once the snapshot is
collected, we append it to the trace of the current program. If the maximum length
of a trace is reached we force a termination of the virtual machine, otherwise we
resume the execution. In our experiments, we use a maximum trace length of 1000.

The resulting list of snapshots constitutes an execution trace.
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