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ABSTRACT Intelligent transportation initiatives increasingly employ extensive networks of Internet-of-
Things (IoT) sensors in combination with fog-computing platforms that locate computational resources
near data sources in both maritime and urban environments. Although such connectivity enhances traffic
monitoring and control, it simultaneously broadens the attack surface, placing sensitive operational data
at heightened risk. Identity-Based Encryption (IBE) simplifies cryptographic key management in these
contexts; however, it remains constrained by key-escrow exposure and the practical complexity of securely
distributing private keys. This study analyzes these limitations and evaluates the extent to which two
quantum techniques, Blind Quantum Computation (BQC) and Quantum Annealing (QA), can provide
effective solutions. In particular, BQC enables encrypted computation without disclosing the user’s
identity to the processing server, thereby substantially mitigating the key-escrow vulnerability inherent in
conventional IBE deployments. Meanwhile, QA is recommended for its ability to dynamically optimize
network performance and security configurations. By synthesizing recent developments, discussing
challenges, and recommending quantum-enhanced solutions, this study marks a significant step towards
securing and optimizing smart transportation systems through advanced cryptographic techniques and
quantum computing.

INDEX TERMS Blind quantum computation, blockchain, escrow-less cryptography, identity-based
encryption, IoT security, quantum annealing, smart transportation.

I. INTRODUCTION

HE SMART ocean and fog computing have aroused

the interest of government, business, academia, and
individuals due to the wealth of marine resources and the
nodes infrastructure for communication and computation.
Fog computing allows IoT devices at the edge of the network
to be connected to high-end cloud servers [1], [2], [3]. These
devices collect a variety of information from the sensor
nodes in smart seas that can assist with underwater green
transportation systems (UwGTs) [4], military intelligence

The review of this article was arranged by Associate Editor Peter Han
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gathering [5], and several human activities, such as monitor-
ing, protection, and aquaculture [6], [7], [8]. These devices
may process data, reducing application delays by storing and
forwarding processed data to cloud platforms. The data needs
to be shared across network users with personal identities,
and blockchain technology enables the secure methods of
protecting information from unauthorized modifications [9].
Each block has a distinct structure, and the chain of
entire blocks maintains the system intact. The information
recorded in each block cannot be modified without the
majority consensus of the network’s participants, and the
validation process relies on algorithms and parameters
included in the blocks. Blockchain infrastructure is currently
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FIGURE 1. An overview of intelligent transportation systems.

being rolled out for various applications in transportation
networks, such as vehicular networks [10], [11], smart
oceans [12], smart cities [13], and health sectors [14], [15]
by building blocks to actualize intelligent transportation
systems.

The smart transportation network is composed of numer-
ous components, as shown in Fig. 1. The central components
of the UwGTs network are the low-cost nodes with acoustic
modem accuracy, i.e., submarine sensors. These sensors can
detect, process, and send data on diverse environmental
parameters like aquatic habitats, temperature, pressure, and
organic materials. The information needs to be transmitted
to the sink [16], which is implanted at the water’s surface,
and then transferred to a remote monitoring center after it
is received at the sink. The monitoring center, located near
the coastline, is responsible for analyzing the data collected
by the sensors. Sink devices capture data from sensors and
transfer it to privately owned networks and cloud platforms
for storage and analysis. End users can utilize the data
collected by UwGTs nodes.

However, the use of these IoT devices in intelligent trans-
portation systems poses challenges due to their limited power
and memory resources. Traditional cryptographic methods
based on ciphers and hash functions are not feasible for these
devices in the smart network. Therefore, the primary focus
should be on ensuring data security rather than the overall
system’s efficiency. According to recent studies conducted
by Abera et al. [17] and Chen et al. [18], the physical
system is highly vulnerable to malicious code injection [19],
code-reuse [20], and fake data injection attacks [21].
These attacks can result into a total blackout targeting
IoT devices, leading to eavesdropping, SQL injection [22],
watering-hole [23], password cracking [24], [25] (by uti-
lizing brute-force [26], birthday [27], rainbow table [28],
or dictionary [29] attacks), phishing, replay, DoS/DDoS
(such as Smurf [30], blackhole and BlackEnergy series [31],
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ping-of-death [32], teardrop [33]), malicious third-party
intervention [34], malware (such as Trojan, Botnets, Rootkit,
etc.), and side-channel attacks. Maintaining a secure envi-
ronment for IoT devices is a formidable task owing to the
tremendous growth of challenges, integration issues, and
limitations of existing solutions, including security, privacy,
and accuracy concerns.

Moreover, the identity of devices is also a contentious
issue because the nodes in the transportation network are
susceptible to cyberattacks [35]. These nodes can perceive
their surroundings and adapt to and govern their physical
environment [36]. This is mostly due to their adaptability
and flexibility to adjust the runtime of system(s) processes
via real-time computing [37]. Malicious servers or users can
exploit device identity to penetrate security and access a
vessel’s confidential systems. NotPetya [38] is a modern
illustration of this type of attack. It exploits system vulner-
abilities to encrypt and disrupt data, and in some scenarios,
attackers may extend such strategies to gain control of sen-
sitive monitoring systems, including those used in maritime
operations. Several factors can affect transportation systems
that depend on identity information [39], [40], such as:

o Internal vulnerabilities: If a device installed on the
vessel (or a monitor connected to the cloud server)
is compromised, attackers can obtain recorded IDs,
thereby compromising the vessel’s overall security. The
recent suspension of the U.S. carrier due to ECDIS
strikes is an example of these types of attacks [41].

o Malware attacks: An adversary can implant malware
in transportation infrastructure, allowing them to cap-
ture and control a specific vessel. An oil rig was
recently captured by the cyber assailants by implant-
ing spyware [42].

o Unauthorized access: It refers to bypassing security
measures in order to gain access to a system, network,
or data without authorization or permission. There have
previously been various security breaches to access
sensitive information, such as the Springfield station
in the United States [43] utilizing a backdoor, and the
Iranian infrastructure and nuclear facility information
breach using Stuxnet [44].

« Availability of attacking tools for IoT devices: Due to
widely available technology, anyone can initiate or carry
out flooding attacks or cyber surveillance on any vessel.

This study explores the methodologies and challenges
in integrating blockchain technology with IoT systems
in smart transportation networks, focusing specifically on
identity-based cryptography (IBC). It addresses critical issues
such as the key-escrow problem, scalability limitations,
and privacy concerns associated with existing authentication
frameworks. To mitigate these challenges, the paper proposes
a novel methodology that integrates BQC and QA within
the IBE paradigm. These quantum-based techniques not
only enhance data privacy and security but also optimize
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resource allocation in large-scale IoT networks, such
as UwGTs.

The rest of the article is structured as follows: Section II
details the existing blockchain applications in smart trans-
portation and identifies gaps in current methodologies.
Section III discusses the inherent challenges of implementing
IBE in resource-constrained IoT environments. Section IV
introduces quantum-based solutions using BQC and QA
to overcome these challenges. Section V synthesizes our
findings and future research directions, and Section VI
concludes the paper.

Il. REVIEW OF AUTHENTICATION STRATEGIES IN
SMART TRANSPORTATION SYSTEMS

There are numerous blockchain-based authentication
methodologies designed to strengthen smart transportation
infrastructures against malicious attacks. Collectively, these
approaches seek to preserve the integrity of data in transit
and to verify node identities within IoT environments while
addressing the operational constraints inherent in decentral-
ized architectures, such as limited bandwidth, heterogeneous
hardware, and the lack of central trust authority. For instance,
Gopinath et al. [45] proposed a cloud-based supervisory
framework for continuous monitoring of the Internet of
Underwater Things (IoUT); by integrating an energy-aware
sensing stack with enhanced attribute-based encryption and
adaptive routing, they demonstrated secure telemetry, yet
their design is still limited by complex key-management pro-
cedures, propagation delay and elevated power consumption
typical of subsea communication, and potential scalability
problems as node density rises. Dependence on remote
cloud resources may also expose the network to service
interruptions unless an edge layer is introduced. In a related
contribution, Yazdinejad et al. [46] used a permissionless
ledger to develop a transparent, energy-efficient decen-
tralized authentication mechanism for underwater wireless
gateways. Their development integrates IoT devices in
each cluster via peer-to-peer networks, thus eliminating
repeated device authentication during inter-cluster transfers
and enhancing throughput. However, a growing transaction
volume can introduce bottlenecks, validation latency that
undermines time-critical functions, and substantial energy
and computational overhead despite the reported gains. Their
implementation requires careful tuning of block-generation
intervals and consensus difficulty to balance security with
responsiveness. Gupta et al. [47] similarly presented pairing-
based cryptography combined with an immutable blockchain
to authenticate maritime IoT entities, recording signed
transactions on-chain to prevent repudiation. However, as the
overlay grows, communication overhead, single-point failure,
incompatibility with established cryptographic suites, and the
processing load associated with ledger maintenance remain
open challenges, and the reliance on bilinear pairings can
increase verification costs on resource-constrained sensors.
Table 1 highlights various authentication methodologies that
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utilize blockchain technologies along with their associated
challenges.

While blockchain-based authentication methodologies
provide robust solutions, researchers have also explored
alternative approaches such as edge and fog computing,
software-defined networking (SDN), and Al-based authen-
tication strategies. Some of these approaches are discussed
below:

o Hou et al. [48] introduced Vehicular Fog Computing
(VFC), which leverages vehicles as infrastructure for
communication and computation instead of traditional
cellular networks and roadside units (RSUs). They
explore using both parked and moving vehicles to
pool resources across different vehicles, enhancing the
quality of services and applications through distributed
computing and communication. However, their model
faces challenges such as scalability issues with the
increasing number of vehicles and data, potential
latency due to the dynamic nature of vehicular networks,
and reliability concerns stemming from the variable
availability of vehicles. Further challenges arise from
maintaining robust security and privacy measures within
decentralized networks, effectively controlling vehicular
energy consumption, ensuring seamless integration with
existing roadway and communication infrastructures,
and addressing the complexities inherent in resource
allocation across highly dynamic vehicular networks.

o Prathiba et al. [49] introduced a security-oriented
framework designed explicitly for autonomous vehicles
utilizing SDN combined with federated K-means clus-
tering. Their proposed solution employs a continuously
moving clustering mechanism known as MiCR to
optimize the dissemination of safety-critical messages
through a 5G-based Vehicle-to-Everything (V2X) com-
munication architecture. Despite these advantages, the
method remains primarily applicable to road transporta-
tion and faces notable limitations, including scalability
constraints arising from growing vehicle density and
data volumes, maintaining low latency and high relia-
bility crucial for safety-oriented communications, and
managing substantial communication overhead resulting
from continuous data transmission. Additional concerns
include considerable energy usage, integration complex-
ities when interfacing with established transportation
infrastructures, and the inherent challenges involved in
managing advanced network technologies such as SDN.

o Trichili et al. [50] developed CNN-based encoding
model for maritime data collection. Their approach
leverages transfer learning techniques with a pre-trained
neural network to expedite the training process by
utilizing prior knowledge. The fundamental concept
behind this method is to leverage the knowledge
gained by a neural network to solve challenges in
information gathering. Despite several advantages, their
method, which employs CNN-based encoding combined
with structured light techniques, encounters notable
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TABLE 1. Methodology and challenges of blockchain integration with loT devices.

Reference Method @ Challenge A

Decentralized fog-computing framework that embeds blockchain-based access-control lists, providing resource provenance

and data-integrity guarantees for smart-village IoT deployments.

Aljuhani et al. [3] Blockchain layer and fog-node coordination add extra message exchange and processing at each foglet, inflating
A communication and computation overhead; as more edge devices join, throughput drops and latency rises, exposing

scalability limits, while distributing ledgers across many fog nodes heightens privacy risk during inter-domain data flows.

) Identity-based signature plus lightweight hashing to authenticate underwater IoT traffic and keep an immutable,
synchronized ledger across heterogeneous devices.
Zhou et al. [4] The design still exposes smart-contract logic to potential misuse, and its signing/verification routines introduce measurable
A processing and energy overhead that rises with key length, increasing latency and limiting scalability on resource-
constrained devices.

) Customized peer-to-peer blockchain architecture tailored for ultra-low-energy foglets and designed to interoperate with, or
migrate to, centrally managed IoT infrastructures.
Xu et al. [6] Scheme remains susceptible to identity- and reputation-based attacks; privacy-preserving capabilities are limited; non-
A deterministic consensus mechanism imposes an additional processing overhead that scales unfavorably, leading to
throughput degradation as more fog nodes join the network.

(€] Public-key infrastructure (PKI) for SDN-enabled fog networks; distributed storage; smart-contract-based synchronization.
Incompatible with lightweight cryptographic schemes; latency and single-point-failure risk persist; path-selection adds

A appreciable processing overhead at the controller; scalability remains limited, as higher flow volumes still cause link
congestion and disturbed flows.

Ibrar et al. [8]

Broad survey of more than 75 blockchain-based security schemes for vehicular networks; analyzes PKI use within IoT/IoV
[C] devices, authentication and data-integrity techniques, and how different platforms and consensus mechanisms affect
Alladi et al. [10] network scalability and flexibility.
A Security flaws remain unattended; consensus protocols still impose noticeable computational overhead on resource-
constrained vehicles and RSUs; throughput remains far below real-time needs, so scalability is limited.

(€] Centralized and trustworthy Peer-to-Peer network; access control using blockchain; consensus protocol security.
Lietal. [11] A Communication overhead in IoT network; data transportation security from edge devices to public cloud is not measured;
high computation complexity for node verification.

) BP3-MTS: a blockchain-based, privacy-preserving positioning-data-sharing scheme that melds zk-SNARK proofs, Merkle
commitments and smart contracts on an Ethereum-style edge network.
Gai et al. [12] zk-SNARK setup and proof generation impose noticeable processing overhead on edge nodes; block size and verification
A delay rise with transaction volume, straining bandwidth and storage and overlaying scalability; if an edge computing node
is compromised, attackers can still analyze or tamper with transactions despite decentralization.

® Blockchain-based IBE scheme for maritime-IoT, enabling authenticated device interaction and immutable peer-to-peer
logging of vessel data to enhance confidentiality and traceability.
Gupta et al. [47] IBE computations and on-chain verification introduces noticeable cryptographic overhead for low-power sensors, and the
A workload escalates with message sizes or node count rise, limiting scalability under dense network traffic; typical ledger-
level threats (e.g., double-spending) are not explicitly mitigated, leaving resilience gaps in high-volume settings.

® Permissioned-blockchain framework that integrates consensus-validated blocks, secure timestamping, and IBE to protect
user records within a decentralized public ledger.
Khan et al. [52] Combined consensus computation and IBE processing impose substantial computational and energy demands, thereby
A constraining throughput as the network scales; interoperability with resource-constrained edge devices is not demonstrated;
key-update mechanism is comparatively cumbersome, delaying timely credential rotation.

Comprehensive survey of blockchain-based security services—encryption and authentication primitives, ACL-driven
(€] privacy control, and provenance logging—to safeguard resource and data integrity across distributed and cloud-IoT
environments.
Salman et al. [53] Real-world adoption remains hindered by the significant computation and communication overhead imposed by consensus
and cryptographic operations, which reduce throughput on resource-constrained IoT devices; performance degrades further
as node counts and ACL update rates rise, revealing notable scalability limits; As ACL and key-management metadata are
stored on-chain compromising true anonymity, leaving residual privacy vulnerabilities despite pseudonymous identifiers.

) Decentralized, tamper-resistant ledger architecture intended to handle big-data streams from heterogeneous IoT devices
while keeping integrity-maintenance costs low.

Massive storage required; scalability and radio link failures in IoT networks; communication overhead; smart protocols
vulnerability.

Wang et al. [54]

) Comprehensive survey that promotes a trust-free peer-to-peer architecture for IoT, based on public-key infrastructure,
smart-contract governance, and cross-layer synchronization mechanisms.
Blockchain complexity and device heterogeneity continue to impede seamless interoperability; full-ledger replication and
A consensus maintenance impose substantial computational, storage, and bandwidth overheads on resource-constrained
nodes, thereby constraining scalability and increasing latency; gateway-centered topologies retain a residual single-point-
of-failure vulnerability.

Ali etal. [55]

Comprehensive analysis of cryptographic primitives underpinning peer-to-peer, trust-free blockchains, detailing how hash
Wang et al. [56] [C] functions, digital signatures and zero-knowledge techniques sustain unforgeability and pseudonymity within decentralized
public-ledger synchronization.

(Continued)
challenges such as scalability limitations when multiple in real-world applications. Additional problems arise
operational modes are introduced, potential latency from considerable communication overhead under vari-
issues, and vulnerability to single points of failure able environmental conditions, safeguarding transmitted
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TABLE 1. (Continued.) Methodology and challenges of blockchain integration with loT devices.

Casino et al. [57]

Liu et al. [58]

Conti et al. [59]

Ferrag et al. [60]

Dinh et al. [61]

Lietal. [62]

Ahmed et al. [63]

Ahmad et al. [64]

Mukkamala et al. [65]

Zhang et al. [66]

Hackius et al. [67]

Zyskind et al. [68]

Surveyed primitives demand substantial computational and energy resources, particularly memory-hard hashing and proof-
of-work, thereby limiting scalability on lightweight or battery-powered devices; current privacy mechanisms remain
susceptible to linkage analysis, leaving residual confidentiality gaps.

Provides a systematic, cross-sector review of PoW-based, trust-free blockchain systems, analyzing their robustness and
classifying applications across finance, IoT, governance and other domains.

Survey reveals limited understanding of interoperability and scalability, particularly where consensus mechanisms intensify
communication and storage demands; PoW’s computational and memory requirements remain beyond the capabilities of
lightweight [oT devices, yet these constraints are not quantitatively evaluated.

Offers a wide-ranging, game-theoretic survey of blockchain consensus mechanisms, tamper-proof ledger construction and
timestamping, analyzing how strategic behavior shapes security, mining management and energy-trading scenarios across
diverse applications.

The review does not address deployment on resource-constrained or mobile edge devices, whose limited CPU and battery
capacity make classical PoW assumptions unsustainable; the schemes discussed still entail non-trivial computation and
energy consumption, as the authors acknowledge in their sustainability analysis; throughput and overall scalability remain
constrained by extended block-generation intervals, limited block size and queuing delays; regulatory and governance
questions for permissioned or consortium ledgers are identified but left unresolved, indicating the need for future policy-
aware models.

Systematic survey of Bitcoin, detailing the security and privacy properties of its PoW-based consensus protocol and the
broader blockchain ecosystem.

Block verification under PoW imposes considerable computational expenditure, and the protocol remains susceptible to a
range of attacks, including double-spending, network-level eclipsing, and miner collusion, that threaten its long-term
robustness.

Presents a comprehensive survey of blockchain techniques for IoT, emphasizing decentralized resource-management,
anonymity services, and a taxonomy of threat-resistant architectures across multiple application domains.

Identity- and reputation-oriented attacks remain challenging, while the computational, bandwidth, and storage demands of
current blockchain protocols exceed the capabilities of many IoT devices, constraining scalability in practice.

PoW consensus design that limits Sybil adversaries, embedding it within a distributed ledger that supports Turing-complete
smart contracts and is empirically profiled with the BLOCKBENCH benchmark suite.

PoW mining imposes substantial computational and energy demands, yielding very low throughput (= 7 tx/s) and extended
confirmation delays; probabilistic model prevents the system from providing linear scalability, so performance degrades
evidently under high-traffic conditions.

Permissionless blockchain architecture in which an anonymous PoW consensus protocol coordinates distributed ledger
replication, enabling transaction validation among mutually untrusted nodes with no reliance on external authorities.
Design inherits classical PoW limitations: a miner collective controlling ~51% of the hash rate can rewrite history and
perform double-spending, while weak key generation exposes address linkability; substantial computation required for
global consensus restricts throughput and remains impractical for resource-constrained IoT endpoints, leaving scalability
and endpoint security issues unaddressed.

Introduces a scalable rural-agriculture IoT architecture that interconnects 6LoWPAN sensor clusters with a WiLD multihop
backbone and fog-computing gateways; cross-layer duty-cycle MAC and adaptive routing scheme is employed to cut
latency and energy consumption while maintaining end-device compatibility.

Multihop WiLD backbone imposes accumulating processing and message load, so throughput falls as node density rises,
and reliable operation still depends on clear line-of-sight links that are sensitive to weather-induced attenuation, limiting
long-range viability; framework lacks integral end-to-end integrity controls, leaving data streams open to manipulation and
tampering in an unsecured rural wireless environment.

Surveys a decentralized peer-to-peer framework that leverages a blockchain ledger and fine-grained timestamping to collect
and authenticate high-volume IoT data streams in real time, eliminating reliance on central authority.

PoW validation and global ledger replication impose significant computation and energy demands, while each node’s need
to store the ever-growing chain inflates local memory requirements and network traffic, thereby constraining scalability in
resource-constrained IoT environments; consensus layer remains susceptible to double-spending and majority-hash-rate
attacks, reflecting an underlying weakness in the incentive and trust model.

Blockchain framework for social-business applications, outlining principles that integrate distributed-ledger storage with
decentralized consensus algorithms to deliver trust, transparency, and auditability across peer-to-peer networks.
Real-world deployment is limited by the substantial computational and latency overheads that existing consensus protocols
impose on lightweight or mobile clients; developing a native cryptocurrency raises uncertain regulatory and formal-
modelling questions, complicating compliance and system verification.

Outlines a peer-to-peer IoT architecture in which each device receives a unique blockchain address; transactions are secured
with digital signatures and hash-chain records.

Deployment costs are not evaluated, while continuous ledger synchronization imposes processing and storage demands that
many lightweight devices cannot meet; the absence of agreed data formats further impedes interoperability.

Hybrid decentralized ledger for logistics data, secured by public—private-key signatures and cryptographic hashing, and
assesses industry interest through a survey of 152 supply-chain professionals.
Technological immaturity; regulatory uncertainty; industry resistance; lack of awareness.

Decentralized personal-data platform that combines off-chain storage with PoW blockchain serving as an automated access-
control manager.

Retains inherent PoW weaknesses: majority-hash-rate adversaries can rewrite history, and the high computational
requirement raises sustainability and security concerns.

data against security breaches, elevated computational
demands, and heightened energy use that exceeds the
capacity of resource-constrained underwater hardware.
Moreover, compatibility with existing infrastructure,
privacy-related concerns, and reducing environmental
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impacts associated with deploying novel technological
solutions in the marine environment remain potential
areas for further investigation.

« Mirsadeghi et al. [51] proposed a trust-based authen-
tication approach, specifically for clustered vehicular
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ad hoc networks, that employs clustering to foster
trust among vehicle nodes. Their trust-based authenti-
cation method for vehicular networks involves several
challenges, including scalability limitations as network
size increases, potential latency introduced by complex
trust computation and clustering procedures, significant
communication overhead in continuous monitoring, and
inherent complexity involved in dynamically evolving
trust relationships.

Each of these initiatives faces several challenges related
to scalability under increased traffic loads, balancing energy
and computational resource consumption, maintaining data
security and integrity, and ensuring seamless compatibility
with established infrastructure. Such persistent challenges
highlight the need for ongoing research efforts to refine
these approaches further, ensuring they effectively address
the complex requirements of contemporary transportation
networks. Blockchain integration and other approaches offer
significant potential for enhancing IoT and smart transporta-
tion systems; however, addressing associated challenges is
essential for practical adoption and long-term sustainability.
As summarized in Table 1, integrating blockchain technol-
ogy with IoT systems presents opportunities to tackle several
challenges but also introduces new complexities. Various
methodologies emphasize the effectiveness of blockchain in
enhancing security, scalability, privacy, and integrity within
IoT networks through solutions such as PKI, consensus
mechanisms, and decentralized architectures. However, con-
tinual issues such as computational overhead, extensive
storage requirements, and compatibility with lightweight
IoT devices remain posing significant barriers across these
solutions.

One of the critical concerns identified in Table 1 involves
preserving privacy and anonymity within blockchain-enabled
IoT systems. Approaches employing IBE and decentralized
public ledgers have been investigated to achieve privacy pro-
tection; however, these methods typically demand substantial
computational resources, making them impractical for imple-
mentation on resource-limited IoT devices. Consequently,
achieving an optimal balance between scalability and
privacy remains a significant challenge, as demonstrated
by multiple research studies. For instance, while Li et al.
and Gupta et al. emphasize blockchain’s effectiveness in
ensuring data integrity and robust access control, they also
acknowledge challenges such as considerable communication
overhead and susceptibility to attacks, including double-
spending vulnerabilities. Similarly, autonomous large-scale
network solutions proposed by Gai et al. and Ahmed et al.
depend heavily on extensive bandwidth and substan-
tial storage capacity, further exacerbating scalability
constraints.

Identity management poses a significant challenge within
IoT systems, primarily because data exchanges among IoT
devices frequently incorporate personal identity information,
thus increasing vulnerability to data breaches and privacy
violations. This issue becomes specifically critical in contexts
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such as green transportation networks or large-scale vehic-
ular systems interconnected via fog devices, where secure
communication protocols are essential for safeguarding
identities without compromising network integrity. Identity-
based management systems (IBMS), which rely heavily on
encryption to secure user identity, have been proposed to
address these concerns. However, studies by Zhou et al. and
Salman et al. highlight ongoing vulnerabilities associated
with cryptographic mechanisms and protocol inefficien-
cies. Shah et al. [69], for instance, investigated privacy
issues arising from data aggregation within fog comput-
ing environments and proposed k-anonymity techniques as
a countermeasure to enhance user anonymity. Similarly,
Firouzi et al. [70] developed a unified shared-key mechanism
enabling exclusive traceability of device identities by cloud
servers, aiming to address issues of traceability, confidential-
ity, and non-repudiation. Despite their contributions, these
methods still face persistent challenges, particularly related
to key-escrow vulnerabilities due to reliance on centralized
key-generation centres (KGC), which risk exposure of private
keys and consequently weaken overall system security.

The methodologies presented in Table 1 also underscore
the significant computational complexity of blockchain
technology, which limits its practicality for lightweight IoT
devices, as emphasized in studies by Mukkamala et al. and
Zhang et al. Additionally, the storage demands associated
with decentralized ledgers pose significant obstacles, par-
ticularly in expansive IoT deployments, with studies such
as those by Liu et al. and Hackius et al. highlighting the
necessity for substantial storage infrastructure. Furthermore,
latency and energy consumption remain persistent challenges
in ensuring efficient blockchain operations, as demonstrated
by Zhou et al. and Wang et al. Although blockchain
technology offers considerable potential to improve security
and scalability in IoT environments, its practical deployment
continues to encounter notable technical and operational
challenges. Privacy preservation, identity management, com-
putational efficiency, and scalability are persistent themes
in the challenges outlined by these studies. The integration
of advanced cryptographic techniques, such as IBMS and
k-anonymity, and innovative consensus mechanisms could
mitigate some issues, but the key-escrow problem and com-
putational overhead remain areas requiring further research
and development.

lll. SECURITY CHALLENGES IN IDENTITY-BASED
ENCRYPTION

In IBE within IBMS, the public key is derived from identity
information rather than being randomly generated. Compared
to PKI, IBE simplifies key management but introduces
challenges related to key-escrow and private key distribution.
In cloud environments, KGC manages a master public/private
key pair, verifies user or device identities, and generates
corresponding secret keys. The KGC can generate private
keys used to decrypt encrypted data.
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In blockchain applications, key-escrow poses a security
risk, as unauthorized parties can potentially access and
decrypt transactions or smart contracts without the owner’s
consent [52], [71]. This issue hinders IBE adoption due
to concerns over communication privacy. Researchers have
explored ways to reduce reliance on the KGC [72], [73],
[74], but challenges persist. The KGC typically maintains
identity list, allowing it to link ciphertexts to specific users.
To address this, an anonymous key-issuing protocol and an
identity-certifying authority (ICA) have been proposed [75],
[76], [77].

These protocols allow users to obtain secret keys while
keeping their identities hidden from the KGC. However,
the lack of formal security guarantees when the ICA
authenticates users remains an issue. As shown in Table 2,
studies based on this approach often lack formal validation
to assess their effectiveness in addressing the key-escrow
problem. Additionally, shifting trust from the KGC to the
ICA does not fully resolve security concerns.

Table 2 outlines various IBC methods and their limitations
across different applications, emphasizing the integration
of IBE with blockchain to improve privacy and security
in IoT systems, particularly in smart transportation. Each
approach focuses on specific aspects, such as authentication,
privacy preservation, and decentralization, but they also face
challenges, including scalability, computational overhead,
and key management.

For instance, Zhou et al. [4] developed an identity-based
authentication (IBA) scheme that incorporates privacy preser-
vation, traceability, and integrity for UwGTs. However, the
absence of mathematical proof and real-world performance
assessments highlights a common limitation in IBC imple-
mentations. Similarly, Gupta et al. [47] and Wang et al. [78]
addressed authentication and privacy concerns, yet their
methods encounter practical issues related to computa-
tional complexity and message loss, limiting real-world
applicability. Similar challenges arise in certificateless
encryption (CLE) approaches [86], [87], [88], [89], where
users independently generate cryptographic keys without
involving a centralized KGC. Although this decentralization
improves security by avoiding key-escrow vulnerabilities, it
increases complexity, particularly in extensive IoT networks.
Conversely, registration-based encryption (RBE), as intro-
duced by Garg et al. [90], [91], attempts to streamline key
management by aggregating all user keys into a single master
key maintained by the KGC; yet this strategy necessitates
frequent updates and struggles with scalability concerns.

Blockchain technology offers a promising alternative to
address IBC limitations, particularly regarding the centraliza-
tion and key-escrow issue [92], [93], [94], [95], [96], [97].
Through decentralized key management, blockchain mit-
igates reliance on a single authoritative entity, thereby
enhancing data privacy and reducing security vulnerabili-
ties. This attribute is particularly critical in transportation
networks, where robust and confidential communications
are imperative. Blockchain’s intrinsic attributes, including
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decentralization, immutability, and transparency, augment
cryptographic security protocols in environments with
numerous interconnected IoT devices. However, implement-
ing blockchain-based IBE systems introduces additional
computational overhead, posing a significant challenge in
extensive deployments. Studies by Tzeng et al. [84] and
Zhang et al. [82] have specifically identified computational
demands and increased overhead as key limitations in their
proposed methods, emphasizing that successful practical
implementation requires carefully balancing security, opera-
tional efficiency, and usability.

Future research should prioritize developing post-quantum
identity-based encryption methods capable of overcom-
ing existing constraints while providing enhanced security
and scalability. Given the continual growth of IoT and
smart transportation ecosystems, combining advanced cryp-
tographic mechanisms with scalable blockchain architectures
could significantly improve the security, efficiency, and
resilience of these networks.

IV. QUANTUM SECURITY ENHANCEMENTS

In this section, we introduce BQC and QA as innovative
cryptographic solutions to address the key-escrow problem
and optimize resource allocation within IBE enabled smart
transportation systems. We detail the system model involving
data owners, data consumers, and cloud servers, emphasizing
the secure processing and transformation of encrypted data.
BQC ensures that computations are performed without
revealing sensitive information, maintaining data privacy. QA
is utilized to efficiently manage high-dimensional search
spaces and optimize data routing and energy distribu-
tion across transportation nodes, enhancing security and
performance in the network.

A. SYSTEM MODEL

The IBE system architecture comprises data owner, data
consumer, registry authority, and cloud server, as shown in
Fig. 2. Both the data owner and data consumer are cloud
clients. The registry authority is responsible for setting up
the system, responding to registration queries, and issuing
public parameters for data outsourcing.

Cloud servers offer storage services to preserve outsourced
data and computation services for clients to alter stored
files. To protect data privacy, entities use IBE to encrypt
data before outsourcing it to the cloud. If a file is the
result of IBE encryption for a particular data owner and
is initially intended for one data consumer, that owner
can generate an authorization token to share the data with
multiple data consumers. The cloud server then converts
the IBE ciphertext file into a transformed ciphertext format,
allowing authorized data consumers to decrypt and access
the original information.

B. THREAT MODEL
An IBE system may face the following active attacks.
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TABLE 2. Methods and limitations of identity-based cryptography.

Reference

Method ® Challenge A

Zhou et al. [4]

Gupta et al. [47]

Khan et al. [52]

Wang et al. [78]

Ali etal. [79]

Tangade et al. [80]

Zhang et al. [81]

Zhang et al. [82]

Karati et al. [82]

Cui et al. [83]

Tzeng et al. [84]

Lo et al. [85]

Identity-based signature plus lightweight hashing to authenticate underwater loT traffic and keep an immutable,
synchronized ledger across heterogeneous devices.

The design still exposes smart-contract logic to potential misuse, and its signing/verification routines introduce measurable
processing and energy overhead that rises with key length, increasing latency and limiting scalability on resource-
constrained devices.

Blockchain-based IBE scheme for maritime-IoT, enabling authenticated device interaction and immutable peer-to-peer
logging of vessel data to enhance confidentiality and traceability.

IBE computations and on-chain verification introduces noticeable cryptographic overhead for low-power sensors, and the
workload escalates with message sizes or node count rise, limiting scalability under dense network traffic; typical ledger-
level threats (e.g., double-spending) are not explicitly mitigated, leaving resilience gaps in high-volume settings.

Permissioned-blockchain framework that integrates consensus-validated blocks, secure timestamping, and IBE to protect
user records within a decentralized public ledger.

Combined consensus computation and IBE processing impose substantial computational and energy demands, thereby
constraining throughput as the network scales; interoperability with resource-constrained edge devices is not demonstrated;
key-update mechanism is comparatively cumbersome, delaying timely credential rotation.

Developed SIPAR, an identity-based conditionally privacy-preserving authentication scheme in which signature
verification avoids costly bilinear pairings, keeps the system master key solely at the trusted authority (never in a vehicle’s
TPD), and lets any roadside unit revoke a misbehaving vehicle simply by updating its local secret and broadcasting the new
public key, eliminating certificate-list exchanges.

SIPAR’s evaluation focuses on computation time and normal-link bandwidth; it omits analysis of performance under the
high packet-loss rates typical of dense or fast-moving VANETSs and provides only a basic handshake for entering a new
RSU domain, leaving seamless cross-RSU re-authentication and reliability under adverse channel conditions unexplored.

Proposes an ECC-based IBS-CPPA that eliminates pairings and map-to-point operations, reducing each verification to a
single point multiplication plus one addition while still guaranteeing authentication, anonymity, traceability, and non-
repudiation.

Messages are only signed, not encrypted, end-to-end confidentiality is absent, and the evaluation ignores wireless-link
effects, leaving real-world packet loss and total delivery delay unmeasured.

Developed TMHC, which combines identity-based signatures with lightweight HMAC to authenticate unlinkable beacons,
while a roadside-authority assigns dynamic trust scores, cutting bandwidth and computation versus PKI schemes.

Protocol still verifies each beacon individually; efficiency with batch signature checking in dense traffic has not been
evaluated.

Introduces a vehicular-cloud scheme that fuses dynamic identity-based authenticated asymmetric group key agreement with
location-based encryption, letting users restrict data processing to chosen geographic regions while vehicles form a secure,
anonymous cloud.

Protocol assumes a reliable cloud and does not address multi-hop broadcasting when vehicles are widely dispersed, so its
scalability in sparse networks remains untested.

Introduced OTIBAAGKA, a one-round, identity-based asymmetric group key agreement that lets any vehicle (not a fully
trusted RSU) distribute the group secret key; every pseudonym serves as a public key, removing external certificates, and a
single short broadcast updates the group key for all members, thereby achieving operation without a trusted authority and
lightweight, immediate key renewal inside the CMIX.

All vehicles in a CMIX still encrypt with one shared symmetric key that is only refreshed on a fixed schedule; if a
compromised or insider discloses this key, every message remains vulnerable until the next periodic update because the
protocol lacks any prompt re-keying or revocation mechanism.

Introduced OTIBAAGKA, an anonymous, identity-based protocol in which Diffie-Hellman-style bilinear-pairing design
lets each vehicle issue a one-time signature that is jointly verifiable, providing message authentication and provable
unforgeability without traditional certificates.

Every signature check still triggers multiple bilinear-pairing evaluations, among the costliest crypto operations, so the work
does not resolve the resulting verification delay and CPU load that become acute when many beacons arrive at once.

Introduced SPACF, a pairing-free ECC identity-based authentication that combines cuckoo filters with binary search to
speed batch signature verification at RSUs, avoiding tamper-proof hardware while maintaining message authenticity and
conditional privacy.

All private keys derive from a single master secret kept by the trusted authority, so a breach there would compromise every
vehicle, an inherent key-escrow risk the author does not mitigate.

Presents an identity-based batch scheme in which pre-loaded secrets let an RSU authenticate any number of beacons with
only two pairings and one point multiplication, yet still preserve vehicle anonymity and traceability.

Producing pseudonyms, signing beacons, and, when a batch fails, reverting to per-message checks still incur pairing-heavy,
multi-step computations that strain resource-limited nodes.

Developed an ECC identity-based authentication that swaps costly pairings for one-way hashes, allowing rapid batch
verification while remaining unforgeable against adaptive chosen-message attacks.

The author measured cryptographic speed but not radio-layer congestion, leaving the impact of packet loss in high-density
traffic unexplored.

1. Impersonation: Cloud clients may attempt to gain
unauthorized access to outsourced data by imperson-

ating data owners or legitimate data consumers. containing personal identity information.
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2. Malicious Cloud Servers: Cloud servers or attackers
with access to cloud servers may seek to steal data
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FIGURE 2. IBE mechanism for data outsourcing.

3. Misuse of Authorization Tokens: Cloud servers may
exploit data owners’ authorization tokens to transform
encrypted data that is not authorized for sharing.

Given these realistic threats, we need to define a secure
IBE system that complies at least with the security objectives
listed below.

o Data security: To ensure data security, one effective
measure is to encrypt data before outsourcing it. This
way, authorized users who possess the right decryption
keys can access the data. Cloud servers and unautho-
rized clients cannot access the encrypted data.

o Manageable transformation: Any data transformation
on the cloud server requires an authorization token
approved by the data owner. It must be infeasible for the
cloud server or any other unauthorized clients to infer
a valid authorization token for transforming unrelated
files or obtaining identity information from encrypted
data.

C. IBE ALGORITHM
The constructed algorithm consists of setup, registration,
encryption, authorization, transformation, and decryption.
1. Setup: (1*,m) — (Pgr,My) — The algorithm for
setting up the registration authority takes the security
parameter A as input and permits a maximum number
of authorized data consumers m to access the data.
The output includes the public key Py for the system
and a master key M; for the registry authority.
2. Registration: (ID, Py, My) — Si—ip — Registry author-
ity requires the public parameter Pj, the master key
My, and an identity ID € {0, 1}* to generate a private
key Sk—ip.
3. Encryption: (ID, Py, M) — Cr—_jp — The data owner
inputs the public parameter Pj, the message M to
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be encrypted, and an identity /D to produce an IBE
ciphertext C7_p.

4. Authorization: (Pk, Sx—ip, Cip) — Tip—cy, — The data
owner inputs the public parameter Py, their private
key Sr—ip, and a set of consumer identities Cjp. The
algorithm produces an authorization token Tjp— c;,
enabling transformation for the specified consumers.

5. Transformation: (Pk, Tip—cyp. Cr—ip) — Cr—cyp —
The cloud server uses P, the authorization token
Tip—cyy, and the ciphertext Cr_;p to produce a
transformed ciphertext Cr_cy,,.

6. Decryption: (P, Sk—ip» Cr—ip/Cr—cp) — M/L —
The data consumer utilizes their unique identity ID’,
along with the public parameter Py, private key Sx—_p,
and either ciphertext Cr_jp or Cr_c,, to decrypt
and obtain the message M. If the ID = ID' for
Cr_p or ID' € Cyp for Cr—c,p, the algorithm outputs
the original message M; otherwise, it outputs a null
symbol L.

To set up the algorithm (1*, m) — (P, My), the following
conditions must be satisfied:

o« When decrypting an IBE ciphertext, (ID, P, M,) —
Cr_ip, using a private key (ID’, Py, M) — Si_jp, the
decryption algorithm (P, Cr—ip, Sk—ipr) will always
output the plaintext message M if and only if the
identifier used to generate the ciphertext matches the
identifier associated with the private key, such as
ID =1D'.

« Given a transformed ciphertext (P, Tip—c,,, Cr—ip) —
Cr—c,, and a private key (Px, My, ID') — Si_jpr, the
decryption algorithm (Px, Cr—cyp,, Sk—ip) Will always
output the plaintext message M if and only if ID" € Cyp.

The initial requirement is straightforward; only the autho-
rized data consumer is permitted to decrypt any IBE
ciphertext. However, in the case of transformed ciphertext,
the authorization token utilized in the transformation must be
generated by the entity who intercepted the original cipher-
text. This condition ensures that only the data consumers
whose identities are mentioned in the authorization token
can decrypt the transformed ciphertext.

To address the outlined requirements, we develop an
intuitive solution that leverage BQC and QA within the
IBE framework. This approach ensures data security and
efficiency in solving optimization challenges in smart trans-
portation systems, with particular attention to overcoming
the key-escrow issue.

D. BLIND QUANTUM COMPUTATION FOR SECURE IBE
Blind Quantum Computation allows a data owner to out-
source the encryption process to a quantum server without
revealing sensitive information, thus preserving data pri-
vacy. In the IBE context, BQC allows secure delegation
of key generation and encryption processes to the cloud
server without exposing the private key or identity-related
information.
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1) BQC-ENHANCED IBE SYSTEM ARCHITECTURE

o Data Owner: Encrypts data without revealing identity.

o Data Consumer: Authorized users who can decrypt the
data.

o Registry Authority (RA): Sets up public parameters and
issues private keys based on identities.

¢ Quantum Cloud Server (QCS): Performs encryption and
transformation computations while remaining “blind”
(i.e., it cannot access the actual data or identities).

2) SETUP PHASE

o The RA initializes the system using a security parameter
A, generating public key P, and master secret key
M. This initialization process is classical and outputs
public parameters, allowing authorized data consumers’
identities to be recognized within the IBE framework.

3) KEY GENERATION WITH BQC

o The data owner initiates a BQC protocol with the QCS
by preparing a quantum state | i)| that encodes their
identity ID and public parameters Py.

e The QCS operates on | )| blindly, gaining no
information about the encoded data or the identity.

o After the QCS completes the computation and returns
the quantum state, the data owner performs post-
processing to extract the encrypted private key Si—ip
without revealing its structure to the QCS.

4) ENCRYPTION WITH BQC

« For encryption, the data owner again uses BQC, sending
the encrypted identity ID and message M to the QCS
as a quantum state.

o The QCS processes this state according to the encryp-
tion protocol, unaware of the underlying values.

o The resulting IBE ciphertext Cr_jp is then sent back
to the data owner or stored in the cloud.

5) AUTHORIZATION & TRANSFORMATION

« Using BQC, the data owner generates an authorization
token Tip_.c,,, designating specific data consumers.

o The QCS transforms the ciphertext Cr—;p into Cr—cy,
based on Tjp_c,,, making it accessible only to the
designated consumers.

6) DECRYPTION

o Data consumers can decrypt the transformed ciphertext
with their private keys using classical methods if their
identities match those in Cr—_cy,,.

« Since BQC prevents the QCS from learning identity and
key information, key-escrow risks are mitigated, hence
no single entity has direct access to both identity and
private key data.

By employing BQC, private keys are generated and
encrypted without exposing them to the QCS or any
centralized KGC. The RA maintains system integrity without
direct access to private keys, thus eliminating a single point
of failure.
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E. QUANTUM ANNEALING FOR OPTIMIZATION IN
IBE-ENABLED SMART TRANSPORTATION SYSTEMS
Quantum Annealing optimizes resource allocation in a smart
transportation network, handling tasks such as data routing
and energy distribution. Within an IBE framework, QA also
manages high-dimensional search spaces inherent in large
IoT networks.

1) QA-BASED OPTIMIZATION PROCESS: PROBLEM
FORMULATION

« Objective: Minimize data latency and maximize security
across transportation nodes.

o Variables: Define binary variables x;, where x; = 1
indicates an active and secured node, and x; = 0
otherwise.

o Cost Function: Define an objective function H(x) =
> i Eixi + Zi’j Cjjxixj, where E; is the energy cost for
node i and Cj; is the communication cost between nodes
i and j.

2) ENCODE THE OBJECTIVE FUNCTION

Use the IBE system’s secure communication channels to
share initial parameters and embed the optimization objective
into H(x). The RA translates transportation data into this ini-
tial Hamiltonian H(x), embedding identity-based constraints.

3) INITIALIZING ANNEALING

A quantum annealer starts in a superposition of states
representing all possible active/inactive node configurations.
It then gradually transitions from higher-energy states (sub-
optimal configurations) to a low-energy state that optimizes
latency and data flow.

4) QUANTUM EVOLUTION

Quantum tunneling effects allow the annealer to navigate
solution space efficiently. The quantum annealer converges
on an optimal network configuration that balances security
(through authorized nodes) and efficient data transmission
paths, following IBE’s authorization constraints.

5) RESULT EXTRACTION AND SYSTEM UPDATE

Once the optimal configuration is identified, the system
is updated with these optimized parameters. The network
adapts in real time, leveraging secure IBE authorizations and
minimizing bottlenecks.

By embedding authorization constraints into the quan-
tum annealer, only configurations meeting specific identity
requirements are valid. This design mitigates the key-escrow
problem since keys are not stored centrally but are managed
dynamically within the optimized network, preventing any
single entity from holding complete key information.

F. FORMULATION OF QUANTUM-ANNEALED
OPTIMIZATION PROBLEM IN IBE-ENABLED SMART
TRANSPORTATION SYSTEMS

The integration of IBE into resource-constrained smart
transportation systems necessitates efficient optimization of
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data routing and communication strategies, particularly to
reduce computational delays, energy usage, and weaknesses
associated with cryptographic transformations. QA serves as
an effective method to address this optimization challenge, by
mapping the routing problem into a Quadratic Unconstrained
Binary Optimization (QUBO) formulation compatible with
existing quantum hardware.

Let N = {1, 2, ..., N} represent the collection of
nodes within the smart transportation system, such as sensors
or vehicles, and § = {1, 2, ..., G} signify gateway or
edge computing nodes capable of decrypting and processing
encrypted data. For each node i € N, a set of precomputed
routing paths P; may be defined, and let P = Uivzl P; denote
the complete set of potential routing paths available within
the entire network.

For each path p € P, we define a binary decision variable:

= 1, if path p is selected for transmission;
710, otherwise.

Each path p is associated with three metrics: 1) L, —
estimated end-to-end latency (ms); 2) E, — estimated energy
cost (mJ); and 3) R, — escrow risk, defined as the number
of cryptographic transformation requests involving the BQC
server for intermediate key derivation. The objective function
is to minimize the total weighted cost across all selected
paths:

min H (x) = Z (aLp + BE, + yR,)x,
pe?®

where «, B, y > 0 are system-defined weights reflecting
the trade-off among latency, energy, and security risk.

To ensure feasible and efficient routing, the following
constraints should be considered:

o Unique path selection: Each node must be assigned
exactly one path. Let Cp; = 1 if path p corresponds to
node i, and O otherwise:

> Gixpy=1,Vie N
peP

o Gateway capacity limits: Each gateway g € G has a
maximum processing capacity B,. Let P, be the set of
paths terminating at gateway g:

Z xps Bgs Vg e 9
pePy

These constraints are integrated into the QUBO model using
penalty functions, producing the following formulation:

2
O =HW+r Y [ Y Gy —1
ie N\pe?®
2
+A2 Z max| 0, Z xp, — By
ge G peP,
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where A; and A, are penalty coefficients that enforce
constraint compliance.

Illustrative Scenario: Consider a maritime transportation
network consisting of N = 50 vehicle-mounted IoT nodes
and G = 3 roadside edge gateways. Each node is pre-
assigned a set of k = 3 candidate paths based on radio
range, congestion estimates, and link stability. For each
path p, approximate values of latency L,, energy usage E,,
and escrow risk R, are derived from system-level models
informed by historical data and device specifications. Using
a total of 150 decision variables (paths), the QUBO model
can be mapped onto current QA hardware with fewer than
200 logical qubits, depending on embedding efficiency.

This theoretical scenario demonstrates how routing deci-
sions can be jointly optimized for performance and quantum
security, offering significantly reduced search complexity
compared to classical combinatorial methods, especially
under real-time constraints.

G. FEASIBILITY OF IMPLEMENTATION AND EMPIRICAL
VALIDATION

To assess the implementation complexity and empirical
feasibility, we outline a multi-stage validation plan that
transitions from simulation to deployment.

1) QUBO SIMULATION AND SOFTWARE PROTOTYPING

Initial implementation can be carried out using the D-Wave
Ocean SDK, allowing the QUBO model to be defined,
tested, and solved using either classical QUBO solvers, e.g.,
simulated annealing or tabu search, or publicly accessible
quantum annealers. The software layer integrates with a
Python-based simulation of the IBE and BQC protocol stack,
using estimated latency, energy, and key-transformation risk
values.

2) VALIDATION METRICS

To evaluate system-level feasibility, several metrics can
be computed through simulation, such as 1) average end-
to-end latency across all active paths; 2) total energy
consumption per transmission cycle; 3) number of BQC
interactions, as a proxy for escrow risk; and 4) optimization
runtime and convergence consistency. These metrics allow
comparison against traditional deterministic routing schemes
and classical optimization techniques.

3) HARDWARE-IN-THE-LOOP INTEGRATION

A hardware-in-the-loop testbed could be constructed using
embedded devices, such as Raspberry Pi or similar,
to emulate sensors and gateways. Precomputed values
for latency and energy consumption can be measured
under various network loads, enabling realistic model
calibration.

4) SCALABILITY ASSESSMENT VIA EMULATION

To assess system behavior at scale, ns-3 network simulator
can be used to model hundreds of nodes and multiple
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gateway configurations. The quantum optimization layer
remains external, interfaced via API, and solves updated
QUBO instances as node mobility or traffic patterns evolve.

V. DISCUSSION
The integration of blockchain and IBE into IoT systems,
particularly in the context of smart transportation networks,
offers significant opportunities for enhancing security,
privacy, and scalability. By leveraging blockchain’s inher-
ent properties, such as decentralization, transparency, and
immutability, coupled with the cryptographic flexibility of
IBE, these systems can address key security challenges
like data integrity and unauthorized access. However, the
practical deployment of these technologies is hindered
by several challenges, including computational overhead,
scalability constraints, and key management vulnerabilities.
A critical concern in current implementations is the
reliance on a centralized KGC, which introduces risks such
as key-escrow, single points of failure, and privacy breaches.
Our proposed approach leverages BQC to decentralize
key management and mitigate the key-escrow problem.
By enabling secure delegation of cryptographic operations
to quantum servers without revealing private keys or
identity-related information, BQC significantly strengthens
the security framework. This ensures that even in untrusted
environments, sensitive data remains protected.
Furthermore, the dynamic nature of smart transporta-
tion networks, characterized by fluctuating environmental
conditions and high node mobility, necessitates real-time
optimization of resources. QA addresses this need by
formulating resource allocation, data routing, and energy
distribution as combinatorial optimization problems. By
efficiently navigating high-dimensional search spaces, QA
identifies optimal configurations for IoT nodes, reducing
latency and improving system adaptability to changing
conditions. This quantum-enhanced optimization approach is
critical for maintaining operational efficiency in large-scale,
resource-constrained IoT ecosystems.

A. KEY ADVANTAGES OF THE PROPOSED FRAMEWORK
The integration of BQC and QA within the framework of
blockchain and IBE brings numerous significant advantages.
These address some of the most pressing challenges in
securing and scaling IoT-based smart transportation systems.

1) PRIVACY PRESERVATION

BQC ensures that sensitive identity-related data and private
cryptographic keys are never exposed to external parties,
including quantum cloud services or unauthorized entities.
This reduces the potential risk of identity misuse during
cryptographic operations. Moreover, by decentralizing key
generation procedures, BQC effectively mitigates vulnerabil-
ities, including key-escrow, ensuring no centralized authority
can dominate the management or control over cryptographic
keys. This feature is particularly essential in contexts such
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as UwGTs, where IoT devices frequently transmit essen-
tial environmental data, demanding rigorous confidentiality
measures to protect user identities.

2) DECENTRALIZED SECURITY

Blockchain’s decentralized ledger, combined with secure
identity-based cryptographic mechanisms, provides a robust
security architecture. By eliminating the dependency on
centralized authorities, such as KGC, this framework sig-
nificantly reduces the risk of single points of failure. This
inherent decentralization ensures protection from unautho-
rized modifications, including data breaches, SQL injections,
or malicious third-party interventions, ensuring end-to-end
data integrity.

3) SCALABILITY AND EFFICIENCY

QA optimizes resource allocation, data routing, and energy
management in dense IoT networks, such as those found
in smart transportation systems. By efficiently addressing
combinatorial optimization challenges, QA allows networks
to dynamically respond to changing operational conditions
and node mobility. This scalability ensures that large-
scale ToT networks can sustain high performance without
compromising on security, even in resource-constrained
environments. The framework addresses the computational
limitations of traditional cryptographic methods, making it
suitable for lightweight IoT devices operating with limited
power and memory.

4) ROBUSTNESS AGAINST ATTACKS

Incorporating BQC effectively counters various cyberse-
curity threats, including code-reuse attacks, fake data
injection, and phishing attempts, by ensuring cryptographic
keys remain hidden from unauthorized entities. Quantum-
enhanced cryptographic techniques offer resilience against
advanced attacks, including those targeting centralized key
repositories or exploiting network vulnerabilities. This is
especially critical in maritime environments and smart
transportation infrastructures, where attacks such as malware
implantation or DoS/DDoS traps could disrupt operations.

5) IMPROVED RESOURCE UTILIZATION

Implementing QA for dynamic allocation of resources
substantially reduces transmission latency and improves
throughput within IoT communication networks. Such
optimization is essential for maintaining operational effi-
ciency in high-density interconnected IoT environments, such
as real-time data collection from underwater sensor networks
or advanced smart road transportation infrastructures.

B. CRITICAL COMPARISON WITH LEGACY
BLOCKCHAIN-ONLY SCHEMES

Blockchain, PKI, and CLE have significantly advanced dis-
tributed security, however, each exhibits inherent limitations
that constrain their applicability in heterogeneous, large-
scale, and resource-constrained IoT environments. Based

279



WASEEM et al.: ADVANCING loT-DRIVEN TRANSPORTATION SECURITY: A COMPREHENSIVE REVIEW

on the quantitative and qualitative analysis presented in
Tables 1 and 2, this subsection offers a critical compar-
ison of these classical approaches and outlines how the
proposed framework integrating BQC and QA addresses their
deficiencies.

1) COMPUTATIONAL AND ENERGY OVERHEAD

Blockchain systems employing consensus mechanisms such
as PoW introduce substantial computational and energy
demands, often resulting in low throughput (e.g., < 7 tx/s
in Bitcoin-class systems) [61]. These requirements are not
feasible for IoT devices with limited processing and power
capabilities, as evidenced in several studies [8], [12], [54].
The proposed method mitigates this by delegating key gener-
ation and ciphertext transformation to a blind quantum server,
thereby removing PoW from the client-side process. This
reduces local resource consumption without compromising
security.

2) SCALABILITY LIMITATIONS

Permissioned blockchains and lightweight consensus pro-
tocols, such as PBFT and Proof-of-Authority, exhibit
throughput saturation as the network scales, due to increased
consensus traffic and replication overhead. These effects are
particularly significant in dense IoT settings. The integration
of QA enables efficient real-time optimization of resource
allocation, such as routing and power budgeting, producing
low-latency, high-throughput configurations that support
near-linear scalability.

3) TRUST CENTRALIZATION IN PKI

Traditional PKI systems rely on certificate authorities (CAs),
introducing single points of failure and increasing admin-
istrative complexity. Certificate issuance, revocation, and
renewal introduce latency and communication overhead,
which are particularly challenging for IoT nodes with limited
or unstable connectivity. The proposed method replaces the
CA with BQC-based key generation, wherein private keys
are generated inside blind quantum circuits inaccessible to
any classical party. This removes reliance on centralized
authority while maintaining strong identity assurance.

4) INCOMPLETE ESCROW MITIGATION IN CLE

While CLE improves PKI by decentralizing key manage-
ment, it still depends on the key-generation authority to issue
partial private keys. This reliance introduces a significant risk
of key-escrow, as compromised authority could enable large-
scale decryption. In contrast, the proposed approach ensures
that neither the registration authority nor the quantum server
alone has sufficient information to derive user private keys,
thereby efficiently eliminating escrow-related vulnerabilities
while preserving the deployment simplicity of IBE.

5) STORAGE OVERHEAD AND LEDGER
SYNCHRONIZATION

Traditional replica blockchain architectures necessitate that
each participating node stores the entire ledger, which
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presents considerable challenges for IoT devices with con-
strained storage capacity. This limitation is widely reported
across surveyed studies. By incorporating QA-based replica
placement, the proposed system ensures that only selected
nodes maintain the full ledger, while others operate as
lightweight clients. Post-quantum-secure proof allows these
clients to verify transactions without extensive local storage,
thus preserving ledger integrity with reduced overhead.

6) PRIVACY AND METADATA EXPOSURE

Conventional blockchain privacy enhancements, such as
mixers and zero-knowledge proofs, remain vulnerable to
metadata leakage and correlation attacks. The proposed
framework addresses this by integrating identity constraints
directly into the QA Hamiltonian and performing sensitive
operations via BQC. This ensures that both message con-
tent and associated metadata remain concealed, enhancing
resistance to both passive and active surveillance.

C. CHALLENGES AND FUTURE RESEARCH
DIRECTIONS

Despite the advantages, several challenges must be addressed
to realize the full potential of quantum-enhanced crypto-
graphic solutions in IoT systems. These challenges span
technological readiness, system compatibility, scalability, and
policy considerations.

1) QUANTUM INFRASTRUCTURE READINESS

The implementation of quantum-enhanced methodologies
requires access to reliable quantum computing hardware.
Current quantum technologies remain in their growing
stages, with limited scalability and availability. Moreover,
the cost of developing and deploying quantum infrastructure
for real-world IoT systems, such as smart transportation
networks, is another barrier that must be addressed through
research and investment.

2) INTEGRATION WITH EXISTING SYSTEMS

Ensuring the compatibility of quantum-based solutions with
current blockchain platforms and IoT protocols is a complex
task. For instance, legacy IoT devices may not have the
computational capacity to interface with quantum-enhanced
encryption protocols. Hence, blockchain systems must be
modified to incorporate IBE with quantum-ready consensus
mechanisms. Moreover, hybrid cryptographic models that
combine classical and quantum techniques could provide a
transitional path to fully quantum systems.

3) SCALABILITY IN REAL-WORLD DEPLOYMENTS

While QA provides efficient optimization for large networks,
empirical validation in real-world settings is essential to
address scalability issues. Factors such as latency, energy
consumption, and the complexity of network configurations
must be thoroughly evaluated. Moreover, IoT networks in
smart transportation systems involve diverse nodes with
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varying capabilities, from lightweight devices to high-
performance servers. Adapting quantum methodologies to
such heterogeneous environments remains a challenge.

4) COMPUTATIONAL COMPLEXITY AND RESOURCE
CONSTRAINTS

Despite BQC and QA methodologies reducing computa-
tional demands compared with conventional cryptographic
approaches, they continue to necessitate substantial quantum
and classical computational resources. Achieving an optimal
balance between these intensive resource requirements and
the limited capacities inherent to lightweight IoT devices
is particularly challenging. Future research should prioritize
optimizing quantum algorithms to enable their efficient
implementation on currently available quantum computing
hardware.

5) REGULATORY AND POLICY IMPLICATIONS

Quantum-enabled cryptographic solutions must comply rig-
orously with international data security standards and privacy
regulations. Ensuring adherence with frameworks such as
the GDPR and NIST cryptographic standards is imperative
when deploying these technologies in cross-border trans-
portation systems. Regulatory entities must carefully evaluate
the implications of quantum cryptographic approaches for
identity management and data protection within sectors such
as maritime transport and autonomous vehicle networks.
Furthermore, a multidisciplinary collaboration involving pol-
icymakers, technology developers, and end-users is essential
for developing governance structures that adequately balance
innovation with security and privacy.

Future research should emphasize rigorous empirical
evaluations of quantum-based cryptographic techniques,
comparing their practical performance directly with tra-
ditional cryptographic methods. Additionally, developing
hybrid quantum-classical methodologies could facilitate tran-
sitioning theoretical advances into tangible applications.
Addressing these challenges can establish a robust foun-
dation for future IoT implementations, ensuring enhanced
security and operational efficiency within smart transporta-
tion infrastructures.

VI. CONCLUSION

The integration of quantum computing approaches, specif-
ically BQC and QA, within IBE frameworks, presents
substantial potential for enhancing the security of smart
transportation systems. Employing BQC can effectively
mitigate the longstanding issue of key-escrow inherent in
traditional IBE schemes by allowing secure computations on
encrypted data without disclosing sensitive identity-related
information or private cryptographic keys. Additionally,
QA provides a robust methodology for optimizing both
operational and security aspects in real-time, significantly
improving the efficiency and robustness of transportation
networks. This analysis highlights the pressing need and
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practical viability of integrating quantum-based crypto-
graphic methods to address existing limitations encountered
by IBE schemes within complex IoT scenarios. Subsequent
research efforts should concentrate on validating these
quantum technologies through empirical assessment of their
performance and scalability in actual smart transportation
deployments. The continued evolution of quantum computing
will likely yield even more sophisticated tools for securing
and managing the next generation of intelligent transporta-
tion systems, making this an exciting area of ongoing and
future exploration.
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