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Abstract—Physical layer secrecy is highly costly in terms of
achievable data rates if perfect secrecy is considered. However,
in many practical systems this level of secrecy is not required.
In this paper, we introduce a secrecy system based on network
coding and physical layer secrecy which is throughput efficient
while maintaining a practical level of secrecy. In this system, a
set of linear combinations of the original messages are protected
with a physical-layer secrecy scheme and another set of linear
combinations are freely transmitted over the wireless broadcast
channel. This will allow the designer to tune the system for a
desired level of secrecy and throughput. We discuss three variants
of this coding scheme; The first two use random linear network
codes (RLNC) and hence, highly efficient in terms of throughput.
The third variant is based on instantly decodable network codes
(IDNC) and designed for delay sensitive applications.

I. INTRODUCTION

A large fraction of the information transmitted over com-
munication networks has a confidential nature and should
be protected against unauthorised access by eavesdroppers.
Hence, secrecy has been in the center of attention of the
communications researchers for several decades. Wyner in his
seminal work [1] shows that it is possible to exploit the noise
in the channel between the transmitter and eavesdropper to
hide secret information from the eavesdropper. More precisely,
suppose the capacities of the channels between the transmitter
and the legitimate receiver and also between the transmitter
and eavesdropper are Cp, and C,, respectively. It is shown in
[1] that for memoryless channels it is possible to securely
transmit at the rate Cy; = Cp — C,, if the legitimate receiver
enjoys a better channel than the eavesdropper. This is the basis
for physical layer secrecy' which has been widely studied
particularly for wireless communications [2].

The study of wiretap channels has been extended to net-
worked communication systems [3-6] in the context of net-
work coding. Suppose we have an acyclic multicast network
with a source and a set of receiver nodes where each channel
between any two nodes has a capacity of 1 unit. Moreover,
assume that the maximum possible transmission rate between
the source and these destinations is & (which is specified by
the size of min-cut between the source and the set of receiver
nodes). In [3] it is shown that if £ edges in such a network
are wiretapped by the eavesdroppers, it is possible to securely
transmit s — k units of information.

In the previously mentioned scenarios, perfect secrecy is the
requirement, i.e. no information about the intended messages
should leak to the eavesdropper. A looser but highly practical
secrecy condition, i.e. weakly security, is introduced in [4]
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In this paper, we use the terms secrecy and security interchangeably.

where the eavesdropper is not able to obtain any meaningful
information about the ‘individual messages’ of the source
(but possibly some information about their joint distribution).
With this level of secrecy requirement, [4] shows that unlike
[3], without any sacrifice of network throughput, one can
weakly securely transmit from the source to the receivers as
long as the number of wiretapped links is less than A. As
an example, suppose that an eavesdropper has wiretapped an
XOR combination of two messages x; and x», i.e. x| @ x;.
Although some information about the collection of the two
messages has been leaked, the eavesdropper will not obtain any
information about the individual messages x; and x, (see e.g.
[7] for storage and [8] in cooperative wireless networks, where
weakly security has been adopted as the secrecy condition).

A more general definition of secrecy is established by
Harada and Yamamoto [9], where a transmission is called
strongly r-secure if the eavesdropper cannot obtain any infor-
mation about any subset of s < r messages if & — r links are
wiretapped by the eavesdropper. Therefore, weakly security
is a special case of r-security where r = 1. Parameter r can
be used to define the level of secrecy ranging from weakly
security to perfect secrecy. Random linear network coding [9]
is shown to be strongly secure if the operating field size is
sufficiently large.

In this paper, we introduce a general coding scheme for
weakly secure and r-secure network coded transmissions over
a broadcast wireless channel. The introduced system basically
protects a fraction of the linear combinations of the source
messages by an extra layer of physical layer perfect secrecy
scheme and the rest of combinations are transmitted freely. The
fundamental advantage of the proposed scheme is its efficiency
in terms of data rate while maintaining secrecy at the level
that is desirable for many wireless applications. The proposed
system also allows the designer to tune the system for a desired
level of secrecy by changing the value of r.

II. SYSTEM MODEL

We assume a transmitter is willing to deliver a vector of N
messages X = [x1...xy] (vectors represented in bold fonts)
to a group of K legitimate wireless receivers over a symbol
erasure broadcast channel (SEC) in the presence of a group
of M eavesdroppers. Each message x; € F, is an element
from a finite Galois field of size g. The transmitter generates
and broadcasts linear combinations of these messages over
the same finite field (or larger field sizes) using the methods
which will be described later. Each combination is received by
the legitimate user i with probability p; and with probability
gq; by the eavesdropper j. We assume that the eavesdroppers
are capable of exchanging the messages they have received
with each other over an error free secure channel. The same



assumption applies to the legitimate receivers’. Given this
assumption, the union of the eavesdroppers and the union of
legitimate users successfully receive a linear combination with
the probabilities 8 = 1-[1}%,(1-¢;) and @ = 1 =[5, (1-p),
respectively. It should be noted that we use this abstraction
of wireless channel model for tractability of the analysis.
However, the behavior of real wireless channels are far more
complicated. There exist methods in the literature to derive the
probability of block errors given the parameters of a fading
channel [10].

The objective of the proposed system is to deliver the
messages to the legitimate users while a certain level of
secrecy is maintained with high probability. The level of
secrecy is defined based on the amount of information made
available to the eavesdroppers. We use the definition in [4] to
specify the level of information leakage. Suppose U is a subset
of the original messages set (denoted by X) and V is a subset
of the transmitted combinations (encoded messages). Perfect
secrecy means that if V is the set of received combinations
at the eavesdropper and U = X, then I(X;V) = 0, i.e. the
received combinations contain no information about the entire
set of messages. Weakly security is a looser condition where
the eavesdropper obtains no information about any of the
individual messages, i.e I(x;;V) =0, Vi =1,...,N. A more
general definition of secrecy allows us to apply several levels
of secrecy. A coding system is called strongly r-secure if
I(U;V)=0, YU C X, [U|<r.

III. HYBRID SECRECY METHOD

The underlying principle of the proposed system for holding
a certain level of secrecy is to assure that a given number of
linear combinations are missed by the union of the eaves-
droppers with high probability. Therefore, a fraction of the
random linear combinations of the source will go through
an extra layer of coding to be prepared for a physical-layer
based perfect secrecy scheme. The remaining combinations
will be transmitted freely without any further coding. This
coding system has been illustrated in Fig. 1.

The outer encoder, using the methods developed in [4, 5, 11]
for coding at the source, generates N combinations of the mes-
sages such that no subset of these combinations with at least
one missing combination is decodable for the eavesdropper. It
should be noted that the methods in [5, 11] can operate in the
same field size as the original messages whereas the method in
[4] should be performed in a larger field size. In [9] it is shown
that random linear networks can be also strongly secure if the
field size is sufficiently large. Therefore, the outer encoder can
be removed and a RLNC encoder operating in a larger field
size (as the NC in Fig. 1) applied instead.

The NC encoder generates random linear combinations of
its input elements (the N original messages or the N outputs
of the outer encoder). The output of the RLNC encoder
is split to two subsets of Ny and N, linear combinations.
The first subset is given to an extra layer of physical-layer
based perfect secrecy encoder (PLPS) where its output will
be Ny > N, encoded elements from the finite field. This

2If the legitimate receivers are incapable of such collaboration, each user
can be treated individually as an instance of the proposed scheme.

output is transmitted over the channel. Such encoders typically
use a channel coding method, e.g. LDPC or polar code to
combine some random messages with the original messages,
to prevent the eavesdropper (whose channel is not as good as
the legitimate user) from decoding the messages even if the
encoder is known to the eavesdropper [12]. The remaining N,,
combinations will be directly transmitted to the receiver. At
the receiver side the combinations received from the PLPS
are decoded to obtain the N linear combinations. Also a
subset of the network coded combinations will be successfully
received at the receiver. The collection of these two sets of
combinations are decoded by the NC decoder (obviously N
independent linear combinations should have been received).
In the following, different variants of the proposed scheme are
discussed.

A. Semi-Adaptive Approach

If an outer encoder (using one of the methods established in
[4, 5, 11]) is considered, Zyx; will be the output. Otherwise
Z = X. The NC component in this method would be a RLNC
encoder [13]. The RLNC component generates two sets of
linear combinations. The first set includes N; = r combina-
tions which are sent to the PLPS encoder to be processed for
physical layer secrecy using one of the methods described in
[12]. The input to the PLPS encoder, Y?v;xl = A%\/;xNZNXh
is mapped to Wy, x; where Ny > N (the PLPS rate is
discussed later in this section). The second set of combinations
(denoted by Y}wal = A}vwx ~Znx1) is transmitted over the
channel without any further coding. A' and A? are the RLNC
coefficient matrices. At the decoder side, once the PLPS unit
decodes and obtains Y2, the RLNC encoder begins generating
linear combinations and transmitting them over the channel
until the receiver receives sufficient number of independent
linear combinations to decode. In other words, the collection
of Y? combinations and the subset of Y' which is successfully
received at the receiver form a set of N independent linear
combinations and hence decodable. Therefore, the value of
N,, is adaptively decided based on an acknowledgement by
the receiver.

The average number of required transmissions with this
method is given by

N-r r
a a-p

(D

where Nr is the average total number of transmissions. The
first term relates to the direct transmissions by the RLNC

encoder. The second term is the rate by the PLPS. This is
because the capacity of secure transmission using physical
layer secrecy is @—p. This is followed from the Wyner capacity
of memoryless wiretap channels [1] and that the capacities
of the legitimate and eavesdropper SEC channels are a and
B (symbols per channel use), respectively [14]. If r = 1, the
system is weakly secure. Also, one can observe that for a fixed
r, if N — oo, the system achieves the capacity of non-secure
transmissions.

It should be noted that the achievable rate for the hybrid
secrecy scheme, denoted by Cj, in its general form and for a
fixed ratio p = ;, is the weighted sum of the physical layer
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Fig. 1: Hybrid coding system.

secrecy transmissions and free transmissions achievable rates,
which is as follows.

Cp = pCs + (1 = p)Ce = p(Cp = C,) + (1 = p)Cp

2)
=Cp — pCe
Hence, the gain of the proposed scheme in terms of achievable
rate is upper bounded by G = %.

It should be noted that selecting the appropriate level of
secrecy in a practical system, will be depending on the
application, the computational resources of the eavesdropper,
and the coding system and its operating field size. For instance,
in [4], it is discussed that if the eavesdropper can guess g linear
combinations of messages, then the system will be weakly
secure if ¢ < h — k. An incautiously low level of secrecy
(e.g. r < N) might make the system vulnerable against brute-
force or other computational attacks (because any independent
linear combination of the messages reduces the linear span of
solutions’ space).

B. Adaptive Approach

The building blocks of this approach is identical to the
semi-adaptive approach. If the difference between « and S
is considerable, one can expect that with high probability, the
legitimate receiver might receive N independent combinations
and decode before the eavesdroppers receive N — r combina-
tions, if all the RLNC combinations are transmitted without
PLPS coding. If we denote the random variables representing
the number of received linear combinations by the legitimate
user and the eavesdropper by Ny and Ng, we have
N1

P(N, < N-1) = Z ( gw)a[(l—a/)NW_[ = I1_o(N,y—N+1,N)
£=0

and

N-r
P(Ng <N-r)= ) (]\;W)ﬁf(l—ﬁ)N“"’ = 1ig(Nw=N+r, N).
=0

where I,,(-) is the regularised incomplete beta function (CDF
of a binomial distribution with parameter p). It should be noted
that we assumed the field size to be large such that every
combination received by the receivers is independent of the
others. Therefore, Ny and Ng follow binomial distributions.

The objective would be to check if there are any values
of N,, such that P(N, < N —1) < € for Nv% and P(Ng <
N-r)<1-6 for Ng, denoted by Ng, and N, for arbitrarily
small values of € and 6. If N is large, central limit theorem
(CLT) can be used to approximate the binomial distributions
of N; and Ng. Using central limit theorem we have

NE - Nwﬁ

VNwB(1 - B)

where N(0, 1) is the standard normal distribution. We would
like to find the value of zg for which P(Z < zg) = 6. Therefore,
we have

20=V2erf™'(26 - 1).

Solving the following equation gives the desired value of N,,.
N Ey — N Wﬁ

VNWﬁ(] - ﬁ)

where Ng, = N —r for the eavesdropper. For the legitimate
user, we replace Ng, by Nr, = N —1, 8 with @ and 6 with e.
By solving the quadratic equation, we have:

\/Eerf*](%‘ -1)=

N;, = é[N—riA\/2(l —a)(N -7+ A2(1 - ) + A%(1 —a)]

where A = erf~!(26 — 1). The smaller value is selected in the
case of N, whereas the larger value is selected in the case of
NO.

Once for a given ¢ the value of N, is derived, it can be
used as a threshold for the transmissions by the RLNC unit.
At the first phase the RLNC generates linear combinations
of the original messages. If the legitimate receiver obtains
N independent linear combinations before that the total of
transmissions exceed Nj;,, with a probability larger than 1 —¢
the system will be r-secure. Otherwise, the RLNC transmis-
sions are stopped as soon as the total number of transmissions
reach to N, and the remaining number of independent linear
combinations required by the legitimate user are encoded by
the PLPS unit and transmitted over the channel. It should be
noted that this scheme is sensitive to the choice of §. This
dependency will be discussed in Section IV.

C. Instantly Decodable Approach

RLNC in general is throughput efficient. However, it im-
poses considerable delay to the system. This is because the
receiver has to wait until it receives sufficient number of linear
combinations to be able to decode and obtain the original
messages. For delay sensitive applications, instantly decodable
network coding (IDNC) is an efficient alternative. The simplest
form of IDNC is described in the canonical example of
network coded relaying in [15], where the two receivers Alice
and Bob hold two messages x; and x;, respectively. Therefore,
the combination x| @ x, transmitted by the relay is instantly
decodable for both of them. We incorporate the same principle
into the current scheme. The first message x; is encoded by the
PLPS unit and transmitted over the channel. Therefore, the first
message remains hidden from the eavesdroppers. Afterwards,
at each transmission (say i-th round, i = 1,...,N — 1) the
network coding unit generates the combination x; @ x;.1. If
the combination is not received correctly by the legitimate
receiver, it will be retransmitted until it is received (where



14 ; ; ; ; 1 X 73 " ; ; : T
o . PO — ‘g‘
g‘ ' “ ;:u I'?Illl'\'l e recelver o "—‘
£12f 1 >08F % 30 o r=5 1 |
% *don 3 ) X%. -m-r=6 71t —
& 3 “c
§ 10¢ g 08f or | — Legitimate Receiver
= 3 = | —— Eavesdropper
5 £ ' >~ 69f ‘
g gl |+freetransmissions S 04F “\
= Fp=02 > ! 68 —
g p=04 = 5 “w
—e- = 0. 8 L 1
§o [Tr ol | al
: a |
physical layer secrecy '-... 661 H
4 : ‘ ‘ ‘ % 60 k7o W 100 10 120 1% 65 - : : : :
-10 0 10 20 30 40
SNR (B) number of transmissions 0 002 004 006 008 01 01
Fig. 2: Achievable rates for a given SNR at ~ Fig. 3: Probability of unsuccessful recep- ~ Fig, 4: Threshold values N}, and N9
the legitimate receiver With respect to SNR  tion at the legitimate receiver P(N, <  with respect to 6.
at the eavesdropper for dlffereqt values of p, 7 _ 1) and the eavesdropper P(Ng <
compared to conventional physical layer per-
p - o N —r).
ect secrecy (p = 1), and free transmissions
(0o =0).
. . . Eve r=1|r=5|r=6|r=7|r1r=8
perfect feedback is ava.llable): The eayesdropper W.IH .Il(?t be N7 (semi-adaptive) | 78 70 o & G
able to decode and obtain any information about the individual N1 (adaptive) 61 67 69 70 7

messages. Therefore, the transmission is weakly secure.

IV. NUMERICAL EXPERIMENTS

The Shannon capacity of the proposed hybrid scheme for
different values of p = 4 has been compared with the
conventional physical layer perfect secrecy systems (p = 1)
and free transmissions (p = 0) in Fig. 2. We assumed a
fixed Signal-to-Noise Ratio (SNR) of 40 dB for the legitimate
receiver and represented the achievable data rates with respect
to SNR at the eavesdropper, ranging from —10 dB to 40 dB.
As it is expected, for larger values of the SNR, the gain of the
proposed hybrid scheme over perfect secrecy is larger. Also
for larger values of eavesdropper’s SNR, the capacity grows
almost linearly with respect to the SNR.

In another experiment, we have studied the adaptive ap-
proach. The probabilities of unsuccessful completion at the
legitimate receiver and the eavesdropper after a certain number
of combinations transmissions have been depicted for N = 50,
a = 0.85 and B8 = 0.5. More precisely the probabilities
P(Ng < N — 1) for different values of r as well as P(N;, <
N — 1) with respect to a range of values for N,, have been
shown in Fig. 3. Roughly speaking, one can observe that
even for r = 7, the probability of unsuccessful reception of
N messages by the eavesdropper is close to 1 whereas the
same probability is close to 0 for the legitimate eavesdropper.
Therefore, with high probability, the system is r-secure for
r =7 without the extra coding by the PLPS.

For 6 = € = 0.01, the value of N;, has been compared with
the average number of transmissions Ny required by the semi-
adaptive method in table I. N, can be considered as an upper
bound for Nr in the semi-adaptive approach. Since NO = 66
for this setting, for r = 7 the adaptive method outperforms
the semi-adaptive. Moreover, the sensitivity of the values of
N and N with respect to 6(= €) has been examined and
depicted in Fig. 4.

V. CONCLUSION

We proposed a hybrid weakly secure method of transmission

using linear network coding and physical layer secrecy. The

TABLE I: The total number of transmissions in the semi-
adaptive and adaptive methods.

key advantage of such a system is in throughput efficiency in
comparison to strongly secure systems while a highly reliable
(and tunable) level of secrecy is maintained. In future, it
would be interesting to translate the parameters of the physical
layer (e.g., transmission power, fading, path loss, stochastic
geometry of the users and eavesdroppers) to probabilities of
erasure and observe their impact on secrecy level.
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