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ABSTRACT

Coordinated Vulnerability Disclosure (CVD) programmes leverage a global network of independent secu-
rity researchers (hackers) to support pre- and post-deployment security. Organisations are increasingly
adopting Bug Bounty Programmes (BBPs) and Vulnerability Disclosure Programmes (VDPs) to outsource
work from internal security teams, and are able to utilise the results from a programme to help shape
their Software Development Life Cycle (SDLC) processes. Motivated by the question How effectively are
organisations utilising CVD programmes?, we aim to address two issues concerning the operation of CVD
programmes. First, it is necessary to identify the pre- and post-launch issues faced by programme oper-
ators that inhibit effective operation. Second, organisations stand to benefit if they are able to use the
results of a CVD programme outside of the typical reporting-triaging information flow between a hacker
and the operator. As such, it is useful to explore how the results of a CVD programme influence change
across the SDLCs of real-world organisations and measure the extent to which this occurs. We report
upon the results of a qualitative study based on the outcomes of 39 survey responses and eight semi-
structured interviews with individuals involved in the operation of CVD programmes. It is found that
the fears and issues faced by organisations are similar to those identified in earlier studies, suggesting
that there has been little development in preventing prevalent problems faced by CVD programme op-
erators. High volumes of low-quality, low-value reports still burden operators and consume resources. It
is also found that organisations use the information contained within vulnerability reports to influence
change in a number of security activities, namely testing, communication processes, and the specification
of security requirements. Finally, based on the responses from the surveys and interviews, we provide
recommendations to those looking to establish a CVD programme.

© 2022 The Author(s). Published by Elsevier Ltd.
This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)

1. Introduction

sands of vulnerabilities in a wide range of technologies and asset
types (Votipka et al.,, 2018; Walshe and Simpson, 2020).

Many organisations choose to operate Coordinated Vulnerabil-
ity Disclosure (CVD) programmes (Silomon et al.,, 2022), opening
up their assets to large numbers of curious white-hat hackers (see
Vandervelden et al. (2021) for a further discussion of the types of
hackers) in the hope that these hackers will discover vulnerabili-
ties and disclose the details to the security team (Cavusoglu et al.,
2007). This can provide benefits to pre- and post-deployment se-
curity as vulnerable assets are patched (Takanen et al., 2018). The
broad technical background of the global community of hackers
has been responsible for identifying and reporting tens of thou-
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In exchange for the submission of a valid vulnerability report,
hackers may be rewarded with monetary payouts, ‘swag’ (such as
a company t-shirt), public recognition, or employment (Hata et al.,
2017). Although hackers may be motivated by the eye-catching
rewards offered as payouts from many Bug Bounty Programmes
(BBPs) (Walshe and Simpson, 2022; Zhao et al., 2014), such as the
$1,000,000 bounties offered by Apple (Hern, 2019), some act out
of altruism and report vulnerabilities to ensure the privacy, safety
and security of the general public (HackerOne, 2021).

In recent years, the number of organisations operating a CVD
programme has continued to increase (Walshe and Simpson, 2020;
Zhao et al., 2015). This is particularly evident on bug bounty plat-
forms: third-party organisations that host CVD programmes, fa-
cilitating access to a pool of hackers (in some cases with ver-
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ified identities), global payment systems, and optional paid-for
report verification and management services (Bugcrowd, 2022;
HackerOne, 2022). The number of CVD programmes available
on bug bounty platforms has grown year-on-year, and now in-
cludes major organisations, such as the U.S. Department of De-
fense, IBM, Uber, Atlassian, and Cloudinary (Bugcrowd, 2022;
HackerOne, 2022). The acceptance and growth of this activity
may be attributed, in part, to its incorporation into secure de-
sign frameworks (such as the Building Security in Maturity Model
(BSIMM) (Synopsys, 2019)), professional standards (such as ISO/IEC
29147 (International Organization for Standardization, 2022)), and
binding operational directives by the U.S. Department of Homeland
Security (such as BOS 20-01 (U.S. Department of Homeland Secu-
rity, 2022)).

Despite the widespread usage of CVD programmes and the
increasing maturity of the security activity, there are still many
barriers to adoption, including: large volumes of low quality re-
ports (Al-Banna et al., 2018), lack of hacker motivation (Walshe and
Simpson, 2022), high operating costs (Walshe and Simpson, 2020),
and a general distrust of hackers (Follis and Fish, 2022). A qual-
itative study involving the operators of CVD programmes has the
potential to both uncover the difficulties faced by operators during
the pre- and post-launch phases and assess how effectively organ-
isations are utilising their programmes. It is hoped that the results
and insights presented in this paper can be used by organisations
wanting to deploy their own CVD programme and also help inform
those already operating one.

The structure of the remainder of the paper is as follows.
Section 2 explores the background of CVD programmes, discusess
related studies, and presents the motivation for the work described
in this paper. The methodology is detailed in Section 3. The back-
ground of the respondents is presented in Section 4. Having in-
troduced our three research questions in Section 2, we consider
the results in Sections 5-7. Finally, in Section 8, we summarise the
contributions of the paper and give consideration to areas of po-
tential future work.

2. Background and motivation

In this section we give consideration to the background to,
and the motivation for, our contribution. The background to the
research is outlined in Section 2.1, which also provides con-
text for the objectives of the study. A summary of related work
is presented in Section 2.2. Finally, Section 2.3 presents the
motivation for the study undertaken, as well as our research
questions.

2.1. Background

Secure Software Development Lifecycles (SSDLs) represent an
extension of the traditional Software Development Life Cycle
(SDLC) development paradigm, seeking to better integrate secu-
rity activities and checkpoints throughout the entire product life-
cycle (Beckers et al., 2015; Jones and Rastogi, 2004). By consider-
ing security at all phases (i.e. during planning, development, and
deployment), the use of an SSDL framework is intended to pre-
vent the presence of architectural flaws and software and hard-
ware vulnerabilities in the deployed product (Ardi et al., 2007).
Aside from the obvious benefit to security, the mitigation of er-
rors during earlier stages in the product lifecycle has been shown
to decrease the total cost of development and future mainte-
nance (Pressman, 2005).

Created in 2008, and first published in 2009, the BSIMM
presents a data-driven approach to SSDL framework cre-
ation (Synopsys, 2019). The BSIMM has grown from measuring
the security activities of nine organisations (BSIMM1, 2009) to
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using measurements from 128 major organisations (BSIMM12,
2021) (Synopsys, 2022). Its current iteration (BSIMM12) presents
a collection of 122 curated security activities across the domains
of: governance, intelligence, SSDL touchpoints, and development.
Each domain is decomposed into practices, which are, in turn,
decomposed into individual security activities.

There are three mature activities of particular interest to us
within the Configuration Management and Vulnerability Man-
agement (CMVM) practice. First;, CMVM 3.4 advocates for the
operation of a bug bounty programme. The activity was first
identified in BSIMM-V (2013) but not measured until BSIMM6
(2014) (Synopsys, 2022). It has seen steady growth within the
BSIMM: from being present in 4% of measured organisations in
BSIMM6 to 15.6% of organisations in BSIMM12 (Synopsys, 2022).
Second, the new addition of CMVM 3.7 in the BSIMM promotes the
streamlining of incoming responsible vulnerability disclosure re-
ports, and encourages organisations to improve the ease-of-access
of reporting information to hackers (such as visibility of secu-
rity email addresses and security.txt documentation (Poteat and
Li, 2021)). Third, CMVM 3.2 encourages a systematic refinement
of the SSDL framework using the feedback from operations teams.
While this security activity has been included in the BSIMM since
inception, it has seemingly failed to gain popularity within organ-
isations (Synopsys, 2022). Within the context of this paper, this
activity is of particular interest. In order to fully utilise the infor-
mation contained within vulnerability reports (and any metadata),
it would be prudent for an organisation to analyse reporting pat-
terns and make necessary changes to the SSDL /| SDLC processes
to prevent reoccurrence. The inclusion of CVD programmes within
data-driven SSDL frameworks, together with recommendations re-
lating to the use of data in a ‘feedback-to-SSDL step’, demonstrate
the growing acceptance and utilisation of CVD programmes within
modern organisations.

In this paper we define a CVD programme as the broad secu-
rity activity that involves the disclosure of vulnerability informa-
tion from an external white-hat hacker (individuals that ‘positively’
impact security through the disclosure of vulnerabilities (Silic and
Lowry, 2021)) to an organisation (Householder et al., 2017). Bug
bounty and vulnerability disclosure (often called responsible dis-
closure) programmes can be considered as two commonly em-
ployed types of CVD programme. For the purpose of this work we
define a BBP as a CVD programme that explicitly offers monetary
rewards — often outlined in the programme policy — for the sub-
mission of eligible vulnerability reports. In contrast, we define a
Vulnerability Disclosure Programme (VDP) as a CVD programme
that does not explicitly offer (nor imply) monetary rewards. Never-
theless, intangible rewards (e.g. listing in a hall of fame, reputation
points, etc.) and ‘swag’ may still be rewarded to successful hack-
ers. Furthermore, both types of programme may offer one-off mon-
etary rewards (not defined by programme policy) at the discre-
tion of the programme manager for particularly insightful or severe
reports.

As highlighted by Formosa et al. (2021) and Manjikian (2017),
BPPs may be ethically questionable if the operators simultane-
ously encourage participation but fail to provide adequate au-
thorisation for the activities. In an effort to provide some le-
gal assurances to hackers, organisations may choose to publish
‘Safe Harbor’ guidelines that permit ‘good faith’ vulnerability re-
search. A ‘Full Safe Harbor’ (see the Disclose.io project for tem-
plates (Disclose.io, 2022)) is achieved if explicit authorisation is
given to hackers conducting research an organisation’s assets, and
may help alleviate the risks that arise due to certain anti-hacking
or anti-circumvention laws, (e.g. the Computer Fraud and Abuse
Act (CFAA)) (Etcovitch and van der Merwe, 2018). Further discus-
sion of the legal risks and implications of bug bounties can be
found in Ellis and Stevens (2022).
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As discussed in Section 1, many CVD programmes are hosted
on bug bounty platforms, such as HackerOne' and Bugcrowd?,
and, despite the name, bug bounty platforms often allow organisa-
tions to host a VDP. These platforms act as centralised directories
for programmes, allowing user-bases of hundreds-of-thousands of
hackers to view pertinent information about an organisation’s CVD
policies and the extent to which hackers have participated in the
past. As market participants, platforms help to resolve informa-
tion asymmetries between programmes and hackers (Wachs, 2022;
Walshe and Simpson, 2022).

2.2. Related work

There have, in recent years, been numerous qualitative stud-
ies exploring the backgrounds and the relationships between
hackers, security professionals and organisations. For example, a
study by Votipka et al. (2018) presents results from 25 semi-
structured interviews in order to compare and contrast the ex-
periences between internal security professionals (‘testers’) and
hackers. Similarly to Hafiz and Fang (2016), the authors con-
sider how individuals select areas to search, make use of au-
tomated tools, and communicate with other stakeholders. Al-
though hackers typically work outside of a team structure, Cuevas
et al. suggest that collaborative structures may benefit individ-
uals when searching for vulnerabilities as double-work can be
avoided (Cuevas et al., 2022). Witschey et al. (2015) also con-
sider the adoption and usage of security tools amongst devel-
opers. The contributions of Votipka et al. (2018) and Hafiz and
Fang (2016) both identify groups of hackers that search for vul-
nerabilities as a hobby. Respondents explain that this is done for
personal enjoyment, but also as a good opportunity to learn via
real-world examples (Votipka et al., 2018). In HackerOne’s 2019 re-
port (HackerOne, 2019), learning is cited as one of the key non-
monetary motivating factors for hackers on the platform. This con-
flicts with the views of Malladi and Subramanian (2019) that mon-
etary rewards act as the sole source of motivation for hackers to
search for vulnerabilities.

An earlier study by Al-Banna et al. (2016) used 66 survey re-
sponses and 32 interviews to understand how the expertise of a
hacker is indicated to other hackers and security professionals. The
authors highlight the value to an organisation that can be found
through the invitation of hackers to private programmes, such as
those hosted on third-party platforms (e.g. HackerOne), through
the identification of expertise indicators. Public programmes do
not allow for an organisation to restrict access to low-skilled hack-
ers. As such, without the ability to filter by expertise, a pro-
gramme may receive an overwhelming majority of invalid reports
(‘noise’). Supply shocks due to the COVID-19 pandemic may have
exacerbated such problems (Zrahia et al, 2022). Automated ap-
proaches to report validity checking, such the report classifiers
by Fan et al. (2018), or by extending the topic models proposed
by Xia et al. (2016), may be beneficial to organisations look-
ing to filter out valid reports from the incoming noise. However,
practitioners may be wary of automated report management sys-
tems in practice due to reliability (Zou et al.,, 2018). A study by
Li and Zhao (2022) explores how operators many utilise gover-
nance mechanisms (such as definitions of in-scope assets) may be
used to control the quantity of submissions to a programme.

Smith et al. (2020) explore the use and effectiveness of inter-
nal red teams (offensive security) at Microsoft using the results
of 17 interviews with red-team members. Unlike hackers, inter-
nal red teams may utilise insider knowledge and shortcuts (such

1 https://www.hackerone.com
2 https://www.bugcrowd.com
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as internal network access) to more quickly identify vulnerabilities
or consider more advanced attack scenarios (Hilton et al., 2017).
Alomar et al. (2020) also use interviews to explore vulnerability
discovery and management from the perspectives of internal test-
ing teams, penetration testers, red teams, blue teams (defensive
security) and purple teams (offensive and defensive), and through
the employment of BBPs. The authors highlight the need for a ma-
ture security culture, effective internal communication channels,
and acceptance by managers before the aforementioned security
teams can be fully utilised.

Using the results of 36 interviews, Al-Banna et al. (2018) in-
vestigated the organisation perspective on the usage of CVD pro-
grammes. The authors uncovered the fears that many organisations
express towards the use of CVD programmes. Of the interviewees,
10 were actively involved in the operation of a CVD programme
and provide insights as to whether these fears are realised in prac-
tice. In addition, ongoing issues during programme operation, as
well as countermeasures, are presented. Many of the fears and is-
sues presented in the study are echoed in other qualitative and
quantitative work. A distrust of hackers by some organisations is
also found by Tanczer (2020). A lack of hacker motivation and a
difficulty in maintaining participants is reported by Walshe and
Simpson (2022).

2.3. Motivation

The focus of the study described in this paper is, in part, in-
spired by the creation and use of a Bug Bounty Lifecycle (BBLC)
framework by Media (2022). The ambition of the operator is to
maximise the value derived from the BBP using a lifecycle ap-
proach that incorporates the findings from hackers to help guide
organisational change in respect to security efforts and activi-
ties (Media, 2022). Although there have been many studies that
consider aspects surrounding the usage of CVD programmes by or-
ganisations, there has been rather less investigation into the extent
to which organisations use the results of a CVD programme to in-
fluence change in their SDLCs.

Furthermore, the continued adoption of CVD programmes
provides motivation to explore how organisational perspec-
tives have changed over time. Motivated by the work of Al-
Banna et al. (2018) (who conducted interviews between 2015 and
2016), it is useful to explore how the pre-launch fears and post-
launch issues have changed as the usage of CVD programmes has
matured in recent years. It is also useful to assess the recommen-
dations of Alomar et al. (2020) in the context of BBPs and VDPs.

It is hoped that, by identifying how organisations use the find-
ings from their programmes to bring about change, as well as how
they overcome fears and issues that arise, the work described in
this paper will inspire other organisations to take onboard the
recommendations put forward in this study and more effectively
utilise their CVD programmes.

We consider How effectively are organisations utilising CVD pro-
grammes? through answering the following research questions:

1. What are the current issues and fears faced by programme op-
erators pre- and post-launch?

2. To what extent do organisations use the findings from their
CVD programme to direct change throughout their SDLC?

3. How should organisations looking to leverage the work of hack-
ers best set up a CVD programme?

Question 1 seeks to re-examine the findings of Al-
Banna et al. (2018) using new data collected up to five years
after their original study. If the same fears and issues persist,
it perhaps demonstrates the existence of systemic flaws in the
current methods to promote and inform organisations about the
usage of CVD programmes. The aim of Question 2 is to identify
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the extent to which organisations are currently using the findings
from hackers to influence changes within the organisation, helping
to improve security. Furthermore, by identifying which activities
are being influenced by the findings, it is hoped that more or-
ganisations may be inspired to reflect upon their own processes.
In conjunction with the recommendations put forward by Alomar
et al. Alomar et al. (2020), Question 3 considers how best an
organisation should set up a new CVD programme. In contrast to
the earlier contribution of Alomar et al. Alomar et al. (2020), this
study also considers the use of VDPs in addition to BBPs.

3. Methodology

The process of selecting candidates for the study is discussed
in Section 3.1. The survey design methodology is outlined in
Section 3.2 alongside the survey distribution process. A brief
overview of the interview process is provided in Section 3.3. Fi-
nally, the data analysis methods are presented in Section 3.4.

3.1. Candidate selection

Organisations operating BBPs and VDPs were considered, as
both are categorised as subtypes of CVD programmes (see
Section 2.1). Organisations were selected based on their inclusion
on a bug bounty platform (HackerOne (2022), Bugcrowd (2022),
iNTIGRITi (2022), Cobalt (2022), and YogOsha (2022)), listed in
the Disclose.io (2022), included in the Awesome Bug Bounty
GitHub repository (Joshi, 2022), listed on FireBounty (2022),
mentioned on the Google Play Security Reward Program (GP-
SRP) (Alphabet, 2022), or identified from any additional public
mentions of a CVD programme on a company website.

Many of the bug bounty platforms provide the names of organ-
isations operating a VDP, as well as those operating a BBP. This
resulted in 950 unique organisations with a corresponding con-
tact email address; manual searching and matching was required
in many instances to identify a suitable line of contact for organi-
sations listed without an email address. A large number of candi-
date organisations were selected to help the generalisability of the
results, but also to mitigate the poor response rates that are typi-
cal with web-based surveys that recruit via email (Manfreda et al.,
2008; Sappleton and Lourenco, 2016).

3.2. Survey design and distribution

Based on the recommendations found in survey design liter-
ature (Fink, 2003; Krosnick, 2018; Lietz, 2010; Sanchez, 1992), a
typical iterative design process was used to construct and design
questions (and groups of questions) in order to improve readability,
ensure good narrative flow, and avoid bias. Respondents were pre-
sented with a total of 24 open-ended and closed-form questions;
branching was employed to prevent respondents from being pre-
sented with questions that would have been irrelevant to their or-
ganisation. Four of the questions related to obtaining consent from
the respondents and the option to participate in a follow-up in-
terview. Considerations were made to ensure that the total time
to complete the survey did not exceed the approximate duration
of 15-20 minutes, as reducing the burden on the participants can
help improve completion rates and may also impact the quality of
the collected open-ended data (Galesic and Bosnjak, 2009).

Prior to distribution, care was taken to ensure that the study
complied with commonplace professional and ethical codes of con-
duct, such as the ACM Code of Ethics (ACM, 2022). A study by
Buchanan and Hvizdak (2009) found that issues around consent,
confidentiality, security and data storage (among others) were of
particular importance to web-based surveys and survey tools. As
such, additional refinement to the survey was made to minimise
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any personal information collected about a participant. To com-
ply with departmental requirements, the Jisc Online Surveys plat-
form® was used throughout. Ethics approval was sought from, and
granted by, the University of Oxford’s Computer Science Depart-
mental Research Ethics Committee (CS-DREC)*.

Organisations were contacted between February 2021 and Oc-
tober 2021. From the 950 organisations contacted, 278 individu-
als accessed the survey site, leading to 39 complete responses. In-
dividuals were not compensated for either the survey or follow-
up interviews. On average, approximately 6% of emails sent were
undeliverable to the target organisation, suggesting that some
of the information contained on public bounty lists may be
outdated.

3.3. Interview process

The final section of the survey allowed participants to ex-
press an interest in participating in a follow-up interview and
give consent to being contacted. From the 39 survey respon-
dents, 14 expressed an interest in a follow-up interview, lead-
ing to 8 interviews being conducted. Semi-structured interviews
were subsequently held on the Microsoft Teams platform. Infor-
mation provided in the survey response and public information
about the organisation’s CVD programme was used to guide the
discussions.

3.4. Data analysis

The responses to all closed-form questions were separated from
the survey data. Many of these questions were followed up by
open-form questions, as suggested by Schuman and Presser (1979).
However, on their own, the categorical data were analysed to pro-
duce insights into sentiment and programme structure. Despite the
use of semantically ordinal scales (strongly agree, agree, neither
agree nor disagree,...) for the reporting of a respondent’s sentiment
towards a question, previous studies have highlighted the suit-
ability of scales for use in parametric statistical analysis (Desselle,
2005; Kerlinger, 1966). As such, statistics from the Likert scales are
presented where meaningful (Sullivan and Artino Jr, 2013). A ‘sen-
timent’ score is computed using the arithmetic mean from the Lik-
ert scales following numerical assignment (e.g. strongly agree = 2,
agree = 1, neither agree nor disagree = 0,...).

The survey data and interview transcripts were analysed us-
ing the thematic analysis technique described by Braun and
Clarke (2006). Their qualitative techniques are widely used in rele-
vant computer science literature, particularly when applied to the
results of surveys and interviews (Al-Banna et al., 2018; Emami-
Naeini et al., 2020; Kapoor et al., 2022; Smith et al., 2020; Tanczer,
2020). As such, their approach was deemed to be appropriate for
this study.

The process is as follows. First, all relevant data is centralised
and read over, and initial observations are noted. Then, interest-
ing features within the data are systematically coded and the rel-
evant data is extracted and grouped. Care is taken to preserve the
context of the data by including surrounding sentences in the ex-
tract (Bryman, 2016). The codes (and associated data) are then it-
eratively grouped and refined to ensure that the identified themes
are consistent with a given group of codes, and across the en-
tire corpus. The themes resulting from the application of this pro-
cess were used to help address the research questions presented
in Section 2.3.

3 https://www.onlinesurveys.ac.uk
4 Approval number CS_C1A_20_029 and approval date 9th of December 2020
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4. Background statistics

Overall, the survey had 39 responses leading to 8 follow-up in-
terviews. Of the survey respondents, 16 operated a VDP, 12 oper-
ated a BBP, 10 operated both, and one respondent noted that their
programme fit neither designation. From the operators of a BBP or
both type of programme, 12 used a platform (primarily HackerOne
and Bugcrowd) and 10 did not. 31 respondents offered rewards and
eight (all VDPs) offered none. Full Safe Harbor was the most com-
mon form of protection offered amongst participants (14), however
a large proportion of respondents offered none (8), or were unsure
(8).

Of the interview respondents, three operated a VDP, three op-
erated a BBP, and two operated both types of programme.

5. Issues and fears surrounding CVD operation

We consider the first of our research questions in this section.
Fears expressed by participants prior to the launch of a programme
are presented in Section 5.1. This is followed by a discussion of the
issues faced by operators after the launch in Section 5.2. The coun-
termeasures enacted by participants to combat the aforementioned
issues are displayed in Section 5.3.

5.1. Pre-launch fears

From the results of the survey and interviews, five themes relat-
ing to organisational pre-launch fears are identified: use of hackers
(Section 5.1.1), distrust of hackers (Section 5.1.2), communicating
with hackers (Section 5.1.3), volume of reports (Section 5.1.4), and
internal limitations (Section 5.1.5).

5.1.1. Fear: Usage of hackers

There is concern about the poor quality of reports submitted by
hackers. Understandably, duplicate and invalid reports are of little-
to-no value to an organisation. Furthermore, a lack of skill or a lack
of incentive may result in the submission of shallow or low quality
reports. One participant mentioned that they had a fear of a “high
volume of low value and duplicate reports (this turned out to be a
very valid fear)” [P3]. This sentiment is explicitly echoed by many
of the participants.

5.1.2. Fear: Distrust of hackers

Despite the growing adoption of CVD programmes and
widespread stories of the successes of hackers in finding vulner-
abilities, there exists a distrust of hackers within some organisa-
tions. From the perspective of some departments, the unorthodoxy
of allowing external and unknown hackers to explore an organ-
isation’s assets induces fear. Three of the participants note that
their legal teams raised early concerns and issued guidance prior
to launch: “Our legal team raised concerns about giving access to
external people” [P30]. There is a fear that, following a negative
interaction with a hacker, retribution may be taken in the form
of full disclosure or through reputation damage on social media.
Both [P26] (“we’d get something wrong and be dragged on social
media”) and [P11] (“there is also the fear that a reporter will talk
badly about you on Twitter or similar”) expressed this fear.

5.1.3. Fear: Communicating with hackers

For organisations opening up lines of communication with
hackers, there are two areas of concern: disagreement and harass-
ment. Participant [P19] expressed an early fear that hackers may
not agree with the re-assessment of the severity of a vulnerability:
“they would find a problem that we would not feel is not severe
and the hacker would disagree that the issue is severe and there
would be a conflict of interests”. Additionally, [P20] noted a “fear
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of dealing with harassment from impatient researchers as we got
our processes in order”. Within the early stages of programme op-
eration, an organisation may not have the processes in place to re-
spond to incoming reports in a time-frame that is preferable to all
hackers. In such a scenario, “chasing by reporters” [P32] may only
impede that timely operation of a programme.

5.14. Fear: Volume of reports

The uncertainty around the number of incoming reports is an-
other fear held by organisations. Primarily, organisations fear a vol-
ume of reports that is too large to deal with effectively: “could our
systems and processes cope with an influx of disclosures at the
beginning?” [P9].

5.1.5. Fear: Internal limitations

A number of internal limitations could impede the successful
operation of a new programme and induce anxiety in those in-
volved. There are three sub-themes that relate to the fears partici-
pants held in relation to internal limitations.

First, an organisation’s employees may not posses the skills re-
quired to operate a programme correctly or fix the identified vul-
nerabilities. The inability to fix an exposed vulnerability not only
puts an organisation at further risk to unknown hackers, but may
sour communications with the original reporter, potentially lead-
ing to full disclosure. In summary, “you launch a programme but
you don’t have the expertise to evaluate the submission that you
receive, you are going to have a bad time!” [P30].

Second, a failure to address incoming report in a timely manner
is identified as a fear. Not only do longer response times displease
hackers, but the burden of responding to reports has the poten-
tial to overwhelm a team: “we also had to discuss how much time
triaging reports would take” [P15].

Third, programme operators fear that their budget, or lack
thereof, may inhibit the success of an upcoming programme. Many
attribute this (prior to launch) to low or no bounty payouts as
a reward for successfully finding a vulnerability, with the major
constraint being internal budget allocation. “Our fear, as a not-for-
profit organisation, was the limited impact of a CVD programme
(e.g. low quality vulnerability reports) if you do not award large
monetary rewards. Which proved to be true” [P34].

5.2. Post-launch issues

Three themes are identified when considering the issues faced
by organisations post-launch: issues with reports (Section 5.2.1),
issues concerning the behaviour of hackers (Section 5.2.2), and in-
ternal issues (Section 5.2.3).

5.2.1. Issue: Reports

There are four issues surrounding the vulnerability reports sub-
mitted by hackers: quality, volume, scope, and severity. These are
discussed in turn.

Respondents commonly cited the poor quality of incoming re-
ports as a major issue facing their CVD programme, with many re-
ports being: false positives (invalid), inconsequential (valid, but not
useful), duplicates, incomplete, or relevant to another organisation.
Aside from the validity of the information contained within, many
reports are written in bad English, fail to demonstrate the issue,
or are in an unreadable file format. The use of automated scan-
ning tools, particularly by low skilled hackers [P9], often leads to
a significant volume of low quality results: “it seems like every-
one who can run Burp cut-n-pastes their scanner output into our
vulnerability report form” [P39].

Interestingly, respondents face differing issues when it comes
to the volume of reports they receive. For some organisations, high
volume goes hand-in-hand with poor quality: “we get a massive



T. Walshe and A.C. Simpson

amount of unhelpful reports” [P18]. Conversely, organisations may
experience a drought of reports, perhaps due to unmotivated hack-
ers, diminishing the returns from the programme.

A commonly observed problem is hackers ignoring (or in some
cases arguing against [P28]) the programme scope set out by an or-
ganisation in their CVD policy. It is believed that some individuals
fail to read the policies outlined by an organisation, instead choos-
ing to test in both in- and out-of-scope assets. “Many researchers
do not read (or understand) our disclosure policy, particularly with
regard to in-scope systems” [P9].

The final issue concerning reports pertains to the over-inflation
of the report severity. The cause of the issue may be twofold: po-
tential monetary rewards are directly linked to the severity of a
vulnerability (misaligned incentives), or, as an outsider, a hacker
is unable to appropriately quantify the severity of a vulnerability
in the context of an organisation’s assets (information asymmetry
or lack of hacker skill). As such, severity over-inflation is common,
requiring reassessment by a skilled programme operator [P19].

5.2.2. Issue: Behaviour of hackers

There are four issues in connection with the behaviour of
hackers: communication, motivation, rewards, and undesirable be-
haviour. These are discussed in turn.

For many organisations, the fear of poor communication with
hackers has manifested as a prevalent issue during operation. Re-
spondents reported that frequently the most ‘vocal’ hackers were
those that had submitted an invalid report: “communication is
generally poor, a lot of them refuse, don’t understand that we are
communicating, don’t understand why what they have found is not
a real issue” [P26].

The success of a programme is, in part, dependent on attracting
high quality researchers. Once the ‘low-hanging fruit’ have been
reported, subsequent discoveries require the continued effort of
motivated hackers. For operators, enticing hackers back to a pro-
gramme is problematic: “many researchers they’re really focussed
on low-hanging fruits” [P1]. An operator of a mature programme
expressed a difficulty in motivating hackers to search for vulner-
abilities in their assets as they are not trivial to test [P1]. An-
other respondent noted that previous reputation damage in the
hacker community has dissuaded previous participants from re-
turning [P20].

An organisation may carefully construct their policy documents
to explicitly define client (customer) systems as being out-of-
scope, especially if they not have ownership of the systems. One
respondent ([P26]) noted that hackers have, in the past, tested
against and incidentally exploited the vulnerabilities in client sys-
tems when searching for and then later reporting issues. Such be-
haviour is clearly extremely undesirable, and often cannot easily
be prevented. Another respondent stated that, “as we do not offer
bounties, we are unable to make some of them reveal their true
identity and hence there is no legal recourse we may pursue in
such cases” [P32].

5.2.3. Issue: Internal to organisations

Four issues are identified surrounding the internal issues faced
by organisations post-launch: management, burden, pushback, and
lack of skilled staff. These are discussed in turn.

Separation between the team responsible for managing the CVD
programme and the teams responsible for developing or securing
various company assets (while often necessary) causes manage-
ment issues within some organisations. For large organisations, the
process of identifying the responsible product owner, assigning the
security issue, and managing communication can be a complex and
time-consuming process [P3, P11, P21]. And, although many organ-
isations make use of ticketing systems to resolve the aforemen-
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tioned issues, management and tracking can still be challenging
[P3, P34].

Despite the successful discovery, triage and internal commu-
nication of a vulnerability, several organisations report pushback
from the teams responsible for a fix; a reluctance to fix valid secu-
rity issues undermines the work of the operators and diminishes
the benefits gained from running a CVD programme. Instead, re-
spondents noted a “lack of willingness to prioritise remediation
by some product teams (substantial issue for easily discoverable
issues that are then repeatedly reported)” [P3]. However, when
constrained by the choice of spending time on product develop-
ment versus fixing low-severity vulnerabilities [P21], it is under-
standable that some overstretched teams may de-prioritise secu-
rity: “We have not been internally diligent about following up on
low-impact reports. While this is in many cases an issue of engi-
neering resource allocation, multi-month turnarounds lead to re-
searcher dissatisfaction and disillusionment” [P39]. Ultimately, for
any organisation with security as a top priority, resisting push-
back is necessary: “we had to use diplomacy to make them un-
derstand security wasn’t optional and that it was a mandatory re-
quirement” [P13].

An issue within some organisations is the absence of employ-
ees capable of tackling the demanding reports submitted by hack-
ers. Furthermore, a lack of experience may fail to address broader
issues surrounding the existence of a vulnerability: “junior engi-
neers often can’t properly assess the depth of issues or may patch
a bug without addressing a systematic issue that could re-occur in
other areas of code” [P37]. In one organisation, the triaging team
for the CVD programme contained employees without any cyberse-
curity skills, potentially inhibiting the process of raising the alarm
upon the submission of serious issues [P13].

5.3. Countermeasures

To counteract many of the fears and issues outlined earlier, a
range of countermeasures may be employed. From these, there are
four themes identified: internal changes (Section 5.3.1), use of plat-
forms (Section 5.3.2), policy alterations (Section 5.3.3), and use of
additional tools (Section 5.3.4).

5.3.1. Countermeasure: Internal changes

As highlighted in Section 5.2, myriad internal issues hamper ef-
forts to operate a CVD programme following launch. For some or-
ganisations, a change in attitude and refinement of internal pro-
cesses eased the burden on the operators and developers: “[we]
obtained senior management support for prioritizing resolving vul-
nerabilities over developing new features” [P21]. In order to stem
the tide of low-severity reports, one respondent altered internal
policies by “treating certain lower-severity | theoretical issues as
proper vulnerabilities, mostly to avoid getting repeated reports
about them” [P26]. The lack of actionable countermeasures within
this theme may highlight the continued difficulty in instituting in-
ternal change to counteract the issues previously raised.

5.3.2. Countermeasure: Use of platforms

To mitigate the drain on internal resources due to triaging and
communicating with hackers, several organisations chose to make
use of the ‘managed programme’ service offered by platforms such
as HackerOne and Bugcrowd: “We have launched the program on
[platform] so that this is no longer our internal ticketing triag-
ing team responsible for triaging bug reports” [P34]. Furthermore,
alongside the use of a managed programme, one respondent noted
that private programmes, when operated on a platform, allow the
operator to carefully invite hackers with verified identities, helping
to partially resolve some of the fears of distrust and issues con-
cerning hacker behaviour: “we accept only vetted users into our
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program and have full control on their accounts ... so, not only are
we accepting verified researchers but we also control their access,
because if we want to revoke a credential we need the power to
do it” [P30].

5.3.3. Countermeasure: Policy alterations

Alterations to programme policy were the most common type
of countermeasure employed by respondents, resulting in two sub-
themes: reward modification and scope alteration. Altering the
programme reward policy was used by organisations to both dis-
incentivise the submission of undesirable reports (e.g. those of low
severity vulnerabilities) and provide a greater incentive for hackers
to search for vulnerabilities. In an attempt to reduce the number of
lower severity reports, several respondents changed their bounty
structures to offer no payouts for low severity reports: “we ulti-
mately decided to only award bounties for medium- severity is-
sues and above” [P15]. For those not in a position to offer mon-
etary payouts, other tangible rewards proved successful: “we are
now offering some ‘swag’ as rewards, which has led to a higher
number of useful reports” [P34].

Using a well-defined scope allowed some respondents greater
control of the types of reports that could be ignored or rejected
during triage, thus helping to reduce the burden on the operators,
with one respondent having “amended [the] scope several times
to exclude low value classes of vulnerability” [P3]. By only con-
sidering worthwhile vulnerabilities in higher priority assets, some
operators were able to more carefully control the running costs of
the programme by limiting the number of incoming reports eli-
gible for a bounty payout: “[we] had a pretty thorough program
scope, so that cut down on payouts where we didn’t think it was
appropriate to reward” [P26].

5.3.4. Countermeasure: Use of additional tools

One operator of a private programme argued that the require-
ment for hackers to be authenticated while accessing assets al-
lowed for the monitoring of hacker activity to be automated, giv-
ing an indication as to the effort being put into their bug bounty
programme by hackers: “I set up a way to monitor how many
researchers, more or less, are working on a weekly basis on our
programme. You definitely see a trend that is going down over
time” [P30].

5.4. Analysis

Inspired by relational visualisation between fears, issues and
countermeasures by Al-Banna et al. Al-Banna et al. (2018), a dia-
gram similar in concept is shown in Fig. 1 using the themes dis-
cussed in this section. In contrast to the visualisation of Al-Banna
et al. Al-Banna et al. (2018), it is more logical to show how fears
evolve into operation issues, and how they are subsequently af-
fected by the enacted countermeasure.

5.4.1. Analysis of pre-launch fears

As shown in Fig. 1, 11 predominant fears were reported by
respondents, covering the four themes described in Section 5.1.
A comparison with the fears identified by Al-Banna et al. Al-
Banna et al. (2018) reveals that many still persist within organi-
sations pre-launch. And, as demonstrated by the issues faced by
operators (see Section 5.2), the fears are often valid.

5.4.2. Analysis of post-launch issues

In common with Al-Banna et al. Al-Banna et al. (2018), issues
surrounding the quality of reports, lack of hacker motivation, and
burden on staff are still present to those currently operating CVD
programmes. Despite research aimed at addressing the prevalence
of low quality reports Ahmed and Lee (2020); Laszka et al. (2016);
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Table 1

Responses to “Have the results from the CVD programme prompted change to
security practices?” (N = 38). The response from one organisation has been ex-
cluded as no answer was provided.

Programme Type Yes No Unsure
BBP 9 3 0
Both 7 2 1
VDP 6 8 2
All 22 13 3

Malladi and Subramanian (2019); O’Hare and Shepherd (2022), it
would appear that many organisations have yet to make use of the
findings.

5.4.3. Analysis of suggested countermeasures

For most of the issues raised in Section 5.2, respondents offered
suggestions of countermeasures that helped alleviate these ongo-
ing issues. This is shown by the connections between issues and
countermeasures in Fig. 1.

Comparing the suggested countermeasures with those of Al-
Banna et al. Al-Banna et al. (2018) reveals many similar approaches
used by organisations. Notably, ‘third-party support’ and ‘limit-
ing participants’ can be realised through the adoption of man-
aged and invite-only programmes. However, as we shall discuss in
Section 7.2.4, these countermeasures often come at great monetary
expense, so are not applicable to many smaller organisations. The
absence of other countermeasures that address the need for ver-
ifiable hacker identities and those that help reduced the burden
on operators exhibits a serious problem for the operators of many
CVD programmes.

6. Impact on the SDLC

Inspired by the extent to which Verizon Media aims to integrate
the results from their CVD programme into changes in the wider
SDLC framework (aptly named the BBLC (Media, 2022)), respon-
dents (N = 39) were asked to describe how they utilised report in-
formation in the context of organisational change. Results pertain-
ing to the closed-form survey answers are presented in Section 6.1,
and the open-ended survey and interview answers are presented
in Section 6.2. Analysis and discussion is provided in Section 6.3.

6.1. Closed-form results

6.1.1. Impact on security practices

As shown in Table 1, a majority of organisations (22) have been
prompted to make changes to security activities due to the results
from the CVD programme. For 13 of surveyed organisations, the
results of the programme did not elicit a change in practices, and
a further three were unsure (and one participant did not provide
an answer). There is a significant disparity between those exclu-
sively operating a VDP versus those operating a BBP or both types
of programme, with a half of those exclusively operating a VDP
seeing little change in security practices owing to the programme’s
results.

6.1.2. Affected security activities

Respondents provided an indication of the security activities
affected by the results of the CVD programme via a closed-form
question, and the option to provide further information via an
open-ended question. The results from the closed-form question
are shown in Table 2. For those organisations that made changes,
the average number of activities changed is somewhat similar
across programme type: for BBP it is 3.3 changes; for Both it is
2.6 changes; for VDP it is 2.3 changes.
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Fig. 1. Relationship between identified fears, issues, and countermeasures. Some connections have been hidden for clarity. Colour groups within a column represent items
within the same theme (no relationship across columns).

Table 2

Number of respondents that made changes to particular security activities, given that
their CVD programme results prompted change (N = 38). The response from one or-
ganisation has been excluded as no answer was provided.

Security activity BBP Both VDP  All

Training for engineers 3 2 3 8

Focus or use of attack models 2 2 0 4

Specification of security requirements 6 3 1 10

Security standards and compliance measures 3 0 2

Communication between internal teams 6 4 2 12

Code review methods 1 2 1 4

Security testing tools or methods 7 2 4 13

Use of internal or professional penetration testing 2 3 1 6
6.1.3. Elimination of vulnerabilities to ‘Strongly disagree’ (see Section 3.2) are given ordinal represen-

Organisations were also asked to comment on the effectiveness tations (see Table 3). Those operating a BBP or both a BBP and

of their current approach to SDLCs and usage of CVD programmes a VDP expressed, on average, a slightly positive sentiment in re-

in the context of vulnerability reappearance. If an effective process lation to their ability to prevent vulnerabilities from reappearing
is in place, certain vulnerabilities may be less likely to reoccur once (0.5 and 0.8, respectively). Conversely, the operators of VDP pro-
found and patched. Answers on a Likert scale from ‘Strongly agree’ grammes expressed, on average, slightly negative sentiment (-0.5).
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Table 3
Responses to “Certain categories of bug once found do not reappear due
to changes in development and testing.” (N = 39).

Response BBP Both VDP  Other All
Strongly agree (2) 2 1 0 0 3
Agree (1) 4 6 1 0 11
Neither agree or disagree (0) 4 3 8 0 15
Disagree (-1) 2 0 5 0 7
Strongly disagree (-2) 0 0 2 1 3

The sole respondent in the ‘Other’ category denoted a strong neg-
ative sentiment (-2). Across all respondents, the average sentiment
was very slightly positive (0.10).

6.2. Open-ended results

Four themes are identified from the open-ended answers: im-
proved employee training and education (Section 6.2.1), usage
of internal security champions (Section 6.2.2), testing techniques
(Section 6.2.3), and organisational strategy changes (Section 6.2.4).

6.2.1. Training and education

The ongoing arms race between increasingly sophisticated hack-
ers and security professionals can leave developers without the
requisite knowledge to address new and complex vulnerabili-
ties that may affect their organisation (see Section 5.2). Further-
more, labour supply shortages of well-trained security profession-
als (Crumpler and Lewis, 2019; Furnell et al., 2017), and a gen-
eral under-confidence in the cybersecurity-related proficiencies of
new graduate developers (Catota et al., 2019; Conklin et al., 2014),
result in many organisations around the world having develop-
ment teams that lack the technical expertise to secure new and
existing assets. It is therefore not surprising that both the closed-
form and open-ended answers highlight the role of additional em-
ployee training and education following feedback from the CVD
programme.

For some respondents, training serves as a reactive measure to
mitigate the risks of repeated known attacks: “education sessions
are held in response to patterns of reports or novel attacks” [P9]
and “if we are starting to see a lot of vulnerabilities in one area,
we may increase training on a selected training on a selected por-
tion of the population” [P5]. One respondent described the role of
internal workshops and presentations thus: “there has been some
level of awareness work out of the back of the responsible dis-
closure programme which may help people think more about cer-
tain considerations” [P3]. They went on to say: “we have training
paths now, focussing on certain commonly occurring vulnerability
reports, so that more of the SOC team are able to triage reports
when they come in” [P3].

6.2.2. Security champions

Security champions are individuals within an organisation, typi-
cally in development or engineering roles, that have a strong work-
ing knowledge of security topics, and may help guide or man-
age security activities Synopsys (2022). Respondents noted that
an apparent shortfall of skills in certain teams could be partially
mitigated by leveraging an internal network of security champi-
ons. This in some cases necessitated an expansion of the “secu-
rity champions forums” [P4]. Strengthening and using the champi-
ons network in one organisation allowed more experienced secu-
rity professionals to “jump [in] and and help validate more difficult
to verify queries” during triage [P3].

6.2.3. Testing techniques
Automated testing techniques, if configured correctly, may help
developers catch mistakes during development or configuration is-
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sues during deployment. Some respondents noted that a CVD pro-
gramme’s results prompted the organisation to revise or expand
the testing methodologies currently employed: “we built some
new detection for subdomain takeover problems directly as a re-
sult of reports” [P3].

6.2.4. Organisational strategy

Without periodic reviews, programme managers may be un-
able to see the prevalence of certain patterns of reports. Further-
more, if programme managers are not able to communicate the
patterns they discover, systemic issues may persist, leading to a
drain of resources as the CVD programme sees repeated reports on
previously identified issues. These concerns prompted two respon-
dents to better integrate the CVD programme outputs into a peri-
odic and systematic review process: “we’ve got meetings that we
have weekly where we discuss some of the disclosures that we are
seeing to see if there is some strategy that needs to be changed.
And, in some cases budget allocated for programme work (training,
etc.)” [P5]. Another respondent noted that a formal review process
was introduced with development teams to help effectively com-
municate current issues: “It's an involuntary meeting once a quar-
ter, to look at the most recent security alerts. Here are the things
that happened this quarter, it is just an educational process. Here
is what is going on in the industry, bring your knowledge up to
speed.” [P33]

6.3. Analysis

As shown by the answers to the closed-form questions
(Section 6.1) and open-ended questions (Section 6.2), a majority
of the respondents noted that they had used the results from their
CVD programme to help guide changes in security activities within
their organisation. The use of testing tools and methodologies, al-
terations to internal communication processes, and specification
of security requirements were the activities most often affected
across all respondents.

Despite this, it is apparent from the results, particularly the in-
terviews, that none of the respondents integrated the results of
their CVD programmes to the extent of Verizon Media’s BBLC. In-
stead, the utilisation is on a shallower level that suggests a more
reactive approach to altering security activities based on the in-
coming reports. It is perhaps due to a lack of resources or a lack of
internal integration that greater institutional change is not made.
As noted in Section 6.2.4, few respondents shared details of the in-
ternal periodic information flows of report details that were used
to help guide security strategies.

In summary, although organisations use the results from their
CVD programmes to direct changes in security activities, at present
this appears to be somewhat shallow within the organisations in-
cluded in this study.

7. Recommendations to organisations

In order to aid those looking to set up a programme, re-
spondents were asked about their set-up process and provided
advice. Results for eight closed-form questions are presented in
Section 7.1, and the results for the open-ended questions and sur-
vey responses in Section 7.2. Finally, analysis and discussion can be
found in Section 7.3.

7.1. Closed-form results

In the survey, Questions 7-11 aimed to uncover the areas of
difficulty encountered by programmes operators prior to or at the
start of operation. Questions 20-22 asked respondents to reflect
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Table 4

Average sentiment expressed across programme types for the closed-form survey questions (N =

response.
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38). “Other” programme type omitted due to non-

Average sentiment for type

Question or statement BBP Both VDP All

The process of launching a programme and the resources required were well understood 0.84 09 0.44 0.67
A well defined process was in place allowing for reports form hackers to be validated 049 14 044  0.67
A well defined process was in place to notify the responsible team about the presence of a vulnerability 1 1.3 0.75 0.96
Systems allowed for clear and easy communication between the hackers, the CVD team and the fixers of the bugs  0.83 1.3 0.63 0.83
There was a clear method used to set bounty levels or rewards that were appropriate for the organisation 034 09 0.31 0.43
The use of a CVD programme has benefited the security of assets 149 1.6 1.2 1.35
The operation of a CVD programme is a good use of resources 126 15 0.7 1.05
Would you recommend the use of a CVD programme to other organisations? 1.51 1.6 1.32 1.41

upon their overall experience operating a CVD programme. Sum-
maries of the average sentiments for each are shown in Table 4.
For each question, significance testing of the average sentiment
is performed at the 5% level with Welch’s T-test (unequal vari-
ance assumed), using the Bonferroni correction where appropri-
ate, to compare the effects of: programme type, usage of a plat-
form (for BBP and Both), and management style (fully- or semi-
managed programmes compared to independent management on
a platform). Unless significant results are obtained and presented,
it can be assumed that no significant difference in the average sen-
timent is present at the 5% level.

As shown in Table 4, although the average sentiment for setting
bounty levels and rewards is positive (0.43), many respondents
expressed uncertainty. Comparing the sentiment of those using
a managed programme (1.42) versus an independent programme
(0.38) on a platform reveals a significant difference (p =.0496)
at 5%, suggesting that platform managers are able to clearly con-
vey their rationale behind setting initial reward structures. As ex-
plained by [P30], this typically involves comparing factors such as
company size, industry, level of security maturity and budget to
the reward structures of existing public and private programmes
on a platform.

The final question in the survey asks organisations to provide
an indication as to their sentiment when recommending the use of
a CVD programme to other organisations (see Table 4). The overall
sentiment is largely positive towards the use of CVD programmes
(1.41). When tested at the 5% level, there is a significant difference
in the average sentiment expressed by those using managed pro-
grammes (2.0) and those running independent programmes (1.29)
on a bug bounty platform (p = 0.0186).

7.2. Open-ended results

Within the open-ended answers provided by respondents in the
survey and interviews, there are several relevant themes identi-
fied. These themes are further separated into concepts pertaining
to the operation of CVD programmes in general, and concepts in-
volving the use of third-party platforms. The themes are: general
recommendations and advice (Section 7.2.1), overarching benefits
(Section 7.2.2), general economic considerations (Section 7.2.3), and
the use of platforms (Section 7.2.4).

7.2.1. General recommendations

Respondents provided recommendation and advice that may
benefit those looking to launch a CVD programme. Within the
theme of general recommendations and advice, four sub-themes
emerged: internal recommendations and considerations, setting
the programme scope, defining programme policy, and usage of re-
wards.

As outlined in the BSIMM framework, CVD programmes rep-
resent a security activity that may be best suited to organisa-

10

tions with a mature security posture — and, as highlighted in
Section 5.2, one that can at times place significant burden on se-
curity teams. Respondents highlighted the need for maturity prior
to launch: “nobody should start a CVD program before they’'ve
invested deeply internally on security” [P20]. Furthermore, small
companies may face additional difficulties due to the limited num-
ber of personnel available to operate a programme: “I think you
probably need a security team of a certain size so that you have re-
source. If you are a tiny company you may struggle to operate, but
then at the same time you may not get many reports because you
only have a small web estate.” [P3]. Naturally, once a programme
is launched, organisations may need to actively refine internal pro-
cesses and external communications: “there’s a bunch of maturity
to achieve after establishing some sort of point of contact” [P1].

As mentioned in Section 5.3, it is important to have a proactive
view of security throughout an organisation: “in order for a CVD
program to be effective, there needs to be high-level institutional
support for actually resolving security issues. Otherwise, it will be
very difficult to assign and track the work.” [P21]

For an organisation about to embark on the journey of estab-
lishing a programme, it is recommended that responsibilities are
clearly delegated within the CVD team: “I think you need to under-
stand who is going to triage and what, and how they identify who
is responsible for fixing on the things you've put in scope” [P3].
This may help to alleviate the issues surrounding project and pro-
gramme management, as highlighted in Section 5.2. Several re-
spondents recommended that the CVD team should be led by an
individual with a background in security and preferably with prior
CVD experience, either within an organisation or as a hacker: “if
you want to launch a BBP you need a person that knows about the
topic because a lot of times this [lack of experience] is bad side
of the programme” [P30]. One respondent noted that they “hired
a former security researcher to manage this for us” [P7]. A lack of
both managerial and CVD specific experience hindered the success
of programmes for several respondents.

In the absence of individuals with prior experience, respon-
dents often chose to launch their programmes with limited scope:
“if you are unfamiliar with this process, and if you don’t have a
reasonable scope in your program this can be a massive waste of
your time and resources at first” [P19]. It is recommended that the
initial scope focus on “high value components (container escape,
prod RCE, etc.) and not minor misconfigurations (missing HSTS
header)” [P18]. Opening up all assets to hackers while having im-
mature and untested triage, communication, and fixing processes
may overwhelm the responsible teams, and infuriate both internal
and external stakeholders. In summary, make sure that the scope
is “very well defined” [P26], and “start small” [P33].

Further, to define a suitable scope for a CVD programme, oper-
ators must also publish the “rules of engagement” (Laszka et al.,
2018) — a set of externally-facing clauses explaining the many
facets of a programme. Typically, this includes: a boilerplate com-
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pany statement, details of any reward structures (e.g. $ payout
amounts per CVSS score), assets deemed to be in- and out-of-
scope, and Safe Harbor statements. Many respondents opted to sur-
vey the content currently used across existing programmes, seek-
ing inspiration as to the important points that should be included:
“[we] were looking at people like Google and what they had in
their policies and what they were allowing to be submitted, we
nicked a bunch of language from other people’s disclosure policies
it's fair to say” [P3].

Two respondents chose to use open-source templates to help
form their initial policies. One highlighted the need for renewed
attention in updating the existing templates to reflect up-to-date
norms: “I also looked to a few open source initiatives, I think they
are probably a bit stale now” [P9]. Others noted that hackers com-
plained about the initial Safe Harbor clauses used in a programme:
“they said — we are not happy with your Safe Harbor clauses, we
don’t think they are safe” [P3].

7.2.2. Overarching benefits

As indicated in Section 7.1, the general perception of CVD pro-
grammes was positive amongst the respondents. Several respon-
dents provided further evidence for this in their closing remarks.
In particular, it was highlighted that the operation of a CVD pro-
gramme can allow “access to some of the global top 100 re-
searchers” [P3], some of whom “take their time getting really fa-
miliar with your products, and they are not just looking for quick
results” [P1], resulting in a “breadth and depth [of vulnerabili-
ties being discovered] which simply wouldn’t otherwise be achiev-
able” [P4]. Many emphasised the uniqueness of the issues identi-
fied, including “classes of bugs that pen testers don’t look for” [P3]
and resulting in “paying far less for much better data” [P26].

7.2.3. Economic considerations

In addition to the discussion around setting bounty levels, there
are several key economic themes identified that relate to lever-
aging the work of hackers, including cost effectiveness, influence
on the market for vulnerabilities, and issues concerning the hacker
‘labour’ market.

A prominent theme in the responses was that of cost effective-
ness when compared to alternative security investments, such as
the expansion of the security team or the usage of external secu-
rity services. Particularly for smaller businesses in developed coun-
tries, CVD programmes can offer security benefits at a cost that
is less than the marginal cost of internal expansion (Walshe and
Simpson, 2020). One respondent noted that, “[I had] a positive
view of the ROI on running one of these programmes, so its not
purely a commercial decision but as a small team we have quite
limited resources and the necessary the deep expertise so opening
it up to the world and encouraging people to support us helped
me grow my virtual team as it were” [P9]. For other respondents,
their CVD operating costs were less than the cost of external au-
dits and penetration testing services, and in many cases seemingly
offered greater returns: “I've heard people say that a bug bounty
programme is not a replacement for pen test. I get where they are
coming from but the reality in our experience, and I would ven-
ture for many companies, a bug bounty programme is better than
a pen test.” [P26]. Furthermore, some respondents used their CVD
programmes as a means to recruit hackers to private, and some-
what informal, penetration testing sessions: “[the programme is
a] recruitment mechanism for contracting independent penetration
testers and possible full time in house red teams” [P20], allowing
the operator to gain the benefits of an individual already familiar
with their systems for a fraction of the cost of a professional ser-
vice.

In addition to discussions surrounding the markets for vulner-
abilities, respondents also commented on the existing structure
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and incentives of the hacker ‘labour’ market. Reports published by
platform owners highlight the geographic distribution of their reg-
istered user base (of hackers), demonstrating the global commu-
nity they are able to leverage (HackerOne, 2019; 2021). Significant
numbers of hackers are based in the United States of America, Rus-
sia and India, with smaller numbers coming from almost 170 other
countries (HackerOne, 2021). Having a large user-base located out-
side of developed, high-wage, countries brings with it great com-
parative advantage: hackers in lower-income countries will be will-
ing to work for the prospect of far lower rewards than those in
higher-income countries: “$500 isn’t that much money ... if it takes
somebody 10 hours, maybe 15 hours, it is really good for where
they are in the world, a lot of these bug testers are in, it seems,
Asia” [P26]. In comparison, with the average wage in the U.S. be-
ing $70,000 (U.S. in 2020)°, CVD rewards may appear less appeal-
ing for U.S.-based hackers, but more enticing for U.S. organisations:
“working in mostly U.S. and Canadian wages this calculation really
works out for us” [P1].

Some respondents spoke negatively of the current labour mar-
ket structure involving the use of hackers: “bug bounty programs
are ‘gig economy’ and somewhat exploitative especially if they al-
low focus [to reject reports based] on minor errors” [P18].

7.2.4. Platforms and their services

Respondents offered a plethora of advice regarding the use of
platforms and managed programmes, covering: platform advan-
tages and disadvantages, platform pricing, managed programme
advantages and disadvantages. As stated previously, hosting a CVD
programme on a third-party platform often comes with many
built-in services that ease the operation of a programme. Espe-
cially when setting up a programme, respondents noted the use-
fulness of these services: “they provide you some guidelines, like
okay according to your industry, this is like the standard, when not
the standard, this is the average from other companies that are in
your industry and maturity level” [P30]. Furthermore, integrated
payment and reward systems shift the burden of legal checks and
payment processing away from the operator: “I like that [platform]
just does it and its, they do the points and if we do money, great,
its easier that way than doing it ourselves. I wouldn’t want to go
back to doing it ourselves just because it is annoying to deal with
that stuff.” [P26].

Respondents were most vocal about the prohibitively high costs
associated with hosting on a platform and making use of their ser-
vices: “They are not too cheap, and I'm thinking if you are a small
company and you want a bug bounty programme, it is not really
viable because it is not cheap. Just the fee for [hosting on] the plat-
form is not cheap.” [P30]. For responding in smaller organisations,
the sentiment was echoed as it was not always justifiable to pay
these expenses: “we also expect our cost of using a third-party tool
to be greater than our cost of running the programme (even with
the high volume of invalid reports)” [P9].

7.3. Analysis

The overarching consensus amongst respondents was that CVD
programmes are beneficial to security, a good use of resources,
and a highly-recommended security activity that organisations can
adopt to help secure their assets in a cost-effective manner. Us-
ing the results of Sections 5 and Section 6, as well as those of this

5« . average wages are obtained by dividing the national-accounts-based total
wage bill by the average number of employees in the total economy, which is then
multiplied by the ratio of the average usual weekly hours per full-time employee
to the average usually weekly hours for all employees” (Organisation for Economic
Co-operation and Development (OECD, 2022)
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section, we are in a position to make a list of recommendations for
those looking to establish a CVD programme.

7.3.1. Pre-deployment recommendations

1. Deploy experienced staff. One of the issues reported by re-
spondents in Section 5.2 and by Al-Banna et al. (2018) is that
of inexperienced staff within the CVD or triaging team. Two
respondents had a background that involved participating in
CVD programmes, and this undoubtedly gave them signifi-
cant insight into the practice as a whole. It should certainly
not be the case that staff have no cybersecurity background
(see Section 5.2.3).

2. Restrict initial scope. A common countermeasure to a high
volume of low-quality, low-value, reports involves restricting
the scope of a programme to only cover those assets deemed
to be of higher importance (Section 5.3). However, as recom-
mended by respondents, organisations should start off with
a narrow scope to prevent issues from arising after launch
(Section 7.2.1).

3. Reward only valuable reports. In conjunction with the pre-
vious recommendation, respondents often chose to exclude
certain classes of vulnerabilities from reward structures, in-
stead opting to only pay out for higher value reports. This
is commonly achieved by excluding low (and sometimes
medium) severity vulnerabilities. Although no quantitative
advice is provided in order to help set bounty levels, the
prevailing comments suggest setting the initial bounty lev-
els to an amount that is sustainable for a given budget. This
is clearly an area that would benefit from further quanti-
tative analysis. Furthermore, given the complexities around
payout bounties to hackers (Section 7.2.1), it should be de-
cided whether monetary, non-monetary, or no rewards will
be offered to hackers.

4. Define internal information pathways. To ease the operation
of the programme once launched, it is sensible to have a
well-defined system in place for tracking the status of report
vulnerabilities (Section 5.2.3), finding the responsible (inter-
nal or external) product owners (Section 5.2.3), and commu-
nicate patterns of reports (as part of a rudimentary BBLC) to
relevant parties (Section 6.3).

5. Seek support from upper management, legal, and product
teams. As noted in Section 5.2.3, if internal teams are un-
willing to fix vulnerabilities, the benefits to operating a
CVD programme are restricted. Further, without authorisa-
tion from the legal team, a programme may be unable to
operate (Section 7.2.1).

7.3.2. Post-deployment recommendations

1. Modify reward structures to incentivise hackers. An is-
sue faced by respondents was that of low hacker motiva-
tion (particularly after the discovery of ‘low-hanging fruit’
(Section 5.2)), which limits the number of reports that op-
erators receive. Some respondents suggested increasing cur-
rent payouts as a solution to this issue (Section 7.2.1). The
anecdotal evidence used by organisations to increase bounty
levels prompts further quantitative analysis into the effect
raising bounty levels has on the returns of the programme.

2. Use incoming report information for reactive security. A ma-
jority of respondents used the results from their CVD pro-
gramme to include (shallow) changes within their organisa-
tion (Section 6.3). For an organisation not currently utilising
their reports, it may be beneficial to use them in a reac-
tive manner to influence the security activities outlined in
Section 6.1.

3. Use incoming report information for proactive security. For
an organisation with a mature CVD programme, the deeper
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integration of report information into organisational secu-
rity strategies may provide further benefit. As detailed in
Section 6.2.4, only a few respondents reported using such
an approach.

8. Conclusion

Motivated by the question How effectively are organisations util-
ising CVD programmes?, we have considered topics surrounding the
use of CVD programmes within organisations via 39 survey re-
sponses and 8 semi-structured interviews. A summary of the find-
ings to the research questions presented in Section 2.3 are as fol-
lows.

1. Building on the work of Al-Banna et al. (2018), we found
that many of the previously identified problems associated
with the operation of a CVD programme persist: organisa-
tions still struggle with high volumes of poor quality reports
that burden the operators and provide little benefit to se-
curity. Respondents suggest that alterations to the defini-
tions of in-scope and out-of-scope assets can help to miti-
gate these issues.

2. Although a majority of organisations report making changes
to security activities based upon the content of vulnerabil-
ities reports, there is little evidence suggesting that organ-
isations deeply integrate the results into a form of BBLC.
Respondents typically did not institute change throughout
their SDLC to the extent of organisations such as Verizon
Media.

3. Overall, respondents highly recommended the use of CVD
programmes as a cost-effective security activity. Both pre-
and post-deployment recommendations were offered to
those looking to set up a CVD programme. Designing reward
structures to incentivise hackers and avoid rewarding low-
value reports, restricting programme scope, and having sup-
port from experienced staff and management were all re-
ported to be important considerations.

It is important to recognise the study’s limitations. The large
non-response rate may limit the generalisability of the findings
as only a small proportion of the population could be sampled.
In addition, the population sample is biased towards organisations
based in the U.S., the UK., and Canada. The interpretation of the
qualitative results, and the answers provided by respondents, may
be subject to additional cognitive biases. Confirmation bias, hind-
sight bias, and perhaps a tendency to portray an organisation’s ac-
tivities in an overly positive light, may impact the conclusions that
are drawn from the results.

In conclusion, we hope that what has been presented in this
paper is beneficial to those with an interest in the theory and prac-
tice of CVD programmes.
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