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Abstract

Algorithms are now playing a central role in digital marketplaces, setting prices and
automatically responding in real time to competitors’ behavior. The deployment of
automated pricing algorithms is scrutinized by economists and regulatory agencies,
concerned about its impact on prices and competition. Existing research has so far
been limited to cases where all firms use the same algorithm, suggesting that
anti-competitive behaviour might spontaneously arise in that setting. Here, we
introduce and study a general anti-competitive mechanism, adversarial collusion,
where one firm manipulates other sellers that use their own pricing algorithm. We
propose a network-based framework to model the strategies of pricing algorithms on
iterated 2 and 3-firm markets. In this framework, an attacker learns to endogenize
competitors’ algorithms and then derive a strategy to artificially increase its profit at the
expense of competitors. Facing a drastic loss of profits, competitors will eventually
intervene and revise or turn off their pricing algorithm. To disincentivize this
intervention, we show that the attacker can instead unilaterally increase both its profits
and the profits of competitors. This leads to a collusive outcome with symmetric and
supra-competitive profits, sustainable in the long run. Together, our findings highlight
the need for policymakers and regulatory agencies to consider adversarial
manipulations of algorithmic pricing, which might currently fall outside of the scope of
current competition laws.

Introduction

Online commerce, which reached 35% of all retail sales in the UK in 2020 [1], is increas-
ingly dominated by digital marketplaces [2]. Facilitated by digital technologies and a grow-
ing international logistic network, retailers now compete globally on these platforms.
Platform sellers use sophisticated algorithms to set prices, responding in real time to
competitors’ prices, stock availability, and variable consumer demand [3, 4]. According
to a recent study, more than one third of all sellers on Amazon Marketplace already use
pricing algorithms [5].
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The reliance on algorithms that automatically set prices on marketplaces introduces
new risks for buyers and sellers. An important risk is enabling anti-competitive collu-
sion [3, 6], a type of non-cooperative game where participating firms decide to coordinate
their prices at the expense of consumers. In practice, such situations are only stable as
long as each participant finds it rational to abide by the collusive strategy, similarly to iter-
ated prisoner’s dilemmas [7]. However, recent works on machine learning (ML) agents in
iterated prisoner’s dilemmas suggest that algorithms could learn to collaborate in such
non-cooperative games [8].

An emerging literature has scrutinized competition in many algorithmic markets—
from airline tickets to gasoline stations [9]—where firms use the same pricing algorithm,
e.g., purchased from a third party [10]. In these ‘hub-and-spoke’ settings, researchers
are concerned that modern algorithms could learn over time to tacitly coordinate their
prices [3, 6]. Tesauro et al. showed that pricing algorithms learn to increase profitabil-
ity and damp out or eliminate cyclic price “wars” [11]. Klein further showed that pricing
algorithms can converge to strategies that sustain supra-competitive equilibria, without
explicit communication [12]. Finally, Calvano et al. showed that algorithms can tacitly
learn to consistently charge supra-competitive prices and might learn punishment mech-
anisms against players trying to defect [13, 14].

Recent theoretical studies in economics and game theory suggest that algorithms may
have the potential to anticipate competitors' prices [15] and unilaterally undermine their
profits [16]. For instance, in 2011, the retail price of the book “The Making of a Fly" pro-
gressively rose to $23, 698, 655.93 on Amazon due to two naive algorithms each anticipat-
ing that the other algorithm would not update its price [17]. Since then, scholars have
argued that machine learning pricing algorithms may eventually learn to communicate
with competitors [18], which could help coordinate their strategies [19].

In computer science, adversarial techniques have been developed and deployed against
a wide range of machine learning algorithms. For instance, keywords have been artifi-
cially added at the end of emails to avoid being flagged as spam [20], stickers have been
put on road signs to lead autonomous cars off road [21], and artificial fingers have been
made from gelatin to fool sophisticated fingerprint systems [22]. These examples have
opened a new field of research studying the vulnerabilities of algorithms against adver-
saries trying to exploit them [23-26].

Here, we propose an adversarial model to study competition in digital marketplaces.
We develop a network-based approach to learn the strategy of algorithmic competitors,
and validate it against three algorithms from the literature in a standard iterated 2-firm
market [11-13]. We show how this knowledge can be used by an attacker to find the best
stationary response against each of these algorithms. This stationary response allows an
attacker to maximize its long term profits while competitors incurs a loss of profits. In
practice, facing a drastic loss of profits, competitors will eventually intervene and revise
or turn off their pricing algorithms. To disincentivize this revision, we show that the at-
tacker can instead unilaterally increase both its individual profits and the profits of its
competitor. To do so, the attacker derives a pricing strategy with the intent to maximize
both its profits and the competitors’ profits. We call this new unilateral collusion mecha-
nism ‘adversarial collusion’ and show how it can be extended to a 3-firm market case.

Adversarial collusion raises new regulatory and enforcement questions. In particular,
it might, depending on the circumstances, fall outside of the scope of current competi-
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Figure 1. Representation of the 2-firm market game and experimental design. (a) We model
an iterated market game, where the competitor and the attacker follow their respective private
pricing strategies rm, and m,. We show the prices set and profits received in the game using the
logit demand model from the CAL setting. (b) We follow a standard experimental design where,
in a first step, the Q-Learning agent A, is trained in self-play against a similar Q-Learning agent A;.
After discarding A;, the agent A, is deployed on a market where it faces our attacker A,.

tion laws in both the European Union and the United States. Our results furthermore
emphasize the need for regulatory agencies to provide guidance on pricing algorithms,
including on the objective function, on the non-stationarity of strategies, and on how to
assess the robustness of pricing algorithms to adversarial collusion.

Results

We study a standard setup consisting of a horizontal iterated market game with n dis-
tinct firms, all selling the same good online [27]. We denote by p = (p,,...,p,) the vector
of prices set by each of the agents, and g;(p) the overall consumer demand of the market
for A's good in response to the prices p, for which agents have no prior knowledge. After
each iteration of the market, agents independently update their respective price depend-
ing on the profits they previously obtained. Formally, at each step t, agent A; observes
the prices (pﬂt),...,pg)) on the market, sells q,(p™) goods produced at a marginal cost c;,
receives a profit rft) = g;(p™) (pgt) - ¢;), and decides to set its new price p§t+1) = m(p) by
following its private pricing strategy m,.

To simulate the purchasing behaviors of real-world markets, scholars have relied on
synthetic consumer demand models. These demand models are always symmetric and
deterministic, solely driven by prices. Table S1 summarises the major demand functions
g used in the literature, each modelling different price sensitivities for consumers, includ-
ing the classical model of Bertrand competition [11-13]. Following standard practices in
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the literature [11-13], we set marginal costs ¢; = 0 for all agents and discretize prices
within [0, 1]: for each agent A;, p; € P, = {% | 0 < k < M} for a positive granularity factor
M (set to M = 25 here). Thus, a price p; = 0 corresponds to a situation where A; is pric-
ing its good at the marginal cost ¢; = 0, making zero profits regardless of the number of
customers.

Adversarial pricing strategies

The increasing use of sophisticated algorithms to set prices on online markets creates
incentives for competitors to decode strategies, detect weaknesses, and exploitthem [15,
18]. Inspired by recent advances in adversarial machine learning, we here propose a
new unilateral adversarial approach to learn and exploit the algorithmic strategies of
competitors. Below, we initially focus on an iterated 2-firm market game with two pricing
algorithms (Fig. 1a). The competitor A, uses a stationary private pricing algorithm trained
to maximize its own long-term profits, which the attacker A, has no prior knowledge of
(Fig. 1b). During a preliminary exploration phase (Fig. 2b), the attacker A, progressively
learns, by selling goods on the market, the private pricing strategy m, of its competitor
A,. Using this knowledge, A, then maximizes its own profits by anticipating the reactions
of its competitor and finding the best response.

Formally, in the exploration phase, the attacker A, learns a graph representation G =
(V, E) of the competitor’s pricing strategy m, on the market (Fig. 2a). This characteristic
graph G encodes the response of A, to price changes by A,. It comprises all prices as
vertices and all admissible transitions as edges (Figs. S1-3):

v ={(P1;P2) | p, € P/sz € Pm}
E ={(p;,p,) = (@,(p1,P,), P5) | (P1,P,) €V, D5 € Py}

with i1, an approximation of the pricing strategy of A,. The strategy ft, can be learned over
time from any initial configuration of the market, by following our exploration procedure
until all accessible vertices have been explored (see SI Methods).

In the exploitation phase, the attacker A, searches for price sequences in the charac-
teristic graph G leading to high profits in the long run. From G, the attacker computes
the policy graph (Fig. 2b) containing the optimal price sequence C to maximize, from any
initial position, a given objective function f over time (see SI Methods).

To understand the impact of adversarial pricing on markets, we record the increase
in profits obtained by both A, and A, post learning. Formally, starting from any initial
market configuration (p,,p,), the competitor A, follows its private learned strategy m,.
In line with the algorithmic competition literature, we consider as competitor (A,) three
stationary Q-Learning algorithms: TES introduced by Tesauro and Kephart [11], KLN by
Klein [12], and CAL by Calvano et al. [13]) trained according to their respective procedures
and environments. These algorithms learn to set the next price pEM) given any configu-
ration of the market p®. Their objective is to maximise not only their immediate profit
r§t+1), but also their own future profits. Their pricing strategy n,(t) is refined over time until
convergence to m;. These three algorithms slightly differ in their meta-parameters (e.g.
choice of the reward function and exploration strategy, see SI Methods) and the overall
computational cost of their training until convergence.

Fig. 3 illustrates how our method enables the attacker A, to (a) learn the pricing strat-
egy m, of its competitor A,, and (b) derive a strategy m, that exploits this information to
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Figure 2. Representation of the exploration and adversarial pricing strategies. (a) During the exploration phase, the
attacker forms the characteristic graph G composed of vertices (market configurations) and edges (market transitions). It
explores vertices until all accessible vertices have been visited. Two exploration methods are combined: random exploration to
visit new vertices (left), shortest path search in G to reach the closest unvisited vertex (center). The profits obtained by the
attacker in each visited state are represented as a shade of blue (maximal in the top-right quadrant, when attacker prices are
high and competitor prices higher), here in the CAL setting with M = 25. (b) Using G, the attacker forms a policy graph to
maximize its own profits. The policy graph contains only 1 outgoing edge from each vertex and encodes the optimal sequence
of prices to set to maximize its profits. We visualize the policy graph as a directed tree leading to a price sequence C (center of
each graph), along which the attacker iterates.
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Figure 3. Adversarial pricing enables one firm to increase its profits after learning over
time how its competitor reacts to price changes. We compare the profits obtained over time
by each competitor (a. TES, b. KLN, c. CAL) in an iterated 2-firm market game. From an initial
competitive Nash equilibrium, the attack is carried out in two phases. In the exploration phase,
the attacker explores all market price configurations, leading to a wide range of observed profits.
This phase ends when the attacker detects that no new market configuration can be explored.
Finally, the attacker nudges its competitor towards the best price sequence C to maximize its own
profits in the exploitation phase.

maximize its own profits r,. During the exploration phase, A, discovers the best price
sequence C. Then, iterating upon C, A, obtains high profits r, compared to r, for A;. In
the first example (Fig. 3a), TES obtains null profits (r, = 0) while A, obtains high profits
(r, = 0.600). In this setting, A, sets prices just under A,, with customers buying from
the lower-price firm. In the second example, Fig. 3b shows that KLN obtains null profits
(r, = 0) while A, obtains high profits (r, = 0.243). Compared to the first duopoly, prof-
its are lower since customers purchase less high-priced goods in this setting with linear
demand. Finally, in a market where customers are less sensitive to prices (Fig. 3c), A,
obtains high profits (r, = 0.363) while CAL still obtains positive profits (r, = 0.229). The
duration of the exploration phase, happening independently from the market iterations,
is solely determined by the reactivity of A, to price changes (see Discussion).

Adversarial collusion

So far, we have considered a stationary competitor A,. However, strong competitive
strategies, such as the adversarial one presented above, will typically lead to a sudden
decrease in profits for other competitors. In response, under-performing firms are likely
to intervene, e.g. by revising or even turning off their pricing algorithm [15, 18], limit-
ing the attacker’s ability to obtain high profits over time. We test this scenario in Sup-
plementary Note 1, showing that A, can restore high individual profits by retraining its
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Experimental conditions Average profits of competitor A, (r,) and attacker A,(r,)

Competitor A, Demand function Adversarial Competition Adversarial Collusion
r r, r r,

TES Strict WTA 0.000 0.600 0.300 0.300

KLN Linear WTA 0.000 0.243 0.091 0.091

CAL Logit 0.229 0.363 0.255 0.255

Table 1. Supra-competitive profits achieved using adversarial collusion for the three studied settings. We report the profits
r, and r, obtained in a 2-firm setting against each of the three agents from the literature. The Adversarial Competition method
(a) maximizes the attacker profits r, while the Adversarial Collusion (b) maximizes the profits of all agents. The reported profits
are averaged over all 25 x 25 initial configurations of the market, and measured after both the competitor and the attacker have
converged.

Q-Learning algorithm. However, Figs. S4-6 show that, in an arms race scenario where
A, and A, iteratively retrain their respective algorithm and attack, profits slowly decrease
overall. This suggests that the high individual profits initially obtained by the attacker are
not necessarily sustainable if the competitor retrains its algorithm.

An attacker might thus decide to increase profits for both itself and its competitor.
Formally, we propose an unilateral adversarial strategy to achieve high sustainable prof-
its in a 2-firm market. To disincentivize A, from changing its pricing strategy m, to an
unknown strategy m;, A, now decides to increase the profits r, and r, equally. We show
empirically how A, can estimate the profits r, of A, (see SI Methods) and then maximize
an arithmetic mean objective f(r) = (r, +r,)/2 using our adversarial approach, achieving
high profits for both A; and A,.

Table 1 shows that adversarial collusion yields supra-competitive and symmetric prof-
its against the three algorithms TES, KLN, CAL after exploration, consistently higher than
the initial equilibrium. The variations observed across competitors are the results of mul-
tiple factors, such as the demand function of the market (see Discussion).

Optimal Exploration Strategy

During the exploration phase, the attacker only learns a partial representation of the com-
petitor strategy, limited to visited market configurations. To evaluate the robustness of
the exploitation strategy to unexplored configurations, we compare our results against
profits obtained with perfect knowledge of the competitor strategy m,. In our experi-
ments, we show that, without initial knowledge, our attacker consistently achieves prof-
its equal to a perfect-knowledge attacker's profits and from any initial configuration of
the market (p,, p,). Our attacker explores all market configurations that can be reached,
using a breadth-first search algorithm. At the end of the exploration phase, the resulting
characteristic graph G forms a connected component of the perfect-knowledge graph G*,
containing a fraction 7, of explored vertices compared to G*. In practice, analyzing the
size of the connected component G, we find that the fraction 7, of reachable vertices
converges to 7, = 1in all three scenarios.

To limit the cost of learning G, the attacker could decide to end the exploration early.
Fig. 4 shows that the best achievable price sequence is often found early during the ex-
ploration phase, opening the door to the development of early stopping criteria. For in-
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Figure 4. The exploration phase efficiently discovers the optimal price sequence to maximize the profits of both the
attacker and the competitor. We report the likelihood L of having found the optimal sequence, averaged over all 25 x 25
initial market configuration, as well as its 95% confidence interval. Each panel displays the likelihood L for each of the three
studied scenarios (a. TES, b. KLN, c. CAL), increasing from L = 0 initially to L; = 100% across all scenarios and for all 25 x 25 initial
market conditions.

stance, in our experiments, only 420 steps against TES, 438 steps against KLN, and 1451
steps against CAL are sufficient for the attacker to find C* with L. = 1 probability from any
initial configuration. However, there can be multiple price sequences yielding high prof-
its for both the competitor and the attacker. Fig. 5 shows that high supra-competitive
profits, although not as high as with C*, can be obtained in less steps.

Extension to 3-firm markets

When more than two firms are involved in a market, economics and machine learning
scholars have raised doubt about the likelihood of algorithmic collusion and the sustain-
ability of potential collusive outcomes [28].

To test the potential for collusive outcomes with more than two firms, we extend our
adversarial mechanism to a 3-firm market. We follow the same experimental setup as
above, with two competitors A, and A, and an attacker A,. The competitors A, and A, use
a stationary private pricing algorithm trained to maximize their own respective long-term
profits in a 3-firm market. We set the characteristic graph G to encode the response of
A, and A, to price changes by A, (see Supplementary Note 2). With M = 25, G has now
|V| = M3 vertices and |E| = |V| x M = M* edges.

In a single exploration stage, the attacker learns the pricing strategies of the two com-
petitors, encoded in the characteristic graph G. Table S3 shows that the attacker can suc-
cessfully reach both high adversarial competition profits and high adversarial collusion
profits (maximising the profits of all three firms in the market). In a general setting with n
distinct firms, a similar approach leads to a graph containing M" vertices and M™' edges.
Large values of n and M can make the exploration prohibitively long and the optimiza-
tion algorithm (running in O(M?™1), see SI Methods) computationally expensive. In such
cases, beyond the scope of this article, different approaches relying on modern deep
reinforcement learning [29, 30] could overcome the computational costs of our method.
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Figure 5. Profits obtained with the best price sequence currently found at time t, showing that the attacker can find a
good price sequence even with limited exploration. We report the profits r, (competitor A;) and r, (attacker A,) for the best
sequence found within the explored vertices (market price configuration) during the exploration phase for each of the three
studied scenarios (a. TES, b. KLN, c. CAL). We display the median profits along with the 25% and 75% quartiles, averaged over
each of the 25 x 25 initial market configuration. For instance, stopping after only half of the complete exploration phase duration
would yield the optimal profits against TES and KLN,, and 39% of the optimal profits against CAL (median profits, filled triangles).
The curves are not necessarily monotonous and profits symmetric: the adversary estimates the competitor’s profits by
assuming symmetry of the demand function and marginal costs (see Methods), therefore visits configurations where the
competitor's profits cannot be estimated yet. Once all vertices have been explored, all profits can be estimated, and the best
sequence corresponds to symmetric profits.
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Conclusion

The competition literature has long theorized how sellers can learn the pricing strategies
of their competitors[15, 31, 32]. Our results show that this is both technologically feasible
and practical against stationary pricing algorithms. Our attacker is able to efficiently learn
its competitor’s strategy, opening up a new collusion mechanism on digital marketplaces:
adversarial collusion. Together, our findings emphasize the need for policymakers and
regulatory agencies to consider how adversarial mechanisms could subtly undermine
the competitiveness of online markets and harm consumers [6].

Broader impact statement

In our research, we use a standard economic setting to study pricing algorithms in silico,
on which we have identified new risks for consumers. After careful consideration, we
believe publishing our findings benefits society and largely outweighs the risks to con-
sumers and businesses. Adversarial attacks are already known in the computer science
literature and could already be exploited in practice. Our research allows policy discus-
sion to progress and regulators to make informed decisions by quantifying the impact
of adversarial collusion (see Fig. 6). We hope our findings encourage the implementa-
tion of security measures in online markets and further empirical research measuring
adversarial harms in real-world online markets.

Our results raise important regulatory and enforcement questions. While a complete
analysis is beyond the scope of this work, adversarial collusion might, depending on the
circumstances, fall outside the scope of current competition laws [6]. On the one hand,
in Europe, judgments from the Court of Justice of the European Union (CJEU) [33] seem to
give firms significant leeway to unilaterally set prices if there is no coordination. In the US,
Department of Justice officials suggested that algorithmic collusion is not illegal without
an agreement among participants [34]. On the other hand, adversarial collusion might
be considered a concerted practice, e.g., under Art. 101 of the Treaty on the Functioning
of the European Union (TFEU), if it was proven that the competitor had become aware
that its algorithm was being manipulated. Similarly, if the attacker was in a dominant po-
sition, having their algorithm explicitly optimize for shared profits might be considered as
disincentivizing competitors from becoming more efficient, and therefore abusive. From
an enforcement perspective and given the error-cost, agencies might thus want to con-
sider explicitly restricting maximization of shared profits, e.g. by making it a rebuttable
presumption. They might also consider the use of weak algorithms to be equivalent to
price signaling—a controversial practice—and give further guidance on how to assess
the robustness of pricing algorithms.

Discussion

Beyond the machine learning pricing algorithms we considered, simpler algorithms used
in practice are also likely to be vulnerable to targeted attacks. For instance, the well-
know tit-for-tat algorithm [35]—deployed by the competitor—could be trivially led by an
attacker to collude and offer stable supra-competitive prices. Similarly, the algorithm re-
sponsible for pricing the book “The Making of a Fly” up to $23, 698, 655.93 on Amazon was
simply adjusting its price to 1.270589 times the price offered by another seller [17]. This
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Figure 6. Harms caused to consumers by adversarial competition and collusion. We report the effect of adversarial attacks
on example markets, for the three considered scenarios, compared to a baseline setting where TES, KLN, CAL face a myopic firm
pricing at the marginal cost. As an example, we renormalize prices from [0€, 1€] (without marginal cost) to realistic intervals
(with marginal cost), and report the effects of each attack on prices, number of buyers, and profits. (a) Winner-take-all demand,
marginal cost of 1€, and prices between 1€ and 26€, simulating for instance an elastic prescription market where buyers will
always buy and from the cheapest seller. (b) Linear demand, marginal cost of 0€, prices between 0€ and 25€, simulating for
instance online access to scientific articles (inelastic market with consumers buying access from the cheapest provider, with
more consumers buying the lower the price is). (c) Logit demand, marginal cost of 50€, prices between 50€ and 100€, simulating
for instance hotel room booking in a city (elastic market with consumer more likely to book from hotels with less expensive
rooms but taking into accounts other factors).
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algorithm too is likely to be vulnerable to targeted adversarial attacks, e.g. by estimating
the maximum price consumers would be willing to pay for the book and nudging the
algorithm to reach and stay at that price, instead of reaching unrealistically high prices.
These real-world examples reinforce the importance to consider the impact of adversar-
ial mechanisms on competition.

To learn the competitor’s strategy m,, our algorithm varies its price and observes how
A, reacts over time. If goods are sold during that time, the attacker A, mightincur a profit
r, lower than r,. In our experiments, learning the characteristic graph G is fast, taking at
most 1753 steps against TES, 1464 steps against KLN, and 1562 steps against CAL. Empiri-
cal evidence suggests that pricing algorithms in online platforms are often highly reactive
to price changes. Uber, for instance, reportedly updates prices every 3 to 5 minutes [36],
while algorithms used by Amazon vendors update their prices hundreds to thousands of
times per day [5]. This, along with early-stopping mechanisms and strategies to learn m,
when the demand is low (e.g., at night), would strongly limit the cost of the exploration
phase.

In our setting, the attacker starts its exploration after the competitor has finished
learning its pricing policy m,. In practice, the attacker can determine when m, becomes
deterministic by monitoring the competitor's actions. However, if the attack starts while
the competitor is still learning, other classes of adversarial machine learning techniques
could be employed. In such cases, the attacker could force the competitor to learn to
always set high prices by using action or online data poisoning, tweaking prices while the
competitor learns to maximise its profits, to undermine learning objectives [37, 38].

We considered the standard economic setting to study pricing algorithms, an iterated
2-firm market where reinforcement learning (RL) algorithms are trained independently
with single-agent methods [11-13, 39]. These single-agent methods were developed for
an agent evolving alone in a fixed and stationary environment [40], meaning this environ-
ment is not changing over time in response to the agent learning. In the standard training
phase studied above, each Q-Learning learning agent interacts with an environment that
mutates when the other Q-Learning agent updates its policy. Modern RL methods in mul-
tiplayer iterated settings are typically multi-agent [29, 30, 41]. While our experiments
provides initial insights on adversarial collusion, recent studies have also shown that
even state of the art multi-agent RL agents can be exploited by adversarial policies [42].
More work would be needed to assess the effectiveness of our attack against algorithms
trained using multi-agent RL techniques.

Adversarial collusion, measured in our experiments against a range of competitors
and in multiple market settings, consistently obtains supra-competitive profits for all
agents on the market. These profits vary across experiments (see Table 1). These varia-
tions could stem from many factors, such as the training procedures or meta-parameters
used by competitors' algorithms (see SI Methods). However, we hypothesize that the con-
sumer demand, shown in theory and practice to strongly impact the learned strategies
of pricing algorithms [13, 39], is mainly responsible for the observed variations of profits
in our experiments.

To study the risk of adversarial collusion, in line with the literature, we assumed that
consumers are uniformly modelled by one demand model and that firms assign the same
price to each consumer. In practice, however, firms regularly use data-driven ‘person-
alised pricing’ strategies, e.g., matching insurance premiums to consumer risk profiles
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or adapting shipping price based on the user location [4, 43]. The evidence of adversar-
ial collusion could be more difficult for external auditors to detect when firms use price
discrimination—adapting prices to consumer profiles.

In our experiments, the competitor can quickly notice that their profits have changed
once the attacker executes its attack. This sends a clear signal to the competitor who
could then revise its strategy (see Supplementary Note 1). In adversarial machine learn-
ing, attacks are often designed to be hard to detect or even unnoticeable [23-26]. In
Supplementary Note 3, we show that, in our setting, the attacker can aim to maximise
its own profits while keeping the competitor's profits stable. We designed a constrained
objective obtaining high profits r, of 0.360, 0.600, 0.186 while the respective competitors
CAL, TES, KLN receive profits within % = 0.04 currency units of their profits before the
attack. Although the competitor’s profits remain stable, the competitor can still detect
that it receives substantially lower profits than the attacker. We believe that adversarial
collusion, i.e. maximizing symmetric joint profits of both agents, is more stable in the long
term than attempting to keep the competitor's profits stable.

Code Availability

The source code to reproduce the results of this article is available on the Open Science
Framework (OSF) repository at http://dx.doi.org/10.17605 /osf.io /2yuvm [44]. Data files to
reproduce figures are also available in the OSF repository.
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Supplementary Materials and Methods

Framework

In this article, we have considered a symmetrical game where marginal costs are equal
between all agents, i.e. for all agents ¢; = c. Any agent A; can thus infer the profit r}t)
obtained by its competitor A; by observing the demand qj(p(t)) they received for the price

pj(-t) they offered. In practice, prices can often be monitored in real time, while the de-
mand received by agents could, e.g., be estimated by a learning algorithm or deduced a
posteriori from accounting documents.

Algorithmic pricing
The algorithmic collusion literature has proposed Q-Learning (QL) models [1] for agents
to maximize not only their immediate profit

(t+1

nY = q.(p® )P}

t+1)
- Ci)

but the total G,(M) of all future discounted profits:

+ +R+
G,(t V. Z 6"n§t K
k20

To obtain a pricing strategy maximizing G;, models are trained in self-play, i.e. against a
similar but distinct opponent. In self-play, each agent A; dynamically improves its own
strategy over time until convergence. Given current prices p® on the market, A, searches

(t+1) .
i

the next price p,(m) that maximizes G§t+1). The optimal policy function m (p®) = p; " is

unknown to A,. Instead, A; relies on an estimated policy nft), refined over time using

the obtained profits {r'go)’ r,m, . rft)}. Formally, at each time step t, A; updates an internal

tensor (usually called matrix) Q,gt)(p(t),p,(-m)). This matrix reflects an estimated score for
selecting the price pE“” at step t + 1, knowing that prices on the market at step t are p(®.
Using this matrix:
(®) (t)
m (p®) = argmax Q;” (p, p)
p

Many methods have been proposed to update the matrix Q; over time. They all aim
to converge to an optimal matrix Q; associated with the optimal pricing policy mi;. To suf-
ficiently explore all the cells of the Q-matrix during training, random prices are usually se-
lected with a probability €. This procedure, known as e-greedy iteration, has been shown
to improve performances of QL agents when the parameter € is small or decreases to-
wards 0 over time [1].

Q-Learning agents in the literature

The pricing model proposed by Tesauro et al. (TES) [2] is a QL agent. The Q-matrix as-
sociated with the decision function is initialized with instantaneous payoff values, and
updated iteratively using off-policy iteration [1]:

(t+1) + (t) (t+1)
Q' (p®,p®M) = q (P(t)yPi )

+0a, [r§t+1) +6 arg;nax Q’(t) (p(t)’ p) B Q’(t) (p(t), pgm))]
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with a discount factor 6 = 0.9 and learning rate a, = 0.1/(1 + 0.01t) decreasing over time.
TES is trained for T = 20, 000 iterations.

Similarly, the pricing model proposed by Klein (KLN) [3]is a QL agent. The Q-matrix is
initialized at zero, and updated with sequential Q-learning:

(t+1) + (t) (t+1)
a"” (9, 1) = 0 (p9, pi"")

v [rfm) +6 1?4 62 argmax @ (p, p) - Q" (p(t), PEHH)]
p

with a fixed learning rate a = 0.30, a discount factor 6 = 0.95, and a decreasing €, = 1076/T,
KLN is trained for T = 10 million iterations.

Finally, the pricing model proposed by Calvano et al. (CAL) [4] is also a QL agent. The
Q-matrix is initialized with discounted payoff values, and updated with off-policy iteration,
similarly to TES. A fixed learning rate a = 0.15, a discount factor 6 = 0.95, and a decreasing
€, = exp(-4 107® t) are used during training. The training continues until convergence is
achieved, or stops when T = 1 million iterations have passed.

For all three models TES, KLN, CAL, the training aid agent is discarded once conver-
gence is achieved.

Network-based approach

We develop a network-based method for the attacker A, to learn the strategy of its algo-
rithmic competitor A, in the iterated 2-firm market game. In line with previous works [2-
5], we consider a symmetric demand function between agents, i.e. q,(i,j) = q,(j, i) for all
i,j € P,, and assume that the competitor's pricing algorithm has converged and is now
deterministic (see previous section).

At each time step t, A, and A, observe the current prices p® = (p(f),p(zt)) of the market

and decide resp. on new prices p - m,(p®) and p(zm) = 1r,(p®). We consider a scenario

where A, decides to use an adversarial policy m, that exploits the private policy m,.

First, in the exploration phase, the attacker A, learns the characteristic graph G = (V, E)
of the competitor's pricing strategy m, on the market (see algorithm 2 in Section ). To do
so, A, maintains both a list of unexplored states p = {(p,, p,),...}, and a list of reachable
states from explored states. A, progressively builds G by constantly updating the direc-
tion of exploration towards the closest unexplored state. Formally, the attacker com-
putes the shortest path to each unexplored state using a breadth-first search (BFS) [6]
and then selects prices along the path leading to the closest unexplored state. Once
that state is reached, the process repeats until all states have been explored. An early
stopping criterion could also be used to stop the learning phase before all states have
been explored; for instance, after a given amount of elapsed time, after a given num-
ber of states have been explored, or when highly profitable price sequences have been
discovered (see Discussion).

During this exploration phase, the attacker A, also progressively learns the profits
received by the agent A, by assuming symmetry of the demand function and marginal

costs. For each visited market configuration v = (p(f),p(zt)), A, receives the profits r,(v)

and thus learns r;(v') = r,(v) with v’ = (p(zt),p(f)). At the end of the exploration phase, the
attacker also assumes that £ (v’) = r,(v) = 0 for any unexplored state v.
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Second, in the exploitation phase, the attacker aims to obtain the best response to
the competitor’s algorithm in order to maximize a given objective function f in the long
. — , . 0 (0 ,
run. This means that, from any initial market configuration (p(1 ), p(z )), the attacker's policy
1, should be optimal according to the following criterion:
< © (0
m, = arg max ; fra(t:P1P2)
A heuristic to obtain m, from any initial market configuration is for A, to find a reach-
able vertex v € V or cycle of vertices C = (v,,V,,...,v, = v;) maximizing the objective

function f(C). Here, we consider the following objective functions corresponding to our
Adversarial Competition and Adversarial Collusion approaches:

1
feompl©) = 77 2 P2W)

vec
feil©) = 67 2 5(0) + 1)
Vec
Searching C that maximizes f is known as a maximum cycle mean problem in graph
theory. We use a dynamic programming method developed by Karp [7] to solve it effi-
ciently in O(|V] |E]).
Finally, the attacker A, searches for the shortest path to C using a breadth-first search
(BFS) in O(]V| + |E]), and selects prices along this path until C is reached. Once the cycle
C is reached, A, selects the next price to stay on C.

Measuring average asymptotic profits
The initial market conditions can affect the measured outcomes at the end of an experi-
ment. To account for these variations, the reported profits are always averaged over all
initial market configurations. For M = 25, we systematically perform M x M experiments
starting from each initial market configuration (p,, p,).

Furthermore, from the initial configuration of the market, an initial burn-in period of
100 iterations is discarded before measuring asymptotic profits. After that initial period,
the profits are computed and averaged over 1000 steps.

Comparison to hub-and-spoke

The mechanism we introduced here constitutes a new unilateral collusion mechanism,
different from the traditional hub-and-spoke setting. We show in our experiments that
supra-competitive prices can be systematically achieved even if A; and A, do not share
the same algorithm. Starting from any initial configuration (p,, p,) of the market, we
compare the adversarial collusion and hub-and-spoke asymptotic profits. We show that
our adversarial collusion profits are similar or higher than in the hub-and-spoke setting
(+1.510%% against TES, +0% against KLN, and 0% against CAL, see Table S2).

Exploration algorithm

The exploration is implemented with two algorithms. The algorithm 1 initializes an empty
characteristic graph and a list of prices to explore from each unvisited market configu-
ration. The algorithm 2 progressively complete the vertices and edges of G, by succes-
sively visiting configurations using a combination of random exploration and shortest
path search (Floyd-Warshall).
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Algorithm 1 Initialising the states to explore

1: procedure Init(M)

2 unexploredPrices « {} empty dictionary
3 G « EmptyGraph()

4 fori « 1toMdo

5 forj « 1toMdo

6: unexploredPrices|(i,j)] « {rR | k € [1,M]}
7 AddVertex((i, j), G)

8 end for

9 end for

0 Return G, unexploredPrices

1:

10:
11: end procedure

Algorithm 2 Performing the exploration until a stopping criterion is reached

1: procedure Explore(unexploredPrices, G, s)

2 if StoppingCriterion() then default criterion is unexploredPrices = @
3 Return G

4 else

5: if unexploredPrices[s] # @ then

6 price « UniformRandom(unexploredPrices[s])

7 else

8 stack « ShortestPath(unexploredPrices,G,s) Breadth First Search, only
the last transition is unexplored

9: while stack # @ do

10: price « Pop(stack)

11: s « ExecuteMarket(m, (s), price)
12: end while

13: end if

14: Remove(unexploredPrices[s], price)
15: s’ « ExecuteMarket(m, (s[0]), price)
16: AddEdge(s, s’, G)

17: Explore(unexploredPrices,G,s’)

18: end if

19: end procedure
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Supplementary notes

Supplementary note 1: arms race experiment

We simulate an arms race situation where the competitor A, can now re-train its pricing
algorithm after being attacked by A,. Once the agent has fully retrained its algorithm
against the attacker, the attacker re-initiates the attack from the start. Over time, both
the agent and the attacker battle to find a dominant pricing strategy.

Figures S4 to S6 report the profits obtained by A, and A, after each retraining, over 10
successive episodes. In all three scenarios, the profits obtained by both agents decrease
over time. When facing TES, the attacker obtains high profits during three episodes until
both agents start receiving null profits. When facing KLN, the attacker obtains high profits
each times it explores and run its attack while KLN restores lower profits by retraining its
algorithm; over time, both agents receive lower and lower profits. Finally, when facing
CAL, the attacker obtains high profits each times it explores and runs its attack while KLN
also restores its profits by retraining its algorithm; both agents receiving lower profits
after the first episode.

Supplementary note 2: 3-firm experiment
In a 3-firm setting, the characteristic graph G encodes the response of A, and A, to price
changes by A,. It comprises all prices as vertices and all admissible transitions as edges:

V= {(P1,P2yp3) | p, € Pmrpz € P/Wp3 € Pm}
E ={(P1, P P3) = ((D4, P50 P3), 5 (P14 P5r P3), D3) | (1, P50 P3) €V, D5 € Py

with fi, and 7, approximations of the pricing strategy of A, and A,, learned over time
from any initial configuration of the market by following our exploration procedure until
all accessible vertices have been explored.

We consider two attack-scenarios: (a) the attacker A, maximizes its own individual
profits (b) the attacker aims to increase the joints profits of all three firms (A,, A,, and A;).
In the first case, the objective function is the same as the one used in the main text. In
the second case, the objective function becomes:

1 L ~
feall©) = 1 2 3 (H0)+ 50+ 1) AW)
with
sy |1 MWL BV W) = min (W) W W) £
V)=
0 otherwise

Above, we relax the guarantee of equal profits at each step of the pricing sequence
C by allowing the estimated profits to differ by at most 6 between the three firms. We
empirically set6 = ﬁ Without relaxation, we noticed that with more firms, fewer vertices
have same equal profits for all firms. Relaxing this guarantee allows to achieve high
profits for all firms but not perfectly symmetric anymore.

Supplementary note 3: unnoticeable pricing objective
To maximise the profits of A, while keeping the profits of A, stable, we considered a

variation of the fcomp(-) objective by adding the following constraint:
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where r; is the average profit over time obtained by A, before the attack starts.

Finding the best sequence of prices for A, subject to this constraint is an objective not
tractable with the Karp's algorithm. Instead, we solve it using an exhaustive method, by
iterating over all cycles of length lower than k = 4 in the characteristic graph.
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Supplementary tables S1 to S4

Demand Type Expression
Winner-Take-All (WTA) a(P) = T (pemin p)m
WTA with downward linear slope q(p) = 1 (p=min P)||-r11+||

. p(5)
Logit ap) = ——

Q,
llexp(22)ll; vexp(S2)

Table S1. Three major classes of demand functions are used in the algorithmic pricing literature to model the purchasing
behaviors of consumers. They model the effect of increased competition or changes of prices on the consumer preferences,
with different assumptions regarding consumer choices.

Experimental conditions Average profits of the agents A, (r;) and A,(r,)

Agent A, Demand function Hub-and-spoke Adversarial Competition Adversarial Collusion

TES Strict WTA 0.002 v. 0.003 0.000 v. 0.600 0.300 v. 0.300
KLN Linear WTA 0.091 v. 0.091 0.000v. 0.243 0.091 v. 0.091
CAL Logit 0.278 v. 0.233 0.229v. 0.363 0.255v. 0.255

Table S2. Supra-competitive profits achieved using adversarial vs. hub-and-spoke collusion settings for the three studied
settings. We report the profits obtained by competitors from the literature in a 2-firm setting, against each of the three agents
A,: (a) A, = A, (hub-and-spoke), (b-c) our two attacker. The Adversarial Competition method (b) maximizes the attacker profits r,,
while the Adversarial Collusion (c) maximizes the profits of all agents. The reported profits are averaged over all M? = 625 initial
configurations of the market, and measured after both the agent and the attacker have converged to an equilibrium. The logit
demand uses the same parameters as set by Calvanoetal. [4]: a=2and py =1/4.
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Experimental conditions Average profits of A}, A,, A,

Competitors . Adversarial Competition Adversarial Collusion
Demand function

A A,) r r, ry r r, ry

TES Strict WTA 0.007 0.007 0.280 0.025 0.044 0.020

KLN Linear WTA 0.000 0.000 0.238 0.060 0.060 0.064

CAL Logit 0.132 0.167 0.277 0.139 0.134 0.142

Table S3. Adversarial competition and collusion in a 3-firm setting for the three studied settings. We report the profits r,
(competitor), r, (competitor), and r, (attacker) obtained against each of the three agents from the literature. The Adversarial
Competition method (a) maximizes the attacker profits r;, while the Adversarial Collusion (b) maximizes the relaxed joint profits

of A, A,, and A, (see Section ). The reported profits are measured after both the competitor and the attacker have converged to
an equilibrium.

Experimental conditions Pricing strategies of the agent A,

Agent A, Demand function Hub-and-spoke Adversarial unnoticeable

TES Strict WTA 0.002 v. 0.003 0.000 v. 0.600
KLN Linear WTA 0.091 v. 0.091 0.062v. 0.186
CAL Logit 0.278 v. 0.233 0.242 v. 0.360

Table S4. Supra-competitive profits achieved using adversarial unnoticeable vs. hub-and-spoke collusion settings for
the three studied settings. We report the profits obtained by competitors from the literature in a 2-firm setting, against each of
the three agents A,: (a) A, = A, (hub-and-spoke), (b) our unnoticeable attacker. The unnoticeable method (b) maximizes the
profits of the attacker, subject to the competitor profits staying within ,\1—4 = 0.04 currency units of their profits before the attack.
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Supplementary figures S1 to S6

Figure S1. Characteristic graph G in the TES experiment. Each node contains M = 25 outgoing
edges. We represent in blue the vertices with higher attacker profits and in orange the vertices
with higher competitor profits. The network forms a single connected component, with no visible

structure between higher attacker and competitor profits.

x of xiv
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Figure S2. Characteristic graph G in the CAL experiment. Each node contains M = 25 outgoing
edges. We represent in blue the vertices with higher attacker profits and in orange the vertices
with higher competitor profits. The network forms a single connected component, with no visible

structure between higher attacker and competitor profits.
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Figure S3. Characteristic graph G in the KLN experiment. Each node contains M = 25 outgoing
edges. We represent in blue the vertices with higher attacker profits and in orange the vertices
with higher competitor profits. The network forms a single connected component, with no visible

structure between higher attacker and competitor profits.
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Figure S4. Profits achieved by each agent over time in an arms race scenario in the TES
experimental setup. Reported profits are measured after the agent has fully retrained its
pricing algorithm (when A, is retrained) or after the attacker has finished exploring the new

pricing strategy of the agent (when A, is retrained) .
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Figure S5. Profits achieved by each agent over time in an arms race scenario in the CAL
experimental setup. Reported profits are measured after the agent has fully retrained its
pricing algorithm (when A, is retrained) or after the attacker has finished exploring the new
pricing strategy of the agent (when A, is retrained) .
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Figure S6. Profits achieved by each agent over time in an arms race scenario in the KLN
experimental setup. Reported profits are measured after the agent has fully retrained its
pricing algorithm (when A, is retrained) or after the attacker has finished exploring the new
pricing strategy of the agent (when A, is retrained) .
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