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Abstract

The insider threat is one of the most challenging problems to detect due to its complex nature and significant impact on organisations.
Insiders pose a great threat on organisations due to their knowledge on the organisation and its security protocols, their authorized
access to the organisation’s resources, and the difficulty of discerning the behaviour of an insider threat from a normal employee’s
behavior [1]. As a result, the insider-threat field faces the challenge of developing detection solutions that are able to detect threats
without generating a great number of false positives, and are able to take into consideration the non-technical aspect of the problem.
This paper introduces a novel automated anomaly detection method that uses Gaussian Mixture Models for modelling the normal
behaviour of employees to detect anomalous behaviour that may be malicious. The paper also introduces a novel approach to
insider-threat detection that capitalises on the knowledge of security experts during analysis using visual analytics and sensitivity
profiles which is a novel approach to re-contextualise detection output by considering outside, qualitative, non-technical factors that
analysts may be privy to, but not the detection method. A feasibility study with experts in threat detection was conducted to evaluate
the detection performance of the proposed solution and its usability. The results demonstrate the success of designing a solution
that builds on the knowledge of security experts during analysis and reduces the number of false positives generated by automated
anomaly detection. The work presented in the paper also demonstrates the potential of introducing more methods for capitialising
on the knowledge of security experts to improve the false negative rate, and the potential of designing sensitivity profiles.

Keywords: insider-threat detection, machine learning, gaussian mixture models, visual analytics, sensitivity profiles, feasibility
study

1. Introduction attack, and the insider’s level of access [2, 4]. An insider aim-
ing at sabotaging company resources will have a different attack
pattern than one who is after intellectual property. Furthermore,
there are various types of indicators of insider threat because at-
tacks vary in execution and intent. For example, indicators of
insider fraud are unusual or frequent access to financial systems
and personnel data. On the other hand, indicators of a potential
IT sabotage are file deletions or alterations (data integrity), and
download of executable files. A common insider-threat indica-
tor is a change in the normal behaviour of an insider.

An insider is a “current or former employee, contractor, or
business partner” with authorized access to an organisation’s
resources [2]. An insider threat poses a risk to the organisa-
tion in question. Insider threat is one of the challenging areas
in cyber security due to its complexity and massive impact on
organisations. In a research report by the Ponemon Institute on
the costs of cyber-security attacks, insider threat ranks as top in
terms of cost [3]. However, its impact is not limited to financial
losses but may jeopardize the safety of individuals and the rep-
utation of organisations [2]. The problem of detecting insider Among the main challenges faced in insider-threat detection
threats is especially challenging for the difficulty of detecting 1S the high rate of false positives, and the incorporation of the
and confirming insider-attacks. The challenge arises because ~ Numan and non-technical aspect of the problem [1, 5].  Due
of the knowledge insiders have on the organisation and its se- to the nature of the problem, challenges arise in distinguishing
curity protocols, their authorized access to the organisation’s ~ anomalies triggered by malicious insiders and those genuinely
resources, and the difficulty of discerning the behavior of anin-  reflecting a change in behavior posing a challenge in handling
sider threat from a normal employee’s behavior [1]. As a result, false positives and confirming attacks [1]. Often, the informa-
extensive research has been dedicated to developing solutions ~ tion that is needed in anomaly detection methods to reduce the
for insider-threat detection. uncertainty is not available due to ethical and privacy concerns

There are three main categories of insider-attacks which are: ~ [0]- Additionally, the problem is unique due to the importance
theft of intellectual property or confidential information, sabo-  ©f the role of the non-technical aspect of the thre.at; an aspect
tage of IT resources, and fraud. Insider-attacks are executed in that is challenging to incorporate in detection solutions [5, 7, 8].

various ways depending on several factors, such as the type of o
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study. In the effort to decrease false positive and false nega-
tive rates, while increasing true positive rates, we: 1) investi-
gate how Gaussian Mixture Models (GMMSs) can be used to
conduct insider-threat detection and present detection-rate re-
sults, 2) propose that the human analyst’s knowledge and ex-
perience is a rich resource to be capitalized upon during data
analysis [9] by incorporating non-technical indicators of in-
sider threat that unlike other methods does not require analy-
sis of sensitive data on employees and 3) provide the capability
of adding contextual information during analysis of detected
anomalies. Finally, we 4) present the design and implementa-
tion of a visualization dashboard to communicate GMM de-
tection and 5) present an in-depth feasibility study in which
we let cybersecurity analysts use the tool, provide feedback and
test the tool’s usability.

1.2. Organisation of The Paper

This paper is organised as follows: Section 2 reviews re-
lated work in insider-threat detection and visualization. Then,
Section 3 provides background on Gaussian Mixture Models.
Background is followed by a discussion of the proposed ap-
proach in Section 4. Then, Sections 5 and 6 present the testing
of the system and results followed by Section 7 that discusses
the observed results. Finally, Section 8 concludes the work pre-
sented and discusses future work.

2. Related Work

Insider threat poses its own set of detection challenges from
external attacks because of the significant role of the non-
technical factors of the threat, in addition to the legitimate ac-
cess insiders have within an organisation and their knowledge
of the organisation and its resources [2, 10, 8, 11, 12]. Cap-
pelli et al. wrote in their book, which is the result of one of the
most recognised research on insider threat with more than 700
documented cases of insider threats, stating that “insider threat
cannot be prevented and detected with technology alone” |2,
p- 14]. McCormac et al. [8] also highlight that technical in-
dicators are not sufficient in insider-threat detection. This is a
key motivator of our work. Therefore, insider-threat detection
methods differ from those of external attacks. They are either
signature-based, or anomaly-detection methods [1].

2.1. Signature-based

Signature-based methods detect known real-world insider at-
tacks. They are limited in detecting attacks that have imple-
mented policies which when violated, alarms are triggered. For
instance, Agrafiotis et al. [13] develop a tripwire grammar
to detect actions that are indicators of insider threat based on
designed policies on alarming behaviours, and attack-patterns.
IBM [14] uses a similar approach as part of the IBM QRadar
SIEM solution [15] through the implementation of offences.
Offences are designed to detect threats in general, and may be
used for detecting steps of known insider attacks. Bishop et al.
[16] take a different approach by developing a solution based on
the targets of insider attacks. The authors propose using process
modelling to identify how a process may be attacked and build

countermeasures accordingly. This approach is highly depen-
dent on the successful design of a process model that identifies
the vulnerabilities of the process and possible attack targets. It
is also limited to detecting attacks on the proposed targets.

2.2. Anomaly Detection

Anomaly detection is capable of detecting unknown and new
types of attacks under the assumption that a malicious be-
haviour deviates from normal behaviour. It is implemented
by checking against a normal behaviour and generating alarms
when deviations occur. Some detection-solutions consider non-
technical indicators of insider threat. Non-technical indicators,
such as the psychological state of the insider are of crucial
value to insider-threat detection [2, 12]. Therefore, work has
been done to incorporate their analysis in insider-threat detec-
tion systems. For example, Brdiczka et al. [17] use struc-
tural anomaly detection relying on graph analysis and addi-
tional techniques to learn the normal behaviour of employees.
They also use psychological profiling to take into considera-
tion an insider’s intention, which is a non-technical indicator,
with the aim of reducing false positives generated by monitor-
ing technical indicators. Chen et al. [5] also consider the inten-
tion of an insider as an indicator and propose a detection system
that uses probabilistic modelling. Their solution is designed
to predict the success of an attack by conducting behavioural
analysis using probabilistic model checking. Prediction is done
after a potential insider has been identified through intentional
analysis using Bayesian networks. Both Brdiczka et al. [17]
and Chen et al. [5] apply automated analysis of non-technical
indicators of insider threat requiring the collection of sensitive
data, such as the contents of email communications to be used
for sentiment analysis.

Moreover, some anomaly-detection methods are developed
to detect a certain type of insider threat. For example, Zhang
et al. [18] propose a solution to analyse document-access be-
haviour to classify users based on the contents of accessed doc-
uments. Each user is identified by the type of documents they
usually access. Anomaly detection checks for deviations from
historical and current behaviours of the user, and the behaviour
of the community using the Naive Bayes algorithm and corre-
lation matrices. This approach is limited to monitoring a single
indicator, which is accessed files, of a specific type of insider
threat, which is information leakage. Other detection methods
aim at detecting threats to a specific resource in an organisation.
For example, Senator et al. [19] develop a solution to detect
threats to a database based on database-access behaviour. Their
solution is an example approach that is limited to protecting
a specific resource which is the corporate database, but which
addresses multiple indicators by implementing various types of
anomaly-detection algorithms to tackle the low signal-to-noise
ratio challenge in insider threat.

Finally, some detection methods are designed to learn a nor-
mal behaviour of employees from their online activities. For
instance, a more relevant work to the approach taken in this pa-
per in insider-threat detection includes the work of Legg et al.
[20]. They developed an automated detection system that uses
PCA to detect anomalies. They compute hourly feature vec-



tors on the activities of employees and build a 24-hour matrix
of activities. Then, PCA is applied to project the multivariate
vectors into a 2D space based on the maximum variance exhib-
ited by features. Anomaly detection then measures the distance
of points in the projected space from the origin. The chosen
anomaly-detection method is difficult to interpret limiting se-
curity analysts’ capability of gaining insight on the decision-
making process of the method while investigating generated
alarms.

Rashid et al. [21] is the work most similar to the proposed
solution presented in this paper in recognizing the importance
of anomaly explanation. They use Hidden Markov Models to
learn the normal behaviour of employees and analyse devia-
tions from the learned behaviour to detect insider threat. The
authors highlight that their model offers the advantages of learn-
ing parameters from the dataset that describe an employee’s be-
haviour. Their model is also advantageous in learning from data
that is sequential in nature. However, the computational cost of
training the models increases as the number of states captured
increases, while the effectiveness of the method in detecting in-
sider threat is highly impacted by the number of states. More-
over, Song et al. [22] use Gaussian Mixture Models for mod-
elling the behaviour of users for insider threat and masquer-
ade detection. They compare their Gaussian Mixture Models to
several other machine learning methods and find it superior in
achieving higher accuracy values. However, their model is ap-
plied on system-level events, such as process creation, intended
for a biometric identification of a user as opposed to insider
threat detection specifically, which this paper investigates.

2.3. Visual Analytics

Visual Analytics is defined as “the science of analytical rea-
soning facilitated by interactive visual interfaces” [23, p. 4]. It
allows people to gain insight from large amounts of data that
is otherwise hard to grasp. The visual analytics process is a
constant interaction between automated data analysis, and hu-
man knowledge and skill through the usage of visualizations
as a communication tool [24]. The process starts with data
which may be from multiple sources and in different formats
that must be transformed before being processed. Then, data
may be visualized directly or processed through machine learn-
ing algorithms, for example, before visualization. Throughout
the process, analysts are a crucial element that interact with the
system through the usage of visualizations to provide and gain
knowledge. The knowledge of analysts may be fed back into the
process to influence the parameters of automated data analysis
models or the data itself, by removing uninformative elements,
for example.

Insider threat is a classical problem faced in the era of Big
Data and information overload where massive amounts of data
must be analysed to make decisions. Although automated
data analysis tools provide the means to handle information
extraction and automated decision making, analysts are often
faced with the challenge of “analysing [the resulting] analy-
ses” [24]. They are only exposed to the results provided by
automated methods and often without being able to benefit
from the knowledge gained by those tools during data analysis.

Therefore, additional means of analysis are needed which allow
the communication of information in the large amounts of data
to analysts while providing them with expedited data analysis
and decision making which machine learning and data analysis
tools are valued for. Visual analytics is a solution which cap-
italises on the strengths of both humans and machines during
data analysis [24].

Limited work has been done in insider-threat visualization.
Raffael Marty [25] devotes a chapter in the book Applied Se-
curity Visualization to insider threat providing example visual-
izations that include link graphs and treemaps for showing user
activity. However, the suggested approach relies on scoring em-
ployees based on a set of precursors making it unsuitable for de-
tecting new attacks. Link graphs are not scalable and limited to
the analysis of a small number of employees. Nance and Marty
[26] use bipartite graphs for the detection and analysis of insider
threat. Their visualization method assigns a group of nodes to
activities and another group to job roles. Each edge from one
group to another represents an activity done by an employee.
Anomalous behaviours are indicated by coloured edges. Due to
scalability limitations of the chosen visualization method, their
solution is limited to small organisations with a small number
of employees and job roles. Moreover, Philip Legg [27] pro-
poses a visual analytics solution for insider-threat detection im-
plemented as an interactive, multi-view dashboard. The dash-
board builds on the results of the automated anomaly-detection
component. However, the chosen anomaly-detection method,
which is PCA, is difficult to interpret especially when applied
to multi-dimensional data adding a challenge when analysing
the results of anomaly detection.

3. Preliminaries
3.1. Mixture Models

Mixture Models (MM) are a type of Latent Variable Models
(LVM) with the latent variables being the assignment of data
points to the model’s components [28, p. 339]. MMs provide
the capability of modelling “complex probability distributions”
by using a mixture of distributions, which are the components
of a model [29, p. 423]. It results in clustering observations
in a dataset based on their shared probability distribution, and
models the entire dataset as a linear combination of the different
probability distributions. MMs are implemented using a proba-
bilistic approach which, unlike other clustering techniques such
as K-means, is distinguished by the soft-assignment of obser-
vations to clusters enabling the model to assign a degree of un-
certainty during clustering [29, 30]. This approach is advanta-
geous in not only providing a degree of anomaliness but also in
explaining why observations are classified as anomalous [30].
MMs are unexplored in the insider threat space.

Each observation in the dataset is assigned a probability
that is a linear combination of the probabilities computed
by each component in the model. Given a dataset X =
{x1, X3, ..., XN}, Where N is the number of observations, and x
is a D-dimensional vector, the probability of an observation is
computed as follows:
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Each probability distribution, p(x | k), is a component, and K is
the number of components [29, 31]. p(k), or &y, is the mixing
coefficient which is the prior probability of the k.

The posterior probability of the component is, then, calcu-
lated using Bayes rule as shown in Equation 2. The poste-
rior probability refers to the uncertainty in the parameters of
the model after observing the data, whereas the prior proba-
bility models the assumptions made about the parameters be-
fore observing the data [29, p. 22]. Moreover, the model then
calculates the probability of an observation x; being generated
by a component k. This enables the model to achieve a soft-
assignment of observations to components based on the result-
ing probabilities of each component. The posterior probability
is referred to as the responsibility of the component since it in-
dicates the responsibility of the parameters of the component
for generating the input x [29, 31]. It is normalized to achieve
a value between 0 and 1 as shown in Equation 2.
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Observations are clustered based on the resulting probabilities
p(k | x). The component with the largest p(k | x) is the cluster
to which x belongs.

3.1.1. Gaussian Mixture Models

A Gaussian Mixture Model (GMM) is a MM with each com-
ponent being a Gaussian distribution [28, p. 341]. More gener-
ally, a GMM with K components is described as a superposition
of K Gaussian distributions:
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MUk, X are the mean and covariance of the component k. The
joint probability density function of a D-dimensional vector x
is computed as follows [28, p. 46]:
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Where u is the D-dimensional mean vector, X is the D X D co-
variance matrix. Therefore, the responsibility of the component
k is calculated as follows:
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The parameters of the model 7, w, Xk Yk are learned using
the Expectation Maximization (EM) algorithm by maximizing

the log likelihood of the dataset (Equation 7).
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EM is used because a MM has latent variables and because
maximum likelihood does not have a closed-form solution due
to the summation term inside the log [29]. EM algorithm is
applied in an iterative manner alternating between an Expecta-
tion (E) step and Maximization (M) step. It is summarized as
follows:

1. The parameters 7, 1, X are initialized.
2. Alternating between two updates:
(a) Log likelihood is calculated using Equation 7
(b) E step: using the current values of «, u, X, the re-
sponsibility of each component is calculated using
Equation 5. This is the soft-assignment of each ob-
servation to a component k based on the resulting
values of responsibilities
(c) M step: using the responsibilities calculated in the E
step, the model’s parameters are updated:
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(d) Log likelihood is calculated and the E-step is re-
peated.
3. The algorithm terminates when increases in the log likeli-
hood stop or when they fall under a chosen threshold.

3.1.2. Z-Score

Z-score is a metric for scoring a sample from a Gaussian dis-
tribution with respect to the remaining samples in the dataset.
It describes “how many standard deviations above or below the
mean” a sample is [32, p. 192]. Once a Z-score is computed,
one can get an approximation of how many other samples in the
dataset have higher or lower scores. The Z-score is computed
as follows [32, p. 193]:

Z== (12)

where u is the mean of the dataset and o is the standard de-
viation. The Z-score can be used to determine if a sample is
anomalous by measuring how far it is from the mean of the
dataset. A Z-score greater than |3| indicates that the sample has
a probability less than 1% based on the remaining samples in
the dataset.



This paper introduces a novel approach to insider-threat de-
tection addressing current challenges in the field. The pro-
posed detection solution is based on incorporating the knowl-
edge of security analysts as an integral component of the sys-
tem to lower the number of false positives that are common
in insider-threat detection. The solution also addresses another
challenge in insider-threat research proposing a novel approach
for including non-technical indicators of insider threat as criti-
cal elements of the system. The proposed solution requires the
following functionalities:

1. The ability to compute a vector representation of employ-
ees’ activities

2. The ability for automated anomaly detection

3. The ability to communicate information to security ana-
lysts for analysis of detected anomalies

4. The ability to provide analysts with the capability of clas-
sifying detected anomalies

5. The ability to include non-technical indicators of insider
threat as part of the detection system

Visual analytics is used for building into the detection sys-
tem the knowledge of security analysts. In order to communi-
cate to analysts why each observation is classified as anoma-
lous, the information learned by the automated anomaly detec-
tion method is provided through visualisations. Furthermore,
analysts’ classification of observations is a feedback loop from
the knowledge of analysts to the detection system. This enables
the detection system to learn from analysts directly since the
input is labelled observations, thereby, increasing the amount
of information available when learning the normal behaviour of
employees. Finally, each employee is represented by a feature
vector computed from activity logs; each feature is a count of
activity and computed as follows:

Xe[index feanre] = f (activity logs, feature) (13)

= count (events peaure) (14)

Where x, is the vector representation of employee e, X,[{] is the
value of the i dimension of the vector, and events feature ar€ the
events used for computing the value of the feature.

3.2. Anomaly Detection

Anomaly detection is done in two phases: training to learn
the normal behaviour of each employee, and defection to ap-
ply anomaly detection for each new input. The proposed au-
tomated anomaly detection method introduces the usage of a
GMM for modelling the normal behaviour of an employee. A
GMM is implemented with a probabilistic approach which al-
lows the model to explain why observations are classified as
anomalous [29, 30]. In addition to the simplicity of GMMs, the
parameters of the models and the resulting predictions provide
analysts with insight on the method’s decision-making process.

A GMM provides the capability of modelling a dataset of
a complex probability distribution. GMMs have been used in
other work for modelling a dataset on a behaviour that varies

over time, such as modelling the patterns of flight operations,
and for the biometric identification of user behaviour [33, 22].
Since the behaviour of employees varies throughout time, and
each employee has a characteristic normal behaviour, a mixture
of probability distributions is used to model the behaviour of
each employee [11, 20, 21]. Each employee is represented by
a GMM that is trained during a period assumed to represent
the employee’s normal behaviour [22, 21]. A GMM is trained
using the EM algorithm with the objective of maximising the
likelihood of the dataset.

The metrics used for measuring deviation from the norm are
the likelihood of the input (Equation 3), and the Z-score of each
feature (Equation 12). The Z-score determines how sensitive
the system is towards false positives [34, 35]. During anomaly
detection, the automated anomaly detection method computes
the likelihood of an observation, p(x), and predicts the compo-
nent responsible for generating it. Using the parameters of the
predicted component, k, which are the mean and covariance, the
Z-score of each feature is computed. An observation is classi-
fied as anomalous when:

1. The likelihood of the observation is less than the likelihood
threshold ¢:

p(x) <€ (15)

2. The absolute value of the Z-score of any of the features is
greater than the threshold of the corresponding feature e;:

211> ¢ (16)

3.3. Non-Technical Indicators

Prior works found in the related work section established that
non-technical indicators are of crucial value in detecting insider
threat. However, incorporating them in detection methodolo-
gies is still a challenge. This paper introduces a method for
recognising non-technical indicators of insider threat. It is a
novel approach to threshold control called Sensitivity Profiles.

Sensitivity profiles may be applied before or after analysing
anomalies generated by automated anomaly detection. For in-
stance, if an employee is reported by a supervisor to exhibit an
unusual behaviour, analysts can choose a sensitivity profile as-
sociated with the observed behaviour which updates the thresh-
olds of the employee’s model before applying anomaly detec-
tion. Their application determines the sensitivity of the system
to employees’ behaviour since parameter-refinement is depen-
dent on the chosen profile.

4. The Insider-Threat Detection System

The Insider-Threat Detection System is composed of five
components: data processing, anomaly detection, visualization,
classification of detected anomalies, and threshold control. The
design of the Insider-Threat Detection System is shown in Fig-
ure 1. The tool runs in two phases: training and detection. Dur-
ing training, the behaviour of each employee is modelled by a
GMM. Then, the system is used for insider-threat detection dur-
ing the detection phase. The system’s components are divided
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Figure 1: The components of the Insider-Threat Detection System

to back-end and front-end components. The front-end of the
system refers to the components that are developed as part of
a web-based Automated Anomaly Detection Dashboard which
are Visualization, Classification, and Sensitivity Profiles. The
back-end components are the Profile Generator, Feature Cal-
culator, and Automated Anomaly Detection.

As shown in Figure 1, the input to the system is data on the
activities of employees. The data is parsed by the Profile Gen-
erator. It creates an hourly profile from activity logs for each
employee for computing a feature vector (although the dura-
tion of the profile can be straightforwardly set to any arbitrary
duration). Then, the Feature Calculator receives as input cur-
rent and history profiles. The module computes for each em-
ployee a vector representation of their activities. The Auto-
mated Anomaly Detection component is used for training the
GMMs that model the normal behaviour of employees which
are then used for anomaly detection.

The front-end of the system is a web-based dashboard. It is
the user interface of the system used by security analysts for
analysing detected anomalies, classifying detected anomalies,
and applying sensitivity profiles. Visualization is implemented
as part of the Automated Anomaly Detection Dashboard for
communicating information from the automated anomaly de-
tection component to security analysts. The next component of
the system is the security analyst who contributes with knowl-
edge by interacting with the three front-end components shown
in Figure 1. The final two components are Classification which
corresponds to analysts’ classification of anomalies, and Sen-
sitivity Profiles which is the threshold-control component that
is used when a non-technical indicator of insider threat is ob-
served, or to adjust the parameters of an employee’s model to
lower the number of false positives.

4.1. Data Processing

The Profile Generator is the parser of the system. For each
employee, there is a current and a history profile. The current
profile has information on the employee’s behaviour at the time
the system is run. History profiles summarise some information
on employees’ behaviour through time, such as the list of PCs

used by each employee. For each employee, data is collected
from different activity logs and parsed to develop a profile that
has information relevant to insider-threat detection. The his-
tory profile is updated after the Feature Calculator computes
the vector representation of employees’ activities. The Feature
Calculator computes a vector representation of an employee’s
activities at the input hour . For each feature, it retrieves the
relevant information from the profile and computes the value of
the feature which is a count of events.

4.2. Automated Anomaly Detection

The Automated Anomaly Detection component is used dur-
ing the training phase of the system for training the GMMs that
model employees’ normal behaviours, and during the detection
phase for applying anomaly detection using the trained models.
In both phases, the input to the Automated Anomaly Detection
component is a set of feature vectors. During training, the in-
put to the component is the system’s training dataset which is
the set of computed feature vectors for all employees. There-
fore, the system requires the availability of historical data on
the activities of employees of an organisation where employees
exhibit a normal behaviour. Consideration of cases where his-
torical data is not available or where employees are not known
to exhibit an expected normal behaviour is outside the scope
of this paper but it is considered in future work. For each em-
ployee, a training dataset of N vectors, where ¢ € N is an hour of
activity, is retrieved. The training of each GMM starts with the
initialisation of parameters. Then, the EM algorithm is applied
for learning the parameters of the model that maximize the log
likelihood of the training set. After the GMMs are trained, the
Insider-Threat Detection System can be used in the detection
phase.

The Automated Anomaly Detection component is used in the
detection phase to detect anomalous behaviour that is an indi-
cator of a potential insider threat. For each employee, it takes
as input the vector representation of the employee’s activities
in hour ¢. Then, the employee’s model is retrieved to compute
the likelihood of the input, p(x). The component checks if the
value of p(x) falls below the likelihood threshold. If it does, it



is added to the component’s output as a type of anomaly. Then,
the model predicts the component with the highest responsibil-
ity, p(k | x). The parameters of the predicted component are
then retrieved, which are the mean vector and covariance ma-
trix, to compute the Z-score of each feature to check for a fea-
ture anomaly. If an anomaly is detected, it is appended to the
output as a type of anomaly. The parameters of the predicted
component are also added to the output to be used during data
analysis.

Therefore, in addition to the list of detected anomalies,
the output of the Automated Anomaly Detection component,
which is communicated using visualizations, for each detected
anomaly is:

1. Anomaly type(s): to provide analysts with the reason(s)
behind classifying the observation as anomalous.

2. Feature vector: to provide analysts with the raw data,
which is the input data to the Automated Anomaly Detec-
tion component.

3. Likelihood: to provide analysts with information on how
likely the observation is as predicted by the employee’s
model.

4. Parameters of the predicted component: since the Z-
score is used for detecting anomalies, the value of the
mean and variance used for computing the Z-score are pro-
vided to analysts to explain the reasoning of the Automated
Anomaly Detection method.

5. Historical behaviour: to provide analysts with informa-
tion on the historical behaviour of each element which are
the features, likelihood of the observation, and parameters
of the predicted component. Analysts can compare the his-
torical behaviour against the current value and detect pat-
terns. They can also asses the significance of deviations by
comparing values observed at the same hour on previous
days.

4.3. Automated Anomaly Detection Dashboard

The Automated Anomaly Detection Dashboard is designed
as a web-based visual analytics dashboard. The dashboard is
designed to take as input the detected anomalies by the Auto-
mated Anomaly Detection component. Input data include the
IDs of employees and roles, the vectors that are classified as
anomalous, and the likelihood of each vector. Then, the inter-
faces for interacting with the three components discussed pre-
viously are built. There are two views for each component of
the dashboard which are employees or roles. Depending on the
chosen view, either data on employees is uploaded or data on
roles. After a view is selected, the dashboard can be used for
insider-threat detection. The dashboard also provides a func-
tionality for classifying observed anomalies. Analysts assign
classifications to observations for future training of GMMs.

4.3.1. Visualization

The Automated Anomaly Detection Dashboard is the front-
end of the system which uses multiple visualisations for com-
munications different types of information and for visualization
of different data types. A Parallel Coordinates Plot can visu-
alize multivariate data providing the ability to detect outliers,
relationships between variables, and retrieve values. Therefore,
it is used for visualizing feature vectors, the role of each em-
ployee, and the likelihood where each is assigned to an axis.
The parallel coordiantes plot may reveal outliers. This may be
the case when no employees but the outlier are copying files,
for instance. A Scatter Plot is used for visualizing predicted
anomaly types since it can visualize categorical data providing
the ability to retrieve values and observe patterns; there may be
more than one anomaly type per employee. Analysts use the
scatter plot to retrieve information on why an employee is clas-
sified as anomalous. Furthermore, for analysing the behaviour
of a certain employee, a histogram and line charts are used.
The histogram is used for visualizing the historical behaviour
of each anomaly type, which are the likelihood and features. A
line chart is added on the same plot for visualizing the predicted
parameters over time. When the analysis of the behaviour of a
selected anomaly type is complete, analysts may go back to
the scatter plot to choose another anomaly type and continue
the analysis of the selected employee. Otherwise, they may go
back to the parallel coordinates plot and continue the analysis of
the employee’s behaviour by observing the remaining features,
or continue the analysis of the remaining employees. Analysts
may also filter out an employee, classify their behaviour, or ap-
ply a sensitivity profile.

4.3.2. Sensitivity Profiles

We relied on the literature to recognise non-technical indica-
tors of insider threat and common causes of false positives to
develop sensitivity profiles [2, 11, 12, 8]. We used heuristics to
develop the values of the parameters of sensitivity profiles. In
our study, we are proposing the feasibility of further develop-
ment. The proposed solution is a proof of concept that uses the
existing literature to heuristically come up with values. These
values are subject to refinement, once we have conducted fur-
ther studies to provide empirical evidence to suggest how exter-
nal factors can influence employee behaviour in organisations
(which in turn help us identify how to compensate for it).

Sensitivity Profiles is accessed through the Automated
Anomaly Detection dashboard. The profiles are created only
once during the initial implementation of the system. After an-
alysts provide a selection, the GMM of the selected employee
and the parameters of the selected profile are retrieved. After-
wards, the thresholds of the employee’s model are updated as
determined by the parameters of the profile. Each sensitivity
profile is associated with a set of features and a corresponding
set of threshold-control values, and it is applied as follows:

f (SensitivityPro file, model) (17)

VinodelT hresholds £ pprofiles (18)

VinodelT hresholds =

Where ppofies 15 an n-dimensional vector that represents the
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plot, and the scatter plot.

parameters of the chosen profile, n is the number of parame-
ters of the profile, the increase or decrease, +, of thresholds is
also determined by the chosen profile, and Vy,geirnresholds are
the thresholds of the employee’s model. Then, anomaly de-
tection is applied again on the selected employee’s observation
using the updated thresholds. The result is provided back to the
Automated Anomaly Detection Dashboard to update the visu-
alizations.

Moreover, in our concept demonstrator there are six sensitiv-
ity profiles where each is associated with a set a features and
a corresponding set of threshold-control values. Control values
may increase or decrease a threshold depending on the level of
sensitivity required (more profiles can straightforwardly be cre-
ated). In this paper, our focus is to demonstrate their feasibility
as well as their usability with cybersecurity researchers trial-
ing the concept. Profiles are categorised as either non-technical
indicators of insider threat, or as causes of false positives. A
sensitivity profile that is designed as a non-technical indicator
of insider threat makes the system more sensitive to changes in

the employee’s behaviour. It is an approach for monitoring an
employee’s actions more closely. On the other hand, a sensitiv-
ity profile that is designed as a cause of false positivess makes
the system less sensitive to changes in the behaviour of an em-
ployee. It is an approach to acknowledging legitimate causes of
changes in employees’ behaviours. Further work will be neces-
sary to determine how accurate and precise the use of sensitivity
profiles are and can be. For the purpose of this study, we de-
termined the specific use cases and values using heuristics. The
profiles are informally described as follows:

o Negative organisation change: negative changes in or-
ganisations impacting the jobs of employees, such as lay-
offs and reduction in wages, are a common catalyst for
insider attacks [2, 11, 12, 8]. Dissatisfaction with the
changes may cause an insider with certain technical skills
to carry out an IT sabotage attack, job insecurity may
cause an insider to seek a job elsewhere and carry out
theft of intellectual property, and fear of financial insta-
bility may cause an insider to commit fraud [2, 12, 8].
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of the “current” average as predicted by the employee’s GMM.

Therefore, this sensitivity profile makes the system more
sensitive to technical indicators related to all three types
of insider threat. The proposed features of this profile
are email communication, activities during non-working
hours, USB connections, file copying and download, and
web-based activities.

Unusual behaviour: unusual employee behaviour that
has not been observed before or not expected, such as
an aggressive attitude towards colleagues or lack of per-
formance, is another common indicator of insider threat
[2, 11, 12, 8]. Itis an indicator of theft of intellectual prop-
erty and IT sabotage in most cases. In few cases where un-
usual behaviour is due to personal and financial struggles,

it is an indicator of insider fraud. Therefore, this sensitiv-
ity profile makes the system more sensitive. The proposed
features of this profile are file copying and download, ex-
ternal email communication, and USB connections.

¢ Financial problems: financial problems may be indica-

tors of insider fraud. Only in few cases of theft of in-
tellectual property the insider was financially motivated
[2]. Therefore, this sensitivity profile makes the system
more sensitive to indicators of insider fraud and theft of
intellectual-property. The proposed features of this profile
are file copying, email communications, web-based activ-
ities, and logins during non-working hours.

e Termination: termination, such as job dismissal and res-



ignation, is an indicator of insider threat. Most insider-
threat cases of types IT sabotage and theft of intellectual
property occurred either right before or after insiders left
the organisation [2]. Employees with a sense of entitle-
ment to their work, and with certain job roles that have
access to confidential data, such as scientists, may engage
in theft of intellectual property either to secure a job, or
start a business [11, 2, 8]. On the other hand, employees
with certain personality characteristics and psychological
state that have the technical skills for carrying out IT sab-
otage, may be triggered to attack due to such a catalyst.
Therefore, this sensitivity profile makes the system more
sensitive to all of the employee’s activities.

o Acting for another employee: this profile refers to an
employee that is assigned to work in place of another em-
ployee which is most likely going to trigger false positives
for the change in behaviour may correspond to the change
in work activities. For example, a certain job role may
not require the employee to exchange external emails, but
the new position may involve exchanging external emails.
In such a case, the automated anomaly detection compo-
nent will trigger false alarms on the employee’s email be-
haviour. This sensitivity profile makes the system less sen-
sitive to changes in the employee’s behaviour. The sug-
gested approach is to have the employee’s model param-
eters be temporarily adopted from the other employee’s
model.

e New project: a new project refers to any activity that
requires the employee to work more, and carry out
anomalous activities compared to their normal behaviour.
This sensitivity profile makes the system less sensitive
to changes in the employee’s behaviour. The proposed
features of this profile are activities during non-working
hours, web-based activities, email communications, and
file copying.

Finally, analysts may use the component before or after
analysing detected anomalies. The choice of when to apply a
profile is determined by analysts. For example, analysts may
apply a profile when an employee is reported for exhibiting an
alarming behaviour. Otherwise, analysts may apply a profile
after analysing detected anomalies. It may be applied after en-
quiring on why an employee was working during the weekend
when they have never done so before and discovering that the
employee was busy working on a new project.

4.4. Implementation

Each employee is represented as a 10-dimensional vector.
The ten selected features that describe an employee’s behaviour
were derived from the literature. We relied on work done in the
field of insider threat which uses a similar type of dataset on
the activities of employees and with the same objective of de-
tecting different types of threats to identify common elements
describing an employee’s behaviour [36, 21, 11].

The features constituting a vector representation are usage of
a new computer (PC), login, login during non-working hours,
usage of a removable storage device (USB), usage of a USB
during non-working hours, web browsing, exchange of internal
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emails, exchange of external emails, file copying to a USB, and
download of executable files. Internal emails are exchanged
with colleagues using the organisation email. External emails
are exchanged with members outside of the organisation. The
vector representation of an employee is shown in Equation 19.

connectAH
(19)

X, = [newPC logon logonAH connect

hitp email emailE exe]

copy

Furthermore, to apply a sensitivity profile on an employee’s
observation, a vector representing a profile is either added, to
decrease sensitivity, or subtracted, to increase sensitivity, from
the employee’s learned thresholds. The proposed parameters
of each profile discussed in Section 4.3.2 are shown in Table
1. The dimension of each value corresponds to the dimension
assigned to the feature in the vector representation of employees
shown in Equation 19

Moreover, the Python [37] programming language is used for
the back-end implementation of the Insider-Threat Detection
System. For the implementation of the web-based dashboard,
the Data-Driven Documents (D3) JavaScript library is used for
implementing visualizations [38]. A screenshot of the Auto-
mated Anomaly Detection Dashboard is shown in Figure 2. As
can be seen in the figure, there is an information header and
control buttons. There is a Next Hour and a Previous Hour
buttons for updating data. An hour increment is chosen since
the date update duration is an hour. An example parallel coor-
dinates plot is shown in Figure 3, and an example scatter plot is
shown in Figure 4. Furthermore, when an employee is selected
for analysis of historical behaviour, the employee’s data is re-
trieved and a histogram and line chart are generated as shown
in Figure 5.

5. Detection Performance and Results

This section presents the results of the novel automated
anomaly detection method. The dataset used for testing the sys-
tem is the CERT Insider-Threat dataset [39] version r4.2. The
dataset has logs on the activities of 1000 employees and it is
rich with insider-threat incidents.

The automated anomaly detection method is evaluated by as-
sessing how well GMMs capture the normal behaviour of em-
ployees during training, and its capability in detecting insider
threat during anomaly detection. Therefore, in each phase, dif-
ferent evaluation metrics are used. There are several metrics
for evaluating a model’s classification performance. Among
them are sensitivity, precision, and the false positive rate [28,
p. 183]. Sensitivity, which is also referred to as recall and the
true positive rate, indicates the ratio of detected positives (Equa-
tion 20). Precision indicates the ratio of correctly classified pos-
itives (Equation 21). The false positive rate indicates the ratio
of misclassified negatives (Equation 22).



Table 1: Parameters of sensitivity profiles. viuresnolds 1S the learned vector of thresholds where each dimension corresponds to a feature as shown in equation 19. The
vector gets updated upon application of a sensitivity profile.
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For a model that requires both high recall and high precision,
the F1 score can be used. It can offer a balance by maximizing
both recall and precision as it combines them in one measure
which is computed as follows [28, p. 185]:

2-P-R
P+R

(23)

Since the objective during training is to model the normal
behaviour of employees, recall is used to evaluate the models’
effectiveness in correctly detecting positives, where a positive
label is a normal behaviour. A false negative during train-
ing indicates the misclassification of a normal observation as
anomalous. Taking into consideration the number of false neg-
atives during training provides insight into how well the model
is capable of recognising a normal behaviour. When testing
the automated anomaly detection method in its ability to detect
anomalous behaviour, the F1 score and false positive rate are
used as evaluation metrics. During anomaly detection, a posi-
tive label is a malicious act.
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Figure 6: Performance of each trained GMM. Please note: the y-axis starts at
0.77 in order to zoom in on the results. This means that at no point does the
recall results go below 0.77

GMMs are trained using a set of vectors computed from the
logged activities of employees during a month. The results of
testing GMMs in capturing the normal behaviour of employees
is shown in Figure 6. The figure shows high recall values for
all models where only a few resulted in a ratio less than 0.8.
The results indicate that GMMs are successful in distinguishing
normal observations, thereby, modelling the normal behaviour
of employees.

To evaluate the performance of the automated anomaly de-
tection method in detecting insider threat, the F1 score and false
positive rate are used. A positive label includes an indicator
of insider threat or an execution of an attack. There are two
attacks that took place in the test set at different times of the
month where two insiders of the role IT Admin carry out the
same attack scenario. The insiders first download a keylogger,
and copy it to a USB. They then log in to their supervisor’s PC
connecting a USB to download the keylogger for stealing the
supervisor’s password. The following day, they log in to their
supervisor’s machine using the supervisor’s user ID and stolen
password, and send a mass email that causes panic in the or-
ganisation [39]. In addition, there are four insiders in the test
set that only show indicators of a future attack. They search on-
line for job applications and exchange emails with a competitor
organisation enquiring about employment [39].



Figure 7: The plot shows the computed likelihood of the supervisor for the duration of a week. The last observation, at hour 17:00, indicates an anomaly as the

likelihood value is very low compared to the history of computed likelihood.

Count

Figure 8: The plot shows the logon behaviour of the supervisor during working hours for the duration of a week. It shows an unusual logon time as all previous
observations have a value of 0, and the predicted average shown by the yellow line is also 0. This means that the supervisor usually logs in during non-working

hours.

Count

Figure 9: The behaviour of the logon activity during non-working hours of the supervisor. The plot shows the logon-time pattern of the supervisor where the
expected logon time as shown by both the count values and predicted average is at 7:00; thereby indicating an anomaly in the logon behaviour of the supervisor.

The two attacks executed in the test set are successfully de-
tected as anomalies with a likelihood anomaly type and a lo-
gon anomaly. The likelihood anomaly expresses the low like-
lihood of the observed behaviour of the supervisor when the
mass email is sent as shown in Figure 7. Analysing the logon
behaviour of the supervisor also shows an unusual pattern as
shown in Figures 8 and 9. As seen in the figures, 17:00 is an
unusual logon time for the supervisor where the usual logon
time is at 7:00.

Moreover, the automated anomaly detection method was suc-
cessful in detecting indicators of insider threat. Indicators refer
to hourly activities that involve an action done in preparation
for an attack. The indicators that reflect a change in behaviour
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as captured by the selected features are successfully detected
either as an anomaly in the count of activities related to the in-
dicator or as an overall unusual behaviour. However, indicators
that reflect a change not captured by the selected features, such
as the type of websites accessed by an insider, are not detected.
For example, one insider in the test set prepares for a theft of
intellectual property contacting a competitor organisation for a
job opportunity. At one instance, the insider exchanged 4 ex-
ternal emails discussing a job opportunity. However, the pre-
dicted average number of external emails exchanged in an hour
for that employee is 0.15 with a predicted variance of around
0.12 resulting in a successful detection of the indicator as an
anomaly of type external email. On the other hand, indicators
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Figure 11: The false positive rate computed on the test dataset. The plot shows
a low false positive rate where most system runs resulted in a false positive rate
below 20%.

are detected in some cases as an overall unusual behaviour. For
example, another employee who is involved in the same sce-
nario visits a large number of websites over time searching for
jobs. Several of the employee’s observations are classified as
anomalous with anomaly type USB connect. On inspection of
the predicted component over time for the employee, a high
number of web visits is unusual to take place with a USB con-
nect activity. Therefore, on observing a high number of web
visits, the employee’s GMM predicted a component that is re-
sponsible for modelling this activity resulting in predicting an
anomaly of type USB connect.

For the overall performance of the method, the F1 score is
computed for every hour with insider-threat activities as shown
in Figure 10. The F1 scores of value O indicate the instances
where insiders’ activities are not detected. A low FI1 score
corresponds to a successful detection of a malicious behaviour
with a relatively high number of false positives compared to the
number of true positives. To analyse the performance of the
automated anomaly detection method in terms of the number
of false positives, the false positive rate is computed for every
run of the system as shown in Figure 11. The figure demon-
strates a low false positive rate. A lower false positive rate of
the automated anomaly detection method contributes to a better
performance of the Insider-Threat Detection System when se-
curity experts analyse detected anomalies using the Automated
Anomaly Detection dashboard. The average number of false
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positives is 15 and the standard deviation is 20.8.

The results demonstrate the success of the automated
anomaly detection method in detecting an insider-attack and in-
dicators of attacks.

6. Feasibility Study
6.1. Study Design

The ability of the proposed approach in incorporating the
knowledge of security experts is evaluated with a feasibility
study. Target participants are experts in threat detection for their
knowledge is a crucial element. The study aims at evaluating
the usability of the solution. Detection performance is evalu-
ated using the false positive rate since only data on detected
anomalies is provided to analysts. The study is designed using a
mixed-method approach collecting both quantitative and quali-
tative data. The data-collection tools are voice recording, screen
recording, questionnaires, and notes on observations made dur-
ing the study. The study is designed as follows:

1. Introduction: participants are given the information
sheet, consent forms, and a demographic questionnaire.

2. Training: participants are provided with a description and
a live demo of The Insider-Threat Detection System and its
components. They are, then, provided with training tasks.
The training tasks are presented in Appendix A.

3. Scenario: a description of the scenario is provided to par-
ticipants. Then, the solution is tested by having partic-
ipants analyse detected anomalies during an hour where
there is an insider preparing for an attack.

4. Reflection: an interview is conducted to collect feedback
on the solution and the set-up of the study. The interview
and feedback questions are presented in Appendix A.

A live demo of the user interface and a verbal description of
the solution makes it easier for participants to ask questions.
Additionally, participants are trained before testing to avoid
misinterpretation of results since performance during testing is
impacted by the ability of participants to use the system’s func-
tionalities and interpret the information communicated through
visualizations. Participants are trained on using each function-
ality that is made available during testing. In addition, feedback
is collected during training as participants are only focusing on
how to use the solution. After training, participants are pro-
vided with a scenario for using the solution in a fictitious or-
ganisation. A scenario is used to provide them with context and
background knowledge on the data they are analysing just as
they would have when working with a real organisation. During
the scenario, a non-technical indicator of insider threat is intro-
duced to test the usability of sensitivity profiles. The objective
of the feasibility study is to evaluate the usability of the solu-
tion and observe how participants use it. Therefore, participants
are not provided with tasks to guide them through the analysis,
but are left to decide how to conduct the analysis of detected
anomalies. This enables the collection of data on when, and
how analysts use their knowledge with the information commu-
nicated through visualizations during the analysis of detected



anomalies, and whether they use the solution as designed. Data
is also collected on the successful detection of the threat and
false positives.
The data collected in the feasibility study is organised as fol-
lows:
1. Usability of the components of the Automated Anomaly
Detection dashboard
Number of classified observations
Number of observations detected as false positives
Number of applied sensitivity profiles
Effectiveness of visualizations in communicating the
decision-making process of the automated anomaly detec-
tion method
Success in incorporating the knowledge of participants
into the system during analysis
. The process of participants’ analysis using the dashboard’s
components

DA e

Data collected on each area listed above is presented in the fol-
lowing sections. Data is collected on five participants that have
a background in cybersecurity and threat detection, specifically.
The reason there are few participants is that we considered the
study to be a feasibility study. We wanted to go more in-depth
on a per user basis and get more feedback, but which may not be
generalisable at the moment, and obtain more data that can be
investigated qualitatively to improve key aspects of the usability
of the system before any future larger scale study. The invited
participants are researchers with experience in threat detection.
Three out the five participants have a background in visualiza-
tion or computer graphics. Only one participant considers vi-
sualization as not very valuable for their work, while three con-
sider it somewhat valuable and one considers it as very valuable
for their work. None of the participants are colour-blind. Par-
ticipants are referred to in this section by p# where # refers to
an assigned participation ID. The screen recording for p2 was
lost and data presented on the participant is from a backup data-
collection mechanism. The scenario phase of the study took on
average 27 minutes. During the scenario, there are 36 anoma-
lous employees and 2 roles. There is only one insider acting
during the scenario.

6.2. Detection Capabilities

Table 2: Number of detected False Positives (FPs) and the False Positive Rate
(FPR) for each participant. Improvement is measured from the false positive
rate of the automated anomaly detection method which is 0.04

Participant | Anomalies | FPs [ FPR | Improvement
pl 4 3 0.036 [ 9.30%

p2 3 2 0.037 | 6.57%

p3 6 5 0.034 | 14.77%

p4 5 4 0.035 | 12.03%

p5 7 6 0.033 [ 1T7.52%

The number of detected false positives in the scenario is

shown in Table 2. The results show the ability of analysts to de-
tect false positives during analysis demonstrating the contribu-
tion of their knowledge to the performance of the system. The
false positive rate of the automated anomaly detection method
on employees’ data at the time of the scenario is 0.04. The
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improvement in performance is shown in Table 2 highlighting
the contribution of analysts. In addition, all participants used
the Classification and Sensitivity Profiles functionalities as ex-
pected. All participants applied a profile and classified the ob-
servation of the detected insider.

6.3. Interview Findings

Feedback is collected during the interview on both the Clas-
sification and Sensitivity Profiles functionalities. The comments
of participants are summarised in Figure 12. All participants
found Classification to be useful. p2, p4, and p5 commented
that additional feedback after classification is required, such as
greying out observations from the parallel coordinates plot and
scatter plot, as p5 suggested, to signal the end of the sequence
of actions. Participants also suggested the addition of more
classification tags to help feeding back more knowledge during
the training of GMMs. p1 commented positively on the consis-
tency in the design of interfaces. As for Sensitivity Profiles, all
participants had positive comments on the functionality but the
majority said they wanted to see the effect of the application
of a profile on an employee more clearly. Some suggestions
included the visualization of an observation before and after a
profile is applied. p2 suggested, in reply to how Sensitivity Pro-
files can be improved, providing analysts with the ability to con-
trol the mapping of a profile to features, and the ability to create
new profiles. pl also offered a suggestion which is adding on
the dashboard the list of features associated with each profile.

Moreover, participants used visualizations as expected and
the results during training and scenario showed that the visual-
izations were successful in communicating the decision-making
process of the automated anomaly detection method. Partici-
pants used the parallel coordinates plot to analyse raw data and
get an overview on the activities of employees. The scatter plot
was used for analysing the cause of anomaly. The histogram
and line chart were successfully used for communicating infor-
mation on the historical behaviour of employees. The overall
feedback on the dashboard was also collected during the inter-
view and shown in Figure 12. The ratings provided by each
participant during the interview are presented in Table 3. p4’s
reply to Q3 is Not Applicable (NA) because p4 is currently
not working in the insider-threat field but p4 added that if as-
signed to do insider-threat detection, he would be interested.
Feedback on Q1 is positive and participants commented on the
visualizations used in the dashboard as shown in Figure 12. p3
highlighted throughout the interview that the scatter plot is very
useful in developing scenarios and providing a clear view on
who is potentially involved in a malicious activity. p4, on the
other hand, signalled out the parallel coordinates plot on being
helpful during analysis because it provides information on all
of the activities in one plot making analysis easier.

Feedback on Q2 was also positive. p3 was able to detect the
insider immediately as it was the first observation analysed, and
pS found the insider after analysing two observations only. The
remaining participants were successful in detecting the threat
after a non-technical indicator is injected during the scenario.
Moreover, all participants, except p4 as discussed previously,
said they are interested in using the solution. However, the
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Navigation between visualizations is good
More information on how to do things

Very promising tool

Overview visualization then details is useful
Useful
Easy to use

It really helps

Helps you look at the right place

Get a feel on what is happening

Need more resources to vlidate hypotheses

Really useful
Fairly clear
Scatter plot is most useful

It showed really well who can possibly be a
malicious anomaly
Provides the capability to analyse it

Useful
Overall approach is good
Parallel coordinates plot is useful

Helpful

Visualizations are very helpful

The histogram is very helpful

Brushing is helpful

Likelihood axis in the parallel coordinates
plot is not helpful

Less steps to generate the histogram

Too many colours

Better if you can drill down to logs
Definitely helpful
It led me to the insider after two cases

2

Sensitivity ProﬁlesJJ

o ]

Simple

I like it

| don't know what is happening in the background
Visualization to explain the change

Just need more information
Really interesting

Really simple
Straightforward

Makes sense
Well-presented
Intuitive

| like the idea

| was going to give it a 10 but it needs
more features such as control over profiles
Definitely interested

Really useful
| like it
| couldn’t see its effect

Scatter plot is especially useful
| would be interested in the scatter plot
You see really clearly what is going on

Okay
| want to see the effect

With some polish it would be very good
A lot of opportunity
A lot of interesting things

Cannot tell what the impact is
More visibility

Idea is really good

Classification I

Straightforward
| like it
Intuitive

More classification tags
Useful in feeding back knowledge

It's nice
Helpful
Good idea

Legend

Figure 12: Key feedback collected during the interview. Each participant is represented by a colour and answers are sectioned based on the organisation of questions
presented in Appendix A for the interview questions.
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Table 3: Ratings of participants collected during the interview. The interview questions are listed in Table A.6.

Question pl I p2 [ p3 [ p4 [p5 ] Avg.
QI: How useful did you find the Automated Anomaly Detection dashboard 9 8 9 7 7 8
with respect to analysis of detected anomalies?
Q2: How well do you think the system is able
83deéect inﬁi(ll]er threat? . o |8 |9 |7 7 8

. Overall, how 1nterested are you 1n usin
such a tool for detecting and analysing insider threat? 109 9 NA | 8 9

reason why p2, p3, and p5 did not provide a rating of 10 is
the polishing of the interface, such as clearer axis labels, easier
data retrieval from the paralllel coordinates plot, and less steps
for generating the histogram.

All participants used their background knowledge to deter-
mine which combination of activities is more alarming. Par-
ticipants also used their knowledge in developing scenarios
on the behaviour of employees when analysing raw data, and,
more importantly, when analysing anomaly types. Throughout
the following discussion, the following definitions on how the
knowledge of participants is incorporated during analysis are
used:

¢ Defining an unusual behaviour: to determine which em-
ployees to analyse first using the parallel coordinates plot
by developing a story on the behaviour of employees and
deciding the activities that define an alarming behaviour.

e Defining an alarming behaviour: to determine which
anomaly types or combination of anomaly types are most
alarming using the scatter plot and also to develop scenar-
ios based on the activities of the employee and anomaly
types.

¢ Defining a non-malicious behaviour: to determine which
behaviour is not malicious, thereby, detecting false posi-
tives.

e Correlating the job role: to correlate the roles of employ-
ees with their behaviour to determine if it is an expected
or unusual behavior.

o Assigning a weight to a feature: to prioritise the selection
of employees that engaged in the activity of the feature for
further analysis.

Each participant used background knowledge during the
analysis for:

e pl: defining an unusual behaviour, defining an alarming
behaviour, and determining when to contact Human Re-
sources (HR) to enquire on non-technical indicators ob-
served for the employee under analysis.

e p2: defining an alarming behaviour. p2 also prioritised
the analysis of employees with the highest number of
anomalies. Background knowledge was also used for cor-
relating the job role and p2 detected false positives us-
ing this approach using only the parallel coordinates plot
and scatter plot. Knowledge was also used for defining
a non-malicious behaviour using only the parallel coordi-
nates plot and scatter plot, and assigning a weight to the
external-emails feature.
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e p3: defining an unusual behaviour, defining an alarming
behaviour, correlating the job role, and assigning a weight
to the external-emails feature.

e p4: defining an unusual behaviour, defining an alarming
behaviour, assigning a weight to the following features in
order:

1. USB connection
2. File copying to a USB
3. External emails

and for correlating the job role. p4 detected false positives
using this approach.

e p5: defining an unusual behaviour, and defining an alarm-
ing behaviour. p5 also prioritised the analysis of employ-
ees with the highest number of anomalies. Knowledge was
also used for assigning a weight to the following features
in order:

1. File copying to a USB

2. External emails

3. Web usage

4. Download of executable files

p5 also used background knowledge for correlating the
job role and detected false positives using this approach.
Finally, knowledge was used for deciding to analyse the
history of computed likelihood values for each employee
under analysis.

Furthermore, it is expected that the parallel coordinates plot
is first used to get an overview on the activities of employees
and analyse raw data. Then, the scatter plot is used to anal-
yse anomaly causes. Then, the historical behaviour of a se-
lected employee is analysed. Finally, classification of an obser-
vation and, if applicable, a sensitivity profile are applied. All
participants except p3 used the dashboard’s functionalities as
expected. p3, unlike the remaining participants who started the
analysis with the parallel coordinates plot, used the scatter plot
as the first step in analysis and relied on it more heavily during
analysis. The results presented demonstrate the success of the
novel approach to insider-threat detection in incorporating the
knowledge of security experts into the solution and improving
the anomaly detection performance.

The results also show that it is possible to use visualiza-
tions to communicate the information learned by the automated
anomaly detection method. Participants used visualizations as
expected and after familiarity with the purpose of each visu-
alization, they relied more heavily on the visualizations that
communicated the decision-making process of the detection



method, which are the scatter plot, histogram, and line chart.
In addition, all participants used sensitivity profiles during the
scenario demonstrating that non-technical indicators of insider-
threat can be incorporated into the detection system using this
methodology. Some participants’ comments on their interest in
being able to create new profiles and control the associated se-
lection of threshold controls, demonstrate the potential of the
novel threshold-control mechanism.

7. Discussion

% of false positives

00 B ED £
Number of active employees

Figure 13: Percentage of false positives per active employees which is com-
puted from the number of false anomalies and the total number of observations
for the employee in the test dataset. The plot shows that some employees gen-
erated a higher number of false positives which affects the performance of the
system. This may be due to a change in behaviour, role, or workload in the test
dataset compared to the training dataset.

The results presented in Section 5 on the performance of the
novel automated anomaly detection method for insider-threat
detection show promising results. The method was able to de-
tect insider-attacks and indicators of attacks. The results also
demonstrate the method’s performance in terms of the number
of false positives which contributes to the performance of the
Insider-Threat Detection System by reducing the noise when
security experts analyse detected anomalies. Figure 13 shows
the percentage of false positives for each run of the system or-
dered by the number of active employees. The figure shows
the contribution of the automated anomaly detection method
where security experts analyse less than 20% of active em-
ployees. Moreover, to improve the performance of the auto-
mated anomaly detection method, more features that provide
the method with more information must be explored. As men-
tioned in Section 5, indicators that are not captured by the fea-
tures, such as the type of content of the email or website, are
also not captured by the detection method.

Furthermore, a pilot study was conducted to test the design
and setup of the feasibility study. Prior to the pilot study, feed-
back was not collected during the training phase. After the pi-
lot study, realizing that participants during training focus more
on using the dashboard than analysis, the design of the study
was changed to collect such data during training. In addition,
prior to the pilot study, the study was designed to have partici-
pants read a description of the Insider-Threat Detection System
and its components, in addition to a description of the scenario.
However, realizing that burdens participants with reading a lot
of information, the study was redesigned to have the study coor-
dinator verbally describe the contents of the documents briefly
to also encourage participants to ask questions. Finally, because
it is a feasibility study, we pseudo-randomly selected two hours
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where there is an insider either preparing for, or executing an
attack; one is assigned for training and the other for the sce-
nario.

Moreover, the results presented in Section 6.3 show how par-
ticipants used their experience in threat detection during analy-
sis in several ways. For example, they used their knowledge in
weighting features during the analysis of raw data, and to prior-
itize the investigation of certain anomalies over others based on
their activities and predicted anomaly type(s). They started the
analysis with, and dedicated more attention to employees that
engaged in the activities that they gave more weight to. The
results, therefore, not only show the success of the system in
building on the knowledge of security experts but also high-
light the potential of the proposed approach as more methods
are introduced for incorporating their knowledge further. As
discussed in Section 6.3, participants commented during the in-
terview on the need for visualizing the inner-workings of sensi-
tivity profiles. Therefore, as more tools are provided to explain
the automated elements of the system, the system is more able
to capitalise on the knowledge of security experts. In addition,
the ratings provided in Table 3 only relate to first-impressions
and further investigation will be necessary.

The limitation of the work presented is in evaluating it us-
ing a synthetic dataset. Unlike data collected from real-world
organisations, synthetic data is organised and generated to pro-
vide information relevant to an insider-threat detection solution.
However, validating solutions to insider threat is a major chal-
lenge in the field due to the ethical and privacy concerns related
to revealing such data [6]. Future work includes validation of
the solution on a real dataset and collecting more data from an-
alysts’ usage of the Insider-Threat Detection Solution. Doing
so also enables us to consider the scalability of the solution.
By exploring other visualization methods and collecting data as
analysts use the various visualization methods, we can inves-
tigate approaches to analysing larger amounts of data that cor-
respond to larger numbers of employees without impacting the
detection performance of the system. In addition, future work
includes exploring methods for improving the performance of
the automated anomaly detection method, such as adding more
features, automating feature selection, and exploring additional
anomaly-detection metrics. Furthermore, Sensitivity profiles is
a rudimentary approach to test a novel idea to incorporate soft
knowledge, through heuristics. It remains to be validated with
real data. In order to determine whether the profiles’ parame-
ters are actually representative would require significantly more
research into psychology and threat detection. Before applying
any sensitivity profile, it is necessary to be critical of its use
and only use them if and when appropriate. We propose that
policies or standard operation procedures should be in place
facilitating their appropriate usage. This investigation is sub-
ject to future work. Finally, other methods for building into
the solution the knowledge of security experts can be explored,
such as adding a signature-based method for detecting patterns
as determined by policies set by analysts. Exploring the addi-
tion of signature-based methods to the remaining components
of the solution is especially of value when considering detec-
tion analysis in organisations where historical data on employ-



ees is not available or where employees are not known to exhibit
an expected normal behaviour, such as in project-based work.
Another approach is defining deviation in the anomaly detec-
tion method to be from the behaviour of employees of the same
role/project instead of employees’ history.

8. Conclusions

The Insider-Threat Detection System was developed as an in-
tegration of various methods designed to incorporate the knowl-
edge of security experts into a detection solution. The system
included a component for processing activity logs to compute
vector representations of employees’ activities to be analysed
by an automated anomaly detection component, and by ana-
lysts. The paper introduced a new anomaly detection method
for insider-threat detection that uses GMMs to model the nor-
mal behaviour of employees and uses likelihood and Z-score
as the anomaly-detection metrics. The system also includes a
component for feeding the knowledge of security experts fur-
ther into the system by having analysts classify detected anoma-
lies. The resulting classifications are used for future training of
GMMs. Furthermore, visual analytics is utilised as the main
method for incorporating the knowledge of security experts
using visualizations to communicate to analysts the informa-
tion learned by the automated anomaly detection method. Fi-
nally, the paper introduced a new method for incorporating non-
technical indicators of insider threat into a detection solution
which is sensitivity profiles. Sensitivity profiles are threshold-
control templates used for increasing or decreasing the sensitiv-
ity of the automated anomaly detection method to employees’
changing behaviour based on observing a non-technical of in-
sider threat or a legitimate cause of change in behaviour.

The results of the feasibility study presented in Section 6
demonstrate that an insider-threat detection solution can be de-
signed to incorporate the knowledge of security experts to im-
prove its performance. During the feasibility study, partici-
pants, who are experts in threat detection, demonstrated the
success of the proposed approach by using their knowledge
throughout the analysis in various ways, and improving the
false positive rate of the automated anomaly detection method.
Visualizations were also shown during the study in being suc-
cessful in communicating the decision-making process of the
automated anomaly detection. Therefore, the paper’s contribu-
tion to insider-threat detection is in introducing a novel method
for designing detection solutions. Furthermore, the novel auto-
mated anomaly detection method introduced achieved excellent
detection rates when placed side by side to the state of the art.
It was able to detect the two insider attacks in the test dataset,
in addition to attack indicators. The results also show the con-
tribution of the novel method to the field of insider-threat de-
tection in resulting in a low false positive rate, in addition to a
successful detection of attacks. Finally, the results of the fea-
sibility study demonstrate the project’s additional contribution
to the field of insider threat in introducing sensitivity profiles
and their potential in being used for improving the performance
of a detection solution by including non-technical indicators of
insider threat and legitimate causes of false positives.
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Appendix A. Questionnaires

This section presents the questionnaires discussed previously
that are used in the user study. Table A.4 presents the demo-
graphic questions provided to participants at the beginning of
the study. Table A.5 presents the training tasks provided to par-
ticipants after the live demo on the Automated Anomaly De-
tection dashboard. Table A.6 lists the interview and feedback
questions.
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Table A.4: Demographic Questionnaire. White = Multiple Choice, Orange =

Short Answer

Question no.
1

Question Description

Answer Choices

Do you have a background in cy-
bersecurity?

Tyes, no]

I.1

If yes, which aspect (mainly) of
cybersecurity?

[Technical aspects - e.g. fo-
cused on the implementation
side of cybersecurity, Social
aspects - e.g. primarily fo-
cused on the social science]

lenses to correct for eyesight?

1.2 If yes, do you have a background [yes, no]
(work or education) in threat de-
tection?

1.2.1 If yes, for how Tong? [0-5 years, 5-10 years, 10-15
years, 15-20 years, 20+ years]

122 If yes, do you have a background [yes, no]

in insider threat?

2 Do you have a background (work [yes, no]

or education) in graphics or visu-
alization?

2.1 If yes, which aspect (mainly)? [Computer graphics technical
- e.g. implementation of
graphic algorithms, Computer
graphics design — e.g. design-
ing media based on existing
tools, Visualization technical —
e.g. worked with visual ana-
lytics at a greater capacity than
at high school]

3 How important is the use of visu- [N/A, Not at all, Not very,

alization for your work? Somewhat, Very]

4 Do you generally prefer static [Static, Interactive, I don’t

dashboard visualisations or inter- know]

active ones to explore data?
5 Have you used a tool or system for [yes, no]

insider threat detection before?
6 Are you colour-blind? [yes, no, I don’t know]
7 Do you wear glasses or contact [yes, no]




Table A.5: Training Tasks provided to participants after the live demo on the
usage of the Automated Anomaly Detection dashboard. White = Instruction,
Orange = Question

Task no. Task Description

I Click on the Menu button and choose the Employee visualization view.
Close the side panel.

2 Using the parallel coordinates plot, which employee has the lowest like-
lihood? List all if there is more than one.

3 Using the brushing functionality, Iimit the range of the Likelihood axis
to the observed value in the previous step.

4 What is the value of the employee’s likelihood?

5 What is the role of the employee? List all if there is more than one
employee.

6 If there is more than one employee listed in previous steps, choose one.
What activities was the employee engaged in? List the value of each
activity.

7 Using the axis swapping functionality, move the Copy to USB and
Download .exe axes next the USB Connect axis.

8 ClIick on the Employee visualization view again to remove the brushing
effect.

9 Select the Role view.

10 How many role anomalies are detected?

11 If there 1s more than one role, choose one.

12 Using the scatter plot, what anomaly type is predicted for the role re-
trieved in the previous step?

13 Go back to the Employee visualization view.

14 Using the filter box, filter out the employee(s) you observed in the pre-
vious steps.

15 Using the scatter plot, retrieve the employee of role Production Tine
worker with only an external email anomaly.

16 ‘What other activities was the employee engaged in? You can use the
brushing functionality to get a more focused view.

17 Using the employee selection box, select the employee’s user ID ob-
tained in step 15.

18 Using the feature selection box, choose the Likelihood option.

19 What is value of likelihood at the same time for each day of the week?

20 For the same employee, select the External email feature.

21 ‘What patterns do you observe?

22 Approximately, what is value of this feature at the same time for each
day of the week?

23 Using the activity logs in the data folder, open the file 06 24716 email
and check the emails that the employee exchanged at this time.

24 What type of emails are exchanged?

25 Using the activity logs in the data folder, open the file 06 24716 hitp
and check the websites that the employee visited at this time.

26 ‘What type of websites are visited?

27 Using the psychometric file, what are the employee’s measured values?

28 Go back to the Automated Anomaly Detection dashboard. Click the
Previous Hour button.

29 How many employees are active?

30 How many roles are active?

31 How many anomalies were detected?

32 Click on the Next Hour button

33 Open the Employee visualization view.

34 Click on the Classification button and select the Role view.

35 Select any role and classify it as Normal.

36 Close the panel.

37 Click on the Sensitivity Profiles button.

38 Select the Employee view

39 Check the anomaly type predicted for employee AKC0924.

40 From the employee selection box in the Sensitivity Profiles menu,
choose the employee AKC0924.

41 Apply the sensitivity profile New project (busy).

42 Observe the resulting change in the visualizations.

Table A.6: Interview and feedback questionnaire provided to participants after
the scenario. White = Rating Question, Orange = Interview Question

Question no. Question Description

T How useful did you find the Automated Anomaly Detection dashboard
with respect to analysis of detected anomalies? Please rate from 1=not
at all to 10 = very.

2 What is your opinion about the Automated Anomaly Detection dash-
board?

3 ‘What do you think of the classification functionality?

4 ‘What do you think of the Sensitivity Profiles functionality?

5 In what ways do you think Sensitivity Profiles can be improved?

6 How well do you think the system is able to detect insider threat? Please
rate from 1=not at all to 10 = very.

7 Any comments on the rating?

8 Overall, how interested are you in using such a tool for detecting and
analysing insider threat? Please rate from 1=not at all to 10 = very.

9 Any comments on the rating?

10 Do you have any concerns or comments with regards to the study itself?
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