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Abstract

This thesis presents methods to run scientific code safely giobal-scale desktop grid.
Current attempts to harness the world’s idle desktop coemputice obstacles such as donor
security, portability of code and privilege requirementi®reus, a Java-based architecture, is a
novel framework that overcomes these obstacles and allwsvsreation of a globally-scalable
desktop grid capable of executing Java bytecode. Howewst stientific code is written for
the x86 architecture. To enable the safe execution of unfileddscientific code, we created
JPC, a pure Java x86 PC emulator.

The Nereus framework is applied to two tasks, a triviallyghlet data generation task,
BlackMax, and a parallelization and fault tolerance frarodw Mycelia. Mycelia is an im-
plementation of the Map-Reduce parallel programming pgradBlackMax is a microscopic
blackhole event generator, of direct relevance for the &&tgdron Collider (LHC). The Nereus
based BlackMax adaptation dramatically speeds up the ptiotuof data, limited only by the
number of desktop machines available.
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documents in a machine readable form

Xiii



Chapter 1

Introduction

This chapter presents the motivation for developing Neraugobal Java based desktop com-

pute cloud and JPC, a Java x86 PC emulator capable of satstytxg unmodified x86 code.

1.1 Motivation

Scientific research requires an ever increasing amountopating power to obtain new results
[1][2][3][4]. Many scientific developments would be impdsg without access to large pools
of computing power. Much of the extra computing is requiredduse scientists are creating
increasingly large datasets. Modern scientific analyses abonsist of a large number of small,
independent computations and involve generating large siiis via simulation, or filtering
large datasets according to a particular criteria, both loiickv are highly parallel in nature
[5]. The Large Hadron Collider is expected to generate 4abiges of data each day at full
operational intensity [6]. This data has to be stored andlyaed, operations that will require
an enormous amount of CPU time. Within a decade, the SquéoenKire Array telescope is
expected to create over 17 petabytes of data per day [7]. dheuting demands of science are

rapidly increasing.

Coupled with this increasing demand for computing is theoeemtial increase in the power

of general desktop machines [8]. Most of the computing poweesktop machines is unused.

1
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Figure 1.1: Power usage of a typical desktop machine withregpeusing it for typical office
tasks.

A plot of electricity usage for a typical office PC shows thetwain usage levels when switched
on (shown in Figure 1.1): the first, when the PC is on and the @PUdle, and the second,
when the CPU is in heavy use. The relative sparsity of peakisisnplot illustrates just how
idle desktop machines are during typical use. The amourdleftime on each machine will

increase rapidly as the number of cores in desktop processmeases.

Scientific computing using a desktop grid approach can bg eswnomical as well as en-
vironmentally friendly. Using volunteer desktop grids idesmst an order of magnitude cheaper
than using cloud computing (the provision of dedicated cot@jnstances in a data centre ad-
ministered externally, for example Amazon EC2)[9], whitelf is cheaper than building a
dedicated cluster [10]. A large part of the reduction in ggersed by a desktop grid compared
to a cluster is due to cooling requirements in a cluster. Todicg costs alone make up roughly
half the cost of running a data centre [11]. A desktop gridiaose of its distributed nature,

does not need any extra cooling.

The most successful attempt so far at harnessing the wadld’slesktops is BOINC [12],
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which has over 570,000 desktop machines donating their @R& [L2]. However, there are
over a billion desktop computers around the world connetctéloe Internet, representing an un-
tapped computing resource with more than a hundred timesotinéined power of the world’s
top 500 supercomputers [13][14]. To achieve more of thiepiml, several important hurdles

must be overcome.

The first obstacle is improving security for donor machin&ecurity vulnerabilities in
grids are a serious potential problem [15][16][17]. Donaaanines must be protected from
having private data compromised or denial of service agtagitensions have been made to
BOINC to improve the security for donor machines [18]. Hoemwany grid that executes
code without a strong sandbox fundamentally requires dotwotrust not only the application
developers’ intent, but also their ability. A suitable shoxl needs to enforce the necessary
security restrictions on code at runtime to eliminate thedn®r donors to trust application

developers.

The second obstacle is the heterogeneity of the desktop Jietre are many different
types of operating systems, processors and firewalls, allhiéh can affect the execution of
code. An example of how time consuming it can be to maintaftwswe running across this
heterogeneity is the climateprediction.net desktop gsildi¢h uses BOINC). This project has
two people employed full time solely to support all of thefeliént platforms that their code
might run on [19]. This is clearly not an efficient way to prede An ideal grid would execute

code in a cross-platform manner, without requiring recdatioin for all target platforms.

The third major obstacle stopping current desktop gridsifoapturing a larger percentage
of available machines is the need to install client softwaressibly requiring elevated privi-
leges, as well as necessary firewall modifications. Manyefibrld’s corporate desktop users
will not have the privileges necessary to install softw&®INC, although requiring root privi-
leges for installation, eliminates the need for firewall ificetions by doing all communications

using http on the standard port 80 used to browse the internet

As well as idle desktop computers, there are several ottienpal sources of large untapped

processing power. Set-top boxes are becoming increastoghynon in households [20]. These



1.1 Motivation 4

come equipped with excellent processors and very good, gent internet connections and
could be harnessed for work during most of the day in returmfaking the tv subscription

cheaper. Mobile phones represent another upcoming resoarth modern high end phones
containing better processors than recent laptops [21].ohhecomplication here is that users
don’t want their mobile battery drained when they are tdavg) so any use would have to be

restricted to when the phone were plugged into mains power.

Monte Carlo data generation in particle physics is triviglrallel and often CPU-intensive.
Particle physics generates large datasets of measurewfeintdependent events. A typical
analysis involves searching this large dataset for evéatssatisfy certain criteria, and is also
often CPU-intensive. Both types of problems fall into theg& category of highly parallel
CPU-intensive tasks. Such tasks are well suited to a grideskip computers where the
communication overhead through the Internet is much laitygn if the nodes were different

cores of a super-computer.

This thesis presents software to enable the creation ofl@btbesktop grid for scientific
computing. Chapter 2 presents a Java based desktop gridutognframework that solves
these three obstacles and allows the creation of a globzdlgisle desktop grid to safely run ar-
bitrary untrusted Java bytecode. To run unmodified natide @n such a grid requires a virtual
machine sandbox for the x86 architecture. Chapter 3 deescthiee x86 architecture and differ-
ent ways to create such a virtual machine, specifically th@ementation of a system emulator
in Java. Chapter 4 introduces the architecture of JPC, arPx86mulator in Java. Chapter 5
details the execution process within JPC, methods for impgothe emulation accuracy, and
benchmarks the current speed of JPC. Chapter 6 describesdi®yan implementation of Map-
Reduce, the popular parallel programming paradigm, foreNer Chapter 7 investigates the
possible methods for utilising Nereus resources for a rs@pic black hole event generator,

BlackMax. Chapter 8 concludes the thesis and assesseggpsdgwards a global desktop grid.



Chapter 2

Architecture

This chapter presents Nereus [22], a Java desktop distdbzamputing system for running
Java bytecode in a secure and scalable way. Nereus aims ®thwkvorld’s idle CPU time

available for productive use.

2.1 Introduction

There are over a billion desktop PCs around the world coexdetct the Internet, representing
an untapped computing resource with more than a hundred tineecombined power of the
world’s top 500 supercomputers [13][14]. Almost all thimpessing power is wasted because
there is currently no software capable of harnessing afgigni fraction of these machines,

when they are otherwise idle, in a secure and scalable way.

During the last decade, most supercomputers have movedfeavayhe use of proprietary
and high cost components and architectures to the use afesthroff-the shelf components.
Currently 88% of the world’s top supercomputers are builbggypical desktop processors;
52% even use standard Gigabit Ethernet to connect individaahines. The convergence is
also reflected in the operating system usage, with 89% of ti@ng Linux as their operating

system [13].
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The most successful attempt to date at desktop supercampsithe Berkeley Open Infras-
tructure for Network Computing (BOINC [12][23]) which ised for projects like SETI@home
[24][25][26], climateprediction.net [27][28] and foldy@home [29][30]. After 20 years, this
effort has achieved a large active install base-0670 thousand PCs [12], totalling around 5
petaFLOPS - more than the current fastest supercomputeCrdy Jaguar with- 2 petaFLOPS
[13]. Thisis roughly 0.035% of the total 1.6 billion Intetreonnected desktops [31]. However,
there are several obstacles to the BOINC project harnessiagger percentage of available

desktop PCs:

e securityof running code is not enforced

e installation of the client requira®ot privileges

e lack of portabilityincreases work required to write and maintain applications

Aside from the lack of economic or other strong incentivias,main factor limiting uptake
is security. BOINC runs natively as user-mode code, anddrdenor (person whose computer
time is being donated) must trust the BOINC framework andahy@ication developers not to
write any malicious (or simply broken) code which might rgeetsonal data or compromise
the system. The security risks involved have been ackngelgdy the BOINC team [32].
This lack of enforced security is enough to stop most peamphaing it and also means that
BOINC applications have a long verification cycle for updatihey need to be tested on all
possible platforms, for all kinds of problems, deliberat®therwise. The donor must trust this
manual vetting process. The BOINC website advises: “Ptojsicould test their applications
thoroughly on all platforms and with all input data scensudefore promoting them to produc-
tion status”. Such a high latency programming process tijrepposes the nature of research
code, which is often created under tight time and resourdgdis without the luxury of robust

software development processes.

Along with the security problems inherent in executing veatiode, the BOINC client for

a particular operating system and processor combinatisridibe downloaded and installed,
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including creating a new user account on the computer toudadhe client. Many corporate or

institutional desktop users simply will not have the neaeggrivileges to install the client.

The final problem is portability of code across multiple fdatins. Personal conversations
with climateprediction.net researchers[19] have indidahat they need two full-time devel-
opers just to maintain their application code working asribe different platforms it runs on.
Whilst this does not affect the donors (assuming their P@#qgrm is supported), it is a signif-

icant barrier for users wishing to create or modify an ajgian.

One excellent feature of BOINC is that all client communimas will work behind any
firewall that still allows access to the Internet. Given tnaist corporations have very restrictive
firewalls, this is highly desirable. This is achieved by nmakall communications use the http

protocol with the standard port number 80.

A truly successful global desktop grid must have the progeiisted in Table 2.1.

Table 2.1: Global desktop grid requirements.

Enforcedsecurity to protect donors, which removes the neetrtist application developer

[72)

No installation necessary

Portable to different operating system types and versions

Blwn e

Must work transparently behind firewalls, proxy servers] BIAT boxes

2.2 Existing grid computing architectures

There have been many attempts to create global scale grigutorg software. This section
discusses some of the larger projects and why they are abtaiifor a truly global desk-
top grid. The security issues of these and other approadhes lteen discussed elsewhere

[16][15][17][33][34].
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2.2.1 LHC Computing Grid (G-Lite)

G-lite [35] is used by CERN as a grid architecture that fumtaily operates as a large batch
processing system. Numerous network ports must be kept@pdonor machines, a fact that
rules out most of the corporate and university desktopsenatbrid. Installation requires root
privileges, and the software needs a specific version of btie@e operating systems (Red Hat
Linux 3.0, CentOS or Scientific Linux), or something binapnpatible, which precludes the

use of general office computers without significant investinmel T resources.

The G-lite user guide contains over 160 pages, a formidabebéor adoption for many

users. In summary the problems with using LCG for a globakuigsgrid are:

1. it cannot coexist with normal desktop usage - requiresptera OS install

2. it needs specific firewall configuration to open ports

In spite of these problems, it is one of the largest grids awmorld, with over 100,000
computers connected. This is because LHC related adnaitiesis at many large universities
around the world have mandated the creation of large cluspecifically for this grid, without

which participation in the exciting physics of the LHC woudd much more difficult.

2.2.2 Globus Toolkit

Globus [36][37] is an open source grid computing toolkittfiedeased in 1998. It requires a
UNIX variant operating system to run [38], and thus will nathron the dominant operating
system in the world, Windows. This rules out a very largeiparof potential donor computers
in the ideal CPU target market. Globus installation recgin@ot privileges and the creation
of a new user purely for running Globus. A Globus installatalso requires many ports to
be opened in any firewalls [39]. Thus, the reasons why Globuslikely to become a global

desktop grid include:

1. it cannot coexist with normal desktop usage - requirex @8
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2. itrequires root privileges for installation

3. itrequires extensive firewall modification

2.2.3 Condor

Condor [40] is a specialized workload management syster@RdJ intensive jobs. Like other
batch systems, Condor provides a job queueing mechanisexsling policy, priority scheme,
resource monitoring, and resource management. Condorsaba& made interoperable with

resources provided by Globus.

The execution model within Condor could allow various kiredgrivilege escalation or
denial of service attacks [41][42][15]. Condor also reqsia large number of ports to be opened
for bidirectional access, using UDP and TCP over IP, in dmoonputers’ and organisational

firewalls. Condor is not likely to be globally accepted as sktiep grid because:

1. it requires root privileges for installation

2. itrequires root privileges for execution, if securityf@ecement is desired

3. its security model insufficient for untrusted, global @xigon

4. it requires extensive firewall configuration

2.2.4 PlanetLab

PlanetLab is a global network of computers designed to Bsedi as a network testbed for
distruptive Internet technologies [43]. An institution stsign up to PlanetLab before any
computers can be added from that institution. All nodes @m&l_ab must be dedicated high-
end server machines with x86 based processors and a minirndimooes. All nodes are also
required to be external to any institutional firewall. Eacid@e also requires at least one static,

publicly routable IP address.
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1. cannot coexist with normal desktop usage

2. itrequires root privileges for installation

3. requires firewall modification

2.2.5 Eucalyptus

The Eucalyptus framework [44][45] provides an interfacenitiical to Amazon EC2 for creating
virtual machines on a compute cluster. It allows orgamsetito pool their machines together
into a private cloud which can transparently spill over itite Amazon EC2 cloud in high usage
times and is designed to allow multiple compute clusterstdriawn into a single resource pool
[46]. On the client side, Eucalyptus uses hypervisors @ity Xen or KVM) and thus requires

root privileges to install. Hurdles to using Eucalyptus ateaktop grid include:

1. cannot coexist with normal desktop usage - requires kygmarinstall

2. requires firewall modification

2.2.6 BOINC (Berkeley Open Infrastructure for Network Computing)

The BOINC architecture was discussed in section 2.1.

The obstacles to BOINC capturing more of the available dldbsktop computing include:

1. code is not run in a secure sandbox

2. code is not portable

3. root privileges are required for installation
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2.2.7 Summary of issues

The problems faced by current grid computing solutions Whwdl prevent them from becom-

ing globally ubiquitous desktop grids can be summariseti@following table:

Table 2.2: Problems with current grid computing architessu

LCG | Globus| Condor| PlanetLab| Eucalyptus| BOINC
lack of donor security . . ° ° °
root privileges to install ° . . . ° °
lack of portable execution ° ° °
requires firewall configuration e . . ° °

2.3 A solution using Java applets

The first hurdle for a successful global desktop grid, thadaror security, can be solved by
using an independent and trusted sandbox to run the clieintisted sandbox can run arbitrary
code in a safe and secure way. The two most common sandbaxestfasted code are the

Flash [47] and Java applet [48] sandboxes, both of which wadeased around 15 years ago.

A Java applet is a way of extending the functionality of statiml webpages. When an ap-
pletis run, it is given space within the page to lay itselfant a sandbox to run its code within.

The code (Java bytecode) is downloaded from a server andtessan the client machine.

Flash has had more than double the number of critical sgquaithes released than that of
Java in 2004-2010 according to the United States Computerdgancy Readiness Team [49].
A remote code execution vulnerability in Adobe Flash Playas the second most exploited

vulnerability in 2009 according to Symantec [50].

Java, as well as being historically more secure, is ingtalie/9% of browsers [51]. This
figure does not include all the other Java enabled devicaseobed to the Internet such as set
top boxes and mobile phones, which could be set to donatevamiy they are plugged in to

main power.
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Java applets were introduced in 1995 in the first version@fitva Virtual Machine (JVM)
and the Java applet “sandbox” was designed to run untrustéglfcom the Internet as a means
to enhance the web browsing experience. The sandbox testaare summarised in Table
2.3. These restrictions are designed to address poteatatity threats from untrusted code
execution [52]. Restrictions 1-3 are to protect the hosthmmacfrom direct attacks that modify
the machine or violate the privacy of the users of the macHRastriction four is to ensure that
new code cannot be loaded which circumvents existing Sga@strictions. Restrictions five
and six prevent distributed denial of service (DDoS) atsack

Table 2.3: Applet sandbox restrictions.

no access to system properties

no access to local file system

cannot call native code (no access to Java Native interfiidg)(

no custom classloaders - only URL classloaders allowed

outbound networking is limited to TCP connections to thgio@ting server only
inbound networking is completely forbidden (cannot listenconnections on a socket)

oo~ Wi

Running the grid clients in the applet sandbox actuallysfias all of the requirements for a

global grid:

1. Donors can be sure the applet code is contained and caammottheir system.

2. There is no software installation required to donateu@ssg that Java is installed).

3. Java s cross platform, designed for portable executtarsa multiple platforms, regard-
less of the underlying hardware or operating system.

4. An applet is downloaded from a webserver. The only requéng of the firewall around

the donor is that it can see this webserver.

A global grid satisfying these properties would be a vergéastep forward, enabling most
of the world’s idle CPU time to be safely harvested (compdcethe current best attempt of
~0.035%). However, as it stands, such a grid would only beblatfor trivially parallel tasks

(tasks that can be splitinto many completely independemifocations).

For more general problems, such as Map-Reduce discussedaipte? 6, the individual

units of computation need to be able to communicate with eétodr. The second applet sand-
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Key: A Machine wishing to contact applet
- Proxy server applet is downloaded from

‘ Java applet which maintains connection with server

Figure 2.1: How a proxy server can facilitate incoming castioas to Java applets.

box restriction listed above means that this communicasiomt directly possible. However, if
a proxy server is run from the location the applet is downéakflom, it can forward communi-
cations to other clients. A proxy server is a connection &ing service that takes incoming

connections and forwards them on to the requested seru@mirgg the response.

The receiving applet however cannot directly listen on &, e to the sixth applet sandbox
restriction. To facilitate communications, each cliem caaintain a connection with its proxy
server. Then if the proxy server receives an incoming regioesontact a donor, it can use
this connection to forward the request, as illustrated guFeé 2.1. This then enables full two-
way communication between arbitrary clients in a globalefgrid without compromising the
security features of the Java applet sandbox. All commtioiesifrom an applet go through the

server which can control the bandwidth used and thus pré&¥®Q@sS attacks.

Section 2.4 will discuss Nereus, a Java implementation afcagatisfying the above re-

guirements.

2.3.1 Java performance and suitability for scientific compting

Java is an interpreted, object-oriented programming laggu Java source code files are
compiled to Java class files containing Java bytecode. Whéava program is executed
its bytecode is interpreted (and possibly dynamically cibedp by a Java Virtual Machine

(JVM). Java source code is syntactically similar to C sowmge. For more information see

http://www.java.com.
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The suitability of Java for scientific computing has beerestigated elsewhere [53][54],
concluding that integer and floating point arithmetic inala/comparable to optimised C and
Fortran, but that highly communication intensive applma$ do not scale well in Java. The
non-performance related issues include several floatimgf fimitations: Java only supports
Round-to-nearest, Java cannot trap IEEE floating pointmiaes and Java only defines one bit

pattern for NaNs. However, these should only affect a smadbnity of users.

Java performance is comparable to that of statically cadddnguages C, C++ and FOR-
TRAN [55][56]. Early on in Java’s history, the optimisingpabilities of commercial JVMs
were limited, and thus Java acquired a reputation for bdowg Since then, every aspect of the
Java runtime environment has improved. JVMs have a lot mdogmation available to opti-
mise a running Java program than a C compiler for an equiv@l@mnogram simply because the
JVM compiler executes at runtime, rather than compile tiamel, can profile the Java code as it

runs. Theoretically this gives a lot more scope for optirtidsa

All commercial JVMs now have a powerful “just in time” (JITpmpiler. A JIT compiler
can use the profiling information of the running program tersp more time optimising the
frequently executed parts of the code and get maximum smedtiéd minimum compilation
effort. JIT compilers will typically inline (replace a cath a method (function) with the code in
that method) frequently called methods, removing the aeadlof the method call and allowing
for a broader scope for optimisation in the calling methodaose of the larger code base to

optimise over.

An example of an optimisation possible with a JIT, but notwgtatically compiled code, is
to inline virtual call targets. A virtual call is used in thase of an interface method invocation,
where there may be multiple types that implement the giveerfiece and hence different code
for the particular method being called. A JVM can profile attmne and decide that there is
only one possible target for a given virtual call (as only sogable class has been loaded) and
completely inline the target’s method, removing the calbgéther. If at a later stage another
possible candidate class for the interface call is loadwesl J¥¥M can dynamically deoptimise

the method inline and revert to the correct behaviour. Téiadt possible with a statically
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compiled language.

Object allocation (acquiring a section of memory to stor&racsure containing data) is now
very fastin modern JVMs and certainly is not noticably slothan stack allocation in C or C++

[55]. The Sun JIT compiler, Hotspot, will also do stack adition of an object whenever it can.

Garbage collection now has parallel, low pause implemimist In concurrent program-
ming, having an automatic garbage collector enables sogtdyhscalable algorithms to be
written. Such algorithms are at best impractical and at tarpossible using C++ and mal-

loc/free [55].

Synchronization has also been heavily optimised. Syncékation is the protection of data
structures from corruption due to simultaneous accesses different threads. The simplest
form of synchronization is to protect data with a “lock” objevhich prevents more than one
thread from entering a code section at once. A decade agadjséion of a lock by a thread
(whether or not other threads were trying to access it) wasngpatationally expensive pro-
cess. Now this has been optimised to the point where uncdeteiocks (locks which are only

acquired by one thread at runtime) have almost zero cost.

In summary, Java is a highly performant language and vetglslei for scientific, CPU-
intensive programming. An example of a real scientific paogyr BlackMax, is discussed in
Chapter 7. BlackMax is originally written in C++ and was hated to Java resulting in a

speed increase between 24% to 76%.

2.4 Nereus architecture

Nereus is a Java implementation of a computing grid desigmbdrness the world’s idle desk-
top computing in a secure and scalable way, enabling usetmtdava bytecode on desktop
machines in the applet sandbox. To use Nereus, a user matidiesode to use the Nereus
API, compiles it to java bytecode, and uploads the result weelh server. A Nereus server

can then be instructed to make all of its connected donoetpdbwnload the user’s code and
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Key:
{ ] Nereus Client on donor machine

. Nereus Server

Figure 2.2: The global Nereus architecture: a forest of predelent Nereus servers, each pro-
viding connectivity to a group of applets.

execute it. In this way, the user’s code is executed acramga grid of machines.

A donor connects to a Nereus server by opening a web page wbitiains the Nereus
applet. The Nereus applet runs at minimum thread priomtyhat if a machine is in active use,

Nereus is essentially unnoticable.

The Nereus Network topology is a forest of trees (Figure.ZLB)s is similar to the domain
name server topology which serves the Internet and is inkigrecalable - more trees (Nereus
servers) can always be added to the forest. In current taedtsiader typical use patterns, a

single Nereus server can handle over 1000 simultaneousheoted Nereus clients.

Applications suitable for running Nereus are ideally CPudbd computations with small
amounts of inter-node communication. The best latency andwidth that an application will
typically see is when the donor machines are connected teuseservers on a Local Area
Network with gigabit, or better, ethernet connections. Agsam running on a Nereus donor,
aservice needs to implement the NereusService interface showrsimgi2.1. A simple way
to ensure this is to extend AbstractService and overridenit@ method. The computation
can be done in the init() method, or more threads can be dtémden there. If the service
needs to respond to HTTP requests, then it must overrideahdl&Connection(InetAddress

remoteAddress, HTTPRequest request, HTTPResponse sepuethod.
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The main interface needed to use Nereus client resources.lass which
implements this interface can be created as the main entryinpoof a
Nereid , however almost all implementations will extend
AbstractService rather than implement this interface détéy.

*/
public interface NereusService
{

I«x This will be called by the environment once an instance of shi
class has been loaded and instantiated. The ServiceComdmin
argument provides access to external resourcek.

public void init(ServiceContainer container);

public void yield(Container child , boolean isBeforeParentYield);

public boolean allowedToListen(ServiceContainer child);

public boolean allowedToDisplayComponent(Container child);

public boolean allowedToCreateFrame (Container child);

public boolean allowedToRequestSystemExit(Container child);

public boolean allowedToRequestClientRestart(Container child);

I«x This will be called by the Nereus client to let the child comtar
handle an incoming HTTP request assuming incoming HTTP is
permitted on this child and the child is currently listeningor
requests «/

public void handleConnection(InetAddress remoteAddress, HTTPRsgue
request, HTTPResponse responséhrows IOException;

public boolean filterConnection(ServiceContainer child, InetAddress
remoteAddress, HTTPRequest request, HTTPResponse resppbhrows
IOException;

}

Listing 2.1: The NereusService interface that running aueleds to implement
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Key:

[ J Nereus Client on donor machine
- Nereus Server
A Application Server

Figure 2.3: How a typical application server interacts viigreus.

A typical application in Nereus will have its own applicatiserver (outside the Nereus
network) to coordinate the computation, run by the projedrdinator, illustrated in Figure
2.3. Here, an application server is simply an HTTP server sbenehow manages the state
of a distributed computation on nereus nodes. For examypedlly it is useful to make new
donor machines contact the appplication server to rediségnselves and wait for work tasks.
It is at the application level that fault tolerance must bétbn. Nereus provides access to
the computational resources, and different applicati@sguNereus can implement their own

policies for handling disappearance of donor nodes.

2.4.1 Nereus client

The code that a Nereus Client runs is defined by an XML-likeudoent called the Nereus
Markup Language (NML) file. The location of this is defined b tNereus Server the client
connects to. The Clients are found and accessed throughetteaidlServer they are connected
to. A typical NML file is shown in listing 2.2. Similar to theimi <APPLET> tag, the service

tag and its attributes (see Table 2.4) defines the serviogi@m) that is to be run.

The code running in a Nereus client can be updated by chatiggngML file. Each client

will check the Nereus server to see if the NML file has changadéntly once a day), at which
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Table 2.4: Service tag attributes.

Tag Use
archive | source JAR(s) file location(s) - can be relative or absolU®t &) semi-colon separated
code class containing entry point into code
id a name that is displayed to the donor

<service id=maindefault=true code=org.myapp.MyClass archive="http: //wwww.
mywebserver.com/MyApp. jar?
</service>

Listing 2.2: Typical NML document

point the old running code is shut down and the new code is tiaged and executed. This
may be acceptable for many purposes, however, often cotgebaeed to be propagated faster

than within 24 hours. The Command Service was written fa plirpose.

The Command Service is an optional base service that carstal@d in Nereus clients to
facilitate fast code redeployment. The Command Servicataias a connection to the Nereus
server to enable contacting the client on demand, which #flews updated/changed code to

be pushed out to the clients directly, as well as stoppingingicode remotely.

The only class loader allowed in an applet is a standard UR&scloader pointing to the
server the applet was downloaded from. In the case of a Netieuwd the classloader can load

code from anywhere on the Internet via the Nereus serversymechanism.

There is no local file access allowed within applets, eitkeadmg or writing. Hence if an
application is to store data locally, it has to store it in RANDte that this can’t be used as
a DDOS because any Java program is allocated a fixed maximamgiee which cannot be

exceeded. In the case of an applet this heap size is detetioyrite browser.

2.4.2 Client communication

Most of the world’s Internet-connected PCs are behind some d¢f firewall. These will vary
from the relatively free firewalls of Internet service praers to the extremely strict firewalls of

large financial institutions. For any global computing gode successful, the computers need
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Figure 2.4: Communication between two Nereus Clients dseia the connections they each
maintain to their Nereus Server.

to be able to connect to the Internet and communicate with etieer. The easiest way to allow

them to access the Internet is to use a proxy server.

The Nereus Server acts as an http proxy for all the clienta@ected to it. Applets are only
allowed to make connections to the server they came from.Nidreus Server uses standard
proxying techniques to forward these connections to theakthe Internet, including other
Nereus clients. Communication between Nereus clientbustilted in Figure 2.4. This allows
the vast majority of the world’s PCs to contribute to a glot@inpute cloud. The only require-
ment is that the donor machines are able to connect to theuslsezvers and the Nereus servers

are able to access the Internet.

There are several advantages from this kind of topologyrérappears to be a flat network
structure. This means that any client can communicate wayhagher client anywhere in the
world. More importantly it means that programmers are notasessarily burdened with con-
cerns of the underlying network structure and can moreyetmius on the functional structure

of their programs.

The Nereus client allows Java bytecode to be run on the dof@s. As a result of exe-
cuting Java bytecode the following languages can also bd dg¢hon (a Java implementation
of Python) [57], Clojure (a dialect of Lisp) [58][59], JRup§0], Rhino (Javascript) [61], Scala
[62][63], Groovy [64] and Fortress [65].



Chapter 3

The x86 architecture and virtualization

This chapter describes the complexity of the x86 architectdefines the different types of

virtualization and discusses the virtualizability of tr&6xarchitecture.

3.1 x86 architecture

The x86 instruction set architecture (ISA) is extremely ptinated [66][67][68][69][70], due
to its three decade evolution during which it maintainedkiaaad compatibility (back to the
original 8080 in 1974), although binary backward compétiponly goes as far back as the
8086. The x86 instruction length varies from one byte to 1%by There are three main
modes of operation, Real Mode, Protected Mode, and Virt0868Viode; two operand sizes
(16 and 32 bit); two address sizes (16 and 32 bit) and operatiefices to alter these, as
well as two different memory address translation schemesddvh x86 processors also have
64 bit mode of operation, however JPC initially only aims tigplement up to a Pentium |l
processor (32 bit), which is enough to execute most modeemtsiic code. There is a 5th
mode of operation, System Management Mode (SMM), which iglaprivilege CPU operation
mode that suspends all normal execution and where spedalisaun, normally firmware or
a hardware-assisted debugger. There are six segmentersgishose interpretation depends

on the mode of operation. There are four different “ringg” pavilege levels, of execution

21
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General Registers Special Registers Segment Selectors ~ Control Registers Debug Registers

(4 bytes) (4 bytes) (2 bytes) (4 bytes) (4 bytes)
EAX EIP Cs CRO DRO
EBX EFlags SS CR1 DR1
ECX DS CR2 DR2

Descriptor Table
Selectors
EDX (2 bytes) ES CR3 DR3
ESI GDTR FS CR4 DR4
EDI IDTR GS DR5
Task State Segment (TSS)
Selector
EBP LDTR (2 bytes) DR6
ESP TR DR7

Figure 3.1: The basic internal structure of an x86 CPU

(zero to three). Operating systems normally run in the mastigged level, ring 0, whereas
application software normally runs in the least privilededel, ring 3. Rings 1 and 2 are
normally not used, although virtualizers sometimes rungtest operating system there. This
complexity, combined with documentation that is sometimesmplete and inaccurate, makes

x86 execution very challenging to emulate.

The internal structure of a 32 bit x86 CPU, defined by Intel7@][ is shown in Figure 3.1.
An x86 CPU has 8, 32-bit general registers— EAX, EBX, ECX, EE$P, EBP, ESI, EDI- and
a 32-bit instruction pointer, EIP. The six segment regstee CS, DS, ES, SS, FS, and GS. A
segments a window into a continuous section of memory that contaolsess rights. CS is the
code segment, SS the stack segment, and the remaining dsganegeneral data segments.
There are three 16-bit segment selectors which point taigsctables, the GDTR, IDTR, and
LDTR. The mode of operation of the processor is controlled bgntrol registers (CRO - CR4).
The task register selector (TR) points to the task state eag(@SS), which can store the state
of a current task, facilitating multitasking. There areoalebug registers which are used when

the processor is remotely executed, one instruction ate tim

An x86 instruction has the structure shown in fig 3.2. The pesfican modify the address
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Prefices Opcode ModR/M SIB Displacement| Immediate
T T . Immediate data of
1 byte (if d
1, 2 or 3 byte opcode yte (if required) 0,1, 2 or 4 bytes
Up to 4 prefices 1 byte (if required) Address displacement
of 1 byte each of 0, 1, 2 or 4 bytes

Figure 3.2: The x86 instruction format

size (16 or 32 bit), operand size (16 or 32 bit), make the usion atomic and make all its
effects visible simultaneously (LOCK prefix), make the @tiem repeat (REP prefix) or over-
ride which segment is used. The ModR/M byte is used to selbathwegisters and addressing
modes are used. The SIB byte modifies the addressing schetde Tise displacement is an
offset which is added to the address used. The immediatei®yteed for miscellaneous in-
formation required by different opcodes, for example, &amount to add to EIP in a jump

instruction.

The three main modes of operation are Real mode, Protectdd amal Virtual 8086 mode.
When the computer is turned on, it starts in Real mode witmatruction pointer of OXFFFFO.
This points to the start of the BIOS code which initializes llardware, possibly with a memory
test, before booting from an attached drive. At some stagi@srprocess (in modern operating
systems), &ar jumpis executed to switch to protected mode operation. The thode, Virtual
8086 mode, is used in Protected mode to emulate the ope@tiarReal mode program, in
a sandboxed manner. The reason this is necessary is thatimfee there is no memory
protection; all processes can access any section of merfibgyVirtual 8086 Mode sandbox
gives each task its own virtual, Real mode compatible, addspace, and thus prevents different
Virtual 8086 mode tasks from interfering with each otherl Abdern operating systems use
Protected mode, however Real mode is still present and tisieel lzeginning of the boot process
for historical and compatibility reasons. Most old softezahould continue to run on modern
hardware. This means that any x86 emulator must emulatéthikse modes to be able to boot

a modern operating system.
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rogical address: :hv Physical address

segment+offset

Real mode
segmentation

Figure 3.3: Real Mode address translation, which convddgiaal memory address loaded by
code to a real physical memory address

3.1.1 Real Mode

Real mode is the historical 16 bit operation mode that predgdbe 32 bit modes introduced
in the 80386. Real mode is characterised by having a 20 bieaddpace, giving 1 MiB of
addressable memory. A segment is assigned a 2 byte seldtadtual value in the segment
register) - a number from 0 to FFFReal mode segmentatiases a segment selector to de-
termine the base of a segment by shifting it left 4 binary @sacThen the particular byte in a
segment is determined by adding a 2 byte offset to the base/sim Figure 3.3. For example,
the initial address of OXFFFFO is obtained from the code ssgr{CS) having a selector of
0xF000 and the EIP of OxFFFO, which is the offset into the sagmin practice, slightly more
than 1 MiB can be accessed. If a segment with selector OxF&BEdessed with an offset of
OxFFFF then this will point to the memory address OxFFFFORRBE = Ox10FFEF. This gives
an extra (64KiB -16B), which is called the High Memory Are&héfe is a slight proviso here
in that an address line called the A20 line has to be set omietd work, otherwise the higher

addresses wrap around to zero.

On the whole, Real mode addressing is quite simple. The amyptication comes from
switching back to Real mode from Protected mode. This wagla tised by old software to
obtain access to more memory. The program would switch teepted mode, load a segment
with a base at an address larger than 1MiB, and switch back#abriRode. On the switch back
to real mode the segment base is not reloaded (it is cachemhadly by the CPU in a segment
descriptor for speed reasons), and thus the cached vessstitt used. This allows the program

to address memory higher than the 1MiB barrier and is redeioe@s Extended Memory.
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Logical address

Segment selector (16 bits) Offset (32 bits)
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P Segment Descriptor H
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Y
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Figure 3.4: The x86 Protected mode segmentation mechatignfirst step of converting a
logical memory address to a physical memory address

3.1.2 Protected Mode

Protected mode is a modern, 32 bit mode with full memory @taie mechanisms and is used
by all modern mainstream operating systems. Memory priotecs implemented by intro-
ducing a new, indirect method of addressing memory, uBigected mode segmentatiand
paging Segmentation converts a logical address (selectortptffs@linear addressand is il-
lustrated in Figure 3.4. When a segment is loaded, the bateegfegment is obtained in the
following way: The segment selector (the value loaded ihto degment register) is used as
an index into a lookup table, either the Global Descriptdsl@dGDT) or a Local Descriptor
Table (LDT), according to bit 2 of the selector. This poirdisat64 bit segment descriptor that
determines various properties of the segment, includiedlthear) base address and protection
levels. This is called Protected mode segmentation anavesyalenabled. It is used mainly by
the Windows operating systems. Each segment also has itéirowmefined. If an access is

attempted with an offset larger than the limit, a Generatétton Exception is thrown.

The translation of a linear address to a physical addresdledpaging and can be turned

on or off. The full address translation process, includiagipg and segmentation, is illustrated
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Logical address:
segment+offset

:hv Linear address :hv Physical address

Protected mode Paging
segmentation

Figure 3.5: Protected Mode address translation, which extenva logical memory address
loaded by code to a linear address, which is then furtherextew to a physical
address

in Figure 3.5. If paging is turned off the linear and physmaddiresses are the same. Fundamen-
tally, paging allows software to control the protection agps and rearrange them. Paging is
used by Linux to implement memory security and isolatiorhwaitt using the features of seg-
mentation. This corresponds to a flat address space - aletiraents are set to have a base
of 0 and a limit of 4GiB. When a segment is accessed it is readritien via a 32-bit linear
address. The 32-bit linear address is split into 3 sectidot9,010, and 12 bits, shown in Figure
3.6. First, the processor’s Control Register 3 (CR3) vatuesied to find the base of the Page
Directory, a list of 1024 32-bit entries. The upper 10 bitshaf linear address are used to select
an entry in this table, which then points to a Page Table. AePalple is a list of 1024 32-bit
entries, each of which defines the physical location of a 4 paBe of data. The next 10 bits
of the linear address select an entry in the Page Table, whahpoints to an actual page in

memory. The remaining 12 bits of the linear address are usadlaect offset into the selected

page.

3.1.3 Interrupts

To further complicate the architecture there are hardwaternupts. An interrupt is a signal
from a piece of hardware to the processor that there is soow@gsing that needs to be done.
When the processor sees that the flag for an interrupt hasrbesenl then it saves its current
state, jumps to a particular section of code to handle tieerunpt and then reloads the saved state
and resumes execution where it left off. Interrupts havesso@ated number that determines

which handler code the processor jumps to.

The processor, in theory, needs to check if there is a pendiegupt after every single
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Figure 3.6: The paging process which converts a linear mgmadress to a physical memory
address

instruction. This adds a large overhead to the executionsygem emulator. In practice it is

normally acceptable to check for interrupts only after eaasic block

A basic blockis defined as a sequence of non-branching instructionsdhairates with
a branch instruction, or a HALT instruction. Branch instructionis one that modifies the

instruction pointer so that it does not point to the first after the end of the current instruction.

3.1.4 Virtualization

Popek and Goldberg [71] originally defined a virtual machivi#) as “an efficient, isolated
duplicate of a real machine.” This definition has grown tdude virtual machines which do
not necessarily correspond to any real hardware, for exathplJava Virtual Machine (JVM).
Virtual machines have been investigated in depth elsewfi@le Virtualization is the means
by which a virtual machine’s execution and state are managetulation is a special case of
virtualization where all the hardware of a machine is sirtedan software, typically includ-

ing the memory, disk drives, and processor. If the simuhaigoaccurate enough, all software,
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Figure 3.7: Full Virtualization runs most guest code dieoh the physical CPU. Each layer in
the diagram executes on the layer below it. The guest OS ®ute@ using binary
translation by the virtualizer.

including operating systems, can be run unmodified as ifgksg on a real machine. More
general Virtualization comes in several other types whislolve simulating all the hardware
(excluding most of the CPU functionality) and running mosesgt code directly on the physi-
cal CPU. There are four different categories of virtualaat emulation and 3 types dalirect

virtualization

1. Emulation
2. Full Virtualization
3. Hardware-assisted Virtualization

4. Paravirtualization

Full Virtualization, illustrated in Figure 3.7, relies omlry translation to trap and emulate
certain sensitive, non-virtualizable instructions (seetisn 3.1.7). VirtualBox [73], VMWare
[74] and Microsoft Virtual PC [75] can run as full Virtualiee In this case, all operating

system code is run at a privilege level with greater privglélgan application code running in



3.1 x86 architecture 29

Host Programs || Guest Programs| Ring 3

= Ring 2
5| Ring1
Host OS Guest OS Ring O

Virtualizer v Ring -1

Host Machine

Figure 3.8: Hardware-assisted virtualization runs allsjuede directly on the physical CPU.
Sensitive or privileged instructions jump to the virtualizo be emulated.

“ring” 3, but less privilege than the virtualizer runningrinmg 0, usually ring 1. Any privileged
instructions then trap to the virtualizer which can emutatgr effect. This process can have a
serious speed penalty for commonly executed privilegddiogons, but in some cases this can
be alleviated by the virtualizer patching in code to dingbthndle the instruction without a trap.
Due to the presence of sensitive non-virtualizable insiwas all ring 0 code must be analysed
before it is executed. VirtualBox, for example, disassexslbhe guest ring O code and patches
in replacements for non-virtualizable instructions [78his process has a speed penalty for
operating system code, typically 10-20% [77], however @pgibn level code is run directly on

the real processor.

Hardware-assisted virtualization, illustrated in Fig@:8, utilises instructions (VT-x and
AMD-V) recently introduced by Intel and AMD specifically tadavirtualization. These in-
structions allow sensitive instructions to be virtualizeithout using binary translation. Oper-
ating system code is runin ring 0, and privileged or sensitigtructions call into the virtualizer
which operates with greater privilege than ring 0. VMWargtualBox, Xen [78] and Microsoft

Hyper-V [79] can use hardware assisted virtualization.
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Figure 3.9: Paravirtualization runs most guest code dyrect the physical CPU. The guest OS
must be modified to replace non virtualizable instructionts walls to the virtual-

izer.
Table 3.1: x86 emulation vs other virtualization
Emulation | Direct Virtualization
Speed (% native) 0.001-20* 80-100
Secure O O
Portable to different hardwarge O O

" The first version of JPC was this speed
™ JPC currently peaks at this speed

Paravirtualization, illustrated in Figure 3.9, is a softevanterface to a guest operating sys-
tem that is similar, but not identical to the underlying plogshardware. It involves modifica-
tions of any guest operating systems to call the virtualfeefierred to as a hypercall) for tasks
that are normally difficult to virtualize, such as networ®1/The guest operating system runs
in ring 1 and the paravirtualizer runs in ring 0. For opemtsystems where the source code
is not available (such as Windows), device drivers can b#ewithat use the paravirtualiza-
tion interface. Paravirtualization can improve efficiemmycertain operations compared to full

virtualization. Parallels [80], Xen and VMWare can act aspatualizers.
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Figure 3.10: Emulation simulates all the hardware, inalgdhe CPU, in pure software. Each
layer in the diagram executes on the layer below it.

In all three cases direct virtualization most of the guest application code runs directly on
the physical CPU, which typically allows the code to run 8W9native speed. A consequence
of this is that direct virtualizers can only virtualize thieygical hardware they are running on.
For example, an x86 Virtualizer can only run x86 code on ax8&lprocessor. The increasing
number of ARM, PowerPC and other non x86 based processorsnergl usage raises the

importance of this point.

The main practical differences between emulation and géuetualization are summarised
in Table 3.1. Virtualization gives speed of execution atgbeential cost of security and porta-
bility across different hardware. Emulation, and partely Java based emulation, enables

security and portability at the cost of speed.

3.1.5 Emulation security

In theory, emulation allows complete security of executmhbe achieved for guest code, as well
as being undetectably different from physical hardwares Thbecause the guest code is not

running directly on the real CPU, but on an emulated CPU. Weewion of each instruction
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Figure 3.11: A Java emulator has an extra, independent tdygercurity.

is emulated using virtual CPU registers and memory. A sgcesploit would have to make
use of a bug in the emulator, which could be accessed by goéstranning in the emulator, to
escape from the emulator sandbox. The emulator itself reissaandard application code with

no extra privileges beyond ring 3.

If the emulator itself runs in a virtual machine or manageatirae environment there is a
further layer of security. A managed runtime environmeke Wava eliminates most bugs in-
volving memory management and buffer overflows, which aeeajtihe most common vectors
used in program compromises [81]. This extra layer of seécusiillustrated in Figure 3.11.
The Java sandbox has been a trusted method to execute edtcoske (in applets) for over 10

years.

3.1.6 Direct Virtualization security

The security of direct virtualization is dependent on theusigy features of the physical proces-
sor being used. There is no extra layer (independent orwibeyto protect the other programs

on the host machine from those in the virtualizer. The additf new processor instructions
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by Intel and AMD specifically to aid virtualization have alswroduced more potential avenues

for exploitation.

There are two main kinds of attacks on virtualization. Th&t filess serious, type has been
called ‘red pills’ [82] and enables software running witkhiwirtualizer to determine that it is in
fact running in a virtual machine. This is not a danger to pffregrams running on the host
machine. However, this type of exploit can be used by malMa@tealt malicious behaviour in
virtual machines. If malware is running inside a virtual iiae, it is probably being analysed
by a security researcher and thus should not demonstraaéiatsk strategies or functionality.
The second much more serious type of attack is where a prognaning inside a virtualizer
exploits a security flaw to escape from the virtual machimethat its execution is no longer

controlled by the virtualizer.

A red pill attack essentially amounts to detecting diffeesin the emulated hardware com-
pared to real hardware. For example, the original red pdheple shown by Joanna Rutkowska
uses the SIDT instruction [82]. The SIDT instruction stoties contents of the interrupt de-
scriptor table register (IDTR) to the target operand. Thi&able aspect about this instruction is
that it is an unprivileged instruction that can be run in usede without throwing an exception;
thus, there is no way for a virtualizer to lazily emulate thyscatching a privilege exception.
All that is required by this red pill in advance is knowleddeubere virtualizers store the IDTR

and compare this to the result obtained.

The power of the red pill approach is that it can target angeief the hardware. If, for
example, the USB operation is not 100% identical with theesponding real USB device
being emulated, then that constitutes a possible red pitheaory, these kinds of attacks can be

eliminated by a virtualizer which correctly emulates a# trardware.

However, there is another kind of red pill attack based or it is much harder to avoid.
A time profile can be built of the execution time of varioustinstions on a particular real
processor. These timings can then be compared to the recbngieg in a virtual machine to
determine that the code is being virtualized. This worksaee of the overhead associated with

running a virtual machine, which changes the absolute dativetimings of many instructions.
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The most famous of the second, much more dangerous (andveersial), type of attack
is the ‘blue pill’ [83][84]. This attack allows code runningthin a hardware-assisted virtual
machine to take control of the host CPU. It uses weaknesdég ioperation of the Intel VT-x
or AMD-V CPU instructions and was first demonstrated in 20p8danna Rutkowska with an
attack through the Microsoft Windows Vista kernel. The hpiletraps a running instance of an
operating system by creating a thin hypervisor which virhes the rest of the machine. As far
as the OS is concerned, nothing has changed. However, ntvedlS’s requests for resources
are intercepted by the hypervisor. This kind of attack isexely insidious as the host also
cannot detect the exploit [83]. However, this is only oneneghke of an exploit that escapes a
virtual machine. The next paragraph discusses just how eacly vulnerabilities are reported

annually.

Full virtualizers can also be split into two types: type 1r{ge) virtualizers run directly
on a physical machine without requiring an operating systehereas type 2 (workstation)
virtualizers run as a program within a normal operatingeystising a kernel, which is loaded
into the host. The potential attack surface for both thepedyare different. For example an
attack that escapes a type 2 virtualizer may not be able éotadther concurrent VMs because
it is still contained by the host operating system and itsisgcenforcement. A risk report by
IBM [85] listed vulnerabilities in the two types with veryftBrent frequencies, see Table 3.2.
The report also states that there are around 100 vulneradiln virtualization code disclosed
annually, over half of which are high and medium severityglHseverity vulnerabilities tend
to be easiest to exploit and provide full control over tha@ted system, and thus virtualization

vulnerabilities represent a significant security thre&f.[8

3.1.7 Virtualizability of x86

The virtualizability of an instruction set architectur&fA) was first discussed by Popek and
Goldberg [71]. They define a virtual machine (VM) as an effitiésolated duplicate of a real
machine. By ‘efficient’ it is meant that a statistically sifigant fraction of the instructions

must be executed directly by the real processor and not ¢eauta interpreted in software.
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Table 3.2: Vulnerabilities in virtualization system cooe the two types of software virtualizers
(server and workstation).

Vulnerability description Type 1 | Type 2
Vulnerabilities that allow an attacker to escape from a guesial ma-| N/A | 24.1%
chine to affect the host operating system on which the Jida@on
system is running.

Vulnerabilities that allow an attacker to escape from a guiesial ma-| 35.0% | 3.8%
chine to affect other virtual machines, or the hypervisselit In the
case of Type 2 virtualizers, these vulnerabilities do ntgcfthe host
operating system.

Any program run in the VM must exhibit identical behavioungoared with the same program
run on the real machine, excluding effects caused by varguagjability of system resources
or timing dependencies. They define a virtual machine moftM) as the software which

provides the VM environment and controls its resources aedwgion. In the paper they prove

this theorem:

For any conventional third generation computer, a virtuaehine monitor may be
constructed if the set of sensitive instructions for thahpater is a subset of the

set of privileged instructions.

A third generation computeis a computer architecture with memory, user and supervisor
modes, and a built-in exception trapping mechanism. A trequis when an instruction at-
tempts to perform an illegal operation; either execute alpged instruction in user mode or
address memory outside the program’s allowed range. Whexpatcurs, the current state of
the processor is saved and execution control is passed &spqmified routine. Privileged in-
structions are those instructions that can only be exec¢ntgapervisor mode without trapping.

Sensitive instructions come in several types:

1. Instructions that attempt to change or reference the rabdperation of the cpu.

2. Instructions that read or change sensitive registerseonony locations, for example, the

clock register or interrupt flags.
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3. Instructions that reference the storage or memory ptiotesystem, or address translation

system.

4. Alll/O instructions.

Robin and Irvine [86] discuss the implications of this therarfor virtualization of the x86
architecture, specifically the Intel Pentium architecturieir conclusion is that the x86 archi-

tecture contains 17 sensitive unprivileged instructiarglaence is not strictly virtualizable:

SGDT - store the value of the GDTR to a target register or arghocation.
SIDT - store the value of the IDTR to a target register or mgnhocation.
SLDT - store the value of the LDTR to a target register or rmgntocation.
PUSHF - store the lower 16 bits of Eflags register to thekstac

POPF - store the top 16 bits of the stack to the Eflags registe

MOV - where used to load or store CPU control registers

N oo o kB 0w N oPE

LAR - loads the access rights from a memory segment intogettaegister or memory
location
8. LSL - load the segment limit for a memory segment into adarggister or memory
location
9. VERR - verifies if a memory segment is readable from theetunprivilege level (CPL)
10. VERW - verifies if a memory segment is writable from thereuat privilege level (CPL)
11. POP - references the CPL when loading a segment register
12. PUSH - when used to store the CS register, containing ftie © the stack
13. CALL - an inter-privilege far CALL references the CPL dnBL
14. JMP - an inter-privilege far JMP references the CPL ant DP
15. INT n - jumps to an interrupt handler routine, but firstresthe Eflags register to the
stack
16. RET - an inter-privilege level far RET references theifgge levels and access rights of
the code and stack segments
17. STR - stores the Task Register to a general register oromydiocation, thus allowing a

task to examine its RPL
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SIDT was mentioned earlier for its use in the red pill attaBkISHF and POPF are other
instructions in this category as the Eflags register coataensitive flags which control the
CPU operation like the Nested Task (NT) flag and the dirediimpp The LAR, LSL, VERR,
VERW are in the third unvirtualizable category for refer@gcthe memory control system.
POP, PUSH, CALL, JMP, INT n, RET, STR are also in the third gatg. These are all dis-

cussed in detail in [86].

This means that standard x86 virtualization designed tairumodified x86 code must either
be insecure, use significant emulation of instructions @ h&rdware-assisted virtualization
(new CPU instructions). A virtual machine that is desigreduin untrusted code on a network
of computers must have bulletproof security. In light of tilae pill attacks on hardware-
assisted virtualization, emulation is currently the ongywio guarantee this for unmodified x86

code.

If the restriction to unmodified code is relaxed, programs lsa recompiled to use a safe
subset of the x86 intructions. This is the approach takenhkyGoogle Native Client [87]

sandbox.

3.1.8 Existing x86 emulators

There are several existing x86 emulators available, manyhodh are open source. The three

most advanced are Bochs [88], Qemu [89] and DOSbox [90].

DOSBox is largely aimed at the legacy gaming community and fbcuses on peripherals
such as sound emulation and historical graphics modesdtshot accurate enough (there are

still CPU emulation bugs) to boot Linux or modern Windows OSs

Bochs is the most accurate emulator [91] and was releasest thmelLGPL licence in 2000.
Its focus is primarily on correct emulation of all the x86tingtions and hardware, as well as
portability to different host architectures. Recent admhave also dramatically improved its

speed.
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Qemu is the most advanced emulator in terms of speed, usiog taching, binary transla-
tion and other techniques. It can either be run as a full efowlar as a virtualizer (if the host
CPU is x86). In full emulation mode it is a factor of two or teremes faster than Bochs. Both
Qemu and Bochs are accurate enough to boot modern Windowkiamxl guests, although

Qemu is not as accurate as Bochs due to remaining bugs in thee@Blation.

Whilst Bochs, Qemu and DOSBox are excellent emulators aeflilf®r comparison, they
are not suitable for our purposes because they are writt€t# The JPC x86 emulator was
designed to be able to run on the Nereus distributed congugtwork, which only runs Java

code in the applet sandbox.

3.2 Potential speed of a Java x86 emulator

A ‘toy CPU’ was written in Java to estimate the speed attdaalith a CPU emulator in Java.
The toy CPU has 2 registerE AX andEBX) as well as the instruction pointdR, and stack
pointerSP, all of typebyte It has 15 instructions, and a working memory of 128 byte# tie
code starting at zero and the stack starting at 64. Prdgtibéd means the program instructions
are stored in the first 64 bytes of “memory” and any variabkegiby the program are stored in

the second 64 bytes of “memory”.

The first and slowest test involves an interpreter loop whooks up the current instruction,
executes it, and repeats. The code used was an integer rlbaeahmark, which has also been
used by CIiff Click in the past [92], and is shown in listindL3.This algorithm was coded in
six different versions of the CPU emulator. At each stagdfaréint optimisation was applied.
Version 1 of the emulator used a switch statement to readnteuction from the memory,

perform the required action, and increment tRe

Listing 3.2: Toy CPU 1 benchmark code: instructions arerpreted one by one in a lookup
dispatch loop.

public class ToyCpul
{
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byte sum = 0;
for (byte m=1; m< 101; m++)
for (byte k=1; k < 101; k++)
for (byte j=0; j < 100; j++)
for (byte i=1; i < 101; i++)
sum += (sum”i)/i;

Listing 3.1: Toy CPU Benchmark code

public static final byte HALT =
public static final byte JUMP =
public static final byte BNE = 2;

public static final byte LOAD_SP = 3;
public static final byte LOAD.EAXMEM = 4;
public static final byte LOAD_EAX_IB = 5;
public static final byte STOREEAX = 6;
public static final byte LOADEBXMEM = 7;
public static final byte LOAD_EBX.B = 8;
public static final byte STOREEBX = 9;
public static final byte STORE1l = 10;
public static final byte INC = 11;

public static final byte ADD = 12;

public static final byte MUL = 13;

public static final byte DIV = 14;

public static final byte XOR = 15;

0;
1;

public static void main(String[] args)
{
/I first 64 bytes are code, second 64 bytes are stack/data
byte[] mem = new byte[128];
/l'write code
byte b = 64;
byte[] loop = new byte[] {LOADSP, b, STOREL, LOADSP, b,

LOAD_EBXMEM, LOAD_SP, (byte)(b+1),

LOAD_EAX MEM, XOR, DIV, LOAD_EBX.MEM,

ADD, STOREEAX};

byte[] jump = new byte[] {LOAD_SP, b, LOADEAXMEM, INC,
STOREEAX, LOAD_SP, (byte)(b+2),
LOAD_EBX.MEM, BNE, 3};

byte[] jump2
STOREEAX, LOADSP, (byte)(b+4),
LOAD_EBX MEM, BNE, O0};

byte[] jump3
STOREEAX, LOAD_SP, (byte)(b+6),
LOAD_EBX.MEM, BNE, O0};

byte[] jump4
STOREEAX, LOAD_SP, (byte)(b+8),
LOAD_EBX MEM, BNE, O0};

byte[] stack = new byte[] {1, 0, 101, 1, 101, 1, 101, 1, 141

System. arraycopy(loop, 0, mem, 0, loop.length);
System. arraycopy(jump, 0O, mem, loop.length, jump.lenpth

new byte[] {LOAD_SP, (byte)(b+3), LOADEAXMEM,

new byte[] {LOAD_SP, (byte)(b+5), LOADEAXMEM,

new byte[] {LOAD_SP, (byte)(b+7), LOADEAXMEM,

INC,

INC,

INC,

System. arraycopy(jump2, 0, mem, loop.length + jump.lemgtjump2.

length);

System. arraycopy(jump3, 0, mem, loop.length *j@mp.length, jump3.

length);
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System. arraycopy(jump4, 0, mem, loop.length *jBmp.length, jump4.
length);
System. arraycopy(stack, 0, mem, b, stack.length);

byte ip = 0, eax=0, ebx=0, sp = b;

cpu:
while (true)
{
switch (mem[ip])
{
case HALT:
break cpu;
case JUMP:
ip = mem[ip +1];
break;
case BNE:
if (eax != ebx)
ip = mem[ip+1];
else
ip += 2;
break;

case LOAD_SP:
sp = mem[ip +1];
ip += 2;
break;

case LOAD_EAX_MEM:
eax = mem[sp];
ip++;
break;

case LOAD_EAX_IB:
eax = mem[ip+1];
ip += 2;
break;

case STOREEAX:
mem[sp] = eax;
ip++;
break;

case LOAD_EBX_MEM:
ebx = mem[sp];
ip++;
break;

case LOAD_EBX_.B:
ebx = mem[ip +1];
ip += 2;
break;

case STOREEBX:
mem[sp] = ebx;
ip++;
break;

case STOREL:
mem[sp] = 1;
ip++;
break;

case INC:
eax++;
ip++;
break;

case ADD:
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eax += ebx;
ip++;
break;

case MUL:
eax *x= ebx;
ip++;
break;

case DIV:
eax /= ebx;
ip++;
break;

case XOR:
eax "= ebx;
ip++;
break;

default:
System. out. printin("lllegalopcode.” + mem[ip] + "._at.ip.”

+ip);

break cpu;

}

}

System.out. println ("Sum=." + mem[65]) ;

Switch statements, particularly ones with many possibteoap, are very hard for a JVM
to optimise. Version 2 of the toy CPU removed the switch bytingi out the algorithm in toy

assembly code.

Listing 3.3: Toy CPU 2 benchmark code: lookup dispatch laopgemoved by writing instruc-
tions out in sequential 'toy assembly code’
public class ToyCpu2

{

public static void main(String[] args)

{

/leliminate lookup dispatch by writing out toy assembly eod
cpu:

while (true)

while (true)

{
while (true)
{
sSp = mem[ip+1];
ip += 2;
mem[sp] = 1;
ip++;

while (true)
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{
sp = mem[ip+1];
ip += 2;
ebx = mem[sp];
ip++;
sp = mem[ip +1];
ip +=2;
eax = mem[sp];
ip++;
eax "= ebx;
ip++;
eax /= ebx;
ip++;
ebx = mem[sp];
ip++;
eax += ebx;
ip++;
mem[sp] = eax;
ip++;
/ljump
sp = mem[ip +1];
ip += 2;
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;
ip++;
sp = mem[ip+1];
ip += 2;
ebx = mem[sp];
ip++;
if (eax != ebx)
ip = mem[ip+1];
else
{
ip += 2;
break;
}
}
/ljump?2
Ssp = mem[ip +1];
ip += 2;
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;
ip++;
sp = mem[ip+1];
ip += 2;
ebx = mem[sp];
ip++;
if (eax != ebx)
ip = mem[ip+1];
else
{

ip += 2;

42
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break;
}
}
/1jump3
sp = mem[ip +1];
ip += 2;
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;
ip++;
sp = mem[ip +1];
ip += 2;
ebx = mem[sp];
ip++;
if (eax != ebx)
ip = mem[ip+1];
else
{
ip += 2;
break;
}
}
//jump4
sp = mem[ip+1];
ip += 2;
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;
ip++;
sp = mem[ip+1];
ip += 2;
ebx = mem[sp];
ip++;
if (eax !'= ebx)
ip = mem[ip +1];
else
{
ip += 2;
break;
}
}
System.out. println ("Surm=." + mem[65]) ;
}
}

Most code is not self modifying - Intel actively discouragles use of self modifying code,
and thus constants which would normally be read from memaryl®e hardcoded into each
instruction. Version 3 of the toy CPU removed these constads from the instruction stream

and hard coded these into the toy assembly (for example, dhateebytes).
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Listing 3.4: Toy CPU 3 benchmark code: removes reads of eotstfrom the instruction
stream and hard codes them.

public class ToyCpu3
{
public static void main(String[] args)
{
/Iremove reading constants from code stream
/lthis removes reads from the code area of memory
cpu:
while (true)
while (true)
while (true)
{
sp = b;
ip += 2;
mem[sp] = 1;
ip++;
while (true)
{
sp = b;
ip += 2;
ebx = mem[sp];
ip++;
sp = (byte)(b+1);
ip +=2;
eax = mem[sp];
ip++;
eax "= ebx;
ip++;
eax /= ebx;
ip++;
ebx = mem[sp];
ip++;
eax += ebx;
ip++;
mem[sp] = eax;
ip++;
/ljump
sp = b;
ip += 2;
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;
ip++;
sp = (byte)(b+2);
ip += 2;
ebx = mem[sp];
ip++;
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if (eax != ebx)
ip = 3;
else
{
ip += 2;
break;
}
}
/ljump?2
sp = (byte)(b+3);
ip += 2;
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;
ip++;
sp = (byte)(b+4);
ip += 2;
ebx = mem[sp];
ip++;
if (eax != ebx)
ip = 0;
else
{
ip += 2;
break;
}
}
[ljump3
sp = (byte) (b+5);
ip += 2;
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;
ip++;
sp = (byte)(b+6);
ip += 2;
ebx = mem[sp];
ip++;
if (eax != ebx)
ip = 0;
else
{
ip += 2;
break;
}
}
//jump4
sp = (byte) (b+7);
|p += 2'
eax = mem[sp];
ip++;
eax++;
ip++;
mem[sp] = eax;

45
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ip++;

sp = (byte)(b+8);

ip += 2;

ebx = mem[sp];

ip++;

if (eax !'= ebx)
ip = 0;

else

{
ip += 2;
break;

}

}

System. out. println ("Sum=." + mem[65]) ;

The interleaved IP increment instructions make it morediftifor a JVM’s compiler to op-
timise code, and so Version 4 removed these increments,rdpdharemented IP immediately

before each potential control flow change.

Listing 3.5: Toy CPU 4 benchmark code: removes interleavedeiments to the instruction
pointer (ip) and only updates ip before a control flow change.

public class ToyCpu4
{

public static void main(String[] args)

{

//remove interleaved IP increment instructions
cpu:

while (true)
while (true)

while (true)

{
sp = b;
mem[sp] = 1;
ip += 3;
while (true)
{
sp = b;

ebx = mem[sp];
sp = (byte)(b+1);
eax = mem[sp];
eax "= ebx;

eax /= ebx;

ebx = mem[sp];
eax += ebx;
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mem[sp] = eax;
[l jump
sp = b;
eax = mem[sp];
eax++;
mem[sp] = eax;

sp = (byte) (b+2);
ebx = mem[sp];

if (eax != ebx)
ip = 3;
else
{
ip += 21,
break;
}
}
/ljump?2

sp = (byte)(b+3);
eax = mem[sp];
eax++;

mem[sp] = eax;
sp = (byte)(b+4);
ebx = mem[sp];

if (eax != ebx)
ip = 0;
else
{
ip += 10;
break;
}
}
/1jump3

sp = (byte) (b+5);
eax = mem[sp];
eax++;

mem[sp] = eax;
sp = (byte) (b+6);
ebx = mem[sp];

if (eax != ebx)
ip = 0;
else
{
ip += 10;
break;
}
}
/ljump4

sp = (byte) (b+7);

eax = mem[sp];

eax++;

mem[sp] = eax;

sp = (byte)(b+8);

ebx = mem[sp];

if (eax !'= ebx)
ip = 0;

else

{
ip += 10;

a7
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break;
}
}

System.out. println ("Sum=." + mem[65]) ;

Version 5 of the toy CPU recognised loops and compiled theisuak. This further im-

proves the branch prediction of the JVM and underlying pssoefor this code.

Listing 3.6: Toy CPU 5 benchmark code: recognises loops antpdes them as such.

public class ToyCpu5
{

public static void main(String[] args)

{

/lrecognise loops and loop counters
for (byte m = 1; m< 101;)

for (byte k = 1; k< 101;)
for (byte j = 1; j < 101;)

sp = b;
mem[sp] = 1;
for (byte i = 1; i < 101;)
{
ebx = i;
sp = (byte)(b+1);
eax = mem[sp];
eax "= ebx;
eax /= ebx;
ebx = mem[sp];
eax += ebx;
mem[sp] = eax;

sp = b;
i ++:
mem[sp] = i;
}
/ljump?2
j++;

sp = (byte) (b+3);
mem[sp] = j;
¥
/1jump3
k++;
sp = (byte) (b+5);
mem[sp] = k;
}
/ljump4
m++;
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sp = (byte)(b+7);
mem[sp] = m;

ip += 54;
System.out. println ("Sum=." + mem[65]) ;

Version 6 assumes aggressive optimisations and eliminatescessary movement of data

into/out of registers.

Listing 3.7: Toy CPU 6 benchmark code: assumes aggresstuaisations and remove unec-
essary movement of data between registers.

public class ToyCpu6
{

public static byte sum{()
{
byte[] mem = new byte[128];
for (byte m = 1; mc101; m++)
{
mem[71] = m;
for (byte k=1; k<101; k++)
{
mem[69] = k;
for (byte j = 1; j<101; j++)

mem[67] = j;
for (byte i = 1; i < 101; i++)
{
mem[64] = i;
mem[65] += (mem[65] "~ i) /i;

The different toy CPUs were timed on two computers: Machina 32 bit Intel Pentium M
760, 2 GHz with 2MiB L2 cache and Machine B, a 64 bit Intel Coi2ud (E8400) 3 GHz with
6MiB L2 cache. The results for the two machines are illustitah Figure 3.12. The difference
between toy CPUs 4 and 5 is striking, giving roughly a factbeight speed up. This is not
surprising as this is the step that allows the JVM to see tbpithg structure, and allows many

more optimisations.

For comparison this algorithm was coded in C (see listing) &8l compiled with different
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Relative speed of Toy CPU versions on two machines
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Figure 3.12: The relative speeds of the different toy CPUlamgntations on Machine A: 2
GHz, 32 bit Intel Pentium M 760, and Machine B: 3 GHz, 64 bielr€ore 2 Duo

(E8400)

levels of optimisation and timed on two different machinesaibed in Table 3.3. On Machine

A, the timings were essentially the same until optimisatewel 3 was used. On Machine B,

the timings gradually improved up to their best at optim@atevel 2. The results are shown in

Table 3.3.

#include <stdio .h>

int main ()
{

signed char sum, i, j, k, m;

sum = O0;

for(m=1; m< 101; m++ )

for (k=1; k< 101; k++ )
for(j=1; j < 101; j++ )
for (i=1; i < 101; i++ )
sum += (sum”i)/i;
return (sum);

Listing 3.8: C version of Toy CPU Benchmark code
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Table 3.3: Native code timings: Machine A is a 32 bit Intel leam M 760, 2 GHz with 2MiB
L2 cache. Machine B is a 64 bit Intel Core 2 Duo (E8400) 3 GHAGMIB L2

cache.

o Time (mS)
Optimisation Level Machine AT Machine B
OO0 (default) 1611+-4 932+1
o1 1647+4 769+1
02 1628+4 748+1
03 1026+2 748+1
04 10272 748+1

Relative speed of Toy CPU versions on Machine A
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Figure 3.13: The relative speeds of the different toy CPUlamgntations on Machine A: 2
GHz, 32 bit Intel Pentium M 760

The timings of the toy CPUs and their comparison to nativedpee listed in Table 3.4 and

illustrated in Figures 3.13 and 3.14.

One can see from these results that a CPU emulator writteswvanchn perform extremely

well. Many scientific projects use the default optimisatievel, with some venturing up to

level 2. Almost no large projects use optimisation level &ryicompilation. This means that

an emulator actually has a very real possibility of beingefathan native speed. Thus, an x86

emulator written in Java not only offers significant seguaihd portability benefits, but also the

possibility of unexpected performance gains.
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Relative speed of Toy CPU versions on Machine B
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Figure 3.14: The relative speeds of the different toy CPUIlamgntations on Machine B: 3
GHz, 64 bit Intel Core 2 Duo (E8400)

Table 3.4: Toy CPU emulator timings: Machine A is a 32 bit Iftentium M 760, 2 GHz with
2MiB L2 cache. Machine B is a 64 bit Intel Core 2 Duo (E8400) 3zGiith 6MiB

L2 cache.
Machine A Machine B
Toy CPU Time (mS) % native O2| % native O3 Time (mS) % native| % native O2
speed speed speed speed
1 89482t9 1.8 1.1 44713+2 2.1 1.7
2 222657 7.2 4.6 11962+2 7.8 6.2
3 17342+7 9.2 5.9 6452+-4 14.4 11.6
4 10625+4 15.2 9.6 6452+-4 14.4 11.6
5 13013 124 79 853+1 109 87.7
6 112143 143 92 767+1 122 97.5




Chapter 4

JPC architecture and implementation

JPC is a Java based emulator of the Intel x86 processorectimé [93][94]. It is cross plat-
form, operates inside the Java sandbox and uses dynamidlatiorpto achieve reasonable
runtime performance. This chapter describes the struofuleC and the various compromises

in design of speed versus memory usage.

The structure of JPC largely mirrors the structure of anaatomputer and its peripher-
als, for which a typical example is shown in Figure 4.1 ancesadttically in Figure 4.2. The
Northbridge is a high speed interconnect between the cparenchemory. The Southbridge is
a relatively slower interconnect to the peripheral devicssng the PCI Bus, ISA Bus, or the
USB Bus. The Southbridge also contains the Realtime Clatkriupt Controller and Interval

Timer. The hard drives are accessed through the PCI Bus TE&interface.

The actual architecture of JPC is shown schematically inrf€ig.3. Each box represents a
hardware component which is emulated using a Java classaridwes represent lines of control
flow, and all originate from the CPU in one way or another. Nibeg because the North and
South bridges are connections, they are not directly repted, but manifest only in the links

between components.

53
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CD-ROM Drive Network  Interrupt Controller

PCI ISA Bridge
PS/2 Interface Keyboard

PCIl Host Bridge

DMA Controller
PIT Mouse
PCI Bus §

VGA Graphics Processor 3

VGA BIOS

Real-Time Clock Flopty Ditvé

BIOS IDE Interface Memory

Hard Disk Drive Floppy Controller

Figure 4.1: A generic x86 PC architecture

CPU

Clock

North bridge Memory bus

South bridge PCI bus

Realtime Clock
ISA bus

— Serial port
—Parallel port
—Floppy drive
— Keyboard
— Mouse

Figure 4.2: A schematic x86 PC architecture
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RAM ROM
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Memory Bus

4 T |—> FPU
> PIC
CPU A
RTC |«
DMA Controller A
Y PIT  —
VGA Card i *
A ; 1/0 Bus D> PC Speaker
PCIBus |&— PCI Host Bridge »| Floppy drive

v |y v ,

»| Keyboard
Network Card IDE Interface  |[P»| IDE Channels
* * > Mouse
VGABios Bios
»| Serial Port
Y
PCI ISA Bridge

Figure 4.3: The JPC architecture: lines represent contral ind all originate from the CPU.
This shows how all the components are connected and how thecaessed.
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<€ 2720 memory blocks >

lazy memory element containing 2712 bytes = 4 KiB

> EEEEREEEXK

Figure 4.4: A two layer memory structure for physical memory

4.1 JPC Memory architecture

JPC emulates a 32-bit x86 processor, and thus it has to enaufall 4 GiB (22 bytes) address
space for the memory. The naive approach would be simplydatera byte array for the
memory. However this clearly will not work, because as sositha array is created, it will
require more than 4 GiB of memory. The key to solving this regpithe realisation that in a
typical PC most of the address space is not occupied - ongntchave real home PCs started
having 4 GiB, or more, of physical memory. This, combinedwtite fact that most memory is

not written to in many circumstances, points to a solution.

The solution JPC uses is a two-tiered structure of byte araag lazy initialization, shown
in Figure 4.4. Lazy initialization means that a memory pagerily allocated if it is written to.
The top layer of the structure is a 1 MiB element array wheahedement is a lazy memory
element. When each lazy memory element is allocated it lroflKiB byte array representing
a page of memory and arrays representing code blocks. Tkerrdar the choice of 4 KiB
granularity is that the Protected mode memory manageman{MiMU) of the CPU splits
the address space into indivisible 4 KiB pages. This tworlagricture in JPC makes the
memory subsystem immediately take up around 4MiB of real orgrta 1 MiB element array
of references which are 4 bytes), and this increases as masaritten to until a maximum,

when (if) the entire memory of the virtual machine has beeittevr to since it was last booted.

Adding further layers to this model would further decredserhemory overhead, but at the

cost of speed of access. JPC uses a combination of the twoasb@s, shown in listing 4.1.
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<€ 2710 arrays >

address >>>22

<€—— 2710 blocks >

> e 00000000

(address >>>12)
& Ox3FF

<€— 2712 bytes = 4 KiB —m»

> o o0 0000000

Figure 4.5: A three layer memory structure for ROM and mermoapped I/O.

Thequickindexarray is big enough to contain all the RAM. The motivationttuis structure is
the observation that memory in the physical address spane<m three types: RAM, which
has very low latency and mapped upwards from zero, ROM, wisicarely accessed and has
low latency, and memory mapped I/O, which has much highentat The ROM and memory
mapped I/O can be at any address. A quick 2 layer structursed for RAM, and a slightly

slower 3 layer structure for the remaining address space.

For typical scientific applications of JPC, less than 256 MiBvirtual memory is suffi-
cient. With the combined address space structure, the nysomerhead is- 256 MiB/4 KiB x
4 bytest 210 x 4 bytes= 260 KiB. This is a factor of 16 less than the two layer struetiNote
that as JPC’s memory is written to the amount of actual mertaksn up increases as roughly

4 KiB x number of pages written to.

Linear address translation (paging) is an expensive psoaed real x86 processors cache
the results of a lookup in a Translation Lookaside BufferByLThe TLB is flushed on a task
switch to ensure a task does not gain illegal access to pagesmory or when the CR3 register
is written (which is used to define the beginning of the tratish process). This normally does

not include when user code switches to supervisor (prieig@gode and vice versa, hereafter
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called amode switchA mode switch happens in a user level program at the begijrand end
of every system call. Operating systems like Linux achiéng thode switch by emulating in
software the task switch mechanism, but only saving thelatedp necessary state and thus

avoiding the invalidation of the TLB [95].

JPC uses a similar tactic to what a TLB must use to cache leddness translations [96].
Thelinear address spadae JPC implements this according to the four possible coatimns of
read/write and user/supervisor [97], illustrated in Feydr6. Four arrays of memory pages are
kept, readsupervisor, writesupervisor, readiser and writeuser along with two references -
the current read array and write array. When a privilegel lelvenge (mode switch) occurs, the
two references for the current read and write array are bett¢o the new privilege level. The
processor changes mode frequently and thus is it impoitabhthanging the TLB contents is
fast. In this implementation all that needs to be done on aensadtch is to switch two pointer
references, which allows JPC memory access in Protected todik almost as fast as in Real
mode, despite the extra overhead of paging and more comgdgmentation. With this design,

the memory performance of JPC is not a bottleneck acrosspiatng systems it can boot.

When a new memory segment is loaded in Protected mode, frstnent cache array of
translations is checked to see if the relevant page addessalfeady been translated. If the
address has not been previously accessed a null pointepwsrthwhich is then caught and the
slow process (see Section 3.1.2) of manually translatiadjtlear address to a physical address
is used. The result of the slow translation is then storedhéncurrent cache array for faster

future access.

4.2 Motherboard

The motherboard is a group of core components which enabiencmication with the periph-
erals as well as housing the BIOS (both system BIOS, whichsbttee machine, and VGA

BIOS which controls the graphics card). The other compaard the I/O port handler, DMA
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JPC Linear address translation cache (TLB)

Memory access

i User level Supervisor level i
i Write Cache Write Cache | !
i Read Cache Read Cache i

Figure 4.6: The implementation of Privilege level changengd linear address translation
caching in JPC

public byte getByte(int offset)

{

return getMemoryBlockAt(offset).getByte(offset & OXFFF);
}
private Memory getMemoryBlockAt{nt i) {

try {

return quickindex[i >>> 12];
} catch (ArraylndexOutOfBoundsException e]
try {
return index[i >>> 22][(i >>> 12) & O0x3FF];
} catch (NullPointerException n){
return UNCONNECTED;

}
}
}

Listing 4.1: Memory access methods
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controller, which enables fast ransfers between capableate interrupt controller, interval

timer and realtime clock.

4.3 PCI

The PCI subsystem includes the VGA card, IDE Controller, #vel Ethernet card. A PCI
device appears no different to the processor than othgrlpeals, with communication occur-
ing through port mapped or memory mapped I/O. However, thede@ces can be configured
by the processor using the PCI-Host bridge, allowing dyrcatiocation of address space map-
pings and port mappings to avoid conflicts from hardwaregagsl values. The PCI ISA Bridge

allows PCI devices to raise interrupts on the interrupt oier.

All the current PCI devices in JPC extend the PCIDevice clhigsv hardware can also be

added to JPC by creating a new subclass of PCIDevice.

4.4 Peripherals

The remaining peripherals implemented are the floppy ditive,PC speaker, keyboard and
the serial port. All communication with these occurs thitige 1/0O bus. The I/O bus is a
communication channel that x86 CPUs provide specific icstvos to access (IN and OUT).
These instructions are only available to supervisor lewelecby default. Peripherals can be
connected to a number of ports and take appropriate acti@mwhe is read from or written
to. The serial port, for instance, was particularly usedulifitial debugging of the BIOS boot

process, as many debug statements are output to it.

The JPC implementation of the peripherals in this secti@n@apsulated in the IOPortCa-

pable interface, shown in listing 4.2.
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public interface IOPortCapable

{
public int[] ioPortsRequested();

public void ioPortWriteByte (int address ,int data);
public void ioPortWriteWord (int address ,int data);
public void ioPortWriteLong (int address ,int data);

public int ioPortReadByte{nt address);
public int ioPortReadWord{nt address);
public int ioPortReadLong{nt address);

Listing 4.2: IOPortCapable interface

4.5 Timing implementations

The handling of time in a virtual machine is fraught with ditfities [98][78]. A common
problem in virtualization is for the virtual time to fall betd real time, due to multiple virtual
machines sharing the same processor. Time in an emulat@nchmp faster or slower than real

time.

Time can be implemented in a number of ways, each with berafdpitfalls. The most
obvious of these is to use wall clock time. The clock in a ahiGPU has to be updated very
often to check if any interrupts need to be signalled fromirexptimers. However, the system
call to get the current time is a relatively expensive openafon the order of microseconds
per call on some systems), and therefore calling the sysairarcevery virtual clock update is

unsatisfactory.

One solution, which will be calle@€orrective Drift Timing is to only call the real system
clock after a certain number of virtual clock updates andrimblate in the meantime. The prob-
lem here is that virtual time is not guaranteed to be mono#dlyiincreasing, due to instructions
taking different amounts of actual time to execute. For g¥amconsider the following inter-
polation scheme illustrated in listing 4.3. The virtual &#mnd real time start off synchronized

and a drift correction is updated every time the system ci®ckieried.

One possible sequence of timings is given in Table 4.1 antieolan plot 4.7, which shows

a decreasing virtual time after the last step. This is ¢jemproblem which could have serious
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static int LIMIT = 1000;

int counter = 0;

long drift = 0;

long currentTime = System.nanoTime();

public void updateTime ()

{
currentTime += drift;
if (++counter >= LIMIT)
{
long diff = System.nanoTime()— currentTime;
drift += diff/LIMIT;
counter = O;
}
}

Listing 4.3: Corrective Drift Timing

Table 4.1: Virtual time versus real time (arbitrary units).

drift 0] 2 4 3 0 -2 -1
virtualtime | 0| O | 2000| 6000| 9000 | 9000 7000
realtime | O | 2000| 4000| 5000 | 6000| 7000| 8000

repercussions for running software. For example, any aetie based software that stores
times with each transaction could have the transactiorr @ftinged. If the system in question

were a banking or database system, this would have potgragelere consequences.

An alternative approach to time emulation, which will beledlinstruction Count Timing
(ICT), isto use a conversion factor from the number of inginns executed. This is determined
from the assigned frequency of the virtual CPU and a fixed rarmbinstructions per cycle.
The number of instructions executed is monotonically iasieg, and hence so is the derived

virtual time.

1

At = Ai - -
X (CPU frequencyx (instructions per cycle

This approach is entirely deterministic, and thus the @rRC’s execution is deterministic
and therefore repeatable. Repeatable execution is higiiyable for debugging purposes. Itis
also fast as there are no system calls involved. One obvi@wgbdck is that the virtual clock

can, and does, get arbitrarily out of synchronization wéal time.
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Corrective Drift Timing (arbitrary units)
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Figure 4.7: A possible timing sequence with non monotoritel time.

A better approach turns out to be a combination of the twoaggres. The virtual time
is updated via the CPU frequency times the number of instnistexecuted, but the CPU
frequency is occasionally increased or decreased acegpialiie difference from the real time.
So long as the frequency is defined as a positive number, thiahtime will always increase.

JPC currently uses ICT, whilst the CPU emulation accurabgisg improved.

4.6 Block Devices

A block device is an abstraction of a physical disk, like adhdnive, floppy drive, or CDROM
drive, which allows arbitrary sectors to be read and writfEme basic block devices are imple-
mented to read a flat binary file which holds the disk’s datzoumpressed. One could write
versions to include compression to reduce the disk image sizvo implementations were
found to be particularly useful, a FAT32 hard drive, and reamdrive. FAT32 was chosen be-
cause it is a format understood by both legacy and currematipg systems, and because it is

much simpler than NTFS, ext2 or other modern file system ftsma

The FAT32 drive, ottree block devicgis used to get files in and out of the virtual machine

quickly and easily. The tree block device acts as a wrappea fieal physical directory. It
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reads in the entire subdirectory structure and files ancepteshem as a valid FAT32 drive to
the emulator. By default, writes to the drive are simply atin memory. However, if output
files are required to be retrieved out of the emulator therdthe can be set to continuously

synchronize with the underlying directory structure.

The remote block device is a way to present a remote driveernag web server as a local
drive. Without it, the entire disk image needs to be downdmhdsiven the aim of running JPC
as an applet, and hence being unable to store anything oodaledisk, minimising downloaded
data is essential. Without a remote drive JPC would be lohtibeusing disk images that would
fit in the memory of an applet, typically 512MiB. For partigiéysics use, the aim is to use
JPC to run cernVM [99]. cernVM is a disk image released by CERBcifically designed to
run in a virtual machine, and which contains the entire ATLgd®ware stack. The important
point here is that the cernVM disk image is around 5GiB, and iilmpossible to use remotely

without the remote block device.

The remote disk works by downloading sectors (512 byte @estialigned on 512 byte
boundaries) on demand. As a sector is requested to be readtfiedisk, a 64 KiB chunk
around the sector (64 KiB aligned) is downloaded and cacbeally. This size was chosen
simply to be a similar size to a typical web page, and thus aase bandwidth or latency
issues. Too small a size would result in sequential readm$pdw wait for the download of
each section, whereas too large would delay the initial ceskl that triggered the download.
The chosen size allows for good performance when readingesgi@l sectors (measured by
running programs that load large files from disk into memadrstartup), and only downloads
slightly more data than is strictly necessary in most situnst Caching the sectors locally
means that subsequent reads in the same region are vernA$aah added bonus, the startup

time for JPC in an applet can be much smaller by avoiding doadihg any disk images.
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Figure 4.8: Network DOOM between two JPC instances.

4.7 Network card

Emulating a network card is necessary for software runnmgHC to be able to have any
communication with the Internet, other computers, or ewberJPC instances. This involved
emulating an ne2000 (Realtek 8029) Ethernet card in soéfram a relatively well defined

hardware specification. This card was chosen because ipposied both by old DOS drivers
and modern Linux and Windows drivers. Possible alternatimelude a USB modem (which
clearly would require implementing a USB port as well) anldeothetwork cards such as Intel
82559 Ethernet Controller or AMD PC-Net Il Ethernet ContnlThese could be implemented

in the future to give more connection options.

If a software router were to be implemented as well, this wayive another way to get
files in and out of JPC at runtime. This is particularly impmttgiven that much contemporary

software is installed directly from the Internet, afteti@lioperating system installation.

A virtual Ethernet hub was implemented in software. Thisbéestwo or more JPC in-
stances to be connected together as if the virtual machiaesen the same local area network.
As a demonstration of this network DOOM was played betweenXRC instances running on

the same physical machine, shown in Figure 4.8.
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4.8 Snapshot

A snapshot is an efficient way of serializing the state of a iB3ance. It enables JPC to be
paused and resumed at will and in different locations andginThis is similar to VMotion, a
highly sought after feature of VMWare, which allows live magon of running virtual machines
between different physical machines to balance resoummgeudn practice VMotion is limited
to moving between machines of the same cpu type (simply lsecalwWMWare is a direct
virtualizer). If JPC’s snapshot ability were extended fowllive migration, it would suffer no

such restrictions, allowing complete freedom of movemé&dREL instances.

To create a snapshot, the entire state of the virtual machokiding all of the hardware
state and memory, is saved to a zip file. This information t&m toe reloaded when JPC is
resumed, typically taking under a second. The entire hamlstate excluding memory and
hard disks can be saved to under 1 MiB. In practice, the sileeo$napshot is largely taken up
with the memory state. Note that only the memory that has begten to is saved. This means
the virtual machine can be allocated large amounts of memiihput worrying about bloating

the snapshot.

The power of this technique for grid applications of JPC &t ihallows a snapshot to be
taken of JPC just before the relevant calculation/program@biout to run, which can then be

started on multiple machines, thus avoiding the delay dirggethrough the boot phase.

The saving of the JPC state during a snapshot is complicgtedelmory mapped objects.
These are hardware components that can be directly mapfmechemory, and hence written
to by any memory operation. For example, the VGA card is mdpp® memory at address
0xA0000 and the BIOS is mapped from 0xC0000 to OXEO00O0. Tiseoéten flexibility as to
where exactly in the memory address space each of these jgechaplowever, for running
programs to function correctly, the location of these ofsiegn memory must be consistent
before and after a snapshot, and hence this is additiortal isf@rmation that JPC captures.
There is currently no way for JPC to resume any TCP connextiwat were in progress when

a snapshot was made.



Chapter 5

JPC execution and profiling

This chapter summarizes how execution proceeds in JPC asdmis methods for improving

the emulation accuracy and speed estimation.

5.1 JPC Execution

JPC executes x86 code first by interpreting the instructiamd eventually with compiled meth-
ods using dynamic compilation. The basic execution loopasw in listing 5.1 and is currently
single threaded. Currently JPC only emulates a single€Btgd, but eventually it would be ben-
eficial to extend JPC to emulate a multi-core architectuseh&n extension will present many
obstacles, such as correctly emulating the concurrent meaccess properties and the per core
memory cache coherency, not to mention ensuring each a@adlof execution is kept in sync
with the virtual clock ticks. Of course, a multicore arcleiigre could be more simply emulated
using a single real thread, but this would defeat the purpbsmabling concurrent execution

of different virtual threads.

The memory repeatedly executebasic block(defined in section 3.1.3) on the CPU and
handles any interrupts, until a processor exception octMigen a processor exception occurs,
the exception is handled before returning to the main exaclaop. Note that this structure of

the memory executing code using the CPU does not correspdhd hormal understanding of

67
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AddressSpace m;// created during PC construction
while (true)
{
try
while (true)
{
/Il execute a basic block
m.execute (cpu, cpu.getinstructionPointer());
/Il process any pending interrupts
cpu.processlinterrupts ();
}
} catch (ProcessorException e)
{
cpu.handleProcessorException(e);
}
}

Listing 5.1: JPC’s basic execution loop - execute is calledhe memory and the CPU and the
instruction pointer are passed in, before handling infesru

computer operation where a CPU executes code using memiogye s a different version of
this execution loop for each processor operation mode. figteuiction pointer is fetched from
the CPU object, and this is used by the address space toveethe relevant codeblock, de-
coding the raw x86 instructions found there if required.sl¢odeblock is then executed, using
the emulated CPU object, and then, any pending hardwareupte are handled. For 100%
accurate emulation, one would have to check for interruipés avery instruction. However, in

practice, it is acceptable to check only at the endaxic blocks

When emulating a CPU, it is often beneficial to employ optatian and simplification
techniques similar to those used by the real processors.eiMdatel processors break the
Complex Instruction Set Computing (CISC) architecture x&#ruction into one or more sim-
pler microcodes: to load the inputs, do the actual operasitume the output and finally update
the CPU flags. For example, an ADD EAX, WORD PTR [EBX] could leeaded to the JPC
microcodes in listing 5.2. This instruction takes the 2 byatie (referred to as a “word”) at
the 32 bit addresEBX, adds this to the value iBAX, and stores the result back inEAX.
Using a small set of low-level microcodes is much easier tol@ment and debug (in either a

real processor or a processor emulation) than a large setgflex instructions. JPC also uses
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microcodes to cache the result of decoding the x86, which exaensive process. Microcodes
also make other optimisations easier for an emulated psocéy exposing the structure of the
higher level instructions. If, in the future, JPC is expahtieemulate a 64 bit processor, then

most of these microcodes will remain intact, with some nergioms added.

JPC’s microcode set has around 700 microcodes from whichin&6uctions are con-
structed. The microcodes were chosen by imposing 4 stepacio iestruction, and if one
of these steps is still complex, then it is further broken dawto simpler microcodes. These 4

steps are as follows:

1. load input operands
2. perform operation
3. store output operands

4. update flags

A situation where one of these steps needs to be broken dothefis when a complex memory
address is used. For example the load effective addressatieh - LEA ESI, [EBX + 8<EAX

+ 4], which gets decoded to the microcodes in listing 5.3.ei{#rere is no operation and no
flags to calculate, just load the input, and store the outfR€ currently has 3 virtual registers
(reg0 regl, reg? as well as a virtual address registatdr. These virtual registers are used
to store the loaded input operands in, which the actual dtiper&f any) operates on. After
the operation the result(s) are stored from the virtualstegs to the destination operand(s).
The effect of this separation is that the input operands angub operands can be decoded

independently of the operation, thus simplifying the code.

Decoding has to be done only once for a given section of x8@ ¢odless the code is self
modifying), and the result can be cached and optimisedreithie background, or compiled
in advance. The reason this is an effective technique isx8&tode typically has a very high

execute/write ratio: every operation decoded is typicelgcuted at least 10,000 times. Thus,
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LOAD_EAX load the value in EAX

LOAD SEGDS load the memory segment DS to be read from
ADDR_EBX set the address to read from in DS
LOAD_MEM WORD actually read from the memory segment

ADD perform the addition

STOREEAX store the result back into EAX

ADD_O16 FLAGS update the arithmetic flags

Listing 5.2: Decoded JPC microcodes for the instruction ABAX, WORD PTR[EBX]

ADDR_IB add 4 to the address

4

ADDR_8EAX add 8EAX to the address

ADDR_EBX add EBX to the address

LOAD_ADDR load the resulting address into a temporary
register

STOREESI store the temporary register value to ESI

Listing 5.3: Decoded JPC microcodes for the instruction LEER, [EBX + 8*EAX + 4]

optimising a section of code at runtime can greatly imprdwe speed of execution. Using

microcodes facilitates redundant code removal, partitukithmetic flag operations. After

each arithmetic operation, the processor updates the E#ggster (which stores the current
status of the processor, with binary flags for certain priogex. The Eflags register stores
properties of the previous arithmetic calculation, suctvasther the result was zero, of odd or
even parity, whether there was an overflow. One of these fagfan used at the end of a block
to decide where to jump to, but consecutive arithmetic dpera overwrite the flags and hence
the earlier updates are redundant. Nevertheless, decaduhgptimisation needs to be as fast

as possible because they happen during runtime.

The first time a block is executed, a decoded list of microsddestored for subsequent
execution. Once a block has been executed (interpreted)tirs, it is queued for compilation
by the JPC compiler, and the resulting compiled block reggdabe original interpreted block.
The interpretation limit of 1024 was chosen after varyinglimit and timing the execution of a
cpu benchmark. Eventually, the compiled block is itself pded by the Java Virtual Machine

(JVM) compiler. This flow of optimisation is shown in Figure2s

Currently JPC only compiles code up to the end of a basic bl@kce a block has been

decoded into microcodes and before it has been compileagikdsuted by a microcode inter-
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Underlying memory (byte array)

Shadow CodeBlock Array

N|IR(D|/DIDIN|N[(R|D|D(R|D|(D|D|D|N|N

CodeBlock CodeBlock :

CodeBlock

Figure 5.1: The Codeblock structure mirroring the undedyinemory. N is a null reference, R
is a reference to a CodeBlock and D is a dummy reference toatelthat there is a
CodeBlock covering this position.

preter. Decoded/compiled code blocks are stored in a codelairray mirroring the memory,
as illustrated in Figure 5.1, with the corresponding eleineinroring the first byte of the code
block containing a reference to the decoded/compiled bbdgict. The remaining bytes of the
block hold a dummy reference which is used to ensure comgiéedded blocks are invalidated

if a write occurs in the memory area they cover.

5.2 Compiled execution

A code block compiler takes as input the list of microcodes @arresponding x86 instruction
lengths in bytes for a basic block, and creates a Java clast warforms an equivalent com-
putation to interpreting the list of microcodes. A code lBl@ompiler thus corresponds to the
middle arrow in Figure 5.2. The reason for compiling a codmchklis to try and extract the
maximum performance out of it, by allowing the JVM to see ttracture of the block and its
instructions. To execute this class as if it was part of thing JPC process, the class bytes
must be loaded into the JVM as if they were part of the JPC egiphin code. Fortunately Java

provides this mechanism via the ClassLoader object: all#@ compilers implement a custom
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basic block of raw x86 bytes

on 1st execute

Interpreted block of decoded microcodes

after 1024 executions

JPC compiled class

after 10,000 executions

JVM compiled native code

Figure 5.2: The compile chain for x86 code in JPC.

class loader to load in all these new classes.

5.2.1 Source code compiler

The first attempt at a compiler for a basic block was a “souotktcompiler. Each microcode
had associated Java source code written out by hand. Thigilesrased the very simple ap-
proach of just appending all the source code fragments &mierocodes in a given block, and
compiling the resulting Java source file at runtime into axlarhis basic approach is easy to
implement and the hope was that the Java runtime compileldimiable to optimise the code
further. Even with such a naive approach, this compilergaive an improvement of a factor 2X
the speed of the interpreted version. This served as thiégatbn for writing more advanced

compilers.
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5.2.2 Basic block compiler

The basic block compiler splits up the JPC microcodes iraticssingle assignment (SSA)
form [100]. In SSA form each variable is assigned exactlyeonexisting variables are split
into versions. Itis often used as an intermediate repratientin compilers because it simplifies
the properties of variables and improves the results of nogtiynisations. For example, here
it allows the dead code within a basic block to be removedyting redundant copying of
unused CPU register variables into local variables) ansl ihiet execution of the block in a form
where the JVM compiler can see the sequence of x86 instnsstrictly JPC microcodes) and
thus perform further optimisations. This gives roughly eda of 10X speed increase over the

JPC microcode interpreter.

5.2.3 Basic loop compiler

The basic loop compiler was developed to optimise the masneon examples of loops. The
relevant loops have code blocks that end with a short jumpifgojto a position less than
128 bytes away from the current position) to either the saotke dlock, or another which
then returns to the original. After the execution of one @ lthocks, the instruction pointer is
compared to see if it points to one of the other blocks and,iftsat block is directly executed,
and so on through other locally connected blocks. Thisivegtsimple step actually affords a
factor of 2X speed improvement, hinting at some of the speegtase possible with a full loop

compiler.

5.2.4 Full loop compiler

A full loop compiler, which can include jumps (and thus loppsould allow the JVM to see
the higher level structure of the code over multiple basacks (which are terminated by a
jump). This would provide the JVM significantly more scopedptimisations such as variable

hoisting, dead code elimination, range check elimination e
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Section 5.4.3 demonstrates that there is considerabldneserassociated with starting a
new basic block. This penalty is primarily due to the time saamed by fetching the correct
block to execute, setting up all of the local variables fag btock, and copying their values
from the CPU variables. Theoretically, for tight CPU bouadpgs, this overhead can be almost
completely eliminated with an advanced loop compiler beedang periods of time would be
spent inside a single 'superblock’ or combination of nedstwecks. This strongly suggests that
a properly implemented full loop compiler would provide grsficant speed increase to JPC.
An indication of the potential speed increase is given bydifference between the toy CPU

version 4 and 5 in section 3.2, roughly a factor of 8 times.

5.2.5 Storing compiled blocks between runs

JPC is designed to run scientific code on a global grid of Jppéets. All of these compilers
are very effective at making JPC execution fast, but they wrk when JPC is run as a stand
alone application, as creating custom class loaders iepted by the applet sandbox. The
prohibition of compiling at runtime within an applet redsc#PC to interpreted performance.
However, for a given task, JPC can be run once as a standadpheadion with all the compiled
classes subsequently saved to a Java archive (JAR) file. \WR@ns run again with the new
JAR file in the classpath, either in the applet or the appboathe precompiled classes can still
be loaded at runtime, and the execution is in fact fastéylséitause the overhead of compilation
has been removed. This is a perfect fit for the target apmicatf running physics code in JPC

using applets.

Java classes are loaded at runtime using only their fullyliftech name, for example
“org.jpc.emulator.PC”. In order for JPC to be able to loadecpmpiled class for a section of

x86 code, the classname must be a deterministic functiomeat86 code.

To achieve this, compiled classes are named from a hash djitke block's JPC mi-
crocodes and the operating mode of the CPU, for example BA®T1922109533.class. This

then allows the applet version of JPC to load classes by congpthe hash of the decoded
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CPU state Memory

Disk drives Other hardware state

Figure 5.3: The components of a PC'’s state.

microcodes. To avoid problems caused by hash collisionswahaass is loaded, the original

microcodes of the compiled class are compared to those oietvy decoded block.

5.3 Improving JPC’s emulation accuracy

The state of a virtual PC is made up of the state of the memleyhard disk, the CPU and
the remaining hardware as in Figure 5.3. For ideal executincomplete state of these would

follow that of a real PC with identical hardware attached.

5.3.1 Platform specification

Implementing the Intel specification for the processor akea is not enough, as the specifi-
cation is often wrong or undefined. For example, accordintpédntel specification (Mol 3A,
section 7.1.3) an instruction is not allowed to modify thstinction immediately after it, but

some old DOS programs depend on this capability to functiopgrly.

A more serious example of an instruction that is incorreddgumented is the AAA - Ascii
Adjust after Addition instruction. According to the Intgdecification, this instruction behaves
as in listing 5.4. However, on a Pentium processor, it behaeeording to listing 5.5. Apart
from the obvious difference in flag setting, the two giveeiéint results if the upper 4 bits of AL
are set (L & 0xFO = 0xFO0). For example, with input AX = 0x12FA, the Intel specificatio

gives a resulting AX of 0x1300 and an actual Pentium givesaltiag AX of 0x1400.
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if (((AL & OxOF) > 9) || AF)
{
AL = AL
AH = AH
AF 1:;
CF 1
}
else {
AF =
CF =
}

AL = AL & OxOF;
OF, SF, ZF and PF are undefined.

o O

Listing 5.4: AAA instruction and how it affects AX and the flagccording to the Intel
specification, N.B. AX is AH:AL

if (((AL & OXOF) > 9) || AF)

= AX + 0x106;
1,
1;

o O

>
~
>

L & OxOF;

wn o
M7 T

o o

(AL == 0):
parity (AL);

z
P

Listing 5.5: AAA instruction and how it affects AX and the flegrhen executed on a Pentium,
N.B. AXis AH:AL

5.3.2 Initial debugging attempts

JPC can execute one instruction at a time and allow the m#lestate to be examined using
the JPC debugger. The JPC debugger is a graphical useacedd JPC that allows the CPU

and memory state to be examined at any point, as well as nalebalgger features like setting

break points and watch points.

One possible automatic verification method would be to condeC to a suitably config-
ured real PC and compare states in lock step (Figure 5.4) difeyence could be detected and

the bug fixed before continuing. However, there are manytipadifficulties to employing
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Command to execute
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Copy PC state and compare

Figure 5.4: Comparing an emulator with a real PC one insto@t a time.

this approach. For example, either the JPC or the real malststate has to be transfered to the
location of the other for comparison. Even if the transfetase over Gigabit Ethernet this will
limit the execution rate to about 1 instruction per secosdiaing the PC has at least 100mb of
memory, which most modern operating systems need). Boatmgdern Ubuntu Linux takes
tens of millions of instructions, translating to a companisime on the order of about 4 months

for a single run.

An alternative arrangement is to compare execution in JREDother x86 emulator that is
already sufficiently accurate to run the desired operatysgesn, as illustrated in Figure 5.5.
The two obvious candidates are Qemu and Bochs. Qemu waschesause of its pre-existing
gdb interface (a standardised debugging interface), spe@@ase of modification. There is no
obvious way to compare the state of the hardware, apart fren€CPU and the memory. The
CPU state amounts to at least 10 four byte registers (depgnaiether the debug registers,
control registers, MMX registers and FPU registers areuighetl). The memory amounts to at
least several MiB of data and probably more like several heshdiB for booting a modern
OS. Comparing the memory after each step is very slow. Taezgeinitially, the memory state
was ignored and only the CPU state was compared after eachatisn. This still picked up a

large number of errors.

Deterministic execution means repeatable execution,aadsthighly desirable whilst JPC

is still being debugged. However, interrupts are normakparce of randomness which could
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Figure 5.5: Comparing two emulators one instruction at &tim

affect this. Interrupts are very hard to deal with, becabgy tare random hardware sourced
events. The exact timing of interrupts is non deterministiaeal machines and for emulators
other than JPC (this is discussed in section 4.5 - JPC canaisamdnistic timing that may
get out of sync with real time’ or non deterministic timinigat stays synchronized with ’real
time’). An interrupt is a signal to the CPU from some otherdveare that there is other work
to be done, for example a network packet to be read. The milysizased randomness of
interrupts makes it impossible to single step two machingsarallel. A method to side step
this issue is to notice that one of the machines is in an mpervia thelF CPU flag (which
indicates if the processor is handling an interrupt), andlsi step that machine until it returns
from the interrupt - thereby effectively ignoring the imapt. This method was used to identify
many emulation bugs, but only proved useful for under a neiruitnative execution as more

and more side effects of interrupts accumulate.

The techniques described in this section allowed JPC tdwrsafficient accuracy to firstly
boot through the BIOS from the BOCHS project, and secondlgaot all versions of DOS,

Windows 3.0 and a minimalistic version of command line onilyux (Qemu Linux).

5.3.3 Direct debugging

Once a version of Linux could be booted in JPC, a much moraesitidebugging scheme was

available. It was then possible to directly test each opsuitiein JPC on a range of different
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Figure 5.6: Comparing two emulators one instruction at @ @mnd ignoring interrupts.
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inputs and print out the CPU state after each one. A C prograswritten with inlined assem-
bly (a symbolic representation of raw machine code) sesttorioad desired test values into
the CPU registers, perform the instruction, and then ekthecfinal CPU register values. The
input CPU state, instructions and the post instruction CRtésre printed to a text file for later
comparison. In principle, it is possible to write test caesall the valid opcodes, run the pro-
gram inside JPC and on a real machine, and compare the rdsigtsnpossible to test all the
possible inputs for every instruction (there a2, 1076 different possible inputs for a given
instruction - or about the same as the number of protons iutinerse!), but a well chosen
subset of inputs should find the majority of the emulatiooesr This method is incredibly fast

- it can be run over a representative set of inputs in a minute.

An example C program to test tlald instruction for one input set is shown in listing 5.6.
rO andrl are the input operands aiftags are the input flags. Thasmcall directly inlines
assembly code and arranges for output values to be storée ispecified variablesds and
flagsin this case). The result of the operation is storedeg and the flags following the
operation are stored iilags The printf simply formats the inputs and outputs in hexadecimal
format and prints them to the console. Note that the | on tliecérihe add specifies that the

add operation must use 32 bit operands.

When this program is run it outputs the following:
addl A=12345678 B=11111111 R=23456789 CCIN=0000 CC=0202

Ais the firstinput operand, B is the second input operand tResesult, CCIN are the flags

before the instruction, and CC are the flags after the instnuc

Tests have been written for testing most of the basic instms including data transfer
(e.g. MQV), binary artihemtic (e.g. ADD, DIV), decimal drinetic (e.g. AAA), logical op-
erations (e.g. AND, XOR), shift and rotate instructiong)(€SHR, SHL) and byte operations
(e.g. SETE). Most of the remaining problems are to do withdbmplex logic involved in
task switching, inter privilege control transfer and sWwitgy between different CPU operation

modes. However, JPC is now capable of booting some modephiged Linuxes (Damn Small
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#include <stdio .h>

int main ()

{
long r0 = 0x12345678;
long r1 = 0x11111111;

long iflags = 0;

long res = r0;
long flags = iflags;

asm ("push %¥4n\t”\
"popfin\t”\
"addl %k2, %kO\n\t” \
"pushf\n\t”\
"pop %L\n\t"\
© "=q” (res), "=g” (flags)\
:"q” (rl), "0” (res), "1” (flags));
printf ("%—10s A=%08Ix B=%08Ix R=%08Ix CCIN=%04Ix CC=%04Mhn", \
"addl”, rO, rl, res, iflags, flags);
return O;

Listing 5.6: 32-bit ADD opcode test

Linux and Feather Linux).

5.4 Profiling JPC

For the purpose of measuring the speed of JPC, the relevead sphow fast JPC emulates x86
instructions. There are various other possible speedstsider, such as I/0O speed, or memory
access speed within JPC. However, at the moment, JPC is Céntdl lftypically running 10-
12% native speed, peaking at 20%) and therefore the CPU isnjh@rtant part to optimise.
The next question is how to best measure the execution spaethtively long running (of the
order of minutes) application that vértual CPU boundis needed. This means it must mainly
involve arithmetic and no I/0O operations. Due to the fact tha current JPC compiler does not
compile loops, any tight loop will be dominated by the effetthe jumps - there is a lookup-
dispatch for each block. This means that ideally the apdinawill be a CPU bound, Linux
executable with a long inner loop, but not too long for reasthvat will become evident later.

To ensure that the application is fully CPU bound and not mgrbound there should be no, or
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minimal, memory accesses. The Java Hotspot compiler soragtias trouble inlining memory
accesses, due to the multiple possible types of memoryjwinald slow down the benchmark

further.

54.1 Measurements

Great care must be taken when making time measurements virargt machine including JPC
and other virtualizers. For example, in JPC one cannot sitiple the program as one would
on a real system, using the Lintixne program. Runnindime inside JPC uses JPC'’s virtual
time, which can easily be adjusted to report any value. Mesasents of programs running

within JPC were done using a stop watch.

One also must be careful of non deterministic VM effects, athbthe Java Virtual Ma-
chine and JPC itself. Profiling Java programs is surprigihgird to do in a rigorous fashion
[101][102]. There are many non deterministic VM effectsttheed consideration; for exam-
ple, Hotspot requires several thousand runs of a code péthelieis queued for optimization;
garbage collection pauses are not predictable; and cothpilde can be dynamically deopti-
mised and queued for recompilation, which means a retumtéspreted performance. More-
over, before the JVM can compile the emulated x86 code, B&@ ihust compile the relevant
codeblocks, which is set to happen after 1024 executionsgifen block. This means that
a proper warmup involves running a particular block at lessteral thousand times. Once
the code is warmed up then it must be timed repeatedly to emandom variation due to the

physical machine and remaining JVM effects are quantified.

5.4.2 Code

A small loop shown in listing 5.7, similar to that used for tiog CPU benchmarks in listing
3.1, was used to profile JPC execution. The aim was to estibwdtethe execution speed of
raw instructions and also the fixed cost between basic blo€kss fixed cost consists of the

time taken to lookup the new code block to execute, load tleeaat registers from the CPU at
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#include <stdio .h>
int main ()
{
int sum=0, i;
for(i=1; i < 1000000000; i++ )
{
sum += (sum”i)/i;
}
printf ("%d\n”, sum);
return (0) ;
}

Listing 5.7: Benchmark 1 code - zero unrollings

the beginning of the block and save them back to the CPU atrtti®Ethe block. To achieve
this, the basic loop of arithmetic was unrolled differentcamts and the resulting benchmarks
were timed with a stop watch. Unrolling a loop means copyirggdode in the body of the loop
several times. To compensate for unrolling the loogmes, the loop counter is divided loy

to make sure the total amount of work is identical. This igsttated fom =5 in listing 5.8.
Note that the results will change with the unrolling, but th&tructions executed are the same,
so comparisons are still valid, and a good loop compiler @aatluce incrementing of loop
counters in a similar way. The benchmarks were compiled loywgth optimisation level O to
ensure the desired basic block structure. This was thefiecetsing the JPC debugger. The
body of the loop was compiled to a single basic block, comgjsaf 9 x86 instructions. These

are shown in listing 5.9.

Note that the constant in the compare (cmp) instruction iglibt, the number of loops,
and the jump constant is -24, which is to the beginning ofltlosk. The loop was unrolled by

factors of 5, 10, 20 and 30 times.

5.4.3 Results

The execution of each of the benchmarks was measured in JE@d$9on the same physical

hardware with the error taken to be the standard deviatidhasfe with a measurement error of
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#include <stdio .h>

int main ()
{
int sum=0, i;
for (i=1; i < 200000000; i++ )
{
sum += (sum”i)/i;
sum += (sum”i)/i;
sum += (sum”i)/i;
sum += (sum”i)/i;
sum += (sum”i)/i;
}
printf ("d\n”, sum);
return (0);
}

Listing 5.8: Benchmark 1 code - five unrollings

mov edx, ecx

xor edx, ebx

mov eax, edx

sar edx, Ox1F

idiv ecx

add ecx, 0x1

add ebx, eax

cmp ecx, Ox3BY9ACAOO
jne OXFFFFFFES

Listing 5.9: Benchmark 1 code - x86 instructions (24 bytegtéi)
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0.5s. The results are shown in Figure 5.7. All the benchmasroughly the same time to run
natively as can be seen from Figure 5.8, with the defaultliingoversion taking 13.0840.009s
(measured using the linuxme command). The execution time for each benchmark in JPC is

modelled as follows:

T =n(m+c)

total time for benchmark

number of loops

time taken for the work in one loop

= afixed time cost between each loop iteration

o 3 5 -
|

In this model, the produatmis assumed to be fixed across the benchmarks as the total time
for the work ignoring looping costs. Then a plot dfvs n with a straight line fit, shown

in Figure 5.7, gives two values. The gradientiand they-intercept is the ’ideal timehm

for the benchmark if the looping cost was approximately z€rbis gives us a value af =

0.258+ 0.004 us and ideal execution time aim= 127+ 2s, translating to 11% native speed.

To verify this result the entire set of measurements wasateplewith a different loop body
with some extra arithmetic code. The code for this secondHreark is shown in listing 5.10.
The timing results for this second benchmark are plottedgure 5.9. The value obtained for
the loop cost i< = 0.262+ 0.008us, which is consistent with the previous measurement. It is
observed that both benchmark timings increase by more tHaoter of 10 beyond a certain
level of unrolling. This is because the Java Hotspot compigss a maximum method length
that it will compile (set at 8000 bytes). Once a method pasedimit, despite being executed
many times, it will not be compiled to native code and thud wih interpreted in the JVM.
This easily results in a factor of 10 slow down compared tanaroperation. This is not a
concern for normal operation as these are highly artifi@atisns of code. As shown in [103],
most basic blocks in modern x86 execution are only a few x86utions long, and 95% of

basic blocks are under 16 x86 instructions long.
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JPC Benchmark1l loop unrolling
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Figure 5.7: Timing results for different loop unrollingsd®C benchmark 1. N.B. the error bars
are very small.

JPC Benchmark1l loop unrolling, native
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Figure 5.8: Timing results for different loop unrollings #PC benchmark 1 run natively. N.B.
the error bars are very small.
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#include <stdio .h>

int main()
{
int sum, i;
for(i=1; i < 480000000; i++ )
{
sum += (sum”i)/i;
sum = 3;
sum —= 10;
sum &= 10241024 -1,
}
printf ("d\n”, sum);
return (0);

}

Listing 5.10: Benchmark 2 code

JPC Benchmark?2 loop unrolling

Total time (s)
g

Regression line: y = (0.262 = 0.008)x + (66 * 2)

0 25 50 75 100 125 150 175 200 225 250 275 300 325 350 375 400 425 450 475 500
Number of loops (millions)

Figure 5.9: Timing results for different loop unrollings#d®C benchmark 2.
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LOADO_ECX
STOREQEDX
LOADO_EDX
LOAD1_EBX
XOR
STOREQEDX
BITWISE_FLAGS_032
LOADO_EDX
STOREQEAX
LOADO_EDX
LOAD1.1B

Ox1F

SAR.032
STOREQEDX
SAR_O32FLAGS
LOADO_ECX
IDIV _032
LOADO_ECX
LOAD1.ID

Ox1

ADD
STOREQECX
ADD_O32FLAGS
LOADO_EBX
LOAD1_EAX
ADD
STOREQEBX
ADD_O32FLAGS
LOADO_ECX
LOAD1.ID
0x3B9ACAO00
SUB
SUB_O32FLAGS
EIP.UPDATE
LOADO._IB

OxES8

JNZ_08

reg0 = cpu.eax;
cpu.edx = reg0;
reg0 = cpu.edx;
regl = cpu.ebx;
reg0 "= regl;
cpu.edx = reg0;
set flags according to
reg0 = cpu.edx;
cpu.eax = reg0;
reg0 = cpu.edx;
regl = (byte) Ox1F;

reg2 = reg0; reg®>= regl,;

cpu.edx = reg0;
set flags according to
reg0 = cpu.ecx;

divide and store result:remainder in eax:edx

reg0 = cpu.ecx;
regl = 1;

reg2
cpu.ecx = reg0;
set flags according to

reg0 = cpu.ebx;
regl = cpu.eax;
reg2 = reg0; reg0 = reg2 + regl;

cpu.ebx = reg0;

set flags according to
reg0 = cpu.ecx;

regl = Ox3B9ACAQ0;

reg2 = reg0; reg0 = reg2 regl;

set flags according to

cpu.eip += x86 length ofthis block;

reg0 = (byte) OXES8;

if the zero flag is not set, add reg0 to EIP

reg0; reg0 = reg2 + regl;

reg0

reg0

inputs and result

inputs and result

inputs and result

Listing 5.11: Benchmark code - JPC microcode instructiorstheir implementation (37)

5.4.4 Possible improvements

Analysing the code further suggests many more improvenargyives an indication of the

attainable speed in the short term.

Listing 5.11 shows the decoded microcodes for the loop bodyenchmark 1. These are

executed by the interpreter in JPC before the block is cadpilhese basically involve loading

values into the virtual registereg0 andregl, performing an actual operation, and storing the

result fromreg0back out to the appropriate CPU register variable.
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Once the block has been executed 1024 times, the JPC comvpileompile it into a new
class, which is then able to be compiled by the Java Hotspopder to native code. The
rough output of the JPC compiler for this block is shown itifig 5.12. This shows that all the

redundant and expensive flag operations in the middle ofltdekhave been removed.

A JPC Compiled block is significantly faster than the JPCrpreter, largely because it
allows the Java Hotspot compiler to see the structure antioak between instructions, at least
within a basic block. Analysis of the code in listing 5.12 wsiscexactly what corresponds to
the fixed lookup cost calculated earlier. Bytecodes 5, 29 and 130 are loading ¢leeled
variables from the CPU to local variables. Bytecodes 176 &rrespond to calculating all
the remaining flags (not needed for the jump) and storingetlilegs and the modified CPU

registers back in the CPU object. A good JPC loop compileldcaamove all these costs.

Assuming that the average basic block length in typical x&&etion is~ 3 instructions,
the minimum speed up from implementing a good loop compdedPC can be estimated. It
is a minimum because once the Java Hotspot compiler can ededp structure of the guest
x86 code, then it has a lot more scope for optimisation. The&&} block would therefore take
thow = C+ W microseconds to execute. We can estinvater the typical 3 instruction block by

dividing the work time for our 9 instruction benchmark by $héFefore

thow~ (0.26+0.13/3) S~ 0.303uS

The estimated maximum time with a loop compiler that elirntesa is

tioop ~ 0.13/3US ~ 0.0433uS

So the expected speed up is at least

tI’]OW

~7

tIoop
The other potential area where Hotspot could be given sonpeisién the method size. The

JPC Compiled block for the first benchmark was 650 bytes larmjst only emulating 9 x86
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5: getfield // Field Processor.ecx

11: invokestatic //Method ProtectedMode.regDOADO_ECX ecx

19: invokestatic //Method ProtectedMode.regDOADO_ECX ecx

22: invokestatic // Method ProtectedMode.ed8TOREQEDX reg0

25: invokestatic // Method ProtectedMode.regDOADO.EDX_edx

29: getfield /I Field Processor.ebx:|

35: invokestatic //Method ProtectedMode.reglOAD1 EBX ebx

38: invokestatic //Method ProtectedMode.regXOR.reg0O.regl

41: invokestatic // Method ProtectedMode.edRTOREQEDX_reg0

47: invokestatic // Method ProtectedMode.regDOADO_EDX edx

50: invokestatic //Method ProtectedMode.eaSTOREQEAX reg0

58: invokestatic //Method ProtectedMode.regDOADO.EDX_edx

61: Idc /lint 31

63: invokestatic //Method ProtectedMode.regLOAD1 IB_immediate
66: invokestatic //Method ProtectedMode.reg8ARO32.reg0.regl
69: invokestatic //Method ProtectedMode.edSTOREQEDX_reg0

75: invokestatic // Method ProtectedMode.eakDIV_032reg0O_eaxedx
83: invokestatic //Method ProtectedMode.regDOADO_ECX ecx

86: Idc /[lint 1

88: invokestatic //Method ProtectedMode.regllOAD1 ID_immediate
91: invokestatic //Method ProtectedMode.reg®DD_regO.regl

94: invokestatic //Method ProtectedMode.ec8TOREQECX reg0

106: invokestatic // Method ProtectedMode.edkDIV_032reg0O_eaxedx
111: invokestatic // Method ProtectedMode.regDOADO.EBX ebx

116: invokestatic // Method ProtectedMode.regLOAD1 EAX eax

119: invokestatic // Method ProtectedMode.reg®DD_reg0O.regl

122: invokestatic // Method ProtectedMode.eb8TOREQEBX reg0

130: getfield // Field Processor.eip

133: ldc /lint 24

135: invokestatic // Method ProtectedMode.eifelP_.UPDATE eip_x86length
138: Idc /lint —24

140: invokestatic // Method ProtectedMode.regQOADO.IB_.immediate
145: invokestatic // Method ProtectedMode.regDOADO.ECX ecx

151: Idc //int 1000000000

153: invokestatic // Method ProtectedMode.regllOAD1 ID _immediate
159: invokestatic // Method ProtectedMode.reg@&UB.reg0.regl

165: invokestatic // Method ProtectedMode. zflaGUB. O32.FLAGSreg0
171: invokestatic // Method ProtectedMode.eidNZ_0O8_cs_eip_-reg0_zflag
176: invokestatic // Method ProtectedMode.reg3UB.reg0

184: invokestatic // Method ProtectedMode.cflagUB O32. FLAGS reg2regl
189: invokestatic // Method ProtectedMode. pflagUB.O32. FLAGSregO0
198: invokestatic // Method ProtectedMode. aflagUB.O32.FLAGSreg0O.regl.reg2
205: invokestatic //Method ProtectedMode.sflaGUB O32 FLAGSreg0
214: invokestatic //Method ProtectedMode.oflagUB.O32. FLAGSregO.reglreg?2
219: invokevirtual //Method Processor.setOverflowFlag

224: invokevirtual //Method Processor.setSignFlag

229: invokevirtual // Method Processor.setZeroFlag

234: invokevirtual // Method Processor.setAuxiliaryCarryFlag

239: invokevirtual // Method Processor.setParityFlag

244: invokevirtual //Method Processor.setCarryFlag

249: putfield /I Field Processor.eip

254: putfield /I Field Processor.ebx

259: putfield // Field Processor.edx

264: putfield // Field Processor.ecx

269: putfield /I Field Processor.eax

274: ireturn

Listing 5.12: Benchmark code - JPC compiled block JVM bytecsummary (650 bytes long)
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instructions. As can be seen from listing 5.12, only 275 ekthare the actual body of the exe-
cution. The remainder are set up to handle virtual CPU exmept Given that these exceptions
are rare it would make sense to put the code for handling thenseparate method. Then if the
exceptions do turn out to be common, Hotspot can inline thiaotkand remove the indirection
cost. However, with a much smaller execute method, hotgpotlo much more inlining before
it hits the code size limit. This would not affect the curreasic block compiler, but is likely to

have a significant effect on a loop compiler.

A fully optimised JPC should thus be able to execute codessdpexceeding 70% of native
speed. Once even 50% is reached, more possible uses bedometvat and economically

feasible.



Chapter 6

Map-Reduce and a Nereus based

Implementation, Mycelia

The map and reduce constructs from functional programnmiagised to apply the same algo-
rithm to a large number of chunks of data and collect and coethie results at the end. Map-
Reduce is a distributed programming paradigm and assdérgtzface, based on the functional
programming concepts, which is used to analyse large datesparallel using many physical

machines. Many problems have been adapted to use Map-Redhakearticle physics analyses
could also benefit. This chapter gives an introduction toMiag@-Reduce paradigm and algo-
rithm, followed by a description of Mycelia, an implemembatof the Map-Reduce algorithm

to run on a Nereus desktop cloud.

6.1 Introduction

Map-Reduce is a programming paradigm, and associatedaoggrfor processing large data
sets. The Map-Reduce interface was popularised by Googles@minal 2004 paper [104], by
Jeffrey Dean and Sanjay Ghemawat. This paper introducegl&somplementation, Google
MapReduce, which the company used for many tasks, inclutimgreation of a graph of links

on the Internet, which is crucial to the company’s searchrendvap-Reduce has been adopted

92
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by many other companies for processing very large datagateo use an open source imple-

mentation, Hadoop [105], which they have used to win the Serabenchmark competition.

The idea was inspired by the map and reduce functions frogtifumal programming. Func-
tional programming treats computation as the evaluatianathematical functions and avoids
side-effects, state and mutable data (i.e. calling a fanatiith the same arguments will always
return the same result - there is no possibility for othetesta change the result). It is exactly
this lack of side effects that allows a map function to be @atdd on different sections of input

data in parallel.

The Map-Reduce interface allows a large class of algorittivatsneed to be run over very
large datasets to be written without any knowledge of disted programming. This enables
the user to focus on the algorithm implementation and leivla@ details of parallelisation,
distribution, failure handling and result collection t@thlap-Reduce framework. The compu-

tation can then be sped up by taking advantage of a large mwhbechines.

6.1.1 Problems handled by a Map-Reduce framework

A Map-Reduce implementation typically runs on hundred$itusands of machines, and thus
machine failures are likely and must be handled gracefuigintaining correctness of the com-
putation. A failure is any condition that prevents a macliioen participating in a computation.
Failures can be caused by hardware faults in any of the majoponents (hard drive, power
supply, processor, RAM) in the contributing PCs, althoughrhain sources are the hard drives,
motherboard and the network. A study by Google [106] indidad typical disk drive failure
rate of 2-10% per annum. A larger study by Gartner [107] iathd annualized desktop PC

failure rates between 5 and 15%.

Network failures are even more unpredictable as they mayayrmot represent a hardware
failure in one of the contributing machines. A network fadus any condition that causes a
machine to be inaccessible over the network. This could betaark card failure in a PC,

a router failure on the network, or simply a bandwidth ovad@f a segment of the network.
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Annualized failure rates as high as 15% suggest that forsaerlof around 1000 PCs, a failure
should be expected roughly every 2 days. Writing distridutede that can handle failures
and still get correct results is non-trivial. This is one loé farge benefits of a well tested Map-
Reduce implementation, which abstracts the user away tnerartreliable underlying machines

and network.

The general problem of parallelising a computation is amewere complicated problem
than handling failures. Once a problem has been coded towurd a Map-Reduce framework
it is implicitly parallel and can automatically make use daemye Map-Reduce cluster without

any extra effort from the user.

Many different types of problems are a good fit for a Map-Redinamework. The basic
requirements for suitability are that most of the proceagsime is spent applying the same
code to different input data, possibly with an end phase @/ttez results are simplified. These
will roughly correspond to the Map and Reduce phases of #reskated algorithm, which are

defined in the next section.

6.1.2 The algorithm

Logically, Map-Reduce is defined by two functions, map artiioe:

map: (K1,Vi) — list(Kz, Vo)

reduce: (Ko, list(Vo)) — list(Vo)

The map function takes key-value pairs in one domgi, V;), and outputs lists of key-
value pairs in another domaifkz,V2). The reduce function takes a key and all the values
associated with that key and outputs a possibly smalleofisalues. The order of the inter-
mediate list values supplied to the reduce function is netsied. The reduce function should
not depend on it if deterministic operation is desired. Thadeo that intermediate keys are

processed by the reduce function is also not specified. Henveall parallel implementations
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investigated impose a certain order on the processing efrrediate values, by interposing a
sort phase which will be discussed in the next section. s dthse the reduce function comes
in a “left” and “right” form, where the reduce function is dpgal to the list of values in ascend-

ing or descending order. Mycelia, the Nereus implemematiecussed below, is restricted to
associative reduce operations where the order of proggesaloes is irrelevant. An associative

reduce functiorR satisifes the following,

R(K, R(K, listy) + R(K, listp)) = R(K, listy -+ listp)

where+ mean concatenation of lists. In words, this means that iaduwo lists, joining the
resulting lists and reducing that final list gives the sanseilteas first joining the two lists and

doing a single reduce.

6.1.3 Usage examples

A simple example is a word count function that counts the oetice of words across multiple
large text files. The easiest way to implement this is showhsting 6.1 and was used to
benchmark the Nereus implementation of Map-Reduce andtigete its scaling capabilities.

This gives a histogram of the word counts for all the wordessill the input documents.

Other text based examples include distributed grep (sewydbr lines matching a supplied
pattern), processing web request logs to create page aitegsency tables, web page link

graphs, and distributed sort (this relies on a sort phaseybeiplemented).

One of Google’s uses of Map-Reduce is to reverse web linkgraphis uses a map function
that takes an html page as input and outputs a (target, 9qaicéor every URL link in the page.

The reduce function is the identity function. This givespuitof the form (target, list(source)).

A simple particle physics example phrased as a Map-Reduxesjevent selection. The
input would be a large sample of data from a particle collglerh as the LHC. The map func-

tion might take key-value pairs of (event number, event)data output the same pair if the



6.1 Introduction 96

map(URL key, String value)
{
/l key is a URL to a document to read
/l value is the contents of the document
for (word w: value)
addPair(w, ‘‘1'");
}

reduce (String key, list(Integers) value)
{
/Il key is a word
/Il value is a list of word counts

int result = 0;

for (Integer v: values)

result += v;
// output a list with result as the only element
addPair(key,new list(result));

}

Listing 6.1: A word count implementation
map(run number, raw data of events) = list(mass bin, number hiin)
reduce (mass bin, list(number in bin)) = (mass bin, total tem in bin)

Listing 6.2: A mass histogram implementation

event satisfies some criteria, for example, selecting ewsith at least two leptons with large

transverse momentum. In this case the reduce function waritte identity function.

A more complex particle physics example could be to compiteaas histogram, shown in

listing 6.2.

Another non-textual application is rendering a film framefiayne. Here the map function
would take the scene file defining a frame and render it. Theceetlnction would take frames
corresponding to a contiguous section of time and link thegether, assuming they were sorted

into chronological order.

6.1.4 Distributed implementation

A general Map-Reduce job consists of 4 phases: a map phasphsse, reduce phase and a

commit phase. Figure 6.1 shows the logical data flow for a Rapuce job with the input split
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Input file Input file

Input Input
segment segment

Final output

Figure 6.1: Map-Reduce

into 4 blocks, and the intermediate data split into two piaris.

At the beginning of the map phase, the input data for the MaguRe job is split into
blocks which can be handled by independent invocationseofriap function. These are gen-
erally similar sized blocks although there is no restrictom this. Each application of the map
function parses a key-value pair from its input block andoatg intermediate key-value pairs

into temporary storage.

The intermediate data is partitioned into a number of setslwtan be handled indepen-
dently in the remaining phases, thus simplifying the corapaih. The number of sets the data
is divided into,R, is an integer specified by the user at the beginning of a MeguBe job.
Intermediate keys are assigned to a partition by a partftiaotion. The default implementa-
tion normally usefashkey) modR =r to select keys for a partition The aim for a partition
function is to distribute the keys roughly evenly over theer of partitions in order to enable

load balancing by the framework.

Most implementations of Map-Reduce include a non-triviatt phase before the reduce
phase. The sort phase arranges the keys in each partitistém@ng order. To specify an

order a binary relation on the keys must be specified, or ia Janms a Comparator. Most
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implementations use a default relation which is an extensi@lphabetical order as most uses

involve only textual keys.

In the reduce phase, the reduce function is applied to alkéys in the input partition,
and the results are stored locally. A typical reduce fumctionsolidates all the values for a

particular key into one output value.

The collection phase is not normally specified separateiynfthe reduce phase, however
here it is defined as the phase where the results of the redase @re committed to trusted

storage. This storage could be a distributed filesystemem awsingle file server.

6.1.5 Existing implementations

The most famous implementation of Map-Reduce is Googleiswysion. However this is not

available (in source or binary) outside of Google, and onllglished results are available [104].

One of the most popular open source implementations is Had@%][108]. This is written
in Java and used by major companies like Yahoo, Baidu, Fate@avitter and Amazon [109].
Yahoo uses Hadoop for creating their search indices andostipg their advertising systems.
Similarly, Baidu uses Hadoop for analysing search logs,datd mining of web pages. Face-
book uses Hadoop for analysing internal logs. Twitter usaddép to analyse tweets, and log
files. Amazon uses Hadoop to build their product search @sdi¥ahoo holds the biggest pub-
licly known Hadoop cluster with 4000 nodes [109]. As well adap-Reduce implementation,
Hadoop also contains a distributed filesystem, HDFS. Thisésl by default to store and read

the output/input of a Map-Reduce job.

GridGain [110] is another open source Java implementatidfep-Reduce. Gridgain does
not have a distributed file system, and has some limitatia@iker than the conventional reduce
phase with many reduce tasks, there is a single reducer f@mRéduce job, and a single out-
put file. This will not scale well for data intensive applicets, of which Particle Physics anal-
ysis is our prime example. For CPU bound jobs without a corapdid reduce phase GridGain

works well.
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Twister is a Java implementation of iterative Map-Reduce, imany Map-Reduce jobs
chained together [111]. This implementation’s emphasisniefficiency gains compared to
Hadoop via caching of static data between map invocatiohghwpays off when many similar
Map-Reduce jobs are chained together. Twister does notehdigtributed filesystem, and does

not implement fault tolerance.

Most of these implementations are successful in their owheni However, to enable truly
massively parallel computations on the scale of millionsades it is desirable to have a Map-
Reduce implementation that runs on a desktop grid such aNéheus network. In order to
run in Nereus, it must firstly be Java (or JVM bytecode). Sdbgrit must fit inside the applet
sandbox to run on the Nereus clients. This means that tharbecao file access, which rules
out Hadoop, and all communication must be done over httpgubie Nereus servers as proxies.
It is likely the software needs to be modified to use the NeAdelsand thus the source code

should be available.

So the requirements for a Nereus Map-Reduce implementaten

1. Written in Java
2. Fitinside the applet sandbox

3. Available source

As well as these requirements, the environment provided tbgs&ktop cloud is quite dif-
ferent from the clusters typically used for running Map-Reelimplementations. Clients on a
desktop cloud could be affected not only by the usual hareead network failures, but also
by temporary failures of another kind when the machine isgred off or in active use. The
Nereus client runs with low thread priority because it isigiesd to run in the background.
The implication of this is that if a user of the PC the Nereuentlis running or starts doing
some CPU intensive work, then the Nereus client essens#tdlys running, because it is never
scheduled time on the CPU. This is equivalent to a node dngpgpif the network completely.
Furthermore, because Nereus is a desktop grid, it is exghé&aae donors will occasionally Kill

their browser window or turn off their machines, thus renmgvtheir CPU from the Nereus
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webserver

Figure 6.2: Mycelia architecture

cloud. The Nereus network can be very dynamic, and this mausiindled by a Map-Reduce

implementation. The above mentioned factors were the @idiv to develop Mycelia.

6.2 Mycelia - Map-Reduce in Nereus

6.2.1 Architecture

Mycelia was implemented with a simple flat client-serveh#@ecture, which would satisfy the

three requirements. The architecture is shown in FigureT2 Job Centre is the center of the
computation. It handles the allocation of work to the woskand ensures that all parts are suc-
cessfully completed. Itis a separate http server outsitieaiereus network that communicates

with the nereus clients via http.

Most Map-Reduce implementations have an additional ptgpesort phase. In this phase,
which happens between the map phase and the reduce phaise kaly/-value pairs for a given
key are collected together. This makes the reduce funcéiep® apply by simply passing it an
iterator to the list of values for each key. Mycelia omitssteiep as the typical particle physics

analysis does not need it. It can always be added at a latgr Staecessary.

There are some important consequences of implementingRéaloice for Nereus. The first
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is that there is no disk storage directly attached, and tHustarmediate results need to be
stored in memory. At the time of writing, most Nereus cliemifi be given roughly 1 GiB
of memory. This means that the maximum total data storaget@mmediate stages is about 1
GiBxnumber of clients. For example, a job with a terabyte of otipauld need at least 1000
clients (which would need 1 or 2 nereus servers). As a compariGoogle has claimed to sort
a terabyte of data using Google MapReduce on approximai@dpIinachines [104]. However,
Google also claim to be able to sort a petabyte using onlyG4fB@chines. The amount of
memory allocated to applets is expected to increase ra@ltigg with the amount of memory

available on desktop PCs.

6.2.2 Data Flow

There are several overall phases to the execution of a MagieRadb. The conceptual flow of
this data is shown in Figure 6.4. The first phase is the Mapghaiere the map function is
applied to all the input data. This is followed by the Redulcage which collects and aggregates
all the output data from the map phase. The final phase, Gakewhere the output data from
the reduce phase is stored to a trusted filesystem. Thisgréited in Figure 6.3. The input

data for a MapReduce job is assumed to come from a group afatdmvebservers.

A MapReduce job consists of a Map job and a Reduce job, whieleach composed of
tasks (Figure 6.5). When a MapReduce job is started the JabreCsplits the Map job into
Map tasks which are then distributed amongst the workersh B@rker stores the output from
its Map task locally in memory. The Job Centre keeps tracklotivworkers store the output of
which tasks, which is used when a worker fails. When all thg Meks have been completed,
the Job Centre transitions to the Reduce phase. Here the®gthiis split into Reduce tasks
which are distributed amongst the workers. A Reduce tasiwieg the worker being assigned
a set of intermediate keys for which the associated listsabfes must be processed. To do
this it must contact every other worker in the system to askafty such values. The results
of a Reduce task are stored locally in memory on the workereMéll the Reduce tasks are

complete the Job Centre starts transferring the resultsetegecified output file system, or this
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Figure 6.3: Job Centre state diagram
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Figure 6.4: Conceptual data flow in Map Reduce
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Figure 6.5: MapReduceJob structure in Mycelia

can be done directly by the workers on completion of each takk data flow throughout this

process is illustrated in Figure 6.6.

6.2.3 Implementation

The interaction of the key classes in Mycelia during a MapRedob is shown in fig 6.7. It
shows how the data flows and is encoded and decoded at vagmis.pl he two key interfaces
which a user must implement to use Mycelia are the Mapper adtléer interfaces. The
Mapper interface is defined in listing 6.3. A simple examgla Mapper which can be used to
count the number of occurences of each word in the input ig/sho listing 6.1. This simply
outputs a (word, 1) pair for every word in the input. The Rexlinterface is shown in listing
6.5. A summation Reducer can be used to add up the 1’s in th@enapitput to get a total

word count for each word. This is shown in listing 6.6.

The majority of users will only use these two interfacesyassag that they are using previ-
ously defined input and output types. If not then they wilbateed to implement pair reader

for their desired types. Aair readertakes the raw input data as a stream of bytes and parses
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public interface MappexkKl, V1, K2 extends Serializable , V2extends
Serializable>

{
/«xThe Map function of the MafRReduce
*k
x @param taskID the task id of the form m34:42
x @param key read from the pair reader
x @param value read from the pair reader
x @param output the results collector to write output to
x/
void map(String tasklD, K1 key, V1 value, ResultsCollectd2> output);
/«xA way to add further configuration options to this mapper
*
x @param options map of further parameters to configure thispmer
x/
void configure (MagString , String> options);
}

Listing 6.3: Mapper interface

public class WordCount implements MappekliInteger, String, String, Integer

{

public void map(String tasklD, Integer key, String value,
ResultsCollectokString> output)

{
StringTokenizer st =new StringTokenizer(value);
while (st.hasMoreTokens())
output.addPair(tasklD, st.nextToken()new Integer(1));
}

public void configure(MapString , String> options) {}

Listing 6.4: WordCount Mapper
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public interface ReducekK2 extends Serializable , V2extends Serializable>
{
/«x The Reduce function of the MaReduce
*
x @param taskID of the form rl123:45
x @param key key from pair reader
x @param values iterator over values from pair reader
x @param output a results collector to deposit output into
x/
void reduce(String tasklD, K2 key, Iteratoav2> values,
ResultsCollectokK2> output);

[ %

*

x @param options map of further parameters to configure thisducer
x/

void configure (MagString , String> options);

}
Listing 6.5: Reducer interface
public class IntegerAdd implements ReducekString , Integer
{
public void reduce(String taskID, String key, lIteraterdnteger> values,
ResultsCollectokString> output)
{
int result = 0;
while (values . hasNext())
result += values.next();
output.addPair(tasklD, key new Integer(result));
}
public void configure(MapString , String> options) {}
}

Listing 6.6: Summation Reducer
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public interface ResultsCollectoxkK>

{ public void addPair(String tasklD, K key, Serializable value);
public List<K> getKeysFor(String job,int reducetask ,int R);
public List<StreamHolder getValuesForKey(String job, K key);

} public boolean validateTask (String jobid);

Listing 6.7: ResultsCollector

this into (Key, Value) pairs that are then fed into the mapcfion. Most of the difficulty for a

pair reader is handling key-value pairs that overlap a baondf the input split. In this case,
the pair reader simply keeps reading past the boundary thetiénd of the current key-value
pair. The corresponding pair reader for the next sectioh@friput split ignores the data up to

the first start of a key-value pair. This ensures that no doabunting occurs in the input.

ResultsCollector is an interface for temporary storagéesys which store the intermediate
results from the map tasks until they are fed into the redasiest and also for storing the reduce
results until they are uploaded. The main methods in thefade are shown in listing 6.7. The
addPair() method is used by the map task to store its outpatué® tasks then access the data
(automatically) via the getKeysFor() and getValuesFollKXeyethods. Importantly, before a
Map or Reduce task’s output becomes visible, the workerkshetth the server to verify that
no other worker has completed the same task. Upon receivpasiive response the output
from the task is then atomically committed to the data stdneckvis externally readable. The
current implementation uses a MemoryResultsCollectors $tores all the intermediate data
in memory until the end of the current job. Internally, a tesaollector stores the data in the
structure shown in Figure 6.8. This structure makes managewof, and access to, the data
quite easy. As with all Nereus applications, the workerstrstgge all their temporary data in
memory. This limits the amount of data that can be procesgedfixed number of workers to
that whose intermediate data will fit in the collective meynof all the workers. Typically this
is 512 MiB to 4096 MiB per worker. As a result of this CPU-insare jobs are more suited to

the Nereus implementation of Map-Reduce.
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[Job Number HTask Number]—>[Key]—>[Values}

Figure 6.8: ResultsCollector data structure: each arr@resents a map

public interface InputSplit
éublic void setlnput(URI[] inputs, int m);
public int numberOfTasks();
public long getStart(nt task);
public long getEnd(int task);

public URI getSource{nt task);

Listing 6.8: InputSplit interface

The way the input data is split into chunks, one for each mak, t& determined by the
InputSplit. This simple interface is shown in listing 6.8 helinput split is given the set of
URI’s, each of which is an input file, and a suggested numbenag tasks M. The input split
then determines the actual number of map tasks, the inpufdfflach task, and the start and

end positions in that file.

There are two example input splits implemented. The firg¢Slit, simply gives one entire
input URI to each map task. This ignores the requested nuofbeaps M and instead has a
number of map tasks equal to the number of input files. Thisé$ulin certain cases where the
input files have a header on each file before the relevant dathwill be parsed to key value

pairs, e.g., particle physics n-tuple files.

The second input split provided is the EvenSplit. The evdihams to split the entire input
data intoM evenly sized chunks of data, whevkis the suggested number of map tasks. In
practice this is not possible. First the total s&ef the input data is calculated. Th&n=S/M
is the ideal number of bytes per task (rounded down). Eaaltifilp is split into chunks of size
T and if there is any left over, this remainder is allocatedrtoteer map task. This means the
actual number of map tasks is betwednf everything divides perfectly, anill + 1, wherel is

the number of input URIs. This is useful when there are lotkeyfvalue pairs in each input
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file, and there is no other extraneous data in the files.

6.2.4 Consistency, correctness and failure handling

Failures occur in any large system, and even more so in ahbdisgd system. In Nereus we
are assuming donors can come and go at will. Therefore, goljcapon must be tolerant to
failures. In any distributed system, the shared mutable steeds to be managed carefully to
ensure correct operation. In Map-Reduce there are marereiift agents all reading and writing
data at different times and at different places. The firgt 8deensuring consistency is the Job
Centre. Having a central server that keeps track of all théxevs and data and directs the work

is a crucial simplifying step, but one that ultimately lisithe scalability.

The Job Centre maintains a list of active workers connectdioet server. New workers can
be added to this list at any time. This enables the pool of emsrko dynamically change. A
worker failure during a map reduce job is detected when amatiorker, or the server, attempts
to contact it. This worker is then removed from the list ofieetvorkers. If that worker had
completed (and verified) some tasks, then the Job Centreueguhese tasks for submission to
other workers. As a result, the Job Centre may have to revéinetmap phase until those tasks

are finished and it can return to the reduce phase of the jabustsated in Figure 6.3).

The Job Centre also keeps track of which tasks have been etedpland which worker
completed each task. This information is used to tell a wodang a reduce task which
workers to contact for input data. Clearly this informatisralso needed when a worker fails,
to know which tasks to rerun, as mentioned above. As well asmfa Job Centre which stores
all this information, the correctness of the results depemd carefully managing the state of

the workers and controlling their reading and writing ofadat

A Map-Reduce worker, once registered with the Job Centne,beain one of 3 states:
READY, WORKING, REPORTING. This is illustrated in fig 6.9. itially, the worker is in
the READY state. When the worker is assigned a map or redskebiathe Job Centre, the

worker moves to the WORKING state. Once the task is completentorker moves to the
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Figure 6.9: Worker state diagram

REPORTING state, where it asks the Job Centre if it shouldnoibrtihe task’s output. Task
output is committed to a local store in memory on each woN#ren a response is received the
worker commits the data and then returns to the READY staaéjvg for further instructions.
A worker will only accept work tasks if it is in the READY statk will serve requests for data
it is storing when it is in any state, except the REPORTINGest@his rules out any possibility
of it being told by the Job Centre to commit a task’s data, dosh tbeing asked by another
worker for its output before the new data has been commitiégds combined with the Job
Centre tracking which worker is storing which task’s outmeans that the job is always in a

consistent state.

A worker is considered to have failed if an attempt to contbbly the Job Centre or by
another worker (which subsequently succeeds in contatiemgob Centre) fails. A worker is
allowed up to 5 failures in a given job before it is completedynoved from the active worker
pool by the Job Centre. Upon any failure of a worker, the Johtt@eaequeues any tasks that

had been completed by that worker.

6.2.5 Redundancy

As demonstrated in the seminal map-reduce paper [104]ptaktime taken for a Map-Reduce

job to complete can be reduced by as much 44% if the last feus tas multiply submitted. This
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is because there will always be a few workers who are slowdapus reasons (for example a

slower network connection or the host computer has becomsewith other work).

Therefore in Mycelia, towards the end of a map job or redubetl@ remaining tasks are
multiply submitted. Throughout a job the average time tdkea task to be completed (the task
duration) is tracked. Once there are free workers, and at teee task has been returned, the
remaining unfinished tasks are requeued roughly once easkyduration until the job’s com-
pletion. However, with this mechanism in place, one need®toareful about double counting
results. This is handled by the verification mechanism dised in the previous section. Essen-
tially, the first worker, and only the first worker, to finishask is permitted by the Job Centre

to commit its output data.

6.3 Tests

The architecture was tested for correctness, failure ragndhd scaling properties using a dis-

tributed word count job.

The input data for the distributed word count was varying hams of copies of the text of
Ulysses by James Joyce [112]. One copy is just over 1.5 MiBatd dnd counting instances of
the characters “the” in 64 copies of this, takes about 3 negusing grep in Linux on a 2 GHz

Pentium with 2GiB of RAM (there are 828096 “the”s).

The results of the distributed grep throughout all the teste compared with the results of
running a single threaded Linux grep process over the sapug data. In all cases, even with

worker failure, the results were correct.

When workers failed or parts of the network failed, the Jobt@erescheduled any work

completed by those nodes and eventually completed the ndapegob.

The scale tests were done to determine the scaling propeftilee architecture. The amount
of input data to be analysed was varied whilst keeping thetraumof workers fixed and measur-

ing the total time to complete a map reduce job. This was fdaar linear within the range of
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Figure 6.10: Map-Reduce data scaling properties

input sizes tested and within the error. The results are shiograph 6.10. Each measurement
was repeated 10 times and the standard deviation was takée ascertainty. These results
demonstrate that Mycelia is an accurate Map-Reduce impitanen with good initial scaling

features.



Chapter 7

BlackMax generator

This chapter discusses massively parallel black hole eyemeration using the global Nereus
cloud. The generator chosen, BlackMax [113][114][115]swaitten in C and had to be con-
verted to JVM bytecode. The usage of JPC and NestedVM weestigated before directly

translating the source code to Java.

7.1 Introduction

Blackmax is an event generator that simulates the produetiol decay of microscopic black-
holes at the LHC. The generator includes many physical pibisigis such as blackhole rotation
and recoil due to Hawking radiation. Output files from Blackdare in the Les Houche Accord
format and thus can be directly fed as input to Herwig or Ryfbr parton shower evolution

and hadronization following the decay.

7.2 Executionin JPC

Blackmax was run in JPC in a small Linux distribution, ttyuixa The numerical results are

incorrect due to remaining bugs in the floating point unitJifemulation in JPC. These errors

113
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eliminated the usage of JPC as a viable platform for exegulackMax, regardless of the
execution speed. The floating point unit has yet to be thightyutested as it was not needed

until this point.

7.3 Translating BlackMax to Java

The Blackmax source code was translated to Java in a litashiidn, function by function,
without any optimisation. The result was debugged and atddl by comparing the output with

the output from the native version with the same input patars@nd same random seed.

Ideally, the output should be bit-for-bit identical (usiafixed random seed as input). How-

ever, this was not possible due to a bug found in Blackmax kvifected the control flow.

The difference between two double precision floating pounnhers is used to decide
whether the blackhole should emit another particle via Hag/klecay. The problem is that
for the last potential decay, the difference between thertumbers is outside the accuracy of
a double precision number (less than 1 part ik’ LHowever, the Java and the C versions give
binary identical results when the control is not changedis/liug. A temporary solution to fix
this bug is to test if the difference between the two numbeigréater than the smallest valid
difference within double precision <23, although ideally the calculation is rephrased so that

two very similar numbers are not compared.

7.3.1 Single machine timing tests

The execution time of the Java version of Blackmax with adgpset of parameters was com-
pared on 3 different machines to that of the native versidre garameters included four extra
dimensions, one splitting dimension, 14 TeV collision gyeior the the two protons, Planck

mass of 1 TeV, and tensionless non-rotating blackholes.Jata version was much faster than

the native version on all 3 machines.
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Table 7.1: Blackmax code timings for Java and native vess{6000 events).

Java version (s) C version (s)
Machine A 68+1 120+1
Machine B 131+1 146+1
Machine C 45+1 56+1

During the timing of Blackmax the structure of the compwatmust be considered. There
is a fixed initial phase before any events are generated, dh@ughly constant amount of
time per event (excluding dynamic compilation effects)esus work [116] has focused on
profiling and optimising the initial phase, which calcukatie cross section used in the event
generation. However, this phase takes approximately Inskeao a typical PC and, given that
the remaining event generation takes of the ordeg%aiecond per event, is not relevant to the

total running time, where thousands of events are generated

The native gcc compiled C version (with optimisation leveh@d the Java version with the
default client compiler were profiled on three different mmiaes: Machine A - a 32-bit laptop
with 2 GiB of RAM and a 2GHz Intel Pentium M 760 processor, MaetB - a 32-bit desktop
with 3 GiB of RAM and a 3 GHz Intel Pentium 4 processor with higpeeading and Machine
C - a 64-bit server with 8 GiB of RAM and a 3 GHz Intel Core2 Du@&4{B0) processor. As can
be seen from the times in Table 7.1, the Java version of Blaskdignificantly outperforms the

native version on all platforms.

7.4 An alternative possibility - execute in another emulatg

NestedVM

Another possible route was discovered to enable runningtiercode within a Java applet -
a Java based emulator of the MIPS instruction set, NestedBi&tkMax was recompiled to
MIPS machine code and profiled using NestedVM to assesspghr®ach for feasibility whilst

JPC is not accurate enough.

BlackMax is a small project, of the order of a six thousanddinf C code and one thousand



7.4 An alternative possibility - execute in another emulatg NestedVM 116

Table 7.2: MIPS emulator timings on a typical office desktogrpachine B from section 7.3.1)
using Java version 6.14.

Time
10 events| 100 events
native 20s 43s
interpreted NestedVM 49m11s N/A
compiled NestedVM 11m 34m51s

Running mode

lines of FORTRAN 90 and FORTRAN 77 code. This should have ntadeecompilation to
MIPS process straightforward. The custom compilationdioain required, however, would be

very hard to integrate into the build process for larger ¢ety.

NestedVM implements some standard optimisation techsigti#owever, as Table 7.2 il-
lustrates, the slowdown is still far from being acceptablée Blackmax code, executing in
NestedVM, ran 33 to 50 times slower than when executing egtivThis, coupled with the

difficulty of recompilation, suggests that this is not a W&abption for BlackMax.

7.4.1 Running in Nereus

An application server for BlackMax was written to distribfeneration jobs, collect the results

and store the output.

A job was run on this server using Nereus to provide the warkgth an output of 10
million blackhole events. Each worker generates 10,000teva a time, and zips the output
before posting it back to the BlackMax server. Each outpatyis approximately 1.5 MiB
(8 MiB before compression). The input data for each task vpgsaximately 9 MiB, largely
consisting of the parton distribution functions. This johswepeated 10 times and the resulting
average time was 2861103s. An average single machine, similar to Machine A, waoaks
around 136000s to do this, based on Table 7.1. The ratio dinbéimes is close to 48. The
number of worker PCs connected at this time was 52. The domachimes in this case were
in Perth, Australia, whilst the input data and the BlackMarver were in Oxford, UK. Using
Nereus brought the generation time down from around 38 o8 minutes, 48 times faster

and quick enough to run over a lunch break.



Chapter 8

Conclusion

This thesis presented methods to run scientific code safetyglobal-scale desktop grid.

Chapter 2 explored current grid computing solutions andexed the reasons why a signif-
icant percentage of the available desktop computers haveeea harnessed. It then introduced
the distributed computing framework, Nereus, which enatiie world’s idle desktop PCs to be
harnessed in a safe and scalable way. Nereus is written aalal/allows JVM bytecode to be
executed safely on donor PCs. A Nereus desktop grid procio@gputational power in a more

energy efficient and economical way than a dedicated cluster

Nereus addresses several technical barriers to realizjhgbal-scale desktop grid includ-
ing donor security, code portability, installation andvdege requirements and thus is a viable
candidate for a global desktop grid. Security for donor P€erisured by running all code
in the Java applet sandbox, which has been an industry testetion for safely running un-
trusted code for over a decade. Restricting running codétbllytecode automatically ensures
portability of code, as the JVM has been ported to all majarapng systems and processor
architectures. The Nereus client software, by running asngmivileged Java applet, does not

require any installation or escalated privileges.

Chapter 3 detailed the intricacies of the x86 architectmk\artualization. The four main

types of virtualization were described: full virtualizai, paravirtualization, hardware-assisted

117
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virtualization and emulation. The security of the differgmpes of virtualization was discussed,
before concluding that an emulator and more specificallyranl@or written in an interpreted

language, such as Java, is the most secure way to sandbagtedtcode. The execution speed
of a Java based emulator was demonstrated to be comparalledi@ometimes faster than,

native code using a Toy CPU emulation based on a simple k&Grstruction set.

The architecture of JPC, a pure Java x86 emulator, was tesddn Chapter 4. JPC enables
native x86 code to be run on a JVM. The architectural decsstorbalance speed of execution
against memory usage and simplicity of code were discuss$seful abstractions for scientific

computing such as remote harddisks and the snapshot agpalgite described.

Chapter 5 explained the execution process in JPC inclutiegath from raw x86 bytes
through decoding to interpreted JPC microcodes, to comh@iRC classes, and eventually via
the JVM’s JIT compiler to native code. Some methods for imaprg the emulation accuracy
were discussed along with their relative difficulty of immlentation. Finally, JPC was bench-
marked to estimate the current speed and the potential aperedse from a full loop compiler.
At the time of writing, JPC can boot DOS and some Linux disifigns, including two with
graphical desktops and executes code at up to 11% native.spéehis speed it is too slow
to usefully run scientific code. However, further developisen speed will come with the im-
plementation of an advanced loop compiler. Such a comgileulsl increase the optimal speed
of execution by a factor of 6-8X current performance, bmaggit up to between 50 and 80%
native speed. At this speed, general code execution in J&&ries very desirable. Other future
developments for JPC include improving the emulation aouto be able to execute modern
Windows OSs and typical graphical Linux distributions lidbuntu Linux. A large amount of
computing in particle physics is done using Scientific Linard thus sufficient emulation ac-
curacy to boot this operating system in JPC would greatlyaegghe possibilities for scientific

use.

Even without JPC, Nereus shows great potential for sciemtfimputing. Two applications
that just utilise Nereus were developed in this thesis. @hap described the Map-Reduce

parallel programming paradigm for analysing large datasehe challenges to writing a Map-
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Reduce framework to utilise unreliable computing resosineas discussed. Mycelia, a Map-
Reduce implementation for Nereus was then introduced tdlaghese challenges. Mycelia
was tested for accuracy and scaling ability. Mycelia presidn easy way for scientists to utilise
distributed Nereus resources without knowing distributechputing techniques or software

development methodologies.

Chapter 7 discussed the second application for Nereus cHube event generator called
BlackMax. BlackMax was translated to Java to run directliNereus and resulted in a 24% to
76% speed increase compared to the original native ver8iompplication server was written
to handle the dissemination of BlackMax jobs to the Nereuskidg grid and collection of
results. Mycelia and BlackMax thus demonstrate two wayshicivNereus and Java improve

the simplicity and efficiency of large scale scientific cortipg.

Future research could include improving the accuracy aeedpf JPC and investigating
temporary data storage on Nereus clients. JPC’s accuradyecanproved by developing more
systematic verification methods for comparing JPC to reatgssors. The speed of JPC could
be improved by implementing more advanced compilers thatledect loops and short jumps,

or implementing a multicore architecture to enable JPCits@imultiple computation threads.

It is appropriate, at the end of this thesis, to consider tigiral dream of grid computing

espoused by Foster et al [117]:

The grid will connect multiple regional and national comgdignal grids to cre-
ate a universal source of computing power. The word “gric¢hesen by analogy
with the electric power grid, which provides pervasive asct® power and, like
the computer and a small number of other advances, has hasnatic impact on
human capabilities and society. We believe that by progdgiarvasive, depend-
able, consistent, and inexpensive access to advanced tatiopal capabilities,
databases, sensors, and people, computational gridsawvel & similar transform-

ing effect, allowing new classes of applications to emerge.

Nereus and a fully compatible and optimised JPC have th@palt& offer a very cost effective,
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energy-efficient form of globally distributed computingr fparticle physics research. They

represent a significant step towards realising this conmggltevolutionary vision.
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