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Abstract 

The field of digital identity innovation has grown significantly over the last 30 years, with over 6000 technology 
patents registered worldwide. However, many questions remain about who controls and owns our digital identity 
and intellectual property and, ultimately, where the future of digital identity is heading.

 To investigate this further, this research mines digital identity patents and explores core themes such as identity, sys-
tems, privacy, security, and emerging fields like blockchain, financial transactions, and biometric technologies, utilizing 
natural language processing (NLP) methods including part-of-speech (POS) tagging, clustering, topic classification, 
noise reduction, and lemmatisation techniques. Finally, the research employs graph modelling and statistical analysis 
to discern inherent trends and forecast future developments.

 The findings significantly contribute to the digital identity landscape, identifying key players, emerging trends, 
and technological progress. This research serves as a valuable resource for academia and industry stakehold-
ers, aiding in strategic decision-making and investment in emerging technologies and facilitating navigation 
through the dynamic realm of digital identity technologies.
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1  Introduction
Digital identity-defined by Kim Cameron [15] as “a set 
of claims made by one digital subject (e.g., a user) about 
itself or another digital subject”-holds great significance 
in today’s fast-paced digital world. In modern computing 
systems, a digital identity is critical for safeguarding indi-
vidual autonomy and enhancing digital interactions. It is 
vital in various domains, including financial transactions 
[6, 7, 30], interactions with state entities for qualifications 
and entitlements, and healthcare services [37, 50]. It is a 
fundamental component in verifying and securing per-
sonal and transactional data [8, 14].

While the world is moving towards establishing ecosys-
tems to foster digital identity-centric products and ser-
vices [1, 3, 34, 42, 60], the fundamental question of digital 
identity ownership-who owns and controls the standards 
on which society’s digital identity solutions will be built-
remains unresolved.

Furthermore, despite increasing consumer demand to 
own their personal information [40, 47, 58], companies 
have registered over 6000 digital identity patents, dem-
onstrating their perceived importance in shaping the 
future of digital services. In particular, organisations such 
as Microsoft, Oracle, Mastercard, IBM, Visa, Bank of 
America, and Apple have all attempted to control digital-
identity-related intellectual property [55] and have col-
lectively registered a significant number of digital identity 
patents (see Table 2).

This research focuses on whether text mining through 
NLP analysis can help identify digital identity trends in 
commercial innovation. The study involved organising a 
substantial dataset of over 6000 digital identity patents 
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through various data preparation techniques, including 
cleansing, noise reduction and lemmatisation, to high-
light key terms and refine the dataset.

The study then applied advanced NLP methods and 
various statistical analysis techniques to analyse the 
dataset. These methods included keyword frequency 
analysis, basic statistical metrics, and evaluation of term 
significance using measures like term frequency (TF), 
document frequency (DF), and term frequency-inverse 
document frequency (TF-IDF) coefficients. Furthermore, 
POS tagging and K-means clustering were employed to 
identify essential sub-domains and topics. Finally, poly-
nomial regression was used to predict the future signifi-
cance of identified features.

In summary, this research combines historical and 
contemporary perspectives, thoroughly examining the 
commercial digital identity sector and highlighting 
underlying connections and patterns within the exten-
sive collection of patents. By doing so, this research will 
contribute to the existing literature on digital identity and 
provide valuable insights to policymakers, industry prac-
titioners, and scholars.

In the next section, we will conduct a background 
analysis of the patent set to identify the most active com-
mercial entities in the digital identity field. Section  3, 
‘Methodology’, details the data mining techniques and 
analytical frameworks used in our patent analysis. Sec-
tion  4, ‘Results and discussion’, presents our findings, 
highlighting the trends and implications in digital iden-
tity innovations. Section  5, ‘Limitations’, acknowledges 
the constraints of our approach, providing a critical per-
spective on our findings. Finally, Sect.  6, ‘Conclusions’, 
synthesises our research insights, reflecting on their 
broader impact and suggesting future research directions 
in the rapidly evolving field of digital identity.

2 � History
In 1948, Bell Telephone Labor Inc. filed the first ‘digital 
identity’ patent. It aimed to identify subscriber devices 
on a telecommunications network. Since then, 6156 addi-
tional patents referencing digital identity have been filed 
globally.

In this section, we group our primary patent data-
set (see Sect.  3) by a patent’s filing entity and examine 
the most active companies over the 25 years leading up 
to and including 2020 (see Table 1). During this period, 
4047 digital identity patents were registered, contribut-
ing approximately two-thirds of the total dataset. We also 
provide an overview of recent digital identity patent filing 
activities, from the beginning of 2021 to September 2023 
for which 2067 patents are registered, and compare this 
recent activity with the preceding 25 years. Finally, we 
explore the primary areas of digital identity innovation 

that these entities focused on during 5-year periods. This 
analysis provides valuable insight into the overall trend of 
digital identity advancement thus far.

2.1 � Diebold (1996–2005)
Diebold was established as a safe and lock company in 
1859. When technology allowed, the company pivoted 
into the automated teller machine market (ATM) and, 
most recently, into the general election market. Today, 
Diebold Nixdorf, as it is now known, has an annual rev-
enue of almost US $5 billion and provides numerous 
identity-related products and services to companies and 
governments worldwide. It is fair to say that Diebold has 
been one of the first companies on the frontline deal-
ing with identity-related challenges. Consequently, it is 
understandable that Diebold has a long history of digital-
identity-related patents.

Diebold established its first digital identity patent in 
1997 [19], and its most recent patent was filed in 2012 
[20]. Thirty-nine of Diebold’s 49 patents are for machines 
involving digital identity (such as an ATM), and 37 men-
tion banking.

Recently, Diebold Nixdorf ’s Scott Anderson asserted 
that digital identity and its implementation needs to be 
more easily understood-adding that replacing physical 
identity documents with digital ones does not represent 
significant progress.

Anderson stated: “A digital copy of a physical identity 
is not a digital identity – and is a method fraught with 
problems.” He further asserted that building a better 
digital identity is about how to get specific pieces of user 
data to confirm identity according to the operating con-
text in a secure way while maintaining levels of privacy. 

Table 1  Companies filing the most patents containing the term 
“digital identity” over a 25 year period [1996–2020]

Source: primary patent set (see Sect. 3)

Company Patents

Microsoft Corporation 101

Alibaba/Alipay 84

Bundesdruckerei GmbH 66

Oracle International Corporation 54

International Business Machines Corporation 54

Diebold, Incorporated 49

Cisco Technology, Inc. 38

Forcepoint, LLC 38

Mastercard International Inc. 32

Aspire Digital Technology 31

Verizon Patent and Licensing Inc. 27

Go Daddy. 26

Bank Of America Corporation 25
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Anderson believes establishing a credential-proofing net-
work could be a job for banks and financial institutions 
with the data access and consumer trust necessary to lead 
that changing paradigm.

This view counters that held by John Erik Setsaas, who, 
at a recent webinar on distributed identity, asserted that 
solutions with banks at the centre are short-sighted. 
Furthermore, he stated that such systems have numer-
ous challenges, including that they are not cross-border 
or standardised, support limited attributes, and provide 
a centralised attack vector [54]. However, Anderson 
may have a point in that companies such as Diebold are 
in a prime position to roll out infrastructure to banks, 
allowing them to participate in a broader digital identity 
ecosystem.

2.2 � Microsoft (2001–2010)
Microsoft conducted its most significant period of digi-
tal identity innovation between 2006-2010, when it 
established 54 patents on digital identity (see Table  2). 
The table underscores the evolving nature of the sector, 
with newer players like Alibaba/Alipay emerging promi-
nently. However, Microsoft’s enduring involvement, as 
evidenced by its patent filings over the years, highlights 
its foundational role and continuous influence in the 
advancement of digital identity solutions. In addition to 
the 2006–2010 period, Microsoft has previously led the 
field with 15 patents from 2001 to 2005 and 17 patents 
from 2011 to 2015. Its contributions remain significant in 
shaping the landscape of digital identity technologies.

Given that Kim Cameron was on staff as Chief Archi-
tect of Identity at Microsoft between 1999 and 2011, he 
may well have been the catalyst for this busy period of 
innovation in which the company filed 78 of its 117 total 
digital identity patents.

During this period, in 2005, Cameron published ‘The 
Laws of Identity’, a landmark paper that established seven 

foundation laws for digital identity which would shape 
future research in the field. These laws are [15]: 

1.	 User Control and Consent-technical identity systems 
must only reveal information identifying a user with 
the user’s consent.

2.	 Minimal Disclosure for a Constrained Use-the solu-
tion that discloses the least amount of identifying 
information and best limits its use is the most stable 
long-term solution.

3.	 Justifiable Parties-digital identity systems must be 
designed to limit the disclosure of identifying infor-
mation to parties having a necessary and justifiable 
place in a given identity relationship.

4.	 Directed Identity-a universal identity system must 
support both “omnidirectional” identifiers for use 
by public entities and “unidirectional” identifi-
ers for private entities, thus facilitating discovery 
while preventing unnecessary release of correla-
tion handles.

5.	 Pluralism of Operators and Technologies-a universal 
identity system must channel and enable the inter-
working of multiple identity technologies run by 
multiple identity providers.

6.	 Human Integration-the universal identity metasys-
tem must define the human user as a component of 
the distributed system integrated through unambigu-
ous human-machine communication mechanisms 
offering protection against identity attacks.

7.	 Consistent Experience Across Contexts-the unifying 
identity metasystem must guarantee its users a sim-
ple, consistent experience while enabling the separa-
tion of contexts through multiple operators and tech-
nologies.

Microsoft’s first patent in 2002, ‘Systems and Methods 
for Distributing Trusted Certification Authorities’ [26], 
dealt with distributing and updating trusted certification 

Table 2  Digital identity patent history over time

Period

[1996–2000] [2001–2005] [2006–2010] [2011–2015] [2016–2020]

Assignee Count Assignee Count Assignee Count Assignee Count Assignee Count

Diebold 29 Microsoft 15 Microsoft 54 Bundesdruckere 23 Alibaba/Alipay 82
IBM 8 Diebold 14 Aspire Digital 30 Microsoft 17 Oracle 52
L. Yubin 3 Huawei 8 Bundesdruckere 15 Cisco 15 Forcepoint 38
American Ex. 2 ETRI 6 GoDaddy 15 Tyfone 15 IBM 30
N*able Tech 2 SAP 4 Alcatel 13 Verizone 15 Mastercard 29
Certicom 1 Ntt Docomo 3 ETRI 12 Zhuhai UPT 13 Bundesdruckerei 28
Critical Path 1 Toshiba 3 Beijing FCT 12 Go Daddy 11 Bank of Amer. 25
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authorities to computer systems and users-a relevant 
challenge as digital identity ecosystems are constructed 
worldwide.

Another of Microsoft’s patents in 2007, ‘Authentica-
tion for a commercial transaction using a mobile module’ 
[31], dealt with authorisation and payment of an online 
commercial transaction where the identity provider and 
the payment provider may be different network entities. 
Microsoft would have eight patents on digital identity 
transactions, but payment providers would later take 
over innovation in this area (see below).

Microsoft was also active in gaming. The initiative to 
transition gaming users to an online platform resulted 
in eight gaming digital identity infrastructure patents. 
Finally, Microsoft also had 3 patents targeting digital 
identity privacy and a further 4 targeting digital identity 
trust.

2.3 � Bundesdruckerei (2011–2015)
Bundesdruckerei specialises in secure identity technolo-
gies, including products which protect sensitive data, 
communications, and infrastructures. The solutions are 
rooted in the secure identification of citizens, customers, 
employees, and systems in the digital and real world.

After 4 years of planning, Bundesdruckerei launched 
the German identity card in November 2010-and has 
provided Germany’s ID cards and passports, residence 
permits, office ID cards, visas, and driving licences.

The majority of Bundesdruckerei’s 66 patents in digital 
identity are related to its electronic identity technology, 
with 34 patents involving tokens and 20 patents involving 
attribute management [21, 32, 39].

By January 2018, more than 53 million new-generation 
electronic identity cards and 8 million electronic resi-
dence permits were in circulation-and, according to the 
Government, all 61 million German citizens (over 16 
years old) would have a German national identity card 
by 2020. Bundesdruckerei has consistently contributed to 
digital identity innovation, with its first patent registered 
in 2008 [23]. Nineteen patents were created between 
2015 and 2016, aligning with Germany’s national ID card 
roll-out period.

2.4 � Oracle corporation (2016–2020)
Oracle has been a premier database provider for a num-
ber of decades. Additionally, its Oracle Identity Manager 
(OIM) and Oracle Access Manager (OAM) products-
along with its acquisition and integration of role man-
agement (Bridgestream/Oracle Role Manager [ORM]) 
and risk-based authentication (Bharosa/Oracle Adaptive 
Access Manager [OAAM])-have helped establish Oracle 
as a leader in enterprise identity [44, 45].

Oracle established its first digital identity patent (US-
10063523-B2) titled ‘Crafted identities’ [16] in 2005, with a 
recent digital identity patent, ‘Service Discovery for a Multi-
Tenant Identity’ [25] (US-2018041515-A1), filed in 2017.

In September 2001, the Liberty Alliance Project was 
establish as an organisation to provide standards, guide-
lines, and best practices for identity management [13, 
66]. It grew to more than 150 organisations and Oracle 
Corporation was on the management board. The alliance 
released frameworks for federation, identity assurance, 
and identity web services as well as the Identity Gov-
ernance Framework-which was contributed to the alli-
ance by Oracle Corporation in February 2007 and later 
released to the public in July 2007. The Identity Govern-
ance Framework defined how identity-related informa-
tion was used, stored, and propagated, using protocols 
such as LDAP, Security Assertion Markup Language, 
WS-Trust, and ID-WSF.

Interestingly, 52 of Oracle’s 61 patents in digital iden-
tity were created during the period 2016–2020-well after 
the Kantara Initiative took over the work of the Liberty 
Alliance in 2009. The fact that 18 of the 30 patents estab-
lished in 2017 were on the topic of “multi-tenancy”-and 
that 22 mentioned “Cloud” and 14 mentioned “Security”-
may indicate that Oracle is increasing its presence in the 
cloud space.

2.5 � Cognitive scale (2016)
Cognitive filed 17 patents involving a combination of 
three technologies: digital identity, blockchain, and cog-
nitive computing. Cognitive computing describes tech-
nology platforms that are based on artificial intelligence 
and signal processing, encompassing one or more of the 
following technologies-machine learning, reasoning, 
NLP, speech recognition and vision (object recognition), 
human-computer interaction, dialog, and narrative gen-
eration [22, 33].

2.6 � Bank of America (2018)
Bank of America and a group of high profile companies, 
including Visa, JP Morgan Chase, Symantec, and others, 
formed the Better Identity Coalition to encourage the 
United States to address remote identity proofing and 
identity verification solutions. The coalition established 
five initiatives as follows [29]: 

1.	 Prioritise the development of next-generation remote 
identity proofing and verification systems.

2.	 Change the way the US uses social security numbers.
3.	 Promote and prioritise strong authentication.
4.	 Pursue international coordination and standardisa-

tion of identity systems.
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5.	 Educate consumers and businesses about better iden-
tity solutions.

As well as being a founder of the Better Identity Coali-
tion, the Bank of America was also a member of the Lib-
erty Alliance consortium which, as previously mentioned, 
established an open specification for identity manage-
ment [52]. Bank of America’s primary focus, however, has 
been blockchain-related digital identity, with 26 of the 
organisation’s total 38 patents devoted to the subject. In 
2018 O’Neal asserted that Bank of America had the most 
patents pending that involved blockchain implementa-
tion [43].

Broadly speaking, it is fair to say that user trust, trans-
action cost reduction, and enhanced privacy are among 
the most important perceived contributions from block-
chain. Zheng et al. provided a list of four specific benefits 
from blockchain as follows [67]: 

1.	 Decentralisation: no third-party authentication lev-
eraged by P2P networks is key to reduce operating 
costs and processing bottlenecks.

2.	 Persistence: users in the network are constantly vali-
dating and processing transactions, making it diffi-
cult for malicious entities to tamper with the chain.

3.	 Anonymity: each transaction is encrypted in a way 
that the sender and receiver identities can only be 
retrieved by the parties involved in the exchange.

4.	 Auditability: timestamped transactions allow each 
participant to keep track and have visibility of the 
history of all transactions that have happened since 
the creation of the network.

2.7 � Alibaba and Alipay (2019–2020)
Alibaba and Alipay have played an important part in the 
establishment of Chinese digital infrastructure. China 
has begun digitising the national ID card in an attempt 
to improve convenience and provide ease of access to 
internet-based services. Every national citizen is required 
to register for a Resident Identity Card upon reaching the 
age of 16. In fostering a digital identity ecosystem, China 
has collaborated with commercial entities such as Alipay 
with which the official digital government ID is currently 
integrated [28].

Alipay, a digital wallet provider, is a processor of pay-
ment transactions-and with over 500 million monthly 
active users, it processes more transactions than Ama-
zon, Walmart, and eBay combined [18, 57]. Alipay is used 
for “restaurants, taxis, school fees, cinema tickets and 
even to transfer money to each other” [12].

As the focus on digital identity ecosystems shifts from 
identity to proof, transactions (financial and otherwise) 

have become a priority [6]. Consequently, digital wal-
let providers such as Alipay are at the forefront of the 
digital identity revolution. In recent years, as a result 
of China’s ID programme or because transaction pro-
cessing companies are playing catchup, a significant 
number of patents have been filed by companies such 
as Alipay, Mastercard, Visa, and Yoti-as well as a num-
ber of banking organisations such as Bank of America 
(as seen in Table 2). One hundred forty-four of Alibaba/
Alipay’s 150 total patents have been attained since the 
start of 2018.

Fifty-four of the patents relate to blockchain tech-
nology with digital identities-a trend shared by bank-
ing organisations such as Bank of America as similar 
institutions make use of blockchain in a digital-iden-
tity-based transactional world. Alipay has designed a 
process which establishes an intelligent transactional 
contract between a client and their card, the online 
service and invoice owner, and executes it using block-
chain as the base-an approach that may become more 
widely used as digital identity ecosystems mature 
globally.

Of the remaining patents, 17 addressed traditional 
concerns of authentication and authorisation. 3 more 
patents were for digital-identity-based invoicing (all 
involving blockchain), 3 addressed data management, 
and 1 addressed communication.

2.8 � Mastercard (2016‑2020)
Mastercard has 62 total patents on digital identity with 9 
involving payments and 8 involving authentication. The 
remainder are spread across a varied portfolio of tech-
nologies including contactless environments, national 
identity and election verification, biometrics, and 
tokenisation.

Mastercard recently partnered with Microsoft to 
address the risk of fraud and complexity and to design 
a service that would allow individuals to enter, control, 
and share their identity data on multiple devices. A key 
focus for Mastercard is to address the border barriers 
that have become apparent with other solutions as they 
attempt to move beyond implementation within a single 
country [38].

Reviewing the most active companies in digital identity 
patent filings offers a broad overview of industry trends 
and market leadership, aiding in strategic planning, 
innovation identification, and competitive analysis. This 
macro-level approach adds additional insight into the use 
of NLP for patent analysis. In the next section, we will 
outline the specific method we have used to delve deeper 
into the specifics of patent content, uncovering intricate 
patterns and developments in the digital identity field.
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2.9 � IBM (2016‑2020)
IBM founded in 1911 and based in Armonk, New York, 
IBM has been a key player in the technology and consult-
ing sectors, driving innovations in computer systems, 
software, and services. With a portfolio of 63 digital 
identity patents, IBM experienced a significant increase 
in patent activity between 2016 and 2020, registering 30 
patents, highlighting a focus on Artificial Intelligence and 
blockchain.

The company’s leadership in blockchain is particularly 
notable, with 16 digital identity patents in this area, sup-
ported by the IBM Blockchain Platform which promotes 
enterprise adoption of blockchain [48, 53]. IBM’s patents 
also frequently address crucial concepts like “access,” 
“security,” “privacy,” “auth,” and “trust,” all core terms that 
suggest a commitment to incorporating digital identity at 
a fundamental level.

2.10 � Recent activity (2021‑2023)
Since the beginning of 2021, substantial activity has been 
observed, with 2067 digital identity patents filed out 
of a total of 6157 in the dataset. An examination of the 
most active companies during this period, as outlined in 
Table 3, highlights the significant contribution of Chinese 
firms to innovation within this domain, with four of the 
top five companies being based in China and nine out of 
the top twelve as well.

The notable activity of Chinese companies in recent 
digital identity patent filings may be attributed to several 
factors, including strong government incentives for inno-
vation, faster processing time, substantial investment in 
research and development, and a strategic focus on intel-
lectual property creation to position China as a global 
technology leader. The rapid growth of the Chinese 

economy and the expansion of its tech sector also play 
important roles in this trend. Additionally, a broader 
societal emphasis on technological contribution and 
innovation might be playing a pivotal role in driving digi-
tal identity advancements.

While this observation is outside the scope of this 
article, further investigation to fully understand the 
underlying dynamics and implications of China’s recent 
dominance in digital identity patent filings is warranted. 
Future research should explore the policies, market con-
ditions, organisational strategies, and socio-political 
mechanisms, such as the social credit system, that con-
tribute to this high level of activity.

3 � Methodology
Patent archives are a key resource for mapping techno-
logical trajectories, offering insights into technological 
progress and future trends [41, 64]. Advanced analytical 
methods enable scholars and professionals to glean valu-
able information from these documents, thereby enrich-
ing research and development approaches [65].

In recent times, patent data mining has been improved 
further by using enhanced NLP approaches, which speed 
up the textual analysis and offer insights embedded 
within the structure of the text [35]. This additional pro-
cess enables a more comprehensive understanding of the 
inherent relationships between the patents and the ability 
to identify emerging technological trends [62, 63].

This approach has garnered a significant following in 
the academic sphere, with a mounting body of work uti-
lising text-mining approaches to delineate the historical 
progression of technology and to keep a vigilant eye on 
emerging trends (Fig. 1) [17, 62–64].

3.1 � Data sources
Patents stand as a cornerstone of the intellectual property 
sphere, offering inventors a legally protected monopoly 
over the use, manufacture, and sale of their innovations 
for a set duration. This protection hinges on transparent 
disclosure, wherein the details of the invention are shared 
publicly.

Our investigation leverages data primarily harvested 
from the robust Google Patents database. This resource 
combines over 120 million patent publications that ema-
nate from more than 100 patent offices worldwide. Access 
to the repository is streamlined through the Google Pat-
ents portal, which researchers and academics can access 
freely at https://​paten​ts.​google.​com.

3.2 � Data extraction
In constructing the search strategy for the patent dataset, 
‘Digital Identity’ was selected as the primary query, with 
the term encapsulated in quotation marks to filter for 

Table 3  Companies filing most patents containing term “digital 
identity” after 2020

Source: primary patent set (see Section 3)

Company Patents

Alibaba/Alipay 65

Industrial and Commercial Bank of China 57

Ant Blockchain Technology (Shanghai) Co. 47

Hunan University 30

Mastercard International Inc. 28

China Academy of Information and Comm. 27

NetEase (Hangzhou) Network Co. 22

China Unicom 20

Wells Fargo Bank, N.A. 18

Newland(Fukian) Public Service Co. 18

Microsoft Corporation 16

China Telecom Corporation Limited 15

https://patents.google.com
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patents explicitly containing these words consecutively. Ini-
tial considerations extended to including related domains 
like ‘Authentication’ and ‘Authorization’ which could be 
included easily given the automated pipeline, yet a prelimi-
nary review indicated their substantially higher patent vol-
umes with many tangentially related or outside the study’s 
digital identity framework were diluting and skewing the 
core results unnecessarily. Consequently, to preserve the 
dataset’s focus and relevance, the search was confined to 
patents directly citing ‘Digital Identity’, ensuring inclusion 
was strictly aligned with the study’s parameters.

This query was used in conjunction with the Google 
Patents website, as mentioned above, and resulted in 
the following URL:

https://​paten​ts.​google.​com/?q=​"digit​al+​ident​ity"

The timeline parameter was deliberately left unrestricted 
to encompass the entire gamut of patents accessible in the 
database, thereby not omitting any potential datasets from 
earlier periods. The result set was then downloaded using 
the download facility provided using the link:

“Download/Download (CSV)”
This approach yielded a substantial collection of 6157 

patents pertaining to ‘Digital Identity’. The resulting 
dataset was downloaded in CSV format, a choice dic-
tated by the ease of manipulation and analysis this for-
mat provided.

3.3 � Data sampling
The methodology adopted for sampling pursued vari-
ous strategies including: 

1.	 A comprehensive approach encompassing analysis 
conducted on the full sample devoid of strata.

2.	 Instituting a stratification spanning five-year inter-
vals over the preceding 25 years, fostering a period-
wise analytical perspective.

3.	 A more granular stratification predicated on yearly 
divisions over the most recent five years to glean 
nuanced insights from the data.

3.4 � Pre‑processing
In this stage of the study, meticulous data pre-process-
ing steps were undertaken to ensure the robustness and 
reliability of the ensuing analysis. The steps involved 
the following: 

1.	 Data Cleaning-preliminary actions were deployed to 
sanitise the text data to a state conducive to further 
processing. The detailed procedures encompassed: 

(a)	 Text Normalisation: Every alphabetic character 
was transformed to its lower case counterpart 
to maintain uniformity and reduce complexity.

Fig. 1  Digital identity patents by year

https://patents.google.com/?q=%22digital+identity%22
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(b)	 Punctuation and Numerals Elimination: All 
punctuation marks, special characters, and 
numerals were systematically removed to 
restrict the analysis to textual data.

(c)	 Redundant Successive Word Removal: Instances, 
where words were repeated successively, were 
identified and rectified by retaining a single iter-
ation of each word.

2.	 Data Reduction-to streamline the dataset and 
enhance its manageability, the following measures 
were undertaken: 

(a)	 Focused Retrieval: The overarching patent 
database was narrowed down by filtering 
entries explicitly associated with the term 
‘digital identity’.

(b)	 Dimensionality Reduction: An acute reduction 
in the dimensionality was attained by consider-
ing only the POS-tagged triples that featured 
‘digital identity’ as either the subject or the 
object.

3.	 Data Integration-the assembly and management 
of the data incorporated the following systematic 
approach: 

(a)	 Temporal Stratification: Data was stratified into 
discrete partitions, each spanning 5 years. Sub-
sequently, these strata were merged to facilitate 
a comprehensive multi-temporal analysis.

4.	 NLP Pre-processing-leveraging NLP techniques, we 
prepared the data using the following procedural 
steps: 

(a)	 Tokenisation: The corpus was disintegrated 
into individual word tokens, laying the ground-
work for further NLP techniques.

(b)	 Lemmatisation: Words were lemmatised to 
their root forms to ensure grammatical consist-
ency and to reduce the morphological varia-
tions in the dataset.

(c)	 Stop Word and Redundant Word Removal: To 
eliminate noise in the data, we removed stop 
words and recurrent superfluous words identi-
fied across all patent texts.

(d)	 POS Tagging: This involved grammatically cat-
egorising words into their respective parts of 
speech, thus aiding syntactic analysis.

5.	 Feature Engineering-Feature Selection and Extrac-
tion: predicated on the results from the cluster analy-
sis (detailed below in Section 3.5), the most pertinent 

features were selected. Furthermore, adjacent triples 
related to each feature were analysed to garner addi-
tional insightful features. Data Splitting:

6.	 Dataset Partitioning-a pragmatic approach to vali-
dating the model involved segregating the data into 
training and test sets. The test dataset comprised the 
initial n records derived from the delineated strata, 
facilitating both the training and validation of the 
model through a pragmatic lens.

3.5 � Data analysis
The extensive dataset assembled from patent data under-
went meticulous collation and synthesis through the use 
of Jupyter Notebook, renowned for its versatility in facili-
tating dynamic data analysis. This processing and analysis 
were guided by a rigorously conceived pipeline, illus-
trated as follows: 

1.	 Analysis of Word Frequencies: The initial step 
involved a detailed scrutiny of word frequencies, a 
strategy aimed at spotlighting prominent terms and 
discerning potential thematic trends pervasive in the 
dataset.

2.	 Recent Patents Analysis: Following this, attention 
was pivoted to scrutinise patents filed from 2020 
onwards, a manoeuvre designed to cast light on 
contemporary tendencies and emergent focal areas 
within the digital identity landscape.

3.	 Word Frequencies Revisited: This phase reincorpo-
rated further analysis of word frequencies to refine 
the previously gleaned insights, thereby fostering a 
robust comprehension of the terminologies utilised 
frequently in recent publications.

4.	 Cluster Analysis via K-Means and LDA: The analyti-
cal process then leveraged K-means and latent Dir-
ichlet allocation (LDA) algorithms for cluster analy-
sis-a tactic purposed to identify inherent groupings 
and delineate associative patterns in the dataset, ulti-
mately offering a structured insight into the patent 
landscape.

5.	 POS Tagging and Triple Extraction: The culmina-
tion of the pipeline was a stage dedicated to intricate 
syntactic examination through POS tagging, paired 
with triple extraction, thereby enabling a deep-seated 
understanding of the relational dynamics and seman-
tic structures present in the patent data.

3.6 � Validation
Ensuring the reliability and accuracy of the generated 
data involved a series of validation steps characterised by: 
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1.	 Test Case Development: Devised a series of test cases 
to critically evaluate the correctness of data produced 
at each significant juncture of the pipeline, thus 
ensuring a high standard of data integrity.

2.	 Full-Scale Data Sample Processing: Undertook a 
complete processing of select data samples to identify 
and rectify potential issues in the pipeline, thereby 
safeguarding against errors in the later stages of anal-
ysis.

3.	 Coherence Testing: Conducted exhaustive coherence 
testing on cluster-ready datasets to affirm the opti-
mal number of clusters. Coherence testing was con-
ducted with cluster numbers from one and 20, and 
the number with the highest coherence metric was 
used to output cluster groupings.

4.	 Cross-Validation: Applied cross-validation tech-
niques between stratified sample datasets. This 
ensured the model was proficient at generalising new 
unseen data.

5.	 Expert Review: Enlisted domain experts to review the 
analytical results and provide feedback. This fostered 
a refinement of the analysis based on expert insights.

6.	 Sensitivity Analyses: Conducted sensitivity analyses 
to evaluate the robustness of the analysis results by 
assessing how variations in input parameters affected 
the outputs.

7.	 Comparison with Benchmark Datasets: Aligned the 
results with benchmark datasets or established truths 
in the field to discern the accuracy and reliability of 
the findings.

8.	 Error Analysis: Built error validation steps into the 
pipeline to detect and log inconsistencies encoun-
tered. This rigorous analysis provided a conduit 
to categorise and understand potential sources of 
errors, fostering enhancements in the predictive 
accuracy of the model.

3.7 � Tools and software
In this research, we crafted a data mining pipeline to 
analyse patent data through a series of NLP techniques. 
Leveraging the synergies of Visual Studio (utilising C#) 
and Python, we employed a variety of supplementary 
modules, each serving a distinct, pivotal role in different 
phases of the data mining process. Below, we detail how 
each tool was utilised: 

1.	 NumPy [27]: This module played a crucial role in 
handling large arrays of numerical data intrinsic to 
the patent datasets. It facilitated the efficient execu-
tion of complex mathematical and logical operations, 
acting as the backbone for numerical data manipula-

tion and serving as a computational engine for other 
Python libraries used in the research.

2.	 Pandas [36]: Utilised predominantly in the prelimi-
nary stages of data processing, Pandas was essen-
tial in cleaning, filtering, and pre-processing the 
structured patent data, transforming raw data into a 
usable format that facilitated seamless data analysis 
downstream.

3.	 SpaCy [29]: As a primary tool for NLP tasks, SpaCy 
was utilised for tokenising patent texts and perform-
ing named entity recognition, thereby structuring the 
unstructured text data into a format amenable for 
deeper analysis.

4.	 Scikit-learn (sklearn) [46]: Our pipeline leveraged 
Scikit-learn extensively for implementing machine 
learning algorithms and statistical models. Through 
Scikit-learn, we undertook predictive data analysis, 
extracting underlying patterns and trends from the 
patent data, which was integral in identifying rela-
tionships and gaining insights.

5.	 SciPy [61]: Employed in tandem with NumPy, SciPy 
enabled high-level computations such as linear alge-
bra and optimisation that were crucial in processing 
and analysing large volumes of patent data.

6.	 Gensim [49]: In the latter stages of data analysis, 
Gensim facilitated vector space and topic modelling, 
enabling the identification of thematic patterns and 
semantic relationships within the patent texts, which 
were paramount in understanding the underlying 
topics and trends in the patent data.

7.	 Natural Language Toolkit (NLTK) [10]: This toolkit 
was engaged for an array of linguistic data analysis 
tasks, such as text classification and tokenisation, 
thereby aiding in the segregation and categorisation 
of patent data into distinct classes for more focused 
and detailed analysis.

8.	 Py2neo [51]: Towards the end of the data pipeline, we 
utilised Py2neo for interfacing with the Neo4j graph 
database, which was pivotal in storing, manipulating 
and analysing patent data in graph database formats, 
offering a sophisticated approach to visualise and 
analyse relationships and data patterns.

3.8 � Summary
This methodology delineated a rigorous and multifac-
eted approach to mining patent data through a well-
structured pipeline incorporating NLP techniques 
and data analysis strategies. The adopted pathway 
was characterised by successive stages of data pre-
processing, where the raw data underwent cleaning, 
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reduction, and integration processes to prepare it for 
subsequent analytical undertakings.

Utilising an array of NLP techniques such as word 
frequency analysis, POS tagging and triple extraction, 
we facilitated a deeper exploration into the intrinsic 
patterns and prevalent themes in the patent dataset, 
thereby aiming to glean profound insights from the 
landscape of digital identity patents. The analytical 
prowess of K-Means and LDA in cluster analysis fur-
ther assisted in discerning the underlying structures 
and relationships in the data, augmenting our under-
standing of the evolving trends and focal points in the 
patent domain.

Supplementing these efforts, we employed advanced 
data mining techniques, including pattern recogni-
tion and clustering, to refine the extracted informa-
tion, thereby ensuring a nuanced interpretation of 
the dataset. The validation stage manifested a critical 
checkpoint in our methodology, incorporating a broad 
spectrum of validation techniques such as cross-vali-
dation and sensitivity analysis to ascertain the reliabil-
ity and precision of our analytical outcomes.

As we transition to the results section, it is impor-
tant to acknowledge the stringent validation measures 
put in place, including expert reviews and compari-
sons with benchmark datasets, which reinforced the 
reliability and accuracy of the forthcoming results.

4 � Results and discussion
In this section, we present and interpret the findings 
from our comprehensive analysis of the patent dataset. 
This section is structured into two main subsections to 
provide clarity and depth to our data exploration.

Section  4.1, titled ‘Feature Extraction’, delves into the 
process of identifying and extracting features from the 
patents using NLP techniques. Using a longitudinal anal-
ysis of patent data across five distinct periods, we detail 
the methodologies employed to parse and analyse the 
textual content of patents, shedding light on how key 
terms and concepts-deemed as ’features’ in this context-
were systematically identified.

Following the extraction of features, Sect.  4.2, titled 
‘Feature Analysis,’ takes a closer look at each feature and 
presents statistical analysis. We quantify the prevalence 
and significance of each term clustered with the extracted 
features, employing various statistical metrics to measure 
their impact and relevance within the dataset and then 
charting the trends of these terms over time. The com-
bination of these quantitative metrics and trend analy-
sis collectively highlights patterns, shifts, and emerging 
themes in the digital identity domain.

4.1 � Feature extraction
The clustering analysis seen in Table 4 constructed using 
K-Means and LDA algorithms produced two sets of 
principal clusters outlining groupings of terms present 
across the 2020–2023 strata of patents. Of the clusters 

Table 4  Key word cluster analysis [2020–2024]

Cluster Words

Latent Dirichlet allocation (LDA) cluster analysis
     Identify management identify, user, information, request, target, verification, certificate, service, authentication, signature

     Cybersecurity cryptographic, device, security, circuitry, pqc, detection, code, technique, mobile, risk

     Computer technology computer. program, memory, processor, storage, instruction, device, medium, method, software

     Technological analysis method, image, model, technology, analysis, information, enterprise, date, power, status

     Service management service, contract, transaction, payment, vehicle, element, provider, process, component, management

     Network security network, communication, protocol, message, security, module, card, node, architecture, wireless

     Access control device, method, access, server, data, authentication, equipment, user, control, management

     User interaction user, entity, input, time, behaviour, address, display, output, information, number

     Data processing data, block, chain, information, value, file, transaction, storage, module, processing

K-means cluster analysis
     Payment information payment, card, transaction, credit, user, information, method, identity, data, merchant

     Cryptography cryptographic, pqc, technique, circuitry, data, communication, arrangement, mechanism, protocol, security

     Network comm. device, network, server, communication, user, mobile, data, computer, method, client

     Computer technology computer, memory, program, medium, processor, storage, instruction, method, device, data

     Data processing data, information, network, service, transaction, access, entity, process, module, communication

     Identify verification identity, information, authentication, user, verification, data, service, certificate, method, request

     User authentication user, information, data, request, service, entity, access, target, authentication, interface

     Blockchain block, method, chain, data, transaction, information, title, storage, processing, management
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identified, identity management, transaction and pay-
ments, network security, and blockchain represented the 
intersection between the two algorithms (Table 5).

Identity management (see Sect. 4.2.2) in digital identity 
refers to the processes and policies for creating, main-
taining. and using digital identities. It involves manag-
ing user identities, credentials, and access permissions 
through digital certificates and biometric verification 
technologies. This feature is underpinned by a broad 
spectrum of academic explorations that spotlight the piv-
otal role of sound identity management infrastructures in 
contemporary digital ecosystems [9].

The transaction cluster (see Sect.  4.2.3) signifies the 
increasingly intertwined nature of financial transac-
tions and digital identity systems. This reflects a grow-
ing scholarly consensus on the necessity of secure and 
reliable identity systems in financial transactions. The 
evolving nature of digital transactions necessitates robust 
identity verification mechanisms, a topic explored in 
depth in recent financial literature [6, 7, 30].

The network security (see Sect. 4.2.4) cluster represents 
both new and customised security technologies applied 
within the digital identity domain-highlighted in current 
research focusing on advanced cryptographic measures 
to fortify digital identity frameworks [11].

Lastly, the blockchain cluster (see Sect.  4.2.6) relates 
to and reaffirms the emerging consensus regarding the 

advantageous integration of blockchain technologies 
within digital identity management solutions-a perspec-
tive steadily gaining ground in recent academic discus-
sions [2, 8, 24, 56].

In order to validate the integrity of the identified clus-
ters, coherence testing was conducted. With coherence 
values of 56% and 58% for LDA and K-means, respec-
tively, the clusters provide a strong foundation for patent 
analysis.

In addition to these clusters, which were established 
in an unsupervised manner, we also added the biom-
etric cluster (see Sect.  4.2.5) due to several biometric 
terms being present during a number of supervised data 
management steps. Blockchain in digital identity uses 
the technology’s decentralisation, immutability, and 
transparency to manage and secure digital identities. It 
allows individuals to control their personal information, 
enhances data security, and reduces identity theft risk.

Finally, core concepts-common within the digital 
identity domain (see Sect. 4.2.1)-were also analysed for 
high-level digital identity trends. In the next section, we 
will analyse each of these identified features in detail.

4.2 � Feature analysis
In the initial phase of this research, the objective cen-
tred around identifying and extracting thematic clusters 
within the patent landscape from 2020 to 2023. However, 

Table 5  POS tagging key feature relationships

Identify Count Payment Count Crypto Count Blockchain Count

⊢ user 1084 ⊢ transaction 105 ⊢ data 121 ⊢ data 398
⊢ identity 865 ⊢ user 99 ⊢ key 88 ⊢ information 339
⊢ claim 845 ⊢ information 61 ⊢ system 79 ⊢ user 323
⊢ information 797 ⊢ data 59 ⊢ user 75 ⊢ claim 271
⊢ data 733 ⊢ device 59 ⊢ claim 73 ⊢ chain 254
⊢ system 492 ⊢ blockchain 52 ⊢ information 69 ⊢ identity 241
⊢ blockchain 475 ⊢ claim 52 ⊢ transaction 64 ⊢ field 219
⊢ verification 451 ⊢ contract 45 ⊢ signature 64 ⊢ contract 214
⊢ time 449 ⊢ party 42 ⊢ device 53 ⊢ system 194
⊢ request 401 ⊢ identity 41 ⊢ value 52 ⊢ node 185
⊢ device 394 ⊢ system 41 ⊢ encryption 47 ⊢ plurality 175
⊢ method 387 ⊢ request 36 ⊢ algorithm 44 ⊢ network 168
⊢ network 361 ⊢ currency 34 ⊢ ledger 41 ⊢ transaction 155
⊢ party 339 ⊢ service 33 ⊢ identity 40 ⊢ request 142
⊢ certificate 338 ⊢ order 31 ⊢ operation 35 ⊢ certificate 139
⊢ plurality 335 ⊢ server 30 ⊢ cryptographic 34 ⊢ characteristic 134
⊢ order 332 ⊢ wallet 29 ⊢ process 34 ⊢ aspect 132
⊢ number 324 ⊢ security 27 ⊢ party 34 ⊢ order 126
⊢ signature 317 ⊢ money 26 ⊢ input 33 ⊢ verification 122
⊢ service 317 ⊢ bank 26 ⊢ instance 33 ⊢ operation 120
⊢ authentication 307 ⊢ merchant 25 ⊢ block 31 ⊢ problem 119
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to facilitate a more comprehensive analysis of emerging 
trends, the study’s temporal scope was expanded retro-
spectively to encompass the period starting from 2010. 
Concurrently, to ensure the data’s integrity and minimise 
distortion in the analytical outcomes, the study’s time-
frame was deliberately confined to the end of 2022. This 
limitation was imposed to counteract the potential anoma-
lies introduced by the COVID-19 pandemic, which could 
have disproportionately influenced the nature and direc-
tion of technological advancements during this period.

The extended analysis period, spanning from 2010 to 
2022, allowed for a thorough investigation into the devel-
opmental trajectories and shifts in technological empha-
ses within the chosen domain. This study employed a 
robust quantitative methodology, leveraging TF, DF, and 
TF-IDF metrics.

4.2.1 � Core components
Keyword analysis, as seen in Table  6 and validated 
through manual inspection, combined with POS tag-
ging analysis (see Fig.  2), shows several core terms, 
which rank highly in each 5-year period since 2000. 
These core terms, ‘User,’ ‘System,’ ‘Device,’ ‘Information’, 
and ‘Data,’ demonstrate varying degrees of frequency 
and significance in the analysed patents.

‘User’ emerges as a central term with the highest 
frequency, underscoring its importance in the context 
of digital identity. This increase may be partly due to 
the user-centric identity paradigm established in the 
2000s [59] responding to heightened global concerns 
about privacy and data security, where individuals have 
greater control over how and with whom they share 
their personal information on digital services.

Table 6  Digital identity patent key word frequencies

Period

[2000–2004] [2005–2009] [2010–2014] [2015–2019] [2020–2023]

Word Count Word Count Word Count Word Count Word Count

system 49 system 68 device 126 user 315 data 313
data 34 user 64 user 111 data 306 information 235
method 33 information 49 system 102 device 275 user 229
information 30 device 46 data 75 system 256 device 195
user 30 method 45 information 66 information 203 system 189
device 26 data 41 network 65 identity 176 identity 186
server 21 network 39 method 59 method 152 method 159
service 19 service 39 service 54 service 133 service 107
network 18 identity 36 identity 49 network 132 network 103
identity 15 authentication 30 communication 42 authentication 95 block 99
computer 14 computer 25 module 38 access 94 chain 87
access 14 server 24 access 38 server 94 request 81
message 14 access 23 server 35 request 90 authentication 80
communication 14 communication 23 computer 35 computer 84 access 72
certificate 12 security 21 authentication 35 transaction 81 transaction 69
number 11 provider 17 request 28 communication 80 module 68
authentication 11 mobile 16 mobile 28 block 78 verification 66
client 11 request 16 processing 26 security 61 target 65
card 10 card 15 message 24 module 60 certificate 64
security 10 certificate 14 vehicle 23 entity 59 storage 64
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‘Data’ shows significant variability and growth in 
frequency and change, pointing to its evolving and 
increasingly crucial role in digital identity patents. 
Increases in ‘Data’ terms may indicate the evolution 
of digital-identity-enabling hardware to the digital 
identity systems themselves. In contrast, ‘Information’ 
exhibits a lower mean frequency, suggesting its more 
specific or limited application within this domain. 
The frequency of ‘Information’ is growing, but not as 
quickly as ‘Data’ (see Fig. 3). Collectively, these indica-
tors provide insight into the maturity of digital identity 
solutions.

When considering DF, all terms display high mean 
values as expected, with positive movements over the 
analysed period, indicating widespread usage across 
numerous patents. Similarly, the significance values indi-
cate the terms’ very low relative importance, indicating 
that all terms are core and present in most digital identity 
patents in the dataset.

‘User’ has the highest significance of the core terms, 
while the remaining terms show high errors and negative 
changes in significance scores. This point indicates that 
while these terms are common, their distinctive signifi-
cance within digital identity patents may be diminishing 
due to their generalised use.

Overall, subtle patterns present reflect a dynamic 
and evolving landscape within digital identity pat-
ents. The analysis highlights a shift towards focus-
ing on users and data management while suggesting a 
potential oversaturation or generalisation of specific 
technical terms like ‘System’ and ‘Device’ in the patent 
literature.

4.2.2 � Identity management
The term ‘Identity’ stands out for its high frequency 
and universal presence across documents, as indicated 
by its high mean values in both TF and DF (Fig.  4). 

Fig. 2  Core relationships (n > 300, r > 100)
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However, its ubiquity reduces its distinctiveness, as 
shown by its low significance scores. This suggests 
that while ‘Identity’ is a fundamental concept in digital 
identity patents, it is not a term that differentiates one 
patent from another due to its commonality. Core rela-
tionships between ‘Identity’ and other terms are visible 
in Fig. 5 and represent the most significant terms con-
nected with identity present in the patent set.

The term ‘Authentication’ is notable for its consist-
ent usage and distinctiveness compared with ‘Identity’ 
in the context of these patents. It exhibits a moderate 
frequency of occurrence and higher significance val-
ues, indicating that it is not only commonly used but 
also functions as a more specialised term within this 
domain. In contrast, ‘Verification’ displays a pattern of 
less frequent but diverse usage. Its significance scores 
reveal a moderate distinctiveness, underscoring its 
notable but varied presence in patents and emphasis-
ing its relevance in specific areas of the digital identity 
field.

‘Authorisation’ emerges as the least used term among 
those analysed, evidenced by its lowest TF mean. How-
ever, its significance scores indicate a certain level of 
distinctiveness. This suggests that although ‘Authori-
sation’ may not be as common as other terms, it holds 
significance in particular segments of digital identity 
patents.

These trends in the patent set provide further 
insight into digital identity trends. ‘Authentication’ is 
well-established but shows a decreasing trend, while 

Fig. 3  Core TF in patents from 2010 to 2022
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‘Verification’ sees the most growth, closely followed by 
‘Authorisation.’ This suggests a shift towards creden-
tial-based digital identity solutions. This is validated 
by the fact that ‘Authorisation’ is linked to ‘Authentica-
tion,’ as illustrated in Fig. 5, a connection not observed 
with ‘Verification,’ which appears to be a separate 
process.

4.2.3 � Transactions and payments
The term ‘Transaction’ has been present in the top 20 
keyword periods since 2015 (see Table  6) and implies 
an increased focus on the financial aspects of digital 
identity verification. This is supported by the growing 
number of patent filings by payment firms and can be 
seen in current scholarly discussions [6, 7, 30]. Further-
more, K-means clustering (see Table 4) has identified a 
transaction feature which groups the terms ‘Payment,’ 
‘Card,’ ‘Transaction’, and ‘Identity’ together.

In this section, we omit the additional cluster terms ‘Data’ 
and ‘User’ as these are core terms which bridge multiple 
clusters and were discussed in the previous section. We also 
omit ‘Credit’ and ‘Merchant’ because their TF values were 
not statistically significant enough to warrant analysis.

Fig. 4  Identity graph (n > 300, r > 100)
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The term ‘Transaction’ exhibits a moderate usage fre-
quency in digital identity patents, as reflected by its TF 
and DF values. This regular use suggests its integral role 
in the domain. However, the variability in its use, as indi-
cated by the standard deviation, points to inconsistent 
application across various patents. Notably, TF and DF 
for ‘Transaction’ have shown an upward trend, signifying 
the growing importance of digital identity transactions, 
possibly influenced by advancements in blockchain and 
cryptocurrency technologies, which are integral to digi-
tal transactions and secure digital wallets. We discuss 
these later in Sect. 4.2.4–4.2.6.

Additionally, ‘Wallet’ is distinguished by a significant 
increase in both TF and DF metrics, and a high signifi-
cance score reflecting an integration of digital identity 
solutions with financial technology and cybersecurity. 
The positive trends of both ‘Transaction’ and ‘Wallet,’ 
illustrated in Figs. 6 and 7 hint at this evolving landscape.

In contrast, ‘Card’ and ‘Payment’ are less frequently 
used than ‘Transaction,’ with ‘Card’ showing a higher, 
yet variable, presence in documents. Their moderately 

high significance scores suggest that while these terms 
are not as prevalent, they play a distinct role in the pat-
ents where they feature. However, the negative move-
ment over the period for both terms indicates a possible 
decline in traditional card-based identity solutions.

The fact that ‘Transaction’ and ‘Wallet’ are trending up 
while ‘Card’ and ‘Payment’ are trending down suggests 
wide-ranging application of digital identity transactions 
extending beyond financial activities. This may indicate 
a significant transactional underpinning including data 
exchanges, social interactions within digital platforms, 
accessing diverse online services, and managing digital 
legal contracts and more. This phenomena is likely due to 
a movement toward credential-based identity and war-
rants further research.

Overall, the analysis strongly suggests a transition in 
innovation trends from card-based digital identity solu-
tions, typically focused on identity verification alone, 
towards more integrated, credential-based digital 
identity solutions. This shift aligns with technological 
advancements and reflects a growing emphasis on user 

Fig. 5  Auth* relationship (n > 100, r > 10)
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experience and the impact of regulatory frameworks in 
shaping digital identity solutions.

4.2.4 � Network security
The latent Dirichlet allocation (LDA) and K-means 
cluster analyses in our study (see Table  4) have high-
lighted two security-related features within the pat-
ent set-network security and cybersecurity, with an 
additional feature of cryptography. The absence of a 
distinct, overarching security feature raises questions 
about the prominence of security-focused patents in 
digital identity.

Within the patent set, terms like ‘Communication’ 
and ‘Storage’ exhibit high usage frequencies, indicat-
ing their foundational role in digital identity patents. 
‘Communication,’ despite its prevalent use, possesses a 
low significance score, suggesting a general rather than 
specialised application within the patents, possibly due 
to its broad applicability across various technologies. 
‘Storage,’ while frequently mentioned, similarly lacks 
distinctiveness, reflecting its ubiquitous role in digital 
systems.

In contrast, ‘Certificate’ and ‘Encryption’ demon-
strate more moderate usage but exhibit higher distinc-
tiveness, as reflected in their significance scores. These 
terms, particularly relevant in emerging technologies 

Fig. 6  Transaction DF in patents from 2010 to 2022
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such as blockchain and IoT, highlight specific security 
applications in digital identity technologies.

‘Certificate’ likely refers to digital certificates, which are 
electronic documents used to prove the ownership of a pub-
lic key. In digital identity contexts, such certificates are cru-
cial for authentication processes, ensuring that the entities 
involved in a digital transaction are who they claim to be.

‘Encryption,’ on the other hand, is essential for protect-
ing the confidentiality and integrity of data. In digital 
identity systems, encryption can be used to secure sen-
sitive personal information from unauthorised access, 
making it a critical component for maintaining privacy 
and security. The emphasis on encryption in patents 
may reflect the growing concerns over data breaches and 
cyber threats in digital interactions (Fig. 8).

Additionally, the term ‘Privacy’ stands out for its lower 
frequency yet notable distinctiveness, suggesting its spe-
cialised application within digital identity patents. This 
could indicate a growing focus on privacy compliance and 
data protection, in line with global regulations like the Gen-
eral Data Protection Regulation (GDPR) [4]-a European 
Union regulation on information privacy-and the Califor-
nia Consumer Privacy Act (CCPA) [5]-a law to improve 
privacy and consumer rights in California, USA-signifying 
a focused or emerging area of innovation in the field.

Overall, these network security terms in digital identity 
patents present a varied landscape. Common terms like 
‘Communication’ and ‘Storage’ act as foundational ele-
ments, while ‘Certificate,’ ‘Encryption’ and ‘Privacy’ serve 
more specific and evolving roles.

4.2.5 � Biometric

Fig. 7  Transaction TF in patents from 2010 to 2022
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Biometric terms such as ‘Fingerprint,’ ‘Hand’, and 
‘Voice’ exhibit lower frequency in patents, with ‘Fin-
gerprint’ and ‘Voice’ showing somewhat more distinc-
tiveness, indicative of an established presence in the 
field. The prominence of ‘Fingerprint’ could be linked 
to its long-standing maturity and user-friendly nature, 
factors that have been shaped by user acceptance over 
time.

Emerging terms like ‘Face’ and ‘Eye’ display very low 
frequency but high change percentages, suggesting an 
increasing relevance in the biometric landscape. This 
trend might be driven by technological advancements 
in facial and iris recognition, which are perceived as 
offering enhanced security and accuracy. This shift 
could also be a response to growing privacy and secu-
rity concerns, as well as evolving regulatory frame-
works like GDPR, which emphasise data protection 
and privacy.

Despite the positive change over time for some terms, 
Fig.  9 reveals a general decline in both term and docu-
ment frequency for all biometrics over the past 5 years. 
This decline might be due to various factors such as ethi-
cal and privacy concerns surrounding biometric data 

use, technological challenges and limitations in accuracy 
and reliability, diverse applications in different domains, 
and the global market trends and demand-such as the 
global supply chain crisis. Additionally, the impact of the 
COVID-19 pandemic, particularly on touch-based sys-
tems like fingerprint scanners, could have contributed 
to this trend, reflecting hygienic concerns. Additional 
research is required in this area to determine the root 
cause of the decline.

The term ‘Keystroke,’ despite its minimal current 
usage, is noteworthy for its significant growth, indicat-
ing an emerging focus on biometric technologies for 
digital identity. This increase could be attributed to the 
integration of keystroke dynamics with advanced tech-
nologies such as machine learning and behavioural ana-
lytics, offering innovative and non-intrusive verification 
methods. Again, further research is warranted.

In summary, the biometric landscape in digital iden-
tity patents is characterised by a mix of established 
and emerging technologies. While traditional biomet-
rics like fingerprints and voice recognition continue to 
be prevalent, newer forms such as facial and eye rec-
ognition, and even keystroke dynamics, are gradually 

Fig. 8  Network/security TF in patents from 2010 to 2022
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gaining traction. This diversity reflects the evolving 
nature of biometric technologies, influenced by a con-
fluence of factors including technological advance-
ments, regulatory changes, user acceptance, ethical 
considerations, and the broadening scope of biomet-
ric applications across various sectors. Declines aside, 
activity levels indicate a high probability that biometric 
technologies remain a key part of future digital identity 
ecosystems.

4.2.6 � Block chain
The significant growth in the TF values for ‘Block,’ ‘Chain’, 
and ‘Ledger’ over the past decade highlights the increas-
ing importance of blockchain-related concepts in patent 
literature. This trend not only indicates a growing inter-
est but also points to the technological convergence and 
interoperability of blockchain with digital identity tech-
nologies. ‘Ledger’ has seen the most dramatic increase, 
suggesting a shift towards decentralised digital identity 
models.

This surge could reflect broader global trends in 
blockchain adoption across various industries, not 
just in digital identity, and may also be influenced by 

the integration of blockchain with other emerging 
technologies.

The term ‘Credential’ shows a moderate frequency, 
underscoring its relevance in blockchain within digital 
identity patents. Its pattern and distinctiveness suggest a 
vital role in blockchain technology, potentially linked to 
self-sovereign identity (SSI) models where users control 
their identity. This focus on ‘Credential’ could be indica-
tive of a shift towards more user-centric models in digital 
identity, leveraging blockchain’s potential for enhancing 
user privacy and control.

‘Block’ emerges as the most frequently used term, 
highlighting its central role in blockchain discussions 
within the digital identity domain. Its high variability 
in usage might be driven by ongoing innovations in 
cryptographic security and blockchain’s growing mar-
ket adoption. ‘Chain’ and ‘Ledger’ show unique trends: 
‘Chain’ with moderate frequency but high variability 
and distinctiveness, and ‘Ledger’ with lower frequency 
but significant distinctiveness, hinting at specialised 
applications in blockchain technology. These trends 
could also reflect technological evolution in block-
chain, focusing on scalability and integration with 
existing digital infrastructures.

Fig. 9  Biometric DF in patents from 2010 to 2022
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In summary, as indicated by Fig.  10, all blockchain-
related terms are witnessing an increase, supported by 
positive changes in term and document frequencies and 
significance values for each term. This analysis suggests a 
future outlook where ‘Chain’ and ‘Ledger’ may continue 
to grow in importance, mirroring the evolving landscape 
of blockchain technology in digital identity solutions, 
influenced by regulatory trends, compliance require-
ments, and the broader integration of blockchain into 
diverse technological and industrial domains.

5 � Lessons learned
In the ‘Lessons learned’ section, we reflect on the insights 
gained from applying NLP to analyse digital identity pat-
ents. We discuss the challenges, effective methodologies, 
and the importance of data preprocessing and AI integra-
tion in extracting meaningful insights. This section aims 
to provide guidance for future research in digital identity 
analysis, highlighting the key methodological takeaways 
and their implications for the field. The following lessons 
were identified: 

1.	 Data Preprocessing-patent documents exhibit con-
siderable variation in structure and frequently 
incorporate standardised language that may pose 
challenges for NLP analysis. The removal of such ter-
minology, particularly terms irrelevant to the domain 
of interest, was essential for enhancing the precision 
of the analysis. Furthermore, meticulous cleaning of 
assignee information was necessitated by occasional 
inaccuracies in patent filings, which we resolved with 
the implementation of a ‘partial match’ filter to main-
tain data integrity.

2.	 Strategic Data Segmentation-employing a strategic 
approach to divide the dataset into defined temporal 
segments proved beneficial for identifying trends and 
shifts within the digital identity domain. Understand-

ing the timelines associated with patent filing and 
processing was integral to tailoring the segmentation 
effectively, thereby ensuring a more accurate analysis 
of temporal patterns.

3.	 Clustering Algorithm-given the extensive volume of 
the patent dataset, selecting an appropriate clustering 
algorithm was critical to facilitate efficient process-
ing and yield insightful results. LDA and K-means 
algorithms demonstrated efficacy, whereas Sentence 
Transformers, DBSCAN, and Word2Vec faced chal-
lenges managing the dataset’s scale.

4.	 AI Generalisation-clustered word sets underwent 
further processing using OpenAI APIs to achieve 
generalisation, categorisation, and contextualisation. 
This process facilitated the identification of key fea-
tures and enabled an evaluation of the congruence 
between the chosen clustering algorithms.

5.	 Mining Architecture-we encountered significant com-
putational demands when conducting patent analy-
sis combined with NLP, especially when delving into 
secondary and tertiary relationships. To manage the 
extensive analytical workload, we found that adopt-
ing a client-server architecture was beneficial. This 
approach allowed us to queue tasks and process them 
across different nodes, offering the flexibility to pause 
and restart the analysis without having to begin anew.

Reflecting on these lessons learned, the next section 
reports limitations of the study, before Sect. 7 discusses 
trends and conclusions drawn from the digital identity 
patent data, offering a comprehensive analysis of the key 
findings and their implications in the field.

6 � Limitations of the study
This study faced limitations due to the complex nature 
of data mining digital identity articles. The dataset may 
not be entirely comprehensive due to some patents being 
unavailable and the updates and amendments that pat-
ent records undergo. There may also be publication and 
geographic biases, as the dataset may exclude potentially 
innovative ideas that are not patented, and may focus pri-
marily on innovations from specific regions based on the 
database sources used. The study could be repeated with 
a wider search term-but the choice of those terms would 
need to be systematic and on a scientific basis.

Additionally, the analytical process had its challenges, 
including the difficulty of interpreting texts with high 
levels of semantic ambiguity through NLP. While pro-
cess challenges are not a limitation of the study, the accu-
racy of data mining algorithms can also be constrained, 
potentially leading to over-fitting and limiting the mod-
el’s generalisability.
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Finally, there is a concern regarding interpretational 
bias, as the parameter settings for NLP and data min-
ing may be subjective and significantly influence the 
outcome. Expert validation is necessary to enhance the 
study’s reliability, but this may introduce biases based 
on individual perspectives. Despite these limitations, the 
size and completeness of the Google patent database mit-
igates concerns. Future research should reduce residual 
limitations and build upon the findings of this study.

7 � Conclusions
In our analysis of digital identity patents, quantitative 
methods provided objective metrics to evaluate the sig-
nificance and relevance of the identified clusters. By rely-
ing on these quantitative methods and corresponding 
validation methods, such as coherence testing and fre-
quency analysis, we ensured that our conclusions were 
grounded in measurable data, accurately reflecting trends 
and patterns in the digital identity patent landscape.

Additionally, the application of NLP methods in min-
ing patents for insights is designed to eliminate bias and 
subjectivity and has proved invaluable. These advanced 
analytical techniques enabled a comprehensive under-
standing of high volume textual datasets, such as pat-
ent libraries. NLP provided the ability to dissect and 

interpret the linguistic structures within patents, reveal-
ing underlying patterns and trends that might otherwise 
have remained obscure, while cluster analysis further 
enhanced this process by grouping similar terms or con-
cepts, allowing for a more structured analysis of the data.

Our analysis of digital identity patents specifically, 
revealed significant trends and shifts within the domain 
as follows: 

1.	 Core Terminology-analysis of keywords and POS tag-
ging has pinpointed fundamental terms, revealing 
significant patterns in frequency and importance. 
The prominence of the term ‘User’ suggests a shift 
towards a user-centric identity paradigm, highlight-
ing an elevated focus on digital identity and associ-
ated privacy and security concerns. Additionally, the 
evolving usage of ‘Data’ and ‘Information’ terms indi-
cates a maturation of digital identity solutions.

2.	 Biometric-terms indicated a mixed landscape of estab-
lished and emerging technologies, with traditional 
biometrics like fingerprints and voice recognition being 
prevalent, while newer forms like facial and eye recog-
nition were on the rise. However, a general decline in 
biometric terms in recent years highlighted the complex 
interplay of technological, ethical, and market factors.

Fig. 10  Block chain DF in patents from 2010 to 2022
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3.	 Blockchain-the growth in blockchain-related terms 
such as ‘Block,’ ‘Chain’, and ‘Ledger’ pointed to the 
increasing relevance of blockchain in digital identity, 
potentially driven by broader global adoption trends 
and technological convergence. The rise of Creden-
tial in blockchain patents underscored a shift towards 
more user-centric, self-sovereign identity models.

4.	 Financial Transactions-rising blockchain importance 
also appears to be inline with advancement in digital 
identity transactions with evidence suggesting inno-
vations involving blockchain enabled transactions 
are increasing at the expense of traditional payment 
methods.

5.	 Privacy vs User Experience-the analysis suggests a 
shift towards enhancing user experience and privacy 
within digital identity solutions, likely in response to 
increased public concern over data privacy and the 
demand for more user-friendly interfaces. Future 
solutions may thus prioritise ease of use and strong 
privacy protections.

6.	 Regulatory Dynamics-changes in regulatory and 
compliance landscapes are shaping the innovation 
trajectory within digital identity, with new standards 
and guidelines influencing patent filings and innova-
tion focus. This regulatory evolution underscores the 
need for digital identity technologies to adapt, bal-
ancing innovation with compliance.

Our investigation into digital identity patents has also 
unveiled contributions from various sectors, highlight-
ing the expanding role of technology firms, financial 
institutions and notably, the emergence of Chinese 
entities in the post-2021 landscape. This points to some 
geographical and sectoral expansion within the digi-
tal identity domain and may indicate a shift towards a 
more global and diverse innovation ecosystem.

Identifying key trends in digital identity technology not 
only highlights the field’s evolution but also unlocks the 
door to greater interoperability. This, in turn, would make 
online services simpler to develop, deploy, secure, main-
tain, and use; however, the degree to which the identified 
areas in this research are moving toward inter-operability 
is largely unknown, showcasing the critical need for deeper 
exploration to maximise the trans-formative impact digital 
identity may have on a connected digital world.
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