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Abstract. Attribute-Based Signatures (ABS) are a versatile cryptographic prim-
itive and have many applications. They are a generalization of many widely-used
signature-related notions such as group, ring and mesh signatures. Attribute-Based
Signatures with User-Controlled Linkability (ABS-UCL) combine properties of
ABS and Direct Anonymous Attestation (DAA) thus allowing a user to anony-
mously and at will maintain a session with a verifier. Such a notion also has many
applications. In this work, we provide the first constructions of ABS-UCL dis-
pensing with heuristic assumptions such as random oracles. We start by providing
a generic construction which avoids some of the inefficiency pitfalls of existing
constructions. We then provide efficient instantiations supporting expressive sign-
ing policies. We also give a concrete construction for threshold policies yielding
constant-size signatures. Some of the building blocks we construct might be of
independent interest.
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1 Introduction

Attribute-Based Signatures (ABS), introduced by Maji et al. [28], are a promising, ver-
satile primitive that allows signers to authenticate messages while enjoying fine-grained
control over identifying information. In ABS, users sign messages w.r.t. policies satis-
fied by a set of attributes they possess. The verifier of a signature is convinced that a
signer with a set of attributes satisfying the policy in question signed the message but
learns neither the identity of the signer nor the exact attributes used. Attribute-based sig-
natures are a generalization of many prominent notions such as group [11], ring [31] and
mesh [8] signatures. They have many applications including trust negotiation, e.g. [18],
attribute-based messaging, e.g. [5], and leaking secrets.

ABS schemes can be categorized according to how expressive the policies they sup-
port are. In threshold ABS (tABS), proposed by Shahandashti and Safavi-Naini [33],
the signing policy is restricted to proving possession of at least t out of n attributes.
Constructions of tABS schemes include [27, 19, 24]. ABS schemes supporting more ex-
pressive policies, i.e. monotonic access structures, were first given by Maji et al. [28].
Okamoto and Takashima [29, 30] gave constructions supporting non-monotonic access
structures. Note that any scheme supporting monotonic access structures could be ex-
tended to support non-monotonic access structures simply by doubling the universe of
attributes. ABS schemes for circuits were given by Tang et al. [34] and Sakai et al. [32].

Practical features such as decentralization [30], user-controlled linkability [15], trace-
ability [17, 16,21], and controllable-linkability [35] have been added to ABS schemes
resulting in various ABS notions.

El Kaafarani et al. [15] introduced the notion of Attribute-Based Signatures with
User-Controlled Linkability (ABS-UCL), which analogously to the Direct Anonymous
Attestation (DAA) protocol [9], which is a standardized protocol that is deployed in
practice, it adds the user-controlled linkability feature to standard ABS schemes. More
precisely, the user can at her discretion choose to make some of her signatures aimed at a
particular verifier linkable without sacrificing her anonymity. Thus, the user-controlled
linkability feature allows anonymous users to establish and maintain sessions with par-
ticular verifiers. For instance, consider a potential buyer of age-restricted products who
wishes to convince the seller that she indeed satisfies the policy in place for buying such
products but without revealing her identity. In this scenario the user may also wish to
link her current transaction to some of her earlier anonymous ones, e.g. to benefit from
discounts. Another useful application of the controlled-linkability feature is resuming
interrupted or lost authentication sessions between communicating parties. The more
recent notion of DAA with attributes (DAA-A) [12] can also be viewed as a variant of
ABS-UCL where the signer is split into a trusted (computationally-constrained) TPM
and a more powerful but not necessarily trusted host. Note that unlike in DAA, where
the signature attests to the fact that the user belongs to a particular group, and thanks to
the expressiveness of the policies with which signatures in ABS schemes are associated,
ABS-UCL allows the user to attest to much broader statements than merely proving she
belongs to a particular group. Also note that ABS-UCL is very different from the notion
of Attribute-Based Signatures with Controllable Linkability [35] in which a designated
authority (equipped with a secret key) is able to check if two signatures originated from
the same signer.



Traceable ABS (TABS) [17] and Decentralized Traceable ABS (DTABS) schemes
[16,21] add the traceability feature to ABS schemes by granting a designated opener a
special tracing key using which she can revoke anonymity when the need arises.

To the best of our knowledge, currently there exist no constructions of anonymous
signature schemes offering the user-controlled linkability feature and supporting at-
tributes which do not rely on random oracles. The constructions in [15] as well as the
more recent variants in [12] all rely on heuristic assumptions for their security.

Our Contribution. We give a generic construction of ABS-UCL supporting expressive
policies, i.e. monotone access structures (and hence non-monotone access structures)
and 3 efficient concrete constructions. The first two are instantiations of the generic
construction whereas the third construction is a concrete one supporting threshold poli-
cies and yielding constant-size signatures. Our generic construction is tailored towards
avoiding some of the inefficiency pitfalls of existing ones. Our instantiations are efficient
and constitute the first constructions not relying on random oracles [2] and compare
favourably to existing related constructions offering different features. As a special case
of our constructions, i.e. when the user-controlled linkability requirement is dropped,
we obtain efficient instantiations of standard ABS schemes which compare favourably
to existing ones. As a building block for some of our constructions, we construct a new
efficient partially structure-preserving signature scheme [22], which might be of inde-
pendent interest.

Paper Organization. In Section 2, we give some preliminaries. In Section 3, we present
the building blocks we use. We define ABS-UCL in Section 4. In Sections 5 and 6, we
present our constructions of ABS-UCL.

2 Preliminaries

In this section we present some preliminaries.

Bilinear Groups. A bilinear group is a tuple P := (G, H, G, p, G, H,e) where G :=
(G),H := (H) and Gy are groups of a prime order p. The function e is a non-degenerate
bilinear map G X H — G;. We focus on Type-III bilinear groups [20], where G # H
and no efficient isomorphisms between G and H are known in either direction, since it
is well-known it is more efficient than the other settings.

Intractability Assumptions. We will use the following existing intractability assump-
tions:

DDH. Given (G, G% G*,G°) € G* fora, b,c « Z,, where G = (@) is of a prime order
p, it is hard to decide whether or not ¢ = ab (mod p).

SXDH. This requires that the DDH assumption holds in both groups G and H.

g-SDH [7]. Given (G,G*,...,G*") for x « Z,, where G = (G) is of a prime order p,
it is hard to output a pair (c, Gx%c), where ¢ € Zp\{—x}.

¢-DDHI [6]. Given (G,G%, ..., qu) for x « Z,, where G = (G) is of a prime order

1
p, it is hard to distinguish G~ from a random element of G.



(¢.m,1)-aMSE-CDH [25]. GivenP := (G,H, Gy, p, G, H,e).letX = (x|, . Xp,,) <

14 +m
Z3 ™, gy(X) = H(X +x;) and gy(X) = H (X + x,) for some #,m,t € N.
i=1 i=f+1

The assumption states that it is infeasible to compute e(G, H)*¢1?) given:

G.G",....G""7, Grra® (1) G, 6", ..., )
G'.G7,....G7" 3 A, .GTTEEY @)
I‘le, I—ley, s Gwym—l (5) I:]a, ﬂay’ s G,Iyz(m-rm (6)

3 Building Blocks

In this section, we present the building blocks we use; this includes a new partially
structure-preserving signature scheme that we construct.

3.1 Partially Structure-Preserving Signature Schemes

Ghadafi [22] defined Partially Structure-Preserving Signature (PSPS) schemes as a vari-
ant of structure-preserving signature schemes [1] where the only deviation from the def-
inition of the latter is that some part of the message might be field elements rather than
group elements. In this work we will use 2 PSPS schemes the first of which is new.

A New PSPS Scheme for the Message Space G" XZZ/. We give here a PSPS scheme for

the message space G" x Z" . Ttis an extension of the single-message structure-preserving
scheme of Chatterjee and Menezes [10]. The new scheme is as follows:

+ KeyGen(P): ChOOSE X{, ..., X, Vis v Vyts 2 < ZP,X[ = IT"’,Y[ = HY,7 =
H* Returns (sk 1= (x|, ..., X, Voo v, 2, vk 1= (X, 0, XL YL Y, 2).

. Sign(sk, (f] =,,....U),m=(my,....m,)) € G" XZZ,>: Choose r < Z,. Set

n !
R:=G" R:=H",and S := HUl.xi .GZiz MYt I Return ot = (ﬁ,R,S) e
i=1
H x G2,
. Verify(vk, (U = (U,,....U),m = (my,....my)),0 = (R,R,S)): Return 1 iff
ReH,R,S €6, U, € G, and the following two equations hold:

n n'

o(R,H)=eG.R) oS H)=]]ew,X)[]eG™ Ve(R R)e(G, Z)
i=1 i=1
. Randomize(vk, ([7 = U,,....U,),m = (my,...,my)),6 = (R,R,S)): Choose

' . o P p.Or . L p2r 2
r <—Zp,SetR :=R-G",R :=R-H ,and S" :=S-R G" . Return
o =R ,R,S.



Correctness of the scheme is easy to verify. The signatures are perfectly randomizable
as the distribution of randomized signatures is identical to that of fresh signatures on the
same message. We prove the following theorem in Appendix A.

Theorem 1. The signature scheme is existentially unforgeable against a chosen-message
attack in the generic group model.

PSPS Scheme for a Diffie-Hellman Pair [22]. We also use the recent efficient PSPS
scheme by Ghadafi [22] which signs a Diffie-Hellman pair and a vector from ZZ. It
suffices for our case to have n = 1. The scheme from [22] ig\ as follows, where as in
[22], we let GH denote the set of Diffie-Hellman pairs, i.e. GH = {(U,V)|(U,V) €
GxH,eU, H) = e(G,V)).

- KeyGen(P): Select X, yy, ..., V. Z < Z;. Set X := H*, Y, := H” foralli € [n],
Z = H* Setsk :=(x,¥),...,¥,, z) and vk := (X,Y,,....Y,, Z).
. Sign(sk, (U, V), m=(my,... ,mn))>:To sign(U,V) € él]\-l]andavector(ml, e, my) €

n 1

ZZ’ select r « Z;(, and set R := G", S := (U’ . Gr(x+2,-=1m,~y,-))z_ Return

o :=(R,S)eG.
- Verify(vk, (U, 7).),0 = (R.S)): Rewrn 1iff R € 6%, (U, V) € GH, and

n
e(S, Z) = e(R, V)e(R, X) [ e(R, ™).
i=1

. Randomize(vk, ((U,V),M),a = (R, S)): Select ¥ « Z:, and set R’ := R",

S’ :=S"” Return ¢’ := (R, S").

3.2 Groth-Sahai Proofs

Groth-Sahai (GS) proofs [23] are non-interactive proofs in the CRS model. We will use
GS proofs that are secure under the SXDH assumption.

For clarity, when describing the statements to be proven, we will we underline the
variables which are part of the witness. The language for these proofs is of the form
L := {statement | 3 witness : E(statement, witness) holds }, where E(statement, -) is
one of the four types as described in [23].

The system consists of the algorithms (GSSetup, GSProve, GSVerify, GSExtract,
GSSimSetup, GSSimProve).

GSSetup takes as input the description of a bilinear group P and outputs a binding
reference string crs and an extraction key xk. GSProve takes as input the string crs, a
set of equations statement and a witness, and outputs a proof Q for the satisfiability of
the equations. GSVerify takes as input a set of equations, a string crs and a proof € and
outputs 1 if the proof is valid, and O otherwise. GSExtract takes as input a binding crs,
the extraction key xk and a valid proof €2, and outputs the witness used for the proof.
GSSimSetup, on input a bilinear group P, outputs a hiding string crsg;,, and a trapdoor
key tr that allows to simulate proofs. GSSimProve takes as input crsg;,,, a statement and
the trapdoor tr and produces a simulated proof Qg;, without a witness.



The system can either be instantiated using a binding CRS crs (produced by GSSetup)
or a hiding CRS crsg;,,, (produced by GSSimSetup). The distributions of strings crs and
crsg;y, are computationally indistinguishable and simulated proofs are indistinguishable
from real proofs. The proof system has perfect completeness, (perfect) soundness, com-
posable witness-indistinguishability/composable zero-knowledge. Formal definitions are
given in Appendix C.

3.3 Linkable Indistinguishable Tag

A Linkable Indistinguishable Tag (LIT) scheme [4, 3] is defined w.r.t. a one-way func-
tion PK such that a tag created with a secret key sk can be verified using PK(sk). LIT
consists of the algorithms (KeyGen, Tag, Verify). KeyGen(1*) produces a secret key sk;
Tag(sk, m) outputs a tag = on the message m; Verif y(PK(sk), m, ) verifies the tag = on
m returning 0/1 accordingly.

Besides correctness, the security of LIT [4, 3] requires linkability and f-indisting-
uishability. Informally, the former requires that an adversary who is allowed to control
both the secret key and the message cannot produce identical tags unless they are on the
same message/key pair. Indistinguishability, which is defined w.r.t. a one-way function
f of the secret key, requires that an adversary who gets f(sk) and access to a tag oracle,
cannot determine whether or not a new tag on a message of its choice was produced
using the same key used by the tag oracle. Formal definitions are given in Appendix ??.

As in [3], we instantiate LIT in the standard model with the function underlying the
weak Boneh-Boyen signature scheme [7]. The instantiation is secure under the g-DDHI
assumption.

4 Definition and Security of ABS-UCL

In this section, we define the syntax and security of Attribute-Based Signatures with
User-Controlled Linkability (ABS-UCL) [15].

An ABS-UCL scheme consists of the following algorithms [15], where pp output by
Setup is an implicit input to the rest of the algorithms:

Setup(1%) on input a security parameter, it returns public parameters pp.

AASetup(aid) is run by attribute authority AA,,4 to generate her public/secret key pair
(Vkaa- SKan)-

UKeyGen(id) is run by user id to generate her personal secret key uskiy.

AttKeyGen(skp s, id, f(usk;y), @) isrun by attribute authority AA (managing attribute a),
where f is an injective one-way function, it gives user id the secret key skiq ,.

Sign(uskiy, {skig 4} 4c.4> m> P, recip) user id with attributes A s.t. P(A) = 1 uses this
algorithm to sign a message m w.r.t. signing policy P and the recipient tag recip.
The algorithm returns a signature o.

Verify(o, {vka A, }i» P, m,recip) checks if the signature o is valid on the message m w.r.t.
(the possibly empty) recipient tag recip and the policy P returning 1/0.

Link(cg, mg, {vkaa, }i» Po. 01, my, {vaAj };»P1,recip) checks if the two signatures on
their respective messages and w.r.t. recip #.L and their respective signing policies
were produced by the same user, outputting 0/1 accordingly.



Identify(sk, o, m, recip, {vkaa };,[P) is only used in the security model for capturing
linkability. It checks whether the valid signature o (w.r.t. the signing policy P) on
the message m and recip #.1 was produced by the secret key sk, outputting 0/1
accordingly.

Security Requirements. Besides correctness, the security of ABS-UCL [15] requires
unforgeability, linkability and anonymity which we define below.

UNFORGEABILITY. This property guarantees that users cannot output signatures on (mes-
sage, recipient tag) pairs w.r.t a signing policy that is not satisfied by their set of at-
tributes, even if they collude, ensuring collusion-resistance. It also ensures that an ad-
versary cannot produce a signature which links to a signature by an honest user even if
everyone else in the system is corrupt.

Definition 1 (Unforgeability). An ABS-UCL scheme is unforgeable if for all security
parameters A € N, for all PPT adversaries the advantage in winning the following game
is negligible:

Setup: The challenger runs Setup and gives pp to the adversary.

Play: The adversary can ask for attribute authorities to be created and get hold of their
secret keys. She can also ask for honest users to be created and get hold of their
personal secret keys. Moreover, the adversary can ask for keys for attributes for
users and signatures on tuples (m, P, recip) of her choice on behalf of honest users.

Output: The adversary outputs either of the following:

* A valid signature o on m and recip w.r.t. P, where (m, recip, P) was not queried to
the signing oracle, and there exists no subset of attributes A* whose keys have
been revealed to the adversary or managed by corrupt attribute authorities such
that P(A™) = 1.

* Atuple (mg, 6, {Vkan, }i» Po.my, 01, {VkAAj 1, Py recip #1,id), where o; is valid
on m; and recip w.r.t. P, user id is honest, Link(c, mg, {Vkan, };»Po. 01, my,
{vaA/_ }j, Py, recip) = 1 and either (id, my, recip, Py) or (id, m, recip, P,) was
not queried to the signing oracle.

LINKABILITY. This property ensures that only valid signatures directed at the same re-
cipient and which were produced by the same user link.

Definition 2 (Linkability). An ABS-UCL scheme is linkable if for all security param-
eters A € N, for all PPT adversaries the advantage in winning the following game is
negligible:

Setup: The challenger runs Setup and gives pp to the adversary.

Play: The adversary can choose all the secret keys of all users and attribute authorities.

Output: The adversary outputs (o1, recipy, my, {Vkaa,}i» Py, sky) and (o,, recip,, my,
{VkAA,- }j, P,,sky). She wins if o; is valid (w.r.t. P;) on m; and recip;, fori = 1,2
and either of the following holds:

* oy was produced by sk, and o, was produced by sk, where sk; = sk, and
recip = recip; = recip, #.l but Link(al,ml,{vaAi}i,Pl,%,mz,{vaAj}j,
P,, recip) = 0.



*x o was produced by sk, and o, was produced by sk, where sk; = sk, and
Link(oy, my, {vkaa, }is P1. 02, mo, {vaAJ_}j,IP’z,recipk) =1fork € {1,2} and
either recip, =1 or recip; # recip,.

* o was produced by sk, and o, was produced by sk, where sk; # sk, and
recip = recip; = recip, #.1 and Link(c,my, {vaAi}i,Pl,az,m2, {VkAAj}j’
P,, recip) = 1.

ANONYMITY. This ensures that neither the identity of the signer, nor the attributes used
in the signing are revealed by the signature.

Definition 3 (Anonymity). An ABS-UCL scheme is anonymous if for all security pa-
rameters A € N, for all PPT adversaries the advantage in winning the following game

is negligibly close to %

Setup: The challenger runs Setup and gives pp to the adversary.

Play I: The adversary has full control over all attribute authorities. She can also get
hold of the secret keys of signers of her choice; those signers automatically become
corrupt users. Moreover, the adversary can get hold of the secret key of any attribute
and signatures on tuples (m, P, recip) of her choice on behalf of honest users.

Challenge: The adversary outputs (m,idy, A, id;, A, P, recip) where P(A;) = 1 for
i =0,1. Ifrecip #1, we require that both id, and id; are honest users. The chal-
lenger sends back a signature o, generated using (idy, Ap), for b < {0, 1}.

Play I1: Same as in play I with the additional condition that if recip #.L, the adversary
can corrupt neither idg nor id,.

Output: The adversary outputs her guess b* and wins if b* = b.

5 Efficient ABS-UCL Constructions for Expressive Policies

Here we give efficient constructions for monotone access policies. By doubling the at-
tribute space, we also cover non-monotone access policies. Our construction is a mod-
ified and improved variant of the generic construction in [15]. We describe the idea of
our construction generically and then give specific efficient instantiations. When pro-
ducing the zero-knowledge proofs part of the signature, we use a span program [26] to
represent the signing policy. Refer to [26] for more information about span programs.

The personal secret key of user id is a secret key usk,y € SK for a linkable indis-
tinguishable tag scheme LIT. Let f : SK — F and PK : SK — PK be two one-way
injective functions. In our instantiations, f and PK are exponentiations of usk;y in groups
G and H, respectively. We make f(usk;q) public whereas PK(usk;y) is only known to the
user.

Since our main goal is to design efficient schemes while dispensing with heuris-
tic assumptions, unlike the generic construction of [15] and other similar constructions
of variants of standard-model attribute-based signature schemes, e.g. [16,21], which
do not offer the user-controlled linkability feature, we use an existentially unforgeable
randomizable partially structure-preserving signature scheme (RPSPS) [22] to issue at-
tribute credentials to users. Unlike e.g. [16,21], we have weakened the requirement we
need from the signature scheme from being structure-preserving [1] to being partially



structure-preserving [22]. This serves to improve the efficiency of the construction. We
also require a second existentially unforgeable signature scheme DS whose public veri-
fication key is part of the public parameters of the system whereas its secret key is not
known to any party.

The credential sk;y , for attribute a to user id is a RPSPS signature on (f (uskiy), a)
using skaa g Which is the secret key of the authority managing a.

To sign a message m w.r.t. a signing policy [P where the signer possesses credentials
{ski' 4.q)ac.a for aset of attributes A satisfying P(A) = 1, the signer first re-randomizes

ski' 4,q Into skig , for all @ € A so that the new randomized credentials are unlinkable to
the original credentials ski’ da’ Another deviation from the construction in [15] is that we
only need to hide the components of the user’s attribute credentials sk;y , which depend
on the user’s secret key usk;y and publicly release the remaining components. When
signing a message m w.r.t. a signing policy P and a non-empty recipient tag recip, the
user produces a proof of knowledge z to prove that she either has enough credentials
for a set of attributes A such that P(A) = 1 or has a DS signature on H(m, P, recip) for
some collision-resistant hash function H : {0,1}* — Mpg. Following the literature,
we refer to the latter as a pseudo-attribute. Since in this case the signature is linkable,
the NIZK proof z additionally proves that the tag = on recip verifies w.r.t. the same user
secret key usk;qy with which the attribute credentials are associated. To prove the latter,
let IsConsistent : F X P — {0, 1} be a predicate where F and PK are the ranges of
the functions f and PK respectively. In our instantiations, IsConsistent requires checking
that the pair is a Diffie-Hellman pair. For all remaining attributes in the policy P that the
signer is not going to use, i.e. the set of attributes a € P \ A, the user chooses random

dummy credentials . For all attributes a € A, we parse skiy , as (s/l\<id,a, svkid,a),
where s/|\<id,a are independent of usk;y. Similarly, for all attributes a € P\ A, parse

skigq | as < s/l\<id’a , svkid’a > Let Skid’apsdo be the credential for the pseudo-attribute,

i.e. the DS signature on H(m, P, recip). We parse Skid,apgdo as ( Skid,apgdo 5 svkid’apgdo >

~

where | skiy , is independent of the message of DS. Since the signing key of DS is

psdo
only known to the challenger in the security reduction, we can safely reveal the compo-

A

nent | skiy , |in the clear since it does not reveal whether skid",pqd0 is a valid signature

psdo

on H(m,P,recip) or a fake dummy signature. If recip =1, then we set ¢ =1 and =
excludes the latter part concerning proving correctness of the tag z. The signature X is

~

then | 7, 7, {skig.q}aea Y {| Skiq.a |Faep\a V| SKidqy,

To verify the signature, it suffices to just verify the proof z. To link two signatures,
one checks that tag components of the two valid signatures are identical.

Details of the construction are given in Fig 1, where Z and M are the secret vector and
the public span matrix used in the span program, respectively. The languages associated



Setup(1%)

- (crs, xk) « NIZK.Setup(1%). (svk, ssk) < DS.KeyGen(1%).

- Choose a collision-resistant hash function H : {0, 1}* - M. Return pp := (1%, crs, H, svk).
AASetup(pp, aid)

- (VKA id» SKaazia) < RPSPS.KeyGen(1%). Return (VKA 2id> SKAApid)-

UKeyGen(pp)

- usk,, < LIT.KeyGen(1%). Return usk,.

AttKeyGen(id, f(usky), @, skaazid(a))

- ski, , < RPSPS.Sign (SKkansigay: ((f (usky), ), @) ). Return skiy -

Sign(m, P, usky, {ski, },c.4.recip)

- Return L if P(A) = 0. A

-Let a,y, 1= H(m,P,recip) and P’ :=P V a4,

- For each a € A, compute sk, , < RPSPS.Randomize (vaAaid(a), ((f(uskid), PK(uskid)) ,a) ,ski’dﬂ).
- For each a € P\ A, choose a random dummy credential .

- Choose a random dummy credential for the pseudo-attribute a g, .
»Apsdo psdo

- Parse sk, as (sky,, skig, ), where sk, , are independent of usky.

- Similarly, parse | sk, as ( s/l\qdﬂ R svkidﬂ ), and skid’apm as ( sAkid,apsdo A svkid’apsdo )

- If recip =1 Then

oSett 1=L,Q 1= ({Vkapsidga) tacp YU SVK, {SKig Yo U {] SKigy [Yaepra)-

o 7 « NIZK.Prove (crs, (( f(usky), PK(uskig)), Z, {skigo }aca U {] Skig.o }aew> 1Qe £’>.

- Else
o 7 « LIT.Tag(usky, recip).

0 Q = (7, recip, {VKapig(a) taep Y VK, {S/I(id,a}aeA U { SAkid,a Yaeta)-

o 7 < NIZK.Prove(crs, (( £ (usk), PK(usk)), 7 {skig }ae U {| Skige }GG@\A) [Qer).

-Return E 1= (7,7, {skiga Vo U (| kg [Lacira)-

Verify(Z, {VKkaasida) }aep> P m, recip)

- Parse X as <7r, T, {S/Ed’a}aeﬂs) and pp as (1%, crs, svk, H). Return NIZK_ Verify(crs, ).

Link(recip, (m;, {VKpp i) }ue[P’,- P, Zi)i=l,2)

- Parse %, as (71’,», 7;, {s/l\<id’u}a€pl> and pp as (1%, crs, svk, H).

- Return 0 if recip =L or 3i € {1,2} s.t. Verify(Z;, {VKaniga) }acp,» Pi» ;> recip) = 0.
- If 7, = 7, # 1 Then Return 1 Else Return 0.

Identify(sk, X, m, recip, {vaAaid(a) }aep> P)

- Parse X as (71', T, {sAkid)a}aE[ﬁ,> and pp as (1’1, crs, svk, H).

- If recip =L or Verify(Z, {VKaaig(a) }aep+ P> m, recip) = 0 Then Return 0.
- If LIT.Tag(sk, recip) = 7 Then Return 1 Else Return 0.

Fig. 1. Our generic construction of ABS with User-Controlled Linkability




with the NIZK system are as follows. For clarity we underline the witnesses:

( (7 recip. (¥kanain Jaew U sk (kg baes ) - ((F (uskig), PRusk)), Z: (kg et ) )

: Z'M =[1,0,...,0] A LIT.Verify(PK(usk,y),recip,7) =1 A IsConsistent(f(uskiy), PK(usk;)) =1
] - -

I\ i 2, # 0 = RPSPS.Verify (Vkuuyiqs ((/ (Usk), PR(USk). @, ). (kg i, ) ) = 1

i=1

A if zjp,y # 0 = DS.Verify (svk, H(m, P, recip), (sAkidﬂp’d", svkid,apsdo)) =1

£’ is similar to £ but without LIT.Verif y(PK(usk,y), recip, 7) = 1 and IsConsistent( f (uskiy),
PK(uskg)) = 1.

Theorem 2. The construction in Fig. 1 is a secure ABS-UCL scheme.

Proof. Correctness is straightforward and is easy to verify. Also, linkability follows from
that of the LIT scheme and is easy to verify.

Lemma 1. The construction satisfies anonymity if NIZK is zero-knowledge and LIT is
f-indistinguishable.

Proof. Note that all public parts of the attribute credentials including that for the pseudo-
attribute are independent of the witness of the NIZK proof.

We proceed by defining a sequence of games such that the last game is independent
of the bit b used in the anonymity game. We prove that an adversary against anonymity
behaves differently in any two consecutive games only with a negligible probability.

Let n(4) be a polynomial representing an upper bound on the number of users the
adversary is allowed to create in the game. We let Game 0 be the original anonymity
game but where we randomly guess the challenge user used by randomly choosing id
from the set {1,, ... 7(4)] and aborting if the challenge user chosen is different from id.

We have a probability of % of guessing the challenge user correctly. If the advantage
n

of the adversary against the original anonymity game is non-negligible then so is her
advantage against Game 0 since #7(A) is polynomial in A.

Let Game 1 be the same as Game 0 but now the CRS crs used for the NIZK is chosen
as a hiding string. By the security of the NIZK system, the difference between games
Game 0 and Game 1 is negligible.

Let Game 2 be the same as Game 1 but now proof x part of the signature is a sim-
ulated proof rather than a real proof. By the zero-knowledge property of NIZK, the
difference between games Game 1 and Game 2 is negligible.

Let Game 3 be the same as Game 2 but now every time the game answers a signature
on behalf of user id (via a signing or a challenge query) for a recipient tag recip #.L, if
such a recipient tag has already been queried on behalf of the same user, we return the
same tag 7; otherwise, we choose a random user key usk;y € SK and use it to produce a
tag = on recip. We can use a hybrid argument and a reduction to the f-indistinguishability
of the LIT scheme to argue that the difference between games Game 3 and Game 2 is
negligible. Let y(4) be a polynomial representing an upper bound on the total number of
signing and challenge queries involving user id on non-empty recipient names recip #.L.
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We define a sequence of games GM?’S) where in game GM ; we answer the first j queries
on non-empty recipient tags using the key for user id and from the (j + 1)-th query
onwards we use tags under random keys. If the adversary behaves differently in any
two subsequent games with a non-negligible probability, we can use her to break the f-
indistinguishability of the LIT scheme. We have GM,, = Game 3 and GM, ;) = Game 2.
By the f-indistinguishability of LIT we have that the difference between games Game
3 and Game 2 is negligible.

Now note that Game 3 is independent of the bit b used in the anonymity game and
therefore the adversary has a negligible advantage against anonymity. O

Lemma 2. The construction satisfies unforgeability if NIZK is sound, RPSPS and DS
are existentially unforgeable, and the hash function H is collision-resistant.

Proof. By the collision-resistance of the hash function H used in the pseudo-attribute
Apsdo- the adversary has a negligible probability in finding two different tuples (m, P, recip) #
(m',P’, recip’) where H(m, P, recip) = H(m', P’, recip’).

By choosing the CRS crs for NIZK as a binding one, the proofs are perfectly sound
and we are guaranteed to be able to extract a valid witness from the proof z* part of
the forged signature *. The underlying witness would be either a valid signature on a
new pseudo-attribute (m, P, recip) which was not queried to the sign oracle or a set of
credentials on a one-way function of a user secret key usk,y where some of the valid
credentials were not obtained from the AttKeyGen oracle. In the former case, we can
reduce unforgeability to the existential unforgeability of signature scheme DS used for
the pseudo-attribute, whereas in the latter case, by guessing which attribute authority

(with probability %, where 7(A) is a polynomial representing an upper bound on the

number of attribute authorities the adversary can create in the unforgeability game) man-
aging a forged credential, we can reduce unforgeability to the existential unforgeability
of signature scheme RPSPS used in issuing attribute credentials to users. O

5.1 Instantiations
In both instantiations below, we instantiate NIZK using the Groth-Sahai system (secure
under SXDH) and instantiate the signature scheme DS using the full Boneh-Boyen sig-
nature scheme [7] (secure under g-SDH). We instantiate the LIT scheme LIT using the
weak Boneh-Boyen signature [7] as in [3] (secure under g-DDHI). The only difference
between the two instantiations lies in how we instantiate the signature scheme RPSPS.
In the following, we let F = f(usk,y) = G"*d and F = PK(usk,y) = H"*d,
Instantiation 1. Here we instantiate RPSPS using the efficient partially structure-preserving
signature scheme from [22] as shown in Section 3.1.

Below we detail the Groth-Sahai NIZK proofs required for the instantiation.

Let M € Z!"1 be the span program for P:=Pv dpsdo- The proof 7 part of the
signature is a proof for the following:

- To prove ZM = [1,0, ..., 0], the signer proves:
P IB|
Z(EM,,J) =1 Z(EMM) =0, forj=2,...,8
i=1

i=1

11



+ Foreacha; € {1,...,|P|}, we have ski/d o= (R;, Si/) € G? where Sk,id,ai = R; and

sE’id,ai = ;. The signer re-randomizes sk'q ,, by choosing r’ « Z and computing
/ /
skiga := (R;, Sp) = (R, S").
To prove if Z; # 0 = RPSPS.Verify <vaAaid(al_), ((F,F),q;), (s/l\<id’ai, svkid,a,-)> =1,
where VKapig(q ) = (X;,Y,, Z;) € H>. Note that R, is independent of R:‘ and (F, F).
The signer then proves the following:
i = i_ 5 = Ri e(ﬂ’ Zl) = e(&?ﬁ)e(&’ Xl)e(& ’Yl)

Note that since R; is public, the verifier can verify that R; # 1g. The verifier can
on her own compute a Groth-Sahai commitment to the value R[a’ by computing C;" ,

i

where Cj is the Groth-Sahai commitment (which is ElGamal ciphertext) to R,—.
Such an observation improves the efficiency. Also, we only need to commit to the
elements of the vector Z in H, which further improves the efficiency.

~

- For the pseudo-attribute apq,, we have | skig , = opgg and

= rrgg- | SKidq

psdo psdo

svk = (X FBB,~YFBB), the signer proves that

v e+l & QIR v % TFBB | (dps 5 Ay
OrBB = OFBB G=G e(orpps Xrpp - Yegg - G'P%)e(G, H) = 1

The signature size of this instantiation is (15|P|+15)- |G|+ (14|P|+22)- |H|+(f+3)-|p|
which is much more efficient than the traceable constructions in [16, 21].
Instantiation II. Here we instantiate RPSPS with our new partially structure-preserving
signature scheme from Section 3.1. The only difference from the details of the NIZK
proof z from that of instantiation I is in the part that proves possession of credentials for
attributes used in the signing which we detail below. The rest of the details of the proof
« and hence the signature are identical to those of instantiation I.

Foreach g; € {1,...,|P|}, we have skiy , = (R[, S, R';) € G* x H where sk'yy , =

(R/,R}) and sk/ ida, = ;- The signer re-randomizes sk’jy,, by choosing r' « Z
~ ~ ~ / 2

and computing sk, = (R.R.S) = (R, -G, R, - A" S/ -R” -G"). To

prove if Z, # 0 = RPSPS.Verify (vaAaid(ai), (F.a;), (Skigg svkid,a’_)) = 1, where
VKansida) = (Xi: Y3, Z)) € H>. The signer proves the following: N
§i=Sié Fi=£é Ri=R,-z_[ éi=Gé
e($;. H) = o(F. X)e(G," . Ve(R;. R)e(G;. Z,)
Note that since (R;, R;) are independent of vk 5iq(,,) and thus when choosing dummy

credentials for attributes in P\ A , any one can choose such a pair satisfying e(R;, H) =
e(G, R)).

The verifier can on her own compute a Groth-Sahai commitment to the value é?i
by computing Cg where CG~[ is the Groth-Sahai commitment (which is ElGamal ci-

phertext) to G,. Such an observation improves the efficiency. In addition, we only need
to commit to the elements of the vector Z in M, which further improves the efficiency.
When verifying the signature, one additionally checks that e(R;, H) = e(G, R;).
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The signature size of this instantiation is (19|P| + 15) - |G| + (21|P| +22) - |H| +
(P + 3) - |p| which is again more efficient than the traceable constructions in [16,21].

6 Construction of ABS-UCL for Threshold Policies

We give here an ABS-UCL construction supporting threshold policies and a single au-
thority. The scheme is based on an improved variant of the ABS scheme in [24].

. Setup(l’l,n): Generate a bilinear group P := (G,H, T, G, FI,p, e) and choose a
collision-resistant hash function H : {0,1}* — {0, 1}%, andacodingmap(¢ : A —
Z;. Define a set of pairwise different elements of Z;, D=1{d,,-,d,_|} where D;
represents the first i elements of D, i.e. D; = {dy, -+, d;}. These values correspond
to n — 1 dummy attributes that should be different from all attributes appearing in
A. Generate a CRS crs for the Groth-Sahai NIZK system and the secret/verification
keys (ssk, svk) of a signature scheme (Full Boneh-Boyen) which will be used to sign
a special attribute called the pseudo-attribute which is needed in the security proofs
to simulate signing queries and to bind a signature to the message.

The public parameters is pp = (A, n, A, P,G’, H',crs, H, D, svk), where e(G, H') =
e(G', H).

+ AASetup(pp): this is run by the attribute authority. It randomly chooses a, y € Z:;,
and sets U = G*, and V = e(G, H)*. The master secret key is gmsk = (a,7)
whereas the master public key is gmpk = (U, V, G%, { H*"' }iz0,e 2n—1)-

- AttKeyGen(pp, gmpk, I, F, F): given a set of attributes I C A and F = (G')"i,
and F = (H')"d_ It picks r « Z; at random and returns

1

Sy = (((G - F)@ by ((H - FY?' Yy (- F) T )

- Sign(pp, gmpk, skiy s, usk,y, M, P, recip): Given a message M € {0,1}", a policy
P(,.S), for whicht < |S| = s < n. If |SnI| < t, return L. Otherwise, fix the
signing set of attributes as I C I where |I¢| = ¢ and compute the following:

o Let C; = (G - F)*! — Aggregate({(G - F)7*{@ } ¢/, I), where!

r

Mocr, (7 + (@)

o Define the sets W = SUD,,;, ;_;and R = W \ Ig and compute z, =
[](¢(@). Then compute T} = C|/%2,

a€eR
o Define the following polynomial in y where deg(P(y)) =n—2

Zl=

P =~ ([Jor+ @ - []c@y).

aeR a€R

! Aggregate was originally defined in [13], and is based on the fact that a product of inverses of
coprime polynomials can be written as a sum of inverses of affine polynomials, as described
and used in [14]. More details on Aggregate can be found in [13].
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Using the second part of the secret key as an input to a Lagrange interpolation
algorithm, one can efficiently compute A, = (H - F y"P) We actually need to
compute the following value;

-1 N S
Tz — (I:I . I:")T . ﬁlﬂuek(aa))
1
o Ifrecip # L, set T = yredP+uskia  where y € G. Otherwise, 7 = L.
o Let H, = A laew +£@)  \which can be computed from gmpk.
o When recip # 1, the signer proves that either she has enough attributes to
satisfy the policy P or she has a signature on the pseudo-attribute a,y, =

H(M,P,recip). This is realized by a GS NIZK proof for the following lan-
guage:

((z, recip, pp)., ((f (uskiq), PK(uskyy)), 5, T,, G, H")) :
e(U™", T,) - e(Ty, Hy) = e(G“, H_”) -e(G", F)

L /\E =_(Gl)@/\ e(orass Xrag - Y,:BFEB - Girio) = e(G”, H)
Ne@ -G B - A =1 )\ ez, <) - e(z, A™P) = e(y, H)
[\ &G, F) = e(G', H**4)

o When recip = L, everything stays the same except that we remove the last two
equations from the NIZK language and change the pseudo-attribute to a
H(M,P).

The signature is o = (ngg, 7) which is of size 27 - |G| 4+ 28 - |H].

- Verify(pp, gmpk, M, P, o, recip): Compute H, = A*Tlaew ¢+€@) gnq verify the
GS proof 7gs.

- Link(pp, gmpk, 0,05, M|, M,,P,P,,recip): If o, or o, are invalid, return 0. Oth-
erwise, parse o; as (rgs,,7;) and return 1 if both 7; and 7, are non-trivial and
7) = 7, # 1, return O otherwise.

psdo

Efficiency comparison with Herranz et al. results in [24]:. The two schemes that
are presented in [24] employ the less efficient pairing setting, i.e. symmetric pairing.
The sizes of the schemes’ signatures are 15 and 3 group elements. The latter comes at
the cost of having longer secret keys. Our scheme, even after adding the user-controlled
linkability feature, is still comparable to the first scheme in terms of the size of the secret
key and the size of the signature (as the group elements in our scheme are much smaller).
However, the public parameters in our scheme are shorter (by k group elements, where
k is the bit length of the output of the hash function used in the sheme). We get this
improvment by using a diffetent technique, i.e. by using the pseudo-attribute idea, to
bind the message to the signature. Moreover, using our technique to bind the message,
and if we were to drop the user-linkability property from our scheme, we would get a
standard ABS for threshold policies that has the same signature size as [24], but with
much shorter public keys.
The proof of the following theorem is in Appendix B.

Theorem 3. The construction above is a secure tABS-UCL.
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A Proof of Theorem 1

Proof. We prove that no linear combinations of the elements available to the adversary
produce Laurent polynomials corresponding to a forgery on a message that was not
queried to the sign oracle.

Public elements in H are H, Xl, oo Xn, Yl, .Y

"+, Z which correspond to the

discrete logarithms 1, xq, ..., x,,, 1, ..., ¥y, Z, respectively. Thus, this means that at the
it-h sign query on (ffi, m;), U;; (for j = 1,...,n) can only be a linear combination of
G, { R} (5, ). Thus, we have

i—1 i—-1 n n
_ 2
Upj = dy,, + Z bu,'.,;krk + Z cu,:,j,k(z U x; + Z my v +r+ z),
k=1 k=1 =1 =1

After g signing queries, u*, which is the discrete logarithm of the forged vector U* must
be of the form

q q n n,
* 2 :
u; =a, + E bu,-,krk + E c“i,k( E up x; + E myy+r+z), fori=1,....n
k=1 k=1 I=1 I=1

Similarly, the (R*, $*) components part of the forgery can only be a linear combination
of the group elements from G, i.e. a linear combination of G, {Ri}iq=1 and {S; }le and
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therefore we have
q q n n
2
rf=a, + Z b, ri+ Z crk(z U x; + Z my v+ +2)
k=1 k=1 =1 I=1

q q n n
% 2
st =a,+ 2 by ry + 2 csk(z ugx; + Z my vy +r;+2)
k=1 k=1 I=1 I=1

Analogously, the R* part of the forgery can only be a linear combination of the elements
from H. Therefore, we have

!
q n n
F=ay + Z by Py + Z ¢ x; + Z d;.y; + €z
k=1 i=1 i=1
For the forgery to be a valid signature, r*, 7 and s* must satisfy

r=F )

nl

s*=2u7‘x,+2m7yl+r*2+z )]
1=1 I=1

=

By (7), we must have e; = O and ¢; = d; = 0 forall i € [n]. Also, we must have
a; = a,, b; =b, forallk,andc, =0 forallk € [q]. Therefore, we have

q
® o ok
rf=F —ar+Zbrkrk
k=1
By (8), we must have
q q n n'
2
a; + Z by ri + Z ka(z u X, + kav,y, +r, +2)
k=1 k=1 I=1 1=1
n ’l’
= 2u7x,+2m;“y,+r*2+z
1=1 I=1
Thus, we must have
q q n n
2
a; + Z by re+ Z Csk(z u X+ ka’ly, +r,+2)
k=1 k=1 1=1 I=1

n n q
= Zu;‘x, + Z m'y, + (a, + Z b, 1) +z
=1 =1 Py

Note that on the left-hand side there is no term in r;r; for all k # j. This means that on
the right-hand side we must have brj b, = 0forall k # j. This implies that there is only
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one value of j such that brj # 0, whereas b, = 0 for all k # j. Thus, we have

q q n n'
a, + Z by ri+ 2 CSk(Z U x; + ka’,y, + ri +2)
k=1 k=1 I=1 I=1

n n,
= Z urx, + 2 my + (a, +b, 1)) +z
I=1 =1

Thus, we have

q q n n
a, + Z by i+ Z csk(Zuk’,x, + Z my,y; + ri +2)
k=1 k=1 I=1 I=1

/

n n

- 2 2.2

= z ux, + Z miy, +a; + 2a.b, r; + br/rj +z
=1 =1

Re-writing the left-hand side we have

n n

2
a, + bxjrj +e, Z uj X+ ey ij’lyl +oeg ez
=1 1=1

7

n n

= 2 2.2

= Z uyx; + Zm;“y, +a, +2ab, r; + brjrj +z
I=1 =1

The monomial z implies C5j = 1. Therefore, we have
n Il,
a, + bsjrj + Z u; x; + Z m;,y, + rjz. +z
I=1 =1

n "’
= Z u'x, + Z my, +a; +2a,b, r; + bf/r? +z
=1 =1

By the monomial x,, it is clear that we must have u i = u7 for all I € [n] and some
J € [g]. Similarly, the monomial y; implies we must have m 1= m;k forall I € [n'] and
some j € [q]. This means the forgery is on vectors which have been queried to the sign
oracle and therefore the adversary does not win.

This concludes the proof. O

B Single authority tABS-UCL: Security Proofs

Theorem 4 (Anonymity). If the NIZK proof system NIZK is zero-knowledge, the link-
able indistinguishable tag scheme LIT is indistinguishable, and the hash function H is
collision-resistance then the tABS-UCL is anonymous.

Proof. We will prove the anonymity of tABS-UCL by showing that a sequence of games
are only negligibly indistinguishable from one another. The technique is similar to [3].
The challenger will beforehand guess the challenge user that will be chosen by the ad-
versary F during the game, and will abort if they are not the same. If the adversary has
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advantage ¢ in winning the unchanged game, than F will have an advantage €¢/#(4) in
winning the second game, where #7(4), a polynomial in 4, is the upper bounds of num-
ber of users that an adversary can create. The sequence of games will start with a game
where the challenger guesses correctly the challenger user and end with a game that is
independent of challenger user. If we can prove that 7’s behaviour changes only with
negligible probability, then our tABS-UCL is anonymous.

We start with the first game Game 0 where the challenger guesses a particular user
id* « [1,7(A)], and aborts the game if in the challenge call we have id;, # id*. In Game-
1, we replace the crs of the NIZK proof by the hiding crs, i.e. we run GSSimSetup instead
of GSSetup.

By the Zero-knowledge proporty of the NIZK, we have that Game 0 and Game 1
differ only negligibly from each other.

In Game 2, we don’t use usk;4* while replying to KeyGen oracle queries. This game
is only negligibly different from Game-1I as the generated keys are always randomized
with a fresh uniform random r and therefore are indistinguishable from random group
elements.

In Game 3, for any Sign or Challenge queries that involve id*, if the recip is new, we
use independent uniformly random keys to produce the tags, i.e. oy, otherwise, we
use the same tag that has been used before.

From Game 2 to Game 3, we will have a series of sub-games, where each two con-
secutive ones are indistinguishable by the indistinguishability of the LIT, i.e. they differ
from each other by a single construction of a LIT tag. We start by answering all queries
related to the selected signer id* using its secret key usk;4*, then we move from a sub-
game to another by answering one of these queries using a random key sk. We end up
in the last sub-game where we answer all those queries using a key sk chosen uniformly
at random. We have u(4) sub-games, where each two consecutive ones differ from each
other by a negligible value, i.e. the advantage against the indistinguishability of the LIT.
One can easily see that the last game is now independent of the challenge user used in
answering challenge query, and hence the anonymity of tABS-UCL. O

Theorem 5 (Unforgeability). if (£, m,t)-aMSE-CDH holds, H is collision-resistance
and the NIZK system is sound then our tABS-UCL is unforgeable.

Proof. First, by the collision-resistance of H the adversary has a negligible probability
in finding two different tuples (m, P, recip) # (m’,P’, recip’) where H(m, P, recip) =
H(m', P, recip).

Now, we take as input a problem instance of (¢, m, t)-aMSE-CDH. We denote the
generators used in the given instance by G, H,,. Given an attacker F; that can break the
unforgeability of our tABS-UCL scheme, we will build an attacker 7, that can use 7 as
a subroutine to solve (£, m, t)-aMSE-CDH. The attacker gives the policy that he wants to
be challenged on P*(¢*, §*) where |S*| = s*. Wecansetn—s* =, n+t*—1 = mand
t* + 1 = t. The adversary F, will then simulate the different algorithms of tABS-UCL
as follows:
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Setup.

+ Define the attribute encoding ¢ as follows:

—x;, where g;(x;) =0 ifa e P\S*
{(a) =4 —x;,where g,(x;) =0 ifa€ S*ora€ Dy =D,yp_j_s
dd <~ Z, ifa € D\D,

- Use the elements of line (1) to compute Gf)'m, setG ;= Gg‘ W and H := H,.
- Sample x,y « Z and set F; = G* and F, = H”.
- Use line (3) to compute u = G* = Ggyglm and v = e(G, H)* = e(Gglma, Hy).

,,,,,

and crs for GS proofs in the soundness setting.
Key Generation. On input P(Q,?), if |[Q¢ = QN S*| > ¢*, return L, otherwise it
generates the key corresponding to S as follows: The first step is to compute
r=1

<{G@}a€§2’{grw}i=0 n—2’H%>

.....

and the second step is to compute:

r xskgigtl

~ i\ yskgig+1 r
sk = ({(67) e { (7)™ s (A7)

The second step can be easily done as the challenger knows of x, y, sk;4. For the first
step, here are the details (similar to [24]):

+ Letwhere Ag = ( [] ¢@) 7" r = @yqr + DQq(y). Define

aeQyg
1 if X =yand |Qg| =0
Qo(X)=11q - H (X +¢(a)) otherwise
a€Qyg
+ Define 00(X)
Q faeQ
Lon={X+t@ 05T
‘ &) cao
X +(a) S

- Fora € Qg, use the line (1) and (2) to compute G r+@ = Ggl(y)waYLa(y).Ggl(y)La(V).

For a € Q\Qy, compute G77@ = GOLa(y)wmeg(y) . Gg“(y)L"(y).
- Use the lines (4) and (5) to compute { H ' |
Q-1 o

- Use the line (4) to compute H~ 7 and (5) to compute H22")®Yo_ Their product

r=1

will give H 7.

5 -
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Signing Queries. Use the pseudo-attribute secret key ssk to sign any message of the
attacker’s choice.

Forgery. The adversary now outputs a valid signature. By the extractability of the GS
proofs, 7, can either extract T} and T, or a valid signature on the pseudo-attribute.

In the first case, we note that 7, knows of x,y and sk;q, and therefore can compute
1 1

T = T1X5kid+l Ty =T, *d*! Using the lines (4) and (5), F, can finally compute

o(T], H*W) - o(G™7410), T) = o(Gy, Ho)*1®

and therefore solve (¢, m, t)-aMSE-CDH. In the second case, the forgery on tABS-UCL
will directly give a forgery on the underlying digital signature used to sign the pseudo-
attributes (i.e. the Full Boneh-Boyen signature). O

Theorem 6 (User-controlled linkability). The threshold attribute based signatures is
User controlled linkable if the Linkable Indistinguishable tag scheme LIT is linkable.

Proof. We will first deal with the case in which an adversary produces two supposedly
linkable signatures, but when testing them with Link, it says they are not. Given that an
adversary C has full control over the secret keys so he can generate secret keys to any
user that he wants to be challenged on, say id| ;. He should also pick the verifier’s name
recip as a part of the challenge. At the end, he needs to produce two signatures, | and o,
on behalf of the user id ., for which oy = (6ags,, oycL,) and 63 = (o s, oucL,)- He
wins if both signatures o, and o, verify correctly and Link(c,, 0,, recip) = 0. The contra-
diction is straight forward here, non-linkable signatures would lead to oyyc| | # oycLss
where the fact that both signatures verify correctly against the same recipient name recip,
would lead to oyc ; = oycL,. In the second case, the adversary aims to break the
soundness of the linking algorithm Link by producing supposedly non-linkable signa-
tures (0, 0,) and yet Link tells that they are linkable. This case can be easily reduced to
breaking the linkability property of the LIT scheme, as this can only be done by having

(sky, recipy) # (sky, recip,). O

C Non-Interactive Zero-Knowledge Proofs
The properties we require from a non-interctive zero-knowledge proof system are:
« Completeness: VA € N, V(x, y) € R, we have
Pr [(crs, xk) < GSSetup(1*); 7 < GSProve(crs, x, ) : GSVerify(crs,y,7) = 1] = 1
- Soundness: VA € N, Vy & Ly, we have for all adversaries F
Pr [(crs, xk) < GSSetup(1*); 7 < Fi(crs, y) : GSVerify(crs,y, ) = 1] <27

If the above probability is 0, we say the system has perfect soundness.
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- Knowledge Extraction: A proof system is a Proof of Knowledge if there exists an
efficient extractor algorithm GSExtract which can extract the witness from any proof
the adversary outputs. Note that if a proof system is a proof of knowledge then it is
sound. More formally, for all adversaries 7, we have

Pr [(crs, xk) < GSSetup(l’l); (y, ) < F(crs); x « GSExtract(crs, xk, y, )

: GSVerify(crs,y,7) = 00R (x,y) € R] <1-v(4d)
If the above probability is 1, we say the system has perfect knowledge extraction.
- Zero-Knowledge: The system is zero-knowledge if V(x, y) € R, we have for all PPT
adversaries F
Pr [(crsgim, tr) < GSSimSetup(1%) : FOSSMCrSim ) (crs; ) = 1]
~ Pr [(crs, xk) < GSSetup(1%) : FOSProvelers:)(crs) = 1],

where GSSim(crsg;,, tr, x, y) outputs GSSimProve(crs
otherwise.

tr,y)if (x,y) € Ror L

sim>
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