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Abstract

A growing number of organisations are utilising the skills of a global base of white-hat hackers
in order to identify pre- and post-deployment vulnerabilities. Despite the widespread adoption
of bug bounty programmes, there remain many uncertainties regarding the efficacy of this
relatively novel security activity, especially when considering their adoption alongside existing
software development lifecycles. This dissertation explores how bug bounty programmes can
be used to support data-driven software development lifecycles. To achieve this outcome, the
dissertation presents four distinct contributions.

The first contribution concerns the usage of Crowdsourced Vulnerability Discovery (CVD)
(of which bug bounty programmes are a part) within organisations. This includes the presen-
tation of expert opinion pertaining to the benefits and shortcomings of existing approaches,
and identification of the extent to which CVD programmes are used in software development
lifecycles.

The second contribution explores the benefits and drawbacks of hosting a programme on
a bug bounty platform (a centralised repository of programmes operated by a third party).
Fmpirical analysis of operating characteristics helps address concerns around the long-term
viability of programme operation, and allows for a comparison to be made between the cost of
expanding a security team and the cost of running a programme.

The third contribution examines the extent to which participating in the search for vulner-
abilities is a viable long-term strategy for hackers based on bug bounty platforms. The results
demonstrate that participation is infeasible, even on a short-term basis, for significant numbers
of hackers, highlighting the shortcomings of the current approach used by platforms.

Building on the first three, the fourth contribution explores CVD programme policies, and
the extent to which pertinent information, particularly in reference to legal constraints, is
communicated to hackers. A systematic review reveals the commonplace elements that form
current policy documents, enabling organisations to identify gaps within their own programme

policies and form policies that are consistent with peers.
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Chapter 1

Introduction

1.1 Motivation

In an increasingly connected world, the threats to individuals and organisations are global,
and continue to grow each year [29 225]. With the sophistication and frequency of attacks
increasing, continual investment must be made into defences, placing a heavy burden on organ-
isations to protect themselves, their employees, and users [258| 89]. Failure to defend assets
and private user data can lead to record fines, criminal investigations, and an irrecoverable
loss of trust and reputation [I8] B0, 2I]. There exist myriad practices that an organisation
can adopt in order to improve security [163]. However, in a budget-constrained situation it is
impossible to enact all defence measures and achieve perfect security [243]. Organisations must
therefore carefully allocate resources to those areas in which they believe the most benefit will
be gained [235]. Little success has been found trying to measure the benefits brought about
by particular security practices, leaving managers with only anecdotal evidence upon which to
base decisions [35], 251]. As a result, sub-optimum allocation of resources is common, and the
number of security breaches continues to increase [234].

It is common for organisations to focus their security investment on addressing issues that
arise post-deployment [112] [I79]. While this approach may reduce risks in the short-term, it
does not address the long-term need for cost-effective security solutions. Previous work has

demonstrated the need to invest in security practices throughout the software development



life-cycle [201]. Investing early to prevent the occurrence of a vulnerability not only improves
the final security of an asset, but also prohibits the need for costly post-deployment fixes [113].
Crowdsourced Vulnerability Discovery (CVD) has emerged as a viable security activity for
many organisations, and utilises the skills of a global community of white-hat hackers (here-
after referred to as hackers) that are willing to search for bugs in an organisation’s assets,
often without the expectation of compensation, helping to improve pre- and post-deployment
security [195].

Despite the rapid and widespread adoption of CVD programmes over recent years, there
remain many uncertainties and problems faced by programme operators and participants
alike [255] [75, 271]. For many organisations looking to launch a programme, particularly
a bug bounty programme, the burden on resources (especially just after launch) is not well un-
derstood or effectively communicated, leaving many operators overwhelmed, over budget, and
forced to cut back the programme [9]. Furthermore, existing guidelines accessible to operators
fail to provide data-driven insights or advice that may be used to improve the productivity of
a programme, instead recommendations rely on anecdotal evidence or opaque methodologies.
As such, the one-size-fits-all approach may not be suitable for many organisations. Finally, the
greatest benefit from CVD programmes is achieved via integration alongside an organisation’s
Secure Software Development Lifecycle (SDLC), enabling a programme to benefit security at
all stages of development [166]. There exists little literature offering guidance as to how CVD
programmes can be integrated alongside a SDLC, nor many examples of organisations currently

following such an approach.

1.2 Research Questions and Contributions

Motivated by the issues outlined in the previous section, the overarching research question

explored throughout this dissertation is:

How can bug bounty programmes support data-driven software development lifecycles?



1.2.1 Subsidiary research questions

In order to sensibly address the overarching question, it is necessary to decompose it into a
set of subsidiary research questions that cover aspects affecting a organisation’s bug bounty
programme. The following research questions will be answered throughout the remaining

chapters:

e RQ1: How effectively are organisations utilising their CVD programmes?
Analysis of existing CVD programmes is required to better understand how organisations
make use of their programmes, and allows for the challenges faced by organisations
and programme operators to be identified. A mixed methods approach of quantitative
data-driven analysis and qualitative surveys and interviews allows for the organisational
perspective to be understood. For this research question the scope is not limited only to
bug bounty programmes; instead both bug bounty and responsible disclosure programmes
are investigated in order to explore the utilisation of white-hat hackers in a broader
context. Although closely related, the nuances of each programme lead to different

challenges being faced.

e RQ2: Is it beneficial for a company to make use of bug bounty programmes, instead of
hiring additional software engineers?
In order to better understand the current operating environment of bug bounty pro-
grammes, it is desirable to attempt to quantify the running costs and benefits received
through programme operation. To deepen the insights provided, this research question
also considers the factors that drive variations in costs and benefits between programmes,

and moves beyond a ‘one-size fits all’ approach.

e RQ3: How effective are bug bounty platforms at retaining the interest of hackers?
For those organisations choosing to make use of third-party hosting sites, bug bounty
platforms play a pivotal role in the success of a CVD programme. Aside from the
additional services and support offered by a platform, organisations are reliant on the
successes of the constituent hackers in order to derive benefit from programme operation.

It is therefore prudent to understand the behaviour of hackers on a platform, with an



ambition to uncover the extent to which platforms are able to retain the interest of
hackers. If platforms are failing to retain hackers, particularly those that are skilled, it

may put into question the role they play in the operation of an effective CVD programme.

e RQ4: What information do organisations convey to hackers through public policy docu-
ments?
For organisations employing CVD programmes, it is desirable for both operators and par-
ticipants to set out clear and comprehensive ‘rules of engagement’ (to borrow terminology
from Laszka et al. [145]). In doing so, legal, economic, and technical considerations may
be understood by both parties, aiding in the smooth operation of the security activity.
A greater understanding of the current norms, and identification of the shortcomings re-
garding key policy components, has the potential to help organisations better construct

policies for the benefit of the operators and hackers alike.

1.2.2 Contributions

Through answering the aforementioned research questions, four novel contributions are made:

o C1: Survey of the current state of bug bounty and responsible disclosure programmes.
In order to assist organisations through the production of extended guidelines, it is first
required to understand the current state of CVD programmes, both in the real-world and
through existing literature. The first contribution of this dissertation is to survey the
current state of CVD programmes through the use of mixed methodological studies and
reviewing relevant literature. The results of interviews and surveys will help to answer

RQ1, and serve as a background for the remaining research questions.

o C2: Quantification of the costs and benefits to operating a bug bounty programme.
Through exploring cost-benefit data collected from present and former bug bounty pro-
grammes, the second contribution aims to quantify many aspects of programme operation
and investigate the factors that may cause variations between programmes. The results

of the empirical analysis address RQ2.



o C3: Development of models to aid understanding of platform dynamics.
Helping to answer RQ3, the third contribution of the dissertation provides models to aid
programme operators, allowing for a better understanding of the dynamics of a given
programme in the context of the behaviour of hackers across a platform. It is hoped that
by understanding the viability of participation for the hackers that reside on a platform,

the expected returns from a programme can be better quantified.

o C4: Development of models to aid understanding of programme policies.
The final contribution, addressing RQ4, proposes models that allow for programme poli-
cies to be analysed, and weaknesses identified. By better understanding the components
of a policy in the context of industry peers and existing norms, it is hoped that operators

are afforded an opportunity to improve upon their own policies.

1.3 Publications

The aforementioned research questions and contributions are addressed the following publica-

tions that accompany the dissertation:

e P1: Walshe, T. and Simpson, A., 2022, December. Coordinated Vulnerability Disclosure
programme effectiveness: Issues and recommendations. In Computers & Security (p.

102936) [254].

e P2: Walshe, T. and Simpson, A., 2020, February. An empirical study of bug bounty
programs. In 2020 IEEE 2nd International Workshop on Intelligent Bug Fixing (IBF)

(pp. 35-44). IEEE [255].

e P3: Walshe, T. and Simpson, A., 2022, April. A longitudinal study of hacker behaviour.
In Proceedings of the 37th ACM/SIGAPP Symposium on Applied Computing (pp. 1465-
1474) [256].

e P4: Walshe, T. and Simpson, A., 2023 Towards a greater understanding of Coordinated

Vulnerability Disclosure policy documents. Digital Threats: Research and Practice.



Chapter 1
RQ1 > C1 > P1 »| Chapter 2
RQ2 > Cc2 > P2 »| Chapter 3
RQ3 > C3 > P3 »| Chapter 4
RQ4 > Cc4 > P4 » Chapter 5
Chapter 6

Figure 1.1: Mapping between research questions, contributions, publications, and dissertation
chapters.

1.4 Dissertation Structure

A diagrammatic representation of the links between each subsidiary research question, contri-
bution, publication, and dissertation chapter is shown in Figure As each chapter naturally
follows on from the previous, and is somewhat methodologically self-contained, discussions of
pertinent background information, and a presentation of the relevant research methodology,
are found at the start of each chapter.

Chapter 2 considers the issues faced by the operators of CVD programmes, and uses the
results from qualitative interviews and surveys to draw comparisons between the operating
environments of responsible disclosure programmes versus that of bug bounty programmes.

Complementary to the previous chapter, the operating conditions of bug bounty pro-



grammes are examined from a data-driven perspective in Chapter 3. Of particular interest
is an evaluation of the cost to operate a programme and the return that one can expect for a
given level of investment.

Chapter 4 investigates the behaviours of the hackers that utilise bug bounty platforms,
with an ambition to identify the real-world working patterns of hackers.

Chapter 5 provides analysis of programme policy documents, allowing for the key com-
ponents to be identified, and recommendations to the operators of new programmes to be
produced.

Finally, Chapter 6 concludes the dissertation by summarising the key contributions and
findings of the research. The underlying assumptions and limitations of the research approaches
presented within the dissertation are discussed, along with a consideration of potential areas

of future work.



Chapter 2

Organisational Perspectives

The underlying organisational perspectives concerning the operation of CVD programmes are
explored within this chapter. Despite the widespread usage of CVD programmes and the
increasing maturity of the security activity, there are still many barriers to adoption, includ-
ing: large volumes of low quality reports [9], lack of hacker motivation [256], high operating
costs [255], and a general distrust of hackers [8I]. Understanding current perspectives has
the potential to uncover further difficulties faced by operators during the pre- and post-launch
phases, and assess how effectively organisations are utilising their programmes. As such, within
this chapter we consider the research question How effectively are organisations utilising their
CVD programmes?

In Section general background information on CVD programmes is presented, with
later chapters covering the specifics of bug bounty programmes and platforms in greater depth.
While CVD programmes continue to be an increasingly popular security activity for organisa-
tions to employ in order to address the need for greater pre- and post-deployment security, they
are not without their shortcomings. The need to identify existing issues, and effective counter-
measures, is emphasised alongside other pertinent research questions in Section Surveys
and interviews with key individuals involved in the management or operation of a CVD pro-
gramme have the capability to provide insights that may answer the aforementioned questions.
This process is described in Section Throughout the following sections, respondents to

the qualitative study are designated using [Px], where z is an integer between 1 and 39, and



corresponds to the answers for a given individual. A brief description of the background of the
respondents is found in Section Prior work conducted by Al-Banna et al. [9] is compared
and contrasted to the qualitative results. In particular the issues and fears faced by programme
operators surrounding the launch of a CVD programme are explored in Section This is
followed by a discussion as to the extent that SDLCs are being influenced by the findings of a
programme in Section In order to provide benefit to real-world organisations, it is perhaps
most useful to identify actionable recommendations that can be employed to help mitigate
some of the most prevalent issues that plague the operators of CVD programmes. As such,
a series of recommendations is provided in Section Finally, the chapter concludes with a

summary in Section The work presented in this chapter is based on [254].

2.1 Background to CVD and SDLCs

2.1.1 CVD within secure development lifecycles

Secure Software Development Lifecycles (SSDLs) are an extension to the tradition Software
Development Life Cycle (SDLC) development paradigm, seeking to better integrate security
activities and checkpoints throughout the entire product lifecycle [123], 27]. By considering
security at all phases (e.g. during planning, development, and deployment), the usage of an
SSDL framework is intended to prevent the presence of architectural flaws and software and
hardware vulnerabilities in the deployed product [20]. Aside from the obvious benefit to secu-
rity, the mitigation of errors during earlier stages in the product lifecycle has been shown to
decrease the total cost of development and future maintenance [193].

Created in 2008, and first published in 2009, the Building Security in Maturity Model
(BSIMM) presents a data-driven approach to SSDL framework creation [223]. The BSIMM has
grown from measuring the security activities of nine organisations (BSIMM1, 2009) to using
measurements from 128 major organisations (BSIMM12, 2021) [221]. Its current iteration
(BSIMM12) presents a collection of 122 curated security activities across the domains of:
governance, intelligence, SSDL touchpoints, and development. Each domain is decomposed

into a set of practices, which are, in turn, decomposed into individual security activities.



There are three mature activities of particular interest to us within the Configuration Man-
agement and Vulnerability Management (CMVM) practice. First, CMVM 3.4 advocates for
the operation of a bug bounty programme. The activity was first identified in BSIMM-V (2013)
but not measured until BSIMMG6 (2014) [222]. It has seen steady growth within the BSIMM:
from being present in 4% of measured organisations in BSIMMG6 to 15.6% of organisations in
BSIMM12 [221]. Second, the new addition of CMVM 3.7 in the BSIMM promotes the stream-
lining of incoming responsible vulnerability disclosure reports, and encourages organisations
to improve the ease-of-access of reporting information to hackers (such as visibility of security
email addresses and security.txt documentation [192]). Third, CMVM 3.2 encourages a sys-
tematic refinement of the SSDL framework using the feedback from operations teams. While
this security activity has been included in the BSIMM since inception, it has seemingly failed
to gain popularity within organisations [221]. Within the context of this chapter, this activity
is of particular interest. In order to fully utilise the information contained within vulnerabil-
ity reports (and any metadata), it would be prudent for an organisation to analyse reporting
patterns and make necessary changes to the SSDL / SDLC processes to prevent re-occurrence.
The inclusion of CVD programmes within data-driven SSDL frameworks, together with recom-
mendations relating to the use of data in a ‘feedback-to-SSDL step’, demonstrate the growing

acceptance and utilisation of CVD programmes within modern organisations.

2.1.2 Bug bounty and responsible disclosure

We define a CVD programme as the broad security activity that involves the disclosure of vul-
nerability information from an external white-hat hacker (individuals that ‘positively’ impact
security through the disclosure of vulnerabilities [209]) to an organisation [119]. Bug bounty
and vulnerability disclosure (often called responsible disclosure) programmes can be considered
as two commonly employed types of CVD programme. For the purpose of this work we define
a BBP as a CVD programme that explicitly offers monetary rewards — often outlined in the
programme policy — for the submission of eligible vulnerability reports. In contrast, we define
a Vulnerability Disclosure Programme (VDP) as a CVD programme that does not explicitly

offer monetary rewards — and nor are such rewards implied. However, intangible rewards (e.g.
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listing in a Hall of Fame, reputation points, etc.) and ‘swag’ may still be rewarded to success-
ful hackers. Furthermore, both types of programme may offer one-off monetary rewards (not
defined by programme policy) at the discretion of the programme manager for particularly
insightful or severe reports.

As highlighted by Formosa et al. [83] and Manjikian [160], BBPs may be ethically ques-
tionable if the operators simultaneously encourage participation but fail to provide adequate
authorisation for the activities. In an effort to provide some legal assurances to hackers, organ-
isations may choose to publish ‘Safe Harbor’ guidelines that permit ‘good faith’ vulnerability
research. A ‘Full Safe Harbor’ (see the Disclose.io project for templates [66]) is achieved if ex-
plicit authorisation is given to hackers conducting research an organisation’s assets, and may
help alleviate the risks that arise due to certain anti-hacking or anti-circumvention laws, (e.g.
the Computer Fraud and Abuse Act (CFAA)) [72]. Further discussion of the legal risks and
implications of bug bounties can be found in [70]. This is further discussed in Section [2.4.4]

Many CVD programmes are hosted on bug bounty platforms, such as HackerOndﬂ and
BugcrowdEL and, despite the name, bug bounty platforms often allow organisations to host
a VDP. These platforms act as centralised directories for programmes, allowing user-bases of
hundreds-of-thousands of hackers to view pertinent information about an organisation’s CVD
policies and the extent to which hackers have participated in the past. As Trusted Third Parties
(TTPs), platforms help to overcome many of the obstacles that may be inherent in transactions
involving the exchange of vulnerability information [I70]. For example, acting as a centralised
directory, platforms reduce the search costs for buyers (organisations operating programmes)
and sellers (hackers looking to disclose a vulnerability for a reward). The inclusion of ‘gamified’
metrics such as leaderboards, reputation points (awarded for valid reports), and ‘halls of fame’
are thought to motivate hackers to search for vulnerabilities [I83].

It is often advantageous for an organisation to host on a platform. The centralisation
allows for vast numbers of hackers to see the programme and participate. It was suggested by

Raymond that it was beneficial to have many individuals searching for vulnerabilities: “Given

"https://www.hackerone.com
Zhttps://www.bugcrowd. com
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enough eyeballs, all bugs are shallow” [195]. However, many large organisations (particularly
technology companies, such as Google and Apple) are able to leverage their reputations and
offer large payouts to attract hackers to stand-alone programmes hosted on their own domains.
Furthermore, some small organisations, particularly those operating a VDP, are unable to

justify the additional costs that may come with using a platform.

2.2 Motivating factors

2.2.1 Qualitative studies surrounding CVD

There have, in recent years, been numerous qualitative studies exploring the backgrounds and
the relationships between hackers, security professionals, and organisations.

Using survey data collected between 2011 and 2013, Hafiz and Fang [107] leveraged 127 re-
sponses to analyse the approaches taken by individuals to discover vulnerabilities in three
prominent vulnerability classes: buffer overflows, SQL injection, and Cross-Site Scripting
(XSS). Survey respondents included both security professionals and hackers, with individuals
looking for vulnerabilities either as a hobby or as a professional responsibility. Interestingly, a
majority of respondents were reported to favour the full-disclosure of vulnerability details — ei-
ther due to a dissatisfaction with the communication between themselves and a vendor, or with
the hope that the increased visibility will prompt a timely response by a vendor. However, the
authors dismiss this (at the time) widely held belief, showing instead that a large proportion of
fully-disclosed vulnerabilities remain unfixed. Instead, it is recommended that reports should
be disclosed to vendors to get an early fix [23]. Hafiz and Fang [107] suggest that the large
number of possible channels for disclosure inhibit the ability of an organisation to find and fix
a vulnerability. With no single centralised repository, reports are instead posted to personal
Twitter pages, personal GitHub repositories [252], mailing lists [I56], public databases [236],
and disclosure sites [271]. The fear of full-disclosure is discussed further by Al-Banna et al. [9]
and in Section 2.6.2]

A study by Votipka et al. [252] presents the results from 25 semi-structured interviews in

order to compare and contrast the experiences between internal security professionals (‘testers’)
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and hackers. Similarly to Hafiz and Fang, the authors consider how individuals select areas
to search, make use of automated tools, and communicate with other stakeholders. Witschey
et al. [261] also consider the adoption and usage of security tools amongst developers. The
contributions of Votipka et al. [252] and Hafiz and Fang [107] both identify groups of hackers
that search for vulnerabilities as a hobby. Respondents explain that this is done for personal
enjoyment, but also as a good opportunity to learn using real-world examples [252].

In HackerOne’s 2019 report [99], learning is cited as one of the key non-monetary mo-
tivating factors for hackers on the platform. This conflicts with the views of Malladi and
Subramanian [I58] that monetary rewards act as the sole source of motivation for hackers to
search for vulnerabilities. Votipka et al. [252] suggest that despite hackers and testers following
similar processes to find and report vulnerabilities, the outcomes are significantly different due
to imbalances in experience and depths of security knowledge. They argue that the expertise
of hackers is greater than that of testers, and, as such, it is recommended that organisations
improve their relationships with hackers in order to maximise the long-term benefits that can
be attained through vulnerability disclosure.

An earlier study by Al-Banna et al. [§] used 66 survey responses and 32 interviews to
understand how the expertise of a hacker is indicated to other hackers and security profes-
sionals. The authors highlight the value to an organisation that can be found through the
invitation of hackers to private programmes, such as those hosted on third-party platforms
(e.g. HackerOne), through the identification of expertise indicators. Public programmes do
not allow for an organisation to restrict access to low-skilled hackers. As such, without the
ability to filter by expertise, a programme may receive an overwhelming majority of invalid
reports (‘noise’). Supply shocks due to the COVID-19 pandemic may have exacerbated such
problems [275]. Automated approaches to report validity checking, such the report classifiers
by Fan et al. [74], or by extending the topic models proposed by Xia [264], may be beneficial to
organisations looking to filter out valid reports from the incoming noise. However, practition-
ers may be wary of automated report management systems in practice due to reliability [274].
A study by Li and Zhao [I5I] explores how operators utilise governance mechanisms (such as

definitions of in-scope assets) to control the quantity of submissions to a programme.
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Smith et al. [210] explore the use and effectiveness of internal red teams (offensive secu-
rity) at Microsoft using the results of 17 interviews with red team members. Unlike hackers,
internal red teams may utilise insider knowledge and shortcuts (such as internal network ac-
cess) to more quickly identify vulnerabilities or consider more advanced attack scenarios [115].
Alomar et al. [15] also use interviews to explore vulnerability discovery and management from
the perspectives of internal testing teams, penetration testers, red teams, blue teams (de-
fensive security) and purple teams (offensive and defensive), and through the employment of
bug bounty programmes. The authors highlight the need for a mature security culture, effec-
tive internal communication channels, and acceptance by managers before the aforementioned
security teams can be fully utilised.

Using the results of 36 interviews conducted between 2015 and 2016, Al-Banna et al. [9]
investigated the organisation perspective on the usage of CVD programmes. The authors
uncovered the fears that many organisations express towards the use of CVD programmes. Of
the interviewees, 10 were actively involved in the operation of a CVD programme and provide
insights as to whether these fears are realised in practice. In addition, ongoing issues during
programme operation, as well as countermeasures, are presented. Many of the fears and issues
presented in the study are echoed in other qualitative and quantitative work. A distrust of

hackers by some organisations is also found by Tanczer [224].

2.2.2 Objectives

The focus of the work described in this chapter is, in part, inspired by the creation and
usage of a Bug Bounty Lifecycle (BBLC) framework by Verizon Media [166]. The ambition
of the operator is to maximise the value derived from the BBP using a lifecycle approach
that incorporates the findings from hackers to help guide organisational change in respect to
security efforts and activities [166]. Although there have been many studies that consider
aspects surrounding the usage of CVD programmes by organisations, there has been rather
less investigation into the extent to which organisations use the results of a CVD programme
to influence change in their SDLCs.

Furthermore, the continued adoption of CVD programmes gives motivation to explore how
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organisational perspectives have changed over time. Motivated by the work of Al-Banna et
al. [9) (who conducted interviews between 2015 and 2016), it is useful to explore how the
pre-launch fears and post-launch issues have changed as the usage of CVD programmes has
matured in recent years. It is also useful to assess the recommendations of Alomar et al. [15]
in the context of BBPs and VDPs.

It is hoped that, by identifying how organisations use the findings from their programmes
to bring about change, as well as how they overcome fears and issues that arise, it will inspire
other organisations to take onboard the recommendations put forward in this chapter and more
effectively utilise their CVD programmes.

This chapter seeks to address the research question How effectively are organisations util-

ising CVD programmes? through the following set of subsidiary questions:

1. What are the current issues and fears faced by programme operators pre- and post-

launch?

2. To what extent do organisations use the findings from their CVD programme to direct

change throughout their SDLC?

3. How should organisations looking to leverage the work of hackers best set up a CVD

programme?

Question 1 seeks to re-examine the findings of Al-Banna et al. [9] using new data collected
up to five years after their original study. If the same fears and issues persist, it perhaps
demonstrates the existence of systemic flaws in the current methods to promote and inform
organisations about the usage of CVD programmes.

The aim of Question 2 is to identify the extent to which organisations are currently using
the findings from hackers to influence changes within the organisation, helping to improve
security. Furthermore, by identifying which activities are being influenced by the findings, it
is hoped that more organisations may be inspired to reflect upon their own processes.

In conjunction with the recommendations put forward by Alomar et al. [15], Question 3

considers how best an organisation should set up a new CVD programme. In contrast to the
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earlier contribution of Alomar et al. [15], the work presented in this chapter also considers the

use of VDPs in addition to BBPs.

2.3 Qualitative methodology

2.3.1 Candidate selection

Organisations operating BBPs and VDPs were considered, as both are categorised as subtypes
of CVD programmes (see Section . Organisations were selected based on their inclusion on
a bug bounty platform (HackerOne [105], Bugcrowd [44], iNTiGRiTi [121], Cobalt [53], and
YogOsha [265]), listed in the Disclose.io database [66], included in the Awesome Bug Bounty
GitHub repository [124], listed on FireBounty [77], mentioned on the Google Play Security
Reward Program (GPSRP) [16], or identified from any additional public mentions of a CVD
programme on a company website.

Many of the bug bounty platforms provide the names of organisations operating a VDP, as
well as those operating a BBP. This resulted in 950 unique organisations with a corresponding
contact email address; manual searching and matching was required in many instances to
identify a suitable line of contact for organisations listed without an email address. A large
number of candidate organisations were selected to help the generalisability of the results, but
also to mitigate the poor response rates that are typical with web-based surveys that recruit

via email [204], [159].

2.3.2 Survey design and distribution

Based on the recommendations found in popular survey design literature [202), [152] 139, [76],
a typical iterative design process was used to construct and design questions (and groups
of questions) in order to improve readability, ensure good narrative flow, and avoid bias.
Respondents were presented with a total of 24 open-ended and closed-form questions; branching
was employed to prevent respondents from being presented with questions that would have been
irrelevant to their organisation. Four of the questions related to obtaining consent from the

respondents and the option to participate in a follow-up interview. Considerations were made
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to ensure that the total time to complete the survey did not exceed the approximate duration
of 15-20 minutes, as reducing the burden on the participants can help improve completion
rates and may also impact the quality of the collected open-ended data [88].

Prior to distribution, care was taken to ensure that the study complied with commonplace
professional and ethical codes of conduct, such as the ACM Code of Ethics [3]. A study by
Buchanan and Hvizdak [40] found that issues around consent, confidentiality, security and data
storage (among others) were of particular importance to web-based surveys and survey tools.
As such, additional refinement to the survey was made to minimise any personal information
collected about a participant. To comply with departmental requirements, the Jisc Online
Surveys platformﬁ was used throughout. Ethics approval was sought from, and granted by,
the University of Oxford’s Computer Science Departmental Research Ethics Committee (CS-
DRECK]

The list of 950 organisations was split randomly into 10 sub-lists. Smaller batches of emails
were used to ease the burden of processing submissions and to allow for the invitation email
to be refined between batches. After the initial batch, additional clarification with respect to
the anonymization of survey responses was included in the invitation email.

Organisations were contacted during February—October 2021. From the 950 organisations
contacted, 278 individuals accessed the survey site, leading to 39 complete responses. In-
dividuals were not compensated for either the survey or follow-up interviews. On average,
approximately 6% of emails sent were undeliverable to the target organisation, suggesting that

some of the information contained on public bounty lists may be outdated.

2.3.3 Interview process

The final section of the survey allowed participants to express an interest in participating in a
follow-up interview and give consent to being contacted. For those willing to be interviewed, a
contact email was collected, and the option to provide their name, organisation, and position

was given, From the 39 survey respondents, 14 expressed an interest in the follow-up interview,

3https ://wuw.onlinesurveys.ac.uk
4Approval number CS_CTA_20.029 and approval date 9th December 2020
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leading to 8 interviews being conducted. (Unfortunately, 6 individuals failed to respond to
interview invitations.)

Semi-structured interviews, lasting 27 minutes on average, were held on the Microsoft
Teams platform shortly after the participant had completed the survey. The shortest interview
lasted approximately 18 minutes and the longest lasted 40 minutes. Information provided in
the survey response and public information about the organisation’s CVD programme was used
to guide the discussions. Following the completion of an interview, the audio was transcribed

by the author.

2.3.4 Data analysis

The approach utilised for the data analysis was twofold. First, the responses to all closed-form
questions were separated from the survey data. Many of these questions were followed up by
open-form questions, as suggested by Schuman and Presser [207]. However, on their own, the
categorical data were analysed to produce insights into sentiment and programme structure.
Despite the use of semantically ordinal scales (strongly agree, agree, neither agree nor disagree,
...) for the reporting of a respondent’s sentiment towards a question, previous studies have
highlighted the suitability of scales for use in parametric statistical analysis [130} [61]. As such,
statistics from the Likert scales are presented where meaningful [216]. A ‘sentiment’ score is
computed using the arithmetic mean from the Likert scales following numerical assignment
(e.g. strongly agree = 2, agree = 1, neither agree nor disagree =0, ...).

Second, the survey data and interview transcripts were analysed using the thematic analysis
technique described by Braun and Clarke [38]. Their qualitative techniques are widely used
in relevant computer science literature, particularly when applied to the results of surveys and
interviews [9], 210, 224], 127, [71]. As such, their approach was deemed to be appropriate. The
process is outlined as follows. First, all relevant data is centralised and read over, and initial
observations are noted. Then, interesting features within the data are systematically coded and
the relevant data is extracted and grouped. Care is taken to preserve the context of the data
by including surrounding sentences in the extract [39]. The codes (and associated data) are

then iteratively grouped and refined to ensure that the identified themes are consistent with a
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Type Survey Interview

BBP 12 3
Both 10 2
VDP 16 3
Other 1 0
All 39 8

Table 2.1: Type of programme operated by each survey and interview participant.

given group of codes, and across the entire corpus. The themes resulting from the application

of this process are used to help address the research questions presented in Section

2.4 Background statistics

Following the qualitative data collection period, as described in Section the responses
for 39 organisations were collected in conjunction with a further 8 follow-up interviews. The

background information provided by each participant is presented within this section.

2.4.1 Type of programme

Table shows the type of programme operated by the participants of the survey and inter-
views. Respondents operated Bug Bounty Programmes (BBP), multiple programmes consist-
ing of at least a bug bounty and vulnerability disclosure programme (Both) and Vulnerability
Disclosure Programmes (VDP), with one respondent operating a very informal programme

that they, at that stage, classified as belonging to neither sub-type of CVD (Other).

2.4.2 Platform usage

For those operating a bug bounty programme (either BBP or Both as per Table , respon-
dents were asked to provide details of whether they made use of a third-party bug bounty
platform, and, if so, to what extent they made use of the available services.

Although some platforms allow for VDP programmes to be hosted, VDPs are not considered
within this section due to the high variability between platforms as to the functionality provided
to those listing VDP programmes. As shown in Table approximately 55% of respondents

made use of a bug bounty platform, with Bugcrowd (8) being the most popular platform,
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Type Used platform Didn’t use platform

BBP 7 5
Both 5 )
All 12 10

Table 2.2: Usage of third-party bug bounty platforms for participants operating a bug bounty
programme.

Type Fully-managed Semi-managed Self-managed

BBP 1 2 4
Both 2 2 1
All 3 4 5

Table 2.3: Bug bounty programme management style for those hosted on third-party platform.

followed by HackerOme (5) and Synack (1). Two respondents used two different platforms
simultaneously.

Those operating a bug bounty programme on a platform have the option to let the platform
operators manage part (semi-managed) or all (fully-managed) of the vulnerability reporting
process, often for a substantial fee. Common features and services that may be included as
part of the management agreement include: assistance during programme creation (e.g. setting
scopes, rewards, and disclosure policies), tools to invite specific hackers to a programme (ei-
ther background checked or specific background skills), front-line report triage and validation,
remediation advice, and patch verification [104], [43]. Alternatively, a programme can be hosted
on a platform, but run independently without the use of the available services, although there
may still be a hosting fee. Shown in Table is a breakdown of the management style for

those operating a bug bounty programme that is hosted on a platform.

2.4.3 Rewards

In many cases, hackers are rewarded by organisations following the submission of a valid
vulnerability report. This may be in the form of monetary compensation (often linked to the
severity of the vulnerability identified) or company branded merchandise (‘swag’). Shown in
Table 2.4] is a summary of whether the respondents offered any form of reward to successful
hackers. Those respondents operating a bug bounty programme (BBP and Both) always offer

some form of reward, but just over half of those exclusively operating a VDP offer rewards.
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Type  Offer rewards No rewards

BBP 12 0
Both 10 0
VDP 9 7
Other 0 1
All 31 8

Table 2.4: Propensity to offer any form of reward to hackers, by programme type.

Reward BBP Both VDP
Monetary payouts 11 10 3
Swag 2 2 4
Reputation points 4 3 2
Public disclosure 6 3 3
Other reward 0 1 3

Table 2.5: Type of rewards offered by respondents, by programme type.

For those organisations offering rewards to hackers, the range of rewards offered is sum-
marised in Table The other rewards offered include: product licenses, contracts for private
penetration testing, and further public recognition of the hacker. Of the three VDPs offering
monetary rewards to hackers, none mentioned the usage of bounty payouts publicly (often to
avoid increased programme activity), and two of them only awarded payouts in exceptional cir-

cumstances (e.g. particularly impressed at the novelty or quality of the discovery by a hacker).

2.4.4 Safe Harbor

Safe Harbor clauses aim to provide hackers with some reassurance that they will not face legal
repercussions following an attempt to discover (successfully or unsuccessfully), vulnerabilities
in an organisations assets, subject to conditions (see [63] for examples where greater protection

is needed). These clauses can include ‘good-faith’ statements [65]:

“We will consider your security research to be authorized if you make a good faith

effort to comply with this policy during your security research.

For inadvertent, good-faith violations of this policy, we will not take civil action or

file a report with law enforcement. Before doing anything that may be inconsistent
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with or unaddressed by this policy, please contact us by submitting a report.”
Alternatively, they can include more extensive ‘authorisation’ statements [64]:

“When conducting vulnerability research, according to this policy, we consider this

research conducted under this policy to be:

e Authorized concerning any applicable anti-hacking laws, and we will not ini-
tiate or support legal action against you for accidental, good-faith violations

of this policy;

e Authorized concerning any relevant anti-circumvention laws, and we will not

bring a claim against you for circumvention of technology controls;

e Exempt from restrictions in our Terms of Service (TOS) and/or Acceptable
Usage Policy (AUP) that would interfere with conducting security research,

and we waive those restrictions on a limited basis; and

e Lawful, helpful to the overall security of the Internet, and conducted in good

faith. ...”

Despite the inclusion of partial or full Safe Harbor clauses in a programme’s policy, such a

policy does not legally protect hackers from third-party organisations:

“note that the Safe Harbor applies only to legal claims under the control of the orga-
nization participating in this policy, and that the policy does not bind independent

third parties.” [64]”

In the survey, one respondent commented negatively on the usage of a Safe Harbor in
relation to its failure to protect hackers from third-party organisations: “use of the term Safe
Harbor is misleading and dangerous to hackers and should be abandoned” [P20].

Within the survey, respondents were asked if they provided hackers with a Safe Harbor
when conducting security research — either in the form of ‘good-faith’ statements (partial
Safe Harbor) or in terms of explicit authorisation (full Safe Harbor). The results are shown

in Table As can be seen, a significant proportion of operators of bug bounty programmes
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Type Full Partial None Unsure No answer

BBP 5 1 1 3 1
Both 5 1 0 2 1
VDP 4 2 6 3 0
Other 0 0 1 0 0
All 14 4 8 8 2

Table 2.6: Extent to which Safe Harbor was offered by organisations.

Asset BBP Both VDP Other All
Web 12 10 15 1 38
Desktop application 5 0 6 1 12
Mobile application 6 3 3 0 12
Source code 5 2 7 1 15
Hardware 1 1 2 0

TIoT 0 0 1 0 1

Table 2.7: Types of in-scope assets included in respondents CVD programmes.

(BBP and Both) offer full Safe Harbor. In contrast, many of those exclusively operating a
VDP provide no Safe Harbor clauses to hackers. Interestingly, 8 respondents were unsure as
to the details of their organisation’s Safe Harbor clause. As the first responders to incoming
vulnerability reports, it may be prudent for the programme operators and triaging teams to be
aware of organisational policy in order to best assess whether a hacker has violated the policy

during their exploration.

2.4.5 Asset coverage

Within a programme’s policy, an organisation may specify which of the assets under their
ownership are defined as being in-scope for hackers to explore. Respondents were asked whether
they included assets in any of six broad categories and the results are shown in Table
Somewhat unsurprisingly, web assets were most commonly covered, with all but one respondent
having web assets in-scope. Section in the following chapter further discusses the assets

typically included in a CVD programme.
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2.5 Issues and Fears Surrounding CVD Operation

We consider the first of the chapter subsidiary research questions (see Section in this
section. Fears expressed by participants prior to the launch of a programme are presented in
Section This is followed by a discussion of the issues faced by operators after the launch
in Section The countermeasures enacted by participants to combat the aforementioned
issues are displayed in Section [2.5.3] The section concludes with an analysis of the findings in
Section and comparisons are drawn with reference to the earlier work by Al-Banna et
al. [9].

2.5.1 Pre-launch fears

From the results of the survey and interviews, five themes relating to organisational pre-launch
fears are identified: usage of hackers, distrust of hackers, communicating with hackers, volume

of reports, and internal limitations.

Fear: Usage of hackers

Unlike the typical employee recruitment process that seeks to reduce the information asym-
metry between an individual and an organisation concerning the trustworthiness, skill, and
motivation of the individual, most CVD programmes open their gates to a global commu-
nity of unknown and untrusted hackers. For many organisations these uncertainties manifest
themselves in pre-launch fears. There are three sub-themes identified around the usage of
hackers.

First, there is concern about the poor quality of reports submitted by hackers. Understand-
ably, duplicate and invalid reports are of little-to-no value to an organisation. Furthermore, a
lack of skill or a lack of incentive may result in the submission of shallow or low quality reports.
One participant mentioned that they had a fear of a “high volume of low value and duplicate
reports (this turned out to be a very valid fear)” [P3]. This sentiment is explicitly echoed by
many of the participants.

The cause of poor quality reports may be, in part, due to a lack of skill or understanding by
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the hacker. The second sub-theme surrounds a lack of knowledge surrounding the competency
of many hackers, with [P10] stating that they had a fear about the “experience of researchers”.
Poor competency may cause hackers to find “stupid things that are publicly viewable that one
thinks is worthy of reporting and receiving recognition” [P5].

Third, there is uncertainty as to whether an organisation “would be considered attractive to
researchers” [P9]. If hackers are unmotivated to search for vulnerabilities, an organisation will
see little benefit in starting a CVD programme. This sub-theme is expressed in a budgetary

context in the internal limitations theme (Section [2.5.1]).

Fear: Distrust of hackers

Despite the growing adoption of CVD programmes and widespread stories of the successes of
hackers in finding vulnerabilities, there exists a distrust of hackers within some organisations.
First, there is a fear that, following a negative interaction with a hacker, retribution may be
taken in the form of full disclosure or through reputation damage on social media. Both [P26]
(“we’d get something wrong and be dragged on social media”) and [P11] (“there is also the
fear that a reporter will talk badly about you on Twitter or similar”) expressed this fear. As
discussed in Section [2.5.2] reputation damage in the eyes of the hacker community can have
adverse effects on the performance of a programme.

Second, from the perspective of some departments, the unorthodoxy of allowing external
and unknown hackers to explore an organisation’s assets induces fear. Three of the participants
note that their legal teams raised early concerns and issued guidance prior to launch: “Our
legal team raised concerns about giving access to external people” [P30]. Legal complications
surrounding the usage of hackers from unknown locations, particularly as there may be a risk
of communicating with individuals from sanctioned regions, led to [P30] noting that “if my
legal team had to choose they wanted to restrict the geo-location of the researchers”. The legal

complexities associated with using hackers are further explored in Section [2.7.2
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Fear: Communicating with hackers

For organisations opening up lines of communication with hackers, there are two areas of
concern: disagreement and harassment.

[P19] expressed an early fear that hackers may not agree with the re-assessment of the
severity of a vulnerability: “they would find a problem that we would not feel is not severe and
the hacker would disagree that the issue is severe and there would be a conflict of interests”. In
conjunction with the potential for reputation damage in the eyes of the hacker community, it is
understandable that disagreements between programme operators and a hacker are undesirable.

Additionally, [P20] noted a “fear of dealing with harassment from impatient researchers as
we got our processes in order”. Within the early stages of programme operation, an organisa-
tion may not have the processes in place to respond to incoming reports in a time-frame that
is preferable to all hackers. In such a scenario, “chasing by reporters” [P32] may only impede

the timely operation of a programme.

Fear: Volume of reports

The uncertainty around the number of incoming reports is another fear held by organisations.
Primarily, organisations fear a volume of reports that is too large to effectively deal with:

“could our systems and processes cope with an influx of disclosures at the beginning?” [P9].

Fear: Internal limitations

A number of internal limitations could impede the successful operation of a new programme
and induce anxiety in those involved. There are three sub-themes that relate to the fears
participants held in relation to internal limitations.

First, an organisation’s employees may not posses the skills required to operate a pro-
gramme correctly or fix the identified vulnerabilities. Amongst the community of hackers there
exists a broad range of technical expertise and proficiencies, which in some circumstances may
exceed the breadth of knowledge possessed by the security engineers within an organisation:
“I feared that they would find a problem that we could not fix” [P19]. The inability to fix

an exposed vulnerability not only puts an organisation at further risk to unknown hackers,
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but may sour communications with the original reporter, potentially leading to full disclo-
sure. In summary, “you launch a programme but you don’t have the expertise to evaluate the
submission that you receive, you are going to have a bad time!” [P30].

Second, a failure to address incoming reports in a timely manner is identified as a fear. Not
only do longer response times displease hackers, but the burden of responding to reports has
the potential to overwhelm a team: “we also had to discuss how much time triaging reports
would take” [P15].

Third, programme operators fear that their budget, or lack thereof, may inhibit the success
of an upcoming programme. As noted in the usage of hackers theme, some organisations are
uncertain whether their programme will motivate hackers to participate. Many attribute this
(prior to launch) to low or no bounty payouts as a reward for successfully finding a vulnerability,
with the major constraint being internal budget allocation. “Our fear, as a not-for-profit or-
ganisation, was the limited impact of a CVD programme (e.g. low quality vulnerability reports)
if you do not award large monetary rewards. Which proved to be true” [P34]. Others note
that their budgets would prevent them from using (often prohibitively expensive) bug bounty
platforms, thus potentially limiting visibility to hackers [P30] or that a series of successful
reports may result in the depletion of the budget, leaving no money available for continued

operation [P9].

2.5.2 Post-launch issues

Three themes are identified when considering the issues faced by organisations post-launch:
issues with reports, issues concerning the behaviour of hackers, and internal issues.

Issue: Reports

Four sub-themes are identified in connection with the vulnerability reports submitted by hack-
ers: quality, volume, scope, and severity.

Respondents commonly cited the poor quality of incoming reports as a major issue facing
their CVD programme, with many reports being: false positives (invalid), inconsequential

(valid, but not useful), duplicates, incomplete, or relevant to another organisation. Aside from
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the validity of the information contained within, many reports are written in bad English, fail
to demonstrate the issue, or are in an unreadable file format. The use of automated scanning
tools, particularly by low skilled hackers [P9], often leads to a significant volume of low quality
results: “it seems like everyone who can run Burp cut-n-pastes their scanner output into our
vulnerability report form” [P39]. The problem is exacerbated by numerous hackers submitting
almost identical reports on duplicate issues, who “report the same reports over and over” [P19],
leading to further decline in the average quality of incoming reports.

Interestingly, respondents face differing issues when it comes to the volume of reports they
receive. For some organisations, high volume goes hand-in-hand with poor quality: “we get
a massive amount of unhelpful reports” [P18]. Many attribute the use of scanners and other
automated tools as the cause of a high volume of incoming reports and placing an undesirable
load on an organisation’s live environments [P9]. Conversely, organisations may experience
a drought of reports, perhaps due to unmotivated hackers, diminishing the returns from the
programme.

Typically, an organisation will define limits as to the types of vulnerabilities they will
accept, as well as the areas that they will allow (either implicitly or explicitly) hackers to
explore for valid issues. However, a commonly observed problem is hackers ignoring (or in some
cases arguing against [P28]) the programme scope set out by an organisation in their CVD
policy. It is believed that some individuals fail to read the policies outlined by an organisation,
instead choosing to test in both in- and out-of-scope assets. “Many researchers do not read (or
understand) our disclosure policy, particularly with regard to in-scope systems” [P9]. Aside
from the impact on the organisation in the form of invalid reports being submitted, hackers, by
exploring unauthorised areas, may be in violation of anti-hacking laws. This aspect is further
explored in the issues concerning the behaviour of hackers theme. Significant volumes of
poor quality, out-of-scope vulnerability reports are commonplace in CVD programmes, causing
undue burden on operators and limiting the extent to which a programme can benefit the
security of an organisation.

When submitting a vulnerability report, hackers are often asked to indicate the severity of

the vulnerability in question, often through the provision of a CVSS score. The final sub-theme
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concerning issues with reports pertains to the over-inflation of the report severity. The cause
of the issue may be twofold: potential monetary rewards are directly linked to the severity of
a vulnerability (misaligned incentives), or as an outsider, a hacker is unable to appropriately
quantify the severity of a vulnerability in the context of an organisation’s assets (information
asymmetry or lack of hacker skill). As such, severity over-inflation is common, requiring

reassessment by a skilled programme operator [P19].

Issue: Behaviour of hackers

There are four sub-themes identified in connection with the behaviour of hackers: communi-
cation, motivation, rewards, and undesirable behaviour.

For many organisations, the fear of poor communication with hackers has manifested as
a prevalent issue during operation. Respondents reported that frequently the most ‘vocal’
hackers were those that had submitted an invalid report: “communication is generally poor, a
lot of them refuse, don’t understand that we are communicating, don’t understand why what
they have found is not a real issue” [P26]. As put by one operator, a “sense of entitlement” [P6]
exists amongst a subset of individuals, with another stating “over and over [they] say ‘are you
going to pay me?’, no you didn’t find anything” [P26].

The success of a programme is, in part, dependent on attracting high quality researchers.
Once the ‘low-hanging fruit’ have been reported, subsequent discoveries require the continued
effort of motivated hackers. For operators, enticing hackers back to a programme is problem-
atic: “many researchers they’re really focused on low-hanging fruits” [P1]. An operator of a
mature programme expressed a difficulty in motivating hackers to search for vulnerabilities in
their assets as they are not trivial to test [P1]. Another respondent noted that previous rep-
utation damage in the hacker community has dissuaded previous participants from returning
[P20].

Following the submission of a valid vulnerability, it is usual for an organisation to publicly
acknowledge the efforts of the hacker, often through the use of a ‘Hall of Fame’. However, listing
a hacker’s username and link to social media or personal website is not without its problems.

It may be important for the organisation to ensure that the individual they are promoting has
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not been linked to, and is not associated with, any entity that is considered undesirable: “we
do due diligence just to make sure that it is not, we aren’t promoting someone that, you know,
that is part of a community is counter to company policy or culture” [P5]. Although this issue
does not overly impact the operation of a CVD programme, two participants reference this as
a difficulty that is faced in their independent CVD programmes [P30, P33].

Although some of the aforementioned behaviours may also be undesirable to programme op-
erators, particularly those relating to poor communication, several issues raised by respondents
suggest that a small number of hackers participating in CVD programmes behave in a manner
that violates programme and platform policies, or in some instances they carelessly perform
illegal activities. Such behaviour can negatively affect those operating CVD programmes, and
other hackers that participate in them. An organisation may carefully construct their policy
documents to explicitly define client (customer) systems as being out-of-scope, especially if
they not have ownership of the systems. One respondent ([P26]) noted that hackers have, in
the past, tested against and incidentally exploited the vulnerabilities in client systems when
searching for and then later reporting issues. Such behaviour is clearly extremely undesirable,
and often cannot easily be prevented. Another respondent stated that, “as we do not offer
bounties, we are unable to make some of them reveal their true identity and hence there is no
legal recourse we may pursue in such cases” [P32]. While this serves as an example of very
serious undesirable behaviour, respondents identified several other examples of potentially less
serious behaviours in some hackers. Two respondents ([P20] and [P32]) had previously expe-
rienced full disclosure of vulnerabilities by hackers without their consent: “some researchers
have gone public, especially when we used to use [platform] and [platform]” [20] (platform
names redacted). For hackers on a bug bounty platform, such behaviour may violate platform
policies, and can result in account termination [101].

A final benign example of undesirable behaviour seen by operators arises due to the intan-
gible rewards that are offered on many bug bounty platforms. Hackers may be rewarded with
non-monetary ‘reputation’ or ‘kudos’ points following the submission of a valid vulnerability
report via a platform. In some instances, the submission of a duplicate report may still con-

stitute the hacker being eligible for being awarded points. One operator ([P26]) observed a
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particularly blatant approach by one hacker to submit the same vulnerability through several
different accounts, with near identical usernames, in the hope of being awarded points for each
duplicate submission. Although there is no direct monetary cost associated with this ‘repu-
tation farming’, its existence undermines the ‘value’ associated with these intangible points
and could lower the effectiveness of the gamification elements commonly used by platforms to
motivate hackers. If organisations use such metrics as an indicator of the expertise of a hacker
(say when inviting hackers to a private programme), they may be misled as to their true skill

level.

Issue: Internal to organisations

Four sub-themes are identified surrounding the internal issues faced by organisations post-
launch: management, burden, push-back, and lack of skilled staff.

Separation between the team responsible for managing the CVD programme and the teams
responsible for developing or securing various company assets (while often necessary) causes
management issues within some organisations. Several ongoing issues surrounding project
management are highlighted by respondents. First, for large organisations, the process of
identifying the responsible product owner, assigning the security issue, and managing commu-
nication can be a time-consuming and complex process [P3, P11, P21]. Second, while many
organisations make use of ticketing systems to resolve the aforementioned issues, management
and tracking can still be challenging [P34, P3|.

A consequence of a high volume of incoming reports is that significant effort may be ex-
pended by operators to process and investigate issues. Furthermore, developers may be bur-
dened by the increased number of security issues to resolve [P13]. Respondents highlighted
the issue of spending large amount of time processing reports, with one stating “we spend
more time weeding out the garbage from our security reports than we do fixing anything that’s
actually reported” [P35] and another commenting on their programme being “a massive time
sink for senior engineering time” [P37].

Despite the successful discovery, triage, and internal communication of a vulnerability,

several organisations report push-back from the teams responsible for a fix; a reluctance to fix
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valid security issues undermines the work of the operators and diminishes the benefits gained
from running a CVD programme. In particular, this appears to be an issue for vulnerabilities
that may not demand the urgency of a critical severity bug. Instead, respondents noted a
“lack of willingness to prioritise remediation by some product teams (substantial issue for
easily discoverable issues that are then repeatedly reported)” [P3]. However, when constrained
by the choice of spending time on product development versus fixing low-severity vulnerabilities
[P21], it is understandable that some overstretched teams may de-prioritise security: “We have
not been internally diligent about following up on low-impact reports. While this is in many
cases an issue of engineering resource allocation, multi-month turnarounds lead to researcher
dissatisfaction and disillusionment” [P39]. Ultimately, for any organisation with security as
a top priority, resisting push-back is necessary: “we had to use diplomacy to make them
understand security wasn’t optional and that it was a mandatory requirement” [P13].

A common theme for many respondents concerned their admiration for the skilled hack-
ers that possess the ability to discover complex vulnerabilities within their assets: “some
researchers on these platforms that are really making being a security researcher an art” [P1].
However, the discovery of a highly technical, obscure or otherwise complex vulnerability some-
times necessitates a corresponding member within the organisation with the prerequisite knowl-
edge or skill to triage and fix the issue.

An issue within some organisations is the absence of employees capable of tackling the
demanding reports submitted by hackers. Furthermore, a lack of experience may fail to ad-
dress broader issues surrounding the existence of a vulnerability: “junior engineers often can’t
properly assess the depth of issues or may patch a bug without addressing a systematic issue
that could re-occur in other areas of code” [P37]. In one organisation, the triaging team for the
CVD programme contained employees without any cybersecurity skills, potentially inhibiting

the process of raising the alarm upon the submission of serious issues [P13].

2.5.3 Countermeasures

To counteract many of the fears and issues outlined earlier, a range of countermeasures may

be employed. From these, there are four themes identified: internal changes, use of platforms,
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policy alterations, and use of additional tools.

Countermeasure: Internal changes

As highlighted in Section [2.5.2] myriad internal issues hamper efforts to operate a CVD pro-
gramme following launch. For some organisations, a change in attitude and refinement of in-
ternal processes eased the burden on the operators and developers: “[we| obtained senior man-
agement support for prioritizing resolving vulnerabilities over developing new features” [P21].
In order to stem the tide of low-severity reports, one respondent altered internal policies by
“treating certain lower-severity / theoretical issues as proper vulnerabilities, mostly to avoid
getting repeated reports about them” [P26]. The lack of actionable countermeasures within
this theme may highlight the continued difficulty in instituting internal change to counteract

the issues previously raised.

Countermeasure: Use of platforms

Bug bounty platforms offer many additional, often paid-for, services to organisations aside
from hosting of programmes. Services such as the use of private invite-only programmes and
the provision of dedicated front-line external triaging teams are designed to alleviate some of
the fears and issues faced by organisations, but these often come with significant added cost
(see Section [2.7.2)).

To mitigate the drain on internal resources due to triaging and communicating with hack-
ers, several organisations chose to make use of the ‘managed programme’ service offered by
platforms such as HackerOne and Bugcrowd: “We have launched the program on [platform]
so that this is no longer our internal ticketing triaging team responsible for triaging bug re-
ports” [P34]. Furthermore, alongside the use of a managed programme, one respondent noted
that private programmes, when operated on a platform, allow the operator to carefully invite
hackers with verified identities, helping to partially resolve some of the fears of distrust and
issues concerning hacker behaviour: “we accept only vetted users into our program and have
full control on their accounts ... so, not only are we accepting verified researchers but we

also control their access, because if we want to revoke a credential we need the power to do
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it” [P30].

Countermeasure: Policy alterations

It is typical for an organisation to outline the ‘rules of engagement’ for hackers in a policy state-
ment [145], which is often viewable on a programme page. Although there is much variation
as to the content of the policy, it is common to include information on: in- and out-of-scope
assets, conditions for report eligibility, safe-harbor or ‘good faith’ statements, and a description
of the reporting process. Furthermore, operators may outline the potential rewards available
to successful hackers.

Alterations to programme policy were the most common type of countermeasure employed
by respondents, resulting in two sub-themes: reward modification and scope alteration. For
the successful discovery and disclosure of a vulnerability, some organisations offer tangible
rewards to hackers, with monetary payouts and ‘swag’ (e.g. company t-shirts) being common.
Altering the programme reward policy was used by organisations to both disincentivise the
submission of undesirable reports (e.g. those of low severity vulnerabilities) and provide a
greater incentive for hackers to search for vulnerabilities. In an attempt to reduce the number of
lower severity reports, several respondents changed their bounty structures to offer no payouts
for low severity reports: “we ultimately decided to only award bounties for medium-severity
issues and above” [P15]. For those not in a position to offer monetary payouts, other tangible
rewards proved successful: “we are now offering some ‘swag’ as rewards, which has led to a
higher number of useful reports” [P34].

Using a well-defined scope allowed some respondents great control of the types of reports
that could be ignored or rejected during triage, thus helping to reduce the burden on the
operators, with one respondent having “amended [the] scope several times to exclude low
value classes of vulnerability” [P3]. By only considering worthwhile vulnerabilities in higher
priority assets, some operators were able to more carefully control the running costs of the
programme by limiting the number of incoming reports eligible for a bounty payout: “[we]
had a pretty thorough program scope, so that cut down on payouts where we didn’t think it

was appropriate to reward” [P26]. However, as noted by one respondent, reducing the scope
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did not markedly reduce the incoming volume of reports. Instead, the usage of standardised
email responses for out-of-scope reports allowed for quicker rejections: “it allows you to be
quite clear in an email, standardised email response template. You just say, it is out-of-scope,

go away” [P4].

Countermeasure: Use of additional tools

Adopting new tools and using new services allowed some respondents to overcome certain
operating issues. Several noted that they had developed in-house tools to better automate
the triage process to help reduce the time spent processing incoming reports. One operator
of a private programme described that the requirement for hackers to be authenticated while
accessing assets allowed for the monitoring of hacker activity to be automated, giving an
indication as to the effort being put into their bug bounty programme by hackers: “I set up
a way to monitor how many researchers, more or less, are working on a weekly basis on our

programme. You definitely see a trend that is going down over time” [P30].

2.5.4 Analysis

Inspired by relational visualisation between fears, issues and countermeasures by Al-Banna
et al. [9], a diagram similar in concept is shown in Figure using the themes discussed in
this section. In contrast to the visualisation of Al-Banna et al. [9], it is more logical to show
how fears evolve into operation issues, and how they are subsequently affected by the enacted

countermeasure.

Analysis of pre-launch fears

As shown in Figure 11 predominant fears were reported by respondents, covering the
four themes described in Section [2.5.1] Comparing these to the fears previously identified by
Al-Banna et al. [9] reveals that many still persist within organisations pre-launch.

The only fear that is significantly different is that of programme ‘cost escalation’ [9]. In
their paper, Al-Banna et al. attribute the uncertainty in, and inflation of, operating costs to a

requirement by the organisation to pay out to a hacker after the submission of a vulnerability.
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Figure 2.1: Relationship between identified fears, issues, and countermeasures. Some connec-
tions have been hidden for clarity. Colour groups within a column represent items within the
same theme (no relationship across columns).

However, as demonstrated by the legal threats against hackers in [63], there are public examples
of organisations failing to pay out for, or in some cases acknowledge, the reports submitted
by hackers. Furthermore, should a disgruntled hacker then choose to publicly disclose the
details of the vulnerability, they may be in violation of the Digital Millennium Copyright Act
(DMCA) [63} [85], 241]. These examples contravene the claim that organisations have to “abide
by the rules for payments” [9]. Additionally, as noted by [P18] (see Section[2.7.2)), reports that
could contain valid information can be rejected on the basis of minor errors by the operators

on a discretionary basis. Given that operators are not legally obliged to pay out for all valid
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vulnerabilities, it is perhaps why respondents focused on a lack of budget (leading to budget
depletion), over unsustainable cost escalation. However, as noted by Al-Banna et al. [9], the
difficulty in determining the number of vulnerabilities present (and then later discovered) in
an organisation’s assets before launch makes budget allocation extremely difficult.

Overall, it appears that the fears felt by operators has remained somewhat consistent over
time. And, as demonstrated by the issues faced by operators (see Section , the fears are

often valid.

Analysis of post-launch issues

In common with Al-Banna et al. [9], issues surrounding the quality of reports, lack of hacker
motivation, and burden on staff are still present to those currently operating CVD programmes.
Despite continued researched aimed at addressing the prevalence of low quality reports [144],
183, /5l [158], it would appear that many organisations have yet to make use of the findings.
Further to the aforementioned issues, respondents also identified issues pertaining to the themes
of hacker behaviour and internal issues.

Aside from the issue of motivation, the behavioural issues raised by respondents may stem
from the (almost) total anonymity possessed by many hackers, leading to a debasement of
the severity of potential repercussions. Within Psychology, there is a surfeit of research that
considers the changes in behaviours of individuals when acting anonymously [215] 143, 203].
On bug bounty platforms, such behaviour can be punished with ‘warnings’, ‘temporary bans’,
and eventually (in some cases after several offences), the ‘permanent ban’ of a hacker’s account
on the platform [I0I]. However, given the ease of creating a new and unblemished account,
these punishments appear somewhat redundant in the face of users that place little to no value
in their account (e.g. new users). As such, it may be of little surprise that issues surrounding
bad behaviour persist, both on- and off-platform.

In regards to internal issues faced during operation, it is concerning, yet not surprising, to
see a disconnect in the priorities of security teams, product teams, and management: the “sell

first, fix later” mentality persists within some organisations [22].
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Analysis of suggested countermeasures

For most of the issues raised in Section respondents offered suggestions of countermea-
sures that helped alleviate these ongoing issues. This is shown by the connections between
issues and countermeasures in Figure [2.1

While a lack of internal skills may be counteracted by the hiring of skilled staff or se-
lective training (see Section , respondents did not come to a consensus as to the best
countermeasure for this issue, particularly in a resource-constrained environment.

Comparing the suggested countermeasures with those of Al-Banna et al. [9] reveals many
similar approaches used by organisations. Notably, ‘third-party support’ and ‘limiting partic-
ipants’ can be realised through the adoption of managed and invite-only programmes. How-
ever, as we shall discuss in Section 2.7.2] these countermeasures often come at great monetary
expense, so are not applicable to many smaller organisations. The absence of other counter-
measures that address the need for verifiable hacker identities, or actions that can be taken
to reduce the burden on operators, exhibits a serious problem for the operators of many CVD
programmes.

There is, perhaps, a need for a low-cost (in comparison to platform fees) decentralised iden-
tity verification service that allows operators a sense of safety when interacting with hackers,
and in such a way that is platform agnostic. Understandably, as perhaps demonstrated by the
minority of users on bug bounty platforms with verified identities, the lack of legal protections
offered to hackers (discussed in depth in Chapter |5|) inhibits the propensity for an individual
to undergo background check or identity verification (see the Safe Harbor discussion in Sec-
tion . Additionally, in respect to the burden on operators, although some respondents
make use of tools to help automate the triage of reports, many solutions are in-house, commer-
cial, or linked to a platform. For those without the resources to adopt such measures, there is
perhaps motivation for further open-source solutions.

Although presented as countermeasures, there are several measures that may be best suited
for use pre-launch, such as scope alterations, reward modifications, and prioritisation of vul-

nerabilities fixes. More thoroughly discussed in Section it is recommended that operators
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start off with a narrow scope and policies that reward only ‘useful’ vulnerabilities. By address-
ing these points prior to launch, the impact of certain issues may be curtailed. In addition, it
may be prudent for operators to seek as much internal support as is reasonable before launch

in order to avoid later push-back or conflicts in objectives (e.g. security versus new features).

2.5.5 Summary of fears, issues, and countermeasures

Re-investigating the fears, issues, and countermeasures used by the operators of CVD pro-
grammes reveals that little has changed since the study of Al-Banna et al. [9]. Furthermore,
the use of expensive third-party services demonstrates an inflexibility in current approaches to
alleviating issues surround trust and internal operational burden. Despite the recommenda-
tions of Al-Banna et al. [9] as to directions for future work, the persistence of common issues
may highlight a need to better integrate the results of academic research into solutions that

are not purely commercial.

2.6 Impact on the SDLC

Inspired by the extent to which Verizon Media aims to integrate the results from their CVD
programme into changes in the wider SDLC framework (aptly named the BBLC [166]), respon-
dents (N = 39) were asked to describe how they utilised report information in the context of
organisational change. Results pertaining to the closed-form survey answers are presented in
Section and the open-ended survey and interview answers are presented in Section [2.6.2
A summary of the findings, and a discussion of the extent to which SDLCs are supported by

CVD programmes, is found in Section [2.6.3

2.6.1 Closed-form results
Impact on security practices

As shown in Table a majority of organisations (22) have been prompted to make changes
to security activities due to the results from the CVD programme. For 13 of surveyed organi-

sations, the results of the programme did not elicit a change in practices, and a further 3 were
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Programme Type Yes No Unsure

BBP 9 3 0
Both 7 2 1
VDP 6 8 2
All 22 13 3

Table 2.8: Responses to “Have the results from the CVD programme prompted change to
security practices?” (N = 38). The response from one organisation has been excluded as no
answer was provided.

Security activity BBP Both VDP Al
Training for engineers 3 2 3 8
Focus or use of attack models 2 2 0 4
Specification of security requirements 6 3 1 10
Security standards and compliance measures 3 0 2 5
Communication between internal teams 6 4 2 12
Code review methods 1 2 1 4
Security testing tools or methods 7 2 4 13
Use of internal or professional penetration 2 3 1 6

testing

Table 2.9: Number of respondents that made changes to particular security activities, given
that their CVD programme results prompted change (N = 38). The response from one organ-
isation has been excluded as no answer was provided.

unsure (one participant did not provide an answer). There is a significant disparity between
those exclusively operating a VDP versus those operating a BBP or both types of programme,
with a half of those exclusively operating a VDP seeing little change in security practices owing

to the results from the programme.

Affected security activities

Respondents provided an indication of the security activities affected by the results of the CVD
programme via a closed-form question, and the option to provide further information via an
open-ended question. The results from the closed-form question are shown in Table 2.9 For
those organisations that made changes, the average number of activities changed is somewhat

similar across programme type: BBP - 3.3 changes; Both - 2.6 changes; VDP - 2.3 changes.
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Elimination of vulnerabilities

Organisations were also asked to comment on the effectiveness of their current approach to
SDLCs and usage of CVD programmes in the context of vulnerability reappearance. If an
effective process is in place, certain vulnerabilities may be less likely to reoccur once found and
patched. Answers on a Likert scale from ‘Strongly agree’ to ‘Strongly disagree’ (see Section
are given ordinal representations (see Table . Those operating a BBP or both a BBP and
a VDP expressed, on average, a slightly positive sentiment in relation to their ability to prevent
vulnerabilities from reappearing (0.5 and 0.8 respectively). Conversely, the operators of VDP
programmes expressed, on average, slightly negative sentiment (-0.5). The sole respondent in
the ‘Other’ category denoted a strong negative sentiment (-2). Across all respondents, the

average sentiment was very slightly positive (0.10).

Response BBP Both VDP Other All
Strongly agree (2) 2 1 0 0 3
Agree (1) 4 6 1 0 11
Neither agree or disagree (0) 4 3 8 0 15
Disagree (-1) 2 0 5 0 7
Strongly disagree (-2) 0 0 2 1 3

Table 2.10: Responses to “Certain categories of bug once found do not reappear due to changes
in development and testing.” (N = 39)

2.6.2 Open-ended results

Four relevant themes are identified from the open-ended answers: improved employee training
and education, usage of internal security champions, testing techniques, and organisational

strategy changes.

Training and education

The ongoing arms race between increasingly sophisticated hackers and security professionals
can leave developers without the requisite knowledge to address new and complex vulner-
abilities that may affect their organisation (see Section [2.5.2)). Furthermore, labour supply

shortages of well-trained security professionals [55, [87], and a general under-confidence in the
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cybersecurity-related proficiencies of new graduate developers [47, [54], result in many organi-
sations around the world having development teams that lack the technical expertise to secure
new and existing assets. It is therefore not surprising that both the closed-form (Section
and open-ended answers highlight the role of additional employee training and education fol-
lowing feedback from the CVD programme.

For some respondents, training serves as a reactive measure to mitigate the risks of re-
peated known attacks: “education sessions are held in response to patterns of reports or novel
attacks” [P9] and “if we are starting to see a lot of vulnerabilities in one area, we may increase
training on a selected training on a selected portion of the population” [P5]. One respondent
described the role of internal workshops and presentations thus: “there has been some level of
awareness work out of the back of the responsible disclosure programme which may help people
think more about certain considerations”. They went on to say: “we have training paths now,
focusing on certain commonly occurring vulnerability reports, so that more of the SOC team

are able to triage reports when they come in” [P3].

Security champions

Security champions are individuals within an organisation, typically in development or engi-
neering roles, that have a strong working knowledge of security topics, and may help guide
or manage security activities [220]. Respondents noted that an apparent shortfall of skills in
certain teams could be partially mitigated by leveraging an internal network of security cham-
pions. This in some cases necessitated an expansion of the “security champions forums” [P4].
Strengthening and using the champions network in one organisation allowed more experienced
security professionals to “jump [in] and and help validate more difficult to verify queries”

during triage [P3].

Testing techniques

Automated testing techniques, if configured correctly, may help developers catch mistakes
during development or configuration issues during deployment. Some respondents noted that

the results of the CVD programme prompted the organisation to revise or expand the testing
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methodologies currently employed: “we built some new detection for subdomain takeover

problems directly as a result of reports” [P3].

Organisational strategy

Without periodic reviews, programme managers may be unable to see the prevalence of certain
patterns of reports. Furthermore, if programme managers are not able to communicate the
patterns they discover, systemic issues may persist, leading to a drain of resources as the CVD
programme sees repeated reports on previously identified issues. These concerns prompted two
respondents to better integrate the CVD programme outputs into a periodic and systematic
review process: “we’ve got meetings that we have weekly where we discuss some of the dis-
closures that we are seeing to see if there is some strategy that needs to be changed. And, in
some cases budget allocated for programme work (training, etc.)” [P5]. Another respondent
noted that a formal review process was introduced with development teams to help effectively
communicate current issues: “It’s an involuntary meeting once a quarter, to look at the most
recent security alerts. Here are the things that happened this quarter, it is just an educational

process. Here is what is going on in the industry, bring your knowledge up to speed.” [P33]

2.6.3 Summary of the usage of CVD findings in the SDLC

As shown by the answers to the closed-form (Section and open-ended (Section
questions, a majority of the respondents noted that they had used the results from their CVD
programme to help guide changes in security activities within their organisation. The use of
testing tools and methodologies, alterations to internal communication processes, and specifi-
cation of security requirements were the activities most often affected across all respondents.
Despite this, it is apparent from the results, particularly the interviews, that none of the
respondents integrated the results of their CVD programmes to the extent of Verizon Media’s
BBLC. Instead, the utilisation is on a shallower level that suggests a more reactive approach
to altering security activities based on the incoming reports. It is perhaps due to a lack of
resources or a lack of internal integration that greater institutional change is not made. As

noted in Section few respondents shared details of the internal periodic information flows
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of report details that were used to help guide security strategies.
In summary, although organisations use the results from their CVD programmes to direct
changes in security activities, at present this appears to be somewhat shallow within the

organisations included in this chapter.

2.7 Recommendations to organisations

In order to aid those looking to set up a programme, respondents were asked about their
set-up process and provided advice. Results for eight closed-form questions are presented
in Section and the results for the open-ended questions and survey responses in Sec-

tion 2.7.2] Finally, a summary of pre- and post-deployment recommendations is discussed in

Section 2.7.3]

2.7.1 Closed-form results

In the survey, Questions 7-11 aimed to uncover the areas of difficulty encountered by pro-
gramme operators prior to or at the start of operation. Questions 20-22 asked respondents to
reflect upon their overall experience operating a CVD programme. The average sentiments,
expressed across programme types, for the following closed-form questions are presented in
Table For each question, significance testing of the average sentiment is performed at
the 5% level with Welch’s T-test (unequal variance assumed), using the Bonferroni correction
where appropriate, to compare the effects of: programme type, usage of a platform (for BBP
and Both), and management style (fully- or semi-managed programmes compared to indepen-
dent management on a platform). Unless significant results are obtained and presented, it can

be assumed that no significant difference in the average sentiment is present at the 5% level.

Understanding the resources

Being a relatively new security concept, organisations may not have the prerequisite knowledge
or skills to easily set up a CVD programme. Respondents were asked whether the process

of launching a programme and the resources required were well understood. The slightly
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Average sentiment for type
Question or statement BBP Both VDP Al
The process of launching a programme and the resources 0.84 0.9 0.44 0.67
required were well understood
A well defined process was in place allowing for reports form 0.49 1.4 0.44 0.67
hackers to be validated

A well defined process was in place to notify the responsible 1 1.3 0.75  0.96
team about the presence of a vulnerability
Systems allowed for clear and easy communication between 0.83 1.3 0.63 0.83

the hackers, the CVD team and the fixers of the bugs

There was a clear method used to set bounty levels or re- 0.34 0.9 0.31 0.43
wards that were appropriate for the organisation

The use of a CVD programme has benefited the security of 1.49 1.6 1.2 1.35
assets

The operation of a CVD programme is a good use of re- 1.26 1.5 0.7 1.05
sources

Would you recommend the use of a CVD programme to 1.51 1.6 1.32 141
other organisations?

Table 2.11: Average sentiment for the closed-form survey questions, expressed across pro-
gramme type (N = 38). “Other” programme type omitted due to non-response.

positive average sentiment across all respondents suggests that organisations understand (to

some degree) the steps leading up to the launch of a programme (see Table [2.11]).

Validation processes

Following the submission of a report, the existence and severity of a vulnerability must be
validated by an individual with sufficient skill to make a suitable judgement. For organisations,
this can be done either internally or using the optional services provided by a bug bounty
platform. Table presents the (overall slightly positive) sentiment of the respondents when
asked if a well defined report validation process was in place prior to launch.

Although no significant differences are found at the 5% level, testing at the 10% level reveals
some significant differences between the different types of programme and for those using a
bug bounty platform. Using the Bonferroni correction and comparing the average sentiment
between Both (1.40), BBP (0.55) and VDP (0.44) demonstrates a significant difference between
those operating Both as compared to a BBP (p = 0.0280) and VDP (p = 0.0168). This

may suggest that programme operators that currently operate more than one programme
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are able to carry forward processes honed during earlier launches. Controlling for platform
usage (considering only BBP and Both) also reveals significant differences at the 10% level.
Respondents making use of a platform reported, on average, a higher positive sentiment (1.25)

compared to those that did not (0.56), p = 0.090.

Internal notification

As discussed in Section [2.5.2] one issue faced concerns the possible difficulty in identifying
and communicating with the internal (or sometimes external) party responsible for fixing the
vulnerability. Despite the occurrence of this issue, respondents, on average, noted a positive

sentiment when asked about the processes in place (see Table [2.11)).

Communication

Further to the previous question, respondents were also asked to provide feedback on broader

communication systems in use around the time of launch. Again, the average sentiment is

positive (see Table [2.11]).

Setting bounty levels

For all programme operators, the decision to offer any rewards can have a significant impact
on the success of the CVD programme [13]. For those offering monetary rewards, bounty levels
must be set in such a way to balance total expenditure with the potential to attract increased
volumes of higher skilled hackers. The need to offer competitive bounties is mentioned by
respondents in Section and in Section [2.7.2

As shown in Table although the average sentiment for setting bounty levels and
rewards is positive (0.51), many respondents expressed uncertainty. Comparing the sentiment
of those using a managed programme (1.42) versus an independent programme (0.38) on a
platform reveals a significant difference (p = 0.0496) at 5%, suggesting that platform managers
are able to clearly convey their rationale behind setting initial reward structures. As explained

by one respondent, this typically involves comparing factors such as company size, industry,
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level of security maturity and budget to the reward structures of existing public and private

programmes on a platform [P30].

Impact of CVD on security

Through the operation of a CVD programme, it is hoped that the discovery of security vulner-
abilities will allow organisations to further secure their assets. Respondents commented on the
overall effectiveness of their CVD programmes, expressing, on average, a positive sentiment
(1.39), as shown in Table Although not significant at the 5% level, comparing the aver-
age sentiment between those using managed programmes (1.86) and those running independent

programmes (1.36) on a bug bounty platform shows significance above p = 0.0555.

Effectiveness of resource allocation

As noted in Section the operation of a CVD programme in some instances can be par-
ticularly burdensome on those processing incoming reports, and frequently results in low-value
information being disclosed by hackers. Aside from the resource consumption issues discussed
earlier, respondents on average expressed positive sentiment (1.08) towards the benefits con-
ferred to an organisation that allocates resources to a CVD programme. This is presented in
Table It is interesting to note the difference in sentiment from the operators of BBPs
(1.25) and Both (1.5) when compared to those exclusively operating a VDP programme (0.69).
The p-values when tested against a null hypothesis of equal means are p = 0.103 and p = 0.0163

respectively.

Overarching opinions

The final question in the survey asks organisations to provide an indication as to their sentiment
when recommending the use of CVD programme to other organisations (see Table . The
overall sentiment is largely positive towards the use of CVD programmes (1.45). When tested
at the 5% level, there is a significant difference in the average sentiment expressed by those
using managed programmes (2.0) and those running independent programmes (1.29) on a bug

bounty platform (p = 0.0186).
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2.7.2 Open-ended results

Within the open-ended answers provided by respondents in the survey and interviews, there are
several relevant themes identified. These themes are further separated into concepts pertaining
to the operation of CVD programmes in general, and concepts involving the use of third-party
platforms. The themes are: general recommendations and advice, overarching benefits, general

economic considerations, and the use of platforms.

General recommendations

Respondents provided recommendations and advice that may benefit those looking to launch a
CVD programme. Within the theme of general recommendations and advice, four sub-themes
emerged: internal recommendations and considerations, setting the programme scope, defining
programme policy, and usage of rewards.

As outlined in the BSIMM framework, CVD programmes represent a security activity that
may be best suited to organisations with a mature security posture — and, as highlighted in
Section one that can at times place significant burden on security teams. Respondents
highlighted the need for maturity prior to launch: “nobody should start a CVD program
before they’ve invested deeply internally on security” [P20]. Furthermore, small companies
may face additional difficulties due to the limited number of personnel available to operate a
programme: “I think you probably need a security team of a certain size so that you have
resource. If you are a tiny company you may struggle to operate, but then at the same time
you may not get many reports because you only have a small web estate.” [P3] Naturally,
once a programme is launched, organisations may need to actively refine internal processes
and external communications: “there’s a bunch of maturity to achieve after establishing some
sort of point of contact” [P1].

It is important to have a proactive view of security throughout an organisation: “in order
for a CVD program to be effective, there needs to be high-level institutional support for actually
resolving security issues. Otherwise, it will be very difficult to assign and track the work” [P21].

Not only can the operation of CVD programme open-up an organisation’s assets to the eyes

of the unknown, but difficulties can exist when interacting with, and rewarding, individuals of
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unknown origin or background. Further consideration of the legal complexities can be found in
Chapter bl One respondent expressed concerns when paying out bounties to unvetted hackers:
“if you pay hackers you have to be really careful that you don’t go sideways with the rules about
support terrorism ... you really got to know who they are. And even inadvertent support is
against the law in our country.” [P33] Furthermore, particularly for US companies, this applies
to awarding payouts (including virtual currencies) to any individual currently located in, or
ordinarily a resident of, any sanctioned country.

A further concern for for US companies is that trade or transactions must not be made
with individuals on the US Department of the Treasury’s Specially Designated Nationals and
Blocked Persons List (SDN) [246]. Furthermore, legal complexities surrounding vulnerability
disclosure are not limited to organisations. Hackers may face confusion due to the ambi-
guity of export controls and multilateral treaties (such as the non-binding Wassenaar Ar-
rangement) when disclosing the details of certain vulnerabilities, such as zero-day vulnera-
bilities, to entities in certain countries (see Export Administration Regulations (EAR) cyber
rules [245] 244]) [200, 196]. This lack of clarity may inhibit the success of programmes operated
from certain geographies as hackers may be dissuaded from participating. Given the restric-
tions placed on organisations, it is not surprising that one respondent noted that “the legal
team will need to approve all the risk in having the programme and such. Be sure to contact
the legal team as soon as you can. Because, it can be a really, it can be a blocker” [P30].
As noted in Section the use of third-party bug bounty platforms helps mitigate some of
these risks by providing vetting services and payments only to those with verified identities.

For an organisation about to embark on the journey of setting up and launching a pro-
gramme, it is recommended that responsibilities are clearly delegated within the CVD team:
“I think you need to understand who is going to triage and what, and how they identify who
is responsible for fixing on the things you've put in scope” [P3]. This may help to alleviate
the issues surrounding project and programme management, as highlighted in Section
Several respondents recommended that the CVD team should be led by an individual with a
background in security and preferably with prior CVD experience, either within an organisa-

tion or as a hacker: “if you want to launch a BBP you need a person that knows about the

49



topic because a lot of times this [lack of experience] is bad side of the programme” [P30]. One
respondent noted that they “hired a former security researcher to manage this for us” [P7]. A
lack of both managerial and CVD specific experience hindered the success of programmes for
several respondents.

Typically, a programme launch involves opening up a well-defined point-of-contact, en-
abling hackers to easily communicate reports and questions to the programme operators. Pol-
icy documents outline the terms and conditions of participation, and often include details of
how to securely disclose the details of a vulnerability. Even in the absence of a formal CVD
programme, respondents highlighted the need for organisations to provide a vulnerability dis-
closure point-of-contact. Not only does this open up a communication channel for hackers
that may have found glaring issues (“there will always be people who will find something that
you've overlooked but have no way of contacting you, and that’s really the most important
part” [P1]), but it may also benefit organisations that are impacted by the exploitation of
another companies’ assets: “there is nothing more defeating than, we’ve had the same problem
when we’ve tried to go to companies who’s websites have been compromised and have been
used in phishing etc. to attack us. Often we can’t even reach the people who are responsi-
ble” [P3]. As such, it is recommended that organisations, include those not yet wishing to set
up a formal CVD programme, include at minimum a contact email address that is publicly
viewable on the organisation’s website.

In the absence of individuals with a great deal of prior experience in running a CVD
programme, respondents often chose to launch their programmes with limited scope: “if you
are unfamiliar with this process, and if you don’t have a reasonable scope in your program
this can be a massive waste of your time and resources at first” [P19]. It is recommended that
the initial scope focus on “high value components (container escape, prod RCE, etc.) and not
minor misconfigurations (missing HSTS header)” [P18]. Opening up all assets to hackers while
having immature and untested triage, communication, and fixing processes may overwhelm the
responsible teams, and infuriate both internal and external stakeholders. In summary, make
sure that the scope is “very well defined” [P26], and “start small” [P33].

Further, to defining a suitable scope for a CVD programme, operators must also publish
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the “rules of engagement” [145] — a set of externally-facing clauses explaining the many facets
of a programme. Typically, this includes: a boilerplate company statement, details of any
reward structures (e.g. $ payout amounts per CVSS score), assets deemed to be in- and out-of-
scope, and Safe Harbor statements. Many respondents opted to survey the content currently
used across existing programmes, seeking inspiration as to the important points that should
be included: “[we] were looking at people like Google and what they had in their policies and
what they were allowing to be submitted, we nicked a bunch of language from other people’s
disclosure policies it’s fair to say” [P3].

Two respondents chose to use open-source templates to help form their initial policies.
One highlighted the need for renewed attention in updating the existing templates to reflect
up-to-date norms: “I also looked to a few open source initiatives, I think they are probably
a bit stale now” [P9]. Others noted that hackers complained about the initial Safe Harbor
clauses used in a programme: “they said — we are not happy with your Safe Harbor clauses,
we don’t think they are safe” [P3].

A programme policy may contain information pertaining to the rewards that may be offered
to hackers, subject to the aforementioned legal requirements, upon the disclosure of a valid
vulnerability report. For the users of third-party platforms, advice is sometimes given by the
platform operators as to sensible initial bounty levels: “we talked to [platform] way back when,
and sort of said, let’s start so we don’t blow through our budget immediately” [P26]. Those
that set bounty levels independently offered up similar advice: “define what you are capable of
supporting based on your current staffing and current funding and then grow it based on what
you are seeing. Don’t jump off the mountain right at the start without a parachute. Take it
step by step.” [P5] Over time, the rewards that may have initially been considered competitive
can often appear unattractive to hackers, as often other organisations raise payouts to further
motivate hackers to search for vulnerabilities within their programmes.

The need to increase payouts in order to stay competitive was mentioned by respondents:
“so we noticed that although the rewards we set for our programme, they were quite high
relative to other programmes a couple of years a go, we are not as unique in that sense any

more” [P1]. Unfortunately, there was no consensus as to how the payout levels should be
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adjusted, with the the most concise advice being “we are discussing upping the rewards again.
And the other only way up, is to double the rewards.” [P1]

Although the initial bounty levels are often tailored to the budgetary constraints of an
organisation, external market forces can quickly render these rewards unattractive, leaving
those that cannot match the desirable price levels in a disadvantageous position. Non-monetary
rewards, such as Halls of Fame and company merchandise (‘swag’), offer an alternative for those
unable or unwilling to offer monetary rewards: “definitely do acknowledgement pages as they
are free and doesn’t cost you anything ... [be warned the| logistics for reward shipping is an

absolute nightmare” [P3].

Overarching benefits

As indicated in Section [2.7.1] the general perception of CVD programmes was positive amongst
the respondents. Several respondents provided further evidence for this in their closing remarks.
In particular, it was highlighted that the operation of a CVD programme can allow “access
to some of the global top 100 researchers” [P3], some of whom “take their time getting really
familiar with your products, and they are not just looking for quick results” [P1], resulting in
a “breadth and depth [of vulnerabilities being discovered] which simply wouldn’t otherwise be
achievable” [P4]. Many emphasised the uniqueness of the issues identified, including “classes
of bugs that pen testers don’t look for” [P3| and resulting in “paying far less for much better
data” [P26].

Economic considerations

In addition to the discussion around setting bounty levels, there are several key economic
themes identified that relate to leveraging the work of hackers, including cost effectiveness,
influence on the market for vulnerabilities, and issues concerning the hacker ‘labour’ market.

A prominent theme in the responses was that of cost effectiveness when compared to
alternative security investments, such as the expansion of the security team or the usage of
external security services. Particularly for smaller businesses in developed countries, CVD

programmes can offer security benefits at a cost that is less than the marginal cost of internal
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expansion [255]. One respondent noted that “[I had] a positive view of the ROI on running
one of these programmes, so its not purely a commercial decision but as a small team we have
quite limited resources and the necessary the deep expertise so opening it up to the world
and encouraging people to support us helped me grow my virtual team as it were” [P9]. For
other respondents, their CVD operating costs were less than the cost of external audits and
penetration testing services, and in many cases seemingly offered greater returns: “I’ve heard
people say that a bug bounty programme is not a replacement for pen test. I get where they
are coming from but the reality in our experience, and I would venture for many companies,
a bug bounty programme is better than a pen test.” [P26]. Furthermore, some respondents
used their CVD programmes as a means to recruit hackers to private, and somewhat informal,
penetration testing sessions: “[the programme is a] recruitment mechanism for contracting
independent penetration testers and possible full time in house red teams” [P20], allowing the
operator to gain the benefits of an individual already familiar with their systems for a fraction
of the cost of a profession service.

Aside from the measurable costs and benefits that can be achieved through the operation of
a CVD programme, there are two additional benefits that respondents thought demonstrated
their cost effectiveness. First, as is commonly touted when discussing security investment, the
prevention of the exploitation of vulnerabilities is often far less costly than the intangible (e.g.
reputation damage) and tangible (e.g. fines) costs bore by an organisation following successful
exploitation: “in retrospect, the cost of operating the programme (engineering time, finance
time, bounties, etc.) is significantly less than the potential cost of exploited issues had they
not been patched” [P9]. In the case of CVD programmes, this ‘value’ may be more percep-
tible as the severity and wider impact of a discovered vulnerability is analysed throughout
remediation. Second, the operation of a CVD programme may demonstrate an organisation’s
commitment to security investment, or confidence in the security of their systems: “often a
bounty program is security theatre because it’s some public statement of we’re good enough,
try to hack us” [P18]. This public-facing approach to security may lead to greater intangible
benefits, particularly in customer relations, when compared to some less obvious security in-

vestments: “CVD programmes shows our customers we care about security and contribute to
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reassure them their assets are safe with us” [P13].

The exchange of vulnerability information via a CVD programme represents a subset of the
potential avenues within the regulated vulnerability market [11]. Within this ‘white’ market,
itself a subset of the complete vulnerability market, transactions are formally recorded and the
information is disclosed to the legitimate owners [8] (164, [I70]. Outside of regulated markets,
grey and black markets that serve as the information exchanges between hackers and buyers,
in which the receiving party need not be the legitimate owner. For example, aside from the
obvious use of black markets by malicious entities, government organisations may procure vul-
nerabilities for defensive and offensive purposes [214]. In the latter case, the role of government
agencies constitutes an ethically complex situation, as many are not automatically obliged to
disclose the details of a vulnerability to the responsible parties (see the UK Governments’
Equities Process for an example [232]). For hackers, these grey and black markets can offer
substantial rewards for the sale of a vulnerability, in many cases matching or exceeding the
rewards offered by organisations in regulated markets [8]. Given the existing complications
associated with prosecuting hackers for issues surrounding cybercrime [26], 28], [49], it may be
that the perceived or actual risk in using illegal or legally questionable markets is too low to
act as a deterrent. Thus, although CVD programmes incentivise some hackers to only engage
in regulated markets [262], they alone have not eliminated the use of alternative markets.

Respondents commented on the positive effect that their CVD programme has had in mit-
igating the perceived threat of a hacker selling vulnerability information to other entities: “it
is a strong way to provide an incentive to have security vulnerabilities to be reported to your
company rather than being sold to or used by bad actors” [P14]. This “alignment of incen-
tives” [P37] gives social benefits to hackers and organisations, but also benefits the (external)
consumers, albeit with the potential risk of “incentivizing your product as a target” [P35]. The
growing role of bug bounty platforms as a third-party commercial intermediary in regulated
markets complicates the previously (somewhat idealised) aligned incentives between market
participants. As a for-profit entity, often with significant venture capital funding [57], the
incentives for the platforms may not be completely aligned with the needs of the organisations

operating CVD programmes on the platform. (The negative effect on business sustainability
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resulting from venture capital investment is explored in [126] and [190].) Respondents com-
mented on this issue, particularly in reference to managed programmes: “I think the problem
is very much with their business model to begin with, it is in their best interest to make money
obviously, and it doesn’t align a lot of what the programmes want to do” [P15].

In addition to discussions surrounding the markets for vulnerabilities, respondents also
commented on the existing structure and incentives of the hacker ‘labour’ market. Reports
published by platform owners highlight the geographic distribution of their registered user-
base (of hackers), demonstrating the global community they are able to leverage [100] 99].
Significant numbers of hackers are based in the United States of America, Russia, and India,
with smaller numbers coming from almost 170 other countries [I00]. Having a large user-base
located outside of developed, high-wage, countries brings with it great comparative advantage:
hackers in lower-income countries will be willing to work for the prospect of far lower rewards
than those in higher-income countries: “$500 isn’t that much money ... if it takes somebody
10 hours, maybe 15 hours, it is really good for where they are in the world, a lot of these bug
testers are in, it seems, Asia” [P26]. In comparison, with the average wage in the US being
$70,000 (US in 2020)E|, CVD rewards may appear less appealing for US based hackers, but
more enticing for US organisations: “for us, working in mostly US and Canadian wages this
calculation really works out for us” [P1].

Some respondents spoke negatively of the current labour market structure involving the
use of hackers: “bug bounty programs are ‘gig economy’ and somewhat exploitative especially
if they allow focus [to reject reports based] on minor errors” [P18]. Certain aspects of the
CVD process not only exemplify the ‘gig’ economy, but go one step further. It is typical
for only the first hacker to disclose a vulnerability to be rewarded, subsequent reports are
marked as duplicate. If hackers work in isolation and without coordination, it is reasonable
to expect that multiple individuals will independently (and perhaps simultaneously) discover
and disclose the same vulnerability. For those other than the first discloser, any effort will

have been done in vain. One respondent that had worked as a hacker noted that “I draw

5« .. average wages are obtained by dividing the national-accounts-based total wage bill by the average

number of employees in the total economy, which is then multiplied by the ratio of the average usual weekly
hours per full-time employee to the average usually weekly hours for all employees” [238§]
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parallels between bug bounty hunting and gambling ... it is not really deterministic, it is very
random. And, especially if you depend on that money, it is not the best way to go about
living, in my opinion” [P15]. Schechter previously discussed the facets that make for a ‘good’
market (Béhme notes that imperfections exist due to demand-side price setting [33]) for the
sale vulnerabilities [205] 206]. He suggests that organisations only reward the first instance of a
vulnerability report in order to maximise value. However, he notes that complications may arise
from vulnerability reports not being disclosed immediately by organisations, as other hackers
will remain unaware that their work will lead to no reward due to duplication. This added
risk may cause hackers to demand higher rewards for their work [205]. Another respondent
highlighted the use of alternative business models to reward the efforts of hackers: “[there
is a business| model where they give money upfront so they will give you, not necessarily a
bounty, but a bit of money to say, ‘can you go and focus on this?’, so you are more willing
to invest the time. You are basically being paid for your time, and that is not typical in
bug bounty hunting” [P15]. Such a paradigm shift may benefit those hackers that are already
established and have demonstrated their potential value to an organisation. For an organisation
looking to leverage hackers, it is perhaps useful to be mindful of these alternative approaches

to incentivising the disclosure of vulnerability information.

Platforms and their services

Respondents offered a plethora of advice regarding the use of platforms and managed pro-
grammes, covering: platform advantages and disadvantages, platform pricing, managed pro-
gramme advantages and disadvantages. As stated previously, hosting a CVD programme on
a third-party platform often comes with many built-in services that ease the operation of a
programme. Especially when setting up a programme, respondents noted the usefulness of
these services: “they provide you some guidelines, like okay ‘according to your industry, this
is like the standard’, when not the standard, this is the average from other companies that
are in your industry and maturity level” [P30]. Furthermore, integrated payment and reward
systems shift the burden of legal checks and payment processing away from the operator: “I

like that [platform] just does it and its, they do the points and if we do money, great, its easier
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that way than doing it ourselves. I wouldn’t want to go back to doing it ourselves just because
it is annoying to deal with that stuff.” [P26]

Aside from any other advantages mentioned elsewhere, the use of a platform can give
organisations a significant boost in visibility within the hacker community. One respondent
feared moving off-platform as “you lose all the visibility from the community” [P30]. On the
contrary, respondents noted several key drawbacks to hosting on a platform. First, although
it may be advantageous for many to have great programme visibility, this can come with the
possibility of a large number of low quality reports being submitted: “commercial bug bounty
platforms often bring more harm and noise than good” [P20]. Second, there is a great deal
of opacity when it comes to the cost of utilising their services: “some part of the license or
pricing were not so clear ... it is not like you go on the website and they say ‘this is the price
you will pay’, you have to go with their sales teams” [P30].

Respondents were most vocal about the prohibitively high costs associated with hosting on
a platform and making use of their services: “They are not too cheap, and I’'m thinking if you
are a small company and you want a bug bounty programme, it is not really viable because it
is not cheap. Just the fee for [hosting on] the platform is not cheap” [P30]. For responding in
smaller organisations, the sentiment was echoed as it was not always justifiable to pay these
expenses: “we also expect our cost of using a third-party tool to be greater than our cost of
running the programme (even with the high volume of invalid reports)” [P9].

Comments on the positives of managed programmes echoed those expressed within earlier
sections. Respondents value the ability of the external triaging team to filter out low quality
or duplicate reports: “I find them very useful in filtering out this low-hanging fruits. So my
response to things, when I get an email from the programme, I can tell by the initial description
that this is the low-handing fruit, and I can leave it to them to clear this out” [P1].

As discussed in Section [2.5.3] managed programmes are an effective countermeasure to
the noise received by a programme. On the other hand, respondents criticised the lack of
contextual understanding on the part of the external triaging and fix validation team in respect
to the systems and assets of an organisations: “they provide the triage feature, but they of

course don’t have our context” [P30]. This can lead to a misunderstanding as to what type of

o7



reports an organisation values, and a mis-characterisation of a report’s severity: “we’ve had
breach reports closed as out of scope by triage personnel on both platforms” [P20]. A lack of
contextual understanding and product knowledge was noted by Ozment as a difficulty faced

by TTPs when verifying vulnerability reports [181].

2.7.3 Summary of recommendations

The overarching consensus amongst respondents was that CVD programmes are beneficial to
security, a good use of resources, and are highly recommended security activity that organi-
sations can adopt to help secure their assets in a cost effective manner. Using the results in
Section [2.5.5] Section[2.6.3] as well as results elsewhere in Section a list of recommendations

is made for those looking to set up a CVD programme.

Pre-deployment recommendations

e Open up a point of contact. As discussed in Section [2.7.2] it is highly recommended
that a point of contact between hackers and a responsible internal team is established.
This may be as simple as a secure form on an organisation’s website or provision of an
email address. Obviously, this is required for any organisation looking to set up a CVD
programme. It is also recommended for those not yet willing to launch a programme as

a means to establish a method by which vulnerabilities can be communicated.

e Require managerial experience. As discussed in Section [2.7.2] it is highly beneficial to
have an individual with prior experience in running a CVD programme lead the creation

of a new programme.

e Deploy experienced staff. One of the issues reported by respondents in Section and
by Al-Banna et al. [9] is that of inexperienced staff within the CVD or triaging team.
Two respondents had a background that involved participating in CVD programmes, and
this undoubtedly gave them significant insight into the practice as a whole. It should

certainly not be the case that staff have no cybersecurity background (see Section [2.5.2)).
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e Restrict initial scope. A common countermeasure to a high volume of low-quality, low-
value, reports involves restricting the scope of a programme to only cover those assets
deemed to be of higher importance (Section . However, as recommended by respon-
dents, organisations should start off with a narrow scope to prevent issues from arising

after launch (Section [2.7.2)).

e Reward only valuable reports. In conjunction with the previous recommendation, re-
spondents often chose to exclude certain classes of vulnerabilities from reward structures,
instead opting to only pay out for higher value reports. Commonly this is achieved by ex-
cluding low (and sometimes medium) severity vulnerabilities. Although no quantitative
advice is provided in order to help set bounty levels, the prevailing comments suggest
setting the initial bounty levels to an amount that is sustainable for a given budget. This
is clearly an area that would benefit from further quantitative analysis. Furthermore,
given the complexities around payout bounties to hackers (Section , it should be

decided whether monetary, non-monetary, or no rewards will be offered to hackers.

e Define internal information pathways. To ease the operation of the programme once
launched, it is sensible to have a well-defined system in place for tracking the status of
report vulnerabilities (Section , finding the responsible (internal or external) prod-
uct owners (Section, and communicate patterns of reports (as part of a rudimentary
BBLC) to relevant parties (Section [2.6.3)).

e Seek support from upper management, legal, and product teams. As noted in Sec-
tion if internal teams are unwilling to fix vulnerabilities, the benefits to operating
a CVD programme are restricted. Further, without authorisation from the legal team, a

programme may be entirely unable to operate (Section [2.7.2)).

Post-deployment recommendations

e Modify reward structures to incentivise hackers. An issue faced by respondents was
that of low hacker motivation (particularly after the discovery of ‘low-hanging fruit’

(Section [2.5.2))), which limits the number of reports that operators receive. Some re-
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spondents suggested increasing current payouts as a solution to this issue (Section [2.7.2]).
The anecdotal evidence used by organisations to increase bounty levels prompts fur-
ther quantitative analysis into the effect raising bounty levels has on the returns of the

programime.

e Use incoming report information for reactive security. A majority of respondents used the
results from their CVD programme to include (shallow) changes within their organisation
(Section [2.6.3)). For an organisation not currently utilising their reports, it may be

beneficial to use them in a reactive manner to influence the security activities outlined

in Section 2.6.11

e Use incoming report information for proactive security. For organisations with a ma-
ture CVD programme, the deeper integration of report information into organisational
security strategies may provide further benefit. As detailed in Section only a few

respondents reported to using such an approach.

2.8 Summary of findings

Motivated by the question How effectively are organisations utilising CVD programmes?, we
have considered topics surrounding the use of CVD programmes within organisations via 39
survey responses and 8 semi-structured interviews. A summary of the findings to the subsidiary

research questions presented in Section are as follows:

1. Building on the work of Al Banna et al. [9], we found that many of the previously identi-
fied problems associated with the operation of a CVD programme persist: organisations
still struggle with high volumes of poor quality reports that burden the operators and
provide little benefit to security. Respondents suggest that alterations to the definitions

of in-scope and out-of-scope assets can help to mitigate these issues.

2. Although a majority of organisations report making changes to security activities based
upon the content of vulnerabilities reports, there is little evidence suggesting that organ-

isations deeply integrate the results into a form of BBLC. Respondents typically did not
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institute change throughout their SDLC to the extent of organisations such as Verizon

Media.

3. Overall, respondents highly recommended the use of CVD programmes as a cost-effective
security activity. Both pre- and post-deployment recommendations were offered to those
looking to set up a CVD programme. Designing reward structures to incentivise hackers
and avoid rewarding low-value reports, restricting programme scope, and having support

from experienced staff and management were all reported to be important considerations.

It is important to recognise the limitations of the work presented in this chapter. First, the
large non-response rate may limit the generalisability of the findings as only a small propor-
tion of the population could be sampled. Furthermore, results may be biased towards certain
sub-populations. Notably, all organisations that participated in the interviews were predomi-
nantly based in the US, UK, and Canada. As such, certain considerations, particularly those
surrounding economic and legal issues may be less applicable to organisations based in other
regions. The interpretation of the qualitative results, and the answers provided by respondents,
may be subject to additional cognitive biases. Confirmation bias, hindsight bias, and perhaps
a tendency to portray an organisation’s activities in an overly positive light, may impact the
conclusions that are drawn from the results. Finally, while the work presented in this chapter
inadvertently captured insights from several respondents that had participated previously as
hackers, it does not attempt to broadly survey the opinion of hackers in general. Nevertheless,
it is hoped that what is presented is beneficial to those interested in the theory and practice
of CVD programmes.

In the next chapter we use empirical data to further explore the characteristics of bug
bounty programmes, with the ambition to quantify some of the costs and benefits discussed

by respondents throughout this chapter.
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Chapter 3

Current State of Bug Bounty

Programmes and Platforms

Following on from the investigation of organisational perspectives of CVD programmes in
Chapter |2, in which bug bounties were defined as a sub-type of CVD programme, the cur-
rent state of bug bounty programme operation is further explored and discussed within this
chapter. This is carried out with the ambition to answer to research question Is it beneficial
for a company to make use of bug bounty programmes, instead of hiring additional software
engineers?

Further background information on bug bounty programmes, and the use of third-party
bug bounty platforms is presented in Section Despite previous empirical works exploring
the state of programmes, in an ever growing market there is need for renewed investigation
in order to better understand the current state of bug bounty programmes. The motivation
behind the work presented in this chapter is described in Section Using empirical data
collected from bug bounty platforms, quantitative insights can be produced. The process
of data collection and analysis is outlined in Section From Section to Section
the insights are presented and discussed with the ambition to not only answer the research
questions presented in Section but with the aim to also set the scene for the remaining
chapters. A concise summary of the findings is found in Section and the chapter ends

with a discussion of the limitations of these insights.
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The work presented in this chapter is based on [255]. It is important to note that the costs

described throughout the chapter were correct when the analysis was conducted in late 2019.

3.1 Background to bug bounties

In an increasingly digital economy, cyber crime has far-reaching effects on both businesses
and individuals. As a response to a vast increase in the number of cyber attacks targeting
organisations, security budgets have soared to record levels, in the hope that the risk of an
attack can be mitigated [2].

Following a security breach, loss of revenue and fines can result in an immense burden on an
organisation. In recent years we have seen British Airways fined $230 million, a $124 million
fine for Marriot, and $575 million for the 2017 Equifax breach [218]. Exposing the digital
data of an individual through a data breach may reveal far more confidential information than
can gained from a physical breach (e.g., due to a burglary), and may have many real-world
implications on the individual, such as increased risk of financial or identity fraud [I71]. An
early survey by IBM highlighted growing consumer distrust in organisations that hold their
personal information in a digital form [120]. As of 2017, approximately 64% of American adults
reported falling victim to a data breach and having their personal information exposed [178].
It is well understood that, in order to reverse the trend of increasing cyber crime and consumer
distrust, organisations need to further improve their efforts at addressing the vulnerabilities
being currently being exploited.

A study by Bendovschi [29] identified the three root causes of a security breach: criminal
intended attacks (malicious actors), human error, and system vulnerabilities. Bendovschi
found that malicious actors were the root cause in fewer than 50% of attacks, noting that
an attacker’s skills and knowledge are complemented by the abundance of both social and
technical vulnerabilities that can be exploited.

There are many contributing factors making up each of the root causes. Malicious ac-
tors benefit from lagging legal frameworks that fail to cover the latest technological devel-

opments [142] and the ineffectiveness of prosecutors to successfully take legal action against
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them [253]. Human error manifests itself in the actions of consumers and employees. A lack
of security awareness among individuals and improper training of employees may leave both
groups susceptible to social engineering attacks [125, 129]. System vulnerabilities may be
present due to, among other factors, misaligned incentives in the software industry in rela-
tion to the production of bug-free software [19], or the presence of design and implementation
flaws [162].

Several approaches have been proposed to address security concerns within software de-
velopment. For example, the adoption of a Secure Software Development Lifecycle (SSDL) is
one method to address this problem. Microsoft’s Security Development Lifecycle (MS SDL)
was one of the first industry-leading frameworks to encourage thinking about security at all
stages of development [I73]. As part of the framework, 12 practices provide guidance, rang-
ing from pre-development security training to post-deployment standardised incident response
procedures [169].

As introduced in the previous Chapter (see Section, the Building Security In Maturity
Model (BSIMM) is an alternative approach to advising security managers on the subject of
security; it reflects on the current security practices employed by 120 organisations [223].
Four domains (Governance, Intelligence, SSDL Touchpoints and Deployment) are broken down
into 12 practices, each covering different aspects of security. For each practice, activities are
categorised into three levels of maturity. Security managers are able to identify activities
that will improve their organisation’s security and gain insight into the high-level deployment
details.

The act of operating a bug bounty programme is the most popular mature activity within
the Configuration Management & Vulnerability Management (CMVM) category, and one of
the most popular mature activities listed in the BSIMM (the 6" most popular Level 3 activity,
with 10.8% participation). This activity describes the operation of a bug bounty programme
as a mature method of vulnerability management, used to improve the security of a system
through the identification, re-mediation and mitigation of software vulnerabilities [82] in the
release and maintenance phases [42]. As of 2018, 13 of the 120 organisations considered in the

development of BSIMM operate a bug bounty programme [223].
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Many large organisations (including Google, Facebook and Microsoft) host their own bug
bounty and vulnerability rewards programmes [94] [73, [168]. Unlike smaller organisations, these
companies have enough visibility to hackers due to their reputation and market prevalence.
Thus, the need to advertise a programme through a third party is removed. One problem faced
by large technology companies is the sale of their vulnerabilities on the black and grey markets.
For example, zero-day vulnerabilities found in Apple’s iOS have been known to fetch up to
$1 million on grey markets [165] — far higher than any bounty payout. Furthermore, with few
or no legal repercussions, hackers would avoid the legitimate approach to submitting vulnera-
bilities to Apple in favour of the more lucrative opportunities available on other markets [185].
A relaunch of Apple’s programme saw the maximum rewards match the grey and black markets
prices, with the hopes of incentivising hackers to choose the legitimate option [I72]. Sutton
and Nagle discussed the impact of these alternative markets, noting that the existence of other
markets may force vendors to pay hackers for vulnerability information [217].

Many smaller organisations choose to use a third party to host, advertise and often run
their bug bounty programme. Some popular examples of these bug bounty platforms include
HackerOne [103], Bugcrowd [41], Cobalt [51], Synack [219], Intigriti [I21], and Yogosha [265].

The platforms HackerOne, Bugcrowd and Intigriti offer publicly available programmes that
allow anyone to sign up to and start participating in the search for vulnerabilities. Free hosting
allows organisations to advertise their programme to hackers, with only a 5% surcharge on any
bounty payouts. Monetisation of the platform comes in the form of live support and the
operation of a fully-managed programme — allowing for organisations without experience to
benefit from the operation of a bug bounty programme. In addition to the public programmes,
each of HackerOne, BugCrowd and Intigriti offers private programmes that enable organisations
to invite trusted hackers to search for vulnerabilities in domains not available to the public
(e.g., in beta versions of software, or in the source code).

Cobalt, Synack and Yogosha operate using a different user-base model. All hackers must
submit an application and undergo vetting and testing before they are allowed to participate
in the search for vulnerabilities. This process typically involves: third party government ID

verification, a review of their social media accounts, skills assessments, and a video interview.
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As a result, organisations may be able to place greater trust in both the skills and ethics of
these hackers. In Section [2.5] it is noted that the trustworthiness of hackers continues to be
an issue discussed by operators. One downside to the strict entry requirements set by these
platforms is their smaller user-base in comparison to platforms that offer public participation.
For example, as of the 215 of March 2020, Cobalt had a total of 282 certified hackers, of which
254 have participated in the search for vulnerabilities [52]. In comparison, both HackerOne
and Bugcrowd had over 300,000 registered users [99, 45]. However, the reliability of the user
metrics is debated (as we shall see in Chapter . As noted in the previous chapter, one benefit
offered by platforms is the increased visibility of programmes, allowing for a large number of
security researchers to search for vulnerabilities [140, [195].

White-hat hackers are independent security researchers that are authorised by an organi-
sation to identify security vulnerabilities in hardware, software or networks [197]. They must
comply with the ‘rules of engagement’ set out by an organisation to prevent misuse or intrusion
into areas that are out of scope [145]. Kranenbarg et al. [137] recommend that new hackers
should be taught about the rules around vulnerability disclosure so as to avoid accident misuse.

In 2018 the International Organization for Standardization (ISO) published the latest ver-
sion of ISO/IEC 29147 concerning requirements and recommendations to vendors on the dis-
closure of vulnerabilities and services [233]. However as the standard is not freely available to
the public, it is of limited value to hackers.

HackerOne’s yearly hacker report presents the results of a survey of the users; addition-
ally, it summarises the recent successes and milestones reached by the platform. The 2020
edition details the results from over 3,150 respondents, giving insight into the background of
hackers [I00]. It is found that hackers from 146 countries participated in the search for vul-
nerabilities on HackerOne. Countries with the most number of users are: India (12%), the US
(11%), and Russia (11%). Given this, it is unsurprising that hackers from India (18%) and the
US (11%) submit the highest percentage of total reports. Hackers from the following coun-
tries receive the highest share of the total bounties awarded each year on HackerOne (almost
$40 million in 2019): the US (19%), India (10%), Russia (8%), and China (7%).

Although not yet released, it may be expected that the geographic distribution of partic-
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ipating hackers presented in HackerOne’s 2022 report will be significantly altered due to US
sanctions on Russia. As a result of the sanctions, US based platforms, such as HackerOne, no
longer issue payments to any Russia-based hacker&ﬂ

On the Bugcrowd and Cobalt platforms, a similar group of countries hosts the most hackers.
The top three countries on Cobalt are: India (15%), the US (15%), and the UK (8%) [52].
Bugcrowd has the same three top countries; however, the number of users from each is not
published.

The survey results also show the education levels of the hackers. Of those surveyed, 41%
report studying computer science or programming at an undergraduate level, and 34% studied
these at graduate level. Additionally, 27% of respondents are currently students and participate
in bug bounty programmes to learn skills and techniques that will help with a career in secu-
rity engineering. This crowdsourced approach to security brings together hackers from many
backgrounds and disciplines, resulting in a wide range of approaches to finding vulnerabilities
that might not otherwise be achieved by an organisation’s security team [252} [146].

As of 2020, six users of the HackerOne platform had surpassed $1 million in lifetime earn-
ings. Furthermore, 146 users had earned over $100,000 in total, with 50 users earning this in
2019 alone. These figures are indicative of the lucrative rewards that a hacker can earn if they
are the first to discover and document a critical vulnerability, with the highest single payout
(at the time of writing) standing at $100,000 [I36]. This also legitimises the work of many
hackers who might otherwise sell the vulnerability reports on cyber crime markets for a similar
price [14].

Participating in bug bounty programmes is a viable method of full-time employment for
22% of hackers. However, as a majority of users make less than $20,000 per year, the feasibility
of using bounty payouts as a sole source of income is often limited to hackers based in countries
with relatively low average salaries (and costs of living) in comparison to Western nations.

HackerOne’s 2020 report also highlights some of the issues faced by hackers that prevent
them from reporting vulnerabilities. It is found that 38% of hackers did not report a vulner-

ability after finding it due to “threatening legal language” used by organisations in relation

1See https://www.hackerone.com/press-release/hackerone-releases-fag-regarding-sanctions
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to their vulnerability reporting and disclosure policies (explored further in Chapter . A fur-
ther 21% were unable to report a vulnerability due to a lack of an obvious communication
channel with an organisation. The prevalence of these two issues highlights the importance of

initiatives such as the aforementioned Disclose.io project (see Section [2.1)).

3.2 Motivating factors

3.2.1 Empirical studies surrounding BBPs

In order to give appropriate consideration to both related work and our question of interest
(presented in Section , we first need to establish appropriate criteria. One such criterion is
the cost of employment of a software engineer, which we calculate as follows. The average salary
for a London-based software engineer is £41,700 [91], which is equivalent to $51,708 (exchange
rate £1 to $1.24, as of 17" of July 2019). Of course, the hiring process has additional initial
costs when new staff are employed — Blatter et al. [31] estimated the cost of hiring new skilled
workers to be equivalent to 10-17 weeks salary. This puts the total cost of hiring an additional
software engineer at between $61,652 and $68,613 for the first year. Consequently, an average
value of $65,133 will be used to represent the cost of hiring an additional software engineer
throughout this chapter.

Finifter et al. [75] considered the vulnerability reward programmes offered by Google and
Morzilla for the Chrome and Firefox web browsers. Vulnerability reports over three years
(2010-2013) were analysed to find the payouts, severity and frequency at which reports are
submitted. Comparing the two programmes showed that Google fixed three times as many
vulnerabilities identified by hackers than Mozilla. According to Finifter et al. [75] this is due
to a larger number of white-hat hackers (when compared to the Google programme) taking
part in the programme, as well as a broader reward structure.

The daily cost to operate each programme is reported as $485 for Google and $658 for
Morzilla; over the course of a year, the total cost is given as $177,025 ($485 x 365 days)
and $240,170 (3658 x 365 days) respectively. This is broadly comparable to the salary of

three or four additional software engineers (assuming our estimated current average salary of
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a software engineer of $65,133). The authors argue that it is economically viable to run bug
bounty programmes instead of hiring additional researchers. Further work is recommended by
the authors to include economic models to identify phases during the operation of a programme
which, in part, motivates the present contribution.

In Section the operators of CVD programmes put forward a positive view of the
Return On Investment (ROI) that may come with the operation of a programme. One operator
also noted that the use of hackers could be thought of as the creation of a ‘virtual team’,
helping address the need for cost-effective vulnerability discovery in conjunction with their
smaller internal security team.

A study by Zhao et al. [271] analysed web vulnerability reports on the Wooyun and
HackerOne bug bounty platforms. Wooyun served as the predominant platform in China from
2010 until being shut down in 2016 [263]. Analysis of vulnerability reports is used to determine
the number of white-hat hackers participating in the search for vulnerabilities. HackerOne is
shown to have a consistent growth of approximately 75 new hackers each month from 2014 to
2015. Wooyun received almost 200 hackers each month; however, as most of the programmes
do not give rewards, the incentives to participate may be different from comparable sites. An
interesting observation is that over half of all hackers have only submitted one report; the top
100 have an average of 147 submissions per person. Basic economic analysis by the authors
shows that offering a monetary reward attracts more hackers than non-monetary rewards or
acknowledgements in a “Hall of Fame”.

Unfortunately, the authors of [271] do not look into the use of the delayed full disclosure
policy used by Wooyun. This controversial policy can be used to force an organisation to fix
vulnerabilities more quickly. However, the policy creates conflict between organisations and
hackers, which is one of the contributing factors that led to the shutdown of Wooyun in 2016,

with several members being arrested [184].

3.2.2 Objectives

Since the 2015 study by Zhao et al. [271], the number of programmes available on popular

bug bounty platforms (such as HackerOne and Bugcrowd) has continued to increase. And,
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for the oldest programmes on HackerOne, over six years of disclosure data are available. This
significant increase in publicly available data gives strong motivation to re-verify the hypotheses
presented in the previous studies by Zhao et al. [271] and Finifter et al. [75]. Furthermore,
a temporal study can be conducted investigating the frequency and severity of reports over
time, allowing for the long-term impact of operating a bug bounty programme to be assessed
and compared to the impact of hiring additional security researchers. In conjunction with the
recommendations put forth in Chapter [2] the creation of new economic models for bug bounty
programmes has the potential to be useful to organisations wanting to set up a new programme
or maintain an existing one.

This chapter seeks to address the research question Is it beneficial for a company to make
use of bug bounty programmes, instead of hiring additional software engineers? through the

following set of subsidiary questions:

1. What is the expected cost per year of operating a bug bounty programme, and what

results can be expected?
2. What is the expected benefit per year?
3. How does the programme activity vary across its lifetime?

4. Does the promise of higher bounty payouts result in an increased number of vulnerabilities

being reported

Question 1 aims to quantify the cost to an organisation of running a programme. This
running cost can be directly compared to the average annual salary and cost of hiring a
software engineer (which, as discussed, we have estimated at $65,133). One argument in
favour of making use of bug bounty programmes is an economic one: the cost of operating a
programme should, ideally, be less than the cost of hiring security researchers, while yielding
a similar number of vulnerabilities found per year. The benefit of operating a bug bounty
programme is explored in Question 2. Question 3 considers the long-term effect of operating a
programme. Understanding how the rate of vulnerability discovery changes over time allows for

the long-term costs of operating a programme to be estimated. Finally, Question 4 considers the
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programme rewards structure and the effect this has on hacker productivity. A company will
want to keep the operating costs low and the rate of vulnerability discovery high. Investigating
the link between bounty payouts and rate of vulnerability discovery allows for an optimal

rewards structure to be proposed.

3.3 Empirical data

Statistics were collected from programmes hosted on bug bounty platforms. HackerOne and
Bugcrowd were chosen because of the large quantities of publicly available data on their plat-
forms. They are also the two most searched for bug bounty platforms [93]. Synack also
provides a platform that is growing in popularity; however, there is currently no public data
provided [219]. The lack of publicly available data and poor transparency in many programmes
is an issue that inevitably limits current research [34, [50]. Increased transparency may benefit
both hackers and organisations wishing to learn about uncommon vulnerabilities that might
be found [199].

For HackerOne, all of the programme data available on the directory was collected. The
data for each programme was: programme launch date, number of reports resolved, minimum
bounty, and the average bounty. The Hacktivity section provides information on the latest
reports submitted. Each entry contains the username of the hacker that submitted the report
and the time of submission. Additional information is sometimes displayed, which includes: a
description of the vulnerability, severity level, and the bounty awarded. Every entry in this
section was collected. The leaderboard provides information on the top 100 hackers: reputation
is used as a means to quantify of number of valid reports submitted, signal is the average
reputation per report, and impact is the average reputation per bounty. This information was
collected for user analysis, and remains distinct from the user data collect for the behavioural
analysis presented in the following chapter. A summary of all data collected from HackerOne
is shown in Table [3.11

Programme data was also collected from Bugcrowd; this information was not as exten-

sive as the comparable data available on HackerOne. For each programme, the number of
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Programme statistics Response efficiency

Total bounties paid Average time to first response
Average bounty range Average time to triage

Top bounty range Average time to bounty
Bounties paid in the last 90 days Average time to resolution

Reports received in the last 90 days Meet response standards
Last report received

Reports resolved

Hackers thanked

Table 3.1: Summary of types of data collected from HackerOne programme pages.

Bugcrowd user data
All-time points
Current rank

Total vulnerabilities
Accuracy

Average severity

Table 3.2: Summary of types of data collected from Bugcrowd programme pages.

vulnerabilities discovered and the average payout was collected. Bugcrowd provides detailed
user performance statistics for each hacker, this is summarised in Table This data was
collected for users with the highest number of points in a programme’s Hall of Fame. All data
was collected from December 2018 to January 2019. A summary of all data collected is shown

in Table 3.3

3.4 Cost of programme operation

3.4.1 Yearly expenditure

The total cost to run each programme is given on HackerOne’s directory. Taking this figure and
dividing it by the total number of days since the programme was launched gives the average
daily running cost for each programme. The average daily cost of operating a bug bounty
programme is $230, with a 95% Confidence Interval (CI) of [$126, $334]. This gives an average
annual cost of $83,950 ($230 x 365 days). This value is greater than the $65,133 required to
hire each additional software engineer.

The daily cost of operating each programme is displayed in Figure This shows that
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Platform
HackerOne Bugcrowd

Programmes | 212 99
Reports 5,832 Not available
User data 100 92

Table 3.3: Summary of quantity of data collected from HackerOne and Bugcrowd.

a large proportion of programmes have an operating cost of $250 per day or less. There are

several outliers found on HackerOne; we consider these below.

e PayPal launched a programme in August of 2018 and paid out over $700,000 within the
first six months. The high operating cost of $3,766 per day is due to the large number

of critical vulnerabilities reported; these pay out up to $23,000 each.

e At the time of data collection, the newest available programme was Postmates, and
within one week after launch they had already spent $26,124 to find 75 vulnerabilities.
The daily cost was $3,732; this high operating cost is expected to fall as the obvious

vulnerabilities are reported.

e Oath’s programme, launched in 2014, has cost almost $1,000,000 per year to run. The
daily cost was $2,730. This is the most active programme on HackerOne with over 5,000

vulnerabilities reported.

Severity ratings are either set by the organisation for each type of vulnerability (e.g.,
remote code execution designated as a critical vulnerability) or calculated by the hacker using
a Common Vulnerability Scoring System (CVSS) score [78]. CVSS scores are calculated using
exploitability, impact, temporal and environmental metrics, and represent the overall impact
of a given vulnerability. A typical conversion from a CVSS 3.0 score to severity rating is shown
in Table 3.4

Table shows the average payout for a vulnerability of a given severity, with Figure [3.2]
showing the payout distribution. The distribution is visualised using a violin plot that combines
elements from traditional box plot with a density plot (generated via a kernel density function),
and aims to provide more detailed insights into the shape and variability of the underlying

data.
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Figure 3.1: Histogram of the cost per day to operate a bug bounty programme.

Severity  Critical ~ High  Medium  Low  None
Score  10.0-9.0 89-7.0 6.94.0 3901 0.0

Table 3.4: Conversion from CVSS 3.0 score to HackerOne severity rating.

Munaiah et al. [I74] found that there is a weak correlation between CVSS score and the
bounty payout, with the CVSS score being more likely to underestimate the actual bounty
payout. This is also found in the skewed distribution shown in the figure. As discussed by
Finifter et al. [75], certain architectural decisions can lower the proportion of critical vulnera-
bilities present in software — which has the effect of lowering the operating cost. For example,
this is seen when comparing the privilege-separated architecture of the Chrome web browser to
the Firefox web browser: the former has a lower proportion of critical vulnerabilities [75]. The
payout distribution for each level of severity is shown in Figure Critical vulnerabilities

have the largest variation in payouts, ranging from $200 to $200,000 per report.
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Severity Proportion (%) Average cost ($) 95% CI

Critical 8.5 7,024 63,324, $12,524]
High  19.6 2,610 (62,046, $3,174]
Medium  33.5 786 (5618, $954]
Low 28.8 225 [$177, $272]
None 9.6 0 [$0, $0]

Table 3.5: Severity of the most recent (as of the time of data collection) 3,000 disclosed reports
on HackerOne, along with average payouts.

3.4.2 Analysis

With an average annual cost of $83,815, the cost of running a full-time programme is greater
than the $65,133 required to hire an additional software engineer. The running cost is highly
dependent on the success of hackers at finding vulnerabilities, as well as the rewards structure
in place. Oath’s programme costs almost $1,000,000 per year to run, which is, in part, due to
the high payout for critical vulnerabilities found in over 31 web domains and within 21 Android
and iOS applications.

Finifter et al. [75] found the daily operating cost to be $658 and $485 for Firefox and
Chrome. While these are above the current operating average of $230, they are not outliers in
the current distribution of operating costs.

As the severity of vulnerabilities present in the software cannot be predicted before the
programme is launched, the relative proportion of critical vulnerabilities is unknown. Once
a programme has been launched, the rewards structure can be altered if large numbers of
high-severity vulnerabilities are reported. This can be used to reduce the operating cost.

Zhao et al. [271] gave consideration to the severity distribution of vulnerabilities on Wooyun.
Only 10% of submitted vulnerabilities were classified as of low severity, compared to 38.4% of
vulnerabilities on HackerOne being classified as of low or no severity. The general decrease
in high severity vulnerabilities could be in part responsible for lowering the average operating
costs, as the payouts are far less for low severity vulnerabilities.

Another trend is the increase in payouts for critical and high severity vulnerabilities. Firefox
and Google typically paid out $3000 and $1000 for vulnerabilities of this severity [75]. The

maximum bounty on HackerOne in 2015 was $7,560 by Twitter [271]. The current average

75



Distribution of payouts for each level of severity

o
o
O_
o
—
o
o ]
o
oo
o
o |

~ 3

&+

&

=

=}

S

©

o o
o _|
o
<
o
o _|
o
N
o 4’;

T T T T
Critical High Medium Low

Severity

Figure 3.2: Distribution of the payouts for each level of vulnerability severity. The maximum
value for critical is $200,000 and for high is $15,000.

payout for a critical vulnerability is $7,924 with a maximum of $200,000. Having an above

average proportion of critical vulnerabilities can increase the operating cost significantly.

3.5 Expected benefits to operation

3.5.1 Average reporting statistics

On average, a programme can expect 0.429 new valid report submissions each day and 156
valid reports over the course of a year. Newly-released programmes can expect to see as many
as 20 new valid reports per day. This may be due to hackers switching to new programmes,

hoping to find the easy initial vulnerabilities.
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With an average of 156 reports per year, an organisation can expect 13 critical vulnera-
bilities to be discovered. The relative proportion of each severity is shown in Table Or-
ganisations are most severely impacted by critical vulnerabilities, which include unauthorized

access, remote code execution, and privilege escalation [118].

3.5.2 Analysis

Finifter et al. [75] found that Firefox and Google received 63 and 167 vulnerability reports
respectively per year. These rates are comparable to current rates seen on HackerOne and
Bugcrowd.

Zhao et al. [271] reported that HackerOne saw 400 vulnerability reports per month in 2015.
This has now increased to over 2,500 vulnerability reports per month across all programmes.
This increase could be due to an increase in the number of hackers participating in programmes.
HackerOne now boasts over 200,000 hackers [97].

Newly-released programmes can expect an initial spike in the number of reports submitted
as hackers use automated testing to find vulnerabilities caused by cross-site scripting or SQL
injection. The initial influx of vulnerability reports was raised as a concern by programme
operators in Section[2.5] as the high number of low-quality reports, particularly from automated
testing tools, can overwhelm the response team.

As the number of programmes available on bug bounty platforms increases, the number of
hackers may continue to grow. This may result in the average number of vulnerabilities found
per year increasing. The network externalities that exist surround bug bounty platforms are

discussed further in Chapter

3.6 Programme activity

3.6.1 Lifetime activity

The total number of reports submitted each day after launch, for all programmes over 100 days
old, is shown in Figure As shown on the graph, the first day of programme operation sees

the greatest number of report submissions. The aggregate volume of reports submitted in the
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Figure 3.3: The total number of reports submitted for all programmes over 100 days old, with
local regression line (50% smoothing) and line at y = 52.

following days decreases from the initial spike until around 20 days after programme launch,
after which a fairly constant volume of reports is submitted to all programmes at the rate of
approximately 52 reports per day.

The graph shown in Figure displays the trend in the rate of report submissions for the
first year after launch of a programme, for all programmes on HackerOne. A 5-day rate of
submission moving average is calculated for each programme and normalised against the long-
term submission rates (the total number of reports divided by the age of a programme). This
allows for a comparison to be made between programmes that have achieved varying levels of
success on the bug bounty platform, and as a result have different average rates of submission.

The 5-day rate of 183 programmes (those at least one year old) is then averaged. The first
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Figure 3.4: The log aggregate normalised reporting rate for all programmes on HackerOne over
one year old, with local regression line (50% smoothing) and line at y = 0.

data point on the graph represents the increase in submission rate averaged over the first five
days after launch. The initial rate is approximately 12.55 times greater than the average rate
of submission over the lifetime of a programme (represented by the dashed line).

The normalised aggregate reporting rate for all programmes over 3 years old (93 pro-
grammes) is shown in Figure In order to investigate the long-term rate, data from the
first 100 days has been removed, as this period sees above average numbers of reports being
submitted. Linear regression is performed in order to see how the rate of reporting changes
after the initial launch period. A best fit line of y = 3.28 x107°x + 0.882 is fitted to the data.
While a linear model is a very poor fit for the data (R? < 0.01), it does allow the average rate

over time to be investigated. In the case of long-term programme reporting rates, a gradient
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Figure 3.5: The aggregate normalised reporting rate for all programmes on HackerOne over 3
years old, with linear regression line at 5y = 3.28 x 10™°z + 0.882.

of 3.28 x 1075 suggests that, on average, the rate is nearly constant. The intercept of 0.882
represents the expected rate relative to the long-term rate of reporting.
Investigating activity over the lifetime of a programme shows that, after an initial influx of

vulnerability reports, the average rate of submissions decreases to an almost constant level.

3.6.2 Analysis

The results show that a programme sees the highest rate of report submissions in a short
period after launch, with rates up to 12.55 times greater than the long-term average rate
of submission. The high rate of vulnerability discovery and reporting after the launch of a

programme, particularly on the day after launch, may be attributed to hackers switching their
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focus to finding easy vulnerabilities in the programme [I57]. This is consistent with the results
presented in Chapter

From Figure the period of elevated activity is approximately 120 days, after which
the average rate drops below the long-term average. After this initial period, the rate of
submissions remains, on average, almost constant over the lifetime of a programme; such a
trend was also observed by Finifter et al. [75].

When preparing to launch a bug bounty programme, operators should account for the high
volume of submissions just after launch. Provisions should be made to ensure that all reports
are addressed in a timely manner, so as to avoid irritating hackers awaiting a response and
potentially discouraging from further interaction with the programme. Such considerations
were also recommended by programme operators — as discussed in Section

Future research efforts should endeavour to further examine bug bounty programme oper-
ating characteristics using the wealth of academic literature surrounding the topics of vulnera-
bility discovery rates and software reliability growth. Early empirical work by Adams explored
the discovery patterns in IBM software [4]. Ozment and Schechter studied the vulnerabilities
present in OpenBSD, finding the median lifetime of foundational vulnerabilities (those present
from the start of the project) to be 2.6 years [I82]. Brady et al. further explore reliability
growth models in complex adaptive systems from a theoretic perspective [37], and Ander-
son gives consideration for the added difficulty faced by testers that operate without access
to the underlying source code, a factor particularly applicable when considering bug bounty

programmes that only permit black-box testing [17].

3.7 Effect of bounty payouts

3.7.1 Relationship between total programme payouts and received reports

Figure shows the relationship between the average programme bounty and the number of
reports submitted. Linear regression is used to plot a trendline with an R? value of 0.0527.
This suggests that linearly increasing the average bounty will not result in proportionally more

reports. There is a weak relationship between the average bounty of a programme and the
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Figure 3.6: The number of reports for each programme plotted against the average bounty

payout.

number of reports submitted, which is evidenced by the low correlation coefficient of 0.02295.
An interesting observation is that many hackers are willing to work without the promise of

monetary rewards. They are instead motivated by reputation on the website, which is needed

to be invited to private programmes. Table shows that 9.6% of all reports submitted do

not result in a bounty payout. Algarni et at. [I3] found that, among the top users on the site,

monetary rewards are still the primary motivation.

3.7.2 Analysis

There is a weak correlation between the success of a programme and the average bounty payout.

Hackers value the challenge or opportunity to learn almost as much as the bounty payouts when
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selecting programmes in which to participate [98]. This may explain the success of programmes
with low or no bounty payouts. Finifter et al. [75] also found similar results. Mozilla had a far
greater average bounty payouts than Google, but found much fewer vulnerabilities [271].

The non-linear relationship between number of reports and average bounty makes it difficult
to model the effect of increasing the average bounty of a programme; however, the weak
correlation suggests there may be some benefit to increasing the average bounty.

The average bounty for all programmes is $318. This can be used as a guideline for new

programmes when setting a rewards structure.

3.8 Variation in programme availability and hacker participa-
tion
3.8.1 Programme availability

Figure [3.7 shows the number of programmes launched each month on HackerOne from late
2013 until the beginning of 2019. The yearly total for the number of programmes launched
is shown in Figure Growth from 2013 to 2017 steadily increased with approximately five
additional programmes launched per year on top of the previous year’s total. 2018 saw the

highest overall growth with 10 more programmes launched that year than 2017.

3.8.2 Hacker participation

HackerOne uses reputation to measure the validity of reports submitted. Users with high
reputation submit a large number of valid reports. Figure shows the distribution of the
reputation for the top 100 users, with these users being responsible for 40,690 vulnerability
submissions out of almost 72,000. The distribution of reputation and number of vulnerabili-
ties reported shows that a small number of users submit significantly more reports than the
average user. Similar results are found for hackers on Bugcrowd in Chapter The top five
users of HackerOne have submitted a combined total of 7,121 vulnerability reports, 17.5% of
vulnerabilities submitted by the top 100, and almost 10% of all vulnerabilities submitted to
HackerOne.
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Figure 3.7: Number of new programmes on the site HackerOne from 2013 to 2018.

Bugcrowd provides detailed user activity information. It can be seen that the top 10 hackers
have contributed to 118 programmes on average. The distribution of the number of hackers

participating in each programme is shown in Figure|3.9

3.8.3 Programme responses

HackerOne suggests a standard response for organisations to adhere to when responding to
hacker-submitted reports. This includes a limit of five days to respond to a report and 10 days
to triage [106]. The distribution of responses meeting the standards is shown in Figure On
average, an organisation will meet the standard in 97% of responses. However five organisations

meet this target less than 20% of the time.
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New programs by year on HackerOne
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Figure 3.8: Number of new programmes launched each year on the site HackerOne from 2013
to 2018.

3.8.4 Analysis

Since the study by Zhao et al. [271], HackerOne has seen continual growth in the number of
programmes available and the number of hackers participating. This demonstrates the viability
of bug bounty programmes to provide benefit to both organisation and hackers. However,
the participation of hackers on Bugcrowd and HackerOne is very skewed, with the top 100
users contributing a significant proportion of overall reports. This was also found by Zhao et
al. [271], with each hacker in the top 100 submitting 147 reports on average. The top 100 have
now submitted 406 reports on average. Despite the highly skewed nature of the participation
metrics, as discussed in Section [2.7.2] operators in also highlighted the value that the top

hackers can bring to programme.
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Figure 3.9: Number of participants for each programme on Bugcrowd.

Organisations meet the standard response guidelines set out by HackerOne in 97% of re-
sponses. Adhering to these guidelines ensures that hackers receive a reward promptly and
organisations are able to mitigate any vulnerabilities identified. Large volumes of poor quality
or invalid reports will reduce the ability of a organisation to meet the standards. A theoretical

framework introduced by Laszka et al. [144] aims to reduce the numbers of these reports.

3.9 Background of organisations

3.9.1 SMEs and large enterprise

Analysing the range of businesses that use bug bounty platforms allows for any bias towards

businesses of a certain size or sector to be identified.
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Figure 3.10: Reputation of users on HackerOne.

Publicly available data collected from MorningstaIEL Crunchba&ﬂ, Companies Houseﬂ and
through information filed with the US Securities and Exchange Commission (SEC)EL allows for
each organisation to be categorised using the Small and Medium Enterprise (SME) and large
business definitions of [230]. From the organisations listed on HackerOne and Bugcrowd, 142
can be categorised into the following sizes of business: micro, small, medium and large; the

results of this are shown in Table

2https://www.morningstar.com
3https://www.crunchbase.com
“https://www.gov.uk/get-information-about-a-company
https://www.sec.gov/edgar/search-and-access
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Figure 3.11: Distribution of the percentage of report responses that meet the standards set by
HackerOne.

3.9.2 Primary business activity

From the list of organisations, 193 can be placed into 18 pre-defined categories. This is shown in
Figure The remaining businesses could not be categorised due to insufficient information.
Software development companies and Open-source projects account for 41% of programmes

listed on HackerOne and Bugcrowd.

3.9.3 Analysis

Although small and medium businesses do not typically have the same resources available as
large organisations for the purposes of security, SMEs make up 50% of businesses using bug

bounty platforms (compared to 99.3% of businesses in the UK [228]). This demonstrates that
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Size ‘ Number

Large 64
Medium | 32
Small 39
Micro 7

Table 3.6: Sizes of businesses on bug bounty platforms.

In-scope

Explicit Implicit

Explicit | Exhaustive lists of all in- Exhaustive list of only the
Out-of-scope

and out-of-scope assets out-of-scope assets
Implicit | Exhaustive list of only the Non-exhaustive or no lists

in-scope assets of assets defined as in- or

out-of-scope

Table 3.7: Definitions for in- and out-of-scope assets.

operating a bug bounty programme may be viable for a business, regardless of size.

As shown in Figure[3.12] there is a wide range of sectors currently operating bug bounty pro-
grammes. Open-source projects make up 18.1% of listed programmes on bug bounty platforms,
with many of these projects being funded by governments in order to improve the security of
popular open-source software. The success of the European Commission’s Directorate-General
for Informatics (DIGIT) funded programmes has the potential to lead to an increase in the
number of open-source programmes [229], and lead to positive externalities for organisations

and individuals making use of the open-source software [122].

3.10 Programme in-scope assets

3.10.1 Programme assets

Programmes on HackerOne often explicitly state the assets that they wish hackers to explore in
the search for vulnerabilities, these are listed on the scope section of a programme page. There
exist several ways in which a programme may declare which assets are in- and out-of-scope for
hackers. These are summarised in Table 3.7

For the results presented in this section, only explicitly stated in-scope assets will be con-

sidered. From each programme on HackerOne, the assets were recorded from the scope section
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Figure 3.12: Types of businesses on bug bounty platforms.

and the body of the programme description. For the purpose of this research, the 12 types of

asset listed on HackerOne are condensed into the following categories:

e Classless inter-domain routing (CIDR)

e Domains and APIs

e Mobile applications, consisting of ‘10S: App Store’, ‘10S: Testflight’, ‘i0S: .ipa’, ‘An-

droid:Play Store’, and ‘Android: .apk’ assets.

A total over 183 iOS assets (over 76

programmes) and 188 Android assets (over 81 programmes) were identified.

e Desktop applications, consisting of ‘Windows: Microsoft Store’ and ‘Executable’ assets,

covering Windows, Mac, and Linux operating systems.
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Type of asset Total Percentage of total assets
Domain/API 1,313 56.6%

Source code 441 19.0%

Mobile application 371 16.0%

Desktop application 141 6.0%

Hardware 25 1.1%
CIDR 19 0.8%
Other 11 0.5%

Table 3.8: Total of each asset type in HackerOne programmes.

Programmes with asset

Type of asset # %
Domain/API 154  75.1%
Source code 90  43.9%

Mobile application 81  39.5%
Desktop application 43  21.0%

Hardware 13 6.3%
CIDR 5 2.4%
Other 7 3.4%

Table 3.9: The number of programmes (from total of 205) that have at least one occurrence
of an asset in scope.

e Source code
e Hardware/IoT

e Other, a category used when no other asset category applies, for example ‘Only use this
asset when nothing else can be reasonably selected’. These assets are ignored within this

research.

A total of 2,321 assets were recorded over 205 programmes; this is summarised in Table
The coverage of programmes for each asset type is shown in Table

The distribution of the total number of assets per programme is shown in Figure [3.13]
Several outliers are not shown due to the very large number of assets: Nextcloud (192), Spotify
(187), Node.js third-party modules (160), and Verizon (159). On average, a programme has
8.87 in scope assets listed on the programme page. Shown in Figure [3.14] is the distribution of
each asset type per programme.

It is found that there is a weak correlation between the total number of reports a programme
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Figure 3.13: The number of assets included in scope for each programme on HackerOne.

receives, and the number of in scope assets (Kendall 7 = 0.343, Spearman p = 0.470; both
significant at a 95% confidence level). Linear regression gives a model of y = 15.8x + 35.5, with
y being the total number of reports and x the number of assets in scope. However the poor fit
of this model (R? = 0.226) indicates a more complex relationship between the two variables.
Multiple linear regression is performed in order to assess the impact each type of asset
has on the number of reports received for a programme. This is done in order to quantify
the utilisation of each type of asset by hackers in order to find vulnerabilities. Data from 185
programmes is used to build the model, a summary of the assets used is shown in Table

The form of the regression model is shown in Equation [3.1]

y = Po + B1x1 + Poxs + B3w3 + Baxs + Psxs + Bexe (3.1)
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Figure 3.14: Number of each type of asset with at least one occurrence of the asset in scope
for programmes on HackerOne.

The total number of reports is represented by y. The regression coefficients are 3, with
values shown in Table .11} The number of assets of each type, for a given programme, is
represented by {z1,z2,x3,24,25,26}. These correspond to: CIDR, domains/APIs, mobile
applications, desktop applications, source code assets, and hardware assets. The R? value for
the regression is 0.360, this shows that the current linear model does not represent the data

particularly well, however qualitative observations can still be made.

e CIDR assets make up only 15 assets (within four programmes) out of 1,641 assets used in
the regression model. The large negative coefficient demonstrates that programmes that
include CIDR assets in-scope see less total reports overall. However the small number of

observations threaten the validity of this particular result.
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Type of asset Total

Domain/API 937
Mobile application 305
Source code 223
Desktop application 130
Hardware 22
CIDR 15

Table 3.10: Total of each asset type used in the multiple linear regression model.

Intercept CIDR Domain/API Mobile Desktop Source code Hardware

Bo B1 B2 B3 Ba Bs Be
50.6 -21.9 8.80 47.9 6.25 -4.23 31.8

Table 3.11: Multiple linear regression coefficients, shown to 3 significant figures.

Additional web domains and APIs contribute to the total number of vulnerabilities found

in a programme, as shown by the positive coefficient.

The large positive coefficient suggests that programmes that include mobile applications

in-scope see a greater number of vulnerabilities reported.

Similar to mobile applications, the inclusion of desktop applications contributes positively

to the total number of vulnerabilities reported, although not to the same extent.

Source code assets have a negative coefficient, suggesting that increasing the number of

source code assets in-scope reduces the overall effectiveness of the programme.

The large positive coefficient suggests that the inclusion of hardware assets is beneficial for
a programme, however the small number of hardware assets used in the model threaten

the validity.

3.10.2 Analysis

Investigating the number of assets included as part of a programme shows a weak correlation

between the number of valid reports received and the total number of assets. The poor fit

of the linear model suggests that dividing the attention of hackers over many assets does not

always result in the returns one may expect. Creating a multiple linear regression model

allows for the impact of each type of asset to be considered. Notably, the results show that
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source code assets perform poorly. This may highlight the unwillingness of hackers to spend
time manually searching through code to find vulnerability, especially as many programmes
prevent the submission of vulnerabilities found through automated testing, making the search
for vulnerabilities in source code an unappealing endeavour. It is important to note that the

observations are purely correlative and do not imply causality.

3.11 Causes of programme closure

3.11.1 Former programmes

A list of public programmes that are inactive or defunct is available on HackerOne. As of April
2020 there are 103 programmes no longer operating, with the reasons for ceasing operation
being shown in Figure|3.15

For 36 of the former programmes, there was no publicly available information as to the
reason behind the shut down of the bug bounty programme. Of these organisations formerly
operating a programme, 30 are still active and a further three are active open source projects.
The remaining three organisations appear to be inactive, however it is not possible to confirm
whether the organisation has shut down.

It is found that 34 organisations have shut down, and as a result their bug bounty pro-
gramme has been suspended indefinitely. Some organisations will notify the participants of
their programme that both the organisation and the programme will be shutting down. How-
ever, a majority of organisations give no indication to hackers that further submissions will go
unanswered.

Shown in Table are the six programmes formerly operated on HackerOne as part of
the EU-FOSSA project. These limited duration programmes resulted in the discovery of 89
vulnerabilities in three popular open source projects and awarded over $70,000 to hackers. In
addition to the EU funded programmes, the other limited duration programmes operated were
competitions and the Flash Internet Bug Bounty (IBB).

The acquisition of an organisation resulted in the closure of eight bug bounty programmes.

A further eight programmes were merged into the programme of a parent organisation or a

95



Causes of programme shut down

No information 35%

Temporarily shut down 3%

Moved away 5%

Merged 8%

Company acquired 8%

Company shut down 33% Limited duration 9%

Figure 3.15: Causes of bug bounty programmes shutting down on HackerOne.

parent programine.

Public bug bounty programmes were not seen as a viable option for five organisations.
Four organisations publicly announced that they would be moving to a responsible disclosure
programme, and were not offering advertising any further bounty payouts. As of January
2020, the public programme operated by Alibaba closed, and moved to an invite only private
programme.

The volume of submissions received has caused three programmes to temporarily shut
down. However external factors, such as the COVID-19 pandemic, may be attributed to the
shut down of these programmes. The effect of the pandemic has seen other programmes (e.g.,

Priceline) reduce their bounty payouts.

3.11.2 Analysis

The lack of information surrounding the 35% of programmes that shut down without any
indication as to the reason behind the closure acts as a barrier to identifying the problems

encountered during programme operation. The limited data available for these programmes
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Programme Reports resolved Bounty payout

VLC 41 $34,435
PuTTY 34 $27,954
Midpoint 14 $8,330
Notepad+-+ 0 $0
FileZilla 0 $0
Apache Kafka NA NA

Table 3.12: Programmes funded by European Commission’s Directorate General for Informat-
ics (DIGIT).

shows that each of the programmes successfully received reports from hackers, each receiving
42 valid reports on average. Suggesting it was not lack of activity that caused the programmes
to close.

For a majority of former programmes, the factors causing the shut down of a programme can
be identified, and the primary cause being attributed to an organisation becoming insolvent.
A minority of programmes (8%) have closed due to the public operation of a programme being
inappropriate for the current requirements of an organisation.

The date that the last report was resolved indicates the date that the programme shut
down. From 2015 to 2019, an average of 15 programmes shut down per year. In the first four
months of 2020, 18 programmes shut down. There is currently insufficient data to ascertain

the cause of a sharp increase in the programme closures in 2020.

3.12 Summary of findings

Motivated by the question Is it beneficial for a company to make use of bug bounty programmes,
instead of hiring additional software engineers?, we have considered the operational charac-
teristics of bug bounty programmes hosted on the HackerOne and Bugcrowd platforms, and
reconsidered the findings of earlier related work from Finifter et al. [75] and Zhao et al. [271].

A summary of the findings for each research question listed in Section is as follows.

1. The average annual cost of running a bug bounty programme is now $83,815. Analysis
of existing programmes has shown that the average cost of operating a programme for a

year is now less than the cost of hiring two additional software engineers.
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2. After an initial spike in vulnerability reports following the launch of a programme, an av-
erage of 156 vulnerabilities per year can be expected to be found by hackers. Collectively
hackers are able to use their diverse skill set in order to find and report vulnerabilities of

all severity levels.

3. A fairly constant rate of vulnerability discovery can be expected soon after the launch
of a programme. However, further work is needed to determine the impact of changing

bounty payouts on the rate of discovery.

4. Hackers are incentivised to participate in programmes with low or no bounty payouts in
order to build up their reputation. As a result there is a weak correlation between the

number of reports received and the average bounty payout.

As noted earlier, the costs described throughout this chapter were correct when the analysis
was conducted in late 2019.

Without quantifying the productivity of software engineers, the usefulness of comparing
the cost of employing additional software engineers to the cost of operating a bug bounty
programme is limited. However, organisations will be able to compare the efficiency of their
software engineers with the results detailed within this chapter. The productivity of software
engineers can be measured by, for example, the number of vulnerabilities they find per year,
the chance to detect vulnerabilities, or the average number of vulnerabilities they introduce
per line of code written.

The previous experience and education of an employee will influence their effectiveness
at finding or preventing the existence of certain types of vulnerability. As such, we have to
be cautious when comparing the ‘average’ software engineer with the ‘average’ hacker. In
comparison, bug bounty programmes are open to hackers with diverse technical backgrounds,
who can find vulnerabilities beyond the scope of traditional software engineering skill sets.
For organisations with technical skill gaps, there is an additional benefit to the search for
vulnerabilities via bug bounty programmes; however, this is not quantified here.

It is also important to consider the applicability of the results in light of the additional

costs that may come with hosting a programme on a bug bounty platform. Although the
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payments made to hackers via bounties may be quantifiable, the fees charged by platforms are
often opaque and precluded by non-disclosure agreements that exist within service agreements.
As noted by one operator in Section [2.7.2] if fees are considered, the cost-effectiveness of a
programme can be significantly diminished.

In the next chapter we look further into the behaviour of hackers on bug bounty platforms,
and expand upon the insights concerning the high-skewed productivity of hackers. For pro-
grammes hosted on platforms to continue to be cost-effective, platforms must retain their highly

productive hackers, and continue to attract inquisitive hackers to search for vulnerabilities.
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Chapter 4

Understanding the Behaviour of

Hackers

After the investigation of the current state of bug bounty programmes in Chapter [3] it is
prudent to further consider aspects that impact programme operation. As such, the dynamics
of platforms and the behaviour of their populations of hackers are considered in this chapter,
helping to answer the research question How effective are bug bounty platforms at retaining the
interest of hackers?

In Chapter and in an earlier study by Al-Banna et al. [9], the operators of bug bounty pro-
grammes repeatedly expressed their concerns over the motivation (or lack thereof) exhibited by
hackers based on platforms. As highlighted in Chapter |3 high-productivity hackers contribute
disproportionately to the success of many programmes, with just the top 100 hackers on the
HackerOne platform discovering a majority of the reported vulnerabilities. As discussed in
Section [2.7.2] operators emphasised the benefits that top hackers can bring to a programme,
and noted the value of information delivered in reports in contrast to many hackers that are
simply looking for ‘quick results’. The lack of motivation of top hackers has far-reaching con-
sequences both for the success of bug bounty programmes and for the organisations operating
bug bounty platforms.

A behavioural study of participants has the potential to indicate the platform-wide mo-

tivation of hackers when searching for vulnerabilities to organisations looking to operate bug
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bounty programmes; it also has the potential to provide additional insight to organisations
already operating such programmes.

Section presents a survey of literature concerning the behaviour of hackers, with a
particular focus on issues surrounding sources of motivation, the influence of market forces,
and a general discussion of hacker productivity. This is followed by an outline of the motivation
for further understanding the behaviour of hackers on bug bounty platforms in Section [4.2
in which pertinent research questions for the chapter are presented. While a portion of the
data collected as part of the investigation into the current state of bug bounties (Chapter [3))
may have been used to comment on the general characteristics of a sub-population of hackers,
Section [4.3|presents a distinct source of behavioural data used throughout the modelling process
introduced in Section A consideration of the number of hackers actively engaged in the
search for vulnerabilities is presented in Section [£.5] The archetypal behaviours exhibited by
hackers are explored in Section Broader issues concerning the viability of participation
for hackers in the search for vulnerabilities are discussed in Section [.7] Finally, the chapter
concludes in Section [£.§ with a presentation of the key findings and a brief discussion of their

limitations. The work presented in this chapter is based on [256].

4.1 Surveying views of hacker behaviour

4.1.1 Motivation

There are several theories as to the primary factors that motivate hackers to search for vulner-
abilities. The relationship between monetary compensation and intangible rewards is discussed
consistently within the literature.

Malladi and Subramanian [I58] argue that “financial compensation is the sole motivation
for researchers” and that intangible rewards such as reputation are ineffective. Algarni and
Malaiya [13] note that, for top hackers (i.e. those with a high number of submissions), monetary
rewards are a key incentive to hackers.

Results from the HackerOne 2019 Hacker Report [99] reveal that 14.3% of those surveyed

reported that “to make money” was their primary motivation for participation. Conversely,
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Metric HackerOne Bugcrowd

Number of programmes 326 133

Number of users >600,000 [I00] >200,000
Total bugs found >150,000 [100] >26,000 (2019)
Est. total payout >$80M [100] >$6.5M (2018)
Total funding $110.4M [58] $78.7M [56]

Table 4.1: Comparison between the HackerOne and Bugcrowd platforms. Data current as of
10*" February 2021, or as otherwise specified.

56.7% of hackers stated that non-monetary motivating factors, such as the potential to learn,
were their primary motivation. Approximately 28% reported altruistic reasons for hacking.
However, it could be argued that this figure is over-inflated due to social-desirability biases.

The success of programmes and full-disclosure platforms without any monetary reward
suggests that hackers often value public recognition and reputation above immediate finan-
cial gain. As discussed in Chapter [3] the defunct platform Wooyun was studied by Zhao et
al. [270], who found that hackers found thousands of vulnerabilities in the absence of financial
motivation. Prestige as a motivator may emerge from a high reputation score, featuring in a
“Hall of Fame”, or being named in a public disclosure — all of which are used as rewards [271].

Votipka et al. [252] identified three motivators for hackers when selecting programmes and
areas on which to work: potential monetary payouts, value of target asset to an organisation
(finding vulnerabilities in an important asset), and non-monetary rewards (enjoyment from
the task, altruism and pride). With observations of the previous payouts awarded to hackers
and with an estimation of the potential monetary payouts, geographic factors and local labour
conditions may significantly impact a hacker’s motivation to work on a programme. For exam-
ple, it has been found that hackers from developing countries with weaker economies make up
a significant proportion of those contributing to bug bounty programmes [13], [IT]. This may
be, in part, due to the increased salary that can be made from bounty payouts when compared
to the local median annual wage [99]. In these regions, monetary rewards may become the
primary motivator. In contrast, the uncertainty of rewards and relatively high median wage
within a richer economy may cause hackers to favour conventional employment.

The use of a tiered payout structure has been found to encourage participation in a partic-

ular programme [75]. Organisations will offer a range of payouts for each severity category of
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reported vulnerability, e.g., $1,000-$5,000 for critical bugs. The distribution of payout struc-
tures for bug bounty programmes on HackerOne is investigated in Section where it is
noted that the average payout increases significantly with severity (see Table . Fryer and
Simperl [86] found that Bugcrowd has initial recommendations for the payout structure, de-
pendent on the maturity of an organisation’s security process maturity, however the rationale
behind the suggestions is not transparent. As discussed in Chapter [2] operators noted that
platforms often give recommendations to the operators of new programmes to assist in setting
suitable payout structures.

One cause of rising operational costs is due to the perceived increase of product security over
time [75]. Organisations may judge their own security based on the current payout level [181].
It is suggested that increasing payouts over time motivates hackers to search beyond the initial

easy bugs [252, [157].

4.1.2 Behaviour

Organisations have a pre-adoption fear of untrustworthy hackers participating in the search
for vulnerabilities (see Section [2.5.1). Instead of turning over the discovered bugs to the
programme operator, hackers may choose to sell the bugs on the black or grey markets [95].
A study by Egelman et al. [68] compared arguments for the use of zero-day markets (ZDMs)
and vulnerability reward programmes (VRPs), raising the question “can prices be regulated,
e.g., by VRPs or other mechanisms, in such away as to avoid the need for ZDMs?” [6].
Meakins [165] notes that grey markets can be a big source of vulnerabilities, often at-
tracting the attention of government intelligence agencies. Governments may decide to pass
on details of purchased vulnerabilities to the relevant organisation; this is decided through a
Vulnerabilities Equities Process (VEP), and is dependent on the strategic value of the vulner-
ability in question [247]. The economic factors surrounding the decision for a hacker to sell a
vulnerability to a black or grey market are among many that influence hacker behaviour.
Kesan and Hayes [I31] proposed an independent third party to regulate the sale of vul-
nerabilities. Another solution puts further emphasis on the use of attractive bug bounty

programmes, providing hackers with an easy, legitimate and legal method to monetise their
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work [11].
It seems somewhat inevitable that the proclivity of certain hackers to ignore white markets
will continue to shape the operation of bug bounty programmes, potentially influencing the

behaviour of all vulnerability hunters.

4.1.3 Productivity

Increasing the number of participants, rather than investing resources to maintain current
high-productivity hackers, is often recommended as the most effective way to increase the rate
of bug discovery [157, 271]. Discussed in Section maintaining high-productivity hackers
is a challenge faced by current programmes. It is recommended that organisations endeavour
to have fast and effective communication between security teams and hackers, thus helping to
maintain their good standing with participating hackers [158, 252].

Other suggestions to improve productivity and bolster motivation include: having experts
liaise with hackers, ‘game-ifying’ the searching and report process, and decomposing search
domains into small task areas [67, 138, 141]. So-called ‘gamification’ of platforms currently
exists in the form of leaderboards, badges, and reward points; however, it has been recognised

that the extent to which such techniques are employed is limited [183].

4.2 Motivating factors

With limited security budgets, it is difficult to allocate resources in such a way to cover all
aspects of security. This is complicated as not all organisations conduct detailed cost—benefit
analyses for security investments [198], thus making it increasingly difficult to choose appro-
priate security investments. These difficulties can be attributed, in part, to organisations
possessing incomplete information.

In Chapter |3] we discussed the idea that bug bounty programmes can offer organisations
quantifiable returns (e.g., $ per vulnerability found). However, when considering a new pro-
gramme, a resource-allocation problem arises: How should one choose between competing

platforms such that the highest rate of vulnerability discovery is achieved for the lowest cost?
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To explore this question, we consider a manager that is looking either to launch a new pro-
gramme (hosted on a platform) or to modify an existing programme. With many platforms
available for hosting, a manager must consider how to allocate resources to utilise the products
and services of one or more platforms.

Raymond suggested that it is beneficial to have as many individuals searching for vulnera-
bilities as possible [I95]. Arising from this is a clear network externality that impacts the utility
an organisation can gain from the use of a particular bug bounty platform: platforms should
become more attractive as their hacker-base grows (this is recognised by operators in Sec-
tion . However, although platforms claim to harbour hundreds-of-thousands of hackers
(recall Table , organisations still worry about the inactivity (and low motivation) exhibited
by hackers (see Section [2.5| and work by Al-Banna et al. [9]). As platforms (understandably)
do not publish accurate figures representing the number of hackers actively participating at a
particular point in time, there exists a significant degree of uncertainty with regards to the ex-
pected utility gained when using a specific platform [128]. The operators of CVD programmes
in Section [2.7.2] also noted the economic misalignment of incentives between platforms and
programmes.

It follows that further investigation into the true number of active hackers on a platform,
as well as their behaviour, is needed to address the information asymmetry that exists between
programme managers and bug bounty platforms. Resolving this asymmetry has the potential
to aid managers in maximising the benefits an organisation can receive through the operation
of a bug bounty programme.

This chapter seeks to address the research question How effective are bug bounty platforms

at retaining the interest of hackers? through the following set of subsidiary questions:
1. How many hackers are actively engaged in the search for vulnerabilities?
2. What are the archetypal behaviours of hackers?
3. Is participation in bug bounty programmes currently viable for most hackers?

Bug bounty platforms claim to leverage large, diverse ‘communities’ of hackers to address

global security concerns. However, it is necessary to distinguish between active participants

105



and hackers that are no longer involved in the search for vulnerabilities. Thus, Question 1 aims
to quantify the number of active and inactive hackers (taking Bugcrowd as a representative
example), to provide an insight into the long-term motivation of hackers as well as a more
accurate representation of the size of the network.

The ambition of Question 2 is to help identify characteristic behavioural patterns that
are common amongst subsets of the user-base. Additionally, we explore the behaviour of the
top hackers found on Bugcrowd, who have been shown to contribute far more than other
bug hunters (see Section and [255]). Subsequently, we aim to categorise hackers into
productivity groups and provide qualitative descriptions of the predominant working patterns
observed in the data.

Question 3 seeks to combine the insights and results from the previous questions to comment
on the viability of participation in the search for vulnerabilities. Commonly found unproductive
and inconsistent behaviour may indicate that the current system is unsustainable for many

hackers, who in turn choose not to continue to participate.

4.3 Data

4.3.1 Data collection

The bug bounty platform Bugcrowd serves as the source of data for the work presented in
this chapter, as it allows for the output of hackers to be studied over time through time-series
data presented on each user profile. Furthermore, as one of the major platforms, it attracts
significant interest from large numbers of hackers and organisations.

A conceptual diagram of the utilised data collection, modelling and validation processes is
shown in Figure The remainder of this section will detail the data collection stages.

As of the 17*" of January 2021, Bugcrowd was host to 129 public bug bounty programmes
that are open to participation from any individual (private programmes require a hacker to be
invited before they are allowed to participate). Upon the submission of a valid vulnerability
report, a hacker will be listed within the “Hall of Fame” for the corresponding programme. As

such, the “Hall of Fame” for each programme contains a list of all hackers that have previously
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Figure 4.1: Conceptual diagram of the data pipeline used to model hacker behaviour.

participated. (Some hackers may choose to remain anonymous, in which case “Private User”
Using all available public programmes on Bugcrowd, a list of 6,927 unique usernames
was collected, with each corresponding to a hacker who has submitted at least one valid

vulnerability report in the past (a valid report may not be unique, credit is sometimes given

Following the collection of all relevant user-names, time-series submission data was scraped

from each user’s profile page (114 profiles were unavailable or empty). An example of the

Bugcrowd uses binning to group occurrences of vulnerability reports into fixed intervals of
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Figure 4.2: Example of a hacker submission time-series collected from Bugcrowd.

Age (Intervals)

Timebase Users in group Min Avg. Max
Day 74 6 35 63
Week 958 11 26 36
Month 2220 9 15 22
Quarter 2135 8 12 17
Year 1426 5 7 9

Table 4.2: Hacker profiles grouped by timebase.

time (e.g., number of submission made within a month). The granularity of the data (temporal
resolution of the time-series) is determined by the age of a particular account. As accounts
become older, the temporal resolution decreases. For example, an account created 63 days ago
will have the submission data displayed by day, but an account created 77 days ago will use
weekly resolution. The relationship between the age of the account and resolution of the data
is set by Bugcrowd, and unfortunately cannot be changed.

We refer to the “timebase” as being the temporal resolution of a given time-series, and
the “intervals” as the number of data points. An account with weekly data displayed on the
time-series is described as being in the “week” timebase category. Table shows the user
data categorised by timebase, and summarises the minimum and maximum age (number of
intervals) of user accounts. Data was collected from accounts ranging from 6 days to 9 years

old.
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4.3.2 Activity classification

To study the behaviour of hackers, it is necessary to classify a user’s activity over time. A
conceptual model of a hacker’s behaviour is created from first principles, and contains three

primary activities:
e Submitting: A hacker has submitted at least one report in a given interval of time.

e Searching: A theorised period of time in which a hacker is actively searching for vulner-
abilities. A survey of hackers conducted by Hata et al. found that the average hacker
takes up to a week in the search for a vulnerability [I10]. As such, we define a fixed
period of up to 7 days before the submission of a vulnerability report in which we believe

the hacker is actively searching for vulnerabilities.

e Inactive: There are extended periods of time in which some hackers seem neither to be

searching nor submitting. We further decompose inactive behaviour into three sub-types:

1. Initial account inactivity: The period of time after account creation and before

searching for, or submitting, the first report.

2. Inter-report inactivity: The measurable period of time between submissions that is

not classified as searching.

3. Long-term inactivity: A state in which a hacker is no longer participating in the

search for vulnerabilities.

For all user time-series, we deterministically label each interval of time with one of these

activities.

4.3.3 Classifying long-term inactivity

As stated in Section [4.3.2] one of the inactive sub-types relates to the state in which a hacker is
no longer participating on the platform. Furthermore, it is assumed that they will not return.
To determine the number active hackers on a platform, it is necessary to know the probability

of a user submitting a report in the future given that they are currently inactive.
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From the time-series of all hackers that have submitted reports on at least two separate
occasions, the lengths of inter-report inactivity between adjacent submissions are recorded.
From this, distributions of the inter-report inactive durations are created for users within each
timebase group (e.g. year, quarter, etc.). The distributions from higher resolution timebases
are used as prior distributions to re-sample data in one timebase to a shorter one (e.g. year to
quarter). Where a prior distribution can’t be generated from existing data, a uniform prior is
used. This allows for all inter-report intervals to be re-sampled into the day timebase.

The resulting distribution represents the probability of a report being submitted on or
before day n, given n — 1 days of inactivity. Through Monte Carlo simulation we find that,
after submitting a report, there is a 95% probability of the next report being submitted within
289 days [285,293] (95% CI). This allows us to define a length of continuous inactivity greater
than 289 days to be classified as long-term inactive, with a Type 1 error of 5%. If a hacker
remains inactive for over 289 days following their last submission, the period is reclassified as
‘long-term inactive’, with the hacker labelled no longer active. In order to make an estimate
of the number of hackers that have left the platform, it is necessary to assume that a period

of inactivity greater than 289 days is due to a hacker being permanently inactive.

4.4 Modelling behaviour

4.4.1 Model assumptions

There are several important assumptions made about the behaviour of hackers. First, hackers
that enter a state of long-term inactivity will not participate again in the future. As stated in
Section we take a time limit that is accurate for 95% of hackers. This implies that the
long-term inactive state in the model is absorbing (once entered it cannot be left). Second,
we do not attempt to model the number of reports submitted in one interval. Instead, we are
concerned only if a hacker has submitted any report in a given interval. Third, we assume that
all parameters governing the behaviour of hackers are temporally homogeneous. The limited
resolution of the data results in time-series with few points. It is, therefore, not appropriate

to explore temporal heterogeneity within the parameters.
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Initial state Final state
Timebase 0 1 3 2 3 4
Day 7 17 50 69 5 0
Week 281 136 541 898 60 O
Month 709 312 1199 1308 272 640
Quarter 1054 0 1081 638 440 1057
Year 554 0 872 0 513 913

Table 4.3: Distribution of initial and final states.

The model adheres to the two Markov assumptions [194]: the probability of moving to
a particular state is dependent only on the current state (first-order Markov chain) and the

transition probabilities exhibit temporal homogeneity (stationary process).

4.4.2 Hidden Markov Model

Previous work has highlighted the success of Hidden Markov Models (HMMs) when applied
to modelling sequential data [109, [135], especially when used for state-based behavioural mod-
els [116].

The activities outlined in Section are used as the hidden states in the behavioural
model, as shown in the model topology in Figure Note that ‘Initial account inactivity’ is
always a transient state (once left, it is not returned to), and ‘Long-term inactivity’ is always
an absorbing state (once entered, it cannot be left).

If a given hacker has a non-zero transition probability from the ‘Submitting’ state to the
‘Long-term inactive’ state, the model becomes an absorbing Markov chain (an absorbing state
can always be reached), as all hackers reach the ‘Submitting’ state at least once. A distribution
of the initial and final states is shown in Table [£.3

The emissions from the model are limited to binary values, indicating if the hacker has
submitted reports in a given time interval. Other than the ‘Submitting’ state, all hidden
states emit a zero, representing the absence of new submitted reports.

For model creation and testing, 70% of the hacker time-series dataset is randomly selected,

with the remaining 30% used as an unseen validation dataset.
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Figure 4.3: Topology of the Hidden Markov Model used to model hacker behaviour, showing
commonly used transition pathways.

4.4.3 Generating the transition matrix

Within each group, the 5 x 5 state transition matrix is computed for each user and the initial
state is recorded. Initially the model is assumed to be fully connected. As both the hidden
state sequence and the observation sequence are known (due to the data being fully-labelled),

the first-order transition probabilities can be calculated using [212]:

nij

4.1
S g -y

Pij =

Here, n;; represents the number of transitions from state i to j and k represents the total

number of states.
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Timebase K

Day 23
Week 50
Month 100
Quarter 100
Year 52

Table 4.4: Number of clusters chosen for each group.

4.4.4 Clustering hacker behaviour

To group hackers with similar behavioural patterns, unsupervised clustering was performed
within each group. First, simple dimensionality reduction was performed by removing any
unused transition probabilities (p;; = 0) within a group of hackers (e.g., ps4 is unused in the
day timebase). The remaining states were transformed into a feature vector for each hacker.
A K-means algorithm was used to form clusters using the feature vectors. The Elbow and
Silhouette methods were both used to select the appropriate number of clusters within each

group [161), 267]; the chosen number of clusters for each group are shown in Table

4.4.5 Model validation and replication

We now consider results from the model validation process.

Individual

The model’s ability to replicate individual user data was tested. For each hacker in the afore-
mentioned timebase groups, the rate of submission and standard deviation were calculated
using the collected time-series data, as shown in Table

A time-series was generated using the transition matrix calculated from the labelled data
for each hacker. Monte Carlo simulation was used to generate 10,000 synthetic time-series
for each hacker. The observed values for the rate of submission and standard deviation were
compared to the expected values generated from the simulation, and the Mean Absolute Errors
(MAE) were recorded. The time spent in each state was recorded, and MAE across all users
was calculated (Table [4.5).

As per Table using individual model parameters to generate synthetic time-series leads

113



Time-in-state MAE (intervals)
Timebase 0 1 2 3 4
Day 0.73 1.95 245 0.64 NA
Week 091 047 2.0 1.18 NA
Month 0.73 0.36 1.34 1.08 0.30
Quarter 0.85 NA 0.87 1.04 0.75
Year 0.26 NA 0.25 0.71 0.60

Table 4.5: Mean absolute error calculated for the time in each state, using transition matrices
for individual users.

Individual Cluster
Timebase Error (%) Error (%)

Day 10.3 11.3
Week -12.0 -7.5
Month -17.8 -21.9
Quarter -7.2 -7.3
Year -13.7 -14.1

Table 4.6: Expected rate of submission error, using transition matrices for individual users
and those generated from K-means cluster centres.

to an underestimate of the number of emissions when compared to the hacker data. Hackers in
the year group exhibit the largest error, possibly due to the limited quantity of data available.
Table[4.5]shows the mean absolute error for the time spent in each state. With the exception

of state 2 (Inactive) in the day group, all errors are less than 1 time interval.

Clusters

The cluster centroids generated by the clustering algorithm were used as transition matrices,
and the ability to generalise user behaviour was similarly tested. The final number of clusters
is shown in Table The submission rate error is shown in Table the time-in-state error
is shown in Table

Transforming the centroids for use as transition matrices leads to an underestimate in the
number of emissions, with the month group having the largest error of -21.9%. All states see
a small increase in the time-in-state MAE when compared with the individual time-in-state

error.
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Time-in-state MAE (intervals)
Timebase 0 1 2 3 4
Day 0.72 1.97 247 0.65 NA
Week 0.98 0.67 245 1.44 NA
Month 0.78 0.41 147 1.16 0.31
Quarter 0.90 NA 094 1.12 0.77
Year 0.27 NA 025 0.73 0.61

Table 4.7: Mean absolute error calculated for the time in each state, using transition matrices
generated from K-means cluster centres.

Analysis

The results demonstrate that the approach to modelling hacker behaviour outlined in Sec-
tions 4.3 and [4.4] is effective.

Clustering the individual transition matrices and using the centroids to represent the be-
haviour of similar groups of hackers leads to a small decrease in performance. This is, in part,
due to the cluster centres being an imperfect representation of each parameter matrix within
the cluster as there are variances in intra-group hacker behaviour. This is shown by an increase
in the (absolute) expected rate of submission error in most timebases, and an increase in the
MAE for the time spent in each state (for all states and timebases). Performance may be
improved by further optimising the number of clusters used in each timebase.

Aside from the ability of the centroids to capture behavioural characteristics of hackers,

they also serve as a compact representation of the behaviour of hackers on Bugcrowd.

4.5 How many hackers are active?

4.5.1 Population of active hackers

We define an active hacker as someone whose behaviour is not classified as long-term inactive.
(As stated in Section any individual with a trailing period of inactivity longer than 289
days is defined as long-term inactive.)

In the model, long-term inactive hackers are represented as finishing in state 4 (long-term
inactivity). Table shows the final states of all hackers within each timebase. It was found

that 2,610 hackers (37.7%) are estimated to no longer be active; for hackers with accounts
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older than 9 months old the inactivity rate is 44.3%. A larger proportion of hackers in the
Day (93.2%) and Week (93.7%) timebase were found to be in an inactive final state. However,
due to the age of the accounts (all less than 289 days), it was not possible to classify any of
these accounts as long-term inactive. It is therefore assumed that the true number of inactive
hackers is higher than 37.7% due to inactive hackers within these groups with accounts too

new to be classified accurately as such.

4.5.2 Analysis

From a user-base of over 200,000 hackers, it is only possible to identify 6,813 unique individuals
that have (publicly) participated in at least one public bug bounty programme. A rough
estimate of the number of unique anonymous hackers (listed as “Private user” on a Hall of
Fame page) can be made using the average proportion of anonymous hackers (relative to public
hackers) across all Hall of Fame lists. This leads to an estimate of 3,717 unique hackers that
have participated and chosen to remain anonymous (assuming both groups have the same
distribution of the number of unique programmes a hacker has participated in). As such, only
10,530 (=~ 5.27%) of accounts created on Bugcrowd are predicted to have participated in at
least one bug bounty programme.

Of the 6,813 hackers identified within this study, it is estimated that 2,610 (37.7%) are
no longer active participants. As noted in Chapter [2| and by Al-Banna et al., one issue faced
by programme operators is the difficulty in maintaining participants (within a specific pro-
gramme) [9] — not least because common or obvious vulnerabilities are quickly found [148].
The high levels of hacker inactivity suggest that bug bounty platforms are also unable to sus-
tain hacker motivation, even as the number of new programmes (and potential vulnerabilities)
continues to grow (see Chapter (3)).

Both programme and platform operators should endeavour to explore the impact of finan-
cial incentives (by, for example, adjusting bounty values) and ways to improve accessibility, to
encourage hackers to continue to search for vulnerabilities. As previously alluded to, gamifi-
cation of tasks is one such method that has been suggested as a means to increase and sustain

motivation in software engineering and crowdsourced activities [13§].
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The operators of bug bounty programmes may see increasing benefits as the number of
active hackers on a platform increases [195]. Calculating the magnitude of this positive network
externality requires knowledge of the number of hackers searching for vulnerabilities — a figure
not currently published by the operators of bug bounty platforms. It is hoped that the results
of the study will help address this existing network externality, and that the method may be

extended to platforms other than Bugcrowd.

4.6 What are the archetypal behaviours of hackers?

4.6.1 Archetypal behaviours of top hackers

As highlighted in Chapter[3] a small proportion of the overall user-base contributes a significant
proportion of the submitted vulnerabilities; the top 100 hackers on HackerOne are responsible
for over 50% of all vulnerability discoveries. As such, the work habits of the top 100 Bugcrowd
hackers were studied. To be in the top 100, a hacker must discover and report more than 193
vulnerabilities. Hackers meeting this criterion are found in the month (3), quarter (28), and
year (69) groups.

Using the inactivity limit of 289 days, the number of long-term inactive top 100 hackers
is estimated to be 19 (1 in the quarter group, and 18 in the year group). Within each group,
the proportion of hackers classified as long-term inactive is far less than the overall proportion
of long-term inactive hackers. As detailed in Section the estimated number of long-term
inactive hackers within the groups is: 28.8% in months (0.0% in top 100), 49.5% in quarters
(3.6% in top 100), and 64.0% for year (26.1% in top 100).

As defined in Section initial account inactivity is the period of time before the first
interval containing submissions. Table[4.3]shows the number of hackers that start in an inactive
state. For the top 100 hackers, 14 in the month group and 15 in the year group start as inactive.
The proportion of top 100 hackers that start as inactive is comparable or lower than the group
average.

Analysing the distribution of parameters within the individual transition matrices allows

for further investigation into the work habits of the top hackers. The transition parameter
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top 100 All
Timebase poo P22 P33 Poo P22 P33
Day NA NA NA 023 0.82 0.22
Week NA NA NA 034 0.75 040
Month 0.00 0.00 0.98 0.29 0.48 0.39
Quarter 0.17 0.05 094 0.32 0.36 0.39
Year 0.05 0.02 0.87 0.19 0.15 0.39

Table 4.8: Mean parameter values of pgg, p22, and ps3 for all hackers and top 100 hackers.

P33 represents the probability of submitting vulnerability reports in the next available interval,
given that reports were submitted in the current interval. High values of the parameter (p33 €
[0,1]) indicate that a hacker is consistently submitting reports in each observable interval of
time. Lower values represent more sporadic behaviour. As shown in Table the top 100
have significantly higher average pss values than other hackers within the same group.

To quantify consistent behaviour during the period of time in which a hacker is active, the

following harmonic mean is defined:

o= —g—7 (4.2)

1—p22 D33

Here, « is the harmonic mean (a € (0, 1]).

Top hackers across all groups have an & = 0.923, far greater than the figure for all hackers
(& = 0.459). This indicates that the top 100 hackers tend to discover and submit vulnerabilities
far more consistently than other hackers on Bugcrowd. This also suggests that barriers, other
than skill, may limit the majority of hackers in the search for vulnerabilities in a consistent

manner, and that only a small proportion of hackers are able to search on a full-time basis.

4.6.2 Archetypal behaviours of all hackers

Clustering hackers allows for the identification of similar behavioural patterns (this process is
detailed in Section [4.4.4).

For each cluster a value of a was calculated using Equation allowing the clusters
to be divided equally between four productivity groups: very low, low, medium, and high.

Qualitative descriptions of hacker working patterns for each group are given below.
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e Very low: Over the lifetime of an account, hackers tend to submit reports in one or two
intervals, before going into an inactive state. It is common to see activity only in the

first few intervals after account creation.

e Low: Hackers will submit sporadically over time, often with long gaps of inactivity

between submissions.

e Medium: Groups of sequential submissions are observable, indicating longer periods of

hacker activity.

e High: After a possible period of inactivity following account creation, hackers will submit
reports in almost all intervals. All of the active top 100 hackers identified in Section [£.6]

are part of this productivity group.

4.6.3 Analysis

From Bugcrowd, the top 100 hackers (by number of submissions) were identified as those with
over 193 discovered vulnerabilities. Within this group far fewer hackers (19%) are classified
as long-term inactive (as compared to the all hackers), suggesting that there is continual
motivation to search for vulnerabilities.

It has previously been found that use of leaderboards, achievement points, and badges
of recognition motivate some students to work harder and undertake increasingly challenging
tasks [84]. The ambition to retain a top leaderboard ranking may serve as an additional source
of motivation for these top hackers. Highly consistent submission patterns are a characteristic
feature within the group of top hackers (@ = 0.923), and all top 100 hackers are found within
the high-productivity group (as defined in Section .

A typical (and commonly found) working pattern of hackers in the very low productivity
group is submissions being made in one or two intervals following account creation, followed
by inactivity. As noted in Section a similar behaviour is reported by Zhao et al. [271].
Programme operators have expressed concerns over the low quality of submitted reports and
the large amount of time and resources required to process them (see Section and work by

Al-Banna et al. [9]). The presence of large numbers of these ‘one-off” hackers, in conjunction
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with their unfamiliarity with the discovery and reporting process, may result in dissatisfaction
from both parties. Further investigation is needed to understand why this type of behaviour

is prevalent among hackers.

4.7 Is participation viable for most hackers?

4.7.1 Viability of long term participation

Of the 6,813 hackers identified within the study, it is predicted that 2,610 are no longer active.
The proportion of hackers entering a state of long-term inactivity (Table increases with
account age: 29% of accounts with an age of 9-22 months are inactive, rising to 50% of account
between 8-17 quarters, and 64% for older accounts. The behavioural analysis of Section [4.6.2]
reveals that large numbers of hackers can be characterised by their unproductive behaviour.
Particularly notable is the subset of hackers that only submit one or two reports after account

creation and thereafter end their participation in the search for vulnerabilities.

4.7.2 Analysis

Over time, a greater proportion of hackers become inactive and no longer search for vulnerabil-
ities. This suggests that, in their current configuration, long-term participation in bug bounty
programmes is not viable for most hackers. Furthermore, a low proportion (=~ 5.27%) of ac-
counts on Bugcrowd have participated, suggesting that more needs to be done to encourage
new users to find their first vulnerability. Encouragement for new users could come in the form
of increased gamification of the discovery process, or continued investment in the development
and publication of teaching resources. Free online resources such as Bugcrowd University [46]
and HackerOne’s Hacker101 [102] (acquired from Breaker101 in 2018 [57]) provide individuals
with video guides and interactive challenges (e.g. capture the flag) with the aim to improve

their understanding of the vulnerability discovery process.
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4.8 Summary of findings

Motivated by the question How effective are bug bounty platforms at retaining the interest of
hackers?, we have analysed the behaviour of 6,813 hackers that have participated in the search
for vulnerabilities in bug bounty programmes on Bugcrowd. Additional behavioural analysis
has enabled a prediction of the proportion of active users to be made: it is estimated that
approximately 2,610 hackers are no longer active in the search for vulnerabilities and that 19%
of the top 100 hackers on Bugcrowd are inactive, potentially raising concerns regarding the
long-term motivation of hackers when participating in bug bounty programmes.

Providing an otherwise inaccessible figure of the number of active hackers to managers
currently operating, or looking to operate, a bug bounty programme has the potential to
address the information asymmetry that exists between organisations and platforms. With
limited resources to spend on operating a bug bounty programme, it may be advantageous for
operators to select the platform with the most active user-base.

The increasing number of inactive hackers over time, together with the small proportion of
accounts that have submitted at least one vulnerability report, suggests that participation is
not viable for a significant number of individuals. Consequently, the operators of programmes
and platforms may wish to further consider how best to motivate both new and experienced
hackers to continue searching for vulnerabilities.

It is important that we note some limitations. First, only Bugcrowd allows for the con-
tributions of hackers over time to be collected and analysed. Acquiring user data from only
one platform (albeit a major platform) may lead to poor generalisation of results when the
methodology is applied to other platforms. Second, data could only be collected from individ-
uals with public accounts and that have previously participated in a public programme. For
a given Hall of Fame page, on average approximately 35% of accounts listed are anonymous,
preventing the collection of user data. The inability to collect information about all hackers on
Bugcrowd may lead to results being unrepresentative of hacker behaviour, particularly within
private programmes. Third, the granularity (temporal resolution) of the data collected limits

limits the accuracy of the calculated model parameters. Access to higher resolution data (e.g.
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daily data for all hackers) would allow for the temporal heterogeneity of the parameters to be
investigated, giving rise to greater in-depth behavioural analysis.

In the next chapter we investigate the policies that help mediate the interactions between
hackers, programmes, and platforms. This is achieved through the analysis of a wide range of

policies used by the operators of stand-alone and platform-based CVD programmes.
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Chapter 5

Understanding Programme Policies

The previous chapters have, in one form or another, touched upon the role that policy and
regulation play in shaping the interactions between stakeholders in the field of crowdsourced
vulnerability discovery. Hackers, organisations, and platforms are all subject to a litany of con-
tractual obligations, legislation applicable to one or more jurisdictions, and social conventions
that may have arisen to help bring stability to markets where trustworthiness is not inherently
present.

In Chapter [2] operators voiced their opinions on how best to operate a CVD programme,
and how to make use of programme policies to help guide the actions of hackers in an effort to
mitigate the systemic issues that are faced by many. As will be discussed in this chapter, these
policies can be used to set clear boundaries between acceptable and undesirable behaviour
(of which the ramifications are explored). The global distribution of hackers, as discussed in
Chapter (3| brings with it complexities that must be resolved by organisations and platforms,
who themselves can be subject to strict restrictions on the hackers that they can interact
with during the search for vulnerabilities. The uncertainty brought forth by the multitude
of restrictions may help to explain, in part, the behaviour of hackers observed in the results
presented in Chapter As some have noted, the potential repercussions that may come
with vulnerability research cause an uneasiness in hackers that may not be faced in typical
employment [227, 272].

Although many platforms offer guidance on how to communicate the information necessary
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for effective and compliant participation in an organisation’s programmeﬂ there is a great deal
of variation in the content of programme policy documents. For hackers (particularly those
who are new participants), the differing language used across programmes, including those on
the same platform, adds further complications that they must address. This can be particularly
problematic if an individual does not fully understand the nuances of certain eligibility condi-
tions, participation requirements, or legal clauses used across a range of programmes. As such,
it is useful to further understand how key components and concepts are conveyed to hackers in
the policy documents associated with a given CVD programme — the outcomes of which can
be beneficial to both hackers and organisations looking to understand content and variability
across CVD programmes. To this end, this chapter seeks to answer the research question What
information do organisations convey to hackers through public policy documents?

In Section [5.1] existing literature concerning the role of policy documents is explored. Of
particular importance are the current links between CVD policies and the economic theory of
institutions. Viewing policies through this lens opens up CVD programmes to further analysis
using a well established framework. Section [5.2] presents the rationale behind a continued
investigation into the use of policy documents in CVD programmes, and outlines the research
questions of interest in this chapter. As in prior chapters, data collected from bug bounty
platforms is of interest. However, as explained in Section the policies from a wider range
of platforms and stand-alone programmes are considered. Furthermore, an annotation process
is described, transforming the data for use in the supervised models introduced in Section |5.4
Using the concepts from institutional theory, the formal constraints are explored in Section [5.5
informal constraints and variations are presented in Section [5.6] and a consideration of the
institutional components present in policy documents is found in Section To end the

chapter, the three key findings, alongside some limitations of the proposed approaches to

'For example, in Bugcrowd’s guide to participation, it is recommended that hackers read the pol-
icy documents carefully in order to be aware of details surrounding programme scope, access or
authentication requirements, description of the assets, and the rewards offered by the organisation
(see https://www.bugcrowd. com/resources/report/your-guide-to-hacking-with-bugcrowd-and-why-you-
should-get-started-today/)). Similarly, HackerOne offers guidance to hackers, including recommendations
on the key components of high-quality reports such as providing detailed descriptions that enable reproducible
results, including a proof-of-concept if permitted, and conducting a comprehensive evaluation of the potential
impact of the identified vulnerability (see https://docs.hackerone.com/hackers/quality-reports.html).

124


https://www.bugcrowd.com/resources/report/your-guide-to-hacking-with-bugcrowd-and-why-you-should-get-started-today/
https://www.bugcrowd.com/resources/report/your-guide-to-hacking-with-bugcrowd-and-why-you-should-get-started-today/
https://docs.hackerone.com/hackers/quality-reports.html

policy analysis, are summarised in Section The work presented in this chapter is based
on [257].

5.1 Role of policies in CVD

Although there has been significant research interest in recent years surrounding the use of
CVD programmes, there has been rather less research covering the policies employed by or-
ganisations.

Earlier work by Kuehn and Mueller [140] explores software vulnerability markets, paying
particular attention to BBPs through the lens of North’s theory of institutional economics [177].
In Institutions, Institutional Change and Economic Performance [I77], North outlines the
key concepts underpinning institutional economics and the effect institutions have upon the
economic performance of a given system (e.g. with a country or market). Institutions (the “rules
of the game” [I77]) are comprised of both formal (rules that can be explicitly enforced, such
as laws) and informal (conventions, social norms, and codes of conduct) constraints that are
imposed upon participants. The interplay between the formal and informal constraints help
structure interactions between individuals. While the analysis by Kuehn and Mueller [140]
does not extend the theory of institutions to cover bug bounty platforms, it may be prudent
to briefly consider the present-day structure through this lens.

In a scenario involving a hacker, an organisation (operating a CVD programme), and a
platform acting as the third-party intermediary, all are bound to transact and operate in ac-
cordance with the institutions. Relevant legal entities impose a set of formal constraints upon
all parties. For example, US-based hackers will be subject to the Computer Fraud and Abuse
Act (CFAA) [239] and the Digital Millennium Copyright Act (DMCA) [241] — both of which
are enforceable by the Federal government — when conducting security research (activities
conducted in certain US Federal assets may also be subject to the National Information Infras-
tructure Protection Act of 1996 [240]). As another example, US-based organisations and the
platform may be subject to the Anti-Money Laundering Act (AMLA) [242], export restrictions,

and sanction requirements when transacting with hackers — particularly if bounties are paid
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(for a further discussion of the complexities around the global flow of information and money
in the context of CVD programmes, see the contribution of Zhao et al. [272]).

Both the organisation and the platform will impose additional informal constraints upon
the hackers. Typically, platforms will require hackers to abide by a code of conduct in order
to discourage undesirable behaviour (e.g. spam reports, reputation farming, and abusive com-
munication). To enforce such rules, a platform typically has the power to ban or suspend user
accounts. Organisations will impose constraints upon the hacker through programme policies
that outline rules, guidelines, or conditions for eligible participation. However, unlike the plat-
form in this scenario, the organisation can do little to directly enforce the informal constraints,
aside from withholding any potential payments.

As highlighted by North [I77], when the cost of transaction is prohibitively high (as it is
in vulnerability markets [140), 170]) and enforcement of the formal constraints can be costly,
the parties must rely on informal constraints in order for the market to function. Therefore,
understanding these informal constraints is of particular importance. Kuehn and Mueller [140]
identify four institutional elements that help facilitate a market: procedures, technical specifi-
cations, terms and conditions, and acknowledgments and reputation.

Work undertaken by Laszka et al. [I45] is of particular relevance to the premise of this
study. In [145], the authors analyse the general statistics and policy documents of 111 CVD
programmes (as listed on HackerOne in 2016). In order to further investigate the contents of
the policy documents, the authors first qualitatively define a general taxonomy that attempts to
understand the distinct components that organisations use to communicate programme rules.
Consequently, a taxonomy of 12 components is constructed and used to classify sections of
the 111 collected policy documents. The presence of the components is then investigated with
respect to the reporting statistics of each programme. The authors argue that programmes
“are on average associated with better success characteristics if the level of comprehensiveness
of their rules of engagement increases” [145]. However, in the absence of causal analysis, it
is not possible to determine the impact of a component on the success (or otherwise) of a

programime.
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5.2 Motivation factors

The focus of the study described in this chapter is, in part, inspired by the qualitative com-
ponent of the work undertaken by Laszka et al. [145], with a view to expanding the analysis
of policy documents beyond the narrow focus of prior work. Furthermore, in consideration of
the rules that organisations now include in a policy document, the lens of institutional theory
is focused upon CVD programmes [177, [140].

As noted in Chapter bug bounty programmes sometimes offer eye-catching rewards
to hackers for the discovery and disclosure of certain highly-prized vulnerabilities, with some
programmes advertising potential single-report payouts in the region of millions (and sometimes
tens of millions) of dollars (e.g. the $10,000,000 Wormbhole programmﬂ. While hackers may be
motivated to search in a particular organisation’s assets, aspiring to earn lucrative rewards, they
may not consider the implicit or explicit risks associated with participating in a programme,
such as the varying levels of supposed legal protection conferred through an organisation’s
Safe Harbor clauses [64, [65]. A thorough definition of Safe Harbor is given in Section It
follows that, depending on the programme policy, a hacker will be exposed to varying levels
of risk. Note that a Safe Harbor clause can do little, if anything, to immediately protect a
hacker from third-party legal action. Furthermore, as a condition for reward eligibility, some
organisations may require hackers to assign or license their intellectual property, such as a
report, to the organisations. Whether or not these clauses are clearly outlined before or after
the submission of a report may impact a hacker’s decision to participate.

While grandiose maximum payouts may be advertised, these are but an indication of the
maximum amounts that could be rewarded. Organisations are not bound by these figures, nor
are they bound to paying out any bounty upon the receipt of a valid vulnerability report. As
highlighted by Miller’s experience negotiating the sale of software vulnerabilities through a bro-
ker [I70], and underpinned by Arrow’s work concerning information as a commodity [24], once
a hacker reveals too much information about a vulnerability (e.g. when proving its existence),

the information asymmetry is resolved, diminishing the value of the information offered by the

*https://immunefi.com/bounty/wormhole/
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hacker. Perhaps this highlights the importance of the current informal constraints that lead an
organisation to reward a hacker in the case of a bug bounty; however, as noted in Section [3.1
there are formal constraints that may prevent an organisation from doing so. Additional com-
plications may be raised by the proclivity of Web3-based organisations to award payouts in
cryptocurrencies, rather than via fiat currencies. These rewards appear to be, at times, slightly
disingenuous as the bounties will be advertised in USD, yet the policy will specify that the
payouts may be issued in an equivalent amount of cryptocurrency (to the discretion of the
organisation). Therefore, in order to avert later complications, it is necessary for hackers to
understand the institutions concerning the rewarding process.

There may also be benefits to organisations that want to better understand the current
policies published by other organisations that operate CVD programmes. As mentioned in
Section [2.7.2] it is not uncommon for organisations to use the policies from other organisations,
or publicly available templates, as a reference point when attempting to create their own. It
is noted by some operators that this could lead to the copying of ‘stale’ policies that appear
outdated in the wider context. As explored by North [177], albeit in case studies unrelated to
this topic, participants should adapt to the institutional change that occurs. In the context
of CVD programmes, it may be beneficial for organisations to alter their policies over time
as norms change. As such, the identification of current normative policies and rules allows
laggards an opportunity to modify their programmes and ‘catch up’.

It follows that renewed investigation into the CVD policies put forward by organisations,
across a breadth of platforms and sources, would have the potential to provide both hackers
and organisations a greater understanding of the formal and informal constraints contained
within. To help answer the research question put forward in this chapter What information do
organisations convey to hackers through public policy documents? we consider the following

subsidiary questions:

1. What are the formal constraints communicated to hackers within the policy, particularly

within legal statements? How do these impact hackers?

2. What is the variation in the informal constraints that are communicated to hackers?
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3. To what extent do organisations include institutional elements in their CVD programme

policies?

Question 1 aims to identify the formal constraints imposed upon hackers, particularly those
that are present in the relevant legal components as defined by Laszka et al. [145]. It also
considers the various impacts these might have on the actions of hackers. In a similar vein,
the ambition of Question 2 is to identify the variation in the informal constraints imposed
upon hackers, helping to link the taxonomy of Laszka et al. [I45] to institutional economic
theory [I77, 140]. Question 3 seeks to comment on the policies as a whole, using insights
garnered from answering the previous questions, in order to better understand the current

state of CVD policies across multiple platforms and stand-alone programmes.

5.3 Data

The approach to data collection and annotation in this section. Considerations for the data
underpinning the study are presented in Section [5.3.1} This includes details concerning the
sourcing of the data from bug bounty platforms and stand-alone programmes, the coverage of
the data, and the extent to which data was collected. Section [5.3.2] introduces the annotation
schemes used to categorise data in preparation for use in the creation of supervised NLP
models. Explosion Al’s Prodigy annotation tool was used to create annotated datasets for

both Named Entity Recognition (NER) and text-classification downstream tasks.

5.3.1 Data Collection

Unlike the work presented in previous chapters that has been limited to only a handful of
sources, particularly from prominent bug bounty platforms (such as HackerOne and Bugcrowd),
data for this study was collected from 13 bug bounty platforms and a wide selection of inde-
pendent (stand-alone) bug bounty and responsible disclosure programmes. This included a
selection of former programmes that have been shut down or are otherwise inactive. Platforms

were selected using online repositories, such as the ‘Open-Sourced Collection of Bug Bounty
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Platformsﬂ with the added criteria that some (at least one) programme information be public,
content was available in English, and the platform website was available at the time of data
collection.

In total, the public policy documents of 1,243 programmes were collected from the afore-
mentioned bug bounty platforms. As commented by Christian [50], bug bounty platforms
are host to a significant number of organisations that choose to operate private, invite-only,
programmes, that cannot be accessed or viewed without prior arrangement. As such, the poli-
cies for these private programmes could not be collected. An additional 3,390 organisations
thought to operate a stand-alone CVD programme were investigated, and any relevant data
downloaded. After filtering out programmes that didn’t have any viewable policy information,
555 stand-alone CVD programmes remained.

A summary of the data sources is provided in Table[5.1} The US-based platform HackerOne
is the single largest unified source of data, and, along with Bugcrowd (which is also US-based),
are both frequently used as a source of data for research pertaining to the use of bug bounty
programmes [271], 273], [145]. In Chapter |4 Bugcrowd was the focus of the effort to model the
platform-wide behaviour of hackers, the data outlined in this section is distinct from that col-
lected from user profiles. Unlike the other sources, the Immuneﬁlﬂ and HackenProotﬂ platforms
focus almost exclusively on Web3-based programme assets (e.g. smart contracts). The list
of independent programmes was curated from publicly available repositoriesﬁ of organisations
known to have — or thought to have — accepted vulnerability disclosures.

For each programme, all relevant data in plaintext or markdown format pertaining to the
organisation’s CVD programme was collected in early April 2022. Pertinent data presented in
tabular formats was also collected using custom Selenium or Beautiful Soup Python scripts.
Where possible, raw markdown data was preferred over rendered markdown text owing to
the greater flexibility allowed for in later processing steps. The data collected included the

following,.

3See: https://github.com/disclose/bug-bounty-platforms

“https://immunefi.com

Shttps://hackenproof . com

5Using the external programmes filter on https://hackerone.com/directory/|and from https://github.
com/disclose/diodb
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Source Programmes Country of registration
HackerOne 526 UsS
Immunefi 280 Singapore
Bugcrowd 224 UsS
Intigriti 76 Belgium
HackenProof 53 Estonia
YesWeHack 30 France
BugBounty.jp 20 Japan
BugBase 10 India
WhiteHub 8 Vietnam
Security@me 7 Australia
RedStorm 6 Indonesia
Crowdswarm 2 UAE
Huntr 1 UK
Independent  3,390* Global

Table 5.1: Summary of the sources used to identify and collect public CVD policy documents,
as of 16" April, 2022. Note that only 555 stand-alone, independently hosted, programmes of
the 3,390 collected contained useful data. Unfortunately, the number of private programmes
that could not be collect is not known, as these are typically hidden from public view (the
lack of private programme information available has previously been noted as a barrier to
research [50]).

e General programme statistics. Programmes hosted on bug bounty platforms typically
display statistics that reference certain operational characteristics. For example, statistics
relating to the response efficiency of the organisation (e.g. average time to respond, time
to bounty, etc.) may be useful for hackers to better understand the interactions they
may have after the submission of a report. In addition, figures pertaining to the quantity
of reports submitted and resolved, alongside the corresponding bounty payout totals,
give an indication of the previous activity of hackers in relation to the programme (see
Chapter . Although the general statistics are not the focus of the chapter herein, the
data was collected for the purpose of making the material accessible to researchers via a

GitHub repository in order to support wider researchﬂ

e Policy documents. For all programmes identified in Table the published publicly-
viewable policy documents (the content of which varies widely) were collected. CVD pro-

gramme policy documents may contain, but are not limited to: company mission state-

"https://github.com/walshe96/cvd-policy-documents
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ments, programme descriptions, scope definitions, potential rewards, guidelines, rules,
legal statements, submission criteria, and submission instructions. An organisation may
choose to include some, or none, of the aforementioned policy components, and any other
information that is believed to relevant to the operation of the CVD programme. Al-
though there may be a notion of standardisation in terms of policy content and format
when viewing documents across a single platform, there can be significant variability

across platforms or independent programmes.

Scope tables. Formally defined scope tables detail the in-scope and out-of-scope assets,
highlighting areas in which a hacker is permitted to search for vulnerabilities, and those
from which they are forbidden. For programmes on the HackerOne platform, these were

collected separately from the policy documents.

Bounty tables. The value of the bounty paid out for a given vulnerability report may be
conditioned on several factors specified by an organisation through the use of a bounty
table. Often, organisations will directly link the bounty to the CVSS score assigned
to the vulnerability underlying a report (an example of this can be seen in Table .
However, certain classes of vulnerabilities, such as Remote Code Execution (RCE), may
hold more importance to the organisation when identified in certain assets. As such,
organisations may instead use a detailed series of bounty tables to convey the payouts
awarded to specific vulnerabilities. For programmes on the HackerOne platform, these

were collected separately from the policy documents.

Programme updates. Certain bug bounty platforms allow programme operators to publish
update messages separately from their main policy documents. Typically, these updates
contain information that is more time-sensitive than programme information conveyed
elsewhere. As such, these updates enable increased visibility for information pertaining
to: limited time events and promotions, notice of noteworthy programme changes (e.g.
termination of a programme), and opportunities for hackers to provide feedback to the
operators through linked surveys. For programmes on the HackerOne platform, these

were collected separately from the policy documents.
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Type Count

General 526
Policy 4,633
Policy changes 68,693

Scope table entries 6,576
Scope table changes 14,479
Bounty table entries 379
Bounty table changes 7,030
Updates 601

Table 5.2: Summary of the data collected from the sources of Table as of 16t" April, 2022.

e Document version histories. Both the HackerOne and Intigriti platforms offer the full
version histories for the content displayed on programme pages by the way of markdown
documents with changes displayed in the unidiff format. This allows for full transparency
of the incremental changes made by the operators over a programme’s lifetime. Only the

HackerOne version histories, in markdown format, were collected.

A summary of the data collected is shown in Table Following the collection of the
data, all information and associated metadata was stored in various SQL database tables for

retrieval in later stages.

5.3.2 Annotated Dataset Curation

To allow for the training of supervised machine learning models that are capable of utilising
semantic features in the text, both paragraph-level multi-category labelling and sentence-level
entity labelling were employed. This resulted in the creation of over 12,000 unique hand-
labelled sentences (representing 9.7% of the 123,440 sentence corpus) and over 3,000 hand-
labelled paragraphs (representing 7.6% of the 39,748 paragraph corpus). The publication
of these labour-intensive annotated datasets helps enable further research reliant on large
annotated corpora.

The annotation process was guided by Bloomberg’s guide covering ‘Best Practices for Man-
aging Data Annotation Projects’ [248], and served as a background to annotation guideline

creation. Paragraphs and sentences (paragraphs split using the NLTK sentence tokenizelﬂ)

8Documentation found at: https://www.nltk.org/api/nltk.tokenize.html
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Category Count

COMPANY-STATEMENT 662
REWARD-EVALUATION 466
SCOPE-IN 284
VULN-ELIGIBLE 219
VULN-INELIGIBLE 211
PROHIBITED-ACTIONS 182
GUIDELINES-SUBMISSIONS 174
SCOPE-OUT 155
ENGAGEMENT 119
GUIDELINES-DISCLOSURE 7

LEGAL 71

PARTICIPANT-RESTRICTIONS 38

Table 5.3: Summary of the categories of the 2,618 labels assigned to the 3,003 annotated para-
graphs. Note that, with the multi-classification approach, a single paragraph may be assigned
multiple labels if it contains components pertaining to multiple categories. A paragraph may
be assigned no label if it does not conform to the predefined categories. In the context of
the taxonomy, 955 of the 3,003 randomly selected paragraphs were not assigned a label as the
information was not relevant (e.g., markdown headers, markdown used for formatting without
content, and conversational or seasonal messages such as ‘Happy New Year, Hackers!’), could
not be assigned an appropriate label due to lack of surrounding context (e.g., lone URLSs), or
the text was non-English.

were randomly selected across the entire corpus for annotation within their respective tasks.
The annotation itself was undertaken by a single coder. As such, the quality of the annotation
datasets may be limited due to authorship biases.

A summary of the categories and entities in the annotated datasets are shown in Tables
and respectively. Data for annotation was selected with uniform probability across a de-
duplicated dataset from all data sources and includes all content types. The annotation work
was carried out using the Prodigyﬂ annotation tool developed by Explosion Al using a research
licence.

As described in Section Laszka et al. [145] conducted policy analysis on 111 bug bounty
programmes hosted on the HackerOne platform. Within the qualitative component of the work,
the authors develop a taxonomy of 12 policy components that organisations use to convey
information to hackers about the programme. The components within the taxonomy created

by Laszka et al. [145] form the basis for the categories used to annotate the policy documents

“https://prodi.gy

134


https://prodi.gy

within this chapter, which are given below. (Shown in brackets are the actual labels used in
the annotations.) Many of the elements of the taxonomy are highlighted by Akgul et al. [7] as
being considered important to hackers (e.g. communication of the scope and payment rules).

Examples of the taxonomy elements can be found in Appendix

e In-scope areas (SCOPE-IN). Paragraphs or statements that include an explicit definition

of in-scope areas or assets that are considered to be part of the CVD programme.

o Out-of-scope areas (SCOPE-OUT). Content that includes the explicit definition of out-
of-scope areas or assets that a hacker is forbidden to explore for the purpose of security

research.

e Eligible vulnerabilities (VULN-ELIGIBLE). Definition of specific vulnerability types or

classes that an organisation considers to be eligible for submission.

e Non-eligible vulnerabilities (VULN-INELIGIBLE). Specific vulnerability types or classes
that are ineligible for submission. Typically, this includes vulnerabilities considered to
be of low or no severity to the organisation, omission of best practices, or non-technical
vulnerabilities (e.g. phishing of employees or customers). For example, Cross-Site Re-
quest Forgery (CSRF), vulnerabilities requiring outdated or otherwise unsupported web
browsers, username or email enumeration, and the discovery of descriptive error messages

are often marked as ineligible.

e Deepening engagement with organisations (ENGAGEMENT). As defined by Laszka et
al. [I145], this category of statement includes instructions to hackers as to how they can
better ‘engage’ in the discovery of security vulnerabilities. This can include directions
from the organisation to the hacker on how to set up dedicated test accounts, use specific
testing domains, and configure user accounts to access hidden development / testing

features.

e Prohibited or unwanted actions (PROHIBITED-ACTIONS). A hacker can take a number
of actions during the process of vulnerability discovery that may be considered undesir-

able to the organisation. These include somewhat benign violations such as causing undue
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load on production servers resulting from the use of automated vulnerability scanning
tools. Organisations may also explicitly state violations that they consider to be ma-
lign, or are otherwise illegal, such as Denial of Service (DoS) attacks, accessing user or
customer data (particularly if it contains Personally Identifiable Information (PII)), or

attacking client systems.

Legal clauses (LEGAL). Paragraphs or statements put forward by the organisation as
part of the CVD policy may include a number of legal clauses relevant to the process
of vulnerability discovery and the submission of subsequent reports. These include, but
are not limited to, exemption from the Digital Millennium Copyright Act (DMCA) [241]
during the discovery process, authorisation of research activity in accordance with the
Computer Fraud and Abuse Act (CFAA) [239], and assignment of intellectual property

rights upon the submission of a report.

Participation restrictions (PARTICIPANT-RESTRICTIONS). Organisations commonly
restrict previous or current employees, contractors, as well as their immediate family
members, from participating in an organisation’s CVD programme and claiming any
subsequent rewards in order to prevent misuse of an individual’s privileged knowledge
of, or access to, company or client systems. Furthermore, as many organisations are
subjected to the laws of the US, they are prohibited from awarding payouts to any
individual currently located in, or ordinarily a resident of any sanctioned country [246],
and, as such, they may prohibit participants from certain geographies. For US-based
organisations, this includes any hackers residing in entities in Country Group E (e.g.

Cuba, Iran and North Korea).

Submission guidelines (GUIDELINES-SUBMISSIONS). Specific guidelines about the in-
formation required, or desired, to be included in vulnerability reports may be put forward
by organisations. This also includes any specific instructions on how to submit either the

vulnerability report or accompanying material (e.g. video recordings).

Disclosure guidelines (GUIDELINES-DISCLOSURE). The programme policy may con-

tain further information concerning the possibility of disclosure by the hacker, together
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Type Count

ORG 3,602
ASSET 3,663
VULN 3,374
STKHLDR 1,208
TECH 1,030

PRODUCT 662
SYMBOL 500

LAW 467
PI 454
SEVERITY 450
DATE 378
GPE 139

PROMO 132
PERSON 61
1P 55

Table 5.4: Summary of the entity types of the 16,262 entities annotated within the 12,526
sentences. Note that a sentence may contain multiple entities of the same type.
with guidelines that a hacker is asked to follow before disclosing any details (e.g. waiting

a period of 90 days following report submission).

o Reward evaluation (REWARD-EVALUATION). If it is the case that separate bounty ta-
bles are not used by an organisation, any information pertaining to the potential rewards
offered following the successful submission of a vulnerability will be outlined within the
policy document. This includes paragraphs or statements that detail the value of a report
in terms of CVSS score or vulnerability class. This includes any additional conditions
that will materially alter the payout, such as: increased bounty payouts from high-quality
reports, rewards offered to the second discoverer of a vulnerability (typically diminished

or non-monetary), and bonuses awarded to repeat discoverers.

o Company statements (COMPANY-STATEMENT). Any paragraph or statement that
includes general information about an organisation’s posture towards security or the

CVD programme in question.

In order to gain a deeper understand of the content included within policy documents, it
is necessary to also explore the more fine-grained semantic features that are present. As such,

it is useful to annotate the entities that existing within the content for later use in a Named
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Entity Recognition (NER) model. Similar to the qualitative approach employed by Laszka et
al. [145], we attempt to capture the generic components (entities) that form a policy document
— with this being done at a sentence-level. We do not focus only on capturing security-related
elements; rather, we identify more general information typically targeted by NER systems,
allowing for broader insights to be drawn from the analysis. To this end, the following 15

unique entity types are defined.

e Organisation name (ORG). Any reference to an organisation, not necessarily the organ-
isation responsible for the CVD programme. This is an entity type commonly included

in NER datasets.

o Asset (ASSET). References to any assets owned by an organisation or other third-party

stakeholder. This includes assets that are both in- and out-of-scope to hackers.

o Vulnerability or attack class (VULN). Specific vulnerabilities or attacks that are men-

tioned within by an organisation in any context.

e Stakeholder (STKHLDR). Any party that could be considered a stakeholder to the organ-
isation, or a stakeholder of a third party. Examples include users, customers, employees,

and contractors.

e Technical reference or acronym (TECH). Any reference to any non-branded technology,
term or related acronym that is not inherently a security vulnerability or attack class.

Examples include TLS, SSL, automated tools, and jailbreaks.

o Product reference or acronym (PRODUCT). References to a specific product or service

produced by an organisation. Examples include iOS, Android, and Windows.

e Currency symbol (SYMBOL). To distinguish currency symbols from other acronyms or
entities of interest, it is necessary to identify any symbols as a separate entity. Due to
the prevalence of Web3-related programmes in the collected data, it is particularly useful
to be able to correctly identify the plethora of cryptocurrency symbols that are present

throughout. For programmes focused on protecting Web3-based assets, it is common
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for them to offer rewards in a specified cryptocurrency, rather than USD equivalent. For
example, payouts may be issued in USDT (Tether stablecoin) or LUNA (the now defunct

Terra stablecoin).

Law or legal term (LAW). Any legal clauses or terms (aside from those relating to intel-
lectual property and proprietary information, see the IP type) that are present in a given
sentence. This includes references to specific laws and regulations (e.g. DMCA, GDPR,
and CFAA), and other legalese (e.g. good faith).

Personal information (PI). References to any information that may be considered per-
sonal or personally identifiable information such as phone numbers, email addresses,
credit card numbers, and physical addresses. Note that this entity does not refer to
the underlying information, but, rather, references to the types of information that are
mentioned in the data. For example, the statement “please refrain from accessing or re-
taining any customer credit card or personal contact information” contains “credit card”

and “personal contact information” as entities of the type PL.
Severity rating (SEVERITY). Any reference to the severity of a vulnerability.

Date (DATE). Dates or time periods mentioned within a sentence. This is an entity type

commonly included in NER datasets.

Geopolitical entity (GPE). The identification of any geopolitical entities is useful for
further analysis into mentions of legal jurisdictions (at either the country or state level),
sanctioned countries, locations of registration, and laws specific to certain countries or
other GPEs (e.g. the European Union). This is an entity type commonly included in
NER datasets.

Promotional event (PROMO). Some organisations will routinely encourage hackers to
search for vulnerabilities in recently launched products or services through the use of
promotional events, and will often include bonuses on payouts for any vulnerabilities
successfully discovered and reported. Furthermore, in an attempt to increase the interest

of hackers in a programme (perhaps after the operators notice a drop in the perceived
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motivation of hackers), some organisations will use limited time events with increased
bounties or special rewards to encourage hackers back. As such, it is of interest to identify

any references to these promotional events.

e Person (PERSON). Organisations may include the names of the operators, or references
to successful hackers (either by name or alias) in the policy document or published

update. This is an entity type commonly included in NER datasets.

e [ntellectual property and proprietary information (IP). References to any terms relat-
ing to intellectual property that exist within a sentence. For example, hackers may
be required to grant irrevocable and unlimited licenses of their work (the vulnerability
reports) to an organisation in order to be eligible for a payout. Although separate to in-
tellectual property law, this type of entity also includes related references to proprietary

information and trade secrets.

5.4 Natural Language Processing for Policies

The NLP models, alongside a collection of more traditional pattern matching models, are
discussed within this section, and provide the basis for the results presented throughout the
remainder of the paper.

Three distinct modelling approaches were used to extract textual information from the
policy documents. As described in Section [5.4.1] a supervised paragraph-level classifier was
used to categorise the structural elements of a document. Two separate approaches were used
in conjunction to extract sentence-level features from each document. As such, Section [5.4.2
describes the use of a deep learning based Named Entity Recognition (NER) system to detect
pre-defined entity types and Section outlines the use of traditional pattern-matching
techniques to detect consistent entities.

A summary of the end-to-end data pipeline used for document processing is presented in
Section and includes a description of the inference and extraction steps necessary to

analyse the CVD policy documents. A discussion of the factors affecting the replicability and
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Category F-1

COMPANY-STATEMENT 74.0
REWARD-EVALUATION 78.6
SCOPE-IN 55.2
VULN-ELIGIBLE 99.7
VULN-INELIGIBLE 60.7
PROHIBITED-ACTIONS 38.3
GUIDELINES-SUBMISSIONS 75.4
SCOPE-OUT 31.6
ENGAGEMENT 50.0
GUIDELINES-DISCLOSURE 98.1
LEGAL 84.6

PARTICIPANT-RESTRICTIONS 40.0
Table 5.5: Results of the multi-label text classification models, per-class averaged F-1 score
across the 5-folds
reproducibility of the study is discussed in Appendix and further details can be found in
the GitHub repository for the study"}

5.4.1 Text classification

In order to classify a given piece of text into the pre-defined categories (as described in Sec-
tion , a multi-label textual classification model was constructed using the spaCyErI NLP
library [213]. A multi-label model is needed to accommodate the possibility of a piece of
text simultaneously belonging to multiple categories. As the annotated corpus is formed of
paragraphs, it is reasonable to expect that a paragraph may contain information pertinent to
one, several, or none of the categories defined by Laszka et al. in their taxonomy of policy
components [145]. For the sake of brevity, the architecture and hyper-parameter search for
the text classification model are not discussed in depth. However, further details are provided
alongside the model in the project repository[r_gl In essence, a standard spaCy pipeline with an
additional ‘textcat_multilabel’ component was used for the model.

For training and testing, 5-fold cross-validation was performed using the annotated data.

An average macro F-1 score of 0.589 was achieved. (The per-class results are shown in Ta-

10 A1l material relating to the study is found at: https://github.com/walshe96/cvd-policy-documents
"https://spacy.io
12https://github.com/walshe96/cvd-policy-documents
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ble ) At present, a considerable class imbalance exists within the data that may impact
the performance of classifiers trained over the dataset. Future work may help to address this
imbalance and alleviating the poor performance seen within some classes through the anno-
tation of additional ‘hard’ positive examples in under-represented categories or through more
extensive modifications to the model architecture [I50].

For a given passage of text, the output of the model is in the form

A~

Y = [glng)"'vgN]T (51)
such that

giel0,1] Vie{l,...,N}

~

Here, Y is the output vector containing elements ;, corresponding to the estimated probability
that the input belongs to the i class for each of the N classes. Note that the individual class

probabilities are not normalised across all classes, and, as such,

> g €[0,N] (5.2)
N

5.4.2 Named Entity Recognition (NER)

An NER model was trained on the annotated sentences to detect the entity types described
in Section m Unlike traditional pattern matching techniques (e.g. through the use of
gazetteers or hand-crafted features [176, [I75]), the NER models employed can leverage large
pre-trained transformer [250] (see BERT [62] and RoBERTa [154]) and non-transformer (CNN
and LSTMs [268]) deep learning based NLP architectures to identify entities within sequences
of word, wordpiece, or character-level embeddings [36]. The use of contextual embeddings [167]
further benefits the NER models [149], improving upon their ability to generalise and detect
out-of-sample entities when compared to traditional techniques [132]. As with the classification

model outlined in Section[5.4.1] the spaCy NLP library is also used to construct the NER model.
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Type F-1

ORG 85.7
ASSET 78.7
VULN 75.1
STKHLDR  80.5
TECH 74.1

PRODUCT 67.5
SYMBOL 81.3

LAW 78.2
PI 76.8
SEVERITY 86.2
DATE 78.9
GPE 72.8

PROMO 55.7
PERSON 23.2
1P 74.5

Table 5.6: Exact-match results of the NER model, per-type averaged F-1 score across the
5-folds

As before, the architectural details of the NER model are omitted for the paper, however further
details are provided alongside the model in the project repository@ In essence, a standard
spaCy pipeline with an additional ‘NER’ component was used for the model.

For training and testing, 5-fold cross-validation was performed using the annotated data.
The per-type results are shown in Table As is typical in NER tasks, there is a dearth of
entities in comparison to negative samples (tokens that do not belong to any of the pre-defined
types) in the dataset. Little can be done to resolve the resulting imbalance between entities
and non-entities that exists within the data. However, selective annotation may be used to help
address the imbalance that exists between entity types by selecting ‘hard’ samples containing

low-count entities for further human annotation.

5.4.3 Pattern recognition

For entities that are consistent in their format, the use of regular expressions for pattern
recognition is preferred due to the time saved in comparison to developing supervised models
and annotating data. In the datasets collected for this study, there are a number of entities

recognised using regex. These are listed below.

"3https://github.com/walshe96/cvd-policy-documents
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Email addresses. Occasionally, organisations will provide an email address by which
hackers are able to disclose the details of a vulnerability, or to be used as a line of

communication between hackers and the operators.

URLs. Any domain prepended with http, ftp, https and www is identified as part of the

URL extraction process.

Domains. Any remaining domain-like objects after URL extraction are detected using a

further domain regex pattern that relaxes the conditions on the prepended information.

IPv4 addresses. Organisations may specify IP addresses within their policy documents or
scope tables. Due to time constraints, only an IPv4 regex was implemented. (However,

it was found that the number of IPv6 addresses in the data was small.)

Bounty values and ranges. Organisations will common publish bounty values, or a range
of values, that may be paid out after the successful submission of a vulnerability report.
For a range of currencies (US dollar, British pound, Euro, and Yen), these values and

ranges are identified.

Markdown tables rows. For organisations that publish documents in markdown format,
data may be contained within markdown tables. As the first stage of table information

extraction, each row and the corresponding data is identified.

Markdown tables. Groups of continuous markdown table rows are identified as part of

the second stage of the markdown table extraction.

5.4.4 Document Pipeline

The overall document processing pipeline is displayed in Figure and can be applied to all

of the collected datasets, including data in markdown and unidiff formats. The process is as

follows.

1. Cleaning. Basic cleaning is applied to the input text, including the removal and separate

storage of any unidiff marks, and removal of undesirable unicode characters.
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Figure 5.1: Data-processing pipeline applied to documents

. Paragraph splitting. Documents are split over double newline characters and stored as

a list of paragraphs to be individually processed.

. Classifier. Each paragraph is classified using the model outlined in Section [5.4.1] and the

output vector stored in the document knowledge base.

. Sentence splitter. Each paragraph is further decomposed into sentences using the NLTK

sentence tokenizer.

. NER. The entity recognition model outlined in Section is used to identify and

extract 15 entity types before storage in the document knowledge base.

. Pattern recognition. The regular expression based pattern recognition techniques intro-
duced in Section [5.4.3] are used to identify and extract a further seven types of entities

before storage in the document knowledge base.

. Document knowledge base. Information derived and extracted from an input document
is stored in a knowledge base. This centralised repository created for each document is

used throughout the analysis.
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5.5 Formal constraints

As discussed in Section institutions, as defined by North [177], are composed of formal and
informal constraints. Pursuant to the first research question, we explore the current usage of
formal constraints in CVD policy. As discussed by Hodgson [I17], in order to avoid imprecision,
we restrict our definition of formal constraints to government-defined legal constraints [260].
The methodology outlined in Section [5.4.2] allows for the identification of formal constraints
using the LAW and IP entity tags that may be assigned to sentences as part of the NER
model. Furthermore, from paragraphs classified as containing legal clauses, analysis of the

formal constraints promulgated is performed.

5.5.1 Exploring the formal constraints
A consideration of the sources of constraints

A hacker can be subject to a litany of legal obligations, arising from a number of unilateral
contracts, en route to participating in an organisation’s CVD programme. For the hacker, they
must not only be aware of the rights and obligations outlined in each contract, but they must
also understand the order of precedence in the event of conflict. For example, from Bugcrowd
we have: “in the event of a conflict within the Legal Terms, the order of precedence shall be,
in order of highest priority to lowest priority: any Bounty Brief, the Researcher Terms and
Conditions, these Terms of Service, the Privacy Policy and then any other terms that comprise
the Legal Terms”[ﬂ When utilising a bug bounty programme hosted on a platform, hackers

may be legally bound to, or affected by any of the following contracts:

e Platform General Terms and Conditions. Applicable to any individual that makes use

of a platform’s websiteq!’]

e Platform User Terms and Conditions. Applicable to hackers that create, and make use

of, a user account on a given platform[ "}

“¥rom https://www.bugcrowd. com/terms-and-conditions/
15For an example, see https://www.hackerone.com/terms/general
For an example, see https://www.hackerone.com/terms/finder
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e Platform Customer Terms and Conditions. Hackers may be affected by the contracts
between the platform and a hosted organisation. For instance, on Bugcrowd, in the
event of conflict, the Customer Terms and Conditions may supersede any ‘Terms of Use’
agreements from organisations that the hacker may be required to accept on the route

to accessing the target systemﬂ

e Programme CVD policy. Dependent on the content of the policy, the programme policy

may also act as a legally binding document between the hacker and an organisation.

e Organisation Terms of Use / Service or EULAs. Access to, or use of, the target organi-
sation’s assets (including websites, source code, software / hardware products, etc.) may

also involve the hacker being in agreement to additional binding documents.

e Non-Disclosure Agreements (NDAs). Upon the invitation to a private BBP, or after the
disclosure of a vulnerability report to an organisations, a hacker may be asked to sign an

NDA.

While each of the aforementioned contracts may contain terms that contribute to the formal
constraints imposed upon a hacker, for the purpose of the work presented in this chapter we
only consider those that arise from the policy documents. However, the number of contracts
involved serves as an indication as to the complexity of the legal situation that a hacker must

navigate.

Generic constraints

Table[5.7]provides a breakdown of the inclusion of formal constraints by type of hosting method.
As noted by Elazari in a 2018 presentation [69], organisations will frequently make vague or
generic references to the laws with which hackers must comply. It was found that there are
691 (non-unique) phrases associated with a generic reference to formal constraints mentioned
within the policy documents across all organisations, with the most common being: “applicable
laws” (212), “State laws” (122), “applicable Federal, State, and local laws” (27), “local laws”

(19), and “laws or regulations of any country” (8).

Y"From https://www.bugcrowd. com/termsandconditions/
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Any Generic Specific

# % # % # %
Platform 351 28.2% 268 21.6% 243 19.6%
Stand-alone 57  10.3% 57 10.3% 6 1.2%
Bugcrowd 158 70.5% 146 65.2% 140 62.5%
HackerOne 117 222% 103 19.6% 37 7.0%
Immunefi 40  143% 7 25% 34 121%
YesWeHack 29  96.7% 7 23.3% 29  96.7%
Intigriti 9 6.6% 3 4.0% 3 4.0%
2
2

HackenProof 2 3.8% 3.8% 0 0%
RedStorm 2 33.3% 33.3% 0 0%

Table 5.7: Number of programmes that contain either generic or specific formal constraints

For stand-alone programmes, it was observed that there exists a tendency to make generic
references to formal constraints. Of those specifying any formal constraints, 57 (100%) included
some generic references, while only 6 (8.8%) included specific constraints. Across all pro-
grammes on platforms, of those that include formal constraints, 268 (74.7%) included generic
references and 243 (67.7%) included specific references. Further differences in the proclivity
to include formal constraints are explored in Section Significant differences exist between
the platforms, particularly between the largest non-Web3.0 specific platforms (HackerOne and
Bugcrowd). While the specification of generic constraints varies considerably, it is found that

they are included on a majority of all Bugcrowd programmes.

Specific constraints

Table also shows a breakdown of the usage of specific formal constraints used by organisa-
tions. The Computer Fraud and Abuse Act of 1986 (CFAA) [239] and the Digital Millennium
Copyright Act of 1998 (DMCA) [241] are the two most common specific constraints mentioned
within CVD programme policy documents, with 279 and 274 respective mentions. Know
Your Customer (KYC) laws are mentioned 78 times within the documents. There are 16
references to EU regulation 2016/679, otherwise known as the General Data Protection Reg-
ulation (GDPR) [231]. There are also references to several laws specific to California: Section
502(c) of the California Penal Code [226] 59] (4), the California Consumer Privacy Act of
2018 (CCPA) [186, 147] (3), and the California Privacy Rights Act of 2020 (CPRA) [92] (1).
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Specific to the UK, the Computer Misuse Act 1990 [187] is mentioned once. Despite the global
nature of CVD programmes, it is perhaps surprising to see references to specific laws and
regulations predominantly confined to the US and Europe. However, this may stem from the
English language bias of the policies analysed (a further discussion of limitations is presented
in Section [5.8]).

As noted in Section there exists significant differences in the inclusion of specific
constraints between stand-alone programmes and those hosted on a bug bounty platform, with
very few stand-alone programmes (1.2%) including references to specific formal constraints.
The French platform YesWeHack is found to have the greatest proportion of programmes

(96.7%) that include specific formal constraints.

5.5.2 Analysis

It is clear from the results that hackers are presented with, and are subject to, a wealth of
applicable legal agreements and language. As discussed by Elazari [69], the inclusion of generic
formal constraints (e.g. “you must comply with all relevant local, state, national or interna-
tional laws”) places a considerable burden on the hacker to understand, across a number of
jurisdictions, the laws and regulations that they must navigate during the process of vulnera-
bility discovery and disclosure. Furthermore, unresolved conflicts may exist within the myriad
applicable contracts, potentially exposing hackers to civil or criminal liabilities [69].

The advent of cloud computing, and continued employment of the technology for the storage
of personal data [6l [108], may also add further complexity to the process of lawful vulnerability
research. Hackers may have difficulty identifying applicable laws if the locations of data centres
are not made obvious [4§]. Irrespective of the location of the hackers, organisations should
endeavour to clearly communicate the applicable jurisdictions to those wishing to participate
in a programme.

An earlier study by the National Telecommunications and Information Administration
(NTIA) found that the threat of legal action impacted the disclosure decisions of 60% of
surveyed hackers [237]. It is, perhaps, necessary to further simplify and standardise the legal

language used within CVD policy documents in order to clarify the legal position afforded to
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hackers conducting legitimate, ‘good faith’ security research.

When considering the specific constraints referenced in policy documents, the CFAA and
DMCA are most prevalent, indicating the relevance of US Federal and copyright laws to hackers
across the world, and highlights the importance of providing authorisation to hackers under
both acts in Safe Harbor clauses [72]. Previous research has highlighted the fear amongst
hackers at the legal risk brought about by the CFAA and DMCA when conducting security
research [227]. Zhao et al. [272] encourage a change in regulatory policies (such as the DMCA)
to help protect those conducting legitimate security research.

As noted in Section [5.5.1] aside from the individual programme policies published by pro-
gramme operators, the users of bug bounty platforms (both the customer organisations and
the hackers) will be subject to the particular policies set forth by the platform operator. De-
pending on the nature of the services provided by the platform, these may supersede those of
the programme. For example, the payments for bounties awarded by programme operators on
the HackerOne platform are facilitated by HackerOneEl As a US company, they are unable to
provide payments to any sanctioned individuals, or individuals normally resident in a country
under US sanction (see Section and Section . In the case of issuing payments, the
participant restrictions of the payment facilitator (e.g. HackerOne) will have precedent over
individual programme policies, unless an organisation chooses to bypass the platform and is-
sue payments by other means. This may cause an absence of payment restriction clauses for
programmes hosted on US-based platforms. This is perhaps reinforced by the views of an op-
erator expressed in Section [2.7.2] who noted the ease that comes with the integrated payment
systems on a platform as the burden of regulator compliance (in the context of payments) is
shifted away from the programme operator.

Certain platform policies may also exist alongside those published by the programme oper-
ator. Both HackerOne and Bugcrowd publish hacker ‘codes of conductﬁ that outline accept-
able behaviour when participating in programmes and communicating with other parties on

the platform. Failure to comply with the code may result in punishment, yet the severity of the

8Policy found at: https://www.hackerone.com/disclosure-guidelines
9For an example, see: https://www.hackerone.com/policies/code-of-conduct
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platform punishments in many cases appears incongruous with the potential legal ramifications
following investigation by the programme operator. For example, it may take four violations of
‘service degradation / unsafe testing’ on HackerOne before an account is permanently banned.
Hackers should be aware of the policies that exist on bug bounty platforms, and future research
should endeavour to consider the interplay between platform and programme policies.

When considering the specification of formal constraints, there is a clear disparity between
platform-based and stand-alone programmes (see Table , with platform-based programmes
more likely to include generic and specific references to formal constraints. As reported in
Chapter [2] the operators of bug bounty programmes note that the operation of a programme
on a platform often represents a more mature security activity than that of many stand-
alone programmes. The relative immaturity of many stand-alone programmes in comparison
to platform-based programmes may explain, in part, the lack of attention placed on including
constraints in a programme’s policy. However, this does not explain the large variation between

platforms.

5.6 Informal constraints

5.6.1 Exploring the informal constraints

Before discussing the variation in the institutional elements that organisations include within
CVD programme policies, it is useful to briefly describe the characteristics of the policy doc-
uments in the context of the results presented by Laszka et al. [145].

Shown in Figure [5.2] is a comparison of the lengths of policies collected from bug bounty
platforms to stand-alone programmes. From the policies collected, it is clear that those from
platforms (average of 1,165 words) are typically far longer than those from stand-alone pro-
grammes (average of 370 words). In the analysis of HackerOne programmes by Laszka et
al. [I45], the authors found an average length of 481 words, a minimum of 72 words, and
a maximum of 1,744 words. In comparison, focusing on only HackerOne programmes, it is
found that the average length is 964 words, a minimum of 6 words (from the now defunct

MixMax programme: “See policy and bounties at [URL]”, included URL redacted using the
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Distribution of policy document length
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Figure 5.2: Length of programme policies, in words, for programmes hosted on a platform or
those that are stand-alone. The dashed lines represent the median values of 1019 words and
234 words, respectively. The averages are 1165 words and 370 words, respectively.

data pipeline), and a maximum of 4,442 words.

To continue the comparison with the work by Laszka et al. [145], Figure shows the
distribution of Flesch reading ease scores [80), [I33] by policy length. The Flesch reading ease
score is a popular heuristic that represents the readability of a passage of text using a 0-100
scale: a score closer to 100 indicates a simpler passage of text; a score below 30 represents a
difficulty appropriate for an individual with a university degree [80]. The average score for the
policy documents is 35.32, which is lower than the average score of 39.6 reported in Laszka
et al. [I45]. Furthermore, 550 policies (approximately a third) have a score lower than 30,

indicating a slight increase in the proportion of policies (up from 23.4% [145]) that can be
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Readability of programme policies
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Figure 5.3: Readability scores of all programme policies, as determined by the Flesch reading
ease formula [80] 133], plotted against policy length. The dashed line represents the median
readability value of 35.75 (average of 35.32).

considered somewhat difficult to read.

In order to quantify the variation in the informal constraints communicated to hackers,
we consider the output of the multi-label classification model (as described in Section
as a measure of the presence of constraints (both informal and formal) that are contained
within a given paragraph. Table shows a count of the dominant labels (those of the highest
likelihood) assigned to the paragraphs of all policy documents. A measure of the variance of
the constraints contained within the paragraphs is calculated by dimensionally reducing the
12-dimensional output vector for all paragraphs to a 1-dimensional space using a combination
of Principle Component Analysis (PCA) [I] and t-SNE [249]. The variance is then computed

amongst all points within a given category as dictated by the dominant labels. The lower the
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All Platform Stand-alone

Dominant label # Var # Var # Var
COMPANY-STATEMENT 7368 1470.7 5742 1455.1 1626 1526.2
REWARD-EVALUATION 3225 2602.8 2829 2526.6 396 2523.6
SCOPE-IN 2454 1202.2 2310 1241.1 144 4884
VULN-ELIGIBLE 1372 1061.7 1278 1052.8 94 1126.0
VULN-INELIGIBLE 1335 1348.3 1164 1351.0 171  1326.8
GUIDELINES-SUBMISSIONS 1143 14375 751  1506.2 392  988.1
SCOPE-OUT 987 1034.4 940 1053.9 47 651.1
PROHIBITED-ACTIONS 937 1714.3 741 1730.0 196  1644.7
ENGAGEMENT 799 4403 728  442.1 71 405.7
GUIDELINES-DISCLOSURE 421 8255 323 888.77 98 608.5
LEGAL 368  98.2 310  88.0 58 155.1

PARTICIPANT-RESTRICTIONS 105 419.7 89 415.1 16 364.0

Table 5.8: Counts of the dominant label assigned to all policy paragraphs using the multi-label
classifier and the variance of the dimensionally reduced (using t-SNE) content vectors. A lower
variance for a given label indicates that policy paragraphs in that category are less likely to
contain information pertaining to other labels, thus are more focused.

variance for a given category, the more similar that paragraphs (of the given category) are
across all policy documents and the less likely the paragraphs are to communicate a variety of
different types of constraint.

In order to provide hackers with clear and standardised policy documents, it is optimal to
decrease the variance of the institutional elements communicated throughout. It was found that
informal constraints communicated through REWARD-EVALUATION and PROHIBITED-
ACTIONS have the most variance of all label categories. It was also found that the formal
constraints communicated through LEGAL paragraphs show the least variance in the corpus,
thus indicating that LEGAL paragraphs (as defined in Section and by Laszka et al. [145])
are somewhat standardised and are less likely to contain a mixture of constraints.

Table also allows for comparisons between the institutional elements found in the policies
of stand-alone and platform-based programmes. Most notable is the difference in variation in
the paragraphs concerning the communication of scope (SCOPE-IN and SCOPE-OUT) and
submission guidelines (GUIDELINES-SUBMISSIONS). In the three categories, stand-alone
programmes exhibit less variation, suggesting greater similarity across paragraphs. This may

suggest that stand-alone programmes have less complex scope specifications and guidelines,
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Figure 5.4: Relationship between the dominant class label from the multi-label text classifica-
tion and top assigned class labels for a given policy paragraph, for all programmes. Colours
are expressed using the log of the counts.

and are therefore somewhat standardised in comparison to platforms based programmes.
Figure 5.4 shows the co-occurrence of all labels with the dominant label for all paragraphs
from the output of the classification model. For example, of the 1,335 paragraphs that primarily
convey information about the vulnerabilities that are ineligible (VULN-INELIGIBLE as the
dominant label), there are 689 that also communicate out-of-scope assets or domains (SCOPE-
OUT as a non-dominant label). Shown in Figure and Figure is the label co-occurrence
for platform-based and stand-alone programme, respectively. In order to aid comparison,
the relationship between dominant labels and corresponding most common second labels is
displayed in Table Although there are many similarities between the the two types of
programme, the prevalence of COMPANY-STATEMENT as a second label for stand-alone
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tion and top assigned class labels for a given policy paragraph, for programmes hosted on a
platform. Colours are expressed using the log of the counts.

programmes may suggest more generic policies.

5.6.2 Analysis

A study of information security policies of the top 200 US universities (of which 54% had a
publicly accessible policy) by Weidman and Grossklags [259] considered, among other factors,
the readability and length of policy documents. Interestingly, they find that the readability of
information security policies is far less than the policies found in CVD programmes (average
Flesch Reading Ease score of 12.54 versus an average of 35.3). They note that a score of 0-30
is suitable for university graduates, and therefore may be difficult to parse for the individuals

at a university without a degree. A score of 30-50 is suitable for university students (non-
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graduates). However, as noted by Akgul et al. [7], many hackers have not reached this level
of educational attainment. Furthermore, many hackers do not have English as a first lan-
guage [99], perhaps adding to the difficulty of understanding the information contained within
CVD policies. The commonality in relative readability (given the target audience), or lack
thereof, of university information security policies and CVD programme policies suggests that
the communication of technical policies may be ill suited for the audience.

Analysing the institutional elements reveals that certain informal constraints have signifi-
cant variation between programmes. While this may be expected of scope definitions, company
statements and specific access instructions (e.g. those in the ENGAGEMENT category) — all

of which will vary due to the peculiarities of a particular programme and operating organisation
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Platform Stand-alone

Dominant label Second label %  Second label %

VULN-INELIGIBLE SCOPE-OUT 51.5 SCOPE-OUT 52.0
COMPANY-STATEMENT REWARD-EVALUATION 32.5 REWARD-EVALUATION 26.3
SCOPE-IN COMPANY-STATEMENT 31.1 COMPANY-STATEMENT 38.9
LEGAL COMPANY-STATEMENT 26.8 COMPANY-STATEMENT 41.4
ENGAGEMENT COMPANY-STATEMENT 39.6 GUIDELINES-SUBMISSIONS 43.7
PARTICIPANT-RESTRICTIONS COMPANY-STATEMENT 48.3 COMPANY-STATEMENT 50.0
REWARD-EVALUATION SCOPE-IN 28.7 COMPANY-STATEMENT 47.5
PROHIBITED-ACTIONS VULN-INELIGIBLE 47.2 VULN-INELIGIBLE 46.9
GUIDELINES-SUBMISSIONS REWARD-EVALUATION 49.3 COMPANY-STATEMENT 54.3
SCOPE-OUT SCOPE-IN 52.9 VULN-INELIGIBLE 68.1
GUIDELINES-DISCLOSURE COMPANY-STATEMENT 48.0 COMPANY-STATEMENT 54.1
VULN-ELIGIBLE SCOPE-IN 34.8 REWARD-EVALUATION 44.7

Table 5.9: Relationship between the dominant institutional elements and the second most
prevalent element within each paragraph.

— a lack of commonality in the requirements for rewards, instructions for report submission
and methods by which reports are assessed may lead to hackers missing the nuances of a

particular programme.

5.7 Institutional analysis

5.7.1 An institutional analysis of policies

The results in Table show the proportion of policy documents that contain each of the
institutional elements of interest. Almost all organisations (98.7%) include general informa-
tion about their security posture or CVD programme (COMPANY-STATEMENT) within the
programme policy document. A majority of organisations will include information about the
assets that are considered to be in-scope (74.2%) and out-of-scope (65.8%); however, this does
not account for organisations that decide to provide scope details in a separate scope table.
As noted in Section [2.7.3] controlling the scope of a programme is recommended by operators
as a countermeasure to high volumes of low-quality reports. Perhaps of the greatest concern,
a minority of organisations provide details of legal considerations (38.6%) and participant
restrictions (31.7%) within the policy, requiring hackers to search elsewhere for information

pertaining to such details (or otherwise remain in the dark).
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All Platform  Stand-alone

Institutional element # % # % # %

COMPANY-STATEMENT 1724 98.7 1139 99.2 585 97.7
REWARD-EVALUATION 1447 82.8 1041 90.7 406 69.5
GUIDELINES-SUBMISSIONS 1335 76.4 918 80.0 417 67.8
VULN-INELIGIBLE 1314 75.2 1008 &87.8 306 51.1
SCOPE-IN 1297 742 996 86.8 301 50.3
SCOPE-OUT 1150 65.8 918 80.0 232 38.7
PROHIBITED-ACTIONS 1120 64.1 858 74.7 262 43.7
VULN-ELIGIBLE 1102 63.1 874 76.1 228 38.1
GUIDELINES-DISCLOSURE 991 56.7 698 60.8 293 48.9
ENGAGEMENT 965 55.2 709 61.8 256 42.7
LEGAL 675 38.6 538 469 137 22.9

PARTICIPANT-RESTRICTIONS 554  31.7 477 416 77 12.9

Table 5.10: Proportion of policy documents that contain at least one example of a given
institutional element as defined by the classification labels.

Across all institutional elements, a higher proportion of platform-based programmes con-
tained a given element in comparison to stand-alone programmes, thus further demonstrating
the disparities between the two in the context of the information contained within policy
documents. Perhaps of particular concern are the differences between the proportion of pro-
grammes that include information on in-scope assets (86.8% versus 50.3%), out-of-scope assets
(80.0% versus 38.7%), and prohibited actions (74.7% versus 43.7%). Ambiguity can arise with-
out clearly-defined boundaries, and may lead to hackers accidentally performing undesirable

actions (see Section [2.5).

5.7.2 Analysis

The inclusion of specific institutional elements varies considerably between programmes; the
difference is particularly evident between stand-alone programmes and those hosted on a bug
bounty platform (see Table . Although policy documents are used to help hackers under-
stand the constraints that govern their actions, many organisations fail to explicitly define the
gamut of formal and informal constraints with which they wish hackers to comply. The lack of
information available to hackers, or lack of clarity within the information provided, may result
in the submission of sub-optimal vulnerability reports, exacerbating the issue of low-quality

reports facing many organisations [9].
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Furthermore, when considered a legally binding contract, the absence of certain informa-
tion, or ambiguity of important information, may introduce additional risks and liabilities for
organisations and hackers alike [208]. For instance, the absence of sufficient Safe Harbor clauses
weakens the enforceability of the contract [79], while also exposing hackers to risks due to a lack
of authorisation. Operators in Section [2.7.3| noted the importance for an organisation to have
the backing of an in-house legal team prior to setting up a programme. Given the significance
of the information contained within a policy document, it may be advantageous for the CVD
programme operations team to work closely with in-house counsel when developing or refining
policies. However, unless there exists the required legal background, it may be prudent for an
organisation to seek external advice.

Throughout the results presented in this chapter, a common theme is that of a lack of
information communicated via the policies of stand-alone programmes in comparison to those
belonging to programmes hosted on bug bounty platforms. Previous qualitative work has
focused on exploring the challenges faced by the operators of both programme types, revealing
significant differences in operating characteristics. Through the use of surveys and interviews,
Al-Banna et al. [9], and the results of Chapter [2] reveal that organisations may choose to make
use of a bug bounty platform, such as HackerOne, where there is not the required in-house
knowledge to set up and run a CVD programme. Instead, individuals from the platform assist
the organisation in setting scopes, setting bounties, creating policies, managing the triage of
incoming reports, and will use similar organisations or existing norms as a point of reference.
Having the assistance of the platform operators may explain, in part, the significant differences
between platform-based and stand-alone programmes, as organisations on a platform have
guidance far more readily available. It may also account for the lower variance exhibited across
certain institutional elements, as certain types of information may be more homogeneous across
the same bug bounty platform.

Furthermore, it is reported by some programme operators that the increased visibility that
comes with a platform can lead to unmanageable volumes of incoming reports (see Section
many of which are of low or no value [272]. As suggested by operators in Section the em-

ployment of more complete and robust policies can help ease the burden on the operators, and
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may explain the higher prevalence of information pertaining to out-of-scope assets, prohibited

actions, and ineligible vulnerabilities in the policies of platform-based programmes.

5.8 Summary of findings

Motivated by the question What information do organisations convey to hackers through public
CVD policy documents?, we have described the use of deep-learning models to assist in the
understanding of CVD programme policy documents in the context of institutional economic
theory. In comparison to the earlier work by Laszka et al. [145], analysis in this chapter goes
beyond the study of 111 policies from programmes on HackerOne, and presents insights gained
from a larger and more diverse dataset of 4,633 policies across 13 bug bounty platforms and
from stand-alone programmes. The results help to provide a more comprehensive and nuanced
understanding of the variation that exists between programmes and platform alike, and reveals
significant variability in policy content and gaps in information where it may be most needed.
It is hoped that a better understanding of the institutional elements that commonly form policy
documents will enable organisations to better convey the required, or desired, information to
hackers that wish to safely participate in the search for vulnerabilities in an organisations
assets. A summary of the findings to the subsidiary research questions presented in Section [5.2

are as follows:

1. Within CVD policy documents, hackers are exposed to a litany of generic (e.g. ‘applicable
laws’) and specific (e.g. ‘DMCA’) references to legal constraints by which they must
abide. Understanding the applicable laws and regulations places a considerable burden
upon hackers, which could be alleviated by further simplification and standardisation of

the legal language used throughout policy documents.

2. Considerable variation exists across programmes within the requirements for rewards,
instructions for report submission, and the methods by which reports are assessed. It
may be prudent for organisations to emphasise any deviations from, or choose to align
with, standard practices within these areas to avoid potential misunderstandings with

hackers. Comprehensive policies have previously been linked with greater programme
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success [145].

3. Organisations, particularly those operating on a bug bounty platform, typically include
information on a programme’s scope, rewards, and submission guidelines. However, a
majority of programmes fail to include pertinent legal information, potentially introduc-
ing hackers to additional risks and liabilities [208]. Furthermore, there is often a lack of

specificity as to the restrictions on participants due to their background.

There are a number of limitations to the work presented in this chapter. First, although
a wide sample of programme policies were sought for analysis — drawn from stand-alone
programmes and those appearing on a wide range of bug bounty platforms — the coverage is
incomplete. This will be particularly problematic in the case of stand-alone programmes —
for which only 555 policies could be obtained. As such, the results may not be reflective of the
wider body of programme policies.

Second, the quality of the annotated data may be limited by the annotator’s understanding
of the underlying data and their attentiveness to the presence of entities or ability to determine
the most appropriate categorical label for a passage of text. It should be recognised that the
performance of models trained over data that is incorrectly annotated, or contains incorrect
samples, may be degraded [266].

Third, as the analysis is reliant on the performance of the NER and text multi-classification
deep-learning models, poor model performance may lead to incomplete or incorrect conclusions
being drawn. As shown in Table and Table the results for both the classification and
NER models exhibit significant variability between classes and entities types. Certain types,
such as SCOPE-OUT (classification) and PERSON (NER), perform particularly poorly. This
is, in part, due to the low number of annotations and the inability of the models to generalise
fully across all types. Future research making use of the models should consider the limitations
of their performance, and perhaps attempt to improve performance through the annotation of
additional samples or architectural refinement (e.g. using a pre-trained transformer).

In the next chapter we conclude the dissertation by affirming the key contributions and

findings of the work presented throughout each chapter. Also discussed are the assumptions
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that have been relied upon, and the associated limitations that affect the wider applicability

of the research outcomes.
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Chapter 6

Conclusion

Over the previous four chapters, various aspects concerning the operation of CVD programmes
have been explored with the ambition to address the overarching research question presented
in Chapter How can bug bounty programmes support data-driven software development
lifecycles? Within this chapter, the findings and contributions to each chapter are summarised
in Section The underlying research assumptions, and a discussion of the wider applicability
of the findings are presented in Section The results presented in each chapter raise further
questions that may be suitable for further investigation by the wider research community, and

these are outlined in Section Finally, concluding remarks are made in Section

6.1 Contributions and findings

6.1.1 Survey of the current state of bug bounty and responsible disclosure

programimes

Chapter 2] presented insights into the underlying organisational perspectives on the operation
of crowdsourced vulnerability discovery programmes, with a particular emphasis on under-
standing the decisions made by programme operators. Through the use of qualitative surveys

and interviews, three key insights are found:

1. In the years since the study by Al-Banna et al. [9], seemingly little has changed in the eyes

of programme operators. Of particular note is the continued high-volume stream of low
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quality reports faced by organisations, burdening their security teams and diminishing

the benefits of the CVD programme.

2. Certain organisations, such as Verizon Media, appear ahead of most when it comes to in-
tegrating the results of their CVD programme to institute data-driven change throughout
the SDLC. The apparent shallowness of most approaches perhaps suggests a disconnect
between CVD programmes and wider organisational security strategies, as organisations
predominantly use programmes as a reactive post-deployment measure without greater

consideration of the results.

3. For organisations, the key contribution of the chapter is the set of recommendations
put forward to aid in the creation of a programme, and to help address common issues
that may be faced during operation. It is hoped that these will enable organisations to
successfully operate a CVD programme in a cost-effective manner. These are detailed in

full in Section

6.1.2 Quantification of the costs and benefits to operating a bug bounty

programme

Motivated by earlier attempts to quantify the costs and benefits that come with the operation
of a bug bounty programme, Chapter |3| provides an updated empirical analysis, focusing on
programmes hosted on two major bug bounty platforms. Analysis of the empirical data yields

the following findings:

1. The average cost of running a bug bounty programme, when considering the bounty
payouts awarded to hackers, is comparable to the cost of hiring two additional software
engineers. Although a fairly abstract measure, it is hoped that organisations can use
these figures to weigh-up the benefits of both investments to determine, along with other

factors, the feasibility of programme operation.

2. The diverse technical backgrounds of hackers enables them to identify vulnerabilities

across a broad range of asset classes, and disclose reports across all severity levels.
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3. Although the launch of a programme may be followed by a period of significant activity
by hackers, most organisations see the volume of reports decline to a more constant level

as the ‘low-hanging’ vulnerabilities are found.

4. The wider incentives that come with continued participation on a bug bounty platform
(e.g., invitation to private programmes) may benefit programmes that are unable, or

unwilling, to offer significant bounty payouts in exchange for vulnerability information.

6.1.3 Development of models to aid understanding of platform dynamics

Chapter [4] presents the results stemming from novel models focused on capturing the behaviour
of hackers on a bug bounty platform, and gives understanding to the dynamics of a particular

platform. In doing so, three insights are provided:

1. In contrary to the advertised number of hackers said to be based on a bug bounty
platform, it is found that only a small proportion have ever been successful in the search
for vulnerabilities. Furthermore, many of the previously successful hackers are no longer
active on a given platform, raising questions about the efficacy of the incentives offered
by platforms and programmes. On Bugcrowd, approximately 30% of hackers are thought

to be inactive.

2. Following an analysis of the archetypal behaviours exhibited by hackers, many are shown
to submit one or more vulnerability reports in a short interval before no longer partici-
pating on the platform. The prevalence of this behaviour is undesirable for organisations
that value repeat interaction with hackers, and may indicate systemic issues that dissuade

continued efforts.

3. As indicated by the previous points, long-term participation is currently not viable for
a significant proportion of hackers, with at least 50% of formerly active and successful

accounts (with an age greater than 2 years) being deemed inactive.
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6.1.4 Development of models to aid understanding of programme policies

Unlike prior studies of CVD programme policies, Chapter [5] presents the analysis of a far wider
range of programmes, considering both stand-alone programmes and those hosted on 13 bug
bounty platforms. Understanding the information conveyed through policy documents is vital
for the hacker to safely and successfully participate in an organisation’s programme. With this

in mind, the following insights are presented:

1. Across policy documents, the necessity to understand the multitude of specific and generic
references to legal constraints places considerable burden upon a hacker. A lack of clarity
as to the applicable laws and regulations that a hacker is subject to may contribute to

the uneasiness reported by many.

2. Organisations should endeavour to address the lack of standardisation that exists across
policies, or emphasise components that deviate from the expected norms. In doing so, it is
hoped that potential misunderstandings with hackers can be avoided that may otherwise

arise from the nuances of a particular programme not being understood.

3. The key contributions of the chapter are the models that allow for the analysis of policy
documents. It is hoped that organisations are able to make use of the models and research
findings to not only understand their own policies in greater depth, but also the policies
of their peers. Performing the analysis on the documents collected as part of the work
presented in the chapter reveals a disturbing lack of legal information in a majority of

policies.

6.2 Assumptions and limitations

The assumptions that underpin the results presented in each chapter may impose limitations
as to their wider applicability.

Starting with Chapter [2 it is assumed that the sample of organisations is representative
of the wider population of organisations operating CVD programmes. However, as noted in

Section there may exist a bias towards organisations based in the US, UK, and Canada.
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Particularly for organisations based in non-English speaking countries, the operating environ-
ment may impose additional difficulties not faced by the sampled population. For example,
legitimate organisations operating from US-sanctioned countries will be unable to make use
of US-based bug bounty platforms, ruling out any benefits provided by major platforms (i.e.,
HackerOne and Bugcrowd) that may normally be relied upon. A further assumption is that
the results are generalisable to organisations of all sizes and industries. Absent in the qual-
itative study is representation from large organisations. Although these organisations may
have the resources available to invest into a CVD programme, their reputations may draw
attention from a greater number of hackers, thus exacerbating issues concerning high volumes
of reports. As with any qualitative study, cognitive biases may impact the responses provided
by respondents and the interpretation of the results by the author. Further biases may arise
from the type of individual likely to respond to the request for information of this nature. For
example, some employees may be unwilling to risk discussing the details of an organisation’s
CVD programme without seeking the explicit permission from the relevant internal parties.
As such, it is perhaps not surprising that the typical profile of the respondents was that of an
individual in a senior position within the organisations interviewed.

The implicit assumption that exists within Chapter [3| is that organisations are able to
somewhat accurately able to quantify the productivity of software engineers in the context
of security operations. One can also imagine that such a figure would exhibit temporal het-
erogeneity (the engineer may perform better or worse as their tenure increases) and that any
single metric may fail to capture many of the intrinsic qualities desirable in an employee. It is
therefore expected that benefits arising from comparison in the statement ‘the average cost of
operating a programme for a year is now less than the cost of hiring two additional software
engineers’ be evaluated holistically by organisations.

There are several explicit assumptions that affect the applicability of the results. First,
the fees often required to make use of a bug bounty platform are neglected in the analysis of
the running costs. This is, in part, due to the secrecy surrounding the costs associated with
the use of platform features. Furthermore, certain platforms allow organisations to list a VDP

for free, thus bringing some of the benefits of a platform for no additional cost. Second, the
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analysis focuses only on the two largest US-based bug bounty platforms. Unfortunately, a
lack of monetary data for stand-alone programmes and for programmes based on many other
platforms prevents broader results from being presented, perhaps restricting the applicability
of the results. Third, the absence of data representing any private programmes constitutes a
significant barrier to applicability to non-public programmes.

For Chapter {4} the assumption is made that the behaviour of users with private profiles
is similar to that of the public profiles collected in Section There is little to suggest why
hackers would keep their profiles hidden, aside from the obvious desire for increased privacy.
A second assumption is that the results on Bugcrowd will generalise to other platforms. At
present, time-series data corresponding to the reporting activity of hackers is seldom available
on platforms, thus limiting attempts of wider replication. If data were to become transparent,
future research may consider the opportunity to link hacker aliases across platforms, allowing
for a more complete picture of individual platform dynamics and enable the inter-platform
dynamics to be studied.

In Chapter [5] the ambition for the study, and in an effort to aid future researchers, was to
create a repository of programme data sourced from platforms and stand-alone programmes.
There are several limitations to the current approach. First, as noted earlier, on bug bounty
platforms, data cannot be collected from private programmes. Second, although 13 platforms
had public data available, there may be more that were not captured in the data collection
phase. Third, while it is assume that the sample of stand-alone programme policies is repre-
sentative of the population, this may only be true for policies written in English.

At present, there are a number of limitations with the annotation and modelling approaches.
First, using only a single annotator prevents the inter-coder agreement metrics from being
computed, and may lead to biases in the data. Further annotation efforts by the research
community, using the published datasets, may help to resolve this. Second, the NLP models
implemented do not use state-of-the-art architectures (e.g., transformers) due to hardware
constraints. It is expected that the performance of the models could be improved via the use
of a transformer. Owing to the publication of the data, and the use of the spaCy library for all

NLP models, this may be easily verified by members of the research community that possess
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the prerequisite computer hardware.

6.3 Future research directions

Through the research presented in each chapter, several avenues for future research have been
identified. It is hoped that the following suggestions will help further the understanding of
topics surrounding the use of CVD programmes, providing benefit to hackers and organisations

alike.

6.3.1 CVD programme effectiveness: the hacker’s perspective

In Chapter |2 the views of organisations were sought in an attempt to understand the current
state of CVD programme operation from the perspective of the operators. The results comple-
ment the earlier work by Al-Banna et al. [9] in uncovering the problems that plague operators,
and highlight countermeasures that may alleviate pervasive problems.

Comparatively, there has been little work exploring similar themes from the perspective of
the hackers. A study by Votipka et al. [252] explored, amongst several topics, the challenges
faced by hackers when carrying out security research. Hackers reported the added value that
comes with the possibility of open discussion with the operators and developers help resolve
misunderstandings. This perhaps highlights the value of clear policies and the need for open
communication channels.

It is hoped that continued research efforts may bring to light similar recommendations that
can be enacted by organisations to improve upon their interactions with hackers, mutually

benefiting both parties.

6.3.2 Pricing information: models and methods for understanding bounties

While the study of markets for information has long been of interest to researchers [24], the pe-
culiarities of the ad-hoc legitimate bug bounty markets dominated by monopsonies, in contrast
to the less-transparent grey and black markets, bring with it new challenges in determining

the fair market price for vulnerability information.
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Using the data collected for the work in Chapter |3| and Chapter [5[ (bounty information
was collected for the purpose of dataset publication), and building on the wealth of literature
exploring the role of vulnerability markets [60, 181, 11l 164, 12], there is a need to better
understand the pricing of bounties, in relation to the fair market value, in order to further
motivate hackers and dissuade them from turning to less-legitimate markets.

The creation of pricing models helps address the need for information by operators on how
to appropriately price bounties (see Section , and quell the fears of organisations that
believe hackers are turning to alternative markets in the search for competitive compensation

for their efforts.

6.3.3 Exploring the effectiveness of incentivisation

Recent research efforts have proposed methods thought to increase the motivation of hackers
through techniques such as ‘gamification’ [183]. However, little has been done to test the
effectiveness of the incentivisation techniques in the context of CVD programmes. From the
results of Chapter [ it is clear that a lack of motivation is prevalent amongst the hacker
community, and as described in Section [2.5]it is an issue faced by many organisations.

Furthermore, as part of the data collection effort described in Chapter |9} it is clear that
many organisations attempt to incentivise hackers through the use of limited-time events or
promotions, often offering bounty bonuses to successful hackers. However, academic research
has yet to explore the effectiveness of such techniques.

There exists scope for further research examining the effectiveness of incentivisation tech-
niques in the context of CVD programmes. The results of which may help organisations combat

waning motivation, and amplify the benefits received through the operation of a programme.
6.3.4 Platforms and policy: the effect of institutions on the performance of
platforms

As noted in Chapter |5, each platform brings with it a number of policies, agreements, and
conditions that affect both organisations and hackers alike. Although not part of the scope of

the chapter, it is clear that the underlying institutions will shape the ‘market’ that exists on
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a platform, influencing the constituent programmes. For example, if a platform also happens
to be the sole payment processor, restrictions may be placed on the background of the parties
that can be involved in monetary exchange (as is seen on HackerOne).

A comparative study through the lens of the theory of institutions [177] has the potential
to rationalise the differences between the myriad of bug bounty platforms, and the impact
this has on the market participants. Furthermore, as discussed by North [I77], examining
institutional change through a longitudinal study of constraints enables insights concerning
the changing dynamics between operators, platforms, and hackers to be uncovered. It is hoped
that operators and hackers will benefit from the results, enabling them to choose the platform

that aligns best with their risk tolerances.

6.4 Concluding remarks

To conclude the dissertation, we briefly re-examine the overarching research question How can
bug bounty programmes support data-driven software development lifecycles?

Through the four contributions, we have addressed pertinent issues affecting the operation
of bug bounty programmes, with the ambition to provide actionable data-driven insights that
enable organisations to better manage a programme in order to support their secure develop-
ment processes. Furthermore, we have identified the tangible benefits to security that come
with the operation of a CVD programme. It is hoped that the work presented in this disser-
tation inspires organisations to consider employing the security activity, and take onboard the

recommendations put forth to manage a programme effectively.
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Appendix A

Supplementary material relating to

programme policies

A.1 Discussion of replicability and reproducibility

A.1.1 Background

Across academic domains there is growing discussion surrounding the replicability and
reproducibility of results put forward in published literature that stems from the employment
of, often black-box, Machine Learning (ML) models [25]. Using the definitions provided by
Liu et al. [I53], replicability refers to the ability to reproduce the reported experimental
results using the same models and data and reproducibility refers to the ability to apply the
same model and protocols to other, previously unseen, datasets and yield similar

findings [I53]. This is represented in Table

A plethora of reasons inhibit the ability of researchers to validate findings that reply upon
complex ML models, these include: lack of published source code [96], lack of published
trained models [134], lack of published hyperparameters or variable descriptions [96], lack of
published random seeds [114], use of model hacking (cherry-picking the single best model
from many trained models) [I80], unknown train and test splits in the data [134], unknown

occurrences of data leakage [I55, [I88], uncontrollable randomness [10], hardware constraints
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Data
Same Different

A L Same Reproducible Replicable
PPIOACH 1y frorent Robust Generalisable

Table A.1: Terminology used to describe experiments that seek to vary the data or modelling
approach of the original study. Adapted from [191] and https://github.com/WhitakerLab/
ReproducibleResearch.

(an issue particularly prevalent with large language model research in the field of

NLP [269, [189]), lack of development environment details [32], and code rot [90].
Furthermore, leveraging novel or non-public datasets raises additional concerns about the
validity of the claims put forward, as replication may be difficult, if not infeasible, for
researchers external to the original study [25].

Sonnenburg et al. [211] propose six underlying reasons that may contribute to a lack of
published software or open-sourcing alongside paper publication. These include:
misunderstanding that the software / code is not part of the scientific contribution,
misconceptions surrounding licensing, lack of incentives to publish the source code, a
reluctance to publish ‘bad’ or messy code, perceived risk of critique from other researchers,
and a tendency for reviewers to allow for paper publication without the requirement of source
code to be provided. In the context of software engineering literature, Liu et al. [I53] found
that 74.2% of studies failed to provide sufficient source code and data, and only 10.8% of

studies discussed the impact on replicability and reproducibility.

A.1.2 Best practices

In 2019 the NeurIPS conference for research in ML introduced a reproducibility programme
to help promote ‘open and accessible research’ through the use of revised code submission
policies, a reproducibility challenge (a conference track, and successor to the original
challenge presented at ICLR 2018, focused on replicating the experiments of publication in
the wider conference), and the creation of a reproducibility-focused submission

checklist [I91]. For practitioners, the checklistE] contains 21 high-level checks across five

'Found at https://www.cs.mcgill.ca/~jpineau/ReproducibilityChecklist.pdf
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domains, enabling them to help ensure the reproducibility of their work.

Although aimed at the life sciences, the general ML guidance put forward by Heil et al. [111]
outlines a series of standards (bronze, silver, and gold) that describe the use of seven best
practices for increasing levels of trustworthy analyses.

In order to increase transparency with public datasets, the repositories on Hugging FaceE] (a
private company that hosts ML models and relevant datasets) are encouraged to contain a
dataset cardEI that pertinent information (e.g. data sources, splits, annotation process, etc.)
that may be of interest to researchers looking to leverage the dataset for their own work, or

to replicate other studies that make use of the dataset.

A.1.3 Evaluation of replicability and reproducibility

The three aforementioned frameworks of best practices are used to evaluate and
communicate the extent to which the results replicable and reproducible, and provide
necessary information on the models and datasets. For conciseness, the Reproducibility
Checklist [191] is considered in Table with the standards proposed by Heil et al. [111]

and the Hugging Face dataset information card provided in the GitHub repository.

A.2 Examples of Taxonomy Elements

The following examples of the elements set forth in the taxonomy produced by Laszska et
al. [I45] have been collected from public CVD programmes, and serve to better communicate

the elements that make up policy documents.

e SCOPE-IN - “The following PayPal brands are in scope: PayPal, Venmo, ...”

Example from PayPal’s programme on HackerOne.

o SCOPE-OUT - “Security issues discovered in the AWS IP Space are not in scope for
Amazon Vulnerability Research Program. As an infrastructure provider, AWS

customers operate assets in this space. Discovering and testing against AWS and AWS

https://huggingface.co
3Template found at: https://github.com/huggingface/datasets/blob/main/templates/README . md
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Best practice

Comments

Data published and downloadable
Models published and downloadable

Source code published and downloadable

Dependencies set up in a single command

Key analysis details recorded

Analysis components set to deterministic

Reproducible with a single command

Yes - All datasets, both raw and annotated,
are available in the repository.

Yes - Trained spaCy models are available in
the repository.

Yes - Python source code files for the data
processing pipelines are available in the repos-
itory.

Yes - A requirements.txt is provided in the
repository, allowing for an environment to be
quickly set up with the required dependencies.
However, the inclusion of a software container
may allow for greater flexibility in the future.
Yes - A README file is provided in the repos-
itory that outlines all instructions required to
reproduce the entire analysis.

Unsure - As a GPU was unavailable dur-
ing the analysis period, it cannot be con-
firmed whether training and inference using
the spaCy library on a GPU will contain only
deterministic components.

No - For added clarity, the reproducible steps
for the NER and text classification are split
into two distinct commands.

Table A.2: Evaluation of study against the best practices of Heil et al. [ITI]. As determinism
cannot be guaranteed for varying hardware set-ups, the study meets the bronze standard for

replicability.

customer assets is strictly out of scope for Amazon Vulnerability Research Program and

against the AWS AUP.” Example from Amazon’s programme on HackerOne.

VULN-ELIGIBLE - “Example Topics of Interest: Escalation of Privilege, Information

disclosure, Denial of Service, ...” Example from Intel’s programme on intigriti.

VULN-INELIGIBLE - “The Netflix Bug Bounty program follows Bugcrowd’s
Vulnerability Rating Taxonomy with some additional vulnerability classes we consider

to be excluded below: ...” Example from Netflix’s programme on Bugcrowd.

ENGAGEMENT - “Use your [username|@wearchackerone email alias when testing or

reporting bugs.” Example from Deliveroo’s programme on HackerOne.
PROHIBITED-ACTIONS - “Do not try to exploit service providers we use, prohibited
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actions include, but are not limited to bruteforcing login credentials of Domain
Registrars, DNS Hosting Companies, Email Providers and/or others. The Firm does
not authorize you to perform any actions to a non-GS owned

property /system/service/data.” Example from Goldman Sachs’ programme on

HackerOne.

LEGAL - “If legal action is initiated by a third party against you for conduct that
Meta determines to have complied with these Bug Bounty Programme Terms, Meta
will take steps to make it known, either to the public or the court, that your actions

were authorised under this program.” Example from Meta’s stand-alone programme.

PARTICIPANT-RESTRICTIONS - “We are unable to issue rewards to individuals
who are on sanctions lists, or who reside in countries (e.g. Cuba, Iran, North Korea,
Syria, Crimea, and the so-called Donetsk People’s Republic and Luhansk People’s

Republic) on sanctions lists.” Example from Google’s stand-alone programme.

GUIDELINES-SUBMISSIONS - “Provide details of the vulnerability, including
information needed to reproduce and validate the vulnerability and a Proof of Concept
(POC). Any vulnerability that implicates functionality not resident on a
research-registered vehicle must be reported within 168 hours and zero minutes (7 days)

of identifying the vulnerability.” Example from Tesla’s stand-alone programme.

GUIDELINES-DISCLOSURE - “You may not use, disclose or distribute any such
Confidential Information, including without limitation any information regarding your
Bug Bounty submitted report, without our prior explicit consent. You must get explicit
consent by submitting a disclosure request to our program. Please note, not all requests

for public disclosure will be approved.” Example from Uber’s programme on

HackerOne.

REWARD-EVALUATION - “Bounty payments are determined by the level of access or
execution achieved by the reported issue, modified by the quality of the report. A

maximum amount is set for each category. The exact payment amounts are determined
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after review by Apple.” Example from Apple’s stand-alone programme.

o COMPANY-STATEMENT - “Microsoft strongly believes close partnerships with
researchers make customers more secure. Security researchers play an integral role in
the ecosystem by discovering vulnerabilities missed in the software development
process. Each year we partner together to better protect billions of customers

worldwide.” Example from Microsoft’s stand-alone programme.
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