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Abstract

While the cloud model has many economic and functional advantages, the increased external
interactions of cloud applications have expanded the complexity of its architectures and
reshaped its supply chain. Due to the variety of parties involved in cloud service delivery
and the high degree of supplier autonomy, assessing cloud risks has become a challenge.
Also, the widespread application of traditional frameworks to cloud risk assessment has
several shortcomings, including the subjectivity of risk evaluation and inability to measure
cyber risk in complex systems.

Recognising that recent work on cloud risk assessment has focussed on cloud consumer
risks, we sought to address the cloud service provider (CSP) risk assessment challenge. This
research began with an in-depth assessment of the literature in cloud risk assessment and
supply chain transparency. We conducted surveys and semi-structured interviews to validate
the transparency gap and establish its link with qualitative risk assessment methods. The
results of the studies substantiated the need for more rigour in cloud risk assessments and
provided evidence on how this can be improved with supply chain transparency.

To address this gap, we proposed the Cyber Supply Chain Cloud Risk Assessment
(CSCCRA) model; a quantitative and supply chain-inclusive model targeted at Software-
as-a-Service (SaaS) CSPs. The model is made up of three main components, two of which
are novel inclusions to cloud risk assessment, i.e. supply chain mapping and supplier security
assessment. The CSCCRA model reflects the systems thinking approach, enabling CSPs
to visualise information flow through the supply chain, assess supplier security posture,
document assumptions regarding the risk factors, and appraise security controls.

In evaluating the CSCCRA model, a three-step approach was adopted. First, the de-
veloped model was evaluated by the author and members of the academic community to
ensure that it met our initial criteria. Second, the model was face-validated by cloud and
risk experts within the industry. Third, we conducted three real-world case studies, using
the model to assess the risks of SaaS providers. The result of these evaluations confirmed
the usefulness and applicability of the model for assessing cloud provider risks. Also, the
case study results and subsequent development of the CSCCRA web application showed
that a structured and systematic application of the proposed model within a SaaS organi-
sation was capable of yielding objective and defensible results. The model demonstrated its
utility by assisting stakeholders to quantify cloud risks, while also promoting cost-effective
risk mitigation and optimal risk prioritisation.

Overall, these results advance knowledge both for research and in practice, taking us

one step further into improving cloud risk assessment.
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Chapter 1

Introduction

The momentum behind cloud migrations seems to be unstoppable as organisations look
to take advantage of the agility, functionality, scalability and cost benefits of the cloud.
The accessibility of business and customer data through a web browser promotes increased
interaction between organisations and their suppliers, customers and employees. However,
against the backdrop of these cloud advantages, the rapidly evolving landscape of cyber
threats means that CSPs, who provide the cloud services and the customers, who pay for
and use the cloud service, often encounter challenges with assessing and estimating the value
of the inherent risk of the cloud. This challenge is due to several factors, some of which
include the transparency of the supply chain, visibility of security controls, the inability
of traditional risk frameworks to assess risk in complex systems and the lack of sufficient
resources or expertise.

In this thesis titled Cyber Supply Chain Risks in Cloud Computing - The Effect of
Transparency on the Risk Assessment of SaaS Applications, we aim to find out the role
transparency and the visibility of security controls play in the assessment of cloud risks.
We focus on the development of a cloud risk assessment model and the application of the
model in CSP environments, for assessing the risk of composite applications, particularly
SaasS.

This chapter begins by outlining the motivation behind the study and its problem con-
text. Then we discuss our central research question, which is made up of four subquestions,
each of which contributes to the overall aim of the study. We continue by describing the
general structure of the thesis, highlighting our publications and the academic contributions

of this work to research and industry.

1.1 Motivation

Cloud computing is defined as a resource management model that enables convenient, on-
demand access to a shared pool of computing resources [I78]. It is widely believed to have

changed the way Information Technology (IT) services are delivered and consumed, ushering



in disruptive technologies and introducing new business models. Cloud has grown from a
promising idea to one of the fastest research and development paradigms of the computing
industry. According to the Cloud Industry Forum (CIF), its ability to transform people and
processes with every adoption has made it a core component of any organisation’s digital
transformation strategy [66].

Cloud technology is becoming more ubiquitous, and while this ubiquity gives rise to
many opportunities, it also introduces new risks. According to a report by the European
Union Agency for Cybersecurity (ENISA), the benefits of cloud computing, particularly
its economies of scale and flexibility are both a friend and a foe [56]. Cloud services rely
on a multi-tiered and often global supply chain, where services are sub-contracted based
on expertise. The cloud supply chain is extraordinarily complex and highly diverse. For
example, a typical Customer Relationship Management (CRM) cloud provider enlists the
services of an average of eight suppliers, including application programming interface (API)
and infrastructure providers, in the delivery of their application [I4]. The variety of parties
involved in the delivery of a cloud service widens its attack surface [44]. This new attack
surface makes it possible for administrators of the CSP, cloud customers, co-tenants and
external attackers to launch malicious or unintentional attacks on a cloud service. While
we maintain that cloud is more secure, compared to many enterprise networks, the extent
of this security is hard to verify. CSPs who should be more aware of cloud risks, find it
difficult to assess their risks due to limited visibility of security controls and lack of supplier
transparency [242]. This challenge has contributed to cloud risk assessment being considered
as one of the most significant enterprise security weaknesses worldwide [308].

This research was motivated by a series of cloud service outages, which emphasised
the impact of hidden dependencies in the supply chain of a cloud service. First was the
Distributed Denial of Service (DDoS) attack on Dyn, a managed Domain Name System
(DNS) infrastructure, in October 2016. This single attack almost brought down the Internet,
seeing that the Dyn DNS service was relied upon by most of the popular cloud providers,
e.g. Amazon, Github, Twitter and Salesforce [I39]. The sole reliance of these CSPs on Dyn
meant that a failure of Dyn’s DNS infrastructure also meant an outage to their cloud service,
with the impact felt along the chain up to 2nd, 3rd and 4th tier. The second incident was
the Amazon Web Services (AWS) S3 infrastructure outage on the 28th of February, 2017.
The unprecedented impact of the outage affected the global operation of a wide range of
AWS customers such as Quora, IFTTT, GitHub, Slack, Netflix, Spotify and Airbnb, all of
whom either experienced degradation of their cloud service or a complete service outage.
Ironically, outage monitoring sites such as DownDetector and isitdownrightnow.com, which
cloud stakeholders relied on for an update on their cloud services, were also offline due to

their dependency on the AWS S3 infrastructure [219].



In an attempt to address the challenges of assessing cloud risks, numerous scholars have
developed conceptual models [54], 58, 149, 278, 289]. While some of these studies have
concentrated on cloud adoption risk assessment, others have followed the traditional route
to security risk assessment, adapting the traditional risk frameworks, e.g. ISO/IEC 27005
[151], ISO/IEC 31000 [152] and NIST 800-30v1 [258]. Being predominantly qualitative or
at best semi-quantitative, the prevalent use of these traditional methodologies in assessing
cloud risks presents a wide range of limitations including the subjectivity of risk evaluation
and the inability to cope with the dynamic cloud infrastructure [93],309]. These frameworks
were developed before the evolution of cloud computing under the assumption that an
organisation’s assets will be managed in-house [19]. Therefore, they are unable to cater to
the complexity or pervasiveness of these automated systems of systems, often leading to
increased vulnerabilities and inadequate implementation of security controls.

Furthermore, with insufficient due diligence being among the top threats of cloud com-
puting [58], applying qualitative models which lack granularity and objectivity to assessing
cloud risks is a challenging undertaking. Interestingly, the CSP transparency problem and
the limited visibility into provider controls are also perceived to be contributing factors
to the use of these qualitative methods [11 242] [304]. According to Bellandi et al. [3§],
new approaches targeted at improving qualitative methods by accounting for the opacity
of the cloud environment, have largely fallen short. This observation shows that the pro-
cess of manually fitting the traditional risk assessment frameworks to address cloud risks is
unsuitable.

The limitations of current risk assessment frameworks, therefore, calls for a more in-
clusive approach to cloud risk assessment. This approach will be one that considers the
transparency’ of the supply chain, accountability of suppliers and improves the trust of
the customer. Cloud computing risk assessment requires domain-specific knowledge and a
deep understanding of the Target of Assessment (ToA), i.e. cloud service, to ensure one can
arrive at reasonable risk estimates. The risk landscape of a cloud service is constituted of
the security risks introduced during the development, implementation, operation and main-
tenance phases of the service [96]; hence, with traditional frameworks, decision-making has
often been based on incomplete information. Therefore, seeing that a significant novelty of
cloud computing in comparison to other IT service is its dynamic supply chain, assessing
the risk of a cloud service requires capturing a snapshot of its shifting landscape.

Based on the points made above, this research focuses on identifying a novel approach to
assessing cloud risks, giving consideration to the interconnected nature of the cloud and the
inherent risks in its supply chain. Our contribution is in the identification of gaps in cloud

risk assessment, analysis of current models, and the rationalisation for the development of



quantitative and supply chain-inclusive models, targeting cloud provider risks.

1.2 The Problem Context

Assessing cloud provider risks is viewed as a significant challenge for the cloud industry
[89, @9]. In multicloud systems (MCS), where cloud architectures use services from more
than one CSP, the challenge of risk assessment is evident. CSPs rely on an active and
complex supply chain, where the perceived level of the security risk of the cloud service
increases with each additional component integrated into the offering. However, with the
information security responsibility shared across the supply chain, the security posture of
any CSP is potentially only as strong as the weakest member of its supply chain, particularly
when their software development practices, policies, procedures, and system architecture is
evaluated. For example, according to the Infosecurity magazine, due to the race to make
a faster processor, the chip manufacturer Intel, had a design flaw on the chips released in
2018, which led to at least seven exploits on computing infrastructures, including Meltdown
and Spectre [311].

While many of the recent academic studies (e.g., Busby et al. [54], Cayirci et al. [58]
and Islam et al. [149]) have concentrated on cloud adoption/migration risk assessment,
others (e.g., Sendi & Cheriet [278] and Sivasubramanian et al. [289]) have followed the
traditional route to security risk assessment. This traditional approach concentrates on the
focal organisation, pays little attention to the supplier network and fails to understand the
interrelated consequences of the supply chain. The lack of studies targeted at the assessment
of cloud service provision risks has resulted in less agile cloud environments, as described
in the research works of Bartol [31], Boyens et al. [48], Johnson[159], Lewis et al. [I84] and
Motta et al. [209].

Furthermore, the process of selecting the best supplier for each component service, or
evaluating the security risks of cloud collaborations, remains a challenge to CSPs. Some of
the past studies which have proposed risk assessment model for CSPs include CSPRAM [19],
OPTIMIS [89], SEBCRA [105] and QUIRC [271]. Despite best intentions, these models have
many shortcomings ranging from the risk analysis method, limited scope of the assessment,
expert subjectivity and inapplicability of the models in real-world scenarios.

Due to the scarcity of studies in this area and based on the practical need for cloud
providers to comprehensively assess their security risks to assure customers of secure cloud
delivery, it is pertinent that more research is conducted in this area. We identify the need
for researchers to look into the problem of assessing cloud provider risks, with the view of

improving it through the transparency of the supply chain. Also, acknowledging that the

!The term transparency is used in this thesis to refer to the level of documentation CSPs have on their
supply chain and the ease of tracking required information clearly and efficiently.



methods of communicating cloud risks have not improved significantly in the last decade
[261], we identify the need for a quantitative and data-driven process, where the value of
a cloud risk is based on the decomposition of a risk scenario into its various risk variables
and the risk value expressed in monetary terms.

Besides, with the architecture of a cloud service made up of software components struc-
tured as services and involving a fragmented and dispersed supply chain, assessing the risk
of a cloud service requires us to understand the vulnerabilities of the individual components

to identify where the weak spots exist in the supply chain.

1.3 Research Goal

This thesis aims to accomplish the following objectives: First, establish a theoretical foun-
dation for the study regarding cloud supply chain transparency and its effect on cloud risk
assessment. Second, validate the existence of these gaps with industry practitioners. Third,
propose a risk assessment model that addresses the significant gaps, and, lastly, validate
and improve the proposed model and implement the model into a web-based software.

Seeing that the challenge of cloud risk assessment can be traced to the application of
mental models, which are arguably subjective and often leads to incorrect inferences about
the security of cloud services, we plan to apply the systems thinking approach to under-
standing and assessing the interconnected risks of cloud systems [109, 297]. By reflecting
the systems thinking method, we can develop a deep understanding of the underlying struc-
ture of a cloud system before identifying its potential risks. The primary objective of this
research is to explore the potential of a quantitative and supply chain-inclusive approach
to assessing cloud provisioning risks within SaaS environments. We aim to introduce novel
concepts and mechanisms for improving the objectivity of cloud risk assessments from a sup-
ply chain perspective. In particular, attention will be given to developing a model, which
is static but is capable of assessing the cybersecurity posture of the broader supply chain
(beginning with the first tier) and assisting cloud providers in the continuous identification,
analysis and evaluation of cloud risks.

A distinctive contribution of this study is that it caters for the complexities involved in
the delivery of a SaaS application and has the potential to adapt to the changing nature
of the cloud, enabling CSPs to conduct risk assessments at a higher frequency, in response
to a change in the supply chain. Our proposed risk assessment model combines aspects
of various disciplines, ranging from cybersecurity, supplier assessment, systems thinking,
decision support systems, transparency, modelling, supply chain mapping and quantitative

risk assessment, and applies them in a multi-staged approach to the problem area.



This research aims to advance knowledge both for research and in practice, by investi-
gating the assessment of cloud provisioning risks which appears not to have been studied

in depth. Our cloud risk assessment model will aim to provide the following;:
1. A method for measuring the risk factors that constitute a cloud provisioning risk.

2. A supply chain map that identifies the degree of dependence a cloud service has on

external suppliers and its potential areas of weakness.
3. A model for forecasting the risk of each supply chain member based on security factors.

4. A mathematical simulation model that estimates the risk cost based on the values of

the risk factors.

Looking through the goals of our proposed model, we acknowledge that it might be
challenging to make a legitimate distinction between an actual cloud risk and stakeholder’s
perception of the risk. This is due to factors such as the subjectivity of the humans, our
inability to fully represent cloud risk as a technology property and understanding the various
causes of cloud system behaviour [284]. Nevertheless, we aim to improve the assessment
process through the application of a structured quantitative model capable of reducing the
variation of uncertainties in risk factor estimations. Also, while it might be challenging to
predict the occurrence of a cloud risk or accurately estimate its impact, our approach is to
present the stakeholders with the available information on their supply chain in a format
that compels them to step back from their cognitive bias [290], to enable them to make
more informed estimations.

Risk perception is an inherent part of the decision-making process. However, due to
the unavailability of credible information security risk data, cloud stakeholders (CSPs and
customers) often result to subjective approaches to risk assessment, many of which are de-
pendent on the stakeholder’s motivational values. For example, humans have been known
to underestimate risks they willingly take and overestimate risks in environments they can
not control [164, 290]. As such, we aim to communicate CSP’s available supply chain in-
formation (technical, process, security) using a structured model to improve the objectivity
of their assessments. Seeing that the strategies for mitigating the impact of risk (actual
or perceived) are often the same, our overall goal tends towards assisting CSPs to proac-
tively mitigate the potential risks in their supply chain and consequently provide secure and

reliable cloud services to their customers.

1.4 Research Questions

We have identified some of the challenges of cloud risk assessment to include the dynamic

nature of the cloud infrastructure and services, the lack of physical control, the absence



of a well-structured risk management framework and the lack of trust in cloud providers
[23 309]. Also, there is a call for cloud risk assessment to move away from a qualitative
and subjective approach to a more iterative, incremental and inclusive approach [54, 278].

In this study, our central research question (RQ) can be defined as Can the transparency
of the supply chain improve the objectivity of cloud risk assessment? This central question
is broken down into several subquestions as listed below, in the order in which they are
addressed.

RQ1.1: What role does supply chain transparency play in assessing cloud risks?

RQ1.2: Do the existing cloud risk assessment methods adequately assess the cyber
supply chain risks experienced by cloud providers and customers?

RQ2: What are appropriate reliability and security factors cloud providers can consider
when choosing suppliers for the critical elements of their cloud service?

RQ3: Does the application of the supplier security assessment and cloud supply chain
mapping, complement the risk assessment process, enabling SaaS cloud providers to identify
their weakest suppliers, understand their cyber risks and improve the resilience of the cloud
service?

RQ4: How useful is a quantitative risk assessment model, in comparison to qualitative
risk assessment, in quantifying loss exposure (risk), reducing uncertainty and promoting
better decision-making?

Prior academic studies have suggested that the lack of transparency is intrinsic to
the operation of CSPs, and this has hindered cloud customers from assessing cloud risks
[11} 242, B04]. Other industry standards reports have also argued that this same lack of
transparency is a contributing factor to the predominant use of qualitative risk assessment
methodologies in the cloud computing [29] 124, 112]. In Chapter |5, we validate the sup-
ply chain transparency (RQ 1.1) and cloud risk assessment (RQ1.2) gaps, using online
surveys and interviews to gauge public opinion on the matter.

Recognising the limitations of existing cloud risk assessment models and their failure
to address cloud provisioning risks, we propose a supply chain-inclusive, quantitative risk
assessment model for the cloud. This proposed model required us to assess the cybersecurity
posture of cloud suppliers while striving to understand the vulnerabilities each component
supplier introduce to the cloud service. To objectively collect expert opinion on cloud
supplier security rating (RQ 2), we conducted a Delphi study with cloud experts to gather
predictive attributes that reflect the security of a cloud supplier (see Chapters {4 & .

Implementing a risk assessment model without a measure of its capability does not
assure its effectiveness. As such, following the development of a cloud risk assessment
model, we proceeded to validate its practicality, effectiveness and usefulness, first, with

academics and industry experts, and second, through the conduct of case studies with SaaS



providers (RQ 3 & RQ 4). Both activities documented in Chapters @ & I8, help us to
fine-tune the model, increasing its capabilities in assessing SaaS CSP risks and producing
a risk assessment software (see Chapter E[) Figure shows how the RQs feed into each

other and the factors considered in each question.

1.4.1 Research Challenges and Limitation

Risk assessments are not expected to be perfect, mainly because the data upon which they
are built are often inaccurate. However, we maintain that the risk assessment method
should be suitable, sufficient and practicable. That said, one of the challenges we dealt
with as part of the quantitative risk assessment was getting experts to efficiently estimate
risk factors, without being on either side of subjective confidence (overconfident or under-
confident). Another challenge was in the scoping of risk scenario to ensure that it is clear
and provides sufficient information for analysis.

Due to practical constraints, a possible limitation of this study is its generalisability
across all cloud service models due to the limited number of case studies conducted and
the limited pool of experts with relevant experience that took part in the various stages of
the project. Also, it is essential to note that our application of systems thinking to cloud
computing is limited to recognising interconnections, identifying feedback (cause-effect) and
gaining insight into how the supply chain structure facilitates system behaviour. Nonethe-
less, we believe that our theoretical propositions on the effect of supply chain transparency
on cloud risk assessment hold and this can be extended to the assessment of other composite

services.
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1.5 Research Design and Scope

In this study, we aim to establish the cloud risk assessment gaps identified in literature
through the use of a mixed-methods approach, including survey questionnaires and inter-
views. Ultimately, our goal is to improve the state-of-the-art with cloud risk assessment,
by increasing the rigour involved in the process, which consequently enhances the objectiv-
ity, repeatability and reproducibility of assessment results. For this, we adopt the systems
thinking approach, which gives us the ability to see the world as a complex system and
understand the interconnectedness of networks [63] [L08]. Applying this approach, we con-
ceptualise and analyse the interdependencies of a cloud service, assess its risks and use
modelling and simulation techniques to draw the result of the risk assessment.

Realising that our proposed model can be extended to assessing the risks of many
composite services, we limit the scope of this research to assessing the cloud risks of SaaS
providers. Our primary targets are SaaS providers because studies have shown that at least
80% of a typical SaaS application is made up of assembled parts, with each component
representing a different level of risk [282]. SaaS applications present an excellent scope for
our work, seeing that the more components combined to deliver a SaaS service, the supposed
increase in the risk of the service and the higher its dependence on the supply chain. Also,
recognising our inability to develop an automated model that adequately addresses the risk
assessment gaps of a dynamic cloud supply chain, partly due to the time required to do so,
we resolved to develop a static model capable of providing SaaS providers with a snapshot
of their ever-changing cloud risks from a supply chain perspective.

Furthermore, we chose to investigate the impact of the model on cloud providers first,
because we identified the advantage CSPs have over their customers concerning supply chain
transparency and visibility of security controls. We hope that by analysing the application of
the model within SaaS CSP environments, identifying the issues around the use of the model
and providing a critically evaluated solution to those issues, we will be able to strengthen
the overarching model’s proposal. Likewise, the results of this study, if positive, can inform
the need for improved cloud transparency, which will promote better cloud risk assessment
and help CSPs and customers, develop and use secure cloud services.

This research follows an action design approach, where we design a framework for assess-
ing cloud risks, validate its use with experts and progress to apply it in a real-world context.
The case study is conducted to validate if the structured and systematic application of our
proposed model within SaaS organisations yields objective and defensible risk assessment
results. Although to properly evaluate this proposed model, we require CSPs to gather
comprehensive information on their suppliers as part of the supplier security assessment.

We believe this will take considerable time and require supplier cooperation. Considering
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this limitation, we confine the validation case studies to the information CSPs already have
about their suppliers and other publicly available information.

While the case studies conducted as part of this study are not the primary goal of the
research, they provide a workbench for us to improve the proposed model, evaluate its

usefulness, validate its applicability and test our methods.

1.6 Thesis Structure

This thesis applies the Design Science Research (DSR) [321] to address unsolved research
problems in the cloud industry, i.e. proposing and implementing a practical and useful
approach for assessing cloud provisioning risks. The research carried out as part of this

thesis is structured as shown in Figure |1.2
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Figure 1.2: Research Framework for the DPhil Process

We will now outline the contents of each chapter, which is based on the studies under-

taken and follows a coherent narrative, with each study informing the subsequent phase.
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. In Chapter [2| we provide background information on the different body of knowledge
applied in a multi-staged approach to the problem area. We begin with cloud com-
puting, describing its models and highlighting its benefits and concerns. Next, we
discuss three of the risk assessment frameworks referenced in the development of our
proposed cloud model. Following this, we considered the cloud supply chain, the role
of transparency and trust in risk assessment, systems thinking and decision support

analysis.

. Chapter [3] presents a review of the state-of-the-art in cloud risk assessment. Owing to
the scarcity of models targeted at cloud provisioning risk assessment, we conducted
a three-staged literature review to identify conceptual models that are applicable to
cloud provider environments, justifying our selection with a set of criteria. Finally,
we conclude the chapter by highlighting the limitations of existing approaches and

outlining our approach to addressing the identified gaps.

. In Chapter 4] we detail the design of the four studies conducted to address our central
research question. We highlight how each study was undertaken, describing its popu-
lation, research instrument and data collection procedures. For each study, we justify
the selection of the quantitative or qualitative research method. Also, we introduce
our proposed risk assessment model and describe the Delphi study conducted to ad-
dress the supplier security assessment element of the model. Finally, we describe the
case study method, developed to validate the applicability of our work in real-world

scenarios.

. Chapter [5| presents the results of our surveys, interviews and Delphi study. Here,
we validated the cloud supply chain transparency and cloud risk assessment gaps
identified in the extant literature. The results of the survey linked the cloud risk
assessment challenge to the lack of cloud provider transparency. Also, in this chapter,
we present and analyse the result of our online Delphi study, where experts achieved
consensus on a total of 52 security criteria for comparing the security of cloud vendors.
The results presented in this chapter, provide answers to research questions RQ1.1,
RQ1.2 and RQ2.

. Chapter [6] presents the CSCCRA model, proposed to assist CSPs in assessing their
cloud service risks. The quantitative risk assessment model whose aim is to objectively
present stakeholders with an understanding of their cloud risks is made up of three
components: cloud supply chain mapping (CSCM), cloud supplier security assessment
(CSSA) and cloud quantitative risk analysis (CQRA). We describe how each compo-

nent is used in the different phases of the risk assessment and the improvements of this
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model on existing methods. Furthermore, we conducted a sensitivity analysis of the
model, carried out a completeness comparison of the model with international stan-
dards and systematically evaluated it with three other established conceptual models
to illustrate its novelty. Lastly, we present the result of face-validation of the model’s

proposal by ten cloud and risk experts.

6. In Chapter|7] we demonstrate the applicability and usefulness of the model in assessing
cloud provider risks by validating its use within a real-world context. The case study
is limited to three small and medium SaaS CSPs. Using the model, participants
decompose each cloud service into its constituent elements, draw out its supply chain,
assess its supplier’s security and estimate the value of the identified risks. We present
the result of the detailed evaluation of the model’s proposal within these organisation

and their suggestions for future improvement.

7. Chapter [§|presents the cross-case analysis of the three case studies conducted in Chap-
ter [7] Here, we discuss the similarities and differences in the case organisations and
extract the important findings from the use of the model in these CSP environments.

Also, in this chapter, we provide answers to research questions RQ3 & RQA4.

8. Chapter [J presents a web-based implementation of the CSCCRA model. Following
the feedback from case studies, we refined certain aspects of the model’s operation,
making it easily accessible and intuitive to cloud stakeholders. We present the result of

the model’s practical evaluation with our focus group and a previous case organisation.

9. Chapter [10| concludes the thesis and summarises the research project. We discuss the
key findings of our research and demonstrate the answers to our research question.
The chapter continues by identifying the limitations of our study and outlining future

research directions that could advance the ideas embodied in this work.

1.7 Peer-Reviewed Publications

We present the research published during the DPhil that relates to the content of this thesis
and link it to the relevant chapters. Seven articles that relate to the DPhil topic have been
published. However, one of them is an extended journal article. This article [16] extends
the work presented at the EMCIS conference [13], and in it, we provide a more detailed
description of the CSCCRA model, compare the completeness of the model with other
established methods and use the model to assess the risks of a real-world SaaS application.

Our peer-reviewed publications are as follows:
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e Akinrolabu O. and New S., Can Improved Transparency Reduce Supply Chain Risks
in Cloud Computing?, Proceedings of the 7th International Conference on Operations

and Supply Chain Managemen (OSCM), 2016 (This paper forms the basis of Chapters
&)

e Akinrolabu, O., New, S. and Martin, A., Cyber Supply Chain Risks in Cloud Computing-
Bridging the Risk Assessment Gap, Open Journal of Cloud Computing (OJCC), Vol-
ume 5, Issue 1, pp. 1-19, 2018. (This paper forms the basis of Chapters [4| & |5)).

e Akinrolabu, O., New, S. and Martin, A., CSCCRA: A Novel Quantitative Risk Assess-
ment Model for Cloud Service Providers, Proceedings of the 15th European, Mediter-
ranean and Middle Eastern Conference on Information Systems (EMCIS),2018 (pages

177-184). Springer Lecture Notes in Business Information Processing. (This paper
forms the basis of Chapters (4| & @

e Akinrolabu, O., New, S. and Martin, A., Cloud Service Supplier Assessment: A Del-
phi Study, Proceedings of the 8th International Conference on Innovative Computing

Technology (INTECH), 2018, pages 142-150. (This paper forms the basis of Chapters
&)

e Akinrolabu, O., New, S. and Martin, A., Assessing the security risks of multicloud
SaaS Applications: A Real-world case study, Proceedings of the 6th IEEE Interna-
tional Conference on Cyber Security and Cloud Computing (IEEE CSCloud 2019),
2019, pages 81-88. (This paper forms the basis of Chapter [7)).

e Akinrolabu, O., Nurse, J., Martin, A., New, S., Cyber risk assessment in cloud
provider environments: Current models and future needs, Computers & Security Jour-

nal, Volume 87, pp. 1-18, 2019. (This paper forms the basis of Chapters |§| & .

e Akinrolabu, O., New, S., Martin, A. CSCCRA: A Novel Quantitative Risk Assessment
Model for Cloud Service Providers, Computers Journal, Volume 8, Issue 3, pp. 1-17,
2019. (This paper forms the basis of Chapters |§| & .

Also, in the course of the DPhil, we published a conference paper on the detection of
sophisticated attacks in Security Operations Centers (SOCs) [9] and was a guest author for
the British Computer Society (BCS) magazine issue on cloud computing. The article was
titled “Assessing cloud risk: The supply chain perspective” [10].

All publications that relate to the content of this thesis are presented in Table with
my contribution to papers with multiple authors described. In each of the published articles,
I was the first author and was responsible for the research reported and writing the original

manuscript, with contributions from the other authors.
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Table 1.1: Publications, submissions and contributions of authors

Venue

Publication/Submission

Authors Contribution

Proceedings of the 7th International
Conference on Operations and

Supply Chain Management (OSCM), 2016.

OSCM Journal, 10(3) pp. 130-140

Conference paper - Akinrolabu O. and New S.,
Can Improved Transparency Reduce Supply Chain
Risks in Cloud Computing? (this paper

forms the basis of Chapters &

O.A conceived the original idea. O.A and S.N
contributed to the design of the research.

O.A conducted the research and wrote the

draft paper. S.N supervised the work .Both O.A
and S.N reviewed and edited the paper

Open Journal of Cloud Computing
(OJCC), Volume 5, Issue 1, pp. 1-19,
2018

Journal article: Akinrolabu, O., New, S. and
Martin, A., Cyber Supply Chain Risks in
Cloud Computing- Bridging the Risk
Assessment Gap (this paper forms the basis of
Chapters |Z| & |3])

O.A conceived, planned and conducted the study.
O.A wrote the paper with editing and review inputs
from other authors. A.M and S.N were

involved in the planning and supervision of

the work

Proceedings of the 15th European,
Mediterranean and Middle Eastern
Conference on Information Systems
(EMCIS), 2018 (pages 177-184).
Springer Lecture Notes in Business
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1.8 Research Contributions

These are the areas we believe the work presented in this thesis, has contributed to the
area of cloud provider risk assessment and extended the boundaries of knowledge. The
individual elements of the contributions made by our work stem from different components
in this thesis, directly align with our research questions and have been published. Our
contributions include the identification and validation of the supply chain transparency gap
in cloud risk assessment reported in Chapters & [p|, the proposal of a supply chain-
inclusive risk assessment model as contained in Chapter [6] and the validation of the model’s
applicability to SaaS provider environments in Chapter |7} Our proposed model (CSCCRA),
is to our knowledge, the first quantitative cloud risk assessment model that addresses the
effect of the supply chain transparency on cloud risks. Despite its static nature, the model’s
approach enables CSPs to capture a snapshot of their dynamic cloud supply chain and
illuminates the perceived risks of the cloud service to decision-makers. This thesis also
demonstrates a contribution to research through the rigorous testing of the viability of the
CSCCRA model for improving cloud risk assessment.

A summary of our contributions to both theory and practice is as follows:

1. In Chapter 5| we contribute to the body of knowledge, by validating the cloud supply
chain transparency gap and its connection to qualitative risk assessment methodolo-
gies. We show, through a mixed-method study, the general opaqueness of CSPs and
how the lack of visibility of implemented security controls, constrain cloud consumers
to carry out qualitative and subjective assessments of their cloud risks. Through the
studies, we identified eight (8) transparency features, which we believe CSPs can share
with their customers, to build trust and reduce perceived risk, without impeding on

their competitive advantage or violating their intellectual rights.

2. In Chapter |5, we contribute security criteria which can be used by CSPs in rating
and comparing the cybersecurity posture of their vendors. This study was conducted
due to the lack of a widely accepted framework or standard for cloud supplier security
assessment, which has led many cloud stakeholders to implement a distorted and
often incomplete supplier assessment. We achieved these criteria through a Delphi
study, where experts reached consensus on 52 security criteria grouped into nine (9)
target security dimensions. These findings do not only contribute to improving cloud
provider risk assessment, but they also provide cloud customers with a concise list of
security criteria to consider when selecting providers. Through the case studies, we
confirmed that these security factors possess high predictive validity in assessing the

cyber posture of cloud suppliers.
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3. In Chapter [6] we contribute a formalised model for the assessment of cloud provider
risks. The Cloud Supply Chain Cyber Risk Assessment (CSCCRA) model, is a quan-
titative model which is supported by the CSSA, CSCM and CQRA tools. Both the
CSSA and CSCM are novel integrations into a cloud risk assessment model. We in-
troduced the CSCM to enable risk assessors to visualise the cloud service through the
lens of its supply chain, identifying its vulnerabilities, hidden dependencies and criti-
cal suppliers. Likewise, the CSSA allows the CSP to assess the cybersecurity posture
of cloud suppliers before the risk identification phase. The novelty of the CSCCRA is
that it is an effective and efficient cloud risk assessment framework which provides vis-
ibility into the supply chain and supports comprehensive risk identification, analysis,

evaluation and a cost-benefit analysis for security control implementation.

4. In Chapter [7, we establish a relationship between preliminary assessment activities
and the increased objectivity in stakeholder estimations during cloud risk assessment
exercises. Using three case study exercises, we confirmed the extent to which the use
of a decision support system (i.e. CSCM and CSSA) affords CSPs the opportunity
to learn more about the supplier’s security controls (management, operational and
technical) and the potential vulnerabilities in their SaaS application, based on security
gaps in the supply chain. The application of the quantitative model suggested that
despite the lack of historical data, CSPs could improve the objectivity of their cloud
risk assessments through the use of controlled experimentation, clearly defined model,

expert calibration and supply chain visibility.
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Chapter 2

Background

In this chapter, we take an in-depth look into the different knowledge areas related to our
work, to lay a foundation for the rest of the thesis. We review background in areas such as
cloud computing, risk assessment, cloud supply chain, transparency, systems thinking and

decision support analysis.

2.1 Cloud Computing

Over the years, numerous definitions have been given for cloud computing [183], 291, 332];
many of which have highlighted the various benefits of the IT deployment model. How-
ever, researchers have broadly adopted the National Institute of Standards and Technology
(NIST) definition, which identifies the five essential characteristics of the cloud. According
to NIST [291], cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources that can be rapidly
provisioned and released with minimal management effort or service provider interaction.
In its purest sense, cloud computing is a computing resource management model. It is a
method for pooling and distributing hardware infrastructure resources on a massive scale
[179]. Cloud computing is composed of five essential characteristics, three service models
and four deployment models. The commoditisation of cloud computing has resulted in a
radical form of vertical disintegration where the physical infrastructure is unbundled from
the platform layer and offered as a service [I79]. It lowers the entrance barrier to service
provision, especially for small and medium businesses (SMBs), who now have access to
compute-intensive applications, hardware resources with no upfront cost, a platform for
innovation and IT scalability [197].

The five essential characteristics of cloud computing are as follows [29]:

e Broad network access: Access to cloud resources is available over a range of device
types ranging from thin to thick client platforms, e.g. mobile phones, tablets, laptops

and workstations.
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e On-demand self-service: The cloud architecture provides an illusion of infinite
resources being made available to the user, and it enables users to efficiently provision
computing resources, such as a server, network or storage capability, without requiring

human interaction or assistance of the service provider.

e Resource pooling: The provider’s computing, network and storage resources are
pooled to serve multiple customers. These resources (physical, virtual) are dynami-

cally assigned and reassigned according to customer demand.

e Measured service: In a similar fashion to how users are charged for utilities (e.g.
gas), the use of pooled resources in the cloud are monitored and reported to the
customer, providing them visibility of their consumption, a rate for the service and

total cost.

e Rapid elasticity: Rapid elasticity is the ability to scale outward or inward com-
mensurate with demand. This characteristic has the potential of reducing I'T costs
since the majority of the costs associated with deploying applications stems from

provisioning (moves, adds and changes) in the cloud supply chain [329].

2.1.1 Cloud Delivery and Deployment Models

Cloud computing employs a service-driven business model and is typically classified based
on its delivery or deployment models. The details of the business requirements, drive the

choice of cloud deployment model and its architecture.

2.1.1.1 Cloud Deployment Models

There are four cloud deployment models (private, public, community and hybrid) and each
present particular trade-offs in the cloud customer’s control of their cloud resources, the
scalability of the cloud infrastructure and the availability of cloud resources [29]. A brief

description of each cloud models is as follows:

1. Private cloud: The private cloud is made up of services that have been pooled
together and provisioned for a single organisation’s use. The organisation’s internal
IT team could manage it, or it could be outsourced to a third-party. Similarly, the
private cloud could be on-premise or off-premise, but its resources are dedicated to

the use of a single entity [154] [168].

2. Public cloud: Here, the cloud hosting infrastructure is provisioned for use by the
general public. This model embraces the tenets of cloud computing, including mea-
sured service, rapid elasticity and multi-tenancy. The public cloud is typically based

on a pay-per-use model, similar to the prepaid electricity metering system, and it is
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flexible through periods of varied consumption. However, public clouds are perceived
to be less secure, when compared with other models and customers are required to do

more to protect their data from malicious attacks [154].

. Community Cloud: The community cloud infrastructure is provisioned for exclusive

use by a specific community of consumers, whose organisations share a mutual concern
(e.g. research or security requirements) [29]. A community cloud may be managed by

a third party or by members of the community.

. Hybrid cloud: A hybrid cloud is a composition of two or more distinct cloud in-

frastructures (public, private, or community), that form a new entity, unique in its
operation, but bound together by standardised or proprietary technology for data
and application portability [29]. Nevertheless, the hybrid cloud could be prone to
data integration problems such as data quality control, security issues and lack of

mechanisms to detect changes to data [34].

2.1.1.2 Cloud Service Models

Cloud computing enabled the provision of hardware and platform level resources, providing

cloud resources ‘as a service’ and on-demand [335]. Based on some level of abstraction, a

cloud service is presented to an end-user as one of the three service models, namely, Software-

as-a-Service(SaaS), Platform-as-a-Service(PaaS) or Infrastructure-as-a-Service(IaaS). The

responsibility distribution between the CSP and customer for each of the cloud service

models is as shown in Figure 2.1
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Figure 2.1: Separation of responsibilities between CSP and Cloud Customer. This figure
has been taken from [333]
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1. TaaS - The IaaS service model is the foundation of all cloud services as it presents
customers with virtualised resources (storage, servers and network) on which they can
run their operating system and build their application stack [2]. The customer does
not control the underlying physical infrastructure but can launch virtual machines
and install operating systems, which is then managed by the cloud customer. Regard-
ing security, the laaS service provider typically only provides basic levels of security
around the perimeter of the customer’s infrastructure, leaving the customer with the

responsibility of providing host-based security to protect their cloud applications [299].

2. PaaS - The PaaS service model refers to the delivery of a computing platform and
solution stack as a service [299]. PaaS abstracts every underlying infrastructure up
to the middleware level and offers developers, resources and tools with which they
can build and manage their applications. A PaaS service often takes advantage of the
virtualisation capabilities of the TaaS model, but in the same way that it inherits the
capabilities of the underlying infrastructure, it also inherits the security issues and
risks [299].

3. SaaS - SaaS is a model of software deployment whereby a CSP licenses an application
to customers for use as a service on demand [299]. The SaaS CSP license the applica-
tions to customers either as an on-demand pay-as-you-go service or at no charge. SaaS
applications are accessed using web browsers over the Internet or through a client ap-
plication installed on the end-user device, with most of the application program logic
executed on the CSP’s servers [29]. In a SaaS model, the customer does not man-
age the underlying infrastructure, and they only have limited access to user-specific

application configuration settings [29].

2.1.1.3 SaaS and the API Economy

Cloud computing is referred to as a disruptive technology, and the SaaS model is known
to have disrupted the independent software vendor landscape [39]. Applications such as
Adobe Photoshop, which were delivered to customers locally as a desktop software, are
now reliably accessed over the Internet, without the customer making any direct invest-
ment in infrastructure. According to Forbes, SaaS is the early winner in the cloud space,
accounting for the largest revenue share of the three cloud models [69]. In SaaS, customers
depend on their provider for adequate security measures, including data security, network
security, data segregation, vulnerability management and configuration management. The
customers relinquish their control over the software versions or changing requirements and
maintain limited admin control and user level control. SaaS clouds provide scalability and

shifts burdens from consumers to providers, in the process creating new opportunities for
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greater efficiency and performance. Also, the SaaS eliminates the up-front cost of equipment
acquisition but requires a potentially recurring usage fee [29].

Although the SaaS model is the most visible to end-users, it is often made up of a
mesh of components, which appears as a single service to the consumer. The components
of a SaaS application, are made up of loosely coupled services, which helps to promote the
interoperability and federation between different cloud environments [238]. SaaS customers
are not always aware of the underlying platforms, infrastructure, or hardware, and this lack
of visibility increases security, compliance and data mobility concerns. The primary concern
for the SaaS model is often security, seeing that it require organisations entrusting their
sensitive information and processes to a third-party service provider, who might also rely
on other suppliers, all with their security challenges.

The growth in cloud computing technologies has encouraged SaaS providers to leverage
already manufactured services (e.g. API) in building their cloud services. This single action
has reduced the entry barrier to cloud service provisioning. The use of API is crucial to the
process of unlocking IT innovation and is often referred to as the glue of cloud computing.
This reputation is beyond the hype, considering Gartner also forecasted a 20% compound
annual growth for APIs through to 2017 [I71]. However, the root cause of a majority of
cloud security attacks has been traced to poor quality APIs or inadequate testing during
application development [67], [68]. Developers in failing to prioritise security while building
or re-using APIs, have put both application and underlying data at risk of overexposure
and attack [6§].

Sandoval [268] suggests that to identify the penalties of vulnerabilities in cloud applica-
tions, API providers should compare an entire I'T system to a person girded with armour
including plates, spines and reinforcing braces, but lacks a simple gorget to protect the
throat, making the person vulnerable to a single blow. With any application or system in-
volving the integration of multiple functionalities provided by a complex supply chain, the
system can only be considered as secure as its weakest part. The concept of the weakest link
in a supply chain further highlights the interdependence of cloud computing risks, where
although individual systems can be secure in isolation, they can quickly become insecure
when combined, whether due to application syntax, feature interaction, slow information
leakage or concurrency problems [I77]. Malicious actors only need to attack the weakest
link in the chain to cause an outage for the entire system.

In conclusion, the security and reliability of the SaaS model is a function of its devel-
opment process. Seeing that cybersecurity never gets solved 100%, irrespective of the level
of innovation, mitigating cloud and API risks should lean towards process-based solutions.

Organisations integrating API services into their SaaS applications need to have a strategy
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Figure 2.2: A typical SaaS delivery chain. This figure has been taken from [201]

on how to evaluate application security and mitigate the risks posed by APIs, including loss

of integrity, confidentiality and availability of data.

2.1.2 Cloud Benefits and Concerns

It has been widely suggested that cloud technology is the future of computing [262], seeing
that its incredible pace of development has resulted in several technological innovations.
While the benefits of using cloud services are well defined, the deliberation about the chal-
lenges that may frustrate the seamless adoption of these services remains open for discussion.
There is a large number of published academic (e.g. [23] and [336]) and industry (e.g. [148])
studies that describe the benefits of cloud computing. However, in all of these studies, se-
curity and privacy are still perceived to be the primary obstacles to the broad adoption of
cloud computing, especially the public cloud [154], 279]. Security concerns exist at every
layer of the cloud model. Joshi et al. [163] discussed different types of threats related to
TaaS and suggested methods to mitigate them. The authors dealt with TaaS issues specif-
ically because such issues if unresolved can be harmful to the entire cloud infrastructure.
PaaS related attacks include media access control (MAC) spoofing and exploited scripts,
and the SaaS layer can get affected due to attacks on APIs.

The benefits of cloud computing can be addressed from three main categories, which
are: economic, technical and usability [I94]. These benefits can also be discussed from the
perspective of the service model or size of the organisation. According to a study conducted
by the Information Systems Audit and Control Association (ISACA) & Cloud Security

Alliance (CSA) [148], preference for performance-improvement benefits seems to correlate
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to SaaS adoption by SMBs, but the preference for financial benefits correlates with the rate
of IaaS and PaaS adoption by large enterprises. Contrary to the established premise for
the abstraction and centralisation of computing resources through cloud computing, ENISA
[85] argue that this could result in a ‘double-edged sword’ situation. On the one hand, large
cloud providers can deploy state-of-the-art security and resilience solutions, while on the
other, an outage or security breach could be significant, impacting many businesses and
end-users. The increased numbers of parties, devices and applications involved in cloud
service delivery, leads to an increase in attack surface and consequentially an increased
threat of data compromise [337].

In our review of existing literature computing, including comments from industry experts

[191], we present a summary of the benefits and concerns of cloud computing in the Tables

2.1 & 2.2 below:
Table 2.1: Benefits of Cloud Computing

‘ No. ‘ Cloud Benefit ‘ Authors
1 Cost effectiveness through pay-per-use model [183],[336],[113],[59], [256],
(utility charging), OPEX vs CAPEX 5], [337],[148], [29]

Economies of scale through volume operations

2 . [336],,[320], [183]
and resource concentration ! ! !
i lability of inf B ) ) ) -
3 Rapid sca.abl ity of in rastructure [113],[59], 56|, [337],[320],[148],[5
and capacity planning EES : . . b4
4 Performance benefit (security, service availability, 1337], 59, [145),[5]

and compliance obligations)

Decreased customer effort in managing technology ) ) : ;
o through access to providers’ expertise and skills ), 9], 23], 120, [236], 1256
6 Speed of deployment through componentisation [59], [256], [336], [320]
7 Location independence [337],[113]

8 Flexibility /Elasticity of cloud resources [337],|183],[148]

9 Cloud reliability improves through the [
use of multiple redundant sites

10 | Business Agility and Innovation [

337],[320],[336]

100],[203), [148] ,[121]

Based on users perception of the contents of Tables & it would seem that cloud
concerns, e.g. security, loss of governance and vendor lock-in, outweigh cloud benefits, e.g.
cost-effectiveness, flexibility and rapid scalability. While these concerns, particularly the
security and privacy ones, have been known to hinder the widespread adoption of cloud
computing, we argue that cloud benefits outweigh its risk. This is because, despite the
imperfections of the cloud, only a few organisations have experienced cloud issues that
would force them out of the cloud and back to their private datacentres. Cloud computing
does not just lead to greater efficiency and economic benefits; it also improves the security
of corporate networks. For many organisations, especially SMBs, the cloud has offered
them access to the expertise they would otherwise be unable to afford, which has gone on

to improve their business and process performance and security posture [35], [179].
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Table 2.2: Concerns of Cloud Computing

‘ No. ‘ Cloud concern ‘ Authors ‘
1 Security concerns [336], [59],[256],[242],[154], [148],[279]
2 Privacy and access control concerns [336],[59],]256],[242], [304],[154],[279]
3 Compha.nce concerns, ( Ju.rlsdlctlon and 159, [304],[29], [I5], [230], [T91]

, regulation, legal, forensic support) : VR : : :
4 Contract lock-in, hidden costs [148],[59], [5],[209],[154],[98],[91]
Insecure or incomplete data deletion/
g Risk of data leakage [59], [29), [279), [T54), [T91]
6 ngh—.value cyb.er—attack targets/ 59, [256],[5],[29]
Multi-tenancy issues : DR
7 IT Organisational changes 591, [336],[5]
Security or Isolation failure/
8 Availability issues o8] [84), [230] , ]
9 Data/Resource location [256],[29],[154],[279],[304],[59]
Lack of transparency and . R . . .
10 visibility of control [242], [304],[29],[279],[24T],[174]
11 | Loss of governance [29], [101],[230], [191]
12 | Lack of a well-defined supply chain [29],[188],[84]
13 Cloud reha.ublh.ty - complexity of 1291, [2001, 51, [591
cloud applications : PRI
14 | Lack of trust in CSP [279),[154], [241] , [174] ,[91], [191]
15 | SLA deviation [212],[279),[29], [209]
16 | Interoperability and portability issues | [192],[209],[29],[84],[192],[238]

Therefore, cloud customers are encouraged to explore the trade-offs between cloud ben-
efits and concerns quantitatively. Each organisation needs to be sure that the economic
savings of cloud adoption are not wiped away by its potential security, complexity and

compliance overheads.

2.1.3 Traditional vs Cloud computing risks

Cloud computing is often associated with the public cloud, which promotes the outsourcing
of all or part of an organisation’s computing environment to an external CSP. The cloud
provides IT-related capabilities as a service, accessible primarily via a web browser, requir-
ing limited knowledge of the underlying technologies and with minimal management effort.
Knowing that the cloud inherits the risk of its underlying architecture, including virtu-
alisation and the Internet, it is faced with the challenge of solving the security concerns
of the traditional datacentres, coupled with dealing with the new issues inherently intro-
duced by the cloud computing paradigm itself [156, 256]. That is, the cloud adds a ‘delta’
to traditional security issues. According to the Committee of Sponsoring Organisations
(COSO) [79], typical cloud computing risks include disruptive force, multi-tenancy, lack of
transparency, performance and reliability issues, vendor lock-in, security and compliance

concerns, many of which were not evident under the traditional computing model.
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Table presents a comparison of how traditional computing risks differ from public

cloud computing risks.

Table 2.3: Traditional vs Cloud Computing Risks

Criteria Traditional Computing Risk Cloud Computing Risk (Public)
Implements the physical A complicated system of resource
Multi separation of controls, when IT sharing. Places greater dependence
Tenancy resources need to be on logical separation at multiple
shared by multiple customers. layers of the application stack.
With the possibility of data stored
Loss of Organisation remain in control of | in multiple datacentres, coupled with
data and decide where it is stored | the lack of visibility of CSP controls,
Control o :
and how it is used. customers would seem not to be in
control of their data.
The security perimeter aCt.s .a s the The trust boundary is blurred, since
Access trust boundary where sensitive loud dat 1d ltipl
Control information is stored and cloud data COUTC spatl Hipie

processed.

geographic locations.

Complexity of

Security compliance is limited
to the organisation and

The global and dynamic flow of
data makes the location of data

i . 1 I
Compliance contracted parties. unpredlctab.e and complicates
cloud compliance.
Cloud systems are made up of
System . .
. Limited attack surface more complex systems, resulting
Complexity .
in a larger attack surface.
Traditional systems host Cloud systems are totally reliant
Internet applications in-house and only on the Internet, and the lack of
Dependence rely on the Internet Internet access leads to loss of

for additional functionality.

productivity.

In summary, this comparison shows that the same way cloud benefits outweigh tradi-

tional models, so also does their risks. As data and applications in the cloud are managed
outside the trust boundary by a dynamic supply chain, it has become essential for CSPs
to demonstrate the implementation of adequate security practices to protect the sensitive
data and processes put under their control. Cloud transparency, particularly the visibility of
security controls and processes, is likely to become a central theme for improving customer

confidence in cloud services and reducing perceived risk.

2.2 Risk Assessment Methodologies

According to the International Standards Organisation (ISO) 27005:2011 standards docu-
ment, a risk is defined as the effect of uncertainty on objectives [I51]. Information security
risks lead to a deviation from the expected results for which security controls were imple-
mented, and they impact the objectives of the information asset, including its financial,

safety or productivity goals. The concept of risk varies in interpretation and significance
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to organisations. Therefore, the risk management and risk assessment approach for each
organisation will vary based on their predisposition, in-house expertise and risk appetite.

According to Bojanc [46], the risk management (RM) process typically consists of two
main stages, known as risk assessment (RA) and risk treatment (RT). RM is defined as the
overall process of managing risk to an acceptable level within an organisation, while RA is
the process of identifying, evaluating and prioritising the risks [46]. RM is fundamentally
about making decisions about which risk issues are most critical (prioritisation), which risk
issues are not worth worrying about (risk acceptance) and how much to spend on the risk
issues that need to be dealt with (budgeting) [124]. RA is a central part of information
security management and it enables organisations to identify vulnerabilities and threats
while also informing the choice of cost-effective countermeasures to address potential threats.
Ionita [145] describes RA as a structured or semi-structured approach of analysing the
security of a system, identifying weak spots and selecting countermeasures.

RA, and to a more significant extent RM, involves a continuous re-iteration process
which revolves around identifying, analysing, prioritising, mitigating and monitoring se-
curity risks. Risk assessments are conducted to inform decision-makers and support risk
responses, either as part of a security audit, compliance initiative, or to support security
budget decisions [145] 258]. While it is impossible to achieve a fully secure system, void
of security risks, the overall aim of a security risk assessment is to minimise, monitor and
control the probability and impact of disruptive security events. The primary objective
behind designing a security risk assessment framework is for security controls to be selected
based on real risks to an organisation’s assets and operations.

A cross-section of risk assessment methodologies developed by standards and regulatory
bodies are as shown in the table In section we discuss three of these frameworks

in more detail, since they were referenced in the development of our proposed cloud model.

2.2.1 Qualitative and Quantitative Risk Assessment

A widely accepted hypothesis is that risk measurement always leads to a trade-off between
accuracy and precision. However, a properly executed risk assessment should seek to analyse
risks in a way that it yields simple, easy to understand results, capable of being communi-
cated to decision-makers concisely. In this section that follows, we briefly discuss the two

main risk assessment approaches.

2.2.1.1 Qualitative Assessment

Qualitative risk assessment employs a set of methods, principles, or rules for assessing risk
based on non-numerical categories or levels(e.g., low, moderate, high) [258]. It involves

presenting risk assessment results and recommendations in a descriptive form. It is more
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Table 2.4: Risk Assessment Frameworks

Risk Risk Assessment Risk Risk Risk
Framework Methodology Identification Analysis Evaluation
Cramm Qualitative Yes Yes Yes
EBIOS Qualitative Yes Yes Yes
ISF Methods Qualitative Yes Yes Yes
ISAMM Quantitative Yes Yes Yes
ISO/IEC 27005 Qualitative Yes Yes No
IT-Grundschutz Qualitative Yes Yes Yes
Magerit Qualitative and Quantitative Yes Yes Yes
Marion Qualitative Yes Yes Yes
Mehari Qualitative and Quantitative Yes Yes Yes
MIGRA Qualitative Yes Yes Yes
Octave Qualitative Yes Yes Yes
NIST SP800-30 Qualitative Yes Yes Yes
RISK IT (ISACA) Qualitative Yes Yes No
FAIR Qualitative and Quantitative Yes Yes Yes

commonly used than the quantitative method and is known to be popular within small and
medium-sized companies [53]. According to the ISO/IEC 31000:2009 [152], the qualitative
approach is used in events where it is difficult to express a numerical measure of risk, such
as, during the initial assessment to recognise risks. Due to its representation of vulnerability
level, impact and consequences with descriptive values, Burtescu [53] argues that this can
lead to incorrect risk values. In [167], authors identified the subjectivity of qualitative risk
assessment as a major drawback. At the same time, the UK research organisation, JISC
[158], states that people are not good at analysing risk, considering their decisions tend to
sway depending on their emotional response to a situation rather than objectively assessing
the risk. Likewise, the research conducted by Hubbard[142] claim that experience has shown
that the answers of the experts and managers involved in qualitative assessments were often
a function of over-confidence, logical errors and random inconsistencies, leading to wrong
decisions.

Although qualitative assessments are known to be a quick and easy approach to risk
assessment, employing limited rigour, they do not provide enough quantifiable measure-
ments concerning probabilities and impacts of risks [I05]. Also, the comparatively small
range of values used in assessment makes relative prioritisation or comparison within the
set of reported risks difficult. In addressing the drawbacks identified in the method, the
recommendation of JISC [I58] is for qualitative risk methods to make use of complementary
checks such as the application of Delphi method, where opinions are gathered anonymously
then cross-checked with a range of experts. Likewise, Liu [190] suggests that for cloud

risk assessments, which is often complicated, involving multiple stakeholders, both qualita-
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tive and quantitative analysis should be integrated into a combined approach, to avoid the

one-sidedness of evaluation results.

2.2.1.2 Quantitative Assessment

Quantitative risk assessment attempts to assign real numbers to assets, and assigns a dollar
value to the impact of a threat on the asset should the risk materialise [267]. Quantitative
assessments are known to maintain internal and external consistency with the meanings and
proportionality of the values used for risk estimation. Furthermore, its ability to provide
probabilistic estimates of risk, time and actual dollar amount or ‘bottom line’ makes it
appealing to non-technical decision-makers [32]. This type of assessment, involving the use
of a mathematical model, is best suited for security technology investment evaluation and
cost-benefit analysis of alternative risk responses, based on its ability to analyse security
risks and evaluate critical assets quantitatively. The benefits of quantitative assessments
include rigour, repeatability, and reproducibility of evaluation results, but much of the
benefit is dependent on the accuracy of the assigned risk values, and the validity of the
statistical models used [97].

Over the years, numerous authors have raised concerns about the accuracy of measure-
ment and reliability of quantitative assessments. In [258], there is a concern about the
subjective determination of risk values, while Fito et al. [105] argue that the risk calcu-
lations have a strong element of arbitrariness. Likewise in [42], quantitative risk analysis
was referred to as the ‘arrogance of quantifying the unquantifiable’, although Bernstein
went further to suggest that this did not exempt mathematical models from being used as
a complement to expert intuition. About the statistical reliability and the inadequacy of
empirical data, which is a common argument amongst critics of quantitative assessment,
the industry research conducted by Hubbard and Seiersen [143] have shown that we have
more information than we think we do and we need less information than we think. Never-
theless, many have referred to this argument as the logician’s trap, claiming that past data
from real-life are untrustworthy since they do not provide us with independent observations
that the laws of probability demand [42]. By way of counter-argument, both Freund and
Jones [112], and Hubbard and Seiersen [143] illustrated how the process of asking questions
about the HR screening, the number of administrators of a system, their length of service,
employee morale, etc. can inform the estimate of a malicious insider within the IT team
and help the risk analyst defend such estimate.

Lastly, despite the use of quantitative assessment in well-developed industries such as
Finance/Insurance, Mining and Aerospace, it is rarely used in information technology, based
on the difficulty of measuring risk and the lack of historical data [I52]. Since measurements

are observations that quantitatively reduce uncertainty (i.e. the goal of risk management),
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it seems plausible to conclude that the introduction of some amount of error is unavoidable.
Notwithstanding, we believe that the use of controlled experimentation, clearly defined
model, peer reviews, and calibration (improving the measurement quality) of the expert

judges can also increase the objectivity of quantitative assessments [112, [143].

2.2.2 Risk Modelling

NIST 800-30v1 describes a risk model as a model that defines the risk factors to be assessed
and the relationship among the risk factors [258](see Figure . Also, risk factors are
characteristics used in risk models as input to determine the risk level during assessments.
Risk factors include vulnerability, impact, threat, likelihood, probability, exposure factors
and predisposing condition [53], 258]. Aubert et al. suggest that when an organisation is
assessing the risk of a supply chain, examples of additional factors that can play a part
in the risk cost include supplier size, competition, and vendor interdependence [26]. In
the effective risk management of dynamic systems, such as a cloud environment, there is a
need for an in-depth understanding of the individual risk factors, and the examination of
how the various risk factors are linked to any undesirable outcomes [26, [112]. According to
Verendel [318], some of the properties that make security risks a challenge to understand and
model include low stationarity (changing rapidly), dependence (correlated attacks against
different systems and components), uncertainty (limited information about consequence,
factors cannot be directly observed) and economics (interested agents seeking to achieve

goal).

Threat Threat

Event

- Adverse
initiates exploits Vulnerability causing

Source Impact

with - with with
with Likelihood of with Likelihood of with Severity Degree with Risk
Characteristics  |nitiation Sequence of g ross as a combination of
(eg. Capabilty, Inent, and actions, activities, In the context of Impact and Likelihood
Targeting for Adversarial or scenarios
M) Predisposing ]
Conditions praduicirg
with
Inputs from Risk Framing Step Pervasiveness
(Risk Management Strategy or Approach) ORGANIZATIONAL RISK
. To organizational operations (mission,
Influencing and Potentially Modifying Key fLchons i 1o fep Wabon) S omaniza onal
R i s, k F 3 Ct ors assets, mdmauaﬁ;ﬂ;?“ zrgamzahuns, and
with
Effectiveness

Figure 2.3: Generic Risk Model with Key Risk Factors. This figure has been taken from
[258]
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The risk management approach for each organisation needs to be unique, and the only
way to achieve this is to have a well-founded risk model. Organisations differ on their
risk model approach due to a variety of reasons, including their predisposition, in-house
expertise, or risk appetite. Both quantitative and qualitative risk assessment methods
require the use of a risk model for the analysis of risk. While the quantitative model uses
mathematical models such as Monte Carlo and Bayesian networks, most qualitative models
are built around mental models of how the human experts think the risk should be assessed,
an assumption which sometimes ends up with biased results [112].

Quantitative risk modelling allows risk analysts to analyse each risk scenario, presenting
the best and worst-case outcome, with this providing decision-makers a clear picture of their
risks. The risk analysis process which involves determining the probability of occurrence
of an event, or quantifying the impact of a risk, is often met with a degree of uncertainty
which makes it challenging to achieve a consensus [53]. Different members of the risk team
are likely to provide different estimations, which is commonly linked to their confidence
level or personal perception. This bias in estimation occurs because humans are thought
to be poor at estimating “objective risk”, and tend to perceive the low probability/high
consequence outcomes as riskier than high probability/lower consequence outcomes [79].
Such a challenge can be solved using a mathematical simulation tool such as the Monte
Carlo. Other risk models used in cloud security risk assessment methods and tools include
the Attack-Defense Trees (ADT), Decision Tree Analysis (DTA), Risk Breakdown Structure
(RBS), and Hierarchical assessment indicator system, to name a few [22].

As earlier mentioned, Ross et al. [258] maintains that the risk assessment methodology
should include an explicit risk model together with an assessment and analysis approach.
Likewise, a risk model can be inductive or deductive [I12]. The inductive risk model ap-
proach makes use of lots of data to infer the factors of risk and their probability of existence;
the approach adopted within the Insurance industry. The deductive risk model is more of
an investigative approach and is used when there is limited data, as often experienced in
assessing information security risk. The deductive model infers risk elements and their
relationship based on experts experience, logic, and critical thinking [I12]. It is worth men-
tioning that a large chunk of the time spent conducting a comprehensive risk assessment
is often spent deciding on the risk model, identifying the risk and risk factors and scoping
the risk exercise. Time dedicated to risk modelling is not wasted, particularly as touching
quantitative risk assessment, because the risk estimate for each risk scenario is reusable for
the duration of the system.

In conclusion, while the risk models built for cyber risks are nowhere as complex as the
systems being modelled, there is a need for us to re-consider our outlook to risk factors

such as threat and vulnerability [I43]. The Open Group describes a threat as the capacity
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of an actor to cause a loss event to occur, while vulnerability is referred to as a gap in
control that increases the chance of a loss event [124]. This definition implies that both
threat and vulnerability can be considered as a value instead of a thing. Bearing this
in mind, it becomes easier to think of risk as a mathematical product of the probable
frequency and probable magnitude of a future loss [112] 124], [143] 172]. We agree with
this approach because as earlier established, risk analysis is based on imperfect data and
models. Therefore, the expression of frequency or magnitude should contain elements of

that uncertainty, especially in a probabilistic form.

2.3 Frameworks Referenced in our Proposed Model

Despite the limitations of traditional risk assessment frameworks in assessing cloud risks,
they act as a good foundation for the design and development of conceptual models targeted
at the problem area. In this section, we describe three of the existing risk assessment
standards and guidance documents, i.e. ISO/IEC 27005:2011, NIST 800-30v1 and Factor
Analysis of Information Risks (FAIR) methodology, which have been referenced in the

development of the proposed model presented in this thesis.

2.3.1 NIST SP 800-30 revl

NIST developed the Special Publication (SP) 800-30v1 [258]. The purpose of the document
is to provide federal information systems and organisations with guidance for conducting
risk assessments, amplifying the guidance in NIST SP 800-39 [257]. Being a guidance docu-
ment, the SP 800-30 revl offers organisations maximum flexibility on how risk assessments
(RA) are conducted, without placing any specific requirements on the formality, rigour,
method, tools, or format of risk assessment results. However, NIST advises that because of
the ongoing nature of risk management, risk assessments are to be conducted throughout
the system development lifecycle. The guidance supports the organisation in addressing
their RA needs, including integrating risk assessment into their broader risk management
processes. Furthermore, the guidance supports transparency by encouraging organisations
to share risk-related information.

According to NIST [258], risk assessment is defined as the process of identifying, esti-
mating and prioritising information security risks, while risk is expressed as a function of
the likelihood of a threat event’s occurrence and the potential adverse impact, should the
event occur. Highlighting the purpose of an RA, NIST 800-30 identifies how RA informs

decision-makers and support risk responses by identifying:

e The relevant threats to the organisation or through the organisation to other organi-

sations;
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e Organisation’s internal and external vulnerabilities;
e Impact to organisations due to the potential for threats to exploit vulnerabilities; and
e Likelihood that harm will occur.
The risk assessment method adopted by the NIST 800-30 includes:
1. A risk assessment process
2. An explicit risk model
3. An assessment approach
4. An analysis approach

The guidance document states that organisations can increase the reproducibility and
repeatability of risk assessments by making explicit the risk model, the assessment approach,
the analysis method and the rationale for estimating risk factors. We will now briefly

describe each of the steps, starting with the risk model.

1. Risk model - A risk model defines the risk factors to be assessed and the relationships
among those factors [258]. Five (5) risk factors are identified in the NIST 800-30

document, and they are:

e A threat- is any circumstance or event with the potential to adversely impact
organisational operations and assets, individuals, organisations or nation through

an information system.

e A wvulnerability- is any weakness in an information system, system security pro-
cedure, internal controls, or implementation that can be exploited by a threat

source.

o A predisposing condition- is a condition that exists within an organisation, in-
formation system, or environment of operation, which affects the likelihood that
threat events, once initiated, will result in adverse impact for the organisation

or its assets.

o The likelihood of occurrence- is a weighted risk factor based on an analysis of the
probability that a given threat is capable of exploiting a given vulnerability (or

set of vulnerabilities).

o The level of Impact- is the magnitude of harm that can be expected to result
from the consequences of unauthorised disclosure, modification, or destruction

of information, or the loss of information or information system availability.
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2. Assessment Approach- Three approaches are discussed in NIST 800-30 rev1 for assess-
ing risk and its contributing factors, each having their advantages and disadvantages:

Quantitative, Qualitative and Semi-quantitative.

e Quantitative Risk Assessment- typically employ a set of methods, principles, or

rules for assessing risk based on the use of numbers.

o Qualitative Risk Assessment- typically employ a set of methods, principles, or
rules-based on non-numerical categories or levels (e.g., very low, low, moderate,
high, very high).

e Semi-quantitative Risk Assessment- typically employ a set of methods, princi-
ples, or rules that uses bins, scales, or representative numbers whose values and
meanings are not generally maintained in other contexts (e.g., 0-15, 16-35, 36-70,

71-85, 86-100).

3. Analysis Approach- The analysis approach differ with respect to the orientation or
starting point of the risk assessment, its level of detail and how risks due to similar
threat scenarios are treated. The three analysis approach discussed in the 800-30 revl

are as follows:

e Threat-oriented
e Asset/Impact-oriented

e Vulnerability-oriented

4. The Risk Assessment process-, The process of conducting a risk assessment using the
NIST SP 800-30 revl guidance, is composed of four steps. Each step is divided into
a set of tasks, as shown in Figure The RA process makes it possible for ongoing
communication and information sharing to take place among stakeholders, to ensure
that the inputs are as accurate as possible and that the intermediate RA results can be
used for assessing other direct or indirect stakeholders. Also, the RA process enables
organisations to use the result of an assessment as useful input for the risk response

or treatment aspect of the risk management process.

2.3.2 ISO/IEC 27005:2011

The ISO/IEC 27005 [I51] provides organisations with risk management guidelines and does
not enforce a specific method, thereby, leaving it to organisations to define their approach
based on scope, their context of risk management, or industry. Although the ISO/IEC

27005 can be applied as a standalone document, some knowledge of the concepts, models,
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Step 1: Prepare for Assessment
Derived from Qrganizational Risk Frame

Step 2: Conduct Assessment
Expanded Task View
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v

| Determine Magnitude of Impact |

v

| Determine Risk |

Step 3: Communicate Results
Step 4: Maintain Assessment

Figure 2.4: NIST SP 800-30 Risk Assessment process. This figure has been taken from [258]

processes and terminologies described in ISO/TEC 27001 & 27002, are important for a com-
plete understanding of this standard. The standard supports a systematic and continuous
approach to information security risk management, beginning with establishing an exter-
nal and internal context, assessing risks, treating the risks and promoting decision-making.
Seeing that we are only interested in the risk assessment element of the standard, we will
now describe the processes that lead up to assessing risk under the ISO/IEC 27005 standard
(i.e. Clause 6, 7 & 8).

According to the ISO/IEC 27005 standard, the information security risk assessment
should assist organisations with identifying risk, assess risk based on their consequences
to the business and the likelihood of their occurrence, communicate risk and assess the
effectiveness of security controls [I51]. Figure shows the iterative approach ISO/IEC
27005 takes in conducting a risk assessment, where the depth and detail included in the
assessment can be increased with each iteration. Considering that the effectiveness of the
risk treatment depends on the results of the risk assessment [I51], the RA process is tasked
with providing sufficient information needed to modify risks to an acceptable level, else the
iterative process continues.

Before commencing a risk assessment exercise, the organisation should already have in

place, an internal and external context for their information security risk management. Con-
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Figure 2.5: ISO/IEC 27005:2011 Risk Management process. This figure has been taken
from [I51]

text establishment addresses basic criteria such as risk evaluation criteria, impact criteria
and risk acceptance criteria [I51]. The risk evaluation criteria evaluate the organisation’s

information security risk based on the following;:
1. Strategic value of the business information process;
2. Criticality of information asset;
3. Legal & regulatory requirements;
4. Operation and business importance of availability, confidentiality and integrity;
5. Stakeholder expectations and consequences for goodwill and reputation.

Likewise, the impact criteria specify how the degree of damage or cost to the organisation

is expressed following a security event. Furthermore, the organisation defines their risk
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acceptance criteria, which often depends on their policies, goals, objectives and stakeholder
interests. Lastly, the pre-work activities for the risk assessment include defining scope and
boundaries, to ensure that all relevant assets are taken into account in the risk assessment
[151].

The ISO/IEC 27005 standard defines risk as a combination of the consequences of an
unwanted event and the likelihood of the occurrence of the event [I5I]. It states that
the purpose of risk assessment is to quantify or qualitatively describe the risk to enable
managers to prioritise risks according to their perceived seriousness or established criteria.

The risk assessment process consists of the following activities:

1. Risk Identification - The risk identification process helps to gain insight into how,
where and why an event can cause a potential loss. According to the standard, risk
identification should aim to include risks even when the risk source is not under the
control of the organisation (supply chain). Some of the activities that take place during
this stage include the identification of assets, threats, existing controls, vulnerabilities

and consequences.

2. Risk Analysis - The degree of detail involved in the conduct of risk analysis depends
on the criticality of assets, the extent of vulnerabilities known and prior incidents
in the organisation. The risk analysis methodologies supported under the ISO/IEC
27005 standard include the quantitative, qualitative, or a combination of both[I51].
Other activities include the assessment of consequences, assessment of the incident

likelihood and the level of risk determination.

3. Risk Evaluation - The risk evaluation is the third and final stage of the risk assess-
ment process. During this stage, a list of risks has been identified, together with value
levels assigned and what is left is for decisions to be made based on the risk evaluation
criteria. In evaluating risks, organisations compare the estimated risks with the evalu-
ation criteria defined during the context establishment stage. The risk evaluation also
takes into consideration the objectives of the organisation, stakeholder views and the
degree of confidence in the risk identification and analysis stage. Risk evaluation uses
the understanding of risk to make decisions about the future based on the acceptable

level of risk.

2.3.3 FAIR

FAIR (Factor Analysis of Information Risk) is a taxonomy of the factors that contribute
to risk and the interaction between these factors. It was developed by Jack Jones [162]
and was later adopted as a standard by the Open Group [112, 124]. FAIR provides a

framework for understanding, analysing and measuring risk by decomposing information
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risk into its fundamental parts [I12]. The FAIR approach is primarily concerned with
establishing accurate probabilities for the frequency and magnitude of loss events [112] [162].
The strength of the FAIR method lies in how it complements the works of other standards
bodies, e.g. OCTAVE, NIST 800-30, ISO/IEC 27002:2005 [124]. Based on its advanced
analysis, the FAIR, framework aims to establish consistent, defensible statements about the
value of risk. It cautions against making unnecessary assumptions in risk analysis, especially
with the critical aspects of the risk environment. The FAIR method emphasises the value
component of information risk and describes risk as a combination of threat event frequency,
vulnerability, asset value and liability characteristics.

FAIR defines risk as the probable frequency and probable magnitude of future loss
[162]. It maintains that risk is a probability issue since the probability reflects the con-
tinuum between absolute certainty and impossibility. Although FAIR admits that there
are no credible information security risk data, a situation it credits to the inability of the
Information system industry to normalise against a standard taxonomy, it points out that
non-data driven analyses have been successfully adopted in other industries, such as medical
diagnosis, missile targeting, marketing and investment [162].

The FAIR framework identifies four primary risk landscape components : threats, assets,
the organisation and the external environment. A taxonomy of the factors that make up
information risk under FAIR is depicted in Figure and defined as follows [162] 112}, [124]:

Risk

Loss Event Probable Loss
Frequency ’ Magnitude

S
Threat Event ili Primary Loss Seconda
Vulnerabili ry ry
Frequency ty y | Factors Loss Factors
— | S——
Contact Action Control Threat Asset Loss Threat Loss Organizational External Loss
Strength Capability Factors Factors \ Loss Factors \ Factors

Figure 2.6: Decomposition of Risk according to the FAIR framework. This figure has been
taken from [162]

1. Loss Event Frequency (LEF)- is the probable frequency, within a given time-
frame, that a threat agent will inflict harm upon an asset. This factor is decomposed

into two other factors: Threat Event Frequency (TEF) & Vulnerability.

2. Probable Loss Magnitude (PLM)-Estimating loss is one of the difficult aspects
of analysing risk, particularly due to the lack of precision on asset value, the different
forms of loss and the complex systemic relationship between the different forms of
loss. Forms of loss include productivity, response, replacement, fines and judgement,
competitive advantage and reputation. FAIR divides PLM into two groups: Primary

& Secondary Loss Factors.
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Other concepts introduced in the FAIR framework include:

o Threat Communities - subset of the overall threat agent population that share key

characteristics.

e Threat - is anything (e.g., object, substance and human) that is capable of acting

against an asset in a manner that can result in harm.

e Asset - any data, device, or other components of the environment that supports
information-related activities, which can be illicitly accessed, used, disclosed, altered,

destroyed, or stolen, resulting in a loss.

e Controls - All controls can be characterised through three dimensions. They are
Forms (policy, process, or technology), Purpose (preventive, detective, or responsive)

and Categories (loss event, threat event and vulnerability).

FAIR presents a flexible methodology for risk assessment to ensure that practitioners
can tailor it to meet the needs of the decision-makers. The Core Unified Risk Framework
(CURF) for estimating the completeness of risk assessment methods, evaluated the FAIR
method as one of the most comprehensive frameworks for conducting risk estimations [324].
Acknowledging the subjectivity inherent in human judgement, one of the goals of FAIR is
to bring as much objectivity into the risk analysis process as possible. FAIR supports the
use of either qualitative or quantitative methods but emphasises that the decision to use
either measure should be driven by the needs of the decision-makers and credibility of the
available methods [162].

In conclusion, the basic FAIR analysis is comprised of ten steps divided into four stages
[162]:

1. Stage 1 - Identify scenario components

- Identify the asset at risk

- Identify the threat community under consideration

2. Stage 2 - Evaluate Loss Event Frequency (LEF)
- Estimate the probable Threat Event Frequency (TEF)
- Estimate the Threat Capability (TCap)
- Estimate Control strength (CS)
- Derive Vulnerability (Vuln)

- Derive Loss Event Frequency (LEF)
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3. Stage 3 - Evaluate Probable Loss Magnitude (PLM)
- Estimate worst-case loss

- Estimate probable loss

4. Stage 4 - Derive and articulate Risk

- Derive and articulate Risk

2.3.4 Summary

One of the main conclusions that can be drawn from this review is that while the majority of
RA Standards and guidance documents have many things in common, there are noticeable
variations in their approach, scope and applicability. Due to the broad applicability of
most of the popular RA/RM frameworks, e.g. ISO/IEC 27005, ISO/IEC 31000 and NIST
800-30v1, they describe risk assessment at an abstract level and do not offer sufficient
practical guidelines for completing each step. Also, being predominantly qualitative or semi-
quantitative, the use of these traditional risk frameworks in assessing cloud risks is often
judged as limiting in scope. Based on the three RA methods reviewed, the FAIR method
is considered to be the most complete security risk assessment model. FAIR complements
the older standards and looks to improve the objectivity of risk results by considering more
risk factors, adopting a probabilistic approach and decomposing risks into its fundamental
parts. According to Albakri et al. [I9], most common risk assessment standards assume
that an organisation’s assets are managed in-house and that security management processes
are compliant with the organisation’s standards. Therefore, applying such risk assessment
frameworks to the cloud leads to increased vulnerabilities and inadequate implementation
of security controls.

Overall, we maintain that the process of manually fitting the traditional risk assessment
frameworks to address cloud risks is unsuitable for the dynamic environment. Therefore, a
more practical approach will be for new cloud risk frameworks to be built from the ground

up to address the various shortcomings of the current risk models.

2.4 Cloud Supply Chain

According to New & Westbrook, a supply chain is more than a metaphor [217]. They define
a supply chain as a series of links between suppliers and their customers until a product
or service reaches its ultimate end-user [217]. Wisner et al. [330], also defines a supply
chain as the series of companies that make products and services available to consumers,
including all the functions enabling the production, delivery and recycling of materials,
components, end products and services. There is a relatively small body of literature that

goes into any length to address the supply chain or value chain of cloud services [45] [247].
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Notwithstanding, we define cloud supply chain as a network of key actors that work together
to provide, develop, host, manage, monitor or use cloud services; each facing internal and
external risk factors and influences that make it uncertain whether and when they will
achieve their cloud service objectives. The supply chain is the core of every cloud service
delivery, and it consists of globally-distributed and dynamic collections of people, processes
and technologies that encompass various software and hardware components [61].

The term ‘cloud supply chain’ was coined out of more traditional terms such as I'T supply
chain and cyber supply chain to represent the processes, products, data and participants
involved in the delivery of a cloud service. Besides, Boyson et al. [50], define cyber supply
chain as ‘the entire set of key actors involved with/using cyber infrastructure: system
end-users, policy-makers, acquisition specialists, system integrators, network providers and
software/hardware suppliers. Lindner et al. reckon the application of supply chain concept
to cloud computing to be innovative and suggests the possibility of a new research field
[188]. We identified five essential elements involved in the delivery of a cloud service and
present it using Figure [2.7]
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Figure 2.7: The essential elements of a Cloud Service

The cloud supply chain is an end-to-end process, which is not limited to the delivery of
services but includes other aspects such as market mediation, security, billing, legal, per-
formance monitoring and accountability [I88, 237, 326]. All actors within the cloud supply
chain, exchange services for money, and add value to other actors’ offering through the
refinement of services that ultimately fulfil customer needs [I83]. However, organisations

that use or provide cloud services operate in a complex and dynamic environment, involving
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multiple supply chains and these CSPs need to feel confident that suppliers further down
that chain are accountable for how they manage personal and confidential data [I0I]. Cloud
migration or the setup of cloud infrastructure does not eliminate the management of tradi-
tional IT assets, which increases the complexity of I'T operations. The complexity resulting
from the large-scale virtualisation and data distribution in the cloud has been known to
drive the call for better cloud accountability and shifting customer security concerns from
server to data [I74]. Also, there is a core issue of heterogeneity, where CSPs and customers
are unable to determine if suppliers comply with platform and development standards accu-
rately. With the ” API Economy” dictating the speed of cloud innovation and development
teams working on aggressive sprints, the security properties of many best-of-breed cloud
solutions cannot be guaranteed.

Also, due to the dynamism of the cloud supply chain, it is believed to be less predictable
and highly volatile, particularly when compared to traditional IT, which is based on a
relatively fixed supply chain network [I88]. Cloud services are exposed to dependency risks
which can be due to supplier platform migration, net-new development done in a silo,
or a failure of an indirect third-party. Nonetheless, some of these cloud concerns can be
neutralised by the design of a resilient architecture [84] 281] and the simplification of cloud
development and management processes. While Abbadi and Lyle identified the advantages
of the dynamic nature of the cloud, such as flexibility and scalability, they also acknowledge
its introduction of new security, logging and auditing challenge [I]. Similarly, Pearson
argues that a dynamic supply chain enables businesses to strike a balance between the
opportunities that drive economic growth and the downside risks of disruptive events that

might occur from the failure of a member of the chain [243].

2.4.1 Cloud Supply Chain Risks

Quantifying security risks in supply chains has become a central challenge in risk manage-
ment [30]. Boyens et al. [48] demonstrate how managing ICT supply chain risks could be a
complex, multifaceted undertaking that requires a coordinated effort across an organisation.
Cyber supply chain risk management (CSCRM) is a new discipline designed to address the
challenges of rapid globalisation and outsourced diffusion of hardware and software systems
[49]. Considering this is a nascent area of research, there is no widely accepted definition for
cloud supply chain risk. So, in simple terms, we define cloud supply chain risk as the prob-
ability of an internal or external event targeted at a cloud service or its extended network
of suppliers, causing a disruption or failure to cloud operation and leading to reductions in
service levels and security posture.

Cloud risks are associated with the processes, procedures and practices used to as-

sure the integrity, security, resilience and quality of cloud services [48]. These risks (per-
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ceived/actual) are further exacerbated by the high rate of technological change and the
dynamically complex supply chain network. In [I59], Johnson categorised supply chain
risks into two categories: direct and indirect supply chain risks, where the direct risks affect
the focal CSP providing the cloud service, and indirect risk threatens the computational
infrastructures that support sub-contractors.

Our reflection on literature identified a significant number of reports addressing the
existence of supply chain security risks in cloud computing, but only a few recommended
solutions to these risks [194) 209]. According to Jenks [I57], there is a gap between the
‘what’ and ‘how’ processes of managing cloud supply chain cybersecurity risk. This view
is supported by the Federation of Small Business (FSB), who in a recent study found that
about 65% of UK SMBs do not have plans in place to deal with potential supply chain
disruption [225].

Moreover, the cloud supply chain employs “aggressive sourcing” based on free-market
principles rather than collaboration, which increases cloud risks. Risks associated with
the processes, procedures and practices used to assure the integrity, security, resilience
and quality of cloud services increases with the on-demand, automated and multi-tenanted
cloud, down the supply chain [48]. Cloud services are exposed to new threats capable of
exploiting the technology, process and organisational vulnerabilities associated with cloud
service delivery. Boyens et al. [48] aptly observe that cloud supply chain risks are associated
with an organisation’s decreased visibility into and understanding of, how the technology
that they acquire is developed, integrated and deployed. Wisner et al. [330] however reckon

that the best way to manage supply chain risk is to increase supply chain visibility.

2.4.2 Transparency, Trust and Risk Assessment

Numerous scholars have written extensively about the in-depth connection between trans-
parency and trust [70, 00]. Other research works have also considered the effect of trans-
parency on risk [6I], 216]. However, only a few of these studies have addressed issues in the
technology sector, particularly cloud computing. According to industry reports by Pearson
[241] and Schneier [275], the low level of consumer trust resulting from the lack of cloud
provider transparency has resulted in new and unquantifiable security risks. Also, Albert S.
& Rajeev [181] hold the view that improved visibility of the supply chain helps customers
to determine the trustworthiness of a cloud service a priori, based on its profile and security
assurances.

According to the Business Dictionary [87], transparency is the minimum degree of dis-
closure to which agreements, dealings, practices and transactions are open to all for verifi-
cation. Sigler et al. [286] also define transparency as the full understanding of the execution

and outcomes of a process among a defined set of stakeholders or partners. Cloud security
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transparency is defined in [I50] as the disclosure of security-related practices and controls
used for the protection of customer data and applications hosted in the cloud environment.
CSP transparency is an essential means for strengthening information disclosure, and it
enhances users’ trust in cloud services.

Werff et al. [327] defined trust as a three-stage process consisting of positive expectation,
the decision to make oneself vulnerable to another party and a risk-taking act. In [264], the
author makes a distinction between contractual, competence and goodwill trust. Also, in the
work of Sung & Kang [300], the authors list long-term & repeated interaction, information
sharing & reciprocity and interdependence & asset specificity as the determinants of trust
level between firms. In cloud supply chains, trust is one of the fundamental cooperation
factors [125].

To establish the interconnectedness between transparency, trust and risk assessment,
Kaliski-Jr and Pauley [165] point out that an increased level of trust improves disclosure
and reduces perceived risk, while Pearson [241] concludes that risk assessments provide
significant value in increasing trust in commercial services. In Figure we show how

each element contributes to improving consumer perception of cloud adoption risks.

Changes consumers’ perception
of risk and improves cloud-

adoption TI‘USt

Improves decision-
making and enhances
trust

Increases visibility,
promotes accountability

and better risk Transp arenCY

management

Figure 2.8: Transparency, Trust and Risk Management between CSP and CSC

As stated by the Centre for the Protection of National Infrastructure (CPNI), the aware-
ness or visibility of third-party risks is the key to effective risk management [72]. Likewise,
the ISO21000 highlights transparency and inclusivity as part of the principles for a success-
ful risk management [317]. ENISA reckons that the primary challenge with assessing the
risk of cloud computing stems from the fact that the data that is needed to estimate the
impact and likelihood of risk scenarios or events are either unavailable or inadequate [97].

Likewise, Power [245] suggests that this level of transparency is hindered by reputational
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risk, which many organisations are worried about, especially firms in charge of manag-
ing risks on behalf of their customers. New [215], supports this argument from a liability
standpoint, stating that organisations become more liable the more they know about their
supply chain. An example of this lack of transparency in the cloud industry is found in
CSA’s report on cloud outages between 2008 and 2013. The report listed 172 unique cloud
incidents, but only 129 (75%) providers declared the cause of the outage, while 43 (25%)
failed to attribute their outage to a particular vector [173].

That said, the CSA and ISACA organisations in promoting cloud security transparency,
connect the elements by saying that: “the transparency into the adequacy of the system of
internal controls provides trust in operations, confidence in the achievement of enterprise

objectives and an adequate understanding of residual risk” [148§].

2.5 Systems Thinking

The world today is experiencing accelerated growth in the number of complex systems that
play crucial roles in the social and economic space. The newly developed technologies have
an increasing interdependence on pre-existing systems (e.g. cloud and edge computing de-
pendent on the Internet) and produce extremely complex and unpredictable effects. Herbert
Simon [288] defined a complex system as one made up of a large number of interacting parts,
where the whole is more than the sum of the parts in a practical sense. A cloud service
(e.g. CRM application) is an example of a complex system. The supply chain of a cloud
service is made up of many agents (providers, users, components), all of which interact in
intricate ways leading to a continual reshaping of the service and its delivery [27]. An agent
is an individual “actor” in a complex environment [27].

Before going any further, we make a distinction between complex, complicated and
chaotic systems. Complex systems differ from chaotic ones, in that chaos deals with sit-
uations where systems are sensitive to small changes, and rapidly become disorderly and
unmanageable. Although, despite appearing to have a random appearance, chaotic systems
have some underlying order to them [3I5]. Complexity deals with systems composed of
many interacting agents, who interact in a non-linear way, thereby affecting the probability
of later events. Complex systems feature feedback loops and exhibit emergent behaviours
[115]. By emergent, we mean properties which are not noticed in isolation but result from
the interactions and dependencies between the system components [I19]. This provides
insights into the robustness of the underlying system [205]. Complicated systems, however,
are understood by the sum of their parts. They are complicated because of a large number
of parts, not because of the nature of interactions between those parts [115].

Cloud services can also be classified as a complex adaptive system, seeing that the

agents involved in the system are capable of evolving and are actively trying to improve
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themselves (i.e. adapt). Cloud computing is made up of a dynamic network of interacting
components, involved in information exchange, and their relationship is not an aggregation
of the individual static entities [64]. As a complex system, the perfect understanding of
the individual components of a cloud service does not automatically convey a perfect un-
derstanding of its behaviour [205]. The interactions that take place within a cloud supply
chain are non-linear, seeing that a small change along the chain could have a significant
effect on the cloud system. Cloud services run in distributed environments, where there
are many moving parts, which can fail any time [168]. Nowadays, information systems are
highly dynamic and are characterised by constant technological change. Developing cloud
applications which rely on external components to function, requires that the potential risk
scenarios be modelled into the development, and mitigation mechanisms be put in place to
recover from such failure.

Modelling for risk scenarios in complex systems requires a systems thinking approach,
where each entity involved in the delivery of the service is identified, and the relationships
and dependencies between the entities are mapped out. Systems thinking enables us to make
explicit models to look at the combination of the interdependent component systems that
make up a cloud service and study how the state of the cloud system changes as a result of the
interactions of these components [3]. This broad approach to understanding how complex
systems fit together, originated from Ludwig von Bertalanffy’s work on General systems
theory during the 1950s [322]. General systems theory was targeted at understanding
“wholeness”, and it is based on the principle of the whole being more than the sum of its
parts. Complex systems is a subset of systems theory, although General systems theory
studies a much broader class of systems including non-complex systems, where traditional
reductionist approaches may remain viable. Systems thinking like the General systems
theory attempts to elucidate deep principles underlying systems whose components are
linked by feedback loops [244]. Its approach seeks to understand how system components
interact and how the underlying systemic relationships and dependencies impact behaviour,
both of which help to expand knowledge about the system as a whole.

The academic literature on systems thinking has revealed the emergence of several con-
trasting themes. The theories embedded in systems thinking have at least a 60+ year
history, starting with Ludwig von Bertalanffy’s work on wholeness [107) [322]. Also, Her-
bert Simon [288] in his paper titled “the architecture of complexity”, attempted to describe
the composition of complex systems. He showed that complex systems were composed of
sub-systems that were hierarchically organised, describing how the near-decomposability
property of hierarchies simplified the behaviour of these complex systems [288]. Systems
thinking expresses our understanding of dynamic complexity [30I], and it makes use of

tools such as causal loop diagrams, stock and flow diagrams, simulation models to show the
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relationship between entities instead of studying them in isolation [71], 217]. It focuses on
interaction, entailment, dependencies, exchange, connections and relationships [71]. Arnold
& Wade [24] after considering previous definitions of systems thinking, defined systems
thinking as a set of synergistic analytic skills used to improve the capability of identify-
ing and understanding systems, predicting possible behaviours and devising modifications
to them in order to produce desired effects. This aligns with our use of the approach in
this thesis, seeing that the interdependency of cloud components demands systems thinking
[63, [10§].

Systems thinking could be described as interdisciplinary. It is grounded in the theory of
non-linear dynamics and feedback control developed in engineering, physics and mathemat-
ics disciplines, but also draws on cognitive and social psychology, organisation theory and
other social sciences [107, 297]. Systems thinking helps to see both the forest (i.e. system)
and the trees (i.e. components), with the system being more than just a collection of its
parts. With the traditional problem-solving (reductionist) approach no longer sufficient in
addressing complex systems, the systems thinking approach offers a more generalist ap-
proach to problem-solving [298]. Using available data, stakeholders can visually represent
complex systems to reflect the conceptualisation of reality [312]. This acts as a memory
aid, seeing that stakeholders can offload cognition to an external artefact, where it can be
analysed. The approach also helps stakeholders to recognise their limitations and correct
their cognitive biases about the system (in our case, cloud service).

Systems thinking gives us the ability to think abstractly in order to |24} 295]:

e Incorporate multiple perspectives;

e work within a space where the boundary or scope of the problem may be fuzzy;
e Understand diverse operational contexts of the system;

e Identify component relationships and dependencies, and

e Understand complex system behaviour

While it is still challenging to predict the behaviour of complex systems, the systems
thinking approach provides us with thinking skills that are effective in answering questions
such as ”what to include“ in assessment or to think about the big picture (10,000 meters). It
assists modellers to reduce a complex description of a system to a simpler one by abstracting
out what is unnecessary to include only elements whose interaction are capable of self-
generating the intended effect in the model [287].

The modelling of complex systems also calls for a broad boundary, where there are few

exogenous variables. The boundary encloses the system of interest [I10]. However, like most
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open systems, it may be challenging to define system boundaries accurately. Cloud system
boundaries due to the nature of interactions between cloud components within a system and
between the system and its environment, can be highly dynamic in comparison to traditional
IT, which maintains control of almost all aspects of their applications. Therefore, seeing
that systems thinking is not a purely technical solution, Sweeney & Sterman has encouraged
systems thinking modeller to be prepared to carry out activities ranging from understanding
system interaction, identifying non-linearities, and recognising and challenging boundaries
of existing mental and formal models [301]. Axelrod and Cohen [27] reckon that by so doing,
we will be able to use our knowledge of the system’s complexity to improve its performance,

or in our case, assess its risk.

2.6 Decision Support Analysis

Decision analysis cuts across multiple industries and is an essential element of risk assess-
ment and mitigation [I86]. Risk management is primarily about making better decisions.
The risk analysis process is inherently about forecasting the future of a system based on
identified risk factors and providing the information to decision-makers. An essential as-
pect of decision making is to formulate the decision problem into a formal and rigorous form
[252]. The organisation’s requirements in areas such as security, functionality, performance
and usability, often influence the decision involving the selection of a cloud provider.

Decision support models have played various roles over the years, including; i) aiding
decision-makers, ii) bootstrapping decision-makers by replacing them with their represen-
tations, and iii) as a contrast to decision-makers such as in clinical vs statistical controversy
[82]. Human judges are sometimes referred to as imperfect mediators between input and
output. They are known to introduce unreliability by their inconsistency and invalidity
to the degree that their judgement, which is often based on selected anecdotes, negatively
impact the ability of these predictive models. The research of Dawes and Corrigan [82]
shows with examples, how random linear models such as Dawes model, yields predictions
that are superior to those of human judges. The research of Dawes et al. [80] considered
the judgemental accuracy of consultants, based on two approaches to decision-making, i.e.
clinical (subjective) and actuarial (statistical) methods and found the actuarial process to
be superior.

Seeing that the goal of decision support analysis is not limited to improving the accuracy
of human experts, but to improving the transparency, consistency, adaptability and speed
of decisions, its use within the cloud industry has been limited to less formal approaches.
Examples of studies conducted to bridge this gap include the work of Cayirci et al. [58]
who developed the Cloud Adoption Risk Assessment Model (CARAM), a multi-criteria

decision approach with the posterior articulation of cloud customer preferences for relative
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risk analysis. Likewise, the research of Liu [I90] adopted the theory of analytic hierarchy
process (AHP) and correlation coefficient to analyse multiple objective decisions as part of
their new risk assessment model for information systems in the cloud. Another approach
to decision analysis during cloud computing risk assessment is the use of fuzzy logic, as
exemplified in [278]. Furthermore, the works of Zoie et al. [338], builds on the Service
Measurement Index (SMI) [285], to develop the hybrid DANP framework, a combination
of Decision-Making Trial and Evaluation Laboratory (DEMATEL) method and Analytical
Network Process (ANP), for cloud decision making.

Taking a structured and disciplined approach to improving the objectivity of decision
analysis within the cloud industry, therefore, requires that input is gathered from different
stakeholders (business, technical and security) as part of the multi-criteria decision making
(MCDM) process. This approach is a move away from intuitive decisions, and such arrange-
ment enables the systematic use of available information to arrive at the possible outcomes,
which helps with decision making despite the uncertainties. Studies have shown that the use
of models such as the Dawes: based on the Z-score method of unit-weighted regression [81];
the Lens model of Brunswik [51]: based on the use of multivariate regression; or the Bayes
model: based on the Bayes Probability [37], can be applied to the decision-making process
of the cloud. However, notwithstanding the immense potential of each of the models at
conceptualising the human decision process, we are leaning towards the Dawes model based
on its simplicity and the empirical evidence from published works that suggests that the
method marginally outperforms unaided decision-makers [81), [142]. Ultimately, we aim to
have a decision analysis solution that is adaptable, portable, cost-efficient, understandable

and traceable.

2.6.1 Z-Score

A Z-score (Z;) is a statistical measurement of a score’s relationship to the mean in a set of
scores. It measures how many standard deviations a score is above or below the population
mean [140]. The Z-score was initially known as the Altman Z-score, named after Edward
Altman, who developed and introduced the formula in 1968 [211, [144]. At its inception, the
Z-score was applied to the time-consuming and somewhat confusing process of predicting
the financial health of a firm and its closeness to bankruptcy. Variants of the Z-score
model are also used as a proxy for bankruptcy risk in areas such as merger and divestment,
asset pricing and market efficiency, capital structure determination, pricing of credit risk,
distressed security and bond ratings [6]. The use of Z-score models has also been extended
to the medical profession, as shown in [95]. Here, Ellis et al. conducted a study to develop
an anthropometry-based prediction model for the assessment of bone mineral content in

children, correctly predicting bone mineral deficits in children with diseases such as cystic
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fibrosis. Furthermore, in [82], Dawes and Corrigan applied linear prediction models to tasks
such as psychiatric diagnosis and predicting students final grade point average.

The first stage of building a decision support analysis model based on Z-score is to
carefully identify factors that reflect the condition being assessed, which in our case is the
security posture of a cloud supplier. According to Agarwal & Taffler, the predictive ability
of a Z-score model can be enhanced if the factors upon which the model is built, reflect
critical dimensions of the measured criterion [6]. Following its multivariate approach, each
input variable should be included based on its actual predictive power and their dependent
relationship to the criterion of interest [80]. The generic Z-score is a distillation into a
single measure of some appropriately chosen factors, weighted and added. The power of the
Z-score lies in the appropriate integration of distinct dimensions weighted to form a single

performance measure.

(2.1)

The application of the Z-score in this study is not the same as Altman’s Z-score, which
is used as a financial analysis tool. The use of the Z-score (also known as the standard
score in statistics) in our decision support model is to standardise the individual values
from different sources, in such a way that they are as close to zero as possible and can be
compared [I76]. The application of this improper linear model to cloud supplier assessment
requires the calculation of the mean and standard deviation of the supplier ratings (as
shown in equation 2.1), and this helps to compare the capabilities of each cloud supplier. It
measures how many standard deviations (o), a score (y;) is above or below the population
mean (y) [I40]. We apply the Z-score method of unit-weighted regression as a prediction
model for cloud supplier security posture assessment, to objectively determine which of the
members has the higher susceptibility to a cyber attack that is capable of adversely affecting
the supply chain.

2.6.2 Delphi Method for Information Gathering

To enhance the predictive ability of our proposed cloud supplier security assessment model
(i.e. modified Dawes model), and to objectively collect expert opinion on the security factors
that contribute to the overall security risk of cloud suppliers, we opted for the Delphi
research method. The application of a Delphi method to the development of a decision
support tool is proposed as a scientific means of collecting the information necessary to rate
cloud suppliers. Also, one could argue that Delphi is presumably one of the best-known
qualitative research methods in use today based on how often it is cited, and it is gradually
gaining momentum in the information systems (IS) community. Examples of past studies

which adopted the Delphi method to elicit expert feedback includes that of El-Gazzar et al.
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[94], where the authors investigated the most important issues enterprises face when making
cloud adoption decisions. Also, Nugraha et al. [222] adapted the Wide-band Delphi process
to understand Indonesian policymakers’ requirements for state cyber-defence. Similarly,
Saripalli et al. [271] who developed the QUIRC risk assessment model, utilised a modified
wide-band Delphi method to collect numerical estimates for the impact of risk events.
Furthermore, the research conducted by Parekh et al. [239], applied a Delphi process to
rate cybersecurity topics based on importance, difficulty and timelessness.

According to Bourgeois et al. [47], the Delphi method is defined as a combination
of qualitative and quantitative processes that draw on the opinions of identified experts
to develop theories and projections for the future. It is a forecasting technique used to
collect expert opinion objectively, with procedures that allow for anonymity over multiple
iterations in a controlled manner. With Delphi, statistical analysis of group response is used
to elicit and refine group estimations and arrive at a consensus [116], 200, 271]. The RAND
Corporation developed the Delphi method in the 1950’s [77] for gathering a knowledge base
of military intelligence and experience, without the influence of politics, rank, or other bias.
It has since been applied to other domains such as technology, population sciences, usability
studies, environmental risk assessment and business applications.

The Delphi method is recommended in areas where the problem does not lend itself to
precise analytical techniques but can benefit from subjective judgments on a collective basis
[189]. It provides insights from the collective experience and understanding of an expert
panel [273]. Given the scarcity of initiatives for the practical implementation of a formalised
cloud supplier risk ratings, coupled with our knowledge of the impact supply chain risks
have on cloud services, we have decided to engage cloud experts in developing a means of
strategically assessing the risk of cloud suppliers. The work of Lang et al. [I80], addressed
a similar problem using a Delphi study. In their study, they polled experts on the Quality
of Service (QoS) criteria for selecting cloud service providers.

The Delphi method is one of the most practical ways of gathering public opinion from
a wide variety of experts distributed across different locations. It manages the risk of
misinterpretation of participant response by the researcher, through its feedback mechanism.
Findings from each stage of the study are sent to the respondents for reconsideration,
which adds validity to the process since the experts can challenge any unusual researcher
interpretation. According to Thiebes et al. [310], the key characteristics of the Delphi

method are:

e Anonymity - participants make responses privately without feeling pressured by dom-

inant individuals;

e Iteration - allowing participants to change their opinions;

o1



e Controlled feedback - presenting feedback in the form of actual arguments or simple

statistical summaries of the groups’ response between iterations; and

e Statistical group response - at the end of the procedure, group judgement is (often)
expressed as a median in which the extent of the participants’ opinion spread may be

used as an indication of the degree of consensus.

2.7 Summary

This chapter has taken an in-depth look into the different knowledge areas related to our
work, to lay a foundation for the rest of the thesis. We highlighted the cloud’s service and
delivery models, its benefits and concerns, the differences between cloud and traditional I'T
risks, and how the risks presented by the cloud’s global and dynamic supply chain offer a
new level of challenge to stakeholders. We examined the predominant IT risk assessment
methods highlighting the gaps in applying them to cloud risks.

Establishing the connection between transparency, trust and risk assessment and inves-
tigating how it plays a part in the interconnected cloud systems, we considered how the
systems thinking approach suggested by Ghadge et al. [116] improve cloud risk assessment.
This method requires us to conceptualise and analyse the interdependencies of the cloud
service during risk assessment while making use of modelling and simulation techniques
to draw the result of the assessment. Being an interdisciplinary problem, we investigated
other decision support systems that could help us understand the deep roots of complex
behaviours to promote sound decision-making.

In the next chapter, we present a review of the state-of-the-art in cloud risk assessment
and take a deep dive into the models targeted at CSPs for assessing their cloud provisioning

risks.
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Chapter 3

Related Work

In this chapter, we present a review of the state-of-the-art in cloud risk assessment. Based
on the findings of this review, we outline our approach to addressing the identified gaps.
The current state-of-the-art in cloud risk assessment is presented in the works of Al-
turkistani et al. [22] and Drissi et al. [03], where the authors classified the current cloud
risk assessment approaches into five and seven categories respectively. Our survey work
differ from both works in that, while theirs gives an overview of cloud risk assessment
models applicable to both customers and providers based on the assessment methods (i.e.
quantitative, qualitative, graph analysis and hierarchical), ours provides greater detail on
cloud provisioning risk assessment models. We investigate models that are targeted at cloud
providers to enable them to address the risks of designing, deploying, configuring, or manag-
ing the cloud. Our decision to tackle cloud provisioning risks was influenced by the scarcity
of studies in this area, and on the practical need for cloud providers to assess security risks

to assure secure cloud delivery to customers.

3.1 Cloud Risk Assessment

Thus far, and despite a significant number of scholars who have grappled with the issue
of cloud computing risks [5, 59, 130} [304], there is currently no industry consensus on
assessing cloud risks [149] and no standard measurement unit for cyber risk [261]. According
to ISACA [320], this difficulty is down to the lack of a structured framework for cloud
risk identification and assessment, coupled with the cloud’s highly dynamic and flexible
nature. In the absence of a standardised risk assessment framework for cloud computing,
the industry has continued to use existing IT risk frameworks to address cloud risks [93),
309]. However, while the cloud faces some of the threats applicable to any information
system, it also faces unique threats and vulnerabilities. Cloud risks, often involve multiple
parties, including cloud providers (employees, facilities, systems), technology (interfaces,

API), external attackers and other cloud co-tenants. Due to the variety of parties involved
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in the delivery of a cloud service, cloud providers and customers have been known to face
difficulties in assessing the risks of their cloud setup [304].

Cloud risk assessment is defined as a step by step, repeatable process used to produce
an understanding of cloud risks associated with relinquishing control of data or manage-
ment of services to an external service provider [253]. While still considered to be one of
the most significant enterprise security weaknesses worldwide [308], cloud risk assessment
covers the most critical functions of managing the risks of cloud computing and protects
organisations against unforeseen disruptive events [116]. In MCS, where cloud architectures
use services from more than one CSP, the challenge of risk assessment is evident. Tang et
al. [305] argue that two significant problems have contributed to the relatively low turnout
of cloud computing risk assessment research. First is the lack of systematic study on the
whole process of cloud assessment, and second is the tendency for researchers to engage in
qualitative research rather than quantitative research in addressing cloud computing risks.

The traditional IT risk assessment frameworks, e.g. ISO/IEC 27005, which were de-
veloped before the evolution of cloud computing, cannot cater to the complexity or perva-
siveness of these dynamic and automated systems of systems [17]. According to Albakri et
al. [19], the most common risk assessment standards assume that an organisation’s assets
are managed in-house, and the security management processes are compliant with the or-
ganisation’s standards. These frameworks are structured based on security control domains
[261]. Applying frameworks developed with these assumptions to the cloud, therefore, leads
to increased vulnerabilities and inadequate implementation of security controls. Some of
the other concerns often raised about the traditional risk assessment frameworks includes
the shortcomings of periodic assessment, limited knowledge of the Target of Assessment
(ToA), and inability to measure cyber risk in dynamic systems [15, 223], 224]. As such, the
cloud industry stands to benefit from the development of conceptual models that address
different cloud stakeholder needs.

Cloud risk assessment requires domain-specific knowledge and a deep understanding of
the ToA, i.e. cloud service, to ensure one can arrive at reasonable risk estimates. The
assessment of cloud risks relies on the expert’s experience in considering and deciding on
the probability of each threat event based on available real-world data and nature of cloud
service. Every valuable asset has some level of exposure that will generate an impact [53];
the same way risk has a component of uncertainty and a cost [142], 172]. Some of the
typical challenges of cloud risk assessment, identified in previous academic studies include:
(a) lack of appropriate historical data, (b) lack of trust in the CSP and the data provided for
risk assessment, (c¢) the dynamic supply chain of infrastructure and services, (d) immature
offering from CSPs, and (e) the lack of visibility of security control [14} 22} 23], 93], 100} 26T,
309].
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According to Hentschel et al. [I35], the perspective of the CSP is rarely discussed in
the literature. Recent cloud risk assessment models (e.g., Busby et al. [54], Cayirci et
al. [58] and Islam et al. [149]) have been aimed at assisting customers in assessing cloud
adoption and migration risks, while others (e.g., Sendi & Cheriet [278] and Sivasubramanian
et al. [289]) have followed the traditional route to security risk assessment. This traditional
approach concentrates on the focal organisation, their critical assets, threats and likelihood
of impact, without paying attention to the supplier network nor fully understanding its
interrelated consequences. Based on the complexity of cloud service provisioning, there is,

therefore, a need for more research aimed at improving cloud provisioning risk assessment.

3.2 Conceptual Models for Assessing Cloud Provisioning Risks

We define a cloud risk assessment model as a tool designed for cloud stakeholders to assess
the risks they face from the adoption, creation or operation of a particular service. Con-
ceptual models are tools composed of concepts and relationships, designed to help make
sense of complex issues [146], such as those faced in cloud risk assessment. A cloud model is
used to evaluate the various background information obtained from members of the supply
chain and other public sources. It helps to understand the problem area, analyse various
risk scenarios and improve the defensibility of risk result. The application of a well-founded
risk model to cloud assessment ensures that the process follows a particular method and is
repeatable, understandable and traceable. A risk model defines the risk factors to be as-
sessed, and the relationship between them, with the factors used as input to determine the
risk level during assessments. Risk factors include vulnerability, impact, threat, likelihood,

probability, exposure factors and predisposing condition [258].

3.2.1 Existing Approaches

In this section, we examine a set of established service-driven conceptual models that can
be used by CSPs to assess cloud risk. To identify conceptual models proposed for the
assessment of cloud provisioning risks which could also serve as a reference to the cloud
community, we conducted a systematic review. We adopted a three-staged literature review
process similar to that of Fernandez-Aleman et al. [I02]. An overview of the main stages
of our systematic review is presented in Figure [3.1

Before beginning the search, we identified the eligibility criteria to include:
1. Articles published in English (CR1)
2. Articles on cloud risk assessment (CR2)

3. Articles proposing cloud risk assessment models for CSPs (CR3)
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Figure 3.1: Flow Diagram of Inclusion/Exclusion and Literature Analysis Process

We considered only peer-reviewed articles, journals and conference proceeding, and lim-
ited our search to well-regarded online databases such as the IEEE Xplore, SpringerLink,
ACM Digital Library, ScienceDirect, Elsevier and Google Scholar. Due to the nascent na-
ture of cloud provider risk assessment and owing to the limited research in this area of
cloud computing, we narrowed our search to articles published between 2010 and 2018.
The keywords used in our search criteria included “cloud service provider risk assessment”
OR “cloud provider risk assessment” OR “cloud risk model” OR “cloud risk assessment”.
We explored the title, abstract and keywords (T+A+K) of identified articles to determine
their eligibility. Next, we carried out a partial or complete reading of the articles that had
not been eliminated in the T+A+K stage, and in some cases scanned the reference list of
the articles to discover new studies that satisfied our inclusion criteria.

A total of 14 articles were selected for this review. These were derived as follows.

Through our database search using the predefined keywords, we were able to identify a
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total of 307 studies/articles. Of these, 59 were first excluded as they represented duplicates
of existing articles. Next, CR1 was applied, and all of the 248 articles passed this criterion.
The T+A+K’s of the remaining 248 articles were then examined, and 214 of these were
discarded because they did not meet criterion CR2. While most of them contained elements
of cloud risk assessment, it was not the core area of the study. The remaining 34 studies
were examined in greater detail, based on partial or full reads of their text. Of the 34
articles, 20 were excluded for not meeting criterion CR3. Some of the articles excluded in
the final phase of the review included that of Cayirci et al. [58], Islam et al. [149] and
Tang & Liu [304]. While they discussed cloud risk assessment in great detail, they only
concentrated on cloud consumer risks.

In Table we present a cross-section of proposed cloud risk assessment methods
applicable to CSP risks, highlighting their assessment method, their use of experts and
evaluation of supply chain. The choice of criteria for comparison is based on the existing
gaps in the use of traditional risk assessment frameworks to assess cloud risks.

In [271], Saripalli et al. proposed the quantitative risk and impact assessment frame-
work (QUIRC) model for assessing security risks associated with cloud computing platforms
based on six key security objectives (SO): confidentiality, integrity, availability, multiparty
trust, mutual auditability and usability. The model was developed on the premise that
most of the typical attack vectors and events, map to one of these six categories. QUIRC
uses the Federal Information Processing Standard (FIPS) model (LOW, MEDIUM, HIGH)
for the potential impact definition and assigns scores to the threat scenarios affecting these
six security objectives (SO). It employs a modified wide-band Delphi method to scientifi-
cally collect numerical estimates for the impact of events and the degree of confidence in
the probability values, to arrive at a consensus on the value of risk. Likewise, Shameli-
sendi & Cheriet [278] proposed a risk assessment model for cloud computing based on fuzzy
multi-criteria decision-making technique and used expert opinions to weigh the impact of
threat on the confidentiality, integrity and availability of an IT asset. Similarly, Liu &
Liu [I90] proposed an information security risk assessment model based on the analytic
hierarchy process (AHP) for cloud computing environments. Using the integrated method
of risk analysis, they combine qualitative and quantitative analysis methods and comple-
ment it with expert experience and objective facts to perform a comprehensive cloud risk
assessment.

The EU-funded project OPTIMIS [89] also developed a risk assessment method that
applies to different cloud stakeholders at various stages of the cloud service provisioning
lifecycle. The risk assessment framework shows how supply chain transparency assists
cloud providers in assessing the risks of their infrastructure provider (IP). The framework

stresses the importance of prior service level agreement (SLA) performance, geographical
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Table 3.1: Existing Cloud Risk Assessment Models

Author/ Cloud Risk Assessment Implem- | Risk Use of | Supply
o Method . .
Year Description entation | value | Experts | chain
(Albakri et They proposed a model that ' .
considers both the cloud customer Quali- Risk
al., e . Yes . No Yes
2014)[19] and the CSP during its risk tative Matrix
’ assessment process.
Authors proposed an Adjustable Cloud
Risk Assessment systeM (ACRAM) for
(Chih-An & | CSPs and users. The tool assesses the Semi- Risk
Huang risk of a cloud environment based on quanti- | Partial Score No Yes
2015)[62] the historical or runtime software tative
vulnerabilities of virtual machines or
network devices.
Risk assessment framework with
(Djemame methodologies for the identification, Semi- Risk
et al., 2011) | evaluation, mitigation & monitoring quanti- No Score No Yes
[89] of cloud risks during the various tative
stages of cloud provision.
A cloud risk assessment model for
(Fito et al., analysmg' the data secu.nt‘y.rlsks of Seml—. Risk
. confidential data. It prioritises cloud quanti- Yes No No
2010)[105 . . . . Score
: risks according to their impact tative
on Business Level Objectives(BLO).
The model assesses cloud risks based
(Liu & Liu, on eight kinds of threats to security Quali- No Risk Ves No
2011)[190] principles and their corresponding tative Score
factors.
(Saripalli & | A quantitative risk and impact Semi- Risk
Walters, assessment of cloud risk events based quanti- No Score Yes No
2010) [271] on six key security objectives. tative
The model uses fuzzy multi-criteria
(Sendi decision-making technique to assess . .
& Cheriet, cloud risks. Linguistic variables are (%ZZI‘IE_ Yes Sli li{e No No
2014)[278] used to obtain expert opinions for
weighting security risk criteria.
. The model measures cloud risks in .
(Sivasubram- . Semi- .
. terms of impact, occurrence and . Risk
anian et al., . . . quanti- No No No
2017)[289 disclosure, to arrive at a Risk tative Score
= Priority Number (RPN).
The framework was developed for
(g | it et sl | gu | |
., 2010)[334] Pubng tative Score

ments and the identification and
mitigation of cloud risks.
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location, security compliance, business stability and general infrastructure, in assessing the
risk of the infrastructure provider. In [19], Albakri et al. proposed a security risk assessment
framework for cloud computing environments. This framework contains several components,
including a cloud service provider risk assessment manager (CSPRAM). It is designed to
be used by CSPs in assessing the security risks in their cloud computing environment and
is complemented by the inclusion of customers’ evaluation of security risk factors [19]. The
model addresses the challenge of defining the risk criteria according to the organisation’s
security objectives and considering these criteria when evaluating the value of a risk event,
by including cloud customers (CC) in the assessment process.

Some other slightly different approaches to assessing cloud provider risks include the
work of Sahinoglu & Morton [263] who proposed the CLOUD Risk-O-Meter. This model
operates by taking a survey of the dynamic cloud setup, assesses cloud risks based on its
percentage of occurrence and also applies game-theoretic approaches to determine a cost-
minimal mitigation approach. In [62], Chih & Huang proposed Adjustable Cloud Risk
Assessment systeM (ACRAM) for CSPs and users, a tool which assesses the risk of a cloud
based on the historical or runtime software vulnerabilities of virtual machines and network
devices. Here, the risk value is presented as a score, based on the weight of the “C, I,
A” | requirements. Also, Basu et al. [33] proposed a semi-quantitative risk assessment
methodology to assess the risks to assets and stakeholders of a cloud system. The proposed
model recognises the cloud asset valuation and its physical & logical dependencies in the

calculation of the risk score.

3.2.2 Limitations and Gaps

The amount of research into the assessment of cloud provisioning risks is limited. Exami-
nation of the literature relevant to cloud risk assessment so far has identified that there is
more research into cloud adoption or provider selection risks [I111, 149} 155, [169], compared
to cloud provider risks. The lack of studies targeted at assessing cloud service provision
risks has also resulted in less agile cloud environments [12]. While all of the models de-
scribed in Table were developed in the cloud era, their principally traditional approach
to risk assessment, application of qualitative methods, and the limited knowledge of the
Target of Assessment (ToA) make them unsuitable for measuring cyber risk in dynamic
cloud environments.

Similarly, none of the models presented in Table estimated the value of a cloud
risk in monetary terms (£), which is known to promote cost-effective risk mitigation and
optimal risk prioritisation [202]. Also, we see that the majority of the models adopted a
silo approach to assessing risks (i.e. limiting the assessment to the focal CSP), and only

three considered the inherent risks in the supply chain. Considering that CSPs rely on
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a dynamic and complex supply chain, where the perceived level of the security risk of the
cloud service increases with each additional component integrated into the offering, it would
have been fitting for these models to assist the CSPs to understand the vulnerabilities each
component supplier introduces to the cloud service. This remains a gap with provider-
based risk assessment, one which if addressed, is capable of promoting visibility into the
vulnerability of the chain and information sharing, both of which are key to conducting
a comprehensive RA. Lastly, most of the studies failed to carry out any comprehensive
validation of their models, either through making the demo tool available to the open-
source community or by the conduct of real-world case studies. It is therefore difficult to
judge the applicability of these proposed model for assessing cloud provider risks.

Based on the gaps identified above, our research looks to establish a niche around which
cloud risk assessment can be improved. We begin by gauging expert opinions on supply
chain transparency and its effect of cloud risk assessment. After which, we propose a
cloud risk assessment model that will attempt to bridge some of the identified gaps, using
the knowledge acquired from literature and surveys. Particular attention will be given to
proposing a model that is systematic, structured, transparent and inclusive in its assessment
of risk related to cloud service provision. Cloud security has generally been presented as a
big black box to customers, but we believe that by breaking down a cloud service into its
component services and understanding the interdependence between the components and
identifying & assessing its component suppliers, CSPs can uncover any hidden vulnerabilities
starting from the first tier to the lower tiers of the chain. We hypothesise that this approach
will ultimately improve the risk assessment process. Therefore, as part of the study, we will
conduct real-world case studies to determine if our proposed model addresses the identified

risk assessment gaps.
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Chapter 4

Research Methodology

In this chapter, we detail the design of the study, including a description of the study pop-
ulation, details of the proposed research instrument and a description of the data collection
procedures.

Broadly, this study is broken into five

stages. The research emerged from a | Establishthe supply chain gaps in
Cloud Risk Assessment.

qualitative study involving content analy- |[ |jerature _ Rl
X Interviews
Review Experts

sis, survey and interview with experts on

CSP supply chain transparency [11] and M
. . . Design and Implement a Cloud
an extensive literature review of cloud Provider Quantitative
. . . Risk Assessment model.
computing risks and the supply chain of | o~~~ suppier
Security Supply
. Model "
cloud services. As a result, we found out || onte Cario || pewesuocel + Chain
Simulation) Delphi Study) apping
that only a few studies have investigated
Iterate as Required
the effect of supply chain risks in cloud
Initial validation of model
computing and far too little attention has with expert panel.

I

. . Conduct real-world cases study
supply chain perspective. To better un- with 3 Saa$S providers to validate

usefulness of the designed model.

been paid to assessing cloud risks from a

Feedback

derstand the industry practices with re-

gards to cloud risk assessment and the V
. Automate the Cloud Risk
level of awareness of supply chain cyber Assessment Process.

risks, we conducted another survey with
a broader group. This approach is in line Figure 4.1: Research Methodology
with the use of mixed methods sequential
research design recommended by Creswell and Clark [73].

Mixed method research enables the researcher to mix or combine quantitative and qual-
itative research techniques, methods, approaches, concepts into a single study to expand
one’s understanding of the subject area [I60]. Its central argument is that the use of both

quantitative and qualitative methods in a single study provides a better understanding
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of research problems than either approach alone. It is an inclusive, pluralistic, and com-
plementary method which draws from the strengths and minimise the weaknesses of both
traditional research methods. While we considered the different mixed-method paradig-
matic positions (i.e. a-paradigmatic, multiple paradigm and single paradigm), we chose the
single paradigm approach to address our research questions [I128]. According to [300], a
paradigm is a worldview, together with the various philosophical assumptions associated
with that point of view. Based on our chosen approach, we decided on the pragmatism ap-
proach over the transformative option, for two reasons. First, the pragmatism approach is
oriented towards solving practical, real-world problems rather than the assumption about
the nature of knowledge [128]. Second, the pragmatic approach has been advocated by
several mixed-method researchers, including Johnson and Onwuegbuzie [160] & Morgan
[207].

The pragmatic method provides us with a middle position philosophically and method-
ologically and offers us a practical and outcome-oriented method of inquiry and a method
for selecting methodological mixes for answering our research questions. Its logic of enquiry
includes the use of induction, deduction and abduction methods, offering researchers the
best opportunities for answering their research questions [I60]. Pragmatists believe that
observable phenomena, subjective meanings or both, can provide acceptable knowledge to
address a research objective. Therefore, seeing that our research looked to address practical
cloud risk assessment gaps, the pragmatic method enabled us to fit together the insights
provided by the qualitative and quantitative research methods into a workable solution
[160]. While in some quarters, our choice of the mixed-method approach might appear to
be vague or methodologically unsatisfactory, its success is dependent on the results of the
studies, the interpretation of our findings and its practical implication to the cloud industry.

Below are the five stages of the Methodology.

Stage 1 - Preliminary work: Conduct literature review, interviews and online

survey to establish a research gap.

Stage 2: Propose and design a cloud cyber supply chain risk assessment model.
Stage 3: Implement the cloud risk assessment tool.

Stage 4: Evaluate the developed tools using real-world case studies.

Stage 5: System Development of the RA web application.

4.1 Validating the Cloud Risk Assessment Gap

The participants for the preliminary stage of this study were recruited mainly through the

distribution of survey recruitment calling card at cloud conferences within the UK. We also
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worked with organisations such as the Cloud Industry Forum (CIF), the London chapter of
the Information Systems Audit and Control Association (ISACA) and the British Computer
Society (BCS), who helped to send the surveys to their members. Furthermore, we engaged
in one-on-one conversations in recruiting other IT professionals, whom we considered to be
cloud experts, using mediums such as LinkedIn.

As part of validating the cloud risk assessment gap, we conducted two surveys. The first
considered the effect that supply chain transparency had on cloud risks. It investigated
the extent of supply chain information CSPs shared with their customers and ways of
improving this transparency. In the second survey, we sought to address the gaps in previous
studies, which highlighted the inability of current risk assessment methods to cope with the
dynamic cloud [22] [309]. We posited that this was down to the lack of consideration for the
inherent risk of the supply chain. So, we conducted an industry survey to gauge stakeholder
awareness of supply chain risks, seeking to find out the risk assessment methods commonly
used, factors that hindered a comprehensive evaluation and how the current state-of-the-art
can be improved. In the following sections, we describe our survey method and the study

population.

4.1.1 Cloud Supply Chain Transparency Survey and Interview

According to Gavan Egan, vice-president of Verizon Terremark Europe, “Transparency is
the biggest challenge in moving to the cloud and not security” [25]. Therefore, seeing that
the lack of provider transparency and the limited visibility of CSP security controls, also
adds to the growing list of cloud risks [327], our goal was to investigate how much cloud
providers know about their supply chain and how much information they were willing to
share with their customers.

To gain this understanding, we engaged in field research. Qualitative methods (case
study, questionnaires and interviews) were chosen to allow for a more in-depth insight into
supply chain risks as we get to look at the issues from different perspectives, including
both customer and providers in our study. We set out to determine how providers could
offer a more transparent service to assist customers with mitigating their risks while still
maintaining their intellectual property and competitive advantage. Our research adopted
the use of a case study, as it is a well-established approach to explorative investigation. We
developed the case study for a fictitious company (Payworq), who is a SaaS provider for
a payment application (Payfruit) (see Figure . Payworq hosts their SaaS application
with an TaaS provider (A400), a company they selected based on its industry reputation
and its promise of flexibility, reliability, redundancy and compliance to standards. Recently,
the Payfruit SaaS application suffered a downtime for approximately four hours due to a

power outage at A400’s Internet Service Provider (ISP) datacentre. Respondents were to
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assume the role of the Payworq (SaaS provider) who was conducting a post-incident review
with their TaaS provider about the outage and also wanted to improve their risk assessment
process (see Appendix @ The questions that followed the case study sought to establish
how both cloud customer and provider risk assessment goals can be addressed. We aimed

to address the following questions:

1. What information should cloud customers ask CSP about its supply chain?
2. How much should CSP be willing to share with their customers?
3. What are the risks of customers not knowing enough about the supply chain?

4. How can transparency be improved in cloud computing?

D
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Figure 4.2: Payworq service outage due to A400 ISP downtime

The formation of the questionnaire followed an iterative process, taking literature sur-
veys, supervisor and colleague discussions, as well as pilot feedback into account. It was
approved by the Central University Research Ethics Committee (CUREC) of the Univer-
sity of Oxford under Reference Number: R44459/RE001)(see Appendix [C]). Our pilot test
was conducted with four people to ensure the case study and follow-up questionnaire was
adequately set up.

As a supplement to our case study, we conducted semi-structured interviews with some
of the participants to discover more about their supply chain and get their views on trans-
parency in cloud computing. We decided to conduct interviews because it enabled us to
consider the personal perceptions, motives, background and experience of the interviewees
in a more comprehensive and detailed way. The Cloud Expo event at the Excel Centre in
London between the 12th and 13th of April, 2016, provided us with the opportunity to in-

teract with a broad range of cloud providers. Wherever we got an audience, we often sought
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to speak with the most technical representative of the cloud exhibitors who understood the
cloud business and its complexities; a phenomenon often referred to as the “elite bias” [211].
Although to build a safeguard against this bias, we planned to speak with CSPs of different
cloud models and of varying sizes, who we hypothesised will have contrasting opinions on
the cloud supply chain.

Furthermore, since our interview was part of a qualitative research, and because of the
need to establish a social context, we adopted the dramaturgical model, which builds on
the general theory of using face-to-face interaction to interpret social exchanges [136]. As
part of the dramaturgical approach, we took the time to introduce ourselves, explain the
purpose of the interview, described the scenario, ask and discuss the key questions, and
closed out each interview with an offer to provide feedback to each respondent [211]. Those
interviewed were made up of SaaS, PaaS and IaaS vendors who either owned their hosting
infrastructure or partnered with one of the top four cloud IaaS providers, named by Li et
al. [I85] as Amazon Web Services, Microsoft, Google and Rackspace. Of the 40 exhibitors
we approached, 15 of them granted us an audience, with the majority of the interview
conducted on the promise of anonymity. The semi-structured nature of the research also
enabled us to engage the cloud providers in further conversations around their cloud offering
and supply chain while also allowing us to assess their transparency.

In the course of the study and after the analysis of participants’ response to the Payworq
case study, we had gathered some transparency features that could be useful in comparing
cloud providers on the information they published on their websites. We examined twenty-
five (25) SaaS vendors, which were conveniently sampled from a list of the top 200 UK
public cloud computing providers identified by Cloudscape [43]. We thoroughly examined
each vendor based on the information published on their website detailing our defined
transparency features. We compared SaaS providers in five different cloud service category,
namely: online workspace, finance/ERP, human resource management (HRM), customer

relationship management (CRM) and collaboration.

4.1.2 Cloud Risks and Risk Assessment Survey

Conducting research using a survey instrument rests on the established practice of finding
things out by asking people questions, with the central ingredients of the study being the
interviewer’s questions and the respondent’s answer [I82]. Before our work, several lines
of evidence have suggested that the limited cloud supply chain transparency is the reason
why some cloud customers engage in simple risk assessment based on qualitative methods,
and others choose to blindly trust their cloud providers without verifying the existence of
security controls [29] 242] B04]. Therefore, seeing that few studies have investigated the

effect of supply chain risks in cloud computing, or looked into assessing cloud risks from
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a supply chain perspective, we surveyed cloud professionals to understand the industry
practices with regards to cloud risk assessment and their level of awareness of cyber supply
chain risks.

Based on the above, it would seem that improving cloud risk assessment methods, calls
for a more transparent supply chain and the visibility of security controls. So, we conducted
a survey to gauge public opinion on the cloud risk assessment problem, adapting our ques-
tions to cybersecurity professionals, risk practitioners, technical personnel and executives
who are involved in the risk assessment and decision-making process of cloud services. The

design of the survey was based on our need to:

1. Understand cloud stakeholder’s level of awareness about supply chain risks.
2. Capture the decision-making process involved in cloud supplier selection.

3. Identify conventional risk identification/assessment methodologies employed within

cloud provider and consumer environments.

4. Identify factors that contribute to the supply chain risks in cloud computing.

We limited the scope of the survey to corporate organisations instead of end-users, based
on our personal experience of not assessing the risks of our cloud applications. Considering
that the unavailability of a cloud service or data loss has a lesser impact on a single user
than for an organisation, it is interesting to investigate how businesses address cloud risk,
acknowledging the importance of data security to their mission, functions, image, or rep-
utation. Surveys, such as that conducted by Boyson et al. [50] have also shown that the
cyber supply chain lacked accountability and a chain of custody, which is often attributed to
the failure of supply chain management [5]. We, therefore, used this survey to establish the
problem scope and identify the current strategies cloud customer and provider organisations
rely on to deter and mitigate known risks and potential threats.

The initial pool of survey questions was derived from previous research work on supply
chain risks [11] as well as a thorough literature review of cloud computing risk materials from
both the industry and the academic community. After considering the pool of questions,
some were dropped, others were re-worded, and the remaining items were incorporated into
the questionnaire. We pre-tested the questionnaire with two industry respondents and three
academic researchers using the Bristol Online Survey (BOS) system. The University’s ethics
committee approved the study under Ref No: R50232/RE001 (see [229] for the questionnaire
and Appendix |C| for approval).

The answers provided to some of the critical questions in this survey formed the back-
ground of our risk assessment model, particularly around the cloud supplier security assess-

ment tool for identifying weak suppliers within a supply chain. Although this part of the
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study was only meant for information gathering and to verify some of the gaps we identified
during our literature review, the analysis of respondent feedback provided us with valuable

data for other phases of the research. See Chapter [5] for the findings of this study.

4.2 Proposed Cloud Risk Assessment Approach

Past studies have highlighted the lack of transparency [58] [242] intrinsic to the operations
of CSPs, as a hindrance to cloud stakeholders assessing their cloud risks. Likewise, our
studies [11l [14], which were aimed at validating the existence of these gaps, concluded
that majority of the cloud risks were linked to its complex supply chain, and urged CSPs
to be more transparent, in order to help their customers objectively and comprehensively
assess cloud risks. Interestingly, this lack of transparency and visibility into CSP controls
is perceived as a contributing factor to the predominant use of qualitative risk matrix and
ratings in conducting cloud assessment [14]. Because these methods sometimes lack any
meaningful analysis or clear definitions, they often result in a poorly informed prioritisation
of cloud risks [112, [167].

According to Charney & Werner [61], it is appropriate for organisations whose critical
data reside in the cloud to develop a robust threat model to help identify and prioritise the
supply chain risks. With the architecture of a cloud service made up of software components
structured as services and involving a fragmented and dispersed supply chain, assessing
the risk of a cloud service requires us to understand the vulnerabilities of the individual
components to identify where the weak spots exist in the supply chain. Cloud risks vary
depending on the sensitivity of the data, service & delivery model, abstraction level and
security objectives [44, 93, 271]. Therefore, when assessing a cloud risk, it has become
essential to include all entities and components that could potentially be involved in the
attack into the assessment [44]. Also, with transparency being attributed as a significant
hindrance to practical risk assessment [14 [66], 242], we look to explore the advantages of a
quantitative risk assessment model, based on the use of numerical operations in cost/benefit
analysis and the forms of transparency they produce [129].

We propose a structured framework which is based on the quantitative risk assessment
method and is supported by supplier security assessment and supply chain mapping in the
identification, analysis and evaluation of cloud risks. While the cloud supply chain is indeed
dynamic, our proposed model follows a static approach and is designed to illuminate the
risks of the cloud supply chain to CSPs. Targeting SaaS CSPs, the plan is for the model to
follow a systematic approach to cloud risk assessment, decomposing a cloud service into its
component services, mapping its supply chain, and using a multi-criteria decision support
tool to assess the cybersecurity posture of the suppliers [I4]. This approach reflects the
systems thinking method described in section and attempts to bridge the supply chain
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gap identified in section The systems thinking approach requires us to conceptualise
and analyse the interdependencies of a cloud service during risk assessment while making
use of modelling and simulation techniques to draw the result of the assessment [116]. While
not ignorant of the counter-argument against quantitative models, particularly around their
complexity of computation, method of measurement, cost (expert time and effort) and
subjective confidence (over/under) in estimating risk factors, we look to investigate how
such analysis can be carried out by calibrated in-house experts with the knowledge of the
cloud service, its supply chain and probable risks. This involves complementing the expert
intuition with a clearly defined and structured quantitative mathematical model to deal
with the variation of uncertainty.

Acknowledging that the methods of communicating cloud risks have also not improved
significantly in the last decade, we identify the need for a more sophisticated and data-
driven process, where the value of a cloud risk is based on the decomposition of a risk
scenario into its various risk variables and the risk value expressed in monetary terms. We
aim to present the CSP’s cloud risk in a format that is consistent, repeatable, traceable and
understandable, one which encourages proactive mitigation of cloud risks. It also helps to
justify significant security investments to decision-makers. Our proposed model builds on
existing risk assessment standards and guidance documents such as ISO/IEC 27005:2011,
ISO/IEC 31000:2009, NIST 800-30v1l and FAIR risk assessment. Although due to their
broad applicability, some of these popular RA/RM frameworks, describe risk assessment
at an abstract level and do not offer sufficient practical guidelines for completing each
step, we improve on their processes by integrating supply chain mapping and supplier
security assessment modules into the risk assessment process. We included these tools, on
recognising that the responses CSPs got from their annual supplier questionnaire, did not
highlight which of the suppliers presented the most risk to the cloud application. Also, we
identified the immense value the pictorial representation of a supply chain, and the results
of a supplier cyber posture assessment add to the ‘a priori’ knowledge of the individual
estimating the risk of the cloud service.

For the implementation of the model, we propose the use of a graphing database ap-
plication(Neod4j) for the supply chain mapping [214], Z-score model (Dawes model) for the
supplier cyber posture assessment (see section and the Monte Carlo simulation for the
quantitative risk analysis piece. In deciding on which tool to use for the supply chain map-
ping, we considered several visualisation tools including Sourcemap, Achilles and Cytoscape,
but decided on Neo4j because of its in-built graph database capabilities. With regards to
the quantitative risk analysis, we examined several approaches including using a probabilis-
tic logic sampling with Bayesian Network [134], seeing that Bayesian belief networks are

capable of representing uncertain expert knowledge in coherent probabilistic form. Also,
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we considered the use of a deterministic modelling approach such as the Point Estimate
Method (PEM), where we could represent our uncertain input variables with “best guest”
estimates [323]. This method enables us to replace probability distributions of continuous
random variables with their discrete equivalents of best, worst, or most likely values. How-
ever, despite its simplistic nature, we decided against adopting this approach due to the
insufficient historical cloud risk data available to stakeholders and our unwillingness to give
equal weight to expert estimates due to the inherent uncertainty in estimating an unknown
value.

Based on the above, we decided on the Monte Carlo method due to the ease of its simula-
tion, its computational efficiency, extensibility and flexibility. The Monte Carlo simulation
is a computerised mathematical technique that allows people to account for risk in quanti-
tative analysis and decision making [234]. It is a stochastic modelling tool which is used to
provide estimates for complex problems where there are significant uncertainty [112, [161].
According to Hastie [I31], this uncertainty is based on decision-makers’ judgement of the
propensity for each identified event to occur. Monte Carlo carries out a random sampling of
uncertain risk variable inputs to generate a range of possible outcomes for each risk scenario,
with a confidence measure for each outcome. By using a range of possible values, instead of
a single guess, Monte Carlo simulation helps to create a more realistic picture of the value
of the risk, by providing the output values as a range. This provides a better understanding
of the risk and the uncertainty in the model. For example, service disruptions and adverse
actions in the supply chain (as a random event) can be simulated using repeated random

sampling to produce a probability distribution of possible risk results.
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Figure 4.3: Monte Carlo Simulation Process. This figure has been taken from [276]

As shown in Figure the Monte Carlo simulator receives the estimated risk factors as
input and based on the predefined model, generates risk scenarios through a random number
generator over multiple iterations (e.g. 100,000). It calculates the risk value over this
number of iterations, each time using a different set of random values from the probability
functions and at the end producing a distribution of possible risk values for a particular
risk item [234]. The number of simulations conducted and the number of iterations in each

simulation is a matter of the confidence measures associated with the results [02]. However,
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to avoid the delay associated with computing too many samples, we settled for five (5)
simulations of a hundred thousand (100,000) iterations each, a combination that proved to
be sufficient for our model. With the Monte Carlo simulation, we can run different scenarios
of the risk estimates to make reasonable estimates. Applying Monte Carlo simulation, each
expert makes an independent estimation of the probability, frequency, impact cost and
evaluation of countermeasures for each risk item, which is then combined to generate the
estimated value of the risk (£). While the scoping part of the work and selecting the
appropriate probability distribution is where the challenge lies, the running of the Monte
Carlo simulation is relatively straightforward.

In conclusion, given the scarcity of initiatives for the practical implementation of a
quantitative risk assessment of a cloud service, our proposed model contributes towards
improving the state-of-the-art knowledge around the transparency of the cloud supply chain,
cyber supply chain risks, supply chain mapping and the quantitative risk assessment of
cloud services. While numerous scholars have openly questioned the subjectivity of experts’
estimate in quantitative analysis [258, [309], our proposed model aims to show that despite
the lack of historical data, cloud risk assessments can achieve increased objectivity through
the use of controlled experimentation, clearly defined model, peer reviews and calibration

of the expert judges [112), 143].
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4.2.1 Delphi Study for obtaining Security Factors for Supplier Assess-
ment

Our past study has shown that when selecting a cloud vendor, cloud stakeholders prioritise
service suitability, vendor reputation, functionality and cost, over assessing the risk of the
service [14]. Academic research also shows that majority of the cloud-specific risk assessment
models [19], overlook the risks of service provision and concentrate on consumer-related
risks, e.g. privacy and cloud migration risks. Furthermore, despite best intentions from the
cloud security research community [267], there is no widely accepted framework or standard
with appropriate metrics for assessing cloud provider and suppliers. Therefore, seeing that
one of the components of the proposed model is the cyber posture assessment of cloud
suppliers and that being an MCDM problem with a relatively small body of literature, a
Delphi method was appropriate.

The focus of the cybersecurity posture assessment tool is to identify the weak links in the
cloud provision supply chain. Therefore, it is imperative to choose a set of security factors
that contribute to the overall security risk of cloud suppliers. Using the Delphi method, we
sought to identify security factors that should be considered in rating cloud suppliers. These
factors are ideal for the decision support model because they are widely agreed upon by
the consensus of cloud experts as indicators of cloud supplier security. Considering this is a
nascent area of cloud research, where there are no widely accepted frameworks or standards,
judgemental information is indispensable. Conducting this study requires the dynamics of
consulting with experts who have varied opinions on cloud risk assessment and ensuring

that the outcome reflects the agreement of experts opinion.

4.2.1.1 Research Design

In this study, we adopted the online Delphi approach, seeing that the traditional Delphi is
often criticised for its long study durations and high panel attrition. In the online Delphi,
communication with experts, questionnaire design and delivery, and administration, are
accomplished through the Internet [210]. This approach was taken to ensure the tenets of
the Delphi study, i.e. anonymity, flexibility, iterative feedback and idea refinement, could
be achieved in a controlled manner. Also, the approach allowed the experts to complete
the questionnaire asynchronously, with each expert receiving the same questions and in-
structions. While this is potentially the right decision, we could have addressed some of
its limitations if we applied the Real-time (RT) Delphi method introduced by Gordon and
Pearse [120]. Although, due to the lack of ready-to-use software tools, this might have
introduced a different set of challenges.

The survey instrument was designed to be self-administered by the respondents and was

built using the Bristol Online Survey (BOS) tool (now Jisc online survey). The study was
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conducted between January and April 2018. Taking a systematic approach, we followed
the guidelines suggested by Okoli and Pawlowski [226] in the design of this study and
the selection of its participants. The invitation letter, which was sent to a wide range
of audience solicited for the participation of industry and academic experts in the cloud
computing, supply chain and risk management fields. The invitation contained a broad
view of the research aim, a brief introduction to the research method (Delphi) and some
eligibility criteria, which we envisaged would restrict participation to only experts who had
the right knowledge of the subject matter. The invitation was sent by e-mail to experts who
had participated in previous surveys, cloud industry members known to the research team,
and was posted on cloud expert forums on LinkedIn. Also, we collaborated with the Cloud
Industry Forum who also sent out the invitation letter to their members. In the invitation
letter, potential participants were informed of the plan for the study to be conducted over
three iterations to enable us to reach consensus, and we requested that they commit to
taking part in all three rounds. We decided to limit the rounds to three because, according
to Turoff & Linstone [I89], further iterations of the Delphi study tend to result in a few
significant changes. Our eligibility criteria requested that for participation in the study,

each expert should have been involved in one or more of the following activities:

e Selecting supplier for a cloud service

e Information security risk assessment

Mapping the supply chain/ value chain of a cloud service

Threat modelling and attack surface analysis

e Governance, Risk and Compliance

Panel members were recruited in January 2018, and following the screening and con-
firmation of participation, we sent out the link to the first-round questionnaire to e-mail
addresses provided by the fifteen (15) cloud experts. As part of the first-round question-
naire, we re-introduced the research to the virtual panel of experts and tasked them with the
difficult question of identifying security factors for cloud supplier assessment. We presented
each expert with a supply chain scenario (see Appendix @ for questionnaire) and tasked
them with providing at least seven (7) security criteria they will consider in assessing the
risk of the suppliers involved. The questionnaire was built as a scenario and was furnished
with a supply chain map to allow experts to visualise the situation and suggest solutions.
See Figure for the iterative steps followed in this study.

In the second round, each panellist received a second questionnaire where they were

asked to review the summarised list of security factors. This stage involved the ranking of

73



Check Indications
Establish a need for the survey, agree on
consensus criteria, and estimate
duration of the exercise.

Select Experts

Inform prospective participants about the
study and confirm their willingness to
participate (10 -15 members)

|
Round 1

Questionnaire contains open ended
questions targeted

at idea generation
Qualitative Analysis

Analyse participant’s opinion using
techniques such as affinity diagram or
Nvivo software tool.

Next Round

Summarise previous round and request [
participant's agreement on emerging
answers.

No

Assess Consensus?

[ ~ Yes

Rank and Inference

Accept consensus judgement as experts
choice.

Figure 4.5: ITterative steps taken during the Delphi study

each security factor to establish expert preference and begin the assessment of consensus. We
defined consensus using the Interquartile Range (IQR) based on the technique introduced
by Rayens & Hahn [250]. The IQR is the absolute value of the difference between the 75"
and 25" percentiles. Based on our projected size of the expert panel (10-15 members), we
defined an IQR of 1.00 or less and a mean of 8.00 and above, as an indicator of consensus.

In the third round of the Delphi study, the convergence result of the second round was
individually presented to the cloud experts using a questionnaire developed using Microsoft
word which was also coded with each expert’s alias and sent to them by e-mail. Indicating
the current level of consensus, Delphi panellists were given a final opportunity to revise their
scoring and make further clarifications on security factors that have not achieved consensus.
The panel members were required to send the completed questionnaire back to the researcher
for final analysis. On completing the review of the third round, all participants were sent a
definitive list of the security factors and contributing elements that achieved consensus as

part of this study.

74



Before commencing this Delphi study, ethical clearance was sought from and approved
by the University of Oxford ethical approval committee. The approval was given under
Ref No: R54943/RE001 for this study involving external participants (see Appendix |C| for
CUREC approval letter).

4.3 Case Study for Proposed Model Validation

Bearing in mind that one of the limitations of existing cloud risk assessment models is
that many of the proposed models remain in the prototype realm, and provide no real
measurement of their effectiveness when applied in real-world scenarios [113], we chose to
validate our model. Considering the plethora of research strategies available to us, which
includes: survey, case study and experiment, the approach that provided the most value
in answering our fourth research question (RQ4), was the case study method. RQ4 seeks
to understand the applicability of the proposed model in a CSP environment and how the
proposed model compares to other existing methods. Based on the taxonomy in [272] &
[331], the combination of explanatory and descriptive case study research method was found
to be ideal.

Robert K. Yin [331] defines the case study research method as an empirical inquiry that
investigates a contemporary phenomenon within its real-life context, especially when the
boundary between phenomenon and context are not visibly evident. This intensive process
requires employing multiple methods (interview, observations, questionnaires and access
to written documents) to gather information from one or more entities, e.g. people and
groups [166]. While we have the choice of either single or multiple case study, our research
design opted for the multiple case study approach, seeing that it provided us with more
insight into the usefulness and effectiveness of the model in assessing cloud risks in different
cloud provider settings. Also, our choice of a multiple case study approach is targeted
at helping us achieve a careful and contrasting comparison on how cloud providers with
potentially different supply chains apply the proposed model [331]. According to Benbasat
et al. [40], evidence from two or more sources also helps to support research findings. Being
an exploratory research in a relatively new area of computing, the case study research
method was chosen to help the researcher gather an in-depth understanding of how cloud
providers carry out risk assessments using the proposed model in a natural setting, where
participants behaviour cannot be manipulated [40, [331].

Although critics of case study research maintain that the study of a limited number of
cases does not offer ground for establishing reliability or generality of findings, researchers
have continued to successfully apply it in carefully planned studies of real-life situations,
issues and problem [294]. In the context of this research, we followed the suggested tech-

niques for organising and conducting a case study proposed by Sue Soy [294]. We also
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applied rigour to the research process by adapting the approaches suggested by Lincoln
and Guba [I87]. We put processes in place to promote the credibility, dependability, con-
firmability and transferability of the case studies. Some of the activities carried out include
keeping an audit trail, describing the original context of the research, prolonged engage-
ment with case organisations, data triangulation, providing case organisations with a risk
assessment report and requesting participant feedback.

The six steps suggested by Sue Soy for conducting a case study research were drawn
from the works of well-known researchers like Robert E. Stake, Helen Simons and Robert

K. Yin, and they are as follows:
1. Determine and define the research questions
2. Select the cases and determine data gathering and analysis techniques
3. Prepare to collect the data
4. Collect data in the field
5. Evaluate and analyse the data
6. Prepare the report

Implementing a risk assessment model without a measure of its capability does not as-
sure its effectiveness. Therefore, for each case study, we opened up the workings of the model
to critical review by technical and business professionals who know the intricacies of man-
aging, supporting and assessing the risks of cloud applications. We adopted a participatory
research method, where both the researcher and the business and technical stakeholders
within each of the SaaS companies, sit down to review their cloud service supply chain,
assess its weak spots and evaluate the risks. According to Bergold and Thomas [41], the
participatory research is a process that evolves when two spheres of action: science and
practice - meet, interact and develop an understanding of each other. Our application of
this participatory approach to the case study connects us with the empirical reality of the
cloud supply chain and helps us to establish trust with the CSP, which gives us access to
sensitive information about the cloud application.

In recruiting case organisations, we leveraged our existing relationships with respon-
dents to our previous studies and requested that where it was not directly applicable to
them, they should help extend the invitation to their clients and partners using the snow-
ball sampling technique. Our invitation highlighted the novelty of our model, its benefits
and our hypothesis on how the application of a rigorous and systematic approach to cloud
risk assessment provided CSPs with a deeper understanding of their risks. We also included

in the invitation, a poster which provides more detail on our research, progress made and
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publications (see Appendix . The CIF, an organisation which boasts of a large member-
ship of CSPs also assisted us in getting this invitation out to their members. Each case
organisation was assured of anonymity and aggregation of data as part of our reporting [40)].
This approach complies with the ethical approval for this study, given by the University
of Oxford Central University Research Ethics Committee, under Ref No: SSD/CURECIA
CS_C1A_18_026 (see Appendix |C).

4.4 Developing the Risk Assessment Web Application

In scoping our research output, we identified the need to develop the proposed model into a
web-based software for easy accessibility by cloud stakeholders. This phase was completed
after the case study exercises, where we got valuable feedback on the model. For the case
study, we developed a simple prototype that mirrored the functionality of the model. This
prototype was an integration of spreadsheet programs and commercial off-the-shelf (COTS)
applications. This, according to Sommerville [292], was sufficient for the proof-of-concept
phase.

Seeing that our goal is to host the software in the cloud, we adopt the software engineer-
ing approach outlined by Sommerville [292], where the author identified four key activities

that should take place during the software development lifecycle. They include:

1. Software specification: defining the details of the software and the constraints of its

operation.
2. Software development: designing and programming the software.
3. Software validation: checking that the software meets requirements.

4. Software evolution: modifying the software to reflect changing customer and market

requirements.

For the development of the CSCCRA web-based application, these four activities were
conducted in a sequential fashion beginning with the software specification. Since we already
had a prototype, which was used for conducting the case study, we had a good grasp of our
requirements for the software. We improved the specification based on the feedback from
the face-validation with experts and case study. Our initial prototype was an integration
of a graphing database application for the supply chain mapping [214], Microsoft Excel-
based Z-score model for the supplier cyber posture assessment (see section and the
@Risk software for the Monte Carlo simulation (quantitative risk analysis piece). This tool
was sufficient for the case study stage, but to make the tool more accessible to a broader
audience, we identified other areas where the software could be improved.

There are, therefore, five essential high-level requirements that this system must meet:
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1. The developed system shall have an intuitive user interface that promotes easy navi-

gation through the application.
2. The developed system shall be able to map cloud supply chains based on user input.
3. The developed system shall reliably compare the security posture of cloud suppliers.

4. The developed system shall be able to store a list of cloud risks and calculate their

risk values, following user input of risk factors.

5. The developed system shall be able to store risk assessment result for future reference

The software design phase of software development lays the groundwork for a system
and begins the process of converting the specification to an executable system. According
to Sommerville [292], software design is a description of the structure of the software to be
implemented, the data models and structures used by the system, the interfaces between
system components and, sometimes, the algorithms used. Using the information from our
working prototype (not web-based), we had a good head start on this critical undertaking.

Figure presents a high-level architectural view of the web application.
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Figure 4.6: CSCCRA web application architecture overview

To implement the functionalities outlined in the design above, we had to decide on the
development platform that best meets our need. We considered programming languages
which the researcher was familiar with or could quickly learn. We adopted the reuse-
oriented software engineering approach [292], on realising the broad base of reusable software
components and the available integrating frameworks that can be used to fulfil our software
design. Due to the vast array of predefined functions available in the Python programming

language for Monte Carlo simulations [231], and the smooth integration of Python with the
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Hypertext Markup Language (HTML) using web frameworks such as Flask or Django, we
decided to develop the software using these tools.

The developed system was initially evaluated in a focus group setting with computer sci-
ence researchers before the real-world evaluation with one of our case organisations. While
common issues in information systems include security, usability, privacy, and maintain-
ing data integrity [292], our initial validation of the software was based on its functionality,
usability and data integrity. The evaluation was in the form of a questionnaire, where partic-
ipants evaluated the capability of the software, ease-of-use, layout and interface navigation,

usefulness and its ability to support decision making.

4.5 Resource Requirements
The following resources were used to conduct this multi-staged research:

1. Hardware - laptop, printer

2. Software - QRISK v7.6 Monte Carlo simulation tool, Neo4j graphing database tool,
Microsoft office suite, Microsoft SQL database, Python and HTML.

3. People - Cloud Service Providers, Cloud Customers, Cloud Organisations (e.g. CIF),

Information security community (e.g. ISACA), academics and colleagues.

4. Online Resources - Technology lookup website (builtwith.com), Google, Research

databases, Google forms and Bristol online survey (now Jisc online survey).

4.6 Summary

In this chapter, we presented our research methodologies, which is a combination of quali-
tative and quantitative techniques, appropriate for our desired metric. We adopted mixed
method research because it provided us with a better understanding of the research problem.
The coherent narrative of our studies starting with the literature review, surveys, interviews,
Delphi study and case study, confirmed the appropriateness of our chosen techniques. For
each study, we sought and received ethical clearance from the University’s ethical approval
committee.

Here also, we described the fundamentals of our proposed model and how it addresses
some of the gaps identified in the previous chapter (see section. Lastly, to promote the
adaptability of the model to different cloud environments, we have outlined our approach

for building the framework into a risk assessment software.
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Chapter 5

Preliminary Results and Findings

In this chapter, we discuss the results obtained from our preliminary surveys and interviews.

The surveys whose responses form the basis of this discussion were designed to address
the gaps we identified from our review of the literature. First, the survey on cloud supply
chain transparency showed the existence of information asymmetry, which some would argue
is less detrimental to large enterprises, who have a higher number of skilled workforce. In
the interviews, we found out that the transparency of the supply chain is a customer-driven
process, but the CSPs could do more to make information available and usable. Collectively,
the study found that despite the genuine risks of supply chain transparency, CSPs owed
it to their customers to provide easy-to-understand details on basic transparency features
such as security controls and datacentre location, which could boost customer confidence
and reduce perceived risks.

Next, the analysis of the survey dataset on cloud risk assessment methods & supply chain
showed the lack of flexibility of the popular qualitative assessment methods in coping with
the risks associated with the dynamic cloud supply chain. Likewise, the survey identified the

lack of cloud provider transparency as the top hindrance to a comprehensive risk assessment.

5.1 Surveys and Interviews
5.1.1 Cloud Supply Chain Transparency

This study was carried out between March and June 2016, and it includes a case study-based

survey, semi-structured interviews and a cloud provider transparency comparison.

5.1.1.1 Case Study-based Survey

The case study (see Appendix @, was sent to a total of 47 contacts, which were made up
of Cloud and IT industry experts, but only 12 of them responded, giving us a response rate
of 25.5% over the three months. The twelve responses received were of a good standard,

judging from the level of analysis of the case study that was carried out by each of the
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respondents. The two questions we required respondents to answer were based on a fictional
story, and they sought to investigate what information Payworq (cloud customer) should
ask the CSP, and how much information A400 (CSP) should be prepared to share with
Payworq about its supply chain.

This study found out that it is vital for CSPs to share a certain level of information
with their customers, irrespective of size. The reason for this is that SMB customers have
often found it challenging to get CSPs to respond to their request for information (RFI), a
phenomenon they put down to their limited purchasing power. Interestingly, and according
to a World Bank research, SMBs accounts for 95% of existing businesses and their products
and services make-up around 49.8% of the global economy [35]. However, it would seem
that due to the hurdles customers go through when finding out information from CSPs,
they appear to have neglected supply chain provenance, emphasising more on functionality
and cost of the cloud service. From the case study, we see that the downtime suffered
by Payworq prompted them to inquire more about A400 Ltd’s supply chain, as they were
unaware of the CSP’s single source ISP. This suggests that no proper due diligence was
performed. While this was a fictional story, we found this behaviour to be popular among
cloud customers. It is therefore not surprising to see CSA list insufficient due diligence,
among the top threats of cloud computing [58]. Raj Samani [248] in his support for the
need for customer due diligence points out that, “if you cannot be sure how your data will
be treated, and that it will be adequately protected, then it would be reckless to go blindly
into the cloud, even if the economic benefits look attractive”.

Furthermore, the response from our participants elicited a range of ideas. Over half of
the replies contained the need for the cloud customer to have a high-level understanding
of the architecture of the CSP’s infrastructure. One of the participants commented: “The
underlying infrastructure provider should not be a secret, and CSP should be willing to
share high-level details of their architecture and dependencies on third-party providers”.
Zhang et al.[334] established a correlation between the security risk associated with cloud
delivery and its cloud architectures and security controls. Another compelling aspect of
our respondent’s feedback was the definition of service level agreement (SLA). Eight of the
respondents requested the CSP to provide further details on their SLA with regards to the
outage and onwards support. One respondent suggested Payworq to “get an understanding
of the CSPs uptime record as well as SLA, as this helps Payworq in setting their own SLA
to their customers”.

Some of the other information highlighted by the respondents are listed as follows:

1. Monitoring and Notification capabilities: According to Lee Newcombe [218],

customers should trust their CSPs ability to implement adequate monitoring and
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event management. One respondent mentioned that: “CSPs should concentrate on

procedures for notifying clients of problems rather than detailed internal operation”.

2. Certification and Audits: Respondents encouraged customers to ask CSPs for
the professional and third-party certification of their operations. One respondent
suggested that CSP audits should include independently verified audit reports such
as the Service Organization Control (SOC) 1 and SOC 2 Type II reports.

3. Security Controls: In addition to the high-level architecture, the majority of case
study participants believe customers need to know about security controls imple-
mented by the CSP to protect their data. These controls include physical security,

network security and application security.

On the subject of how much CSP should be willing to share with their customers, 75%
of the respondents were in support of information sharing. Respondents suggested that
the CSP should be prepared to tell as much as the customer will understand. Another
respondent referenced the notion of providing customers sufficient information to assess
their risk, stating that: “the exact topography and schematics do not need to be shared, but
A400 should be prepared to discuss where their solution has a reliance on a 3rd party, e.g.
Rackspace”. In analysing the other responses received, we identified that about three of the
respondents were against full disclosure of the CSPs supply chain. Another perspective of
supply chain transparency paradigm is that of trust. One of our participants in relating
trust to the case study believes that the CSP needs to give its customers enough information
to build or retain trust; otherwise, they risk losing them following an incident. He went
further to say that coupled with providing clients with high-level architecture, redundancy
and security control information, CSPs can also share with their customers, their process
for choosing a supplier.

In summary, the case study gave us a good foundation in this exploratory research
into the effect of transparency in reducing supply chain risks in cloud computing. The
participants’ feedback provided us with some transparency features (security controls, ar-
chitecture, SLA, Disaster Recovery (DR)/Business Continuity Plan (BCP), IT certification,

technology partners), which we used in comparing CSPs on their supply chain transparency.

5.1.1.2 Interview Results

In this section, we discuss the findings of the data collected through in-depth semi-structured
interviews with cloud vendors. A total of 15 informal interviews were organised around a
set of predetermined open-ended questions, with other issues emerging from the response
provided by the interviewee. While many of the questions were similar to that of the

case study, we went into greater length in discussing participant responses. We also asked
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questions about their supply chain and their awareness of supply chain risks. For the
interpretation of the interview data, we carried out a qualitative content analysis, as a way
of gaining access to the subjective perceptions of the interviewees [106].

When asked how much they knew about the supply chain, the responses were mixed.
Initially, there was a general misconception around the definition of the supply chain, which
led many of the vendors to consider themselves as their own suppliers. We corrected this
notion in subsequent interviews by defining the supply chain, according to Wisner et al.’s
[330]. One of those interviewed was the CEO of an original equipment manufacturer (OEM)
for a private cloud infrastructure, and in our conversation, we gathered that although the
product was assembled in the UK, the components were sourced from a major supplier
in China. When asked, if there was a contingency in place, the answer was affirmative,
but he admitted that since they lack the visibility into the 2nd, 3rd and 4th tier suppliers,
there is no guarantee that both major supplier’s arrangements are not dependent on similar
sub-suppliers. Furthermore, we gathered from some of the start-up firms that traceability
most times come at a premium, which they were not willing to pay. One interviewee cited
a few examples of companies which started as a small start-up and later progressed into
large firms, saying companies only start to care about the risks of the supply chain as their
customer base increases, or when reliability or security issues can lead to a reputational
loss.

When asked why some CSPs did not prioritise supply chain risks or the general risks
of cloud computing, the interviewees pointed out that although they thought about it, it
is hard to assess a worst-case scenario. One respondent added that: “the fact that no
magor event resulting in multi-billion dollar loss has happened in the cloud does not mean
one will not occur shortly, but we do not know any better”. This hypothesis supports the
observation by New & Brown [216] concerning how the Japanese earthquake of 2011 changed
the perspective of manufacturing organisations to supply chain risks. Perhaps, it will take
a significant breach or downtime to one or several cloud giants before the cloud community
can be awakened to the realisation of the complex commercial interdependencies that exist
in cloud computing and its resultant risks, a point also echoed by Pearson et al. [243] 2.

With regards to the issue of trust, which according to Das & Teng, has a link to the
level of control one has over a cloud service and the perceived risk, one of our interviewees
pointed out that the situation of transparency and trust is a catch-22. He said, “If I tell
you, you might know my weakness. If I do not say, you do not trust me”. According to

Akkermans et al. [I8], there is a feedback loop, whereby the increase in trust leads to

2This significant level of event seems to have now happened if we consider the number of CSPs and
corporations that were affected by the AWS S3 outage experienced in the US-EAST-1 region on the 28th of
February, 2017.
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an increase in transparency, which improves decision-making quality and improves supply
chain performance.

In conclusion, the interviews confirmed the general lack of due diligence by cloud cus-
tomers. Many of the CSPs confirmed that most customers do not ask enough information
about the cloud service or its supply chain because they are more concerned about the cost
and functionality. Also, we learnt that the reason many customers use the “Big four CSPs”,
instead of the smaller public cloud providers was that, they paid less attention to where
their data was stored or who had access to it, and because the “Big four” had a good repu-
tation. However, for the CSP, there is an incentive to establish trust with their customers,
and this can happen when they provide them with the needed information. Overall, except
for two interviewees, all others were in support of more cloud provider transparency, both

through their online presence and in their day-to-day communications with their customers.

5.1.1.3 SaaS CSP Comparison

The many success stories of SaaS applications have demonstrated the relative ease at which
start-up companies can launch a cloud service, with no upfront cost and within a few
months’ boasts of a sizeable customer base. Therefore, our focus was to compare SaaS
providers, whose services could potentially be bought online, by a new customer who re-
lied on the public information available on CSPs website. Talluri et al. [303] discussed
how traditionally, vendor evaluations have been founded on financial measures with less
emphasis on other tangible or intangible criteria but how this trend has changed, leading
to the use of methodological developments in vendor evaluation techniques. The method-
ological approach evaluated vendors based on the consideration of multiple measures that
often included product and service-related attributes [303]. We applied this methodological
approach in our comparison of CSPs and centred our comparison of eight transparency

features, namely:

e Architecture

e Technology/Partners

e Datacentre location

e Security features

e IT-related compliance certifications

o Advertised Service Level Agreement (SLA)
e Disaster recovery/ business continuity

e Monitoring/Support
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CSP9 No No No No No N/A public No No No 0
CSP10 No No No No No N/A public No No No 0
Human Resources (HR) sub-group
CSP11 No Yes Yes Yes No N/A public Yes Yes Yes 6
CSP12 No Yes No Yes No N/A public Yes No Yes 4
CSP13 No Yes Yes Yes No N/A public No Yes Yes 5
CSP14 Yes Yes Yes Yes No N/A public Yes Yes Yes 6
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Customer Relationship
Management (CRM) sub-group
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Collaboration sub-group
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Figure 5.1: Comparison of 25 Saas Providers taken from Cloudscape




(See Appendix @ for the detailed description of each of these transparency features).

The result of this exercise, although far from being authoritative, confirms that the
transparency of the supply chain is not standard across industries. In our analysis, CSPs in
the online workspace sub-group were found to be the most transparent. With a mean score
of 7.2, the five CSPs showed a clear understanding of their cloud architecture, provided de-
tailed information about their cloud offering and the steps they took in securing customer
data. We discovered that SaaS providers who offered IaaS services were also more trans-
parent than regular SaaS vendors. Also, we found that vertical industry-specific CSPs (e.g.
Finance/ERP sub-group) concentrated on their product and its functionality and provided
little detail on the supply chain and the security of the product. Our analysis of this verti-
cal industry trend is in threefold; First, SaaS providers do not have enough information on
how their service is being provided and have completely outsourced technical control of the
infrastructure to their laaS provider. Secondly, CSPs wrongly assume that their customers
are not interested in the security and availability of their data. The third is that it might
be that they omitted this information from their website, but are willing to share it with
prospective customers at any point.

Nevertheless, we agree with Fischer-Hbner et al. [104], on their suggestion that complex
supply chain information should be provided in layers, while also arguing that the eight
transparency features we identified can be used as a starting point for all CSPs. We believe
that this information would not impede the CSPs competitive advantage; neither would it

violate their intellectual rights.

5.1.2 Survey on Cloud Risk Assessment Methods

The survey instrument [229] was administered to a convenient sample of cloud stakeholders
between March and July 2017. Although, the heterogeneous way in which firms perceive
and manage risk and the limited nature of the sample, means that the analysis of the survey
at this stage is only descriptive. Nevertheless, it does provide some insight into the range
of risk assessment approaches taken by firms.

After careful analysis of the survey data, a total of sixty-two (62) respondents completed
the questionnaire. The analysis of the data confirmed there was no missing information in
these responses, as the Boston Online Survey (BOS) tool was designed not to proceed to the
next page in cases where mandatory questions were left unanswered. The data that makes
up the final dataset in this analysis is made up of fully completed forms. The frequency
table -Table [5.1] shows a summary of the demography.

Having established the quality of the participants, we begin our analysis with the re-
sponse of the cloud providers, followed by that of cloud customers and conclude with the

analysis of the general questions posed to all respondents.
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Table 5.1: Relevant demographic and cloud computing data from respondents (N = 62)

Demographics Frequency %

Principal Industry Manufacturing 1 1.61%
Transportation 2 3.23%
Government 3 4.84%
Education / Research 4 6.45%
Other (Media, trade, construction) 10 16.13%
Finance (Banking, Insurance, etc.) 12 19.35%
Information Tl’ecl.lnology/ 30 48.39%
Telecommunications

Sector Private 54 87.10%
Public 8 12.90%

Company size 1-9 12 19.35%
10 - 50 5 8.06%
51 - 250 6 9.68%
251 - 500 5 8.06%
501 - 1000 6 9.68%
1000+ 28 45.16%

Cloud service model IaaS 28 45.16%
PaaS 12 19.35%
SaaS 22 35.48%

Cloud role Cloud Consumer (CC) 40 64.52%
Infrastructure Provider (IP) 4 6.45%
Cloud Service Provider (CSP) 12 19.35%
Application Service Provider (ASP) 6 9.68%

5.1.2.1 Cloud Providers

A combined total of 22 cloud providers responded to the survey. The service provided
by each of the respondents ranged from cloud security, email, monitoring, storage, run-
time/API, customer relationship management (CRM) and financial services. When asked
if the respondents carried out a comprehensive risk assessment, the majority of the respon-
dents answered yes, except for three participants. Sixteen providers estimated the level
of comprehensiveness for their risk assessment to be in the region of 71% to 100%, while
four rated themselves between 51-70% and the remaining two were between 20-50%. The
response of the participants to why they conducted risk assessment was not surprising, with
the assurance of the security triad (confidentiality, integrity, availability) their top priority.
Other suggestions, including the identification of weak links in the supply chain, improved
decision-making or a better understanding of risk were lower on their priority list. Inter-
estingly, we observed that on average, each of the cloud providers relied on at least eight
other suppliers for the delivery of their service.

While considering if the risk assessment process of cloud providers took into account sup-
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ply chain risks, their response showed that 18 of the 22 cloud providers somewhat considered
their supply chain risks with varying degrees, while four did not consider supply chain risks
at all. With the majority of the responses being positive, this feedback moderately negates
their response to the reasons for carrying out a risk assessment, where its use for monitoring
weak links in the supply chain had a low response rate. However, in answer to the question
of transparency with customers about their dependence on external providers, all but four
cloud provider respondents reported that they were transparent. Also on the subject of
the transparency of supply chain and its impact on risk assessment, the providers corrobo-
rated the results of our earlier research, acknowledging many of the identified transparency
features [I1] as essential components of a comprehensive risk assessment.

With regards to their risk assessment process, ten cloud providers attested to carrying
out a continuous risk assessment of their cloud service, two (monthly), while four each
(quarterly and yearly) and the last two only after a security incident. According to Boyens et
al. [48], the dynamic nature of the cloud calls for a continuous risk assessment because while
the current ‘check-box’ type risk evaluation system is sufficient for regulatory compliance or
adherence to standards, it is inadequate for the accelerated growth of cloud computing [148].
With regards to risk analysis methodology, 17 cloud providers indicated that they used both
qualitative and quantitative methods, while five others opted for the qualitative approach.
The follow-on question which asked for the specific risk assessment method highlighted the
widespread use of qualitative methods, including weighted scoring and risk matrices, which
are considered ‘weak’ quantitative methods. According to Hubbard and Seiersen [143], one
of the errors of assessing risk using a risk matrix is that of range compression, where a

higher risk cell could contain a lower risk in comparison to another in a lower risk cell.

Risk Matrix 5.29%

Qualitative description of
Impact/Likelihood

1 31.37%

Expert Judgement 21.57%

Weighted Scoring 11.76%

Failure modes and effects
analysis (FMEA)

Management Intuition
5.88%
(Mental model)

9.80%

Mathematical Simulations 71 3.92%

Figure 5.2: Risk assessment methods most commonly used within provider organisations

As Figure [5.2] indicates, the quantitative risk assessment methodologies are not stan-

dard within the cloud industry, despite their obvious benefits, including their ability to
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maintain internal and external consistency with the meanings and proportionality of the
values used for risk estimation. We made this observation also as part of our literature
review, so to further establish our findings, we asked cloud providers how the value of risk
was expressed within their organisation. Sixteen of those surveyed responded that they
used impact/likelihood rating, nine represented risk using its monetary value, five used
probability distributions and three expressed risk value using time. In [112], Freund and
Jones described one of the advantages of using quantitative over qualitative methods to
be its ability to decompose the relevant risk loss scenarios. Such rigour does not seem to
apply to the subjective selection of impact and likelihood ratings, further disqualifying the

application of qualitative risk assessment in assessing the risk of the cloud supply chain.

5.1.2.2 Cloud Customers

A total of 40 cloud consumers responded to the survey, each of whom are subscribers of at
least one Saa$S application. Of the 40 cloud customer respondents, 15 were from SMBs (1-250
employees) and 25 were from larger organisations. On the subject of the comprehensiveness
of cloud risk assessment, 34 of the respondents indicated they followed a thorough process.
Also, 19 respondents confirmed to accounting for their provider’s supply chain risks in their
risk assessment, while 15 partially considered their supply chain, leaving six respondents
who did not consider supply chain risks. Following careful analysis of the respondents who
claimed to account for their providers’ supply chain in their risk assessments, 25 of them
were consumers of email and productivity tools from cloud giants such as Microsoft and
Google. On the face of it, it is possible that these respondents erroneously believe their
cloud providers are the only member of their supply chain, which is rarely the case.

On the subject of risk analysis methodology, 19 cloud consumer respondents used both
quantitative and qualitative models, while 14 used only qualitative, with the last seven
respondents using neither of the methods, preferring to use expert judgements on a ‘need
to’ basis. Similar to cloud providers, the use of risk assessment as a decision-making support
tool was common also to cloud consumer organisations, and their most common method was
also the qualitative description of impact/likelihood, selected by 34 of the 40 respondents.
This method seems to be widespread across the I'T industry, together with other techniques
such as the risk matrices (28 of 40) and expert judgement (22 of 40), see figure None of
the consumers surveyed used mathematical simulations, which was not shocking, considering
the arguments of Freund and Jones [112] and Power [246], on how the bias of regulatory
organisations like the NIST and COSO against quantitative risk assessment, influenced the

use of more qualitative assessment methods within the IT industry.
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Other (relationships) 0.87%

Mathematical Simulations 0.87%

Failure modes and effects
analysis (FMEA) B 5%

Management Intuition
(Mental model) - 7.83%
Weghid Scoring 0

Expert Judgement Wi 19.13%

Risk Matix 24.35%

Qualitative description of

Impact/Likelihood il 29.57%

Figure 5.3: Cloud consumers’ most commonly used risk assessment method for decision
making

5.1.2.3 General Questions

In the concluding section of the survey, the combined group of respondents (62), were
presented with a set of general risk and supply chain-related questions. One of the questions
required respondents to select what they believe constituted the top four hindrances to a
more comprehensive cloud risk assessment, from a list of seven options, as seen in Figure
While we were not surprised with the choices of the respondents, their emphasis on the
need for transparency in cloud computing is in agreement with our earlier work and also
the study of [59], which established the extent to which cloud transparency could help to
reduce the risk of cloud adoption. Also, we observed that some of the respondents raised
the topic of cost and limited training, two factors often cited when SMBs are asked to
conduct a quantitative risk assessment [20]. One of the respondents in contributing to the
list of hindrances to a comprehensive risk assessment noted the "lack of awareness amongst
suppliers about security risks and how to protect against them”. The respondent stressed
that the ”security standards in the cloud industry were too low”. Another respondent also
identified the hindrance of limited resources, saying “there is a shortage of qualified experts
to perform comprehensive risk assessment”.

Lastly, seeing that the CSA top 12 treacherous threats [67] was the result of a survey
that compiled industry experts opinion on cloud threats, we decided to confirm which of
the threats our respondents thought were supply chain-related. Our motivation is to have
a validated reference guide for supply chain-related cloud security threats since the CSA
survey is widely regarded as the most authoritative and up-to-date cloud survey. As shown
in Figure [5.5 the respondents opined that the 12 threats are supply chain-related, with
varying level of popularity. This observation follows an earlier established claim by NIST

[48], who suggested that the ICT supply chain threat agents are similar to the information
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Speed of technology change 12.85%
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Figure 5.4: Hindrances to a more comprehensive risk assessment

security threats agents, citing insiders and cybercriminals as examples.

34
97 29 31 31 32 32
22
: : i . . . l l I

Advanced Persistent Threats B Account Hijacking

41

B Abuse and Nefarious Use of Cloud Services B Denial of Service

B Insufficient Identity, Credential and Access Management B Insufficient Due Diligence

Data Loss Malicious Insiders
B System Vulnerabilities # Shared Technology Vulnerabilities
® Insecure Interfaces and APIs B Data Breaches

Figure 5.5: CSA’s top 12 cloud computing threats that are supply chain related

5.1.2.4 Summary

Together these results provide valuable insights into the level of awareness cloud stakeholders
have on supply chain risks and cloud risk assessment. While there seems to be a good
awareness of supply chain risks among stakeholders, their approach to assessing the risk
cannot be said to be keeping up with the dynamic growth of cloud computing. Despite
its exploratory nature, the evidence from this study suggests that the current approach to
cloud risk assessment is unable to address the cloud risks. Conducting risk assessments
at yearly intervals, give organisations a false sense of security, while the use of qualitative
methods for risk assessment is not considered to be rigorous enough to help decompose and
model cloud risks appropriately.

Furthermore, there remains the all-important issue of cloud transparency, which as we
have seen is a significant component of cloud risk assessment. One concern expressed re-
garding risk assessment, in general, was the challenge of small enterprises to conduct a cloud

risk assessment. These companies who usually do not have a dedicated IT team nor indi-
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viduals with the specialised skill for I'T risk assessment seem to rely on their cloud provider
to take care of their valuable assets. Although the study did not confirm if quantitative
risk assessment would provide better results, it did partially substantiate the need for more
rigour in cloud risk assessments and provide evidence on how this can be improved with

supply chain transparency.

5.1.3 Discussion and Limitations

Despite the exploratory nature of both studies, they provided us with valuable insight into
the current trend within the cloud industry, particularly around stakeholder awareness of
cloud supply chain risks, their attitude to supply chain transparency and the need to improve
the current cloud risk assessment methodologies. Identifying these gaps in the literature,
we conducted the first study to explore if the CSP transparency could improve customer
risk assessment processes. The second survey, which was a follow-up to the first, sought to
verify how stakeholders currently dealt with supply chain risks and the applied assessment
methodologies.

These studies contribute to practice and cloud risk assessment research while also pro-
viding answers to RQ1.1 & RQ1.2. It shows that the delivery of a cloud service is rooted
in an inherently complex and dynamically formed cloud provider chain. This complexity
of cloud supply chain, made up of sub-tiers of multiple suppliers, increases cloud risk in
a way that makes it unlikely to be mitigated by contractual clauses with the CSP. Also,
we found out that although there was an incentive for cloud providers to be transparent
with their supply chain, not least to gain the trust of their customers, some CSPs refrained
from doing this for the sake of maintaining profitability, protecting intellectual property
and competitive advantage. Some of the identified reasons for the vague information on

supply chains include:

e (CSPs are not aware of their supply chain beyond the first tier.

e Cloud customers favour the functionality and cost of a cloud service over its prove-

nance.

e CSPs are uncertain about the quality and quantity of technical and supply chain

information to share with their customers.

In response to RQ1.1, the result of the study shows that cloud stakeholders’ limited
visibility or awareness of third party risks, hinders their ability to assess cloud risks ade-
quately. Seeing that risk assessment is a precursor to implementing the appropriate controls
to protect valuable assets, the cloud industry stands to benefit from a more transparent ap-

proach to cloud provisioning. Therefore, the ability of cloud providers to provide reasonable
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visibility of controls and processes both of themselves and their third parties will contribute
to the improvement of cloud risk assessment. While not conclusive, this study also makes a
significant contribution to addressing: (i) the nature of supply chain information CSPs can
share with their customer while still maintaining their competitive advantage; and (ii) the
level of information vertical and horizontal market CSPs currently publish on their website.

Furthermore, and in response to RQ1.2, the evidence from the cloud risk assessment
survey suggests that the current approaches are unable to address the dynamic risks of the
cloud, which involves the wider supply chain. Furthermore, with an apparent lack of trust
in cloud providers, cloud customers who set out to conduct risk assessments for decision-
making, are constrained to carrying out qualitative and subjective assessments due to the
limited visibility of security controls. While this study did not confirm if quantitative risk
assessment would provide better results, it did partially substantiate the need for more
rigour in cloud risk assessments and provide evidence on how this can be improved with
supply chain transparency.

However, one of the limitations of these studies is the limited pool of experts who
contributed to the studies. This reduces our ability to generalise the results. Also, seeing
that most of the stakeholders do not conduct quantitative assessments, or have a good
awareness of their supply chain, it was challenging to get exciting feedbacks around the
improvements quantitative methods bring into the cloud risk assessment process. Likewise,
there is a possibility of participant bias with the risk assessment survey, seeing that we
provided the participants with pre-defined options, which were gathered from the literature.
While we included the “other” option, to allow them to provide options we might have

missed; this was rarely used.

5.2 Delphi Study

In this section, we discuss the results of our Delphi study conducted between January
and April 2018, to address the growing need for a consistent approach to assessing the
cybersecurity posture of cloud suppliers. The study was conducted over three stages, with
15 cloud experts as our panellist. The result shows that experts achieved consensus on a
total of 52 security criteria grouped into nine target security dimensions (see Figure .
These are the security factors that will be used as part of the CSSA tool to rank suppliers
based on their security and identify weak links in the supply chain.

Next, we give an overview of each round of the study, followed by the analysis of the

results.
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Figure 5.6: Target security dimensions for assessing cloud suppliers - Output of Delphi

study
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5.2.1 Round One Results

The overall response to the study was positive. We had a 100% response rate with the
round one questionnaire. All fifteen (15) respondents who met our eligibility criteria and
agreed to take part in the study, completed and returned the questionnaire. The 15-member
Delphi study group was made up of thirteen (13) experts who are industry professionals

and two (2) from academia (see Figure [5.7).

Government, 1

Energy, 1

IT/Telecoms, 4

Media, |

Professional

Services, 2

Figure 5.7: Representation of Participant’s Industry

The questionnaire presented to the experts in round 1, contained a cloud supply chain
scenario of a CRM SaaS provider, who as part of conducting a cloud risk assessment, is
carrying out a security rating service (SRS). Each expert was tasked with identifying at
least seven (7) criteria he/she will consider in assessing suppliers in such a scenario.

Following the completion of this round, the expert feedbacks were aggregated using an
affinity diagram to identify common security factors and their contributing elements. The
coding of the expert feedbacks produced a list of 65 criteria, which was grouped into ten
(10) security target dimensions. This grouping enumerated the security factors in a logical
order and established a consistent and representative naming for each group (see Appendix

for the affinity diagram). The ten security target dimensions are as follows:

1. Availability of Service (AoS)

2. Data & System Hosting (DSH)

3. Cyber Security Awareness /Security Culture (CSA)
4. Data Security Controls (DSC)

5. Maturity of Security Assessment process (MSA)

6. Maturity of Operational Security (MOS)
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7. Security Governance and Compliance (SGC)
8. Identity and Access Management (IAM)
9. Encryption & Key Management (EKM)

10. Application Security (AS)

These security factors, together with their contributing elements, provided input for the

second round questionnaire that was presented anonymously to the Delphi panel.

5.2.1.1 Round One Analysis

The ten security criteria identified in the round one Delphi study, highlight the details of
cloud suppliers’ security controls, policies, processes and procedures. Using these criteria,
the CSP can apply the CSSA tool in evaluating each supplier’s security posture based on a
combined implementation, effectiveness and impact metric [127]. Acknowledging that some
of the identified factors correspond to security measures included in recognised security
standards and control sets such as COBIT v5 [147], ISO/IEC 27001/2 [153] and NIST SP
800-53 [221], we mapped out each security factor to the appropriate standard document

(see Appendix .
5.2.2 Round Two Results

In the second round of the study, 14 of the 15 participants completed and returned their
questionnaire, giving us a 93.3% response rate. In this round, we sought to assess the
expert’s consensus on the identified security factors. Each expert rated the security factors
on a scale of 1 (not important) to 10 (very important), according to their experience and
preference for such criteria in a supplier assessment exercise. The panel was reminded of
the scenario presented to them in round one, to limit their subjectivity and avoid them
rating the factors based on anecdotes or recent events.

Figure shows the distribution of expert’s rating in the second round. Applying our
indicator of consensus (IQR < 1 & Mean > 8) to these ratings, a consensus was obtained
on four (4) of the ten (10) security target dimensions (see Table [5.2)).

With only four security factors achieving consensus in round two of the study, we ex-
cluded these factors from the final questionnaire presented to the panel. In round three, we
informed the expert panel of the four security factors that achieved consensus and presented
them with a prioritised list of the remaining six security factors. For each security factor,
the mean score of the expert’s response from round two was indicated, together with the

expert’s scoring.
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M Encryption
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Figure 5.8: Second round Delphi security factors ratings

Table 5.2: Round two assessment of expert consensus on security factors

‘ Security Factors for Assessing Cloud Suppliers
‘Calc. AoS | DSH | CSA | DSC | MSA | MOS | SGC | IDM | EKM | AS
Mean | 9.29 | 8.86 8.57 | 857 | 8.21 8.50 8.57 9.07 8.86 | 8.57

Q1 9 8.25 8 7.25 8 8 8 9 8 8
Median
10 9 9 9 9 9 8.5 9.5 9 9
(Q2)
Q3 10 10 9.75 10 9 9.75 9 10 10 10
(IQR) 1 1.75 1.75 2.75 1 1.75 1 1 2 2
CZEZ,C;H_ Yes No No No Yes No Yes Yes No No

5.2.2.1 Round Two Analysis

The four security factors (AoS, MSA, SGC and TAM), which obtained an early consensus
among the experts did not come as a surprise. These factors, especially service availability,
compliance and identity management, are often prioritised among cloud consumers. There
are several possible explanations for this result. One is perhaps due to the recent incidents
involving leading cloud providers [307], which has brought these factors to the vanguard.
Another possible explanation for this is the current buzz in the I'T industry whereby organi-
sations who are preparing for the new EU General Data Protection Regulation (GDPR), are
reminded of the need for their process and policy to be compliant, including those of their
suppliers [251]. Cloud SLA now demand that suppliers go beyond highlighting the typical
availability of service, to translating the actual security controls implemented to assure this
availability and the security assessment process that supports its continuous compliance.

Availability of service unsurprisingly had the highest mean score (9.29) of all the security
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factors considered in round two. Irrespective of the service model, CSPs are required to
ensure basic service availability and security [267].

Identity and Access Management, which enable CSPs and consumers to share data
across disparate systems and trust boundaries, is another critical factor that was identified.
The CSP is required to assess the implementation of controls such as multi-factor authenti-
cation (MFA), separation of duties, role-based access control (RBAC) and the use of open
standards in application access control systems during supplier selection and these criteria
should be monitored for continuous compliance. Furthermore, the need to assess the ma-
turity of the supplier’s security assessment process goes beyond evaluating compliance and
benefits the CSP in three ways. First, it gives an impression of how suppliers identify and
handle internal and supply chain risks, secondly, it helps to evaluate the security culture
within the supplier organisation [72], and lastly, it measures the readiness of a supplier to
handle a targeted attack or disruption. A supplier who undertakes regular vulnerability
assessment and penetration testing of their system, and demands the same from their di-
rect suppliers, will have better visibility of vulnerabilities in their supply chain and will be

better prepared to mitigate them, positively impacting the cloud service.

5.2.3 Round Three Results

Table shows the results of the third round expert’s rating of the security factors and
consensus calculation. Thirteen of the fourteen experts who were sent the questionnaire in
round three, completed and returned it, giving us a response rate of 86.7% from round one
to three.

Here we can see that five of the six security factors presented to the expert’s achieved
consensus. Omne unanticipated finding was that the CSA security factor did not reach
consensus among the experts. While we felt this was inaccurate, seeing the role cybersecurity
awareness plays in an organisation, we have to agree with the collective judgement of our
expert panel. Cybersecurity awareness was recently rated in the top three (3) challenges
facing IT security professionals in 2017 [30§].

One of the experts who had a low rating for cybersecurity awareness mentioned how he
could still use the services of a supplier, even when the supplier did not have adequate staff
background checking procedure, or an established security function. This position perhaps
may be explained by the fact that the panellist runs a cloud start-up company who might
not be able to meet a similar requirement. Another expert stated that he could not see how
best to rate a supplier’s security awareness training program or their information security
policy during a CSP’s risk assessment. He maintained that he did not understand how
cybersecurity awareness ended up being rated the same or even higher than some of the

other security factors. Security awareness training improves response to social engineering
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Table 5.3: Round three assessment of expert consensus on security factors

Security Factors for Assessing Cloud Suppliers
Respon- | hop | ¢sa | psc | Mos | EkM AS
dents
EXP1 10 8 9 8 9 8
EXP2 10 10 8 10 10 8
EXP3 9 9 9 9 9 9
EXP4 9 9 9 10 10 9
EXP5 9 9 10 9 10 8
EXP6 8 8 8 9 10 9
EXP7 10 7 10 7 8 6
EXP9 9 8 8 8 9 8
EXP10 8 7 9 8 9 7
EXP11 10 10 10 10 9 10
EXP12 9 7 9 9 9 10
EXP13 10 8 8 8 8 8
EXP14 8 7 8 8 9 9
Calculation of Consensus Criteria (IQR<=1)
Mean 9.15 | 823 | 8.85 | 8.69 9.15 8.38
Q1 9 7 8 8 9 8
Median
(Q2) 9 8 9 9 9 8
Q3 10 9 9 9 10 9
IQR 1 2 1 1 1 1
Consin- Yes No Yes Yes Yes Yes
sus?

attack [316], and having an established security function has its operational and strategic
advantages, but a possible reason for this lack of consensus among experts is that accord-
ing to Osborn & Simpson [232], the level of security awareness in small organisations has
not resulted in mitigated risks. SMBs, which make up a large chunk of the cloud supply
chain, cannot afford to have an established security function, and this sometimes hurts their

security.

5.2.3.1 Round Three Analysis

In complying with the aim of this Delphi study, the third-round questionnaire provided
the panel members with an opportunity to revise their rankings or specify their reasons
for remaining outside the consensus [I41]. As shown in Table , the five security factors
that achieved consensus are Data and System Hosting, Data Security Controls, Maturity
of Operational Security, Encryption and Key Management and Application Security. Data
security plays a pivotal role in cloud security. The location of data based on jurisdiction
puts a restriction on the flow of data and should be assessed. While customers have limited
control over how their data is treated in the cloud, they rely on the provider to assure data

security, and this involves monitoring the supply chain for potential misuse and holding
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suppliers accountable to their data processing rights. CSPs should be assessing suppliers
based on their data encryption, data treatment, data replication and general data lifecycle
controls.

Key management is another critical issue in cloud infrastructure. The multi-tenant
model of public cloud and the virtualisation of cloud services obscure the identification
of the physical key storage location. The confidentiality of encryption keys needs to be
maintained to enable the authentication, confidentiality and integrity of data transmitted
between systems [337]. The maturity of operational security is another area that is inte-
gral to cloud security and will become more prominent post-GDPR, seeing that there is
a requirement for organisations to report breaches within 72hrs. Cloud suppliers should
have 24x7 monitoring and well-defined processes for diagnosing and resolving incidents and
publishing findings and recommendations. These organisations should mature into a stage
whereby incident notification, configuration management, system backup, malware detec-
tion and change control processes are routine activities.

While all five security factors that achieved consensus in round three of the Delphi study
are crucial to the overall security of the supplier and by implication the CSP’s cloud service,
we are alerted to the problem of lack of transparency in the cloud supply chain [58,[59]. This
lack of transparency, particularly of the security controls, makes it difficult to verify some
of these controls. Three of the thirteen experts who completed the questionnaire, rated the
application security (AS) target dimension a score between six (6) and eight (8), and two of
them cited their inability to reliably verify criteria such as secure coding practice and source
code scanning for the low scoring. Other experts who rated it high (10), wondered why it
had a low mean score after round two, reminding the researcher of its importance. With
the cloud, critical security controls have moved up the stack into the application layers.
Therefore, providers and suppliers alike must be able to demonstrate their competence in
protecting client data [280]. Application security poses specific challenges to all members of
the cloud supply chain, and a top recommendation by the cloud standards customer council
is for organisations to apply the same diligence to application security as they do to physical

and infrastructure security [98)].

5.2.4 Discussion and Limitations

In response to RQ2, the results of this Delphi study found objective and actionable security
factors that cloud providers can consider when choosing suppliers for the critical elements
of their cloud service. The assessment of the security factors, in comparison to the more
popular CSA CAIQ [74], cuts through the need for free text explanations and these factors
are highly distinguishable and verifiable. This finding is evident in target dimensions such

as data security control. The DSC, which measures the level of security control a supplier
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has in place for data lifecycle and classification, data replication and privacy, including
disclosure policies, is easily verifiable by the CSP either through SLA or using monitoring
techniques. This work also complements previous studies by proposing unbiased security
criteria that can be used in assessing cloud suppliers, irrespective of their delivery model (i.e.
SaaS, PaaS, & IaaS). Unlike studies that have developed cloud provider selection models
based on the SMI [4, 117], this work extends the list of applicable security factors based
on practical and measurable criteria. It also allows the CSP to compare the security of
suppliers on both high and low levels of abstraction.

However, it is worth noting that the Delphi panel did not address all aspects of the cloud
supplier security assessment. For instance, the experts did not identify the need to evaluate
the financial viability of cloud suppliers, as required under the SOC I compliance regulation
[296]. The reason for this is not apparent, but a possible explanation for this might have
something to do with how we framed the SaaS scenario or that the experts were more
concerned about the provision of a secure cloud service. Another somewhat disappointing
outcome of the study is the lack of agreement among the experts on cybersecurity awareness
as a security factor for comparing cloud suppliers. Some of the criteria considered under
the cybersecurity awareness target factor include the reputation of the provider, industry
certifications and staff security awareness training. While it might be somewhat challenging
to assess each of the elements of this particular security factor, we argue that a combined
rating could be applied. Another security criteria not addressed in this study, but considered
a critical component of any cloud service, is the security of the domain name system (DNS)
infrastructure. Surprisingly, none of the experts mentioned DNS security, even though it is
a known fact that an attack on the DNS would disrupt the operation of the cloud service,
as shown in the DDoS attack on Dyn DNS infrastructure in October 2016 [139].

Taken together, the result of this study is positive. While not ruling out the possibility
of CSPs coming up with other security criteria more applicable to their service, we maintain
this does not threaten the validity of this study. Also, we understand that these findings
will be scrutinised due to the contentious nature of cloud security, but we are encouraged
by the level of consensus of the group of experts who participated in the Delphi study.
Acknowledging that the result is not generalisable to all implementations of the cloud, it
is crucial to understand what the study means for future research. The identified security
factors highlight areas of cloud security which cloud providers need to be particular about
when choosing suppliers or assessing their risk. These security factors can be considered as
a primary step towards the standardisation of cloud supplier’s security evaluation and the

establishment of a standard vocabulary for cloud risk assessment.
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5.3 Summary

The results of these studies are two-fold. The surveys and interview around cloud trans-
parency and the inadequacy of existing risk assessment model established the need for
researchers to investigate new cloud risk assessment approaches. In complying with that
requirement and considering the lack of a structured framework for cloud assessment, we
proposed the CSCCRA model. This model combines quantitative risk analysis with supplier
security assessment & supply chain mapping, to provide a more iterative, incremental and
inclusive approach to cloud risk assessment. Currently, no other study has addressed the
effect of supply chain transparency on cloud risk assessment, and we believe our approach
will improve the state-of-the-art both in practice and research.

Moreover, the process of assessing cloud risks using our proposed model, require CSPs
to understand the vulnerabilities each component supplier introduces to the delivery of
the cloud service. This requirement necessitated our polling of cloud experts on security
factors for assessing the cybersecurity posture of cloud suppliers. The result of the Delphi
study showed that experts achieved consensus on a total of 52 security criteria grouped into
nine target security dimensions, which can be used in rating and comparing the security of
vendors within a supply chain.

Collectively, the results achieved from these studies promote the need for increased
visibility of security controls and transparency in the supply chain. With this, CSPs become
aware of their supplier processes and can proactively improve the security of their cloud
service. An advantage of our proposed approach to cloud risk assessment is that it not
only analyses the cloud supply chain to determine its immediate risks and weaknesses, it
also helps with the implementation of a continuous monitoring system for the cloud service.
CSPs can compare the rating of cloud suppliers for each completed assessment to monitor
improvements in security posture. At this stage of the study, we hope that the structured
and systematic approach of our proposed model would aid decision-makers in understanding
their current security posture, evaluate their security gaps, increase the assurance of security

investments and identify weak spots in the supply chain.
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Chapter 6

The CSCCRA Model

The objective of a risk assessment is to understand the existing system and identify risks
through analysis of the information/data collected. This process helps organisations to
make security decisions consistent with their risk management strategy, despite the level of
uncertainty inherent in the evaluation process. This uncertainty constitutes the following
considerations: i) ability to forecast future from past events; ii) incomplete knowledge of
the threat; iii) undiscovered vulnerabilities in the technology or product; iv) unidentified
dependencies [142), 258]. Therefore, in assessing risks, it is practical to implement a risk
assessment framework that employs a rigorous process in determining the risk factors and
promotes increased objectivity through the use of controlled experimentation.

With the supply chain of cloud applications, particularly SaaS, almost spiralling out of
control, CSPs require a framework to verify the risk of their cloud services. Seeing that
each member of the supply chain faces an ever-changing list of security threats which could
result in the loss of confidentiality, integrity or availability of service, CSPs have gradually
become unable to provide the sort of security assurances customers want for their cloud
service. Therefore, to assist CSPs with understanding their cloud risks and objectively
assessing these risks, we proposed a novel cloud risk assessment framework. The model
considers the changing nature of the cloud supply chain and looks to address the gap on
cloud supply chain transparency, and how the lack of visibility of supplier’s security controls
have contributed to the inadequate level of cloud risk assessment. It also aims to present the
CSP’s cloud risk in a format that is consistent, repeatable, traceable and understandable,
one which encourages proactive mitigation of cloud risks.

The CSCCRA model adopts the systems thinking approach to solving complex system
problems as suggested by Ghadge et al. [I16]. This method requires us to conceptualise and
analyse the interdependencies of the cloud service during risk assessment while making use
of modelling and simulation techniques to draw the result of the assessment. The model is
built out to empower CSPs to make reliable inferences about the risk of their cloud service

and the behaviour of their component suppliers, based on a deep understanding of their
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Figure 6.1: The CSCCRA Model

underlying structure. The CSCCRA model builds on existing risk assessment standards and
guidance documents such as ISO/IEC 27005:2011, ISO/IEC 31000:2009, NIST 800-30v1 and

FAIR risk assessment. The model is made up of three components:

1. Cloud Quantitative Risk Analysis (CQRA)
2. Cloud Supplier Security Assessment (CSSA)

3. Cloud Supply Chain Mapping (CSCM)

The CSCM & CSSA components of the model, help stakeholders to gather initial data
on their supply chain and understand the potential risks posed by their suppliers. According
to the National Cyber Security Centre’s (NCSC) guidance on supply chain security, until
an organisation has a clear picture of its supply chain, it will be hard to establish any
meaningful control over it [213]. While it is challenging for CSPs to establish control
over their suppliers due to the autonomy that drives the cloud supply chain, their use of
the CSCCRA model helps them raise security awareness among their suppliers and build
security into their contracting process. The process of identifying the components that
make up a cloud service, their suppliers, and mapping the supply chain, enables CSPs to
understand what needs to be protected and why. Likewise, the process of assessing these
suppliers compel the CSP to gather more information on the supplier’s security controls,
thereby building an understanding of their security posture, and the nature of potential
risks masked in the supply chain. Ultimately, the CSCCRA approach to risk assessment
encourages the improvement of security within the cloud supply chain and builds trust with

suppliers.

6.1 CSCM

According to the supply chain management (SCM) risk maturity model [50], the stage
5 (resilient) level of supply chain capability involves having an end-to-end supply chain

mapping across critical products, and a comprehensive and integrated process for conducting
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Figure 6.2: Tllustration of CSCCRA risk assessment process

the risk assessment. Mapping the supply chain enables focal organisations to recognise
the risk in critical but lower-tier suppliers and assess the impact of these suppliers on
their service. It establishes a consistent approach to identifying risks by creating visibility
and encourages proactive mitigation of security risks across the supply chain. While in
some cases finding the initial information might be labour-intensive, time-consuming and
complex, SCM encourages providers to work collaboratively to share information, seeing
that everyone benefits from the process.

Our supply chain mapping module implies that the ontology of a supply chain structure
involves the use of link and nodes. While there is a plethora of commercial and open-

source software for supply chain mapping, we have designed and implemented the CSCM
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tool using the Neodj [214], a free-to-download graphing database application. Robinson &
Webber [255] define a graph as a collection of vertices (nodes) and edges (relationships).
They are a network of related data. The use of a graph database was informed by their
performance, agility, flexibility and the level of their connectedness which is in-built, in com-
parison to other relational databases and NoSQL data stores where developers are required
to implement more data processing in the application layer [255]. We live in a connected
and dynamic world and storing connected data in recent times can be a challenge. Seeing
that the cloud is made up of a complex and interconnected supply chain, representing this
level of connectedness in a relational database requires a large number of data joins, which
impedes performance. The same also applies to NoSQL databases which lack relationships
and are used to store set of disconnected documents, values or columns, so using this to
store connected data will require joining aggregates at the application level, which is an
expensive process [255].

The CSCM is a tool capable of mapping the supply chain of a cloud service and assisting
CSPs in assessing specific risks of the service based on its cybersecurity dependencies,
threats and vulnerabilities. It provides the CSP with the ability to recognise suppliers they
have relationships with, and the nature of their connection (direct or indirect). The CSCM
fits into what is commonly referred to as a “Labelled Property Graph Model”, considering
that it is made up of nodes, relationships, labels and properties [214], 255]. These primitives

are all that is needed to create cloud supply chain models such as the one illustrated in

Figure [6.3]

Figure 6.3: Sample Cloud Supply Chain Map

e Nodes - Nodes are the main data elements in a graph model. They contain properties

and can have one or more labels which describe their role within the graph. Nodes are
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connected to other nodes through relationships. Examples of nodes in a cloud supply

chain diagram are application and service providers.

e Relationships - Relationships connect nodes and structure the graph mode. They are
directional, and always start and end at a node. Relationships also have properties,

and its direction and name add semantic clarity to the structuring of the nodes.

e Labels - Labels are used to group nodes into sets, to indicate the roles they play within
the dataset. A node may have multiple labels and labels can be indexed to accelerate

finding nodes in the graph.

e Properties - Properties are named values where the name is a string. The ability
to add properties to relationships and nodes provides additional metadata for graph

algorithms.

Lastly, while we acknowledge the visualisation support provided by the CSCM tool to
cloud stakeholders assessing the risk of their cloud service, we also identify its limitations.
Seeing that the supply chain is not just a simple linear sequence of connections, but rather
an intricate web-like structure which spans several tiers, there is a need to improve on the
model so it can generate quantitative measures that characterise the network structure.
Such improvement could see the CSCM being used by CSPs to quantify the complexities

of their cloud supply chain and understand its transition probabilities.

6.2 CSSA

According to the Institute of Risk Management (IRM) [138], managing the risk of a supply
chain can only be as effective as the management of the weakest link. The strength of the
cloud supply chain depends on the strength of its weakest member [7]. There is, therefore,
a need to gather objective and quantitative measurements of cloud security performance to
compare suppliers of a cloud service. These metrics are needed for the continuous security
assessment of cloud service, seeing that the traditional one-off cloud risk assessments will
not suffice.

The CSSA tool is a novel addition to any cloud risk assessment model, and functions
as a Security Rating Service (SRS) for the suppliers involved in the delivery of the cloud
service. Seeing that the CSCCRA model requires cloud providers to be aware of their supply
chain and have sufficient information about the processes and capabilities of their vendors,
the CSSA tool addresses the notion of a distorted and incomplete process involved in cloud
supplier selection. Being an MCDM tool, the use of CSSA in cloud risk assessment ensures
that decision made around cloud risks, follow a formal and rigorous form. Furthermore,

Gartner also encourages organisations to adopt SRS as part of their ongoing program for
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third-party cyber risk management [227]. The CSSA, when combined with CSCM, is to
be used by CSPs in conducting enterprise-wide socio-technical assessments of the cloud
services’ supply chain. The process of identifying weak links in the supply chain presents
CSPs with valuable insight into their supplier security posture and informs their decision
on ways to secure and optimise their chain for cloud service delivery. The result of these
processes also furnishes the CSP with a knowledge of their security posture and assists
them in drawing up a comprehensive list of risks to the cloud service, which can then be
evaluated quantitatively.

Similar to how models have been used to predict the financial posture of organisa-
tions(Alman Z-score), we proposed the CSSA tool, as a decision support model based on
a statistical Z-score (standard score) to rank cloud suppliers security controls and identify
weak links in the cyber supply chain. We achieve this, using predictive security attributes
(security factors) which determine the operational efficiency of the suppliers’ security con-
trols. The CSSA tool is based on Dawes’s Z-score method of unit-weighted regression. The
Z-score helps to standardise the supplier security ratings by measuring how many standard
deviations a score is above or below the population mean. Our choice of this approach is
influenced by the research of Dawes et al. [80], which showed that the unit (equal) weights
of variables could yield predictions that correlate highly with optimally weighted compos-
ites if the direction (+1 or -1) in which each predictor is related to the criterion is known.
Similarly, Dana and Dawes in [78], demonstrate situations where the use of simple unit
weights in predictive models outperform regression coefficients like ordinary least squares,
especially when the sample size is small. The Dawes model of unit-weighted regression is
therefore optimal for the development of the CSSA tool, because of the positive influence
of security factors on the operational efficiency of the supplier’s security and the limited
sample size made up of suppliers of a CSP.

The CSSA allows the CSP to assess the cybersecurity posture and compare the security
of their suppliers on both high and low levels of abstraction. Using the CSSA tool, the CSP
evaluates each supplier’s security posture based on a combined implementation, effectiveness
and impact metric. The tool presents CSPs with a consistent approach to assessing and
comparing cloud suppliers based on nine (9) security target dimensions which were achieved
through a Delphi study. The stakeholders then score each component supplier based on the
nine dimensions on a scale of 1 (least secure) to 10 (most secure). This process assists CSPs
in the identification of weak suppliers readily susceptible to cyber-attack or those with a
high risk of failure. Likewise, as a decision support aid, the CSSA tool helps to improve not
just the accuracy of expert decisions, but also the transparency, consistency, adaptability,

accuracy, consistency and speed of the process. Improving the risk assessment process with
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the identification of potential weak spots in the supply chain also helps to capture the

vulnerabilities of the cloud service and promote proactive mitigation of risks.
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Figure 6.4: Cloud Supplier Security Assessment of a Sample Cloud Application

As shown in Figure the cloud service is broken down into its individual components
based on suppliers, and each supplier is scored on nine security dimensions. The score is
then standardised using a Z-score (Z;) (see equation 6.1), where o is the standard deviation,
y; is the supplier score and y is the mean of the population. The combined Z-score (see
equation 6.2) for a supplier, shown in the last column of Figure is a summation of the
suppliers’ Z-score for each of the nine security dimensions. The use of colour and values are
considered as suitable methods for communicating information in a visual framework [123].
The colour in each of the cells in the last column of Figure conveys the degree of risk
that particular component has, comparative to the rest of the chain. A green cell has the

best risk score (least risky), followed by yellow and then red.

- (wi—vy)

Zi = . (6.1)
9

CZ-score = Z Z; (6.2)
i=1

6.3 CQRA

The CQRA makes use of reasoned estimates of security risk factors made by an expert team
of stakeholders who have been appropriately calibrated and have a good understanding of
the cloud service. To avoid cloud risk assessment being classed as mere speculation or
opinion of risk assessors, and moving it into the realm of knowledge, based on informed
opinion, making up for the lack of empirical evidence, the CQRA makes use of calibrated
assessors, who can make reasonable estimates. According to Clemen & Winkler [65], an
expert is empirically calibrated if, upon examining the events for which the expert estimated
a “y percent” chance of occurrence, it turns out that “y percent” actually occurred. The
data provided by these experts are combined using a stochastic modelling tool (Monte Carlo)

to arrive at a realistic risk cost. The role of experts is vital in this process because their
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judgements provide valuable information, given the limited availability of “hard data” on
security risks and the inherent uncertainties associated with risk analysis [65]. Seeing that
we decompose each risk scenarios into its relevant factors (probability, impact, frequency),
we request each calibrated expert taking part in the risk assessment exercise, to make
independent estimations of the risk factors. The uncertainties in the experts’ estimates are
presented as a probability distribution, including a Lower Bound (LB), Most Likely (ML)
and an Upper Bound (UB), made to a 90% confidence interval (CI). A 90% CI, in our
opinion, is good enough, considering the many unknowns in the cloud supply chain.

Estimating these risk factors are also appropriate for our model, seeing that our goal
is to reduce and not eliminate uncertainty through the application of measurements. This
approach complies with Hubbard’s definition of observation, where he says observations are
targeted at quantitatively reducing uncertainty [143]. While many risk assessment models
ignore uncertainty and its associated risk to simplify their decision-making, we have ex-
plicitly considered uncertainty and made it an integral part of our model. According to
Daradkeh et al. [79], the presence of uncertainty in the values of input variables implies
that there are many possible values for each variable. Performing our risk analysis with
Monte Carlo helps to build models of possible risk results, as it substitutes a probability
distribution for the risk factors whose estimation has some degree of inherent uncertainty.
It calculates the risk result over a specific number of iterations (e.g. thousands or tens of
thousands), each time using a different set of random values from the probability functions
and at the end producing a distribution of possible risk values for a particular risk item
[234].

To implement the CQRA tool for analysing cloud risks, we used the @QRISK Monte
Carlo Simulation Engine by Palisade [235], which is an add-in to Microsoft Excel. Using
the tool, experts’ estimates of the probability of risk event occurrence and impact cost, are
represented by a Program Evaluation Review Technique (PERT) continuous probability
distribution, highlighting the minimum, maximum and most likely values. Our choice of
PERT is based on studies that have shown that in situations where there is a lack of real
data, it is safe enough to assume that the variable of interest follows a normal distribution
[112, 161]. Likewise, we adopted the Poisson distribution for the attack frequency, since this
distribution expresses the probability of a given number of events occurring within a fixed
time, with a known average rate, where the occurrence of events are independent of one
another [I75]. The Monte Carlo simulation allows us to account for the expert’s uncertainty
about their estimation, representing the values as a probability distribution. Being able to
present experts’ combined risk values using the 5% percentile, Mean and 95% percentile,
also allows the experts to consider best and worst-case scenarios while determining the value

of the risk, which is most likely going to be around the mean/median mark.
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6.3.1 Combining Expert Estimates

Figure [6.5] shows the steps taken by the CQRA to combine experts’ opinion on security risk
factors using Monte Carlo simulation engine. Ideally, we expect at least three stakeholders
to participate in each cloud risk assessment exercise, which gives a good base of information,
fosters productive analysis and allows for proper calibration of estimated values. Combining
these experts’ probability distributions, therefore, summarises the accumulated information
and enables the risk assessor to present condensed information to decision-makers [65].
While some might see our consultation with multiple experts as a subjective version of
increasing sample size, we adopted the probabilistic risk analysis (PRA) approach developed
by academic scholar, Norman C. Rasmussen [249], as a way of increasing our information

base and resolving any conflicting information or opinions among experts.
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While there are different procedures for combining probability distributions, including
mathematical aggregation methods and behavioural approaches [65], our model adopts the
mathematical aggregation method based on a weighted linear average. This approach,
which is also known as the linear opinion pool, dates back to Laplace and is a weighted
linear combination of the experts’ probabilities, where the weights Wi are non-negative and
sum to one [65] [88]. The weight assigned to each expert, reflects their competence, or in our
case, the specificity of their role, ensuring that the competent experts have a more significant
influence on the collective opinion. We considered other approaches including taking the
weighted average of the distributions, but this would have caused extreme expert opinions
to be under-represented, i.e.“flaw of averages”. Seeing that our model makes use of both the
Poisson and PERT probability distribution, we can combine them using the linear opinion
pool, because they are mainly unimodal and roughly symmetric. Likewise, empirical results
from various studies have shown that simpler aggregation methods outperform the more
complex method [65].

We will now describe in detail the CQRA process of combining experts’ estimates and
how we arrive at the risk value for each scenario. For further details on the risk value
calculation, please see Appendix [F] where we provided pseudocode for the calculations

carried out in the model.

Table 6.1: Expert Opinion Weightings

Contributor Weight Sample

Expert_1 4 0.4

Expert_2 3 0.3

Expert_3 3 0.3
Total 10 1
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Table 6.2:

Experts’ Estimation of Impact, Probability and Frequency of Risk

Contributor Risk Factors Distribution LB ML UB
Expert_1 Probapility of risk occurrence PERT 9 5 10
without controls (%)
P ility of risk
robability of risk occurrence PERT 1 5 5
with controls (%)
Impact Cost (£) PERT 2,000 3,000 | 5,000
Average
Rate
Frequency (/yr) Poisson 1
Expert_2 Probal.oility of risk occurrence PERT 10 o5 60
without controls (%)
P ility of risk
robability of risk occurrence PERT 1 5 15
with controls (%)
Impact Cost (£) PERT 500 1,000 | 10,000
Average
Rate
Frequency (/yr) Poisson 5
Expert_3 Probability of risk occurrence PERT 1 5 10
without controls (%)
Probability of risk occurrence PERT 1 5 5
with controls (%)
Impact Cost (£) PERT 3,000 5,000 | 9,000
Average
Rate
Frequency (/yr) Poisson 0.2

Using Tables & we describe the process by which three experts provide

probability, impact cost, and frequency estimates for a fictional risk event scenario. The risk

event involves a service outage caused by a DDoS attack. The experts give two probability

estimates: the first is based on a situation where there are existing controls (PwCE), and the

other when there are no security controls (PwoCE). We use the experts estimates (see Table
, their weightings (see Table , and the aggregation of the values (see Table [6.3), to

arrive at a distribution of possible risk values. For every risk factor estimate provided by

the experts, the CQRA generates a PERT or Poisson distribution to represent the expert’s

opinion, after which the tool randomly selects a value from each trial to calculate the risk

value. The RiskDiscrete function is used to combine the distributions as it samples the

expert’s estimates according to their weights.
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Table 6.3: Combining Experts’ Risk Factor Estimation based on Weightings

Y%Sample PwoCE (%) PwCE (%) Impact Cost(£) Frequency

0.4 5.33 3.34 3,167 1
0.3 2.83 2.12 2,416 5
0.3 5.16 3.04 5333 0

Combined

Expert Opinion
(Randomised)

1. 5.33 3.01 2,417 5
2. 3.95 2.90 5,333 0
3. 3.52 2.32 4,791 1
4. 7.46 4.37 3,313 1

n iterations 4.92 3.78 2,907 2

The CQRA tool, therefore, applies the combined probability distribution of experts’
estimates to equations 6.2 & 6.3, in calculating the risk value for both when controls are in
place and otherwise (see Table[6.4). The final risk value is presented as a pound (£) value
with three estimates (lower bound, mean value and upper bound). Moreover, the choice
of which risk value is acceptable to the decision-makers depends on their risk appetite. In
this example, we consider the nature of the threat and vulnerability of the application, and
based on this analysis we arrive at a most likely (ML) risk value which sits around the 85%

percentile of the ERV_WoC distribution.

ERV_WC = Impact x Freq x PwCE (6.3)

ERV_WoC = Impact * Freq x PwoCE (6.4)

Both Figures & are a graphical representation of the risk value distribution for
situation when security controls are in place and otherwise. The simulation was carried

out using QRISK Monte Carlo Simulation tool, where we ran five (5) simulations of 10,000

Table 6.4: Estimated Risk Value based on Expert’s estimation

Output Without Controls | With Controls
(Estimated Risk Value) (ERV_WoC) (ERV_WC)
5% Percentile (£) 0 0
Mean (£) 880 285
95% Percentile (£) 4,182 1,213
Estimated Risk Value
£2,222
(Most Likely)
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Figure 6.6: Risk value result considering security controls carried out in @QRISK simulation
engine
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Figure 6.7: Risk value result without considering security controls carried out in @QRISK
simulation engine
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Figure 6.8: The QRISK simulation setting used for the risk value calculation

iterations each (see Figure for the QRISK simulation setting).

Collectively, we have shown that the process of combining experts’ estimates in risk
analysis is valuable for encapsulating the accumulated information around the risk event
and yielding objective risk results which provide decision-makers with a clear picture of
their risks. We reckon that both normatively and empirically, combining experts judgement
improves the quality of probabilities [65]. For more information on the risk analysis steps,

see Appendix [F]

6.4 Summary

In this section, we proposed CSCCRA as a quantitative risk assessment model which builds
on existing risk assessment standards and guidance documents. Its supply chain-inclusive
approach addresses some of the transparency gaps identified in existing cloud risk assessment
models. The assessment process involves identifying the components of a cloud service and
corresponding supplier and presenting this information to stakeholders as a map or data
flow diagram. The CSSA component of the model is a supplier rating service, which uses a
multi-criteria decision-making method to rank suppliers’ cybersecurity posture. The CSSA
is designed to bring transparency to the security risk rating of cloud suppliers, provide a
quantitative measurement of security performance across the chain, identify the inherent
risks and compare suppliers based on their cybersecurity posture. The risk analysis phase

allows multiple stakeholders to participate in risk identification, estimation and evaluation
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process and presents cloud risk values in monetary terms to promote optimum and effective

decision-making.

6.5 Sensitivity Analysis of the CSCCRA model

Following the implementation of the model, we conducted a sensitivity analysis (SA) to find
out errors in the model, validate its robustness, identify sensitive or significant variables, and
increase our understanding of the relationship between input and output variables. Saltelli
et al. [266] defined sensitivity analysis as the study of how the uncertainty in the output
of a mathematical model can be attributed to different sources of uncertainty in the model
input. Sensitivity analysis identifies the variables that have a significant impact on the
model’s performance, further reducing the error tolerance within the model. As a decision
support tool, simple approaches to SA provide transparency and are easy to understand
and communicate.

Seeing that the CSCCRA is a data-driven model that is based on expert input, the
sensitivity analysis of the model follows a parametric bootstrap approach [266]. Using Monte
Carlo methods for risk analysis requires the sampling of factor values from a distribution,
and the independence between the estimated risk factors makes it possible for samples to
be taken from the marginal distribution of each factor.

Some of the useful tools for presenting SA results include Scatter plots, Tornado charts
and Spider diagrams. Other methods include the use of probabilities, sensitivity indices,
graphs and regression analysis [236]. A scatter plot enables the plotting of output variable
against individual input variables, following the random sampling of the model over its input
distributions. With the scatter plots, the important factor is identified by the existence of
“shape” or “patterns’ in the points, while a uniform cloud of points is a symptom of a
non-influential factor. A sensitivity index is a number calculated by a defined procedure,

and it denotes the relative sensitivity of results to different parameters of the model [236].

6.5.1 Experimental Design

In the design of this SA experiment, we aim to find out which cloud risk factor has the
most influence on the estimated risk value (output). The input to the model is made up
of three risk factors: Probability of risk occurrence, Impact cost and frequency. Expert
stakeholders estimate each risk factor based on their understanding of the cloud risk, and
experts’ estimates are combined to enable the risk assessor to present a single risk value to
decision-makers. Although the CSCCRA model does not provide the risk assessor with an
optimal strategy for calculating risk value, it simplifies the process by combining different
expert estimate to provide a reasonable risk value. That said, with risk value varying with

expert inputs and the risk factor estimates largely independent, our modelling approach
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only varies one risk factor (impact, probability, frequency) at a time, leaving the others at

their estimated values. Our overall procedure is as follows:

1. Tabulate expert risk factor estimations, combined values and risk value calculation.
2. Using spider diagrams and scenario analysis, identify the sensitivity of input variables.
3. Conduct sensitivity analysis using Scatterplots.

4. Identify important parameter(s) that influence risk value.

5. Test alternative assumptions for the value of the input risk factors.

6. Use a different risk scenario to confirm sensitivity analysis result.

7. Summarise the analysis.

As mentioned previously, our sensitivity analysis is based on the assumption that there
is no systematic relationship between the risk factors, i.e. the increase in the probability
of a risk occurrence does not directly increase or reduce its impact or frequency value.
Therefore, we ignore the low risk that any two factors will have a substantial change from
base values at the same time. All analysis was conducted using the Palisade @RISK tool,

and the results are presented in Appendix [F}

6.6 Expert Validation of the CSCCRA model

Risk assessment models should be subject to evaluation and improvement activities to
ensure they meet the needs of a myriad of users. The opportunity to face-validate the
CSCCRA model with risk experts came when we received an invitation from BCSs’ In-
formation Risk Management and Assurance (IRMA) group. The IRMA group invited us
to give a presentation on cloud risk assessment and share insights from our research. The
talk which we titled “Cyber supply chain risk assessment of cloud services”, was given on
the 11th of September, 2018, to a group of 25 risk professionals in London, England. We
set the tone before the start of the presentation by informing the participants of our plan
to face-validate our proposed risk assessment model. We delivered our presentation on
assessing cloud supply chain risks, and towards the end of the presentation, we gave the
participants an in-depth look into the workings of the CSCCRA model. We demonstrated
the applicability of the model using a fictional case study of a SaaS CSP.

Ten risk experts took part in the face-validation of the model. We presented and dis-
cussed the various phases of the model with the participants, and gave them room to ask

questions and comment on the various stages of the assessment. We simulated the risk
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assessment exercise and assessed one of the identified risks, with the experts fully partici-
pating in the process. We discussed the pros and cons of the model with the participants
and exposed them to the need to apply such an approach to assessing the risks of dynamic
and composite services. Next, using a set of questions on a five-point Likert scale, we
requested that participants anonymously rate the model on criteria such as its understand-
ability, usefulness, ease-of-use, decision-making ability, transparency and practicality. We
also presented them with a free-text for any additional comments such as areas where the
model can be improved and its strengths & weaknesses.

The experts evaluated the CSCCRA model based on two aspects: the model’s construct
and its instruments [265]. The responses of the experts and their ratings of the different
components of the CSCCRA model were analysed using the mode average. We considered
that a mode value higher than five (5) constituted overall agreement with the assertions
made. According to Robertson [254], the mode is an appropriate average for reporting
ordinal Likert-scale data. The feedback received from the participants was positive. While
many complimented us on giving an excellent presentation and addressing a practical in-
dustry need, others confirmed how the research had changed their view of cloud risks. In
Figure[6.9] we see that participants strongly agreed or agreed with the majority of our state-
ments regarding the usefulness, practicality, reproducibility and decision-making abilities of
the model. However, one of the participants was not convinced about the ease-of-use and
reproducibility of the model. In his comment, he said ‘ ‘the main next step for the model is
the practicalities of using this without it becoming a burden / large upfront exercise”.

Overall, the participants confirmed the usefulness and applicability of the model for
assessing cloud provider risks. The evaluation provided us with valuable feedback on the
viability of the model and caused us to think through the activities that take place during
the assessment. The current CSCCRA process includes some of the suggestions made by

the expert review group.
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Figure 6.9: Expert Validation of the CSCCRA model

6.7 Completeness comparison of the CSSCRA model with
established models and standards

Having discussed in section [2.2] three of the existing risk assessment standards and guidance
documents referenced in the development of the CSCCRA model, we now look to compare
CSCCRA’s completeness with that of already established methods. Here, completeness
refers to an evaluation of whether the model considers all relevant inputs, includes all
necessary tasks and whether the model outputs are linked to concepts of IS risks [204].
While several frameworks could have been selected to conduct this comparison, we chose
the Core Unified Risk Framework (CURF) [324]. The framework is proposed as an all-
inclusive approach for comparing different risk assessment method [324]. All-inclusive,

because the criteria for estimating the completeness of a risk assessment method, organically
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grow by adding new issues and tasks from every reviewed method. CURF allows for a
detailed qualitative comparison of processes and activities in each RA method and provides
a measure of completeness. It is scoped to compare the content of methods to a predefined
set of criteria instead of evaluating process tasks or the issue the method is designed to
address.

In their study, Wangen et al. [324] applied the framework to assessing 12 formal in-
formation system risk assessment (ISRA) methods and found ISO/IEC 27005:2011 to be
the most complete approach overall, and both FAIR and ISO/IEC 27005:2011 to be the
most complete for risk estimations. In this section, we will be assessing the CSCCRA based
on the three main risk assessment processes: risk identification, risk estimation and risk
evaluation, and scoring each task identified under the main process. As shown in Table
we evaluate if each task is Addressed (XX) = 2, Partially Addressed (X) = 1 or
Not Addressed (-) = 0.

According to Wangen et al.[324], a baseline level of security can be achieved through
compliance with standards, legislation and regulations, but to align with industry best prac-
tice (cloud in our case) is highly dependent on having a tailored and functional information
security risk management (ISRM) processes. Our model helps CSPs to complete two of
the most common risk identification activities, i.e. asset identification and evaluation. The
unique addition of the CSSA and CSCM pre-assessment steps tailors the model to assess
the risk of composite systems. Furthermore, to improve the completeness of our proposed
model, we accompanied it with an application software, available to CSPs who are interested

in using the model in assessing their cloud service.

1. Risk Identification: CSCCRA’s risk identification process follows a risk scenario
approach, which accounts for the major risk factors that play a part in the risk event.
It identifies the asset (cloud service), vulnerability, threat, impact, consequence and
existing controls. Its pre-assessment activity leads to risk identification and risk sce-
nario development. It helps to identify situations where an asset could be vulnerable
without being threatened or threatened without being vulnerable, or where a vulner-

able asset is not critical to the organisation.

2. Risk Estimation: The CSCCRA is a quantitative risk assessment model that defines
risk as a function of events, consequences, frequency, probability, and their associated
uncertainties. It uses the Monte Carlo simulation for the calculation of risk value,
accounting for the expert’s uncertainty about their estimation and representing risk
value as a probability distribution. The model incorporates a control efficiency as-
sessment into the probability of risk event estimations, to provide stakeholders with

the strength of their existing controls.
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3. Risk Evaluation: The final phase of the CSCCRA model is the risk evaluation,
where the analysed risks are evaluated and prioritised according to their risk values.
Also, during this phase, the risk assessor makes a recommendation to the CSP about
the treatment of their top ten risks using security best practices as a guide. This
provides the decision-makers with the information they need prioritise and mitigate

their risk according to the available resources.

In Table we place our self-evaluated CSCCRA scores alongside other established
models. In this evaluation, the CSCCRA model had a completeness score of 79 out of a
possible total of 102. The evaluation of the other models was completed in Wangen et al.
[324] where more information on the scoring can be found.

Critically looking into the CSCCRA framework and comparing its completeness with
other well-established models like ISO /TEC 27005, NIST 800-30, FAIR and ISACA’s RiskIT,
we see that the CSCCRA has made functional improvements on the existing models. Ap-
plying the criteria outlined in the CURF framework shows the CSCCRA model met most of
the requirements for each stage of the risk assessment process and can be judged to be the
most complete method. Nevertheless, this result must be interpreted with caution because
our scoring of the CSCCRA was based on a self-appraisal, and the complete objectivity of
the evaluation completed by Wangen et al. [324] cannot be ascertained.

That said, although the performance of the CSCCRA model can be attributed to the
fact that the model builds on existing risk assessment standards and guidance documents,
the novelty to expand its functional scope to include the supply chain also plays an integral
part in its success. The test also shows the extent of the CSCCRA model’s granularity as a
risk assessment framework and its adaptability to assessing the risks of any other composite

system.

6.8 Systematic evaluation of CSCCRA with other concep-
tual models

In this section, we systematically evaluate three other conceptual models that have been
proposed to address cloud service provision risks, comparing them with the CSCCRA model
[17]. To determine the most suitable and relevant models for our analysis, we defined a
series of search criteria. The first was that the model’s approach needed to be relevant to
CSP risk assessment; this is to ensure that the identified models address similar challenges
with our proposed model. Secondly, it was important that the selected model included
information on the parties involved in the development, hosting, management, monitoring
or use of the cloud services (i.e. the supply chain). This criterion was necessary to ensure

the selected models were inclusive in their assessment of cloud provisioning risks and did
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Table 6.5: Scoring CSCCRA’s Risk identification, estimation and evaluation process using
the CURF framework

Risk Identification Score Risk Estimation Score Risk Evaluation Score
Preliminary Asset identification Risk criteria assessment
XX . XX . X

assessment and evaluation /revision (RCA)
Risk criteria XX Threat willingness/ X Risk prioritisation/ XX
determination Motivation Evaluation (RPE)
Cloud-specific risk XX Threat capability X Risk treatment XX
considerations (know how) recommendation (RTR)
Business objective XX Threat capacity )
Identification (Resources)
Key risk indicators XX Thrca-t attack -

duration
I.Stake.holdfzr XX Vulnerability XX
identification assessment

. Control efficiency
Stakeholder analysis XX ] XX
: assessment
. . . bjective Probabilit

Asset identification XX Su Jective Trobabiltty -

Estimate for event
Mapping of X Quantitative Probability XX
personal data Estimate for event
Asset evaluation XX Sul.)‘]eCt.l ve impact -

estimation
Asset ownc'r X Qu'antlt.atlvc impact XX
and custodian estimation
Asset container XX Prl.v acy. risk X

estimation
Business process Utility and incentive
. . . X . XX
identification calculation
Vulnerability Cloud vendor
. . . XX -
identification assessment
Vulnerability .
assessment X Opportunity cost XX
Threat identification XX Level O.f 1'1s.k X

determination
Threat assessment X Risk aggregation XX
Control identification XX Event, XX
Control assessment X Consequence, XX
Outcome identification XX Uncertainty, XX
Outcome assessment X Probability, XX
Asset, XX Model sensitivity, XX
Vulnerability, XX Knowledge about risk X
Threat, XX
Qutcome XX
Completeness (Total) 43/50 31/46 5/6

Table 6.6: Comparing CSCCRA’s Risk identification, estimation and evaluation process
with other established models.

OCTAVE NIST RISK Max
CSCCRA CRAMM FAIR Allegro ISO 27005 800-30 IT Score
Risk Identification 43 29 26 32 38 24 29 50
Risk Estimation 31 10 30 14 27 26 22 46
Risk Evaluation 5 4 2 5 3 2 4 6
Completeness Total 79 43 58 51 68 52 55 102
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not just concentrate on the focal CSP. Three of the models listed in Table met these
criteria and they are QUIRC[271], OPTIMIS [89], & CSPRAM [19].

Next, using examples, we describe the three other conceptual models and compare
them with the CSCCRA. For each approach, we consider goals, the risk assessment process,

decisions, the scope of the assessment and way in which risk is conceptualised (see Table

[6.9).
6.8.1 QUIRC

Saripalli et al. [271] proposed the quantitative risk and impact assessment framework
(QUIRC) model for assessing security risks associated with cloud computing platforms based
on six key security objectives (SO): confidentiality, integrity, availability, multiparty trust,
mutual auditability and usability. The proposed model is based on the premise that most
of the typical attack vectors and events, map to one of these six categories. With the model
being semi-quantitative, the authors maintain that their approach enables stakeholders to
comparatively assess the robustness of different cloud offerings in a defensible manner.

The steps taken to assess cloud risks with QUIRC requires a trained team to perform
risk estimations. The risk assessment process is divided into two phases: impact assessment
and probability assessment. The impact assessment employs a wide-band Delphi method
[189] in collecting external experts’ estimate of the impact (I) of a threat to a security
objective. This approach is suggested as a scientific method for achieving a consensus
among the expert team on the estimate of impact values. Also, due to the lack of historical
data on cloud outages, QUIRC relies on security reports (e.g. SANS Institute report [270])
in an attempt to evaluate the probability (P) of threat events.

QUIRC defines risk as a product of the Probability (Pe) of a security compromise, i.e.
a threat event, e, occurring, and its potential Impact Ie, where Ie is assigned a value on a
numerical scale based on the Federal Information Processing Standards (FIPS) model [220)]
of Low (1-5), Moderate (6-10) or High (11-15). The calculation of the risk of an application
based on a single security objective is represented by Rs, which is the average over the

cumulative weighted sum of n threats which map to a particular SO category.
1 n
R, = — 2 P.I, (6.5)
1=

So for example, in assessing the risk of a cloud service, let us assume that three threat
events were identified and they all related to the confidentiality SO, i.e. cross-site scripting
(XSS) attack, malicious access to API keys and man-in-the-middle attack. These threats
were estimated to have impact (I) values of 3, 7, 10, and the probability (P) of their
occurrence are 0.08, 0.1, 0.24. Therefore, the risk value for the cloud system under the

confidentiality SO would be [0.08(3) + 0.1(7) 4+ 0.24(10)]/3 or 1.11. Due to the combined
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value of risk under the same SO, the confidentiality risk of the cloud service will be classed
as a low risk, seeing that it is far below the maximum potential risk value of [1.00(10) +
1.00(10) + 1.00(10)]/3 or 10.

Furthermore, the net security risk (R) for the cloud application will be represented below

as the weighted average of the risk calculated for the CIAMAU objectives.

6
R=> w,R, (6.6)
s=1

where the ws for the CIAMAU SOs could have values similar to [0.3, 0.1, 0.1, 0.2, 0.1,
0.2].

In summary, the RA steps identified in the QUIRC model promote communication on
risk factors between external experts and internal stakeholders. The model also enables
CSPs to consider how identified threats, impact business objectives. The QUIRC is adapt-
able, and its use can be extended beyond cloud computing to other IT and technology
industries, where there is access to subject matter experts (SMEs) and industry-specific
knowledge-base. However, its use of a Delphi method for impact estimation is bound to
slow down the risk assessment process, and the ability of the CSP to adapt to risks in the
cloud. It is easy to see RA exercises taking over a month to complete since issues relating
to expert consensus, and expert/ stakeholder availability need to be considered. Also, the
QUIRC model fails to consider the direct and indirect consequences of an impact from their

suppliers.

6.8.2 CSPRAM

In [19], Albakri et al. proposed a security risk assessment method for cloud computing envi-
ronments. This framework contains several components, including a cloud service provider
risk assessment manager (CSPRAM). It is designed to be used by CSPs in assessing the
security risks in their cloud computing environment and is complemented by the inclusion
of customers’ evaluation of security risk factors [19]. This study addresses the challenge of
defining the risk criteria according to the organisation’s security objectives and considering
these criteria when evaluating the value of a risk event. The model also includes cloud
customers (CC) in the risk assessment process. The inclusion of customers is limited to
processes that define the security risk factors, such as asset value, the likelihood of a threat,
vulnerability, and impact of the incident, as well as determining the legal and regulatory
framework. However, the authors maintain that including all CCs can quickly become
unmanageable if all their objectives are included in the risk evaluation.

The CSPRAM model follows the ISO/IEC 27005 standard in defining its main risk
assessment steps. The authors defined risk as a combination of the likelihood of a threat

and the impact of the incident. The framework is made up of two main parts: The CSP and
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CC assessments. It attempts to achieve a balance between the realistic result obtained from
the contribution of the customer, and the complexity of the risk assessment process due to
the inclusion of the CC. The risk analysis phase takes into consideration the information
provided by the CC and CSP’s knowledge of their threats, vulnerabilities and controls.
Subsequently, the CSP determines the risk level based on the likelihood of the incident
scenario and its consequences and compares the risk levels with the risk evaluation and risk
acceptance criteria set at the beginning of the process, producing a prioritised list of risks.

CSPRAM is designed to assess the risk of a cloud service (particularly SaaS), and it
uses a risk analysis matrix for rating risk factors. The range of both likelihood and business
impact are: very low, low, medium, high and very high. The combination of likelihood
and impact values is represented on a risk scale that ranges from 0 to 8. The risk scale is
mapped to a simple overall risk rating of LOW (0-2), MEDIUM (3-5) and HIGH (6-8). For
example, using table [6.7|to assess the risk of a Distributed Denial of Service (DDoS) attack
disrupting the availability of a cloud service requires the assessor to estimate the business
impact of the threat and the likelihood of the attack. Estimating the business impact as a
medium and the likelihood of the incident as low, will give us a risk value of 3, same as an

event with an impact of very low, and a likelihood of high.

Table 6.7: CSPRAM Risk Analysis Matrix

Likelihood of incident scenario

Business Very . High Very
Impact low OV Medium pa0e) hish
Very low 0 1 2 3 4
Low 1 2 3 4 5
Medium 2 3 4 5 6
High 3 4 5 6 7
Very high 4 5 6 7 8

Overall, the CSPRAM model promotes trust between the CSP and customer based on
customer involvement in the RA process. Although, determining which customer to pick for
the exercise, and deciding on how to manage different customer preferences and risks, could
lead to the increased complexity of the cloud hosting infrastructure. The process is also
reliant on customers providing accurate feedback, and could also be slow in adapting to the
dynamic changes in the cloud ecosystem. The compliance of the model with the ISO27005
standard helps with the scope and boundary definition, but its use of a risk matrix in

evaluating different risk scenarios could lead to unprioritised high impact risk events.

6.8.3 OPTIMIS

Djemame et al. [89] proposed the Service Provider Risk Assessment Tool (SPRAT) and

Infrastructure Provider Risk Assessment Tools (IPRAT) for cloud service provisioning, and
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as part of the EU-funded project, OPTIMIS (Optimized Infrastructure Services). The
SPRAT and IPRAT are independent parts of the risk assessment framework. The objective
of the OPTIMIS project is to enable an open and dependable cloud service ecosystem,
which provides technological assurances. This should consequently lead to higher confidence
of cloud consumers and promote the cost-effective and reliable productivity of CSPs and
resourcefulness of Infrastructure Providers (IP). The framework aims to deliver flexible,
auditable, reliable, sustainable, secure and economical cloud services.

The risk assessment process follows a use case scenario to determine which assets will
be involved in the assessment and their interactions. Risks are also assessed by categories
(e.g., technical, legal, policy and general) to streamline the mitigation strategies. Using
this framework, the different business level objectives of the SP and IP actors, play a part
in deciding the importance of cloud risk. The model supports the assessment of cloud
risks involved in the outsourcing of a service to an external provider, e.g. infrastructure
hosting. Another decision supported by the model is the evaluations of the reliability of IP
offerings and their ability to meet stipulated SLA. The suggested use cases supported by
the risk assessment framework include: i) private cloud, ii) bursting, iii) multi-cloud, iv)
federated cloud, and v) brokerage. Each risk assessment exercise conducted by the SP will
incorporate provider reliability into the risk model, to verify the expected integrity of the
provider’s guarantee when making SLA offer.

The OPTIMIS model defines risk as the combination of the likelihood of an event oc-
curring, and the negative consequence/impact of the undesirable event. For each risk event,
the assessors estimate the risk level based on the impact and likelihood of that risk. The
likelihood and impact values are labelled from 1 to 5 according to their intensity (1-very
low, 2- low, 3- medium, 4- high, 5-very high), and the resulting risk level ranged from 1-25.
In Table we present an example of a cloud risk event involving the unauthorised access
to data due to access to unprotected passwords. Here, the risk assessors estimate the likeli-
hood of the risk as High, which is equivalent to a value of 4, and the impact also estimated
as High (4). The resulting risk is a product of the impact and likelihood, which yields a
risk level of 16, with the maximum being 25.

In summary, the OPTIMIS model provides a good foundation for a reliable and trust-
worthy cloud environment, seeing that it involves the infrastructure and service provider in
the RA process. Using the toolkit, the model can support the frequent assessment of cloud
provisioning risk. However, its assessment of cloud risks using predefined use-case scenarios
means that any scenario not included in the framework, will not be considered. This model
requires a significant level of transparency between the IP and SP, as part of determining

the reliability of providers and their ability to meet SLA.
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Table 6.8: Presenting a risk event with SPRAT

Risk Category: General
Asset identified
Vulnerability of Asset
Threat to the Asset
Resulting risk item
Risk Likelihood

Risk Impact

Security

Unprotected password
Unrestricted access to data
Data leaks

High (4) [Range 1-5]

High (4) [Range 1-5]

Resulting Risk level Risk Likelihood * Risk Impact

— 4%4 = 16 [Range 1-25]

Risk Event System hacks
Resulting Risk )
Mitigation Encrypting data

Table 6.9: Systematic evaluation of cloud risk assessment models

Models
E— QUIRC CSPRAM OPTIMIS CSCCRA
Criterion
To enable CSPs identitfy,
. . Assessing the risk of To enable cloud providers 7
Assessing cloud risks . . . analyse and evaluate
. cloud services, with analyse and address risk .
Goal based on security . . cloud risks from a
N inputs from cloud factors in a cloud . .
objectives dynamic supply chain
consumers (CC) ecosystem .
perspective.
The RA process is The RA process follows
split into two phases a use-case scenario in The model builds on
. The model follows the .. .
. . impact assessment X . determining the assets existing RA standards and
Risk N . steps defined in the . . . .
using wide-band and actors required involves the mapping of
Assessment ; ISO 27005 standard and .
Delphi method, & . L. to conduct the a cloud supply chain,
steps . is split into two aspects: .
probability assessment assessment. It addresses | supplier assessment, before
. CSP and CC . .
based on security two cloud stakeholder the risk analysis phase.
reports risks : SP and IP
Supports the implem- The model supports the
.. The model supports PP . P PP . The presentation of cloud
Decisions . . entation of assessment of risks . .
business-driven . . . . risks in monetary value
supported appropriate security involved with the .
assessment ] ) . promotes cost-effective
by the . controls based on outsourcing of a cloud . ce .
of the security . . risk mitigation and
model . changing customer service to an external . . s
of cloud services . . optimal risk prioritisation.
requirements provider
The scope is reliant on
The CSP conducts P The assessment involves The CSP conducts the
. the CSP and how much . . . .
the assessment with . both service provider and analysis following the
they choose to include . . .
The scope help from experts. . infrastructure provider. assessment of the security
. . customers in the . .
of risk The model is The model extends posture of their suppliers.
. assessment. The model R .
assessment applicable to other o beyond RA to The model is extensible
also includes elements of . . e .
IT systems beyond . include risk mitigation to any composite
risk management S .
the cloud. and monitoring steps IT service.
processes.
Risk . . . . *
Conceptual Risk (score) = Impact | Risk (score) = Impact Risk (score) = Risk (cost) = Impact
isatIi)on * Probability * Likelihood Impact* Likelihood Probability* Frequency
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6.8.4 Discussion and Findings

As one can imagine, the three cloud risk assessment models compared in this study are
not the only conceptual models available to CSPs. Nevertheless, they were chosen because
they were the only ones that met our criteria, as mentioned previously. The work of Fito
et al. [I05] stands out as another suitable alternative, except for their concentration on
business-level objectives and the lack of emphasis on security risks in the application of
the SEmi-quantitative BLO-driven Cloud Risk Assessment (SEBCRA) model in a CSP
environment. Some of the excluded papers did not give a practical example of the model’s
application [190} B334], while others did not explicitly consider the supply chain [278) 289]
in their risk assessment process.

While each of the discussed models was developed for assessing cloud service provisioning
risks, they differ in their primary goal and the process involved in achieving these goals. We
draw particular attention to the CSPRAM model [19], which identified the need for involving
cloud customers in the risk assessment process. This was based on the understanding that
although the CSP owns the cloud infrastructure and software used to process data, the
data is owned by the CC, and only them can provide a realistic estimate of the impact
cost. CSPRAM authors, however, were cautious not to involve users in all stages of the
assessment to avoid process becoming unmanageable.

Furthermore, the comparison of the models strengthened the notion of a predominance
of qualitative risk matrix and semi-quantitative risk scoring in cloud risk assessments [14],
167]. A possible explanation for this approach is that their proponents are interested in
simplifying the model. However as noted in [25§], qualitative approaches can be subjective,
and assessments conducted with such methods may often fail to maintain internal and
external consistency with the meanings and proportionality of the values used for risk
estimation. Such assessments will need to include organisationally-meaningful annotations
since their values and meanings are not maintained across other contexts.

A significant aspect of the models discussed is their use of experts. Of the four models
discussed in this study, only QUIRC actively makes use of external experts during the impact
assessment of cloud risks. Although the deductive risk modelling approach is valuable to the
risk analysis process, since it relies on experts’ experience, logic, and critical thinking, the
QUIRC’s wide-band Delphi format makes this model inflexible to address the dynamic cloud
risks. Likewise, on the subject of involving members of the supply chain in the assessment of
risks, both OPTIMIS and CSCCRA involved suppliers of the cloud service, while CSPRAM
involved the customers. Arguments for both approaches can be made. However, a more
significant concern will be for CSPs to consider data processing and treatment, particularly

when in possession of third-party vendors, given the limited insights CSP’s have about
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vendor security controls. We, therefore, conclude that the CSPRAM model would have
been more convincing if the authors had also considered the “upstream” supply chain.

Similarly, considering the flexibility and adaptability of the models to different cloud
scenarios, it would appear that QUIRC is the least flexible. The main reason for this
conclusion is because of its need for Delphi participants, which is less adaptable for the
cloud. However, the RA approach described in CSPRAM, which the authors claim will
be tested in a public cloud SaaS application, does not seem to fit that environment. We
maintain that the approach will be more suited to a private cloud setting, where the CSP
has a working relationship with cloud customers and can rely on them to be involved in such
a rigorous cloud assessment. Lastly, proposing a risk assessment model without a measure
of its capability does not assure its effectiveness. As such, we commend the implementation
of the OPTIMIS model as a tool and the illustration of its use in assessing cloud service
provision risks.

Given that one of the primary purposes of risk assessment is to prioritise cloud risks, that
is, decide before a security event which systems are critical to cloud operation, and present
this information to the business owners, it is only appropriate for the value of risk to be
presented in a format that decision-makers can understand. The CSCCRA model presents
decision-makers with a pictorial representation of their risk landscape and helps them to
identify weak suppliers within the chain. In their review of a dynamic model, Ghadge
et al. [116], maintain that the process of identifying the potential weak spots through
the implementation of models capable of capturing the vulnerability in the supply chain
is beneficial to practitioners in proactively mitigating the risks. Additionally, while other
risk assessment models ignored uncertainty and its associated challenges to simplify their
decision-making, the CSCCRA explicitly considered uncertainty in its risk factor estimation,
making it an integral part of the model.

Overall, this study has found that conceptual models increase justifiability by making
the internal operations of the risk assessment easier to understand for both the assessors and
stakeholders. Since cloud risk assessments often involve internal and external stakeholders
who have expertise in different domains, the best approach to conducting cloud assessments
will be to have all assumptions about the asset and environment documented. This is an
area where the CSCCRA model outshines the other reviewed model. Its quantitative and
supply chain-inclusive approach enhances the justifiability of risk results and ensures that

the risk assessment process is transparent, repeatable and understandable.
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Chapter 7

Model Validation using Case Study

In the previous chapter, we described our proposed conceptual model for cloud risk as-
sessment, expanding on its components, assessing its completeness, comparing it to other
conceptual models, and reviewing the expert validation process. In this chapter, we discuss
the application of our model to assessing the risk of SaaS providers, which also provides
answers to research questions RQ3 & RQ4.

As previously discussed, our choice of a multiple-case design is because it lends itself to
theory testing [40], which through a cross-case analysis could result in more general research
results. We scope the context within which we will rigorously validate and investigate
the usefulness and applicability of the designed risk assessment model to three small or
medium-sized cloud providers that deliver SaaS cloud applications. The decision to apply
the model in assessing provider risks in a real-world context, not only gives us insight into
the capabilities of the model, but it also allows for a more thorough and detailed evaluation
of the model’s proposals within organisations where it matters most. We chose three cases
to achieve a deliberate and contrasting comparison among cloud providers who operate in
different settings.

Before each case study and in preparation for our data collection, the researcher con-
tacts a technical stakeholder within the CSP organisation, to discuss the details of the study
and gather initial data on the SaaS application. Collecting known data about the SaaS’s
supply chain, documentation of supplier information, vulnerability scan report, a data flow
diagram and any other information available to the researcher through open-source intel-
ligence enable us to carry a preliminary analysis of the SaaS application. Following that,
a meeting is held with the CSP in their office, where we introduce the model to the key
stakeholders who will be participating in the study. This pre-work gives us a good head
start and assurance of a reliable result at the end of the exercise. The estimated duration
of each case study, where the participants go through all the phases of using the CSCCRA

model to assess their cloud risk is one day.
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In Figure we show the different phases of stakeholder participation based on the
CSCCRA risk assessment method.
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Figure 7.1: Steps taken by case study participants using the CSCCRA model

In the following sections, we describe each case organisation and present and analyse
the empirical data collected from them. As part of our analysis, we assess the usefulness

and practicality of the model from the following perspectives:

e The ability of the quantitative model to help the CSP think differently about their

cloud risks, particularly concerning their supply chain.

e The ability of the model to provide reasonable estimates of risk values, which helps

CSP decide on their approach to risk treatment.

e The ability of the supplier security assessment tool to identify weak suppliers and

suggest ways of improving the supply chain security posture.

e The potential for the risk assessment tool to be used by both technical and non-

technical members of an organisation.

7.1 Case Organisation One - CSP-A
7.1.1 Background of CSP-A

Due to confidentiality reasons, the first case organisation is referred to as CSP-A. CSP-A is
an innovative and rapidly growing software company in the south-east region of England.
The company was established in the early years of the Internet revolution, and it boasts
of staff strength of between 51-250 employees. They are involved in the development of
software products used in the health, engineering and science industries. They also work

with local government authorities to deliver the services required for social care. In 2016,
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they developed a not-for-profit SaaS application aimed at curbing social isolation across
different age groups, which is the focus of this case study.

We completed this case study on the 21st of September 2018. We approached CSP-A
to take part in the study because a principal member of their team had participated in our
previous study. However, it seems they obliged because, at the time of our asking, they were
also preparing to conduct a risk assessment of the application in compliance with a European
Union (EU) grant. In our invitation to them, we gave CSP-A a background on cloud risk
assessment and the gaps in literature and practice, which we have identified as part of
our research. Following that, we introduced our proposed model to them, highlighting its
benefits.

After CSP-A agreed to participate and before arranging a date for risk assessment
exercise, we met with three key stakeholders (two technical & one business) of the SaaS
application to brief them about the model and confirm it was a good fit for their application.
We identified what we required of each stakeholder as part of the assessment and provided
them with a projected plan and the expected duration of the exercise (i.e. one day). In the
following section, we describe the activities of the risk assessment exercise and the result of

the assessment.

7.1.2 Application of CSCCRA to CSP-A-SaaS

Conducting a case study can be an intensive process, one that requires a detailed collection
of data before the exercise [294]. Our initial data collection saw us gather data on the SaaS
applications’ components including services such as DNS, Web Hosting, E-mail, Database,
Payment and Identity and Access Management, and identify their suppliers. We collected
this information from external information sources such as the technology lookup website,
builtwith.com [52] and Google. Using the information gathered, we created a draft of CSP-
A’s SaaS supply chain map identifying some of their suppliers. This unique effort fascinated
the stakeholders and gained us their support for the duration of the exercise. A total of six
participants took part in the risk assessment exercise; three participated in all the exercises,
while the other three were called upon during the risk estimation stages since they were
more aware of the business impacts of risks (see Table . In the following sections, we

apply the CSCCRA model to assess the risk of the CSP-A-SaaS application.

7.1.2.1 Supply Chain Mapping

The process of assessing cloud risks with the CSCCRA model follows the steps identified
in Figure Presenting the stakeholders with the initial information collected, we got
them to provide the other components, which were not externally visible. Throughout the

exercise, we made references to build guides, supplier web portals and made use of search
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Table 7.1: List of Participants for Case Study One

Extent of

No. Stakeholder Role . . .
Participation

Infrastructure &
Security Director
Systems & Security

1.  Participant-Al Supply chain mapping & Risk estimation phase

2.  Participant-A2 Administrator Participated in all phases of the study
3.  Participant-A3  Product Manager Participated in all phases of the study
4.  Participant-A4  Managing Director Risk estimation phase
5.  Participant-A5  Project Manager Risk estimation phase

.. Systems .. .
6. Participant-A6 Administrator Participated in all phases of the study

engines to ensure the information used for the assessment were current and accurate. Figure
7.2 presents the anonymised supply chain map of CSP-A-SaaS (i.e. the SaaS application).
Likewise, in Table we identify the cloud components, suppliers and service category,

their criticality, and the data storage or processing responsibilities of the supplier.

Figure 7.2: Supply Chain mapping of CSP-A-SaaS using the CSCM tool

Visualising a supply chain helps to detect convergence risks, where a critical supplier in
the second, third or fourth tier could represent a single point of failure for multiple compo-
nents of the cloud service. We did not go into greater detail on the lower tier suppliers, due
to the unavailability of information on some, and because, most of the component providers,
where themselves IaaS providers, who are assumed to host the applications internally. Nev-
ertheless, as shown in Figure the use of a visual structural model helps to illustrate the
interdependencies between the components and accurately visualise the cloud information

flow. Here we see that CSP-A-SaaS relies on TaaS-Pro-A not just for its hosting function,
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Table 7.2: CSP-A First-tier Supplier list

Anonymised Component Service System Data Proce- Data Stora-
Supplier P Category Criticality using (Y/N) ge (Y/N)
Hosting (Web, Code),  Application/ Very
TaaS-Pro-A Database & Backups  Infrastructure Critical Y Y
CSP-A TAM & Software code TAM, Software Critical Y Y
development
Email-API-A E-mail Application Critical Y Y
. . L Not
Video-API-A Video Application Critical N N
Map-API-A Maps Application Critical N N
DNS-Pro-A DNS Infrastructure Very Y Y
Critical
Moni-App-A Monitorin, Application Not N N
PP & PP Critical
e L Not
Pay-App-A Sales and Billing Application Critical Y Y

but there is also an indirect dependency on the provider for email services.

7.1.2.2 Supplier Security Assessment

Using the information identified in Table and aided with a visual structure of the SaaS’s
supply chain (Figure , we proceeded to the next phase of the assessment, i.e. supplier
assessment. As previously described, the CSSA tool empowers CSPs to assess the cyberse-
curity posture of cloud suppliers. It assists CSPs to evaluate each supplier’s security posture
by presenting them with a consistent approach to assessing and comparing suppliers based
on our nine (9) security target dimensions.

The supplier assessment phase took about 2.5hours, longer than the time initially allot-
ted (1.5hrs), because the participants did not have enough information on their suppliers,
and had to rely on observation and publicly available information. While this experience
supports the lack of visibility of provider controls, which we have argued has contributed to
the lack of comprehensive cloud risk assessments [11], it also confirms an element of blind
trust with cloud customers. According to Chan et al. [59], the challenge organisations face
in obtaining the desired information for a thorough risk assessment has led many cloud
customers to blindly trusting the provider, and passively accepting providers’ report on the
security of their service. This suggests that, while the information suppliers provide on their
security controls do not necessarily translate to what they do in reality, we are forced to
accept it. Werff et al. [327] highlight the advantage of cloud trust built on the knowledge of
CSPs processes, architectures, and visible controls over the trust based on the calculation
of potential costs and benefits. For this reason, it is appropriate to continue to encourage
CSPs to find out more on their suppliers before engaging with them.

The result of the supplier security assessment using the CSSA tool is presented in Table

3l
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Table 7.3: Assessing CSP-A Suppliers using CSSA

Anonymised | AoS | DSH | DSC | MSA | MOS | SGC | IAM | EKM | AS C;f;z’;?:d
Supplier | (1-10) | (1-10) | (1-10) | (1-10) | (1-10) | (1 -10) | (1 -10) | (1 -10) | (1-10) | “°7°"
TaaS-Pro-A 8 10 10 10 10 10 10 9 9 -0.20
CSP-A 7 9 9 g 8 3 9 9 9
Email-APLA | 10 9 10 10 9 9 10 10 9 0.17
Video-APLA 9 10 10 9 7 7 9 9 9 0.65
Map-APL-A 9 10 9 10 8 10 10 10 9 -0.07
DNS-Pro-A 10 10 10 10 10 10 9 10 10
Moni-App-A 10 10 10 9 10 10 10 10 9 -0.46
Pay-App-A 8 10 10 10 9 10 10 10 9 0.31

As shown in Table the participants’ scoring rated CSP-A as the weakest link of
the supply chain, one with a high susceptibility to a cyber attack. While this supports the
objectivity of the participants, it also shows that in circumstances where limited information
is available to customers, they lean towards “blind trust” [I1], 57]. As part of this study,
the researcher observed situations where participants did not have details of a supplier’s
security control or operational process, and they coerced themselves to score the suppliers
high, stating that they had no choice. However, according to Raj Samani [24§], in cases
where an organisation is not transparent about the maturity of their risk management, our
level of assurance of such organisation should decrease.

CSP-A scored themselves low in areas where they lacked adequate controls around
the components they managed. Some specific areas where gaps were noticed included
DR, backup and storage, authentication (No MFA), encryption and continuous security
assessment. While CSP-A was honest in their assessment of their abilities as the focal SaaS
and sometimes hard on themselves because they believed they could improve, the same
cannot be said for all cloud suppliers. However, seeing that we were unable to bridge the
information asymmetry gap, the scoring was made to best-effort. Other factors considered
during the assessment of suppliers includes their history with CSP-A and their reputation.
One of the suppliers that CSP-A had contracted based on its reputation was the next weak
supplier - Video-API-A. For this supplier, we found little information about their processes,
outside the general security controls, but since they stored no critical data, they were judged
as minimal risk. The supplier (Pay-App-A), who despite being part of the payment industry,
provided valuable information on their processes. In the course of this assessment, we found
out some of their worthy endeavours to promote secure service delivery, one of which was
their bounty scheme for detecting security vulnerability in their application. Although the
participants were not aware of these findings before they signed up with the provider, they
were encouraged by the news.

Overall, the participants found this supplier assessment enlightening, considering its
rigorous approach which required them to look through their documentation (of which there

was little) and search online for details about their suppliers. From our observation, it seems
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the details most providers have about their vendor are restricted to compliance, availability
and other SLA-related information. Information on technical or operational security is
often limited. However, we believe that the exercise made CSP-A aware of their lack of
information on suppliers that were critical to their application. One of the participants
even suggested that they would look into including all their suppliers in their upcoming
ISO/IEC 27001 assessment. This recognition is a positive outcome of this study and one
that meets our goal of causing CSPs to step back cognitively from their usual approach to
risk assessment and fundamentally question and rethink their established interpretations of

situation and strategies.

7.1.2.3 Quantitative Risk Analysis

Following the structured approach of the CSCCRA model and having completed the rating
of the cybersecurity posture of each supplier, comparing them to one another, we progressed
to the quantitative risk assessment stage. This phase began with a powerpoint presenta-
tion on quantitative risk analysis and risk estimations. At the end of the presentation, the
participants were given a short calibration exercise, to prepare them for making reasoned
estimates about the risk factors identified in the course of the assessment. To avoid subjec-
tive confidence (over or under), synonymous with estimation, we provided the participants
with information on how to estimate values to a 90% CI. 90% CI means that for each esti-
mate provided, there is a 5% chance of the answer being less than the lower bound, and a
5% chance of the answer being higher than the upper bound. Hubbard [142] and Freund &
Jones [112] gave insights into conducting proper risk estimations by calibrating the expert
team. So in this exercise, we presented the stakeholders with six general knowledge ques-
tions and got them to estimate the answers to a 90% CI. The responses of the participants
were not overly subjective, and so we proceeded with identifying the risk of the application.
Considering that this application is for a non-profit purpose, CSP-A prioritised confiden-
tiality risks over availability and integrity ones. CSP-A acknowledged the impact attacks
such as customer data breach could have on their brand name, reputation and continuous
patronage from their other paying customers. As such, CSP-A set a goal for us to assess the
security risks of this web application and provide steps that could be taken to mitigate the
risks. The risk identification step of the process looked to identify and prioritise the risks
of CSP-A-SaaS, such that, at any given moment, ten or less high priority risks are being
tracked on the risk register. So, from the vantage point of the just concluded supplier secu-
rity assessment and the supply chain mapping, the participants were able to visualise their
areas of weakness and begin to identify vulnerabilities, threats and probable risk events.
Table[7.4shows the top ten risks identified in the course of the exercise. The risk registry

is a table that lays out: a description of each risk, the asset at risk, suppliers involved,
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vulnerability, threat agent, threat type, security effect and available control. The threat,
vulnerability, asset taxonomy complies with ENISA’s method of structuring risk information
[58] [196]. With each identified risk likely to have more than one threat agent, security effect
or vulnerability, our risk analysis approach chose the scenario we believe represented the
most likely and costly to the business and analysed it. We realise our inability to conduct
a 100% comprehensive measurement of risk, hence we settled for pragmatically reducing
uncertainty around risk events and having enough information to mitigate the top risks.
We focused on the asset-level controls put in place to prevent risk or reduce the effect of its
occurrence and discussed ways of improving the controls.

As mentioned in the methodology, we adopted a participatory research method. So,
in preparation for the risk factor estimation and quantitative analysis of CSP-A-SaaS, we
proposed three ideas to the participants: i) assume this has been measured before; ii) by
being resourceful, you can find more data; iii) you need less data than you intuitively think
you need [142]. We informed them of the need to make all estimates to a 90% CI, similar
to the calibration exercise. They were to consider the results of the initial stages of the
assessment in their estimations to improve their objectivity. Each participant was to pro-
vide an independent estimation of the probability, frequency, impact cost and evaluation
of countermeasures for each risk item. The estimates for the probability (with or without
control) and impact cost were to be presented in a probability distribution, including the
LB, ML and UB estimates, while the frequency factor was based on the average rate of
occurrence. Similar to the FAIR method, some of the factors accounted for in the esti-
mation of impact cost includes: operational disruption in revenue generation (productivity
cost), response costs (notification of customers, customer support), replacement costs (root
cause analysis, dealing with law enforcement), and other legal and public relations (PR)
costs [112]. Likewise, the probability of occurrence estimates the success of a threat agent
exploiting a vulnerability, considering the controls.

Considering that some of the risks were related to fines, response and reputation losses,
our full-time participants (A2, A3 & A6), had to consult with their colleagues (A1, A4
& A5) who work more on the business side to quantify the impact cost. We gathered
from this singular act that, stakeholders find it difficult to assess the impact of a risk
on an organisation, particularly when it relates to loss of customers and reputation. On
completing the estimations, the researcher gathered the data and analysed each risk item
using our Monte Carlo simulation tool. We follow the example of the risk calculation carried
out in Section to build models of possible risk results based on the estimations of the
risk factors. Each risk result was calculated over five (5) simulations of a hundred thousand
(100,000) iterations each, producing a distribution of possible risk values for a particular

risk item. Additionally, and as a rule of thumb during our analysis, we applied a mental
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litmus test to verify if the result of the CQRA simulation appears to be credible considering

the participants’ estimations. See Table for the estimated risk values.
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Figure 7.3: CSP-A’s Impact Estimate vs. Risk Value Calculation

In Table [7.5] we present the estimated risk value in rounded numbers for easy analy-
sis, which, according to Freund & Jones [112] is also a good way of presenting a risk to
decision-makers. Figure is a scatter diagram that shows the relationship between the
combined stakeholder impact estimates, in this case, the most likely (ML) impact cost and
the estimated risk value. What is not shown in the figure is how the other risk factors such
as probability and frequency of risk occurrence affect the calculation of the final risk value.
For instance, Risk R2, the most likely impact cost (£3,308) is less than the estimated risk
value (£5,383) because the average frequency of occurrence for the DDOS risk is estimated
to occur twice a year. For more information on the CSCCRA model’s sensitivity analysis,
see Appendix [F]

Our evaluation of the estimated risk value based on existing controls, saw us consider
values ranging between the 65% to 90% percentile of the risk value continuum. We did this
for a couple of reasons, first was the level of uncertainty around the estimations echoed by
a majority of the stakeholders; some of this uncertainty was around the cost of data breach
fines (e.g. GDPR) and their limited knowledge of supplier security controls. Secondly, a
majority of the risks involved external attackers whose threat capability could be said to
be higher than average and an assessment of the existing controls, which in some cases are
less optimal. We rated the stakeholders as having moderate confidence in their estimations,
and as such, conducted further analysis around CSP-A’s existing controls. We also referred
back to some of the responses we got from the informal interviews we conducted during the
assessment.

For brevity of this report, we have not listed each stakeholder’s estimation of the various
risk factors, neither have we shown the calculation of each risk value. That is because we
believe our earlier example of the step-by-step process used to arrive at a risk value is clear
(see Section for details). Risk management is a function of an organisation’s ability to

make well-informed decisions and execute against those decisions over time [112], and we

141



qTeY 91S¥ | 601F | 0F 1L6F avey | 0F 080 166°9F | 0.8°€F LO6T | %6ETT | %ITT | %90°T | %8SLL | %0T6 | %IVG | "0TH
€TS'9ZF | €0€'CTF | TOSTF | 0F | 888°9CF | €90°GF | 0F cr'o €L8°06LF | TIV'EGTT | T66'0VT | %69°CT | %66'€ | %IG0 | %BLLTT | WILTV | %eST | ‘64
SP6'6F | ¥S0'TIT | 6€°CF | 0F | L6V'8FF | ¥00'6F | 0F cs0 TV'GLET | 9€9°GETT | 926'TCTF | %I8L | %STE | UVT'T | %SVVT | %ESTT | %09°€ | 8™
9TLY | TTSIF | 98¥F | 0F | LET'ET L68F | 0F 8C'1 L90°'LF 168'eT 616F | %TEIT | %S00L | %ET'S | UVS'8T | %I80T | %68 Tl | L™
L8T‘8F | 080°61F | ¢LC'€T | 0F | PE&'TI¥F | 0S0°LT | 0F 97l T€S'98ET | 90V'TSTT | €OLTTT | %OV Tl | %98F | %EO'T | %EVTE | %6V 0T | %ITT | "9¥°
9063F | €S0°‘IF | GI¢F | 0F | 999'TF eeey | 07 0S°0 L8971F GOT'LY | LSV'TTF | %6ETT | %08'G | %60°C | %96°ST | %L06 | %S0V | "S¥
ST8‘GY | €OT'TCT | 6LEVF | 0F | LVE'OVF | 1¥C'8F | 0F 8G°0 981°06E€F | G9T'€6TF | 8IT'L6TF | %O0V'L | %06°€ | %OT'T | %0EFT | %092 | %00T | ‘PH
0S€‘TTY | VOL'SYF | 9VS'6F | 0F | CV6'16F | LI9'8TTF | 0F 0g°0 80E'QIRF | TLV'GLETF | CLV'ILF | %0S°L | %OVTY | %OLT | %0S'ST | %068 | %081 | ‘€4
€8€‘QY | PVE'TIF | €€8°CF | 0F | S6V'VSF | 9L9'6F | 0F 00'C 065'9F 80€€F | G8°L68F | %06 | %0TT | %00 T | %OV6E | %OV ¥l | %0v'1 | ‘2d
0T9%F | FPTOTF | 606'TF | 0F | €6C'TEF | TTL'GF | 0F 01°0 VPI'T6EF | 966'€6TF | €S8 T6F | %0V¥ | %0CC | %050 | %0091 | %0L9 | %0LT | ‘TH
sjoxyu0y) SurysTXE an TN | dT1| dn TN | g1 an TN a1 an TN a1 an TN a1
o poseq (F) onfep (s[oxguod yim) (s[oxyuod Inoryim) (1eok 10d) (Toryuod yym) (Toryuod noyim) oN
(7) eyewysg
SSIY perew)ss sojewII)Ssy sojewr)sy %Oﬁwszh&” QJOUBIINII0 QIUDIINII0 SsTyY

(7) enreA s1yg

(7) onteA sty

1s0) joeduuy

Jo Aypiqeqoad

Jo Aynqeqoid

uoryemOTed YHYH U0 paseq jnsol

stsATeuy s V-dSO G 9[qRL

142



believe our assessment provides decision-makers with quality information, simplifying the
process of risk mitigation. Bearing this in mind, we presented CSP-A with a risk assessment
report highlighting the assessed risks and their estimated values, as a way of compensating
them for the time spent on the case study. The report also contains a risk treatment section,
where we identified best practices that can be implemented to mitigate the risk scenarios.
In the following section, we discuss elements of the evaluated risks and confirm the risk

treatment actions.

7.1.3 Analysis and Discussion of Assessment results

This case study set out to assess the risk of a SaaS application using the CSCCRA model.
The evaluation is aimed at demonstrating the applicability and feasibility of the model
and validate its use within a real-world context. To recap the case data, assessing cloud
risks using the proposed model, consists of three phases. In the first phase, stakeholders
identify the components of the cloud service and map out their full supply chain using the
CSCM tool. Next, they assess the cybersecurity posture of their suppliers based on nine
target security factors, to identify areas of weakness within the chain and how this could
directly or indirectly impact them. Finally, stakeholders identify the top ten risks of the
SaaS application and use the CQRA tool to assess the risks, presenting the value of the risks
in monetary (£) terms. Although these results can be further improved by gathering more
data and spending more time with the stakeholders, the ability of the team to complete
this assessment within an 8-hour day is quite commendable.

During the assessment, we identified some opportunities for security control improve-
ments, some of which are common across multiple asset types (e.g. Logging and MFA).
The information we gathered from interviewing the stakeholders during the exercise showed
that the CSP did not conduct a comprehensive evaluation before each of the suppliers
identified in Table were selected. Some of the factors considered in choosing the suppli-
ers included “availability of free credit”, “provider reputation”, “past working experience”,
“recommendation” and “ease of setup”. Therefore, the CSP had limited information on
their suppliers, which was evident during the supplier criticality and cybersecurity posture
assessment. Here, the stakeholders had to think through some of the supplier functions crit-
ically, because they were not apparent, and possibly not considered in the overall security
plan of the cloud service. As shown in Table[7.4] risk in the context of CSP-A’s business can
be seen to lie primarily between a few suppliers (IaaS-Pro-A, CSP-A, & Pay-App-A), but
this could not be verified, as there was no recent vulnerability assessment (VA) scan report.
Ideally, the VA report should have fed into the risk assessment process, helping us to focus
on areas of high and critical risks, instead of considering all risks in general. Nevertheless,

a reasonable assessment of each of the supplier controls was carried out.
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Taking a look at the list of identified risks, we see that a majority of them lie within
the confidentiality and availability risks, and had a reputational impact on CSP-A. CSP-
A, however, prioritised confidentiality risks over availability and integrity ones, because
of its financial impact on their business, either as part of a fine or loss of reputation.
This perhaps resulted in the noticeably high impact estimations of specific risk items even
though their probability of occurrence were quite low. Risk R3, which considered the data
breach of customer PII data based on an attack on IaaS-Pro-A and CSP-A, was ranked
highest in the impact estimations. Two stakeholders had the upper bound impact cost
at £1,200,000 & £1,615,000 respectively. Nevertheless, this risk has a low frequency of
occurrence, estimated to occur once in 2 years, bringing its overall rating to a MEDIUM
risk. To avoid such significant fines, which are often levied on data processors that fail
to demonstrate the processes implemented to guarantee data protection and compliance,
CSP-A is advised to put in place preventive and responsive controls that ensure irregular
activity is detected within their infrastructure and the correct team notified. Also, risk R1,
which is categorised as a LOW risk, based on the difficulty for an attacker to pull off, is one
risk that could disrupt the entire cloud service. Seeing that CSP-A lacks some best practice
controls around authentication, logging and encryption, which exposes them to some of
the 2018 OWASP top 10 web application vulnerabilities [233], this assessment of the risk,
justifies the need for the improvement of the existing controls.

The risk value estimations of risks R5 & R6, which are data breach attacks on the
payment provider (Pay-App-A), is worth discussing. While one will think these two risks
should ideally command a high impact cost estimation, they have been rated relatively
low, due to the arrangement in place for the delivery of the service. For risk R6, CSP-
A relies solely on the controls in place at Pay-App-A, which in some cases might not
be sufficient. Furthermore, when asked about the low impact cost estimations, one of
the stakeholders confirmed that they were not going to be liable for the fines against the
payment provider, and they will most likely be hit by reputational loss and other public
relations (PR) cost. This is because, post-GDPR, data processors (e.g. payment provider)
can now be held accountable by the Information Commissioners Office (ICO) and the data
subject, for certain aspects of personal data processing [19§].

Other risks such as the defacement of the SaaS website (R9), unavailability of the
service (R7 & R10) and R8 - a risk scenario where malicious actors using CSP-A-SaaS as
an attack vector, were considered. Risk R8 was a surprising addition to the risk register,
seeing that it is an often-overlooked phenomenon in IT risk assessment, i.e. a risk event
where the focal asset (an item of value) is a threat agent [258]. In this case, CSP-A-SaaS
spreading malicious content could easily hurt other members of the supply chain and CSP-

A’s business. However, as we see from Table CSP-A had no asset-based security control
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addressing such risk.

7.1.3.1 Risk Mitigation and Treatment Recommendation

Here, we present controls that could mitigate or eliminate the identified risks and improve
CSP-A’s operations in the cloud. We consulted cloud security best practice documents
[98] 267], identifying security controls that addressed each risk item and presented them
to CSP-A to determine their risk treatment plan and nominate a risk owner (see Table
[7.6). Based on CSP-A’s existing controls, some of our suggested improvements included:
(i) improving on the privileged access management; (ii) improving operational security
(redundancy, event notification); (iii) improve data classification, protection and encryption
processes; (iv) deploy web application firewalls (WAF); and (v) conduct privacy impact
assessment.

For each of the identified risks, there are four standard risk treatment options (avoid,
accept, transfer, mitigate). The two ideal options for the CSP-A-SaaS platform are the
mitigation of the risks within CSP-A’s remit and the acceptance of other risks relying solely
on supplier controls. While risk transfer is an option, it will not be recommended in this
case, neither is risk avoidance, except in a case where a supplier is changed for a more secure
one. We believe that presenting the CSP with a supply chain map of the SaaS application,
the supplier assessment results, the estimated risk values and a proposal for improving their
security controls, would provide them with a comprehensive view of their risks and help

them decide on their approach to risk treatment.

7.1.4 CSP-A Evaluation of Model and Case Study Exercise

As a concluding part of this exercise, we got the stakeholders who participated fully (3) in
the exercise to evaluate our model. Using a set of questions on a five-point Likert scale, we
requested that participants rate the model on criteria such as its understandability, useful-
ness, ease-of-use, decision-making ability, transparency and practicality. We also presented
the participants with nine (9) free-text questions requesting them to assess the strengths,
weaknesses, shortcomings, practicality of the model, while also suggesting areas where our
model can be improved.

Based on the above criteria, the feedback received from the stakeholders was positive (see
Figure . The participants strongly agreed/agreed with the majority of our statements
regarding the advantages of the overall model and its components. When asked about
the reproducibility of the assessment results, one of the participants was undecided. This
response did not come as a surprise, seeing what each participant went through to gather
data on their provider, confirm their security controls and estimate the impact of specific

risks. That said, we believe that if a different set of experts, who are knowledgeable about
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Table 7.6: Treating CSP-A’s identified risks based on Best Practice and assigning Risk

Owners
Risk Risk Estimated Risk Risk
. Existing Controls Security Best Practice )
No Description Risk Cost | Treatment? | Owner?
Improve Privileged Access X
Role-Based Avoid or
Management (PAM);
Loss of CSP-A-SaaS assets Access Control i L Accept or
. Multi-Factor Authentication (MFA) ,
R1. | due to an unauthorised access | (RBAC), . £4,610 Transfer or e.g. BUOL
X Implement Data Encryption at Rest; .
to the hosting platform Good password X R R Mitigate
K Logging and Event Notification; K
Policy i . | Policy
Data Classification and Protection.
Deploy Web Application Firewalls (WAF)
Operational and other security measures to
I X Security protect SaaS;
Unavailability of service due K .
R2. measures (e.g. Correctly size the web servers hosting £5,383
to DDoS L N
monitoring, application;
logging) Improve operational security process by
including redundancy options.
L Have an Incident response plan and
Existing data i L. K
i . implement an incident handling process;
Data Breach of Customer security policies, .
R3. Database Encryption for data at rest; £22,350
PII data encrypted data K X K
X X Data breach detection and notification;
in transit . .
File and content security.
Implement Disaster Recovery (DR) with
R an alternate provider for the SaaS
L £ SaaS licati Backup restoration lication to functi
oss of SaaS application application to function as a
R4. PP Offsite source code ppA K L £5,815
data R configuration backup or limited
repository . . .
functionality environment;
Configuration Management.
Incident response plan;
R Database Encryption;
Data b b of cust Security and Cvber S it A
ata breach of customer Jyber Security Awareness
R5. . Operational i K .} £906
sensitive and PII data i Improve Privileged Access Management;
Logging, RBAC . e
Data breach detection and notification;
File and content security.
Independent review of supplier security
Data breach of customer P ¢ d controls;
ayment provider
R6. | Payment Card Industry (PCI) “t ) P Request transparency of security controls; £8,187
controls
data Enforce a supplier selection and
management process.
Configuration Management;
o X . . . Secure coding best practice;
Unavailability of service Available test site, I 4 code back d rest
mproved code backup and restore
R7. | for 6 hours due to software Code release P P £716
. procedure;
code bug policies, SDLC . .
Regular static and dynamic source
code scan.
Malicious actors exploit R . . .
K X Penetration testing, | Regular static and dynamic source
security flaw in the . . .
RS. X Following OWASP code scan; Proactive software patches; £9,945
SaaS website to . . .
. best practice Secure code execution environment.
distribute malware
. X ‘Web activity monitoring;
Replacing SaaS web video i K
R9. . . none File and content security; £26,513
with unsuitable content i X o
Incident handling and notification.
N L Service uptime .
SaaS application users i Implement Disaster Recovery (DR)
A and outage moni- i K
unable to access platform . X with an alternate provider;
R10 | toking, Provider K X £325
for 6 hours due to a Proactive assessment of supplier
L. redundancy K
Service outage security controls.
controls
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the application, follow the structured approach of this model and use the same supplier
documentation, they will generate reasonably close risk results.

Some of the areas where the participants suggested improvement in the model include
the incorporating uncertainty in the supplier assessment scoring. As one of the stakeholders
put it ‘consider scoping the definition of the scoring, distinguishing between ‘perceived’ vs
‘known’ scores’. Another participant also suggested that we formally define supplier assess-
ment scores, since experts could quickly resolve to be subjective, if not rightly guided. To
these suggestions, we are currently considering solutions to making the scoring more objec-
tive, one of which will involve informing participants to apply a consistent approach to their
scoring. For example, in situations where there is a lack of information on supplier controls,
and stakeholders are forced to make assumptions, they could follow the advice of cloud risk
expert, Raj Samani [248], and the cloud security alliance (CSA) [76], to consistently score
the supplier low. While other mathematical approaches will be more appropriate, incorpo-
rating them into a Z-score model might introduce a new challenge for the participants.

Furthermore, another area where participants required to see an improvement over time
is the risk identification phase. One participant suggested having a predefined cloud risk
taxonomy to facilitate the systematic and repeatable identification of risks. He suggested
this would speed up the risk identification process. However, while this is a welcome sug-
gestion, one which we hope to test in future exercises, we acknowledge that each CSP will
have different risks and presenting example risks to stakeholders could prevent them from
thinking in-depth about the peculiarities of their supply chain. Nevertheless, we can see
the long-term goal of this task, envisioning that it might enable us to build a new cloud
risk taxonomy to replace the existing ones, e.g. ENISA [58].

In conclusion, the case study participants’ feedback confirmed the applicability of the
model to a SaaS CSP and the effectiveness of its decision-making framework. The stake-
holders highlighted the usefulness of the model for comparing risks before and after control
implementation, its ability to show the ‘big picture’ and identify areas of weakness in the
supply chain or within processes, and how its comprehensive approach improves cloud risk
value estimations. Overall, the CSP’s willingness to continue using aspects of the model
for future risk assessments, confirms the ability of the model to bridge some of the existing

cloud risk assessment gaps.

7.1.5 Summary

In summary, this study showed how the CSCCRA model enables CSPs to understand,
manage and make well-informed decisions about their cloud risks. It bridges the supply
chain and uncertainty quantification gaps of both the generic and domain-specific risk as-

sessment frameworks. A significant take away from this study is the effect of supply chain
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Criteri Strongly n Neither agree Di Strongly

Supply Chain Mapping (CSCM)
The CSCM tool is a good first step in the risk
assessment process

*e e

Identifying and mapping your cloud supply
chain enables you to visualise data flow, and L E N ]
assists in thinking about security (CTA) risks.
Supplier Assessment (CSSA)
The identified target security factors used in
the CSSA tool are appropriate for rating the * LX)
security of eloud suppliers.
The result of the CSSA improves your
understanding of potential cloud risks.
Quantitative risk analysis (CQRA)
The process of estimating the risk factors
(impact, probability etc.) helps to limit expert e .
subjectivity.
The risk formula and resulting risk value is a
good representation of cloud risk.
The Monte Carlo risk calculation process is
easy to understand
Overall CSCCRA model
Undarstandability
The steps of the model are easy to understand * LX)
The assessment guidelines and documentation
are understandable
Ease of Use
The model is easy to use . .
Usefulness and Practicality
The model is useful for assessing cloud risks. +*e *
The model's approach to addressing cloud risk
is practical for use in the cloud industry.
The result of the risk assessment is
reprodueible and verifiable.
The result of the model helps with decision-

+e *
making and the implementation of mitigation.

Figure 7.4: CSP-A Participant feedback on the CSCCRA model

mapping on stakeholder estimations. According to Beatson [36], protecting an organisation
from supplier slip-ups means taking a big picture view of the information architecture of
the cloud service and its underlying infrastructure. This level of transparency is one area
where the CSCM and CSSA components of the model, provided valuable input into the risk
assessment process. Another advantage of the CSCCRA methodology is that it demands
visibility into the vulnerability of the chain and elicits information sharing, which is key
to conducting a comprehensive RA. Likewise, the risk values calculated from the expert’s
estimations showed that the application of quantitative simulation to reasoned risk factor
estimates made by adequately calibrated experts, combined with appropriately communi-

cated assumptions is capable of producing meaningful risk values.
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7.2 Case Organisation Two- CSP-B
7.2.1 Background of CSP-B

For confidentiality reasons, we use the name CSP-B to refer to the second case organisation.
CSP-B is a small-sized security consultancy company in the south-west region of England.
The company was established within the past decade and has a staff strength of about 10
to 50 employees. CSP-B consults for Large Private and Government organisations, globally
delivering business improvement through the application of a comprehensive approach to
advanced IT: including strategy development, architecture definition and change manage-
ment. In 2018, CSP-B found a typical challenge with most of their customers around asset
management and developed an asset tracking software to address this need. Built as a SaaS
application, the asset tracking application is used by organisations to remotely manage the
inventory of their PCs, servers, network and internet-of-things (IoT) devices. Using similar
criteria to [103] 261], CSP-B estimates the market value of their SaaS application to be
about £2 million. They responded to our case study invitation, which was sent through the
Cloud Industry Forum (CIF) and sought to use the model to assess the security of their
SaaS application.

We completed this case study on the 26th of February, 2019. Before then, we had an
initial meeting with the CEO of the organisation, to brief him on our study and to highlight
the benefits of using our model to assess their cloud risks. Through our discussion, we learnt
that CSP-B had earlier tried to assess the risks of the application using the traditional
ISO/IEC 27001 approach, but were not confident of the results. In their words, "we needed
more than a compliance stamp and desire a more comprehensive approach to assure the
quality and integrity of our SaaS solution”. The inclusive supply chain approach of the
CSCCRA model appealed to the CEO, and he gave us the opportunity to trial our model
on their application. In the following section, we describe the activities of the risk assessment

exercise and the result of the assessment.

7.2.2 Application of CSCCRA to CSP-B-SaaS

Considering the nature of the business and the limited workforce, only two participants took
part in the risk assessment exercise; the chief executive officer (CEO) who also doubled
as the chief technology officer (CTO) and the lead developer of the application. Both
participants, who have a combined industry experience of about 45 years, were engaged
through the different stages of the assessment and provided useful anecdotes to support
their design decisions and risk estimations (see Table [7.7)).

In establishing the context of this assessment, we identified the asset (remote track-

ing application) also referred to as CSP-B-SaaS, established its value to the business, its
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criticality, legal & regulatory requirements, and the operational and business importance
of availability, confidentiality and integrity. The participants identified the application as
their core revenue-generating system and prioritised the integrity of CSP-B-SaaS over its
confidentiality and availability requirement.

CSCCRA is a business-aware cloud risk assessment model, which accounts for the role IT
infrastructure and third parties play in a risk scenario. So before identifying the vulnerabili-
ties of CSP-B-SaaS or the threats it is exposed to, we carried out the model’s pre-assessment
activities, i.e. supply chain mapping and supplier security posture assessment. This process
provides us with a high-level or initial assessment of the cloud service and gives us an insight
into its scope and weaknesses. According to Gaonkar & Viswanadham [I14], to manage the
uncertainties in the supply chain, stakeholders should identify the exceptions that can occur
in the chain, estimate the probabilities of their occurrence, map out the chain of possible
adverse events and quantify their impact. All of this functionality is incorporated into the
CSCCRA model, and in the following sections, we will follow the steps listed below to assess
the risk of CSP-B-SaaS.

Supplier - cdentiality Risks —
Security
Assessment  Privacy Breach (Loss of Pll)

Quantitative
Risk

* Modification of sensitive data Analysis

o Cloud Service Disruption

Cyber Risk List

Figure 7.5: The CSCCRA Model steps for assessing CSP-B risks

1. Decompose the cloud application into its component services and map out the supply

chain.

2. Assess the security of the supplier of each service component using a multi-criteria

decision support system.

3. Identify the weak link(s) within the chain and compile a comprehensive list of cloud

security risks.
4. Enable stakeholders within the CSP to make reasonable estimates of risk values.

5. Input risk values to the CSCCRA quantitative simulation tool to arrive at the risk

value in monetary terms.
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Table 7.7: List of Participants for Case Study Two

No. Stakeholder Role Exjce.nt O.f
Participation
1. Participant-B1 CEO/CTO Participated in all phases of the study
.. Lead . .
2. Participant-B2 Developer Participated in all phases of the study

Table 7.8: CSP-B First-tier Supplier list

Anonymised Component Service System Data Proce- Data Stora-
Supplier P Category Criticality using (Y/N) ge (Y/N)
. . Not
SD-Pro-B Service Desk Application Critical Y Y
SaaS Integration/ Application/ .
CSP-B Software development Platform Critical Y Y
Code-Repo-Pro-B Code Repository Application Not Critical N Y
PAM-Pro-B Privileged access Application Critical Y N
management
Database, IaaS, DNS, Infrastructure/ Very
laaS-Pro-B Backups Application Critical Y Y
AD-SaaS-Pr-B Active Directory Application Critical N Y
. , . Very
IAM-Pro-B Identity Management Application Critical Y N
Application Performance . Not
Perf-Mon-Pro-B Management Application Critical Y Y
Multi-Factor . o
MFA-Pro-B Authentication Application Critical Y N
L. Not
Log-Pro-B Log Management Application Critical Y Y

7.2.2.1 Supply Chain Mapping

In complying with our assessment framework, we decompose CSP-B-SaaS into its com-
ponent services, while also identifying their suppliers. This step began with a data flow
diagram (DFD) provided to us by the CSP to illustrate the flow of traffic through the asset
tracking SaaS. In the DFD, details of the individual components, their function and supplier
was identified. Seeing that the importance of the CSCM tool is to provide a visual structure
that illustrates the interdependencies between the components and highlights relevant infor-
mation that enables CSPs to recognise the risk in critical but lower-tier suppliers, we sought
to improve on the DFD. We leveraged technology lookup websites such as builtwith.com
[52] and Google to gather additional data on the lower tiers of the supply chain, identify-
ing the infrastructure hosting, DNS and TAM providers for some of the components. The
resulting map (see Figure provides a comprehensive view of the supply chain, which
assists CSP-B in assessing the criticality, threat and vulnerabilities of their direct and in-
direct suppliers. This process also ensures that comprehensive information on the supply
chain is transparent to stakeholders during the supplier assessment and risk analysis phase.

In assessing the criticality of the suppliers, the researcher (risk assessor) applied the
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action research method, using a whiteboard session to engage the participants in a discussion
as to which of the components, CSP-B-SaaS required to function, even at a minimal level.

We experimented with various“what-if” scenarios to arrive at the result presented in Table

=D
D
L pptcnion

Figure 7.6: Supply Chain mapping of CSP-B-SaaS using the CSCM tool

Figure provides a visualisation of CSP-B-SaaS supply chain and identifies single
points of failures (SPOFs) within the chain. One of the suppliers that immediately stands
out is IaaS-Pro-B, the infrastructure provider for CSP-B, who also provides infrastructure
and/or hosts data for all other suppliers involved in the delivery of CSP-B-SaaS. Both
participants were surprised by this observation since they had not paid close attention
to the lower tiers of their supply chain; a strength of the CSCCRA approach. The map
highlighted the criticality of the infrastructure provider and the total dependence of the SaaS
application on IaaS-Pro-B. While TaaS-Pro-B represents a SPOF for multiple components
of the cloud service, the participants were somewhat comforted by the fact that it is one of
the “Big Four” cloud providers and has an excellent industry reputation for security and
redundancy.

The supply chain map helps with the provenance (traceability) of a cloud service, main-
taining an end-to-end record of the entities involved in the delivery of the service to some
degree of abstraction. Providing end-to-end supply chain visualisation enables organisations
to identify their areas of weakness, strengths and the potential risks to their service while
also supporting collaboration and decision-making within the chain [293]. Another inter-
esting observation from the map was that the log provider (Log-Pro-B) primarily hosted
customer data in a United States (US) datacentre owned by IaaS-Pro-B. Although the par-

ticipants were aware that laaS-Pro-B was the 2nd tier provider for Log-Pro-B, they were
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not aware that by default, all log data was sent to the US. This information led to a conver-
sation around legal jurisdiction and data protection (GDPR), one which CSP-B promised
to resolve or inform customers.

In summary, we see from this study that the use of mapping tools to illustrate the
interdependencies between the components helps to visualise the cloud information flow

and promotes transparency, thereby assisting CSPs to implement controls proactively.

7.2.2.2 Supplier Security Assessment

In this section, we appraise the security posture of the SaaS application’s supply chain,
to identify suppliers who based on their lack of transparency or limited security control
implementation, could be referred to as weak links, i.e. those with the highest susceptibility
to a cyber attack.

The CSSA tool builds on the visual structure of the SaaS’s supply chain and presents
CSPs with a consistent approach to assessing and comparing their suppliers based on our
nine (9) security target dimensions (see below). It facilitates the conduct of comprehensive
due diligence on the security controls of the CSP’s suppliers. Assessing the security processes
of suppliers makes the stakeholders investigate their supplier controls such as personal data
encryption, data breaches detection & communication, data storage and location, and how
supplier’s use of sub-processors impact these controls. This assessment also helps with
GDPR compliance [283], to proactively identify personal data processing suppliers that will
be accountable to the ICO and data subjects, in the event of a data breach [198].

1. Availability of Service (AoS)

2. Data & System Hosting (DSH)

3. Data Security Controls (DSC)

4. Maturity of Security Assessment process (MSA)
5. Maturity of Operational Security (MOS)

6. Security Governance and Compliance (SGC)

7. Identity and Access Management (IAM)

8. Encryption & Key Management (EKM)

9. Application Security (AS)
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Table 7.9: Assessing CSP-B Suppliers using CSSA

Anonymised Combined
. AoS | DSH | DSC | MSA | MOS | SGC | IAM | EKM | AS | Z-Score
Supplier
Value
SD-Pro-B 9 9 7 9 10 10 9 8 9 -0.43
CSP-B 8 7 8 8 8 5 9 8 |
CodeRepo- | g1 g 9 10 9 9 9 8 | 9 -0.34
Pro-B
TaaS-Pro-B 9 9 9 9 8 10 | 10 9 8
AD-SaaS-
Pro.B 9 9 9 9 9 10 | 10 9 8
IAM-Pro-B | 8 6 7 10 9 10 | 10 9 9
Perf-Mon-
Pro.B 9 9 5 7 6 7 7 8 3
MFA-Pro-B | 8 8 8 7 7 7 9 9 6
Log-Pro-B 8 9 8 8 7 7 8 8 7

We began this phase of the case study by finding out how much CSP-B knew about each
of the identified suppliers. As we talked through each of the security factors, we gauged
that the provider had a sufficient level of information on their suppliers, and have done their
due diligence. While CSP-B prioritised security, they also applied similar criteria to CSP-A
in selecting vendors including price, functionality, industry reputation and past working
knowledge.

In assessing the security of the suppliers, we informed the participants to consult the
supplier website, SLA documents and online searches before scoring each supplier. To
enhance the objectivity of the participants scoring, we also referred to the CSA’s STAR
Registry, to find out which of the suppliers have completed the Consensus Assessments
Initiative Questionnaire (CAIQ). The CAIQ is a due diligence questionnaire that allows
CSPs to demonstrate their compliance to potential customers through the documentation
of their implemented security controls [58]. This document could provide us with the
information needed to assess some of the supplier security controls. However, of the eight
(8) suppliers identified for CSP-B-SaaS, four (4) had an entry in the registry, but only two
were current(i.e. 2018/2019). The other two were dated 2012 and 2014 respectively. This
did not come as a surprise, seeing that only about 350 cloud vendors have completed the
assessment out of the thousands of CSP around the world [75]. Table [7.9| presents the
participants’ assessment of each supplier’s security posture.

As shown in Table Perf-Mon-Pro-B was judged to be the weakest link in this sup-
ply chain, followed by CSP-B themselves and Log-Pro-B. For the performance monitoring
provider (Perf-Mon-Pro-B), the stakeholders scored them low on data security controls
(DSC) and application security (AS), because they provided limited information on their
website on the implemented controls that assure these factors. Although they provided
more information on their CAIQ self-assessment, much of the information was referenc-

ing the controls in place at their hosting provider (IaaS-Pro-B). Likewise, Perf-Mon-Pro-B
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scored the lowest score for AS, and this was due to the basic level of protection they had
in place for virtual machines and the limited information on their coding practices, which
they claim to be proprietary. CSP-B, despite their detailed and secure architecture, scored
low in security governance and compliance (SGC), due to their reliance on suppliers for the
compliance of their service. Also, the supplier assessment showed that CSP-B needed to
improve their application security and SDLC processes. The participants confirmed that
they lacked processes around comprehensive security testing and release management.

Furthermore, Log-Pr-B who is an ELK Stack (Elasticsearch, Logstash and Kibana)
provider, scored low on the maturity of their operation security (MoS) because of the
limited information around DR/BCP, change control and data breach handling. Going by
the lessons learned in case study one, participants were advised to score suppliers low where
they found no information on supplier processes. We interpret the lack of information to
mean that participants could not determine if supplier practices aligned with that of CSP-B
or confirm the nature of the risk inherited by their integration. Through our search, we
found suppliers who confirmed not to have an organisation-wide risk management structure,
who encrypted all tenant on a single SaaS cluster with the same encryption key and did
not have proper segregation of tenant’s data. Some other suppliers had traditional security
measures in place, which in the face of changing risk landscape and growing sophistication
of attackers, was judged insufficient.

On a positive note, the participant assessed the security posture of suppliers such as
TaaS-Pro-B and AD-SaaS-Pro-B to be the most secure in comparison to the rest of the
chain. A commonality between the two providers lies in the size of their global operation,
the comprehensiveness of their security processes and the full range of their customers. Also,
the fact that most of CSP-B’s suppliers relied on IaaS-Pro-B reinforces the trust the cloud
industry has in the supplier. This trust, which is based on the knowledge of IaaS-Pro-B’s
processes, architectures, compliance and visible controls, places them as one of the de facto
providers. In the course of the assessment, CSP-B also found out about security features
provided by some other suppliers which they were not leveraging. Controls such as MFA
for the admin panel, encrypted backup, geographic retention of data and access to audit
data. Another interesting observation was the availability of transparency reports on the
website of two of the suppliers, which detailed Governments’ request for data.

Overall, we believe that the supplier assessment was worthwhile to the CSP and the
participants. The search through online resources and in-house documentation for supplier
controls and processes, and the discussion that ensued after a new feature was found showed
that the supplier assessment was beneficial to the CSP-B-SaaS platform. The ability of
such activity to influence and improve the design of the cloud service also fulfilled one of

the purposes of the assessment from the CSP’s perspective.
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7.2.2.3 Quantitative Risk Analysis

Recognising that the objective of a risk assessment is to understand the existing system
and environment, and identify risks through analysis of the information/data collected, the
structured approach of the CSCCRA model provided the participants with a ‘big picture’
of the CSP-B-SaaS application.

In this phase, the participants built on the results of the supply chain mapping and
supplier security assessment, to identify the weak areas the SaaS platform and identify
relevant vulnerabilities, threats and probable risk events. Before beginning, we gave the
participants a presentation on quantitative risk analysis and risk estimations, after which
we presented them with a short calibration exercise. We informed the participants of the
need to provide their estimates to a 90% CI. Participant-B1, had three of the six questions
estimated correctly while Participant-B2 only managed one. This information, together
with the specificity of the expert’s role, and the level of knowledge displayed during the
assessment, was considered when we combined the expert risk factor estimates.

Through the risk identification stage, we reminded the participants to ensure that the
identified threat can exploit a vulnerability of the system or organisational processes; other-
wise, it is not a risk. With our participants experienced in the complexities of the systems,
processes and cost implications, we tasked them with identifying the risks of CSP-B-SaaS
based on its business operations and extended supply chain. According to Schmitting [274],
some of the organisational value derived from conducting a risk assessment exercise include
identifying the organisation’s most significant risks, evaluating them, reaching a consensus
on steps to mitigate the risk and communicating the findings to senior executives. We
followed this disciplined and structured approach to improve the objectivity of CSP-B’s
analysis.

Being a critical application for the organisation with a global customer base, CSP-B
prioritised the integrity of the application over its confidentiality and availability. Using a
threat, vulnerability, and asset taxonomy that complies with ENISA’s method of structuring
risk information [58, [196], we presented the participants with a spreadsheet to list the
risks. The spreadsheet was populated with possible vulnerabilities, threats agents, threat
types and security effect. This approach was based on the feedback of the first case study.
Participants were also allowed to add new risk factors as the situation demanded. At the
end of the exercise, the participants identified and tracked the top 10 risks of CSP-B-SaaS
in the risk register (see Table [7.10]). The visualisation aided the participants in identifying
potential supply chain risks, particularly those for which they have no processes or controls
in place to manage.

Together with the participants, we identified the existing controls (safeguards and coun-

termeasures) CSP-B has in place to address the identified risk. This was done to provide
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the participants with a comprehensive picture of the risk to enable them to estimate the
value of the risk factors objectively.

Uncertainty is inherent in the evaluation of risk, due to the imperfect or incomplete
knowledge of the threat, the ever-increasing discovery of vulnerabilities and the unrecognised
dependencies that can lead to unforeseen impacts [258]. Therefore, for each risk item,
the CSCCRA model expresses the participants’ degree of uncertainty quantitatively using
probability distributions. Also, to avoid a bias in the risk analysis stage, the CSCCRA uses
a combination of the NIST’s vulnerability-oriented and asset/impact approaches [258]. Each
participant provides us with an independent estimation of the probability of the risk event,
frequency and impact cost to a 90% confidence interval. Due to the insufficient quality
data points and data sharing in the cloud industry, the participants were encouraged to be
resourceful and objective and to make use of the results of our pre-assessment activity in
their estimations. Acknowledging our inability to eliminate risks, we settle for pragmatically
reducing uncertainty around risk events and having enough information to mitigate the top
risks.

Table presents the combined participant estimates for each of the risk items. The
estimates for the probability of risk occurrence (with or without control) and impact were
presented in a PERT probability distribution format, including the LB, ML and UB esti-
mates, while that of frequency was based on an average rate of occurrence.

Our observation of the participants’ estimation of risk factor values, showed the multi-
dimensional aspects of risk assessment and how the CSCCRA could assist stakeholders in
reducing the cognitive bias. For instance, in estimating a risk item, we saw participants
consider the reputational risks, the cloud components involved and the interaction between
the risk factors. Similar to case study one, an aspect of the risk evaluation which participants
found difficult was the estimation of impact, seeing that it grows exponentially with the size
of the underlying system, utility, complexity and most importantly time [261]. However,
a lesson the researcher learnt from this exercise (provided by Participant-B1), was that in
such estimations, it was important for experts to have a reference point (e.g. the value of
the product, cost of replacement, and fines). This process increases the objectivity of risk
estimations and helps participants compare risk scenarios and assess the effectiveness of
countermeasures.

On completing the estimations, the researcher gathered the data and analysed each risk
item using our Monte Carlo simulation-based, CQRA tool. Since each participant’s percep-
tion is different, the risk factor estimate was based on their confidence level (under/over)
[53]. We chose the Monte Carlo method to help us arrive at an optimal decision based on

the decrease in the degree of uncertainty, with participants providing their estimates as a
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Figure 7.7: CSP-B’s Impact Estimate vs. Risk Value Calculation

probability distribution. We follow the example of the risk calculation carried out in sec-
tion [6.3] to build models of possible risk results based on the estimations of the risk factors.
Each risk result was calculated over five (5) simulations of a hundred thousand (100,000)
iterations each, producing a distribution of possible risk values for a particular risk item.
At the end of the simulation, we applied a mental litmus test to verify that the result of
the CQRA simulation is in line with the estimations of the participants.

As shown in Table we calculated two sets of risk values, one with controls and the
other without controls, based on the probability estimates for each scenario. This risk value
calculation then informs our estimated risk value based on existing controls. For this case
study, the estimated value of each risk item ranged from £90 to £36,357, which represents
between 65% to 95% percentile of the risk value continuum. Although CSP-B implemented
quality security controls for several aspects of their service, they had oversights in a few,
and in such cases, our final estimate referenced the higher range of the risk value. That said,
we rounded up the values of risk R1 to R10 for ease of presentation and analysis. Figure
ﬂ also shows the relationship between CSP-B’s combined impact estimates (ML) and the
estimated risk value, and confirms the sensitivity of the CSCCRA model to the frequency

risk factor.

7.2.3 Analysis and Discussion of Assessment results

To recap the case data, the study set out to assess the risks of CSP-B’s asset tracking SaaS
and to assure the quality and integrity of the solution. CSP-B chose to trial the CSCCRA
model after attempting to assess the risk of the platform using the ISO/IEC 27001 ISMS
approach but found it inadequate. Due to the increased external interactions that expand
the complexity of CSP-B-SaaS’s architecture, the risk assessment process had to look beyond
the focal CSP. The supply-chain inclusive approach of the CSCCRA model presented CSP-
B with the opportunity to audit their security controls, including the traceability of the

component suppliers and verification of their security process.
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The assessment was broken into three phases: (i) supplier identification and supply chain
mapping; (ii) supplier security posture assessment; (iii) risk identification and analysis. We
began the assessment, first by establishing the logical and physical dependencies of the
CSP-B-SaaS application. This confirmed the absolute reliance of CSP-B on IaaS-Pro-B for
the delivery of the cloud service. While using the CSSA tool to assess the cybersecurity
posture and conduct comprehensive due diligence on all the suppliers, we observed how the
participants fundamentally questioned and rethought their established interpretations of
the cloud service’s security and their design strategies. This was a rationale for this study,
and the result validates the applicability of the model to cloud provider environments.

Going through the list of identified risks (Table and the participants’ estimate of
the risk values (Table , we can confirm the priority the stakeholders’ placed on the
integrity of the SaaS application. From the researcher’s discussion with the participants,
we understand that their most rated threat to the application lies with privileged insiders.
Being a small firm with a limited workforce, where one person carries out more than one
role, there is a high likelihood of people having elevated privileges than is needed for their
job function. Risk R1, which has the highest monetary value (£36,357), depicts the impact
a disgruntled employee could have on the integrity and availability of the SaaS application.

While we commend CSP-B for being proactive with the implementation of privileged
access management (PAM), the risk of an insider cannot be eliminated, because it is chal-
lenging to implement zero-trust privileges within a small setting. Nevertheless, we recom-
mend that the PAM solution is extended to access requests from the supply chain, including
customers, machines, services and APIs. Two other risks which could involve an insider
were also ranked second and third in the estimated risk value. For Risks R9 & R10,
participant-B2 had the upper bound impact cost at £2,000,000 & £1,000,000 respectively,
but due to the low estimates for the probability of occurrence and frequency, the final risk
value was reduced.

The assessment of CSP-B-SaaS’s risk also brought to the fore the CSP’s inadequate
security controls for the integrated supply chain components. For instance, concerning
Risks R6 & RS8, the CSP had always relied on their third parties to have controls in place,
without looking into redundancy solutions or implementing preventive controls. Seeing
that we followed a scenario-based approach in the identification of risk and determination
of cost-effective security controls to mitigate them, one unanticipated risk scenario was Risk
R3. Although it turned out to be the lowest-ranked risk according to monetary value, it
highlights the importance of our approach. Based on the role of the PAM, a malicious attack
on the PAM application, which happens to be a virtual machine installation on TaaS-Pro-B
could lock administrators and customers out of the SaaS application. In our discussion,

the participants realised they had no fail-safe mechanism in place and promised to re-visit
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their architecture. Furthermore, with risks involving data loss and breaches (R7 & R9),
CSP-B realised the need to logically segment and encrypt customer data such that the
impact on a single tenant would not affect others. Some of the other areas where the need
for improvement was identified include privileged access management among supply chain
members, secure admin environment, proactive logging and monitoring, supplier and data
redundancy, encryption and key management, secure backup, data classification, integrity
checks and management of code repository.

The empirical findings from this study confirm that our proposed model addresses the
efficiency and statistical robustness challenge synonymous with quantitative models [261].
However, one area we identify a need for improvement is the reliable valuation of asset
and impact cost. Despite providing participants with a list of criteria to consider when
estimating risk factors, some of their estimations seem to suggest extreme subjectivity. For
example, Participant-B1’s upper bound impact estimate for Risks R5 & R7 suggested that
CSP-B will be out of business should the event happen. We do not believe this is accurate,
considering their existing controls. However, seeing that the company’s value is built on
consumer trust, it is not totally out of place. Also, with GDPR fines costing up to 20,000,000
euros, one can understand from a business perspective why a CEO will be extremely worried
about the loss of customer PII data or a malicious attack on their code repository. Although
we prefer to have participants estimate each risk factor accurately, we realise that it costs
exponentially more to reach this level of accuracy. Valuable information such as the cloud
industry’s data on security incident/risk required to improve on participants estimations
is often held back by the security companies due to proprietary competitive advantage
[184, 261].

7.2.3.1 Risk Mitigation and Treatment Recommendation

In this section, we present security controls that could mitigate or limit the impact of the
assessed risks and improve CSP-B’s security posture. According to Jones [162], security
controls can be characterised through three dimensions: forms (policy, process, or tech-
nology), purpose (preventive, detective, or responsive) and categories (loss event, threat
event and vulnerability). We have attempted to address each one of these dimensions in
the suggested list of best practices in Table We consulted cloud security best prac-
tice documentations [98] 267] and other standards and guidance documents to identify any
known control measures that would mitigate or reduce the impact of the risks.

Table [7.12] shows a list of the risks arranged in the order of their monetary value, the
CSP’s existing controls and our best practice suggestions. We also created an opportunity
for the CSP to determine their risk treatment option and identify a risk owner. While there

are four standard risk treatment options (avoid, accept, transfer, mitigate) available, our
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impression is that CSP-B is likely to mitigate most of the identified risks and accept those

they cannot mitigate. That said, with the growth of the cloud insurance market and the

uncertainty around cloud risks in the supply chain [325], we would not rule out CSP-B

taking up an insurance contract (risk transfer) to reduce liability.

Table 7.12: Treating CSP-B’s identified risks based on Best Practice and assigning Risk

Owners
Risk Estimated | 0% | Risk
is stimate is
No | Risk . Existing Controls Security Best Practice . Treat-
Description Risk Cost Owner?
ment?
. Data classification and protection,
Backup, privileged
X X Dual control, Implement data
Disgruntled employee disrupts | management (PAM), i X
. . O integrity check,
1. R1 | CSP-B-SaaS by polluting or Logging, HR Termination L £36,357
. . Data duplication,
corrupting critcal data process & Employment i X
X User behavior analytics,
screening -
Log privileged access.
Anomaly detection,
Implement data breach notification
X Privileged Access Mgmt, process,
Data Breach of customer X .
2. R9 PII dat Incident management, Implement DB encryption, £4,549
ata
Logging (STEM) Segregate customers’ data into
different instances,
Anonymise data in DB
Leak £ admi dential Dual Control, Separation of duties,
eakage of admin credentials
3. | Rip | 98 Least Privilege, RBAC Maintain audit trail, £3,211
including second factor i .
Timely de-provisioning
. Implement multi-factor
Compromise of IAM-Pr-B . L
o X . MFA, 3rd party supplier authentication for the TAM §
4. R4 | application to obtain privileged R X R . . £2,108
selection, Logging admin panel security, Proactively
access to CSP-B-SaaS .
assess supplier controls
. . i . Improve operational security,
Accidental misconfiguration Backup, Logging, .
. External audit of processes,
5. R2 | of access control exposes Awareness and Training, . £2,039
i i Peer-review changes,
CSP-B-SaaS data Penetration testing .
Regular vulnerability assessment,
Improve data security process
. . (e.g. data classification and
Loss of customer PII due to Privileged Access Mgmt, K .
6. R7 | . . . . encryption (at-rest)), Audit £1,667
inadequate security controls Multi-Factor Auth, Logging o
privileges, Cyber awareness
training
Malicious outsider inserting Conduct integrity check on
K Change (+Release) process, i )
7. R5 | malware into CSP-B-SaaS . code repository, Backup £1,627
R code scanning .
code repository Code repository
Service outage due to vendor Redundancy (supplier
8. R8 | supply chain failure affecting Supplier Selection /technology), Proactive assessment £1,306
CSP-B-SaaS and monitoring of critical suppliers
Supplier redundancy, Implement
9 R6 Non targeted DDoS attack N/A ( rely on supplier provider-based DDoS solution, 778
’ affecting Asset tracking SaaS controls) Web application firewall, Correctly
size the web servers
Malicious/accidental attack . . Have a fail-safe mechanism for
) . Penetration testing, MFA, L
10. R3 | of privileged access manager . access to SaaS application £90
. Backup, Code repository
locks out CSP-B-SaaS Admin (emergency access)
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7.2.4 CSP-B Evaluation of Model and Case Study Exercise

In concluding the case study, we got the two stakeholders who participated in the risk
assessment of CSP-B-SaaS to evaluate the CSCCRA model. Presenting them with a set
of questions on a five-point Likert scale, we asked them to rate the model on criteria such
as its understandability, usefulness, ease-of-use, decision-making ability, transparency and
practicality. Also, we posed to the participant nine (9) free-text questions, requesting them
to identify areas where the model was strong or weak, practical and useful, and to confirm
how they see themselves using the model in the future.

Overall, the feedback received from the stakeholders was positive and reassuring (see
Figure . The participants were impressed with the model’s ability to capture the con-
text for the cloud application, including aspects of the system that might be overlooked
in a traditional asset-based assessment. The model establishes the scope and boundary
for the assessment and provides comprehensive information for the risk assessment. The
participants strongly agreed/agreed with all of our statements regarding the advantages of
the model and its components. The feedback also shows that the model gave the partici-
pants a deeper understanding of their cloud service and insight into the system’s behaviour.
Participant-B1 acknowledged the robustness and ease-of-use of the CSCCRA model. He
said “I like the fact that the model follows the ISO-27005 risk assessment steps, which is
familiar to many organisations. However, the way it incorporates supply chain mapping
and supplier security assessment to the process is invaluable”.

The acceptance of the model’s proposition also suggests the ongoing use of the model
within the organisation. When participants were asked how they see themselves applying the
model within their environment, they confirmed the application of the model to informing
security design decisions, cost/benefit analyses, conducting security due diligence on supplier
security, and proactive mitigation of security risks. They acknowledged the strengths of the
model to include: making stakeholders think much clearer about some of the underlying
factors behind the products used, presenting risk in monetary terms, improved visibility of
dependency risk, increased objectivity in risk estimation, and fostering continuous system
improvement. The model provides CSPs with a granular view of their attack surface, and
assists with the proactive implementation of safeguards, while also promoting the continuous
assessment of the SaaS’s security.

One of the shortcomings of the model, as highlighted by the participants, is its lack of
automation, particularly for the supply chain mapping. We hope to look into this in more
detail and determine if the available open-source information on cloud products can help to
automate it fully or partially. With regards to suggestions for improvement, Participant-B2

asked if it was possible to have the system components classified into different categories,
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e.g. infrastructure, software, data and cloud resources, and assessed accordingly? We un-
derstand this is possible using system automation but also note the need to develop new
criteria for assessing the security of each category, just as we did with the CSSA.

Furthermore, Participant-B1 while complimenting the model’s ability to assist CSPs to
think through their connectivity and dependencies, wondered if it was possible to assign
the top risks systematically, to reduce stakeholder subjectivity. We suppose this can be
improved by conducting a vulnerability assessment and penetration test to identify the
potential vulnerabilities and threats to the cloud platform, before presenting the information
to stakeholders to estimate the risk factors. Also, Participant-B1 suggested the need for us
to link the model to a defined control set used by cloud organisations, e.g. SANS top 20,
such that it will be possible for organisations to track the impact of subsequent changes to
the architecture or security controls.

The participants’ feedback validated the applicability of the model to assess SaaS CSP
risks and the effectiveness of its decision-making framework. They also offered useful sugges-
tions on how to improve the model. Overall, we believe the comprehensive risk assessment
exercise was also valuable to the CSP-B and provided them with useful information to

improve their cloud strategy and make better decisions.

7.2.5 Summary

The empirical findings for case organisation CSP-B support our literature findings on the
inadequacy of traditional frameworks in assessing cloud risks. The study validated the
applicability of our proposed model in assessing cloud risks within a CSP environment
and emphasised on the need for automation in cloud risk assessment. The case study
highlighted the importance of applying a systematic model to cloud risk assessment, which
provides stakeholders with a comprehensive view of their cloud application. The model
presented CSP-B with the opportunity to objectively audit their security controls, verify
supplier security processes and identify possible risks to the platform looking both inwards
and outwards to the supply chain. It was useful in the conduct of a technical security
assessment of the SaaS and also influenced security design decisions.

Using the CSCCRA model, we showed how the structured and systematic application of
our proposed model within a SaaS organisation yields objective and defensible results which
can assist stakeholders in quantifying cloud risks, reducing uncertainty and promoting better
security decisions. The risk analysis approach supports the cost-effective reduction of cloud
risks, while also bridging the gap between technical and business stakeholders on issues
such as the value of risk, risk appetite and the effectiveness of security controls. The CSCM
provided the participants with a “bigger picture” of their supply chain and its dependencies,

while the CSSA enabled the participants to verify supplier security controls in place in more
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Criteri Strongly n Neither agree Di Strongly

Supply Chain Mapping (CSCM)
The CSCM tool is a good first step in the risk
assessment process
Identifying and mapping your cloud supply
chain enables you to visualise data flow, and +e
assists in thinking about security (CTA) risks.
Supplier Assessment (CSSA)
The identified target security factors used in
the CSSA tool are appropriate for rating the * *
security of eloud suppliers.
The result of the CSSA improves your
understanding of potential cloud risks.
Quantitative risk analysis (CQRA)
The process of estimating the risk factors
(impact, probability etc.) helps to limit expert * *
subjectivity.
The risk formula and resulting risk value is a
good representation of cloud risk.
The Monte Carlo risk ealculation process is
easy to understand
Overall CSCCRA model
Undarstandability
The steps of the model are easy to understand *
The assessment guidelines and documentation
are understandable
Ease of Use
The model is easy to use .
Usefulness and Practicality
The model is useful for assessing cloud risks. +*e
The model's approach to addressing cloud risk

*e

e
is practical for use in the cloud industry.

The result of the risk assessment is
reprodueible and verifiable.
The result of the model helps with decision-

+e
making and the implementation of mitigation.

Figure 7.8: CSP-B Participant feedback on the CSCCRA model

granular terms. Knowing that insufficient due diligence increases cybersecurity risk [208],

the CSCCRA model improves the visibility of security control across the supply chain.

7.3 Case Organisation Three - CSP-C
7.3.1 Background of CSP-C

Due to confidentiality reasons, the third case organisation is referred to as CSP-C. CSP-C
is a publisher of peer-reviewed, open-access journals and books. Their flexible approach
to publishing makes the platform affordable to researchers, providing them with access to
information without barriers. Founded within the last decade with a staff strength of about
10 to 50 employees located mainly in their south-east of England office, CSP-C offers three
essential services to the research community, one of which is the repository platform (CSP-

C-SaaS), and the focus of this case study. CSP-C-SaaS is a researcher-focused repository
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which supports the dissemination of published contents and helps organisations raise their
scholarly profile. It supports the storage of research data and other artefacts associated
with different stages of publication (e.g. articles and preprints).

The case study was completed on the 14th of May 2019. Although, before this date, we
had met with CSP-C on two separate occasions to introduce the model and begin the data
gathering & pre-assessment activities. Our initial meeting with CSP-C was orchestrated
by a staff of the organisation who took an interest in the research after reading our BCS
article on supply chain risks [I0]. The initial feedback from CSP-C showed that they were
not keen on the model’s probabilistic Monte Carlo approach because of the widely discussed
bias against quantitative risk assessment. However, they showed interest in knowing more
about their supply chain security, the monetary value of their cloud risks and identifying
their security inadequacies.

Furthermore, around the time of asking, CSP-C was also looking into ISO-27001 ac-
creditation for their organisation and saw this as an opportunity to assess their security
readiness. Although to avoid misleading the CSP, we informed them of our inability to pre-
pare them for ISO-27001 accreditation, yet we provided them with ways in which CSCCRA
could be of immense value in improving the security posture of their cloud service. The
merits of our approach convinced them to sign up for the case study.

Because CSP-C had not conducted any proper risk assessment either of their cloud
service or organisation before now, it took more effort on our side to prepare them for
the risk assessment workshop. To ease them into the process, we provided them with a
questionnaire (see Appendix@, which allowed them to document the processes and security
controls implemented to secure CSP-C-SaaS. The questionnaire also contained questions
around their supply chain setup, components, first-tier suppliers and supplier criticality,
which made it possible to map an initial version of their supply chain. In the following

section, we describe the case study activities and the result of the assessment.

7.3.2 Application of CSCCRA to CSP-C-SaaS

Having a group of stakeholders (technical and business) contribute to risk assessment ensures
that important aspects of the cloud service are adequately considered and included in the
risk assessment process. In this case study, four (4) members of the organisation took part
in the risk assessment of CSP-C-SaaS (see Table [7.13). Building on the knowledge we
gathered from the assessment of CSP-A & CSP-B, and ensuring that critical stakeholders
were available for the assessment, we adopted a different approach in this case study.

Our request to have the CIO (Participant-C1) and CTO (Participant-C2), both of who
have in-depth knowledge of the repository platform, available for the risk assessment work-

shop, meant we had to reduce the time of onsite workshop from one day to half-day (4
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Table 7.13: List of Participants for Case Study Three

No. Stakeholder Role Extent of Participation
1.  Participant-C1 CIO Participated in all phases of the study
2. Participant-C2 CTO Participated in all phases of the study
Project Participated in the supply chain mapping
Manager and supplier assessment
Application
Developer

3.  Participant-C3

4.  Participant-C4 Participated in all phases of the study

hours). To make that work, we opted to complete aspects of the assessment offsite and
confirm the results with CSP-C through online meetings, scheduled by the project manager
(Participant-C3). We completed the supply chain mapping (step 1) and the supplier due
diligence (research) aspects of step 2 offsite. The other steps of the CSCCRA assessment
were done onsite, except for step 5, which was completed by the assessor (researcher) and

sent to CSP-C in a report.

Step 1: Decompose the cloud application into its component services and map out the supply

chain.

Step 2: Assess the security of the supplier of each service component using a multi-criteria

decision support system.

Step 3: Identify the weak link(s) within the chain and compile a comprehensive list of cloud

security risks.
Step 4: Enable stakeholders within the CSP to make reasonable estimates of risk values.

Step 5: Input risk values to the CSCCRA quantitative simulation tool to arrive at the risk

value in monetary terms.

7.3.2.1 Supply Chain Mapping

The CSCCRA model adopts security assessment best practice, in that it encourages the
risk assessor and CSP stakeholders to understand the relationships and dependencies of the
system and its subsystems, before assessing its risks. This provides knowledge of how poli-
cies and standards are applied within the system and helps to understand process-specific
risks. An example of such information and dependency gathering activity occurs during
the cloud supply chain mapping. Figure [7.14] presents an anonymised supply chain map
of CSP-C-SaaS, which identifies the various components integrated into the SaaS applica-
tion including the Database, File Storage, Reference & Indexing tool, Code repository and
Content Delivery Network (CDN). The map also identifies the people element of the supply

chain, in this case, users, developers and CSP-C administrators.
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Leveraging the technology lookup website, builtwith.com [52] and Google, we gathered
first and second tier supplier information on most of the component. Presenting this map
to CSP-C spurred some interesting conversation about how the SaaS application worked
and the controls that were put in place to secure various aspects of the service. It became
apparent to the researcher (risk assessor) that the information on how CSP-C-SaaS worked
was not common knowledge within the organisation and was undocumented. For example,
Participant-C4 who is the lead developer of the application, only knew about the code and
hosting platform, while the CTO (Participant-C2) was in charge of its technical operation
including backup, security, indexing, availability and DNS. Supply chain mapping helps
with the provenance (traceability) of a cloud service and having an end-to-end picture of the
entities involved in service delivery. It supports the comprehensive identification, assessment
and mitigation of risks. This was the case with CSP-C, who as part of the initial discussion
on the supply chain map, immediately identified some flaws in their security controls.

The supply chain mapping process aids the quick and accurate visualisation of the cloud
information flow through the supply chain and helps to identify critical suppliers of the
service and SPOFs within the chain. Using the CSCM tool for the pre-assessment exercise
helps to define a scope and boundary for cloud assessment [I51]. This is because the move
to the cloud blurs the existence of physical boundaries that CSPs could proactively monitor

for cyber threats.

Figure 7.9: Supply Chain mapping of CSP-C-SaaS using the CSCM tool

In Figure [7.14] we see the dependency of CSP-C-SaaS on IaaS-Pr-C-a, a “Big Four”
provider, who hosts the repository application and its Database. IaaS-Pr-C-a also hosts the
infrastructure for the code repository service and indexing service used by CSP-C-SaaS. The

number of components relying on laaS-Pr-C-a to function makes the infrastructure provider
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Table 7.14: CSP-C First-tier Supplier list

Anonymised Component Service System Data Proce- Data Stora-
Supplier P Category Criticality using (Y/N) ge (Y/N)
Hosting (Web, Code), Infrastructure/ Very
TaaS-Pr-C-a Database & TAM Application Critical Y Y
Content Delivery, Infrastructure/ -
laaS-Pr-C-b File Storage, IAM Application Critical Y Y
SaaS Integration/ o Very
CSp-C Software development Application Critical Y Y
Code L .
Code-Repo-C Repository Application Critical Y Y
Indexer-C Research Indexing Application Critical Y N
Reference-C Research Indexing Application Critical Y N
. Very
DNS-Pr-C DNS Application Critical Y Y

the most critical component of the SaaS application. CSP-C also uses another of the “Big
Four” providers, TaaS-Pr-C-b, for content delivery and file storage. The observed concern
with the CSP-C-SaaS setup is that, although it seems like there is IaaS supplier redundancy,
the functions carried out on both principal providers are not duplicated, and an outage on
one will lead to the unavailability of the service. CSP-C have also not implemented high-
availability with a single provider, except where it is offered as part of the service, as is
the case with the database. This, we gathered was done for cost reasons, but indicate
availability concerns, seeing that the 3Rs (resiliency, reliability and recoverability) are not
optimal in the CSP-C-SaaS architecture.

Furthermore, while experimenting with various “what-if” scenarios, another very critical
component of this supply chain was identified to be the domain name system hosted by DNS-
Pr-C (see Table . DNS is critical to the delivery of any cloud service as it hosts the
domain name to [P addressing mapping of the service components. An attack on, or outage
of DNS-Pr-C, which in this case is a SPOF, would lead to an outage of the cloud service.
An anecdote of this was the outage of major cloud providers in 2016 when the Dyn DNS
infrastructure was under a sustained DDoS attack for several hours [139].

In summary, the visibility provided by the supply chain mapping process increases the
awareness of stakeholders about the potential risks of the platform and as we will see in the

subsequent sections, helps during the supplier assessment and risk analysis phase.

7.3.2.2 Supplier Security Assessment

According to Chang et al. [60], the selection of appropriate suppliers is one of the most
critical challenges affecting the performance of cloud services. Studies have shown that
when selecting a cloud vendor, cloud stakeholders prioritise cost, service suitability, ven-
dor reputation and functionality, over security [20]. With the cloud supply chain being

a technology-enabled arrangement and in some cases dynamic, it is crucial for CSPs to
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Table 7.15: Assessing CSP-C Suppliers using CSSA

Anonymised Combined
. AoS | DSH | DSC | MSA | MOS | SGC | IAM | EKM | AS Z-Score
Supplier
Value
TaaS-Pr-C-a 9 10 9 10 10 10 9 9 10
TaaS-Pr-C-b 9 10 10 10 10 10 10 9 10
CSP-C 8 7 8 7 7 8 7 7 8
Code-Repo-C 8 9 9 9 9 9 9 9 9
Indexer-C 8 8 7 6 8 7 8 8 9
Reference-C 8 8 8 7 8 9 8 8 8
DNS-Pr-C 7 9 8 7 9 8 9 9 7 0.36

prioritise security by understanding the vulnerabilities of each component supplier and im-
plementing controls to mitigate known threats.

In this section, we build on the visual structure of the CSP-C-SaaS’s supply chain and
evaluate the security of the component suppliers of CSP-C-SaaS. The CSSA tool presents
CSPs with a consistent approach to assessing and comparing suppliers based on nine (9)
security target dimensions. Conducting this comprehensive due diligence on component
suppliers also helps with GDPR compliance by proactively identifying data processors and
their data lifecycle controls. Using the objective and quantitative security metrics from
our Delphi study [12], we assess the performance of each supplier, comparing them with
each other. Assessing suppliers based on the visibility of controls and awareness of security
processes means that suppliers with limited transparency or information on security control
implementation, are referred to as the weak links of the supply chain.

Table presents CSP-C-SaaS’s supplier security rating based on the information
available to the team (researcher and CSP stakeholders). As mentioned previously, to
improve the speed of the process, the researcher conducted an initial data gathering on
the security dimensions from the different supplier websites and online forums. This laid
the foundation for the evaluation of each supplier’s security. As was expected, some of
the information uncovered about each supplier was new to the CSP. CSP-C is not fully
abreast with their vendor security offerings, and in the cases where they were, they are not
quick to implement the controls due to resource constraints. This would appear to be a
common challenge with SMBs who manage multiple cloud environments without the correct
processes in place.

Similar to CSP-A, CSP-C also rated themselves as the weakest link in the supply chain.
We agree with this assessment, going by the technical security controls that can be improved
on by the provider, particularly around central logging, monitoring and privileged access
management. For example, MFA is offered by most of the component suppliers, but CSP-C
is yet to implement this security feature on their repository platform. Privileged accounts
which typically carry the highest risk and impact, are not managed appropriately, and a

compromised privileged account can lead to significant permissions and access rights being
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obtained and the user/attacker negatively impacting the organisation. Also, CSP-C does
not have a documented recovery plan which could be crucial to recovering critical and
essential operations following an outage. We observed the lack of clearly defined roles and
the reliance on a single personnel resource (SPOF) for multiple critical activities, which
constitute a weakness of the supply chain.

Turning now to the external suppliers, the indexing provider (Indexer-C) was judged
the weakest supplier in the chain. The indexer supplier website provided no information
on their security controls. CSP-C also knew less about this supplier. They scored low on
the MSA security dimension, not only because of their lack of security certification but
for the lack of information on a security assessment. Their website provided incomplete
information around their privacy policy (DSC), availability of service (through their status
page), encryption and API controls. We relied on builtwith [52] to identify the hosting
provider and increase our knowledge of the supplier. Indexer-C will go down as the company
with the least information on security, of all the suppliers we examined in the course of the
three (3) case studies. Nevertheless, it remains an integral part of the repository platform
because its unavailability will result in a degraded service.

Furthermore, the supplier, Reference-C, also makes for a good discussion. Suppliers go
about security transparency with customers in different ways. Reference-C demonstrated
their implementation of security controls with the SOC 2 accreditation. The SOC 2 assess-
ment which covers five categories, namely: security, availability, confidentiality, processing
integrity and privacy [296], assesses the design and operational effectiveness of the CSP’s
security and availability controls. However, it was not possible to confirm all the principles
that were addressed in Reference-C’s review and the extent of assessment. So in assess-
ing security dimensions not explicitly covered in a SOC2 report, where also the supplier
provided little or no information, the stakeholders were encouraged to give a lower score.

Also, as part of this due diligence exercise, we confirmed the current DNS provider (DNS-
Pr-C) to be located in France. When asked how CSP-C came to hosting their domains with
a provider in France, there was no apparent reason, and the decision appeared to have
been based on cost and functionality. While considering that the DNS provider is not the
weakest link, DNS-Pr-C’s cloud architecture, outage history, lack of industry certification
and criticality to CSP-C-SaaS raises a cause for concern. laaS-Pr-C-a and IaaS-Pr-C-b were
judged to be secure and their processes were perceived to be surplus to the requirements
of the CSP. This is expected, seeing that both providers are global players, compliant with
almost all industry and government standards, and their combined hosting capacity will
likely account for half of the global cloud use.

In summary, one recurring advantage of the CSSA and overall CSCCRA approach is that

it encourages communication among stakeholders. The time set aside for the assessment
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affords busy stakeholders who ideally will not have the time to discuss and review their cloud
environment with their colleagues, the opportunity to do so. According to Participant-C1,
“the discussion with (the researcher) and the team were useful. Some discussions would not
happen in the same way without the exercise taking place. I am now more informed about our
products and our risks”. The participatory case study method also enables us to establish

trust with the CSP, giving us access to sensitive information and critical stakeholders.

7.3.2.3 Quantitative Risk Analysis

Going by the well-defined steps of the CSCCRA model, the next phase of our assessment
was to identify the top ten risks of the cloud service and estimate the risk value. Research
has shown that cloud stakeholders are required to understand their risks before they can
evaluate and mitigate them. The inclusion of the CSCM and CSSA tools into the risk
assessment process is valuable to CSPs in that it presents them with a clear understanding
of the components that make up the service and the supplier security processes that protect
them.

At the start of the risk analysis phase using the CQRA tool, we reminded the participants
of our three-fold proposition towards measurement: i) assume this has been measured before;
ii) by being resourceful, you can find more data; iii) you need less data than you intuitively
think you need [142]. We encouraged them to avoid subjective over-confidence or under-
confidence, giving them examples and a short calibration exercise. Also, we provided the
participants with information on how to estimate values to a 90% CI.

Risk analysis is a comprehensive process that involves the identification of threats,
susceptibility of IT system’s assets and determination of the need of its controls [259].
Therefore, to begin the risk identification stage, we tasked the participants to build on the
knowledge of the previous stages of the assessment and determine aspects of the repository
service (technology, process) where they had identified a gap and develop a risk scenario
around it. We emphasised that unless a threat can exploit the identified vulnerabilities, it
is not a risk. For each identified risk, we documented the component involved, supplier,
vulnerability, threat actor, impact and existing controls; a taxonomy that complies with
ENISA’s method of structuring risk information. For each risk scenario, the risk register
contained a database of possible vulnerabilities, threats agents and threat types, from which
the participants could choose and where new risk factors were mentioned, the database was
updated accordingly.

The security effect of the identified risks was made up of the security triad, although
the majority were loss of availability risks. Also, having Participant-C involved in the
risk identification process meant that we did not have just technical people, experienced

in the complexities of systems and processes, but also some with the ability to probe for
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new areas of risk [274]. Table shows the top ten risks identified in the course of the
exercise. The risk register provides sufficient detail that enables the participants and other
decision-makers within the organisation, understand the nature of the risk and evaluate it
appropriately.

In past case studies, we have shown that by taking a disciplined and structured approach,
it is possible to improve the objectivity of cloud risk analysis using our simple Monte Carlo
probabilistic method. The use of simulation is well suited to events that are uncertain over
time, but it can also be used for different scenarios in which the perception of an event
is different from one individual to the other [53]. Here, we use it for the latter. To begin
the estimation of risk factors, we reminded the participants of the need to incorporate
the effectiveness of the existing controls in protecting against threats, the relevance of the
security controls and their extent of implementation. The multidimensional approach of
the CSCCRA model also ensures that when estimating the impact of a risk, CSPs can
take into consideration factors such as revenues, profits, cost, service levels, regulations
and reputation. For the risks in Table we got each participant to provide us with
an independent estimation of the probability of the risk event (with or without control),
frequency and impact cost to a 90% confidence interval. We also clarified the definition of
each of the terms to ensure there was no confusion (see Appendix [Al).

Table presents the combined participant estimates for identified risks. At first
glance through the participant’s estimations, one could say that perhaps some of the par-
ticipants assumed the identified risks were unlikely to happen, and even when they did,
they estimated the impact of such risk was very low. For example, a participant had the
upper bound estimation of a risk scenario to be worth £100. As we learnt from case study
two, participants always require a reference point to increase their objectivity. So earlier in
the assessment, when we discovered that CSP-C is estimated to be worth $30 million, and
the repository platform (CSP-C-SaaS) was estimated to be about one-fifth of the company
value (i.e. $6 million), we requested that the participants consider this in their estimations.
Nevertheless, it is worth noting that some of the identified risks are indirect supply chain
risks. Hence it might be challenging to estimate their probability or impact on service
disruptions.

Using the CQRA tool, we calculated the risk values for each identified risk. The risk
value ranged from £15 to £2,475, which sits between the 65% to 90% percentile of the
risk value continuum, after our consideration of the existing controls and confidence in the
expert estimations. We rated the participants as having low to moderate confidence in their
estimations since they initially found it challenging to articulate the risks of the repository
SaaS. Also, there is an assumption among the participants that CSP-C’s operational security

controls are compliant with best practices, which if investigated is because of their trust in
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Figure 7.10: CSP-C’s Impact Estimate vs. Risk Value Calculation

their TaaS providers and their belief that “no news is good news” [I5§]. In Figure we
plot the combined stakeholder estimated impact (ML) with the estimated risk value. The
scatter diagram shows the link between the impact cost and estimated risk value, which for
many of the risk item follows a predictable pattern, but for others, such as risk R7 there
is an anomaly. This peculiarity is as a result of the increased value of the frequency of
occurrence (average of 8.38).

Lastly, considering that our quantitative methods might be new to CSP-C, and seeing
that this case study is their first comprehensive risk assessment of the repository platform
or any other CSP-C cloud service, we decided to use the opportunity to compare our model
with another well-known model. We introduced the participants to the OPTIMIS model,
which also targets cloud service provisioning risks and adopts a qualitative method (see
section for more information on the model). Using the risk scenarios documented in
Table we got the participants to collaborate and provide us with a qualitative impact
and likelihood score. The likelihood and impact values are labelled from 1 to 5 according to
their intensity (1-very low, 2- low, 3- medium, 4- high, 5-very high), and the resulting risk
level ranged from 1-25. Table presents the qualitative value of the identified risks. The
risk level ranged from 2 (very low) to 4 (low). We will discuss more on the risk evaluation

result of both methods in the next section.

7.3.3 Analysis and Discussion of Assessment results

This case study set out to assess the security risks of the repository SaaS application offered
by CSP-C to the academic community. The study was the third and final case study,
conducted to validate the applicability of the CSCCRA model. As earlier mentioned, the
supply chain element of the model was the main attraction for CSP-C. The provider who was
also preparing for their organisation’s ISO/IEC 27001 accreditation, were interested in the
supply chain security element of the model and identifying gaps in their security processes
that could be improved before approaching an external ISO accreditation. Also, seeing

that CSP-C did not have an enterprise risk management (structure and set of processes to
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systematically manage all risks to the enterprise covering the supply chain and third party
risks), the use of the CSCCRA model presented them with a cloud-specific approach for
accomplishing this.

Acknowledging that no two case studies can be the same, our approach to assessing the
risk of CSP-C-SaaS was quite different. Not only did we have an initial risk assessment
questionnaire prepared for the CSP, but we also broke down the risk assessment process,
into different chunks, conducting the pre-assessment activities offsite, rather than in-person
during the risk workshop. This did not affect the completeness of the assessment. However,
suspecting that the vantage point of the supply chain and supplier assessment might have
been blurred due to the gap between the different stages, we reminded the participants of
the progress made.

As shown in Table the risk assessment process covered availability and confidential-
ity risks including, service failure, insider threat, data loss or compromise, denial of service
and other direct and indirect supply chain risks. The value of the top ten risks ranged from
£15 to £2,475, an estimation we judged to be low, particularly when compared to the
value of the repository platform ($ 6 million). Nevertheless, the qualitative estimation of
the same risks using the OPTIMIS model confirmed that the CSP had a low estimation of
the identified risks. We posed the question to the participants in our follow-up meeting,
where we discussed the result, and the consensus was that they mostly considered the loss of
productivity in their impact assessment. According to Participant-C1, “due to the nature of
the repository platform as a piece of hosted software, temporary outages of this product are
unlikely to result in paid-back fees, nor are they likely to cause permanent loss to reputation,
market share, or data. In most cases, the productivity cost is the only possible or realistic
impact cost for us”.

Comparing the CSCCRA and OPTIMIS risk analysis process, as shown in Tables
& we see how the range compression challenge of qualitative methods can introduce
errors into the risk assessment process. While knowledgeable cybersecurity experts have
argued both sides, the quantitative approach, in this case, has demonstrated the ability to
reduce the vagueness in security and assist CSPs with risk quantification and prioritisation.
OPTIMIS’s use of ordinal scale for simplicity does little to assist decision-makers in reducing
the uncertainty that surrounds their cloud risks. This can be illustrated briefly by taking
risks R1 & R9, both of which were analysed to be “very low” risks (score of 2) using the
OPTIMIS model. Using the CSCCRA, risks R1 & R9 have risk values of £1,791 and £292
respectively. Seeing that the difference in their risk value is almost £1,500, a CSP who is
not privileged to have the monetary value of the risks might look to treat both risks alike,

without any precise evaluation of options.
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Turning now to the identified risks and the analysis process. Loss of Availability (service
outage) is often cited as one of the most significant risks of cloud computing. The cloud’s
reliance on the Internet tops the reasons why it is on the mind of CSPs and customers alike.
The participants considered different scenarios in which the SaaS application could suffer
an outage, considering the weak security spots in their supply chain and cloud design. This
includes Risk R2, where the participants identified an availability issue with the database
(a critical component) and Risk R5, which addressed an outage of the system caused by the
loss of data integrity. The CSP had reasonable controls to address each scenario, including
having daily backups, assigning user roles and responsibilities and the implementation of an
active geo-replication of the database. This, however, do not eliminate the risks, as there are
instances where malicious attacks have taken advantage of excessive privileges, tampered
with backup media, or even targeted a primary database, forcing a replication of the issue
to the secondary instance. Risks R4, which happened to have the highest monetary value,
referenced the unavailability of the CSP-C-SaaS due to an indirect supply chain hardware
failure at the IaaS provider (IaaS-C-Pr-a). With the solution void of supplier redundancy,
the recoverability of the application will have to go through a manual process of standing
up a new environment, restoring code, backup and customer files, none of which is a minor
task. Although CSP-C was adamant that the impact is manageable, we encouraged them
to make suitable plans and put measures in place that ensures the business can respond
appropriately to such events, and they can recover critical and essential operations to a
state of partial or full service, in a short time.

Risk R1 brought to fore, access control privilege gaps in the way CSP-C managed
the repository platform. From our observation, the architecture of the platform did not
facilitate efficient user identification, authentication, authorisation and auditability, which
made it possible for a malicious outsider or privileged insider to compromise customer PII
data. During our discussions, we realised that there was also a situation of human SPOF,
where one administrator authorised and managed all privileged user request manually from
his email. Due to the size of the development team, this process is functional but insecure.
To illustrate the point, the researcher brought up the incident with Code Spaces, a source
code-sharing site whose AWS EC2 console got hacked, leading to the deletion of all their
data and eventual shutdown of the company [240]. We advised the CSP-C to look into
implementing MFA and PAM, where strong password policies can be enforced. To improve
on the security controls of their component suppliers, some of the areas we observed CSP-
C could benefit from a more stringent access control process includes developer access,
operator access, database access and DNS.

The potential for DNS attack was highlighted in Risk R10. DNS, which is critical to

the operation of a web application has in recent times become an attack vector for attacks
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such as footprinting, denial of service, data modification and redirection. We noticed from
the supplier assessment that the DNS provider controls were not known to CSP-C. We
detected gaps in the access control, logging, and monitoring controls of CSP-C concerning
DNS-Pr-C and suggested improvements.

Two risks (R8 & R9), were identified as service hosting risks. For risk R8, the partici-
pants identified a situation where the failure to pay a bill, leads to the vendor (DNS, IaaS)
shutting down the service. While this is a rare and unlikely situation, hence the risk value
(£61.24), it reminded the stakeholders to firm up their payment process, by considering
automated means of payment and subscription renewals. Risk R9 was particularly inter-
esting to the participants, as they had not thought about it before this assessment. Just
as the researcher was sharing anecdotes of past incidents in the industry, one of the partic-
ipants suggested that the risk be added to their risk register. Economic Denial of Service
(EDoS) or service provider bankruptcy, occurs where malicious attackers take advantage of
the elastic nature of the cloud to scale a service beyond the economic means of the CSP
to pay their cloud bills. An incident shared by VivinSandar et al. [319] involved a service
targeted by HTTP, XML DDoS attacks from several nodes, which led to the scaling of the
service by consuming more Amazon EC2 resources. This risk uncovered some of the inade-
quacies of CSP-C process around benchmarking their cloud usage. We also suggested that
the implementation of WAFs and DDoS scrubber service be considered if the mitigation of
this risk becomes a priority.

In summary, while the CSP-C-SaaS has been built to deliver a secure repository service
to the academic community, thanks to their highly skilled developers and SDLC process,
the most significant risk to the cloud platform will most likely emerge from the insufficient
due diligence related to the individual components. CSP-C’s approach to security seems to
be heavily reliant on “provider default controls”, many of which they are yet to update. The
SaaS application is not optimised for security, and this is traceable to the organisational
culture and the lack of oversight around cybersecurity [83]. From our discussions, it would
seem that cybersecurity is not seen as a transit enabler of value to the organisation [I18]

and as such, it is competing against other priorities for IT spending.

7.3.3.1 Risk Mitigation and Treatment Recommendation

Mitigating cloud risks is most often about implementing additional controls, policies, pro-
cesses, procedures or by utilising additional technical security features. While not all risks
will occur, implementing security best practices ensure that controls will be in place to
reduce the impact of those that do. Our assessment showed that CSP-C lacked oversight of
some of their critical tasks. Their dependence on a single multi-faceted administrator for

their security operations and reliance on vendor controls for their security has potentially
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left them exposed to attacks from and through the supply chain. As such, we identify
the need for the CSP to implement a risk-based approach with their security. There is an
opportunity for the CSP to improve the cybersecurity awareness of their team, implement
security policies and procedures, and integrate prevention, response and recovery strate-
gies into their security operations. CSP-C can look into centralising their TAM function,
which is currently spread across multiple platforms, and consider implementing multi-factor
authentication for all accounts accessing sensitive data or systems.

To identify control measures that would assist CSP-C with their identified risks, we
consulted cloud security best practice documentations [98, 267], standard and guidance
documents and other online resources. While acknowledging that the implementation of
these controls could be costly, may be partially ineffective and have no direct correlation to
revenue [32], we maintain that ignoring the known vulnerabilities carries with it more sig-
nificant consequences. Our risk-ranked recommendations which cover areas such as cloud
governance, privileged access management, data protection, change management and re-
dundancy, is presented in the order of their monetary value in Table We believe that
the suggested best practices will assist CSP-C to improve the agility and robustness of the

repository cloud service to a level that is fit for their competitive strategy [328].

7.3.4 CSP-C Evaluation of Model and Case Study Exercise

In keeping with our practice, at the end of the case study, we encouraged the participants to
reflect on the model’s approach to cloud risk assessment and provide us with some feedback.
This gave the three participants that took part in all stages of the assessment an opportunity
to evaluate the model. We presented them with a set of evaluation questions on a five-point
Likert scale and also furnished them free-text questions, aimed at assessing the strengths,
weaknesses, shortcomings, and practicality of the model. Consistent with most case study
exercises, the participants identified positive and negative aspects of the assessment process,
which we report in this section.

Overall, the feedback from these participants was positive. They validated the applica-
bility of the model to SaaS CSP environments. As shown in Figure the participants
strongly agreed/agreed with the majority of our statements regarding the advantages of the
overall model and its components. They strongly agreed on the usefulness and practicality
of the model. There was a consensus on the practical use of the model for assessing cloud
risks. Also, there was support for the advantage that the quantitative approach and pre-
sentation of risk value in monetary terms bring to decision-making and risk prioritisation.
The participants felt the model provided them with valuable insight into their supply chain
and informed their decision on ways to improve the security of their cloud service, knowing

the different weaknesses of their suppliers. The use of the CSSA tool allowed CSP-C to
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Table 7.19: Treating CSP-C’s identified risks based on Best Practice and assigning Risk

Owners
Risk Estimated | "0°° | Risk
is stimate is
No | Risk L. Existing Controls Security Best Practice . Treat-
Description Risk Cost Owner?
ment?
Application portability, File .
R Provider redundancy;
Unavailability of data due store control, scheduled i
- Rk . Continuous backup (after change);
1. R4 | to hardware failure at daily backup, Geographic £2,475.32
BCP/DR plan;
storage level redundancy for DB, o
. i Improved monitoring at storage level.
Alerting mechanism
Multi-Factor Authentication;
. Data Leakage Prevention (DLP);
DB encrypted (provider
i Enforce strong passwords;
. managed), Separation of K .
Compromise of Customer PIT i . Cybersecurity training for employees;
2. R1 i duties, Least privilege, i £1,791.41
data stored in Database ., X Have an Incident response plan and
Schedule daily i . .
implement an incident handling
backups
process; Data breach
notification process.
Automating patch notification and
- change control process;
Vulnerability checker on
i Automate patch management
Exposure of cloud service to Code Repo, Release/ A
. X . (e.g. Chef); Develop a )
3. R6 | malicious attack due to patch management(manual), £987.00
. . . patch cycle; Run
inattentiveness to patch mgmt. Locked software o Lo .
L periodic validation vulnerability
versioning
scans;
Update asset inventory.
Degraded functionality of the
repository service due to Error handling in code, I ove supplier redundancy;
4 R7 | TP 51' 13} -uw u T r‘mn ing in code, mpr‘v upp 1 r redundancy £485.61
unavailability of reference Supplier-related controls Supplier selection.
service
Out. R " i Rate Timiti trol Implement DR with an alternate
utage of Repository service ate limiting controls on
5. R2 8 X p Y X 8 provider; Improved monitoring £358.79
due to issue with Database cloud infrastructure i
for early detection
Establish resource usage and
set limit on cloud spend;
Extended Economic Denial Use of DDoS scrubber service;
6. R9 | of Service (EDOS) on Alerting on cloud usage Correctly size the web servers hosting | £292.21
Repository infrastructure application;
Improved monitoring and alerting on
anomaly
Improve Privileged
Access Management (PAM);
7 R10 Outage of Repository Service Supplier-related controls, Central logging of privileged user £70.94
’ due to DNS incident IAM controls activity; Segregation of ’
Duties; Dual Control for
critical tasks.
i Automating Billing process;
. Manually checks of email and
Service outage due to K Set an Auto Top-up level;
i i CSP record with vendor, i o .
8. R8 | inattentiveness to vendor K i Establish Roles and Responsibilities £61.24
. Onboarding/offboarding .
billing i and educate staff;
with finance team .
Auto-Renew subscriptions.
Dynamic source code scan;
Software release control, i
Proactive software patches;
Degraded performance of the rollback, Knowledgeable X X
R K . i Keep Coding simple; ..
9. R3 | Repository service due to bug in | developers, Code review, X i £35.74
X . Avoid regression and messy code;
Code (infrastructure-as-a-code) | Use of framework, Sanitised
user input .
Employ Software testing resource.
Improved Logging and Alerting;
Repository users unable to login Schedule back S " Datal inteerity checki
chedule backups, Segregation atabase integrity checking;
10. | R5 | due to loss of database ! DS, Deares sy & £15.37
X i of duties (non-optimal) Database encryption;
integrity . .
Timestamping;
Regular scheduled backup.
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conduct a detailed assessment of the security practices of their upstream suppliers. Before
now, they had only considered security from an application software perspective, which in
itself was not sufficient. According to NIST, one of the principles of cyber supply chain
risk management is that organisations need to develop their defences based on the principle
that their systems will be breached [199]. NIST goes on to say that cybersecurity is beyond

a technology problem; it includes people, processes and knowledge.

Neither
Agree agree nor Disagree
disagree

Strongly
Agree

Strongly

Criteria .
disagree

Supply Chain Mapping (CSCM)
The CSCM tool is a good first step in the risk
assessment process
Identifying and mapping your cloud supply
chain enables you to visualise data flow, and . e
assists in thinking about security (CIA) risks.
Supplier Assessment (CSSA)
The identified target security factors used in
the CSSA tool are appropriate for rating the *e *
security of cloud suppliers.
The result of the CSSA improves your
understanding of potential cloud risks.
Quantitative risk analysis (CQRA)
The process of estimating the risk factors
(impact, probability etc.) helps to limit expert * * *
subjectivity.
The risk formula and resulting risk value iz a
good representation of cloud risk.
The Monte Carlo risk caleulation process is
easy to understand
Owerall CECCRA model
Understandability
The steps of the model are easy to understand *e *
The assesament guidelines and documentation
are understandable
Ease of Use
The model iz easy to use *e *
Usefulness and Practicality

*e +

The model iz useful for assessing cloud risks. LN *
The model's approach to addressing cloud risk

ig practical for use in the cloud industry.

The result of the risk assessment is

reproducible and verifiable.

The result of the model helps with decision®

making and the implementation of mitigation.

Figure 7.11: CSP-C Participant feedback on the CSCCRA model

When asked how they see themselves applying the model to their environment, one par-
ticipant reckoned that “the model’s approach will be used in reviewing our current practice
and will form part of our ISO/IEC 27001 process”. The participant feedback also supports
our claim that the model supports the periodic evaluation of a cloud service. The CSCCRA
model assumes that systems can change over a short period, so CSPs can periodically assess

the security posture of their service following the addition or removal of a cloud component.
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Also, the case study exercise seems to have stirred the participants to their need of a secu-
rity culture within the organisation. According to Participant-C1 “we will consider security
when making changes to the cloud environment”. Another participant mentioned that they
hope to use the model to evaluate risk on their other cloud-based products. The participants
identified the areas of the strength of the model to include its supply chain inclusivity, its
support for different stakeholder opinions and perspectives, its comprehensive approach to
risk assessment and its ability to promote valuable discussion amongst stakeholders.

However, on a less positive note, two of the participants commented that some of the
quantitative risk concepts were not easy to understand. Another participant was also inde-
cisive about the ability of the model to limit subjectivity, even though he recognised that it
was more objective than the OPTIMIS model. While we believe these opinions are based
on the exposure of the participants and their lack of understanding of the statistics that
underline the quantitative analysis process, we identify a need to simplify the process and
make it easy to understand. In simplifying the estimation process for the next phase of the
study, which is the development of CSCCRA’s web-based application, we plan to reduce
the estimated risk factors from four to three, eliminating the probability of risk occurrence
without controls. The eliminated factors have been known to cause some confusion with
participants. We will also define each of the risk factors in detail, using examples on the
help page, to ensure CSPs can use the tool with limited assistance.

Furthermore, there was a consensus that the assessment process was time-consuming,
particularly the risk identification phase, although the participants agreed that the process
was worthwhile. Some of the suggestions on how to improve the risk identification process
included having fewer risks, e.g. having one risk for each significant component/asset,
and identifying risks based on already defined questions. While we had no specific basis
for having CSPs identify their top ten risks, we thought it was a good number of risk to
tracked on the risk register. Also, as regards having a set of questions from which the CSP
can identify their risk, we have not found a way to make this generic, seeing that each
CSP environment is unique. So far, our approach has been for stakeholders to experiment
with different “what-if” scenarios and explore the outcomes of risk under these scenarios.
Nevertheless, as we continue to improve the model during and after this research work, we
see this process evolving.

Lastly, based on feedback obtained from the end-of-study discussions, it was clear that
the participants welcomed the comprehensive level of information the CSCCRA model pro-
vided on their supply chain. The participatory nature of the assessment, made them feel
included in the identification, evaluation and treatment phases. We are convinced that the
transparency effect of the model was realised with CSP-C. Also, the CSCM and CSSA’s
ability to provide stakeholders with visibility into their supplier security, unfolded gaps
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in CSP-C’s security controls, causing them to fundamentally question and rethink their

established interpretations of CSP-C-SaaS’s security posture.

7.3.5 Summary

In summary, the empirical findings from this study provide further support for the hypothe-
sis that the CSCCRA model enables CSPs to understand, manage and make well-informed
decisions about their cloud risks. The study validated the applicability of the proposed
model to cloud SaaS environments and highlighted the model’s ability to capture the con-
text for the cloud application, including aspects of the system that might be overlooked in
a traditional asset-based assessment. The individual components of the model, mainly, the
CSCM and CSSA tools, uncovered the security gaps in CSP-C’s supply chain. The CSCM
provided the CSP with a “big picture” of their supply chain and its dependencies, while
the CSSA brought to the fore the problem of insufficient due diligence in supplier selection
and security control implementation.

With the CSP acknowledging the usefulness of the model and consenting to adopt CSC-
CRA’s processes in the assessment of their other cloud services, we established the prac-
ticality of the model to cloud SaaS environments. We observed that the model influenced
the participants to think differently about their supply chain risks, estimate risk values
objectively, identify ways of improving their security and hold constructive conversations
on cloud risks. For CSP-C, we believe the most significant impact of the case study, was
the ability of the model to expose the CSP to their lack of oversight around cybersecurity

and their need for a security culture within the organisation.

7.4 Case Study Summary

In this chapter, we presented a comprehensive evaluation of the CSCCRA model, using
the real-life case studies of three SaaS providers. We investigated two core areas in this
evaluation, which are closely tied to research questions RQ3 & RQ4. We chose the case
study research method for this phase of the study because it is a comprehensive process that
makes use of multiple methods for information gathering, e.g. interviews, observations and
questionnaires. Our choice of a multiple case study approach was geared at helping us gather
information on the applicability of the model amongst cloud providers with potentially
different supply chain arrangement and unique risk management system. The case study
was conducted in a systematic manner where we applied the lessons learnt in each case
study to the next.

The case study was useful because, through the process, we applied an iterative and
continual process of testing our model in real-life scenarios and revising the workings of the

model and our presentation of its artefacts. The case studies validated the usefulness and
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applicability of the CSCCRA model to CSP environments. Each CSP applied the model
to different cloud risk assessment need, and as described in each case, the components of
the CSCCRA model provided the CSPs with an insightful view of their supply chain risks.
The CSCM simplified the presentation of complex supply chain information using maps,
while the CSSA brought transparency to the security posture assessment of cloud suppliers,
providing a quantitative measurement of security performance across the chain. The en-
tire risk assessment process fostered collaborative communication among the stakeholders,
and the participants acknowledged the ability of the model to bridge existing cloud risk
assessment gaps. One highlight of the study was the feedback we received from all the case
organisations informing us of their commitment to continue using components of the model
in future cloud risk assessments.

In the next chapter, we analyse the combined results of the case studies identifying the
similarities and differences between the CSPs and the lessons learnt from the application of
the model. Also, we provide answers to two research questions, RQ3 & RQ4, confirming the
advantages of CSCCRA’s pre-assessment activities and the advantage of the quantitative

model over its qualitative counterparts.
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Chapter 8

Combined Case Study Discussion
and Findings

In this chapter, we discuss the result of the three case studies and extract the important
findings from the use of the model in these CSP environments. Also, in this chapter, we
provide answers to research questions (RQ3) & (RQ4). RQ3 seeks to investigate whether
the application of the cloud pre-assessment tools, i.e. CSCM and CSSA, complemented the
risk assessment process and improved CSPs understanding of their cloud risks. Likewise,
RQ4 evaluates the advantages of a quantitative risk assessment model over its qualita-
tive counterparts in quantifying loss exposure, reducing uncertainty and promoting better

decision-making.

8.1 Case Study Discussion

To avoid repeating the information already contained in the individual case studies, we
conduct a cross-case analysis of the risk assessment process. This analysis describes how
each case organisation with unique risks, security controls, budget, countermeasures and
risk assessment process, applied the CSCCRA model to their environment. We extract the
contextually specific details of each case organisation and discuss how our approach supports
decision-makers in understanding their cloud/supplier security posture and evaluate their
cloud risks. In Table we compare the case organisations, after which we attempt to
offer a common explanation to the challenge CSPs face in assessing the risks of their cloud
service and how the CSCCRA model complements the cloud industry’s best practice. The
high-level cross-case analysis presented in Table highlights the size of the organisation,
their motivation for participation, the goal of the assessment, range of the estimated risk
values, and evaluates the maturity of each CSP’s security operation and their cybersecurity
posture. We broke down the last two themes into sub-themes, and we describe each of the

sub-themes below:
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e Awareness of Supplier Security processes: Here, we gauge the CSP’s knowledge
of their supplier security processes and how they leveraged it to improve their cloud

security operation.

e Approach to Supply Chain Risks: This sub-theme looks into the CSP’s attitude
to supply chain risk and evaluates if CSP awareness promotes robust processes and

implementation of security controls.

e System Availability: This sub-theme looks into the approaches taken by the CSP
to ensure the high availability of the SaaS application.

e System Security: Here, we assess the operational procedures followed to keep the

SaaS safe from remote attackers and other cyber threats.

The empirical findings of these case studies provide convincing evidence of a strong
association between the lack of awareness/visibility of supplier controls and the subjectivity
synonymous with cloud risk assessment [309]. While the supply chain mapping activity
provided cloud providers with a big picture of their dependencies, the process of assessing
the supplier security posture in each of the case studies, took longer than expected. Because
the CSPs had insufficient information on their suppliers’ technical and operational security
processes, they spent considerable time trying to find information that can support their
rating of the security target dimensions. The case studies showed that cloud stakeholders
continue to prioritise cost, service suitability, vendor reputation and functionality, over
security [20]. None of the three SaaS CSPs was fully aware of their supply chain, their
supplier processes or the security posture of their suppliers.

The Cloud Security Alliance (CSA) was right in naming insufficient due diligence among
the top threats of cloud computing [67]. Particularly with CSP-A and CSP-C, their knowl-
edge of their supplier security processes was superficial, and as a result, they did not leverage
the extended range of security controls available to them by their suppliers. Also, in com-
parison to the others, CSP-C did not have an excellent grasp of the security of their cloud
service and the assurance of their security was subjective. They operated their cloud envi-
ronment on the assumption that hosting the service with a reputable IaaS provider, having
operational systems and performing within acceptable limits, meant that the majority of
their security risks were mitigated. This phenomenon of creating a list of supposed essen-
tials that can help CSPs achieve compliance without being contextual or risk-focused is
often referred to as ‘tick box security’ [137].

Across the SaaS organisations, security control gaps could be noticed in areas such as
central logging, proactive monitoring, privileged access management, multi-factor authen-

tication, supplier and data redundancy, encryption and key management, and database
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integrity checking. We emphasised to CSP-A and CSP-C during the case studies that im-
plementing PAM using MFA should be seen as a minimum requirement for managing SaaS
applications. Also, perhaps due to the sizes of the business and their relatively small work-
force, we noticed that the same individuals performed multiple roles, and in many cases,
constituted a single point of failure. For instance, in CSP-B, the CEO doubled as the
CTO and Chief Architect. Likewise in CSP-C, the CTO was responsible for the technical
operation (authentication, backup, security, indexing, availability, and DNS) of the cloud
service and acted as a SPOF to the organisation. The CSCCRA’s approach to cloud risk
assessment enables weak spots such as those listed above to be identified as the stakeholders
decompose the cloud service to improve their understanding of its underlying elements. As
ENISA rightly points out, the identification, analysis and evaluation of threats and vul-
nerabilities is the only approach to understanding and measuring the impact of the risk
involved, which also helps to determine the appropriate measures and controls to manage
them [97].

Comparing the estimated risk values across the case organisations, we see that similar
risks are estimated differently. For example, CSP-A’s risk of DDoS (R2) was evaluated to
cost them £5,383, while a similar risk experienced by CSP-B (R6) is only valued at £778,
a difference of £4,607. This variation in risk cost can be due to many reasons, some of
which are: the subjectivity of participants, stakeholders unfamiliarity with the impact of
a risk, or value of cloud service. On the evaluation of risk factors, we found out from our
sensitivity analysis of the model, that risk value output was most sensitive to the frequency
of risk occurrence input variable. The model’s sensitivity to the frequency input variable
was also seen in the evaluation of at least three risks during the case studies, where the
final risk value was higher than the most likely impact cost. So, depending on how high or
low the frequency risk factor is estimated, there can be a considerable gap in the estimated
risk value.

Therefore, acknowledging the imperfections of the risk estimation process and by exten-
sion, the estimated risk value, we caution against CSPs using the model solely to present
risk values in monetary terms. While this remains an advantage of the model, we are aware
of the corruptibility of the process, where the estimation of risk factors can become a game
among the participants, notably when a reward is promised to the participant with the
highest or lowest estimate [86], 122]. Besides, in situations where a CSP is conducting the
risk assessment to make a case to the board of directors on the need to invest in security
controls, there is a possibility that extreme estimations can be made. While we did not
notice such game playing in the case organisations, we cannot rule it out. That said, we
encourage CSPs to identify the meaningful signals in the assessment result and prioritise

their risks accordingly. Likewise, we believe that the value of the model, as attested to
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by the participants lie in its ability to provide CSPs with an understanding of their risks,
an opportunity to objectively evaluate their security controls, verify supplier processes and
identify weak spots in the supply chain. As seen in all the assessment, the participatory
nature of the model, also encouraged discussion among stakeholder and presented the par-
ticipants with a level playing field to discuss the security of the cloud system from their
vantage point.

The inclusivity of the CSCCRA model revealed how stakeholder participation and the
view of the bigger picture of the supply chain could reveal rare and often overlooked security
risks. For example, while assessing CSP-A risks, the divergent thinking by stakeholders led
to the discovery of an often overlooked phenomenon in IT risk assessment, i.e. a situa-
tion where the ToA (cloud service) is also a threat agent (e.g. spreading malware) [258].
CSCCRA is a comprehensive cloud risk assessment model, which accounts for the role IT
infrastructure and third parties play in a risk scenario. The model adds value to the cloud
risk assessment process by providing transparency into the underlying factors involved in
the identification and analysis of the risks. The decomposition of risk into its various risk
variables showed some promising signs of taking away part of the subjectivity of the risk
estimates. While our method does not rule out the “Black Swan Effect” [302] i.e. extreme
and unpredictable events with enormous consequences, it improves the expert subjectivity
in risk estimations, particularly in situations where no historical data exists. We argue that
due to dynamic and rapid changes in cloud technology and the complexity of its supply
chain, it is impossible to rule out the unknown unknowns (Black Swans). As such, organ-
isations need to adhere to a comprehensive risk model (e.g. CSCCRA) and support their
security governance, which helps with managing most of the possible risk scenarios and
some rare ones.

To answer RQ3, both CSCM and CSSA tools, complemented the risk assessment pro-
cess and improved CSPs understanding of their cloud risks. Knowing that insufficient due
diligence increases cybersecurity risk [208], the CSCCRA model improves the visibility of
security control across the supply chain. Our approach produced a more tangible result in
the area of operational and infrastructural security risks, which would have been hidden
from the CSP if they only assessed their risks using expert intuition or other traditional
methods, which lacked the supply chain-inclusivity of the CSCCRA model. The supply
chain map helped with the provenance (traceability) of a cloud service, maintaining an
end-to-end record of the entities involved in the delivery of the service and their underly-
ing dependencies. Likewise, the supplier security assessment brought transparency to the
security risk rating of cloud suppliers, providing a quantitative measurement of security
performance across the chain, identifying the inherent risks and comparing suppliers based

on their cybersecurity posture. The resultant effect of the pre-assessment activity is that
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it improves the objectivity in stakeholder estimation of risk factor values using the CQRA,
which invariably increases the justifiability of cloud risk assessment results.

Also, to answer RQ4, the result of the case study showed that the structured, system-
atic and inclusive approach of our quantitative model within SaaS organisations yielded
objective and defensible risk assessment results. The CSCCRA improves human judgement
on security risks, applying techniques such as calibration, subjectivity probability, collabo-
ration and decomposition of factors [143]. Acknowledging that presenting risk values (based
on numerical operations) to decision-makers without a context will be too abstract [129],
the CSCCRA model improves the risk presentation process by providing transparency into
the underlying factors involved in the identification and analysis of the risks. The empirical
findings from the case studies show that our proposed model addresses the efficiency and sta-
tistical robustness challenge synonymous with quantitative models [261]. When compared
to existing qualitative approach as shown in case study three (using the OPTIMIS model),
the quantification process of the CSCCRA and its presentation of risk value in monetary
terms was found to promote cost-effective risk mitigation and optimal risk prioritisation.
Participants across the case studies were impressed with the model’s ability to capture the
context for the cloud application, including aspects of the system that might be overlooked
in a traditional asset-based assessment. The decision of the CSPs to continue to adopt the
model’s approach in assessing their other cloud services also confirms the advantages of our
quantitative approach over its qualitative counterparts.

While it could be argued that the positive results of the case study validation were
because the CSPs who took part in the exercise had gaps in their security, which the model
was able to identify and suggest improvements, we caution against the rebuttal of the case
study results. It is imperative to bear in mind that we did not influence the choice of the
CSPs. However, it is possible that the CSPs chose to participate in the case study because
they realised the inadequacy of their security controls and wanted an assessor to help them
identify their risks. As we continue to trial the model, even after the DPhil process, we
envisage that an ideal organisation for a fourth case study will be a CSP who is compliant
with industry standards, has a good security culture, maintains an information security
function, and has a good grasp of their supply chain. In such an organisation, it will be
challenging to predict the usefulness or applicability of the model, but we can hypothesise
that if the organisation does not have a supply chain map of their service or conduct a
regular supplier assessment, the model will still be valuable.

As we have seen throughout the case studies, the supply chain remains a blind spot for
many CSPs, and the inadequacy of CSP’s security controls are revealed when considered
in relation to the vulnerabilities of the supply chain. For example, the recent report by

the NCSC uncovered 70 full copies of 4 different OpenSSL versions, ranging from 0.9.8
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to 1.0.2k used in Huawei products, many of which had publicly disclosed vulnerabilities
and are unsupported [55]. Considering the firm’s size and the possible maturity of their
security function, this should have been noticed and dealt with. However, seeing that it was
not discovered, we believe such circumstance can benefit from the decomposition process
included the pre-assessment stage of the CSCCRA model.

Lastly, bearing in mind that the successful application of the CSCCRA model to the
three case studies cannot be easily generalised to all cloud delivery and deployment mod-
els, we make a case for the generalisation of the theoretical propositions that the model
represents. We see from the results of the assessments and participants feedback, how the
systematic use of this supply chain-inclusive model presents stakeholders with a bigger pic-
ture of their cloud risk landscape and increase their objectivity during risk estimations.
However, we recognise the need to improve stakeholder’s estimation of their asset and im-
pact cost during the risk analysis phase, as some participant estimations continue to show
signs of extreme subjectivity. This subjectivity was exacerbated by our inability to conduct
a vulnerability assessment of the SaaS application in real-time, as a complement to the risk
identification phase. Although none of the CSPs had a recent vulnerability report before
the case study, they were also reluctant to conduct one. This meant that we employed best-
efforts in confirming the susceptibility of the cloud assets to the potential vulnerabilities
and in estimating risk factors.

In summary, the empirical results derived from the case organisations confirmed the
applicability and validity of the conceptual model presented in Chapter [l The strengths of
the model’s approach as identified by the participants include its supply chain inclusivity,
its support for different stakeholder opinions and perspectives, its comprehensive approach
to risk assessment and its ability to promote valuable discussion amongst stakeholders. The
case study results confirm the ability of the model to meet a wide range of cloud provider risk
assessment needs. Through these case studies, we observed how participatory research [41]
caused science and practice to meet, interact, and develop an understanding of provisioning
risks and security in the cloud. The case organisations recognised CSCCRA as an objective
risk assessment model and acknowledged that the lack of statistically reliable and relevant

past data on cloud risks is no longer a deterrent to quantitive risk assessment [112] [143].

8.2 Case Study Findings and Conclusion

These case study results, concludes our three-staged approach to validating the usefulness
of our proposed model in assessing cloud provider risks. The first stage was an Author Eval-
uation, where we determined if the model’s processes met our initial criteria. The second

was Domain Expert Evaluation, where we got domain experts (industry and academia) who
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were not involved in the process of developing the model, to assess the model for its ap-
plicability, practicality and usefulness. The Case Study Evaluation was the third and most
demanding of the three stages, but it was also the most rewarding. We initially struggled
to get SaaS companies interested in taking part in the exercise, due to organisational re-
source constraints, and legal and confidentiality concerns. Nevertheless, the rigorous process
followed to validate the model with the participating CSPs yielded insightful information
which helps us to improve the overall risk assessment process and develop a practical web
application.

Seeing that it is a good audit practice to start with something small, and to audit
from the outside in [269], the CSCCRA’s approach to cloud risk assessment identifies the
individual components that comprise the cloud service and attempts to assess the suppliers
of those services. By mapping out the supply chain using the CSCM and rating the suppliers
on their implementation of security factors, the model can identify the weakest link, which
represents the most likely source of cyber exposure. These security factors include the
activities, techniques, technologies, policies and procedures that enable the CSP to achieve
a secure cloud service. The CSSA tool is not just meant to improve expert accuracy with
identifying weak links; it also improves the transparency, consistency, adaptability and speed
of these decisions. The resultant effect of the pre-assessment activity is that it improves the
objectivity in stakeholder estimation of risk factor values using the CQRA, which invariably
increases the justifiability of the risk results.

The main conclusions drawn from our case studies are summarised as follows:

e Finding 1: Empirical evidence extracted from the case organisations suggests that
assessing cloud risks remains a challenge to cloud providers. Two of the three case
organisations who although were concerned about their cloud security risks did not
have a structured process in place to assess those risks. We discovered that the ap-
plication of the traditional assessment frameworks within the three case organisations
was to confirm their adherence to security standards (processes) and did not necessar-
ily assure their security. There are only four technical domains within the ISO/IEC
27001 framework, and these domains are not sufficient in themselves for conducting
the technical security assessment of a cloud service [28,[I53]. As such, these traditional
frameworks, which are mainly targeted at supporting organisation-wide assessments,

cannot be manually fitted to assess the overall risks of SaaS providers.

e Finding 2: The empirical evidence supports our hypothesis that the application
of the CSCCRA model to cloud environments, addresses the cloud’s insufficient due
diligence challenge [208], by increasing visibility into the security controls of cloud

suppliers. A recurring theme through the case studies was the ability of the model
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to provide stakeholders with the “big picture” when addressing cloud risks. Statistics
have shown that many of the most severe breaches have happened to suppliers of
major companies and not directly on the company’s infrastructure, yet the impact is
the same [314]. According to a Forrester survey [132], third parties were responsible
for 21% of the confirmed breaches in 2018, an increase from the 2017 data. From the
case studies, we learnt that the structural analysis of the interdependence between the
various components of the cloud service reduces the CSP’s blind spots. The empirical
findings also show that the application of the model causes stakeholders to rethink
their established interpretations of the cloud service’s security, question their initial

supplier selection and re-visit their design strategies.

Finding 3: The study confirmed that the application of mathematical operations to
cloud risk assessment, promotes transparency. The CSCCRA model required stake-
holders to document all their assumptions about the cloud service, its suppliers and
their security posture. According to the participants, this approach was useful in
increasing the objectivity and justifiability of the risk estimations. The structured
format of the assessment also ensures that the process is repeatable and understand-
able to a wide range of stakeholders. All three case organisations confirmed that the
presentation of the risk value in monetary terms gave them a more accurate view of
their cloud risk and provided a basis for comparing mitigation cost and future risk

assessment results.

Finding 4: The findings from the case organisations substantiates the advantage of
a combined stakeholder approach to risk estimations over the siloed method. The risk
analysis phase allowed multiple business and technical stakeholders to take part in the
identification, estimation and evaluation process, to combine expert knowledge about
the cloud service. This approach yielded positive results, particularly with the risk
estimation, where experts’ subjective confidence (overconfident or underconfident)
was checked, to allow the risk assessor to provide a reasonable single risk value to
decision-makers. The process allows stakeholders to discuss the security of the cloud
service, which they had no prior opportunity to do, due to their busy schedules or

organisation structure.

Finding 5: The study findings enforce the need for CSPs to re-visit their cloud
strategy during the risk assessment process. Applying the CSCCRA model, CSPs
can evaluate if their current cloud setup is still fit for purpose while reviewing the
suitability and effectiveness of existing security controls. As seen with CSP-B, using
the model caused them to make new design decisions to align the cloud service with

the expectation of their customers and improve their service delivery. Organisations
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should see the dynamism of the cloud as a call to continuous security and design
improvement, and the CSCCRA has exhibited signs of being a model that can assist

CSPs in their cloud transformation journey.

e Finding 6: The empirical findings support the CSCCRA’s proposal for assisting
CSPs to conduct a continuous assessment of their security risks. With the use of
the CSCM and CSSA tools, CSPs can identify suppliers who no longer meet their
security, legal or jurisdictional requirements, while considering alternatives. Seeing
that the dynamic, distributed and multi-tenant nature of the cloud exposes it to
various risks and uncertainties, the application of our model, despite its static nature,
confirmed that a systematic and proactive approach to CSP SaaS risks helps with the
continuous assessment and management of resulting risks. In cases where a gap is
detected in a supplier control, CSPs can proactively implement a safeguard to protect

their service from potential threats.

e Finding 7: The findings from the case organisations validates the applicability of the
model to different SaaS CSP needs. The case studies showed support for the usefulness
of the model is assessing risks involved in the design, deployment, configuration, or
operation of the cloud. As a result of the assessment, we observed each CSP re-
visiting an aspect of their initial design while looking to tighten up their security
controls. This approach is also known to boosts customers’ trust. According to Khan
et al. [I70], any solution that provides the CSP with continuous visibility of its overall

risk landscape contributes to the viability of the service.

In summary, while it seems like much progress has been made in cloud risk assessment
particularly from an academic standpoint, our case studies have shown that the practical
aspects of assessing cloud provider risks are still relatively unexplored. We found out that
CSPs are still in the dark as to how best to identify, estimate and mitigate their supply
chain cloud risks. These practitioners struggle with security risk assessments. They find
the process of understanding their risks, measuring their security and calculating their
return on investment burdensome. No wonder many organisations have largely discounted
risk assessment results, with some not bothering to conduct a systematic analysis of their

service and others outsourcing the process to external consultants.

8.3 Towards a Capability Maturity Model for Cloud Risk
Assessment

In this section, we characterise the different stages of organisational maturity in cloud risk

assessment. According to Christopher [316], a maturity model is a set of characteristics,
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attributes, indicators, or patterns that represent capability and progression in a particular
discipline. A maturity model helps to understand the capability of an organisation and
assess the maturity of their processes.

While this was not initially part of our research plan, the findings emerged organically
through the rich data gathered from the three case study exercises and our conversation
with other cloud based organisations. We measure the progress of each organisation using
maturity indicator levels ranging from stage 1 (chaotic/ad-hoc) through to stage 5 (proac-
tive/strategic). The five stages presented in Table leverages the knowledge in common
capability maturity models [49] 133, B16] and the criteria that make up each of maturity
level is a pointer to each organisation’s attitude to risk management, and the processes they
have in place to address cloud risks.

With the increased awareness of cloud cyber threats emanating from the supply chain,
there is a need to objectively assess and reliably measure the risk assessment maturity
of providers and suppliers involved in the delivery of cloud services. Using the metrics
identified for each stage of the CMM in Table we rated the three case organisations.
Both CSP-A and CSP-B were rated as belonging to Level 2 (repeatable) of the CMM, while
CSP-C was evaluated to be in Level 1 (ad-hoc). While both CSP-B and CSP-C do not have
an ISO/IEC 27001 accreditation, the distinction between them lies in their awareness of
cloud risks and the strategy involved in cloud risk management. CSP-C is heavily reliant
on individuals for success (e.g. CTO). Its management’s lack of oversight of cloud service
risks and their inconsistent risk decision-making contributed to their Level 1 rating. To
enhance its rating, CSP-C’s management will need to improve the security culture within
the organisation. We believe this will happen naturally as they go through the ISO/IEC
27001 accreditation, and apply the lessons learned to their cloud risks.

CSP-B, despite the size of their security function, met most of the criteria of Level-
2. Compared to the other two, they had a defined strategy for cloud selection and a
sound awareness of the supplier’s security processes. As for CSP-A, one can say that their
compliance with an international standard (ISO/IEC 27001), contributed to the success of
their cloud risk assessment process. Nonetheless, they are still some way from attaining
Level 3 on the CMM scale, even though their attitude to cloud risk management shows
promising signs of improvement. An example of their attitude to risk is that following our
case study exercise, they called the researcher to discuss the risk treatment suggestions in
more detail to determine which controls to prioritise. This attitude highlights the merits of
the CSCCRA model.

Our case study using the CSCCRA model exposed SaaS organisations to areas where

their controls and processes were inadequate and provided them with suggestions on how to
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improve. Therefore, we believe that the use of the CSCCRA model for the continuous assess-
ment of cloud risks will result in cloud provider organisations progressing along the scale of
maturity indicators, moving from Level 1 (chaotic/ad-hoc) to Level 5 (proactive/strategic).

In conclusion, we hope that this risk assessment CMM will be widely accepted within
the cloud community. We believe that its use will improve stakeholder confidence in cloud
suppliers. The CMM will make it possible for cloud organisations to know the level of their
partner’s maturity, monitor their improvements, and benchmark their performance against
other alternative suppliers. Also, seeing that all cloud providers will be striving to attain
the proactive level of maturity (level 5), this will eventually reduce cyber risks in the supply

chain and improve the risk management strategies of cloud stakeholders.
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Chapter 9

System Development -
Implementing CSCCRA as a Web
Application

In this chapter, we build on the result of the model’s validation with CSPs (chapters [7| &
to develop our initial prototype into a web-based risk assessment application. Seeing that
the prototype used for the case studies was an integration of excel spreadsheet macros and
commercial off-the-shelf (COTS) applications, we proceeded to replicate the functionality
integrated into the prototype and improve the usability of the tool. Moreover, the nature
of the initial prototype meant that it could not be migrated to the cloud, where it can
be assessed by CSPs who need it. Furthermore, as we mentioned in the literature review,
only a small amount of proposed models have been developed into usable tools for cloud
risk assessment [I13]. Therefore, to address this gap and promote the use of the CSCCRA
model within the cloud industry, we designed, developed and evaluated the CSCCRA web
application. In the following sections, we describe how we implemented our design of the

web application and evaluated it with researchers and professionals in the cloud industry.

9.1 System Development

As with all good developments, our design took advantage of some user-centred design
principles including active user involvement, simple design representation, prototyping and
the use of usability champion [126]. To meet the requirements we set for the application in
section and comply with the design of the web application in Figure [4.6] we decided to
build the tool using the Python programming language. Python is a fast, powerful and open-
source programming language that integrates systems effectively [231]. We implemented
the application using Python because of its vast array of predefined functions that helps to
simplify Monte Carlo Simulations, and the easy integration of Python with the Hypertext
Markup Language (HTML) using web frameworks such as Flask and Django. In deciding
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between the two main Python frameworks, i.e. Flask and Django, we chose Flask because
it is easy to setup, flexible and is considered to be more explicit than Django [195].

To encapsulate all of the web application’s attributes and behaviour, we developed a
model. We expressed the relationship between the objects and describe the web application
using a Unified Modeling Language (UML) class diagram (see Figure . According to
Sommerville [292], class diagrams are used when developing an object-oriented system model
to show the classes in a system and the associations between them. As shown in Figure
the structure of the designed software was conceived to mirror the risk assessment
steps of the CSCCRA model. Each class in the UML diagram represents an essential part
of the CSCCRA assessment process. Except for the registration and user login page, the
risk summary page and the help page, all other web pages included in the web application
represents a part of the initial prototype and a stage in the CSCCRA model. We scoped
our implementation to aspects of the model that demonstrates our core research idea and
gives insight into how CSPs will use the model to assess their cloud risks.

In implementing our design, we installed Python 3.5.2, which had SQLite3 included
in the standard library [231]. SQLite provides a lightweight disk-based database, without
requiring a separate server process, which was sufficient for this stage of our development.
To apply cascading style sheets (CSS) to our HTML webpages and to save time building
the web application, we downloaded a free, fully responsive HTML5 site template [8], which
was released under the Creative Commons Attribution (CCA) 3.0 license®. Using the Flask
framework v.1.0.2, we placed all HTML files into folders called templates while the CSS,
javaScript and images, were stored under the static folder. Using our Python code, Flask
takes care of the server-side processing, receiving HT'TP request through the webpages and
dealing with those requests. All user inputs, including the identification of SaaS components,
supplier identification, risk identification, risk analysis, and the evaluation of cloud risks
were implemented through the Python code. Figure[9.2]is a screenshot of the application’s
homepage after login, while Figure shows the process of running the web application
from the command-line interface (CLI). As shown in Figure the app object (app.py) is
an instance of the Flask object, which acts as the central configuration object for the entire
web application.

The web application was designed to provide a good user experience (UX). Consciously,
we did our best to ensure that the navigation was intuitive, input methods were consistent,
and there was a visual hierarchy to the data. As earlier mentioned, the three case studies
conducted to validate the usefulness of the model, provided a background for our approach

to this tool. While we recognise this might not pass as doing proper user research on the

3Miniport is a free, fully responsive HTML5 site template designed by AJ for HTML5 UP & released
under the CCA license.
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Figure 9.2: Homepage of the CSCCRA web application

ion environment.

Figure 9.3: Running the web application from CLI

development of the tool, it provided us with enough information to design and implement
the application. During the process, we identified aspects of the risk model that required
guidance from the assessor and simplified these operations in the web tool. For example, the
concept of estimating the probability of risk event had two considerations (with or without
security controls). The case study participants judged these probability estimations as
confusing, so in the tool, we limited it to one probability estimate. Another lesson learned
from our case studies is about the Monte Carlo simulation using the Palisade @Risk tool.
Using the @Risk tool, it took 90secs to run five (5) simulations of 100,000 iterations each.
Benchmarking this time against the time expended when the same amount of simulation
was done on our code, we realised ours took considerably longer (circa 230secs). Therefore,
in keeping with our UX design focus, we reduced the number of iterations, running only
10,000 iterations over three simulations.

The design of the web interface provides users with useful hints on the risk assessment
process and nudged them in the right direction, offering user-friendly feedback when a
wrong input is entered. The web application has a help page (see Figure , which

explains the CSCCRA risk assessment process and provides a step-by-step guide on how
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to complete each phase of the assessment. We leveraged the feedback mechanism (flashing
message) integrated into the Flask framework to present users with a message at the end of
a request. The application is designed around the needs of users and therefore, is built for
human speed. It enables stakeholders within CSPs to collaborate while still going through

the risk assessment process at a good pace, presenting them with the result promptly.

@® 127.0.0.1:4000/help

Home Pre Assessment Risk Assessment Contact Help
Get help with using the CSCCRA software toolkit

These are the five main steps of the CSCCRA model as shown in the figure below:

5. Input risk values to the CSCCRA guantitativ lat ol, t k value in monetary terms
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Security
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* Modification of sensitive data Analysis

-
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Create a CSP Account and User Logi

Identify Saas Components......

Fro Home;
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335 Components

plier name, component type, service category, criticality and data processing and

r security posture

Figure 9.4: User help page for the CSCCRA web application

Lastly, despite the short time the researcher had to implement the tool, we reckon the
development of the web application has been a success. However, there exist some limita-
tions. For example, in the course of developing the application, we noticed that the Flask

framework had no database abstraction layer, nor does it support form validation. This
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meant that we had to write the codes for form validation, which was not ideal. Also, while
SQLite supports multiple users, it locks the whole database when writing, which can be-
come an issue when different CSP users make concurrent writes. As we look to migrate the
web application to a cloud platform, we need to address these gaps and others that will be
identified in the course of the evaluation. In our future iterations, we plan to install exten-
sions for object-relational mapper (ORM), form validation and open authentication. Also,
we plan to migrate the application’s database to MSSQL or MySQL and use SQLAlchemy

for the database abstraction layer to map the database data into python objects.

9.2 System Evaluation

Having validated the applicability of the CSCCRA model to assessing CSP risks in chapters
[7 & [8] the evaluation of the web application is to confirm the usefulness, suitability and
practicality of the application when used by CSPs to assess their risks. As such, following
the development of the CSCCRA web application, we evaluated the tool in two phases.
First, we evaluated the application with a focus group made of five computer science and
cybersecurity researchers. Secondly, seeing the critical feedback that could be gained from

professionals in the field, we evaluated the application within a CSP environment.

9.2.1 Focus Group Evaluation

We evaluated the workings of the web application by demonstrating the risk assessment
process to a focus group made up of five computer science and cybersecurity researchers
from Oxford University. We gave a brief introduction of the model and the aim of the
exercise. We presented the participants with a sample case study, explaining how the
model will assess the risk in the given scenario. After this, we got one of the participants to
launch the web application and begin the risk assessment of the sample case study with the
group, starting with the pre-assessment activities (component identification, supply chain
mapping and supplier assessment) before progressing to risk identification and evaluation.
We informed the group of the need to reference the help page (see Figure should they
get stuck on a process and also reach out to the researcher who was on hand to assist.
Through the process, we got the participants to discuss their observations and to point out
the merits and limitations of the web application.

At the end of the 3-hour activity, we presented the group with a questionnaire to evaluate
the web application (see Table . For each of the evaluation criterion we required the
participants to rate the web application on a scale of 1 to 5, where 5 = Outstanding, 4
= Good, 3 = Satisfactory, 2 = Poor and 1 = Unsatisfactory. The questionnaire asked
questions meant to help us gauge how well we met the top five requirements identified in
the specification phase (see section .
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Table 9.1: CSCCRA Web Application Evaluation Questionnaire

Outstanding Good Satisfactory Poor Unsatisfactory

(score = 5) (score =4) (score = 3) (score =2) (score =1)

1. The user interface is intuitive and promotes easy navigation

2. The application handles invalid user input correctly

3. The application outputs quality data to the user

4. The application is demonstrably effective for assessing CSP risks
5. The information provided in the help page is clear, concise,

and informative

6. The risk assessment result is presented in a usable format

7. The application is practical for CSP environments

8. The application supports continuous monitoring of CSP risks

9. The application supports collaboration among CSP stakeholders,
including stakeholders with varying abilities and experiences

10. The web application achieves its purpose

As shown in Table the group feedback confirmed the web application was useful,
viable and practical for assessing CSP risks. All the evaluation criterion were rated as sat-
isfactory (3) and above. From a usability perspective, the feedback was positive. Some of
the highlighted application benefits, related to its accessibility (browser-based), the under-
standability of the assessment process and the ease-of-use. Participants acknowledged how
each step in the model fed data to the next step and highlighted the progressive nature
of the web application. However, the application exhibited some shortcomings during the
evaluation, many of which were related to error handling and performance. The partici-
pants observed that the application depended on the quality of the input data, and in some
cases, did not handle invalid inputs correctly. The group scored the application low on its
error handling abilities (mean score of 3.4). We accept the criticism and see it as an area
for improvement in future releases. Also, the group identified that the risk analysis module
was slow to compute cloud risk value. While we identify the need to improve the simulation
time, possibly by leveraging high-performance cloud servers, we drew the attention of the
group to the limitation inherent in the @QRISK tool, and how we have modified the number
of iterations to achieve a balance between accuracy and usability.

Overall, the group’s evaluation of the tool judged it to be fit-for-purpose and useful
for assessing cloud provider risk. The participants also concluded that the application
fulfils the purpose of the CSCCRA model (mean score of 4.2). They identified areas where
improvements can be made, such as the layout of the icons, improved graphics, use of
placeholder attributes (describing expected values for input fields) and increased speed
of computation. While some of the suggestions were immediately implemented, others
that require more effort were marked for future releases, when the web application will be
migrated to a cloud platform. It is worth noting that we did not evaluate the security of the
application. This is because, as of the time of the group evaluation, we had not conducted

a web application security test, and are currently not confident of its security. Hence the
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Table 9.2: Focus Group Evaluation of the Web Application

No. Mean Score Star.nda}rd
Deviation
1. The user interface is intuitive and promotes easy navigation 4 0.71
2. The application handles invalid user input correctly 3.4 0.55
3. The application outputs quality data to the user 4.4 0.55
4. The application is demonstrably effective for assessing CSP risks 4.4 0.89
5. The information provided in the help page is clear, concise, 48 0.45
and informative
6.  The risk assessment result is presented in a usable format 4 0.71
7.  The application is practical for CSP environments 4.4 0.55
8. The application supports continuous monitoring of CSP risks 3.8 0.45
0. The application supports collaboration among CSP stakeholders, 44 0.55
including stakeholders with varying abilities and experiences
10. The web application achieves its purpose 4.2 0.84

reason why we limited this evaluation to the functionality, usability and data integrity of

the web application.

9.2.2 Case Organisation Evaluation

Seeing that the focus group evaluation was reasonably successful, we progressed to evaluate
the model in a real-world environment. While we did not conduct a new case study using
the automated tool, we evaluated the usefulness and practicality of the web application
with one of our three case organisations (CSP-C). In this evaluation, we got CSP-C to
use the application in assessing some of the risks identified in a different case study (see
Table and later obtained feedback using the questionnaire in Table We approached
this evaluation in this way because we reasoned that having CSP-C assess the risk of an
organisation they were not familiar with, will help them to focus on the workings of the
application. Similar to the focus group, each question addressed an evaluation criterion and
required each participant to rate the tool on a scale of 1 (Unsatisfactory) to 5 (Outstanding).
We followed up the questionnaire with open-ended questions around the web application
and how the CSP evaluated its applicability to their environment. Three of the participants
who took part in the earlier case study were available for the evaluation.

Ideally, we should have evaluated the web application with a new case organisation,
but for the time required to setup a case study and conduct the analysis, we chose to
leverage one of our existing case organisation. The opportunity to evaluate the application
with CSP-C came when the researcher visited the organisation to present the case study
results to the team and discuss the risk treatment suggestions. CSP-C found the case study
exercise valuable and were willing to support our bid to make the risk assessment application

available to a broader audience. Nevertheless, evaluating the application with one of our
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Table 9.3: CSP Evaluation of the Web Application

No. Mean Score Star.nda}rd
Deviation
1. The user interface is intuitive and promotes easy navigation 4.67 0.58
2. The application handles invalid user input correctly 4.0 1.00
3. The application outputs quality data to the user 4.67 0.58
4. The application is demonstrably effective for assessing CSP risks 4.67 0.58
5. The .informat‘ion provided in the help page is clear, concise, 5.00 0.00
and informative
6.  The risk assessment result is presented in a usable format 4.33 0.58
7. The application is practical for CSP environments 4.67 0.58
8. The application supports continuous monitoring of CSP risks 4.00 0.00
0. The application supports collaboration among CSP stakeholders, 467 0.58
including stakeholders with varying abilities and experiences
10. The web application achieves its purpose 4.33 0.58

case organisations turned out to be a sound decision because the participants were already
aware of the model based on the workings of its earlier prototype.

To begin the assessment, we provided the participants with a brief description of the
application and the refinements we have made to simplify the model based on case study
suggestions. We assured the participants that the web application followed the systematic
flow of the model and covered all its essential steps. The participants were made aware of
the help page and the definition of essential factors which have been provided to ease the
use of the web tool and reduce mental fatigue. The researcher notified the participants of
our intention to observe them as they used the tool to assess their cloud risks. A more
detailed description of how the stakeholders completed each step of the assessment process,
including screenshots taken during the evaluation can be found in Appendix [E]

At the end of the exercise, the participants completed the evaluation questionnaire (see
Table and discussed the merits and shortcomings of the application. The participants
confirmed the usefulness of the web tool for assessing cloud provider risks and emphasised
the importance of CSPs having a web tool that can ease the risk assessment process. One
of the participants said, “with this tool, CSPs no longer have to maintain spreadsheets and
documents for their risk assessment”. Another participant mentioned that with the appli-
cation, ‘‘CSPs no longer have to share their most sensitive risk information with external
assessors, but can input it directly into the tool”’. They identified that the web applica-
tion gives CSPs the ability to monitor and update their security risks continuously. They
reckoned that with a few clicks, CSPs can update their risk register or supply chain map,
assess the influence of a supplier change on the SaaS’s security posture and estimate their
cloud risks. The participants highlighted the contrast between the manual process where
only the researcher had access to the integrated but disjointed prototype tool, and the cur-

rent situation where the CSP themselves are driving the risk assessment process, with little
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assistance from the researcher.

Similar to the focus group, the participants found the information contained in the
application’s help page clear and concise and one of them said, “I should be able to run
through the process without any assistance, based on the information in the help page”. We
take this as a compliment but look forward to addressing the shortcomings identified in
both evaluations before migrating the tool to the cloud. The shortcomings identified during
this evaluation were similar to those already identified in the focus group evaluation. Other
areas where the participants suggested improvement include providing CSPs with a view
of the risk register before risk factor evaluation, reducing data input by allowing experts
re-use/edit their past estimations, improve graphics and enable support for multi-user login.
We welcome their suggestions and hope to make the changes to the application in our future
releases.

Lastly, based on the preceding paragraphs and sections, it can be concluded that in the
context of these evaluations, there is significant support for the CSCCRA web application.
While we look to improve the UX, design, security and performance of the application, this
support confirms the applicability and practicality of the application to assessing CSP risks.
In conclusion, this evaluation validates the CSCCRA’s inclusive, structured and systematic
approach to cloud risk assessment, and its ability to assist CSPs in delivering objective risk

results.

9.3 Summary

In this chapter, we completed a two-stage evaluation of the CSCCRA web application.
First, we demonstrated the application within a focus group setting, after which we got
a real-world CSP to use the application in assessing cloud risks. Acknowledging that the
application might not pass the scrutiny of automated and quantitative evaluation strategies
such as Web Quality Evaluation Method (WebQEM) [228], our elementary but structured
evaluations, confirmed the usefulness, suitability, practicality and quality of the CSCCRA
web application.

Our implementation met the requirements identified in the specification and design
phase and was judged by the participants to be intuitive, understandable and reliable,
with no apparent issues such as broken links or orphan pages. They found the help pages
useful, providing them with the required information on how to complete the assessment.
However, despite the application being appraised to be practical and applicable to the
cloud industry, there were some limitations, particularly around its performance and user
experience. From what we observed, these shortcomings were not viewed as factors that
undermined the usefulness of the application and we hope to improve on these factors in

future releases.
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Chapter 10

Conclusion

10.1 Introduction

A key goal of this thesis was the investigation of the effect of supply chain transparency on
cloud risk assessment. We broke this goal down into four phases, including the validation of
the supply chain transparency and risk assessment gaps, the proposal of a risk assessment
model to address some of the gaps and the evaluation of the proposed model. Having accom-
plished our goal, this chapter ends the thesis by presenting project conclusions, limitations

of the study and directions for future work.

10.2 Conclusions and Discussion

In concluding this research project, we must begin by assessing the achievement of our
original aims and objectives. This research which was motivated by a series of cloud service

outages in 2016 & 2017, set out in Chapter [I] to address the following research goals:

Establish a theoretical foundation for the study regarding cloud supply chain trans-

parency and its effect on cloud risk assessment;

Validate the existence of cloud supply chain gaps with industry practitioners;
e Propose a risk assessment model that addresses the supply chain transparency gaps;

Validate and improve the proposed model, including implementing the model as a

web-based software.

Our central query was as follows: Can the transparency of the supply chain improve the
objectivity of cloud risk assessment? We tackled this central objective by posing four key
research questions (RQ), and we believe each question has been addressed in the previous
chapters of this thesis. We explored the potential of a quantitative and supply chain-

inclusive approach to assessing cloud provisioning risks within SaaS environments and based
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on our results confirmed the applicability of our approach. While there are previous studies
on cloud provisioning risk assessment, as shown in Section[3.2] to the best of our knowledge,
CSCCRA is the first quantitative cloud risk assessment model that addresses the effect of the
supply chain transparency on cloud risks. We established through numerous investigations
that our approach, which admittedly increases the rigour involved in the risk assessment
process, also enhances the objectivity, repeatability and reproducibility of the assessment
results.

To summarise our project, we begin with our initial study (survey and interview) with
industry experts on the effect of transparency on cloud supply chain risks (Chapters 4] & .
Before conducting this study, our review of the literature showed that little attention was
paid to the supply chain as a source of cloud risks. The result of this study confirmed that
cloud stakeholders had limited visibility or awareness of their third party risks and estab-
lished how the visibility had hindered them from adequately assessing their risks (RQ1.1).
The study acknowledged the role cloud transparency, particularly the visibility of security
controls and processes, played in improving customer confidence in cloud services and re-
ducing perceived risk. It went on to suggest transparency features which cloud providers
should be willing to share with their customers.

As a follow up to the study and to assess if current risk assessment methods adequately
assessed cloud supply chain risks, we conducted another survey with cloud providers and
customers (RQ1.2). This survey was to understand the industry practices with regards to
cloud risk assessment and to gauge the participants level of awareness of cyber supply chain
risks. The evidence from the survey suggested that the current industry approaches were
unable to address the dynamic risks of the cloud, which involves the more extensive supply
chain. With limited visibility of security controls across the supply chain, stakeholders
conducted their cloud risk assessments at yearly intervals and employed the use of traditional
(qualitative) methods, which are subjective in their assessment of the Target of Assessment
(ToA). We concluded that due to the potential multiplicity of actors and the evolving nature
of cloud risks, conducting static one-time risk assessments which concentrates on the focal
organisation can no longer suffice.

Given the scarcity of initiatives for the practical implementation of a quantitative risk as-
sessment model, we proposed the CSCCRA model, a quantitative and supply chain-inclusive
approach to assessing cloud risks (Chapter @ The scope of the project was also reduced to
assessing cloud provisioning risks within SaaS CSP environments. We chose to investigate
the impact of the model on cloud providers first because we identified the advantage CSPs
have over their customers concerning supply chain transparency and visibility of security
controls. Despite the often-cited concerns about quantitative risk models [32] [167], imple-

menting the CSCCRA model as a quantitative model was more applicable to our research,
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not least because of its use of a rigorous process which allows for a deeper understanding of
the interconnectedness of cloud risks. Being an inclusive and business-aware model, assess-
ing risks using the CSCCRA model facilitates a situation where stakeholders (business and
technical) from different arms of the CSP organisation contributes to the comprehensive
understanding of the cloud risks coherently. Likewise, quantifying cloud risks in monetary
terms also helps to move the economic implications of cloud risks from a compartmentalised
technical issue into a business issue [261].

Building on the systems thinking principle of the whole being more than the sum of its
parts, the CSCCRA model assesses CSP cloud risk, not based on the risk of individual com-
ponents in isolation, but by understanding the interactions, dependencies and relationships
that are involved in the delivery of the service. We proposed the need for CSPs to analyse
the complete path of the SaaS application flow, verify the security posture of suppliers and
identify the blind spots in the supply chain, leaving very little room for assumptions. As
such, the model requires the CSP to be aware of the logical and physical dependencies they
have on their supply chain. The cloud supply chain mapping (CSCM) component helps
CSPs to detect convergence risks by visualising information flow through critical suppli-
ers. The CSCM is also implemented as an asset management tool and is fundamental to
incorporating good IT governance to CSP environments.

Furthermore, the model requires the CSP to be aware of their supplier processes, eval-
uate supplier security controls and identify weak spots in the supply chain. For this, we
introduced the cloud supplier security assessment (CSSA) tool, a supplier rating service
into the CSCCRA model. The CSSA tool works on the premise that security can only be as
effective as the weakest in the chain from end-to-end. To identify the reliability and secu-
rity factors cloud providers can use in evaluating suppliers (RQ2), we engaged in a Delphi
study. The Delphi study achieved consensus on a total of 52 security criteria grouped into
nine target security dimensions, many of which corresponded to security measures included
in recognised security standards and control sets such as ISO/IEC 27001/2, NIST SP 800-53
and COBIT v5 (see Appendix .

Following the development of the CSCCRA model, we completed a three-staged evalua-
tion process to validate the usefulness and applicability of our proposed model in assessing
cloud provider risks. We conducted an Author Evaluation, Domain Ezpert Evaluation (see
Section and culminated it with a Case Study FEvaluation (Chapter . Also, we sys-
tematically evaluated the model with three other conceptual models proposed for cloud
provisioning risks (see Section and carried out a completeness comparison of our model
with other established risk assessment standards (see Section . The evaluations con-
firmed the functional improvements of the CSCCRA model on the existing conceptual and

traditional risk frameworks. The novelty of the model to expand its functional scope to
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include the supply chain also played an integral part in its success. The CSSCRA approach
helps CSP address some of the common challenges of the complex 215 century organisa-
tion [13§], e.g. identify and assess cloud suppliers, expose areas of weakness, assist CSP to
prioritise risks based on the level of exposure.

The empirical findings from our in-depth case study evaluation of the model with three
SaaS CSPs (Chapter , confirmed the usefulness and applicability of the model to CSP
environments. According to the case organisations, the components of the CSCCRA model
provide CSPs with an insightful view of their supply chain risks. The CSCM simplified
the presentation of complex supply chain information using maps, while the CSSA brought
transparency to the security posture assessment of cloud suppliers, providing a quantitative
measurement of security performance across the chain. The pre-assessment tools (CSSA
and CSCM), provided stakeholders with the “big picture” of their threat landscape, with
this increasing their objectivity during the risk assessment process and the justifiability
of cloud risk assessment results (RQ3). Both tools addressed the clouds’ insufficient due
diligence challenge [208], by increasing visibility into the security controls of cloud suppliers.
They complemented the risk assessment process and improved CSPs understanding of their
cloud risks, although, produced more tangible results in the identification of operational
and infrastructural security risks.

The entire risk assessment process fostered collaborative communication among the
stakeholders, which was judged to be more advantageous when compared to the siloed
approach of traditional risk assessments. The participants acknowledged the flexibility of
the model to address different SaaS CSP needs, including but not limited to, continuous
risk assessment, redesign of cloud architecture, supplier selection and cost-benefit analysis
of mitigating security controls. The model’s supply chain inclusivity and ability to present
the value of risk in monetary terms, owing to its quantitative approach, was said to have
bridged some of the existing cloud risk assessment gaps.

Acknowledging that practitioners have long claimed that success in risk assessment can
only be achieved by the application of a systematic and robust approach [259], our ap-
plication of the CSCCRA model to assessing cloud risks confirms this claim. The case
study participants affirmed that the model follows a systematic, structured, transparent,
responsive and inclusive approach to risk assessment. The results of the case study risk
assessment show that the model improves human judgement on security risks, by applying
techniques such as calibration, subjectivity probability, collaboration and decomposition of
factors [143]. However, we recognise there is still room for improvement, seeing that stake-
holder’s estimation of their asset and impact cost still show signs of extreme subjectivity.
Despite the imperfections, the three case organisations, who were more acquainted with the

qualitative risk assessment methods (e.g. ISO/IEC 27001), were willing to continue using
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the model to assess their cloud risks. This singular gesture supports the advantage of our
approach. Comparing the CSCCRA to an existing qualitative method (see Section , we
realised that the ability of the model to decompose a cloud risk data into a clear, observable
and useful format and present the risk value in monetary terms, was found to promote cost-
effective risk mitigation, optimal risk prioritisation and improved decision-making (RQ4).
The study also confirmed that the application of mathematical operations to cloud risk
assessment promotes transparency.

While assessing cloud risks remains a challenge to the cloud industry at large, and vis-
ibility of security controls remains a leading inhibitor to cloud adoption [74], the results
of this research provide evidence to motivate the need for increased security transparency
by cloud providers [150]. The CSCCRA model contributes a Risk Assessment as a Service
(RAaaS) solution to the cloud industry, which, according to Marianthi et al. [309], is an
open research issue. We satisfied two of the three requirements for implementing RAaaS:
continuous collection of accurate data, and comprehensive qualitative and quantitative met-
rics targeted to the cloud environment. While we do not have an established knowledge-base
of available public information, or a method for accumulating this automatically, our cur-
rent approach which feeds into a modelling tool partially fulfils the third requirement. We
achieved our final research aim of developing the model into a web-based application that
can be used for the continuous assessment of cloud provision risks, where the tool considers
the cybersecurity posture of the broader supply chain in its estimation of risk factors and
resultant risk value (see Chapter E[) Refusing to stop at the conceptual stage, we evaluated
the effectiveness of the developed web application with a focus group and a case organisa-
tion. Both evaluations appraised the web application as being practical and applicable to
the cloud industry, despite its limitations.

Lastly, while we understand that the uniqueness of our approach to addressing cloud
risk assessment gaps could be seen in some quarters as a break away from the norm and
could be scrutinised for that purpose, our model validation with industry experts and three
SaaS organisations has shown the capability of our model to outperform existing meth-
ods. The case study results have validated the robustness, usefulness, reproducibility and
practicality of our model even within the cloud industry. However with the cloud industry
proliferated with qualitative methods, and cloud stakeholders mainly seeing risk assessment
as a compliance requirement instead of a business enhancer, it might take a while for the
CSCCRA to gain mainstream attention. Nevertheless, we aim to continue pushing research
boundaries and promoting the merits of a supply chain-inclusive approach to cloud risk

assessment.

215



10.3 Limitations

Having undertaken mixed-method research to address our research questions, we, in this
section, identify some of the limitations of our work. Each of the qualitative and quan-
titative study undertaken, i.e. survey, interviews, Delphi study and case study, had their
shortcomings and influences that restricted our methodology. We have discussed the limi-
tations specific to each study in their respective chapters, but here, we critically reflect on
the combined work to recognise areas that might have influenced our conclusions. While
the limitations, common to similar studies, i.e. small sample size and lack of generalisabil-
ity, were evident in this work, our application of scientific rigour throughout the research
process was instrumental to its success.

We begin with the initial survey conducted in Chapter [5| to validate the supply chain
transparency gap in the cloud industry. Seeing that the strength of survey research is in its
cost-effectiveness, reliability and versatility, our study was limited due to its small sample
size. While our case study scenario-based survey elicited quality responses from the cloud
stakeholders and we were able to follow-up the participants by conducting semi-structured
interviews, the findings are less generalisable to the cloud industry. The study was limited
to a small pool of experts, who were willing to take part despite their busy schedule during
a cloud exhibition in 2016. Also, it appears that those who participated were interested in
the subject, which might have skewed the sample. However, we feel that our combination
of qualitative and quantitative methods captured a more complete and holistic portrayal
of the existing transparency gap and identified basic transparency features to bridge the
information asymmetry between cloud providers and customers. Nevertheless, we see an
opportunity for future research to be conducted in this area, where a researcher with access
to a large pool of cloud experts spread across multiple countries, replicates the study to
validate our findings.

According to Scrimshaw & Gleason [277], survey methods are a useful tool in collecting
objective data, but weak in collecting subjective and attitudinal data. Because our next
study was targeted at understanding the industry practices with regards to cloud risk assess-
ment and stakeholder’s level of awareness of cyber supply chain risks, we relied on the broad
capability of the survey method. Although we had a larger sample size (N= 62) compared
to our initial survey, we cannot guarantee the accuracy and honesty of the answers provided
by the respondents, as some of the questions probed the internal risk assessment practices
within the respondent’s organisation. Despite the anonymity of the reporting process, we
are aware that respondents might consciously or unconsciously want their organisation to
look good from the outside, more so as it related to security. Nevertheless, our opinion is
that the majority of the respondents were genuine, and their high internal consistency score

supports our viewpoint.
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Thirdly, in our conduct of the Delphi study to identify security factors for cloud supplier
assessment, we adhered to rigorous guidelines suggested by Okoli and Pawlowski [226] in
the design of the study and selection of its participants. Nevertheless, we acknowledge
the possibility of unintentional researcher bias. Critically reflecting on the process, we are
uncertain if the invitation letter sent out to a broad audience of cloud stakeholders negatively
impacted the quality of the respondents, or if the initial case study-based questionnaire
influenced the participants. To avoid these occurrences, we had before the study, field-
tested the questionnaire with experts and academics, but can not rule out the researcher
bias. We also avoided getting involved in the process and refrained from imposing our
preconceptions on the participants, especially when presenting the summary of the results.
However, we were surprised to discover that many of the identified security corresponded
with security measures included in recognised security standards and control sets such as
ISO/IEC 27001/2 [153], NIST SP 800-53 [221] and COBIT v5 [147]. Our approach also
resulted in low panel attrition, since the participants who took part were interested in the
study and its result. Notwithstanding, seeing that the security of the cloud is subjective and
that the identified security factors are based on the perceptions and opinions of a limited
number of cloud experts, the findings of this study, can not be considered as an exhaustive
list of security criteria for cloud supplier assessment. Besides, while we followed a rigorous
process to reach consensus on the nine target dimensions, we encourage CSPs to be discrete
in deciding which of the criteria to apply to their cloud risk assessment exercise.

Moving on to the case studies conducted in Chapter [7] to validate our proposed model,
we were limited by the location (UK) and service of cloud provider (SaaS). Despite our
efforts at getting well-established cloud providers, we got the impression that they did
not see the value-add of our conceptual model since they were already compliant with
international standards. Also, due to the in-depth nature of the process, we could not
conduct the research on a large scale, which might have provided us with the possibility of
generalising the result. The CSPs, did not have comprehensive knowledge of their supply
chain or supplier processes, nor did they have a recent vulnerability assessment of their
cloud service, and both circumstances increased the subjectivity of their estimations and
the overall result of the assessment. Another limitation of the study was our inability
to carry out an in-depth comparison of the CSCCRA with other conceptual cloud risk
assessment model, as this was judged by the CSPs to be time-consuming. Future research
work might explore this path, should the necessary resources be available to the research
team. Risk assessments are not expected to be perfect, mainly because the data upon which
they are built are often inaccurate. However, the results of the case studies confirm that
our approach was judged to be suitable, sufficient and practical for assessing cloud provider

risks. Our initial findings were convincing, and the implementation and evaluation of the
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developed CSCCRA web application also demonstrated the usefulness and applicability of
the model to assessing CSP risks.

Overall, we accept the limitations posed by our methodology. However, despite the
limitations of this multi-staged research work, to the best of our knowledge, this study is the
first one to consider cloud risk assessment from a supply chain perspective comprehensively.
Our rigorous approach to cloud risk assessment combines aspects of various disciplines,
ranging from cybersecurity, supplier assessment, systems thinking, decision support systems,
transparency, supply chain mapping and quantitative risk assessment to address a cloud
provider need. Also, the findings of this study offer several directions for extending the

knowledge-base in the domain of cloud computing and risk assessment.

10.4 Directions for Future Research

Based on the research reported in this thesis, there are various exciting avenues for future
research, and in this section, we discuss some of the relevant ones.

Information security risk in the cloud has remained a cross-cutting concern for cloud
consumers and providers, seeing that it integrates other factors such as trust, transparency,
accountability and cost. The importance of assessing cloud risks has mainly been motivated
by the dynamic context in which the services and application are implemented. However,
due to the proliferation of the traditional methodologies applied to assess cloud risks, it
would seem that cloud risks are ever-increasing. Furthermore, most organisations, due to
their resource constraint, fail to conduct due diligence on their third and fourth-party ven-
dors, even though there is an ever-increasing dependence on these vendors. They implement
point in time analysis following an incident, or periodic assessment for compliance purposes.

According to Bellandi et al. [38], the stalemate around the research on qualitative risk
assessments techniques has given room for the development of novel quantitative models.
However, building these models on unreliable data or subjective expert guesses will not
improve the status quo. As such, there is a need for more work around cloud incident
reporting and supply chain transparency. We anticipate the need for technology-enabled
automation and proactive solutions in addressing the need for continuous risk assessment
in the cloud. The cloud is amenable to automated risk assessment and mitigation, where
the members of its supply chain can be dynamically monitored for risk and vulnerabilities
within their system, and the risks remediated before getting exploited by attackers. This
process can include scanning for change in supplier configuration or software code, which
triggers an alert for a new risk assessment or potential remediation if applicable.

Due to the numerous indirect assets involved in the provision of cloud services, research
should be conducted on how best CSPs can proactively assess the risk of dealing with all

known suppliers to allow them to identify their limitations and improve their performance.
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The application of a dynamic and flexible risk assessment model which adequately identi-
fies and manages cloud risks based on the context of the environment could be productive.
New cloud models should factor in the interdependence and complexity of individual com-
ponents that make up the cloud service, including the impact of indirect assets in the risk
assessment process. This approach involves the application of structural analysis of the
cloud environment and application of data-driven evidence through the stages of a cloud
assessment.

Therefore, a way to extend the CSCCRA model’s supply chain mapping approach will
be to improve the CSCM so it can generate quantitative measures that characterise the
structure of the cloud supply chain. While the visual representation of the cloud supply
chain remains a useful method for conveying complex dependency information, there is a
need for stakeholders to understand the elements and linkages in their integrated network
ecosystem through quantitative analysis. There is also a need for the CSP to be able to
measure the indirect costs of failures within their supply chain. Moreso, seeing that a risk
event is often assumed to be linked to direct suppliers, whereas, in reality, it could propagate
over different levels, there is a need to simulate various risk scenarios using network analysis.
This analysis enables the CSP to capture risk propagation phenomenon beyond the first-tier.

Furthermore, while the causes of cybersecurity incidents may be technical, their effects
are purely business, with impacts on the reputation and continued viability of the CSP.
Therefore, proposals for cloud risk assessment models should look towards quantitative risk
methodologies that enable them present cloud risks based on its impact to the business (i.e.
loss of business or cost to recover), factoring the value of the asset into the risk estimations.
According to some authors, asset characterisation and valuation, which should be considered
as crucial components of cloud security risks assessment, have not been well discussed in
the existing frameworks [313]. With this in mind, we suggest new models should embrace
quantitative methods in assessing cloud risks and present the risk value as an actual dollar
amount; an approach which is gradually gaining momentum within the cloud industry. Our
research has also provided incentives to strengthen this proposal, and we acknowledge its
potential for improving the quality of cloud risk assessment.

Lastly, researchers and practitioners within the cloud community should strive to de-
velop assessment tools targeted at cloud provisioning risks, which are both useful for science
and practice. This enables CSPs to deal effectively with the risks involved in the design,
deployment, configuration, or operation of the cloud. Also, we anticipate that this will
improve the agility and reliability of cloud services, helping CSPs to handle predicted and
unforeseen changes, while also assisting them in meeting their SLAs. Additionally, re-
searchers should endeavour to implement their proposed models, to measure its capability

and assure its effectiveness in addressing the cloud risk assessment challenges.

219



10.5 Concluding Remarks

This work has explored the effect of supply chain transparency on cloud risk assessment.
While insufficient due diligence among cloud stakeholders continues to be a significant hin-
drance to comprehensive risk assessment [208], our application of the systems thinking
approach to the problem area, provided a more suitable context for CSPs to assess their
interconnected cloud risks. The research showed that CSPs awareness of supplier processes
and security controls together with increased visibility into the vulnerability of the chain,
helps to foresee challenges and enable a proactive response to resulting threats.

Following our validation of the importance of supplier transparency in the conduct
of objective and comprehensive cloud risk assessment, we indicate that the time is right
for Government legislation to be made to promote cloud supply chain transparency. We
believe that if the fundamentals of initiatives such as the United State’s Cyber Supply
Chain Management and Transparency Act of 2014 [260] are applied to cloud computing,
the cloud will be more secure and its adoption rate will improve. Consequently, this will
ensure stakeholders are aware of the possible vulnerabilities in the supply chain and the
capability of their provider’s security controls to address existing gaps.

Taken together, this study provides support for two high-level conclusions. Firstly, the
time is now right for quantitative cloud risk assessment models. Our research has shown
that applying a systematic, structured, transparent and supply chain-inclusive approach to
cloud risk assessment can yield meaningful risk values and support proactive risk mitigation.
Secondly, the call for cloud supply chain transparency is here to stay. Therefore, CSPs need
to be aware of their logical and physical dependencies on the supply chain, understand
their supplier processes, and be more transparent with their customers about the security

controls employed to protect their most sensitive data.
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Appendix A

Glossary

Awvailability - This is the assurance that data will be accessible by authorised parties on
demand.

Application Programming Interface (API) - An API is an easily consumable inter-
face or communication protocol that simplifies access to features or data of an operating
system, application, or service. APIs promote significant decoupling and dynamic binding
of software capabilities.

Cloud Computing - This is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources that can be rapidly
provisioned and released with minimal management effort or service provider interaction.
Cloud Customers - These are individuals or organisations that pay for and use the cloud
services offered by a CSP.

Cloud risk assessment - The step by step, repeatable process used to produce an un-
derstanding of cloud risks associated with relinquishing control of data or management of
services to an external service provider.

Cloud Service - This is a service that is deployed through the cloud computing infras-
tructure. The primary cloud services include SaaS, PaaS and laaS.

Cloud Service Providers (CSPs) - These are cloud computing experts or vendors who
offer some component of cloud computing through their infrastructures to other businesses
or individuals.

Cloud supply chain - This is a network of individuals, organisations, resources, activities
and technology involved in the provision, development, hosting, managing, monitoring or
use of a cloud service.

Complex systems - A complex system is made up of a large number of interacting parts,
who interact in non-linear ways and the whole is more than the sum of the parts.
Confidentiality - This is the assurance that only authorised parties can access data.
Continuous Monitoring - The process of maintaining ongoing awareness of the current

cybersecurity state of a system throughout its lifecycle by collecting, analysing, alarming,
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presenting and using other open-source information to identify anomalies, vulnerabilities
and threats to the system as part of an incident response or risk management solution.
Delphi Method - This is a forecasting technique used to collect expert opinion objectively,
with procedures that allow for anonymity over multiple iterations in a controlled manner.
Frequency of risk event - The number of times a risk event can happen in a year.
Infrastructure-as-a-Service (IaaS) - The IaaS service model is the foundation of all
cloud services as it presents customers with virtualised resources (storage, servers and net-
work) on which they can run their operating system, and build their application stack.
Impact - This is the potential loss associated with a risk item if the threat exploits the
vulnerability.

Integrity - This is the assurance that only authorised parties can modify data.

Monte Carlo Simulation -This is a stochastic modelling tool which is used to provide
estimates for complex problems where there are significant uncertainty.
Platform-as-a-Service (PaaS) - The PaaS service model refers to the delivery of a
computing platform and solution stack as a service.

Probability of a risk event (without controls) - This is the chance that the identified
threats can exploit the identified vulnerabilities.

Probability of a risk event (with controls) - This is the chance that the identified
threats can exploit the identified vulnerabilities with the existing security controls in place.
Qualitative risk assessment - This method employs a set of methods, principles, or rules
for assessing risk based on non-numerical categories or levels(e.g., low, moderate, high).
Quantitative risk assessment - This method employs a set of methods, principles, or
rules for assessing risk based on the use of numbers. It attempts to assign real numbers
to assets, and assigns a dollar value to the impact of a threat on the asset should the risk
materialise.

Risk - The effect of uncertainty on objectives.

Risk model - A risk model defines the risk factors to be assessed and the relationship
among the risk factors.

Software-as-a-Service (SaaS) - SaaS is a model of software deployment whereby a CSP
licenses an application to customers for use as a service on demand.

Supply Chain - A supply chain is a system of organisations, people, processes, information
and technologies involved in the manufacture and distribution of a product or service from
supplier to customer.

Systems Thinking - It is an approach to problem-solving that looks at problems in the

context of a larger system made up of many components, instead of as an isolated challenge.
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Threat - A threat is any circumstance or event with the potential to adversely impact
organisational operations and assets, individuals, organisations or nation through an infor-
mation system.

Transparency - This is the disclosure of security-related practices and controls to cus-
tomers by cloud service providers and their suppliers.

Visibility of Security Controls - The discoverability of cloud supplier or provider secu-
rity controls.

Vulnerability - This is any weakness in an information system, system security procedure,
internal controls, or implementation that can be exploited by a threat source.

Z-score - The statistical measurement of a score’s relationship to the mean in a set of
scores. It measures how many standard deviations a score is above or below the population

mearn.
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Appendix B

Coding, Description and Mapping
of Security Factors
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Figure B.1: Organising the security factors into target dimensions using Affinity Diagram



Table B.1: Description of the 52 security criteria for Cloud Supplier Assessment

No. | Security Factor Subfactors Description
1 Availability of
’ Service
Measure of . . .
downtime and A measure of the uptime commitment by the supplier
. and verification of their adherence to it.
uptime
How reliable is the cloud service offered by the supplier?
Reliability Is the provider made aware of incidents that could affect
the availability of their service in a timely fashion?
SLA compliance Assess the supplier’s adherence to service commitments
P and key performance, requirements stated in the SLA.
Change control Auditing supplier outages, to confirm if unauthorised
outages or unplanned changes caused them.
A review of the vendor’s operational resiliency to service
Infrastructure & . . L .
Svstem interruptions. Supplier implements multiple systems and
Y processes to sustain, minimise and recover, operations in
redundancy
the event of an outage.
9 Data & System
’ hosting
Infrastructure & Physical security of the server hosting the hypervisor,
virtualisation and proper management of the configuration
secure hosting and operation of the virtualised platform.
CSP is aware of the multi-tenancy arrangement of the
Multi-tenancy supplier, and the controls put in place to ensure the
segmentation and isolation of CSP data.
A measure of supplier’s compliance across the multiple
. jurisdictions in which, CSP data is processed. CSP data
Location/ . . e .
Jurisdiction is not processed outside the agreed jurisdiction. This factor
also looks to understand the logical and physical location
of data at any given time.
Physical Access Adequate ConFrols are put in place. to limit physical
. access to hosting facility to authorised
security
users only.
3 Data security

controls

Data treatment

How is data processed when in possession of suppliers?
How is data stored and transmitted within the cloud
supplier infrastructure? Is the data seen by other third
parties, unknown to the CSP?

Classification of
sensitive data

The supplier has detailed security documentation on the
identification, classification and labelling of sensitive data.

Data replication
policies

What data replication processes are implemented within the
supplier environment? Does the supplier apply similar
controls to real-time and archived data for consistency?

Disclosure of data
leakage/
unauthorised
access

Supplier keeps a proper accounting of authorised and
unauthorised disclosure of data, and inform appropriate
parties of related incident.

Data availability
and privacy
policies

Supplier’s data security and privacy policy follow an
established framework and meet regulatory compliance
requirements. Also, this policy meets CSP business needs
and regulatory obligation.

Data lifecycle
controls

Supplier data lifecycle controls meet CSP needs. CSP
ensures that the supplier has processes in place to execute
the, six phases of data lifecycle

management.
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Table B.2: Description of the 52 security criteria for Cloud Supplier Assessment (contd)

No. | Security Factor Subfactors Description
Maturity of
4. security
assessment
Regular
vulnerability CSP has evidence that vendor conducts a regular
assessment & security assessment of their physical and virtualised
penetration infrastructure.
testing
Internal / Supplier engages the service of internal and external
External auditors to measure the effectiveness of its policies,
auditing procedures and implemented controls.
Third party Suppliers assess the risk and compliance of their
assessment third-party vendors and have controls in place to
process mitigate supply chain-related risks.

The supplier adopts an applicable risk assessment
framework in assessing the impact and likelihood of
risk events. The risk assessment process evaluates
the risk of both the vendor and the cloud service.

Risk
assessment
& treatment

Subcontract . .
u co'n ractor Suppliers adopt a vendor selection system that enables
Selection and . .
them to identify, evaluate and select contractors that
Management . . .
meet their security requirements.
Process
Maturity of
5. Operational
Security
Documented Suppliers have a service redundancy process in place
DR/BCP to keep them in operation even after an impact to the
process primary infrastructure.
Configuration The supplie.r has a. str%ct conﬁ.gurat?on mz.a.nagement
process, which maintains the integrity of its systems
management

throughout the system development lifecycle.

The supplier has controls in place to detect and respond
to data breaches. They notify customers and other
impacted, businesses in a timely fashion about security

Data breach
detection &

tificati .
notteation incidents or a confirmed breach.
S it o s o .
irfccil(lil;zln}t, Availability of a security incident response plan, which
. outlines roles and responsibility for communicating and
handling and . .
. escalating an incident.
reporting

Controls are in place to monitor and log all user activity

Logging and . . .
OBSILE an and actionable events. Supplier also has process in place

itori
monitoring to detect and respond to log errors.
Trans . . .
ofr ansparency The supplier is upfront about the security controls in place,

. resource, capacity, operational capability, potential risks,
security .

: and data handling process.

operation
System backup & | How transparent is supplier’s backup and storage process?
storage process Where is the location of data backups (onsite, off-site)?

Evidence of the supplier having a coordinated, auditable

h trol .
Change contro and verifiable change management process that

process meet CSP needs.
Malware Defence-in-depth controls are in place to detect and
Prevention protect customer data from malicious attacks.
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Table B.3: Description of the 52 security criteria for Cloud Supplier Assessment (contd)

Security

No. Factor Subfactors Description
Security
Governance
6.
and
Compliance
Compliance to Assessing the vendor and its supply chains’ compliance with
legal, industry legal, industry or regulatory standards. Does the supplier
and regulatory show the commitment to maintain the desired level of security
standards to protect the business-critical processes?
Independent Evidence of independently conducted audit of the supplier
review of security controls in such a way that it provides greater
security controls transparency of their operation and compliance.
. Supplier organisations should have an I'T governance team
Continuous . . . .
o that reviews their regulatory compliance at regular intervals
monitoring .
and provides an update.
Identity and
7 Access
' Management
(IAM)
Industry standard .
HAUSELY standar Cloud supplier leverages a convergence of open standards to
application . . .
controls authenticate and, authorise users to access cloud services,
(e.g. Oauth2) e.g. the use of SAML, OpenlD and, Oauth.
Role-Based . . . . .
AZceess ase The supplier provides evidence on the implementation of
Control user access and revocation policies, least privilege controls
(RBAC) and separation of duties.
Multi-Factor Accessing customer data through supplier infrastructure
Authentication is made available only through MFA, i.e. a combination of
(MFA) at least two different types of authentication, mechanism.
Authentication, . . .
HHACITICation, The supplier has controls in place to prevent unauthorised
Authorization, .. .
. access to customer, data, and every activity conducted in
and Accounting . .
.. a customer environment is centrally logged.
policies
Supplier implements security layers that address the secure
Secure remote access | transmission, physical protection, anomaly detection and
analysis of user access to remote access servers.
Encryption &
3 Key
' Management
(EKM)

Use of open

The supplier makes use of the more secure open-source
cryptography algorithms, such as AES and RSA.

ti . . . .
encry.p on They avoid the use of proprietary encryption algorithms,
algorithms I

which initially offer secrecy.
Crypt hi
kcryp Ographic The key management process allows CSP to securely
Y create, store, use, and destroy their unique encryption
management . . i
keys, preventing the disclosure of sensitive data.
process
Encryption Protecting data including log files, metadata etc., when
at rest and in in transit to the cloud, at rest, and in use.
transit Supplier meets CSP data encryption requirement.
Secure The use of secure, standardised network transport protocol
transport for the import and export of customer data e.g. SSL/TSL

Point-to-point
or end-to-end
encryption

Supplier supports the tamper-proof transmission of
sensitive data such as credit card information through
their infrastructure.
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Table B.4: Description of the 52 security criteria for Cloud Supplier Assessment (contd)

Security

No. Factor Subfactors Description
Protecting . . - . -
. . The supplier provides CSP with integrity monitoring for
the integrity o .
the data processed and/or stored within the supplier
of exchanged .
environment.
data
9 Application
’ Security

Secure coding

Supplier adopts software coding safeguards that allow

best them to identify and address any security flaws during
practice development before it is released.
Secure Systems The supplier adopts a good blend of processes, tools
Development and technologies in the development and operation of
Life Cycle their cloud software. They utilise maturity, models in
(SDLC) determining areas where they need to improve.
Stati d . - . .
d ?l;fn?: Supplier utilises static and dynamic means to conduct

Y vulnerability testing on the source
source code . o

. and object code (binaries).

scanning

Software testing/
assurance

Supplier undertakes application penetration testing to
identify vulnerabilities that can be exploited by malicious
actors.

Virtual machine (VM)
hardening controls

Supplier implements proper hardening and security
controls for virtual machine instances. These controls
include the use of firewall, HIPS, Antivirus, file integrity
and log monitoring.

Proactive software
patches

The supplier has processes in place to scan for critical
software updates and patches for development platforms
and operating systems.

Secure code execution
environment

Suppliers adopt a formal coding best practice in the
development of their application. This approach is secure
and provides the ability to control the execution of the
object code based on the specified functional requirements.

File and content
security

The supplier has controls that prevent, detect and respond
to malicious threats by scanning file contents for signs of
malware behaviour.

Secure hypervisors and
operating system
containers

The supplier has controls in place to ensure secure intra
and inter-host communication between virtual machines.
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Table B.5: Mapping of Security Factors to Standards and Guidance

Security Security NIST ISO/IEC COBIT Shared (?SA
No. Fact Criteri SP800-53 27001:2013 5.0 Ass. 2017 | Guidance
actor riteria Revision 3 i ) AUP V3.0
1 Availability
: of Service
Measure of Downtime vs. Uptime SC-6
Reliability CP-9 A15.1.1 A6
SLA compliance A.18.2.3 DS1.3
A12.12,
change control outages CM-3 A15.2.9 AI6.1 G.1
Infrastructure & System CP-2,CP-6, A11.24,
redundancy CP-7 A172.1
Data & System
2. .
Hosting
plfrastructt'lrc and virtualisation AC-20 AT3.3 V.4
secure hosting
Multi-tenancy AC-4, SC-7 A73.1 E.5 Domain 1
Location/Jurisdiction
. . PE-2, PE-3, A11.1.2, DS12.5, -
Physical Access security PE-4, PE-5 A1113 DS12.3 F2 HT7 Domain 7
3 Data security
: controls
Data treatment A 83 D2,D5 5Doma1n 3
g;?:s‘ﬁca“o“ of sensitive RA-2, MP-3 AT2 PO2.3 14 Domain 5
L .. . DS11.2, Domain 5,
Data replication policies SI-7 Al123.1 DS115 7
Disclosure of data leakage CM-8, CP-9, . .
/ unauthorised access SC-7 D5 Domain 9
Dat'al availability and privacy Al8.14 DS11.5, DA P2 Domain 5
policies DS11.6
. - MP-2, MP-4-5 o . e
Data lifecycle controls MP-6, MP-7 A823 DS11.4 D.3, D.8 Domain 5
4 Maturity of security
: assessment process
- =
Regular,vulnerability assessment Ra 3',R'A % A.14.2.3, A2, G.3, .
and penetration testing SL-2, S5, A.12.6.1 1.13, T.3 Domain 10
nd p 2 sting CA-2. CA-8 .12.6. 13, T.
Internal / External auditing AU-1, AU-6 A12.7.1 AI2.3 F.6 ?Ooma““ 4
s o - A151,A152, | DS23, - .
Third party assessment process SA-12,CA-2-3 A149.7 A18.2.3 | ME2.6 A5, A9 Domain 2
Risk assessment and treatment RA-3 A17.1.3 PO4.8, ME4.5 | A2, K.3 Domain 2
Subcontractor Selection and . Al5.2, DS2.3,
Management Process A15.11,A.15.21 AI5.3 - AT
5 Maturity of Oper-
ational Security
CP-2, CP-6-7 A17.1.1, DS4.2, .
Documented DR/BCP process CP-8, CP-9-10 | A17.1.2 PO9.4 K.1 Domain 7
Configuration management CM-3 DS9
Data breach detection & notification | SI-5 A16.1.2
Security incident handling & AU-6,IR-6,IR-4 | A.16 DS5.6, DS8 | J.1-7,P.8 | Domain 9
reporting
. - AU-3, AU-6, A.9.2.5, A.16 DS1.5, H.9 L12,
Logging and monitoring AU-9, AU-1, A 1242 DS13.3 o1
AU-12, AU-14 e b :
Transparency of security operation A.16.1
System backup and storage process CP-9 Al123.1 K.5
N2 CVIE
Change control process CM-3, CM-5, A12.1.2 AI6.1 G.1
SA-10
. . AT-2, SI-3, A12.21,A11.1.4 N.4, N.6, .
Malware Detection and Prevention SC-5. A3.1.1 DS5.9 T1 Domain 9
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Table B.6: Mapping of Security Factors to Standards and Guidance (contd)

NIST h A
Security Security S ISO/IEC COBIT Shared (?S
No. Fact Criteri SP800-53 27001:2013 5.0 Ass. 2017 | Guidance
actor ritena Revision 3 : : AUP V3.0
6 Security, Governance
: and Compliance
Compliance to legal, industry and . PO3.4, PO4.8, . Domain 3,
regulatory standards CA-9 A18.2.2 ME3.1 A3 4
Independent review of security AC-1, MP-1, | A.12.7.1, MEAT
controls (e.g. SOC2 Type I & II) SC-1 A18.2.1 .
Continuous,monitoring & reporting L.2, .
of infrastructure compliance CA-T Aldsl A.12.6 Domain 10
7 Identity and Access
) Management (IAM)
Industry standard application/API AC-1 A9 Domain 10
access controls (e.g. Oauth2)
Role-Based Access Control AC-2, AC-3, .
(RBAC) AC-6. CML5 A9.22 Domain 12
Multi-Factor Authentication (MFA) | AC-3 A94.1 H.8
Authentication, Authorizati || ACIR AL ) 604 A 04243 Domain 10
uthentication, Authorization and IA4, TA-S, 924, A942-43 | por ) pes s |l s omain 10,
Accounting policies ACS JA9.1.3,A9.211 12
AC-3, AC-6
oc o acces: » ’ 5.¢ 9
Secure remote access AC-17 A6.2.2, A94.5
Encryption and Key
8.
Management
Use of open encryption algorithms SC-13 A12.6.1 D.5, L9 Domain 11
Cryptographic key management SC-12, SC-17 | A.10.1.2 DS5.8 D5 Domain 11
process
. . . D.3,D.6, .
Encryption at rest and in transit PE-4 A9.1.2, A10.1.1 N8 ’ Domain 5
Secure Transport (SSL/TSL) SC-11, SC-8 | A.14.1.3 D.7
Point-to-point encryption A.10.1.1 D.7 Domain 11
Protecting the integrity of CA-3, PE-17, | A.13.2.2, \ Domain 3,
exchanged data SC-8,S1-7, A14.1.3 DS5.11, PO24 | D.3, D.6 5
9. Application Security
R 15
Secure coding best practice 22 ?%SA 15, A6.2 AI7 G.8 Domain 10
Secure Systems Development SA-3, SA-10, | A.12.6.2, A.14.2, 1.2,1.16, .
Life Cycle (SDLC) SC-2 A1214, Al24 U1 Domain 10
Statlc' and dynamic source code A1222 A122.1 G.3, L7, Domain 10
scanning 1.8
Software testing/assurance glAl-(Q), SA-1L, A12.7.1, A14.2.8 Al2.38, Al74 1.8
Virtual Machine (VM) hardening Vo4
controls :
Proactive software patches SI-2 A12.6 Al2.6, A12.10 | G.2
Secure code execution AC-3, AC-6, | A.11.1.5, A.11.2.7 F3 Domain 10
environment CM-5, SI-3 A.11.2.9 : oma
an b
File and content security SA-15(9) A143.1 Al2.4 ?0"““1“ >
Secure hypervisors and operating V.4

system containers
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SOCIAL SCIENCES & HUMANITIES
INTER-DIVISIONAL RESEARCH ETHICS COMMITTEE

UNIVERSITY OF

Research Services, University of Oxford, Wellington Square, Oxford OX1 2D 0)430)23D)
Tel: +44(0)1865 616576 Fax: +44(0)1865 280467
ethics@socsci.ox.ac.uk

8 March 2016
Olusola Akinrolabu
Department of Department of Computer Science
Dear Olusola Akinrolabu,
Research Ethics Approval (CUREC 1A)
Ref No: R44459/RE001
Title: Supply Chain Risk in Cloud Computing

The above application has been considered on behalf of the Social Sciences and Humanities
Inter-divisional Research Ethics Committee (IDREC) in accordance with the procedures laid down by
the University for ethical approval of all research involving human participants.

| am pleased to inform you that, on the basis of the information provided to the IDREC, the
proposed research has been judged as meeting appropriate ethical standards, and accordingly
approval has been granted.

Should there be any subsequent changes to the project, which raise ethical issues not

covered in the original application, you should submit details to the IDREC for consideration.

Yours sincerely,

C oot a k_Q,A;:'Lun" ?{_,(J_Q/\ 6’--

Claudia Kozeny-Pelling
Research Ethics Manager and Secretary SSH IDREC

cc: Sharon Lloyd



SOCIAL SCIENCES & HUMANITIES
INTER-DIVISIONAL RESEARCH ETHICS COMMITTEE

UNIVERSITY OF

Research Services, University of Oxford, Wellington Square, Oxford OX1 2D 0)430)23D)
Tel: +44(0)1865 616576 Fax: +44(0)1865 280467
ethics@socsci.ox.ac.uk

21 February 2017
Olusola Akinrolabu
Department of Computer Science
Dear Olusola,
Research Ethics Approval (CUREC 1A)
Ref No: R50232/RE001

Title: Cyber Supply Chain Risks in Cloud Computing: The Effect of Transparency on Risk Assessment

The above application has been considered on behalf of the Social Sciences and Humanities
Inter-divisional Research Ethics Committee (IDREC) in accordance with the procedures laid down by
the University for ethical approval of all research involving human participants.

| am pleased to inform you that, on the basis of the information provided to the IDREC, the
proposed research has been judged as meeting appropriate ethical standards, and accordingly
approval has been granted.

Should there be any subsequent changes to the project, which raise ethical issues not

covered in the original application, you should submit details to the IDREC for consideration.

Yours sincerely,

C oot a k_Q,A;:'Lun" ?{_,(J_Q/\ 6’--

Claudia Kozeny-Pelling
Research Ethics Manager and Secretary SSH IDREC

cc: Andrew Martin
Sharon Lloyd



SOCIAL SCIENCES & HUMANITIES
INTERDIVISIONAL RESEARCH ETHICS COMMITTEE

UNIVERSITY OF

Research Services, University of Oxford, Wellington Square, Oxford OX1 2D 0)430)23D)
Tel: +44(0)1865 616576 Fax: +44(0)1865 280467
ethics@socsci.ox.ac.uk

5 December 2017

Olusola Akinrolabu
Department of Computer Science
University of Oxford
Dear Ms Akinrolabu,
Research Ethics Approval (CUREC 1A)
Ref No: R54943/RE001
Title: Cyber Supply Chain Risks in Cloud Computing: The Effect of Transparency on Risk Assessment
of SaaS

The above application has been considered on behalf of the Social Sciences and Humanities
Interdivisional Research Ethics Committee (IDREC) in accordance with the procedures laid down by
the University for ethical approval of all research involving human participants.

| am pleased to inform you that, on the basis of the information provided to the IDREC, the
proposed research has been judged as meeting appropriate ethical standards, and accordingly
approval has been granted.

Should there be any subsequent changes to the project, which raise ethical issues not

covered in the original application, you should submit details to the IDREC for consideration.

Yours sincerely,

[@RN _L"J,_JLA_DQ o Wor LA_,L_) ?{QQ;& 6,__

Claudia Kozeny-Pelling
Research Ethics Manager and Secretary SSH IDREC

cc: Prof Andrew Martin, Dr Steve New, Sharon Lloyd



Departmental Research Ethics Committee

DEPARTMENT OF
ethics@cs.ox.ac.uk

Chair: Professerndrelw l\/rllartin CO M P U T E R
Secretary: Katherine Fletcher UNIVERSITY OF
0),430)23D) SCIENCE

6 September 2018
OlusolaAkinrolabu
Department of ComputerScience

Dear Mr Akinrolabu,
Research Ethics Approval
Ref No: SSD/CUREC1A CS_C1A_18 026

Title: Cyber Supply Chain Risks in Cloud Computing:
Effect of Transparency on Risk Assessment of SaaS

The above application has been considered on by the Computer Science Departmental Research
Ethics Committee (DREC), on behalf of the Social Sciences and Humanities Inter-divisional Research
Ethics Committee (IDREC) in accordance with the procedures laid down by the University for ethical
approval of all research involving human participants.

| am pleasedtoinformyouthat, on the basis of the information provided to the DREC, the
proposed research has been judged as meeting appropriate ethical standards, and accordingly approval
has been granted.

Shouldthere be any subsequent changes to the project, which raise ethical issues not coveredin

the original application, you should submit details to the IDREC for consideration.

Yours sincerely,

1>

atherine Fletcher
ComputerScience DREC Secretary

cc: Sharon Lloyd, ComputerScience Departmental Administrator
(sharon.lloyd@cs.ox.ac.uk)



26/06/2019 Fw: Cloud Risk Assessment Workshop - Assessing your cloud provisioning risks with CSCCRA Model

™ Send 0 Attach v Protect Discard

From: Olusola Akinrolabu

Sent: 28 September 2018 11:28:51

To: olusola.akinrolabu@cs.ox.ac.uk

Cc: olusola.akinrolabu@cs.ox.ac.uk

Subject: RE: Academic Case Study Invitation - Calling SaaS providers to trial our cloud risk assessment model.

Hello,
We are sending this email to you because you have once responded to our survey on cloud risk assessment. Thank you.

Over the past 24 months, we have conducted a series of studies in relation to cloud risk assessment and have introduced
several novel concepts for assessing cloud provider risks. We Identified a significant cyber supply chain gap in both literature
and practice, one which has prevented cloud providers from seeing the 'big picture' when addressing cloud risks. Furthermore,
seeing that "you cannot effectively manage what you can't measure”, many organisations have fallen victim of supply
chain related incidents, due to indirect attacks on their suppliers.

As a result of the above, we have recently proposed and developed the Cloud Supply Chain Cyber Risk Assessment
(CSCCRA) model, a quantitative risk assessment model which is supported by supplier security assessment and supply chain
mapping. The CSCCRA is currently targeting cloud providers, particularly SaaS CSPs, who rely on an increased number of
suppliers to deliver a cloud service.

To validate the efficiency, effectiveness and usefulness of the CSCCRA model, we recently conducted a workshop with
industry experts and members of academia, where the model was used in assessing the risks of a fictional company. Here a
series of improvements were suggested, all which have now been implemented. We also took our validation to a next level, by
conducting our first case study with a not-for-profit cloud provider and the feedback was positive.

Therefore, we are calling on all SaaS CSPs who are interested and will like to trial our model to reach out to us. There are lots
of benefits in using our model for your next assessment (see below). One of the common feedbacks we have got is around the
holistic nature of the model, and how it provides risk assessors and stakeholders estimating the value of risk with a big picture
and a deeper understanding of the underlying architecture of the cloud service.

Please see the attached poster for more information on the risk assessment process, and the "why" for using our model. If this
is not for you, but you believe another organisation could take advantage of it, kindly help pass this invitation along to them.

We appreciate your assistance in this regard and hope you will find the approach valuable to your business.
Many thanks

Olu

Olusola Akinrolabu

Cyber Security CDT

University of Oxford | Kellogg College

Addr: Department of Computer Science, Robert Hooke Building, Parks Road, Oxford OX1 3PR

The benefits to participating CSPs
Some of the benefits of participating in this study include:
1. Each participating SaaS CSP will get the opportunity to go through the risk assessment of their cloud service, analyse
their supply chain, identify weak suppliers and receive a quantitative risk result in dollar terms.
2. The identification of potential weak spots in the supply chain through a dynamic model, such as the CSCCRA helps
CSPs capture the vulnerability of their cloud service and promotes proactive mitigation of risks.

3. The graphical representation of the inherent risk in the supply chain helps to counter any documented biases in risk
estimation and decision-making. It also helps in reducing the cognitive load involved in the estimation of risk factors.

|:| Discard Ov ) v Draft saved at 14:00
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Delphi Study - Invitation Letter

Page 1: Study Title: Cyber Supply Chain Risks in Cloud
Computing: The Effect of Transparency on Risk Assessment.

Ethics Approval Reference: [R54943/RE001]

Invitation to participate in a Delphi Study - December 2017

An opportunity to contribute to research inidentifying risk factors that can be used to rate cloud
service suppliers/vendors.

Dear Sir/Ma,

I am a DPhil student at the University of Oxford, Computer Science Department. My DPhil
research looks at the cyber supply chain risk assessment gap in cloud services, with the aim of
investigating the impact of cloud provider transparency in addressing this gap. My research
work is supervised by Professor Andrew Martin of the Computer Science Department and Dr
Steve New from the Said Business School (SBS). This research is funded by the Engineering
and Physical Sciences Research Council (EPSRC).

The analysis of our just concluded survey showed that cloud providers follow a distorted and
incomplete process when selecting suppliers for critical aspects of their service. With about
90% of modern cloud applications (SaaS), assembled from third-party components, we
uncovered a gap between best practices and mainstream practices when it came to cyber
supply chain risk management. The notion of cloud decisions made based on functionality and
cost seems to be weakening the security posture of cloud services, opening up less matured
organisations to cyber attacks, and such attack magnified into the broader supply chain.

At this junction, our research work has reached the stage where we need to seek valuable input

from cloud and information security professionals on the reliability and security factors cloud
1/4



providers should consider when choosing suppliers for the components of their cloud service.
This stage of the research will be conducted as a Delphi study, where respondents will be part
of a focus group but will provide their feedback to the researcher anonymously in about three
iterations. If you agree to take part, a questionnaire will be sent to you, detailing a cloud
provider's supply chain, and you will be asked to help the cloud provider determine which
security, process, and/or reliability factors are worth considering when assessing the risk of
their suppliers. This acts as a scientific means of collecting the information necessary to rate
suppliers involved in the delivery of a cloud service. As part of our proposed cloud supply chain
risk assessment model, we included a decision support analysis model, which looks to address
the cloud supplier selection gap. The aim of the decision support model is to identify cloud
suppliers with weak security controls or processes, and are readily susceptible to a cyber
attack or has a high risk of failure.

This opportunity to contribute to academic research has reached you either because you
signified interest to take part in our future study when you participated in our earlier research, or
through your membership of a recognised Information Security Community of interest. In case
you received this from multiple communities you belong to, | apologise and will appreciate if you
could respond to just one of them. Completion of the questionnaire should take no more than 20
minutes. The responses from the first round will be analysed, and the collective feedback sent
back to you for further scoring and comment on any emerging consensus from fellow
professionals. In the second, and possible, third rounds the completion time is a lot shorter as
you are being asked whether you agree or disagree with the emerging consensus.

Eligibility criteria for completion of the questionnaire

Through your experience in cloud computing and information security, many of you will meet the
requirements. Ideally, we are looking for those with a broad information security, risk
assessment, cloud computing, or supply chain background, who might have been involved in
one or more of the following activities:

Selecting supplier for a cloud service

Information security risk assessment

Mapping the supply chain/ value chain of a cloud service
Threat modelling and attack surface analysis
Governance, Risk and Compliance

Expression of interest to Participate

lam interested in participating in this research, | meet the eligibility criteria and 1would like to
receive a full participant information and consent form.
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© Yes
 No

If you ticked “Yes”, please provide us with your email address and we will send you a copy of the
Participant Information Sheet (PIS), which includes a consent form. The PIS goes into more detail
about the study and allows you to ask questions before participating. However, if you think you do not
meet the criteria stated above, but know of someone else who is eligible, but may not have received
this, please kindly send them a copy of this letter.

We appreciate your assistance and do hope you can find this study stimulating and can add
your valuable contribution to the research.

Yours faithfully,

Olusola Akinrolabu
DPhil Student, University of Oxford

Olusola.akinrolabu@cs.ox.ac.uk
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Bridging the Cloud Risk Assessment Gap
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« We have developed a prototype
Security risks associated with the cloud’s multi-tenancy, ﬁ W quantitative cloud risk analysis
automation, vendor lock-in, and system complexity continues to model based on Monte Carlo

be on the rise. Assessing and managing these risks can be a g mmn oo simulation.

challenge due to the increased numbers of parties, devices and A, % We also carried out a Delphi
applications involved in cloud service delivery. study with cloud experts to
identify security factors for our
In a recent study conducted with cloud experts, we discovered nm---m«lm multi-criteria decision support
how current risk assessment methods were unable to cope with system.

the dynamic nature of the cloud, a gap linked to their failure to ﬂ ¢ We have recently completed the
consider the inherent risk of the supply chain. This challenge is Conductreakword cases study development of an automated
further exacerbated by the lack of cloud provider transparency R supply chain mapping tool

and limited visibility of security controls. using a graph database

nt Process.

. Delphi Study
a wmnabled device

& Y/ thatfacitates reatine A group of fifteen (18) experts were
Cloud Customer U (SFIEl)  acestodoudsenice. tasked with identifying security factors
maintans a business / for cloud supplier assessment.

To address the above gap, we developed relatnship, und e the

services of a cloud

the Cloud Supply Chain Cyber Risk provider, This group achieved consensus on nine
Assessment (CSCCRA) model, a Controlystems. (9) security target dimension, and they
quantitative risk assessment model which @ " robust framework putin are:
A . . Cloud ing 2 place to ensure the
is supported by decision support analysis m P proper fnctoning o the
and supply chain mapping in the @ dservice. Maturity of Operational Security
identification, analysis and evaluation of P Identity and Access Management
cloud risks. Availability of Service

Data security controls
The CSCCRA model is currently targeted Application Security

at Saas providers and follows a - @ CloudService Provider Encryption and Key Management

Hosting Infrastructure /"l "\ \ " diectly responsilefor Data & tem hosting
systematic approach to assessing cloud datacentres, including hardware ) | ¢ mainga coudsenice Sy s

|
risks.
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cloud risk assessment model
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Security Governance & Compliance
The five essential elements of a Cloud Supply Chain

How the CSCCRA Model works

Security
« Privacy Breach (Loss of Pl

-
* Modification of sensitive data | 4 Analvsis

;.
Chain

Mapping * Cloud Service Disruption

Cloud Service
Cyber Risk List

Decompose the cloud application into its component Open invitation for collaboration
services and map out the supply chain.

Assess the security of the supplier of each service The next phase of our research is to conduct at least 3 case

component using a multi-criteria decision support Spudies, where we will be using the CSCCRA model to analyse the
system. risk of~cloud PI’OV]deI"s. ‘ . . .

Identify the weak link(s) within the chain and draw a We believe this exercise will provide SaaS providers with an
comprehensive list of cloud security risks. oppprtumty to step back cognitively from tpelr usual a,p.proa,ct%
Stakeholders make reasonable estimates of risk values. to msk' asse;sment and .funda,menta,]ly question and rethink their
Input risk values to CSCCRA quantitative simulation tool, established interpretations of cloud risks.

to arrive at the risk value in monetary terms. For further discussions or enquiries, please contact Olu Akinrolabu
( olusola.akinrolabu@kellogg.ox.ac.uk)
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www.sbs.oxford.edu

INVESTIGATING THE CLOUD SUPPLY CHAIN

WHAT ARE THE CYBERSECURITY AND RELIABILITY ISSUES IN CLOUD COMPUTING?

We are researching how firms are approaching questions of visibility and transparency in Cloud
Computing. We would like to get your opinion about this FICTIONAL story — to help us understand
the key issues. It will only take a few minutes, and we will email you a free copy of our upcoming
report, which will contain the findings of this research.

Here is the story:
Y .

Payworq Ltd offers payroll-processing software (PayFruit), which runs as Software-as-a-Service
(SaaS). Its move to the cloud was due to an increased demand for PayFruit, from small
businesses and start-ups. Payworq needed an Infrastructure as a Service (laaS) provider to host
its growing service, and it looked for cloud service providers (CSP) from provider websites and
attending exhibitions and trade events. Eventually, it selected A400 Ltd based on its reputation
and on its promise of flexibility, rapid scalability, redundancy and compliance to standards.

Recently, the PayFruit service was offline for approximately four hours as a result of a power
outage at the A400 Ltd.’s Internet Service Provider (ISP). The situation was very damaging for
Payworq; several of its customers were unable to pay their staff on time, and it now faces
financial penalties.

As part of its incident management process, Payworq has arranged a meeting with the A400 to
try to ensure that this incident does not happen again. It wants to know more about the
‘supply chain’ of other providers which may lie behind A400’s offering. They want to follow this
up with a comprehensive risk assessment of the benefits and vulnerabilities of their cloud
solution.

Y Y.

Over the page, we’d like you your opinion on two critical issues:

*  What information should Payworq ask for?
* How much should A400 be prepared to tell



What information should Payworq ask for?
Cloud computing services are often sold on the idea that customers don’t need to know the exact
detail of the operations of their Cloud Service Provider’s operations: but is this a good idea?

* How much should A400 be prepared to tell?
Providers are often reluctant to reveal too much about their operations - even to customers. What
are the issues about being completely transparent about your operations?

. /

Please give us your email address, so we can send you a copy of our forthcoming report. All
information will be treated as confidential, and your response and details will not be used
for any other purposes beyond this research, or passed to any third party. Neither you nor
your firm will be identified in our report.

Email:

Mr. Olusola Akinrolabu, Doctoral Student, Kellogg College, Centre for Doctoral Training in Cybersecurity University of Oxford,

olusola.akinrolabu@kellogg.ox.ac.uk
Dr. Steve New, Fellow, Hertford College, Associate Professor of Operations Management, Said Business School, University of Oxford

www.sbs.ox.ac.uk/community/people/steve-new, steve.new@sbs.ox.ac.uk



Stage 1 Result - Detailed description of the Eight (8) Transparency
features used for CSP comparison criteria

Transparency
Feature

Description

Architecture

Technology/Partners

Datacentre Location

Security Features

IT-related compliance
certification

Advertised SLA

Disaster Recovery/

Business Continuity

Monitoring/Support

Under Architecture, we aim to find details of the high-level architecture of
the CSPs cloud offering. We look out for technical specifications of the
network, security, storage and server infrastructures that deliver the cloud
service. For example, a SaaS provider could mention how their server
infrastructure is protected from malicious traffic and the high availability
functionality of their cloud solution.

Here, we are looking to see if SaaS providers mention their IaaS hosting
provider and in the case where they own their infrastructure, their
hardware, software and internet service providers. For example, Capsule
CRM publish that their servers are hosted in Amazon's data centres while
Fifosys a SaaS and IaaS provider, also have companies like Cisco, Citrix,
Equinix and Microsoft as their partners.

The choice of datacentre location as one of the criteria is to help customers
in determining the jurisdiction under which their data is stored. A cloud
vendor that hosts their service within the UK assures the customer that
they will be protected under the EU data protection directive.

Here we look out for the mention of security controls implemented by the
CSP to protect their cloud service. Some of the features we look out for
include encryption, (physical, server and application) security, high-
availability, password protection, etc.

With IT certification, we look for SaaS providers, whose organisation has
gone beyond leveraging their providers’ accreditation, to obtain theirs.
Certification like 1IS027001, Payment Card Industry (PCI) and cyber
essentials are common amongst these providers.

With SLA, we look out for CSPs that have explicitly provided details on the
availability of their product and how quickly they expect to respond in the
event of an incidence. It is also useful for customers to know what the
average uptime of the cloud service has been over the year, and if the
provider has a track record of meeting SLA.

Here we look for CSPs that have mentioned data backup, RPO (Recovery
Point Objective) and RTO (Recovery Time Objective) on their website. We
also considered where CSP provided details of their failover datacenter for
resiliency.

With monitoring and support, we aimed to find details of the support
helpline, and the mode of operation (e.g. 24/7). We looked out for alert and
notification methods deployed by the CSP to provide their customers with
service related information.




Stage 1 Result - Comparison of 25 SaaS providers
taken from Cloudscape CSP list

$aa$ Cloud Provider ison based on T feature
T-related
compliance Advertised Disaster
Architecture | Technologyl ::';r Security | certifications o‘z‘;m‘“’ Private, | Service Level | Recoveryl | oo oo | Scoring (No.
Saa$ Cloud Provider (Ves/No) Partners location features (IS0 27001, (Paa$, laaS & Public, & Agreement Business (Ves/No) of Yes)
(VesiNo) | 2% | (Veso) | PCHDSS, ML s Hybrid (SLA) Continuity Maximum=3
eso etc) Others (Ves/No) (Yes/No)
(Yes/No)
Online sub-group
csPl Yes Yes Yes Yes Yes faa$ and Al No Yes Yes 7
CSP2 Yes Yes Yes Yes Yes laaS Al Yes Yes Yes 8
csP3 No Yes Yes Yes Yes 1aa$ and Al No Yes Yes 6
others
CsPé No Yes Yes Yes Yes 23S and Al Yes Yes Yes 7
others
CSPS Yes Yes Yes Yes Yes NA Al Yes Yes Yes 8
Finance/ERP sub-group
CSP6 No Yes Yes Yes No NA public No Yes Yes 5
CSP7 No No No Yes No NA public No No No 1
CSP8 No Yes Yes Yes Yes laaS Al No Yes Yes
CSP9 No No No No No NA public No No No
CSP10 No No No No No NA public No No No
Human R (HR) sub-group
CSP11 No Yes Yes Yes No NA public Yes Yes Yes 3
CSP12 No Yes No Yes No N/A public Yes No Yes 4
CSP13 No Yes Yes Yes No NA public No Yes Yes 5
CSP14 Yes Yes Yes Yes No NA public Yes Yes Yes 6
CSP15 No No No No No NA public No No No 0
Customer Relationship
Management (CRM) su
CSP16 No Yes Yes Yes No NA public Yes Yes Yes 3
CSP17 Yes Yes Yes Yes Yes N/A public No No Yes 6
CSP18 No Yes No No No NA public No No Yes 2
CSP19 No Yes Yes Yes No laaS public Yes Yes Yes 6
CSP20 No No No Yes No NA public No No Yes 2
Collaboration sub-group
csp21 No No No Yes No NA public No No No 1
CSP22 Yes Yes Yes Yes Yes NA public Yes Yes Yes 8
CSP23 No Yes Yes Yes No NA Al Yes Yes Yes 6
CSP24 No Yes Yes Yes Yes Ia;::snd Al Yes Yes Yes 7
CSP25 No Yes Yes Yes Yes NA Public Yes Yes Yes 7




Section B: Delphi Study Questionnaire

Scenario

A Customer Relationship Management (CRM) SaasS provider has incorporated several
components into its cloud offering. A list of cloud suppliers whose services were enlisted
includes a platform provider PaaS-A, whose service is hosted on laaS-A, and a SQL
database provider (SQL DB) whose service is hosted by laaS-B. The Implementation of the
CRM application also makes use of four API providers for services such as customer
billing, custom “social search’', monitoring, and Identity & Access Management (IAM). As
shown in Figure 1, the IAM and monitoring API providers host their applications using the
platform provided by PaaS-B, whose service is hosted on laaS-A infrastructure.

The CRM provider is now in the process of assessing the risk of their cloud service, but
before they begin the risk analysis phase, they will like to conduct a security assessment of
their 3rd party providers. The purpose of this assessment is to identify which member of the
supply chain has the weakest security and reliability posture, and who poses the greatest
risk to their cloud service.

Software
Developer

—far all

e “"ﬂk CUStOmMEFS—

Tity CRM dser | oo s e
3 MSEM | CRM user g ne CRM
RM hutl’}ﬁ_ﬂt‘l. =i Bill‘lpg us{zuF"SEﬂPCh
g cgtion g T o
Ho ¥ usiom
ﬁ:ed Cloud Identity API| | | Billing API search API
Provider Provider Provider

Hosted

!-Iiii on L

Access CRM
applicaotion

Cloud
Customers

Figure 1: The Supply Chain of the CRM SaaS application
Task

Putting yourself in the position of the CRM provider, what security, process, and/or reliability
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factors will you be looking out for in each component vendor to determine if they pose a risk
to your cloud service. You are encouraged to draw upon your experiences, and use any
historical data, research, or other available resources you find useful to respond to the
guestions.

Please provide us with at least 7 factors you will consider for each of the component
providers.

Factor 1: s Required

Factor 2: % Required

Factor 3: % Required

Factor 4: % Required
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Factor 5: % Required

Factor 6: * Required

Factor 7: #% Required

Any other factors:
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CSP Risk Assessment Questionnaire

Date:
Organisation:

Security Assessment

Q1. Are you hosting your SaaS application with a cloud provider?

Q2. Do you manage the virtual machines, or is provider responsible for server management?

Q3. Did you build provider and geographical redundancy into the solution hosting the SaaS
application?

Q4. Where is customer Personal Identifiable Information (PIl) stored?

Q5. Do you store customer credit card data?

Q6. Is the Provider payment card industry (PCI) compliant?

Q7. Do you integrate with an Identity and access management (authentication) provider?

Q8. Do you have role-based access control (RBAC) in place for developers and administrators?
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Q9. Have you implemented controls to mitigate and contain data security risks through proper
separation of duties, role-based access, and least-privileged access for all personnel within your
supply chain?

Q10. Does the application support Multi-factor authentication (MFA)?

Q11. Do you have change and configuration management in place?

Q12. Is data encrypted at rest, in transit or both?

Q13. Do you have an external backup of the application data? Where?

Q14. Do you restrict, log and monitor access to your information security management systems?

Q15. Do you use an encrypted channel for backup and restore operations?

Q16. Where are the server and application logs stored?

Q17. Where do you store the software code backup?

Q18. Have you implemented a web application firewall (WAF) and other threat detection systems for
your SaaS application?
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Q19. Have you conducted, or do you plan to hold regular penetration tests and vulnerability scans of
the SaaS environment?

Q20. Do you review your applications for security vulnerabilities and address any issues before
deployment to production? If yes, please state how.

Supplier Information

Q21. Using the table below, provide us with a list of the vendors whose application/API is
integrated into your software? E.g. DNS, Storage, Authentication, Backup, Log management,
Database, Performance monitoring, Payment, Firewall and Threat Protection.

Q22. Identify the function of each of the application listed above and provide a web address for
each vendor? Also, confirm if they process or store customer or application data.

Q23. Please provide us with a data flow diagram, showing how the individual components of the
application are integrated?
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Appendix E

Assessing Cloud Risks using the
CSCCRA Web Application

In the following paragraphs, we will walk through the assessment process, using the screen-
shots taken from CSP-C’s evaluation of the software application. We referred to the CSP
in this evaluation as CSP-SW-Trial and followed the steps listed below in assessing the risk
of the cloud service (CSP-SW-SaaS).

1. Decompose the cloud application into its component services and map out the supply

chain.

2. Assess the security of the supplier of each service component using a multi-criteria

decision support system.

3. Identify the weak link(s) within the chain and compile a comprehensive list of cloud

security risks.
4. Enable stakeholders within the CSP to make reasonable estimates of risk values.

5. Input risk values to the CSCCRA quantitative simulation tool to arrive at the risk

value in monetary terms.

E.1 CSP-SW-Trial Registration and Login

Figure shows the participants creating a new CSP record (CSP-SW-Trial), including a
username and password. The password is stored in the database using a salted MD5 hash,
which provides a simple form of confidentiality protection for the user passwords. On the
right side of the diagram, the user (SAdmin) login to the web application and is presented
with the home page (see Figure . The home page provides the CSP stakeholders with
information about the model and also has a link to one of our research papers, which goes
into greater detail on the process of using the model to assess cloud risks. Seeing that CSP-C

participants were already familiar with the model, they progressed to the assessment.
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sssss

CGSP user Login

CSCCRA Model

CSP Registration section

Figure E.1: CSP-SW User Registration and Login Page

@ CSCCRA- Assessing cloud risks X | +

< C @ 127.0.0.1:4000/index

CSCCRA web toolkit

Cloud Supply Chain Cyber Risk Assessment (CSSCRA) model is a supply chain-inclusive

vk
‘| quantitative risk assessment model. The model is targeted at SaaS Cloud Service

Providers and is made up of three main components:

«  Cloud Quantitative Risk Analysis tool (CQRA)

*  Cloud supplier Security Assessment (CSSA)

«  Cloud Supply Chain Mapping (CSCM)

Figure E.2: CSP-SW-Trial Home Page

E.2 Supplier Identification and Supply Chain Mapping

By clicking the “Begin Assessment” button, the participants were presented with the Pre-
Assessment page, from where they could pick one of three options. Going by the steps of
the CSCCRA model, the CSP is to “decompose the cloud application into its component
services and map out the supply chain”, which is what the participants did. Click on the
Identify SaaS components, they entered each component of the supply chain, identifying
their service type, supplier and criticality (see Figure .

On completing the component identification, they proceeded to map the supply chain,
identifying how each component linked to the other (source and destination nodes) and
their relationship types. They went through each component and in some cases, identified
2nd tier suppliers. At the end of the task, they clicked on the show map, which produced
the diagram in Figure Also by clicking, “show connections” the table to the left
of the diagram is produced. The use of a visual structural model helps to illustrate the

interdependencies between the components and accurately visualise the cloud information

flow.
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@ Supply Chain Mapping x +

S C  ® 127.0.0.1:4000/saascomponent

Pre-Assessment Phase

Home Pre Assessment Risk Assessment

SaaS Component Supplier Description

Ql '-&- ﬁ Message:

Identify SaaS Components Map the Supply Chain Assess Supplier Security Posture CSP Name

Name of supplier

Component (e.g. Hosting, E-mail, IAM etc.):
Compl sess the cloud risks P % 4

Service Category (Application, Infrastructure, Platform)

System Criticality (Very Critical, Cr

Identify Component Suppliers

®  Data Processing (Yes/No)

torage (¥

Figure E.3: CSP-SW Pre-Assessment

Home Pre Assessme Contact
Cloud Supply Chain Mapping
Source Node Node Ty:elr
Specify the relationship type
Destination Node | A r\cc:eT'y:e1 fi i
LR ? W
Delete Node Type ‘ Delete Node

Rendering Graph

From LinkType [}

Developers modifies_data_on CSP- .

- . Map-API-SW

saas Email-ARI-SW Davelopers
Users accesses CSP- makesiuseinf/

SW- . “ makes\use_of | modifies/data_on

ssas makes- (%ot Video-API-SW

Pay-App-SW.
makSsauge_of makgs-(Se_of

Moni-App-  monitors CSP-
W SW-

seas DNS-Ext-Pay-SW Keszusesot

makes-usE_ CSPISW-SaasS
CSP-SW- hosted_on jaa5- - \ CSP-SW-AMI
5aas Pr-sw mohifors

DNS-Pr-swW accefses

CSP-SWW- makes_use_of Pay- hosted_on
Saas App-
SW
f >
o Moni-App-SWsted=on
e Users PP |

aaS-Ext-Moni

laaS-Pr-SW

Figure E.4: CSP-SW-SaaS Supply Chain Mapping
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E.3 Supplier Security Assessment

Using the information identified in the previous phases of the Pre-Assessment, i.e. SaaS
Component Identification and Supply Chain Mapping, the participants proceeded to assess
the security posture of the suppliers. The diagram on the left side of Figure [E.5] shows
how the participants rated one of the suppliers (Email-API-SW). Once they were done with
rating all the suppliers, they clicked the “Show weakest link” button to confirm which of
their suppliers was weak and readily susceptible to a cyber attack or those with a high
risk of failure. As shown in the diagram, CSP-SW-SaaS was judged as the weakest link
of the chain. The supplier assessment stage concludes the Pre-Assessment activities of the
CSCCRA model. The participants had two options on how to go to the next page. Either
use the Risk Assessment tab at the top of the page or scroll down to the next web page.
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CSP's supplier
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Figure E.5: CSP-SW-Trial Supplier Security Assessment
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E.4 Risk Identification

On the Risk Assessment page (see Figure , the participants had two main activities
to complete. First was the identification of CSP risks, and the other was analysing the
risks. To begin with the identification of risks, the participants clicked the “Risk Register”
button, to update the risk register. Figure |E.7| shows the participants entering Risk Rb5
after successfully saving Risk R4. Five risks were identified and stored in the risk register.

Following the update of the risk register, the participants progress to the Risk Analysis

page.

@ (CSCCRA - Assessing cloud risks X | & -

&« C @ 127.0.0.1:4000/index®preassess « H
Home Pre Assessment Risk Assessment Contact Help [Logout]

Risk Assessment Phase

Identify and Analyse the risks of your cloud service

Risk Register Risk Analysis CSP Risk Summary

Get in touch with the Team

Figure E.6: Risk Assessment Page

E.5 Risk Analysis

To improve their objectivity, participants were reminded to consider the results of the pre-
assessment in their estimations. Each of the three participants (Expert 1, Expert 2, Expert
3) provided an independent estimation of the probability, frequency and impact cost for
each risk item. For both the probability and impact estimates, the participants provided
the lower bound, most likely and upper bound estimates. For the frequency of risk event,
an average value was provided. Each risk was dealt with individually, and the result of the
calculation was stored in the database. Figure is a screenshot of Risk R1. For each risk
calculation, once the experts have provided their estimate, the user clicks the “Calculate

Risk Value” button, to arrive at the estimated risk value as shown in Figure [E.§
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Update Cloud Risk Register

Message: CSP_SW_Trial_R4 was saved successfully!

CSP Name : ( CSP-SW-Trial ]

Risk Description = { Malicious actors exploit security flaw in the SaaS website to distribute malware ]

Service Delivery

laaS-Pr-SW, CSP-SW

application vulnerabilities, poor patc management, limited contral for file uploe

Security Effect : J

Figure E.7: Update CSP-SW-Trial Risk Register
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Risk Assessment Contact

C5P Mame - C5P-3W-Trisl

Expert Eztmates
Lower bound Mo=z Lisly Upper bound
Expert 1
Promability of risk event (%)

Imapect of risk event (£]

Frequency of ooourence (per yea]

Expert 2

Probaiility of risk event (%)

impact of risk event

Frequency of ocosrence (per year)

Expert 3

Profability of risk event (%)
Impat of risk event (€]

Freguengy of ocourence (per year)

Valldare Dats Caleulate Rick Valus

ris Values

bean Valus{E] .7 r2

Estimated Risk Value (£} 2,206
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Figure E.8: CSP-SW-Trial Risk Estimation with Stakeholders
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E.6 CSP Risk Summary

At the end of the risk analysis stage, the participants can click on the “CSP Risk Summary”
button on the Risk Assessment page, to show an updated risk register which includes the
most likely value of the risks (see Figure [E.9). This stage completes the risk assessment

exercise.
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Appendix F

Sensitivity Analysis and Bounds
Checking

F.1 Risk Value Calculation and Sensitivity Analysis

In this section, we present the steps taken to arrive at a risk value, followed by the sensitivity

analysis of the model’s output. The process will follow the steps earlier identified in Section

as seen below.

1. Tabulate expert risk factor estimations, combined values and risk value calculation.
2. Using spider diagrams and scenario analysis, identify the sensitivity of input variables.
3. Conduct sensitivity analysis using Scatterplots.

4. Identify important parameter(s) that influence risk value.

5. Test alternative assumptions for the value of the input risk factors.

6. Use a different risk scenario to confirm sensitivity analysis result.

7. Summarise the analysis.

Using the risk factor estimates from one of the case studies (Risk R1 from CSP-A),
we will walk through the risk analysis process to determine the sensitivity of the model to
variable inputs. All experiments were conducted using the Palisade @QRISK tool [235].

Risk R1 - Loss of CSP-A-SaaS assets due to unauthorised access to the
hosting platform (IaaS-Pro-A).

1. Combine Experts risk factor estimates and calculate risk value
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Table F.1: Experts’ Estimation of Impact, Probability and Frequency for Risk R1

Contributor Risk Factors Distribution LB ML UB
Probability of risk occurrence
Expert 1 without controls (%) PERT 0 3 b
Probability of risk occurrence
with controls (%) PERT 0 ! 3
Impact Cost (£) PERT 5,000 215,000 | 625,000
Average
Rate
Frequency (/yr) Poisson 1
Probability of risk occurrence
Expert_2 without controls (%) PERT > 10 %
Probability of risk occurrence
with controls (%) PERT ! 2 8
Impact Cost (£) PERT 100,000 | 150,000 | 200,000
Average
Rate
Frequency (/yr) Poisson 0.05
Probability of risk occurrence
Expert_3 without controls (%) PERT ! b 10
Probability of risk occurrence
with controls (%) PERT ! 3 o
Impact Cost (£) PERT 10,000 | 180,000 | 300,000
Average
Rate
Frequency (/yr) Poisson 0.1

The lower bound, most likely and upper bound risk factor estimates of each of the
experts is combined as shown below:

Exp, PwCE = RiskPert(LB,, ML,,UB,) (F.1)

For example, combining Expert_3 Probability of risk occurrence estimates as shown in Table we
will carry out the following:

Exps PwCE = RiskPert(10000, 180000, 300000)

Exp, PwoCE = RiskPert(LB,, ML,,UB,) (F.2)
ExpnImpact = RiskPert(LBn, MLy, UB,,) (F.3)
Exp,Freq = RiskPoisson(Mean) (F.4)

Next, we generate a discrete distribution based on each expert’s estimates and the

weighting of their opinion (see Table [F.2]).

ComExPwCE(CPwCE) = RiskDiscrete(Expi PwCE : Exp, PwCE, ExpiWeight : Exp,Weight)
(F.5)

ComExpPwoCE(CPwoCE) = RiskDiscrete(Expi PwoCE : Exp, PwoCE, ExpiWeight : Exp,Weight)
(F.6)

ComExpImpact(CImpact) = RiskDiscrete(ExpiImpact : Expn,Impact, ExpiWeight : Exp, W eight)
(F.7)
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Table F.2: Combined Expert Estimation of Risk R1 after five simulations of 100,000 itera-
tions each

Combined Expert Risk Factor Estimates
Risk Factors LB ML UB
Probability of risk occurrence
without controls (%)
Probability of risk
with controls (%)
Impact Cost (£) 91,852 192,996 391,144
Frequency (/yr) 0.10

1.70 6.70 16.00

0.50 2.20 4.40

ComExpFreq(CFreq) = RiskDiscrete(Exp1 Freq : Exp,Freq, ExpiWeight : Exp, W eight)

(F.8)
Table F.3: CSP-A Expert Opinion Weightings
Contributor Weight Sample

Expert_1 4 0.4

Expert_2 3 0.3

Expert_3 3 0.3

Total 10 1

ERV_WC = CImpact « CFreq« CPwCE (F.9)
ERV_WoC = CImpact * CFreq « C PwoCE (F.10)

By applying equations E.9 & E.10, the risk assessor is then able to calculate the
risk value for when controls are in place and otherwise (see Table [F.4). The final risk
value is presented in monetary terms (£) with three estimates (lower bound, the mean
value and upper bound). Although, when we consider the threat and vulnerability
of the application combined with our understanding of CSP processes, we arrive at a
Most Likely (ML) risk value which sits around the 85% percentile of the ERV_WoC

distribution.
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Table F.4: Estimated Risk Value based on Combined Expert Estimates

Output Without Controls With Controls
(Estimated Risk Value) (ERV_WoC) (ERV_WC)
5% Percentile (£) 0.00 0.00
Mean (£) 5,772 1,910
95% Percentile (£) 31,293 10,144

Estimated Risk Value
(Most Likely)

£4,610

2. Using Spider Diagrams and Scenario Analysis, identify the sensitivity of

Input variables.

We begin the analysis of our SA result by presenting the change in the objective
function value (risk value) for the different parameter values (risk factors). Here we
make use of a spider diagram because it enables us to compare the impact of various
parameters on the objective function while presenting the result on a single graph.
Figure shows how the mean risk value changes as each input vary through its

percentiles.

The diagram shows that, of the three risk factors, the frequency of risk occurrence
(freq) has the most significant effect on the mean risk value. While the impact and
probability risk factors had a steady influence on the risk value, the frequency risk
factor had the steep rise from the 68" percentile and is considered the most influential
factor for risk values ranging from £4,000 to £12,000. However, one must bear in
mind that the Experts’ estimation of the frequency of risk event ranged from 0.05 to
1, and it would seem that it is only as the value approaches the higher estimation that
frequency begins to impact risk value. This observation is in line with that of Pannell
[236], where he observed that where the parameter is small, percentage changes may

be substantial relative to those of other variables.

Following the above observation with scenario analysis, where we identify which of the
uncertain inputs within a selected percentile was significantly different from its value in
the rest of the iterations. Figures & shows the possible effects of the risk factors
on the dependent variable, i.e. risk value. When the scenario analysis was conducted
for input variables at 50% percentile of the risk value, none of the input variables
was judged to be significantly different from the rest of the iteration. That said, at
the 75% percentile mark, the frequency input variable made a significant difference
in the risk value output. As shown in Figure the median of the frequency input
variable (M2) where risk output is greater than 75%, was 1.24 standard deviations
from the median of the rest of the iterations (M1) and falls within 90% of the input

distribution.
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Figure F.1: The impact of risk factor inputs on risk value output
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Figure F.2: Key inputs in scenario where risk value is greater than 75%

Furthermore, conducting the same scenario analysis to identify key inputs in scenarios
where the risk output is greater than the 90% percentile of risk values, both the
probability and frequency input variables were significant. Figure shows that the
median for the frequency input was 2.48 standard deviations from the median of the
rest of the iterations, while that of probability input variable was only 0.85 standard
deviation away. At the calculation of key inputs contributing to the 9

the risk value, all input variables were significant, but the frequency risk factor had

the dominant influence.
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Figure F.3: Key inputs in scenario where risk value is greater than 90%

3. Sensitivity Analysis using Scatterplots.

Here, we use the sample of the model input and output to produce a scatterplot.
We use the scatterplot to investigate the behaviour of the CSCCRA model, and to
determine which risk factor has the most significant influence on the estimated risk
value (output). We begin the analysis with the probability of risk occurrence, followed
by the impact value of the risk and frequency. For each of the factors, the @QRISK

tool also calculates both the Pearson and Spearman rank correlation coefficients.

Figure shows a scatterplot of the values of the probability (independent variable)
against that of the risk value (dependent variable). Here we see that although it looks
like a relationship exists between the two variables, it is somewhat random, going by
the correlation coefficients. The Pearson correlation coefficient for the relationship
between probability and risk value is calculated to have a value of 0.2380, while the

Spearman’s rank correlation coefficient is 0.0930.

Also, Figure shows a scatterplot of the risk value (y-axis) against the impact

value (z-azis). This plot, somewhat similar to the previous, confirms a weak relation-
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Figure F.4: Scatterplot of Risk value versus Probability of risk event
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ship between the variables. The Pearson correlation coefficient for the relationship is

0.2042, while the Spearman’s rank correlation coefficient is 0.0648.
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Figure F.5: Scatterplot of Risk value versus Impact of risk event

Lastly, Figure shows a scatterplot of the risk value against the frequency of risk
occurrence. This scatter plot differs from the previous two, in that its strength and
the direction of the relationship is positive. The plot confirms a linear and monotonic
relationship between the variables is strong [206]. The Pearson correlation coefficient
for the relationship is calculated to be 0.7641, while the Spearman’s rank correlation

coeflicient is almost perfect with a value of 0.9821.

The results show that the monotonic relationship of the impact and probability vari-
ables against the risk value is weak, hence the low score in the Spearman correlation
coefficient. Although all input variables have a varying range of linear relationship
with the risk value output, the frequency risk factor has the strongest positive linear

relationship. Overall, the scatterplots show that the risk value (output) is more sen-
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Figure F.6: Scatterplot of Risk value versus Frequency of risk event
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sitive to frequency than it is to impact, and the ordering of the input factors by their

influence on the risk value is

Frequency > Impact > Probability (F.11)

4. Test alternative assumptions for the value of the input risk factors

To further test the robustness of the results of the model in the presence of uncertainty
and increase our understanding of the relationship that exists between the input risk
factors and output risk value, we make changes to the Experts’ estimations. We raise
the values of one risk factor, leaving the others in their original state, and show how

the mean risk value changes with this new input using a spider diagram.
Scenario I: Increase Impact value

Table shows the changed impact value estimates in bold while Figure shows
the resulting spider diagram for the risk value calculation. As seen in Figure [F.7]
the increase in impact values made no distinct change to the original spider diagram
shown in Figure |[F.1] except for the increase in risk value. The frequency risk factor
remains the dominant risk factor that influences the risk value. Also, we see that
the change in impact value also reduces the influence of the impact risk factor on the

overall risk value, particularly after the 60" percentile.

Table F.5: Modified Experts’ Estimation of Impact; Probability and Frequency unchanged

Contributor Risk Factors Distribution LB ML UB
Probability of risk occurrence
Expert_1 with controls (%) PERT 0 ! 3
Tmpact Cost (£) PERT 300,000 | 700,000 | 1,000,000
Frequency (/yr) Poisson 1
Probability of risk occurrence .
Expert_2 with controls (%) PERT ! 2 8
Impact Cost (£) PERT 350,000 | 580,000 | 900,000
Frequency (/yr) Poisson 0.05
Probability of risk occurrence . .
Expert_3 with controls (%) PERT ! 3 0
Tmpact Cost (£) PERT 210,000 | 400,000 750,000
Frequency (/yr) Poisson 0.1

Scenario II: Return Impact value to original& increase Probability estimate

In this 2" scenario, we default the Impact values to the original Expert estimates and
increase the probability estimates (see Table . As shown in Figure raising the
probability estimates did not make a significant change in the factors that influenced
the risk value based on input percentile. While the rise in probability increased the
estimated value of risk (as expected), it did not increase the influence of the risk

factor, but reduced it, making it the least influential factor in the risk calculation.
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Figure F.7: Spider diagram illustrating a change in impact values

Table F.6: Modified Experts’ Estimation of Probability; Impact and Frequency unchanged

Contributor Risk Factors Distribution LB ML UB
Probability of risk occurrence
Expert_1 with controls (%) PERT 10 20 30
Impact Cost (£) PERT 5,000 | 215,000 | 625,000
Frequency (/yr) Poisson 1
Probability of risk occurrence
Expert_2 with controls (%) PERT 12 25 40
Impact Cost (£) PERT 100,000 | 150,000 | 200,000
Frequency (/yr) Poisson 0.05
Probability of risk occurrence
Expert_3 with controls (%) PERT 6 14 20
Impact Cost (£) PERT 10,000 | 180,000 | 300,000
Frequency (/yr) Poisson 0.1
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Figure F.8: Spider diagram illustrating a change in probability values
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Scenario III: Return Probability value to original & increase Frequency

estimate

In this scenario, we default the probability values to the original Expert estimates and

increase the frequency estimates (see Table [F.7)).

So far, the SA has shown the frequency of risk event as an important risk factor that
has a significant impact on the model’s performance. Although, in the course of our
analysis, we acknowledged that this influence might be as a result of the reduced range
of the frequency estimates (initially between 0.05 to 1 event per year). Therefore, in
this scenario, we increased the range of frequency to between one (1) and three (3)

events per year. The result of this change is depicted in Figure [F.9

As shown in Figure by increasing the frequency estimate, the influence of the
frequency risk factor reduced while the other factors also increased in importance,
particularly when compared to the original spider diagram generated from the Ex-
perts’ estimate (see Figure . To illustrate the sensitivity of the model to this
change in the frequency factor, we calculated the Pearson and Spearman rank corre-

lation coefficients and presented the result in a scatter plot (see Figure [F.10)).

While the result of this calculation maintains the superiority of the frequency risk
factor, it also supports the claims of Pannell [236], where he states that where the
parameter is small, percentage changes may be substantial relative to those of other
variables. As shown in the scatter plot, where the range of an input variable (fre-
quency) is comparable to other variables, the distinction between their importance

will in some cases, be minimal.

Table F.7: Modified Experts’ Estimation of Frequency; Impact and Probability unchanged

Contributor Risk Factors Distribution LB ML UB
Probability of risk occurrence .
Expert 1 with controls (%) PERT 0 ! 3
Impact Cost (£) PERT 5,000 | 215,000 | 625,000
Frequency (/yr) Poisson 3
Probability of risk occurrence
Expert_2 with controls (%) PERT ! 2 8
Impact Cost (£) PERT 100,000 | 150,000 | 200,000
Frequency (/yr) Poisson 1.5
Probability of risk occurrence .
Expert 3 with controls (%) PERT ! 3 5
Impact Cost (£) PERT 10,000 | 180,000 | 300,000
Frequency (/yr) Poisson 1
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Figure F.10: Scatter plot showing the relationship of risk factors after frequency value
change

5. Use a different risk scenario to confirm sensitivity analysis result

Having gone through steps 1 to 4 and confirmed the influence of the frequency of risk
occurrence variable on the estimated value of risk, we considered using another risk
scenario to validate our observations. To do that, we looked through all the risk items
to find a cloud risk scenario where all expert estimations are somewhat close, and
there are no small parameters. We adopted this approach to investigate the influence
of the frequency variable in situations where the spectrum of input variables where
comparable. We identified Risk R7 from the first case study (CSP-A) and using
the @QRISK tool, we calculated the correlation coefficients for the input variables,

presenting the result in scatter plots and spider diagrams.

Risk R7 - Unavailability of service for 6 hours due to software code bug

(CSP-A).
It can be seen from the data in Table[F.8] that the LB, ML and & UB expert estimates

of the input variables are comparable. This might be because the CSP is aware of

the risk scenario and its potential cost. The risk value was estimated as £875, and as

302



Table F.8: Experts’ Estimation of Impact, Probability and Frequency for Risk R7

Contributor Risk Factors Distribution | LB ML | UB
Probability of risk occurrence s
Expert_1 with controls (%) PERT 5 10 15
Impact Cost (£) PERT 2,000 | 3,000 | 5,000
Frequency (/yr) Poisson 2
Probability of risk occurrence
Expert_2 with controls (%) PERT 2 8 14
Impact Cost (£) PERT 500 | 1,000 | 10,000
Frequency (/yr) Poisson 0.75
Probability of risk occurrence .
Expert_3 with controls (%) PERT 5 15 20
Impact Cost (£) PERT 1,500 | 5,000 | 12,000
Frequency (/yr) Poisson 1

shown in Figure all the input variables influenced the risk output. Here again,
the frequency input variable contributed the most to the change in output mean across
the different percentiles, making it the most influential risk factor. Likewise, as seen in
Figure[F.12] the relative sensitivity of the risk value output to frequency is higher than
the other two input variables. Where the Spearman’s rank correlation coefficients for
the frequency variable was 0.8824, the impact variable had a value of 0.2936, while
probability had a low score of 0.1852.
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Figure F.12: Scatter plot of the Input variables with their correlation coefficients

Overall, and in a similar fashion to Risk R1, the scatter plot for Risk R7 shows

that the Risk value (output) is most sensitive to frequency, followed by impact and
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probability. Therefore, a safe order for the sensitivity analysis of the input variables

of the CSCCRA model in its calculation of cloud risk value is as shown below:

Frequency > Impact > Probability (F.12)

Summarise the analysis.

In this section, we conducted an experiment to show how the uncertainty in the risk
value output of the CSCCRA model can be attributed to the different input variables.
We conducted multiple iterations of the risk calculation, changing the value of the
parameters in a bid to identify the crucial factors. We determined the frequency
variable as the most influential risk factor, with a significant impact on the model’s
performance. In our analysis, we assumed the independence of the three risk factors,

since they are based on experts judgement of the risk scenario.

While the sensitivity analysis study provided us with a good view of the capability
of the model to evaluate cloud risk, we sought to determine if the difference in the
statistical distribution of the factors is relevant to the influence they exhibit. While
the implementation of the CSCCRA model adapted the frequency variable as a Poi-
son distribution, it used the PERT distribution for the impact value and probability
variables. A likely but unconfirmed reason for the influence of the frequency variable
might be the difference between discrete and continuous distributions. The discrete
nature of the Poison distribution, where the correlation of the mean & standard devi-
ation is based on independent occurrences and often limited to a small range, would
seem to have made a difference in the risk calculation. However, seeing that the fre-
quency variable expresses the probability of a given number of independent events
occurring within a fixed time, we maintain the need to adopt the best distribution for

such a situation, i.e. Poisson distribution.

Lastly, based on the result of this analysis, one can suggest that the optimal strategy
for estimating risk value using the CSCCRA is to ensure that Expert’s estimation of
the frequency of risk occurrence is objective, defensible and fact-based. This best-bet
strategy will ensure the estimated risk value will not be skewed in the direction of the

experts’ subjectivity (over or under), but will be realistic.

In conclusion, this sensitivity analysis found no apparent errors in the CSCCRA
model, validated the robustness of the model for cloud risk value estimations and

established the degree to which the model was sensitive to its input variables.
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F.2 Bounds Checking

In complying with best practice, we conducted a bounds check on the CQRA tool to make
sure all user inputs are of the expected type and range.

Using the domain attributes of each variable (risk factor), we specify its type and range
of possible values. A domain can be various combinations of continuous or discrete and
bounded or unbounded [193]. Each risk factor (probability, impact, frequency) presents a
different challenge with regards to bounds checking and as such, we implemented a com-
bination of attributes to ensure consistency of risk value results in the face of extreme or
irrational inputs. However, due to the limitations in the Microsoft Excel program, which
our @QRisk simulation tool integrates with, our validation criteria only checked for a single
data type and value range. For instance, we could not validate that the user input for the
probability of risk with controls is lower than or equal to the probability of risk without
controls. Table shows the domain attributes for each risk factor, including the bounds
check to constrain the variable within lower and upper limits.

Our validity test involves displaying a message to the end-user in situations where an
invalid input has been entered. Figures E.13 to E.16 presents four scenarios where the user
entered invalid or out of range values for the different risk factors. The “stop” error message
presents the user with the valid range for the input, and request them to revise their data

before proceeding with the rest of the estimations.
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Scenario 1: End-user enters an out-of-range value for PwoCE_LB.

Distribution  Lower Bound (5%) Most Likely Upper Bound [95%)
Probability of risk occurrence S ( i ) L sran
(vulnerability level) (38)
Probability of risk considering PERT 2{ PwoCE LB 00 1500
countermeasures (%) Enter a value
Impact (£) PERT 5{ between 0% 50,000 2,000,000
Mumber of Occurrence per year Poisson 1 and 100%
Probability of risk cccurrence | wrong input * l4s.00

(vulnerability level) (%)
Probability of risk Eunsidering!
countermeasures (%) |

50,000
Impact [£] Retry Cancel Help |

e Please change the input to a value between 0% and 100% | 7.00

Number of Occurrence per year

Probability of risk occurrence

PERT 1.00 5.00 10.00
(vulnerahbility level) (%)
Probability of risk considering P R S6h <
countermeasures (%)
Impact [£) PERT 10,000 180,000 300,000

Figure F.13: Invalid input for PwoCE_LB

Scenario 2: End-user enters a value for PwCE_ML, which is higher than the upper
bound estimate (PwCE_UB).

Distribution  Lower Bound [5%) Most Likely Upper Bound (95%)
Probability of risk occurrence T o s ]
(vulnerability level) (3s)
Probability of risk considering T T o S0
countermeasures (%)
Impact (£) P.Em 500 S0 b CE ML 2,000,000
Number of Occurrence per year Poisson 1 Enter a value
between 0%
ili i and 100%
Probability of risk occurrence e S 6 SIRE

[vulnerability level) (%)
Probability of risk considering

PERT wrong input %
countermeasures (%)
Impact (£) PERT
Number of Occurrence per year Poisson e Input value should be >= PwCE_LE and <=PwCE_UE
Probability of risk occurrence e | Cancel Help
(vulnerability level) (%)
Probability of risk considering PERT 1.00 2.00 500

countermeasures (%)

Figure F.14: Invalid input for PwCE_ML

Scenario 3: End-user enters a value for Impact_UB, which is lower than the most

likely estimate (Impact_ML).
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Distribution = Lower Bound (5%) Most Likely Upper Bound (95%)
Probability of risk occurrence

PERT 3.00 5.00 50.00
{vulnerability level) (%)
Probability of risk considering PERT 200 400 15.00
countermeasures (%)
Impact (£) PERT 5,000 f 50,000 | 45000 ‘I
Number of Occurrence per year Poisson 1 Impact_UB

. Enter the

Probability of risk occurrence PE wrong input X = impact cost
(vulnerability level) (%)

Probability of risk considering PE e Input value should be >= Impact_ML 7.00
countermeasures (%)

Impact (£) i Cancel Help il

Number of Occurrence per year Pois|

Probability of risk occurrence

PERT 1.00 5.00 10.00
(vulnerahility level) (35)
Probability of risk considering P S 3100 i
countermeasures (%)
Impact (£) PERT 10,000 180,000 300,000

Figure F.15: Invalid input for Impact_UB

Scenario 4: End-user enters an out-of-range value for Frequency of risk occurrence.
The rate of occurrence has been limited to between 0 and 365. In this instance, the user

enters a value of -1.

Distribution = Lower Bound (5%) Most Likely Upper Bound [95%)
Probability of risk occurrence T =77 =77 77T
[wulnerability level) (3s)
Probability of risk considering e 500 T e
countermeasures (%)
Impact (£) PERT 5,000 " 50,000 2,000,000
Number of Occurrence per year Poisson -1
Freq
Probability of risk occurrence s 2| Enterthe S5 Sy
(vulnerability level) (34) frequency of
ili i ideri risk event
Probability of risk considering e . o0 e

countermeasures (%) [ ]
Impact [£) Ty W * 50,000
Number of Occurrence per year | |

e Frequency should range between 0 and 365

Probability of risk occurrence ‘

2 : 10.00
(vulnerability level) (%) Retry Cancel Help
Probability of risk considering PERT : 100 : 300 5.00
countermeasures (%)
Impact (£) PERT 10,000 180,000 300,000

Figure F.16: Invalid input for Frequency

308



	Introduction
	Motivation
	The Problem Context
	Research Goal
	Research Questions
	Research Challenges and Limitation

	Research Design and Scope
	Thesis Structure
	Peer-Reviewed Publications
	Research Contributions

	Background
	Cloud Computing
	Cloud Delivery and Deployment Models
	Cloud Deployment Models
	Cloud Service Models
	SaaS and the API Economy

	Cloud Benefits and Concerns
	Traditional vs Cloud computing risks

	Risk Assessment Methodologies
	Qualitative and Quantitative Risk Assessment
	Qualitative Assessment
	Quantitative Assessment

	Risk Modelling

	Frameworks Referenced in our Proposed Model
	NIST SP 800-30 rev1
	ISO/IEC 27005:2011
	FAIR
	Summary

	Cloud Supply Chain
	Cloud Supply Chain Risks
	Transparency, Trust and Risk Assessment

	Systems Thinking
	Decision Support Analysis
	Z-Score
	Delphi Method for Information Gathering

	Summary

	Related Work
	Cloud Risk Assessment
	Conceptual Models for Assessing Cloud Provisioning Risks
	Existing Approaches
	Limitations and Gaps


	Research Methodology
	Validating the Cloud Risk Assessment Gap
	Cloud Supply Chain Transparency Survey and Interview
	Cloud Risks and Risk Assessment Survey

	Proposed Cloud Risk Assessment Approach
	Delphi Study for obtaining Security Factors for Supplier Assessment
	Research Design


	Case Study for Proposed Model Validation
	Developing the Risk Assessment Web Application
	Resource Requirements
	Summary

	Preliminary Results and Findings
	Surveys and Interviews
	Cloud Supply Chain Transparency
	Case Study-based Survey
	Interview Results
	SaaS CSP Comparison

	Survey on Cloud Risk Assessment Methods
	Cloud Providers
	Cloud Customers
	General Questions
	Summary

	Discussion and Limitations

	Delphi Study
	Round One Results
	Round One Analysis

	Round Two Results
	Round Two Analysis

	Round Three Results
	Round Three Analysis

	Discussion and Limitations

	Summary

	The CSCCRA Model
	CSCM
	CSSA
	CQRA
	Combining Expert Estimates

	Summary
	Sensitivity Analysis of the CSCCRA model
	Experimental Design

	Expert Validation of the CSCCRA model
	Completeness comparison of the CSSCRA model with established models and standards
	Systematic evaluation of CSCCRA with other conceptual models
	QUIRC
	CSPRAM
	OPTIMIS
	Discussion and Findings


	Model Validation using Case Study
	Case Organisation One - CSP-A
	Background of CSP-A
	Application of CSCCRA to CSP-A-SaaS
	Supply Chain Mapping
	Supplier Security Assessment
	Quantitative Risk Analysis

	Analysis and Discussion of Assessment results
	Risk Mitigation and Treatment Recommendation

	CSP-A Evaluation of Model and Case Study Exercise
	Summary

	Case Organisation Two- CSP-B
	Background of CSP-B
	Application of CSCCRA to CSP-B-SaaS
	Supply Chain Mapping
	Supplier Security Assessment
	Quantitative Risk Analysis

	Analysis and Discussion of Assessment results
	Risk Mitigation and Treatment Recommendation

	CSP-B Evaluation of Model and Case Study Exercise
	Summary

	Case Organisation Three - CSP-C
	Background of CSP-C
	Application of CSCCRA to CSP-C-SaaS
	Supply Chain Mapping
	Supplier Security Assessment
	Quantitative Risk Analysis

	Analysis and Discussion of Assessment results
	Risk Mitigation and Treatment Recommendation

	CSP-C Evaluation of Model and Case Study Exercise
	Summary

	Case Study Summary

	Combined Case Study Discussion and Findings
	Case Study Discussion
	Case Study Findings and Conclusion
	Towards a Capability Maturity Model for Cloud Risk Assessment

	System Development - Implementing CSCCRA as a Web Application
	System Development
	System Evaluation
	Focus Group Evaluation
	Case Organisation Evaluation

	Summary

	Conclusion
	Introduction
	Conclusions and Discussion
	Limitations
	Directions for Future Research
	Concluding Remarks

	Bibliography
	Glossary
	Coding, Description and Mapping of Security Factors
	CUREC Approvals and Research Participant Invitation letters
	Survey Questionnaires and Results
	Assessing Cloud Risks using the CSCCRA Web Application
	CSP-SW-Trial Registration and Login
	Supplier Identification and Supply Chain Mapping
	Supplier Security Assessment
	Risk Identification
	Risk Analysis
	CSP Risk Summary

	Sensitivity Analysis and Bounds Checking
	Risk Value Calculation and Sensitivity Analysis
	Bounds Checking


