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Abstract

The main problem addressed by this thesis is that of characterising in-
formation leakage channels in interactive systems as either ‘dangerous’ or
‘safe’, on the basis of the amount of information that can be leaked. We
define information information leakage in a fashion very similar to the clas-
sical definition of Goguen and Meseguer, modeling systems as finite state
transducers. Interesting issues arise in the selection of the appropriate
measure of information, and we propose some novel definitions which ad-
dress the problems which have been identified with the traditional notion

of mutual information.

We show that for deterministic systems, the problem of quantifying infor-
mation flow can be reduced to a natural combinatorial problem on regular
languages, namely that of computing their ‘width’ with respect to the lex-
icographic partial order. We solve this problem, and show that there is a
dichotomy between exponential and polynomial width, corresponding to
linear and logarithmic information flow (which we characterise as ‘dan-
gerous’ and ‘safe’ respectively). We give a polynomial time algorithm
to distinguish the two cases, as well as to compute the precise rate of
logarithmic information flow. We also study the analagous question for
some other partially ordered structures: we show that for context-free lan-
guages there is a similar dichotomy but the problem of distinguishing the
two cases is undecidable, and that for regular tree languages there is a tri-
chotomy between doubly exponential, singly exponential and polynomial

growth.

Finally we consider information flow in the setting of the process algebra
CSP. In order to reduce to the framework of languages and automata, we
establish a general theorem showing that a wide class of finite observa-
tional models of CSP (including all known models) can be reduced to the

traces model using the ‘priority’ operator.
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Chapter 1

Introduction

The discovery of the Meltdown [41] and Spectre [37] vulnerabilities brought the issue
of side-channel attacks, and their mitigation, to great public prominence. However,
the need to formally verify the absence of information flow has been recognised since
at least the 1970s [21]. The absence of information flow is known as ‘non-interference’,
and a great deal of theory has been developed surrounding it. More recently, however,
it has been recognised that to require the total absence of information flow may be
too conservative.

In the abstract for a discussion session at CSF 2001 entitled ‘Non-interference, who
needs it?’ [59], Ryan, McLean, Millen and Gligor observe that ‘In most non-inteference
models, a single bit of compromised information is flagged as a security violation, even
if one bit is all that is lost. To be taken seriously, a non-interference violation should
imply a more significant loss. .. Characterization of unbounded channels is suggested
as the kind of goal that would advance the study of this subject’. The objective
of this thesis is to achieve this goal for deterministic systems: we show that, for
the standard notion of noninterference introduced by Goguen and Meseguer in 1982,
there is a natural characterisation of channels as ‘safe’ or ‘dangerous’ (corresponding
to linear versus logarithmic information flow), and a polynomial algorithm to detect
the two cases.

We begin in Chapter 2 by setting out some background and existing work in non-
interference analysis and quantified information flow. We observe that a number of
attempts have been made to define quantified information flow, but none are without
problems and virtually no algorithms for explicit calculation are known.

In Chapter 3 we illustrate the utility of quantified information flow by considering
a toy scenario in which a number of users share a single resource, stating at the

beginning of the execution the number of cycles they wish to use. We show that



permitting a small amount of information flow (in number of bits proportional to
loglogn) allows a greatly reduced overhead.

In Chapter 4 we set out the information-theoretic foundations for our study of
information flow. We define the information flow for an interactive system, and show
(Theorem 4.12) that for the case of interactive systems there is a characterisation in
terms of possible sets of observations for the observer, which we will find simplifies cal-
culation considerably. Finally we discuss some of the objections that have been raised
to the consensus definition of information flow, and suggest possible alternatives.

In Chapter 5 we explain how to model interactive systems as finite-state trans-
ducers, and how to apply the theory of Chapter 4. We then show how to reduce
the problem of calculating information flow for a given transducer to the problem
of calculating the width of the language of a finite automaton derived from it (the
width of a language L is the size of the largest antichain in L, with respect to the
lexicographic order).

In Chapter 6 we show how to solve this problem, showing that there is a dichotomy
between polynomial and exponential antichain growth, corresponding to logarithmic
and linear information flow respectively (Theorem 6.16), and an algorithm to de-
termine which holds for a given automaton (Theorem 6.18). We argue that it is
reasonable to interpret these two cases as ‘safe’ and ‘dangerous’ respectively. In the
case of polynomial antichain growth, we show that there is an algorithm to deter-
mine the precise order of polynomial growth. Finally we consider the mathematical
problem of antichain growth in other automatic structures, and show that there is a
similar dichotomy for context-free languages but that the decision problem is unde-
cidable. We also show that for regular tree languages there is a trichotomy between
polynomial, exponential and doubly exponential antichain growth.

In Chapter 7 we consider quantified non-interference in the paradigm of Com-
municating Sequential Processes (CSP). Because the rich structure of denotational
models for CSP are essential to quantified non-interference, whereas all of our work
in this thesis has been based on languages of automata and transducers, we must
reduce these models to the traces model. We give a general result (Theorem 7.30)
showing that any one of a wide class of finite observational models (including all that
are known) can be reduced to the traces model by the use of an appropriate context, a
technique which we refer to as ‘model shifting’. We then discuss the application of this
technique to quantify information flow with respect to the finite linear observations
model FL.

Finally in Chapter 8 we conclude and discuss directions for future work.



The model shifting results of Chapter 7 have appeared as [46], joint with A.W.
Roscoe. The antichain results of Chapter 6 have appeared on the arXiv as [45].






Chapter 2

Background

2.1 Noninterference analysis

The foundations of noninterference analysis were laid by Goguen and Meseguer in
[31]. They take an essentially automata-theoretic approach, modeling the system as
an automaton to which users may send commands (causing the state to change), and

which displays outputs to users depending on the state.

Definition 2.1. A GM state machine is a tuple (S, U, C, Out, do, sq), where
(i) S is a set of states,
(i) U is a set of users,

(iii) C is a set of commands,

(iv) Out is a set of outputs,

(v) out is the output function, a function S x U — Out, denoting the output seen

by each user in each state,

(vi) do is the state transition function, a function S x U x C' — S, determining how

the state changes when command c is received from user u, and
(vii) so € U is the initial machine state.

They also include a more complicated notion of ‘system transition functions’,
which we do not discuss here since as they observe it can be simulated by the basic
state machine definitions.

Given a sequence of commands w = (u1,¢1) ... (ug, ¢x) € (U x C)*, and a single

user u € U, we write [w], for the output seen by wu after the sequence w; that is,



[w], = out(sk,u), where spsq...s, € S* is the sequence of states satisfying s; =

do(s;—1,u;, ¢;).

Definition 2.2. Given sets G, G’ C U, we say that G does not interfere with G', and
write G : |G, if for every u € G’ and every w € (U x C')* we have

[w] = [Po(w)]u,

where Pg(w), referred to as the purge of w, denotes w with all commands sent by

users in G removed (that is, a pair (u;, ¢;) is removed if u; € G).

Trivially (by transitivity of =) this definition is equivalent to saying that [w], =
[w'], whenever w and w’ disagree only on G-actions; that is, whenever
’

wlnayxey = Wlanaxe* -

The complexity of deciding this property is not analysed in [31], but van der
Meyden and Zhang show in [65] that it is in PTIME.

For the purposes of this work, it will be convenient to have a recharacterisation
(which so far as we are aware is original) of the Goguen-Meseguer noninterference

property in terms of stutter traces ([40]).

Definition 2.3. For a sequence of commands w = (uy,c1) ... (ug, ¢x) and a user
u € U, let ¢y c(w) € (Out U C)*, the trace observed by u over w with respect to G,
be the sequence of outputs for u, interleaved with the commands sent by users not in
G. Formally, let

Ouc(w) = out(so, u) fa(ur, c1)out(sy, u) fo(ug, c2)out(se, w) . .. fo(ug, cx)out(sg, u),

where sgs; ... s, € S* is the sequence of states satisfying s; = do(s;_1,u;, ¢;), and the
function fo : U x C — C* is defined by fg(v',c) = € if v’ € G and fg(u',c) = ¢
otherwise.

Let ¢y q(w) € (Out U C)*, the stutter trace observed by w over w with respect to
G, be equal to ¢, ¢(w) with duplicate outputs removed. Formally, let v, ¢(w) be
the minimum-length element of the class of ¢, ¢(w) under the equivalence relation ~

generated by zx ~ x for all x € Out.

Theorem 2.4. Let M = (S,U, C, Out, do, sg) be a GM state machine, and let G, G’ C
U. Then G :|G" if and only if for every u € G’ and every w,w’ € (UxC)* we have that
Yuc(w) and P, g(w") do not first differ by an element of Out (that is, we do not have
Uya(w) = vavy and Y, c(W') = vr've with v,v, vy € (OutU C)* and x # ' € Out”).

6



Proof. Without loss of generality we may assume that w and w’ are minimal such
that v, ¢(w) and ¢, ¢(w’) first differ by an element of Out™; hence we have that
Yya(w) = vr and ¢, ¢(w) = va’ for some v € (Out U C)* and (without loss of
generality) z € Out, 2’ € Out U {e} with z # 2. Hence we have that w| ngyxcy =

W|(ng)xc)- (since all commands sent by users outside G are recorded in v), but

[w] = 2 # [w].,

since if we have 2/ € Out then [w'], = 2’ # x, and on the other hand if 2’ = € then
by the definition of 1, ¢(w) as a stutter trace we have that the final letter of v is not
z. Hence G /|G'.

Conversely, suppose that G /|G’, and in particular that G/ |[{u}. Let w be
minimal such that [w], # [Pg(w)].. Let Pg(w) = (u1,¢1) ... (ug, cx), and write

w = (u(1)7 Cé) s (u80> Cgo)(uh Cl)(“i? C%) ce (u71n> C?l)(u% 62) s (uku Ck)(u}c? Cllc> T (UZ]“: Czk)ﬁ

where u; € G for all ¢ and uf € G for all 4, .
By minimality of w, we have [(u},cd) ... (u),c)]u = [(u1,c1) - .. (wi,¢;)]a for all

i,j apart from i = k, 7 = ny. Hence 1, ¢(w) = ¥y ¢ (Pg(w))[w]., and so ¢, ¢(w) and
Yu.c(Pg(w)) first differ by an element of Out”™. O

In the case G' = {u},G = U \ G’, Theorem 2.4 provides a perspective on nonin-
terference which we will see reflected both in other approaches to the problem, and
in the quantitative approach of this thesis. We can view noninterference as saying
that the view of the system presented to u is in some sense deterministic: in any
two distinct interactions she may have with the system, they must be distinguished
first by an action of w herself, rather than by a nondeterministic choice made by
the system. Moreover, in later parts of this work we will show that an information-
theoretic measure of information flow is obtained by determining the maximum size
of sets of executions obeying a constraint equivalent to that in the theorem that no
two executions may first differ by an element of Out.

In our work, we will largely follow these definitions, with a few minor changes.
Firstly, we will view outputs as determined by transitions, rather than states: that
is, rather than a function out associating an output to each state, we will have a
function (S x U x C') x U — Out, associating to each transition an output for each
user. The technical terminology is that we will consider action-observed rather than
state-observed state machines. Note that this notion is strictly more general than
the state-observed definition above: in particular, we can always take the function

((s,u,c),u") — out(do(s,u,c),u).



Secondly, we will mainly consider synchronous rather than asynchronous ma-
chines: that is, rather than accepting a sequence of commands from different users,
the machine will demand a command from each user at each step. The main reason
for this is that in the absence of timing, the asynchronous model poses problems for
quantifying information flow. However, we will consider the asynchronous case in
Section 5.6, where we will see that (after making reasonable choices to resolve the
semantic issues that arise) the theory works out as more-or-less equivalent.

The considerations of state-observed versus action-observed systems are consid-
ered in more detail by van der Meyden and Zhang in [66], in which they show (Theo-
rem 4.3) that a number of notions of noninterference are (in a suitable sense) equiv-

alent for the two types of semantic model.

2.2 Quantified noninterference

As discussed in the introduction, it has been recognised that the Goguen-Meseguer
notion of noninterference may be too strong. A number of attempts have been made,
therefore, to define and calculate quantitive measures of information flow.

In [20], Denning proposes a definition of quantified information flow based on
differences in entropy: in the state transition s — s’ there is information flow from
from variable Y to variable X if the entropy of Y conditional on seeing the value of
X in state ¢’ is less than that conditional on seeing the value of X in state s; that is,
if HY|X =2') < HY|X = z) (where z and 2’ are the values of X in states s and
s’ respectively).

In [16], Clark, Hunt and Malacaria point out that Denning’s definition is flawed, es-
sentially because the later observation may contain information that supplements that
of the earlier observation, even if the total information in the second observation is
less. They argue that the appropriate definition is the standard information-theoretic
notion of mutual information, as proposed by Gray, who showed ([32], Theorem 5.1)
that the usual definition of noninterference corresponds to having a channel capacity
of zero. As will be developed below, we adopt this standard definition, and provide
further evidence with a Shannon-style theorem (Theorem 4.11) showing that infor-
mation flow of C' under our definition corresponds with the existence of a channel
from High to Low with capacity C. Other authors favouring mutual information as
the appropriate measure of information flow include Moskowitz, Newman, Crepeau
and Miller in [49] and Chatzikokolakis, Palamidessi and Panangaden in [14].



On the other hand, in [63] Smith argues against the ‘emerging consensus’ that
mutual information is the appropriate measure. The reason for this is essentially that
mutual information is the ezpected amount of information in bits. This means, for
example, that if there is a 99% chance of transmitting no information and a 1% chance
of transmitting 100 bits then the mutual information is 1 bit. However, there is a
clearly a significant difference between this situation and that of always transmitting
1 bit. In the former case, a 100 bit key (say) will be revealed 1% of the time, whereas
in the latter it will always be unfeasible to exhaust the remaining 99 bits of entropy.

Smith proposes to resolve this by measuring the change in the vulnerability, which
is the modal probability of High’s action, on the grounds that this bounds the prob-
ability with which Low can guess what High’s action was. With this definition, the

relevant quantity is the change in the min-entropy

1

Ho(X)=1
(X) Ogmaxxp(X:a:)

(or rather the difference H(X) — Hoo(X|Y)).

However, this definition is itself flawed. For example, consider the system which
accepts from High an input from the set [0,2% — 1] U {X}, and outputs to Low an
element of the set [0,2% — 1], where the system just relays inputs from [0,2F — 1],
and on receiving ‘X’ outputs a uniformly random element of [0, 2% — 1]. Suppose that
High’s strategy is to input ‘X’ with probability /2, and otherwise a uniformly random
element of [0,2% — 1]. Then the modal action of High is ‘X’, both a priori and also
after seeing any particular output to Low (in the latter case, along with the relevant
integer). Smith’s definition thus finds no information flow, which is clearly incorrect.

An alternative approach, discussed briefly by Kopf and Basin in [38], is to adopt a
‘worst case’ measure, but this is also clearly wrong in general: an exponential amount
of information flow is acceptable if it is exponentially improbable. Since none of the
existing measures are entirely satisfactory, we discuss the correct notion in Section
4.5.

Building on Smith’s work, a more general notion referred to as ‘g-leakage’” has been
developed in a series of papers starting with [3]. We give more detailed consideration
to this theory and its relationship to our proposed definitions in Section 4.7.

In [15], Clark and Hunt consider the Goguen-Mesegeur definition of noninterfer-
ence, and show (Theorem 1) that if a noninterference property fails then in fact it
fails for the setting where the parties are only allowed to use deterministic strategies.
We prove a quantitative version of this fact (i.e. that the amount of information flow,

rather than just whether it is non-zero, is preserved by allowing only deterministic



strategies) in Theorem 4.12. They further show (Theorem 2) that noninterference is
preserved by considering only stream strategies: that is, strategies where the sequence
of events emitted by the experimenter is independent of what he sees. This is not
surprising: a single counterexample suffices to violate noninterference, so we can take
stream strategies matching that example. Note that this does not hold for quantified
information flow, since it is possible that the high-level user can send the system down
two alternative paths, such that if the adversary wishes to profit from both then she

must behave differently in the two cases.

2.3 Computing information flow for interactive sys-
tems

In [5], Andrés, Palamidessi, van Rossum and Smith attempt to compute the leakage
of what they term ‘information-hiding systems’ (IHS). These are essentially automata
over (secret) inputs and (observed) outputs, of a fairly similar flavour to our defini-
tions in Chapter 5. However, this work has several important limitations. Firstly, it
assumes an essentially passive attacker: apart from the values of the secret (whose
distribution they sometimes allow to be chosen so as to maximise information flow),
the system is assumed to follow known probabilistic behaviour.

Secondly, having oberved that where the system is ‘interactive’ (that is, choices
of secrets are interleaved with outputs, rather than preceding them) it cannot simply
be represented as the channel matrix of a memoryless channel, they are only able to
analyse information flow where the secret choices are made with known probabilities
(rather than finding the maximum information flow over probability distributions for
the secret choices). We resolve this apparent problem in Chapters 4 and 5 by observing
that we may choose to think of the secret choice as being a choice of strategy: that
is, a choice of secret value for each sequence of events that may have occurred up to
the point where the choice is made. Having done this, we are again able to study the
system as a memoryless channel in the usual way (we suspect this may be the essence
of what is described in the follow-up paper [4]).

In [38], Kopf and Basin show how to calculate information leakage for a highly
restrictive model (which they relate to side-channel attacks). They assume that the
secret is drawn uniformly from some finite set K, and that the attacker has access
to some finite set M of (non-injective) functions on K. At each round, the attacker

chooses a function from M and observes its output. The goal is to compute the
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expected reduction in the uncertainty in the secret (for a variety of uncertainty mea-
sures) after n steps, assuming that the attacker chooses her queries so as to maximise
this.

The authors show (Theorem 1) that the amount of information obtained after n
rounds can be computed in time O (n|M|™"|K|log |K|) by exhaustive search (where
r =maxysey | f(K)| is the maximum size of the images of functions in M). They also
show (Theorem 2) that the amount of information obtained by a ‘greedy’ attacker
(who maximises the amount of information she obtains at each step) can be computed
in time O (nr|M||K]?). Unfortunately no nontrivial relationship is known between
these two quantities. However, since the information obtained by the greedy attacker
is clearly a lower bound for that obtained by the optimal attacker, the greedy heuristic
may be able to show the existence of a side-channel attack for some systems.

In [8], Boreale and Pampaloni consider the more general case of repeated queries
issued by the attacker (possibly adaptively) to a system which is stateless: that is,
responses to particular queries are not affected by the queries which have been asked
previously, although the queries chosen by the attacker may vary depending on what
information she has previously received.

The authors show (in Theorem 4.3) that the problem of computing the maximum
information flow after n queries is NP-hard, for deterministic systems specified as
boolean formulae (that is, the deterministic function specifying the response to a
given query on a given value of the secret, all encoded in binary, is specified as a
boolean function).

In [9], Boreale, Pampaloni and Paolini consider the asymptotics of the information
flow resulting from n independent uses of a single channel for large n. This is in some
sense dual to the situation we will be studying, of the asymptotics of a single, long
execution of a stateful system.

In [10], Boreale and Paolini consider the problem of obtaining statistically valid
estimates of information flow capacity of a system, given only ‘black box’ access, and

show that under certain reasonable assumptions this is impossible.
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Chapter 3

Scheduling a shared resource

3.1 Introduction

In this chapter, we illustrate the potential utility of quantified information flow by
considering a heavily simplified model of scheduling a shared resource, such as a pro-
cessor or a communication channel with limited capacity. In such a setting there is
an inevitable trade-off between efficiency and privacy: as we shall see, any sched-
uler which prevents any information flow must have a fairly large overhead, and on
the other hand a scheduler optimised for efficiency will leak information (in bits)
proportional to logn, the logarithm of the amount of work being scheduled.

We shall show, however, that if we are prepared to take an intermediate position
between these two extremes then we can obtain an arbitrarily low overhead while
revealing only information proportional to loglog n, an exponential decrease from the
scheduler optimised for performance.

We should note, however, that the model treated in this chapter is much simplified,
and in particular assumes a one-off interaction wherein each agent simultaneously asks
to schedule a single job. This is unlikely to be realistic in most situations: usually
what is required is a protocol whereunder agents can repeatedly ask to schedule jobs,
doing so at times of their choosing. The more complex semantics required to model
this setting, and the mathematical techniques required to analyse them, will be the
subject of the remainder of this thesis.

We first consider the case of just two agents sharing the resource, in Section 3.2.
After setting out the relevant basic definitions and giving some example schedulers,
we set out the relevant figures of merit, encapsulating the twin goals of efficiency and
security, which in this case as so often are in tension. ‘Efficiency’ is measured by the
excess of total waiting time over the minimum possible. ‘Security’ is measured by

the amount of information which can flow between the two agents. This in turn is
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measured by the total number of different possible waiting times that each agent can
observe for a single choice of their own request size n. We are not yet in a position
to justify this definition, but after Chapter 4 it will become clear that it is correct.

We show in Theorem 3.12 that there is in some sense an optimal tradeoff between
these two desiderata: for any ¢ there exists a scheduler with efficiency overhead at
most 0 such that the information flow in bits is at most loglogn — loglog(1 + 9).
On the other hand any scheduler which allows information flow less than loglogn —
loglog(1 + ) must have efficiency overhead greater than 4.

We then proceed in Section 3.3 to consider the case of more than two agents.
This is particularly significant because if there are many agents with wildly differing
demands then the cautious scheduler (which allows no information flow) my have very
high overhead. However, we again show in Theorem 3.25 that there is an optimal
tradeoff between efficiency and security, in a scheduler which again has efficiency

overhead ¢ and allows information flow at most loglogn — loglog(1 + ¢).

3.2 The two-agent case

We consider first the case of only two agents. The task of the system is to receive
a request from the two agents specifying the sizes ny,ny of their respective jobs. It
must decide how to allocate the shared resource at each time unit, and then notify
each agent when their job is complete, although of course it could choose to delay a
notification until some later time.

Assuming (as we shall) that the scheduler is deterministic, it induces functions
Ty,T5, the times after which the two agents are notified of the completion of their
respective jobs, each taking as arguments the two job sizes nq,ns. We will choose
to identify the scheduler with these functions, imposing the condition that they be
genuinely implementable.

Throughout this chapter we will denote by N the set of natural numbers including

zero, and by NV the set of strictly positive natural numbers.
Definition 3.1. A 2-scheduler is a pair (17, 7T3) of functions N x N — N.

A scheduler is implementable if there is a scheduling function f, with f(k) deter-
mining which agent’s job is worked on at time £, such that each job receives at least

n; units of work and is completed by time T;.
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Definition 3.2. A 2-scheduler (7}, T3) is valid if for every ni,ny € N there exists a

function

f:Nt—{0,1,2}
such that for each i € {1,2} we have
(i) If7'(9)] = ni, and
(i) max {f~(i)} < Ti(n, no).
There are simple healthiness conditions for a 2-scheduler to be valid.

Proposition 3.3. A 2-scheduler (T1,T3) is valid if and only if the following hold for

all ny,ny:
(1) Ti(ni,ng) > nq,
(i1) Ty(ny,ne) > ng, and
(111) max(T1(ny,ns), To(ni,ne)) > ny + n.

Proof. For the first and second conditions, we have n; = |f71(i)] < max{f~1(i)} <
T;(ny,mns). For the third condition we have that

ny +ng = |f71(1)‘ + |f71(2>‘
= [ MU f)
< max{f'(1)U f(2)}
= max (max{f_l(l)} ,max{f_l(Z)})

< max (Tl (’fll, 77,2), TZ(nlv nQ)) :

Conversely, suppose that the above conditions hold. Without loss of generality
Ti(n1,n2) < To(ni,ng). Now let f([1,n1]) =1, f([n1 + 1,n1 +no]) = 2 and f([ng +
ny + 1,00)) = 0. Then it is clear that f satisfies the first condition of Definition
3.2. For the second, we have max {f~1(1)} = n; < T1(nq,n2), and max {f~1(2)} =
ny + ne < max (11(n1, na), To(ny, ng)) = To(ny, ng). O

Perhaps the simplest possible scheduler is the one which always gives priority to
the first agent’s job, and completes it before the second starts. It is easy to compute

the functions 77,75 in this case.

Example 3.4. The priority scheduler is given by (71, 73)(n1, ng) = (n1,ny + na).

15



For this example the total time T; + T, spent by both agents waiting for their
jobs to complete is ny 4+ 2ny. If nqy > ny this may be very far from optimal. A more

efficient scheduler will choose to put the shorter job first.
Example 3.5. The impatient scheduler is given by

(ny,n1 + no) it ny < ny

(Tb T2)(n17 nQ) = {

(ny + ng, na) otherwise.

This clearly has total waiting time n; +ny+min(ny, ny), and in fact this is minimal

among all valid 2-schedulers.

Proposition 3.6. Let (11,Ts) be a valid 2-scheduler. Then (11 + T3)(ny,ng) > nqy +

ny + min(ng, na).
Proof. We have
(T1 + T3)(n1, n2) = max (T1(n1, na2), To(ny, no)) + min (71 (ny, n2), Ta(n1, na))
> ny + ng + min(ny, ny)
by Proposition 3.3. O
We will measure efficiency by the excess of waiting time over this minimum.

Definition 3.7. Let T = (11, T3) be a valid 2-scheduler. The overhead W : Nx N —
N of T' is given by

W(?’Ll,ng) = (Tl + Tg)(nl, 712) — (n1 + ng + min(nl,ng)) .

Note that the impatient scheduler has W (ny,ny) = 0 and the priority scheduler
has W(ny,ns) = ny — min(ny, ns).

So it is clear that if our only concern is efficiency the impatient scheduler is optimal.
But what about privacy? We consider the sizes of the sets of possible waiting times

experienced by each individual agent, for each possible size of their job.

Definition 3.8. Let (73,75) be a 2-scheduler. Then the observation count functions
Iy and I, are given by I;(n) = |T1(n,N)|, Is(n) = |T2(N,n)|.

The amount of information (in bits) obtained by agent k, subject to the constraint

that the job she requests must have size at most N, is then

max log I1(n).

n<N

16



The disadvantage of the impatient scheduler is now apparent: it has I;(n) = n and
Ir(n) = n+1 (the corresponding sets being {n,n+1,...,2n—1} and {n,n+1,...,2n}
respectively). The priority scheduler performs similarly poorly, with I;(n) = 1 but
Ir(n) = oo (although it would be appropriate for the case where the second agent is
trusted but the first agent is not).

If we want to ensure that neither agent is able to learn anything about the other,
we can adopt a simple time division multiplexing system, where the system allocates,
say, the odd-numbered time steps to the first agent’s job and the even-numbered steps

to the second agent’s job.

Example 3.9. The cautious scheduler is given by T} (n1,n2) = 2n1—1 and Ty(nq, ng) =

2”2.

This has I;(n) = Iy(n) = 1, and W(ny,n2) = ny + ny — 1 — min(ny,ne) =
max(ni,ny) — 1. In fact this factor-two overhead is unavoidable among schedulers

allowing no information flow.

Proposition 3.10. Let (T1,T3) be a valid 2-scheduler with I,(n) = Iy(n) = 1 for all

n. Then P
lim sup (71 + To)(m, mo) > 2.
N—=00pn no>N n1 + Ng

Proof. Since we have I;(n) = Is(n) = 1, we may treat 11, T, as functions of a single
variable (respectively n; and ny).

Suppose for contradiction there exists some C' < 2 and some N such that for all
ni,ne > N we have Ti(ny) + Ta(ng) < C'(ny + na).

Now let

2-C

Then without loss of generality we have Tj(n) > Ty(n), and hence Tj(n) > 2n. But
then

n=|5egh| +1

Ti(n) + To(N) > 2n

Cn+N)+n(2—-C)—CN
>C(n+ N)+CN —-CN
C(n+ N),

which is a contradiction. O

17



However, if we are prepared to accept a small amount of information flow (pro-
portional in bits to loglogn), we can reduce the overhead to an arbitrary constant
factor 0. The basic idea is that we ‘round’ the output given to each agent to the next
power of (1 + 6). On the one hand since (1 + 6)* grows exponentially we have that
the number of possible outputs to each agent is only approximately logn, but on the

other hand this cannot increase the waiting time by more than a factor of (1 + §).

Example 3.11. For any fixed > 0, the d-optimal scheduler is given by

T(n n)_ 1 if?’LléTLQ
R ny + min { [(1 4 0) Hk‘EN [(1+6)F] > na} otherwise,

and Ty(ny,ng) = T1(ng, n1) whenever ny # no, and
Ty(n,n) =n+min {[(1+6)"]|k €N, [(1+0)*| > n}.

We shall justify this ambitious title by Theorem 3.12.

For this scheduler, we have
(T1 + T3)(n1,n2) = ny + ng + min {[(1 4 6)*] [k € N, [(1 + 6)*] > min(ny, n2)}
< nj+ns+ (1+9)min(ng, ny),
and hence W (ny,ny) < dmin(ng,ny).
On the other hand, we have
Lin)=|{n}u{n+ [(14+0)]|k e N, [(1+6)""] <n}
<2+logy sn
logn
log(1+6)’

and similarly for I5(n), save that the inequality in the set comprehension in the first

line above ceases to be strict, which does not affect the final bound.
Thus we have that I1(n), Iy(n) ~ logn/log(l + §) as n — oo. In fact this is

optimal among schedulers with overhead bounded by 6 min(nq,ns).

Theorem 3.12. Let (T1,T3) be a valid scheduler, and let 6 > 0. Suppose that either

i Li(n) - 1
im su
THOOD logn  log(1+ )

I; IQ (n) < 1
im su .
,Hoop logn  log(1+4)

or

Then

|74
lim sup M > 0.
N—=% n; ny>N Min(nq, ng)

18



Proof. The general strategy of the proof is to show that because of the constraint on
observation count functions there must exist two values ny < nf, of substantially dif-
ferent magnitudes such that 71 (n, ny) = T1(n, ny). We then show that the healthiness
conditions on Ti(n, nj) for validity are not consistent with efficiency for T3 (n, ns).

Let (T3, T,) be some valid scheduler, and suppose without loss of generality that
limsup, .. I1(n)/logn < 1/log(1 + &). Then there exists some 0 > & such that for
all sufficiently large n

logn

T1(n,N)| < log(118)

Indeed, otherwise we have that for all 6 > &, I1(n)/logn > 1/log(1 + 8) infinitely
often, and hence limsup,,_,. I1(n)/logn > 1/log(1 + J).
Now fix some & such that § < & < ¢ and fix € > 0 such that (1 + ¢)log(1 + &) <

log(1+9). Fix k > 2+ ¢’. Then we have that for all sufficiently large n
logn logn — log k — loglogn

~ <
log(1 + 6) (1+€)log(1+d)
1 1
T 1re logy 5 (n/k) — T+e log, ;5 (logn)

Now let the set X contain a single integer from the range

(146" Jogn, (14 6)HIk+<]ogn)

for each k > 0 such that (1 + ¢')0*+9*+<1logn < n/k, noting that for sufficiently large
x the range (z, (1 + 0’)°z) is guaranteed to contain an integer. X has the property
that for any a < b € X we have (14 ¢")a < b. Also

1X| = {k>0[(1+ )" logn < n/k}
= max {k > 0|(1 + 8 logn < n/k}

- 1 l n/k
— 0 ) ——
T 1+e€ B1+s logn
1 1
T 1t logy  5(n/k) — 1re log, | 5 (log 1)
logn
log(1 +0)

Hence by the pigeon-hole principle for all sufficiently large n there must exist some
ny # nby € X with logn < ng, n), < n/k such that T)(n,ns) = T1(n,n,). Without loss
of generality say ny < n}, and then we have also that (1 + §')ny < nj. Suppose for
contradiction that W(n,ny) < §'ny and Wi(n,nl) < §'nj.
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We now show that, intuitively speaking, the scheduler when given job sizes (n,n})

must schedule the second agent’s job first.

Claim. Ty (n,nb) > n + n.
Proof. Suppose for contradiction that T5(n, ny) > T1(n,n,). Then
W(n,ny) > 2T1(n,ny) — n — 2ng
>2n —n—2nh =mn — 2n
> (1 —2/k)n > d'nj,
a contradiction. Hence T(n,nb) > Ty(n,ny) and so Th(n,nb) > n + nj. O

Now we have

W(n,ng) = Ti(n,ng) + Ta(n,ng) —n — 2ny
= Ti(n,ny) + To(n,ne) —n — ny
>n+4ny+nyg—n—2ny =ny — ny

> 5,712,

a contradiction. Hence in fact either W (n,ny) > §'ny or W(n,nj) > §'n)y,. Either way

we have produced nq,ny both arbitrarily large such that

W(nl, 712)

, >0 >0,
min(ny, n)
as required. 0

We conclude this Section by summarising the properties of the various schedulers

we have considered in Table 3.2.

W(ny,ns) max(I;(n), Ir(n))
Priority ny —min(ny,ny) o0
Impatient 0 n+1
Cautious max(ny,ny) —1 1
d-optimal ¢ min(nq,ny) 2+ 10;2%5)

Table 3.1: The vital statistics of our schedulers
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3.3 Arbitrarily many agents

It is reasonable to wonder at this point why we would ever consider deviating from
fair time division multiplexing (which above we have called the cautious scheduler).
This prevents any information flow and increases the total waiting time by at worst a
factor of two, which is likely to be acceptable in most cases. However, if the resource
is to be shared among a large number of agents the picture is far less rosy: essentially,
with k agents the cautious scheduler can increase total waiting time by up to a factor
of k. In this section we will see that this can be substantially reduced by allowing a

small amount of information flow.
Definition 3.13. A k-scheduler is a k-tuple (11, ..., T}) of functions N* — N.
We will often write [n] for the set {1,...,n}.

Definition 3.14. A k-scheduler (71, ...,T}) is valid if for every n = nq,...,ni € N
there exists a function
[Nt — [k]u{0}
such that for each i € [k] we have
(i) [f71(#)] = ni, and

(i) max {f~1(i)} < Ti(ny,...,ng).

Once again, there is a straightforward healthiness condition for a k-scheduler to
be valid.

Proposition 3.15. A k-scheduler (11,...,Ty) is valid if and only if for all n =
(n1,...,ng) and all I C [k] with I # () we have

max (7;(n)) > Z n;.

i€l
Proof. For any I C [k], we have

an‘ = Z | f7H(9))|

Ure
< max U 710

= max (max { f~'(i)})
< max (T;(n)).
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For the converse we proceed by induction on k. The base k = 1 is trivial.

Let T' = (T4,...,T}) be a scheduler satisfying the above condition. Without
loss of generality we may assume that Tp(n) > 7T;(n) for all i. Now clearly 7" =
(T1, ..., Tr—1)(—,0) also satisfies the condition' and so by the inductive hypothesis it
is a valid (k — 1)-scheduler.

Hence there exists a function f': N — [k — 1] U {0} such that for each i € [k — 1]
we have that f’ satisfies the conditions in Definition 3.14. Now let f : N* — [k]U {0}
be defined by

fi(n) i f'(n) #0
fn) =1k if f'(n) =0and |f~1(0)] N [n] < ny
0 otherwise.

It is clear that f satisfies the conditions of Definition 3.14 for i € [k — 1], and also
that |f~'(k)| = ng. Now we also have that f(n) # 0 for all n < max{f!(k)}, and

SO

max{f }< Uf

1€[k]

by the hypothesis of the Proposition with I = [k]. a
Once again, we have the priority scheduler, which prioritises jobs by agent number.

Example 3.16. The priority k-scheduler is given by
1’1) = Z n;.
j<i

This is valid since for any I C [k] we have

max (73(n)) = Thax(ny(n) = | > oz Zn

el

This has total waiting time

(Ty + ...+ T,)( ZZn]_Zk:Jrl—z‘)ni
1€[k]

j<z

As before, we can save time by scheduling the larger jobs first.

!This notation means that T}(n1,...,ng_1) = T;(n1,...,nk_1,0) for all i € [k — 1].
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Example 3.17. The impatient k-scheduler is given by
J:(nj <ni)V((nj=ni) A(§<i))
This has total waiting time
ZTZ(n) = Zz x sort(n);,
1€[k] 1€[k]

where sort(n) is n sorted into descending order.

Once again we have that this is the minimum possible time.

Proposition 3.18. Let (11,...,T}) be a valid k-scheduler. Then we have

Zﬂ(n) > Zz x sort(n);.

i€k] i€[k]

This optimality is essentially due to the rearrangement inequality.

Lemma 3.19 (Rearrangement inequality). Let (ai,...,a,) and (by,...,b,) be se-

quences of real numbers in ascending order. Let o € S, be any permutation. Then

n n n
Zaibnﬂﬂ' < Z ;b (i) < Z a;b;.
i—1 i—1 i—1

Proof. [33], Theorem 368. O

we have

Proof of Proposition 3.18. Let iy, s, ..., i € [k] be distinct such that T}, (n) < T;,(n) <
... < T, (n). Then by Proposition 3.15 we have

T, (n)= max (T;(n))> n;.
)= oo, TNz 3
7"'7]
Hence
YIIUES D DY
i€[k] Jelk] i€fin,...ij}
Syt
JE[K]
> Zz x sort(n);,
i€[k]
by the rearrangement inequality. 0

Again we measure efficiency by the excess of waiting time over this minimum.
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Definition 3.20. Let T' = (71,...,T;) be a valid k-scheduler. The overhead W :
NF — N of T is given by

W(n) = Z T;(n) — Zz x sort(n);.
1€[k] 1€[k]

As before we may be worried about the amount of information that can reach a

rogue agent about the behaviour of the others.

Definition 3.21. Let (73,...,7T)) be a k-scheduler. Then the observation count

functions I, ..., I are given by

where in the above n is the jth argument.

Once again the amount of information obtained by agent k requesting a job of
size at most N is

max log Ij(n).

n<N
For the impatient scheduler, we have
Lin) =H{n,n+1,....jn+(k—j)(n—1)}
=(k—-1n+1—-(k—7j).
On the other hand if we wish to avoid any information flow we can use fair time
division multiplexing.

Example 3.22. The cautious k-scheduler is given by T;(n) = kn,.

This has ;(n) = 1 for all n, but overhead
W(n) = Z(k — i) x sort(n);.
i€[k]

The disadvantages of fair time division multiplexing now become apparent. For
instance, we have

W ((n,0,...,0)) = (k- n.

This is extremely bad if k is large. However, this kind of behaviour is unavoidable

for schedulers with no information flow.
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Proposition 3.23. Let (T1,...,T}) be a valid k-scheduler, with I;(n) =1 for all n
and all j € [k]. Then

T+ ...+ 1
lim  sup (Ty + ...+ Ti)(n, .., ) > k.
N_)OOTL1 ..... np>M n1++nk

Proof. As in the proof of Proposition 3.10, we treat each T; as a function of a single
variable, and assume that there exists some C' < k and some N such that for all
ni,...,ng > N we have Ty(ny) + ...+ Tp(ng) < C(ny + ...+ ng). Now let

- [Ce=n)

Without loss of generality we have T7(n) > Tj(n) for all j # 1, and hence T (n) >
kn. But then

Ti(n) +To(N)+ ...+ Tp(N) > kn

=Cn+(k—1)N)+nk—-C)—(k—1)CN
>Cn+(k—-1)N)+(k—1)CN - (k—1)CN
=C(n+ (k—1)N),

which is a contradiction. O

Again, however, we can trade off some small amount of information flow for much
lower overhead. As before the idea is to round off the output given to each agent to
the next power of (1 + §).

Example 3.24. The d-optimal k-scheduler is given by

Ti(n) = n; + min< [(1+6)*]|k € N, [(1 4 0)"] > Z n;

J:(nj<n;)V((nj=n;)A(j<i))

For this scheduler we have in the same way as before that
I;(n) <2+log,,s(k—1)n ~log, sn.

Hence the amount of information in bits obtained by any agent requesting a job

of size at most n is

log I;(n) = loglogn — loglog(1 + 6) + o(1)
~ loglogn +1logd ' 4 o(1)
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as n — oo (where the approximation is from a Taylor expansion for small §).
To compute the overhead, let o be the permutation of [k] defined by o(j) < o(7)
if and only if either n; < n; or nj = n; and j < i. Then we have ;i X sort(n); =

Zz‘e[k] Zj:cr(j)gg(i) ng, and so

Wm) =3 |Tomn) - n;
el | jo()=a(i)
SZ Negy + (14 0) Z nj — Z n;
i€[k] J:o(j)<o(i) Jio(§)<o(d)

SOMDI

i€[k] j:o(§)<o(7)

=0 Z(Z — 1) x sort(n);
i€[k]

Note in particular that we have
Ts—opt(n) < (1 +9) Tiin(n),

where T5_op¢ and T, denote the total waiting times of the d-optimal and the impa-
tient scheduler respectively.

Again this is essentially optimal.

Theorem 3.25. Let (Ty,...,T}) be a valid k-scheduler with k > 2, and let 6 > 0.
Suppose that

min lim sup < .
J€lk] n—oo 10g n log(l + 5)
Then -
lim  sup (n)

. > 0.
N=00ny >N D iy (1 — 1) X sort(n);

The proof will be by induction on k. Given a k-scheduler T" with small information
flow, we will produce a k—1-scheduler T” by setting the final input to zero. This cannot
have information flow greater than the original scheduler, and so by the inductive
hypothesis we will have that the overhead of 7" is bounded below as in the Theorem.
We will then use the family of examples on which 7" has not too high efficiency to
construct a family on which 7" has not too high efficiency.

However, in order for this final step to work we require a technical lemma showing
that, essentially, we may assume that setting one or more job sizes to zero does not

increase the waiting time.
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Lemma 3.26. Let T = (T1,...,Ty) be a valid k-scheduler with observation count
functions I,...,Iy. Then there exists a valid k-scheduler T" = (T7,...,T}), with

observation count functions Iy, ..., I}, such that

(i) i Ti(m) <3 i Ti(n) for alln € Nk,
(i1) For all j € [k] and all n > 1 we have I]'(n) < I;(n), and

(iii) For any n € N¥ and any n’ € N* such that for each i we have either n}, = n; or
n; =0, we have 3, T/(n') < 37, T (1),

Proof. We show by induction on [ that there exists such a function 7" where in the
third condition above we require n, = n; for all ¢ € [k —[]. The base case [ = 0 is
trivial: take 7" =T.

For the inductive step let 7" be as above. Let T” be a k-scheduler with 7" (n) =

T'(n) whenever ng_; # 0, and

/! !
T (nla Ng—i-1, 07 Nk—1+15 - - - 7nk) =T (nla ey M1, T M4 15 - - 7nk)7
where
: /
n = arg min E T (Ny ey M1 1y Ty M1y« s T
neN ek

The first and third conditions above are now clear. For the second, observe that for
any i # k — [ and any n € N we have {T)"(n)|n; = n} C {T/(n)|n; = n}, and also for
any n > 1 we have {T;_ (n)|ny— = n} = {T]_,(n)|nx— = n}. O

We are now ready to prove Theorem 3.25.

Proof of Theorem 3.25. Induction on k. The base case k = 2 is Theorem 3.12. For
the inductive step, suppose that 7' = (T},...,Ty) is a valid k-scheduler, such that,
without loss of generality,

I; L (n) 1
im su .
,Hoop logn  log(1+9)

By Lemma 3.26 we may assume that 7" has the property that 37, ) Ti(n, . .., ng—1,0) <

Zie[k] Ti(n1,...,ng) for any n = (nq,...,ng).
Plainly 7" = (T3, ..., Tx-1)(—,0) is a valid (k—1)-scheduler. Let 7" have overhead
function W’ and observation count functions I1,...,I; ;. Now I{(n) < I;(n) and so

by the inductive hypothesis we have that

> 4.

lim sup W' (n)
i u :
N=00ny nge >N D iep—y) (8 — 1) X sort(n);
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()

Hence there exists some ¢’ > § and some nV, n® ... € N¥! with mingep—1)n; — OO

as j — oo such that for each 5 we have

w' (n(j)) > ¢ Z (1 —1) x sort (n(j))l..

i€lk—1]

Also there exists some 0” with ¢’ > 6” > ¢ such that for sufficiently large j we

have

& > (i—1)xsort (n), > 8" > (i—1)xsort (n9) +(k + (k —1)5") , [ min ny’.

i€lk—1] i€lk—1] i€lk—1]
Now let 1) be given by
o [ if1<i<k-1
n;’ = 7 :
min;e k1] n;’ if i = k.
Now we have
Z T! (ngj), e ,n§£1> = Z T; (ngj), e ,n,(jzl,0>
i€[k—1] i€lk—1]
<Y (... nf2,0)
i€[k]
ST, 7)
1€[k]
=2 L),
1€[k]
where the final inequality is by the assumption derived from Lemma 3.26.
Hence
W (@) > W (n?) - Zz x sort (n¥)). + Z i x sort (n).
i€[k] iclk—1]
— W' (09 — kaY
> ¢ i—1) x sort (nY)) — &,/ min ngj)
ie[zk—:l]< ) ( )Z i€lk—1]
> ¢ i—1) x sort (nY)) + (k—1),/ min ngj)
ie[zk;ﬂ< | i+ ) el
> 0" Z(Z —1) x sort (n¥) ,
1€[k]
as required. O
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3.4 Conclusions

The objective of this chapter was to illustrate the purpose of quantifying information
flow by showing the efficiency gains that can be obtained by allowing a small amount of
information flow between agents. We have shown that whereas the cautious scheduler
for many agents can have extremely large efficiency overhead (and by Proposition 3.23
so can any scheduler which does not allow any information flow), we can make the
efficiency overhead arbitrarily small by allowing information flow of approximately
log log n.

We have considered only the threat model of a single compromised user attempting
to reason about the rest of the system, whereas in reality it may be that several users
collude. We might therefore want to consider more detailed information flow policies,
constraining the amounts of information that can flow between arbitrary sets of users.
This would also allow us to model the case where each user is permitted to make a
number of initial requests, since we could treat these as made by separate agents who
share information.

Moreover, this toy example covers only the highly unrealistic situation that each
agent makes a one-time request for use of the resource, at the beginning of the in-
teraction. More generally, a shared system may allow its users to interact with it
throughout its execution, and the purpose of the remainder of this thesis will be to
model this situation, and ultimately to calculate or approximate the rate at which a

given system allows information to flow.
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Chapter 4

Information-theoretic foundations

4.1 Introduction

In this chapter we set out the information-theoretic foundations for our study of
information flow, which we will then proceed to apply in Chapter 5. In Section
4.2, we review some basic definitions in information theory which we will use in this
chapter, namely entropy, conditional entropy, mutual information and conditional
mutual information. These definitions are taken from [19].

In Section 4.3 we discuss how to model information flow in a system requiring
choices to be made by both the high-level user (whom we call Alice) and the low-
level user (whom we call Bob). We adopt the consensus definition involving mutual
information and relate it to the existence of a low-error coding scheme (Theorem
4.11). We also show (Proposition 4.7) that we may assume that Bob chooses a purely
deterministic strategy.

In Section 4.4 we move to considering the special case of deterministic systems:
that is, systems where the output seen by Bob is a deterministic function of the
strategies chosen by Alice and Bob. We show in Theorem 4.12 that in this case
the information flow is governed by the size of the largest set of outputs that are
consistent with a single strategy for Bob; this simplifies calculation considerably, as
we will see in the next chapter.

In Section 4.5 we consider the objections that have been raised by Smith in [63]
to the use of mutual information as the appropriate information-theoretic definition
for information flow. We explain what we consider to be the true underlying issues
causing these problems, and suggest that the key to resolving them is essentially
to take logarithms after taking expectation rather than before. We define a few

possible quantities, all of which do this and therefore address the problems with

31



mutual information, in Definition 4.16 and Definition 4.17. We refer to these as
LogSumFExp measures of information flow.

In Section 4.6 we establish some mathematical properties of our new quantities,
and in particular we show in Theorem 4.24 that for deterministic systems they agree
with mutual information. Finally, in Section 4.7, we use the theory of g-leakage to

show that one of our quantities precisely measures the ‘Dalenius’ leakage.

4.2 Information and entropy

The most fundamental concept in the mathematics of information is the notion of

entropy. This measures the ‘uncertainty’ in a random variable.

Definition 4.1. Let X be a random variable. The entropy H(X) of X is defined by

H(X) =Elogpx(X) = Z —px () log px (2),

TeEX

where X is the set of outcomes for X, and by convention we take 0log 0 = 0.

Note that we may consider the logarithm to be taken base 2, in which case entropy
is measured in bits (also known as shannons), or base e, in which case it is measured
in ‘nats’. For the majority of this thesis we will leave this unspecified, but where it is
necessary to choose we will generally consider logarithms base 2, and thus information
measured in bits.

If Y is another random variable then the uncertainty in X after observing that
Y =yis HXY =y) = Exlogpxy(Xly). The expected value of this quantity is

called the conditional entropy.

Definition 4.2. Let X and Y be random variables. The conditional entropy H(X|Y)
is defined by

HXY) = 3 pry) HX]Y =)

yeY

= > —py(y)pxy(aly) log pxpy (zly)
reX yey

pxy (2,
- > —px,y(m,y)log%)y)-
reX yey py\y

The difference between the prior uncertainty in X and the expected remaining
uncertainty after observing Y is a measure of the amount of information about X

contained in Y. This is called the mutual information between X and Y.
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Definition 4.3. Let X and Y be random variables. The mutual information between
X and Y, denoted I(X ;Y), is given by

I(X;Y)=H(X)- H(XY)
:Z—Px(x)logpx(:c)— Z —px,y(x,y)logw

zeX zeX yey py (y)
z,
2EX gEY px\T)py Y

From the final line of the above it is immediate that mutual information is sym-
metric; that is, that I(X ;Y) = I(Y ; X) for all random variables X and Y. Note
that while H(X) — H(X|Y = y) may be negative for some values of y, we have that
I(X;Y) > 0 for all random variables X and Y, with equality if and only if X and Y
are independent ([19], corollary to Theorem 2.6.3).

Mutual information also has a conditional version, conditional mutual information.

Definition 4.4. Let XY and Z be random variables. Then the conditional mutual

information of X and Y given Z is given by
I(X;Y|Z2)=H(X|Z)—- H(X|Y,Z)
T,z
= 3 —pxalr,2) 10&%())
TEX ZzEZ pz\z

pX,Y,Z(xa Y, Z)

- —DPxyv,z\Z, Y,z log
Z ( ) pY,Z(ya 2)

reX yeY,zeZ

= > pxyz(ny 2)log

reEX ,YyeY,z€2

= Z pxyv.z(z,y, ) log
reEX ,YyeY,z€Z

pX,Y,Z(xa Y, Z)pZ(Z>
py,z(y, 2)px.z(2, 2)

pX,Y|Z($»y|Z)
pX|Z($|Z)pY|Z(y|Z)

There are a couple of elementary results about entropy which we will use later in
this chapter. The first is the chain rule for entropy ([19], Theorem 2.5.1).

Lemma 4.5 (Chain rule for entropy). Let Xy, ..., X, be random variables. Then
H(Xy,..., X)) =Y H(Xi|X1,..., Xi1).
i=1

Combining this with the fact that conditioning reduces entropy ([19], Theorem
2.6.5) gives the independence bound on entropy ([19], Theorem 2.6.6).
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Lemma 4.6 (Independence bound for entropy). Let X1, ..., X,, be random variables.
Then

H(Xy,..., X,) < zn:H(Xi).

4.3 What is information flow?

We shall assume throughout that information is flowing from one user, Alice, assumed
to be in possession of some secret, to another user Bob. In practice several different
situations are possible: Alice may be a spy collaborating with Bob, or Alice may be
an innocent victim being snooped on. Throughout this work, however, we shall make
the conservative assumption that Alice is co-operating with Bob.

The simplest situation is that Bob is purely passive: Alice selects an action ac-
cording to a chosen distribution function px, and the system displays a result to Bob
according to some fixed conditional distribution py|x (where the matrix pyx(y|z) is
the system specification).

Note that this is sufficient to model a system which is interactive from the per-
spective of Alice: her ‘action’ is in fact a strategy, determining what action she will
take at each moment based on what she has seen so far.

This situation is just a noisy communication channel from Alice to Bob. Averaging
over repeated rounds, Shannon’s classical noisy coding theorem ([62], Theorem 11)
gives that the rate at which information can be transmitted from Alice to Bob (with

a suitable coding scheme) is given by the mutual information between X and Y,
I(Y;X)=H(X)—- HX|Y)
m?
= 3 S ey log LA

TEX yeY px(z)py ()
pxy(X,Y)
= EX,Y log _—
px(X)py (Y)
Hence for a fixed system specification, the maximum amount of information that
can be conveyed from Alice to Bob per round is just

max [ (Y ; X).

Px

Note that this is precisely the expression for channel capacity in [62].
For example, consider a system in which Alice selects either 0 or 1, and the system
gives Bob an output which with probability % is Alice’s input and with probability %

is ‘X’. The specification of this system is shown in Figure 4.1.
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Alice

0 1
0: 0.5 ] 1: 0.5
X: 05| X: 0.5

Figure 4.1: A simple non-interactive system

Suppose that Alice chooses 1 with probability p and 0 with probability 1 — p
(so px(1) = p and px(0) = 1 — p). Then the marginal distribution of the output
Vs py(X) = 1, py(1) = £ and py(0) = %. The joint distribution on X, Y is
pxy(1,X) = pxy(1,1) = & and pxy(0,X) = pxy(0,0) = %, with other values 0.
Thus we have that the conditional mutual information is

pXY(LX) pXY(Ll)
I(Y ; X) =pxy(l,X)log ——— +pxy(l,1)log —/———F~
520 =y (L X)log ) Ty Ty v (LDl ey
pXY(O,X) PXY(O,O)
+ 0,X)log ————— + 0,0)log ————
p o P, 5
= —log + = log
2 172 .2
1—p 1-p 1—p 1-p
+ log Z + log 2 ___
2 (1-p)-5 2 (1—p)- 52
zo—glogp—l—O— —Zlog(1 — p)
1
= 5(=plogp — (1 —p)log(1 — p))
1
= —H,

where Hy, is the binary entropy function. This is well known to be maximised at

p= %, and so we have that

1 /1
IX:Y)==H, (=) ==
max I(X;Y) 2b(2) 2

(if the logs are taken base 2, and hence information is measured in bits).

Note that this is exactly equal to the capacity of the binary erasure channel with
erasure probability 1 (see [19], Section 7.1.5). This is as expected since this is precisely
what this system simulates. Note that the terms which evaluate to 0 in the expression
for I(Y ; X) correspond to the fact that when Bob sees an output of ‘X’ he learns
nothing about Alice’s input.

More generally, however, Bob may be able to interact with the system. Then

what he must choose is a ‘strategy’, determining what he will do at each moment,
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conditional on what he has seen so far; Alice must do likewise. These strategies may
in general be probabilistic, but by viewing all randomness as being pre-determined
we may view Alice and Bob as choosing deterministic strategies, drawn from finite
spaces X4 and Xg. We denote the corresponding independent random variables by
Xa, Xp, and write X = (X4, Xp).

Once again the system produces to Bob an output Y according to a specification
matrix py|x(y|x). The rate at which information can be conveyed from Alice to Bob

is now governed by the conditional mutual information,

I(Y ; Xa|Xp) = H(Xa|X5) — H(X4alY, Xp)
= H(X4) — H(X4lY, Xp)
pY,XA|XB(y>33A’fEB)
pY|XB(y|$B)pXA\XB (xA|xB>

- Z pYuXAuXB (y7xA7xB> log

yeYV,xAEX A,
rgpEeEXp

Py|x,,Xp (y|96’A, IBB)

- Z DPxa (xA)pXB ('rB)pY|XA,XB (y|$A,IB) 1Og

YyEV, L AE€EX A, lexB(yle)
Tp€EXB
Py |x X YXAaXB
= Ex, xpy log =2 A ) (4.1)

pY|XB(Y|XB) 7

where the second and fourth equalities are by the independence of X4 and Xp.
We shall justify this shortly, but first we observe that in fact there is no reason

for Bob to choose a probabilistic strategy.

Proposition 4.7. Let px,,px, be probability distributions over finite sets, and let
pyix be fized. Then there exists some probability distribution p’, with p'y_(vp) €
{0,1} for all x5 € Xp such that

Py |X4,Xp (y|$A, wB)
Py|xp (y|xB>

Z Pxa (xA)pXB (xB)leXA,XB (y’waTB) lOg

yeY,xAEX A,
B EXB

pY|XA7XB (ylea xB)
pY|XB<y’xB)

< Z Pxa ('rA)p/XB (xB)pY|XA7XB (yleaxB) log

yeV,xAE€X A,
CCBEXB

Proof. Choose xg so as to maximise

PY|Xa,Xp (y‘xA; xB)

Px (IA)PYX X (y|37A,iEB)10g
Z 4 XX PY\XB(?J‘QTB)

yEy,xa €Xy

Set p'y,(zp) =1 and py,(v) = 0 for x # rp, and the result is clear. O
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Hence we obtain the fundamental definition of information flow for interactive

systems.

Definition 4.8. Let X4, X', ) be any finite sets, and let M = py|x, x, (y|ra, ) be
any stochastic matrix. Then the information flow permitted by M is

Iy = max max (Y ; X4|Xp = zp).
TpEXB DXy

For example, consider a system in which Alice selects an input x4 either 0 or 1,

as before, but now Bob also selects an input xg. The output is ‘X’ with probability

1

3, and is x4z p with probability % This system is shown in Figure 4.2.

Alice
0 1
0 0: 0.5 ]0: 0.5
Bob X:0.5 | X:05
1 0: 0.5 | 1: 0.5
X:0.5 | X:05

Figure 4.2: A simple interactive specification

If Xp =0 then Y and X4 are independent, and so I(Y ; X4|Xp = 0) = 0. Hence
information flow is maximised by Xp = 1. In this case the system reduces to that
shown in Figure 4.1, and so we have

1
max max [(Y ; X|Xp =2p) = =.
TpE€EXB PX 4 2

To justify our use of conditional mutual information in this way we will prove a

version of Shannon’s theorem for the case where Bob also chooses an action.

Definition 4.9. Let XY, Z be random variables. We say that X, Y, Z form a Markov
chain, and write X — Y — Z if Z depends only on the value of Y, and conditional
on this is independent of X. That is, if px zv (2, 2|ly) = pxv (|y)pzy (2|y).

Observe that this definition is symmetrical in X and Z, so we have X — Y — 7
if and only if Z7 - Y — X.
If X - Y — Z then in particular Z cannot reveal more information about X

than Y does. This fact is called the data-processing inequality ([19], Theorem 2.8.1).

Lemma 4.10 (Data-processing inequality). Let X,Y,Z be random variables such
that X —Y — Z. Then
I(X;Y)>1(X;2).
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We are now able to prove a precise analogue of the noisy coding theorem ([62],
Theorem 11). The statement is that if Z is a source with entropy H < I); then there
exists a coding system such that n repeated values from X can be transmitted by n
repeated instances of the interaction with arbitrarily low error probability as n — oc.

On the other hand if H > I; then the error probability is bounded away from O.

Theorem 4.11. Let Z be a source with entropy H = H(Z), and let X4, Xp,Y and
M be as in Definition 4.8. Then there exists a coding system to transmit outputs of

the source with arbitrarily small error probability if and only if H < Iyy.

Proof. It H < I then fix g € Xz so as to maximise max, (Y ; XalXp =
xp). Once xp is fixed we have a non-interactive system, which as discussed above is
equivalent to a noisy channel and so Shannon’s theorem gives the result.

For the converse, we will write Z™ = Z,, ..., Z, for the sequence of n outputs from
the source, and similarly let X () — = (Xa)1,...,(X4), be the n strategy choices made
by Alice, XB = (XB)1,...,(XB)n be the choices made by Bob and Y™ =V;,...,Y,
be the sequence of outputs produced by the system.

For any fixed z\7) € X7 we have conditional on X7 = 2" that Z™ — X" —
Y™ and so also Y™ — X/(‘") — Z™_ Hence by the data-processing inequality we
have I(Y®™ ; Zz®|x0 = 200y < 1(y®™ 5 x| x0 = 2) and taking expectation

with respect to X\ gives

](Y(n . ”)|X ) < _](y(n) ;Xf(‘n)|XgL)).
Now, imitating the proof of Lemma 8.9.2 in [19], we have
1070 XEXGT) = HOY X)) = HOY O, X5

:H n)|X ZHYD/haY;flaXxgn)’X]gn))’

by the chain rule for entropy (Lemma 4.5).
Since Y; depends only on (X4); and (Xp);, and is conditionally independent of
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everything else, we have H(Y;|Y1,...,Yi 1, Xgn), Xgl)) = H(Y;|(X4):, (Xp):). Hence

IY®™, x| xey = 5y ™| xMy - > HYi(Xa)i, (X))

=1

< Z H(Yi|X](3n)) - Z H(Yi[(Xa)i, (XB):)

=1 =1

i=1 =1

- ZI(Y@- P (Xa)il (X)),

where the inequality is by the independence bound for entropy (Lemma 4.6).
By the definition of ), we have I(Y;; (X4):[(XB):) < I, and so we have

H(Z(")|X](3n)) _ [(Z(n) ; Y(n)|X](3”))
H(ZMXG)) = 1™ XX
nH —nly =n(H — Iy).

H(Z™| X5, y™)

Y

v

We conclude by analogy to the proof of Fano’s inequality ([19], Theorem 2.11.1).
Let £ denote the event that Bob makes an error in guessing the value of Z™ (so E
is 1 if Bob makes an error and 0 otherwise). Then applying the chain rule for entropy

in two different ways we have

H(E, ZMYy®™ X0y = g(zW|y®™ X0y + H(E|Z™M, v x)
= HE)Y™ X3 + H(ZW B, Y™, X5,
Now F is a binary variable and so H(E|Z™) < 1 (in bits). Also H(E|Z™,y ™), Xgl)) =
0 (if we know Y™ and XJ(B") then we know Bob’s guess, and if we also know Z(™ then
we know whether it is correct). Hence, rearranging the previous equation we have
H(ZM| X, v ™) = HEY™, X§7) + H(Z™M|B,Y™)
<1+ H(Z™|E,Y™)

=1+ P(E=0H(ZMY"™ E=0)+P(E=1)HZ"Y"™ E=1)
<1+ P(E=1)H(Z™)
=1+ P(E =1)nH.

Hence P(E =1) > H— Iy —~ — H —1Iy > 0 asn — oo. Hence P(E = 1)

is bounded away from 0 for sufficiently large n, and hence also for all n since if we
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have P(E = 1) = 0 for some n then we can build a coding scheme for nk for all k& by

concatenating codes.
O

4.4 Deterministic specifications

The problem with the expression in Definition 4.8 is that it is unclear how we might
ever attempt to evaluate it in general: in particular, we are required to quantify
over the possible probability distributions on X4, as well as over the elements of
Xp. However, in the case where the system itself is deterministic—that is, where
the output Y is uniquely determined by the values of X4 and Xp—we shall see that
matters simplify considerably.

The simplification which occurs is that we may assume without loss of generality
that Alice chooses a strategy which results in a uniform distribution on some set of
possible outcomes, and computing the information flow is reduced to computing the

maximum possible size of this set.

Theorem 4.12. Let X4, Xp,Y be any finite sets, and let M = py|x, x,(y|ra, xB) be
any stochastic 0-1 matriz (that is, for eachx s € X4, x5 € Xp we have py|x, x,(y|ra, XB) =

1 for precisely one value of y € Y, and py|x, x,(ylra, x5) = 0 otherwise). Then
Iy = max log [{f(za,z5)|xa € Xa}|,
rp€EXp

where the function f : Xy x Xp — Y is defined by py|x, x,(f(za,28)|xa,28) =1
forallzq € Xy, x5 € Xp.

In order to prove this theorem, we will require as a lemma Jensen’s inequality.

Definition 4.13. Let a,b € RU {£o0}. A function f : (a,b) — R is conver if for
any 1,73 € (a,b) and any t € [0, 1] we have

fter + (1 =t)xe) < tf(xr) + (1 —1)f(22).

If the above holds with the inequality reversed (that is, we have f(tzy + (1 —t)zg) >
tf(z1) + (1 —t)f(z2) for all t € [0,1]) then f is concave.
If the inequalities above are strict then we say f is strictly convex (respectively

strictly concave).
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Lemma 4.14 (Jensen’s inequality). Let f be a convex function, and X a random
variable. Then we have
Ef(X) > f(EX).

If f is strictly convex then we have equality if and only if X is constant (with proba-
bility 1).
Proof. [19], Theorem 2.6.2. O

Trivially, if f is concave then — f is convex and so by Jensen’s inequality we have
—Ef(X) = —f(E(X)) and so Ef(X) < f(EX).

Proof of Theorem 4.12. By Definition 4.8 and equation (4.1), we have

Iy = max max I(I; Xa|Xp = xp)
TpEXB DXy

YIXa, 2
= max maXIEXA,YlongXmXB( | X4, 25)

TBEXB PXy Py|xp (Y’xB)

1
= max maxEx, log )
zp€Xs px, 0 pyixy (F(Xa, 8)|TE)

where f is defined as in the statement of the theorem. Hence by Jensen’s inequality;,
since log has its second derivative everywhere negative and hence ([19], Theorem

2.7.1) is concave, we have

1
Iy < max maxlogEx, (4.2)

- TBEXB Px 5 leXB(f(XA,xB)’J:B)

Now

Ex 1 -y Pxa(2a)

APY\XB(f(XA>$B>’$B) pY|XA(f(95A,IIJB)\$B)

TAEXA

_ Z Z Px4 (35,4)

yef(Xa,xp) TAEXA, pY|XA<y|xB)
f(za,zB)=yY

Z TAEXA, DPXa (-TCA)

_ Z flwawB)=y

yef(Xa,xB) pYIXA(Z/’l’B)

= |f(Xa,zB)],

since py|x,(Y|eB) =D wacxs Dx,(ra). Substituting this into equation (4.2) gives
f(ZA,Z'B):y

Iy < max log|f(Xa, 2p)]

rgpEXp
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On the other hand equality can be achieved. Indeed, let x5 € Xp be fixed and
let Z C X4 contain a single element of the set {x4 € Xa|f(za,25) =y} for each
y € f(Xa,zp). Now let

ifoy ez

0 otherwise.

px,(Ta) = {'_;'

Then for each x4 € X4, we have py|x,(f(za,2p)|rp) = 1/|Z], and so

1

Pyvixs(f(Xa z5)|T8) log |Z] = log | f(Xa, z5)|.

EXA log

Choosing zp so as to maximise | f(X4,zp)| gives the result. O

This theorem essentially shows that for a deterministic system it is suffficient to

take a possibilistic view of Alice’s actions, rather than a probabilistic one.

4.5 LogSumExp information flow

As discussed in Chapter 2, there are problems with the use of mutual information as
the measure of information flow, and since none of the other proposed definitions is
entirely satisfactory, we here give some consideration to what the appropriate defini-
tion is. We will begin by considering a simple setup where the input from High is a
random variable X, and the output to Low is a random variable Y, and then extend
our definition to the interactive framework developed above.

The fundamental problem with mutual information as a measure of information
flow is due to the fact that the underlying theory was developed in the context of
channel capacity: for instance, the main theorem justifying its use (Theorem 4.11)
is about building a noisy channel out of repeated instances of the experiment. In
reality, however, the attacker will often be allowed only a single instance of the game
for each attack.

Another perspective is that we are not interested in the average saving of work
by the attacker. Rather, the relevant question is: supposing that the attacker has a
fixed budget of computational work, what is the probability that she can recover the
secret (say, an encryption key)?

We assume that the secret is encoded into the coins used to make the random
choice of the High user’s input. The attacker’s strategy will be to perform the inter-
action with the system, obtaining some information about the secret, and then use

her computational work budget to make guesses consistent with this information.
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Note that it seems reasonable to wonder whether a more ‘adaptive’ strategy might
be better for the attacker: she could make some guesses during the interaction and
use the outcomes to guide her actions. However, since we assume that her guesses
are made to an oracle which simply answers ‘right’ or ‘wrong’, and that if she ever
receives the answer ‘right’ then she has won, we can assume that she defers any oracle
queries until the end, and in a putative adaptive strategy acts on the basis that the
answers to all her queries were ‘wrong’.

Suppose that on receiving the output y € Y, the information in bits received by
the attacker about the key is Ix y(y). If the key length is n, and the attacker’s work
budget is W < 2", then the probability of success is approximately

W

—olxy ()

2n

The total probability of success is therefore

w
—E,27xr®), (4.3)

W
Z P(Y = y)§21X7Y(y) = on

yey

Since the probability of success without the interaction is QEM the probability has
increased by a factor of EyQIX’Y(y). To obtain information flow in bits we take the

logarithm of this quantity.

Definition 4.15. Let X and Y be random variables, and let Ixy : Y — R be any
function, where Ixy(y) is interpreted as the information in bits obtained about X

from seeing output y. The LogSumEzxp information flow from X toY with respect to
I, denoted I1gg(X — Y), is defined in bits by

Iisp(X = Y) = log, B,y 2/ ®),

Note that there is another related point of view which justifies this definition.
Suppose that the attacker is attacking many systems (with different values of the
secret), where she can interact with each system once and the cost of doing so is a
constant multiple of the cost of guessing a value for a secret. What is the minimum
work per success that she can achieve, assuming that she selects a strategy to optimise
this?

Up to constant factors, the attacker’s strategy will be optimised by spending
equal resources in interacting with the system and on guessing key values (indeed, no

strategy can beat this by more than a factor of 2). We may therefore assume that the
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attacker expends some fixed budget W on guessing key values after each interaction,
where W is equal to the cost of a single interaction. The work per success is therefore
O(W/P) = ©(2ntse(X=Y)) "where P is the probability of success in (4.3). Since the
work per success by simply guessing keys would be ©(2"), we have that I1sg(X — Y)
is the saving (in bits) in work per success caused by the availability of the interaction.

In both the ‘probability’ and ‘work per success’ viewpoints, one interpretation of
Is(X — Y) is that having the interaction available is equivalent to being provided
with Ipsg(X — Y) bits of the key for free.

What definition of Ix y should we use? Given the well-known characterisation of

the mutual information I(X ;Y) as
I(X5Y) =Eyoy H(X) = H(X]Y =),

it is tempting to think that we should take Ixy(y) = H(X) — H(X|Y =y).
However, this cannot be right, for the very simple reason that H(X)—H (XY = y)

can be negative, whereas it makes no sense to say that Bob receives a negative amount

of information about the secret.? A more sensible choice is obtained by grouping the

expression for /(X ;Y) in a different way:

I(X;Y)=— pr,y(x,y) log][%

= ZPY@) ZPX|Y(SU|’!/) log px|y—(9€|y)

px(7)

T

It seems reasonable therefore to adopt the information measure

_ ) log XY (Z1Y)
Iyvy(y) = ;pxw( ly) log (@)

<— > pxy(zly) 1ogpx(x)> — H(X|Y =y)
where we define H,(X) = — > pxy(z]y)logpx(x) to be the y-weighted entropy of

X (note that this is not a standard concept). Observe that Ixy(y) can also be

characterised as the log of the Bayes factor on values of x, weighted by the posterior

probability pxy (z|y).

1One might think that it could represent Bob somehow being ‘misled’, but since Bob is assumed
to know the distribution of X, he will also know for which y the information is misleading, and could
choose to ignore it.
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We have
Eyoy Hy(X) = — ZPY )pxy (z]y) log px ()

= —pr ) log px (v)
:H(X%

and so
E,vIxy(y) =I1(X;Y).

This definition is mathematically satisfying, and seems to be a fairly plausible
characterisation of observation-by-observation information flow. Unfortunately, we
have been unable to come up with a threat model which is directly represented by it.
However, after a small modification we can do so.

Suppose that the secret is a uniformly distributed key k& € I, which is used to
generate the distribution of X; that is, x = f(k), where f : K — X is some function
such that

pe(e) = g

Of course with no observations a guess for the value of k£ will be correct with proba-
bility 1/|C]. On the other hand, for all k¥ € K and y € Y we have that

P(Y = y|K = k)P(K = k)
P(Y =y)
_ 1 P(Y =y|X = f(k))
K| P(Y—y)
_ 1 PX=fR)Y =y)
K| P( =f(k)

where both the equalities are by Bayes’ theorem.

P(K =k|Y =y) =

After the attacker observes that Y = y, therefore, her best guess is to choose x
so as to maximise 2 ’; ';((z)'y) and then guess an arbitrary element of f~!(z). By doing

this, the attacker gains an advantage of ¥ v(zly) _ pyix(ly)

px () py (y)
pX|Y( ) pY|X(y\3?)
= max log ————.

zly
px(z)  weX py(y)

, so we define

Ixy (y) = maxlog — ——=

Concretely, the above discussion means that in trying to guess the value of k, the
attacker obtains the same advantage from being told that the value of Y is y as being
given I'yy(y) bits of the key for free. Similarly, she is a priori indifferent between

being allowed to observe the value of Y and receiving I{ gy bits of key. It is in this
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sense that we are able to say that a single use of the channel reveals I{ gy bits of
information.

Since both of the above definitions have attractive features, we will discuss both
below. We will denote their corresponding LSE information flows by Iisg and Ij g

respectively.

Definition 4.16. Let X and Y be random variables. Define (in bits)

Px|y(z‘y>

Lisg(X = Y) = log, EyNYQZszw(:cly) log = %y

EyNYQHy(X)*H(XW:y)’

= log,

where H,(X) defined by

Hy(X) = — ZPX\Y(I‘?J) log px ()

zeX

is the y-weighted entropy of X. Define also

Py‘X@‘I)

II/JSE(X — Y) = 10g2 EyNY2maXz log Py @)
PY\X(y|$)
py(y)

= log, Z mg?XPY|X(y|$);
yeY*

= log, K,y max
x

where YT is the support of py (i.e. those y € ) such that py(y) > 0).

(Definitions in nats are similar with natural logarithms and exponentials.)

We illustrate these definitions with an example. Suppose that X = [0,2" —
1,Y = [0,2" — 1] U {L} and we have px(k) = 27" for all k, and py|x(L|k) =
1 — 272 pyx(k|k) = 272 and py|x(K'|k) = 0 for all k # k’. This represents a

n/2

system that relays its input with probability 27"/ and otherwise outputs L, and for

which the input is uniformly distributed. Then
Lise(X = Y) = [[gs(X = Y) =log, (2272 + 1 — 27/?)
~n/2.
Both definitions correctly find that an observer of Y receives the equivalent of n/2
bits of information about the secret, since the attacker will have to do about n/2 runs

of the experiment in order to hit a run with Y # 1, whereupon she obtains n bits of

information about the secret.
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By contrast, noting that
HY)=—(1-2"?)log, (1 —27/2) — 27273/ Jog, 273"/
and
HY|X =2)=—(1-2""?)log, (1 —27"%) — 27"/ ]og, 27"/
and so

H(Y) - HY|X =z) =2"?log,27"/? — 27"/?og, 27%"/2

= n2 "2

for all x, we have
I(Y;X)=n27"2 < n/2.

We thus find that mutual information gives a spuriously low value for the infor-
mation flow. This is unsurprising, since this system is similar to the example used
by Smith in [63] to show the problems with mutual information as a measure of
information flow.

Smith’s proposed definitions are based on min-entropy H.:
Hoo(X) = — log, max px (7).

Smith then defines a version of conditional entropy, and defines the information flow
from X to Y as Ho(X) — Ho(X]|Y). He then shows that systems similar to the
above (which leak a large amount of the secret but with fairly small probability) are
correctly found to be vulnerable by his definitions. His paper implies that the reason
for this is the use of min-entropy rather than Shannon entropy.

We do not believe this to be the case, however. In fact the reason is in his definition
of conditional entropy H.(X|Y):

Hoo(X[Y) = ~ log, By max pyy (]y).

The critical point is that the log is taken outside the expectation, rather inside as in

the normal definition of conditional Shannon entropy:
H(X|Y) = -E,log, Z pxyy (z]y) logs pxy (2]y).

This means that he obtains effectively a LogSumExp measure, just as discussed above.

Indeed, if we were to take a definition of conditional Shannon entropy as

H'(X|Y) = —log, B, Y pxpy (xy) log px )y (x]y)

T
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and define I'(X ;Y) = H(X) — H'(X]Y) we would obtain similar results (although
as discussed above this is not the right thing to do, because H(X) — H(X|Y =y) is
not the right measure of the information about X obtained on observing Y = y).

Althought Smith’s definition is appropriate for the threat model he considers,
where the adversary succeeds by guessing the value of X, it is not appropriate for
our work, where the adversary’s objective is to guess the value of a secret from which
the value of X is derived. This is witnessed by this example, if we consider the
information flow from Y to X.

For this system, we have
Hoo(Y) = —logy py (L) = —log, (1 —27"/%).
For any z € X, we have max, Py x(y|z) = Pyx(L|z) = 1 — 272 Hence we have
Ho(Y]X) = —log, (1 —27"2) = H(Y),
and so the information flow from Y to X is
Ho(Y)— Ho(Y|X) = 0.

This is clearly not correct: the value of Y does contain some information about the
value of X, even though the modal value (L) is the same in the prior and posterior
distributions.

What about I1gg and Ij¢g? As suggested by the notation, unlike mutual infor-

mation neither of these quantities is symmetric in X and Y. Indeed, we have
Iige(Y — X) =log, 2" = n,

and

-n/2 14 ﬂ _o9—n/
Iise(Y = X) =log, 2° Plog g (1-27m/2)0

= n27"/2,

Which of these answers is most plausible? [ gy effectively ignores the fact that
there is a large amount (indeed, a significant majority) of the probability space of ¥
about which we learn nothing. This is justified by the attack model discussed above,
but seems in some sense implausible. On the other hand, I;sg considers this to reduce
the information flow to a negligible amount. Depending on the threat model, this

also seems unsatisfactory.
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Perhaps a compromise between I(y), which is the expected value of log, p);'xy—g)ly)

(with respect to the posterior distribution) and I’(y) which is the maximum value, is
appropriate. We could instead use the LogSumExp. This corresponds to the threat
model of the attacker guessing an element of f~*(z) with probability px|y(z|y).

Definition 4.17. Let X,Y be probability distributions. Define

7 — 1o x pX|Y(x|y)
I"(y) =1 gz;pxy( \y)—px(ﬁ)

— 1o . PY\X(QW)

Consequently define
(X = Y) =log, B,y 2”@

. s PYix(ylz)
—1 ggzy:py(y)zx:p“( v) py(y)

= log, ZPX|Y($’?J)I7Y|X(ZJ|$)-

x7y

It is immediate from this definition that [['szg(X — Y) = I[{'g(Y — X)) for all X
and Y.
Applying this definition to the problem considered above, we have

Hpg(V =2 X)=['xg(X =2 Y)=[[x(X =Y) =X —=>Y)=n/2

4.6 LSE information flow in interactive systems

In this section, we begin by establishing some mathematical properties of our new def-
initions of information flow, and then study their application to the case of interactive

systems, and in particular deterministic interactive systems.
Proposition 4.18. Let X,Y be random variables. Then
(X =2 Y) > [en(X = Y) > Iep(X - Y)>1(X;Y),

with equality in the first and second inequalities if and only if X and Y are inde-
pendent, and in the third if and only if H,(X) — H(X|Y = y) is constant for all

Y.
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Proof. The first inequality is immediate from the definitions. For the second, we will
show that I”(y) > I(y) for all y. Indeed, by Jensen’s inequality (Lemma 4.14), since

log, is concave we have

pX\Y(xh/)
& =1 K. il L LA
(y) 089 Ly x|y =y (m)

> E,x|y—y log,

= 1(y)-

x|y (
pX(

For the third inequality, by Jensen’s inequality we have

Iisg(X = Y) = log, Ey~y2Hy(X)—H(X\Y:y)
> E, .y log, 2vX)-HX V=)
= H(X)— H(X[Y)
=I(X;Y).

]

The following is immediate from Proposition 4.18 and the corresponding results

for mutual information ([19], corollary to Theorem 2.6.3).

Corollary 4.19. Let X, Y be random variables. Then
Isp(X = Y), [;sp(X = Y), [7¢x(X = Y) >0,
with equality if and only if X and Y are independent.

Just as mutual information has a conditional version, defined by I(X ; Y|Z) =
E.ezI(X ;Y |Z = z), we would like to have a conditional version of LSE information
flow. However, for the same reasons as in the original definition of I gg, we will take

not the expected value but the LogSumExp.

Definition 4.20. Let X, Y, Z be random variables. The conditional LSE information
flow Isg(X — Y|Z) is defined (in bits) by

Iisp(X — Y|Z) = log, B, ,2/se(X=Y12=2)

— 1oz, 3 pr sy, 2)2H XV -HOW =nz=3)
z€Z yey

and in nats the same way but with logarithms, exponentials and entropy to base e.

The conditional versions of I{ g and If'qy are defined similarly.
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We now show an equivalent of Lemma 4.10, showing that if X — Y — Z is a
Markov chain then the [] g information flow from Z to X is at most that from Y to
X.

Theorem 4.21 (Data-processing inequalities for LSE information flow). Let XY, Z
be random variables such that X —Y — Z. Then

I15p(Z = X) < Ipgp(Y — X).
Proof. Recall that

Lse(Y = X) =log, }  maxpxjy (x]y).
Now we have

1sp(Z = X) =log, ) maxpx|z(z]2)
= log, Z max ZPY|Z(3/’Z)Z7X\Y,Z(ZU’% z)
x Yy

=logy ) max ) pyiz(yl2)pxy(aly)

Y

<1
< ogggmzax max pxy (]y)
= Iige(Y = X)

as required, where the third equality is by Markovity of X, Y, Z and the inequality is
because , py|z(y|z) = 1. O

We now aim to reproduce the theory of the earlier part of this chapter for LSE
measures of information flow, with the goal of showing that for deterministic systems
they yield the same answers as mutual information.

As before, we have random variables X = (X4, Xp), where X, and Xp are
required to be independent, and Y. The distribution Y| X is fixed, and our task is to
choose probability distribution functions for X, and Xpg so as to maximise

I(XA — Y’XB) = 10g2 Z pXB ($B)2I(XA~>Y|XB:IB)

rgpEXp

=logy Y pxy(wn)pyix, (ylep)2 W),
TBEXB,YEY

where py|x,(y|xp) is the marginal probability distribution, given by py|x,(y|zp) =
ZxAEXA Pxa (xA)pY|XA,XB (y"CIjAwCEB)‘
We first observe a version of Proposition 4.7, showing that we may assume that

Bob chooses a deterministic strategy.
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Proposition 4.22. Let Px,,px, be probability distributions over finite sets, and let
py|x be fived. Let I be any measure of information flow from X4 toY. Then there
exists some probability distribution p'y, with p’y_ (vp) € {0,1} for all xp € Xp such
that

Z Pxs(XB)py|x, (ylwp)2 V¥P=8) < Z Py, (XB)Dy |x, (y]wp)2 WXp=m8),

rpEXp, rpEXB,
yey yey

Proof. Choose xp so as to maximise
ZPY|XB(y’$B)2I(leB:xb)'
yey

Set p'y (zp) =1 and p'y,(v) = 0 for x # rp, and the result is clear. O

We can therefore define LSE information flow for interactive systems analagously
to Definition 4.8.

Definition 4.23. Let X4, X, ) be any finite sets, and let M = py|x, x,(y|za, 2B)
be any stochastic matrix. Then the LSE information flow permitted by M is defined
by

ILSE(M) = max max ]LSE(XA — Y|XB = JIB)
TBEXB PXy

[sp(M) = max max [{ (X4 — Y|Xp = x3p)
TREXB PX 4

lsp(M) = max max [['qp (X4 — Y| Xp = x5p)
TpEXp DXy

The main theorem of this section is that for a deterministic system, the LSE

information flow is equal to the ‘mutual information’ information flow.

Theorem 4.24. Let X4, Xp,Y be any finite sets, and let M = py|x, x,(y|ra, xp) be
any stochastic 0-1 matrix. Then

]LSE(M) = I/LSE(M) = ZSE(M) = In.
Proof. By Proposition 4.18, it suffices to prove that Ij g (M) < I.

For fixed xp, px, we have

Lse(Xa = Y|Xp = 25) = ngitXPY\XA,XB (Ylza,7p)
yeY

= |{f(za,7p)|Ta € X4 : px,(T4) # O}]
< I,

where f is as in Theorem 4.12, defined by py|x, x,(f(za,2B)|ra,2p) = 1 for all
Ty € Xa,xB € XB. ]
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4.7 Dalenius leakage

In our earlier discussion justifying the definition of Ij g, we characterised it as the
maximum (multiplicative) advantage that Bob could obtain in guessing the value
of a uniformly distributed cryptographic key, whose value determines the value of
X according to some function f so as to realise the correct prior distribution py.
More generally we can ask what advantage Bob can obtain in guessing the value of
any random variable Z which is correlated with X (but otherwise independent of Y,
such that X — Y — Z form a Markov chain). This is sometimes referred to as the
‘Dalenius leakage’, after a desideratum attributed to T. Dalenius by Dwork in [23].

Definition 4.25. Let X,Y be any random variables. The Dalenius leakage from X
to Y, Ip(X — Y), is defined by
Ip(X =Y)=supl(Z —=Y),
7ZeD
where D is the family of random variables Z such that Z — X — Y form a Markov
chain, and I, is the min-entropy leakage
maXgzex pX|Y(37|y)
maXgey px ()

Clearly by the earlier discussion, we have that Ip(X — Y) > [[¢g(X — Y). In
fact, we are able to show that they are equal, using the theory of g-leakage developed
by Alvim, Chatzikokolakis, Palamidessi and Smith in [3]. Briefly, we assume that Bob

makes a ‘guess’ w drawn from some set W, and receives a payoff of g(w, z), where z

Io(X = Y) =1ogE,.y

is the true value of X and the function g : W x X — [0, 1] is the gain function. The
(multiplicative) gain to Bob from being allowed to observe y is the (multiplicative)

g-leakage.

Definition 4.26. Let X,Y be any random variables, YV any set and g : W x X —
[0,1] a gain function. Then the g-leakage I,(X — Y) is given by

maxqy,ecwy ExNX‘YZyg(w7 x)
maxyew Bz xg(w, x)

L,(X = Y) =logE,.y

Note that the min-entropy leakage is just I, with W = & and g(w, z) = 1,—.

The remarkable fact about g-leakage is that although for particular random vari-
ables X,Y we can have that I,(X — Y) greatly exceeds the min-entropy leakage
I(X —Y), the capacity (that is the maximum possible I,(X — Y) for some fixed
channel matrix py|x(y|r)) is at most the min-entropy capacity. This is referred to

the authors of [3] as the ‘miracle’ theorem.
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Theorem 4.27 (‘Miracle’). Let py|x be any stochastic matriz, VW any set and g :
W x X — [0,1] any gain function. Then we have

sup Io(X = Y) <sup (X = Y).

pPx pPx
Proof. [3], Theorem 5.1. O

Braun, Chatzikokolakis and Palamidessi observe in [11] that there is a simple

formula for the min-entropy capacity.

Proposition 4.28. Let py|x be any stochastic matriz. Then we have

sup Io(X = Y) = Zglea%py‘x(ymy

pPx yeY

Proof. [11], Proposition 5.1. O

Looking back to the final line of Definition 4.16, we see that this is precisely equal
to the value of I{¢x(X — YY), so long as py is everywhere supported. Consequently,

we have that the [{ g capacity is equal to the min-entropy capacity.

Theorem 4.29. Let py|x be any stochastic matriz. Then we have

sup I gp(X = Y) =sup Io(X = Y).
px px
The question of bounding the Dalenius leakage is considered by Alvim, Chatzikoko-
lakis, McIver, Morgan, Palamidessi and Smith in [2]. They show that for any Z such
that Z — X — Y form a Markov chain, the maximum g-leakage over all gain func-
tions from Z to Y is at most that from X to Y.

Lemma 4.30. Let Z — X — Y form a Markov chain. Then

sup [,(Z = Y) <supl,(Y — X).
g g

Proof. [2], Corollary 23. O

Of course this does not tell us anything about Delanius leakage with respect
to any particular g, and indeed as our earlier examples showed it is possible that
(for instance) [oo(Z — Y) > [(X — Y). However, combining Lemma 4.30 with
the Miracle theorem gives that the Delanius leakage is bounded by the min-entropy
capacity. Of course, this bound may not be tight. However, this upper bound is

precisely what we need to complete our proof that I{ ¢ measures the Delanius leakage.
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Theorem 4.31. Let X,Y be any random variables. Then we have
Ip(X =Y)=1;xX —>Y).

Proof. The lower bound is by the discussion in Section 4.5. For the upper bound, we
may assume without loss of generality that py is supported on the whole of ). By
Lemma 4.30 we have Ip(X —Y) <sup, I,(Y — X). By the Miracle theorem this is
at most the min-entropy capactiy of py|x, which by Theorem 4.29 is equal to the I{ g
capacity of py|x. But by the final line of Definition 4.16 we have that Ijgp(X — Y)
does not depend on the prior px (so long as py is everywhere supported), and so the

I{ g, capacity of pxjy is equal to I{gp(X —Y). O

4.8 Conclusions

In this chapter we have given a concrete model for information flow in interactive
systems. We have shown that in the case of deterministic systems the formidable
problem of computing this quantity is reduced to the far more tractable one of com-
puting the maximum-sized set of possible outputs to Bob consistent with a single
strategy for him. In Chapter 5 we will proceed to apply this to the situation of
interactive systems modelled by deterministic finite transducers.

Finally, we have given consideration to the problems with mutual information as
a measure of information flow, isolated what we believe to be the common underlying
cause, and proposed a number of definitions avoid the problems inherent in both
mutual information and previous proposals to replace it. However, it remains unclear
precisely which definition is most appropriate, and this is certainly a topic requiring
further research. On the other hand, when it comes to the question of capacity (rather
than leakage for a particular prior) we believe that our results further reinforce the

emerging consensus that min-entropy capacity is the correct measure.
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Chapter 5

State machines

5.1 Introduction

In this chapter we show how to model interactive systems as state machines, and
eventually reduce the problem of calculating the quantities defined in the previous
chapter to a rather natural combinatorial problem about finite automata, which we
shall then proceed to solve in Chapter 6.

We begin in Section 5.2 by setting out some basic definitions of finite autamata
and finite-state transducers, and explaining how we use them to model interactive
systems.

In Section 5.3 we place this within the context of the theory of Chapter 4, defining
the sets of possible strategies for Alice and Bob, and the (deterministic) function
relating strategy choices to outputs for Bob. We are then able to apply Theorem
4.12 to obtain (as Corollary 5.11) a characterisation of the information flow as the
maximum size of certain sets in the language of the transducer (projected onto ¥p X
p).

In Section 5.4 we show in Theorem 5.14 how to reduce this problem about trans-
ducers to one (Problem 5.16) purely about nondeterministic finite automata. This
is by a process somewhat analagous to the well-known lazy abstraction technique
used for noninterference modelling in CSP: here, we effectively treat Alice’s actions
as nondeterministic and hide them from Bob. We then represent Bob’s view of the
resulting system as a finite automaton.

In Section 5.5 we show in Theorem 5.20 that Problem 5.16 reduces to a very
natural combinatorial problem about regular languages (Problem 5.21), namely that
of calculating their width: that is, the size of their largest antichains with respect

to the lexicographic order. The whole structure of the reduction in this chapter and
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Chapter 4 from the problem of computing information flow in interactive systems to
that of calculating the widths of regular languages is shown in Figure 5.6.

Finallly in Section 5.6 we consider the case of asynchronous systems (that is,
where we do not assume that both Alice and Bob provide an input at each step).
We consider some of the modelling issues which arise in this situation, and show that

there is an equivalent reduction to antichain growth.

5.2 Automata and transducers

In this section, we introduce the main model that we will use to represent interactive
systems. In common with Goguen-Meseguer (G-M), we adopt an automata-theoretic
approach. However, unlike G-M we prefer to deal principally with synchronous sys-
tems: that is, where at each step both users choose an action and receive an output.
There are a number of reasons for this. One is technical convenience: as we shall
see later, the fitting an asynchronous system into the framework of strategies and
outcomes described above requires the resolution of some subtle ambiguities.

A second reason is that without an explicit representation of time, an asynchronous
model along the lines of G-M will not accurately reflect the information available to
the attacker. As we saw in Theorem 2.4, such a model amounts to the attacker seeing
stutter traces of the system, whereas in reality she will be able to distinguish between,
say, the system changing from output 1 to output 2 after 1 unit of time and the same
change occuring after 2 units of time. Note that this is not per se a problem with
the G-M model: if we require total noninterference then changes in the output can
only be precipitated by the actions of the attacker (or by actions which are allowed
to interfere with her), so this issue does not arise.

Given the importance of asynchronous models in the existing literature, however,
we will give some consideration to this setting in Section 5.6.

Perhaps the most fundamental concept of automata theory, and one which we will

make extensive use of in the sequel, is that of a non-deterministic finite automaton.

Definition 5.1. A non-deterministic finite automaton (NFA) is a 5-tuple A =
(@, qo, F, 2, A), where @ is a finite set of states, gy € @ is the initial state, FF C Q is
the set of accepting states, and A : Q x X — P(Q) is the transition relation.

A word ajas...a, € X* is accepted by A if there exists a sequence of states
¢ ---qr € QF such that g, € F and for every 0 < i < k we have ¢;11 € A(gi, ait1).
We write L£(.A) for the subset of ¥* accepted by \A.
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This is not directly appropriate to model the behaviour of an interactive system:
an automaton is most naturally viewed as taking a sequence of inputs, and either
accepting or not, whereas for us an interactive system will have both inputs and
outputs. A machine which deals with actions containing both inputs and outputs is

called a transducer.

Definition 5.2. A deterministic finite-state transducer (DFST) is a T-tuple T =
(@, qo, F,2,T,6,0), where @ is a finite set of states, qo € @ is the initial state,
F C @ is the set of accepting states, d : QQ x ¥ — @ is the transition function and
0:Q x X — T'U{e} is the output function.

A pair (ayas ... ag,biby ... b)) € ¥* x I'* is accepted by T if there exists a sequence
of states q; . .. qx € Q* such that ¢, € F', for every 0 < i < k we have ¢; 11 = 0(q;, a;41)
and by ...b = o(qo,a1)o(qr,a2)...0(qe—1,ar). We will write L(7T) for the subset of
¥* x I' accepted by T such a set is a deterministic finite-state transduction, which
we will also abbreviate by DFST.

Perhaps the simplest conceivable transduction is the identity, realised by the trans-
ducer shown in Figure 5.1 (for the alphabet ¥ =T' = {a, b}).

ala

start H

b|b
Figure 5.1: The identity transduction.

Another simple example is the transducer which counts (in unary) the number of
as which occur before the first b, shown in Figure 5.2. Concretely, this relays all the

as which appear before the first b, but not subsequent letters.

a,ble

ala
ble
start H

Figure 5.2: Another simple transducer.
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This definition is not quite convenient for our purposes, because we assume that
the agents are able to observe the passage of time. Hence even at a timestep where
the machine does nothing, there should be a record in the trace of the fact that time
has passed. We ensure this by requiring that there should be an output at each step,
and apply the non-standard term ‘synchronised’ to describe this property (such a

transducer is also sometimes called ‘letter-to-letter’).

Definition 5.3. A DFST T = (Q, q, F,%,1',9,0) is synchronised if o(Q,%) C I’
(that is, we do not have o(q,a) = € for any ¢ € Q and a € ). In this case we say
that 7 is a synchronised deterministic finite-state transducer, SDFST.

Note that this definition almost corresponds with the original definition of a Mealy
machine ([44]), except that we allow for a set of final states F' # ). Observe that the
transducer in Figure 5.1 is an SDFST, whereas the transducer in Figure 5.2 is not.!

It is clear that if 7 is synchronised then (a...ax, by ...b) € ¥* x I'* is accepted
by 7 only if I = k. We shall therefore apply the ‘zip’ operation and view 7 as
accepting elements of (X xI')*. Indeed, after applying this transformation, an SDFST
is equivalent to a nondeterministic finite automaton over alphabet > x I', with the
property that for any ¢ € @ and a € X there is exactly one b € T" with A(q, (a, b)) # 0,
and for this b we have that A(q, (a,b)) is a singleton.

It is worth noting at this point that an SDFST cannot contain two words which
first differ by an element of I'. Indeed, this property characterises SDFSTs among
regular sets in (X x I')*.

Proposition 5.4. Let L C (X x I')* be a regular language. Then L is an SDFST
if and only if for every wi,wy € L we have that wy; and wy do not first differ by
an element of T'; that is, we do not have wy = w(a,b)w’ and wy = w(a, b’ )w” with
w,w i w” € (X xT)* aeX and bt/ € ' with b # V.

Proof. The ‘only if’ direction is trivial: let 7 be an SDFST accepting L. Then
there is a unique state ¢ € () that can be reached after w, and so we must have
b="b =o0(q,a).

Conversely, suppose that L is regular and has the property mentioned in the
statement of the proposition. Then L is recognised by a deterministic finite automaton
A. Let A = (Q, qo, F, X xT", A) be a nondeterministic finite automaton with the same

LAnd it is clear that there is no SDFST realising this transduction. Moreover there is no SDFST
which induces the same equivalence relation on ¥*, since this transduction identifies inputs of dif-
ferent lengths, whereas an SDFST does not.
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states and transitions as A (so in particular A(q, (a, b)) is a singleton for every q € @
and (a,b) € ¥ x I').

Let the set of accessible states in A be A C Q. Now for each ¢ € A and each
a € ¥ we must have that |JA(q, (a,b))? is co-accessible for at most one b, since
otherwise we could produce two accepted words first differing by an element of T
Let X C @ x X be the set of pairs (¢,a) such that there exists b € I' such that
UA(q, (a,b)) is co-accessible. Now let ¢; be fresh, let by € T be arbitrary and let
A QU{p} x (2 xT) = QU{q} be defined by

A(q, (a,b)) if [JA(q, (a,b)) is co-accessible
A'(q, (a, b)) = < {q1} if (¢,a) ¢ X and b = by

1] otherwise

for g € Q, and A'(q1, (a,b)) = ¢ if b = by and () otherwise.
Now let
A// = (Q U {Ch}, qo, F7 2 X F7 A/)

Note that ¢; is not co-accessible in A”, and A” has the same transitions as A’ ending
in co-accessible states. Hence L(A”) = L(A") = L. On the other hand A" has the
property that for any ¢ € Q U {¢1} and any a € ¥ there is exactly one b € T' such
that A(q, (a,b)) is a singleton, and otherwise A(q, (a,b)) is empty. Hence L£(A”) is
an SDFST. O

We are interested in SDFSTs of a special kind, representing the fact that the
system communicates separately with Alice and Bob. We will consider SDFSTs whose
input and output alphabets 3 and I" are of the form >4 x ¥ and 'y X I'g respectively.
The pairs (X4,14) and (X5, 'p) represent the input and output alphabets used for
communication with Alice and Bob respectively.

A simple example of this is the system which simply relays messages between the
two agents (with ¥4 = ¥ =4 = 'y = {a,b}). This is shown in Figure 5.3.

(z,9)|(y,z)Va,y € {a,b}

start H

Figure 5.3: A relay system.

%i.e. the single element of the singleton A(q, (a,b))
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5.3 Strategies and information flow

In order to apply the framework of Chapter 4, we must define the spaces X4, Xp
of strategies for Alice and Bob, the space Y of outcomes visible to Bob, and the
matrix py|x, x,(y|ra, ) governing which outcomes occur. Since we are considering
deterministic specifications, the matrix py|x, x, will be 0-1-valued.

Alice and Bob must each decide on an action based on the trace they have seen

thus far, so a strategy for Alice is a function
TA - (EA X FA)* — EA

(and similarly a strategy for Bob is a function xp : (X¥p x I'g)* — Xp). Recall that
we can consider Alice and Bob to have tossed any necessary coins before beginning
the protocol, and so it suffices to consider deterministic strategies for each.

Given an SDFT T, and strategies x4 and xg for Alice and Bob respectively, what
output or outputs can be shown to Bob? We consider first the case where F' = (@),

postponing for later the issues that arise when F' C Q.

Definition 5.5. We will say that a word
w = ((a1,ay), (b1,0)) - - ((ax, ai.), (be, b)) € (8 x I)* = (84 x L) x (Fa x I'p))”

(so a; € ¥p,a; € ¥p,b; € 'y and b, € I'g) is consistent with SDFT T and strategies

Ta,xp if
(i) we L(T), and

(ii) for every 1 < ¢ < k we have a; = za((ay,b1),...,(ag-1,bk-1)), and a; =

xB((allv bll)ﬁ R (a;e—la b;cfl))

A word (a7,b)) ... (a,, b)) € (XpxI'p) is consistent with T, x4 and z g if there exist
ay,...,ax € X4 and by, ..., by € I'4 such that (((ar,a}), (b1,0))) ... ((ag,a},), (bg,b})))

is consistent with 7,24 and zp.

We will sometimes refer to limb (ii) of the above Definition as ‘being consistent
with x4, 2p’; then being consistent with T, x4, xp means being an element of £(T)
and being consistent with x4, 5.

Could we choose to have Y = (X5 x I'g)*, and say that py|x, x,(y|za, z5) = 1 if
y is consistent with 7, x4 and zp?

No, because such a y may not be unique, and so the matrix py|x, x,(¥|ra, zp)

would not in general be stochastic. For example, in the relay system shown in Figure
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k

5.3, where x4 and zp are both constant a, we have that (a,a)” is consistent with

T,x4 and xp for all k. But prefixes are the only way this can happen.

Proposition 5.6. Let T be an SDFT as above and let x4, xpg be strategies for Alice
and Bob. Then there exists some wy € (X x ') such that for any w € L(T) we have

that w is consistent with x4 and xp if and only if w < wy.

Proof. Define the infinite word wy = ((a1, a}), (b1, b}))((az, ay), (ba, b)) ... € (X x I')¥
by

a; = ﬂUA((CLl, b1) ce (aifla bzel)),
a; = zp((a}, 0y) ... (aj_y,b;1)), and

(bi7 b;) - O-(Qi—la (aiv a’;))a

where ¢qq is the initial state and the sequence qoq; . .. is defined by ¢; = §(¢;i—1, (a;, a}))
for ¢ > 1.

Clearly if w < wy then w satisfies limb (ii) of Definition 5.5, and so if also w € L(T)
then w is consistent with 7, x4 and z 3.

Conversely suppose that w £ wy. Then we have that w = w'(a, b)w” for some
w' = ((ay,a}), (b, 0))) ... ((ax,al), (bg, b)) < wg, some w” € ¥ x I'* and some (a,b) €
¥ x I' with (a,b) # ((ars1, agpq)s (Org1, bpyq)). But if @ # (agqq,aj, ) then without
loss of generality we have fst(a) # agr1 = za((ay,b1)...(ag, bg)) and so w is not
consistent with x4, xp.

On the other hand if b # (b1, b)) = 0(qk, (ax,a},)) then w ¢ L(T). Either way

we have that w is not consistent with 7, x4 and xpg. O
Projecting wy onto (X5 x I'p)“ gives

Corollary 5.7. Let T,x4 and xp be as above. There exists some wy € (X x I'g)*

such that if w € (Xp x I'g)* is consistent with T,z and xp then w < wy.

So can we have Y = (¥p x '), and py|x, x,(y|ra,25) = 1 for y = wy as in
Corollary 5.77

One reason why not is that in Chapter 4 we have assumed that the sets X4, X
and Y are all finite. A more substantial reason is that it is not at all realistic: it
corresponds to Bob being able to conduct an experiment lasting for an infinite time.
Moreover it would allow Bob to acquire an infinite (or at least unbounded) amount

of information, and it is not clear how this should be interpreted.
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For this reason we will consider Bob’s interaction with the system not as a single
experiment, but as a family of experiments, parametrised by the amount of time
allowed; that is, by the length of traces which we consider as outcomes. Assuming
for the moment that F© = @, we then have that the matrix py|x, x,ylza, zp) is

stochastic.

Proposition 5.8. Let T be an SDFST with F = Q, and let Y = (X x I'p)* for
some k € N. Let the matriz py|x, x,(y|Ta, xp) be defined by py|x, x,(ylra,zp) =1
if y is compatible with T,x4 and xp, and 0 otherwise. Then py|x, x,(y|lra,zp) is

stochastic; that is, we have

ZpY|XA,XB (y’$A7 333) =1
yey

forall xy € X4 and xp € Xp.

Proof. By Corollary 5.7, we have that for fixed x4, zp there is at most one y €
(X5 x I'p)* which is consistent with 7,24 and zz. On the other hand it is clear from
the definitions that if /' = () then all prefixes of the infinite word wq from Proposition
5.6 are accepted by 7. Hence projecting wy onto (X x I'g)* gives a suitable y. [

Truncating at length k also means that strategies x4, xp can be viewed as drawn
from the spaces of functions (X4 x I'4)<¥ — ¥4 and (Xp x I'p)<F — X respectively.
This means that the spaces X4, and Xp of possible strategies for Alice and Bob are
also finite.

We are therefore able apply Theorem 4.12 to calculate the information flow as the
size of the largest possible set of outcomes that can consistently be seen by Bob, and

for convenience we will adopt this as a definition.

Definition 5.9. Let 7 be an SDFST over input and output alphabets >4 x Xp,
and let X4, Xp be the spaces of functions (X4 x I'4)* — X4 and (X5 x I'p)* — Xp
respectively. Define

I, = max log |{y € (Xp x FB)]“‘EI x4 € Xy : vy is consistent with 7, x4 and xBH )
TBEAR

What about the case where F' C ()7 The treatment of this depends on what we
consider to be the meaning of a run ending in a non-accepting state. One interpre-
tation is that it represents a catastrophically bad outcome (say, the intruder being
detected) which must be avoided. By Proposition 4.7 we may assume that Bob is em-

ploying a pure (i.e. non-random) strategy, and so Alice can ensure that non-accepting
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runs are avoided by avoiding particular x 4. This means that Definition 5.9 is exactly
right for this interpretation.

Another possible interpretation is that a run ending in a non-accepting state
produces some kind of ‘error’ output, where all errors are indistinguishable. This
essentially increases the number of possible observations by Bob by either 1 or 0,
depending on whether or not the extremal xp allows for non-accepting runs. This
means that the amount of information is either I, or log(14exp I), which we consider
to be a trivial difference.

A third possiblity of course is that we reject the very notion of a non-accepting
run, and consider only SDFSTs with F' = ). Note that many kinds of behaviour
which may involve the system going into an ‘error’ state and producing only a fixed
‘dummy’ output symbol straightforwardly be modeled as an SDFST with F' = Q).

Which of these three options the reader considers most satisfactory is, to some
extent, a matter of personal taste. However, since as noted above all are modeled
adequately by Definition 5.9, that is what we shall adopt as the basic definition for
the remainder of this analysis.

Definition 5.9 is in some sense an intensional definition, in the sense that it involves
directly considering all possible strategies for Alice and Bob. It will be helpful to have

a more extensional version: Definition 5.9 can be recast as
I, = maxlog | X
maxlog [ X,

where F C P((Xp x'5)¥) is the family of sets X such that there exists some x5 € X5
such that X = {y € (Xp x FB)k{EIxA € X4 : y is consistent with 7,z 4 and xB}. So
having an extensional characterisation of I, amounts to having a condition for a set
X to be a member of F.

Theorem 5.10. Let T,X4 and Xp be as above. Let F C P ((Xp x I'p)*) be defined
by Y € F if and only if there exists some xp € Xg such that

Y ={ye (Xp xTp)|Fzs € X4 :y is consistent with T,z and g} .
Let X C (X5 x I'p)* be arbitrary. Then X C X' for some X' € F if and only if
(i) X C LTy uryer and

(11) X does not contain two elements which first differ by an element of Xp. That
is, we do not have wy,wy € X such that w; = w(a,b)w’ and wy = w(d', b )w"”
with w,w',w" € (g x I')*,a,a’ € ¥p and b, € I'g with a # d,
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where the notation L(T)| (s, «r,- means the projection of L(T) € ((XaxXp)x (I'ax
I'p))* onto the set (Xp x I'p)*.

Proof. The ‘only if’ direction is straightforward. Part (i) is immediate from the
definitions, and for part (ii) we must have a = zg(w) = @’ (for the relevant xp).

For the ‘if” direction, suppose that X satisfies the two conditions in the statement
of the theorem. Define the partial function = : (X¥p x I'g)* — Xp by z(vw') = a
whenever w'(a,b) < w for some w € X and some b € I'g. This is well-defined by
condition (ii). Define zp : (X5 x I'g)* — Xp to be z, extended arbitrarily where z is
undefined. We claim that

XCY={ye(XpxTIp)|3zs € X4 :yis consistent with 7,24 and zg}.

Indeed, let w € X be arbitrary. Plainly w is consistent with xzg. Since w €
L(T)|(syxry)- there exists some w’ € L(T) such that w'|s, . = w. Define the
partial function 2’ : (X4 X I'y)* — ¥4 by 2/(w”) = a whenever w”(a,b) < w' for
some b € '4. Let x4 : (X4 x ['4)" — 34 be an arbitrary total extension of 2’. Then
plainly w’ is consistent with x4, and is also consistent with xp since w was. Hence w

is consistent with 7,24 and zp, as required. O

Truncating to length k, and observing that

maxlog|X|= max log|X]|
XeF XCX'eF
gives

Corollary 5.11. Let T, X, and Xp be as above. Then we have

I}, = max log | X|,
XeF,

where F;, C P (L(T>=k|(ZBxFB)k> is the collection of sets which do not contain two
words which first differ by an element of X (and this has the same meaning as in
part (111) of Theorem 5.10).

For example, for the system shown in Figure 5.3, we have that
k
L(T)=klspxrpyr = Ep xI'p)",

and so [, = klog |I'g/.
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5.4 Reduction to automata

In this section, we show how to reduce the problem of computing [; from a problem
about transducers to a problem which mentions only automata. The first step is to

produce an automaton whose language is in correspondence with Bob’s interface with

T.

Definition 5.12. Let T = (Q, qo, F, X4 x Xp,I'4 X I'g,0,0) be an SDFST. Define
the nondeterministic finite automaton Ar = (QU(Q x '), qo, F, XpUl'p, A), where

A(g,a') = {(0(¢g; (a,d')),snd(o (g, (a,a’))))|a € Xa}
for all ¢ € Q and a' € X, A(q, V') =0 for all ¥ € T', and

{q} ifx=10

1] otherwise

A(g,b), x) = {

for all (¢,bV') € @ x'p and x € Xp UT'p.

Informally, we introduce an auxiliary state for each pair (¢,b') € @ x I'g to
represent the behaviour ‘emit the event ' and then go into state ¢’. For states ¢, ¢’ € Q
and events a’ € Y,/ € I'p we have a transition from ¢ to (¢, ') if and only there
exist some a € ¥4 and b € I'4 such that §(q, (a,d’)) = ¢ and o(q, (a,a’)) = (b, V).
In the language of CSP, this corresponds to hiding all of Alice’s events: that is, the

familiar lazy abstraction formulation of noninterference.

Figure 5.4: Automaton corresponding to the relay system transducer shown in Figure
5.3.

The following lemma is immediate from the definitions, and expresses the fact that
the words accepted by A7 are in precise correspondence with the words accepted by

T, projected onto Xp x I'p.



Lemma 5.13. Let f : (X5 x I'p)* — (X UT'p)* be the flattening operation defined
by f((a1,b1)...(ak,bg)) = arby ... agbg. Then we have

(A7) = f (LT sprny) -

Note that since elements of Xp appear at odd-numbered positions in traces of
A7 and elements of I'g appear at even-numbered positions, we may assume without
loss of generality that X and I'p are disjoint. Then combining Lemma 5.13 with

Corollary 5.11 gives

Theorem 5.14. Let T be an SDFT as above such that ¥ g and I'g are disjoint. Then
I = paxlog|X],

where Fi, € P (L (Ar)_,.) is the collections of sets which do not contain two words
which first differ by an element of X g, that is, for X € Fj, we do not have wy,ws € X

with wy = waw', we = wa'w”, with w,w',w” € (XgUTR)* and a # da € ¥p.

Note that an alternative notation for this theorem (and, mutatis mutandis, Corol-
lary 5.11) would be to define a single family F C P ((¥5 UI'p)*) consisting of the

sets which do not contain words first differing on an element of Xz, and then say that
I, = log | X —ok| -
x = maxlog [X N L(A7)=z]

We have therefore reduced computing the information flow permitted by a de-
terministic interactive system to an instance of a more general problem over finite

automata, which we call the X-deterministic subset growth problem.

Definition 5.15. Let X, I" be disjoint finite sets. A set X C (XUI)* is X-deterministic
if it does not contain two words which first differ by an element of >I; that is, we do
not have wy,wy € X with wy = waw', wy = wa'w”, with w,w’,w” € (X UT)* and
a#a €.

For a nondeterministic finite automaton A over alphabet ¥ U T, define

Di(A) = max |X].

where F, consists of the ¥-deterministic subsets of £(.A)_.

Problem 5.16 (X-deterministic subset growth). Given a nondeterministic finite au-
tomaton A over ¥ UT, determine the growth rate of Dy(A).
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Of course, the statement of this problem is somewhat informal, in that the mean-
ing of ‘determine the growth rate’ is not precisely specified. This is in some sense
inevitable, considering that Dy(A) is an infinite collection of values. The precise
interpretation of the problem will emerge from the results we obtain.

We may also view Problem 5.16 as a direct representation of an information flow
problem, which we refer to as the locked room model. We consider that Alice is
locked inside a room, in possession of a secret which she wishes to convey to Bob
outside. Alice and Bob are able to communicate by passing messages, drawn from
alphabets I' and ¥ respectively, subject to the constraint that the transcript of their

communication must lie in some fixed language L.

—

. &
2

Nuclear
codes

Figure 5.5: The locked room model

Bob must choose a strategy, which is a map f : (X UI')* — T', and a set of
transcripts is consistent with the strategy if and only if whenever wa is a prefix of an
element of the set, with w € (2UT")* and a € ¥ we have a = f(w). The information
obtained by Bob is the logarithm of the size of the set of transcripts consistent with
his strategy.

Now we have that a set of transcripts is a subset of the set arising from some
strategy if and only if it is 3-deterministic, so computing the information flow to Bob
is precisely Problem 5.16.

Note that this model assumes that Alice is able to choose between sending a
message herself or waiting for one from Bob; if we prefer not to allow this then the
condition becomes that X is valid if any two elements of X first differ by an element
of I'; the difference between this and the definition of »-deterministic given above is
that it does not allow waw’, wbw” € X, for w,w',w"” € (XUT')*, a € ¥ and b € I'. We
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shall see that the theory developed to handle Problem 5.16 is equally able to handle

this choice.

5.5 Antichains

The purpose of this section is to show that Problem 5.16 can itself be reduced to a

rather natural combinatorial one.

Definition 5.17. Let X be a set, and let < be a partial order on X. Then the
lexicographic order induced by < on X*, denoted =<, is defined by

Vwe X" :e 2w (and w A € if w # €), and
Vao,ye X,w,w € X*: zw < yw' if and only if either z < y

orz=yand w < w'.

Observe that < defines a partial order. Indeed, suppose that wy,ws € X* are of
minimum total length such that w; < wsy, wy = wy but wy; # we. Trivially if wy = €
then also we = € = w; (and vice versa). Otherwise we have w, = 2w, ws = yw', and
either x < y or x = y and w < w’, and on the other hand either y < x or y = z and
w’ < w. Hence we have y = x and both w < w’ and w’ < w, so by induction w = w'.
Hence wy = wy, a contradiction, so indeed < is antisymmetric.

Similarly suppose that wy, ws, w3 € X* are of minimum total length such that
w; = wo and wy =< ws but w; A ws. Since w; A ws we have wy; # €, and plainly
w1 # wy and wy # w3 and S0 wy, w3 # €. Write w; = xw, wy = yw' and w3 = zw”.
If x <y then (since y < z) we have z < z and so w; < ws. Similarly if y < z then
(since z < y) we have = < x so w; < w3. Hence we have z =y = z and w < w’ and
w’ < w”. But then by induction we have w < w” and so w; < w3, a contradiction.
Hence indeed < is transitive and so (since we have also shown it is antisymmetric,
and it is trivially reflexive) it is a partial order.

The study of partially ordered sets is often concerned with chains (sets wherein
any two elements are comparable) and antichains (sets where no two elements are

comparable).

Definition 5.18. Let X be a partially ordered set, partially orderd by <. A set
Y C X is a chain if for any x,y € Y we have x < y or y < z. Y is an antichain
if for any =,y € Y such that x <y we have z = y. Let Y C X be an antichain of
maximum size. Then |Y| is the width of X, denoted w(X).
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An example of the relevance of the width of a partially ordered set to its structure,
is given by the celebrated theorem of Robert Dilworth [22].

Theorem 5.19 (Dilworth, 1950). Let X be a partially ordered set. Let k be minimal
such that X = Y1 U...UY} with each Yy a chain. Then k = w(X).

The relevance of these ideas to Problem 5.16 is established by the following theo-

rem.

Theorem 5.20. Let X, 1" be disjoint sets. Define the partial order < on X UT by
setting <|y, to be an arbitrary linear order on ¥, and setting x £ y,y £ x for all
rxel and ally e XUT with y # x.

Let X C (XU be arbitrary. Then X is S-deterministic if and only if it is an

antichain with respect to the lexicographic order induced by <.

Proof. If wy,wy € (XUT)F first differ by an element of ¥, say w; = waw', wy = wa'w”
with a # o' € ¥. Then without loss of generality a < a’, so w; < wy. Conversely, if
wy =X we, then write w; = waw’, wy = wyw” for some x # y € X UT'. But then we

must have x < y, and hence x,y € ¥ and so wy, wy first differ by an element of . [

We have thus reduced Problem 5.16 to the problem of calculating the growth rate
of the width of a regular language, with respect to this partial order, a special case

of the following problem.

Problem 5.21 (Antichain growth for NFA). Given a nondeterministic finite au-
tomaton A over a finite partially ordered set (X, <), determine the growth rate of

w (L(A)=y), with respect to the lexicographic order.

Note that to handle the variant of the ‘locked room’ problem discussed above
where we do not allow Alice to choose whether to allow Bob to communicate, and
thus view sets as consistent if their elements first differ by an element of I'; we simply
expand the partial order < by setting (say) a < b for every a € £,b € T,

We conclude this section with a diagram showing the stages of the reduction
we have established for deterministic interactive finite-state systems from mutual

information in the information-theoretic sense to antichains in regular languages.
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MaXpy  py, I(Y X4|XB)

Theorem 4.12

max, zexp 10g |{f($A,$B)|l’A S XAH

Corollary 5.11

max {log |X]‘X C L(T)|(zpxry» Do w,w' € X first differ in EB}
Theorem 5.14
max {log | X||X C L (Ar)_,,. is Xp-deterministic}

Theorem 5.20

max {log | X||X C L (Ar)_,, is an antichain}
Figure 5.6: The structure of Chapters 4 and 5.

5.6 Asynchronous systems

In this section, we consider the case of an asynchronous system; that is, a system
which accepts a sequence of commands coming from either Alice or Bob, instead of
recieving at each time-step a command from both.

The specification of the system itself is straightforward: an SDFST where as before
the output alphabet I' is of the form I'y x I'g, but now the input alphabet X is of
the form ¥4 U Xp (the disjoint union of ¥4 and ¥p). This precisely matches the
definition of Goguen-Meseguer (G-M).

A more challenging problem is to determine what we consider Alice and Bob to
be able to observe about the system, what we consider to be ‘strategies’, and how

the system resolves these into a run. In terms of observations, we have a clear choice
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between allowing Alice and Bob to observe the fact that the other has taken an action
(which has not changed their output), and not doing so. In the spirit of G-M, we
prefer not to do so, which means (see Theorem 2.4) that we allow at least Bob to see
only stutter traces.

There is a technical problem with allowing Alice to see only stutter traces, which
becomes apparent when we consider the next problem of defining strategies. As be-
fore, we should require Alice and Bob at each moment to choose the next event they
wish to perform. But what should determine which of the two happens? Perhaps one
natural view is that the system nondeterministically chooses one of the two possibil-
ities. But at the moment we are modelling only deterministic systems and so this
is not an option. The most conservative solution, then, is to allow Alice to choose
between inserting an event and waiting for Bob to perform one.

However, suppose that under this model Alice chooses to allow Bob to take an
action. If none of Bob’s actions changes the output to Alice then she will never see a
change, and so will always just allow Bob to act and never take any further actions
herself. This is clearly undesirable. Consequently we should allow Alice to observe full
traces, or, equivalently to see that Bob has communicated an event even if the output
to her has not changed. The asymmetry of this definition may seem unsatisfying, but
as before we will find that Alice in some sense drops out of the picture.

A strategy for Bob will be a function
rp: (ZB L FB)* — 2iB.

Note that the domain of this function is (X5 LT 5)* rather than (X x I'g)* because
Bob may see many outputs between consecutive inputs.
However, Alice must also have the ability to allow Bob to take an action, which we

represent by a special ‘action’ 1, and so we define a strategy for Alice as a function
Ta: (BaUT )" =X U{L}.
Definition 5.22. We say that a word
w = (ay, (b1,b))) ... (ag, (b, b)) € (X xT) = ((ZaUXp) x (TaxTp))*

is consistent with SDFT T and strategies x4,xp if w € L(T) and for all 1 <i < k
we have that if a; € X4 then

a; = IA(¢((G1, (bh bll)) cee (ak—h (bk—h b;c—l))))7
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and if a; € X then

a; = CEB(¢((CL1, (bh bll)) s (ak—lv (bk—lv b;c—l))))

and
za(¢((ar, (b1,61)) .- (ar—1, (br-1,b,-1)))) = L.

In the above ¢ is the obvious map given by flattening and then removing all

elements of X and I'g; concretely, if we have

w = (ag, (by, b)) - - (ag®, (05", b5"°))(ax, (b, b)) (g, (b1, b)) - - (a7®, (b7, ™)) . ..
(ak7 (bk7 b;f))(allm (bllza b;cl)) s (azkv (bzkv bglk»?

with ay,...,ar € ¥4 and ag € Xg for all 7, j, then
<z§(w) = b(l) . bgoalblb% . b?l . akbkb,lc . bzk

On the other hand v is defined by flattening, removing all elements of ¥4 and T'4,
and then taking the stutter trace; that is, removing repeated elements of I"4; again,

concretely if

w = (ag, (bg, b)) - - (ag®, (05", b5"°)) (ax, (b, b)) (g, (b1, b)) - - (a7*, (b7, ™)) . ..
(ak7 (bka b;c))(alij (bllcv b;cl)) s (azk> (bzkv b;?k)%

where now we have aq,...,a; € X5 and af € Y4 for all 7, 7, then
Y(w) = stutt(by ... by0abiby ... B . agbby .. b,

where stutt : (Xp UT'g)* — (Xp UTg)* is the function that removes consecutive

duplicate letters.

We will take the set Y of outcomes visible to Bob to be the set of stutter traces
of length k, and we will have py|x, x,(y|za,z5) = 1 if y is compatible with x4 and
xp and 0 otherwise. As before there is a unique stutter trace of length k compatible
with fixed x4, xp.

We can thus apply Theorem 4.12 to conclude that the maximum information flow
is the logarithm of the size of the maximum set X C Y such that there is some single
rp and for each y € X some x4 such that y is compatible with z 4, xp.

We have a theorem analagous to Theorem 5.10, giving a condition for a set to be

consistent with a fixed strategy zp.
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Theorem 5.23. Let F C P((Xp U T'g)*) be defined by Y € F if and only if there

exists some xrpg such that
Y ={ye (EpUTlp)"|Tza:y is consistent with x4, xp.} .
Let X C (XU Tg)* be arbitrary. then X C X' for some X' € F if and only if
(i) X C(L(T)), where ¢ is defined as in Definition 5.22, and

(11) X does not contain two elements which first differ by an element of Xp. That
is, we do not have wi,wy € X such that w; = waw' and wy = wa'w” with
w,w w" € (XpgUT)" and a # d' € ¥p.

Proof. The ‘only if’ direction is straightforward: we must have a = zp(w) = d'.
Conversely, suppose that X satisfies the two conditions in the statement of the

theorem. Define the partial function z : (X5 UTg)* — Xp by z(w') = a whenever

w'a < w for some w € X. This is well-defined by condition (ii). Define zp :

(XpUTI'p)" — Xp to be z, extended arbitrarily where x is undefined. We claim that
XCY={ye (XpUTp)"|Fx4:y is consistent with x4, zp5}.

Indeed, let w € X be arbitrary. Plainly w is consistent with zp. Since w €
W(L(T)), there exists some w' € L(T) such that ¢(w’) = w. Define the partial
function 2’ : (X4 UT4)* — X4 U{L} by 2/(w"”) = a whenever w”a < w', and
(w") = Lif w'b < w for some b € T'g. Let x4 : (X4 x Ta)" — X4 U{L} be
an arbitrary total extension of x’. Then plainly w’ is consistent with x4, and is also

consisitent with z g since w was. Hence w is consistent with x4, xp as required. [J

We also have an analogue of Definition 5.12 and Lemma 5.13, producing an au-
tomaton accepting ¥ (L(7)). Essentially we produce stutter traces by recording the
previous output, and suppressing further instances of the same letter. It will be more
convenient to specify an NFA with silent transitions, so that the transition relation
is a map A : @ x (XU{e}) — P(Q). There is a trivial construction to remove
the silent transitions while preserving the accepted language: for each state ¢ € @,
let X, be the set of states reachable from ¢ via only silent transitions. Then set
A'(q,a) = Uyex, Ald';a) for all a € E. Note that this does not add any states and

so does not increase the size of the automaton beyond at worst a quadratic factor.
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Definition 5.24. Let T = (Q, qo, F, X aUX¥p, T4 x'g,d,0) be an SDFST. Define the
nondeterministic finite automaton Ay = ({0,1} x Q x 's U{q}, qo, F, X U, A),
as follows. For all ¢ € Q,b € I'p and a € X5 we have

A((O, q, b), CL) = {(17 6((17 CL), U(Q7 a))} .

For all ¢ € @ and b € I'g we have o(q,a) # b then

A((0,¢,0),¢) ={(1,d(q;a),0(q, a))|a € X4,0(q,a) # b}
U{(0,d(q,a),b)la € X4,0(q,a) = b}.

For all ¢ € Q and b € I'g we have

A((1,4,b),0) = {(0,q,0)} .
Finally, we have
Al(qo,€) ={(1,6(qo,a),o(qo,a))|a € X4},

and for all a € X5 we have

A(QO? (I) = {<17 5((107 CL), O_(q07 (I)} .
All other values of A are (.

We thus have that the information flow permitted by an asynchronous system 7T
in traces of length £ is the logarithm of the size of the largest Y p-deterministic set
in £ (Ar)_,, so the asynchronous case is also reduced to Problem 5.16, and hence to
Problem 5.21.

5.7 Conclusions

The principal accomplishments of this chapter are to have defined information flow
for deterministic interactive systems that can be modelled as finite-state transducers,
and to have reduced this problem to that of computing the size of the maximum
antichains in regular languages specified as NFA. We will show how to solve this

problem in Chapter 6.
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Chapter 6

Antichains

6.1 Introduction

In this chapter we consider the problem of estimating the sizes of antichains in a
variety of partially ordered structures. The main motivation is to solve Problem 5.21
(which requires us to compute the size of maximum antichains in regular languages),
and thereby compute information flow for deterministic interactive systems modelled
as finite state machines. However, we also consider the problem to be of independent
mathematical interest, and so we also study some other structures, namely context-
free languages and tree regular languages.

Computing the size of the largest antichain (set of mutually incomparable ele-
ments) is the ‘central’ problem in the extremal combinatorics of partially ordered
sets (posets) [68]. In addition to some general theory [36], it has attracted study for
a variety of specific sets, beginning with Sperner’s Theorem on subsets of {1,...,n}
ordered by inclusion [64, 13, 50], and for random posets [12]. The size of the largest
antichain in a poset L is called the width of L.

In this work we study languages (regular or context-free) over finite partially
ordered alphabets, with the lexicographic partial order. Since such languages will in
general contain infinite antichains, we study the sets L_,, of words of length n, and
ask how the width of L_, grows with n; we call this the antichain growth rate of L.

In Section 6.2 we set out basic definitions of the lexicographic order, antichains
and antichain growth. We then develop some of the attractive theory of antichains
in this poset, which will be used later.

In Section 6.3 we consider the case of regular languages. We draw heavily on and
generalise the ideas of [26], which shows a dichotomy theorem for the growth rate of
regular and context-free languages (equivalent to our problem in the special case of the

trivial partial order in which all elements are incomparable). We show a dichotomy
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theorem between polynomial and exponential antichain growth (Theorem 6.16), and
that there is a polynomial time algorithm to distinguish the two cases (Theorem
6.18). This substantially resolves Problem 5.21: this shows that the information flow
in time n is either O(n) (which is clearly ‘dangerous’) or is O(logn) (which is in some
sense ‘safe’, since the secret could be guessed at this rate in any case), and we can
determine in polynomial time which is the case.

In Section 6.4 we consider the problem of computing the antichain growth more
precisely. We first observe that there is a simple dynamic programming algorithm to
compute the size of the largest antichain in L_,, where n is given in unary and the
language is specified as a DFA. We then describe an algorithm to compute the order
of polynomial antichain growth for a language specified as a DFA. Finally we show
that in fact this algorithm also extends to languages specified by NFA.

It is interesting to observe the similarity in flavour between the work of these two
sections and the work of Weber and Seidl in [67], in which they study the degree of
ambiguity of an NFA, which is the maximum number of accepting runs corresponding
to a single word of length n. In particular, in Section 4 of [67] they show that this has
either polynomial or exponential growth, and give a criterion which is reminiscent of
the criterion we shall obtain in Theorem 6.16. They also give an algorithm to compute
the order of polynomial growth, in a somewhat similar fashion to the algorithm we
obtain in Theorem 6.28.

Note, however, that so far as we can tell there is no logical relationship between
the two problems: there is no obvious way to record runs in such a way that antichains
are sets of distinct runs corresponding to a single word. On the other hand, it seems
unlikely that the antichains problem can be reduced to the ambiguity problem: for
instance for DFA the ambiguity is trivial, whereas the antichain growth problem is
not.

In Section 6.5, we illustrate the theory of this chapter and the preceding two
chapters by applying it to two example systems: a relay system and an ‘interrupt’
system for a shared resource. We find that the relay system has exponential antichain
growth, whereas the interrupt system has polynomial antichian growth. We then
apply the algorithm of Section 6.4 to compute the order of polynomial growth for the
interrupt system.

In Section 6.6 we move to considering context-free languages. We show a similar
dichotomy theorem (Theorem 6.34). However, contrary to both the regular language
case and the context-free language growth problem, there is no algorithm to distin-

guish between polynomial and exponential antichain growth (Theorem 6.40).
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In Section 6.7, we generalise the definition of the lexicographic order to extend
to tree languages, and show that there is a trichotomy theorem between polynomial,
exponential and doubly exponential antichain growth. This also entails as a corollary
that there is a similar trichotomy for language growth rate of regular tree languages,

which we believe to be an original result.

6.2 Languages, lexicographic order and antichains

In this section we recall the definition of the lexicographic order, and of antichains,
which are the primary objects of study of this chapter. For convenience we will need
to make a slight change of notation from the previous chapter: we previously used
the symbol < to denote the lexicographic order on words, whereas we will now use it
to denote the prefix relation on words.

We will then develop some of the basic theory of antichains in the lexicographic
order: in particular, we establish the effects of prefixing, postfixing, concatenation
and the Kleene star operator. We then make the definitions that will be used for the
main results of this chapter: exponential antichain growth, and polynomial antichain
growth. Although these definitions are determined by the need to match problem
5.21, we give some consideration to possible alternative definitions.

Finally, we prove the most substantial result of this section (Lemma 6.12), which
shows that the weaker notion of quasiantichain suffices to distinguish exponential

from polynomial antichain growth.

Definition 6.1. Let X be a finite alphabet equipped with a partial order <. Then
the lexicographic partial order induced by < on X* is the relation < given by

(i) € X w for all w € ¥* (where € is the empty word), and

(ii) For any z,y € ¥, w,w’ € ¥*, we have zw =< yw' if and only if either z < y or

xr=yand w S w.

If words x and y are comparable in this partial order we write z ~ y. If x is a
prefix of y we write x < y. It is important to emphasise that < is used to denote the
partial order on ¥ and the prefix order on ¥*, but not the lexicographic order on X*.

For a totally ordered alphabet (such as the Latin A-Z), this is a total order, and is
equal to the usual dictionary order, since we adopt via (i) the dictionary convention
that prefixes are listed first, so, for instance, ‘cat’ appears before ‘catharsis’, since

cat < catharsis.

79



In general, the relationship between two words w and w’ is determined as follows:
if w < w' then w < w’, and similarly vice versa. Otherwise, find the first position at
which w and w’ differ; if the letters the two words have in this position are comparable
then the words are comparable, in the same order. Otherwise they are incomparable,
and we write w ¢ w’. So, for instance, if we have an alphabet where a <b <c¢ < ...
and 1 < 2 < 3 < ...but letters and digits are incomparable then we have c3po < r2d2,
but 42 L fortytwo.

A critical property of this partial order, which we will use many times below, is
that if two words are incomparable then adding anything onto the end of either one
cannot change this: if wy 76 wy then wyw] o wew) for all wi, wh. On the other hand,
if two words are comparable then this can be for either of two reasons. It could be
that one is a prefix of the other, in which case appending further letters could make
the two words incomparable, or alternatively reverse their order. However, if neither
is a prefix of the other (and so they first differ by two comparable letters) then adding
further letters cannot change their order.

For a language L, we will often write L_, to denote the set {w € L | |w| = n}
(with corresponding definitions for L, etc.), and |L|-, for |L_,]|.

The main subject of this chapter is antichains, that is sets of words which are
mutually incomparable. It will sometimes be useful also to consider quasiantichains,*
which are sets of words which are incomparable except that the set may include

prefixes.

Definition 6.2. A language L is an antichain if for every ly,ly € L with l; # [y we
have [; + [5. A language L is a quasiantichain if for every ly,ls € L we have either
L <ly, Iy <lyorly s

It is easy to see that the property of being an antichain is preserved by the oper-

ations of prefixing, postfixing and concatenation.

Lemma 6.3 (Prefixing). Let w,wy,wy be any words. Then wy ~ wy if and only if
wwy ~ wwsy. Hence for any language L, wL is an antichain (respectively quasiantichain)

if and only if L is an antichain (quasiantichain).

Lemma 6.4 (Postfixing). Let w,wy, ws be any words. Then wy ~ wy if wiw ~ wow.

Hence for any language L, Lw is an antichain if L is an antichain.

INote that this is not a standard term.
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Lemma 6.5 (Concatenation). Let wy,wsy, w],wy be any words such that wy € wy
and wy £ wy. Then wiw) ~ wow) if and only if wy ~ wy. Hence if Ly and Ly are

antichains then Li1Ls is an antichain.

Clearly the property of being an antichain is not preserved by Kleene star, since
L* will contain prefixes for any non-empty L. The best we can hope for is that L* is

a quasiantichain.
Lemma 6.6 (Kleene star). Let L be an antichain. Then L* is a quasiantichain.

Proof. Suppose wy ~ wy with wy,wy € L*,wy £ wy and wy £ wy with |wy + wy
minimal. Say w; = wjw, with w; € L,w} € L*. By minimality we have w] # wj, and
since L is an antichain we also have w] ¢ w). Hence by the concatenation lemma

wiw] % whiwy, a contradiction. O

Ultimately we are going to care about the size of antichains inside particular
languages. Since these will often be unbounded, we choose to ask about the rate of
growth; that is, if Ly, Lo, L3, ... C L are antichains such that L; consists of words of
length ¢, how quickly can |L;| grow with ¢?7 We will call |J, L; an antichain family

and ask whether it grows exponentially, polynomially, etc.

Definition 6.7. A language L is an antichain family if for each n the set L_, of

words in L of length n is an antichain.

Definition 6.8. A language L is exponential (or has exponential growth) if there

exists some € > 0 (the order of exponential growth) such that

| Ll=n

> 0.

lim sup
n—00 2

L is polynomial (or has polynomial growth) if there exists some k such that

|Ll=n

lim sup < 00.

n—00 nk

|Ll=n

If 0 < limsup,,_,,, =7+ < oo then we say that L has polynomial growth of order .

For notational convenience, we will sometimes later adopt the convention that a
|L|=n
nk

language L which is finite (and so limsup,,_, . = 0 for all k) has polynomial

growth of order —1.
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A reasonable alternative choice of notation would have been to define the quantity
w, to be the size of the largest antichain consisting of words of length n, and then ask
about the growth of the series wy, ws, . ... This is clearly equivalent to the definitions
we have given above.

Note that we will sometimes use other characterisations that are clearly equivalent;
for instance L has exponential growth if and only if there is some € such that |L|—, >
2" infinitely often. We will sometimes refer to a language which is not polynomial
as ‘super-polynomial’; or as having ‘growth beyond all polynomial orders’. Of course
there exist languages whose growth rates are neither polynomial nor exponential; for
instance |L|—, = ©(2V").

Definition 6.9. A language L has exponential antichain growth if there is an ex-
ponential antichain family L' C L. L has polynomial antichain growth if for every

antichain family L' C L we have that L’ is polynomial.

Note that we could have chosen (when formulating the general mathematical prob-
lem, without the constraint of matching Problem 5.21) to define exponential antichain
growth as containing an exponential antichain (rather than an exponential antichain
family). We will eventually see (Corollary 6.17) that for regular languages the two
notions are equivalent. However, for general languages they are not; indeed the fol-
lowing lemma shows that the two possible definitions are not equivalent even for

context-free languages.

Proposition 6.10. There exists a context-free language L such that L has exponential

antichain growth but all antichains in L are finite.

Proof. Let ¥ = {a,b,0,1} with <= {(a,b)}. Let

L= D L, = D a"b{0,1}".
n=1 n=1

Then each L, is an antichain of size 2" consisting of words of length 2n, but we have
Ly > Ly > L3 > ... so any antichain is a subset of L for some k£ and hence is finite
(the notation L; > Ly means that for any wy € L; and wy € Ly we have wy = wy).

Plainly L is a context-free language, establishing the result. O

Note that it is clear by either the Myhill-Nerode Theorem or the Pumping Lemma

that the language L constructed in the proof of Proposition 6.10 is not regular.
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This example also justifies our choice of definition: a language which contains
antichains of unboundedly large (but finite) size should surely be viewed as having
‘large’ antichains rather than ‘small’.

We observed above that Kleene star does not preserve the property of being an
antichain. We conclude this section by establishing Lemma 6.12, which addresses this
problem; if our goal is to find a large antichain, it suffices to find a large quasiantichain
(where the precise meaning of ‘large’ is having exponential growth).

As a preliminary, we observe the trivial fact that taking finite unions does not

change the polynomial or exponential growth character of languages.

Lemma 6.11. Let Ly, Lo, ..., Ly be languages, such that Ule L; has exponential
growth of order € (respectively super-polynomial growth). Then L; has exponential

growth of order € (respectively super-polynomial growth) for some i.
Proof. Suppose that U¥_| L; has exponential growth of order e. Then we have
k

L|-, )
0 < limsup | |; < thsup

— 7
n—oo 26 i=1 n—oo 2€n

|Lil_,

|Li|_
2En

Similarly, suppose that L has growth beyond all polynomial orders. Then for

o > () for some 1.

and hence we have limsup,, .

every m we have

_ L;
. =N . 1=
oo = lim sup | > max limsup &,
n—oo nm i=1,...,k n—o0 nm
|Lim‘:n

and hence there is some 4,, such that limsup,,_, . = 00. Now by the pigeon-

nm

hole principle there must be some ¢ such that ¢ = 4,, for arbitrarily large m, and so

L; has growth beyond all polynomial orders. O]

We are now ready to prove Lemma 6.12. We do this by constructing an exponen-
tial prefix-free subset of the exponential quasiantichain, which will therefore be an
exponential antichain. We do this by a Ramsey-style argument?: always maintaining

the invariant of exponential growth, at each step we pick a fixed word w of length k,

2S0 named by analogy to the proof of the infinite Ramsey theorem, that any edge colouring in n
colours of an infinite complete graph has an infinite monochromatic subgraph. Pick a single vertex
vg, and by the pigeon-hole principle choose a colour kg € [n] such that ¢(vg,v) = kg for infinitely
many v. Then throw away all vertices v such that c(vg,v) # ko, preserving the invariant that the
graph is infinite. Repeat this process to obtain an infinite sequence of vertices wvg, vy, va,... and
colours ko, k1, ko, ... such that for any ¢ < j we have c(v;,v;) = k;. We must have some k such
that k; = k for infinitely many i, say on the infinite set I C N. Then we have that v; is an infinite
monochromatic subgraph.
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throw away that word if it is in the set, and also throw away all longer words of which
w is not a prefix. We will see that by Lemma 6.11 it is always possible to choose w

such that this process preserves the invariant.

Lemma 6.12. Let L be an exponential quasiantichain. Then there exists an expo-

nential antichain L' C L.

Proof. Suppose that L has exponential growth, that is that |L|-,, > 2" infinitely often
for some €. We will construct a prefix-free set S C ¥* such that SN L has exponential
growth. We will construct a sequence of sets Sy 2 S; 2 Sy O ... (and associated
integers ng < ny < ny < ... and reals ¢g > € > € > ... > € for initially chosen
0 < ¢ <€) such that the intersection of the S; is the desired set S. In particular we
will maintain the invariant that each S; N L has |[S; N L|=,, > 2™ infinitely often.
Let Sp = ¥* and let ny = 0. To produce S;;1, note that by the invariant we can
choose some n = n;; > n; such that |S; N L|—, > 2%". Now S; N L has exponential

growth of order ¢;, hence so does (S; N L)~,. Now
(SiNL)sn = |J (SinL) nwst,
weX"

which is a finite union. Hence by Lemma 6.11 we have that (S; N L) N wX™ has
exponential growth of order ¢; for some w = w;,; € ¥". Thus taking any ¢, with
€ < €41 < € we have that |(S; N L) Nw; 12T |=, > 25" infinitely often. Now let

Si+1 = S,L M (Zgnl U (En \ wi+1) U wi+12+) .

Informally, to form S;,; we leave intact the part of S; consisting of words of length
n; or shorter. To this we add all the words of length n in S; apart from w;,, and all
the words of length > n which have w;,1 as a prefix. Since S; Nw; 127 C S;y1 we
clearly preserve the exponential growth invariant.

We must now show that S is prefix free and that it has exponential intersection
with L. Note that the set of word lengths in S is {ng, n1, no, ...}, and also that

SZTLi - (Sl>:nZ :
So

SO L|on, = [SiN LI,
Z ‘51;1 N L’:ni —1
> 26-1m ]

> 2 1,
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where the first inequality is by the construction of S; from S;_; (up to a single word
of length n; is removed, namely w;), the second is by the definition of n; and the third
is by the definition of ¢;_;. Hence S N L has exponential growth of order at least €.

To show that S is prefix free, we show that S; has no pair w < w’ such that
|w| = n;. Indeed, by the definition of S; we must have on the one hand that w # w;
but on the other that v’ € w;X*, and so w £ w’. Since S C S; for all ¢ and S only

contains words of length n; for some 7, we have that S is prefix-free. O

6.3 Regular languages

The dichotomy between polynomial and exponential language growth for regular lan-
guages has been independently discovered at least six times (see citations in [26]), in
each case based on the fact that a regular language L has polynomial growth if and
only if L is bounded (that is, L C wi...w} for some wy,...,wy); otherwise L has
exponential growth.

In [26], Gawrychowski, Krieger, Rampersad and Shallit describe a polynomial
time algorithm for determining whether a language is bounded. The key idea is to
consider the sets L, of words which can be generated beginning and ending at state
q. L is bounded if and only if for every ¢ we have that L, is commutative (that is,
that L, C w* for some w), and this can be checked in polynomial time.

In this section, we generalise this idea to the problem of antichain growth by
showing that L has polynomial antichain growth if and only if L, is a chain for every
¢, and otherwise L has exponential antichain growth. This is sufficient to establish
the dichotomy theorem (Theorem 6.16). To give an algorithm for distinguishing the
two cases (Theorem 6.18), we show how to produce an automaton whose language is
empty if and only if L, is a chain (roughly speaking the automaton accepts pairs of
incomparable words in L,).

Before proving the main theorems, we will first show (Lemma 6.13) that if L; and
Ly have polynomial antichain growth then so does L;Ly;. Moreover if the rates of
polynomial growth of L; and L are at most k; and ks respectively then the rate of

polynomial growth of L, Ly is at most kqks.

Lemma 6.13. Let Ly, Ly be languages with polynomial antichain growth of order at
most ki and ko respectively. Then LiLo has polynomial antichain growth of order at
most ki + ko + 1.
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Proof. Let Cy,Cy be such that for any antichain family L C L; we have |L| < Cin"
for all n. We have .
(LiLo)_, = |J (o) (La)_,, s
i=0
and so it suffices to prove that each (L1)_, (L2)_,,_, contains antichains of size at most

proportional to nf1t#z.

Let L C (L1)_, (Ls)

= =n—

;, be an antichain. Then by the concatenation lemma we
have that {w € (Ly)_;Jww’ € L for some w'} is an antichain, and hence it has size
at most Cyi**. On the other hand, by the prefixing lemma we have that the set

{w' € (Ls)_, ;Jww’ € L} is an antichain, and hence it has size at most Con*?. Since

L= U {ww'|w' € (Ly)_,_; , ww' € L},

’UJE(LI):Z
we have that
L] < {w € (L1)_;Jww’ € L for some w'}| x max [{w" € (L2)_,_;|ww € L}|
S C’lnlegnkQ
= 0102nk1+k2
as required. O

We are now ready to prove the main theorem, generalising the condition for poly-
nomial language growth (that L, is commutative for every ¢) to one for polynomial

antichain growth: that L, is a chain for every relevant g.

Definition 6.14. A state ¢ of an automaton A = (Q, %, A, qo, F') is accessible if q is

reachable from ¢y and co-accessible if F' is reachable from gq.

Definition 6.15. Let A = (Q, 3, A, qo, F') be an NFA. Then for each ¢1, ¢, € @, the
automaton Ay, 4, = (Q, 2, A, q1, {g2}).

Theorem 6.16. Let A = (Q, 3, A, qo, F') be an NFA over a partially ordered alphabet.
Then

(i) L(A) has polynomial antichain growth if and only if L(A,,) is a chain for every

accessible and co-accessible state q, and

(11) if L(A) does not have polynomial antichain growth then it contains an exponen-

tial antichain (and hence has exponential antichain growth).
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Proof. Suppose that wy, wy € L(A,,) with w; o w, and g accessible and co-accessible,
sow € L(Ag,) and w" € L(A, ) for some w,w" and some ¢’ € F. Now by the Kleene
star Lemma we have that (w;+ws)* is an exponential quasiantichain and so by Lemma
6.12 there is an exponential antichain L’ C (w; + wy)*. Then by the Prefixing and
Postfixing Lemmas we have that wL'w’ C L is an exponential antichain.

For the converse, we proceed by induction on |Q|. Let Q" = Q \ {q@}, F' =
F\{q} and A'(q,a) = A(q,a) \ {qo} for all ¢ € Q’;a € ¥. For any q € @', let
A, = (Q',%,A',q, F'). Then by the inductive hypothesis we have that L(A}) has
polynomial antichain growth. Also, since £(Ay, ) is @ chain it has polynomial (in

particular constant) antichain ‘growth’. Now we have

L(A) C L(Aggq0) U U U quaﬁ(AIq)-

q€Q’ a€A(qo,9)

By Lemma 6.13, each Lg,aL(A;) also has polynomial antichain growth, and hence

by Lemma 6.11 so does the finite union. O]

A trivial restatement of part (ii) of the theorem shows that the two possible

definitions of antichain growth are equivalent

Corollary 6.17. Let L be a regular language. Then L has exponential (respectively
super-polynomial) antichain growth if and only if L contains an exponential (respec-

tively super-polynomial) antichain.
Using Theorem 6.16 we can produce an algorithm for distinguishing the two cases.

Theorem 6.18. There exists a polynomial time algorithm to determine whether the

language of a given NFA A has exponential antichain growth.

Proof. First remove all states which are not accessible and co-accessible (trivial flood
fill: for instance, to compute the set of accessible states, initialise the set X = {qo}
and then repeatedly add states to X if they can be reached by a transition from a
state in X), to give A = (Q, %, A, qo, F'). We will now check for each state ¢ whether
L(A,,) is a chain.

Let ¥’ denote the alphabet {2'|z € ¥} (that is, an alphabet of fresh letters of
the same size as ¥). Let A’ be the automaton corresponding to A over ¥'. Let
B = (XU{sg,s1}, U, A, so, {s1}) be an NFA| where sq, s1 are fresh and A is given
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by (for all a € X)

A(so,a) = {a},
Afa,d’) = {s0},
Ala,b') = {s1} for all b with a £ b and b £ a,

R(sr.a) = Asy, ') = {51},

and all other sets empty.

Then B has two important properties. Firstly every word accepted by B is a
shuffle of two words wy and wj, where wy, wy € ¥* such that w; ¢ wy and w} is we
over the primed alphabet (intuitively, the two words are equal for the part where s
is visited, and then they first differ by two incomparable letters). Secondly, for every
wy o4 we we have that the perfect shuffle of w; and wy is accepted by B (that is, if
Wy = G10y . .. A, Wy = biby ... by and WLOG k < k' then a;bjazbl . .. apbiby, ... by,
is accepted by B).

Hence A, is a chain if and only if (A, || A ,) "B is empty, which can be checked
in polynomial time (where ||| is the interleaving operator, which can be realised by a

product construction). O

Note that in fact it suffices to check a single representative of each strongly con-
nected component of A since if g is reachable from ¢’ then it is clear that £(A,,) is a
chain if and only if £(A, ) is. Indeed, suppose that wy # wy € L(Ay,), w € L(Ayy)
and w' € L(Ay,). Then w'uww # wwow € L(Ay ). Hence if L(Ay ) is a chain

then so is £(A,,), and similarly vice versa.

6.4 Precise growth rates

Theorem 6.18 shows that we can tell whether the language of a given NFA has polyno-
mial or exponential antichain growth, but what if we want more precise information
than this? For instance, we might ask about the order of polynomial or exponen-
tial growth. Alternatively, we might ask for given n what is the largest antichain
consisting of words of length n.

If the language is specified as an NFA there appear to be formidable difficulties
with all of these questions, since even the special case of the discrete order (that is,
the simpler question of language growth) is highly non-trivial. In the first place, it is
well-known that the question of determining whether a given NFA over the alphabet

¥ = {0,1} generates the language ¥*, and hence whether we have |L|, = 2F, is
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PSPACE-complete. Therefore unless P=PSPACE there cannot be an algorithm to
efficiently compute the precise language (or, a fortiori, antichain) growth behaviour
of a given NFA.

Even the easier problem of computing the order of exponential growth appears
to be unsolved for NFA.? The order of polynomial growth is solved for NFA in [26]
(although not in the original preprint version [39]). This is possible essentially because
having polynomial growth is a very constraining property: in particular for each state
we have that any path from that state to itself must generate a word in w* for some
single fixed w. This allows us to keep track of the ambiguity that appears (i.e. the
extent to which different paths can generate the same word) in a relatively simple
fashion. Unfortunately the property of having polynomial antichain growth does not
have such useful consequences: in particular, even though L, , is a chain for each g,
this can still be extremely complex.

What if we consider the language to be given as a DFA? (Note that in the in-
formation flow setting the overhead involved in determising the relevant automaton
corresponds to the amount of ‘hidden state’ in the system invisible to Bob.) For
fixed n given in unary, there is a straightforward dynamic programming algorithm to
compute the size of the larges antichain consisting of words of length n.

For any ¢ € Q and k € N, let f(q, k) be the size of the largest antichain consisting
of words of length & that can be accepted starting at state ¢ (and let f(q,0) = 1 if

q € F and 0 otherwise). We have the recurrence relation

zeX
where F C P(X) is the set of nonempty antichains in ¥. We can use this to compute
f(go,n) in polynomial time, which is the size of the largest antichain consisting of
words of length n. If we wish to calculate the largest antichain consisting of words of

length at most n, then the recurrence relation becomes

f(g, k) = max (11%%;2 f(6(g @),k — 1)) :
zeX
What about computing the rate of exponential or polynomial antichain growth for
DFA? Unfortunately, for exponential growth, the only methods of which we are aware
for computing the language growth rate of DFA are based on the Perron-Fobenius

theorem—the growth rate is r”, where r is the Perron-Frobenius eigenvalue of the

3See [35], in which we posed this question on MathOverflow and received no answer; furthermore
no solution is claimed or referred to in [26].
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transition matrix (the Perron-Frobenius eigenvalue is the eigenvalue of maximum
modulus, which is non-negative real for a square non-negative matrix). It is not clear
how to apply these essentially algebraic methods to the antichain growth problem.
On the other hand, for polynomial growth there is a polynomial time algorithm
to compute the order of polynomial growth where the language is specified as a DFA,
as we now proceed to show. We will then show that in fact this algorithm also works
for NFA. We will assume throughout without loss of generality that all states are

accessible and co-accessible.

Definition 6.19. Let A = (Q, qo, F, X, 0) be a DFA over a partially ordered alphabet.
Let G4 = (@, E) be the directed graph with vertex-set ) such that (¢,q’) € F if and
only if ¢ = ¢ for some w € ¥*.

Let G’y = (Q, E') be the directed graph with (q,¢’) € E’ if and only if there exist
words w o6 w’ € ¥* such that ¢ = ¢ and ¢ i q.

We will generally omit the subscript As from now on, where this will not cause
confusion.

Note that by Theorem 6.16, we have that G’ is a directed acyclic graph (DAG) if
and only if £(.A) has polynomial antichain growth.

Note also that by a similar argument to the proof of Theorem 6.18, the graph G’
can be computed in polynomial time. Clearly G can be computed in polynomial time

using a flood fill.

Definition 6.20. Let A = (Q,q, F,%,d) be a DFA with polynomial antichain
growth. For a directed path P = qoq; ... q (not necessarily simple) in G 4, let

, 1if |Lg, q| =00
D(P) = [{i €{0,..., 1 = 1}(gi gi+1) € E(GQ}H + Lana :
0 otherwise.
where m = max{i + 1|(¢;, ¢i+1) € G'4} if this exists, and 0 otherwise.
Observe that if |L,,, | = oo then we have ww™w” C L, , for some w,w’, w".

Lemma 6.21. Let A = (Q, qo, F,%,0) be a DFA with polynomial antichain growth.
Let P be the set of directed paths from qy to an element of F. The quantity
Dy = D(P
A= paE )

is well-defined and can be computed in polynomial time.
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Proof. To show that D 4 is well-defined, observe that no directed cycle in G contains
an edge in G’. Indeed, suppose that ¢1¢s . .. ¢ is a directed cycle in G, with (¢1, q2) €
E(G"). Then we have ¢, = ¢ and ¢ v, g for some w £ w' € ¥*. Also we have
0o i ¢ for some w” € ¥*. But then ¢ W ¢ and w'w” o w by the Postfixing
Lemma, contradicting polynomial antichain growth of £(.A). Hence D(P) is bounded.

For a polynomial time algorithm, first expand G and G’ by adding a sink vertex vy
for each f € F'. For each ¢ such that |L, f| = co put (¢, f) € E(G) and (¢, f) € E(G").
Then add a further vertex v with (f,v) € E(G) and (vs,v) € E(G) for all f € F.
Then D 4 is precisely the maximum number of edges of G’ contained in a directed
path from ¢y to v in G.

Form the graph G” on vertex-set QQ U {v} by (v1,v2) € E(G”) if and only if there
is a path from v; to v, in G containing a single edge of G'. Then we have that G”
is a DAG (by the first observation), and D 4 is the longest path from ¢y to v in G”,

which can be found by a simple dynamic programming algorithm. O]

Lemma 6.22. Let A = (Q,qo, F,%,0) be a DFA with polynomial antichain growth.
Then L(A) has polynomial antichain growth of order at least D4 — 1.

Proof. Let P = qoq1 ...q be a path with D(P) = D4. Let iq,...,i; be such that
(G5, qi;41) € E(Gy) for all j. Let wy, ..., wy,w) ..., wy,w € X* be such that w; # w)]

. w’ ’
for all j, g;, SN g, for all j, ¢;, — q;,,, for all j <k, ¢;, 2k g, and g iy -
Suppose that | Ly, | = oo (with m defined as in Definition 6.20), and let w’, w”, w”
¥* be such that w'w™w"” C L, ,. Then L = wwjwjwiw) ... wiw,w'w™w” is an
antichain with polynomial growth of order k = D4 — 1. Similarly if L, , < oo,
then L = wwjwjwiw) ... wiw, is an antichain with polynomial growth of order

k—1=Dy4—1. O

We will now prove the upper bound. Our strategy will be to classify words by
the edges of G’ they visit. We first show a preliminary lemma, which bounds the

antichain growth from regions between edges of G'.

Lemma 6.23. Let q1,q2 € Q, and let L C Ly, 4, be the set of words such that no
edges of G' appear in the runs corresponding to elements of L. Then L has antichain

growth of order at most 0.

Proof. Without loss of generality we may assume that A does not have any transitions
labelled by more than a single letter (by introducing additional states if necessary; in
particular we can set Q' = @ x ¥ and ensure that §'(q,z) € Q x {z} for all x € ¥).
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We will show that L cannot contain two incomparable words that correspond after
removal of loops to the same sets of simple paths in G.* Since G is finite and hence
contains only finitely many simple paths, this suffices to establish the result.

Suppose that w; +¢ ws correspond to the same simple path P. Suppose that the
first point of divergence of w; and w, is at state ¢; that is, that wy, = wzjw| and
wy = wraw) with 11 # x5 € ¥ and ¢ — ¢ (see Figure 6.1). Without loss of generality
we may assume that ¢ and d(q, z1) lie on P.

Since the path for ws corresponds to P after removal of cycles, we must have that
wh = whwh' with ¢ % g and ¢ —w—g/—> ¢2. But wy o0 we and x1 # x5 s0 11 o4 x9 and

so x1 90 xowh. Hence (gq,0(q, 1) € G’, which is a contradiction. O

1

W,

Figure 6.1: The proof of Lemma 6.23

Lemma 6.24. Let A = (Q, qo, F,>,0) be a DFA with polynomial antichain growth.
Then L(A) has polynomial antichain growth of order at most D4 — 1.

Proof. We may assume without loss of generality that there is only a single accepting
state, say qy.

We classify words by the edges of G’ that appear in their accepting runs. We
shall show that the set words corresponding to a fixed sequence P of G’-edges has
antichain growth of order at most D(P) (where D(P) = |P| — 1 or |P| depending on
whether the set of accepted words beginning at the last vertex of P is finite). Since
the number of relevant G’-edge sequences is finite (recalling that no edge of G’ is
contained in a directed cycle in G and so no G'-edge can appear more than once),
this will suffice to establish the result.

4Note that since removal of loops may be done in many different ways, a single path may cor-
respond to multiple simple paths. We are asserting that L cannot contain two incomparable words
which correspond to precisely the same sets of simple paths.
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Let (q1,41)- -, (qk, qi.) be a set of G'-edges. Then the set L of words which have

this sequence of G’-edges in their run is given by

L==r XL,

40,91 91,92

XoL!,

45,493

XL

a,,95°

where X; = {z € ¥ | d(q;,x) = ¢;} and L] , C L, is the set of words whose runs do
not include edges of G'.
The X; are finite and hence have antichain growth of order —1. By Lemma 6.23 the

L, and also L/ and L’ , have antichain growth of order at most 0. Moreover

q},qit1 40,91 95,54
if Ly, 4, 1s finite then so is L; ! ar C Ly 4, and so it has antichain growth of order —1.
The result follows by Lemma 6.13. [

Combining Lemmas 6.21, 6.22 and 6.24 yields

Theorem 6.25. Let A = (Q, qo, F, %, ) be a DFA with polynomial antichain growth.
Then L(A) has polynomial antichain growth of order exactly D4 — 1, which can be

computed in polynomial time.

We now show how to extend this algorithm to the case of NFA. Note that D4
as defined above is well-defined for NFA just as for DFA, and that the algorithm to
compute it in polynomial time is equally applicable. It therefore remains to show that
for NFA we also have that if A has polynomial antichain growth then it has antichain
growth of order exactly D4 — 1.

We do this by showing (Lemma 6.27) that D 4 depends only on the language £(.A),
so that if A and A" are NFA with £(A) = L(A’) then D4 = D 4. Have shown this we
then consider A’ to be the determinisation of A. This is a DFA with £(A) = L(A),
and by Theorem 6.25 we have that £(.A") has polynomial antichain growth of order
Dy—1=Dy—1.

We will first show (Lemma 6.26) that if L = vywjvywivs ... wivy C L(A) then
there exists a single sequence of states qi, ¢, . . ., gx which essentially realises L (that

is, up to various cyclic shifts and offsets we have v; € L( Ay, q,,,) and w; € L( Ay, q,))-

Lemma 6.26. Let A = (Q, qo, F, 3, A) be an NFA such that vowjviwivs ... wiv, C

L(A). Then then there exists a sequence of states qi,qa, . - ., Qg1 and integers my, mo, . .

my, my, ..., my and ny,na, ..., ny such that
. m m
(Z) VoW te 'Aqwh and Wy, USRS £<A4k7F)7

(it) for all 0 < i < k we have w; "vw;;7" € L(Ag, 411), and
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(iii) for all 0 < i <k we have w;" € L(Ag q4)-

Proof. Consider an accepting run for v0w|1Q‘+lvlw|2Q‘+1v2 .. .wLQ‘Hvk € L(A), and
write ¢(s) for the state reached in this run after the word s. By the pigeon-hole
principle, we must have g(vow]") = q(vow™ ™™ = ¢ (say) for some m; > 0 and

some ny > 0 with m; +ny < |Q|+ 1. Let m} = |Q|+ 1 —my — ny. Similarly for each

+1
Ql+1,,

i we have q(vqw,

oo w™) = g(oywl @ mitn;

i V1wq V... W;

and n; > 0 with m; +n; < |Q|+ 1. Let m, = |Q| + 1 —m; —n;. Then these ¢;, m;, m/

) = ¢; (say) for some m; >0

and n; give the result. O
Lemma 6.27. Let A and A’ be NFA with L(A) = L(A"). Then Dy = D .

Proof. Let A= (Q,qo, F,2,A) and A" = (Q’, ¢, F', 2, A).

Suppose that D 4 = k. Then by an identical argument to the proof of Lemma 6.22
we have that vowjviwivy ... wiv, € L(A") = L(A) for some vy, ..., v, w1,...,w, €
3* with w; o4 v;. Then by Lemma 6.26 there exists a sequence of states g1, qa, . . ., qry1 €
@ and integers my, ma, ..., my, my, mh, ... m; and ny, ny, ..., n, such that (i)-(iii) in
the statement of the lemma hold. Now since w; # v; we have w}" « w;" ;viwﬁif ' and
SO

Di>k=Dy.

Similarly D4 > D4, and hence Dy = D 4. O

Theorem 6.28. Let A be an NFA with polynomial antichain growth. Then L(A) has

polynomial antichain growth of order exactly D4 — 1.

Proof. Let A" be the powerset determinisation of A, so A’ is a DFA with £(A") =
L(A). By Theorem 6.25, L(A’) has polynomial antichain growth of order exactly
Dy — 1, and by Lemma 6.27 we have D 4 = D 4. O

6.5 Examples

In this section we illustrate the theory of the preceding three chapters by applying
it to two example systems: the relay system depicted in Figure 5.3 (reproduced for
convenience as Figure 6.2), and an ‘interrupt’ system that allows Alice to interrupt

Bob’s actions for a single contiguous period.
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6.5.1 Relay system

Recall that the relay system allows Alice and Bob to input a letter from {a,b} at
each step, and outputs to each the letter selected by the other. The transducer
corresponding to this system is shown in Figure 5.3. We reproduce this below as
Figure 6.2, but since for later work we assume that X and I'g are disjoint, we will

write Bob’s inputs (and Alice’s outputs) using primed symbols.

(z, ¥V, 2)Vr,y € {a, b}

start H

Figure 6.2: A relay system.

The automaton corresponding to this system, which we will denote by A, was
discussed in Chapter 5, and shown in Figure 5.4, reproduced for convenience as Figure

6.3 (again with X4 and I'p written using primed symbols).

Figure 6.3: Automaton corresponding to the relay system transducer shown in Figure
6.2.

Now the question is whether £(.4) has polynomial or exponential antichain growth
with respect to the lexicographic order, where X5 UT'g = {d/, ¥, a,b} is ordered by
a’ <V, and other elements incomparable.

Now ¢y is accessible and coaccessible, and we have a’a ¢ a'b € L(A,,), and hence
by Theorem 6.16 we have that £(.4) has exponential antichain growth and so the

system has linear information flow.
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6.5.2 Interrupt system

This system is intended to represent a resource shared between Alice and Bob. At
each step Bob can transmit o', signifying that he wishes to use the resource, or ¥,
signifying that he does not. If he asks to use the resource then he will receive either
an a, signifying that he was successful, or a b, signifying that he was not. If he did
not try to use the system then he always receives a b. Similarly Alice can transmit a
if she wishes to use the system or b if she does not, and receives acknowledgements
a’ and O’ for success and failure respectively.

Initially, Bob has priority over the use of the system, and for as long as Alice trans-
mits b he retains it. However, as soon as Alice seeks to use the system by transmitting
an a she obtains priority and retains it for as long as she uses it continuously. As
soon as she transmits a b priority shifts back to Bob, who retains it for the remainder
of the execution.

This system is depicted in Figure 6.4 (where missing arguments mean that the

input from that user is ignored).

(b, a")| (V' a)

(b,0)|(t', b)
(b7 b/)|<blvb) <_7b/)|(b/7b>

Figure 6.4: An interrupt system.

We can now apply Definition 5.12 to construct the corresponding automaton .A.
This is shown in Figure 6.5.

As before our task is to determine whether £(.A) has polynomial or exponential
antichain growth with respect to the lexicographic order, where X gUI'g = {d/, 0, a, '}
is ordered by a’ < b’ and other elements incomparable.

Now we have that £(Ay, 4) = (¢’a+b'b)* is a chain, and hence (by the remark fol-
lowing Theorem 6.18) so are L(A(g.a),(q0,0)) a0 L(A(go.),(g0.0))- Similarly L(Ag, 4, ) =
(a'b+ 'b)* is a chain and hence so is L(Aq, ),(qi.0))- Finally £L(Ag, q,) = (a'a +0'b)*
is also a chain and hence so are L£(A(g,.0),(g2,0)) a0 L(A(gs,),(g2,0))-

Hence by Theorem 6.16, we have that this £(A) has polynomial antichain growth

and so the system has logarithmic information flow.
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/

a
start %
g

Figure 6.5: Automaton corresponding to the interrupt system transducer shown in
Figure 6.4.

a
b

What about the order of polynomial growth? We have that (qo,¢1) € E(G',), since
ada € L(Ayq) and a'b € L(Ay 4 ). Similarly (q1,¢2) € E(G'y) since a'b € L( Ay, 1)
and a'a € L( Ay, 4,). Also |[L( Ay 4)| = 00, 80 Dy > 3.

On the other hand since L£(.A) has polynomial antichain growth we have that
G’ does not contain any edges within strongly connected components of G 4 and so
D4 < 3. Hence D4 = 3 and so by Theorem 6.28 it has polynomial growth of order 2.
This means that in time n Bob learns approximately 2log n bits of information. Note
that this makes intuitive sense: Alice can choose when to start using the resource and
when to stop, which she can do in (}) = ©(n?) ways.

We conclude this section by considering the information flow from Bob to Alice
for this system. Again we can apply Definition 5.12 (mutatis mutandis) to compute
the automaton corresponding to Alice’s view of the system. This is shown in Figure
6.6.

The partial order on ¥4 UT'y = {a,b,d’,b'} is a < b and all other elements
incomparable. Now we have that £(A) = (bb')*(aa’)T(bb')" is a chain, and so there

is no information flow from Bob to Alice.
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Figure 6.6: Automaton corresponding to Alice’s view of the interrupt system trans-
ducer shown in Figure 6.4.

6.6 Context-free languages

In [30], Ginsburg and Spanier show (Theorem 5.1) that a context-free grammar G
generates a bounded language if and only if the sets L4(G) and R4(G) are commu-
tative for all non-terminals A, where L4 and R4 are respectively the sets of possible
w and u in productions A = wAu. They also give an algorithm to decide this (which
[26] improves to be in polynomial time).

We generalise this to our problem by showing that G generates a language with
polynomial antichain growth if and only L4(G) and also the sets R4 ,,(G) of possible
u for each fixed w are chains, and that otherwise £(G) has exponential antichain
growth. However, we will show that the problem of distinguishing the two cases is
undecidable, by reduction from the CFG intersection emptiness problem.

Except where otherwise specified, we will assume all CFGs have starting symbol
S and that all nonterminals are accessible and co-accessible: for any nonterminal A

we have S = uwAu' for some u, v € £* and A = v for some v € L*.

Definition 6.29. Let G be a context-free grammar (CFG) over 3. Then for any

nonterminal A let
La(G)={we¥|Fuec ¥ : A wAu}.

Lemma 6.30. Let G be a CFG over ¥ and A some nonterminal such that L(G) is

not a chain. Then L(G) contains an exponential antichain.

Proof. Since L4(G) is not a chain, we have wy, wq, uy, us with w; ¢ wy such that
A = wAuy and A = wyAus. Now A is accessible and co-accessible so also S = uAu/

and A = v for some u,u/,v € ¥*.
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Hence

/
UW;, Wiy - . . Wi, VU, Wiy, - .- gt C L(G),

for any iyip...ip € {1,2}*. Write ¢ : (w1 + we)* — (u; + ug)* for the map
Wiy Wiy -« . Wy, > Ui Wiy, - .- Uy (With any ambiguity resolved arbitrarily).

Now {wj,w;, ... w;, |41 ... 10 € {1,2}*} = (w; +w2)* is a quasiantichain by Lemma
6.6, clearly it is exponential and hence by Lemma 6.12 it contains an exponential
antichain L. By the Concatenation Lemma we have that L' = {lvg(l)|l € L} is an
antichain, and it is exponential because there is a bijection between L and L’ such
that the length of each word in L’ exceeds the length of the corresponding word in

t |v|+max(|ui|,|us]

L by a factor of at mos (w1 [ua]) ) By the Prefixing and Postfixing Lemmas we

have that uL'v' C £(G) is an exponential antichain. O

Definition 6.31. Let G be a CFG over ¥. Then for any nonterminal A and any
w e ¥ let
Raw(G) = {u € A = wAu}.

Lemma 6.32. Let G be a CFG over X2, A some nonterminal and w € ¥* such that
R4, (G) is not a chain. Then L(G) has exponential antichain growth.

*

Proof. We have v,w,u,u € ¥* and u; ¢ uy € X* such that S = udu/, A = v,
A= wAu, and A = wAus,. Let

L; = vw*v(uiug + uguy ).

Then L; is an antichain and J;2, L; is an exponential antichain family. O

Lemma 6.33. Let G be a CFG over ¥ such that La(G) and Ra,.,(G) are chains for

all nonterminals A and all w € ¥*. Then L(G) has polynomial antichain growth.

Proof. We proceed by induction on the number of nonterminals which appear on the
right hand side of productions in G. Let A be a nonterminal, and let G’ be the CFG
obtained from G by deleting all productions mentioning A on the right hand side and
changing the starting state to A. Let L' = £(G’). Then by the inductive hypothesis
L’ has polynomial antichain growth; say any antichain family L C L' has |L|<x < CEN
for some fixed C, N. If A is not the starting state, let G’ be the CFG obtained from G
by deleting all productions mentioning A, and let L” = £(G") (otherwise let L” = ().

By the inductive hypothesis L” also has polynomial antichain growth. Now we have

L(G)C L"U (LA(G)L’ U RA,w> .

weD*
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By Lemma 6.11 it suffices to prove that La(G)L' |J,cx+ Raw has polynomial an-
tichain growth.
Let L C L(G)L'|J

and L_j is an antichain, we have

wes law be an antichain family. Now since L4(G) is a chain

k
Loy, €| Jwil'Ra,,
=0

for some wy < wy; < we < ... < wy with |wg| = k (recall that < is defined on ¥* as
meaning strict prefix).

Since R4, is a chain and L_j is an antichain we cannot have w;lu, w;lu’ € L
for any [ € L' and u # v’ € R4 ,,. Hence for each i there exists some function ¢ and
L C L' such that

Ly Nw;L' Ry, = {wile(l)|l € L}

Now since L_j is an antichain we have that L is a quasiantichain and in particular

an antichain family, and since also L C L, we have that |L| < CkN. Hence
Lo NwiL' R, | < |L| < CEY,

and so
|L_i| < (k+1)CEN < OkN T2

for sufficiently large k. O

Combining these three lemmas gives:

Theorem 6.34. Let L be a context-free language. Then either L has exponential

antichain growth or L has polynomial antichain growth.

We now show that the problem distinguishing the two cases is undecidable, by
reduction from the CFG intersection emptiness problem. In fact, it is undecidable

even to determine whether a given CFG generates a chain.

Definition 6.35. CFG-INTERSECTION is the problem of determining whether two
given CFGs have non-empty intersection. CFG-CHAIN is the problem of determining
whether the language generated by a given CFG is a chain. CFG-EXPANTICHAIN
is the problem of determining whether the language generated by a given CFG has

exponential antichain growth.

Lemma 6.36. CFG-INTERSECTION 1is undecidable.
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Proof. [29], Theorem 4.2.1. O

Lemma 6.37. There is a polynomial time reduction from CFG-INTERSECTION to
CFG-CHAIN.

Proof. Let G1,G4 be arbitrary CFGs over alphabet Y. Let Y =XU {0,1}, with an
arbitrary linear order on >, and ¥ < 0, < 1 but 0 and 1 incomparable. Let G be a
CFG such that

£(G) = (L(G1)0) U (L(G2)1)

(which can trivially be constructed with polynomial blowup). Then £(G) is a chain
if and only if Gy NGy = 0. O

Lemma 6.38. Let L be a prefiz-free chain. Then L* is a chain.

Proof. Let lw « I'w' be a minimum-length counterexample with [,l’ € L and w,w’ €
L*. By minimality and the Prefixing Lemma we have that [ # [’. Then by the
Concatenation Lemma since L is prefix-free we have that [ ¢ I, which is a contradic-
tion. [

Lemma 6.39. There is a polynomial time reduction from CFG-CHAIN to CFG-
EXPANTICHAIN.

Proof. Let G be a CFG over a partially ordered alphabet 3. Let Y=YU {0}, with
2 < 0. Let G be a CFG such that

We claim that £(G) has exponential antichain growth if and only if £(G) is not a
chain.
Indeed, suppose that l; % Iy € L(G). Then 10 # [50 and so by Lemmas 6.6 and
6.12 we have that (1,0 + 1,0)* C £(G) contains an exponential antichain.
Conversely, suppose that £(G) is a chain. Then £(G)0 is a prefix-free chain and

so by Lemma 6.38 we have that £(G) is a chain. O
Combining these lemmas gives:

Theorem 6.40. The problems CFG-CHAIN and CFG-EXPANTICHAIN are unde-
cidable.
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6.7 Tree automata

In this section, we generalise the definition of the lexicographic ordering to tree lan-
guages, and prove a trichotomy theorem: regular tree languages have antichain growth
which is either polynomial, exponential or doubly exponential.

Notation and definitions (other than for the lexicographic ordering) are taken from

[17], to which the reader is referred for a more detailed treatment.

Definition 6.41. Let F be a finite set of function symbols of arity > 0, and X" a set
of variables. Write F, for the set of function symbols of arity p. Let T'(F, X’) be the
set of terms over F and X. Let T'(F) be the set of ground terms over F, which is also
the set of ranked ordered trees labelled by F (with rank given by arity as function
symbols).

For example, the set of ordered binary trees is T'(F), where F = {f,g,c} and f
has arity 2, g arity 1 and c arity 0.

Note that this generalises the definition of finite words over an alphabet X, by
taking F = 3 U {e}, giving each a € ¥ arity one and € arity zero.

A term t is linear if no free variable appears more than once in t. A linear term

mentioning k free variables is a k-ary context.

Definition 6.42. Let F be equipped with a partial order <. Then the lexicographic
partial order induced by < on T'(F) is the relation < defined as follows: for any f €
Fp, [ € Fgand any ty,...,t, € T(F) and t},...,t, € T(F) we have f(t1,...,t,) =2
[y, ..., t;) if and only if either f < f" or f = f" and t; < #] for all 4.

Note that this generalises Definition 6.1, by taking ¢ < a for all a € X.
As before we will write t ~ ¢' if t, " € T'(F) are related by the lexicographic order;
the definitions of chain and antichain are as before. To quantify antichain growth we

need a notion of the size of a tree. The measure we will use will be height:

Definition 6.43. The height function h : T(F,X) — N is defined by h(z) = 0 for
all z € X, h(t) =1 for all t € Fy and h(t(ty,...,t,)) = 1 +max(h(ty,...,t,)) for all
teF, (n>1)andty,...,t, € T(F,X). For a language L, the set {t € L|h(t) = k}
is denoted L_;.

For example, taking the earlier example of binary trees, ground terms of height 3

include f(f(c,), f(c,c)), f(e, f(e,c)) and g(f(c,c)).
We say that L has doubly exponential antichain growth if there is some e such

that the maximum size antichain in L_, exceeds 22™ infinitely often.
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Definition 6.44. A nondeterministic finite tree automaton (NFTA) over F is a tuple
A= (Q,F,Qs, A) where ) is a set of unary states, Qr C @ is a set of final states,

and A a set of transition rules of type

f((h(xl)v R 7Qn(xn)) — Q(f<x17 s ,l’n)),

for f € Fo,q¢,q1,...,q, € Q and x4,...,x, € X. The move relation 7 is defined by
applying a transition rule possibly inside a context and possibly with substitutions

for the z;. The reflexive transitive closure of I> is denoted iﬁ

A tree t € T(F) is accepted by A if there is some g € Q¢ such that ¢ i> q(t). The
set of trees accepted by A is denoted L(A).

Again this generalises the definition of an NFA: put in transitions € — ¢(¢) for all
accepting states ¢, a(q(x)) = ¢'(a(x)) whenever ¢ € A(¢’, a), and set Q7 as the initial
state.

The critical idea for the proof is to find the appropriate analogue of L,. This turns
out to be the set P, of binary contexts such that if the free variables are assigned state
q then the root can also be given state q. By analogy to the ‘trousers decomposition’
of differential geometry,”> we refer to such a context as a pair of trousers.

It turns out that a sufficient condition for L to have doubly exponential antichain
growth is for P, to be non-empty for some ¢ (note that this does not depend on the
particular partial order on X). On the other hand, if P, is empty for all ¢, then there
is in a suitable sense no branching and so we have a similar situation to ordinary

languages.

Definition 6.45. Let A = (Q,F,Qf,A) be a NFTA and ¢ € Q. A linear term
t € T(F,{x1,x2}) is a pair of trousers with respect to ¢ if x1,zy appear in t and
tlry « q(x1), 29 < q(x2)] % q(t). The set of pairs of trousers with respect to ¢ is
denoted P,(A).

Lemma 6.46. Let A = (Q,F,Qy, A) be a reduced NFTA. If there exists some q € Q
such that Py(A) is non-empty, then L(A) contains a doubly exponential antichain.

Proof. We will clearly be done if we can find two pairs of trousers ti,¢y such that
o1(t1) 7 oa(te) for all substitutions oq,09: the set of trees built from them is of
doubly exponential size, and any two such trees are comparable only if they are

constructed in exactly the same way, i.e. are equal. We produce this pair by first

5Also known as the ‘pants decomposition’
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constructing two incomparable ground terms s, s whose roots can be labelled with
state ¢. Having done this we produce t; by attaching s; to the left leg of our pair of
trousers t, and a copy of t to the right leg. For t, we do likewise but with s, in place
of s1. Since s1 # s9 we have that o1(t1) % o9(t2) for all substitutions o7y, 0.

Let t be a pair of trousers with respect to ¢ and let s be a ground term with
s i) q(s). We claim that there exist incomparable ground terms sy, s with s; % q(si)-

Indeed, we have that s and s’ = t[z1 < s, 25 < | are ground terms with s i) q(s)
and s i> q(s"). Let s1 = t[xg < 5,29 < §'| and sg = t[x < ', 29 « s]. Now s1 < 59
only if s < ¢’ and s’ < s, which is impossible as s # s’ (since h(s") > h(s)). Similarly
we have that s, £ s1, as required.

Hence t; = t[xy < $1,x9 < t] and ty = t[zy < S9, 29 < t] are pairs of trousers
with the property that o(t1) 7 o9(t2) for all substitutions oy, 0. It is clear that a

doubly exponential antichain can be built from these. O

Lemma 6.47. Let A = (Q,F,Qy,A) be a reduced NFTA such that P,(A) = 0 for
all g € Q. Then L(A) has at most exponential growth.

Proof. We proceed by induction on the number of states appearing on the left of
transitions. Without loss of generality we may assume that @y = {¢} for some ¢
(otherwise consider a finite union of automata). Let t € £(A)<, be any term of height
at most n. Say t = f(t1,...,t) for some function symbol f and terms t;,...,%;. In
any accepting run for ¢, since the root is labelled with ¢ we have that ¢ can appear in
at most one subtree, since otherwise we obtain a pair of trousers. Hence for all but
at most one value of ¢ we have that ¢; € L(A’), where A’ is A with all transitions in
which ¢ appears on the left removed, which has at most single exponential language
growth by the inductive hypothesis.

Hence we have
|L(A)<n < |FId|L(A)|<pa | LA,

where d is the maximum arity of symbols in F. Hence L£(A) has at most single

exponential language growth. O]

In the case where there are no pairs of trousers, the situation is essentially equiv-
alent to ordinary NFA, and so we have a further dichotomy between exponential
and polynomial antichain growth. To show this, we define a set equivalent to L,
and show that we have polynomial growth if it is a chain and exponential growth

otherwise.
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Definition 6.48. Let A = (Q,F,Q,A) be a NFTA, and ¢ € Q. Define £,(A) C
L(A)NT(F,{x1}) to be the set of unary contexts ¢ such that t[z; < ¢(z1)] —} q(t).

Note that unary contexts are linear terms in which exactly one free variable ap-
pears, so L£,(A) does not contain ground terms. Note also that z; € £,(A) for any
A.

To give meaning to the statement ‘L, (A) is a chain’, we must extend the definition
of the lexicographic order from the set T'(F) of ground terms to the set T'(F, {x1}) of
unary contexts. We do this by extending the relation < on F to F U{z1} by 1 < f
for all f € F, and extending this to the lexicographic order as before.

Note in particular we have that if £ = o(t') for some substitution ¢ then we have
t' < t; this corresponds to the notion of prefixes for words. On the other hand, if
t' < t then we have that either ¢ = o(t’) for some o (¢’ is a prefix of ¢) or otherwise
that o'(#') < o(t) for all substitutions o,0’. Conversely, if ¢ o¢ ¢’ then we have that
o(t) o o'(t') for all substitutions o, ¢’; note that this does not hold for contexts of

arity greater than 1 (for a similar definition of the lexicographic order).

Lemma 6.49. Let A = (Q,F,Qy,A) be a reduced NFTA such that Py(A) = 0 for
all q. Then L(A) has polynomial antichain growth if L,(A) is a chain for all g, and
otherwise L(A) has exponential antichain growth.
Proof. 1If L,(A) is not a chain then let t; ¢ t5 € £,(A). Since A is reduced there
is a ground term t with ¢ % q(t) and a unary context t' with t'(¢q(z)) % q(t)
for some ¢ € Q. Let the function ¢ : P(T(F)) — P(T(F)) be defined by
H(X) = {tilz1 « s],to[z1 < s]|s € X}, and let Y = (J_,¢"({t}). Then the set
{t'[x1 < s]|s € Y} C L(A) is an antichain and has exponential growth.

Conversely if £,(A) is a chain for all ¢ then an argument similar to the upper
bound in the proof of Theorem 6.16 shows that £(.A) has polynomial antichain growth.

Once again we proceed by induction on the number of states appearing on the left
of transitions, and assume without loss of generality that ¢y = {¢} for some ¢. Then
for any ¢ € L£(A) we have that ¢ = t'[z; < t"] for some ' € L,(A) and t" € L(A'),
where A" is A with all transitions in which ¢ appears on the left removed, which has
polynomial antichain growth by the inductive hypothesis.

For any antichain L C L(.A), we claim that we have that

L C {tlry + V|t' € L(A)}

for some fixed t € L£,(A). Indeed, supposing the contrary let t; # ty € L,(A)
be contexts such that ¢i[zy < t], ta[x1 < th] € L with t; # o(ta),t2 # o(t1) for all
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substitutions o. Since £,(.A) is a chain we have that (without loss of generality) ¢; < ¢,
and since t; is not a prefix of to, we have that oy(t1) = 09(t2) for all substitutions
01,09. In particular we have that t;[z; < t}] < ta]x1 < t], which is a contradiction
since L is an antichain, so the claim is proved.

Hence by induction we have that £(.A) has polynomial antichain growth. O
Combining these lemmas gives

Theorem 6.50. Let L be a regular tree language over a partially ordered alphabet.
Then L has either doubly exponential antichain growth, singly exponential antichain

growth, or polynomial antichain growth.

The special case of the trivial partial order (in which elements are only comparable
to themselves) yields the fact that the language growth of any regular tree language
is either polynomial, exponential or doubly exponential, which we are not aware of

having appeared in the literature.

Corollary 6.51. Let L be a regular tree language. Then L has either doubly expo-
nential language growth, singly exponential language growth or polynomial language

growth.

Finally, we show that there is a polynomial algorithm to detect doubly exponential
growth, by determining whether or not the language of a given NFTA contains a pair

of trousers.

Theorem 6.52. There exists a polynomial time algorithm to determine whether the

language of a given NFTA has doubly exponential growth

Proof. We show how to determine whether T, (A) = 0 for fixed gp.

We proceed similarly to the Reduction Algorithm in [17] (p.25), which iteratively
computes the set M of states ¢ such that ¢ % q(t) for some t. We first iteratively
compute the set M’ of states ¢ such that there is a unary context t € T'(F, {x;}) such
that t[zq < qo] i) g. We can then iteratively compute the set M"” of states ¢ such
that there is a binary context ¢ € T'(F, {1, 22}) such that t[z1 < qo, 22 < qo] % q.
Then T,,(A) # 0 if and only if ¢y € M".

Concretely, the reduction algorithm from [17] proceeds as follows. Initialise the set
X = (. For each transition rule f(qi(z1),...,¢.(z)) = ¢ in A such that ¢i,...,q, €
X, add g to X. Repeat this process until X no longer changes. Then X = M is the

set, of accessible states.
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To compute the set M’ of states g such that t[x1 < qo| % q for some unary context
t, first initialise the set X’ = {qo}. For each transition rule f(qi(z1),...,q.(xn)) = ¢
in A such that we have ¢1,...,qr-1, @s1,---,qn € M and g, € X' for some k, add ¢
to X’. Repeat this until X’ no longer changes, and then we have X' = M’.

Finally we compute the set M” of states ¢ such that t[x1 < qo, T2 < qo] i> q for
some binary context ¢t. First initialise X" to be the set of states ¢ such that there is
some transition rule f(qi(z1),...,qn(2,)) — ¢ in A where f has arity at least 2, and
we have q1,. .., Qe_1, Qes1s s U1, Qs1,---,qn € M and qx, q € M’ for some k < [.

For the iterative step, for each transition rule f(qi(x1),...,¢.(z,)) = ¢ in A such
that we have q1,...,qr_1,Qs1,---,qn € M and ¢, € X" for some k, add ¢ to X".
Repeat this until X" stabilises and then we have M"” = X". H

6.8 Conclusions

The main results of this chapter are Theorem 6.16 and Theorem 6.18, which in com-
bination with Chapters 4 and 5 show that there is a dichotomy between ‘safe’ (i.e.
logarithmic) and ‘dangerous’ (i.e. linear) information flow, corresponding to poly-
nomial and exponential antichain growth respectively, and an algorithm to tell the
difference. For the case of polynomial antichain growth, we have also shown (Theorem
6.28) that there is an algorithm to compute the precise order of polynomial growth,
corresponding to the constant factor in the information flow.

We have also studied the attractive topic of antichain growth in some other auto-
matic structures. For context-free languages, we have shown that there is the same
dichotomy as for regular languages (Theorem 6.34, but the problem of distinguishing
the two cases for a given context-free grammar is undecidable (Theorem 6.40. Finally
we studied the question for regular tree languages and showed (Theorem 6.50) that
there is a trichotomy between doubly exponential, singly exponential and polynomial

antichain growth.
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Chapter 7
Model shifting

7.1 Introduction

The study of non-interference and information flow in the context of process algebra
has a rich history, some of which is helpfully described by Ryan and Schneider in [60].
In this chapter we show how to extend this work to quantified information flow using
the machinery developed in the previous chapters. Because the standard notions of
non-interference are inherently dependent on semantic models richer than the traces
model, and because the previous chapters have worked exclusively in terms of the
languages (that is, sets of traces), it is first necessary to show how to represent the
behaviours of a process in the traces model. In fact we are able to show that for a
wide class of behavioural models, which in particular encompasses all known finite
observational models, there is a construction to achieve this, which we refer to as
‘model shifting’. This work has appeared as [46].

A number of different forms of process calculus have been developed for the mod-
eling of concurrent programs, including Hoare’s Communicating Sequential Processes
(CSP) [34], Milner’s Calculus of Communicating Systems (CCS) [47], and the 7-
calculus [48]. Unlike the latter two, CSP’s semantics are traditionally given in be-
havioural semantic models coarser than bisimulation.

In this chapter, we study finite linear-time observational models for CSP; that is,
models where all observations considered can be determined in a finite time by an
experimenter who can see the visible events a process communicates and the sets of
events it can offer in any stable state. While the experimenter can run the process
arbitrarily often, he or she can only record the results of individual finite executions.
Thus each behaviour recorded can be deduced from a single finite sequence of events
together with the sets of events accepted in stable states during and immediately

after this trace.
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At least six such models have been considered for CSP, but the state-of-the art
refinement checking tool, FDR3 [27], currently only supports two, namely traces and
failures (it also supports the failures-divergences model, which is not finite observa-
tional).

We present a construction which produces a context C such that refinement ques-
tions in the failures model correspond to trace refinement questions under the appli-
cation of C. We are able to generalise this to show (Theorem 7.30) that a similar
construction is possible not only for the six models which have been studied, but also
for any sensible finite observational model (where ‘sensible’ means that the model can
be recognised by a finite-memory computer, in a sense which we shall make precise).

The structure of this chapter is as follows. In Section 7.2 we briefly summarise
approaches to non-interference in CSP. In Section 7.3 we show that the usual definition
of total non-interference is in some sense model-independent, whereas we will find that
quantified non-interference does require consideration of the appropriate semantic
model. In Section 7.4 we briefly describe the language of CSP. In Section 7.6 we give
a formal definition of a finite observational model, and of the notion of rationality,
and in Section 7.7 we prove the main theorem showing that model shifting is possible
for rational models. In Section 7.8 we discuss implementation issuses. In Section 7.9
we show how to use this technique to define logarithmic and linear information flow
for the finite linear observations model, and remark that by Chapter 6 they can be

distinguished in polynomial time.

7.2 Noninterference and CSP

In this section we outline various notions of noninterference that have been considered
in the context of CSP, and how to extend them to quantified noninterference.

The notion of non-deducibility on compositions was introduced by Focardi and
Gorrieri in [25], and is helpfully described by Lowe in [43]. It captures the intuitively
plausible idea that the system is secure if the interface exposed to Lo is the same no

matter what Hi is:

Definition 7.1. Process P satisfies traces non-deducibility on compositions if and

only if for all processes Hiy, Hio over H, we have

(P,UIHil) \ H =1 (PJL]IHQ) \ H.
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Focardi and Gorrieri observe that this definition is inadequate if the user is able

to detect refusals; for instance the process

P=h— (- STOP N STOP) O 1 — STOP (7.1)

satisfies TNDC, but Low can detect whether A has occured based on whether [ can
be refused.

Equipped as we are with the rich universe of CSP denotational models, we are
well-prepared to solve this problem for any choice of model for how the user is able

to observe the process (introduced by Focardi for the failures model in [24]):

Definition 7.2. Let M be a denotational model. Process P satisfies M non-

deducibility on compositions if and only if for all processes Hiy, Hio over H, we have
(P || Hir) \ H=py (P || Hi) \ H.
H H

Note that in [43], Lowe takes the view that possible divergence which may (but
need not) be introduced by the actions of High should not be considered to give rise
to information flow, and consequently introduces lazy abstraction (see Definition 7.3)
at this stage, ostensibly to prevent this. We do not believe that it does so, and in any
case we do not agree that a situation where High has the option of causing a livelock
or not can be considered to be one of noninterference.

However, even with the failures model (or indeed richer models) the notion of
nondeducibility on compositions is flawed, for a reason that is most clearly expressed
by the well-known refinement paradoz. Since the statement P Cp () means that @) is
a valid implementation of P, we should certainly have that if P is secure and P Cg Q)
then also () is secure.

Suppose that P = CHAOS. Then certainly P satisfies non-deducibility on com-
positions, since in particular for any model M we have that (P || Hi) \ H =y P\ H
for any process Hi. On the other hand, let LEAK be some ingecure process. Then
since CHAOS is refinement-minimal in all models we have P C,; LEAK.

The solution to this is to adopt the definition of lazy abstraction, first introduced
by Roscoe, Woodcock and Wulf in [58], which essentially involves considering the
combination of the system and the high-level user, and asking whether this involves

any nondeterminism visible to the low-level user.

Definition 7.3. The lazy abstraction of a process P with respect to a set of events
H is denoted Ly (P) and is defined by

Ly(P) = (P || CHAOSy) \ H.
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If Ly (P) is deterministic then we say that P is lazily independent with respect to H.

One technicality here is how to deal with the situation where Ly introduces di-
vergence: since the definition of determinism excludes divergence, a process P for
which Ly (P) is divergent will be viewed as insecure. In [58] the authors avoid this
by interleaving with RUN y instead of hiding H, since both of these conceal from
the low-level user which H-actions were actually performed by the high-level user.
However, this is also not altogether satisfactory: if the system has the option either
to livelock or not from the perspective of the low-level user then this ought surely to
be viewed as a source of information flow. Since this issue is only tangentially rele-
vant for our purposes, we will make an assumption of fairness and view divergence of
Ly (P) as inconsistent with the security of P.

Note that lazy abstraction is closely analagous to the construction of 5.12, in
which we similarly give Alice a nondeterminsitic choice among her actions, and hide

these actions from Bob.

7.3 Quantified information flow

How should we quantify information flow in CSP? One option, proposed by Lowe in
[42], is essentially based on nondeducibility on compositions: we count the number
of different views for Low that can be produced by sutable strategies for High, where
views are regarded as ‘different’ if they can be distinguished by a suitable testing
strategy for Low. This suffers from the same problems as the original definition of
noninterference on compositions, and so we do not discuss it further.

Instead, we will eventually base a definition on lazy abstraction, similarly to the
definitions of the previous chapters. However, we will have to give careful considera-
tion to the appropriate semantic model. For the question of complete noninterference
this does not arise, because as the next theorem shows, the definition of determinism
does not depend on our choice of model. Recall that one definition of determinism is
that the process is divergence-free and Cp-maximal among divergence-free processes.
The result is that the property of being Cj;-maximal is equivalant among all finite
observational models M with F < M.

Theorem 7.4. Let M be a finite observational model with F < M. Then P is max-
imal with respect to Ty among divergence-free processes if and only if it is mazximal

with respect to F.
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Recall ([53]) that all finite observational models M # T have F < M. Clearly
the only Cr-maximal process is STOP.

We prove this theorem by defining the refined-determinisation of P, denoted
Det(P), by deleting some transitions from P so as to leave essentially a DFA. We
will then show that for any model M we have that P is Cj/-maximal if and only if
P =g Det(P).

Definition 7.5. Let P be a CSP process. The refined-determinisation of P, denoted
Det(P), is the process whose LTS is formed from that of P as follows:

(i) For states p of P with at least one 7 out-arrow, choose a single 7-arrow, say to

state ¢. Replace all arrows into p with corresponding arrows into ¢, and delete

p.

(ii) For other states, choose for each letter z € ¥ a single out-arrow labelled by =

to retain and delete all other out-arrows labelled by .
(iii) Delete all states which are now not reachable from the initial state.

Note that Det(P) has the property that for each trace s we have that P can be in
at most a single state after trace s. We will call processes which have this property

unambiguous.

Lemma 7.6. Let P be a process and M a finite observational model. Then P Ty
Det(P).

Proof. 1t suffices to show this for M = FL. It is clear that P simulates Det(P), and
that for any state g of Det(P), the corresponding state of P has the same acceptance-
set as q. ]

Lemma 7.7. Let P be a process with P =g Det(P). Then for any finite observational
model M, we have P =y, Det(P).

Proof. By Lemma 7.6 it remains to show that Det(P) T, P. Again it suffices to
show this for M = FL. Let (Ag,a1, A1, ..., An_1,0n, An) = s (A,_1,a,,A,) be
a minimum-length element of FL(P) \ FL(Det(P)) (note that WLOG A, #e by
divergence-freedom). Then a,, € A,_; and by minimality s"(A,-1) € FL(Det(P)), so
S (An—1,an, X) € FL(Det(P)) for some X. Hence s (A4,_1,a,, X) € FL(P), so by
determinism of P we have X = A,,.4 O
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Lemma 7.8. Let P be an unambiguous process and M a finite observational model
with F < M. Then P is Tyr-mazimal.

Proof. Suppose P Cj; Q. Now by Lemma 7.6 we have P Ty, @ Ty Det(Q). But P
is deterministic and hence Cp-maximal, so P = Det(Q). Now since P and Det(Q)
are unambiguous, there is a unique state of each that can be reached after any trace

s. Hence the finite linear observations are completely determined by the failures and
so P =pp, Det(Q). In particular Det(Q) Ty P and so Q =y P. ]

Proof of Theorem 7.4. If P is Cp-maximal, then by Lemma 7.6 we have P = Det(P).
Hence by Lemma 7.7 we have P =;; Det(P). By Lemma 7.8, Det(P) is Cj/-maximal
and hence so is P.

Conversely, if P is Cjp-maximal then P =,; Det(P) and so P =g Det(P). Since
Det(P) is Cp-maximal, so is P. O

For quantified information flow, however, the question of what semantic model
we use—that is to say, what behaviours of the system we consider that the low-level
user is able to observe—will become important. However, since all of our previous
work has been expressed in terms of traces, it will be helpful to be able to represent
richer behavioural models in the form of trace-sets. In the following sections of this
chapter we prove a general result, which may be of independent interest, which shows
(Theorem 7.30) that for all of a very general class of finite observational models
(including all the examples which are known), there exists a suitable context Ca

such that the M-behaviours of P are in correspondence with the traces of Cp[P].

7.4 The CSP language

We provide a brief outline of the language, largely taken from [53]; the reader is
encouraged to consult [54] for a more comprehensive treatment.

Throughout, > is taken to be a finite nonempty set of communications that are
visible and can only happen when the observing environment permits via handshaken
communication. The actions of every process are taken from ¥ U {7}, where 7 is the
invisible internal action that cannot be prevented by the environment. Note that
the usual treatment of CSP permits sequential composition by including another un-
preventable event v to represent termination; this adds slight complications to each
model and we omit it for simplicity. It could be added back without any significant
alteration to the results of this chapter.

The constant processes of CSP are
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e STOP which does nothing—a representation of deadlock.

e div which performs (only) an infinite sequence of internal 7 actions—a repre-

sentation of divergence or livelock.
e (CHAOS which can do anything except diverge.
The prefixing operator introduces communication:
e a — P communicates the event a before behaving like P.
There are two forms of binary choice between a pair of processes:

e P (@ lets the process decide to behave like P or like (Q: this is nondeterministic

or internal choice.

e P O (@ offers the environment the choice between the initial Y-events of P
and (). If the one selected is unambiguous then it continues to behave like the
one chosen; if it is an initial event of both then the subsequent behaviour is
nondeterministic. The occurence of 7 in one of P and () does not resolve the
choice (unlike CCS +). This is external choice.

We only have a single parallel operator in our core language since all the usual

ones of CSP can be defined in terms of it as discussed in Chapter 2 etc. of [54].

e P || Qruns P and @ in parallel, allowing each of them to perform any action in
X

¥\ X independently, whereas actions in X must be synchronised between the

two.
There are two operators that change the nature of a process’s communications.
e P\ X, for X C 3, hides X by turning all P’s X-actions into 7s.

e P[R] applies the renaming relation R C 3 x ¥ to P: if (a,b) € R and P can
perform a, then P[R] can perform b. The domain of R must include all visible
events used by P. Renaming by the relation {(a,b)} is denoted [¢/b].

There is another operator that allows one process to follow another:

e PO 4@ behaves like P until an event in the set A occurs, at which point P is
shut down and @ is started. This is the throw operator.
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The final CSP construct is recursion: this can be single or mutual (including mu-
tual recursions over infinite parameter spaces), can be defined by systems of equations
or (in the case of single recursion) in line via the notation u p.P, for a term P that
may include the free process identifier p. Recursion can be interpreted operationally
as having a 7-action corresponding to a single unwinding. Denationally, we regard P
as a function on the space of denotations, and interpret pu p.P as the least fixed point
of this function.

We also make use of the interleaving operator |||, which allows processes to perform

actions independently and is equivalent to ||, and the process RUN x, which always
0

offers every element of the set X and is defined by RUN x = I:lxeX r— RUN.

7.4.1 Priority

The prioritisation operator is discussed in detail in Chapter 20 of [54]. It allows us to
specify an ordering on the set of visible events ¥, and prevents lower-priority events
from occuring whenever a higher-priority event or 7 is available.

The operator described in [54] as implemented in FDR3 [27] is parametrised by
three arguments: a process P, a partial order < on the event set X, and a subset
X C ¥ of events that can occur when a 7 is available. We require that all elements of
X are maximal with respect to <. Writing initials(P) C X U{r} for the set of events
that P can immediately perform, and extending < to a partial order on X U {7} by

adding y < 7Vy € 3\ X, we define the operational semantics of prioritise as follows:

P -5 P'AVb#a.a<b=b¢ initials(P)
prioritise( P, <, X) - prioritise(P’, <, X)

(a e XU{T}).

Note that prioritise is not compositional over denotational models other than the
most precise model FL, so we think of it as an optional addition to CSP rather than
an integral part of it; when we refer below to particular types of observation as giving

rise to valid models for CSP, we will mean CSP without priority.

7.5 Example: the failures model

We first demonstrate our construction using the failures model: we will produce a
context C such that for any processes P, (), we have that () refines P in the failures
model if and only C[Q)] refines C[P] in the traces model.
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7.5.1 The traces and failures models

The traces model T is familiar from automata theory, and represents a process by
the set of (finite) strings of events it is able to accept. Thus each process is associated
(for fixed alphabet X) to a subset of X* the set of finite words over 3.

The failures model F also records sets X of events that the process is able to
stably refuse after a trace s (that is, the process is able after trace s to be in a state
where no 7 events are possible, and where the set of initial events does not meet X).
Thus a process is associated to a subset of ¥* x (P(X)U{e}), where e represents the
absence of a recorded refusal set.! Note that recording e does not imply that there is
no refusal to observe, simply that we have not observed stability. The observation of
the refusal () implies that the process can be stable after the present trace, whereas o
does not.

In any model M, we say that @) M-refines P, and write P C,; @, if the set

associated to () is a subset of that corresponding to P.

7.5.2 Model shifting for the failures model

The construction is as follows:

Lemma 7.9. For each finite alphabet 3 there exists a context C (over an expanded
alphabet) such that for any processes P and ) we have that P Tp Q if and only if
Cc[P] Er C[Q).

Proof. Step 1: We use priority to produce a process (over an expanded alphabet)
that can communicate an event 2’ if and only if the original process P is able to
stably refuse x.

This is done by expanding the alphabet ¥ to ¥ U X' (where ' contains a corre-
sponding primed event for every event in X)), and prioritising with respect to a partial
order which prioritises each x over the corresponding x’. Recall that the definition of
the priority operator means that this also causes 7 to be promoted over the primed
events.

We must also introduce an event stab to signify stability without requiring any
refusals to be possible. This is necessary in order to be able to record an empty refusal
set. Let the partial order <; be defined by 2’ <; xVz € ¥, and let the context C; be
defined by

C1[P] = prioritise(P || RUN srugstaby, <1, %).

IThis is equivalent to the standard presentation in which a process is represented by a subset of
¥* and one of ¥* x P(X): the trace component is just {s: (s, e) € P}.
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This process has a state & for each state £ of P, where £ has the same unprimed
events (and corresponding transitions) as . Furthermore ' can communicate 2’ just
when ¢ is stable and can refuse X, and stab just when £ is stable.

Step 2: We now recall that the definition of the failures model only allows a
refusal set to be recorded at the end of a trace, and is not interested in (so does not
record) what happens after the refusal set.

We gain this effect by using a regulator process to prevent a primed event (or

stab) from being followed by an unprimed event. Let

UNSTABLE = DxEZ x — UNSTABLE

x — STABLE
€X' U{stab}
STABLE =[] x — STABLE,
zeX/U{stab}
and define C by
ClPl=ci[P] |  UNSTABLE.

SUXU{stab}
A trace of C[P] consists of: firstly, a trace s of P; followed by, if P can after s be
in a stable state, then for some such state oy any string formed from the events that

can be refused in 0, together with stab. The lemma clearly follows. O

It is clear that any such context must involve an operator that is not compositional
over traces, for otherwise we would have P Tt @ implies C[P] Cr C[Q], which is
equivalent to P Cp @, and this is not true for general P and @ (consider for instance
P =a— STOP, Q = (a — STOP) N STOP). 1t follows that only contexts which

like ours involve priority can achieve this.

7.6 Semantic models

In order to generalise this construction to arbitrary finite observational semantic
models, we must give formal definitions not only of particular models but of the very

notion of a finite observational model.

7.6.1 Finite observations

We consider only models arising from finite linear observations. Intuitively, we pos-
tulate that we are able to observe the process performing a finite number of visible

actions, and that where the process was stable (unable to perform a 7) immediately
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before an action, we are able to observe the acceptance set of actions it was willing
to perform.

Note that we are unable to finitely observe instability: the most we are able to
record from an action in an unstable state is that we did not observe stability. Thus
in any context where we can observe stability we can also fail to observe it by simply
not looking.

We take models to be defined over finite alphabets Y, and take an arbitrary
ordering on each finite X to be alphabetical.

The most precise finite observational model is that considering all finite linear

observations, and is denoted FL:

Definition 7.10. The set of finite linear observations over an alphabet ¥ is
fﬁg = {(Ag,al,Al, e ,An_l,an,An> ne N, a; € E,Az Q > or AZ :.},

where the a; are interpreted as a sequence of communicated events, and the A; denote
stable acceptance sets, or in the case of e failure to observe stability. Let the set of

such observations corresponding to a process P be denoted FLx(P).

(Sometimes we will drop the ¥ and just write FL(P)).
More formally, FL(P) can be defined inductively; for instance

FLPOQ):={(AUB)a,(AUB)'p: (A)ae FLIP),(B)B e FLAQ)}

(where X U e := o for any set X). See Section 11.1.1 of [54] for further details.
Observe that FL has a natural partial order corresponding to extensions (where

o’ ()" and o (A) are both extended by a"(A)"S for any set A and any « and f3).

Note that for any process P we have that FL(P) is downwards-closed with respect

to this partial order.

7.6.2 Finite observational models

We consider precisely the models which are derivable from the observations of FL,
which are well-defined in the sense that they are compositional over CSP syntax

(other than priority), and which respect extension of the alphabet X.

Definition 7.11. A finite observational pre-model M consists for each (finite) al-
phabet 3 of a set of observations, obsy (M), together with a relation My C FLys X
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obsy(M). The representation of a process P in My is denoted Mx(P), and is given
by

Ms(P) = Ms(FLs(P)) = {y € obss(M) : 3z € FLy(P).(z,y) € My}

For processes P and @ over alphabet X, if we have Mx(Q) C My (P) then we say @
M-refines P, and write P Ty, Q).

(As before we will sometimes drop the X).

Note that this definition is less general than if we had defined a pre-model to be
any equivalence relation on P (FLy). For example, the equivalence relating sets of
the same cardinality has no corresponding pre-model. Definition 7.11 agrees with
that sketched in [54].

Without loss of generality, My does not identify any elements of obsy(M); that
is, we have M5'(z) = M5'(y) only if x = y (otherwise quotient by this equivalence

relation). Subject to this assumption, My induces a partial order on obsy(M):

Definition 7.12. The partial order induced by My, on obsg(M) is given by: = <y
if and only if for all b € Mg'(y) there exists a € My'(z) with a < b.

Observe that for any process P it follows from this definition that M(P) is
downwards-closed with respect to this partial order (since FL(P) is downwards-
closed).

Definition 7.13. A pre-model M is compositional if for all CSP operators €, say
of arity k, and for all processes P, ..., P, and Q1,. .., Qs such that M(P;) = M(Q;)

for all 7, we have
k k
m(@r) (Do)
i=1 i=1
This means that the operator defined on processes in obs(M) by taking the push-
forward of €@ along M is well-defined: for any sets Xi,..., X, C obs(M) which

correspond to the images of CSP processes, take processes Pi,..., P, such that
X, = M(PF;), and let

k k
P xi =M (EB a) .
i=1 i=1
Definition 7.13 says that the result of this does not depend on the choice of the P;.
Note that it is not necessary to require the equivalent of Definition 7.13 for re-
cursion in the definition of a model, because of the following lemma which shows

that least fixed point recursion is automatically well-defined (and formalises some

arguments given in [54]):
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Lemma 7.14. Let M be a compositional pre-model. Let C1,Cy be CSP contexts, such
that for any process P we have M(C,[P]) = M(Cso[P]). Let the least fized points
of C1 and Cy (viewed as functions on P(FL) under the subset order) be Py and P,
respectively. Then M(Py) = M(Ps).

Proof. Using the fact that CSP contexts induce Scott-continuous functions on P(FL)
(see [34], Section 2.8.2), the Kleene fixed point theorem gives that P, = (J>~ ,C(L).
Now any z € M(P)) is in the union taken up to some finite N, and since finite
unions correspond to internal choice, and 1 to the process div, we have that the
unions up to N of C; and Cy agree under M by compositionality. Hence x € M(P,),
so M(P;) C M(P,). Similarly M(P,) C M(P,). O

Definition 7.15. A pre-model M is extensional if for all alphabets 3; C 35 we have
that obsg, (M) C obsy, (M), and My, agrees with My, on FL(X;) X obss, (M).

Definition 7.16. A pre-model is a model if it is compositional and extensional.

In this setting, we now describe the five main finite observational models coarser
than FL: traces, failures, revivals, acceptances and refusal testing.
The traces model

The coarsest model measures only the traces of a process; that is, the sequences of
events it is able to accept. This corresponds to the language of the process viewed as

a nondeterministic finite automaton (NFA).

Definition 7.17. The traces model, T, is given by
obsg(T) = X%, Ts = traces

where trace is the equivalence relation which relates the observation

(Ao, a1, Aq, ..., an, Ay) to the string a; .. . a,.

Failures

The traces model gives us information about what a process is allowed to do, but
it in some sense tells us nothing about what it is required to do. In particular, the
process STOP trace-refines any other process.

In order to specify liveness properties, we can incorporate some information about
the events the process is allowed to refuse, begining with the failures model. Intu-
itively, this captures traces s, together with the sets of events the process is allowed

to stably refuse after s.
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Definition 7.18. The failures model, F, is given by
obsy(F) = X% x (P(X) U{e}), Fy = fuils,

where faily, relates the observation (A, ..., a,, A,) to all pairs (a; . ..a,,X), for all
X C Y\ A, if A, #e, and for X =e otherwise.

Revivals

The next coarsest model, first introduced in [53], is the revivals model. Intuitively
this captures traces s, together with sets X that can be stably refused after s, and

events a (if any) that can then be accepted.

Definition 7.19. The revivals model, R, is given by
obsg(R) = X" x (P(X)U{e}) x (XU {e}), Ry = revs,
where revy, relates the observation (Ao, ay, ..., 0,1, An_1,an, A,) to

(i) the triples (ay...an_1,X,a,), for all X C 3\ A,_;if A, 1 #e and for X =e

otherwise, and
(ii) the triples (a;...a,, X, o), for all X C ¥\ A4, if A,, # e and for X = e otherwise.

A finite linear observation is related to all triples consisting of: its initial trace; a
stable refusal that could have been observed, or e if the original observation did not
observe stability; and optionally (part (i) above) a single further event that can be

accepted.

Acceptances

All the models considered up to now refer only to sets of refusals, which in particular
are closed under subsets. The next model, acceptances (also known as ‘ready sets’),
refines the previous three and also considers the precise sets of events that can be

stably accepted at the ends of traces.

Definition 7.20. The acceptances model, A, is given by
obsy(A) = X" x (P(X) U{e}), As = accy,

where accy; relates the observation (A, aq, ..., a,, A,) to the pair (a; ...a,, A,).
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Refusal testing

The final model we consider is that of refusal testing, first introduced in [51]. This
refines F and R by considering an entire history of events and stable refusal sets. It

is incomparable to A, because it does not capture precise acceptance sets.

Definition 7.21. The refusal testing model, RT, is given by
obss(RT) = {(Xo,a1,X1,...,a,,X,) :n €N € X, X; CYor X; =e}

RTE = th),

where rty relates the observation (Ao, ..., a,, A,) to (Xo,...,a,, X,), for all X; C
Y\ A; if A; # e, and for X; = e otherwise.

7.6.3 Rational models

We will later on wish to consider only models M for which the correspondence be-
tween JF L-observations and M observations is decidable by a finite memory computer.
We will interpret this notion as saying the the relation My, corresponds to the lan-
guage accepted by some finite state automaton. In order to do this, we must first
decide how to convert elements of F Ly to words in a language. We do this in the
obvious way (the reasons for using fresh variables to represent the A; will become

apparent in Section 7.7).

Definition 7.22. The canonical encoding of FLsx is over the alphabet = := ¥ U
¥ U Sym, where ¥ := {a” : a € £} and Sym = {(,),,’,e}.? It is given by the
representation in Definition 7.10, where sets A; are expressed by listing the elements
of ¥ corresponding to the members of A; in alphabetical order. We denote this

encoding by ¢5 : FLy — =%,

We now define a model to be rational (borrowing a term from automata theory)
if its defining relation can be recognised (when suitably encoded) by some nondeter-

ministic finite automaton.

Definition 7.23. A model M is rational if for every alphabet 3, there is some finite
alphabet © and a map ¢y, : obsg (M) — ©*, such that there is a (nondeterministic)
finite automaton A recognising {(¢x(z),¥s(y)) : (z,y) € My}, and such that iy is
order-reflecting (that is, ¢s(z) < ¥s(y) only if z < y), with respect to the prefix
partial order on ©* and the partial order induced by My on obsy(M).

2Note that this somewhat unsatisfactory notation denotes a set of four elements: the angle
brackets ( and ), the comma , and the symbol e.
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What does it mean for an automaton to ‘recognise’ a relation?

Definition 7.24. For alphabets ¥ and 7', a relation R C X* x T™ is recognised by

an automaton A just when:
(i) The event-set of A is left.> U right.T", and

(ii) For any s € ¥*,t € T*, we have sRt if and only if there is some interleaving of
left.s and right.t accepted by A.

Note that recognisability in the sense of Definition 7.24 is easily shown to be
equivalent to the common notion of recognisability by a finite state transducer given
for instance in [61], but the above definition is more convenient for our purposes.

Note also that FL itself (viewing F Ly as the diagonal relation) is trivially rational.
Lemma 7.25. The models T,F, R, A and RT are rational.

Proof. By inspection of Definitions 7.17-7.21. We take © = X U X/ U X" U Sym, with
Y and the expression of acceptance sets as in the canonical encoding of FL, and

refusal sets expressed in the corresponding way over 3 := {a’ : a € X.}. O

Note that not all relations are rational. For instance, the ‘counting relation’
mapping each finite linear observation to its length is clearly not rational. We do
not know whether the additional constraint of being a finite observational model
necessarily implies rationality; however, no irrational models are known. We therefore

venture the following conjecture:

Conjecture 7.26 (Rationality of finite observational models). Let M be a finite

observational model. Then M is rational.

7.7 Model shifting

We now come to the main substance of this chapter: we prove results on ‘model
shifting’, showing that there exist contexts allowing us to pass between different
semantic models and the basic traces model. The main result is Theorem 7.30, which

shows that this is possible for any rational model.
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7.7.1 Model shifting for FL

We begin by proving the result for the finest model, F£. We show that there exists a
context Cz, such that for any process P, the finite linear observations of P correspond
to the traces of Cx.(P).

Lemma 7.27 (Model shifting for FL). For every alphabet ¥, there exists a context
Crr over alphabet T := X UYX' UYX"U{done}, and an order-reflecting map 7 : FLyx —
T* (with respect to the extension partial order on F Ly, and the prefix partial order on
T*) such that for any process P over ¥ we have T (Crz|P]) = pref(m(FL(P))) (where
pref(X) is the prefiz-closure of the set X ).

Proof. We will use the unprimed alphabet > to denote communicated events from
the original trace, and the double-primed alphabet ¥” to denote stable acceptances.
> will be used in an intermediate step to denote refusals, and done will be used to
distinguish () (representing an empty acceptance set) from e (representing a failure
to observe anything).

Step 1: We first produce a process which is able to communicate events x}, just
when the original process can stably refuse the corresponding x;. Define the partial
order <;= (2’ <y x : x € ¥), which prevents refusal events when the corresponding
event can occur.

Let the context C; be given by
C1[X] = prioritise(X ||| RUNg/, <1, %).

Note that the third argument prevents primed events from occurring in unstable
states.

Step 2: We now similarly introduce acceptance events, which can happen in
stable states when the corresponding refusal can’t.

Similarly define the partial order <,= (2" <5 2’ : © € ¥), which prevents accep-
tance events when the corresponding refusal is possible. Let the context Cy be defined
by

Co[X] = prioritise(C1[X] ||| RUN g, <5, ).

Step 3: We now ensure that an acceptance set inferred from a trace is a complete

set accepted by the process under examination. This is most straightforwardly done

by employing a regulator process, which can either accept an unprimed event or

accept the alphabetically first refusal or acceptance event, followed by a refusal or
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acceptance for each event in turn. In the latter case it then communicates a done
event, and returns to its original state.

The done event is necessary in order to distinguish between a terminal (), which
can have a done after the last event, and a terminal e, which cannot (observe that a
() cannot occur other than at the end). Finally, we hide the refusal events.

Let a and z denote the alphabetically first and last events respectively, and let

succ = denote the alphabetical successor of x. Define the processes

UNSTABLE = Dzezx — UNSTABLE
Od — STABLE(a) O o — STABLE(a)
STABLE (x) = 2’ — STABLE (succ x) O " — STABLE(succ ) (x # 2)

STABLE(z) = done — UNSTABLE,

and let

Cre[X] = (CQ[X] I UNSTABLE) \ Y

nUS/USY
Step 4: We now complete the proof by defining the function 7 inductively as

follows:

r(s'{e)) = m(s)
(s (x)) = m(s) ()
m(s(A ={zy,...,2})) = w(s)(x] ...z} done),

where without loss of generality the x; are listed in alphabetical order.

It is clear that this is order-reflecting, and by the construction above satisfies
T(Crc|P]) = pref(n(FL(P))). O

This result allows us to translate questions of FL-refinement into questions of

trace refinement under Cr,, as follows:

Corollary 7.28. For Cr,y as in Lemma 7.27, and for any processes P and @, we
have P Cgr, Q if and only if Crz[P] C1 Cx.[Q)].
Proof. Certainly if FL(Q) C FL(P) then T (Cr.[Q]) = pref(n(FL(Q))) C pref(n(FL(P))) =
T (Cxc[P]) and so Cx.[P] Cr Cr.[Q).
Conversely, suppose there exists © € FL(Q) \ FL(P). Then since FL(P) is
downwards-closed, we have x £ y for all y € FL(P). Since 7 is order-reflecting, we
have correspondingly 7(z) £ 7(y) for all y € FL(P). Hence 7(x) ¢ pref(n(FL(P))),
so pref(m(FL(Q))) € pref(n(FL(P))). O
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7.7.2 Model shifting for rational observational models

We now have essentially all we need to prove the main theorem. We record a folk
result, that any NFA can be implemented as a CSP process (up to prefix-closure,

since trace-sets are prefix-closed but regular languages are not):

Lemma 7.29 (Implementation for NFA). Let A = (3, Q, 6, qo, F) be a (nondetermin-
istic) finite automaton. Then there exists a CSP process Py such that pref(L(A)) =

pref(T(Pa)).
Proof. Trivial construction. See Chapter 7 of [52]. O

Theorem 7.30 (Model shifting for rational models). For every rational model M,
there exists a context Caq such that for any process P we have T (Caq[P]) = pref (v (M(P))).

Proof. Let A be the automaton recognising (¢ x ¥)(M) (as from Definition 7.23),
and let P4 be the corresponding process from Lemma 7.29.

We first apply Lemma 7.27 to produce a process whose traces correspond to the
finite linear observations of the original process, prefixed with left: let Cx, be the

context from Lemma 7.27, and let the context C; be defined by
C1[X] = Cre[X][eft-7/a].

We now compose in parallel with Py, to produde a process whose traces correspond

to the M-observations of the original process. Let Cy be defined by

Co[X] = ((Cl[X] | PA> \{Heft!}) [*/right.z].

{|left|}

Then the traces of Cy[X] are precisely the prefixes of the images under ¢ of the

observations corresponding to X, as required. O
By the same argument as for Corollary 7.28, we have

Corollary 7.31. For any rational model M, let Cnq be as in Theorem 7.30. Then
for any processes P and Q, we have P Ty Q if and only if Cyp|[P] Tt Ca[@Q).
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7.8 Implementation

We demonstrate the technique by implementing contexts with the property of Corol-
lary 7.31; source code may be found at [1].

For the sake of efficiency we work directly rather than using the general construc-
tion of Theorem 7.30. The context C1 introduces refusal events and a stab event,
which can occur only when the corresponding normal events can be refused. This
implements the refusal testing model, and the context CF which allows only normal
events optionally followed by some refusals (and stab) implements the failures model.

This is however suboptimal over large alphabets, in the typical situation where
most events are refused most of the time. FDR3’s inbuilt failures refinement checking
is able to compare acceptance sets (checking that the acceptances of the specification
are a subset of those of the implementation), which are typically smaller than the
refusal sets.

The context C’ introduces acceptance events which can occur only in stable states
where the corresponding refusal cannot, and then blocks all refusals. The problem
then is: how to check that the acceptances of the specification are a subset of those
of the implementation, despite the fact that trace refinement checks for inclusion the
other way?

The answer is to use priority to prevent the stab event from happening while
acceptances are still available, so that CFImpl’ is able to communicate only its precise
acceptance sets. We then form CFSpec’ by parallel composition with RUN for all the
acceptance events, so that CFSpec’ can communicate any supersets of its acceptance
set.

Similar constructions with slightly different restrictions on the permissible se-
quences of events produce efficient processes for the revivals and refusal testing mod-
els. For the acceptances model, we just want to check for inclusion of the implemen-
tation’s acceptance sets in those of the specification, so the context CFImpl’ works
for both the specification and the implementation; finite linear observations works

similarly with failures replaced by refusal testing.

7.8.1 Testing

We test this implementation by constructing processes which are first distinguished
by the failures, revivals, refusal testing and acceptance models respectively (the latter
two being also distinguished by the finite linear observations model). The processes,

and the models which do and do not distinguish them, are shown in Table 7.1 (recall
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the precision hierarchy of models: 7 < F < R < {A,RT} < FL). The correct
results are obtained when these checks are run in FDR3 with the implementation

described above.

Specification Implementation Passes Fails

a — div a — STOP T F

((a — div) O div) N STOP a — div F R

(a — div) N (divA(a — STOP)) a — STOP R, A RT,FL
(a— STOP) M (b— STOP) (a = STOP)O (b— STOP) R,RT A, FL

Table 7.1: Tests distinguishing levels of the model precision heirachy. A is the inter-
rupt operator; see [54] for details.

7.8.2 Performance

We assess the performance of our simulation by running those examples from Table 1
of [28] which involve refinement checks (as opposed to deadlock- or divergence-freedom
assertions), and comparing the timings for our construction against the time taken by
FDR3’s inbuilt failures refinement check (since F is the only model for which we have
a point of comparison between a direct implementation and the methods developed
in this chapter). Results are shown in Table 7.2, for both the original and revised
contexts described above; the perfomance of the FL check is also shown. As may be
seen, performance is somewhat worse but not catastrophically so. Note however that
these processes involve rather small alphabets; performance is expected to be worse

for larger alphabets.

7.8.3 Example: Conflict detection

We illustrate the usefulness of richer semantic models than just traces and failures
by giving a sample application of the revivals model. Suppose that we have a process
P consisting of the parallel composition of two sub-processes ¢ and R. The failures
model is able to detect when P can refuse all the events of their shared alphabet, or
deadlock in the case when they are synchronised on the whole alphabet. However,
it is unable to distinguish between the two possible causes of this: it may be that
one of the composands is able to refuse the entire shared alphabet, or it may be
that each accepts some events from the shared alphabet, but the acceptances of ()
and R are disjoint. We refer to the latter situation as a ‘conflict’. The absence of
conflict (and similar situations) is at the core of a number of useful ways of proving

deadlock-freedom for networks of processes running in parallel [56].
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Inbuilt F CF CF’ FL
put File | 5] [A]_T(s) | JS]__JAl_T(s) | ISI__JAl_T(s)| IS|__JAl_T(s)
inv 21IM  220M 23 21IM  220M 78 21M  220M 125 | 21M  220M 145
nspk 6.9M 121M 22 | 6.3M 114M 73 | 4.1M T72M 55 | 5.4M 97TM 92
SWp 24M  5TM 16 30M 123M 61 43M  76M 107 | 42M  93M 131

Table 7.2: Experimental results comparing the performance of our construction with FDR3’s inbuilt failures refinement check.
|S| is the number of states, |A| is the number of transitions, 7" is the time (in seconds), and M indicates millions.
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The revivals model can be used to detect conflicts. For a process P = Q x|y R,
we introduce a fresh event a to represent a generic event from the shared alphabet,
and form the process P' = Q' x/|lys R, where Q' = Q[{(z, ), (z,a) : x € X},
X' = X U{a}, and similarly for R and Y’. Conflicts of P now correspond to revivals

(s,X NY,a), where s is a trace not containing a.

7.9 Information flow

How do we use this to define and calculate quantified information flow? We will
consider information flow in the FL£ model, where we assume that the attacker is
able to see the precise acceptance sets at each step.

We must decide on a model of how the experimenter interacts with the system.
The obvious choice is to say that at each step the system presents the experimenter
with an acceptance set, and the experimenter chooses a single event to occur. We are

therefore essentially interested in computing the antichain growth of the language

T(CrelLu(P)]),

where actions chosen by the experimenter are comparable (so X is linearly ordered),
but acceptances offered by the system are incomparable (so X" U {done} is given the
discrete order). However, we should measure ‘length’ not as the length of the word
in (X UX"U{done})", but rather just as the number of ¥-events that have occurred.

One decision we have to make is how to handle the possibility of actions occuring
in unstable states, or before stability has been observed. One option would be simply
to prohibit these, but this is not satisfactory because we should be able to model
systems involving timeouts. The most significant question is whether we should con-
sider information flow to result from the situation where the system is able to choose
between unstably offering a or unstably offering b. In the context of complete nonin-
terference this problem does not arise because if a can be unstably offered then it can
never be stably refused and so if the system is deterministic then the state where b was
offered must resolve (since the system is divergence-free) to a state stably accepting
both a and 0.

We choose to resolve this problem by saying that the system (rather than the
experimenter) makes the choice as to whether the experimenter is able to offer an
event before stability (so ¥ and X" U{done} are incomparable), but the experimenter

is able to offer only a single event in such a case, so s"(xa) and s”(xb) are not consistent
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with a single experimental strategy for any a # b, x € . This yields the following

definition of information flow.

Definition 7.32. Let P be a process. The FL-information flow permitted by P in
time k, denoted I, is given by

Ir = maxlog|X],
where F, C P((X U X" U {done})*) is defined by X € Fj if and only if

(i) for all s € X we have length (s|y) < k, and

(ii) X is an antichain with respect to the lexicographic partial order induced by
setting X to be linearly ordered, and otherwise setting all the elements of > U

¥ U {done} to be incomparable.

For fixed X we have that

1
2|2|Tlen{-{th(s) < length (s|s) < length(s),

and so I has linear (respectively logarithmic) growth if and only if T (Cx.[Lu(P)])

has exponential (respectively polynomial) antichain growth.

Proposition 7.33. Let P be a process. The FL-information flow I}, permitted by P
has logarithmic growth if and only if the language

T (CrelLu(P)])

has polynomial antichain growth with respect to the partial order induced by setting
Y. to be linearly ordered, and otherwise setting all the elements of XU X" U {done} to

be incomparable. Otherwise Iy, has linear growth.

The results of the previous chapter show that logarithmic and linear information
flow are the only possibilities, and that there is a polynomial time algorithm to

distinguish the two cases.

7.10 Conclusions

The result of Theorem 7.30 shows that the expressibility of all finite observational
(rational) models can in some sense be simulated by the traces model using the

priority operator. This provides a practical method of testing refinement over models
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that FDR does not directly support. While any such model could be implemented
directly in the program itself, we have shown this is not necessary. This also serves
to further demonstrate the power and usefulness of the priority operator (see also the
previous work of Roscoe on the expressiveness of CSP with priority [55] and on ‘slow
abstraction’ [57]).

Note that this type of construction can be used more generally. Firstly, it seems
likely that the construction can be extended to non-finite models; for instance to re-
duce failures-divergences tests to traces-divergences, or infinite-traces-failures-divergences
to infinite-traces-divergences.

Secondly, the construction does not use the requirement that a model be compo-
sitional. This means that it will work for any rational set of observable behaviours,
such as the singleton failures semantics presented in [7]. The techniques described
here can also be used to support the Timed Failures model of Timed CSP in FDR3 [6].

The limitation to rational models is from a theoretical point of view rather un-
satisfactory, although it may be of little practical significance since all known models
(and probably all models one would be likely to come up with) are clearly rational.
However, Conjecture 7.26 remains of interest since a resolution in either direction
would undoubtedly yield insight into the structure of the ‘clouds’ of models lying
above R set out in [53].

We have shown how to use this technique in combination with the results of
Chapter 6 to quantify information flow in the finite linear observations model. The
question of how to define quantified information flow in other models is more subtle:
for instance, in the refusal testing model, the experimenter can be shown any subset
of the complement of the true acceptance set, but presumably the choice of which set
she is shown should not be conisdered to give rise to information flow. In some sense
we believe that this reflects the fact that there is no clear model of interaction tightly
associated with these models, and so it is not obvious that the question is of great

practical significance.
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Chapter 8

Conclusions and future work

8.1 Conclusions

We believe that we have accomplished the main goal of this thesis: we have shown
how to define information flow for interactive deterministic systems, and how to
characterise it as essentially ‘safe’ or ‘dangerous’. A number of questions remain for
future research. As we have mentioned above, there is still some question regarding
the appropriate information-theoretic measure to use for these purposes. We believe
that we have made a contribution to this question but it is far from settled.

We have shown that in the case of polynomial antichain growth there is a poly-
nomial time algorithm to calculate the precise order of that growth, but the corre-
sponding question for exponential growth is wide open. It is remarkable that so far
as we can tell there is no known efficient algorithm even to calculate the order of ex-
ponential language growth for an NFA, and we hope that at least this easier question
may be resolved in the future.

Two very substantial issues that are not covered by our work are the problems of
calculating information flow for probabilistic systems, and that of calculating infor-
mation flow for systems with multiple users (which we will remark also encompasses
the case of nondeterministic systems). We discuss these two questions in the following

sections.

8.2 Probabilistic systems

Throughout Chapter 5 we have considered only deterministic systems. A natural topic
for further work is to deal with probabilistic systems. Just as we have modelleded
determinsitic systems as deterministic finite state transducers, the obvious choice to

model probabilistic systems is as probabilistic finite state transducers (also known
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as stochastic FSTs). The definition below is slightly less general than the standard

definition, but is convenient for our purposes.

Definition 8.1. A probabilistic finite state transducer is a tuple T' = (Q, qo, 2, ', A),
where @ is a finite set of states, gy € Q is the initial state and A : Qx X xI'xQ — R

is the transition function, such that for all ¢ € @) and all a € ¥ we have

Z A(g,a,b,q) = 1.
bel,¢'eQ

We interpret A(g, a,b,q’) as the probability that on recieving the input a in state
¢, the system outputs b and moves to state ¢'.

As before we require that 3 and I' are of the form ¥ 4 x ¥ g and I' y xI" g respectively,
where ¥ 4 and I'4 are the input and output alphabets for Alice, and X g and I'g are
the input and output alphabets for Bob. As before a strategy for Alice is a function
x4 (X4 xTa)* = X4 and a strategy for Bob is a funtion zp : (Xp x I'g)* — Xp
(recalling that we may assume that any randomness in the strategies for Alice and
Bob is determined at the start, so that they are making a probabilistic choice among
deterministic strategies).

For fixed z4 and xp, the output Y produced to Bob after n steps is a sequence

y € (Xp xI'p)", where y = ((a1,b1), ..., (an, b,)) occurs with probability

Z HA(QiflaaiybiaQi)-
q1,--,qn€Q i=1

We are now able to apply the theory of Chapter 4 to define information flow
with respect to our chosen measure of information (either mutual information, or
Ik, I{ g or I]'sp as defined in Chapter 4). By Proposition 4.7 and Proposition 4.22
we have that information flow will be maximised by a pure strategy for Bob. On the
other hand, we certainly do not have an equivalent to Theorem 4.12 (extended to
Iise, I{ gps I'sg by Theorem 4.24), which says that Alice will maximise information
flow to Bob by maximising the size of the set of possible outputs he can see, and
making these outputs equiprobable.

Computing the value of any of these quantities remains a challenge for future
research; we suggest that a reasonable starting point might be [18], which studies the

problem of computing the relative entropy of probabilistic automata.
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8.3 Multi-agent systems

In Chapters 4-7 we have considered systems with only two agents, Alice and Bob. In
general, however, there may be more than this. Some situations can straightforwardly
be modeled by the Alice-Bob case: for instance, if all but only one agent is considered
to be under the control of the attacker then then that single agent is represented by
Alice and all the rest by Bob. On the other hand, if the secret is shared by all but a
single compromised agent then that single agent is Bob and the rest taken together
are Alice.!

However, in general there may exist agents which are not under the control of the
attacker, and whose actions are not visible to her, but whose behaviour is not directly
influenced by the value of the key. This is modelled by introducing a further random
variable X, representing the strategies chosen by the ‘neutral” agents. The system is
represented by a fixed matrix of conditional probabilities py|x, x, xo(¥|Za, 25, 2c),
and the total information flow is the maximum value of the conditional mutual in-
formation (Y ; X4|Xp), taken over marginal probability distributions px,, px, and
Dx,, that is

Iy = max I(Y; X4|Xp).

pXA 7PXB 7ch
We have an equivalent to Proposition 4.7, showing that we may also assume that

X¢ is a pure strategy.

Proposition 8.2. Let X4, Xg, X and Y be random variables, and let the conditional
distribution function py|x, xzx be fized. Then
max I(Y ; Xa|Xp) = max  max (Y ; Xa|Xp =25, Xo = z¢).
PX 4 PXpgPX TBEXB,TcEXC PXy
Proof. Wehave I(Y;X4|Xp) = H(Xa|Xp)—H(Xa|XB,Y)=H(XA)—H(Xa|Xp,Y),
so it suffices to prove that H(X4|Xp,Y') is minimised for point values of zg, z¢.
We have H(X4|Xp,Y) > H(Xa|Xp, Xc,Y) by Theorem 2.6.5 of [19] (‘Informa-

tion can’t hurt’). But we have

H(XAlXp. Xc,Y) =Y pxo(vc)H(XalXp,Y, Xc = ac)
rocE€EXo

> min H(XA|XB,Y, XC = ch).

- TzoEXC

!'More generally, we can handle any situation in which each agent is either in possession of the
secret or is under the control of the attacker
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Hence

max  I(Y; Xa|Xp) = max max [(Y; X4|Xp, Xc = 20),

PX 4 PX g PXc To€XC PX 4 PXp

and applying Proposition 4.7 yields the result. O

It is clear how to extend the theory of Chapter 5 to model systems with ‘neutral’
agents: just extend the input and output languages of the transducer to ¥4 X ¥ g X ¥
and I'y x I'g x ' respectively, where ¥ and I'c are the input and output events
under the control of the neutral agents. Note that if there are several independent
neutral agents then we will have to put further constraints on the set of admissible
strategies for C, to say that the inputs from a particular agent can only depend on
its outputs.

A question for future research is how to compute I,; for such a system.

Note that this also covers the case of nondeterministic systems, where we assume
that the value of the secret cannot directly affect how the nondeterminism is resolved:

we simply treat the nondeterminism as being under the control of a neutral agent.

138



Bibliography

1]
2]

WWW.CS.0X.ac.uk/people/david.mestel/model-shifting.csp.

M. S. Alvim, K. Chatzikokolakis, A. Mclver, C. Morgan, C. Palamidessi, and
G. Smith. Additive and multiplicative notions of leakage, and their capacities.
In 2014 IEEE 27th Computer Security Foundations Symposium, pages 308-322,
July 2014.

M. S. Alvim, K. Chatzikokolakis, C. Palamidessi, and G. Smith. Measuring in-
formation leakage using generalized gain functions. In 2012 IEEE 25th Computer
Security Foundations Symposium, pages 265-279, June 2012.

Mario S. Alvim, Miguel E. Andrés, and Catuscia Palamidessi. Quantitative
information flow in interactive systems. J. Comput. Secur., 20(1):3-50, January
2012.

Miguel E. Andrés, Catuscia Palamidessi, Peter van Rossum, and Geoffrey Smith.
Computing the leakage of information-hiding systems. In Javier Esparza and Ru-
pak Majumdar, editors, Tools and Algorithms for the Construction and Analysis
of Systems, pages 373-389, Berlin, Heidelberg, 2010. Springer Berlin Heidelberg.

Philip Armstrong, Gavin Lowe, Joél Ouaknine, and A.W. Roscoe. Model check-
ing timed CSP. In Andrei Voronkov and Margarita Korovina, editors, HOWARD-
60. A Festschrift on the Occasion of Howard Barringer’s 60th Birthday, pages
13-33. EasyChair, 2014.

Christie Bolton and Jim Davies. A singleton failures semantics for communicat-

ing sequential processes. Formal Aspects of Computing, 18(2):181-210, 2006.

M. Boreale and Francesca Pampaloni. Quantitative information flow under
generic leakage functions and adaptive adversaries. Logical Methods in Com-

puter Science, Volume 11, Issue 4, November 2015.

139



[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Michele Boreale, Francesca Pampaloni, and Michela Paolini. Asymptotic infor-
mation leakage under one-try attacks. In Proceedings of the 14th International
Conference on Foundations of Software Science and Computational Structures:
Part of the Joint European Conferences on Theory and Practice of Software,
FOSSACS’11/ETAPS’11, pages 396-410, Berlin, Heidelberg, 2011. Springer-
Verlag.

Michele Boreale and Michela Paolini. On formally bounding information leakage
by statistical estimation. In Sherman S. M. Chow, Jan Camenisch, Lucas C. K.
Hui, and Siu Ming Yiu, editors, Information Security, pages 216236, Cham,
2014. Springer International Publishing.

Christelle Braun, Konstantinos Chatzikokolakis, and Catuscia Palamidessi.
Quantitative notions of leakage for one-try attacks. Electronic Notes in Theoret-
ical Computer Science, 249:75 — 91, 2009. Proceedings of the 25th Conference
on Mathematical Foundations of Programming Semantics (MFPS 2009).

Graham Brightwell. Random k-dimensional orders: Width and number of linear
extensions. Order, 9(4):333-342, 1992.

E. Rodney Canfield. On a problem of Rota. Advances in Mathematics, 29(1):1—
10, 1978.

Konstantinos Chatzikokolakis, Catuscia Palamidessi, and Prakash Panan-
gaden. Anonymity protocols as noisy channels. Information and Computation,
206(2):378 — 401, 2008. Joint Workshop on Foundations of Computer Security
and Automated Reasoning for Security Protocol Analysis (FCS-ARSPA 06).

David Clark and Sebastian Hunt. Formal aspects in security and trust. chapter
Non-Interference for Deterministic Interactive Programs, pages 50-66. Springer-
Verlag, Berlin, Heidelberg, 2009.

David Clark, Sebastian Hunt, and Pasquale Malacaria. Quantified interference:
information theory and information flow. In Presented at Workshop on Issues in
the Theory of Security (WITS04, page 04, 2004.

H. Comon, M. Dauchet, R. Gilleron, C. Loding, F. Jacquemard, D. Lugiez,
S. Tison, and M. Tommasi. Tree automata techniques and applications. Available
on: http://www.grappa.univ-1lille3.fr/tata, 2007. release October, 12th
2007.

140



[18]

[19]

[20]

[21]

22]

[23]

[24]

[25]

[26]

[27]

28]

[29]

Corinna Cortes, Mehryar Mohri, Ashish Rastogi, and Michael Riley. On the
computation of the relative entropy of probabilistic automata. Int. J. Found.
Comput. Sci., 19:219-242, 02 2008.

Thomas M. Cover and Joy A. Thomas. FElements of Information Theory. John
Wiley & Sons, Inc., 2nd edition, 2005.

Dorothy E. Denning. Cryptography and Data Security. Addison-Wesley Longman
Publishing Co., Inc., Boston, MA, USA, 1982.

Dorothy E. Denning and Peter J. Denning. Certification of programs for secure
information flow. Commun. ACM, 20(7):504-513, July 1977.

Robert P. Dilworth. A decomposition theorem for partially ordered sets. Annals
of Mathematics, pages 161-166, 1950.

Cynthia Dwork. Differential privacy. In Michele Bugliesi, Bart Preneel, Vladimiro
Sassone, and Ingo Wegener, editors, Automata, Languages and Programming,

pages 1-12, Berlin, Heidelberg, 2006. Springer Berlin Heidelberg.

Riccardo Focardi. Comparing two information flow security properties. In Com-
puter Security Foundations Workshop, 1996. Proceedings., 9th IEFE, pages 116—
122. IEEE, 1996.

Riccardo Focardi and Roberto Gorrieri. A classification of security properties

for process algebras. Journal of Computer security, 3(1):5-33, 1995.

Pawel Gawrychowski, Dalia Krieger, Narad Rampersad, and Jeffrey Shallit.
Finding the growth rate of a regular of [sic] context-free language in polyno-

mial time. In Developments in Language Theory, pages 339-358. Springer, 2008.

Thomas Gibson-Robinson, Philip Armstrong, Alexandre Boulgakov, and A.W.
Roscoe. FDR3—a modern refinement checker for CSP. In Tools and Algorithms
for the Construction and Analysis of Systems, pages 187-201. Springer, 2014.

Thomas Gibson-Robinson, Henri Hansen, A.W. Roscoe, and Xu Wang. Practical
partial order reduction for CSP. In NASA Formal Methods, pages 188-203.
Springer, 2015.

Seymour Ginsburg. The Mathematical Theory of Context Free Languages.
McGraw-Hill Book Company, 1966.

141



[30]

[31]

[32]

[34]

[35]

[41]

Seymour Ginsburg and Edwin H. Spanier. Bounded algol-like languages. Trans-
actions of the American Mathematical Society, 113(2):333-368, 1964.

Joseph A. Goguen and José Meseguer. Security policies and security models. In
1982 IEEE Symposium on Security and Privacy, pages 11-20. IEEE, 1982.

James W. Gray, III. Toward a mathematical foundation for information flow
security. J. Comput. Secur., 1(3-4):255-294, May 1992.

G. H. Hardy, J. E. Littlewood, and George Pélya. Inequalities. Cambridge

university press, 1952.

C.A.R. Hoare. Communicating Sequential Processes. Prentice-Hall, Inc., Upper
Saddle River, NJ, USA, 1985.

David Mestel (https://mathoverflow.net/users/69143/david). Estimating
the growth rate of nondeterministic finite automata. MathOverflow.

URL:https://mathoverflow.net/q/199797 (version: 2015-03-12).

D. Kleitman, M. Edelberg, and D. Lubell. Maximal sized antichains in partial
orders. Discrete Mathematics, 1(1):47 — 53, 1971.

Paul Kocher, Daniel Genkin, Daniel Gruss, Werner Haas, Mike Hamburg, Moritz
Lipp, Stefan Mangard, Thomas Prescher, Michael Schwarz, and Yuval Yarom.
Spectre attacks: Exploiting speculative execution. CoRR, abs/1801.01203, 2018.

Boris Kopf and David Basin. An information-theoretic model for adaptive side-
channel attacks. In Proceedings of the 14th ACM Conference on Computer and
Communications Security, CCS '07, pages 286—296, New York, NY, USA, 2007.
ACM.

Dalia Krieger, Narad Rampersad, and Jeffrey Shallit. Finding the growth rate
of a regular language in polynomial time. CoRR, abs/0711.4990, 2007.

Leslie Lamport. What good is temporal logic? In R. E. A. Mason, editor, Infor-
mation Processing 83: Proceedings of the IFIP 9th World Congress, September
1983.

Moritz Lipp, Michael Schwarz, Daniel Gruss, Thomas Prescher, Werner Haas,
Stefan Mangard, Paul Kocher, Daniel Genkin, Yuval Yarom, and Mike Hamburg.
Meltdown. CoRR, abs/1801.01207, 2018.

142



[42]

[43]

[44]

[47]

[48]

[49]

Gavin Lowe. Quantifying information flow. In Proceedings of the 15th IEEE
Workshop on Computer Security Foundations, CSFW ’02, pages 18-31, Wash-
ington, DC, USA, 2002. IEEE Computer Society.

Gavin Lowe. On information flow and refinement-closure. In Proceedings of the
Workshop on Issues in the Theory of Security (WITS07), 2007.

George H. Mealy. A method for synthesizing sequential circuits. Bell Labs
Technical Journal, 34(5):1045-1079, 1955.

David Mestel. On the widths of regular and context free languages, with an
application to information flow. CoRR, abs/1709.08696, 2017.

David Mestel and A.W. Roscoe. Reducing complex csp models to traces via
priority. Electronic Notes in Theoretical Computer Science, 325:237 — 252, 2016.
The Thirty-second Conference on the Mathematical Foundations of Program-
ming Semantics (MFPS XXXII).

Robin Milner. A Calculus of Communicating Systems. Springer-Verlag New
York, Inc., Secaucus, NJ, USA, 1982.

Robin Milner, Joachim Parrow, and David Walker. A calculus of mobile pro-
cesses, 1. Information and Computation, 100(1):1-40, 1992.

Ira S. Moskowitz, Richard E. Newman, Daniel P. Crepeau, and Allen R. Miller.
Covert channels and anonymizing networks. In Proceedings of the 2003 ACM
Workshop on Privacy in the Electronic Society, WPES ’03, pages 79-88, New
York, NY, USA, 2003. ACM.

G. W. Peck. Maximum antichains of rectangular arrays. Journal of Combinato-
rial Theory, Series A, 27(3):397-400, 1979.

lain Phillips. Refusal testing. Theoretical Computer Science, 50(3):241-284,
1987.

A. W. Roscoe. The Theory and Practice of Concurrency. Prentice Hall PTR,
Upper Saddle River, NJ, USA, 1997.

A.W. Roscoe. Revivals, stuckness and the hierarchy of CSP models. The Journal
of Logic and Algebraic Programming, 78(3):163-190, 2009.

143



[54]

[55]

[56]

[58]

[59]

[61]

[62]

[63]

[64]

A.W. Roscoe. Understanding Concurrent Systems. Texts in Computer Science.

Springer, 2010.

A.W. Roscoe. The expressiveness of CSP with priority. In Proceedings of MFPS
2015, 2015.

A.W. Roscoe and Naiem Dathi. The pursuit of deadlock freedom. Information
and Computation, 75(3):289 — 327, 1987.

A.W. Roscoe and Philippa J. Hopcroft. Slow abstraction via priority. In Zhiming
Liu, Jim Woodcock, and Huibiao Zhu, editors, Theories of Programming and
Formal Methods, pages 326—345. Springer-Verlag, Berlin, Heidelberg, 2013.

A W. Roscoe, J.C.P. Woodcock, and L. Wulf. Non-interference through deter-
minism. In Computer Security—FESORICS 94, pages 31-53. Springer, 1994.

P. Y. A. Ryan, J. McLean, J. Millen, and V. Gligor. Non-interference, who needs
it? In Proceedings. 14th IEEE Computer Security Foundations Workshop, 2001.,
pages 237-238, 2001.

P. Y. A. Ryan and S. A. Schneider. Process algebra and non-interference. In
Proceedings of the 12th IEEE Computer Security Foundations Workshop, pages
214-227, 1999.

J. Shallit. A Second Course in Formal Languages and Automata Theory. Cam-
bridge University Press, 2009.

C. E. Shannon. A mathematical theory of communication. The Bell System
Technical Journal, 27(3):379-423, July 1948.

Geoffrey Smith. On the foundations of quantitative information flow. In Pro-
ceedings of the 12th International Conference on Foundations of Software Science
and Computational Structures: Held As Part of the Joint European Conferences
on Theory and Practice of Software, ETAPS 2009, FOSSACS 09, pages 288-302,
Berlin, Heidelberg, 2009. Springer-Verlag.

Emanuel Sperner. Ein satz tiber untermengen einer endlichen menge. Mathema-
tische Zeitschrift, 27(1):544-548, 1928.

144



[65]

Ron van der Meyden and Chenyi Zhang. Algorithmic verification of noninterfer-
ence properties. FElectronic Notes in Theoretical Computer Science, 168:61 — 75,
2007. Proceedings of the Second International Workshop on Views on Designing
Complex Architectures (VODCA 2006).

Ron van der Meyden and Chenyi Zhang. A comparison of semantic models for
noninterference. Theoretical Computer Science, 411(47):4123 — 4147, 2010.

Andreas Weber and Helmut Seidl. On the degree of ambiguity of finite automata.
Theor. Comput. Sci., 88(2):325-349, October 1991.

Douglas B. West. Extremal problems in partially ordered sets. In Ivan Rival,
editor, Ordered Sets: Proceedings of the NATO Advanced Study Institute held
at Banff, Canada, August 28 to September 12, 1981, pages 473-521. Springer
Netherlands, Dordrecht, 1982.

145



