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Abstract

Modern supply chains security solutions need to also solve transport security. Greenhouse gas emis-
sions (GHG) have a direct influence on the structure and behaviour of supply chains. The more
complex the supply chains, the more critical these two dimensions become. This paper introduces a
mathematical model for computing the risk associated with Greenhouse emissions, within the supply
chain network context. The supply model chosen is a two-stage supply chain network, called the Se-
cure & Green Supply Chain Network (SGSCN). In the SGSCN a Manufacturer is directly connected

to several Distribution Centers (DC), each of them connected to one or more Customers, (C). The
objective of Secure & Green Supply Chain Networks is to minimise transportation costs whilst also
maintaining a specified overall security level, including a specified GHG level. The applicability of

the proposed model for several supply chain configurations and scenarios is illustrated and discussed.

1 Introduction

Global warming, earthquakes, floods and other natural disasters, and market uncer-
tainties, computer attacks or other human-related threats represent significant nega-
tive influences and disruptions of various key dimensions of modern world, including
the structure and behaviour of a wide range of Supply Chain Networks (SCN) [15].
A ”secure freight system” should be created between supply chain partners, as Lee et
al. [25] propose.
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Network problems, in general, and transportation problems, in particular, are com-
plex combinatorial optimization problems [1]. The complexity of SCN increases ex-
ponentially as the number of stages and constraints increases. The main objective of
a supply chain is to satisfy the customers, in terms of delivering the right product, at
the right time and of the right quality, with a minimum overall cost. These constraints
are difficult to manage, as there are a large number of variables, and in addition most
supply chains are affected by uncertainty and additional interdependent constraints.

Supply chain security threats could include internal factors, such as product design,
manufacturing and poorly managed work-in-progress inventories [29, 30], and external
factors, such as natural disasters or direct threats.

Ledwoch et al. used an agent-based model to investigate the effectiveness of risk
management in specific topology complex supply networks [5]. The techniques they
considered include inventory mitigation and contingent rerouting. Their results show
that scale-free supply networks are more resilient, as they incur lower costs and need
less inventory to recover from random disruptions than random networks. Contingent
rerouting is only effective when sufficient alternative suppliers exist.

Qazi et al. considered the interdependence between supply chain risks and the man-
ageability of risk mitigation strategies [6]. They proposed a Bayesian Belief Network-
based method of prioritising strategies using three criteria: cost, effectiveness and
manageability.

Aqlan & Lam proposed an approach based on Bow-Tie analysis and optimisation
techniques to quantify and mitigate interdependent supply chain risks, under budget
constraints [7].

Ivanov et al. performed an extensive literature review on disruption recovery in
supply chains [9]. Disruption recovery is specified as the optimisation of the supply
chain configuration, for given demand, supply and transportation levels, such as to
minimise costs, whilst guaranteeing a given service level. They have identified and
classified the state-of-the-art research using a matrix ’methods-contingency plans’.

Lee used a case study approach [25] to show that identification and measurement
of both direct and indirect carbon footprint are critical for mitigating supply chain
risks, and therefore need to be integrated into supply chain management.

The current work includes in particular Greenhouse gas emissions as a risk factor. In
particular, Fixed-charge transportation problems [3, 4] are complex network problems
that include distribution and transportation problems. This paper considers a two
stage fixed-charge transportation problem with two supply chains: from Manufacturer
to Distribution Centers, and from Distribution Centers to Customers.

Mainly heuristics-based algorithms are used to solve complex problems [4, 10, 12,
13], due to their computational efficiency when searching for feasible solutions. Hybrid
algorithms could often give additional stability and confidence of a problems’ solution
[14].

The current work introduces a theoretic mathematical model of the new Secure
& Green Supply Chain Network (SGSCN) problem. The problem is an extension
of the Secure Supply Chain Network (SSCN) problem presented in [33]. In other
previous works [22, 21] several heuristic-based approaches are presented. In [23]
the Greenhouse gas emissions are also included in the two-stage supply chain with a
fixed-cost problem.
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The remainder of this paper is structured as follows. Section 2 describes the fixed-
charged transportation SSCN problem including definitions, notations and the math-
ematical model. Section 3 presents the new security and greenhouse gas emission
constraint model. Several numerical experiments are included in Section 4, followed
by discussions of the benefits and limitations of the proposed model. The last section
summarises the paper and discusses future work directions.

2 The Secure & Green Supply Chain Network (SGSCN) for
a fixed-charged transportation problem

This section includes the problem formulation and the mathematical model based on
the Secure Supply Chain Network for a fixed-charged transportation problem from [33]
and on Greenhouse gas emissions approach from [23].

2.1 SGSCN problem formulation

In the Secure & Green Supply Chain Network (SGSCN) model there are two supply
chains: the first one is the network from the main Manufacturer to a given set of
Distribution Centers (DCs); the second supply chain is from Distribution centers to
a given set of Customers (C). As an ideal theoretical problem, this model considers
a Manufacturer with no capacity limitation in production. We also assume that each
Distribution Center has sufficient space to store the products such as to satisfy the
demands of all its customers [11]. This problem does not include time constraints.
Figure 1 illustrates a schematic representation of the two-stage Secure & Green Supply
Chain Network (SGSCN).

Fig. 1: An example of the two-stage Secure & Green Supply Chain Network (SGSCN);
it consist of an ideal case with an infinite capacity Manufacturer, m Distribution Cen-
ters (DCs) with infinite capacities, and with security and Greenhouse Gas Emission
constraints.

We assume fixed-costs; these costs include transportation costs from both Manu-
facturer to Distribution Centers and furthermore from DCs to customers; the total
cost also includes the opening cost of the Distribution Centers.
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Figure 1 also illustrates the fact that each supply chain has a security risk coefficient.
The security constraint SC is a pair of security demand and security rank values,
denoted SC = {sd, sr} as in [33]. The SGSCN problem’s objective is finding a
solution which satisfies all the customers, i.e. optimizing the overall supply chain
cost whilst keeping the entire supply chain flow secure. The security probability
captures the fact that a higher Greenhouse gas Emissions factor should correspond
to a higher security risk.

2.2 Mathematical formulation of SGSCN

The mathematical model of the fixed-charged transportation problem with secu-
rity and greenhouse gas emissions constraints is based on the SSCN mathematical
model [33]. There are m Distributions Centers and n Customers. The other nota-
tions are included in Table 1.

Symbol Description

Supply Chain Network parameters
fi opening cost for Distribution Center DCi

fij fixed transportation cost from Distribution Center DCi to Customer Cj

ci transportation cost from Manufacturer M to Distribution Center DCi

cij transportation cost from Distribution Center DCi to Customer Cj

xij demand of Customer Cj supplied by Distribution Center DCi

xi quantity of the Manufacturer M supplied to a Distribution Center DCi

yi binary variable (1/0); it has value 1 if DCi is opened as potential location
ai capacity of Distribution Center DCi

dj demands of Customer Cj

Zfc total fixed costs
Ztc total cost of transportation
Z total cost includingZfc and Ztc costs
Security parameters

sd the security demand of an operation
sr the security risk of a unit in an activity
Greenhouse Gas Emission parameters

αi GHG factor of a potential distribution center i ∈ {1, ...,m}
in tons per CO2e (dioxide carbon equivalent) per unit demand

βij GHG factor per unit demand and per unit distance between a potential
distribution center i ∈ {1, ...,m} and a customer j ∈ {1, ..., n}
in tons per CO2e.

GHG Greenhouse gas emissions
GHGLimit Greenhouse gas emissions limits

Table 1: The description of the Secure & Green Supply Chain Network (SGSCN)
for a fixed-charged transportation problem.

• Fixed Cost. Table 1 includes both considered fixed costs for the two-stages
supply chain: fi represents the opening cost for Distribution Center DCi, and fij

the fixed transportation cost from DCi to Customer j.
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• Transportation Cost. Table 1 also includes the transportation cost per unit
from both stages of the network: ci from Manufacturer to Distribution Center i,
and cij from DCi to Customer Cj .

• Total Cost. As it is already mentioned in Table 1, the overall cost, Z, includes
both fixed Zfc and transportation costs, Ztc.

• Objective problem.The objective of the problem is to minimize the Z cost value
when security constraints, including GHG, are satisfied.

• Greenhouse Gas Emissions. In [31] the Greenhouse Gas (GHG) emissions
are determined by operation facilities and transportation activities used to fulfill
demands. GHG emissions are proportional both with customers’ demands and
distance to travel. [32] introduced a model that captures the GHG emissions in
a supply chain.

• Main objective is minimizing the function Z based on Eq. 2.1-2.2.

Z = Zfc + Ztc (2.1)

Ztc =

m
∑

i=1

cixi +

m
∑

i=1

n
∑

j=1

cijxij , Zfc =

m
∑

i=1

fi yi +

m
∑

i=1

n
∑

j=1

fijyij , (2.2)

• Equation (2.3) includes constraints for the quantities to be transported.

xij ≥ 0, ∀i = 1, . . . m, ∀j = 1, . . . n, xi ≤ ai, ∀i = 1, . . . m, (2.3)

where

yi =

{

1,
∑n

j=1
xij ≥ 0

0,
∑n

j=1
xij = 0

,∀i = 1 . . . m, yij =

{

1, xij ≥ 0, ∀i = 1 . . . m,

0, xij = 0, ∀j = 1 . . . n.

(2.4)

• The opened Distribution Centers are influenced by the risk probability (P (risk))
influenced by the security requirements: security demand, sd, and security rank,
sr.

P (risk) =















0, sd − sr ≤ 0

1 − e−
1

2
sd−sr, 0 < sd − sr ≤ 1

1 − e−
3

2
sd−sr, 1 < sd − sr ≤ 2

1, 2 < sd − sr ≤ 5

(2.5)

• The factors affecting the risk probability also include the Greenhouse Gas emis-
sions: the constraint GHG ≤ GHGLimit is used to limit GHG emissions (Eq. 2.6).
The formulation is related to the facility location problem [31].

GHG(value) =
m

∑

i=1

αiaiyi +
m

∑

i=1

βiaiciyi +
m

∑

i=1

n
∑

j=1

αidjxij +
m

∑

i=1

n
∑

j=1

βidjcijxij .

(2.6)
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3 Novelty: Security Constraint Model with Greenhouse Gas
Emissions

The security constraint model proposed at first in [33] was inspired by the security
constraint model for data-intensive jobs running on distributed computing environ-
ments [16, 18, 19].

The current work makes a step forward, as it includes the Greenhouse Gas Emissions
factor in the probability risk.

In the specific case of the supply chain network a distribution is assigned to an
available Distribution Center based on the sd ≤ sr constraint. In this specific two-
stage supply chain we consider both the Manufacturer and Distribution Centers as
units with potential risk.

• Security Modes. The general security mode is the γ-risky mode. It includes a
probability measure of risk. The mathematical formulation includes the secure

(γ = 0) and risky (γ = 1) modes for particular values of γ. The centers are
included in the supply chain flow based on the highest γ-risk. Further details are
in [33].

• Scale of Security for Supply Chain Networks Based on the Song et al. [17],
[33] introduced the scale of security levels for supply chain networks. The security
levels scale a use qualitative/fuzzy scale with five scales: very high (5), high (4),
medium (3), low (2), very low (1), described as follows.
– For sd − sr > 0: in the security constraint model, the risk must be less than

fifty percent when a distribution is assigned to a center with failure risk.
– For 1 < sd − sr ≤ 2: the distribution should be made before deadline [20] if

time is included as a supplementary constraint on the Two-stage Supply Chain
network.

– Novel contribution: When GHG > GHGLimit (i.e. the Greenhouse Gas
emissions of transportation units are not in the required limits), the security
risk will be increased and considered the maximal risk type.

• Risk Probability The risk probability of the security constraint model uses
Eq. (2.5).

Including GHG factor in sr security risk: The security rank, sr, will be
modified based on the GHG value as follows in Eq. 3.1.

sr = sr − λ · GHG, (3.1)

where λ is a coefficient chosen such that sr−sd ≤ 5 when computing the probabil-
ity risk (Eq. 2.5). In extreme cases when P (risk) > 5 then P (risk) is considered
the maximal value 5.

4 Solving proposal for SGSCN

The current section is based on the efficient reverse distribution system for
solving the sustainable supply chain [23]. It uses the Nearest Neighbor technique to
solve the two-stage supply chain problem. The technique is applied to minimize the
transportation cost in the two-stage supply chain network with security constraints
on Distribution Centers.
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Security level Mathematical Risk description

description

High sd − sr ≤ 0 The supply chain network is secure.
Medium 0 < sd − sr ≤ 1 Distribution is possible through

the considered center.
Low 1 < sd − sr ≤ 2 The distribution will be delayed

from the considered center.
Very Low 2 < sd − sr ≤ 5 The distribution

is not feasible from the considered center.

Table 2. Scale of Security representation based on [17, 33] in a supply chain.

The reverse perspective identifies the most promising and secure list (L) of Distri-
bution Centers to optimize the transportation costs based on the fixed-charge trans-
portation constraints. The second supply chain uses the reverse perspective from
Customers to the identified list (L) of Distribution Centers influenced by quantities
and security risks. Figure 2 illustrate the functions of the Nearest Neighbor for the
first and second supply chains: from the Manufacturer to the secured Distribution
Centers, and from a customer to the secure Distribution Centers.

Numerical experiments and discussions based on the influence of Greenhouse Gas
Emissions on the probability risk follow. Different threats could act on either or
both supply chains within the supply chain network. Some of these threats could
be controllable, as in [15], via spare manufacturing capacity and/or transportation
links, if contingency plans are in place. Similar approaches could be used to limit
Greenhouse Gas Emissions, in order to reduce the security risks.

5 Numerical experiments and Analysis

This section includes several experiments for solving the sustainable supply chain
network design problem, on a set of randomly generated configurations, as in [26],
and as described in Table 3.

5.1 Numerical experiments

We consider six supply chain configurations, and each dimension has five different
data sets. The ranges vary from 10 to 50 DCs, and from 10 to 100 customers.

Numerical experiments were conducted on an AMD 2600, 1.15 GHz and 1024MB
RAM. Table 3 includes the data required for the SGSCN problem: the number of
distribution centers m, the number of customers n, the total supply, the total demand,
the variable costs, the fixed costs and the opening costs. Greenhouse gas emissions
and GHG limitation for each test case are also included.

Table 4 provides results of Nearest Neighbor algorithm. sr′ denotes the modified
security risk factor when Greenhouse Gas emissions values are considered, as specified
in Eq. 3.1.
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Fig. 2: The Nearest Neighbor algorithm for the first supply chain, from the Manu-
facturer to the secured Distribution Centers (Left) and for the second supply chain,
from a customer to the secured Distribution Centers from the selected list(right).

Table 3: Test problem characteristics including the Lower (Low) and Upper (Up)
Limitations.

Problem Total Total Variable Fixed Opening GHG
size costs costs costs

m × n supply demand Low Up Low Up Low Up Up

10 × 10 30000 10000 3 8 50 200 150 600 2000
10 × 20 45000 15000 3 8 100 400 300 1200 3000
15 × 15 45000 15000 3 8 200 800 600 2400 4000
10 × 30 45000 15000 3 8 400 1600 1200 4800 4000
50 × 50 150000 50000 3 8 400 1600 1200 4800 6000
30 × 100 90000 30000 3 8 400 1600 1200 4800 15000

5.2 Results analysis and Discussion

The results in Table 4 are discussed next. We will first consider the cases where the
GHG does not influence the final risk probability.

• High Security Level: risk probability P(risk)=0 for 10x10.1, 10x10.5, 10x20.4,
10x30.5, 15x15.2, 50x50.3 and 30x100.5 cases.

• Low Security Level for 10x10.2, 10x20.3, 10x30.2, 15x15.4 and 50x50.2 cases.

• Very Low Security Level with the risk probability 1 for the majority of Table
2 cases: 10x10.3, 10x10.4, 10x20.1, 10x20.5, 10x30.1, 10x30.4, 15x15.1, 15x15.3,
50x50.1, 50x50.4, 30x100.1 and 30x100.2.
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Table 4: Security risk values related to the Greenhouse Gas Emissions when com-
pared with the initial corresponding values.

Problem Id GHG sr sr’ sd P(risk) P(risk1)

1 449.21 9 8.91016 7 0 0
2 740.16 6 5.85197 7 0.39347 0.91313

10x10 3 790.31 3 2.84194 7 1 1
4 1064.50 4 3.78710 7 1 1
5 1031.00 11 10.79380 7 0 0
1 1134.96 5 4.77301 8 1 1
2 1136.36 6 5.77273 8 0.95021 1

10x20 3 1132.32 7 6.77354 8 0.39347 0.84113
4 1599.00 9 8.68020 8 0 0
5 1247.00 4 3.75060 8 1 1
1 1744.92 5 4.65102 9 1 1
2 1556.24 8 7.68876 9 0.39347 0.86011

10x30 3 1618.44 7 6.67631 9 0.95021 1
4 2523.00 6 5.49540 9 1 1
5 2996.00 11 10.40080 9 0 0
1 759.56 7 6.84809 10 1 1
2 833.32 11 10.83334 10 0 0

15x15 3 793.04 6 5.84140 10 1 1
4 1413.00 9 8.71740 10 0.39347 0.85396
5 1346.00 8 7.73080 10 0.95021 1
1 2864.44 6 5.42711 10 1 1
2 3196.56 9 8.36069 10 0.39347 0.91448

50x50 3 3440.40 10 9.31192 10 0 0
4 4516.00 7 6.09680 10 1 1
5 4752.50 8 7.04950 10 0.95021 1
1 6964.36 7 5.60713 10 1 1
2 6534.88 8 6.69302 11 1 1

30x100 3 7114.52 10 8.57710 11 0.39347 1
4 8833.50 9 7.23330 11 0.95021 1
5 9527.50 11 9.09450 11 0 0

Based on Table 4, the distribution will be possible only on centers where the security
risk is on High security level.

We now consider the cases where the GHG influences the final risk probability.

• Decreasing Security Levels: From Low Security Level to Very Low Secu-

rity Level for 10x20.2; 10x30.3; 15x15.5; 50x50.5; 30x100.3 and 30x100.4 cases.

These results are based on Table 4 for the initial GHG Limits considered (10x10,
2000), (10x20,3000), (10x30, 4000), (15x15, 4000), (50x50, 6000) and (30x100, 15000),
as in Table 3.
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Fig. 3: Risk comparison between risk probabilities with (P(risk)’) and without
(P(risk)) considering explicitly Greenhouse Gas emissions. The second graph is for
the case study with modified GHG Limits on 10x10, 10x30 and 30x100 considered
cases.
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5.3 Case Study

The GHG Limit directly influences the Security level. Furthermore we consider the
case when just the GHG value would directly influence the risk security level

- this would occur when the GHG value is higher than the GHGLimit, and thus the
security level will be directly Very Low Security Level, with the risk probability
P(risk)=1.

If, for example, the GHG Limits considered are modified for (10x10, 1000), (10x30,
2000) and (30x100, 9000), there will be also a change of the security levels:

• Decreasing Security Levels: From High Security Level to Very Low Secu-

rity Level, therefore risk probability P(risk)=1, for 10x10.5, 10x30.5 and 30x100.5
when the GHGLimit is modified and GHG < GHGLimit.

• Stagnation of Security Level: There will be a stagnation within the same
security level, for 10x10.4 and 10x30.4, when the GHGLimit is modified.

Figure 3 illustrates comparatively the considered case studies. The impact of chang-
ing the GHGLimit on the 10x10.5, 10x30.5 and 30x100.5 cases is clearly illustrated.
The High Security Level case of the SGSCN with fixed costs problem could be con-
sidered as the initial two-stage Supply chain problem without any secure constraints.

6 Conclusions and Further work

6.1 Conclusions

The security of supply chains is crucial, and it is therefore widely research by acad-
emics and governmental research institutions. The effective and efficient performance
of supply chain networks could be disrupted by natural and human-based factors.
This paper has extended the supply chain security parameters to simultaneously con-
sider fixed costs, transportation costs, and greenhouse gas emissions. Several case
studies that capture the impact of Greenhouse Gas emissions on the probability risk
are designed, illustrated, and discussed. Discussions of the experiment results for a
range of security levels are presented; specific cases where the GHG does not influence
the final risk probability, and cases where GHG directly influences the risk security
level, respectively, were considered. The analysis of the results provides preliminary
insights that support the hypothesis that the GHG Limit could be a crucial factor in
the risk probability of supply chain networks. In the future the time constraints and
dynamism in the two-stage supply chain problem with security constraints could be
considered.

6.2 Further work

Future work will include time constraints and models of dynamism in the supply chain
problem with security constraints.

Time constraints could be included in either the first or the second supply chain or
in the two-stage supply chain problem. This extension will provide additional insights
into interdependencies between security and GHG constraints using a more realistic
supply chain model, and will allow further investigations into means of mitigating
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and managing these risks delete could lead to a risky supply chain if the flow is not
well organized.

Dynamism in the two-stage supply chain problem with security constraints could
consider the following.

• Due to the security constraints influenced by a GHG factor over the limit, some
distribution centers or customers could be blocked. In this case the transportation
flow will ignore the blocked nodes.

• Due to the additional security constraints distribution centers or customers may
refuse the distribution and as a result, the transport will have to be returned to
the source. In this case the overall transportation cost will increase.

Acknowledgments.The study was conducted under the auspices of the IEEE-CIS
Interdisciplinary Emergent Technologies TF.
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