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Apple/Google designed their contract tracing API in a 
decentralised and privacy preserving manner, meaning pub-
lic health authorities would not be able to build centralised 
databases of infection data. After facing difficulties devel-
oping effective contact tracing applications, the United 
Kingdom, Germany, and several other jurisdictions agreed 
to adopt Apple/Google’s approach (Sharon, 2020). Digital 
sovereignty was sacrificed – or rather shared – with the pri-
vate sector because the benefits of working within terms set 
by these companies were perceived to outweigh the costs. 
In France, restrictions on data collection and use were per-
ceived to be too constraining for the country’s health policy 
choices, leading them to reject Apple/Google’s model in 
favour of an autonomous application (Pizzul & Veneziano, 
2023).

The case of contact tracing applications is just one exam-
ple of the “fights for digital sovereignty” that are playing 
out across jurisdictions and sectors (Floridi, 2020). While 
inconsistency remains in how academics and policymak-
ers use the term “digital sovereignty”, including to whom it 
should be applied (Couture & Toupin, 2019; Hummel et al., 
2021; Roberts et al., 2021), most definitions are grounded 
in some idea of control over digital technologies (Falkner et 

Introduction

Following the outbreak of the Covid-19 pandemic in early 
2020, governments around the world looked to digital con-
tact tracing to curb the spread of the virus. Early efforts to 
develop mobile applications capable of tracking infections 
and informing individuals of close contacts faced difficul-
ties. Chief among them was platform fragmentation between 
mobile devices running on Google’s Android and Apple’s 
IOS which prevented effective interoperability, and plat-
form policies which stopped Bluetooth signals from being 
sent when a mobile application was closed (Tretter, 2022).

In May 2020, Apple and Google released an API that 
enabled effective interoperability between contact trac-
ing applications from public health authorities on IOS and 
Android devices, before subsequently enabling Bluetooth 
contact tracing in their underlying platforms. However, 
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al., 2022).1 Understood in these terms, governments, private 
sector actors, and citizen groups are variously cooperating 
and competing to assert control over technologies. Some of 
these partnerships are relatively transient, as turned out to 
be the case for contact tracing applications, while others are 
longer-lasting, like the US’s reliance on “Big Tech” com-
panies for cloud services that underpin the functioning of 
the state.

In this article, I argue that conceptualising digital sov-
ereignty solely in terms of control is normatively deficient. 
Put simply, this approach provides rich descriptive insights 
into the way actors are cooperating and competing for con-
trol over digital technologies, but it offers little for evaluat-
ing these actions against normative standards. In the case 
of contact tracing outlined above, descriptive approaches to 
digital sovereignty document the way in which states and 
Big Tech companies asserted control, but are agnostic with 
respect to the legitimacy of actors’ actions. This is detrimen-
tal for ensuring that digital technologies are controlled in a 
way that is societally beneficial. It is also misaligned with 
traditional definitions of sovereignty which centre on the 
authority (legitimate control) of sovereign actors (Philpott, 
2016).

In line traditional conceptions of sovereignty, I propose 
that digital sovereignty should be understood as a norma-
tive concept centred on the idea of authority. This normative 
approach foregrounds ethical evaluations of the legitimacy 
of actors’ actions in “fights” for digital sovereignty, with 
public consent a prerequisite for being considered a sov-
ereign actor. To make this argument, the remainder of the 
paper is structured as follows. Section 2 offers a brief map-
ping of debates conceptualising digital sovereignty. Sec-
tion 3 outlines the normative approach to digital sovereignty 
proposed in this article. Section 4 operationalises this nor-
mative approach by assessing the role that Big Tech com-
panies are playing in controlling artificial intelligence (AI), 
with a particular focus on whether they possess sufficient 
legitimacy to be considered sovereign actors.

Debates over digital sovereignty

Since the early 1990s, scholars and policymakers have 
evoked some variant of digital sovereignty, including cyber 
sovereignty, internet sovereignty, and information sover-
eignty, to conceptualise a notion of control over (certain) 
digital technologies (Falkner et al., 2022; Hummel et al., 
2021). However, beyond this, there has been disagreement 
as to how digital sovereignty and related terms should 

1   While some scholars use the term “authority” in respect to digi-
tal sovereignty, they often do so without maintaining its normative 
connotations.

be understood and delineated, and to whom the concepts 
should be applied (Couture & Toupin, 2019; Baezner & 
Robin, 2018). Here, digital sovereignty is understood as 
an umbrella term encompassing the various sub-variants 
mentioned above. Uses of the term digital sovereignty can 
generally be split into two overarching categories: deep but 
narrow and shallow but broad.

Deep but narrow conceptions are continuous with tra-
ditional international relations understandings of the term 
“sovereignty”. At its core, this entails grounding digital sov-
ereignty in the idea of a state’s supreme authority within and 
over a territory, as well as its resources and citizens (Kras-
ner, 2007; Morgenthau, 1948; Philpott, 2016). Conceptions 
of digital sovereignty that fall into this first category are 
“deep”, in the sense of being “deeply rooted” in traditional 
literature on sovereignty, but narrow because the nation 
state is perceived as the only “supreme” actor that can hold 
sovereignty.

Deep but narrow conceptions of digital sovereignty 
emerged in response to the new challenges and complexi-
ties introduced by digital technologies and the internet, with 
respect to a state’s supreme authority over its territory (Muel-
ler, 2019). By design, the internet facilitates the free flow of 
information and compresses time-space, making connectiv-
ity ubiquitous and communication instantaneous in a man-
ner that does not respect traditional state borders (though 
the internet of course relies on a considerable amount of 
physical infrastructure on land and undersea) (Ganz et al., 
2024). This connectivity challenges the authority of the 
state in several ways: national security is threatened by 
malicious foreign actors who can conduct cyber-attacks on 
a state without entering its territory (Meyer, 2020; Taddeo, 
2017); the free flow of data between borders limits a state’s 
ability to control the information reaching its citizenry, leav-
ing them subject to foreign influences and thus undermining 
control (Deibert et al., 2008); and state capacity to regulate 
economic activity is undermined on account of the difficulty 
of controlling companies located in different territories 
(Perritt, 1998).

Some deep but narrow scholarship focuses on applying 
the concept of sovereignty as it exists in international law 
to the digital. For instance, both the NATO-funded Tallinn 
Manual (2.0.) and the United Nations Group of Govern-
mental Experts on Advancing Responsible State Behaviour 
in Cyberspace concluded that some notion of sovereignty 
should be applied to cyberspace. However, neither defini-
tively concluded what this entails and what would constitute 
a violation of sovereignty (Schmitt, 2017; Henriksen, 2019). 
On account of these difficulties, and arguably the inad-
equacy of international law for dealing with challenges to 
sovereignty that the internet poses (Franzese, 2009), a more 
substantive literature has emerged focusing on how states 
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can unilaterally assert digital sovereignty. Some schol-
ars argue that states should build virtual borders to defend 
themselves from cyber threats (Demchak, 2016; Demchak 
& Dombrowski, 2014). Others consider how information 
flows can be controlled or data localised to protect citizens’ 
fundamental rights, to promote economic growth, or to cen-
sor content for authoritarian purposes (Basu et al., 2019; 
Fraser, 2016; Sargsyan, 2016; Savelyev, 2016). Many of 
these provisions are already being used by states globally, 
such as China’s use of the so-called “Great Firewall” which 
is designed to restrict citizens’ access to sensitive informa-
tion, and the EU’s data adequacy agreements which seek 
to ensure personal data is protected in foreign jurisdictions.

Deep but narrow scholarship captures the threats that 
digital technologies pose to state control, but it often fails 
to acknowledge the limitations of traditional conceptions of 
sovereignty in the digital age. There is acute difficulty con-
ceptualising digital sovereignty in state-centric terms when 
the threats to national security are increasingly coming from 
non-state actors (Timmers, 2019). And the threat to state 
sovereignty from non-state actors in the realm of cybercon-
flict only represents the tip of the iceberg.

International relations scholarship has traditionally 
stressed that the primary purpose of the state is in the realm 
of defence and that competition between states was chiefly 
over territory. However, technological developments and 
market forces have shifted the rationale of the state. Control 
over territory is no longer the most effective way to accumu-
late wealth, with affluence now dependent on market share 
(Strange, 1996). When read in line with the development of 
nuclear weapons, which drastically increase the stakes of 
war, the incentives for interstate war become less appeal-
ing. As a consequence, competition between states has pre-
dominantly shifted from kinetic warfare towards achieving 
market share within the global economy (Strange, 1995). 
Contemporary power is less about controlling territory 
and instead about command over the “nature, location and 
manner of production and distribution of goods” (Strange, 
1996, p. 45). States are by no means displaced wholesale by 
corporations as sovereign actors in this regard, but govern-
ments have a shrinking capacity to provide goods for their 
own populaces. Numerous public functions are now either 
outsourced or fully privatised, including prison administra-
tion, elements of policing, migration, and asylum (Acharya, 
2013).

In recent years, the dependency of governments on the 
private sector to provide public services can be especially 
seen in the growing role that large technology firms are 
playing. Through providing data-driven rather than sub-
ject-specific expertise, a small handful of companies are 
increasingly relied upon across many “spheres” of society 
(Sharon, 2020), including in the enforcement of statutory 

laws (Lazar, 2024). This produces a “profound rebalanc-
ing of power … privileging corporations with large-scale 
data power”, thus creating a cycle of dependency on them 
(Magalhães & Couldry, 2021, p.354). For conceptualising 
sovereignty in a way that is useful for the 21st century, it is 
essential to recognise that the rationale and capacities of the 
state itself have shifted.

Broad but shallow conceptions of digital sovereignty rec-
ognise the limitations of applying the term solely to the state 
and as such, seek to encompass a wider array of stakehold-
ers. This leaves the concepts broad but also shallow, insofar 
as they are weakly tied to traditional ideas of “sovereignty”. 
This is not to say that broad but shallow conceptions fail 
to engage with traditional literature on sovereignty; rather, 
this scholarship is shallow in the sense that it breaks from 
deeply established norms that are present in the state-centric 
view of sovereignty. This leaves fewer points of consensus 
among broad but shallow scholars, such as which actors 
should be regarded as sovereigns.

Private companies are most commonly presented as a 
new type of sovereign actor, as despite not holding anything 
close to de jure sovereignty over any territory, they nonethe-
less increasingly perform de facto several of the roles usually 
reserved for the state (Lehdonvirta, 2022). Some scholars 
also argue that citizens (Hummel et al., 2018), indigenous 
communities (Kukutai & Taylor, 2016), civil society groups 
(Haché, 2014), and cyberspace itself (Barlow, 1996) can 
or should be considered sovereign. However, the limited 
influence of these groups in controlling digital technologies 
means such arguments have gained less traction.

Applying the concept of digital sovereignty beyond the 
state is helpful and more reflective of the reality of contem-
porary sovereignty as something that is not just held by the 
state (Connolly, 2004). In line with this, a growing literature 
acknowledges the relational nature of digital sovereignty 
as something that is shared between various stakeholders 
who are asserting control over different aspects of the digital 
(Floridi, 2020; Tretter, 2022). Typically, there is no abso-
lute sovereign over a particular technology, with coopera-
tion and competition for control of different aspects instead 
simultaneously taking place “horizontally” between states 
and “vertically” between states and non-state actors (Brad-
ford, 2023).

Adopting a relational view of digital sovereignty is appro-
priate, but not without its problems. Most notably, efforts 
to expand the concept of digital sovereignty to include 
non-state actors raise questions over which of these actors 
possess legitimate authority. In traditional conceptions of 
sovereignty and by extension, deep but narrow understand-
ings of digital sovereignty, the state derives legitimacy from 
a social contract with citizens. Sovereign authority of the 
state is absolute, meaning the authority to control digital 
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including the ability to check and correct for any devia-
tion from such influence.” Control can be asserted through 
coercion, assent, seduction, co-optation, and so on (Agnew, 
2005).

To possess authority, control must be legitimate rather 
than just an assertion of coercive power. However, defining 
legitimacy in the context of digital technologies is difficult. 
There is a rich political philosophy literature that discusses 
the sources that legitimate a state’s authority, including 
descriptive accounts based on the acceptance of authority by 
a populus (C. Taylor, 1985) and normative accounts which 
establish a justification or benchmark for wielding politi-
cal power (Simmons, 1999). Yet, these debates have been 
developed to legitimise a state’s exclusive right to coercive 
force over citizens (Stone & Mittelstadt, 2024) rather than 
control over a specific digital technology. While the poten-
tial for technology companies to infringe on individual lib-
erties through their control of platforms and digital products 
is growing, it still pales in comparison to the powers wielded 
by the state, which can make demands on citizens like con-
scription (Taylor, 2021). Discussions of legitimacy in politi-
cal philosophy also focus on the state as the sole holder of 
this authority, which is of limited use for assessing whether 
efforts to control digital technologies by multiple different 
actors are legitimate. Thus, debates in political philosophy 
on sources of state legitimacy are instructive but cannot be 
directly applied.

Against this backdrop, legitimacy is understood in 
broader terms as the criteria that determine whether control 
over digital technologies is morally acceptable. For control 
to be legitimate, those impacted by digital technologies 
must provide consent (Raz, 1995),4 which can be mani-
fested in different ways (Beetham, 1991; Stoker, 1998). One 
source of consent is input into the decision-making process 
that underpins an institution or rule, for instance through 
democratic decision-making procedures or robust transpar-
ency and accountability mechanisms (Christiano, 1996). An 
alternative is the output or effectiveness of a rule or institu-
tion in effectively addressing public needs, such as through 
improving individual (Arneson, 2003) or collective (Well-
man, 1996) fundamental rights.

Unlike political philosophy literature which seeks a 
single answer to the question of what legitimises a state’s 
authority, no equivalent silver bullet is sought here. Tech-
nologies are controlled by different actors,  with the sources 
drawn on for the legitimation of authority varied, and the 

4   Consent accounts of legitimacy have been criticised as, in reality, 
citizens do not directly provide morally valid consent and proxies, 
like voting, are performed under coercion (Wellman, 1996). However, 
as mentioned above, the focus here is on consent to control certain 
aspects of the digital rather than to legitimise a state’s supreme right to 
use coercive force, with morally valid consent for the former far more 
achievable than the latter.

technologies “within” its territory is legitimised as one part 
of the wider social contract with citizens.2 When this idea of 
a state’s absolute authority is removed, who has the legiti-
macy to control digital technologies is less clear. Typically, 
broad but shallow conceptions of digital sovereignty have 
paid little attention to this normative question that emerges 
from expanding the concept and have instead focused solely 
on the descriptive question of who is asserting control over 
digital technologies.

A normative approach to digital sovereignty

A normative approach to digital sovereignty which estab-
lishes standards that any potential sovereign needs to meet 
to justify their control over digital technologies is prefer-
able to taking a descriptive approach focused solely on the 
control itself. Such an account foregrounds evaluating the 
actions of those who control the technologies and in doing 
so, practically supports the development of policy interven-
tions that leave digital technologies more closely aligned 
with citizens’ interests. Following a normative approach is 
also consistent with traditional conceptions of sovereignty, 
which include justification of a sovereign’s control over 
their territory, rather than merely describing it.

To develop a normative approach to digital sovereignty,3 
this article takes the commonly recognised features of sov-
ereignty – (i) authority, (ii) territoriality, and (iii) suprem-
acy (Philpott, 2016) – and adapts them for the realities of 
digital governance the 21st century. In doing so, this nor-
mative approach is designed to include a broader range of 
stakeholders as potential sovereigns, in line with a broad 
but shallow approach, while preserving the ethical consid-
erations present in deep but narrow conceptions of digital 
sovereignty.

The first feature, authority, is understood here continu-
ously with traditional definitions of sovereignty as legiti-
mate control (Philpott, 2016). Control is an integral element 
of sovereign authority, as it enables states or others agents 
to enact their sovereignty in practice (Krasner, 2001). With 
respect to control, I follow Floridi’s (2020, p. 371) defini-
tion of control as “the ability to influence something (e.g. 
its occurrence, creation, or destruction) and its dynamics 
(e.g. its behaviour, development, operations, interactions), 

2   This is not to say the state is considered infallible in a deep but 
narrow approach. The legitimacy of the state (i.e., rather than its legiti-
macy specifically in relation to digital technologies), how a state uses 
technology (i.e., rather than its authority to control them), and the 
degree to which citizens are obligated to accept a state’s uses could 
be questioned.
3   Note, the normative definition of digital sovereignty developed in 
this article builds on previous work from Floridi (2020) and Roberts 
et al. (2021).
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In place of territory, the concept of digital sovereignty 
is concerned with digital technologies and the spaces they 
occupy. Here, digital technologies can be understood in 
line with Sheikh’s (2022) “stack” of layers that computa-
tion depends on at a planetary scale. This includes the 
resource layer (e.g., rare minerals), the chips layer (e.g., 
semiconductors), the network layer (e.g., telecommunica-
tions infrastructure), the cloud layer (e.g., computation), 
the intelligence layer (e.g., AI algorithms), the applications 
layer (e.g., the mobile apps), and the connected device layer 
(e.g., a mobile phone). This encompassing understanding 
of digital sovereignty is inclusive of the central materials, 
hardware, and software, that make up common digital tech-
nologies. Some aspects of this stack, like territorially-bound 
datacentres, lend themselves more to state governance than, 
for instance, rules for platform governance which is less ter-
ritorially bounded (Roberts et al., 2021).

Considering the final feature, supremacy, the state has 
traditionally been conceptualised as holding absolute 
authority over their territory. If understood in constitutional 
terms (i.e., the legal recognition of a state), then supreme 
sovereignty is still held by the state. This is because suprem-
acy in these terms is a binary: a state is either recognised as 
a sovereign entity by its citizenry and other states or it is 
not (James, 1999). However, this constitutional understand-
ing of sovereignty is not useful for assessing where states 
are being challenged by other entities asserting control or 
authority over digital technologies. Accordingly, supremacy 
here is assessed in terms of the “scope of matters over which 
the holder of authority is sovereign” (Philpott, 2016). When 
understood in this way, there have always been compet-
ing sources of authority for a state (e.g., the Church), but 
these institutions were largely overshadowed. However, the 
structure of the digital as complex globalised networks that 
transcend state borders leaves the idea of state supremacy 
over digital technologies largely redundant, particularly in 
smaller states with less developed governance capacities. In 
line with this, states are conceptualised as the primus inter 
pares because of their continued centrality to the organisa-
tion of contemporary life, but importantly, not the only digi-
tal sovereign (Roberts et al., 2021).

Thus, when speaking of digital sovereignty here, it is 
not in reference to a state’s claim of supreme authority over 
digital technologies within a territory; something that is 
analytically redundant considering the realities of the 21st 
century. Instead, it is an umbrella term encompassing the 
competition and cooperation taking place to assert legiti-
mate control over the stack of digital layers that underpin 
computation on a planetary scale. These “fights” for digi-
tal sovereignty are not necessarily territorially bounded and 
differ in their character based on the specific technologies 
and actors partaking. Unlike definitions which simply focus 

appropriateness of justifications determined by the spe-
cific context (Walzer, 2008). Democratic states may point 
to democratic input and electoral promises related to tech-
nology as a source of input legitimacy, while authoritarian 
regimes like China and “rentier” Gulf states could premise 
their legitimacy to control technologies on wider social con-
tracts that are underpinned by output performance and posi-
tive rights (Angle, 2002; Beblawi, 1987). In the same vein, 
private actors may point to their governance of technologies 
producing societally beneficial outputs through enhancing 
freedom of speech (e.g., through social media platforms) 
and economic rights (e.g., through remote work). Each of 
these sources of legitimacy will have drawbacks and poten-
tial criticisms. For example, introducing a democratic pro-
cedure specifically for governing a digital technology may 
contribute to justifying control as legitimate, but it may also 
come with efficiency costs or sub-optimal outcomes (Him-
melreich, 2023). Meanwhile, relying on output as a source 
of legitimacy is controversial on account of the difficulty 
of measuring output legitimacy and scope for manipulation 
(Piattoni, 2010), as well as questions over whether capabil-
ity to effectively manage justifies control (Stone & Mittel-
stadt, 2024).5 The idea of legitimacy presented here is meant 
to serve as a discursive framework for comparing claims in 
different contexts, rather than offering an overarching for-
mula that can be applied for identifying a single legitimate 
actor in every context. Accordingly, such drawbacks are not 
an inherent weakness; instead, they are simply factors to be 
considered when assessing competing claims of legitimate 
control.

Second, considering territoriality, traditional concepts of 
sovereignty tie a state’s authority to a specific territory. This 
is because territory provides states with a functional space 
in which they can assert legitimate control (Storey, 2017). 
Until recently, this was intuitive as the provision of public 
goods had a built-in “territorial bias”, but with globalisation 
and the shifting rationale of the state, authority is increas-
ingly tied to other types of space. In particular, authority is 
functioning in networks (Agnew, 2005), like the internet, 
where state and non-state actors variously hold authority 
over different parts of this network (Pohle & Thiel, 2020). 
The nature of this network, which cuts through territorial 
boundaries, means states cannot meaningfully assert ulti-
mate legitimate control (Roberts et al., 2021). While this 
reformulation of territorial authority may seem radical, 
there have historically been many types of polities where 
authority is not tied to strict territorial boundaries (e.g., 
hunter-gather tribes, seaborne empires) (Agnew, 2005).

5   Most arguments based on output being insufficient sources of legiti-
macy are in reference to the state’s absolute authority to use coercive 
force and as noted above, the focus here is on a lower threshold of 
coercion.
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exacerbated by the emergence of new “foundation models”; 
systems which are trained on broad data and are designed to 
be integrated into various downstream applications (Bom-
masani et al., 2022). As just one example, a purported 92% 
of Fortune 500 companies are using OpenAI’s7 products 
(Murgia & Hammond, 2024). This is not to say that Big 
Tech are the only companies developing AI, with other 
organisations also developing task-specific systems; none-
theless, Big Tech maintain an outsized influence over these 
technologies.

Developing AI products gives Big Tech companies sig-
nificant control over access to cutting-edge technologies, as 
well as over many aspects of rulemaking related to these 
systems, including for highly value-laden decisions, such as 
what constitutes a “fair” outcome from a classification AI 
system or “hate speech” from a large language model out-
put (Lazar, 2024). This concentration of power, combined 
with these companies’ influence across sectors and jurisdic-
tions, means any governance decisions made will have an 
amplified influence (Lazar, 2024; Taylor, 2021). Part of the 
reason Big Tech companies have been left with this gov-
ernance responsibility can be explained by the complexity 
of cutting-edge systems and the opacity of business models 
which often leaves regulators ill-equipped to develop spe-
cific rules for AI (Aitken et al., 2022). Another element is 
the huge sums Big Tech spends lobbying governments to 
avoid regulatory oversight, with over €113  million spent 
lobbying the European Union in 2023 (Jones, 2023).

If sovereignty is understood in descriptive terms as con-
trol over these technologies, then it is reasonable to con-
clude that Big Tech companies are playing a sovereign role. 
However, when the normative criterion of legitimacy is 
considered, the status of Big Tech as sovereigns becomes 
more ambiguous. States typically possess some degree of 
input and/or output legitimacy from their social contracts 
with citizens, which encompasses control over digital tech-
nologies (Schmidt, 2020). Big Tech companies do not have 
an equivalent social contract with citizens from which to 
derive their legitimacy, giving rise to what could be called a 
“legitimacy gap” unless public consent is provided through 
other means. Without this consent, AI could be controlled in 
a way that is misaligned with citizens’ interests, leading to 
the potential erosion of rights, increasing inequalities, and 
so on. To determine whether Big Tech companies can be 
considered sovereign actors over AI, it is necessary to assess 
the degree to which they possess input and output legiti-
macy regarding these technologies.

In terms of input, efforts to ensure decision-making over 
how these technologies are controlled is inclusive have 
been limited. Those deciding how AI should be designed, 

7   While companies like OpenAI and Anthropic are newer players, 
they rely on partnerships with, and funding from, traditional Big Tech.

on control, the approach taken here is inherently normative 
as while some actors may assert coercive control over spe-
cific technologies, if there is not a high degree of legitimacy, 
then they cannot reasonably be said to possess or share 
digital sovereignty over that technology. They can only be 
described as quasi-sovereigns.

Big tech as sovereign actors over AI

To operationalise this normative approach to digital sov-
ereignty, this section will consider the case study of “Big 
Tech” companies – such as Amazon, Apple, Meta, Google, 
and, Microsoft –as potential sovereign actors over artifi-
cial intelligence (AI).6 Big Tech Companies are focused on 
because of their significant influence through providing cru-
cial infrastructure that governments, citizens, and other pri-
vate actors depend on (Rahman, 2018). No one feature has 
led to the success of these platforms. A new logic of “colo-
nialist” accumulation based on data collection and profiling 
has facilitated a highly profitable business model based on 
the commodification of individuals’ data (Couldry & Mejias, 
2019; Zuboff, 2019). A networked market structure com-
bined with resource-intensive products has hindered new 
competitors entering the market (Eisenmann et al., 2006; 
Luchetta, 2014). Platforms have also been able to reinvest 
a substantial proportion of their considerable profits, made 
from monetising users’ data and harnessing their attention, 
into research and development (R&D) efforts, further rein-
forcing their market lead. As a result, it is increasingly dif-
ficult for governments and citizens to opt-out of using key 
services provided by these platforms (Taylor, 2021).

AI is focused on because it is a layer of the digital stack 
where Big Tech companies are increasingly focused, with 
a significant share of their profits invested in developing 
advanced AI systems or acquiring smaller AI firms, as was 
the case with Google’s acquisition of DeepMind in 2014. 
Developing cutting-edge AI systems is a priority for Big 
Tech companies as these technologies allow them to com-
pete in multiple sectors of the economy by offering data- 
and not expertise-driven insights (Sharon, 2020). Amazon, 
for instance, has utilised AI for personalisation in its e-com-
merce business, offers “off the shelf” AI tools as part of its 
cloud services, and relies on AI for its voice assistant Alexa 
to understand and respond to consumer requests. This trend 
towards Big Tech competing in multiple sectors has been 

6   AI is understood here in line with the widely adopted definition put 
forward by the OECD: “An AI system is a machine-based system that, 
for explicit or implicit objectives, infers, from the input it receives, 
how to generate outputs such as predictions, content, recommenda-
tions, or decisions that can influence physical or virtual environments. 
Different AI systems vary in their levels of autonomy and adaptiveness 
after deployment” (OECD, 2024).
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systems, to the properties of a system, and potential down-
stream impacts – are highly opaque (Foundation Model 
Transparency Index, n.d.; Stone & Mittelstadt, 2024). When 
external researchers have attempted to scrutinise systems or 
practices, they have often been met with bans from plat-
forms or threats of legal action (Brandom, 2021). Account-
ability mechanisms are also present, like oversight boards 
designed to hold companies accountable to their principles 
or statements. But the effectiveness of internal accountabil-
ity mechanisms can also be questioned, particularly when 
commercial incentives run counter to interventions, as was 
shown with the failed firing of OpenAI’s CEO Sam Altman 
by the organisation’s Board.

On the surface, output appears a more promising source 
of legitimacy for Big Tech companies’ control over AI. Their 
products have addressed public needs, such as through sup-
porting positive rights, like improving education and health-
care, while also arguably enhancing negative rights like 
freedom of information and expression. These are benefits 
for both individuals and society more broadly. Indeed, when 
governments have attempted to increase oversight over 
Big Tech, there have been several noteworthy examples of 
consumers rallying against regulatory proposals perceived 
to threaten their access to beneficial products. For exam-
ple, Uber users have voiced their opposition to regulatory 
interventions in some localities due to fears over less avail-
ability and affordability (Culpepper & Thelen, 2020). Yet, 
it is important not to confuse consumer support with output 
legitimacy, with the former focused on the opinion of indi-
viduals rather the moral permissibility of the practice itself 
(Simmons, 1999). When considering the track record of 
platform companies, a trend can often be observed of these 
companies initially running unprofitable business models 
subsidised by venture capital, which makes them popular 
among consumers, while also making it unviable for other 
companies to compete. When sufficient market share has 
been achieved, policies are changed to ensure business prof-
itability, which can be resented by consumers who no longer 
have meaningful market choice (Lehdonvirta, 2022).

Furthermore, although AI systems developed by Big 
Tech have brought about numerous benefits, their failures 
to effectively govern these systems have also led to myriad 
harms. This includes facilitating bias and discrimination 
in hiring decisions, disinformation that has contributed to 
ethnic violence, the erosion of privacy from data collec-
tion and surveillance, to name just a few. Certainly, gov-
ernments have been imperfect in their efforts to strengthen 
output legitimacy through increasing oversight over Big 
Tech companies. Chomanski (2021), for example, argues 
that greater government control of digital technologies does 
not necessarily lead to better outcomes on account of paro-
chial interests of competing government departments and 

deployed, and governed are a narrow, demographically un-
diverse subset of the population (Harrison, 2019). It could 
be argued that input legitimacy is grounded in the terms and 
conditions that users sign up to, with individuals simply 
able to use a different product if they are dissatisfied with 
these terms. But as has been shown by numerous studies, 
these terms and conditions are a form of “convention con-
sent” where people cooperate despite not necessarily agree-
ing rather than an “endorsement consent” where people 
agree to the authority due to believing it is justified (Taylor, 
2021). This is because in practice, a meaningful alternative 
is not always present or the “switching costs” of moving to 
an alternative service are high for consumers. Furthermore, 
in many cases, those subjected to unethical practices are not 
the consumer of the product, meaning they are unable to 
consent (Stone & Mittelstadt, 2024). Take the law enforce-
ment space, where AI systems developed by private com-
panies are increasingly procured by police forces to profile 
and allegedly “predict” offences and offenders, frequently 
resulting in discrimination and due process violations (Ang-
win et al., 2016). In this case, it is police forces and not 
those who are being subjected to the systems that make pro-
curement decisions.

To strengthen input legitimacy, some efforts have been 
made by Big Tech companies to more directly solicit con-
sumer opinions on how AI should be governed. However, 
engagement exercises have generally been small-scale and 
typically unrepresentative.8 Even if these exercises were 
expanded to be more inclusive, there is reason for scepti-
cism, as companies have typically focused public engage-
ment on vague issues like value-alignment rather than 
questioning core business practices. By foregrounding these 
cosmetic details while ignoring a priori questions over 
whether the technology or business practice itself is legiti-
mate (Barocas et al., 2023), this type of “democratisation” 
can be considered little more than “ethics washing” (Bietti, 
2020). A further criticisms of this type of democratisation 
is that it is simply not a suitable method for legitimising 
private sector use of AI, as it is resource intensive and not 
effective for addressing morally thick issues, like inequality 
(Himmelreich, 2023).

In the absence of direct democratic procedures, improv-
ing transparency and accountability could be looked to as 
mechanisms that foster greater input legitimacy. AI compa-
nies have taken steps to make inputs to their governance 
processes more transparent, for instance, by releasing ethical 
principles or mission statements that the companies theoreti-
cally should be held to. Nevertheless, scepticism here is also 
warranted. Studies have highlighted how the governance of 
AI by Big Tech companies – from inputs into making AI 

8   For example, see OpenAI’s Democratic Inputs to AI Grant Pro-
gramme (OpenAI, 2024).
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a questionable amount of output legitimacy. To rectify this 
legitimacy gap, it is necessary to strengthen the legitimacy 
of Big Tech companies’ practices and/or for governments 
to increase oversight of these technologies based on the 
legitimacy they possess. Strengthening input into decision-
making is central, as it will likely also have a downstream 
impact on the legitimacy of outputs (Piattoni, 2010). In 
particular,  mechanisms that meaningfully improve trans-
parency and accountability, like third party technical audits 
and disclosure requirements, would support scrutiny ofbusi-
ness practices and systems in a manner that is most likely to 
facilitate changes that address public needs. 

For digital sovereignty to be an analytically useful term 
for addressing digital challenges in the 21st century, it is 
integral that the twin traps of understanding the term as 
solely applying to the state on the one hand, and simply 
referring to control over the digital on the other, are avoided. 
A normative approach to digital sovereignty achieves this.
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