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Abstract—Novelty detection, or one-class classification, is of
particular use in the analysis of high-integrity systems, in which
examples of failure are rare in comparison with the number
of examples of normal behaviour, such that a conventional
multi-class classification approach cannot be taken. Support
Vector Machines (SVMs) are a popular means of performing
novelty detection, and it is conventional practice to use atrain-
validate-test approach, often involving cross-validation, to train
the one-class SVM, and then select appropriate values for its
parameters. An alternative method, used with multi-class SVMs,
is to calibrate the SVM output into conditional class probabili-
ties. A probabilistic approach offers many advantages over the
conventional method, including the facility to select automatically
a probabilistic novelty threshold. The contributions of this paper
are (i) the development of a probabilistic calibration technique
for one-class SVMs, such that on-line novelty detection may be
performed in a probabilistic manner; and (ii) the demonstration
of the advantages of the proposed method (in comparison to the
conventional one-class SVM methodology) using case studies, in
which one-class probabilistic SVMs are used to perform condition
monitoring of a high-integrity industrial combustion plant, and in
detecting deterioration in patient physiological condition during
patient vital-sign monitoring.

Index Terms—Support vector machine, novelty detection, one-
class classification, calibration, condition monitoring.

ABBREVIATIONS

EHM Engine Health Monitoring
SVM Support Vector Machine
MLP Multi-Layer Perceptron
PAV Pair-Adjacent Violators
GMM Gaussian Mixture Model
ROC Receiver Operating Characteristic
AUC Area-under-the-Curve
ROC Receiver Operating Characteristic
SDU Step-Down Unit
ICU Intensive Care Unit

NOTATION

I. I NTRODUCTION

A. Novelty Detection for On-Line Monitoring

Novelty detection, also termed one-class classification, in-
volves construction of a model of normality using examples of
normal system behaviour, and then classifies test data as either
normal or abnormal with respect to that model. This technique

R
d d-dimensional feature space

F a feature space by a non-linear transformationΦ: Rd → F

si support vectors
Ns number of support vectorssi; i.e, i = 1 . . . Ns

k kernel function
σ bandwidth of a multivariate Gaussian
αi Lagrangian multiplier
z(x) novelty score
s(x) re-scaled novelty score in the range[0, 1]
A data available during classifier construction that are normal
B data available during classifier construction that are abnormal
r average distance to the centroid of real normal dataxi ∈ A

ra radius in a hyper-sphere
N number of real normal dataxi; i.e, i = 1 . . . N

Â artificial normal data
B̂ artificial abnormal data
bo offset of an optimal hyperplane
p probability densities
P probabilities
g∗(x) stepwise-constant isotonic function
M(θ) model of normality with parametersθ

is particularly applicable to the monitoring of high-integrity
systems, such as jet engines, human patients, or manufacturing
processes, in which examples of abnormal system behaviour
are scarce in comparison to the number of examples of normal
system behaviour, due to the reliability of such systems. In
such cases, there are typically too few examples of system
faults to be used to construct a robust two- or multi-class
classifier, as would be used in a conventional “fault detection”
approach to condition monitoring. For example, an engine
health monitoring (EHM) system may have available many
thousands of hours of data acquired from normal flying time
with very few examples of failure throughout its operational
life.

The difficulties of monitoring high-integrity systems are
further compounded by inter-system variability. Different in-
stances of the same system type (such as different patients of
the same age) are often so different in their observed data that
examples of abnormal system behaviour from one instance are
inapplicable to the condition of other instances. For example,
a heart rate of 50 beats per minute may be indicative of
considerable physiological abnormality in one hospital patient,
while it may be entirely normal for a healthier patient of the
same age and background.

Finally, high-integrity systems typically exhibit a high de-
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gree of structural complexity, and can often comprise many
millions of components and sub-systems that interact in a non-
linear manner. Thus, the potential space of “abnormality” is
extremely large, and so the large resultant number of failure
modes is often poorly understood.

Novelty detection avoids such problems by modelling the
normal mode of operation of the system, which is often
well-understood because most high-integrity systems function
“normally” most of the time. They then seek to identify
deviations from that normal model. Such condition monitoring
applications are of particular interest to the techniques devel-
oped within this paper.

B. Overview

This paper considers the one-class support vector machine
(SVM), which is a commonly-used method of performing
novelty detection. Its formulation is briefly recapped in Sec-
tion II, where its disadvantages with respect to probabilistic
methods are discussed. A probabilistic extension to the one-
class SVM is proposed, which requires the generation of
artificial data using the available normal data. Section III
describes methods for generating such data, which are then
used for calibrating the output of the SVM into estimates of
the class-conditional probabilities, in Section IV. The proposed
probabilistic approach is illustrated using both simulated data,
and real-world case studies. The latter include data from
monitoring a large industrial combustion system, and from
the analysis of patient vital signs, described in Sections V,
and VI, respectively. Limitations of the method, and potential
future extensions, are also discussed in Section VII.

II. ONE-CLASS SVMS

The SVM is an oft-employed method of performing novelty
detection, and it has been applied to many such problems,
including jet engine condition monitoring [1], signal segmen-
tation [2], and fMRI analysis [3], among many others, a review
of which may be found in [4].

A. Formulation

This paper considers the one-class SVM formulation pro-
posed by [5], in which a numberl of d-dimensional data
x1, . . . ,xl ∈ R

d are mapped into a (potentially infinite-
dimensional) feature spaceF by some non-linear transforma-
tionΦ: Rd → F, where the data are linearly separable from the
origin in F. We note in passing that this approach is typically
employed in favour of the one-class formulation proposed in
[6] and [7], in which a hypersphere of minimum radius is
found to enclose the data inF, but which can be considered
to be equivalent to the separation from the origin in the feature
space.

We here define the output of the one-class SVM in the
following manner, to be interpreted as a novelty score,

z(x) = ρ0 −wo ·Φ(x) (1)

= ρ0 −
Ns
∑

i=1

αik(si,x) (2)

with parameters

wo =

Ns
∑

i=1

αiΦ(si) (3)

ρo =
1

Ns

Ns
∑

j=1

Ns
∑

i=1

αik(si, sj), (4)

where si are the support vectors, of which there areNs,
and wherek is a kernel function, typically a multivariate
Gaussian with bandwidthσ, which provides the dot product
of transformed data inF:

k(xi,xj) = Φ(xi) ·Φ(xj) (5)

= exp
[

− ‖xi − xj‖2/(2σ2)
]

. (6)

wo ∈ F, ρo ∈ R, and thatαi are Lagrangian multipliers
used to solve the dual formulation, more details of which may
be found in [5], and which are not reproduced here. Thus,
abnormal data (i.e., those outside the single, normal training
class) take higher values ofz(x) than those fornormal data,
and hencez(x) is a novelty score.

B. Disadvantages of the Conventional Formulation

The one-class SVM, as with the conventional multi-class
SVM, has been repeatedly demonstrated to perform well at the
task of separating classes within example datasets. Typically,
it outperforms probabilistic methods in retrospective studies
(in terms of misclassification rate), when on-line analysisis
not performed [8]. However, its non-probabilistic formulation
gives rise to several disadvantages with respect to probabilistic
methods [9], [10].

• Uncertainty in classification is not modelled. This is of
importance in the monitoring of high-integrity systems,
for example, because it may be advantageous for a deci-
sion to be made only if the certainty in classification is
sufficiently high. Monitoring systems that provide “don’t
know” outputs can often be more accepted in practice
[11], due to their appropriate handling of uncertainty,
which can reduce false-positive classifications (at the
expense of reduced sensitivity to system abnormality).

• Not explicitly modelling the uncertainty in the classifica-
tion makes it difficult to obtain “error bars” on the output,
as would be required, for example, in a decision support
system [12].

• Cross-validation is required to set model parameters,
such as the novelty threshold on the novelty scorez(x).
This is computationally expensive, and can require the
“holding out” of data, such that the quantity of data
available for training is decreased. In many condition
monitoring applications, the rate of data acquisition is
low, and hence, if a model is being learned on-line, all
available data must be used for training if the model
is to be able to sufficiently characterise normal system
behaviour. For example, a common application is the
monitoring of jet engines, in which a very small number
of data are broadcast from the aircraft to a ground-
based monitoring station via limited-bandwidth satellite-
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or airport-based communications systems [13], [14]. This
limited quantity of data must be used to learn a model
of normality on-line, such that monitoring can take place
after completion of a small number of flights. Similarly,
in the home monitoring of patients with chronic illnesses,
a typical “m-health” monitoring system may acquire
measurements of vital signs (such as blood pressure and
temperature) daily or twice-daily, from which meaningful
models of normality must be constructed on-line [15],
[16].

• Finally, probabilistic approaches allow the use of periph-
eral classification techniques, such as probabilistic feature
selection [17] and probabilistic combination-of-classifiers
[18]–[20].

Several probabilistic extensions have been proposed for
multi-class SVMs, which will be reviewed in Section IV, while
other techniques such as Relevance Vector Machines (RVMs)
have sought to embed probabilistic, sometimes Bayesian,
methodologies into the multi-class kernel machine framework
[10], [21], [22]. This paper develops probabilistic calibration
techniques for one-class SVMs, suitable for performing on-line
novelty detection, which will be described in Section IV. Prior
to that, we introduce the notion of artificial data generation
in Section III, which will be required by our probabilistic
calibration method.

III. G ENERATING ARTIFICIAL CALIBRATION DATA

Suppose the range of novelty scoresz(x) produced by a
one-class classifier is[−a, a], thenz(x) may be mapped onto
the range[0, 1] through a simple linear re-scaling

s(x) =
z(x) + a

2a
, (7)

wheres(x) is the re-scaled score in the range[0, 1]. However,
s(x) tends to be poorly calibrated because the novelty score
z(x) may not be proportional to the actual probability of
the sample being abnormal [23]. Different approaches to
calibration must therefore be considered.

A. Justification of the Need for Artificial Data

In the following, we here denote setsA and B to refer
to those data available during classifier construction that
are normal and abnormal, respectively. Typically, in novelty
detection application,B is empty or under-represented.

Previous studies of two-class SVMs have shown that cali-
bration of output into probabilities requires a separate valida-
tion set [24], which comprises a suitable number of normal and
abnormal examples (i.e.,A andB of suitable size). However,
as noted in Section I, novelty detection applications typically
have very few examples inB.

Furthermore, for small datasets such as those that may occur
in some low-bandwidth condition monitoring applications,as
discussed in the previous section, one cannot afford to further
split the training set of normal examplesA to form a validation
set suitable for calibration.

Thus, with an under-represented (or frequently empty) ab-
normal setB, and a potentially limited normal setA, an
alternative approach must be taken to probabilistic calibration.

In this section, we provide a possible solution to the problem
by generating artificial samples to be used as a dataset suitable
for calibration of the novelty scores.

We will describe the generation of artificial normal data
Â, and artificial abnormal datâB. These sets must be based
entirely on the real, available normal dataA acquired from
the system, as we cannot assume the existence of a non-
emptyB, nor can we assume that what limited examples we
may have inB provide a complete understanding of abnormal
conditions for our system. (This latter effect is due to inter-
system variability, and the large numbers of failure modes that
may occur for a complex system, as described in Section I.)

B. Generating Normal DatâA, and Abnormal DatâB

Generating artificial abnormal data has been used in novelty
detection problems where only normal data are available
[25], [26]. Generating a compact set of artificial abnormal
data can avoid dealing with excessive quantities of empty
feature space around the normal data [26]. In [25], uniformly-
distributed artificial abnormal data were generated to surround
a hypersphere of normal data, where the latter were assumed to
have a multivariate, unimodal Gaussian distribution. A similar
approach was employed in [26], whereby artificial abnormal
data generated around normal data were used to form closed
decision boundaries for a multi-layer perceptron (MLP). We
note that, in all such work, the artificial data have been used
merely to ensure that a decision boundary can be constructed
around the single, known class of normal data; hence, no
strong assumption is made about the abnormal class, other
than that it lies outside the locus of normal data.

Let r be the average Euclidean distance of the real normal
dataxi ∈ A to their centroidc, and letN be the number
of those real normal data; i.e,i = 1 . . . N . The procedure
for generating artificial data consists of the following four
steps, which have been adapted from [25], [26] to include
the generation of artificial normal datâA.

STEP 1.Generate uniformly distributed artificial datainside
and around real normal dataA in a hyper-sphere of radius
ra. We have chosenra = 2r to generate a compact set of
data outside the real normal data, as required in step 4 below.
Results from experiments not shown here indicate thatra > 2r
does not improve the performance of the calibration using
the one-class SVM classifier, because this simply involves
the generation of data further out into the already “abnormal”
regions of the data space.

STEP 2. For each real normalxi ∈ A define a local
average distance quantity∆l to be the average of the Euclidean
distance of itsk-nearest neighbours,k =

√
N . The global

average distance∆g is found by averaging∆l over all the
real normal dataA.

STEP 3.For each artificial data-point, find the distance∆a

from its nearest neighbour among the real normal dataA.
STEP 4a.Those artificial data with∆a ≥ ∆g(1 + da) lie

outside the locus of real normal dataA, and are thus used to
form the artificial abnormal set̂B.

The parameterda ∈ R
+ controls the boundary space

between the real normal dataA and the artificial abnormal
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dataB̂; a greater value ofda increases the separation between
the two sets.

STEP 4b. Those artificial data with∆a < ∆g(1 − dn)
are used to form the artificial normal setÂ. The parameter
dn ∈ [0, 1] is usually a small positive value, which determines
how close to the boundary of the locus of real normal dataA

that the artificial normal datâA are permitted to approach. As
dn → 0, the artificial “normal” dataÂ reach the edge of the
locus of the real “normal” dataA.

The values of parametersdn andda are additional quantities
that one may optimise during the modelling process, and
which may be determined with prior knowledge of the domain
or with knowledge of any abnormal examples that may exist;
in the case studies considered later, we follow the analogous
method described in [26] by settingdn = 0.1, andda = 0.5.

We note in passing that there is no strong link between
the method used to generate artificial data and the algorithm
used ultimately to perform novelty detection. It is feasible, for
example, that we might use the above algorithm to generate
artificial data and then re-use parts of the algorithm to form
a k-nearest neighbour analysis for eventual novelty detection.
However, the focus of the work described by this paper is
to demonstrate the benefit of probabilistic output for one-
class SVMs, due to the traditionally superior classification
performance of the latter with respect to many other methods
[8].

IV. CALIBRATING NOVELTY SCORES INTOPROBABILITIES

In this section, we investigate several methods of calibrating
novelty scoresz(x) into class-conditional probabilities. The
most popular methods in the literature for achieving this
calibration (with multi-class classifiers) includesigmoid fitting,
binning, and isotonic regression. The first two are briefly
recapped in subsections IV-A, and IV-B, respectively.

A. Sigmoid Fitting

In [27], and recently refined in [28], a sigmoid function
is used to map the output of a two-class SVM classifier onto
probabilities. With training data labelled according to{xi, yi},
i = 1, . . . , n, yi ∈ {−1, 1}, xi ∈ R

d, a typical unthresholded
outputz(x) of a two-class SVM classifier [29] is

z(x) =

Ns
∑

i=1

αiyik(si,x) + bo, (8)

wherebo is the offset of an optimal hyperplane.
If we are to apply the method to one-class SVM classifiers

for the purposes of novelty detection, this technique requires
further evaluation. It is reported in [23] that, for some data sets,
the sigmoid shape does not appear to fit two-class naı̈ve Bayes
scores as closely as it fits two-class SVM scores. Furthermore,
the sigmoid-fitting method is based on the assumption that
class-conditional densitiesp(z | y = ±1) are exponential,
motivated by the empirical distribution of many data sets [23],
[27]. For different data sets, the suitability of a calibration
method needs to be validated using a reliability diagram, which
visualises the calibration of a classifier [30]. For each score

s ∈ [0, 1], the empirical probabilityP (C|s(x) = s) can be
calculated as being the number of data with scores that
belongs to classC divided by the number of all samples with
scores. If the classifier is well-calibrated, the plot ofs versus
P (C|s(x) = s) will be the liney = x, meaning that the scores
are equal to the empirical probabilities. However, for manyof
the novelty detection datasets that we have considered, such
as those described later in this paper, the reliability diagram
shows that the above assumption is not reasonable [8].

B. Binning

A histogram method, also termedbinning, can be used to
obtain calibrated probabilities from a naı̈ve Bayesian classifier
[31]. The training samples are first sorted according to their
scores; the sorted set is then divided intob subsets of equal
size, calledbins. For each binBi (i = 1, . . . , b), the lower and
upper boundary of scores within that bin are calculated. Given
a test examplex from Bi, the probability thatx belongs to
classC is estimated as the fraction of all samples inBi that
belong to classC.

The number of binsb determines the number of different
probability estimates, and must be small enough to reduce the
variance of the probability estimates [31]. For instance,b = 10
was used in [31]. Compared with uncalibrated scores, binning
improves the accuracy of probability estimates by reducing
both variance and bias, at the price of reduced resolution of
probability estimates.

The binning method is a non-parametric method which
does not make any assumption about the mapping function
between the output scores and probabilities, but it has several
disadvantages [23]. First, the number of binsb is normally
chosen by cross-validation. However, cross-validation often
fails to indicate the optimal value ofb if the training set
is too small or unbalanced, as may be the case in novelty
detection applications. Second, the size of the bins is fixed,
and the position of boundaries are calculated accordingly.If
two examples from the same bin are required to have different
probability estimates, the binning method may fail to produce
meaningfully calibrated novelty scores. We have chosen notto
use the binning method for our calibration task due to these
shortcomings.

C. Isotonic Regression

In [23], and further examined in [32], it was proposed to use
an intermediary approach between sigmoid fitting and binning,
termed isotonic regression. The latter is a non-parametric
form of regression, with the restriction that the mapping from
novelty scoresz(x) into probabilities is isotonic (i.e., non-
decreasing). Essentially, we wish to ensure that data are ranked
correctly: a higher novelty score should always correspondto
a higher probability of belonging to the abnormal class, and
vice versa.

The pool- or pair-adjacent violators (PAV) algorithm is
employed to perform the isotonic regression, which finds the
stepwise-constant isotonic functiong∗(x) that fits the data
according to a mean-squared-error criterion. This algorithm
allows us to identify those cases in which correct ranking isnot
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taking place; that is, the PAV algorithms ensures that higher
novelty scores always correspond to higher probabilities of
being “abnormal”.

Let xi (i = 1, . . . , n) be the training examples from normal
and abnormal classes{C0, C1}, let g(xi) be the value of the
function to be learned for each training sample, and letg∗(x)
be the isotonic function obtained from isotonic regression. The
PAV algorithm works as follows.

STEP 1. Sort the examplesxi according to their novelty
scoresz(xi), in ascending order. Initialiseg(xi) = 0 if
xi ∈ C0, or g(xi) = 1 if xi ∈ C1. It is most likely that at this
stage there will be several cases in which higher novelty scores
do not correspond to higher probabilities of being “abnormal”,
and vice versa.

STEP 2. If g(xi) is isotonic, then returng∗(xi) = g(xi).
Else, proceed to STEP 3.

STEP 3.Find a subscripti such thatg(xi) > g(xi+1). The
examplesxi, andxi+1 are called pair-adjacent violators. These
are pairs that violate our requirement that increasing novelty
scores correspond to increasing probabilities of abnormality.
We then replaceg(xi) andg(xi+1) with their average

g∗(xi) = g∗(xi+1) = [g(xi) + g(xi+1)] /2. (9)

This replacement removes the conflict, by smoothing the cdf
(by introducing a quantisation in the probability, according to
the average described above).

STEP 4. Setg(xi) as the newg∗(xi). Proceed to STEP 2.
Thus,g∗(x) is a step-wise constant function which consists

of horizontal intervals, and may be interpreted asP (C1|x),
the probability that samplex is abnormal. For a test example
x, we first find the interval to which its scorez(x) belongs.
Then we set the value ofg∗(x) in this interval to beP (C1|x),
the probability estimate ofC1 given x.

If the scores rank all examples correctly, then all class
C0 examples will appear before all classC1 examples in
the sorted data set in STEP 1. The calibrated probability
estimateg∗(x) = 0 for classC0, andg∗(x) = 1 for classC1.
Conversely, if the scores do not provide any information,g∗(x)
will be a constant function, taking the value of the average
score over all examples in classC1.

The PAV algorithm used in isotonic regression may be
viewed as a binning algorithm, in which the position and the
size of the bins are chosen according to how well the classifier
ranks the samples [23]. Therefore, the isotonic regression
overcomes the previously-described drawbacks of the binning
method.

D. Obtaining and Using the Calibration Function

Isotonic regression may now be used with the artificial
data generated as described in Section III, using the following
procedure.

STEP 1.Generate artificial normal̂A and abnormal̂B data,
using the method in Section III.

STEP 2. Construct a one-class SVM classifier following
the method in Section II, using a training set comprising all
available real normal dataA.

STEP 3. Calibrate the novelty scoresz(x) from the one-
class SVM classifier into probabilitiesP (Cn|x), using{Â, B̂}.

This calibration results in a PAV isotonic regression function
g∗(x).

STEP 4. Calibrate novelty scoresz(x) of all real data into
probabilities according tog∗(x) obtained in STEP 3.

A novelty thresholdκ may be set by taking advantage of the
probabilistic nature of the output, atP (C1|x) > κ = 0.5, on
the calibrated novelty scores; i.e., a test samplex is classified
abnormal ifP (C1|x) > 0.5, and normal otherwise. We use
the thresholdκ = 0.5 following [21], [33] for problems in
which we have uniform class priors. Case studies presented
in subsequent chapters will demonstrate the suitability of
this choice in application to datasets acquired during the
monitoring of example high-integrity systems. We will also
show results of area-under-the-ROC, for which all values of
the threshold are considered.

V. CASE STUDY I: I NDUSTRIAL COMBUSTION

MONITORING

A. Introduction

To demonstrate the proposed novelty detection method, this
section considers the condition monitoring of an industrial
combustion system, the Typhoon G30 combustor (Siemans
Industrial Turbomachinery Ltd.).

Combustion instability, caused by the resonant coupling
between combustive heat and acoustic pressure, is a major
problem in the operation of jet engines and power generators.
Early warning of combustion instability is required to prevent
catastrophic system failure, and detection of a deviation away
from normal operating status is important for being able
to perform pre-emptive maintenance, such that hazards (and
associated costs) can be avoided.

B. Methodology

As described in Section I, it is often desirable to perform
system-specific novelty detection, in which a model of nor-
mality M(θ), with parametersθ, is constructed on-line using
data acquired from an individual system during its service life.
It is typically assumed that the first training interval comprises
normal dataA, such that a model can be constructed. (This
assumption can be validated on-line by performing an initial
comparison of data acquired during the system’s first period
of operation with a population-generic model, trained using
data acquired from a population of systems of the same type.)
That modelM(θ) is then used for testing further data acquired
from the system, such that new data are compared for novelty
with respect to the previous, assumed normal, operation of
that same system [34]. This model may be periodically re-
trained as further normal data are acquired; for example,M(θ)
may be re-trained at the end of each flight that is deemed
to be normal compared with the existing model, in the case
of aerospace EHM [35]. In the case of human vital-sign
monitoring, the model could be re-trained after everyN -hour
period of normal patient physiology [36], [37].

In the case study described in this section, the initial normal
period of system operation was simulated by operating the
Typhoon G30 combustor in a stable manner at atmospheric
pressure. Normal dataA were acquired from the system, as
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described below, from which a model of normalityM(θ)
was constructed using both (i) the proposed method, in
which probabilistic calibration was performed, and (ii) the
conventional method, in which probabilistic calibration was
not performed. Subsequently-acquired data were then tested
against this model. To examine the capability of the two
novelty detection systems, the combustor then simulated a
fault by being deliberately operated in a manner that promoted
unstable combustion.

This abnormal operation was achieved by increasing fuel
flow-rates above some threshold, while maintaining a constant
air flow-rate, which provided abnormal test dataB with which
to evaluate the performance of the system-specific model of
normality constructed previously.

C. Datasets

Two combustion datasets{D1, D2} were acquired from a
Typhoon G30 combustor, as described in the previous section.
Each combustion dataset consists of measurements from three
channels{X1, X2, X3}, with sampling frequencies of 1 kHz.
ChannelX1 is the gas pressure of the fuel methane (CH4)
in the main burner. For stable combustion, the swirl air flow
rate was 0.039 kgs−1; the fuel supplied to the main, and the
pilot burners was fixed at flow rates22.61 × 10−4 kgs−1,
and10.20× 10−4 kgs−1, respectively. To initiate combustion
instabilities, the flow rates of fuel supplied to the main and
pilot burners were increased to26.18 × 10−4 kgs−1, and
decreased to4.37 × 10−4 kgs−1, respectively. ChannelsX2

and X3 are luminosity measurements recorded within the
combustion chamber. A bundle of fine optical fibres was
mounted at the rear focal point of a Nikon 35 mm camera, such
that all light passing through the front lens was collected.The
flame luminosity from the combustion chamber was measured
using this system. The fibre optic bundle was bifurcated, each
channel connected to a photomultiplier (ORIEL model 70704).
This design allowed the measurement of chemiluminescent
emitters of C2 radicals (visible at light wavelength 513 nm),
and the global intensity of unfiltered light, correspondingto
the second and third channels in the datasets, respectively.

Combustion flame images from a high-speed camera have
been investigated to predict instability [38], in which a
Gaussian mixture model (GMM) was constructed to identify
novel flame patterns. A novelty detection method using SVMs
[39] was able to achieve earlier identification of combustion
instability, and greater distinction between stable and unstable
classes than the conventional GMM method. The optical
measurements methods described above have been used to
study the flame dynamics of unstable combustion [40].

The two triple-channel combustion datasets{D1, D2} con-
tain 5,700, and 7,400 data-points, respectively, which were
divided into non-overlapping windows of lengthL = 64. This
design resulted in 89, and 115 windows of data for datasets
D1, andD2, respectively. Wavelet analysis [41], [42] was used,
with the Daubechies-3 wavelet function, to obtain wavelet
coefficients for each window. Following [43], the mean value
of the first-level approximation coefficientsλ1 and the energy
of the first-level detail coefficientsγ1 were obtained for each

TABLE I
DATASET INDICES FOR EXAMPLE REAL AND SYNTHETIC COMBUSTION

DATASETS.

Dataset A B Total size

D1 1. . . 41 42. . . 89 89
D2 1. . . 56 57. . . 115 115
G 1. . . 200 201. . . 400 400

window, to provide a bivariate data space. We note that the
case study described in this section is bivariate, such thatthe
data space can be plotted to illustrate the proposed novelty
detection procedure; a multivariate example using patientvital-
sign data is considered in the next section.

This procedure yielded 41 bivariate feature vectors of nor-
mal dataA, and 48 bivariate feature vectors of abnormal dataB

for example combustion datasetD1. 56, and 59 feature vectors
for normalA, and abnormalB were obtained for datasetD2,
respectively.

For comparison, a synthetic combustion datasetG was also
generated, consisting of 200 normal examplesA, from which
to construct a model of normality, and 200 abnormal examples
B with which to examine the performance of the resulting
novelty detection system. These examples were generated
from a bivariate, three-component GMM, with full covariance
matrices. Table I shows the components of each dataset used
by the case study in this section.

A key point to note is that these datasets are used solely
for the purposes of retrospective evaluation of the proposed
novelty detection technique, and hence we have collected
example abnormal test dataB with which to determine the
effectiveness of the one-class SVMs under consideration.
When novelty detection is performed in practice, as noted
previously, only data assumed to be normalA are available,
from which the model of normality is constructed. Indeed, due
to the rarity of abnormal events in most high-integrity systems,
it is usually the case that most such systems run “normally”
for the great majority of their operational lives. If sufficient
abnormal data were available at the training stage such thatall
possible fault conditions could be represented, then one may
consider taking a conventional multi-class approach in which
each abnormal condition is explicitly modelled. Such a system
could be expected to out-perform a one-class classifier, dueto
the inclusion of prior knowledge of non-normal classes [21].
Performance of a system using unlabelled data, with unlabelled
abnormal examples mixed with the known normal examples,
could also be expected to out-perform a novelty detection
system [44]–[46]. However, we will here confine ourselves
to evaluating the proposed extension to the one-class SVM
method, which represents the “standard” condition monitoring
case in which only normal data are available at the time of
model construction.

D. Model Construction

The conventional one-class SVM requires use of a validation
set to determine the thresholdκ on its novelty-score output
z(x). Hence, we illustrate this case for the conventional
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method by using 80% of the available normal dataA for
construction of a model of normality, and the remaining 20%
of the normal dataA for setting of the novelty threshold, such
that κ = max[ z(Xv) ], whereXv is the validation set.

The SVM has two key parameters, the values of which need
to be determined. The validation set is typically used to deter-
mine these values. The first parameter is the kernel bandwidth
σ, as defined in (5), which corresponds to the width of the
Gaussian kernel. The second parameter is typically termedC,
which defines the complexity of the decision boundary:

min
w∈F, ξ∈Rl, ρ∈R

1

2
‖w‖2 + C

l
∑

i=1

ξi − ρ (10)

subject to
(

w ·Φ(xi)
)

≥ ρ− ξi, ξi ≥ 0, (11)

whereξi are the individual errors [47]. We note the notational
distinction between the SVM parameterC, and the class
labels{C0, C1} previously used to describe the “normal,” and
“abnormal” classes, respectively.

More intuitively, the value of theC parameter determines
the flexibility of the decision boundary; ifC takes large
values in the above, then misclassifications are penalised more
significantly, resulting in a decision boundary that is more
flexible, attemping to include all training data. Conversely,
if C takes small values in the above, then misclassifications
are penalised less, and therefore more “misclassifications” are
allowed to occur. This latter case results in a smoother decision
boundary [48]. A grid search is typically performed to obtain
suitable values for{C, σ}. We will term the conventional one-
class SVM methodSVM-1.

As noted in the previous section, the proposed probabilistic
approach allows automatic selection of a novelty thresholdat
P (C1|x) = 0.5, and hence all available normal dataA at the
time of model construction may be used as the training set
for the one-class SVM. The data in the training setA were
then used to generateN = 200 artificial Â data, andN = 200
artificial B̂ data, as described in Section III, for the purposes of
calibrating the SVM output into probabilities. The choice of σ
in (5) may also be performed automatically, without the need
for validation, noting that, for a Gaussian kernelk(xi,xj),
the quantity− log k(xi,xj) is the Euclidean distance between
any two samples scaled by a factor1/(2σ2). Based on this
close link betweenσ and Euclidean distance, we propose the
following method to determine an appropriate value forσ,
based on a similar method proposed by [49] for selectingσ
in a density estimator.

First, as described before, we calculate the local average
Euclidean distance∆l of k nearest neighbours from each
sample in the training data, wherek is set to be the square
root of the number of normal training samplesA. Next, the
global average distance∆g is found by averaging∆l over all
the training data. The value of∆g provides a guide for the
range ofσ, such thatσ = d∆ ∗ ∆g. Experiments not shown
here (using each dataset considered in this article) indicate
that the results obtained are insensitive to the value ofd∆,
and we have selectedd∆ = 1.5. These experiments varied
d∆ ∈ [1 2], where ROC values were similar to 1 d.p. for

values ofd∆ over that range, using each dataset considered
in this paper. This insensitivity to the value ofd∆ was
previously observed by other authors [49]. We note that this
value may be inappropriate for data spaces of particularly high
dimension (e.g., 20-dimensional spaces), which this paperdoes
not consider, where a larger value ofd∆ may be appropriate.

Furthermore, it is common for the SVMC parameter (the
flexibility of the decision boundary) to be written in terms of
a different parameterν:

C =
1

νl
. (12)

The support vector constraints [47]
∑

i

αi = 1, 0 ≤ αi ≤ C. (13)

imply that the range of theC parameter is[1/l ≤ C ≤ 1];
and so, from the above, we have the range forν which is
[1/l ≤ ν ≤ 1]. This result shows that the parametersν and
C have the same range. The parameterν was introduced in
the SVM literature because it serves as an upper bound on the
number of training samples that lie on the wrong side of the
hyperplane (i.e., it is the maximum mis-classification rate). It
is also a lower bound on the fraction of support vectors among
normal training data [5]. We therefore use the parameterisation
involving ν instead ofC, due to its clear meaning, as described
above. If we wish, the value ofC can be easily recovered by
(12).

We will name the proposed probabilistic one-class SVM
methodSVM-1P.

E. Results - Conventional Methods

Fig. 1 shows the results obtained when applying conven-
tional methodSVM-1 to the synthetic datasetG. Part (a)
shows the contour plot of SVM output in the bivariate data
space. Normal training dataA are shown by white{×}.
“Normal,” and abnormal test data are shown by white{+},
and black{·}, respectively. Support vectors are circled. Part
(b) shows the novelty score of each of the data.G consists
of 200 normal data, simulating the initial period of normal
system operation, and 200 abnormal data here generated to
evaluate the novelty detection system, and to simulate a system
abnormality (which would be rare, in practice). In procedure
SVM-1, 80% of the real normal data (data indices 1. . . 160) are
used for training the one-class SVM, with the remainder of the
normal data (data indices 161. . . 200) used as the validation
set. The threshold is represented by a horizontal line, and is
set to be the maximum scorez(x) assigned to data in the
validation set. The normal dataA occupy a region in the
upper-right quadrant of the data space, and the conventional
SVM has correctly delimited the locus of “normality”, as
shown in Fig. 1(a). Data acquired from a conventional high-
integrity system would spend the majority (if not the entirety)
of their time contained within this locus, and hence would
be classified normal, because the corresponding conventional
SVM novelty scoresz(x) fall beneath the novelty threshold
κ, as illustrated in Fig. 1(b). In this synthetic example, the
simulated fault, occurring at data index 201 and persisting
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Fig. 1. Novelty detection results using procedureSVM-1, applied to synthetic data setG.
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Fig. 2. Novelty detection results using procedureSVM-1, applied to combustion data setD1.
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for the remainder of the dataset, results in data that lie well-
separated from the locus of normal data. Note that normal data
in the validation set take significantly larger novelty scores
than the training data, as may be seen forz(x166), z(x169), and
z(x198). Hence, the selection of a suitable novelty threshold
κ requires care when using the conventional one-class SVM
formulation,SVM-1.

Fig. 2 shows the results obtained when applying the con-
ventional SVM-1 to the example bivariate dataset,D1. Parts
(a), (b), and (c) show contour plots of SVM novelty scores
z(x) in the bivariate data space of each channel, using the
same notation as previously shown. Part (d) shows the novelty
scoresz(x) of channels{X1, X2, X3}, from upper to lower
figures, respectively. UsingSVM-1, normal dataA indices
1. . . 33 have been used as the training data, with the remainder
of normal data 34. . . 41 used as validation data. The seeded
fault data, used to test the novelty detection system, comprise
the abnormal dataB indices 42. . . 89. While the separation
of fault data from normal data is generally large, it may be
seen that more overlap exists between the two classes than
with the synthetic datasetG. This overlap adversely affects the
ability of the conventionalSVM-1method to set the novelty
thresholdκ on the novelty score such that the classifier is
suitably sensitive to the subsequently-acquired abnormaldata
B from the seeded fault. This effect is most evident for the
SVM that is trained using data from channelX1, in which one
of the validation datax37 takes a high novelty score, which
significantly reduces the sensitivity of the novelty detector to
the fault data. Similarly, the SVM trained for channelX3

results in constantly high novelty scoresz(x) throughout the
normal validation dataset.

The earliest detection of the fault is atx47 for channel
X1, at x45 for channelX2, and at x45 for channelX3,
despite the onset of the fault occurring atx42 in each case.
Thus, the conventional one-class methodSVM-1has resulted in
decreased sensitivity with respect to fault data, with a number
of false-negative classifications of the earlier fault data. This
result is of particular significance in the monitoring of high-
integrity systems, as will be discussed in Section VII.

We consider also the use of a GMM cross-validated using
the same procedure as used to set the parameters of method
SVM-1. We note that the GMM typically performs less well
than the SVM, in terms of both earliest warning of abnormality
and the overall area-under-the-curve (AUC), where the curve
is the receiver operating characteristic (ROC) curve.

F. Results - Proposed MethodSVM-1P

Fig. 3 illustrates the proposed calibration methodSVM-1P
applied to synthetic datasetG. The upper figure shows real
{A,B}, and artificial{Â, B̂} data generated aroundA; it may
be seen that the locus of artificial abnormal dataB̂ is a torus
around the normal dataA from which they were generated.
The lower figure shows the corresponding isotonic function
g∗ obtained using the artificial data{Â, B̂}, on which the
calibrated probabilities obtained from all data are marked. The
locus of dataB occupied by the simulated fault is confined to
the lower-left quadrant of the bivariate data space, which is

TABLE II
DATA INDEX OF THE FIRST ABNORMAL CLASSIFICATION, ACCORDING TO

EACH CLASSIFIER.

D1 D2 G

X1 X2 X3 X1 X2 X3 -

SVM-1 47 45 45 61 60 45 201
SVM-1P 43 45 44 57 57 58 201
GMM 47 46 46 62 60 59 201

typical for novelty detection applications. The fault is not a
full description of “abnormality”, which motivates the useof
the one-class approach for monitoring high-integrity systems,
where only “normality” is typically well-understood. Fig.3
(lower) shows the step-wise linear nature of theg∗(x) isotonic
function. The figure shows thatg∗(x) takes all values in the
range[0 1].

Results obtained by applying the calibration method to
exemplar datasetD1 are shown in Fig. 4. Part (a) illustrates
calibration results for channelX1, showing (upper) the gen-
eration of artificial data{Â, B̂} from normal datasetA, and
the corresponding isotonicg∗(x) function. Part (b) shows
output estimated probabilities for each of the three channels
{X1, X2, X3}. Fig. 4 shows that the locus of data space
occupied by the data acquired during fault conditionsB lies
significantly far from the locus of normal dataA, and from
the toroidal structure of the artificial datâB that were used
for calibration. The corresponding calibrated probabilities for
this well-separated data space are therefore extremal, taking
values close to 0 and 1. Thea priori selection of the novelty
thresholdκ at P (C1|x) = 0.5 is shown in Fig. 4(b), which
shows that the estimated probabilities have been forced into
the extrema of the rangeP = [0 1]. The onset of the fault
conditions is detected earlier than with the coventional method
SVM-1, as shown in Table II. Recall from Table I that the
onset of abnormality in datasetD1 occurs at data indexx42,
which therefore represents the point at which earilest detection
could occur. The proposed method identifies the deterioration
in the second abnormal window,x43, which is earlier than the
conventional one-class SVM and the GMM.

G. Discussion

Results obtained for datasetD2 are shown in Table II,
where it may be seen that the differences between methods
SVM-1, GMM, and SVM-1P are similar to those illustrated
in more detail for datasetD1, above. Recall from Table I
that the onset of seeded fault conditions occurred at data
index x57 for datasetD2, which indicates that the proposed
methodSVM-1Pis sufficiently sensitive to detect the onset of
unstable combustion, while the conventional methodSVM-1
is less sensitive, and, in the case of channelX3, generates a
false alarm by incorrectly classifying normal data indexx45

as being abnormal. Such false alarms are one of the principal
reasons that conventional monitoring systems are ignored in
practice, as discussed in Section VII. Again, the SVM-based
methods outperform the GMM. The (specificity, sensitivity)
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Â

B̂

(b) SVM-1Pvital-sign output

Fig. 5. Results obtained using proceduresSVM-1, andSVM-1P, in (a), and
(b), respectively, applied to patient vital-sign data setD3.

TABLE III
AUC VALUES FOR EACH METHOD.

D1 D2 G

X1 X2 X3 X1 X2 X3 -

SVM-1 0.88 0.92 0.85 0.85 0.91 0.88 0.98
SVM-1P 0.95 0.96 0.94 0.94 0.96 0.92 0.99
GMM 0.81 0.85 0.84 0.82 0.87 0.87 0.96

for SVM-1, GMM, andSVM-1Pwere (0.92, 0.91), (0.88, 0.87),
and (0.95, 0.92), respectively, for datasetD1, using cross-
validation thresholds forSVM-1andGMM, and a probabilistic
threshold ofP = 0.5 for SVM-1P.

AUC results for both methods, for all datasets, are reported
in Table III, where it may be seen that the proposed method
performs similarly using the synthetic datasetG, due to the
separability of the simulated abnormal conditions from the
normal conditions; however, the proposed method provides
a noticeable increase in AUC for the exemplar combustion
datasets{D1,D2}, indicating that the increase in sensitivity
to fault conditions, illustrated in the previous subsections, has
not come at the expense of decreased specificity (i.e., the false-
alarm rate is kept sufficiently low as to be usable in practice).

VI. CASE STUDY II: PATIENT V ITAL -SIGN MONITORING

This section reports results obtained from evaluating both
SVM-1andSVM-1Pusing datasetD3, which is an example of
novelty detection for patient vital-sign monitoring. Whereas
the previous section evaluated the performance of the algo-
rithm using bivariate data, such that the data space could
be plotted to illustrate the SVM output and the probabilistic
calibration method, this section examines the use of the
algorithm for higher-dimensional data.
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A. Dataset

This section considers vital-sign data acquired from patients
in a step-down unit (SDU), which is a level of acuity lower
than that of the intensive care unit (ICU). There is a need
for effective novelty detection systems in such wards, because
patient deterioration can go unnoticed by clinical staff, leading
to adverse patient outcomes [50]. Existing patient monitors
generated univariate alarms whenever vital signs exceed some
pre-defined threshold, and often go unheeded due to the high
false-positive rate of such alarms, where [51] reported results
of a study in which it was deemed that 84% of alarms were
false.

The dataset used for the work described by this section
comprises measurements of heart rate, breathing rate, blood
oxygen saturation, and systolic blood pressure. Data were
acquired once every four hours by ward staff (as is common
practice in most SDU-level wards in the UK and the US) at
the Oxford Cancer Hospital, Oxford, UK. 3,000 such vectors
xi ∈ R

4 were acquired from 40 patients.

B. Methodology

As in Section V, proceduresSVM-1 and SVM-1P were
applied, using the conventional and proposed methodologies,
respectively. A novelty detection approach is particularly suit-
able to the analysis of vital-sign data from hospital patients,
because it is unlikely that a full description of abnormal classes
could be obtained, given the range of potential physiological
deteriorations that a human may undergo, and the variation
in responses to abnormal conditions between patients. Hence,
given a large set of normal dataA, a model of normality can be
constructed that is then used to detect abnormal physiological
variation with respect to that model.

203 abnormal dataB were acquired, deemed to be so by
existing, manual clinical systems that are used to determine if
a patient requires review by senior medical personnel. Of the
2,797 remaining normal data, 500 were provided to methods
SVM-1andSVM-1Pfrom which to learn a model of normality,
with the remaining 2,297 normal data being used as test data,
to evaluate the false-positive rate of both methods.

We note that the investigation described in this section
is a “population generic” approach, collecting the data for
multiple patients to construct a single model of “normal”
patient physiology. This approach is directly comparable to
standard clinical practice, in which population-generic sets of
heuristic scores are manually applied to determine if a patient’s
vital signs are normal or abnormal.

C. Results

Results obtained usingSVM-1, and SVM-1Pare shown in
Fig. 5(a), and (b), respectively. Each procedure was given the
first 500 normal vital signs on which to train (and, in the
case of the conventionalSVM-1method, validate) a model of
normality, which are shown in grey{×}. The final 203 data
in D3 were classified abnormal and representative of patient
deterioration, by clinicians, which are shown in black{∗}.
The remainder of the data are normal, and used for testing,
and are shown in black{+}. The conventional methodSVM-1
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Fig. 6. ROC curves forN = 20 statistically independent evaluations.

misclassifes significantly more normal data with respect toits
model of normality (including some training data) than does
the proposed methodSVM-1P, due to the poor separation of
SVM-1novelty scoresz(x) between the two classes.

ROC curves for each method, evaluated overN = 20
statistically independent experiments, are shown in Fig. 6,
where methodsSVM-1P, SVM-1, and GMM are shown in
black dashed, black solid, and grey dashed-and-dotted lines,
respectively. The mean ROC of theN experiments is shown
by the thick lines, where the curves forSVM-1Pmay be seen
to be closer to the upper-left corner of the ROC plot. Error
bars atµ ± 3σ are shown using thin dotted lines. It may be
seen that the proposed methodSVM-1Pachieves both a higher
sensitivity and specificity than the conventional methods over
all experiments. The (specificity, sensitivity) forSVM-1, GMM,
andSVM-1Pwere (0.90, 0.92), (0.82, 0.91), and (0.94, 0.97),
respectively, using cross-validation thresholds forSVM-1and
GMM, and a probabilistic threshold of P = 0.5 forSVM-1P.

VII. C ONCLUSIONS, AND DISCUSSION

The conventional method of using a one-class SVM is well-
understood in the literature, and has been evaluated here in
comparison with a proposed method that (i) calibrates the
novelty scores output by the one-class SVM into estimated
posterior class probabilities, where special care was required
due to the one-class formulation, (ii) utilises the probabilistic
nature of the result to define a novelty threshold without the
need for the conventional validation set, and (iii) proposes a
procedure for determining other SVM parameters.

These proposals have been illustrated using lower-
dimensional data from a large-scale combustor, whereby the
generation of artificial data (as is required by the calibration
step) and the data space itself may be visualised. A higher-
dimensional evaluation was performed using patient vital-sign
data. In both cases, the proposed method achieved better over-
all sensitivity and specificity than the conventional technique.
We note that the application of the method to datasets of very
high dimension (e.g., spaces of dimension greater than 20) is
not considered by the work described in this paper, in which
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we restrict ourselves to considering the applications typically
encountered in condition monitoring.

In practice, the acceptance of most “intelligent” methods
for monitoring high-integrity systems is determined by their
false-positive rates. While a high false-positive rate may be
acceptable in, for example, the screening of cancer patients
(in which the priority is to detect all cancers, and where
the false-positive cost is relatively low), monitoring systems
must seldom generate false alerts. In the case of industrial
systems, such alerts could result in the premature landing of an
aeroplane, or the halting of a power-generation engine; in the
case of human vital-signs monitoring, such alerts would result
in senior clinicians being brought to the patient bed-side to
review patients that are “normal.” In all cases, the cost of false-
positive alerts far exceeds the cost of false-negative examples.
Such monitoring methods are typically part of a “redundant”
network of systems, and so failure to detect all abnormalities
exhibited by the system-under-test is relatively less costly. We
have demonstrated that the proposed probabilistic approach
can result in significantly fewer false-alerts (i.e., it hashigher
specificity) than the conventional method, while still remaining
acceptably sensitive to the detection of abnormal examples.

A second requirement of monitoring systems is that ab-
normal conditions are detected as early as possible, such that
preventative action may be taken to avoid system damage from
continued abnormal operation (whether it be machine main-
tenance, or patient review by a clinician). This is particularly
important in low-bandwidth monitoring systems, in which data
are acquired at a low frequency, such as in the case of aircraft
monitoring, where a summary of engine performance may be
downloaded at the end of each flight [13], or, as in the second
case study considered by this paper, when patient vital signs
are observed every four hours. We have demonstrated that
the proposed probabilistic method achieves earlier warning
of unstable combustion than is provided by the conventional
method, which would enable the system to be shut down at
the onset of unstable combustion conditions, thus avoiding
further system risk. Further improvement could be gained
by training the model with a sequentially-updating on-line
training algorithm.

We note that in cases where the quantity of normal data
acquired is particularly large, as would be the case if high
sampling-rate sensors were used, then the differences between
the two procedures would be smaller than is considered here,
due to both systems being able to form complete models
of normality from the sufficient quantity of training data.
However, even in such cases, the proposed method could be
exploited to provide rapid re-training of new system-specific
models of normality in the case of system maintenance,
whereby models of the system’s pre-maintenance behaviour
must be discarded, and new models have to be learned.
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