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1.1 Introduction
The smartphone landscape continues to grow at an explosive pace as devices become
more powerful, feature-rich, and more affordable to the average consumer. Gartner
reports smartphone sales as exceeding 1.4 billion units in 2015, up 14.4% over the
previous year [42]. Smartphones offer greatly increased functionality over traditional
feature phones due to the availability of full-blown operating systems providing ad-
vanced APIs to third-party app developers. Smartphones are predominantly powered
by Android or iOS, with Android maintaining a commanding lead of the market with
84.7% market share as of Q3 2015 with iOS in a far second at 13.1% [41]. Other
operating systems represented in the landscape include Windows Phone and Black-
berry among others. On top of the operating system, smartphones offer a variety of
network interfaces for connectivity, multi-tasking facilities, and open APIs for sup-
porting third-party app development. Android and iOS have rich app marketplaces
each offering access to approximately 1.5 million apps [105, 104] that add additional
functionality to the smartphone. The always-connected, extremely extensible nature
of smartphones, exposes a large footprint on the device where weaknesses in the
underlying hardware or software may be exploited by an attacker.

The smartphone landscape is very large, and has a number of layers of software,
protocols, and services that work together to deliver an experience to the consumer.
The interaction between consumer, apps, smartphone, service provider, and the wider
internet is supported by various wireless protocols that provide connectivity. Thus, a
smartphone may be vulnerable to attacks coming from installed apps, wireless inter-
faces, running services, and the underlying configuration of the device. We are moti-
vated to systematize this knowledge of attacks and attack vectors, as this will provide
a compendium to security researchers intending to develop intrusion detection and
prevention systems1 for the smartphone ecosystem. We do this by comprehensively
enumerating the ways in which the security and privacy of a smartphone can be at-
tacked. By understanding the ways in which smartphones can be attacked, we obtain
a mechanism to compare them to traditional workstations, giving useful insight into
the additional or varied risks that need to be addressed when building technology to
secure smartphones.

1For brevity, we refer to intrusion detection and prevention systems as simply IDS for the remainder
of this chapter.
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1.2 Background
To understand the ways smartphones are attacked, we first need to understand the
operating systems that run on these devices and the security models and features
they employ. There are four major smartphone operating systems: Android, iOS,
Windows Phone, and Blackberry [111]. In addition to typical low-level tasks such as
memory management and process scheduling, smartphone operating systems provide
features critical in today’s smartphone landscape, such as allowing access to a touch-
screen, camera, Bluetooth, Wi-Fi, NFC, GPS, microphone, and other such hardware.
Aside from providing access to the typical smartphone hardware, the operating sys-
tem also mediates access to the underlying cellular radio, enabling communication
with a mobile network carrier.

1.2.1 iOS
iOS is a mobile operating system developed by Apple Inc. It has a healthy app
ecosystem that surrounds it with over 1.4 million iOS applications available for
download. The operating system itself is proprietary, closed source, and written in C,
C++, Objective-C and Swift. It is a Unix-like operating system and features a hybrid
kernel that runs on 64/32-bit ARM processors. Before iOS apps are made available
to the public in the Apple App Store, they must undergo a thorough vetting process
by Apple. Apps must pass reliability testing and other analysis to ensure that they
are not malicious or otherwise unsavoury. Apple’s vetting process includes manual
testing and static analysis to determine whether an app tries to perform actions out-
side of what it claims to do [3]. This vetting process is not always perfect and indeed
security researchers have uncovered ways of circumventing the protections put in
place by Apple [43]. In the case of Jekyll [113], the malicious app passed the vetting
process by rearranging its code to add new, malicious functionality, after passing the
approval process. The iOS kernel uses code signing to ensure that all apps running
on a device come from an approved source and have not been tampered with [4].
Additionally, all third-party apps are sandboxed by iOS to prevent them from ac-
cessing data stored by other apps and modifying the system. However, Han et al.
described how to ‘break out’ of the iOS sandbox by leveraging dynamically loaded,
private APIs in malicious apps [50]. Finally, iOS enforces a secure boot chain and
file encryption using a per-file key.

1.2.2 Android
Android is a mobile operating system developed by Google and the Open Hand-
set Alliance. Android devices are powered by a healthy app ecosystem providing
access to over 1.6 million apps. The core of the operating system is written in C,
with additional components written in C++, and the user interface portions writ-
ten in Java. Like iOS, it is also a Unix-like operating system, however, it features
a monolithic kernel, designed to run on a number of processor platforms such as
ARM, x86, and MIPS. In stark contrast to the Apple App Store, the Google Play
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Store does not require an exhaustive app vetting process before an app is admitted
to the store. In general, apps are dynamically tested with a Google security service
known as Bouncer [52]. Google automatically scans apps using dynamic analysis and
combines the results of this analysis with signals from its reputation engine after it
has analysed the account of the app developer themselves. Security researchers John
Oberheide and Charlie Miller demonstrated techniques that could be used to finger-
print Bouncer [84]. They identified unique characteristics of the Bouncer emulation
framework such as the hostname, phone number, and Android ID. By checking for
these fingerprints, malware can pretend to be benign when being tested by Bouncer
and then become malicious when installed on victim devices. In an early study [37],
Enck et al. analysed the source code of 1100 Android apps and found no evidence of
malware or exploitable vulnerabilities. Unfortunately, the landscape has deteriorated
since then. Indeed, Zhou and Jiang [121] provide a characterisation of the evolution
of Android malware. On the Android platform, every app runs in its own sandbox
by default. As a result of this, each app is isolated from other apps and the system
itself, except by using well-defined APIs and system services such as inter-process
communication (IPC). However, researchers have found ways for apps to break out
of their sandbox and read arbitrary files using symbolic links [76]. Android uses a
Linux-like user approach, where each app is executed as a different user and thus
inherits the security provided by the operating system in protecting its resources and
files. In addition to sandboxing and permissions, Android is also designed to prevent
platform modification by malware and also has the capability of remotely removing
malware from a device if required [65].

Comparison of Smartphone Operating Systems. Table 1.1 shows a comparison
of the similarities and differences between the four most popular smartphone op-
erating systems, and summarises our effort in distilling this information from the
literature [8, 56, 86, 26, 100, 82]. For brevity, we do not compare an exhaustive set
of features for these operating systems. Instead, we target the main characteristics of
the operating systems that contribute the most to vulnerabilities, and thus are most
interesting to IDS developers. We look at the OS family, CPU architectures sup-
ported, source code model, programming languages used, and reverse engineering
tools that are available. Android is based on the Linux-family of operating system,
while iOS’ Darwin and Blackberry’s QNX are Unix-like operating systems. The out-
lier here is the Windows Phone operating system which is built around the Windows
family of operating systems. All four of these smartphone operating systems are built
to run on ARM processors, with Android offering the capability to run on x86 and
MIPS processors as well. Android dominates the market, being delivered on 82.8% of
smartphones, iOS on 13.9%, and Windows Phone and Blackberry trailing distantly
with 2.6% and 0.3% deployment respectively, as of 2015 Q3 [41]. Android is the
only open-source operating system on the list and all are written in C/C++ or other
variants of C. Each of the operating systems is supported by a single official appli-
cation marketplace which provides third-party apps to users. Importantly, Android
and Windows Phones have OEMs that (sometimes) modify the standard operating
systems and unwittingly introduce vulnerabilities [114]. Finally, all four operating
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systems have a suite of reverse engineering tools available to assist with vulnerabil-
ity analysis.

Definitions: We now define key terms that are used throughout the chapter.

� Attack vector: The means by which an attack is carried out against a system.

� Exploit: The method used to take advantage of a vulnerability.

� Vulnerability: Any weakness in a system that exposes it to risk.

Threat Model: In evaluating the landscape as it concerns intrusion detection and
prevention, we systematize adversaries based on their capabilities, goals, and rela-
tionship to the smartphone under attack:

� Local adversary (active/passive) - This attacker is present on or controls the
local network. A local attacker may also be logically adjacent to the device
(for example, spoofing a cell tower) or have close physical access to a device
(for example, in close physical contact with the victim).

� Remote adversary (active/passive) - This attacker is present outside of the
local network and may control segments of the network between the victim
and the destination of their traffic.

Passive adversaries may eavesdrop on and observe traffic from the communica-
tion channels in the network. They may also observe data from side channels,
such as device sensors [13], power consumption [117][57], and wireless transmis-
sions [106][20]. Conversely, active adversaries are able to read, modify, or inject
data into a communication channel. Note that malicious app developers (or adver-
saries who modify/repackage apps) fall into the category of active remote adversary.
Our types of adversary are not necessarily mutually exclusive. Indeed, adversaries
may change position in the network and more than one adversaries may collude to
achieve a more complex objective. The specific target of the adversary may be one
or more of:

� The victim themselves: The adversary is intending to cause harm to the victim
and does this by attacking their smartphone to cause loss of data or perform
denial-of-service.

� The device itself : The adversary may be intent on exfiltrating personal data
from the device such as contacts, credit card information, social security
numbers, pictures or videos. In the case of corporate espionage, the adversary
may be targeting the employee of a company to obtain intellectual property,
unpublished reports, or other sensitive business data.

� Device resources: Data on a device may be immaterial to an adversary who is
targeting smartphones to exploit their resources such as storage, processing
power, and bandwidth. This is especially common for adversaries interested
in ‘recruiting’ devices for a botnet.
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For the remainder of this chapter, we frame the attacks and attack vectors in relation
to the position and intent of the adversary. This is summarised by the flowchart of the
decision-making process of an attacker shown in Fig. 1.1. In general, an adversary
has one of three objectives when attacking a smartphone:

� Perform DoS: The adversary is concerned with preventing the device from
performing its prescribed functionality. This attack is fairly noticeable, since
the user will perceive degradation in performance or a missing device (in the
case of theft).

� Utilise device resources: The adversary is concerned with leveraging the re-
sources (CPU, memory, network access) of a device to further their own goals
e.g. recruiting devices for a botnet or as a proxy for launching further attacks.

� Steal data: The adversary is concerned with obtaining sensitive data from a
device such as user account information, credit cards, multimedia, and sensor
data. Note that the sensitive data the adversary is interested in may not yet
exist, so the adversary may plant a backdoor, e.g. when spying on a spouse.

1.3 Smartphone Attack Vectors
Developing IDSs for smartphones is complicated by the fact that smartphones are
devices that communicate over a variety of wireless interfaces/networks and provide
a highly customisable and extensible platform. Thus, smartphones will necessarily
have a number of areas that must be exposed in order for them to provide their stated
functionality. Moreover, what really distinguishes smartphones from other comput-
ing platforms is the multitude of sensors they contain and their ultra-high mobility
which makes them susceptible to loss/theft/physical access. The following list dis-
tils [40, 33, 72] 13 vulnerable areas (or ‘weak-points’) on typical smartphones that
will continue to be targets for delivering exploits:

� Browser: May contain vulnerabilities in parsing webpages, processing
Javascript, or providing WebView functionality to apps.

� Baseband processor: Smartphones can be tricked into connecting to rogue
base stations which can then attack the mobile radio interface.

� Messaging services: SMS/MMS messages may be used to deliver malicious
payloads.

� Wireless interfaces: Attackers can attempt to attack a smartphone from any
one of the myriad of (non-cellular) wireless interfaces.

� SIM card: Attackers may be able to manipulate SIM cards to attack a device
or steal data.
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� Memory card: Many smartphones provide slots for external memory cards.
These are frequently unencrypted and data can be retrieved if the smartphone
or memory card itself is misplaced.

� Hardware interfaces/ports: Smartphones may be vulnerable to attacks
coming over their exposed ports, such as USB ports. By opening a device, an
attacker can also try to pilfer data through low-level circuitry such as JTAG
ports.

� Operating system: Adversaries can attack typical weaknesses found in op-
erating systems. In some cases, smartphone operating systems may not be as
mature (or robust) as desktop operating systems.

� Third-party apps: Third party apps can access any resource that they have
been given permission to access. Additionally, apps can attempt to break
out of the OS-provided sandbox. Attackers can also use vulnerable third-
party apps as a proxy for conducting further attacks on a smartphone through
privilege escalation.

� Users: Users can advance attacks if they make bad device configuration
choices or are victims of social engineering.

� Memory: Physical memory on the device can be modified to remove protec-
tive mechanisms from the system.

� Firmware: An attacker may target sub-module (such as Wi-Fi interface
cards) firmware to obtain long-term elevated privileges on the device.

� Device itself: An attacker may target any one of the side channels coming
from the device itself, for the purposes of device fingerprinting or recovering
sensitive data such as encryption keys or screen-lock codes.

We systematize attack vectors as belonging to either of four categories: drive-by
attacks, app ecosystems, physical attacks, and social engineering [79, 95, 40]. In
detailing attack vectors, we use italicized text to denote the vulnerable areas affected.
Also, we only briefly identify some attacks to put the attack vectors into perspective.
We leave a detailed treatment of all the major attacks against smartphones for Section
1.4.

1.3.1 Drive-by Attacks
Vulnerable areas affected: Browser, baseband processor, messaging services, wire-
less interfaces, operating system, third-party apps, users.

In the case of drive-by attacks (or watering hole attacks), an attacker attempts to ex-
ploit existing bugs in the software running on the smartphone that processes external
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data. A common method of delivering drive-by attacks involves exploiting vulner-
abilities in the browser on the smartphone to make it execute a malicious payload.
These attacks can be carried out en masse since popular web pages can be compro-
mised and laced with malicious payloads. Alternately, links to malicious pages can
be sent to users through traditional channels such as email, messaging services and
social media. An attacker can also manipulate unencrypted HTTP pages to insert ma-
licious payloads or take advantage of improperly handled SSL/TLS (in third-party
apps) to perform a MITM attack [38] and insert the malicious payload that way. Note,
however, that attacks targeting smartphone browsers have more limited potential than
desktop browsers due to application isolation via sandboxing.

Drive-by attacks can also leverage any one of a device’s wireless interfaces. Vari-
ous spoofing attacks can be performed against Wi-Fi and Bluetooth, and indeed, base
station spoofing can used against the baseband processor. Other targets of drive-by
attacks may include WebViews (operating system), a user interface component in
smartphone development frameworks that allows apps to easily render webpages
from within the app. A WebView can be used to provide an interface to a Javascript
component and thus external Javascript can be executed on a device. Additionally,
WebViews can also allow a website to access data stored on devices. If an attacker is
able to intercept or modify the content of a URL that is loaded by a WebView (using
a MITM attack or Cross-Site Scripting (XSS) for example), they can use functions
from within the WebView framework to access data from the device. Worryingly,
privilege escalation exploits have been published that allow arbitrary code execution
on vulnerable devices through WebViews [91]. Another class of attacks, known as
component hijacking attacks [67], leverage the drive-by attack principle to access
private data and spoof intents.

Drive-by attacks may exploit network services, pieces of software running on a
device that open ports to listen for incoming connections. Traditionally, network ser-
vices only run on devices acting as servers, such as web (HTTP) servers listening on
port 80. In the smartphone landscape, however, to satisfy the great need for intercon-
nectivity, mobile devices can be found running network services such as ADB [112],
VPN, VNC, RDP and SSH services. In the case where smartphones are configured
to share their internet connection through a mobile hotspot, they can be expected
to also run DHCP services and act as a default gateway. These additional services
all increase the number of avenues for exploit. Network services offer an attractive
interface for attackers to attempt to exploit, since they provide a (usually) always
open entrance that is accessible via the network. Exploiting network services is also
particularly attractive to an adversary since no user intervention is typically required
to allow the exploit to take place and after successful exploitation there may be no
immediate indication to the user that an attack has indeed happened. By default,
smartphones may not have any network services installed, but there are a wide va-
riety of third-party apps that users install which offer additional functionality that
requires the use of network services. Indeed, Nielson reports that the average user
uses 26.8 different apps per month [81], and any of these could potentially leverage
network services.

Drive-by attacks, while successful on traditional workstations, may have more
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limited impact when translated to the smartphone arena. On Android, most soft-
ware is implemented in Java and executed by the Dalvik Virtual Machine. This miti-
gates some of the typical attack strategies (such as buffer overflows) since low-level
data structures are protected by boundary checks. However, many Android apps also
leverage libraries implemented in native code; thus some parts of many apps con-
tinue to be susceptible to traditional attacks against memory corruption bugs. These
attacks are quite dangerous since they can lead to code execution on the device [48],
with the user not necessarily knowing that they have been compromised.

1.3.2 App Ecosystems
Vulnerable areas affected: Third-party apps.

By and large, user-installation of grayware/malware is limited due to the use of
‘trusted’ software repositories such as the official app stores. App stores and smart-
phone operating systems utilise strong technical mechanisms to ensure a restriction
on the third-party apps that can be installed on a device. Attacks coming from app
ecosystems leverage the fact that if grayware/malware can be placed in a market-
place, it can quite quickly be available for infecting the entire ecosystem. Addition-
ally, grayware/malware authors are incentivised by the fact that users are typically
more trusting of apps if they find them in the official app marketplaces.

As mentioned in Section 1.2, app stores employ various degrees of vetting before
allowing an app to become available for the general public to download. Addition-
ally, smartphone operating systems restrict, by default, the ‘sideloading’ of apps, i.e.,
installing apps to a device through unofficial channels. For this reason, most gray-
ware/malware affecting smartphones are delivered as Trojan-horse apps via an app
store. Thus malicious authors must develop apps with some functionality, but con-
taining malicious payloads hidden from app store vetting using timebombs, dynamic
code loading, reflection, code obfuscation and/or IP address checking (to determine
whether the app is being run through an app store’s vetting engine). Recently, the
BrainTest trojan [1] utilised all the aforementioned strategies to evade app store de-
tection.

One strategy used by grayware/malware authors, and most commonly observed
in third-party app marketplaces, involves the repackaging of legitimate apps to inject
malware [121] which can then attempt to exploit the operating system/firmware or
steal data from the memory card. Fraudsters have also been known to modify the
advertising portions of legitimate apps to insert their own code. This allows them to
fraudulently obtain revenue from a legitimate app [120]. Other less malicious apps
(and their included libraries) have been known to leverage additional and unneces-
sary dangerous permissions, ostensibly to have greater access to sensitive data and
resources, which can then be used for profiling a user [16, 122, 39] for reasons such
as better advertisement targeting, or more maliciously, selling user data directly to
other third-parties.

Smartphone worms are much more limited than Trojan-horse apps but may be-
gin to see wider adoption with the availability of operating system exploits propa-
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gated by modern smartphone connectivity features such as portable hotspots/NFC
and even older channels such as Bluetooth/SMS/MMS/WAP. Operating system pro-
tection mechanisms, such as SELinux, offer mitigation for system exploits by en-
hancing the boundaries of app sandboxes [2] and thus worms may have more limited
success.

1.3.3 Physical Attacks
Vulnerable areas affected: SIM card, memory card, hardware interfaces/ports,
memory, firmware, device itself.

One class of physical attacks come about from dismantling the device itself and/or
being able connect to and interface directly with the hardware interfaces/ports on the
device; we call these physical (tampering) attacks. Physical attacks may also make
use of side channels that enable the inference of private data located on a device;
we call these physical (general) attacks. We expand on specific physical attacks in
Section 1.4.1, but right now we enumerate general physical attack approaches:

1. Accessing a device that does not use a screen-lock and transferring the data
from the device using copy/paste/attach features within the operating system.

2. Accessing memory cards within the device itself and removing them to obtain
data that was stored on the device.

3. Inferring PIN/screen-lock codes from smudges on a smartphone touch-
screen [7].

4. Leveraging ports, such as USB ports, on the device to perform further at-
tacks [61, 59, 69].

5. Modifying physical memory chips on the circuit board to introduce new soft-
ware and/or affect the firmware of low-level hardware (such as Wi-Fi adap-
tors).

6. The SIM card(s) in a device can be removed to retrieve sensitive data such as
messages and phone numbers. Malicious payloads can also be written to a SIM
card.

An attacker can leverage their access to the hardware interfaces/ports of a device to
place malware or other data on the device or execute commands. Lau et al. demon-
strated how it was possible to install arbitrary apps on an iOS device through the USB
port [61]. The Android Debug Bridge (ADB) can also be used to launch attacks. The
ADB is a command line tool that can be used to connect to and run commands on
Android devices using a desktop.

Another class of physical attacks comes from leveraging the physical state of a
device or physical access to the device to attack it. Leveraging the physical sensors
on a smartphone is an example of utilising the physical state of a device to enable
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attacks. The literature exemplifies using the accelerometer/gyroscope [13, 116], and
light sensor [103] to steal device credentials/passwords.

Attackers can also leverage physical access to a device to attempt to pass the ‘lock
screen’, provided that screen-locking is enabled in the first place [36]. A locked de-
vice is usually guarded by PINs, patterns, and passwords, and more recently, using
biometrics such as fingerprints. An adversary being able to successfully unlock a de-
vice depends on the complexity of the credential used to lock the device. Approaches
as rudimentary as looking at screen smudges have demonstrated potential in assist-
ing attackers to bypass locked screens [7]. Biometric approaches, which show much
promise, have been shown to be dangerous if implemented incorrectly [118], with
the end result a potential compromise of a user’s biometric data such as a fingerprint.
Needless to say, the compromise of a user’s biometric is a serious problem, as by
nature it cannot be replaced.

1.3.4 Social Engineering
Vulnerable areas affected: Browser, operating system, users.

With social engineering, the user of a smartphone is tricked into revealing credentials
or performing actions that assist the attacker in furthering their attack. These attacks
are dangerous in that they employ non-technical strategies to elicit private informa-
tion from users and, as such, generic IDS solutions to address social engineering are
not available. The problem of social engineering is exacerbated by the fact that users
may not know that they have been successfully attacked until long after the fact, if at
all. Three common social engineering attacks specific to smartphones are:

1. Making malicious apps look like legitimate apps. Malware/grayware authors
typically build clones of popular applications to trick a user into installing
their version because it has a name and description very similar to the app they
actually want [45][120].

2. Enticing users using device-specific details. Smartphone users may be tricked
by ads and webpages that give them advice specific to their device make and
model. Attackers commonly use the User-Agent sent by a browser/app to iden-
tify the device before sending customised messages to the user about faults
with their specific device such as poor battery or malware infections. The
users are then led to download malware which supposedly solves their ‘prob-
lems’ [49].

3. Malware pretending to be a second factor of authentication. Desktops infected
by the Zeus malware may instruct users to download an authentication com-
ponent to their smartphone as a second factor of authentication when the user
attempts to log in to their online bank [18]. The malware then captures a user’s
bank login credentials.

Aside from social engineering that leads to malware installation, other typical so-
cial engineering attacks that result in the user giving away their credentials are just
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Table 1.2: Table showing attack vectors and what vulnerable area on the smartphone
they target.

Attack Vector Vulnerable Area Affected
Drive-by attacks Browser, messaging services, wireless interfaces, SIM

card, memory card, operating system, third-party apps,
users, memory, firmware

App ecosystems Third-party apps
Physical attacks Baseband processor, SIM card, memory card, hardware

interfaces, USB, memory, firmware
Social engineering Browser, operating system, users

as detrimental as on traditional desktops. Especially considering that a user may be
logged into several services from their smartphone at the same time, social engineer-
ing presents a high-reward attack vector to adversaries.

Table 1.2 summarizes the relationship between the attack vectors and the vulnerable
areas that they target. From the table, it can be seen that drive-by attacks have the
potential to affect the most areas on a smartphone. This is perhaps unsurprising,
as drive-by attacks are made possible by bugs/vulnerabilities in the software on the
smartphone itself, and thus there is a rich attack surface that can be targeted. Physical
attacks have the second largest number of vulnerable areas and target weaknesses in
the physical hardware/characteristics of the smartphone. App ecosystems and social
engineering target fewer vulnerable areas directly, but can be used as a proxy for
delivering more dangerous drive-by exploits if users are tricked into installing apps
or performing particular actions on their device.

Table 1.3 shows common attack vectors, the level of sophistication required to
achieve success, and the potential effect of device compromise. The level of so-
phistication refers to the technical expertise required from the attacker and ranges
from Low (minimal technical ability required), Medium (moderate technical abil-
ity required, with published exploits easily available/adaptable), to High (advanced
technical ability required, usually requiring the development of zero-day exploits or
advanced reverse-engineering skills). Effect of compromise ranges from Low (in-
formation disclosure or minor annoyance), Medium (Low + greater annoyance and
potentially costing the user money e.g. premium rate SMS/calls), to High (full com-
promise of the device with unfettered access by the adversary). The main insight
from Table 1.3 is that social engineering requires minimal skill and has the poten-
tial to affect many victims, but the effect of the attack is typically low. Drive-by
attacks, on the other hand, can prove very effective to attackers since published ex-
ploits are available (especially for older devices which are still widely used [110])
and can yield good returns in terms of effect of compromise while targeting a mod-
erate number of victims. Physical tampering of devices requires high sophistication
by adversaries but may yield significant rewards and are usually employed at the
nation-state/law-enforcement level. Worryingly, unsophisticated attackers can com-
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Table 1.3: Table showing attack vectors and their main characteristics.
Attack Vector Level of Sophistication Effect of Compromise
Drive-by attacks Medium/High Low/Medium/High
App ecosystems Low Low/Medium
Physical (tampering) High High
Physical (general) Low/Medium Low/Medium
Social engineering Low Low/Medium

bine social engineering with published drive-by exploits to obtain a significant return
on investment, especially if attacks target users with older devices.

1.4 Smartphone Attack Hierarchy
We classify smartphone attacks based on the position of the attacker in the ‘space’
relative to the smartphone under attack as follows:

� Physical vs. Non-physical: As shown in Fig. 1.2, the first level of differ-
entiation is whether the attack is performed by physically accessing the de-
vice. This is a logical separation of attacks as it broadly divides attacks into
those which require tangible access to a device as opposed to those that ac-
cess the device in an intangible way. IDS developers will typically focus on
non-physical attacks. Non-physical (or intangible) attacks can be further sep-
arated into two categories: local and remote.

� Local vs. Remote: Local and remote refer to the logical proximity of the
attacker to the victim device in terms of location on the network. Broadly
speaking, local attacks are carried out by attackers that are on the current
local area network (LAN) segment (or otherwise logically adjacent to the
victim) and includes well-known attacks such as ARP spoofing, MITM, and
traffic analysis attacks. Remote attacks are carried out by adversaries who
are able to launch attacks from beyond the local network segment, i.e., more
than one network hop away.

� Interactive vs. Non-interactive: Attacks can also be categorised into
whether they are interactive or non-interactive. By interactive and non-
interactive, we mean whether the smartphone user is required to perform a
particular action on their smartphone for the attack to be successful. In gen-
eral, non-interactive attacks are more attractive (and more difficult to exploit)
since no user intervention is required and, as a result, may be more stealthy.

In Sections 1.4.1 and 1.4.2, we compare typical attacks that fall into the categories
of physical and non-physical, to assess their characteristics relative to each other and
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gain an understanding of the motivations of attackers for using one type of attack
over another. Table 1.4 provides a compendium of examples of attacks for all the
exploits mentioned in this section.

1.4.1 Physical Attacks
Physical attacks are carried out by attackers that target the hardware of the device
itself. In other words, these attacks require attackers to physically touch the device in
order to carry out their malfeasance. The main classes of physical attacks are: hard-
ware tampering, attacking the device over its built-in ports, and leveraging physical
sensors on the device to garner data.

Hardware Tampering. Hardware tampering attacks are directed at the physical cir-
cuitry of the device itself. Security of hardware is often an afterthought since many
manufacturers consider the device hardware secure through obscurity. Tampering
with hardware requires esoteric knowledge and a particular skillset, but common
low-level interfaces and circuitry on most electronic devices allow attacks to be per-
formed against a wide range of devices. For example, many electronic devices, when
disassembled to the circuit board level, will have exposed serial and JTAG ports.
These ports can be used to intercept debug messages, send commands, or flash the
firmware of the device. Serial and JTAG interfaces are widely used for communi-
cation between sub-modules in embedded systems and an attacker with reasonable
skill and patience can usually find ways of accessing these buses. By being in phys-
ical possession of or in close proximity to a device, an attacker may also leverage
data gleaned from any of the physical side channels on the device such as power
consumption or electromagnetic emanations. By leveraging side channel informa-
tion, attackers can cheaply [47] determine secret keys from a device’s embedded
circuitry [57].

Even if the attacker cannot leverage the aforementioned interfaces in a reasonable
way, they can attack other components of the device such as the flash memory. The
attacker can potentially de-solder flash memory from the circuit board, and use other
tools and hardware to read and modify the filesystem, bootloader, or other sensitive
configuration or software [51][102]. Munro [74] showed how to leverage hardware
tampering to read data from a device, crack PIN codes, boot a smartphone from an
operating system installed on a memory card, read from and write to a UART, access
flash memory, and wipe a device.

Ports. Smartphones can also be attacked using their built-in ports. Of all the physical
ports on a device, the standard USB port is most commonly used. The attack to be
launched at a device over USB depends on the USB mode that the device is in. Com-
mon USB modes include mass storage, media device, tethering, fastboot, and ADB.
Devices running iOS were shown to be vulnerable to arbitrary app installation over
USB [61]. Android devices that have USB debugging enabled have the ADB dae-
mon running on the device. The ADB daemon allows the running of commands with
special system privileges. Using ADB, an attacker can bypass some of the security
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features of the operating system. It is important to note, however, that the majority of
Android devices will not have ADB enabled by default (since it is a feature mostly
used by developers) and later (>= 4.2.2) Android devices have key-based authen-
tication of desktops. However, vulnerabilities found in Android 4.2.2-4.4.2 allowed
attackers to bypass ADB authentication [77]. An interesting avenue for attacking a
locked ADB-enabled device is to obtain access to a desktop that is already permitted
to connect to the device, and using ADB to execute commands on the device via a
terminal on that desktop. It is expected that only few devices will be vulnerable to
attacks using ADB, however, the attractiveness of this approach is increased when
considering the power gained from attacking a device that is ADB-accessible.

In a popular attack called ‘juice-jacking’, attackers can steal a victim’s data or
install software on their device via the USB port [59]. USB ports on a smartphone
are not the only ports that are vulnerable. Indeed, other physical ports that are ripe for
attack are the SIM card ports, SD card ports, HDMI ports and docking connectors,
to name a few.

Physical sensors. Smartphones have a plethora of built-in sensors that enable rich
interactions between users and apps. By leveraging sensors such as the accelerome-
ter/gyroscope, researchers showed how it was possible to infer keystrokes on a smart-
phone based on how the device moved as credentials were being typed in [13, 116].
Other researchers showed that minor movements when entering credentials are suf-
ficient to change the ambient light hitting the light sensor in a way that can be ex-
ploited to reduce the search space required for guessing a PIN [103]. The micro-
phone on a smartphone has also been used to extract high-value audio data from
smartphones [94]. Using power side-channels, researchers were able to clone SIM
cards [117] and retrieve cryptographic keys [57]. Other researchers used imperfec-
tions in smartphone sensors for device fingerprinting and tracking [30]. One of the
big differentiators between smartphones and traditional computers is the myriad of
built-in sensors that they contain. Thus sensor side-channels contribute a novel attack
surface to smartphones and is an open area for further IDS research.

1.4.2 Non-Physical Attacks
Non-physical attacks on a smartphone do not require physical manipulation of the
device. Thus these attacks will predominantly come from across a communication
channel, be it Wi-Fi, 34/4G, Bluetooth, etc. As mentioned earlier, local attacks come
from the local network segment from physically (or logically) adjacent devices.
These attacks are predominantly launched by attackers on the same Wi-Fi network
as the victim. Remote attacks come from attackers further removed than the local
network segment, i.e., more than one hop away. Remote attacks can come from hosts
on the internet and may be delivered by malicious web pages, email, or by exploiting
apps installed on a device. Potential attack vectors also include malicious SMS/MMS
messages carefully crafted in a way that exploits a vulnerability on the system [80].
Some attacks can also be categorised as being ‘local or remote’ in cases where they
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can be launched from either location.

Local. On the local network segment, smartphones are susceptible to the typical
spoofing attacks that traditional workstations are also susceptible to. With ARP
spoofing [9][101], the attacker convinces the victim device that it is the gateway.
The same principle applies for DNS [89] and DHCP spoofing [35] attacks. In DNS
spoofing, the attacker responds to the victim’s DNS queries. Usually the responses
point a domain name to an IP address under the control of the attacker. By doing this,
the attacker receives traffic from the victim that was intended for a different recipient.
Similarly, with DHCP spoofing, the attacker responds with false DHCP responses,
usually telling the victim to use the attacker’s IP address as a default gateway. Once
again, this tricks the victim into sending their traffic to the attacker. Once the attacker
receives the traffic, they are free to inspect, modify, and/or forward the packets to
some destination.

Alternately, the attacker can simply drop the packets and cause a denial-of-
service (DoS) attack. It is worth noting that the attacker need not be present on the
local area network as a client to perform local attacks. The attacker can use addi-
tional hardware such as femtocells or wireless access points to trick the victim into
connecting to cellular [87] and Wi-Fi networks directly under their control [93]. If
successful, the attacker has full domain over all traffic from the victim and is free to
manipulate it as they see fit. The level of effort and sophistication required to carry
out attacks over cellular networks is currently high but falling rapidly due to the avail-
ability of picocells/femtocells and open-source cellular infrastructure software [87].
Picocells can typically supply coverage within a range of 200 metres and can thus
target thousands of potential victims if placed in a crowded area. By spoofing the
cellular network, attackers essentially become a man-in-the-middle and can attack
devices either by sending low-level commands, or perform more traditional attacks
against internet connectivity like a typical man-in-the-middle. Once the MITM attack
is underway, the attacker can potentially insert malicious payloads into the content
being received by users using their choice of drive-by attack.

Local or Remote. Certain attacks can be carried out whether the attacker is on the
local network segment or somewhere on the path to the destination. Two notable ex-
amples of attacks in this category are traffic analysis attacks and MITM attacks.

� Traffic Analysis: By doing traffic analysis, an attacker is able to glean addi-
tional information from network traffic. Traffic analysis is usually done on
encrypted traffic since the payload cannot be examined directly. By lever-
aging pattern matching or statistical analysis on captured traffic, the at-
tacker can determine things such as the apps that a user has installed on
their device [107][27], specific actions that the user is doing within these
apps [20][19], or identify devices on the network based on their unique traf-
fic fingerprint [106].
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� MITM: If an attacker successfully launches a MITM attack against a victim,
they have the power to intercept, analyse, modify, and forward the traffic as
they see fit. If transport layer encryption, such as TLS, is used, an attacker
may be limited in what they can do with the traffic. Assuming that the victim
properly validates and handles TLS certificates, the attacker would no longer
be able to read or modify (without detection) the victim’s traffic. However,
the attacker would still be able to drop, delay, or route the traffic as they see
fit. All of this assumes that the client handles the certificates properly. Indeed,
it has been shown that on smartphones many apps do not handle certificates
properly and, as a result, a number of apps are still vulnerable to MITM at-
tacks even when the connection is ‘secured’ with TLS [38][44].

Remote. Remote attacks are aimed at the victim device from over the network, with
the attacker usually being many hops away. Attackers can target network services
running on a smartphone, SMS/MMS handlers in the operating system, client-side
web browsers, email client applications, and other apps running on the smartphone.
Each of these pieces of software can be exploited in different ways.

� Network Services: By default, many smartphones do not have network ser-
vices installed, but various third-party apps open ports and actively listen for
incoming connections. A simple feature in Android, called the Android De-
bug Bridge can allow access to the device via TCP [33]. Other apps that lis-
ten for connections over TCP include Remote Desktop (RDP), Secure Shell
(SSH), Virtual Network Computing (VNC) and other similar protocols. Each
of these technologies expose a potential area for exploit as they offer a po-
tential means of entry into the smartphone. Open ports can be enumerated by
using port-scanning tools such as Nmap to probe the device. Once the list of
listening services is obtained, the attacker can then proceed to fingerprint the
actual software that is running behind the port before attempting to exploit
it. Network services have not received great attention in the literature, and
thus network service attacks on smartphones continues to be an open area of
research.

� Messaging: In addition to the traditional weak-points that smartphones have
as a result of them being Internet-enabled, there are other weak-points that
come about from their connectivity to the cellular network. Three notable
examples of such weak-points are the Short Message Service (SMS) [46]
system, the Multimedia Messaging Service (MMS) [119][123][80] system,
and the Wireless Application Protocol (WAP) [60] system. The WAP Push
message feature implements a Service Loading (SL) request. This request
may cause a smartphone to request a URL. By carefully crafting a web page,
Ravishankar Borgaonkar [60] demonstrated how a smartphone can be di-
rected, via Unstructured Supplementary Service Data (USSD) codes, to do
things such as lock the SIM card or perform a factory restore. More recently,
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the attacks leveraging vulnerabilities in MMS handling came to prominence
with the announcement of the ‘Stagefright’ exploit [80]. This exploit lever-
ages the fact that some devices automatically process a video received by
MMS so that it is ready for viewing when the user opens the message. By
sending a carefully crafted MMS message, an attacker could potentially per-
form arbitrary actions on a victim’s device through remote code execution,
without any interaction required from the victim.

� Browser - The web browsers installed on smartphones present a rich and
dynamic area of potential vulnerability since, in addition to executing their
own application logic, they support a number of technologies and protocols
as well, such as Javascript. Javascript itself is an entire scripting language
and contributes to the complexity of the code that underlies the web browser.
Indeed, an entire spectrum of Javascript attacks exist for exploiting browser
weaknesses. The most common way to exploit a browser is the ‘drive-by’ or
‘watering hole’ attack whereby an attacker causes the user to visit a mali-
cious URL. This is often done through social engineering. The URL is usu-
ally laced with malicious payloads that attack vulnerabilities in the browser.
Since a browser is a necessarily complex piece of software handling many
technologies, it is a very susceptible piece of the stack that has been ex-
ploited several times in the literature [34][73][68]. Worryingly, smartphone
browsers may even be at more risk since they may not be a mature as their
desktop counterparts. However, due to the strict nature of app sandboxing,
smartphone browser exploitation may have limited return on investment af-
ter successful exploitation.

� Email clients - Email clients are another potential vulnerable area on smart-
phones. Attacks exploiting vulnerabilities in email clients can be delivered
en masse, for example, by using unsolicited email as a vector for delivery.
Since many email clients typically render email based on the HTML tags
and rich multimedia that they contain, attacks on email clients are possible
by exploiting the improper handling of malformed messages. Additionally,
email clients usually pass on downloaded attachments to other software for
handling which make the email client itself a potential vector for malicious
email attachments to be passed on to other software running on the system.
Attacks on smartphone email clients are not common and may be an inter-
esting area for future research.

� Third-party Apps - Third-party apps contribute in several ways to allow-
ing attackers to breach security or invade privacy on smartphones. While the
apps available in the official app stores are vetted to varying extents, mali-
cious apps sometimes slip past these protection mechanisms [113]. More-
over, users sometimes opt to install apps from third-party marketplaces,
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which are known to contain greater amounts of grayware/malware [120].
But malware is not the only issue; legitimate third-party applications can be
exploited by an adversary and caused to perform malicious actions. For ex-
ample, by performing a MITM attack on the connection between an app and
its server [38], an adversary can potentially instruct the app to perform tasks
that are outside of its design and leak sensitive data from a smartphone. Mit-
igating attacks that leverage third-party apps may be hard given that many of
these third-party apps have a legitimate reason to access the sensitive APIs
and data that they do on a smartphone. By exploiting weaknesses in these
apps, adversaries can obtain access to all the data that the app has permission
to access. Alternately, adversaries can also make Trojan-horse apps that ac-
tually perform a legitimate task but also pilfer data behind the scenes. These
types of apps are not easily identified since they may have legitimate reasons
to access the APIs that they do and there is no straightforward way to differ-
entiate them from non-malicious apps. This is an open research problem.

Less-privileged smartphone apps can leverage confused deputy attacks to ob-
tain sensitive data and send it from a device. In a confused deputy attack [67],
a rogue app without a particular permission tricks one or more apps with
the required permissions into carrying out the task that it is not permitted to
do [64]. For example, an Android app that did not have permission to connect
to the internet2 could use an ‘Intent’ to make the browser app make the con-
nection for it. Colluding apps can also combine each of their sets of granted
permissions to achieve a greater overall goal [12]. For example, one app with
access to the address book may collude with another app with access to the
internet, to achieve the overall goal of surreptitiously sending a user’s ad-
dress book over the internet. Colluding apps can communicate directly or by
using covert channels, further adding to the complexity of detecting them.
Identifying and taming one or more colluding apps is an interesting area of
research for intrusion detection and prevention.

1.5 Smartphone App Marketplaces and Malware
Adversaries do not necessarily need to perform elaborate exploits if their only aim
is to pilfer sensitive data from a device. This can be done in a straightforward way
with the ‘consent’ of the user, if the adversary creates a trojan horse application and
entices the user to install it. Many apps have legitimate reason to access data and
sensitive APIs on a device to provide their functionality. For example, a navigation
app has reason to retrieve a user’s geographical location and also requires access to
the internet to load maps. If this navigation app had a secondary purpose of tracking
users, it would be very difficult, if at all possible, to identify this sort of malfeasance.

2This example is an over-simplification. We note that in iOS/Android 6, permission to use the internet
is granted to apps by default.
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To this end, malware authors are developing and publishing grayware apps with du-
bious behaviour to further their malevolent goals.

This worrying trend has not gone unnoticed and indeed the literature [39, 78,
10, 17] is replete with examples of malicious apps making it into both the Google
Play Store and Apple App Store. Much harder to detect and remove are grayware
apps like Trojan horse apps that are not outrightly malicious but instead mask their
malfeasance under the guise of providing some reasonable functionality [122][16].
Malicious (or Trojan horse apps) are able to perform a variety of actions on a smart-
phone and are only limited by sandboxing and the permissions that they are allowed
to perform. However, some malicious apps also contain operating system exploits
which they can deploy to break out of their sandbox and/or perform privilege esca-
lation [55]. Many authors have proposed solutions to identify malware in app mar-
ketplaces. For example, Chakradeo et al. [15] used statistical methods to measure
correlations in app characteristics which reduced the time taken to scan a market-
place.

Repackaged apps are variants of legitimate apps that are reverse-engineered and
modified to add or change app behaviour. A common tactic is to edit variables in
advertisement code or programmatically click ads to route advertising revenue fraud-
ulently to the attacker [21][120]. Additionally, adversaries sometimes rebrand apps
(by modifying the app name and icon) and pass them off as their own. This worrying
trend underscores the fact that app marketplaces themselves are a large attack vector
that are difficult to police. Moreover, users tend to misplace trust in apps coming from
app marketplaces [90][11], both official and unofficial, and unwittingly expose them-
selves to greater risk than on their desktop computers. This problem is compounded
by the fact that anti-malware solutions are less widely deployed on smartphones [11].
Thus adversaries have significant motivation to deliver attacks via app marketplaces.

1.6 Attack Vector Mitigation Using IDS/IPS
We now summarise the mitigation strategies that are used to counter attacks against
smartphones. This analysis is summarised in Table 1.5. As discussed in Section 1.3,
drive-by (or watering hole) attacks are a popular attack vector given that these attacks
can (usually) be deployed remotely and target a moderate number of users without
much additional effort required. Drive-by attacks typically target vulnerabilities in
the operating system or other software running on smartphones. Unsurprisingly then,
most drive-by attacks can be thwarted by simply keeping the smartphone operating
system and other third-party software up-to-date. However, this is more easily said
than done since many smartphones, especially older Android devices, are still widely
used, but no longer receive updates from their vendor. Any useful IDS will need to be
able to protect older unpatched devices. We elaborate on the phenomena of unpatched
devices in Section 1.8.

As discussed in Section 1.5, third party apps offer a low-investment avenue for
attackers to get their code running on users’ devices. The potentially exploitable user-
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Table 1.5: Table showing common attack vectors and their mitigation strategies.
Attack Vector Mitigation Strategy
Drive-by attack Software updates to patch existing vulnerabilities.
App ecosystems Whitelist of apps that can be installed or more intensive

app vetting procedures.
Physical attacks Encrypt all data on a smartphone and use tamper-proof

hardware.
Social engineering User education and software updates (to limit privilege es-

calation in case of successful attack).

base can be quite significant considering that publishers have turned to buying app
reviews [115], to make their app seem more legitimate in app marketplaces. Attack-
ers can opt to use the permissions their apps have been granted to pilfer as much
data from the device as possible, or, with some more investment, can embed exploits
into their app to elevate the app’s privileges while using techniques [52] to ensure
that their app is not removed from the app marketplace. Successfully deploying such
an app can lead the attacker to obtaining anything from sensitive data on the device
to total compromise of the device. The level of effort required varies, depending on
whether the attacker just wants to get some personal information or fully compromise
devices. These attacks are hard to target specific users, though most times attackers
do not have specific targets in mind when leveraging third-party apps to distribute
their malfeasance. The danger from third-party apps can be mitigated, in the first in-
stance, by more intensive app vetting in official marketplaces. IDS/IPSs employed by
app stores need to be able to detect dynamic code loading, logic bombs, and the like,
and they need to be able to do it at scale while not being detectable by the malware
itself.

An adversary having physical access through a victim misplacing their device
or having it stolen opens up significant avenues of attack for that device. The low
investment required to access misplaced devices makes theft attractive to unskilled
adversaries. However, skilled and resourceful adversaries may also target specific
devices, such as company-issued devices, in an effort to obtain valuable intellectual
property or inside information. If a device is lost/stolen, an adversary has immediate
access to all unencrypted data on that device and may access it by directly connecting
to memory cards. In the case where the device was not sufficiently secured using
screen-lock codes, the adversary would have access to all the other features of the
device and could impersonate the owner of the device. Researchers found, in one
study, that 29% of participants failed to use a screen-lock on their devices and, in
general, underestimate how much personal information is stored on their device [36].
Many physical attacks can be easily mitigated by user training, use of full device
encryption, and use of screen-lock functions. However, other attacks that target the
underlying circuitry to circumvent protection mechanisms must be remedied using
alternative strategies such as tamper-proof hardware.

Finally, social engineering can be used to gain entry into a smartphone. Since
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Table 1.6: Mitigation features used to increase the level of investment required by
an attacker to successfully exploit a smartphone.

Mitigation Feature Weak Point Defended
Sandboxing Browser, operating system, third-party apps
DEP Browser, operating system, third-party apps
ASLR Browser, operating system, third-party apps
Verified boot Operating system, firmware
Cryptography SIM card, memory card, firmware, operating system

modern smartphone operating systems have several robust security features, attack-
ers have turned to manipulating the user of a device to further their goals. By tricking
a user into installing third-party apps or leading them to spoofed web pages, an at-
tacker can obtain access to sensitive device APIs (if a user is tricked into granting
an app sensitive permissions) or other privileged information. Social engineering re-
quires varying effort depending on the nature of the attack and how elaborate it is,
with the potential gain often being proportional to the social engineering effort re-
quired. These non-technical attacks are mitigated by user education (about social
engineering and how to remain safe) and software updates to mitigate privilege es-
calation if the attacker successfully gained an entry point into the smartphone. Intru-
sion detection and prevention tackling social engineering attacks on smartphones is
an open research area.

1.7 Inherited Weak Points and Countermeasures
A critical part of any analysis of smartphone attacks and attack vectors has to do with
understanding the similarities and differences in attacking smartphones as opposed
to traditional desktops/workstations. In some ways, attacks are of a similar form
and are merely adapted to work on smartphones. In other ways, idiosyncrasies of
smartphones make attacks on them easier to happen and harder to defend against.
For example, in contrast to the typical desktop, the ability to monitor and disrupt
attacks on smartphones is reduced since they have multiple points for traffic ingress
and egress. Additionally, high mobility (and consequent ease of misplacement) and
the plethora of sensors that make smartphones unique also contribute to the rich
attack surface they contain.

On a workstation, it usually suffices to install security software such as a fire-
wall and anti-malware solution. Smartphones have many more ways of connecting
to the outside world using various wireless technologies and ports and thus a typical
firewall approach is no longer sufficient. Trivially, smartphones are more easily lost
or misplaced and this offers unique attack vectors to an adversary who stole or oth-
erwise happened upon a device. Full device encryption and screen-locks reduce the
potential profit to an adversary that steals or otherwise obtains physical access to a
device.
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1.7.1 Built-in Mitigation Strategies
Modern smartphone platforms often contain advanced features that mitigate the like-
lihood of a successful compromise by an adversary. Indeed, smartphones utilise fea-
tures such as sandboxing, Data Execution Prevention (DEP), Address Space Layout
Randomisation (ASLR), and verified boot that add to the complexity of the task of an
adversary intent on exploiting a smartphone. Table 1.6 summarises the most common
attack mitigation technologies used on smartphones as well as the attack surface that
they defend. These technologies are all inherited from modern desktop/server oper-
ating systems.

Sandboxing is a well-known security mechanism that is also used on smartphone
operating systems for separating running programs. Apps running in a sandbox may
only access a tightly controlled set of resources as arbitrated by the operating sys-
tem. Any additional resources required are accessed through well-defined APIs and,
in many cases, apps need to have their intentions to access ‘third-party’ resources de-
clared, a priori, to the operating system. DEP is another feature borrowed from mod-
ern computer operating systems for use on smartphones. DEP demarcates areas of
memory as containing data that is executable or non-executable. This protects against
malicious exploits such as buffer overflow attacks that store executable instructions
in a data area of memory. ASLR is typically combined with DEP for even greater se-
curity. ASLR randomizes the addresses for key memory areas such as the base of the
executable file as well as the stack, heap, and relevant libraries. This makes it very
difficult for an attacker to correctly jump to an exploited function in memory and
protects against buffer overflow attacks. Verified boot is a hardware and/or software
technique concerned with restricting the software that can run on the device during
boot up. Verified boot typically only allows software cryptographically signed by the
manufacturer to run on the device. This provides an additional layer of security since
it detects and prevents potentially compromised software from running on critical
parts of the system. In iOS, a secure boot chain ensures that low level software has
not been tampered with and that the iOS will only run on validated Apple devices
[4].

1.7.2 Attack Vectors and Attack Surfaces on Workstations
A breadth of knowledge already exists with regard to securing the attack surfaces of
desktops/workstations. By understanding the similarities and differences with smart-
phones and workstations, we have an effective foundation from which to understand
how best to engineer approaches to secure the attack surfaces on smartphones. Smart-
phones, in general, contain all the attack surfaces that typical desktops and worksta-
tions contain. The smartphone also contains additional attack surfaces which come
from the fact that it is also a mobile phone that connects to a cellular network. As
a result, smartphones have additional attack surfaces coming from their messaging
capability (SMS/MMS which are delivered over the cellular network), their cellu-
lar interface (the physical hardware and firmware that is responsible for providing
connectivity to cellular networks), and other artefacts of mobile connectivity such as
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various ad-hoc communication technologies such as NFC, Bluetooth, and the like.
These additional attack surfaces, originating from the idiosyncrasies of smartphone
technology, are interesting areas of further research since they do not exist on desk-
tops/workstations and, as such, their protective technologies may not be as mature as
those of other attack mitigation systems.

1.8 Related Work and Open Research Problems
By design, smartphones are portable, high connectivity devices with a variety of
sensors, technologies, ports, and interfaces. On desktop computers, a firewall can ef-
fectively mitigate many attacks since most non-physical attacks come from services
exposed to the network. Conversely, on a smartphone, simply installing a firewall can
reduce attacks coming from over the network, but those attacks only target a frac-
tion of the vulnerable points present. There are still many non-Internet technologies
that run on smartphones, such as NFC, Bluetooth, SMS/MMS, and these continue
to provide vulnerable points which cannot be readily ‘firewalled’. Engineering IDS
solutions for protecting these weak points is an open research challenge.

As we saw in Table 1.4, drive-by attacks are a popular vector of delivering a
malicious payload to a smartphone. From Table 1.5 we also saw that the most com-
mon mitigation strategy for drive-by attacks is software updates. This is not surpris-
ing because most drive-by attacks aim to exploit some software vulnerability on the
smartphone. However, getting software patches to end-users is easier said than done.
As Thomas et al. [109] discovered, some vulnerabilities will not have been deployed
to 95% of vulnerable devices until more than five years after the release of the fix.
This leaves a very large window of opportunity for attackers to continue to exploit
unpatched devices and this is often no fault of the end-user. Indeed, the Android
landscape is highly fragmented [58] meaning that there is no unified way of push-
ing fixes to Android smartphones automatically. On the other hand, vulnerabilities
on Apple and Blackberry devices can be patched more easily since these vendors
have greater control over the operating system and update channels. Thus, one of
Android’s greatest advantages, its open-source nature, is also one of its biggest dis-
advantages from a security standpoint, in that most Android devices cannot get a
security update as soon as it is available. This problem is also made worse on both
Android/Windows Phones because of OEMs that modify the operating systems to
add their own features, hampering the upgrade process, and sometimes introducing
new vulnerabilities themselves [114]. Thus, any IDS should be able to work even on
devices with outdated operating systems.

1.8.1 Related Work
Shabtai et al. [6] propose a methodology for evaluating the effectiveness of security
solutions on Android. The authors propose evaluation criteria such as visibility, se-
curity solution administration, inherent cost, security level and other miscellaneous
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artefacts. Given the many security solutions that have been proposed, this work pro-
vides an important mechanism for comparing the utility of one solution to another.
Along similar lines, Louk et al. [66] argue for the use of monitoring, detecting, track-
ing and notification (MDTN) as a means of securing against intrusions in smartphone
environments. The authors demonstrate the utility of this approach in identifying
malware and show that it outperforms some existing approaches.

Shabtai et al. [97] describe a method for intrusion detection on mobile devices us-
ing the knowledge-based temporal abstraction (KBTA) methodology. This approach
is suitable for identifying previously unknown malware on mobile devices. Their
system works by polling the device for particular metrics such as number of SMSs
sent, along with critical system events. This data is combined with a knowledge-base
that allows an abstraction into high-level patterns. The authors deploy their proposed
system as a host-based intrusion detection system (HIDS) and show that it yields a
performance rate above 94%. The authors further argue for the utility of their sys-
tem on battery-constrained devices like smartphones, by showing an average CPU
consumption of only 3%.

Houmansadr et al. [53] was one of the first to leverage the cloud for intrusion
detection. Zounouz et al. [124] later followed a similar approach and proposed Se-
cloud, a cloud-based security solution for smartphones. Secloud works by emulating
a smartphone using cloud resources and sending device input from the device to be
protected to this virtual device. In this way, Secloud can perform resource-intensive
security analysis without burdening the actual physical device. Secloud’s emulator
performs virus-scanning, file-integrity checking, system-call monitoring and intru-
sion detection and response. The authors validate the utility of Secloud by showing
that it accurately detects intrusions while consuming negligible resources.

Along similar lines, Shabtai et al. [98] present Andromaly, a malware detection
framework for Android. Andromaly is host-based and feeds continuously collected
features and events from the target device to anomaly detectors. The anomaly detec-
tors are built around machine learning classifiers. The authors evaluate several clas-
sification algorithms and feature selection methods. They show that malware can be
detected in a way that is both lightweight and accurate. Shabtai et al. [99], in related
work, propose a behaviour-based anomaly detection system that identifies anomalies
based on traffic patterns.

More recently, Ariyapala et al. [5] combine host and network metrics to build
an intrusion detection system for smartphones. The authors capture metrics such as
CPU utilisation, energy consumption, running processes, user activity and network
traffic. Damopoulos et al. [28] propose a framework that unifies host- and cloud-
based intrusion detection systems. The authors validate their system by showing that
it can deliver quick and accurate results using computations that are affordable on an
iPhone. Papamartzivanos et al. [88] crowdsource information on privacy leaks from
smartphones using a cloud-based architecture. Finally, Damopoulos et al. [29] pro-
pose one of the first anomaly-based intrusion detection systems for mobile devices
and use iPhone user data to show that their system can detect intrusions with up to a
99.8% true positive rate.
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1.8.2 Open Research Problems
Smartphones are devices designed with seamless connectivity in mind. Thus these
devices are shipped with a wide variety of wireless interfaces powered by various
technologies. Since smartphones are utilised by users of varying technical skill, man-
ufacturers may be tempted to sacrifice security to appease the consumer. Although
there is the ‘walled-garden’ approach being taken with the app repositories, apps
of dubious intent, but seemingly legitimate, are an increasing problem. Indeed, third-
party apps that access sensitive data on a device are free to package it and send it over
the Internet. The destination or reason for doing this may not be immediately clear
after static or dynamic analysis so there is still a risk of data theft by third-party apps
that were entrusted to carry out a specific task. This problem is further complicated
by confused deputy attacks and apps that collude to avoid detection. IDS solutions
that identify and mitigate covert channels for app collusion remains a challenge.

From our survey of the literature, we uncovered that email client apps and net-
work service apps (those that open ports) have not received wide attention from ad-
versaries or the research community. These categories of apps may potentially be
more vulnerable because of their distinctive characteristics. For email apps, the rend-
ing of HTML email or automatic downloading of attachments can provide unique
access to the system if malicious emails/attachments are not handled properly. Net-
work service apps that open ports on a smartphone may also introduce vulnerabili-
ties if they are not designed properly. Even very mature network services on desk-
tops/workstations/servers contain vulnerabilities, so it would be no surprise if the less
mature smartphone versions of these services also contain vulnerabilities. This fact
becomes worrying when one considers that many apps are developed by small teams
or individuals with potentially little knowledge or concern for security. Sub-module
firmware (such as Wi-Fi) has also received little attention from attackers. This may
be because it requires esoteric knowledge to actually interface with hardware. If
successfully exploited, sub-module firmware can provide long-term, almost unde-
tectable, elevated privileges on a smartphone. IDS approaches to protecting hardware
are a welcome area for future research.

More recent additions to smartphones such as NFC communication and the use
of biometrics for authentication introduce new areas of potential vulnerability to be
exploited. Given that these features are increasingly being used for making purchases
using a smartphone, it seems natural that the attention of adversaries would shift in
this direction. Indeed, the literature shows researchers who were capable of intercept-
ing data from contactless payment cards [31]. Biometric authentication on mobile
devices is also an area worth exploring since keeping credentials safe while allowing
secure authentication on devices that are easily lost is an ongoing challenge.

Rogue cellular base stations are also a challenge due to the availability and
rapidly-falling prices of cellular infrastructure such as picocells. Combined with the
prevalence of unpatched devices with gaping security holes, rogue base stations have
the potential to quickly and silently compromise many devices at once. Out-of-date
devices also increase the likelihood of smartphone worms that propagate by exploit-
ing wireless interfaces for transmission. As mentioned earlier in this chapter, IDS
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systems will need to continue to offer protection even on devices that are no longer
supported by their manufacturer.

1.9 Conclusion
Smartphones are poised to take over from desktops and workstations as the device of
choice for communication, shopping, banking and web browsing. As these devices
become pervasive, the interest of adversaries naturally turns in that direction, as the
adversaries look at ways of exploiting users and stealing data to make a profit. In this
chapter, we enumerated the various assets on a smartphone, as well as the attack sur-
faces that are present on these devices that can be used by an adversary to gain entry
into the system. Until now, it was not well understood by a non-expert how the vari-
ous components of a smartphone collectively contributed to its overall attack surface.
We showed that smartphones have all the attack surfaces that desktops do, with addi-
tional attack surfaces coming from the fact that they contain additional hardware for
mobility, sensing, and ad-hoc connectivity. We discuss the various attack mitigation
features in use on smartphones, some directly borrowed from desktops/workstations,
and highlight the various weak-points that are defended using these technologies.
We also analysed, in general, how vulnerabilities on smartphones can be reduced,
but also demonstrate how some operating systems, like Android, will naturally have
more challenges in getting software updates to users. As smartphones become a more
tightly-knit part of the average person’s life, if is important to have a solid grasp of
the ways that these devices are vulnerable, so that we can continue to develop ways
of keeping end-users safe, now and into the foreseeable future.
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