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Network security is a vital component of modern wireless communications, par-
ticularly as a result of the value of data being shared within those networks. Trust
inference has provided an intuitive and accessible way for distributed networks to
protect themselves in lieu of a central authority, such as a basestation. However,
the trust metrics themselves can be manipulated by malicious parties in order to
disrupt the network.

This thesis examines the vulnerabilities that exist within distributed communica-
tion networks that rely on trust inference for security. Chapter 3 studies the land-
scape of trust network vulnerabilities and presents a design for a unified frame-
work of trust network attacks from an observer’s perspective, based on the com-
parison and collation of pre-attack symptoms. This is then used as the basis for a
novel contextual characterisation method for the classification of nodes’ behaviour
into possible attack scenarios, which is implemented using a support vector ma-
chine.

Chapter 4 presents the design and analysis of a trust-based data management and
aggregation protocol for facilitating secure self-management of distributed net-
work nodes. This is accompanied by the proposal for a trust-based data aggre-
gation protocol to support network functionality, which enables coexistence with
malicious nodes in the network by using their input to reinforce network decisions.

In Chapter 5, we devise a comprehensive model for node behaviour using a hidden
Markov model approach, and show that the Baum Welch algorithm can be used
to estimate the transition and emission probabilities of a node. Subsequently, it is
shown that the use of a long short-term memory RNN facilitates the early classi-
fication and extrapolation of the node’s behaviour, such that its attack probability
can be estimated to a high degree of accuracy even before sufficient observations
are collected.
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1| Introduction

1.1 Background

Over the past fifty years, the availability and nature of electronic communication
has changed significantly and rapidly. At one time, being able to make a phone
call was considered a luxury. Now, not only are communication devices able to
deliver information across the world within seconds, but any delay or difficulty in
doing so would be considered an anomaly. By 1999, the average household in the
UK would have expected to have access to a reliable landline telephone. By 2009
and then 2019, an average UK resident had access to a mobile phone and then
a smartphone respectively. In 2024, the landscape of connected communication
devices is much more diverse than ever before, having expanded beyond the realm
of telephone technology, such that the average UK household has 2.4 people [1]

and 9 internet-enabled devices [2].

Aside from phones, common wireless home network devices include smart light-
ing, televisions, smart home concierge devices, security systems, smart wearables
such as VR gadgets and smartwatches, automated environmental control tools
such as energy smart meters, and appliances. Outside the home, the majority
of industries have come to depend on connected devices in one way or another.
For example, wireless sensor networks (WSNs) play integral roles within projects
across e-agriculture, shipping, defence, wildlife conservation, environmental stud-

ies and many others [3].

This increase in availability of communication devices has led to a vision of fu-
ture technology that is centred on the concept of distributed networks. When one

imagines futuristic communications, it brings to mind networks of seamlessly in-
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terconnected wireless communication devices that can exchange information in
real-time, autonomously, efficiently, and perhaps most importantly, securely. The
desire for this level of service can be seen throughout the literature [4] and across a
variety of applications, particularly with the advent of the Internet of Things (IoT),
such as the vehicular [oT network seen in Fig. 1.1. The idea behind IoT concepts,
such as this one, is that the use of peer-to-peer, direct data transfer, in combina-
tion with message relaying, would allow for large-scale, real-time communication
between nodes in a network. This would allow the vehicles and infrastructural
sensors to collectively carry out vital traffic operations, such as traffic flow man-

agement, environmental data collection, and many other possibilities [5].

This is an example of a distributed communication network, which allows net-
work nodes to communicate directly with each other. This is in contrast with the
traditional communication infrastructure that typically requires network data to
travel via a central base station, or hub. Centralised and distributed networks are
two ends of a spectrum of network architecture centralisation, as illustrated in Fig.

1.2.

1.2 Distributed Communication Networks: Motiva-
tion, Applications and Challenges

There is a growing interest in the design and implementation of decentralised and
distributed communication networks. The key factors driving this shift towards

decentralisation are:

1. Network traffic limitations of centralised network infrastructure: The
central node typically has a limited rate of processing requests, meaning

that a very large network can often result in a backlog, or network bottle-
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Figure 1.1: Example of a vehicular IoT network concept
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Figure 1.2: Communication network architectures.

neck, at the hub. [6] discusses the estimation of a network’s upper limit of
service, and the relationship between the rate of requests and the length of
the network queue. Secondly, as the network grows, the finite shared chan-

nel is spread between more nodes, and the management overhead on the
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hub increases. The central hub typically utilises a multiple access protocol
to allocate network resources in the most optimal way to satisfy multiple
requests. However, a network with more nodes is likely to experience more

transmission delays on average than the same network with fewer nodes [7].

2. Security vulnerabilities of centralised network: There is a significant de-
pendence on the hub in a centralised network for vital network functions. As
a result, the hub is a major vulnerability of the network, and any failures in
its operation would disrupt the functionality of the whole network [8]. This
is perhaps the most challenging aspect of centralised networks, since this
vulnerability can be taken advantage of by malicious parties, as is discussed

further in Chapter 2.

3. Need for scalability, beyond what is available in centralised networks:
With an estimated 50 billion IoT devices in the world by 2025 [9], scalabil-
ity of networks has become a priority. In theory, distributed networks have
the ability to scale not only in terms of the number of connected devices, but
also geographically. This is because, through the relaying and diffusion of
data across nodes, distributed networks can allow for communication over
large distances. This is particularly useful for collecting and transferring
data in remote environments, where it is not possible for all nodes to be

within reach of a base station [8].

4. Consumer desire for automated, real-time systems: The consumer view
of future telecommunications is centred on the idea of seamless and auto-
mated communication services. [10] goes into detail about the consumer
needs, trends and wants, as well as the industry-scale desire for reliable
automation. Since the implementation of 5G cellular networks, and even

more so with the expected terrabits-per-second (Tbps) speeds of 6G net-
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works [10], the speed and reliability of the technology is now capable of
supporting futuristic ideas of IoT networks in the home, as well as across
industries. However, the infrastructure needs to be updated accordingly to
support these anticipated applications, and it is expected that distributed

networks are the solution.

The successful implementation of distributed communication networks would en-
able a vast range of opportunities, particularly in the development of WSNs.
WSNs comprise many wirelessly interconnected sensor devices that collectively
gather and process data about their environment. This is more scalable than the
centralised equivalent, for which all nodes would need to be within communi-
cable distance of some common point, i.e., the central hub. Other anticipated
distributed network applications include as for real-time monitoring of conditions
across large expanses of agricultural land [11], vehicle-to-vehicle networks [12],
drone response in disaster management [13], instant cross-referencing of medical

records between healthcare providers [14], and countless others.

All of these applications will include the exchange of sensitive information be-
tween nodes. In the highlighted example applications, this may include location

data, sensor readings, financial data, classified messages, medical records, etc.

1.2.1 Network Attacks

Data is valuable. It can and has been exchanged as a form of currency in itself,
and is particularly appealing to those who may take advantage of the information
found within network data. As a result, communication networks are commonly
targeted by malicious parties for the purpose of accessing valuable data or dis-
rupting network functionality. [15] reports over 4500 data breaches and network

attacks globally in January 2024 alone. Owing to the lack of an overseeing au-
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thority, a distributed network’s security needs to be somewhat autonomous. There
is a need for distributed protocols to manage vital network tasks such as data val-
idation, version control, and node authentication, the network could potentially

become vulnerable to attacks.

John von Neumann first theorised the idea of the computer virus in the 1940s [16],
describing it as an automatically self-replicating entity about thirty years prior
to the creation of the first ARPANET virus, the Creeper Worm [17], in 1971.
Following this, the 1888 Morris Worm led to severe disruption of over 10% of
all internet-connected devices within the first 24 hours of its release [17], and
prompted the development of the first coordinated cybersecurity effort via the

establishement of the CERT Coordination Centre at Carnegie Mellon University.

Since then, both the network security and network attack protocols have continu-
ously fought to stay one step ahead of the other. Network attacks have diversified
beyond self-replicating software, and successful attack protocols are now highly
tailored to their specific purpose and environment. In addition to attack complex-
ity, the average impact of an attack on a network has continually increased. [18]
estimates that the mean financial cost of recovering from a single network attack

or data breach is four and a half million US dollars.

The need to continually stay one step ahead of malicious attacks has resulted in an
established field of research in network security, post-attack recovery, and device
protection. In order to mitigate adverse financial and functional effects of network
attacks, it is preferable to take a defensive and preventative approach, instead of

focusing on recovery alone.




University of Oxford Section 1.2

1.2.2 Research Trends in Distributed Network Security

With the research and technology moving towards distributed networks, there are
concerns that this new network infrastructure will facilitate a variety of new net-
work attack protocols. Some distributed network attack protocols have already
been theorised or extrapolated from existing communication systems, which is
expanded on in Chapter 2. However, in addition to targeted attack protocols, the

literature has identified the following vulnerabilities in distributed networks:

1. It takes time to deliver or flood data across the network, meaning that some
nodes may have outdated versions of network data. This is particularly true

for large distributed networks [19].

2. Decision-making cannot be done by a single entity in a distributed network,

and therefore collective decision-making needs to be integrated [8].

3. Centralised security protocols cannot be directly applied to distributed net-
works due to the lack of central authority in the latter, resulting in a need

for restructured security protocols [19].

4. Distributed networks are particularly useful in applications where there may
not be sufficient infrastructure to support a centralised alternative. However,
this can also mean that the network links are intermittent, for example where

the nodes are moving or in adverse weather [20].

Many of these risks can be attenuated by ensuring that nodes across the network
have, and can maintain, a unified view of the data. This requires the careful de-
sign of protocols for distributed network flooding, version control, and distributed
decision-making protocols called consensus [21]. Table 1.1 provides the high-
lights from this research by comparing the four most prominent consensus algo-

rithms within distributed network research.
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Table 1.1: Summary of relevant consensus algorithms.

Consensus | Summary Advantages Disadvantages

Algorithm

Proof Nodes race to complete an | Low incentive for dis- | Requires more time and

of  Work | intentionally difficult crypto- | honest mining because | energy than available

(PoW) [22] | graphic puzzle. this would waste en- | for most IoT nodes,

ergy. high transaction la-
tency.

Proof Chooses the successful miner | Makes mining more ac- | Malicious nodes may

of  Stake | (data validator) by determin- | cessible to less capable | also have a stake in the

(PoS) [22] | ing which miner has the most | nodes, malicious nodes | network, which would
stake in the network, e.g. | must have stake before | make them indifferen-
which miner has been partici- | they can have an effect | tiable from other nodes.
pating for the longest time. on the network.

Paxos [23] | First fault-tolerant consensus | Extremely fault tol- | Complex algorithm
algorithm. Its overall func- | erant, including for | leads to high trans-
tion is to take a majority vote. | Byzantine faults. action latency, not

suitable for nodes with
limited processing
power.

Raft [24] Simpler form of the Paxos | Designed to be a less | Leader-based structure
voting system which uses a | computationally inten- | is centralised, poor per-
leader-follower structure. sive version of Paxos, | formance with Byzan-

achieves = comparable | tine faults.
performance and fault
tolerance.

However, consensus is only one part of ensuring secure distributed communica-

tions. With the use of consensus protocols, some papers explore the allocation

of network responsibilities to different nodes dynamically. This takes advantage

of the flexible nature of distributed communications by ensuring that important

responsibilities are always placed upon nodes that have, for example, a reliable

connection to the network or are closest to the destination at that time.

For example, [25] surveys task assignment methods for unmanned aerial vehi-

cles (UAVs). It highlights a method for optimising resource allocation based on

the abilities, location and resources of each node in the UAV network. This is

a suitable approach for UAV networks, since it would be reasonable to assume

that nodes across this kind of network would have comparable abilities, and be
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deployed by cooperating parties such as aid organisations in a natural disaster.
However, when the nodes are not necessarily familiar to each other or where there
is a possibility that certain nodes have been compromised, the task assignment
approach presents the risk of assigning sensitive functionality or data storage to a

malicious node.

Another approach has been to rely on cryptographic validation for providing se-
curity to the network transactions, such as distributed ledger technology (DLT),
which relies on zero-trust protocols for distributed security. These protocols en-
force validation and verification of network participants, as well as the network
data. The principle behind zero-trust is that no network entity is to be trusted
without thorough verification, and in order to achieve this, the protocols often
employ highly demanding computational tasks of the nodes being verified. Zero-
trust protocols, such as Proof-of-Work (PoW) [28], are currently utilised widely
across existing distributed communication networks, but mainly within cryptocur-
rencies such as the BitCoin blockchain network [29]. Within financial networks,

zero-trust protocols are used to facilitate distributed consensus.

For a time, there was an especially pronounced interest in the use of blockchain
technology across the technical sector [26], including distributed communication
networks, but this was quelled by the highly demanding nature of the blockchain
protocols. This is evidenced by the fact that Proof-of-Work (PoW) [28], as dis-
cussed in Table 1.1, cannot currently be executed by typical consumer commu-
nication devices, e.g. laptops, mobile phones, etc. This is why the research has
broadly come to an agreement that the blockchain protocol cannot directly be
applied to distributed communication networks, though there is value in the ac-
countability afforded to a public network by the inclusion of a permanent ledger.
Some have addressed the overhead issue by delegating different levels of service

to different nodes using a hierarchical approach. For example, [27] only provides

10
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full functionality to nodes that have proven their capabilities.

We can see from these research trends that there is a common theme in the lit-
erature of wanting to ensure that vital network functionality is not entrusted to
untrustworthy parties. For example, resource allocation would typically favour
trustworthy nodes, whilst message relaying would favour routes that avoid un-

trustworthy nodes.

This leads us to the question of: how can the network nodes ascertain which of

their peers actually is trustworthy?

1.2.3 Trust As a Security Metric

With the advent of IoT and WSNSs, it has become clear that there needs to a be dis-
tributed security protocol that can achieve consensus but without the highly com-
putationally demanding requirements. This is because the nodes involved in 10T
systems are expected to be restricted by limited computational capabilities and,
depending on the application, limited energy, unreliable quality of communica-
tion link, and highly intermittent internode connections. [30] explores the current

expectations and limitations of future IoT networks and their nodes.

Trust inference has emerged as a possible solution to distributed network security
where zero-trust protocols are not suitable, particularly in networks with limited
resources, a preference for low overhead, or requirement for low latency [31].
Trust alone is not a security metric, but instead allows network agents to evalu-
ate each other based on observations. The inference algorithm is responsible for
mapping from the observation set to a trust metric, which can then be used as a

foundation upon which security protocols can be designed.

Early examples of trust-based networks can already be seen in operation. For

example, user ratings were commonplace in internet forum communities by the

11
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early 1990s, and was formalised as a user reputation system by eBay in its online
marketplace in 1995 [32]. Research interest in trust inference for communication
networks has steadily grown since around 2002, when [33] presented a pivotal
perspective on Bayesian inference of trust and reputation based on observations,

by modelling trust probability as a beta-distributed random variable.

Trustworthiness, or simply trust, metrics provide a valuable tool in distributed

networks for the following reasons:

1. Trustinference algorithms allow network nodes, regardless of their resources,
to independently evaluate each other and the network data based on obser-

vational data.

2. Managing trust data is a significantly smaller overhead on the network when
compared to the cryptographic solutions. Trust data can be stored locally
at each node, or the network can consider facilitating a Trust-over-IP ap-
proach, which integrates an additional network stack layer specifically for

the management of observational and trust data [34].

3. Observations can be exchanged or relayed across the network in order to
quickly build up evidence about all nodes across the network. [33] discusses
reputation discounting, which statistically accounts for the validity of re-
layed observations based on the reputation of the relaying node from the

receiver’s perspective.

4. The available inference protocols are highly adaptable for specific system
requirements. For example, where recent node behaviour should bear greater
weight in its reputation, this can be easily integrated into the protocol via a

forgetting factor, as used in [33].

Trust inference provides a promising solution to distributed network security, and

12
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the design of inference protocols is already an established and vastly growing field
of research, with many inference algorithms available in the literature. Therefore,
this thesis does not attempt to redesign the inference protocols, but instead, we

focus on the remaining challenges in the implementation of trust inference:

1. As communication systems do not currently employ trust inference in their
implementation, there is limited-to-no real-world data available about trust
inference networks. Instead, most of the existing literature relies on gener-

ating realistic training data [35].

2. A need to utilise trust information in the design of distributed network self-
organisational tools. This would support secure distributed data exchange,
clustering, resource allocation, data validation, and other core network func-

tions in the absence of a central authority.

3. To better understand the nature and scope of trust network vulnerabilities,
such as insider attacks. The existing literature has explored a wide variety of
possible trust attacks (TA), and has proposed a number of targeted security
protocols. However, the view of TAs is disjointed due to the lack of any

standardised framework for evaluating threats in a trust network.

4. There is a need for further research into how a network can preempt TAs in
order to intercept or minimise their adverse effects on the network, rather

than simply controlling damage after-the-fact.

13
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1.3 Research Project

1.3.1 Summary of Research Problem

The general trend of communication networks is towards utilising distributed ar-
chitectures in order to alleviate the dependence on a central network authority, and
allow for scalability. However, new network architectures come with new secu-
rity challenges. As discussed in Section 1.2.3, trust inference is a strong premise
for distributed network security since it meets the majority of needs by allow-
ing network nodes to both independently and collectively evaluate each other’s

reliability, without highly demanding computation.

However, within trust inference itself, there are a number of vulnerabilities that
need to be addressed, such as insider attacks. Furthermore, instead of protecting
the network against known attacks by designing individually targeted defences, it
would be beneficial to design mechanisms by which malicious activity can more
comprehensively be predicted and prepared for. If it is known in advance that a
network node will attack at a given time, and using a given protocol, then its effect

could be minimised through mitigating measures by the rest of the network.

1.3.2 Aims & Research Questions

The aim of the thesis is to understand and address security vulnerabilities within
trust networks, specifically with a view to coexistence with malicious nodes and

the prevention of trust network attacks in distributed communication systems.

This question can be divided into a set of core research questions, where each of

the questions 1-3 correspond to our 3 research chapters respectively:

1. Framework of threats: What are the threats within a distributed, trust-

14
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based network?

(a) What are the foremost security risks to be aware of in trust networks,

and how can they be effectively detected and classified?

(b) From a security protocol perspective, what are the symptoms of trust
network attacks, and how can those symptoms be mapped to impend-
ing network attacks preemptively such that the attacks’ effects can be

minimised?

(¢c) Can the network utilise knowledge about the nodes and the wider
range of possible threats in order to protect itself, without needing

individual tailored defense mechanisms for each possible attack?

2. Coexistence with threats: Can trust inference data enable the secure self-
management of distributed network functions, in preparation for proposed

future applications like vehicle-to-vehicle communication?

(a) Is it plausible for a trust network to coexist with known malicious
nodes by leveraging the knowledge of malicious behaviour in order to

reinforce network decisions, functions and data?

(b) Equipped with trust data, how can nodes in a distributed communica-
tion network exchange and collectively carry out vital network func-
tionality in a secure and distributed way, specifically, secure data stor-

age and exchange?

(c) How can trust inference be integrated into the design of distributed

network protocols?

3. Prediction of threats: Is it possible to restructure and process a network’s

trust data in order to gain insight about potential future TAs?

15
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(a) How can a network node be modelled in a way that facilitates the tem-
poral extrapolation of node behaviour, in order to identify malicious

nodes as early as possible?

(b) Can that model be designed in such a way that it is comprehensive for

most, or all, trust-based attacks?

(c) Is it possible to estimate the trust of a node based on early interactions

within the network?

(d) Can those early interactions be analysed to predict next-step or near-

future behaviour of a node?

1.3.3 Considerations

Given that trust inference has come to prominence in response to the need for a
distributed security framework for devices that would not be able to utilise the al-
ternative, more computationally intensive, cryptographic protocols, it follows that
the project should consider the same end of the device spectrum. In other words,
we broadly take into account the suitability of any proposed network protocols for

application within IoT and WSN networks.

One of the major challenges across the field of trust research is that there is very
limited data from existing trust networks, since these are not yet widely imple-
mented. Therefore, where training data is required, it is common practice to gen-
erate realistic training data based on probability distributions. This is done inde-
pendently of any processing of that data in order to maintain realism and integrity

of subsequent simulations.

Note that the specifications of the system used to complete this thesis have been

provided in Appendix A.

16
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1.3.4 Thesis Overview

Chapter 2 provides background theory about trust inference, as well as the main

tools and concepts utilised in the research.

In Chapter 3, we investigate Research Question 1 posed in Section 1.3.2 by de-
signing a unified framework of trust network attacks. This is then used to propose
a novel contextual characterisation method for the classification of malicious net-
work nodes into possible attack scenarios. Finally, the contextual characterisation
is used to classify nodes using a Support Vector Machine (SVM) learning algo-

rithm.

Research Question 2 is examined in Chapter 4 via the design and analysis of
a trust-based, distributed data management protocol for wireless communication
networks. This is accompanied by a proposal for a novel trust-based data aggre-
gation protocol to support network functionality, which enables coexistence with

malicious nodes in the network by using their input to reinforce network decisions.

In Chapter 5, we devise a comprehensive model for node behaviour using a hid-
den Markov model approach (HMM), and show that the BW algorithm can be
used to estimate the transition and emission probabilities of a node. Subsequently,
the change of the BW estimate over time is used as temporal data to predict the
attack transition probability of a node during its initial interactions in the network,
with the aim of classifying potentially malicious nodes as early as possible. This
early classification is implemented using a Long Short Term Memory (LSTM) re-
current neural network (RNN), which is then adapted for prediction of the node’s
next-step and near-future attack transition probabilities. This research addresses

Research Question 3 posed in Section 1.3.2.

17



2| Literature Review

This chapter covers the background theory and relevant literature behind the work
presented in Chapters 3-5. We begin with a brief summary of packet transmission
and error checking, followed by an overview of trust theory, and finally a descrip-
tion of all the theoretical tools used as part of our research. Note that any theory
or principles that we have manipulated or built upon are presented directly within

their respective chapters.

18
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2.1 Context: Transmission and Error Checking

In this section, we give a brief and general overview of a typical network set-up

that would benefit from the research being conducted in this thesis.

2.1.1 Packet Transmission

Packet switching is the transmission of data in the form of packets over a digi-
tal channel. Data packets contain header bits, followed by data bits, ending with
trailer bits. The expected format and length of the packet’s contents are deter-

mined by the protocol being used.

The alternative, circuit switching requires a direct physical layer connection be-
tween the source and the destination, resulting in data arriving in the correct or-
der, consistent data rate, and guaranteed bandwidth. In contrast, packet switching
makes more efficient use of the channel capacity by allocating a route for each
packet on an ad-hoc basis. The routing protocol can be optimised for resource ef-
ficiency, latency, reliability, and a wide variety of other parameters. Importantly,
packet switching protocols incorporate fault tolerance by allowing for the packet
to be re-sent if lost or damaged. Damage can occur as the result of a poor channel

or as the consequence of a malicious network attack.

Fig. 2.1 shows the block diagram for a typical wireless transmitter and receiver.
Network attacks have the potential to occur at multiple points in this process,
particularly at the source, if the source itself is malicious, or within the channel, if
the communication channel is not secure. Note that the channel model being used
in our work includes additive white Gaussian noise (AWGN), and this, along with
any further disruption to the channel performance, is represented by a constant

channel error probability in numerical simulations.
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Figure 2.1: Wireless network transmitter and receiver.

Regardless of the reason for a damaged packet, error correction can be incorpo-
rated into the packet’s format in order to (i) determine that damage has occurred,

and (i1) attempt to reverse that data.

When the error involves the arrival of packets out of chronological order, the re-
ceiver can request a re-transmission of the next expected packet using a range of
protocols that are referred to as automatic repeat request (ARQ) [36]. However,
ARQ only facilitates the re-transmission of the packet, rather than the recovery of
partially damaged packets. Therefore, in the latter case, ARQ would be inefficient

due to reusing the channel resources even if only one bit in the packet is damaged.

Secondly, forward error correction (FEC) [37] involves adding redundant parity
bits to the packet, which can be used at the receiver to both determine which bits
are potentially damaged and also attempt to reverse engineer those bits. Some
of the widely used FEC protocols include convolutional codes, which incorporate
the parity bits amongst the message itself and require memory, and block codes,
which add a sequence of parity bits to the end of the message, and are memoryless.
Typically, block codes are preferred for data that arrives in bursts, such as WSN

data, whereas convolutional codes are preferred for long streams of data.
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Figure 2.2: Illustration of LDPC parity check and code generation.

2.1.2 Low-Density Parity Check Codes

There are many different types of block codes available. We have chosen to use
low-density parity check (LDPC) code [38]. This is because LDPC code exhibits
a lower BER than common alternatives such as Hamming and Reed Solomon
codes. Secondly, although the BER of LDPC is marginally higher than that of
polar codes, LDPC decoders are much less complex and therefore result in higher

throughput and lower latency [39].

The encode and decode operations ensures the privacy of the data, and the proto-
col for these are known to both the source and destination. A common encoding
protocol is the LDPC code which systematically groups bits from the data, per-
forms a parity check on each group, and appends the resulting parity bits to the

end of the packet. An example of this process is illustrated in 2.2.

The coded data is then modulated and transmitted across the communication link.
At the receiver end, once the received packet has been demodulated, the LDPC
decoder can use the LDPC code bits to identify which of the received bits has
been flipped between the encoder and itself. Packet transmission and LDPC error

checking are used in Chapter 4.

The improvement of BER due to the use of LDPC code is shown in the simulation

results in Fig. 2.3.
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Figure 2.3: Simulation BER results for LDPC code vs. uncoded data transmission.
The data is QPSK modulated and transmitted across an AWGN channel.

2.2 Trust and Reputation

The field of trust inference research deals with numerical calculations and repre-
sentations of an agent’s predictability. Naturally, this predictably translates within
the communication network environment as a measure of reliability, or trustwor-

thiness, of network nodes.
Let the definition of trust be as follows:

Definition 1. The trustworthiness, or trust, of a target is the probability that, the
next time the observer interacts with that target, it will behave as the observer

expects it to.

The process of integrating trust metrics into a system requires consideration of

three key areas:

* Evidence: The collection of observations about an agent. What is defined

as a positive or a negative observation depends on the particular protocol.
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However, in line with the idea of predictability, positive observations are
typically considered to result from interactions that resulted in the expected

outcome.

* Inference: A scheme for mapping observations from evidence space to the
trust space by inferring a trust probability 7 € [0, 1] from a set of posi-
tive r and negative w interactions with the target node. This stage may
additionally involve the conversion of trust from a probability into a global
representation called reputation. A simplistic reputation model would be to
scale the trust probability 7 such that the reputation is centred on 0, i.e., the

reputation metric ¢ € [—1,1].

* Response: Define how the network protocol should respond to the inferred
trust. Specifically, responses aim to prevent untrustworthy nodes from hav-
ing a significant, adverse effect on network functions. The most common
response model is to either exclude or attenuate input from nodes with low
7 [40], sometimes using a threshold-based approach for determining the
weight of attenuation. Another common approach in literature is for only
the low trust nodes to be monitored by the network, such that the network

need not monitor activities from all nodes in the network [40].

2.2.1 Trust Theory

A widely regarded benchmark for the development of new trust inference models
is the Beta Reputation System [33], which models trust p as a beta-distributed

random variable. The beta probability density function is

F(a + 5) a—1

ar@? 707 v

flpla,p) =
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where 0 < p < 1, (o, 5) > 0, and « and 3 are the shape parameters of the

distribution. The mean probability of p is then

E(p) = — j‘_ 5 (22)

The shape parameters broadly translate into observations within the trust domain,
and based on this idea, [33] proposed the Beta Reputation System such that node
X’s reputation function for target node is given by the beta reputation function

[33],

L(ry +wyx +2)
ra 4+ DD (wi + 1)

¥ (7_ ‘ T.’I){?wi)g) - F(

71— 7)VT (2.3)

where r5¥ and w5 correspond to total positive and negative observations respec-
tively by X about T, and 7 represents the trust probability of 7. Note that 72* + 1
and w=* + 1 therefore represent the future totals of positive and negative observa-

tions, as it is the next interaction being evaluated.

Following (2.2), the expected trust probability becomes

7’7)54—1

B(T)= "=
(7) g+ wy 42

(2.4)

Note that when r = 0, w = 0, the initial expected trust probability is Ey(7) = 0.5,
and therefore £(7) < 0.5 and E(7) > 0.5 would not necessarily be considered
the benchmarks for low and high expected trust probability respectively. This is
because, in practice, it would be reasonable to set the condition for high trust to
E(1) > 0.9. This is reflected in existing rating systems, where the average eBay

seller has a reputation of 0.98 [32].
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2.2.2 Trust and Insider Attacks

The majority of trust response protocols are designed to attenuate or exclude input
from untrustworthy nodes, or to limit the scope of activity for untrustworthy nodes
[40]. A combination of these has been used in [41], where the level of service

obtained by a node in the network increases as its reputation improves.

As a result of these responses, it would be logical for a malicious node to first
cooperate with the network in an attempt to increase its perceived trustworthi-
ness, prior to committing the attack. This occurs regularly in online marketplaces,
where malicious users may obtain artificially inflated reputations via collusion

with other dishonest users [42].

It is expected that similar strategies would be utilised by malicious parties in dis-
tributed communication networks. A more detailed survey of TAs has been con-
ducted as part of the framework in Chapter 3, and we have highlighted some

common TA strategies below:

* Maintenance of high trust: A node with high trust or reputation will typ-
ically have a greater effect on the network than a node with low trust. This

1s the basis of the ON-OFF Attack [43].

* Maintenance of neutrality: A node with neutral trust and one with rel-
atively few past interactions in the network are indifferentiable from each
other based on the observation set alone. Therefore, it becomes difficult to
penalise untrustworthy nodes if they continually leave and re-join the net-
work in order to reset their perceived trust. This is the basis of the White-

washing Attack [44].

 Power in numbers: A network’s access to accurate trust data about its

nodes can be adversely affected by the presence of many malicious nodes,
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particularly if they are colluding with each other. The trust inference of any
given node can be obscured if there is an abundance of false positive obser-
vations being reported and relayed by colluding nodes across the network.
Collusion attacks in trust networks are explored in [45]. This strategy is
evident in the 57 % attack on cryptocurrency networks, whereby if over half
of network nodes are compromised by a malicious party, then that party has

the majority decision-making power in the network [46].

2.3 Machine Learning, Recurrent Neural Network,
and Estimation Tools

This section gives an overview of the background knowledge and theory behind
any statistical analysis tools used in the subsequent research chapters. Any algo-
rithms that have been customised or adapted in any way are detailed within the

research chapters directly.

2.3.1 Support Vector Machine and K-Means Clustering

Machine learning (ML) algorithms can be divided into two categories, supervised
and unsupervised. Supervised ML algorithms, such as SVMs, are trained using
training data, which consists of labelled data points. Then, the resulting trained
learner can be applied to fresh test data to obtain the most likely labels for each
new datapoint. This process is used to classify data, or map from datasets to
labels, such as image recognition. Unsupervised ML algorithms, such as K-Means
Clustering, are not trained using labelled training data, and are typically used
for analysis of datasets such as clustering, sequence detection, and reducing the

dimensionality of the data.
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Figure 2.4: Demonstration and illustration of SVM classification on Matlab’s
"Linearly Separable Data’ sample dataset

We utilise both the SVM and K-Means Clustering algorithms in our work in order

to classify and cluster data about network nodes.

With respect to the linear example in Fig. 2.4, which demonstrates a simple SVM

classification using Matlab sample data [47], the classifier seeks to find the Deci-

sion Boundary such that its distance from the margins A1 and H2 is maximised.

A hard margin is where there are no datapoints of its respective class between

itself and the decision boundary. However, the example in Fig. 2.4 includes soft

margins due to the existence of support vectors between 1, H2 and the decision

boundary.

Considering the linear equation y = a - x + b, which can be rearranged as a - * +

b — y = 0, the decision boundary can be defined in vector form as

W X +b=0,

(2.5)
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where X = (z,y) and W = (a,—1). The distances from the margins A1 and

H?2 to the origin are, respectively,

Hl:w-x+b=+1, (2.6)

H2 :w-z+0=—-1. (2.7)

The margin to be maximised is the difference between these distances,

M= (2.8)

Updating the variables can be treated as an optimisation problem using Lagrangian

multipliers [,

ol

[ = min 5 Yy =(w-z;+b)—1>0 (2.9)
l

_M_Z)\( T 1) —1 2.10

= 9 zyzw'xl+) ) (2.10)

=1

By solving for w, A and b, we can define the bound of [ as:

l
MK
maxly = » A — o (2.11)
=1

where AT represents the transform of ), and K represents the kernel function used
to map (x;, y;) into a higher dimension such that the data becomes separable. This

process can be programmed based on the following pseudocode:

Where there is no clear separating hyperplane for data, the SVM transforms the
dataset into a higher dimension such that it becomes more clearly separable. This

can be done using a kernel function.
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Algorithm 1 Find w and b

ify; = (w-x;+b) —1=0 then
(x;,y;) are the support vectors,
keep w, b values,

elseif y; = (w-z; +b) — 1 > 0 then
keep w, b values,

elseif y, = (w-z; +b) — 1 < 0 then
update w, b values.

end if=0
‘ ‘ ‘ ‘ Original data
10 . Mapped 0 =1
y 4 x X X X x x 9 Mapped o > 1(= 2)
Mapped o < 1(= 0.5)
8r 7 x  Class A
x  Class B
6 [ X DY -
5 x X T x x
& x %
=]
o 4% ki
2 - .
| T
0
0 0.2 0.4 0.6 0.8 1
input

Figure 2.5: Gaussian kernel mapping applied to linearly inseparable data with
o = 1 (unscaled), ¢ = 0.5, and ¢ = 2.

Fig. 2.5 provides an illustration of how a Gaussian kernel function can transform

linearly inseparable data such that it becomes linearly separable.

Similarly, the related unsupervised ML algorithm, K-means clustering, aims to
identify decision boundaries between clusters of data. In contrast with SVM,
the K-means approach takes a fest-and-update approach rather than being trained
using labelled data. It chooses K random data points as initial cluster centroids,

and then assigns the remaining datapoints to their respective nearest centroids,
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o 2
. 2.12
arg min dist (¢;, p)”, (2.12)

where c; represents the chosen cluster centroid location and p represents the data
point. Once all nodes are categorised, the mean squared distance is calculated
between all data points and their assigned centroids. The centroid locations are

updated by finding the centre of all the data points x in each category .5;,

1
a=g Z ;. (2.13)

x; €S;

This process is repeated over a specified number of iterations, with the system
finally choosing the centroids that produced the lowest overall square mean dis-

tance.

2.3.2 Baum Welch Algorithm for Hidden Markov Models

The BW algorithm estimates the transition and emission probabilities for a HMM,
6 = (C, D, ), where C' and D are the state transition and emission probabilities
respectively, and 7 is the prior probability distribution of the hidden states. The
estimation process consists of an iterative expectation maximisation operation on

6, such that the output is the local maximum,

0% = arg max P(Y0), (2.14)

where Y = (Y} = y1, Y2 = 9o, ..., Y7 = yr) represents the observation sequence

fromtimet=1tot="1T.

The procedure combines two complementary HMM analysis techniques called the
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forward and backward algorithms, which deduce properties of the HMM based on
(Y1,...,Y,) and (Y4, ..., Y7 ) respectively, where ¢ € [1,T]. A full description of the
algorithm is provided in Appendix B. The BW estimator can be trained using one
or more sequences of observations from the HMM. It is expected that the accuracy

of the estimate will improve as it is trained using more observation sequences.

2.3.3 Long Short Term Memory

An LSTM is a type of RNN, which is used primarily to analyse, classify and
extrapolate time series data. One of its main advantages over a regular RNN is
that the LSTM is considerably less prone to the vanishing gradient problem [48].
The vanishing gradient problem occurs for RNNs with many layers as the back-
propagation process, used to determine the optimal function weights, results in
many multiplications of the derivatives of each layer’s activation function. Further
background about the LSTM RNN and the underpinning algorithm is given in
Appendix C.

2.4 Smoothing Techniques

Machine learning and estimation tools are rooted in the statistical analysis of
data’s trends and unique properties. Prior to applying these tools, it is often bene-
ficial to pre-process the data. Smoothing, in particular, is well-suited for this pur-
pose because it helps to retain the data’s trends and other key properties, whilst

attenuating any random noise, jitter, or other unwanted artefacts in the data.

Two commonly used smoothing techniques are moving average (15;4) smoothing

and exponential smoothing (s), the equations for which are given in Appendix D.
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3| A Support Vector Machine Approach to
Early Characterisation of Trust Attacks in

a Distributed Network

Abstract

During the literature review stage of this project, it became apparent that there
is a significantly unclear view of the range of trust-based network attacks. This
is largely due to the existence of minor variations of similar attack protocols, dis-
jointed terminology from paper to paper, and a lack of any kind of systematic

threat framework.

In order to design suitable security protocols based on trust, it is essential to first
design a unified framework of attacks. Instead of simply listing examples from
the literature, we have collated a large number of attack protocols into an intu-
itive, logical and security-focused framework that is designed specifically from
the perspective of an observer. Based on this, we propose a contextual characteri-
sation method for the generation of realistic training data about trust networks, as

well as for the classification of malicious network nodes based on their strategy.
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3.1 Introduction

Trust inference techniques have the potential to facilitate security in distributed
communication networks [56]. In contrast with alternative distributed security
methods, trust inference protocols are relatively less demanding in terms of their
computational complexity, meaning subsequently that they do not incur high trans-
actional latency and are suitable for networks without access to high-capability
nodes. Trust inference is already used informally via user rating systems in a vari-
ety of applications, such as online retail platforms, for users to independently rate
and evaluate each other [57]. However, trust inference protocols still have security

vulnerabilities that need to be both understood and addressed.

Trust- or reputation-based security protocols allow users to protect themselves,
for example, by only interacting with highly-reputed peers. Having recognised
this, malicious parties have been known to invoke ways of increasing their own
rating through manipulation of the trust inference system - this is called a trust

attack [58] (TA).

A TA is a malicious attack within a trust-based network, whereby the attacker
seeks to maximise its adverse effect on the network by manipulating the trust
metrics prior to the attack. In line with the majority of trust protocols, a higher
reputation would allow a node to have a greater effect on the network functionality
and group decisions. One solution to this problem is to use artificial intelligence
(AI) to enhance malicious node detection and attack prediction. Supervised ma-
chine learning (ML) algorithms, such as support vector machines (SVM), can be
used to categorise new data based on past and similar scenarios [59, 60]. Apply-
ing this to observe and characterise node al patterns may enable malicious activity

to be flagged early, such that a preventative response can be implemented, rather
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than simply managing the consequences post-attack.

3.2 The Problem

In order to design a trust-based security protocol, it is necessary to have a logical
and global view of trust network threats. There is widely varying terminology
being used across the literature to refer to TAs, including hundreds of minor vari-
ations on the core attack models. This has led to an unclear view of the possible
TAs that a network should be able to mitigate. As a result of this, many TA preven-
tion models tend to focus on detecting a specific risk, such as a particular mode of
attack. A targeted approach typically exhibits high accuracy in detecting that par-
ticular attack but, in practice, it is highly likely that malicious nodes will not only
be aware of the security framework by which it is being evaluated but it may also
be able to change their strategy to evade detection, as represented by the malicious

node model in [61].

Therefore, there is a need for an attack detection protocol that is adaptable to a
wider range of attacks. It should be able to consider, for example, if the malicious
node is exhibiting symptoms or characteristics of any particular attack strategy

and adapt its response accordingly.

Some reviews of TAs from a more general perspective are available in [56,62,63].
However, these are written from an observer’s viewpoint, with a focus on the in-
tended outcome of the attack, rather than grouping by procedure. There is a need
for a unified TA framework that considers the detector’s viewpoint, with a focus
on attack symptoms, such that the framework can be used to reinforce malicious
node detection. For example, what behavioural signs should the detector be look-
ing for in a node that may indicate a particular attack strategy? Are there various

attacks that require the node to manipulate its trust using the same steps, such as
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frequently leaving and rejoining the network to refresh its reputation or exchang-

ing falsified positive observations with another node?

Many of the attacks discussed in the literature rely heavily on the malicious node
already having achieved significant trust. This is especially true with the Denial-
of-Service (DoS) class of attacks [64]. Attacks like DoS, flooding, Sybil, etc.
can result in a total halt of the system’s functionality and therefore need to be

prevented by addressing the early-stage tactics of an attacker.

Finally, in our design we base the node parameters on those of 10T nodes in a dis-
tributed communication network. [65] provides an example of IoT attack detection
of more general network attacks but does not take into consideration any form of
early detection, whilst [66] uses an early detection approach for IoT devices but

does not consider the full range of TAs.

3.3 Current State-of-the-Art and Contribution

Currently, there is no standardised framework of TAs in the literature. Although
there is extensive research on the trust inference algorithms themselves [56, 62,
63], the works that consider TAs tend to focus on a small subset of attacks. There
have been a number of survey papers that outline the large number of possible TA
protocols, [58,67,68]. However, all of these are written with the aim of collating

the various terminologies and grouping them from a human perspective.

There is a need for an attack framework that combines similar attacks from an
ML and detection perspective. [69] begins to outline the learning algorithm’s per-
spective on attacks in a wireless sensor network (WSN). However, it addresses
primarily the denial-of-sleep attack rather than accounting for a wider range of

possible attacks. Additionally, there are no results provided about the implemen-
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tation of the learning algorithm used.

On the ML security side, there are a large number of similarly focused approaches
that attempt to characterise a subset of specific attacks in a network. For example,
[70] uses a linear SVM to independently detect three different attack protocols in
a local area network. However, individually monitoring for each attack would be
relatively power-inefficient for a typical IoT battery-operated device [55]. It would
be more efficient to develop a detector that can not only flag possible malicious
activity but can also then detect which specific strategy is being used. We discuss

the full range of TAs further in Section 3.4.2.

The majority of the previously proposed ML detectors use variations on the K-
means clustering algorithm [71], which is an unsupervised learning approach to
identify clusters or groups within the dataset. Its underlying theory is discussed in

Chapter 2.

[72] uses K-means clustering to characterise attacks relating to data packet tam-
pering and showed that the application of ML-based node characterisation im-
proved the overall detection rate of malicious attacks. However, their approach
exhibited a minimum 60% error rate for networks made up of 10% malicious
nodes or fewer. This is a typical issue for K-means characterisation because hon-
est network nodes generally tend to overlap the attack regions within the paramet-
ric space, making it difficult for the detector to differentiate those honest nodes

with possible attackers.

A high error rate can also be caused when the K-means algorithm incorrectly
identifies the clusters, for example, by assigning zero centroids to small or sparse
clusters, whilst assigning multiple centroids within larger, denser cluster. Finally,
the K-means approach requires the detector to know in advance exactly how many

clusters to divide the data into. This is likely to fail in systems where the malicious
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nodes are able to change or adjust their strategy. As already identified, there are
hundreds of variations on TA protocols and the detector needs to be able to identify

early signs of a wider range of attacks.

The aim of the work reported in this chapter is to provide a full and unified view
of the security risks in a trust-based IoT network, and to investigate the benefit of
providing human speculative context to ML algorithms in order to more accurately

detect malicious nodes prior to attack. As part of this:

1. We identify, through a systematic survey of literature, the attack models
that exist in a trust inference network. Based on this, we create a unified
framework of network threats from an attack detector’s perspective for a

trust-based, distributed IoT network.

2. We propose a possible contextual characterisation method for malicious IoT

nodes based on the TA framework.

3. We implement a supervised ML algorithm to investigate the effectiveness of
our formal attack framework and characterisation for preempting malicious
attacks. We also provide a comparison of classification accuracy with the

equivalent unsupervised algorithm.

3.4 Creating a Unified Trust Attack Framework

In this section, we will formulate a unified view of TAs on distributed communi-
cation networks by collating attack protocols in literature from a ML detector’s

perspective.
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3.4.1 Malicious Node Complexity in Trust Networks

Trust is defined as the probability that the next time one observes a particular
node, that node will behave as one expects it to. The trustworthiness, or simply
trust, that a node A has about node B is based on a set of previous observations A

holds about B, as shown in Fig. 4.3.

(r;w)
(W———®)

Figure 3.1: Node A has r positive and w negative observations about target B.

As discussed in Chapter 2, the conversion from an observation set to a reputation
variable depends on the specific trust inference model used, but many take on a

Bayesian statistical approach based on the Beta Reputation Model [73],

(1 — 1)

frlrw) = Blr+1,w+1)

forall 7 € [0, 1], (3.1

where 7 represents the node’s trust, » and w are the positive and negative obser-

vations about the node and 3 represents the Beta distribution.

We begin structuring our attack framework by proposing a broad categorisation of

malicious nodes, as shown in Table 3.1.

Tiers 1-3 are differentiated by how aware the malicious node is about the type of
trust inference that the network is using to protect itself. The majority of trust
inference models can swiftly detect naive malicious nodes, or Tier 1, which are
nodes that carry out their attack without consideration or knowledge of the trust
inference security in place. For example, a naive malicious node may enter a
network and immediately start spreading false information. Its trust rating would

quickly decrease and its actions would then have a negligible effect on the network
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Table 3.1: Proposed broad categorisation of malicious nodes in a trust inference
network

Tier 1: Naive malicious | Attacker commits malicious actions without con-
nodes sideration of how these actions will affect its trust
rating nor of how its own trust rating will limit
the pervasiveness of its actions.

Tier 2: Passive trust-aware | Attacker follows a protocol that maximises the
malicious nodes effect of its malicious actions on the network, for
example, by behaving well initially to build up a
good reputation.

Tier 3: Adaptive trust-aware | Same as Tier 2 but the malicious node is able to
malicious nodes learn about the network’s trust inference frame-
work and periodically changes its attack mode to
evade detection.

operation. Tier 2 and 3 are more likely to occur in a practical scenario, given that

Tier 1 is relatively straightforward to combat using basic security protocols.

It is expected that the trust-aware Tiers would typically rely on maximising the
malicious node’s reputation relative to the honest nodes in the network prior to
committing a malicious action. In order to develop this into a more specific frame-
work of attack strategies, we next collate TA models from trust inference literature

since 2017 in order to identify the key threats.

3.4.2 Unified Attack Framework

We conducted a survey of trust inference literature since 2017 and observed the
trust-aware attacks that have been discussed in each work. As we are looking at
these from a prevention and ML viewpoint, it is important to categorise the attacks
and identify the key threats that would be of interest to a preventative security

algorithm, particularly by merging attacks that differ by only minor variations in
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terminology or protocol.

This categorisation is not to be confused with a literature review; given the lack of
any standardised view of TAs in existing literature, collating attack protocols and
creating this framework is an essential step towards the implementation of ML

security in trust networks.

In Table 3.2, we have designated the category early-stage attack modes to the four
attack protocols: false identity, collusion, on-off and false trust reporting. These
are the attack modes that exist only within the trust inference environment because
their protocols specifically manipulate the trust ratings within the network in order
to maximise the effectiveness, efficiency, or reach of their attack. These attacks

would typically precede one or more of the leveraged attacks.

Therefore, by preventing early-stage attacks, the probability of a leveraged attack
occurring significantly reduces. We will be focusing our attack framework on
signs of early-stage attacks in order to prevent the disruptive part of the attack,

such as the ’off” stage in an on-off attack.

Leveraged attacks, in contrast, are those that do not directly involve the manipula-
tion of reputations. They use the attacker’s high reputation or pre-existing access
to resources in order to have an effect on the network. These include resource-

limiting, false data reporting, and recruiting of other nodes.

For example, the false data reporting in Table 3.2 could be the ’off” stage in an on-
off attack but, generally, could happen in any network, since they fall under Tier 1
in Table 3.1. The resource-limiting category in Table 3.2 consists of attacks on the
network or node resources specifically, which are not dependent on trust but would
seem less immediately alarming to a detection algorithm when instigated by a
highly-reputed node. Similarly, recruiting another node can also be classed as a

leveraged attack because this can be carried out independently of a trust inference
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Table 3.2: Unified framework of TAs.

Attack type | Attack name | Protocol Minor variations | With refer-
and alternative | ence to
names

False White- Having committed a malicious action | Newcomer, node | [74-86]

iden- washing resulting in low trust, the node leaves | replication

tity and re-joins the network with a new

(early- identity to reset its reputation.

stage) Sybil A node joins the network under a false | False identity [77,83-90]
identity to evade detection.

Collusion (early-stage) Two or more nodes work in collabora- | Ballot-stuffing, [78,83,85,
tion to achieve a high trust for at least | orchestrated, time- | 86,91-99]
one of the nodes. varying attack,

wormhole attack

On-off (early-stage) The node behaves normally in the net- | Conflicting be- | [74,75,82,
work for a period of time to achieve a | haviour, garnishing, | 83, 87, 91,
high trust Con’ phase) and then exe- | sleeper, camouflage | 92,97,100-
cutes a malicious action ("off’ phase), 110]
thereby maximising the effect of that
action on the network.

False Slandering The node C consistently relays bad ob- | Bad-mouthing, [78,81, 86,

trust servations about another node in the | time-varying attack, | 87, 89-95,

re- network D, resulting in D having a sig- | ballot-stuffing, false | 97, 99, 100,

port- nificantly lower trust. validation, defama- | 108, 109,

ing tion 111]

(early- Self- The node relays positive observations | Selfish attack [78, 81, 86,

stage) promotion about itself to other nodes in the net- 87, 89, 93,
work to improve its own reputation. 94,103]

Resource- Denial of ser- | The node creates a high demand on the [87, 106,

limiting vice network resources such that they be- 112]

(lever- come unavailable to other nodes and

aged) the network function is disrupted.

SSDF Attack | The node sends false information to [113-115]
the channel regulator / base station
about whether the channel is in use.

False Black hole The node drops all (black hole) or | Sinkhole, conceal- | [77,90,95,

data some (grey hole) packets that it re- | ment, selective | 107-110,

re- ceives forwarding 116-119]

port- Tampering The node changes existing data with- [77,81,87,

ing out permission. 90, 95-98,

(lever- 116, 120]

aged) Forgery The node creates new, falsified data. [77,81,87]

Replay The node repeats an out-of-date or in- [77,116]
validated packet

Recruiting | Man-in-the- The node compromises another node | Eavesdropping [115, 121,

other middle and uses its resources or reputation to 122]

nodes carry out a malicious action

(lever- Discrimination| Any attack in which the malicious [81,83]

aged) node takes advantage of another node’s
bad reputation or low trust rating
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network, but having a high reputation would be beneficial to the attacker when

misleading honest nodes into cooperating.

The latter strategy takes on various forms in the literature, with a common example
being when an attacker A provides false routing information to a node B that has
a low trust rating. Given that B, due to its low reputation, would be receiving
little information from other nodes in the network, it would be likely to act on
the manipulated or falsified data from A. Then, unaware, B would be cooperating
with the malicious node A. This is a leveraged attack because, were the attacker

A’s trust rating low, B would be unlikely to believe the false routing information.

Our framework is collated from a detector’s perspective simply by considering
what would be required for the attack to have a significant effect on the network.
These inferred attack characteristics are highly valuable to a security protocol
because they can be used, alongside a ML algorithm, to identify a node as poten-
tially malicious much earlier than the time of attack. We focus on the detection of
early-stage attacks since, by preventing these, we would subsequently be able to

minimise the risk of leveraged attacks.

3.5 Malicious Node Contextual Characterisation

ML classification algorithms rely heavily on pattern recognition for decision mak-
ing. However, due to the unclear view of trust network threats, few works in lit-
erature have taken a broad ML classification approach to classifying malicious
nodes. Based on our proposed framework of TAs in Table 3.2, we can now iden-
tify in this section the characteristics of nodes that would be most likely to commit

early-stage attacks.

The system, or the observer, can acquire some of the discussed node characteris-
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tics based on observation or monitoring of the target node. However, some node
properties may need to be read upon entry to the network. An example of this is
called anti-cheat [123] and is used to monitor any secondary activity on the de-
vice that occurs while the main software is running, with the aim of identifying
potential malicious activity i.e., cheating in a multiplayer game network. Similar
technology has been picked up by video conferencing programs, and has recently

started to be adapted for use in IoT, as outlined in [55].

We now propose a method by which malicious nodes can be characterised based
on the attack framework. This contextual information will be used to generate

training data for our SVM detector.

Firstly, considering false identity attacks, in which the attacker frequently leaves
and re-joins the network in order to refresh its trust rating, we can assume that its
network connection length is likely to be shorter than average. Secondly, its trust
rating would never reach a stable high given that new nodes tend to be assigned a
neutral rating such as 0.5 in most trust models. Therefore, just before an attack,
the node is likely to have a relatively low trust rating and will have been in the

network for a short period of time.

Similarly, for the on-off attack, the malicious node seeks to achieve a high trust
rating as soon as possible to leverage the *off” phase of its attack. Therefore, it
would attempt to communicate with many nodes and with high frequency to raise
its trust rating in the eyes of the other nodes. Just before switching to the ’off’
phase, it would have achieved a notable increase in its trust rating as the result
of interacting with many nodes in a short period of time. A slanderer is likely
to follow similar behavioural patterns, but is more likely to seek an even higher
trust rating and spend more time in the network building up its trust. Therefore,

it is likely that the network connection length of a slanderer would also tend to be
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longer.

If a smaller, less powerful node, such as a lightweight IoT device, wishes to max-
imise its effect on the network, then it is most likely to participate in a collusion-
based attack. This would allow it to gain access to wider resources through its

colluders, but relies on a high frequency of communication with its colluders.

These attack characteristics are summarised in Table 3.3, with an example given
at the end for a public local area network. The specific thresholds would need to
be adapted for a particular application and can then be used to form training data
for supervised ML algorithms. Note that the example unit of measure for power

is million instructions per second (MIPS).

3.6 Support Vector Machine Classification

3.6.1 Methodology

Supervised ML algorithms such as support vector machines (SVM) can utilise
labelled training data to identify trends and patterns in new, previously unseen
data. In a trust network scenario, the observations that each node holds about
other nodes can already be considered as labelled data. Being able to attach more
information to the negative observations and attacks, as we have done in the pre-
vious section, allows the SVM algorithm to identify other nodes that are likely to

commit the same attack in the future.

Training data ——»
Supervised
Desired output ——— machine learning
algorithm for
network security
Raw data —— —> Categorised data

Figure 3.2: Overview of typical ML algorithm input-output.
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Table 3.3: Summary of expected attacker characteristics. Example network sce-
nario: ad-hoc, distributed IoT network at a public cafe. Typical nodes would
include mobile phones, laptops, street infrastructure nodes such as smart traffic

lights, etc.
Node size Node Trust Node Time in | Node Reach
Network
ALHELLIS Example  of | Reputation, How long the | How many others the
non-network- | trust probabil- | node has been | node has communi-
specific ity, etc. participating | cated with
parameter in the network
False Iden- | - Low Short -
tity
ON-OFF - High - Frequent communi-
cation with a large
number of nodes
Collusion | Low - - Frequent  communi-
cation with a small
number of nodes
False Trust | - High Long Frequent communi-
Reporting cation with a large
number of nodes
Processing Trust Proba- | Time Since | Reach in Network
Power bility Entering Net-
Example work Range
metric 200-1500 0-1 0-180 minutes | 0-60 transmissions per
range MIPS recipient
Example LQW: <50 L(?w: <0.6 Sl.lort: <40 ng: <15
definition High: >120 High: >0.9 High: >80 High: >30
of thresh-
old
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An obstacle to implementing this kind of early detection algorithm is that, due
to IoT networks not yet being widely implemented, there is little data available
about real, past attacks, resulting in a scarcity of real-world SVM training data.
Therefore, we statistically generate data sets based on realistic assumptions about
the real-world data in order to train our SVM classifier. The process for this is

described in Section 3.6.3.

The SVM will observe the labelled training data and use this to identify the various
attack regions in the test data. The input is therefore an N by [ vector, where N
represents the total nodes in the network, and [ represents the number of node
features being considered, and the output is a vector of length NV where each entry

is one of the labels {honest, false ID, on-off, false rep).

We have chosen to use an SVM because this method exhibits a higher rate of
accuracy when classifying data points nearer to a decision boundary. This was
determined by using Matlab’s Classification Learner tool to compare the classifi-
cation accuracy of a range of different ML tools. Being able to classify correctly
near to a decision boundary is important because some of the attack regions are
closely placed or even overlap, and the detector will need to be able to differentiate
between the attacks in this overlap, particularly because honest nodes may also sit
within the attack regions. Secondly, given that some of the behavioural regions are
likely to overlap or intersect in the parametric space, SVM classification is a better
choice of algorithm because it makes use of the kernel trick, which transforms the

data into a higher dimension such that it becomes linearly separable.

Realistically, it would be reasonable to expect that honest nodes would occupy the
majority of a network, with a few malicious nodes present. The proportion of the
network that is honest would likely be higher in a private network than a public

network. Let us represent this proportion through the honest node ratio, where
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. Total honest nodes in network
Honest node ratio = - (3.2)
Total nodes in network

3.6.2 Support Vector Machine Procedure

The support vector machine algorithm aims to find a hyperplane that separates
the data points into clusters on the parametric space. Let X be the vector of data
points in the parametric space, then the training data is in the format x;, y;, where
i1, represents the data point index, x € R, and y = {—1,+1} represents the
vectors from the dividing hyperplane to the two classes. The theory behind the
optimisation problem is covered in more detail in Chapter 2, in which the central

condition for the linear separation of data is as follows:

The problem is to optimise the margin between support vectors and the decision
boundary such that it still satisfies the condition above. The optimal values of w
and the constant b are found through updating based on whether the hyperplane
successfully divides the two classes. If there is any intersection with either cluster,

then y; = (w.x; +b) — 1 < 0, thus the values are updated.

We have chosen to use a Gaussian kernel because clusters are broadly Gaussian
distributed, and although the shape of the clusters in data may vary, the Gaus-
sian distribution is still a closer match than the alternatives, such as linear kernel,

sigmoid kernel, etc.

K (21, 2;) = ®(x;) - B(x;) = exp {— (M)l (3.4)

202

A Gaussian kernel, as described by (3.4), can be scaled using the o variable. Let
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us call any o > 1 as a coarse Gaussian kernel, whilst any o < 1 will be referred
to as fine. In Fig. 2.5, we illustrated the effect of the Gaussian kernel on 2D data
that is initially linearly inseparable into the two classes present, Class A and Class
B. After mapping this data into a higher dimension using the kernel function, the
data becomes linearly separable, making classification possible. Our simulation
values for three different kernel widths are given in Table 3.4, where the values

have been chosen based on an initial simulation - see Fig. 3.7.

Table 3.4: Kernel Scaling Values Used in Simulations

Kernel shape o value
Coarse Gaussian (o > 1)

Medium Gaussian (o = 1, unscaled)
Fine Gaussian (o < 1)

o= = DN

The SVM algorithm is designed for binary classification but can be expanded for
multiclass classification by performing a broader binary classification between
honest and malicious nodes, followed by further binary classifications to identify
the 5 classes: honest, false reputation, on-off, collusion and false ID. The resulting

block diagram for the SVM classification is given in Fig. 3.3.

l

Classification Error

Input
Test data

. Output .
SVM classifi P =
" classtlier | Classified test data — SUM(output ~= input)

Honest vs. rest Total test data points

False ID vs. rest
Collusion vs. rest
False Reputation vs. rest
On-Off vs. rest

System

| Labelled training data |

Figure 3.3: SVM classification system block diagram.
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3.6.3 Developing a Model for Training Data

Parameter 1 (dimension 1)

A Parameter 2 (dimension 2)

Parameter 3 (dimension 3)

Parameter 4 (dimension 4)

Parameter n (dimension n)

»
L

Figure 3.4: n-Dimensional parametric space. In our case, there are four example
parameters being used as per Table 3.5: node size, node trust rating, node connec-
tion length (time since joining network) and node reach.

Supervised learning algorithms rely on accurately labelled training data in order to
classify new data. We present the data within an n-dimensional Euclidean space,
where each dimension represents one of the properties of the data being classi-
fied, as illustrated by Fig. 3.4. One of the challenges with the implementation of
any supervised learning in IoT networks is that there is little data available about
previous attacks, since IoT networks are yet to be implemented in large enough a

scale for there to be sufficient data for training a learning algorithm.

Based on the malicious node characterisation that we proposed in Table 3.5, we
can generate realistic training data based on the current view of IoT malicious

nodes.

We have characterised malicious nodes by four parameters - their size, reputation,
time in the network and reach. Therefore, each node can be represented by a point
in a 4-dimensional Euclidean space. Taking the attack regions into account, one

would expect the malicious nodes to be Gaussian distributed around each attack
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region’s centroid to form a 4-dimensional cluster, where the angular displacement

of the point from the centroid is assumed to be uniformly distributed.

Let us define an attack cluster as an n-sphere of radius ,

S"=x € R": |lzf|=r (3.5)

where n = 4 given that the parametric space is 4-dimensional. Then we can

generate the coordinates of each node in the Euclidean space as follows:

z1 = reos(ér), (3.6)
25 = rsin(ér)cos(és), (3.7)
w3 = rsin(éy)sin(¢s)cos(ds), (3.8)
24 = rsin(én)sin(¢s)sin(s), (3.9)

where 7 defines the radius of the attack cluster and the uniformly distributed an-
gles 1,9 € [0,7] and ¢3 € [0,27]. Note that the coordinates (x1, z2, x5, 4)
correspond respectively to the normalised parameters: nodes size, node reputa-

tion, node time in network, node reach.

In the training data, the nodes lie strictly within their respective clusters. However,
the test data clusters have soft margins, meaning that, for example, some of the
on-off attack cluster’s nodes lie just outside the expected cluster radius 7 but are
still on-off attackers and should be categorised as such. A 3D cross section of the
generated data is shown in Fig. 3.5, where the clusters can be clearly seen with

additional soft margin points outlined.
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reach

0.6

0.8
connection length (normalised) 1 0 reputation (normalised)

Figure 3.5: Attack data points generated based on the node classification table,
for use as training data in a supervised ML algorithm. Each colour represents a
different attack mode (red is False ID, blue is On-Off, green is Collusion and ma-
genta is False Reputation Reporting). Filled points represent malicious nodes that
lie within their respective attack category margins, whilst empty points represent
those that lie outside the attack category margins.
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3.6.4 Classification of Largely Malicious Network

We generated training data for each of the attack protocols as shown in Fig. 3.5
and introduced a small number / of honest nodes, which are randomly distributed
across the available space. In Fig. 3.6, where the classification accuracy is 90.1%,
we can see that the majority of false classifications happen at the edges of clusters,
particularly where two attack clusters are in close proximity. It is promising to see
from these initial results that the SVM algorithm has been able to identify the
majority of the A = 100 honest nodes despite their overlap with malicious node

clusters.
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Model predictions
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. ® Honest (Correct)
g % False ID (Incorrect)
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2041 4| @ Collusion (Correct)
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Node trust rating

Figure 3.6: Classified test data using the trained SVM for A = 100
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3.6.5 Gaussian Kernel Function

The SVM classification was run on the training data over a range of kernel scaling
coefficients o - see (3.4). The resulting classification error can be seen in Fig. 3.7,
which shows that a sudden increase occurs at ¢ = 2, making it a suitable choice

for the medium Gaussian kernel.

%1073

10

Classification Error

Figure 3.7: SVM classification error for varying kernel scaling coefficients o.

Typically, 0 < 1 is used for data where different classes are in close proximity
in the graph, whilst o > 1 is used where the classes have a high rate of overlap.
Our training data has both of these properties, so it would be beneficial to not
only observe the total error rate but also the types of error occurring in each case.
We use 0 = {2, 1, %}, representing the coarse, medium and fine Gaussian kernels
respectively, for which the resulting confusion matrices are shown in Figs. 3.8-

3.10 respectively.

Within the total number of misclassified nodes, we can identify three specific error
types present in the results, as shown in Table 3.5. In each confusion matrix, the

first row represents the nodes that are honest, whilst the first column represents
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Table 3.5: Classification Error Types

Error label Description

Misclassification Any node is misclassified into another class

False alarm An honest node is classified by the SVM into an attack class

Missed malicious A malicious node is classified by the SVM as honest.

Misclassified malicious | A malicious node is classified into a different attack class than its own.

the nodes that were classified by the SVM as honest. Interestingly, the coarse
Gaussian results in a comparable overall misclassification rate to that of the fine
Gaussian, but the coarse kernel resulted in zero missed malicious nodes whilst the
fine Gaussian missed 95 malicious nodes. Using the medium Gaussian kernel,
where ¢ = 1 (unscaled), the classifier resulted in the best overall accuracy of

90.5% but the errors include a mix of missed malicious nodes and false alarms.

False alarms would be the preferred type of error in this scenario since the re-
sponse of the network can be to simply monitor those nodes that are classified as
potentially malicious, rather than closely monitoring all nodes in the network. For
example, in the coarse Gaussian results, 85.5% of nodes were correctly classified.
Let us say that, in a network of N nodes, M malicious nodes are correctly identi-
fied as malicious and there are [’ false alarms, then the network can more closely

monitor a smaller percentage of the nodes, given by (3.10).

M+ F

% monitored = 100 x N

(3.10)

Given that M < N in a typical network, this would greatly reduce the number
of nodes needing close monitoring. Thus, if one were to choose based on this

motivation, then ¢ > 1 would be a suitable choice.
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Figure 3.8: Support vector machine classification of the nodes using a coarse
Gaussian kernel (scaling factor 0 = 2), with additional honest nodes » = 100 and

resulting in an overall classification accuracy of 85.5%.

Honest

False ID

On-Off

True Class

Collusion

False Rep

Honest False ID On-Off  Collusion False Rep
Predicted Class

Figure 3.9: Support vector machine classification of the nodes using a medium
Gaussian kernel (scaling factor o = 1), with additional honest nodes h = 100 and

resulting in an overall classification accuracy of 90.5%.
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Figure 3.10: Support vector machine classification of the nodes using a fine Gaus-

sian kernel (scaling factor 0 = %), with additional honest nodes A = 100 and

resulting in an overall classification accuracy of 88.3%.

3.6.6 A Largely Honest Network

Now considering the case where M < N, the detector needs to be able to pick
out malicious nodes from a busy parametric space that is densely full of honest
nodes. An example of the dataset used in this case is given in Fig. 3.11. We then
used this to generate training and test data for the SVM, and the results are shown

in Fig. 3.12.

The coarse Gaussian kernel again exhibits the highest rate of false alarms and the
lowest rate of missed malicious nodes. However, the overall classification error is
low for an honest node ratio of 0.9 or less, particularly when using the unscaled
Gaussian kernel. In a realistic network, the honest node ratio can reasonably be
expected to be 0.8 or above. As expected, the error rate increases abruptly just
before an honest node ratio of 1. This is because this region of the graph represents
data where there is significant overlap of the honest node region with the attack

clusters.
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Figure 3.11: Generated data of a network with a higher ratio of honest nodes
(high h). The honest node placement is based on the defined average values of
each parameter, combined with the assumption that the majority of honest nodes
would have a relatively high trust rating.

In order to more closely assess the performance of the classifier in extreme cases
of cluster overlap, we next generate data based on the clusters being more broadly

distributed across the parametric space.

3.6.7 Severe Overlaps in Node Classes

Some networks, particularly busy public networks, would be expected to have a
much broader distribution of honest nodes across the parametric space. Due to the
sporadic participation of nodes in the network, some of the node properties, such
as connection length, may be shorter. This would also result in a lower average
node trust rating given that the node would not have had time to build up a strong

reputation.
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Figure 3.12: Support vector machine classification of the nodes using three differ-
ent kernels over a range of honest node ratios.

To reflect this, we now simulate an extremely mixed network in which the various
classes exhibit a higher standard deviation from the clusters’ centroids. Partic-
ularly, the honest nodes have been generated with a larger standard deviation in
their size, trust, connection length and reach. The generated data can be seen in
Fig. 3.13. This was again classified using the coarse, medium and fine Gaussian

kernels - the results are presented in Fig. 3.14.

The overall error rates are much higher in this case, as is to be expected given
the severity of the overlap between the clusters. The honest nodes densely popu-
late the graph, leaving little room for attack clusters to be recognised as distinct
clusters. At an honest node ratio of around 0.9, the medium Gaussian kernel ex-
hibits an error rate of about 30%. This is much higher than its previous 1.5% in
Fig. 3.13. However, despite the lack of clarity in the clusters, 70% accuracy with

90% of the network being honest is still an acceptable detection rate, given that a
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On-Off
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False Rep

trust

Figure 3.13: Training data model adapted to include densely distributed honest
nodes and more widely distributed attack clusters, resulting in a high rate of data
overlap between different node classes.

clustering algorithm approach is less likely to successfully determine clusters in
this case. Next, we apply a K-means clustering algorithm to similar data sets for

comparison with our human-informed SVM approach.

3.6.8 Comparison with Unsupervised Equivalent: K-Means Clus-

tering

So far, we have explored the performance of the SVM classifier when provided
with contextual input about where malicious nodes are likely to lie in the para-
metric space. The advantage of this over an unsupervised equivalent can be in-
vestigated by running the same set of test data through an unsupervised K-means
clustering algorithm (see Section 3.3). One would expect the K-means approach
to produce a similar level of accuracy where the test data is highly clustered, i.e.,

in the largely malicious network scenario. However, given that the honest nodes
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Figure 3.14: Accuracy of the SVM node classification for varying populations of
honest nodes within the network, with a comparison of coarse, medium and fine
Gaussian Kernel functions.

resemble noise in the parametric space due to their relatively uniform distribu-
tion, it is likely that our supervised learning approach will be more successful in

a largely honest network, which represents a more realistic network scenario.

Fig. 3.15 illustrates an issue with the K-means clustering algorithm. Clusters with
overlapping data points, such as the pink (false reputation) and blue (collusion)
attacks, can be mistakenly identified as a single cluster by the classifier. Given that
K-means classifiers know how many clusters are present, this subsequently causes
another cluster to be assigned multiple centroids, as is the case for the yellow
attack cluster (false ID attack). Wrongly assigning centroids then causes the node
misclassification rate to increase significantly, given that it affects a minimum of

two data clusters each time it occurs.

We ran both, our trained SVM and K-means classification, on the same set of new,
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Figure 3.15: The clustering issue when applying the unsupervised K-means clus-
tering method to classify a small number of data points.

unseen data. The results are shown in Fig. 3.16. Although the K-means classifier
exhibits a much lower error rate for largely malicious networks, it struggles to
identify the attack clusters when the parametric space is densely populated with
honest nodes. When the network is made up of 40% honest nodes or more, the
SVM provides more accurate classification. Given that a network would typically
include around or above 80% honest nodes, we can deduce that the inclusion of
the attack characteristics from Table 3.5, based on our unified TA framework, has

successfully improved the classification reliability in largely honest networks.

Finally, as a result of the iterative approach used to select centroid locations in

K-means clustering, this type of classifier required almost double the execution
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Figure 3.16: Comparison of misclassification rate between unsupervised K-means
clustering and supervised SVM. Simulation parameters set to 500 data points per
attack, spread (standard deviation) of each data cluster = 0.2, 100 iterations.

time when compared to SVM. This would make it less appropriate than SVM for
regular execution by IoT network devices where there is limited power and the

computing capacity is low.

3.7 Discussion on Implementation

The novelty of this work lies within its contextual reasoning of malicious node
properties, based on a systematic framework that has been designed specifically
for the purpose of ML classification of attacks. The parameters we have used are
general to the trust-based [oT networks being discussed in current literature, such
as the reputation metric, time spent in the network, and node reach. Other, node-
specific parameters, and their relative thresholds, can be adapted to fit within the

system in which the framework is being applied.
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The training data model we developed in Section 3.6.3 provides a useful tool to
generate realistic clusters of Gaussian randomly distributed data points, particu-
larly if the parametric centroid of a cluster of points is known. This can be easily
expanded for the cases where there is some but not enough attack data to train the
algorithm - one can perhaps alter the statistical distribution in our training data
model to be centred around the few available points in order to extrapolate more

data points from a small number of recorded attacks.

Secondly, we have been able to demonstrate the benefit of combining human spec-
ulative intuition as a means of generating labelled training data for ML classifi-
cation. In comparison, the closest unsupervised alternative, K-means clustering,
exhibited low accuracy in classifying the malicious nodes in the presence of many
honest nodes: (i) because it was unable to differentiate between clusters where
clusters where closely placed to each other, and (ii) because the honest nodes were
consistently misclassified by the K-means clustering into their closest attack clus-
ter. In contrast, the kernel trick has allowed the SVM algorithm to differentiate
honest nodes from a cluster of malicious nodes, despite there being a significant

overlap in some cases.

Clearly, the use of an SVM at all in the network will add some level of process-
ing and complexity to the system. However, the implementation of an SVM is
highly adaptable, with the main cause of any latency being the training of the
SVM itself. Based on a network’s needs, the designer would need to consider
a trade-off between the SVM accuracy and network overhead by tuning factors
such as: (1) How often does the SVM need to be re-trained? (ii) Should the SVM
sacrifice its accuracy through the use of broader kernels and smaller datasets in
order to maintain low-latency decisions? Our results showed that the majority
of erroneous classifications are overly careful, i.e., by classifying honest nodes as

potential threats. Even with a low accuracy SVM, our proposed approach can sup-
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ply a powerful tool for understanding which network nodes should be monitored,

rather than using the resources to monitor all network nodes.

Finally, IoT networks are relatively new in practice [55]. Despite a clear need for
Al-based distributed security for IoT, there will likely be little or no data available
about real-world IoT TAs until those networks have been in wider use for a few
years. In the meanwhile, before the training data is available, the logical reasoning
of malicious node characteristics in Table 3.5 could prove to be a powerful tool
for the early detection of attacks in dense WSNs, public ad-hoc networks and so

on.

3.8 Conclusion

In this chapter, we have proposed a unified framework of trust network attacks
based on collating attacks from literature from an Al detection viewpoint. We
used this framework to develop a malicious node characterisation method, based
on the likely behaviours of a malicious node prior to an attack. This has been done
with a view to achieving early detection of malicious activity, in order to take on

a preventative approach rather than managing consequences after attacks.

We then used our malicious node characterisation to generate realistic training
data for a supervised ML algorithm, SVM, and used it to classify simulated IoT
network data to detect TAs. The SVM classifier exhibited a much higher classifi-
cation accuracy when compared to its unsupervised equivalent, K-means cluster-
ing, which was unable to accurately classify nodes in networks made up of 40%
or more honest nodes. The SVM protocol resulted in high classification accu-
racy when classifying potentially malicious nodes, including when the test data
included soft margins with significant overlap between attack clusters. However,

the SVM presented a higher misclassification rate when the parametric space was
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populated by a high number of uniformly and densely distributed honest nodes.

As aresult of this work, we have achieved a comprehensive and logical represen-
tation of the possible attacks in trust networks. Now that we have explored how to
identify and classify potential malicious nodes in a network, the next steps would

be to understand how to leverage this knowledge to reinforce the network security.
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4| Trust-Based Data Management Protocol for

a Distributed Communication Network

Abstract

In this chapter, we propose a novel data management, distribution and aggregation
protocol, which utilises trust information about nodes to maximise the accuracy
of that data. The aim of our proposed protocol is to enable a fully distributed
network, comprised of limited-capability nodes, to function without external in-
tervention. Our design utilises elements from distributed ledger technology, whilst
adapting them to be within the scope of implementation for typical communica-
tion devices. In conjunction with this, the proposed trust-based data aggregation
protocol takes advantage of input from untrustworthy nodes to reinforce the aggre-
gate data, which is in contrast with comparable work in the literature that would

instead attenuate or exclude malicious node participation.
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4.1 Introduction

Existing communication systems are largely centralized, not only in their archi-
tecture but also in terms of their data exchange, resource allocation and network
management protocols. Owing to the rapidly growing number of connected de-
vices in the world, it is hoped that distributed networks will be the basis for much
of our future communications due to their scalability, flexibility and scope for

automation, such as in vehicle-to-vehicle networks [124].

One of the biggest challenges in the implementation of distributed communication
networks lies in reconfiguring network protocols to operate in a correspondingly
distributed manner, without reliance on a central authority or hub. Taking the In-
ternet of Things (IoT) as an example, an ideal IoT smart home network should
function with limited human input and should be able to protect itself from net-
work attacks. This and related expectations for IoT networks are outlined further

in [125].

In Chapter 3, we explored the use of trust inference for distributed network secu-
rity, and demonstrated that trust information about nodes can be used to identify
and classify attacks on trust networks. In this Chapter, we investigate what this
would look like in terms of distributed protocol design, and how trust can be
integrated into a communication network to facilitate secure data exchange and

consensus.

So far, the distributed network self-management and security protocols proposed
in literature tend to be significantly more computationally intensive than their
centralized counterparts, making them impractical for networks involving typical
connected devices such as sensors, mobile phones, laptops, automated vehicles.

A notable example of this in practice is distributed ledger technology (DLT), such
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as blockchain (BC) networks. BC networks, first proposed in [126], provide a
strong premise for distributed security; their transactions are anonymized, peer-
to-peer, and are validated by other participants in the network using an encryption
puzzle called proof-of-work. However, the proof-of-work algorithm is so compu-
tationally intensive that it can only be solved by a small minority of devices in the
network, and additionally incurs a high transactional latency in the realm of 5-10
minutes [127]. Meanwhile, the average BC network node relies on those very few

capable nodes to function securely.

Similarly, other examples of distributed network protocols seem to delegate cru-
cial network functionality to a supposedly trustworthy minority of nodes, partici-
pants or third-party intervention, such as cloud computing. It cannot be assumed
that this option will always be available to a network, such as in wireless sen-
sor networks (WSNs), where it is not uncommon for sections of the network to

become ’separated’ for periods of time due to highly variable channels.

4.1.1 The Problem and the Proposed Solution

There is a need for a self-management framework for secure, timely data exchange
in a distributed network, without relying on high complexity validation techniques

in order to function.
This problem can be separated into two specific needs:

1. Although BC networks provide a suitable starting point for distributed data
management, they would not be suitable for the majority of networks in
practice. This is because frequent communications or a large number of
connected nodes would result in large quantities of data being stored at each
node. Therefore, in our approach, we use elements of the BC protocol but

we restructure its data storage and exchange procedure to retain the dis-
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tributed nature of data handling in BC, but with a significantly reduced the

overhead on network nodes.

2. As part of the self-management of the network, the nodes need to be able
to evaluate the reliability of the data without hefty computational overheads
such as Proof-of-Work (PoW). A particular challenge in distributed net-
works is that multiple nodes may hold different versions of similar or the
same data with varying validity (age of the version), corruption (damage or
dropped bits during transmission) and accuracy (is the node being honest?).
Therefore, we accompany our proposed data management scheme with a
novel, trust-based data aggregation protocol. This will utilise the nodes’
past experiences of each other in order to reinforce the outcome, thereby
enabling them to more independently make informed decisions about the

reliability of each other and the data.

4.1.2 Existing Work

In existing literature, related data management protocols tend to specifically del-
egate tasks based on the nodes’ individual abilities. For example, Ethereum light
nodes [128] cannot contribute to decisions, but participate in a BC network by
storing only the block headers, which they receive from full nodes [129]. Sim-
ilarly, the existing literature on lightweight distributed ledgers for 10T systems
relies on the assumption that there will always be inherently trustworthy and ca-
pable nodes available to act as the full nodes, but this is not necessarily the case
in every network. Note that the term lightweight is broadly used in literature to

describe a protocol or system that is suited to typical mobile devices.

In our data aggregation model, the nodes measure the reliability of any received

data by estimating the trustworthiness of its source. Related aggregation protocols
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LDAT and RDAT [130] also use Bayesian trust inference in lightweight networks,
but these are designed to reduce the network overhead on the channel rather than
on the individual nodes. Within multi-sensor data fusion, direct aggregation is
usually performed using maximum a priori (MAP) estimation, a survey of these
is provided in [131], and MAP estimation in existing literature is largely based on
extensive prior knowledge about the data rather than about the sources of the data,
which is not always readily available to all nodes. In a related distributed security
framework, IOTA Tangle [132], the submitter of a transaction is required to first
validate two older network transactions before it may commit its own transactions
to the waiting list. However, a malicious node may take advantage of this by vali-
dating transactions arbitrarily in order to participate in the network. Additionally,
this approach is particularly susceptible to collusion-based attacks, because it re-
sults in transactions being approved by relative newcomers in the network, rather
than longer-term participants with a track record of reliability. Tangle requires
each transaction to be supported by a PoW [126] action, which is too computa-

tionally complex to be completed by typical IoT nodes.

4.1.3 Contributions
The contributions of this work are as follows:

1. We propose a secure, scalable distributed ledger storage protocol for a dis-

tributed network with limited-capability nodes.

2. We propose and analyze a trust-based data aggregation scheme, which aims
to improve the reliability of information sharing in trust networks. Unlike
existing trust-based methods, the proposed method utilises interactions with
nodes that are known to be untrustworthy in order to reinforce the aggrega-

tion.
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Figure 4.1: Example of the WSN cluster showing the communication links vs.
aggregation clustering.

3. We expand our data aggregation protocol to multi-bit data and discuss the

practicality of its application.

4. We investigate the asymptotic behaviour of the trust-based aggregation scheme

for large and small networks.

4.2 Distributed Data Management Protocol

4.2.1 System Description

In this section, we propose our novel distributed data management protocol using
elements of BC technology that have been adapted for common networks, and
which don’t rely on access to powerful computing resources. The protocol is

presented with respect to an example WSN environment.

Let there be a WSN cluster of N nodes. The primary function of the wider net-
work is to collect geo-specific binary data X about its environment, where each

cluster is responsible for one particular area, as shown in Fig. 4.1.
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Every node ¢ in the network includes a sensor, which periodically measures X &
{0, 1} in its locality and sends this data as a report Y € {0, 1} to other nodes in
the network. It is assumed that each node 7 believes its measurement of X to be

true, but that it is possible to have Y # X in two cases:

1. If the reporting node is dishonest, it would choose to report a value of YV
that is different from what it believes to be the true data, i.e., if it believes

X =1 then it would choose Y; = 0, and vice versa.

2. If an unreliable channel results in the report becoming distorted.

4.2.2 Data Storage and Exchange

A distributed ledger is maintained to keep a time-stamped and immutable record
of sensor readings. There is one cluster head (CH) as chosen by the other nodes
as the result of a periodic, trust-based Raft [24] consensus election. The CH has
only two responsibilities: (i) packaging data into blocks (mining), a process that
is checked by the remaining blocks, and (ii) broadcasting data requests from its

followers.

The sensors collect some binary data from their environment, for example, motion
sensors recording 1 when motion has been detected since the last update and 0 oth-
erwise. These nodes send their readings to the CH but retain a copy temporarily.
The CH ceases its sensing for the period of its leadership, and instead mines the
other nodes’ readings into fixed-size blocks, which are then distributed randomly.
Each of the contributing sensor nodes checks for the inclusion of original reading
within the mined block using a Bloom filter [133]. These nodes then update their
respective trust value for the CH by recording the mining interaction as a positive
or negative observation of the CH. Periodically, a Raft [24] election is called to

elect a new CH (miner) based on updated trust values.
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4.2.3 Novel Lightweight Storage Scheme

The distributed ledger is collectively maintained by the network as a record-
keeping mechanism. The data is mined into chronologically interlinked blocks
of fixed size. In our example scenario, this could include all aggregated sensor
measurements over a specific period of time. However, unlike typical BC imple-
mentations that require all nodes to store a copy of the full ledger, in our proposed
model the nodes store a random subset of the blocks, whilst still ensuring that

each block is stored in a distributed fashion across a subset of network nodes.

An example of this is illustrated in Fig. 4.2, where each node uses 25% less
storage space for blocks than if it were to store the full network ledger. However,
each block is still stored as a copy at the majority of network nodes. This is only
a small cluster, but when the same principle is applied to larger networks, it can
significantly reduce the amount of data stored at each node whilst maintaining the

distributed nature of each block’s storage.

The allocation of blocks to nodes is done on a random basis to reduce the proba-
bility of malicious collusion. Whenever a node needs to access data that it doesn’t
store locally, it requests this data from the network using the proposed data re-
trieval protocol in Section 4.3. Any nodes storing that particular block will send a
copy to the requester, who then aggregates the many versions of the data together
based on its trust values for the respective senders. The aggregation method is

presented in Section 4.4.
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VIXIY]
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Figure 4.2: Cluster of nodes after a Raft election, showing that A is chosen to
take on the miner role. The solid links show the flow of data while the dashed
links show data storage. This is also a small-scale illustration of how the random
distribution of blocks U, V', W and X means that each node only has to store 75%
of the total data, whilst each block is still stored at multiple locations.

W]v]Y]
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4.3 Data Retrieval

4.3.1 Observation Model

Monetary networks such as BitCoin [126] rely on balances and transaction his-
tory to validate new transactions. IoT networks cannot validate new contributions
in the same way, because sensor readings and other scientific data can vary inde-
pendently from past data. We instead use trust inference to assess the validity of
new submissions to the network ledger, given that data from a highly trustworthy

source is more likely to be valid.

The trust information about each node is utilised in the data aggregation scheme
in Section 4.4, with input from both trustworthy and untrustworthy nodes being
used to strengthen the aggregation result. Secondly, in the CH elections, each node
votes for the candidate for which it holds the highest trust rating. This increases

the probability that the most honest and least error-prone node is chosen.

The trust metric is based on a set of observations recorded by the nodes about
each other. With reference to Fig. 4.3, trust is defined as the probability 7 that D

will behave as C' expects it to, and is a function of C"s positive r and negative w
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@)

Figure 4.3: Node C' has r positive and w negative observations about target D.

(copy/observe) Y
g et

Figure 4.4: Node B retrieves original data X and reports it as Y to node A.

observations about D.

A set of observations is achieved over time as nodes record new observations
whenever they interact with each other. For example, after checking a mined block
or after data aggregation. The observations are then converted into a numerical
representation of trust using, for example, the Beta Reputation Model [73] as

described below.

4.3.2 Beta Reputation Model

Note that we base our trust calculation on the beta approach, but the novelty of the
proposed aggregation scheme in Section 4.4.2 comes from exploiting the output
of trust inference rather than from generating the trust inference results. Thus, the
aggregation can be applied in conjunction with results from any trust inference

model.

Consider two nodes, A and B in Fig. 4.4, in a WSN. A requests data block X from
the network via the CH. B locally stores X, so it sends a copy of X to A in the
form of a report Y. Ideally, the report accurately reflects the original data Y = X,
where X € {0, 1}. Depending on its intention, B may have lied by inverting the
data (Y # X). The probability that B will tell the truth is represented by its trust

value 7. According to the Beta Reputation Model [73], 7’s probability density
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function can be written as

(1 — 1)

frlrw) = B(r+1,w+1)’

forall 7 € [0, 1] 4.1)

where B(a,b) represents the beta function. However, it is the nature of the beta
function that one cannot know exactly the value of 7. Instead, 7’s probability

density function is used to find the expected value of trust 7.

4.3.3 Effective Trust

For the purpose of data aggregation, we extend the BRM to account for the chan-
nel error rate e, which is the probability that data is inverted during transmission
from B to A due to a poor communication channel, regardless of B’s intention.

For reference, e = 0.05 in the BitCoin BC [126].

As a result of e, any observations made by nodes in the network are not directly
indicative of the sender’s trust 7 but rather of its effective trustworthiness, which
accounts for both 7 and e. We define effective trust as p = P(Y = X)), which is
given by

p=71(1—¢€)+e(l—r7). (4.2)

and, like 7, has a beta distribution meaning that we cannot know exactly the value

of p but can estimate it by using observations,

r+1

- 4.
r+w-+2 (4.3)

p=

The relationship between the original data X and a report about the data Y can
then be represented as the binary symmetric channel (BSC) in Fig. 4.5. Note

that p = 0.5 should be used for newly discovered nodes for which there are no
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Figure 4.5: Binary symmetric channel for the report Y about data X from any
single source node.

prior observations (r = w = 0) in order to ensure that their effect on the data
aggregation is minimal, given that data from both effectively trustworthy (p > 0.5)

and untrustworthy (p < 0.5) source nodes is used to reinforce the result.

4.4 Data Management

4.4.1 Data Retrieval

In the distributed storage proposed in Section 4.2.3, nodes store a subset of the
blocks from the network ledger. This aims to reduce the storage overhead on each
node, but if a node requires some data that it does not locally store then it may
need to retrieve this data by requesting the associated block from other nodes in

the network.

Assume in Fig. 4.2 that a node D requires a particular data point in block X . For
simplicity, let us assume that X contains a single-bit, binary data point of interest.
D does not store this block locally and so it needs to retrieve copies of it from
source nodes, which are nodes that store the desired block X. D sends a request
to the CH, A, where the request contains the identifier of the desired block X. A
then broadcasts a request for the block along with the identifier of the requester.
B and C, acting as source nodes, then respond to D with their versions of the

desired data in the form of reports Yz and Y. Finally, D uses its values for pg
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and pc to aggregate the two reports into a best guess X for the true value of X,

i.e. trust-based data aggregation.

4.4.2 Trust-Based Data Aggregation Scheme

We propose here a method by which the requesting node can aggregate all of
the data reports by finding the most probable value of X based on the Y and
7 values of each source node. Let X be a single, binary data point of interest.
Some prior information is known about the data, s = P(X = 1). It is possible
to find the marginal probability of the report P(Y') by applying the law of total
probability to the BSC in Fig. 4.5. From this, the likelihood P(Y'|X) can be
calculated using Bayes’ theorem. The system in Fig. 4.4 can then be expanded
to include multiple source nodes n > 1, which each store local versions of X. A
makes a request for the data X and receives n versions of this data in the form of
reports Y = [V, Y5, ..., Y,]. This problem can be represented as the maximum a

posteriori (MAP) estimation shown in (4.4) where = € {0, 1}.

A

X = argmaxP(X = z]Y), (4.4)
where P(X = z|Y") can be written using Bayesian probability as

PY|X)P(X)

PUXIY) = =55

(4.5)
Re-writing this with the assumption that each node behaves independently results

in the following relationship, which can be substituted into (4.4) to produce the

aggregate result:
PX) [Ty POV X)
PY)

P(X|Y) = (4.6)
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4.4.3 Aggregation Error Rate

An aggregate output from the system is considered accurate when it equals the

input, therefore, for a dataset with L total bits,

_ Zlf:l (Xb - Xb)

E
L

4.7)

This is the aggregation error rate, or £, which measures the performance of the
proposed data aggregation scheme. However, there are multiple avenues through
which an error can occur, as noted in the binary symmetrical channel in Section

4.3.3.

Let E; and E, represent the two cases of error, P(X # 1|X = 1) and P(X #
0| X = 0) respectively, then

E=P(X # X) = Ey(1 — s) + Es. (4.8)
Proposition 1. Let there be a constant k such that

k= 4 -t (4.9)
n_

then the conditional probabilities of error Ly and Ey can be calculated for any n

using (4.10) and (4.11).

L&)
Ey=Y (Z‘) (1—p)" iy, (4.10)
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n

DY (T;)(l —p)'p" (4.11)

i=[k]

The above is only true for homogeneous trust, i.e. where every source node par-
ticipating in the network has the same value of expected trustworthiness. Note
that this does not necessarily mean that they are all equally trustworthy, but that

they have the same probability of being trustworthy.

It can then be shown, as follows, that the aggregation error rate £ is a function
of the total number of zeros reported. Let Z = " | 115;(Y;), where Z is a
binomial random variable and 1oy (x) = 1 for = 0. Therefore, we can estimate
the probability density function of Z by using a Gaussian approximation of the

binomial distribution.

Proof. The aggregation result is defined for a single report using a MAP calcula-

tion,
. P(X ==,V P(X =2)P(Y|X =
X = argmjx% = argmax { ( $I?D(§(/) | :E)} . (4.12)
Expanding for n source nodes gives
. P(X = TPYX =
X = arg max { ( ?) 1_]%(:;/) (¥ {E):| : (4.13)

The error case Fj is defined as P(X # 0 | X = 0), we can rewrite the MAP

decision in terms of X,
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PX = DI, PMX =1)

Fo=F P(Y)

P(X = 0)[Ti, P(Yi|X = 0)

g P(Y)

| X =0|. (4.14)

The aggregation error rate ' is a function of the total number of reports that equal

zero Z. Substitutingins =P(X =1),p=P(Y; = X),and Z = Y, 1;,(V7),

Ey="P[(1-p)"p" s
> p7(1=p)" 7 (1—s) | X =0]
=P[(2Z —n)In(1 — p) + (n — 2Z) In(p)
> In(1—s) —In(s) | X =0

n 1lni=s
=P|Z< -+ -—%
2+21n%

| X =0|. 4.15)

Note the sign change based on the assumption that 0.5 < p < 1, because p < 0.5
would not be a suitable operating range for a network. Following similar steps for

the remaining error case By = P(X # 1 | X = 1),

PX = 0[], P(Yi|X = 0)
P(Y)
P(X = 1) H?:l P(Yi|X = 1)
P(Y)

E, =P

X=1]

Z "+1ln%|X 1. 416
> — — - = . .
5 S (4.16)

=P

]

Note that 7 is a sum of Bernoulli random variables in Y, with a distribution based
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on p and s. As a result, Z becomes a binomial random variable Z ~ B(n, p) for

X =0and Z ~ B(n,1 — p) for X = 1, then we arrive at (4.10) and (4.11).

We can presume that the trustworthiness of nodes will be quite high in some cases,
for example, in private IoT networks where trust is used to measure the reliability
of nodes. We can observe this aggregation for such networks by approximating
its performance for p near to 1. To do this, (4.15) and (4.16) can be expanded and

approximated as shown in (4.17),

Ey = (U{D (1—p)" M+ 0O ((1—p)n kY. (4.17)

We can also approximate £ near p = 1 as

Bi= (g ) 1= P £ O (= p) ). (4.18)
Having considered small networks, we next analyse £ for large n, as would be
the case in a distributed ledger network or some WSNs. This allows us to assess

the scalability of the proposed scheme.

Proposition 2. Let k be defined as in Proposition 1, then for large n the con-
ditional probabilities of error, Ey and F,, are well approximated by (4.19) and

(4.20) respectively:

o) ()] e

Elzé{l—erf(m _Ufg_p))] (4.20)

Proof. Z can be approximated using the Gaussian distribution Z ~ N (p,0),
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where
n(l—p), ifX=1
= (4.21)
np, if X =0
o? =np(1 —p). (4.22)

We then find the cumulative distribution function of Z for large networks by ap-

plying the Central Limit Theorem. 0

Based on the above, we can then consider scenarios with extremely large n by

analysing the error functions in (4.19) and (4.20) for n — oc.

1 e =" e’
R

2
— 2
e 3

- 223ﬁ

L

E, (4.24)

Where 2 = "2 2, = [Fm2 gng oy = E=n020) - Given that lim,, o0 ([K], | k]) ~

av2’ av2 a2
5, and letting a = %, we can approximate both types of error:
pll=p
6—1127’1
Ey, By >~ : 4.25
0. By > 5 (4.25)

4.4.4 Multi-Bit Binary Data

In a direct extension of the aggregation to multi-bit data, the aggregator would

seek to solve the MAP problem:

X = argmaxP(X = z|Y), (4.26)
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P(X) [1in, P(Yi| X)

P(X|Y) = POY) , (4.27)
where X is a multi-bit data packet of length L bits,  represents one out of 2%
different possible values, and the reports are in the form Y = [Y7, Y5, ..., Y/,
where each node i’s multi-bit report Y; = [y;1, Yo, ..., ¥ir.]. However, this ap-

proach would result in significantly high processing times. As a result, this is not
a sustainable approach, and multi-bit data would need to be aggregated in another

way.

Instead, a simple and effective solution would be to treat each bit independently
and apply the proposed aggregation in (4.6) to each bit in turn. This is a straight-
forward implementation for most systems. However, it is not necessary for the

whole packet to be aggregated if only a subset of the bits require aggregation.

For example, let us consider a typical packet transmission set-up, in which data
18 encoded, modulated and transmitted at one end of an additive white Gaussian
noise (AWGN) channel, and then received, demodulated, and decoded at the other,

as shown in Fig. 4.6.

A low-density parity check (LDPC) [134] decoder could be used to easily and
quickly identify the bits within each set of packets Y that require aggregation.
LDPC is a common choice of error checking protocol, and can itself correct errors
in packet-based data. Importantly, it can also identify the positions of erroneous

bits in data, thereby requiring aggregation only on those bits.

Another variable is the timing of the attack or error. There are two likely positions
along the transmission timeline where the data can be affected. This can either
occur at the source of the data (Attacker Model 1), or within the communication
channel (Attacker Model 2), as shown in Fig. 4.6. Model 1 is likely to occur with

dishonest network participants sending incorrect data, whilst Model 2 is likely to
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unreliable node 2,
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Figure 4.6: Wireless transmission block diagram showing presence of unreliable
or malicious node at two different positions. position 1 indicates that the data is
affected prior to encoding, whereas position 2 indicates that the data is affected
whilst in the channel.

occur as the result of a poor channel or a third-party attack, such as the Man-in-

the-Middle attack [135].

Secondly, one would need to consider the specific actions of malicious nodes.
For example, a malicious node could invert all bits in the data, send old data or
attack each bit with an independent probability of attack. These will each result

in different proportions of bits in the packet being flipped.

Whether the packet can successfully be recovered depends on both of the points
above, the timing of the attack with respect to the transmission sequence, and the
extent of the damage to the packet. For example, Model 2 attacks would affect not
only the data bits in the packet but also the LDPC code bits, meaning that severe
damage from a Model 2 attack would result in a higher probability that the packet
data is unrecoverable. Therefore, it may be beneficial to perform the aggregation

prior to decoding in order to also recover the code bits via aggregation.

A summary of the possible attack scenarios is given in Table 4.1.
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Table 4.1: Overview of Packet Attack Scenarios

Attack Sce- | Description Solution

nario

Correctable The LDPC decoder is able to identify the | LDPC decoder can rectify most or all
damaged bits. of the packet, followed by aggregation

across all reported packets..

Detectable The LDPC is able to identify that a | Perform aggregation after the decoder in
packet has been attacked but not which | order to recover the damaged bits.
bits.

Undetectable The attacked LDPC codeword resembles | Perform aggregation before decoding to
a valid codeword: the decoder is unable | recover the LDPC codeword.
to detect an error.

4.5 Numerical Results

In this section, we will present the simulation methodology and pseudocode for
the simulation of the proposed trust-based aggregation protocol, followed by nu-

merical results.

4.5.1 Simulation Methodology

A MATLAB Monte Carlo simulation is used to observe the aggregation error
rate /. We define the prior distribution of data s = 0.5 and the channel error

probability e = 0.05.

In the first simulation, we find £ against the number of source nodes n for dif-
ferent p values using (4.19) and (4.20). For comparison, an alternative, com-
monly used method called majority selection [136] has also been simulated, which
chooses X using the statistical mode of many binary reports Y. In subsequent sim-
ulations, we randomly generate the data X and each node’s corresponding report
Y based on the node’s respective p value. It is assumed that the receiver holds
a p value for each source node which is, for the simulation, equal to p. Using
Equations (4.15) and (4.16), we can then perform the MAP estimation and find

the aggregation error rate &/ by comparing the MAP result with the original data.
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We simulate a homogeneous network in which all nodes have the same expected
trustworthiness p, but this does not mean that the nodes are all equally trustworthy.
The trust probabilities of the nodes in a use-case scenario can be generated using

any existing trust inference model.

For the multi-bit data where the error occurs after encoding, the code structure for
the simulation is given in Algorithm 3 and the Matlab code snippet for the LDPC

configuration is given in Appendix E.1.

This specific configuration of the LDPC encoder used is given in Appendix E,
along with the underlying pseudocode for the multi-bit simulations. This is only
one example of a parity check matrix, and is the default 3/4 quasi-cyclic parity
check matrix in Matlab’s LDPC function, resulting in a packet length of L = 486
bits. However, any parity check matrix can be used depending on desired L, block

length, and redundancy.

4.5.2 Results

Fig. 4.7 shows a comparison between using the proposed trust-based aggregation
method and choosing the result based on a majority vote. The proposed method
demonstrates significantly lower single-bit error rate for all n > 2 showing that,
even for a small number of source nodes, integrating trust inference greatly im-

proves the aggregation reliability.

Fig. 4.8 shows the relationship between the aggregation error rate & and the
nodes’ effective trustworthiness p for single-bit data. The error rate is much lower
as the number of participating source nodes n increases. The simulation agrees
with the binomial calculation of £ and the normal approximation provides a close
representation of the curve. The graph also shows that the asymptotic analysis

is accurate to the simulation, and thus provides a reliable method by which to
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—— 7 = 0.4, proposed method
— — — -7 = 0.4, majority selection
—+— 7 = 0.5, proposed method
— —— -7 = 0.5, majority selection
||—+—7 = 0.6, proposed method
— — — -7 = 0.6, majority selection

Figure 4.7: Single-bit error rate £/ vs. source nodes n for the proposed method
and the majority selection method for various values of node trustworthiness 7.

observe the system for large n, which represents extremely large networks.

As the aggregation utilises input from both trustworthy and untrustworthy nodes,
the results are symmetrical about p = (0. However, we focus here on 0.5 < p < 1
because this would be a more suitable range of trust for a network to operate in. £
peaks at p = 0.5 because this represents a point where the trust information is not
useful, such as in new networks. The maximum F corresponds to min{s, 1 — s}
because, when there is insufficient data about the trust and channel (in the form
of p), then the aggregator chooses the most likely value of X based on the prior

information.

Fig. 4.9 shows that the proposed scheme exhibits low single-bit error rates even
for very small networks in the range n < 10, and the approximation around p
close to 1 follows the simulation results closely. This is particularly promising

because real-world networks are likely to lie in this region of the x-axis, where,
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Figure 4.8: Comparison between the simulation, binomial calculation, normal ap-
proximation and asymptotic analysis of £ for different scales of n and for single-
bit data.
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Figure 4.9: Simulation and approximation of aggregation error rate in small net-
works for p close to 1 for single-bit data.

on average, network nodes are likely to be trustworthy.
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Figure 4.10: BER over a range of p values. Simulated for packet-based transmis-
sion of multi-bit data with SNR = 20dB, L = 486,n = 20. Comparison given
of performing the aggregation before the LDPC decoder versus after.

In Fig. 4.10, we simulated a multi-bit data transmission based on Fig. 4.6, with
both types of attacker present. The results show that our proposed trust-based
aggregation presents an immediate improvement in bit error rate (BER) versus
using LDPC alone. Naturally, a lower BER is observed when operating in higher
signal-to-noise ratio (SNR). Aggregation before decoding results in a lower BER,
which is likely due to the aggregator being able to recover some of the LDPC code

bits before they are passed to the decoder.

We then simulated the scenario where each node is independently affected by error
or an attacker. In this case, fig. 4.11 shows how the availability of source nodes
n affects the BER of the system using an LDPC in conjunction with the bit-by-bit
trust-based aggregator. A typical network would be expected to have p ~ 0.9, for
which a larger n results in a steep drop-off in BER. However, as seen in 4.12, the

choice of n results in a trade-off between the BER and the aggregation time per
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Figure 4.11: Multi-bit BER vs. n for LDPC with aggregation after decoding.
SNR = 20dB, L = 486.

packet, the latter of which is measured by setting a timer within the simulation
that begins just before the aggregation and terminates afterwards. In terms of
implementation, the network could self-organise based on smaller clusters in order
to facilitate faster data processing, or instead larger clusters with lower BER and

higher aggregation latency.

4.6 Discussion on Implementation

This work focuses on a fully distributed network where there are no trustworthy,
highly capable nodes present to take on storage, processing and computational
overheads. For example, a WSN deployed in a very remote region or community
networks in rural areas. Secondly, typical distributed network devices, such as

IoT sensors, have intermittent connectivity as a result of low battery life, poor
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Figure 4.12: Time taken to reach a resolution on the aggregation for each packet
vs. number of source nodes n involve in the aggregation. SNR = 20dB, L =
486, p = 0.7.

communication channel or malicious attacks. These limitations mean that, even
in a network that originally had access to more capable full nodes, the network
may lose access to these for periods of time. Were this to happen, the network
would need to function temporarily as a fully lightweight IoT network, perhaps
using our proposed lightweight distributed ledger and data aggregation schemes
to continue functioning until the more capable nodes are restored. As a result
of the ledger, there would still be a complete record of all interactions during
the network down time. Surprisingly, little work has been done to address this
scenario, and the closest protocol is the naive majority selection scheme [136] or

simple MAP-based selection, both covered in Section 4.5.2.

Further use cases exist within the wider field of multi-sensor data fusion, such as
photographic image stitching by WSNs in low visibility regions. [137] describes
how this is a particular challenge in adverse weather such as sandstorms due to

noisy images and intermittent connections, and our proposed data management
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and aggregation protocols would be ideal for accurately aligning the image over-
laps between neighbouring nodes. Note that an all-encompassing channel error
rate constant e has been used in this research, which is sufficient here for the pur-
poses of investigating our proposed protocols. However, it may be beneficial in
future to apply a specific channel model to reflect different use cases, such as a
high level of multipath fading in smart city networks, or severe Doppler shift in

drone networks.

The data aggregation itself can also be used for a wide variety of purposes. On
service platforms, such as eBay [138], the overall reputation score for a user is
typically calculated as a mean of all ratings. However, a common issue is that
different users have different views on what constitutes a positive interaction. For
example, some sellers always rate buyers as positive, regardless of the true nature
of the interaction, specifically in the hope that they will receive a favourable rating
in return. This is a common occurrence across a variety of trust-based service and
e-commerce platforms, such as Uber, Vinted and Deliveroo [139]. Using a trust-
based score aggregation such as ours would effectively normalize the ratings being

given, with respect to the rater’s bias.

Although the distributed data management protocol used elements of DLT, to be
directly applied to a crypto-network, we would need to integrate additional pro-
tocols for the division of the encryption overheads between multiple nodes. Del-
egation protocols have been discussed in literature [140]. In most DLT and BC
implementations, each of the N network nodes stores every block from the net-
work ledger. The percentage reduction in storage requirement per node due to
our proposed approach would be proportional to 1 — n,,;,/N where n,,;, is the
minimum number of source nodes required to achieve some maximum allowable

error rate F,,,,..
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4.7 Conclusion

In this chapter, we have presented a novel data self-management protocol for dis-
tributed networks with limited computational resources. To facilitate the operation
of this framework, we also designed and presented a trust-based data aggregation
protocol, which successfully provides a means for network nodes to independently
evaluate each other and any data received, by observing other nodes and determin-

ing their effective trustworthiness.

Simulations results show that the proposed method successfully utilises reports
from untrustworthy nodes to reinforce the aggregate data output and thereby re-
duce the error rate. Higher error rates were seen around p = 0.5, but this isn’t
usually a concern for networks because this would only occur where the network
is relatively young with nodes holding limited observations about each other, or
where the network is extremely mixed such that the network-wide p ~ 0.5. How-
ever, the simulation results also show that the aggregation error rate is extremely
low in networks with a mean effective trust across the nodes of p ~ 0.9, which is

reasonably representative of a typical network.

For multi-bit data, the simulation results showed that the aggregation protocol
could provide a highly reliable means of combining input from multiple sources.
It was also shown that, in conjunction with LDPC, multi-bit aggregation is rela-
tively straightforward to implement without significant rise in network overheads.
However, this could be further improved by determining the size of the network
clusters, n, specifically to balance the trade-off between BER and aggregation

execution time.

Chapter 3 explored how to detect and classify trust attacks and this chapter has

demonstrated how that knowledge can be used to facilitate secure self-management
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and consensus between distributed network nodes. A particular question remains:
what about new networks? We have discussed in Chapter 2 how distributed net-
works are particularly vulnerable to new nodes, since little trust information is
available about them. The next chapter focuses on the classification of nodes in

this early period by restructuring the trust data into a hidden Markov model.
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5| Hidden Markov Model Approach for the

Early Classification of Node Behaviour

Abstract

We have previously identified that trust networks are particularly vulnerable to
new nodes, since limited observations are available about them, which results in
an unreliable trust metric during those initial interactions with that node. An at-
tacker may take advantage of this by continually joining and leaving a network, as
is the case in the whitewashing attack discussed in Chapter 3. Therefore, there is
a crucial need for a mechanism by which an observer, or wider network, can gain
an understanding of a node’s behaviour in the early stages of its participation in

the network.

We propose a hidden Markov model (HMM) of a malicious node and show that
it enables earlier classification of its behaviour than trust inference alone, thereby
providing a means of protection against a node’s attacks during that initial vulner-
able phase. Additionally, the model is designed to separately take into account the
malicious state of the network and the probability of attack. In conjunction, we
show that Baum Welch estimation of the node’s transition probabilities results in
time sequential data that can be leveraged using a Long Short Term Memory re-
current neural network in order to classify the node earlier by predicting its future

state and emission transition probabilities.
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5.1 Introduction

Trust inference has been proposed as a possible security framework for distributed
networks as it allows nodes to independently and accurately evaluate each other
[141]. This provides a means of protection for low-capability devices in networks,
by introducing accountability to node . However, existing representations of trust
in the literature tend to treat the node’s behaviour as a simplistic parameter, with
limited exploration of the relationship between the node’s deliberate actions and
the outcome of those actions. Some models assume that malicious intent will
always lead to a negative outcome [142]. On the contrary, intent and outcome are
not linearly linked. Data from an honest node may not always be correct, whilst

data from a malicious node may not always be incorrect.

This is especially true when considering trust attacks (TAs). In these, the attackers
rely on manipulating their own reputation in the network prior to committing the
attack, because a typical trust network will penalise nodes with negative reputa-
tions. Therefore, for the attack to have a significant impact on the network, the
attacker will need to cooperate with the network for periods of time in order to

build up a good reputation.

Trust attacks and, more broadly, insider attacks are a relatively well-explored topic
in literature. However, owing to the inconsistencies in understanding about the
symptoms and extent of these trust attacks, existing research tends to address very
specific, known attack models. Instead, in previous Chapter 3, we proposed a
unified tier system for the classification of trust attacks, as shown in Table 3.1,
which recognises the severity of an attack by assessing its dynamic relationship
with the network’s trust system. In our previous work, we proposed a protocol

for the detection of and coexistence with Tier 1 nodes, followed by a contextual
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categorisation method to classify and detect Tier 2 nodes in the absence of real-

world training data.

This chapter seeks to build on the idea of trust inference by developing a gener-
alised HMM of a node that encompasses the relationship between a node’s intent
and the interaction’s outcome. We use this model to analyze node such as by pre-
dicting future characteristics of the node. With regards to Table 3.1, this work
is broadly situated in Tier 2, but the protocols proposed herein are designed with
a view to, in future, tackling Tier 3 attacks, with only minor changes required.
The motivation behind this is that over 30% of successful attacks now consist of
never-before-seen, or zero-day, attacks [143]. Therefore, there is a need for a
way to continuously track the behaviour and attack probability for nodes, without

relying on knowledge about specific attack models.

5.1.1 Problem and Contributions

In their simplest form, the Tier 2 and 3 attack strategies would consist of two
modes, attack and cooperate, between which the node would transition. The tim-
ing and probability of these transitions are characteristics of the attack strategy.
There already exists a very simplistic form of this binary strategy, called the ON-
OFF attack [144]. The existing ON-OFF attack involves the attacker cooperating
with the network for a certain amount of time or until a threshold has been met
(the ’ON’ phase), such as some minimum reputation metric, after which the attack
is committed (the ’OFF’ phase) [145]. Attackers can then seek to build up their

reputation prior to an attack in order to maximize its effect on the network.

However, the ON-OFF attack has only been discussed in literature as a prescrip-
tive strategy, where typically the ON occurs periodically with a fixed period, or

the ON-to-OFF ratio is already known. [146] provides an example of both of these
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assumptions. This approach makes the standard ON-OFF attack significantly less
effective and also less realistic in implementation, with typical simulation results
showing that systems are able to suppress the attack within the first few attack

cycles.

Secondly, due to trust inference relying on the availability of sufficient observa-
tions about the target node, the network is particularly vulnerable to attack by
newer nodes in the network. Existing literature presents a range of classification
protocols, including some that we have utilised in previous work such as support
vector machines. However, there is a need to classify nodes as potential risks as

early as possible after they join the network.

In response to the discussed challenges, and in pursuit of a more realistic mali-

cious attack model, we considered the following:

1. Generalised model of a malicious node: Propose a hidden Markov model
(HMM) for a developed ON-OFF strategy of attack for a typical Tier 2-3

node, but which can be easily expanded to other malicious nodes;

2. Transition probability estimation and classification: Investigate the ef-
fectiveness of using the Baum-Welch (BW) algorithm to estimate the HMM
parameters of the node based on observations, and to subsequently classify

nodes by their level of risk to the network;

3. Early classification and prediction: Predict the future behaviour of the
malicious node by using a long-short term memory (LSTM) recurrent neu-

ral network (RNN) as single-step and multi-step predictors.
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5.1.2 Related Work and State-of-the-Art

In related work, [146] discusses the optimisation of the ON-OFF insider attack
but assumes frequency and timing of monitoring the channel is known. Similarly,
[110] includes some typical values for energy consumption in a WSN. The paper
talks about modelling ON-OFF attack in order to generate a dataset, but doesn’t

disclose how the ON cycle is determined.

With regards to HMM modeling of malicious nodes, [147] uses an HMM for the
prediction of false data injection in a network. It is assumed that nodes can exist in
three hidden states: Malicious, Suspicious and Authentic. The observations then
consist of malicious, suspicious or normal activity. However, it is unclear how the
raw data was obtained for the attack strategy. [148] formulates an HMM for the
spread of malware based on the susceptible-infected-susceptible (SIS) infection
model and using random propagation, but does not evaluate the infection risk
from any particular infected node, which would have been analogous to the trust

inference approach.

The current state-of-the-art for behavioural prediction is the auto-regressive inte-
grated moving average (ARIMA), which has been widely regarded as the bench-
mark comparison for LSTM-based approaches. [149] finds ARIMA to produce
more accurate long-term predictions for stock valuation than LSTM. However,
LSTM can more accurately pinpoint the timing of changes. In stock prediction
and related applications, ARIMA may be preferable because they require the ob-
servation and prediction of broader upward and downward trends in the data.
However, in terms of near-term behavioural prediction, we have chosen LSTM
because closely tracking short-range changes in transition probability is impor-

tant, especially if the model is to be extended for Tier 3 nodes in the future.
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5.2 Hidden Markov Modelling of Malicious Nodes

Let there be a malicious node in a distributed communication network. There are
two primary perspectives involved in the network: the malicious node’s opinion
about the rest of the network, and the rest of the network’s opinion about the ma-
licious node. During the initial interactions by a new node ¢ in a network, we can
approximate the rest of the network nodes’ views about ¢ as being approximately

the same. Therefore, we can model the problem as a two-agent scenario:

The rest of the network

Malicious node )

@ node

—— communication link

Figure 5.1: A two-participant approximation of the network.

Therefore, based on the assumption that the rest of the network disseminates in-
formation quickly between its nodes, we can approximate their collective views
as a single entity as shown in Fig. 5.1. As a result, we propose a model for node

behaviour from the perspective of the rest of the network.

5.2.1 Model Framework

A malicious node’s goal is to disrupt the network by attacking it. An attack can
take a number of different forms across various types of systems, as explored in

our previous work.

Here, we define an attack as the intentional submission of incorrect data by the
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source of that data. However, this does not guarantee that incorrect data will
be received at the destination. Conversely, the receipt of incorrect data does not
necessarily mean that the sender submitted incorrect data. From the network’s
perspective, only the received data is seen, and therefore this forms the emission
states for our HMM in Fig. 5.2. The hidden states represent the current state of

the node, and therefore the intent.

o
e (e J e Dt
B
1-b l-e ¢

OBSERVED
STATES

Correct data sent

Incorrect data sent

Figure 5.2: HMM from the perspective of the ON-OFF attacker.

We propose that the majority of node behaviour can be represented by this HMM,
with varying values of transmission and emission probabilities. However, in the
context of a potentially malicious node in a trust network, o and [ are the node’s

control variables as determined by its strategy.

In many cases, the emission probability b = 1 since an attacker choosing to attack
would almost always intend to send the wrong data. However, two factors may

cause b < 1:

* Some models, such as [144], include a mixed strategy approach, where the
act of attacking is considered a Bernoulli random variable even within the
Attack state. This is to introduce further unpredictability in the malicious

strategy.

* Secondly, an attack is not always successful. [145] discusses how a net-
work’s preexisting attack prevention strategy can be represented as a miti-

gation coefficient during each attack instance.
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Initially, we assume b > 1 — b meaning that when in attack mode, the attacker is

highly likely to attack.

5.2.2 Model Challenges

There are three challenges to be aware of with regards to the adoption of the HMM

approach.

1. Need a pseudo-count for low-probability emissions: When a particular
hidden or emission state occurs with a very low frequency, it may not occur
enough times in the training or test datasets for any estimation algorithm to
converge to its accurate probability of occurrence. In the case of our pro-
posed HMM, this makes it difficult to take into consideration the channel
error without prior information about its probability. However, the chan-
nel error is something that can be estimated or measured using established

techniques [150].

2. Limited real-world training data: Real-world training trust data is lim-
ited. The few applicable datasets, such as Advogato [151] and other trust-
let data, tend to exhibit a low frequency of attack, leading to the zero-
probability error. Some examples in the literature tackle this issue by setting
a maximum number of iterations, or epochs, in training and estimation pro-
cesses such that the learning algorithm does not fully converge to a zero
probability for the low-frequency state. This may be suitable enough for
broad classifiers such as image identification, but a significant drawback of
this approach is that the overall accuracy of the system is reduced as a result
of the limited training time. Another approach is to include a pseudocount
of the low-frequency emission in the datasets, thereby setting a minimum

value in the estimation of its probability.
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3. Need for initialisation: The BW algorithm works by finding a local optima
for the probability of the parameter set. Any BW solution to a particular
HMM would still provide an accurate representation of reliability, perhaps
even an alternative measure of trust, but only one solution would give an
accurate representations of the variables «, (3, e b. If the BW converges to
a different local optima than expected, then the output may reflect incorrect
values for these probabilities. To alleviate the risk of this, the BW initial
estimates «, [ and b, are set to reflect likely values of those probabilities,

e.g., a0 =0.1,8=0.8,e = 0.05,b = 0.9 to reflect that « < [ and e < b.

5.2.3 Relationship between 7 and the HMM

Recall that the probability density function of trust by a node ¢ about another node

j 1s given as follows in the beta reputation model [33],

F<w + w> w—1

Ny P >y

f(pi,j ’ walp) =

where ' is the gamma function, w = r 4+ 1, ¥ = w + 1, and r and w are respec-
tively the positive and negative observations about the target j. Thus, the expected

trustworthiness is given by

#=E(r) = . (5.2)

In Chapter 4, we defined effective trust as p = P(Y = X)), and therefore

p=T1(l—¢€)+e(l—r1). (5.3)

and, like 7, has a beta distribution, meaning that we cannot know exactly the value
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of p but can estimate it by using observations,

r+1
p— ———————. 54
p r+w-+ 2 SA

Letting p = P(Y = X)) as above, it follows that p = F(p) = P(correct data sent),
with reference to the proposed HMM in Fig. 5.2. Therefore, the relationship
between 1 — p and the HMM attack transition probability « is dependent on the

current hidden state as follows:

P(incorrect data sent|attack state) = (1 — 3)b + fe, (5.5)

P(incorrect data sent|cooperate state) = (1 — «)e + ab. (5.6)

Note that in contrast with 1 — p, o additionally takes into account the node’s
probability of sending incorrect data separately from the probability of being in
the attack state. The attack probability b is set close to 1 in this chapter, but the
model has been designed such that in future, the HMM dynamics can be explored

for b < 1 in order to reflect Tier 3 malicious nodes from Table 3.1.

5.2.4 Training Data, Definitions and Initial Simulations

In this section, we present the preliminary results from running a BW estimator
on our HMM in Fig. 5.2. These will then form the basis for the early classification

work in later sections.

As discussed in Section 5.2.2, there is extremely limited real-world training data
for trust networks. Therefore, we generate training data by passing generated
or chosen values of «, 3, e and b into Matlab’s hmmgenerate function. This

function outputs observation sequences of the desired length based on the chosen
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parameters.

The resulting dataset is then analysed using a BW estimator that has no prior
knowledge about «, 5 and b. In other words, the values chosen during the training
data generation are not known to the BW estimator, nor to the LSTM classifier

that is subsequently used to analyse the BW estimates.

We measure time in rounds, where each round represents one observed interac-
tion with the node. Depending on the rate of interactions per second for a partic-
ular network, it would be fairly straightforward to convert between seconds and

rounds.

The first result compares the accuracy of effective 1 — p with the HMM approach
«, which are both representations of the node’s lack of trustworthiness and are
both calculated based on the same set of generated observations. 1 — p is calcu-
lated based on equation (5.4), whilst the estimate for « is calculated using BW
estimation algorithm. Both (1 — p) and o were simulated over identical sets of

training data.

Note that we define convergence, or convergence time, as the number of rounds

after which the estimate converges to within 5% of their final estimates.

Secondly, we plot the convergence rate for each BW estimated parameter with
relation to the true values of o and 5. And finally, the BW estimates are reeval-
uated at each round. By treating the rounds as time steps, we can generate time
sequence data for the estimates. Each iteration of the BW can be output as a single

data sequence, or BW trace.
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Figure 5.3: Error when estimating the maliciousness of a node using the proposed
BW approach vs. statistical trust inference, for randomised values of o, and where
B =0.6,e =0.050b=0.95.

5.2.5 Preliminary Results using Baum-Welch Estimator

Initial results in Fig. 5.3 showed that the BW estimator was able to arrive at
accurate estimates for the transition and emission probabilities within the first
50-60 rounds. Therefore, in subsequent simulations, we will specifically seek to

observe the first 50 rounds of interaction with the node.

The results in Fig. 5.3 shows that the BW estimator converges 7 rounds before 7,
and also exhibits a lower estimation error from 10 rounds onwards. The conver-
gence of « is dependent on not only the training data but also by the convergence
of the other HMM parameters. In other words, if § takes more rounds to converge,

then so too would «, since their estimates are interdependent.

To illustrate this dependance, we simulated the BW estimator and observed how

the convergence times for o and [ are affected by their actual values. Figs. 5.4
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Figure 5.4: Effect of o and 3 on the number of rounds taken by the BW estimator
to consistently achieve within 5% of the true transition and emission probability.
With 8 = 0.5 in the first (left) result, « = 0.5 in the second (right) result, and
b= 0.99, e = 0.05 in both.

shows the results of this. Given that oy < [, it follows that uncharacteristically
high values of « and low values of S result in high convergence times. This is an
unlikely scenario, but were it to occur, a malicious node could take advantage of

the high convergence time by attacking frequently as soon as it joins the network.

Therefore, the convergence time should be minimised as much as possible. In-
terestingly, the BW estimate of an HMM parameter looks very similar in every
iteration. For example, with oy = 0, = 0.3, the BW estimate over any number

of rounds would follow a similar trajectory every time.

This can be illustrated by plotting the BW estimate iterations, or traces, side by
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Figure 5.5: BW estimations of the HMM transition probabilities when § =
0.6, = 0.3,b = 0.99,e¢ = 0.05. Each subplot represents an independent run
on the same sequence of observations.

side. Fig. 5.5 shows the results when the BW estimator is run on the same set of
training data nine times, and highlights the similarity in trajectory. Based on this,
we propose in the next section that the BW results form a set of time sequences,
which can be used to improve estimator accuracy in the first few rounds of a node’s

interactions.

5.3 Time Sequence Analysis Using an LSTM

The preliminary BW results have shown that the estimation arrives at an accurate
values for the transition and emission probabilities of the HMM after the initial

50-60 rounds. It is during those initial rounds that the network is most susceptible
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to an attack. Recall that each round is an interaction with the target node. De-
pending on the rest of the network’s frequency of interactions with that node, it
can take a significant period of time for which there is not sufficient observations
about the node to accurately identify it as malicious, if it is. This creates a period
of vulnerability for the network every time a new node joins. In this section, we
will examine the possibility of using an LSTM RNN in conjunction with the BW
estimates over time, with the aim of deducing the round 50 (stabilised) BW esti-
mates much earlier than round 50. In addition to early classification, we explore
the possibility of using our proposed BW-LSTM method for extrapolating node

behaviour and predicting the next-step and near-future o values of a node.

5.3.1 Proposed System Layout

The overall BW-LSTM system layout is given in Fig. 5.6. So far, we have
discussed the BW estimation. The output from the BW training data is passed
through class assignment, exponential smoothing and then into the LSTM. The
LSTM is then used to (i) classify nodes as per their level of risk to the network,
(i1) predict their « for the next interaction, and (ii1) predict their v multiple rounds

into the future.

5.3.2 LSTM Classification based on o:: Sequence-to-Class

In order to understand the behaviour of a node in a network as soon as possible
after it joins the network, its initial behaviour needs to be extrapolated such that

its eventual Attack transition probability is known.

LSTM classification reads labelled training data as input and learns the patterns
of behaviour therein via regression. Then, when presented with new data, it can

classify the sequence based on this knowledge. However, the BW estimator does
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Figure 5.6: Block diagram of the BW-LSTM sequential classifier.

not inherently classify or label its output, and so we assign the training data classes

based on the nodes’ Attack transition probabilities a.
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Figure 5.7: Block diagram showing the interface between the BW Estimator and
LSTM RNN. The class assignment results in a labelled training dataset, which
becomes one of the LSTM inputs.

The class assignment function divides o € 0,1 into classes of fixed width. Our
default class width is 0.2, resulting in five different classes. As shown in Fig. 5.7,
Class 5 represents the highest risk of the node transitioning into the Attack state.
In terms of implementation, the system response could be tailored to each class
rather than a blanket response for "honest" nodes or "unreliable" nodes. Having
access to classes provides a system with the opportunity to utilise its knowledge
about a node, as we have explored in Chapter 4, where we used input from highly

unreliable nodes to reinforce a data aggregation output.

Let the LSTM classification accuracy be defined as follows,

No. of correctly classified data series

Classification Accuracy = (5.7)

Total data series

The choice of class width presents a trade-off. The narrower the class width, the
more likely the LSTM classifier will be to mis-classify a node. However, the in-
correctly predicted class is highly likely to be adjacent to the correct class. In this

case, narrower classes may actually perform better overall, since the difference in
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o between the LSTM estimated class and the true class is smaller. Therefore, we

define a second performance metric,

Mid-point error = |[Mid-point of estimated class — mid-point of true class|,
(5.8)
which allows us to observe the overall accuracy of the LSTM, even when the

estimated class is not correct.

5.3.3 Pre-Processing LSTM Input Using Exponential Smooth-
ing
The BW estimate for Attack transition probability a converged by about round
r = 50, but we propose that an LSTM can be used to predict o at » = 50 via
sequence-to-sequence prediction. However, as this work focuses on the initial 50
rounds of interactions with the node, each new interaction with the node has a
non-negligible effect on the BW estimates of the HMM parameters. For exam-
ple, although the overall trends are clear in Fig. 5.5, there is visible jitter in the

BW traces. Pre-processing the data before running the LSTM has been shown to

improve the performance of the LSTM classifier and predictors [152].

Therefore, we use smoothing to remove the more high frequency components of
the BW time series trace, which will allow the LSTM to focus on the underlying

trends, and a comparison of two smoothing techniques is provided in Section 5.4.2

5.3.4 Next-Step Prediction using LSTM: Sequence-to-Prediction

The LSTM single-step predictor is trained like the LSTM classifier, but instead of
classifying the sequence, it outputs the most likely next-round values of the de-

sired parameter. The main difference between LSTM prediction and classification
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is in its implementation.

Predictions about future data can be made by time-shifting the labels in the train-
ing data, such that label for a training data series is mapped to the value of that
data series Ar rounds in the future. An example with Ar = 2 is shown in Fig.

5.8. Note that for single-step prediction, Ar = 1.

Figure 5.8: Illustration of time-shifting for LSTM prediction, showing a time shift
of Ar = 2 rounds.

5.3.5 Multi-Step Forecasting using LSTM: Sequence-to-Sequence

To achieve early classification of a node, its a needs to be accurately estimated
much before a trust inference algorithm or BW alone would be able to. The
preliminary BW results showed that the BW estimate of « converged by round
r = 50. By utilising an LSTM sequence-to-sequence estimator, it would be pos-
sible to estimate « in advance by Ar rounds. Then, for example, the converged
value of « at » = 50 can be predicted by applying a time shift of Ar = 20 to the
data series from r = {1, ...,30}, or even earlier by applying Ar = 25 to the data

series from r = {1, ...,25}.
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Table 5.1: Default parameter values for simulations.

Parameter Default value Parameter Default value
« 0.3 Qg 0

15} 0.75 5o 1

e 0.05 €o 0.05

b 0.95 bo 1

No. training data series | 1000 LSTM class width | 0.2

The sequence-to-sequence estimator produces predictions for future values of «

using the time-shifting method described in Section 5.3.4, but with Ar > 1.

5.4 Results & Discussion

5.4.1 Method

The LSTM is structured as three gates: the forget gate, the input gate, and the
output gate. The forget gate determines how much of the previous cell state to
retain, the input gate determines how much the input should affect the cell state
and the output gate determines how much of the updated cell state to commit into

long-term memory. A simple 4-layer LSTM RNN was used for the simulations:

Algorithm 2 The LSTM RNN set-up in MATLAB
layers =
[sequencelnputLayer(numChannels)
IstmLayer(128)
fullyConnectedLayer(numChannels)
regressionLayer] =0

Unless otherwise stated, the true values and initial estimates are those listed in

Table 5.1.

115



University of Oxford Oriel College

5.4.2 Data Pre-Processing Results

The cross-correlation between BW traces is adversely affected by small-scale fluc-
tuations, or jitter, in the time series data, caused by iterative over- and under-
estimation by the BW. In order to reduce this jitter and extract only the trends
required for the LSTM analysis, we apply a smoothing function. Fig. 5.9 presents
the simulation results from a direct comparison of moving average smoothing ver-

sus exponential smoothing, the functions for which are given in Appendix D.

Consistently, the exponential smoothing is more sensitive to large gradient changes
in the data. This can be seen because the exponentially smoothed curve’s maxima
and minima occur sooner after the respective maxima and minima in the raw (un-
smoothed) data. Given that the aim is to identify malicious behaviour as soon as
possible, exponential smoothing is more suitable. Secondly, the moving average
smoothing suffers from lower accuracy where the data experiences large sudden
changes, as can be seen by the false peaks in the blue trace whenever the un-
smoothed data troughs. The window used in the moving average can be reduced
to counter this problem, but that limits the smoothness possible using the moving

average method.

Note that Fig. 5.9 is a single-shot example for illustration purposes, but further
simulations were done to confirm that these results are consistent. Based on this,

we chose to use exponential smoothing.

In order to optimise the performance of the BW-LSTM classifier and predictors, it
is important that the BW traces have a strong cross-correlation with each other
for the same configuration of parameters. The cross-correlation of the traces
are affected by two factors, the initial estimates for each parameter and the pre-

processing of data via smoothing. Fig. 5.10 shows the cross-correlation between
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Figure 5.9: Comparison of exponential and moving mean smoothing techniques
with smoothing factor e = 15 and a window size of 5 respectively. This is a single-
shot example to illustrate the difference in behaviour between the two smoothing
functions on a sample segment of a b BW trace.

a
— — — -« with smoothing
—+8

— — — - § with smoothing

Mean Cross-Correlation Between BW Iteractions

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
True value of o/ 3

Figure 5.10: Mean cross-correlation across BW traces over the first 50 rounds,
where the initialised BW values are ag = 0.2, 5y = 0.9.

the BW traces with g = 0.2, By = 0.9, and smoothing factor ¢ = 15 (refer to
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Appendix D for full equation).

The results show that local maxima occur in the cross-correlation at the initial
estimate values, which is to be expected because this causes the trajectory of the
BW « estimate to be much flatter. In other words, the initial estimate already
fulfils the requirements of the BW and so the trace becomes more predictable.

Secondly, the exponential smoothing provides a consistent improvement in the
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Figure 5.11: Maximum cross-correlation across BW traces over the first 50
rounds, where the HMM transition probabilities are & = 0.3 and § = 0.7. Opti-
mal smoothing factor is € = 21.5.

cross-correlation between traces. The value of € needs to be balanced such that
it is high enough to improve the cross-correlation whilst not being so high as to
decrease the uniqueness of the trace for that particular configuration of parameters,

i.e., under-fitting.

Therefore, to decide an optimal value for €, we applied exponential smoothing
with different values of € to the BW traces, and the resulting cross-correlations
are plotted in Fig. 5.11. From this, it can be deduced that € = 21.5 is a suitable

smoothing factor for pre-processing the data.
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Figure 5.12: Visualization of the LSTM training procedure, run in small batches
of 27 data samples for 2700 total datapoints.
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Figure 5.13: Confusion matrix of the classifier output vs. the labelled test data.
High risk defined as o > 2, low risk is defined as o < 3.

Fig. 5.12 shows the training process for the BW-LSTM classifier. It is promising

to see that the RNN is able to achieve around 80 — 90% classification accuracy

within a relatively small number of training iterations. Initially, the BW-LSTM

was run as a broad classifier with class width of 0.33, such that 0 < a < 3

corresponds to Low Risk

1

.3 2 ca<1

< a < % corresponds to Mid Risk, 3
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corresponds to High Risk. The results are shown in Fig. 5.13. It can be seen
that the most common form of misclassification occurs where 20 High Risk nodes
were falsely classed as Mid Risk. However, the majority of nodes have been

correctly classified.

T T T T T T T T

Classification accuracy
——— Mean mid-point error

0.8

0.6

0.4

0 1 1 1 1 1 1 1 1
0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5

Class Width

Figure 5.14: Effect of class width on classification accuracy and mid-point error.

As expected, the class width is shown in Fig. 5.14 to present a trade-off between
minimising mid-point error and maximising the classification accuracy. As the
class width increases, so too does the classification accuracy as a result of the more
pronounced difference in the BW traces between two adjacent classes. Similarly,
with a smaller class width, there is a higher probability that neighbouring classes
will have comparable BW estimation traces, thereby resulting in a higher proba-
bility of false classification. It follows naturally from this that the mid-point error,
as described in (5.8), is lower for smaller class width, where there is a smaller
difference between the o mid-point of each class. The implication of this is that,
where it is more important to accurately find « rather than to correctly classify the
node’s risk level, it is preferable to choose a smaller class width despite the lower

classification accuracy.
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Figure 5.15: Comparison between BW-LSTM and component methods when
classifying nodes after each round of data, where b = 0.99, e = 0.05.

A comparison of four methods is shown in Fig. 5.15. LSTM and BW are sep-
arately simulated, with the latter exhibiting a significantly higher classification
accuracy. LSTM using « and 3 data only is similar to BW-LSTM in that it utilises
the BW estimates for these two parameters, but does not have access to the raw
data. Its performance is comparable to that of the BW estimator on its own. Our
proposed method, BW-LSTM, exhibits a consistently higher classification accu-
racy. Importantly, there is a notable improvement in the BW-LSTM accuracy for
less than 30 rounds, which was the hoped outcome and the key motivation for

applying the LSTM.

As expected, the more extreme (closer to 0 or 1) values of o and [ result in a

121



University of Oxford Oriel College

significantly faster convergence for all of the compared methods. This is because
values closer to 0 and 1 result in lower uncertainty, but have a minimal effect on the
final classification accuracy after 60-70 rounds. Notably, the BW accuracy is most
improved in the second graph, and this subsequently results in the improvement
of the BW-LSTM classification accuracy, though the margin between the two is
significantly reduced. However, regardless, in the lower range of rounds, BW-
LSTM retains a significant margin in terms of its accuracy when compared to the

alternatives.

5.4.4 LSTM Prediction Results

The results of the single-step BW-LSTM predictor are given in Fig. 5.16, showing
comparable performance with the current state-of-the-art sequential prediction al-
gorithm ARIMA. The LSTM predictor exhibits a tendency to over-estimate, lead-
ing to a higher overall next-step prediction accuracy in the ARIMA algorithm.
However, the ARIMA shows a more pronounced lag in its predictions, while the

BW-LSTM approach follows sudden changes in the BW trace more closely.

Importantly, the multi-step prediction results in Fig. 5.17 shows that the lag in the
ARIMA becomes more pronounced for long-term prediction. The higher accuracy
in the BW-LSTM prediction is likely due to it being trained on many similar BW
traces. Therefore, it is able to effectively remember where severe fluctuations in
the BW trace from similar cases in the training data. In contrast, being based
on a moving average approach, the ARIMA algorithm is adversely affected by
high, unexpected gradients in the data series. This can be seen in its multi-step
prediction of o, where the positive gradient just before the end of the smoothed

data has caused a significant over-estimation of subsequent values.

We simulated both BW-LSTM and ARIMA over a range of time shifts for the
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Figure 5.16: Single-step BW-LSTM prediction, Ar = 1, a comparison between
the proposed BW-LSTM and current state-of-the-art approach ARIMA.

same set of training data. The two methods were used to estimate o by Ar rounds

in advance. BW-LSTM is able to more accurately predict the value of o for Ar >

10. This is in line with previous results, but confirms that our proposed BW-LSTM

is the superior choice for predicting the state transition probabilities of our HMM

representation of a network node.
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Figure 5.17: Multi-step BW-LSTM prediction, Ar = 25, a comparison between
the proposed BW-LSTM and current state-of-the-art approach ARIMA.

5.5 Summary

5.5.1 Discussion on Implementation

In previous work, we proposed a trust-based data aggregation protocol that utilises
knowledge about a node’s trustworthiness to reinforce the aggregate result, regard-
less of whether that trustworthiness is high or low. However, the work concluded
that the utilisation of trust alone left the network vulnerable in the early stages of a
node’s participation, before enough observational evidence can be gathered about

it such that its reputation value is accurate.

Instead, it would be particularly advantageous to understand and preempt node
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Figure 5.18: Mean prediction error vs. Ar, where the « prediction error is mea-
sured at the 50" round each time. For example, where Ar on the x-axis is 10, the
data series used to inform the prediction would have included the first 40 values
from the BW trace.

behaviour from a security standpoint. Knowing that a node’s attack transition
probability « is likely to converge to 0.9, for example, would allow a network to
decide to treat data from that node with caution, or otherwise utilise the knowledge

that a node is potentially a threat such as our trust-based aggregation protocol.

Additionally, being able to classify nodes early presents an opportunity to dele-
gate system responsibilities according to a node’s characteristics. For example,
a node experiencing high channel error e, perhaps due to its lack of proximity
from the rest of the network, would not be a suitable choice to whom to delegate
time-sensitive network tasks. Similarly, a node that is predicted to have o < 0.3
would be a suitable choice for relaying messages as the node would be less likely
to intentionally alter the data, and thus this could be used to inform a routing

algorithm.

The proposed HMM framework could easily be adapted to reflect a broad range of

network attacks. For example, in a malware attack, the attack transition probabil-
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ity {«, 5, (1—b), e} translate readily as P(infection), P(cure), P(resisting infection),
and P(channel error) respectively, and the same format of data can be used to track

the infection probability over time across the network.

The HMM can also be adapted in order to adjust the trade-off between processing
complexity and how early a classification can be made. Much like in Chapter 3,
the specific set-up of the ML/AI tool being used can heavily influence the over-
head placed on the network by our approach. Unlike at the beginning of our
research five years ago, these tools, such as a basic LSTM framework, are now
readily available and easily adaptable through pre-defined functions in Matlab,
Visual Studio, etc. This makes it all the more accessible to integrate our proposed

approach into a wide range of distributed communication networks.

5.5.2 Conclusion

In this chapter, we have presented an HMM representation of a network node
which, unlike existing trust inference frameworks, reflects not only the intent of
a network nodes but also the relationship between this and the outcome of inter-
actions. Based on the proposed HMM, a BW estimator was used to test data in
order to estimate the transition and emission probabilities of the node HMM with
a high accuracy. The BW on its own took around 50 interactions to converge to
correct estimates, but with the use of an LSTM RNN, it was shown that accurate
estimations could be produced at even round 25 with the use of the BW-LSTM
multi-step predictor. The performance of the proposed BW-LSTM approach was
better than comparable algorithm ARIMA for preempting the value of « by up to

25 rounds.

The proposed HMM provides a foundation for expanding the early classification

to Tier 3 nodes, as per Table 3.1. This is out of the scope of this chapter, but it
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would be beneficial to be able to generate estimated projections of a node’s future
behaviour, not just during its initial phases but continuously during its time in the

network.

This would require an adaption of the HMM to include dynamic probabilities.
Furthermore, for expansion of the approach to prevent Tier 3 attacks, it would be
necessary to train the LSTM based on the BW traces from Tier 3 malicious nodes.
Despite the lack of real-world training data, [154] suggests that there is consis-
tently a correlation between the behaviour preceding similar attack strategies, and
it would be expected that this would be true of Tier 3 attacks too. Therefore, ex-
pansion of the HMM framework and BW-LSTM approach form part of our future
work [153]. Finally, it would be necessary to adapt the HMM model parameters
based on real-world data, for which distributed communication network data will

first need to become more widely available.

127



6| Conclusion and Future Work

Over the last fifty years, the number of wireless communication devices has rapidly
grown. Currently, it is inevitable that there needs to be a shift towards, or some
incorporation of, distributed network architectures in order to alleviate the load
on centralised network hubs, such as cellular base stations. Furthermore, the con-
sumer expectation of service quality and speed has driven the interest into futur-

istic networks, such as IoT and WSNSs.

Trust inference will play a significant role in providing distributed security to
these networks, particularly where highly demanding cryptographic security is
not within the scope of the nodes’ abilities. However, despite its suitability as
a distributed network security framework, trust inference itself has vulnerabili-
ties that need to be addressed before implementation. Although the literature has
begun to address some of those vulnerabilities, existing solutions either take on
a targeted approach that only defends against a subset of attacks, or makes very

specific assumptions about the intentions of the malicious node.

Therefore, there is a need for a more comprehensive view of threats to a trust net-
work, a plausible protocol for the integration of trust data into distributed network
functionality, and a global model for malicious node behaviour that readily facil-
itates analysis and extrapolation of behavioural trends. This thesis has explored

these aspects across the three research chapters.

In Chapter 3 we presented a unified framework of trust network threats, designed
specifically from the perspective of a security protocol. This was done by compar-
ing and collating trust attack strategies from across the literature based on attack
symptoms and requirements, as would be seen by an observer. This framework

then formed the basis for a novel contextual characterisation method for classi-

128



University of Oxford Oriel College

fying malicious network nodes, which provided a means of identifying potential
attacks before they happen. By plotting the network nodes within the proposed
parametric space, a support vector machine was successful in identifying possible
malicious nodes and classifying them based on their attack strategy. Additionally,
our proposed method was able to classify malicious nodes and their strategies
even when the parametric space was flooded with honest nodes, and provided sig-
nificantly better performance than the closest equivalent unsupervised approach.
Having shown that it is possible to identify and classify malicious nodes, it fol-
lowed that the next step would be to understand how knowledge about a malicious

node can be used to reinforce distributed network security and functionality.

Based on this, in Chapter 4 we designed a data management and aggregation pro-
tocol for a fully distributed, trust-based network. The proposed data management
algorithm utilised elements of blockchain technology in order to distribute the
storage of any given piece of information across the network. The overhead of this
on the network nodes was significantly reduced through the design of an accom-
panying trust-based aggregation protocol, which was able to not only aggregate
data from multiple nodes with a very high accuracy, but also utilised trust infor-
mation about those nodes to reinforce the aggregate result, regardless of whether
the nodes were trustworthy or not. Furthermore, it was shown that the distributed
data management and aggregation protocols could be easily applied to packet-
based data with the use of LDPC error correction. This work also expanded on

the idea of trust probability by accounting for intent and channel error separately.

We then seeked to expand on the idea of intent in Chapter 5. As already discussed
in Chapter 3, nodes can have varying levels of awareness about the network’s trust
protocol. With reference to Table 3.1, we designed in this chapter a comprehensive
HMM for malicious nodes, which can account for the nodes’ intent, channel error,

and mixed strategy attack protocols. By applying a BW estimation algorithm, it
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was found that the estimate over time could be plotted as a temporal graph, which
could then be analysed by an LSTM RNN in order to classify and extrapolate
the node’s behaviour. It was shown that the proposed BW-LSTM method was
able to successfully classify a node’s attack transition probability as early as 20
interactions after it first joined the network. Additionally, the BW-LSTM method

presented a higher accuracy than the current state-of-the-art approach ARIMA.

In terms of implementation, there is significant scope for the direct application
of this work into real-world systems. Our proposed protocols across this thesis
can be implemented in conjunction, as shown in Fig. 6.1, to provide security to
a network throughout its lifetime. Although distributed communication networks
are not yet widely in use, our proposed protocols can be applied to existing trust
environments, such as social media, online retail, and peer-to-peer services. In
particular, the distributed data management and aggregation protocol can readily
be applied within packet-based data transmissions, or within early distributed net-
works such as drone WSNs [25]. These protocols have the potential to provide
a significant level of secure self-management for WSNs, given that they were
specifically designed to provide independence to partially disconnected network
clusters, and drone networks often suffer from partial disconnection due to their

deployment in remote areas [49].

6.1 Future Work

A primary goal of any future work will be to address Tier 3 malicious nodes, as

per the framework that we have proposed in Chapter 3.

The research towards achieving this goal can be divided into two categories. The
first includes that which would directly continue the line of questioning of this the-

sis, whilst the second comprises the interesting but somewhat tangential questions
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Figure 6.1: Possible implementation of the protocols proposed in this thesis in

conjunction across the lifetime of a trust-based network.

that have emerged during the course of this research.

The first category would largely involve the continuation of our work on node be-

haviour extrapolation and prediction. This will be a required tool for the detection

and prevention of Tier 3 malicious nodes with respect to our proposed attack tier
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framework in Table 3.1. Naturally, the earlier a node’s behaviour can be under-
stood as malicious, the more likely it is for a network to be able to mitigate any

attacks. This category includes:

 Chapter 3 presented a parametric representation of nodes within a distributed
network. It may be possible to obtain real-world training data for Tier 3 at-
tacks by plotting other, existing trust-dependent networks in a similar para-
metric space in order to observe behavioural patterns. Existing networks
may include social media platforms, online retail marketplaces, or peer-to-
peer services. [50] analyses the similarities between human trust networks

and trust inference for network security.

 Chapter 4 specifically looked at the design of a fully distributed and secure
data management protocol. Trust data was used to reinforce data using input
from known malicious nodes. It would perhaps be possible to expand the

aggregation protocol to also facilitate distributed resource allocation.

* In addition, it would be beneficial to design a formal test for the complexity
of any proposed protocols. Although, where appropriate, we have measured
this through the execution time of the algorithms that we have proposed, a
formal complexity study would allow us to quantify the advantage of our

IoT-accessible proposals versus the existing alternatives.

* Chapter 5 presented an HMM with the specific consideration of extending
its analysis in future to Tier 3 malicious nodes. This can intuitively be ex-
plored by setting time-varying transition and emission probabilities within
the HMM to reflect the changing strategy of the Tier 3 malicious node. The
dynamics of these probabilities can be based on the contextual characteri-

sation method for trust attacks, as presented in Chapter 3.

The second category of future work includes a range of possibilities that did not
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fall into the direct trajectory of this project, but that would be interesting to explore

in the future. Some examples are:

» With respect to the parametric space presented in Chapter 3, it may be pos-
sible to analyse the trajectories of nodes over time through the parametric
space. We had investigated the possibility of using a convolutional neu-
ral network to extract features from those trajectories, which would allow
for the mapping of particular shapes to known pre-attack strategies. How-
ever, the lack of real-world data upon which to train the neural network
limited the scope of this investigation. Perhaps, once distributed network
data is more widely available, this idea can be revisited. [51] has similarly
extracted common features from malware code by applying a deep neural

network on a visual representation of the malware binaries.

* Another concept that was briefly explored during this thesis was the use
of game theory for the modelling of node interactions in networks. Game
theory can be used to model the of players within a game based on their
prospective gains and losses for making a particular move. Similarly, the
cost functions of particular inter-node actions could be based on the nodes’
trust probabilities, such that the optimal actions for any given node could be
calculated. One possibility is to model trust itself as a game in an energy-
constrained network, such as a WSN. A malicious node in this environment
would aim to gain as much trust in as little time as possible, with its en-
ergy being reduced with every interaction. However, this idea was not fully
explored because it is impossible to know, or quantify, exactly the gain of
a network attack from the attacker’s perspective. [52] has begun to work
on this, but as also identified in their conclusions, it is currently difficult
to know exactly what a node has to gain or lose, making it impossible to

derive accurate cost functions. This is a relatively new area of the trust re-
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search landscape, so it may be possible in future to more easily quantify the
cost functions involved, once real-world data is available about trust-based

networks.

Perhaps the foremost challenge during this research has been to design protocols
without access to an abundance of real-world trust network training data. Al-
though realistic training data can be generated, it would naturally be beneficial
to compare the accuracy of that generated training data with real-world statis-
tics. The availability of this kind of data is likely to improve over the next few
years, particularly once the introduction of distributed network infrastructure in
real-world applications necessitates the implementation of security protocols like

trust inference.
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Appendix: A. System Specification and Sim-

ulation Software

The results produced in this thesis have been generated using Matlab [53], ver-

sions 2019a-2023b. The system specifications are as follows:

Table A.1: System specifications

Device | Dell XPS 159570
Year | 2018
Processor | Intel(R) Core(TM) i7-8750H CPU @ 2.20GHz 2.21 GHz
GPU | NVIDIA GeForce GTX 1050 Ti
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Appendix: B. Full Description of Baum Welch
Algorithm

Let the HMM be defined as §# = (C, D, ), where C is the transition probability
matrix P(X; = j|X;_1 = 1), D is the emission probability matrix D = d;(y;) =
P(Y; = ;| X; = j), and 7 represents the prior state probabilities m; = P(X; = i).
Note that i and j represent the possible values of the state at time t X; and the

emission at time t Y; respectively.

Markov process :

D D D D
Observations : @ @ @ e @

The forward algorithm calculates the probability of seeing the observation set
(y1, ---, y;) whilst in state i at time ¢. Let ¢;(t) = P(Y1 = w1, ..., Vi = yi, Xy = i]0),

the forward recursion becomes:

N
El(t + 1) = bi(ytJrl) Zejcji' (B2)
j=1

The backward algorithm recursively finds the probability of seeing the observa-

tion set (y441, ..., yr), given that the initial state was 7 at time ¢. Letting ¢;(t) =
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P(Y;11 = Y41, ..., Y7 = y7| Xt = 1, 0), then the backward recursion is:

¢i(T) = 1, (B.3)
N

0ilt) =D &5t + Deyd;(yen). (B.4)
j=1

This can be rearranged using Bayes’ theorem to give the probability of, at time ¢

and given the observation sequence Y, being in the state i:

%(t) =P(X; = i|Y,0)
CP(X, =4, Y6)
P(Y|0) (B.5)
_ Eilt)eilt)
Sret)ei(t)

Secondly. we can also deduce the probability of transitioning from state ¢ to j,

from time ¢ to time ¢ + 1 respectively, given Y and 6.

&i(t) =P(X, =14, X411 = J|Y,0)
P(X, =1, X141 =7,Y10)
P(Y]6) (B.6)
_ €i(t)cijd;(t +1)d;(yer1)
S i1 Yot k() s (t + 1)y (Y1)

Iteratively, ;(¢) and &;;(¢) can be used to update the Markov model parameters
Ox = (C'x, Dx, mx) as follows.

The updated probability of being in state ¢ at time 1 is given by:

ik = i(1). (B.7)
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The updated probability of transitioning away from state i becomes:

T-1
¥ _ thl &J(t) (B.8)

51 T-1
! Zt:l %’(t)
Finally, the probability of output observations being equal to a particular observa-

tion vy, is given by
T
_ Zt:l 1yt=vk’7i (t)

d*; (vg) - , (B.9)
2 =1 7il1)
where 1,,—,, represents the indicator function
1, ify =g
Ly, = (B.10)

0, otherwise.

These updates are performed until a satisfactory level of convergence has been

achieved.
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Appendix: C. Long Short Term Memory
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Figure C.1: Comparison of activation functions and their derivative forms.

For example, a common activation function is the sigmoid function, as shown in
Fig. C.1, and the derivative of this is always much less than 1. With [ layers,
the derivative of the activation function is raised to the ['* power, resulting in

vanishingly small weights being chosen.

In contrast, the LSTM learner is robust to this issue up to a higher number of lay-
ers, because it utilises the tanh activation function to regulate the magnitude of
the gradients, such that it can retain a non-zero magnitude for many more multipli-
cations of the activation function derivative than the sigmoid. The tanh derivative

is also plotted against the o derivative in Fig. C.1.

The LSTM utilises a combination of the sigmoid (¢) and tanh functions to contin-
ually update its cell state, i.e., its memory. The procedure involved is visualised as
a block diagram in Fig. C.2. The hidden state at time t ; represents the short-term

memory of the RNN, whilst the cell state ¢; represents the long-term memory.
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Figure C.2: LSTM block diagram.

The algorithm can be broken down into three gates: the forget gate, the input gate
and the output gate. With respect to Fig. C.2, the forget gate f; decides how much
of the previous cell state to forget, by multiplying those elements by zero. Its

function can be written as

fi=o (fol’t + thht—l + bf) . (C.1D

The input gate ¢; determines how much of the new input x; to commit to the
current cell state,

iv = 0 (Wyize + Whihi—1 + b;) , (C2)

The intermediate function g; scales the input data x; to lie within [—1, 1], in order

to prevent the vanishing gradient problem [48], a common issue for RNNs.

g = tanh (Wyx, + Wighi—1 +b,) . (C.3)

Finally, the output gate o(t) decides how much of the updated short-term memory
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to commit to the updated cell state,
or = 0 Wyoty + Whohi—1 + b,) . (C4)
Finally, the new cell and hidden states are updated,
et = fr-c—1+ 1 gy, (C.5)
hy = o4 - tanh(c;). (C.6)
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Appendix: D. Smoothing Functions

D.1 Moving Average Smoothing

Given n data points {ji, j2, ...Jn }, and a window size of k, the moving average is

given by

jn—k—l—l + jn—k+2 + ...+ ]n 1 - .
_ - Y i D.1
parA I - J (D.1)

i=n—k+1
and, in the next average, the incremented range {n — k + 2,n + 1} would be

considered, and so on.

D.2 Exponential Smoothing

The smoothed output s; of time series data j; at time ¢ can be given by

So = Jo
(D.2)
s1=€jp + (1 — €)jt-1,
where € is the smoothing factor. Letting represent the data sampling time interval
and O represent the time constant,

e=1—e9o . (D.3)

Note that the time constant, O, is the time it would take for the smoothing function

to reach 68% of its final value when applied to a step function.

Where AT <« O, the smoothing factor ¢ ~ %.
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Appendix: E. LDPC Simulation Configuration

and Pseudocode

Algorithm 3 Pseudocode for Multi-bit Data Model Simulation

: Choose SN R, tau, LDPC parameters (prototype, block_size)
: for each packet jdo
Data X_j = rand(packet_length)s
for each node 1ido
Encoded data < LD PC_encode(data, prototype, block_size)
Transmission data <— QQ PSK_modulate(encoded_data)
Error scope € {bitwise, wholepacket}
Received data <— AW G N_channel(transmission, tau(i), error_scope, SN R)
Demodulated data < demodulate(received_data)
Y; < decode(demodulated_data)
end for
Compile received reports Y = [Y}, Y5, ...Y}]
X trust_based_aggregator(Y'), multi-bit or bit-by-bit
BER_j + sum(count(X — X)) /total_bits
end for
: BER_mean = sum(BER_j)/packet_count =0

L2

Listing E.1: LDPC encoder configuration as used in Chapter 4

p =116,17,22,24,9,3,14,-1,4,2,7,-1,26,-1,2,-1,21,
-1,1,0,-1,-1,-1,-1;
25,12,12,3,3,26,6,21,-1,15,22,-1,15,-1,4,-1,
-1,16,-1,0,0,-1,-1,-1;
25,18,26,16,22,23,9,-1,0,-1,4,-1,4,-1,8,23,11,
-1,-1,-1,0,0,-1,-1;
9,7,0,1,17,-1,-1,7,3,-1,3,23,-1,16,-1,-1,21,-1,
0,-1,-1,0,0,-1;
24,5,26,7,1,-1,-1,15,24,15,-1,8,-1,13,-1,13,-1,
11,-1,-1,-1,-1,0,0;
2,2,19,14,24,1,15,19,-1,21,-1,2,-1,24,-1,3,-1,
2,1,-1,-1,-1,-1,0];

block_size = 27;
pc_matrix = ldpcQuasiCyclicMatrix (blockSize, P);
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