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Abstract

In designing for security, one needs to specify an adversary model: what computa-
tions can they make and what do they have access to? What security guarantee
can we achieve against that adversary?

Motivated by concrete scenarios, this thesis looks into adversaries that benefit
from being in close physical proximity to the user, obtaining up to endpoint
secrets. In addition, due to the locality of the adversary, they are also a Dolev-Yao
adversary on the communications network. These adversaries also benefit from
power imbalance between them and the user; due to this, security systems should
be designed with care: users and adversaries are humans before principals in
a security protocol.

From the system’s point of view, these adversaries may be authenticated as
the user, or have access to other information in the physical proximity of the user,
hence having privileged access. This thesis designs security systems against two
adversaries with such privileged access.

The first adversary, a surveillant adversary, has full access to the user’s device
output (e.g., visual access to the user’s device screen), as well as the user’s application
layer data. Against an adversary with continuous presence, we design an architecture
where the user can signal distress to a trusted third party through an online
mechanism, without being detected by the adversary. Our second adversary, an
intrusive adversary, has full access to the user’s device for a limited amount of
time: during that time, the system cannot distinguish between the user and
the adversary. We propose an architecture where a user can guarantee data
confidentiality during the period of control, and discuss authentication mechanisms
to provide authentication of the user after the period, even though the adversary
has compromised the entire device.

In each our security design, we provide a full security analysis and discuss our
design decisions. We discuss how this thesis fits into the research landscape, and

outline limitations and future work.
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Cryptography rearranges power: it configures who
can do what, from what

— Philip Rogaway in the Moral Character of
Cryptographic Work

Introduction

When information is sent from one machine to another over the internet, it goes
through numerous machines in between: the sender’s wireless router, the local
Internet Service Provider (ISP), and through the individual networks that form the
internet before the process is reversed on the other side. Throughout this journey,
there are multiple points at which an entity may abuse the process to obtain access to
the sender’s information: those sharing the same wireless router as the sender, those
with the ability to request access to packets passing through an ISP, or in fact, any
of the machines on the path. The Dolev-Yao model [61], though symbolic in nature,
presents a realistic model that captures this situation: over the communications
network, the adversary carries the message between the sender and receiver.

Many tools to achieve security goals have been designed in the past: encryption
allows confidentiality so no unauthorised party can read the information, and
signatures guarantee authentication to ensure that the participating party is who
they claim to be. Reflective of Kerckhoff’s principles [99], these systems use secrets;
private encryption and signature keys ensure that access is given appropriately.
The security of these systems relies on legitimate parties having appropriate access
to these secrets, while the adversary does not.

The use of secrets is also ubiquitous in many settings outside of public network

communications: passwords and credentials are widely used as an access control
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mechanism for systems, and biometric information generates secrets that allow
access to a device. At its core, security is based on asymmetric knowledge of
secrets. However, practices such as password sharing occur more often than system
designers would like to admit, and can be more common where there is a close
personal relationships between two or more sharers [98] [I51]. Multiple people can
use the same device, by choice of convenience, necessity, or as a demonstration of
trust [L09], which, unknowingly or otherwise, leads to each person having access
to the same keys rooted in the device’s hardware. However, such asymmetry of
knowledge is not static. Relationships and levels of trust may change over time,
changing the way people share their access to digital devices due to a change in
sharing of physical space. However, passwords are not always changed after a
relationship dissolution [76]; in addition, home security smart lock systems don’t
consider a breakdown of relationships within their threat model [I52], allowing for
the possibility that former partners have access to the space. In other cases, secrets
are available to others without the legitimate party’s consent: breaches of databases
containing passwords [88] or password cracking [31], are far from uncommon.

The situations above create a blurring of who system designers should consider
as ‘adversaries’; some may, by default or otherwise, have access to many secrets
necessary for secure communications or access to a device, and are considered to
have legitimate access to them from the viewpoint of a security system.

Now, what if the adversary is able to obtain knowledge of secrets through
less technical means? If an adversary demands someone’s personal identification
numbers to their banking account with the threat of violence, many, understandably,
would choose to provide it [45]. However, there are other threats that are more in
the grey area of consent when it comes to providing someone else access to these
secrets: first, in the United States and the United Kingdom, a customs officer is
legally allowed to search through a traveller’s personal electronics without a warrant,
including requesting device passwords or social media information [51], (66, 89, 162];
this is far from unique to the two countries [47, 94 96, 121, 160]. Though this

in theory can affect all individuals, as oppposed to recommendations [I17] some
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demographics are more vulnerable to searches at borders and hence to the loss of
confidentiality of the data they have on their device [36], [75], 144]; such a risk is also
posed to those having certain occupations: journalists and human rights activists
have been reported to being subject of the user of government spyware [110]. During
a device search, the border officer has full control over the device: not only are
they able to see the data stored on it, but they have the potential to keep any
long-term secret key. Of course, an individual can refuse to comply with a border
officer’s request to unlock a device, but this comes with risk: they may confiscate
the device or refuse entry if the individual is not a citizen of that country, with an
impact on their immigration records. Hiding the data, as previous literature has
suggested [167, [179], puts individuals at immense psychological pressure in having
to take a risk in lying to a border agent with power to deny entry; not only does
this impact on their wellbeing trivialised, but this action is also illegal [46].

Now consider an adversary that benefits from being in the same physical space
as the user for a longer period of time. They may have access to, or control of,
their secrets (through password post-it notes, being the system administrator of
the common communications system, or as our previous example, by force), and
may be able to—actively or otherwise—surveil a user due to their locality. For
example, a survivor of intimate partner surveillance (IPS) is often in the same
physical space as their abuser, who also may have full control of the network and
access to all of their devices. A company may have multiple closed circuit television
(CCTV) cameras around their office including near employee screens, and at the
same time, owns the device that the user operates on. How can whistleblowers
who have previously reported any wrongdoings, or survivors of IPS, communicate
threats of harm should they be under such surveillance?

In the two cases discussed above, we see that the adversaries are able to gain
access to privileged information, which may include communication secrets. We
note there are a few things that they have in common: first, the adversaries benefit
from locality with the user: they may have full visual access to whatever the user

is doing on the device, and may even have direct access to the device themselves.
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Second, that the adversaries benefit from power asymmetry: access to some secrets
can be either expected, or provided because of an imbalance of power between the
adversary and the user. At the same time, such imbalance may lead to consequences
should the user challenge these access or capabilities.

With these in mind, we ask ourselves: what do we mean by security against

such adversaries, and how can we achieve it?

1.1 Contributions

The first contribution of this thesis sees an introduction of two strong adversary
models. We consider a surveillant adversary, an entity who does not have access
to internal secrets but has a high degree of control over the user’s device over an
indeterminate length of time, including unlimited visual access to their device screen;
that is, they see what the user sees. We also introduce an intrusive adversary,
who has full access to a device for a finite amount of time, and is able to request
the user to provide any authentication information. Both these adversaries are
Dolev-Yao adversaries over some of the user’s communications network. As the
main contributions of this thesis, we design architectures where the user is able
to achieve the following goals:

Ability to send a distress signal (Chapter . We propose a mitigation
against a surveillant adversary, and we establish the notion of signalling distress to
indicate that the user wishes to communicate to a trusted third party regarding a
threat of harm. Due to the nature of the threat, but the mere existence of some
communications may be considered suspicious by the adversary. To do this, our
method uses existing websites to act as intermediaries between the user and a
trusted backend, which enables the user to initiate the communication without
arousing suspicion. On a technical level, we hide the distress signal by embedding
it into the TLS handshake, which contains a client-chosen field of randomness so
any website willing to participate can do so with minimal effort, and the adversary

monitoring the traffic will only see TLS connections to legitimate websites.
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Confidentiality (Chapter . We design Nakula, an ecosystem where data
confidentiality against an intrusive adversary is possible, without demanding the
psychological pressure (and illegality) of the user lying or hiding data from the
adversary. The user is able to lock down data with a single click, allowing confidential
physical data transport where the presence of an intrusive adversary is expected.
To achieve this, the user temporarily loses the ability to access the data, and will
need the assistance of a trusted third party to recover it.

Authentication (Chapter [5). As a direct follow-up work from Chapter [4]
we consider the property of authenticating to a third party, where an intrusive
adversary who has direct access to a device may try to do so. We discuss the
properties necessary for such authentication to take place, and present four methods
with varying advantages and disadvantages, and note that there is no one-size-

fits-all solution.

1.2 Overview

We start with the background required for this thesis in Chapter [2, and we start
with the following questions: what is an adversary? And what do we mean
by privileged access?

Chapter |3 will introduce a surveillant adversary which models an adversary who
has continuous visual access of the user’s screen, and we propose an infrastructure
for distress reporting to a trusted third party.

Chapter [4] will look into our approach to an intrusive adversary, who has full
access to the device for a limited period of time, through having access to the user’s
authentication secrets. We construct an architecture where data confidentiality
holds, without the user having to hide the data or lie to the adversary. We rely
on a trusted third party that will only provide the necessary building blocks for
decryption if they can be convinced that it is not requested by the adversary, and
we classify potential methods of authentication in Chapter [5]

In Chapter [6] we discuss related work to illustrate where our work lies within the

research landscape. We then proceed with a discussion of our thesis-including how,
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though our work focuses on cryptographic solutions, it is never the case that these
problems can be solved by technical work alone. We reflect and discuss limitations

of our work, before discussing future work and concluding in Chapter [§

1.3 Publications

The contributions of this thesis have resulted in the following papers:

o Hayyu Imanda and Kasper Rasmussen. 2023. Nakula: Coercion Resistant
Data Storage against Time-Limited Adversaries. 2023. In Proceedings of the
18th International Conference on Availability, Reliability, and Security (ARES
‘23). Association for Computing Machinery, New York, NY, USA, Article
4, 1-11. https://doi.org/10.1145/3600160.3600175. (Best Paper Award
Runner Up)

o Hayyu Imanda and Kasper Rasmussen. 2023. Ask for Alice: Online Covert
Distress Signal in the Presence of a Strong Adversary. Preprint. arXiv:

2310.03237.
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Contents
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To design for security, we need to specify a few things. First, what are the
adversary capabilities? What is the system model? And what are the goals for
the user and the adversary? These will be specified in each chapter as we design
our security mechanisms, but to start off this thesis, we start by discussing the
terminology used in the thesis title: what do we mean by an adversary, let alone
one with privileged access? We then proceed with some cryptographic background
that the reader can refer back to as they proceed, and we summarise the notations

and assumptions used throughout.
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2.1 What is an Adversary?

According to the the National Institute of Standards and Technology (NIST), a
US-based yet global-reaching agency which presents standardisation, frameworks,

and qualifications, an adversary is a:

“Person, group, organization, or government that conducts or has the
intent to conduct detrimental activities” [I18§].

The definition above defines an adversary in terms of its intent, as well as its
consequence. This is consistent with notion of adversary as a malicious entity
commonly assumed [169], and reflective of the recurrent use of a red devil icon in
computer security conference presentationsﬂ. The definition above also specify an
adversary as an individual, or collection of individuals that form an institution, and
not machines. Similarly, the Cyber Security Body of Knowledge (CyBOK) [157]
presents a characterisation of adversaries who “perform malicious actions”, with
the characterisations based on the motivation of adversaries.

However, using intent as a requirement for defining adversary is not straight-
forward, when we consider, as the NIST definition above, adversary as humans
interacting with the machines. Are we saying that a border officer, as a person,
is malicious when requesting a device search, when they are simply obliged to do
so as per their job description? Or as an institution: are we claiming that the
systems and policies that push for device searches by a nation’s border control
agency malicious? Is someone who logs into a device to see their family member’s
location, to ensure their safety while walking home, malicious? Or has our thesis
reversed the situation: is a whistleblower [126], or individuals who aim to defeat
censorship tools [100], malicious, as there is consequence to ‘national security’?

Defining adversary based on intent is inadequate, and doesn’t sufficiently cover
the diversity of situations we find in practice. In our thesis, following [104] and our

work [90], we use the term adversary with no assumption about the adversary’s

1 As Philip Rogaway noted, cryptographers should stop using “cutesy adversaries” [133].
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intentions, malicious or not; indeed, some interactions may be normal, or even
expected from the adversaries.

On the other hand, many work in the cryptographic domain describe adversaries
as algorithms [97], and characterise them based on their capabilities (e.g., Chosen
Plaintext Attack adversary, Figure . Though our work is not on the symbolic
front, the adversaries in this thesis are also defined by their capabilities.

In another NIST document, an adversary is an “entity that is not authorized to
access or modify information, or who works to defeat any protections afforded the
information” [53]. In this definition, an adversary described in terms of its action,
in response to an access control mechanism that has been imposed on them.

Indeed, we second this: we define an adversary from a systems point of view,
to describe an entity with specified capabilities, who we are defending our system
against. The adversary is free to use up to their maximum capability to reach the
adversarial goal, which is the negation of the user’s security goal.

This section is not intended as a full exploration into the question (that would
make another thesis on its own!), but to describe our use of the word and rid of
incorrect assumptions, we highlight that it is a definition that we should not

take for granted.

2.1.1 Privileged Access

We have mentioned the Dolev-Yao adversary, and we first discuss this in the model
proposed [61], we assume the adversary carries the message, and can listen to any
message that passes through the network, and act as a machine-in-the-middle:
it can intercept any message, pretending to be the intended receiver; it can also
impersonate any other entity, pretending as another sender. The adversary is also a
legitimate user of the network, and can send messages under their name. However,
we do not consider an attack on availability by a Dolev-Yao adversary; that is,
they are not able to block the sending of messages through the network indefinitely.

However, the model assumes that the entities (in terms of devices, we usually call
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these the endpoint) are not compromised by the adversaries: this includes the
secrets and the computations that occur within these devices.

Our thesis considers adversaries that are Dolev-Yao adversaries, with some
additional access to endpoint secrets. This is not new: the Dolev-Yao model has
long been considered insufficient especially when other channels are available [48].
Computer security courses [134] have taught undergraduates to question the model,
in response to threats such as keyloggers. In addition, there have been numerous
exciting and valuable work under device or endpoint compromise, with an adversary
having access to the long-term key momentarily, with techniques such as key rotation
implemented to allow forward secum’tdﬂ7 where no messages before the compromise
can be read or signed [79], or post-compromise security, where the adversary cannot
see future messages or continue to be authenticated [43].

Our thesis is more than about access to these secrets. We consider the user
and adversary as humans, not just machines operating in a protocol. They are

characterised, as we have discussed in Chapter [I] by the following characteristics:

1. Network control: the adversary is a Dolev-Yao adversary on some of the user’s
communications network.

2. Locality: the adversary is physically present near the user, either in person or
through the use of machines which creates a similar effect.

3. Power asymmetry: the adversary benefits from a power imbalance between

them and the user, with adversary dominant in power.

Indeed, it is because of this locality and power imbalance that the adversary
may have access to additional endpoint secrets. From the system’s point of view,
the adversary may see what the user sees, or even be authenticated as the user,
obtaining a privileged access to the system. Note that as we introduce a surveillant
adversary and an intrusive adversary later in this thesis, we do not claim that we
have exhaustively considered all realistic adversary models that is characterised

by the characteristics above.

2in trying to understand it, it’s useful to think about what the reader thinks about what
‘forward security’ means, then reverse it.
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When designing security against these adversaries, due to the power imbalance
the user may be in a vulnerable position and under psychological pressure, and
though our contributions are primarily on the protocol level, our security systems

need to be designed with care.

2.2 A Crash Course in Cryptography

In this section, we cover the basic mathematical background and cryptographic
primitives that will be used throughout this thesis. This sections only provides a
high-level overview of these concepts, and we recommend the reader to consult [97]
for a more thorough walkthrough of cryptography, and [147] for an introduction
to elliptic curves. Readers who are comfortable with this topic may choose to

skip to Section [2.3]

2.2.1 Mathematical Background

We start with some mathematical notation: an algorithm A is said to run in
polynomial-time if there exists a polynomial p such that, for any input = of length
l(x), A(z) terminates within at most p(l(x)). A probabilistic algorithm is one
that is not deterministic; that is, we assume that the algorithm has access to
a random bit at every step of the execution. A Probabilistic Polynomial Time
(PPT) algorithm is one that is both.

A function f is negligible if for any polynomial p, there exists N € N such
that for all n > N, it holds that f(n) > ﬁ. This is a fancy way of saying the
polynomial goes asymptotically towards 0 as the input size increases. We denote by
{0,1}™ a bitstring of size n, and {0,1}* a bit string of arbitrary length.

A group (G,-) is a set G together with an operation - that satisfies certain
properties: closure, associativity, existence of identity element, and existence of
inverses. A group is abelian if g, - go = g2 - g1 for all g1, g2 € G. A group element g
is said to generate G, if for every h € GG, repeating the group operation with g or

its inverse we obtain h; in such a case, we write (g) = G and that G is cyclic. For

example, Z, is the (abelian) group of integers mod n under addition, generated
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by the element 1. A field is a set F which with an additive operation 4+ and a
multiplicative operation x, where (G,+) and (G \ {0}, x) are abelian groups.
Many groups and finite fields are used throughout cryptography. For example,
points of an elliptic curve form a group under an interesting somewhat geometric
operation [I47], while the integers modulo p form a field under the standard
addition and multiplication operations (this field is denoted F,, the finite field
of p elements). In fact, all finite fields are of size p", where p is prime. Due
to their finiteness and nice mathematical properties, certain computations to be

performed efficiently by algorithms.

Elliptic Curves

Let F, be a finite field of size ¢, with ¢ a large prime power. An elliptic curve &
over F, can be written in the form €4 5 = y* + 2® + Az + B, with A, B € F,, with
B?* — 4AC # 0 together with a special point at infinity o. We denote E(F,) the

set of [F,-rational points of &£, that is, for £ = €4 p,
E(F,) = {(z,y)ly* = 2> + Az + B} U{o}.

Hasse’s Theorem [147] on the number of points of an elliptic curve states that for

an elliptic curve € defined over Fy, then [#E(F,) —q—1| < 2,/q. Note that if 2* = a
in F,, then (—x)? = a. Combined with Hasse’s theorem, the probability that = € F,

lies on £ is in fact approximately % We will see why this is important in Chapter .

2.2.2 Cryptographic Algorithms and Protocols

In this thesis, we use multiple cryptographic building blocks to achieve our security.
We treat most of these building blocks as black boxes, unless specified otherwise.

We also introduce the security guarantees achieved from these black boxes.
Diffie Hellman Key Exchange

Diffie-Hellman Key Exchange was first introduced?] in [59] without its explicit

name, as a public key distribution system. This techniques makes use of the

31t was later claimed that the British intelligence agency GCHQ discovered the technique
without publishing it to the public domain [139]
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kag = (g")° kap = (9°)°

Figure 2.1: Diffie-Hellman key exchange protocol.

exponentiation function of a cyclic group G of p elements.The public parameters
are a cyclic G with |G| = p and g € G such that (¢9) = G. In order for A
and B to obtain a shared key, A first randomly chooses uniform a € Z, and
computes g, and sends ¢g* over the public channel to B, who proceeds similarly by
choosing b € Z,, computing g°, and sending ¢° to A. The shared key is, as a group
element, (g%)" = (¢*)?. This is shown in Figure 2.1 We will see many instances
of Diffie-Hellman key exchange throughout our thesis.

The security of Diffie-Hellman relies on the following three computational

problems; in each case, let G be a cyclic group and g € G such that G = (g).

1. Discrete Logarithm (DLP). Given ¢”, find, if it exists, the exponent z.

2. Computational Diffie-Hellman (CDH). Given ¢* and ¢¥, compute g*¥.

3. Decisional Diffie-Hellman (DDH). Given ¢*, ¢¥, and h € G, decide if
h = g".

Throughout our thesis, we assume that DDH and CDH problems are hard,
hence so is DLP[]

4Indeed, if one can solve the DLP, given the CDH problem, they can find the exponents z,y
and simply compute g*¥. Similarly, when one can solve the CDH problem, then they can compute
g*¥ and simply compare with h.
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Encryption

An encryption algorithm is usually used for confidentiality: no-one but legitimate
parties are able to read the message. Note that encryption only makes the original
message look ‘scrambled’, and not understandable by anyone else that does not
have access to the relevant decryption key; encryption does not hide the fact
that a message has been sent. Encryption can be symmetric or asymmetric,
as we describe below.

A symmetric (sometimes called, confusingly, private-key) encryption scheme

consists of three PPT algorithms (KEYGEN, ENC, DEC) such that:

o« KEYGEN takes a security parameter n and outputs a key k.

o ENC takes input a key k and a plaintext m and outputs a ciphertext ¢ =
ENcg(m).

« DEC takes input a key k and ciphertext ¢ and outputs m = DECk(c). For

correctness, it is required that DEC,(ENCy(m)) = m.

Similarly, an asymmetric key encryption scheme consists of three PPT algorithms

(KEYGEN, ENC, DEC) such that:

« KEYGEN takes a security parameter n and outputs a keypair (pk, sk). We
denote pk as the public key used for encryption and sk as the private ke@ﬁ
used for decryption.

o ENC takes input a public key pk and a plaintext m and outputs a ciphertext ¢ =
ENCyi(m).

« DEC takes input a private key sk and ciphertext ¢ and outputs m = DECg(c).
It is required that, if (pk, sk) is a valid keypair output by KEYGEN, then

DEC;(ENC,,(m)) = m except with negligible probability.

5see the confusion?!
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Intuitively, an encryption scheme (symmetric or asymmetric) is semantically se-
cure if a PPT adversary cannot distinguish the encryptions of two plaintexts using the

same (encryption) key’] We consider now a chosen plaintext attack (CPA) adversary:

Definition 1. Let IT = (KEYGEN, ENC, DEC) be a public key encryption scheme.
Consider the indistinguishability against CPA adversary IND-CPA 41(n) is de-
scribed in Figure

Challenger Adversary
(pk, sk) <+ KEYGEN(1")
pk
choose mq1,mo
where |mq| = |ma|
my, Mo
b <R {07 1}
ENCpk(mb)
Guess b' € {0,1}
b/

Figure 2.2: The indistinguishability against chosen-ciphertext attack experiment
IND-CPA 4 11(n) for a public key encryption scheme (KEYGEN, ENC, DEC).

The definition above describes CPA security, which is used throughout this
thesis. Appendix also includes other security games such as ExpIND$-CPA, to
determine whether a ciphertext is indistinguishable from random, should the reader

be interested.

6This is usually considered to be the definition of indistinguishable encryptions in the presence
of an eavesdropper, but with the formal definition of semantic security in [97), Definition 3.12], it
is also shown in [97, Theorem 3.13] that they are equivalent.
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Elliptic Curve El Gamal

We describe the Elliptic Curve El Gamal (ECEG) public key encryption. The public

parameters are:

1. a finite field F, and elliptic curve € : y* = 2° + Az + B defined over F,.
2. A point P € E(F,).

The receiver chooses a € F, as their secret key and publishes aP. For a sender
to send a plaintext M (for simplicity, M is an elliptic curve point. In practice,
there is an encoding function from bitstring to an elliptic curve point before the

algorithm starts) to the receiver, they compute the following:

1. KEYGEN: choose k € F, as private key and compute k(aP) as public key.
2. ENC: compute Q = kP and R = M + k(aP). The ciphertext is (Q, R).

Upon receipt, the receiver simply computes DEC((Q, R)) = R — a@). Correctness is
immediate. In addition, ECEG is CPA-secure under the Elliptic Curve Decisional
Diffie-Hellman assumption.

Note that the ciphertext has two group elements, while the plaintext has one.
It then follows that in its original form, ECEG has a 1:2 expansion of plaintext to
ciphertext [I13]. However, to save space, the sender instead of sending @ = (z¢, yg)
and R = (zg, yr) can simply send (z¢, bg) and (xg, bg), where b; are binary values

denoting which square root the y; is.

Hash Functions, M ACs, and Digital Signatures

Encryption guarantees confidentiality against a Dolev-Yao adversary, as the ad-
versary is not able to read the message m. However, a Dolev-Yao adversary is
also an active attacker, and can modify messages in transit. When a ciphertext c
is sent from the sender to the receiver, an adversary can simply replace ¢ with
any other ¢, and the Receiver will not only not receive m, but also not realise

that the message was modified in transit.
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We now need integrity: a security notion that something is not tampered by the
adversary; what the receiver receives is indeed what was sent by the sender. We
also need authentication, where an entity is actually who they say they are.

First, we define a (cryptographic) hash function, an efficiently computable
deterministic h : {0,1}* — {0,1}"; in other words, it takes a string of arbitrary
length and maps it to a string of finite length. Of course, the pigeonhole principle
states that there must be collisions, as the codomain is smaller than the domain.

When we assume that a hash function is ‘secure’, we mean the following:

o Preimage resistance: Given any y in the image of h, it is computationally
hard to find = such that h(x) = y.
o Collision resistance: It is computationally hard to find any pair x, 2’ where z #

x’, such that h(z) = h(z').

We also define a message authentication code (MAC), which intuitively, can
be described as a hash function with symmetric keys. For now we assume that
a sender and receiver share a symmetric MAC key k. A MAC with a key k is a
function MACy, that takes as input a message m, and outputs a relatively short tag.
The sender sends both m and tag to the receiver, with a function VrfyMAC that
takes a message m’ and tag’. The receiver computes a tag (sometimes we simply
call a "M AC’) with input m’ and key k, and outputs accept if and only if m’ =m
and tag = tag’. We assume a MAC is secure if it is not computationally possible to
create a valid tag for an entity who does not have access to k. A MAC provides
integrity: any changes to the message m or tag in transit will be detected by the
receiver. It also provides authentication: only the entities who have access to
that key is able to compute the correct tag.

Lastly, we introduce a digital signature, which is similar to a MAC, but is one
of asymmetric form, with a secret signing key and public verification key. This
means that any person can verify a signed message using the public verification
key, but only the sender can create the signature from the message. We say a

digital signature algorithm is secure when no-one can forge a message without
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| Sender | Receiver

¢ = ENCg(m)

m = DECg(c)
I

Figure 2.3: An example of a basic protocol guaranteeing confidentiality between two
principal, the Sender and Receiver. We assume the Sender and Receiver have access to a
shared symmetric key k. The Sender, wishing to send a message m, first computes the
ciphertext ¢ = ENCg(m) and sends the ciphertext to the receiver. The receiver, upon
receiving ¢, obtains back m by computing m = DECk(c). Note that under the Dolev-Yao
model, the adversary has access to ¢, but not k or m.

the correct signing key. As expected from its name, a digital signature provides
authentication, but also integrity.

A certificate authority (CA) is typically used to distribute keys for digital
signatures, including for TLS connections (Section for use over the internet.
The participating entities are provided with the private signing key and a public
certificate that is linked to the private key. In this thesis we shall assume that the CA

is honest, and only provides legitimate keypairs and certificates to legitimate entities.

2.2.3 Security Protocols

Once we have the building blocks ready, we can use them to construct protocols: these
are the rules governing a communication between two or more entities, which allow
them to understand each other and describes the sequence of actions that they take.

In this thesis, we primarily use a protocol diagram (for example, see Figure
to describe our protocols, top-to-bottom, left-to-right. In the Dolev-Yao model [61],
the adversary carries the message between the sender and receiver, however has
no access on the secrets or computations that occur on each end.

Throughout this thesis, we use ENC and MAC in combination within one
protocol message. Though this is possible in theory along with their security
guarantees, we want to stress that in practice, authenticated encryption [? ]

is normally used.
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We include below the Transport Layer Security protocol, the Hypertext Trans-
port Protocol, and Distance Bounding; this will later be discuss in Chapter
and Chapter [3.

The Hypertext Transport Protocol

The Hypertext Transport Protocol (HTTP) [64] is a request-response protocol
over the application layer between two parties. There are two types of HT'TP
messages: requests and responses.

Requests loosely consist of the following five elements: a HT'TP method (e.g.,
self-explanatory GET or POST), the location of the resource to fetch (through
url, for example), the HTTP protocol version used, the HT'TP headers, and the
HTTP body. A HTTP header consists of a string followed by a colon, and a
value whose content and structure depends on the header; headers may contain
information about the format of the body, or any additional information. For
examples, see Figure . The HTTP body, or the payload (if necessary for the
connection), may include files to be sent.

A response, as its name suggests, responds to a HT'TP request and has a similar
structure. It consists of the protocol version, an indication of whether or not
the request was successful, a status message, HTTP headers (similar to those in
requests), and if necessary, a body containing the resource requested.

Custom headers (in both requests and responses) can be included within
a HTTP connection, and this can be included in communication involving a
specific webserver with specifications that are unique to that webserver. For
example, current communication from Google Chrome with any Google-owned
domain includes the header X-Client-Data. Indeed, the prefix X- describes a
non-standard, custom header.

This client-server model allows HTTP to be the basis of communications over

the internet, between web browsers (the client) and webservers (the server).
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v Request Headers Raw

GET / HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*/*;q=0.
8,application/signed-exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: en—GB,en-US;q=0.9,en;q=0.8

Connection: keep-alive

Cookie: cl_policy=yes; _ga=GAl.3.1607429957.1715356673; _gid=GAl.3.422882557.1715356673; _gat=1; _ga_7D
1EYMYCV4=GS1.3.1715356673.1.1.1715356676.0.0.0

Host: www.cs.ox.ac.uk

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: 71

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chro
me/123.0.0.0 Safari/537.36

sec—ch-ua: "Google Chrome";v="123", "Not:A-Brand";v="8", "Chromium";v="123"

sec—ch-ua-mobile: 70

sec—ch-ua-platform: "mac0S"

Figure 2.4: An example of HT'TP Request Headers between the author’s browser
to www.cs.ox.ac.ukl. The screenshot shows that the browser sends a HIT'TP GET
request, with protocol version 1.1. Fifteen headers are shown, including “Upgrade-
Insecure-Requests”, which means that the client has a preference for an encrypted and
authenticated response from the server.

The Transport Layer Security

The standardised Transport Layer Security (TLS) protocol [69] is a transport layer
protocol which allows server-side authentication and construction of a secure session.
It has evolved over the years, having built on the deprecated Secure Socket Layer
(SSL); at the time of writing, most browsers and sites support TLS 1.2, and TLS 1.3,
the former published in 2008 and the latter in 2018.

Over the internet, TLS is used together with HT'TP to form Hypertext Transport
Protocol Secure (HTTPS), with servers proving their authenticity using their digital
certificates issues by a trusted certificate authority.

Before a secure session can be established, the client (in most cases, a browser)
has to agree on secret keys with the server. This is done through a TLS handshake,
and ensures freshness (i.e. it is not a replayed previous communication), the
TLS protocol uses a nonce, which stands for a “number only used once”; as so,
these numbers are indistinguishable from random. The client and server exchange
messages, including the server proving that they have the correct signing key of

their digital certificate. At the end of the handshake, the client and server has
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a secure session where they can communicate with guaranteed freshness, (server)
authentication, and confidentiality against Dolev-Yao adversaries.

After the handshake is completed, the TLS session begins, and within this
session, a HT'TP connection takes place. Not only is the server is now authenticated,
but the contents of the HT'TP connection (including header, url, and body) is

encrypted and hence confidentiality holds against a network adversary.

2.2.4 Distance Bounding

A distance bounding protocol was originally proposed by Brands and Chaum [35]
to determine an upper bound on the physical distance between two parties. The
protocol involves a prover P and a verifier V', with V' aiming to verify both P’s
identity, as well as that P is near V. The original proposal involves round-trip bit
exchanges between V' and P, with V' measuring the time it takes for P’s response
to arrive back, which provides an upper bound on the distance between P and V,
though there are many other proposals since. We refer the reader to the following
surveys for more detail [I8] [40].

The protocol usually composed of three phases: in the slow phase, the parties
agree on the building blocks, including nonces and identification for the purposes
of key lookup. The distance-bounding phase follows, which consists of multiple
challenge-response rounds, and the verifier measures the durations that it takes
for the prover to respond. Lastly, the verification phase takes place, where the
verifier checks of the user’s authenticity as well as making a decision on whether the
user is within the bound. In this thesis, we consider a distance bounding protocol
as a black-box, with all the three phases within.

The types of attacks that are usually considered in the distance bounding

literature are the following.

o impersonation fraud, where an adversary pretends to be the legitimate prover
o distance fraud, where a dishonest prover convinces the verifier that they are

at a different distance that actual.
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o mafia fraud, where the adversary acts as a machine-in-the-middle between the
prover and the verifier.

o terrorist fraud, where the dishonest prover colludes with another adversary
that is closer to the verifier, to convince the verifier of a wrong distance to
the prover.

o distance hijacking, where a dishonest prover convinces the verifier that it is a
different distance than it actually is, by exploiting the presence of an honest

prover.

2.3 Notation and Assumptions

Throughout this thesis, we denote k, p as a symmetric key between two parties
(usually A and B). In our protocols, we seem to use the same key k4p for both
encryption and MAC: indeed, to simplify our protocol, we denote kg as a key
derived from the key derivation function (KDF') derived from the same key k4p.

Unless stated otherwise, in our protocols, we denote by MAC, to be mean
MACy(x), where we write z are the protocol contents directly preceding the MAC,
e.g. ENCi(m), nonce, MAC;, is equivalent to ENCg(m), nonce, MACy(ENC,(m), nonce)
where k are encryption and MAC keys derived from a key derivation function with
seed k. A list of notations used as well as abbreviations can be found in the Appendix.

We denote by the ‘user’ being the entity we wish to design our systems for and
whose goals we want to satisfy, and a ‘adversary’ being an entity we wish to protect
against. As we have described, the term adversary does not immediately correlate
with malicious intent. We interchangeably use the term ‘user’ and ‘adversary’ to
mean both the user and adversary as humans, but also the corresponding machine
or device. That is, when an action is taken by the user (respectively adversary),
we can mean both the user performing an action as a human, but also the device
performing a particular task automatically. We hope that this difference is clear
in the context it is described in.

Throughout this thesis, we assume the Dolev-Yao model [6I] — that is, we

assume that communication happens over a totally insecure channel with no
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confidentiality and integrity guarantees and the adversary is able to actively alter
the messages. Although stealth is sometimes our goal, we remain guided by
Kerckhoft’s principles [99] and assume the system is public. We do not consider
an attack on availability.

We also note that throughout this thesis we use the word ‘we’ to refer as
the reader and myself as the writer, but for readability also use the word ‘we’

to mean ‘I’ (the writer).
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3.1 Introduction

In the United Kingdom, the Ask for Angela campaign [I59] allows any individual
who feels unsafe an exit from the establishment they are in by asking for a fictional
member named Angela, prompting a trained member of staff to ensure a safe
passage and potentially call the authorities. Similarly, major pharmacies across the
UK have taken part in Ask for Ani (Action Needed Immediately) [114], where the
pharmacy would provide a consultation room for people experiencing domestic abuse.
These campaigns are aimed to allow survivors of domestic abuse to systematically
be able to inform someone of their situation in a discreet manner, in a physical
space that is common for them to visit.

During the Covid-19 pandemic, there has been an increase in demand for
domestic abuse services, which indicate an increase in the severity of abuse being
perpetrated while survivors were not able to leave home [119]; EU Member States
experienced a similar trend [I08]. While some regions in the US have reported that
the number of calls received by domestic violence hotlines have dropped, experts
believe that this is not a reflection of a decrease in the number of cases but rather
that survivors were unable to safely connect with services while they are in the
same space as their abusers [63]. A solution where survivors can safely reach out
from their own homes can be valuable, however this is not a trivial task.

In this paper, we present an adversary model where the adversary has a high
degree of control over a user’s device and complete control over the local network.
Our model allows an abstraction of real-life scenarios, where an adversary has
visual access to the user’s device while the user wishing to request help—this
can be through sharing a physical space or the adversary’s ability to monitor the
screen through a camera. In addition to the above, this may include travellers who
have been required to enter their authentication information at a hostile nation’s
border [121], or an intelligence agent who has to covertly inform of their capture

while being in full surveillance by their captors [83].
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We present a scheme where the fundamental goal is for a user to signal distress
to an online entity. In certain situations, if communication dedicated to signalling
distress is detected, it can lead to further consequences from the adversary. Hence,
it is important that the system hides the fact that the user is signalling distress.
We accomplish this using several different techniques: firstly, we rely on (existing)
webservers to enrol in the scheme so they can act as intermediaries in communication
between the user and the backend — this goes a long way towards making the
connection seem innocent even if the device is under observation. Secondly, to make
sure the distress signal is undetectable on the network, we embed the distress signal
by utilising protocol objects within HT'TP and TLS protocols. This ensures that a
signal can be sent without the adversary’s knowledge while not compromising the
underlying TLS session. We formalise our security notion using a security game,
and with the formal definition of security and the adversary model we are able to
provide a thorough proof of the security of our protocols.

The contributions on this chapter are as follows:

o We introduce a surveillant adversary Agqur, who in addition to being a Dolev-
Yao adversary on the network, also has visual access to the user’s device
screen as well as all the user’s application layer data.

o We create an infrastructure for distress reporting, where one central entity
receives distress signals along with accompanying information, as well as
webservers who voluntarily participate acting as entry points.

o Within the distress infrastructure, we introduce enrolment protocols for the
user and the webserver, as well as the main protocol with which the distress
signal is relayed by the webserver to the central entity.

« We introduce encoding and decoding functions to hide the distress and
necessary information while being sent to the webserver with the presence
of Agux.

o We present two options for the output of the encoding function to be embedded

in: (1) the client nonce within the TLS handshake, and (2) a custom header
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object within HT'TP request. We discuss the advantages and disadvantages

of each method.

The fundamental goal of our scheme is for the user to signal distress to an online
entity, where enrolment is possible beforehand. Our design is on the protocol level,
we stress that the follow-up actions by the online entity is very important and
require further design, however this is outside the scope of this specific work. There
are many non-technical facets of our scheme that are out of scope for this chapter,
including the resolution of the situation after the distress is received. Further, our
scheme discusses the protocols that occur behind the scenes of the user initiating
the distress; the human interaction with the device needs to be designed in a proper,
user-friendly manner. These issues are incredibly important but are considered

future work, however we highlight some possibilities in Section [3.8]

3.2 Design Goal

One trivial attempt in designing our scheme is for the user to submit an online,
encrypted communication to a particular trusted third party (e.g. the Met Police
website). However, the adversary knows the recipient of the message: the adversary
has access to the network whilst HTTP/TLS reveals the recipient’s IP address, or
they simply reads the URL from the user’s device. Given so, the very presence
of such communication being sent might raise suspicion. The adversary has full
control of the network and therefore is able to block certain websites, including
those that publicly aim at supporting groups that the user may be a part of.
Our approach shares some similarities with Ask for Ani and Ask for Angela,
namely that we depend on participation of existing establishments to be the primary
receiver of the distress signal, before relaying them. In particular, we believe well-
known websites to be well placed to be this intermediary and therefore advocate for
them to adopt such a system. A wide enough adoption would eliminate suspicion

based on the recipient of communication, because the user can choose which
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participating websites would minimise suspicion. The websites will have to undergo
an enrolment process, and ideally this enrolment may be open on a rolling basis.

This participation from websites in the scheme is necessary for the system
to work and to minimise suspicion from the adversary. We believe that there
are few drawbacks of such a scheme for websites. In particular, we argue that
our design does not generate a large amount of overhead in computation and
communication for the website.

Note that in Ask for Ani, a domestic abuse survivor may walk to any participating
pharmacies, even with the presence of the abuser, and ask for “Ani” (Action Needed
Immediately) to a staff member who will give them access to a safe space and
contact the relevant authorities. Similarly, the fictional staff “Angela” may be
requested in a bar, or a “pizza” ordered when in fact this call was made to the police
and not a pizza takeaway [23]. These offline attempts require the use of a codeword
that the receiving party can understand or infer about the speaker’s intentions. In
network communications, this translates to the user signalling distress by sending
messages that may look unsuspicious, but has been agreed upon with a trusted
third party that this is a cry for help — e.g., uploading a particular text, or codeword,
on social media. Even without the adversary knowing the codeword, this scheme
does not give enough guarantees that a cry for help will not be detected; codeword
or codephrase that appears to be out-of-place or irrelevant to ongoing events may
also trigger suspicion — such inconsistency of expected content is discussed as social
indistinguishability as proposed in [24].

Note that the adversary may perform statistical tests to detect when a particular
communication is sent. Other methods in including hidden information on social
media (for example, through hiding data on a text’s white space [42, [146], or hiding
messages in images [39]) can still be distinguished by the adversary. If this scheme is
to be deployed with the target of reaching as many potential users that may benefit
from this, we need assume that the system we design is public, and the adversary

only lacks access to several secret components (also known as Kerckhoff’s principle).
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Figure 3.1: System Model. The user communicates with a webserver to signal distress.
The webserver in turn forwards the message to DCP who initiates the required actions.
Agur 18 assumed to be absent during user enrolment.

To ensure stealth, we utilise the HT'TP and TLS protocols with enrolled websites
(and as such, users connecting via HTTP or HTTPS can be accommodated).
HTTP(S) are widely deployed and we minimise the complexity of the scheme
deployment on a large scale. In addition, we use public key encryption for the user
to communicate with the webserver for scalability. Our strategy is to encode this
information into communication objects that are unpredictable and random-looking
in the underlying protocol. Our first proposal specifically embeds the distress within
the client nonce within the TLS handshake, and our second relies on adding a custom
header object within HT'TP. Both are values chosen on the user side, as well as
having a large enough size to include necessary information that can be understood
and relayed by the participating websites. Its unpredictability means that we can

propose a way such that the user can plausibly deny sending a distress signal.

3.2.1 System Model

The three principal players of the system are as follows , and are shown in Figure|3.1]

1. The wuser: the player trying to signal distress to a trusted party. The user’s
goal is to communicate a distress signal to the trusted party without the
adversary’s knowledge.

2. The distress coordination point (DCP): a trusted party who receives distress
signals. We assume that DCP is always honest.

3. The webserver: a webserver who relays the user’s distress signal to DCP.

To take part in the scheme, the webserver has to go through an enrolment



3. Signalling Distress in the Presence of a Surveillant Adversary 30

process, and user chooses which webservers to send the distress signal to. We

do not, however, assume that the webserver is always honest.

Any webserver may sign up to participate, though it is up to the user to decide
the webserver to send a distress signal to if the choice of websites is plenty (and
this amount is up to the system designer). Should there be many options, for the
user, this decision can be made primarily based on two things: the trustworthiness
of the website and minimising suspicion from Ag,xz when visiting the site.

The trustworthiness of the website can be judged in many ways, though
the user might choose a more popular sites over those with less reputation to
lose. To minimise suspicion from Agyr, the user can choose websites that they
regularly visit or a popular site they would have a legitimate reason to visit in
any circumstance; again, this depends on the specific scenario: during a border
check that requires the user to open their email or social media site, these sites
may be chosen during enrolment.

In addition, we assume that the user, webserver, and DCP are all able to make
a TLS connection during enrolment and we assume that the user can communicate
freely with the webserver and the DCP at all times.

Our system operates on three steps:

1. the server enrolment, where the webserver communicates with DCP so the
server is added to the server database, as well as to facilitate the exchange of
necessary encryption keys.

2. the user enrolment, where the user communicates with DCP so the user is
added to the user database, for the user to choose the webservers they trust,
as well as the exchange of identifier and encryption keys.

3. the distress signal protocol, which, as the name suggests, the user uses to

signal distress.

Though these steps are separate and somewhat sequential with the server
enrolment having to have occurred before user enrolment and the user would need

to be enrolled before being able to signal distress using the main protocol, it is
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important to note that new webservers and new users can enrol at any time. In

addition, webservers and users who have enrolled before are able to update any

enrolment details at any time.

3.2.2 Adversary Model

We consider three different adversaries located in different parts of the system,

each with different capabilities and goals:

1. A network adversary Aygr, an external Dolev-Yao type adversary. The goals

of Aygr is to violate message confidentiality and message integrity. For example
to understand which users are signalling distress, or falsely trigger distress on
behalf of an honest user.

. A malicious webserver Ay, whose goals are similar to Aygr but Ay
who is acting as a proxy for the user’s messages and is expected to relay
communication to the DCP.

. Asur, the surveillant adversary. Asyr has control over all of the user’s
communication channels (hence, can access application layer content of TLS
and HTTP through a packet sniffer or a TLS termination proxy) and passive
access to the user’s output device (e.g., visual access to a computer monitor;
the adversary sees what the user sees). We only assume that the internal state
of running applications, including the user’s secret keys, can be kept secret,
and that Agyg is not present during the user enrolment process and will not
have any access to past enrolment communication. The main goal of Agx

is to detect a distress signal when it is sent. We make this more precise in

Section [3.3]

We consider Agur, Axer, and Aygs as three independent entities. Correlation

attacks with colluding adversaries, for example by traffic or timing analysis, are

outside the scope of this chapter, as are attacks on availability.
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3.3 Distress Deniability

In this section, we introduce a security definition to capture the situation in which
we illustrate how Agr can use their capabilities in order to detect a distress signal,
with the user able to plausibly deny existence of a distress call. We first define
a distress hiding function to describe a family of functions in which a distress
as well as some extra information can be used as an input to a function, but

is also somewhat reversible.

Definition 2. For d € {true,false}, and z from a finite domain, a function fy(d, x, k)

is a fixed-length reversible function if:

1. |fn(d,z, k)] = N
2. Except with negligible probability, there exists g(y, k') such that

d,x if d = true

g(f(d, z, k), k) = {d if d = false

The definition above simply states that the scheme preserves a binary value d
as well as some additional information z if d = true that is reversible by using some
key (k,k"). In addition, such function has a fixed output size N. Of course, the
trivial mapping would satisfy the definition, but we also need it to satisfy some
security: for our scheme to be secure, we require the function to not only preserve
the distress, but hide it amongst other connections. Given that the adversary has
access to HT'TP/TLS connections, they may have recorded a polynomial amount
of client nonces or HT'TP headers in normal communication when the user is not

intending to signal distress. We formalise this in the following security game.

Definition 3. Let fy be a fixed-length reversible function, x; a finite string, and pk
a public key for a public key encryption scheme. Consider the following experiment

ExpDenDistress/Y (n):
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Challenger Adversary
T1yee.,Tp
(pk, sk) + K
b+nr{0,1}
Construct r1,...,7r,
Pk, T,

Guess V' € {0,1}

The challenger constructs rq,...,r, as follows:

1. if b=0: u; < fn(false, z;, pk) for each i =1,... n,
2. if b=1: D consists of n — 1 integers r; < fy(false, z;, k) and for exactly one

je{l,....,n}, r; < fn(true, z;, pk)
Define the advantage of A on fy to be:
AdverPBressIN () — | Pr[A outputs 1]b = 0] — Pr[.A outputs 1|b = 1]).

We say that a fixed-length reversible function fy(z,y) is DenDistress secure
if for all probabilistic polynomial time adversary A(n), there exists a negligible

function e(n) such that Advh™Ps7eIN () < ¢(n).

The experiment above describes the scenario where the adversary is able to
receive a distribution of n nonces, and to guess whether or not it contains a distress
call, which accurately captures our scenario as the vast majority of online connections
will be normal communications not signalling distress. Hence, we say that a distress
hiding function is deniable because the user can plausibly deny sending a distress
signal within the distribution. When given any amount of nonces, we want to
create a scheme where the adversary will not be able to correctly guess whether
or not a distress signal exists within that distribution. Intuitively, we need an

encryption function to preserve and keep the distress confidential; indeed, note that
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any fixed-length encryption function would satisfy this, however we do not require
the function to return the whole plaintext when d = false. Hence, we use encryption
for part of but not all of fy; we will proceed in constructing a fixed-length reversible

function that is DenDistress secure in Section [3.51

3.4 Security Protocols

In this section, we design the architecture where the user can covertly signal distress
to DCP via the webserver. Before the distress can be sent, both the user and

webserver have to separately go through an enrolment process.

3.4.1 Server Enrolment

The server enrolment protocol aims to include the webserver in the server database,
along with the sharing of secrets between the webserver and DCP which will be
necessary for the communication between the webserver and DCP after the webserver
receives a distress signal from the user. This process is shown in Figure [3.2]

Initially, the webserver connects to DCP using TLS. The webserver then generates
a public and private key pair (pkp:, skp/) for the encryption scheme discussed in
Section [3.5.3] and stores it locally. In addition, the webserver chooses a Diffie-
Hellman exponent b. The webserver then calculates and sends ¢°, along with
their identity B, their certificate Certg, their encryption public key pkp/, and a
signature SIGNp(¢°, B, pkp/) signed using the private key of the certificate Certg.
Note that Certp is a certificate for the public key of the webserver, not the newly
generated encryption keys.

After receiving the message, DCP verifies the certificate Certg, and uses the
certificate’s public key to verify SiGNp; by doing this, DCP verifies that the
webserver actually holds the private key of Certg, proving authenticity. When all
the verification steps have been passed, DCP then chooses their Diffie-Hellman
exponent ¢ and computes the Diffie-Hellman key kpc = (¢°)¢. This key will be
used as a shared, secret key for communication between the webserver and DCP

later on in the when they are required to share information when the webserver



3. Signalling Distress in the Presence of a Surveillant Adversary 35

| Webserver | | DCP |

[ TLS Handshake ]

TLS Session)

pkB/, Sk’Br — GENpub(ln)
Choose b
Store pkpr, sk

gbu Bu CertB7 pkB’7 SIGNB(gba B7pkB')

Verify Certp
Verify SiGNpg

Choose ¢ .
kpce = (9b>
Store B,pl{iBl7 kBC
gC
kpe = (9°)
Store kBC

Figure 3.2: Server Enrolment. This describes the enrolment process for a webserver
to participate in the scheme. At the end of the server enrolment, the DCP has added the
webserver to the server database along with the webserver’s public key, and the webserver
and DCP agreed on a secret, shared key.

receives a distress signal. DCP then stores the webserver’s identity B, the freshly
generated public key pkp/, and the shared key kpc in the server database, before

sending ¢¢ to the server so the server can also compute kpgc.

3.4.2 User Enrolment

The user enrolment process, occurring independently from the server enrolment,
allows the user to be added to the user database and for both the user and DCP to
obtain necessary secrets to which the main protocol rely on when the user wants
to signal distress. The protocol is shown in Figure [3.3

The user starts a TLS connection with DCP, then chooses a username usr4 and
password pwd 4 to register with (or to authenticate themselves if they have previously
enrolled), as well as a sequence number sqn, and a Diffie Hellman exponent a.
The user sends usra, pwdy, sqny, g to DCP. In addition, the user sends their

information info 4, which is needed for DCP to react appropriately in case of distress.
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| User | | DCP |

[ TLS Handshake ]

TLS Session)

Choose
usta, pwd,y,sqny, a

usr4, pwd 4, info4, g%, sqn 4

Store usr 4, pwd 4, info4

websites
Select websites 4 )

websites 4

Lookup PK4
Choose ¢
Generate id4
kac = (9%)°
Store kac,ida,sqn
idA7 PKA7 gc

kac = (99"
Store id4, sqny,
websites 4, PK 4, kac
|

Figure 3.3: User Enrolment. This describes the enrolment process for a user to
participate in the scheme. At the end of the user enrolment, the DCP has added the user
to the user database, the user has obtained the list of webservers they trust along with
the public key of each webserver, along with their identifier and sequence number. The
user and DCP agreed on a shared secret key.

For example, this could be contact information for a family member, a domestic
abuse shelter, or instructions to call the police. In addition info, can include a
preference on how the user can obtain confirmation, which we describe in Section [3.8]

DCP proceeds to store usr4, pwdy,infos in the user database and sends back
the list of participating webservers from the server database. From the list, the
user chooses a subset websites 4, and returns their choice to the DCP. As previously
mentioned the user should choose the webserver in such a way that visiting it
will not seem suspicious to Agyg.

DCP chooses a Diffie-Hellman exponent ¢ and computes the shared key ko =

(9*)¢. In addition, DCP generates id4, a unique random string of fixed size m;
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l User ] l ‘Webserver ] l DCP

[

tagy, = MACy,.(id4,sany)
noncey, = ENCODE(id4, tag 4, pki)

TLS Handshake, nonce4

Backend Protocol

(id4,tag,) = DECODE(noncey, skp)
cpe = ENCp, (ida,tagy)
Choose noncep

B, cpe, nonceg, MACy,. (B, cpc, nonceg)

Verify B is in database
Verify MAC
ida,tag, = DECy,.(cBc)
Verify id4 is in database
Verify tag,
sac = MACy,.(sqny)
ccp = ENCy,, (instruction)

coB, Sac, MACy, . (cop, Sac, noncep)

Verify MAC l Initiate distress response ‘
instruction = DECy, (cop)

TLS Session https request

sac + instructed page content

l Verity sac ‘
T

Figure 3.4: Distress Signal Protocol (via TLS). The user, when deciding to send
a distress signal, will initiate this protocol and send the encoded distress through the
client nonce of a TLS handshake with the webserver. The webserver then relays the user
identifier and integrity tag to DCP which will later initiate the agreed distress response.
To ensure the user that the distress has been received by DCP, a verification message is
relayed by the webserver to the user.

which acts as the user’s identifier in the system, and stores kac,id4,sqn, in the
user database. Finally DCP sends the user identifier id 4, the list of public keys of
websites in websites,, as well as g¢ to the user. This allows the user to compute
kac = (g°)%, and stores the identifier id4, the shared sequence number sqn ,, the
list of webservers websites, and their public keys PKy4, as well as kac, a secret,

shared key between the user and DCP.

3.4.3 Signalling Distress

After the server and user enrolments are complete, the user can now indicate distress

at will, including in the presence of Agy. To do so the user must connect to one
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of the webservers they chose during enrolment. In the following the user connects
to webserver B with corresponding encryption key pkp:.

The user first computes tag, = MACy, . (ida,sqn,) using the key shared with
DCP. The tag includes the user identifier and sequence number obtained during
user enrolment. Note that when a sequence number is used in the main protocol it
is incremented by one, regardless of whether the protocol is later aborted.

The user proceeds to create a distress nonce using ENCODE, a function we will
describe in detail in Section [3.5 In short, ENCODE hides the distress, along with
id4 and tag, within an N-bit distress nonce, i.e., it is a distress hiding function.
There are two ways that we propose the nonce is sent through: over TLS or HT'TP.

If using TLS, the user initiates a TLS handshake with the webserver and sends
the distress nonce as the client nonce in Client Hello, and proceeds to completing
the handshake. Upon receiving a new TLS connection, the webserver attempts to
unravel the client nonce to check if it is a random value (as it normally is in TLS) or if
it has a structure that indicates a distress signal. This process is shown in Figure [3.4]

If through HTTP, the user sends a HTTP request to the webserver (this is
recommended to happen within a TLS session, instead of a plain HTTP connection)
and within it, a custom header containing the nonce. The webserver, upon receiving
the request, extracts the nonce value from the header and as above, checks if this
indicates a distress signal. This process is shown in Figure 3.5

To determine if a distress signal has been sent, this process is through running
the DECODE algorithm, described in detail in Section If DECODE outputs “not
distress” then there is nothing further that the webserver needs to do and the protocol
terminates; otherwise, the webserver obtains id4, along with tag, as the output of
DEecoODE. Termination of the distress protocol does not affect the processing of the
main HTTP/TLS connection, so normal connections function as expected.

If a distress signal is identified, the webserver now encrypts id4 and tag, with
kpc, a shared key that was generated during server enrolment, to obtain cge. The
webserver then sends their identity B, the ciphertext cg, a nonce nonceg, as well

as MACy,. (B, cpc,nonceg), signed using the shared key kpc.
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l User ] l ‘Webserver ] l DCP

l

tag, = MACGC;,,(id4,sqn,)
noncey, = ENCODE(id4, tagy, pkp)
[
[ TLS Handshake }

TLS Session,

http [requ 1(>stJ

nonce 4

Backen{l Protocol

http responseJ

ac + instructed page content

l Verify sac ‘
I

Figure 3.5: Distress Signal Protocol (via HT'TP). Similar to Figure the user,
when deciding to send a distress signal, will initiate this protocol and send the encoded
distress. Instead of the nonce embedded in the TLS client nonce, this is now embedded
in a custom header as part of a HT'TP request; the remaining protocol remains identical.

Upon receipt, DCP checks that B is indeed in the server database and finds the
corresponding key kpc so that DCP can verify the MAC. DCP then proceeds to
decrypt cpe with kpe to obtain id 4, tag,. Now, to verify tag,, DCP would use the
sequence number sqn 4 agreed in user enrolment to verify tag,. To do this, for a
specified 1,4, and for i =0, ..., Nye., DCP computes VrfyMAC(tag, k, (id, sqn + 7)
until VrfyMAC outputs accepts. Otherwise, the protocol aborts. Note that n,,.s
is a parameter that the system designer can specify to allow for malicious or
accidental errors in previous distress signals not being received by DCP. If the
MAC verification is successful, DCP updates sqn to sqn + 1.

Now, DCP needs to inform the user that their distress has been received, which
they do by sending a signed sequence number to the user sac = MACy,.(sqn,).
DCP provides instructions to the webserver on how to send sjc to the user,
as specified in the user enrolment as part of info,; this is done by encrypting
instruction with kgc to obtain cop = ENCy, ., (instruction). DCP then sends the
signed ccp, Sac, noncep using kpc to the webserver so that the webserver can verify

message integrity, authentication, and freshness. After DCP sends the confirmation
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message to the webserver, the agreed upon distress response will be initiated, as
specified in the user information submitted during enrolment.

Upon receipt, the webserver decrypts cop to obtain the necessary instructions
and verifies MAC using the shared key kpc using nonceg to check that the message
is fresh. After verification is successful, the webserver waits for a https request
from the user, and sends s4¢ within the page content as specified in instruction.
The user can then verify DCP’s MAC. The specific techniques used to embed the
response in the page content can be important if the user is under observation.

We discuss ways to do this in practice in Section [3.8]

3.5 Algorithms

In order for the user to hide the distress, we encode the distress into what looks like
a TLS client nonce while still satisfying the security requirements of TLS. To do so,
we construct a fixed-length reversible function with a specified N = 256, the size of
the TLS client nonce in TLS 1.3. In addition to hiding the distress state, we are also
embedding the user’s identifier as well as MAC tag. The webserver, upon receiving
a nonce in the TLS handshake, will have to decode what they have received.
Note that should N vary (e.g. if using HT'TP, TLS 1.2, or QUIC), then the
bit distributions of the plaintext may be altered accordingly (see Section .
In addition, should N be larger, there may be extra information included (other
than distress state, identifier, and tag) such as severity of distress, and further

action requested from the user at that instance.

3.5.1 Encoding and Decoding Distress

The main idea of the encoding algorithm within TLS or HTTP is to exploit
randomness created by an encryption algorithm. Explicitly, the user wishes to send
a plaintext containing information about a distress state (as well as an identifier
and a MAC for integrity); the plaintext is then encrypted and the ciphertext

is presented instead of a nonce.
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Algorithm 1 Encoding a distress in an N-bit nonce

1: function ENCODE(id, tag, pk)
2: return ENC,,(174|]id||tag)
3: end function

Fix mg, m;, andm; such that mg + m; + m; = M. When using the TLS method,
M =127 and N = 256, with M being the plaintext size and N being the ciphertext
size, and ENC be the mECEG algorithm (see Section [3.5.3)).

Our second option involves the use of the HTTP header, with a custom header

containing the distress nonce, e.g:

X-Nonce: fb 07 de ab ef ca f4 cc f0O 88 7f a9 c8 ba 29 62 b9 d7 d2
8a 55 3b 9e¢ 90 ef b7 19 6b 4b bd 15 1b

The advantage of using HT'TP over TLS is that this can be used (though not
recommended unless necessary) within http protocols without TLS; this still allows
deniability as the nonce contained may still be non-distress nonces. As there is no
size limitation to this, N and M can be chosen freely, while considering overhead.

We describe in Algorithm [I] how the user encodes their distress and identi-
fier into a nonce.

The function ENCODE is used only when the user wishes to signal distress.
It requires three inputs: the user’s ID, a MAC tag, and the public key of the
webserver. The function simply concatenates a string of 1s, the user 1D, and the
MAC tag. This M-bit integer is then encrypted using pk, the public key of the
webserver, to produce a N-bit distress nonce.

Algorithm [2| describes the function DECODE, and how the webserver, upon
receipt of the nonce, will be able to extract whether or not the user signals a
distress; and when they do, also the user identifier and the MAC tag, the latter
used for integrity and freshness to be verified by DCP.

Let us show correctness of the algorithm.
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Algorithm 2 Decoding a nonce to obtain distress value

: function DECODE(nonce, sk)
r := DECg(nonce)
if MSB,,,,(r) == 1™ then
id := MSB,,,, (LSBp;—, (1))
tag := LSB,,, (1)
return true, id, tag
else
return not_distress
9: end if
10: end function

Proposition 1 (Correctness). If (pk, sk) is a public/private key pair for public key
encryption, then except with negligible probability,

DEecoDE(ENCODE(id, tag, pk), sk) = id, tag.

Proof. We have ENCODE(id, tag, pk) = ENC,;(r) where r = 1™4||id||tag. Now,
given that (pk, sk) is a public key encryption pair, then DECy(ENC,,(r)) = 7,
except for negligible probability of decryption error. Now, as MSB,,,(r) = 1™,
DECODE returns MSB,,, (LSB12g—m, (7)) = id and LSB,,,(r) = tag by construction.
That is, indeed, DECODE(ENCODE(id, tag, pk), sk) = id, tag. ]

We discuss our design choice. As mentioned in Section [3.4.3] if the user signals
distress, ENCODE will return a distress nonce, which the webserver will decrypt to
obtain id and tag. Indeed, the webserver will have access to id. One may be tempted
to encrypt id so that the webserver has no access to this, however using ENC which is
probabilistic takes more space, whilst using ENC that is deterministic does nothing
as a malicious webserver can simply forward the ciphertext. In addition, a malicious
webserver also has access to the user’s IP address, so having a the user identifier
doesn’t add much extra information if the goal of Ay is to violate privacy.

The user constructs a MAC tag before inputting it into ENCODE, which is
used to obtain integrity for DCP. This was added to solve two problems that
a scheme without tag would have: (1) the webserver can send distress signals

from arbitrary users by guessing id; (2) if the user has previously sent a distress
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signal, then the webserver is able to replay it and send valid distresses to DCP
with the correct id, without the user’s knowledge. Using tag which incorporates
a sequence number solves these issues.

Another option to obtain integrity and freshness, other than using a MAC (and
sequence number), is to simply construct MACy,, . (time), where time is a timestamp,
with DCP checking MAC values of [time + ¢, time — ¢] for some buffer period ¢. This
introduces time synchronisation as an additional requirement. However, a surveilant
adversary, who knows that this scheme exist, can simply change the user’s clock
on the device settings. Using a secret sequence number solves this, as Agy does
not have access to this internal sequence number.

We now proceed in constructing a distress hiding function which utilises ENCODE

and DECODE.

Proposition 2. Let (pk, sk) be a key pair for a public key encryption ENC. The
following function

ENCODE(id, tag, pk) if d = true

Iy = (d, (id, tag), pk) = {PRG(N) if d = false

where PRG(N) outputs a pseudorandom string of size N, is a distress hiding

function.

Proof. Let gn(y, sk) = DECODE(y, sk).

Firstly, consider the case when d = true. Given how we choose ENC in ENCODE
to have a fixed output size (see Section [3.5.3)), then the first criteria is satisfied.
Correctness is shown in Proposition [I Now consider d = false. Then fx outputs a
random string of size NV, so the first criteria is satisfied. Now DECODE(PRG(V)) will
output d = false for all r = DEC(PRG(N)) except for r such that MSB,, () =1,
and the probability of that happening is 1/2™4. Hence, if m, is large enough, then

correctness is satisfied. O

We will use fy above as our distress hiding function. Note that if the user does
not signal distress, the user sends a nonce as usual (e.g., through a pseudorandom

number generator). The webserver, upon receipt of a TLS handshake or HT'TP/S
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Figure 3.6: Encoding of nonce data (TLS). The input to the public key encryption
is a concatenation of a distress signal, an identifier, and an authentication tag with lengths
of mg, m;, and my bits respectively. The three lengths have to add up to 128 bits which
will yield a 256 bit output of the encryption.

request from any user, would decrypt the client nonce as part of DECODE, regardless
of whether or not the user is enrolled in the scheme. Due to our choice of
(GEN, ENc, DEC), given the original security properties of a nonce, a false positive
will happen with probability Q%d If such a false positive occur, the webserver
will also obtain some id" and tag’ and forwards them to DCP. That is, other
than receiving a distress signal directly from a user, the webserver also has the
function of filtering out false positives.

Upon receipt of id’, tag’ from a user that did not signal distress, DCP will check
this with the user database. The probability that the id is valid is Yuer where Nger

om; )
is the total number of enrolled users. If, already with probability Q%d . ]\;’:fljr such id’

is valid, then the probability that a valid tag’ = MACy(id’, sqn) occurs is negligible.

3.5.2 Bit Distribution

The output of ENCODE needs to contain three different pieces of information: a
marker that lets the webserver determine whether this is a valid distress signal or a
normal nonce, an identifier, and a tag that authenticates the user to the DCP. In
this section we discuss the best way to allocate the limited number of available bits
to these three fields. We denote the length of the three fields as mg, m;, and m, for
number of bits for distress, identifier, and tag, respectively. This is visualised in
Figure Note that we have a limited number of space for my, m;, and m; given
that mg + m; + m; = 127 in order to fit in to the size requirement of client nonce.

The webserver always runs DECODE on every TLS or HT'TP/S connections
initiated. When DECODE is called on a received nonce which shows distress (i.e.

MSB,,,,(r) = 1™4), there are three possibilities: (1) the user with corresponding id
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has signalled distress, (2) a false positive from a user enrolled in the system, (3)
a false positive from a user not enrolled in the system.

The probability of a false positive happening, from any user, is 1/2™4. Hence,
we want mg to be as large as possible as this would reduce the probability of false
positives. Ideally, mg > 17 so that less than 1 in 100,000 TLS connections would
come up as false positives. For my = 20, this goes up exponentially to 1 in 1,000,000.

Now, we want m; to be large enough so that all users who want to enrol are
able to, and that the scheme is more resistant to resource depletion attacks. In
addition, with a larger m;, a malicious webserver Ay is less likely to be able to
‘guess’ arbitrary ids, though even though they succeed in guessing a valid id, the
probability that they will pass the integrity verification through MACy,.(id, sqn)
should be negligible—hence, lastly, m, indicates the size of the tag, and the larger
my is, the better MAC security obtained.

Though we do not specify the exact size of mgy, m;, and m;, we illustrate the
case for my = 32. That is, the probability of the webserver in receiving a false
positive is 1/2%2, which, on average, means that the webserver receives one false
positive in every 4,294,967,296 TLS connections. This leaves m; + m; = 95, so
if m; = 32 and m; = 63, the user identifier gives space to over 4 billion users,
and a MAC tag with output size of 63-bits.

Of course, when there are no constraints on N or M (i.e. N > 256 and M > 127),
then there each mg, my, m; can be made as large as necessary, while bearing in
mind extra overhead computation. In this case, when using HT'TP header over
TLS client nonce, each of mg, m; and m; can be large enough to reach the desired

level of security, as the only size restrictions are based on computation.

3.5.3 Choice of Public Key Encryption

In this section, we discuss the choice of public key encryption required to embed the
distress signal within the client nonce within TLS Hello. For the HTTP method,

the system designer can choose any IND-CPA secure encryption algorithm.
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For the case with TLS handshake, we use the modified Elliptic Curve El Gamal
(ECEG) algorithm. For more background on elliptic curves and textbook Elliptic
Curve El Gamal (ECEG), the reader is referred to Section 2.2, We recall that
traditionally, a ciphertext is of the form (P, Q)) where P = (Xp,Yp), Q = (X, Yn).
Note that for an elliptic curve Y? = X® + AX + B over F,, then we use the modern
approach of simply sending the x-coordinate of P and @), as well as two additional
bits bp and bg showing which square root of X* + AX + B are the y-coordinates
of P and () respectively. This is an inexpensive computation by the receiver, and
allows us to save space [113]. We use this approach, which we refer to as modified
El-Gamal encryption (mECEG) in throughout this chapter.

Unfortunately, the ciphertexts produced from mECEG are not indistinguishable
from random. Indeed, because ciphertexts are elliptic curve points, they follow some
structure that allows an adversary to come up with a strategy when trying to see if a
ciphertext is an output of an mECEG encryption, instead of chosen uniformly from
random. There are several attacks that an adversary can do, as discussed in [29], but
the most severe one is simply checking whether X3 + AX + B is a quadratic residue
in the field, which the adversary may succeed with probability % We show later,
that even with this extra information, the adversary will not be able to distinguish
a distribution which contains a distress signal against the uniform distribution.

We chose mECEGIH instead of other encryption schemes as it satisfies the two
main conditions: a ciphertext size as a function of the plaintext size, as well
as its semantic security, so that TLS security is maintained. Other encryption
schemes, for example IND$-CPA encryption schemes [29] [168] would have a better
property: their ciphertexts are indistinguishable from random. However, IND$-CPA

'In a previous version of our work, we made a mistake. We defined a distress indistinguishability
experiment which describes an adversary advantage being it able to distinguish between
fn(false,z,pk) and a fn(b,x,pk) where b is chosen randomly from {true,false}. Our choice
of public key encryption, the RSA-based public encryption function in [I68], was secure against
a IND$-CPA adversary. The proof by reduction was satisfying to write. However, it became
clear later that there is no way that the ciphertext with any reasonable plaintext size containing
information, will fit into 128 bits! In addition, the computation by the webserver would have been
very heavy. Hence, we needed to reframe what we considered ‘security’: instead of distinguishing
between two nonces, the adversary now is required to distinguish a distress nonce within a
distribution, which suffices for deniability.
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schemes are not practical in this sense: the ciphertexts are too long to fit into
the 256-bit space (without compromising on security), and the decryption takes
128 exponentiations, which hinders scalability as webservers will unlikely wish

to have such overhead. For more details and definitions on IND$-CPA security,

we refer the reader to Appendix [A.]

3.6 Computational Overhead

As the participation of webservers is necessary for the scheme to function, it
is important that our design does not generate a large amount of overhead in
computation and communication for the website. We discuss the overhead required
when using the TLS method, as the HT'TP method provides more flexibility on
the encryption algorithm used.

Should a webserver participate in our scheme, whenever a TLS connection is
requested, the webserver is required to, in parallel to completing the TLS handshake,
decode the client nonce received during Client Hello. Note that for the webserver,
a TLS handshake already contains two expensive operations: the calculation for
the early shared secret key by multiplication of elliptic curve points, and signing
a hash using the certificate’s public key for authentication. Our protocol adds
an additional computational overhead of one elliptic curve multiplication during
decryption. The additional calculation of two y-coordinates of the ciphertext elliptic
curve points are inexpensive [113].

After decryption is completed, the webserver checks whether the plaintext
indicates a distress, through a bitwise AND operation, which is computationally
cheap. Should the plaintext reveal a distress, the webserver proceeds to encrypt
the user ID and tag and compute a MAC, with symmetric keys obtained during
enrolment. After DCP verifies that the distress signal is from a valid user, then the
webserver verifies a MAC and decrypts the message from DCP again symmetrically.
These operations are not computationally expensive. That is, design choices we
made have been to minimise this overhead to one extra elliptic curve multiplication

operation, and an increase in distress received only affects overhead linearly.
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We have previously argued that the number of false positives received by the
webserver is low for my = 32. To illustrate this, consider Google search, which is the
most visited website in the world by traffic [I43]. Google on average receives over
40,000 search queries per second [92], or over 3.5 billion per day. Although there is
no official data on how many servers are in Google data centres (a 2016 estimate
is 2.5 million servers [55]), if 100,000 servers are dedicated to Google Search and
assuming that the TLS connections are distributed evenly across all servers, this
means that for each server, a distress false positive happens once every 34 years.
Even in the worst-case-scenario where all the connections go to a single server, on
average, a distress false positive will happen every 29.83 hours.

A malicious user may attempt a DDoS attack (to either the webserver or to DCP)
by sending ‘false’ distress signals; that is, construct ENC(17||x) with arbitrary
x of the right size, and sending that through to the webserver as a TLS client
nonce. However, as we have discussed above, the operations by the webserver
after decryption is of little computational cost. In addition, the MAC verification
by DCP aborts the protocol for invalid MACs. Should a malicious user enrol in
the scheme and send an extremely high number of distress signals which cause
more computations for both the webserver and DCP, in this case, usual DDoS

prevention mechanisms can solve this.

3.7 Security Analysis
We assume the following:

CA The certificate authority issuing certificates of each protocol party is honest.
DS The signature scheme used by each protocol party is secure; that is, the
probability of successfully forging a signature without access to the secret key
is negligible.
M The MAC used by each protocol party is secure.
N The probability that an honest party picks the same nonce twice is negligible.
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3.7.1 Server and User Enrolments

Guarantee 1 (Server Authenticity). The server enrolment protocol will only com-
plete successfully, if the webserver is able to produce a valid signature corresponding

to its certificate (real world identity).

Proof. If an adversary wants to claim that they are the webserver B, they have to
successfully send x, B, Certg, pkp/, SIGNg(x, B, pkp:). To replay the message, they
need to have previously captured SIGNg(z, B, pkp:) from another enrollment, but
each enrollment is done in its own TLS session so this message is not available to
the attacker. To craft the message, the attacker has to produce SIGNg(z, B, pkp/)
using a private key associated with Certg. Given our Certificate Authority is a
trusted entity (CA) and the underlying signature scheme is secure (DS) this is not
possible. O

Functionality-wise, the above guarantee means that DCP can be convinced that

the identity calimed by the webserver indeed belongs to the webserver.

Guarantee 2 (Server Shared Key). If the server enrolment protocol is completed

successfully, then the webserver obtains a symmetric key that is known only to the

webserver and DCP.

Proof. Firstly, DCP is authenticated during the TLS handshake, and the webserver
is authenticated by Guarantee . Both ¢° and ¢¢ are sent within the same TLS

session, so confidentiality and integrity follows. ]

Guarantee 3 (DCP Authentication). If the user enrolment protocol is completed

successfully, then the user can be certain that they have been speaking to DCP.

Proof. DCP acts as the TLS server in the TLS connection, and is thus authenticated
during the TLS handshake. O

Guarantee 4. (User Shared Key and Registration) If the user enrolment protocol is
completed successfully, then the user is registered and the user obtains a symmetric

key and sequence number that is known only to the user and DCP.
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Proof. The user has a TLS session with DCP by Guarantee |3 Both ¢” and ¢¢ are

sent within the TLS session, so confidentiality and integrity of the key follows. [J

Additionally, because the DCP is honest, the user knows that DCP has added
the user’s unique identifier, sequence number, personal information, authentication
information in the user database. In addition, the user obtains their unique identifier,
sequence number, and public keys of websites they chose. Lastly, it is guaranteed

that any changes to the database entry is indeed requested by the user.

3.7.2 Distress Signal Protocol

We show the security guarantees from our main protocol, when the user signals
distress. A crucial security property we want is captured in Guarantee [5 which

we will discuss further in Section B.7.3

Guarantee 5. [t is guaranteed that if the user sends a distress signal to the

webserver, then it is undetectable by Agur.

Guarantee 6. If the main protocol is completed successfully, then for DCP, it is
gquaranteed that the message from the webserver is fresh and indeed comes from an

enrolled webserver.

Proof. To  break the guarantee, an adversary needs to send
B, cg,nonceg, MACy,.(B,cp,nonceg) for an enrolled webserver B. The
adversary has to send a valid MAC signed using kpc, a shared secret key between
the webserver and DCP. This key is known only to the webserver and DCP,
by Guarantee [2| and in particular the adversary doesn’t have access to it. The
adversary has two options in sending MACy,.(B,cg): by forgery or replay.
Forgery is impossible by Assumption (A3). If the adversary replays a message,
cg would be used twice, but cp contains the sequence number so it cannot be

reused. O

Guarantee 7. If the main protocol is completed successfully, it is guaranteed that

the reply from DCP is recent, and indeed comes from DCP.
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Proof. For an adversary to claim to the webserver that they are DCP, they need to
send my, ma, MACy,.(m1, ma, noncep) successfully for an arbitrary my, my. The
adversary can do this by creating their own message or replaying a previously
captured one. By Guarantee [2 only the webserver and DCP know the key kpc, so
the adversary, who has no access to the secret key, can only successfully forge the
MAC with negligible probability by Assumption (M). To replay the message from
DCP the adversary would have to capture a previous message using the same nonce,

however by Assumption (N) this happens only with negligible probability. ]

Guarantee 8. If DCP receives a valid idy and a valid tag,, then it is guaranteed

that the user with corresponding id 4 has recently signalled distress.

Proof. Firstly, by Guarantees [6] and [7] we know that the webserver and DCP are
indeed speaking to one another, so an adversary cannot be of the form Aygr or
Asur. Hence, an adversary has to be Aygs.

For Ayws to break this guarantee, they have to send B, cp, nonceg,
MACy,. (B, cg,noncep) successfully without the user ever signalling distress, or
by replaying a previous distress signal sent by the user.

We consider the first case. For any noncey that the adversary receives
from the user, DECODE(noncey, skp) will output “not distress” (except with
negligible probability) and in particular, the adversary does not have access
to id4a. Hence, the adversary will need to guess id <—r {0,1}"™ and sends
through B, cg, nonceg, MACy, . (B, ¢, noncep) with cg = ENCy,.(id, tag4). Upon
verification, Ay passes the identity verification since B is in the server database,
and B has correctly signed a MAC with the shared key. However, DCP upon
obtaining id from decrypting cg, will only pass the verification with probability %
where N, is the total number of users registered in the scheme. In addition, Ay
needs to forge tag, = MAC;,, . (id, sqn ), which succeeds with negligible probability
according to Assumption (A4).

We now consider the second case, where the user has signalled distress in the

past. In this case, Aygs will receive id 4, tag, and as above, sends this in encrypted
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form to DCP. Now, DCP will receive a valid id 4, but Aygs has to pass the MAC
verification: that is, Aygs needs to send tag, = MACy, . (id4,sqn,) successfully.
According to Guarantee {4, both k¢ and sqn, are shared only between the user and
DCP. Ayp can try to forge a MAC without the k4¢, which is impossible except
with negligible probability (Assumption (A4)), or replay a previously sent tag,.
However, this requires the user to send the same sqn, more than once, which is not

possible by design. O]
We proceed to the main guarantee for the user:

Guarantee 9. If the user signals distress and the protocol completes successfully,

then the user is certain that DCP has recently received the distress.

Proof. For the adversary to convince the user that DCP has received the distress,
the adversary needs to send MACy,.(sqny,) to the user and successfully pass the
verification. Firstly, given that the this communication happens through a TLS
session, it is secure against Aygr and Agur. Hence, an adversary has to be Aygg.
To send a correct s4c = MACy,.(sqny), Awes can do this in two ways: forge
the MAC or replay a previous message. By Guarantee [4] the key k¢ is known only
to the user and DCP, so any attempt at forging MAC,, . (sqn,) will only succeed
with negligible probability according to Assumption (M). To replay a previous
message MACy,.(sqn4) will fail on the user’s verification, as sqn will be outdated.
We conclude that the message MACy, . (sqn,) has been sent by DCP is fresh
and without alteration from Aygs. DCP, being an honest party, sends this message
only after receiving a valid connection from the webserver; by Guarantee [§, the user

has indeed recently signalled distress. O

Note that there are a few situations in which Ay are able to act maliciously
within our system. Firstly Ay in receipt of a distress signal from the user, may
not forward that signal to DCP. However Ay does this, the user will not receive
the correct feedback, and using Guarantee [ the user knows that the distress signal
is never received by DCP. Secondly, if the user sends a distress signal which is

forwarded from Ay to DCP, after DCP’s receipt of the distress Aygs may not
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send the confirmation message to the user, which may lead to the user believing
that the distress has never been received by DCP. These are attacks on availability
and are not solvable by any protocol, and therefore out of scope. In practice, if
the user does not receive a confirmation from a particular website, they can simply

try signalling distress to another webserver.

3.7.3 Main Protocol

We show the security guarantees from our main protocol, when the user signals

distress. A crucial security property we want is captured in the following theorem.

Proposition 3. Let Il = (GEN, ENC, DEC) be modified Elliptic Curve El Gamal
encryption scheme used by the function ENCODE. If PRG is a secure pseudorandom
number generator then the following fixed-length reversible function

ENCODE(id, tag, pk) if d = true

fN (d7 (id7tag>7pk) = {PRG(N) Zfd — false

with gn(r, sk) = DECODE(r, sk) is DenDistress secure.

Proof. The strategy of this proof is simple: statistically close distributions are
polynomially indistinguishable [78]. Let D, be the distribution of nonces formed
when bit b is chosen, i.e. if b = 0 then D, is simply the uniform distribution, and
when b = 1 then there exists precisely one distress signal in D;. Let U be the
uniform distribution (so the range of Dy and Dy are U) and V' be the distribution
of elliptic curve points. The statistical distance between Dy = {X7, X»,...} and
Dy ={Y},Ys, ...} is:
A(Do,D1) = | Pr(X; = u) — Pr(Y; = u)|

u

Now, for all u € U except for one distress point d, Pr(X; = u) = Pr(Y; = u). Also

note that the number of possible outputs of El Gamal is % as there exists two

X-values in the ciphertexts, each lying on the curve with probability % Hence,

1 1 4 n—4
A(Do, Di) = [Pr(X; =d) = Pr(Y; =d)| = o =~ o5 = —— %,

which is negligible. O
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Figure 3.7: AdvﬁenDiStreSS’f N(n) quickly goes to 0 as n increases.

We also demonstrate below how an adversary, knowing the structure of the ci-

phertext, is not able to distinguish a distress ciphertext from a distribution of nonces.

Demonstrating Adversary Advantage

Consider the adversary A with the following strategy. Given a distribution of

nonces 7i,... Tp:

1. for each r;, check if r; has the ciphertext structure.
2. If there exists a nonce that follows the ciphertext structure, then flip a coin.

3. If there are no nonces that follow the ciphertext structure, then output ' = 0.

Proposition 4. Let A be an adversary described above. Then Adv ™ 75 /N ()

is negligible.

Proof. We consider an adversary .4 that uses knowledge of the elliptic curve structure
to distinguish between whether or not a distribution of nonces contain a distress

call. The adversary’s distinguishing advantage is:
AdvherPistressIn _ pr(y = 1)b = 1) — Pr(b = 1|b = 0)].

Let Dy be the distribution of nonces that the adversary receives; that is, when

b = 1 there exists a distress signal in the distribution. Let r{,...,r, be the nonces
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that the adversary receives. Write r; = X; 1||b; 1]|X; 2/|bi 2, where X, ; is 127 bits
long and b; ; are single bits. Now, if r; is an output of mECEG, then X, ; would be
on the curve €4 5 : ij = ijj + AX;; + B for some Y; ;. That is, ijj +AX,; + B
is a quadratic residue. From Hasse’s theorem, this has probability approximately
1/2.

For a nonce 7y, let ec(r;) € {0,1} denote whether r; has the structure of an
mECEG ciphertext, that is, ec(r;) = 1 if and only if both X;; and X;, lie on the
curve €4 p.

Now, when the adversary receives Dy, the distribution may come from either

Dy or Dy, so Pr(l/ = 1) = 5. When the adversary receives Dy, then the adversary

1
5.
looks into each nonce. If ec(r;) = 1, then the adversary flips a coin and if ec(r;) = 0

then the adversary outputs b = 0. Hence,
1
Pr(t/ =1jb=10) = 3 Pr(3r;s.t. ec(r;) =1) +0- Pr(Vrs.t. ec(r;) = 0).

Therefore, Adv™Pres/v — |2 — 2 Pr(3rs.t. ec(r;) = 1)|. Now, let A; be the
event that ec(r;) = 1. Let Pr(ec)(n) be the probability that there exists an r;
with i € {1,...,n} such that it has the mECEG ciphertext structure, so by the

inclusion-exclusion principle we have

Pr(ec)(n) = Pr LTLJ A = i(_1>k+1 ( Z Pr(A;N...N Azk)>

=1 k=1 1< <. <t <n

Now Pr(A;) is the event where both X;; and X, lie on the curve, that is,
Xf:j + AX;; + B is a square, with probability 1/2.

For any ¢, we have Pr(4;) = 2222—;2 The denominator comes from the fact that
given n nonces we are looking at whether both X;; and X, » are on £4 p, and the
numerator looks at all the possible combinations (as the distribution of outputs
PRG is indistinguishable from the uniform distribution) conditioning on both X ;
and X, o being squares.

22n—4 22n—6

Similarly, for i # j # k, we have Pr(A;NA;) = 5 and Pr(4;NA;NA) = S5,

and so forth. Hence the adversary’s advantage is
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which is negligible (and is shown in Figure [3.7)). O

3.8 Discussion

In this section we discuss a few topics with additional points we wish to clarify. We

further discuss limitations of our work in this chapter in Chapter [7]

3.8.1 TLS Client Hello or HTTP Header: A Comparison

Over the course of this chapter, we presented two options in how the distress nonce
can be embedded: through the TLS client nonce or a custom HTTP header. Though
we have described them in detail throughout, we summarise the key differences

for the two methods on Table B.11

3.8.2 Enrolment

To make use of our proposed scheme, a user is required to enrol when the adversary
is not present. This is important to allow the main distress signal protocol to be
initiated within a single action and for the security guarantees be met. We stress
that our scheme is not suitable for situations where enrolment is not possible.

Acts of abuse are often difficult to recognise, and our scheme is only appropriate
to be set up in cases where the user has recognised that they are in a vulnerable
position and are able to prepare should they decide to seek help. Unfortunately,
in many cases domestic abuse survivors unable to leave their abuser, or return
to the abuser after an initial offence [136, [137].

We emphasise that we do not intend to minimise the difficulty of helping domestic
abuse survivors. Our proposal can fit into a set of solutions that are currently

available—from practical advice in managing personal devices and communications
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TLS HTTP Header

Works only with https connections Works with both http and https
connections

At most 64-bit security 128-bit security (or more)

Natural randomness in client nonce | Additional header field created, which
may trigger suspicion and/or rejected
by defensive measures (e.g. firewalls)

Overhead of one elliptic curve multi- | Overhead dependent on choice of en-
plication cryption algorithm

Table 3.1: Differences for system designers to consider on choosing between HTTP
Header and TLS client nonce to hide the distress content.

[10, ©1], to the support given by organisations supporting survivors of domestic
abuse, and can be a valuable building block for future work.

This enrolment procedure is similar to those used in practice for other related
schemes, for example Path Community [44] were created for individuals to walk home
safely, where one might add emergency contact numbers or guardians when they
set up the application. When enrolling in this scheme, some personal information
may be included so the backend can act appropriately, for example by contacting
an emergency contact or forwarding the case to the relevant authority.

In other situations, for example journalists or activists travelling through a
hostile nation, preparations can easily be made to face a situation where a distress
signal may be required. In this case, the employer or organisation of the individual
can set up an architecture where they are the DCP. The response to a distress by
the individual may include contacting the relevant embassy including the necessary
personal details, including location. Our scheme does not specify the particular

user information required for enrolment, nor the response from the backend, as



3. Signalling Distress in the Presence of a Surveillant Adversary 58

it is incredibly context-specific and we do not wish to narrow down these many

possibilities of implementation.

3.8.3 User Interface

Our scheme specifies what happens in the background when distress is initiated
by the user’s device, but we have not specified the user’s interactions with the
device when initiating the distress signal, or in the verification of response from
the DCP through the webserver.

Firstly, the enrolment phase includes an installation of the distress system on
the user’s device. When the adversary is present and the user wishes to initiate
the signal, some action is required from the user to do so.

There are plenty of ways in which such action can be done stealthily, and there
are plenty of existing techniques which can be implemented. For example, the user
can initiate it by pressing a specific keyboard shortcut as they enter the website
address (see, for example, [50]), or entering a duress password if the interface is
designed in a way that doesn’t reveal any information about what’s being entered,
or pressing a hidden icon on the browser. Note that an action has to be designed
to be done before the user enters the website as the distress is sent during the
TLS handshake, and not the session. There are many considerations a system
designer may consider within this UI challenge, including stealth and usability,
while reducing false positives through accidental inputs. At the same time, this
action needs to be simple and easy to remember for the user who might be in a
state of duress when sending the distress signal. This is an interesting challenge and
a considerably important one, which we consider as future work on the deployment
of this architecture, while noting that this design is entirely context-dependent.

Many organisations have considered a well-designed UI when deploying websites
for survivors. Safe Horizon, a New-York based survivor assistance organisation, has
introduced SafeChat [85], allowing support to those impacted with domestic violence
through one-to-one textual ‘chat’ between the website user and a trained advocate.

SafeChat contains an additional feature which allow the user to quickly leave the
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site, and in addition, reminds the users to clear the cache so that anyone who might
gain access to your device is unable to view the interactions with SafeHorizon. This
allows the user to request information or further action from their home. Indeed
‘quick exit’ buttons are a common feature in such sites [10].

In our protocol, the user verifies the response s4¢ to confirm that DCP has indeed
received the user’s distress signal. The s4¢ is sent through the TLS connection
from the webserver as part of the TLS session—that is, within the page content.
The instruction for how best to embed the confirmation in a page can be selected
by the user at enrolment and communicated to the webserver by DCP when a
distress signal is received. To not limit the possibilities of implementation, we have
intentionally not specified how, but we give several options below.

An ideal embedding would be one that gives the user positive confirmation that
the distress signal has been received, and at the same time allows for s ¢ to be
extracted by a plugin (or the browser) to be verified cryptographically. Any image
generated from a seed (e.g., randomart [22]), can be easily verified, but whether
that would appear “normal” on a website, is very context dependent. For websites
that commonly include advertisements, it may be possible to display selected
advertisements as confirmation, where the visual details (or indeed the text) encode
the exact value of s4¢. If a website commonly includes dynamic content like video,
a response that includes moving images or sound, are options. Particularly with
video, there is the opportunity to include other measurable, non-visible parameters
such as time delay and use timing-based covert channel techniques. We refer to
existing research on undetectable communication [24], for additional examples.

In short, the response sent between the webserver and the user needs to be: (1)
invisible to the adversary on the TLS connection, e.g., it is important that s¢ is
not being sent on its own, but is embedded within a page content so the existence
of sac is obfuscated, (2) verifiable by the user’s device, (3) visually verifiable by
the user, and (4) unnoticeable to the adversary who has visual access of the device.
These are important design choices that need to be made when the architecture is

deployed, and decisions are to be made dependent on the context and situation of
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the user as well as the webserver’s purpose and design. We note that there is no

one-size fits all solution that covers all of the possible use-cases of this architecture.

3.9 Conclusion

We introduced a new adversary model Agyr, who not only has visual access to the
user’s screen, but full control over all of the user’s communication channels as well
as the application layer content of the TLS. We introduced distress signalling as a
goal for a user to perform against such adversaries. We formalised the adversary’s
abilities in the form of a security game, and the adversary’s goal is to detect a
distress signal within a set of normal communications.

To fulfil the user’s goal, we constructed an architecture where the user can signal
distress using webservers as an intermediary. To do so, the distress is embedded
along with additional information as the client nonce in the TLS handshake between
the user and the webserver; we specified this in our encode function, which uses
the Elliptic Curve El Gamal public key encryption scheme. Upon receipt, the
webserver decodes the distress and forwards the extra information to the backend
so that appropriate action can be taken.

Using TLS as well as public key encryption allows for better scalability as well
as stealth, and the protocol can coexist with normal uses of TLS. For the webserver,
the decoding function only contributes to computational overhead equivalent to
one exponentiation per TLS request, and a false positive happens very rarely, so
there is very little overhead in terms of communication. When false positives
on the webserver’s side happen and forwarded to the backend, the backend will
perform further integrity checks, so that actual false positives happen only with
negligible probability.

We performed a full security analysis of our architecture, including proving
distress indistinguishability of our scheme. Lastly, we discussed further practical

considerations that a full scale deployment needs to address.
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4.1 Introduction

In this chapter, we present our second adversary: one with even more power than
Agur, however, in contrary, the adversary in this chapter only has such power

for a limited amount of time.
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The inspiration for this chapter came twofold: first, within the literature a
coercive attacker [129, 179] has been introduced; this is similar to the use of the
term rubberhose cryptanalysis to describe the use of force (threats, blackmail, or
torture) [141]. This adversary usually demands an authentication secret from
the user (password, biometric input), with negative consequences for the user
who refuses to do so; hence, to protect themselves the user needs to provide
the adversary with the authentication secret, or convince them that they have
provided them with a correct one. Indeed, these adversaries and their threats are
far from imaginative, with a wide range of motivations, from monetary gain [45]
to obtaining confidential data [95].

Secondly, secure border crossing is an issue that has constantly not only
reappeared, but escalated [94] [160]. Indeed, some countries have legislations in
place that would allow state organisations the power to access electronic devices
and demand the owner of the password to provide the password or unlock these
devices [60, 06, 162]. It has been reported that when crossing certain Chinese
borders, government malware is installed on the traveller’s mobile device, which
scans the entire contents of the phone [47, 121]. In addition, it has also been
reported that US government officials have taken the devices away from the user
for hours [89] or copied the contents of digital devices that have been searched at
the border, which is then stored in a database for up to 15 years [82].

Depending on the user’s risk assessment, they may choose to provide the
adversary with the authentication information and lose confidentiality. However, we
note that the device that the user carries—both personal or corporate-managed—

may contain enormous amounts of sensitive information. The user may be:

1. a lawyer with client information,

an individual with private medical information,

a charity worker with addresses of domestic abuse shelters,
a government employee with classified documents,

a whistleblower with evidence of political wrongdoings,

o v W W

a nuclear company employee with a list of nuclear scientists,
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7. a journalist with contact details or documents that may reveal information

about their sources.

Regardless of the motivation of the adversary, we assume an adversary who
wishes to break confidentiality while having the capability, legally or otherwise, in
requesting or demanding authentication information from the user. Hence, our goal
is to allow the user to maintain confidentiality against such adversary.

At the time of writing, the University of Oxford Information Security team has
advised those travelling to high-risk countries to use encrypted devices, however be
“prepared to decrypt at border crossings” [142]. Indeed, if a decryption password
is demanded the user can either provide it or decline: the latter may be met
with an undesired situation, which may depend on the user’s citizenship status
of that country.

Other approaches to this problem may include hidden volumes, a method to
hide data on a device so it is not apparent to others who look at it. For example,
the device may be split up into different volumes, which unlocks depending on
which password the user enters. The idea of the system is as follows: when the user
is requested to enter their password, they will input a ‘decoy’ password instead,
to which the file system will direct the user to a file directory with predetermined
inconspicuous-looking data [167, 179]. The actual data that the user is trying
to hide, remains confidential.

With these approaches in mind, unless the user wishes to decline to provide the
password, the user has two of options: provide the password and lose confidentiality,
or alternatively hide the data and/or provide false information. The latter may
indeed protect the data, however, expecting the user of the system to lie puts
them at immense psychological pressure; in addition, should the user be at a
border-crossing situation, such practices are in direct conflict with the statement
by the Electronic Frontier Foundation [46]:

“We appreciate and respect technologists’ efforts to find ways to help

travelers protect their data. However, we recommend against using
methods that may be, or even appear to be, calculated to deceive or
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mislead border agents about what data is present on a device. There is
a significant risk that border agents could view deliberately hiding data
from them as illegal. Lying to border agents can be a serious crime, and
the agents may take a very broad view of what constitutes lying.”

Among many other sources, an article published in the American Bar Association
seconds this [66]:

“under no circumstances should you lie to a border agent or seek
physically to interfere with the agent’s performance of official duties.”

With the above in mind, in this chapter, we introduce Nakulaﬂ an approach to
protecting device data in the presence of a strong adversary. Specifically, we consider
a situation which some data is required to be transported via a physical medium,
when there exists a finite period of time in which the adversary has physical access
to the device as well as the ability to compel the user carrying the device to reveal
and provide any authentication information (e.g., passwords or biometrics). In
addition, the adversary would have access to the user’s communications channels,
which is reflective of the capabilities of a state-level adversary. We will denote
this adversary by Ay, an intrusive adversary.

The most important feature of Nakula is as follows: the system does not require
the individual to lie or provide any false information even when coerced. We do not
rely on hidden volumes or any data hiding mechanisms that are designed to mislead
the adversary that some data does not exist. Our approach comes from a simple
concept: the user is unable to provide the information to the adversary because the
user, legitimately, does not have access to it. The sensitive data within the device,
during the period of adversary control, is not available even to the user, because
the user does not hold the key required to decrypt the encrypted data. This key is
held remotely by a trusted third party, who will not return the necessary building
blocks to recover the data unless they are convinced that the user is legitimately
requesting so, which is done after the adversary is no longer present on the device.

We summarise the contributions of this chapter as follows:

!The name Nakula comes from the Mahabharata tales, originally written in Sanskrit. In the
mythology, Nakula is a character who is trusted in keeping secrets.
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o We create an infrastructure for secure physical data transport, where confiden-
tiality against an adversary with full access of the device and authentication
secrets, is guaranteed without the user having to lie or deceive the adversary.
Within this infrastructure, we introduce a trusted third party who maintains
recovery keys as well as verifying the user authentication after the adversary
is no longer present.

o We design protocols between the user and the trusted third party to achieve
these goals and provide a proof-of-concept implementation of the scheme.

o We discuss different options in which the user can authenticate themselves
to the trusted third party in order to recover the data that was temporarily

inaccessible.

A similar work that presents similar goals and solution is discussed in [166],

and we discuss this further in Chapter [0}

4.1.1 Choice of terminology

As we will later see, we have named our adversary discussed in the next two chapters
as intrusive adversary, denoted by A;r. We have gone against the more standard
(and in so, expected) term of “coercive adversary” in the literature, including on
our own previous work [90], for the following reasons.

It limits the scope of applicability. The Oxford English Dictionary defines
coercion as “constraint, restraint, compulsion; the application of force to control
the action of a voluntary agent” [124]. In fact, the only requirement in that we
need for our definition of adversary is the following: the adversary is able to obtain
the user’s authentication information. True, it may be by force (“drug him and hit
him with this $5 wrench until he tells us the password” E[) but it may also be a
requirement that the user has little choice in without physical threat (e.g. device
seizure by law enforcement), as well as other possibilities: the adversary being

able to brute-force or guess the password (e.g., through password reuse [54, [116]

2A figure every security researcher has seen: https://xkcd.com/538/
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or password sharing [98], having access to the password manager, or finding a
post-it note of the user’s password(s)).

It trivialises physical and emotional damage from being subject to
force. Usually defined an attack by a coercive adversary, the term ‘rubberhose
cryptanalysis’ (i.e. “beating that person with a rubber hose” [I70]), exposes people
to unnecessary thought of cruelty. In addition, if we ask different demographics of
what “coercion” means, the answer will likely be different. Though the examples
in the literature surrounding coercion may be consistent with physical violence,
coercive behaviour is a common pattern within abuse in intimate relationships,
and is a criminal offence in England and Wales [3]. We do not want to make the
reader uncomfortable by immediately associating the adversary with the use of
force in a capacity that the reader first correlates it with.

We understand that terminologies may change over time; in particular, the
authors in [I53] made the shift from domestic abuse to coercive control, to reflect
that people who experience coercive control are not necessarily cohabitating, and
are not necessarily physically violent. In this paper, we chose the more appropriate
(and neutral) term intrusive adversary instead, denoted by Ayr. This reflects well
on the fact that the adversary intrudes, or forces, itself to the user’s device without

invitation without having the two problems outlined above.

4.2 Design

In this section, we describe the goal of Nakula and the design choices we made

to reach such goals.

4.2.1 Design Goal

The main goal of this chapter is to keep information confidential in the presence
of a strong adversary. Clearly, to ensure confidentiality some sort of encryption is
needed. Given that A, is able to demand authentication secrets from the user,
existing methods such as a password-based symmetric key encryption (e.g. full-disk

encryption), for example, is not suitable as the user will simply reveal the correct
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password and the plaintext will be available to the adversary. A second reason why
full-disk encryption is unsuitable is the duration in which encryption process takes
place: encrypting a large amount of data within one click requires a large amount
of time. This is unideal, given that our user requires the data to be encrypted
quickly before the adversary obtains access to the device.

Alternatives that would be consistent with the recommendations have that have
been suggested include backing up these data over the cloud, and then deleting
them on the device [I7I]. However, this takes significant planning: if the user
is in a place where there exists no or limited connectivity, this might not be an
option. Equally, if the data is of large size and the adversary is expected to have
access to the device within a short period of time, the upload process might not
be completed in time. In addition, sending a large amount of information may
seem suspicious for users that are under surveillance by the adversary. Though this
would be suitable for some data transport, we would like to explore alternatives
where data size or connectivity are not limitations.

To solve this, we utilise what is normally called on-the-fly encryption, where
the data is automatically stored encrypted with a symmetric key k& without user
action [I12]. When the file is loaded, it is automatically decrypted. Our method is
simple: when the user wishes to make the data unavailable to the adversary, the
symmetric key k is made unavailable by encrypting it with a public key pk, before k
is deleted, so that the user will not have access to k and hence the plaintext.

Obviously, if the user has the corresponding secret key sk either on the device
or derived from the user’s knowledge, then this is the same case as earlier: the
adversary will just coerce the user to reveal sk. Our approach is to involve a trusted
third party (the backend), who holds sk and will only perform computations to
recover the data when they are convinced that any request to do so is legitimately
done by the user after the adversary is no longer present. Given our reliance to the
backend, we want our system to be secure even if the backend is later compromised,
which we will discuss in Section [£.2.3]

To summarise, the goals of Nakula are as follows:
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» Secure physical data transport where confidentiality during the presence of a
strong adversary is guaranteed.

o Quick, simple data lock: the user should be able to encrypt the data within a
push of a button (or any equivalent command, including voice and gesture).

e The user does not have to state any incorrect or misleading information to
the adversary.

e Long-term secrecy: should the backend be compromised at a later stage, the

backend will not have access to the data stored on the user’s device.

We note that though our approach is aimed at being consistent with the
recommendation of not hiding or providing false information, we understand that
we have not discussed further legal issues, the risk of device confiscation, or risk
of harm. These are extremely complex matters that are dependent, at the very
least, on jurisdictions and we note that these issues are out of scope of this thesis.
Travelling with sensitive data, and in particular doing so across borders, is an
exercise in risk management: there are factors about the individual (citizenship,
immigration status, travel history, occupation) as well as about the data on the
device (data sensitivity, internet connectivity, necessity of data access), that the user
will need to factor into their decision making. Some guidance for those travelling

with a device have been discussed in [46, 66, [171].

4.2.2 Adversary Model

During a finite time period (during adversary control), Anr has access to the user’s
authentication secrets and any encryption keys, having full, physical access to the
device and and its underlying logidf’l We also assume that Ay, is able to clone
the device, and store the cloned data for an indefinite amount of time (but not
long enough to break the encryption algorithm used). Lastly, we assume A has
full control over the public network that the user operates on, which is reflective

of the capabilities of state-level adversaries,

3indeed, to abstract away the adversary’s methods of obtaining these, we can simply assume
that the adversary has oracle access to the user’s authentication secrets
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We acknowledge that A can confiscate and destroy the device, but that is
not something any protocol can prevent. Our functional guarantees only consider
the case when the device remains in the user’s possession.

We assume Ay is rational and is aware of the existence of Nakula and that it
may be used in the system. In addition, we assume that A,y does not have access
to the backend’s secrets. The goal of Ay is to break confidentiality.

Lastly, we again note that our use of the word adversary is simply from a systems

point of view and not necessarily to imply that they have malicious intent.

4.2.3 System Model and Design

In this chapter, we consider the following honest players:

1. the wuser: the party who wishes to maintain confidentiality of some data.
2. the backend: the trusted third party backend. We assume that the backend is

an honest-but-curious party.

We assume that secure deletion on the user’s device is possible. That is, when
we say some data is deleted, we mean that it is irrecoverable from the device. We
refer the reader to some methods in Section [6.4]

We assume that the user can predict when Ay is present, or is given warning
to when such occurrence will happen, which may be within a short amount of time.
The user’s goal is to maintain confidentiality when A, is present, and we assume
that the user remains truthful when coerced by Apr.

In this section onwards, we consider the data to be a collection of information
in plaintext form, that the user wishes to remain confidential against A; ;. We
consider five separate actions that the user performs in order for the system

to correctly function:

1. Setup. As the name suggests, this includes the user setting up the system
on the device. This step is necessary for the user and backend to obtain the
necessary keys. In practice, this may include the installation of an application

on the user’s device, and after the setup, any data that the user wishes
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to remain confidential is to be collected and stored encrypted through the
application.

2. Data Acquisition. Here, the user has access to the data and can continue
acquiring information that will be later locked.

3. Data Lock. The purpose of data lock is simple: the encryption key is deleted,
so the data within the device is now inaccessible to anyone—this includes
both A and the user.

4. Key Recovery. The user connects to the backend to obtain a (masked) key
back, while performing authentication function f,uh.

5. Data Recovery. The user obtains back data.

The data flow on the user device happens as follows, and is shown in Figure |4.1|
Firstly, the user performs user setup to obtain the backend’s public key pk, and we
assume that the user is able to communicate to the backend during user setup (e.g.,
before leaving for a business trip). We then describe the period of time between
user setup and data lock to be the data acquisition period. During data acquisition,
the user has access to the data in plaintext form, and is able to make changes to
them. However, the data is always stored in encrypted form on the device and
decrypted when it is loaded for the user to perform operations—the encryption
and decryption of the data happens without user intervention. We denote the
symmetric keys that store the data as session keys.

Before Ayr is present, the user can instigate data lock: at this point, the user
loses access to the data. The user can perform data lock at any point after data
acquisition, and multiple times before adversary access. That is, the user can
perform data lock using a session key k; and start a new data acquisition session
with a new session key k; ;. This allows the user to manage the risks of adversary
presence better: though our system assumes that the user is given warning when
A will be present, in reality the there might be cases where this is not possible,
for example when the phone is lost or taken with force. Equally, the user might

simply wish to lock the data at the end of a working day. In that case, the user
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Figure 4.1: Nakula Design: After user setup, the user can collect data during data
acquisition period; the user may lock the acquired data at any point, while still being able
to collect additional data. Before adversary control, the user completed Data Lock and
at this point the user do not have access to the data anymore. When Ay is no longer
present, the user can complete key recovery followed by data recovery to obtain the data
back. The cycle starts again with data acquisition. During user setup and key recovery,
the user communicates with the backend.

can minimise the amount of data that is accessible at any point by performing
multiple data locks; we describe this in detail in Section [4.3|

As an extra layer of security, during data lock, before the user encrypts with pk
to make the data unavailable, the symmetric key £ is first ‘masked’ by encrypting k
with a symmetric masking key kr. The masking key is kept within the user’s
device, and this makes sure that the backend after decrypting will only have access
to ENCy,(k), and never has direct access to k as an extra layer of protection.
Specifically, during data lock, each session key k is masked with kg, before being
encrypted with pk. Then, the user deletes & and ENCy, (k). Note that we use
public key encryption, instead of symmetric key encryption to ensure that the user
at no point in the data life cycle has access to the secret key sk. Note that we
can consider pk as a deletion key, and sk as a recovery key.

After data lock is instigated, the user enters the adversary control period, where
the user no longer has access to the data as the encryption key is no longer accessible.
The adversary control period is indeed the period of time in which we can guarantee

confidentiality of the data when A is present.
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Note that because the user does not have access to, and has never had any
previous knowledge of sk, the user is legitimately unable to decrypt the the encrypted
data as there is no decryption key on the device to decrypt the data. In this way, if
the user is demanded by A;y; the authentication information for the encrypted data,
the user simply states that they are not able to decrypt (or unlock) the data as they
do not have access to the decryption key. This can be supported by a well-designed
UI on the device that states this information and how it works, but a large adoption
of the system improves the probability that A, is aware of this mechanism, hence
convinced that the user is telling the truth and reduces the risk of harm.

It is also important to note that when Ay, is present, the user does not have
access to the session keys nor the data. That is, the user will not be able to
see or modify what is inside it, so it is important that the user is aware of this
risk before using the mechanism.

When A,y is no longer present on the device, the user can instigate key recovery,
and we assume that communication with the backend is possible during this (e.g.,
when the user has left a region with limited connectivity). During this process, the
user sends the ciphertext of the masked, encrypted session keys to the backend, to
which the backend can use the recovery key to decrypt the ciphertext and obtain
the masked key. This is then sent back to the user so that they are able to obtain
the session keys and obtain access to the data through data recovery.

Of course, key recovery needs to be done in a way that preserves authentication
of the user, even with Ay having access to the user authentication secrets and full,
physical access to the device. The backend will not release the encrypted key (by
decryption using sk) until they are convinced that any request to do so is not by
Anr, and is legitimately done by the user after Ap; is no longer present. Hence,
the user should not have the ability to authenticate themselves relying solely on
their own knowledge. For now, we assume a function f,,;, that outputs a binary
value such that f,wn = 1 if and only if the user is legitimately requesting key

recovery without the influence of A, We discuss this function in Chapter .
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During key recovery, a new public key pk’ is sent from the backend, with pk
deleted on the user’s device. This is because A+ may store the device data,
including the encrypted data and masking key for a long period of time. Should
the backend be compromised at a later stage after key recovery, Ay henceforth
will not have access to the data.

Lastly, we stress that the backend is a trusted party. In practice, this can be
the user’s employer or trusted organisation and the implementation of Nakula,
especially when it comes to designing faun (as we will discuss in Chapter [5) and

a wide-enough adoption allows for A, to be aware of Nakula.

4.3 Nakula

In this section, we describe the inner workings of Nakula. First, we discuss the
user setup protocol shown in Figure [£.2] where the user communicates with the
backend to agree on the necessary keys. We then describe the life cycle of a session
(Figure and the various algorithms involved in Nakula (Algorithms 3] [4]), ending
with key recovery (Figure , where the user communicates with the backend again
to obtain a masked session key and finally recover the original data (Algorithm .

4.3.1 User Setup

The goal of the user setup protocol is for the user to obtain the backend’s public
key pk and agree on a symmetric key k4p used for subsequent communication with
the backend. This protocol is an enrollment process that only has to happen once.

To initiate, the user connects to the backend through TLS, and verifies the TLS
certificate. The user then chooses a Diffie-Hellman exponent a and sends over g* to
the backend within the authenticated TLS session, along with a preferred method
of fauth along with necessary registration information infoy, . Upon receipt, the
backend generates a public-private key pair and chooses a Diffie-Hellman exponent b,
and stores the shared key kap = (¢g%)° and infoy, . The backend sends the public
key pk and ¢° to the user and the user computes kap = (¢°)*. In addition, the user

generates a masking key kr and stores it. At this points, three keys are stored: pk
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User Backend

[ TLS Handshake ]
TLS Sessi nJ
| Choose a |
ga7 infofauth
Generate (pk, sk)
Choose b
Store infoy, .
Store kap = (g%)°
pk, 9"

<

Generate kg
Store pk, kg
Store kap = (g°)*

Figure 4.2: User setup protocol. In this protocol the user obtains the backend’s public
key pk and agree on a symmetric key kap with the backend. In addition, the user
generates the masking key kg associated to pk.

will act as the user’s deletion key for the current epoch, ki as the masking key,
and kyp will be used for subsequent communication with the backend.

Note that (pk, sk) is not global, and is generated uniquely for each enrolled
user, and hence also acts as an identifier. The asymmetricity of (pk, sk) is key

to the security of our scheme.

4.3.2 Session Start and Key Generation

After completing user setup, the user has obtained all the building blocks required
to ensure that confidentiality during adversary control can be guaranteed assuming
the user observes the proper life cycle of the data acquisition session. This life
cycle is described in Figure |4.3]

The first step is to generate a session key k. This involves a couple of steps

and is done with the GENERATE function shown in Algorithm [3| First the user
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Generate new @ Czather data @
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symmetric ke;@ —» | Store encrypted| = & |

\_/ . Authentication
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Recover keys |
Figure 4.3: The user starts a new session by generating a new symmetric key according
to Algorithm [3] The key is used to encrypt data as it is generated and the session is

locked when the key is deleted. A new session can be started by creating a new key, or
the user can recover locked sessions to regain access to locked data.

Algorithm 3 Session key generation

1: function GENERATE(pk, kg)

2: generate storage key k
3: store ENC,,(ENCy,, (K)), and h(k)
4: return £

5. end function

generates the actual session key k. The public key pk from the backend along with
the masking key kg are then used to create an encrypted backup of k that the user
cannot access without the assistance of the backend, since it is encrypted with pk.
This allows the user to delete k& at any time in order to protect the access to the
data. The user also stores a hash of the key to be used for verification in case the

session key ever needs to be recovered from the backend.

4.3.3 Data Acquisition and Encryption

Now the user can start acquiring data (text, photos, etc.). It needs to be ensured
that all data is encrypted with k. This is conceptually straightforward although
there are some pitfalls if this is done on a mobile device.

Some mobile operating systems will cache images when they are taken, in order

to improve the user experience when switching between applications. This is true
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Algorithm 4 Session lock for active session (with key k)

1: function LOCK()
2: Secure delete session key k
3: end function

to some extent for both Android and iOS and will need to be considered if every
photo is sensitive. We discuss this in more detail in Section 4.5

There is no practical limit on the length of a single session. The user can keep
using the same session key k for as long as needed, but if there is ever a situation
where the phone might be seized, e.g., going though a roadside checkpoint, or crossing

an international border, the user can lock the session to make the data inaccessible.

4.3.4 Session Lock

Given that the data itself is already encrypted, and the user has already stored
an encrypted version of k for data recovery, to lock a session all the user has to
do is delete k as shown in Algorithm []

Once the session key k has been securely deleted, the data is not accessible
to anyone, including the user. It is a key feature that the user cannot recover
the data by themselves, because if they could, then they would be vulnerable
to the request to unlock by Ar.

This works regardless of whether the adversary is aware of the technical details
of Nakula, but a technically literate adversary plays to the user’s advantage in
practice, since they will understand that there is nothing the user can do, and
therefore there is no point in continuing any interrogation.

We should note that if the user knows the data, e.g., they might remember a
picture they took, Nakula does not protect against an adversary trying to extract
such information from the user themselves. But at least the actual data in physical
form, along with the possible intricate details, is beyond reach.

Note that the user may initiate session lock multiple times with the same public
key pk (although with different session keys k;), as shown in Figure This allows

the user to lock the session if there is any chance at all it might be needed, for
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example before going to bed in an unsecured hotel room. We denote by C_"pk the
list of ciphertexts under the public key pk, that is, @pk = {c,, Cpy, - }-
To summarise, after session lock is completed 7 times, the user has stored on

the device the following fragments, which we consider public information:

1. EJNC;{;1 (datal), RN ENC]% (datai)

2. Cpp = {ENC(ENCy, (1)), . . ., ENCpp (ENCy,, (ki) }
3. kg

4. K = {h(ky), h(ks), ... h(k;)}

5. pk

6. kag.

4.3.5 Key and Data Recovery

When A,y is no longer present, the user can initiate key recovery, to recover access
to the session key with the help of the backend. This is done with the Session
Key Recovery Protocol shown in Figure [4.4].

The user chooses a nonce n4 and sends it along with the deletion key pk and a
list of encrypted backup session keys C_"pk to the backend. It is critical that the user
cannot be forced by the adversary to complete this step. We discuss in Chapter
how this might be achieved in practice, but for the purpose of the protocol we
model it as some authenticating information ‘auth’.

The backend, upon receipt of the message from the user, verifies that pk is in
the system, then looks up k4p and sk which corresponds to pk. The backend then
uses kap to verify the MAC, before verifying that f,.m(auth) =1 (see Chapter [3)),
ensuring that the request from the user is genuine. The backend then decrypts épk
with sk and sends this back to the user along with a new deletion key to be
used for the next epoch.

The user verifies the MACy,,, and ny to ensure integrity and freshness and
then computes the set of session keys K = {k;} by decrypting each member

of the list with kr. A new masking key k%, is computed and saved along with

the new deletion key pk’.
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| User | | Backend |

Choose n4

pk, na, C_:pkn ENCkAB(auth), MACkAB

Verify pk

Lookup kg, sk
Verify MAC
Verify f(auth)
KR = DECSk(Cpk)
Generate (pk', sk')

Kr, pk', MAC;,, ,(na, K, pk')

Verify MAC, n 4
Compute K
Generate k,
Store pk’, k,

ENCkAB (nA), MACkAB

>

Delete (pk, sk)

Figure 4.4: Session Key Recovery Protocol. The user supplies the encrypted (and
masked) session key along with suitable authentication material (discussed in detail in
Chapter , and gets back K from which the recovery key can be calculated, as well as
a new public encryption key to use in the next epoch.

Algorithm 5 Data Recovery for key k

1: function RECOVER(kg, pk, ENCy, (k))
2 k = DECy,, (ENCy, (K))

3 data = DEC,(ENCy(data))

4: Delete pk, k, kg

5 return data

6: end function

Finally the user sends a confirmation to the backend that then deletes the now

defunct (pk, sk), and as a final step to recover the data, the user runs Algorithm [j]

4.4 Security Analysis

We make the following assumptions:
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) The certificate authority issuing certificates of each protocol party is honest.
) Once an object is deleted, it is irrecoverable from the medium (secure deletion).
(SS) Every encryption algorithm used is semantically secure.
) The hash function used by each protocol party is preimage-resistant; that is,
given h(m), it is infeasible to find m.
(M) The MAC used by each protocol party is secure.
(N) The probability that an honest party picks the same nonce twice is negligible.
(A) faun(auth) = 1 if and only if auth is provided at will by the legitimate user.

Guarantee 10. At the end of user enrolment, and before adversary control, the

user and backend shares a key only known to them.

Proof. Firstly, the backend is authenticated using TLS (Assumption CA). Given
that the key exchange happen within the same TLS session, confidentiality and
integrity follows. []

Note that the above guarantee only ensures secrecy of kap strictly before
adversary control, as Ay has the capability of full access to the device, in which

they can obtain k,p and is then considered public information.

Guarantee 11. If key recovery is completed successfully, then the backend is certain

that the message coming from the user indeed comes from the user and is fresh.

Proof. For an adversary to claim that they are the user, they need to pass
the backend’s MAC verification. That is, they need to either forge or replay
MAC,,(...,n4). The latter is not possible due to Assumption (N).

Now assume the adversary does not have access to k4g. Then due to Assumption
(M) the adversary also isn’t able to forge MAC.

Now assume the adversary has access to kag. Then the adversary will pass
the backend’s MAC verification. However, due to Assumption (A), we have

fauth(auth) # 1 as this is not requested by the user, and the protocol terminates. [
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Guarantee 12. [f key recovery is completed successfully, and that the adversary
does not compromise the backend during adversary control, then the user is certain
that the reply coming from the backend: (1) is a response to the recent request from

the user, and (2) indeed comes from the backend.

Proof. (1) is immediate from Assumption (N). To break (2), an adversary who
wishes to imitate the backend will have to pass the MAC verification; they can
do this by forgery or replay. The latter is impossible due to Assumption (N). For
the former, if the adversary does not have access to k4p then the adversary cannot
forge MAC due to assumption (M). So now assume the adversary has access to kap
(as this becomes public information after adversary control). In this case, the
adversary does not have access to sk, the private key corresponding to pk. Hence,
except for negligible probability, h(DECkR(DECSk(C_"pk)) + h(K), so the protocol
aborts. O

Guarantee 13. Assuming the backend doesn’t have access to kg, the backend does

not have access to the session keys k used in the user’s device.

Proof. The backend only receives ENC,,(ENCy,, (k)), and due to having access to sk
they can compute ENCy,, (k). As the backend doesn’t have access to kg, the proof

directly follows from (SS). O

Guarantee 14. During adversary control, no-one, including the user, has access

to data unless the backend is compromised strictly during adversary control.

Proof. During adversary control, the data is only stored of the form ENC(data)
(Assumption SD), so to obtain data they require the symmetric encryption key k
(Assumption SS). However, k is only stored in the form of ENC,.(ENCy, (k))
(Assumption SD), and h(k). Given Assumption (H), they cannot obtain k from h(k),
so to obtain k they require both the masking key kr and the secret key sk.

The masking key is present in the user’s device, so the user and the adversary
have access to them. However, sk is only held by the backend. The backend
decrypts ENC,;(ENCy,, (k)) if and only if the user freely requests key recovery, but

this is outside of adversary control. O
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Guarantee 15. After key recovery is completed successfully, Ay will not have

access to data even if they are able to compromise the backend.

Proof. Note that during adversary control, the adversary has access to the fragments
that we consider public information. If key recovery is successfully completed, the
backend has deleted (pk, sk) (Assumption SD) and computes a new (pk’, sk’), so
even if the adversary is able to compromise the backend, they will only have
access to sk’ and DECg (ENCp,(ENC, (K))) # ENCg, (k) except with negligible
probability. O]

We proceed with the main functionality guarantee.

Guarantee 16. If data recovery is completed successfully, then the no-one, other

than the user, is able to gain access to data.

Proof. As described in Algorithm [5] if data recovery is completed successfully, then
key recovery has been completed. The user obtains Kz = DEC,(ENCy (ENC(kg) (ki) =
ENnc(kgr)(k;). Now, the user has access to kg, so the user simply decrypts each
element of the list to obtain the keys k;.

Now, Guarantee [15] states that an adversary will not have access to data, so now
we only need to consider the backend. However, the (honest) backend will only be

able to decrypt using sk if sk was not deleted, contradicting Assumption (SD). O

4.5 Implementation

We implemented Nakula in the form of an Android application on the client-side, as
shown in Figure [.5] which was written using Android Studio [68]. We implemented
the backend as a local web application using Flask [122]. The interaction between
the app and the backend was tested locally using an Google Pixel XL emulator
with Android API 33 on Android Studio.

In our implementation, the user conducts data acquisition from within the
app. Should the user wish to store a certain message, they can enter it in a text

box, along with an optional filename (which will be generated randomly if left
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12:00 i
Nakula

STORE TEXT

LOCK SESSION

RECOVER DATA
SEE ALL SESSIONS

Figure 4.5: A screenshot of our Nakula app, which shows the Ul for an unlocked session.
In this app, the user can collect text information. When pressing “Store Text”, the
message is saved encrypted with a session key under the entered file name (e.g., Item 1).
The user can still load the text until “Lock Session” is pressed, after which the user
then is unable to have access to them. When Ajr is no longer present, the user can
press “Recover Data” to obtain data back, provided that communication is possible and
authentication has been completed.

blank) and stored within a specific folder on the device. Note that the file name
will not be encrypted so the user should carefully choose the filename that will
not reveal the content of the file.

For simplicity, we store these files within the app’s internal storage; this makes
sure that other applications on the device do not have access to these, however
due to the fact that the data will be stored encrypted, in practice, confidentiality
will still be maintained. Note that saving the file in internal storage adds the risk
of data deletion, as data stored within the app’s internal storage is automatically
deleted when if the app is uninstalled.

We note that it is likely that cache of files are stored temporarily on the device

memory, and hence during data lock it is necessary that these are cleared. We
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do not implement these as these are OS-specific.

Key management in Android has developed continuously. The most recent key
management, the Android Keystore (for Android API Level > 18) is designed so that
keys cannot be extracted from the application process. This is rather challenging
for us should we use the Android Keystore to generate and store our session keys, as
we need to perform computations on it, and securely delete the key. In our solution,
we generate the session keys outside of the keystore, and wrap each of them using
an additional encryption key that is managed by Android KeyStore. As we generate
the keys externally, we are able to access the key and compute the encryption with
the masking key, followed by RSA encryption using the backend’s public key. We
don’t specify the details of this in our protocol as it is implementation-specific.

Note that in our implementation, we are storing short text data just as a proof
of concept. However, note that in a full-scale implementation this may include the
storage of any other kind of data: images, videos, short and long text including
passwords. In addition, the instigation of data lock can be changed to any input

method: voice control, gestures, or a specific sequence of actions on the device.

4.6 Conclusion

We proposed Nakula, a mechanism to allow secure data transport against a time-
limited adversary A, with full control over a device and any authentication
secrets, which, among other scenarios, reflects device seizure during a border cross.
We discussed why previous attempts to solve this are insufficient or undesirable,
and Nakula is designed as an alternative that overcomes these limitations. We
highlight that the main goal of Nakula is to allow data confidentiality when the
adversary is present on a device, with the goal being reached without the user
having to lie or deceive Ay, consistent with many legal recommendations of device
seizure situations by government officials. Nakula is appropriate to use in situations
where the user has to transport the data physically, and is useful in cases where
the user is not able to, or does not wish to, transport the data over the internet

(even in encrypted form)—for example, there may be poor internet connectivity
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for a large data transport, or when there is, they do not wish to increase suspicion
by sending a large amount of data over the internet.

To achieve the goal, we introduce the backend: a trusted third party who
holds a secret key not accessible by the user; when the user instigates the system
lock, the symmetric key that is used to encrypt the data is deleted, and only the
backend is able to provide the building blocks necessary for the user to obtain
the symmetric key back, which they will do if some authentication mechanism is
completed by the user when A, is not present.

We discussed the design decisions for our scheme, proposed the protocols
and algorithms within the architecture, and performed a security analysis on
our protocols. We discussed a proof-of-concept implementation and we will discuss

in detail the authentication mechanism in the next chapter.
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5.1 Introduction

In Chapter [4, we’ve suggested that the security of the protocol is dependent
on the assumption that there exists an authentication function f,,, such that
fauth(auth) = 1 if and only if the user with authentication input auth is freely

requesting key recovery when A is not present.

85
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Let us first recap the problem in the context of Nakula. During the Key
Recovery protocol (Chapter , Figure , the user sends to the backend an
(encrypted) input auth to an authentication function f,,n. Once the backend
verifies faun(auth) = 1, the backend replies to the user’s message with the building
blocks required for the user to decrypt the message. Note that the adversary has
full control over the user’s device for a finite amount of time, as well as having
access to the user’s authentication secrets; indeed, the adversary will try to convince
the backend by using the correct inputs to auth that the user is legitimately
initiating the communication.

This chapter discusses the authentication function f,u,. For system designers,
what possible options of f,.n are there in deploying Nakula ecosystem? No
one solution fits all, and there will be restrictions on deployability depending
on the architecture of the deployment: a one-person deployment will have different
requirements than an intermedia media company with thousands of journalists
and offices around the globe.

Though this is a direct follow up from Chapter [4, we note that this system can
be designed as a standalone mechanism for other purposes, where the adversary and
system model are the same, without necessarily focusing on the low-level protocol
or implementations. For continuity, we remain consistent with the terminology we
used in Chapter [} However, at a higher level of abstraction, our mechanisms are
about allowing a third party to make a decision on authorship of a request, against
an adversary with access to authentication secrets and finite-time, full control over
the device. In its very definition, we are creating an authentication environment.

In Section [5.2] we briefly discuss the system and adversary model and introduce
some terminology and assumptions, and discuss the properties that f,., require
and why some previously thought options may be short-sighted. Section [5.3| will
see our main contribution: we propose four high-level authentication mechanisms
that can satisfy our functionality and security goals. In Section we discuss how
the different properties can affect which mechanism a system designer may choose

to deploy, in the context of Nakula. We conclude in Section [5.5]
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5.2 Design

In this section, we discuss the design requirements for f,,p.

5.2.1 System and Adversary Model

The system model in this chapter is similar Section [£.2.3] We consider an honest
and trustworthy user and backend. The user, backend, and the Nakula architecture
may be a part of a larger infrastructure (e.g. a company network). We also recall
the adversaryE] capabilities: it has control over the public networks that the user
operates on, full access to the user’s device for a limited amount of time, including
the ability to clone the device, and access to the user’s authentication secrets
during the period of adversary control.

The user’s goal in this chapter is to authenticate themselves to the backend
outside of adversary control, and the backend’s goal is to grant authentication if
and only if the user is freely requesting it; that is, the user’s device is not within
adversary control. The adversary’s goal is to impersonate the user at any point of
time. Similarly as before, the adversary does not perform an attack on availability.

Indeed, since the adversary has full control over it or its clone, we consider the
user’s device to be untrustworthy, and we want to remove trust away from the
device towards something else that the adversary does not have access to. We
discuss considerations in designing the authentication mechanism: first, on the

protocol level, and second, on a higher architectural level.

5.2.2 Protocol Considerations

As we have previously discussed, a simple username and password authentication
method does not suffice. Our adversary has access to the user authentication
secrets, so the adversary can simply send a request towards to backend using this

information. One may also be tempted to design f,,n based on IP address or

Inote that our notion of Ay is less instinctual to use here, as we are also talking about the
period after adversary control, when the adversary is no longer local to the user. However, we
note that we are still talking about the same adversary—it is intrusive in the sense that they still
have access to the user’s device clone.
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location; that is, the backend will only grant access if the user is in a country
that is added to an allowlist (alternatively, not within a blocklist) on the system
through their IP address should it be predetermined that the adversary is only
present within specific jurisdictions that the user is travelling in; we remind the
reader that the risk considerations for classifying the level of safety for different
jurisdictions, is out of scope for this thesis. However, authentication which relies
purely on the device’s claim of its location is also not desirable, as it is easy to
spoof device location [I76], even for a low-capability adversary.

It is useful to characterise what properties that f,u is required to have. During
adversary control, the adversary has full control of the device, including the ability
to clone it, and can request authentication secrets from the user. In addition, the
adversary can either try and impersonate the user (by forging a request) either
during or after adversary control. From the backend’s perspective, the user’s
genuine device is indistinguishable from the cloned device held by the adversary,
so the security of f,un cannot rely only on the existence of an object on the user’s
device, and/or only the user’s knowledge.

Even though the user’s device and the cloned device look the same to the
backend for both during and after adversary control, there is one main difference
between the two periods: after adversary control, the adversary physically holds
the cloned device, and the user physically holds the genuine device. The physical
presence of the user with the device is a necessary property that we can design
with. Of course, we also want to protect against trivial replayﬂ and machine-in-the-
middle relay attacks in our authentication mechanism, so some sort of timestamp
or freshness guarantee is also necessary.

Using the two necessary properties: physical space and time, we note that this
is not only about where the user is, but also about what the user has access to

and what the adversary does not. Importantly, the user has access to the actual

2we note that a replay attack, though it breaks authentication, does not break confidentiality

of data in the Nakula ecosystem, as once key recovery has been completed, the backend deletes
the corresponding key sk so that they are no longer able to decrypt correctly and provide the
adversary with the right storage key (Chapter 4} Guarantee [15).
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device, while the adversary has access to a cloned device. Lastly, we add that
trust is inherently human. Authentication between two individuals, e.g., a line
manager seeing their colleague in person and having a conversation with them
while being in a safe location showing no signs of duress, is a method that will

outperform any purely digital mechanisms.

5.2.3 Architectural Considerations

So far, we have discussed what the design of f,u, should consider in terms of
the protocol dependencies. However, in designing the full mechanism, there are
more limitations that we should consider. In an imagined world, should the user
and backend have full control of multiple secure satellites, then the user’s location
can be verified securely—however this caters to a small number of infrastructural
demographics, and we wish to provide solutions that can cater to something as

wide-ranging as possible. These are the questions that we can consider:

1. cost: what are the cost limitations of the architecture?

2. scale of architecture: is this mechanism deployed by an individual, or a large
enterprise?” How much physical architecture is owned by the enterprise, and
how globally spread are they?

3. flexibility: does the user require the data straight away after adversary control?
Is the user’s movements after adversary control flexible, by preference or
requirement?

4. adversary confinement: is the adversary confined to a specific (static) geo-

graphical area?

We do not classify based on sensitivity of the data, as the goal of Nakula is
indeed to maintain confidentiality—we assume that the data is of high sensitivity
level, based on the user or enterprise’s own risk assessment, to warrant the use
of this ecosystem.

Given our protocol and architectural considerations, we first consider mechanisms

that rely purely on time, and show why it is impossible to build mechanisms on that.
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5.2.4 On Time-Based Authentication Mechanism

In our earlier work [90], we mentioned that a time delay mechanism is possible.
Indeed, should the mechanism be independent of the user’s location, we allow
flexibility of the user’s movements after adversary control and data can be accessed
from any physical location, if they can manage the risk of not having immediacy of
data access afterwards. At a high level, a time-based authentication mechanism
allows the data to be available back to the user after a certain predetermined
amount of time has passed.

First, we discuss why this property is at all applicable for our ecosystem. Is it
possible, let alone desirable, to consider mechanisms based on these? Though indeed,
under our assumption, A, has a time-limit within adversary control; however we
have not specified this time-limit, and determining what this duration is, is not
straightforward and very much depends on the situation: the United States Customs
and Border Protection policy states that device confiscation should ordinarily
not exceed 5 days, though it can be extended with a supervisor’s approval [51].
The United Kingdom on the other hand, is the only country in Europe that
does not impose time limits on immigration detention at its borders, except for
vulnerable individuals [120]. The duration also varies for detainment by other
law enforcement agencies [I].

Note that an adversary, should they know the duration of the lock period, may
be able to confiscate the device until that period has passed and the decryption
completed, legally or otherwise. For now, for the sake of simplicity, let us assume
that a reasonable duration ¢ can be quantified and that the adversary will not be
able to extend the adversary control period longer than t. We can consider the
use of a cryptographic primitive called timelock puzzles [30, [73, [I31]. In short, this
allows a user to send a message to the future by relying on a mathematical puzzle
that requires time for a computer to work on the puzzle to obtain the solution. We
might be tempted to think: why do we need a trusted backend at all, if we can
simply use a timelock puzzle to encrypt our storage key during data lock, and it’ll

automatically decrypt after a predetermined length of time?
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Of course, the simple answer is that the adversary has access to the puzzle
stored on the user’s device during adversary control. Hence, the adversary is able
to make a copy and solve the puzzle on its own; in addition, the security of timelock
puzzles relies on hardware assumptions: an adversary may have access to better
resources with more computational power than a mobile phone, and be able to solve
the puzzle much quicker than the expected time it takes on the user’s device.

Does this mean that to use a mechanism purely on time, the use of a third
party is necessary? The simple answer is no: the adversary can wait the required
amount of time, and then contact the backend using the cloned credentials. In

the following subsection, we present this.

An attack on an offline time-based protocol

In this section, we present a simple protocol that uses timestamps and hash functions,
presented briefly on our work in [90], and illustrate why this protocol, or any other
protocols relying only on time delay, is not desirableﬂ

First, we add additional information in User Setup (Figure and Data Lock
(Algorithm [4]) to allow some building blocks to be added.

During User Setup, the backend and the user also agree on a t,,;,, where it
denotes the minimum amount of time after data lock for the backend to accept a
key recovery request from the user. In addition, the backend passes on another
secret MAC key k; to the user that is unique for the session tied to pk. At the
end of the user setup, the user and the backend would have shared pk, kg, k¢, tin,
and the user would have generated the masking key kg.

During data lock, the user records the current time to the nearest hour ¢,
and stores M = MACy, (t1, ENC,,(ENCy, (k)) and replaces k; with its hash. We
ensure that the current time is recorded by the device, and is recorded within
a MAC that cannot be recreated by an entity other than the backend, as k; is

destroyed in the user’s device immediately after.

3This subsection can also be called an example of growth of a researcher, as something I worked
on for weeks ended up being, quite clearly, impossible.
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Algorithm 6 Session lock for active session (with key k) with current time ¢,

1: function LoCK(t)

2: Store t;,, MACy, (tr, ENCp, (ENCy, (K)))
3: ky = h(ky)

4: Secure delete session key k

5: end function

After adversary control, the user instigates the key recovery by sending (among
other components) auth = t;, MACy, (1, ENC,(ENCy,, (k). Upon receipt, the
backend needs to verify f,un(auth) = 1, and does so using Algorithm . In short,
there are two checks that the backend is doing: (1) whether or not enough time
has passed for the key to be released, and (2) whether or not the message was
created genuinely by the user.

The first check of the time duration is trivial. The second check is through
the use or a MAC, with the following justifications:

1. the use of key update: once a key k; has been used, it is immediately updated
to h(k;) using a preimage-resistant hash function. This way, the key used to
create the MAC no longer exists and this stops the adversary from forging
the MAC.

2. Including the ciphertext ENCp,(ENCy, (k)) within the MAC, to link the
timelock and the storage key k.

3. Store the (hashed) keys in which the user has requested key recovery before-
hand, to prevent replay.

At this point, it seems that the use of MAC and timestamp would provide
authentication. However, it is (now) clear that this method does not work because
of this mechanism relies only on information that lies only within the device. Our
adversary has access to the device, and indeed has the ability to clone the device,

and has all of the building blocks required to succesfully request key recovery:

pk, Cop, ENCy, , (t1, MACy, (t, ENCyi(ENCy, (K))), MACy,,,,
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Algorithm 7 f,,, verification during Key Recovery with current time %.,,

1: function fauth (tcum tmina kta M7 tL)
2 if toyr > toin + tr then

3 for:=0to N do

4: if MAChi(kt)(tL) == M and i g S then
5: store 1 € S

6 return 1

7 else

8 return 0

9: end if
10: end for
11: else
12: return 0
13: end if

14: end function

In addition, the adversary knows %,,;,, and can request key recovery after t,,;,
has passed from t;,. Though indeed, if the user submits key recovery first, then
the adversary will not succeed; however if the adversary is able to submit the
request before the user, then not only does the adversary have access to data,
but this is also an attack on availability as the user no longer will be able to
pass the f,uhn authentication.

As illustrated above, any mechanism that records a timestamp during (offline)
data and uses it as a sole property of authentication does not work, for the simple
reason that the adversary will have a copy of any building block, including the
timestamp. This result holds even if we add a password-based authentication
layer, as the adversary also has access to this information. Hence, we conclude
that the physical property of location is necessary to include in designing an

authentication mechanism.

5.3 Authentication Mechanisms

We proceed with our main contribution in this chapter, where we present four
location-based authentication mechanisms, with time or freshness as another
necessary component to protect against trivial replay attacks. Our options vary

in flexibility and scalability; in Section we detail how system designers can
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better make a decision on the best authentication method based on their risk
factor. Note that we are presenting four authentication methods, we are not

claiming that list is exhaustive.

5.3.1 Security Token

In this subsection, we consider the use of a separate authentication device. The
idea of this mechanism is simple: place an authentication device (sometimes called
security token or security key) in a trusted location where the adversary does not
have access to. The user’s access to this device provides a guarantee that the user
is not within adversary control. Though this will be specific to the architecture,

examples of trusted locations may be:

1. The user’s home or office, if it can be guaranteed that the adversary will not
have access to this space (through a warrant, for example).

2. Kept with a trusted person (e.g. a lawyer, as proposed in [140], a colleague, or
family member), who will only hand back the authentication device when they
meet in person, showing that the user is physically not with the adversary.

3. In a deposit box where there are pre-existing mechanisms in place to ensure
that the user is not compelled by another person to make a withdrawal.

4. Held within the employer’s space, moving the trust and legal responsibility

away from the user to the employer.

Though there are many security protocols and authentication devices in the
market, we assume that the device runs under a FIDO U2F Protocol [I54], which
enables relying parties to offer a cryptographic second factor authentication for the
user. U2F provides protections and detections against man-in-the-middle adversaries,
ingenuine/cloned devices, or malware installed on the user’s device. This is a
standardised authentication protocol used across different authentication devices
and across many industries, and is well-reviewed in terms of its security [93], 123].
Instead of reinventing the wheel, we repurpose mechanisms that are already widely

deployed which will reduce the cost of deployment.
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| Security Key | | User | | Backend |

U2F RegistrationJ usr, pwd

usr, challenge

infoy, . = Tesponse
|

User Setup Protocol

Figure 5.1: Integrating a Security Key (with U2F Protocol) within the User Setup
Protocol.

To integrate this mechanism into the Nakula architecture, the user will need
to register the authentication device during User Setup: before the User Setup
protocol proceeds, the user requests to register an authentication device with the
backend, along with a username and password. The backend will forward the
username, along with a challenge back the the user, which will be forwarded to
the authentication device. After some computations, the authentication device
publishes a response, which the user will include within infoy, , in the User Setup
protocol, and the backend will save the information for verification. This is shown
in Figure [5.1] and further details about the challenge and reponse components
in U2F registration can be found in [I54].

After the user completes user setup, the device is left at the safe location, and
the user can start gathering data, and proceed to Data Lock as stated in [4]

After adversary control, when the user wishes to obtain back data, they have to
first proceed to the key recovery protocol, integrated with U2F. The user simply
plugs in the authentication device and request a U2F Authentication protocol to
the backend, using the username and password (usr, pwd) that was registered during
user setup. The backend replies with a challenge, which the user forwards to the

authentication device, obtaining a response. The user sets the response from the
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authentication device as auth, and proceed with the Key Recovery Protocol as

described in [£.4] The full protocol can be seen in Figure [5.2

| Security Key | | User | | Backend |

U2F Authfntication) usr, pwd

challenge

| auth = response
[

Key Recovery Protocol

Figure 5.2: Integrating a Security Key (with U2F Protocol) within the Key Recovery
Protocol.

Upon receiving auth = challenge from the user, the backend verifies that
fautn(auth) = 1 if and only if response is correct according to challenge using the
U2F protocol. Indeed, the security of the authentication mechanism reduces
to the security of U2F.

The drawback of this method is that the user have to physically be in a
predetermined location and is inflexible to users that are mobile; this means that
the user cannot unlock and see the data until after the user is physically in such
a position. This is also insufficient against adversaries that also have the extra
capability of having access to these spaces (e.g., via collusion or through legal means).

Note that the user setup needs to take place physically away from any location
where the adversary may be present, so there is the limitation of location inflexibility
not only during key recovery, but also during user setup. Should the authentication
device be handed to a trusted person, this may give more flexibility in location

both during user setup and key recovery, as the trusted person can be mobile.
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5.3.2 Verification Points

Should the infrastructure consist of one or more physical spaces where the adversary
does not have access to (e.g,. global or regional company offices with a strict
physical access control mechanism) then location flexibility for the user during
key recovery can be increased.

For this section, we assume the existence a verification hub, where there exists
a trusted verifier. The hub can be a part of the same infrastructure as the backend,
with an additional assumption that the communications network between the verifier
and backend are trusted and secure. This is a standard assumption for enterprise
devices connected to each other through an internal network; alternatively for
a smaller setup, the connection can be through a direct wired connection with
guaranteed physical security. Examples of verifiers may be an NFC or RFID reader.
Unfortunately, the use of distance bounding may require additional hardware [60]
should it not be built-in on the device; we assume that the device includes the
right hardware to make the connection/’|

The high level idea is as follows: if the user can prove that they are near a
verifier then they are indeed the user and not the adversary. To prove the property
that the user is ‘near enough’, we utilise distance bounding protocols as part of
the Key Recovery protocol. Once the user is ready to complete Key Recovery, the
user proceeds with their physical access control and enters the verifier’s vicinity
(within the acceptable distance bound) and proceeds to send the public key pk
to the verifier, and starts the distance bounding protocol. The verifier proceeds
with the challenge-response part of the protocol, and when it is verified whether
the user is indeed within the distance bound, the verifier forwards pk,n4 and the
time of verification to the backend. The user immediately proceeds with the Key
Recovery Protocol with auth = n 4, so that the key recovery protocol is tied with

the verification session. This is shown in Figure [5.3|

4Alternatively, we can consider the user to carry a separate device (e.g. an RFID card) to
authenticate themselves to the verifier. Either way, this adds cost.
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| User | | Verifier | | Backend |

| Choose n 4 |

Distance Bounding ProtocolJ
pk,na

pk,na, timey

Key Recovery Protocol

Figure 5.3: Integrating a distance bounding protocol before the Key Recovery Protocol.
For simplicity, we assume that the user and verifier has a shared key, obtained during
user setup.

Of course, there needs to be registration of the user’s device and the verifier
before any distance bounding protocol can take place, to exchange security keys.
This can be done during User Setup, where the backend acts as a key distributor.
We do not specify the specifics, but we simply assume that the user and verifier
share a secret key after User Setup. We also assume the acceptable distance bound
is chosen to be small enough for the adversary to not be able to physically be
within this bound, and is depending on the channel which the distance bounding
protocol takes place (e.g. bluetooth, NFC, or RFID).

Upon verification of f,.n, the backend verifies that n 4 received from the verifier

and the user are the same, and that timey is recent.

Security

Recall that we assume that the adversary doesn’t physically have access to the
verifier’s vicinity. Note that the adversary, who is far away from the verifier, has
cloned the user’s device, and has all of the building blocks from the user’s device,

including the shared key between the device and the verifier. The adversary’s
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goal is to convince the verifier that they are the legitimate user, while not being
outside of the accepted bounds.

Within the distance bounding terminology, the adversary can also be considered
as a dishonest prover, due to the adversary’s access to the device secrets. Indeed, in
the verifier’s eyes, the user’s device and the cloned device are the same—however, the
legitimate device is close, and the cloned device is far. However, we assume that the
adversary isn’t able to modify the user’s device, and in particular, cannot install any
programme in the user’s device; that is, the user’s device remains honest. Hence, we

require our distance bounding mechanism to be secure against the following attacks:

o distance fraud, where the adversary (as a dishonest prover) convinces the
verifier that they are at a different distance than actual, and

o distance hijacking, where the adversary (as a dishonest prover) convinces the
verifier that it is a different distance than it actually is, by exploiting the

user’s device in the verifier’s vicinity.

Note that given our assumption that the adversary does not have access to the
verifier’s vicinity, the adversary is not able to commit impersonation fraud, mafia
fraud, or terrorist fraud attacks, as introduced in Section [2.2.4]

Protocols that may be suitable to use include Hancke and Kuhn [81] and those
derived from it. With distance fraud being a more standard security guarantee
in distance bounding protocols, other proposed protocols that have been tested

against distance hijacking attacks can be found in [I8] [49].

5.3.3 Remote Authentication With Trusted Entity

In this section, we want to consider a high flexibility mechanism for the user that
may be required, or prefer to be, mobile and with potentially changing plans. We
have mentioned that human trust should be preferred. We introduced a mechanism
in Section where a trusted individual (the verifier) carries an authentication
device, and can return the device upon a face-to-face meeting showing the absence of

adversary. We assume that the trusted individual has had a history of trust with the
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[ TLS Handshake ]
TLS Session)
| Choose v
gU
Generate idy
Choose b
Store kgy = (g°)°
idV7 gb
Store idy
Store kpy = (g°)°
idy
P AR
inanuth = IdV
[
[ User Setup Protocol ]

1 1

Figure 5.4: User setup with a trusted verifier. In this protocol, the verifier and backend
agree on a symmetric key kpy and a verifier identification idy. The user obtains idy out
of band and proceeds with the User Setup Protocol with info,,t, = idy .

user: that is, they may have previously met in person and/or exchanged personal or
professional credentials. Indeed, the user can choose their trusted individual based
on how trustworthy the individual is; or if this is through an enterprise setting with
systematic roles, this can be part of the responsibility within the verifier’s role.

Though the trusted individual can also be mobile and provide more flexibility
(compared to leaving the authentication device in a predetermined location), this
still limits immediate data access as such meeting will need to be arranged, and
the physical travel to do so may take time.

In order to be registered as the user’s verifier, the verifier will have to first
register with the backend, so they can agree on a secret key and a verifier identifier
idy. To ensure that the verifer is legitimate, the verifier provides idy, off-band to
the user. We assume that this channel is secure, without adversary access; for

example, it could be through a face-to-face meeting. The user then proceeds with
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| User | | Verifier | | Backend |

E2E video| software) pwd,

[ TLS Handshake

idy, pwd, ||pwd,, timey, MACy,,,,

Key Recovery Protocol

Figure 5.5: Verification using E2EE video software. The user and verifier exchange
one-time-passwords that act as an authentication secret during the user’s Key Recovery
Protocol.

their own User Setup with info,,, = idy,, to tie the verifier with the user. Note
that one user can have multiple verifiers, and one verifier can have multiple users
it can verify for. This is shown in Figure [5.4]

After adversary control, when the user is ready to perform key recovery, the
user connects with the verifier through an end-to-end-encrypted (E2EE) video
software, now commonly available, over the internet. During the video call, the
user provides a one-time-password pwd; to the verifier, and if the verifier is satisfied
that the user is not under adversary control, then they provide another one-time-
password pwd,. As both these agents are trusted, we assume these passwords
are indeed single-use (alternatively, we can consider the use of nonces, but given
the communication channel is through video, specifically explicitly voiced by each
party, a password may be more usable). The verifier then proceeds to send the
following information, through a TLS handshake: idy, pwd, ||pwd,, timey, MACy,, .
The user sends through auth = pwd, ||pwd, during Key Recovery protocol, and
the this is shown in Figure [5.5

The backend performs the following checks during f,u, verification:

1. pk is associated with idy, which has been completed during User Setup.
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2. pwd,||pwd, provided by the verifier matches with auth provided by the user
3. timey is recent
4. MACy,, is correct, proving that the verifier does have access to the shared

key kpy agreed during verifier setup.

We note that the exact protocol can copied without the requirement of an
E2EE video software, to allow a face-to-face authentication, as an alternative

to using a physical token.

Security

We discuss the security of our online video verification mechanism, and sketch the
reasonings behind our design. We assume, due to the nature of the relationship
between the user and the verifier, that there exists a secure out-of-band channel
for user setup (e.g. through an in-person meeting), and that they have previously
exchanged keys for an end-to-end encrypted video communications software; hence,
we assume this channel is also secure even post-compromise. We also do not consider
the possibility of fake videos, using tools such as deepfake or generative AT [105],
where the adversary may be generating a video feed of the user or the verifier which
looks realistic, and can respond cohesively within the communication.

First, in the user and verifier setup, the verifier obtains a symmetric shared key
with the backend, as well as an identifier idy,. The identifier is then ‘linked” with the
user through a secure out-of-band channel with the user. Now, should an adversary
pretend to be a legitimate user or a legitimate verifier, this will be detected during
the out-of-band communication. So based on the out-of-band channel before the
user setup, at the end of the user setup, we assume a (legitimate) user has access
to a legitimate verifier id idy for a verifier V' that they trust.

To start the key recovery protocol, the user and the verifier needs to communicate
over an E2EE video communications platform, which we have assumed to be secure
and hence creates a secure channel. During this communication, the verifier has to be

convinced that the user is not within adversary control—this is not straightforward
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to judge for a human, but there are specific properties that the verifier may look

at, or request the user to show:

1. whether there is any other person in the user’s video background

2. the user’s body language: do they seem relaxed, or in duress?

3. if the video background is consistent with the claimed (or known) location of
the user, e.g. if they are in a timezone or climate where it is supposed to be

sunny and in daylight, then that is expected.

Indeed, we have mentioned that the adversary has access to the user’s authen-
tication secrets. Based on our wording, it remains vague whether or not body
language and very specific actions are considered an authentication secret per se. If
the adversary is able to compel the user to be making the actions, there is a huge
amount of psychological pressure placed on the user to do so, and it equally puts
the verifier at a difficult position to have to pick up inconsistencies in the user’s
body language. Should we only consier law-abiding adversaries, the (il)legality of
an adversary compelling the user into making false statements is not immediate,
and may be classifed under fraud [2]. The security of this authentication method
reduces to the ability of the verifier to distinguish between the user freely requesting
recovery, or doing so under duress; and hence, this is not a method we recommend
for high-risk scenario, or for high security requirement.

Should the verifier accept the verification, they orally exchange one-time-
passwords pwd; and pwd,, chosen by the user and verifier respectively. This
will act as a one-time shared secret which each party passes on to the backend.
In addition, the verifier also passes on idy, timey and MACy,, , allowing the
backend to look up the verifier’s idy as well as correlating pk, while ensuring
integrity and freshness of the request.

We note that this method opens up the possibility of threat of harm by the

adversary towards the user, which might not be suitable in some cases of deployment.
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5.3.4 Dedicated Servers

Lastly, we may wish to design a mechanism that provides a high level of flexibility for
the user, where similarly as above, the user does not have to plan to be in a specific
location in order to perform key recovery. For example, in the situation where the
user is travelling through a country that is considered high-risk, then the adversary
may only be considered within the bounds of their jurisdiction; that is, we want to
show that the user is no longer inside the high-risk country where the adversary
is, while also having control over the public communications channels. Note that
this assumes a static adversary location coverage. While aiming for flexibility, we
also want to design an mechanism with high scalability and guaranteed availability,
and to do that we can utilise existing communications infrastructure.

Firstly, the canonical way of determining one’s location is the use of Global
Positioning System (GPS)F| which uses a network of (at the time of writing) 24
satellites owned by the United States government, and is available free to use in a
wide range of applications. Given existence of this tool, we can be tempted into
designing a system where the device generates its location using GPS, and forwards
it via the internet to the backend. However, GPS positioning scalability come at a
cost: it does not work in an adversarial setting; by default, it is unencrypted and
unauthenticated. Multiple attacks including GPS spoofing, where an adversary
interferes with the GPS signal [I61], resulting in the device thinking that it is
somewhere other than the actual location. Secondly, we note that the triangulation
calculations are done within the device; the device, as a GPS receiver, will estimate
its location based on which four satellites it is in range with, as the satellites operate
on a deterministic path and time. However, in our system model, the adversary has
access to this device during adversary control, and hence the device, who forwards
the location to the backend, cannot be trusted.

Now, as we want to move trust away from the device, we have to involve other

parties in the infrastructure. For companies that are able to dedicate server space

Swithout use of generality, we use GPS, but any other global navigation satellite systems
(GNSS), e.g., Galileo or GLONASS, can be used.
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Measure d,

Backend

Server 3

Measure d3

Figure 5.6: A high level functional overview of an initial design of location verification
using dedicated servers. Each server estimates the distance between it and the user, and
forwards this to the backend. As the backend knows the location of each server and
the distance between each server and the user, the backend can perform triangulation
calculation to estimate the region of possible location of the user.

across a large geographical area, we can utilise the existence of these servers as
our verifiers. The idea is similar to GPS and other location verification systems:
if multiple trusted servers can measure the distance between them and the device
(say, through computing the time between challenge-response messages), then the
user’s location can be estimated using triangulation of the aggregate information.
We show this idea in Figure

We also note that distance bounding mechanisms, though have been introduced
to allow location verification [I50] do not work well over the internet: first, long-
range communications will have larger, less stable timings, and second, in a message
exchange, there are many intermediaries and different possible routes. These
reasons reduce the accuracy of the distance measurement.

Though there has been plenty work in the literature that focuses on measuring

internet distance [52, [70, [IT15], most don’t consider adversarial situations. As
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we were at the starting point in designing a new protocol to satisfy our security
goals, we came across work by Abdou et al. [4] that does exactly this. The
authors propose a mechanism called Client Presence Verification (CPV) where
the use of dedicated servers reachable over the internet can provide verification
of a client’s claim of their presence within a geographical area, using time-delay
measurements between the servers and the user. In addition, CPV is designed to
be adversarial. In our terminology, the adversary (with the actual device during
adversary control, or a cloned device after) may try and claim that they are within
the accepted region, by rejecting timestamp messages, unsynchronise their clocks
or falsifying their timestamp, or forge calculations in their device. For full details
of the protocol, we refer the reader to [4].

Note that an adversary, who has cloned the device, may send the data of the
cloned device to an accepted region (without physically being in the accepted
region, as confinement is already required) and request CPV verification. Hence,
for this method to be secure, we require an additional assumption of Trusted
Platform Module (TPM) use: that is, the request mechanism must be tied with
the keys stored within the device’s TPM.

Hence, an immediate solution for this section is to integrate the CPV mechanism,
with the dedicated servers being the CPV verifier. Instead of what we sketched in
Figure [5.6] the user claims a location [ that they are in, and sends this along with
a nonce n4 and pk to the backend. The backend then looks up the three verifiers
Vi, Vo, V3 in response to the the user’s claim [, so that the they can check whether [
is within the triangle constructed between Vi, Vs, V3 [, Algorithm 1]. If each verifier
approves the claim, they forward pk,n4, and current time timey,. The user then
proceeds with Key Recovery Protocol with auth = n,4. This is shown in Figure [5.7]
The security of this mechanism reduces to the security of the CPV protocol.

Note that the higher the number of verifiers are, the higher the accuracy of the
CPV mechanism. In the experiment performed in the paper, experimental results
show that the CPV can achieve granularity equivalent to an area of a circle with

radius 400km. This area is larger than some countries (e.g. Poland, South Korea)
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Figure 5.7: Integrating the CPV protocol [4] before the Key Recovery Protocol.

and is unlikely to cater verification of border crossing of neighbouring countries,
however be believe that this is of potential when considering adversaries that are

significantly further away than the user’s current location.

5.4 Choosing fiun

In Section [5.2], we discuss architectural considerations that a system designer may
consider when choosing or implementing an authentication mechanism for the Nakula
ecosystem: scale of infrastructure, flexibility, and adversary confinement. In this
section, we discuss each authentication method with respect to those considerations.
We denote by the following: security token (M1), verification point (M2), video
authentication (M3), and dedicated servers (M4). We summarise this in Table [5.1]

but discuss in detail below, and give examples of multiple deployment cases.
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Scale of Architecture

First, we start with following question: what is the scale of architecture that we are
designing for? Is this an single user ecosystem, where an individual wishes to deploy
their own mechanism, or a part of a larger existing architecture? Are we building a
dedicated service where any user is able to sign up, or is this a closed system within
an already existing architecture with their own access control mechanisms?

For an individual deployment, to allow a low cost for the individual, then the
user can consider the use of a security token (M1) or use video authentication
(M3); the latter does not cost, however the user needs to be able to find a trusted
individual who can be reached online, and who is comfortable at making a decision
on whether to approve or reject the request.

For the design of a dedicated Nakula service (many users, public use, single
backend), then this is similar to the case of individual deployment with (M1) and
(M2), as options however with the extra possibility of using dedicated servers
(M4) around the world. In the last case, Nakula here also acts as a location
verification network.

If the system designer wishes to integrate this into a large existing establishment,
with clear identification and access control policies, all mechanisms including using
verification points (M2) are possible. In terms of (M1) or (M3), the organisation
can assign an individual (relative to the user) to act as verifiers; this may include
their line manager, or a dedicated verifier across the organisation (though this
doesn’t seem like a very exciting job description!). Should they choose (M1) with
a static location, the token can be left at a dedicated space for the user that is
access controlled (e.g. their desk), and (M2) can be deployed in the organisation’s
offices, potentially around the world to increase flexibility. Lastly, should the
organisation have global offices, they can use the server space from multiple places
around the world for (M4); alternatively, they can purchase server space from
a third party supplier, which will add cost. Note that the user of M4 is not

appropriate for adversaries with mobility.
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Flexibility Requirement

Now, we discuss flexibility requirements. For maximum flexibility, of being able to
unlock the data at any time or anywhere, (M4) provides the most flexibility, however
this assumes a static adversary control region, and due to the high granularity,
may carry high rejection rate if multiple adversaries over a large adversary control
regions are considered. For (M3), the high location flexibility still holds, however
high time flexibility option only holds with the assumption that the human verifier
is online and able to verify at the time that the user wishes to do so.

If there is the possibility of deploying multiple verifying hubs across different
places, then (M2) provides medium flexibility as the user can choose between
different hubs that hey are able to go to. Method (M1) provides the least flexibility,
as there is only one predetermined space that the user has to access in order to
authenticate themselves, though arguably this provides more security than other

mechanisms due to a smaller attack surface.

Example Uses

Taylor is a journalist for a multinational media company, Waystar. They are
planning a visit to a high-risk country Cordinia and meet potential informants.
However, due to their occupation and recent travel history to other high-risk
countries, Waystar classifies this journey as high-risk, requiring Taylor to use
Nakula in preparation for the possibility that a border agent, as they wish to leave
the country, will wish to search through Taylor’s company phone. Taylor will place
sensitive information within the Nakula app, and lock it before they leave for the
airport at the end of the trip. Waystar prioritises security over flexibility, and
Taylor is required to be located and verified, through their organisation access
control mechanism, within one of the company offices outside of Cordinia before
they can have access to the data again. In this scenario, (M2) is deployed by
Waystar, where verification hubs are located in all of their offices around the world,

building upon an architecture that they already own.
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On the other hand, Blake is a private citizen who carries in his device some
medical data that they may require to show in very specific situations, but do
not wish for anyone to be able to read it without their consent. To have better
control of their data, Blake has registered as a user in the recently deployed Nakula
mobile application, which aims to deploy the service to everyone who wishes to use
it. Blake’s medical data is always locked by default, however in the rare situation
that they consent to their data being shared, they ask their partner as a trusted
verifier to unlock the data, through (M3): the default is to confirm this face-to-face,
but should they be physically far away, they are open to verification over their
favourite end-to-end encrypted video calling.

Lastly, we consider a password management software Mataram. As part of
its commitment to password confidentiality, it wants to develop a new feature for
users travelling across borders which locks some sensitive passwords, and wishes to
implement the Nakula architecture within theirs as an option for their users. They
purchase (secure) servers across the world for their mechanism, to allow for (M3)
to take place during key recovery. Before data lock, the user can choose a blocklist
of regions; if the request seems to be coming from there, then the backend rejects
this request. As a backup, the user is able to perform data lock using a physical

token as well, which they are instructed to leave at a trusted place.

5.5 Conclusion

In this chapter, we presented four high-level methods of authentication f,.n as
described in Chapter [d], where the user, after a period of adversary control where
the adversary has full access to the device and any authentication secrets, wishes
to authenticate themselves and showing that they are no longer within adversary
control. We discussed why both time and location together are necessary properties
for the user to verify during authentication. Our four mechanisms are based on
the user of a security token, verification points, dedicated servers, and through
human verification (remote or otherwise). We presented how system designers can

consider different factors when deciding on authentication methods we proposed,
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based on scale of architecture and flexibility requirements, and provide two example
cases. Indeed, the user of dedicated servers provide the most flexibility at a cost of
maintaining multiple server spaces, and high false negatives. The use of physical
tokens provide the least flexibility, however is straightforward to use and has less

attack surface. We will discuss potential future work in Chapter [7]



Related Work

In this section, we summarise work primarily, but not exclusively in, the academic
literature related to our thesis. We focus on four separate sections: strong(er)
adversary models and the security against them, undetectable communications,
coercion attacks (including plausible deniability and distress signalling), and secure
deletion. Though we do our best in categorising the related work, note that there are
connections between different sections, and we do not claim exclusive containment

of the works listed within each section.

6.1 Strong Adversary Models

Some work has been done exploring the topics of more ‘unconventional” attack
capabilities. Zhao [I78] addresses these threats — including crowd-sourcing, coer-
cion, substantial computational resources, malicious insiders and proposed some
mitigations focusing on hardware security. Levy and Schneier [104] presented
intimate threats, a class of privacy threats arising within intimate relationships,
including families, friendships, romantic partnerships, and caregiving relationships,
and presented design recommendations against these risks.

The term Ul-bound adversary was introduced in [72], where perpetrators of

Intimate Partner Violence (IPV), through knowledge of the survivor’s authentication
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secrets, interacts with the survivor’s system with the same privileges as the survivor,
without any escalation of privilege. This is similar to Agyz and Ay, with minor
differences: we give Agyr an extra capability of application layer data information,
and Ar simply has full device access, and can perform any analysis not usually
available to an average user.

Ahmed-Rengers et al. proposed a game-theoretic model capturing power
dynamics involved in whistleblowing [§], while discussing the issue of hard and soft
power involved. In a similar follow-up work, CoverDrop [9], a secure low-latency
way for initial contact and trust establishment during a whistleblowing process,
was proposed. Within this paper the authors described a strong adversary, both
on the network but also on the infrastructure (e.g. ISPs, cloud providers), as
well as assuming compromised devices.

Some readers might correlate our adversaries to those discussed under endpoint
compromise; in such a case, the adversary would be considered to have full access to
device secrets. On a more theoretical-level, Basin and Cremers [20, 21] considered
the compromise of both session keys and long-term keys of an agent, at multiple
points in the protocol. The authors then presented a framework for analysing
security protocols in the presence of adversaries with a wide range of compromise
capabilities, and presented a hierarchy of protocol security against those compromise.
A local adversary in an IoT system was discussed in [6].

In [I74], the proposed adversary model considers an adversary who is able to
periodically compromise a device. Here, the adversary considers two device states
(compromised and secure), and uses the assumption that the user can manually
revoke the key and generate a new one when a persistent attacker is detected.

When a secret key is obtained by an adversary, there are ways to recover from
such compromise. Forward secrecy [(9] is precisely defined for this — essentially,
being forward secure means that an adversary having access to one secret does not
mean that they have access to future secrets. One method to obtain forward security
is by key ratcheting, that is, regular update to the key; ratcheted encryption in

key exchange was proposed in [28], and further methods to obtain forward security
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include self healing cryptosystems [155] and time-controlled escrow [37]. A survey
of key evolving cryptosystems in the public key setting is described in [71]; this
is an interesting scenario as the public key remains the same, yet the secret key
changes. Post-compromise security [43] is defined to capture that some practically
relevant guarantees can still be achieved after secrets have been compromised. The
notion weak compromise captures the situation when the adversary can temporarily
control the long-term key operations, without actually obtaining the long-term key.
Total compromise captures the situation when the adversary learns the long-term
key. It is shown that some form of post-compromise security can be achieved in
a system that was weakly compromised.

An insider threat [62), 67] model, for example, considers an adversary who has
legitimate, full access to a device. However the goal of such an adversary is usually
to exfiltrate data through a monitored and controlled network, usually over a covert
channel. This is slightly similar to the goal of the user under Agy; as this involves
someone (the adversary in the insider threat scenario) to discreetly send data
without the knowledge of the network controller. However, an insider threat model,
if detected, can usually be mitigated by removing the adversary’s access—for the
adversaries in our paper, this is not necessarily an obvious, or even possible, task.

Given we consider adversaries that may have a high degree of control of the
network, this might seem similar to a censorship resistance system (well reviewed
in |I00, [165]), where a user wishes to exchange communication with a receiver
through a communication channel controlled by a censor who actively attempts
to prevent this communication. Censors may have a set of distinguishers which
takes in network traffic to be analysed and outputs ‘accepted’ traffic flows. This is
similar to our scenario in Chapter [3] where the adversary wishes to distinguish a
distress communication from a normal communication on the network, as we assume
communications may take place. However, our adversaries have the additional
capability due to their locality to the user.

We summarise these adversaries in Table [6.1]
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6.2 Undetectable Communications

The Prisoner’s Problem was introduced by Simmons in 1984 [148], which illustrates
the scenario in which two prisoners can only communicate through a warden. The
warden, in today’s world, is an active attacker — they can read all the messages,
as well as modify any message before handing it from the sender to the receiver,
including stopping the message to be transferred at all. The two prisoners need
to create a subliminal channel, to be able to communicate their secrets within the
restrictions imposed. Simmons further discussed subliminal channels in digital
signature schemes [149], and in fact, virtually all signature schemes would have
the necessary requirements for a subliminal channel to exist.

The prisoner’s problem has sparked the beginning of many research areas — for
example, kleptography, the study of stealing information securely and subliminally,
was introduced, which would later lead into the constructions of the Dual EC-DRBG,
and instigates discussions of cryptographic backdoors. Of more interest to our
thesis, the prisoner’s problem also allowed covert channels as a research area, as
well as steganography — the embedding of a secret message in a cover message —
was developed. While confidentiality in cryptography is about making messages
unreadable to an unauthorised party, steganography on the other hand, hides the
existence of the message entirely. However, it was argued that a “perfectly secure'
steganography, as an analogy to the one-time pad, is impossible [14].

In [74], the authors show that it is possible to implement covert channels —both
storage and timing-based— in Android platforms which may lead to undetected
document leakage. Covert channels within internet protocols have previously
been explored in many ways, including in Google Analytic web cookies in HTTP
protocol [86], network time protocols [12], IPv6 [106], as well as through cache [I11].
The use of the TLS randomness as a covert channel has been used in [27, [77), 172],
and a review of covert channels over https is presented in [102].

The notion of undetectable communication specifically for the case of Online
Social Networks (OSNs) was explored in [24], where formal definitions are introduced.

In [25], the authors proposed a system to allow users to exchange data over existing
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web-based sharing platform, while maintaining confidentiality as well as hiding from
a casual observer that an exchange of confidential data is taking place.

The scenario of an insider threat wanting to covertly send information as well
as someone circumventing censorship are usually achieved by a scheme which
ensures stealth. There are numerous steganographic ways in which this can be
done. In [103], the authors presented a censorship circumvention system that
leverages steganography to hide information in VoIP communication — similar to our
scheme in Chapter [3] their method is undetectable while maintaining the statistical
property in the object information is embedded in.

For steganographic or censorship resistance purposes, there are several work
looking into encryption functions that have pseudorandom ciphertexts, both in
the private-key setting [84] and public-key setting [168]. In [29], the authors
proposed a method to encode elliptic curve points indistinguishable from uniform
random strings, which would assist elliptic curve cryptography to be suitable as
a censorship circumvention tool. These schemes are extremely useful, given that
they provide an IND$-CPA encryption method which we can use in Chapter [3]
However, these work only provide that the output strings look random, but doesn’t
focus on the specific size constraint.

A subliminal or covert channel have been considered to be an “abuse" in
cryptography [57], as the cryptosystem is able to be used for a different purpose
than for which it is originally intended. There is further work in creating abuse-
free cryptosystems, however we disagree with the terminology, as we have seen
in examples above that covert channels can be created by design, to allow for

(in our opinion) nonnegative actions.

6.3 Coercion Attacks

As we have discussed in Section [4.1.1], coercion attack, sometimes called by the
term rubberhose cryptanalysis is a physical or emotional attack to bypass security,

usually authentication, by threatening or forcing the user to reveal their secrets.
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6.3.1 Distress Signalling

A practical solution to a coercion attack to bypass authentication in a device is the
use of a second authentication secret, which when used when the user is subject to
a ‘coercion attack’, will alert a trusted third-party of the coercion — in other words,
the user is using this covert mechanism to signal distress during an authentication
process. For example, distress cash, a distress PIN mechanism for electronic cash is
proposed in [56], where a tamper-resistant device would store two PINs to activate
the device: one for normal operation, and the other to send a distress message via
a subliminal channel. This, of course, is under the assumption that the attacker
does not have access to transcripts of previous authentication sessions, and as such,
would not be able to distinguish a distress secret from a legitimate secret.

However, a threat model for panic passwords is formalised in [41], which in
addition to Kerckhoff’s principle and the adversary’s observational capabilities, the
adversary is not bound to a single instance of coercion to the user (iteration), and
they can also eliminate any strategy that the user may employ through the order in
which she reveals the passwords she knows (forced randomisation). It is shown that
a scenario in which a user is given only two passwords is susceptible to iteration and
forced-randomisation attacks. Panic passwords have been implemented in real-life
applications, including in home security systems [7].

In [83] the authors presented funkspiel schemes — a method in which, assuming
the ability of the user in altering a hardware secret, can communicate distress after
detecting a break-in attempt, in a way that is undetectable by the adversary. In
this scenario, the two security properties considered are stealth: the inability of the
attacker to determine whether or not the sender has modified their internal state, and
unforgeability: the inability of the attacker create a response that is regarded as valid
by the receiver. The techniques used in this scheme are interesting — a symmetric
funkspiel scheme was proposed, by applying a pseudorandom generator which results
in pseudorandomness, a property in which the unforgeability property rely on.

A further distress signal and detection mechanism for authentication is intro-

duced in [156], for both users and administrators. The authentication server would
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have a duress authentication system, separate to their existing authentication system,
and where multiple administrators are involved, the authentication server will
connect to the monitoring server at every authentication attempt; the monitoring
server is responsible for distinguishing between correct and distress credentials.
This architecture is slightly different than ours, as we rely on the immediate
communication recipient of the user to distinguish between a distress and a normal

communication.

6.3.2 Plausible Deniability

In some encrypted flash drives, when a duress code is entered, the encryption key
will be deleted [I5]. VeraCrypt (previously TrueCrypt), a disk encryption software,
allows “plausible deniability” against an adversary who forces to reveal a password
by using hidden volumes and hidden operating systems, where the password of the
hidden volume is different than the password of the outer volume [167].

Another scheme which allows another form of deniability is the following:
deniable authenticated encryption [127] captures a scenario in which a whistle-
blower discloses confidential information to a journalist. The journalist requires
that the communication is authenticated — that is, the message is indeed from
the whistleblower; however, when the journalist is later coerced to reveal the
whistleblower’s identity, a deniable authenticated encryption scheme will allow the
journalist to arbitrarily create fake messages as if they are from the whistleblower,
hence the whistleblower can always deny their involvement.

In [32], a neuroscience-based defence against coercion attacks was discussed,
using the concept of implicit learning from cognitive psychology: the ‘password’ is
planted to the user over a training period, and will be detected upon authentication;
however, a user cannot explicitly explain what the password is. Though implicit
learning can be considered as part of behavioural biometrics (e.g. walking gait [11],
eye movements [26], skin conductance [80]), it is different in the way that this defence
is trained — further, this approach enables useful properties such as key revocation

as well as the possibility of multiple keys per user, for use on different systems.
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Further interdisciplinary approach against coercion attacks is considered in
[80], in which the user’s emotional status, captured by the measure of their skin
and voice conductance, is incorporated into the process of key generation. It is
assumed that this method is publicly known, as otherwise, this would lead to a
dangerous situation for the user.

Non-repudiation as a security goal directly contrast the notion of deniability, and
many proposals have been made in the past to allow a user to deny that a particular
cryptographic action has been made. For example, deniable encryption [38] was
introduced to mitigate a situation in which the adversary can request — physically or
otherwise — the sender’s secret key k, as well as random choices 7, used in encryption
after the ciphertext ¢ = ENC(m,r) was sent. A deniable encryption algorithm
allows Alice to find a different message m’, as well as new random choices r’ such
that ¢ = ENc(m/,r’) appears the same as the corresponding ciphertext ¢. The
original work however, revealed that this is far from practical as the key length
has to be at least the message length, but this has been improved in recent years
[TOT, 163]. The survey [I77] provides an overview of data confidentiality against
coercive adversaries via deniable encryption.

On the protocol level, another breakthrough in deniability came with the proposal
of Off-the-Record Messaging (OTR) [34] where authorship of a particular message
can no longer be linked to the original sender. The trick to this mechanism is
short-lived session keys, as well as using a MAC key that is shared with the receiver;
with the MAC key later published, the original message can be also signed by the
receiver or anyone else. In addition, session keys that are no longer used are deleted,
allowing forward secrecy, but also deny authorship. Similarly, deniable authenticated
encryption [127] allows the receiver of a particular message to arbitrarily create
fake messages as if they were from the original sender, hence the sender can always
deny their involvement. A recent work [I30] has looked into how humans perceive
these ‘proofs’ on a practical level, through a courtroom situation.

Many attempts at maintaining confidentiality against a coercive adversary

comes hand-in-hand with information hiding, which allows plausible deniability: a
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situation such that there “be no irrefutable evidence concerning a disputed event or
action” [132]. For example, Veracrypt [167], a fork of the discontinued Truecrypt
project [164], is an open source encryption software that comes with the feature
that allows the user to create a hidden operating system whose existence should
be impossible to prove, as it lies within an existing VeraCrypt volume, and any
free space on a VeraCrypt volume is filled with random data when it is created.
In addition, if coerced, the user can input password to the outer volume which
reveals non-sensitive information. Thus, you will not have to decrypt or reveal
the password for the hidden volume.

Hidden volumes are an example of a steganographic file system [I13], a storage
mechanism designed to give the user a very high level of protection against being com-
pelled to disclose its contents. This work is followed by other systems [19} 112, [158].

Other work on authenticating under duress include a distress pin [41], which
includes a threat model of categorisation of coercion, and the Funkspiel scheme [83],
assuming you can alter the hardware of the device.

The methods above are different from Nakula, as we're not trying to deny a
particular action has been taken through ambiguity; or worse, knowingly making
an incorrect statement or entering an authentication secret that doesn’t reflect
the true content of the data they hold.

The idea of using a trusted third party to store an encryption key has been
previously discussed on both an informal and an academic setting [107, [140], as a
response to a capture or a device seizure scenario. In addition, [I75] also uses
an entity that issues a remote wipe command should the user report that a

device is stolen or lost.

6.3.3 Solutions to the Border Crossing Problem

The password manager OnePassword published a feature called Travel Mode [65],
to protect ultra-sensitive data when someone crosses a border. A user can turn on
travel mode in advance of travel, which removes (not hides) some stored passwords

that were marked as sensitive. If they are asked to open their password manager,
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they proceed with authentication as normal but the border agents wouldn’t be able
to tell that there are data that are missing. To recover their removed passwords,
the user can then authenticate themselves and turn off travel mode. Of course,
this doesn’t work with Ay that can request the user to authenticate themselves
and turn off travel mode when the adversary is present.

The idea to ‘forget’ a key for border crossing has been mentioned in [140], and
upon completing the work in Chapters [ and [ we have discovered that the idea
of using Shamir Secret Sharing for border crossing was introduced in a position
paper [17]. Though these ideas are similar to ours, our architectures are distinct,
especially our use of asymmetric cryptography is novel.

Lastly, the concept of using encryption without providing someone the key
to deny access to the information is far from recent [I73] and has been used
maliciously in the form of malware (e.g., [I38]) but in this thesis we use this
technique to our advantage.

A similar work to Chapter 4} BurnBox [166], was published to propose a solution
against compelled access (including, but not limited to, border crossings). The
approach of the BurnBox is similar, where a user ‘revokes’ access to specific files
before an adversary is able to have access to the device. BurnBox also uses a
combination of asymmetric and symmetric encryption similar to ours, where a file
is stored encrypted (with a symmetric key), and revocation is done by encrypting
the key (along with other information) with a public key that a revocation party
has the secret key to.E| BurnBox is designed to also work with cloud storage
systems, and provide security guarantee against passive cloud adversaries, which
is the difference to our work.

However, when looking at the details of the approach, our method is more
protocol-centred, focusing on different sessions that a (public) key can generate and
allows a user to have multiple sessions and lock the data multiple times. Chapter

also discusses in detail how the recovery process can take place, which BurnBox

'From this description, you might be noticing the high similarity to that of our work. Indeed,
we were not aware of this literature as Chapter E| was written and published.
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does not discuss. BurnBox is one step ahead when it comes to filename revocation

and not only file content as we did in Chapter [4]

6.4 Secure Deletion

We note that the adversary model introduced as Ay reduces to what is usually
considered for secure deletion: the goal of A;yr is to recover deleted data objects
after being given access to a physical medium that contained some representation
of the data objects.

In most systems, data is not securely deleted by default. Throughout this thesis,
we assumed ‘deletion’ to mean secure deletion, where data is made irrecoverable
from a physical medium [I28]. There has been many work dedicated to secure
deletion: in [58], it is noted that cryptographic protocols forgetting information is
usually assumed; in turn, they defined and constructed a secure erasable memory
implementation, which turns any storage device into a storage device that can
selectively forget. In [33], the authors uses a block cipher to forget information rather
than protect it. Many other schemes, as well as adversary models of device capture
are discussed in [128]. In [I79], the authors proposed a method to securely delete
data under coercion; this is done through a deletion password, which when entered,
will delete the data through deleting the relevant encryption key stored within the
Trusted Platform Module (TPM), which can be verified through a TPM quote.

6.5 Distance Bounding and Location Verification

Distance bounding was first introduced in [35] as a solution to the mafia fraud attack.
There has been numerous protocols proposed since [81], including one designed for
location verification [I50] by using multiple verifiers, allowing triangulation. The
security of different protocols have been thoroughly analysed [I8], 40, 49].
Measuring distance over the internet (for location estimation or otherwise)
has been studied in a nonadversarial setting [52} [70, 115]. A distance bounding

protocol over the internet with the goal to detect internet hijacking has been
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proposed [16]. Though experiments show promise, they were only conducted within
a ‘small’ geographical region, with servers located in one country and it remains
an open question how their protocol can perform in a larger context; hence, we
utilise the CPV tool in [4].

In [I80], the authors propose a mechanism where colocated devices with bluetooth
connections can enable mutual location proofs and (privately) uploaded to a server.
This is of course a possibility to use in our architecture, however this assumes an

even high scalability of the deployment of Nakula, in terms of the number of users.



Discussion

In this chapter, we present points of discussion throughout this thesis that we
believe warrant more clarification and critical reflection. We start with some
self-reflection as we discuss the limitations of this thesis, before we move toward

future work in this domain.

7.1 Reflections and Limitations

The clear limitation of this research, though is motivated by concrete situations, does
not involve case-studies, interviews, or any collaboration with the groups of users
that the systems are designed for. Other than through informal conversations and
exposing ourself to a diverse set of work within the different domains — both inside
and outside of academia — we note that this research has been completed only within
the Department of Computer Science, and we accept that this is a shortcoming
of our methodology; however, we believe that this work can be a starting point
for discussion and a wider research or implementation where other stakeholders
are, not only consulted, but also contribute to the design — a “relational dynamic”
with the users is necessary [I53].

Our adversary model is a little bit different than the “authenticated but

adversarial” Ul-bound adversary in [104]; it is weaker, in the sense that Aguy
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does not necessarily have access to the device at any point, but stronger as they
are able to obtain application layer data. Indeed, one critique of this model is
that it does not necessarily capture the capabilities of an actual human attacker:
domestic abusers have full device access, and may limit the user from using devices
(see quote from [125] below). We wanted to make an adversary have the strongest
capability possible, while being able to reach our security goal (as we believe, this
is a common approach in computer security); this is another limitation in our
methodology. Similarly as the previous paragraph, future work can build on this,
with conversations with relevant stakeholders.

Though we have abstracted away the motivating situations within the system
design and adversary model to allow for a wider range of applications, we second
that, as [135] stated, protocol design should begin “with the unique needs of the
population the protocol is meant to serve”. Designing a distress signalling mechanism
for survivors of domestic abuse required significantly different specifications from
designing a similar mechanism for whistleblowers or espionage agents. As we have
stated in Chapter [} an authentication mechanism for a multinational company
is not comparable to a personal deployment. We have left many holes in the
chapter as we aim to generalise the problem as far as possible, at the cost of not
being able to address specific issues.

We also mention our positionalityﬂ: the literature in which we have gathered
ideas and information from are concentrated primarily between North America
and western Europe, specifically two countries: the United Kingdom and the
United States; the former due to the residency of the author, and the latter due
to the far-reaching aspect of its politics and media. We did not discuss how these
situations may be different in other countries. An Indonesian government research
on gender-based violence, following Covid-19, states [125]:

“many women and girls in many developing and underdeveloped coun-

tries may not have the capacity or access to mobile phones, computers,
or internet access that would facilitate them in reaching for help through

1 As Lila Abu-Lughod states, “every view is a view from somewhere and every act of speaking
a speaking from somewhere” [5]
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online services in [quarantine times|. Women and girls in many contexts
often have less access than men and boys to the internet or other forms
of technology, consequently impairing their ability to access remote
services. Based on this fact, the issue is even more complex as risks
would be further compounded in the cases of women and girls living
in households affected by [gender-based violence|. Perpetrators would
likely limit the victims’ access to various technology forms.”

Does designing an online distress reporting system make sense at all, if the
demographic it was designed for do not even have access to the means of getting
online? At the same time, we are also aware of situations in other countries where
women use technology to seek help or escape, allowing them an opportunity they
previously did not have [87].

Of course, domestic abuse and coercive control is a pervasive problem around
the world. So are the separate problems of data collection, mass surveillance,
border crossing, immigration and law enforcement. We are far from claiming to
solve any societal problem that have layers of intersectionality. We will never be

able to do that using security protocols.

7.2 Future Work

There are plenty of avenues in which the research in this thesis can be developed
further. First, our approach in Chapter [3| referred to the Ul and enrolment problem
as out of scope from this thesis, even though that is where the possibility of
detection, and hence harm, can occur. We also note that the methods that we
mention for the Ul are specifically visual, or audiovisual — we have not covered
the possibility of use of the system in some stress cases, including to cater those
with visual impairment. An immediate line of work is to present a specification
in the Ul design for a specific population, so that not only the security of the
system can hold, but also the safety of the users. Slupska in [I53] calls from a
move from security by design towards safety by design, especially for vulnerable

groups; any follow-up work should be guided by this.
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In a more cryptographic domain, our work in Chapter |3| relies on a modified
El-Gamal, with a 1-2 ciphertext expansion size. To the best of our knowledge, there
is no public key encryption with pseudorandom ciphertext that is close to being
implementable in our system. Of course, finding such an encryption function (should
it exist) would be another thesis, or a few theses, on its own, but an interesting
area is to use other client-side randomness for communication. Note that this
technique is not only useful in our case, but also as a wider censorship-resistance
tool, as have been noted in [27, I72]. Looking into more recent protocols such
as QUIC would be a good place to start, but objects like headers with many
random-looking element can also be considered.

An interesting avenue of research is to consider the use of secret sharing
mechanisms [145], threshold encryption, or secure multi-party computation, within
the Nakula ecosystem. Indeed, this idea has been explored in [17], when considering
the border crossing situation, but with a slightly different system model. Can we
distribute risk based on distributing trust? Can we increase flexibility for the user
by distributing secrets in as many shares as possible without compromising security?

We presented a high-level security analysis for mechanisms we introduce in
Chapter[5] Further details about the cryptographic interaction between our protocols
and U2F, CVP, or distance bounding can be specified, as devils are usually in the
tiniest details, warranting a full security analysis.

Lastly, we also note that the systems in this thesis relies on trusted third parties:
the DCP and webservers in Chapter [3] as well as the backend and verifiers in
Chapters [4 and [5} To achieve our security guarantees, it is required that they are
trusted. However, we note that these points hold immense responsibility, and the
system can be targeted by other actors. If the DCP holds any personal information,
can they turn adversarial, or be subject to compromise by an adversary? Can this
be monetised by a someone having access to these systems? We note that the
information they hold is of high sensitivity value due to the nature of the system, as

it holds information about a group that is enough in a vulnerable position to require
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a distress signalling mechanism. An interesting future work would implement privacy

mechanisms on these servers so that no one party has access to sensitive information.



Conclusion

This thesis started with answering the following questions: what is an adversary, and
what do we mean by privileged access? We focus on two adversaries, a surveillant
adversary and an intrusive adversary, characterised by their access to some access
to the user’s endpoint secrets, full control control of the communications channels,
locality to the user, and benefitting from an asymmetric power dynamic.

In Chapter [3] we defined a surveillant adversary who has access to the user’s
output device, but also application layer contents of the user’s TLS communications.
We introduced distress signalling as a security goal for the user and formalised
the adversary’s capabilities in a security game where it aims to detect distress
signals. To achieve this, the user utilises participating webservers, who act as to
relay the distress between the user and the trusted third party. The distress is
embedded within an encoding function whose output is then forwarded via the
TLS client nonce towards the webserver. Using TLS and public key encryption
allows for scalability, and we showed that even if the webserver has to decrypt
every TLS communication that arrives, they can do so with minimal overhead. We
performed a full security analysis of the architecture.

Chapter |4 saw us introduce an intrusive adversary, who has full physical access
to the device for a finite amount of time, as well as having access to the user’s

authentication secrets. We designed an architecture to maintain confidentiality
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against such adversary, where the user does not have to lie or hide the information,
by ensuring the user does not have the means to decrypt the necessary building
blocks, as authentication has to depend on physical location that the adversary
does not have access to, and not only a password or biometric that the user has. We
discuss four location-based authentication mechanisms in Chapter [5 and provided
examples of use-cases with varying levels of architecture and security.

We proceeded in discussing related work and where our research lies within the
academic landscape in Chapter [0 We critically discuss our work in Chapter [7]
along with some reflections and limitations, as we point out that collaboration
between different stakeholders is necessary for further research and deployment,

and we discuss future directions that this research can continue on.



Further Cryptographic Building Blocks

A.1 IND$-CPA Encryption Scheme

Let Uy denote the uniform distribution of bitstrings of size k. The well-known
notion of CPA security for public key encryption describes an adversary who,
after providing two messages mg, my, aims to distinguish between ENC,(m) and
ENC,i(my), while having access to pk. Though this is a very useful notion, this
does not imply that each ciphertext is indistinguishable from a randomly chosen
string. To do so, we consider a game which an adversary, after providing a message
m is given either ENCpx(m) or a uniformly chosen string of the same length, as well

as pk. This is formalised in the following experiment, as described in [I68]:

Definition 4. Let IT = (GEN, ENC, DEC) be a public encryption scheme. Consider
the following experiment ExpIND$-CPA, where an adversary A is given access to

an oracle which is either:

o ENC, for (pk,sk) < GEN(1*), in other words, an oracle which, given a
message m, returns ENCp(m).
* $(-) = Ujenc,, ()|, that is, an oracle which returns a uniformly selected output

of the appropriate length.
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The adversary is also given access to pk used by its oracle to answer queries. The

IND$-CPA advantage of A against II is defined as

AdvS™ (A, n) =| Pr [AENCH (ph) = 1]—

(pk,sk)+GEN(17),r+{0,1}*" "

Pr [A(pk) = 1]|.

(pk,sk),r
where A(t, q,1) be the set of adversaries .4 which make g(n) queries to the oracle
totalling at most I(n) bits and run for ¢(n) steps. Then ENC is said to be
indistinguishable from random bits under chosen plaintext attack (IND$-CPA)
if for every probabilistic polynomial-time adversary A,

A CPA <
jlnax {Adv (A n)} < e(n)

for some negligible function e.

The ExpIND$-CPAdescribes a scenario where the adversary is able to submit
one message to the ENC,; oracle. Before we look into the multiple message version
of IND$-CPA, we look at an extension of the CPA experiment, called the LR-oracle
experiment [97, Definition 11.5], which models security when multiple messages

are encrypted using the same public key.

Definition 5. Consider the left or right oracle LR, ; that, on input a pair of equal
length messages mg, m; computes the ciphertext ¢ - ENC,,(m;) and returns c.
The attacker is allowed to query this oracle many times.

Let IT = (GEN, ENC, DEC) be a public key encryption scheme and let A be an

adversary. The LR-oracle experiment PubKEﬁ{ CPA(n):

1. GEN(1™) is run to obtain (pk, sk). A uniform bit b € {0, 1} is chosen.
2. The adversary A is given input pk and oracle access to LR (-, -) and outputs

a bit .

The output of the experiment is defined to be 1 if ¥’ = b and 0 otherwise.
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Now, a public key encryption scheme (GEN, ENC, DEC) is said to have indistin-
guishable multiple encryptions if for all probabilistic polynomial time adversaries

A, there exists a negligible function e such that:
1
Pr[PubKL% % (n) = 1] < 5 ).

We now consider the case where the adversary is able to submit multiple equal-
sized messages my, ..., m, and receives C = ci,...,cq Where C is a distribution
that is either obtained by ENC,(m;) or obtained from Ujgxe,, (m)|- That is, upon
receiving 6, the adversary cannot distinguish whether or not they are receiving
a distribution obtained from ENC using the same public key pk, or a distribution

of random numbers. We capture this in the following game:

Definition 6. Let II = (GEN, ENc, DEC) be a public key encryption scheme. The
indistinguishability against multiple random bits experiment ExpIND$-multCPA 4 (n):

Challenger Adversary
(pk, sk) < GEN(1")
pk
M = (ma,...,myg),
M
Co = (ut,...,uq)
where u; < U‘ENCpk(miﬂ
Ch = (ENCpr(mi)i,
b<r{0,1}
Ch
Guess b € {0,1}
b/

The output of the experiment is defined to be 1 if ¥’ = b, and 0 otherwise. We
define the IND$-multCPAadvantage of A against II to be

AdviPA (A, n) = | Pr[A outputs 1|b = 0] — Pr[A outputs 1]|b = 1]].
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We say that a public key encryption scheme I1 = (GEN, ENC, DEC) is said to
have indistinguishable multiple encryptions from random bits if for all probabilistic

polynomial time adversaries A, there exists a negligible function e such that:

Pr[ExpIND$-multCPA 4 (n) = 1] < - +¢€(n).

The above definition of ExpIND$-multCPA 4;(n) is a natural extension of
ExpINDS$-CPA 4 ;(n), exactly how the PubefH_ “PA(n) experiment in an extension
of PubKiﬁ?(n) experiment. In the CPA sphere, a CPA-secure public key encryption

system automatically guarantees indistinguishability under multiple encryptions:

Theorem 1. If a public key encryption scheme (GEN, ENC, DEC) is CPA-secure,

then it also has indistinguishable multiple encryptions.
Proof. Theorem 11.6 [97]. O

Given the natural extension of CPA security to indistinguishability under
multiple encryptions, we argue that we can extend the IND$-CPA to IND$-mult CPA

in a similar manner. However, the proof for this is outside the scope of this thesis.



Notation and Abbreviations

Ainr intrusive adversary

Asor surveillant adversary

kap symmetric key k between two parties A and B
(pka, ska) | asymmetric keypair for party A with public key pk and secret key sk
ENc(+) encryption function using key k

DEC(+) decryption function using key k

SIGNk(-) | signature function with key k

h(-) hash function

MAC(-) | A MAC function with key &k

na nonce chosen by party A

Zy, the group of integers mod p under multiplication
F, a finite field of ¢ elements

Uy uniform distribution of bitstrings of size &

R chosen from random

Table B.1: Notation used throughout thesis
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List of Abbreviations

AEAD . . . .. Authenticated Encryption with Associated Data
CA .. .. ... Certificate Authority

CCTV ... .. Closed-circuit television

CPA . ... .. Chosen plaintext attack

cpPVv ... ... Client Presence Verification

CDH .. .. .. Computational Diffie-Hellman

pcCcpe . ... .. Distress Coordination Point

DDH . ... .. Decisional Diffie Hellman

DLp . ... .. Discrete Logarithm Problem

E2EE . . . .. End-to-end Encrypted

GNSS . .. .. Global Navigation Satellite System

GPS ... ... Global Positioning System

HTTP . .. .. Hypertext Transfer Protocol

HTTPS . ... Hypertext Transfer Protocol Secure

mps . ... ... Intimate Partner Surveillance

s ....... Internet Service Provider

KDF . ... .. Key Derivation Function

MAC ... .. Message Authentication Code

NIST ... .. National Institute of Standards and Technology
PPT .. .. .. Probabilistic Polynomial Time
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RFID ... .. Radio Frequency Identification
SSL ... ... Secure Socket Layer

™M . ... .. Trusted Platform Module
TLS . ... .. Transport Layer Security
U2F ... ... Universal Second Factor

ur ....... User Interface
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