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Abstract—The task of identifying vulnerabilities is commonly
outsourced to hackers participating in bug bounty programs. As
of July 2019, bug bounty platforms such as HackerOne have over
200 publicly listed programs, with programs listed on HackerOne
being responsible for the discovery of tens of thousands of
vulnerabilities since 2013. We report the results of an empirical
analysis that was undertaken using the data available from two
bug bounty platforms to understand the costs and benefits of bug
bounty programs both to participants and to organisations. We
consider the economics of bug bounty programs, investigating
the costs and benefits to those running such programs and the
hackers that participate in finding vulnerabilities. We find that
the average cost of operating a bug bounty program for a year is
now less than the cost of hiring two additional software engineers.

Index Terms—Bug bounty programs, vulnerability disclosure,
software security

I. INTRODUCTION

An increasingly popular approach to identifying vulnerabil-
ities in software is to offer rewards to security researchers that
are external to an organisation (‘hackers’) to find and disclose
vulnerabilities [1]. This approach is now seeing adoption in
areas such as e-voting systems, government systems and self-
driving cars [2]-[4].

As an example. the Swiss government launched a program
offering €132,000 for hackers to find vulnerabilities in an e-
voting system. Rewards of up to €44,000 were made available
to hackers who discovered undetectable ways of manipulating
votes [2]. As another example, the US Department of Defense
(DoD) launched the ‘Hack the Pentagon’ pilot program in
April 2016, with the aim of assessing the benefit of opening
up vulnerability discovery to hackers. Within six hours 138
vulnerabilities were found and reported [5]. The success of the
program has led to the DoD introducing a new vulnerability
disclosure policy, opening up new domains to hackers [3],
[6]. There have also been suggestions for US government
departments to participate in searches for vulnerabilities in
open-source projects [7].

The formal exchange of information in this context is
typically facilitated by a bug bounty platform. The number
of new bug bounty programs available on platforms such
as HackerOne' has increased year-on-year since 2013 [8],
with 50 new organisations launching a program in 2018. This
increase is illustrated in Table I.

As of January 2019, the top 25 companies using HackerOne
have used the platform to obtain reports for over 19,000 vul-
nerabilities, at an average of 0.71 vulnerabilities reported for
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each day the program is run — resulting in $11.9 million being
paid out to hackers for successfully finding vulnerabilities [8].

An empirical study into the use of rewards programs has the
potential for economic analysis to be performed, with a view
to explaining why some companies are increasingly utilising
the global network of security expertise offered by hackers,
instead of hiring additional staff — and whether others should
follow that pattern [9]. These questions drive this contribution.

In order to give appropriate consideration both to related
work and to our questions of interest, we first need to
establish appropriate criteria. One such criterion is the cost
of employment of a software engineer, which we calculate as
follows.

The average salary for a London-based software engineer is
£41,700 [10], which is equivalent to $51,708 (exchange rate £1
to $1.24, as of 17" of July 2019). Of course, the hiring process
has additional initial costs when new staff are employed —
Blatter et al. estimated the cost of hiring new skilled workers
to be equivalent to 10-17 weeks salary [11]. This puts the
total cost of hiring an additional software engineer between
$61,652 and $68,613 for the first year. Therefore, an average
value of $65,133 will be used to represent the cost of hiring
an additional software engineer throughout this paper.

II. BACKGROUND AND MOTIVATION
A. Background

Vulnerability management aims to improve the security of a
system through the identification, remediation and mitigation
of software vulnerabilities [12]. The latest version of the
Building Security in Maturity Model (BSIMMD9) identifies the
operation of bug bounty programs (CMVM3.4) as a mature
activity that addresses the need for vulnerability manage-
ment [13]. Bug bounty programs are being integrated into
secure software development lifecycle (SDLC) frameworks to
aid security teams in the release and maintenance phases [14].

Many large organisations (including Google, Facebook and
Microsoft) host their own bug bounty and vulnerability re-
wards programs [15]-[17]. Many smaller organisations choose
to use bug bounty platforms such as HackerOne, BugCrowd
and Cobalt to advertise their programs [18]-[20]. HackerOne
offers a range of both free and paid for services to organisa-
tions wishing to run a bug bounty program. Free hosting allows
organisations to advertise their program to hackers, with only
a 5% surcharge on any bounty payouts. Monetisation of the
platform comes in the form of live-support and the operation of
a fully managed program — allowing for organisations without
experience to benefit from the operation of a bug bounty



TABLE I
NUMBER OF NEW PROGRAMS ON HACKERONE FROM 2013 TO 2019

Year New programs
2013-2014 11
2014-2015 26
2015-2016 33
20162017 37
2017-2018 43
2018-2019 50

program. One benefit offered by platforms is the increased
visibility of programs, allowing for a large number of secu-
rity researchers to search for vulnerabilities [21]. Raymond
argued that increasing the number of people searching for
vulnerabilities is beneficial with regards to minimising the
number of vulnerabilities: “Given enough eyeballs, all bugs
are shallow” [22].

White hat hackers are independent security researchers
that are authorised by an organisation to identify security
vulnerabilities in hardware, software or networks [23]. They
must comply with the ‘rules of engagement’ set out by an
organisation to prevent misuse or intrusion into areas that are
out of scope [24]. Kranenbarg et al. recommend that new
hackers should be taught about the rules around vulnerability
disclosure as to avoid accident misuse [25].

A benefit to these ethical hackers is the lucrative rewards
that can be paid out after being the first to discover and
document a critical vulnerability, with the highest single
payout (at the time of writing) standing at $100,000 [26].
This also legitimises the work of many hackers who might
otherwise sell the vulnerability reports on cybercrime markets
for a similar price [27]. This crowdsourced approach to
security brings together hackers from many backgrounds and
disciplines, resulting in a wide range of approaches to finding
vulnerabilities that might not otherwise be achieved by an
organisation’s security team [28], [29].

B. Related work

Finifter et al. considered the vulnerability reward programs
offered by Google and Mozilla for the Chrome and Fire-
fox web browsers [9]. Vulnerability reports over three years
(2010-2013) were analysed to find the payouts, severity and
frequency at which reports are submitted. Comparing the two
programs shows that Google has fixed three times as many
vulnerabilities identified by hackers than Mozilla. According
to Finifter et al. this is due to a larger number of white hat
hackers (when compared to the Google program) taking part
in the program, as well as a broader reward structure [9].

The daily cost to operate each program is reported as $485
for Google and $658 for Mozilla; over the course of a year,
the total cost is $177,025 ($485 x 365 days) and $240,170
($658 x 365 days). This is broadly comparable to the salary
of three or four additional software engineers, with the current
average salary of a software engineer being $65,133. The
authors argue that it is economically viable to run bug bounty
programs instead of hiring additional researchers. Further work

is recommended by the authors to include economic models
to identify phases during the operation of a program which,
in part, motivates the present contribution.

A similar study by Zhao et al. analyses web vulnerability
reports on the Wooyun and HackerOne bug bounty plat-
forms [30]. Wooyun served as the predominant platform in
China from 2010 until being shut down in 2016 [31]. Analysis
of vulnerability reports is used to determine the number of
white hat hackers participating in the search for vulnerabil-
ities. HackerOne is shown to have a consistent growth of
approximately 75 new hackers each month from 2014 to 2015.
Wooyun received almost 200 hackers each month; however,
as most of the programs do not give rewards, there is little
incentive to participate. An interesting observation is that
over half of all hackers have only submitted one report; the
top 100 have an average of 147 submissions per person.
Basic economic analysis by the authors shows that offering
a monetary reward attracts more hackers than non-monetary
rewards or acknowledgements in a hall of fame.

Unfortunately, [30] does not look into the use of the delayed
full disclosure policy used by Wooyun. This controversial pol-
icy can be used to force an organisation to fix vulnerabilities
more quickly. However, the policy creates conflict between
organisations and hackers, which is one of the contributing
factors that led to the shutdown of Wooyun in 2016, with
several members being arrested [32].

C. Motivation

Since the 2015 study by Zhao et al. [30], the number of
programs available on HackerOne has almost tripled from
82 to 212 [18]. In the last two years, an additional 2289
rewarded reports have been disclosed on the Chromium bug
tracker — up from 501 in the years 2010 to 2013 [9], [33].
This significant increase in publicly available data gives strong
motivation to verify the hypotheses presented in the previous
two studies. For the oldest programs on HackerOne, six years
of disclosure data is available. A temporal study can be
conducted investigating the frequency and severity of reports
over time. This allows for the long term impact of operating
a bug bounty program to be assessed and compared to the
impact of hiring additional security researchers.

The creation of new economic models for bug bounty pro-
grams has the potential to be useful to organisations wanting to
set up a new program or maintain an existing one. Such models
could be used to determine the optimal rewards structure over
the lifetime of a program to attract the largest number of
hackers.

The question Is it beneficial for a company to make use of
bug bounty programs, instead of hiring additional software
engineers? is addressed at least in part by answering the
following subsidiary questions:

1) What is the expected cost per year of operating a bug
bounty program, and what results can be expected?

2) What is the expected benefit per year?

3) How does the program activity vary across its lifetime?



4) Does the promise of higher bounty payouts result in an
increased number of vulnerabilities being reported?

The motivation for Question 1 is to quantify the cost to
an organisation of running a program. This running cost can
be directly compared to the average cost of hiring a software
engineer (which, as discussed, we have estimated at $65,133).
If companies are to make use of bug bounty programs, the
cost of operating a program should be less than the cost of
hiring security researchers, while yielding a similar number
of vulnerabilities found per year. The benefit of operating a
bug bounty program is explored in Question 2. Question 3
considers the long-term effect of operating a program. Under-
standing how the rate of vulnerability discovery changes over
time allows for the long-term costs of operating a program
to be estimated. Finally, Question 4 considers the program
rewards structure and the effect this has on hacker productivity.
A company will want to keep the operating costs low and
the rate of vulnerability discovery high. Investigating the link
between bounty payouts and rate of vulnerability discovery
allows for an optimal rewards structure to be proposed.

ITI. DATA

HackerOne and BugCrowd were chosen because of the large
quantity of publicly available data on their platforms. They
are also the two most searched for bug bounty platforms [34].
Synack also provides a platform that is growing in popularity;
however, there is currently no public data provided [35].

The lack of publicly available data and poor transparency
in many programs is an issue that inevitably limits current
research [36], [37]. Increased transparency may benefit both
hackers and organisations wishing to learn about uncommon
vulnerabilities that might be found [38].

For HackerOne, all of the program data available on the di-
rectory was collected. The data for each program was: program
launch date, number of reports resolved, minimum bounty, and
the average bounty. The Hacktivity section provides informa-
tion on the latest reports submitted. Each entry contains the
username of the hacker that submitted the report and the time
of submission. Additional information is sometimes displayed,
which includes: a description of the vulnerability, severity
level, and the bounty awarded. Every entry in this section was
collected.

The leaderboard provides information on the top 100 hack-
ers: reputation is used as a measured of number of valid reports
submitted, signal is the average reputation per report, and
impact is the average reputation per bounty. This information
was collected for user analysis.

Program data was also collected from BugCrowd; this
information was not as extensive as the HackerOne directory.
For each program, the number of vulnerabilities discovered
and the average payout was collected. BugCrowd provides
detailed user performance statistics for each hacker. This data
was collected for users with the highest number of points in
a program’s Hall of Fame.

All data was collected from December 2018 to January
2019. A summary of all data collected is shown in Table II.

TABLE II
SUMMARY OF INFORMATION COLLECTED FROM HACKERONE AND
BUGCROWD
HackerOne  BugCrowd
Programs 212 99
Reports 5,832 Not available
User data 100 92
Cost per day of running a programme
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Fig. 1. Histogram of the cost per day to operate a bug bounty program.

IV. RESULTS

This section presents results that help answer the questions
introduced in Section II-C. Results pertaining to Question 1 are
presented in Sections IV-A and I'V-B. Questions 2 and 3 are ex-
plored in Sections IV-C and IV-D respectively. The remaining
subsections give consideration to additional interesting data
collected from HackerOne and BugCrowd.

A. What is the expected cost per year of operating a bug
bounty program?

The total cost to run each program is given on HackerOne’s
directory. Taking this figure and dividing it by the total number
of days since the program was launched gives the average daily
running cost for each program.

The average daily cost of operating a bug bounty program
is $230, with a 95% confidence interval (CI) of [$126, $334].
This gives an average yearly cost of $83,950 ($230 x 365
days). This is more than the $65,133 required to hire each
additional software engineer.

The daily cost of operating each program is displayed in
Figure 1. This shows that a large proportion of programs have
an operating cost of $250 per day or less. There are several
outliers found on HackerOne; we consider these below.

o PayPal launched a program in August of 2018 and has
paid out over $700,000 to date. The high operating cost
of $3,766 per day is due to the large number of critical
vulnerabilities reported; these pay out up to $23,000 each.

o The newest available program was Postmates, and within
one week after launch they had already spent $26,124 to
find 75 vulnerabilities. The daily cost was $3,732; this



TABLE III
CONVERSION FROM CVSS 3.0 SCORE TO SEVERITY RATING.

Severity  Critical High Medium Low None
Score 10.0-9.0 89-7.0 6940 3.9-0.1 0.0
TABLE IV

SEVERITY OF THE MOST RECENT 3,000 DISCLOSED REPORTS ON
HACKERONE, ALONG WITH AVERAGE PAYOUTS.

Severity ~ Proportion (%)  Average cost ($) 95% CI

Critical 8.5 7,924 [$3,324, $12,524]
High 19.6 2,610 [$2,046, $3,174]
Medium  33.5 786 [$618, $954]
Low 28.8 225 [$177, $272]
None 9.6 0 [$0, $0]

high operating cost is expected to fall as the obvious
vulnerabilities are reported.

o Oath’s program, which was launched in 2014, has cost
almost $1,000,000 per year to run. The daily cost was
$2,730. This is the most active program on HackerOne
with over 5,000 vulnerabilities reported.

Severity ratings are either set by the organisation for each
type of vulnerability (e.g. remote code execution designated
as a critical vulnerability) or calculated by the hacker using
a Common Vulnerability Scoring System (CVSS) score [39].
CVSS scores are calculated using exploitability, impact, tem-
poral and environmental metrics, and represent the overal
impact of a given vulnerability. A typical conversion from a
CVSS 3.0 score to severity rating is shown in Table III [40].

Table IV shows the average payout for a vulnerability of a
given severity, with Figure 2 showing the payout distribution.
Munaiah et al. found that there is a weak correlation between
CVSS score and the bounty payout, with the CVSS score being
more likely to underestimate the actual bounty payout [41].
This is also found in the skewed distribution shown in Figure 2.

As discussed by Finifter et al. [9], certain architectural
decisions can lower the proportion of critical vulnerabilities
present in software — which has the effect of lowering the
operating cost. This is seen when, for example, comparing the
privilege-separated architecture of the Chrome web browser to
the Firefox web browser: the former has a lower proportion
of critical vulnerabilities [9].

The payout distribution for each level of severity is shown
in Figure 2. Critical vulnerabilities have the largest variation
in payouts, ranging from $200 to $200,000 per report.

B. What is the expected benefit per year?

On average, a program can expect 0.429 new valid report
submissions each day and 156 valid reports over the course of
a year. Newly-released programs can expect to see as many
as 20 new valid reports per day. This may be due to hackers
switching to new programs, hoping to find the easy initial
vulnerabilities.

With an average of 156 reports per year, an organisation can
expect 13 critical vulnerabilities to be discovered. The relative
proportion of each severity is shown in Table IV. Critical
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vulnerabilities are the most damaging to the organisation and
often covers unauthorised access, remote code execution and
privilege escalation [42].

C. How does the program activity vary across its lifetime?

Figure 3 shows the cumulative number of reports for six
programs since launch. Over the lifetime of a program, the
rate of vulnerability discovery remains relatively constant
after initial release. Figure 4 shows the cumulative number
of reports for the first 100 days after launch. Four of these
companies (AirBnB, Sony, CoinBase and Paypal) see an initial
high level of reports before the rate of discovery lowers.



Cumulative reports in the first 100 days
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D. Does the promise of higher bounty payouts result in an
increased number of vulnerabilities being reported?

Figure 5 shows the relationship between the average pro-
gram bounty and the number of reports submitted. Linear
regression is used to plot a trendline with an R? value of
0.0527. This suggests that linearly increasing the average
bounty will not result in proportionally more reports. There is
a weak relationship between the average bounty of a program
and the number of reports submitted, which is evidenced by
the low correlation coefficient of 0.02295.

An interesting observation is that many hackers are willing
to work without the promise of monetary rewards. They are
instead motivated by reputation on the website, which is
needed to be invited to private programs. Table IV shows that
9.6% of all reports submitted do not result in a bounty payout.
Algarni et at. found that, among the top users on the site,
monetary rewards are still the primary motivation [43].

E. Available programs and hacker participation

The number of new programs available on HackerOne is
shown in Figure 6.

HackerOne uses reputation to measure the validity of reports
submitted. Users with high reputation submit a large number of
valid reports. Figure 7 shows the distribution of the reputation
for the top 100 users, with these users being responsible
for 40,690 vulnerability submissions out of almost 72,000.
The distribution of reputation and number of vulnerabilities
reported shows that a small number of users submit sig-
nificantly more reports that the average user. The top five
users of HackerOne have submitted a combined total of 7,121
vulnerability reports, 17.5% of vulnerabilities submitted by
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Fig. 6. Number of new programs on the site HackerOne from 2013 to 2018.

the top 100 and almost 10% of all vulnerabilities submitted to
HackerOne.

BugCrowd provides detailed user activity information. It
can be seen that the top 10 hackers have contributed to 118
programs on average.

HackerOne defines a standard response for organisations to
adhere to when responding to hacker-submitted reports. This
includes a limit of five days to respond to a report and 10
days to triage [44]. The distribution of responses meeting the
standards is shown in Figure 8. On average, an organisation
will meet the standard in 97% of responses. However five
organisations meet this target less than 20% of the time.

F. Organisation classification

Analysing the range of businesses that use bug bounty
platforms allows for any bias towards businesses of a certain
size or sector to be identified.

Using the small and medium enterprise (SME) and Large
business definitions [45], each organisation on HackerOne
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and BugCrowd can be categorised into the following sizes
of business: micro, small, medium and large. Data is publicly
available to categorise 142 companies; the results of this are
shown in Figure 9.

From the list of organisations, 193 can be placed into 18 pre-
defined categories. This is shown in Figure 10. The remaining
businesses could not be categorised due to insufficient in-
formation. Software development companies and Opensource
projects account for 41% of programs listed on HackerOne
and BugCrowd.

V. ANALYSIS

This section provides analysis of the results presented in
Section IV.

A. QI: What is the expected cost per year of operating a bug
bounty programs?

With an average annual cost of $83,815, the cost of running
a full-time program is greater than the $65,133 required to hire
an additional software engineer. The running cost is highly
dependent on the success of hackers at finding vulnerabilities,
as well as the rewards structure in place. Oath’s program costs
almost $1,000,000 per year to run, which is, in part, due to
the high payout for critical vulnerabilities found over 31 web
domains and within 21 Android and IOS applications.
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Finifter et al. found the daily operating cost to be $658 and
$485 for Firefox and Chrome [9]. While these are above the
current operating average of $230, they are not outliers in the
current distribution of operating costs.

As the severity of vulnerabilities present in the software
cannot be predicted before the program is launched, the
relative proportion of critical vulnerabilities is unknown. Once
a program has been launched, the rewards structure can be
altered if large numbers of high-severity vulnerabilities are
reported, this can be used to reduce the operating cost.

Zhao et al. gave consideration to the severity distribution



of vulnerabilities on Wooyun [30]. Only 10% of submitted
vulnerabilities were classified as of low severity, compared
to 38.4% of vulnerabilities on HackerOne being classified as
of low or no severity. The general decrease in high severity
vulnerabilities could be in part responsible for lowering the
average operating costs, as the payouts are far less for low
severity vulnerabilities.

Another trend is the increase in payouts for critical and
high severity vulnerabilities. Firefox and Google typically paid
out $3000 and $1000 for vulnerabilities of this severity [9].
The maximum bounty on HackerOne in 2015 was $7,560
by Twitter [30]. The current average payout for a critical
vulnerability is $7,924 with a maximum of $200,000. Having
an above average proportion of critical vulnerabilities can
increase the operating cost significantly.

B. Q2: What is the expected benefit per year?

Finifter et al. found that Firefox and Google received 63
and 167 vulnerability reports respectively per year [9]. These
rates are comparable to current rates seen on HackerOne and
BugCrowd.

Zhao et al. reported that HackerOne saw 400 vulnerability
reports per month in 2015 [30]. This has now increased to
over 2,500 vulnerability reports per month across all programs.
This increase could be due to an increase in the number of
hackers participating in programs. HackerOne now boasts over
200,000 hackers [46].

Newly-released programs can expect an initial spike in
the number of reports submitted as hackers use automated
testing to find vulnerabilities caused by cross-site scripting or
SQL injection. After this initial period, a stable level of 156
vulnerabilities per year can be expected.

As the number of programs available on bug bounty plat-
forms increases, the number of hackers may continue to grow.
This may result in the average number of vulnerabilities found
per year increasing.

Al-Banna et al. found that a major concern of current
program operators was the volume of low quality submissions
received, as well as the associated high cost of processing
them [47]. The use of the standardised reporting forms by
organisations can encourage hackers to produce reports of
higher quality [48].

C. Q3: How does the program activity vary across its lifetime?

After an initial high rate of reported vulnerabilities after
the program is launched, most programs continue on a fairly
constant rate of vulnerability discovery; this was also observed
by Finifter et al. [9]. With an almost constant rate of discovery,
the average cost of operating the program should not be
expected to rise unless the average severity of vulnerabilities
increases.

D. Q4: Does the promise of higher bounty payouts result in
an increased number of vulnerabilities being reported?

There is a weak correlation between the success of a
program and the average bounty payout. Hackers value the

challenge or opportunity to learn almost as much as the bounty
payouts when selecting programs in which to participate [49].
This may explain the success of programs with low or no
bounty payouts. Finifter at al. also found similar results.
Mozilla had a far greater average bounty payouts than Google,
but found much fewer vulnerabilities [30].

The non-linear relationship between number of reports and
average bounty makes it difficult to model the effect of
increasing the average bounty of a program; however, the weak
correlation suggests there is some benefit to increasing the
average bounty.

The average bounty for all programs is $318. This can be
used as a guideline for new programs when setting a rewards
structure.

E. Further observations

1) Available programs: Since the study by Zhao et al. [30],
HackerOne has seen continual growth in the number of pro-
grams available and the number of hackers participating. This
demonstrates the viability of bug bounty programs to provide
benefit to both organisation and hackers.

2) Hacker participation: The participation of hackers on
BugCrowd and HackerOne is very skewed, with the top 100
users contributing a significant proportion of overall reports.
This was also found by Zhao et al. [30], with each hacker in
the top 100 submitting 147 reports on average. The top 100
have now submitted 406 reports on average.

3) Standard response: Organisations meet the standard
response guidelines set out by HackerOne in 97% of responses.
Adhering to these guidelines ensures that hackers receive a
reward promptly and organisations are able to mitigate any
vulnerabilities identified. Large volumes of poor quality or
invalid reports will reduce the effectiveness of a organisation
to meet the standards. A theoretical framework introduced by
Laszka et al. aims to reduce the numbers of these reports [50].

4) Size of organisation: Although small and medium busi-
nesses do not typically have the security resources available to
large organisations, SMEs make up 50% of businesses using
bug bounty platforms (compared to 99.3% of businesses in
the UK [51]). This demonstrates that operating a bug bounty
program may be viable for a business, regardless of size.

5) Type of organisation: As shown in Figure 10, there
is a wide range of sectors currently operating bug bounty
programs. Open-source projects make up 18.1% of listed pro-
grams on bug bounty platforms, with many of these projects
being funded by governments in order to improve the security
of popular open-source software. The success of the European
Commission’s Directorate-General for Informatics (DIGIT)
funded programs has the potential to lead to an increase in
the number of open-source programs [52].

VI. LIMITATIONS

Without quantifying the productivity of software engineers,
the usefulness of comparing the cost of employing additional
software engineers to the cost of operating a bug bounty
program is limited. However organisations will be able to



compare the efficiency of their software engineers with the
results detailed within this paper. The productivity of software
engineers can be measured by the number of vulnerabilities
they find per year, the chance to detect vulnerabilities, or the
average number of vulnerabilities they introduce per line of
code written.

Of course, the previous experience and education of an
employee will influence their effectiveness at finding or pre-
venting the existence of certain types of vulnerability. As such,
we have to be cautious when comparing the ‘average’ software
engineer with the ‘average’ hacker.

In comparison, hackers from all technical backgrounds will
participate in bug bounty programs. The types of vulnerabili-
ties found are not limited to those relating to the skill set of the
software engineers. For organisations with technical skill gaps,
there is an additional benefit to the search for vulnerabilities
via bug bounty programs; however, this is not quantified here.

VII. A RESEARCH AGENDA

We now outline a research agenda for future investigations
into bug bounty programs. Clearly, the research agenda is
driven by the needs of those in managerial positions respon-
sible for decision-making in the area of bug fixing. Further
research areas are identified in Sections VII-A-VII-D.

A. Interviews with organisations

Not all programs currently use a CVSS score to assign a
bounty payout to a given vulnerability. Furthermore, Munaiah
et al. identified that there is a weak correlation between CVSS
score and the bounty payout for a vulnerability [41]. Conduct-
ing interviews with organisations that currently operate bug
bounty programs may provide insight into the process used by
operators to set rewards structures — including how hackers
might be incentivised to search for the often more complex
high and critical severity vulnerabilities.

B. Behavioural study

The study by Zhao et al. proposed a simple method to
classify hackers into three productivity groups: high, medium
and low [30]. Using the hacker data readily available on
BugCrowd, this classification could be extended to find the
current number of high productivity hackers. Tracking this
statistic over time could be used to determine changes in
hackers attitude towards bug bounty programs. Decreasing
numbers of high-productivity hackers might suggest that full-
time participation in programs does not provide adequate
rewards. This concern is raised by Pentland et al. [53].

A preliminary behavioural studied was undertaken by Hu-
nag et al., looking into the number of programs each hacker
would participate in [54]. Expanding upon this work could
reveal if there have been any behavioural changes in recent
years.

Research into the behaviour of hackers might involve ques-
tions such as How does the productivity of hackers change over
time?, How much does each productivity group contribute to
each program?, and Does the change in average payouts affect
the motivation of hackers?

C. Program changes

Over the lifetime of a bug bounty program any changes
to the rewards structure are visible on the program page.
This includes any changes to minimum bounty, total bounty
and top bounty range, as well as any changes to payouts.
In order to build robust economic models, (at least) the
following questions need to be considered: How often do
organisations alter the program rewards structure, and how do
these changes affect the rate of vulnerability discovery?, With
the increasing number of programs available on platforms
such as HackerOne, do organisations need to increase the
payouts in order to attract hackers?, and How do the average
bounties change over time?

D. Correlation of major vulnerabilities

When studying the activity on a bug bounty platform over
time, it may be possible to correlate the disclosure of major
vulnerabilities with an increased rate of vulnerability discovery
and predict the effects of future disclosures. The importance
of being able to model future vulnerability discovery trends
was highlighted by Zhao et al. [55], [56].

The Spectre vulnerability in 2018 might have led to an
increase in the number of remote exploitation vulnerabilities
discovered [57]. This might have resulted in an increased
number of critical vulnerabilities being reported.

The following questions could be the focus of a study
into the correlation of major vulnerability disclosure and bug
bounty activity: Does the disclosure of a major vulnerability
result in an increased number of accepted reports? and Can
previous trends in vulnerability disclosure be used to predicted
future increases in the running costs of bug bounty programs?

VIII. CONCLUSION

This empirical study has looked into the benefits of operat-
ing a bug bounty program, and compared the operating costs
to that of hiring additional software engineers. Analysis of
existing programs has shown that the average cost of operating
a program for a year is now less than the cost of hiring two
additional software engineers.

The rate of vulnerability discovery was investigated over
the lifetime of a program. It was found that hackers are able
to discover vulnerabilities at a fairly constant rate over the
lifetime of a program. Further work is needed to determine the
impact of changing bounty payouts on the rate of discovery.

In conclusion, we would argue that bug bounty programs
can be seen as a valuable complementary technique that can
be deployed in an organisation’s search for vulnerabilities.
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