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The prevalence of neural networks in applications is expanding at an increasing rate. It is becoming
clear that providing robust guarantees on systems that use neural networks is very important,
especially in safety-critical applications. A trained neural network’s sensitivity to adversarial attacks
is one of its greatest shortcomings. To provide robust guarantees, one popular method that has seen
success is to describe and bound the activation functions in the neural network using equality and
inequality constraints. However, there are numerous ways to form these bounds, providing a trade-off
between conservativeness and complexity. We approach the problem from a different perspective,
using sparse polynomial optimisation theory and Positivstellensatz, a key result in real algebraic
geometry. The former exploits the natural cascading structure of the neural network using ideas from
chordal sparsity while the latter tests the emptiness of a semi-algebraic set using algebra, to provide
tight bounds. We show that bounds can be tightened significantly, whilst the computational time
remains reasonable. We compare the solve times of different solvers and show how accuracy can be
improved at the expense of increased computation time. In particular, we show that with the sparse
polynomial framework the solve time and accuracy can be improved over other methods for neural
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network verification, for networks with ReLU, sigmoid and tanh activation functions.
© 2023 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY license

(http://creativecommons.org/licenses/by/4.0/).

1. Introduction

The field of machine learning has seen a huge resurgence
of interest over the past decade. In particular, the development
of Alexnet (Krizhevsky, Sutskever, & Hinton, 2012) and Resnet
(He, Zhang, Ren, & Sun, 2016) showed a step increase in the
capacity of neural networks (NNs) to perform complex tasks that
were once thought to be impossible to compute by machine. The
increase in computational power available and the abundance
of big data, has led to an increase in industrial applications of
NNs and their prevalence is expanding. Examples of these include
but are not limited to image recognition, weather prediction and
natural language processing (Brown, Mann, Ryder, Subbiah, et al.,
2020; Zhang & Ma, 2012).
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With the success of NNs in general application areas, the
transition into safety-critical applications is an important consid-
eration, such as autonomous vehicle technology. However, before
this can be achieved, the research community along with industry
must overcome one of the biggest shortcomings of this new
technology, which is the NN’s sensitivity to adversarial inputs:
large changes in the output set can be caused by relatively small
changes in the input set. There has been a considerable effort
to improve our understanding of NNs and to provide certificates
on such systems. However, there are still significant hurdles to
surmount for their wide-spread use in safety-critical applications.
The NN verification problem aims to provide a confidence mea-
sure of how uncertainty in the input set maps to the output set. In
general, the NN verification problem involves checking whether
the output of the NN will classify the same label given some
perturbation on the input set. However, the term ‘verification’ has
been used to describe the general class of problems that analyse
the input-output properties of NNs.

In the field of control theory, there exists work in the area of
NNs dating back to the 1990s (Miller, Werbos, & Sutton, 1995).
There has been a sparked interest in this area with the emergence
of the parallel field of reinforcement learning: deep reinforce-
ment learning has harnessed the power of NNs to provide a
decision making agent to greatly outperform humans in many
complex tasks, such as the video game Dota 2 and the board game
Go (Silver, Huang, et al., 2016). Bounds to quantify their safety
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have been developed, however are often overly conservative and
do not quantify the performance of the algorithm sufficiently
(Sutton & Barto, 2018). The success of NNs and reinforcement
learning, combined with new advancements in robust control,
motivates work at their intersection. There are many methods
to compute robust guarantees on an NN to verify its proper-
ties. There have been competitions such as VNN-COMP (Miiller,
Brix, et al.,, 2022) to provide an objective comparison between
state-of-the-art methods for NN verification, this was won by
a-B-CROWN (Wang, Zhang, Xu and et al,, 2021). One method
is to use Satisfiability Modulo Theory to quantify the safety of
an NN (Huang, Kwiatkowska, Wang, & Wu, 2017; Katz, Barrett,
Dill, Julian, & Kochenderfer, 2017). Another approach focuses on
finding the Lipschitz constant for the NN (Fazlyab, Robey, Hassani,
Morari, & Pappas, 2019), which can then be used to train the NN
to be robust (Pauli, Koch, Berberich, Kohler, & Allgéwer, 2022).
Lipschitz bounds can be computed in a scalable way; both Latorre,
Rolland, and Cevher (2020) and Chen, Lasserre, Magron, and
Pauwels (2020) use sparse polynomial optimisation to achieve
this.

A common approach to provide robust guarantees on an NN is
to place bounds on the non-linear activation functions (Salman,
Yang, Zhang, Hsieh, & Zhang, 2019): this is the idea that is
used in this paper. Due to the large number of formulations,
and choices of activation functions, there is a sizeable literature
showing this method to be successful, with each result finding
tighter and more efficient bounds on the properties of the NN.
The simplest methods are zero-th order methods such as interval
bound propagation (Gowal, Dvijotham, Stanforth, et al., 2018),
that computes the worst-case scenarios out of each layer in the
network. An abstract interpretation-based approach for NN verifi-
cation is introduced in Singh, Ganvir, Piischel, and Vechev (2019).
Frameworks that provide linear bounds on the activation func-
tions will result in linear programs, which can be solved using
convex optimisation (Bunel, Turkaslan, Torr, Kohli, & Mudigonda,
2018; Ehlers, 2017). Furthermore, researchers have found other
methods to improve the accuracy and scalability of the problem.
A scalable approach that uses this linear programming framework
is DeepSplit that uses an operator splitting method to find the
bounds (Chen, Wong, Kolter and Fazlyab, 2021).

To improve the tightness of the linear relaxations, Raghu-
nathan, Steinhardt, and Liang (2018) introduces semidefinite re-
laxations for the certification of the robustness properties of
NNs, this is built upon in Brown, Schmerling, Azizan, and Pavone
(2022) through completely positive programming. Another
semidefinite approach that provides tight bounds on the NN
is built on the formulation of quadratic constraints (Fazlyab,
Morari, & Pappas, 2020). However, the semidefinite programming
(SDP) approach has the drawback of scaling worse than linear
programs. Newton and Papachristodoulou (2021a) improves the
scalability of this framework by exploiting the sparsity pattern
which is shown to match the intrinsic cascading structure of the
NN. This structure has also been utilised in Batten, Kouvaros,
Lomuscio, and Zheng (2021), where linear cuts are used to relax
the SDP formulation. These SDP approaches have been shown to
analyse the robustness of Monotone Deep Equilibrium Models
(Chen, Lasserre, Magron and Pauwels, 2021).

1.1. Our contribution

Previous work focused on obtaining tighter bounds on the
potential outputs of an NN or improving the scalability of the
optimisation problem. However, these problems have not been
addressed simultaneously. Another important drawback of the
previous literature is that each framework is analysed in isolation,
with most papers focusing on one type of constraint for an indi-
vidual activation function. It is of course important to optimise
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bounds for each activation function to provide the best results.
However, having a unified framework to certify the bounds on the
NN would be useful, so that these methods can be combined to-
gether to give the best possible bounds in all scenarios. We there-
fore look for approaches that both generalise the bounds on the
NN, whilst considering the scalability of solving the optimisation
problem. Our contributions are:

o We formulate the neural network verification problem as
a set of equality and inequality constraints, which results
in a semi-algebraic set. We then use a theorem from real
algebraic geometry called the Positivstellensatz, to certify
the emptiness of this set using algebra.

e We use this algebraic test to find bounds on the neural
network’s output using Sum of Squares and semidefinite
programming methods. By modifying the order of the al-
gebraic condition, we demonstrate how we can trade off
solution accuracy and computational complexity. Selecting
higher order algebraic conditions leads to richer set con-
struction, which generates at least as good - and many times
better - tests and tighter bounds on the neural network’s
output.

e We exploit the ‘natural cascading’ sparsity structure in a
neural network to formulate a structured algebraic condi-
tion, thereby reducing the size of the resulting semidefinite
program. The key idea that underpins this method is a de-
composition theorem that exploits the link between chordal
graphs and positive semidefinite matrices, showing that a
large positive semidefinite constraint can be split up into
smaller positive semidefinite constraints. We analyse the
optimisation framework using theory from sparse polyno-
mial optimisation and show how the variables are separated
into different constraints.

e We implement the optimisation problem and show through
numerous examples that this method improves both the
computational time and accuracy. The examples we show
have a varying number of nodes and layers for ReLU, sigmoid
and tanh activation functions. Previously, neural networks of
this size have not been verified to this degree of accuracy.

In Section 2 we provide an overview of the NN verification
problem and describe how the input-output relationships can
be represented as a series of inequality and equality constraints.
The Positivstellensatz is introduced in Section 3 and then how
it can be used in the NN verification problem is described. The
theory behind sparse polynomial optimisation and the link to
Positivstellensatz is delineated in Section 4. The theory is then
applied to the specific NN verification problem in Section 5. In
Section 6 the results from various experiments are presented
and analysed. The paper is then concluded in Section 7, outlining
plans for future work.

2. Neural network verification

A multi-layer feed-forward neural network (NN) can be de-
scribed as a non-linear function 7 : R™ — R, where n, and n,
is the number of inputs and outputs respectively. Here R" denotes
the n-dimensional real vectors and R™ " denotes the m x n-
dimensional real matrices. Consider the set of all possible inputs
into the NN &7 C R™; the NN will map these inputs to a set of
outputs Y C R:

Y=naU)={yeRY|y=mn(u), uecul.

The NN verification problem asks that the outputs of the NN lie
within a safe region S, given a set of inputs ¢/. Note that there are
no guarantees on the convexity of the S, set; in fact it is likely that
it will be non-convex. It is therefore computationally expensive
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Fig. 1. Diagram showing the neural network verification problem. ¢/ represents
the input set, I represents the output set and Y is the approximation of this
set. The safe set of outputs is denoted as ;.

to check if these outputs lie in a safe set. To overcome this issue
a relaxation can be computed as a conservative approximation of
the set ), denoted Y, and we instead check the condition Y C S,
to verify the NN. A diagram of this setup is shown in Fig. 1.

2.1. Neural network model

We consider a feed-forward fully connected NN 7 : R™ —
R™, with ¢ layers. This can be represented by the set of equations:

XL =u,

v = Wk + b* fork=0,...,¢—1,
=%, fork=0,...,0—1,
w(u) = Wo* + b,

where WK e R™+1*% bk e R™+ are the weights matrix and
biases of the (k 4 1)th layer respectively and u = x° € R™ is
the input into the network. The number of neurons in the kth
layer is denoted by ny; the total number of neurons in the NN is
therefore n = Z,f=1 ng. The non-linear activation function ¢ is
applied element-wise to the v¥ = W*xk + b¥ terms such that

$") = [B(VN). ... plup )T, V" € R™,

where ¢ is the activation function and v}‘ is the pre-activation
value. There are many different types of activation functions such
as ReLU, tanh, sigmoid, GELU, softsign and ELU (Nwankpa, [jomah,
Gachagan, & Marshall, 2018).

2.2. Problem overview

We now describe how constraints on the non-linear activation
functions are created. How these constraints are used subse-
quently to form an optimisation problem to verify an NN is
presented in Section 3. The constraints can be split into three
main categories, by considering the input, output and hidden
layer constraints separately.

We assume that the input constraints are bounded by a hyper-
rectangle defined by &4/ = {u € R™ | u < u < u}. Therefore, the
input constraints can be written as

gl=u-u>0gl=-u+u>0.

To formulate the output constraints, we assume that the safe set
can be represented by the polytope

M
S =)y eRrR" ey —dn <0},

m=1

where ¢, € R"Y and d;;, € R are given parameters of the polytope.
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In the optimisation framework the faces of the polytope are
considered separately, where we attempt to obtain bounds on
the elements d,, to reduce the volume of the polytope. Therefore,
the search for bounds on the safe output set can be split into M
optimisation programs. The output constraints contain a decision
variable that can be minimised in the optimisation program such
that

g = Ym —Cy > 0,

where y,, is the decision variable to be optimised and m denotes
the mth optimisation program. A polytope is a common choice for
the output constraints since it is composed of linear functions,
meaning that the objective of the optimisation problem is also
a linear function. It is also possible to express the output set as
other shapes such as an ellipse using quadratic constraints, but
this often requires the making of some convex approximation.

The hidden layer constraints can be represented by relation-
ships between ¢(v¥) and v¥, which can be expressed through
properties of the activation function. Since the activation func-
tions are applied element-wise to the v* terms, we consider the
relationship between ¢(v;‘) and v}‘ separately. To simplify the
notation, we denote the output of the activation function qﬁ(v}‘)
as ¢, and the input to the activation function v}‘ as x, and drop
the dependence of ¢ on x. These constraints are formed through
many means: popular methods include sector, slope and box
constraints, however there is no limitation of how these can
be expressed. It is also possible to compute a conservative ap-
proximation of the bounds using an efficient pre-processing step
known as interval bound propagation (IBP) (Gowal et al., 2018).
IBP is a zero-th order method, which uses interval arithmetic
to find the minimum and maximum bounds on the activation
function, (¢, ¢) such that

$p—¢>0 —¢p+¢>0. (1)

The pre-activation values from IBP are denoted as (x, x). There are
other efficient methods that can be used in this pre-processing
step such as CROWN (Wang, Zhang et al., 2021) that work for
general activation functions and can provide better results, but
take longer to compute. These box constraints are used in the
optimisation framework and there are many different possible
constraints that can be used and combined with the preprocess-
ing values. A common trait of an activation function is that it is
monotonically increasing—a function that has this property can
often be bounded by a sector constraint.

Definition 1. Consider the non-linear activation function ¢(x)
with ¢(0) = A. A sector constraint states that ¢(x) lies in the
sector [, B] (@ < B < o0) if the following condition holds

(P(x) — (ax + M)N(Bx + 1) — p(x)) = 0, Vx € R.

Note that a sector constraint only considers the relationship
between the activation function’s output and input. We show in
Section 5 that this point is important to preserve the sparsity
property in the algorithm formulation. Another set of bounds
that can be used are known as slope constraints (Fazlyab et al,,
2020), which considers the slope of two activation functions from
different layers. However, they will not be considered in this
paper due to their lack of scalability—as the number of neurons
in the network increases, the number of constraints increases as
(;) Additionally, the constraints will no longer be a function of
two consecutive layers, since the slope constraints consider any
two activation functions in the NN. This will destroy the sparsity
in the algorithm formulation that is presented in Section 5.

We now explain how the sector constraints can be represented
for different activation functions.
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(a) The inequality constraints in (2).
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(b) The equality constraints in (2).

Fig. 2. Plot showing the constraints in (2) that bound the ReLU function (black).
The yellow lines represent the constraints from the IBP values. The red lines
represents the inequality constraints, which bound the green shaded region.
The blue lines represents the quadratic equality constraint. (For interpretation
of the references to colour in this figure legend, the reader is referred to the
web version of this article.)

Example 1 (ReLU Function). ReLU is a commonly used function
and is given by

ReLU(x) = ¢(x) = {0 x=0,

x x>0.

We can gain tight bounds on the RelLU function using two in-
equalities and one equality constraint (Raghunathan et al., 2018)
such that

$=0,¢—x=0, (¢ —x)=0. (2)

The values from the IBP can be used to further tighten these
constraints: if ¢ < 0, then we can replace the first inequality
constraint with an equality constraint such that ¢ = 0. Equiva-
lently if ¢ > 0, we can replace the second inequality constraint
with ¢ — x = 0. These constraints are shown graphically in
Figs. 2(a)-2(b).

Example 2 (Sigmoid and Tanh Functions). The sigmoid function is
given by

1
sig(x) = ¢(x) = m

and it can be bounded by a sector constraint such that
(¢ — 0.5)(0.25x + 0.5 — ¢») > 0. (3)

However, this bound is very conservative as there is a large
uncertainty in the value of the function. As shown in Newton
and Papachristodoulou (2021b) this can be tightened drastically
by using two sector constraints that are carefully positioned as
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(a) Sigmoid Activation Function

(I /R -

0.5
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-0.5 -

(b) Tanh Activation Function

Fig. 3. Two intersecting sector constraints that bound the activation function
(black). The right and left sectors are shown in red and blue respectively.
The green shaded area represents the region defined by the intersecting sector
constraints. The point x;, is a hyper-parameter to be chosen and defines where
the two lines intersect to form the right sector. The same process is repeated
with the left sector with mid point of —x,,,. (For interpretation of the references
to colour in this figure legend, the reader is referred to the web version of this
article.)

in Fig. 3(a). The right sector at an arbitrary point on the sigmoid
curve (Xm, ¢(xm)). The upper line of the sector passes through the
point ¢(x,) and a point that is tangent to the sigmoid curve to
the left of the x,,, point (a,). The gradient of the upper line can be
found with the formula
29 $xm) — (@)
- = p(ar)(1 - ¢lay)) = ————
X lx=a; Xm — 1
which can be solved numerically. The lower line of the sector is
the line passing through the points ¢(x;;) and ¢ and is given by
the equation
Pxm) =@ _ =
yx) = —"——(x—X)+ . (4)
Xm — X
The tanh function is given by
e — X
T
The process of computing the sectors is the same as the sigmoid
function, they are shown visually in Fig. 3(b). Having two sectors
instead of one allows one to capture the point of inflection of the
sigmoid and tanh functions. However, the drawback of this is that
there will be twice the number of inequality constraints which
will make the optimisation problem more expensive.

tanh(x) = ¢(x)

3. Problem formulation

As outlined in the introduction, previous literature used a par-
ticular type of optimisation framework to verify the NN. However,
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when NNs have varying sizes with different activation functions
a more general approach may be more useful. This will not
only make it easier to express and implement the optimisation
problem for an arbitrary NN architecture, but it also allows us
to more freely trade off accuracy with scalability. To achieve this
we use a theorem from real algebraic geometry known as the
Positivstellensatz (Psatz) (Stengle, 1974), that uses an algebraic
condition to test the emptiness of a semi-algebraic set. We now
describe this theorem briefly, and show how it can be applied to
the NN verification problem.

3.1. Positivstellensatz

Consider a semi-algebraic set
S={xeR"|g(x)>0, h(x)=0,
Vi=1,...,p,j=1,....q} (5)
with g;, h; € R[x] polynomials with real coefficients.

Definition 2. A polynomial p(x) is said to be a sum of squares
(SOS) polynomial if it can be expressed as

plx) = > ri(x)
i=1

where r;(x) € R[x]. We denote the set of polynomials that admit
this decomposition by X'[x] and say ‘p(x) is SOS'.

Definition 3. Given fi, ..., f, € R[x], the Multiplicative Monoid
generated by fi's is the set of all finite products of f;’s, including
1 (i.e. the empty product). It is denoted as M(f1, ..., f;).

Definition 4. Given gy, ...
is

, & € R[x], the cone generated by g;’s

cone(gy, ....g) =
p
{SO+ZSiGi|Si€2[X]7 GiEM(gL-Hsgp)} (6)
i=1
Definition 5. Given hy, ..., hy € R[x], the ideal generated by
hy's is
q
ideal{h,, ..., hg} = {thhj It e R[x]}. 7)

j=1

Theorem 1 (Positivstellensatz). Given the semi-algebraic set S in
(5), the following are equivalent:

(1) The set S is empty.
(2) There exist s; € X[x] in (6) and t; € R[x] in (7) such that

cone{gy, ..., g} +idealfhq, ..., hg} = 0.

Theorem 1 links the emptiness of a semi-algebraic set with
an algebraic test. To create a convex test based on this theorem
for computational purposes, one can use a representation of the
function f such that if

q p
f=14) thi+so+ ) s (8)
j i

then f(x) > 0, Vx € S, where s; € X[x] and t; € R[x]. This
follows directly by considering each term on the right hand side
for x € S. This is the formulation that we use in this paper. In our
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case we wish to show that g/, > 0 on S, and therefore we solve

the following optimisation problem:

min  yp,

q b
st —chy+ym— Y Ghi— Y sig e ZIxl, ©)
j i

si € X[x], Vi=1,...,p,
tteR[x]l, Vi=1,...,q,

where hj(x) and g;(x) are the equality and inequality constraints
describing S in (5).

3.2. Sum of squares and semidefinite programming

We now discuss how to solve optimisation problem (9) using
Sum of Squares and semidefinite programming. We require to
index the optimisation variables such that sparsity can be ex-
ploited as described in Section 4. A monomial in x = (xq, ...X,) is
X = xP1xP2 ¥ where the exponent and degree are denoted

1 2 n »

as B =(B1,...,Bn) € N*and || = B1+- - -+ Bn respectively; the
set of n-dimensional integers is denoted by N". We express the
column vector of monomials with only certain exponents as x® =
(xP )pes, where B C N" is the set of exponents that are used in the
monomials. Any polynomial f can be written as f = ) pent fﬂxﬁ
for a set of coefficients fz € R, where Nj = { e N" : |B] < d}
is the set of all n-variate exponents of degree d or less. S" and S}
are the sets of n x n symmetric matrices and positive semidefinite
matrices respectively. Define the summation operation on B as

B+B:={8+y : By B}

A polynomial f is SOS if and only if it can be written in what
is referred to as a Gram matrix representation such that f =
(x®)TQx®. Define the symmetric binary matrix A, € S'® for each
exponent @ € B+ B as

1, B+y =a,
0, otherwise.

[Aa]ﬂ,y = {
We can rewrite the Gram representation as

() = (@ X)) = Y (Q A

a=B+B

Therefore, the following is true
f e ZIx] & 3Q € s} where (Q,A,) =f,, Va € B+B.

This means that checking the SOS condition is equivalent to solv-
ing a semidefinite program (SDP). Parsers such as SOSTOOLS (Pa-
pachristodoulou et al., 2013) in MATLAB or the SumOfSquares.jl
package (Legat, Coey, Deits, Huchette, & Perry, 2017) in Julia can
be used to formulate this SDP.

In the default case the vector x® contains all monomials of
degree up to deg( %f ) and the matrix Q is a fully dense matrix

of size ("}%) x ("17). In (9) if we choose a higher degree for the

multipliers s;, t; etc., we can obtain a series of nested set empti-
ness tests of increasing complexity and non-decreasing accuracy.
However, in a system that possesses a significant level of sparsity
then it is expected that not all of the monomial terms may be
needed. Hence if only a subset of them are included, the size of
the resulting SDP will be reduced; this idea is explored in more
detail in Section 4.

4. Sparse polynomial optimisation

Looking at (9), one of the issues with using the SOS/SDP
framework is that the computational time becomes too large as
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*x ok %k
*x k% *x Kk %
= -
*x Kk %k *x Kk Xk
*x kK %k
>0 > 0

Fig. 4. Shows how a matrix can be represented by a graph and then how a positive semidefinite constraint can be split into smaller positive semidefinite constraints
using the properties of the chordal graph. The edge set of the chordal graph is € = {{1, 2}, {2, 3}, {2, 4}, {3, 4}} and the corresponding cliques are 7; = {1, 2, 3} and

T =1{2,3,4}.

the size of the NN gets bigger. Since NNs in practice have shown
great success when the number of nodes in each layer is large
and when there are numerous layers, it is important to devise
solutions to allow for tractable solve times. However, as shown in
Newton and Papachristodoulou (2021a) (for formulations that do
not use Psatz) it is possible to use the natural cascading structure
of the NN to improve the solve times drastically. This is achieved
by using theory from chordal graphs and the ways in which
they can be used to exploit the sparsity in positive semidefinite
matrices. We now provide an overview of these methods to
present how they can be used with the Psatz framework.

4.1. Chordal graphs and sparse matrix decomposition

A graph G(V, &) is defined as a set of vertices V = {1, 2, ..., n}
and a set of edges £ C Vx V. A chord that lies on the graph G(V, &)
is an edge that joins two non-adjacent nodes in a cycle.

Definition 6 (Kakimura, 2010). A connected undirected graph
G(v, &) is a chordal graph if every cycle of length four or greater
has at least one chord.

A clique ¢ C V is a subgraph such that all the vertices in
the subgraph ¢ form a complete graph. A maximal clique is a
clique that is not a subset of any other clique. Chordal graphs
are useful as they can be decomposed into their maximal cliques
(Vandenberghe & Andersen, 2015). We can relate the sparsity
pattern of a symmetric matrix X to that of an undirected graph
G(v, €) and consider the set

S'(€,0) = {X € S" | Xj = X; = 0if(i, j) ¢ £}

Of interest is whether X € S/} (£, 0) where S (£, 0) := S"(£,0)N
St.
+
Just as a chordal graph can be decomposed into its maximal
cliques, so can a matrix X € S (&, 0). This is shown visually in
Fig. 4.

Theorem 2 (Agler, Helton, McCullough, & Rodman, 1988). Consider
the chordal graph G(v, &) that is made up of maximal cliques

{C1,Ca,...,C}. Then Z € S'(€,0) if and only if there exist Z; €
S‘f"' fork=1,...,t such that
t
Z =Y E.Zkg,
k=1

where |C| is the number of vertices in that clique and

(E ) _ 1, ifclc(i):j
Ck/ij 0, otherwise.

4.2. Sparsity and sum of squares

SOS constraints can also use sparse matrix decomposition due
to their relationship with an underlying SDP. To express the re-
lationship between monomials consider a graph G(B, £) that has
maximal cliques Cq, ..., C; and edge set £ C BxB, which conveys
how the monomials are connected together. The exponent set can
then be written as

AC{B+y : (B.y)e&)

Given this exponent set, the subcone of SOS polynomials that are
supported on A is defined as

Y[A]:={f € ¥ : supp(f) C A}

We can then use the clique-based positive semidefinite decom-
position to express the Gram matrix as

t
Q=) ElZkEc,. whereZ, €S+
k=1
This Q € S, (&, 0) belongs to the cone of sparse SOS polynomials
expressed as

D[A; €1 = 1{f € Z[A] : f = (x")'Qx"},

and it can be shown that X[A; ] < X[A]. The cone can be
converted into an SDP condition such that f € X[A; €] if and
only if

3z, es .z e s,

t
such that y " (Z. E,AuEf,) =fu Vo € B+B.
k=1

There are many types of sparsity that use the structure of A,
such as term and correlative sparsity (Zheng, Fantuzzi, & Pa-
pachristodoulou, 2021). Moreover, there are many different
hierarchies to define the monomial basis that have been pro-
posed. Most notable are Term Sparse SOS (TSSOS), Chordal-TSSOS
(CTSSO0S) and Correlative Sparsity-TSSOS (CS-TSSOS) (Wang, Ma-
gron and Lasserre, 2021; Wang, Magron, Lasserre, & Mai, 2020).

4.3. Extension to semi-algebraic sets

The above methods to construct SOS decompositions by ex-
ploiting sparsity only show global nonnegativity, however in the
NN verification problem we require this theory to be applied to
semi-algebraic sets and establish local nonnegativity. Consider
the semi-algebraic set with m polynomial inequalities such that

S={xeR" : g1(x)>0,...,gn(x)>0}.

Using the Psatz as in (8) it is possible to verify that f € R[x]
is nonnegative on S. Consider a series of exponent sets associ-
ated with each inequality constraint Bo,...,B, < N] where
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w is known as the relaxation order. The Psatz states that f is
nonnegative on S if

f) =) axE*Qx™, Qesl (10)
i=0

The relaxation order w is a parameter to be chosen and the higher
its value the more accurate the solution will be, however it will
increase the size of the SDP. One must be careful not to make w
too large otherwise the problem may become intractable, but not
too small to sacrifice solution accuracy significantly. A common
choice for w is

2w > max{deg(f), deg(g1), .. ., deg(gm)}

such that the exponent set becomes

B; = N"

wj’

1
where w; := @ — fideg(giﬂ~

For global nonnegativity we only need to consider the sparsity
graph of f, however the challenge now is that we must consider
how the sparse polynomial multiplier (x®)TQ;x® interacts with
the corresponding inequality constraint g;. If the B; destroys the
sparsity in (10) then we cannot exploit the sparsity in f or g;.
To proceed to preserve the sparsity pattern, we create what is
referred to as a joint correlative sparsity graph of the polynomials
f,g1,...,8m. This graph has n vertices where an edge between
vertices i and j exists if at least one of the following are true:

Condition 1. The variables x; and x; are multiplied together
inf.

Condition 2. At least one of the g1, ..., gn depends on both
x; and x;, even if these variables are not multiplied together,
(x; and x; simultaneously appear in some g1, ..., gn).

Therefore, the support of g;(x)(x®)"Q;x® must be consistent with
the joint correlative sparsity graph, where each matrix Q; is
the densest possible matrix. The maximal cliques of the joint
correlative sparsity graph are defined to be 71, ..., J;.

5. Sparse neural network constraints

To take advantage of the sparsity in the NN verification prob-
lem, we note that common constraints that are used to bound the
activation functions only contain variables in the current layer
and the previous layer. This means that the constraint matrices
have a very well-defined structure. We show how this sparsity is
translated into SOS constraints and how the cliques are formed
with a simple example.

5.1. Example: Three layer, single node neural network

Consider a single input/output NN with three layers and a
single node in each layer with a ReLU activation function. The
equations for this NN are:

Xo =1U, X1 = ¢(W% +b°), x = p(W'xy +b"),

x3 = p(W2x; + b?), y = W3x3 + b,

For the constraints we use the notation g;; and h;; to represent
the jth inequality and equality constraint respectively in the ith

layer. We set the input to be bounded by [—1, 1], therefore the
input constraints are

801(X0) =X +1>0, go2(x0) =1—% > 0.

For now we will only consider the ReLU activation function in the
hidden layers. We will use the quadratic constraints as outlined

Automatica 157 (2023) 111233

J1 J3
6 elelel o
2 4

Fig. 5. Diagram of a neural network showing how the cliques are formed for
the example in Section 5.1.

®

in (2) such that
x>0, x— (W lx_q +b71) >0,
xi(x — (W% + b~ 1) =0, fori=1,2,3.

If we start with the simplest case and choose the multipliers
tij, Sij to be single variables (w = 0), then the joint correlative
sparsity graph will be a line graph as shown in Fig. 5. This graph
is chordal and has four cliques, which are written as:

SN =101}, B ={1,2}, ;3 =1{2,3}, 7 =1{3,4}.

We now consider what happens when we increase the re-
laxation order and how we can select the correct exponents.
Condition 1 states that an edge between vertices i’ and j is
connected if the variables x; and x; are multiplied together in
f.Since f = g, = ym — c’y is a linear function in the output
variables, condition 1 will never be true and hence no edges
will be constructed from it. Therefore, our attention turns to the
second condition that states a connection exists if at least one of
gij, Vi,j depends on both xy and x; even if these variables are
not multiplied together. So for the connection between x, and x,
the only constraints that depend on these two variables are the
constraints in the first layer i.e. g1, and h; ;. Through condition
2, we can be sure that there is at least one clique J; such that
var(g;;j) € Jk, where var(g;;) C {1, ..., n} is the set of indices of
the variables on which g;; depends. The set of cliques for which
this holds is denoted by

Nij=1{ke(l,...,t} : var(gj) € J}-

Let Q;; be the Gram matrix for the jth constraint in the ith layer.
We now impose that the Q;; matrix is as dense as possible such
that the support of g; j(x)(x%)TQ; ;x%J is consistent with the joint
correlative sparsity graph. The sparsity graph of Q;; is defined to
have the edge set

&= | J ((B.y)eBij x Bij : nnz(B +y) S 7).
keNi

where nnz(B) == {8 € B : B # 0, Vi = 1,...,|B|} (Zheng
et al,, 2021). In this case the only clique where k € Aj; is the
clique corresponding to the layer that represents that layer and
the proceeding layer and hence only overlaps with a single clique
such that

gij ={(B,y) €Bij xByj : nnz(B +y) € In;;}-

Each Q;; will then only be a function of the variables in the ith
and (i — 1)th layer, which matches the cliques. The monomial
vectors for multipliers for relaxation order @ = 2 in the cliques
J1, T2, J3, J4 are

[xo0, X1, 1], [X1, X2, 1], [X2, X3, 1], [X3, X4, 1],

respectively. This simple example has shown how the chordal
structure can be preserved when applying the multipliers, we
now generalise this example to any feed-forward NN to show that
the sparsity still holds.
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Fig. 6. Diagram showing the variables that are contained in a generic clique
J.. The yellow, green and red nodes are the monomials from layer %, the next
layer t = 7 + 1 and overlapping terms respectively. (For interpretation of the
references to colour in this figure legend, the reader is referred to the web
version of this article.)

5.2. General neural network

To proceed from the simple example in Section 5.1, we intro-
duce new notation. g;j x represents the kth inequality constraint
of the jth node in the ith layer, h; has the equivalent meaning
for equality constraints. Each node is now represented by x]'
where i is the layer index and j is the node index in that layer.

For an NN of any size there can be more than one input, hence
there will be 2n,, inputs constraints, which can then be written as:

20j1(x)) =x —u; >0,
gO,j,Z(X](‘)) = —X]Q +u>0,Vj=1,...,n,.

We note that often these constraints are in the form g;x =
gi,j,k(x},x’l‘l, ...,x;;jl ), meaning that each constraint is only a
function of the respective node and all of the variables in the
previous layer. Therefore, the connection between xj'. and xj’f Tis

established due to the g;j x constraint, where j’ is any node in the
(i — 1)th layer. If we follow this argument for all of the nodes
in the network then the joint correlative sparsity graph consists
of all the nodes in each layer being joined to the neighbouring
layers: this is essentially the structure of the NN equations.

The maximal cliques of the NN verification problem consist
of the overlapping layers such that for an NN with ¢ layers, the
verification problem can be split into £ 4+ 1 maximal cliques. This
is similar as in the example case in Section 5.1 but instead there
are multiple nodes in each layer, however this does not greatly
impact the sparsity graph of the multiplier Q;; . The edge set is
given by

ijk ={(B,¥) €Bijk x Bijr : nnz(B +y) C Iy, -

The joint correlative sparsity graph for a general NN is shown
in Figs. 6 and 7. Note that as the number of layers in the NN
increases then so do the number of maximal cliques and hence
the number of positive semidefinite constraints increases. As the
number of nodes in each layer becomes larger then the size of
these positive semidefinite constraints increases.

For the verification of a general NN, the Psatz SOS condition
within the optimisation problem is:

n; Pij

¢
—c;y + Vi — Z Z Z tijkhijk -

i=0 j=1 k=1
nj  4ij

¢
=Y 3" sijugiju is (CS—)TSSOS, (11)

i=0 j=1 k=1
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Fig. 7. Diagram of a general neural network showing how the cliques are
formed. The yellow nodes are the input nodes, the red nodes are the hidden
layers and the green nodes are the output nodes. (For interpretation of the
references to colour in this figure legend, the reader is referred to the web
version of this article.)

S,‘_j_kiSSOS, Vi=0,...,£,j=l,...,n,-, k=1,...,p,;j
tiqj’kER[X], Vi=0,...,¢,j=1,...,n, k:l,...,q,‘.j

where p;j and g;; are the number of equality and inequality con-
straints in the ith layer and jth node respectively. The multipliers
sijk and h;j are determined by (xBiik)TQ; ; xxBis:k using the joint
correlative sparsity graph.

6. Experimental results

Now we examine how our approach performs in experimenta-
tion. There are two main aspects to focus on, the first is how this
method can improve computational time against an increasing
NN size and the second is how the accuracy of the bounds can
be tightened. All experiments were run on a 4-core Intel Xeon
processor @3.50 GHz with 16 GB of RAM. We refer to our method
as ‘NNSparsePsatz’, which is built upon the method ‘NNPsatz’.
We implement our method by using MATLAB to create the NN
parameters, which are randomly generated from a Gaussian dis-
tribution. These parameters are then parsed into Julia where the
semi-algebraic constraint set is constructed. We implement the
optimisation problem with constraint (11) with the CS-TSSOS
hierarchy (Wang et al., 2020) using the TSSOS Julia package
(Magron & Wang, 2021), which constructs the SDP constraints
and parses it to the SDP solver MOSEK (MOSEK, 2021). The code
for all numerical experiments is available at https://github.com/
MNewtonOX/NNSparsePsatz.

To show the trade-off between computational time and accu-
racy that is possible with this approach, we compare the results
when setting the order of the multipliers to second order polyno-
mials against setting them to their minimum level which usually
sets their order to zero. We compare the sparse method with
NNPsatz (Newton & Papachristodoulou, 2021b), the equivalent
method which does not exploit sparsity and is implemented with
SOSTOOLS in MATLAB and also with MOSEK to solve the SDP. For
the experiments with ReLU activation functions, we compare our
method to DeepSDP (Fazlyab et al., 2020) with MOSEK, which
uses an SDP framework without any sparsity. We also compare
our approach to another sparsity exploiting method LayerSDP
(Batten et al.,, 2021), which is the previous best performing SDP
formulation. The main contribution of this work is to show how
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SDP-based NN verification problems can have improved com-
putational time and accuracy. However, we also compare our
method to the state-of-the-art solvers «-8-CROWN (Wang, Zhang
et al,, 2021) and DeepPoly (Singh et al., 2019). In these exper-
iments we consider NNs of less width and greater depth, since
Vardi, Yehudai, and Shamir (2022) showed that depth is more
important than width in the expressive power of NNs. This will
also highlight the benefits of chordal decomposition.

6.1. Scalability comparison

There are two main ways that we can assess the scalability of
the NN verification problem. One approach is to vary the number
of layers in the network and the other is to vary the number of
nodes in each layer.

Consider a single input, single output NN with two nodes
in each layer, we will change the size of the NN by increas-
ing the number of layers. We set the size of the input space
of all examples to be [0.5,1.5]. We show the results for ReLU,
sigmoid and tanh activation functions in Figs. 8(a), 8(b) and 8(c)
respectively. For the ReLU activation function it is shown that the
NNSparsePsatz with minimum order provides significantly better
results when compared with DeepSDP, LayerSDP and NNPsatz.
NNSparsePsatz with second order multipliers also performs sim-
ilarly well to DeepSDP and LayerSDP. When testing a-8-CROWN
we ran into unrecoverable numerical issues when the number
of layers was greater than 400. However, from the experiments
that we were able to test we can see that «-8-CROWN scales
similarly to NNSparsePsatz. For the sigmoid and tanh activation
functions, we see that NNSparsePsatz scales significantly better
than a-B-CROWN and NNPsatz. Note that we have not included
DeepPoly in the scalability comparisons due to its accuracy be-
ing significantly worse than the other methods that are being
analysed.

We now see what happens when we vary the size of each
layer. The number of layers will be fixed to 100 and the number of
nodes in each of these layers will be increased. The methods are
compared for ReLU, sigmoid and tanh functions and are shown
in Figs. 9(a), 9(b) and 9(c) respectively. For the ReLU activation
function, NNSparsePsatz scales better than DeepSDP, LayerSDP
and a-B-CROWN, whereas NNPsatz exceeds the solve time limit
after only two nodes. Similarly in the sigmoid and tanh case, there
is a significant improvement using NNSparsePsatz over NNPsatz.
«o-B-CROWN took over 1000s to solve when there was only one
node in the NN, therefore it is not shown on the graphs.

6.2. Accuracy comparison

Having showed that the CS-TSSOS hierarchy can improve the
scalability of the problem, we now turn our attention to the ac-
curacy. We consider a two input/output NN with various sizes for
the different activation functions. For the ReLU activation function
we use a five layer NN with eight nodes in each layer. It is
shown in Fig. 10(a) that the NNSparsePsatz method with second
order polynomial multipliers greatly improves the tightness of
the bounds on the output set such that they are near optimal.
If we instead used zeroth order multipliers in NNSparsePsatz,
then the accuracy is the same as DeepSDP. Also note that Lay-
erSDP produces the same bounds as DeepSDP. NNSparsePsatz
with second order multipliers is more computationally expensive
than the other approaches, taking 688 s to solve. NNSparsePsatz
with zeroth order multipliers, LayerSDP DeepSDP, «a-8-CROWN
and DeepPoly took 3.3 s, 15.5 s, 3.9 s, 47 s and 0.02 s to solve
respectively. This shows that using higher order multipliers in our
formulations leads to tighter bounds with the trade off of more
computation compared to competitive methods.
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Fig. 8. Comparing the computational time of different approaches for a neural
network with two nodes in each layer and a varying number of layers.

To evaluate what happens when the number of nodes in-
creases, we consider an NN with sigmoid activation functions
with 25 nodes in each layer and five layers. Using second order
multipliers in NNSparsePsatz becomes too computationally ex-
pensive, so we therefore use minimum order multipliers (i.e. con-
stant). This approach is still able to outperform the accuracy of the
state-of-the-art solvers, as shown in Fig. 10(b). The computational
time of NNSparsePsatz was 71.0 s, which is in the same order
of magnitude as «-B8-CROWN (38.9 s) but significantly slower
than DeepPoly (0.05 s), which is known to be conservative but
efficient.

Finally we consider a deeper NN with twelve layers and five
nodes in each layer with tanh activation functions. The solve
times were 462 s, 2.0 s, 208 s, 0.2s for NNSparsePsatz (second
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Fig. 9. Comparing the computational time of different approaches for a neural
network with 100 layers and a varying number of nodes.

order), NNSparsePsatz (minimum order), «-8-CROWN and Deep-
Poly respectively. This computational time is reflected in the out-
put set as shown in Fig. 10(c), demonstrating how NNSparsePsatz
can obtain tighter bounds against existing methods.

7. Conclusion

In this paper, we propose a framework to solve the NN veri-
fication problem, through placing bounds on the non-linear ac-
tivation functions. Using a theory called the Postivstellensatz
we are able to trade-off solution accuracy with computational
time within the optimisation problem. We show that the semi-
algebraic set that is constructed possesses a significant amount
of sparsity and hence the scalability of this method can be im-
proved by using ideas from sparse polynomial optimisation. Most
constraints that are used in problems of this type will exhibit a
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Fig. 10. Comparing the accuracy of different approaches to the true values of
the neural network’s output.

sparsity pattern, which essentially comes from the natural cas-
cading structure of the NN. We then implement the optimisation
framework using the CS-TSSOS hierarchy and show that it both
improves the computation time to solve the resulting SDP against
similar methods and can do so by tightening the bounds on the
NN outputs.

This paper leaves scope for future work, such as using these
ideas in control feedback systems and combining them with no-
tions of stability and other robustness measures. Another way of
improving the scalability of the NN verification problem is to use
NN pruning (Blalock, Ortiz, Frankle, & Guttag, 2020) to reduce the
size of the NN and hence make it more efficient to verify. Related
works in Drummond, Turner, and Duncan (2021) synthesise a
reduced order NN with robustness guarantees. Finally, it would
be interesting to see the performance of the ideas from this paper
when applied to other activation functions, since this is easy
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to do. With a combination of these improvements, NNs can be
verified more effectively in the future.
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