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Abstract

Wireless sensor networks used to have a main role as a monitoring tool
for environmental purposes and animal tracking. This spectrum of ap-
plications, however, has dramatically grown in the past few years. Such
evolution means that what used to be application-specific networks are
now multi application environments, often with federation capabilities.
This shift results in a challenging environment for data privacy, mainly
caused by the broadening of the spectrum of data access points and in-

volved entities.

This thesis first evaluates existing privacy preserving data aggregation
techniques to determine how suitable they are for providing data privacy
in this more elaborate environment. Such evaluation led to the design
of the set difference attack, which explores the fact that they all rely
purely on data aggregation to achieve privacy, which is shown through
simulation not to be suitable to the task. It also indicates that some
form of uncertainty is required in order to mitigate the attack. Another
relevant finding is that the attack can also be effective against standalone

networks, by exploring the node availability factor.

Uncertainty is achieved via the use of differential privacy, which offers a
strong and formal privacy guarantee through data perturbation. In order
to make it suitable to work in a wireless sensor network environment,
which mainly deals with time-series data, two new approaches to address
it have been proposed. These have a contrasting effect when it comes to
utility and privacy levels, offering a flexible balance between privacy and

data utility for sensed entities and data analysts/consumers.

Lastly, this thesis proposes a framework to assist in the design of privacy
preserving data aggregation protocols to suit application needs while at
the same time complying with desired privacy requirements. The frame-

work’s evaluation compares and contrasts several scenarios to demonstrate



the level of flexibility and effectiveness that the designed protocols can

provide.

Overall, this thesis demonstrates that data perturbation can be made
significantly practical through the proposed framework. Although some
problems remain, with further improvements to data correlation methods
and better use of some intrinsic characteristics of such networks, the use of
data perturbation may become a practical and efficient privacy preserving

mechanism for wireless sensor networks.
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Chapter 1

Introduction

Wireless sensor networks used to have a main role as a monitoring tool for environ-
mental purposes and animal tracking. This spectrum of applications, however, has
dramatically grown in the past few years, with solutions being deployed in health
care, monitoring patients with cardiac disease for example, for building monitoring
and in energy saving tools [57, 15, 78]. This growth in the number of new areas can
be attributed to several factors, including the constant cost reductions and increase
in processing power of the equipment required to build such systems.

These factors have shifted the previously extremely resource-constrained data col-
lector (node) to a not so restricted part of the network, potentially allowing the
execution of more complex operations, instead of the simple read-and-transmit mode
of operation. Although this expansion allows constant data collection through dif-
ferent sensors (e.g. motion detectors, thermometers, cameras, accelerometers, GPS
location), it also raises privacy concerns, with the potential of collecting data about
individuals without their knowledge.

Once data is collected, it is frequently sent towards the base station of the network,
where it can then be heavily processed and analysed in order to take further decisions.
The base station acts as the entry point from the external world to the network.
Normally, additional operations occur during the transmission phase, such as in-
network processing and data aggregation. These operations aim to reduce the amount
of data being transmitted, by pre-processing them or aggregating the values received
from other nodes in a single value, therefore reducing the communication overhead.
However, at the same time, if privacy is not addressed, each entity responsible for
relaying the data needs to be considered as trusted.

End-to-end encryption between each node and the base station could eliminate
the risk of intermediate nodes breaching others’ privacy. It still, however, does not

eliminate the problem. When the data reaches the base station and gets stored, again



a high degree of trust is necessary on the handling and use of this data. Several points
of blind trust could be avoided if raw data could be usefully utilised, without leaving
the place where they were initially collected and therefore causing privacy concerns
to the individuals being sensed.

So far, very little research has been done into mechanisms for achieving control
over the propagation and use of sensed data. The main goal rests on how to provide a
viable solution in which, despite the raw data remaining where it was collected, within
the nodes, the existing sensing operations do not suffer due to new restrictions, which
could affect the utility of such networks. In addition to that, it is still necessary
to take into account the ever-decreasing, but still restricted, resource constraints of
nodes and other parts of wireless sensor networks.

In practical terms, wireless sensor networks are engineered with varying degrees of
complexity [85]. These networks can be roughly classified according to their structure,
either as standalone, multi-application or federated multi-application networks.

The simplest wireless sensor networks have tended to be standalone systems run-
ning a bespoke application that defined both the constituent nodes and all other
aspects of the network. In such a deployment, hardware requirements are tailored to
fit the needs of the application in question, with the application exploiting all aspects
of the network. This structure remains common today.

Increasingly, however, wireless sensor networks are being deployed in a multi-
application structure comprising nodes running a common middleware that allows
one or more applications to run on the same infrastructure. The use of middleware
offers a flexible and standardised abstraction of the low-level characteristics of the
hardware, allowing data collected by each node to serve a number of applications.
This increases the range of uses for a given deployment, but also has the potential to
raise privacy or security concerns.

The sharing model can be extended further by allowing federation of the infras-
tructure. A federated multi-application network allows different entities to run appli-
cations across the same set of nodes, sharing resources between multiple stakeholders.
This provides an economic benefit, and can lead to longer-term deployments offering
a range of sensing options, but also raises even greater privacy concerns for those
individuals in the sensing environment [45].

To date, research in wireless sensor network privacy has focused largely on privacy-
preserving data aggregation (PPDA) protocols that protect the data collected in

sensor nodes against outside observers, or limited malicious network participants.



Importantly, existing protocols have focused almost solely on standalone networks,
without consideration for the more complex multi-application and federated networks.

One way to approach this problem is by looking at wireless sensor networks as a
distributed database where each node holds its own data and provides an interface
that allows other entities of the network, mainly the base station or query manager,
to run queries using the locally stored data of each node. Although on the one hand
this different way of viewing WSNs enables us to use existing privacy definitions and
mechanisms to tackle the problem for databases, it is actually not a straightforward
move, given the intrinsic characteristics of WSNs.

One promising technique to provide privacy guarantees to statistical databases is
obtained by distorting the query responses, by the addition of noise. Such techniques
attempt to obfuscate the real answer. However, one needs to consider how much noise
is necessary for each scenario, balancing the utility of the data. It is not the goal of
such techniques to perturb the data in such a way that it becomes useless.

The use of data perturbation to obtain privacy is not new in wireless sensor
networks. [42] uses random noise in a data aggregation algorithm to obfuscate the
answer to queries that are sent to the aggregator. However, such noise remains con-
fined within each cluster of nodes, which, once the aggregated value is calculated, in a
two-round sequence of messages within the cluster, all noise is eliminated. Although
this approach seems to preserve privacy, the collusion of some members of the cluster
could result in the revelation of the exact readings of any node’s data. Addition-
ally, such a technique does not consider scenarios where queries are directed to one
individual node.

The study of data perturbation as the means to achieve privacy in statistical
databases has been the target of other research [54]. The state-of-the-art in terms
of privacy-preserving technique for statistical databases is differential privacy [25].
Differential privacy works on the premise that nothing or very little should be learned
about someone, independently of whether she participates or not in the database in
question. It displaces the existing premise that access to a statistical database should
not enable one to learn anything about an individual that could not be learned without
access to it, which was proven to be impossible to achieve.

This thesis proposes to develop the state of the art in privacy-preserving tech-
niques to wireless sensor networks. The main benefit of using this data perturbation
technique in wireless sensor networks is the strong and formal privacy guarantees that

it provides. The challenges of such a proposal lay in evaluating these techniques as



well as well proposing new ones that take into account some of the particular charac-
teristics that sensor networks have, such as the short-lived data storage, time-series
data collection, distributed as opposed to centralised organisation, dynamic rather
than static entities, reduced processing capabilities, and the fact that communication

heavily contributes to energy consumption.

1.1 Why Does Data Privacy Matter in Wireless
Sensor Networks?

Before addressing the main thesis question — to what extent data perturbation is a
feasible mechanism for achieving privacy guarantees in wireless sensor networks —
it is worth considering whether there is any real need for privacy-friendly networks.
Are there situations where intrusive or indifferent networks would have a significant
impact? The next section considers the impact on the involved entities in a multi-
application environment, followed by two sections that give examples of scenarios

where wireless sensor networks could be used, and data privacy is critical.

1.1.1 Scenario Shifting

The shift in the wireless sensor network organisation adds new entities and function-
alities that make interoperability more complex from the point of view of control and
therefore increasing the potential for breaches of the agreed services.

In summary, the following are the main entities that suffer changes as a result of

the extension of wireless sensor network to support multi-applications:
e sensed environment
e network owner
e analysts and data consumers

For the sensed environment, like individuals and their behaviour, it is important
for the system to provide guarantees that the collected data is being used only for
the purpose that they have been designed for. Such control is challenged by the ap-
plications’ overlapping functionality, since potentially more entities will be capable of
collecting data and drawing conclusions about them. A damaging impact of an unre-

liable environment can result in individuals deliberately disturbing the environment



in order to avoid any potential data leakage or, even worse, not take part at all in the
network. In both cases, the end result compromises the benefit that such network
could bring and/or the use of the data by analysts.

From a network owner’s point of view, it is important the cooperation of the
individuals being sensed in the environment, so providing a privacy-preserving setting
to them becomes a fundamental starting point, which in turn will provide a more
reliable and useful source of information for data analysts. If we consider the financial
aspect, the whole hardware deployment would be in vain if no or little engagement
exists with the data producers, which will cause a similar level of engagement for
data consumers, given the low quality of the collected data. These considerations
might have a different outcome if one considers a corporate environment because
employees could be obliged to participate and be monitored to prevent misleading
behaviour. However, it is possible that if provided with proper tools that are capable
of achieving expected levels of satisfaction, these corporations could be persuaded to
introduce privacy-preserving measures. Also, in many countries (including EU states
and Brazil) organisations have a legal requirement to protect personal data.

The last of the three entities directly inclined to worry about data privacy are the
analysts and data consumers. In general, higher privacy levels results in less accurate
data, forcing them to adapt their means of achieving expected results or having to
lower their expectations. However, if the network lacks engagement, they will not
be able to achieve their expected results either. Therefore, even if indirectly, data
analysts might welcome the use of privacy-preserving techniques in wireless sensor

networks.

1.1.2 Smart cities

Cities around the world are always looking for ways of improving life standards of
their citizens in the most cost-effective way possible. As such, they have to make
decisions on which areas to prioritise and the existence of relevant data to base their
decisions on becomes a critical factor. A way of mitigating such a lack of data is the
installation of a wireless sensor network within the perimeters of a city. Nodes could
be installed on houses, cars, shops, streets, and so on and be capable of sensing a large
range of attributes in order to guarantee the network’s usefulness in a vast variety
of projects. Once the infrastructure is in place, there is a broad spectrum of uses
for such a network, like the possibility of extending access to such a rich ecosystem
to companies in order to maximise the return for the investment, but the privacy

concerns, among other concerns too, that this scenario would potentially generate are



just as big. Therefore a strong and reliable way of dealing with such a comprehensive

environment is fundamental.

1.1.3 Infrastructure Monitoring (Case Study)

Wireless sensor networks are often used for building monitoring purposes, with goals
varying from basic temperature monitoring to people tracking. Such applications
could, for example, assist in better management of energy consumption in several
aspects, influence building management through occupation rates, as well as more
critical activities like assisting in building evacuation in case of an emergency. A
possible application for such a scenario could be a multi-application wireless sensor
network that is able to monitor desk occupancy across a university. The sensor node
on each desk can be a member of multiple applications, e.g. security reading group,
PhD Student, libraries, etc. Queries can be directed to the network to any of the

available applications. In such a scenario, some typical queries could be:
e how many DPhil students work daily in their offices?
e how many hours is spent in the office in a day/week/month?
e what is the level of engagement /integration within and across groups?

e appliance integration: should printers be switched off or enter energy saving

mode given the number of people in the building at any giving moment?

e has the reading group/seminar/tea time taken place this week? One could

answer such query by querying the specific group of users.

There is no doubt that such network could generate privacy concerns regarding
the inappropriate use of the data collected by the network. However, if properly
managed, they could bring great benefits to everyone.

As such, a subset of this scenario is the chosen case study to be used in the
remaining chapters of this dissertation. The subset refers to an office occupancy
application. This case study works as follows. Nodes have been installed on each
desk and are capable of detecting movement, which would flag the desk as occupied.
Occupancy is measured regularly every minute. The overall motivations for such a
case study have already been presented above.

From the point of view of privacy, the concern is with the protection of the presence
or not of a single individual in the office. For example, it should not be possible to

infer that an employee normally arrives at ten o’clock to the office, which would be



considered late. Equally, it should not be possible to assert that anyone leave their

desks too often during normal working hours.

1.2 Challenges

The overall goal of providing users with privacy guarantees in a wireless sensor net-
works comes with a set of challenges that have to be understood and overcome. Some
challenges are related to the nature of the environment we are dealing with while
others come as a result of the technique we employ to achieve privacy: data pertur-
bation. In summary, these challenges can be grouped into four main categories. The

categories are as follows:

e distributed architecture: in a wireless sensor network, it is the nodes that are
responsible for collecting data that will be used to answer queries directed to-
wards the network. Therefore, any devised technique to achieve privacy in such
a scenario has to take its distributed nature into account, so that, ideally, the
raw data remains where it is collected and there isn’t an entity that has to be

trusted in order to achieve privacy.

e time-series data: wireless sensor networks are commonly used to collect data
over periods of time with varying intervals levels between readings. Any series
of these readings are likely to reveal more about the sensed item than any single
individual reading alone. This is due to the correlation that a reading has with
those nearby ones. For example, in the desk occupancy scenario, the correlation
could be down to individuals staying on or off their desks for longer periods of
time, resulting in a long sequences of readings with unchanged values. This
characteristic, like the distributed architecture discussed above, goes against
the original goal of differential privacy, which was to protect static data like

census data.

e utility/noise levels: differential privacy relies on data perturbation to achieve
privacy, which, in practice, translates to the addition of noise. It is fundamental
to not only be able to maintain acceptable levels of utility but also offer a flexible

way of adjusting such levels for better accuracy or better privacy.

e limited-resource environment: the way that the challenges above are addressed

have to take into account the resource-constrained nature of wireless sensor



networks. The main limitations are in the energy consumption, processing

power, storage and network communication areas.

1.3 Contributions and Dissertation Structure

A shift of paradigm, as previously presented, is likely to require new supporting tools
and techniques to achieve matching performance in all sorts of functionalities around
the correct functioning of a wireless sensor network. With that in mind, the thesis
sets out to investigate how it affects data privacy as a whole, ranging from the point
of view of the user being subjected to the sensing environment to that of the network
owner.

In that context, the first contribution of this dissertation is an analysis of existing
techniques that have been proposed to provide privacy-preserving data aggregation.
Such investigation concludes that such techniques are not suitable for the purpose,
with stronger implications for multi-application and federated wireless sensor net-
works, indicating the necessity of some form of uncertainty in order to address the
identified issue: the total reliance on data aggregation as a form of privacy guarantee.

In order to add uncertainty, we use differential privacy, the state of the art in
the statistical database field, as the means to achieve privacy. This definition, how-
ever, was not originally designed to work in a distributed environment and to deal
with time-series data. Therefore, the second contribution comes in the form of new
approaches to bring the achievements of differential privacy into the wireless sensor
network scenario.

The third and main contribution of this dissertation comes in a form of a frame-
work to assist in the designing of privacy-preserving data aggregation protocols for
wireless sensor networks. Its goal is to provide a flexible way to address the required
privacy guarantees while at the same time suit the application needs. The framework
combines the approaches previously proposed with key characteristics of wireless sen-
sor networks in order to do that.

This dissertation is organised as follows. Chapter 2 summarises the literature on
wireless sensor networks and describes the existing techniques that have been pro-
posed to achieve privacy, in the form of data aggregation protocols, in such networks.
It also presents the relevant background research in data privacy, which includes a
thorough description of differential privacy and its literature. Chapter 3 performs an

evaluation of existing privacy-preserving solutions and demonstrates that they do not



provide the expected privacy guarantees, affecting all three types of network organi-
sation. Such a finding indicates that the use of some form of uncertainty is required in
order to provide some level of privacy. Chapter 4 analyses the effect that time-series
data has in differential privacy and proposes two contrasting solutions that, when
combined, can offer a very flexible balance between utility and noise levels. This
chapter also addresses the distribution architecture challenge, with the solution rely-
ing on the central limit theorem. Chapter 5 combines the proposed techniques and
presents them in a form of a framework to assist in the designing of privacy-preserving
data aggregation protocols to fit the characteristics of the target network and fulfil
the application’s needs. This framework is then evaluated in Chapter 6 by tackling
real-world applications. This dissertation concludes by presenting a summary of the

contributions and suggestions for future work in Chapter 7.
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Chapter 2

Wireless Sensor Network

The first known use for wireless sensor networks began in late 1968, in the military
operations for the Vietnam War [15]. The entire technological solution is known as
“Igloo White”. In the occasion, aeroplanes would fly over the enemy territory and
drop a few hundreds of nodes there. Initially, they had the objective of revealing any
enemy movement, but as the enemy’s areas were invaded, the small devices would as-
sist in the communication and tracking of troops. Therefore, wireless sensor networks
would provide, at different stages of the battle, valuable insight information about
the enemy’s location; later working as a communication infrastructure. This mode
of operation went on for years and it changed the way the dynamics of battlefields
worked.

As years went by, new scenarios for deployment of wireless sensor networks emerged
and that provoked the start of research in academia. One of the first real-world de-
ployments of a wireless sensor network for academic purpose occurred in 2002 [57].
The goal of the project was to study the environmental conditions of a particular
species of bird called Leach’s Storm-petrel living in Great Duck Island. From there
on, innumerous other projects have been carried out, posing several research chal-
lenges, including privacy concerns.

This chapter presents a literature review on relevant topics of the wireless sensor
networks field. It starts by describing the basic architecture and characteristics that of
a wireless sensor networks (section 2.1). Next, the organisational structure of wireless
sensor networks is covered (section 2.2). Subsequently, a glance of middleware and its
relevance is presented (section 2.3). It then describes the function of data aggregation
in such networks and its strong relation to privacy-preserving mechanisms (section
2.4). Finally, the chapter covers privacy-preserving research in the context of wireless

sensor networks (section 2.5).
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2.1 Basic Architecture and Characteristics

A basic architecture of a wireless sensor network contains a sink and several nodes.
The sink acts as the entry and exit points for the communication of, respectively,
queries and their responses to the external world. Nodes are responsible for collecting
data that will be transferred across the network until it reaches the sink and then
presented to entities outside the boundaries of the network.

Nodes are normally low-cost devices with limited processing capabilities. It is
inviable to build tamper-proof nodes mainly due to costs of manufacturing. They
are normally deployed in larger quantities and are most of times taken as disposable
equipment.

They normally run on batteries and therefore have a limited energy source. This
characteristic adds to the fact that nodes have low processing power and therefore
offer a constrained running environment. In an ordinary deployment scenario, com-
munication is the operation that consumes the highest amount of energy [68].

Wireless sensor networks are distributed autonomous systems with a strong ca-
pability of self-organising. This characteristic permits the deployment of networks
organised in a static or dynamic manner. The density of nodes varies according to
the application and objects being sensed. Packet loss is a common side effect in such
a distributed architecture. This also means that the communication path can cross
several nodes before any information reaches the sink.

The points highlighted here superficially cover relevant characteristics for the
present research. For a more thorough coverage of basic aspects of wireless sensor

networks, there are several surveys available, such as [3], [6] and [84].

2.2 Organisational Structure

Wireless sensor networks are grouped into three main categories in terms of their
organisation [85]. They vary from standalone single-purposed networks to federated
multi-application ones. Next, a more detailed view of the three categories are pre-

sented.

2.2.1 Standalone Networks

This is the first and simplest form of wireless sensor networks. They are characterised

by running specialised standalone systems tailored for addressing the requirements of
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a single application and/or use case.

In such deployments, the main goal is to fulfil the needs of the application in
question. This single application is responsible for exploiting all aspects of the net-
work. Despite constituting the characteristics of initial deployments of wireless sensor

networks, they remain common today.

2.2.2 Multi-Applications Networks

Increasingly, wireless sensor networks are being deployed in a multi-application struc-
ture comprising nodes running a common middleware that allows one or more appli-
cations to run on the same infrastructure.

The use of middleware, as presented in section 2.3, offers a flexible and stan-
dardized abstraction of the low-level characteristics of the hardware, allowing data
collected by each node to serve a number of applications. This increases the range
of uses for a given deployment, but also has the potential to raise privacy or security

concerns.

2.2.3 Federated Multi-Application Networks

The sharing model can be extended further by allowing federation of the infrastruc-
ture. A federated multi-application network allows different entities to run applica-
tions across the same set of nodes, sharing resources between multiple stakeholders.
This provides an economic benefit, and can lead to longer-term deployments offering
a range of sensing options, but also raises even greater privacy concerns for those

individuals in the sensing environment [45].

2.3 Middleware

As the deployment of wireless sensor networks increased, there was a necessity to make
this process easier and less time consuming. That is when the concept of middleware
for wireless sensor networks started appearing. The use of middleware facilitates
the deployment of applications by offering a range of components to deal with low-
level characteristics. Wang et al. [81] classified these components in four categories:
programming abstraction, system services, runtime support and QoS mechanism.
From the application’s point of view, the programming abstraction is the most

important component. This abstraction is what allows an application to interact with
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the node itself and other parts of the network. The other components generalise the
mechanisms required to support the correct functioning of nodes and allow them to
interact with other nodes and the sink.

There are plenty of solutions for middleware. A common way to differentiate them
is based on the way they handle the data they generate. The following are the most
common approaches with examples: database (view the whole network as a database
and uses SQL-like languages to query the network) [74], event-based (uses an asyn-
chronous communication model) [75], application driven (reduces the middleware’s
involvement in the network layer by giving greater control to the application) [44],
modular (an application is composed of several smaller modules and therefore facil-
itates software updates) [55], virtual machine (provide a smaller set of instructions
for applications) [53] and tuple space (similar to the database approach but with a
different query paradigm) [16].

Middleware is an area particularly interesting to consider when investigating ways
to provide privacy to applications in wireless sensor networks. In the same way that
happens to network communication and others aspects of the network, privacy could
be tackled in a more generalised way by being integrated as part of the middleware
as a service.

Privacy as a middleware service becomes essential in networks with nodes capa-
ble of running more than one application at a time. This task becomes even more
challenging if these applications are being managed by different stakeholders. Huy-
gens et al. [46] identified a set of extra requirements required to run a shared and
federated wireless sensor network. They also provide, in the form of a middleware, a
high-level overview of how these requirements could be addressed. In such a scenario,
being able to provide privacy guarantees becomes a challenging question that requires
strong data-level mechanisms implemented in the middleware that runs within nodes.

More details regarding the overall characteristics of middleware in the context of
wireless sensor networks can be found in [81] and [64]. For surveys on adopted ap-
proaches and current challenges refer to [41] and [59]. Finally, a thorough comparison

of middleware solutions can be found in [58].

2.4 Data Aggregation

The idea of aggregating the data being transmitted from nodes towards the sink at-

tempts to improve in several fronts in wireless sensor networks. Firstly, the network
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around the sink, depending on topology and size of the network, could easily get
congested if several nodes near the extreme points of the network attempt to trans-
mit their stream of data at once. Secondly, it has been demonstrated that network
communication is much more expensive than local processing in energy consumption
terms [68], so the reduction in the number of transmissions helps in building bet-
ter energy-aware networks. Thirdly, it is possible to adopt mechanisms to eliminate
redundancy and therefore also improve energy efficiency.

Fasolo et al. [10] present a survey covering in-network aggregation techniques.
They define the in-network aggregation process as follows: In-network aggregation
1s the global process of gathering and routing information through a multihop net-
work, processing data at intermediate nodes with the objective of reducing resource
consumption (in particular energy), thereby increasing network lifetime. The survey
also presents suitable classification criteria and evaluates eight well-known protocols
using this criteria.

An important aspect to consider when using data aggregation is the impact it
has in the overall behaviour of the network. Krishnamachari et al. [50] analyse
the reduction in energy consumption and introduction of delay tradeoffs that the
data aggregation process involves and how they are impacted by several factors of a
network.

There has been plenty of work on securing data aggregation operations from exter-
nal entities as well as compromised nodes. It includes several protocols [11, 4, 22, 83]
and surveys [5].

As an example, Albath et al. [4] propose an aggregation protocol that achieves
confidentiality, integrity and availability for in-network aggregation in wireless sensor
networks. It uses homomorphic encryption and additive digital signatures to achieve
that. The missing part is a mechanism that, while achieving the previously-stated
goals, also provides privacy guarantees for the objects being subjected to the sensing
environment. Using this model, it is possible to prevent the leakage of information
along the path towards the sink, but no control, however, can be assumed over the
data as it reaches its end point.

Another relevant area of data aggregation research is the one that considers the
current WSN’s infrastructure to determine the best approach to collect and transmit
the data. It also takes into account the amount of error the user can tolerate. In
this area, some of the relevant research contributions are: [9] and [80], which investi-

gate the trade-off between energy and accuracy and [71], which studies the trade-off
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between delay and energy for data gathering and aggregation in wireless sensor net-

works.

2.5 Privacy in WSN

Privacy has been investigated at the contextual as well as at the data level in wireless
sensor networks. The former has received much more attention from the research
community when compared to the latter.

An interesting common characteristic between the two is that in both cases there
are solutions that make use of a data aggregation mechanism to achieve some level

of privacy.

2.5.1 Contextual Privacy

Contextual privacy in wireless sensor networks attempts to protect the relations be-
tween communicating parties from observations.

Existing mechanisms attempt to prevent the breach of the location of valuable
item that is being tracked by a wireless sensor network [47], protect against behaviour
analysis of the area being sensed [77], hide the location of the base station [1] or other
elements of the network [63], among others.

In an attempt to protect the location of the sink, Conner et al. [14] present a
protocol that uses data aggregation and a decoy sink. In normal operation, nodes
would send the data to the elected decoy sink for it to be aggregated first and then the
decoy sink forwards the aggregated value to the real sink. The goal of the protocols is
to reduce the amount of traffic near the real sink and therefore make traffic analysis
more difficult for an attacker. This protocol shows the use of data aggregation in

contextual privacy.

2.5.2 Data Privacy

Data privacy in wireless sensor networks has been achieved mainly through the use
of data aggregation. However, one characteristic that appears on most protocols is
that they either use an attack model that considers the sink as a trusted entity or
expect to maintain 100% accuracy. Chapter 3 will demonstrate how 100% accuracy

can actually cause harm to the objects being sensed in terms of their privacy.
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According to Bista et al. [7], a privacy-preserving data aggregation protocol de-

signed for wireless sensor network must address the following characteristics to be

acceptable in the wireless sensor network domain:

eavesdropping and privacy preservation: the former deals with external entities
trying to eavesdrop data from nodes while the latter also ensures data privacy

against trusted nodes

data pollution and data integrity: to be able to detect undesirable data modi-
fication during the data aggregation steps as the information travels along the

network
efficiency: bandwidth and energy efficiency
accuracy: be able to deliver accurate answers even with high packet loss

QoS support: fundamental requirement for most applications; it covers things

like tolerance to delays

idle time: how nodes at different parts of the network operate in relation to

their active/inactive activities
dynamism: support for dynamic topologies

aggregation functions: number of aggregation functions a protocol supports

As can be seen from the above, accuracy appears as a must-have in a privacy-

preserving data aggregation protocol. However, as will be demonstrated in Chapter

3, this characteristic, if not correctly applied, ends up compromising the privacy of

those objects being sensed by a node.

Existing privacy-preserving protocols can be classified according to the following

categories [7]:

1.

perturbation-based protocols: make use of data perturbation in order to guar-
antee data privacy. Protocols classified under this category will be presented

more in-depth below.

. data shuffling: are characterised by splitting the data into a several parts and

transmitting each part through different path towards the sink. The number of
parts for the data acts a configurable privacy level. SMART is an example of
such a type [42]. There is an improved version of this protocol called iPDA [43].
iPDA offers an integrity control on top of the guarantees provided by SMART.
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3. homomorphic encryption: nodes encrypt their data before transmitting to their
parents. The property of homomorphic encryption allows intermediate nodes

to process aggregation operations over encrypted data.

Existing perturbation-based protocols use only temporary perturbation for pro-
tecting the data from intermediate nodes. The perturbation is applied in such a way
that when the data reaches the sink, none of the existing perturbation is still consid-
ered towards the final aggregated result. Excluding the protocols of the PHA family
[86], all other protocols claim to protect against outsiders as well as insiders.

An example of this claim can be found in the CPDA protocol [42]. CPDA creates
clusters closer to outer nodes of the network and runs a solution for the average salary
problem [73] within each cluster. Each node applies a temporary data perturbation
for its reading and transmits it during the first round of the protocol. After the second
round, each node removes the perturbation initially applied. This process occurs in
such a way that no one within the cluster as along the communication path is able to
discover each other’s data. The cluster head can then transmit the aggregated result

to its parent.

2.6 Privacy-Preserving Data Aggregation Proto-
cols in WSN

This section presents the goals and main approaches adopted in wireless sensor net-

work to address the privacy concerns.

2.6.1 Goals

Privacy-preserving protocols in wireless sensor networks aim to preserve the privacy
of individual nodes against some combination of the sink, the node that aggregates
values reported by other nodes, and against other nodes in the network. Different
approaches have tended to focus on some combination of these, with mixed results.
The protocols shown here make various trade-offs between communication com-

plexity, computational requirements, integrity of data, and security.

2.6.2 Clustering

Privacy-preserving clustering, illustrated in Figure 2.1, functions by forming disjoint

subsets of nodes, each of which calculates an aggregate sum of their data before it is
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Figure 2.1: Private clustering in WSNs

sent to the sink. A variety of approaches are possible to achieve this aggregation, but
a popular approach [42] makes use of a variation of the average salary problem. This
algorithm, a simple instance of the more general secure function evaluation problem,
allows nodes to sum their individual values without leaking any more information
than the aggregate itself. The desired effect is that neither the sink, nor any node in
the cluster, can learn the exact value of any individual node unless n — 1 nodes in a
cluster of size n collude.

An advantage of the clustering approach is that it prevents both the sink and any
individual nodes in the network from learning any single node’s values, at the expense

of the bandwidth required to form clusters and perform the secure data aggregation.

2.6.3 Slicing

Slicing, introduced in [42] and then expanded in [43], chiefly aims to prevent individual
nodes in the network from learning the values reported by any other nodes.

To achieve this, a node divides its values into a number of randomly-sized slices
and selects multiple paths through the network, as illustrated in Figure 2.2. Each
slice is sent via a different path, and added to the total sum calculated by each
intermediate node, which acts as an aggregator until the value reaches the sink. The
number of paths that each node sends its data acts as a configurable parameter to
the required privacy level. This simple mechanism aims at providing confidentiality

against other nodes in the network as well as the sink.
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Figure 2.2: Private slicing showing the path of two private data ‘slices’ travelling
across the network from f to a.

2.6.4 Privacy Homomorphisms

Privacy homomorphism uses the well-known homomorphic properties of certain public-
key encryption systems to aggregate data in transit without revealing individual val-
ues. Again, this mechanism provides protection against external attackers and ma-
licious nodes in the network, but does not prevent the sink from learning individual
values.

Homomorphic encryption schemes allow manipulation of message plaintexts via
the corresponding encrypted ciphertexts, enabling operations such as aggregation,
or summation, of messages to be performed without decryption. Many well-known
encryption schemes allow restricted homomorphic operations; in the Paillier scheme
[35], for example, the multiplication of two ciphertexts under the same public key will
decrypt to the summation of corresponding plaintexts, whilst raising one ciphertext
to the power of another will decrypt to the product of the plaintexts.

Gentry [37] presented a fully homomorphic encryption scheme, allowing for ar-
bitrary operations to be performed on ciphertexts. Whilst the original scheme was
extremely computationally expensive, several improved schemes have already been
suggested. In practice, however, even restricted homomorphism provides powerful
and practical tool for privacy-preserving protocols.

In a wireless sensor network, therefore, nodes simply encrypt their values to the
public key of the sink. As the message is relayed through the network, nodes can

aggregate the value of any received messages simply by aggregating the ciphertexts,
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Figure 2.3: Homomorphic encryption in WSNs. Values are aggregated in encrypted
form at each node.

as demonstrated in Figure 2.3. Crucially, this protects the values of any individual

message from being learnt by any party except the sink.

2.7 Data-level privacy

This section presents an overview of research on data-level privacy. The overview
covers two different approaches employed to guarantee privacy protection to datasets:
non-interactive and interactive approaches.

In summary, all mechanisms that try to guarantee a certain level of privacy for
datasets suffer from a trade-off between data usefulness and total privacy. It is not
in anyone’s interest to release data that do not represent a real scenario and nothing
can be inferred from. But neither is the publication of raw data that may include
sensitive information and cause harm to someone’s privacy. The goal is to find the
correct place to draw the line, succeeding on both fronts. This verification process

tends to be subjective and non-trivial.
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2.7.1 Models for Privacy Mechanisms

The privacy mechanisms are divided in two main approaches: non-interactive and

interactive.

2.7.1.1 Non-interactive

In this mode of operation, the dataset being protected is sanitised before being re-
leased. The general goal is to anonymise the data in an attempt to hide attributes
considered as personally identifiable information [66].

There is much research trying to figure out techniques to anonymise data sets
and make safer their publication. One that is always referred to is k-anonymity
[79]. It works by identifying the fields in the data set that could be used to identify
individuals, called quasi-identifiers. It is said that the data set fulfils the anonymity
goal if at least k rows have the same value for their quasi-identifier fields. To make
k rows with the same quasi-identifiers some techniques are employed: reduction in
the number of rows, exclusion of fields, compromising of precision, grouping of values
into categories, among others. This concept has been further developed since it was
first published, such as in [56], where it expands the concepts of k-anonymity and
presents l-diversity.

Attacks in non-interactive mechanisms normally attempt to re-identify or de-
anonymise datasets that were released after the data were subjected to a privacy-

preserving technique. Examples of such attacks can be found in [76] and [79].

2.7.1.2 Interactive

In interactive mechanisms, datasets are never released. They are kept in possession of
the data’s holder. In order to analyse these datasets, queries are sent to the holder of
the database, who then returns the answer. Therefore, the main task that interactive
mechanisms have is to evaluate and decide which queries can be executed without
compromising the data’s privacy.

A thorough survey of techniques employed to create such mechanisms can be found
in [2]. Some of the techniques are: query restriction approach, data perturbation and
output-perturbation approach.

Alongside the mechanisms, there are also the research of attacks that attempt to
circumvent the privacy guarantees provided by the mechanisms. An example of such
attacks is the tracker attack [20]. The tracker attack works by trying to isolate parts

of the database in an attempt to infer knowledge from isolated parts. An improved

22



version of the attack is presented in [21]. It is this attack that motivated the attack
against privacy-preserving data aggregation protocols presented in the next chapter.

It was just recently that a new definition has been proposed and, so far, it has been
described as a firm foundation for private data analysis [28]. It is called differential

privacy.

2.8 Differential Privacy

Prior to differential privacy, the desirable property for privacy-preserving statistical
databases stated that [17]: “A statistical database should reveal nothing about an indi-
vidual that could not be learned without access to the database.” For several decades,
that was the goal researchers worked towards. However, just recently has been proved
impossible [25], largely due to the existence of auxiliary external information that can
be combined with the data in the database.

The reformulated definition in use by differential privacy states that the fact your
data is in the database does increase the chances of having your privacy breached,
that is, it could have happened even if your data were not in the database. So rather
than guaranteeing that a privacy breach will not occur, differential privacy guaran-
tees that the privacy breach will not occur due to the data being in the database.
This change in the definition effectively excludes possible effects current and future
auxiliary information could have over the queries applied to the database.

In order to provide its strong privacy guarantees, differential privacy adds noise to
the result of queries being executed over the database. That means that the database
itself remains intact in relation to its accuracy. The Laplace distribution is one of
the techniques employed to apply noise to queries’ results [25]. Formally, this data

perturbation follows the following definition:
Pr[(Dy) € S] < exp(e) x Pr[(Dy) € S]

where, being D, and D, two databases that differ in only one entry, the probability
of applying K to both databases should be similar, given a multiplicative factor based
on the exponentiation of e.

In practical terms and taking into account the case study presented in section
1.1.3, this definition could be read as follows. The probability of querying an office

and obtaining the number of occupied desks at a chosen timestamp is going to be
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Figure 2.4: Overlapping Laplace distributions, means j; and ps, showing comparative
probabilities of two values, a and b, drawn according to either distribution.

probabilistically similar to the result obtained should the query, for the same times-
tamp, exclude a desk in its calculation. The difference between these two probabilities
defines the amount of privacy (budget) that is spent after each query. Figure 2.4 il-
lustrate this example, with p; representing all desks and uy representing the dataset
excluding one desk. The values a and b are examples of answers after the addition of
noise.

Since 2006, when differential privacy was presented, plenty of research towards
improving as well as attacking it has been investigated.

One example of such improvements is the use of the definition to provide privacy to
distributed databases [29, 36, 69], in contrast to centralised ones. One characteristic
that applies to all existing solutions for this problem is that it only applies when
databases are located one hop away from the data aggregator.

One characteristic that has been identified as a possible weakness of differential
privacy is when the data being protected is time-series data. This type of data can be
highly correlated and therefore leak more information than initially intended. Ways
to incorporate such correlation into the definition can be found in [67], [31] and [69].

A thorough description of how differential privacy works and its design decisions
can be found in the following sequence of papers: [23] [32], [8] and [25]. For a survey
of results and firm foundation differential privacy has established so far can be found

in [27] and [28] respectively.

2.8.1 PINQ

PINQ [60] was proposed to offer practical use of differential privacy, inheriting its

characteristics as well as strong privacy guarantees.
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Written in C#, this library offers a rich environment for analysts to run queries
and perform their analysis. Queries are written in a SQL-like language and are
extremely flexible. All queries are run over live records of the database in question.
Once processed, the query’s results are subjected to the application of some noise.
Such noise is internally managed by the library to achieve the strong guarantees of
differential privacy.

The opposite side of this approach is that, despite having access to raw /unmodified
data, PINQ defines a strict boundary between analysts and data.

It is important to notice here that this tool offers a unique approach for running
data analysis, which eliminates the necessity of a privacy expert to evaluate the type
of queries and judged what constitutes acceptable from unacceptable queries.

Additionally, PINQ can be seen as the basic foundation for comprehensive tools.
Its current implementation uses previously proposed privacy techniques that are
known to achieve differential privacy, like the Laplace distribution discussed above.
However, such support could be extended to other techniques in order to suit other
scenarios.

At the moment, PINQ works in a centralised approach, by calculating and apply-
ing noise centrally where the library is running. Such an approach is evidently not
suitable for a distributed environment found in wireless sensor networks.

There was initial work carried out by McSherry et al. [61] to analyse network
traces using PINQ. It was accepted that some commonly performed analysis were
not straightforward to achieve, with challenges being presented to them in several
occasions. However, they managed to reproduce most analyses normally necessary in
such analysis, proving that the limitation of differential privacy in relation to output
exactness and the fact that the analyses have to be expressed using higher level
declarative language could be overcome.

Being a relatively new concept, differential privacy needs to be applied to different
domains, as a way to explore its practical utility. Like PINQ, there is more work that
is trying to do that, applying it to case studies from previous privacy breaches [62],

botnets detection [70], among others.

2.8.2 PASTE

PASTE is a differentially private aggregation algorithm for distributed time-series
data. Published by Rastogi et al. [69], this research shares two characteristics with

the subject of this research: operate over time-series data and in a distributed fashion.
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For addressing time-series data and avoiding high noise levels, they propose a
algorithm named Fourier Perturbation Algorithm which perturbs the Discrete Fourier
Transform of the answers. For addressing the lack of trusted central server, PASTE
makes use of homomorphic encryption and the threshold Paillier cryptosystem [35].

Despite providing a remarkable step forward in addressing time-series data with
the use of a trusted central server, PASTE does not perform well when running in a
distributed manner and therefore does not suit the wireless sensor network environ-
ment. Firstly, the use of homomorphic encryption and a threshold cryptosystem make
it expensive for a resource-constrained environment. Secondly, the devised Fourier
Perturbation Algorithm results in intensive operations. Thirdly, it is not possible to
calculate the right number of coefficients to be used in the Fourier Perturbation Al-
gorithm. The number of coefficients has to be assumed, which could have a profound

effect in the resulting noisy answers.

2.9 Summary

In this chapter we have presented an overview of areas of wireless sensor networks
deemed relevant for providing data privacy guarantees in wireless sensor networks. As
part of this overview, we have described the techniques used in protocols to address
data-level privacy concerns. Additionally, the chapter has covered the definition of
differential privacy and related topics that will be relevant to the upcoming chapters.

In the next chapter, we will demonstrate how unsuitable the techniques presented
here are for addressing privacy concerns in the context of multi-application wireless

sensor networks.
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Chapter 3

Set Difference Attack

Wireless sensor networks are increasingly being deployed to monitor a variety of real-
world environments and processes. Initially designed for military applications such as
battlefield monitoring or perimeter security, wireless sensor networks are now being
used to monitor industrial processes, environmental pollution, marine- and land-based
ecosystems, and stock control, as well as many other purposes.

The data gathered by wireless sensor networks can in many cases be sensitive,
either when considered in isolation or when combined with other data. Where indi-
viduals and their actions are monitored by a wireless sensor network we desire, or may
even be legally required [34], to ensure adequate protection measures for personally
sensitive data. Even when data is not directly sensitive, it is good privacy and secu-
rity hygiene to prevent unnecessary dissemination of readings from individual sensor
nodes.

In practice, as presented in section 2.2, wireless sensor networks occur with vary-
ing degrees of complexity. These networks can be roughly classified according to
their structure, either as standalone, multi-application or federated multi-application
networks.

To date, research in wireless sensor network privacy has focused largely on privacy-
preserving data aggregation (PPDA) protocols that protect the data collected in
sensor nodes against outside observers, or limited malicious network participants.
Importantly, existing protocols have focused almost solely on standalone networks,
without much consideration for the more complex multi-application and federated
networks.

In summary, we are chiefly concerned with protecting, or conversely learning,
individual readings from nodes in a wireless sensor network. Specifically, we are

concerned with the potential to derive individual sensor node readings in a range

28



of network structures, but we focus on networks that support multiple applications,
even in the presence of existing privacy-preserving protocols.

The remainder of the chapter is structured as follows. Firstly, we define the model
and underlying assumptions (section 3.1), and introduce the notion of the set differ-
ence attack (section 3.2). We then explore how the capabilities and goals of existing
privacy-preserving data aggregation protocols, presented in detail in section 2.6, fail
to protect against these attacks (sections 3.3 and 3.4), and analyse the potential for
these attacks to function in practical deployments (section 3.5). Finally, we propose
an initial approach towards mitigating these attacks, and explore its implications for

data collection in sensor networks (section 3.6).

3.1 System and Attacker Model

We are concerned with wireless sensor networks in which multiple stakeholders deploy
applications that aggregate information provided by nodes in the network.

More formally, we consider a wireless sensor network W as being comprised of a
set of discrete sensor nodes § = {sy, $a, ..., s, } along with a function mapping nodes to
their reported readings modelled as simple natural numbers: V : S — N. Users query
some subset of sensor nodes A, corresponding to those running some application, and
receive a simple addition of the individual sensor (a) values: V(a) | A C S; we further
assume that both the set of nodes comprising a given application and the aggregate
results of any queries are known®.

Our goal is to protect or, adversarially, to learn the reading of any individual
sensor: V({s}) | s € S.

We assume that applications aggregate a known subset of S, reporting only an
aggregate value. Intrinsically, we assume some lower limit on the size of the set A C S
in order to prevent trivially requesting the value of an individual node. We will show
later how this simple defence is ineffective.

We consider two attacker models based on the standard global passive attacker
commonly used in the field of privacy-enhancing technology research. This attacker

is able to observe, but not decrypt, traffic passing between nodes but cannot alter,

'While this may seem to place a great deal of information in the hands of potential attackers, it
is a reasonable representation of existing wireless sensor network platforms. It should also be noted
that the attacks we will describe remain feasible with greatly reduced, or more localized, information.
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delay or drop communications; nor can this attacker compromise an individual node
directly.?

We will focus on this first, truly passive, attacker restricted simply to observing
the aggregate readings of applications, however the nature of our system model also
naturally lends itself towards a partially active attacker that may deploy one or more
applications subject to the limitations inherent in the system. We distinguish this
from a truly active attacker in that this attacker may not drop or delay communica-
tions. These attackers correspond, respectively, to a non-stakeholder that queries the
aggregate results of applications deployed by others in the network, and to a stake-
holder with the ability to deploy their own applications on demand but who will not
engage in openly malicious behaviour.

Further, for the current work we focus on a static moment and will not analyse
in detail the potential effects of long-term analysis of sensed values. We will, how-
ever, make some mention of the effects of timing with respect to node availability in
subsequent sections, but leave detailed investigation of this for future work.

The model we have described here represents recent research in federated wireless

sensor network design, for example the work of Leontiadis et al. [52].

3.2 The attack

A set difference attack exploits the intersections between the sets of sensors comprising
applications to discover scenarios in which individual nodes, or small clusters of nodes,
are isolated.

The simplest form of this attack is demonstrated in Figure 3.1. The node coverage
of two small applications is delineated by the light-grey regions. The first application
covers the set {b,d, e}, and the second the set {b,c,d,e}. An application querying
aggregate results from these two applications can trivially subtract the aggregate of
the first application from the aggregate of the second in order to learn the exact value

of node c.

2Note that this attacker differs from the common Dolev-Yao attacker in security protocol litera-
ture in that it cannot affect messages in transit.
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Figure 3.1: Simple set differences in a WSN.

This form of attack has some similarities to known attacks in statistical databases,
known as tracker attacks [20], as well as to attacks against mix-based anonymous
communications systems in the form of n — 1 attacks [38]. In Section 3.3 we will
explore more complex scenarios in which these attacks apply.

An interesting feature of these attacks is that they rely only on consideration
of aggregate values reported to a sink, and thus make no attempt to read data as
it passes across the network. Crucially, as we will demonstrate, this makes these
attacks applicable against most well-known families of privacy-preserving protocols
for wireless sensor networks proposed in the literature.

Having introduced the set difference attack, we will now describe the most common
approaches towards protecting privacy of individual sensor node readings in wireless

sensor networks before showing how the attack applies against these protocols.

3.3 Set Difference Attacks in Detail

The set difference attack seeks to isolate nodes from aggregates in order to breach
the privacy of their data. In practice, this can be achieved in one of two ways.
Firstly, the segmentation of the network caused by multiple applications running
across disparate set of nodes can be exploited. An attacker therefore combines aggre-
gate values of multiple applications in order to isolate single nodes. It is this approach
on which we focus in the current work.
Secondly, an attacker can exploit the participation of nodes in aggregates taken

at different moments in time. If nodes cannot be guaranteed always to report their
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values, then the aggregate value of an aggregate may include or exclude certain nodes
when queried at different times. This behaviour is extremely likely to result in a set
difference attack, as the set of nodes being queried is likely to remain largely the
same.

These two approaches can be employed in isolation, or combined by an attacker. If
the attacker can learn predictable patterns of node uptimes across the network, or can
observe that certain groups of nodes are more likely to be clustered in applications,
the effectiveness of the attack is increased.

While the example set difference attack shown in Figure 3.1 is relatively simple,
the attack itself is surprisingly powerful and hard to avoid. In addition to the simple
isolation of a node via finding an appropriately-sized subset, four additional cases are

worthy of mention.

3.3.1 Isolated Cluster

Trivially, the set difference attack allows us to reveal the aggregate value of an isolated
cluster rather than an individual node. While this is not a privacy risk equivalent to
the leakage of an individual node value, the leaking of the aggregates of a small set

of nodes may still be in violation of the privacy goals of the system.

3.3.2 Combined Subsets

Although the most basic form of set difference attack comes from observing a subset
of size n — 1 of a given set of size n, it is of course possible for the subset to itself be

the union of a number of disjoint subsets as illustrated in Figure 3.2.

pat

Figure 3.2: A set difference attack combining multiple disjoint subsets.
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This possibility greatly increases the likelihood of observing a successful set dif-
ference attack. Observed aggregates can be stored by an attacker and combined
whenever new appropriate aggregates are found. Of course, this application of the

attack is highly time-dependent.

3.3.3 Total Set Coverage

In general, set difference attacks are not possible where observed subsets overlap, as
this includes multiple unknown values in the combined aggregates. It is possible,
however, to calculate values through gathering complete collections of sets that in-
tersect on all but one of their elements. By gathering every possible subset of size
n — 1 from a set of size n, we can derive all individual values that comprise the set.
The aggregate values reported for each subset form a simple system of simultaneous
equations that can be solved for each individual value.

The difficulty of performing this attack relies on the size of the subsets that we
observe, as we require all (n’jl) subsets of the observed subset of size n. While we
will not perform a detailed analysis of the likelihood of this scenario, it relates to
the well-known coupon collector’s problem [33] in which a collector seeks to obtain a
complete collection of a set of coupons, one of which is randomly included with each
purchase of a given product. It is known that the number of purchases required before
obtaining the entire set of coupons is of the order n log(n), where n is the number of
coupons in the set. For large networks, this scenario quickly becomes highly unlikely,
however it may be practical in smaller networks or those networks where applications

are likely to sample from small sets of related nodes.

3.3.4 Attack Recursion

The result of a successful set difference attack provides information to an attacker
that can lead to further successful attacks. By learning the value of an individual
node, or of a small subset of nodes, an attacker can remove that node’s value from any
observed aggregates in the network. This may itself reveal further isolated subsets
that can themselves compromise further sets. As such, the attacker can potentially

‘recurse’ through several further attacks once any one attack has succeeded.
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3.4 Attacking Existing Protocols

Existing approaches to protecting privacy in wireless sensor networks focus, to vary-
ing degrees, on manipulating data as it flows from a sensor to a sink. Clustering
approaches aggregate data by combining values that are then forwarded in aggregate
form. Slicing approaches split data unpredictably and randomly re-route individual
portions along different paths. A privacy homomorphism encrypts data in such a way
that it can be unobservably aggregated in transit. The set difference attack, however,
is entirely agnostic with respect to the flow of data; instead it operates purely through
examination of the final aggregate, undermining the assumptions of existing protocols
and therefore rendering them vulnerable.

Clustering, in particular, may actively aid in the application of a set difference
attack. As presented in [42], the choice of node clusters is random. A result of this is
that multiple requests by an application are likely to result in the selection of different
clusters. These, in turn, can directly cause the isolation of nodes in precisely the way
envisioned in our original statement of the attack.

Slicing approaches and solutions based on homomorphic encryption share similar
patterns of failure. The values of each node are protected, or at least obscured, whilst
in transit, however the results are still accurately aggregated by the application.
Whilst the existing protocols do provide some measure of protection against the
specific threat model of an adversary that seeks to learn values in transit, they are
ineffective against the attacker described in Section 3.1.

Ultimately, it is the requirement for accurate data reporting that results in the
success of the set difference attack, and it is therefore this feature of the network that

must be addressed by protocols in order to prevent the attack.

3.4.1 Node Availability

As we have mentioned, it is possible to perform a set difference attack through node
availability rather than overlapping applications. In this case, an application that
has a known, fixed set of nodes, but for which certain nodes are not always available,
the absence or presence of individual nodes can clearly lead to similar attacks. Most
notably, this attack will be effective even in single-application networks.

The inclusion of a time dimension in the attack clearly adds a layer of sophistica-
tion to the attack. If the availability of certain nodes is predictable, queries can be

specifically targeted to take advantage of this data. Interestingly, an individual node
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has little power to prevent this attack in the general case, as it will be offline when
the attack effectively occurs.

A slightly more nuanced version of this attack, which we leave for future work,
comes from the predictability of individual nodes over time. Clearly, certain types of
sensor readings will vary predictably with time, such as light levels during the day.
This can lead to predictable patterns of data being reported for each node. A more
sophisticated variant of the attack would be to infer variations between nodes due to
the predictable variations in aggregate reports. Similar concepts have been suggested
in the context of tracking of users in online anonymization services [65], however we

will not consider this potential further in the current work.

3.5 Feasibility of Set Difference Attacks

To investigate the feasibility of the set difference attack in practice, we adopt a
simulation-based approach, employing abstract networks of varying size based on
the system model of Section 3.1.

For each experiment, randomly-sized subsets of the network were repeatedly drawn
at random. Each subset was stored and compared against all previously-drawn sets,
individually and in additive and subtractive operations, to determine if a set difference
attack had become possible. An attack was considered to have occurred as soon as any
individual node could be isolated due to the combination of any number of previously-
drawn sets. Sets were drawn continually until the attack succeeded, whereupon the
number of sets drawn was recorded. To prevent trivial attacks, subsets were restricted
to being of cardinality three or greater, up to the size of the network. To ensure a
sufficiently low error margin for the mean, experiments were repeated in the order of
one thousand times for each network size.

As a practical example of a successful simulated attack, consider a network of five
nodes, S = {a, b, ¢,d, e}, in which each node is equally likely to be selected. During a
particular simulation run, three subsets were drawn: A; = {a, ¢, e}, Ay = {a,b,c,d, e}
and A3 = {a,b,d}. The isolation of a node occurs by subtracting the aggregate of
As from that of Ay, which is then summed with the aggregate result of As. This
sequence of operations will result in isolating the reported reading of node a. Note
that both operations, additive and subtractive, take place over the aggregate result

of a query sent towards a subset of nodes, and not as subset operations.
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The results of the simulation, showing the mean number of sets drawn before a

successful attack, are presented in Figure 3.3.
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Figure 3.3: Mean average and sample standard deviation of randomly-chosen sets
required in networks of varying size before a successful set difference attack.

As can be seen, the mean number of subsets required before isolating a single node
is relatively low in the simulated networks, typically being lower than the number of
nodes. The growth of the function does, however, appear to be more than linear, as
might be expected due to the rate of increase of possible subsets. While this suggests
that extremely large networks may not be easy targets for the set difference attack,
networks of the size commonly seen in practice may well be vulnerable. Despite this
it is worth noting that the lower bound for the required number of sets remains two,
and simulation demonstrated such attacks occurring in practice for each network size
that was tested.

Calculating the appropriate sets required to conduct an attack is itself extremely
computationally expensive. As each new set is drawn, it must be combined with all
existing sets, both in an additive and subtractive sense, to determine if an attack
has been successful. The stored sets, and the number of comparisons required, grow
exponentially. There are various optimizations to reduce the number of sets that
must be stored and compared, and various ways to exclude sets that cannot take part
in a successful attack, however the underlying complexity of the problem cannot be

avoided.
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For the sake of practicality, it will be possible to take a heuristic approach towards
discovering set overlaps that, despite missing a proportion of successful attacks, will
still result in isolating individual nodes. It is also the case that, as we have discussed,
real-world networks present time constraints on the freshness and availability of sensor
readings. This will present challenges to the attacker in discovering appropriate sets
during a given time window, but will also greatly reduce the complexity required to

perform the attack.

3.6 Preventing Set Difference Attacks

As has been demonstrated, existing protocols cannot protect node-level privacy against
the set difference attack under reasonable assumptions. This is largely due to their
reliance purely on data aggregation to provide privacy guarantees at the node level. In
this section, we will consider the use of data perturbation to provide effective privacy

guarantees, and examine the accuracy tradeoff that these approaches cause.

3.6.1 A Note on Fixed Clustering

Before we discuss data perturbation it is worth first mentioning one potential avenue of
protection against set difference attacks, and explaining why this approach is unlikely
to be of great use.

One approach that initially seems attractive for protecting against this form of
attack is to enforce fixed-size clusters, or fixed size applications, and ensure the subsets
of nodes resulting from these are either entirely disjoint or entirely equal. By doing
so, individual nodes cannot be isolated, and thus the attack fails.

There are two major problems with this approach. Firstly, it places unreason-
able constraints on applications in a multi-application or federated network. Specific
deployments are likely to require specific node coverage, and the inability to choose
other than a given fixed topology for applications could seriously hinder the flexibility
of the network.

More seriously, this approach still cannot protect against attacks due to unavail-
able nodes. As is mentioned in Section 3.4.1, set difference attacks can arise from both
predictable patterns of node availability, and potentially from predictable patterns of

sensor readings. Neither of these factors will be affected by fixed-size clustering, and
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thus cannot provide full protection against the attack. We will therefore focus on

other, fundamentally different, approaches.

3.6.2 Data Perturbation

To protect against a set difference attack, we propose applying random noise to
sensor readings. The purpose of this is to prevent the individual value reported by
a node from being meaningful even if it can be isolated by the attack. Clearly, for
some applications, this data perturbation approach can cause an unacceptable level
of inaccuracy in aggregate results. In such cases, the risks of attack must be weighed
against the requirement for accurate data.

Sensor nodes can effectively obscure their data by adding random noise drawn
from an appropriately-scaled symmetric probability distribution with mean 0 to their
reported readings. To protect readings effectively, the standard deviation of the
distribution in question should be chosen according to the possible range of values for
the given reading type. Due to Chebyshev’s inequality, this ensures that the value
reported by a node, including noise, effectively covers a range of values that could
be reported by the node with high probability. As seen in section 2.8, there is a
well-known method for selecting privacy-preserving noise optimally according to the
differential privacy guarantee of Dwork [26], where we also discuss in more detail the
notion of data perturbation.

Usefully, combining multiple readings and their associated random noise causes
the aggregate noise to converge rapidly towards zero as the number of nodes increases,
due to the weak law of large numbers. The aggregate therefore tends towards greater
accuracy as the number of nodes in a given application increases, making the data
perturbation approach increasingly applicable as the network scales.

For noise drawn from a Gaussian distribution the sample mean, representing the
aggregate noise reported from each sensor, is a good estimator of the true mean. The
mean standard error of the sample mean, therefore, describes the expected inaccuracy
incurred by this method of privacy-preserving data perturbation. To summarize:

For the sample mean:

X =

3|

> X (3.1)
i=1
The mean standard error can be described as:

= g

MSE(X) = E((X —p)*) = — (3.2)
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Figure 3.4: Mean standard error (MSE) for various values of o as application size
increases.

As can be seen from Figure 3.4, the expected error rapidly becomes small as the

number of nodes in an application increases, even for relatively large values of o.

3.6.2.1 Perturbation alongside other mechanisms

It is important to note that the perturbation of data in the sense we have described
above is largely orthogonal to the mechanisms surveyed in Section 2.6. As such it is
entirely possible, and may indeed be advisable, for nodes to cluster, slice or encrypt
their data in addition to perturbing their data. In particular, this approach has the
potential to improve the node-level privacy even in situations where set difference

attacks are not possible, and may add privacy properties that protect against other
classes of attacker.

3.7 Conclusion

This chapter demonstrated, in a form of an attack, how unsuitable existing algo-
rithms are in achieving privacy in multi-application wireless sensor networks under
reasonable assumptions. It concluded by presenting that one possibility of mitigating
the attack is with the use of some form of uncertainty. Having examined an infor-

mal approach to data perturbation, the next chapter will investigate how to formally
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employ data perturbation, in the form of differential privacy, in a wireless sensor

network environment.
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Chapter 4

Formally Perturbing Wireless
Sensor Networks

Differential privacy, as presented in section 2.8, works by carefully adding noise to the
responses of queries run over the database being protected and monitoring, through
an aggregate privacy budget, how much data has been revealed from the database.
Therefore, the guarantees of this definition trade accuracy in exchange for privacy
and this trade-off is configurable varying according to the goals and requirements of
the application. Moreover, the definition formally bounds the amount of privacy lost
after each query.

Since its publication, many researchers have based their privacy solutions on what
differential privacy defines as strong and formal privacy guarantees. The obvious use,
which is the protection of central databases in an interactive manner, has been soon
overwhelmed by numerous new applications. This range of applications varies from
smart electricity metering [18] to network traffic analysis [61], including distributed
computing on clusters of computers [24], and others.

In essence, differential privacy defines a single requirement for protecting the pri-
vacy of a dataset. It states that the dataset should contain one or very few rows
of data related to the elementary information being protected, which could be an
individual’s identity for a census database or a single electricity reading in the smart
metering case. Therefore, the alignment between the content of the dataset and the
desirable level of protection is paramount for a valid use of this definition.

Despite this key and unique requirement, there have been cases of publications, like
[60], seeking to broaden the spectrum of applications of differential privacy further,
seem to ignore it, or assume a best-case scenario, and propose solutions that do
not fully comply with the differential privacy definition, potentially leaking more
data than they should do. It is exactly this problem that makes differential privacy
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unsuitable for protecting privacy in wireless sensor networks since by design these
networks capture continuous readings from the environment surrounding them.

In this chapter, we present the statistical set difference attack, which explores
the granularity misalignment between data and privacy goal. The attack is first
presented in its generic form and then shown in practice against some existing privacy-
preserving applications, in order to demonstrate its effectiveness. Additionally, we
present two ways of mitigating this attack by (1) incorporating the idea of sensitivity
of the database and (2) exploring the budgeting feature in order to conform with such
misalignment. We then evaluate these solution before concluding.

Notably, the attack is not on differential privacy itself, since originally the defini-
tion states, although perhaps not in the most direct form, that a protected database
must contain one or very few data entries of the protected elementary level. Instead,
it is directed towards solutions that make use of differential privacy in a way that
is not applicable and therefore prone to privacy breaches, clearly against the goal
of the protocols and their solutions. The attack in this chapter generally succeeds
after executing one or two queries and certainly in no more than a couple of them,
contrasting with the attack proposed by Sarathy et al. [72], which requires as many

queries as the size of the dataset (see section 4.2 for an in-depth view of both attacks)

4.1 Misalignment of Granularity

One of the goals in wireless sensor networks when it comes to preserving privacy is the
non disclosure of the node’s reported values to other entities involved in the network
as well as outsiders. Both can be equality important, mainly depending on the nature
of the network and serving applications.

In line with that there is also the fact that a node generally stores time-series data
regarding a single individual and therefore, by protecting the node’s reported readings,
one would not only be achieving the privacy goal related to wireless sensor networks
described above, but also be assuring that the individual’s privacy is protected. This
distinction between the node’s and the individual’s privacy has to be addressed, with
the latter generally establishing the baseline for the noise levels.

In both cases, the direct approach set by existing protocols, where noise is added
to the response only based on the sensitivity of the function does not solve the problem
of leaking information because there is a misalignment of granularity. Taking into

account the sensitivity of the function guarantees event-level privacy whereas the
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timestamp presence
2014-03-01 12:01 1
2014-03-01 12:02 0
2014-03-01 12:03 1

2014-03-01 13:59 0
2014-03-01 14:00 1

Table 4.1: This table represents a sample of the occupancy table stored by nodes
taking part in the desk occupancy application

goal is either node-level, from a WSN’s point of view, or individual-level, from the
individual’s point of view. It will be common for node-level and individual-level

privacy to refer to the same guarantees.

4.1.1 Misalignment in Practice

To demonstrate the granularity misalignment problem, let us assume a sensor node
of the case study presented in section 1.1.3, which is responsible for detecting the
presence of an individual at his office desk. The way the detection takes place is
irrelevant here, what really matters is that the node stores binary readings that define
whether there was or there was not someone at the desk. The detection process takes
place every minute and, for the purpose of this example, it stores two hours worth
of readings. In summary, a node contains an occupancy table with two columns,
timestamp and presence, which will store 120 entries after the monitoring phase is
complete, exactly one entry for each timestamp within the two hours period, as shown

in table 4.1. The goal is to answer the following question:

How long was the desk occupied for? or (in SQL):
SELECT COUNT( presence ) WHERE presence = 1;

An accurate answer for this question over the suggested dataset will vary from 0,
representing that there was nobody on the desk within the two hours period, to 120,
showing that the desk remained occupied during the entire two hours. In contrast, if
we consider a direct application of differential privacy for the same query, the standard
deviation for the Laplace distribution would depend on the chosen €, provided by the
data analyst, and the nature of the operation being applied. The actual noisy answer
then would depend on a randomly drawn value.

The random value, drawn from a truly random generator, works as the input for

the amount of noise resulting from the Laplace distribution, and its value ranges from
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random number confidence level | noise variation
—-03<x<0.3 60% +/ -39
—04<x<04 80% +/—-9.0
—045 <2 <0.45 90% +/—14.4
—0.475 < 2 <0.475 95% +/—19.8
—0.49 <z <0.49 98% +/ —26.5
—0.495 < x < 0.495 99% +/—315

Table 4.3: This table shows the behaviour of the Laplace distribution for various
possible inputs and their respective confidence level and noise variation. In practical
terms it means that for any reported noisy answer, the deduction or addition of the
noise variation will provide you with a close approximation (confidence level) to where
the accurate answer lies.

—0.5 to 0.5. Being an exponential distribution, as the random number approximates
the lower and higher extremes, the amount of noise increases exponentially.
With all of that in mind, let us generate a few examples of how a few answers to

the query presented above looks like, assuming an ¢ = 0.1:

. Laplace noise .
accurate reading (random number) noisy answer
15 3.901(—0.3) 18.901
60 0.623(—0.1362) 60.623
90 —0.310(0.0983) 90.310
115 —12.673(0.4372) 103.673

Table 4.2: This table contrasts the results for the proposed query between the ac-
curate readings and a noisy answer, after the application of differential privacy. It
explicitly includes the amount of noise drawn from the laplacian distribution based on
the random number. It also demonstrates the exponential behaviour of the Laplace
distribution as the random number reaches the lower or higher extremes.

Now, if we take into account that the range to which the random number operates
and that it is truly randomly generated, it is easy to define regions of confidence
around the reported noisy answers and from there draw accurate enough conclusions
about the individual’s presence at his desk. Using the last example given above (table
4.2), one would be able to assert, after executing a single query, that the individual
with the reported answer 103.673 was on his desk with 99% certainty for at least 72
minutes within the two hours period.

We are only able to create such an assertion because we can pre-calculate the

noise levels for each possible random number, as it is demonstrated in table 4.3.
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The content of table 4.3 plays a fundamental part in the inferring power of the

statistical set difference attack. The attack is the subject of the next section.

4.2 Statistical Set Difference Attack

This attack is an extension of the set difference attack (Chapter 3). This extension
equally explores the output of queries directed towards subsets of wireless sensor
networks networks, but, this time, the results of the queries have to be analysed
taking into account the noise levels and based on the confidence levels presented in
the previous section. Node availability continues to be a valid factor for attacking a
network.

What contributes even further to the effectiveness of the attack, despite the added
uncertainty, and at the same time makes the two attacks similar, is that nodes would
generally return the same result if the same query is sent more than once to be
executed over the same dataset, so that there is no need for (1) recalculation and (2)
it does not consume any additional budget. However, the attack is equally effective
even if all queries are treated independently and all calculations are executed every
time. That is due to the damaging effect of the misalignment of granularity of privacy
guarantees.

One could argue that this attack is only possible because we are running one single
query across the entire dataset at once, but that is not the case. If instead we run
the query for each timestamp individually, which in practice could represent on-the-
fly queries taking a current snapshot of the environment (nodes without storage),
since effectively we could query the node on a 60-second interval for the current valid
reading, we would indeed be able to obtain similar conclusions.

To put this into perspective, querying the network once per timestamp is a com-
pletely acceptable scenario since the queries that we run individually access different
rows in the database, yet correlated, which is analogous to the data partition scenario
incorporated in PINQ [60]. PINQ, a practical implementation of differential privacy,
uses data partition as a way to allow multiple queries to be run as long as each query
accesses disjoint parts of the dataset.

On one more note, the use of multiple queries contrasts with another attack re-
cently published [72], that requires as many queries against the target row that they

are trying to re-identify as the number of rows in the dataset. It clearly goes against
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the differential privacy definition since it completely ignores the idea of budgeting
and the expected data leakage after each query.

One example of an application where differential privacy has been employed with
a means of making the solution privacy friendly is for network trace analysis. Data
analysts with access to PINQ-like interfaces to raw network trace data of an internet
service provider could extract information about the actual individuals behind these
traces. With the use of auxiliary information, the damage is considerably worse.
Access to such a dataset could be deemed differentially private, but, in reality, given
the misalignment of granularity, it leaks unwanted additional information. Individual
entries in the database are protected, but that is not necessarily the threat one wants
to protect against.

This section shows that incorporating differential privacy in a wireless sensor net-
works does not address the privacy concerns raised with the set difference attack. In
fact, it is worse because during the investigation of the statistical set difference attack,
we were able to identify other applications that make use of differential privacy but
that in reality the achieved privacy levels do not necessarily meet the expected ones.

Ways to address such misalignment are the subject of the next section.

4.3 Mitigation

As it has been demonstrated, the simple application of differential privacy cannot pro-
tect node-level privacy against the statistical set difference attack under reasonable
assumptions. This is largely due to their misalignment of granularity in providing
privacy: node versus individual-reading levels. In this section, we present two novel
solutions that address this misalignment and therefore the attack presented above:
spatially-limited data grouping and enhanced budget management. These approaches
provide a contrasting effects in terms of their end result (noisier and less noise respec-
tively) but in conjunction they offer a flexible and effective manner of achieving the

desirable level of privacy.

4.3.1 A Note on Query Limitation

Before we discuss the two proposed solutions it is worth first mentioning one potential
avenue of protection against the misalignment of granularity, and explaining why this

approach is unlikely to be of great use.
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An approach that initially seems attractive for protecting against this form of
issue is to enforce a query approval procedure and ensure that answers resulting from
theses questions do not leak undesirable information. By doing so, compromising
queries cannot be executed, and thus the attack fails.

There are two major problems with this approach. Firstly, this solution would
not be suitable in the context of wireless sensor networks which are autonomous
and unattended systems, since it places unreasonable constraints on applications,
especially in a multi-application or federated network, since queries would have to be
evaluated on a case by case basis.

Finally, and more importantly, such an approach would deem it impossible to
allow queries over series data due to, as it has been demonstrated in Section 4.1,
the misalignment of granularity of the aimed privacy goals and the achieved privacy
guarantees. Virtually any query, unless targeting a very limited set of timestamps,

would have to be rejected.

4.3.2 Spatially-limited Data Grouping

This approach’s goal is to add enough noise to cover up the possibility of grouping
entries, therefore providing privacy guarantee at the group level. In terms of alignment
of granularity, it means increasing the protection that the definition provides in order
to meet the target privacy requirement. In practical terms, it means more noise, since
the standard deviation of the calculation of the amount of noise is much larger.
Taking the above into account, the definition of privacy will take the following

form:
Pr[(Dy) € S] < exp(ec) x Pr[K(D,) € S]

where ¢ represents the database granularity.

This change of definition provides for a flexible solution that can be tuned to any
target privacy requirement in wireless sensor networks or where the granularity of the
database has to be taken into account. The selection of the right granularity levels
is left for the data owners to fulfil their privacy needs. The practical consequences of
higher or lower levels of granularity will be demonstrated in section 4.4.

Strictly speaking, if we were to apply the differential privacy definition in order to
achieve privacy at the node rather than at the single reading levels, the granularity
of the operation would have to be equal to the maximum number of readings a single

node had. Therefore, to some extent, this new definition can be seen as a relaxation of
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the differential privacy definition, since it will see each data grouping as its elementary
unit.

The actual data grouping is quite flexible, with the decision solely depending on
the data and/or application owner and the application the data will be serving. It
could take the form of two hours groups or even daily grouping. The effect of increas-
ing the grouping size is that it will generate greater noise levels. The countermeasure
to that effect than becomes the combination with the next proposed approach to
mitigate the misalignment: enhanced budget management.

Danezis et al. [18] achieved a similar solution for their differentially private billing
solution, whereby electrical readings were grouped in order to hide their correlation
and therefore increasing the granularity of the target protection for that group. This
solution turned out to have a much greater application than their proposed use, as it

has been demonstrated in this chapter so far.

4.3.3 Enhanced Budget Management

This approach extends the way the amount of budget is deduced from the rows of the
table being queried, so that not only the queried row has its budget reduced but its
neighbouring rows (in the time dimension) have their budget reduced too.

Whereas in the previous mitigation solution the flexibility was given to the data
owner, for this one, it will be the data analyst who will benefit, since it is up to them
to decide how to consume all the data that they potentially have access to. This
is another variable, in addition to the epsilon, that data analysts have freedom to
choose from that will consume the total amount of budget in offer to them.

In practical terms it means more restriction on the number of queries an analyst
is allowed to run over the database. In contrast to the previous solution, here it is
possible to obtain more accurate answer to queries. It will be a trade of number of
queries for accuracy.

Another possibility, not discussed so far, is the possibility of linking non-consecutive
time windows, like the same hour every day in a given week. Such a decision cer-
tainly depends on the nature of the data being made available, since it is especially
applicable for correlated events across sparse intervals.

Assume that an analyst wants to query the current state of the network for a
particular variable. The answer of that query would incur the amount of noise that
is necessary to cover for the level of data grouping, which could be considerably high.
However, since the analyst is only interested in that particular reading within that

grouping, or maybe a range of readings but that is considerably smaller than the size
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of the grouping, it is possible to compensate for those non-used entries in the form of
higher accuracy and wider budget consumption. It would work as a budget-borrowing
mechanism. Effectively, the analyst would be concentrating the budget that he has
over the entire range of a grouping block into one or few entries. The end result is

the consumption of the budget across the entire range.

4.4 Evaluation

In the last section, we proposed two solutions to address the issue of misalignment of
granularity. As mentioned, the solutions have contrasting effects in terms of noise lev-
els. When combined, they provide a flexible and practical solution for leveraging data
usefulness and privacy guarantees depending on the application needs. This section
aims at demonstrating these characteristics over wireless sensor network applications.

For the first evaluation, we make use of the expanded case study presented in
section 4.1, that proposes an wireless sensor network with nodes installed on desks in
an office building with the goal of collecting desk occupancy data. As demonstrated
there, the time-series data generated by each node is intimately linked to individuals.
Such data correlation between readings of each node directly exposes the effect of the
misalignment of granularity in terms of privacy guarantees.

The goal of the application is to provide the average occupancy of the desks
within a two-hour period. The readings take place every minute. To start with, let
us consider that, after each reading, the node reports it to the network’s sink, who is
responsible for storing them and answering queries sent towards the network by data
analysts. Figure 4.1 presents how such an application would respond to the average
occupancy query. It includes the accurate answer to the query and the standard
deviation of the answer based on the solution proposed in this chapter after 500 runs.

As can be seen in figure 4.1, the noisy results are fairly accurate even for consid-
erably small networks, with higher levels of accuracy being achieved as the number
of nodes grows.

For the second evaluation, we use the same scenario as the one above, but, this
time, with the data fully distributed, that is, the data is collected by the nodes
and it remains within its boundaries. Therefore, each node is capable of answering
private queries, assuming the queries do not extrapolate the node’s budget limits, in
the same same way the sink could answer queries to data analysts in the previous

scenario. The sink will act as a simple proxy, coordinating the communication with
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Figure 4.1: It shows the average desk occupancy over a two-hour period. The occu-
pancy results are presented in its accurate value and the standard deviation resulting
of 500 runs of the solution proposed here. These results vary accordingly to the size
of the network and they are based on the data centrally located at the sink.

all nodes in order to send the query and collecting the answers sent to it by all nodes.
It is then able to respond to the data analyst with the aggregated answer. Figure 4.2
presents the practical evaluation of such scenario.

Notably, the fully distributed scenario does incur considerable higher noise levels
when compared to a similar network size in the centralised one, hence the bigger size
of networks. However, like before, as the network size grows, the noise levels drop.

So far, we have only addressed the granularity misalignment by using the spatially-
limited data grouping solution. By combining it with the second solution, however,
you give back to data analysts the possibility of obtaining lower levels of noise even for
considerably smaller networks as it is being shown in figure 4.3. In this example, we
are only interested whether the desk was occupied eight times within the 120 minutes
period: every 15 minutes. It again uses the same scenario as above.

The enhanced budget management provides for data analysts the possibility of
querying a single or very few data entries rather than all entries within the size of
the data grouping (sensitivity of the database). Such an approach guarantees that
the effect of noise levels, in a fully distributed scenario, are only dependent on the
number of nodes taking in the network, acting completely obviously to the database

granularity. As it has been seen in figure 4.3, for considerably smaller networks, it
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Figure 4.2: It shows the average desk occupancy over a two-hour period. The occu-
pancy results are presented in its accurate value and the standard deviation resulting
of 500 runs of the solution proposed here. These results vary accordingly to the size
of the network and they are based on the data being fully distributed (only the node
themselves have access to the raw data).

is possible to achieve considerable higher levels of accuracy when compare to the

previous two simulation.

4.5 Conclusion

In this chapter we show that, although differential privacy has been a breakthrough in
terms of statistical privacy database, it falls short for time-series data, which by itself
is not an entirely new finding, but it also reveals that existing applications are using
the current definition of differential privacy indiscriminately, ignoring its limitations.

Such limitation is demonstrated by the effectiveness of the statistical set difference
attack, which explores the granularity misalignment between datasets and aimed
levels of privacy.

In order to mitigate the attack, we propose two approaches. The first introduces
the concept of database sensitivity, which extends the privacy protection to wider

ranges of database entries. The sensitivity level is configurable and depends directly
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Figure 4.3: It shows the average desk occupancy over a two-hour period based of 15
minutes sampling. The occupancy results are presented in its accurate value (based
on all 120 entries for each user) and the standard deviation resulting of 500 runs of
our solution using 15-minute sampling. These results vary accordingly to the size of
the network and they are based on the data being fully distributed (only the node
themselves have access to the raw data).

on the target privacy protection for the data, with the trade-off solely defined by
the data holder. In the second technique we propose the expansion of the concept of
budgeting so that each queried element spreads the consumed amount of budget across
either its neighbours or timed intervals. The spreading effect is directly linked with
the chosen database sensitivity. The decision of using the latter is solely dependent
on the data analyst, since the level of privacy remains exactly the same for the data
holder.

Finally, this chapter has set the flexible and extensible groundwork that will form
the basis for the framework for designing privacy-preserving data aggregation proto-

cols presented in the next chapter.
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Chapter 5

Framework for Designing
Privacy-preserving Data
Aggregation Protocols

The techniques presented in the previous chapter provide a strong and flexible set of
tools to achieve privacy in a distributed time-series setting. So far, however, they have
not been considered in the context of a wireless sensor network environment. This
chapter presents how they could be weighted when designing a privacy-preserving
data aggregation protocol for wireless sensor networks. It considers the key factors
that influence the data collection and data storage, as well as data transmission in
such networks.

The main target for the framework presented here is those designing the deploy-
ment of wireless sensor networks, single-purpose or multi-application network deploy-
ments, with the latter representing features made available as part of the middleware.
Additionally, the framework is also expected to be used when designing applications
to be deployed on exiting networks, leveraging their multi-application support.

In wireless sensor networks, the end goal is to be able to answer questions regard-
ing the sensed environment. When designing a privacy-preserving data aggregation
protocol, the questions to be answered have to be clear and well defined. This does
not mean, however, that these networks may not be used for anything else. It simply
sets the benchmarks in terms of application needs, which will assist in defining the
required privacy levels.

The influence to privacy levels and data utility come from architectural charac-
teristics of the network, like topology and data storage, assumptions of the sensed
environment, when it comes to placing the trust, as well as configurable characteris-

tics, like defining data grouping and budget management metrics.
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The next sections will expand on each of these influential factors. It will be
followed by an overview of the framework in section 5.6.

It is worth mentioning upfront that none of the characteristics on the subjects
covered in the coming sections can be represented in on or off fashion. Their applica-
bility, most of the time, offer varying degrees of flexibility depending on the purpose

of the network.

5.1 Placing the Trust

One of the first factors to be decided when designing a privacy preserving data aggre-
gation algorithm is the threat model to be mitigated, which, in order words, means
where to place the trust in the network.

As presented in chapter 2, wireless sensor networks are composed of several com-
ponents which communicate in order to sense the environment. The interaction with
the networks normally takes place via the sink, which acts as the network entry point
for external stakeholders, like data analysts.

When placing the trust, a key factor is to decide whether the aimed protection
is against external stakeholders or if it should be protected against other nodes too.
Privacy constraints aside, the two options have quite contrasting effects in relation to
data utility and noise levels.

In the former, data would travel from the nodes where they are collected all the
way to the boundaries of the network via the sink. Once there, the data is aggregated
and differential privacy is applied as shown in the previous chapter. This centralised
model provides protection against the set difference attack because, from an external
point of view, the isolation of nodes is not possible. The main concern with this
option, however, is the inability of protecting the data from insiders or someone
posing as one. The control of the data is far from where it is collected.

When the desire is to protect against other nodes, the control of the data is
reclaimed from the sink and returned to the nodes. This distributed model provides
a much stronger data privacy model because the differential privacy guarantee is
applied by the node to its data. No data leaves the realms of the node unprotected.
Of course, there is a cost on data utility when this model is adopted, restricting
the granularity of queries that are possible. Chapter 6 has more insights into these

limitations.
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The control of the data, however, does not need to either be given to the sink
or the nodes. As a way of benefiting from both options, clusters of nodes, possibly
exploring some level of affinity among them, could be created so that we end up with
a hybrid approach where each cluster operates in a centralised model internally and
in a distributed model externally. From the point of view of a cluster, non-member
nodes would be seen as ‘outsiders’ with regards to data privacy.

The decision on where to place the trust should not be taken in isolation. For
example, the possibility of combining other techniques presented in section 5.5 could

have a positive effect in favouring one model over another.

5.2 Network Topology

From a network topology point of view, there are three sets of aspects that could in-
fluence the design of a privacy-preserving data aggregation protocol using this frame-
work: densely populated network versus small deployments (size), deep versus shallow
topology and fixed versus mobile node locations.

The size of a deployment has a strong influence on the data utility of a network.
The bigger the number of nodes, the more decentralised the control of data points
can be. As we move towards smaller networks, we may end up having to centralise
this control because, otherwise, the noise levels overshadow the sensed data. To some
extent, the size of a deployment goes hand in hand with the decision on where to
placing the trust in a network, as seen in section 5.1.

In the same way that the size of the deployment has an effect on what can be
achieved in terms of data privacy, its topology also plays a relevant role. Deeper
topology provides an easier to group organisation, therefore providing a higher utility
and influencing the decision towards a hybrid trust model.

Likewise, for fixed node deployments, it is quite straightforward to accommodate
grouping of devices and therefore play around with the trust model in favour of more
appropriate solutions for the actual needs. Mobile deployments, on the other hand,
can have an extra factor of complication for applying a hybrid trust model, favouring
either a decentralised or a centralised model, unless some form of a dynamic clustering

technique is employed.
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5.3 Storage and Data Feeding Model

From a data storage point of view, a network could adopt two different approaches:
historical data or live-data only. With regards to the feeding model, the options of
operation are constant data feeder or on demand.

Networks with a certain level of storage allows for queries over historical data,
which consequently provides data analysts with a wider range of possibilities, specially
combined with the data grouping and budget management (see section 5.4 for more
details). In a live-data only model, e.g. no local storage, queries can only be applied
to whatever is sensed at the time of the query. Alternatively, when a hybrid or
centralised approach is preferred, by the inclusion of storage nodes to the network,
it is possible to convert a live-data only network into a historical data one, with
the storage nodes acting as the cluster aggregator and therefore applying the exact
amount of noise as expected.

When it comes to data feeding model, an application could be regularly publish-
ing data, so effectively operating as a constant data feeder. The combination of a
constant data feeder mode and budget management does not fit well, unless stor-
age nodes are added to the network as described above, because it removes from
data analysts the possibility of assigning different levels of budget depending on their
actual requirement. In fact the combination of decentralised trust model, constant
data feeding and no data storage does not go well together at all when designing a
privacy-preserving data aggregation algorithm because it eliminates the possibilities
of leveraging over configurable factors of the network.

In general, an on demand nature of the network provides a more granular level of
possibilities to data analysts, especially as the number of analysts grow the number
of applications expands because most likely the interest over the sensed data will be

different, leading towards more specialised queries or use cases.

5.4 Application Needs vs Privacy (Goals

Like for placing the trust, it is the application needs and privacy goals that essentially
influences the configuring and decision making on the directions to take when it
comes to data grouping and budget management. These two characteristics have

been introduced in chapter 4.
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5.4.1 Data Grouping

The level of data grouping defines how much of the data being generated by nodes
or clusters of nodes will be treated as a single entry from the point of view of the
definition of differential privacy. The options here vary from simple grouping of
consecutive data points, like two hours or one day slots, or it could cover entries
spanning across non-consecutive sequences, like the first of every hour in a day. The
decision on the grouping depends on the level of correlation of the events being sensed.
A combination of several groups is also possible, like grouping the data into hour slots
as well as these hour slots into a whole weeks.

The way data grouping is set should be heavily influenced by nature of the data
and the environment where it is being collected. That inline with the privacy goal

and application needs should drive how it is configured.

5.4.2 Budget Management

In addition to choosing a data grouping policy, it is also necessary to define the
amount of budget available for queries. As previously mentioned, each query con-
sumes a certain amount of this privacy budget. This behaviour creates one of the
most interesting aspects of the framework because it gives to external elements of the
networks, e.g. data analysts or users of the network, the capability of deciding how
much budget to be consumed with each query. This means that it is up to the users
of the network to choose whether they concentrate the amount of budget allocated to
them into one particular data point within the grouped data, spread it equally across
all data points, or opt for a subset of the data.

Equally like the data grouping aspect, it is possible to define an overall amount
of budget for a group of slots as a way of protecting more correlated data elements.
For example an application could define a certain budget for a data grouping slot of
two hours and, in addition, define a budget limit for the day. This would mean that
not all 2-hour slots could have their budget fully consumed. In summary, it would be
possible to create layers of budget, with the outer layer always smaller than the sum
of the allocated budget of all elements of the adjacent inner layer.

Most likely on multi-application deployments, nodes or clusters of nodes could
have the budget of their data groups saturated by several applications. Therefore, a
policy for budget consumption across application could be put in place to prioritise or
apply more complex allocations. On its simplest form, a first come first serve model

could be applied.
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The decision on the amount of budget to allocate to each node is application and
data specific, given that the budget directly represents the amount of privacy being

traded in exchange for data utility.

5.5 Data Perturbation in Conjunction with Other
Techniques

It is possible to combine the techniques presented in chapter 2 with the techniques
presented so far in this chapter to achieve higher levels of privacy without affecting
noise levels. As demonstrated in chapter 3, on their own, the former could not
withstand the set difference attack. However, as an addition to the latter, it can
contribute towards higher privacy guarantees without compromising utility since it

does not incur noise.

5.5.1 Clustering

This method of data aggregation combines the data points of neighbouring nodes and
is directly related to the concept of clustering proposed in section 5.1 when discussing
where to place the trust in a network.

The protocol here would almost work in the same way the original protocol works
as described in chapter 2, with the different that after the second round, the ag-
gregator applies the expected level of differential privacy noise to the result before
transmitting it towards the sink of the network.

The motivation for adopting this model comes from the idea of trusting the nodes
nearby could be more acceptable, especially considering the less noisy results that it
achieves. Of course, in contrast, it is relevant to highlight that by adopting it, the
system will still be susceptible to a variation of the set difference attack. It is a varia-
tion because the attacker has to be another node (inside the cluster) and not anyone
that poses as a data analyst sending queries to a wireless sensor network applica-
tion as in the original attack. What needs to be remembered, however, is that this
protocol is only applicable when not using the fully distributed trust model, which,
inherently, means that the data has to be transmitted to the aggregator anyway, so,
by adding this protocol, it would be better off, despite being susceptible to a much

milder variation of the set difference attack.
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5.5.2 Slicing

This technique basically unevenly splits the data to be transmitted into two or more
parts and sends them towards the sink via different paths. Its use does not seem
too helpful when the data in question is already differentially private. It can make a
difference, however, when the trust model in use is a hybrid or centralised one. Using
this technique, we would protect the sensed data during transmission towards the

aggregator, minimising the possibility of data interception from insiders.

5.5.3 Other Techniques

Other techniques could be applied to varying parts of the network to mitigate attacks
or at least reduce their potential against data leakage. One example of such techniques

would be the use of homomorphic encryption, presented in section 2.6.4.

5.6 Framework Overview

This section presents a summary of the characteristics presented so far to assist in
designing a privacy-preserving data aggregation protocol for wireless sensor networks.
We start by summarising all characteristics that will be classified from the point of
view of data utility, point of control, targeted protection and finally configurability.

The characteristics presented as part of the framework are:

e Placing the trust: distributed, centralised or hybrid approaches
e Network size: number of nodes sensing the environment

e Network topology: deep versus shallow topology

e Network mobility: fixed versus mobile nodes

e Data Storage: support for historical data versus live data only
e Feeding model: constant versus on demand

e Data grouping: defines the blocks of data to be seen as one from the differential

privacy point of view

e Budget management: defines how the consumption of privacy budget takes

place
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e Conjunction of data aggregation techniques: use of existing data aggregation

techniques like clustering

The first criteria for classifying these characteristics is how they behave from the
point of view of data utility. Therefore, the classification is under one of three op-

tions: increase, decrease or not applicable. The classification is presented in table 5.1.

Data utility

characteristic \ increases \ decreases \ n/a
Placing the trust | centralised /hybrid | distributed
Network size big small
Network topology deep shallow
Network mobility fixed mobile
Data storage historical data live data only
Feeding model on demand constant
Data grouping smaller groups bigger groups
Budget mgmt v
Other techniques v

Table 5.1: This table presents the classification of the characteristics of the framework
with regards to data utility.

Another classification is from the point of view of control, defining who has the
power to set it. The possible options under this classification are: external (data
analysts/users), network, node level and not applicable. The classified characteristics

is presented in table 5.2.

Point of control
characteristic ‘ external ‘ network ‘ node-level ‘ n/a
Placing the trust centralised /hybrid | distributed
Network size v
Network topology v
Network mobility v
Data storage v v
Feeding model v v
Data grouping v v
Budget mgmt v
Other techniques v

Table 5.2: This table presents the classification of the characteristics of the framework
with regards to point of control.
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From the point of view of targeted protection, the classification accepts the follow-

ing options: insiders, outsiders and not applicable. Table 5.3 contains the classified

characteristics.
Targeted protection
characteristic \ insiders \ outsiders \ n/a
Placing the trust | distributed/hybrid | centralised /distributed/hybrid
Network size v

Network topology
Network mobility
Data storage
Feeding model
Data grouping v v
Budget mgmt
Other techniques v

NN

Table 5.3: This table presents the classification of the characteristics of the framework
with regards to targeted protection.

Finally, we present the classification of the above characteristics with respect to
their configurability. Possible values are configurable and network aspect. The former,
as the name states, can be chosen while the latter is a given that simply acts as am

influential factor for other decisions. This classification can be found in table 5.4.

Configurability
characteristic \ configurable \ network aspect

Placing the trust v
Network size v
Network topology v
Network mobility v
Data storage v
Feeding model v

Data grouping v

Budget mgmt v
Other techniques v

Table 5.4: This table presents the classification of the characteristics of the framework
with regards to its configurability.

These classifications have been set from the point of view of a protocol being
designed for an existing network, therefore assuming that the network aspects are
given characteristics. If the network still does not exist, then table 5.1 should be

taken into account when deciding on the network aspects.
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5.7 Conclusion

This chapter presents a framework for designing privacy-preserving data aggregation
protocols for wireless sensor networks. It combines the proposed techniques for per-
forming data perturbation to distributed time-series data presented in the previous
chapter with relevant aspects of wireless sensor networks like topology and network
sizes.

Furthermore, the framework does not force the design of privacy-preserving proto-
cols in any particular direction. The driving factor should always be the data utility
should be inline with the privacy expectations. For example, if deciding for maximum
privacy in a small deployment, wide data grouping, among others, the network will
be of very little to no utility.

Finally, the framework remains open for expansion, so that new techniques can
be incorporated, further enhancing its capability of extracting maximum utility from

a wider range of scenarios.
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Chapter 6

Evaluation

The combination of the characteristics, described in the previous chapter as part of
the framework, can have a profound effect on applications running in wireless sensor
network. Thus, this chapter aims to demonstrate such an effect by presenting two
extreme cases of applying the framework followed by a hybrid approach that uses a
more balanced combinations of factors.

This chapter is organised as follows. Section 6.1 sets the scene that will be used in
the evaluations. In sections 6.2 and 6.3, we evaluate the effects of running a centralised
and a decentralised trust model respectively. Next, a more well-balanced approach is
evaluated, adopting a hybrid trust model, in section 6.4. The chapter concludes with

section 6.5.

6.1 Approach

The evaluations are going to mainly focus on the placing of the trust factor since, as
presented in section 5.6, it is a configurable characteristic that causes a big impact
in data utility and it can be used for shifting the point of control and leveraging the
protection of the data against insiders or outsiders.

It has been mentioned several times that it comes down to the application needs
as well as privacy requirements the decisions of how to design a suitable privacy-
preserving protocol. That statement continues to be accurate. The goal here, how-
ever, is slightly different. These evaluations are exploring the capability of the frame-
work of achieving data utility by designing two extremes cases and one more likely
to be adopted. Therefore, these evaluations are orthogonal to the application in

question. The other factors, like network topology and data storage, being network
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aspects as shown in table 5.4, are going to influence the decision for the trust model
to be used.

For the evaluations, a data set has been created to represent occupancy events in
our office occupancy case study. The data points take the form of Boolean entries
that have been simulated to be collected every minute for a period of one hour. This
data set could represent any somehow detectable event, like movements, a threshold
being reached, or even the explicit activation of a switch.

The data will be grouped into one hour chunks, therefore setting the granularity
of the database to 60, which is the total number of collected data points in one hour.
This setting means that the entire hour should be considered as one from the point

of view of fulfilling the differential privacy definition presented in chapter 4.

6.2 Centralised Trust Model

This evaluation is concerned with analysing the data utility of the centralised trust
model. In order to achieve that, a simulation has been conducted to replicate the
behaviour of the network as the number of nodes in the network increases. This
particular simulation covers network sizes between 20 and 200 nodes.

The resulting outcome of the simulation is going to be presented in the form of
three graphs, which plot the relationship between the average number of events taken
place within a particular timestamp and the number of nodes in the network. For
comparison, each graph assumes a different level of budget expenditure: 5, 1 and 0.2.
The graphs also include the standard deviation after 500 runs. Figures 6.1, 6.2 and
6.3 present the results of this simulation.

The results of the simulation matches the expectation that a centralised trust
model achieves high levels of data utility. The convergence of the answer when con-
suming budget at levels 5 and 1 is high even for small deployments. For level 0.2,
however, the range is prohibitive high for small deployments. As the network grows,
the accuracy improves.

This evaluation makes a reasonable assumption that the data sent by the nodes
is stored by the sink. This assumption can be justified by the fact that it is reason-
ably straight forward to achieve that given its central location. In turn, with this

assumption, the feeding model allows for on-demand type of queries.
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Figure 6.1: It presents the behaviour of a network that adopts a centralised trust
model with budget expenditure 5.
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Figure 6.2: It presents the behaviour of a network that adopts a centralised trust
model with budget expenditure 1.

6.3 Decentralised Trust Model

This evaluation focuses in analysing the data utility levels of the decentralised trust
model and follows the same format as the previous one. The only differences are a
consequence of the noisier nature of the decentralised trust model. For example, the

network sizes used in the simulations vary from 50 to 1000 nodes, considerably bigger
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Figure 6.3: It presents the behaviour of a network that adopts a centralised trust
model with budget expenditure 0.2.

networks compared to the 20 to 200 nodes used for simulating the centralised trust
model. Another difference is with regards to the amount of budget. We have replaced
the 0.2 level with the 0.5 one because of the meaningless expressiveness of the former.

The results of this simulation, after 500 runs each, are presented in Figures 6.4, 6.5

and 6.6.
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Figure 6.4: It presents the behaviour of a network that adopts a decentralised trust
model with budget expenditure 5.
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Figure 6.5: It presents the behaviour of a network that adopts a decentralised trust
model with budget expenditure 1.
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Figure 6.6: It presents the behaviour of a network that adopts a decentralised trust
model with budget expenditure 0.5.

As expected, the adoption of a decentralised trust model results in considerably
noisier outcomes, especially compared to the centralised trust model. While for the
results with the consumed budget at level 5, the accuracy is quite high from very early
on, the results for budget level 0.5 present a very high standard deviation throughout.

It is not feasible to run a decentralised trust model without local data storage

because the level of perturbation would simply overshadow the actual data, similar

70



to the behaviour caused when using budget consumption level at 0.1. Therefore, this
experiment worked on the assumption that nodes store the sensed values so that it
can later be queried.

Given the noisier characteristics of the decentralised trust model, there is a pos-
sibility of querying a larger dataset than that of the data group. So, we have incre-
mented the dataset with additional data and run another experiment. To be more
precise, we have loaded four hours worth of data. The rationale behind this attempt
is that we are going to include more actual data into the response without adding
any extra amount of noise. That is because we have already covered the noise levels
to fulfil a data group and the extra data is coming from data entries that are part of
other data groups. The result of this experiment can be seen in Figures 6.7, 6.8 and
6.9.
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Figure 6.7: It presents the behaviour of a network that adopts a decentralised trust
model with budget expenditure 5. The questions cover 4 times more data points than
the size of the data grouping in use. For this particular experiment it used 240 data
points from each node since the data grouping size is 60 data points.

The results found in Figures 6.7, 6.8 and 6.9 are a great improvement when com-
pared to the previous experiment. Even for the 0.5 budget expenditure level there
is a better convergence towards the true answer. The impact, however, is that our
average now covers a much wider date range, with four hours worth of data. Alter-
natively, another possibility for increasing data utility is to make use of the budget
management feature and query only a subset of the available data points in a data

group. That way, we could trade much better data utility levels in exchange for a less
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Figure 6.8: It presents the behaviour of a network that adopts a decentralised trust
model with budget expenditure 1. The questions cover 4 times more data points than
the size of the data grouping in use. For this particular experiment it used 240 data
points from each node since the data grouping size is 60 data points.
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Figure 6.9: It presents the behaviour of a network that adopts a decentralised trust
model with budget expenditure 0.5. The questions cover 4 times more data points
than the size of the data grouping in use. For this particular experiment it used 240
data points from each node since the data grouping size is 60 data points.

granular dataset. Additionally, we would include the same subset of data points for

other data groups, resulting in better data utility levels as demonstrated in Figures
6.7, 6.8 and 6.9.
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6.4 Hybrid Trust Model

This evaluation focuses in analysing the data utility levels of a hybrid trust model and
follows the same format as the previous ones. The obvious difference is the existence of
clusters of nodes, which, for this experiment, has been set to ten clusters. In addition,
the number of nodes being experimented on varies between 25 and 295. Finally, the
budget consumption levels are back to the values used in the centralised trust model
experiment. The experiments have been performed 500 times. The results of this

simulation are presented in Figures 6.10, 6.11 and 6.12.
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Figure 6.10: It presents the behaviour of a network that adopted a hybrid trust model
with 10 clusters of nodes and budget expenditure 5.

The results of Figures 6.10, 6.11 and 6.12 show an expected outcome from the
data utility point of view. It performs considerably better than the decentralised
trust model but worse than the centralised one. The surprising result is with the
0.2 budget consumption level (Figure 6.12), which shows very noisy results for small
deployments.

In addition, there is a second experiment that attempts to evaluate the impact that
the number of clusters can have in a hybrid deployment. It uses budget consumption
level 1 with cluster sizes 10, 50 and 100 clusters presented, respectively, in Figures
6.13, 6.14 and 6.15.

Figure 6.13 shows that as the number of cluster gets smaller, 10 in this case, so

does the similarities to a centralised trust model in term of data utility. The opposite
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Figure 6.11: It presents the behaviour of a network that adopted a hybrid trust model
with 10 clusters of nodes and budget expenditure 1.
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Figure 6.12: It presents the behaviour of a network that adopted a hybrid trust model
with 10 clusters of nodes and budget expenditure 0.2.

is also true, as the number of cluster grows (100 clusters in Figure 6.15), bigger is the

correspondence to a distributed trust model.
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model, from the point of view of data utility, for a total of 10 clusters.
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6.5 Conclusion

In this chapter, we compare and contrast the use of several characteristics of the
framework proposed in chapter 5 to address data privacy in wireless sensor networks.
The first two evaluations employ opposite extremes to deal with data privacy. The

first relies on a centralised trust model, therefore focusing on protecting against ex-
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Figure 6.15: It compares the behaviour of the network that adopted a hybrid trust
model, from the point of view of data utility, for a total of 100 clusters.

ternal elements of the network. The second set of evaluations, on the other hand,
aims for a maximum level of privacy from the point of view of control of the data,
adopting a decentralised approach which gives the control over the data to the nodes.
The last set of evaluations aims to benefit from the higher levels of data utility of the
former while relaxing the level of privacy of the latter, adopting a hybrid trust model.

Among the results presented in the simulations, there are some obvious ones like
the higher data utility found in centralised protocols when compared to their de-
centralised counterpart. It is important to mention, however, that the extent of the
reduced level of data utility of the latter is quite expressive, especially for smaller
networks. The budget consumption levels also had to be tweaked due to the inex-
pressiveness of the results achieved.

It has been constantly highlighted and should also be noticeable that there is
no necessarily right or wrong answer when it comes to designing privacy-preserving
data aggregation protocols. What in fact exist are sets of requirements from the
different stakeholders involved or affected by a deployment or a particular application.
Inadvertently, a higher level of privacy is going to lead to smaller levels of data utility,
especially as the point of control of the network is shifted towards the nodes [49]. The

challenge is to find the correct balance between data utility and data privacy.
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Chapter 7

Conclusion and Future Work

This dissertation has investigated the extent to which data perturbation is a suitable
mechanism for addressing privacy concerns in wireless sensor networks. During this
research, several contributions have been made to provide a better understanding
as well as towards techniques to leverage acceptable levels of data utility and data
privacy. These contributions are discussed in section 7.1.

Additionally, section 7.2 outlines several future opportunities and open problems
to explore. Finally, section 7.3 concludes by summarising the contributions of the

dissertation and answering the thesis question.

7.1 Contributions

This section presents the contributions of this dissertation. They have been grouped

into three main areas of interest.

7.1.1 Unsuitability of Existing Privacy-preserving Protocols
in Multi-application Wireless Sensor Networks

This dissertation has analysed how existing privacy-preserving protocols perform on
multi-application networks and it has shown that their performance do not match
their proposed goals. The protocols mainly obfuscate the data in transit but fail to
address more obvious attack models.

In order to demonstrate the unsuitability of these protocols, the set difference
attack has been proposed. The attack exploits the intersections between the sets of

sensors comprising applications to discover scenarios in which individual nodes, or
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small clusters of nodes, are isolated. Interestingly, nodes that are under attack have
no way of preventing or even detecting the attack.

In investigating potential ways of mitigating the attack, it was informally identified
that the lack of any form of uncertainty plays a key role in making the attack succeed,
projecting towards the need for a formal data perturbation as the means to achieve

data privacy in wireless sensor networks.

7.1.2 Formally Achieving Privacy in Wireless Sensor Net-
works

We has shown that, although differential privacy has been a breakthrough to the
statistical privacy database, it falls short for time-series data, which by itself is not
an entirely new finding, but it also reveals that there are applications that are using
the current definition of differential privacy indiscriminately, ignoring its limitations.
Such limitation has been demonstrated by the effectiveness of the statistical set dif-
ference attack, which explores the granularity misalignment between datasets and the
aimed levels of privacy.

In order to mitigate the attack, two approaches have been proposed. The first
introduces the concept of database sensitivity, which extends the privacy protection
to wider ranges of data points. The sensitivity level is configurable and depends
directly on the targeted privacy protection for the data, with the trade-off solely
defined by the data holder. The second technique proposes the expansion of the
concept of budgeting so that each queried element spreads the consumed amount of
budget across either its neighbouring or timed-interval data points. The spreading
effect is directly linked to the chosen database sensitivity. The decision of using
the latter is solely dependent on the data analyst, since the level of privacy remains

exactly the same for the data holder.

7.1.3 Framework for Designing Privacy-preserving Data Ag-
gregation Protocols

The final set of contributions comes from the framework devised to assist in the design
of privacy-preserving data aggregation protocols for wireless sensor networks. The
framework presents a comprehensive set of characteristics to be taken into account
and offers a wide variety of configurable options. At its core is the flexibility and

non-imposition of any aspect onto the network.
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One relevant aspect of the framework is that it allows the utilisation of existing
privacy-preserving protocols in ways that emphasise their real strengths, providing
an interesting alternative for networks opting for a hybrid or centralised trust model.

Succinctly, the framework acts as a guideline to assist in extracting the most data
utility from the network while maintaining an acceptable level of data privacy.

In order to evaluate the framework, simulations have been conducted to demon-
strate the suitability of the framework to address contrasting goals from the point
of view of data privacy and data utility. The first evaluation, adopting a centralised
trusting model, achieves high accuracy levels, even for a small deployment and, from
the point of view of external entities of the network, it provides strong privacy guaran-
tees. The second set of simulations, adopting a decentralised trusting model, contrasts
with the findings of the first evaluation because it requires a much larger network de-
ployment with queries covering a wide range of data points in order to achieve some
levels of data utility. The final set of simulations leverages several characteristics of
the framework to be more in line with real deployments. It adopts a hybrid trust
model and performs considerably better than the decentralised one. Variations in the

number of clusters is also evaluated.

7.2 Future Work

In addition to the considerations presented above, this dissertation has set the foun-
dation that enables several avenues for future work. These have been grouped into

four categories.

7.2.1 Enhancement of the Framework

As mention in section 7.1.3, the proposed framework has set a flexible environment
around the designing of privacy-preserving data aggregation protocols. Despite its
novelty, it has only set the foundation, with a lot more to be explored.

Among the areas to be expanded are the incorporation of new techniques to pro-
vide for stronger trust models, enhancing the understanding of the effect of different
architecture in achieved data utility and privacy levels, further exploring the compo-
sition capabilities of the framework to further extend its applicability, etc.

Another interesting aspect to be incorporated into the framework is the support

for algorithms that retain their privacy properties even if their internal state becomes
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visible to an adversary, known as Pan-Private algorithms [30], which is highly relevant

in the context of wireless sensor networks and their distributed node deployment.

7.2.2 Improving Data Utility

The main means of achieving privacy employed in this research has been through the
addition of perturbation to answers, which means that the noisier the answer, the
less is the extent of its utility and vice versa.

Therefore, it is of great interest to explore new means of reducing the level of noise
and improve the utility of the network without necessarily compromising on privacy.
One potential avenue could be the exploration of the imprecision of sensors in use
[82]. This would result in less explicit noise having to be added to the answers while
still fulfilling the proposed relaxed definition of differential privacy.

Another direction for improving the noise levels would be the investigation of
more optimal ways of generating distributed noise to fulfil differential privacy in
the context of wireless sensor networks. Improvements have already been made for
different environment settings [29, 13].

Further improvements can also be directed towards the organisation of the net-
works. In a centralised model, the employment of homomorphic encryption [37] would
improve the privacy levels while achieving the high utility levels that such a model
entails. In relation to the distributed model, techniques like those employed in dis-
tributed analytics [40, 12] could boost data utility while maintaining the high levels

of privacy that is characteristic of this model.

7.2.3 Privacy by Design

As mentioned earlier, the framework for designing privacy-preserving protocols in
wireless sensor networks is one of the main contributions of this research. However,
another (unexpected and interesting) outcome of the framework which could be ex-
plored in further research is its utility as a tool for achieving privacy by design.

By changing the viewpoint of the framework, instead of acting on existing deploy-
ments, it enables the design and implementation of wireless sensor networks taking
into account the privacy by design principles set by Giirses et al. [39]. This is only
possible due to the open and flexible characteristics of the framework, which does not
impose any particular factor onto its users. Researching the extent of this relation

and further exploring the alignment with the principles could result in a relevant
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outcome, especially towards making privacy at the heart of privacy-sensitive wireless

sensor networks and not an afterthought.

7.2.4 Mobile Network

This research has mainly focused on the context of wireless sensor networks. An
interesting direction of research could be the investigation on how these findings
would behave in the context of mobile networks, more specifically mobile phones.
Mobiles phones are a ubiquitous part of our society, which makes the research even
more interesting and with overreaching results.

Despite presenting some similar characteristics, like time-series and distributed
data, such investigation presents additional challenges, like a more heterogeneous
environment, a business model that incentivises a hungriness for more and more
data, etc. [51, 19, 48]. Nonetheless, the contributions of this dissertation could be
widely applicable to such environment, which can further benefit from ubiquitous
internet connectivity and consequently easier grouping of data from individuals via

the employing of social networking features.

7.3 Summary

This dissertation has set out to investigate how the shift in the organisation of a
wireless sensor network affects data privacy as a whole, ranging from the point of
view of the user being subjected to the sensing environment to that of the network
owner.

To answer the thesis question, the first part of this dissertation has demonstrated
how the shift in paradigm guarantees the effectiveness of the set different attack. The
second part has built upon the first by presenting how it is possible to formalise data
perturbation in the context of wireless sensor networks. The third and final part
has combined the results of the first two parts and has presented a comprehensive
and flexible framework for designing privacy-preserving protocols that gives network
owners as well as those being subject to the network the capability to protect their
privacy. The framework has been evaluated, through experiments, to demonstrate
the achievable levels of data utility in a variety of network setting.

It also includes the experiments to evaluate the data-utility levels that is achievable

using framework.
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For those reasons, this dissertation has succeeded in answering the thesis question
and, in doing so, it has made several contributions and enabled the possibility for

several avenues of future work.
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