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Abstract

Machine learning has assumed an increasingly important role in Artificial Intelligence in
recent years. Moreover, in spheres such as online shopping, virtual personal assistants,
recommendation systems amongst other things, it is quickly becoming part and parcel
of our daily lives. The power of data combined with machine learning algorithms has
driven widespread uptake of these Al methods. However, there have been sensitivity
and privacy concerns over the data to be processed. This is especially salient in areas
such as healthcare and finance. Privacy-preserving machine learning mitigates these
privacy challenges through private computation over sensitive data. However, the
process is not trivial or without trade-offs.

In this thesis, we focus on designing effective and efficient protocols for facilitat-
ing end-to-end privacy-preserving machine learning, particularly for neural network
training and inference. We primarily focus on multi-party computation alongside
non-cryptographic primitives such as federated learning for private computation. We
start with designing QUOTIENT, an efficient two-party secure training and prediction
framework. QUOTIENT benefits from the holistic adaptation of standard neural
network training into a crypto-friendly training process alongside a customized hybrid
MPC protocol for secure computation. Next, we introduce federated learning to support
highly decentralized training over unlabeled data. We motivate the idea of ‘silos’ to
ensure superior privacy and isolation across sub-groups. To complete the technical
contribution, we propose an MPC-friendly covertly secure commitment scheme for
enabling certified predictions. More specifically this helps to enforce non-functional
constraints such as fairness, interpretability, and safety over trained models at the time
of inference, making the process more equitable. We design, implement and benchmark
all of these frameworks to show performance gains in computation, communication
and accuracy. We conclude the thesis with a user study focused on enhancing
usability, efficiency, assisting in design and helping ensure equity in privacy-preserving
computation frameworks at large. This study takes the form of semi-structured
interviews with various stakeholders in the privacy-preserving computation ecosystem.

We improve upon the state of the art by more than an order of magnitude in speed,

for our protocols, alongside significant gains in accuracy and communication. The user



study presents a rich socio-technical perspective to the purely technical contributions.
The combination of theory, practice and evaluation, in this thesis, acts as a multi-
perspective framework for motivating design, development and further research in
effective, efficient and equitable privacy-preserving machine learning.
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Introduction

It is increasingly evident that data is an extraordinary asset, possessing great utility
when used with modern machine learning and analytic algorithms. For example, in
the context of healthcare, machine learning driven models save lives [1, 2]. They
have also been shown to help in situations such as Parkinson’s disease [3] and in
the preemptive detection of potential life threatening conditions such as sepsis [4].
A number of other studies [5, 6] have looked at the potential for machine learning
models in domains such as finance and genomics.

The data used in these systems is often sensitive and of a highly personal nature.
Sensitive data is susceptible to abuse [7] and can be used to manipulate decisions
and preferences of individuals [8]. Moreover, there has been a growing interest among
individuals in taking ownership of their data and potentially monetize it while allowing
limited access [9]. Finally, legal restrictions, such as the Health Insurance Portability
and Accountability Act (HIPAA) in the US and the General Data Protection Regulation
(GDPR) in the UK and EU, restrict collection, distribution, and usage of such sensitive
data relating to individuals. These factors limit the availability of sensitive data and

might impact the ability of critical domains to benefit from modern data science.
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Another major challenge with the data-driven frameworks is their tendency to
augment the human biases present in the training data, effectively compiling them
into the model |10, [11]. Further concerns revolve around the lack of explainability and
interpretability of black-box models that can have a direct, real-world impact on the
lives and livelihood of individuals [12]. This is particularly true for Deep Learning
(DL) systems, which suffer from limited transparency in the resulting models. While
a body of research has studied ways to enforce non-functional constraints such as
fairness, explainability and safety, this frequently involves sharing of sensitive data
and models, compromising privacy.

As a result, we are faced with a range of societal, ethical and legal dichotomies
while, at the same time, already utilizing machine learning for solving the most
critical problems of our age. This calls for a delicate balance between privacy and
utility. This thesis sits at the heart of this trade-off. The frameworks developed
as a part of this thesis focus on privacy-preserving computation—a mechanism for

secure computation over private data.

Privacy-preserving Computation

Privacy-preserving computation is a subset of Privacy-Enhancing Technologies (PETs).
PETs are a broad category of approaches which could include everything from a sticker
placed over a webcam [13] to advanced cryptographic techniques [14]. Existing and
well-established examples include encryption schemes used to secure data at rest, end-
to-end encryption protecting data over the network, and anonymous routing protocols
to prevent interactions between identities from being revealed. Such technologies are
already widespread, embedded in products and are increasingly integrated into the
fabric of the global internet infrastructure. While they each have different underlying
approaches and motivations, these technologies are primarily concerned with the

protection of data at rest and in transit. They generally assume that once data is
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safely transferred to a secure endpoint, it can be decrypted and computed on in the
clear; that a single entity performs the computation; and that whether or not the

result of the computation is ‘private’ has a binary answer.

A more recent wave of PETs — including homomorphic encryption (HE) [15], secure
multi-party computation (MPC) [16], and differential privacy (DP) [17] — allow these
assumptions to be relaxed or even abandoned altogether.

All these technologies have their own premises about the threat model, as well
as the security and privacy guarantees. A clear idea of these nuances is integral
to meaningfully deliver on the growing privacy expectations of the general public.
Furthermore, there are a number of trade-offs that these varieties of privacy-preserving
computation offer. For example, MPC is based on cryptographic assumptions but adds
a communication overhead and needs non-colluding parties to participate. HE is also
based on cryptographic assumptions but needs high computation support. On the other
hand, DP offers only a statistical guarantee — about limited impact on the result of a
query computed in the presence or absence of an individual’s record in the database.
Each technology has its own strengths and shortcomings. On top of these trade-offs,

all these technologies suffer from challenges relating to design and governance.

For the purpose of this thesis, we focus on MPC-based approaches. Notwithstanding,
we do consider the whole repertoire of MPC, HE and DP in Chapter [l Furthermore,
while our proposed MPC protocols are practical, they might not always scale well
independently, especially when the data is distributed across a large number of entities.
For privacy reasons, centralization might not be ideal, as a result we also explore how
privacy-preserving approaches can be employed in large scale decentralized settings.

We do this by combining approaches such as Federated Learning (FL) with MPC.
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Research Question

This thesis aims to answer the following overarching research question.

How can we design, build and evaluate effective, efficient and equitable
privacy-preserving Deep Learning systems?
In order to address this research question and effect provably secure, understand-

able and deployable privacy aware deep learning, we decompose this question into

four sub-questions:

Q1 How can we design crypto-friendly protocols and architectures for
secure deep learning?

Q2 Can secure deep learning approaches be decentralised and/or feder-
ated?

Q3 How can we ensure the integrity and security of the derived models?

Q4 How do key stakeholders perceive, understand and evaluate crypto-
graphic primitives such as secure multiparty computation, homomor-
phic encryption and differential privacy?

An Ever Closer Union

As we describe above, privacy-preserving computation technologies each have their own
limitations — in particular with respect to compute and communication requirements,
inputs and operations. For example, despite recent advances, both MPC and HE-based
computations are still significantly slower than computation over plaintext. Similarly,
computation over fixed point numbers and operations like addition, subtraction
are more efficient than computation over floating point numbers and operations
including multiplication, division and square root. However, vanilla machine learning
architectures such as Deep Neural Networks (DNNs) tend to involve large matrix-
vector multiplications, non-linear operations and dealing with floating point numbers
with precision for training over them. While there have been a large number of

practical developments in both cryptography and deep learning, most recent works
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for model training [18-21] and prediction [22-24] on encrypted data are largely
based on optimizations for either the ML model or the employed cryptographic
techniques in isolation.

To this end, an effective and efficient privacy-preserving deep learning system
needs a delicate combination of development on multiple fronts: (a) optimized custom
cryptographic protocols, (b) privacy-aware system design, (c¢) crypto-friendly machine
learning pipelines, (d) scalability and decentralization, (e) equitability, and (f) attention
to design and governance. Terms like fairness, equality, non-discrimination, and bias
have been recently been used to refer to a set of ethical and legal issues around machine
learning. A full exploration of the overlapping and differing meanings of these terms is
beyond scope. Here, we use ‘equitability’ as an umbrella term to refer to these issues.

In this thesis, we show that there is a benefit in taking a holistic approach to the
problem i.e. optimizing and reinventing on various fronts simultaneously. In Chapters
- Bl we address (a)-(d). For instance, in Chapter [3| we propose a customized
quantized neural network architecture and crypto-friendly training strategies alongside
an efficient mixed MPC protocol for secure training over it. Similarly, scalability and
decentralization are key to making a system usable and widely available. Therefore
in Chapter |4 we make use of federated learning (FL) [25] — a decentralized ML
training paradigm over local data where only processed model updates are revealed to
different parties. We use it alongside knowledge distillation and MPC-based secure
aggregation strategy to securely train NNs over unlabeled distributed data. In Chapter
we design customized commitment schemes to enable secure certified predictions
over private models, ensuring integrity and security of the derived models. This
enables secure enforcement of model constraints such as fairness, explainability, safety,
amongst others. This, in effect also addresses issues around equitability (e), which
happens to be a major concern for a machine learning system. The relatively opaque
nature of privacy-preserving computation compounds the problem and we try to

mitigate these issues in Chapter [f
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Finally, in Chapter [6] we motivate how (a)—(d), while necessary, are not sufficient to
meet our goals around making our protocols usable. Primitives like HE, MPC and DP
can seem mysterious or even magical in isolation. The mathematical and computation
complexity around these primitives raise specific challenges to their usability, adoption
and governance. Therefore, we identify and address the challenges around (f) to
conclude this thesis while setting stage for a more broader perspective pertinent to
the material in this thesis. Through this chapter, we also delve deeper into our goals

around (e) through greater transparency and understandability.

Contributions

The proposed work is expected to contribute significantly to the existing body of
research, enabling an equitable and more inclusive application of machine learning
approaches to sensitive application domains, using customized privacy-preserving
computation protocols, while shedding light on the acceptability and accessibility of
specific privacy-preserving computation primitives. We highlight the contributions as
follows. Contributions (A) - (C) are technical advances, while contribution (D) is a

step to advance development, deployment and equitability:

(A) QUOTIENT: Two-Party Secure Neural Network Training and Predic-
tion. Recently, substantial efforts have been devoted to the design of secure
protocols for machine learning tasks. Much of this is aimed at enabling secure
prediction from highly-accurate DNNs. However, as DNNs are trained on data, a
key question is how such models can be also be trained securely. The few prior
works on secure DNN training have focused either on designing custom protocols
for existing training algorithms, or on developing tailored training algorithms
and then applying generic secure protocols. In this work, we investigated the
advantages of designing training algorithms alongside a novel secure protocol,

incorporating optimizations on both fronts. QUOTIENT incorporated key
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components of modern DNN training such as layer normalization and adaptive
gradient methods. It significantly improved upon the state-of-the-art in DNN
training in two-party computation. Compared to prior work, we obtained an
improvement of 50 in wireless area network (WAN) time and 6% in absolute

accuracy [26].

Secure federated learning for unlabeled data. In real life settings, most data
is privacy sensitive and unlabeled. There have been efforts devoted to designing
highly accurate DNN architectures which ingest large amounts of data [27-29].
Some of these recent efforts such as Federated Learning [30] have focused on
user-privacy. However, vanilla federated learning presents little utility for training
on unlabeled data. This work proposed multi-model federated generational
distillation (MFGD), an approach which combines federated learning with
knowledge distillation for secure training on unlabeled data. We investigated the
advantages of using multiple federated models and accumulating their combined
knowledge into individual models across multiple ‘generations’. We also motivated
the superior privacy and security of our approach over vanilla FL. Our approach
improved model accuracy by up to ~ 54% on a classification task, exclusively

using unlabeled data, over multiple generations.

MPC-friendly commitment scheme for enabling certified predictions.
We addressed the problem of efficiently verifying a commitment in a two-party
computation. This addressed the scenario where a party P1 commits to a value x
being used in a subsequent secure computation with another party P2 that wants
to receive assurance that P1 did not cheat, i.e. that x was indeed the value input
into the secure computation. Our constructions operated in the publicly verifiable
covert (PVC) security model, which is a relaxation of the malicious model of

MPC appropriate in settings where P1 faces a reputational harm if caught
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cheating. We introduced the notion of a PVC commitment scheme and indexed
hash functions to build commitment schemes tailored to the PVC framework,
and proposed highly effective constructions for both arithmetic and Boolean
circuits that result in highly efficient circuits. From a practical standpoint, our
constructions for Boolean circuits are 60x faster to evaluate securely, and use
36 less communication than baseline methods based on hashing. Moreover, we
showed that our constructions are tight in terms of required non-linear operations,
by proving lower bounds on the non-linear gate count of commitment verification
circuits. Finally, we presented a technique to amplify the security properties of
our constructions that allows us to efficiently recover malicious guarantees with

statistical security.

Exploring design and governance challenges in the uptake of crypto-
graphic primitives for privacy-preserving computation. Homomorphic
encryption, secure multi-party computation, and differential privacy are part of an
emerging class of Privacy Enhancing Technologies [31], 32| which share a common
promise: preserving privacy whilst also obtaining the benefits of computational
analysis. Due to their relative novelty, complexity, and opacity, these technologies
provoke a variety of novel questions for design and governance. We interviewed
researchers, developers, industry leaders, policymakers, and designers involved in
their deployment to explore motivations, expectations, perceived opportunities
and barriers to adoption. This provided insights into pertinent challenges in
the adoption of these technologies, including how they might make a nebulous
concept like privacy computationally tractable and how to make them more
usable by developers; and how they could be explained and made accountable
to stakeholders and wider society. We concluded with implications for the
development, deployment, and responsible governance of these privacy-preserving

computation techniques.
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Dissemination

To date the work in this thesis has been disseminated via the following papers:

1. Nitin Agrawal, Ali Shahin Shamsabadi, Matt J Kusner, and Adria Gascon.
“QUOTIENT: Two-Party Secure Neural Network Training and Prediction”. In:
Proceedings of the 2019 ACM SIGSAC Conference on Computer and Communi-
cations Security. 2019, pp. 1231-1247

2. Nitin Agrawal, James Bell, Adria Gascon, and Matt J Kusner. “MPC-Friendly
Commitments for Publicly Verifiable Covert Security”. In: Proceedings of the
2021 ACM SIGSAC Conference on Computer and Communications Security.
2021

3. Nitin Agrawal, Reuben Binns, Max Van Kleek, Kim Laine, and Nigel Shadbolt.
“Exploring Design and Governance Challenges in the Development of Privacy-
Preserving Computation”. In: Proceedings of the 2021 CHI Conference on Human
Factors in Computing Systems. 2021, pp. 1-13 (Honorable Mention Award)

Thesis Outline

The structure of the thesis is as follows:

In Chapter [2| we summarise the background and the motivation for the research.
We start with preliminaries, setting out the context, background and foundations
for this thesis. Afterwards, we review the relevant pieces of existing research, with
a focus on their applicability and limitations.

In Chapter [3| we present, in detail, our proposal for secure and efficient two-
party training and inference for DNNs, which we call ‘QUOTIENT". We build on
the preliminaries in Chapter [2| to provide other necessary background and prove the
security of our method. We conclude with an implementation, benchmarking and

comparison of our method with the existing state of the art.
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In Chapter [4, we extend the ideas around secure training in Chapter [3] for a more
decentralized setting with a large number of parties. We motivate, describe and
benchmark a protocol for secure federated learning over unlabeled data.

In Chapter [0 we present a strategy for certified predictions through a novel
type of MPC-friendly commitment schemes in a covertly secure model. We define
the problem in detail, design a framework, propose a solution and benchmark it
against the existing state of the art.

In Chapter [6, we explore a wider user centred context regarding the contributions
in this thesis. We interview a variety of stakeholders involved in deployment of
privacy preserving computation technologies. We discuss the barriers, opportunities
and perceptions associated with the methods proposed in this thesis as well as the
privacy-preserving computation technologies at large.

Finally, in Chapter [7], we discuss the contributions of this thesis in their entirety, high-

lighting the broader challenges and opportunities while setting the stage for future work.
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2.1 A Brief Overview of Deep Learning

Deep learning is a powerful form of machine learning that has been shown to help solve

a variety of complex tasks such as image and speech recognition , . DL methods
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make use of multiple layers stacked together to identify structure and patterns in large
data sets [29]. It does not need the data to be pre-processed and automatically learns

to extract relevant features. It is effected through Deep Neural Networks.

2.1.1 Deep Neural Networks

Deep Neural Networks belong to a class of so-called deep architectures, possessing
an ability to utilize higher level features. These features are composed from lower
level features [35]. More generally, deep architectures, which enable “deep learning"
comprise a variety of flavors including graphical models [36] and neural network
models with multiple hidden layers [37]. Deep neural networks have been found to
be successful at complex supervised learning tasks, where the objective is to learn
the relationship between the data and the labels [38]. Around the time of their
inception deep neural networks were only moderately realizable and often suffered
from optimization issues 39, |40]. However, owing to recent advances in computing
hardware, the availability of large datasets and strategies to address over-fitting, they
have been enjoying great success [36} |41].

All DNNs are defined by a core set of operations, called a layer. These layers are
repeatedly applied to an input a® to produce a desired output a’, where the number
of repetitions (or layers) L is called the depth of the network. Every layer consists of a
linear operation and a non-linear operation and, depending on the type of network,
each layer takes on different forms. We describe three popular layer types that make up

a large portion of state-of-the-art DNNs: fully-connected, convolutional, and residual.

Fully-Connected Layers. To define a layer we simply need to define the linear
and non-linear operations they use. In fully-connected layers these operations are
as follows: Given an input a'~! € RM-1 of any fully-connected layer [ € {1,...,L},
the layer performs two operations: (1) a multiplication, W'a!™! with a weight matrix
W! € Rl>hi-1: and (2) a non-linear operation, most commonly the Rectified Linear

Unit: RELU(x) = max(z,0). So the full layer computation is a'! = RELU(W'a!™1),
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Figure 2.1: Popular deep neural network layers: fully-connected, convolutional, and residual.

where a! is called the activation of layer I. Note that ‘fully-connected’ refers to the fact
that any entry of a'~! is ‘connected’ to the output a’ via the weight matrix W', shown
schematically in Figure (left). Note that, more generic representations involve an
intermediate step, adding a bias term &' to compute (W'a/~t + b!) before performing
the non-linear operation (a! = RELU(W'a’™! +8')). In practice, this can be handled

by suitably modifying W' and a’~! prior to performing operation (1).

Convolutional Layers. Convolutional layers are essentially fully-connected layers
with a very particular connectivity structure. Whereas the input and output of a fully-
connected layer are vectors, the input and output of a convolutional layer are 3"%-order
tensors (i.e., an array of matrices). Specifically, the input a!™! € Ru-1>wi-1%c-1 cap
be thought of as an image with height hj—;, width w;—;, and channels ¢,—; (e.g.,
¢i—1 = 3 for RGB images).

To map this to an output a' € R">w><  a convolutional layer repeatedly looks
at small square regions of the input, and moves this region from left-to-right, from
top-to-bottom, until the entire image has been passed over. Let a; ' € Rki-r*hi-1>ci

be the kj—; X kj—; region starting at entry (i, 7). This is then element-wise multiplied
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by a set of weights W! € RF>ki<c-1*c and summed across the first three dimensions
of the tensor. This is followed by a non-linear operation, also (most often) RELU to
produce an entry of the output a}; € R Note that aj; ', al; and W' can all be
vectorized such that al; = f(W'aj;"). This operation is shown in Figure (center).
Apart from the dimensionality of the layers, other hyperparameters of these networks
include: the size of square region, the number of ‘pixels’ that square regions jump in
successive iterations (called the stride), and whether additional pixels with value 0 are
added around the image to adjust the output image size (called zero-padding).

A common variant of a convolutional layer is a pooling layer. In these cases, the
weights are always fixed to 1 and the non-linear function is simply f(-) £ max{-}
(other less popular f(-) include simple averaging or the Euclidean norm).

Residual Layers. The final layer type we consider are residual layers [42]. Residual

=1 and add it to a later layer [ + i

layers take an activation from a prior layer a
before the non-linear function f(-) (usually RELU) is applied: f(W!Tialti=1 4 al=1),
The intermediate layers are usually convolutional but may be any layer in principle.
Figure (right) shows an example of the residual layer. DNNs with residual layers were

the first to be successfully trained with more than 50 layers, achieving state-of-the-art

accuracy on many computer vision tasks, and are now building blocks in many DNNs.

2.1.2 Federated Learning

Federated learning was proposed by Google in 2015 [30, |43} 44]. The main idea centered
around training a machine learning model over distributed datasets in a decentralized
fashion while preventing data leakage. As a result, the local data of a user never leaves
the device and only the intermediate model updates does. More formally, it starts with
N clients {C] ...Cy} willing to collaboratively train a model over the consolidation
of their individual respective datasets {DS; ... DSy}. In a conventional setting, one
would centralize all the data as DS = DS, U ... DSy to train a model. In a federated

learning process, the data owners jointly train a model such that any client C; does
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not need to share its data D; with any other client. In fact, the data never leaves any

of the clients’ premises. Broadly the process involve the following steps:

1. Clients maintain a local copy of their model {C} ...Cx}. They locally compute
training gradients {G; ... Gy} over their local data and send the results to the

server S.

2. The server performs aggregation over the individual gradients to compute G =

G1® Gy, where @ is the aggregation function.
3. The server sends the aggregated results back to the clients.
4. Clients update their model with the gradients communicated by the server.

Recently, there have been further developments addressing the statistical challenges
[45, |46] and enhancing security |47, 48] of the federated learning process. We build
upon this approach in Chapter

2.1.3 Deep Learning as a Service

Another recent development is the provision by big cloud service providers of machine
learning as a service (MLaaS). This is an extremely important innovation in the case
of deep learning which is both compute and data intensive. Some of these cloud
platforms include Amazon ML, Microsoft Azure ML Studio?, Google Prediction API?,
BigML*, IBM Watson ML Builder® and several other startups®™®. However, such
services expose both the users as well as the service providers to privacy risks [49].

We discuss some these risks in the next few subsections.

'https://aws.amazon.com/machine-learning

2https://studio.azureml.net

3https://cloud.google.com/prediction

4https://bigml.com

Shttps://dataplatform.cloud. ibm.com/docs/content/analyze-data/ml-model-builder.
htmi

®https://www.havenondemand. com

“nttps://mljar.com

8https://www.nexosis.com
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https://dataplatform.cloud.ibm.com/docs/content/analyze-data/ml-model-builder.html
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2.1.4 Privacy Threats for Deep Learning Models

A machine learning task often comprises three parties— the data owners, the entity
undertaking the computation and an end user [50]. While these roles might not always
be exclusive, involvement of multiple parties introduces a number of potential privacy
risks. One of the immediate threats is to data privacy when the computation over
sensitive data is outsourced to an external party such as cloud service providers. This
potentially exposes data to breaches [51] and data abuse [52]. Strategies to mitigate
these types of attacks involve storage of data in an encrypted format and limiting
the data storage to just the extracted features i.e. discarding the raw data once the
desired features are curated or determined. Similar challenges also crop up when
performing collaborative learning over distributed data. Quite often, in domains such
as healthcare, it is useful to combine data from multiple entities and perform model
training. However, this generally would need data to be shared, which is a privacy
threat. Solutions like federated learning |44] and multi-party computation [53] provide
mechanisms for safeguarding data privacy while computing on it. This thesis focuses
particularly on these attacks and mitigation strategies. We discuss specific applications
of these technologies such as secure neural network training (Chapter [3|) and certified
predictions for equitability (Chapter |5)) in the next few chapters.

White-box access attacks Quite often the features extracted from a dataset
are stored and retained by the party carrying out the computation under unsecure
settings. This is particularly true for machine learning models such as Support Vector
Machines (SVM) [54] where the features are stored as a part of the model itself.
Under such settings, it might be possible to reconstruct the original data using the
extracted features. For example, there have been attempts at reconstructing fingerprint
images using minutiae-based features [55] and reconstruction of touch gestures using
features such as direction and velocity [56]. Nonetheless, such attacks are contingent

upon white-box access to the model i.e. the model’s intrinsic parameters must be
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accessible by the adversary. Strategies to limit such attacks involve limiting insecure
storage of intermediate features [57].

Black-box access attacks While white-box access, naturally, opens a large number
of opportunities for an adversary, restricting such access might not be sufficient to
entirely limit an adversary. In recent times, a number of attack strategies such as
model inversion attacks [58] and membership inference attacks [59] have been shown
to be feasible even when an adversary is only limited to black-box access to the model
i.e. the adversary is only able to query the model and infer the output.

In particular, a model inversion attack as proposed in [58] enables an adversary
with black-box access to a model f(xy,zy...z,) to infer a feature z; given the error
statistics, marginal priors for variables and knowledge about the dependent variable
and other features. However, the attack is brute force driven and can only be realized
when x; assumes a limited number of values. This attack is a black-box access analogue
of the previously discussed reconstruction attack. Proposed methods to limit this
type of attack include restricting black-box access to the model i.e. supplying the end
users with approximate confidence values [58] or only granting access to the specific
output labels rather than the probability values. In contrast to model inversion attacks,
membership inference attacks are more specific in nature. Given a model f and a
sample z, they aim to infer whether the sample x was part of the training dataset for
model f [59]. Such attacks are a consequence of shadow training techniques. Shokri
et al. [59] proposed coarsening the precision of the prediction vector and limiting the
prediction vector to only k classes as ways to mitigate such attack. Furthermore,
since overfitting is one of the leading characteristics that facilitates such attacks,

regularization while training also helps in limiting them [60].

2.1.5 Potential of Deep Learning for Sensitive Data

Deep learning has also been evaluated to be effective in a variety of domains where

privacy is critical. Within medical diagnosis, it has been shown to be promising for
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early diagnosis of Alzheimer’s disease [61], diagnosis of breast nodules and lesion
[62] and classification of skin cancer [63]. It has also been shown to be effective in
healthcare delivery and automated patient treatment planning [64, 65]. Similarly,
learning over genomic data has been used for classifying cancers [66] and predicting
chromatin marks in DNA sequences [67]. In finance and banking, DL has proven
to be an asset for a variety of use cases such as portfolio management [68], risk and
credit assessment [69], and regulatory compliance [70]. Besides these, DL has been
explored to be useful for a variety of other privacy-centric domains such as predicting

crimes [71] and identifying fraud [72].

2.2 Privacy-Preserving Computation Technologies

We introduced privacy-preserving computation technologies in Chapter [I} Here, we

focus on a subset of these technologies in detail.

2.2.1 Homomorphic Encryption

Homomorphic encryption enables blindfolded evaluation of a function f over encrypted
data. Early attempts at homomorphic encryption were limited in either the number or
the type of operations over the data which could be encrypted [73-81]. These include
partially homomorphic encryption schemes, where unlimited applications of limited
operation types are supported. An early example of such a scheme is RSA [74], the
first realizable public key cryptosystem. RSA is based on the difficulty of factoring a
product of two large prime numbers [82]. In 1978, RSA was shown to be multiplicatively
homomorphic [83] i.e. the underlying plaintexts could be multiplied by operating upon
the corresponding ciphertexts (by multiplying the ciphertexts, in this case). In 1985,
another public key cryptosystem El-Gamal [76] was proposed, which satisfied the
multiplicatively homomorphic property. In 1982, the first additively homomorphic
encryption system Goldwasser-Micali (GM) [80] was proposed i.e. two ciphertexts

could be operated upon in a manner to in effect add the corresponding underlying
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plaintexts. However, the homomorphic property of GM was only limited to binary
numbers. The scheme is based on the hardness of the quadratic residuosity problem
[84]. GM was extended into a more inclusive additively homomorphic cryptosystem,
Benaloh [77]. In the Benaloh scheme, addition on plaintext could be achieved through
multiplication of corresponding ciphertexts. In 1999, another additively homomorphic
encryption system, Paillier [81], was proposed. The system is based on the composite
residuosity problem [85]. Similar to the Benaoh scheme, multiplication of Paillier
ciphertexts enables addition of corresponding plaintext messages. Additionally, Paillier
supports ciphertext-plaintext multiplication upon exponentiation of a ciphertext to a
plaintext message i.e. raising an encrypted message to the power of a plaintext message
will result in product of the two plaintexts upon decryption. This makes Paillier
apt for evaluating an encrypted query over a plaintext machine learning model [86].
Other examples of additively homomorphic encryption schemes involve lattice-based
schemes Kawachi-Tanaka-Xagawa (KTX) |79], Okayamoto-Uchiyama [7§], Naccache-
stern [75], a generalization of Benaloh, Damagard-Jurik [73] and Galbraith [87]. The
latter two were generalizations of Paillier.

The schemes discussed thus far are partially homomorphic i.e., they are homomor-
phic with respect to a limited number of operations, predominantly either addition or
multiplication. In 2005, the Boneh-Goh-Nissim (BGN) [88] method was proposed. BGN
supports an unrestricted number of additions and one multiplication while keeping
the size of the ciphertext constant. Such schemes are better referred to as Somewhat
Homomorphic Encryption Schemes (SWHE). Before BGN, a few other SWHE schemes
were proposed [89-91], however, they were later proven to be either impractical or
insecure. Another class of SWHE includes Sander, Young and Yung (SYY) [92] and
Melchor [93] which support evaluation of AND, OR & NOT gates over constant depth
circuits. These schemes were further extended for branching problems [94].

While PHE and SWHE schemes are limited in their application, a Fully Homomor-

phic Encryption (FHE) scheme admits an unrestricted type and number of operations.
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In 2009, Gentry proposed the first realizable FHE scheme as a part of his doctoral
research [15]. This scheme was based on ideal lattices and proposed the key methods of
bootstrapping and squashing. These methods enable a reduction in intermittent noise,
facilitating decryption of ciphertexts after being operated upon. This was not feasible
in the case of underlying CGH-type SWHE schemes [95]. Although the scheme on its
own was too compute-intensive to be practical, it motivated a number of faster and
optimized FHE schemes. Initial improvements included integer-based FHE schemes
[96-100]. Following this, a FHE scheme based on the hardness of Ring-Learning with
Errors (RLWE or Ring-LWE) was proposed in 2011 [101]. Subsequently, a LWE
based scheme using relinearization technique for regularizing the size of ciphertext was
proposed in 2014 [102]. The same scheme was later optimized as the F'V scheme [103].
More recently, a class of FHE schemes based on NTRUEncrypt has been explored.
NTRUEncrypt is an encryption scheme proposed in 1998 [104]. The scheme is a
lattice-based public key cryptosystem and relies on the hardness of approximating the
shortest vector problem in lattices [105]. The encryption and decryption process only
involves polynomial multiplication, which makes the scheme faster than other public
key cryptosystems. NTRUEncrypt scheme was shown to be adaptable for FHE in 2012
[106]. Some modern examples of NTRU encryption schemes include [107-111].

Implementations of FHE Schemes

While most of the PHE, SWHE and FHE schemes have been implemented in some
form or other, in this section we review the most scalable FHE frameworks. IBM’s
HElibY is one the most elaborate FHE implementations. The framework has been
implemented in C++ and uses the BGV [101] encryption scheme. It employs a variety
of optimizations including SV ciphertext packing [112]. Some of the algorithms and
optimization used in HElib are described in [113]. The latest version of HElib supports
bootstrapping and multi-threading [114]. libScarab!® [98] is another FHE encryption

Inttps://github.com/shaih/HElib
Ohttps://github.com/hcrypt-project/libScarab
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library, implemented in C. It is based on the SV cryptosystem [112] but does not
support some of the recent FHE optimizations. One of the more recent and elaborate
FHE libraries include Microsoft’s Simple Encrypted Arithmetic Library (SEAL) [115].
The library is implemented in C++ and is built on the FV cryptosystem [103].

The Fastest Homomorphic Encryption in the West (FHEW)!? [116] system is
a C++-based library which offers fast bootstrapping and hence a fast evaluation of
NAND gates. The library is based on LWE over Torus. Another variant of the same
approach is the C/C++-based library TFHE which claims to offer fast unrestricted
gate-by-gate bootstrapping. It implements the ring variant of the GSW cryptosystem
[117] and employs the optimizations proposed in [116, [118] |119]. Other prominent
homomorphic encryption libraries incorporate the lattice-based library PALISADE®,
the GPU accelerated library cuHE [120] based on the DHS Scheme [106] |121] and
the Homomorphic Encryption for Arithmetic of Approximate Numbers (HEAAN)

framework [122], which supports approximate operations between rational numbers.

2.2.2 Secure Multi-Party Computation Protocols

Secure Multi-Party Computation (MPC) is a class of cryptographic protocols which
rely on secure evaluation of data shared across multiple parties for private processing
over sensitive data. In the most trivial case, party P; possesses an input x; and gets an
output y; upon computation of function f over the combined set of x;s (i € {1...n},
where n is the number of parties). Most MPC protocols could be defined by the choice
of the circuit for computing a particular function and the type of secret sharing scheme.

We review some of the prominent protocols and secret sharing schemes in this section.

Uhttps://sealcrypto.codeplex.com/
Zhttps://github.com/lducas/FHEW
Bhttps://git.njit.edu/palisade/PALISADE
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Oblivious Transfer

Oblivious transfer (OT) [123] is a key cryptographic primitive and a crucial building
block of a number of secure multi-party computation protocols. In the case of 1-out-
of-2 OT [124], party P, (Sender) holds two messages, mg, m; and party P, (Receiver)
chooses one of the two messages based on its Boolean choice bit b. Here b indicates
the index of the message i.e. P, must end up with message m;. In this process, P,
learns nothing about the other message m;—, and P; learns nothing about b. The OT
protocol could potentially be used to compute any function [125]. One of the ways to
achieve this functionality is to have two rounds of communication where the party P,
sends the encryption of b to P, while P, constructs encryption of messages mg and
my such that P; is only able to decrypt the message corresponding to b as modelled
in |[126]. The protocol relies on the hardness of the Decisional Diffie Hellman (DDH)
assumption [127]. However, the original protocol is compute-intensive in terms of the
public key cryptography operations. A remarkable advancement in the practicality of
OT protocols was the discovery of OT extension [128]. This protocol enabled computing
a small number of OTs, say 128, and then bootstrap them to execute many fast OTs.
Since then, optimizations in both the base OTs and the OT extension procedure [129]
have led to implementations that can perform over ten million OT executions in under
one second [130]. More recently, optimizations such as Correlated OT (C-OT) and
Random OT (R-OT) [129] have been proposed to further optimize the protocol.

Yao’s Garbled Circuits

Yao’s garbled circuit (GC) [131] is a protocol for two-party secure computation. GC
extensions for more than two parties have also been explored [132]. The goal is to
be able to compute a function over shared inputs privately. Under two party settings
P; holds a bitstring input x; and the function f is represented as a Boolean circuit
(1 € {1,2}). In the initial construction [131], P, acts as the garbler and encrypts the

circuit. For each wire in the circuit, P, chooses k-bit long random labels corresponding
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to each possible inputs ({0,1}). Here k is the security parameter and is usually set
to 128 |133]. P; then encrypts the output wire label for gate g using the wire labels
for each possible combination of the inputs (b; € {0,1}). This computation table is
then permuted and sent over to P,. P, employs strategies such as 1-out-of-2 Oblivious
transfer or homomorphic encryption protocols along with its input bits, in order to
obtain the encrypted value corresponding to P& input. The process is repeated for all
the gates g in the circuit f. The method is described in detail by Lindell and Pinkas
[134]. A variety of optimizations have been proposed to make GCs efficient. These
include a row reduction strategy [16] for reducing the size of the garbled tables to 3
rows instead of 4 and the point-and-permute approach [132] where a selection bit is
used to determine the order of rows in the table instead of a random permutation
of the garbled table, reducing the computation load by about 4 times. Another key
optimization involves the construction described in [135], which enables almost free
computation of XOR gates over shared inputs. Optimized implementations of GCs

have been an area of recent focus [136-139].

Secret Sharing

Secret sharing is another key building block for secure multi-party computation. This
determines the manner in which a secret is shared among a set of parties |[140} [141].
The underlying aim is to be able to reconstruct the secret only when a predetermined
subset of parties agrees to do so. This approach is referred to as k-out-of-n secret
sharing, where the secret is distributed across n parties and at least k shares are
required to reconstruct the secret. The first such scheme was proposed by Shamir in
1979 [140]. The secret shared values can be used for secure computation protocols
over the shares [142, [143]. The most used secret sharing schemes for SMC protocols
rely on n-out-of-n secret sharing. Additive secret sharing [144] is one such scheme,
where operations are performed in ring Z,x. Here secrets are represented with k-bit

integers. In order to share a secret x between two parties, one party is supplied with
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a random value r € ring Z,+ while the other is supplied with the share  — r mod 2*.
Under this scheme, operations such as addition and scalar multiplication could be
computed by merely performing the operation on the shares locally, while protocols
such as OT and GC could enable other non trivial operations on the shares. The
analogous sharing schemes for Boolean values uses xor operations (instead of addition)
and is commonly referred to as Boolean sharing [145].

Note that cryptographic primitives discussed thus far are not mutually exclusive. A
number of secure multi-party computation protocols employ homomorphic encryption,
especially where a precomputation or an offline phase is involved. One such example
is the SPDZ protocol [146] which uses SWHE for offline computation phase. The

protocol was later optimized into SPDZ2 protocol |147].

Implementations of SMC protocols

Similar to FHE approaches, there are a number of publicly available SMC frameworks.
Obliv-C [14§] is a C-based framework for two-party computation (2PC) with GCs,
offering security against semi-honest adversaries i.e. assuming that the corrupted
parties will not deviate from the protocol. ABY [145] is a C++-driven 2PC implemen-
tation which combines SMC computation schemes based on Yao’s garbled circuits,
Arithmetic sharing, and Boolean sharing. The implementation assumes the semi-honest
adversary model. BatchDualEx [149] offers security against malicious adversaries
for general-purpose 2PC supported by an offline computation phase. EMP-toolkit
[150, |151] offers an highly customizable 2PC and MPC with garbled circuits, secure
against semi-honest adversaries (emp-sh2pc) as well as malicious adversaries (emp-
ag2pc, emp-agmpce). It furthermore offers OT, OT extensions and some of the other
advanced variations of OT (emp-ot). SPDZ [152], MP-SPDZ! and FRESCO' offer

implementations of the SPDZ protocol in addition to other protocols for security

Mhttps://github.com/nlanalytics/MP-SPDZ
Bhttps://github.com/aicis/fresco
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against semi-honest as well as malicious parties i.e. security against corrupted parties
which could potentially deviate from the protocol. Tf-encrypted!® is an up-and-coming
implementation of 3PC with secret sharing tailored for machine learning application.
The framework is based upon Tensorflow [153]. Other prominent SMC frameworks

involve TinyLego!'” and MpyC [154].
2.2.3 Differential Privacy

Broadly, differential privacy pertains to a setting, where addition or removal (or
replacement, under some interpretations) of an entry from a database D does not
significantly change the result of a query on the database. In 1979, |155] proposed an
adversary Tracker, which could use multiple queries in order to infer private contents
of a database. This was extended upon in [156], where it was shown that astonishingly
few number of queries could be used to reconstruct a private database. This led to the
development of (e, d)-differential privacy [17, |157], which can be formally defined as
follows:

A randomized function f gives (e, d)-differential privacy for all databases D and
DY non-negative values ¢, 6 and VS C range of f, where D and D"differs by at

most one record iff,
Pr(f(D) € S] < §+ePr[f(DY € 5]

Here 0 represents the confidence level or the probability by which the result upon
application of f on D varies in excess of a factor of e upon application of f onto DY ¢
is commonly referred to as the privacy budget. The smaller the values of € and 4, the
tighter are the privacy guarantees. This definition reduces to e-differential privacy [158]

when § = 0. It delivers comparatively stricter and non-probabilistic privacy guarantees.

Shttps://github.com/mortendahl/tf-encrypted/
Thttps://github.com/AarhusCrypto/TinyLEGO
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Differential privacy is employed by addition of noise. In particular, e-differential
privacy could be realized using Laplacian mechanism [158] and Exponential mecha-
nism [159] while (e, §)-differential privacy could be realized using Smooth sensitiv-

ity framework [160].

2.3 Privacy-Preserving and Equitable Deep Learn-
ing

We now review how the various cryptographic methods, discussed earlier, have been
used in frameworks that support modern machine learning. In particular, we describe
how they have been adapted for building privacy-preserving and equitable deep learning
systems. Privacy-preserving deep learning can be divided into an inference problem
i.e. when a pre-trained network is used for an inference/classification task, and a
training problem, where a neural network is trained securely on private data. In
this section, we review state-of-the-art approaches for neural network inference and
training employing homomorphic encryption, secure multi-party computation and
differential privacy. For the sake of brevity we do not discuss approaches using
hardware-protected enclaves [49] such as Intel SGX [161]. While relevant, these

approaches are orthogonal to approach in this thesis.

2.3.1 Privacy-preserving Inference

CryptoNets [23] was one of the first efforts at secure inference over deep neural
networks. It used homomorphically encrypted input for prediction over a pre-trained
neural network, predominantly using square activation function. Square activation
function makes the architecture more feasible for HE. Conventional activation functions
such as sigmoid and rectified linear units [162] would need a high-degree polynomial
approximation for compatibility with HE, making them highly compute-intensive. The
authors report a running time of 297.5s per image classification task on MNIST dataset

[163] 1164] using a convolutional neural network (CNN) model. CryptoNets rely on PHE
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i.e. it can only support a finite number of operations in order to keep the noise tractable.
Therefore, they could only support limited depth networks. More recently, Bourse et al.
[22] proposed a FHE-driven secure inference strategy for Discretized Neural Networks
(DiNNs). The approach uses fast bootstrapping in order to realize high depth networks.
Similarly, Sanyal et al. [24] proposed a FHE-driven approach for prediction over binary
neural networks [165]. The approach uses the ternary nature of weights and activation
in conjunction with machine learning heuristics. However, both these approaches are
limited by the architecture of the network i.e. they can only be adapted for discretized
networks. While retraining a network for secure inference is not ideal, secure multi-
party computation driven models have shown promise in terms of being more generic.
DeepSecure [166] offers a garbled circuit driven framework for secure inference over
floating point deep neural networks. It proposes lower dimensional prepossessing in
order to accelerate the secure computation process. DeepSecure takes 1.08s and 9.67s
for classification of MNIST images using a CryptoNets-like CNN with and without
the preprocessing step respectively. SecureML [18] uses Yao’s garbled circuits for
secure two party computation (2PC) inference over fully-connected neural networks.
It uses Pallier’s additive homomorphic encryption [81] for accelerating some of the
intermediate processes. SecureML-driven approach takes about 4.7s for predictions
over the MNIST dataset using a 2 hidden layer fully connected network. However,
its online phase only takes about 0.18s. MiniONN [167] is built upon SecureML’s
approach and proposes a further optimized protocol for an offline matrix multiplication
phase. In particular, it uses lattice-based additively homomorphic encryption for
generation of multiplication triples. It is about 5x faster than SecureML for its offline
computation phase. Chamaleon [16§], another MPC-driven framework uses a three-
party setup employing the third party as the dealer and eliminating the need for
communication and compute-intensive oblivious transfer for matrix multiplication. It
claims to be 4.3x faster than the DeepSecure framework. More recently, Gazelle [86], a

low latency hybrid SMC and HE framework has been proposed. It proposes a packed
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additively homomorphic encryption (PAHE) strategy for optimized computation and
communication over fully connected and convolutional layers. It uses this approach in
conjunction with the garbled circuit driven secure computation of non-linear operations
(activation functions). It furthermore uses the linear algebraic optimization proposed
in [113]. Gazelle has been reported to be about 13x, 25x, 48x, 160x and 9900x faster

than Chameleon, MiniONN, DeepSecure, SecureML, and CryptoNets respectively.

2.3.2 Privacy-preserving Training

While there have been a number of studies for secure inference over deep neural
networks, only a limited body of research has focused on secure training. This could
be attributed to the relative complexity of the training task. In 2015, Shokri and
Shmatikov |169] proposed a distributed learning environment employing differential
privacy. It enables multiple parties to train a model locally on their own dataset
and share a fraction of their parameters, obtaining a globally accurate model. They,
furthermore, explored differential privacy to limit indirect privacy leakage through
these parameters. The approach has more recently been extended into federated
learning driven strategies [30]. However, these approaches could leak information
about local data to an honest-but-curious server. Phong et al. [170] addressed this by
employing additively homomorphic encryption for sharing local parameters (gradients)
with a curious server. Beyond the realms of differential privacy, Aono et al. [171} 172
proposed a purely homomorphic encryption driven logistic regression. This is enabled
through polynomial approximation of non-linear operations. This was extended upon
for neural networks in |21 [173], where polynomial approximation of the activation
function was proposed. However, these approaches produce inferior accuracy values.
Secure distributed approaches employing differential privacy have also been explored
in [47], however under quite restricted settings. Most of the implemented systems
rely on SMC protocols for training. SecureML [18] is one of the most successful

attempts at training neural networks privately using secure 2PC. SecureML employs
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garbled circuit driven protocols for activation functions and an offline phase using
multiplication triples generation for fully connected layers. It takes about 80 hours for
training a 2 hidden layer neural network on MNIST. While promising, this approach
achieves low accuracy levels of 93.4% as opposed to the state-of-the-art accuracy of
99.8% on MNIST [174] for training using plaintext. ABY? [175] extends SecureML
to a 3PC setting. It has been reported to be about 80x faster than SecureML. The
approach also claims to be potentially extendable for CNNs. Finally, SecureNN[176]
presents a 3PC and 4PC secure neural network training framework. The approach uses
Beaver multiplication triplets [177] for secure matrix multiplication over shared secrets
and proposes customized protocols for computing activation functions. SecureNN
claims to be 93x faster than SecureML and is able to support CNNs, achieving

accuracy levels close to 99% on MNIST.

2.3.3 Equitable Machine Learning

There have been increasing concerns about the fairness of machine learning models
owing to their tendency to encode human biases [10, 11]. This could result in
unfair discrimination against a sub-population [178-180]. Avoiding sensitive attributes
such as age, race or gender could potentially mitigate issues associated with direct
discrimination. However, it has long been established that non-sensitive features
could potentially be used to reconstruct sensitive features [181], giving rise to indirect
discrimination or disparate impact. A number of measures of fairness have been
proposed in the literature |10, 182-185]. Although one might ideally wish to satisfy all
possible measures for fairness, this is likely to be impractical in real life applications
(1861, |187]. Therefore it is still important that we seek to ensure satisfiability of one or
more measures of fairness for a data-driven model. A number of studies [188-190] have
proposed mechanism to ensure such measures. However, most of the approaches so far
expose sensitive attributes to a data controller or a third party which in itself poses a

privacy risk [191]. Furthermore, in Section we show how manipulating even a single
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parameter, among thousands of parameters, in a neural network model can overhaul
the fairness of the model. This directly affects the equitability of the model. In this

thesis, we propose methods to address such concerns in a privacy-preserving manner.

2.4 Summary

In this chapter, we have discussed background research related to the contributions in
this thesis. We started with an introduction to deep learning, going on to a review of
primitives such as federated learning. We discuss potential attacks on deep learning
systems and the rich potential of deep learning for sensitive data domains. This in
turn motivates the research question "How can we design, build and evaluate effective,
efficient and equitable privacy-preserving Deep Learning systems?" and the constituent
sub-questions presented in Chapter [Il More broadly this motivates the use-case for
combining deep learning with privacy-preserving computation technologies. Next, we
review the most relevant privacy preserving computation technologies, for this thesis
— homomorphic encryption, secure multi-party computation and differential privacy.
Afterwards, we discussed literature at the intersection of privacy preserving computation
and deep learning for secure training and inference. Finally, we motivate the issue
of equity in machine learning and review related research. In essence, this chapter
serves as a bridge between the introduction in Chapter [I} the research questions and
the Chapters [3]-[0] In the next chapter, we describe our approach to two party secure
training, addressing the very first sub-question "How can we design crypto-friendly

protocols and architectures for secure deep learning?".
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3.1 Introduction

The field of secure computation, and in particular Multi-Party Computation (MPC)
techniques such as garbled circuits and lower level primitives like Oblivious Transfer
(OT), have undergone impressive developments in the last decade. This has been
due to a sequence of engineering and theoretical breakthroughs, among which OT
Extension [128] is of special relevance.

However, classical generic secure computation protocols do not scale to real-world
Machine Learning (ML) applications. To overcome this, recent work has combined
different secure computation techniques to design custom protocols for specific ML
tasks. These include optimization of linear/logistic regressors and neural networks [18,
19, 192, 193], matrix factorization [194], constrained optimization [195], and k-nearest
neighbor classification [196, |197]. For example, Nikolaenko et al. [192] propose a
protocol for secure distributed ridge regression that combines additive homomorphic
encryption and garbled circuits, while previous works |18] 193] rely in part on OT
for the same functionality. However, these approaches are based largely on isolated
optimization of the ML model or the cryptographic protocol. In this chapter, we show
that there is a benefit in taking a holistic approach to the problem. Specifically, our
goal is to design an optimization algorithm alongside a secure computation protocol
customized for it. In particular, in this chapter, we address the sub-question "How can
we design crypto-friendly protocols and architectures for secure deep learning?" related
to our main research question. We do this by designing QUOTIENT, an efficient

two-party secure training and prediction framework.

Secure Distributed Deep Neural Network Training. Until recently there has
been little work on training Deep Neural Networks (DNNs) on encrypted data. The
significant work that we are aware of are ABY3 [19] and SecureML [18|. Different
from our work, ABY3 [19] designs techniques for encrypted training of DNNs in the

3-party case, and a majority of honest parties. The work most similar to ours is
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SecureML [18]. They propose techniques based on secret-sharing to implement a
stochastic gradient descent procedure for training linear/logistic regressors and DNNs
in two-party computation. While the presented techniques are practical and general,

there are three notable downsides:

1. They require an “offline” phase, that while being data-independent, takes up
most of the time (more than 80 hours for a 3-layer DNN on the MNIST dataset
in the 2-Party Computation (2PC) setting).

2. Their techniques are not practical over WAN (more than 4277 hours for a 3-layer
DNN on the MNIST dataset), restricting their protocols to the LAN setting.

3. The accuracy of the obtained models are lower than state-of-the-art deep learning

methods.

More recently, secure training using homomorphic encryption has been proposed [21].
While the approach limits the communication overhead, it’s estimated to require more
than a year to train a 3-layer network on the MNIST dataset, making it practically
unrealizable. Furthermore, the approaches outlined above omit techniques necessary
for modern DNN training such as normalization & adaptive gradient methods, instead
relying on vanilla SGD with constant step size. In this chapter, we argue that significant
changes are needed in the way ML models are trained in order for them to be suitable
for practical evaluation in MPC. Crucially, our results show that securely-trained
DNNs do not need to take a big accuracy hit if secure protocols and ML models

are customized jointly.

3.2 Overview and Problem Description

Here, we introduce concepts in DNN training and inference, fixed-point encodings,

and MPC applied to ML.
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Training Deep Neural Networks. The goal of any machine learning classifier is to
map an input a’ to a desired output y (often called a label). For training DNNs to
learn this mapping, we would like to adjust the weights {W'}£ | so that the output
a® after L layers is a® = y. To do so, the most popular method for training DNN
weights is via Stochastic Gradient Descent (SGD). Specifically, given a training dataset
of input-output pairs {(a? v;)},, and a loss function ¢(a”, y) that measures the
difference between prediction a” and output y (e.g., the squared loss: (a® — y)?),

SGD consists of the following sequence of steps:

1. The randomization step: sample a random single input ay.

L

i

2. The forward pass: pass a) through the network to produce prediction a

3. The backward pass: compute the gradients G' and e’ of the loss £(aF,y;) with

respect to each weight W' and layer activation a' in the network, respectively:

Gl = M) ol — Haiv) g e L],

OW!L - Oal

4. The update step: update each weight by this gradient: W; = W; — nG!, where n

is a constant called the learning rate.

These four steps, called an iteration are repeated for each input-output pair in the
training set. A pass over the whole training set is called an epoch. The first step is often
generalized to sample a set of inputs, called a batch, as this exploits the parallel nature

of modern GPU hardware and has benefits in terms of convergence and generalization.
State-Of-The-Art Training: Normalization & Adaptive Step-Sizes.

While the above “vanilla” gradient descent can produce reasonably accurate classifiers,
alone they do not produce state-of-the-art results. Two critical changes are necessary:

(1) normalization and (2) adaptive step-sizes. We describe each of these in detail.

Normalization. The first normalization technique introduced for modern DNNs was

batch normalization [198]. It works by normalizing the activations a' of a given layer [ so
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that across a given batch of inputs a! has roughly zero mean and unit standard deviation.
There is now a general consensus in the machine learning community that normalization
is a key ingredient to accurate DNNs [199]. Since batch normalization, there have been a
number of other successful normalization schemes including weight normalization [200)]
and layer normalization [201]. The intuition behind why normalization helps is because
it prevents the activations a' from growing too large to destabilize the optimization,
especially for DNNs with many layers that have many nested multiplications. This
means that one can increase the size of the learning rate 7 (see the update step
above for how the learning rate is used in SGD), which speeds up optimization [199].
Normalization has been shown to yield speedups of an order of magnitude over non-
normalized networks. Further, without normalization, not only is convergence slower,

in some cases one cannot even reach lower minima [201].

Adaptive Step-Sizes. While normalization allows one to use larger learning rates
7, it is still unclear how to choose the correct learning rate for efficient training: too
small and the network takes an impractical amount of time to converge, too large
and the training diverges. To address this there has been a very significant research
effort into designing optimization procedures that adaptively adjust the learning rate
during training [202-204]. So-called adaptive gradient methods scale the learning
rate by the magnitude of gradients found in previous iterations. This effectively
creates a per-dimension step-size, adjusting it for every entry of the gradient G! for all
layers [. Without adaptive gradient methods, finding the right step-size for efficient
convergence is extremely difficult. A prominent state-of-the-art adaptive gradient
method is AMSgrad [204]. It was developed to address pitfalls with prior adaptive
gradient methods. The authors demonstrate that it is able to converge on particularly
difficult optimization problems that prior adaptive methods cannot. Even on datasets
where prior adaptive methods converge, AMSgrad can cut the time to converge in half.

Algorithm [I] describes the steps for training deep neural networks using the standard

AMSgrad optimizer. This can be summarised as:
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Algorithm 1: Standard AMSgrad Optim. (Aaps)

Input: Weights {W'}£ |
Data D = {(a?,y;}I,, learning rate 7
Output: Updated weights {W!}£ |
1: Initialize: {M!, VI}E, =0
2: fort=1,...,7 do
3: (a?pa), y(pa)) ~ D
{a'}l, = Forward({W'}£,,a°%)
{Gl}lel = BaCkW&rd({Wla al}lela y)
{M! =0.9M' + 0.1G}E,
(VI =0.99V' +0.01(G!) ),
{vl = maX(vlyvl)}lL:1

Vite
10:  {W!'=W!—nGHL,

> weighted mean

> weighted variance

l
{Gl = \/l\i }lel > history-based scaling with square root

1. Sampling the input pair (a°, y) from the dataset D.

2. Using the input (a°) to obtain the prediction {a'}% .

3. Computing the loss between the prediction {a'}%; and the target output (y),

and computing the gradient G' for the loss ¢(aZ, y;) with respect to each of the

weights W in the network.

4. Updating the weights using a weighted average of the past gradients, specifically,

their first and second moments M and V.

Training and Inference with Fixed-Point Numbers.

Motivated by the need to deploy DNNs on embedded and mobile devices with limited

memory and power, significant research effort has been devoted to model quantization

and compression. Often the goal is to rely solely on fixed-point encoding of real

numbers. In fact, Tensorflow offers a lightweight variant to address this goal [205] 206].

These developments are useful for secure prediction. This is because cryptographic

techniques scale with the circuit representation of the function being evaluated, and so
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a floating-point encoding and subsequent operations on that encoding are extremely
costly. However, for the task of training, there are few works that perform all operations
in fixed-point [207-211]. We start by reviewing fixed-point encodings, and the MPC
techniques that we will consider. Then, in Section we describe how this method

can be modified and improved for secure training.

Notation for Fixed-Point Encodings. We represent fixed-point numbers as a triple
x = (a,¢,p), where a € {—271 —1,...,2°1} is the fixed-point integer, / is its range
or bit-width, and p is its precision. The rational number encoded by z is a/2P. For
simplicity, we will often make ¢ implicit and write the rational a/2” as a(,). As our
computations will be over ¢-bit values in 2’s complement, overflows/underflows can
happen, resulting in large errors. This requires that our training procedure is very

stable, within a very controlled range of potential values.

3.2.1 MPC for Machine Learning

In this section, we introduce MPC techniques, highlighting the trade-offs that inspire
our design of secure training and prediction protocols. The goal of MPC protocols
is to compute a public function f(-) on private data held by different parties. The
computation is done in a way that reveals the final output of the computation to
intended parties, and nothing else about the private inputs. MPC protocols work
over a finite discrete domain, and thus the function f(-) must be defined accordingly.
Generally, MPC protocols can be classified depending on (i) a type of structure used to
represent f(-) (generally either Boolean or integer-arithmetic circuits) and (ii) a scheme
to secretly share values between parties, namely Boolean-sharing, additive-sharing,
Shamir-secret-sharing, and more complex variants (for more information see [145]).
The choices for (i) and (ii) define the computational properties of an MPC protocol.

Additive-sharing protocols are very efficient for computations over large integral
domains that do not involve comparisons. This includes sequences of basic linear

algebra operations, such as matrix-vector multiplications. Specifically, additions are
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extremely cheap as they can be performed locally, while multiplications are more
expensive. On the other hand, computations involving comparisons require computing
a costly bit-decomposition of the values.

In contrast to additive-sharing, protocols based on Boolean-sharing are well-suited
for computations easily represented as Boolean circuits, such as division/multiplication
by powers of two (via bit shifting), comparisons, and sign(). They are slower at
addition and multiplication which require adder and multiplier circuits.

These trade-offs lead to a natural idea recently exploited in several works in the
secure computation for ML: one should design protocols that are customized to full
algorithms, such as the training of linear/logistic regressors and DNNs [18 192, |193],
matrix factorization [194], or k-nearest neighbor classification [196, [197]. Moreover,
custom protocols alternate between different secret-sharing schemes as required by
the specific computation being implemented. Of course, the transformations between
secret-sharing schemes must themselves be implemented by secure protocols®. This
point is especially relevant to DNN training, as it amounts to a sequence of linear
operations (which are naturally represented as arithmetic circuits) interleaved with
evaluations of non-linear activation functions such as the RELU (which are naturally
represented as Boolean circuits).

Some MPC frameworks work in the so-called pre-processing model (see [18]), where
computation is split into a data-independent offline phase and a data-dependent online
phase. Random values useful for multiplication can be generated offline, and then
used for fast secure multiplication online. In the current case, we consider total time,
removing the assumption of an offline phase. This is not a fundamental limitation, as we

have variants of our protocols that work in the pre-processing model as explained later.

IThis aspect was thoroughly investigated in [145].
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Key Ingredients

Notation for Secret-Sharing. In this work, we focus on the two-party computation
setting, which excludes solutions that rely on a majority of honest parties [19, 212].
Inspired by work on function-specific protocols, we employ both Boolean sharing and
additive sharing. We start by fixing two parties P; and P,. We denote the Boolean-share
of x € {0,1} held by Py as (x)1, and (x), for P;. In Boolean-sharing, the shares satisfy
(x)1 = © @ (x)2, where ()5 is a random bit, and @ signifies the XOR operation. We
denote the additive-share of integer y € Z, held by Py as [y]i, and [y]. for P,. Here
[ylh =y — [yl2, with random [y], € Z,. In practice, ¢ is 27, for o € {8,16, 32,64, 128},
as these are word lengths offered in common architectures.

In many our protocols, we use Yao’s Garbled Circuits [131] and Oblivious Transfer
(OT) [123] (described in Chapter [2)) as a subprotocol. OT is a basic primitive in MPC.
In fact, any function can be evaluated securely using only an OT protocol [213] and,
moreover OT is a crucial component of Yao’s Garbled Circuits.

In our protocols, we employ a more efficient primitive—Correlated Oblivious Transfer
(COT). COT was introduced in [129] alongside an efficient COT Extension protocol
that uses roughly half the communication than the general OT Extension. COT is
a particular case of OT where the Sender does not get to choose its messages, but
instead chooses a function f relating the two messages mo and my, as mo = f(my).
This functionality is enough for important applications of OT in MPC such as Garbled
Circuits and OT-based triplet generation (see [145]). Below we define the flavour of

COT that we need in our application, following the notation from [129).

Definition 3.2.1 (m x COTy). Let £ = (f;)itmm), be a sequence of correlation functions,
each with signature f; : {0,1}¢ — {0,1}* held by party Py (the Sender), and let
w € {0,1}* be a sequence of choice bits held by party P, (the Chooser). After an
execution of m x COT,(f, w), Py obtains m random wvectors (x; € {0,1})™,, and P,

obtains m vectors (y; € {0,1})™, such that Vi € [m] : y; = (=w;) - x; + w; - fi(x;).
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Figure 3.1: (Left) Training in the two-server model of MPC: (i) Each user i shares their
labeled data (af, ;) across two servers Py and Py, by giving one share [(a?,y;)]; to each P;.
(ii) Each P; compiles their share of a training dataset D, by simply accumulating all shares
received from users. Finally, (iii) P; and P, engage in a multi-party computation, in which D
is securely reconstructed, and subsequently used to train a model W, from which each server
gets a share. (Right) Private prediction using MPC: A client C' and a server S engage in an
multi-party computation protocol for the client to obtain y (the prediction of the server’s
model W for their client’s data a”) without the parties disclosing anything about W and a’
to each other.

3.2.2 Threat Model

In the two-party model of MPC, the training procedure is outsourced to two servers.
This framework has been used in several previous works [18] |192-195, |214]. It works
by first secret-sharing the training dataset D across the servers. This is depicted
in Figure (Left): users secret-share their values (af,y;) across two non-colluding
servers, which run the training procedure and obtain the resulting secret-shared model:
[W]i, [W]a. Note that the scenario where two organizations collaborate to build
a model of their respective private data in a privacy-preserving way is a particular
case of this setting: this corresponds to the stage after the users have shared their
data. We present fast MPC protocols to implement TRAINMODEL(D) from Figure
(Left). Thus, all our protocols are presented as two-party protocols between parties
P, and P, via input and output additive-shares. Our protocols are secure in the
semi-honest model for secure computation, as in [18].

Alongside private training, an important related problem is private prediction.
This is depicted in Figure (Right). Specifically, a client C' has private data a’
for which they wish to have a private prediction y, via the private weights W of

server S. In our setting, a fast protocol for two-party training in MPC immediately
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yields a fast protocol for private prediction, as prediction corresponds to the forward

pass in training (i.e., Algorithm [2).

3.3 Deep Learning for MPC

In this section, we describe new methods to optimize DNNs that were developed
alongside our protocols (in Section [3.4). Our first insight is that recent work on
training deep networks in fixed-point [210] can be leveraged for crypto-friendly training.
Namely, while this work was originally intended for embedded devices, it contains
useful primitives such as repeated quantization to low fixed-point precisions to stabilize
optimization. However, out-of-the-box, this work is unsuited for privacy-preserving

protocols. We make the following modifications:

(a) We ternarize the network weights: W € {—1,0,1} during the forward and
backward passes. This will allow matrix multiplication with W to be phrased as

repeated 1-out-of-2 oblivious transfers (described in Section [3.4)).

(b) We construct an MPC-friendly quantization function for the weight gradients
in the backward pass, replacing a biased coin flip and truncation steps with a

saturation-free quantization, without loss in accuracy.

(c) We replace the backward pass normalization operation, division by the closest-

power-of-two, with the nezt-power-of-two.

While a seemingly small change, the latter operation has a very efficient circuit
implementation [215] that we leverage in our secure protocols in the next section.
Further, we observe empirically in Section that this change also has no effect on
accuracy. Ultimately, these changes will only speed up the computation of a training
iteration in a secure protocol. If training is based on stochastic gradient descent,
many iterations will still be necessary for convergence. To address this, we design

a new fixed-point adaptive gradient algorithm. It is inspired by a state-of-the-art
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floating-point adaptive gradient method, AMSgrad [204]. This optimization allows us
to achieve the best accuracy to date on all 5 datasets we consider for DNNs trained in
fixed-point (in Figure [3.7)). In this section, we describe the work of [210], our changes

(a-c) mentioned above, and our new fixed-point adaptive gradient training procedure.

3.3.1 Fixed-Point Encoding for Deep Models

The work by Wu et al. [210] describes an efficient optimization procedure for DNNs

operating entirely on fixed-point encodings of real numbers. We describe it in detail here.

Quantize gradients, and quantize frequently. The first idea of WAGE [210]
is to introduce functions @y, Qq, @4, Q. that quantize the weights W, activations a,
weight gradients G, activation gradients e to a small, finite set of fixed-point numbers.
While previous work [216-223] had already introduced the idea of functions Q.,, @,
to quantize weights and/or activations in the forward pass, they required the weights
W or gradients G, e to be represented in floating-point in the backward pass, in
order to optimize accurately. In Wu et al. [210], all the quantization functions take
fixed-point numbers with some precision p, i.e., vy = v/2P and find the nearest

number with another precision g, i.e., v(:

(3.1)

where 5527 is in practice either a division or a multiplication by 2lP=dl depending
on whether p > ¢. Additionally, Wu et al. [210] introduce a saturation function

S(+), to yield Q(-) as:

v(g) = Qve), @) = S(N(vp), 9), q)- (3.2)

where S(z,¢) = min(max(z, —1 + 277),1 — 279) saturates any x to be within [—1 +
9=4.1 — 279,
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Weight quantization Q,. The first function W, ) = Qu (W), pw) takes as input
a p-precision fixed-point weight W,y and returns the closest p,-precision weights

W) using the above function:
Wi) = Qu(W), pw) = Q(Wp), pu) (3.3)

Activation quantization @,. The second function ag,,) = Q.(ay),p.) is almost

identical except it introduces an additional scaling factor 27% as follows:

a
A(p,) = Qa(a(p)apa) = Q(%Jja)- (34)

Where « is a fixed integer determined by the dimensionality of W, see [210] eq. (7).
The intuition is that this is a simple form of normalization (used in the forward pass),

and the authors describe a technique to set o based on the layer size.

Activation gradient quantization (.. For the backward pass the first gradient we
must consider is that of the activations, which we call e. The strategy to quantize
ep.) = Qe(€@),Pe), is similar to quantizing the activations. Except here the scaling

factor depends on the largest value of e:

€
e(pe) - Qe(e(p)upe) == Q(Zcpow(mai{le(p)l}) ’pe) (35)

where cpow(z) = 2M#(®)Hg the closest power of 2 to x. The intuition here is again
that normalization helps, but it cannot be constant as the gradient magnitude can

potentially fluctuate. Thus normalization needs to be data-specific to stabilize training.

Weight gradient quantization (),. The second gradient is the weight gradient
G, quantized by G,,) = Qu(G),py), as follows:

n Sign(G?P)) n n n
G(pg) = Qg(G(p),Pg) = T op1 HG(p)H +B ’G(p)| - UG(p)H . (3.6)
where G, = nG, J2cponmaxdlGilh) i 4 normalized version of Gy, that is also

multiplied by the learning rate 7, sign(a) returns the sign of a, and B(p) draws a sample
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Algorithm 2: Fixed-Point Forward Pass (Forward)
Input: Fixed-point weights {Wl(pw)}le,
Fixed-point data sample af, ,,
Layer-wise normalizers {oy}£,
Output: Fixed-point activations {aépa)}{;l
1: for l =1,...,L do
2: f(Wl lpal)) > pass through layer
3: Qa( ,pa) > activations precision p,
Algorithm 3: Fixed-Point Backward Pass (Backward)
Input: Fixed-point weights: {W{, \}-,,
Fixed-point activations (act) {aépa)}le,
Fixed-point label y,,),
Activation function f,
Saturation function S
Output: Fixed-point gradients {G'}
ot(ak
1. el = w > act. gradient
(Pa)
2: forl:L,.Z?.,l do
3: el(p = Qe(el,pe) > act. gradient precision p.
dal dal
4: Wlpw ( €0p,) © a(;“) o 52‘”) > act. gradient
ot Gl = é )I%flpe) > weight gradient

from a Bernoulli distribution with parameter p. This function normalizes the gradient,

applies a randomized rounding, and scales it down. The idea behind this function is

that additional randomness (combined with the randomness of selecting data points

stochastically during training) should improve generalization to similar, unseen data.

3.3.2 Fixed-Point Encoding for Cryto-Friendly Deep Models

We propose three changes to the quantization functions that do not affect accuracy,

but make them more suitable for MPC.

Weight quantization @,. We fix p, =1 and set Q,(W ), pw) = 2Q(W

that our weights are ternary: W € {—1,0, 1} as mentioned above.
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Algorithm 4: Fixed-Point SGD Optimization (Aggq)
Input: Fixed-point weights {W{, |},
Fixed-point data D = {(a(,,) s Y(pa).i }i1>
Learning rate n
Output: Updated weights {W(; 1}/,

1: fort=1,...,T do
2 <a?pa)’ y(pa)) ~D
3: {Vlvépw)L: Qw(wl(ﬁw)7pw)}f:1 . 0

4 {a(pa)}lzl - Forward({w(pw)}lzl’a(pa))

)

6

7

{GZ}ILZI = BaCkward({Wépwﬁ aépa)}lL:h y(pa))

{Gipg) = Qg(Gl,pg)}lel > weight gradient precision py

{Wéﬁw) - S(Wl(ﬁw) - nGl(pg)>pw)}lL:1

Activation gradient quantization (.. We make the following change to eq. (3.5)) to
Qec(e@p): Pe) = Q(e(p)/Z”pOW(maX“e(P)|}),pe), where npow(z) = 2592(*)Hg the next power
of 2 after z. This is faster than the closest power of 2, cpow(x) as the latter also needs

to compute the previous power of 2 and compare them to x to find the closest power.

Weight gradient quantization ),. We introduce a different quantization function
than [210] which is significantly easier to implement using secure computation tech-

niques:

G
Gpy) = Qo(Gp) pg) = N<2npow(ma>£|g(p)|}) 1 Dg)- (3.7)

We find that the original quantization function in eq. (3.6)) needlessly removes infor-

mation and adds unnecessary overhead to a secure implementation.

Forward /Backward passes. Algorithm [2| corresponds to prediction in DNNs, and
Algorithms [2], [3, [4] describe the training procedure. Apart from the quantization
functions note that in the backward pass (Algorithm |3) we take the gradient of the
activation with respect to the activation function: 8aépa) /Of and the saturation function:
aaépa) /0S. Algorithm {| describes a stochastic gradient descent (SGD) algorithm for

learning fixed-point weights inspired by [210]. We keep around two copies of weights
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in different precisions p,, and p,,. The weights W, ) are ternary and will enable fast
secure forward (Algorithm [2) and backward passes. The other weights Wz are at
a higher precision and are updated with gradient information. We get the ternary
weights W,y by quantizing the weights Wz , in line 3. Note that the forward and
backward passes of convolutional networks can be written using the exact same steps
as Algorithms [2] and [3] where weights are reshaped to take into account weight-sharing.
Similarly, for residual networks the only differences are: (a) line 2 in the forward pass

changes and (b) line 4 in the backward pass has an added term from prior layers.
3.3.3 A Fixed-Point Adaptive Gradient Algorithm

One of the state-of-the-art adaptive gradient algorithms is AMSgrad [204]. However,
AMSgrad includes a number of operations that are possibly unstable in fixed-point
domains: (i) the square-root of a sum of squares, (ii) division and (iii) moving average.
We redesign AMSgrad in Algorithm [5] to get around these difficulties in the following
ways. First, we replace the square-root of a sum of squares with absolute value in
line 9, a close upper-bound for values v € [—1,1]. We verify empirically that this
approximation does not degrade performance.

Second, we replace division of V(pv) in line 11 with division by the next power of two.
Third, we continuously quantize the weighted moving sums of lines 7 and 8 to maintain
similar precisions throughout. These changes make it possible to implement AMSgrad
in secure computation efficiently. In the next section we describe the protocols we

design to run Algorithms privately.

3.4 Oblivious Transfer for Secure Learning

In this section, we present custom MPC protocols to implement private versions of the
algorithms introduced in the previous section. Our protocols rely heavily on OT, and
crucially exploit characteristics of our networks such as ternary weights and fixed-point

(8-bit precision) gradients. We present our MPC protocol for neural network training
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Algorithm 5: Fixed-Point AMSgrad Optim. (Aams)
Input: Fixed-point weights {Wl@ )}le,
Fixed-point data D = {(a(, ), Y(pa).i }ie1, learning rate 1,
Output: Updated weights {W{; J}-,
1: Initialize: {M!, VI}E, =0
2: fort=1,...,7 do
3: (a?pa), y(pa)) ~ D

4: {Vlvipw)L: QQ(Wl(pwypw)};L:l . .

5: {a(pa)}lzl - ForWard<{W(pw)}l:1,a(pa))

6:  {G'}, = Backward({W{, \,a(, ,}i 1, Y(pa))

7 {Gl — M‘%}le > scale gradients
8: {Ml = N(O.QMZ,pm) + O.IGZ}ZLzl > weighted mean
9 {V'=N(0.99V',p,) +0.01| G|},

10: {Vi= maX(lVl, VHE,

11: {Gl = Mm}le > history-based scaling
12: {Gl(pg) = N(Gl,pg)}lel > weight gradient precision pg

13: {Wiﬁw) = S(Wl@w) - nGl(pgyﬁw)}lL:l

by describing its components separately. First, in Section we describe our protocol

for ternary matrix-vector multiplication, a crucial primitive for training used both

in the forward and backward pass. Next, in Sections [3.4.2] and [3.4.3| we describe the

protocols for the forward and backward passes, respectively. These protocols use our
matrix-vector multiplication protocol (and a slight variant of it), in combination with

efficient garbled circuit implementations for normalization and computation of RELU.

3.4.1 Secure Ternary Matrix-Vector Multiplication

A recurrent primitive, both in the forward and backward passes of the fixed-point neural
networks from Section is the product Wa, for ternary matrix W € {—1,0,1}"™™
and fixed-point integer vector a € Z7". Several previous works on MPC-based ML
have looked specifically at matrix-vector multiplication 18| [196]. As described in

Section [3.2.1] multiplication is a costly operation in MPC. Our insight is that if W is
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ternary, we can replace multiplications by selections, enabling much faster protocols.

More concretely, we can compute the product z = Wa as shown in Algorithm [6]

Algorithm 6: Ternary-Integer Matrix-Vector Product
Input: Matrix W € {—1,0,1}"*™ and vector a € Z"

1: z= (O)Z[@

2: for i € [n],j € [m] do

3 if Wi; >0then z; += a;
4:  if W;; <0 then z; —= a;
5: return z

A natural choice for implementing the functionality in Algorithm [0] securely are
MPC protocols that represent the computation as a Boolean circuit. In our two-party
setting natural choices are garbled circuits and the GMW protocol [213]. In Boolean
circuits, the If-Then-Else construction corresponds to a multiplexer, and a comparison
with 0 is essentially free: it is given by the sign bit in a two’s complement binary
encoding. However, a circuit implementation of the computation above will require
|W| additions and the same number of subtractions, which need to implemented
with full-adders. Whereas, additions, if computed on additive shares, do not require
interaction and thus are extremely fast.

Our proposed protocol achieves the best of both worlds by combining Boolean
sharing and additive sharing. To this end, we represent the ternary matrix W by
two Boolean matrices W+ € {0,1}"™ and W~ € {0, 1}, defined as W/, = 1 &
W;;=1and W;; =1 W,; = —1. Now, the product Wa can be rewritten as
W+ta—W™a. This reduces our problem from Wa with ternary W to two computations
of Wa with binary W. Note that we can use the same decomposition to split any
matrix with inputs in a domain of size k into £ Boolean matrices, and thus our
protocol is not restricted to the ternary case.

Accordingly, at the core of our protocol is a two-party subprotocol for computing
additive shares of Wa, when W is Boolean-shared among the parties and a is additively

shared. In turn, this protocol relies on a two-party subprotocol for computing additive



3. Two-Party Secure Neural Network Training and Prediction 49

shares of the inner product of a Boolean-shared binary vector and an additively
shared integer vector. As a first approach to this problem, we show in Protocol [7] a
solution based on oblivious transfer. We state and prove the correctness of Protocol [7]

in the next lemma.

Lemma 3.4.1. Let b and a be a Boolean and integer vector, respectively, shared among
parties Py, Pa. Given a secure OT protocol, the two-party Protocol[7 is secure against
semi-honest adversaries, and computes an additive share of the inner product bta’

among Py, P>.

Proof. For the correctness, note that, for all j € [m], b;a; = b;[a;]1 + bj]a;]2, and that
each of the OTs in steps 4 and 5 of the algorithm are used to compute an additive
share of each of the terms of the sum. Concretely, in the OT in line 4 is used to
compute an additive share of b;[a;]; as z; ; + ZE]-, and the value received by party P, is
My p,], = —21; if [bj]1 @ [b;]2 = 0 and my 3, = [a;]; — 21,; otherwise. Security follows
easily from the fact that all messages in the OTs are masked with fresh randomness

z; ; and thus constructing simulators from a simulator for OT is straightforward. [

One can think of Protocol [7] as a component-wise multiplication protocol. The
only modification required is in step 6, i.e. the local aggregation of additive shares
of the result of component-wise multiplication. We could directly use this protocol
to implement our desired matrix-vector multiplication functionality, and this leads
to very significant improvements due to the concrete efficiency of OT Extension
implementations. However, we can further optimize this to obtain our final protocol.

The use of OT in Protocol [7] has similarities with the GMW protocol, and is inspired
by the OT-based method due to Gilboa for computing multiplication triplets, and
discussed in |145]. A similar idea was used in the protocol for computing the sigmoid
function by Mohassel and Zhang [18]. Moreover, concurrently to this work, Riazi
et al. [224] have proposed OT-based protocols for secure prediction using DNNs. They
propose a protocol called Oblivious Conditional Addition (OCA) that is analogous to
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Protocol 7: Boolean-Integer Inner Product
Parties: P; and P,
Input: Arithmetic shares of integer vector a € Zi" and Boolean shares of
binary vector w € {0, 1}™

Output: Arithmetic shares of z = w'a’
1: Each P; generates random values (z;;); rmm)-
2. for j € [m] do
3. P;sets

mio = (W;)i - [a;]; — zi
miy = 2(wj)i - [ay]i — 2
4:  Pyand Py run OT(mq 0, m1 1, (W;)2), with Py as Sender and P as Chooser,
for P, to obtain zf'j
5. Pypand Py run OT(mgg, ma 1, (W;)1), with P, as Sender and Py as Chooser,

for P; to obtain z%'j

6: Each P; sets [2]; = X gy (265 + ZzD])

Protocol [7l While their work only addresses secure prediction, our improved protocol

presented in the next section is relevant in their setting as well.

Optimizations: Correlated OT and Packing.

In the previous section, our protocol assumed a standard OT functionality, but
actually, we can exploit even more efficient primitives. Our optimization of Protocol [7]
presented in Protocol [§| exploits COT in a way to implement our required inner
product functionality. The idea behind Protocol |§|is simple: note that in Protocol
parties choose their random shares z;; of intermediate values in the computation,
and they use them to mask OT messages. However, as we only require the z; ;’s
to be random, one could in principle let the OT choose them. Note also that the
parties can choose their share of the result as a function of their inputs, which can
be implemented in COT. This is done in lines 4 and 5 of Protocol 8] As the protocol
consists of just two executions of m x COT, and local additions its security is trivial,
while we state and prove the correctness of Protocol |8 in the next lemma. Finally,
note that, as in the case of Protocol [7], it is easy to turn Protocol [§into a protocol

for component-wise multiplication.
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Protocol 8: Boolean-Integer Inner Product via mx COT,
Parties: P; and P,
Input: (-bit arithmetic shares of integer vector a € Z;" and Boolean shares of
binary vector w € {0, 1}™
Output: Arithmetic shares of z = w'a’

1: Each party P; constructs a vector of correlation functions f ' = (f; ;()); rmy,

fij(w) = x = [w;li - [a;]i + =[w;]i - [a];
2: The parties run m x COTy(f !, [w;]2) with P; acting as the Sender, and
P, obtains x while P, obtains y.
3: The parties run m x COT,(f 2, [w,]1) with P, acting as the Sender, and
P, obtains x"while P; obtains y"
4: Pl sets [[Z]]l = ZJELB}([[W]]]I . [[aj]]l — Xy + y?)
5: Pa sets [2]2 = X ([wi] - [a]2 — x5 + ;)

Lemma 3.4.2. Let w and a be a Boolean and integer vector, respectively, shared
among parties P1,Py. Given an m x CO'T, protocol, the two-party Protocol [ is secure
against semi-honest adversaries, and computes an additive share of the inner product

w talamong Py, Ps.

Proof. Privacy follows directly from the correctness of the COT subprotocol. To see
that the protocol computes the right value, we argue for a j € [m], and distinguish

cases according to all possible values of the shares of w;.

Case I (w; = 0; [w;]1 = 1, [w;]2 = 1): In this case f'(z) = z — [a;]1 and f?(z" =
z"— [a;]2. Upon execution of step 2, P; obtains x and P obtains y = x — [a;];. Upon
execution of step 3, P, obtains z”and P, obtains y"= z"— la;l2. P accumulates
[zi]1 = [a;]1 —  + 2= [a;]2 into [2]; and P accumulates [z;]2 = [a;]1 — ™+ 2 — [a;]
into [z]2. Then [z;]1 + [z;]2 = 0, which is w;a; as w; = 0.

Case II (w; = 0; [w;]1 = 0, [w;]2 = 0): In this case f'(z) = x + [a;]; and
(25 = 2% [a;]2. Upon execution of step 2, Py obtains 2 and P obtains y = . Upon
execution of step 3, P, obtains z"”and P, obtains y"= 2"P; accumulates [2i]1 = —z+zP
into [2]; and P, accumulates [z;]o = —z™ z into [z]s. Then [2;]; + [2;]2 = 0, which

is wja; as w; = 0.
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Protocol 9: Ternary-Integer Matrix-Vector Product
Parties: P; and P,
Input: Arithmetic shares of integer vector a € Zi" and Boolean shares of
binary matrices W W~ € {0, 1}™™
Output: Arithmetic shares of z= Wta — W™a
1: P; and P, compute [WTa] using n executions of Protocol [§|

2: P; and P, compute [W~a] using n executions Protocol [§]
3: P; sets [z]; := [WTa];, — [Wa],.

Case III (w; = 1; [w;]i = 0, Jw;]2 = 1): In this case f'(z) = z + [a;]1 and
f3(zY = 29— [a;]2. Upon execution of step 2, P, obtains z and P, obtains y =
= + [a;]i. Upon execution of step 3, P obtains z5] P, obtains y"= z" P, accumulates
[2;]1 = —x + 2"into [z]; and P, accumulates [z;]2 = [a;]2 — 2™ = + [a;]1 into [z]s.
Then [z;]1 + [2]2 = a;, which is w;a; as w; = 1.

Case IV (w; = 1; [w;]1 = 1, Jwj]z2 = 0): In this case f'(z) = = — [a;]1 and
f3(zY = 2"+ [a;]2. Upon execution of step 2, P; obtains z and P, obtains y = .
Upon execution of step 3, P, obtains z”and P; obtains y = x4+ la;]2. Pi accumulates
[zi]: = [a;]1 — = + 2™+ [a;]2 into [2]1, P, accumulates [2;], = —2™+ 2 into [2]z. Then,

(211 + [#;]2 = a;, which is w;a; as w; = 1. 0

Protocol [9]achieves our goal of computing an arithmetic share of Wa = Wta—W™a,
for an n x m matrix. This is easily achieved using 2n calls to Protocol 8| This translates
into 4n executions of m x COTYy, plus local extremely efficient additions. Note that
this protocol is fully paralellizable, as all the COT executions can be run in parallel.

Overall, our approach exploits the fact that W is ternary without having to perform
any Boolean additions in secure computations. Our experiments in Section show

concrete gains over the prior state-of-the-art.

Communication costs. Using the m x COT, Extension protocol from [129], the
parties running Protocol [8 send m(7 + ¢) bits to each other to compute inner products

of length m, where 7 is the security parameter (128 in our implementation). This



3. Two-Party Secure Neural Network Training and Prediction 53

results in nm(7 + ¢) bits being sent/received by each party for the whole matrix-
vector multiplication protocol. In contrast, the OT-based approaches to matrix-vector
multiplication entirely based on arithmetic sharing from [18] would require at least

nml(1 4+ £) (assuming optimizations like packing and vectorization).

Packing for matrix-vector multiplication. While the forward pass of quotient
operates over 8-bit vectors (and thus ¢ =8 in Protocol @, the value of ¢ in imple-
mentations of m x COT, is 128, i.e., the AES block size. However, we can exploit
this to pack 128/8 =16 vector multiplications against the same matrix for the same
communication and computation. This is very useful in batched gradient descent,
as this results in 16x additional savings in communication and computation. This
packing optimization was also used in [18] for implementing an OT-based offline phase

to matrix-vector multiplications occurring in batched gradient descent.

3.4.2 Secure Forward Pass

Our protocol for the forward pass (Algorithm [2)) is a sequential composition of Protocol [9
and a garbled circuit protocol with three components: (i) Evaluation of RELU, (ii)
normalization by a public data-independent value a; (line 3 in Algorithm [2)), and (iii)
quantization function Q(+) in eq. in Section . The protocol is depicted in
Figure [3.2] Note that we only show a forward pass for a single layer, but the protocol
trivially composes sequentially with itself, as input a‘~! and output a’ are both secret-
shared additively. Security follows directly from the security of the subprotocols, as
their outputs and inputs are always secret-shares. For scalability, we describe an
efficient circuit implementation of (i)-(iii). In our proposed circuit P; inputs its share
[z]1, and a random value chosen in advance that will become its share of the output,
denoted [a‘];. In the garbled circuit, z is first reconstructed (this requires |z| parallel
additions). For component (i), RELU, we exploit the fact that the entries in z are
encoded in binary in the circuit using two’s complement as z; = (b;x---b;1), where

bir =1 < z < 0. Hence RELU(z;) = (=b;x) - b; . Note that this is very efficient,
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Figure 3.2: Our MPC protocol for private prediction (forward pass). We compose three
protocols to evaluate one layer of the form f(Wa), with ternary W, and where f = RELU.

as it only requires to evaluate k|z| NOT and AND gates. The next two steps, (ii)
normalization and (iii) quantization, are extremely cheap, as they can be implemented
with logical and arithmetic shifts without requiring any secure gate evaluation. Finally,
to construct P,’s output we need to perform a subtraction inside the circuit to compute
[a‘], = a® — [a‘],. Altogether this means that our forward pass requires execution
of Protocol [0 and a garbled circuit protocol to evaluate a vector addition, a vector
subtraction, and a linear number of additional gates. Moreover, note that this garbled

circuit evaluation can be parallelized across components of the vector z.

3.4.3 Secure Backward Pass

Figure shows our protocols for the backward pass (Algorithm . Analogous to
the forward pass, we depict the pass for one layer, and observe that all its inputs and

outputs are secret-shared. Hence, it can be easily composed sequentially across layers,
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and with the forward pass, and its security follows trivially from the security of
each of the subprotocols.

The protocol works via a sequence of subprotocols. Each of them produces a result
shared among the parties Py, P, either as a Boolean-share or an additive share. As in
the forward pass, this protocol leverages Protocol[9] as well as Protocol [§| for component-
wise multiplication. Recall that the goal of the backward pass is to recompute ternary
weight matrices {W¢}L_ | by means of a gradient-based procedure. As {W*}L | is
represented in our MPC protocol by pairs of binary matrices, the protocol to be run for
each layer ¢ takes as inputs the Boolean-shares of such matrices, i.e., W%~ and W4T,
from each party. Moreover, the parties contribute to the protocol arithmetic shares of
the input to each layer a’ computed in the forward pass, as well as the target values y.

The first step of the backward pass is a data-dependent normalization of the
activation gradient e’, followed by the quantization step that we described in the
forward pass, as shown in Figure [3.3] We now describe the design of the Boolean

circuit used to compute these steps.

Normalization by the infinite norm. Our goal is to design a (small) circuit that,
given e, computes e/2"P(max{lel}) - A naive circuit would compute the absolute value
of every entry |e|, compute the maximum value max{|e|}, compute 2™(max{lel)TIanq
finally compute a division. However, computing exponentiation and logarithm in a
garbled circuit would be prohibitively expensive. Such circuits are large, and we have
to do this computation in each layer ¢, as many times as the number of total iterations.
To overcome this we apply two crucial optimizations: (i) approximate max{|e|} by
bitwise OR of all values |e;|, and (ii) compute npow with an efficient folklore procedure
for obtaining the number of leading zeros in a binary string. This requires only b OR
gates and log(b) arithmetic right shifts and additions, where b is the bitwidth of the
entries of e (8 in our applications) [215]. Also note that the division can be computed
as an arithmetic right shift. An important remark is that the denominator is a private

value in the circuit, which means that, although we can use right shift for division,
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our circuit needs to first compute all possible right shifts and then select the result
according to the value of npow(max{|e|})). This involves a subcircuit linear in b, and
since in our case b=8 we once again benefit from having small bitwidth, by trading

a small overhead for costly divisions, logarithms, and exponentiations.

Derivatives of ReLU and saturation. Computing derivatives of RELU and
saturation S(-) can be done efficiently in a Boolean representation, as they lie in
{0,1}. Specifically, computation only involves extracting the sign bit for RELU,
and ANDing a few bits for saturation. Ultimately we need to compute e o d, for
d = RELUYa) o SYa) (line 4 in Algorithm [3). Note that this is a Boolean combination
of integers, so we can alternate between Boolean and arithmetic shares and compute it
with Protocol |8 (for component-wise product). We can further optimize the procedure
by computing (d); in the forward pass, since RELU is already used there. This is
commonly done in ML implementations in the clear.

The remainder of the backward pass involves (i) computing e~ (the rest of line
4 in Algorithm [3), for which we use Protocol [9 and (ii) an outer product between
8-bit vectors a'™! I%‘(line 5). For (ii) we use a vectorized version of the OT-based
multiplication protocol presented originally in [225], and used in [18, |145].

Overall, this makes our backward pass very efficient, involving three small garbled

circuits (two can be parallelized), and relies heavily on oblivious transfer computations.

SGD. To implement Algorithm 3 we need to additionally keep higher precision
8-bit matrices {Wfﬁw)}gL:l as arithmetic shares. We ternarize these to obtain our
weights W, which we implement in the natural way with a small garbled circuit
involving 2 comparisons. The same operations for quantization and normalization

of e can be used for G.

AMSgrad. Almost all of the operations in AMSgrad (Algorithm [f]): quantization,

normalization, saturation, and absolute value have been described as part of the
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previous protocols. The only addition is element-wise maximum (line 10), which we

do via a comparison of Boolean shares.

Convolutional & residual layers. Although we have only described a fully connected
layer, extending this protocol to convolutional layers is straightforward. The forward
and backward passes of convolutional layers can be written using the same steps as
Algorithms [2] and [3] with weight-reshaping. And max-pooling operations are simply
comparisons, efficiently implemented in Boolean shares. Similarly, for residual networks,
we only introduce integer additions in the forward pass (which we can perform on

additive shares) and another computation of d for the backward pass.

3.5 Experiments

In this section, we present our experimental results for secure DNN training and predic-

tion.

Experimental Settings. The experiments were executed over two Microsoft Azure
Ds32 v3 machines equipped with 128GB RAM and Intel Xeon E5-2673 v4 2.3GHz
processor, running Ubuntu 16.04. In LAN experiments, machines were hosted in the
same region (West Europe) with an average latency of 0.3ms and a bandwidth of
1.82GB/s. For WAN; the machines were hosted in two different regions (North Europe
& East US), with an average latency of 42ms and a bandwidth of 24.3 MB/sec. The
machine specifications were chosen to be comparable with the ones in |1§], hence

enabling direct running time comparisons.

Implementation. We use two distinct code bases. We use the EMP-toolkit [130]
to implement our secure protocols for forward and backward passes, as described in
Section[3.4f EMP is written in C++ and offers efficient implementations of OT and COT
extension [129]. We extended the semi-honest COT implementation to the functionality
required for Protocol [§] as it is currently limited to correlation functions of the form

f(z) = z® A (the ones required by Yao’s garbled circuits protocol). This code base was
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Figure 3.3: Our protocol for the backward pass, corresponding to Algorithm [3| from
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used for timing results. We developed a more versatile insecure Python implementation
based on Tensorflow[226] for accuracy experiments. While this implementation does

not use MPC, it mirrors the functionality implemented using the EMP-toolkit.

Evaluations. For training over QUOTIENT, we use two weight variables as described
in Section 3.3} (i) ternary (2-bit) weights for the forward and backward passes, and (ii)
8-bit weights for the SGD and AMSgrad algorithms. We use 8-bits for the quantized
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Network k& QUOTIENT (s) GC (s) SecureML (OT) (s) SecureML (LHE) (s)

103 0.08 0.025 0.028 5.3
10 0.08 0.14 0.16 93
LAN 10° 0.13 1.41 1.4 512
106 0.60 13.12 14* 5000*
107 6.0 139.80 140%* 50000*
103 1.7 1.9 1.4 6.2
10 1.7 3.7 12.5 62
WAN 10° 2.6 20 140 641
106 7.3 148 1400* 6400*
107 44 1527 14000* 64000*

Table 3.1: Comparison of our COT-based component-wise multiplication of k-dimensional
vectors with ternary fixed-point multiplication using garbled circuits (GC) and SecureML [1§]
(OT, LHE). One of the vectors hold only ternary values.

weight gradients (g), activations (a) and activation gradients (e).

As our protocols are online, to compare with other approaches employing an offline
phase, we take a conservative approach: we compare their offline computation time
with our total computation time using similar computational resources. We adopt
this strategy because online phases for these approaches are relatively inexpensive and
could potentially involve a set-up overhead. Additionally, our model could easily be
divided into offline/online phases, but we omit this for simplicity.

We employ a naive parallelization strategy: running independent processes over a
mini-batch on different cores. This speeds up the computation on average by 8-15x
over LAN and by about 10-100x over WAN depending on the number of parallelizable

processes. We leave more involved parallelization strategies to future work.

3.5.1 Data-independent benchmarking

In this section, we present the running times of the basic building blocks that will

be used for DNN prediction and training.

Component-wise Multiplication. Table compares the running times of our

COT-based approach from Protocol [8| for computing component-wise product with (i)
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Network n  QUOTIENT (s) SecureML (OT Vec) (s) SecureML (LHE Vec) (s)

100 0.08 0.05 1.6
LAN 500 0.1 0.28 5.5
1000 0.14 0.46 10
100 1.7 3.7 2
WAN 500 2 19 6.2
1000 2.7 34 11

Table 3.2: Performance comparison of our matrix-vector multiplication approach with the
vectorized approaches of SecureML [18] (OT, LHE). Here we multiply a 128 x n ternary
matrix with an n-dimensional vector.

an implementation of Algorithm [6]in a garbled circuit and (ii) two protocols proposed
in SecureML [18] for the offline phase. Their first protocol corresponds to Gilboa’s
method [227] for oblivious product evaluation (the OT-based variant implemented with
a packing optimization). Their second is a sequence of Paillier encryptions, decryptions,
and homomorphic additions (the LHE variant) [81]. For QUOTIENT and GC, one
vector is ternary and the other holds 128-bit values, while for OT and LHE both vectors
hold 32-bit values. Although our protocols for multiplication are independent and
suitable for parallelization, here we benchmark without parallelization. QUOTIENT
clearly outperforms all other approaches as soon as we move past the set-up overhead
of the base OTs. Note that most DNN layers involve greater than 10* multiplications,

which makes our approach more suitable for those applications.

Matrix-Vector Product. As discussed in Section [3.4], our component-wise multipli-
cation directly translates into matrix-vector products with local additions as described
in Protocol |§] However, the protocols from [18] benefit greatly from a vectorization
optimization, and thus a comparison of the matrix-vector multiplication tasks is
important. Table [3.2] compares the performance of implementation of Protocol [9 for a
ternary 128 x n matrix and an n-dimensional vector. Similar to Table [3.1], we populate
the matrix with ternary values (2-bit values) and the vector with up to 128-bit values.

Our approach is at least 5x faster than the vectorized LHE protocol from [18] on LAN,
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Figure 3.4: Forward pass time for single Figure 3.5: Forward and Backward pass
prediction over an n X n fully connected layer. time over an n X n fully-connected layer for
1 batch. Here batch size = 128.

and is roughly 10x faster than the OT protocol from [18] on WAN for n >500. In

general, the speedup increases as we increase the number of computations.

Layer Evaluation. Furthermore, we benchmark the basic building blocks of secure
DNN training framework—forward and backward pass for a variety of different layer
sizes. Figure shows the running time of QUOTIENT for the forward pass as we
increase the layer size. We split the total time into time spent on the matrix-vector
product (Protocol 7)) and computation of activation function (RELU) using garbled
circuits. Figure shows the running time of the forward and backward pass, over
a single batch of size 128. We report the running time of each of the three required
functionalities: quantization & scaling, gradient computation, and error computation.
As we increase the size of the layers, the garbled circuit for the quantization phase
starts to dominate over the COT-based matrix-matrix product required for the gradient
computation. This can primarily be attributed to the quantization and scaling of the
gradient matrix. Our COT-based matrix-vector multiplication shifts the bottleneck
from the multiplication to the garbled circuits based scaling phase. Finding efficient
protocols for that task is an interesting task for future work. In particular, parallelized
garbled circuits and optimization of the matrix-matrix multiplication in the gradient

computation phase could be explored.
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3.5.2 Experiments on Real-World Data

In this section, we evaluate our proposed QUOTIENT on real-world datasets. We
show that: (i) QUOTIENT incurs only a small accuracy loss with respect to training
over floating point, and (ii) it is more accurate than the state-of-the-art in fixed-point
NN training, namely WAGE [210]. Both (i) and (ii) hold for several state-of-the-art
architectures including fully connected, convolutional, and residual layers, and for
different types of data. For our 2PC protocols, we show that (iii) 2PC-QUOTIENT
outperforms the existing secure training approach for DNNs SecureML [18], both in
terms of accuracy and running time, and both in the LAN and WAN settings. We first
report the accuracy across a variety of datasets to show (i) and (ii) above. Then we

report running times for 2PC-QUOTIENT training and prediction to argue (iii).

Datasets and Deep Neural Network Architectures

We evaluate QUOTIENT on six different datasets. Five of these are privacy sensi-
tive in nature, as they include health datasets—Thyroid [22§], Breast cancer [229],
MotionSense [230], Skin cancer MNIST [231] and a financial credit dataset—German
credit [232]. We also evaluate our approach on MNIST [164] for the purpose of

benchmarking against prior work.

MNIST contains 60K training and 10K test grayscale (28 x 28) images of 10
different handwritten digits. We adopt the state-of-the-art floating point convo-
lutional neural network LeNet [164] (32C5-BN-32C5-BN-MP2-64C5-BN-64C5-BN-
MP2-512FC-BN-DO-10SM)? into a fixed-point equivalent of the form 32C5-MP2-
64C5-MP2-512FC-10MSE for secure training & inference. In addition, we explore a
variety of fully-connected neural networks 2x(128FC)-10MSE, 3x (128FC)-10MSE,
2x(512FC)-10MSE & 3x(512FC)-10MSE. We set the learning rate to 1 for both
SGD and AMSgrad optimizers.

2BN, DO, and SM are batch-normalization, DropOut, and SoftMax respectively.
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MotionSense contains smartphone accelerometer and gyroscope sensor data for four
distinct activities namely walking, jogging, upstairs, and downstairs. For each subject,
the dataset contains about 30 minutes of continuously recorded data. We use a rolling
window, of size 2.56 seconds each for extracting around 50K samples for training and
11K for testing. As proposed in [230] we use floating point convolutional neural
network 64C3-BN-MP2-DO-64C3-BN-MP2-D0O-32C3-BN-MP2-DO-32C3-BN-MP2-
DO-256FC-BN-DO-64FC-BN-DO-4SM and its fixed-point analogue of the form 64C3-
MP2-64C3-MP2-32C3-MP2-32C3-MP2-256FC-64FC-4MSE. We furthermore explore
a fully connected architecture of the form 3x(512FC)-4MSE.

Thyroid contains 3.7K training sample and 3.4K test samples of 21 dimensional
patient data. The patients are grouped into three classes namely normal, hyperfunction
and subnormal based on their thyroid functioning. We use a fully-connected neural
network of the form 2x(100FC)-3SM for this dataset and its analogue fixed-point
network 2x(100FC)-3MSE.

Breast cancer contains 5547 breast cancer histopathology RGB (50 x 50) images
segregated into two classes—invasive ductal carcinoma and non-invasive ductal carci-
noma. We use the 90:10 split for training and testing. We use a convolutional neural
network with 3x(36C3-MP2)-576FC-2SM and a fully-connected network of the form

3x(512FC) along with their fixed point analogues.

Skin Cancer MNIST contains 8K training and 2K (28 x 28) dermatoscopic RGB
images. They have been grouped into seven skin lesion categories. We use floating
point network ResNet-20 [42]. ResNet-20 is made up of batch-normalisation, dropout,
SoftMax layers and employs cross-entropy loss for training in addition to the residual
layers. For the fixed-point version of ResNet-20 [42], we exclude batch normalisation,

average pooling, and SoftMax layers. In addition, we use a fully connected architecture

of the form 2x(512FC)-7TMSE for secure training.
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Dataset QUOTIENT (%) Floating point (%)
MNIST 99.38 99.48
MotionSense 93.48 95.65
Thyroid 97.03 98.30
Breast cancer 79.21 80.00
German credit 79.50 80.50

Table 3.3: Accuracy comparison of training over state-of-the-art floating point neural
networks with their fixed point equivalents using QUOTIENT.

German credit contains 1k instances of bank account holders. They have been divided
into two credit classes—Good or Bad. Each individual has 20 attributes (7 quantitative
and 13 categorical). As a pre-processing step, we normalize the quantitative variables
and encode the categorical variables using one-hot encoding. This amounts to 60
distinct feature for each individual in the dataset. We use the 80:20 split for training
and testing. We use a fully-connected neural network of the form 2x(124FC)-2SM

and its fixed point analogue for this dataset.

Accuracy

We evaluate the accuracy of QUOTIENT on different datasets and architectures. Also,
we judge the impact of our MPC-friendly modifications on accuracy. To do so we
consider four variants of QUOTIENT: (i) Our proposed QUOTIENT, with secure AMS-
grad optimizer (QUOTIENT[AMSgrad=Ours, Norm=0urs]); (ii) QUOTIENT with the
standard AMSgrad optimizer (QUOTIENT[AMSgrad=Std, Norm=0Ours]) (Algorithm [1));
(iii) QUOTIENT with our proposed AMSgrad with the closest power of 2 (C-Pow2)
functionality instead of next power of 2 for quantization (QUOTIENT[AMSgrad=Ours,
Norm=WAGE] ); and (iv) QUOTIENT with the standard SGD optimizer (QUOTIENT[SGD=Std,

Norm=0urs]).

Comparison with Floating Point Training. As a baseline evaluation of our
training using QUOTIENT[AMSgrad=0urs, Norm=0urs], we compare its performance

(upon convergence) with the floating point training counterparts in Table [3.3] For
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Figure 3.6: Performance comparison of secure AMSgrad and secure SGD for QUOTIENT.
The plots compare training curves over MNIST (using CNN), MotionSense, Thyroid, Breast
cancer and German credit datasets.
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Figure 3.7: Performance comparison of three different variants of QUOTIENT train-
ing with floating point and WAGE training on MNIST, MotionSense, Thyroid,
Breast cancer and German credit datasets. QUOTIENT[AMSgrad=Ours, Norm=WAGE] and
QUOTIENT[AMSgrad=Std, Norm=Ours]) differ from (QUOTIENT[AMSgrad=0Ours, Norm=Ours]
in using next power of 2 vs the closet Power of 2 (affecting lines 9 and 11 of secure AMSgrad
in Algorithm [5] respectively.



3. Two-Party Secure Neural Network Training and Prediction 67

MNIST and Breast cancer datasets QUOTIENT[AMSgrad=0urs, Norm=0urs] training
achieves near state-of-the-art accuracy levels for MNIST and Breast Cancer, while we

differ by at most ~2% for German credit, MotionSense and Thyroid datasets.

Secure AMSgrad vs SGD. Figure [3.6|shows the training curves for QUOTIENT over
all the datasets. In particular, we compare QUOTIENT[AMSgrad=Ours, Norm=0urs]
and QUOTIENT[SGD=Std, Norm=0urs]. The secure AMSgrad optimizer converges faster
than the secure SGD optimizer especially for convolutional neural networks (used for

MNIST, MotionSense, and Breast cancer).

Effects of our Optimizations. In order to evaluate the impact of our optimizations,
we compare training with floating point and WAGE [210] with the first three variations
of QUOTIENT in Figure [3.7 For comparison with WAGE, we use the same fixed-
point architecture as the ones used with QUOTIENT with an exception of the
choice of optimizer— we employ our proposed secure AMSgrad, while WAGE uses a
SGD optimizer in conjunction with randomized rounding. Moreover, the floating
point analogues employ (a) batch normalization and dropout in each layer, (b)
softmax for the last layer, and (c) cross-entropy loss instead of MSE. We observe
that QUOTIENT[AMSgrad=0urs, Norm=0urs] outperforms all the other variants and
is very close to the floating point training accuracy levels. We believe this is due
to our modified AMSgrad, our normalization scheme, and use of the next power of
two (used in QUOTIENT[AMSgrad=0urs, Norm=0urs]) which may act as an additional

regularization compared with the closest power of two.
End-to-End Running Times

In the previous section, we demonstrated that large networks can match and improve
upon the state-of-the-art in fixed-point deep networks. However, often one can use
much simpler networks that are much faster and only sacrifice little accuracy. In order
to balance accuracy and run-time, we design practical networks for each dataset

and evaluate them here.
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LAN
MNIST MotionSense Thyroid Breast cancer ~ German credit

2 x (128FC) 3 x (128FC) 2 x (512FC) 3 x (512FC) 2 x (512FC) 2 x (100FC) 3 x (512FC) 2 x (124FC)
Epoch Time Acc Time Acc Time Acc Time Acc Time Acc  Time  Acc Time Acc  Time  Acc

1 8.72h  0.8706 10.05h 0.9023 27.13h 09341 38.76h 0.9424 10.07h 0.8048 0.08h 0.2480 14.51h 0.4940 0.03h 0.4100
5 43.60h 09438 50.25h  0.9536 135.65h 0.9715 193.80h 0.9745 50.35h  0.8847 0.40h 0.9341 72.55h 0.7360 0.15h  0.725
10 87.20h 0.9504 100.50h 0.9604 271.30h 0.9772 387.60h 0.9812 100.70h 0.8855 0.80h 0.9453 145.10h 0.7600 0.30h 0.7900
WAN

MNIST MotionSense Thyroid Breast cancer ~ German credit

2 x (128FC) 3 x (128FC) 2 x (512FC) 3 x (512FC) 2 x (512FC) 2 x (100FC) 3 x (512FC) 2 x (124FC)

Epoch  Time Acc Time Acc Time Acc Time Acc Time Acc  Time  Acc Time Acc Time  Acc
1 50.74h  0.8706 57.90h  0.9023 139.71h 0.9341 190.10h 0.9424 44.43h 0.8048 0.52h 0.2480 74.10h 0.4940 0.15h 0.4100
5 253.7h  0.9438 289.5h 0.9536 698.55h 0.9715 950.5h  0.9745 222.15h 0.8847 2.6h 0.9341 370.5h 0.7360 0.75h  0.725

10 507.4h 0.9504 579h  0.9604 1397.1h 09772 1901h 0.9812 444.3h 0.8855 5.2h 09453 741h  0.7600 1.5h 0.7900

Table 3.4: Training time and accuracy values for various datasets and architectures after 1,
5 & 10 training epochs using QUOTIENT over LAN and WAN.

MNIST MotionSense Thyroid Breast cancer German credit

2 x (128FC) 3 x (128FC) 2 x (512FC) 3 x (512FC) Conv 2 x (512FC) Conv 2 x (100FC) 3 x (512FC) Conv 2 x (124FC)
Single Prediction(s) 0.356 0.462 0.690 0.939 192 0.439 134 0.282 3.58 62 0.272
Batched Prediction (s) 2.24 2.88 4.79 6.50 2226 2.91 1455 1.83 44.02 447 1.77

Table 3.5: Prediction time for various datasets and architectures using QUOTIENT over
LAN. Here batch size = 128.

2PC-QUOTIENT Training. Table shows the running time of 2PC-QUOTIENT
for practical networks across all datasets over LAN and WAN. We report accuracy and
timings at 1,5 and 10 epochs. We note that the training time grows roughly linearly with
the number of epochs. In all cases except the largest MNIST model, 10 epochs finish in
under 12 days. Note that standard large deep models can easily take this long to train.

Our training protocols port nicely to the WAN settings. On average, our networks
are only about 5x slower over WAN than over LAN. This is is due to the low
communication load and round-trip of our protocols. As a result, we present the

first 2PC pragmatic neural network training solution over WAN.

2PC-QUOTIENT Prediction. In addition to secure training, forward pass of
QUOTIENT can be used for secure prediction. Table presents prediction timings
for all datasets over LAN. In addition to fully connected networks, we also report
the prediction timings over convolutional neural networks. The timings have been
reported for a single point as well as 128 parallel batched predictions (this corresponds

to classifying many data points in one shot). Except for the multi-channel Breast
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MNIST MotionSense Thyroid Breast cancer German credit

2 x (128FC) 3 x (128FC) 2 x (512FC) 3 x (512FC) 2 x (512FC) 2 x (100FC) 3 x (512FC) 2 x (124FC)
Single Prediction(s) 6.8 8.8 14.4 19.9 9.46 5.99 33.3 5.1
Batched Prediction (s) 8.3 10.9 22.6 29.9 12.08 6.89 69.1 7.3

Table 3.6: Prediction time for various datasets and architectures using QUOTIENT over
WAN. Here batch size = 128.

LAN WAN
2 x (512FC) ResNet 2 x (512FC)
Single Prediction(s) 1.269 1982 17
Batched Prediction (s) 14.31 18122 39.9

Table 3.7: Prediction time for Residual and fully-connected neural networks on Skin cancer
MNIST using QUOTIENT over LAN. Here batch size = 128.

cancer dataset, all single predictions take less than 1s and all batched predictions
take less than 60s.

Table [3.6] presents an equivalent of Table [3.5| under WAN settings. Here we limit
ourselves to only fully connected architectures. While still practical, per prediction
costs over WAN are, on average, 20x slower than over LAN. This is due to the high
initial setup overhead over WAN. However, batched predictions are only about 4-
6x slower over WAN.

In addition to fully-connected and convolutional layers, we also evaluate 2PC-
QUOTIENT on residual neural networks. Table shows the prediction time of
2PC-QUOTIENT on Skin cancer MNIST dataset for both fully-connected and residual
neural networks, while we show its training timing using practical fully-connected

neural networks in Table B.8

Comparison with Previous Work. The only prior work for 2PC secure training of
neural networks that we are aware of is SecureML [18]. They report the results for
only fully connected neural network training on the MNIST dataset. 2PC-QUOTIENT
is able to achieve its best accuracy levels in less than 16 hours over LAN and less
than 90 hours over WAN. This amounts to a speedup of 5x over LAN and a speedup
of 50x over WAN. In particular, QUOTIENT is able to make 2PC neural network
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2 x (512FC)
Epoch LAN WAN Acc
1 8.57h  38.44h 0.2078
5} 42.85h  192.2h 0.7026

10 85.70h 384.4h 0.7157

Table 3.8: Training time and accuracy values of QUOTIENT on Skin cancer MNSIT dataset
after 1, 5 & 10 training epochs using fully-connected neural network over both LAN and
WAN.

training over WAN practical. Moreover, our 2PC-QUOTIENT training is able to
achieve near state-of-the-art accuracy of 99.38% on MNIST dataset, amounting to
an absolute improvement of 6% over SecureML’s error rates upon convergence. In
terms of secure prediction, 2PC-QUOTIENT is 13x faster for single prediction and
7x faster for batched predictions over LAN in comparison to SecureML. Furthermore,
2PC-QUOTIENT offers a 3x speed-up for a single prediction and 50x for batched

predictions versus SecureML over WAN.

3.6 Conclusion

In this chapter, we introduced QUOTIENT, a new method to train deep neural network
models securely that leverages oblivious transfer (OT). In an attempt to design an
efficient protocol, we show that by simultaneously designing and adapting new machine
learning techniques and new privacy-preserving protocols tailored to machine learning
training, we improve upon the state-of-the-art in both accuracy and speed.
QUOTIENT is the first we are aware of to enable secure training of convolutional
and residual layers, key building blocks of modern deep learning. However, training
over convolutional networks is still slow, and incurs a large communication load with
our methods. Finding dedicated MPC protocols for fast evaluation of convolutional
layers is an interesting venue for further work. Moreover, the protocol is designed with

two parties in mind. In summary, we proposed generalizable insights for designing
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efficient crypto-friendly architectures for secure deep learning, in addition to introducing
QUOTIENT, a tailored protocol for privacy preserving deep learning. Thus, we
addressed our first sub-question "How can we design crypto-friendly protocols and
architectures for secure deep learning?'. In the next chapter we take a slightly different

approach to design a protocol suited for a large number of parties.



Secure Federated Learning for Unlabeled
Data using Generational Distillation

4.1 Introduction

In the previous chapter, we proposed a two-party protocol for secure training using
quantized networks. However, training over data accumulated from IoT devices,
such Alexa, Google Home, mobile phones, involves a large number of parties. While
relatively efficient, the approach is not suitable for a large scale setting or when more
complex DNN architectures are used. This is because of the resulting compute and
communication overhead. In this chapter, we take a slightly different approach and
focus on training in such a setting. In this process, we address the sub-research question
"Can secure deep learning approaches be decentralised and/or federated?". We focus on a
scenario where a number of devices (or users) are accumulating their local data i.e. data
is (i) distributed and (ii) private. As a consequence, the data is usually (iii) unlabeled,
because it is ordinarily not feasible or ideal for users to manually label the data and
the sharing of data with external agents for labeling would raise privacy concerns.

Recently, distributed training approaches, particularly Federated Learning (FL)

72
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[25] 43|, have emerged as an alternative to training over distributed devices where the
data never leaves the device, thereby addressing (i) and (ii)—with some limitations.
Federated learning is an on-device distributed learning paradigm for a large number of
nodes to jointly train a shared model. Individual nodes use their local data to train
their local models which are then aggregated together to update the global model
using a variety of aggregation strategies |25, 233]. In this process, the underlying data
never leaves any of the nodes and only local models or their updates are sent to a
central server (aggregator). This vanilla version of FL training, albeit more efficient

and secure than centralized training, still faces a number of challenges:

» Privacy (ii): Model updates being sent by the client nodes have been shown to
leak significant sensitive information [234, 235] making the nodes susceptible to

a variety of attacks [58, 59].

o Unlabeled data (iii): FL learning cannot, on its own, enable training over unlabeled

client data.

Due to these challenges, FL is of little independent utility for training models on
large scale frameworks, such as IoT devices. To address (iii), we turn to semi-supervised
learning approaches. In particular, we draw on recent work on self-distillation [236],
which proposes an approach for generational improvement of models using self-training.
A number of publications [237, [238] have also explored how diverse models could
effectively compose into ensembles, enabling superior performance as compared to
each of the constituent models. Drawing motivation from a combination of these
approaches, we propose a multi-model knowledge distillation approach for federated
learning over unlabeled data. To further strengthen the guarantees in (iii), we make
use of secure model aggregation using additive shares for aggregating the local FL

models, thus also addressing (ii).
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4.2 Preliminaries
4.2.1 Federated Averaging

Federated Averaging is a scheme for coordinating and aggregating model updates within
the broad FL training pipeline. It starts with a subset of nodes N available to participate

in the current round of iteration r. Each of the nodes i € N procure a local copy of the

global model w! = w, for updating the local models with their local data to obtain w} ™.
These model updates comprise of training the local models using batched SGD for a pre-

defined number of epochs over n; batches of local data. The individual client updates

N n;

are aggregated to form the new global model as w,;; = XX, 2w/, where n = XX n;.

4.2.2 Knowledge Distillation

A trained deep neural network model encompasses significant knowledge pertaining
to a particular task and dataset. Such a model can be used to train a new model or
improve a sub-optimal simpler model. This process is called knowledge distillation.
Knowledge distillation had been introduced in its full complexity in [239] involving
advancements for unlabeled data and temperature switching for smoothing the logits.
However, it was originally proposed as a technique for model compression in [240)]
and was further developed upon in [241].

When a new simpler model is trained by distilling knowledge from a pre-trained
cumbersome model, the resulting model could achieve similar performance. This is
usually achieved through the use of class probabilities i.e. softmax-ed class scores
obtained from the pre-trained model, more commonly referred to as the teacher model.
These class probabilities (soft labels) contain relevant knowledge of the network and
can be used to teach a new model, more commonly referred to as the student model.

Knowledge distillation is effected through a training dataset, referred to as transfer
set (usually different from the dataset used to train the teacher model). When ground

truth labels are available for the transfer set, a weighted combination of the soft label
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loss and hard label loss is often used. For an input  and an n—dimensional label vector
y, a model produces logit vector V(x) = (v1(x),va(2),...,v,(z)) and the softmax-ed
V(x) i.e class probabilities as P(z) = (p1(x), p2(x),...,pa(z)). In order to soften these
probabilities, Hinton et al. [239] suggest using temperature ()

exp(vi(z)/t)
2i(v(2)/1)

For distilling knowledge, scaled softmax probabilities from the teacher, PT(z), and

pla;t) = (4.1)

the student, P°(xz), are used to construct the loss function, L
L(z,y) = (1 = 0)CE(y, P*(x)) + ot?CE(P (2;t), P*(w;1)) (4.2)

where CE is the cross-entropy loss and ¢ is a hyperparameter.

The basic teacher-student knowledge distillation paradigm has been built upon in
many ways such as using a number of teachers for training [242] or multiple networks
helping each other to optimize better [243] amongst others. More recently, an idea of
generations for self-distillation was proposed in [236]. Furthermore, Furlanello et al.
[244] and Yang et al. [245] explore a similar idea where an ensemble of models is used by
including a new distilled model in each generation. Concurrently, [246] explores the idea
of ensemble knowledge distillation for multiple weak teachers distilling their knowledge
into a single student. In this work, we build upon on these ideas of generational

distillation and ensemble model distillation with multiple FL. models.

Secure aggregation using MPC

Secure aggregation schemes can significantly improve the security and privacy guaran-
tees of Federated Learning. In particular, secure aggregation seeks to protect update
leaks during the aggregation phase of the model where the central server has access
to individual local updates. These local updates have been studied to be susceptible
to a variety of attacks |58, |59, 234, 235]. Multi-party computation schemes for FL

aggregation such as [47] enable the server to perform aggregation over local model
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updates without learning anything about the individual updates. To further enhance
the privacy guarantees, combination of secure aggregation with differential privacy

[247, 248] has also been explored.

4.3 Multi-model Federated Generational Distilla-
tion

Multi-model federated generational distillation (MFGD) is a novel semi-supervised
learning approach for training models in a federated learning setting using unlabeled
data. The approach builds upon the idea of generational knowledge distillation
together with multiple FL. models to improve the individual models using unlabeled

data as the transfer set.

4.3.1 Overview of the Approach

In contrast to a vanilla federated learning approach [43], we start with multiple global
models. These global models are associated with a mutually exclusive subset of nodes
as showcased in Figure 4.1 We refer to these individual subsets as Silos. The global
model are pre-trained on either the labeled data present on the nodes or on the data
available centrally. These pre-trained models then undergo a mutual improvement
through generational distillation process using the locally generated unlabeled data
on the nodes as the transfer set. After each generation (i.e. local model training
and aggregation of the local models into their corresponding global models), each
node in the network procure a copy of all the global models. The ensemble of these
global models is then used to generate soft labels, for the unlabeled data, for that
particular generation on each node. The ensemble uses simple averaging to produce
the labels. These newly generated labels eventually allow for updating of the local
models and subsequently the global models. The local models update are aggregated

into the global models using federated averaging [25].
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An indicative representation of the approach is presented in Figures and
where model S1 is associated with devices A and B and model S2 is associated with
devices C' and D. After each generation of knowledge distillation driven labeling, global
models are updated and redistributed (Models S1”and S2"in Figure [4.3).
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Figure 4.1: Silos: Nodes are divided into subsets with their own global models for training.
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Figure 4.3: Multi model generational distillation for Federated Learning : model S1 is
associated with devices A and B and model 52 is associated with devices C' and D. Global
models S1%and S2Usignify the next generation of the global models.

4.3.2 Algorithm description

We formally state the MFGD procedure for a single generation within a silo in
Algorithm We isolate this description for a single generation of training where the

procedure uses the local data for that generation [ X gl e X;], as an input, corresponding

to the nodes 1...n for a particular silo along with a copy of all the global models
from the previous generation [f;_, ... 01191]. Here C' = UM, S; represents the union of
all the silos (S; is a set of indices of all the nodes in the " silo). Along with that,

the procedure also ingests the learning rate,  and the loss function to be optimized,

L. The same procedure is replicated across all the silos.
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Algorithm 10: Multi-model federated generational distillation.
Input: [Xg1 X)L C [0;_1 .09 l,n, L

g—1

> where C' = UM, S,
1: for S, € C' do
22 foriec S, do
3 09 = 04—
4 Le= 8 (XD, Vkel...|C]
o 5/92 - lec;ll (b;j 4 4
o: Ogi = O0g—1,0 — NV L(X;, Y, |0g—1,i)
7. 00 = FedAvgsecure(0y:),Vi € S,
8:

return [9; ce Ql}cl] > return the updated global models

4.4 Privacy and Security Considerations

We touch upon the privacy and security considerations of our MFGD approach for

unlabeled data with respect to the vanilla federated learning for pre-labeled data.

4.4.1 Across the Silos

Each of the silos perform their own replication of Algorithm [I0} In contrast to single-
model federated learning, for the nodes outside a silo, the aggregating server does
not get a copy of the individual model updates. The only interaction between the
silos is through knowledge distillation and global models. This motivates superior
privacy guarantees similar to the setting discussed in [249]. The setting also open
up an arena for employing privacy-preserving model inference techniques |24} 26, (86|
224, [250] to enable secure knowledge distillation without sharing local data or the

global models outside the silos.

4.4.2 Within a Silo

As in vanilla federated learning [43], in MFGD, the individual model updates are sent to
the central server for aggregation. This makes the updates susceptible to inspection by

the server, leaking the updates. These updates have been studied to be a privacy threat
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[234], 235]. To mitigate these issues, multi-party computation based secure aggregation
strategies have been proposed in the literature [47, 251]. Drawing motivation from those,
we adopt an additive secret sharing based approach for model aggregation, thereby
safeguarding the updates from leakage. In particular, the individual local models are
secret shared with all the nodes in a silo. The local shares are then aggregated by each
of the parties before sending the updates to the central server. This secure aggregation

strategy enables model aggregation without revealing anything about the local models.

4.5 Experiments

In this section, we present experiments with our MFGD approach on a number of textual
datasets for a classification task. In the following subsections, we describe the datasets,
models, base model training and model improvements. We use an implementation
built upon Pysyft! [252] and Pytorch? for our experiments. We experiment with both

IID and non-IID data to evaluate our approach for varied settings.

4.5.1 Datasets

We evaluate our MFGD approach on five public datasets [253] for different classification
tasks.

Yelp Reviews contains customer reviews obtained from the Yelp Dataset Challenge,
2015. The dataset contains 560k training instances and 30k test instances. The data is

equally distributed between 2 classes. The goal here was to predict the polarity label.

AG News?® contains titles and descriptions of news articles from 2000 different news
sources. The dataset consists of 120k training instances and 7.6k test instances,
equally divided across 4 classes. The task was to predict the correct category for

the news articles.

Ihttps://github.com/OpenMined/PySyft
2https://pytorch.org/
3http://ww.di.unipi.it/~gulli/AG_corpus_of news_articles.html
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Dataset Data samples per generation
Yelp Reviews 11,200
AG News 12,000
DBPedia 11,200
Sogou News 9,000
Yahoo Answers 22,000

Table 4.1: Number of data samples used for training in each generation.

DBPedia consists of 560k training instances and 70k test instances. The dataset is
a collection of titles and abstracts of Wikipedia articles equally distributed across 14

ontology classes. The task was to correctly assign ontology classes to the abstracts.

Sogou News contains the title and the content of news articles divided across 5
domains. The dataset consists of 90k training instances per class (45k in total)
and 60k test instances. Similar to AG News, the task was to predict the correct

category for the news articles.

Yahoo Answers consists of questions posted on Yahoo Answers. The corpus consists
of 10 classes with 140k training instances per class and 50k test instances in total. The
goal here was to classify the questions into the the right topic.

In our experiments, we use only a subset of these datasets for training. This subset
is 10% of the original strength for Yelp Reviews, DBPedia, Sogou News and Yahoo

Answers datasets while it is 50% for the AG News Dataset.

4.5.2 Models

We experimented with an ensemble of neural networks with one embedding layer and
one fully connected layer. For all our experiments in this section, we use 10 nodes and
3 global models. The first two models are linked with 3 nodes each, while the third

model is linked with 4 nodes. Each node is distributed and has a private local dataset.
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Dataset Accuracy (%)
Yelp Reviews 72.03
AG News 48.15
DBPedia 32.63
Sogou News 32.81

Table 4.2: Single model Vanilla FL training on labeled data.

4.5.3 Base Model Training

We train the base models using an instantiation of vanilla FL. within each of the
silos. We tabulate the number of samples used in each of the generations for each
of the datasets in Table .1l Each of the base models use the same number of
labeled samples. In this phase, there is no interaction across the silos. For IID data
experiments, each node processes an equal number of random samples from each of
the classes. For the non-1ID data experiments, the training instances are instead

sampled using Dirichlet distribution.

4.5.4 Experiments with IID data

For the IID data experiments, we first pre-train the base model using IID data. Once
we obtain the pre-trained base models, we discard the labels for the rest of the dataset.
The rest of the dataset is used as unlabeled data to train the models using MFGD
approach for a number of generations. The cardinality of the samples used for each
generation is the same as the one presented in Table Each node is sampled with an
equal number of random instances. We present the findings in Table [£.3] We observe
that all individual models benefit from MFGD training on unlabeled data and are
able to help each other to improve through generations.

We also see an overall improvement in the model accuracy i.e. we surpass the
accuracy of the best performing individual model from the pre-training phase (base).
For example, on DBpedia dataset, the best performing base model improves from

45.83% base accuracy to 51.54% after 4 generations of training on unlabeled data. For
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individual models we observe a moderate relative improvement of 4.75% for polarity
classification on Yelp and maximum relative improvement of 52% on the Sogou News
dataset. In Table [4.2] we present the performance of single model FL training on the
labeled section of the data. We train it on the same labeled data and for the same
number of epochs as used for pre-training the MFGD models distributed across the
nodes. In most cases, these models perform sub-optimally compared to the MFGD
base models. We posit that this could be due to the digression as a result of large
number of nodes involved in the aggregation. Whereas for MFGD, only a subset of

local models participate in the aggregation.

Yelp AG News DBPedia Sogou News
Accuracy(%) Base Final Gen. Base Final Gen. Base Final Gen. Base Final Gen.
Model 1 71.75  75.15 54.04 56.18 41.89 48.94 51.46 66.89
Model 2 72.47 75.23 4 52.45 54.59 4 44.67 50.53 4 43.36  66.07 4
Model 3 7477 74.84 51.53 52.72 45.83 51.54 69.73  70.36
Lift - 4.734 - 4.08 - 16.85 - 52.36

Table 4.3: Performance for the models trained using MFGD approach on IID data. Base
represents the model accuracy upon base training with labeled data, Final represents the
model accuracy upon Gen. generations of training over unlabeled data. Lift indicates the
maximum relative improvement for any model.

4.5.5 Experiments with non-I1ID distribution

In a realistic FL. environment with unlabeled data, it is quite likely that the data being
generated by individual nodes is not uniform. For example, different Alexa users are
likely to query different domains and as a result they might generate skewed data
distributions. To mimic this setting we experiment with non-IID distributions.

For these experiments, we use the Dirichlet distribution to sample elements from
different classes for each of the nodes. We use the same mechanism for training the
MFGD base models on labeled data as explained in Section [£.5.3] The dataset size for
each generation is still kept the same as described in Table [d.1] For pre-training we use

one generation worth of labeled data followed by MFGD-based training on unlabeled
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data. We present the model performance for non-I1ID data in Table 4.4, We observe
far greater improvement for individual models as well as an overall improvement in
accuracy. For example, on Yelp dataset where we observe a relative improvement of
~ 4.7% on IID data, the non-IID data driven models improve by ~ 40% relatively.
The maximum model accuracy at base level improves from 63.86% to 72.75% after
training over unlabeled data. We observe similar effects across other datasets as
well, with a maximum relative improvement of 54.7% for the Yahoo Answers dataset.
This behaviour could be attributed to the fact that the global models are trained on
skewed samples at base level which results in their sub-optimal performance on 11D
test set. However, this diversity of models results in far superior final models when
they share their knowledge through distillation. In particular, MFGD helps models

generalize well even when trained on skewed data.

Yelp AG News DBPedia Yahoo Answers
Accuracy (%) Base Final Gen. Base Final Gen. Base Final Gen. Base Final Gen.
Model 1 51.94 72.02 35.06  42.76 34.42  40.77 19.44  24.40
Model 2 55.08 72.75 3 47.34  50.28 3 38.10 45.93 4 16.29 25.21 9
Model 3 63.86 71.18 44.18 4741 26.04 33.83 20.92 24.38
Lift - 39.64 - 21.10 - 29.92 - 54.70

Table 4.4: Performance for the models trained using MFGD approach on non-IID data.
Base represents the model accuracy upon base training with labeled data, Final represents
the model accuracy upon Gen. generations of training over unlabeled data. Lift indicates
the maximum relative improvement for any model.

4.6 Conclusion

This chapter ties back to and addresses our sub-question "Can secure deep learning
approaches be decentralised and/or federated?". We answer the question in the affir-
mative. We propose a multi model federated generational distillation approach for
secure federated learning over unlabeled data. With this framework, we propose and
evaluate a strategy for training in a decentralized manner where a large number

of parties are involved.
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We also motivate the idea of silos and expand on the benefits of using multiple models.
Moreover, there is a potential to explore privacy-preserving inference approaches for
secure knowledge distillation and ensuring model privacy. The approach presents a
significant improvement over base models when trained exclusively with unlabeled data
over generations. We evaluate the approach for both IID and non-IID data distributions
and report relative improvements of up to ~ 54% in individual models performance.

The work has its limitations. It is an early exploration into federated learning for
unlabeled data. It does, however, set the context for further research and technical
analysis that could lead to real world uptake. We do not explore, in detail, the privacy
guarantees entailed by the silos. We provide some intuition into this, but a stronger
theoretical analysis is needed. Furthermore, we have used one measure of skewness while
experimenting with non-IID data. There are other ways to trigger such distributions.
Nonetheless, the benefits of our methods should be apparent for any data distribution.
Finally, we do not address issues around data trustworthiness in this chapter. Data
contamination is a significant challenge in collaborative training over distributed data.
This could allow additional attacks [254]. However, this is outside of the scope of this
thesis. In the next chapter, we move away from the challenge of securely training
networks to the next stage in the process for end to end privacy-preserving machine
learning. We focus on the problem of securely enforcing constraints and ensuring

model integrity while using a machine learning model.
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5.1 Introduction

Chapters [3| and {4 focused on privacy-preserving training for a variety of settings.
In this chapter we move to the next ingredient in delivering an end-to-end secure
solution for deep learning— "How can we ensure the integrity and security of the derived
models?". In particular, we focus on securely establishing the identity of the input
model while performing secure inference. In this process, we start with a generalized
approach to be used for not just machine learning models but for ensuring integrity
of inputs to an arbitrary MPC computation followed by motivating and explaining
how this applies to ML predictions.

Generally speaking, the guarantee of an MPC computation is that the inputs of
the participants remain private to other parties, but that does not prevent parties
from choosing their inputs in an arbitrary way, e.g., in the well-known millionaires’
problem [53|, nothing prevents a millionaire from lying about their wealth. Going
back to the private prediction application mentioned above: nothing prevents the
model owner from modifying the model arbitrarily. This is a problem in settings where
the model has to satisfy certain non-functional constraints such as safety, fairness, or
privacy. These constraints undermine accuracy (as often measured in ML) and thus
the model owner may have an incentive to switch the model. This exact problem and,
more generally, model certification, was tackled recently by Kilbertus et al. [195] and
Segal et al. [255]. Both of these pieces of research show that commitments verified
in MPC can help here. For example, consider a service provider offering dietary or
exercise recommendations based on personal data. Users may require the service
provider to commit to a recommendation algorithm that is certified not to make
harmful recommendations (which could have been verified and signed by a regulator).
More formally a user requires the following 2-party functionality: the service provider

(P1) commits to an input z by producing commitment ¢ and sends ¢ to the user (P2).
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Later, P2 uses c to verify that x is being used by P1 inside an MPC protocol between
both parties. We call this MPC on committed data. We describe an application of
this framework to certified predictions in Section along with an empirical example
on realistic data showing that heuristic methods that do not ensure that the model
does not change will fail. Concretely, we show that changing a single parameter in
a fair model results in an unfair model with increased accuracy.

So far current work on this uses standard collision-resistant hash functions such
as SHA-256 [195] and SHA-3 [255] to produce and then verify commitments in MPC.
However, these methods do not take advantage of two key properties of this setting:
1. Interactivity: given that an MPC protocol needs to be run between the user and
service provider to compute some functionality (e.g., a recommendation), it is possible
to leverage the interactivity of the protocol to construct a commitment; 2. Reputation
of service provider: as this computation involves a service provider who relies on users
for profit, a protocol can be constructed so that cheating would harm the reputation of
the service provider, using ideas from Publicly-Verifiable Covert (PVC) security [256].

Based on these properties we make a simple observation: one can detect if an
input = to a Boolean MPC protocol has been changed with probability 1/2 — e (for
arbitrarily small € > 0) using a simple additional Boolean circuit as part of the protocol
(more details on such circuits are in Figure 5.2)). The idea is that in MPC a hash can
be efficiently constructed by using inputs from both parties, an idea we call indexed
hash functions. These functions allow one to build MPC commitments in the PVC
setting that analytically and experimentally outperform prior approaches by as much

as 60x in runtime and 36X in communication.

Other Related Work. Baum [257] also discusses the problem of input validity,
using efficient secure function evaluation (SFE) protocols. In particular, the solution
utilizes universal hash functions and committed OT. The protocol specifically improves
the performance of garbled circuit based secure function evaluation for cases where

sub-circuits depend on only one party’s input. Concurrent with [257], Katz et al. [258]
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propose a solution performing predicate checks followed by secure evaluation of an
arbitrary function, if the inputs pass the verification. However, both these works focus
on malicious security, different from our proposal in PVC security model, utilizing
properties 1 and 2. In particular, our approach does not fit their paradigm because
our commitment verification has a private input. However, our results for maliciously

secure setting (Section [5.9) are compatible with their optimizations.

5.2 Preliminaries

We give a brief background on key ideas we will use in this chapter.

Hash functions and pseudo-randomness. We consider a hash function to be a
function h : {0,1}== O for some finite output space O. Informally, h is collision
resistant if no adversary is capable of finding two distinct inputs with the same image
except with negligible probability. The formal definition requires talking about families
of hash functions [259]. A pseudo-random number generator, or PRNG; is a function
prng : K x N — {0,1}5which maps (k,b) to a bit-string of length b. Both hash
functions and PRNGs can be modelled as random oracles. That is, as a uniformly

random mapping from their inputs to their outputs.

Publicaly-verifiable covert (PVC) security. Covert security [260] weakens the
malicious security setting by guaranteeing that a cheating party (who may behave
arbitrarily) will be caught by the other party with a probability, p, referred to as the
covert security parameter. The motivation for covert security is that, if certain parties
have a reputation to preserve, then the risk associated with being caught outweighs
the benefit of cheating. This allows faster protocols than malicious security [260/-263].
PVC security was introduced by Asharov and Orlandi [256]. It, with probability p,
provides a publicly-verifiable proof of cheating, which allows greater reputational harm

and possibly legal repercussions for a cheater.
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P1(committer) . P2(verifier)
input x input y
r <R : :
¢ = puccommit(x, 1) 5
Send cto P2 e . 1 := genRandomness(c)

( MPC

z = g(x', y)
a = assert(r’, x, i)

0 - if (check(a) == valid) |
. accept z

B

Figure 5.1: The diagram shows a multi-party computation with a committed input z, as
enabled by our constructions. Party 1 (the committer) holds an input z, for which it generates
a commitment ¢ and sends it to party 2 (the verifier). The commitment is randomized using
r to ensure privacy for z, i.e., that the commitment is hiding. Later on, the parties engage in
a secure computation of a generic function g, where party 1 inputs 2z and party 2 inputs
input 3. For the purpose of verifying that z = x5 party 2 derives a challenge i from ¢, and
the MPC returns a certificate a that can be checked by P2. This guarantees to party 2 that
g is evaluated on the value x to which party 1 had previously committed.

Commitment schemes. A commitment scheme is a two-party cryptographic primitive
run between a committer C and a verifier V. It allows C to commit to a value m and
reveal it to V at a later time. Party V can then verify that the value m sent by the C

= m. We provide here a version of this

is the one they originally committed to, i.e., m
notion with PVC security, which only makes sense if the verification is occurring in

MPC. We will also use the original notion as an optimization of the run time.
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5.3 Overview

Hashing is a useful primitive to implement in MPC, as generally speaking it enables
privacy-preserving consistency checks, and thus MPC on committed data. This work
focuses on efficient implementation of this functionality, depicted abstractly in Figure[5.1
The high-level goal is to enable a party P1 to commit to a private value x at some point
in time and later, when engaging in a secure computation of a function g with a second
party P2, provide the 