SECURE SOFTWARE DEVELOPMENT AS A
SOCIAL PRACTICE: investigating the dynamics of
socio-technical factors in the security practices of

developers in SMEs

Paula Fiddi

Department of Computer Science
Linacre College

University of Oxford

This dissertation is submitted for the degree of
Doctor of Philosophy

Trinity 2025






Acknowledgements

I am first grateful to the Almighty God for seeing me through this journey. To Him be all the

glory and praise.

The completion of my study would not have been possible without the immense guidance and
support of my supervisors, Prof. Marina Jirotka and Prof. Ivan Flechais; I am so thankful for
their unwavering support and patience. They gave me an opportunity of a lifetime and

encouraged me through the journey.

I am also grateful to Dr. Helena Webb, Dr. Ross Gales, and Dr. Carolyn Ten Holter for their
valuable advice and for helping me review my thesis chapters. Thank you to Linacre College

for hosting me and supporting me throughout my time at Oxford.

I would also like to give special thanks to my loving parents, Mr. Morrison Fiddi and Mrs.
Preye Obinyan, my husband, Oluwatoyin Olaoye, my whole family, friends, and the Hillsong
Oxford Church for their invaluable support. Finally, thank you so much, Oxford University,

for this tremendous opportunity to learn, grow and make an impact over the years.



Abstract

The software security industry primarily focuses on the technical aspect of the software
development process, with limited studies examining the impact of human interactions,
organisational contexts, and social factors on developer practices. The software application
development industry is worth trillions of pounds, with a user base of billions per year. For
decades, software engineering and security research disciplines have focused on end-users’
experiences with software applications and increasing security awareness. Unfortunately,
there has been little work considering how the developers of these software products navigate
the issues of software security within their specific context. Developers in micro, small, and
medium-sized enterprises (SMEs), including start-ups and sole proprietorships, are creating a
significant proportion of these software products to meet the high demand. These categories
of organisations face numerous challenges, including limited resources, a lack of cash flow
for exploring costly security technologies, constrained managerial capabilities, working
within an informal structure, regulatory burdens, and more. While there is research evidence
highlighting existing security best practices designed to cater to software developers within
large and structured environments, little attention has been given to the practices adopted by

developers in smaller organisations.

The research study presented in this thesis focuses on understanding the security practices of
developers in SMEs and how their interactions, dialogues, and negotiations with stakeholders
impact these practices during the software development process. The study employed the
grounded theory methodology in three phases. The first phase involved an empirical
exploration of the current socio-technical factors relevant to the security practices of
developers in SMEs, conducted through 25 semi-structured interviews. Next, a conceptual
framework was developed to situate this study within the existing literature. And finally, a
theory was generated and evaluated to provide a more grounded explanation of the
experiences and challenges faced by developers in SMEs, their perception of secure software

development practices, and the factors that influence these practices.

This study investigates the experiences and practices of developers in SMEs from different
sectors across ten countries and four continents (Africa, Europe, North and South America).
Grounded theory methodology was used to generate a theory, and follow-up interviews and

scenario-based activities were analysed for theory evaluation. The first outcome of the study



is the C.AM.S. taxonomy, a classification of socio-technical factors that influence the
security practices of developers in SMEs. Then, a conceptual framework is presented that
illustrates the relationship between concepts in the C.A.M.S. taxonomy and existing
literature. The social theory of Security Practices of Developers in SMEs is then generated to
theorise the secure software development practices of developers within their specific

organisational context - SMEs.

Key findings from this study indicate that the primary concern for developers in SMEs is
navigating human, social, and organisational issues that affect how security practices are
operationalised into practical actions and activities. Furthermore, this concern is elevated due
to the socio-technical factors such as negotiating and finalising software requirements based
on the client’s specifications, user needs, access to affordable, usable, and useful security
technology, a security knowledge acquisition structure, and support from thriving ‘expert’
communities. Therefore, implementing security best practices in software development
requires developers in SMEs to possess better social skills to navigate communities and
improved negotiation skills to communicate effectively with stakeholders, thereby avoiding

the loss of financial support for software projects.
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Chapter 1 Introduction

Software applications have become increasingly ubiquitous in today's society. The increasing
need for more software applications has led to a rise in the number of people working as
software developers. In addition, advancements in the technology industry and the increased
use of smart mobile devices have led to a rise in the use of software applications and
strategies that support the efficiency of actors involved in development processes, enabling

them to meet high demands.

According to a survey in the longitudinal study by Statista (2021), conducted between 2011
and 2020, the number of software development professionals, including both employed and
self-employed developers, registered in the United Kingdom alone has risen to over 400,000,
with a growth rate of approximately 22% (Statista 2021b). The number of software
developers worldwide is estimated to exceed 20 million, with this figure expected to rise to
approximately 45 million by 2030 (EDC 2021; Statista 2021a). Concurrently, more software
companies and technology service firms are emerging, and developers build most software
applications in micro-businesses, small to medium-sized companies with fewer than 250
personnel (Statista 2021b). These numbers are astounding, but not surprising, given the
increase in demand for software products around us. It is therefore crucial that software
application products, their creators, and the environments in which they are studied,
understood, and supported for improvement, as they form core elements for advancements in

technology (Fuggetta and Di Nitto, 2014).

The expectations for how developers should work with code, use tools effectively, or adhere
to the latest development practices are very high (Wurster and van Oorschot, 2009). In
addition to meeting these high demands and expectations, developers must ensure that the
software products are delivered to a certain standard, which includes excellent functionality,

efficiency, a visually appealing design, and resistance to malicious attacks and vulnerabilities
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(Green and Smith, 2016). Researchers such as Wurster & van Oorschot (2009) have even
accused developers of being villains in the secure software development agenda, claiming
that they are not willing to receive sufficient security training to improve app security
(Wurster and van Oorschot, 2009). However, other researchers such as Green & Smith (2016)
have argued that developers should not be considered the enemies because just like end-users,
developers are individuals too, who need more developer-centred approaches that support
their software development and security practices (Green and Smith 2016; Acar, Stransky, et
al. 2017; Assal and Chiasson 2019). This study subscribes to the school of thought that
developers also need support in their craft, practices, and activities during the different stages

of the software development process.

For decades, studies in software engineering and security research have focused on changing
the security behaviours and experiences of software application end-users. However, not
enough attention has been given to the developer. There has been little work done to explain
developers’ experiences, how they face the challenges of building software within their
organisational context or how they navigate the security activities in the development process
effectively, to meet the high demands and expectations for software products. Developers are
key individuals within various organisations or owners of small businesses, who play
different roles during the development process of an application software product; hence, this
study focuses on the activities and practices of developers as both users and practitioners.
Supporting the security practices of application developers is particularly important due to the
growing development of cybercriminals who use malicious programs to infect smart devices,
with the sole purpose of collecting private data (Arabo, 2016). Fast-paced environments and
the poor implementation of secure software development practices during development
processes may lead to vulnerable applications that hackers can exploit (Arabo, 2016).
Furthermore, the absence of security expertise within the development team makes the

products susceptible to security attacks.

Security provides a way to address threats and breaches with measures, technologies, and
policies to support and protect users and organisations. In recent years, it has been widely

acknowledged in various studies that security cannot be fully achieved through technology
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growth alone; it must take into full consideration the practices of all users involved, both
internal (professional users) and external (end-users) users (Dhillon and Backhouse 2001;
Stanton et al. 2005; Lebek et al. 2013; Stedmon et al. 2016). Furthermore, studies that have
investigated security practices within organisations focus mainly on the technological
infrastructures within larger companies and how the decisions that arise from the
development of secured systems impact their external (end) users’ needs only (Osborn and
Simpson 2015) if humans are considered the weakest link in the security (Schneier 2000), it
unrealistic to exempt the developers from human errors or insufficient knowledge of security

topics when they work on completing their tasks.

Furthermore, developers in small to medium-sized organisations, in particular, may be further
constrained by human, social, or organisational factors that can influence their security
activities and decisions. Finally, security issues and challenges are experienced differently in
various organisations, which may be due to differences in organisational structures, policies,
practices, or decision-making processes (Backhouse and Dhillon, 1996). It is therefore
essential to have a holistic view of developers’ security practices during the software
development process, not just from a technological angle. For simplicity, software

applications may be used interchangeably with the popular words “app or apps” in this thesis.

1.1 Motivation of this Study

This study is motivated by the limited evidence explaining the secure software development
practices of developers within SMEs and the significant gap in security research in
identifying issues that are particular to these developers. Thus, this study takes a closer look
at the activities and interactions of developers in SMEs to understand how their practices are
formed during the software development process. Factors such as limited resources
(workforce and finances) and infrastructure, which particularly influence the operations of
small-scale organisations (Amrin, 2014), have been considered in this study to determine the
role various factors play in the development process for SMEs. The evolution of security has

relied heavily on larger organisations that have access to more resources and infrastructure to
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produce requirements for security standards, tools, and the development of policies (Osborn

and Simpson, 2015).

Although numerous valuable and successful tools and models have been developed through
research funded by companies with higher asset value (Lee and Jang 2009), small-scale
businesses continue to struggle to incorporate these security initiatives and tools into their
day-to-day activities (Osborn and Simpson 2015). There is little to no theoretical basis for
understanding the secure software development practices of developers within these small
organisations. Also, developers working outside large mainstream organisations may not
have access to professional security teams or frameworks that support secure programming
(Acar, Stransky, et al. 2017). This gives rise to a significant research gap in software security
research, specifically in identifying issues particular to developers in SMEs, to provide
support that is well-suited for them. Developers require support in various ways that enable

them to adopt effective security practices throughout the development process.

In summary, many studies done in secure software development research do not generate
theories or frameworks to conceptualise practices and explain the perspective of developers
in a way that informs secure software development, particularly within smaller social and
organisational environments. Therefore, generating theories and frameworks that explain
security practices through secure software development can serve as theoretical bases for
more empirical research in software security and software engineering domains. Other mature
disciplines have established theories that support their studies, and researchers in software
engineering and security are now pushing for the creation and application of more theories,
which is the motivation behind this study. Therefore, this study aims to develop a theory that
explains how developers navigate security practices for secure software development while

working through the dynamics that exist within their business ecosystem.

1.2 Research Objectives

This study is motivated by the question: ‘How do software application developers in SMEs
practice security effectively?’ The objective is to understand and explain the practices of

developers in SMEs (and micro-businesses) by building a theory that explains the core
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concepts that shape these practices. The main research question is further broken into

following sub-questions:

i.  RQI1: What current key socio-technical factors are relevant to the security practices
of software application developers in SMEs? — To scope and frame the study.

ii.  RQ2: How can we theorise the relationship between these socio-technical factors and
the security practices of app developers in SMEs? — To build and evaluate a theory of
the security practices for developers in SMEs.

iii.  RQ3: What recommendations can insights from the theory and study provide
developers in SMEs? - To support the security practices of SME developers during

the software development process.

1.3 Thesis Structure

This thesis is presented in eight chapters, with the first chapter introducing the research area
and my motivation for conducting this research. The directions for other chapters are

summarised below:

Chapter 2 presents a preliminary review of current research and related works in secure
software application development, framing and establishing the context of this study. The
chapter starts by outlining the need for a preliminary literature review before implementing
grounded theory methodology. The interplay between the software application development
landscape, the role of small and medium-sized enterprises and the social nature of software
security is described. Finally, the developer’s role in the development process, as well as
human behaviours, social and organisational issues related to security activities, taking into

consideration the peculiarities of small, medium-sized organisations and micro-businesses.

Chapter 3 describes my methodological approach to addressing the research objectives and
how the study was executed. This study reviews well-established knowledge and research
paradigms and methodologies commonly used in the software engineering and cybersecurity
research disciplines to support its philosophical stance and define the context. Informed by

the various paradigms and methodologies in the literature, the grounded theory methodology
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was chosen for this study, along with its execution. The chapter concludes with an approach
to addressing researchers’ biases. Semi-structured interviews were the primary source for
data collection, and conceptual framework analysis was conducted to synthesise findings
presented in Chapters 4 and 5, probe the data further in comparison to existing literature, and

situate the study within the security and software engineering bodies of knowledge.

Chapter 4 presents the initial result of the grounded theory process and an overview of the
first set of conceptual categories developed, which are represented in the taxonomy. These
initial conceptual categories describe the current socio-technical factors that may influence
the security practices of developers in SMEs. The results of the analysis are classified in a
taxonomy called the CAMS taxonomy, which stands for Context, Attitude, Motivation, and
Support. The CAMS taxonomy is a classification of socio-technical factors identified as
relevant to current security practices during the software development process in SMEs. In
addition, the taxonomy is an organisational system and a representation of the relationship
between initial categories and their sub-categories. This process contributes towards the

construction of the theory presented in Chapter 5.

Chapter S presents further data analysis, leading to the development of a theory on Socio-
technical Security Practices of Developers in SMEs. This social construct explains how
developers in SMEs and micro-businesses manage and implement continuous security
activities as part of their software development process. The theory comprises theoretical
categories that illustrate how activities influenced by socio-technical factors shape the
security practices of developers. The theory also draws insight from the initial categories
captured in the CAMS taxonomy presented in Chapter 4, which have been refined to provide

context for understanding the various elements of the theory.

Chapter 6 situates and further elaborates on the theory of Socio-technical Security Practices
of Developers in SMEs within the context of software development and security research. A
conceptual framework is employed to compare the outcomes of this study with those of other

empirical studies and existing theories in this research area.
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Chapter 7 discusses broader implications of the theory and framework. This study
demonstrates the impact of its outcomes for secure software development initiatives,

responsible innovation, and security in agile methodologies.

Chapter 8 summarises the results and contributions of this study. Some recommendations
and a road map for further studies in secure software development research are also presented

in this chapter.






Chapter 2 Literature Review

2.1 Introduction

This chapter presents a review of the current state of the software application development
landscape, framing and establishing the context for this study. It starts with an outline of the
need for a preliminary literature review when implementing grounded theory methodology.
Then, it describes the interplay between software application development practices, security
practices, and the role of software developers in small and medium-sized organisations in
meeting the demands for reliable and secure software artefacts. The concept of responsible
innovation, as well as human and social dynamics in software development practices, is
introduced to highlight research gaps. The chapter concludes with a review of the developer
as a practitioner and user within the development lifecycle, presenting the current state of

secure software development in practice.

2.2 Traditional Literature Review and Using Grounded Theory

Contrary to traditional research practices, Glaser and Strauss (Glaser and Strauss 2017) in
The Discovery of Grounded Theory urged researchers using grounded theory to conduct a
literature review after a substantive theory emerges from independent data analysis. They
advocated for qualitative research conducted using grounded theory methodology to delay
extensive review of existing research and allow their work to be viewed through fresh lenses,
thereby minimising existing biases and forcing the data to fit existing theories. Other
grounded theorists, such as Charmaz (Charmaz 2006), build on Glaser and Strauss' classic
grounded theory strategies and agree on avoiding an in-depth initial literature review process.

However, there are no restrictions on conducting a prior literature review of areas that guide
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the principles and practices of the methodological process and the terrains of the research

area.

In response to the recommendations of expert grounded theorists, the initial literature review
process was conducted before data gathering to provide the researcher with sufficient
background on relevant problem areas, frame the study area, and highlight the contribution of
this body of work to both industry and academia. Grounded theorist Charmaz recommends
that researchers conduct further rounds of rigorous literature review to situate and strengthen
the theoretical framework that emerged (Charmaz 2006). The next round of the systematic
literature review process is presented in Chapter S as a conceptual framework that provides
an in-depth examination of existing relevant empirical studies and extant theories in state-of-
the-art secure software development research. The subsequent sections below aim to cover
discussions within the secure software application development landscape, identify the
distinct role and responsibilities of SMEs and developers in this landscape. This review
highlights how further research, utilising appropriate social methods, can enhance the

growing field of secure software development.

2.3 Software Application Development Landscape

Before addressing issues relating to software application development, it is essential to first
review the development process to gain insights into the landscape that developers need to
navigate. The software development process or lifecycle has been studied in different
capacities in computing research. Traditional development process models such as the
waterfall, spiral, iterative, or prototyping models have been used for developing software
products since the term' software development process' gained significant visibility in the
eighties (Woodhouse 2005). Existing approaches to software development have been
revolutionised by the widespread adoption of concepts such as open-source software
development, cloud computing, agile methods, and various development platforms for mobile

software and game applications (Fuggetta and Di Nitto, 2014).
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Both large and small organisations are continuously adopting these relatively new
development methodologies, processes, and frameworks. Agile methodology has been
particularly adopted by small-scale organisations in software development projects as a
means of providing more flexible, customer-focused, and rapidly delivered software products
or services (Beck et al., 2001). Generally, the software development process involves a
complex management of organisational policies, tools, support environments and people.
According to Alexandre et al. (Alexandre, Renault, and Habra, 2006), SMEs are more likely
to follow simplified development processes, which may not prioritise further training or
improvements in project and risk management. Consequently, software developers involved
may not be fully aware of the security implications of their work or may not have received
adequate training on security topics. With the rapid growth rate of software development
organisations worldwide, improving software development processes and practices has

become increasingly prevalent and gained momentum in both industry and academia.

The typical software development lifecycle of modern software applications involves the
following stages: feasibility study, requirement elicitation, design, programming or
implementation, testing, deployment, documentation, and maintenance of application
software products (Pranam, 2018; Leau et al., 2012). These stages collectively make up the
Software Development Lifecycle (SDLC). The discipline concerned with all elements of the
software development lifecycle is called Software Engineering (Wasserman, 2010). Software
Engineering comprises a mixture of tools, methodologies, practices, architectures, and
technologies (such as programming languages, operating systems, database management
systems) that are pulled together to ensure a successful outcome for a software application
product (Cockburn 2002). The software engineering field involves finding solutions to
various customers' problems through a systematic development of software applications

within cost, time, and other constraints (Lethbridge and Laganiere 2005).

Software applications commonly referred to as "apps" are a type of computer software
designed and developed to perform specific tasks and facilitate a variety of functions such as
managing and manipulating data, coordinating resources, gaming, or communicating, which
are beneficial to their users (Philipson 2004). For most parts of this thesis, the term 'app' or

‘apps' will be used to denote software application products and systems.
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Over the past decade, the development of apps has shifted from being primarily driven by
large companies to mass production models adopted by small to medium-sized companies
and independent developers. (Philipson 2004; Fuggetta and Di Nitto 2014). This is due to the
rapidly evolving technology of smart and mobile devices to meet the needs of users. Apps
can be built on various mobile platforms, desktop computers, or run on the Internet using web
technologies. All these development environments pose multiple challenges to the software
engineering community. One of the significant challenges facing software app development
is the impact of the Internet on the development process, execution, and use of apps (Fuggetta

and Di Nitto 2014).

Many developers in software production lines are unfamiliar with best practices for
developing secure software applications (Kazymyr and Mokrohuz 2016), thereby exposing
software applications to potential attacks. In addition, the rapid growth of the mobile, gaming
and service software market comes with various challenges in the development process of
these software from technical constraints (such as cross development platforms) to
management issues, limited resources (time, personnel, budget), testing and support facilities
and the frequent change in customer requirements (Joorabchi, Mesbah, and Kruchten 2013).
Other challenges that need to be considered during software development include security,
ease of use, memory capacity, energy consumption, multiple stakeholders, and other
characteristics specific to the type of software, which are addressed at different phases of the

development process (Khalid, Zahra, and Khan 2014).
2.3.1 Software Development Practices

Generally, software development practice refers to a collection of concepts, principles,
processes, methods, tools, and techniques that a software engineer calls upon daily to
complete a task (Humphrey, Kitson, and Kasse 1989). Professionals implement these
practices to ensure the successful development, delivery, and maintenance of a software
product. The core of software development and engineering practices is said to be built on the
four phases of problem-solving introduced by mathematician George Polya: understand the
problem, plan a solution, execute the plan, and look back and reflect (Polya 2004). In the

software engineering context, these can be compared to identifying and analysing the
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problem, software modelling and design, code generation, testing and validating that the
features and functionalities match the specified requirements (Van Vliet and Van Vliet 2008;
Humphrey, Kitson, and Kasse 1989). Practices are essential because they provide the details
needed to navigate the road from idea to reality, showing how to implement principles,
methods, processes, and tools, while also highlighting possible roadblocks (Van Vliet and
Van Vliet, 2008).

Practices have been primary subjects of discussions and debates in various fields and
domains, including anthropology and sociology, with definitions extending beyond daily
short-term activities to more structured patterned activities adopted by multiple fields and
institutions (Rouse 2007). Practice theorists include philosophers (such as Wittgenstein
1953), social theorists and sociologists (Bourdieu 1977, Giddens 1979, Schatzki 1996),
anthropologists (Ortner 1984) as well as science and technology theorists (Callon 1991,
Latour 1992 and Rouse 2006). Despite the differences in views on practice, practice theories
aim to explain the concept of practice. The concept of ‘practice’ has been debated by
different theorists and philosophers. For example, Bourdieu's works are widely known for
presenting ‘practice’ as a means of explaining and generalising the notion of habitus — a
concept that describes the habits, skills, and dispositions of an individual as socially ingrained
(Bourdieu 1977). Bourdieu is credited with influencing the social theoretical arguments of the
concept of practice (Shove, Pantzar, and Watson 2014). Another philosopher, Theodore
Schatzki presented diverse theoretical positions of ‘practice’ in a collective study called the
‘The Practice Turn in Contemporary Theory’, that describe practice theories as “a collection
of accounts that promote ‘practices’ as the fundamental social phenomenon”(Karin Knorr
Cetina et al. 2001; Theodore R Schatzki and Schatzki 1996). Schatzki’s work builds its basic
premise on the works of philosophers Ludwig Wittgenstein and Martin Heidegger (Theodore
R. Schatzki, 1993), who argue that practice is an “open-ended spatial-temporal manifold of

actions” and a set of organised activities, tasks, and projects (T.R. Schatzki, 2005).

Shove et al (Shove, Pantzar, and Watson 2014) gave a more recent definition of practice,
which is the “interdependent relations between materials, competences and meanings” and
practices evolve as these elements change. This definition builds on the work of Reckwitz, a

cultural theorist, who defines practice as a “way of understanding or behaving around a
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specific act that can be normalised by routine at different times and places” (Reckwitz 2002;
Ashenden and Ollis 2020). Materials represent tools, technologies, infrastructures, or physical
objects used in practice, while competencies are the skills, techniques and knowledge
individuals need to execute the practice; and meanings are cultural understandings, ideas
expectations and shared meanings disseminated through practices (Ashenden and Ollis 2020;

Shove, Pantzar, and Watson 2012).

In software engineering, various practices have been developed to help teams communicate,
plan, design, develop, manage, and maintain software, ensuring that the resulting product is
accurate, efficient, and adaptable (Zelkowitz et al., 1984; Van Vliet and Van Vliet, 2008).
Software engineering practices are primarily analysed and discussed across the various
phases of software development, or within the methodologies and development strategies
implemented throughout the lifecycle. These practices can be represented in the following

categories:

i. Communication and collaboration practices: Software requirements and
specifications must be gathered thoroughly and communicated within software teams,
as well as between stakeholders and potential users (Pikkarainen et al., 2008).
Effective communication practices, whether in-person or remote, are essential to
ensure that customers' requests are accurately understood, and the proposed software
solutions and expectations are clearly communicated. Adequate communication
mechanisms must be in place to support both formal and informal conversations and
negotiations throughout the software development lifecycle (Jarzgbowicz and Sitko
2019). Furthermore, studies have shown that development teams rely heavily on
collaboration between colleagues to support knowledge sharing and manage
dependencies across various technical activities (Whitehead, 2007). Different
organisations have various communication and collaboration approaches; however,
these practices can be challenging in larger software development projects and teams.
ii. Management practices: Software projects involve people, processes, and tools over
extended periods and require proper planning and control to ensure the successful
completion and delivery of the product (Van Vliet, 2008). Studies have shown that

software projects are considered successful due to effective planning, cost estimation,
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measurement, milestone tracking, quality control, risk, and change management
(Jones 2004). The ever-evolving nature of the software application development
landscape is primarily characterised by the effective management of the project itself,
the development methodology, the team's profile, organisational structure, and the
technology that supports everything (Van Vliet 2008; Wysocki 2010). These
management practices vary across different organisations and project sizes to ensure
that the resulting software product is delivered as effectively and efficiently as
possible.

iii. Modelling and design practices: These practices in software engineering help
engineers construct software effectively by representing its features in a textual or
graphical manner to express the customer’s requirements (Bjgrner, 2006; Van Vliet,
2008). Software design and modelling provide different ways to view the data,
architecture, user interface and components of the software before actual construction
and implementation (Otero 2012). Software engineering teams apply agile
methodologies, such as the Rapid Application Development (RAD) model, to swiftly
deliver software prototypes and gather feedback from customers for an iterative
software development process (Van Vliet, 2008; Naz and Khan, 2015).

iv.  Development and deployment practices: involve coding, testing, deployment, and
maintenance of software (Humphrey, Kitson, and Kasse 1989; Van Vliet 2008). Agile
development, continuous integration, delivery, and deployment practices are
examples of practices adopted by many organisations to frequently release new
software products (Shahin, Babar, and Zhu, 2017). Furthermore, variations in
software project sizes and types have also been described as key factors in
determining the approaches, tools, and practices that organisations implement in the

software development process (Jones, 2003).

The practice of software engineering and development encompasses various activities that
describe the problem domain and purpose of the software, its structure, computation, and
behaviour in response to user interactions and the environment (Péivdrinta and Smolander

2015; Coleman and O’Connor 2008). We cannot focus primarily on computational activities;
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attention must also be given to other activities, such as business decisions, human

interactions, and negotiations, that are pertinent to the success of the software product.

2.3.2 Communities of Practice and Knowledge Building in Software

Development Teams

Research studies in software engineering recognise that various human activities are involved
in the software development process, as it typically requires coordination and communication
among individual developers, teams, or organisations (Easterbrook et al. 2008).
Communication and coordination require individuals or teams to share a common interest in
the development of a reliable software product hence laying the foundation for a community
of practice. Wenger defines a community of practice (CoP) as a “group of people who share a
concern or passion for something they do and learn how to do it better as they interact

regularly.”(Wenger 2011)

Members of software development teams join various communities and engage in shared
activities to feel supported, discuss challenges and share information. These communities are
comprised of experts who share a common interest in the domain, seek to expand their skills
and knowledge in specific areas, and thereby advance the body of knowledge within the
domain (Wenger, 1999, 2011). In studies on the communities of practice within large
software development organisations, various examples of cross-team communities are created
as initiatives within these organisations to facilitate agile transformation and continuous
improvements (Paasivaara and Lassenius 2014). Communities such as Developer CoP,
Feature Coordination CoP or User Experience CoPs are examples of CoPs are built by people
from different parts of the organisation to effectively solve problems that cut across various
teams or share development best practices (Kahkonen 2004; Paasivaara and Lassenius 2014).
These CoPs are either intra- or inter-organisational based on individual needs and the
organisation’s purpose and policies (Pattinson and Preece 2014). In small and medium-sized
organisations, studies have shown that communities of practice are primarily used for
knowledge acquisition, knowledge sharing, and innovation support (Pattinson 2011;
Rossignoli et al. 2023). Compared to larger organisations, communities of practice in SMEs

appear to be unplanned due to the fast pace, resource constraints, or lack of a formal strategy,
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necessitating the need for members to seek opportunities to learn outside the organisation
(Pattinson 2011). This facilitates the adoption of new tools, techniques and methods that
support the personal and professional development of team members (Kahkonen 2004).
Building software applications requires developers to be part of various communities or
practices that help them evaluate their practices, experiences, and approaches in specific
development areas, and educate them about emerging technologies. This may also provide
them with a sense of belonging as they feel supported when faced with complex challenges

during the development process.
2.3.3 Security Practices in Software Development

Building software applications that are secure and protect the interests of users requires
developers to follow security practices at different phases of the development process
(Howard 2004). Like other practices in software engineering, security practices can also be
studied beyond computational activities. According to the literature, one approach is to
closely examine the role of security in each phase of the Software Development Lifecycle
(SDLC). The Software Development Lifecycle is a process that encompasses planning,
requirements gathering, design, implementation, testing, and validation activities for a
software application (Pranam, 2018). In the past, security has always been considered outside
the focus of SDLC. Still, with the recent rise in security breaches, cyber threats and attacks,
the software engineering community recognises the value of integrating security in the
different phases of the development process (Geer 2010; Assal and Chiasson 2018). Although
the importance of security in the software development process is being acknowledged,
software functionality and features are still prioritised over security, with security measures

implemented as an afterthought when designing software applications (Geer 2010).

Integrating security at the application level means that developers are faced with a long list of
recommendations from security frameworks, expensive guidance tools and an overload of
theoretical information (Apvrille and Pourzandi 2005). This results in only a few developers
adhering to best practices for producing secure software. Although an increasing number of
developers are becoming more aware of the importance of integrating security in coding and

designing of software, some developers still struggle with making decisions about supporting



18 Literature Review

technologies, secure programming techniques, advice resources and the best approach to
ensuring that they build secure software products (Balebako et al. 2014; Acar, Stransky, et al.
2017). The following section describes some security initiatives that have proposed
integrating security practices throughout the software development process. The strengths
and limitations of these initiatives for developers in small and medium-sized companies are

also highlighted.
2.3.4 Secure Software Development Initiatives

Several studies have been done to produce a variety of processes, recommendations, and
guidelines with the intent to support software companies and independent developers in
implementing best security practices in the software application development lifecycle. Some
of the common initiatives recognised in the software development landscape are discussed in
the sections below, highlighting the challenges developers in SMEs face when attempting to

implement frameworks, guidelines, or recommendations designed by these initiatives.
Microsoft’s Security Development Lifecycle

In 2004, Microsoft introduced one of the first initiatives to encourage early integration of
security practices in the software development lifecycle, called the Security Development
Lifecycle (SDL) (Microsoft Corp. 2004). The Microsoft SDL. comprises 12 recommended
practices (Figure 2.1) for various stages of the development process, supporting security
compliance requirements to enable developers to build more secure software, regardless of
the methodology or platform used. However, this initiative was originally designed for
internal use by Microsoft developers and engineers, who are part of a large, structured, and
well-resourced organisation. These practices were further grouped into three categories to
accommodate the heavy SDL requirements within the lightweight Agile Framework, known
as SDL-Agile. In the first category, the Microsoft SDL-Agile recommends that developers
consider certain practices as critical to every sprint requirement, such as completing at least
one security training and modelling threats for all new features. Verification tasks, including
analysis tools, security design reviews, and planning activities, should be considered ‘bucket-

requirements’-performed regularly but not compulsory for every sprint. The third category
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consists of one-time requirements, such as identifying the team’s security expert and
establishing a standard incident response plan, that must be performed at the beginning of the

development process, within a set period.

It may be challenging for developers in smaller organisations to fully implement Microsoft’s
SDL practices due to various constraints and limited resources. Even with the introduction of
the SDL-Agile, Microsoft only accounts for fitting the SDL requirements into shorter release
cycles, not for leaner teams or the impact of human interactions and constraints associated

with smaller organisations.

1 I Provide core security training for everyone in the development team
i » Establish security and privacy requirements early and update regularly

YE Define security quality metrics and compliance reports

* Threat modeling and analyse attack surface

* Design requirements stage should include design of secure features

*» Define and use cryptography standards

* Manage security risk from using third-party components

» Use latest versions of approved tools

» Perform Static Analysis Security Testing (SAST)

» Perform Dynamic Analysis Security Testing (DAST)

» Perform penetration testing

» Establish a standard incident response process

Figure 2.1- Microsoft Secure Software Development Practices (Microsoft Corp. 2004)
The BSIMM Framework

The Building Security in Maturity Model (BSIMM) (BSIMM by Synopsys 2022) was first
introduced in 2008 and created to consolidate and analyse the activities and terminologies
employed by various software security initiatives or programs used by different
organisations. Currently in its 13% iteration, the model quantifies the practices employed by
130 organisations in building secure software. The BSIMM presents high-level insights from

the analysis of security program activities in these organisations, highlighting current top
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software security activities, growth areas in code review, cloud and attack intelligence,
supply chain trends, and recommended actions for organisations to improve their existing

security programs.

The BSIMM framework (Figure 2.2) comprises 12 main security practices organised into
four categories: Governance, Intelligence, Software Security Development Lifecycle (SSDL)
Touchpoints and Deployment. Like the Microsoft SDL initiative, the BSIMM is intended for
use by software application development organisations of any size, providing a way to
present high-level insights into how a company’s security practices compare to others and
how they can plan for their software security initiative (McGraw, Migues, and West 2018).
However, the BSIMM framework does not provide detailed instructions for implementing
these security practices or how smaller companies can adopt them. The expected outcome of
using the framework is based on the premise that the participating organisation already has

set security practices or dedicated security teams in place.

«Strategy & Metrics
*Compliance & Policy

*Training

«Attack Models
+Security Features & Design
«Standards & Requirements

*Architecture Analysis
*Code Review

*Security Testing

*Penetration Testing
+Software Environment
+Configuration & Vulnerability Management

Figure 2.2— BSIMM Software Security Framework (BSIMM by Synopsys 2022)
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OWASP Top-10 and Application Security Verification Standard

The Open Web Application Security Project (OWASP) Top 10 is an initiative established in
2001 by the OWASP Foundation, aimed at raising awareness about the ten most critical
security risks in web applications (OWASP 2017). It provides free and open-source tools,
standards, books, videos, and checklists on common application security issues for
developers. They promote approaching application security as a people, process, and
technology process. The Top-10 project materials aim to provide insights into security
problems considered ‘simple’ to give developers a starting point on the journey to building
more secure apps. Using a rating scheme, the OWASP Top 10 provides developers with the
most significant web application security risks with information about the technical impact
and some preventive measures for these risks. The top security risks, including injections,
broken user authentication, sensitive data exposure, and improper asset management, are
grouped into three main categories: access control, network security, and app security

(OWASP 2023).

Other initiatives run by the OWASP Foundation include the Application Security
Verification Standard (ASVS) project, which provides a standard for testing web application
security controls and outlines a set of requirements for secure development (OWASP 2018).
The Software Assurance Maturity Model (SAMM) (Chandra and OWASP 2013) is an
initiative that provides a template for organisations with recommended best practices across
the entire software lifecycle. The OWASP SAMM categorises fifteen security best practices
into five main business functions: governance, design, implementation, verification, and
operations. Like the BSIMM framework, the OWASP SAMM claims to be technology,
process, and organisation agnostic; however, it does not address how other factors influence
the adoption and implementation of these security practices. The various initiatives created
by the OWASP Foundation are community-written materials that incorporate contributions

from developers, security specialists, and practitioners from multiple organisations.
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Figure 2.3—- OWASP SAMM Model Overview (OWASP SAMM 2019)
SAFECode — Fundamental Practices for Secure Software Development

Another initiative referenced in academic literature and industry is the Software Assurance
Forum for Excellence in Code (SAFECode), which published its Fundamental Practices for
Secure Software Development in 2008. The SAFECode initiative aims to provide software
practitioners with a guide for creating or enhancing their software security programs and
improving the adoption of security development methods (Belk et al. 2014). The publication
includes guidelines for four core areas: requirements identification, management of third-
party components, security issue management, and vulnerability response and disclosure, as
part of foundational considerations for a successful secure software development lifecycle
(Simpson 2014; SAFECode 2018). Much of the SAFECode guidelines focuses on the
software development practices of large companies, with potential benefits for small software

companies.

Other initiatives and frameworks such as the National Institute of Standards and Technology
- Secure Software Development Framework (Souppaya, Scarfone, and Dodson 2021), the
SANS Institute Framework for Secure App Design and Development (McCown 2003), and
the National Cyber Security Centre — Secure Development and Deployment Guidance
(NCSC 2018) are built on the consolidation of established recommendations and guidelines
presented in the BSIMMS, OWASP and SAFECode publications. These government
initiatives claim to provide practitioners with a common language for describing secure
software development practices for various organisational sizes; however, if they are built
mainly on the experiences of large organisations, they might pose a challenge for smaller

organisations to adopt.
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2.3.5 The Concept of Responsible Innovation in Software Development

Practices

The concept of Responsible Innovation (RI) is relatively new to the software development
industry. However, the idea of responsibility in science and research practices has been
around for some time (Stilgoe, Owen, and Macnaghten 2013). The definitions of responsible
innovation are still evolving, however, von Schomberg (2012) provides the following
definition: “a transparent, interactive process by which societal actors and innovators become
mutually responsive to each other with a view to the (ethical) acceptability, sustainability and
societal desirability of the innovation process and its marketable products (to allow a proper
embedding of scientific and technological advances in our society)” (Von Schomberg 2012).
Stilgoe et al. (2013) defines it as a “means of taking care of the future through collective
stewardship of science and innovation in the present” and developed a framework made up of
four elements — anticipation, reflexivity, inclusion, and responsiveness (Stilgoe, Owen, and

Macnaghten 2013).

i.  Anticipation involves thinking systematically to identify issues related to the
innovation or research outcomes.
ii.  Reflexivity means that individuals and organisations need to reflect on their
motivations,
iii.  Inclusion is about involving all stakeholders throughout the innovation process, and
iv.  Responsiveness refers to the ability to adjust the product based on feedback from

stakeholders.

Another responsible innovation framework adopted by research and industry is the AREA

framework, comprising four main components that can be implemented in practice (EPSRC,

2013; Jirotka et al. 2017).

i.  Anticipate the possible impact and implications of research and innovation,
ii.  Reflect on the motivations, purpose, processes, and products.

iii.  Engage with stakeholders and the wider audience in broad deliberations and
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iv.  Act according to the responses received from stakeholders to change the direction of

the research or innovation.

In the software industry, responsible innovation is described as a “set of practices in software
development that anticipate and address the potential negative impacts of technology on
people” (Microsoft Corp. 2023). It remains unclear what the concept of responsible
innovation entails across the software application development landscape and how it can be
effectively applied in practice. However, some studies have indicated that stakeholder
engagement in the innovation process plays the leading role in how responsible innovation

should be approached (Pavie, Carthy, and Scholten 2014; Koops 2015).

As software applications become increasingly pervasive in our society, they are being
developed and released to the public in short timeframes, with the ability to influence human
activities, strengthen or weaken democracy, or even negatively impact people (Jirotka et al.
2017). It has become prevalent that software development innovators and researchers need to
be exposed to more ways of ensuring that products are created in society’s interest.
Responsible innovation frameworks and toolkits claim to offer a way of enabling software
development teams by incorporating social and ethical human-centred practices in the
development process for the future of software engineering (Pavie, Carthy, and Scholten

2014; Von Schomberg 2019).

2.3.6 Human and Socio-Technical Aspects in Secure Software

Development

For software applications to be ultimately helpful to any individual, they need to be built with
people in mind. A focus on human and social dimensions in secure software development
offers a potential means of attaining the best practices and advancement in the domain
(Colwill 2009). This is because the multifaceted role of human factors in cybersecurity shows
that vulnerabilities and attacks are not solely a result of technological problems or
programming errors (Kraemer, Carayon, and Clem 2009). In the context of this study,
security activities encompass practices and measures designed to protect infrastructure,

information, and professional users (developers) from attacks, disruptions, or other events
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that could intentionally or unintentionally exploit a specific vulnerability in the information
system (Fischer 2005). The influence of human factors (such as individual characteristics,
attitudes, diversity of perspectives, experiences, and behaviours) on cybersecurity has been
studied in various capacities. Issues arising within the software development ecosystem of

small and medium-sized enterprises will be discussed in more detail in the later parts of this

dissertation.
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Figure 2.4— Relationship diagrams between end-users, app developers and attackers
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Security breaches are a continuous competition between attackers who probe for weaknesses
and defenders who constantly try to protect organisations or individuals (Fischer 2005). The
effective remediation of vulnerabilities and damages from cyberattacks is a significant issue
in cybersecurity, but organisations focus mainly on technological methods to address these
issues (Kraemer, Carayon, and Clem 2009). Even when the remedies for vulnerabilities are
known, Fischer (2016) argues that in many cases, they are not implemented due to budgetary,
human, or operational constraints. This presents a significant gap in cybersecurity for

organisations, such as SMEs, who face these constraints (Fischer 2016).

Assets are valuable not only to members of an organisation, but also to the attackers behind
organisational threats (Faily 2011). In a recent study on security perceptions by inter-
organisational groups, it was identified that a culture of security involves more than just
policy communication; it involves factors such as understanding the values and norms of an
organisation’s culture and sub-cultures, and an appreciation of the different work contexts
(Schlienger and Teufel 2002; Faily 2011; Wamala 2013). The study conducted by Kraemer et
al. on understanding the pathways to vulnerabilities highlights the need to adopt a socio-
technical approach to addressing security issues within organisations (Kraemer, Carayon, and
Clem 2009). The high level of stakeholder participation associated with this approach was
found to raise awareness of security and increase subsequent ownership of selected security

measures (Faily 2011).

In recent years, the importance of social aspects of software development and cybersecurity
has been increasingly recognised in research and practice (Stedmon et al. 2016). Studies such
as that of Tamburri have analysed organisational social structures to identify areas beneficial
to software engineering (Tamburri, Lago, and Vliet 2013). Kraemer and others have argued
that human and organisational factors play a significant role in the development of security
vulnerabilities, as evidenced by results from qualitative studies (Kraemer, Carayon, and
Clem,2009). Studying cybersecurity and software development practices through a socio-
technical lens reveals the interplay between technology and human and social dynamics
(Fuggetta and Di Nitto 2014). A technological approach may focus solely on tools, system
performance, and software security, whereas the social approach primarily focuses on human

factors. These elements should not be studied in isolation, but rather through a socio-
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technical approach that integrates human aspects and technology to define the dependencies

between developer activities and cybersecurity (Safa, Von Solms, and Futcher 2016).

Technological
Approach:
Tools,systems and
technology

Social Approach:
Human and
societal factors

Socio-technical
Approach

Figure 2.5— An Integration of Social and Technological Approaches

It is essential to understand that the software application ecosystem encompasses the
relationships, practices, motives, intentions, and actions of various categories of humans, as
illustrated in Figure 2.4. Unfortunately, the prevailing approach identified in the literature to
tackling human aspects of software security mainly focuses on large, well-structured
organisations and end-users. Less attention is given to expert users, in this case, developers
and less structured organisations. This is problematic because developers in smaller
organisations may not be implementing sufficient security measures, and they underestimate
the risk of cyber-attacks, making them easier targets for cybercriminals (Renaud 2016).
Furthermore, developers in small organisations may not have access to the expensive security
training and are not given enough support to address their security decisions or issues. If
humans are the weakest link in the security process, as Schneier (Schneier 2006) claims, then
it is crucial to consider this specific group of users - the software developers — as individuals
who need support, guidelines and tools in the secure software development and app security
ecosystems. This study focuses on the software application developers as individuals who
play a significant role in the development process; their organisational contexts, current

practices, the challenges they face and the social aspects of implementing these practices.

Existing literature and research investigating the dynamics within software engineering and
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the security domain often focus on the design of the products, stakeholders’ satisfaction, and
end-users’ experiences. Although these are fundamental aspects, understanding the different
categories of individuals — the developers - who are also stakeholders and users, plays an
ultimate role in the success of a software development process. Furthermore, the structures
within larger organisations may provide developers with clear task assignments and guidance
for navigating secure software development. This may not be the case for developers in

smaller organisations with varying structures and dynamics.

24 Why Small and Medium-Sized Enterprises (SMEs)?

To better explore software application development and security practices within SMEs, it is
essential to describe what SMEs are and why this study focuses on the activities of this
category of software organisations. SMEs have become a particular focus of governments
and academia because they account for 99.9% of all UK. private sector businesses as of
2020!'. The European Commission? and the United States Small Businesses Administration?

also claim that SMEs make up 99% of the businesses in Europe and America.

The definition of SMEs across various continents has been based on specific criteria such as
the number of employees, annual turnover, and balance sheet statistics (Amrin 2014). These
criteria may apply to new or existing businesses, with start-ups being a subset of this group
(Osborn and Simpson 2015). The European Commission categorises SMEs as businesses that
have fewer than 250 personnel with an annual turnover of less than 50 million euros, with the
micro-businesses (such as start-ups) having fewer than 10 employees and less than 2 million
euros (Amrin 2014). These size-based definitions (turnovers, number of employees, total
assets) vary from country to country, which makes it challenging to have a single definition

for SMEs; however, this variation helps differentiate them from larger organisations (Munro

! https://www.gov.uk/government/statistics/business-population-estimates-202 1

http://ec.europa.cu/growth/smes/business-friendly-environment/sme-definition en
3Many countries including the US, organisations with less than 500 employees are also considered as SMEs
https://www .sba.gov/sites/default/files/advocacy/United States.pdf
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2013). In addition, size-based definitions also provide a basis for differentiating business
operations and the influence of size on the organisational structure, business processes,
strategies, and overall company culture (Osborn and Simpson 2015). Consequently, the size
and structure of the organisation may influence various aspects of security operations such as

decision-making processes, information sharing and responsibility structures.

Some researchers have also classified SMEs into different types based on their role within the
economy. For example, Kyophilavong classifies SMEs into three groups: production, trade,
and services (Kyophilavong 2007). Mills (2015) goes further and classifies SMEs into four
types: non-employee or sole proprietorship businesses, main street or local businesses,
suppliers, and high-growth businesses (Mills 2015). Small-scale companies exist to create
jobs, produce products, and provide services within various societies. Many SMEs are in the
service sector, which now accounts for two-thirds of economic activity and employment in
countries such as the United Kingdom (Observer 2000). These companies are primarily found
in wholesale and retail trade, the hotel and restaurant industry, manufacturing,
communications and business services, and construction. SMEs also account for an
increasingly high percentage of technology-intensive sectors such as information and
communications technology (ICT) and biotechnology, according to the U.K. Department for
Business, Energy, and Industrial Strategy - Business Population Estimates (2016). They
dominate crucial strategic business service subsectors, including services relating to computer
software and information processing, research and development, marketing, business

organisation and human resource development (Storey 2016).

The computer software SMEs (such as those involved in mobile software, web development,
game development, IT consultancy, and support services) focus on providing technical
products and services for individuals or other businesses. These tech SMEs may be either
sole proprietor micro-businesses, start-ups with less than 10 employees or software and
hardware suppliers. They have specific strengths and weaknesses that may require tailored
policy responses, as indicated in recent literature reports (Munro 2013). Many of the
conventional problems facing SMEs (such as limited resources, lack of financing, difficulties

in exploiting expensive technology, constrained managerial capabilities, low productivity,
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and regulatory burdens) may contribute to the reasons why tech SMEs are unable to
implement cyber security measures designed for larger, well-resourced organisations (Osborn
and Simpson 2015; Storey 2016). Even SMEs with comparable sizes and annual turnover to
some large organisations can have significantly different decision-making processes or
organisational structures that influence the practices they implement (Amrin 2014). The
characteristics of SMEs increase the potential for incompatibilities between implementing

security best practices and responsibilities in software development.

The challenges particular to smaller organisations may influence software development
practices. For example, even though roles may exist, in SMEs, they are not distinct or clear,
and employees are assigned multiple roles and responsibilities (Koutsoumpos and
Marinelarena 2013). Thus, work is done in an informal setting, relying heavily on
collaborations. In addition, pressing deadlines and limited resources make the adoption of
standard techniques or practices during software application development difficult for many
computer software and service SMEs (Mishra and Mishra 2009). Although most of these
studies report some of the organisational issues that software SMEs may face, there are still
debates about what impact these have on the developers’ experience, practices, and the
software artefact. We can’t discuss the concept of practices in software application
development without recognising that the individuals involved in executing these practices,
the knowledge required and the decisions they need to make (Shove, Pantzar, and Watson

2014).

2.5 The Software Application Developer

Software application developers are major stakeholders in computer and software systems,
and therefore have responsibilities and interests in the success of these systems (Flechais
2005). Other stakeholders include end-users, administrators, owners, and other employees
who are involved in an organisation or society. It is common knowledge in various fields of
computing, particularly in human-centred computing, that all stakeholders play different yet
crucial roles in the design and development of software and hardware systems (Ghaoui 2005).

A software developer is an individual responsible for designing, coding, testing, and
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maintaining software products or services (Birrell and Ould 1988). The US Department of
Labour defines a software developer as one who develops applications that allow others to
perform a specific task on a computer or other devices, or those who create the systems that
run these devices (US Department of Labour 2017). These developers are human actors who
coordinate and manage software processes; therefore, understanding what they do, how they
communicate and collaborate, as well as their roles and responsibilities within the software
development lifecycle, is necessary to comprehend their practices. It is therefore essential to
describe developers’ activities, including the tools and technologies they use, communication
and information-sharing methods, team collaboration techniques, and their individual or
collective responsibilities, to explain how their security practices in software development are
formed. Furthermore, human actions, behaviours, decision-making strategies, and various
forms of team archetypes should be considered (Yilmaz 2007) to better understand the

influence on the practices developers form.

Developers are often referred to by various titles, including computer programmers, coders,
and software engineers, both in literature and the industry. As the software application
development landscape constantly evolves with new specialisations and technological
innovations, developers are now categorised based on different specialisations (Shaw and
Garlan 1996; Philipson 2004). Developers are classified into various categories of
specialisation, including mobile, web, front-end, back-end, full-stack, desktop, application
programming interface (API), game, graphic, software test, embedded, or security software
developers. This research focuses on app developers who specialise in designing, developing,
and deploying software applications that require web technologies and services. In recent
times, app developers do not require specific formal training or a certification process to
develop apps. With the vast market for innovation and no barriers, they represent a vulnerable

group for security research (Balebako et al. 2014).



32 Literature Review

2.5.1 The Developer as a Practitioner

In recent times, developers no longer have to build software applications from scratch. They
can utilise a combination of functionalities from APIs (Application Programming Interfaces)
of different programming libraries to develop their software product or service (Wurster and
van Oorschot 2009). During the software development process, other developers may be
responsible for different parts of the project, or in the case of SMEs, a single developer may
be responsible for every part (Gerogiannis et al. 2013). In fostering the development of tools,
techniques or frameworks that support developers’ security practices within their
organisations, it is vital to understand their context of use as the roles and responsibilities of
these developers are continuously evolving. For example, a developer can be assigned to

focus on the security aspect of the software development process in addition to design

(McCown 2003).

Since developers influence the security of their software products or the organisation’s
systems, it is also essential to understand their interactions with various factors such as
resources or organisational culture. Developers can benefit substantially from the outcomes
of research studies that focus on how all the factors influence their practices and the resulting
impact on the security of their software products (Wurster and van Oorschot 2009). Although
developers are considered experts in computer use, it is unrealistic to assume that they are
aware of all the best security practices and are willing or able to follow them consistently. In
a qualitative study on developers by Joorabchi et al. (2013), it was reported that as
practitioners, developers are faced with challenges of fragmentation across platforms and
devices, keeping up with programming languages on different platform types as well as the
lack of support and time pressure for monitoring, analysing, and testing applications
(Joorabchi, Mesbah, and Kruchten 2013). Despite these challenges, studies often overlook the
fact that developers, like any human, are prone to mistakes, influenced by their social and
organisational context, and require as much support as end-users, if not more. Several
significant security incidents have been reported due to human errors by developers. Green
and Smith (2016) highlighted several examples, including the vulnerabilities faced by Apple

users due to developers downloading XcodeGhost malware through malicious developer
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tools, as well as the Internet-wide attack cycles caused by the Heartbleed and Shellshock
vulnerabilities (Green and Smith 2016). The examples show that various factors may

contribute to security risks and vulnerabilities in software applications.

Software application development encompasses a combination of technical and human
components, with all stakeholders playing crucial roles in collaboration to achieve the best
possible user experience by meeting various standards. The combination of human and
technical dimensions in the development process shows the need for a socio-technical
approach to addressing issues such as security in this domain. This study explains the
practices of developers within the development lifecycle by focusing on the interplay

between human, social and organisational factors.
2.5.2 The Developer as a User

Although there are many interesting and important research studies on end-users, software
developers represent a different group of individuals who are still being overlooked in current
security research (Green and Smith 2016). Developers encompass a wide range of different
attitudes, characteristics, behaviours, and motivations in the software process who make
mistakes or need help as much as end-users (Flechais 2005). The developer’s actions, like
those of any other user, can influence system security, and poor practices can actively
compromise security in any organisation (Vidyaraman, Chandrasekaran, and Upadhyaya

2008).

Generally, a user can be characterised as an individual with legitimate access to a personal
and/or organisation’s information (Albrechtsen 2007). The software developer, as a user in
this context, has access to code, shares information about projects with team members, and
manages the software development process. The attitude, behaviour, and practices of the
developer must be adequately understood to address their contributions to the secure software
development domain. Several behavioural models and theories for cyber and information
security have been developed, drawing contributions from interdisciplinary domains such as
sociology, psychology, and criminology, to study the security practices, approaches, and

behaviours of end-users in both domestic and organisational settings. For example, in a study
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that reviewed the security behaviour of end-users in an organisation, a conceptual model of
factors affecting their behaviours in an organisational environment was developed and used
for implementing security initiatives. These factors include body of knowledge (security
policies, communication practices, awareness), management influences, peer influences,
deterrence efforts, rewards, employee participation, users’ knowledge, self-efficacy, attitudes,
beliefs, psychological ownership, organisational commitment, trust, procedural justice,

security technology ease of use and effectiveness (Abraham 2011).

Another example is a study of professional users’ behaviours that influence their acceptance
of cybersecurity strategy and policies within their organisations. Results from a survey of
2,000 professional users supported the hypothesis that users’ behaviours and characteristics
influence the effectiveness of cybersecurity strategies within various organisations (Hasna
and Mustapha 2016). Popular theories referenced in software security research include the
Theory of Planned Behaviour, used to predict, and understand human behaviour, and the
Theory of Reasoned Action, which attempts to explain the relationship between attitudes and
behaviours within human actions (Madden, Ellen, and Ajzen 1992). These models and
theories have been predominantly used to study the behaviour and attitude of end-users for
decades (Lebek et al. 2013). However, they have mainly drawn upon quantitative research
methods and theories within the psychology discipline to study human or organisational
factors that influence security practices (Casaca and Florentino 2014). Furthermore, these
studies have been aimed at end-users; however, the factors identified are also applicable to

developers who are users.

Quantitative methods have been primarily used in cybersecurity research, based on the notion
that security research is solely technical and can only be described through the measurable
properties that quantitative techniques offer (Casaca and Florentino 2014). However, security
practices in software development involve complex human interactions and activities,
affected by both social and technical factors (de Bruijn and Janssen 2017), hence the need for
more studies that investigate and explain how to navigate them. Furthermore, just like end-
users, developers are part of social environments that influence how they practice secure
software development. Therefore, this study aims to develop a theory that explains how

developers navigate the practices for secure software application development while working
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through the social dynamics that exist within their business and organisational ecosystem.

2.6 Summary

This chapter presents a review of the software development landscape and the various
practices that contribute to the success of a software application. The issues surrounding the
implementation of security practices, including human and social factors, were also discussed
to identify what makes up the melting pot of secure software development practices. An
understanding of the software application development process, the roles of different
organisational structures and the activities of various stakeholders in the process is needed to
gain insights into how we can build more secure software applications. To do this, we also
need to understand the interactions between stakeholders and actors in the process, as the

interactions may or may not impact practices in secure software development.

The preliminary literature review in this chapter reveals a gap between human interactions,
social factors, and organisational structure, and the practice of secure software development.
In recent years, developers in micro-businesses, small and medium-sized companies, have
created most of the software applications used today (Gerogiannis et al. 2013). These
developers face several challenges that are particular to smaller companies, which may
influence how effectively they implement security practices during software application
development (Ponsard and Deprez 2018). The setback is that smaller organisational structures
find it challenging to invest in the cost of implementing new methodologies for improving the
software development process, as well as standard security measures, due to limited resources

and time constraints (Mishra and Mishra 2009).

There is a need for more diverse and exploratory approaches to studying the practices and
experiences of developers, particularly in SMEs, in the software engineering and security
research fields. Grounded Theory is one approach that enables us to explore the broader
issues surrounding human, social, and organisational factors that shape the security practices
of developers in a specific context, specifically SMEs. In the next chapter, the grounded

theory process, justification for its use, and the tools used in this study are described.
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Chapter 3 Methodology

3.1 Introduction

This chapter describes my methodological approach to addressing the research objectives and
how the study was executed. The chapter starts with a review of research approaches in
software engineering and security research, definition of the grounded theory methodology
and the justification of use in the software engineering and security research disciplines. The
following sections describes the specific type of grounded theory methodology implemented

in this study and how it was implemented.

3.2 Software Engineering and Security Research Approaches

3.2.1 Software Engineering Research Approaches

Several studies within software engineering research have traditionally used empirical
methods such as experimentation, surveys, or case studies. For example, studies using these
methods have focused mainly on issues such as end-user programming ((Burnett 2009;
Leblanc 2012)), log monitoring of applications, numerical descriptions of how end-users
interact with software products (Burnett 2009; Henninger 2003), and other activities within
the software environment with the aim of improving the software development process, and
user experience. Little attention is being given to other actors (the developers) within the
development lifecycle. Sjgberg et al. (Sjoberg, Dyba, and Jorgensen 2007) suggests that the
future of software engineering will depend on empirical research methods that enable the

development of scientific knowledge about the usefulness of different technologies and



3.2 Software Engineering and Security Research Approaches 37

systems as well as the importance of different actors or stakeholder and their activities in

software engineering.

Software engineering research needs to account for the various human activities involved in
the process of developing software as the process usually involves coordination between
individual developers, teams, or organisations (Easterbrook et al. 2008). With inputs from
disciplines such as sociology and psychology, we can use multiple research strategies and
analytical methods such as Thematic Analysis, Grounded Theory or Participatory Action
Research, to better understand how developers continuously build and maintain complex
software systems and the challenges they face in the environments where these systems are
built. The use of empirical methods has become quite popular in software engineering

research and as such has been incorporated in other sub-fields such as the security.
3.2.2 Security Research Approaches

Security research has been discussed as one of the issues under the software engineering
research domain with a broad range of research approaches. In recent years the importance of
applying empirical research methods to security have been increasingly recognised in
research and practice (Stedmon et al. 2016). Particularly the human and social aspects in
security and software engineering have been focused on more because human play a major
role in the design, development, implementation, acceptance, and use of technology.
Consequently, the impact of humans on security activities can be severe if best practices are
not put in place to address the issues and challenges faced by individuals or organisations in
attaining security. Organisations striving to achieve security who focus majorly on systems
with little or no regards for the humans involved, open the door for various forms of attack
(Smith 2003; Kraemer, Carayon, and Clem 2009). Hence, the need for a shift from the
traditional technical focus to a socio-technical approach that explores the practices of

different categories of stakeholders in security is essential.

Studying security and software application development practices through a socio-technical
lens shows the interplay between technology, humans, and social dynamics (Fuggetta and Di

Nitto 2014). A research study that uses a technological approach tends to focus mainly on
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tools, systems performance and software security which is an approach used by most
researchers in security-related studies such as cryptography, threat models, vulnerabilities,
firewalls, multi-factor authentication, cloud, and network security. Some software security
related studies have used psychological and social approaches to explore end-user security
behaviours and factors that influence these behaviours, within their personal environment
(e.g. (Stanton et al. 2005; Albrechtsen 2007)) or in an organisation (e.g. (Abraham 2011;
Balebako et al. 2014; Hasna and Mustapha 2016)). Regardless of the strength of access
control policies or technical controls, if humans do not implement and use them
appropriately, because of the possible influence of various human or organisational factors,
the effect on security can be severe (Kraemer, Carayon, and Clem 2009). Security cannot be
fully achieved through technology growth only; it must take into full consideration the users

involved — both professional and end users.

Studies that have integrated social and technological approaches have used various
qualitative methods to examine factors that influence usable security, security requirements in
the software development lifecycle, end-user security practices and data privacy issues.
Flechais (Sasse and Flechais 2005) and Joorabchi (Joorabchi, Mesbah, and Kruchten 2013)
demonstrated how to approach technical security issues in the areas of usable security using a
mixture of case studies, surveys, and Grounded Theory. They used Grounded Theory method
to give a better understanding of how people manage, understand, and make security
decisions within various situations. Assal and Chiasson (Assal and Chiasson 2018) also
applied a mixture of Qualitative Content Analysis and Grounded Theory methods to explore
software security practices during each stage of the development lifecycle in both large and
small organisations in North America. Using semi-structured interviews with 13 developers,
the outcome of their study showed a disparity between real-world security practices and best
practices identified in literature (Assal and Chiasson 2018). Grounded theory method offers a
set of unique procedures, including theoretical sampling and focused coding aimed towards
theory development (Sikolia et al. 2013). This enables researchers study practices extensively
in order to develop fresh theories that closely fit the data; are useful, conceptually dense,

durable, modifiable, and explanatory (Strauss and Corbin 1994; Charmaz 2006).
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3.3 Research Approach

To navigate the research problem area, the broader opening question ‘How do software
developers in SMEs practice secure software development effectively?’ was further
divided into three main research questions. It is important to note that the research questions

evolved as more data was collected and analysed. This study sought to address the questions:

iv.  RQI1: What current key socio-technical factors are relevant to the security practices
of software application developers in SMEs? — To scope and frame the study.

v.  RQ2: How can we theorise the relationship between these socio-technical factors and
the security practices of app developers in SMEs? — To build and evaluate a theory of
the security practices for developers in SMEs.

vi.  RQ3: What recommendations can insights from the theory and study provide
developers in SMEs? - To support the socio-technical security practices of developers

in SMEs during the software development process.
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Figure 3.1- Research Approach
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Informed by research approaches in literature discussed in Section 3.2, the research approach
presented in Figure 3.1 made up of a combination of techniques guided by the grounded
theory methodology was organised systematically to address the questions and evaluate the
outcomes of this research. In this study, a combination of ground theory methodology and
conceptual framework analysis were used. Software engineering, security and application
development cut across social and technological boundaries hence the need for a multi-
dimensional approach to exploring the social dynamics in this study. To better understand
developers’ experiences during the development lifecycle and the impact of these experiences
on security practices, it is important to investigate not just the tools they use but also the
factors surrounding these processes within their social environments. Various software
engineering researchers also agree that studies related to software application development
should consider the importance of human activities and draw from various empirical research
methods in fields such as the social sciences, to study humans at team and organisational

levels (Easterbrook et al. 2008).
3.3.1 Scoping, Framing and Refining

This study is motivated by the question: How do software developers in SMEs practice
secure software development effectively? Addressing this overarching research question
require the study to be properly framed, with a clear scope and strategy. An ideal research
strategy for this study is one that allows us to explain the actions, interactions and processes
of some individuals and generates an analytical schema of the phenomenon (McCaslin and
Scott 2003). The grounded theory methodology enables us to generate a context-specific
theory that explains the actions and interactions of developers within the context of their

organisational size and security actions in software development process.

To better frame and scope this study from the broad research area, the initial stage of the
grounded theory methodology process was set in motion. It started with preliminary literature
review of the secure software development landscape. This was followed by semi-structured
interviews, using an interview guide with open-ended questions that allowed for an
exploration of the research topic. Participants were asked questions about their roles,

company size, structure, security awareness, activities and tools used during software
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development. The interview data was then analysed with the initial and focused coding
techniques described in Section 3.4.1.2, to generate the initial conceptual codes and
categories that shape the remainder of the research process. This initial data analysis was
done through an inductive approach that present concepts formed from the views and

perceptions of the participants.

The outcome of this scoping study is presented in Chapter 4. The grounded theory process
encourages constant comparison of data to better understand how concepts and categories are
interrelated (McCaslin and Scott 2003; Charmaz 2006). At this phase of the study, it was
important to compare the initial findings to previous related studies to further refine the

research questions and solidify the study objectives and contributions.
3.3.2 Conceptual Framework and Theory Generation

The conceptual framework analysis work focused on the relationship between the initial
findings of this study and existing literature in secure software development research. The
resulting conceptual framework presented in Chapter S5 provides an interpretation of the
realities of this study participants compared to the outcomes of previous related studies. This
provides an understanding of the phenomenon, describes existing data, identifies further

research gaps, and presents a rationale for theory building.

This phase of the study involved systematically sourcing for data consisting of research
studies relating to practices in secure software development, cyber security, and software
engineering disciplines. A total of 60 published articles in addition to initial findings of this
study — CAMS taxonomy - were analysed. The Context, Attitude, Motivation and Support
taxonomy 1is a classification of participants' perspective of the factors that influence their
current security decisions and practices. The proposed framework then describes the
relationship between human, social, organisational, and technical factors relevant to the
practices of developers and other software professionals during the development process

within various organisational context.

A conceptual framework is a network of related concepts, key factors, or constructs (Jabareen

2009). The conceptual analysis technique traditionally focuses on examining a chosen
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concept, then “quantifying and tallying its implicit and explicit occurrence in texts but
neglects the meaning” (Palmquist and Carley 1997). Researchers argue that this technique is
inadequate for theorising concepts because it is difficult to relate specific textual data to other
types of data and it does not provide the necessary rigor and depth but is good for providing
descriptions of concepts (Carley 1993; Beckwith, Dickinson, and Kendall 2008; Jabareen
2009). Jabareen proposes the conceptual framework analysis as a grounded theory technique
that not only describes but generates, identifies, and traces major concepts of a phenomenon
(Jabareen 2009). A theory generation methodology then provides the adequate depth, rigor
and replicability needed for the interpretation of multidisciplinary data within a specific
context (J. Corbin and Strauss 2014). Theories require concepts that are related by “means of
statements of relationships”(Jabareen 2009; Glaser and Strauss 2017). In this study, the
concepts were not only generated and described but statements that explain the pattern of
relationship between these concepts were used to generate a theory of the security practices

of developers in SMEs.

Using conceptual framework analysis in a grounded theory process requires the selected texts
represent practices and social processes that relate to the phenomenon being study. It should
also come from a variety of relevant existing articles, interviews, books, standards, and
practices from multidisciplinary literature (Jabareen 2009). The analysis is an iterative
process that involves mapping the selected data sources; reviewing and categorising the
selected data; identifying and naming concepts; deconstructing, categorising, and integrating
concepts; synthesising, resynthesising, and validating concepts. A steady comparison
between data from this study (presented in Section 3.5), previous related studies, available
software securities initiatives and any guidelines on secure software practices targeted at
developers. This body of work was used to guide subsequent data collection for theoretical
sampling and, to identify and generate a theory of core concepts that explain the security
practices of developers in SMEs during the software development process. Further details of
the implementation and outcomes of the conceptual framework data, process and procedure

are presented in Chapter 5.
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3.3.3 Theory Evaluation

The generated theory from this study generally attempts to explain some aspect of
developers’ practices during software development within the SME context. One approach to
evaluating the theory is to look at the extent to which the theory is applicable and explains
one or more examples of the practices or phenomenon in question. [ref] It also involves
identifying instances where the theory cannot be applied. Grounded theorists have also
suggested various criteria for evaluating grounded theory studies: Strauss and Corbin
recommend checking the validity, reliability, and credibility of the data (J. M. Corbin and
Strauss 1990; Strauss and Corbin 1997); Glaser suggests checking the fit, workability,
relevance, and modifiability of the theory (Glaser 1998; 2001); Charmaz adds that the
originality, usefulness and resonance of the theory should be evaluated (Charmaz 2006;

Charmaz and Thornberg 2021).

Theory evaluation criteria are described in Section 3.4.1.5 and outcomes are presented in
Chapter 5. It describes the evidence that the emergent theory is credible and original because
it fully represents an interpretation of what was gathered from the interview data and offers
new insights to secure software development research. It also resonates with the intended
audience, is modifiable, extends the software engineering and security bodies of knowledge

and presents opportunities for further research.

34 Why Grounded Theory Methodology?

Grounded theory is defined as a “general methodology for developing theory that is
grounded in data, systematically gathered and analysed through the research process”
(Strauss and Corbin 1994). The grounded theory methodology originated in the sixties from
the social sciences as a means of focusing on the generation of a theory as opposed to

experimental theory testing (Charmaz 2008).

The process typically begins with an inductive approach for collecting and analysing
qualitative data, which involves gathering data, breaking it down, conceptualising it and

reassembling it into new categories. And the goal of grounded theory is to draw patterns of
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behaviours and experiences by generating concepts and categories from the data gathered
from those involved in that problem space (Strauss and Corbin 1994). In the process of
building the theory, the researcher does not begin the study with any preconceived theory in

mind but begins with an area of study and allows the theory to emerge from the data.

In software engineering and security research, the idea of developing theories is still unclear,
at least for most of us. This is probably a result of our backgrounds in the physical and
natural sciences, and objective views. A “theory” is usually seen as a universal truth (Adolph
2013), for example Einstein’s Theory of General Relativity. Scientists have continuously
challenged this notion, stating that theories especially within a social context do not have to
be universal truths, they can vary in their pervasiveness (Adolph 2013). Engineers are also
faced with the challenge of separating the influence of the researcher’s personal values and
experiences on the outcome of the concepts and categories created during the grounded
theory process. This challenge is not particular to grounded theory but with interpretative
qualitative research. Hence, why quantitative researchers are constantly contesting the results
of qualitative research in the software engineering and security fields. In grounded theory, the
researcher’s pre-existing values, interpretations and views are taken into consideration and

seen as contributions to the richness of the data.

According to Schreiber and Stern (Schreiber and Stern 2001), grounded theory is best suited
for research areas that are exploratory, addressing the What and How questions such as
“What is going on here? Or how do people make sense of their experiences in certain
situations?” In answering these exploratory questions, researchers begin to make sense of the
meanings and actions of participants (Charmaz 2006). Grounded Theory is useful in
developing a theory (theoretical framework) about a specific research area that has not been
previously studied or an already researched area in a specific context where new perspectives

are beneficial (Schreiber and Stern 2001; Adolph 2013).

One of the core features of grounded theory is the process of theoretical sampling. Sampling
is aimed at the theory construction and not for population representation, so researchers must
constantly refine their sampling strategy to be more focused during the iterative process of

data collection and analysis. Therefore, grounded theory will be inappropriate for research
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studies that are not discovery-oriented, inquiring for answers from a question such as “Are
developers in large organisations more productive than developers in SMEs?” However, if
we are interested in understanding the experiences of developers, then grounded theory may
be more appropriate by asking, “How do developers in large organisations manage their
development process compared to those in SMEs?” Answering such question may help
inform policy changes or the creation of techniques that support the adoption of more
efficient development processes in these large organisations. Grounded Theory enables us to
explore the broader issues around how developer’s practices are impacted by social
dynamics, interactions, and negotiations within the SME context. This contributes to the

software engineering and security bodies of knowledge.

3.5 Implementing the Grounded Theory Process

The following sections describe the implementation and execution of the ground theory

process in this study.
3.5.1 Clarifying the Research Problem

Grounded theorists agree that the methodology allows researchers work with a general area
of interest and not necessarily with a specific problem (McCallin 2003) making the
methodology even more appealing for studies in secure software development, a relatively
new domain. Not because a specific problem cannot be clearly defined from the inception of
the project, rather the researcher gets the opportunity to define the specific problems
highlighted by participants from the initial stages of the study. However, it is recommended
that researchers define the research problem area with some opening questions from a general

area of interest (Charmaz 2006).

Rather than having research questions set based on extant theories or frameworks, grounded
theory method allows the researcher to identify and clarify research questions from the data
gathered. Here, research questions do not depend solely on in-depth review of literature, the

researcher also has the advantage of structuring questions from preconceived knowledge of
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the problem area and/or personal experiences. The study started with a broader problem

statement: “How can we support the security activities of developers in small businesses?”

The problem area was refined based on an understanding of the secure software development
landscape and the question was changed to: “How do developers in SMEs practice secure
software development effectively?”” To address this question, there is a need to understand
the current security activities and experiences of software application developers in SMEs or
micro-businesses during the software development process. Furthermore, it is also important

to identify the factors and potential challenges that are particular to them.

3.5.2 Ethical Consideration

Due to the sensitive nature of participants’ data and information, ethical considerations are
taken to ensure that participants are fully aware of the research process and there is
transparency about the use of their data. All research studies involving human participants
require approval from the University’s ethics board. Participant recruitment and interview
data collection was approved by the University of Oxford Central University Research Ethics
Committee (CUREC), with reference numbers R54135/RE001 and CS_CIA_20_009.
Research data was handled carefully according to the University’s data protection guidelines

and policy and continuous guidance and feedback was sort as the research progressed.

3.5.3 Data Collection and Tools

The nature of the research problem area generally dictates the data collection methods the
researcher gets to choose (Charmaz 2006). For example, some research problems might
require the researcher to fully immerse themselves and observe the daily operations and
activities of participants, and so ethnography might be the method of choice. Researchers can
also use a combination of data collection methods such as interviews, elicited texts,

depending on the research problem and group of participants(Gibbs 2007).

The nature of this study required more qualitative methods for data collection, particularly
interviews because it gives developers the opportunity to describe their experiences and

allows the researcher to collect data in-person and virtually with the advancements in various
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communication technology. Although interviews only give partial descriptions of the
phenomena and reports of what participants says they do - which may not fully reflect what
they do — they are still one of the most dominant techniques for data collection (Opdenakker
2006). Collecting data through interviews does not go without its weaknesses such as the
cost, time-consumption, biases or less anonymity for participants but they are one of the most

effective and widely accepted techniques for qualitative research (Alshengeeti 2014).

All interviews, face-to-face and virtual interviews done via teleconferencing tools, were
recorded digitally using a voice recorder, then later transcribed using Microsoft Word. Notes
taken during the interviews also contributed to memos used during analysis. Transcribing the
interview data was tedious but improved the interaction with the data. The ATLAS.ti
qualitative research support tool was used to manage the transcribed data during the coding
process. The ATLAS .ti tool doesn’t generate any codes; it only helps organise the documents,
codes and categories created by the researcher with the options to colour codes and label your
documents. It also has a feature that allows you visually represent the connection between the

categories created.
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Figure 3.2— Coding Process using ATLAS .ti Tool

Conducting interviews require skills to ensure that the sessions are productive, and
conversations flow seamlessly (Adams 2015). Semi-structured interviews were implemented
because it was more effective to have some open-ended questions ready to start the
conversation. It also encouraged the participant to open slowly without feeling like the

interviewer was being too intrusive and it gave the interviewer the opportunity to probe



48 Methodology

responses even further. After a few interviews, it got easier to talk to participants since the
data analysis and initial coding process had already begun, the conversations got better as
more insights were gathered from the data. An interview guide was used because the research
required in-depth exploration of secure software development experiences based on the
developer’s account and interpretation of their activities. The interview guide contains a set
of guiding questions presented in Appendix C.1 that were developed based on preconceived
ideas and preliminary review of literature on the general activities of developers in the
software development ecosystem. The questions were open-ended to allow the conversations
to flow better and discussions were led by the participants’ responses. The interview guide in

Appendix C.1 is split into four sections:

1. Introductory questions, which includes some probing questions about the company
size and services offered, the participants’ development platforms and the type of
software products created.

2. Questions about the developers’ activities and tools used during the development
process, including software development methodologies, daily tools, frameworks, and
technologies used for development, communication, collaboration, and project
management.

3. Cyber security knowledge, awareness, and concerns with questions about their
perception of security in software application development, the frameworks, or
guidelines they know and implement, and policies that are being followed within their
organisations.

4. Software development processes and security considerations, including questions
about what developers consider good or bad practices, and security decisions,

negotiations, and responsibilities.

A total of 25 individuals participated in the interview process and Appendix B shows an
example of the consent form used in the study. The interviews lasted for 45 minutes to 1 hour
per interview subject depending on their schedules and the level of details they were willing
to give. Follow-up interviews for theory evaluation were done in a similar format, however,
worksheets were used during the conversation to engage the participants further (see

Appendix D for follow-up interview worksheets). Interviews were conducted face-to-face or
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virtually depending on distance or participant’s choice. No identifying information such as
personal or company details were intentionally collected during the interview, only
information provided by the participants, and sensitive information was removed from the
transcribed materials. Each interview was audio-recorded, and participants were informed
about the recording since they had the option to refuse to be recorded. All participants

consented to being audio-recorded.
3.5.4 Participant Recruitment and Selection

The data collection process started with participant recruitment after ethics approval. The
recruitment process included in-person recruiting at local tech innovation events through
social networks. This was accompanied by the snowballing technique (Colin Robson 2002),
where interviewees were asked to recommend colleagues in similar roles and job
occupations, who are willing to be part of the study. Attending and interacting with
developers at social events organised by software development communities and local tech
conferences was also an effective way of recruiting developers for the study, it however did
not guarantee that the developer will eventually commit. The goal at this stage of the study
was to recruit developers that built software applications within small, medium-sized
organisations. According to the definition of SMEs and micro-businesses described in
Chapter 2, participants had to be either sole proprietors of their micro-businesses or
employees of software development companies with fewer than 250 personnel (Munro 2013).

No further selection criterion was used to select participants at this stage of data collection.

Recruiting developers in SMEs was no easy task because was a challenge to get developers to
commit to the interview time needed for the study. One primary reason for this is that most of
the developers contacted were concerned about spending any time being part of a research
study, because they had ongoing projects with strict timelines. Initially, 40 developers were
contacted (see Appendix A for an example of the contact letter), 15 of the developers
responded, and 12 agreed to participate in the interview process. Two of the participants in
the pool of 15 respondents dropped out at the last minute and explained that they could not
spare time for the study. They were also uncomfortable about discussing their software

development processes and security-related questions. The interviewing process started with
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the first 12 respondents presented in Table 3.3, while more recruitment activities through
snowballing and attendance at developers’ events were simultaneously ongoing. Data
transcription and the initial and focused coding processes were also being performed. Table
3.4 represents the group of participants that make-up the theoretical sample and saturation
phase. Participant recruitment was a bit more strategic at this phase because categories had
been identified and theoretical sampling requires data that focuses specifically on the
categories of the developing theory (Thornberg and Charmaz 2014). More details about

theoretical sampling in Section 3.6.8.
3.5.5 Participants Demographics

Tables 3.3 and 3.4 represent are lists of individuals who participated in the interviews.
Participants were from different sectors across 10 countries in 4 continents (Africa, Europe,
North and South America). The focus was on members in the software engineering
department of the various organisations. The participants also work across different business
sectors such as telecommunications, financial technology (FinTech), gaming and
entertainment. In addition, they considered themselves to be either mobile, web or desktop
app developers or belonging to more than one category. Finally, participants described
themselves as experts in developing apps on specific platforms such as Windows, Android, or

10S platforms.
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Participant’s Company Type of Developer Sector Developers’

ID size Base Country

P1 5 Mobile & Web Telecommunications England

P2 10 Mobile & Web FinTech Nigeria

P3 15-20 Mobile (Android) Art & Lifestyle Ghana

P4 5 Desktop, Mobile, Web  Education/Learning platforms Nigeria

P5 15 Mobile Marketing Ireland

P6 80 -100 Web (Full stack) Legacy Systems England

P7 50 Desktop, Mobile, Web  Trading & Money Market systems  Nigeria

P8 30-40 Mobile (i0S) General mobile apps US/Canada

P9 15 Mobile (Android) Banking Ghana

P10 Mobile (Android) Gaming Nigeria

P11 Mobile & Web Entertainment England

P12 15 Web & APIs Payment Technology Sweden
Table 3.1 — Participant Demographics — Dataset 1

Participant’s Company Years of Type of Developer Domain/Sector Developers’

ID size Experience Base Country

P13 40 15 Mobile & Web E-Commerce. Gaming Brazil

P14 25 13 Front-end Finance/Banking U.K.

P15 20-25 10 Mobile (Android) Art & lifestyle US/Canada

P16 5 9 Back-end. Databases Learning Platforms Nigeria

P17 6 6 APIs Software Services Ireland

P18 20 4 Mobile (i0S, Android)  Legacy Systems England

P19 7 4 APIs Trading Systems Nigeria

P20 5 7 Web General mobile apps Brazil

P21 5 3 Web General mobile apps Brazil

P22 40-50 10+ Infrastructure. Web Education/Learning Nigeria

P23 10 8 Web (Full stack) Marketing Spain

P24 25 9 Web Finance/Banking U.K.

P25 12 12 Web FinTech & EdTech England

3.5.6 Observations

Table 3.2 — Participant Demographics — Dataset 2

Observing participants was not initially considered as a data collection method in this study

because of concerns that may arise with observing security activities. However, it is worth

noting incidents that were observed during the process of recruiting study participants at
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events and conferences organised for developers. A researchers’ account of these
observations supplements the interviews discussions and contribute to the construction of the
theory. These observations were the researchers’ personal account of the events as an
attendee and were more passive. No specific protocols were followed since attendees at these
events were not asked any questions relating to the study until they formally gave consent to
be part of the study. The organisers of the conferences and events were informed about my
research and verbally consented to observing conference discussions and no individual data

about attendees were collected.

A total of five developers’ events and conferences was attended mainly to recruit interview
subjects, however, activities, interactions and topics developers discussed at these community
gatherings were noted. There were opportunities of informal conversations during networking
sessions and breaks with a few attendees over a cup of tea, but no direct questions related to
the study were asked. The conversations were mainly about the topics discussed during the
event and to exchange contact details, inviting them to participate in the study. The events
included attendees from different organisations as well as independent developers. Some of
the attendees that were engaged worked for large organisations, and so were out-of-scope for

this study.

One of the events was specifically called an application security event targeted at developers.
This was a relatively small event with less than 50 attendees, so it was not tedious interacting
with more than half of the attendees. Of the 35 individuals engaged in informal
conversations, only 2 of them were software application developers while others were
security professionals. Observations such as this are invaluable because they bolster
statements made by participants during interviews about the lack of security prioritisation and
conversations in developers’ communities. Only a handful of developers attended an

application security event to learn more about new security strategies.
3.5.7 Sampling for Theoretical Categories and Conceptual Framework

In grounded theory, sampling for theoretical categories supports the development of an

emergent theory. It is used to gather more data to advance the analytical thinking process
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after the initial and focused coding stages have been completed (Seale 2004). According to
Charmaz, this process is done when the researcher has developed some categories, but they
are not robust enough and more specific questions have been raised from the data already
gathered (Charmaz 2006). This means that the researcher needs to gather more data that

focuses on developing and refining categories for the emerging theory.

The first phase of interviews was open-ended, with participants discussing their various
software development experiences and activities they considered to be security related. This
made developing the initial codes less problematic because the generated codes represented a
broad view of the different areas of development practices in SMEs. It was also easier to
filter through the initial codes to identify the most significant recurring codes and concepts
that make more analytic sense. The initial conceptual categories were used to develop the
CAMS taxonomy presented in Chapter 4, which shows the challenges faced by developers
in SMEs and factors that may influence software security practices. At this phase of the
analysis process, it became more prevalent to identify how these developers navigated the
factors represented in the taxonomy by engaging in a more comprehensive and focused data
collection and review of literature. This initiated the need for a conceptual framework
analysis and a theoretical sampling strategy, which involved the development of a conceptual
framework model presented in Chapter S and collecting data that elaborated on the concepts

of context, support, and people dynamics in secure software application development.
3.5.8 Generating Initial Codes and Concepts

There are mainly two phases of coding in the constructionist grounded theory process — initial
and focused coding. Charmaz, however, recommends that a third theoretical coding phase
should be done to help “clarify and sharpen” the analysis and ensure that categories interpret
the data completely (Charmaz 2006). Initial grounded theory coding generates the provisional
codes which are then refined and categorised, while focused coding generates core categories
that explain the different areas of the data to construct the theory. And finally, theoretical
coding further refines and conceptualises the relationship between categories which is then
incorporated into the theory. Codes generated in the initial grounded theory analytical process

will form the building blocks of the theory. During initial coding, the researcher asks broad
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questions (Glaser and Strauss 1967; Charmaz 2006) such as “What is this data a study of?”,

“What does the data suggest?”, “From whose point of view?”.

After transcribing the first round of interviews, the initial coding process involved an
inductive approach, reading through all the transcripts to get a general impression of the data
using a combination of line-by-line and incident-by-incident coding. An inductive approach
enables the researcher to openly code the data for new theoretical categories with little or no
existing knowledge of the topic from literature while the deductive approach involves
developing codes based on the analyses of previous research studies (Gabriel 2013).
Grounded theory encourages using a more inductive approach during the initial coding phase
enabling the researcher to identify what the data suggests and what theoretical categories the
data specifies (Hodkinson 2008). This led to an exploratory view of developers’ security

activities within their specific development environments.

A combination of line-by-line and incident-by-incident coding was used because not every
line of the data described the experiences of participants and incidents that occurred.
However, some lines of data contained specific words that describe the key point that section

of the data. For example, one of my initial codes was “Project Uniqueness’:

“Each project comes with its own uniqueness. So, if you have general standard security

guidelines, it might not be specific enough for that project”. [P1]

This statement by participant P1 highlights one of the characteristics of software application
projects. At the focused coding stage, codes about project size, cost or uniqueness were
refined and conceptualised as “Project Characteristics” to describe larger segments of the

data.

The initial coding process resulted in a total of 116 codes representing a collection of themes
identified in the data. These 116 initial codes describe the general experiences and actions of
participating during their development processes. The data analysis and data collection
processes ran simultaneously. The number of codes and concepts generated at this phase were
overwhelming, and as such needed to be refined and pruned to identify the core issues in the

data.
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3.5.9 Identifying Core Issues using Focused Coding

The focused coding process move initial codes to conceptual categories to identify how
participants express and resolve core issues(Belgrave and Seide 2019). It also determines the
appropriateness of the initial codes. The move to focused coding is not an entirely direct or
rigid process because as more and more data are collected and analysed, you may identify
areas that require you to return to data from earlier respondents to explore areas that you may

have overlooked or struggled to interpret initially (Charmaz 2006).

New data was collected while coding and continuously compared to existing data as the
interviews progressed to refine the initial codes. Memos were also written about the
generated codes from the start to support the thought process about the terms used to label the
codes and to help understand what is happening in the data. Memos also help to identify and
interpret participants’ implicit meanings about their experiences (see Appendix D for initial
codes and Figure 3.3 for memo snippet). Generated code and concepts were also discussed,
and peer reviewed during Human Centred Computing research group data sessions to debate

and scrutinise the interpretation of the data.

To narrow down the core issues in this study, the initial codes were assessed again and then
regrouped from 116 codes into 30 tentative categories using the tree-view of the ATLAS.ti
tool for organisation. After further evaluation, 4 core conceptual categories with 19 sub-
categories that show the relationship and connection between them were created. The
resulting core categories, as well as supporting sub-categories, are presented as the Context,

Attitude, Motivation and Support (CAMS) taxonomy in Chapter 4 (see Figure 4.1).

For context, during the focused coding analytical process, the concepts of “Collaboration and
Coordination” were initial codes that seemed like they could be core categories when
participants described how they executed projects. Although, these are key aspects of the
development process, they do not properly explain or paint the big picture of incidents in the
data that are relevant to the security practices of these developers in SMEs. In the memo
written, “Collaboration and Coordination” approaches by participants was dependent on the

type and size characteristics of the project. Project characteristics are also determined by
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context in which the software application product will be used. In this case, more effort was
put into identifying categories that explain contextual factors surrounding software projects.
These codes were then conceptualised as the “Context” category influenced by “Project
Characteristics”. This abstraction process was also based on further interviews done and
showed that collaboration and coordination were not core concerns for participants. Through
this reasoning and consistent analytical process, the category “Context” was constructed to
represent the information participants gather regarding the circumstances surrounding how

their software projects will become functioning products.
3.5.10Memo-writing

Memo-writings are intermediate steps between data collection, analysis and writing up the
results (Charmaz 2006). Memos are personal to the primary researcher because they offer an
engaging phase with the data without writing a full-blown draft of the analysis. They allow
you to go back and forth with the data to fine-tune further data collection strategy and theory
development. Memos are messy because they are usually written in the spur-of-the-moment
during the interviews or analysis, but they support the writing phase of the study. They are
filled with random thoughts, grammatical errors, sketches as part of implementing the
grounded theory methodology diligently. Figure 3.3 shows a snippet of one of my memo

notes written during coding.

The memo writing process started during the initial coding phase of the research (see
Appendix D for more memos) and ran through out theory development. The memos were
speculative at the start and showed scribbles of ideas. As the data collection and analysis
processes progressed, more concept-based memos formed, written in a separate notepad and
on plain A4 papers. Some memos were discarded, particularly those formed based on
interactions with external information such as discussions with other researchers, they were
not grounded in the data. This process was necessary because they exposed biases, but it
ensured that ideas and concepts that made it to the theory were fully based on the data and not

speculations.
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Figure 3.3— Memo Snippet

3.5.11Sorting, Writing and Diagramming Concepts

The sorting, writing, and diagramming processes involve examining all memos to identify
connections and relationships between concepts that build the theory. After sorting and
analysing the data, the initial categories are presented diagrammatical in the CAMS

taxonomy (see Figure 4.1). Diagrams serve as useful tools to show the scope and direction of

concepts created during analysis.

3.6 Addressing Researchers’ Biases

In grounded theory, it is expected that the researcher does not force their preconceived ideas

or biases about the problem area on the emerging theory in any capacity. Researchers’ biases
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can be is a threat to the credibility of any study, especially for qualitative studies that depend
on the researchers’ interpretation of the data. However, it is difficult to separate yourself from
the analysis process because the researcher is part of what they study and are not isolated
from it. For social constructivist grounded theory the process should be flexible, interactive,
and open-minded. Data analysis and interpretation is a social process can be influenced by

personal views and peer reviews. It is important readers are aware of my personal biases.

Steps taken to address biases including discussing codes and concept from the analysis with
other researchers through data review sessions and paper submissions. Memo-writing was
also a major way to clarify what was happening in the data and to curb personal biases. The
memos also helped to further scrutinise codes as they developed into categories and concepts
that earned their way into the theory. The conceptual framework presented in Chapter 5 also
provided a way to compare the initial outcomes of this study with state-of-the-art literature in

the secure software development domain, thereby reducing the influence of personal biases.

3.7 Trusting the Theory

One of the main concerns in this study was how to get readers at the Department of Computer
Science to trust the emergent theory as an interpretation grounded in the data gathered.
Hence, why many doctoral students shy away from fully implementing grounded theory
methodology to produce a theory. What you might largely see is the use of some of the
coding techniques in grounded theory followed by quantitative methods to validate results.
Based on interaction with other researchers, studies done in science departments lean heavily
on quantitative, positivist methodologies and validation testing. Therefore, quantitative
methods are preferred to detach the researcher from respondents and require larger datasets

for the generalisation.

To trust the results presented, readers will need an interpretivist perspective to understand the
influence of human and social dynamics on technical practices which is at the core of this
study. Interpretivist claims that our realities are socially constructed through languages,
consciousness, and shared meanings (Shoib, Nandhakumar, and Jones 2006). The claim of

positivism is that there is only one reality, and it can be observed empirically and explained
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with logical analysis (Kaboub 2008; Pham 2018). The interpretivist paradigm also known as
constructivism argues that an objective reality is created because of the subjective mental
construction of an individual based on their social experiences (Creswell and Tashakkori
2007). Guba and Lincoln (Guba and Lincoln 2005) further claim that these mind
constructions are also connected to ‘physical and tangible entities’, and constructed realities
may be conflicting and diverse (Bailey and Bailey 2017). Physical and tangible entities, such
as computing artefacts and their relationship to humans in various social environments cannot
be measured in the same way positivist approach physical and natural sciences. This is
because humans interpret the different experiences in their world and act according to their
interpretations even when the world doesn’t (Pham 2018). Instead of generalising the base of
understanding for a whole population, interpretivist researchers try to gain a deeper
understanding of the complexity of multiple interpretations of a phenomenon in its unique

context (Creswell and Tashakkori 2007).

So, positivist criteria are not appropriate for evaluating theories generated from interpretivist
studies. The results presented in this study describe the experiences of the developers and the
construction of security practices within their reality. Recommended criteria for evaluating
the resulting theory of this study (credibility, originality, resonance, and usefulness) have
been described in previous earlier in this chapter. To implement these criteria practically,
another round of follow-up interviews was conducted with study participants to evaluate the
emergent theory as part of their reality and not as a confirmation of a priori hypotheses. They
were sent a worksheet with summaries of theoretical categories and scenarios that represented
multiple instances of the theory. Then the interviews were guided by questions about
resonance and usefulness of the theory. The goal here was to check that the theory resonates
with the participants and it useful to their daily secure software development activities as
developers. Details of the theory evaluation process and feedback from participants are

presented in Chapter 7.
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3.8 Conclusion

The grounded theory methodology to research has been contested various researchers and
some consider it to be a non-traditional way of explaining the technical essence of software
engineering and security practices (Stol, Ralph, and Fitzgerald 2016). The argument is that
the researcher may not have sufficient background knowledge of the relevant problems in the
study area and consequentially, not produce novel contributions to the body of knowledge.
However, there’s a lack of theoretical knowledge around the work and practices of software
professionals and theories can help us explain software engineering and its practices from
different perspectives (Pdivirinta and Smolander 2015). One of the contributions of this study
is in the full implementation of the grounded theory methodology resulting in a theory that
explains secure software development from the perspective of developers in SMEs. This also
serves as a reference point to compare the different approaches to studying the software
application development and security practices, people, and artefacts in different

organisational environments.

This chapter presents how a social constructivist variant of grounded theory methodology
was implemented, providing detailed account of the core grounded theory procedures and
techniques used and how the theory emerged. Majority of the data gathered were from semi-
structured interviews with support of observational data. The process involved concurrent
data collection and constant comparative analysis between codes, concepts, and categories.
Feedback on the interpreted data was also solicited from other software engineering, cyber

security, and social science researchers.



Chapter 4 Socio-Technical Factors and Secure

Software Development Practices in SMEs

4.1 Introduction

This chapter frames the research problem area and scopes the study based on the outcomes of
the initial data analysis. The outcome of the initial round of data analysis resulted in a
classification of conceptual categories, known as the CAMS taxonomy, which stands for
Context, Attitude, Motivation, and Support. The CAMS taxonomy is a classification of socio-
technical factors found to be relevant to current security practices of developers in SMEs
during the application development process. The taxonomy is an organisational system that
shows the relationship between initial conceptual categories and their sub-categories resulting
from coding phases in the grounded theory process. Four main conceptual categories were
identified: Context, Attitude, Motivation, and Support, with nineteen sub-categories (shown
in Figure 4.1) that are intertwined to reflect factors influencing how secure software

development is practised by developers in SMEs.

4.2 Approach

The work presented in this chapter shows the outcome of implementing the initial phase of
the grounded methodology described in Section 3.5. This study aimed to scope this research
and gain an understanding of the socio-technical factors that influence the practices of
developers in SMEs. The process involved semi-structured interviews with 12 developers in
SMEs across Europe, Africa, and North America. The data was then analysed using initial
and focused coding techniques described in Chapter 3 to identify core concepts about

security practices in the development process of developers in SMEs. The findings are the
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initial conceptual categories developed from analysis and visually represented in the
taxonomy. The socio-technical factors described in the taxonomy address the first research

scoping question: “What current key socio-technical factors are relevant to the security

practices of developers in SMEs?”

This process contributes to the construction of the theory presented in Chapter S, which aims
to explain developers’ experiences in SMEs and micro-businesses, providing a better
understanding of the activities, security knowledge, motivation, and perceptions that shape

their security practices.

4.3 The C.AM.S. Taxonomy
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Figure 4.1- C.A.M.S. Taxonomy
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The CAMS taxonomy represents core categories and subcategories identified at the end of
the initial coding phase of the analysis, leading to the construction of a substantive theory.
Figure 4.1 is a visual representation of the taxonomy of initial concepts. The word CAMS
was coined from the four categories considered to be key factors at this phase of the analysis.
Context, Attitude, Motivation and Support represent participants' perspectives of the factors
that influence their current security decisions and practices. Each main category and the

supporting subcategories are described in the following sections.
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Figure 4.2— Participants Distribution in C.A.M.S. Taxonomy

Figure 4.2 illustrates the distribution of participants in this study, which strongly aligns with
the categories created, highlighting the key factors presented by the participants. Although

the taxonomy may not encompass all existing factors that influence developers' security
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practices, the CAMS taxonomy enables further exploration of secure software development

activities within the SME organisational context.
4.3.1 Project Characteristics

The codes and concepts relating to software project size, budget, and timelines were
categorised as project characteristics. This is because these elements shape the approach,
tools, and technologies that developers choose to use in completing a software project.
Developers who participated in this study primarily work in small and medium-sized
software companies, and their software projects consist mainly of the services they offer,
including mobile and web-based applications. Every software project comes with different
specifications, requirements, and characteristics from various clients. Therefore, the
developers must define the project's scope, determine the necessary methodology to meet the
client’s request or the end-user’s problem, select the most suitable tools for the project, and

identify the required security measures for the product's success.

“Each project comes with its own uniqueness. So, if you have general standard

security guidelines, it might not be specific enough for that project’. [P1]

Due to the uniqueness of each project, developers must undergo various decision-making
processes, which participants describe as complex and challenging. The software project size
and type were key characteristics used in estimating teams, tools, technologies, and security
measures required. According to participants, different project types and sizes had two to
eight developers working on them concurrently, depending on their level of expertise in the
relevant problem area. Where more developers were needed, the work was outsourced to
freelance or external developers. In mobile and web app developers’ PI and P2 companies,

the distribution of software project tasks was particularly dependent on the size of the project:

“My company is a really small company. I'd say...Well, two directors, but mainly me
running the day-to-day operations. But when projects do come in, I have people that
work on various parts of the project. On average, I'd say between three and five,
depending on the size of the project. When I start out a project, the first thing I go

through is to make sure the requirements are properly understood across both myself
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... I understand the requirements, and what needs to be done, as well as the rest of the
team. Depending on the specific type of project, I then decide how best to split the

work within the team.” [P1].

“The company has six developers.... sorry, seven developers. And depending on the

projects, oftentimes, it’s two per project’ [P2]

Participants often made references to the size of their companies during the interviews. For
example, saying, “My company is tiny” to emphasise the challenges they face as developers
in SME:s, juggling every aspect of the development process, including practices, tools, and
techniques. In addition to coding, participant P1 was also responsible for project estimations,
including team sizing and resource allocation. Developers in these SMEs often have to play
multiple roles due to limited human resources, ensuring that projects are completed
successfully. Whether it was a mobile app, web app, system software or game development
project, estimation and allocations were crucial tasks for developers in this study. This
highlights the need for software project management techniques and personnel to help
manage the entire project, which also includes ensuring that developers implement best

practices throughout the development process.

Another key aspect of project characteristics as a factor in determining the proper
infrastructure for development was that Participant P5, a mobile app developer, described the
complexities involved in deciding whether to use a public cloud service or their servers. This
ensured that they benefited from the server security services provided by the cloud service
provider during the app development process. Risk, budget, timelines, and limited resources
are also highlighted as factors that primarily affect their decisions to move their live mobile

app development projects to the cloud.

“So, instead of me deploying my server, I would actually put it on like a cloud service
because I know I don’t have the budget to think about A, B, C, D, E, F or whatever.
So instead of managing my server security, I would use something like that. Yes, aside
from security reasons, I use cloud services for everything else because you are
literally putting your whole business in their hands, in a way. For us, at that size, it

was an easy decision. One thing we know is that we don’t have the budget to do any
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of those things (any of the security ourselves), or even the knowledge to do it
effectively, at the very least. We knew that these guys do have the budget and the

motivation, so we are trusting that they will. Those are some of the ideas we used.

Depending on time, we would run on Microsoft Azure as an instance for our stuff.
Instead of us having to deal with all those things on our own, we tried to push it over

to whoever is running the cloud service.” [P5]

For other participants, estimating and having the proper budget to cover project contingencies
were also relevant factors that contributed to the challenges they faced during the
development process. Project contingencies are risk estimates and allowances set aside for
changes or unexpected events (McManus 2012; DeMarco and Lister 2013). According to
participants, this can be due to unforeseen costs arising from additional requirements,
changes in clients’ specifications, and the need for new or additional personnel when
implementing new security guidelines, such as those of the General Data Protection
Regulation (GDPR). These project contingencies are seen to contribute to the overall
constraints on the software project characteristics and have the potential to influence security

decisions.

“It all comes back to the cost of implementing changes. So, say for example, in some
of our projects, where we charge per hour or something, “Oh, definitely, why not?
It’s more money for the business.” But if it is my own cost going in, I might allow

changes once or twice. But I would frown at it further down the line.” [P1]

For developers in this study, whether it involves clearly defining project characteristics,
making estimations, or having a contingency plan, software application projects in larger
organisations may be better prepared compared to those in SMEs and micro-businesses.
Participants also expressed concerns about the inability to have contingency plans, combined
with the cost of implementing security measures. The analysis shows that project
characteristics are factors that directly relate to the context and motivation surrounding the

development process.
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Further discussions about Context and Motivation are presented in later sections. Although
project characteristics, constraints and contingencies may not seem like new insights in
security or software engineering research, we must present the exact findings gathered from
the data. This is to ensure that participants’ experiences in software application development

are adequately described and their relevance to supporting security practices is noted.

4.3.2 Individual Factors

The data showed a relationship between participants’ practices and their individual
experiences. We cannot ignore the role that a person’s values, knowledge, and experiences
play in their professional practices. Although the analysis did not involve a deep dive into the
psychological implications of personal characteristics on security practices, recognising
statements made by participant P3 concerning his approach to addressing security issues was

a key point in this study.

“The truth is I rely on my own imagination and on other people’s experiences. I talk
to people, yes. I ask questions. “OK, when you were hacked, how were you

attacked? How did you fix it?” [P3].

Participant P3 is a mobile app developer who sometimes relies on his imagination as a way of
considering security measures. P3 also depends on the experiences of other developers who
are probably part of his team or close community. According to participants, developers
generally work on several software projects concurrently, and so considering security
activities for multiple live projects running on different platforms can be taxing. Therefore, it
is not out of place for developers to rely on their intuition, personal experiences or quick

responses from peers to make sense of potential security threats and countermeasures.

Further analysis of the interview data reveals that security sensitivity, stemming from past
negative experiences, was another crucial factor contributing to the adoption of security
practices in the development process. For example, P3, who was previously a hacker,
describes the effect of their experience on their current views of security practices in their

role as a mobile app developer:
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“It means a lot of things to me personally, because before I started developing, I used
to be a hacker. So, what I did was just to break into vulnerable servers on the web and
go in through the back of it. When I was in school as well, I found several vulnerable
points on some of our web services. So, when I did that, I reported to the IT team to
fix them. I got rewards for a couple of them, so it was kind of interesting. From
experience, I try every way I used to hack. So, I try it on my apps to see if they are
vulnerable. Even while I'm still coding, I consider those things and I block them.
“OK, can the user go in through this? Can a hacker go in through photo upload?
OK, why would he be able to? Oh, yes, I left out this extension. Let me add that.”
[P3]

Individuals, such as participant P3, reflect on their personal experiences, alongside other
factors, to shape their approach to addressing security measures, which becomes part of how
they practice secure software development. Personal experiences with either having your app
attacked or being the attacker contribute to how they view security in software development.
Most participants describe the impact of individual factors and experiences on security
practices as both positive and negative. It might enable developers to be more security
sensitive; however, it limits the developers’ capacity to see beyond their own experiences.
Consequently, this may influence their attitudes towards implementing software security
measures. Some participants also described how shared experiences of other developers

influence their security practices.

4.3.3 Collective Factors

Collective factors represent the collective expert knowledge and personal experiences of
cyber threats or attacks that developers have shared within their teams and communities.
Similar to the Individual Factors discussed in the previous section, participants rely on the
collective knowledge, expertise, values, and experiences of their peers as they navigate issues
encountered during the development process. These shared experiences and knowledge were
categorised as Collective Factors and represent one of the key factors relevant to the security

practices of developers in this study. The nature of the interaction between the social aspects



4.3 The C.AM.S. Taxonomy 69

of sharing collective knowledge and its implications for the security of the software products

that developers create makes this a key socio-technical factor.

During the analysis, participants were found to rely on collective knowledge, experiences,
and resources within their developer communities. Almost all the study participants belonged
to at least one developers’ group, both virtually and physically. These communities are
described as being social and/or professional, providing developers with a space to share their
development experiences and discuss issues related to tools, techniques, and practices. These
discussions shape their approach to implementing security measures and determine which

practices they consider relevant to their development process.

“This is a very important layer regarding security, so this is a network layer that, yes,
[answers] all the communication. So, I would feel nervous if this library is only used
by like 3% of the development population. So, I will use this popularity as a measure.
If this is a popular project, then ... I mean, if I ever encounter the issue, then 50% of

the world will also face the issue, so yes, so I will take that bet.” [P8]

Participant P8 described using libraries and technologies suggested by other developers. They
described a feeling of ‘nervousness’ when using a library that people in their community do
not frequently use. Shared collective expert knowledge and experiences with libraries help to
ease the tension a developer might feel when introducing a new tool, technology, or

technique into their development process.

When asked about the popularity measure, P8 further describes the confidence in collective

knowledge:

“Popularity, and ... Not only popularity but also how it’s regarded in the developers’
community. There are a lot of smarter people in our community, and if they’re saying
this is safe, then okay, I will believe it...not random other developers, but people that

are considered top in our community.” [P8]

Within these communities, some developers are considered to be highly skilled and more
experienced than others. In vivo, participant P9 referred to them as “celebrity developers”.

The security or technical guidance and recommendations from celebrity developers can be
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said to have a social impact on the practices of the developers within their community. P9

explains further:

“In my experience with using Google Firebase [a mobile platform for developing
apps], I've just not heard of attacks on them. Based on reviews from other developers
and things that I read online.” We have celebrity developers around.. I think if they
get more involved in advocating for more secure apps, we will see a gradual change
in the outlook of app developers towards security. Developers who give talks, publish

regular articles and are popular within the developers’ circles. [P9]

It was interesting to note that developers in this study did not consider themselves to be high-
skilled ‘celebrity developers’ in their communities. They relied on the support of other
developers within their communities to support their security practices. The implementation
of specific security measures and technology is influenced by recommendations based on the

collective knowledge of their communities.

4.3.4 Context

Humans generally require some context to make decisions about any situation, and this is not
different for developers. Developers in this study explain that when approached by a client or
have an idea for a software product, they consider several factors, including who the software
is for, where or when it will be used, and the tools and technologies required to create it.
Deciding the ‘who’, ‘what’, ‘where’, ‘when’, and ‘how’ of the software product may require
extensive information gathering to ensure the task's completion. For participants, answering
these questions is particularly important in a small business context because there is a

possibility of not having a contingency plan.

Context here refers to the information gathered by developers regarding the circumstances
surrounding how their apps will become valuable and functional products. It can be in two
folds: the context with which their clients will interact with or use the software products
developed, and the context surrounding the development process itself. At this stage of the
interview process, participants focused on the latter. Contextual factors, therefore, are core

influencers in the adoption of software development and security practices.
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Figure 4.3— Context Surrounding Developers’ Security Decisions

Figure 4.3 is a network of factors that contribute to the context surrounding the development
of a software product. This visual representation illustrates the relationship between the initial
codes analysed as factors and explains the thought process involved in developing this
category. For every software product that the participants reported having worked on, the
project terms were either formally or informally set. The formal cases involved a project
belonging to a paying client, while the informal cases arose from a personal interest in an app
idea. Each software project is then characterised by the context surrounding its development
process, and this, in turn, contributes to the security measures considered for implementation.
The following paragraphs explain how participants recounted their experiences and provided
examples of these security considerations, based on their specific contexts. Additionally, as
discussed earlier in Section 4.2.1, Project Characteristics addresses these contextual factors,
providing a starting point for explaining the different areas that participants consider
necessary when the terms of the software project and product goal have been established.
Further descriptions of each relevant factor are presented based on discussions during the

interviews.
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i. Resources

Resources can be the amount of money, tools, technology, or the number of people needed to
complete a variety of tasks during the development of a software product. The availability or
limitation in the flow of these resources represents contextual factors that affect the effective
and efficient functioning of the development teams. Participant P8, an iOS mobile app
developer, expressed his views about the impact of limited resources in their small software
company. Participant P8 gives insight into how limited resources deter them from investing

in security during the app development process.

“So, as a small company with smaller resources, and when you have a lot of incoming
jobs, you have to just keep constantly developing, and you don’t have time for security
training, etc. As I said in a previous example, the security [incident] happens ... could
happen at one point, like, three years later, and so, it’s not something that happens in
a normal situation. So, yes, it is not a very good thing, but I think in a lot of cases, we
put a higher priority on delivering the job on time to the client and don’t really dig
deep into security. In a lot of situations, that is okay, probably 90%, 95%, that is
okay, and my company, a small and medium company, we probably take a bet on that
95% because we just need to keep moving, keep going, and keep the cash flowing. For
the big companies, they have more resources, so they can probably spare some

resources for [security] training while projects are going on.” [P8].

During the interviews, probing participants further about software security considerations and
training, P8 explains that the reason their development team did not consider security training
was that they couldn’t afford it. They further made a bold statement that there is a 95%
chance of no security incident due to the implementation of security knowledge gained from
their past experiences. Developers, such as P8, rely on their personal experiences as a
substitute for using other security measures that may require additional funds. This illustrates

the resources needed to integrate security measures into the development process.

Other participants, such as P5 and P6, also made references to resources, mainly financial

resources. When asked about the considerations for security implementation during the
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development process, P5 provided an example of using third-party services for data storage,

along with the number of resources required when choosing a service.

“Another one you think about is your data centre and how you’re storing the data.
There are so many places where there are different good and secured
recommendations and, usually, it depends on the number of resources you have, and 1

guess your motivation.” [P5]

In addition to resources, PS5 mentions motivation as a contributing factor that influences
security decisions. Data from P6 also adds security knowledge and experiences of developers
to the list of factors that contribute to long-term security decisions and practices. We explore

the issues around motivation and security knowledge later in the sections.

“I think it’s mostly knowledge and experience that makes developers better with
handling security issues and may be available resources. Not all companies, but
some small ones that have some money like to get penetration testing services to go

through the application, that is what I think.” [P6]

For these developers, the availability of resources was a contextual factor that informed the
decisions they made around software security measures when they received a project. In
summary, participants report that the planning and execution of a software project primarily
depend on the resources available for the project, as well as the security experience of the
developers working on that specific type of software product. More details are needed to
specify the software's purpose and justify the required resources. The software requirements

specification process enables this stage of the development process.
ii. Software Requirements

During the interview with participant P4, they explained the thought process of their team
during the process of eliciting software requirements for their apps, and implementing any

security measure was primarily context-based or not a priority.

“It depends on the choices we make when we are deciding on our software

requirements. For example, when we were choosing which server to go with, security
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was number one because we had to make sure the server was secure. Now, when we
were choosing the frameworks to go with, security was not number one, because there
are way more important things at that point than security. So, it depends on what it is,
in the context of what we are looking at, and then we try to make the best decision for

us at that point.” [P4]
The participants’ response was probed further:

“So, what I'm saying is, security is not 100% of what’s happening in our heads; we
are not security specialists or experts, always looking for security everywhere, but it’s

just a part of what we do.” [P4]

Specifying security requirements during the planning phase of the development process may
not have been instinctive to the participants, as they are not security experts, or it may have
been beyond the scope of the project deliverables. This is not because they do not care about
the security of their product, but, like developer P4 explained, it doesn’t take priority until
some context is provided to support the security decision. Participant P7 also shares some

thoughts about security considerations from the start of the development process:

“From the initial phase of the development process, gathering the tools you need,
identifying what the application will do and designing, we have to be mindful of
particular security checks. These checks can actually tighten the security as it
concerns cyber-attacks. Initial security checks can be done at the beginning of the
development process. I think it’s all about building solution applications and knowing
the particular places...or particular tools you should put in place to avoid

vulnerabilities and restrict all these things (like access).” [P7]

P7 is an app developer who works in a team of about 3 to 5 developers, depending on the size
of the project. He also works for a medium-sized company with approximately 50 employees
in the trading and financial markets sector. His company has provided security training for its
employees due to the peculiarities of the industry. The initial analysis of P7’s report

suggested that they may be presenting their perception of security based on experience in a
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more formally structured organisation, where security discussions are conducted from the

start of the project or when developing any financial software application.

As described in Chapter 2, Recommendations, guidelines, processes, and frameworks for
incorporating security tools, technology, and practices as part of the software requirements
phase of the software development process have primarily been represented by large

organisations and software companies. However, how applicable are they to developers in

SMEs?
ili.  Cost of Project

Participants explain that software projects are typically assigned a relatively low budget due
to limited resources. Budgets typically depend on the client's willingness to pay for the
project or the amount of funds they are willing to invest in it. According to the data, low
budgets coupled with potentially high costs of delivering a software product with high-quality
security technology were one of the main reasons why investments in security may have been
given less priority when compared to delivering other features and functionalities of the
software product. Many participants expressed that, among the costs associated with each

project, the cost of implementing security was a key challenge. One participant P5 said:

“Basically, your thing [app] is only as secure as how much money you can put behind

it.” [P5]

For participant P5, the quality of security in a software product reflects the funds allocated for
its implementation. Whether an app is secure or not is mainly dependent on the amount of
money the company or client is willing to invest in it. This alludes to the fact that security
comes at a high cost for developers in SMEs. For participant P8, the additional cost of

security to a project’s budget may dissuade clients from offering them the job.

“However, a lot of our projects are fixed [bid]. It’s because of the business
requirement. A lot of client companies want to just pay a fixed fee upfront, and you
don’t want to pay more, even if the scope has changed a little bit over the course,
even if we have found new things on the course, and it has increased the cost and

scope, but yes, the company doesn’t really want to.” [P8].
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Participants who have clients from other larger companies agree that the project cost is paid
based on a fixed agreed price when bidding for that project. Therefore, if any security
considerations or measures need to be introduced during the development process, it is
challenging to make changes or add the security cost due to the agreed-upon fixed project
price. This proves to be a difficult decision for most developers in this study, as they do not
want to lose their clients due to competing bids from other companies. Developers such as

participant P4 also agree that money and cost drive the outcomes of the software.

“Money is a major thing in every decision. The software we build and how we sell...I

am — I'm very cost-driven. Everything is about cost.” [P4].

As the central decision-maker in a small company of six developers, Participant P4 describes
their software business as cost-driven, as this reflects the company's goals and overall vision.
The availability of funds and proper allocation of these funds during the software
development process are key factors that drive software development decisions. Furthermore,
P4 admits that they had never really considered the cost of implementing security during the

software development process.

In other organisational contexts, such as that of Participant P1, the costs of implementing

specific security standards, such as the PCI DSS, contributed to security decisions made.

“We launched a product called MW. It allows us to process payments on our own ...

I think, at the time, it was kind of cost-effective in that it was 0.2% lower than what we
were being charged by PS [an integrated payment solution company] and the interest
rates. We made the call not to use MW because it was taking the credit card details of
the customer and passing that onto our API. The fact that you are taking the payment
details on your own phones, we really need to be PCI DSS compliant. So, we had to
go through that PCI DSS process. And although we would probably have been PCI
DSS Level 2 or Level 3, for us, as an organisation, the funding wasn’t really there at
the time to go through that. We just thought, “Well, why go through all that process
for 0.2%?” So, it just didn’t make any sense for us.” [P1]
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The Payment Card Industry Data Security Standard (PCI DSS) is a standardisation scheme
created by the PCI Security Standards Council for organisations that handle debit and credit
cards (“Payment Card Industry Data Security Standard” 2009). It is also considered to be a
cybersecurity compliance certification and requirements checklist for integrated payment
technologies. For participant P1, paying to be PCI DSS compliant and certified was necessary
to some extent due to the type of software they built, but it incurred additional costs for the
project. P1 and their team decided to pay a third-party payment platform provider (PS) to host
their app. The third-party company, PS - already possesses the PCI DSS certificate. Whether
or not they were comfortable with the level of security provided by the PS company, it
seemed like a better option compared to the expensive and tedious process of becoming PCI
DSS certified themselves. To P1, the PS company is now responsible for the security of their

software.

For developers in SMEs, such as P1, they can cover the cost of assigning security
responsibilities to third-party security service providers. The liability of assigned security
responsibilities can put developers and SMEs in a tight decision-making position during the
development process due to potential costs associated with security breaches. During the
interviews, our participants were clear about the importance of having available resources

that cover all costs of the app project, including security measures.
iv.  Time Constraints

All participants mentioned that there was not enough time for security considerations during
the software development process, as it was more important to deliver a functioning app to
their client within the set timeframe than to implement any security measures that might
extend the time. Participants claim that it is difficult to anticipate the time required for
security checks, and they may not be able to incorporate it into the agreed-upon timeline. For
a developer focused solely on features and functionality, there is a willingness to disregard
recommended security practices or easily make them an afterthought due to the timelines set
by the client. When asked about their security decision process, P3 was more concerned

about delivering the software product on time:
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“Sometimes, I'm like, “I could have done this in a better way or more securely, but
who cares? This client wants it on time. When I'm upgrading, I would focus more on

security.” [P3]

Participant P3’s statement initially draws your attention to the phrase and question, “but who
cares?’ It can be assumed that the developer thinks that if no one cared about security,
including the client, then there may not be a need to prioritise it. However, upon further
analysis of the entire statement, P3 initially questioned their actions and considered secure
software development to be a better approach. Delivering the app on time was more
important. Another participant, PS5, also expressed concern about time constraints and their

impact on the thought process of developers regarding security in app development.

“I think that it is probably the biggest constraint, like how much time can you really

afford to give towards thinking about the security of something?” [P5]

Fast project delivery times and stiff launch dates are significant factors that contribute to what
participants describe as efficiency in their line of business. According to participants, project
timeline expectations and client approvals are usually shorter than what is needed to deliver
the software product but are less strict for personal interest projects. The context of the time
frame for delivery depends on whether the product is client-driven or individual, and this may
influence how these developers consider implementing security measures in the software
development process. The developers could include an estimated timeframe required for
additional security processes in the overall project timeline as a default; however, other
factors, such as the project's overall cost, available resources, and clients’ specifications, must

still be considered before a security decision is made.

“Speed over quality, including the security and stuff. Yes. So, yes, it’s the same
situation, so you have to deliver the project within this certain time limit, in order to
keep the company going, and in a lot of cases, you plan for the quality, for sure, but

not a very detailed level of security is planned, I'd say.” [P8]

Participant P8 agrees that implementing proper security measures for their software

applications is considered an added quality to the product. However, if security measures are
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considered to add quality to an app, it is crucial to understand why developers decide to
deprioritise the quality of their software product. The opening phrase in P8’s statement,
“speed over quality”, explains a reason for the trade-off that some developers have to make
during the decision-making process of an ongoing software project. Even with good
intentions to deliver a secure app product, developers in SMEs, such as P8, must decide
whether to implement security measures or no security at all to keep developing their apps at

a fast pace and ensure a steady flow of jobs from clients.

4.3.5 Attitude

It is complex to generalise the attitude that developers, like every other individual, express
towards anything. For participants in this study, it was essential to understand their thoughts
and feelings regarding security in software development, considering their SME context and
how this becomes a practice. Participants expressed their attitudes towards software security

practices in various forms.
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Figure 4.4— Developer’s Attitude Towards Security
i.  Confidence

One form of expression of attitude identified during analysis is confidence in self, group, or
community expertise. Participants had a certain level of confidence in their past security
experiences, software engineering skills, the security standards of the platforms and

development kits they use, and in members of their developer communities. Self-confidence
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and efficacy were expressed mainly by participants with a background and training in
security. Some participants were confident in their ability to identify and address
vulnerabilities and threats to their apps. In comparison, others were confident in the security

standards of the tools and technologies they used.

“I’ve got a master’s in computer forensics, and I've got security experience and
background. I kind of take security seriously and consider it. So when I’'m doing
architecture, I'm thinking, “OK, how is that information going to be stored? Are we
making sure that we’re using encryption? What kind of encryption is being used? I

consider all that. I'm confident in deciding what needs to be done.” [P1]

Participant P1, a mobile and web developer, describes their confidence in making security
decisions concerning software projects as a result of the knowledge gained from security
education and experience. They claim to have the correct set of skills and abilities needed to
handle any security challenge faced during the development process, regardless of any
organisational context. This informs considerations for the proper encryption type, data
storage, and access policies that comprise their security practices. P1 also claims to take a
proactive approach to addressing security in software projects because they are confident in
their abilities. In contrast, participant P9 takes a more reactive approach to implementing

software security, as their apps have never been attacked, which builds confidence for P9.

“I have not had any intrusions in my apps. I have not had any major cyber security
concerns, even from my users. So, I think there is just that level of slight
confidence...maybe not confidence but this relaxed atmosphere about what I'm doing
and if it isn’t broken, what is the point of fixing it? Yes, that kind of mentality. I think
that adds to it.” [P9]

The interview with participant P9 was fascinating because they didn’t want to be perceived as
being too confident in their security knowledge or in the fact that none of their apps had
experienced any security breach. The statement, “if it isn’t broken, what is the point of fixing
it?” may be interpreted as meaning that if there are no threats or security breaches, then why
bother with security now? This reactive approach and laid-back attitude were common across

most of the developers in this study.
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Participants also described confidence in the frameworks, platforms, tools, and technologies
they use. They had confidence in the security standards of the larger organisations that build
these tools and create platforms for curated app security guidelines and information.
Platforms such as the Open Web Application Security Project (OWASP, 2021) are trusted to
provide recommendations for security best practices, guidance tools, and frameworks needed
to develop secure applications. However, some participants do not consider it necessary to

implement the OWASP recommendations.

“For me, what I get from OWASP is more than enough really. And OWASP is quite a
big organisation that keeps me informed about what exactly is happening in the app

security world and things like that. So, I don’t generally tend to look anywhere else.”

[P1]

“One of the things we do every year is, we revise the OWASP top 10 standard
guidelines, but then with the OWASP standards, you still have to be very aware of the
data you apply to your daily coding and who has access. In terms of security, for

example, we do things like communicate via HTTPS, which is an encrypted protocol.”

[P6]

Apart from security information sources such as OWASP, participants expressed confidence
in the development kits and platforms they use, as well as the impact these have on their
security practices. They explained that these software development kits have been created by
large organisations with the necessary structures and resources in place and are automated to
include the best security measures in their tools, so that developers can rely on them to build

secure apps.

“I monitor our app security when using Google Firebase. I delegate most of my
security concerns to reliable third parties like Google. For instance, Google’s
Firebase is a structure that has been standing for several years. Although it wasn’t
initially for Google, Google acquired it and in my experience with using Google
products, I believe they work hard to ensure that your details (projects) are safe with
them. Also, reviews from other developers, I've not heard of any cyber-attacks while

using this platform.” [P9]
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P9 is a native Android app developer who works for a medium-sized company and also
works on independent software projects. In the statement above, P9 expresses confidence in
knowing which security technique to implement based on the recommendations of the
software development tool used, Google Firebase. P9 describes Google Firebase as a secure
platform used in developing their mobile and web applications. For developers in SMEs such
as participant P9, there is a dependency on platform-specific security measures for their

software.
ii. Trust

It was challenging to interpret what trust meant to developers in this study, because trust can
be defined in multiple ways. A connection between confidence and trust in one's own and/or
group's software security abilities was identified during the analysis. To gain an
understanding of trust in the context of this study, the focus was on how participants
described trust based on their experiences or used the word in their statements. In one way,
participants described trust as a form of group-efficacy or in-group expertise. They were
willing to implement security recommendations from members within their developers’
communities because they trusted these recommendations to come from the genuine
experiences of community members. To some participants, these communities represent a
form of social structure characterised by hierarchies based on expertise within the software
development ecosystem. Members within this social structure relied on each other to share
experiences, resources such as information about platforms or new technology, security
recommendations, codes, and code reviews. Some developers in these communities were
considered to be more trusted experts than others in the field. The opinions of trusted experts
are given higher weight, and their suggestions inform the practices and decisions of other
developers within their communities. P9 referred to these trusted experts as “celebrity

developers” because of their reputation within the community.

“If the celebrity developers get involved and advocate for more secure apps, we would

see this gradual change in the outlook of developers towards security.” [P9]

Not only do developers’ communities play a major role in shaping the practices and beliefs of

participants but specific individuals in these communities are considered to be major
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influencers. P8 explains these further, describing trust in the words of developers they
consider to be “smarter” in their community, to recommend secure software development

tips.

“There are a lot of smarter people in your community, and if they’re saying this is

safe, then okay, I will believe it.” [P8]

Although participants, such as P9, describe trust and confidence in the information gathered
in developers’ communities, they also expressed concerns about the lack of discussions
around security within these communities and a divide between developers and security

experts.

“I also think that security is just something that is not discussed enough in developers’
circles. I meet with some other developers almost every week, and we rarely have
discussions about it...or rather I do not hear people talk about security. I think it is

not properly ingrained in the app developers’ culture.” [P9]

Whether they are ‘smarter people' or celebrity developers, analysis showed a sense of
hierarchy in the security expertise levels among developers within these social structures and
communities. This may place a responsibility on the developers at the top of this hierarchy to
ensure that they raise software security and cybersecurity awareness through ongoing

conversations.
ili. Individual and Collective Security Responsibility

While some participants assumed the role of security expert and became responsible for the
security measures practised by their team, others delegated security responsibility to third-
party services, other team members, or “celebrity developers” whom they assumed to be the
security experts. Participants expressed their sense of responsibility in various forms, both
individually and collectively. For some participants, individual security responsibility comes
with a sense of authority and control over access to data during the development process due

to their roles within the organisation.
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“Server details need to only be shared with people [team members] that really need
access to it. So, if you are not working on a feature where you really need it, then I
am the custodian of that information, or the project manager is the custodian of that

information, and you only can request it when you need it.” [P1]

In PI’s statement above, the participant refers to themself as the “custodian of that
information” to emphasise ownership and control over the distribution of and access to
information within their team. P1’s statement can be interpreted as a form of individual
security responsibility, ensuring that other team members are compliant. However,
participants such as P6 and P8 believe that specific development roles, such as DevOps
(Development Operations) or Quality Assurance (QA) personnel, are responsible for and

have the authority over security decisions.

“So, in my current team, there are the DevOps guys in my team who make the security

decisions” [P6]

P8 describes a form of collective security responsibility shared between the development
team and the client. P8 argues that it isn’t the responsibility of developers alone to know
about security frameworks and guidelines, instead, the onus is on the entire development

team including the client, to ensure that the final software product is secure.

“I think it is a QA rather than the developers. So, there will be the QA on the client’s
team and then on our team, definitely following security guidelines more diligently

than we developers are doing.” [P8]

P6 then further describes security responsibility as an activity that involves the entire
development team, other members of the organisation, as well as the end-users of the app

product.

“I think the whole development team should be thinking about security. Just the same
way the whole company should be about GDPR and data protection. Everybody has
the same sort of responsibility... I think the users should be responsible too. When you

are using a password, I would say users should be responsible. If you put in a
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password, the person using the application should make sure that the password is

strong. I think the platform providers would also be responsible.” [P6]

One additional form of collective security responsibility, as described by participant PS5,
involves a shared responsibility between developers and platform providers or third-party
services. According to participants, it is the duty of organisations that create software
development kits and third-party service providers who develop APIs and libraries to ensure

that their tools meet specific security standards.

“So, if you push your code to a repository, what you've done is you’ve put the
responsibility of securing your code to them [third-party services]. Now, if you were
really paranoid, what you’d probably do is, before sending the code, you would
probably encrypt it locally...I think the whole team is responsible for security. The

users should be responsible, and the platform providers should also be responsible”

[P5].

In summary, the analysis shows that developers in this study agree to both individual and
collective security responsibility. With collective security responsibility, security decisions,
measures, and practices are shared across development teams, clients, end-users, and involve
the role of third parties and communities in these security decisions. Individual security
responsibility represents the role and duty of the developer in ensuring that the final product
meets acceptable security standards. Furthermore, it is essential that software development
kits, platform providers, and other third-party suppliers understand that developers in SMEs
rely on them to assume the majority of security responsibility for their development tools.
Whether a developer feels individually responsible for security or depends on the shared
responsibility of team members or platform providers, these varying levels of responsibility

may influence developers’ attitudes towards security.
iv.  User versus Organisation Protection

The analysis showed that it was important to developers to protect their end-users, clients and
organisations from potential attacks that could occur due to vulnerabilities in the apps they

had built. Apart from deciding between protecting clients or end-users and reducing project
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costs, participants also described their reactions to the impact of these decisions on their

business integrity and brand reputation.

For participant P1, there was a concern about clients not heeding their security advice and
recommendations. Clients may decide to cut down on or avoid additional security costs,
which contradicts the developer's security advice. As a developer with security knowledge,
P1 explains the burden of responsibility for protecting both their small software company and
its clients. Clients cannot be required to pay an additional charge for implementing specific
security measures. So, whatever the consequences may be, the reputation of this small

business is also at stake.

“My job is to provide technical guidance and security advice, develop the software
and help the client understand the length and breadth of what we’re working on. So, if
I’ve provided the advice and the advice is not taken, as long as it’s not something that
would generally tarnish my company’s image, then I am in business to make money.”

[P1]

P1’s statement above was particularly interesting because of the roles of the client and the
business context for making security decisions in the software development process.
Although security practices are still expected to be done at a certain level regardless of the
cost implications, developers are left with deciding to trade-off security for other features
when the cost isn’t being covered by the client. These business dynamics may contribute to

how developers in SMEs are able to practice security effectively.

“We deploy to different platforms depending on the client’s capacity and scope of the
project. We worked with a company in the past that outsourced their app development
services to a separate IT service company that outsourced a part of the project to us.
So, we had to depend on the IT company that provides the client with the tech for
information with limited access to the client themselves. Sometimes, as developers, we
might need to use certain security APIs and they will say it’s not within the scope of
what the client had paid for and then everyone starts arguing back-and-forth about
how to move forward. It was a terrible experience. Everyone ends up doing what they

think is right for their business.” [P12]



4.3 The C.AM.S. Taxonomy 87

P12 also describes an experience that highlights how business dynamics contribute to security
considerations when working on software projects. Developers need to work within the client
or business budget, and so if there are any security measures that require extra funding, they
are likely to be disregarded until there is an actual incident. The developer then prioritises
protecting their business name against the consequences of not implementing security

measures, practices, standards, or technologies.

Priority given to protecting the business versus users or clients relies on whoever is ready to
cover the cost of security, and this may motivate developers to consider their security options
during the development process. For small businesses, ensuring that the users or clients and
the integrity of the business are protected requires more than just knowing about software
security practices. It comes with understanding trade-offs, costs, and proper project
management. In addition, protecting the organisation isn’t only about implementing the right
security measures, it also involves ensuring that the business stays afloat, and its reputation
remains impeccable. So, developers must continuously find ways to fulfil both business and

client’s interests.

4.3.6 Motivation
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Motivation was another core concept that was identified during analysis. Developers in this
study discussed various reasons for why they made certain security decisions and did some
security activities. They explained that developers are mostly motivated to perform security
activities such as code reviews, penetration testing or vulnerability assessments, based on
their existing knowledge of security, access to the right technologies, client specifications,
resources available and personal experiences with cyber-attacks or threats. In addition,
participants also claim that these motivating factors provided good opportunities for them to
learn about new security trends, practices, and standards. In the subsections below, more data
from the participating developers were analysed to describe their prominent motivating

factors.
i. Personal Experiences and Background

One motivating factor for adopting security practices during the development process was
developers’ experiences, expressed by participants in different forms. Apart from academic
and professional security training, experiences were described from personal encounters with
security breaches and cyber-attacks. Participants also described the security experiences of
other developers in their communities that motivated them. Academic background,
professional security training and personal encounter serve as reference points for developers

to adhere to certain levels of security in the software projects.

“I’ve got a master’s in computer forensics, and I've got security experience and
background. I kind of take security seriously and consider it. So, when I'm doing the
software architecture, I’'m thinking, “OK, how is that information going to be stored?
Are we making sure that we’re using encryption? What kind of encryption is being

used?” I consider all that. I’'m confident in deciding what needs to be done.” [P1]

Unlike participant P3’s experience described below, developers such as P1 are motivated by
the personal desire to implement various elements of their security knowledge gathered from
training. This security knowledge motivates the willingness to apply security measures during
the development process without necessarily considering the external rewards for their

actions.
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“From experience, I try every way I used to hack. So, I try it on my apps to see if they
are vulnerable. Even while I'm still coding, I consider those things and I block them.
“OK, can the user go in through this? Can a hacker go in through photo upload?
OK, why would he be able to? Oh, yes, I left this extension. Let me add that.” [P3]

To give some context to P3’s statement above, during the interview P3 had described
themself as an unethical hacker before developing mobile apps full time. Their past
experience as an unethical hacker motivates current security practices and activities as a
mobile developer. Developers such as P3 rely on their instincts to practice software security
effectively by ensuring that their apps are protected from potential attacks that are similar to
experiences from their past. Participant P3 may have been driven to a certain degree because
of the sense of self-guilt, personal fulfilment, or the need to outrun potential attackers, since
they used to be a hacker in the past. This serves as motivation for implementing certain

security measures during their software development process.

According to most participants, complex security guidelines and certification processes can
be difficult, causing developers to ignore best practices or push security decisions further
down the development process pipeline. This is to avoid spending extended periods of time
trying to learn about new security measures for each unique software project, which could in
turn demotivate the developer. P10 describes some form of complexity with security
guidelines. This may be as a result of no security training and background, or that the existing

security guidelines or standards are just difficult to implement.

“I haven’t experienced any security issues in eight years of being a developer. So, no
motivation to implement security. We don’t have the time to read a bunch of security

guidelines, I think security measures and guidelines need to be made easy.” [P10]

“Get your customers first! I recommend this because setting up proper security in a
shared cloud environment, for example, is not straightforward. Okay, now imagine
that process taking six to seven weeks of the app project time, just because you want
to follow security best practices and your product is not even out yet. So, we deploy
first then start fixing security issues later. Okay, I know this sounds bad when I say it

like this but that’s what it is.” [P12]
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Participants P12 also described difficulty in setting up the right security measures and
allocating the appropriate time for security between development and deployment. Even with
security knowledge, P12 suggests that it is better to focus on building and deploying the
features and functionalities of the software first before considering security based on past
experiences. Developers may be motivated to adopt security practices based on their
background or personal experiences but can also be demotivated by other factors due to their

organisational context.
ii. Security Knowledge and Awareness

Participants reported their various means of acquiring and sharing security knowledge within
their teams and communities. Security knowledge was gathered from personal experiences,
academic background, security training, developers’ community discussions and online
forums. For participant P3, acquiring knowledge from other developers was a good motivator
for adopting certain security practices. However, the challenge was that software security
topics were not often discussed as much as software scalability and performance within these

communities.

“Another challenge I just remembered, you only stumble on security tips as a
developer if you are following a lot of channels or a lot of fellow developers who are
into security, that’s what you see. Because I feel it’s more about interest. What you
see on the web most times will be how to speed things up or how to optimise that.
Nobody’s really talking about security ... Most people don’t really talk about security
and it’s a problem. Most times, they talk about performance and optimisation and
scalability. We learn about scalability, scalability, and scalability! Most of the

frameworks we have, focus mostly on scalability, rather than security.” [P3]

This is a particularly interesting situation because as identified earlier during the analysis
process, developers in SMEs rely heavily on their communities to provide guidance for their
security practices. When members of these developers’ communities rarely discuss security
topics, then individuals are likely to focus on the areas of development that are frequently
discussed. These communities serve as learning platforms for developers in this study.

Hence, a variety of security discussion topics can support the practices of developers. We
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This is a key socio-technical factor that may influence how developers in SMEs consider

security tools, technology, and practices.

“As a developer myself, there are some practices that may leave my apps vulnerable.
So, while coding I have to think about, “Is this data coming from the user”? You
should avoid things like script injections, know about the database security issues,
know the libraries you use... that stuff. I think it’s mostly knowledge and experience
that makes developers better with handling security issues and also may be available

resources.” [P6]

In addition to acquiring general security knowledge, participants also agreed that it is
important to be well-rounded and learn about handling different cyber security incidents and
implementing software security. According to participant P6, having knowledge of the types
of security issues that you may encounter and ways to address these issues can motivate
developers to practice secure software development. For all participants, acquiring security
knowledge formally meant that developers needed to be trained to a certain level which
requires extra time commitment and funds. When we compare the statements from
participants P6 and P3 above, it gives insights into the challenges that developers in SMEs
face. When developers are unable to acquire the right security knowledge, it could impact the
outcomes of a software product. Developers in SMEs particularly will need additional
financial resources to be able to train team members and developers running micro-

businesses may need to pay a high price to get the software security information they need.
ili.  Availability of Resources

Resources have previously been described as a contextual factor that influence how
developers in this study reported their security decisions during the development process.
However, further analysis show that developers also classified the availability of both human
and financial resources as motivation for adopting and implementing security practices. For
example, being able to afford to hire a security expert to join the development team, or for
training more developers in software security. Participants explained that limited resources

can demotivate them from investing in security training, technologies or frameworks.
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Referencing participant PS’s statement again, the availability of financial resources motivates

security implementation and in turn, effective security practices.

“...it depends on the number of resources you have, and I guess that's the motivation.
Basically, your thing [app] is only as secure as how much money you can put behind

it”. [P5]

Other types of resources relevant to implementing software security practices include human
expertise. Participants described that a considerable amount of human expertise in security
and manpower are also needed to complete each software project. And so access to readily
available resources motivates the developers to consider the importance of practising secure

software development.
iv.  Client Requirement Specification

For most developers in this study, a software project typically starts with the presentation of a
requirements specification brief from a potential paying client. Participant P9 briefly

describes the process:

“Well, here is how it works, um, we get the feature lists from the business team, which
are presented by the client and then our project manager presents the clients’
requirements documents to the team. And then he outlines tasks, um, every Monday or
so we do reviews to figure out how far we’ve gone. As developers, we are left with
how and what we need to do to accomplish all the requirements and the timelines for
it. So, we have no formal structure really. I think our current structure just supports
personal creativity. Well, we have a level of control by the project manager, or the

lead developer.” [P9]

Clients’ requirement specifications may or may not include security requirements that
developers need to implement. According to P9, the software project plan depends on what
the client has stated and paid for, and each developer in the team works on their assigned
tasks. If there are no security requirements, then team review meetings may not include

software security discussions except the team already has security expert or developers with
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security knowledge amongst them. Developers are expected to do exactly what the clients

have presented in their requirements document.
“What I did was whatever my clients needed.” |P4]

At this stage, the study shows that the participating developers in SMEs and micro-businesses
rely significantly on some form of payment from the clients prior to delivering their software
products, so doing whatever the client needed may not include any security activity.
However, clients can be charged additional fees that increase the cost of the project and

resources needed to build a more secure software.

Participant P7 also explained that the choice of implementing security measures wasn’t solely
dependent on the money the client was willing to pay but also the type of client. For clients
with some level of security knowledge who may have requested for certain security measures
in their requirements specification document, P7 said they had to adhere to recommended
security standards to fulfil the request of this client. But for clients who just wanted a
working app, security standards may be initially ignored until after the first iteration of the

product.

“The thing is, there are particular clients I've worked with that have certain
standards that they want you as a developer to adopt. Some are non-technical people
who don’t know anything about any security standards, they just want you to build
their apps as a solution, present results really. Those that have technical knowledge

about what they’re asking us to do, give you an idea of standards to follow.” [P7]

Implementing security measures in the development process based on client specifications or
the client’s willingness to cover any extra security-related costs, raises further questions
about the role clients play in supporting and encouraging the security activities and practices
of developers in SMEs and micro-businesses. Even with the knowledge and experience,
developers may struggle to adopt security best practices if it means that they must use their
personal funds, or in other cases, clients who do not state that they require security features in

their software product.
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4.3.7 Support

In further interview discussions, participants described support as security recommendations
from other developers in their organisations or online community members they consider
having more security expertise and experience. Other forms of support described by
participants include platform-specific and SDK support and third-party security service

providers.

Security frameworks

Developers community & guidance tools
is associated with isa isa/

Recommendations is a—j-p- m
) | is associated with
is associated with is part of s associated with
Qutsourcing to
third-parties
Platform security Teamwork &
project management
is propérty of is property of
is property of
Coordination Communication
tools
Collaboration
methods

Figure 4.6— Developers’ Security Support Network
i. Developers’ Community of Practice

Most participants reported that although they can make decisions about implementing
security measures themselves, they prefer to get some sort of approval about the situation
from members of their communities. Interactions within these communities serve as a support
system for developers in deciding what tools or technologies to use, the security practices

they were necessary for their apps and how they were to be implemented.

“Developers actually follow recommendations from individuals [in the community]

more than they follow institutions and companies.” So, most of the time I go on Stack
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Overflow for example, when I am trying to fix a problem. And someone drops just a
random answer that is not the best practice. You can see other people commenting,
this is not the best way to be. As a developer, most times this is not the best way to do

this, but I'm getting what I want from it.” [P3]

Software development experiences, concerns, problems, ideas, skills, information about
various topics of interest within their communities. Participants claim to be avid followers of

recommendations shared by other members of the communities.
“I look up to mentors within my community and follow the norms.” [P7]

Some participants explained that community members would meet online or in physical
spaces to share their knowledge and expertise of different subject areas across the software
application development landscape. For security topics in particular, participants say they
relied on members they considered as ‘mentors’ within their communities, to provide security
solutions by recommending software security tools, technologies, and frameworks. Active
communication and collaborations within the communities seem especially important to
developers in SMEs and micro-businesses because participants described that they rely on
active responses to their questions as support for challenges they face during the development
process. For developers such as P3, the developers’ community seemed to be doing enough to

support their security knowledge.

However, some participants such as P1 were concerned about the lack of cyber security and
secure software development awareness within the developers’ communities or at events for

developers.

“I think awareness about security for developers is something that is a challenge.

Awareness at developers’ community events especially.” [P1]

Similarly, participant P5 worries about implementing security ideas and decisions without
verification from their community. Some developers in SMEs may rely on the consensus

within their communities about every security measure for their software projects.
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“It can feel dangerous if you are thinking of implementing your own security ideas
that have not been tested or refined by the community. Basically, you have a false
sense of security whereby, because you came up with this, you think, “Oh yes, this is

good” but because nobody has tested it, nobody has verified it.” [P5]
ii.  Platform Built-in Security

Participants also described that they lean on built-in, automated security measures provided
by their software development Kkits, platforms and third-party security services to support
their security practices. For participants in this study, the term ‘platforms’ represented a
variety of development environments, tools and frameworks used for software application
development, deployment, and management. An example of support is for Android web and
mobile app developers, they rely on the support, guidance and recommended security
practices provided by Google Firebase platform. It was initially unclear from discussions
with participants whether security mechanisms built into these platforms were enforced by
default, or whether developers still had to decide if they were going to enable it based on

fulfilling requirements.

“Yes, so we do think about security, but the good thing about software development
nowadays is that if you choose to use a particular framework, most of the time, or
more often than not, the security is built into it, so if you follow the dos and don’ts of
the framework, then you can safely say your application will conform to certain

standards.” [P4]

In addition to formal security training and knowledge, participants rely on their development
platforms for security mechanisms that support their security decisions. Built-in security
provided by these various development platforms and third-party security services can also
support developers in the form of contact help centres, wiki pages dedicated to security-
related information, recommendations, guidelines, tools, online forums for developers to

discuss issues or default security plug-ins in the development framework.

“I work with MVC (Model-View-Controller) frameworks, and these are frameworks

that have their own security, at least with Codelgniter. When I'm using the form
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validation libraries, it does its own security checks, which sanitises the computer,

filters, and scans for things. To that extent, I kind of feel my web app is secure.” [P1]

“I used a non-secure library once and GitHub started giving me these conditions that
that particular plug-in to my app isn’t secure. So, I had to change it. So that’s
something that GitHub does that is very good. So, they let you know if your plug-in is

a threat to your project.” [P3]

The GitHub notification example described by participant P3 shows that software
development platforms can enforce security mechanisms into the practices of developers.
Developers may still need some form of support or guidance from team members in deciding
what security mechanisms are necessary to implement on these platforms. In addition to
depending on built-in platform security, P6 advised that developers choose platform

providers that are considered to have advanced security standards.

“So, if you are a small team, don’t try to build your infrastructure yourself. Put your
stuff on maybe AWS, which is a secure platform, or put your stuff on maybe Google
Cloud platform. They are platforms that I like, quite mature. When you try to build
your infrastructure yourself or take care of your own security, then you end up getting
it wrong. I think a mature environment means that they’ve been around for a while,
they are enterprise ready. Enterprise-ready means that they’ve been used by different
other companies that also have really good security, or set a good quality, high
standard. Once those companies adopt them, more people in our community adopt

them ... like Spring Framework is really big in the Java world.” [P6]

Platform providers such as Amazon Web Services (AWS), Google Cloud or Spring
Framework, are described as “mature”, according to further discussions with this participant,
because they are owned by organisations who have been using the cyberspace for a long time
and have extensive experience, resources, and tools to ensure that advanced security

standards are maintained.
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ili. Outsourcing to Third-Party Security Services

Another group of developers in this study preferred to use the software and services of third-
party security service providers. Participants described these third-party security services as a
form of support, either by expertise from managed cybersecurity service companies, security
libraries, security-as-a-service provider software, or penetration testing services by

independent application security companies.

“Not all companies, but some small ones like ours, that have some extra funds, we get

a penetration testing service company to go through our applications.” [P6]

For developers such as participant PS5, thirty-party security services are also the immediate

option for security support:

“When I was more of an independent developer, one of the things I tried to do was to
piggyback on third-party services. So, instead of me managing my own server

security, I would use a third-party service software.” [P5]

However, further analysis showed that deciding what third-party security service company or
software to used depends on their popularity and credibility within the developers’
communities. Participants explain that they are more likely to outsource security tasks to
third-parties services if they come highly recommended within their communities. This
presents another socio-technical factor that is pertinent to the security practices of developers
in SMEs. This is because developers rely on their social groups and communities to support
their decisions to implement third-party security services, tools, or technologies. These
service providers and platforms also need to prove that they can handle everything security-

related for software application infrastructure.

“So, it becomes a matter of credibility, so I try not to use third-party libraries that are
not very popular. There are some de facto security libraries for different development
environments. For [0S, for example, there is a networking library called
ALAMOFIRE, and probably about 50% of us app developers use it. This is a very
important layer regarding security, this is a network layer that answers all the

communications.” [P8]



4 4 Conclusion 99

4.4 Conclusion

This chapter presents a number of factors that are relevant to the secure software
development practices of developers in SMEs. It is the first contribution of this study,
exploring the key socio-technical factors that influence the security practices of developers in
SMEs. The CAMS taxonomy was created to visually represent these factors and details of

each category was presented separately.

To further refine these categories, narrow the scope of this study and explore the social
dynamics during the development process of developers in SMEs, another round of
interviews was carried out using theoretical sampling techniques. The results are presented in
the next chapter with a theory constructed to explain and provide more contextual
information about developers’ experiences and key social dynamics that exist within secure

software development activities in SMEs.



Chapter 5 The Role of Clients and Relationships

in Secure Software Development for SMEs

5.1 Introduction

In this chapter, the findings from further investigation into the activities of developers in
SMEs and the resulting construction of a theory of the Socio-technical Security Practices of
Developers in SMEs are presented. The theory explains a social structure that explains how
developers in SMEs and micro-businesses context interact and manage relationships with
client to implement continuous security activities as practices in their development process.
The theory is made up of theoretical categories that show how the security practices of
developers are formed from the activities shaped by different human, social and
organisational factors. The theory also draws insight from initial factors captured in the
CAMS taxonomy presented in Chapter 4; refined to provide context for understanding the
experiences of developers in SMEs. This phase of the study is guided by the research
question: How can we theorise the relationship between these socio-technical factors and

the secure software development practices of developers in SMEs?

5.2 Approach

The aim at this phase of the study was to further refine the conceptual categories that
represent the broad socio-technical factors relevant to developers in SMEs, narrow the scope
of study, and evaluate the social dynamics between developers and clients during software
development in SMEs. To achieve this, another round of semi-structured interviews was
carried out using theoretical sampling techniques with another set of 13 developers in SMEs

across Europe, Africa, North and South America. Unlike the study approach in Chapter 4
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where discussions with developers were exploratory, the interviews at the phase were more
focused on participants’ description of the factors identified in CAMS taxonomy and how
these factors influence their security practices during software development. A theory is then
constructed based on their experiences to explain the role of clients and relationships in
secure software development for developers in SMEs. These interactions, dialogs, and
negotiations between developers in SMEs and their clients, and communities, and the impact
of these relationships on secure software development practice are described by the theory
constructs. The theory is then evaluated by presenting it back to developers who have
participated in the study through follow-up semi-structured interviews and scenario
discussions. The evaluation process was to identify if the developers found the emergent
theory to resonate with their experiences and was useful in explaining ways their security

practices in software development can be supported.

5.3 Theory Overview and Scope

To better explain the security practices of developers in SMEs, considering the factors within
the context of software development in SMEs, a theory was constructed. The theory of the
Socio-technical Security Practices of Developers in SMEs represents the relationship between
the individual actions of developers in this specific organisational context and the socio-
technical factors that influence their actions. This gives insight into the activities that
developers in SMEs describe to make up and influence their security practices during
development process, thereby contributing to the security and software engineering bodies of

knowledge.

Investigating the security practices in software development gives us a lens into the everyday
encounters of developers attempting to implement security measures in their development
process. The theory represents a dialectic between human activities (developers, clients, and
potential end-users), contextual factors, a security knowledge base (a collection of security
expert knowledge), and usable security technology within a specific organisational context.

The dynamic relationship between these concepts working back and forth together
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contributes to the process of how and why developers prioritise or deprioritise security

practices during the application development process.

The theory of the Socio-technical Security Practices of Developers in SMEs explains the role
of each identified socio-technical factors plays in the formation of security practices of

developers in SMEs. The theory statement is as follows:

For developers in SMEs to effectively practice (form security practices) secure
software development to produce (and deliver) a secured software product, they need
to consider the context in which this product will be used, gather information from
their individual or group security experience knowledge base, successfully navigate
their relationships with people involved in the process (clients, end-users, and other

developers) and have access to usable security tools and technologies.

The software application development process for developers in SMEs and micro-businesses
takes place within an organisational ecosystem where clients (and end-users) request for a
software product to be made. The main goal of the transactions between people in this
ecosystem is to produce a working software product. This software application can either be a
secured product or a vulnerable and unsecured product depending on the context surrounding
its development process, combined with the diversity of tools, technologies and methods used
by the developer based of their security knowledge. The interplay between elements of this
ecosystem forms the practices of developers and results in a software product that is
presented to the client or deployed directly for end-users. If there are no successful
transactions, negotiations, and dialogs between these elements for any reason, may result to
the disregard for secure software development practices and a potentially vulnerable software

product that is still been used by clients and end-users.

Figure 5.1 summarises the interaction between each construct of the theory and the
respective factors associated with them formed from further refinement of conceptual
categories classified in the CAMS taxonomy and further data collection. As shown in Figure
5.1, the possible outcomes of these interactions and relationships are security practices that

produce secured or unsecured or vulnerable software products. The relationship between
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these constructs and the scope in which they apply or exist elements form the building blocks

of the theory and are defined in subsequent sections.
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Figure 5.1- Diagrammatic Representation of the Theory

5.4 Theoretical Concepts

The components of a theory are conceptual elements that make up the building blocks of that
theory and are used to explain the how and why of a certain phenomenon (Mitchell 2014).
Bacharach also describes a theory as a “system of constructs (concepts) and propositions
Relationships between those constructs) that represent a coherent explanation of a
phenomenon of interest within specific boundaries.”(Bacharach 1989) The theory of the
Socio-technical Security Practices of Developers in SMEs is characterised by various

conceptual elements defined below based on a subjective interpretation of the qualitative data
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gathered. Each theoretical concept and the relationships between them are presented visually
in Figure 5.1 above. The relationship between people and the socio-technical factors
identified from the data such as contextual factors, usable security technology and an expert
knowledge base is determined by the flow of information within this SME organisational

ecosystem.
5.4.1 Organisational Ecosystem

The software application development process also takes place within an organisational
ecosystem where clients contact developers to build an application for their customers (end-
users) or developers decide to build an application that is accessed directly by the end-users
or sold via an application store such as the Apple App Store or Google Play Store. For most
of the developers in this study, the clients and app stores represent distributors, they are the
suppliers, and the end-users are consumers of the software product. Within these business
ecosystems, the aim is for the developer to create a product that meets the client’s requests or
desired specifications and the end-users’ immediate needs. Participants also explained that
their ecosystem also includes relationships with larger organisations, which they referred to
as clients. The need for the software product as well as the process of building this product

emerges from interactions within this ecosystem.

“I’ll give an example. Some people approached us in the past with their ideas. [ want,
like, Facebook, but for fishermen, and that’s all they can say, and that they have
funding. Or some people say, I want, like, Waze, but for families, so that’s clear if
they don’t really know what they want. We want to get engaged with people that know
their domain, or they’re willing to spend time designing the product. Then the product
discovery process; that is the next step. That needs to be in place. Product needs to be
either fully or partially defined, or the founder, the client, must be willing to spend

time in the product discovery stage.” [P13]

The term organisational ecosystem represents an abstract level containing various elements
involved in the process of developing and delivering a software product. The ecosystem may

consist of a combination of software methodologies, organisation entities, personal
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development styles, competing interests, corporate and government policies, company
culture, a collection of expert knowledge, a variety of formal and informal practices, and
supporting tools and technologies. Participants in this study agree that changes in their
ecosystem consequently have an impact on their final products, particularly, changes

occurring due to competing interests, government policies or changes in client specifications.

“I mean we’ve started developing the core and then the customer comes up to say,
“Hang on, this Ul that you gave me (designed) about three weeks ago, I want this to
be changed to this, this and this.” [P1]

“Regarding codes and the software, it tends to change because of the client, because

some of them like to use some type of tools, like using GitLab.” [P19]

Most participants who work directly with clients agree that changes during the development
process occur due to various factors such as the introduction of new client requirement
specifications or unexpected events that cause a change in the software delivery dates. These
changes are expected but they are particularly very expensive for SMEs because they usually
aren’t any budgets for contingency in place. When asked about flexibility and reactions to
these change during the development process, Participant P1 described how they would react
to changes requested by clients versus changes introduced by themselves, highlighting that

the main consequence of making any change is cost.

“It’s more money for the business if the customer makes changes. But if it is my own
cost going in, I might allow it once or twice. But definitely I would frown at it further

down the line.” [P1]

Developers in this study shared similar company cultures with cross-functional teams made
up of no more than ten people working on a single project and multi-disciplinary
backgrounds. Some participants in micro-businesses described theirs as a “jack of all trades”
situation with two or three team members playing all possible roles and taking on all
responsibilities associated with the development process. Cross-functional and multi-
disciplinary company cultures may exist in other types of organisations; however, it was

particularly vital for the SME:s in this study for project completion.



106 The Role of Clients and Relationships in Secure Software Development for SMEs

“Our team is cross-functional. It’s one team, no more than ten people. We don’t start
with ten people at the same time on that one day, one or two persons only. It could be
the Scrum master that will drive the process; it could be a tech lead, a senior
developer, that he can start understanding the domain, and then from there things are
going...There is no fixed process that we apply to it (developing a software product).”
[P13]

In addition to cross-functional, multi-disciplinary teams, participants also described their
business process as fluid with no fixed processes, being heavily dependent on the developer’s
interest, expertise, or client’s requests. Participants agreed that building a company culture
and structure for any SME is a continuous process that requires time, effort, and resources for

the business to thrive.

“It has a lot to do with building the culture. It’s, of course, the constant work that you
do throughout the life of a start-up, but mainly you need to start right. You need to
start with the right platform. What’s the best platform at that moment? It doesn’t

mean that’s set-in stone, but you need to have this discussion at the start.” [P13]

For most participants, an informal organisational structure with fluid company practices
contribute to the issues around division of responsibilities and roles for each developer. For
example, two participants P14 and P24, work for the same organisation - a small, fast-
growing software development company that provides a range of services from mobile apps
to cloud computing. P14 has about thirteen years of software development while P24 has
about nine years of experience with four years dedicated to infrastructure engineering. When
asked particularly about security responsibilities during the development process, P14 always
referred to participant P24 as the person responsible for security matters. P24 was expected to
play the roles of DevOps and Security Expert, apart from his assigned role as the
Infrastructure Engineer. On the contrary, participant P24 argues that security should be a
collective responsibility involving everyone on the team, and it wasn’t their role or
responsibility alone to address security issues during the development process. This reflects
issues around assigned roles and responsibilities with a fluid informal organisation. It may

also indicate the developers’ level of confidence in their security knowledge.
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“Everyone is responsible for handling security concerns, not just the infrastructure
guy, but I can say for sure that we are not prepared for security. As a team, we are
not prepared for making security decisions, and most of the decisions that we make

come from me.” [P24]

Within various organisations, participants described their categories of clients. Clients were
sometimes referred to as customers or end-users. However, clients were mostly other small
businesses and larger organisations who sold the resulting software products their own
customers. End-users were considered to be direct users of products developed by the
participants. Some of the participants also explained that their businesses focused on
developing and deploying products that was used internally by other employees who were
also referred to as end-users. A consensus among participants is that developers attribute
different levels of attention to each software project depending on the type of client and/or

the developer’s interest in their passion project.

“So, I started this company ten years ago with [co-founder name withheld], back then
we built apps for customers, but since 2014 when I took over the company fully, I
started to push the company towards more research, so most of the things we do are
mostly for in-house products, so for in-house apps, so we’ve had less and less clients’
work to do. So, nowadays, if we take on a job, it’s because we just feel like, okay, we
can flex our muscles with it. But most of our work is on maintaining and improving

[or adding new] products to our internal portfolio.” [P4]

The different elements of the ecosystem of a software SME need to work together, interacting
in one form or another as a system to produce a working software product. The dynamics and
changes within this ecosystem present various possible outcomes of the software product and
can possibly cause changes to the whole project. Changes in the organisational ecosystem for
SME:s in this study is also reflected in the complexity surrounding the roles that developers
play within these organisations. Participants explained that a developer can play the role of
the project manager, client relationship officer or business development manager in addition
to developing the software. Playing multiple roles in the organisation may influence how the

developer interacts with the software project and other elements within their ecosystem. For
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example, when asked about formal security training within development teams, Participant
P4 described how switching from developer to project manager influences the decisions made
during the development process. P4 started as the only developer in their company, and now
as the business grows, their role has changed to being solely in charge of discussing directly
with clients, bringing in business bids and making strategic decisions about projects with

little time for writing codes.

“My role has changed a lot. I hardly have time to write codes anymore because
someone else on my team deals with it. I now run the company and have to deal with
customers, team members, setting them in the right direction and prioritising stuff. It
will be silly of me to be investing in security personally. I would rather leverage on

someone else’s knowledge.” [P4]

Participant P4 is an example of a developer whose role switching has pushed their thoughts
about security lower on the priority list expect when a client clearly specifies the need for
security during the project planning and requirement specification phase. Then, they are

willing to discuss it with other team members or employee a third-party security service.

5.4.2 Context

“Without context, words and actions have no meaning at all.” (Turner and Bateson 1980)

Contextual factors influencing the outcome of a software product are unique to the different
stakeholders in the organisational ecosystem. Like every other individual, developers in this
study require some context to make decisions about various activities during the development
process of their software products. From design to development, launching and maintenance,
developers must consider the consequences of deciding to use one tool over another or

whether to implement a practice or not.
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From the initial analysis described in Chapter 4, some contextual factors that influence the
security practices and decisions of developers in SMEs were presented. Factors such as client
specification, software requirements, availability of resources, access to security tools, cost of
project, time constraints, and organisational roles and responsibilities were identified as key
drivers of developer’s security practices. Further analysis showed that these four primary

categories were the most important contextual factors considered by participants:
i. Domain

This represents the various sectors where the software product is being used. For example,
participants explained that an app created for a client in the financial sector may require more
attention to security than an app for the gaming sector. The domain of software product or

client’s sector was a major factor that influenced the requirements for the project and in turn
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affects how the developers implement any security practice during development. For
participant P13, having a client from the financial sector required them to pay attention to the
security aspects of the project from the beginning of the project. Their client was keen to
understand their security knowledge levels and the types of measures that may be
implemented even before the deal was finalised. However, when security requirements aren’t

specified by the client or do not involve financial transactions, they become less of a concern.

“It all depends on the type of project. We did a digital transformation project for a US
bank, so they wanted to hear from the start how we were going to tackle security, what do
we know about security before we even signed contracts because it’s money. Everything
that involves money, credit cards, tends to draw more attention, so when we don’t deal

with payment technologies then security is less of a concern, it can come later.” [P13]
ii.  Client Specification

Participants describe this as the requests and needs of their client for the software product. As
described in previous sections, clients of participants in this study ranged from individual or
micro-businesses to large organisations. Sometimes the clients presents a document detailing
their requirements for the software to the developers of a small software company.
Alternatively, developers bid for software projects sponsored large organisations. For most of
our participants, the client specification and documentation plays a critical role in
determining the timeline, tools, methods, and practices that the developer must work with.
When asked about making decisions about development tools, frameworks and security
measures implemented during the development process, some participants expressed how
dependent their decisions were on the client’s specific requests for their project. Participants
P1 starts by clearly stating that decisions for the project were client driven. Then P1 goes

ahead to describe their role and responsibility to their client as a developer on the project.

“The client decides. My job is to initially provide technical guidance, develop the
software and to help the client understand the length and breadth of what we’re

working on.” [P1]
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“Right now, we are building apps for some major big clients, so we can’t really afford

to make any mistakes.” [P5]

In a similar manner to Participant P1, Participant P5 and P24 attributes their actions and
decisions during the development process to be dependent on client’s specifications.
Participant P24 describes an example of a security standard that a client had specifically
requested for, the PCI DSS, which stands for Payment Card Industry Data Security Standard.
Specifying the security standard shows that the client is aware of the security needs of their
software product and require the developers to implement. This client specification can also
be seen as a motivator for secure software development for this particular software project, as
participants are worried about many mistakes or not meeting the expectations of their clients.
Participant 24 describes that the client’s request had to be fulfilled even if it meant hiring

external consultants.

“One thing to clarify, though, in one of our projects, the clients specifically told us, okay,
“we need security first measures on everything that we do”, so as developers we had to
be PCI DSS compliant. That’s okay. We understand that and we learned about it, and we
thought about it, and we hired some consultants to help us on PCI compliance and

everything else.” [P24]
ili.  Availability of Resources

To fulfil client’s requests or software project requirements, all participants agree that
resources need to be available. Participants described this as the presence of technological,
human, and financial resources readily available to complete the software project. These
resources need to be properly allocated in the best way possible to ensure that the
expectations of the software product are met. For the participants who are the actual owners
of the small business owners, the availability and allocation of these resources was a major

challenge.

“I think the first thing that goes through my mind is it can be really expensive to

maintain a security requirement because we can put a lot of tools and a lot of
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techniques around our application to make it secure that doesn’t let anybody access

things that they don’t need to access, or they don’t have authorisation to access.

It’s an expensive thing, it’s important, but sometimes we have to bring a little thought
about how much is enough because we can have sensitive data sometimes and we
have to put a lot of effort to secure it, but sometimes there is no need for it because we
don’t have that much important thing to secure. It really depends on the context and
how we approach the security. It’s important but sometimes we have to put aside the

correct amount of it.” [P22]

Resource estimations and allocations for a software project becomes an even more
challenging task when the developers has to consider implementing or maintaining additional
security measures. This is because participants explain that security requirement may require
more manpower, security technology or services that are considered expensive. With the
developers switching between various roles such as project managers, client manager or
business owners, ensuring that available resources are properly distributed becomes a
difficult task to execute. It might seem rather obvious that with more resources, software
SMEs can employ more staff or acquire the security tools or technology needed. However,

participants describe the decision-making process as the bottleneck.

“We are all developers, five, actually. Well, all tech backgrounds. Some, like one of
our developers, he had to move away from development into a more managerial role.
So, I would say four are now developing, but all of us have software engineering

backgrounds.” [P4]

Participants explained that developers have to switch between multiple roles to fulfil the
responsibilities required to complete the software project. In addition to developing the
software applications, developers must decide on the right security tools or services to pay for
and implement, they also have to keep track of team members, assess risks, and check client
specifications to ensure that the project is within scope and meets the specified timeline with
the resources available. Much of the concerns about Availability of Resources expressed by
developers in this study was not only about having the resources readily available but also

making sure that resources were used efficiently to meet the project goals.
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iv.  Project Constraints

These are characteristics of any software project. With further analysis, the categories
software requirements, cost of project, time constraints from CAMS taxonomy were
abstracted into the concept of project constraints. As with managing resources, constraints
such as timelines, cost, and scope of the project; affect security practices during the app
development process. Time-to-launch for most apps are not enough for emphases on security
best practices and changes in client’s specifications can also add another layer of complexity
to the app development, pushing the security concerns such as cyber threats further down the
priority list. SMEs running on low budgets for projects cannot afford to hire a security
consultant or pay any extra cost for security testing. Investing in security is not a top priority
for the developer if it is not a top priority for the client. In addition, if security measures are
not clearly defined as part of the project requirements or deliverables, then they are beyond
the scope of the development process. Participant P3 reflects on his personal dilemma with
deciding the implementation of better security measures versus handling the time pressure
from clients. While P5 explained that time and cost were major factors that determined

whether there would be thoughts of implementing security.

“When my client pushes me, I'm like, “I could have done this in a better way or more
secure way, but who cares? This client wants it on time. When I'm upgrading, |
would focus more on the security of the app. Well, that’s one of the lies I tell myself.”
[P3]

“So, there is a lot of stuff, and, at the end of the day, I think that this is probably the
biggest constraint, like how much time can you really afford to give towards thinking

about the security of something?” [P5]

“I think the answer depends on the type of client and on the project that we are
working on. If it’s a very small project and the income is not so good, I don’t think
anyone would improve this or pay for an external consultant or even hire someone as

a security expert to help us because the trade-off is not really good.” [P24]
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It is not surprising that security isn’t at the top of the budget list for projects, if clients and
customers are not willing to pay for these measures, developers in SMEs are unable to get the
funding they need to implement them. The security activities and practices of the developers
are directly related to the actions and interests of their clients or customers. A great deal of
the frustration expressed by the developers in our interviews was focused on the contextual
factors that affected their ability to meet their own personal standards of security quality for
their apps because they believed they could do more if they had more time, more money to
purchase useable and useful security technology, and some flexibility to go beyond scope of
the project. These factors were described as key drivers for developer’s adherence to security

best practices that lead to secured or unsecured app products.
5.4.3 Usable and Useful Software Security Tools and Technology

According to the participants in our study, security knowledge is only useful when you have
easy-to-use security tools, technology, or frameworks available for implementation during
and after app development process. To appropriately implement the security information they
have gathered, participants explain that they need usable and useful security tools,
frameworks and technologies that are readily available and easily accessible. In the theory,
the Usable and Useful Security Technology construct represents available security
technologies that have been designed to not only be usable but also to useful for the
developer in terms of addressing the specific tasks and results they want to achieve. It focuses
on the needs and perspective of developers in SMEs; taking into consideration challenges
they face in order to have the desired product ready for clients and end-users in the agreed
timeframe. In addition, this construct encompasses all tools, techniques, methods, artefacts,
frameworks, and technologies that have been designed to enable developers to build systems
that provide security to users. For participant P24, security tools and technologies are not
independent of the tools he uses daily during app development and so, he depends on the
security technological artefacts that are sold with the development platforms or tools he uses.

P24 said:

“None of the tools I use are security tools. How can I explain this? I think none of

them is really for security, but they may address some security concerns. Like if you
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work with Kubernetes, they have a whole lot of sessions talking about how you must
secure Kubernetes clusters, how you should run it on prediction and all security-
related issues. AWS platform also suggests things like what we should use for
protecting our systems - using some security patterns and security tools that they
offer. I don’t use any specific tools for security, but the tools I use are related to or

have something related to security. I don’t know if you understand me?” [P24]

Our interview with participant P6 gives a different perspective of the availability and use of

security technologies.

“There are different tools, different languages, and different ways of doing security ...
so I think it’s a guide issue, especially for a new or junior developer. I don’t know if
there is one thing that brings everything together, because you have so many
technologies. Although you make something secure in X application, it might be
different from the way you make it secure in Y application. So, I don’t know if there’s

one tool that brings it all together.” [P6]

Participant P6’s perspective was common for some other participants. They agree that several
security tools and technological artefacts already exist, but they struggle with having high-
level guidance that supports their decision on when (during the development process) to
apply what (security technology) in their context. So, the issue isn’t necessarily with the
availability of security tools but with better guidance on how, when and where these tools are
applicable during the development process. Furthermore, it is obvious that developers will
prefer the support of direct ‘pointer’ that matches available security technologies to the app
development phases and platforms they are use. For participants such as P6, a useful security
technology should be one that clearly guides the developer on what steps to take to build

secure app products regardless of the development tool or programming language.

Participants in our study also expressed how much they relied on the companies that create
software development kits and other platforms, to pre-set security measures and standards
with the development tools. For participant P24, this made the app development process

easier and consequently faster.
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“Most of the tools that I use are related to cloud platforms. For example, Google
Cloud has some security standards that are already on, I don’t know how to say this,
but they are already set, and I heavily rely on them because it helps my work to be

easier.” [P24]

Beyond the availability of usable and useful security tools and technologies, our participants
explained that the decisions they make about implementing security and adhering to best
practices during the app development process is determined by how easy to use and fast these
technological artefacts are. Majority of the participants also agreed that there is a vast number
of security technologies available to develop secure app products, but they are difficult to
find, complex with very steep learning curves, not ‘new developer’ friendly and require a lot

of time and effort for implementation.

Current security research is evolving to include studies that try to find ways to simplify
security tools and technologies with complex interfaces to improve how users interact with
them. However, most of these studies largely focus on the design and use of security tools
and technologies by end-users. It is important that we do not ignore the ‘software developer

as a user’ too.

“You can’t fully know the vulnerability because you don’t know where. You might just
know a few of them, “OK, this would cause an issue. This would cause an issue.”
But there are so many issues or so many vulnerable points that you don’t know
yourself. So, relying on the ... I'll just say relying on the technology is good, but, at

the same time, try as much to also secure in your own way too.” [P3]

“I think if we had support from specific consultants or people, even remote-based
support I think would be awesome. Just one guy is saying, okay, guys, focus on this
one, these security topics are good for this specific project, so that would be

awesome.” [P24]
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5.4.4 People

Software application development and the various security activities that may be involved in
the process are enacted by people whose goals are to build products that meet the needs of
other people. Security practices cannot be discussed without a good understanding of actions
and activities of people. It is dependent on human actions and these actions are represented as
social practices of these categories of people involved in the development process. The theory
focuses on three main categories of people who are actors in this ecosystem: the developers,
the clients, and the end-users. For simplicity, we decided not to break down these categories

any further, but other actors exist in the software business.
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Figure 5.3— People: Human Elements of Security Practice
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According to our analysis, we define each category of the people in the ecosystem as follows:

i.  The Developers: are people who fulfil the requests of clients and build software
application products to meet the needs of end-users.
ii. The Clients: are people who directly engage developers to create software
application products that satisfy certain specifications needs of end-users.
ili.  The End-user: are people who use the final software application products after it has

been built by the developers and marketed by the clients or the developers themselves.

From the analysis, we identified a Developer-Client relationship on different levels within the
organisational ecosystem of SMEs. Other relationships such as Client-End-user and
Developer-End-user exist but fall outside the scope of this study. Developer-Client
relationship is paramount in the development process of the software application product.
This relationship contributes to decisions that influence the outcomes of a secured or
unsecured product. The Client may be an individual or group representing a small or large
organisation that requests the services of the developer to build a software system that they
can implement in their own business. The Developer may be an individual or group who
represent the software organisation or micro-business, capable of fulfilling the client’s
request. Participants described the Developer-Client relationship at their organisations, where

representatives negotiate the features and functionalities of the software application.

“We want to get engaged with people that know their domain, or they’re willing to
spend time in designing the product.... You need to know why you want to build,
otherwise, what are we going to write, what code are we going to do, and that could
be a waste of money. If the product is not defined, people sit on the computers, let’s
write code, and after a month someone looks, that’s not what I wanted. We want to

avoid that.” [P13]

During these negotiations, clients may specify their security requirements based on their
expertise in the domain apart from stating the features they want. Developers who are
knowledgeable in security measures for apps pitch these to the clients who may not have
requested security features, highlighting potential vulnerabilities and threats that the app may

be exposed to. These negotiations also involve conversations about the cost of implementing
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the security measures and clients may or may not be willing to include this cost in their

budget.

“Sometimes, the client doesn’t to invest money and time and resources in
strengthening the security of the system. They just want basic security, and they want

the software delivered quickly.” [P22]

Participants also spoke explicitly about another category of People that influence their
security decision-making process and inform the set of cyber security practices they
implement. These are the ‘Developer’s Communities”, a group of developers geographically
or virtually connected with shared objectives, to learn, share and work together to support
each developer’s development process. Apart from communities local to our participants,
examples of the online communities include GitHub, Stack Overflow, iOS Developer,
Android, and Google Developers Group. These communities play a key role in shaping the
practices of developers, particularly for those in SMEs because of their limited access to

human and financial resources.

Like every other human, developers also need a sense of belonging and benefits from social
interactions. They get support from members to address software development issues, answer
security questions, share experiences or discuss new technologies. It is important for us to
understand the social activities that contribute to and support developer’s security practices.
We discuss further details of activities such as knowledge acquisition and sharing within

these social groups of developers in the following sections.
5.4.5 Knowledge Base

Knowledge bases are known to be centralised repositories where structured and unstructured
information is stored, organised, and shared by computers (Fagerberg, Fosaas, and Sapprasert
2018). In a social context, knowledge bases represent a selection of knowledge acquired,
managed, and disseminated by individuals in different social structures (Carley 1986).
Security knowledge bases for acquisition and exchange have become even more crucial as
attackers continue to identify new ways to penetrate vulnerable systems. Due to the

pervasiveness of apps in our everyday lives, the information and knowledge required to
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secure apps and create app that are secured has become increasingly critical. In addition, the
hostile characteristic of cyber security involves a constant competition between attackers,
software development teams and end-users. This requires developers to be steps ahead in
understanding the software security and cyber security landscapes. So, in order to stay abreast
of vulnerabilities in the applications and possible security solutions, developers in this study
explained that they draw on various sources of information to support their security decisions.

The different sources of information are used to acquire and share security knowledge.

In this theory, a Knowledge Base represents a pool of information about secure software
application development methods, developers’ shared experiences and challenges of software
engineering, individual and group expert security knowledge on different areas of the
development process. Participants describe Knowledge Bases majorly as several social
sources of security information such as from social networks, institutions, and developers’
communities; and claim that information gathered from these sources greatly impact their
security activities and decisions. This enables the conceptualisation of the social
relationships, and the security learning processes of app developers in SMEs. For developers
in this study, the process of acquiring and sharing security knowledge contributes to their

security activities and overall practice during the app development process.
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Figure 5.4— Security Knowledge Bases
v.  Security Knowledge Acquisition

From analysis, participants described various opportunities for acquiring security knowledge,
from their daily and past experiences as developers, and shared experiences from other
developers. This mode of acquisition was typically considered to be more informal and
social, and the security knowledge more tacit. However, participants consider this informal or
social mode of security knowledge acquisition as core methods for learning about cyber

security and secure app development processes and procedures that inform best practices.
vi.  Tacit-to-Explicit Security Knowledge for App Developers

Tacit Knowledge according to (E. A. Smith 2001) is the skills, abilities, individuals gain
through experiences and shared mainly through personal interactions, storytelling, analogies,

or incident studies. Explicit knowledge is described as a verbally expressive form of the



122 The Role of Clients and Relationships in Secure Software Development for SMEs

output of activities and tasks in a more structured manner, with information being
disseminated through formal techniques such as in schools, books, models, computer
programs or algorithms (Semertzaki 2011). Although participants in this study did not
directly call their methods of gathering information and knowledge of security processes and
procedures, tacit, it was obvious from their explanations. Most participants depend on some
form of conversion of tacit to explicit knowledge in security. That is, tacit knowledge
presented and shared in a structured way through formal techniques such as social media,
formal training, clearly written procedures, models, and tools, based on individual
experiences. They rely on personal attack stories, incident reports and experiences and that
of other developers within their communities or teams to be converted to explicit knowledge
to make decisions about the type of security measures or tools needed for their apps. Others
depend on security knowledge gained from formal institutions or cyber security training

certifications.

“The truth is I rely on my own imagination and on other developer’s experiences. |
talk to people, yes. I ask questions. “OK, when you were hacked, how were you

attacked? How did you fix it?” [P3]

“I think it’s mostly knowledge and experience that makes developers better with

handling security issues and also available resources.” [P6]

Of all the participants in this study, only P1, PS5, P12 and P24, had received what they
consider to be formal security training and education from accredited institutions, self-paced
online learning platforms and mandatory training sessions within organisations. Other
participants described their security learning process as a more informal approach to
acquiring security knowledge. The informal approaches were through social interactions with
team members in their workplaces, online support from members of different developer’s
communities, podcasts of senior developers who were sometimes referred to as “celebrity
developers” (based on their reputation in their communities) on platforms such as Stack
Overflow, using security materials available online, reading articles and discussions in online
forums. Furthermore, participants frequently relied on available and accessible online

resources to solve specific security concerns during the development process. Both categories
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of participants, those with formal security training and those without, still gather security
information from free resources available online. The following interview excerpts gives a

view of the security knowledge acquisition process of developers in SMEs:

“Yes, for me I think, aside from maybe one or two online courses that I've done in
terms of security or more so like encryption, that’s pretty much the level of what I

have.” [P5]

“I don’t know for sure if everyone in the team has had some sort of security training
but yes, I have, personally. I did some of the PCI DSS training a while ago. In my last
job, I did... I'm trying to remember the course... It’s something like CompTIA
Security+. I think that’s the name of the certification course training, but that was a
while ago. I'd like to say that I like a lot of security, talking about security and
everything on software platforms and development or whatever, but I don’t know as

much as [ want to. Most of the things I know are self-taught.” [P24]

A few participants did not describe the security knowledge acquisition as a technical practice
beyond reviewing software requirements specification documents provided by their clients.
To a significant extent, they described it as a social process of acquiring knowledge because
of the social interactions and knowledge sharing within their teams and with a wider group of

other developers in communities.
vii.  Security Knowledge Sharing

Developers in this research acknowledge that knowledge sharing is important for security
awareness. Participants say that as developers they depended heavily on the shared
experiences of other developers as their source of security knowledge. Security knowledge
sharing for participants involves an active exchange of security information and knowledge,
recommendations and/or tools among developers within their teams and communities
physically or online via sites such as Stack Overflow and GitHub. At the core participants
believe that sharing experiences (including security-related experiences) they face during

software development with members of the community is a way of giving back to their
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communities. Security knowledge exchange media extend from online websites to audio

podcasts and physical meetups.

“So, for me personally, I go to Stack Overflow and look for information. I go to
Google and type in whatever comes up. Oftentimes, when you're stuck on a
particular thing, Stack Overflow will probably come up as one of the top reference

sites.” [P1]

Generally, security knowledge for developers is shared socially, because like Participant 13
said: “It is not feasible for all developers to gain formal knowledge of security.” They gather
security information from various media, including face-to-face interactions with other
developers is based on trust in the expertise and possibly the reputation and credibility of
People (other developers within and outside their organisation). Once acquired, the
information or knowledge gained is then implemented into their security activities during the

development process.
5.4.6 Security Activities

Security practices refer to the combination of Security Activities that participants describe to
have implemented repeatedly during the software development lifecycle in order to
accomplish security goal(s) set by their clients or within the team. They are at the core of the
theory because they form the actual application of the security knowledge gained alongside
other socio-technical factors that influence the secure software development processes of
participants. Participants majorly described their security activities from agile app

development process viewpoint.
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Figure 5.5— Security Activities that form Practices.

The extracted security activities are categorised and presented in below with some excerpts of
interviews with developers to help understand how activities were initiated and implemented.
The categories of security activities were created based on the descriptions that participants
shared. The terms used to define Security Activities were based on ‘in vivo’ words directly
coded from the interview data. Other words were based on secure software development

concepts in literature.

Requirements Analysis and Client’s Specification were described as the “talking stage”,
specifically involving conversations with clients about app project requirements and
identifying the resources required. It was also described as discussions and analyses done
within the team to ensure that the end-user or client specifications are clearly defined in the

app. Participants also highlighted that communication barriers between clients and developers
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during requirements specification exists and can sometimes hinder security considerations

and measures.

“Most of the stages during development that we talk about security are when we have
client-facing meetings, are with client info or client data. This is when we come
together and talk about security, some of the security best practices, not all of them.”

[P24]

“Regarding handing the codes and the software, it tends to change or depend on the
client, because some of them like to use some type of tools, like using GitLab or one
client they are using the source internally. One of their requirements was that we use
each package to store our code and Heroku to run the application online, but others

use GitLab. It really depends on the client.” [P19]

Identification of Roles and Access Control for participants in this study, meant that not all
developers had access to the database or source codes of the app being developed. Some
teams had DevOps or an Infrastructure Engineer to handle accesses and privileges during the
development process. This goes together with Enforcing Least Privileges to members of the
development team depending on their roles and responsibilities. Giving each team member

access to the only the data they require to complete their task and nothing more.

“So, when I am deploying an application to each environment, the actual keys that
give the application access in those environments, are stored in a vault that someone
else has access to [controls]. So, even though I am developing the application, we
kind of break it down into roles so someone else puts in the keys. My application will
just depend on requesting for the keys ... “Oh, give me this key”, but it won’t be the
actual developer who has possession of these keys. Even me as the developer, I do not
have direct access to the key, the environment provides the key. We have someone in
DevOps or Network Ops [they handle this]. That’s the kind of security I do
practically.” [P6]

“I don’t work on security, it’s not my role. I'm just interested in developing the app.

DevOps team is in charge of security.” [P14]
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“As a developer myself, there are some practices that may leave you unsecure
(vulnerable). So, while coding you have to think about, “Is this data coming from the
user”? If it is coming from the user, you have to treat everything as unsecure by
default so you don’t render [end up having] any data that’s coming from the user,
directly on your webpage because when you [render it] they could do a script
injection to your webpage. So, these are things that come through experience. We
have different environments as well. Where we are doing development, we have a
development environment; and a test environment and each of them have different
privileges. For example, I may not even have access to like production security keys,

because we do things like [parameterised] environments.” [P6]

Encryptions, Firewalls, Authorisation Methods, and Multi-factor Authentication were
some of the common cyber security practices highlighted by participants. Development
platforms used by participants such as the i0OS Software Development Kit (SDK), enforce
various encryption and multi-factor authentication methods. Some participants also

highlighted the importance using authorisation methods such as OAuth 2.

“We start from the basic, like having strong passwords. Strong passwords don’t write
down those passwords on any system. Do not put clear text passwords in property
files; The architecture needs to be layered in between firewalls. You must have
firewalls, and further down the firewall layers is what’s most critical. Then use of
different encryption algorithms throughout the stack, so I have symmetric and

asymmetric encryption algorithms. [P13]

“We always think about, okay, we have those things; we have to keep in mind that the
data will have to be encrypted. We don’t access the data without encryption. If it’s an

external web-facing app, we have to have SSL.” [P24]

“All lot of us don’t focus on major security stuff at the beginning of the project. But
we may consider some stuff like encrypting passwords and not storing it directly in
the DB [database]; using OAuth 2 has our authentication method or JWT. We don’t
want anything to be delayed, so we just deploy.” [P12]
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Adhering to Built-In Development Platform Security Warnings to developers in this
study meant that they needed to follow the security practices recommended by the

development tools and platforms they use.

“I respect the warnings that my tools give me. I know some of the things by heart, and I tend
to avoid them, but most of these things, my own tools warn me and sometimes fix it for me, so
I don’t have to deal with too much stuff. Like if I try to put a username and password inside a
source code, usually my application will warn me, but this type of thing, we tend to avoid
doing it, but if we do, the tool already knows about it, so it tells us that we are doing
something wrong. Then I learn it and then I stop depending too much on this type of

warnings because I already know about it.” [P19]

“The big guys like Apple or Google, or probably other security vendors, try to make the life
easier for the developer; they want to control that part of the logic, and provide a packaged
function to the developers, so that developers don’t have to implement security on their own.
So, in our daily app development life, normally, we don’t have to think so much about
security, especially as an 10S developer, and as a backend developer, as well. If I recall
about [Ruby on Rails] development, you have to definitely think about it [security], but it’s
pretty much standard procedure you have to follow. For example, when you create a [class],
you have to add this line — it’s kind of a magical line, but it is what you have to do for
security’s sake. You have to just remember to add that part, without really understanding

what is going to happen if you don’t.” [P§]

“AWS [Amazon Web Service] will give you, for example, a PCI [Payment Card Industry
Standard] compliant environment. If I wanted to build a data centre that was PCI compliant |
would have to do a lot of things, so at the hardware level, at some service level, AWS is
already PCI certified, but what I put on top, it needs to be PCI certified as well, so just by
using AWS you already have this assurance that you know that the machines are in a safe

place, in a safe physical place.” [P13]

Vulnerability Assessment involves automated checks for software application and computer
network weaknesses. However, participants did not describe how the identified

vulnerabilities were being handled or managed.
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“So basically when I do the dependency check and analyse which is part of our [duty]
process, every time I make a commit, or I add a new library, if | make a commit to the
project, we run the CVEs (Common Vulnerability & Exposure database), run this
dependencies check and that dependency check actually checks up, through the CVE
and it tells you if there is a vulnerability in the library I'm using. We also have like
some things like a PIC test that tells you if your code itself acts like a security
loophole, it’s a quality check. Pl mutation test, tells you if you have a memory leak.”

[P6]

Third-Party Quality Assurance Testing Services were described by participants as a final
step after deployment of the first iteration of the app product. Third-party testing services are
employed to carry out exploratory, regression, user or penetration testing on the app and then
the feedback is implemented in the next iteration of the project. These testing services were
used in projects where clients specifically requested for it or the lead developer is security

aware, and then authorises the test to be performed to evaluate a version of the app product.

“...then we quickly deploy, but there will be a lot of flaws. Right. Uh, and then we
have the security service from XYZ would then do a regression test and all these other
things on the API and then submit us a report of what we need to fix. Um, so we don't

do any major security checks from the start.” [P12]

“..we move it to the QA. QA does exploratory testing and then that goes live like

continuous delivery.” [P6]

Other Testing Options were alternative security tests done by the participant themselves or

a close colleague to cut cost.

“...now when are in testing mode, try to test with all kinds of people. Not just with
the normal, random user. Test with a fellow developer. And then, if you have a

hacker friend, test with the hacker friend as well.” [P3]

For Risk Identification, respondents did not explicitly refer to security risk. However, risk

identification and assessments were done with the aim to protect the business.
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“I would not accept any decisions the customer takes that breaks GDPR rules

because I have the risk to be considered a violator myself as the software developer.”

[P18]

Identification of Security Threats and Attacks were described by participants as
implementing lessons learnt from personal experiences and not rarely from penetration
testing or automated monitoring systems report. These personal experiences also informed

future security decisions and were informally added to their personal knowledge bases.

“There was a project I worked on last year, this time last year. It was around April,
May. It was a real-time application. While I was monitoring, I just checked the
access log, and I noticed someone was accessing a folder I never created. I started
wondering, “How did this person create this folder?” It was in my password. It
wasn’t secure enough. I traced the folder, and I noticed that folder didn’t only exist
in one directory. It existed in several directories on my server. So, I continued to
trace. I noticed the user uploaded it ... He uploaded the script and then he ran the
script, and the script created these folders, and it created another script in those
folders. So that was how he got access. And then he continued to go into my

database.

When 1 checked, I noticed, “OK, that happened because I didn’t block script

»

extensions.” And the upload is meant to just be photos. It’s just meant to accept
images, PNG, JPEG and GIF images. But because I was trying to be as fast as
possible with the project, I ignored that fact and just made it opened to any file
extension. That was why I got attacked. So, from that kind of thing, next time, I will

never, ever make that kind of mistake again.” [P3]

Code Reviews were described by participants as manual or automated activities examining
their source codes with the goal of checking requirements specification implementation,

fixing bugs, and identifying security vulnerabilities.

“We usually use Git as the repository to hold the code. The code review is done on the

pages of the tool that we choose. Sometimes we use Bitbucket, sometimes use GitLab,
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and we use the pull requests review tools from those systems to do the code review.”

[P18]

“Pair programming, we basically use some IDEs that enable us to pair program. And
other code reviews are done via a call using Meet and we share a screen and debate

about the code.” [P22]

Participants made references to Policy Reviews and Implementation which meant that they
needed to be informed about existing security policies such as the GDPR (General Data
Protection Regulation) for developers within the United Kingdom and Europe. Participants
outside the UK and Europe acknowledge the GDPR but do not necessarily apply its
principles to their development process. However, it wasn’t clear if any cybersecurity policies

have been developed or documented internally within the organisations.

“We also take policies like GDPR seriously. So, in the GDPR we are involved that
way, it has always been much of data protection, majorly. Everybody has to be aware
of that and go through training, which is always renewed, I think, every six months or

one year.” [P6]

“Definitely, network related stuff is more important, because there will be a lot more
at stake there. A lot of apps are sending a lot of information from every user, so in the
server, on the server side, there are a lot more information compared to what is
residing on the phone. Yes, so definitely, you want to send and store the information
selectively. You don’t want to send ... Whatever information you get from the app to
the server, you want to select only information that you need. Especially with GDPR
around, you have to explain what you use the data for, so yes, that will be pretty much

enforced to think that way, now and in the near future.” [P8]

Security Training and Awareness was a mix of formal, informal, and social learning for
participants in this study. It also involved accessing with the knowledge bases of team

members and other developers to stay informed about software and cyber security trends.

“We don't do not have any security training or something like that. Mostly, when we

face them some security issues, we meet as a team, uh, it is our responsibilities and,
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share information to see how we can do things in the better way. So, we don't have

any, uh, training, but we, we try to share out the information and tools.” [P16]

“When we are junior developers, we are kind of taught by the senior guys. They say,
you have to do that, or you don’t do this. I never got training on security or on
software security, but when we are working it seems there are some kinds of practices

that are generally accepted practices.” [P18]

Security practices are made up of activities conducted recurrently with the goal of producing
secured products. Although, some security activities were done by the participants
themselves, some are executed by the other team members such as the Infrastructure

Engineer and third-party services in varying capacities.
5.4.7 Resulting Products — Secured vs. Unsecured Products

The theory has multiple instances that can produce two predictable outcomes, Secured or

Unsecured /Vulnerable app product.

Many software development processes happen within Organisational Ecosystems where
Developers supply products to Clients or directly to End-users. For developers particularly in
SMEs and micro-business, the main goal is to deploy a decent product in good time, secured
or not. However, the interplay between the stakeholders, social dynamics, and the different
levels of expertise of individuals involved in the development process within a specific
context can result in the prioritisation or deprioritisation of security best practices. The
deprioritisation or prioritisation of security best practices then results in the production of
insecure or secure software application products. For an individual to decide about
prioritisation, there are several factors that contribute to the decision-making process.
Likewise, for developers in SMEs and micro-business to consider prioritising security
practices, various factors contribute to their decision-making process. The social dynamic
relationships between people (developers, clients, end-users) and these factors present the

predictable outcomes of their app products.

i. Secured Software Products
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Secured apps products are as a result of a combination of finding ways to introduce, fix or
enhance the security of the software application. A secured app can be achieved when
developer understands the context in which the app is being built and used and can find ways
from available security knowledge bases to implement standard security practices with usable
tools that meet Client and End-user expectations. They were instances where participants
described some client’s expectations did not necessarily involving presenting a Secured app
product — just “an app that works”. However, People generally understand that the
vulnerability in software application products and the damage that an attack can cause for

organisations and individuals solidifies the importance having secured app products.

“Unconsciously implementing standard security practices because we’ve been doing it

for a couple of years enables us build apps that are secure to some level.” [P21]
ii. Unsecured or Vulnerable Software Products

When developers are not well supported during the development process, particularly those
in SMEs and micro-businesses, they struggle with factors that contribute to weak security
practices. Participants described factors such as limited resources, project constraints, limited
access to usable security technology even with a rich knowledge base as well as other socio-
technical issues in affecting their security activities. The factors represent the various reasons
for many developers to focus more features and functionality with little to no attention to

security from the onset resulting in Unsecured or Vulnerable app products.

“Security is usually an afterthought for us. With the hope that no one would attack
your server because you are a ‘small developer’ in a small or independent company.”

[P5]

For some participants an app is to an extent safe from cyber-attacks when they avoid using
public generic codes that they consider unsafe during the app development process. While for
others, security measures are considered a choice depending on the type of client requesting
for the app, the size of their users or the type of information gathered from their knowledge

Bases (communities). However, developers need to prioritise and be proactive about app
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security beyond the basics to prevent the unavoidable cost of damages that individuals and

businesses can incur from attacks.

Organisational

Ecosystem - Available security
artefacts, tools, methods
and frameworks

Usable and
Useful
Security Tools
and Technology People

Secured
Product

Clients

Developers
Secuﬁt
Context [ y *

Activities R

- Domain %

- Client specifications

- Available resources End-users

- Project Constraints KnOWIedge

(time, cost & scope) Base x;::::::g
Key Product

- Personal security
knowledge & experience
- Expert knowledge available
in developer’s communities
<+— Influence(s) - Online materials: podcasts,
— Output blogs...

Figure 5.6— Outcomes of Ecosystem: Secure, Vulnerable and Unsecure Apps

5.5 Multiple Instances of the Theory

From communicating ideas to scoping and understanding the project specifications, and then
identifying the technologies and expertise required in delivering an app product; the theory of
the Socio-technical Security Practices of Developers in SMEs is not a single sequence of
events. Individuals (developers, clients, and end-users) participate in various combination of
interactions between elements of the theory make-up several instances of that result in the
delivery of an app product. For example, Figure 5.6 shows an instance when all elements are

available, accessible, and work in the favour of the People in this ecosystem. That is, the
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context of the app is clearly defined, there is limitless resources projects constraints are eased
off, there is a wealth of security knowledge in the knowledge bases, usable and useful
security technology is readily available, and the individuals are all knowledgeable about the
different areas of security that pertains to the app project. Then, the choice is left to them to
implement security practices and activities that will result in a secured software or do
otherwise and cause the software to be vulnerable or less secure. The following sections
below present other instances of the theory that describe the experiences of participants in

this study.

5.5.1 Instance 1

Figure 5.7. present one example of an instance of the theory. In this instance, the client has
no knowledge of software security, cyber security, or the implications of it on their final
products, they just want an app that is functional and has all the features they need for their
end-users. The developer(s) in this instance may have some basic security knowledge but
limited or no access to usable and useful security technology and a rich security knowledge
base. Other developers within his communities and team rarely discuss or share security tips,

guidelines, or recommendations.

The context in which the app will be used has been clearly defined, for example, it can be a
lifestyle and entertainment apps. A project plan has been drawn and constraints highlighted.
Additionally, developer(s) have identified the available human and financial resources they
require to get the job done. Without including standard security activities within this project,
the outcome will be a vulnerable or unsecured app product that is delivered to the
‘unknowing’ client and then deployed to end-users. Some of the stories described by
participants suggests this type of interaction is a common occurrence within software SMEs.

Participant 1 gives an insight into how this instance of the theory may occur.

“So, say for example, in some of our projects, where we charge per hour or
something, “Oh, definitely, why not? It’s more money for the business.” But if it is
my own cost going in, I might allow changes once or twice. But definitely I would

frown at it further down the line. So, if we’re maybe wrapping up the application,
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we’ve done maybe the first stage of testing and then you can’t know if you don’t know

how that feels, but you want it to be done in a different way, one approach would be,

“OK, you know what, let’s finish what we’re working on. Let’s pack it as something

we’ll probably look at as maybe another sprint or another feature, another release.”

That’s kind of the plan.” [P1]
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Figure 5.7— An Instance of the Theory Leading to an Unsecured App Product [P1]

5.5.2 Instance 2

Another instance coined from participant’s experiences potentially produces a more secure

software app product. Participant P13 describes their experience and stance in achieving a

secured app product and Figure 5.8 shows a diagrammatic representation of the app product

outcome.
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“Once I've got a client that wants work with me, the first step is to make sure one way
or another, I mean from our side or their side, that they know clearly what they want
us to build. That they are either domain experts, or he’s passionate about what they
want to change or do. If they’re doing a solution that stores credit cards, we need to
think about a lot more, but if we’re developing a solution to find the best bus
schedules the requirements are a lot less. What determines the security consideration

for the app is what kind of data we will be storing.

We’re not a cyber security company. We have one infrastructure engineer, he already
worked out some security scenarios so, he’ll know which to go for. That’s the
architecture we use. Then we start from the basic, like having strong passwords.
Strong passwords don’t write down those passwords on any system. Then use of

different encryption algorithms throughout the stack, so I have symmetric and
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asymmetric encryption algorithms, we can apply well or not so well to different

scenarios.

To me it’s a matter of philosophy and how you think. I think systems should be secure
anyhow because what you don’t want is data leaks that will then destroy the product,

then the company.” [P13]

In this instance, the developers have sufficient knowledge of software security and cyber
security measures. They also work with clients that are clear about their software
requirements and security specifications. The domain of app use is defined to identify the
type of data that will be collected and stored, in order to make specific security decisions. In
addition, the developers have access to existing usable security technology, have the funds to
acquire and know how to implement them. Although, the infrastructure engineer in this case
plays the role of a security expert, P13 still describes how the team implements encryption
algorithms and vulnerable assessments as part of their security activity during the
development process. Further discussions with P13 showed that the team create security
knowledge that contribute to their knowledge base. It is important to note that even though
developers in this instance may tick all the boxes and follow security best practices, the final
app product can still be attacked as hackers are constantly finding new ways to infiltrate

systems.

5.5.3 Instance 3

In this instance an unsecured app was delivered, however the reports about security issues for
the delivered product were sent back to the software company for review and upgrades. Then
security measures are then taken, and a more secured app is re-delivered to the client. The
cycle in this instance can be likened to that of sprints within an agile development process.
Some participants explained that majority of the time, they consider implementing security
measures at the end of the project or by the second sprint in their agile app development

process.

In Figure 5.9 we see a different interaction between elements of the theory. Developers have

limited to no access to some level of security knowledge or tool and therefore failed to
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include certain Security Activities or procedures in their development process. The client,

however, has access to some security knowledge and tools that were used to scan the app

product that was delivered. Although, we may expect that the client would have presented

the development team with some clear security requirements at the initial phase of the

development process to ensure that the final product is less vulnerable. But further

discussions with this participant P4 did not address this and so it is unclear whether the client

assumed that the developers would know what security tools to use, or the client just wanted

a functioning app product delivered fast.
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“For example, about two years ago, not exactly two years, just last year, (seems like
this happens every year) some of our clients conduct security scans on their network
and their internal apps. And every time they conduct the scans, they send us an update
report of things that we need to fix and things we need to do, and we send the fixed
software back. Usually, what I realised a while back, is that most of the time for our
software, we don’t have any high-risk stuff. Maybe medium to low-risk information
that can be flagged. And, like I said, the reason is because we don’t build from

scratch; we rely on frameworks.

Yes, so I'm just trying to say that I’'m aware of some standard security not because we
follow it, but because when clients use their security scanning test tools, and they send
feedback to us, we don’t end up being flagged because usually it is not a lot of high-
risk information. Obviously, if they are a lot, then our position with our clients comes
under question. So, we don’t get flagged. So, you may ask, why is the company that
appears not to follow any security protocol not getting flagged for security issues?
The answer to that the company understands that nobody here is a security expert, so
we do the best we can as developers, and mitigate risk by making sure that we don’t
build anything from scratch, relying on platform security. That means we don’t bear

the responsibility for everything; it is shared with the platforms we use.” [P4]

For most of the study participants, security implementation, adoption or even practice, are
centred around social interactions. These interactions are with clients, team members or other
practitioners within their communities. Combined with personal experiences, the outcome of
these social interactions encourages security adoption, implementation, and knowledge

acquisitions.

5.6 From Theory to Practice: a theory evaluation approach

For a computer science dissertation, it is important that whatever is learnt can be applied to
practical real-world situations of software developers. This study started with an overarching
aim of understanding how developers in SMEs practice security effectively within their
organisational context with the intention of informing the development of guidelines and

recommendations that support secure software application development. Secure software
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development does not mean that app products will completely be without vulnerabilities or be
free of cyber threats. However, the elements of the theory of the Socio-technical Security
Practices of Developers in SMEs exposes the social dynamics and negotiations that
developers in micro-businesses, small and medium-size organisation navigate to ensure that
they include security activities in the development process and deliver secure functioning

software product.

Evaluating the emergent theory and demonstrates an application of to the real-world context
using Charmaz’s recommended criteria for evaluation. As described earlier in Chapter 3,
Charmaz’s recommendations for evaluating a constructivist grounded theory are based on the
criteria of credibility, originality, resonance, and usefulness (Charmaz 2006). Feedback from
follow-up interviews with participating developers is presented to check that the theory
resonates with them and is useful, in that it supports their secure software development

experiences and activities.

5.7 Credibility and Originality of Theory and Study

Evaluating grounded theory methodology in computer science, software engineering or cyber
security disciplines can be difficult to deal with because of the expectations and reservations
other researchers may have about qualitative studies. They impose dominant quantitative
tenets on evaluating the quality of a qualitative research (Charmaz and Thornberg 2021). This
study is backed by the argument that qualitative studies should be evaluated according to the
principles of qualitative research traditions (Charmaz and Thornberg 2021; Glaser and

Strauss 2017).

Evaluating credibility and originality in grounded theory from a constructivist point-of-view
is subject to how much the researcher interprets and understands the actions and meanings of
participants in their social, local, and interactional context (Charmaz and Thornberg 2021).
Charmaz recommends that to evaluate the credibility and originality of a theory, it must
sufficiently represent the data and extend, challenge, or refine current ideas, concepts or

practices (Charmaz 2006).
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The theory of the Socio-technical Security Practices of Developers in SMEs is specific to the
social and organisational context of developers in small and medium-sized companies and its
elements are familiar to practitioners and researchers in this subject area. A recap of the
theoretical statement below shows that although the categories independently may not seem
like novel insights, but together they describe the developers’ perspective. The theory is
original because it provides new conceptualisation of the secure software development

problem for developers in SMEs and highlights various areas for future research.

For developers in SMEs to effectively practice (implement best practices) secure
software app development to produce (deliver) a secured product, they need to
consider the context in which this product will be used, gather information from their
individual or group security experience knowledge base, clearly identify the people
involved in the process (clients, end-users, and other team members) and have access

to usable and useful security tools and technologies.

Context, People, Knowledge Bases, and Usable and Useful Security Tools and Technologies
are central to the continuous implementation of security activities which then become
practices. These conceptual categories persuade researchers in software engineering and
cyber security disciplines to go beyond investigating technical or behavioural aspects of
cyber security and secure software development but considering other social aspects of the

practices.

To further evaluate the theory, researchers must employ strategies that reveal more about
their participants’ experiences to participants and other researchers. In doing this, the theory
resonates with and is useful to participants and the research community. The next section
present an approach to gaining resonance and showing the usefulness of the theory in the

activities of software application development and new areas of research.

5.8 Does the Theory Resonates with Developers in SMEs?

Additionally, grounded theorists suggest that the emergent theory should be evaluated based

on it usefulness and resonance to the participants and offer them insights about their
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experiences as developers in SMEs. The theory should also offer interpretations that are
applicable in daily activities, contributing to knowledge and sparking further research

(Charmaz 2006; Sikolia et al. 2013).
5.8.1 An Approach to Evaluating Resonance and Usefulness of Theory

To evaluate the theory of the Socio-technical Security Practices of Developers in SMEs and
the overall value of this research, follow-up semi-structured interviews were done with 7
participants from previous pool of participants (P1*, P2*, P5* P12*, P13*, P18*, and P22%),
who were interested in getting an update on the outcomes of the study. Although the initial
plan was to organise workshops with developers and security professionals for a more robust
evaluation of the theory, plans were changed due to the impact of the global pandemic.
Returning participants agreed to do virtual follow-up interviews. Materials used for the

follow-up interviews are presented in Appendix C.2.

The interview sessions were divided into two parts for about 20 to 30 minutes each. In the
first part of the session, participants were presented with multiple instances of the theory
presented as scenarios to get feedback about how the theory applies to their daily activities.
Scenarios and personas are used to present situations for solutions or identify alternative
solutions or further problems (Bgdker 2000). The interview session started with a description
of the elements of the theory and then participants were presented personas and scenarios
based on the instances of the theory to prompt discussions about how these elements

resonates with their experiences. An example of the persona and scenario is shown below:

Personas: John is a 29-year-old employee at a digital health care start-up company and a
freelance developer. He is a self-taught developer with no formal education in software
engineering or cyber security practices. He is an i1OS mobile app developer with eight years

of experience.

Scenario: John recently joined the digital health care company less than three weeks ago.
The company wants to develop an app to track patient’s heart rates and other vital signs, alert
medical personnel of possible high-risk activities of patients and report patient’s behaviours.

John recently got employed in this company to be a leader of a team of three developers for
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the project. The CEO hopes that the app can be launched and released to users (private
consultants and patients) in three months. Resources are limited as the company is in its first

round of funding from investors.

With the scenario and persona example described above, the goal of the first part of the
interview session was to evaluate if the theory resonates with participants. The interviews
involved participants describing how the persona, ‘John’, would handle an app project
considering the context in which the app will be made and used; the fools and technologies
needed for the project; the type of security activities that may be introduced and how they
would be introduced; and specifying the knowledge bases they would use to support their

decisions.

“This is a typical situation for most developers including myself! Funny enough, I am
currently in a similar situation for new mobile app project not health related though.
However, this client has some knowledge about security, so we factor in discussions

about app security into the process.” [P2*]

“Yes, the description of the theory and this scenario resonate with me. One major
thing I would say about the situation is that developers such as John need to have had
previous experience with a similar app. It will help push thoughts about the security

activities early.” [P5%]
5.8.2 Lesson Learnt from the Theory Evaluation Process

Security issues, consequences, and cost of implementing specific security measures can be
assessed and reflected on before implementation. It can also promote consistent involvement

of (clients and probably end-users) throughout the secure software development lifecycle.

However, there are limitations associated with integrating new steps into an already time-

constrained agile development environment:

i. The need may arise for product launch timelines to be extended if issues are

identified during the prototyping and security tools and technology selection process.
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Even though the processes encourage developers to stop and think about security,
extended timelines can discourage its use.

ii.  The analysis of data gathered during this evaluation process may be limited and so
doesn’t give a clear enough picture of developers’ perspective of the processes, even
though participants found it useful.

iii.  Not evaluating the theory with new participants may also limit the scope, however it
shows that the theory explains the experiences of the people within context.

iv.  Finally, the theory was considered with the agile development methodology in mind
This also limits the scope of application to other methodologies since developers in

SMEs may be using a combination of various software development methodologies.

5.9 Comparison with Extant Theories

Theories of practice have their foundations rooted in philosophy and have developed across
various disciplines such as organisation studies, anthropology, science, and technology
studies, with no unified perspective. The theoretical perspectives of practice are relatively

new to cyber security and security-related research.

Social practice theory opens with the premise that “people participate in multiple and variable
social contexts” (Penuel et al. 2016) and thus offers a suitable perspective for explaining the
complex social dynamics that developers experience daily and the impact it has on secure
software development practices. Practices such as implementing security measures in
software development depend on specific combinations of materials (Usable Security Tools
and Technologies), shared meanings and competencies from the knowledge bases of people
(Developers and Clients) in their specific context. Secure software development may evolve
as the combination of these elements change over time. This study draws upon the definitions
of social practices by (Shove, Pantzar, and Watson 2014; Reckwitz 2002) as a source of
understanding the theory of the Socio-technical Security Practices of Developers in SMEs.
Social practice theory positions this study in literature to explain the actions of participants
(developers) paying attention to their ongoing struggles across the various activities involved

in producing not just a functioning software product but one that is secure.
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For developers in this study, the act of implementing security measures in app development is
a practice that supports secure software development process. The theory of the Socio-
technical Security Practices of Developers in SMEs explains the process of how developers
in small or medium-sized organisations to effectively practice secure software development
through social interactions, gathering information, identifying the people and tools they need
to get the job done. The theory is built around the concept of a combination of various
activities and actions that represent the developer’s perspective of how security can be
practiced effectively within their organisational context. Also, organisational structures such
as SMEs are constantly changing and growing which in turn, shapes the security decisions

and practices of developers.

Social practice theory concepts can be used as a base to explain secure software development
as a social practice for developers, particularly for developers in micro-businesses and small
and medium-size organisations. This makes an argument for the actions and activities of
developers based on insights from the philosophy of sociology, to help explain the
phenomenon of secure software development. And use Social Practice Theory as a base for
explaining my theory. The theory of the Socio-technical Security Practices of Developers in
SMEs provides conceptual base for understanding cyber security practices in software app
development as social and epistemic practices within their social and organisational contexts.

This contributes to the cyber security and software engineering bodies of knowledge.

The next section explains one of the core constructs of the theory — Security Activities —
through the lens of social practice theory, as an example of how materials, meanings and

competencies operate interpedently at an organisational level for developers in SMEs.
5.9.1 Security Activities Through the Lens of Social Practice

Shove et al. argument for practices, is that there are interdependent relationships between
materials, meaning and competencies with the ability to mutually shape each other (Shove,
Pantzar, and Watson 2014). This argument is particularly valid in cyber security and security
activities involved in app development because materials such as the security tools and

technologies used can shape the competences of individuals involved in the process, and the
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shared meanings and ideas developers have about security. These elements are mutual shape
and depend on each other for developers to be able to effectively implement cyber security
practices. The concept of mutual shaping is frequently used in Science and Technology
Studies to explain the mutually exclusive relationship between society and technology, that

they shape and influence each other (Cole et al. 1995).

If we use Vulnerability Assessment as an example of one of the Security Activities described
by participants in this study. The process of identifying, reviewing, quantifying and
prioritising threats, weaknesses and vulnerability in the software product or computer
networks can be broken down into the different required competencies of developers, clients
and materials used. Although participants describe this process to be majorly automated, the
decisions about what vulnerability assessment tools to use rests on the competency of the
developer and sometimes, the client. Typically, the process can start with the developers’
(with security knowledge and skills) review and understanding of security initiatives such as
the OWASP Top 10 list of the most common and recent application vulnerabilities (OWASP
2021) or the client may request for an overall security analysis of their application. The
developer then decides to run dynamic or static application security testing (penetration
testing) for these app products based on their own understanding or recommendations from
other developers in their communities. Figure 5.10 shows an example of interactions for

vulnerability assessment of an app product.

Vulnerability assessments and test activities can be done continuously as a practice involving
interactions between developers, clients and other stakeholders who can participate in
process. Finally, having a social practice of vulnerability assessment can support the cyber
security practices of app developers in SMEs and this will be more helpful for developers in

micro-businesses and SMEs with limited resources to practice secure software development.
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Figure 5.10— Vulnerability Assessment Process as a Social Practice [P1%*]

5.9.2 Social Practice Theory and Secure Software Development

Secured
Product

Based on the knowledge gained from this study, software security is considered a social

practice from the perspective of Social Practice Theory, as a way of improving security

activities and processes. This is because it helps consider the various connections between

elements of security practices in an organisation and not just focus on behaviour change. The

goal of Social Practice Theory is to move beyond focusing on ways to understand and

influence the behaviours of individuals to understanding the dynamics between individuals

and other elements that form a practice (Shove, Pantzar, and Watson 2014).

Studying

software security as a social practice enables us to ask more robust questions whose answers
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can push the agenda for building more secure software products. Some examples of questions

in this context would be:

i. Do the developers have the skills and competencies to perform the security practice?

ii.  What impact do the materials being used have on developers’ behaviours? Do
materials inhibit or drive certain types of behaviours?

iii.  What security practices are the most important? Do developers need new practices for
secure software development, or can they leverage on existing materials?

iv.  Is there a shared meaning amongst developers and security experts about performing
certain security practices?

v.  What constitute best practices in real-life for developers? Do they consider security
practices as an inherent part of their jobs as developers? How do we think of
competencies and materials that can help developers transition?

vi.  Within the organisational context of SMEs, how do developers localise security
practices that can be easily adopted by in their agile environments?

vii.  What impact does the technology built have on society? Are developers being

responsible about their innovations considering future impacts?

In practice-based fields such as security and software engineering, individuals are the
carriers, performers, and sustainers of the practice through continuous performance (King
2019). Practitioners therefore must deal with constrains on available materials or the need to
continuously learn about new security and software tools, technologies, or techniques.
Furthermore, the range of competencies or skills needed to perform a practice can be from

basic to expert level and individuals still need to engage at different levels.

In summary, the social practice theory may be limited in providing grounds for technical
arguments, however, it supports our arguments of the importance of understanding the
experiences of individuals - developers in SMEs - and how their social interactions and
differences in security meanings influence their practices. In addition to understanding social
practices, it is also imperative to understand the relationship between social and technical
dimensions within an organisational context to further expand our knowledge of the

conceptual categories of the theory.
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Secure software development as a socio-technical practice is dynamic, constantly changing
the entities and elements that engage in it. Therefore, to achieve more success in interventions
and initiatives for secure software development, it is important to consider all other elements
beyond isolated individual behaviours. In the next section, a well-established and frequently
used Socio-Technical Systems theory is used to explain the interdependent relationship

between the elements of my theory within the SME organisational context.
5.9.3 Security Practices and Socio-technical Systems Theory

The concept of socio-technical systems was first created by Emery and Trist (2005) to
explain the synergy between the complexities of technology and social systems (Trist and
Emery 2005; Trist 1981). Social systems in this context represent organisations that are made
up of groups of individuals with some organisational arrangement, carrying out various work
practices that achieve a purpose (Trist 1981). Whilst the use of tools, technology and the
execution of other engineering activities represented the technical aspect of these systems
(Trist 1981; Trist and Emery 2005). The Socio-technical Systems (STS) theory describes a
synergistic relationship between “people, technology, organisational structures and processes,
and the operating environment in which they occur” (Carayon et al. 2015; Malatji, Von

Solms, and Marnewick 2019).

Perhaps a more appropriate definition and holistic view of the theory is one provided by
Troyer (2016), that STS describes an interaction between the social aspects of development
(including how teams and individual members perform tasks), and the technical systems that
include other complex relationship throughout the development lifecycle (Troyer 2016). In
this regard, recommendations for improving both social and technical aspects of an
organisational system is key in achieving effective performance (Trist and Emery 2015;
Miner 2020). This explains the relationship between core categories of the theory of the

Socio-technical Security Practices of Developers in SMEs.

Researchers across various software engineering and cyber security disciplines have used the
core elements of STS theory to analyse human, social and organisational aspects of the

development lifecycle. Elements of the social dimension include organisational structures and
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people (including members of an organisation and stakeholders); and the technical dimension
constituting of technology, tools, and resources to carry out work activities in specific social
infrastructures (Hester 2014). Kraemer and others have argued that human and organisational
factors play a significant role in the development and analysis of security vulnerabilities with
results from qualitative studies (Kraemer, Carayon, and Clem 2009; Dhillon and Backhouse
2001; Stedmon et al. 2016). Studying cyber security and software development practices
through a socio-technical lens shows the interplay between technology and human and social

dynamics (Fuggetta & Di Nitto 2014).

In order to understand how developers’ practice cyber security effectively in organisational
structures such as SMEs, we must understand the meanings of their development experiences
and the social contexts in which they occur (Ralph, Chiasson, and Kelley 2016; Safa, Von
Solms, and Futcher 2016). We cannot focus only on tools, systems performance, and
software security while the social aspects are ignored. This study of cyber security as a social
practice shows that technological and social elements should not be studied in isolation. It
offers an integration of human aspects and technology to define the dependencies between
the security activities of developers and their social context. Cyber security and software
engineering are often considered a formal, technical domain, with security research focusing
mainly on computer and information security infrastructures, however, security activities
require social acceptance and compliance as well as the availability of usable and useful
security technology (Albrechtsen 2007; Kraemer, Carayon, and Clem 2009; Casaca and
Florentino 2014).

Studying security and software application development practices through a socio-technical
lens shows the interplay between technology, humans, and social dynamics (Fuggetta and Di
Nitto 2014). A research study that uses a technological approach tends to focus mainly on
tools, systems performance and software security which is an approach used by most
researchers in security-related studies such as cryptography, threat models, vulnerabilities,
firewalls, multi-factor authentication, cloud, and network security. Research studies using the
social approach have explored end-user security behaviours and factors that influence these
behaviours, within their personal environment (Stanton et al. 2005; Albrechtsen 2007) or in

an organisation (Abraham 2011; Balebako et al. 2014; Hasna and Mustapha 2016).
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Regardless of the strength of access control policies or technical controls, if humans do not
implement and use them appropriately, because of the possible influence of various human or
organisational factors, the effect on security can be severe (Kraemer, Carayon, and Clem
2009). Security cannot be fully achieved through technology growth only; it must take into
full consideration the experiences of people. Theories in secure software development
research such as the one presented in this study, requires both technical and social approaches
to ensure that security goals within organisations and disciplines are achieved (Dhillon and
Backhouse 2001). Therefore, we must go beyond just building secured systems and tackling
network threats, attacks, and vulnerabilities, to ensuring that other aspects of secure software

development practices are better understood and addressed (Schlienger and Teufel 2002).

5.10 Usable and Useful Security Tools for Secure Software
Development in SMEs

Several security-related research studies have integrated social and technological approaches
to examine how end-users interact with and use complex of security tools and technologies.
For example, studies by (Sasse and Flechais 2005) and (Joorabchi, Mesbah, and Kruchten
2013) have made efforts to better understanding of how people manage, understand, and use
security tools within their specific context and environment. Other studies have attempted to
analyse how developers The concept of usability as defined by ISO standards is the “extent to
which a product can be used by specified users to achieve specified goals with effectiveness,
efficiency and satisfaction in a specified context of use.” (ISO/IEC 2014) Usefulness, means
that the product or tool creates value for the user by meeting the specific needs (Molich,

Jeffries, and Dumas 2007).

The usability and usefulness of security tools and technologies are now basic determinants of
the acceptance, adoption or and value of security measures in app development. It is critical
that the research community pays more attention to understanding how developers use
security tools and manage complexities. It is not beneficial or effective if developers struggle
with use complex security initiatives, techniques, tools, or technologies, that may be

classified as requirements for ‘best’ security practices. For example, if a developer in a small
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software company with a few years of experience and no formal security training, encounters
a complex security tools or framework, they are most likely to deprioritise security measures
to focus on features and functionality. It is not always a case of a lack of motivation, for
complex security tools and technology are simply unusable or require certain high-level
expertise to implement or extended time to learn which can be discouraging for the

developer.

According to the participants in this study, security knowledge is only useful when you have
easy-to-use security tools, technology, or frameworks available for implementation during
and after app development process. This means that even when developers are aware of what
security measures to implement, the security tools or technology need to be usable and useful
for developers to effectively carry out their work activities, particularly security activities.
Just like end-users, developers need complex security tools, frameworks, and technologies to
be easy-to-use, understandable, and useful to produce secure software. Furthermore, insights
from the Socio-technical systems theory supports my claims for the theory that developers
need access to usable and useful security tools and technology within their specific

organisational context.

Defining project characteristics is common across various sectors and organisations including
software companies, to predict and manage project challenges (Kumar et al. 2012). For
smaller software companies, such as where the participants in this study worked, clearly
defined project characteristics was particularly important if limited resources were to be
distributed properly to complete a project. This includes but is not limited to the availability
of resources needed for the project, clear functional and non-functional software
requirements, the overall cost of the project, and time constraints set by clients. Software
project characteristics estimation and management may not be novel concepts in software
engineering research; however, studies on secure software development have focused on
large projects and large organisations (Jones 2005; Chemuturi 2009) leaving the activities of

developers in SMEs at a disadvantage.
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Chapter 6 A Framework of Secure Software

Socio-Technical Practices for Developers in SMEs

6.1 Introduction

This chapter present the results of conducting an in-depth literature review with a more
systematic approach to develop a conceptual framework, in addition to the grounded theory
process presented in Chapters 4 and S. The aim is to situate this study within the research
landscape and strengthen the interpretation of conceptual categories presented in the findings,
by systematically reviewing relevant existing literature and theories in the field and
comparing data. This presents further discussions and insights into the key issues of secure

software development practices of developers in SMEs.

6.2 Approach

“The logic of grounded theory differs from quantitative research logic that applies
preconceived categories or codes to the data” from the inception of the study (Charmaz
2006). Charmaz argues that using a framework from the start, restricts how researchers learn
about the actions, perceptions, and situations of participants within their settings (Charmaz
2006; Bryant and Charmaz 2010). However, to demonstrate an understanding of the state-of-
the-art in literature related to secure software development, a conceptual framework analysis
study was done to synthesise findings presented in Chapter 4 and 5, probe the data further in
comparison to existing literature and to situate this study in the security and software

engineering bodies of knowledge.
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A systematic approach adopted at this stage of the study is presented visually in Figure 6.1.
The process follows an adaptation and implementation of procedures for building a
conceptual framework by (Jabareen 2009) and methods for rigorously reviewing literature
using grounded theory by (Wolfswinkel, Furtmueller, and Wilderom 2013). and applied to
publications in information systems field. search and review state-of-the-art literature in the
secure software application development domain. This approach aims to review relevant
related literature within the secure software development domain, compare findings in this
study to construct relationships between any concepts and discuss the wider implications. In
addition, the conceptual framework is proposed to support studies in secure software

development and developers’ experience in the SME context.

> Define criteria & L
scope data sources.

- A 4
Present key insights & |
relationship ‘ Map selected
between concepts data sources.

4 ' [

Rethink, evaluate & 4
compare framework to . .
extant theories. Identify & integrate
concepts.
A

| Synthesise & refine B
concepts. '

Figure 6.1- Adopted Conceptual Framework Analysis Process

Suitable publications and data for this work were selected based knowledge gained from the
CAMS taxonomy and the theory of the Socio-technical Security Practices of Developers in
SMEs presented in the previous chapters. The scope and literature search were from the

following research domains - developer-centred security, software security, cyber security,
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secure software development, software security engineering, security in agile development,
agile software development, secure development practices, and software development and
security in SMEs. The outcomes of previous related studies in comparison to factors
identified in this study; the methodologies and methods used; theories and paradigms that
these studies are based on; participant demographics, organisation size, structure and type
were key search criteria. The multidisciplinary literature is then mapped to the phenomenon
being study — the security practices of developers in SMEs. A total of 50 additional research
articles focusing on this phenomenon including empirical data, articles on practices and

findings from this study were selected.

The identification, integration and refinement of concepts was done using the focused and
axial coding techniques described in Section 3.4. This coding process involved comparing
incidents, contexts, and experiences in the data and extant theories of software security. The
selected data sources and resulting conceptual categories are presented in Table 6.1. The
outcome of the conceptual framework analysis process is a framework that represents the
relationship between concepts identified in the data, diagrammatically presented in Figure
6.2 to sufficiently represent the main factors and concepts identified in literature and findings

in this study.
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Selected Data Sources

Chapters 4 and 5 from this study

(Weir et al. 2018; 2019; 2020;
‘Weir, Becker, and Blair 2021)

(Chowdhury et al. 2021)

(Poller et al. 2017)

(Jpsang, @degaard, and Oftedal

2015)

(Van Der Linden et al. 2020)

(Mokhberi and Beznosov 2021)

(Lopez, Sharp, et al. 2019b;

2019a)

(Tahaei and Vaniea 2019)

(Weir, Rashid, and Noble 2017;

2020)

1

3

4

5

6

7

8

9

10
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11 (Pieczul, Foley, and Zurko 2017) v
12 (Gutfleisch et al. 2022)

13 (Weir, Rashid, and Noble 2016)
14 (Ashenden and Ollis 2020) v
15 (Lopez, Tun, et al. 2019)
16 (Ryan, Roedig, and Stol 2021)
17 (Hall et al. 2008)
18 (Assal and Chiasson 2018) v
19 (Hala, Assal, and Chiasson 2018;
Assal and Chiasson 2019)
20 (Acar, Stransky, et al. 2017)
21 (Acar et al. 2016; Acar, Backes, et
al. 2017)
22 (Acar, Fahl, and Mazurek 2016)
23 (Gorski et al. 2020) v
24 (Keramati and Mirian-
Hosseinabadi 2008)
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25 (McGraw 1998; 2004)

26 (Rauf et al. 2020)

27 (Rauf et al. 2021)

28 (Mabher et al. 2019)

29 (Ashenden and Lawrence 2016)

30 (Baca and Carlsson 2011)

31 (Meng et al. 2018)

32 (Bartsch 2011)

33 (Caputo et al. 2016)

34 (Chen et al. 2019)

35 (Wijayarathna and Arachchilage
2019)

36 (Palombo et al. 2020)

37 (Votipka et al. 2020)

38 (Parker et al. 2020)
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39 (Thomas et al. 2018) v
40 (Weir, Hermann, and Fahl 2020) v
41 (Aljedaani et al. 2020)

42 (Witschey, Xiao, and Murphy-Hill v
2014)

43 (Xiao, Witschey, and Murphy-Hill v
2014)

44 (Jordan et al. 2014) v

45 (Witschey et al. 2015) v

46 (Zarour, Alenezi, and Alsarayrah v
2020)

47 (Votipka, Abrokwa, and Mazurek
2020)

48 (Haney et al. 2019)

49 (Sawaya et al. 2017)

50 (Xie, Lipford, and Chu 2011; Xie v
et al. 2011; Xie, Lipford, and Chu
2012)




6.3 Framework Overview

The findings presented in Chapters 4 and S show that the practices of developers in SMEs
are formed by several factors that influence their software development process including but
not limited to factors such as context, attitudes, motivation, support, the role of clients and
navigating relationships within various social structure. However, it is important that secure
software development efforts including initiatives, guidance, tools and technology providers
and developers themselves, know how to assess factors that are particular to the SME
development environment and identify what is needed to support the effective practice of

secure software development in SMEs.

The conceptual framework in Figure 6.3 presents an integration of core concepts from a
comprehensive review of related research literature, extant theories, and findings from this
study, to show what is needed to understand the complexities of developer’s practices in
SME:s. The framework describes three main categories of secure software development socio-
technical practices (individual, organisational and technological practices) of developers
supported by a list of fifteen supporting factors identified in this study and in literature. This
gives a holistic view of the important areas to consider when describing and assessing the
secure software development practices of developers. A holistic approach to viewing these
practices provide the software engineering and security fields with a strategic frame of
reference that considers all factors based on the experiences of developers, to support the
creation of guidelines, procedures, tools, and policies for secure software development.
Particularly for developers in SMEs, the framework sheds light on the experiences of these

developers and how their practices are formed within their organisational context.

Table 6.1 shows that a majority of the research efforts directed at understanding the activities
and experiences of developers in secure software development have focused on improving
security skills (Weir, Rashid, and Noble 2016); security trainings, warnings, interventions,
adoption, and assurance techniques and in identifying developers’ motivation for security
(Weir, Becker, and Blair 2021; Acar, Stransky, et al. 2017; Hall et al. 2008). Majorly, these
research studies have worked on understanding how industry software development teams

have successfully achieved software security particularly in large organisations. These efforts
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have been impactful in the creation of security guidance, frameworks, policies, and
initiatives. However, further studies into the interactions between developers and
counterparties and stakeholders have been encouraged to identify the best ways of leveraging
human interactions to improve software security (Weir, Rashid, and Noble 2020). This study
provides that contribution by presenting the experiences of developers in SMEs and
identifying how the interactions between developers, clients, and communities impact secure

software development practices.

Figure 6.2 shows a high-level classification of socio-technical practices from selected
relevant data sources including this study. This classification presents an overview of the
different dimensions of how secure software development practices have been addressed in
literature. Some studies have addressed individual security practices of developers based on
their attitudes, behaviours, and motivations of security adoption (Maher et al. 2019; Witschey
et al. 2015; Witschey, Xiao, and Murphy-Hill 2014). Other studies have looked into security
motivations, deterrence and knowledge sharing activities of developers across various
organisations and social structures (Herath and Rao 2009; Lopez, Tun, et al. 2019; Ashenden
and Ollis 2020). Studies that focused on technological practices, explained the impact of
security warnings, usable security APIs, issues around writing vulnerable codes and ways of
improving security adoption during each phase of the software development lifecycle (Gorski
et al. 2020; Oliveira et al. 2018; Green and Smith 2016; Assal and Chiasson 2018). This

classification of data was a starting point for the framework development.
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Figure 6.2— Classification of Conceptual Categories of Secure Software Practice from

Literature

The framework in Figure 6.3 presents a different perspective of factors that should be
considered by the secure software development ecosystem in designing software security
initiatives, new software security guidelines, policies, tools, or techniques for developers in
SMESs. The main goal of the framework is to guide industry and academic research in secure
software development efforts and draw attention to the particular needs of developers in
SMEs. The scope of the framework is within the SME and micro-business context, to provide
software security practitioners and researchers insights required in planning, designing, and
evaluating secure software development practices for developers. While there are several

studies describing and showing evidence of how developers are not properly adopting or



6.3 Framework Overview 165

delivering security leading to vulnerable software product (Xie, Lipford, and Chu 2011;
Oliveira et al. 2019; Wijayarathna and Arachchilage 2019), little evidence is shown to
explain how developers in SMEs are navigating their day-to-day development and
organisational activities to meet the expectations of software security standards. This study
provides evidence of how the secure software development practices of developers in SMEs
are formed. The framework doesn’t point out security issues or behavioural flaws but
provides a view into the factors that form and impact the security practices of developers
based on their experiences particularly within the SME organisational context. The outcomes
of studies such as the survey of the impact of software security practices on development
efforts (Venson et al. 2019) and the need to understand dialectic interactions for improving
the security of development activities (Weir, Rashid, and Noble 2020), are examples of
studies that have presented areas where this framework can be applied. The CAMS taxonomy
presented in Chapter 4 is used to provide insights into the different dimensions of secure

software development practices of developers in SMEs.
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Context

Understanding the individual dimensions of secure software development practices of
developers in SMEs requires a knowledge of the context surrounding why people do what
they do. This enable us to explain how their practices are formed and the impact these
practices have on the resulting software product. Merely identifying the security activities of
developers and the potential threats to a software cannot describe fully the context of
practices of secure software development. There is the need to understand the context in
which these developers work. In an ethnographic study that involved using a discussion tool

made up of security incidents from media and internet sources, showed that engaging with
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developers based on the context of the experiences of others and their personal may improve
security practice and technology adoption (Lopez, Sharp, et al. 2019b). The self-efficacy of
developers in SMEs represented in this study are based mainly on their personal experiences
with handling past security incidents, previous security training, being reformed hackers or

security experts.
Attitude

Attitudes and behaviours towards security have been described in literature in various ways
including using the Theory of Planned Behaviour or Reasoned Action (Leonard, Cronan, and
Kreie 2004). The claim has been that developers in smaller companies are less likely to have
positive security and privacy attitudes and behaviours (Balebako et al. 2014). However,
attitude of individuals towards security can change based on experiences and information.
Based on the outcomes of this study shows that for developers, attitude towards security are
heavily dependent on their individual experiences with security incidents, client’s
specifications, and a shared security information within the developers’ communities they are

associated with.
Motivation

In a study by Assal, developers’ software security practice motivators and deterrent factors
were communication, collaboration, and a positive impact of a ‘shared meaning’ of security
among all individuals involved in the development process (Assal 2018). In this study,
communication and collaboration was also identified, however, these factors were not
considered as motivators for implementing software security measures. Hall et al. reports that
change, challenge, problem-solving skills, life cycle models and teamwork as some of the
intrinsic motivators for software developers (Hall et al. 2008). Although these motivators are
not specific to secure software development practices, they help us understand developers
more. Developers in SMEs are motivated by the financial capacity of their clients to cover the
cost of security and their experiences. Understanding these motivators, provides insights into

how developers implement security practices in their development process.
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Support

The core of this study is in understanding the practice of secure software development by
developers in SMEs based on their experiences. Practices are organised or unorganised
established activities habitually performed by individuals (Orlikowski 2002) or according to
Bourdieu, they are “recognisable patterned actions” that both individuals and groups engage
in (Theodore R. Schatzki 1997; Bourdieu 1977). In secure software development, this implies
that practices may include organised development methodologies or emergent security
activities that are repeatedly performed by individuals, teams or communities when
developing a software. Support from developers’ communities and development platform
providers affect the developers’ attitude and behaviour towards security. Security guidance
and initiatives that improve the experiences and efficacy of developers in SMEs can

contribute to improving secure software development practices.
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Context

Software engineering and security domains have focused on the various human actions and
practices, in developing systems and securing information from unauthorised access (Clarke
and Drake 2003).The software application development process involves procedures,
practices, technologies, and policies that work coherently within different organisational
structures with the aim of producing or maintaining a software product (Kraut and Streeter
1995). These processes entail various activities and phases where teams of developers,
engineers and managers collaborate under various constraining company policies and

structures as well as organisational norms and resources to achieve a common goal (Yilmaz
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2007). It is important to understand the SME and micro-business context to provide the right
security guidance, policies or initiatives that support the secure development practices of
software developers in these types of organisational structure. For example, the role of client
relationship management and involvement in the development process should be taken in

consideration when explaining the practices of developers in SMEs.

Developers in SME:s also rely on the discussion within their social network and communities
of collective shared security knowledge or experience to shape their secure software
development practices. Similar to other social communities, developers’ communities are
made up of individuals who may look to others for directions, reassurance, and support. As
described in Chapter 4, the celebrity developers represent a type of leadership within these
communities, were developers rely on their expertise and knowledge on secure software

practices.
Attitude

Studies in security research have also argued the importance of viewing cyber security
practices as socially influenced processes that require us to understand human and social
factors underlying people’s security decisions and behaviours (Das et al. 2014). Das (Das
2017) used insights from a combination of interviews and surveys of users of a social
network, Facebook, to build a theory of social cyber security. Das’ argues that security
attitudes and behaviours are strongly influenced by social influences in organisations and
communities. Secure software development measures should be designed in a way that
actively considers organisational and social factors to determine its adoption and

encouragement of a better attitude to security.
Motivation

Developers are motivated to implement security practices based on their clients’
specification, knowledge, and willingness to finance the cost of security. As described in
Chapter 4, interactions, dialogues and negotiations between developers and their clients can

drive the need for specific security measures to be implemented. In a similar study on
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dialectic security done by Weir et al (2020) different stakeholders such as product managers,
senior managements, and customers were identified as counterparties involved in the security
costs and risk negotiations process for deciding what aspect of security to implement in the
development process (Weir, Rashid, and Noble 2020). These negotiations were also
identified in this study, however for developers in SMEs particularly where the developer is a
sole proprietary owner of the business or working with a very lean team, these negotiations
are make or break discussions that motivate how the developer thinks about software security
and its implementation because developers are worried about losing business due to high cost
of security. This study contributes to literature by identifying the impact of the client’s
specification and security knowledge on the motivation of developers in SMEs for a more
effective secure software. A client with some level of security knowledge can specify the
security features they require during the initial conversation with the developer. The
developers can also recommend to clients the right security measures that can be
implemented in the software product. These recommendations are usually based on their
personal experience and expertise of the developer. The security features and cost of
implementing these features are then outlined to clients. If the client is unwilling to pay any
extra cost or cannot work with any extended timeframe, then the developers are likely to

deprioritise security for that software project.
Support

Ortner’s reports that practices are the continuously changing dialectical relationship between
structures (social or organisational) and human actions (Ortner 1984). Social structures such
as the developers’ communities or organisational structures such as SMEs, have the capacity
to direct the actions that developers take during the development process. Software
developers in SMEs with flexible or no organisational and responsibility structure are more
inclined to adhere to security trade-offs due to challenges such as the inability to afford
standard security tools and standards, which are particular to SMEs (Osborn and Simpson
2015). It is therefore important to improve security guidance resources that support the

developers in SMEs based on challenges particular to them.
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Figure 6.6— CAMS-IOT Framework in Technological Practices

Context

The practices of software development involve activities for defining the purpose of software,
its domain, structure, behaviours, required computation and the interactions with its
environment and users (Jackson 1994). Security measures may be a distant consideration for
many developers particularly in SMEs who are justifiably focused on the functionality and
utility of the software to meet the satisfaction of their customers (Wurster and van Oorschot
2009). But nowadays, with the web and cloud platforms being a software development

environment for both large organisations and small- scale software development activities,
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there is a need to devote attention, time, and effort to security considerations in this
environment (Fischer 2016). Various technological trends contribute to security issues in
software development for most organisations (Fuggetta and Di Nitto 2014). Some of these
trends such as changes in development environments, communication, and collaboration
methods require better understanding for improving guidance for secure software

development practices.

For example, Microsoft developed (and implement) the Security Development Lifecycle
process to minimise security vulnerabilities, develop policies, practices, and technologies to
help developers build applications as secured as possible (Howard 2004; Lipner 2010).
Microsoft represents some of the larger organisations with a standard organisational structure
with the required resources needed to implementing security initiatives. These large
organisations provide security awareness education for their developers, engineers, external
security reviewers and SOC consultants. They also provide technologies for implementing
good security design principles, organise security-focused events, have final security review
teams and have built security resource centres (Howard and Lipner 2006). This presents
developers in micro-businesses, small and medium-sized organisations with a structured set
of practices to meet specific security standards with limited resources. Each phase in the
development process requires the developer (and other operations member of the organisation
involved in the project) to ensure that despite any challenges faced, the resultant software

application should meet the client or end-users’ expectations.

Attitude

Wurster & van Oorschot claim that developers ignore security practices by disabling tools
that are designed to assist in creating secured code during compilation time for their codes to
run more quickly in order to meet production deadlines (Wurster and van Oorschot 2009).
Although developers in this study did not share any reports about this actions, they explained
that security measures are considered after the deploying the first version of the software
product to meet tight deadlines. Developers attitude towards secure software development
development may be improved when the design of security measures account for client’s

specifications and project timelines.
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Motivation

Trends such as open-source development, cloud computing and artificial intelligence services
have changed the dynamics according to which software is being designed, developed, and
distributed. (Feller and Fitzgerald 2002; A. Mishra et al. 2013).This transformation also poses
another challenge to the management of development activities for developers in SMEs, with
new, unconventional, and unpredictable environments and settings. Time and financial
resources are required to keep up to date with these trends which can either deter or motivate
developers in considering software security measures. It is therefore important to understand
the implications of these trends on developers’ practices in order to provide new approaches

and guidelines for best practices for collaboration and communication during SDLC.
Support

Developers have a huge role to play in ensuring that applications and security holes do not
expose important information to attackers via their various platforms, tools, and technologies
by maintaining security practices that can be implemented around the development process of
the software (Northrop and Lipford 2014). The fast-paced, resource constrained nature on
SMEs necessitates the need to support new practices within different development
environments and towards safer communication methods, more effective programming, and
collaboration techniques. Developers in SMEs have to continuously evolve with the changing
development environments and support technologies that operate over the Internet to produce
quality products that meet the customers’ requests and expectations. Hence, the need to
support developers so they are more familiar with best security practices for internet-based

software development.

6.7 Perspectives on Socio-Technical Practices in Secure

Software Development

The CAMS-IOT framework is a conceptual framework that explains how context, attitude,

motivation, and support describes the secure software development practices of developers in
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SME:s. These practices are moderated by the socio-technical dynamics occurring between the
social factors of individual and organisational activities, and the technological aspects of the
development process. Other software engineering researchers have studies social aspects of
secure software development and the influence on the practices of developers and a

comparison of the framework with their results can help extend research insights.

Assal’s study of how the security knowledge of developers influence security in the software
development lifecycle (SDLC) (Assal 2018) describes an application of context, attitude,
motivation, and support to the technological practices of developers. The study involved
interviewing 13 developers to identify their tasks, priorities and tools used during the
development process to understand how these affects the security of their applications and
how well ‘real-life’ security practices compare to ‘best practices’. Although the
demographics of participants include developers from small, medium, and large organisations
within North America only, the security attitude, approaches and priorities of developers
where identified for the different SDLC stages which is similar to what the CAMS-IOT

framework can be used to interpret.

The security attitudes and behaviours of developers in Assal’s study were split into two
extreme groups: security adopter and security inattentive (Assal 2018). Security adopters
were classified as those developers who considered security in majority of the stages of the
development lifecycle and being inattentive meant that the developer dismissed or poorly
approached security. Emerging themes showed that to a security adopter, security is priority
during the design, implementation, testing, code analysis, code review and post-development
testing stages. However, for an inattentive developer, security is considered secondary in
almost all stages of the development lifecycle. If developers in SMEs are to be described as
either security adopters or inattentive, their development context, overall attitude, motivation,
and the support available to them need to be understood. Developers in SMEs represented in
this study whose client’s specifications drove the security decisions of their software project,
can be both security adopter or inattentive depending on the client’s request or willingness to

pay for the cost of security measures.
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Understanding the secure software development practices of developers in SMEs through the
context, attitude, motivation, and support for the developer can be used to provide insights
into the adoption of various security techniques. In a study on developers’ security assurance
techniques for secure software development, a dialectical security theory was derived to
explain how developers’ thinking and six security techniques are being challenged by
different counterparties such as the product managers, security experts, members of the
development team, automated code analysis tools, operations staff, or end users (Weir,
Rashid, and Noble 2020). From interviewing 16 software security industry experts, six most
effective security assurance techniques were described — threat assessment, stakeholder
negotiation, configuration review, source code review, vulnerability scan and penetration
testing. Stakeholder negotiation was emphasised as an important requirement for software
development security. This also applies to developers in SMEs, however the CAMS-IOT
extends the dialectical theory by explaining how security techniques such as stakeholder
negotiations become part of individual, organisational and technological practices through an
understanding of the context, attitude, motivation, and support for developers. The context for
developers in SME is not just identifying the list of possible attacks along with cost of
security measures but in the client’s willingness to pay. Expressing the risks and costs of
software security to stakeholders in terms they understand may be beneficial, however, true
implementation comes from the availability of funds to cover the cost of security. This in turn
improves the attitude of the developer in SMEs towards security as well as motivates and

support their security decisions.

In a study aimed at motivating developers to implement security in the development process
through engagements, Lopez, Sharp and others (Lopez, Sharp, et al. 2019b) ran a series of
engagement sessions with professional developers to develop a security discussion tool. The
aim of the engagement activities was a provide developers with security incident scenarios to
provoke discussions that support and encourage their security practices. This intervener
approach is one of the major techniques implemented in industry to improve the security
practices of development teams. Rather than applying intervention techniques that prove the

inadequacy of the security practices of developers, this study suggests an alternative lens at
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understanding and supporting the individual, organisational and technological practices of
developers in SMEs. The CAMS-IOT framework suggests a socio-technical approach that
explains the perspective of developers in SMEs regarding security efforts in software
development. For example, understanding how the SME context - comprising of the client’s
specification and financial capabilities, availability of resources, software domain and level
of experience — influences security decisions that can improve secure software development
in smaller organisations. Surveys similar to the one done by Venson and others (Venson et al.
2019), support the contributions of this study, by highlighting the need to understand the
experiences and perspective of software development professionals when planning secure

software development initiatives.

6.8 Conclusion

If the secure software development practices of developers are to be explained and
understood, it is imperative that organisations, development platforms, security practitioners
and researcher are aware of the perspectives of security activities by developers in SMEs as
socio-technical practices driven by various factors. It is also important that secure software
development initiatives and technologies being created to support SME developers are
directed at understanding how these developers’ socio-technical practices are encouraged to
produce results that are beneficial to the software industry. This chapter presents the CAMS-
IOT framework, which represents the relationship and dynamics that influence developers’
security practices in software development particularly in SMEs. The study recommends that
context, attitudes, motivation, and support should be core concepts used to understand the
individual, organisational and technological aspects of secure software development practices
for developers in SMEs. The framework was used to discuss and extend current discussions
within the software security landscape to provide insights that are applicable to developers in
SMEs. The framework is limited by its scope which is the SME and micro-business context,
however, can be extended to account for the perspective of larger organisations in further

research.
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Chapter 7 Discussion

7.1 Introduction

This chapter further elaborates the wider implications of the theory of Socio-technical
Security Practices of Developers in SMEs and the CAMS-IOT framework within software
development and security research. The theory describes socio-technical factors relevant to
the current security practices of developers in SMEs, and the framework reveals concepts that
extends extant concepts and theories. The significance of this is to explain secure software
development as a social practice for developers in SMEs - a social phenomenon from the
perspective of the individuals who participate in this process within their specific

organisational context.

7.2 Secure Software Development as a Social Practice for SME

Developers

The theory of Socio-technical Security Practices of Developers in SMEs and the CAMS-10T
framework explains secure software development as a social interaction between individuals
and groups of developers within their ecosystem. The key concerns and experiences of SME
developers who participated in this study are mainly social issues. The outcome of this study
supports the argument that secure software development is just as much a social practice as it
is an organisational and technical practice (Weir, Rashid, and Noble 2020; Acar, Stransky, et
al. 2017; Assal 2018; Lopez, Sharp, et al. 2019b). First, the theory of Socio-technical
Security Practices of Developers in SMEs informs us that implementing security in software

development is an ongoing negotiation and management process with clients particularly for
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developers in SMEs. The CAMS-IOT framework then shows how concepts described in this
study compare to other key studies in literature to describe how the secure software
development practices of developers in SMEs are formed. To explain practices within
different forms of social structure, MacIntyre defines practice as “a coherent and complex
form of socially established co-operative human activities”(Maclntyre 1987). This definition
supports Nicolini’s argument that practice-based studies offer a new way of understanding
human, social and organisational phenomena. Social approaches are hardly drawn on in
generating theories in secure software development research, even though various social
aspects make up an integral part of security practices in the software development process.
Studies by Ralph et al. (Ralph, Chiasson, and Kelley 2016) or Button et al. (Button and
Sharrock 1994) support this argument stating that many challenges in software development
projects, including security challenges, are beyond technical, they can also be social,

psychological, or managerial.

Several studies have developed guidelines, initiatives, and recommendations for
implementing security practices from a psychological perspective with the focus being on the
security behaviours of individuals — end-users and developers (Muhirwe and White 2016;
Das 2017; Hasna and Mustapha 2016; Acar, Fahl, and Mazurek 2016). And although there
are no shortages of experimental, hypothesis-driven, observational research studies
addressing software security behavioural issues (Mashiane and Kritzinger 2020), developing
fundamental social theoretical basis for security-related studies are beneficial for several
reasons. To begin with, it allows us better explain concepts that have been divided in security
research for a long time such as agency, responsibility, ideation, and practices (Bueger 2016).
In addition, it boosts the empirical basis of security and secure software development studies
by offering new methodological approaches. Furthermore, it contributes to the bodies of
knowledge by giving us a broad view of understanding social dynamics in the technical

aspects of secure software development.

The significance of the theory of the Socio-technical Security Practices of Developers in
SMEs and the CAMS-IOT framework is that they offer an alternate sociological view of
developers’ experiences of security issues in software development within the SME context.

This study explains how developers in SMEs navigate social and technical dynamics in
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secure software development process and the impact it has on the software apps they
produce. Other human centred research in security and software engineering disciplines have
attempted to explain and improve secure software development practices (Apvrille and
Pourzandi 2005; Howard 2004; Al-Amin et al. 2018), improve security awareness (Kritzinger
and von Solms 2010; Muhirwe and White 2016), and impact security behaviours (Mashiane
and Kritzinger 2020). This study develops theory and framework that identifies that
individual, organisational and social and technological practices such as successful dialogues
and negotiations between the developers in SMEs and their clients are the core drivers for

secure software development drivers in SMEs.

Some studies have focused on software development practices from the perspective of larger
organisations. For example, Adolph (Adolph 2013) developed a theory of how people
manage the process of software development. The theory of reconciling perspectives
describes software development as a social process that requires the individual abilities of
each member of the team to constantly negotiate and agree on mismatched perspectives
during the development process. These social dynamics and as well as other factors are major
drivers for successful software engineering projects. Other researchers such as Fuggetta have
also contributed to this notion, describing software development as a “social and creative
process where the creativity, skills and co-operation of developers, users and procurers
determine the quality of and effectiveness of the developed software product” (Fuggetta and
Di Nitto 2014). In another qualitative study by LaToza and Myers (LaToza and Myers 2010),
factors such as work style, social interactions and knowledge exchange between developers
are some of the major factors that influence software developer’s practices and the strategies
they use day-to-day during the development process. Software engineering and security
research are commonly grounded in formative empirical studies and are considered as
technical fields. With humans involved it has become important to understand the
intersection between people, systems, their actions, and practices from a multidisciplinary
perspective. This study offers guidance to developing software security initiatives for

developers particularly for practitioners in smaller organisations.
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Initiatives for Developers in SMEs

As described in Chapter 2, several studies have been done to produce a variety of processes,
recommendations, and guidelines with the intent to support software companies and
independent developers in implementing security best practices in software development
lifecycle. Some of the common initiatives recognised in the software development landscape
have focused on larger organisations. The outcomes of this study can support the design of

these initiatives to account for the experiences of developers in SMEs.

The Microsoft’s Security Development Lifecycle (SDL) initiative (Microsoft Corp. 2004)
which consists of twelve recommended practices (such as providing core security training for
everyone in the development team, establishing security and privacy requirements early and
regularly etc.) should consider the context of the software project, the attitude, motivation and
support available to the individual, organisational and technical practices of the developer. In
addition, the role of the client in supporting the security requirements that enable developers
build more secure software should be considered. The Microsoft SDL-Agile lightweight
initiative also recommends that developers consider certain practices as part of every sprint
requirement such as doing at least one security training and threat modelling for all new
features. For developers in SMEs with limited resources and time constraints, these practices

may be challenging to implement.

The Building Security in Maturity Model (BSIMM) framework (BSIMM by Synopsys 2022)
should also consider incorporating concepts from the CAMS-IOT framework into its four
main categories: Governance, Intelligence, Software Security Development Lifecycle (SSDL)
Touchpoints and Deployment. Similar to the Microsoft SDL initiative, the BSIMM
framework can be extended to consider the context, attitude, motivation, and support for

implementing the security practices highlighted in each of the four categories.

The Open Web Application Security Project (OWASP) Top-10 is an initiative popular among
participants in this study, focuses on creating awareness about the ten most critical security
risks in web applications (OWASP 2017). This initiative provides free and open-source tools,

standards, books, videos, and checklists based mainly on the technical practices of
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developers. The OWASP initiative can be extended to promote the individual, organisational
and technological practices of developers by providing insights into software security that
considers the context, attitude, motivation, and support to give developers a starting point on

the journey to building more secured apps.

Other initiates that can incorporate the concepts from this study include the Software
Assurance Forum for Excellence in Code (SAFECode) Fundamental Practices for Secure
Software Development initiative (SAFECode 2018), National Institute of Standards and
Technology - Secure Software Development Framework (Souppaya, Scarfone, and Dodson
2021), SANS Institute Framework for Secure App Design and Development (McCown
2003), and the National Cyber Security Centre — Secure Development and Deployment
Guidance (NCSC 2018) - government initiatives that claim to provide practitioners with a
common language for describing secure software development practices. Beyond the
unification of terminologies in secure software development, initiatives should consider the
context, attitude, motivation, and support individual, organisational, and technological

practices of developers in SMEs.

7.4 Responsible Innovation and Secure Software Development

of Developers in SMEs

The concept of Responsible Innovation (RI) in secure software development is relatively new
and still evolving, however, von Schomberg defines it as “a transparent, interactive process
by which societal actors and innovators become mutually responsive to each other with a
view to the (ethical) acceptability, sustainability and societal desirability of the innovation
process and its marketable products (in order to allow a proper embedding of scientific and
technological advances in our society)” (Von Schomberg 2012). In the software industry,
responsible innovation is described as a “set of practices in software development that
anticipate and address the potential negative impacts of technology on people” (Microsoft
Corp. 2023). For secure software development practices, the responsible innovation paradigm
supports the engagement of stakeholders in the process. Some studies have indicated that

stakeholder engagement in the innovation process plays the main role in how responsible
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innovation should be approached (Pavie, Carthy, and Scholten 2014; Koops 2015). Software
SMEs should consider responsibility structuring, defining what roles are held by clients,
developers, or end-users and modelling the relationships between these individuals in
organisations in the secure software development process (Flechais 2005; Faily 2011). The
impact of context, attitude, motivation and support on organisational structure, roles, and

responsibilities for secure software development.

As software applications become more pervasive in our society, being developed, released to
the public in short timeframes, with the ability to influence human activities, strengthen, or
weaken democracy or even negatively impact people (Jirotka et al. 2017). It has become
prevalent that software development innovators and researchers need to be exposed to more
ways of ensuring that products are created in the society’s interest. Responsible innovation
frameworks and socio-technical frameworks such as the outcome of this study offer ways of
enabling software development teams by incorporating social and ethical human-centred
practices in the development process for the future of software engineering (Pavie, Carthy,
and Scholten 2014; Von Schomberg 2019). With technological advancements in software
security such as artificial intelligence driven security intelligence, threat detection and
countermeasures (Hu et al. 2021; Sarker, Furhad, and Nowrozy 2021), it is important that
developers in SMEs are kept in loop. Herrmann and Pfeiffer agree with the argument that the
organisational practices of individuals are needed to shape the advancements in artificial
intelligence (Herrmann and Pfeiffer 2023) which is beneficial to secure software

development.

7.5 Agile Methodologies and Socio-Technical Practices of
Developers in SMEs

Most participants in the study reported that their software projects are developed in agile
environments. Agile development methodologies are considered to be more flexible,
informal, high development speed, iterative and customer-centric processes to deliver
software projects (Sharma and Bawa 2020). Extreme Programming (XP), Scrum, Dynamic

System Development Method (DSDM), Adaptive Software, and Feature Driven
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Development are examples of agile methodologies used to address different business needs

(Cockburn 2002). Figure 7.1 is representative of the iterative process involved in a typical
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Figure 7.1- Agile Development Methodology (Hoffman 2020)

The theory of Socio-technical Security Practices of Developers in SMEs and the CAMS-10T
framework present a lens for interpreting secure software development in agile environments.
Clients play a key role in driving how developers in SMEs implement security measures and
the client’s specifications and the context of the software project should be considered at the
different stages of the development iteration. The development team need to identify and
engage the people involved in and affected by the software project — team members,
stakeholders, and end-users. Then, identify cost, available resources, context in which the
software will be used and security requirements. Developers can acquire security knowledge
from their developers’ communities — for current security information that best fits the

project.
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Usable security tools, frameworks, and technologies required should then be selected and
possible consequences of decisions made in tool selection should be considered and discussed
with clients. Developers should implement agreed security tools, frameworks, and
technologies according to security information gathered from community expertise, responses
from stakeholder negotiations and personal experience. This process can be repeated for each
iteration. Security in software development is a process rather than a product, and so every
stage of the development process requires an integration of essential security measures. For
each stage of the agile development process, from brainstorming to delivering the products to
the client, the context, attitude, motivation and support for developers should be considered in

ensuring that the security practices of developers are shaped throughout the process.






Chapter 8 Conclusions

The aim of this study was to understand developers’ experiences in micro-businesses and
small and medium-sized organisations to explain how their secure software development
practices are formed and implemented. Unlike many studies that claims that developers “are
the weakest link” and require intervention for the adoption and implementation of security
measures and initiatives, this study argues that the social dynamics that developers need to
navigate influences their practices and craft. Beyond the adoption and motivation to use the
many available security tools or security initiatives and sanctions for non-adoption lies the

social issues that developers in SMEs need to address.

For example, this study spotlights the social interactions between developers and their clients.
For a small software business that runs solely based on the number of clients they get,
interactions with clients are critical and determine cash flow, project progression, security
considerations and opportunities for future jobs. Developers are individuals operating in a
world that expects them to develop flawless products in a bubble without reactions to various
factors in the world they work. This study illuminates the experiences of developers in SMEs
and their encounter various individual, organisational, social, and technical practices that

shape their practice and how they approach security in software development.

Developers also rely on the shared meanings of security and quick conversations in their
communities (virtually or in-person), in addition to their intuitions and personal experiences
to make sense of potential security threats and countermeasures. For developers in SMEs,
particularly, knowledge exchange in their communities may be the only accessible resource.
Some categories of developers in these communities are called “celebrity developers”,
ambassadors or champions of software development tips and techniques. Recommendations
from “celebrity developers” are trusted and can influence how developers approach secure

software development practices. Consequently, “celebrity developers” may or may not
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champion secure software development and security practices. The idea of celebrity
developers may raise questions such as, “how are celebrity developers chosen or what is the
process of becoming a celebrity developer?”’, “What happens if recommendations from
community members have severe consequences for the software?” Further in-depth studies of
social dynamics among developers’ communities and their interactions with security
communities are essential in identifying its impact on security practices in software

application development.

This study is motivated by the question: ‘How do software application developers in SMEs
practice security effectively?’ The objective was to understand and explain the practices of
developers in SMEs (and micro-businesses) by building a theory that explains the core
concepts that shape these practices. The main research question is further broken into

following sub-questions:

i.  RQ1: What current key socio-technical factors are relevant to the security practices
of software application developers in SMEs? — To scope and frame the study.

ii.  RQ2: How can we theorise the relationship between these socio-technical factors and
the security practices of app developers in SMEs? — To build and evaluate a theory of
the security practices for developers in SMEs.

iii.  RQ3: What recommendations can insights from the theory and study provide
developers in SMEs? - To support the security practices of SME developers during

the software development process.

The CAMS taxonomy is a classification of socio-technical factors found to be relevant to
current security practices of developers in SMEs during the application development process.
The taxonomy is an organisation system that shows the relationship between initial
conceptual categories and their sub-categories resulting from coding phases in the grounded
theory process. Four main conceptual categories were identified, Context, Attitude,
Motivation and Support that are intertwined to reflect factors that may influence how secure

software development is being practiced by developers in SMEs.
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The grounded theory process was used to generate the theory of Socio-technical Security
Practices of Developers in SMEs that explains the experiences and concerns of the
participants in this study. And the CAMS-IOT conceptual framework was developed to enable
an integration of core concepts and comparison with findings from existing related studies.
Many studies done within security and software engineering research do not generate theories
or conceptualise practices in a way that informs secure software development, particularly
within smaller social and organisational environments. Therefore, generating theories that
explain the individual, organisational and technical complexities of secure software
development practices can serve as theoretical bases for more empirical research in security
and software engineering fields. Other matured disciplines have established theories that
support their studies and researchers in software engineering and security are now pushing

for the creation and use of more theories, which is a contribution of this study

8.1 Summary of Theory and Conceptual Framework

RQ2: How can we theorise the relationship between these socio-technical factors and the
security practices of app developers in SMEs? — To build and evaluate a theory of the

security practices for developers in SMEs.

The theory of Socio-technical Security Practices of Developers in SMEs is specific to
developers in small and medium-sized companies. It explains a phenomenon from the point
of view of those experiencing the phenomena to show what is needed to understand the
complexities of developer’s practices in SMEs. However, its elements of this theory are
familiar to readers in this subject area. A recap of the theoretical statement below shows that
independently studying the conceptual categories (Context, People, Knowledge Bases, and
Usable and Useful Security Tools and Technologies) may only give us parts of the complete
picture of what developers face. Together, they aggregate the knowledge of developers’
perspectives of security in software development. Furthermore, the theory is original because
it provides a new conceptualisation for future study of SMEs’ secure software development

practices. The theoretical statement states that:

For app developers in SMEs to effectively practice (implement best practices) secure
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software app development to produce (deliver) a secured product, they need to
consider the context in which this product will be used, gather information from their
individual or group security experience knowledge base, clearly identify the people
involved in the process (clients, end-users, and other team members) and have access

to usable and useful security tools and technologies.

Context, People, Knowledge Bases, and Usable and Useful Security Tools and Technologies
are interdependent elements central to the continuous implementation of security activities

that become practices.

8.2 Using the Theory to Inform Secure Software Development

Practices

The following recommendations from this study address the final research question:

RQ3: What recommendations can insights from the theory and study provide app developers

in SMEs that supports their cyber security practices in the development lifecycle?

The recommendations from this study for app developers in SMEs to effectively practice
security in software development is to move the focus from stiff technical aspects of cyber
security and secure software development to a more socio-technical approach where social
factors are considered just as important as the technical. The theory of Socio-technical
Security Practices of Developers in SMEs and CAMS-IOT Framework offers a socio-
technical lens for all individuals involved in the software development to understand that
security practices and secure software development go beyond using the right tools,
techniques, or technologies. Although, the theory only represents a partial description of from
the developer’s point-of-view, it still provides a frame for discussing the social dynamics of

others involved in the development process.



8.3 Contributions 191

8.3

Contributions

The theory of Socio-technical Security Practices of Developers in SMEs and CAMS-IOT

Framework represents a dialectic between human activities (developers, clients, and end-

users), contextual factors, a security knowledge base (a collection of security expert

knowledge), and usable security technology within an organisational ecosystem. The

dynamic relationship between these concepts working back and forth together contributes to

the process of how developers prioritise or deprioritise security practices during the

application development process.

il.

1il.

The theory and framework provides the basis for explaining the activities of secure
software development by examining the elements that keep developers from
operationalising recommended measures. This can inform and support security
initiatives to focus on secure software development within the SME context.

It also provides developers with a frame for understanding the interactions between
the technical aspects of secure app development and the social fabric that holds the
way security activities are being implemented.

The theory also supports the creation of future security practices that are more
suitable for the context of developers in SMEs and informed by their current

practices.

This study makes the following contributions:

Technical contribution: the study produces the CAMS taxonomy, CAMS-IOT
Framework and the theory of Socio-technical Security Practices of Developers in
SMEs explains how context, attitudes, motivation, and support affects the formation
of secure software development practices.

Methodological contribution: the study demonstrates the usefulness and benefits of
grounded theory methodology in secure software development research in broadening
our knowledge through cross disciplinary research.

Academic contribution: the findings of this study contribute to the software

engineering and secure software development bodies of knowledge by aggregating
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concepts in a theory that is a base for more empirical studies. In addition, generating
theories that explain security practices in software development can serve as
theoretical bases for more empirical research in security and software engineering
disciplines. Other matured disciplines have established theories that support their
studies and researchers in software engineering and security are now pushing for the

creation and use of more theories, which is a motivation behind this study.

Other contributions of this study when compared to existing literature:

il.

1il.

1v.

Size of participating organisation — some studies had no indication of the
organisation sizes; some were majorly large organisations. This study focuses on the

experiences of developers in SMEs.

Participant selection criteria — this study involved developers only not other
professionals within the development process. Other research studies include
computer science students, consultants, security experts, software professionals

(developers and non-developers in SDLC).

No indication of the Roles and responsibilities of developers in SMEs and how this
influences security decision-making in the development process in most studies. This

study focuses on the experiences, roles, and responsibilities of developers in SMEs.

Only a few studies have taken a deep dive to discuss the impact of social
interactions, dynamics and dialogues between developers, API developers and
security experts and clients. This study contributes to the limited studies around
dialogues and negotiations between developers and clients (particularly for SMEs
who have more interactions with their clients than in larger organisations).
Understanding the prioritisation, trade-offs, and negotiations (resource and time) in
security decision-making and software project management made by developers in

SME:s in addition to their responsibilities as programmers.

Partial implementation on grounded theory methodology — particularly using the

coding techniques only with no theory formation. The theory of Socio-technical
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Security Practices of Developers in SMEs was generated based on the data gathered in

this study.

vi. The need for a more holistic approach that considers context, stakeholders, and
other factors in addition to the individual, organisational and technical aspects of

secure software development.

vii.  Beyond security activities surrounding coding tasks — majority of literature focuses
on technological interventions, tool-based static analysis, or code reviews. However,
this study argues that a socio-technical approach is required to better understand the

secure software development practices of developers in SMEs.

8.4 Study Limitations

Conducting empirically grounded research in secure software application development and
security are complex and come with some difficulties. One major difficulty of is that, not all
developers are appropriate for taking part as a participant. Participants must be representative
of experience, task domain and organisational context related to this study. Recruiting
participants posed a challenge during the early part of this study. Probably because
investigating security practices is also considered sensitive, it was difficult to gain access to

developers or their work environments in order to observe their day-to day activities.

Another limitation of this study is the acceptance of the specific type of social research
methods and methodologies in software engineering and security research disciplines. The
interdisciplinary nature of this study means that it needed me to employ core sociological
methods that help us better understand the experiences of developers, which goes beyond
only understanding human interactions with technology but the context surrounding their

activities and practices during the development lifecycle.
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8.5 Considerations for Future Research

Fostering better cyber security practices depend on various activities, negotiations,
communications, tools, and technologies, that happen within the software development
process such as team collaboration and communication methods, knowledge sharing and
learning in addition to complying with standard procedures or policies (Freed 2014; Wen
2018). This study explores various way developers in SMEs security practices within
development activities, to better understand the influence of socio-technical factors on cyber
security practices in the application development process. It focuses on human, social, and

organisational research area for software engineering and cyber security.
Therefore, future research in these areas can:

i.  Carry out ethnographic research studies that involve observing developers’ daily
activities during the development lifecycle.

ii.  Effective mechanisms for communal security knowledge sharing among app
developers was crucial for developers in SMEs. In-depth investigations of how
security knowledge sharing in communities can optimise security practices will be
useful.

iii.  In addition, researchers should further investigate social interactions and dynamics
between software developers’ and security professionals’ communities. This will
contribute to finding new ways of properly disseminating information across

communities.
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Appendix A Contact Letter

Dear [Participant’s Title and Name],

Further to our discussion at the Oxford [BCS Networking Event] on [Date], [ am writing
to schedule an interview with you for my research. OR

I would like to invite you to participate in an academic research.

[Just to remind you], I am a doctoral student studying at the University of Oxford and we
briefly discussed my research project at the meeting. My research aims at investigating
and understanding key factors that influence the cyber security practices and decisions of
application software developers within small and medium-sized organisations. The
research will involve studying factors that influence the cyber security activities and
practices of these developers in SMEs because it has become a crucial step in
understanding issues, identifying opportunities for improvement and supporting these
businesses and individuals.

I have attached a Participant Information Sheet and Consent form to this e-mail.
Please read these over and feel free to contact me by email or telephone (details below) if
you have any further questions. We can find a suitable date, time and venue for the
interview given your schedule.

Participation is totally voluntary and if this looks like something that you would be
interested in participating in, all you need to do is sign the consent form and forward that
to me in an e-mail or I can collect it on our meeting day. We do have the options of doing
this interview face-to-face or via Skype.

I look forward to your response.

Yours sincerely

Paula Fiddi (MSc. BTech.)
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Consent Form

Appendix B Consent Form

DEPARTMENT OF COMPUTER SCIENCE
WOLFSON BUILDING, PARKS ROAD
0OX1 3QD, OXFORD

Principal Investigator: Prof Marina Jirotka
Contact details: marina.jirotka@cs.ox.ac.uk
Primary researcher: Paula Fiddi, DPhil Candidate
Oxford telephone number: +44 (0) 7828012421
Oxford email: paula.fiddi@cs.ox.ac.uk

PARTICIPANT CONSENT FORM
CUREC Approval Reference: R54135/RE001

Developers in SMEs

| confirm that | have read and understand the information sheet for the above
study. | have had the opportunity to consider the information, ask questions and
have had these answered satisfactorily.

| understand that my participation is voluntary and that | am free to withdraw at
any time, without giving any reason, and without any adverse consequences or
academic penalty.

| understand that research data collected during the study may be looked at by
designated individuals from the University of Oxford where it is relevant to my
taking part in this study. | give permission for these individuals to access my data.

I understand that this project has been reviewed by, and received ethics clearance
through, the University of Oxford Central University Research Ethics Committee.

| understand who will have access to personal data provided, how the data will be
stored and what will happen to the data at the end of the project.
| understand how this research will be written up and published.

I understand how to raise a concern or make a complaint.

| consent to being audio recorded.

Participant Consent Form

UNIVERSITY OF

FORD

Investigating the Dynamics of Key Socio-technical Factors in Cyber Security Practices of Software

Purpose of Study: The purpose of this study is to investigate and understand key factors that influence
cyber security practices and decisions of application software developers within small and medium-sized
organisations. This consent form is to conduct a brief interview session to discuss questions related to
security practices of developers during the application software development process.

Please initial each
box

- Jobbb UL
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9 | understand how audio recordings will be used in research outputs.
10 | give permission to be quoted directly in the research publication.
11 | agree to take part in the study.

Optional: | agree for research data collected in this study to be given to researchers, including
those working outside of the EU, to be used in other research studies. | understand
that any data that leave the research group will be fully anonymised so that |
cannot be identified.

Optional: | agree for my personal data to be kept in a secure database for the purpose of
contacting me about future studies.

RN

Name of Participant Date Signature

Name of person taking consent Date Signature

Participant Consent Form 2
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Appendix C Interview Guide and Worksheet

C.1

Interview Guide

Introductory Questions

How did you get into software or app development? What type of developer would
you call yourself (native, cross platform, API, web app etc.)? What platforms do you
work on majorly (i0OS, Android, Windows, and Web etc.)?

How long have you been a developer?

How many apps/software do you have published? Are you currently working on any
now?

Do you work for a company (company size) or independently/ own a business or
start-up?

What types of apps/ software products do you develop?

Developers’ activities & tools used during application software development process.

What does your typical day at work look like? Or what does a typical day of a
software developer look like for you?

What are your go-to development tools for app/software development? (IDEs, SDKs,
APIs or Open-source tools?

Do you follow any methodologies (agile, scrum, RAD etc.) or a more customised
approach?

Where do you carry out the most work (in a team or individually) (personal systems
(locally), public collaborative spaces like the cloud, GitHub etc.)? Do you develop or

deploy your apps in the cloud?



C.1 Interview Guide C-5

Cyber security knowledge, awareness & concerns

What does cyber security mean to you? Are there any standard cyber security
frameworks or guidelines you use (such as the OWASP, BSIMMs, SANS etc.)? If no,
why?

Do you rely on in-built platform security for your apps or use any available security
tool or service? What tools or resources do you used for guidance during the
development process (such as web resources — stack overflow)?

At what stage in the development process do you consider cyber security?

How do you handle codes from 3™ parties, APIs, Library requirements or permissions
etc.?

Have you received any training on implementing cyber security practices for secure
app development?

What is the cost (time, resources) of implementing security in your apps (using
security or encryption services for data)? Any other challenges faced?

New General Data Protection Regulation (GDPR) laws and how do they affect you?

Other security considerations during Application Software Development Process

What do you consider as good or bad security practices, particularly when using web-
based technology for app/software development?

Who do you think is responsible for implementing these practices (the end-user,
developers, platform providers etc.)?

(For group developments) Who makes the decisions about the standards security
procedures, frameworks, or guidelines to follow and tools to use during the
development of a software product?

What do you think would provide the best support for developers to improve their
security practices online (a tool that has all cyber security standards and frameworks
in one place, educational training/awareness materials, more frameworks, and
guidelines)?

Do you have any questions or feedback on the interview?
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C.2 Follow-Up Interview Worksheet

DEPARTMENT OF COMPUTER SCIENCE
WOLFSON BUILDING, PARKS ROAD
OX1 3QD, OXFORD

UNIVERSITY OF

10),42(0)24D)

Principal Investigator: Prof Marina lJirotka

Contact details: marina.jirotka@cs.ox.ac.uk

Primary researcher: Paula Fiddi, DPhil Candidate paula.fiddi@cs.ox.ac.uk
Oxford telephone number: +44 (0) 7828012421

Oxford email: ethics@socsci.ox.ac.uk

Cyber Security as a Social Practice: investigating the dynamics of socio-technical factors in
and security practices of developers in SMEs

PARTICIPANT THEORY EVALUATION WORKSHEET
Ethics Approval Reference: CS_C1A_20_009

Background

While there is research evidence that highlights existing cyber security practices designed to cater to app
developers within large and structured environments, little attention has been given to practices adopted by
developers in smaller organisations. While both large and small organisations might delegate security
responsibility to service providers, the very heterogeneous nature of SMEs increases the potential for
incompatibilities between security practices and responsibilities.

To address these concerns, we performed a study to understand the experiences and challenges of app
developers in SMEs, their perspectives of existing security practices and activities, and factors that influence
these practices during the development process.

From this study we constructed a theory represent diagrammatically in Figure 1 below. Our theory describes
key socio-technical factors that we identified are relevant to the current security practices of developers in
SMEs. These follow-up questions and tasks are to help us evaluate our theory.

The organisational ecosystem represents the environment in which all these factors interact.

Usable Security Technology: access to available security technologies such as

Context: the context in which the software product will be used

Security Activities: Security education and awareness, attack and resource identification, threat modelling,
security requirement analysis, building security teams and assigning roles, security designs review, static
code analysis, penetration testing, and incident response planning.

Knowledge Base: containing information about security experiences, and approach to security incidents
from individual and community expertise.

People: actors involved in the development process and those affected by its outcome

Participant Theory Evaluation Worksheet Page 1 0of 4
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Organisational

Ecosystem - Available security
artefacts, tools, methods
and frameworks

Secured
Product

Usable and
Useful
Security Tools
and Technology

Clients
= Developers % "}
Security =
Activities ) I
- Domain y
- Client specifications
- Available resources End-users
- Project Constraints Knowledge
(time, cost & scope) Base Unescired
i bl
Key Product

m - Personal security
- knowledge & experience
- Expert knowledge available
in developer’s communities
<+——— Influence(s) - Online materials: podcasts,
— Output blogs...

Figure 1: Diagrammatic Representation of the Theory
Task 1

Your task is to think about how to adopt and incorporate secure activities and technologies in your app
development process using the scenario and activities described below.

Personas:

John is a 29-year-old employee at a digital health care start-up company and a freelance developer. He is a
self-taught developer with no formal education in software engineering or cyber security practices. He is an
iOS mobile app developer with eight years of experience.

Scenario:

John recently joined the digital health care company less than three weeks ago. The company wants to
develop an app to track patient’s heart rates and other vital signs, alert medical personnel of possible high-
risk activities of patients and report patient’s behaviours. John recently got employed in this company to be a
leader of a team of three developers for the project. The CEO hopes that the app can be launched and
released to users (private consultants and patients) in three months. Resources are limited as the company is
in its first round of funding from investors.

Some guiding questions:
What stands out to you in the scenario described above?
2. How much does it resonate with you? Can you describe your experience with a similar or different
example?
3. How should John introduce security activities in his app project?
Reflect on any other possible scenarios during the development process of an app project in your
experience that may have influence security decisions.

Participant Theory Evaluation Worksheet Page 2 of 4



C-8 Interview Guide and Worksheet

5. What are some strategies for incorporating security practices in the development process?

Task 2

Implementing 4-Step Iterative Process

We propose an iterative four-step plan that can be incorporated at different stages of an agile development
process:

Step 1: Assess, identify and engage the people involved in and affected by the project - your team,
stakeholders and end-users. Identify cost, available resources, context in which your app will be used
and security requirements. Access knowledge base — security or developers’ communities — for
current security information that best fits the project.

Step 2: Select the useful and usable security tools, frameworks, and technologies required.

Step 3: Reflect on possible consequences of decisions made in Step 2 such as checking that the
security tool or technology is fit for purpose. Identify possible alternatives.

Step 4: Act on implementing the best security tools, frameworks and technologies according to
security information gathered from community expertise, responses from stakeholder engagement
and personal experience. Repeat from Step 1 for each sprint.

Some guiding questions:
How realistic is it to introduce these processes during development lifecycle?

How would you incorporate these processes in your development process?

In what format (workshops, group discussions, stand-up meetings)?

Do you find these processes useful, and do they support your considerations for software security?
What else would you consider useful?

COE NS

Participant Theory Evaluation Worksheet Page 3 of 4
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Appendix D Codes, Categories and Memos

Sub-categories

Categories

Memos

-Hybrid apps

-Native apps

-Web apps
-Progressive web apps

Application software type

Participants developed either mobile or web or progressive web apps.

-Web app development
tools.

-Mobile app tools.
-Hybrid app tools
-Cross platforms

Tools (Platforms, SDKs, Frameworks and
Programming Languages)

Developers are experts in using one or more tools. Examples of platforms include iOS,
Android, Ionic framework, Database technologies (MongoDB, Firebase, MySQL). Cross-
platforms technologies such as Reactive Native etc. Different platforms, frameworks and
languages have different security needs.

-Sole proprietorship
businesses (one-man
businesses, Independent)
-Micro businesses (2-5)
-Small businesses
-Medium sized companies

Type (or size) of organisation

Represents the staff size of the organisation developers belong to.

-Business owner
-Project manager
-Support developer

Roles within organization/Level of
responsibility in decision-making process

Developers play different roles within their organization.
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Codes, Categories and Memos

(external)

-Web app, Mobile app or | Type of developer (can be as a The types of apps developers build represent the titles they give themselves.

Desktop developer freelance/independent developer or a

-API company staff)

-Size App project characteristics - Project sizes differ between clients and determine the type of tools or technologies used.
-Cost -The type of app project affects the approach to security.

-Project Uniqueness
-Specific security needs
-Methodology
-Complexity

-Timeline

- Developers relate the cost of an app project to its flexibility.
-Size of the project determines the team size.

-Agile scrum

-Waterfall

-Custom (combination of
other methods)

Development methodologies

Application of different types of software development methodologies.

-Large customer (user)
base

-Small customer (user)
base

-International exposure to
larger customer base.

User base

Represents the users currently using or predicted to use apps developed by developers.

-Application software
development training
-Security training

Training

Formally trained or self-taught

-Remote app development
-Physical
-Cloud development

Types of app development

Apps are developed with the development team in the same space or remotely.
Cloud-based development can be shared and tracked globally.

-Group chats (on
WhatsApp)
-Skype or Google hangout

Communication tools

Common tools for communicating with team members.

-Team work distribution
-Remote collaborations
- Across-desk/ shared

Collaboration and coordination

Collaboration and coordination approach depend on the type and size of the project.
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space

-Project management tools
(E.g., Slack, Asana)

-Code reviews (Git
Bitbucket)

Collaboration tools

Tools for planning & managing app development projects; for reviewing and sharing
codes. Most participants worked independently alongside their day jobs with a small or
medium company

Tools are project dependent.

Experienced app
developer (4 years and
above)

Level of experience in application
software development

Developers who have being actively developing for four years or more consider

themselves as experienced developers. Less than 3 years consider themselves as newbies.

-Cyber security
knowledge and awareness
-Previous unethical hacker

Developer’s personal knowledge of
information & cyber security practices

Indicates cyber security topics developers are aware of or activities they’ve done.

Previous security-related
training or activities.

Developer’s security experience

Developers have received formal training on security related topics in software
development or are self-taught.

Client’s requirement

Requirement elicitation.

Client’s specification for apps.

specification
Outsourcing various parts | Outsourcing App projects that are not internally developed or have support developers in
of the app project collaborations.

including security checks.

-Non-disclosure
agreements with external
developers

Organisation structure and/or policies

Policies put in place by the company to restrict information sharing between developers.

-Secure/encrypt sensitive
data

-Sanitise app information
-Encrypt passwords
-Restrict (remote) access
to servers.

-Database security
constraints enforced

Standard security practices/perception of
general knowledge of security practices.

Practices that a participant expect to be obvious to any other developer.

-Unwritten security rules
-Use of code extracts from

Personal security practice

Practices that participants report are not standard but they do personally (either due to
personal experience or knowledge of advanced security techniques).
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Codes, Categories and Memos

web resources.

-Security as an after-
thought.

-Pays no attention to
security guidelines
mentioned in podcasts or

blogs.

-OWASP Knowledge of security guidance tools, Developers refer to these guidance avenues and tools

-Stack overflow guidelines, frameworks and other advice

-Podcasts resources.

-Blogs

Applies security Application of security guidelines, tools or | Reports application of guidelines/ instructions suggested in security guidance materials
guidelines advice found.

Depends on built-in Confidence in brand security measures

security

Custodian of information

Custodian of information

A developer in charge of information flow and distribution (restricting and granting access
to information to other developers) during development process.

Features and
functionalities of apps

Focused mainly on features and
functionalities of app

Developers talk about focusing majorly on the features of the apps created and not security
issues.

-Trust in app developer’s Trust The developer depends on the approval/recommendations of other developers within the
communities app developer’s communities.

-Trust in certain brands of

tools

User’s privacy Privacy Developers talk about the importance of user’s privacy while using their product.
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-Developer’s Responsibility Developer’s talk about who is responsible for ensuring app security.
responsibilities

-Third-party libraries

-API developers

-Security-led briefs for Support for developers Developers suggest ways they think they can be supported.

each project

-Policies per app project
-Third-party security
libraries
-Recommendations from
other developers







Appendix E The First Emergent Theory
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Fig. E.1 The Theory Emerging for the First Time









