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ABSTRACT

Decisions impacting human lives and livelihoods are increasingly being automated. While the
use of automated decision-making systems (ADMS) improves efficiency, it is coupled with
ethical risks. Previous research has pointed towards ethics-based auditing (EBA) as a
promising governance mechanism for managing the ethical risks ADMS pose. However, the
affordances and limitations of EBA have yet to be substantiated by empirical research.

This thesis seeks to clarify and resolve fundamental questions surrounding EBA. What
are the limitations of EBA? How can feasible and effective EBA procedures be designed?
These questions are approached on three levels. The conceptual level concerns what EBA is
and how it works. The descriptive level focuses on the challenges organisations face when
implementing EBA. The applied level concerns how to design EBA procedures that are feasible
and effective in practice.

This is an integrated thesis, in which the substantive chapters (3—7) are based on
published journal articles. Chapter 3 provides a theoretical explanation of how EBA contributes
to good governance; Chapter 4 presents new empirical data from a case study of a real-world
EBA implementation; Chapter 5 analyses the role of auditing in the proposed EU Al Act;
Chapter 6 provides guidance on how to demarcate the material scope of EBA; and Chapter 7
outlines a blueprint for how to audit ADMS with highly general capabilities.

My findings suggest that EBA is subject to significant conceptual, technical, and
institutional limitations. However, they also indicate that EBA — if properly designed and
implemented — helps organisations identify and mitigate some of the ethical risks ADMS pose.
I conclude by providing recommendations for how researchers, industry practitioners, auditors,
and policymakers can facilitate the emergence of feasible and effective EBA procedures. This
thesis thereby serves the purpose of better equipping societies to reap the benefits of ADMS

while managing the associated risks.
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CHAPTER 1
INTRODUCTION

1.1  Synopsis

Decisions that impact humans and the natural environment are increasingly being automated
(AlgorithmWatch, 2019). This is understandable; delegating tasks to automated decision-
making systems (ADMS) can improve efficiency and enable new solutions to complex
problems (Taddeo & Floridi, 2018). However, the use of ADMS is coupled with ethical
challenges, e.g., related to data privacy, bias and discrimination, and malicious use (Tsamados
et al., 2020). The capacity to reap the potential benefits of ADMS while managing the
associated risks posed is thus becoming a prerequisite for good governance (Cath et al., 2018).

Against this backdrop, researchers and policymakers have pointed towards ethics-based
auditing (EBA) — a structured process whereby an entity’s past or present behaviour is assessed
for consistency with predefined ethics principles — as a promising yet underexplored
governance mechanism! to manage the ethical risks ADMS pose (see e.g., Brown et al., 2021;
Koshiyama et al., 2022; Raji et al., 2020; Sandvig et al., 2014). As | will argue in this thesis,
the promise of EBA is underpinned by three ideas: that procedural regularity and transparency
contribute to good governance; that proactivity in the design of ADMS helps identify risks and
prevent harm before it occurs; and that the operational independence between the auditor and
the auditee contributes to the objectivity and professionalism of the evaluation.

However, most research has hitherto referred to EBA as a theoretical proposition. This
means that the merits and limitations of EBA as an ADMS governance mechanism have yet to
be systematically explored — let alone substantiated by empirical research. This is not only a
gap in the academic literature but also a pressing social problem. A new industry is emerging,

whereby private companies offer EBA services to help organisations design or use ADMS

L1 use the term governance mechanism to describe the set of activities and controls used by various parties to
exert influence and achieve normative ends in society (more on this in Section 1.4).



ethically. However, without a shared understanding of what EBA is, claims that an ADMS has
been audited are hard to verify and may even — in the absence of established best practices —
do more harm than good by giving a false sense of security.

This thesis seeks to clarify and resolve fundamental issues surrounding EBA. What are
the affordances and constraints of EBA as an ADMS governance mechanism? What practical
challenges do organisations face when implementing EBA procedures? How can EBA
complement other approaches to governing ADMS? And what do feasible and effective EBA
procedures look like? Over the course of eight chapters, | critically examine existing work on
EBA, conduct a longitudinal industry case study to present new observational data on how
EBA procedures are being implemented in applied settings, and develop recommendations for
how researchers, industry practitioners, auditors, and policymakers can facilitate the
emergence of feasible and effective EBA procedures.

The research underpinning this thesis has both critical and constructive components.
On the one hand, it critically investigates the conceptual, technical, and practical limitations
associated with EBA. Remaining realistic about what EBA can and cannot do is important to
avoid both unnecessary harms resulting from ADMS and corporate malpractices such as
making unsubstantiated claims to appear more ethical than one is. On the other hand, it provides
practical guidance to organisations seeking to ensure and demonstrate that the ADMS they
design or deploy adhere to predefined ethics principles. By exploring not only whether but also
how EBA can be a feasible and effective governance mechanism, the critical and constructive
components of this thesis both serve the overarching purpose of better equipping societies to
reap the benefits of ADMS while managing the associated risks.

This is an integrated thesis, meaning that the substantive chapters (3—7) are all based
on peer-reviewed journal articles. In Section 1.9, I will provide an overview of the different
chapters included in this thesis. However, one contribution should be stressed upfront. In
Chapter 4, | report the findings from my longitudinal industry case study. Over 12 months, |
observed and analysed the internal activities of AstraZeneca — a biopharmaceutical company —
as it prepared for and underwent an EBA in collaboration with an external auditor. Drawing on
this unique source of data, Chapter 4 provides new qualitative knowledge about how

organisations implement EBA and the challenges they face in the process.?

2 | gained access to my observational data through an institutional agreement between AstraZeneca and the
University of Oxford, which also involved AstraZeneca funding my DPhil research. In Sections 1.7 and 1.8, I will
discuss the methodology used to conduct the case study and the ethical considerations pertaining to it.



The remainder of this introductory chapter is divided into two parts. In the first part
(Sections 1.2-1.5), I introduce my research topic through real-world examples to establish both
the social importance and academic relevance of this thesis. In the second part (Sections 1.6—
1.11), I outline my research questions, discuss my methodological approach, portray my target
audience, provide an overview of the chapters included in this thesis, and demonstrate how
they fit together in a larger narrative. The aim of this introductory chapter is to position the
thesis as a whole in relation to previous research and larger societal developments. To do so, it
is useful to first take a step back to review the context in which ADMS are being deployed.

1.2 Background: The promise and peril of automated decision-making

ADMS increasingly permeate all sectors of society (AlgorithmWatch, 2019; ELI, 2022). This
means that ever more decisions — which were previously made by human experts — are now
made by ADMS (Krafft et al., 2020a; Zarsky, 2016).2 Consider recruitment as an example.
Many companies use ADMS to streamline recruitment processes and reduce the time HR staff
spend on manual tasks (Gupta & Mishra, 2023). The capabilities of ADMS used for recruitment
vary from CV analysis to game-based assessments (Kazim et al., 2021). What they have in
common is that they are trained on data from past job applicants and use predictive models to
determine the likelihood that a candidate is suitable for a role (Raghavan et al., 2020).

Hiring decisions are among the most consequential that individuals face in their lives.
But they are far from the only significant decisions being automated. ADMS are used in many
other potentially sensitive areas like medical diagnostics (Grote & Berens, 2020) and the
issuing of loans (Lee et al., 2020). For example, banks use ADMS to cluster prospective
borrowers into different risk categories that determine whether a loan is granted and its interest
rate (Sargeant, 2022).* As information societies mature, ADMS will likely be used to make
ever more critical decisions with significant implications for individuals and groups.

The widespread use of ADMS is not an isolated phenomenon but goes hand in hand
with larger transformations brought about by digitalisation (Zarsky, 2016). ADMS leverage the
growing availability of digital data (Wiggins et al., 2023) and recent advances in machine

learning (ML) research (Balas et al., 2020) to perform increasingly sophisticated tasks.

3 See Section 1.3 for a discussion of how | use the term ADMS in this thesis.
4 A recent survey revealed that 37% of banks have fully automated their credit scoring process (l1F, 2019).



Delegating tasks to ADMS can improve efficiency and enable new solutions to complex
problems (Taddeo & Floridi, 2018). The European Commission (2020a) estimates that the use
of ADMS will add 13% to the EU-28’s cumulative GDP by 2030. While such estimates should
be approached with a degree of scepticism, it is important to stress that the benefits of ADMS
are not only economic but also social. For example, when used for hiring, ADMS can improve
recruiters” working conditions (Leicht-Deobald et al., 2019) and create fairer outcomes by
reducing the impact of human biases (Savage & Bales, 2017). In healthcare, the ADMS used
in medical image recognition have enhanced diagnostic services and made them more widely
accessible (Jiang et al., 2017; Kaushik et al., 2020).

These examples demonstrate two important points: first, that the automation of high-
impact decisions is not a hypothetical future scenario but already widespread practice
(Richardson, 2022); and second, that the use of ADMS can benefit individuals, organisations,
and society (Lomborg et al., 2023). However, this account has so far shed light only on one
side of the story. In addition to benefits, ADMS also bring ethical, legal, and social challenges.
Understand why this is the case, it is useful to consider some recent failures of ADMS.

In 2021, Mark Rutte, the prime minister of the Netherlands, offered to resign following
controversy surrounding a data-driven welfare fraud detection system referred to as ‘SyRI.’
Simplified, SyR1l was an ADMS that used statistical models to flag potential benefit fraud based
on data aggregated from government agencies (Meuwese, 2020). Whilst SyRI’s purpose was
to make state administration more efficient, it proved to cause significant real-world harm (van
Bekkum & Borgesius, 2021). To begin with, SyRI’s linking of personal data from multiple
sources did not comply with the right to privacy under the European Convention on Human
Rights.> Moreover, SyRI systematically discriminated against minorities (Rachovitsa &
Johann, 2022). The scale of the scandal was pronounced. It is estimated that SyRI wrongly
accused over 26,000 families of benefit fraud (Amaro, 2021).

Private companies have faced similar controversies. In 2018, Amazon’s automated
recruitment tool was found to discriminate against female candidates (Dastin, 2018). The
ADMS had been trained on past resumes, which were predominantly from men. It had thus
learned to prefer male candidates and to downgrade resumes containing words associated with

women (Langenkamp et al., 2020). Amazon claims that their recruiters never relied solely on

5 In 2020, a Dutch court decided that SyRI violated the right to privacy as it collected too much data without
specifying clearly enough the reasons why (Tweede Kamer, 2020).



the automated recommendations. Still, the system was scrapped after only one year in
operation. The incident demonstrates how ADMS trained on incomplete or unrepresentative
data can both perpetuate existing societal biases and create new ones (Leslie, 2019).

ADMS can also enable unethical behaviours. Consider the scandal surrounding
Cambridge Analytica, a political consultancy hired to assist Donald Trump’s 2016 election
campaign. The firm used Facebook data to profile approximately 87 million US voters and
target them with political ads (Lapowsky, 2019). The decision that was automated in this case
was the personalisation of content. In 2018, the US Federal Trade Commission (FTC) stated
that Facebook had violated its privacy consent agreement and failed to protect users’ data.
Facebook subsequently reached a $5 billion settlement with the FTC, and Cambridge
Analytica’s then-CEO was banned from running businesses in the UK for seven years due to
‘unethical services’ (Shabong & Aripaka, 2020).

The above examples come from different sectors and jurisdictions. What unites them is
that the use of ADMS broke not only applicable regulations but also citizens’ trust. Yet these
are not isolated incidents. Examples of ADMS causing allocational, reputational, or financial
harm abound (Holweg et al., 2022), and research has repeatedly shown that ADMS can:

e Misjudge, i.e., make incorrect predictions or classifications (Matthews et al., 2019),

Discriminate against specific individuals or groups (DeVries et al., 2019),

Exploit sensitive information without consent (Vincent et al., 2019),

Distort information (Robertson et al., 2018),

Remove human responsibility (Martin, 2019), and

e Enable human wrongdoing (Tsamados et al., 2021).

These ethical and social challenges have given rise to popular anger and scholarly criticism
over the incautious use of ADMS. These sentiments are reflected in the titles of bestselling
books like Weapons of Math Destruction (O’Neil, 2016), Algorithms of Oppression (Noble,
2018), and Automating Inequality (Eubanks, 2019). Nevertheless, some researchers have
cautioned that we must not throw out the baby with the bathwater. Human decision-makers and
ADMS both have strengths and weaknesses (Baum, 2017). Human judgement, for instance,
tends to be influenced by prejudices, hunger, and fatigue (Kahneman, 2011). Using ADMS
can, therefore, sometimes lead to fairer decisions (Lepri et al., 2018). ADMS also make

bureaucratic procedures more efficient and allow human decision-makers to access real-time



data (Zerilli et al., 2018). Moreover, fear about ADMS could hamper the adoption of well-
designed technologies, thus creating significant social opportunity costs (Floridi et al., 2018).5

To summarise, the fact that ADMS are both relatively autonomous and readily
adaptable is a double-edged sword, enhancing their abilities to deliver benefits and cause harm.
Against this backdrop, the overarching purpose of this thesis is to better equip societies to reap
the benefits of ADMS while managing the associated risks. In Sections 1.6-1.11, | will explain
how my thesis helps advance this aim by exploring how EBA can help technology providers
design and deploy ADMS in ways that align with their organisational values. However, first,

more should be said about what ADMS are and why they are so hard to govern.

1.3 Terminology: Conceptualising automated decision-making systems

With automated decision-making systems (ADMS), | refer to autonomous and self-learning
systems that gather and process data to make or inform decisions that impact individuals,
groups, or the natural environment with little or no human intervention. To perform tasks like
classification, planning, communication, and predictive analytics (Corea, 2019), ADMS rely
on multiple statistical techniques — from decision trees to deep neural networks (Lepri et al.,
2018; Lomborg et al., 2023). However, my focus in this thesis will not be on the underlying
technologies but instead on the features of ADMS — such as autonomy and adaptability — that
underpin both their socially beneficial and ethically problematic uses.

This conceptualisation has three advantages for the purpose of my thesis. First, it
encompasses both logic-based (symbolic) expert systems and connectionist (sub-symbolic)
ML systems.” Second, it highlights how ADMS operate with varying levels of complexity and
autonomy to automate both task execution and policy optimisation. Third, it bypasses any
discussions about machine consciousness by focusing solely on the observable characteristics
and operations of ADMS. As noted by Esposito (2022), if machines appear intelligent, this is
not because they have learned how to think like us but because we have learned how to
communicate with them in ways that advance our purposes.

In fact, the word system in ADMS indicates that | am talking about a class of systems

that differ from other systems with respect to their autonomy and adaptability as opposed to a

6 ‘Opportunity cost’ is an economic term that refers to the value of the best alternative foregone where a choice
needs to be made between mutually exclusive alternatives (Haberler, 1936). In policy-oriented research, it is
common to talk about ‘trade-offs’ when referring to the same dynamic (Nilsson & Weitz, 2019).

7 See Section 6.2 for a discussion about the differences between symbolic and sub-symbolic systems.



kind of intelligence that differs from human intelligence.® In previous literature, many different
names have been given to what | call ADMS, including algorithmic systems (Ananny &
Crawford, 2018), Al systems (OECD, 2022), Al-based systems (Saleiro et al., 2018), and
autonomous/intelligent systems (IEEE SA, 2020). Despite this variety, my use of the term
ADMS is standard in the literature on fairness, accountability, and transparency in ML (see
e.g., AlgorithmWatch, 2019; Cobbe et al., 2021; Zarsky, 2016)

For the overarching framing of my thesis, | will use the term ADMS consistently.® The
reason is twofold: first, the term best captures the technical features of the systems under
investigation, and second, talking about ADMS avoids the distracting questions about
consciousness that tend to come when discussing artificial intelligence (Al). In two chapters,
however, | will use the more popular term Al systems (which is often used interchangeably
with ADMS in the literature) for both scholarly and pragmatic reasons. AstraZeneca uses the
term Al systems internally. Adopting the same terminology thus allowed me to stay closer to
my observational data during my descriptive case study in Chapter 4. Similarly, when analysing
the role of auditing in the AlA in the Chapter 5, | adopt the terminology used by the European
Commission, for the simple reason that it makes communication easier.

This section has sought to conceptualise ADMS and describe how | use the term in this
thesis. However, it has not sought to provide a hard and fast definition. Different researchers
and industry practitioners that develop and implement EBA procedures define ADMS in
different ways. I, therefore, view the definitions of ADMS that these researchers and
practitioners use not as a criterion for inclusion or exclusion in my research but as part of the
design of the EBA procedures that | study.'® Having made those terminological remarks, | now

turn to the governance challenges posed by ADMS and how they can be overcome.

1.4 Research area: Governing automated decision-making systems

The ethical risks posed by ADMS are real and pressing. But why are ADMS so hard to govern?
And how have different stakeholders responded to that difficulty? By discussing these

8 The levels of autonomy and adaptability displayed by ADMS are a matter of degree (Tasioulas, 2018). In some
cases, they are fully autonomous; in others, they ‘only’ provide recommendations to human (Cummings, 2004).
° To be clear, | will also discuss and refer to related works in the field in terms of ADMS, even when the cited
works use any of the above-listed terminological variations.

10 This choice is reflected in the formulation of my research questions (Section 1.6), and discussed in Chapter 6,
which argues that how an audit’s material scope is defined constitutes an integral part of the auditing procedure.



questions, this section provides the context necessary to introduce EBA in the next. But first, |
must define some key concepts.

Following Baldwin and Cave (1999), | define governance as the process whereby
various parties in society wield power, authority, and influence. The term governance
mechanisms refers to the set of activities and controls different parties use to achieve their
normative ends. Because governance is an interactive activity among stakeholders with
competing interests, it is inevitably complex — even without the presence of new digital
technologies (Chopra & Singh, 2018). However, as we will see, the appearance of ADMS that
can perform morally relevant actions constitutes a major transformation in the fields of ethics

and governance (Floridi & Sanders, 2004).

1.4.1 The governance gap

Since the 1960s, advances in computer science have been accompanied by concerns about the
governance challenges ADMS pose (Samuel, 1960; Wiener, 1954). Hence, much has been
written about what makes ADMS hard to govern by researchers from different disciplines.
Recent contributions have been made by computer scientists (Russell, 2019), legal scholars
(Pasquale, 2016), philosophers (Bostrom, 2014), communication scholars (Crawford, 2021),
sociologists (Benjamin, 2019), and journalists (Christian, 2020). Here, | focus on two sets of
governance challenges: those stemming from the features that characterise ADMS and those
stemming from how ADMS transform decision-making processes. This discussion does not
claim to be exhaustive but only to provide examples of how many governance mechanisms —
originally designed to oversee human decision-makers — fall short when applied to ADMS.
The first set of governance challenges posed by ADMS is rooted in their autonomy,
complexity, and adaptability. For example, ADMS operating with a high degree of autonomy
can display emergent behaviours as they interact with dynamic environments (Luckcuck et al.,
2019). This makes their formal specification and verification uniquely challenging (EPRS,
2019). Further, the complex, often opaque, ways in which ADMS process information
complicates the linking of system inputs and outputs (Citron & Pasquale, 2014). Finally, the
adaptability of ADMS makes it hard to predict system failures and to assign accountability
when harm occurs (Coeckelbergh, 2020). Traditionally, the actions of technical systems have
been linked to its user, owner, or manufacturer. However, the ability of ADMS to learn, i.e., to
adjust their decision-making logic over time, undermines existing accountability chains
(Dignum, 2017). This shift from deterministic process automation to decision-making based

on autonomous and self-learning ML algorithms is illustrated by Figure 1.



Figure 1. The difference between traditional process automation and autonomous, complex,
and adaptable ADMS based on ML algorithms. Source: Verne and Mir (2019).
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A second set of challenges stems from the ways in which ADMS transforming existing decision
processes. While many different recruiters screen applicants’ CVSs at various companies, a
single ADMS may screen all applicants’ CVs at many companies (Bommasani et al., 2022).
Using ADMS thus tends to reduce noise in decision processes (Kahneman et al., 2021). The
flipside is that the effect of bias in an ADMS is likely to be amplified. Further, delegating tasks
to ADMS erodes the room for discretion in decision-making processes (Dunleavy & Margetts,
2015) as norms that humans used to interpret are now embodied in ADMS (D’Agostino &
Durante, 2018). Humans are reflective, meaning that they (often unconsciously) monitor the
outcomes of their decisions and compare them with their values (van de Poel, 2020).** In
contrast, ADMS execute tasks mechanically, meaning that any ethical deliberation must take
place upstream in the technology design process. Figure 2 illustrates the logic behind this shift:

Figure 2. The use of ADMS both constrains the space for ethical deliberation in decision-
making processes and shifts the burden from street-level bureaucrats to system developers.
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1 Humans possess emotions like empathy and a sense of duty that influence their behaviour (Lerner et al., 2015).



This governance challenge, i.e., the extent to which humans can ensure that the behaviour of
the ADMS they design and deploy meet pre-specified objectives, has been termed the
alignment problem (Kim et al., 2021). However, the main takeaway from this discussion is that
our capacity to build ADMS has outpaced the development and adoption of governance

mechanisms to ensure they are legal, ethical, and safe (Kroll et al., 2016).

1.4.2 Bridging the gap — from what to how

In response to these governance challenges, numerous institutions have published ethics
principles that provide guidance to organisations that design and deploy ADMS (Fjeld, 2020;
Jobin et al., 2019). Well-known examples include the Ethics Guidelines for Trustworthy Al (Al
HLEG, 2019) and the Asilomar Al Principles (FLI, 2017). While differing in terminology,
these tend to converge on five principles: beneficence, non-maleficence, autonomy, justice,
and explicability (Floridi & Cowls, 2019). Additionally, many private companies — including
Google (2018) and Microsoft (2019) — have published their own ethics principles.

This is a step in the right direction. However, to have real-world impact, ethics principles
must be translated into verifiable criteria that can be locally enforced — and such translational
attempts face many difficulties (Mittelstadt, 2019). For example, trade-offs are often required
between different ethical principles, like privacy and fairness (Whittlestone et al., 2019a).
Moreover, industries lack both incentives and tools to operationalise their ethical commitments
(Raji et al., 2020). In short, there still exists a gap between the ‘what’ of ethics principles and
the ‘how’ of designing and deploying ADMS in practice (Morley et al., 2020).

Promisingly, a wide range of governance mechanisms designed to bridge that gap have
already been proposed. Some of these focus on interventions in the early stages of the ADMS
development process, such as raising software developers’ awareness of ethical issues (Floridi
et al., 2018), creating more diverse engineering teams (Sanchez-Monedero et al., 2020),
embedding ethical values into ADMS through proactive design (Aizenberg & van den Hoven,
2020), and screening input data for potential biases (AIEIG, 2020).

Other proposed governance mechanisms take the outputs of ADMS into account. One
example is algorithmic impact assessments, i.e., procedures to evaluate the risks associated
with an ADMS based on its design and intended purpose (Calvo et al., 2020). Another example
is human-in-the-loop protocols, which imply that human operators can intervene to prevent or
be held responsible for harmful outputs (Jotterand & Bosco, 2020; Rahwan, 2018).

Further, policymakers have proposed legally binding obligations. For example, the

Artificial Intelligence Act (AlA) proposed by the (European Commission, 2021a) stipulates
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that high-risk ADMS must undergo conformity assessments prior to their deployment.
Similarly, the US Congress is currently debating the Algorithmic Accountability Act of 2022
(AAA) (Office of US Senator Ron Wyden, 2022) which would require providers to justify how
a specific ADMS would improve the decision process it has been designed to inform or replace.

In this section, | have not sought to provide an exhaustive overview of all ADMS
governance mechanisms or to evaluate their relative merits and constraints. Instead, | wanted
to stress two points that have direct implications for how | frame my research in this thesis.
First, the fact that governments, private companies, and academic researchers are all working
on developing new mechanisms to govern ADMS indicates that calls for EBA respond to a
real-world problem. Second, addressing the ethical risks associated with ADMS will require
multifaceted approaches. My focus on EBA in this thesis is thus not meant to diminish the
merits of other governance mechanisms but rather to expand and sharpen the toolkit available

to technology providers and policymakers wishing to analyse and evaluate ADMS.

1.5 Research topic: Ethics-based auditing

Many researchers have pointed towards EBA as a promising yet underexplored mechanism to
govern ADMS (see e.g., Brundage et al., 2020; Raji & Buolamwini, 2019; Sandvig et al.,
2014). In Chapter 2, | review previous literature in the field. The aim of this section is to make
three more limited contributions: to define EBA; to establish EBA as an existing phenomenon;
and to demonstrate that there remains a discrepancy between the attention EBA procedures

attract and the lack of empirical research concerning their feasibility and effectiveness.

1.5.1 Calls for audits of ADMS

An audit is an independent examination of a phenomenon with the aim of expressing an opinion
on it (Gupta, 2004). Auditing has a long history of promoting trust and transparency in areas
like financial accounting and safety engineering (LaBrie & Steinke, 2019). The idea
underpinning calls for audits of ADMS is thus straightforward: just as financial transactions
can be audited for correctness and legality, so the design and use of ADMS can be audited for
technical performance and adherence to relevant regulations or norms.

Following Sandvig et al.’s (2014) seminal article Auditing Algorithms, a growing body
of research has focused on how audits can identify and mitigate the risks posed by ADMS.
Broadly, contributions to this literature fall into two categories. The first consists of audit
studies aiming to expose representational or allocational harms caused by ADMS. For instance,

a much-cited study by Buolamwini and Gebru (2018) found that commercial face recognition
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tools are less accurate for darker-skinned females than for lighter-skinned males. These studies

tend to highlight the need for systematic and independent audits:

‘Auditing is an essential strategy for detecting unintended bias and prompting the
re-examination and revisions [of ADMS] to reduce discriminatory effects.’

(Kim, 2017, p.202)

The second category consists of articles that formulate theoretical justifications for why ADMS
audits are required. The promise of auditing can be summarised by three core assumptions: that
procedural regularity and transparency enable good governance (Floridi, 2017b); that
proactivity in the design of ADMS helps prevent harm before it occurs (Kazim & Koshiyama,
2020); and that operational independence between auditors and auditees promotes objective
and rigorous evaluations (Raji et al., 2022).

Policymakers too have shown a growing interest in auditing. For example, the UK
Information Commissioner’s Office (ICO, 2020) has issued guidance on how to audit ADMS.
However, the most mature government regulation is currently found in the US In 2021, New
York City enacted the Al Audit Law (NYC Local Law 144), requiring that ADMS used to

inform employment-related decisions are made subject to independent audits:

‘New York City’s law will restrict employers from using ADMS in hiring and
promotion decisions unless it has been the subject of a bias audit by an independent
auditor no more than one year prior to use.’ (Gibson Dunn, 2023, p.1)

As these examples illustrate, audits can be used by different actors for different purposes: (i)
by regulators seeking to assess whether an ADMS is legally compliant; (ii) by technology
providers looking to mitigate technology-related risks; and (iii) by other stakeholders wishing
to make informed decisions about how they engage with specific companies. By EBA, | refer
to a subset of auditing procedures assess ADMS for adherence to voluntary adopted ethics

principles, as opposed to legal compliance or technical robustness. To these, | turn next.

1.5.2 Defining ethics-based auditing

EBA can be defined both functionally (i.e., with respect to its intended function or purpose)
and descriptively (i.e., with respect to its methodological characteristics). Functionally, EBA
is a governance mechanism that organisations can use to operationalise their ethical
commitments. Methodologically, EBA is characterised by a structured process whereby an

entity’s past or present behaviour is assessed for consistency with relevant principles or norms.
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The subject of the audit can be a process, an organisation, or an ADMS. Yet, in each case, EBA

is a structured and purpose-oriented process of demonstrating adherence to ethics principles.
Figure 3 illustrates how EBA is a subset both of auditing procedures (methodologically)

and of mechanisms to govern ADMS (functionally). The literature review in Chapter 2 will

explore what EBA can learn from audits in other fields, including finance and social science.*?

Figure 3. A schematic overview of how EBA relates both to previous research in the field of
ADMS governance and auditing in other fields of research and practice.
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As Figure 3 shows, EBA is conceptually distinct from audits that assess ADMS exclusively
based on legal compliance or technical robustness. In practice, however, there are overlaps
since one auditing procedure can serve multiple purposes. However, by definition EBA
concerns what ought and ought not to be done over and above existing regulations.

Different researchers use different terms to describe the same phenomenon. For
example, LaBrie and Steinke (2019) use the term ethical audits. However, | prefer to use the
expression 'ethics-based' instead of 'ethical' to avoid confusion: I do not refer to a kind of

auditing conducted ethically but to auditing procedures that assess ADMS based on their
adherence to relevant ethics principles.

2 As a social science method, an audit study is a specific type of field experiment used to test for discriminatory
behaviour in cases where survey or interview questions risk inducing undesirable biases (Gaddis, 2018).
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1.5.3 A new industry emerges

From a societal perspective, the case for EBA is clear: the design and deployment of ADMS
can be problematic and deserving of scrutiny even when not illegal. However, there are also
many reasons why organisations subject themselves to EBA on a voluntary basis. Private
companies have incentives to implement EBA procedures that improve business metrics like
regulatory preparedness, data security, and reputational management (Holweg et al., 2022).
As a result of these pressures, a new industry is emerging. Professional services firms
like Deloitte (2020), EY (2018), KPMG (2020), and PwC (2020) are all offering EBA services
to clients on a commercial basis. At the same time, a growing number of startups — like Babl
Al (2023), Credo Al (2023), Holistic Al (2023), and ORCAA (2020) — are attempting to fill

the same market niche. On their official website, ORCAA describe their services as follows:

‘ORCAA is a consulting company that helps companies and organizations manage and
audit ADMS. ORCAA audits ADMS for accuracy, bias, consistency, transparency,
fairness, and timeliness, following a 4-step approach. *®

In parallel, academic researchers and NGOs are also developing and promoting different EBA

procedures. Consider the following extract from an article by Raji et al. (2020) as an example:

‘We introduce a framework for algorithmic auditing that supports the [software]
development process end-to-end, to be applied throughout the internal organization
development life-cycle. Each stage of the audit yields a set of documents that together
form an overall audit report, drawing on an organization’s values or principles to
assess the fit of decisions made throughout the process.’ (Raji et al., 2020, p.1)

While Raji et al.’s procedure is sector-agnostic, other researchers have developed procedures
to audit ADMS designed and used for specific purposes like medical diagnostics (Liu et al.,
2022) or recruitment (Kazim et al., 2021). Another example is ForHumanity (2023), a non-
profit organisation that relies on voluntary contributions from subject matter experts to develop
procedures for independent audits of ADMS as well as to train and certify auditors. As of
February 2023, ForHumanity has licenced their EBA procedure to 11 service providers and
certified over 50 auditors.'* In short, researchers and NGOs have not only stressed the need to

audit ADMS but also provided blueprints for how to do so in practice.

13 www.biasinai.com/directory/oneil-risk-consulting-algorithmic-auditing-orcaa/#about (Retrv. 19 Feb, 2023).
14 https://forhumanity.center/certifications/certified-people/?v=920f83e594al (Retrv. 10 Feb, 2023).
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1.5.4 The research gap

The above examples demonstrate that EBA of ADMS is an existing phenomenon, i.e.,
something that is already taking place and can be observed. They also suggest the existence of
a strong case for why EBA procedures are needed. However, central claims about the feasibility
and effectiveness of EBA as a governance mechanism have yet to be substantiated by empirical
research. In what follows, I highlight five gaps in the existing literature.

First, there is widespread concern about conceptual confusion in the field (Landers &
Behrend, 2022; Ng, 2021; Sloane, 2021). As noted by Vecchione et al. (2021):

‘As [algorithmic] audits have proliferated, the meaning of the term has become
ambiguous, making it hard to pin down what audits actually entail and what they aim
to deliver.” (Vecchione et al., 2021, p.1)

Without a shared understanding of what EBA is, let alone widely used standards for how it
should be conducted, claims that an ADMS has been audited are difficult to verify and may
potentially exacerbate rather than mitigate bias and harms (Costanza-Chock et al., 2022).

Second, there is a lack of empirically grounded research concerning the limitations of
different EBA procedures. Raji and Buolamwini (2019) suggest that EBA can help check that
ADMS engineering processes meet specific standards. Similarly, Brundage et al. (2020) argue
that EBA can help verify claims about ADMS. However, the challenges organisations face in
the process of implementing EBA procedures are best probed in applied contexts. The lack of
case studies of real-world EBA thus constitute a critical gap in the existing literature, which
has considered EBA as a theoretical proposition and discussed its merits in abstract terms.

Third, how the emerging EBA industry will be impacted by forthcoming regulations
regarding the design and use of ADMS remains an open question. Previous research suggests
that soft and hard governance mechanisms often complement and reinforce each other (Hodges,
2015). However, researchers like Munn (2022) have argued that soft governance mechanisms
like EBA not only lack teeth but also are adopted by the private sector precisely to avoid or
delay necessary regulation. Further research is, therefore, needed to understand the role EBA
plays in relation to forthcoming regulations like the AlA.

Fourth, limited attention has been given to how specific policy design choices — like
who conducts the audit, what its material scope is, and according to which metrics ADMS are
evaluated — impact the feasibility and effectiveness of different EBA procedures. For example,
Bandy (2021) stresses that researchers and practitioners have yet to develop robust ways of

operationalising normative concepts during EBA:
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‘Audits should present clear metrics that quantify problematic behaviour of ADMS.
Unfortunately, auditing presents the same potential for "p-hacking™ that has plagued
other scientific disciplines. Auditors can almost always find some metric that suggests
inequity, discrimination, or other problematic behaviour.’ (Bandy, 2021, p.24)

Similarly, the lack of a clear material scope makes it difficult to enforce ADMS governance in
practice (Kritikos, 2019; Scherer, 2016). This difficulty is especially acute for EBA procedures,
which presuppose procedural transparency and operational regularity (Loi et al., 2020).

Finally, previous research has focused on developing procedures to audit ADMS that
are employed for specific purposes. However, the capabilities of ADMS tend to become ever
more general. In a recent article, Bommasani et al. (2021) coined the term foundation models
to describe ADMS that can be adapted to a wide range of downstream tasks. Such models pose
significant challenges from an auditing perspective (Bharadhwaj et al., 2021). For example, it
is difficult to assess the risks that ADMS pose independent of the context in which they are
deployed (Weidinger et al., 2021). This implies that further research is needed to develop
auditing procedures for ADMS with highly general capabilities.

1.6 Research questions and limitations in scope

My research questions are intended to address some of the gaps in the literature identified in
the previous section. However, it is important not to lose sight of the ethical challenges ADMS
pose. After all, main purpose of this thesis is to better equip societies to reap the benefits of
ADMS while managing the associated risks by exploring whether and how EBA can help
organisations design and deploy ADMS in ways that align with their organisational values.

1.6.1 Research question(s)
Two overarching research questions (RQs) guid my research throughout this thesis:

RQ1 Wahat are the limitations of EBA as a governance mechanism for identifying and

mitigating the ethical risks posed by ADMS?

RQ2 How can EBA procedures be designed to effectively identify and mitigate the ethical
risks posed by ADMS while being feasible to implement? 1°

15 With effectiveness, | refer to the degree to which EBA produces its desired result. With feasibility, | refer to
how easily EBA procedures can be implemented. Both are interpreted as qualitative, non-quantifiable, concepts.
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These questions are intentionally broad, to reflect the larger purpose of my thesis. However,
while such broad RQs are useful for directing a research project at a high level of abstraction
(LoA), they need to be broken down into more specific questions that guide the data collection
and analysis to address specific gaps in the academic literature (Agee, 2009).

To do so, I approach my RQs on three levels: conceptual, descriptive, and applied, each
of which can be divided into several subsidiary research questions (SQs). The conceptual level
concerns the proper meaning of EBA, i.e., what it is and how it works. As | demonstrated in
Section 1.5, the affordances and constraints of EBA as an ADMS governance mechanism have

yet to be systematically explored. The following SQ was thus formulated at this level:

SQ1 What are the affordances and constraints of EBA as a governance mechanism to address
the ethical risks posed by ADMS?

The descriptive level concerns empirical questions that can be answered by observational or
experiential data. In this case, the descriptive level highlights the reality faced by ‘early
adopters’, i.e., organisations that are already designing and implementing EBA procedures.
Again, as noted in Section 1.5, the existing literature on EBA contains few, if any, empirical

case studies. To help bridge that gap, the following SQ was formulated at the descriptive level:

SQ2 How do organisations integrate EBA procedures with existing governance structures,

and what challenges do they face in the process?

Finally, the applied level concerns the evaluation of different design decisions or policies in
relation to a desired outcome. Taking an explicitly pragmatic stance (more on this in Section
1.7), my research focuses on real-world situations and goes beyond evaluating existing options

to propose new solutions.'® The following three SQs were formulated at this level:
SQ3 How can EBA complement legislative approaches to managing the risks ADMS pose?
SQ4 How can the material scope for EBA be demarcated?

SQ5 What could blueprints for feasible and effective EBA procedures look like for ADMS
with highly general capabilities?

16 In Chapter 2, I will demonstrate how each of these questions address not only gap in the current literature but
also pressing challenges faces by industry practitioners, auditors, and policymakers.
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In this section, the SQs have been listed in a logical order. For example, a grounded knowledge
of the challenges organisations face when implementing EBA (SQ2) is a precondition for
understanding what feasible and effective EBA procedures could look like (SQ6). However,
not all SQs are mutually dependent. Hence, the numbering of the SQs does not perfectly map
onto the chronological order in which studies have been undertaken.

Further, the distinction between conceptual, descriptive, and applied research must not
be overemphasised: even theoretical notions can be interpreted by tracing their practical
consequences (James, 1975). Still, 1 found the distinction useful since questions on different

levels require different methods to be answered, as | will expand on in Section 1.7.

1.6.2 Limitations in scope

Three limitations help narrow the scope of my research. First, any comparison between — or
normative evaluation of — different sets of ethics principles falls outside the scope of this thesis.
Previous work has shown that the apparent consensus around high-level ethics principles hides
deep political disagreements, e.g., in terms of how concepts like fairness should be interpreted
(Schiff et al., 2021). Moreover, different principles that are all desirable in isolation may
sometimes create tensions for which there are no fixed solutions (Whittlestone et al., 2019). In
practice, this means that organisations must strike justifiable trade-offs within the limits of
legal permissibility and operational viability. However, for the purpose of this thesis, | assume
normative clarity, i.e., that an organisation seeking to implement EBA has already committed
itself to a coherent set of ethics principles.

Second, the thesis does not address any legal aspects of auditing. I will neither study
audits directed exclusively towards ensuring legal compliance nor discuss the liability auditors
may have in their contractual relationship with clients. My research focuses on how
organisations ensure and demonstrate adherence to voluntary ethics principles. This does not
mean that regulation is unimportant: ADMS should be lawful, ethical, and robust (Al HLEG,
2019). Moreover, legal considerations influence both the incentives organisations face and the
design of EBA procedures. Throughout the thesis, | will, therefore, frequently refer to
regulatory proposals like the AIA and the AAA for illustrative purposes.

Third, 1 do not engage with questions concerning good intent. Ideally, organisations
that publish ethics principles also seek to embody those values. In practice, however, ethical
commitments can be undermined by malicious intentions or skewed incentives (Floridi,

2019b). Although important, these considerations lie outside the scope of my thesis. Instead, |
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take as a starting point the premise that even well-designed EBA procedures may facilitate but

never guarantee morally good outcomes.

1.7 Methodology

This thesis consists of five substantive chapters (Chapters 3—7), each addressing one of the SQs
listed above. Because different SQs have different methodological considerations, I leave it to
each chapter to describe its methods. My aim in this section is to discuss my research stance

and outline my overall methodological approach.

1.7.1 Research stance

There is no one way to conduct research. Research differs both explicitly, in terms of the
methods and theories applied, and implicitly, in terms of what motivates a researcher’s choice
of topic (Alford, 1998; Swedberg, 2014). In this thesis, | take an explicitly pragmatist stance.

With origins in nineteenth-century American thought — particularly the works of C. S.
Peirce (1903), William James (1907), and John Dewey (1920) — pragmatism has a rich history
in both philosophy and the applied sciences. Simplified, it holds that conceptual advances are
only valuable insomuch as they are useful for some specific purpose.

I choose to adopt a pragmatist stance for my doctoral research for three reasons. First,
the pragmatist maxim states that theories should be judged by their practical implications (Legg
& Hookway, 2020). This resonates well with my research aim of helping organisations that
design or deploy ADMS operationalise their ethical commitments.

Second, pragmatists maintain that research should not only be grounded in real-world
problems but also solution-oriented (Salkind, 2010). According to Prasad (2021), problem-
solving occurs when a community examines the empirical world with the aim of changing it.
As previously discussed, the governance challenges posed by ADMS require urgent problem-
solving. My SQs on the applied level were designed to address these real-world problems.

Third, pragmatists do not separate knowing the world from acting within it (James,
1907). Pragmatists thereby maintain the freedom to use any research methods, whether
inductive or deductive, quantitative or qualitative, provided they produce actionable results
(Hacking, 1983). My research uses a multimethod approach that affords triangulation of data
from different sources (Webb, 1966). Whilst triangulating findings may be advisable in any
research, it is particularly important in rapidly emerging fields like EBA.

A further clarification. My choice of topic neither endorses the claim that ADMS should

be audited nor suggests that EBA is more promising than other ADMS governance
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mechanisms. Instead, | seek to explore whether and how EBA can help organisations design
and deploy ADMS in ways that align with their organisational values. | argue that this stance,
combining critical and constructive elements, does more to further the emergence of rigorous

mechanisms to govern ADMS than either normative endorsements or rebuttals.

1.7.2 Overarching methodological approach

As mentioned above, | approach my RQs on three levels: conceptual, descriptive, and applied.
The studies on each level use different research methods and address different audiences.

Conceptual studies refer to research methods that analyse or synthesise already
available information. By bridging existing theories, or linking work across disciplines,
conceptual studies can provide new insights (Gilson & Goldberg, 2015). Conceptual studies
are particularly useful in fields of research that draw upon multiple theoretical strands
(Jaakkola, 2020). As a field of research, EBA is both inherently multidisciplinary and rapidly
evolving. Hence, before conducting any descriptive or applied studies, | deemed it appropriate
to systematise and synthesise existing knowledge about EBA.

The conceptual study of this thesis aims to address SQ1, i.e., what are the affordances
and constraints of EBA as a governance mechanism to address the ethical risks posed by
ADMS? To answer this question, | combined a systematised literature review (Grant & Booth,
2009) and theory synthesis (Jaakkola, 2020). The research process consisted of two steps. First,
| systematically review previous work on EBA to define core concepts and structure the
findings of previous work. Second, | synthesised the findings and theories found in previous
research to achieve an improved understanding of what EBA is, or at least ought to be, in the
context of ADMS. | will expand on the methodology used to address SQ1 in Chapter 3.

Descriptive studies aim to provide detailed descriptions of empirical phenomena
without regard to a specific hypothesis. Consequently, they are often the first foray into a new
area of inquiry (Grimes & Schulz, 2002). In Section 1.5, | demonstrated that many EBA tools
and methods have already been developed. However, at the time | started my DPhil no study
of how organisations implement EBA had been conducted. | thus set out to explore SQ2, i.e.,
how do organisations integrate EBA procedures with existing governance structures, and what
challenges do they face in the process? To address this question, | conducted a longitudinal
industry case study (Bass et al., 2018), studying the implementation of EBA in AstraZeneca.

The case study leveraged qualitative methods, including participant observation
(Woodside, 2016) and semi-structured interviews (Edwards & Holland, 2013). Participant

observation is a method well-suited to making sense of organisational practices (Vinten, 1994)
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which works best when a researcher is embedded within an organisation long enough to
observe how it operates. Therefore, I observed and analysed the activities of AstraZeneca’s
R&D Data Office team over a period of 12 months, as they prepared for and underwent an
EBA. | also conducted semi-structured interviews with managers and software developers
within AstraZeneca, enabling me to collect data on the motivations behind specific decisions
on how to and the perspectives of different internal stakeholders.

In Chapter 4, 1 will describe the methodology used to conduct the case study in detail.
Still, something should be said here about why | choose this case study, and how | secured
access to my observational data. | gained access to this unique data through an institutional
agreement between AstraZeneca and the University of Oxford, which also involved that
AstraZeneca funded my DPhil research. It is often difficult for researchers to gain permission
for conducting participant observation in industry settings and | was fortunate to get access to
AstraZeneca’s processes, documentation, and staff via this institutional arrangement.*’

However, my choice to study the implementation of EBA in AstraZeneca was not just
one of convenience. AstraZeneca’s EBA constituted what Merton (1987) calls strategic
research material for SQ2 for three reasons. First, AstraZeneca uses ADMS for a variety of
tasks (e.g., to detect treatment response patterns), allowing me to study ADMS governance in
an applied setting. Second, as a biopharmaceutical company, AstraZeneca has a long history
of adhering to ethics principles. This meant that the practical challenges they faced with respect
to governing ADMS overlapped with the theoretical problems I sought to address. Third, the
timing was advantageous. As | embarked on my DPhil research in fall 2020, AstraZeneca had
just decided to conduct an EBA in Q4 2021. This gave me the unique opportunity to observe
the entire process as the organisation prepared for and conducted their first-ever EBA.

Finally, applied studies aim to find and evaluate alternative solutions for immediate
problems facing individuals, organisations, or societies (Bickman & Rog, 2008). My
pragmatist research stance outlined above is thus well-suited to conduct applied studies. To
recap, | formulated three research questions on the applied level: SQ3, i.e., how can EBA
complement legislative approaches to managing the risks ADMS pose?; SQ4, i.e., How can
the material scope for EBA be demarcated?; and SQ5, i.e., what could blueprints for feasible

and effective EBA procedures look like for ADMS with highly general capabilities?

" In Section 1.8 | consider the ethical aspects of this arrangement.
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To answer the SQs at the applied level, | used a combination of systematised literature
review (Grant & Booth, 2009), document analysis (Karppinen & Moe, 2012) and conceptual
analysis (Maggetti et al., 2015). | started by conducting a systematised review of previous
academic literature to synthesise what is already known with respect to each SQ. Thereafter, |
analysed documents written by people addressing these SQs from software engineering or
policy perspectives.*® Finally, | engaged in conceptual analysis, i.e., breaking down concepts
into simpler elements to promote clarification or find new solutions (Furner, 2006).

Since EBA is a relatively new field of research, central concepts are still being shaped.
Whilst this is a problem for practitioners, it is can be an opportunity for researchers. According
to Merton (1948), research can play an active role in reformulating and clarifying practically
applicable concepts. Hence, although each of the Chapters 57 address different SQs, they all
contribute to sharpening and expanding the conceptual toolkit available to organisations who
wish to audit the design and use of ADMS for alignment with specific ethics principles.

Figure 4 provides an overview of the different methods that | used to answer SQs at the

conceptual, descriptive, and applied levels.

Figure 4. Overview of the research methods employed to address my SQs at the conceptual,
descriptive, and applied levels, respectively.

RQs (1) What are the limitations of EBA as a governance mechanism for
identifying and mitigating the ethical risks posed by ADMS?

(2) How can EBA procedures be designed to effectively identify and mitigate
the ethical risks posed by ADMS while being feasible to implement?

5Qs [ Conceptual level [ Descriptive level [ Applied level
. ™ - . A (" .
Methods Systematised Participant Systematised
literature review ) observation ) _L literature review )
) ) Semi-structured ) ( Document )
Theory synthesis . , — )
) interviews ) L analysis )
|| Conceptual
analysis

18 This includes documents such as EBA frameworks, ADMS demand specifications, and design logs produced
by policymakers, think tanks, private consultancies, and industrial firms.
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A final methodological remark. My research design leverages instrument development, which
is one of the affordances of multimethod approaches. Instrument development refers to the
process whereby different types of data collection and analysis inform each other (Pope &
Mays, 1995). As Figure 5 sketches, | used a parallel research design (Creswell & Clark, 2011)
in which research tied to the descriptive and the applied levels were conducted in parallel to
form an iterative process. The purpose thereby was to ensure that my applied research was

grounded in real-world problems experienced by organisations attempting to implement EBA.

Figure 5. High-level methodological flowchart: An iterative approach.

> Planning >> Data collection & analysis >> Review >

2.
Descriptive
study

Purpose &
objectives

Research 1.
=——p | Conclusions

questions Conceptual
(RQs) study

Initial
literature
review

3.
Applied
studies

Section 1.9 summarises the results of my five substantive chapters and explains how they all
fit together into an overarching thesis. Before doing so, however, the next section discusses

ethical considerations relevant to my thesis research.

1.8 Ethical considerations

The ethical considerations relevant to this thesis are centred around the case study of
AstraZeneca’s ‘Al audit.” To start with, the case study involved interviews with AstraZeneca
employees. Following best practices for research with human participants, | accounted for two
distinct ethical concerns: informed consent and informational privacy. When conducting the
interviews, | secured informed consent from all participants and declared my role as an
independent researcher. Data from the interviews were stored in a secure manner and will not
be reused for secondary purposes without prior consent. Moreover, | did not record personal
data, i.e., any information related to an identifiable natural person (ICO, 2018).

In addition to interviews, the industry case study relied on participant observation. Here,
questions of positionality become important. Following Richards (2009) advice on conducting

qualitative case studies, | did not set out to test a specific hypothesis. Instead, | took an
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exploratory position, letting the data drive the analysis. Still, it is inevitable that my previous
experiences influenced what | choose to focus on and shaped my conclusions (Given, 2008).

A particular concern relates to the fact that the case study was conducted in
collaboration with a private company, AstraZeneca, and that my research is funded by an
Oxford-AstraZeneca studentship. When such dependencies exist, researchers may feel pressure
to produce results that are agreeable to their private sector partner (Maruyama & Ryan, 2014).
To manage that risk, | took two proactive measures. First, | ensured that the studentship funded
by AstraZeneca was administered by the University. Hence, there has been no direct
transactions between AstraZeneca and me as a doctoral researcher. Second, | communicated
clear boundaries regarding my role as an independent researcher and made sure that the people
| worked with at AstraZeneca understood the critical nature of my work.

My research design has been considered by the Oll’s Departmental Research Ethics
Committee (DREC) and was judged to meet appropriate ethical standards (research ethics
approval reference number: SSH_OIl_CIA 21 097).

A final set of ethical questions goes concerns the transformative effects on society that
a research project may have (Denzin & Lincoln, 2018). The social implications of abstaining
from my research on EBA would be an increased risk that ADMS continue to cause harm and
amplify societal inequalities. Hence, my hope is that the ethical legacy of my research will be

to mitigate some of the harm that ADMS may elsewise have caused.

1.9 Thesis structure and outline

In this section, I explain how the thesis is structured and provide an overview of the scope and
contributions of each chapter. Taken together, my aim in this section is to help readers assess
the contributions of this thesis in their proper context.

1.9.1 Thesis structure

I chose to write an integrated thesis for two reasons. First, because EBA is a rapidly developing
field, it made sense to publish research findings as they appeared. Second, an integrated thesis
allows for greater flexibility to adapt the framing based on the audiences of different studies.
This is particularly important since my research is inherently multi-disciplinary in nature.

The thesis has eight chapters. Chapters 3—7 constitute the substantive part of my
research, with the remaining chapters providing appropriate lead-in and lead-out material. The
five journal articles on which the substantive chapters of this thesis are based have all been

completed in collaboration with other researchers, including my supervisor Professor Luciano
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Floridi. 1 am the sole first author of each article, meaning that | formulated the research
questions, collected and analysed the data, drafted the manuscripts, and guided them through
the peer review process. My co-authors contributed with domain expertise, reviewed the
manuscripts, and suggested revisions that | incorporated. To further clarify my role in these co-
productions, | have attached statements from all co-authors (see Appendix 1-9). At the
beginning of each chapter, | credit my co-authors and cite the original publication on which it

is based. For consistency, | use the first-person pronoun throughout the thesis.

1.9.2 Thesis outline

Chapter 2. Literature review

Chapter 2 reviews the literature relevant to this thesis. It consists of three parts. In the first |
survey the evolution of auditing as a governance mechanism. | show that auditing has a long
history of promoting transparency and accountability in areas like financial accounting and
safety engineering — and argue that valuable lessons can be learned from these domains. In the
second part, | draw on recent societal developments to demonstrate that the current drive
towards developing ADMS auditing procedures results from a confluence of top-down and
bottom-up pressures. | argue that both technology providers and policymakers have an interest
in promoting auditing as a mechanism to govern ADMS, and — therefore — that it is left to
academic researchers to study the feasibility and effectiveness of EBA procedures. In the final
part, | review relevant academic literature. Because ADMS auditing is a multidisciplinary field
of research, this part surveys developments in computer science, systems engineering, social

science, political and moral philosophy, law, and organisational studies.

Chapter 3.  Ethics-based auditing of automated decision-making systems: Nature,
limitations and scope

Chapter 3 is the first of the five substantive chapters. Approaching my RQs at the conceptual
level, it addresses SQL1, i.e., what are the affordances and constraints of EBA as a governance
mechanism to address the ethical risks posed by ADMS? Based on a systematised literature
review and theory synthesis, | make three contributions to the existing literature in this chapter.
First, | provide a theoretical framework for how EBA contributes to good governance by
promoting procedural regularity and transparency. Second, | propose seven criteria for
successfully designing and implementing EBA procedures. Specifically, I highlight the need

for EBA procedures to be continuous, i.e., to monitor and assess ADMS outputs over time.
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Third, I demonstrate that existing EBA procedures are subject to both theoretical and practical
constraints and provide a novel taxonomy to help researchers understand and account for these
constraints. Taken together, the chapter provides the conceptual foundation for the thesis as a
whole and contributes directly to addressing both of my RQs.

Chapter 3 is a lightly edited version of a peer-reviewed journal article published in
Science and Engineering Ethics. For details, see:

Mokander, J., Morley, J., Taddeo, M., Floridi. L. Ethics-Based Auditing of Automated

Decision-Making Systems: Nature, Scope, and Limitations. Sci Eng Ethics 27, 44
(2021). doi.org/10.1007/s11948-021-00319-4.

Chapter 4.  Operationalising Al governance through ethics-based auditing: An
industry case study®®

Chapter 4 constitutes the main body of empirical research conducted for this thesis. It seeks to
answer SQ2, i.e., how do organisations integrate EBA within existing governance structures,
and what challenges do they face in the process? The chapter describes and analyses the internal
activities of AstraZeneca as it underwent an EBA in collaboration with an external auditor. My
findings suggest that the difficulties organisations face when conducting EBA include
harmonising standards across decentralised organisations, demarcating the audit’s scope,
driving internal change management, and measuring outcomes. | argue that these findings from
AstraZeneca can be generalised. Focusing on the descriptive level of my RQs, Chapter 4
anchors the research in an applied context and provides an empirical benchmark for the thesis.
To my best knowledge, Chapter 4 of this thesis presents the first-ever case study of a real-world
EBA published by any academic researcher.

Chapter 4 is a lightly edited version of a peer-reviewed journal article published in Al
and Ethics. For details, see:

Mokander, J, Floridi, L. Operationalising Al governance through ethics-based auditing:
an industry case study. Al Ethics (2022). doi.org/10.1007/s43681-02200171-7.

Chapter 5.  Conformity assessments and post-market monitoring: A guide to the role
of auditing in the EU AIA®®

Chapter 5 is the first of three consecutive chapters that focus on the applied level of my RQs.

This chapter seeks to answer SQ3, i.e., how can EBA complement legislative approaches to

1% In Chapters 4 and 5, T use the term ‘Al system’ instead of ADMS for the reasons described in Section 1.3.
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managing the risks ADMS pose? It does this by analysing the EU AIA. My argument proceeds
in three steps. First, | describe the two primary governance mechanisms proposed in the Act:
‘conformity assessments’ and ‘post-market monitoring.” Second, | argue that the AIA de facto
proposes to establish a Europe-wide ecosystem for conducting Al audits.” Third, | show that
the AIA encourages providers of non-high-risk ADMS to adopt and adhere to voluntary codes
of conduct. This indicates that EBA procedures are compatible with, and complementary to,
hard regulations concerning the design and use of ADMS. The chapter concludes by
highlighting areas where potential amendments to the AIA would help strengthen its overall
effectiveness from an auditing perspective. In addition to answering SQ3, Chapter 5 thus
contributes to one of my main objectives, which is to provide recommendations for how
policymakers can support the emergence of EBA procedures that are feasible and effective in
identifying and mitigating the ethical risks posed by ADMS.

Chapter 5 is a lightly edited version of a peer-reviewed journal article published in

Minds and Machines. For details, see:

Mokander, J., Axente, M., Casolari, F., Floridi, L. Conformity Assessments and Post-
market Monitoring: A Guide to the Role of Auditing in the Proposed European Al
Regulation. Minds & Machines (2022). doi.org/10.1007/s11023-021-09577-4.

Chapter 6.  The Switch, the Ladder, & the Matrix: Models for classifying automated
decision-making systems

Chapter 6 responds to SQA4. i.e., how can the material scope for EBA be demarcated? The
chapter’s premise is that a major obstacle to implementing EBA is the lack of a clear material
scope. | review previous attempts to classify ADMS for governance purposes. | find that such
attempts use one of three models: the Switch, a binary approach according to which systems
either are or are not considered ADMS depending on their characteristics; the Ladder, a risk-
based approach that classifies systems according to the ethical risks they pose; and the Matrix,
a multi-dimensional classification that takes various aspects into account, including context,
data inputs, and decision-models. I conclude the chapter by discussing how different ways of
demarcating the material scope of ADMS governance would impact the feasibility and
effectiveness of EBA procedures. In doing so, | provide organisations that design or implement
EBA procedures with the vocabulary they need to have an informed discussion about available
policy options regarding how to demarcate their material scope.

Chapter 6 is a lightly edited version of a peer-reviewed journal article published in

Minds and Machines. For details, see:

27



Mokander, J., Sheth, M., Watson, D.S., Floridi, L. The Switch, the Ladder, and the
Matrix: Models for Classifying Al Systems. Minds & Machines 33, 221-248 (2023).
doi.org/10.1007/s11023-022-09620-y.

Chapter 7. Ethics-based auditing of large language models: A three-layered approach

This chapter seeks to answer SQ5, i.e., what could blueprints for feasible and effective EBA
procedures look like for ADMS with highly general capabilities? It approaches that question
by investigating how EBA can help address the governance challenges posed by large language
models (LLMs), a subset of foundation models that have recently attracted much attention from
researchers and policymakers alike. The chapter’s main contribution is a blueprint for auditing
LLMs that draws on best practices from IT governance and system engineering. Specifically,
| propose a three-layered approach, whereby governance audits (of technology providers that
design and disseminate LLMs), model audits (of LLMs after pre-training but prior to their
release), and application audits (of applications based on LLMs) complement and inform each
other. I argue that this three-layered approach provides a blueprint not only for how to audit
LLMs but also for how to design feasible and effective EBA procedures for ADMS that are
highly adaptable to a wide range of downstream applications more generally.

Chapter 7 is a lightly edited version of a peer-reviewed journal article published in Al
and Ethics. For details, see:

Mokander, J., Schuett, J., Kirk, H.R., Floridi, L. Auditing Large Language Models: A
Three-Layered Approach. Al Ethics (2023). doi.org/ 10.1007/s43681-023-00289-2.

Chapter 8.  Conclusions

In this chapter, | review my theoretical and empirical findings to answer my overarching RQs
and address my larger research objectives. With respect to RQ1, | conclude that EBA
procedures are subject to a wide range of conceptual, technical, economic, social, and
institutional limitations. This implies that researchers, industry practitioners, auditors, and
policymakers need to exercise caution and remain realistic about what EBA can reasonably be
expected to achieve. With respect to RQ2, | conclude that — to be feasible and effective, should
satisfy five conditions. They should (i) be structured and transparent, (ii) assess a clearly
defined material scope according to an equally clearly defined normative baseline, (iii)
incorporate elements of both technology-oriented assessments of ADMS and process-oriented
assessments of organisations that design and deploy ADMS, (iv) include continuous

monitoring of ADMS, and (v) be conducted by independent third-party auditors. | end the
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chapter by providing recommendations for how policymakers can support and facilitate the

emergence of feasible and effective EBA procedures.

1.10 Target audience and research objectives

In this section, | portray the different target audiences for this thesis. In doing so, I also
articulate two larger research objectives that my research will help further. Given that each
substantive chapter addresses its own SQ, | anticipate that different parts of this thesis will be
of interest to different target audiences. However, at a high LoA, | envision four distinct target
audiences for this thesis.

My first target audience consists of academic researchers who are interested in
exploring the affordances and limitations of EBA of ADMS as a governance mechanism. This
includes members of the FAccT community, i.e., scholars concerned with fairness,
accountability, and transparency in ADMS, to which | have presented my work at several
conferences over the last few years.?® Like the FAccT community, my academic target
audience is cross-disciplinary, brought together by shared research interests rather than
disciplinary background. As my literature review in Chapter 2 will demonstrate, previous
contributions to the EBA literature have been made by scholars from from computer science,
systems engineering, law, media and communication studies, social science, philosophy, and
organisational studies. All chapters of my thesis build on and add to this body of literature.
However, | believe my academic target audience will find the conceptual contributions of
Chapter 3 and the empirical case study presented in Chapter 4 most relevant to their work.

My second target audience consist of auditors that offer EBA services. Auditors in this
context refers to a heterogeneous group that includes professional services firms (like PwC,
Deloitte, EY, and KPMG), startups (like ORCAA, Holistic Al, and Babl Al) and non-profit
organisations (like ForHumanity and the Algorithmic Justice League).?* Despite having
different incentives, all these organisations have developed EBA procedures. Hence, the
criteria for how to design and implement feasible and effective EBA procedures listed and
discussed in Chapter 8 are especially relevant to auditors, allowing them to improve and expand

their service offering.

20 FAcCT doubles as the name for an annual conference on Fairness, Accountability, and Transparency in ML. |
attended FAccT 2022 in Seoul, at which | presented the research underpinning Chapter 6 of this thesis.

2L | have collaborated with several of the listed organisations throughout the course of my DPhil research. For
example, one of my co-authors for Chapter 5, Maria Axente, is Responsible Al Lead at PwC.
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Industry practitioners responsible for implementing EBA procedures in organisations
that design or deploy ADMS constitute a third target audience for my thesis. Typically, this
responsibility falls on managers with titles like Chief Information Officer, Responsible Al
Lead, Head of IT Compliance, or Internal Audit Director. However, titles vary between
companies, and sometimes the responsibility is shouldered by ‘internal champions’ who seek
to implement EBA procedures not because of their official role description but rather their
personal desire to do the right thing. Industry practitioners are likely to find my applied research
(especially Chapters 5 and 6) most relevant to their work.

Finally, my research targets policymakers who mandate or design EBA procedures as
part of larger efforts to govern ADMS. This includes the European Commission, the Federal
Trade Commission (FTC) and the Government Accountability Office (GAQ) in the US, as well
as the Information Commissioner’s Office (ICO) and the Center for Data Ethics and Innovation
(CDEI) in the UK. Each of my substantive chapter provides recommendations to policymakers.
That said, | believe that policymakers will find the novel blueprint for how to audit ADMS
with highly general capabilities outlined in Chapter 7 particularly useful.

As | noted in the beginning of this chapter, the purpose of this thesis is to better equip
societies to reap the benefits of ADMS while managing the associated risks by exploring
whether and how EBA can help organisations design and deploy ADMS in ways that align
with their organisational values. Having identified my target audiences, it is now possible to
articulate two more specific research objectives that answering my RQs will help further.

My first research objective is to sharpen and extend the conceptual toolkit available to
organisations who wish to audit the design and use of ADMS not only for legal compliance
and technical robustness but also for alignment with specific ethics principles. My second
research objective is to provide concrete recommendations for how researchers, auditors,
industry practitioners, and policymakers can support the emergence of feasible and effective
EBA procedures. Keeping these objectives in mind, | will return to discuss the implications of

my research findings for readers from my different target audiences in Chapter 8.

1.11 Concluding remarks

The key message of this introductory chapter can be summarised as follows. Researchers and
policymakers alike have pointed towards EBA as a promising governance mechanism for
managing the ethical risks ADMS pose. However, despite a growing interest in EBA, many

critical gaps remain in the existing literature. Most importantly, EBA has hitherto primarily
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been referred as a theoretical proposition. This means that central claims regarding the
effectiveness and feasibility of EBA as an ADMS governance mechanism have yet to be
substantiated by empirical research.

In this thesis, | address that gap by carrying out problem-driven and empirically
grounded research. My thesis thereby adds a perspective hitherto missing from studies of EBA.

Specifically, this thesis sets out to explore two overarching research questions:

RQ1 Wahat are the limitations of EBA as a governance mechanism for identifying and
mitigating the ethical risks posed by ADMS?

RQ2 How can EBA procedures be designed to effectively identify and mitigate the ethical
risks posed by ADMS while being feasible to implement?

In the process of addressing these RQs, the thesis will make original contributions of three
kinds. At the conceptual level, it provides conceptual clarity about what EBA is, how it works,
and what its limitations are. At the descriptive level, it provides new qualitative knowledge
about how (and why) organisations implement EBA procedures — and what challenges they
face in the process. Finally, at the applied level, it provides actionable recommendations on
how to design EBA procedures that are feasible and effective in practice.

In Chapters 3—7, I will expand on how these contributions help sharpen and extend the
conceptual toolkit available to organisations that wish to audit the design and use of ADMS for
alignment with ethics principles. To further contextualise these contributions, however, | first

review and summarise previous work in the field of ADMS auditing in Chapter 2.
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CHAPTER 2
LITERATURE REVIEW

2.1 Synopsis

In this chapter, | review previous literature on auditing of automated decision-making systems
(ADMS). That literature can, | argue, be divided into technical, legal, and ethics-based
approaches. While my doctoral research focuses on ethics-based auditing (EBA), this chapter
takes a wider remit and reviews the ADMS auditing literature more broadly. The reason for
this is twofold. First, because this is an integrated thesis, each substantive chapter will engage
with its own relevant literature. Taking a step back to review previous research in related fields
thus helps avoid unnecessary overlaps. Second, EBA of ADMS is an inherently
multidisciplinary field of research. Reviewing the literature on ADMS auditing more broadly
is thus useful since it provides an overview of the different scholarly communities that are
active in the discourse on EBA.

As this review will show, the literature on ADMS auditing is at once scarce and rich. It
is scarce insofar as ADMS auditing is a relatively recent phenomenon that few researchers have
explicitly addressed — much less studied empirically. In fact, much of the relevant literature has
only been published during the three years | have worked on this thesis (e.g., Brown et al.,
2021; Koshiyama et al., 2022; Raji et al., 2020). Still, the literature on auditing is rich in the
sense that it intersects with almost every aspect of how to govern ADMS and relates to many
different academic disciplines. To do justice to such a diverse body of research, the literature
review presented in this chapter is divided into three parts.

First, in Section 2.2, | survey the evolution of auditing as a governance mechanism,
discussing how it has been used to promote transparency and accountability in areas like
financial accounting and safety engineering. In doing so, | argue that the track record of audits
in these areas contains valuable lessons for how to design procedures to audit ADMS.

Second, in Section 2.3, | draw on recent societal developments to show that the need to
audit ADMS results from a confluence of top-down and bottom-up pressures. Specifically, |

demonstrate that both technology providers and policymakers have an interest in promoting
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auditing as a mechanism for addressing the governance challenges ADMS pose. It is therefore
left to academic researchers to study how feasible and effective these auditing procedures are.

Third, in Section 2.4, | review the academic literature in the field. Because auditing of
ADMS is inherently multidisciplinary — both as a practice and a field of research — | survey
relevant contributions from computer science, systems engineering, law, social science, media
and communication studies, political and moral philosophy, and organisational studies. My aim
is to showcase the full range of theoretical and methodological approaches different researchers
have applied to develop ADMS auditing procedures.

As mentioned in Chapter 1, EBA is a governance mechanism that technology providers
employ to demonstrate that the ADMS they design and deploy align with their organisational
values. However, the effectiveness and feasibility of different EBA procedures have yet to be
systematically explored. In this Chapter, I demonstrate through example that the existing
literature in the field has two critical limitations: first, it contains few empirical case studies of
the challenges organisations face when implementing EBA and, second, it provides limited
guidance on how to design feasible and effective EBA procedures. | conclude this chapter by
further contextualising the contributions of my thesis in light of those limitations.

A final methodological remark. Because the purpose of this chapter is to frame my
thesis as a whole, | chose to write a narrative literature review (Stratton, 2019). Narrative
literature reviews are useful since they pull many pieces of information together into a readable
format (Grant & Booth, 2009). However, they do not involve a comprehensive search. The risk
thereby is that the author’s biases influence which studies are included and how these are
assessed (Green et al., 2006). While this risk cannot be eliminated, | have taken two measures
to minimise it. First, I have drawn on the systematised literature reviews conducted for each of
my substantive chapters to ensure that my narration of previous work covers a wide range of
perspectives. Second, | have sought input on earlier drafts of this chapter from both industry
practitioners and academic researchers from different disciplines.?? That said, any opinions

expressed or omissions in this narrative literature review remain entirely my own.

22 1 am grateful to Luciano Floridi, Varun Rao, Margi Sheth, Josh Cowls, and Marta Ziosi for their comments on
earlier drafts of this chapter. Their input has greatly improved it.
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2.2 The evolution of auditing as a governance mechanism

The term audit stems etymologically from Latin auditus, meaning ‘a hearing’ (Merriam-
Webster, 2023). During Roman times, the term was used with reference to juridical hearings,
i.e., official examinations of oral accounts (Lee & Azham, 2008). With time, so-called auditors
came to verify written records too. In the broadest sense, auditing thus refers to an independent
examination of any entity conducted with a view to expressing an opinion thereon (Gupta,
2004). According to Flint (1988), auditing is a means of social control because it monitors
conduct and performance to secure or enforce accountability. Auditing is thus a governance
mechanism that various parties can employ to exert influence and achieve normative ends.
Over time, the objectives and techniques of auditing have developed, reflecting society’s
changing needs and expectations (Brown, 1962).

In this section, | briefly review auditing in financial accounting, safety engineering, and
social science research, discussing the lessons each has for auditing of ADMS. Before doing
so, however, something should be said about why | focus on these three areas. To start with,
auditing originated as a means to verify financial accounts (Knapp, 2021). Tracing the role
auditing has played in financial accounting is thus useful to highlight its affordances as a
governance mechanism. Safety audits and social science audit studies were included in the
review since, as this section will show, methodologies and best practices developed in these
areas have inspired and informed contemporary attempts to audit ADMS.

2.2.1 Financial audits

The close relationship between auditing and financial accounting is no coincidence.
Throughout the Middle Ages, audits were used to verify the honesty of people with fiscal
responsibilities (Brown, 1962). During the Renaissance, Italian merchants used auditors to
verify the cargo imported from overseas to detect potential fraud. However, the rise of financial
auditing — as we know it today — stems from shareholders’ need to hold professional managers

of large industrial cooperations accountable. In the words of Lee and Azham (2008):

‘The emergence of a middle class during the industrial revolution period provided
the funds for the establishment of large industrial and commercial undertakings.
However, the share market during this period was unregulated and highly
speculative [...] and investors were in dire need of protection. Hence, the time
was ripe for the profession of auditing to emerge.’ (Lee & Azham, 2008, p.3)

The modern history of auditing began in 1844, when the British Parliament passed the Joint

Stock Companies Act, which required directors to issue audited financial statements to
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investors (Smieliauskas & Bewley, 2010). Shortly thereafter, the first public accountant
organisations — which certified independent auditors — were formed in the UK.

Another important transition took place in the 1980s with the rise of risk-based auditing
(Turley & Cooper, 2005). Originally, audits were compliance-based in that they sought to
verify previously occurring transactions against some pre-established baseline. In contrast,
risk-based auditing assessed organisational processes to proactively mitigate risks. Hence,
since the 1980s, auditors have not only been expected to enhance the credibility of financial
transactions but also provide value-added services like identifying business risks and advising
management on how to improve organisational processes (Cosserat, 2004).

In a book titled The Audit Society, Power (1997) described the key aspects of financial
auditing procedures, three of which have direct implications for the contemporary discourse on
how to audit ADMS. First, Power suggested that financial auditing is a ‘ritual of verification.’
Although auditors examine possible risks and potential fraud, their primary function is to
produce comfort. As shown in Chapter 1, ADMS pose many different ethical and social
challenges. While it may be impossible to identify and mitigate all risks associated with
ADMS, systematised audits can promote trust between actors with competing interests through
procedural transparency and regularity.

Second, Power explained that financial auditors do not verify every single transaction
but rely on techniques like sampling, i.e., selecting a limited number of representative items,
to draw conclusions about an entire population. However, the effectiveness of sampling when
the audit subject is an autonomous, self-learning system remains unclear. For this reason, New
York City’s ‘Al Audit Law’ requires all ADMS used for hiring purposes to be audited pre-
deployment (Gibson Dunn, 2023). However, Powers’ account of financial audits illustrates the
trade-off between rigour and feasibility when designing auditing procedures.

Third, Power argued that the auditor-auditee relationship has multiple layers. On the
one hand, auditing presupposes operational independence between auditors and auditees. On
the other hand, risk-based audits are most effective when the parties collaborate towards a
common goal. That tension has created a model called three lines of defence; while
management, internal auditors, and external auditors should all work to align organisational
processes with the interests of different stakeholders, these three actors have complementary
roles and responsibilities (I11A, 2009). Recent research suggests that this could also help reduce
risks posed by ADMS (Schuett, 2022).

To summarise, financial auditing and accounting has grown into one of the world’s

largest industries, with an estimated market size of over $110bn (Grand View Research, 2017).
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Consequently, the industry is highly professionalised. Many organisations with roots in that
industry have utilised their know-how and strong market positions to expand horizontally by
offering other auditing services. As a case in point, the Institute of Internal Auditors (1A, 2018)
has recently developed a framework for how to audit ADMS.

2.2.2 Safety audits

Although the modern history of auditing started with financial audits, safety audits represent
an equally well-established area of theory and practice. While the former seeks to identify and
mitigate financial risks, the latter aims to highlight health and safety hazards and assess the
effectiveness of the mechanisms in place to address them (Allford & Carson, 2015). Examples
include workplace safety audits (Gay & New, 1999), food safety audits (Dillon & Griffith,
2001), environmental impact and safety audits (De Moor & De Beelde, 2005), vehicle product
audits within the automotive industry (Turley et al., 2007), and operation safety audits in the
aviation industry (Klinect et al., 2003).

The history of safety audits stretches back to the Industrial Revolution in 19"-century
Britain. At that time, the conditions for workers were poor: most people — including children —
worked 12-16 hours per day, and the risk of injury or death following workplace accidents was
high (Frey, 2019). With time, however, workers formed unions demanding better conditions.
One of the mechanisms institutionalised to hold employers accountable was workplace safety
audits. Allford and Carson (2015) defined the practice as follows:

‘Safety audits check that what the business does in reality matches up to both what

it says it does [according to its own policies] and what it [legally] should do to

continuously ensure that major accident risks are reduced as much as possible.’

(Alford & Carson, 2015, p.1)
Ample evidence shows that systematic and independent audits have improved health and safety
for industrial workers (Drudi, 2015). This suggests that the history of safety audits hold
valuable lessons for how to design and implement feasible and effective auditing procedures.
For example, auditors in this space rely on a plurality of tools (e.g., checklists) and methods
(e.g., interviews) to assess the adequacy of organisational safety management systems
(Kuusisto, 2001). The lesson that different auditing tools and methods must not be seen as
mutually exclusive but rather complementary is something | will return to in Chapter 3.

The history of safety audits also suggests that no audit is stronger than the institutions
backing it. Typically, safety audits are conducted by independent auditors, who either belong
to or are certified by NGOs like the British Safety Council or government bodies like the US’s
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Occupational Safety and Health Administration (OSHA). Safety auditors rely on well-
recognised standards published by institutions like the International Organisation for
Standardisation (ISO) and the International Labour Organisation (ILO) to benchmark the
adequacy of employers’ health and safety management systems (Bennett, 2002). An equally
rigorous institutional ecosystem has yet to emerge for ADMS audits (ICO, 2020).

Further, safety audits highlight the interdependence between technical and social
systems. Most accidents involving engineered systems do not stem from the failure of technical
components but from requirement flaws or handling errors (Leveson, 2011). Therefore, the
main objective of safety audits is to assess and improve organisations’ safety cultures. For
example, although food safety auditors do sample products to identify toxic substances, they
focus on ensuring producers follow best practices for sanitation, transportation, and employee
training (Powell et al., 2013). This implies that audits must also consider the culture within
organisations designing or deploying ADMS. This insight is something | will return to in both
Chapter 4, when analysing my observational data from AstraZeneca’s ‘Al audit” and in Chapter
7, when proposing a novel blueprint for how to audit large language models.

Despite their merits, safety audits have limitations as a governance mechanism. For
example, the history of food safety demonstrate that audits can reduce but never eliminate the
risk of incidents occurring (Powell et al., 2013). Moreover, safety auditing may become a box-
ticking exercise, which not only wastes resources but can also create a false sense of security
that increases the risk of adverse events (Allford & Carson, 2015). Finally, because safety
auditors rely on auditees’ active cooperation, they often struggle to access the required
evidence. As | will argue in Chapter 3, this especially applies to EBA of ADMS, since the
access auditors have is limited by IP rights and privacy legislation.

While financial and safety audits differ in substance, they share both procedures and
functions. In both cases, auditors seek to verify auditees’ claims with the dual aim of reducing
risks and providing a basis for holding management accountable. However, as discussed below,

the term auditing has been used rather differently in other fields.

2.2.3 Audit studies in the social sciences

In the social sciences, the term ‘audit study’ refers to a research method, specifically a type of
field experiment, which is used to examine individuals’ behaviour or the dynamics of social
processes (Gaddis, 2018). Field experiments attempt to mimic natural science experiments by
implementing a randomised research design in a real-world (as opposed to a lab) setting

(Baldassarri & Abascal, 2017). The advantage of field experiments — compared to surveys or
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interviews — is that they allow researchers to study people and groups in their natural

environment. Gaddis (2018) defined an audit study as follows:

‘Audit studies [in the social sciences] generally refer to a specific type of field
experiment in which a researcher randomizes one or more characteristics about
individuals (real or hypothetical) and sends these individuals out into the field to

test the effect of those characteristics on some outcome.’ (Gaddis, 2018, p.5)

Thus defined, audit studies have been employed by social scientists since the 1950s, typically
to examine difficult-to-detect behaviours, such as racial and gender discrimination. For
example, Bertrand and Mullainathan (2004) investigated racial discrimination in hiring across
a wide range of sectors by designing an audit study in which they drafted and submitted
fictitious résumés in response to job postings. They varied white-sounding and black-sounding
names on similar résumés and measured the responses to those applications. Résumés with
white-sounding names were 50% more likely to get call-backs from interviewers than those
with black-sounding names (Bertrand & Mullainathan, 2004).

Many similar social science audit studies have been conducted. Although sharing a
basic methodology, these studies vary in two dimensions. The first is the domain being studied.
Beyond recruitment, audit studies have tested for discrimination in areas like access to
healthcare (Kugelmass, 2016) and social housing (Ahmed & Hammarstedt, 2008). The second
dimension is the choice of independent variable, i.e., the characteristic being manipulated by
the researchers. In addition to race, the design of audit studies has included manipulation of
gender (Neumark et al., 1996), age (Farber et al., 2017), religion (Pierné, 2013), and physical
appearance (Patacchini et al., 2015), just to mention a few examples.

The social science audit study is a suitable methodology for gathering information
about discrimination caused by ADMS too. In fact, this is already happening. Several examples
of algorithmic audits discussed in Chapter 1 are of this kind, including Boulamwini and
Gebru’s (2018) study, which demonstrated that ADMS used to classify the images according
to gender were significantly more accurate when applied to lighter-skin males than darker-
skinned females. In Section 2.4, | will return to the literature on social science audits focusing
specifically on ADMS. Here, however, | wish to make a further distinction that aids
understanding of the different strands of auditing research.

There are many ways to conduct social science research. For example, there is a long-
standing methodological tension between explanation-oriented research seeking to gather
empirical evidence on social phenomena and activist research striving to advance a specific

normative agenda or change the material conditions of the people and places they study (Hale,
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2017). Both approaches have merits and — as the philosophy of social science has shown — are
not mutually exclusive but overlap in practice (Cartwright & Montuschi, 2014). However, how
researchers relate to their object of study matters, and the field of auditing is no different.
Historically, audit studies in the social sciences have been associated with so-called
activism research. Cancian (1993) define activism research as research that aims to promote
changes that equalise the distribution of resources by exposing inequalities. Audit studies
conducted by activist researchers tend to be adversarial in nature, seeking to highlight injustices
in ways that spark reactions. In contrast, audits conducted by professional service providers in
industry settings aim to produce comfort (Power, 1997). There are thus deep tensions in the
motivations different practitioners and researchers have for conducting audits. As the next

section will show, these tensions also persist in the literature on ADMS auditing.

2.3 The need for auditing of ADMS: Top-down and bottom-up pressures

Auditing procedures are institutionalised in response to the perceived needs of individuals and
groups who seek information or reassurance about the conduct or performance of others in
which they have legitimate interests (Flint, 1988). In Section 2.2, that point was illustrated by
how financial audits emerged in response to investors’ needs and how safety audits were
institutionalised in response to social and political pressures to improve working conditions.
In Chapter 1, | showed that the auditing of ADMS is not just a theoretical possibility
but already a widespread practice. That sparks two questions: to which perceived needs do
these auditing procedures respond? And which stakeholders are seeking information or
reassurance through auditing of ADMS? In this section, | argue that the need for auditing of
ADMS results from a confluence of top-down and bottom-up pressures. The former includes
regulatory mandates and normative expectations placed on technology providers by external
stakeholders like policymakers and social advocacy groups. The latter includes voluntary and
proactive measures taken by technology providers to stay competitive in their industry,
including continuous adaptations of quality management systems (QMS) and brand-building
through corporate social responsibility (CSR). Figure 6 illustrates how this confluence of

pressures results in a growing need to audit ADMS.
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Figure 6. The need to audit ADMS is underpinned by both top-down and bottom-up pressures.

Top-down:
Regulators need new enforcement mechanisms To ensure that the design and use
of autonomous and self-learning technologies is legal, ethical and technically robust
Corporate governance: Need fOI' Emerging legislation:
- Internal vs external, ADMS -EU AIA
- Technical vs process auditing - US AAA
Bottom-up:

Organisations that design and deploy autonomous and self-learning technologies
have incentives to implement and maintain appropriate governance mechanisms

This distinction between top-down and bottom-up pressures is (of course) a simplification.
Theoretically, even voluntary actions can be seen as reactions to outside pressures. For
example, systems theory in sociology has a long tradition of interpreting all organisational
behaviours as autopoietic responses to environmental pressures.?® However, this line of
reasoning generates philosophical questions about the nature of agency that are beyond the
scope of this thesis.?* Following the pragmatist stance outlined in Chapter 1, | do not claim that
this top-down/bottom-up distinction is true in any ontological sense, but only that it is useful
for my analysis. Specifically, it allows me to contrast EBA procedures with auditing procedures
designed to test for legal compliance or technical robustness.

With that caveat clear, | now discuss the pressures that have contributed to the

emergence of auditing of ADMS as a field of research and practice.

2.3.1 Auditing as a mechanism to implement legislation

ADMS have great potential to contribute to both economic growth and human well-being. By
drawing inferences from the growing availability of (big) data, ADMS can improve the speed
and accuracy of information processing and contribute to the development of new innovative

solutions (Taddeo & Floridi, 2018). However, the ethical, social, and legal challenges ADMS

23 Autopoiesis refers to the process whereby a system produces and maintains itself over time. See e.g., the works
of Niklas Luhmann, in particular Organization and Decision (2018).

24 Disagreement about the nature of agency was at the heart of Niklas Luhmann and Jiirgen Habermas’ debate in
the 1980s (Harste, 2021). As noted by Magee (2016), we have no way of settling that debate empirically.
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pose are equally evident. In Chapter 1, | provided several examples of the malfunctioning or
misuse of ADMS — including the Dutch welfare benefit scandal and Amazon’s discriminatory
hiring algorithm. These examples illustrated that ADMS may not only cause harm related to
bias, discrimination, and privacy violations but also enable human wrongdoing and undermine
self-determination (Tsamados et al., 2021). Policymakers are thus faced with the challenge of
balancing the prevention of harm against providing incentives for innovation.

Consider recent developments in the field of large language models (LLMs) as an
example.?® The release of ChatGPT has drawn public attention to the capacity of LLMs — such
as OpenAl’s GPT-3 (Brown et al., 2020) and Google’s LaMDA (Thoppilan et al., 2022) — to
generate human-like text based on the input provided to them. While such texts are not always
semantically meaningful, they can still be used for tasks like text summarisation and translation
(Floridi & Chiriatti, 2020). Yet there has been a strong backlash against how LLMs are
designed and used. Some researchers have shown that LLMs can produce unethical language,
including racist and sexist comments (Kirk et al., 2021). Others have proved that LLMs’
answers often contain factual errors (Evans et al., 2021). The seriousness of these limitations
is exacerbated by the fact that open-source business models allow LLMs to be used for tasks
they were not originally designed to perform (Bommasani et al., 2021). For instance, in January
2023, a Columbian judge used ChatGPT to transcribe his interactions with witnesses, material
which he later used to justify his verdict (Parikh et al., 2023). This and other similar examples
have understandably sparked widespread public outcry (Kak & West, 2023).

It is important not to be carried away by the latest technological innovation or
regulatory trends. Still, the case of LLMs illustrates a more general point, namely, that
policymakers are facing increasing pressure to regulate the design and use of ADMS (Smuha,
2021). In many jurisdictions, this has meant drafting new legislation. The European AIA was
the first comprehensive regulatory framework for ADMS proposed by any major global
economy. In Chapter 6, I will discuss the role of auditing in the AIA in-depth. Here, it suffices
to note that the conformity assessments for high-risk systems it mandates constitutes an
example on top-down pressures for the institutionalisation of ADMS auditing procedures.

The AIA was published in April 2021. Subsequently, other countries and regions have

followed suit. For instance, both Canada and Brazil published draft regulatory frameworks for

% LLMs is a subset of ADMS that uses deep learning algorithms trained on a large corpus of data to predict the
most likely sequence of words given a specific input or prompt (Kojima et al., 2022). More on this in Chapter 7.
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ADMS in 2022, and the US Congress is currently considering the Algorithmic Accountability
Act of 2022 (AAA) (Office of US Senator Ron Wyden, 2022). These draft regulations differ in
scope and substance. However, they all stipulate rules and requirements that organisations
designing or deploying ADMS must follow. In some cases, the focus is on substantive
requirements. For example, ADMS used as components in medical devices must meet specific
performance standards in both the EU (Niemiec, 2022) and the US (FDA, 2021). In most cases,
however, the focus is on process-based rules (Veale & Borgesius, 2022).

To be successfully implemented, regulations must be linked to effective governance
mechanisms (Baldwin & Cave, 1999). For example, the AIA threatens technology providers
that fail to comply with its requirements with hefty fines (European Commission, 2021a).
However, to determine compliance, one must first consider what mechanisms are available to
establish what a provider is doing. This is where auditing comes in. As financial transactions
can be audited for correctness, completeness, and legality, so the design and use of ADMS can
be audited for technical robustness and legal compliance. Of course, the analogy must not be
taken too far;?® here, it is only intended to highlight how both types of audits respond to one
actor’s perceived need to gather information about another’s conduct. As investors use audits
to gather information about managers’ conduct and hold them accountable for financial
mismanagement or fraud, so policymakers can use audits to gather information about
technology providers’ conduct and hold them accountable for ADMS that cause harm.

As Chapter 5 will demonstrate, this development is already well underway. The EU
AlA, for instance, mandates that high-risk ADMS undergo conformity assessments before
deployment. By demanding that these assessments are conducted in a structured manner by
independent third parties that have been accredited by national authorities, the European
Commission is sketching an EU-wide auditing ecosystem in all but name.

However, there is a major difference between financial audits and legally mandated
ADMS audits. Investors exert top-down pressure on managers motivated by the need to
manage financial risk. In contrast, policymakers exert pressure on technology providers (in
part) to maintain political legitimacy. As noted by Peter (2010), a government’s legitimacy
hinges partially on its success in solving social and economic problems. As ever more critical

tasks become automated, policymakers’ political legitimacy will increasingly depend on their

% Analogies can sometimes constrain our reasoning by uncritically transferring assumptions from one domain to
another (Taddeo, 2016).
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abilities to manage the ethical and social challenges ADMS pose. Consequently, the top-down

pressure to institutionalise procedures to audit ADMS are likely to continue accumulating.

2.3.2 The role of auditing of ADMS in corporate governance

Private companies play a major role in designing and deploying ADMS (Cihon et al., 2021).
Therefore, their design choices have direct and far-reaching implications for important issues,
including social justice, economic growth, and public safety (Baum, 2017). However, the
dominance of private sector actors holds true not only for the development of commercial
applications but also for basic research on the computational techniques that underpin the
capabilities of ADMS. For example, in 2018, private companies and labs published over 50%
more research papers on ML than academics in the US (Perrault et al., 2019). Hence, the
policies and governance mechanisms private companies employ to guide their design and use
of ADMS are of profound societal importance.

In the previous section, | showed that policymakers have reasons for mandating audits
of ADMS. However, previous research suggests that technology providers too have strong
incentives to subject the ADMS they design and deploy to independent audits (Falco et al.,
2021; Raji et al., 2020). To understand those incentives, it is useful to first consider the function

of corporate ADMS governance, which Méntymaki et al. (2022) defines as follows:

‘TADMS] governance is a system of rules, practices, processes, and technological
tools that are employed to ensure that an organization’s use of ADMS aligns with
the organization’s strategies, objectives, and values.” (Mantymaki et al., 2022, p.2)

As this definition suggests, corporate governance seeks to ensure that the conduct of an
organisation aligns with its stated objectives (OECD, 2015). However, the environment in
which corporate governance takes place is inherently dynamic (Arjoon, 2005). As Schumpeter
(1942) argued, private companies face constant pressures to innovate and improve their
products. Consequently, technology providers have developed mechanisms to ensure that the
systems they design and deploy meet predefined quality standards and respond to consumers’
needs. Since both the underlying technologies and consumer needs keep changing, the
mechanisms employed to govern organisational processes must also be continuously revised.
This brief detour into the function of corporate governance has direct implications for
why technology providers voluntarily subject themselves and their ADMS to audits. As noted
by Russell et al. (2015), questions concerning corporate ADMS governance are of two kinds:

(i) did we build the system right? and (ii) did we build the right system? The former is a
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technical question; the latter is a normative one. Audits can provide answers to both kinds of
question, as two real-world examples illustrate.

O'Neil (2016) told the story of a woman who, despite a competitive CV, could not get
a job due to an error in the algorithmic vetting system used by many recruiters. It was eventually
revealed that an alleged criminal offence in her file originated from a data-scraping program,
which had conflated her and someone with the same name and postcode. This shows the
dangers of negligent design, irresponsible data management, and questionable deployment of
ADMS. It is important to note, however, that in this case the data controller, employer, and job
seeker would all have benefited from a ‘correct’ classification. This type of poor-quality
outcome constitutes a technical problem that developers, at least in theory, can address. To do
so, however, developers need both be made aware of the limitations of the ADMS they design
and incentivised to act on that information.

This is where auditing comes in. By assessing the capabilities and limitations of ADMS
prior to deployment, auditing helps technology providers identify and mitigate risks before
harm occurs (Wilson et al., 2021). Further, by providing a basis on which decision-makers
within organisations that design or deploy ADMS can be held accountable, audits incentivise
investments in adequate risk management (Shen et al., 2021). In fact, one of the main reasons
organisations subject themselves to independent audits is to assess and improve their software
development processes and QMS (Vlok, 2003). After all, it is often cheaper to address
vulnerabilities early in software development processes. Dawson et al. (2010) estimated that it
can cost up to 15 times more to fix a bug in an ADMS when it is found during the testing phase
rather than the deployment phase.

In other cases, however, public outcry has been directed not against the technical
failures of ADMS but against the purposes for and ways in which they were built in the first
place (Keyes et al., 2019). In 2020, Clearview Al — a facial recognition company — faced
backlash after investigations revealed that it had scraped billions of images from social media
platforms without users’ consent to assemble its training dataset (Hill, 2020). Clearview Al
suffered significant reputational damage (Smith & Miller, 2022) and faced legal actions
culminating in a settlement banning it from selling its technologies to private companies in the
US (Robertson, 2022). While it remains unclear whether Clearview Al violated the law, it
evidently violated customers’ and citizens’ normative expectations.

This brings us to the second point: audits focusing on not only technical but also ethical
aspects of ADMS help technology providers manage financial and reputational risks (EPRS,

2019). Proactive communication of audit findings may help companies gain competitive
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advantages: just as organisations seek to show consumers that their products are healthy
through detailed nutritional labels (Holland et al., 2018), the documentation of steps taken to
ensure that ADMS are ethical can play a positive role in both marketing and public relations.

To summarise, previous research suggests that structured and independent audits of
ADMS can help organisations improve on several business metrics, including regulatory
preparedness, data security, talent acquisition, reputational management, and process
optimisation (EIU, 2020; Schonander, 2019). In the light of these bottom-up pressures, it is
unsurprising that many technology providers have already voluntarily implemented procedures
to audit their ADMS for alignment with different sets of ethics principles. AstraZeneca’s ‘Al
audit’ (which | describe and discuss in Chapter 4) is an example of an audit conducted
voluntarily because of bottom-up pressures.

Yet researchers have also cautioned against this development. Sloane (2021) argued
that audits commissioned by technology providers are insufficiently independent, and Bandy
(2021) pointed out that, in the absence of agreed standards, technology providers’ claims that
their ADMS have been audited are hard to verify. These objections should be taken seriously,
and in Chapter 3, I will discuss the limitations of EBA procedures in greater depth. However,
this section has not sought to assess the merits of ADMS auditing as a governance mechanism
but only to highlight that both policymakers and technology providers have an interest in
developing and promoting procedures to audit ADMS. The study of how feasible and effective
these auditing procedures are in practice is an exercise left to academic researchers.

2.4  Auditing of ADMS: Multidisciplinary foundations

In this section, | review what | refer to as the ADMS auditing literature. What unites all works
in this body of literature is that they concern procedures to audit ADMS for consistency with
relevant specifications, regulations, or ethics principles. To do so, however, | first revisit and

expand the definition of auditing of ADMS introduced in Chapter 1.

2.4.1 The ADMS auditing literature

Auditing of ADMS is a governance mechanism that can be wielded by different actors in
society in pursuit of different goals and objectives. It can be used by regulators to assess
whether a specific ADMS meets legal standards, by technology providers to mitigate
technology-related risks, or by other stakeholders to make informed decisions about how they

engage with specific companies (Brown et al., 2021). Operationally, auditing of ADMS is
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characterised by a structured process whereby an entity’s past or present behaviour is assessed
for consistency with predefined standards, regulations, or norms.

Three aspects of this definition demand further elaboration. First, the subject of the
audit can be either a person, an organisation, a technical system, or any combination thereof.
Second, whether conducted by an external third party or an internal audit function, auditing
requires operational independence between the auditor and the auditee (Power, 1997). Third,
auditing requires a predefined baseline to serve as a basis for evaluation (1CO, 2020). However,
the nature of this baseline can vary between hard regulations, organisational values and
policies, or technical standards and benchmarks.

Previous work on ADMS auditing constitutes a heterogeneous and multidisciplinary
body of literature. It is heterogeneous in that it encompasses contributions from a diverse range
of actors employing different methods and facing competing incentives. The ADMS auditing
literature includes academic articles and books (Berghout et al., 2023; Metaxa et al., 2021;
Mittelstadt, 2016), auditing tools and procedures developed by private companies (Babl Al,
2023; ORCAA, 2020; PwC, 2020), standards published by industry associations and
professional standard-setting bodies (IEEE SA, 2020; 1SO, 2022; NIST, 2022; VDE, 2022),
and draft legislation and guidance documents issued by policymakers (EPRS, 2022; European
Commission, 2021a; ICO, 2020), to mention just a few prominent examples.

The ADMS auditing literature is also multidisciplinary in that it harbours contributions
from many academic disciplines, including computer science (Adler et al., 2018; Kearns et al.,
2018), systems engineering (Dennis et al., 2016; Leveson, 2011), law (Laux et al., 2021; Selbst,
2021), media and communication studies (Bandy & Diakopoulos, 2019; Sandvig et al., 2014),
social science (Metaxa et al., 2021; Vecchione et al., 2021), philosophy (Boddington, 2017
Dafoe, 2017), and organisational studies (Guszcza et al., 2018; Minkkinen et al., 2022).

Such a diverse body of literature can be sliced and diced in many ways. In what follows,
| provide an overview of the ADMS literature in three steps. First, | distinguish between narrow
and broad conceptions of auditing. Second, I distinguish between technical, legal, and ethical
approaches to ADMS auditing. Finally, I distinguish between strands of research that (i)

propose, (ii), develop, (iii) employ, or (iv) critique ADMS auditing procedures.?’

27 This taxonomy contains overlapping categories. A singe research contribution can, for example, use a narrow
conception of auditing to develop a procedure for assessing whether an ADMS is legally compliant.
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2.4.2 Narrow vs broad conceptions of auditing of ADMS

To start with, it is useful to distinguish between narrow and broad conceptions of ADMS
auditing. The former is impact-oriented, focusing on probing and assessing the output of
ADMS for different input data. The latter is process-oriented, focusing on assessing the
adequacy of the software development processes and QMS technology providers employ.

In their book Auditing algorithms: understanding algorithmic systems from the outside

in, Metaxa et al. (2021) provided an example of a narrow definition of auditing:

‘[an algorithm audit is] a method of repeatedly and systematically querying an
algorithm with inputs and observing the corresponding outputs in order to draw
inferences to its opaque inner workings.’ (Metaxa et al., 2021, p.18)

Narrow conceptions of auditing are well suited to gathering evidence about unlawful
discrimination and tend to be underpinned by experimental designs. For example, in an article
titled Algorithm auditing at large-scale: insights from search engine audits, Ulloa et al. (2019)
designed virtual agents to perform systematic experiments simulating human interactions with
search engines. The authors demonstrated that such an audit design can be employed to monitor
an ADMS’s output over time and flag potential ethical concerns such as disparate treatment.

In contrast, broad conceptions of auditing focus not so much on the properties of ADMS
as the governance structures of the organisations that design and deploy them. This practice
has deep roots in conventional IT audits Zinda (2021) and technology risk management
procedures (Senft & Gallegos, 2009). For example, when describing the role of such an auditor,
(Jager and Westhoek (2023) wrote:

‘It is not just about checking the algorithm itself and the management measures
surrounding it, but also paying attention to the data used, the methods used in the
development and the optimization of the algorithm. These aspects of management,
process, and content should also be part of the assessment framework and thus the
audit approach.” (Jager & Westhoek, 2003, p.145)
Broad conceptions of auditing are useful since they allow researchers not only to detect illegal,
erroneous, or unethical behaviours of ADMS but also to investigate the sources of such
behaviours. For example, discriminatory behaviour of ADMS may be caused by incomplete or
unrepresentative training datasets (Gehman et al., 2020) or inadequate ADMS testing and
validation procedures (Myllyaho et al., 2021). For this reason, researchers like Koshiyama et
al. (2022) have proposed procedures for auditing the entire process whereby ADMS are

designed and deployed. Typically, this entails assessing the governance structures technology

a7



providers have in place to train their staff, assemble training datasets, evaluate the limitations
of ADMS prior to deployment, and monitor the behaviour of ADMS over their entire lifetime.

Both narrow and broad conceptions of auditing have generated flourishing strands of
research. Some researchers have leveraged narrow conceptions of auditing to test for bias and
discrimination in online ad delivery (Ali et al., 2019; Sweeney, 2013) and autocomplete
algorithms (Robertson et al., 2018), for fairness in image classification systems (Morina et al.,
2019), for accuracy in news curation systems (Bandy & Diakopoulos, 2019), for completeness
in datasets (Coston et al., 2021; Sookhak et al., 2014), and for data privacy, e.g., how easy it is
to reconstruct training data from ADMS (Kolhar et al., 2017; Narula et al., 2018).

Other researchers have leveraged broad conceptions of auditing to study how ADMS
are being designed and the adequacy of technology providers’ governance mechanisms.
Ugwudike, (2021) studied how ADMS used for predictive policing are designed and deployed;
Jager and Westhoek (2023) studied technology providers’ mechanisms for testing image
recognition algorithms; Mahajan et al. (2020) provided a framework for how auditors and
vendors can collaborate to validate ADMS used in radiology; and Dash et al. (2019)
demonstrated how audits of recommender systems can provide insights into how these systems
affect users and societies over time.

For my purposes, this discussion has two key takeaways. First, narrow and broad
conceptions of auditing have different affordances. The former allows researchers to audit the
behaviour of ADMS without approval from, or the cooperation of, technology providers (Adler
et al., 2018; Lee, 2021; Lurie & Mustafaraj, 2019). The latter enables researchers to study the
real-world effects different auditing procedures have on how ADMS are designed and deployed
(Ayling & Chapman, 2021; Fitzgerald et al., 2013; Stoel et al., 2012). Second, there is no
contradiction between the two conceptions. In fact, they are both compatible and mutually
reinforcing. As | will argue in Chapter 3, narrow testing of ADMS based on input-output

relationships can (and should) be integrated into broader auditing procedures.

2.4.3 Technical, legal, and ethics-based approaches

In addition to having different methodological conceptions of what auditing is, researchers also
differ in what they are auditing ADMS for. Per definition, auditing requires a predefined
baseline against which the audit’s subject can be evaluated (ICO, 2020). However, depending
on the audit’s purpose, this baseline can consist either of technical specifications, legal
requirements, or voluntary ethics principles. Consequently, contributions to the ADMS

auditing literature can be categorised into technical, legal, and ethical approaches.
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Technical approaches refer to auditing procedures designed to quantify and assess the
technical properties of ADMS, including accuracy, robustness, and safety. These build on tools
and methods with proven track records in systems engineering and computer science, including
model evaluation (Parker, 2020) and system verification (Luckcuck et al., 2019; Thudi et al.,
2021). Within the realm of technical approaches, a distinction is often made between ex-ante
and ex-post audits (Etzioni & Etzioni, 2016). The former evaluates an ADMS prior to its market
deployment, the latter monitors its performance over time as it interacts with new input data in
real-world environments (Minkkinen et al., 2022).

The idea of auditing software dates back several decades (see e.g., Hansen & Messier,
1986; Weiss, 1980). Still, the academic literature in this field has grown rapidly in recent years.
Some research groups have developed open-source toolkits allowing technology providers to
test and evaluate the performance of ADMS on different tasks and datasets (Cabrera et al.,
2019; Saleiro et al., 2018). Others have developed auditing procedures for more targeted
purposes, e.g., to test the accuracy of personality prediction in ADMS used for recruitment
(Rheaetal., 2022), evaluating the capabilities of language models (Goel et al., 2021), providing
explanations for black-box ADMS (Pedreschi et al., 2018), and conducting audits of clinical
decision support systems (Panigultti et al., 2021). Again, what links all these procedures is that
they audit ADMS against predefined technical, functionality, and reliability standards.

In contrast, legal approaches refer to auditing procedures that assess whether the design
and use of ADMS comply with relevant regulations. Such procedures rely on different legal
provisions, including those stipulated in: data privacy regulations like the GDPR (European
Parliament, 2016); discrimination laws like the US’s 1964 Civil Rights Act or Equal Credit
Opportunity Act of 1974 (Barocas & Selbst, 2016); sector-specific certification mandates, as
is the case for medical device software (FDA, 2021); or general transparency obligations, as
found in the AIA (European Commission, 2021a).

Legal scholars have debated about when and how the above-listed regulations apply to
ADMS (Durante & Floridi, 2021; Edwards & Veale, 2018; Pentland, 2020; Wachter et al.,
2017). A review of legal scholarship on ADMS falls outside the scope of this thesis.?8
Nevertheless, | wish to highlight that a wide range of procedures to audit ADMS for legal

compliance have already been proposed and, in some cases, implemented (Merrer et al., 2022).

2 As mentioned in the Section 1.6, any legal analysis falls outside the scope of this thesis. Readers interested in
the legal challenges posed by ADMS are referred to the overview provided by Barfield and Pagallo, 2018).
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For instance, Mikians et al. (2012) developed a procedure to audit ADMS for unlawful price
discrimination based on protected attributes. Similarly, Silva et al. (2020) audited Facebook’s
ad delivery algorithm, finding that it violated political advertising laws.

Finally, ethics-based approaches refer to auditing procedures for which voluntary
ethics principles serve as the normative baseline. EBA can be either collaborative or
adversarial. In the former case, audits are conducted in collaboration with technology providers
to assess whether their ADMS adhere to predefined ethics principles (Berghout et al., 2023;
Raji et al., 2020).%° In the latter case, independent actors conduct the audits to assess an ADMS
without access to its source code (Metaxa et al., 2021; Sandvig et al., 2014).%° Collaborative
audits aim to provide assurance, adversarial audits to expose harms. In both cases, however,
EBA concerns what ought to be done over and above compliance with existing regulations.

During EBA procedures, ADMS are audited against either a technology provider’s
organisational values or ethics principles proposed by institutions like the IEEE (2019), OECD
(2019), and the Al HLEG (2019). While these guidance documents vary in language (Jobin et
al., 2019), they converge on a limited set of principles (Floridi & Cowls, 2019). Reflecting this
convergence, previous research has developed procedures to audit ADMS for transparency and
explainability (Cobbe et al., 2021; Mittelstadt, 2016), bias and fairness (Bartley et al., 2021;
Morina et al., 2019), and accountability (Busuioc, 2021; Metcalf et al., 2021).

The boundaries between technical, legal, and ethics-based audits are often blurry in
practice. Legal compliance audits typically rely on technical methods to gather evidence about
the properties and impact ADMS have (Kim, 2017; Merrer et al., 2022). Similarly, technical
robustness and legal compliance are often prerequisites for considering an ADMS ethical
(Keyes et al., 2019). The three audit types are thus best viewed as a continuum of
complementary approaches with different focal points.

That said, the distinction between technical, legal, and ethical approaches is useful here
for two reasons. First, it mirrors the vocabulary adopted by policymakers. For example, Al
HLEG, (2019) stipulated that ADMS should be lawful, ethical, and technically robust.
Adopting this well-established vocabulary facilitates communication with my target audiences.

29 Collaborative audits tend to be process-oriented (Kazim & Koshiyama, 2020), leveraging methods that require
access to technology providers’ internal processes, including ethical foresight analysis (Floridi & Strait, 2020)
and algorithm design (Kearns & Roth, 2020).

30 Adversarial audits tend to be impact-oriented (Jaiswal et al., 2022), leveraging both quantitative methods, like
red-teaming (Perez et al., 2022), and qualitative methods, like ethical impact assessments (Reisman et al., 2018).

50



Second, the distinction helps demarcate the scope of my research — which focuses on EBA.
That said, procedures to audit ADMS for technical robustness and legal compliance have a
longer history and have been more widely implemented (Vecchione et al., 2021). Throughout
this thesis, | will therefore continue referring to technical and legal approaches with the aim of

identifying transferable lessons for how to design feasible and effective EBA procedures.

2.4.4 Who audits the auditors?

Contributions to the academic literature on ADMS auditing relate to the object of study in
different ways. For example, distinctions can be made between contributions that (i) provide
theoretical justifications for why audits are needed, (ii) develop procedures, tools, or methods
to audit ADMS, (iii) employ available auditing procedures, tools, or methods, and (iv) study
the effectiveness and feasibility of auditing ADMS as a governance mechanism. In what
follows, I briefly review these different research strands.

To start with, there is a significant body of literature calling for ADMS to be audited
(see e.g., Brown et al., 2021; Diakopoulos, 2015; Kim, 2017; Sandu et al., 2022; Sandvig et
al., 2014). These contributions stress both the social, ethical, and legal risks ADMS pose and
how audits can help identify and manage those risks. For example, research has suggested that
auditing contributes to good governance through procedural regularity and transparency
(Floridi, 2017b; Larsson, 2020; Loi et al., 2020) and prevents harm by ensuring proactivity in
the design of ADMS (Kazim & Koshiyama, 2020). Such contributions are often commentary
or viewpoint articles (see e.g., Falco et al., 2021; Guszcza et al., 2018; Kassir et al., 2022). The
main argument advanced by this literature is that structured and independent audits constitute
a pragmatic approach to managing the governance challenges of ADMS.

Responding to these calls, other researchers have developed tangible ADMS auditing
procedures and tools. Such contributions can be divided into two broad categories. First, high-
level procedures — often proposed by scholars from organisation studies or systems engineering
— that outline the steps audits should include, what activities these entail, and the roles and
responsibilities of different stakeholders (Fellander et al., 2022; Floridi et al., 2022; Zicari et
al., 2021). Second, researchers have developed tools that can be employed by auditors for
specific tasks, including detecting bias in ADMS (Saleiro et al., 2018; Sokol et al., 2022),
documenting how ADMS are designed (Gebru et al., 2021; Mitchell et al., 2019), and
simulating or monitoring their behaviour in real-world settings (Akpinar et al., 2022). These

tools are typically developed by computer scientists or computational social scientists.
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Yet other researchers employ existing auditing procedures and tools to conduct
empirical studies (Aragona, 2022), including qualitative studies that assess how ADMS are
designed (Christin, 2020; Marda & Narayan, 2021; Seaver, 2017) and quantitative audit studies
that measure the properties of ADMS or their impact on users and societies (Abebe et al., 2019;
Metaxa et al., 2021; Speicher et al., 2018). Contributions to this literature have been made by
researchers from different fields. For example, labour economist Songul Tolan (2019) audited
ADMS used by courts to predict criminal recidivism and found they discriminate against male
defendants and people of specific nationalities, and a team of computer scientists led by Alicia
DeVos et al. (2022) conducted user-centric audits to study ADMS, concluding that users were
able to identify harmful behaviours that formal testing processes had not detected.

Finally, a small but growing community of researchers are interested in how feasible
and effective auditing is as an ADMS governance mechanism (Costanza-Chock et al., 2022;
Landers & Behrend, 2022). So far, such research has been dominated by theoretical critiques.®*
For example, Sloane (2021) argued that current auditing procedures are toothless and may even
be counterproductive insofar as they legitimise the deployment of potentially harmful ADMS.
To avoid that trap, Sloane (2021) suggested that standards for how to audit ADMS are urgently
needed. Similarly, Engler (2021) argued that independent auditors struggle to hold technology
providers accountable because — in the absence of sector-specific legislation — they can simply
refuse access to their data and models. These important objections call for further inquiry. As
of now, however, claims about the limitations of ADMS auditing as a governance mechanism
have yet to be substantiated by empirical research (just as claims about its affordances).

My doctoral research relates to the four strands of research discussed above in several
ways. As noted in Chapter 1, my research has conceptual, descriptive, and applied components.
At the conceptual level, this thesis contributes conceptual clarity about what EBA is, how it
works, and what its limitations are (Chapter 3). It thus builds on the literature that provides
theoretical justifications for EBA as an ADMS governance mechanism and the discourse about
what we can reasonably expect EBA to achieve. At the descriptive level, this thesis provides
qualitative knowledge about the organisational contexts in which EBA must be integrated to
be feasible and effective. In particular, my case study of AstraZeneca’s EBA (Chapter 4)

provides new empirical evidence about the challenges organisations face when implementing

31 One exemption is Hasan et al. (2022) who, drawing on their own experience as auditors, have published
generalisable lessons on how to audit ADMS in practice.
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EBA, thus adding a perspective hitherto missing in the literature. Finally, at the applied level,
this thesis provides actionable recommendations on how to design EBA procedures that are
feasible and effective (Chapters 5, 6, and 7). Consequently, this thesis also adds to the literature
that seeks to expand and sharpen the methodological toolbox available to ADMS auditors.
Other parts of the reviewed literature my thesis only touches upon tangentially. For
example, I neither use auditing as a social science method to study the impact ADMS have on
individual users, nor do | propose any new statistical techniques for evaluating ADMS during
technical audits. While both are important research strands, they lie outside this thesis’s scope.
Instead, this thesis seeks to investigate the conditions under which EBA can be a feasible and

effective governance mechanism for managing some of the ethical challenges ADMS pose.

2.5 Concluding remarks

This chapter aimed to showcase the multidisciplinary roots of ADMS auditing and provide an
overview of the scholarly communities active in the discourse. So, what have we learned?

In Section 2.2, | showed that different stakeholders (like investors) have long used
auditing as a mechanism for holding managers accountable for financial fraud or negligence
(Lee & Azham, 2008). I also illustrated how auditing has evolved as a governance mechanism,
from ‘merely’ verifying accounts to proactively identifying and managing risks (Turley &
Cooper, 2005). Finally, I highlighted that — in addition to contributing to good governance —
auditing is often employed to produce a sense of comfort (Power, 1997).

This historically grounded understanding of auditing enables us to better put
contemporary calls for ADMS to be audited into perspective. The use of ADMS is associated
with a wide range of ethical risks. Due to their autonomy, complexity, and adaptability, ADMS
also pose significant governance challenges (Cath et al., 2018; Russell et al., 2015). This is a
problem, both for technology providers seeking to ensure that their ADMS are ethical, legal,
and safe (Dignum, 2017) and for governments facing increasing pressure to regulate the design
and use of ADMS (Minkkinen et al., 2021; Smuha, 2021). Bringing all this together, I argued
in Section 2.3 that both technology providers and policymakers have an interest in promoting
auditing as a governance mechanism to manage the ethical challenges ADMS pose.

In Section 2.4, | reviewed previous academic literature on ADMS auditing. While
showing that this literature harbours several distinct strands of research, | also demonstrated
that it contains various critical gaps. For example, scholars have argued that ADMS should be

audited for adherence to predefined ethics principles (Sandvig et al., 2014; Kim, 2017; Brown
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etal., 2021; Falco et al., 2021). However, claims about the affordances and limitations of EBA
as an ADMS governance mechanism have yet to be substantiated by empirical research.
Further, both researchers and private companies have developed EBA procedures or offer EBA
services to help technology providers design and use ADMS in ways that align with their
organisational values (Raji et al., 2020; Zicari et al., 2021; Fellander et al., 2022). But again,
the feasibility and effectiveness of those EBA procedures remain unclear.

Taken together, this literature review holds two key takeaways. The first is that my RQs
address not only pressing social and practical problems but also distinct knowledge gap in the

academic literature. Recall the two RQs that guide my research in this thesis:

RQ1 Wahat are the limitations of EBA as a governance mechanism for identifying and

mitigating the ethical risks posed by ADMS?

RQ2 How can EBA procedures be designed to effectively identify and mitigate the ethical
risks posed by ADMS while being feasible to implement?

When formulating these RQs in Chapter 1, | stressed that the purpose of my research is to better
equip societies to reap the benefits of ADMS while managing the associated risks by exploring
whether and how EBA can help organisations design and deploy ADMS in ways that align
with their organisational values. In this chapter, my review of previous work on EBA has
demonstrated that my RQs are not only socially important but also academically relevant.

The second key takeaway from my review of previous work is that ADMS auditing is
an inherently multidisciplinary field, incorporating insights from computer science, systems
engineering, law, social science, media and communication studies, philosophy, and
organisational studies. This thesis reflects that variety in several ways, from the choice of
research topics, via the research methods employed, to the journals in which its findings have
been published.?? Given the multidisciplinary nature of my work —and that | approach my RQs
on conceptual, descriptive, and applied levels — | anticipate that different elements of this thesis

will be of interest to different target audiences.

32 The article on which Chapter 3 is based was published in Science and Engineering Ethics, a journal aimed at
computer scientists. The articles on which Chapters 4 and 7 were published in Al and Ethics, a multidisciplinary
journal encouraging dialogue between academics, policymakers, and industry practitioners on how to govern
ADMS. The articles on which Chapters 5 and 6 are based appeared in Minds and Machines, a philosophy journal.
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In Chapter 1, | specified that my target audience includes: academic researchers who
are interested in exploring the merits and limitations of EBA of ADMS as a governance
mechanism; auditors who develop and offer EBA services to technology providers; industry
practitioners who implement EBA procedures in organisations that design and deploy ADMS;
and policymakers who draft legislation and guidance on how to govern ADMS.

Keeping those target audiences in mind, the following five chapters — i.e., the core of
my research — explore my RQs at three different levels: conceptual, descriptive, and applied.
Chapter 3, to which I turn next, starts at the conceptual level by exploring what EBA is, or at

least should be, in the context of ADMS governance.
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CHAPTER 3

ETHICS-BASED AUDITING OF AUTOMATED DECISION-
MAKING SYSTEMS: NATURE, SCOPE, AND LIMITATIONS

Abstract

Previous research has pointed towards ethics-based auditing (EBA) as a promising governance
mechanism for managing the ethical risks posed by automated decision-making systems
(ADMS). However, while both researchers and policymakers have called for ADMS and
technology providers to be audited, the affordances and constraints of EBA as a governance
mechanism have yet to be systematically explored. In this chapter, |1 conduct a systematised
literature review to address that gap. Building on previous work, | define EBA as a structured
process whereby an entity’s behaviour is assessed for consistency with relevant principles or
norms. | then offer three contributions to the existing literature through theory synthesis. First,
| provide a theoretical explanation of how EBA contributes to good governance by promoting
procedural regularity and transparency. Second, | derive seven criteria for how to design and
implement EBA procedures successfully. Third, I demonstrate that existing EBA procedures
are subject to a wide range of conceptual, technical, social, economic, organisational, and
institutional constraints, and | provide a novel taxonomy to help researchers understand and
account for these. By articulating what EBA is, how it works, and what it can (and cannot) be
reasonably expected to achieve, this chapter provides the conceptual foundation for the thesis

as a whole.

Note

This chapter is based on a peer-reviewed journal article published in Science and Engineering
Ethics (see Mokander et al., 2021).3 While | have sought to minimise changes, this chapter
differs from the original article in two ways. First, | have updated the bibliography to reflect
recent technological and societal developments. Second, | have revised the text to ensure

greater coherence with other chapters included in this thesis.

3 The original article was co-authored with Jessica Morley, Mariarosaria Taddeo, and Luciano Floridi. Please see
Appendix 1, 2 and 3 for authorship statements.
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3.1 Introduction

3.1.1 Background

Automated decision-making systems (ADMS), i.e., autonomous self-learning systems that
gather and process data to make qualitative judgements with little or no human intervention,
increasingly permeate all aspects of society (AlgorithmWatch, 2019). This means that many
decisions — which were previously made by human experts — are now made by ADMS (Krafft
et al., 2020a). Already today, ADMS are used to inform decisions in areas like recruitment
(Gupte & Mishra, 2023), medical diagnostics (Grote & Berens, 2020), and lending (Aggarwal
2019). As information societies mature, the range of decisions that can be automated in this
fashion will increase, and ADMS will be used to make ever-more critical decisions.

From a technical perspective, the computational techniques used by ADMS vary from
decision trees to deep neural networks (Lepri et al., 2018). However, my focus in this thesis is
not on the underlying technologies but rather on the common features of ADMS from which
ethical challenges arise. It is the combination of relative autonomy, complexity, and
adaptability that underpins both beneficial and problematic uses of ADMS. Delegating tasks
to ADMS can help increase consistency, improve efficiency, and enable new solutions to
complex problems (Taddeo & Floridi, 2018). Yet these improvements are coupled with ethical
challenges. As noted already by Norbert Wiener:

‘The machine, which can learn and can make decisions on the basis of its learning,

will in no way be obliged to make such decisions as we should have made, or will

be acceptable to us.” (Wiener, 1954, p.212)

Specifically, ADMS may leave decision subjects vulnerable to the harms associated with poor-
quality outcomes, bias and discrimination, and invasion of privacy (Leslie, 2019). More
generally, ADMS risk enabling human wrongdoing, reducing human control, devaluing human
skills, and eroding human self-determination (Tsamados et al., 2020). If these ethical
challenges are not sufficiently addressed, a lack of public trust in ADMS may hamper the
adoption of such systems which, in turn, would lead to significant social opportunity costs
through the underuse of available and well-designed technologies (Cookson, 2018).
Addressing the ethical challenges posed by ADMS is therefore becoming a prerequisite for
good governance in information societies (Cath et al., 2018).

However, traditional governance mechanisms designed to oversee human decision-
making processes often fail when applied to ADMS (Kroll et al., 2016). One important reason

for this is that the delegation of tasks to ADMS curtails the sphere of ethical deliberation in
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decision-making processes (D’Agostino & Durante, 2018). In practice, this means that norms
that used to be open for interpretation by human decision-makers are now embodied in ADMS.
From an ethical perspective, this shifts the focus of ethical deliberation from specific decision-
making situations to the ways in which ADMS are designed and deployed.

In response to the growing need to design and deploy ADMS in ways that are ethical,
over 75 organisations — including governments, companies, academic institutions, and NGOs
— have produced documents defining high-level guidelines (Jobin et al., 2019). Reputable
contributions include Ethically Aligned Design (IEEE, 2019), the Ethics Guidelines for
Trustworthy Al (Al HLEG, 2019), and the Recommendation of the Council on Artificial
Intelligence (OECD, 2019). These guidelines converge around five principles: beneficence,
non-maleficence, autonomy, justice, and explicability (Floridi & Cowls, 2019).

While a useful starting point, these principles tend to generate interpretations that are
either too semantically strict, which are likely to make ADMS overly mechanical, or too
flexible to provide practical guidance (Arvan, 2018). This indeterminacy hinders the translation
of ethics principles into practices and leaves room for unethical behaviours like ‘ethics
shopping’, i.e., mixing and matching ethical principles from different sources to justify some
pre-existing behaviour; ‘ethics bluewashing’, i.e., making unsubstantiated claims about ADMS
to appear more ethical than one is; and ‘ethics lobbying’, i.e., exploiting ethics to delay or avoid
good and necessary legislation (Floridi, 2019b).

Moreover, the adoption of ethics guidelines remains voluntary, and the industry lacks
both incentives and useful tools to translate principles into verifiable criteria (Raji et al., 2020).
For example, interviews with software developers indicate that while they consider ethics
important in principle, they also view it as an impractical construct that is distant from the
issues they face in daily work (Vakkuri et al., 2019). Further, even organisations that are acutely
aware of the risks posed by ADMS may struggle to manage these, either due to a lack of useful
governance mechanisms or conflicting interests (PwC, 2019). Taken together, there still exists
a gap between the ‘what’ (and ‘why’) of ethics principles and the ‘how’ of designing,
deploying, and governing ADMS in practice (Morley et al., 2020a).

A vast range of governance mechanisms that aim to support the translation of high-
level ethics principles into practical guidance has already been proposed. Some of these focus
on interventions in the early stages of software development processes, e.g., by raising
awareness of ethical issues among software developers (Floridi et al., 2018), creating more
diverse teams of software developers (Sanchez-Monedero et al., 2020), embedding ethical

values into technological artefacts through proactive design (Aizenberg & van den Hoven,
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2020), screening potentially biased input data (AIEIG, 2020), or verifying the underlying
decision-making models and code (Dennis et al., 2016). Other proposed governance
mechanisms focus on the context in which ADMS operate. For example, so-called human-in-
the-loop protocols imply that human operators can either intervene to prevent or be held
responsible for harmful system outputs (Jotterand & Bosco, 2020; Rahwan, 2018).

While these examples do not provide a systematic account of the array of available
governance mechanisms, they illustrate the point that researchers, technology providers, and
policymakers are actively looking for and experimenting with new ways to address the

governance challenges ADMS pose.

3.1.2 Research topic and research gap

Against this backdrop, several recent academic articles and policy proposals have pointed
towards ethics-based auditing (EBA) as a promising governance mechanism to identify and
mitigate the ethical risks posed by ADMS (Brown et al., 2021; Raji et al., 2020; Sandvig et al.,
2014). As | explained in Chapter 1, EBA is characterised by a structured process whereby an
entity’s behaviour is assessed for consistency with predefined ethics principles.

Of course, the idea of auditing software is not new. Since the 1970s, computer scientists
have audited software systems to check whether they adhere to relevant technical specifications
(Weiss, 1980). However, in 2014, Sandvig et al. published a much-cited article titled ‘Auditing
Algorithms’, in which they argued that ADMS should be audited not only for legal compliance
and technical robustness but also for alignment with ethics principles.

EBA has since attracted much attention from policymakers, researchers, and industry
practitioners alike. Policymakers like the UK Information Commissioner’s Office (ICO) have
drafted EBA procedures (ICO, 2020); academic researchers have developed tools and
procedures to audit ADMS for their adherence to ethical principles like fairness, accountability,
and transparency (Mittelstadt, 2016; Raji et al., 2020; Wilson et al., 2021). In parallel, a new
industry is emerging, in which traditional accounting firms like PwC (2019) and Deloitte
(2020), startups like ORCAA (2020), and NGOs like ForHumanity (2021) all offer EBA
services to help technology providers verify claims about the ADMS they design and deploy.

These and other early works have made important contributions to the theory and
practice of EBA. However, as | demonstrated in Chapter 2, there remains a discrepancy
between the attention EBA has attracted and the fact that its merits and limitations as an ADMS
governance mechanism have yet to be systematically explored (Landers & Behrend, 2022).

The purpose of my thesis is thus to better equip societies to reap the benefits of ADMS while
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managing the associated risks by exploring whether and how EBA can help organisations
design and deploy ADMS in ways that align with their organisational values.

Pursuing that purpose, | seek to explore what the limitations of EBA as a governance
mechanism are (RQ1) and, given those limitations, how feasible and effective EBA procedures
can be designed (RQZ2). Over the course of this thesis, I will approach these RQs at three
different levels: conceptual, descriptive, and applied. In this chapter, however, | focus entirely

on the conceptual level, which is concerned with what EBA is and how it works.

3.1.3 Research questions, methodology, and limitations

In this chapter, | address SQ1: What are the affordances and constraints of EBA as a
governance mechanism to address the ethical risks posed by ADMS? To address this question,
| proceeded in two steps. First, | conducted a systematised literature review (Grant & Booth,
2009) to define core concepts and structure the findings of previous work. To identify relevant

literature for the review, I broke down SQL1 into three more specific questions:

e What EBA tools and procedures have already been developed or proposed in the

existing literature?

e How do researchers and policymakers advocating for EBA envision that it can
contribute to identifying and mitigating the ethical risks posed by ADMS?

e What constraints of EBA as an ADMS governance mechanism have been discussed in

the existing literature?

The collection phase involved searching five databases (Google Scholar, Scopus, SSRN, Web
of Science, and arXiv) for articles related to EBA of ADMS. Keywords for the search included
(‘auditing, ‘evaluation’, OR ‘assessment’) AND (‘ethics’, ‘fairness’, transparency’, OR
‘robust) AND (‘automated decision-making’, ‘artificial intelligence’, OR ‘algorithms’). To
limit the scope of the literature review, | focused on articles published after 2011, the year when
IBM Watson marked the coming of the second wave of Al by beating the two best-ever humans
to have competed in the TV quiz show Jeopardy (Susskind & Susskind, 2015). In total, 122
articles and reports were included in the systematised literature review.

In the second step, | synthesised the findings and theories found in previous research to
achieve an improved understanding of what EBA is, or at least ought to be, in the context of
ADMS. To do so, | followed an analytic technique called theory synthesis (Jaakkola, 2020).
The aim of theory synthesis is to offer a new or enhanced view of a phenomenon by linking
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previously unconnected arguments in a novel way. The methodology is particularly useful for
identifying and underscoring commonalities and building coherence across fragmented bodies
of literature and theory (Corpanzano, 2009).

According to Pund and Campbell (2015), theory synthesis includes three stages: (i)
synthesis preparation, wherein relevant theories are extracted and summarised; (ii) synthesis,
which involves comparing theories for points of convergence and divergence; and (iii)
synthesis refinement, whereby the synthesis is critically interrogated to generate further
theoretical insights. Following this methodology, | first used a predefined set of questions to
extract information from all articles and reports found in my systematised literature review.3*
Subsequently, | identified all different claims made about EBA in the previous literature,
clustered these based on shared assumptions, and assessed the underlying assumptions for
soundness and consistency. Finally, | synthesised the theoretical affordances and constraints of
EBA by articulating them in a mutually exclusive and collectively exhaustive way.

Building on the findings from my systematised literature review and theory synthesis,
| offer three contributions in this review chapter. First, | provide a theoretical explanation of
how EBA contribute to good governance by promoting procedural regularity and transparency.
Second, | propose seven criteria for successfully designing and implementing EBA procedures.
Third, | demonstrate that existing EBA procedures are subject to a wide range of constraints,
and | provide a novel taxonomy to help researchers understand and account for these. Taken
together, this chapter helps advance my larger research objective of sharpening and expanding
the conceptual toolkit available to organisations that wish to audit the design and use of ADMS.

Two limitations help narrow down the scope of this chapter. First, | do not address any
legal aspects of auditing. Rather, my focus in this chapter is on ethical alignment, i.e., on what
ought and ought not to be done over and above compliance with existing regulations. Second,
any review of normative ethics frameworks remains outside the scope of this chapter. When
designing and operating ADMS, tensions may arise between different ethical principles for
which there are no fixed solutions (Kleinberg et al., 2017). For example, different definitions
of fairness (like individual fairness and demographic parity) are mutually exclusive (Friedler
et al., 2016). It would be naive to suppose that we must — or indeed even can — resolve

disagreements in moral philosophy before we start to design and deploy ADMS (Binns, 2018).

34 The questions that guided the systematized review are summarised in Appendix 10.
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To overcome this challenge, | conceptualise EBA as a governance mechanism that can
help organisations adhere to any predefined set of (coherent and justifiable) ethics principles.
EBA can, for example, take place within one of the ethical frameworks already mentioned,
such as the Ethics Guidelines for Trustworthy Al for countries belonging to the EU. But
organisations that design and deploy ADMS may also formulate their own sets of ethics
principles and use these as a baseline to audit.

The remainder of this chapter proceeds as follows. In Section 3.2, I define ‘ADMS’ and
discuss the features of such systems that give rise to ethical challenges. In Section 3.3, | explain
what EBA is (or should be) in the context of ADMS. | also clarify the roles and responsibilities
of different stakeholders in relation to EBA. In Section 3.4, | provide an overview of currently
available procedures and tools for EBA of ADMS and how these are being implemented. | then
offer three novel contributions to the existing literature. First, in Section 3.5, | articulate how
EBA can support good governance. Second, in Section 3.6, | identify seven criteria for how to
implement EBA procedures successfully. Third, in Section 3.7, | highlight and discuss the
constraints associated with EBA of ADMS. In Section 3.8, | conclude that EBA, as outlined in
this chapter, can help organisations manage some of the ethical risks posed by ADMS while

allowing societies to reap the economic and social benefits of automation.

3.2 Automated decision-making systems

For the purpose of this thesis, | define ADMS as autonomous and self-learning systems that
gather and process data to make or inform decisions that impact individuals, groups, or the
natural environment with little or no human intervention. In previous literature on EBA, terms
like ‘algorithms’, ‘A’ and ‘ADMS’ are typically used interchangeably. However, as I
explained in Section 1.3, | prefer to use the term ADMS consistently because it captures more
precisely the technical features of the systems under investigation.

From an ethical perspective, it is primarily the autonomous, adaptable, and complex
nature of ADMS that introduces new governance challenges. The autonomous nature of ADMS
makes it difficult to predict and assign accountability when harms occur (Coeckelbergh, 2020;
Tutt, 2017). Traditionally, the actions of technical systems have been linked to the user, the
owner, or the manufacturer of the system. However, the ability of ADMS to adjust their
behaviour over time undermines existing chains of accountability (Dignum, 2017). Finally, the
complex, often opaque, nature of ADMS may hinder the possibility of linking the outcome of

an action to its causes (Oxborough et al., 2018). Specifically, the structures that enable ML,
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including the use of hidden layers in neural networks, also contributes to the technical opacity
that complicates the attribution of accountability for the action of ADMS (Citron & Pasquale,
2014). While it should be noted that opacity can also be a result of intentional corporate or state
secrecy (Burrell, 2016), my main concern here relates to inherent technical complexity.

Although mutually reinforcing, the levels of autonomy, complexity, and adaptability
displayed by ADMS are all matters of degree (Tasioulas, 2018). In some cases, ADMS act in
full autonomy, whereas in other ADMS provide recommendations to a human operator who
has the final say (Cummings, 2004). In terms of complexity, a similar distinction can be made
between ADMS that automate routine tasks and those which learn from their environment —
and adapt their internal decision-making logic — to achieve goals.

Further, the scalability of ADMS means that it will become more difficult to manage
system externalities. The impact of easily scalable technologies is hard to predict and may spill
over borders and generations (Dafoe, 2017). For example, a single ADMS can now be used to
automate decisions previously made by many different human decision makers in many
different organisations (Kleinberg & Raghavan, 2021). This makes it challenging to reconcile
different legitimate values and interests. The problem posed by ADMS is thus not only that
norms will become harder to uphold but also harder to agree upon in the first place.

A final clarification. From a governance perspective, it is useful to view ADMS as parts
of larger sociotechnical systems. Because ADMS adapt their behaviour based on input data
and interactions with their environments (van de Poel, 2020), important dynamics may be lost
or misunderstood if technical subsystems are targeted separately (Di Maio, 2014). This risk is
summarised by what Lauer (2020) calls the fallacy of the broken part: when there is a
malfunction, the first instinct is to identify and fix the broken part. Yet most accidents
associated with ADMS can be traced not to coding errors but requirement flaws (Leveson,
2011). This implies that no purely technical solution will be able to ensure that ADMS are
ethical (Kim, 2017). It also implies that EBA procedures must consider the design of an ADMS,
the purpose for which it is employed, as well as the impact it exerts on its environment.

3.3  Ethics-based auditing

EBA is a governance mechanism that can be used by organisations to control or influence the
ways in which ADMS are designed and deployed, and thereby, indirectly, shape the resultant
characteristics of these systems. As mentioned in the introduction, EBA is characterised by a

structured process whereby an entity’s behaviour is assessed for consistency with relevant
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principles or norms. It is worth noting that the entity in question, i.e., the subject of the audit,
can be a person, an organisational unit, or a technical system.

Further, I use the expression 'ethics-based' instead of 'ethical’ to avoid any confusion: |
do neither refer to a kind of auditing conducted ethically, nor to the ethical use of ADMS in
auditing, but to an auditing process that assesses ADMS based on their adherence to predefined
ethics principles. Thus, EBA shifts the focus of the discussion from the abstract to the
operational, and from guiding principles to managerial intervention throughout the product
lifecycle, thereby permeating the design, deployment, and use of ADMS.

While widely accepted standards for EBA of ADMS have yet to emerge, it is possible
to distinguish between different approaches (Mantelero, 2018). For example, functionality
audits focus on the rationale behind ADMS’ decisions; code audits entail reviewing the model
architecture source code of an ADMS; and impact audits investigate the types, severity, and
prevalence of effects of an ADMSs outputs (Mittelstadt, 2016). Again, these approaches are
complementary and can be combined to design and implement EBA procedures in ways that
are feasible and effective (more on this in Section 3.5).

Importantly, EBA differs from merely publishing a code of conduct, since its central
activity consists of demonstrating adherence to a predefined baseline (ICO, 2020). EBA also
differs from certification in important aspects. For example, whereas certification typically
aims at producing an official document that attests to a particular status or level of achievement
(Scherer 2016). To this end, certifications are issued by a third party, whereas auditing can (in
theory) be done by (parts of) an organisation over itself for purely internal purposes. In sum,
understood as a process of informing, interlinking, and assessing existing governance
structures, EBA can provide the basis for — but is not reducible to — certification.

As a governance mechanism that aims to promote trust and transparency, auditing has
a long history in areas like financial accounting and safety engineering (LaBrie & Steinke,
2019). As | showed in Chapter 2, valuable lessons can be learned from these domains. Most
importantly, auditing is purpose-oriented process. In the case of EBA, this process is directed
towards demonstrating that the design and use of ADMS align with specific ethics principles.

Throughout this purpose-oriented process, various tools (like software programs and
standardised reporting formats) and methods (like stakeholder consultation or red teaming) are
used to verify claims and create traceable documentation. Different EBA procedures employ
different tools and contain different steps. In each case, however, this process of documentation
enables the identification of the reasons why an ADMS was erroneous, which, in turn, help

identify risks and mitigate future system failures (Felzmann et al., 2020).
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Another lesson is that auditing presupposes operational independence between the
auditor and the auditee. Whether the auditor is a government body, a third-party contractor, an
industry association, or a specially designated function within larger organisations, the main
point is to ensure that the audit is run independently from the regular chain of command within
organisations (Power, 1997). The reason for this is not only to minimise the risk of collusion
between auditors and auditees but also to clarify roles so as to be able to allocate responsibility
for different types of harm or system failures (1A, 2017).

Figure 7 below illustrates the relationships between organisations that design and
deploy ADMS (who are accountable for their systems), the management of such organisations
(who are responsible for achieving organisational goals, including adhering to ethical values),
the independent auditor (who is tasked with assessing how well an organisation adheres to
relevant principles), and regulators (who monitor organisations on behalf of the government
and decision-making subjects). For EBA to be effective, auditors must be able to test ADMS
for a variety of typical and atypical scenarios. Regulators can thus support the emergence and
implementation of EBA procedures by providing the necessary infrastructure to share best
practices and create standardised reporting formats (Keyes et al., 2019).

Figure 7. Roles and responsibilities during independent audits.
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3.4 Status quo: Existing EBA procedures and tools

In the previous section, | defined EBA. In this section, | survey the landscape of currently
available EBA procedures and tools. In doing so, | use examples from my systematised
literature review to illustrate how EBA can provide new ways of detecting, understanding, and

mitigating the unwanted consequences of ADMS.
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When surveying the landscape, | distinguish between EBA procedures, i.e., protocols
that define what is to be audited, when, by whom, and according to which standards, EBA tools
i.e., conceptual models or software products that auditors can use to measure, evaluate, or
visualise one or more properties of ADMS at various steps during the audit process. These are
analytically useful since, as | will show, research on EBA procedures and EBA tools constitute

two distinct bodies of literature that rarely are in dialogue with each other.

3.4.1 Ethics-based auditing procedures

Currently available EBA procedures originate from one of four processes. The first type
originates from ‘top-down’ national and regional strategies and guidelines for how to design
and use ADMS. For example, the Government of Canada (2019) has published a Directive on
Automated Decision-Making, and the Government of Singapore (2020) has published
guidelines on how to design and use ADMS responsibly. Similar strategies and guidelines have
been published by the Governments of Australia (Dawson et al., 2019), Brazil (2021), and the
UK (2021), amongst others.>® To be clear, these strategies and guidelines are not EBA
procedures in and of themselves. However, the ethics principles they stipulate form a baseline
against which ADMS can be assessed during EBA.%®

At a European level, this development was shaped by the Al4People project, which
proposed that ‘auditing mechanisms’ should be developed to identify unwanted ethical
consequences of ADMS (Floridi et al., 2018). Since then, the Al HLEG®' has published not
only the Ethics-Guidelines for Trustworthy Al (Al HLEG 2019), but also a corresponding
Assessment List for Trustworthy Al (Al HLEG, 2020). This assessment list is intended for self-
evaluation purposes and can thus be incorporated into EBA procedures.

Most recently, these efforts have culminated in Artificial Intelligence Act (AlA). The
AlA takes a risk-based approach. While ADMS that pose ‘unacceptable risk’ are proposed to
be completely banned, so-called ‘high-risk’ systems will be required to undergo legally
mandated ex-ante and ex-post conformity assessments. However, even for ADMS that pose
‘minimal’ or ‘limited’ risk, the European Commission (2021a) encourages technology

providers to adopt and adhere to voluntary codes of conduct (more on this in Chapter 5).

3 For an overview, please see the OECD’s (2023) live repository of ‘National Al policies and strategies. ’
3 For a review of existing sets of ethics principles, see e.g., Hagendorff (2020) or Floridi and Cowls (2019).
37 The Al HLEG is an independent expert group set up by the European Commission in June 2018.
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The second type of EBA frameworks emerges ‘bottom-up’, from the expansion of data
regulation authorities to account for the effects ADMS have on informational privacy (CNIL,
2019; IAF, 2019). For example, in the UK the ICO (2020) has issued guidance on how to audit
ADMS. Building on an extensive experience of translating principles into practice, governance
protocols developed by data regulation agencies provide valuable blueprints for EBA
procedures. For instance, the French CNIL’s Privacy Impact Assessment Framework requires
organisations to describe the context of their data processing when analysing how well it aligns
with fundamental ethics principles (CNIL, 2019). This need for contextualisation applies not
only to data management but also to the use of ADMS at large.

Another transferable lesson is that organisations should conduct an independent ethical
evaluation of software they procure from — or outsource production to — third-party vendors
(ICO, 2018). At the same time, EBA procedures with roots in data regulation tend to account
only for specific ethical concerns, e.g., those related to privacy. This calls for caution. Since
there is a plurality of ethical values which may serve as legitimate normative ends (think of
freedom, equality, justice, proportionality, etc), an exclusive focus on one, or even a few,
ethical challenges risks leading to sub-optimisation from a holistic perspective (Berlin, 1997).

The third type of EBA procedures stem from not from public but from the private
sector. A new industry is emerging whereby professional service providers offer to help
technology providers demonstrate that the ADMS they design or deploy are ethical (Landers
& Behrend, 2022). As part of this movement, EBA procedures have been developed by
accounting firms like Deloitte (2020), EY (2018), KPMG (2020), and PwC (2020), startups
like Babl Al (2023), Holistic Al (2023), and ORCAA (2020), as well as by industry
associations and professional standard-setting bodies (see e.g., IEEE SA, 2020; 1SO, 2022;
NIST, 2022; VDE, 2022). These EBA procedures tend to be extensions of auditing procedures
historically used in the fields of systems engineering (Leveson, 2011) and IT governance (Senft
& Gallegos, 2009), meaning that they focus less on the technical properties of ADMS and more
on the adequacy of technology providers software development processes and QMS.

The final source of EBA procedures is academic researchers (Bandy, 2021). As |
showed in Chapter 2, scholars from different disciplines have developed EBA procedures (see
e.g., Fellander et al., 2022; Minkkinen et al., 2022; Zicari et al., 2021). Some of these
procedures focus on compliance assurance, i.e., comparing organisational processes to existing
standards or best practices. For example, Raji et al. (2020) suggested that process-oriented
audits can check that the engineering processes involved in the design and deployment of

ADMS meet specific standards. Other EBA procedures focus on risk assurance, i.e., asking
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open-ended questions about how ADMS are designed and what risks they pose. Koshiyama et
al. (2022), for instance, frame their EBA procedure as a governance mechanism for technology
providers to manage legal, ethical, and technology-oriented risks.

To synthesise, currently available EBA procedures have emerged from different
sources and for different purposes. As a result, they differ both in terminology and emphasis.
However, despite these differences, my analysis suggests that currently available EBA
procedures largely converge in terms of methodology. Whether developed by policymakers,
professional service providers, or researchers, EBA procedures are based on process-oriented
assessment that resemble traditional governance audits and technology impact assessments.
Currently available EBA procedures can be thus summarised in 8 steps, whereby auditors

assess whether technology providers have adequate processes in place to:

1) Describe the purpose of the ADMS they design or deploy.

2) Define the verifiable criteria based on which the ADMS should be assessed.

3) Disclose the process, including a full account of the data use and parties involved.
4) Assess the impact the ADMS has on individuals, communities, and its environment.
5) Evaluate whether the benefits and mitigated risks justify the use of ADMS.

6) Determine the extent to which the system is reliable, safe, and transparent.

7) Document the results and considerations, and

8) Evaluate periodically, i.e., create a feedback loop.

While imposing procedural transparency obligations on technology providers, existing EBA
procedures leave many questions open. As a rule, they do not stipulate how ADMS should be
assessed, or according to which criteria. This is where technically oriented EBA tools come in.

3.4.2 Ethics-based auditing tools

EBA tools are conceptual models or software products that help measure, evaluate, or visualise
one or more properties of ADMS. With the aim to enable and facilitate EBA, a great variety of
such tools have been developed by both academic and privately employed data scientists.
While these typically apply mathematical definitions of principles like fairness, accountability,
and transparency to measure and evaluate ADMS’ properties (Keyes et al., 2019), different
tools help ensure the ethical alignment of ADMS in different ways.

Through my literature review, | found that currently available EBA tools can be divided
into five different categories depending on the purposes they serve. It would be possible to
divide the literature in other ways, e.g., based on the statistical techniques different tools
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employ. However, for my purposes it is more useful to provide an overview of the existing
landscape based on instrumental categories, since these will feed into the methodological
affordances of EBA discussed in Section 3.5. In what follows, I discuss the five different types
of currently available EBA tools and illustrate these using real-world examples.

First, several tools have been developed that facilitate the audit process by visualising
the outputs of ADMS. FAIRVIS, for example, is a visual analytics tool that integrates a
subgroup discovery technique, thereby informing normative discussions about group fairness
(Cabrera et al., 2019). Another example is Fairlearn, an open-source toolkit that treats any
ADMS as a black box. Fairlearn’s interactive visualisation dashboard helps users compare the
performance of different models (Microsoft, 2020). These tools are based on the idea that
visualisation helps spark ethical deliberation in the software development process.

A second category of EBA tools improve the interpretability of complex ADMS by
generating more straightforward rules that explain their predictions. For example, Shapley
Additive exPlanations, or SHAP, calculates the marginal contribution of relevant features
underlying a model’s prediction (Leslie, 2019). The explanations provided by such tools are
useful, e.g., when determining whether protected features have unjustifiably contributed to a
decision made by ADMS (Fabbri & LeFevre, 2011). However, such explanations also have
important limitations. For example, tools that explain the contribution of features that have
been intentionally used as decision inputs may not determine whether protected features have
contributed unjustifiably to a decision through proxy variables.

The third category of EBA tools help convey the reasoning behind ADMS by applying
one of three strategies: data-based explanations provide evidence of a model by using
comparisons with other examples to justify decisions; model-based explanations focus on the
algorithmic basis of the system itself; and purpose-based explanations focus on comparing the
stated purpose of a system with the measured outcomes (Kroll, 2018). Different types of
explanations are possible. However, EBA tend to focus on local interpretability, i.e., on
explanations targeted at individual stakeholders — such as decision subjects or external auditors
— and for specific purposes like reputation management or third-party verification. Here, a
parallel can be made to what Loi et al. (2020) call transparency as design publicity, whereby
organisations that design or deploy ADMS are expected to publicise the intentional explanation
of the use of a specific system as well as the procedural justification of the decision it takes.

A fourth category consist of tools developed to help democratise the study of ADMS.
Consider the TuringBox, which was developed as part of a time-limited research project at

MIT. This platform allowed software developers to upload the source code of an ADMS to let
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others examine them (Epstein et al., 2018). The TuringBox thus provided an opportunity for
developers to benchmark their ADMS’ performance with regards to different properties.
Simultaneously, the platform also allowed independent researchers to evaluate the outputs from
ADMS, thereby adding an extra layer of procedural transparency to the software development
process. DeVos et al. (2022) go further still and propose a framework for ‘user driven audits.’
The idea thereby is that users — through their interactions with ADMS — can detect and report
vulnerabilities that formal auditing procedures have failed to detect.

The final category of EBA tools consists of templates or software programs that help
organisations document the software development process or monitor ADMS throughout their
lifecycle. Al Fairness 360 developed by IBM, for example, includes metrics and algorithms to
monitor, detect, and mitigate bias in datasets and models (Bellamy et al., 2019). Other tools
have been developed to aid developers in making pro-ethical design choices by providing
information about the properties and limitations of ADMS. Such tools include end-user license
agreements, tools for detecting bias in datasets (Saleiro et al., 2018), and tools for improving
transparency like datasheets (Gebru et al., 2018).

The literature review on which this overview of currently available EBA tools was
conducted in March 2021. Since then, many more EBA tools have been put forward.
However, while tools with new names and increasingly sophisticated capabilities have
appeared, they fit well into the categories of EBA tools outlined in this section.

A further observation. Most of the EBA tools discussed in this section were developed
by academic researchers or private companies. However, governments have also contributed.
For example, the Government of Singapore has developed A.l.verify, an open-source toolkit
that enables industry to demonstrate adherence to voluntary ethics principles (PDPC, 2022).
The toolkit includes metrics and methods to assess ADMS for fairness, explainability, and
safety. A.lLverify is currently being piloted in together with private sector technology providers.

The key takeaway from this section is that EBA is not a theoretical proposition but an
established practice that can be observed in applied settings. Policymakers, researchers, and
professional service providers have proposed a plurality of EBA procedures, and computer
scientists and industry practitioners have developed a wide range of EBA tools to help auditors

measure, visualise, or evaluate the properties of ADMS. However, the motivations offered to

% See e.g., Ayling and Chapman (2022) or Liang et al., (2022) for more recent reviews.
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produce these tools and procedures are often cursory. What is lacking in the existing literature

is thus theoretical explanation of how EBA contributes to good governance.

3.5 Avision for ethics-based auditing of ADMS

The first half of this chapter has focused on describing existing literature. However, in this
section, | go beyond description of the status quo to articulate a vision for what EBA should be
in the context of EBA. To do so, | followed the methodology described in Section 3.1.2.

As | demonstrated in the previous section, many EBA procedures and tools have
already been developed. The researchers and policymakers that develop or promote these
procedures and tools have made different claims about how EBA contributes to good
governance. However, while differing in terminology, my synthesis of previous work finds that
these claims centre around a limited number of themes.

To start with, an important function of EBA is diagnostic (AIEIG, 2020). Before asking
whether we would expect an ADMS to be ethical, we must consider which mechanisms we
have to determine what it is doing at all. By gathering data on system states (both organisational
and technical), EBA enables stakeholders to evaluate the reliability of ADMS. A systematic
audit is thus a first step to make informed model selection decisions and to understand the
causes of adverse effects (Saleiro et al., 2018). In short, EBA provide decision-making support
to managers and software developers by defining and monitoring outcomes, e.g., by showing
the normative values embedded in ADMS.

Further, EBA can increase public trust in technology by enhancing operational
consistency and procedural transparency (Loi et al., 2020; Binns, 2018). Mechanisms such as
documentation and actionable explanations are essential to help individuals understand why a
decision was reached and how to contest it (Wachter et al., 2018). This also has economic
implications. While there may be many justifiable reasons to abstain from using available
technologies in certain contexts, fear and ignorance may lead societies to underuse available
technologies even in cases where they would do more good than harm (Cookson, 2018; Floridi
et al., 2018). In such cases, increased public trust in ADMS could help unlock economic
growth. However, to drive trust in ADMS, explanations need to be actionable and selective
(Barredo Arrieta et al., 2020). This is possible even when algorithms are technically opaque
since ADMS can be understood intentionally and in terms of their inputs and outputs.

Another methodological affordance of EBA is that it allows for local alignment of
ethics and legislation (Kazim et al., 2021; Lui et al., 2022; Mittelstadt, 2016). While some
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normative metrics must be assumed when evaluating ADMS, EBA allows organisations to
choose which set of ethics principles they seek to adhere to. This allows for contextualisation.
Returning to the example with fairness above, the most important aspect from an EBA
perspective is not which specific definition of fairness is applied in a specific case, but that this
decision is communicated transparently and publicly justified. By focusing on identifying
tensions and risks, as well as by communicating the same to relevant stakeholders like
customers or independent industry associations, EBA can help organisations demonstrate
adherence to both sector-specific and geographically dependent norms and legislation.

EBA procedures can also help relieve human suffering by anticipating potential
negative consequences before they occur (Raji et al., 2020). There are three overarching
strategies to mitigate harm: pre-processing, i.e., reweighing or modifying input data; in-
processing, i.e., model selection or output constraints; and post-processing, i.e., calibrated odds
or adjustment of classifications (Koshiyama, 2019; Zhang et al., 2023). These strategies are not
mutually exclusive. By combining requirements on system performance with automated
controls, EBA can help both developers test and improve the performance of ADMS (Mahajan
et al., 2020) and enable organisations to establish safeguards against unwanted behaviours.

Moreover, EBA helps balance conflicts of interest. For example, data subjects’ right to
explanation must be reconciled with jurisprudence and counterbalanced with intellectual
property (IP) rights (Wachter et al., 2018). By containing access to sensitive parts of the review
process to authorised third-party auditors, EBA can provide a basis for accountability while
preserving privacy and intellectual property rights (Imana et al., 2023). There are more ways
in which EBA helps balance conflicts of interest. By subjecting themselves to independent
audits, technology providers can display the tradeoffs involved in different design choices and
communicate these to relevant stakeholders (Whittlestone et al., 2019). This way, EBA make
visible implicit choices and tensions, and help technology providers strike justifiable tradeoffs
within the bounds of legal permissibility and commercial viability.

Finally, EBA can help human decision-makers to allocate accountability by tapping
into existing governance structures (Bartosch et al., 2018). Within organisations, EBA can
forge links between non-technical executives and developers (Raji et al., 2020). Externally,
EBA help organisations validate the functionality of ADMS. The main idea thereby is that the
causal chain behind decisions made by ADMS can be revealed which, in turn, allow
stakeholders to identify who should be held accountable for potential ethical harms (Vecchione
et al., 2021). Taken together, EBA helps clarify the roles and responsibilities of different
stakeholders involved in the process of designing and deploying ADMS.
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To summarise, EBA contributes to good governance of ADMS by promoting
procedural transparency and regularity. More specifically, EBA displays six, interrelated and

mutually reinforcing, methodological affordances. EBA can help:

1) Provide decision-making support by visualising and monitoring outcomes,
2) Inform individuals why a decision was reached and how to contest it,

3) Allow for a sector-specific approach to ADMS governance,

4) Relieve human suffering by anticipating and mitigating harms,

5) Balance conflicts of interest, and

6) Allocate accountability by tapping into existing governance structures.

Considered in isolation, each of these methodological affordances have been formulated in one
way or another different researcher in different contexts. However, it is one of the main
contributions of this chapter to synthesise these into a coherent theoretical explanation of how
EBA contributes to good governance.

The six methodological affordances articulated in this section provides a baseline
against which the feasibility and effectiveness of specific EBA procedures can be evaluated.
However, it is important to stress that the methodological advantages highlighted in this section
are potential and far from being guaranteed. The extent to which these can be harnessed in
practice depends not only on complex contextual factors but also on how EBA procedures are
designed. To realise its full potential as a governance mechanism, EBA of ADMS needs to
meet specific criteria. In the next section, | turn to specifying these criteria.

3.6  Criteria for successful implementation

Best practices for EBA have yet to emerge. However, as discussed in Section 3.4, researchers
have already developed and piloted a wide range of EBA tools and procedures. These early
attempts hold valuable lessons for organisations that wish to implement feasible and effective
EBA procedures. While some of these lessons concern how stakeholders view EBA, others
concern the design of EBA procedures. In this section, | discuss the most important lessons
from previous work and synthesise these into seven criteria for how to design EBA procedures.

As a starting point, it should be acknowledged that ADMS are not isolated technologies.
Rather, ADMS are both shaped by and help shape larger sociotechnical systems (Dignum,
2017). As we have seen, a wide variety of EBA frameworks and tools have already been
developed to help organisations and societies manage the ethical risks posed by ADMS.
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However, my review of previous work suggest that these tools are often employed in isolation.
To be feasible and effective, EBA procedures need to be holistic, i.e., combine existing tools
and procedures into structured processes that monitor each stage of the software development
lifecycle to identify and correct the points at which ethical failures (may) occur.

In practice, this means that EBA procedures should combine elements of (i)
functionality auditing, which focuses on the rationale behind decisions (and why they are made
in the first place); (ii) code auditing, which entails reviewing the source code of an algorithm;
and (ii) impact auditing, whereby the severity and prevalence of the effects of an algorithm’s

outputs are investigated. This logic is illustrated in Figure 8 below.

Figure 8. EBA helps inform, formalise, and interlink existing governance structures.
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A further lesson from previous research is that audits are only meaningful insofar as they allow
technology providers to verify claims made about their ADMS. This implies that EBA
procedures themselves must be traceable. By documenting the steps taken in the design and
development of ADMS, audit trails can help organisations verify claims about their engineered
systems (Brundage et al., 2020). However, a distinction should be made between traceability
and transparency: while transparency is often invoked to improve trust (Springer & Whittaker,
2019), full transparency concerning the content of audits may not be desirable, e.g., with

regards to privacy and IP rights. Instead, what counts is procedural transparency and regularity.
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Further, to ensure that ADMS are ethically sound, organisational policies must be
broken down into tasks for which individual agents can be held accountable (Ananny &
Crawford, 2018). By formalising the software development process and revealing (parts of) the
causal chain behind decisions made by ADMS, EBA helps clarify the roles and responsibilities
of managers and data scientists. However, allocating responsibilities is not enough. Sustaining
a culture of trust also requires that people who breach ethical norms are subject to proportional
sanctions (Ellemers et al., 2019). By providing avenues for whistle-blowers and promoting a
culture of ethical behaviour, EBA helps strengthen interpersonal accountability within
organisations (Koene et al., 2019). At the same time, doing the right thing should be made easy.
This can be achieved through strategic governance structures that align profit with purpose.
The ‘trustworthiness’ of a specific ADMS is never just a question about technology but also
about value alignment (Christian, 2020; Gabriel, 2020). In practice, this means that the checks
and balances developed to ensure safe and benevolent ADMS must be incorporated into
policies, organisational incentive structures, and individual paths.

Importantly, EBA does not provide an answer sheet but a playbook. Hence, EBA should
be viewed as a dialectic process wherein the auditor ensures that the right questions are asked
and answered adequately (Goodman, 2016). To manage the risk that independent auditors
would be too easy on their clients, licences should be revoked from both auditors and system
owners in cases where ADMS fail. However, it is difficult to ensure that an ADMS contains
no bias or to guarantee its fairness (Microsoft, 2020). Instead, the goal from an EBA perspective
should be to provide useful information about when an ADMS is causing harm or when it is
behaving in a way that is different from what is expected. This pragmatic insight implies that
audits need to monitor and evaluate system outputs continuously, i.e., through ‘oversight
programs’ (Etzioni & Etzioni, 2016), and document performance characteristics in a
comprehensible way (Mitchell et al., 2019). Hence, continuous EBA of ADMS implies
considering system impacts as well as organisations, people, processes, and products.

Finally, the alignment between ADMS and specific ethics principles is a design
question. Ideally, properties like interpretability and robustness should be built into systems
from the start, e.g., through Value-Aligned Design (Bryson & Winfield, 2017). However, the
context-dependent behaviour of ADMS makes it difficult to anticipate the impact ADMS will
have on the complex environments in which they operate (Chopra & Singh, 2018). By
incorporating an active feedback element into the software development process, EBA can help

inform the continuous re-design of ADMS. Although this may seem radical, it is already
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happening: most sciences, including engineering and jurisprudence, do not only study their
systems: they simultaneously build and modify them (Floridi, 2017a).

It should be stressed that the primary responsibility for identifying and executing steps
to ensure that ADMS are ethically sound rests with the management of the organisations that
design and operate such systems. The independent auditor’s responsibility is to (i) assess and
verify claims made by the auditee about its processes and ADMS and (ii) ensure that there is
sufficient documentation to respond to potential inquiries from public authorities or individual
decision subjects. The process of EBA should also help spark and inform ethical deliberation
throughout the software development process. The idea is that continuous monitoring and
assessment ensures that a constant flow of feedback concerning the ethical behaviour of ADMS
is worked into the next iteration of their design and application. Figure 8 above thus also
illustrates how the process of EBA runs in parallel with the software development lifecycle.

Taken together, these generalisable lessons suggest that even imperfectly implemented
EBA procedures can make a real difference to the ways in which ADMS are designed and
deployed. However, my analysis of previous work also finds that, to be feasible and effective,
EBA procedures must meet seven criteria. More specifically, to help organisations manage the
ethical risks posed by ADMS, EBA procedures should be:

1) Holistic, i.e., combine both process-oriented and technology-oriented assessments,
2) Traceable, i.e., assign responsibilities and document decisions to enable follow-up,
3) Accountable, i.e., help link unethical behaviours to proportional sanctions,

4) Strateqic, i.e., align ethical values with organisational strategies and incentives,

5) Dialectic, i.e., view EBA as a constructive and collaborative process,

6) Continuous, i.e., identify, monitor, and evaluate system impacts over time, and

7) Driving re-design, i.e., provide feedback to inform the continuous re-design of ADMS.

Let me immediately qualify the above contribution with two caveats. First, these seven criteria
have been derived solely based on a systematised literature review and theory synthesis. They
are theoretical propositions, not empirically established facts. As discussed in Chapter 1, | take
a pragmatist research stance, and according to pragmatist epistemology theoretical propositions
are only valuable insofar as they are useful. Hence, it remains a task for future applied research
to test not so much the validity as the usefulness of the above listed criteria.

Second, the seven criteria for how to successfully design EBA procedures derived and
discussed in this section are aspirational. In practice, they are unlikely to be satisfied all at once.

Nevertheless, we must not let perfect be the enemy of good. The list would of course need to
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be revised, should applied research conclude that one or more of the above-listed criteria do
not help auditors and technology providers identify and mitigate the ethical risks posed by
ADMS — or that other design criteria work even better. In the meanwhile, policymakers and
organisations that design and deploy ADMS are advised to consider these seven criteria when

developing and implementing EBA procedures.

3.7 Constraints associated with ethics-based auditing

Despite the methodological advantages identified in Section 3.5, it is important to remain
realistic about what EBA can be expected to achieve. Without a shared understanding of what
EBA is, let alone best practices for how to conduct it, claims that ADMS have been audited are
hard to verify, and may even do more harm than good by giving a false sense of security.
This leads us to the third contribution of this chapter. As part of my review of existing
EBA tools and procedures, | documented and synthesised the constraints of EBA as an ADMS
governance mechanism discussed in the previous works. My findings suggest that EBA — even
if implemented according to the seven criteria listed in Section 3.6 — is subject to a wide range
of conceptual, technical, social and economic, as well as organisational and institutional
constraints. In the remainder of this section, | discuss what these different types of constraints

are, and highlight the most pressing constraints associated with EBA of ADMS.

3.7.1 Conceptual constraints

With conceptual constraints, | refer to constraints which cannot be easily overcome by means
of technical innovation or political decision. Instead, they must be managed continuously by
balancing the need for ethical alignment with tolerance and respect for pluralism.

To begin with, EBA is conceptually constrained by hidden political tensions. The
apparent consensus surrounding high-level ethics principles often mask unresolved disputes
about the definitions of normative concepts like fairness and justice (Mittelstadt, 2019). For
example, the reviewed literature accommodates more than six definitions of fairness, including
individual fairness, demographic parity, and equality of opportunity (Kusner et al., 2017).
Some of these interpretations are mutually exclusive, and specific definitions of fairness can
even increase discrimination according to others. While EBA can help ensure compliance with
a given policy, how to prioritise between conflicting interpretations of ethical principles
remains a normative question. This is because translating principles into practice often requires
trade-offs between different legitimate, yet conflicting normative values. Using personal data,

for example, may improve public services by tailoring them but compromise privacy.
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Similarly, while increased automation could make lives more convenient, it also risks
undermining human autonomy. How to negotiate justifiable trade-offs is a context-dependent,
multi-variable problem. While audits cannot guarantee that a justifiable balance has been
struck, the identification, evaluation, and communication of trade-offs can be included as
assessment criteria. One function of EBA is thus to make visible implicit choices and tensions,
give voice to different stakeholders, and arrive at resolutions that, even when imperfect, are at
least publicly defensible (Whittlestone et al., 2019b).

EBA is also conceptually constrained by the difficulty to quantify externalities that
occur due to indirect causal chains over time (Dafoe, 2017). This issue is exacerbated by the
fact that the quantification of social phenomena strips away local knowledge and context (Mau,
2019). On the one hand, tools claiming to operationalise ethics mathematically risk falling into
the trap of technological solutionism (Lipton & Steinhardt, 2019). On the other hand, tools that
focus on only minimum requirements provide little incentives for organisations to go beyond

legal compliance.

3.7.2 Technical constraints

With technical constraints, | refer to constraints tied to the autonomous, complex, and adaptable
nature of ADMS. These constraints are time and context-dependent and thus likely to be
relieved or transformed by future research. Three of them are worth highlighting.

First, consider how the opacity stemming from the technical complexity of ML models
hinder their interpretation (Oxborough et al., 2018). This opacity of ADMS constrains the
effectiveness of audits insofar as it makes it difficult to assign and trace responsibility when
harm occurs. Technical complexity also makes it difficult to audit a system without perturbing
it. Further, there is a risk that sensitive data may be exposed during the audit process itself
(Kolhar et al., 2017). To manage this challenge, third party auditors can be given privileged
and secured access to private information to assess whether claims about the safety, privacy,
and accuracy made by the system developer are valid. As of today, however, most EBA
schemes do not protect user data from third-party auditors.

A second technical constraint stems from the use of agile software development
methods. The same agile qualities that help developers meet rapidly changing customer
requirements also make it difficult for them to ensure compliance with pre-specified
requirements. One approach to managing this tension is to incorporate agile methodologies
(Strenge & Schack, 2020) that make use of ‘living traceability’ in the audit process. These
methods provide snapshots of ADMS under development in real-time (Steghofer et al., 2019).
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Despite the availability of such pragmatic fixes, however, the effectiveness of EBA remains
limited by the difficulty of providing assurance for ADMS that evolve over time.

Finally, EBA is technically constrained by the fact that laboratories differ from real-life
environments (Auer & Felderer, 2018). Put differently, given the data- and context-dependent
behaviour of ADMS, only limited reasoning about their later performance is possible based on
testing in controlled settings. To manage this challenge, test environments for simulation can
be complemented by continuous EBA of live applications which constantly execute the ADMS.
One example is live experimentation, i.e., the controlled deployment of experimental features
in live systems to collect runtime data and analyse the corresponding effect (Fagerholm et al.,

2014). Still, meaningful quality assurance is not always possible within test environments.

3.7.3 Economic and social constraints

Economic and social constraints refer to those deriving from the incentives of different actors.
Unless these incentives are aligned with the ethics principles guiding the design and use of
ADMS, economic and social factors will constrain the feasibility and effectiveness of EBA.
EBA imposes costs, financial and otherwise. Even when the costs of audits are
justifiable compared to the aggregated benefits, society will face questions about which
stakeholders would reap which benefits and pay which costs. For example, the cost of EBA
risks having a disproportionate impact on smaller companies (Goodman, 2016). Similarly,
licensing systems for ADMS are likely to be selectively imposed on specific sectors, like
healthcare or air traffic (Council of Europe, 2018). The point is that both the costs and benefits
associated with EBA should be distributed to not unduly burden or benefit particular groups
in, or sectors of, society. Similarly, demands for ethical alignment must be balanced with
incentives for innovation and adoption. Pursuing rapid technological progress leaves little time
to ensure that developments are robust and ethical (Whittlestone et al., 2019b). Thus,
companies find themselves wedged between the benefits of disruptive innovation and social
responsibility and may not act ethically in the absence of oversight (Turner Lee, 2018).
Moreover, there is always a risk of adversarial behaviour during audits. The ADMS
being audited may attempt to trick the auditor (Rahwan, 2018). An example of such behaviour
was the diesel emission scandal, during which Volkswagen intentionally bypassed regulations
by installing software that manipulated exhaust gases during tests (Conrad, 2018). An
associated risk is that emerging EBA end up reflecting and reinforcing existing power relations.
Given an asymmetry in know-how and computational resources between data controllers and

public authorities, auditors may struggle to review ADMS (Kroll, 2018). For example, industry
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representatives may choose not to reveal insider knowledge but instead use it to obtain weaker
standards (Koene et al., 2019). Sector-specific approaches may thus lead to a shift of power
from juridical courts to private actors. Even if, in such a scenario, audits reveal flaws within
ADMS, asymmetries of power may prevent corrective steps from being taken.

Another concern relates to the fact that ADMS mediate human interactions. From an
EBA perspective, nudging, i.e., the process of influencing personal preferences through
positive reinforcement or indirect suggestion (Thaler et al., 2008), may shift the normative
baseline against which ethical alignment is benchmarked. This risk is aggravated by automation
bias, i.e., the tendency of humans to trust information that originates from machines more than
their own judgement (Cummings, 2004). Consequently, the potentially transformative effects

associated with ADMS pose challenges for how to trigger and evaluate audits.

3.7.4 Organisational and institutional constraints

Organisational and institutional constraints concern the design and implementation of EBA
procedures. Because these constraints depend on legal sanctioning, they are inevitably linked
to questions about power. The central question here is who audits whom?

As of today, a clear institutional structure is lacking. To establish integrity and validity,
EBA of ADMS must therefore adhere to a transparent and well-recognised process. However,
both internal audits and those performed by professional service providers are subject to
concerns about objectivity. A more plausible way to mandate EBA of ADMS would be the
creation of a regulatory body to oversee system owners and auditors. Just as the Food and Drug
Administration tests and approves medicines, a similar agency could be set up to approve
specific types of ADMS (Tutt, 2017). Such an agency would be able to engage in ex ante
regulation rather than relying on ex post judicial enforcement. However, the main takeaway is
that EBA will only be as good as the institution backing it (Boddington et al., 2017).

In a similar vein, EBA is only effective if auditors have access to the information and
resources required to carry out rigorous audits. Thus, EBA is infeasible without regulatory
compulsion or cooperation from system owners. Data controllers have, for example, an interest
not to disclose trade secrets. Moreover, the resources required to audit ADMS can easily exceed
those available to auditors. If, for example, auditors have no information about special category
membership, they cannot determine whether a disparate impact exists. Consequently, the
effectiveness of EBA is constrained by a lack of access to both relevant information and

resources in terms of manpower and computing power.
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There are also fundamental tensions between national jurisdictions and the global
nature of technologies (Erdelyi et al., 2018). Thus, rules need to be harmonised across domains
and boarders. However, such efforts face a hard dilemma. On the one hand, the lack of shared
ethical standards for ADMS may lead to protectionism and nationalism. On the other hand,
policy discrepancies may cause a race to the bottom where organisations seek to establish
themselves in territories that provide a minimal tax burden and maximum freedom for
technological experimentation (Floridi, 2019a). As a result, the effectiveness of EBA of ADMS
remains constrained by the lack of international coordination.

3.7.5 Summary of constraints

EBA is subject to a wide range of conceptual, technical, social and economic, as well as
organisational and institutional constraints. To design feasible and effective EBA procedures,
all these constraints must be understood and accounted for. However, different types of
constraints require different responses. Technical constraints may be alleviated by further
research, and institutional constrains may be addressed by policymakers’ future efforts. In
contrast, the conceptual constraints listed above will need to be continuously managed.

The constraints highlighted in this section do not seek to diminish the merits of EBA.
In contrast, my hope is that the typology of constraints associated with EBA outlined in this
section will serve three constructive purposes: first, to provide a roadmap for future research
by drawing attention to the issues that currently constrain the feasibility and effectiveness of
EBA; second, to guide policymakers’ efforts to support the emergence of feasible and effective
EBA procedures; and third, to caution against the overpromising of an emergent industry.

Professional service providers developing EBA procedures or offering EBA services to
technology providers should acknowledge the constraints listed in this section, and
stakeholders confronted with claims that ADMS have been audited should approach these with
a healthy degree of scepticism. In Chapter 8, I will return to discuss these and other implications
of my findings for readers from my different target audiences.

3.8 Concluding remarks

Researchers, policymakers, and countless op-eds have pointed towards EBA as a promising
governance mechanism to identify and mitigate the ethical risks ADMS pose. However, what
EBA is and how it contributes to good ADMS governance has remained poorly defined. To

bridge that gap, the review and analysis presented in this chapter have sought to clarify what
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EBA is — or at least should be — in the context of ADMS governance. This can be summarised
in one paragraph:

The responsibility to ensure that ADMS are ethically sound lies with the organisations
that develop and operate them. Functionally, EBA is thus to be understood as a governance
mechanism that organisations can employ to demonstrate that their ADMS adhere to
predefined ethics principles. Operationally, EBA is characterised by a structured and
independent process. The subject of the audit can either be an organisation, a technical system,
or a combination thereof. EBA procedures define what should be audited, when, by whom, and
according to which standards. At various points in the assessment, auditors can leverage
different EBA tools to identify, measure, document, or visualise the normative values
embedded in ADMS or the impact these systems have on individuals and groups.

Equipped with this conceptualisation of what EBA is, we are now positioned to answer:

SQ1: What are the affordances and constraints of EBA as a governance mechanism to address
the ethical risks posed by ADMS?

EBA has several theoretical affordances as an ADMS governance mechanism. Most
importantly, it contributes to good governance by promoting procedural transparency and
regularity. In doing so, EBA provides decision-making support to managers and software
developers by visualising the normative tradeoffs involved in the design process; helps data
subjects understand why a decision was reached and how to contest it; and allows external
stakeholders to identify who should be held accountable for potential ethical harms by
clarifying the roles and responsibilities within organisations that design or deploy ADMS. EBA
also has several secondary methodological affordances. For example, by restricting access to
sensitive information regarding the design of ADMS to authorised auditors, EBA helps balance
the need for external scrutiny with the protection of data privacy and IP rights. Finally, by
continuously assessing the adequacy of technology providers’ software development processes
and QMS, and by sparking ethical deliberation amongst software developers, EBA can help
identify and mitigate risks before harm occurs.

Of course, this does not mean that traditional governance mechanisms are redundant.
On the contrary, by contributing to procedural regularity and transparency, EBA of ADMS is
meant to complement, enhance, and interlink other governance mechanisms like human
oversight, certification, and regulation. For example, by demanding that ethics principles and
codes of conduct are clearly stated and publicly communicated, EBA ensures that

organisational practices are subject to additional scrutiny which, in turn, may counteract ‘ethics
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shopping.” Similarly, EBA helps reduce the risk of ‘cthics bluewashing’ by allowing
organisations to validate the claims made about their ethical conduct and the ADMS they
operate. Thereby, EBA constitutes an integral component of multifaceted approaches to
managing the ethical risks posed by ADMS.

However, even in contexts where EBA is necessary to ensure ethical alignment of
ADMS, it is by no means sufficient. As my review and analysis in this chapter have
demonstrated, EBA is subject to a wide range of conceptual, technical, social, economic,
organisational, and institutional constraints. For example, it remains unfeasible to anticipate all
long-term and indirect consequences of a particular decision made by an ADMS. Further, while
EBA can help ensure alignment with a given policy, how to prioritise between irreconcilable
normative values remains a fundamentally normative question. Therefore, the design and
implementation of EBA frameworks must be viewed as a part of — and not separated from —
the debate about the type of society humanity wants to live in and what moral compromises
individuals are willing to strike in its making.

In conclusion, structured and independent EBA procedures can help organisations
validate claims about their ADMS. However, EBA will not and should not replace the need for

continuous ethical reflection and deliberation among individual moral agents.
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CHAPTER 4

OPERATIONALISING Al GOVERNANCE THROUGH ETHICS
-BASED AUDITING: AN INDUSTRY CASE STUDY

Abstract

Ethics-based auditing (EBA) is a structured process whereby an entity’s past or present
behaviour is assessed for consistency with predefined ethics principles. Recently, EBA has
attracted much attention as a governance mechanism with potential to help bridge the gap
between principles and practice in Al ethics. However, important aspects of EBA — such as the
feasibility and effectiveness of different auditing procedures — have yet to be substantiated by
empirical research. In this chapter, | address that knowledge gap by providing insights from a
longitudinal industry case study. Over 12 months, | observed and analysed the internal
activities of AstraZeneca, a biopharmaceutical company, as it prepared for and underwent an
ethics-based Al audit. While previous literature concerning EBA has focused on proposing or
analysing evaluation metrics or visualisation techniques, my findings suggest that the main
difficulties large multinational organisations face when conducting EBA mirror classical
governance challenges. These include ensuring harmonised standards across decentralised
organisations, demarcating the scope of the audit, driving internal communication and change
management, and measuring actual outcomes. The case study presented in this chapter
constitutes the main body of empirical research conducted as part of this thesis and contributes
to the existing literature by providing a detailed description of the organisational context in

which EBA procedures must be integrated to be feasible and effective.

Note

This chapter is based on a journal article originally published in Al and Ethics (see Mdkander
& Floridi, 2022b).3° While the chapter closely resembles the original article, | have expanded
the methodology section. Please note that in this chapter | use ‘Al systems’ to refer to ADMS.
AstraZeneca used the term Al systems internally, and adopting their terminology allowed me

to maintain greater proximity to my observational data when reporting on this case study.

3 The article on which this chapter is based was co-authored with my academic supervisor, Prof. Luciano Floridi.
Please see Appendix 3 for an authorship statement.
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4.1 Introduction

4.1.1 Background

Recent publications have identified ethics-based auditing (EBA) as a governance mechanism
with the potential to help bridge the gap between principles and practice in ‘Al ethics’ (see e.g.,
Brown et al., 2021; Koshiyama et al., 2021; Raji et al., 2020). Chapter 3 in this thesis concerned
what EBA is and how it works. In it, | defined EBA as a structured process whereby an entity’s
present or past behaviour is assessed for consistency with relevant principles or norms. | also
argued that the promise of EBA is underpinned by three ideas. First, that procedural regularity
and transparency contribute to good governance (Floridi, 2017b); second, that proactivity in
the design of Al systems helps identify risks and prevent harm before it occurs (Kazim &
Koshiyama, 2020); and third, that operational independence contributes to the objectivity and
professionalism of the assessment (Raji et al., 2022).

Of course, the idea to audit software is not new. In fact, auditing ADMS for consistency
with predefined requirements is a fundamental aspect of systems engineering (Leveson, 2011).
More recently, however, Sandvig et al. (2014) and Diakopoulos (2015) helped popularise the
idea that automated decision-making systems (ADMS) should be audited with regards to not
only their technical performance but also their alignment with ethical values. A rich and
growing academic literature on EBA has since emerged, and a range of EBA procedures have
been developed (see e.g., Cobbe et al., 2021; ForHumanity, 2021; Zicari et al., 2021).

EBA has also received much attention from policymakers and private companies alike.
National regulators like the UK Information Commissioner’s Office have provided guidance
on how to audit ADMS (1CO, 2020), and professional services firms like Deloitte (2020), EY
(2018), KPMG (2020), and PwC (2019) have developed auditing (or ‘assurance’) procedures
to help clients ensure that the ADMS they design and deploy are legal, ethical, and safe. In
short, a new industry focusing on EBA is already taking shape.

Despite the surge in interest, important aspects of EBA — such as the feasibility and
effectiveness of different auditing procedures — are yet to be substantiated by research. Raji
and Buolamwini (2019) suggest that internal audits can help check that the engineering
processes involved in designing ADMS meet specific standards. Similarly, Brundage et al.
(2020) argue that external audits can help organisations verify claims about ADMS. These
works have articulated important theoretical justifications for EBA. However, the affordances

and constraints of EBA procedures can only be investigated and evaluated in applied contexts.

85



The existing literature on EBA contains few case studies: Mahajan et al. (2020)
conducted an audit of Al systems that replicate tasks in radiology workflows; and Buolamwini
and Gebru (2018) assessed the efficacy of audits to address biases in facial recognition systems.
Yet these audits were all designed and conducted by academic researchers. Hence, we still have

only a limited understanding of how organisations in the private sector implement EBA.

4.1.2 Scope and contributions

To bridge that gap, this chapter seeks to address SQ2, i.e., how do organisations integrate EBA
procedures with existing governance structures, and what challenges do they face in the
process? To answer SQ2, | conducted a longitudinal industry case study. Over a period of 12
months, | observed and analysed the internal activities of AstraZeneca (a biopharmaceutical
company) as it prepared for and underwent an ethics-based ‘Al audit.’

This chapter describes and discusses the findings from that study to make two
contributions to the existing literature. First, it provides a descriptive account of how (and why)
a large, decentralised, and R&D-driven company like AstraZeneca implements EBA in
practice. Second, by outlining the challenges and tensions involved in conducting a real-world
EBA, it identifies transferable best practices for how to develop EBA procedures.

The findings from the case study suggest that the main difficulties organisations face
when conducting EBA mirror well-known corporate governance challenges. Organisations
attempting to implement EBA must consider how to harmonise standards, demarcate the scope
of the audit, define key performance indicators, and drive change management. These findings
will not come as a surprise to management scholars. Yet efforts to operationalise Al governance
are interdisciplinary in nature and the transfer of knowledge from different fields of study will
be a key success factor when designing and implementing EBA procedures. This chapter is
thus aimed at researchers, auditors, and policymakers who design EBA procedures as well as
industry practitioners tasked with the implementation of corporate Al ethics principles.

This chapter is structured as follows. Section 4.2 draws on previous research to establish
the need for EBA. Section 4.3 introduces the case study by giving a descriptive account of
AstraZeneca as an organisation and of the events leading up to the Al audit. Section 4.4
describes AstraZeneca’s 2021 Al audit in greater detail, situating it relative to previous research
on EBA. Section 4.5 describes the methodology used to conduct this study, which is based on
participant observation and semi-structured interviews. Section 4.6 discusses the findings from
the case study. Section 4.7 identifies the limitations of the approach taken in this chapter.

Finally, Section 4.8 highlights current best practices and directions for future research.
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4.2  The need to operationalise Al governance

Al holds great promise to support human development and prosperity (Dignum, 2020). Enabled
by advances in machine learning (ML), access to increased computing power, the growing
availability of data, and the ubiquity of digital devices, Al systems can improve efficiency,
reduce costs, and help solve complex problems (Taddeo et al., 2018).

The gains associated with Al technologies are not only economic but also social in
nature. Take healthcare as an example. Al systems aid clinicians in medical diagnostics (Grote
& Berens, 2020) and enable personalised treatments (Begoli et al., 2019). They also improve
healthcare systems through better forecasting (Kaushik et al., 2020). In the pharmaceutical
industry the combination of pattern recognition for molecular structures and laboratory
automation promises faster drug discovery processes (Schneider, 2019). In sum, using Al
systems in the healthcare sector may allow humans to live more healthy lives while enabling
societies to manage the rising costs associated with ageing populations (Jiang et al., 2017).

However, the use of Al systems in the healthcare sector is coupled with ethical
challenges (Morley et al., 2020b; Topol, 2019). The use of Al systems may leave users
vulnerable to discrimination and privacy violations (Leslie, 2019). It may also enable
wrongdoing and erode human self-determination (Tsamados et al., 2020). Many of these risks
apply to Al systems generally. But how Al systems process health data is particularly delicate
(McLennan et al., 2022), since patients may be harmed by reputational damage and suboptimal
care (Laurie et al., 2014). For example, recent studies have found racial biases in medical
devices that provide pulse oximetry measurements (Sjoding et al., 2020).

While the adoption of Al systems has outpaced the development of governance
mechanisms designed to address the associated ethical concerns (Taeihagh et al., 2021),
abstaining from using Al systems in sensitive areas of application is not the way forward. As
far as the use of Al in medicine is concerned, a 'precautionary approach’ would cause significant
social opportunity costs due to constraints that undermine the development of promising
technologies, drugs, and treatments (Blasimme & Vayena, 2021). Moreover, Al systems are
part of larger socio-technical systems that comprise other technical artefacts as well as human
operators (Di Maio, 2014). No purely technical solution will thus be able to ensure that Al
systems operate in ways that are ethically-sound (Schneider et al., 2020).

It is essential that actors seeking to benefit from Al systems understand and address the
varied ethical challenges associated with their use. Responding to this need, numerous

governments and NGOs have proposed ethical principles that provide normative guidance to

87



organisations designing and deploying Al systems (Fjeld, 2020; Jobin et al., 2019).*° These
guidelines tend to converge on five principles: beneficence, non-maleficence, autonomy,
justice, and explicability (Floridi & Cowls, 2019).*! This is encouraging. Yet principles alone
cannot guarantee that Al systems are designed and used in ethically-sound ways. The apparent
consensus around normative principles hides deep political tensions around interpreting
abstract concepts like fairness and justice (Mittelstadt, 2019). Moreover, translating principles
into practice often requires trade-offs (Whittlestone et al., 2019a). Most critically, the industry
lacks useful tools to translate abstract principles into verifiable criteria (Vakkuri et al., 2019).

Due to these constraints, technology-oriented companies have struggled with
operationalising Al ethics. Fortunately, companies need not start from scratch: numerous
translational mechanisms for Al governance have been proposed and studied (Ayling &
Chapman, 2021; Morley et al., 2021b). These include impact assessments lists (Al HLEG,
2020; Koshiyama, 2019; Reisman et al., 2018), model cards (Mitchell et al., 2019), datasheets
(Gebru et al., 2018; Holland et al., 2018), human-in-the-loop protocols (Jotterand & Bosco,
2020), standards and reporting guidelines for using Al systems (Cihon, 2019; Cruz Rivera et
al., 2020; Liu et al., 2020), and the inclusion of broader impact requirements in software
development processes (Prunkl et al., 2021).

All these efforts are complementary and serve the overarching purpose of enabling
effective corporate Al governance. That is important because private companies significantly
influence regulatory methods and technological developments (Cihon et al., 2021; Minkkinen
et al., 2021). However, this dependency on private actors is a double-edged sword. On the one
hand, competing interests can undermine even well-intentioned attempts to translate principles
into practice (Floridi, 2019b). On the other hand, private companies have strong incentives to
implement effective Al governance to improve numerous business metrics like regulatory
preparedness, data security, talent acquisition, reputational management, and process
optimisation (EIU, 2020a; Holweg et al., 2022).

How Al systems are designed and used is a concern not only for individual
organisations but also for society at large (Floridi, 2021a). This insight has been reflected in
recent regulatory developments. Both the EU Artificial Intelligence Act (AlA) (European
Commission, 2021a) and the US Algorithmic Accountability Act of 2022 (AAA) (Office of

40 Recent and influential contributions include Al HLEG (2019), IEEE (2019) and OECD (2019).
41 Healthcare practitioners will note the overlap with the classical principles of bioethics (Dunn & Hope, 2018).
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US Senator Ron Wyden, 2022) constitute attempts to elaborate general legal frameworks for
Al. Hard legislation can, if properly designed and enforced, address parts of the gap EBA
procedures fill. For example, the AIA requires specific ‘high-risk’ Al systems to undergo so-
called ‘conformity assessments by the involvement of an independent third party.’*? But most
Al systems are not classified as ‘high-risk’ and will thus not subject to the requirements
stipulated in the AIA. Moreover, the use of Al systems may be problematic and deserving of
scrutiny even when not illegal. In short, there will always be room for more and better, post-
compliance, ethical behaviour (Floridi, 2018). The ‘ethics-based’ approach studied in this

chapter is thus compatible with — and complementary to — hard legislation.

4.3 AstraZeneca and Al governance

AstraZeneca is a multinational biopharmaceutical company headquartered in Cambridge, UK.
It has an annual turnover of $26bn and employs over 76,000 people (AstraZeneca, 2020a). As
an R&D-driven organisation, AstraZeneca discovers and supplies innovative medicines. Its
core business is using science and innovation to improve health outcomes through more
effective treatment and prevention of complex diseases.*® AstraZeneca has become a household
name on account of the Oxford-AstraZeneca Covid-19 vaccine (Gilbert et al., 2021).

The biopharmaceutical industry has always been data-driven (Langkafel, 2015). To
develop new treatments, researchers follow the scientific method by building and testing
hypotheses about the safety and efficacy of various treatments.** For example, AstraZeneca
relies heavily on statistical analysis to probe the efficacy of candidate drugs in the research
pipeline. Hence, AstraZeneca has long-established processes for data, quality, and safety
management. However, how data can be collected, analysed, and utilised keeps changing
(Ashenden et al., 2021). By harnessing the power of Al systems, researchers can find new
correlations and draw useful inferences from the growing availability of data.

Examples of use cases of Al systems within AstraZeneca are abundant. The company
uses biological insight knowledge graphs (BIKG) to improve drug discovery and development
processes (Crowe, 2020). Using BIKG helps synthesise and leverage prior knowledge to gain

42 See Chapter 5 for an in-depth analysis of the role of auditing in the EU AlA.

43 AstraZeneca is divided into three main therapy areas: Oncology; Cardiovascular, Renal and Metabolism; and
Respiratory and Immunology diseases (AstraZeneca, 2021b).

4 The process of discovering and developing new drugs is long and complex: only a small proportion of molecules
that are identified as a candidate drug are approved (Ashenden, 2021).
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new insights into disease characteristics and design smarter clinical trials (Vasetenkov, 2021).
Al systems are also used for fast and accurate medical image analysis. Using Al systems based
for image recognition cuts analysis time by over 30% and improves accuracy (AstraZeneca,
2021a). Moreover, Al systems help automate various tasks. For example, AstraZeneca use
natural language processing to prioritise adverse event reports (Lea et al., 2021; Rizk et al.,
2021). Here, Al systems help classify events, separate outcomes by severity to enable
appropriate action, thus leading to quicker response times and better patient experiences.

Despite excitement about these opportunities, AstraZeneca is conscious about the risks
associated with Al systems. As discussed in Section 4.2, these include concerns related to
privacy, fairness, transparency, and safety. In November 2020, AstraZeneca’s board moved
towards addressing these risks by publishing a set of Principles for Ethical Data and Al
(henceforth, ethics principles. See Table 1 below). These stipulate that the use of data and Al
systems should be private and secure; explainable and transparent; fair; accountable; as well as
human-centric and socially beneficial (AstraZeneca, 2020b).*

The primary aim of these ethics principles is to help employees and partners safely and
effectively navigate the risks associated with Al systems.*® However, for AstraZeneca, Al
governance serves numerous additional purposes. To use Al systems in line with the overall
company strategy helps realise synergies and maximise value creation. Moreover, the voluntary
adoption of the ethics principles strengthens AstraZeneca’s brand.*’ Finally, the same internal
processes that allow AstraZeneca to demonstrate adherence to its ethics principles also help it
manage legal risks by anticipating forthcoming legislation.

These advantages are potential and not guaranteed. Principles alone cannot ensure that
Al systems are designed and used in ways that are ethical (Mittelstadt, 2019). Hence,
AstraZeneca followed its commitment to its ethics principles by focusing on their
implementation. However, doing so was not straightforward. AstraZeneca already had several
related governance structures in place, e.g., regarding data management, QMS, CSR,

sustainability, and product safety. Furthermore, AstraZeneca is a decentralised organisation in

4 The process of formulating AstraZeneca’s ethics principles involved numerous internal workshops and
consultations with external experts and stakeholders.

46 The ethics principles are thus to be seen as an extension of AstraZeneca’s overarching organisational values.
47 As noted by Slee (2021), creating auditable algorithms and datasets is a promising avenue for organisations to
bridge the presentation gab between brands and the Al systems they design and deploy.
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which different business areas operate independently. This structure provides flexibility but
complicates the agreement and enforcement of common standards and procedures.

Taking those considerations into account, AstraZeneca allowed each business area to
develop their own Al governance structures to reflect local variations in objectives, digital
maturity, and ways of working — as long as these align with the externally published ethics

principles. To support local activities, however, four enterprise-wide initiatives were launched:

1) The creation of an overarching compliance document,

2) The development of a Responsible Al playbook,

3) The establishment of (i) an Al resolution Board and (ii) an internal Responsible Al

Consultancy Service, and

4) The commissioning of an Al audit conducted by an independent party.

First, a compliance document was created, breaking down each high-level principle into more

tangible and actionable formulations. Table 1, below, illustrates how that document attempts

to bridge the gap between principles and practice in Al ethics.

Table 1. AstraZeneca’s principles for ethical data and Al.

Principle Operationalisation

Private and | We respect privacy and act in a manner compatible with intended data use

secure We employ Data & Al Systems that are designed to be secure

Explainable | We are open about the use, strengths, and limitations of our Al systems

and We ensure assumptions are clear, algorithms are appropriately documented,

transparent | decisions are explainable, and processes to manage unanticipated
consequences

Fair We endeavour to use robust, inclusive datasets in our Data & Al systems

We treat people and communities fairly and equitably in the design, process,
and outcome distribution of our Al systems

Accountable

We apply governance proportional to the impact and risk of Al systems

We anticipate and mitigate the impact of potential unfavourable
consequences of Al through testing, governance, and procedures

Human- Where Data & Al is involved, humans oversee the system and are

centric and | accountable for driving clear, expected benefits to people and society
socially We employ human-led governance over our Al systems. We respect human
beneficial dignity and autonomy and strive to reflect this in our Al systems
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Second, a Responsible Al Playbook was developed to provide more detailed, end-to-end
guidance on developing, testing, and deploying Al systems within AstraZeneca.*® The
Playbook is a continuously updated online repository directing AstraZeneca employees to
relevant resources, guidelines, and best practices. The Playbook also summarises the specific
regulations applicable to different Al use cases.

Third, new organisational functions were established. Specifically, an Al resolution
board was created to review ‘high-risk’ Al use cases and an internal Responsible Al
Consultancy Service was launched to facilitate the sharing of best practices and to educate staff
about the risks of using Al systems in different contexts. The Responsible Al Consultancy
Service serves three objectives: providing ethical guidance; supporting the practical embedding
of the ethics principles; and monitoring the governance of Al projects.

Fourth, and most relevant for the purpose of this thesis, AstraZeneca underwent an ‘Al
audit.” This audit constituted the research material for my case study, and framing it is the focus

of the next section.

44  An ‘ethics-based’ Al audit

In Q4 2021, AstraZeneca underwent an Al audit. However, because the term ‘Al audit’ has
been used in many different ways, some clarifications are needed to specify what I refer to in
this case. The Al audit conducted within AstraZeneca was an ethics-based, process-oriented
audit conducted in collaboration with an independent third party. The remainder of this section
unpacks what this means in practice.

The audit was ‘ethics-based’ insofar as AstraZeneca’s ethics principles constituted the
baseline against which organisational practices were evaluated. In short, the audit concerned
what ought to be done over and above existing legislation. Of course, Al audits can be
employed by different stakeholders and for different purposes. For example, Brown et al.
(Brown et al., 2021) distinguish between Al audits used (i) by regulators to assess whether a
specific system meets legal standards; (ii) by providers looking to mitigate risks; and (iii) by
other stakeholders wishing to make informed decisions about how they engage with specific

%8 The Playbook was developed by AstraZeneca’s R&D Data Office yet is accessible to everyone in the
organisation.
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companies. The Al audit conducted within AstraZeneca corresponds to (ii) since it was directed
towards demonstrating adherence to voluntary codes of conduct.*®

Further, AstraZeneca’s audit was ‘external’ because it involved the commissioning of
an independent third-party auditor. Specifically, the audit was coordinated by AstraZeneca’s
internal audit function and conducted by an external service provider.® In the literature a
distinction is often made between internal audits, based on self-assessment, and external audits
conducted by expert organisations (Mantelero, 2018). The latter tend to be limited by reduced
access to internal processes (Raji et al., 2020). However, involving external experts can address
the confirmation bias that may prevent internal audits from recognising critical flaws (Bauer,
2016). By subjecting itself to external review, AstraZeneca thus got valuable feedback on how
to improve its existing and emerging Al governance structures.>!

As | argued in Chapter 3, a central idea underpinning EBA is that procedural regularity
and transparency contribute to good governance. Hence, one aim of EBA is to create traceable
documentation.>? However, transparency must always be understood in context, i.e., with
regards to a specific audience and intended purpose (Larsson & Heintz, 2020). In
AstraZeneca’s case, the audit’s audience was internal decision-makers, and its most obvious
purpose was assessing the extent to which the ethics principles had been adopted.

Operationally, the audit conducted within AstraZeneca consisted of two types of
activities: a high-level governance audit of organisational structures and processes and in-depth
audits of specific projects that either develop or use Al systems. It is worth noting that the
subject of EBA can either be a process, an organisational unit, or a technical system.®
AstraZeneca’s Al audit focused on processes and people, i.e., on assessing the soundness and
completeness of organisational processes and the extent to which different organisational
entities adhered to these processes. During technical audits, in contrast, Al systems’ source

codes can be reviewed (Mittelstadt, 2016) or, alternatively, the behaviour (i.e., outputs) of such

49 Qversight is critical to operationalise Al governance. In practice, this implies establishing evidence of how the
Al systems were created and how they are operating (Kroll, 2021).

%0 The company that conducted the Al audit is a leading professional services firm. In line with the non-disclosure
agreement (NDA) for this research, its name is not disclosed. Instead, it is referred to as ‘the external auditor.’

51 Note that all the other three enterprise-wide activities conducted by AstraZeneca to operationalise Al
governance (see Section 4.3) were internal in nature.

52 As noted by Kroll (2021), public documentation serves its function when, and largely because, its creation
forces organisations to consider how to develop systems that can be presented in the best possible light.

53 A consequence of viewing Al systems as parts of larger sociotechnical systems is that Al governance concern
not only technical artifacts but also the organisations that develop or operate these (Powers & Ganascia 2021).
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systems can be tested for a wide range of different input values (Kroll et al., 2016). However,

no technical audits of individual Al systems were conducted during AstraZeneca’s Al audit.
In Section 4.6, | discuss lessons learned from this audit. However, qualitative findings

are best interpreted in the light of the context from which they emerged. Hence, before

exploring the findings, the next section outlines how I collected and analysed the data.

4.5 Methodology: An industry case study

The aim of this chapter is to address SQ2, i.e., how do organisations integrate EBA procedures
with existing governance structures, and what challenges do they face in the process? This is a
descriptive question formulated to generate new qualitative knowledge about the organisational
contexts into which feasible and effective EBA procedures must be integrated.

To address SQ2, | conducted an industry case study (Bass et al., 2018; Yin, 1994).
Specifically, | observed and analysed AstraZeneca’s internal activities as it prepared for and
underwent an EBA in collaboration with an independent third-party auditor. The case study
was longitudinal (Thomson et al., 2003) insofar as it lasted over 12 months (from November
2020 to December 2021). | chose to conduct a longitudinal case study because | wanted to
capture not only the challenges AstraZeneca faced during the EBA but also the motivations
different internal stakeholders had for structuring the audit one way over the other — as well as
for conducting an EBA in the first place.>

To guide my data collection, | broke down SQ2 into three more specific questions:

e How do industry firms integrate EBA within existing governance structures?
e What challenges do industry firms face when attempting to implement EBA?

e What are best practices for how to prepare for and conduct EBA?

To answer these questions, | leveraged two qualitative research methods: participant
observation and semi-structured interviews. However, before describing my methodology in
greater detail, something should be said about what 1 mean by ‘case study’ in this context and

why I chose to study AstraZeneca’s EBA specifically.

54 Similar longitudinal case studies have long been used to observe how different governance mechanisms impact
organisational practices, see e.g., Jackall (2010).
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4.5.1 Case study selection

In the social sciences, the term ‘case study’ is used in many different ways. For example, it is
useful to distinguish between case studies used for pedagogical purposes and those conducted
for research purposes, i.e., to generate new empirical data (Platt, 1992). My use of the term
case study in this chapter corresponds to the latter. Further, a distinction is often made between
intrinsic case studies, which aim to provide a better understanding of a particular organisation
or group for its own sake, and instrumental case studies, which use particular cases to provide
insights into a broader issue or to develop generalisations (Stake, 1995). In the former, a case
is typically selected for its uniqueness, which is of genuine interest to the researcher (Crowe et
al., 2011). However, my case study was instrumental insofar as it aimed to shed light on the
broader question of how organisations implement EBA.

When selecting a case for an instrumental case study, several factors come into play.
According to Crowe et al. (2011), the most important ones are relevance, access, and ethical
considerations. Relevance means that the case should allow researchers to study the
phenomenon they are interested in. This corresponds to what Merton (1987) refer to as strategic
research material:

‘[Strategic research materials are] research sites, objects or events that exhibit

the phenomena to be explained or interpreted to such advantage and in such

accessible form that they enable the fruitful investigation of previously stubborn

problems and the discovery of new problems for further inquiry.’
(Merton, 1987, p.2)

With respect to my SQ, AstraZeneca’s Al audit constituted ‘strategic research material’ for
three reasons. First, AstraZeneca uses Al systems for a wide variety of tasks (e.g., to detect
treatment response patterns and automate laboratory tasks), allowing me to study corporate Al
governance in an applied setting. Second, as a biopharmaceutical company, AstraZeneca has a
long history of following ethical standards. This meant that the practical challenges it faced
with respect to governing Al systems overlapped with the theoretical problems | sought to
address. Third, the timing was advantageous. As | started my DPhil research in the autumn of
2020, AstraZeneca had just decided that it would conduct an EBA the following year. That
allowed me to observe the entire process — from the day AstraZeneca published its ethics
principles for data and Al in November 2020 until the EBA was conducted during Q4 2021.
However, selected cases need not only be relevant but also hospitable to the inquiry
(Stake, 1995). How to secure access to the research site is thus a central consideration in case

study selection (Crowe et al., 2011). I gained access to AstraZeneca’s processes, staff, and
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documentation through an institutional agreement. My DPhil research at the Oxford Internet
Institute (OIl) had previously been awarded funding from AstraZeneca’s doctoral scholarship
program. Hence, AstraZeneca already had trust in the Oll as an institution, and | could leverage
the existing institutional agreement to pitch my research idea, which was well received.

As Darke et al. (1998) observed, organisations are more likely to open themself up to
research that address questions they are interested in, or that they can otherwise benefit from.
In my case, both criteria were satisfied. First, because AstraZeneca had just published its own
ethics principles for data and Al, senior staff were interested in the question of whether and
how EBA could help organisations design and deploy Al systems in ways that align with their
organisational values. Second, from a communications perspective, AstraZeneca had an
interest in being associated with research on how to design and use Al systems responsibly.

My supervisor and | considered alternatives. Amongst others, we had extensive
dialogue with a German automotive company that was also due to conduct an EBA. However,
they were planning to do an internal EBA, i.e., not one involving an independent third-party
auditor. Also, we did not have the same stable institutional relationship to fall back on to secure
access. In short, I picked AstraZeneca’s EBA as a case study for my DPhil research both
because it constituted strategic research material and because | was able to secure the required
level of access to conduct my research. | discussed the ethical considerations of this choice in
Section 1.8 and will return to reflect further on my positionality in Section 4.7. The remainder
of this section focuses on how the research was conducted.

4.5.2 Data collection and analysis

As previously mentioned, my case study leveraged two qualitative research methods:
participant observation and semi-structured interviews. Participant observation, in which
research is carried out through the direct participation of the researcher in the situation under
study, has a long history in organisational research (Vinten, 1994). It is a methodology
particularly well-suited to making sense of organisational practices, framing problems, and
evaluating outcomes (Woodside, 2016).

However, participant observation works best when researchers embed themself within
an organisation for long enough to observe how it actually operates. For this reason, | observed
AstraZeneca’s R&D Data Office team — and their activities directed towards developing and
implementing EBA procedures — over a period of 12 months. This meant partaking in weekly
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meetings, reviewing working documents, and taking note of not only the actual development
of EBA procedures but also the choices made along the way.>®

| observed two types of meetings: internal meetings, in which AstraZeneca employees
prepared, or evaluated the results from, the EBA, and audit meetings, in which external auditors
asked questions to, and reviewed documentation provided by, AstraZeneca employees. | was
invited to these meetings by AstraZeneca’s internal audit team, which coordinated all EBA-
related activities. Because AstraZeneca’s employees are distributed internationally — and
because of Covid-19 travel restrictions — all meetings took place online.

In addition, | conducted semi-structured interviews (Edwards & Holland, 2013) with
different stakeholders involved in the audit. A list of the questions that guided my interviews
in provided in Appendix 11. While semi-structured interviews take a broad set of questions
assembled at the outset as a starting point, they allow for great flexibility in terms of follow-up
questions. Another advantage of the semi-structured interview format is that the conversation
is directed to the actual problem under investigation, as opposed to the preconceived interests
of the researcher (Wang & Yan, 2012).

For these reasons, | did not interview a predefined list of people but instead used a
snowballing technique (Given, 2008) to recruit new interviewees. Specifically, | reached out
to both managers and software developers from different internal functions involved in the
EBA, including the IT department and the R&D Data Office. This allowed me to follow up on
themes emerging from regular audit meetings and explore different actors’ motivations and
perspectives. Further, | strove for a balance of different genders, ethnicities, and educational
backgrounds amongst the interviewees. In total, 18 people were interviewed — some on several
occasions. Each interview lasted 1-2 hours. To make the participants feel comfortable and
avoid disturbing the flow of meetings, I did not record interviews, taking notes instead.

A separate NDA was signed with the external auditor, allowing me to join relevant
meetings and study the entire process. In all meetings, participants were informed about my
presence and the purpose of my research. No personal details were collected or stored during
the research. Approval for this research was granted by the OII’s departmental research ethics
committee (research ethics approval reference number: SSH_OIl_CIA 21 097).

The interviews were conducted and analysed in parallel with my ongoing participant

observation. The aim of this parallel research design was to mitigate the risk of ‘losing context’

% | also have online access to the (SharePoint) working folders of AstraZeneca’s R&D Data Office team.
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that is associated with qualitative research (Bryman, 2016). The data collected from both
participant observation and the semi-structured interviews were imported, coded, and analysed
in NVivo, in which I have previous experience. With ‘code’, I here refer to a word that assigns
an essence-capturing attribute for a portion of language (Saldafia, 2009).

Because this is a descriptive case study, | used thematic analysis to capture the
underlying meaning from the data collected interviews and participant observation. According
to Braun and Clarke (2006), thematic analysis contains six steps: (1) get familiar with the data;
(2) generate initial codes; (3) search for themes; (4) review themes; (5) define and name
themes; and (6) produce a report by weaving the themes into a coherent narrative.

Following this procedure, | first familiarised myself with the data by rereading and
transcribing my notes, before highlighting interesting and recurring topics or phrases in my
data and assigning them initial codes. | then searched for common themes in my data and
analysed how these themes relate to each other. In practice, this meant that I first collated my
initial codes (like ‘access’ and ‘data storage’) into sub-themes (like ‘data management”) and,
subsequently, clustered sub-themes into themes with the help of a provisional mind map.
Having drafted this coding scheme, I then revised and refined the names and definitions of each
theme to sharpen their descriptive precision (and reduce overlaps between themes).>®

Through this coding process, nine themes emerged representing different challenges
AstraZeneca employees faced when attempting to implement EBA procedures. The lessons
learned from AstraZeneca’s Al audit, which the next section reports on in narrative form, have

been organised around these nine themes.

4.6 Lessons learned from AstraZeneca’s 2021 Al audit

When analysing the data, | found that the answers to questions about how to design and
implement EBA procedures hinge on decisions made earlier in the process of operationalising
corporate Al governance. Hence, when presenting the findings, | start with high-level

observations and proceed with increasing levels of specificity.

% See Appendix 12 for an overview of my code hierarchy, and Appendix 13 for a mind map of my initial codes,
sub-themes, and themes generated in Nvivo.
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4.6.1 Balancing legitimate yet competing interests

A fundamental tension exists between the need for risk management, on the one hand, and
incentives for innovation on the other.%” This tension is particularly acute for R&D-driven
organisations like AstraZeneca — both from an ethical and a financial point of view. For
example, when developing new treatments, it is essential to monitor patient responses from a
safety perspective. Hence, AstraZeneca trains Al systems to detect treatment response patterns
and associate biophysical reactions with the safety risks of specific drugs (Nadler et al., 2021).
Excessive red tape could hamper the development and adoption of such, potentially lifesaving,
procedures. This shows that it is often not possible to ‘err on the safe side.” Both the
pharmaceutical industry and society at large have an obligation to put patients’ care and safety
first —and this means using innovative technologies to develop new drugs as well as to diagnose
and intervene as early as possible in the course of a disease.

Similarly, from a financial perspective, R&D-oriented activities always carry risks
since they involve trying new ideas — which often fail to progress.®® However, even failed’
R&D projects inform pharmaceutical innovation (Chiou et al., 2012). Hence, for AstraZeneca,
risk per se is not undesirable. Rather, AstraZeneca’s priority is to define and control the risk
appetite in different projects. From an auditing perspective, this has two implications. First,
EBA procedures that duplicate existing governance structures, or are perceived as unnecessary,
are unlikely to be feasible and effective. Second, post-hoc EBA procedures that only highlight
the risks associated with specific Al use cases are less likely to be adopted than continuous
EBA procedures that help technology providers define and regulate technology-related risks.

4.6.2 Demarcating the material scope for Al governance

Another high-level observation concerns the difficulty to define the material scope of Al
governance in general and EBA in particular. As is well-known, there is no universally

accepted definition of Al (Wang, 2019).>° Nevertheless, every policy needs to define its

57 Critically-oriented researchers often highlight Al systems’ failures to stress the need for more regulation
(Greene et al., 2019). In contrast, techno-optimists point towards the gains such systems bring and caution against
red tape (Diamandis & Kotler, 2012).

%8 pammolli et al. (2020) analysed R&D activities related to drug development and found that over 70% of projects
initiated between 2000 and 2009 had been terminated within one year.

59 Some researchers use the term Al to refer to a type of agents that display some levels of autonomy, adaptability,
and problem-solving capacity (Legg & Hutter, 2007). Others take Al to demarcate the set of computational
techniques designed to approximate cognitive tasks (US Defence Authorization Act, 2018). Yet others use the
term to describe the science and engineering of making specific machines (McCarthy, 2007).
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material scope (Schuett, 2021). Consequently, when attempting to operationalise its ethics
principles, AstraZeneca struggled to define the systems and processes to which they ought to
apply. That is partly because both human decision-makers and Al systems have their own
strengths and weaknesses (Baum, 2017) and partly because ethical tensions can sometimes be
intrinsic to the decision-making tasks at hand (Danks & London, 2017).%°

Within AstraZeneca, representatives from the internal audit function stressed that
underinclusive definitions of Al may lead to potential risks going unnoticed and unmitigated.
Other stakeholders, including some managers and statisticians from the IT and R&D
departments, warned that overinclusive Al definitions risk adding unnecessary layers of
governance to very well-established systems and processes. As one manager objected:

‘We are not doing any Al projects. We are, of course, doing large scale analytics,

but only using statistical techniques that have long been standard practice in the

industry.’ (P5)

To solve this tension, AstraZeneca did not try to define what Al is.%! Instead, AstraZeneca’s
Responsible Al Playbook lists and exemplifies the functional capabilities of the systems to
which their Al governance framework applies. For each functional capability (such as the
ability to emulate cognitive tasks), the Playbook provides concrete examples. Amongst others,
the Playbook states that statistical tests (e.g., a T-test) conducted during data analysis are
outside AstraZeneca’s Al governance framework’s scope. In contrast, automated statistical
tests informing decisions that impact humans (e.g., stratifying patients into different arms of a
clinical trial) are within scope. A list of examples does not constitute a definition of Al, nor
does it provide a sufficient basis on which to create an exhaustive inventory of an organisation’s
Al systems. Nevertheless, listing examples of use cases that are in (or out) of scope informs
attempts to operationalise Al governance.

Furthermore, AstraZeneca adopted a risk-based approach, whereby the level of
governance required for a specific system is proportionate to its risk level.®? This means that
systems within scope are classified as either low-, medium- or high-risk, depending on (i) the
types of risk the system poses to humans and the organisation and (ii) the extent to which it

0 As Bryson (2021) argues, problems associated with 'Al' have not so much been created as exposed by it.

61 Within AstraZeneca a ‘high-level’ definition of Al exists. However, this definition is flexible enough to allow
each business area to further refine the material scope of its Al governance activities.

62 A parallel can be made to the EU AIA, which also takes an explicitly risk-based approach to Al governance.
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makes autonomous decisions without human judgement. The approach taken is pragmatic®
since it enables managers and developers to determine whether the ethics principles apply to
specific systems. At the same time, the approach makes it difficult to assemble an inventory of
an organisation’s various Al systems. Without such an inventory, Al auditors depended on the
business to identify and select relevant projects and systems for the in-depth audits.

The main takeaway is that designing and implementing EBA procedures is intrinsically
linked to the question of material scope. Until the material scope of Al governance is accepted
throughout the organisation, any EBA procedure would struggle to produce verifiable claims.

4.6.3 Harmonising standards across decentralised organisations

A further challenge faced during AstraZeneca’s Al audit was rooted in the problem of ensuring
harmonised standards across decentralised organisations. As mentioned, each business area
within AstraZeneca operates independently. From an Al governance perspective, this implies
that the business areas face different realities in terms of digital maturity, the type of Al systems
employed, economic pressures, and employees’ levels of training.

Consider the contrast between two functions within AstraZeneca: R&D and
Commercial. First, there are operational differences. R&D routinely creates Al systems in-
house to aid drug discovery and testing. An understanding of the statistical models
underpinning different Al systems is therefore closely linked to R&D’s core business. Within
Commercial, sales representatives typically rely on data analytics software (like CSR systems
or predictive modelling) only as a means to an end. Second, there are structural differences.
R&D relies on a centralised Data Office to manage and curate data. In contrast, analytics within
Commercial is decentralised, since collaborating with external partners has many advantages
for them, including the possibility to leverage local market knowledge and health data.

These operational and structural differences between business areas are reflected in
their capacities to manage Al-related risks. Different EBA procedures are thus needed to assess
each business area’s governance structure.®* For example, AstraZeneca’s Al audit showed that

business areas understood risk differently. Within R&D, many employees work directly with

83 pragmatic problem-solving demands that things should be sorted so that their grouping will promote successful
actions for some specific end (Dewey, 1920).

54 Note that different EBA procedures does not imply different objectives. In AstraZeneca’s case, the control
objective of the audit was the same across all business areas whereas the method of verification varied due to the
decentralised nature of the organisation.
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patients and patient data. Hence, they typically see patient-centric risks. As one of the
interviewees stated:
‘Some colleagues have been working with data protection for years. When they

hear ‘Al ethics’, they immediately think of privacy breaches. | often have to remind
them that Al ethics is more than just compliance with data protection laws.’ (P2)

In contrast, employees working within the Commercial function typically understood risk in
financial or contractual terms. Both perspectives are of course valid, and the only purpose of
this example is to highlight the difficulty of harmonising a ‘risk-based’ approach across an
organisation that encompasses different understandings of ‘risk.’

However, this problem need not be insurmountable. A distinction is often made
between compliance assurance, which aims at comparing a system to existing laws and
regulations, and risk assurance, which corresponds to asking open-ended questions about how
a system works (CDEI, 2021b). Using this distinction, current best practice would demand
harmonising EBA procedures that aim to provide compliance assurance across business areas.
In contrast, EBA procedures that aim at risk assurance should be adapted locally to reflect how

respective business areas understand risk.

4.6.4 Internal communication as a key to operationalising Al governance

My observations of AstraZeneca’s Al audit suggest that internal communication and training
efforts are central to operationalising corporate Al governance. In AstraZeneca’s case these
communication efforts were continuous and happened on several different levels. For example,
the ethics principles were agreed upon through a bottom-up process that included consultations
with employees and external experts. Importantly, this process was not just about agreeing on
a set of principles. It also aimed to anchor the proposed policy with key stakeholders internally.
If, for example, managers and software developers do not understand or agree with a policy,
they will not prioritise it. However, if they can see how it helps in their daily activities, they
will likely adopt it even without top-down directives. As one AstraZeneca employee stated:
‘Working with the Al Ethics and Governance team was beneficial as it pushed me

to think about my project in different ways and gave me new points to consider
when developing an Al solution.” (P17)

Moreover, corporate Al governance is about change management. Having formulated the
ethics principles, AstraZeneca proceeded to the implementation phase. That required a time-
consuming, top-down roll-out of value statements and compliance documents. This was not a

straightforward task: employees have limited attention spans and are frequently bombarded
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with information about different governance initiatives. It took AstraZeneca over six months
to formulate the principles and another year to embed them across the business. Even as the Al
audit took place, pockets of the organisation remained unaware of the compliance document.

Previous academic literature has given much attention to (i) the principles that should
guide the design and deployment of Al systems (Alshammari & Simpson, 2017; Floridi &
Cowils, 2019) and (ii) the tools enabling managers and software developers to translate these
principles into practice (Ayling & Chapman, 2021; Morley et al., 2020a). While these aspects
remain important, my observations suggest that internal communication’s role in corporate Al
governance deserve more attention. After all, ensuring that Al systems are designed and used
legally, ethically, and safely requires organisations to not only have the right values and tools
in place but also to make their employees aware of them.

In terms of raising awareness, my findings suggest three best practices. First,
communication concerning Al governance is most effective when supported by senior
executives.®® Second, communication efforts around specific EBA procedures work best when
stressing how these are relevant to employees’ daily tasks. Third, communication around EBA
procedures should make explicit why these are needed, thus assuring staff that existing

governance procedures are not being duplicated.

4.6.5 Upholding organisational values in procurement and external collaborations

The full cycle of designing and deploying Al systems seldom takes place within one
organisation. Typically, Al systems result from a complex and extended supply chain spanning
a plurality of actors and different geographic regions (Crawford, 2021). For example, in 2019,
AstraZeneca entered a strategic collaboration with the British start-up BenevolentAl to
combine the former’s scientific expertise and rich datasets with the latter’s biomedical
knowledge graph to better understand the mechanisms underlying chronic kidney disease and
identify more efficacious treatments (BenevolentAl, 2019). Similarly, in 2021, AstraZeneca
launched a collaboration with American healthcare company GRAIL to evaluate the
effectiveness of early cancer detection technologies (GRAIL, 2021).

% This finding is supported by previous research. For example, Gasser and Schmitt (2021) have shown that the
effectiveness of corporate governance mechanism depends on issues related to leadership, values, and culture.
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External R&D collaborations offer numerous advantages.®® However, such
collaborations are coupled with several governance challenges. For example, AstraZeneca’s
compliance document stipulates that robust, inclusive datasets should be used to train Al
systems. During the Al audit, the external auditors explored that by asking how datasets had
been collected, cleaned, and processed. However, such EBA procedures are only effective in
evaluating Al systems trained in-house. For systems procured from external vendors, neither
AstraZeneca nor the independent auditors had full visibility of the internal processes of, or the
data used by, suppliers and vendors when training these systems. When discussing the training
data for a particular Al system, one participant in an audit meeting stated:

‘I don’t know to be honest. We don’t have access to that data. | have tried to get

access to the same data but without success. You will have to ask [the external

partner].’ (P14)
This has several direct implications for EBA. First, to be effective, the same requirements must
apply to all Al systems used by an organisation. Without harmonised requirements, there is a
risk that potentially sensitive development projects will only be outsourced to external partners.
Second, to be feasible, EBA procedures must encompass a review of corporate procurement
processes. However, that may not necessarily require the creation of additional layers of
governance. Rather, organisations should undertake a gap finding and filling exercise, adding

ethics-based evaluation criteria to existing procurement processes.

4.6.6 Ethics-based auditing as a catalyst for internal change

There are many reasons why organisations subject themselves to EBA. For example, such
audits can help to control technology-related risks and inform Al design choices. However, my
observations from AstraZeneca’s Al audit suggest that organisations also have other
motivations for conducting EBA. These include facilitating agenda setting, serving as a catalyst
for internal change, and expanding organisational units’ mandates.

First, AstraZeneca aims to leverage Al and other data-driven technologies to transform
how research is conducted. Digitalisation has thus been put on top of the corporate agenda.

However, as an organisation’s technological resources evolve, old governance structures risk

% External R&D collaborations benefit innovation by increasing efficiency, reducing costs, and granting access
to valuable resources not available internally (Grimpe & Kaiser 2010).
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becoming ineffective. Hence, AstraZeneca has strong incentives to understand how its internal
governance structures need to change to keep up with operational practices.

Second, while organisational change is often incremental, distinct events — such as an
audit — can catalyse activities that increase the rate of change. Within AstraZeneca, the
upcoming Al audit motivated managers to communicate with their teams about the ethics
principles and incentivised business areas to develop appropriate governance mechanisms to
demonstrate their adherence to those principles. Several interviewees even expressed concerns
about how much focus was put on preparing for the audit as a discrete event:

‘Whenever the upcoming audit took up too much of our internal focus, | felt the

need to remind myself and the team that we are not trying to operationalise Al
governance because of the audit but to do the right thing.’ (P2)

Third, any governance initiative can expand the operational and budgetary mandates of specific
organisational units. For example, depending on how Al governance initiatives are framed,
they might extend the reach of central functions such as IT or increase the resources allocated
to specific CSR initiatives. In AstraZeneca’s case, the sustainability team drove the initial
formulation of the ethics principles. Yet during roll-out, a more decentralised structure
emerged, with each business area responsible for practically implementing the principles.

The point | seek to stress here is that identifying or mitigating harm resulting from Al
failures is not the only reason to implement EBA. EBA procedures can — and often do — serve

other important functions, e.g., catalysing organisational change.

4.6.7 Making verifiable claims on the basis of ethics-based audits

The subject matter of Al audits can be a person, an organisation, a process, a system, or any
combination thereof. The Al audit conducted within AstraZeneca took a process approach in
which the assessment was based on management representation, e.g., through interviews with
key decision-makers and a review of sample documentation. In line with this approach, no
detailed reviews of source codes, data sets, or model outputs were performed. Some
interviewees expressed surprise regarding this:

‘We are only talking about basic assumptions and the completeness of our
documentation. I don’t see what this has to do with AI?’ (P14)

Despite some individuals’ misgivings, the procedure followed during AstraZeneca’s Al audit
is well-supported by previous research. While Al systems may appear opaque, technologies

can always be understood in terms of their designs and intended operational goals (Kroll,
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2018). Similarly, third-party auditors can make verifiable claims about Al systems without
accessing the underlying data and computational models by analysing publicly available
information (Dash et al., 2019).

In fact, EBA procedures that focus on organisational processes have several advantages.
They are less demanding than code audits in terms of access to proprietary data. Since
proprietary protection is one of the main drivers of Al systems’ opacity (Pasquale, 2016), that
facilitates the process of conducting Al audits. Moreover, EBA procedures focusing on
organisational processes are explicitly forward-looking. Rather than conducting post-hoc
evaluations, the auditor and the technology provider collaborate to assess and improve the
processes that shape future Al systems’ properties and safeguards. This helps distinguishing
accountability from blame (Chopra & Singh, 2018).%"

Nevertheless, it is important to remain realistic about what EBA procedures focusing on
organisational processes can be expected to achieve. Such procedures can verify claims about
technology providers” QMS but are fundamentally unable to produce verifiable claims about
the impacts that autonomous, self-learning Al systems that co-evolve with complex

environments may have over time.

4.6.8 Measuring progress and demonstrating success

Social phenomena are increasingly measured, described, and influenced by numbers,% and the
corporate governance field is no exception. Since Taylor, management scholars have refined
metrics to measure and control workers’ productivity as well as the societal impact and
environmental footprint of products and services (Cuguero-Escofet & Rosanas, 2017; Islam &
Greenwood, 2021).5° Such metrics are relevant for EBA for two reasons. First, organisations
investing in Al governance want to be able to point towards tangible improvements. Second,
ethical decision-making requires a frame of reference, i.e., a baseline against which normative
judgements can be made. EBA producers should, therefore, include metrics that quantify the

behaviour of technology providers and the Al systems they design and deploy.

57 According to Diakopoulos (2021), what is needed to operationalise Al governance in an organisation is a map
that models the assignment of responsibility based on the ethical expectations of different actors.

% See Mau (2019)for an excellent account of the growing tendency to quantify the social world and how that
process changes our assignment of worth.

% Note that organisational performance metrics need not be based on financial measures alone. The perhaps most
famous example of this is ‘the balanced scorecard’ (Kaplan & Norton, 1996).
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Recently, much literature has focused on measuring and assessing the performance of
different Al systems along normative dimensions such as fairness, transparency, and
accountability (Hoffmann et al., 2018). For example, Wachter et al. (2021) compiled a list
containing over 20 different fairness metrics, accompanied by a guide for choosing the most
appropriate one for different use cases. These metrics can, in turn, be leveraged by conceptual
tools or software that measure, evaluate, or visualise one or more properties of Al systems
during EBA (Bellamy et al., 2019; Cabrera et al., 2019).

However, the use of metrics during Al audits is not unproblematic. Goodheart’s Law
reminds us that when a measure becomes a target, it ceases to be a good metric (Greenfield,
2017). Moreover, as Lee et al. (2021) argue, reductionist representations of normative values
(like fairness) often bear little resemblance to how these notions are experienced in real-life. In
practice, different principles often conflict and require trade-offs (Mittelstadt, 2019). Similarly,
different definitions of fairness — like individual fairness and demographic parity —are mutually
exclusive (Kusner et al., 2017; Verma & Rubin, 2018)

How suitable different metrics are for specific EBA procedures depends on the nature
of the audit. For AstraZeneca’s process audit, the metrics employed aimed at capturing the
extent to which best practices within software development were followed and appropriate
safeguards were in place. One way to do so would have been to record ‘Yes’/’No’ answers to
simple checklists. Such an approach has some support; by formalising ad-hoc processes and
empowering individual advocates, checklists help organisations identify risks and tensions
(Madaio et al., 2020). Yet simply having a checklist is insufficient to ensure that Al systems
are designed and used ethically and safely (McNamara et al., 2018) and previous research has
found that checklists risk reducing auditing to a box-ticking exercise (Raji et al., 2020).

Rather than using binary checklists, the auditors in AstraZeneca’s case made use of open-
ended questions that allowed managers and developers to articulate how (and why) specific Al
systems were built.”® Indeed, the most fruitful moments happened when AstraZeneca’s in-
house experts and the external auditors jointly discussed the merits of different ways of
measuring the properties of specific Al models — thereby challenging the assumptions that
underpin concepts like fairness or transparency. For example, AstraZeneca staff were asked to

consider questions like: do we have rules about when and how we use Al systems? and what

0 Here, a parallel can be made to ‘Ethical Foresight Analysis’, a method based on Failure Modes and Effects
Analysis (FMEA), which is standard practice in safety engineering (Floridi & Strait 2020).
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evidence can we use to determine whether an Al system we design is ‘fair’ or ‘robust’? As one
of the external auditors put it:

‘The really rich information comes not from asking a pre-curated list of questions,
but from listening to the answers and asking relevant follow-up questions.’ (P9)

Taken together, my observations before, during, and after AstraZeneca’s Al audit suggest that
the primary purpose of metrics in the process of operationalising Al governance is not to decide
whether a specific system is ‘ethical’ or not, but rather to spark ethical deliberation, inform
design choices, and help visualise the normative values embedded in that system. This
observation is compatible with the claim that multi-dimensional Pareto frontiers can be used to
strike publicly justifiable tradeoffs between competing criteria (Kearns & Roth, 2020). Thus, a
fruitful avenue for future research would be to develop a guide on when and how to use

different metrics in the software development lifecycle and as part of holistic EBA procedures.

4.6.9 The costs associated with ethics-based audits

Efforts to operationalise Al governance inevitably incur both financial and administrative
costs. In the case of EBA, that includes initial costs (e.g., time and resources invested in
preparing for the audit as well as the procurement of audit services and test data) and variable
costs (e.g., the costs of implementing and adhering to an audit’s recommendations, such as
additional steps in the development process or continuous human oversight).”

To start with, formulating organisational values bottom-up is a time-consuming
activity. In AstraZeneca’s case, the process of drafting and agreeing on the ethics principles
included multiple consultations with executive leaders on strategy, with senior developers to
understand Al-related risks, with heads of different business areas to compare the agreed-upon
principles with existing codes of conduct, as well as with academic researchers and industry
experts to receive external feedback. Subsequently, the ethics principles had to be
communicated, anchored, and implemented across the organisation (another labour-intensive
activity). Beyond the time invested by senior leaders and individual employees, approximately
four full-time staff worked on driving and coordinating the implementation of Al governance
within AstraZeneca during 2020 and 2021.

™ This is nothing new. Already in 1980, Weiss published an article titled Auditability of Software: A Survey of
Techniques and Costs.

108



During the Al audit in Q4 2021, the demands on manual resources increased. A team
of auditors were contracted to evaluate AstraZeneca’s overarching Al governance structure and
conduct in-depth reviews of selected Al development projects and use cases. The Al audit took
14 weeks to conduct. Throughout, AstraZeneca employees allocated time to provide the
auditors with documents and answer detailed questions during interviews. Taken together,
around 2,000 person-hours were invested in the audit, even though it was relatively light-touch
and did not involve any technical tests of individual Al models.

These numbers only give a ballpark indication of the costs associated with EBA.
Indeed, quantifying the costs associated with any governance mechanism is difficult. Take the
ongoing debate concerning the costs of complying with the AIA as an example. According to
the European Commission, obtaining certification for an Al system in line with the AIA will
cost on average EUR 16,800-23,000, corresponding to approximately 10-14% of the
development cost (Renda et al., 2021). While those numbers have been supported by
independent researchers (Haataja & Bryson, 2021), the critics claim that the official estimates
are too low and fail to incorporate the long-term effects of the legislation such as reduced
investments in Al research (Mueller, 2021).

The discussion around the cost of complying with the EU AIA illustrates that a
governance mechanism’s financial viability does not hinge on its direct costs alone but also on
long-term opportunity costs and transformative effects. After all, one of the main reasons why
technology providers engage with auditors is that it is cheaper and easier to address system
vulnerabilities early in the development process. For example, it can cost up to 15 times more
to fix a software bug found during the testing phase than fixing the same bug found in the
design phase (Dawson et al., 2010). This suggests that — despite the associated costs —

businesses have clear incentives to design and implement effective EBA procedures.

4.7 Limitations and reflections

Conducting qualitative research is challenging and bound to result in methodological
shortcomings (Miles & Huberman, 1994). Here, | discuss important limitations with regards to
the validity, independence, and generalisability of the findings.

Consider validity first. Since this study relied on descriptive methods, it is most relevant
to consider construct validity, i.e., the ability to link research observations to their intended
theoretical constructs (Smith, 2014). For example, it is difficult to assess the ethical risks posed

by specific Al systems. Therefore, | exclusively focused on observing and describing the
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challenges organisations face when implementing EBA procedures, rather than identifying or
measuring the effects such procedures have on the behaviour of Al systems. A further risk
related to validity concerns the possibility of replicating findings from previous research due
to confirmation bias (Wolf, 2011). While difficult to eliminate, this risk was managed through
an iterative process, with findings from the literature and the case study continuously informing
each other. In fact, including longitudinal case studies helps strengthen the validity of
nonexperimental research designs (Levendusky, 2013).

Another limitation concerns the independence of the research. As mentioned, my
doctoral research is funded through an Oxford-AstraZeneca studentship. When such
dependencies exist, researchers may feel pressured to produce ‘positive’ results, i.e., findings
that the industry partner wants to hear (Maruyama & Ryan, 2014). To manage this risk, I
communicated clear boundaries regarding my role as an independent researcher. | also
followed best practices in research ethics, e.g., informing all parties about the constructively
critical nature of my work.

That said, it is useful to reflect a bit more about my positionality and how my presence
influenced the process | studied. It was not easy — neither for me nor for AstraZeneca’s staff —
to separate my role as an independent researcher studying the EBA from my role as an
academic with relevant expertise who happened to be in the room as real-world challenges
were being addressed. Over the course of my research, | have accumulated some knowledge of
how other organisations design their EBA procedures. Hence, | was often asked for advice by
managers and software developers at AstraZeneca on how to approach specific issues, like how
to demarcate the material scope of the EBA or what evaluation metrics to use during the audit.
As aresearcher, | did not want to engage directly with such questions, since my role could then
have drifted into becoming a member of the team conducting the audit. However, as a human,
| felt a desire to help. In the end, | came up with two strategies to manage this tension. First,
while | did not give my opinion on how to address specific issues, | did provide direction to
different sources where AstraZeneca could learn more about available policy design options.
Second, | noted down questions that were of mutual interest to me and AstraZeneca, to be
explored after the observational case study had been completed. For example, Chapter 6 in this
thesis is the result of an industry-academia research collaboration between me and AstraZeneca

that was informed by the findings of this case study and launched after its completion.”2

2 See also Mokander et al (2022b) Challenges and Best Practices in Corporate Al Governance.
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A final set of limitations concerns the generalisability of the case study’s findings.
Inevitably, the input provided by the industry partner can be biased or contextually limited
(Morgan et al., 2016). Moreover, data controllers (like AstraZeneca) have an interest in not
disclosing trade secrets (Flyvbjerg, 2001). | sought to reduce the risk that biased input distorts
the analysis by triangulating the information provided by AstraZeneca employees with other
sources. Still, the findings from the case study should not be treated as neutral, but rather as
context-specific knowledge (Jackall, 2010).

These limitations do not mean that the findings cannot be generalised. Indeed,
AstraZeneca’s efforts to operationalise Al governance are highly representative of the many
large firms that have recently adopted ethics principles for designing and deploying Al systems.
Notable examples include BMW Group (2020), IBM (Cutler et al., 2018), Google (2018), and
Microsoft (2019). Having published a series of articles on EBA, | am often approached by
technology providers and auditors who are looking to conduct EBA. In some cases, they seek
my advice on how to structure EBA and, in other cases, a more active collaboration. Because
of time constraints, | have been very selective about which projects | engage with. That said,
have always tried to make room for initial meetings with different actors to explore the
motivations they have and the challenges they face. Over the last three years, | have therefore
met with numerous industry firms seeking to implement EBA, professional service providers
that offer EBA services, and policymakers seeking to enable the emergence of feasible and
effective EBA procedures. My experience from these interactions is that most organisations
seeking to develop or implement EBA procedures face similar challenges. The findings
presented in Section 4.6 will thus be (at least in part) relevant to other large corporations

attempting to integrate EBA procedures within existing governance structures.

4.8 Discussion

A new industry that focuses on auditing Al systems is emerging. The proposed EU AIA, which
sketches the contours of a professionalised Al auditing ecosystem (more on this in Chapter 5),
is likely to accelerate this trend. In such a fast-moving and high-stakes environment, it is
essential that policymakers and industry practitioners understand the conditions under which
EBA is a feasible and effective mechanism for operationalising Al governance. The findings
from my industry case study helps further such an understanding.

To start with, my case study has illustrated that different EBA procedures serve

different purposes. Process audits — such as that undertaken by AstraZeneca — are well suited
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to verifying claims about the QMS a particular technology provider has in place as well as to
identifying, assessing, and mitigating risks throughout the Al life cycle. Compared to code
audits, they are also less demanding in terms of access to proprietary information and sensitive
data. However, EBA procedures that do not include any technical elements are fundamentally
unable to produce verifiable claims about the effects autonomous and self-learning Al systems
may have over time.

In terms of implementation, my observations suggest that EBA procedures are most
likely to be effective when integrated into existing governance structures. That is because EBA
procedures that duplicate existing structures may be perceived as unnecessary by the managers
and developers expected to implement them. Similarly, efforts to operationalise Al governance
through EBA are most effective when internal communication is centred around how this
would help employees with their daily tasks. In contrast, EBA procedures that are perceived as
filling only abstract functions are easily reduced to box-ticking exercises — thereby failing to
positively influence the design and deployment of Al systems. Best practice thus demands that
Al auditors — whether internal or external — collaborate with managers and software developers
to counteract problems related to unethical uses of, and unforeseen risks posed by, Al systems.

Organisations attempting to operationalise Al governance through EBA will inevitably
face at least three critical challenges. First, EBA’s feasibility as a governance mechanism is
undermined by the difficulty of harmonising standards across decentralised organisations. Al
audits require a pre-defined baseline against which organisational units, processes, or systems
can be evaluated. However, like AstraZeneca, large multinational organisations often comprise
distinct business areas operating independently. Mandating uniform Al governance structures
top-down thus poses challenges to the entire way such organisations are structured and run.

Second, the lack of a well-defined material scope for Al governance constitutes an
obstacle to EBA. As illustrated by AstraZeneca’s difficulty to establish the material scope of
their EBA, questions as to which systems and processes Al governance frameworks ought to
apply to remain unanswered. Nevertheless, pragmatic problem-solving demands that things
should be sorted so that their grouping will promote successful actions for some specific end.
As a result, it will remain difficult for any EBA procedure to produce verifiable claims until
the material scope of Al governance is accepted throughout an organisation.

Third, unresolved tensions related to procurement and external R&D collaborations risk
undermining Al audits’ effectiveness. To operationalise Al governance, EBA procedures must
treat Al systems developed in-house and those procured from third-party vendors equally. If

not, new internal governance structures may cause unethical (or risky) development projects to
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be outsourced. This is akin to what (Floridi, 2019b) has labelled ‘ethics dumping’, i.e., the
malpractice of exporting unethical activities to countries (or organisations) where there are
weaker legal and ethical frameworks and governance mechanisms. The solution here would be
for organisations to include alignment with internal Al governance policies as a criterion in
future procurement processes and contractual agreements with external R&D collaborators.
While the conclusions offered above may not be surprising, they nonetheless stand in
contrast to what has hitherto been the focus of academic research in this field. Simplified,
previous research on EBA fall into one of two categories. The first consists of works that draw
on legal theory as well as political and moral philosophy to justify why EBA is needed. The
second consists of works that draw on computer science or systems engineering to specify how
EBA ought to be conducted. However, both the best practices and the challenges highlighted
in this chapter indicate that the main difficulties organisations face when conducting Al audits
mirror classical governance challenges. This indicates that not only computer scientists,
engineers, philosophers, and lawyers but also management scholars need to be involved in the

research on how to design EBA procedures.”

4.9 Concluding remarks

As mentioned in Chapter 1, the purpose of this thesis is to better equip societies to reap the
benefits of ADMS while managing the associated risks by exploring whether and how EBA
can help organisations design and deploy Al systems in ways that align with their
organisational values. This chapter has furthered that purpose by providing new qualitative
knowledge about the organisational context in which EBA procedures must be integrated to be
feasible and effective in practice. It has also filled an important gap in the existing literature.
To the best of my knowledge, the case study of AstraZeneca’s EBA reported on in this chapter
constitutes the first study in which an independent researcher has been able to observe the
internal activities of a technology provider before, during and after an EBA.

Focusing on the descriptive level of my research, this chapter set out to explore:

SQ2 How do organisations integrate EBA within existing governance structures, and what

challenges do they face in the process?

3 This conclusion reiterates findings from previous research. See e.g., Raisch & Krakowski (2021).
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While a single case study cannot provide a conclusive answer to this question, the findings of
my empirical research offer several clues. To begin with, my observational data indicated that
technology providers have strong incentives to subject themselves to EBA. In AstraZeneca’s
case, the motivating factors included (i) the need to manage financial, legal, and reputational
risks, (ii) the competitive pressures forcing technology providers to continuously improve their
QMS, and (iii) the desire of individuals to design and use ADMS responsibly.

At the same time, my findings suggest that technology providers will face several
challenges when seeking to implement EBA procedures and integrate them with existing
governance structures. For example, AstraZeneca struggled to harmonise standards across a
decentralised organisation, demarcate the material scope for ADMS governance, define key
performance indicators for Al systems, and act on the results produced by EBA. In each case,
the challenges faced mirrors well-known corporate governance challenges. This points towards
a critical gap in the existing literature, which has focused on developing technical tools or step-
by-step procedures for how to audit Al systems. The findings presented in this chapter,
however, suggest that the main bottleneck to implementing EBA procedures is not a lack of
tools but that these are not being employed in a rigorous and structured manner due to
economic, social, and organisational factors.

The foregoing conclusion suggests that there are indeed serious difficulties involved in
designing and implementing feasible and effective EBA procedures. However, the picture is
not all bleak. When engaging in pragmatic problem solving, the first step is to correctly identify
and adequately describe the problem at hand (Prasad, 2020). The implementation challenges
identified and described in this chapter will thus form the basis for my applied research in the
remaining chapters of this thesis. For example, Chapter 6 — which explores how the material
scope of ADMS governance can be demarcated — was written in response to my empirical
findings in this chapter.

Finally, not only the difficulties different actors face but also their motivations inform
applied research. As I have shown in this chapter, one of the drivers behind AstraZeneca’s
decision to conduct an EBA was to anticipate forthcoming legislation. A potential objection to
EBA would thus be that it will no longer be needed once hard legislation — like the AIA —
comes into force. To assess the strength of that objection, the next chapter will consider SQ3,

i.e., how can EBA complement legislative approaches to managing the risks ADMS pose?
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CHAPTER 5

CONFORMITY ASSESSMENTS AND POST-MARKET
MONITORING: THE ROLE OF AUDITING IN THE EU AIA

Abstract

The European Artificial Intelligence Act (AIA) is the first general legal framework for Al
proposed by any major global economy. As such, it is likely to become a point of reference in
the larger discourse on how Al systems can (and should) be regulated. In this chapter, | describe
and discuss the two primary governance mechanisms proposed in the AlA: the conformity
assessments that providers of high-risk Al systems are expected to conduct, and the post-
market monitoring plans that providers must establish to document the performance of high-
risk Al systems throughout their lifetimes. In doing so, | argue that the AIA can be interpreted
as a proposal to establish a Europe-wide ecosystem for conducting Al auditing, albeit in other
words. Subsequently, | offer three main contributions in this chapter. First, by framing the
governance mechanisms included in the AIA in terminology from existing literature on Al
auditing, | help providers of Al systems understand how they can demonstrate adherence to the
requirements it sets out. Second, by examining the AIA from an auditing perspective, | provide
transferable lessons from previous research and identify areas of the AIA in which further
revisions or clarifications are needed. Third, by showing that the AIA also encourages
technology providers to adopt voluntary codes of conduct even for non-high-risk Al systems,
| demonstrate that voluntary, ethics-based, auditing procedures are compatible with, and
complementary to, the governance mechanisms included in the AlA.

Note

This chapter is based on a peer-reviewed journal article published in Minds and Machines (see
Mokander et al., 2022a).”* In this chapter, I use the term ‘Al systems’ to refer to ADMS to
reflect the vocabulary used by the European Commission in the AIA. When adapting the text
into a thesis chapter, | took the opportunity to include references to amendments to EU AIA

that have been submitted since my original article was first published.

" The article was co-authored with Maria Axente, Federico Casolari, and Luciano Floridi. Please see Appendix
3, 4, and 5 for an authorship statement.
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5.1 Introduction

5.1.1 Background

On 21 April 2021, the European Commission published its proposal for a new Artificial
Intelligence Act (AIA).” The AIA builds on several recent initiatives and publications that
collectively have foreshadowed EU legislation on Al. For example, in the Ethics Guidelines
for Trustworthy Al, Al HLEG (the European Commission’s High-Level Expert Group on Al)
stipulated that Al systems should be ethical, lawful, and technically robust. Building on these
guidelines, the European Commission (2020b) subsequently published a White Paper on Al, in
which the risk-based approach to Al governance that permeates the AIA was first outlined.
Also significantly, the AIA is supposed to constitute a core part of the EU digital single market
strategy; indeed, it aims at ensuring the proper functioning of the internal market by setting
harmonised rules on the development and use of products and services that make use of Al
technologies or are provided as stand-alone Al systems within the Union market. In short, the
AIA is a natural continuation of what can be called an EU approach’ to Al governance.’®

The AIA has attracted much attention from policymakers, regulators, commentators,
and businesses across the globe. It is the first attempt by any major economy to elaborate a
general legal framework for Al. It is also expected to have a significant impact outside the EU’s
borders. This impact would be both direct, because the AIA applies to any Al system used in
the EU irrespective of where providers are placed (AlA: Article 2); and indirect, because of the
‘Brussels effect” (Bradford, 2012, 2020), whereby multinational organisations choose to
harmonise all their international practices with EU laws.”” Hence, in addition to constituting
proposed legislation in its own right, the AIA is also likely to become a point of reference in

the larger discourse on how Al systems can (and should) be regulated.

5.1.2 Scope and contribution

The initial reactions to the AIA have been many and disparate. | will return to highlight some

of the points raised by different commentators. However, the purpose of this chapter is neither

S Its full name reads ‘Proposal for a regulation of the European Parliament and of the Council laying down
harmonised rules on artificial intelligence (AlA) and amending certain Union legislative acts.’

76 Since the AIA’s publication, this European approach to Al governance has been further extended by the Digital
Services Act (European Parliament, 2022a) and the Al Liability Directive (European Parliament, 2022b) .

" Here, a parallel can be made to the (GDPR) (European Parliament, 2016) which, together with the California
Consumer Privacy Act (2018), has become a de facto global standard for data regulation (Barrett, 2019).
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to provide a general commentary on the AIA nor to review the initial reactions to the AIA from
different stakeholders and interest groups. Instead, this chapter focuses on a more specific yet
crucially important question: what is the role of auditing in the AIA?

The AIA only makes limited explicit references to auditing. However, in this chapter,
I use the term ‘auditing’ in a broad sense to refer to structured processes whereby an entity’s
behaviour is assessed for consistency with relevant principles, standards, regulations, or norms
(see Chapter 2). So understood, auditing encapsulates several governance mechanisms
proposed in the AIA, including the ‘conformity assessments’ (AIA: Article 43) that providers’
of high-risk Al systems are expected to conduct and the ‘post-market monitoring plans’ (AIA:
Article 61) that providers must establish to document and analyse the performance of high-risk
Al systems throughout their lifetimes. The AIA can thus be interpreted as a proposal to
establish a Europe-wide ecosystem for conducting Al auditing, albeit in other words.

On a few occasions, the AIA does refer explicitly to auditing. However, these
references are mostly to be found in the annexes. For example, paragraph 5.3 in ANNEX VII
reads as follows: ‘The notified body shall carry out periodic audits to make sure that the
provider maintains and applies the QMS and shall provide the provider with an audit report.’
Naturally, sentences like this cannot be understood except as part of the AIA as a whole since
it requires an understanding of what exactly is meant by notified body, provider, and QMS in
this context. In this chapter, | hope to contribute to such a clarification.

Understanding what role audits are expected to play in the proposed EU legislation is
important for three reasons. First, organisations that design and deploy Al systems need clarity
on how they can prove adherence to the rules laid out in the AIA. From a practical perspective,

the questions thus centre around operational aspects like:

e Material scope: what is being subject to evaluation?

e Normative baseline: according to which metrics are Al systems being evaluated?

e Procedural reqularity: what are the roles and responsibilities of different stakeholders

throughout the auditing process?

The first goal of this chapter is to shed light on these operational questions and, thereby, help

organisations interpret — and adapt to — the proposed EU legislation on Al.

78 ‘Provider’ means a natural or legal person, public authority, or other body that develops Al systems or that has
an Al system that it plans to place on the market, whether for payment or free of charge (AlIA: Article 3).
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The second goal is to inform the ongoing policy development process. By analysing the
role of auditing in the AlA, I seek to anchor the proposed EU legislation in the vast and growing
academic literature on Al auditing. To do so, I conduct a gap analysis, comparing the AIA’s
provisions with best practices for how to audit Al systems. Resulting from this analysis are
seven recommendations on how to further refine the AIA (see Section 5.7).

The third goal of this chapter is to contribute to an improved understanding of what
room the AIA leaves for self-regulation and co-regulation. As illustrated by AstraZeneca’s Al
audit reported on in Chapter 4, a new industry is already emerging whereby professional service
providers offer ethics-based auditing (EBA) services to help organisations design and deploy
Al systems in ways that align with voluntarily adopted codes of conduct or other ethics-
principles. By analysing the role of auditing in the AlA, this chapter thus addresses SQ3, i.e.,
how can EBA complement legislative approaches to managing the risks Al system pose?

Before proceeding any further, it should be acknowledged that the AIA is a proposal.
As such, it has been and will continue to be subject to negotiations and changes.” In fact,
several amendments been submitted to the AIA since the first draft was published. For
example, in November 2021 the Council of the EU shared a first compromise text on the AlA,
which included changes to the definition of high-risk Al systems (Bertuzzi, 2021), and in May
2022, the French Presidency of the Council proposed that the AIA should be revised to better
address the governance challenges posed by ‘general purpose Al systems’, like large language
models (LLMs) (FLI, 2022). Most recently, in December 2022, the Council adopted its
common position on the AIA. However, the proposal is currently under discussion in the
European Parliament and the AIA will only become law once the Council and the Parliament
agree on a common version of the text. My analysis in this chapter is based on the original
draft.8% However, where appropriate | have inserted footnotes to more recent amendments.

The remainder of this chapter proceeds as follows. Section 5.2 provides a high-level
summary of the proposed EU legislation and the societal challenges that it attempts to address.
Section 5.3 reviews previous research to define what I mean by ‘governance mechanisms’ and

‘Al auditing’ in this context. Section 5.4 describes and analyses the two governance

® Even after the European Parliament has given their approval, the Al act will have to pass through
interinstitutional negotiations (trialogue). In the case of the GDPR, the process from first draft to becoming
binding took over four years (EDPS, 2023).

80 Al references this chapter makes to page and article numbers of the AIA similarly refers to the original draft
that was published by the European Commission on 21 April 2021, unless otherwise specified.
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mechanisms currently included in the AlA that can also be understood in terms of Al auditing:
conformity assessments and post-market monitoring. Section 5.5 describes the roles and
responsibilities assigned to different actors at a corporate, national, and Union levels in the
AlA. In doing so, it sketches the contours of an emerging European Al auditing ecosystem.
Section 5.6 analyses the scope for EBA within the framework provided by the AlA. The focus
is on the codes of conduct to which, according to the AIA, providers of non-high-risk Al
systems are encouraged to adhere voluntarily. Section 5.7 moves beyond what is explicitly
proposed in the AIA and provides a gap analysis that identifies areas omitted in the current
proposal or where further clarification may help. Finally, Section 5.8 concludes that, while it
constitutes a step in the right direction, the AIA could benefit from incorporating some lessons
from previous research on auditing. These include, amongst others, translating vague concepts
into verifiable criteria and strengthening the institutional safeguards concerning conformity

assessments based on internal checks.

5.2  The Artificial Intelligence Act: A risk-based approach

The AlA represents the most ambitious attempt to regulate Al systems to date. It seeks to ensure
that Al systems used by — or affecting — people in the EU are safe and respect existing laws
and Union values. The scope of the AlA also includes the use of Al systems by EU institutions,
bodies, and agencies (AlA: Recital 12). To prevent risks and harm to public interests and rights
that are protected by Union law, the AIA proposes extensive documentation, training, and
monitoring requirements on the Al systems that fall under its purview.

However, establishing safeguards against potential harms is not the only objective of
the proposed EU legislation. The AlA also stresses that Al systems can support socially and
environmentally beneficial outcomes and provide critical competitive advantages to European
companies and economies. This claim is well-supported by previous research. For example, Al
systems can improve efficiency and consistency in decision-making processes and enable new
solutions to complex problems (Taddeo & Floridi, 2018). However, the same elements and
techniques that power the socio-economic benefits of Al also bring about new risks for
individuals and societies. Specifically, the combination of relative autonomy, complexity, and
adaptability, underpins both beneficial and problematic uses of Al systems (Dignum, 2017,
Floridi & Sanders, 2004; Russell & Norvig, 2015).

As a result, the capacity to manage the risks Al systems pose is becoming a prerequisite

for good governance. The widespread repercussions Al governance has on other policy areas
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are demonstrated by the fact that the AIA is closely linked to, and coherent with, other
initiatives like the General Product Safety Directive (European Parliament/Council, 2001).

Well aware of this dynamic, the AIA takes as its starting point the twin objectives of
promoting the uptake of Al systems and addressing the governance challenges they pose. This
‘balanced approach’ (AIA: p. 3) has been criticised both by those who contend that the AIA
will ultimately stifle innovation (Dechert, 2021), and by those who argue that it leaves Big
Tech virtually unscathed and that too little attention is paid to algorithmic fairness (MacCarthy
& Propp, 2021). However, | disagree. As | shall argue in the following pages, the AlA is, on
the whole, a good starting point to ensure that the development of Al in the EU is ethically
sound, as well as environmentally and economically sustainable.

Any attempt to govern Al systems implies making a wide range of design choices.
These choices are often difficult and require trade-offs. For example, every regulation needs to
define its material scope (Schuett, 2021). While there is no commonly accepted definition of
Al (Buiten, 2019; Wang, 2019), the definition of Al systems originally proposed in the AIA
is broad by any standard (CDEI, 2021a; Gallo et al., 2021).82 Hence, the AlA is likely to capture
decision-making systems that have been in place for decades, in ways that may be
problematic.83 On the one hand, a broad scope of application may prove to be more permanent,
since it does not hinge on technical features which are likely to change in the near future. On
the other hand, a broad definition risks being over-inclusive, applying to cases that do not need
regulation with respect to the regulatory goal, adding unnecessary financial and administrative
costs. Such burdens may, in turn, undermine the legitimacy of the regulation.

Trying to offset this risk, the AIA proposes different types of obligations for different
types of Al systems. In fact, the most distinguishing characteristic of the proposed EU
legislation is its proportionate, risk-based approach.®* Simplified, the AIA clusters Al systems

81 According to John McCarthy (2007), Al can be understood as the science and engineering of making intelligent
machines. Machine learning (ML), i.e., the study of computer algorithms that can improve automatically through
experience and by the use of data (Mitchell, 1997), could thus be viewed as a subset of Al.

8 For the purpose of the proposed European legislation, the term ‘Al system’ refers not only to machine learning
techniques but also to a wide range of statistical approaches (AIA: ANNEX I).

8 The material scope has been subject to much debate (Bryson, 2022), and recent reports suggest that the European
Parliament may settle for a narrower definition of Al systems, as proposed in the latest compromise text adopted
by the Council (Bertuzzi, 2023).

84 This risk-based approach can be traced back to publications like the White Paper on Artificial Intelligence
(European Commission, 2020b) and the Recommendation of the Data Ethics Commission (DEK, 2018).

120



into three risk levels:®® AT systems that pose ‘unacceptable risk’, ‘high risk’, and “little or no
risk” (AIA’s Explanatory Memorandum: p. 12). The governance requirements differ between
the three risk levels. Al systems that are deemed to pose an unacceptable risk, e.g., by posing
a clear threat to people’s safety, will be straight out banned. This includes the prohibition of Al
systems used for general-purpose social scoring and real-time remote biometric identification
of natural persons in public spaces for law enforcement.

In contrast, Al systems that pose little or no risk are not subject to any interventions
stipulated in the AIA, exempt from some specific transparency obligations.®® According to the
AlA, the vast majority of Al systems are expected to fall into this category. However, in
between these two extremes, there are a wide range of so-called ‘high-risk’ Al systems, that
will be subject to strict obligations before they may be put on the market. To ensure a consistent
level of protection from all high-risk Al systems, a common normative standard has been
established. That standard is based on the EU Charter of fundamental rights and shall be non-
discriminatory and in line with the EU’s international trade commitments (AIA: Recital 13).

Figure 9 below provides a simplified illustration of the risk-based approach.

Figure 9. The risk-based approach to Al governance proposed in the AIA.
Use case may be permitted

%[ Unacceptable risk
but must comply with strict |
. . rules concerning risk i
High risk ’ management, data quality,

Risk-
level?

Al System
(Use case)

....................

and technical
%[ Low- or no risk

documentation
The requirements for high-risk Al systems include the establishment of a risk management

system, the identification and mitigation of known and foreseeable risks, an adequate testing

8 When determining the risk-level, factors taken into account include the intended purpose of the system, the
extent to which the system is likely to be used, and the potential for harm or adverse impacts (AlA: Article 7).

8 For example, when using a chat bot, users should be made aware of the fact that they are interacting with a
machine, rather than a human operator (AlA: Article 52).
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and validation procedures (AlA: Chapter 2 of Title Il1). However, the AIA does not define
rules for specific technologies. Instead, it seeks to establish processes for identifying those use
cases requiring additional layers of governance to support specific policy goals. For example,
the AIA demands that the technical documentation accompanying a high-risk Al system shall
include ‘a general description of its intended purpose’ as well as ‘a detailed description of the
key design choices and assumptions made in the development process’ (AIA: ANNEX V).

While such measures contribute to procedural regularity and transparency, they also
leave significant room for providers to develop and pilot new Al systems. A parallel can be
made to what Loi et al. (2020) called transparency as design publicity, whereby organisations
that design or deploy Al systems are expected to publicise the intentional explanation of the
use of a specific system as well as the procedural justification of the decision it takes.

In Section 5.4, I will discuss how the AIA requirements on high-risk Al systems relate
to Al auditing. However, to do so | must first clarify what is meant by Al auditing in this
context. Thus, the following section provides a brief overview of previous research on Al

governance in general and Al auditing in particular.

5.3 Previous research: Al governance mechanisms and Al auditing

To be successfully implemented, every regulation needs to be linked to effective governance
mechanisms, i.e., activities, structures, and controls wielded by various parties to influence and
achieve normative ends (Baldwin & Cave, 1999). Responding to the growing need for Al
governance, a wide range of governance mechanisms have been developed that organisations
can employ to ensure that the Al systems they design and deploy are legal, ethical, and
technically robust. Some governance mechanisms focus on embedding ethical values into Al
systems through proactive design (IEEE, 2019). Others are akin to what the (CDEI, 2021a)
calls ‘assurance techniques.’ These include, amongst others, algorithmic impact assessment
(ECP, 2018) and certification of Al systems (Scherer, 2016).

The proposed EU legislation on Al includes several governance mechanisms. Most
notably, the providers of high-risk Al systems that fail to comply with the requirements
stipulated in the AIA risk hefty fines. For example, non-compliance with the prohibition of
specific uses of Al systems may subject providers to fines of up to 30,000 EUR, or 6% of their
total annual turnover, whichever is higher (AlA: Article 71). However, before determining
whether a specific Al system is legal, one must consider which mechanisms are available to

establish its behaviour and performance (i.e., what it is doing at all).
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This is where auditing comes in: auditing can be understood as a mechanism that helps
organisations verify claims about the Al systems that they design and use. Building on previous
work (Brundage et al., 2020), | define auditing as a structured process whereby an entity’s
present or past behaviour and performance is assessed for consistency with relevant principles,
regulations and norms.®” Note that while Brundage et al. focused on organisational audits, |
stress that the entity in question, i.e., the subject of the audit, can be a person, an organisational
unit, or a technical system.®® Importantly, these different types of audits are not mutually
exclusive but rather crucially complementary. To see that this is so, one need only consider the
AlA, wherein some legal requirements concern the conduct of organisations that provide Al
systems,®® whereas others concern the technical properties of specific Al systems.®

Auditing differs from merely publishing a code of conduct because its primary goal is
to show adherence to a predefined baseline (ICO, 2020). So understood, auditing has a long
history of promoting trust and transparency in areas like financial accounting and safety
engineering, as shown in Chapter 2. Concerning Al governance, auditing can be employed for
several distinct yet related purposes. For example, Brown et al. (2021) noted that Al auditing
could be used (i) by regulators to assess whether a specific Al system meets legal standards;
(i) by providers or end-users of Al systems to mitigate or control reputational risks; and (iii)
by other stakeholders (including customers, investors, and civil rights groups) who want to
make informed decisions about the way they engage with specific companies or products. The
main takeaway is that all the above-listed applications of Al auditing align with — and have the

potential to support — the stated objectives of the proposed EU legislation.®*

5.4 Conformity assessments and post-market monitoring in the AIA

From an auditing perspective, two governance mechanisms in the AIA are especially relevant.

First, the conformity assessments that providers need to conduct before putting high-risk Al

87 A systems’ behaviour and performance cover both ‘what’ it does and ‘how’ it does it.

8 Different stakeholders are accountable for different steps in the process of developing Al systems. Hence, not
only software developers and operators, but also managers and downstream users, could be subjected to EBA.

8 For example, Al providers will be obliged to provide meaningful information about their systems and the
conformity assessments carried out on those systems (AIA’s Explanatory Memorandum: p. 12).

% Al systems should be resilient against risks connected to the limitations of the system and against malicious
actions that may result in harmful or otherwise undesirable behaviour (AIA’s Explanatory Memorandum: p. 30).
% In addition to ensuring that Al systems are safe and respect existing laws, the objectives of the AIA include
facilitating investments, innovation, and — as already mentioned — the development of a single European market
(AIA’s Explanatory Memorandum: p. 3).
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systems on the market (AlA: Article 43) and second, the post-market monitoring plans that
providers shall establish to document the performance of high-risk Al systems throughout their

lifetimes (AlA: Article 61). In this section, | will consider these in turn.

5.4.1 Conformity assessments

In line with the AIA’s risk-based approach, high-risk Al systems are only permitted on the EU
market if they have been subjected to (and withstood) an ex-ante conformity assessment.®2
Through such conformity assessments, providers can show that their high-risk Al systems
comply with the requirements set out in the AIA. Once a high-risk Al system has demonstrated
conformity with the AIA — and received a so-called CE marking — it can be deployed in, and
move freely within, the internal EU market (AlA: Article 44).

There are three different ways in which these conformity assessments can be conducted.
Which type of conformity assessment is appropriate in a specific case depends on the nature of
the high-risk Al system. Consider first the many high-risk Al systems used as safety
components of consumer products that are already subject to third-party ex-ante conformity
assessments under current product safety law. These include, for example, Al systems that are
parts of medical devices or toys. In these cases, the requirements set out in the AIA will be
‘integrated into existing sectoral safety legislation’ (AIA’s Explanatory Memorandum: p. 4).
The reason for this is to avoid duplicating administrative burdens and to maintain clear roles
and responsibilities while ensuring a strong consistency among the different strands of EU
legislation. However, it also implies that no ‘Al specific’ conformity assessments will take
place. Instead, compliance with the AIA will be assessed through the third-party conformity
assessment procedures already established in each sector.

High-risk Al systems that do not fall into the first category are referred to as ‘stand-
alone’ systems. The complete list of stand-alone, high-risk Al systems subject to conformity
assessments is found in ANNEX 111 to the AIA. These include Al systems used in recruitment,
determining access to educational institutions, and profiling persons for law enforcement, to
mention a few notable examples. All stand-alone high-risk Al systems must comply with the
requirements set out in the AIA. However, providers of stand-alone, high-risk Al systems have
two options for how to conduct ex-ante conformity assessments. They can either (a) conduct

ex-ante conformity assessments based on internal control, or (b) involve a third-party auditor

92 Ex-ante or ‘before the event’ conformity assessments take place before a system is placed on the market. In
contrast, post-market monitoring is a type of ex-post compliance check.
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(i.e., a notified body, more on this in Section 5.5) to assess their QMS and technical
documentation (AlA: Article 43).

Procedure (a) is only an option where the stand-alone, high-risk Al system is fully
compliant with the requirements set out in Chapter 2 of Title 111 of the AIA. When, in contrast,
the compliance is only partial (or harmonised standards do not yet exist) providers are obliged
to follow procedure (b). This may seem opaque. However, Figure 10 illustrates through a

simple flow-chart when different ways for conducting conformity assessments apply.

Figure 10. Ways to conduct conformity assessments for high-risk Al systems.

Scope
High-risk
Al System
Type of
system
Type of
Al system?
Component in ‘Stand-alone’
consumer product Al system
Type of
application
AIA*
compliance?
. Partial compliance or
[ Full compliance ] [ lack of standards ]
Conformity Conformity assessment Conformity assessment Conformity assessment
assessment conducted as part of i i based on internal i with the involvement
existing sectoral i control i of anotified body

safety legislation

Ultimately, the legal requirements are the same for all high-risk Al systems. According to

ANNEX IV in the AIA, these include, amongst others, obligations on the provider to:
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(i) Document the intended purpose of the Al system in question,
(if)  Provide detailed user instructions,

(iii) Disclose the methods used to develop the system, and

(iv) Justify the critical design choices made by the provider.

However, in practice, not all high-risk Al systems will be subjected to third-party (i.e., external)
ex-ante conformity assessments. The conformity assessments based on internal control that
some providers of stand-alone, high-risk Al systems will have to conduct are more akin to what
in the Al auditing literature is referred to as internal auditing. These internal checks would
include properly documented ex-ante compliance with all requirements of the proposed EU
legislation and establishing robust quality and risk management systems per Article 17 in the
AlA. In addition, the internal conformity assessment should be accompanied by technical
documentation concerning internal governance processes (AlA: Article 18).

Both external and internal audits come with their own sets of strengths and weaknesses.
Because external audits help address concerns about the incentives for accuracy in self-
reporting, they are typically required for formal verification and certification procedures
(Brundage et al., 2020). However, external audits are fundamentally limited by a lack of access
to internal processes at the audited organisation (Raji et al., 2020). Hence, they have a limited
impact on how Al systems are designed. At the same time, organisations often employ internal
audits to check the process in which Al systems are developed (Raji et al., 2020). While they
run an increased risk of collusion between auditors and auditee, internal audits can thus
constitute a first step towards making informed model design decisions (Saleiro et al., 2018).

Of course, the Commission is aware of the risks associated with internal audits.
However, the Al sector is very innovative, and expertise for Al auditing is only now being
developed. Hence, the choice of mechanism design is justified in the AIA by the fact that the
providers of stand-alone, high-risk Al systems are best placed to intervene in the early stages
of the system development process. Further, while internal conformity assessments rely on the
active collaboration of providers of high-risk Al systems, the AIA includes several safeguards
against negligent behaviour on their parts. After performing the conformity assessment,
providers of high-risk Al systems must draw up an EU declaration of conformity®® (AIA:

Article 48). This declaration then becomes part of the required documentation accompanying

9 A separate declaration of conformity shall be drawn up for each Al system and kept for 10 years after the Al
system has been placed on the market or put into service.
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the high-risk Al system, which, in turn, serves as a basis for the CE marking. Here, it should
be noted that not only non-compliance but also the failure to communicate proactively and
transparently can subject providers of high-risk Al systems to penalties. Specifically, Article
71 in the AlA stipulates that the supply of incorrect, incomplete, or misleading information in
response to a request from relevant authorities shall be subject to administrative fines.%*

The outline above provides only a brief sketch of the three different paths through
which conformity assessments can be conducted. However, my aim here is only to extract and
make visible the information available in the proposed AlA as currently drafted, not to ‘fill in
the gaps.” In Section 5.7, I will turn to discuss how the AIA could be amended. However, two
areas where further clarification is needed should be highlighted already at this stage. First, the
AIlA only provides limited guidance on how sector-specific conformity assessments will be
conducted in practice. Further, while stressing that that the types of risks posed by an Al system
should be evaluated on a sector-by-sector basis, the AIA does not provide any sector specific
guidance on what type of documentation is needed. Nevertheless, the European Commission
stresses that the AIA will be complemented by other, ongoing, or planned, initiatives. This
includes, for example, revisions of sectoral product legislation such as the Machinery Directive
and the General Product Safety Directive (AIA’s Explanatory Memorandum: p. 5).

Second, there is a lack of clarity about which Al systems, precisely, require conformity
assessments conducted with the involvement of a third-party (procedure (b) in the typology
above). The AlA, as currently drafted, displays a somewhat circular reasoning: procedure (a),
i.e., conformity assessments based on internal control is sufficient for stand-alone Al systems
that are in compliance with the AIA, but how can providers know if a specific Al system is
compliant before the assessment is performed? In the Commission Staff Working Document
accompanying the AIA,% it is suggested that whether the conformity assessment needs to
follow procedure (b) hinges on the intended use of the Al system in question. For example, the
AlA explicitly states that conformity assessments of Al systems intended for remote biometric
identification in public spaces will require the involvement of a third-party (Haataja & Bryson,
2021). However, the list of high-risk areas is likely to change over time, and borderline cases

are bound to emerge. Further clarification will thus be needed — both with regards to the criteria

9410,000,000 EUR or, if the provider is a company, 2 % of its total worldwide annual turnover for the preceding
financial year, whichever is higher (AlA: Article 71).

% See the European Commission (2021c) Commission Staff Working Document: Impact Assessment
Accompanying the Proposal for a Regulation of the European Parliament and of the Council
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used to determine the appropriate conformity assessment procedure for different types of stand-
alone Al systems and the safeguards needed to ensure that technology providers don’t opt for

internal control in cases where the AIA mandates the involvement of third-party auditors.

5.4.2 Post-market monitoring

In addition to the ex-ante conformity assessments described above, providers of high-risk Al
systems are also expected to establish and document post-market monitoring systems. The task
of post-market monitoring is to document and analyse the performance of high-risk Al systems
throughout their lifetime (AlA: Article 61). These ex-post assessments are complementary to
ex-ante certifications since providers of high-risk Al systems are expected to report any serious
incident or any malfunctioning that constitute a breach of Union law (AlA: Article 62). They
are also obliged to take immediately any corrective actions needed to bring the Al system under
conformity or withdraw it from the market (AlA: Article 21).

To detect, report on, and address system failures in effective and systematic ways,
providers must first draft post-market monitoring plans that account for, and are proportionate
to, the nature of their respective Al systems. The post-market monitoring plan is, in turn, part
of the required documentation that constitutes the basis for the conformity declaration (AlA:
ANNEX IV). It is important to note that such ongoing, post-market monitoring is intrinsically
linked to quality management. According to the AIA (Article 17), the main objective of the
QMS is to establish procedures for how high-risk Al systems are designed, tested, and verified.
However, it should also include procedures for data management, record keeping, and
procedures for how to conduct post-market monitoring of the high-risk Al system in question.

Legally mandated post-market monitoring adds a new element and new complexities
to corporate QMS. Providers of high-risk Al systems are not necessarily the ones operating
them. Hence, providers must give users instructions on how to use high-risk Al systems and
cooperate with them to enable post-market monitoring. Consider the requirement that high-risk
Al systems shall be designed with capabilities to automatically record (or ‘log”) their decisions
(AlA: Article 12). These logs can either be controlled by the user, the provider, or a third party,
as per contractual agreements. However, it remains the provider’s responsibility to ensure that,
and plan for how, high-risk Al systems automatically generate logs.

The post-market monitoring plan is complementary to the conformity assessment
because it is based on a different logic. A distinction is often made between three
complementary yet distinct approaches to Al auditing: functionality audits focus on the

rationale behind using an Al system; code audits entail reviewing the source code of an Al
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system; and impact audits investigate the types, severity, and prevalence of effects of an Al
system’s outputs. Whereas the conformity assessments mandated by the AIA entail elements
of both functionality audits and code audits, the post-market monitoring plan adds the element
of impact auditing. This element is specifically important for Al systems that continue to learn,
i.e., update their internal decision-making logic, after being deployed at the market.
Combined, the ex-ante conformity assessments and the post-market monitoring
mandated by the AIA constitute a coordinated and robust basis for enforcing the proposed EU
regulation. However, an enforcement mechanism will only be as good as the institution backing
it. Thus, in the next section, | examine the institutional structure proposed in the AIA, i.e., the
roles and responsibilities of different stakeholders in ensuring that high-risk Al systems comply

with the proposed EU regulations throughout their lifecycles.

5.5 The emergence of an EU Al auditing ecosystem

Ensuring that high-risk Al systems satisfy the various requirements set out in the AIA requires
a well-develop auditing ecosystem that consists of two components. First, an institutional
structure is needed that clarifies the roles and responsibilities of private companies, national
and supranational authorities. This would also include ensuring accountability for different
types of system failures. Second, the actors in the ecosystem need access to well-calibrated
auditing tools and the necessary expertise to carry out the different steps in demonstrating that
high-risk Al systems comply with the AlA. Unfortunately, as noted by the CDEI (2021c), such
an ecosystem does not yet exist. Nevertheless, as well shall see in this section, the proposed
EU legislation already sketches the contours of an emerging European Al auditing ecosystem.

According to the AlA, the ultimate responsibility to ensure compliance and identify and
mitigate compliance breaches rests with the providers and users of high-risk Al systems.
However, to ensure regulatory oversight, the Commission proposes to set up a governance
structure that spans both Union and national levels (AIA ’s Explanatory Memorandum: p. 15).%

At a Union level, a ‘European Artificial Intelligence Board” will be established to share best

% The auditing ecosystem described in the text is subject to some specific adjustments where the AIA interacts
with other pieces of EU legislation. This is the case, for instance, of the Union legislation on financial services.
According to the AlA, the authorities responsible for the supervision and enforcement of the financial services
legislation, including the European Central Bank, should be designated as competent authorities (AlA: Article
63.4). Moreover, where Union institutions, agencies and bodies fall within the scope of the AIA, the European
Data Protections Supervisor shall act as market surveillance authority (AlA: Article 63.6).
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practices among member states and to issue recommendations on uniform administrative
practices (AlA: Article 56). Quite significantly, the AIA does not adopt the ‘agencification®’
approach, which is inherent in the enforcement machinery established in other strands of EU
legislation (including the GDPR). In fact, the European Artificial Intelligence Board is not
conceived as an independent body having a legal personality. Rather, it is understood as a
coordinating structure, chaired by the Commission, where Member States’ and Commission’s
representatives are gathered to facilitate the effective implementation of the AlA.

In addition, the Commission will set up and manage a centralised database for
registering stand-alone, high-risk Al systems (AlA: Article 60). The purpose of the database is
to increase public transparency and enable ex-post supervision by competent authorities.

At a national level, member states will have to designate a competent national authority
to supervise the application and implementation of the AlA. This national supervisory authority
is not supposed to conduct any conformity assessments itself. Instead, it will act as a notifying
authority (AlA: Article 59) that assesses, designates, and notifies third-party organisations that,
in turn, conduct conformity assessments of providers of high-risk Al systems. In the proposed
EU legislation, these third-party organisations are sometimes referred to as ‘conformity
assessment bodies’, but, more often, they are simply called ‘notified bodies’ (AIA: Article
3.22). To become a notified body, an organisation must apply for notification to the notifying
authority of the member state in which they are established.®®

The main task of a notified body is to assess and approve the QMS that providers of
high-risk Al systems use for the design, development, and testing (AIA: ANNEX VII). Further,
the notified body shall examine the technical documentation for each high-risk Al system
produced under the same QMS. Based on these assessments, the notified body shall then
determine whether both the QMS and the technical documentation satisfy the requirements set
out in the AIA. Where conformity has been established, the notified body shall issue an EU
technical documentation assessment certificate.® Figure 11 below provides an overview of the
relationship between different private organisations and institutional bodies in the process of
assessing and certifying stand-alone, high-risk Al systems.

9 The expression ‘agencification’ is normally used to refer to the proliferation of EU agencies within the EU legal
order which has gained a terrific momentum from the 1990s (Chamon, 2016).

% Conformity assessment bodies established in third countries with which the Union has an agreement may be
authorised to carry out the activities of notified bodies under this Regulation (AlA: Article 39).

9 Note that this procedure is only applicable for the conformity assessments of stand-alone high-risk Al systems
that require the involvement of third-party auditors (see Figure 10 on page 125 for guidance).
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Figure 11. Roles and responsibilities during conformity assessments with third-party auditors.
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It is important to note that Figure 11 gives a somewhat idealised picture of the roles and
responsibilities outlined in the AIA. The relationships — here indicated by directional arrows —
are in reality bidirectional. For example, although the national supervisory authority is
responsible for assessing conformity assessment bodies, it does so based on the application and
material submitted by organisations that wish to be notified. % After notification, each notified
body is then assigned a unique identification number by the Commission (AlA: Article 35).
Similarly, while the notified body is responsible for carrying out conformity assessments,
providers of high-risk Al systems have an obligation to make the relationship work. That
includes collaborating with the notified body, providing it with timely access to all resources
and documents that are necessary for a comprehensive assessment to take place,’** and
reporting any severe incidents or malfunctioning of their high-risk Al systems directly to the
national surveillance authority.'% To deliver on these expectations, providers and users of Al

systems may need to appoint new roles within their organisations.

100 To become notified, conformity assessment bodies must demonstrate that they have the structure, competence,
and resources required to fulfil their tasks.

101 When public authorities and notified bodies need to be given access to confidential information or source code
to examine compliance, they are placed under binding confidentiality obligations.

102 Such notification shall be made as soon as possible and, in any event, no later than 15 days after the provider
becomes aware of the serious incident or the malfunctioning (AlA: Article 62).
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There is also a second sense in which Figure 11 is a simplification. It makes the process
looks clear and solidified. In reality, the proposed EU legislation is quite vague and leaves
significant room for interpretation: the language used in the AIA is highly technical, and, in
several instances, multiple terms are used to refer to the same concept. For example, in the
AIA, the terms ’notified body’ and ‘conformity assessment body’ seems to be used
interchangeably (AIA: Article 3.21 and 3.22). However, based on the tasks ascribed to the
notified bodies, they could also have been called ‘auditing bodies.” Similarly, what the AIA
calls’ notifying body’ is equivalent to what is commonly known as ‘accreditation body.” Most
EU member states already have national accreditation bodies, and the AIA (Article 30) even
highlights that these can be designated as notifying authorities. In 5.7, | shall discuss different
points that demand clarification in greater detail. Before doing so, however, the next section
will explore the potential scope for soft governance within the AlA.

5.6  The scope for soft governance within the AIA

In this section, | argue that the AIA should be seen as a complement to — and reinforcement of
— the wide range of initiatives launched by both regulators and technology providers in recent
years to ensure that Al systems are legal, ethical, and technically robust. Specifically, | stress
that there will remain a demand for voluntary ‘ethics-based’ audits that allow organisations to
validate claims about their Al systems and demonstrate adherence to ethics principles that go
over and above compliance with the AIA.

To do so, it is useful to first take a step back and consider the distinction between hard
and soft governance mechanisms. Hard governance refers to systems of rules elaborated and
enforced through institutions to govern agents’ behaviour (Floridi, 2018). Examples of hard
governance mechanisms range from legal restrictions on system outputs to the prohibition of
Al systems for specific applications (Koene et al., 2019). Both the conformity assessments and
the mandatory post-market monitoring procedures discussed in the previous section fall into
the category of hard governance mechanisms. In contrast, soft governance embodies
mechanisms that exhibit some degree of contextual flexibility, like subsidies. Put differently,
while hard governance refers to legally binding obligations, soft governance includes non-
binding guidelines, incentives, or support infrastructure (Erdelyi & Goldsmith, 2018).

While analytically useful, the distinction between soft and hard governance is a
simplification of what in reality is a more nuanced spectrum. Within the field of Al governance,

there is a vast literature on both self-governance, which refers to collective, voluntary actions
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of industry members (Rolski et al, 2021) and co-governance, which relies on cooperation
between state and non-state actors to address the social, ethical, and environmental challenges
Al systems pose (Corrigan, 2022). For my purposes, this literature holds two key takeaways.
The first is that the boundary between soft and hard governance mechanisms is seldom hard
and fast. As Corrigan (2022) notes, co-governance refers to a wide spectrum of mechanism that
combine various elements of organisational policies, sector-wide standards, and state-led
regulation. To capture this spectrum, Cave et al. (2008) proposed a ‘Beaufort Scale’ of self-
regulation, that distinguishes between different degrees of government involvement, ranging
from O (pure, unforced, self-regulation) to 11 (government-imposed mandates). With ‘soft
governance’, I thus refer not only to self-regulation but also to the many intermediate degrees
of co-governance in Cave et al.’s taxonomy that allow private actors some degree of flexibility.

The second takeaway is that hard and soft governance mechanisms often complement
and reinforce each other (Hodges, 2015). As Cave et al. (2008) concludes, one of the main
advantages of soft governance is that delegating responsibility to those ‘closer to the action’
enhances the effectiveness of regulatory activities. This is especially important in the case of
Al governance, since laws may not always be up to speed in sectors that experience fast-paced
innovation. Further, decisions made by Al systems may deserve scrutiny even when they are
not illegal. Hence, there will remain room for EBA procedures, whereby organisations can
demonstrate adherence to voluntary standards that go over and above existing regulations.

In and of itself, the AIA constitutes a proposal for hard governance. However, the AIA
also leaves room for soft governance in general and EBA procedures in particular. Most
notably, providers of non-high-risk Al systems are encouraged to draw up and apply voluntary
codes of conduct (AlA: Article 69) related to their internal procedures and the technical
characteristics of their Al systems. The critical difference between these voluntary codes of
conduct and the other requirements in the AlA is that they focus on process management rather
than goal management. This leaves individual organisations free to either draw up ethics
principles of their own, adopt principles recommended by the European Artificial Intelligence
Board, or declare adherence to any other set of standards relevant for their specific industry.

In the context of the AIA, the European Commission has at least two reasons for
encouraging the voluntary use of codes of conduct. The first is to foster the voluntary
application of the requirements set out in the AlA, even to use cases not subjected to mandatory
conformity assessments. It should be noted that — as of now — the proposed EU legislation
imposes no restrictions or obligations on Al systems that are deemed to constitute little or no

risk, such as Al-enabled video games and spam filters (O’Donoghue et al., 2021). However,
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depending on their technical specifications and intended purpose, such systems may also
benefit from compliance with the requirements set out in Chapter 2 of the AIA concerning data
quality, traceability, technical robustness, and accuracy.

The second objective is to promote post-compliance ethical behaviour. Even providers
of high-risk Al systems may benefit from adopting voluntary codes of conduct that go over and
above the requirements set out in the AIA.X® Providers have good reasons to subject
themselves to EBA: just as organisations seek to certify that their operations are sustainable
from an environmental point of view (IEEE, 2019), or demonstrate to consumers that products
are healthy through detailed nutritional labels (Holland et al., 2018), the documentation and
communication of the steps taken to ensure that Al systems are ethically-sound can play a
positive role in both marketing and public relations. By contributing to procedural regularity
in, and transparent communication about, how Al systems are designed and deployed, EBA
can help organisations manage financial and legal risks (Koene et al., 2019), improve public
relations (EIU, 2020), and gain competitive advantages (European Commission, 2019).

As the analysis in this section has demonstrated, the European Commission encourages
the voluntary adoption of codes of conduct and supports the emergence of complementary, soft
governance mechanisms that sit on top of the AlA. This is promising. However, the AIA does
not provide guidance on whether and how adherence to voluntary codes of conduct will be
assessed. This is a missed opportunity, since there is in fact much that regulators can do to
support the feasibility and effectiveness of EBA procedures that emerge bottom up from the
assurance needs of different stakeholders in the Al ecosystem. In the next section, | discuss this

omission alongside other areas where further guidance may be required.

5.7 The need for further guidance

The overall strategy to implement the AIA is clear. Nevertheless, further guidance is needed in
several areas. This section highlights seven such areas with implications for the effectiveness
and feasibility of Al auditing. Before doing so, however, it is worth reiterating that the
recommendations provided in this section feed into an ongoing policy process. Hence, some of

the gaps identified below may yet be ironed out as the AlA is still being revised and amended.

103 Such codes of conduct may, for example, concern commitments to environmental sustainability, stakeholders’
participation in the design of Al systems, or the diversity of development teams.
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5.7.1 Level of abstraction

As many commentators have already noticed, some expectations in the AIA seem ‘too
idealistic’ and will thus require ’a lot more guidance’ (Gallo et al., 2021). Consider the data
quality requirement that ‘training, validation, and testing data sets shall be relevant,
representative, free of errors, and complete’ (AlA: Article 10.3). While this is a laudable vision

statement at a high level of abstraction (LoA),%

it may not be feasible to expect data sets to
be completely ‘free of errors’ in practice. Setting the bar too high, or articulating requirements
in too abstract terms, can backfire since rules that cannot be translated into operational terms
are likely to be regarded only mechanically as a box-ticking exercise. Moreover, unrealistic
expectations may undermine the legitimacy of the framework as a whole (Power, 1997).1%
Again, setting high-level expectations is useful, since expectations help shape the behaviour of
different actors in multi-agent ecosystems (Minkkinen et al., 2021). Nevertheless, the AIA
needs to provide further guidance on lower, and more detailed, LoAs. That is, high-level
visions for data management and software development need to be broken down into applicable
industry standards and evaluation metrics.'% This is particularly important from an auditing

perspective, since audits presuppose a realistic benchmark against which to audit.

5.7.2 Material scope

The material scope of the original draft of the AIA is opaque. In some cases, it looks very
broad. For instance, the definition provided in ANNEX 1| to the AIA encapsulates several
software-developing techniques, including machine learning approaches like deep neural
networks, logic- and knowledge-based approaches like expert systems, and statistical
approaches like Bayesian search and optimisation methods. The idea that a single regulatory
approach could be designed in such a way as to tackle the issues associated with each one of
these technologies is problematic. Ultimately, all that these technologies have in common is

104 A level of abstraction (LoA\) is a finite but non-empty set of observables, which are expected to be the building
blocks in a theory characterised by their very choice (Floridi, 2008). Different LoAs can be nested, disjoined, or
overlapping and need not be hierarchically related (Floridi, 2017a). However, this is not a relativist approach: a
question is always asked for a purpose, and different LoAs can ‘fit’ the purpose more or less successfully.

105 Audits can be viewed as rituals of verification that build trust through procedural regularity (Power, 1997).
Hence, it is essential for the legitimacy of the process that the standard outcome is positive.

106 While standards play an important role in any coordinated response to the risks posed by Al systems (Cihon,
2019), they are of particular importance for audits, since these presuppose a sound baseline to audit against.
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that they process data.’®” A more narrowly defined scope may help providers of Al systems,
third-party auditors, and national authorities direct their resources more effectively. The most
recent compromise text approved by the Council of the EU (2022) addresses this point by
proposing a slightly narrower definition of Al systems.'% However, which definition will be
included in the final version agreed to by the Council, the Parliament, as well as the member
states remains to be seen.

Also problematic is the decision to include an exhaustive list of high-risk Al systems
in the proposed legislation. As stressed by the European Data Protection Board (EDPB) and
the European Data Protection Supervisor (EDPS) in a Joint Opinion on the AIA (EDPB/EDPS,
2021) adopted on 18 June 2021, this technique might create a ‘black-and-white effect’,
undermining the risk-based approach of the Proposal. Further, the list misses some types of
uses which are likely to involve significant risks, e.g., the use of Al for military applications,
for determining insurance premiums, or for health research purposes.'® Problems related to
the material scope of the AIA may also come from the decision to exclude explicitly the
international law enforcement cooperation (AlA: Article 2.4). Taken together, both the broad
definition of ‘Al and the attempt to exhaustively list applications that fall within the material
scope of the AlA risk undermining the purpose of the regulation. Given that the AIA is justified
with reference to the challenges associated with the complexity, unpredictability, and
autonomy of specific Al systems (AIA’s Explanatory Memorandum: p. 2), further clarification

is required as to how the material scope (as currently defined), is linked to that regulatory goal.

5.7.3 Conceptual precision

At times, the language used in the AIA is vague and imprecise. For example, the vague
terminology used in AIA Article 5 to identify the prohibited uses of Al runs the risk of making
such limitations meaningless in practice. In fact, pursuant to that article, Al systems that
‘deploy subliminal techniques beyond a person’s consciousness to distort a person’s behaviour

in ways that may cause harm’ are prohibited. However, digital mediation inevitably influences

107 But so do human decision-makers. And, since they also make mistakes and produce discriminatory or
inconsistent outcomes (Kahneman, 2011), the use of Al systems can sometimes lead to more objective and
potentially fairer decisions (Lepri et al., 2018).

198 Definition of Al systems proposed in the latest compromise text still includes both systems developed through
ML approaches and systems developed through logic- or knowledge-based approaches.

199 1n fact, since Al technologies are quickly evolving, there is a real risk that any detailed list of so-called high-
risk use-cases will be obsolete by the time the AIA comes into effect.
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human users, e.g., by nudging an individual’s preferences through positive reinforcement or
indirect suggestion (Thaler & Sunstein, 2008b; Yeung, 2017). Hence, further guidance is
needed regarding which kinds of distortions the AIA refers to as prohibited.!°

A further point that should be better clarified is related to the control of conformity of
Al systems already in use. According to Article 83.2 of the Proposal, those systems should be
excluded from the scope of the Regulation, unless they are subject to ‘significant changes in
their design or intended purposes.” The provision does not offer further details thereon and the
related threshold remains unclear. Some additional elements contributing to clarify the wording
of Article 83.2 may be inferred from Recital 66 of the Proposal, which specifies that conformity
re-assessment shall take place ‘whenever a change occurs which may affect the compliance.’
Even though that threshold is related to Al systems which were already subject to a conformity
assessment, it could be also applied to pre-existing Al systems. A more accurate definition of
the situations covered by Article 83 would be in any case necessary. Most importantly, the AIA
would benefit from further guidance on how vague concepts like ‘subliminal distortion

techniques’ or ‘causal links’ should be interpreted in practice.

5.7.4 Procedural guidance

While the logic behind the conformity assessments and the post-market monitoring activities
mandated in the AIA is clear, many details concerning how these should be conducted have
yet to be spelt out. For example, Article 20 in the AIA stipulates that the logs shall be kept for
a period that is ‘appropriate in the light of the intended purpose of the high-risk Al system.’
However, the AIA does neither say how long is appropriate nor suggest who is responsible for
determining this (e.g., the provider, a notified body, national authorities, or the Commission).

Further, in ANNEX VII to the AIA, it is stated that notified bodies shall carry out
periodic audits to make sure that the provider maintains and applies the QMS following the
technical documentation provided during the conformity assessment. However, the AIA does

not specify how often periodic audits should be conducted or how such audits are triggered.!

110 In a recent article in Nature, Kobis et al. (2021) distinguished between four main roles through which both
humans and machines can influence ethical behaviour. These are role model, advisor, partner, and delegate. It is,
in particular, Al agents acting as enablers of unethical behaviour (partners or delegates) that may let people reap
unethical benefits while feeling good about themselves, a potentially perilous interaction.

11 Article 44 in the AIA states that certificates shall only be valid for the period they indicate, which shall not
exceed five years. However, it is unclear whether the periodic audits mentioned in ANNEX VII refer to the re-
assessments that are required to extend the validity of a certificate for further periods, or to periodic audits during
the continuous operation of an already certified Al system.
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Finally, the AIA focuses exclusively on Al systems aimed for the market.'*> However, the
distinction between basic and market-oriented research is not always clear — and even Al
systems used for internal purposes may pose ethical risks. These examples highlight a need for
further procedural guidance on how conformity assessments and post-market monitoring

should be conducted in practice.

5.7.5 Institutional mandate

The European Commission and the national supervisory authorities, supported by The
European Atrtificial Intelligence Board, have mandates to implement the hard governance
mechanisms proposed in the AIA.*® However, while the Commission’s powers are clearly
identified in the Proposal, the mandate of the European Artificial Intelligence Boards remains
unclear.!** The decision to exclude the independence of the Board, which is subject to a
significant control by the Commission, is also debatable. Strong criticisms concerning that
institutional solution may be found in the EDPB/EDPS Joint Opinion on the AlIA, where the
two entities stress the need to recognize more autonomy to the Board through a clearer
identification of its nature and powers. Again, promisingly, the latest compromise text issued
by the Council takes a step in this direction.

On a different note, the AIA does not prevent national authorities from keeping specific
regulatory prerogatives in implementing the relevant obligations.!*® This risks reproducing the
same fragmented approach emerging from the national implementation of GDPR (European
Parliament, 2021). Moreover, the AlA does not include any institutional safeguards to maintain
the integrity of the voluntary codes of conduct that it encourages providers of non-high-risk Al
systems to adopt. This is problematic since the adoption of voluntary codes of conduct can be
undermined by unethical behaviours like ‘ethics bluewashing’, i.e., an organisation making
unsubstantiated claims about Al systems to appear more ethical than one is (Floridi, 2019b).
Hence, any set of ethical principles will only be as good as the public institution backing it
(Boddington, 2017). A potential solution would be to create or designate an independent entity
that authorises organisations that conduct EBA to check whether providers of non-high-risk Al

112 For example, while Al systems intended to distort human behaviour are prohibited, the European Commission
explicitly states that research for legitimate purposes should not be stifled by the prohibition (AlA: p 18).

113 Except in cases where the AIA interacts with specific sectoral policies of the Union.

114 The European Artificial Intelligence Board should be ‘responsible for a number of advisory tasks> (AIA: p.
35). However, the AlA does not specify how, and with which mandate, the Board will operate in practice.

115 ATA: Recital 71, recognizing the Member States’ right to elaborate artificial intelligence regulatory sandboxes.

138



systems adhere to their stated codes of conduct.!'® Given that the AIA already sketches the
contours of a Europe-wide Al auditing ecosystem, one opportunity would be to leverage the

same institutional structure to provide assurance also for post-compliance, EBA.

5.7.6 Resolving tensions

When designing and operating Al systems, tensions may arise between different ethical
principles for which there are no fixed solutions (Al HLEG, 2019). For example, a particular
ADMS may improve the overall accuracy of decisions but discriminate against specific
subgroups in the population (Whittlestone et al., 2019a). Similarly, different definitions of
fairness — like individual fairness and demographic parity — are mutually exclusive (Friedler et
al., 2016; Kusner et al., 2017). Given these unresolved normative tensions, it is encouraging
that the conformity assessments proposed in the AIA focus on making implicit design choices
visible through the disclosure of technical documentation. Organisations are, and should be,
free to strike justifiable ethical trade-offs within the limits of legal permissibility and
operational viability. However, organisations that develop Al systems respond to various
stakeholders who often have divergent interests. European regulators could help providers of
Al systems understand and account for these diverse sets of interests, e.g., by complementing
the requirements set out in the AIA with further guidance on how to resolve tensions between
conflicting values, such as accuracy and privacy, as well as on how to prioritise between

conflicting definitions of normative concepts, like fairness, in different situations.

5.7.7 Checks and balances

Although high-risk Al systems are subject to conformity assessments, the enforcement of the
requirements set out in the AIA is less stringent than it appears (MacCarthy & Propp, 2021).
This is because (for most high-risk Al systems) the conformity assessments will be based on
internal checks conducted by the system provider itself. Further, while providers must draw up
an EU declaration of conformity and give a copy of it to the relevant national authorities upon
request (AlA: Article 48), how providers ensure compliance with the AlA is not disclosed to
the public. This lack of checks and balances is problematic because pursuing rapid

technological progress leaves little time to ensure that Al systems are robust and ethical

116 Note that an obligation to demonstrate adherence to officially communicated codes of conduct is compatible
with the voluntary nature of the code of conduct itself.
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(Whittlestone et al., 2019b). Companies thus find themselves wedged between the benefits of
innovation and social responsibility and may not act ethically in the absence of oversight.
Fortunately, there are several ways of strengthening the conformity assessment process
outlined in the AIA. One way would be to impose even stricter transparency obligations so that
the conformity assessment process — including the trade-offs made in designing a specific high-
risk Al system — are disclosed to the wider public. Another option would be to subject the QMS
put in place by individual providers of high-risk Al systems to ad-hoc audits by independent
third parties. Some guidance could also be provided by the ECJ’s case-law. However, if one
considers the balancing exercise showed so far by the Luxembourg judges in the digital
domain, it appears evident that their contribution will be far from decisive. Not only is the
relevant case law fragmented, which prevents the emergence of a unitary approach to be
replicated in the different strands of EU legislation (Fontanelli, 2016), but it also does not

remove the need for private parties to engage in a delicate and unpredictable balancing act.**’

5.8 Discussion

In this chapter I have argued that, on the whole, the proposed EU legislation is a good starting
point for balancing the prospective benefits from promoting responsible innovation and
providing proportionate safeguards against the risks posed by Al systems. In particular, the
risk-based approach taken in the AIA is promising because it shifts the focus from technology
to policy. This means that it will be less important to label a specific technical system ‘Al” and
more important to scrutinise the normative ends for which the system is employed.

Further, my analysis in this chapter suggest that the governance mechanisms proposed
in the AIA (the conformity assessments and the post-market monitoring) bridge a critical gap.
Hitherto, providers of Al systems have been encouraged to adopt and adhere to voluntary ethics
principles (Hagendorff, 2020). However, central questions — like according to which metrics
Al systems should be evaluated and who should be accountable for system failures — have
remained unanswered (Floridi & Cowls, 2019). By proposing tangible governance mechanisms
an institutional structure with the mandate to implement these, the AIA provides a framework
for preventing, reporting on, and allocating accountability for different kinds of system failures.

Most importantly, my analysis of the role of auditing in the proposed AlA suggest that
EBA procedures are not only compatible with but also complementary to regulatory

117 See for instance Case C-507/17 Google LLC EU:C:2019:772 and (Susi, 2019).
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approaches to managing the social and ethical risks posed by Al systems. This conclusion is
supported by established theory as well as by formulations in the AIA. As noted by Cave et al.
(2008) both pure industry self-regulation and exclusive reliance on government-imposed
regulation are found infrequently in practice. More common are co-governance approaches, in
which a plurality of soft and hard governance mechanisms complement and reinforce each
other (Corrigan, 2022). This means that in moving from policy to implementation, no single
governance mechanism will in isolation be able to address all the risks posed by Al systems.
The AIA acknowledges as much. For example, while requiring providers of high-risk Al
systems to undergo conformity assessments, the European Commission also encourage
providers of non-high-risk Al systems to adopt and adhere to voluntary codes of conduct.
However, despite these merits, the proposed EU legislation still leaves some room for
improvement. In this chapter, | have argued that the AIA de facto sketches an EU-wide
ecosystem for auditing Al systems, albeit in other words. Conformity assessments based on
internal checks, for example, are akin to what in the Al auditing literature is called internal
audits; conformity assessments based on technical documentation with the involvement of a
notified body resemble what is known as external audits; and the post-market monitoring that
providers of high-risk Al systems will have to conduct follows the same methodological logic
as continuous auditing. | believe the European Commission should make this explicit and plan
it strategically. It may even be preferable to move further in the direction of ‘conformity
assessment’, avoid any reluctance, and commit to fully supporting an EU-wide auditing
ecosystem that is able to provide both compliance and post-compliance levels of assurance.
Of course, there may be good reasons for choosing different terminology and the
language used in the AlA echoes the solutions adopted in other pieces of the EU legislation,
starting from the legislation concerning the market surveillance and compliance of products.*®
However, by anchoring the AIA in the existing literature on Al auditing, valuable lessons can
be learned from previous research. For example, auditing presupposes a predefined baseline to
audit against. Hence, vague concepts like ‘distorting behaviours’ or ‘causal links’ must be
translated into practically verifiable criteria for providers of Al systems to demonstrate
adherence to the AIA. Similarly, the risks associated with internal audits are well known.
Hence, the AIA would benefit from the inclusion of additional institutional safeguards

concerning the enforcement of conformity assessments based on internal control.

118 See Regulation (EU) 2019/1020 with which the AIA presents strong interactions.
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By discussing the limitations and omissions of the original draft of the AIA, | do not
seek to diminish its many merits. In contrast, | support the approach adopted. That is why |
have highlighted areas where potential amendments to the AIA would help strengthen its
overall effectiveness in contributing to good Al governance in the EU and beyond.

| want to end this discussion by reminding readers that the AIA analyzed in this chapter
constitute a draft legislation that is still being discussed in the European parliament. As part of
this process, several amendments to the AIA have been proposed since the article on which
this chapter is based was first published. Based on the latest compromise text published by the
Council of Europe (on 6" December 2022), three changes are worth highlighting. First, the
Council is in favor of a more narrowly defined material scope. The direction of this change
aligns with my recommendations in this chapter. Second, the Council proposes that the Al
Board should be given greater autonomy than originally proposed. If provided with a strong
enough mandate, the Al Board could help address some of the institutional shortcomings of
the AlA that I discussed in Section 5.7. Finally, new provisions have been added to account for
Al systems with highly general capabilities, i.e., systems that can be easily adapted to perform
a wide range of different tasks. As of now, the two governance mechanisms — conformity
assessments and post-market monitoring — only go so far in addressing the governance
challenges posed by such systems. In Chapter 7 of this thesis, | will build on and expand the
regulatory approach outlined in the AlA to propose a three-layered approach for how to audit
Al systems with highly general capabilities.

5.9 Concluding remarks

In this chapter, | have shown that the AIA sketches the contours of an EU wide Al auditing
ecosystem in all but name. The two governance mechanisms included in the AIA (conformity
assessments and post-market monitoring plans) closely resemble ex-ante and ex-post audits as
conceptualised within the Al auditing literature. Moreover, the institutional relationship
between what the AIA refers to as ‘notified bodies’ and ‘notifying bodies’ mirrors that between
auditors and national accreditation bodies. These observations are practically useful, since they
help private sector actors interpret the AIA and understand how they can demonstrate
compliance with it. However, the analysis provided in this chapter also has direct implications
for the purpose of this thesis.
In the process of analysing the role of auditing in the AIA, I have also addressed:
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SQ3 How can EBA complement legislative approaches to managing the risks posed by Al

systems?

The AIA constitutes an appropriate backdrop against which to answer SQ3 for two reasons.
First, it constitutes the most mature and ambitious Al regulation proposed by any major global
economy to date. Second, given the ‘Brussels effect’ (Bradford, 2020), the AIA is likely to
have implications for other jurisdictions as well. So, what have we learned with respect to SQ3?

EBA complement and reinforce legislative approaches in at least three ways. First, EBA
provides assurance for Al systems that are not covered by the legislation. For example, the
conformity assessments and post-market monitoring plans mandated in the AIA only apply to
high-risk Al systems — which only constitutes a small subset of all Al systems. In the AlA, the
European Commission explicitly stresses this point by encouraging providers of non-high-risk
Al systems to adopt and adhere to voluntary codes of conduct.

Second, EBA allows providers to demonstrate adherence to ethics principles that go
beyond legal compliance. This is an important function for both social and economic reasons.
The use of Al systems may be problematic and deserving of scrutiny even when not illegal.
Further, as my case study of AstraZeneca in Chapter 4 demonstrated, private companies have
an interest in ensuring good Al governance to manage financial and reputational risk.

Third, EBA procedures inform policymaking by allowing researchers to study the
feasibility and effectiveness of different governance mechanisms. This point is illustrated by
the fact that both the conformity assessments and the post-market monitoring plans proposed
in the AIA are adaptations of well-established Al auditing tools and methods.

At the same time, policymakers can do much to foster good Al governance without
relying solely on legislation. Al governance is most effective when technology providers and
policymakers work together to address issues of mutual concern (Corrigan, 2022). But as Cave
et al. (2008) stress, the possibility of soft governance mechanisms being effective depends in
part on the alignment of interest. It is, in other words, not independent of the guidance, support,
and incentives policymakers provide. For instance, policymakers can support the emergence
of feasible and effective EBA procedures by (i) creating standardised evaluation metrics and
reporting formats, (ii) investing in infrastructure that auditors can use to share best practices,

and (iii) establishing an institutional ecosystem to authorise auditors.!®

119 These three examples correspond to (i) standardised, (ii) co-funded, and (iii) recognized self-governance in
Cave et al.’s (2008) taxonomy of degrees of government involvement in different co-governance mechanisms.
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In the AlA, the European Commission goes some way to achieving that. For example,
it envisages setting up coordinated ‘regulatory sandboxes’ which would allow providers to
experiment with new Al systems in a safe setting. It also proposes to establish a database where
providers can share information on serious incidents. Most importantly, it requires EU member
states to designate competent authorities to accredit Al auditors. As of now, all these proposals
are primarily intended to support conformity assessments and post-market monitoring of high-
risk Al systems. However, as | will expand on in Chapter 8, the Al auditing ecosystem sketched
by the European Commission can also be used to support EBA.

Finally, as my analysis in this chapter has shown, how to define the material scope of
the AIA has been one of the most contentious issues European policymakers have faced in the
process. surrounding the AIA has been its material scope. A good overview of this discussion
is provided in Joanna Bryson’s (2022) article with the memorable title Europe is in danger of
using the wrong definition of Al. But the question remains: how can the material scope of Al

governance be demarcated? In Chapter 6, I will address the question of how that can be done.
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CHAPTER 6

THE SWITCH, THE LADDER & THE MATRIX: MODELS FOR
CLASSIFYING AUTOMATED DECISION-MAKING SYSTEMS

Abstract

Ethics-based auditing (EBA) is a governance mechanism that organisations designing or
deploying automated decision-making systems (ADMS) can use to operationalise their ethical
commitments. However, there still exists a gap between principles and practice. A major
obstacle organisations face when attempting to implement EBA is the lack of a well-defined
material scope. This difficulty is rooted in the more general problem of how to demarcate the
material scope of ADMS governance. Of course, there exists no universally accepted definition
of ADMS. Yet pragmatic problem-solving demands things to be sorted so that their grouping
promotes successful actions for some specific end. In this chapter, | review previous attempts
to classify ADMS for the purpose of implementing ADMS governance. | find that such
attempts use one of three approaches: the Switch, i.e., a binary approach according to which
systems either are or are not considered ADMS depending on their intrinsic characteristics; the
Ladder, i.e., a risk-based approach that classifies systems according to the ethical risks they
pose; and the Matrix, i.e., a multi-dimensional approach that accounts for various aspects, like
input data, decision-model, and decision task, when classifying ADMS. Each of these
approaches comes with its own set of strengths and weaknesses. By conceptualising different
ways of classifying ADMS in terms of simple mental models, | hope to provide organisations
that design, deploy, or regulate ADMS with the vocabulary needed to demarcate the material

scope of not only EBA procedures but also ADMS governance more generally.

Note
This chapter is based on a journal article published in Minds and Machines (see Mokander et
al., 2023a).1%° | have edited the original manuscript to ensure greater consistency with the other

chapters. | have also harmonised the vocabulary to fit the overarching framing of this thesis.

120 The article was co-authored with Margi Sheth, David Watson, and Luciano Floridi. Please see Appendix 3, 6,
and 7 for authorship statements.

145



6.1 Introduction

6.1.1 Background

The use of automated decision-making systems (ADMS) is increasingly reshaping societies
and transforming economies (AlgorithmWatch, 2019). The drivers behind this development
are clear: the delegation of tasks to ADMS can improve efficiency, reduce costs, and enable
new solutions to complex problems (Taddeo & Floridi, 2018). Already today, ADMS are
employed to help improve health outcomes (Schneider, 2019) and mitigate environmental risks
(Rolnick et al., 2019; Vinuesa et al., 2019). However, the use of ADMS is coupled with ethical
challenges. An ADMS may be poorly designed, leaving individuals and groups vulnerable to
poor quality outcomes, bias and discrimination, and invasion of privacy (Leslie, 2019). Further,
ADMS can enable human wrongdoing, reduce human control, and erode human self-
determination (Tsamados et al., 2020). At the same time, fear and misplaced concerns could
hamper the adoption of well-designed ADMS, thereby leading to significant social opportunity
costs (Cookson, 2018). These and other similar ethical challenges cannot be ignored if one
wishes to reap the benefits brought by ADMS.

Many governments, research institutes, and NGOs have proposed ethical principles that
provide normative guidance to organisations that design and deploy ADMS (Fjeld, 2020).1%
Although differing in terminology, these guidelines tend to converge on five principles:
beneficence, non-maleficence, autonomy, justice, and explicability (Floridi & Cowls, 2019).
In parallel, numerous organisations have adopted ethics principles of their own (de Laat, 2021).
Notable examples include Google (2018), Microsoft (2019), and IBM (Cutler et al., 2018).
Collectively, these efforts constitute a step in the right direction. However, the adoption of (and
subsequent adherence to) ethics principles remains voluntary (Cath et al., 2018) and often
unchecked. Moreover, the industry lacks both incentives and useful tools to translate abstract
principles into verifiable criteria (Morley et al., 2020).

Legislation has only recently begun to change this picture. As I discussed at length in
Chapter 5, the Artificial Intelligence Act (AlA), published by the European Commission in
2021, was the first comprehensive legislative framework for ADMS proposed by any major

global economy. Since then, many other countries and regions have followed suit. For instance,

121 Recent and influential contributions include the European Commission’s Ethics Guidelines for Trustworthy Al
(Al HLEG, 2019), the IEEE’s principles for Ethically Aligned Design (IEEE, 2019), and the OECD’s
Recommendation of the Council on Artificial Intelligence (OECD, 2019).
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the US Senate and House are currently considering the Algorithmic Accountability Act of 2022
(AAA) (Office of US Senator Ron Wyden, 2022). Yet whether and when this bill will pass into
law remains uncertain.

As | showed in Chapter 2 of this thesis, academic researchers and technology providers
have already done much to bridge the gap between principles and practice in ADMS
governance. Researchers have developed translational tools like model cards (Mitchell et al.,
2019) and datasheets (Gebru et al., 2018); industry associations have drafted standardised
protocols and reporting guidelines for the use of ADMS (Cruz Rivera et al., 2020; Liu et al.,
2020); and private companies are increasingly subjecting themselves to ethics-based auditing
(EBA) (Brown, 2021; Koshiyama et al., 2022). All these efforts serve the overarching purpose
of providing organisations with the governance mechanisms needed to ensure that the ADMS
they design or deploy are legal, ethical, and technically robust.

Still, many implementation challenges remain unsolved. In particular, the lack of a clear
material scope!?® — that is, to which technological systems the specific ethical and legal
considerations may or may not apply — continues to make it difficult to implement and enforce
ADMS governance (Kritikos, 2019; Scherer, 2016). As noted by Aiken (2021), efforts to
govern ADMS require standardized approaches to classifying the various types of ADMS in
use. However, having studied both researchers’ and policymakers’ conceptions of ADMS,
Krafft et al. (2020a) warn that the very possibility of having informed conversations about how
to classify ADMS is hampered by conceptual ambiguity.

This observation is confirmed by my own empirical research. For example, my case
study of ADMS governance within AstraZeneca (which | reported on in Chapter 4), indicated
that one of the main challenges organisations face when attempting to implement EBA
procedures is the difficulty to demarcate their material scope. In fact, organisations typically
struggle even to produce an inventory of the ADMS they develop or use. Policymakers face
similar difficulties. For example, as my analysis of the AIA in Chapter 5 highlighted, the
question of how to define the proposed legislation’s material scope has proven challenging for
European policymakers and remains to be settled.!?® Despite such difficulties, however, both

organisations that commit themselves to ethics principles and regulators that develop ADMS

122 T use the term ‘material scope’ rather than just ‘scope’ because a given policy can also have other types of
scope (such as ‘territorial scope’). This use of the term ‘material scope’ is standard in the context of the GDPR.
123 See e.g., Bryson (2022), CDEI (2021), and Bertuzzi (2023b).
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governance frameworks inevitably face the question ‘To which systems and processes ought
these additional layers of governance apply?.’

Of course, there is no one way to demarcate the material scope of ADMS governance.
Different ADMS pose different ethical and legal challenges (Oxborough et al., 2018).
Moreover, ADMS are often embedded in larger socio-technical systems (van de Poel, 2020) in
which human- and machine-centric processes overlap and co-evolve (Tam et al., 2017).
Admittedly, this ontological underdetermination is not unique to the problem of ADMS
governance. Grouping things into neat categories seldom works, given the messy and
continuous boundaries of the natural world (Cantwell Smith, 2019). But for the purpose of
pragmatic inquiry and practical problem solving, things must be sorted so that their grouping
can promote successful actions for some specific end (Dewey, 1920). In short, every policy
needs to define its material scope.

6.1.2 Scope, methodology, and contributions

In this chapter, | address SQ4, i.e., how can the material scope for EBA be demarcated?
However, as | have stressed in the introduction to this chapter, that question is a special case
of the broader question of how the material scope of ADMS governance can be demarcated. If
an answer to the latter question is found, the answer to SQ4 will follow. Moreover, the literature
on ADMS governance is richer than the literature on EBA. For this reason, I will first focus on
how the material scope of ADMS governance can be demarcated, before spelling out the
implications of my findings for EBA specifically in the concluding remarks (Section 6.9).

To answer SQ4, | follow the methodology for applied research outlined in Section 1.7.2.
To recap, | first conducted a systematised literature review (Grant & Booth, 2009) to I identify
previous attempts to classify ADMS. | searched five databases (Google Scholar, Scopus,
SSRN, Web of Science, and arXiv) for relevant articles. Keywords for the search included
(‘artificial intelligence’, ‘automated decision-making systems’ OR ‘Al systems’) AND
(‘governance’, ‘regulation’, ‘audit’ OR ‘principles’) AND (‘definition’ OR ‘material scope’).

However, not all ADMS governance frameworks are published in academic journals.
In a second step, | thus used a snowballing technique (Wohlin, 2014) to track the citations of
already included articles and identify relevant reports written by companies, policymakers, and
industry associations. A total of 78 documents were included in this document analysis
(Karppinen & Moe, 2012). In a third step, | analysed how each of these ADMS governance
frameworks demarcated their material scope. The purpose of this conceptual analysis

(Maggetti et al., 2015) was to identify the underlying logic behind different approaches.
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To be clear, in this chapter, | do not propose any new model for how to classify ADMS.
Instead, my focus is on identifying, describing, and evaluating different ways of classifying
ADMS found in the recent literature. Applying this methodology, | find that previous attempts
to classify ADMS follow one of three approaches. According to the binary approach, systems
either are or are not considered ADMS, depending on their intrinsic characteristics. According
to the risk-based approach, systems are classified into different categories depending on the
types of ethical risks they pose. Finally, according to the multi-dimensional approach, various
aspects — such as context, data input, and decision-model type — need to be considered when
classifying systems. Using mental models (Johnson-Laird, 1983), I call these approaches the
Switch, the Ladder, and the Matrix, respectively. In the following sections, | discuss each of
these models in detail and provide concrete examples.

Before proceeding, two limitations help demarcate the scope of this chapter. First, my
focus is intentionally limited to the identification and evaluation of approaches for how to
demarcate the material scope of voluntary, ethics-based, ADMS governance frameworks.
Doing so helps further my research objective to sharpen and extend the conceptual toolkit
available to organisations who wish to audit the design and use of ADMS for alignment with
specific ethics principles. My aim in this chapter is therefore to complement — not duplicate —
previous work by legal scholars. Readers interested in different legal definitions of ADMS are
referred to Schuett (2021) for a good overview and discussion. That said, legal considerations
inevitably shape the design of corporate governance frameworks. Throughout this chapter, |
therefore make frequent references to the material scope of regulatory proposals like the EU
AlA and the US AAA for illustrative purposes.

Second, my review does not encompass abstract definitions of what an ADMS (much
less ‘artificial intelligence’)'?* really is. As is well-known, there exists no universally accepted
definition of ADMS (Wang, 2019). Discussions concerning the merits of different universal
definitions of ADMS remain outside this chapter’s scope. Instead, I focus on classifications
that help organisations implement their ADMS governance frameworks. To quote John Dewey
(1957), ‘To have an aim is to limit, select, concentrate, and group.” And I have an aim in mind:

124 Some researchers use ‘Al’ to refer to specific types of agents, i.e., those displaying some levels of autonomy,
adaptability, and problem-solving capacity (Legg & Hutter, 2007). Others take ‘Al’ to demarcate computational
techniques designed to approximate cognitive tasks (US National Defence Authorization Act, 2018). Yet others
use ‘Al’ not to describe any technologies at all, but rather the science and engineering of making performant
machines (McCarthy, 2007). As mentioned in Chapter 1, this is the main reason why I, in this thesis, prefer to use
the term ADMS, which better describes the features of the systems in question.
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to unlock the potential of autonomous and self-learning systems to serve as a force for good
while managing the ethical challenges they pose.

A final methodological note. When describing and discussing different mental models
for how to classify ADMS, | rely on the method of levels of abstraction (Floridi, 2008).
Abstraction is a method for analysing and understanding complex phenomena that allows for
the creation of concepts and objects at different levels of thinking and language (Van Leeuwen,
2014). Only within a level of abstraction (LoA) can comparisons between objects make sense.
Note that this is not a relativist approach; a question is always asked for a purpose, and, for that
specific purpose, there is an appropriate LoA that can be compared to others in terms of “fitting’
the purpose more or less successfully.

The remainder of this chapter is structured as follows. In Section 6.2, 1 build on previous
work to showcase how ADMS can be classified in many ways, e.g., based on their technical
features or the socio-technical contexts in which they are applied. In Section 6.3, | argue that,
to establish the material scope of ADMS governance, good classifications of ADMS should be
fit for purpose, simple and clear, and stable over time. | then introduce three models for how
to classify ADMS. In Sections 6.4, 6.5, and 6.6, | describe and exemplify the Switch, the
Ladder, and the Matrix, respectively. In Section 6.7, | evaluate these models according to the
criteria set out in Section 6.3. Finally, in Section 6.8, | conclude by discussing how classifying
ADMS is an LoA-dependent question. Hence, none of the models discussed in this chapter
should be viewed as applicable absolutely, that is, independently of the choice of the LoA
deemed to be most appropriate for the given purpose. Instead, | suggest that the models for
classifying ADMS outlined in this chapter collectively constitute a useful set of conceptual
tools for technology providers or regulators that wish to clarify the material scope of their
ADMS governance frameworks.

6.2 Conceptualising automated decision-making systems

In Chapter 1, I introduced ADMS as autonomous and self-learning systems that gather and
process data to make or inform decisions that impact individuals, groups, or the natural
environment with little or no human intervention. That remains true at a high LoA. Still, to
help practitioners understand whether an ADMS governance framework applies in a particular
case, it must be complemented by classifications of ADMS at lower LoAsS.

The word system in ADMS indicates that | am talking about a class of systems that

differs from others, as opposed to some kind of intelligence that differs from human
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intelligence (Kostopoulos, 2021). To capture this distinction, a wide range of terms like ‘Al
systems’ (OECD, 2022; Leslie, 2019), ‘Al-based systems’ (Gasser & Almeida, 2017; Saleiro
et al., 2018), ‘autonomous systems’ (Bryson & Winfield, 2017; IEEE SA, 2020), and
‘algorithmic systems’ (Ananny & Crawford, 2018; Rahwan, 2018) are often used
interchangeably in the existing literature. For the sake of simplicity, | shall use the term ADMS
consistently throughout this chapter. In doing so, | follow AlgorithmWatch (2019) and
Whittaker et al. (2018), amongst others. But nothing hinges on this terminological choice.

Previous work has shown that ADMS can be classified according to several different
dimensions. A distinction is often made between narrow and general ADMS (Russell et al.,
2015). While narrow ADMS refers to systems that can perform specific tasks, general ADMS
refers to systems that can perform a broad range of tasks (Goldstein, 2018). Most current
ADMS are narrow, although there is a growing body of research on transfer learning (Weiss et
al., 2016) and meta-learning (Vanschoren, 2018) explicitly devoted to building more general
systems (more on this in Chapter 7).

Another distinction is often made between different computational techniques that
underpin ADMS. While symbolic approaches are based on logic programming and symbol
manipulation, adaptive methods rely on statistical techniques to solve specific problems
without being explicitly programmed to do so (Russell & Norvig, 2015). This latter class
includes machine learning (ML) algorithms, such as deep neural networks (Samoili et al.,
2020). However, the two approaches are not necessarily mutually exclusive. So-called hybrid
architectures combine the large-scale learning abilities of neural networks with symbolic
knowledge representation (Marcus, 2020).

Within the realm of ML, researchers distinguish between supervised, unsupervised, and
reinforcement learning. Supervised learning involves inferring a relationship from inputs to
outputs, e.g., classifying image labels from pixels or predicting economic demand from time-
series data (Hastie et al., 2009). In contrast, unsupervised learning is about finding patterns
(e.g., clusters or latent variables) hidden in collections of unlabelled data without any
predetermined target (Frankish & Ramsey, 2014). Finally, reinforcement learning occurs when
an agent attempts to maximise rewards by interacting within some structured environment
(Sutton & Barto, 2018). Policies are gradually improved through repeated trials, as when
AlphaGo (Silver et al., 2016) became the world’s greatest master of the ancient Chinese game
‘Go’ by playing against itself millions of times.

ADMS can also be classified with respect to the type of tasks they attempt to emulate

(Feigenbaum & Feldman, 1963). Traditionally, ADMS research has focused on the following
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problem domains: perception, i.e., the ability to transform sensory inputs into usable
information; reasoning, i.e., the capability to solve problems; knowledge, i.e., the ability to
represent and understand the world; planning, i.e., the capability of setting and achieving goals;
and communication, i.e., the ability to understand and produce language (Corea, 2019).

Yet another (complementary) way of classifying ADMS is based on the type of
analytics they perform. These include descriptive analytics (what happened?), diagnostic
analytics (why did it happen?), predictive analytics (what is going to happen?), prescriptive
analytics (what should happen?), and automated analytics (performing actions) (Corea, 2019).

Different ways of classifying ADMS can be combined. For example, in the original
draft of the AIA, ADMS were defined through a combination of the computational techniques
that underpin a system and the type of tasks it is designed to perform. More specifically, in
Annex 1 to the original draft of the EU AIA, ADMS were defined as:

‘software that [i] is developed with one or more of the [following] techniques and

approaches: (a) Machine learning approaches, [...],; (b) Logic- and knowledge-

based approaches, [...]; and (c) Statistical approaches, [...], and [ii] can, for a

given set of human-defined objectives, generate outputs such as content,

predictions, recommendations, or decisions influencing the environments they
interact with.” (European Commission, 2021b, p.1).

As | argued in Chapter 5, this definition is broad by any standard. Further, the diverse nature
of the computational techniques it encapsulates — and the wide range of applications they
enable — shows that it is often necessary to consider LoA-dependent factors when classifying
ADMS. In practice, ADMS are not isolated technologies but integrated into larger socio-
technical systems that encompass organisations, people, infrastructures, and processes (Chopra
& Singh, 2018). Put differently, information processing — from the collection of input data to
the final decision or classification — typically consists of several interconnected (and iterative)
steps performed by human operators and computational systems (Chen & Golan, 2016). Hence,
the decisions made by ADMS are never just a reflection of their technical properties but also
of the socio-technical environment surrounding their use (Eubanks, 2019).

All technical artefacts (ADMS included) are value-laden insofar as they alter the cost-
benefit ratio of the actions undertaken by humans and thus influence their decision-making
(Danaher, 2012). Moreover, some ADMS can adapt their behaviour based on external inputs
and evolve over time. This ability of ADMS to learn, i.e., to update continuously their internal
decision-making logic, is one of the reasons why it is difficult to assign accountability when

harm occurs (Burrell, 2016). It is this combination of relative autonomy and learning skills that
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underpin both beneficial and problematic uses of ADMS. To determine the level of risk ADMS
pose, it is therefore necessary to take several factors into account, including data access, i.e.,
the extent to which a specific system has complete and accurate knowledge about its
environment; model stability, i.e., the extent to which it may alter its own control structure to
perform its task; and goal freedom, i.e., the extent to which its goals are known and stable.

To summarise, previous work in the field suggests that separating ADMS from other
systems is a LoA-dependent, multi-variable problem. As | will demonstrate in Sections 6.4 —
6.6, this problem can be approached in different ways. Before discussing these different
approaches in greater detail, let us explore the needs of an effective classification system and

establish criteria for the same.

6.3 Criteria for good classifications of ADMS

To implement ADMS governance, the concept ‘ADMS’ must be operationalised for three
reasons. First, organisations are under constant pressure to innovate. By having a clearly
defined material scope for ADMS governance, organisations can take care not to unduly burden
systems or projects from which no ADMS-specific risks arise (AIEIG, 2020).

Second, governance is most effective when rules and norms are applied fairly,
transparently, and consistently (Hodges, 2015). Without a shared understanding of what
constitutes ADMS within a specific organisation, systems, and processes (henceforth use
cases) are likely to be subject to additional scrutiny only on an ad hoc basis. Such a procedure
undermines the legitimacy of the ADMS governance framework in question and hampers its
ability to systematically identify and mitigate risks.

Third, not all ethical risks that organisations face stem from the use of ADMS. The
inherent technical opacity of ADMS, for example, is often dwarfed by the opacity stemming
from state secrecy or intellectual property rights (Burrell, 2016). Further, human decision-
makers can also make mistakes and produce discriminatory outcomes (Kahneman, 2011). As
a result, organisations already have processes in place to oversee human decision-making and
enforce commitments related to CSR, and data management (e.g., in line with the General Data
Protection Regulation). Therefore, a well-defined material scope for ADMS governance means
that it should complement or refine existing governance structures, not duplicate, or generate

inconsistencies within them (Mantymaéki et al., 2022).
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What constitutes a good classification of ADMS systems? Drawing on best practices from
previous attempts to create working definitions within the philosophy of science (Carnap,

1950), I argue that good classifications should be:

1) Fit for purpose. Good classifications should help organisations demarcate the material

scope of ADMS governance in ways that are neither over- nor underinclusive. A
classification is overinclusive when it includes systems that do not require additional
oversight with respect to the normative goals of the ADMS governance framework. In
contrast, a classification is underinclusive when systems that pose the specific ethical

risks the ADMS governance framework seeks to address are not included.

2) Simple and clear. Good classifications should be easy to understand and apply in

practice. This implies that practitioners should be able to determine, with little effort,
how to classify a specific system. Ideally, the classification should be based on
conditions that are discrete, i.e., which are either met or not. Finally, usefulness also
implies that even non-experts should be able to apply the classification. This is because
implementing ADMS governance requires the active participation of a wide range of
staff across an organisation, including people who lack technical training and skills.

3) Stable over time. Good classifications should be resilient. Since computer science is a

rapidly progressing field, ADMS' technical features and potential applications are
subject to constant change. Hence, good classifications should not be based on elements
that are likely to become obsolete too quickly.

Taken together, these criteria require that good models for classifying ADMS systems should
help organisations specify to which use cases their ethics principles apply, enable practitioners
determine to which class of ADMS a particular use case belongs, and provide a stable basis for
ADMS governance over time. These criteria also constitute the LoA on which | will evaluate
the strengths and weaknesses of different models for classifying ADMS in Section 6.7.
Before going any further, it is worth reiterating a point I made in the introduction of
this thesis, namely, that how ADMS are classified is an integral part of the design of ADMD
governance frameworks. For example, classifications that only establish minimum thresholds
for what constitutes ADMS demand flexible governance frameworks that can handle a wide
range of use cases in proportionate and effective ways. In contrast, fine-grained classifications
afford layered ADMS governance frameworks that can specify both the risks and potential

remedies associated with different use cases.
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Building on this insight, it is possible to cluster pairs of classifications of ADMS systems
and ADMS governance frameworks into three types. Using mental models, | have chosen to
call these the Switch, the Ladder, and the Matrix, respectively. These are (of course) ideal types.
In practice, many organisations use a combination of these approaches to demarcate the
material scope of ADMS governance. Nevertheless, as | will show in the next sections, the
Switch, the Ladder, and the Matrix are based on different logics. Hence, there is merit in

describing, exemplifying, and evaluating them separately.

6.4 The Switch

Most ADMS governance frameworks include working definitions of ADMS. The aim thereby
IS to capture the most relevant features of the systems under investigation in a single sentence
or paragraph, providing policymakers and practitioners with a simple rule of thumb for when
to apply the framework. Some of these working definitions are too abstract to help establish a
material scope. However, others are also useful for the practical purpose of implementing
ADMS governance frameworks without complicating matters. Consider the approach taken by
the IEEE. In 2020, the IEEE published its Recommended Practice for Assessing the Impact of
Autonomous and Intelligent Systems on Human Well-Being.*? In it, the following working
definition is provided:

‘[An ADMS is]*?® a semi-autonomous or autonomous computer-controlled system

programmed to carry out some tasks with or without limited human intervention

capable of decision making by independent inference and successfully adapting to
its context.” (IEEE, 2020, p.18)

This working definition highlights two central features of ADMS: the level of autonomy and
the ability to adapt. Of course, both are a matter of degree. In some cases, ADMS act with
complete autonomy, whereas in other cases, they only provide recommendations to a human
operator who has the final say (Cummings, 2004). Although it is a simplification, the IEEE’s
working definition is based on features that are directly linked to the specific ethical concerns

posed by ADMS. It also enables practitioners to determine what is not within the ADMS

125 The IEEE uses different definitions of ADMS in different contexts. Here, | am talking explicitly about the
definition included in IEEE 7010-2020, which was the first industry standard published in the field of ADMS.
126 Here, the IEEE does not use the term ADMS but rather Autonomous and Intelligent Systems (A/IS).
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governance framework’s scope. For example, this definition does not cover expert systems that
structure information for the convenience of human decision-makers.

The logic behind the IEEE’s working definition of ADMS can be abstracted into what
| call the Switch. The Switch is a model for binary classifications: something either is or is not
an ADMS. To establish such a threshold, the Switch consists of one or more essential
requirements. These requirements can concern technical features (i.e., referring to what the
system is) and functional aspects (i.e., referring to what the system does). Under ideal
circumstances, simple yes/no questions are enough to determine whether a specific system
satisfies the relevant requirement(s). Essential requirements are individually necessary and
jointly sufficient. For my purposes, this means that an ADMS governance framework should
apply to any use case that meets the requirements constituting the Switch. Figure 12 illustrates
the logic behind the Switch approach.

Figure 12. The Switch — a binary approach to classifying ADMS with the use of thresholds.
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The model presented above is a significant simplification. It does not describe exhaustively the
process of determining the material scope for a specific ADMS governance framework. Nor
does the model necessarily reflect the IEEE’s intention behind their working definition of
ADMS. Nevertheless, the model helps sketch the logic behind high-level, binary approaches
to classifying systems and use cases for the purpose of ADMS governance.

The IEEE’s working definition is a good example because it allows for meaningful

evaluation of specific use cases. However, not all high-level working definitions of ADMS can
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serve the function of the Switch as described above. For instance, in their report Automating
Society, AlgorithmWatch (2019) takes a more holistic approach:
‘[An ADMS] ... is a socio-technological framework that encompasses a decision-
making model, an algorithm that translates this model into computable code, the
data this code uses as an in-put — either to “learn” from it or to analyse it by

applying the model — and the entire political and economic environment
surrounding its use.” (AlgorithmWatch, 2019, p.9)

Taking a socio-technical systems approach, the working definition of an ADMS provided by
AlgorithmWatch has merits. When technical subsystems are targeted separately, essential
dynamics of the system as a whole may be lost or misunderstood (Di Maio, 2014). However,
my aim here is not to compare the relative merits of different definitions of ADMS. Instead, |
wish to exemplify how some high-level definitions (the IEEE’s included) can help
organisations demarcate the material scope of the ADMS governance frameworks they seek to
implement. In contrast, working definitions of ADMS that take ‘the entire political and
economic environment’ into account do not.

In conclusion, the Switch is an intuitive model to classify systems and use cases for the
purpose of ADMS governance. Its strength lies in the fact that it is easy for practitioners to
remember and for organisations to communicate internally and externally. However, it is also
a coarse approach that is likely to result in material scopes that are either under- or
overinclusive. Hence, classifications based on the Switch are feasible only in combination with
flexible ADMS governance frameworks that, following an initial assessment, escalate only

those use cases that demand further scrutiny.

6.5 The Ladder

A central function of ADMS governance frameworks is to put mechanisms in place that ensure
accountability for ADMS and their outcomes, both before and after their implementation (Al
HLEG, 2019). Because ADMS may exacerbate existing risks and introduce new ones, ADMS
governance is closely linked to risk management, i.e., processes that allow different risks to be
identified, understood, and managed (Leslie, 2019). According to 1ISO 31000 risk management
guidelines (2018), risk is the effect of uncertainty on objectives. So understood, risks can be
ethical, legal, or technical.

Faced with constant pressures to reduce uncertainty, most technology providers already
have risk management systems in place (Currie, 2019). Hence, the use of ADMS does not

necessarily require a complete overhaul of existing governance structures but rather an
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awareness of how ADMS may increase, or complicate the detection of, risks as they manifest
themselves in unfamiliar ways (Lee et al., 2020). In short, implementing ADMS governance
entails adopting measures to mitigate the ethical risks posed by a specific system in a manner
proportionate to the magnitude of those risks.

Building on this rationale, a growing number of proposals have advocated a risk-based
approach to ADMS governance and hence to the classification of ADMS systems (Krafft et al.,
2020b).12” Most notable amongst these proposals is the draft AIA, which takes an explicitly
risk-based approach (European Commission, 2021a). However, to exemplify the logic behind
the approach, 1 will focus my analysis on the recommendation of the German Data Ethics
Commission (DEK). The reason for this is that the DEK, as we shall see, outlined the risk-
based approach to classifying ADMS in an outright and pedagogical manner.

In 2018, the DEK called for a risk-based approach to ADMS governance that would
range from no regulation for the most innocuous ADMS to a complete ban for the most
dangerous ones (DEK, 2018). In between these two extremes, the DEK defined three
intermediary risk levels for which the use of ADMS is generally allowed but subjected to
increasingly stringent governance requirements. Table 2 summarises the five-level

classification of ADMS for the purpose of ADMS governance as proposed by the DEK .2

Table 2. The DEK s five-level classification of ADMS, based on their potential for harm.

Level | Potential for harm Implications for ADMS governance

1 Applications with zero or No specific measures
negligible potential for harm

2 Applications with some Measures such as formal and substantive
potential for harm requirements or monitoring procedures

3 Applications with regular or | Additional measures such as ex-ante approval
significant potential for harm | procedures

4 Applications with serious Additional measures such as a live interface for
potential for harm ‘always-on’ oversight by supervisory institutions

5 Applications with an Complete or partial ban of an ADMS
untenable potential for harm

The potential for harm is the key variable underpinning this classification of ADMS. The DEK
suggested that the potential for harm can be determined by looking at the likelihood that harm
will occur and the severity of that harm (DEK, 2018). Admittedly, determining the potential

27 1n the US, most well-known example is the NIST Al risk management framework (NIST, 2022b).
128 The DEK uses the term ‘algorithmic systems.’
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for harm is itself a non-trivial undertaking. I will revisit this question later in this section. Here,
it is sufficient to note that international standards have long been used to codify risk
assessments for many socio-technical issues, from cybersecurity to data privacy (1SO, 2019).
The risk-based approach taken by the DEK (and by the EU) can be abstracted into a
model for classifying ADMS for governance purposes. | have chosen to call this model the
Ladder. The idea behind the Ladder is to classify use cases into different risk levels. Depending
on the ethical risks posed by a specific ADMS, different levels of governance apply. Both the
number of steps in the Ladder and the methods used to determine the risks posed by a specific
system can vary between different contexts. However, the basic principle remains simple: the
greater the potential for harm, the more far-reaching the prescribed interventions. Figure 13

illustrates the generalisable logic behind the Ladder approach.

Figure 13. The Ladder — a risk-based approach to classifying ADMS.
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Apart from the DEK and the European Commission, many other organisations have proposed
risk-based approaches to ADMS governance. For example, the Al Ethics Impact Group
(AIEIG) has developed a framework to help organisations operationalise ADMS governance.
The main idea behind their framework is to create a (standardised) context-independent
labelling of ADMS inspired by the energy efficiency label (AIEIG, 2020). For their proposed

‘Ethics Label’, AIEIG assumes a set of ethics principles, including accountability,
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transparency, and reliability. Each principle is then broken down into criteria that define when
values are honoured or violated. Significantly, these criteria rest on observables that can be
monitored and quantified. This level of detail allows the AIEIG to be more specific than the
DEK about the level of governance required for ADMS at each risk level. For example, the
AIEIG distinguishes between the need for outcome accountability, objective-based
accountability, and process accountability for ADMS at different intermediary risk levels.

But how are individual use cases classified into different risk levels? As mentioned
above, the most common way to conceptualise risk is to combine the severity of harm and the
likelihood of it occurring (Krafft et al., 2020b). These two elements have previously been used
to construct risk-ladders that allow for matching regulatory provisions to different risks, such
as financial (MacNeil & O’Brien, 2010) or environmental risks (Black & Baldwin, 2012). The
severity of harm depends on the task performed by the ADMS and on what the possible
outcomes are. For instance, ADMS used for consumer recommendations may have a lower
effect on human welfare than those used for recruitment or medical interventions. In contrast,
the likelihood of harm can be thought of in terms of probability. However, there is often
uncertainty when evaluating real use cases, and exact probabilities are seldom known. Hence,
it is important to remember that the purpose of the Ladder, as outlined above, is not to identify
hard thresholds between different risk levels but rather to provide practical guidance on how
to classify ADMS in ways that are fit for purpose, simple and clear, and stable over time.

A further tension relates to the conflicting incentives actors within organisations may
have when self-determining the risks associated with specific systems or use cases (The
Government Office for Science, 2014). For example, executives facing pressure to cut costs
may want to avoid that red flag are being raised too often. Similarly, individual managers or
developers may prefer to handle the risks involved in a project locally, rather than escalating
issues that might either kill the project or subject it to more administration and oversight.

To summarise, the Ladder is a purposeful and highly resilient model for classifying
ADMS for governance purposes. By focusing on the risks posed by specific use cases, the
Ladder presents a technology-agnostic framework that addresses the ethical risks posed by
autonomous, self-learning systems. Its proven format also facilitates the integration of ADMS
governance frameworks into existing organisational structures and processes. However, the
Ladder requires practitioners to make an upfront risk assessment of individual use cases. This
extra burden — combined with the uncertainty associated with the concept of risk — means that,

compared with the Switch, the Ladder may be more costly and difficult to operationalise.

160



6.6 The Matrix

As discussed in Section 6.2, ADMS — although hard to define — typically share several
characteristics. These characteristics include the ability to perceive the environment through
input data, process information to interpret the data, make decisions and based on the data to
achieve pre-defined goals (Samoili et al., 2020). Further, because ADMS are embedded in
conditions that include and exceed them (Reddy et al., 2019), their effects on society are not
determined solely by their design. For example, the extent to which an ADMS’ behaviour is
perceived as ethical also depends on the input data, which could be incomplete or biased (Kim,
2017), and the task for which the system is used (Lauer, 2020). Hence, the impact an ADMS
has on its environment is not always intuitive and may not be consistent over time. Rather,
every individual use case poses a unique set of ethical challenges.

To deal with this complexity, many organisations use multiple dimensions to classify
ADMS (Wilson et al., 2020). For example, the OECD (2022) has recently published a
framework designed to help organisations classify ADMS. The purpose of this framework is
to help organisations and policymakers assess and classify ADMS systems according to their
potential ethical implications. As a starting point, the OECD’s framework requires

organisations to account for four dimensions when classifying ADMS:

1) Context: the socio-economic environment in which the ADMS is deployed, notably the
sector and the potential impact the system may have,

2) Data and input: the data used by the ADMS to build a representation of its environment,

3) Computational model: the real-world processes in the system’s internal environment
that constituting the core of the ADMS, and

4) Task and output: resulting actions taken by the ADMS to influence its environment.

Each of these four key dimensions is broken down into subdimensions (see Table 3, below).

Table 3. Subdimensions of the OECD s framework for classifying ADMS.

1. Context 2. Dataandinput | 3. Computational model | 4. Task and output
Sector Collection Model type Task

Scale Structure Model properties Actions

Impact Type Acquisition of Composite system
Critical Quiality capabilities Considerations

User Collection
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Some of the subdimensions are binary. The user of the system, for instance, is either an expert
or a non-expert. Other subdimensions are categorical. One example here would be the input
data, which may be structured, unstructured, or semi-structured. Yet other subdimensions, like
explainability (Watson & Floridi, 2020), demand further clarification regarding their purpose
and target audience and thus allow for free-form entries. As a whole, the framework attempts
to capture all the most relevant aspects of ADMS to allow for effective governance.

The approach taken by the OECD represents a model to classify ADMS that | have
chosen to call the Matrix.*?° In essence, the Matrix refers to classifications of ADMS that take
several different dimensions into account to identify the specific ethical risks associated with a
particular use case. The number and scope of these dimensions can vary between different
Matrix classification schemes. At least, these dimensions include the technical characteristics
a system has, which data it can access, and the context in — and the purpose for which — the
system is applied. For each combination in the Matrix, an ADMS governance framework can
specify which preventive measures are needed to ensure that a particular system is designed

and deployed in ethical ways. Figure 14 illustrates the logic behind this approach.

Figure 14. The Matrix - a multi-dimensional classification of ADMS.
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129 Strictly speaking, a matrix is a special case of a tensor, i.e., a tensor of rank two. However, since higher order
tensors are often represented as matrices, e.g., by column-binding data from later time points, | am not overly
concerned with this distinction and use the term matrix to refer to multidimensional spaces of arbitrary rank.
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Due to this structure, the Matrix represents the most comprehensive, but also the most
complicated, model for how to classify ADMS. To illustrate how quickly the model grows in
complexity, let us consider how the context of an ADMS can be assessed. The impact of a
specific ADMS may depend on several interrelated factors, including the breadth of
deployment of the system, its maturity, the stakeholders with which it interacts, and the purpose
for which it is applied. In theory, a broader deployment is coupled with greater risks than a
narrower one, and a more mature ADMS poses fewer risks than a less mature one. Further, the
use of ADMS poses different ethical challenges in different sectors. Healthcare, for instance,
is often considered a critical sector since even minor disruptions may have severe consequences
for the health and safety of human beings. However, not all ADMS in a critical sector are
critical. For example, a hospital’s administrative time tracking systems need not necessarily be
considered a critical system. This shows how evaluations in one dimension inevitably have
implications for other dimensions in the Matrix.

In terms of input, good data governance demands that data sets are complete, accurate,
and appropriate, whilst not being collected or processed in ways that infringe on individual
privacy or IP rights (ICO, 2018). However, concerning data management and information
processing, the Matrix does need to not offer any new tools per se. Rather, it incorporates tools
like model cards (Mitchell et al., 2019) and datasheets (Gebru et al., 2018) into a structured
process for responding to the specific challenges associated with a given ADMS. The key to
this approach is the link between a particular use case’s characteristics and the proposed
remedies. To give an example, evaluating whether decisions made by ADMS are unfair or
discriminatory typically use one, or a combination, of three distinct methods: pre-processing,
in-processing, and post-processing (Clavell et al., 2020). Understanding about the way data is
collected and structured informs pre-processing methods. In-processing, by contrast, depends
on the model itself. Finally, post-processing techniques keep the model as it is but adjust the
outcomes so that they correspond better to some predefined normative benchmark.

To summarise, the Matrix is the most comprehensive approach to classifying ADMS
for governance purposes. The fact that it attempts to take all relevant information into account’
means that the Matrix can help organisations that design and deploy ADMS understand which
precautions are necessary for a particular use case. At the same time, the Matrix require
substantial upfront investments, especially in terms of practitioners’ time. Moreover, the
different dimensions according to which ADMS are evaluated sometimes overlap and influence
each other non-linearly. Hence, the Matrix is not a simple model to implement. Finally, its all-

encompassing approach also makes the Matrix less resilient to changes over time. In short,
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classifications based on the Matrix hold great promise to inform policy decisions, but they may

not necessarily help organisations define the material scope of ADMS governance.

6.7 Discussion

In this section, | will evaluate the three models for classifying ADMS introduced in this chapter
according to the criteria in 6.3, i.e., that good classifications should be (i) fit for purpose, (ii)
simple and clear, and (iii) stable over time.

To begin with, a significant advantage of the Switch is that it is simple and clear. This
is because a few essential requirements are easy to bear in mind yet still provide a basis for
identifying the systems to which a given ADMS governance framework applies. Classifications
of ADMS based on the Switch are thus easy to grasp and use, even for non-experts. Yet the
Switch may not always be fit for purpose, since all binary approaches to classifying ADMS —
which draw sharp lines across continuous spectrums — struggle to strike the right balance
between over and under inclusiveness. At first glance, it may appear better to err on the side of
caution and employ an overinclusive Switch. Doing so would increase the probability of
identifying and managing high-risk use cases. However, care must also be taken not to cause
unjustifiable administrative burdens.'® Finally, the extent to which a Switch is stable over time
depends on which elements are included in the essential requirements. While requirements that
refer to a particular design structure (e.g., neural networks) or a specific use case (e.g., facial
recognition) are likely to change over time, essential requirements that refer to capabilities
would be more permanent (Schuett, 2021).

Compared with the Switch, the Ladder has several advantages. First, it builds on well-
established mechanisms like risk assessments. This procedural continuity helps organisations
integrate ADMS governance frameworks into their existing governance structures and QMS
(Raji et al., 2020). Second, the Ladder is fit for purpose insofar as it demands that organisations
assess the specific ethical challenges associated with the technical systems they design and
deploy. This is important given that, even where they are technically similar, the consequences
of the decisions made by ADMS may differ considerably depending on the concrete setting in
which they are applied (Krafft et al., 2020a). Finally, the fact that it is technology-agnostic

130 As a case in point, the Centre for Data Innovation recently estimated that the EU AIA will cost the European
economy €31 bn over the next five years and reduce R&D investments by up to 20 percent (Mueller, 2021). How
precise such numbers are is hard to say. Still, they serve as a healthy reminder that not only underinclusive but
also overinclusive definitions of the material scope of ADMS governance are associated with real costs and risks.
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makes the Ladder a highly stable model for classifying ADMS. Governance frameworks that
classify ADMS according to the Ladder are thus well equipped to handle both rapid
technological innovation and social change. But these advantages come at a cost: it can be very
challenging to assess all the ethical risks posed by a specific use case in practice.

The Matrix is fit for purpose insofar as it informs the policy considerations associated
with different types of ADMS. Classifications based on the Matrix also help organisations
identify which precautionary measures are appropriate when designing or implementing a
specific ADMS. However, the Matrix is not a simple model for classifying ADMS. It does not
help practitioners determine with little effort whether a particular use case should be subjected
to ADMS governance. Instead, the Matrix front-loads both the administrative burden — and the
process of ethical deliberation — to the initial stages of software development processes. Finally,
classifications based on the Matrix may not be stable over time. Many subdimensions consist
of variables whose categories or ranges may change due to future technological advances.
Computer science research is a quickly moving landscape and speculating about what technical
breakthroughs may occur is beyond the scope of this chapter. The point is that any model that
attempts to exhaust all possible combinations of available technologies, on the one hand, and
potential areas of application, on the other, will struggle to stay relevant and useful.

It should be re-emphasised that different ways of classifying ADMS can be combined
and used by the same organisation at various stages of the governance process. An example of
this possibility is found in the first draft of the AIA. As a first step, the AIA used a Switch to
demarcate its material scope. As mentioned in Section 6.2, the list of computational techniques
coverer by the AlA is broad and include everything from logic-based to statistical approached.
In a second step, the AlA relies on the Ladder, i.e., on a risk-based approach, to identify those
ADMS that need to be subjected to additional oversight and transparency obligations.t3

In practice, overlaps such as the one described above are common for at two reasons.
First, because the Switch, the Ladder, and the Matrix have different (and complementary)
strengths and weaknesses, organisations can tailor their material scope by combining the three
models for classifying ADMS in different ways. Second, the three models compose a hierarchy
of complexity in which each constitutes a special case of the previous: the Switch can be viewed

as a bivalent Ladder, and the Ladder as a rank-one Matrix. Despite these overlaps, treating the

131 This is not the place to discuss the merits and shortcomings of the material scope used in the EU AlA. Readers
interested in such a discussion are referred to Bryson (2022).
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three models for classifying ADMS as conceptually distinct is useful since it enables a
comparison of their respective affordances and constraints. In this chapter, I have therefore
chosen to identify each model with the minimum level of complexity required to describe its
operations — well aware of the fact that edge cases could strain the typology.

6.8 Concluding remarks

All governance mechanisms need to define their material scope, and EBA is no exemption. In
Chapter 1, I introduced EBA as a structured procedure whereby an entity’s behaviour is
assessed for consistency with relevant ethics principles. To be feasible and effective, EBA
procedures presuppose clarity about which systems or processes, exactly, these ethics
principles apply to. However, the fact that there exists no universally accepted definition of
ADMS need not be a problem. As | have argued in this chapter, it is less important to define
what an ADMS is in abstract terms and more important to establish processes for identifying

those systems or processes that require additional layers of governance. This brings me to:

SQ4 How can the material scope of EBA be demarcated?

In this chapter, I have shown that there are at least three different ways of classifying ADMS
for governance purposes: the Switch, i.e., a binary approach according to which systems either
are or are not considered ADMS depending on their intrinsic characteristics; the Ladder, i.e., a
risk-based approach that classifies systems according to the ethical risks they pose; and the
Matrix, i.e., a multi-dimensional approach that accounts for various aspects, like input data,
decision-model, and decision task, when classifying ADMS. Each of these models (as well as
any combination of them) can be used to demarcate the material scope of EBA procedures.
Each of these models comes with its own sets of strengths and weaknesses. The Switch
is simple and clear — and can thus be easily communicated and applied. At the same time,
classifications of ADMS based on the Switch are often under- or overinclusive. In contrast, the
Ladder provides a technology-neutral model for classifying ADMS that is fit for purpose and
stable over time. However, although the risk-based approach on which the Ladder is built
facilitates the integration of ADMS governance into existing governance structures, it also adds
complexity that makes it more difficult to implement than the Switch. Finally, the Matrix offers
the most comprehensive model for how to classify ADMS. As such, it is well-suited to inform
policy decisions. On the downside, classifications based on the Matrix add significant

administrative burdens on organisations and practitioners and are also less stable over time.
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Two further conclusions can be drawn from this discussion. First, there is a three-way
trade-off between how fit for purpose a model for classifying ADMS is, how simple it is to
apply, and how stable it is over time. When to use the Switch, the Ladder, or the Matrix to
demarcate the material scope of EBA procedures thus remains a question to be evaluated
locally, case by case. Second, how ADMS are classified is an integral part of the design of
EBA procedures. EBA procedures that do not demarcate their material scope are incomplete,
and hence unlikely to be effective in identifying and mitigating the ethical risks ADMS pose.

Some may remain sceptical about whether it is necessary to classify ADMS at all. They
may rightly point to the fact that ADMS are just a variation of other systems, with which they
share many characteristics and ethical risks. However, human organisation is made possible by
conceptual representations of the world taken at a relatively high level of abstraction rather
than the way the world really is. To quote (Dewey, 1920) once more, ‘A classification is not a
bare transcript of some finished and done-for arrangement pre-existing in nature. It is rather a
repertory of weapons for attack upon the future and the unknown.’

Following Dewey’s impetus, | hope that this chapter may serve as a map for those who
seek to design or implement EBA procedures. My hope rests on the old idea that new insights
can be gained through a multiplicity of perspectives. Mental models help us organise
information to grasp complex phenomena, and the many-model approach helps illuminate the
blind spots inherent in each model (Page, 2018). By drawing on the mental models outlined in
this chapter — i.e., the Switch, the Ladder, and the Matrix — | hope that technology providers
and auditors will be better equipped to classify ADMS and implement EBA procedures.

As | have shown in this Chapter, how ADMS are classified have direct implications on
the feasibility and effectiveness of different governance mechanisms. One example on this is
provided by the ongoing policy dialogue concerning the EU AIA. It is less than two years since
the European Commission published (2021) the first draft of the AIA, and yet recent
technological developments — including the emergence of large language models (LLMs) and
other foundation models (Bommasani et al., 2021) — have already put pressure on policymakers
to revise the material scope of the proposed legislation (FLI, 2022). The same holds true for
EBA procedures. Most existing EBA procedures have been designed to audit ADMS used for
specific purposes in predictable environments. In Chapter 7, | address that gap by outlining a

blueprint for how to audit ADMS with highly general capabilities.
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CHAPTER 7

ETHICS-BASED AUDITING OF LARGE LANGUAGE
MODELS: A THREE-LAYERED APPROACH

Abstract

Large language models (LLMs) represent a major advance in natural language processing and
computer science research. At the same time, the widespread use of LLMs is coupled with
significant ethical and social challenges. Previous research has pointed towards ethics-based
auditing (EBA) as a promising governance mechanism to help identify and mitigate the ethical
and social risks posed by automated decision-making systems (ADMS). However, existing
EBA procedures fail to address the governance challenges posed by LLMs, which display
emergent capabilities and are adaptable to a wide range of downstream tasks. In this chapter, |
address that gap by outlining a novel blueprint for how to audit LLMs. Specifically, | propose
a three-layered approach, whereby governance audits (of technology providers that design and
disseminate LLMs), model audits (of LLMs after pre-training but prior to their release), and
application audits (of applications based on LLMs) complement and inform each other. | show
how EBA, when conducted in a structured and coordinated manner on all three levels, can be
a feasible mechanism for identifying and managing some of the ethical and social risks posed
by LLMs. However, it is important to remain realistic about what EBA can be expected to
achieve. Therefore, | discuss the limitations not only of my three-layered approach but also of
the prospect of auditing LLMs at all. Ultimately, this chapter seeks to sharpen and extend the
conceptual toolkit available to organisations who wish to audit the design and use of ADMS

with highly general capabilities for alignment with specific ethics principles.

Note

This chapter is based on a peer-reviewed journal article published in Al and Ethics (see
Mokander et al, 2023b).1% | have lightly edited the text to harmonise the vocabulary used in
the chapter to fit the overarching framing of this thesis. | have also shortened parts of the

original manuscript to minimise overlaps with the other chapters included in this thesis.

132 The article was co-authored with Jonas Schuett, Hannah Rose Kirk, and Luciano Floridi. Please see Appendix
3, 8, and 9 for authorship statements.
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7.1 Introduction

7.1.1. Background

Ethics-based auditing (EBA) is a governance mechanism that technology providers and
policymakers can use to identify and mitigate risks associated with automated decision-making
systems (ADMS) (Brundage et al., 2020; Sandvig et al., 2014). Operationally, EBA is
characterised by a structured process whereby an entity’s behaviour is assessed for consistency
with relevant principles. Previous work on EBA has focused on developing procedures to
assess ADMS used for specific tasks in predictable environments for adherence with
technology providers’ organisational values or sector-specific norms. For example, researchers
have developed procedures for how to audit ADMS used in recruitment (Kazim et al., 2021),
online searches (Robertson et al., 2018), and medical diagnostics (Liu et al., 2022; Oakden-
Rayner et al., 2022). However, the capabilities of ADMS tend to become ever more general.
In a recent article, Bommasani et al. (2021) coined the term foundation models to
describe ADMS that can be adapted to a wide range of downstream tasks. While foundation
models are not new from a technical perspective,**® they differ from other ADMS as they are
effective across many different tasks and display emergent capabilities when scaled. The rise
of foundation models also reflects a shift in how ADMS are designed, since these models tend
to be trained by one actor and subsequently adapted for different applications by a plurality of
other actors (Bommasani & Liang, 2021). From an EBA perspective, foundation models pose
significant challenges. To begin with, it is difficult to assess the risks ADMS pose independent
of the context in which they are deployed. Moreover, how to allocate responsibility between
technology providers and downstream developers when harms occur remains unresolved.
Taken together, the capabilities and training processes of foundation models have outpaced the

development of procedures to assess whether these align with prespecified ethics principles.

7.1.2 Scope and contributions

In this chapter, | address SQ5, i.e., what could blueprints for feasible and effective EBA
procedures look like for ADMS with highly general capabilities? In doing so, | focus on large

language models (LLMs), a subset of foundation models, for reasons | explain below.

133 Foundation models are based on deep neural networks and supervised learning. Their recent rise has been
enabled by the development of new transformer architectures (Vaswani et al., 2017); the increase in compute
resources (Smith-Goodson, 2022); and the availability of large-scale datasets (Luccioni & Viviano, 2021).
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LLMs start from a source input, called the prompt, to generate the most likely sequences
of words, code, or other data (Floridi & Chiriatti, 2020). Historically, different model
architectures have been used in natural language processing (NLP) (Rosenfeld, 2000).
However, most recent LLMs are based on deep neural networks trained on a large corpus of
texts. Examples of such LLMs include GPT-3 (Brown et al., 2020), GPT-4 (OpenAl, 2023),
LaMDA (Thoppilan et al., 2022), and Gopher (Rae et al., 2022). Once an LLM has been pre-
trained, it can be adapted (with or without fine-tuning)!3* to support various applications, from
spell-checking (Hu et al., 2021) to creative writing (Hsieh, 2019).

Developing EBA procedures for LLMs is an important and timely task for two reasons.
First, LLMs pose many ethical challenges, including the perpetuation of harmful stereotypes,
the leakage of personal data, the spread of misinformation, and plagiarism (Bender et al., 2021;
Perez et al., 2022b; Shelby et al., 2022). The urgency of addressing those challenges makes
developing procedures to audit LLMSs along different normative dimensions (such as privacy,
bias, safety, etc.) a critical task in and of itself (Liang et al., 2022). Second, LLMs can be
considered proxies for other foundation models. Consider CLIP (Radford et al., 2021), a vision-
language model trained to predict which text caption accompanied an image, as an example.
CLIP too displays emergent capabilities, can be adapted for multiple downstream applications,
and faces similar governance challenges as LLMSs. The same holds true for text2image models
such as DALL-E 2 (Ramesh etal., 2022). The process of developing EBA procedures for LLMs
is thus likely to offer transferable lessons on how to audit other foundation models.!%®

The main contribution offered in this chapter is a novel blueprint for how to audit
LLMs. Specifically, | propose a three-layered approach, whereby governance audits (of
technology providers that design and disseminate LLMs), model audits (of LLMs after pre-
training but prior to their release), and application audits (of applications based on LLMs)
complement and inform each other. The key message | stress is that to be feasible and effective,
audits conducted on the governance, model, and application levels must be combined into a
structured and coordinated EBA procedure. To the best of my knowledge, the blueprint for
how to audit LLMs outlined in this chapter is the first of its kind, and | hope it will inform both

134 To fine-tune LLMs for specific tasks, an additional dataset of in-domain examples can be used to adapt the
final layers of a pre-trained model.

135 Following Jonathan Zittrain (2014), I define ‘generative technologies’ as technologies that allow third-parties
to innovate upon them without any gatekeeping. Colloquially, ‘generative AI’ sometimes refers to systems that
can output content (e.g., images, text, audio), but that is not how | use the term in this chapter.
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technology providers’ and policymakers’ efforts to design and implement EBA procedures for
ADMS with highly general capabilities.

In the process of introducing and discussing the three-layered approach, | offer two
secondary contributions in this chapter. First, | derive seven claims about how LLM auditing
procedures should be designed to be feasible and effective in practice. Second, | identify the
conceptual, technical, and practical limitations associated with auditing LLMSs. Together, these
secondary contributions lay a groundwork that other researchers and practitioners can build
upon when designing new, more refined, LLM auditing procedures in the future.

My efforts tie into an ongoing policy formation process. Technology providers like
OpenAl, DeepMind, Microsoft, and Anthropic have highlighted the need for new governance
mechanisms to address the social and ethical challenges that LLMs pose (Ganguli et al., 20223;
Peyrard et al., 2021). Individual parts of my proposal (e.g., those related to model evaluation
(Chowdhery et al., 2022) and red teaming (Perez et al., 2022a))**® have already started to be
implemented across the industry, although not in a structured and transparent manner.
Policymakers, too, are interested in ensuring that societies benefit from LLMs while managing
the associated risks. Examples of proposals to regulate ADMS include the AIA (European
Commission, 2021a) and the US Algorithmic Accountability Act of 2022 (Office of US
Senator Ron Wyden, 2022). My blueprint for how to audit LLMs neither seeks to replace
existing best practices for training and testing LLMSs nor to foreclose forthcoming regulations.
Rather, it complements them by showing how EBA — when conducted in a structured and
coordinated manner — can help identify and mitigate the ethical risks LLMs pose.

A further remark is needed to narrow down this chapter’s scope. My three-layered
approach concerns the procedure of ethics-based LLM audits and answers questions about
what should be audited, when, and according to which criteria. Of course, when designing
holistic EBA procedures, several additional considerations exist, e.g., who should conduct the
audit and how to ensure post-audit action (Raji et al., 2022). While such considerations are
important, they fall outside the scope of this chapter. How to design an institutional ecosystem
to audit LLMs is a non-trivial question that | have neither the space nor the capacity to address
here. That said, the policy process required to establish EBA procedures for ADMS with highly

136 A ‘red team’ is a group of people authorised to emulate an adversarial attack on an ADMS to identify and
exploit its vulnerabilities (NITS, 2023).
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general capabilities will likely be gradual and involve negotiations between numerous actors,
including technology providers, policymakers, and civil rights groups.

The remainder of this chapter proceeds as follows. Section 7.2 highlights the ethical
risks LLM pose and establishes the need to audit them. Section 7.3 describes the methodology
used in this chapter. Section 7.4 reviews previous literature on EBA, discusses the properties
of LLMs that undermine existing EBA procedures, and derives seven claims for how feasible
and effective EBA procedures for LLM should be designed. Section 7.5 outlines a blueprint
for how to audit LLMs. Specifically, a three-layered approach that combines governance,
model, and application audits is proposed. The section explains why these three types of audits
are needed, what they entail, and the outputs they should produce. Section 7.6 discusses the
limitations of my three-layered approach and demonstrates that any attempt to audit LLMs will
face several conceptual, technical, and practical constraints. Section 7.7 discusses the
implications of my findings for researchers, policymakers, and industry practitioners. Finally,
Section 7.8 concludes by generalising the three-layered approach outlined in this chapter into

a blueprint for how to audit ADMS with highly general capabilities.

7.2 The need to audit LLMs

This section summarises previous research on LLMs. It situates my research in relation to
recent technological and societal developments and stresses the need for EBA procedures that
capture the ethical risks LLMs pose.

7.2.1 The opportunities and risks of LLMs

Although LLMs represent a major advance in computer science research, the idea of building
text-processing machines is not new. Since the 1950s, NLP researchers and practitioners have
been developing software that can analyse, manipulate, and generate natural language (Joshi,
1991). Until the 1980s, most NLP systems used logic-based rules to enable machine translation
and speech recognition (Hirschberg & Manning, 2015). More recently, the advent of deep
learning, advances in neural architectures like transformers, growth in computational power
and the availability of internet-scraped training data have revolutionised the field
(Chernyavskiy et al., 2021). Further advances in instruction-tuning and reinforcement learning
from human feedback have improved model capabilities to predict user intent and respond to
natural language requests (Bai et al., 2022; Ouyang et al., 2022; Stiennon et al., 2020).
LLMs’ core training task is to produce the most likely continuation of a text sequence

(y Arcas, 2022). Consequently, LLMs can be used to recognise, summarise, translate, and
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generate texts (Suzgun et al., 2022). Exactly when a language model becomes ‘large’ is a matter
of debate — referring to either more trainable parameters (Villalobos et al., 2022), a larger
training corpus (Hoffmann et al., 2022) or a combination of these. Notably, LLMSs require
fewer in-domain labelled examples than traditional deep learning systems to perform well on
unseen tasks (Bowman, 2023). This means that LLMs can more easily be adapted for various
downstream applications, such as diagnosing medical conditions (Rasmy et al., 2021),
generating code (Chen et al., 2021), and translating languages (Wang et al., 2021b).

LLMs bring new opportunities. Because LLMs perform well on a wide range of task,
they can be used to automate specific repetitive workflows (Kojima et al., 2022). Moreover, a
scaling law has been identified whereby the training error of an LLM falls off as a power of
training set size, model size or both (Kaplan et al., 2020). This means that scaling LLMs further
can result in emergent capabilities and increased performance on a wide array of tasks
(Srivastava et al., 2022). Finally, while some pre-trained models are protected by paywalls or
siloed within companies, many LLMs are accessible via open-source libraries such as
HuggingFace, allowing non-experts to use it in their applications (Kirk et al., 2021).

Alongside such opportunities, however, the use of LLMs is coupled with ethical
challenges. As recent controversies surrounding ChatGPT (Azaria, 2022) have shown, LLMs
are prone to give biased or incorrect answers to user queries (Borji & Ai, 2023). More
generally, a recent article by Weidinger et al. (2021) suggests that the ethical challenges
associated with LLM can be clustered into six broad risk areas:

1) Discrimination: LLMs can introduce representational and allocational harms by

perpetuating social stereotypes and biases,

2) Information hazards: LLMs may compromise privacy by leaking private information

and inferring sensitive information,

3) Misinformation hazards: LLMs producing misleading information can lead to less

well-informed users and erode trust in shared information,

4) Malicious use: LLMs can be co-opted by users with bad intent, e.g., to generate

personalised scams or large-scale fraud,

5) Human-computer interaction harms: users may overestimate the capabilities of LLMs

that appear human-like and use them in unsafe ways, and

6) Automation and environmental harms: training and operating LLMs require lots of

computing power, incurring high environmental costs.
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Each of these risk areas constitutes a vast and complex field of research. Providing a
comprehensive overview of each field’s nuances is beyond this chapter’s scope. Instead, I take
Weidinger et al.’s summary of the ethical and social risks associated with LLMSs as a starting
point for pragmatic problem-solving.

7.2.2 The governance gap

From a governance perspective, LLMs pose both methodological and normative challenges.
LLMs are typically developed in two stages. Firstly, a model is pre-trained using self-
supervised learning on a large, unstructured text corpus scraped from the internet. Pre-training
captures the general language representations. Secondly, the weights or behaviours of this pre-
trained model are adapted on a far smaller dataset of labelled, task-specific, examples.
Although performance is predictable at a general level, performance on specific tasks can be
unpredictable (Ganguli et al., 2022a). That makes it methodologically difficult to assess LLMs
independent of the context in which they will be deployed (Bommasani et al., 2021).

Further, even well-functioning LLMs force technology providers and policymakers to
face hard questions, such as who should have access to these technologies and for which
purposes (Shevlane, 2022). Of course, the challenges posed by LLMs are not necessarily
distinct from those associated with classical NLP or other deep-learning-based systems.
However, LLMs' widespread use and generality make those challenges deserving of urgent
attention. For all these reasons, analysing LLMs from ethical perspectives requires innovation
in risk assessment tools, benchmarks, and frameworks (Tamkin et al., 2021).

Several governance mechanisms designed to ensure that LLMs adhere to predefined
ethics principles have already been piloted (Avin et al., 2021). Some are technically oriented,
including the pre-processing of the training data, the fine-tuning of LLMs on data with desired
properties, and procedures to test the model at scale pre-deployment (Perez et al., 2022a).
Others seek to address the ethical risks LLMSs pose through sociotechnical mitigation strategies,
like more diverse developer teams (PAI, 2020) and human-in-the-loop protocols (Wang et al.,
2021c). Yet others seek to ensure transparency in development processes, e.g., through model
cards (Derczynski et al., 2023), datasheets (Gebru et al., 2021), system cards (MetaAl, 2023),

or the watermarking of system outputs (Kirchenbauer et al., 2023).1%’

137 A watermark is a hidden pattern in a text that is imperceptible to humans but makes it identifiable as synthetic.
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To summarise, while LLMs have shown impressive performance across a wide range
of tasks, they also pose significant ethical risks. The question of how LLMs should be governed
has thus attracted much attention, with proposals ranging from structured access protocols
(Shevlane, 2022) to hard regulation prohibiting the use of LLMs for specific purposes (Hacker
et al., 2023). However, the effectiveness and feasibility of these proposals have yet to be
substantiated by empirical research. Moreover, given the multiplicity and complexity of the
risks LLMs pose, policy responses will need to be multifaceted and incorporate several
complementary governance mechanisms. As of now, technology providers and policymakers
have only started experimenting with different governance mechanisms, and how LLMs should

be governed remains an open question (Engler, 2023).

7.2.3 Calls for audits

Against this backdrop, EBA should be understood as one of several governance mechanisms
different stakeholders can employ to assess LLMs for adherence with predefined ethics
principles. As | have shown in the previous chapters of this thesis, EBA is not a hypothetical
idea but a tangible policy option that has been proposed by researchers and policymakers alike.
For instance, when coining the term foundation models, Bommasani et al. (2021) also
suggested that ‘such models should be subject to rigorous testing and auditing procedures.’
Similarly, in an open letter concerning the risks associated with LLMs and other foundation
models, OpenAl’s CEO Sam Altman stated that ‘it’s important that efforts like ours submit to
independent audits before releasing new systems’ (Altman, 2023). Finally, the European
Commission is considering classifying LLMs and other foundation models as ‘high-risk
ADMS’ (Helberger & Diakopoulos, 2023).1% This would imply that technology providers
designing LLMs have to undergo ‘conformity assessments with the involvement of an
independent third-party’, which — as | argued in Chapter 5 — are audits by another name.
Despite widespread calls for LLM auditing, central questions concerning how LLMs
can and should be audited have yet to be explored. This chapter addresses that gap by outlining
a blueprint for how to audit LLMs. The main argument | advance can be summarised as
follows. What auditing means varies between different academic disciplines and industry
contexts. However, three strands of auditing research and practice are particularly relevant with

respect to ensuring good governance of LLMSs. The first stems from IT audits, whereby auditors

138 It is still uncertain how the EU AIA should be interpreted with respect to LLMs. The current formulation states
that models that may be used for high-risk applications should be considered high-risk (Bertuzzi, 2023).
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assess the adequacy of technology providers’ software development processes and quality
management procedures (Senft & Gallegos, 2009). The second strand stems from model testing
and verification within the computer sciences, whereby auditors assess the properties of ADMS
(Dai & Berleant, 2019). The third strand stems from product certification procedures, whereby
auditors test consumer goods for legal compliance and technical robustness before they go to
market (Voas & Miller, 2016). As | argue throughout this chapter, it is necessary to combine
auditing tools and procedural best practices from each of these three strands to identify and
manage the ethical risks LLMs pose.

7.2.4 Addressing initial objections

Before proceeding further, two objections to the prospect of auditing LLMs should be
anticipated and responded to. First, one may argue that there is no need to audit LLMs per se
and that auditing procedures should be established at the application level instead. However,
this objection presents a false dichotomy: while some risks LLMs pose can only be addressed
at the application level, others are best managed upstream. Ultimately, technology providers
are responsible for taking precautions regarding reasonably foreseeable risks during the product
life cycle stages that they do control. The same logic underpins the EU’s Al liability directive
(European Commission, 2022). For this reason, | propose that application audits should be
complemented with governance audits of the organisations that develop LLMs.

Second, one may contend that designing EBA procedures for LLM is difficult. | agree
and would add that this difficulty has both practical and conceptual components. Different
stages in the LLM development lifecycle overlap in messy ways (Gururangan et al., 2020). For
example, open-source LLMs are continuously re-trained and re-uploaded on collaborative
platforms post-release. That creates practical problems concerning when and where audits
should be mandated. Yet the conceptual challenges run even more deeply. For instance, what
constitutes disinformation and hate speech are contested questions (O’Neill, 2021). Despite
widespread agreement that LLMs should be ‘truthful’ and ‘fair’, such notions are hard to
operationalise. Because there exists no universal condition of validity that applies equally to
all kinds of utterances (Kasirzadeh & Gabriel, 2023), it is hard to establish a normative baseline
against which LLMs can be audited.

However, these difficulties are not reasons for abstaining from developing EBA
procedures for LLMs. Instead, they are healthy reminders that it cannot be assumed that one
single EBA procedure will capture all LLM-related ethical risks or be equally effective in all

contexts (Steed et al., 2022). The insufficiency and limited nature of EBA as a governance
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mechanism is not an argument against its complementary usefulness. In this chapter, | attempt
to show that EBA can be a feasible and effective governance mechanism for managing the
ethical risks LLMs pose. However, before outlining the details of my blueprint for auditing

LLMs, something should be said about how it was arrived at.

7.3 Methodology

As discussed in Chapter 1, | take a pragmatist stance when exploring how auditing procedures
can be designed so they are feasible and effective in practice. According to the pragmatist
tradition, research should not only be grounded in real-world problems but also solution
oriented (Salkind, 2010). The research conducted in this chapter is thus applied insofar as it
both evaluates and proposes policy responses to the real-world problem of how to audit LLMs.

At a high LoA, applied research concerns the evaluation of different governance
mechanisms in relation to a desired outcome (Haas & Springer, 1998). A further mark of
quality in applied research is that questions are answered in ways that are actionable (Legg &
Hookway, 2020). This means that researchers must at times go beyond an evaluation of existing
options to prescribe new solutions. While there is no guarantee that the best course of action
will be found, researchers can ensure rigour by systematically building on previous research
and by incorporating input from different stakeholders.

Mindful of those considerations, the following methodology was used to develop the
blueprint for how to audit LLMs outlined in Section 7.5. Note that while the four steps below
exhaust the range of research activities that went into this study, the sequential presentation is
a simplification. In reality, the research process was iterative, with several of the steps
overlapping both thematically and chronologically.

Firstly, I mapped existing EBA procedures designed to identify and mitigate the risks
associated with ADMS. In doing so, I used the list of EBA procedures generated through my
systematised literature review (Grant & Booth, 2009) in Chapter 3 as a starting point. However,
| updated it using the same databases and keywords for the search to also include articles and
reports that had been published after my original literature review was conducted.**°

Second, | conducted a conceptual gap analysis between the affordances of existing EBA
procedures and the governance challenges LLMs pose. Through this conceptual analysis

(Maggetti et al., 2015), | identified several properties of LLMs — including generativity and

139 See Section 3.1 for details regarding the databases and keywords used for the systematised literature review.
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emergence — that undermine the feasibility and effectiveness of existing EBA procedures. This
resulted in seven key claims about how auditing procedures should be designed to capture the
full range of risks posed by LLMs. Those claims are presented and discussed in Section 7.4.

Third, I created a draft blueprint for how to audit LLMs by identifying the smallest set
of EBA procedures that satisfied my seven key claims. In practice, not all EBA procedures are
equally effective in identifying the risks posed by LLMs. Besides, some EBA procedures serve
similar functions. This step thus consisted of reducing the theoretical space of possible EBA
procedures into a limited set of activities that are jointly sufficient to identify the risks LLMs
pose, practically feasible to implement, and have a justifiable cost-benefit ratio. 14°

Finally, I refined my blueprint by triangulating findings from different sources (Frey,
2018). This step included comparing my draft blueprint with other procedures to audit self-
learning software systems, such as NIST’s (2023) Al Risk Management Framework and
ISACA’s (2019) COBIT Framework. It also included onboarding co-authors with
complementary skills and expertise. While | have a dual background in engineering and social
science, my co-authors come from the fields of computer science, law, and philosophy
respectively. My co-authors suggested improvements to my draft blueprint and added technical
depth to the analysis. The three-layered approach for how to audit LLMs outlined in Section
7.5 is thus the result of a broad, iterative, and collaborative effort.

With those methodological remarks out of the way, | now turn to review previous work
on EBA. The thereby is to explore the merits and limitations of existing EBA procedures when

applied to LLMs.

7.4  Seven claims about auditing LLMs

As | demonstrated in Chapter 3 of this thesis, a wide range of EBA procedures have already
been developed. However, as we will see, not all EBA procedures are equally effective in
identifying and mitigating the risks posed by LLMs. In this section, | introduce several
conceptual distinctions to highlight the properties of LLMs that undermine the feasibility
and effectiveness of existing EBA procedures. The result of this conceptual analysis is a

list of seven claims about how to audit LLMSs.

140 The first three steps discussed in this section corresponds to the methodology for applied research outlined in
Section 1.7.2.
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7.4.1 The merits and limitations of existing EBA procedures

To start with, it is useful to distinguish between compliance audits and risk audits. The
former compares an entity’s actions or properties to predefined standards. The latter asks
open-ended questions about how a system works to identify and manage risks. When
conducting risk audits of LLMs, auditors can draw on well-established standards for
ADMS risk management (1ISO, 2023; NIST, 2022) and guidance on how to assess and
evaluate ADMS (ICO, 2020; VDE, 2022). In contrast, compliance audits require a
normative baseline against which ADMS can be evaluated. However, LLM research is a
quickly developing field in which standards have yet to emerge. Moreover, the fact that
LLMs are adaptable to many downstream applications (Ganguli et al., 2022a) undermines
the feasibility of EBA procedures designed to ensure compliance with sector-specific
norms. This implies that EBA procedures focusing on compliance alone are unlikely to
provide adequate assurance for LLMs (Claim 1).

Further, it is useful to distinguish between external and internal audits. While the
former is conducted by independent third-parties, the latter is conducted by internal
auditors that report directly to an organisation’s board (I11A, 2022). External audits address
concerns regarding accuracy in self-reporting. However, they are constrained by limited
access to processes and personnel (Raji et al., 2020). For internal audits, the inverse is
true: while having all necessary access, they run an increased risk of collusion between
the auditor and the auditee. Without third-party accountability, technology providers may
also ignore audit recommendations that threaten their business interests (Slee, 2020). The
risks stemming from misaligned incentives are especially stark for technologies with
rapidly increasing capabilities and for companies facing strong competitive pressures
(Naudé & Dimitri, 2020). Both conditions apply to LLMs. From this follows that external
audits will be required to not only identify the ethical risks LLMs pose but also to hold
technology providers accountable in case of irregularities (Claim 2).

A further distinction made in the EBA literature is that between adversarial and
collaborative audits. Adversarial audits are conducted by independent actors to assess the
properties or impact ADMS have — without privileged access to their source code or
technical design specifications (Blocki et al., 2013). Collaborative audits see technology
providers and external auditors working together to assess and improve the processes that
shape future ADMS design and safeguards (Berghout et al., 2023). While the former aims

to expose harms, the latter seeks to provide assurance. Previous research has shown that
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audits are most effective when technology providers and independent auditors collaborate
towards the common goal of identifying and managing risks (Power, 1997). This implies
that, to be feasible and effective in practice, procedures to audit LLM require active
collaboration between technology providers and independent auditors (Claim 3).

Moving on, it is also useful to distinguish between governance audits and
technology audits. The former focuses on the organisation designing ADMS and include
assessments of software development and quality management processes, incentive
structures, and the allocation of roles and responsibilities (Senft & Gallegos, 2009). The
latter focuses on assessing ADMS’ properties, e.g., by reviewing the model architecture,
checking its consistency with predefined specifications, or repeatedly querying it to
understand its inner workings (Metaxa et al., 2021). Some LLM-related risks can be
identified and mitigated at the application level. However, others are best addressed
upstream, e.g., those concerning the sourcing of training data. This implies that, to be
feasible and effective, EBA procedures designed to assess and mitigate the risks posed by
LLMs must include elements of both governance and technology audits (Claim 4).

However, both governance audits and technology audits have limitations.
Governance audits are limited because it is not possible to anticipate upfront all the risks
that emerge as ADMS interact with complex environments over time (Steed et al., 2022).
Further, not all ethical tensions stem from technology design alone, as some are intrinsic
to given tasks (Danks & London, 2017). While these limitations were discussed already in
chapter 3, LLMs introduce additional challenges for technology audits, which have
historically focused on assessing ADMS designed to fill specific functions in well-defined
contexts, like improving image analysis in radiology (Mahajan et al., 2020) or detecting
corporate fraud (Zerbino et al., 2018). Because LLMs enable many downstream
applications, such traditional EBA procedures are not equipped to capture the full range
ethical risks they pose. While existing best practices in governance auditing appear
applicable to organisations designing or deploying LLMs, that is not true for technology
audits. In short: the methodological design of technology audits will require significant
modifications to identify and assess LLM-related risks (Claim 5).

Previous work on technology audits distinguishes between functionality, model,
and impact audits (Mittelstadt, 2016). Functionality audits focus on the rationale
underpinning ADMS by asking questions about intentionality, e.g., what is this system’s
purpose (Kroll, 2018)? Model audits review ADMS internal decision-making logic. For

sub-symbolic systems like LLMs, this entails asking how the model was designed, what
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data it was trained on, and how it performs on different benchmarks. Finally, impact audits
investigate the types, severity, and prevalence of effects an ADMS has on individuals,
groups, and the environment (OECD, 2022). These approaches are not mutually exclusive
but rather complementary. Still, technology providers that design and disseminate LLMs
have limited information about the future deployment of their systems by downstream
developers and end-users. This implies that model audits will play a key role in identifying
and communicating LLMs’ limitations, thereby mitigating downstream harms (Claim 6).

Finally, within technology audits, it is important to distinguish between ex-ante and
ex-post audits, which take place before and after a system is deployed, respectively.
Considerable literature already exists on ex-ante auditing techniques such as red teaming
(Ganguli et al., 2022b), model fooling (Xu et al., 2018), and functional testing (Rottger et
al., 2021). While useful, ex-ante audits cannot capture all the risks associated with systems
that continue to ‘learn’ by updating their internal decision-making logic (Dignum, 2017).
This limitation applies to all ADMS but is particularly relevant for LLMs that display
emergent capabilities (Wei et al., 2022).14! This means that ex-posts audits are needed too.
Ex-post audits can be further divided into snapshot audits (which occur regularly) and
continuous audits (which monitor performance over time). Most existing EBA procedures
are snapshots.'*? Like ex-ante audits, however, snapshots are unable to provide meaningful
assurance regarding LLMs as they display emergent capabilities and, in some cases, can
learn as they are fed new data. As a result, LLM auditing procedures must include elements

of continuous ex-post monitoring to meet their regulatory objectives (Claim 7).

7.4.2 Summary of claims

Much can be learned from existing EBA procedures. However, LLMs display several
properties that undermine the feasibility and effectiveness of such procedures.
Specifically, LLMs are adaptable to a wide range of downstream applications, display
emergent capabilities, and can, in some cases, continue to learn over time. This means that
neither functionality audits (which hinge on the evaluation of the purpose of a specific

application) nor impact audits (which hinge on the ability to observe a specific system’s

141 Emergence implies that an entity can have properties its parts do not individually possess, and that randomness
can generate orderly structures (Corning, 2010).

142 The post-market monitoring mandated by the proposed EU AIA (European Commission, 2021a) is a rare
example of continuous auditing.

181



actual impact) alone can provide adequate assurance against the social and ethical risks
LLMs pose. It also means that ex-ante audits must be complemented by continuous post-
market monitoring of outputs from LLM-based applications.

In this section, | have built on these and other insights to derive and defend seven
claims about how auditing procedures should be designed to account for the governance

challenges LLMs pose. To summarise:

e Claim 1: EBA procedures focusing on compliance alone are unlikely to provide
adequate assurance for LLMs.

e Claim 2: External audits are required — both to identify the ethical risks LLMs pose
and to hold technology providers accountable in case of irregularities of incidents.

e Claim 3. To be feasible and effective in practice, procedures to audit LLM require
active collaboration between technology providers and independent auditors.

e Claim 4. EBA procedures designed to assess and mitigate the risks posed by LLMs
must include elements of both governance and technology audits.

e Claim 5. The methodological design of technology audits will require significant

modifications to identify and assess LLM-related risks.

e Claim 6. Model audits that identify and communicate LLMs’ limitations will play

a key role in informing their redesign and in mitigating downstream harms.

e Claim 7. LLM auditing procedures must include elements of continuous ex-post

monitoring to meet their regulatory objectives.

These seven claims provided my starting point when designing the three-layered approach
for auditing LLMs that will be outlined in the next section. However, | maintain that these
claims are more general and could serve as guardrails for the design of procedures to audit

other ADMS with highly general capabilities too.

7.5 Auditing LLMs: A three-layered approach

This section outlines a blueprint for how to audit LLMs that satisfies the seven claims listed in
Section 7.4. While there are many ways to design EBA procedures that satisfy those claims,
the three-layered approached proposed in this section focuses on a limited set of activities that
are jointly sufficient to identify LLM-related risks, practically feasible to implement, and have

a justifiable cost-benefit ratio.
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7.5.1 A blueprint for LLM auditing

Audits should focus on three levels. First, technology providers designing LLMs should
undergo governance audits that assess their software development processes, accountability
structures and QMS. Second, LLMs should undergo model audits that assess their capabilities
and limitations after initial training but before deployment for specific applications. Third,
downstream applications using LLMs should undergo continuous application audits that assess
the ethical alignment of their intended functions and observable impact over time. Figure 15

illustrates the logic of this three-layered approach.

Figure 15. Blueprint for how to audit LLMs: A three-layered approach.
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Four clarifications are needed to flesh out this blueprint. First, governance, model and
application audits only provide effective assurance when coordinated. This is because the
audits conducted at the three levels have complementary affordances. For example, LLM audits
must include of both process- and performance-oriented auditing (Claim 4). In my three-
layered approach, governance audits are process-oriented, whereas model and application
audits are performance-oriented. Moreover, feasible and effective LLM auditing procedures
must include elements of continuous ex-post assessments (Claim 7). These elements are

incorporated at the application level of my three-layered approach. But these are just two
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examples. As | discuss what governance, model, and applications audits entail, 1 also highlight
how they, when combined, satisfies all seven claims listed in Section 7.4.

Second, while the governance, model, and application audits are all individually
necessary, their boundaries overlap and can be drawn in multiple ways. For example, the
collection and pre-processing of training data ties into software development practices. Hence,
reviewing procedures for obtaining and curating training data is part of governance audits.
However, the characteristics LLMs display may reflect biases in their training data (Gehman
et al., 2020). Reviewing such data is, therefore, necessary during model audits too (Song &
Shmatikov, 2019). Nevertheless, the conceptual distinction between governance, model and
application audits remains useful when identifying varied risks that LLMs pose.

Third, it is theoretically possible to add further layers to procedures for auditing LLMs.
For example, downstream developers could also be made subject to governance audits. But
such audits would be difficult to implement, given that many decentralised actors build
applications on top of LLMs. The combination of governance, model, and application audits, |
argue, strikes a balance between covering a sufficiently large part of the development and
deployment lifecycle to identify LLM-related risks, on the one hand, and being practically
feasible to implement, on the other.

Finally, audits on all levels should be external (Claim 2) yet collaborative (Claim 3).
This implies that independent third-parties not only seek to verify claims made by technology
providers but also work together with them to identify and mitigate risks LLMs pose. As
mentioned in the introduction, the question of who should conduct the audits falls outside the
scope of this chapter. That said, reasonable concerns about how independent collaborative
audits really are can be raised regardless of who is conducting the audit. In Section 7.6, I discuss
this and other limitations.

With those clarifications in mind, I will now present the details of my three-layered
approach. The following subsections discuss governance, model, and application audits,

focusing on why each is needed, what each entails, and what outputs each should produce.

7.5.2 Governance audits

Technology providers designing LLMs should undergo governance audits that assess their
organisational procedures, incentive structures, and management systems. Evidence shows that
such features influence the design and deployment of technologies (Brundage et al., 2020).
Moreover, previous research suggests that risk-mitigation strategies work best when adopted

consistently and with executive-level support (Floridi & Strait, 2020). Technology providers
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are responsible for identifying the risks associated with their LLMs and are uniquely well-
positioned to manage some of those risks. It is thus crucial that their organisational procedures
and governance structures are adequate.

Governance audits have a long history in areas like IT governance (Senft & Gallegos,
2009) and safety engineering (Dobbe, 2022; Leveson, 2011). Tasks include assessing internal
governance structures, product development processes, and QMS to promote transparency and
procedural regularity, ensure that appropriate risk management systems are in place, and spark
ethical deliberation throughout the software development lifecycle (Berghout et al., 2023).
Governance audits can also improve accountability, since publicising their results prevents
companies from covering up undesirable outcomes and incentivises better behaviour (Engler,
2021). Governance audits thus incorporate elements of both compliance audits, regarding
completeness and transparency of documentation, and risk audits, regarding the adequacy of
the risk management system (Claim 1).

Specifically, governance audits of technology providers should focus on three tasks:43

1) Reviewing the adequacy of organisational governance structures to ensure that software

development processes follow best practices and QMS capture LLM-specific risks. While
technology providers have in-house quality management experts, confirmation bias may
prevent them from recognising critical flaws. Involving external auditors addresses that
issue (Bauer, 2016). Nevertheless, governance audits are most effective when auditors
and technology providers collaborate to identify risks (Chopra & Singh, 2018). Therefore,

it is important to distinguish accountability from blame at this stage.

2) Creating an audit trail of the LLM development process to provide documentary evidence

of the development of an LLM’s capabilities, including information about its intended
purpose, design specifications, as well as how it was trained and tested. This includes the
structured use of model cards (Mitchell et al., 2019), system cards (MetaAl, 2023) and
datasheets (Gebru et al., 2021) to document how the datasets used to train and validate
LLMs were sources, labelled, and curated. The creation of such audit trails serves several
related purposes. Stipulating design specifications upfront facilitates checking system
adherence to jurisdictional requirements downstream (Falco et al., 2021). Moreover,

information concerning intended use cases should inform licensing agreements with

143 Governance audits could examine many tasks, and prioritization may vary depending on the sector and
jurisdiction. Hence, the three tasks | propose are merely a minimum baseline.
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downstream developers (Contractor et al., 2022), thereby restricting the potential for harm
through malicious use. Finally, requiring providers to document and justify their design

choices sparks ethical deliberation by making trade-offs explicit.

3) Mapping roles and responsibilities within organisations that design LLMs to facilitate the

allocation of accountability for system failures. LLMs’ adaptability downstream does not
exculpate technology providers from all responsibility. Some risks are ‘reasonably
foreseeable.” In the adjacent field of ML image recognition, a study found that gender
classification systems were less accurate for darker-skinned females than lighter-skin
males (Buolamwini & Gebru, 2018). After the release of these findings, technology
providers speedily improved the accuracy of their ADMS, suggesting that the problem
was not intrinsic, but resulted from inadequate risk management. Mapping the roles and
responsibilities of different stakeholders improves accountability and increases the
likelihood of impact assessments being structured rather than ad-hoc, thus helping

identify and mitigate harms proactively.

The results of governance audits should be tailored to different audiences. The primary
audience is the management of the LLM provider. Auditors should provide a full report that
transparently lists and discusses the vulnerabilities of existing governance structures. Such
reports may recommend actions, but taking actions remains the provider’s responsibility.
Usually, such audit reports are not made public. However, some evidence obtained during
governance audits can be curated for two secondary audiences: law enforcers and developers
of downstream applications. In some jurisdictions, hard legislation may demand that
technology providers follow specific requirements. For instance, as described in Chapter 5, the
AlA required providers to register high-risk ADMS with a centralised database (European
Commission, 2021a). In such cases, reports from governance audits can help providers
demonstrate adherence to legislation. Reports from governance audits also assist developers of
downstream applications to understand an LLM’s intended purpose, risks, and limitations.

To conclude this discussion about governance audits, it is useful to reflect about how
they contribute to relieving some of the ethical risks LLMs pose. As mentioned in Section 7.2,
Weidinger et al. (2021) listed six broad risk areas: discrimination, information hazards,
misinformation hazards, malicious use, human-computer interaction harm, and automation and
environmental harms. Governance audits address some of these directly. By assessing the
adequacy of the governance structures surrounding LLMs, including licencing agreements

(Contractor et al., 2022), governance audits help reduce the risk of malicious use. Further, some
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information hazards stem from the possibility of extracting sensitive information from LLMs
(Carlini et al., 2021). By reviewing the process whereby training datasets were sourced,
labelled, and curated, as well as the strategies and techniques used during the model training
process — such as differential privacy (Dwork, 2006) or secure federated learning (Kaissis et
al., 2020) — governance audits can minimise the risk of LLMs leaking sensitive information.
However, for most of the risks posed by LLMs, governance audits have only an indirect impact.
Risks areas like discrimination, misinformation hazards, and human-computer interaction

harms are better addressed by model and application audits.

7.5.3 Model audits

Before deployment, LLMSs should be subject to model audits that assess their capabilities and
limitations (Claim 6). Model audits share some features with governance audits. For instance,
both take place before an LLM is deployed. However, model audits do not focus on technology
providers’ organisational procedures but on LLMs’ characteristics. Specifically, model audits
seek to assess LLMs’ capabilities and limitations and communicate these to relevant
stakeholders. These two tasks use similar methodologies, but they target different audiences.

The first task — identifying capabilities and limitations — aims to support organisations
developing LLMs with benchmarks that inform internal model retraining efforts (Bharadwaj
et al., 2021). The second task — communicating capabilities and limitations — aims to inform
the design of applications built on top of LLMSs. Such communication can take different forms,
e.g., interactive model cards (Crisan et al., 2022) and information about the initial training
dataset (Jernite et al., 2022), to help downstream developers adapt the model appropriately.

In Section 7.4, | argued that the way technology audits are being conducted requires
modifications to address the governance challenges LLMs pose (Claim 5). Evaluating an
LLM’s characteristics independent of an intended use case is challenging but not impossible.***
Auditors can use two distinct approaches. The first involves identifying and assessing intrinsic
characteristics. For example, the training dataset can be assessed for completeness and
consistency without reference to specific use cases. However, it is often expensive and
technically challenging to interrogate large datasets (Paullada et al., 2021). The second

approach is indirect and involves testing an LLMs performance across multiple downstream

144 A wide range of tools and methods to evaluate LLMs already exists. For an overview, see Liang et al. (2022).
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use cases, linking the test results to different model characteristics, and assessing the
aggregated results using different weighting techniques.

However, selecting the characteristics to focus on during model audits remains
challenging. Given such audits’ purpose, I recommend examining model characteristics that
are: (i) socially and ethically relevant, i.e., can be linked to the ethical risks posed by LLMs;
(ii) predictably transferable, i.e., impact the observable properties of downstream applications;
and (iii) operationalisable, i.e., can be assessed with the available tools and methods.

Keeping those criteria in mind, | posit that model audits should focus on the
performance, robustness, information security and truthfulness of LLMSs. Other characteristics
may also meet the criteria listed above. Hence, the four characteristics discussed in this section
are just examples to illustrate the role of model audits. The list of relevant model characteristics
can be amended when developing specific EBA procedures. With those caveats out of the way,

I now proceed to discuss how different characteristics can be assessed during model audits:

1) Performance, i.e., how well the LLM functions on various tasks. Standardised benchmarks
can help assess an LLM’s performance by comparing it to a human baseline. For example,
GLUE (Wang et al., 2018) aggregates LLM performance across multiple tasks into a single
reportable metric. Such benchmarks have been criticised for overestimating performance
over a narrow set of capabilities. Therefore, it is crucial to evaluate LLMs’ performance
against many benchmarks. Sophisticated tools and methods have already been proposed for
that purpose, including SuperGLUE (Wang et al., 2019), which is more challenging and
‘harder to game’ with narrow LLM capabilities, and BIG-bench (Srivastava et al., 2022),
which assess LLM’s performance on tasks that appear beyond their current capabilities.
These benchmarks are particularly relevant for model audits because they were developed

to evaluate pre-trained models without task-specific fine-tuning.

2) Robustness, i.e., how well the model reacts to unexpected prompts or edge cases. In ML,
robustness indicates how well an algorithm performs when faced with new, potentially
unexpected, input data. LLMs lacking robustness introduce two distinct risks. First, the risk
of critical system failures if, for example, an LLM performs poorly for individuals unlike
those represented in the training data (Sohoni et al., 2020). Second, the risk of adversarial
attacks (Garg & Ramakrishnan, 2020). Therefore, researchers and developers have created
tools and methods to assess LLMs’ robustness, including adversarial methods like red
teaming (Ganguli et al., 2022), evaluation toolkits like the Robustness Gym (Goel et al.,
2021), benchmark datasets like ANLI (Nie et al., 2020), and open-source platforms for
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3)

4)

testing like Dynabench (Kiela et al., 2021). Particularly relevant for assessing robustness
during model audits is AdvGLUE (Wang et al., 2021a), which evaluates LLMs’
vulnerabilities to adversarial attacks in different domains using a multi-task benchmark. By
quantifying robustness, AdvGLUE facilitates comparisons between LLMs. However,
robustness can be operationalised in different ways, e.g., group robustness, which measures
a model’s performance across different sub-populations (Zhang & Ré, 2022). Therefore,

model audits should employ multiple tools and methods to assess robustness.

Information security, i.e., how difficult it is to extract training data from the LLM. Several

LLM-related risks can be understood as ‘information hazards’, including the risk of
compromising privacy by leaking personal data (Weidinger et al., 2021). Adversarial
agents can perform training data extraction attacks to recover personal information like
social security numbers (Carlini et al., 2021). However, not all LLMs are equally vulnerable
to such attacks. The memorisation of training data can be minimised through differentially
private training techniques (McMahan et al., 2018), but their application generally reduces
accuracy and increases training time (Jayaraman & Evans, 2019). Promisingly, it is possible
to assess the extent to which an LLM has unintentionally memorised unique training data
using metrics such as exposure (Carlini et al., 2019). Testing strategies, like exposure, can
be employed at the model level, although that requires auditors to have access to the LLM
and its training corpus. Still, assessing LLMs’ information security during model audits
does not address all information hazards because some risk of correctly inferring sensitive

information about users can only be audited on an application level.

Truthfulness, i.e., to what extent the LLM can distinguish between the real world and
possible worlds. Some LLM-related risks stem from their tendency to provide false or
misleading information (Weidinger et al., 2021). This is because statistical methods
struggle to distinguish between factually correct versus plausible but factually incorrect
information. That problem is exacerbated by the fact that many LLM training practices,
like imitating human text on the web or optimising for clicks, are unlikely to create truthful
systems (Evans et al., 2021). Model audits should therefore assess LLMs for truthfulness.
Such audits should focus on evaluating overall truthfulness, not the truthfulness of an
individual statement. However, that does not preclude focusing on multiple aspects, e.g.,
how frequent falsehoods are on average, and how bad worst-case falsehoods are. One
benchmark that measures truthfulness is Truthful QA (Lin et al., 2022), which generates a

percentage score using 817 questions spanning 38 application domains, including medicine
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and physics. When evaluating an LLM with the help of Truthful QA, auditors would get a
percentage score on how truthful the model is. However, even a strong performance on
Truthful QA does not imply that an LLM will be truthful in a specialised domain.
Nevertheless, such benchmarks offer helpful tools for model audits.

These four characteristics pertain to pre-trained LLMs. However, model audits should also
review training datasets. It is well-known that training data gaps or biases create models that
perform poorly on different datasets (Nejadgholi & Kiritchenko, 2020). Training LLMs with
biased or incomplete data can cause representational and allocational harms (Caliskan et al.,
2017). A recent European Parliament report (EPRS, 2022) thus discussed mandating third-
party audits of datasets. Technology providers should prepare for such proposals potentially
becoming legal requirements by including audits of datasets as part of model audits.

Despite these technical and legal considerations, training datasets are often collected
with little curation, supervision, or foresight (Jo & Gebru, 2020). While curating ‘unbiased’
datasets may be impossible, disclosing how a dataset was assembled can suggest its potential
biases (Dodge et al., 2021). Model auditors can use existing tools that interrogate biases in
LLMs’ pre-trained word embeddings, such as the metrics DisCo (Webster et al., 2020), SEAT
(May et al., 2019) or CAT (Nadeem et al., 2021). So-called data statements (Bender &
Friedman, 2018) also provide developers and users with the context required to understand a
specific LLM’s potential biases. The availability of such tools is encouraging. Yet it is
important to remain realistic about what model audits can achieve. Model audits do not ensure
that LLMs are ethical in any global sense. Instead, they contribute to better precision in claims
about an LLM’s capabilities and inform the design of downstream applications.

Some of the characteristics tested for during model audits correspond directly to the
ethical risks LLMs pose. For example, model audits entail evaluating LLMs according to
characteristics like information security and truthfulness, which correspond to information
hazards and misinformation hazards, respectively, in Weidinger et al.’s taxonomy. However,
model audits — as outlined in this section — only focus on a few characteristics of LLMSs. That
is because the criterion of operationalisability sets a high bar: not all risks associated with
LLMs can be addressed at the model level. Consider discrimination as an example. Model
audits can expose the root causes of some discriminatory practices, such as biases in training
datasets that reflect historic injustices. However, what constitutes unjust discrimination is
context-dependent and varies between different applications and jurisdictions. That

problematises saying anything about risks like unjust discrimination on a model level (Hancox-
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Li & Kumar, 2021). However, that observation does not argue against model audits but for

complementary approaches like application audits, as discussed next.

7.5.4 Application audits

Products and services built using LLMs should undergo application audits that assess their
intended functions and observable impact. Unlike governance and model audits, application
audits focus on actors employing LLMs for specific downstream applications. Such audits are
well-suited to ensure compliance with not only hard legislation but also with sector-specific
standards and organisational ethics principles. Application audits have two components:
functionality audits, which evaluate applications using LLMs based on their intended goals,
and impact audits, which evaluate applications based on their impacts on individual, groups,
and the natural environment.

During functionality audits, auditors should check whether the intended purpose of a
specific application is (i) ethical in and of itself and (ii) aligned with the intended use of the
LLM onwhich it is built. This first check is for compliance with not only applicable regulations
but also organisational ethics principles and sector specific codes of conduct. The purpose of
such a check is straightforward: if an application is unlawful or unethical, the performance of
its LLM component is irrelevant and the application should not be put on the market.

The second check within functionality audits aims to address the risks stemming from
developers overstating or misrepresenting a specific application’s capabilities (Raji et al.,
2022). In doing so, functionality audits account for output from audits on other levels. During
governance audits, technology providers are obliged to define intended and disallowed use
cases of LLMs. During model audits, LLMs’ limitations are documented. Using such
information, functionality audits ensure that downstream applications are aligned with a given
LLM’s intended use cases and known limitations. Functionality audits thus combines the
elements of compliance and risks audit needed to provide assurance for LLMs (Claim 1).

During impact audits, auditors disregard both the purpose and design of an application
and focus only on how it impacts individuals, groups, and society. The idea behind impact
audits is simple: every system can be understood in terms of its inputs and outputs (Kroll,
2018). However, implementing impact audits is notoriously hard. To begin with, ADMS and
their environments co-evolve in non-linear ways (Lauer, 2020). The link between an ADMS
intended purpose and its impact may be neither intuitive nor consistent over time. Moreover, it
is difficult to track impacts stemming from indirect causal chains (Dafoe, 2017). Establishing

which direct and indirect impacts are considered ethically relevant thus remains a context-
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dependent question which must be resolved on a case-by-case basis. The application must be
redesigned or terminated if the impact is considered unacceptable.

Impact audits should include both pre-deployment (ex-ante) assessments and post-
deployment (ex-post) monitoring (Claim 7).1*° The former leverages either empirical evidence
or plausible scenarios, depending on how well-defined the application is and how predictable
the environments in which it will operate is. For example, applications can be tested in sandbox
environments (Truby et al., 2022) that mimic real-world environments and allow developers
and policymakers to understand their potential impact prior to market deployment.146 However,
real-world environments often differ from training and testing environments in unforeseen
ways (Zinda, 2021). Hence, pre-deployment assessments of LLM-based applications must also
use analytical strategies to anticipate the application’s impact, e.g., ethical impact assessments
(Mantelero, 2018; Selbst, 2021) and ethical foresight analysis (Floridi & Strait, 2020).

While pre-deployment impact assessments are necessary, they are not sufficient.
Capturing the full range of potential harms from LLM-based applications also requires EBA
procedures to include elements of continuous oversight (again, see Claim 7). Ex-post auditing
can be done in different ways, e.g., periodically reviewing the output from an application and
comparing it to relevant standards. Such procedures can also be automated, e.g., by using
oversight programs that continuously monitor and evaluate system outputs and alert or
intervene if they transgress predefined tolerance spans (Etzioni & Etzioni, 2016).

Taken together, application audits seek to ensure that ex-ante testing and impact
assessments have been conducted following existing best practices; that post-market plans have
been established to enable continuous monitoring of system outputs; and that procedures are in
place to mitigate different types of failure modes. By focusing on individual use cases,
application audits are well-suited to alert stakeholders to risks that require much contextual
information to be addressed. This includes risks related to discrimination and human-computer
interaction harms in Weidinger et al.’s taxonomy. Application audits help identify such risks
in several ways. For example, quantitative assessments linking inputs and outputs give a sense
of what kinds of language an LLM is propagating (Karan & Snajder, 2019). Moreover,
qualitative assessments (e.g., those based on ethnographic methods) provide insights into users’

lived experiences of interacting with an LLM (Marda & Narayan, 2021).

145 This structure mirrors the ‘conformity assessments’ and ‘post-market monitoring plans’ proposed in the AIA.
146 Sandboxes have proven safe harbours in which to biases in ADMS can be detected (Akpinar et al., 2022).
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The above examples show that holistic EBA procedures must incorporate elements of
application audits. This is because many ethical risks are difficult to define in any global sense
(Delobelle et al., 2022). For example, several studies have documented situations in which
LLMs propagate toxic language (Nozza et al., 2021), but the interpretation of toxicity and the
materialisation of its harms vary across cultural, social, or political groups (Costello et al.,
2019). Sometimes, ‘detoxifying’ an LLM may be incompatible with other goals and potentially
suppress texts written about or by marginalised groups (Welbl et al., 2021). Moreover, certain
expressions might be acceptable in one setting but not in another. In such circumstances, the
most promising way forward is to audit not LLMs themselves but downstream applications,
thus ensuring that each application’s outputs adhere to contextually appropriate conversational
conventions (Kasirzadeh & Gabriel, 2023).

Two further observations help conclude this discussion about application audits. First,
while governance audits and model audits should be obligatory for all technology providers
designing and disseminating LLMs, application audits can be employed more selectively. One
way is to only subject LLMs used for specific high-risk tasks to application audits. Second,
although application audits may form the basis for certification (Cihon et al., 2021), auditing
does not equal certification. Certification requires predefined standards against which a product
or service can be audited and institutional arrangements to ensure the certification process’s
integrity (Yanisky-Ravid & Hallisey, 2019). However, the results from application audits
should be published (at least in summary form) even when not related to certification. This is
because publishing audit results incentivise companies to correct behaviour, inform

enforcement actions, and help cure informational asymmetries in technology regulation.

7.5.5 Connecting the dots

To identify and mitigate the ethical risks LLMs pose, governance, model, and application
audits must be connected into a structured process. In practice, this means that outputs from
audits on one level become inputs for audits on other levels. Model audits produce reports
summarising LLMs’ properties and limitations, which should inform application audits that
verify whether a model’s known limitations have been considered in the design of downstream
applications. Similarly, application audits produce output logs documenting the impact that
different applications have in applied settings. Such logs should inform LLMs’ continuous
redesign. Finally, governance audits must check the extent to which technology providers’

software development processes and QMS include mechanisms to incorporate feedback from
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application audits. Figure 16 illustrates how governance, model, and application audits are

interconnected in the three-layered approach for auditing LLMs.

Figure 16. Outputs from audits on one level become inputs for audits on other levels.
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Each step in the three-layered approach should be conducted by independent third-party
auditors (Claim 2). However, three caveats are required here. First, it need not be the same
organisation that conducts audits on all three levels. Conducting different types of audits
require different competencies: governance audits require an understanding of corporate
governance and soft skills like stakeholder communication; model audits are highly technical
and require knowledge about evaluating ML models; and application auditors typically need
domain-specific expertise. All these competencies may not be found within one organisation.

Second, the level of access required to conduct audits vary between the three levels. At
the governance level, auditors require the highest level of access, including to information
about how and why an LLM was developed. This corresponds to what Koshiyama et al. 2022
refer to as ‘white-box auditing’, and it implies privileged access to facilities, documentation,

and personnel. White-box auditing requires that nondisclosure and data-sharing agreements are
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in place, which adds to the logistical burden of governance audits. At the model level, auditors
also require privileged access, but only to LLMs and their training datasets. In Koshiyama et
al.’s typology, this corresponds to ‘grey box auditing’, whereby auditors can manipulate model
parameters and task objectives when assessing LLMs. Finally, ‘black box auditing’ is sufficient
at the application level. This implies that auditors can rely on publicly available information
and quantitative assessments of input-output relationships to verify technology providers’
claims about their LLM-based applications.

Third, since institutional arrangements vary between jurisdictions and sectors, the best
option may be to leverage the capabilities of institutions operating within a specific geography
or industry to perform various elements of governance, model, and application audits. For
example, medical devices are already subject to testing and certification procedures before
being launched. Hence, application audits for new medical devices incorporating LLMs could
be integrated with such procedures. In part, this is already happening. The FDA (2021) has
proposed a regulatory framework for modifying ML-based software as a medical device. The
point is that different independent auditors can perform the three different types of audits and
that different institutional arrangements may be preferable in different jurisdictions or sectors.

7.6  Limitations and avenues for further research

This section highlights three limitations to the blueprint for how to audit LLMs outlined in this
chapter: one conceptual, one institutional and one practical. First, model audits pose conceptual
problems related to construct validity. Second, an institutional ecosystem to support
independent third-party audits has yet to emerge. Third, not all LLM-related social and ethical
risks can be practically addressed on the technology level. | consider these limitations in turn,
discuss potential solutions, and provide directions for future research.

7.6.1 Lack of methods and metrics to operationalise normative concepts

One bottleneck to developing effective EBA procedures is the difficulty of operationalising
normative concepts (Jacobs & Wallach, 2021). The problem is rooted in construct validity, i.e.,
the extent to which a given metric accurately measures what it is supposed to (Smith, 2014).
In the blueprint for how to audit LLM outlined in this chapter, construct validity problems
primarily arise from attempts to operationalise characteristics like performance, robustness,
information security and truthfulness during model audits.

Consider truthfulness as an example. LLMs do not require a model of the real world.

Instead, they compress vast numbers of conditional probabilities by picking up on language
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regularities (Sobieszek & Price, 2022). Therefore, LLM have no reason to favour any reality
but can select from various possible worlds, provided each is internally coherent (Reynolds et
al., 2021).1" However, different epistemological positions disagree about the extent to which
this way of sensemaking is unique to LLMs. Simplifying to the extreme, realists believe in
objectivity and the singularity of truth, at least insofar as the natural world is concerned
(Hacking, 1983). In contrast, relativists believe that truth and falsity are products of context-
dependent conventions and assessment frameworks (Rorty, 2021). Numerous compromise
positions can be found on this spectrum. However, tackling pressing social issues cannot await
the resolution of long-standing philosophical disagreements. Indeed, courts settle
disagreements daily based on pragmatist operationalisations of concepts like truth and
falsehood in keeping with the pragmatic maxim that theories should be judged by their success
when applied practically to real-world situations (Legg & Hookway, 2020).

That said, developing metrics to capture the essence of normative concepts is difficult
and entails many well-known pitfalls. Reductionist representations of normative concepts
generally bear little resemblance to real-life considerations, which tend to be highly contextual
(Lee et al., 2022). Moreover, different operationalisations of the same normative concept (like
‘fairness’) cannot be satisfied simultaneously (Friedler et al., 2021). Finally, the quantification
of normative concepts can itself have undesired consequences (Islam & Greenwood, 2021). As
Goodhart’s Law reminds us, a measure ceases to be a good metric once it becomes a target.

The operationalisation of characteristics like performance, robustness, information
security and truthfulness discussed in Section 7.5 is subject to the above limitations. Resolving
all construct validity problems may be impossible, but some ways of operationalising
normative concepts are better than others for the purpose of auditing LLM. Consequently, an
important avenue for further research is developing new methods to operationalise normative

concepts in ways that are verifiable and maintain high construct validity.

7.6.2 Lack of an institutional ecosystem

A further limitation of my blueprint for how to audit LLMs is that it does not decisively identify
who should conduct the three audits it recommends. This is a limitation, since any auditing
procedure will only be as good as the institution delivering it (Boddington, 2017). However, |

have left the question open for two reasons. First, different institutional ecosystems intended

147 |LMs favour the statistically most likely reality given their training data. However, any training data constitute
a reduction of reality that supports some interpretations but obscures others (Cantwell Smith, 2019).
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to support audits and conformity assessments of ADMS are currently emerging in different
jurisdictions and sectors (Minkkinen et al., 2021). Second, the three-layered approach is
flexible enough to be adopted by any external auditor. Hence, the feasibility and effectiveness
of the blueprint outlined in this chapter do not hinge on the question of institutional design.
That said, the question of who audits whom is important, and the lack of an institutional
ecosystem remains a limitation for any attempt to audit LLMs. Without clear institutional
arrangements, claims that an LLM-based application has been audited are difficult to verify.
Further research could usefully investigate the feasibility and effectiveness of different

institutional arrangements for conducting and enforcing the three types of audits proposed.

7.6.3 Not all risks from LLMs can be addressed on the technology level

The three-layered approach outlined in this chapter has been designed to contribute to good
governance. However, it cannot fully eliminate the risks associated with LLMs for three
reasons. First, most risks cannot be reduced to zero (NIST, 2002). Hence, the question is not
whether residual risks exist but how severe they are. Second, some risks stem from deliberate
misuse, creating an offensive-defensive asymmetry wherein responsible actors constantly need
to guard against all possible vulnerabilities while malicious agents can cause harm by
exploiting a single vulnerability (Merwijk, 2022). Third, as | will expand on below, not all risks
associated with LLMs can be addressed on the technology level.

Weidinger et al. (2021) list over 20 risks associated with LLMs divided into six broad
risk areas. In Section 7.5, | highlighted how the three-layered approach helps identify and
mitigate some of these risks: governance audits help protect against risks associated with
malicious use; model audits help identify and manage information and misinformation hazards;
and application audits help protect against discrimination as well as experiential harms. Of
course, these are just examples. Audits at each level contribute, directly or indirectly, to
addressing many different risks. However, not all the risks listed by Weidinger et al. are
captured by the blueprint for how to audit LLMs outlined in this chapter.

Consider ‘automation harm’ as an example. Increasing the capabilities of LLMS to
complete tasks threatens to undermine creative economies (Du Sautoy, 2019). While highly
potent LLMs may remove the basis for some professions that employ people today — such as
translators or copywriters — that is not necessarily a failure of the technology. The alternative
of building less capable LLMs is counterproductive since abstaining from technology usage

generates significant social and economic opportunity costs (Floridi et al., 2018).
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The problem is not change per se but its speed and how the fruits of automation are
distributed (Frey, 2019). Hence, problems related to changing economic environments may be
better addressed through political reform rather than EBA. For this reason, it is important to
remain realistic about what EBA can achieve and not fall into the trap of overpromising when
introducing new governance mechanisms (Sloane, 2021). Yet the fact that EBA procedures
cannot address all risks associated with LLMs does not diminish their merits. Instead, it points
towards another important avenue for further research: how can and should social and political
reform complement technically oriented mechanisms in holistic efforts to govern LLMs?

7.7 Implications for researchers, policymakers, and technology providers

Some of the features that make LLMs attractive also create significant governance challenges.
The potential to adapt LLMs to a wide range of downstream applications undermines system
verification procedures that presuppose well-defined demand specifications and predictable
operating environments. My analysis in Section 7.4 thus concluded that existing EBA
procedures are not well-equipped to assess whether the QMS put in place by technology
providers and downstream developers are sufficient to ensure good governance of LLMs.

In this chapter, | have attempted to bridge that gap by outlining a blueprint for how to
audit LLMs. In Section 7.5, | introduced a three-layered approach, whereby governance,
model, and application audits inform and complement each other. During governance audits,
technology providers’ QMS are evaluated for completeness and adequacy. During model
audits, LLMs’ capabilities and limitations are assessed for performance, robustness,
information security, and truthfulness. Finally, during application audits, products and services
built on top of LLMs are first assessed for adherence with predefined ethics principles and
subsequently evaluated based on their impact on users, groups, and the natural environment.

To conduct governance, model, and application audits, auditors can leverage a wide
range of existing tools and methods, such as impact assessments, model evaluation, and red
teaming. That said, the feasibility and effectiveness of my three-layered approach hinge on two
factors. First, only when conducted in a combined and coordinated fashion can governance,
model, and application audits enable different stakeholders to manage LLM-related risks.
Hence, audits on the three levels must be connected in a structured process. Second, audits on
all three levels must be conducted by an independent third-parties. The case for independent
audits rests on concerns about not only the misaligned incentives that technology providers

may face but the rapidly increasing capabilities of LLMs (Ziegler et al., 2022).
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However, even when implemented under ideal circumstances, audits will not solve all
tensions or protect against all risks of harm associated with LLMs. The limitations of my
approach discussed in Section 7.6 are thus worth reiterating. To begin with, the feasibility of
model audits hinges on the construct validity of the metrics used to assess characteristics like
robustness and truthfulness. Further, my blueprint for how to audit LLMs does not specify who
should conduct the audits it posits. An ecosystem of actors capable of implementing it has yet
to emerge. Finally, not all risks associated with LLMs arise from processes that can be
addressed through auditing. Some tensions are inherently political and require continuous
management through public deliberation and political reform.

Researchers can contribute to overcoming these limitations by focusing on two of the
avenues for further research I have identified. The first is to develop new methods and metrics
to operationalise normative concepts in ways that are verifiable and maintain a high degree of
construct validity. The second is to disentangle further the sources of different types of risks
associated with LLMs. Such research would advance my understanding of how political reform
can complement technically oriented mechanisms in holistic efforts to govern LLMs.

Policymakers can facilitate the emergence of an institutional ecosystem capable of
carrying out audits of LLMs, for example by creating standardised evaluation metrics and
reporting formats (Keyes et al., 2019), facilitating knowledge sharing (Epstein et al., 2018),
and incentivise demonstrable achievements (Floridi et al., 2018). Policymakers should also
consider updating existing and proposed ADMS regulations in line with the three-layered
approach to audit LLMs outlined in this chapter. Take the AIA as an example. While the
conformity assessments and post-market monitoring plans proposed by the European
Commission mirror application audits, the AlA does currently not contain mechanisms akin to
governance and model audits. Without amendments, such regulations are unlikely to generate
adequate safeguards against the risks associated with LLMs.

My findings most directly concern technology providers, as they are primarily
responsible for ensuring that LLMs are legal, ethical, and technically robust. So, what ought
technology providers do? To start with, they should subject themselves to governance audits
and the LLMs they design to model audits. That would create a demand for independent
auditing bodies and help spark methodological innovation in governance and model audits.
Mid-term, Technology providers should also demand that products and services built on top of
their LLMs undergo application audits. That could be done through structured access

procedures, whereby permission for using an LLM is conditional on such terms. Long-term,
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like-minded technology providers should consider establishing, and funding, an independent
industry body that conducts or commissions governance, model, and application audits.

It is worth ending this discussing with some words of caution. The blueprint for how to
audit LLMs outlined in this chapter is not intended to replace existing governance mechanisms
but to complement and interlink them by strengthening procedural transparency and regularity.
Rather than being adopted wholesale by technology providers and policymakers, | hope that
my three-layered approach can be adopted, adjusted, and expanded to meet the governance
needs of different stakeholders and contexts.

7.8 Concluding remarks

Previous work on EBA has focused on developing procedures to audit ADMS that are used for
specific tasks in predictable environments. In this chapter, | have outlined a blueprint for how
to audit LLMs, which are adaptable to a wide range of downstream tasks. To the best of my
knowledge, this is the first blueprint for how to audit ADMS with highly general capabilities
published by any researcher, company, or regulator.

| have chosen to focus on LLMs specifically because they have broad societal impacts
and are already widely employed today. However, the characteristics of LLM that undermine
existing EBA procedures — including generativity and emergence — are not unique to LLMs
but apply to all foundation models (Mondal et al., 2023; Muller et al., 2022). My analysis in

this chapter thus provides a foundation for answering:

SQ5 What could blueprints for feasible and effective EBA procedures look like for ADMS
with highly general capabilities?

A tentative answer to this question can be formulated as follows. To identify and mitigate the
risks posed by ADMS with highly general capabilities, EBA procedures would need to
integrate elements of both process-oriented assessments (of technology providers that design
ADMS) and technology-oriented assessments (of ADMS — both before and after market
deployment). In this chapter, I have provided an example of such methodological integration
by outlining a three-layered approach, whereby governance audits (of technology providers),
model audits (of ADMS after pre-training but prior to their release), and application audits (of
applications based on ADMS) complement and inform each other. While further layers can be
added, the integration of governance, model, and application audits serves as a baseline for

designing feasible and effective EBA procedures for ADMS with highly general capabilities.
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Further, it is not enough to conduct governance, model, and application audits in
isolation. To identify and mitigate the ethical risks ADMS with highly general capabilities
pose, governance, model, and application audits must be connected into a structured process.
This means that outputs from audits on one level become inputs for audits on other levels. By
doing so, EBA procedures provide the feedback loops necessary to address the governance
challenges posed by highly general ADMS. For example, by assessing whether a downstream
application aligns with the intended (or allowed) use of a specific ADMS, application audits
build on information provided by governance and model audits to mitigate harms before they
occur. Similarly, by ensuring that technology providers account for the known limitations and
observable impact of ADMS, governance audits build on information provided by model and
application audits to identify and mitigate risks upstream in the development process.

That said, the long-term feasibility and effectiveness of this blueprint for how to audit
ADMS with highly general capabilities may also be undermined by future developments. For
example, governance audits make sense when only a limited number of actors have the ability
and resources to train and disseminate ADMS. Hence, the democratisation of ADMS
capabilities — either through the reduction of entry barriers or a turn to business models based
on open-source software — would challenge this status quo (Rao, 2020). Similarly, if ADMS
become more fragmented or personalised (Kirk et al., 2023), there will be many user-specific
instantiations of a single ADMS which would make model audits more complex to standardise.
As a result, the blueprint for how to audit ADMS with highly general capabilities outlined in
this chapter is only a useful starting point, it will need to be continuously revised in response

to the changing technological and regulatory landscape.
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CHAPTER 8
CONCLUSION

8.1 Synopsis

| opened this thesis by discussing the ethical opportunities and challenges associated with
automated decision-making systems (ADMS). In Chapter 1, I illustrated through real-world
examples that the use of ADMS generates benefits, such as increased efficiency and
consistency, and risks, e.g., those related to data privacy and discriminatory outcomes
(Tsamados et al., 2021). | also highlighted how technology providers and policymakers are
experimenting with new governance mechanisms to manage those risks, with proposals
ranging from ethical impact assessments to an outright ban of ADMS for some technologies
and use cases. | further showed that many researchers have identified ethics-based auditing
(EBA) as a promising yet underexplored governance mechanism that various actors can
employ to assess whether the design and use of ADMS align with predefined ethics principles
(e.g., Sandvig et al., 2014; Brundage et al., 2020; Brown et al., 2021).

Despite a growing literature on the topic, | argued that key questions regarding EBA
remain unanswered by empirical research. In Chapter 2, I demonstrated that previous research
has focused on proposing that ADMS should be audited for alignment with ethics principles
(Diakopoulos, 2015; Kim, 2017), developing EBA procedures and tools (LaBrie & Steinke,
2019; Raji et al., 2020), or conducting EBA of ADMS (Robertson, 2018; Tolan et al., 2019).
These and other early works have made important contributions. However, they have left
central theoretical and practical questions unexplored. What are the affordances and constraints
of EBA as a governance mechanism? What challenges do organisations face when
implementing EBA procedures? And how can EBA complement other approaches to managing
the ethical risks ADMS pose? These questions must be addressed to inform policymakers’ and
technology providers’ ongoing efforts to design and implement EBA procedures.

The knowledge gap in the literature on EBA has — as | argued in Chapter 2 — both
conceptual and empirical components. Without a shared understanding of what EBA is, let

alone widely used standards for how it should be conducted, claims that an ADMS has been
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audited are hard to verify and assess (Costanza-Chock et al., 2022). Further, the merits and
limitations of specific EBA procedures are best studied in applied settings. The lack of
empirical case studies in the field has thus left policymakers, researchers, and industry
practitioners who design auditing procedures unable to anticipate and address the challenges
organisations face when implementing EBA of ADMS.

This thesis set out to investigate whether and how EBA can help organisations design
and deploy ADMS in ways that align with their organisational values. Pursuing that objective,
| formulated two overarching research questions (RQs):

RQ1 What are the limitations of EBA as a governance mechanism for identifying and

mitigating the ethical risks posed by ADMS?

RQ2 How can EBA procedures be designed to effectively identify and mitigate the ethical
risks posed by ADMS while being feasible to implement?

In this thesis, | have tackled different aspects of these RQs. | have critically examined previous
work on EBA to assess its theoretical affordances and constraints (Chapter 3), conducted an
industry case study and presented new observational data to understand the practical limitations
of EBA (Chapter 4), and explored how EBA can complement legislative approaches to govern
ADMS by analysing the role of auditing in the proposed EU AIA (Chapter 5). | have also
developed recommendations for how policymakers, auditors, and industry practitioners can
demarcate the material scope of EBA procedures (Chapter 6) and design EBA procedures to
manage the ethical risks posed by ADMS with highly general capabilities (Chapter 7).

In this final chapter, I will briefly summarise how the five substantive chapters of this
thesis — while addressing their own subsidiary research questions (SQs) — have contributed to
answering my RQs. My aim is to synthesise the findings presented in the previous chapters
into an overarching thesis. Hence, | will not introduce any new data but instead focus on the
bigger picture that emerges when interpreting the results of this research in aggregate.

The chapter is structured as follows. In Section 8.2, | summarise the contribution of
previous chapters, demonstrating how each sheds light on the RQs at a conceptual, descriptive,
or applied level. In Section 8.3, | synthesise my findings, arguing that despite theoretical and
practical limitations, EBA procedures can — if properly designed and implemented — help
organisations manage the ethical risks ADMS pose. | conclude that to be feasible and effective,
EBA procedures must satisfy five conditions: procedural transparency and regularity,

conceptual clarity, continuous monitoring, methodological integration, and operational
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independence. In Section 8.4, | spell out the implications of my findings for my four target
audiences: academic researchers, auditors, industry practitioners, and policymakers involved
in designing and implementing EBA procedures. In Section 8.5, I highlight my research’s
limitations and discuss promising avenues for future research. | close with some concluding

remarks in Section 8.6.

8.2 Summary of chapters and contributions

Each chapter of this thesis has contributed to answering the RQs in different ways. The first
two did so indirectly. Chapter 1 introduced the RQs and established the academic and social
relevance of this thesis. Chapter 2 reviewed previous research and provided a detailed analysis
of both the scholarly and historical contexts within which the RQs should be interpreted.
Despite being integral to this thesis, these chapters did not contain any theoretical advances or
new empirical data. Hence, this section focuses on my five core chapters (3-7), which offer
new theoretical and empirical insights and, in aggregate, form the basis for addressing my RQs.

It is worth restating that | approached my RQs on three levels: conceptual, descriptive,
and applied. The conceptual level concerns what EBA is and how it works. | focused on that
level in Chapter 3, in which my answers relied on a systematised literature review and theory
synthesis. The descriptive level concerns how organisations integrate EBA with existing
governance structures and the challenges they face in the process. To answer these questions,
I conducted a longitudinal industry case study in Chapter 4, leveraging qualitative research
methods like participant observation and interviews. Finally, the applied level concerns how
EBA procedures can be designed to be feasible and effective. Chapters 5-7 made contributions
at the applied level as they moved beyond evaluating existing policy options to propose new
solutions. Given that the different chapters are based on journal articles with slightly different
audiences, this structure was introduced in Chapter 1 and is re-emphasised here to help readers

assess each chapter’s contributions in its proper context.

8.2.1 Chapter 3. Ethics-based auditing of automated decision-making systems

Chapter 3 provided the thesis’s conceptual foundation, introduced key concepts, and addressed
SQL1: what are the affordances and constraints of EBA as a mechanism to address the ethical
risks posed by ADMS? It offered three novel contributions by providing a theoretical
framework for how EBA contributes to good governance (Section 3.5), proposing seven

criteria for successfully designing EBA procedures (Section 3.6), and demonstrating that
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existing EBA procedures are subject to several theoretical and practical constraints (Section
3.7). Let us consider these in turn.

The affordances of EBA as an ADMS governance mechanism can be summarised thus.
EBA helps organisations demonstrate that the ADMS they design and deploy adhere to
predefined ethics principles, relieves human suffering by anticipating and mitigating harms
before they occur, and improves public trust in technology by promoting procedural
transparency and regularity. This articulation can be contrasted with previous work, which has
alluded only vaguely to how EBA contributes to good governance. Its value lies in forming a
baseline against which the effectiveness of specific EBA procedures can be evaluated.

However, the affordances of EBA as an ADMS governance mechanism are potential
and not guaranteed. This brings us to the second contribution of Chapter 3: deriving seven
criteria for how to successfully design EBA procedures. For example, EBA procedures should
be collaborative, i.e., enable constructive collaboration between auditors and technology
providers, continuous, i.e., monitor and evaluate ADMS over time, and drive re-design, i.e.,
provide feedback that informs ongoing improvements to ADMS. However, it should be noted
that these criteria were posited based on theory synthesis alone. Hence, they feed into — but do
not exhaust — the conditions EBA procedures must satisfy to be feasible and effective (see
Section 8.3.2), which also accounts for my findings at the descriptive and applied levels.

The third contribution of Chapter 3 was to demonstrate that EBA is subject to several
theoretical and practical constraints. For example, it is difficult to anticipate and quantify the
impact ADMS will have during ex-ante assessments, and auditors’ struggle to secure the access
they need to evaluate an ADMS. The taxonomy of constraints associated with EBA is, | argue,
the most important contribution of Chapter 3. A new industry is emerging of private companies
offering EBA services. However, these companies seldom acknowledge the limitations of such
services. In Section 8.4, | thus propose that claims that an ADMS has been audited should be
accompanied by a disclosure of the auditing procedure and a discussion about what confidence

we can have in the assessment.

8.2.2 Chapter 4. Operationalising corporate governance through ethics-based auditing

Chapter 4 presented the main body of empirical research conducted for this thesis. It addressed
SQ2: how do organisations integrate EBA with existing governance structures, and what
challenges do they face in the process? To answer this SQ, | observed and analysed
AstraZeneca’s internal activities over 12 months as it prepared for and underwent EBA in

collaboration with a third-party auditor. Using qualitative research methods, | generated
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knowledge about the organisational context in which EBA procedures must be integrated to
impact the design and deployment of ADMS.

I made two novel contributions in Chapter 4. First, | provided a descriptive account of
how and why an R&D-driven company like AstraZeneca uses EBA to operationalise its
commitment to high-level ethics principles. Second, | described the practical challenges and
tensions involved in conducting EBA in a real-world setting. Both contributions fill important
gaps in the existing literature. Previous research in the field contains few case studies.*® To
the best of my knowledge, the case study in Chapter 4 was the first in which an independent
researcher studied a technology provider’s internal activities before, during, and after EBA.

My observational data indicated that technology providers have strong incentives to
subject themselves to EBA. In AstraZeneca’s case, the motivating factors included the need to
manage financial, legal, and reputational risks, the competitive pressures forcing technology
providers to continuously improve their QMS, and the desire of individuals to design and use
ADMS responsibly (see Section 4.3). Given the permanence of these factors, | argued that the
demand for new procedures to audit ADMS is likely to continue accumulating even in the
absence of forthcoming regulation.

Further, this case study suggested that the main difficulties organisations face when
designing or implementing EBA mirror well-known corporate governance challenges. For
example, AstraZeneca struggled to harmonise standards across the organisation, demarcate the
material scope for ADMS governance, define key performance indicators for ADMS, and act
on the results produced by EBA (see Section 4.6). These descriptive findings will form a

cornerstone of the analysis when | address my overarching RQs in Section 8.3.

8.2.3 Chapter 5. The role of auditing in the proposed EU AIA

Chapter 5 was the first of three chapters that approached my RQs at the applied level. It
addressed SQ3: how can EBA complement legislative approaches to managing the risks posed
by ADMS? It did so by exploring the role of auditing play in the EU AIA. The chapter provided
an in-depth analysis of the two primary governance mechanisms the AIA proposes: the

conformity assessments providers of high-risk ADMS will have to undergo, and the post-

148 A few articles reporting on challenges and best practices from real-world EBA have been published (e.g.,
Hasan et al., 2022; Zicari et al., 2021). However, these tend to be written by the auditors rather than by independent
academic researchers.

206



market monitoring plans that providers are expected to establish once the AIA comes into
force.'*® Through this analysis, three novel contributions emerged.

First, | argued that the AIA implicitly proposes the establishment of a Europe-wide
ecosystem to audit ADMS (Section 5.3). While the AlIA only occasionally refers to auditing,
the governance mechanisms it proposes have both procedural and substantive affinities with
ex-ante and ex-post audits. Moreover, the institutional relationship between what the AIA
refers to as ‘notified bodies’ and ‘notifying bodies’ mirrors that between auditors and national
accreditation bodies. This observation matters both practically, because it helps companies
understand what the AIA expects of them, and theoretically, since it anchors the discussion
about how to refine the AIA in the vast literature on auditing ADMS.

Second, | identified areas of the AIA in which revisions or clarifications would be
helpful (Section 5.7). To do so, | conducted a gap analysis, comparing its provisions with best
practices for auditing ADMS. | found that, despite its merits, the AIA can be improved. For
instance, it does not specify how to conduct conformity assessments. The gap analysis
produced seven recommendations to further strengthen the auditing ecosystem outlined in the
AIA, including the need to clarify the proposed legislation’s material scope and create
standardised evaluation metrics and reporting formats.

Third, | showed that the European Commission encourages technology providers to
adopt voluntary codes of conduct and implement EBA procedures (Section 5.6). | argued that
it does so for two reasons: to foster the application of the AIA’s requirements even for ADMS
that are not classified as high-risk and to promote post-compliance ethical behaviour. The main
takeaway from Chapter 5 was thus that EBA procedures are compatible with, and

complementary to, hard regulations concerning the design and use of ADMS.

8.2.4 Chapter 6. Models for classifying ADMS

Continuing at the applied level, Chapter 6 addressed SQ4: how can the material scope for EBA
be demarcated? This question emerged from my empirical research, and its importance became
clear as it re-surfaced in multiple studies. For example, in Chapter 4, my observational data
revealed that one of the main obstacles AstraZeneca faced when preparing for its ‘Al audit’
was demarcating its material scope. Similarly, in Chapter 5, my analysis of the role of auditing

in the EU AIA suggested that the lack of a clear material scope will undermine the proposed

149 In Chapter 6, | used the term Al system to reflect the EU Al Act’s terminology. However, here I use the term
ADMS for in-chapter consistency.
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legislation’s effectiveness. SQ4 was thus formulated to tackle a real-world problem faced by
technology providers and policymakers.

Pursuing a solution-oriented research agenda, | reviewed and compared previous
attempts to classify ADMS for the purpose of implementing EBA procedures. Based on that
analysis, | offered two contributions to the ADMS auditing literature.

First, 1 developed a novel taxonomy of models to demarcate the material scope of
ADMS governance (Sections 6.4-6.6). According to the binary approach, systems either are
or are not considered ADMS depending on their intrinsic characteristics. According to the risk-
based approach, systems are classified into different categories depending on the types of
ethical risks they pose. Finally, according to the multi-dimensional approach, various aspects
—such as context, data input, and decision-model type — need to be considered when classifying
systems. | labelled these approaches the Switch, the Ladder, and the Matrix, respectively. In
doing so, | provided organisations that design or implement EBA procedures with the
vocabulary they need to have an informed discussion about available policy options regarding
how to demarcate their material scope.

Second, | demonstrated that the logic according to which ADMS are classified is an
integral part of the design of EBA procedures (Section 6.7). This contrasts with previous
research, which has predominantly focused on the ontological question of what an ADMS is,
implying that the question can and should be answered a priori. Taking an explicitly pragmatic
stance, my findings suggested a different path: it is less important to define an ADMS in
abstract terms and more important to establish processes to classify ADMS in ways that

promote successful actions for some specific end.

8.2.5 Chapter 7. Ethics-based auditing of large language models

Chapter 7 also addressed a real-world problem faced by technology providers and
policymakers alike: how to audit ADMS with highly general capabilities. Previous research
has focused on developing procedures to audit ADMS used for specific tasks. However, the
capabilities of ADMS are becoming increasingly general. For example, large language models
(LLMs) are adaptable to a wide range of downstream applications, which undermines the
effectiveness of EBA procedures designed to ensure compliance with sector-specific norms
and regulations. To bridge that gap, Chapter 7 addressed SQ5: what could a blueprint for
feasible and effective EBA procedures look like for ADMS with highly general capabilities?
The chapter’s main contribution was a novel blueprint for auditing LLMs. I proposed a

three-layered approach, wherein governance audits (of technology providers that design and
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disseminate LLMs), model audits (of LLMs after pre-training), and application audits (of
applications based on LLMs) complement and inform each other (Section 7.5). The tools and
procedures to conduct audits at the three levels already exist. However, to provide meaningful
assurance, | argued, governance, model, and application audits must be combined into
structured and coordinated procedures. This three-layered approach was, to the best of my
knowledge, the first-ever published blueprint for auditing LLMs.

In the process of introducing and discussing the three-layered approach, | made two
secondary contributions. First, | derived and defended seven claims about how to audit LLMs
(Section 7.4). | argued that LLM audits should be external yet collaborative, incorporate
elements of both process-oriented and technology-oriented audits, and include continuous
monitoring of system outputs. Second, | identified the conceptual, technical, and practical
limitations associated with any attempt to audit LLMs (Section 7.6). For instance, | showed
that not all ethical risks posed by LLMs can be addressed at the technology level and that
construct validity remains a major challenge during model audits. Together, the secondary
contributions offered in Chapter 7 provide a foundation that future researchers can use when
designing new, more refined, LLM auditing procedures.

The three-layered approach for auditing LLMs holds valuable lessons for how to audit
other ADMS with highly general capabilities. | focused on LLMs because they pose a wide
range of social and ethical risks with which technology providers and policymakers are
currently struggling. However, the features of LLMs that make them difficult to audit —
including adaptability and complexity — apply to other ADMS. To conclude, the three-layered
approach provides a blueprint not only for how to audit LLMs but also for what feasible and

effective EBA procedures could look like more generally.

8.3  Synthesis of findings

In the previous section, | summarised the contributions made in the five substantive chapters
of this thesis. While these chapters answered distinct SQs, they also shed light on the
overarching RQs in different ways. In this section, | consider my findings in aggregate and
explain how they contribute to answering my RQs and addressing my larger research
objectives. Rather than repeating the contributions previously discussed, this section highlights

the broader conclusions that arise from their integration.
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8.3.1 Considerations and challenges

This thesis set out to explore the limitations of EBA as a governance mechanism for managing
the ethical risks ADMS pose (RQ1). So, what have we learned in this regard? Taken together,
my findings suggest that EBA is subject to a wide range of conceptual, technical, economic,
social, and institutional limitations. While these limitations were discussed in-depth in Chapter
3, I will revisit the most important ones here alongside examples from my empirical research.

To begin with, EBA is subject to conceptual limitations that cannot be easily overcome
by either technical innovation or policy design. For example, EBA procedures can never fully
eliminate but only help identify and mitigate the ethical risks ADMS pose. That is primarily
because it is difficult (perhaps impossible®) to anticipate the impact an ADMS will have.
Although researchers and policymakers accept this limitation in theory, it is not always
sufficiently accounted for in their communication. For example, EBA is repeatedly referred to
as a means to ensure that ADMS are ethical (e.g., European Commission, 2021a; Fellander et
al., 2022). Professional service providers may have reasons to market EBA procedures that
way. However, based on the conceptual limitations identified in this thesis, researchers and
policymakers are advised to use more carefully crafted language when describing the
affordances of EBA procedures.

Further, implementing EBA procedures requires high-level ethics principles to be
translated into verifiable criteria. However, such efforts face conceptual difficulties. Different
ethics principles sometimes conflict and require tradeoffs. In Chapter 4, | described how
AstraZeneca uses ADMS to detect treatment response patterns amongst patients receiving
specific drugs. The risk that such ADMS produce harmful outcomes must be balanced against
the lives they can save. As this example illustrates, it is often not possible to err on the safe
side. Moreover, the apparent consensus around ethics principles like fairness and transparency
masks disagreements about how these should be interpreted. For example, there exist more
than six definitions of fairness, some mutually incompatible (Narayanan, 2018). While EBA
can assess how ‘fair’ an ADMS is according to a specific metric, we should not expect it to
resolve these normative tensions. Again, this runs counter to convention. In the ADMS auditing

literature, EBA is commonly envisioned as a mechanism to ‘ensure fairness and transparency

150 The extent to which future events are determined by (or can be predicted based on) current material and social
conditions have long been a contentious question in both philosophy (Dafoe, 2015) and sociology (Schroeder,
2007). While we have no way of settling that question empirically, pragmatists maintain that the future shaped
but not determined by material and social conditions (Dewey, 1922).
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in the ADMS that impact us all’ (Metaxa et al., 2021). The limitations identified in this thesis
suggest that a more realistic function of EBA would be to make visible implicit choices and
tensions and arrive at resolutions that, even when imperfect, are at least publicly defensible.

The feasibility and effectiveness of EBA are also subject to technical limitations rooted
in the autonomous, complex, and adaptable nature of ADMS. For example, the behaviour of
ADMS in test settings is not always indicative of their behaviour in real-world environments
(Auer & Felderer, 2018). The most critical technical limitation, however, is the difficulty of
operationalising normative concepts during EBA. Take explainability as an example. ADMS
draw inferences from large datasets in ways that appear opaque to the human mind (Burrell,
2016). While many tools and methods have been developed to improve the interpretability of
complex ADMS, information is invariably lost through reductive explanations. Similar
problems related to construct validity exist for other normative concepts.

These technical limitations are well-known. In fact, systems engineers and computer
scientists are already developing methods to audit autonomous ADMS (Strenge & Schack,
2020) and tools to assess the interpretability of complex ADMS (Kroll, 2018). However, my
findings suggest that the technical limitations of these methods and tools have been overlooked
in the design of EBA procedures. Consider LLMs as an example. Previous work has focused
on evaluating LLMs based on input-output relationships (Mayson, 2019) or benchmarking their
performance on specific tasks (Aspillaga et al., 2020). Such technology-oriented approaches
are useful since they help gather evidence about the properties of LLMs. However, the
technical limitations identified in this thesis suggest that they need to be complemented with
process-oriented audits of how LLMs are designed and deployed.

In addition to conceptual and technical limitations, the feasibility and effectiveness of
EBA are also constrained by economic and social factors. For example, EBA is a time-
consuming activity. In AstraZeneca’s case, external auditors and in-house employees
combined invested around 2,000 person-hours throughout the audit. And yet, that was a
comparatively light-touch audit which only assessed a limited sample of ADMS-related
projects within AstraZeneca. Moreover, EBA is associated with financial costs, including the
auditors’ fees, the procurement of equipment and licenses, and the hiring and training of in-
house staff to support the audit. While quantifying the total cost of EBA is difficult, rough
indications can be given. For example, researchers have estimated that providers of high-risk
ADMS will spend approximately 10-14% of their development costs to demonstrate adherence
to the EU AIA’s requirements (Renda et al., 2021; Haataja & Bryson, 2021).
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To control these costs, there is a risk that technology providers reduce EBA to a box-
ticking exercise. That would limit its effectiveness because, as Chapter 4 demonstrates, it is
precisely the manual elements — whereby auditors ask open-ended questions to spark ethical
deliberation amongst developers — that are key to proactively identifying and mitigating the
risks ADMS pose. Social factors also limit the space for such interactions. My interviews with
managers and software developers suggest that they are more motivated to develop new ADMS
than to document their work or meet with auditors. Hence, the effectiveness and feasibility of
EBA hinge on both the resources available for conducting the audit and the motivations of the
actors involved. This points towards a critical gap in the existing literature, which has focused
on developing technical tools or step-by-step procedures for auditing ADMS.*! The findings
presented in this thesis, however, suggest that the main bottleneck to implementing EBA
procedures is not a lack of tools but that these are not being employed in a rigorous and
structured manner due to economic and social factors.

Finally, the effectiveness and feasibility of EBA as an ADMS governance mechanism
are limited by institutional constraints. A governance mechanism is only as good as the
institution backing it (Boddington, 2017). However, an institutional ecosystem to conduct EBA
— and verify claims that ADMS have been audited — has yet to emerge (CDEI, 2021c).
Currently, EBA is conducted by a plurality of decentralised actors without standardised
reporting formats. This leaves room for malpractices like ‘ethics-bluewashing’, whereby
technology providers make unsubstantiated claims about ADMS to appear more ethical than
they are (Floridi, 2019b). Consequently, the European Commission (2021a) has proposed that
independent third parties audit high-risk ADMS. Still, the institutional ecosystem sketched in
the EU AlA is only intended to support legally mandated audits, not EBA. To address that gap,
researchers have proposed different models for structuring EBA, including the creation of
platforms for sharing audit reports (Keyes et al., 2019) and the formation of new industry
bodies to develop sector-specific evaluation criteria and reporting standards (Falco et al., 2021).
In Section 8.3.2, | will build on these proposals when discussing what blueprints for feasible
and effective EBA procedures could look like.

151 There are a few exceptions, which thoroughly discuss the challenges organisations face when attempting to
implement EBA (e.g., Hasan et al., 2022; Landers & Behrend, 2022).
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In the above discussion, I have highlighted only the most important limitations of EBA

as a governance mechanism for ADMS. The full range of limitations identified and discussed

in the preceding chapters are summarised in Table 4 below.

Table 4. Summary of EBA s limitations as an ADMS governance mechanism.

Type

Constraints

Conceptual

Lack of consensus around high-level ethical principles

Normative values conflict and require trade-offs

It is difficult to quantify the externalities of ADMS

Information is lost through reductionist explanations

It is difficult to demarcate the material scope of ADMS governance

Technical

ADMS appear opaque and are hard to interpret

EBA exposes data integrity and privacy risks

Linear compliance mechanisms are incompatible with agile development

Tests may not indicate the behaviour of ADMS in real-world environments

Economic
and Social

EBA incurs financial and administrative costs

Audits are vulnerable to adversarial behaviour

EBA may disproportionately disadvantage specific sectors or groups

The transformative effects of ADMS challenge notions of human dignity

Emerging audit frameworks reflect and reinforce existing power relations

Employees may lack incentives for or interest in conducting EBA

Institutional

There is a lack of institutional clarity about who audits whom

Auditors may lack the access or information required to evaluate ADMS

The global nature of ADMS challenges national jurisdictions

In this section, |

have answered RQ1: what are the limitations of EBA as a governance

mechanism for identifying and mitigating the ethical risks posed by ADMS? In doing so, | have

approached the question both conceptually and descriptively by advancing theoretical

arguments and presenting new empirical data to support my conclusions. Importantly,

however, the limitations highlighted above are not intended to diminish EBA’s merits as an

ADMS governance mechanism. Instead, they serve a constructive purpose: to design feasible

and effective EBA procedures, these limitations must be understood and accounted for.

8.3.2 Paths forward

As discussed in Chapter 1, | adopt a pragmatist stance, according to which research should be

grounded in real-world problems and solution-oriented. Hence, in addition to exploring EBA’s
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limitations, this thesis also explored RQ2: how can EBA procedures be designed to effectively
identify and mitigate the ethical risks posed by ADMS while being feasible to implement?
Considered in aggregate, my findings suggest that to be feasible and effective, EBA procedures
should satisfy five conditions: (i) procedural transparency and regularity, (ii) conceptual clarity,
(iii) continuous monitoring, (iv) methodological integration, and (v) operational independence.

Here, | expand on that conclusion and explain how it is supported by my findings.
However, it is useful to first reflect on what it means to ‘design’ an EBA procedure. In Chapter
2, I showed that audits can be structured in many ways and that policy design choices concern
not only what should be audited, when, and according to which criteria, but also who should
conduct the audit and how results should be published. The answers to these questions — i.e.,
how auditing procedures are designed — significantly impact the confidence we can have in the
results audits produce. Equipped with that clarification, we can now proceed to answer RQ2.

To start with, EBA should follow structured and transparent procedures because the
principal affordances of EBA as a governance mechanism are undermined if audits are
conducted in unstructured or opaque ways. In Chapter 3, | demonstrated that EBA contributes
to good governance in several ways. It can improve trust between different stakeholders by
verifying technology providers’ claims about ADMS, provide a basis for holding decision-
makers accountable in case of irregularities by mapping organisational roles and
responsibilities, and help identify and mitigate harms before they occur by sparking ethical
deliberation amongst software developers. However, these affordances are potential and not
guaranteed. EBA conducted on an ad-hoc basis is not a robust mechanism for verifying
technology providers’ claims. Similarly, to provide a basis for accountability, audit reports
must be communicated transparently and proactively to relevant stakeholders.

Most existing EBA procedures do not live up to that standard. While previous research
stresses the need for technology providers to document how ADMS are designed and deployed,
the procedures auditors use to assess technology providers and their ADMS are typically not
disclosed. For example, the EBA procedure employed in AstraZeneca’s case was never made
public since it constituted a trade secret for the company that conducted the audit. This indicates
the tension between intellectual property and procedural transparency. Researchers are more
transparent about their EBA procedures (see, e.g., Koshiyama et al., 2022; Zicari et al., 2021).
However, due to a lack of resources and incentives to publish new findings, researchers
typically conduct EBA only irregularly.

In addition to procedural regularity and transparency, feasible and effective EBA

procedures require conceptual clarity — with respect to the audit’s material scope and normative
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baseline. Consider these points in turn. Every policy needs to define its material scope (Schuett,
2021); however, while many organisations have published high-level ethics principles that
guide their design and use of ADMS, it often remains unclear to which systems, exactly, these
principles apply. This observation has resurfaced in different forms throughout this thesis. In
Chapter 4, my case study suggested that technology providers struggle to demarcate the
material scope of ADMS governance. In Chapter 5, my analysis found that there is no
consensus amongst policymakers on how to define ADMS. In Chapter 6, | addressed that issue
head-on, concluding that without a clearly defined material scope, ADMS will only be
scrutinised on an ad hoc basis. That undermines the legitimacy of EBA and hampers its ability
to identify and mitigate ethical risks.

Relatedly, EBA presupposes a normative baseline against which ADMS can be
evaluated. Although widely accepted in theory, this point is rarely observed in practice. For
example, when conducting EBA, it is not enough to list the ethics principles that should guide
the design and deployment of ADMS. Auditors also require guidance on how these principles
should be interpreted. Take explainability as an example. What counts as an explanation varies
between contexts and hinges on the target audience and the purpose of the explanation (Larson
& Heintz, 2020; Watson, 2021). Hence, for claims that ADMS have been audited for
explainability to be verifiable, the baseline must be both clearly defined and operationalisable.
In short, feasible and effective EBA procedures presuppose conceptual clarity.

Further, EBA procedures should include elements of continuous monitoring of the
outputs of ADMS. This conclusion follows directly from the conceptual limitations of EBA
procedures previously discussed. Because autonomous and adaptable ADMS learn and acquire
new capabilities as they operate in dynamic environments (Russel & Norvig, 2015), it is
difficult to identify and mitigate all risks upfront. Hence, EBA procedures focusing only on ex-
ante assessments cannot address all the governance challenges ADMS pose. In Chapter 3, |
proposed a pragmatic solution: continuously monitoring the operations of ADMS throughout
their lifecycle. This solution has two advantages. First, real-time monitoring of ADMS allows
auditors to detect undesired behaviours early and potentially intervene to prevent further harms
(Jotterand & Bosco, 2020). Second, information about the outputs of ADMS constitutes
valuable feedback that should inform their continuous re-design (Tran & Daim, 2008).

As highlighted in Chapter 2, continuous monitoring is a well-established practice in the
governance of safety critical systems. However, in the field of ADMS auditing, researchers
and policymakers have only recently begun appreciating its importance (Strenge & Shack,
2020; Minkkinen et al., 2022). The post-market monitoring plans mandated in the EU AIA
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constitute a rare and commendable exception. These require technology providers to document
and analyse the behaviour of high-risk ADMS throughout their lifecycles and flag any serious
incidents or malfunctioning (European Commission, 2021a). Such continuous monitoring is
well-suited to address the specific governance challenges ADMS pose and should be
incorporated into EBA procedures.

The need for continuous monitoring illustrates a more general point: to be feasible and
effective, EBA procedures should cover all stages of the ADMS development and deployment
lifecycle. This implies that EBA should combine process-oriented audits of technology
providers that design and deploy ADMS and technology-oriented audits of ADMS. The
rationale for this is that process-oriented and technology-oriented audits have distinct yet
complementary affordances. They are both individually necessary and individually insufficient
to address all the governance challenges ADMS pose.

This conclusion has been foreshadowed in almost every preceding chapter. In Chapter
2, | argued that previous work on EBA can be divided into narrow and broad approaches. The
former is technology-oriented and aims to assess the properties or capabilities of ADMS. The
latter is process-oriented and focuses on the adequacy of technology providers’ governance
structures and QMS. However, although the distinction is analytically useful, there is no
conflict between the two approaches. In Chapter 3, | went further and demonstrated that EBA
must combine elements of technology-oriented and process-oriented assessments to identify
and mitigate the different ethical risks ADMS pose.

In practice, however, the proposal to combine process-oriented and technology-
oriented audits is aspirational. Currently, the two approaches constitute distinct strands of
research and practice that rarely converse with each other. Technology-oriented audits are
common in computer science and social science research; process-oriented audits dominate in
disciplines like systems engineering and organisation studies as well as in applied settings. For
example, AstraZeneca’s EBA process was a governance audit, focusing exclusively on
assessing the adequacy of the organisation’s software development process and not containing
any technical evaluations of ADMS. | concluded that such procedures, while useful to improve
technology providers’ software development processes, are fundamentally unable to produce
verifiable claims about ADMS. Invertedly, while technology-oriented audits can help identify

the limitations of ADMS, they do not reveal much about their root causes.
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The good news is that the tools and methods to conduct both process and technology-
oriented audits already exist.1®? The next step in the evolution of feasible and effective EBA
procedures should thus be integrating the two approaches. Importantly, it is insufficient to
conduct technology and process-oriented audits in isolation; they must be connected in
structured procedures. In Chapter 7, | provided an example of this by demonstrating how
process-oriented audits (of technology providers that train and disseminate LLMs) and
technology-oriented audits (of LLMs both prior to and after fine-tuning) complement and
inform each other. While Chapter 7 focused on LLMs specifically, the methodological
integration it proposed can and should be used to audit other ADMS as well.

Finally, EBA should be conducted by independent third-party auditors. Per definition,
auditing presupposes operational independence between the auditor and the auditee. That can
be achieved in several ways. For example, many organisations have internal auditors who
operate independently from line managers and report directly to their boards. As | argued in
Chapter 3, both internal and external audits have their own strengths and weaknesses.*>* For
instance, it is often easier for internal auditors to secure access to the information and personnel
required to conduct an audit. However, taken together, the evidence suggests that external
audits are required to address the governance challenges ADMS pose.

There are three reasons for this. First, external auditors’ involvement contributes to the
objectivity and professionalism of audits (Power, 1997). My case study of AstraZeneca
supported that conventional wisdom by showcasing how external auditors challenged the
confirmation bias that had prevented in-house experts from recognising critical flaws. Second,
specialised knowledge is required to conduct technology-oriented audits of ADMS.** External
auditors bring expertise that not all companies that design or deploy ADMS can access in-
house (Bauer, 2016). Third, the involvement of external auditors increases accountability
because they are scrutinised by regulatory bodies and risk losing their licenses if they operate
irregularly or unethically (Raji et al., 2022). Given the competitive pressures technology
providers face to design and deploy ADMS rapidly, such external accountability and oversight
is a prerequisite for good governance.

152 For an overview of these tools and methods, see Sections 2.4, 3.4, and 7.3.

153 The distinction between internal and external audits is analytically useful. However, it should not be
overemphasised. In practice, external auditors often rely on internal auditors to gather information and get access
to systems and personnel (Haron et al., 2004).

154 In Chapter 7, | demonstrated this point when discussing the complexities involved in evaluating the properties
and capabilities of LLMs (see Section 7.4.3).
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To summarise, considered in aggregate, my findings suggest that to be a feasible and
effective governance mechanism for identifying and mitigating the ethical risks ADMS pose,

EBA procedures should satisfy five conditions:

1) Procedural regularity and transparency, i.e., that EBA is conducted in a structured

way, and that the methodology used to conduct the audit and its results are transparently

and proactively communicated to relevant stakeholders.

2) Conceptual clarity i.e., that the material scope of the EBA is clearly demarcated, and

that the normative baseline for the assessment can be operationalised.

3) Continuous monitoring, i.e., that EBA procedures incorporate elements of continuous

auditing, including the monitoring of the outputs of ADMS throughout their lifecycle.

4) Methodological integration, i.e., that EBA integrates process-oriented assessments (of

technology providers designing or using ADMS) and technology-oriented assessments

(of the properties and capabilities of ADMS) into structured procedures.

5) Operational independence, i.e., that EBA is conducted by external auditors who are

accountable to policymakers or independent industry bodies.

Of course, | am not the first to highlight each of these conditions. Considered in isolation, each
has been defended by different authors in different contexts. However, what the five conditions
lack in novelty they make up for in unity. For within them, we find almost all that is needed to
design and implement EBA procedures that are feasible and effective in identifying and
mitigating the social and ethical risks posed by ADMS. Of course, this conclusion needs to be
qualified, and in Section 8.5 | will discuss some important limitations of my work. But first,
having answered my two overarching RQs, | now turn to discuss the implications of my

findings for different target audiences.

8.4 Implications and policy recommendations

In Chapter 1, | envisioned four main audiences for this work: academic researchers studying
how ADMS can be governed and audited; auditors developing EBA procedures or offering
EBA services to technology providers; industry practitioners implementing EBA procedures
in organisations that design and deploy ADMS; and policymakers drafting legislation and
guidance on how to govern ADMS. In this section, I consider the implications my findings

have for each group.
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8.4.1 Academic researchers

In Chapter 2, I showed that EBA is a multidisciplinary field of study, harbouring contributions
from computer science, systems engineering, law, social science, media and communication
studies, political and moral philosophy, and organisational studies alike. For that diverse
community of academic researchers, this thesis offers two main takeaways.

The first is cautionary. The ethical risks ADMS pose are real and pressing, and EBA
procedures can indeed help identify and mitigate some of them. However, my research has
demonstrated that EBA is subject to both conceptual and practical limitations. Having studied
how EBA is implemented in applied settings, | fear that academic researchers — guided by good
intentions and the desire to propose concrete solutions — have overstated the merits of EBA and
underestimated its limitations. This may lead to resources being wasted on less effective
governance initiatives and lend unjustified legitimacy to EBA procedures that provide only a
false sense of security. In short, academic researchers proposing EBA as a remedy for the
ethical risks posed by ADMS should be careful not to overstate its merits.

The second implication for academic researchers is more constructive. My research has
highlighted several ways in which further research can strengthen the feasibility and
effectiveness of EBA procedures. These include developing new tools and methods to
operationalise normative values during technology-oriented assessments and evaluating
different institutional arrangements for structuring independent EBA. In Section 8.5, | will
expand on these and other avenues for future research. Here, I wish to emphasise a more general
point. In Chapter 2, I showed that while researchers in computer science and the social sciences
focus on technology-oriented audits of ADMS, researchers from systems engineering and
organisation studies focus on process-oriented audits of technology providers that design or
deploy ADMS. | also observed that there is only limited dialogue between the literature
produced by these distinct academic communities. That becomes problematic when — as |
concluded in Section 8.3 — EBA procedures must incorporate elements of both technology-
oriented and process-oriented assessments to be feasible and effective. EBA research would

thus benefit from increased cross-disciplinary collaboration and knowledge transfer.

8.4.2 Auditors

My research also has direct implications for auditors that design EBA procedures or offer EBA
services. ‘Auditors’ in this context refers to a heterogeneous group that includes professional
services firms, startups, and non-profit organisations. Despite having different incentives, all

these organisations have developed EBA procedures to help technology providers identify and
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mitigate the risks ADMS pose. Auditors are advised to pay specific attention to the conditions
feasible and effective EBA procedures must satisfy outlined in Section 8.3.2.

Amongst the best practices that have emerged from my research, three are worth re-
emphasising here since they suggest alternatives to the status quo. First, on their own, ex-ante
auditing procedures are ill-equipped to address the governance challenges associated with
autonomous, complex, and adaptable ADMS. This implies that auditors should spend less time
and effort on conducting snapshot audits and more on developing continuous auditing
procedures to monitor both technology providers’ conduct and the outputs of ADMS over time.
Second, EBA procedures are most likely to identify and mitigate risks when conducted in
collaboration with technology providers. This means that — while adversarial audits are also
important — auditors should develop collaborative EBA procedures that inform the continuous
re-design of ADMS. Third, EBA is most effective when conducted transparently and
consistently. To improve public trust in ADMS, claims that EBA has been conducted should
be accompanied by transparent communication concerning how the audit was conducted, the
limitations associated with the employed methodology, and the level of confidence we can

have in the audit’s results in light of those limitations.

8.4.3 Industry practitioners

Industry practitioners implementing EBA procedures in organisations that design or deploy
ADMS constitute another target audience for my research. Typically, this responsibility falls
on managers with titles like chief information officer, responsible Al lead, head of IT
compliance, or internal audit director.

Industry practitioners implementing EBA procedures should take two main lessons
from this thesis. The first concerns how to implement EBA procedures. As illustrated by my
case study in Chapter 4, EBA procedures are most effective when integrated into existing
governance structures. That is because managers and developers may perceive procedures that
duplicate existing structures as unnecessary by the managers and developers expected to
implement them. Rather than creating new tools and reporting channels, industry practitioners
should explore how EBA procedures can inform, interlink, and revise existing software

development processes and QMS, thereby complementing and enhancing them.t

155 This conclusion is supported by established theory: the ethical behaviour of an organisation is embedded in its
operating model through processes, roles and responsibilities, incentives, etc. (Crane & Matten, 2016).
Consequently, EBA should not be conducted in isolation but linked to organisational governance as a whole.
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The second lesson concerns organisations’ motivations for implementing EBA.
Previous research has emphasised the need to manage financial, legal, and reputational risks as
the main drivers for implementing EBA. While supporting those claims, my findings suggest
that, from a corporate governance perspective, EBA can fill other functions — like facilitating
agenda setting, catalysing internal change, and expanding organisational units’ mandates.
Industry practitioners implementing EBA should explore and exploit these alternative

motivations to secure support and resources from different internal decision-makers.

8.4.4 Policymakers

Finally, my findings have implications for policymakers who mandate EBA procedures as part
of larger efforts to govern ADMS. This includes the European Commission, the US’s Federal
Trade Commission and Government Accountability Office, and the UK’s Information
Commissioner’s Office and Center for Data Ethics and Innovation.

As | have repeatedly stressed, the primary responsibility for demonstrating that ADMS
are legal, ethical, and technically robust rests with technology providers. That said, self-
regulation brings inherent challenges, and its effectiveness is not independent of the guidance
and support policymakers provide (Floridi, 2021a). In fact, my research has indicated that
policymakers and regulators can do much to facilitate the emergence, incentivise the adoption,
and strengthen the effectiveness of EBA procedures. In what follows, | highlight six
recommendations for policymakers that follow from the findings discussed in Section 8.3.

Policymakers should consider to:

1) Create standardised evaluation metrics and reporting formats. Standardised formats
for evaluation and communication help technology providers and users assess and
compare different ADMS. While technology providers should be free to pilot different
EBA procedures, policymakers can strengthen the synergies between their efforts by

standardising metrics and reporting formats.

2) Facilitate knowledge sharing and the communication of best practices. As researchers

and auditors accumulate knowledge locally, it would be beneficial if they collaborated
with a commitment to reproducibility and shared know-how and technical solutions.

To support such collaboration,'®® policymakers should provide digital platforms to

156 For example, the sharing of past failures of ADMS could help mitigate future harms (Brundage et al., 2020).
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3)

4)

5)

6)

facilitate exchanges of code and data and incentivise the sharing of best practices for

designing and implementing EBA.

Create an independent body to oversee EBA. While the piloting of different EBA

procedures should be encouraged, policymakers should avoid shifting the ultimate
enforcement of procedural standards from judicial courts to private actors. The solution
here is to create an independent body that authorises the auditors who conduct EBA.
This agency’s role would not be to evaluate the design of ADMS directly but rather to
scrutinise and approve the EBA processes auditors employ.

Incentivise technology providers’ adoption of EBA. The implementation of EBA will

be slow if organisations designing or using ADMS perceive that, for them, the costs
outweigh the benefits. Policymakers should thus reward demonstrable achievements to
incentivise the adoption of EBA. This includes monetary incentives, like tax breaks,
and immaterial acknowledgements, like publishing lists of technology providers that
adhere to specific standards or best practices in their design and use of ADMS.

Ensure accountability. Policymakers can strengthen public trust in EBA procedures by

ensuring accountability, e.g., by imposing sanctions when required. Technology
providers publishing inaccurate or misleading information ought to be fined and
complicit auditors lose their licenses. Such sanctions are compatible with the voluntary
nature of EBA. A parallel can be made to the European food-labelling regulation: while
food may contain both non-vegetarian and vegetarian ingredients, mislabelling one for

the other is not allowed.*®’

Provide governmental leadership. Policymakers should lead by example. As ADMS

are used throughout the public sector (Levy et al, 2021),%°8 the first step should be to
subject such ADMS to EBA. Doing so would not only improve accountability in the
public sector but also contribute to standardising EBA procedures around which other

actors can gather.>°

157 See Regulation (EU) No 1168 (2011).

18 Recent reports documenting the public sector’s use of ADMS include those produced by the Ada Lovelace
Institute (2021) and the ELI (2022).

159 In most countries, the public sector accounts for 30-50% of the economy (OECD, 2023). Consequently, public
sector standards significantly impact how private sector actors operate.
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In this section, I have discussed my findings’ implications for different audiences. However, it
is important to note that the relatively new field of researching EBA lacks established theories
and practices. The implications and policy recommendations discussed above are thus
provisional and may require revision based on new empirical data or theoretical advancements.
Moreover, these recommendations are only intended to inform, not determine, stakeholders’
actions. Of course, this is standard practice when interpreting research findings. Still,
researchers can aid such processes by acknowledging their research’s limitations and explicitly

stating which conclusions their findings do not support. In the next section, I will do just that.

8.5 Limitations and directions for future research

In Chapter 1, I introduced limitations to the scope of my research, outlined and discussed my
overarching methodological approach, and reflected on relevant ethical considerations. | will
not repeat those discussions here. Instead, | will highlight some limitations in my research
design and discuss aspects of my RQs that | did not address. My aim in so doing is twofold: to
aid readers in interpreting the implications and policy recommendations provided in Section

8.4 and to discuss promising avenues for future research.

8.5.1 Methodological limitations and reflections

The first set of methodological limitations stems from the pragmatist stance | adopted for this
thesis. While that stance allowed me to ground my research in real-world problems and move
beyond evaluating existing policy options to propose new solutions, it also creates
methodological challenges. According to Kaushik and Walsh (2019), these include reliance on
subjective judgements, a lack of generalisability, and the potential for oversimplification. Let
us consider each in turn.

As opposed to positivistic researchers, pragmatists maintain that knowledge about the
world cannot be separated from acting within it. This implies that pragmatist research tends to
rely on researchers’ subjective judgements, which can introduce bias and affect the research’s
validity (Ramanadhan et al., 2021). Inevitably, my own values and experiences have influenced
each step of this research process, from the choice of topic to the presentation of findings.
Consequently, I cannot make any claims regarding the research’s reproducibility. However,
this limitation should be qualified. Throughout the process, | have collected new empirical
data, triangulated findings from different sources, sought input from industry practitioners, and
collaborated with researchers from different disciplines. Hence, my findings are not so much

subjective as relational, meaning that their validity is tied not only to a particular time and place
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but also to a specific historical context. My findings concerning the merits and limitations of
EBA must thus be interpreted against the backdrop of contemporary societal efforts to ensure
that ADMS are designed and used in ways that are ethical, legal, and technically robust.

A related limitation concerns generalisability. My case study provided unique
observational data about how AstraZeneca conducted EBA and the challenges it faced.
However, it is often difficult to determine the extent to which case study data can explain
phenomena outside its specific scope (Schaefer, 2016). | readily submit that the specific
conditions that shaped the governance of ADMS within AstraZeneca cannot represent the full
diversity of experiences different organisations have when implementing EBA procedures. Yet
some researchers have gone further, arguing that the purpose of case studies should never be
to generalise but only to particularise (Stake, 1995; Thomas, 2010). I reject such reasoning.
Pragmatist research has a long history of ‘analytical generalisation’, whereby researchers
generalise by comparing data from case studies to existing theory and by positing logical or
empirical connections between the samples that were studied and those that were not (Yin,
2014).1%° Following that tradition, | have used examples from my case study only to illustrate
(not prove) more general points whose soundness hinges not only on the data presented
throughout this thesis but also on the quality of the reasoning used to extrapolate from it.

When developing new policy responses to specific real-world problems, there is no
guarantee that the best solution will be found (Prasad, 2021). There are many reasons for this.
For example, it is difficult to isolate variables to establish their causal effects when studying
real-world phenomena (Hacking, 1983). Moreover, in the social sciences, it is often hard to
separate the normative and empirical elements of research (Habermas, 1996). Pragmatism
cannot overcome these difficulties but offers two strategies to mitigate them: instrumentalism
and incrementalism. The former suggests that conceptual advances are only valuable insomuch
as they are useful (Dewey, 1920), the latter that concrete problems are best addressed
piecemeal, allowing new ideas to be tested and honed over time (Lindblom, 1959). | have
amply employed both strategies in this thesis. In Chapter 6, | stressed the instrumental value of
distinguishing between different approaches to classifying ADMS; in Chapter 7, | emphasised
that the blueprint for auditing LLMs should be adopted incrementally and amended depending

on context-specific considerations. The same applies to the findings synthesised in this chapter.

160 pragmatists thus maintain that generalisations always include logical arguments for extending one’s claims
beyond the data (Steinberg, 2015).

224



How EBA procedures should be designed is a complex question and the urge to oversimplify
it must be resisted. My findings should thus be viewed not as objective facts, but as instrumental

knowledge stakeholders can draw on to address real-world problems incrementally.

8.5.2 Limitations in scope and directions for future research

A second set of limitations concerns aspects of my RQs that | did not explore or that my
research design did not satisfactorily answer. For example, my research has not shed any new
light on the lived experiences of individuals and groups who are impacted by ADMS. This is
not because that task is unimportant but because my research was conducted at a different level
of abstraction. To explore EBA’s limitations as an ADMS governance mechanism, I focused
on observing and explaining organisational processes and dynamics. That said, research
focusing on structures can serve as an important precursor and enabler of research focusing on
lived experiences (Frechette et al., 2020; Stephan et al., 2016). Hence, there is scope for future
work to extend my research by exploring how implementing different EBA procedures impact
the lives of different individuals and groups in society.

Moreover, despite drawing on multiple methods, my research has been limited in
geographical reach. For example, my industry case study concerned a Swedish-British
company based in the UK; Chapter 5 focused exclusively on the forthcoming European AlA,;
my bibliography only includes English-language sources. The main reason for this is that
language barriers reduced my ability to access and assess research contributions published in
non-English journals. This is a severe limitation. Chinese-language research constitutes the
fastest-growing body of academic literature on ADMS (Chou, 2022). Moreover, policymakers
in different jurisdictions have adopted different approaches to address the governance
challenges ADMS pose (Dixon, 2022; Roberts et al., 2021). Therefore, future research could
replicate parts of my research with an extended geographical scope. Specifically, it would be
useful to explore how the social, economic, and institutional limitations of EBA differ between
different cultural contexts and regulatory regimes.

The choice to focus on structures over lived experiences and to restrict the literature
review to English-language sources were part of my initial research design. Other substantive
choices, however, presented themselves only as my preliminary findings opened new avenues
for inquiry. Some of these | decided to pursue. For example, SQ4, on how to demarcate the
material scope of EBA, was formulated in response to a real-world challenge revealed by my
research at the conceptual and descriptive levels presented in Chapters 3—4. However, resource

constraints prevented me from pursuing all possible emerging extensions of my research. While
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I have identified different avenues for future research in each substantive chapter, I will re-
emphasise two particularly promising topics here.

First, a major bottleneck to developing feasible and effective EBA procedures is the
difficulty of operationalising normative concepts like fairness and truthfulness (Jacobs &
Wallach, 2021). As my case study illustrated, the lack of standardised evaluation metrics was
one of the main challenges faced during AstraZeneca’s EBA. The problem is rooted in
construct validity, i.e., the extent to which a given metric accurately measures what it is
supposed to (Smith, 2014). An important avenue for further research would thus be to develop
and evaluate different methods to operationalise normative concepts in ways that are verifiable
and maintain high construct validity.

Of course, various tools and methods to measure, visualise, and evaluate the
performance of ADMS along different normative dimensions have been developed. However,
these generally focus on evaluating computational models, not ADMS operating in applied
settings. From an EBA perspective, a clear typology is required that combines (i) available
metrics for assessing the performance of (ii) different types of ADMS (e.g., symbolic vs sub-
symbolic systems) along (iii) different ethical dimensions (like fairness and truthfulness) for
(iv) each step in their lifecycle. Computer scientists Kearns and Roth (2020) took a first step
towards creating such a typology by demonstrating how multi-dimensional Pareto frontiers can
be used to visualise the normative values embodied in ADMS during the model training stage.
To inform the design of feasible and effective EBA procedures, other researchers could extend
Kearns and Roth’s model by incorporating metrics for further normative dimensions, different
types of ADMS, and later stages in the design and deployment lifecycle.

Second, the feasibility and effectiveness of EBA remain constrained by the lack of an
institutional ecosystem. Without clear institutional arrangements, claims that an ADMS has
been audited are difficult to verify and may even exacerbate harms by contributing to a false
sense of security. This observation has been made previously (Costanza-Chock et al., 2022;
Engler 2021). However, to the best of my knowledge, no peer-reviewed research has yet
systematically explored different institutional arrangements for structuring EBA and holding
technology providers accountable for potential breaches of trust.

As | argued in Chapter 2, much can be learned from how audits are structured in other
domains. To recap, audits in different contexts are conducted by private service providers,
governments, industry bodies, non-governmental organisations, and intergovernmental
organisations. Each of these institutional arrangements has its own affordances and constraints.

For instance, the constant pressure on private service providers to innovate can be beneficial
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given how rapidly new ADMS are developed. However, such providers’ reliance on good
relationships with the organisations they audit increases the risk of collusion (Duflo et al.,
2013). Some researchers have thus called for more government involvement, including an
‘FDA for algorithms’ (Tutt, 2017). However, the relative merits and limitations of different
institutional arrangements to conduct EBA should be evaluated systematically and — when
possible — studied empirically in applied settings.

In summary, while this thesis has contributed to an improved understanding of whether
and how EBA can help organisations design and deploy ADMS in ways that align with their
organisational values, many important questions — like who should conduct the audits and
according to which metrics ADMS should be evaluated — remain unanswered. These questions

are left to be taken up by future research.

8.6 Concluding remarks

As noted in the introduction, policymakers, researchers, and social advocacy groups have all
called for the design and use of ADMS to be audited for alignment with ethics principles.
However, a significant discrepancy has remained between the attention EBA has received and
the lack of empirical research concerning its feasibility and effectiveness as an ADMS
governance mechanism. To help bridge that gap, | set out in this thesis to explore two
overarching RQs:

RQ1 What are the limitations of EBA as a governance mechanism for identifying and
mitigating the ethical risks posed by ADMS?

RQ2 How can EBA procedures be designed to effectively identify and mitigate the ethical
risks posed by ADMS while being feasible to implement?

The answers to these RQs can be summarised as follows. First, as an ADMS governance
mechanism, EBA is subject to a wide range of conceptual, technical, economic, social, and
institutional limitations. While some of these limitations can be addressed by appropriate policy
responses and future technological innovation, others are intrinsic. Policymakers, researchers,
and auditors should therefore exercise caution and remain realistic about what EBA can be
expected to achieve. Based on the findings presented in this thesis, | propose that EBA should
be understood as one governance mechanism that, by contributing to procedural regularity and
transparency, can help organisations not solve but continuously manage some of the ethical
risks associated with ADMS.
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Second, how EBA procedures are designed and implemented matters greatly.
Specifically, my findings suggest that to be feasible and effective, EBA procedures should (i)
be structured and transparent, (ii) assess a clearly defined material scope according to an
equally clearly defined normative baseline, (iii) incorporate elements of both technology-
oriented assessments of ADMS and process-oriented assessments of organisations that design
and deploy ADMS, (iv) include continuous monitoring of ADMS, and (v) be conducted by
independent third-party auditors.

A further message | want to stress from this concluding chapter is the need for increased
collaboration and knowledge transfer between different research communities. In Chapter 2, 1
showed how previous research on EBA can be divided into narrow and broad approaches. The
former is technology-oriented and focuses on assessing the outputs of ADMS for different input
data. The latter is process-oriented and focuses on assessing the adequacy of technology
providers” QMS. While both strands of research are flourishing, they seldom have dialogue
with each other. This becomes problematic when — as | have concluded in this thesis — feasible
and effective EBA procedures must incorporate elements of both technology and process-
oriented assessments. On the upside, many tools and methods to conduct technology and
process-oriented audits have already been developed. The next step in the evolution of EBA as
an ADMS governance mechanism should thus be to interlink available tools and methods into
structured procedures.

A final remark: the extent to which EBA procedures contribute to good governance of
ADMS depends not only on how they are designed and implemented but also on the intent of
different stakeholders, including technology providers and end users. An analogy borrowed
from Floridi (2014) helps to illustrate this point: the best pipes may improve the flow but do
not improve the quality of the water, yet water of the highest quality is wasted if the pipes are
rusty or leaky. Like the pipes in the analogy, EBA is not morally good in itself, but it enables
moral goodness to be realised if properly designed and combined with the right values. To
conclude, EBA procedures can facilitate the delivery of ethically sound outcomes but are not

per se sufficient to ensure such outcomes.
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APPENDIX 10 - QUESTION SHEET | SYSTEMATISED REVIEW

The following questions guided the critical examination of articles included in the systematised
literature review (Grant & Booth, 2009) conducted in Chapter 3.

Meta info

1.

2
3.
4

Who are the authors of the article?
How was the research funded?
What is the purpose of the article?
Do conflicts of interests exist?

Context

5.
6.
7.

How is EBA of ADMS defined?
What ethical challenges posed by ADMS do the author claim that EBA addresses?
How does EBA help address those challenges, according to the article?

Core contribution

8.
9.

10.
11.
12.
13.
14.
15.
16.

17.

What is the main argument presented in the article?

What is the subject of the audit: a person, an organisation, or a technical system?
Which tools and procedures are recommended to be included in the audit?

Who should conduct the audit?

According to which criteria are ADMS being evaluated during the audit?

Which parts of the auditing process are, or can reasonably be, automated?

How does the EBA procedure relate to existing ADMS governance structures?
What mechanisms incentivise the implementation of EBA of ADMS?

How does the EBA procedure ensure that decision-makers in organisations that design
or deploy ADMS can be held accountable in case of irregularities?

Under which conditions is the outlined EBA procedure a feasible and effective
mechanism for supporting the development of trustworthy ADMS?

Case study (if applicable)

18.

What area of application (e.g., use case or sector) is examined?

19. What technology (e.g., symbolic vs sub-symbolic ADMS) is underpinning the

20.
21.
22.

examined application?
How probable, sensitive, and impactful are potential system failures for the ADMS?
Which ethics principles are covered by the EBA procedure?

What values and ethics principles have been embedded in the EBA procedure?
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Limitations and gaps

23. What limitations of EBA as an ADMS governance mechanism do the authors discuss?

24. Which tensions between and within different ethics principles are highlighted in the
article?

25. Which tradeoffs are highlighted between different ethics principles, technical system
properties and organisational incentives?

26. How can these tensions and tradeoffs be managed, according to the article?

27. What challenges associated with developing EBA tools and are identified?

28. How can the methodological limitations and practical implementation challenges

discussed in the article be managed?

29. What avenues for further research are suggested in the article?
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APPENDIX 11 — QUESTION SHEET | INTERVIEWS

The following questions guided the semi-structured interviews | conducted with managers,

software developers, and internal auditors within AstraZeneca, as reported on in Chapter 4.

Following best practices for semi-structured interviews (Edwards & Holland, 2013), I did not

follow a strict manuscript but sought to have open dialogues with the interviewees. Hence, the

below questions only indicate the information I sought to extract from the interview module as

awhole: the focus of individual interviews varied depending on the participants’ (professional)

job description and (personal) interests.

Meta info

1.

What is your job description/role within the organisation? (i.e., What are your primary
responsibilities? What are your core tasks?)

What are the major initiatives you are executing or planning to execute to achieve
your goals and address your issues?

How does your daily work relate to the design and deployment of Al systems?

How (if at all) have you and your team been involved in drafting the AstraZeneca Al
ethics principles and the internal Al governance framework?

Context

5.
6.
7.

10.
11.

12.

How do (or would) you (and your team) define Al systems?
Are you (or your team) developing or using Al systems to support your objectives?

If yes, what are the primary benefits you hope to achieve by using or developing Al
systems?

What Al technologies are underpinning the application? I.e., predictive/diagnostic,
symbolic/connectionist, fully automated/decision support etc.

How probable, sensitive, and impactful are potential failures for the Al system?
What do you consider to be the most significant strengths of Al systems?

What do you consider to be the biggest ethical risks posed by Al systems, both from
an organisational and societal perspective?

How do you see your department using Al in the next two years? What potential
risks/governance factors do you think are relevant?
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AstraZeneca Al Ethics principles and governance

13. How are you (and your team) currently managing ethical risks when using or
developing Al systems?

14. What are the existing Al and data governance processes, policies, methods, initiatives,
and tools that can be used to operationalise Data and Al Ethics and Al governance?
And how effective are they?

15. How do you think Data and Al Ethics applies to your usage of Al?
16. What Data and Al Ethics principles do you consider important?
17. What is the value that such principles would bring to you (and to AstraZeneca)?

18. Who is accountable for decision-making regarding the design or usage of Al systems
within your team?

19. How do you ensure that the design and use of Al systems respect AstraZeneca’s risk
and compliance policies?

20. Is there a process for measuring data and Al system quality — biases, accuracy,
balance, etc.? If yes, who is responsible for this?

Ethics-based auditing

21. Do you believe that Al Governance in general, and ethics-based auditing in particular,
will benefit you and your team? If so, how?

22. What is your role — and what are your responsibilities — within the emerging/recently
implemented internal ethics-based auditing procedure?

23. What tools (e.g., software) and methods (e.g., assessment lists) are you using as part
of the internal ethics-based auditing procedure?

24. Who/what is subject to the ethics-based audit: a person, an organisational unit, a
software system or a technical component?

25. How does the process of ethics-based auditing of Al systems relate to existing
structures of accountability and oversight?

26. What technical and practical constraints have you faced during the implementation of
ethics-based auditing of Al systems?

27. How are you (and your team) managing these constraints associated with ethics-based
auditing in practice?

28. What mechanisms incentivise the implementation of ethics-based auditing of Al
systems for you and your team?

29. Is there a mechanism whereby the ethics-based auditing procedure is linked to
personal accountability?
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Suggestions for improvements

30. How stringent and enforceable should ethics-based auditing of Al systems be, in your
opinion?

31. Which ethics principles do you think should be covered by ethics-based auditing
procedures?

32. How do you think the Al systems you (and your team) are using should be evaluated
and assessed? l.e., according to which methodology or metrics?

33. What is your recommendation to ensure ethics-based auditing is implemented
successfully within AstraZeneca?
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APPENDIX 12 — CODE HIERARCHY | THEMATIC ANALYSIS

As described in Section 4.5, | used thematic analysis (Braun & Clarke, 2006) to code the
qualitative data collected as part of my longitudinal industry case study in Chapter 4. Table 5
summarises the 76 initial codes, 26 sub-themes, and 9 themes that resulted from this analysis.

Table 5. Code hierarchy generated through qualitative data analysis.

Initial codes

Sub-themes

Themes

Bias

Factual errors

Privacy breaches

Prevent harms

Drug discovery

Innovation

Operations

Saving lives

Reap benefits

R&D

Red tape

Risk appetite

Balancing interests

Agenda setting

Process improvement

Regulatory preparedness

Strategy

Al design

Digitalisation

Implementation

New use cases

Technology

AZ principles

Responsible behaviour

Values

Catalysing change

Audit fee

Infrastructure

Financial costs

Core business

Focus

Opportunity costs

Audit meetings

Preparations

Time investment

Costs

Negotiations

Access

Training data Challenges
Visibility

External software

Long-term contracts Procurement

Academic collaborations

Joint ventures

Startup collaboration

R&D partnerships

External collaborations

Best practices

Decentralised organisation

Harmonising standards
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Business areas

Unclear mandate

Regional differences

Accountability

Compliance

Resources

Global policies

Enterprise level

Limited attention

Obstacles

Not relevant
Agree on principles
Anchor decisions

- Purpose
Employee consultation
Onboard people
Compliance documents Roll-out

Workshops

Internal communication

Data governance

IT governance

CSR

Already governed

Analytics

Data

Project inventory

Define Al

Nothing new

Standard practice

Objections

Material scope

Baseline

Fairness

Metrics

Key Performance Indicators

Interviews

Output logs

Surveys

Visualisation

Methods

Accuracy

Control

Safety

Quality management

Measuring progress

AcCCcess

Data storage

Federated learning

Data management

Assumptions

Completeness

Process chart

Role description

Documentation

Frequency

Tools

Model testing

Verifying claims
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APPENDIX 13 - NVIVO MIND MAP

Figure 17. Mind map of the themes and subthemes that emerged from my qualitative data
analysis in Chapter 4.
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