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This paper investigates how the use of approximations can make the formal verification of concurrent
system scalable. We propose the idea of synchronisation analysis to automatically capture global
invariants and approximate reachability. We calculate invariants on how components participate on
global system synchronisations and use a notion of consistency between these invariants to establish
whether components can effectively communicate to reach some system state. Our synchronisation-
analysis techniques try to show either that a system state is unreachable by demonstrating that
components cannot agree on the order they participate in system rules, or that a system state is
unreachable by demonstrating components cannot agree on the number of times they participate
on system rules. These fully automatic techniques are applied to check deadlock and local-deadlock
freedom in the PairStatic framework. It extends Pair (a recent framework where we use pure
pairwise analysis of components and SAT checkers to check deadlock and local-deadlock freedom)
with techniques to carry out synchronisation analysis. So, not only can it compute the same local
invariants that Pair does, it can leverage global invariants found by synchronisation analysis, thereby
improving the reachability approximation and tightening our verifications. We implement PairStatic
in our DeadlOx tool using SAT/SMT and demonstrate the improvements they create in checking
(local-)deadlock freedom.
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1 INTRODUCTION

Many modern systems are built as a combination of components that cooperate to perform
some intricate task. This need for cooperation is normally a great source of complexity in
analysing these concurrent systems. Components can interact in many different ways, leading
to many possible system behaviours, and we need to ensure they properly cooperate on each
of these possible behaviours. For instance, proper cooperation often entails deadlock freedom:
ensuring the system cannot reach a point in which all components are stuck. In this context,
testing, a particularly useful technique in improving the quality of systems in the sequential
world, is no longer as effective. It generally cannot account for most of these possibilities
and, in a practical level, it is difficult to control the combination of interactions we want
to test [25]. Formal verification is an alternative to testing that tends to be more effective
in ensuring the quality of concurrent systems [31, 80]. While testing generally only ensures
that the system behaves correctly in some cases, formal verification relies on mathematical
foundations to ensure it always behaves appropriately.

Fully-automated verification techniques [14, 30, 40] automatically yield whether some
input system description satisfies a given property or not. In the negative case, they also
normally provide a counter-example, namely, a possible behaviour of the system that violates
the given property. Counter-examples provide a very useful sort of information that helps
refine the system’s design, i.e. correct some bugs, so it can meet its intended specification.
In this paper, we propose a fully-automatic verification framework for concurrent systems
where components interact by exchanging messages (synchronising). These techniques have
been widely and successfully integrated in the framework of model-driven development
(MDD). This methodology’s focus on the system modelling phase makes it a natural target
for formal verification, which is used to ensure properties of system models [45, 77]. There
are examples of the integration fully-automated verification frameworks for the analysis of
UML and SysML diagrams [32, 36, 43, 54-56], component-based systems [15, 38, 62], and
robotic systems [26, 59]; many of these frameworks are based around formalisms similar to
ours, so they could directly benefit from the techniques presented in this work.

Verification tools, and specifically model checkers, normally rely on state-space exploration
to prove system properties. For a concurrent system, the state space is given by the reachable
combinations of component states, one per component. So, these tools construct and explore
this product space to make sure the system cannot reach a bad state, i.e. a system state that
violates the input property. In practice, these tools are heavily affected by the state-space
explosion problem [14]: the state spaces of concurrent systems normally grow exponentially
with the number of components. So, even the verification of relatively small systems can be
infeasible. Intuitively, the vast number of ways in which components can cooperate leads
to many different combinations of component states being reached. This issue has been
a long-standing obstacle for tools verifying concurrent systems. The techniques that we
introduce in this work are aimed at taming this problem.

Many techniques for tackling the state-space explosion problem have been invented; most
notably partial-order reductions [47, 48, 67, 79], compression techniques (or, compositional
reachability analysis) [75, 81], symbolic state-space representation [21, 24, 66] and counter-
example-guided abstraction refinement (CEGAR) [27, 29]. These techniques employ different
mechanisms to reduce the search space to be explored but they have in common their quest
for a (sufficiently) precise reduction/abstraction of the original space. The exact nature
of these reductions means they are bound to be even less efficient than simple explicit
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state-space exploration in some cases, namely, when the reduction does not compensate the
time taken to apply it. We have encountered many of these cases in practice.

Approximate techniques are alternatives to these exact approaches [12, 28, 41, 42, 57, 63,
64]. These are built around the fact that a property P can often be approximated by some
proxy property P’ satisfying two conditions. If a system satisfies P’, it must also satisfy P,
i.e. P/ = P. Also, P’ must be easier to check than P. The first condition ensures soundness.
If such a framework shows P’, it can soundly deduce that P holds. Note, however, that
the reverse implication (P = P’) need not hold; we allow approximate frameworks to be
incomplete/imprecise. If P’ does not hold for a system, we do not know whether P holds or
not. The imprecision of these methods is deliberately introduced to gain efficiency. Instead
of deciding the original, exact problem, one can look for an incomplete problem with a lower
complexity. So, unlike exact methods, they should efficiently, and sometimes imprecisely,
verify most input system.

A proxy property can be simply created by means of a reachability over-approximation.
Many properties are naturally formulated as (or, can be simply translated into) “no bad state
can be reached”, where a bad state either exhibits or is a consequence of some erroneous
behaviour. For such properties, replacing exact reachability by some over-approximation
creates a proxy property. For instance, deadlock freedom is formulated as “no deadlocked
state is in the set of reachable states”, and its approximate/proxy counterpart as “no
deadlocked state lies within the over-approximation”. If this approximation is close to
the actual state space of a system, it can give rise to a reasonably accurate approximate
framework. Obviously, we expect the use of this approximation to speed up the verification
process. In this work, we propose techniques to approximate reachability. We study them
and, in particular, the deadlock-freedom and local-deadlock-freedom verification framework
they give rise to. Local-deadlock freedom ensures that no subsystem of system under analysis
becomes irretrievably blocked.

We propose the idea of synchronisation analysis to capture global invariants and ap-
proximate reachability. It relies on a data-flow-analysis-inspired framework, which we call
component-synchronisation analysis (CSA), to calculate invariants on how components
participate on (global) system synchronisations/interactions and on a notion of consistency
between these invariants to establish whether components can effectively communicate to
reach some system state. We introduce three synchronisation-analysis techniques: the first
technique tries to show that a system state is unreachable by demonstrating that components
cannot have agreed on the order they participate in system rules to get there, whereas the
second and third techniques try to establish that a system state is unreachable by demon-
strating components cannot agree on the number of times they have participated on system
rules. These techniques are imprecise in the sense that they either establish that a system
state is unreachable, or they are unable to do so and we conservatively assume the system
state is reachable. This notion of cooperation consistency/feasibility for this combination
captures global invariants of the system. Our CSA frameworks use abstract interpretation
concepts [34, 35] that are normally part of data-flow-analysis frameworks [61] to compute
invariants of LT'Ss that capture how components of a concurrent system participate on
global synchronisations/interactions. This use is rather different to traditional frameworks
that approximate values a variable might hold at different points of a program. As far as
the authors of this paper are aware, our idea of synchronisation analysis and the techniques
we implement are new.

In [2], we have investigated how local analysis can be leveraged to create reachability
over-approximations, which are used by the framework Pair to check both local-deadlock and
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deadlock freedom. Frameworks that are purely based on local analysis, however, are unable to
prove properties that depend on some (global) invariant emerging from the global behaviour
of the system. So, we combine our synchronisation-analysis techniques with Pair to create
PairStatic. Thanks to the use of synchronisation analysis, PairStatic can capture some global
invariants, improving on Pair’s precision. For instance, it can capture some global invariants
of systems behaving like a systolic array or implementing a token mechanism. Since our
framework tackles NP-hard problems, we build on the SAT encoding proposed for Pair to
create efficiently checkable SAT and SMT encodings of our verification problems. We extend
our DeadlOx tool [6] to implement this new framework. Furthermore, we demonstrate by
a series of practical experiments that this tool is more accurate than (and as efficient as)
similar approximate techniques. These experiments also suggest that the sort of reachability
constraints derived by synchronisation analysis can be efficiently tackled by SAT/SMT
solving. In this paper, we focus on deadlock and local-deadlock analysis but we have also
investigate how synchronisation analysis can be applied to the verification of more general
properties [1] and intend to cover these in sequels to this paper.
This paper extends our initial work on synchronisation analysis in [3] as follows.

e We more thoroughly describe and discuss our component-synchronisation-analysis
framework. Moreover, we generalise our technique based on the relational consistency
for the number of rule occurrences to the difference-based approach. This generalisation
allowed us to also create the new notion of component-specific abstractions, which
has proven very valuable to precisely analysing some systems. This generalisation
was used to create a completely new characterisation and an associated SMT-based
implementation for our PairStatic framework.

e We verify local-deadlock freedom, a property we did not handle in our original paper.

e We formally analyse the complexity of our reachability approximations and the
PairStatic framework.

e We have formally proved our results, most of which were left unproven in the original
work.

e We have evaluated our tools on further examples and against a few other techniques.

Outline. This paper’s outline is as follows. Section 2 introduces the notion of supercombinator
machines, upon which this work is based. We also briefly introduce the Pair framework for
(local-)deadlock-freedom checking. In Section 3, we introduce the idea of synchronisation
analysis. We introduce the concept of component-synchronisation analysis and propose and
study three frameworks that implement synchronisation analysis, demonstrating how they
can approximate reachability. Section 4 introduces PairStatic, a framework that combines
Pair’s local analysis with the synchronisation-analysis techniques proposed in this paper.
Finally, in Section 6, we present our concluding remarks.

2 BACKGROUND

In this section, we introduce supercombinator machines, the notation upon which our
work is based. This notation is used by FDR4 [46] to implement CSP systems [50, 71].
Communicating Sequential Processes (CSP) [50, 71] is a notation used to model concurrent
systems where processes interact by exchanging messages, and FDR4 is a refinement checker
for CSP. As this paper does not depend on the details of CSP, we do not describe the details
of the language or its semantics. These can be found in [71].
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FDRA4 captures components of a concurrent systems using labelled transition systems. We
use £ to denote the finite universal set of visible events, 7 ¢ £ the invisible event, and v' € &
the termination signal.

Definition 1. A labelled transition system (LTS) is a 4-tuple (S,%, A, §) where S is a
non-empty set of states, ¥ C £ U {7} is the alphabet, A C S x ¥ x S is a transition relation,
and § € S is the starting state.

We use s % s if and only if (s,a,s’) € A, and s M s’ denotes the existence of a
path from s to s’ with a sequence of events (a1, ..., a,), namely, there exist s, ..., s, such
that for all ¢ € {0...n — 1}, Pypast Sit1, and sg = s and s, = §'.

Instead of using the SOS rules to explicitly generate the LTS of a system [68], FDR4 relies
on a combinator-based operational semantics [71] that represents systems as supercombinator
machines. A supercombinator machine represents a concurrent system by the LTSs of
component processes and a set of rules that set out how these components can interact.

Definition 2. A single-format triple-disjoint supercombinator machine is a pair (L, R)
where:

e L={(Lq,...,Ly,) is a sequence of component LTSs;
e R is a set of rules of the form (e,a) where:

— e € (EU{r,—})™ specifies the event that each component must perform, where —
indicates that the component performs no event, and at most two process participate
on a rule, namely, triple_disjoint(e) must hold, where triple_disjoint(e) =Vi,j, k :
{1...n}li#jNj#kNiFtkee=—Vej=—Ve,=—.

—a € EU{r} is the event the supercombinator machine performs.

FDR4 works with a version of a supercombinator machine that might have multiple
formats and rules can have any number of participating components. Formats are partitions
of the machine’s rules. For these machines, each rule is associated with a format and rule
application triggers a (possible) change of format. In this paper, however, we have the
soft restriction that we only deal with single-format triple-disjoint machines. We call it a
soft restriction because a multi-format non-triple-disjoint machine can be translated into
a single-format triple-disjoint machine with an equivalent behaviour in polynomial time.
Nevertheless, we impose this soft restriction because the techniques we propose should be
better suited to handle systems that are naturally described by such restricted machines.
In practice, many systems are naturally modelled by single-format triple-disjoint machines.
Moreover, these restrictions are also imposed by many notations and frameworks that are
similar to ours [7, 8, 12, 42, 58, 69]. Henceforth, we use the term supercombinator machine
instead of single-format triple-disjoint supercombinator machine.

We illustrate the notion of a supercombinator machine with an example.

Example 1. Milner’s scheduler is a system where a token rotates amongst components and
the component possessing the token is scheduled to work. In our model, event ¢; represents
the passing of a token from component L;51 to L; (where © is subtraction modulo 2), a;
the work of component L;, and b; that component L; is in an idle state. The system with 2
components is represented by the supercombinator machine Syrs, = {{Lo, L1), R}, where
R = {((ao, _)7 Cl,o), ((bO’ _)’ bo), (_7 0,1), CL1), ((_7 b1)7 bl)’ ((CO’ 60)7 CO)’ ((cla cl)v cl)}’ and Lo

|

and L; as in Figure 1.
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Fig. 1. LTSs for components Ly and L; above that of Sass,.

>

A supercombinator machine is an implicit representation of a system in the sense that
it induces an LTS representing its behaviour. The LTS induced by Suss,, for instance, is
presented in Figure 1; we use s;; to denote state (s;, s;).

Definition 3. Let & = ((L1,...,Ly),R) be a supercombinator machine where L; =
(Si, X4, A, 8;). The LTS induced by § is the tuple (S, X, A, §) such that:

e S=51 x...x8;

i E:{a|(e,a)€R},

o A= {((s1,---,8n),a,(s1,...,8,)) | (e1,...,en),a) : ReVi:{l...n}e
(e;=—Ns; =38,V (ei# — A (si,e,8,) € Ay)};

.éz(gla 7<§n)

In this work, we use system state (component state) to designate a state in the system’s
(component’s) LTS. From now on, we refer to a system and its supercombinator-machine
representation interchangeably. So, we point out that according to our definition of a system’s
induced LTS, a state might be reachable or not. We assume, however, that all states in a
component LTS are reachable.

Definition 4. For induced LTS (S,3,A,5), state s € S is reachable if and only if
reachable(s) holds, where reachable(s) = 3p: L* 03 5 .

We have chosen supercombinator machines to reason about concurrent and distributed
systems because they are simple and can seamlessly capture the behaviour of systems
described in many common formalisms. We have used CSP to model our example systems and
FDR4 to compile them into supercombinator machines but our frameworks should be easily
adaptable to similar formalisms; a new compilation procedure to transform systems described
in this new formalism into supercombinator machines should be the only requirement for this
adaptation. Furthermore, this operational notion, as intended, provides a system description
that is fairly simple to implement and manipulate when constructing analysis tools.
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In this work, we propose an approximate framework to verify deadlock and local-deadlock
freedom. For the sake of decidability, we only consider supercombinator machines with a
finite number of components, which are themselves represented by finite LTSs.

A system deadlock occurs when components becomes blocked, namely, they are unable to
perform any further event. So, a system is deadlock free if no such state is reachable.

Definition 5. Given a supercombinator machine S, the deadlock-freedom problem asks
whether &’s induced LTS L = (S,%, A, 8) is deadlock free, namely, whether =35 : S'e
deadlock(s) holds.

e deadlock(s) = reachable(s) A blocked(s)
e blocked(s) = ~Je:Les >

A local deadlock, on the other hand, occurs when some subsystem becomes irretrievably
blocked during the execution of the complete system. We determine whether a subsystem ss
is irretrievably blocked by examining transitions induced by the projected set of rules Rgs. It
projects the rules in R which require the participation of some component i € ss (predicate
on captures that) in a way that the projected rule r [ ss disregard (does not require) the
participation of system components not in ss.

Definition 6. Given a supercombinator machine § = (£, R) where £ = (Lq,...,Ly),
the local-deadlock-freedom problem asks whether there exists a system state s such that
local-deadlock(s) holds.

e local-deadlock(s) = reachable(s) A locally-blocked(s)
e locally-blocked(s) = Iss : P({1...n}) | ss # 0 e blockeds(s)

e blockedss(s) = —s R—>7 where s =22 is the predicate s — for the LTS induced by

(L, Rss)-

— Rss={r[ss|reRAon(rss)}

For the following two definitions, let r = ((ey,...,e,),a).

—on(r,ss) =3Ji:ssee; # —

— 7 | ss gives rise to tuple ((e],...,e}),a) where e; = e; if i € ss and e} = — otherwise.

Deadlock freedom is often considered the first step towards showing that a concurrent
system is correct. Moreover, many safety properties can be reduced to verifying deadlock
freedom of modified systems [48]. In many cases, however, system designers are actually
interested in achieving local-deadlock freedom. They want all components collaborating to
the overall system behaviour, instead of having a single working component while others
are forever stuck. So, verifying local-deadlock freedom seems like a more discerning way
of checking for basic design flaws of concurrent systems if compared to verifying deadlock
freedom.

We point out that local-deadlock freedom establishes that all (exponentially many)
subsystems are not blocked. As most traditional verification frameworks do not explicitly
handle this sort of quantification, one normally has to explicitly devise exponentially many
separate checks to analyse all subsystems. Moreover, we point out that local-deadlock freedom
implies deadlock freedom as the entire system is indeed one of the analysed subsystem. Of
course, the converse does always not hold.

In [6], we have shown that the problems of checking both deadlock- and local-deadlock-
freedom are PSPACE-complete. Intuitively, the need to explore induced LTSs and their
state-space explosion can be seen as the cause for this problem’s membership of this
complexity class. Currently, there is no known algorithm that can solve such problems in
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polynomial time, and the common belief is that there is none. In fact, current algorithms
employed to solve PSPACE-complete problems take exponential time. Thus, automatic
verification techniques should struggle to show deadlock and local-deadlock freedom even
for systems with a reasonably small number of components. FDRA4, for example, is a fully-
automatic verification tool that checks properties about CSP systems. It has a built-in
assertion that checks deadlock freedom. It implements a breadth-first-search algorithm to
explicitly explore the induced LTS of a system, looking for a deadlock. It does not, however,
provide an assertion to check local-deadlock freedom.

2.1 A brief introduction to the Pair framework

In [2], we proposed Pair; a framework that relies on a local-analysis-based reachability
approximation to check deadlock and local-deadlock freedom. It analyses how pairs of
components interact using the following projection. Intuitively, it analyses how a pair of
components cooperate if they are isolated from the rest of the system.

Definition 7. Let S = ((L1,...,L,),R) be a supercombinator machine. The pairwise
projection S; ; of the machine & on components ¢ and j is given by:

Sij = ((Lis L), {((ei,€5),a) [ (€1, en),a) ER @ (e # = Voej # —)})

Pair characterises a deadlock (local deadlock) as a state of the system that is blocked
(locally blocked) and fully consistent with pairwise reachability information. We called it a
Pair candidate (Pair local candidate).

Definition 8. Let S = ({L1,...,Ly),R) be a supercombinator machine, and (5,%, A, §)
its induced LTS. A state s = (s1,...,8,) € S is:

e a Pair candidate if and only if reachs(s) and blocked(s) hold;
e a Pair local candidate if and only if reachs(s) and locally_blocked(s) hold.
— reacha(s) =Vi,j € {1...n}|i# j e reachable; ;((si,s;)).
reachable; ; is the reachable predicate for the pairwise projection S; ;.

Our pairwise-reachability predicate (reachs) captures the intuitive notion that if a pair of
components cannot effectively cooperate to reach a system state (or, rather their respective
component states) in isolation, they cannot do so when they are considered in the context of
the system. We also refer to this notion as 2-reachability. This approximation can successfully
show deadlock and local-deadlock freedom for some well-behaved resource-allocation and
client-server systems. The use of pure local (pairwise) analysis, however, means that this
predicate is unable to show unreachability (and consequently deadlock and local-deadlock
freedom) if that is due to some invariant emerging from the system’s global behaviour. The
work in this paper is a means to address (some of) this inability. We propose the combination
of some global invariants derived using synchronisation analysis with these local invariants
calculated by Pair, thereby tightening the approximate state space that needs to be analysed
in the verification task at hand.

3 APPROXIMATE REACHABILITY VIA SYNCHRONISATION ANALYSIS

In this section, we present the key ingredients behind a framework for synchronisation analysis.
We begin by proposing the concept of a component-synchronisation-analysis framework,
demonstrating how it can be used to calculate invariants of components that capture
how they participate on global interactions, and hinting at how they can be combined to
test reachability. Then, we demonstrate how these ingredients can be combined to create
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Fig. 2. Example of components L; and Lo.

three synchronisation-analysis techniques that can effectively capture some global system
invariants. We study the consistency notions (on component invariants) that they use to
approximate reachability and the sorts of invariants and concurrency mechanisms these
consistency notions can capture.

3.1 Component-synchronisation analysis

Our techniques rely on a component-synchronisation-analysis (CSA) framework to calcu-
late component-state invariants. A component-state invariant compactly and conservatively
summarises the behaviour leading a component to one of its states. It summarises the partici-
pation of this component in (global) interactions/synchronisations. Our CSA framework uses
elements from abstract interpretation [34, 35] in a way similar to what data-flow-analysis
(DFA) frameworks do; we were particularly inspired by [61]. DFA frameworks use abstract
interpretation to capture the values of program variables at different program points by
analysing the program’s control-flow graph. Here, we use abstract interpretation to compute
some piece of information about a component’s participation on system synchronisations at
different component states by analysing its LTS. More concretely and formally, we compute
an over-approximation for the values a function f(tr) might give when applied to the
component’s traces; the function captures the piece of information we want to analyse. This
over-approximation is captured by an informative variable, i.e. a “ghost” variable that is not
actually part of our formalism/component definition. Note that our formalism does not have
the notion of a program/component variable. To illustrate these concepts, throughout this
section, we create a CSA framework to estimate the numbers of times component L, (or L)
in Figure 2 performs event a to reach each of its states; we use the (informative) variable
N, to over-approximate the values that function f,(tr) = tr | a, where tr | e counts the
number of events e in trace tr, might take at its different states.

A CSA is defined by a triple (D, T, Init) where D is an abstract domain, T, is an
abstract transformer monotone on D, and Init is an initial value in D. The abstract domain
D = (S,C) is a complete lattice with finite height where S is the set of possible values for the
variable (over-approximation) under analysis, and C is an order on S such that the greater
the value the more information it carries. The transformer T, is a function that calculates
how the information we are computing changes when the event e is performed. That is,
T.(v) gives the variable’s value after the event e is performed from a component state where
the variable’s value is v € D. Init € D is a value depicting the initial value of the variable,
before any event is performed by the LTS. We use the flat integer domain to represent the
values of variable (over-approximation) N,. This domain is given by D = (S, C) where S is a
set containing all singleton sets of integers, the set of all integers (i.e. T = Z) and the empty
set (i.e. L =0), and C the usual subset order on sets. The transformers could be given by
T.(Z) =7, T.(0) =0, and T, ({v}) = {v+1} and T, ({v}) = {v} for € # a. Finally, we could
define I'nit = {0}, that is, initially at the starting state the component has performed no as.
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Given a CSA triple and a LTS, this framework derives a set of equations that define a
fixed-point X, that is, a collection of domain values satisfying the following equations, where
U denotes the join operator induced by D and § the LTS’s initial state.

o X;=InitU Xj;
o X,, = Te(Xs,) U X, for each transition (s;, e, s;) in the LTS.

X is a collection that has an element X, per state s; in the LTS. X, gives the value of
the variable under analysis considering state s;, namely, it over-approximates the value that
f might take in the sense that (i) for any trace tr leading the component to s; it must be
the case that f(¢tr) C X, holds; (i) is the component-state invariant computed by CSA.

Each (right-hand side) of these equations capture the effect of a transition on the values
of variables; the value of variables in the target state is derived from the value of variables in
the source state and the transition’s event. Considering the CSA-example triple we proposed
and component Lq, we have, for instance, equation X, = {0} U X, to account for the
starting transition, which captures that the number of as performed must start at zero;
equation X, = Tp(Xs,) U X, captures transition (sg, b, s1), namely, it captures that N,’s
value in s; might be derived from its value in sy and the performing of event b; and so on.

A least fixed-point can be calculated for these equations using the standard worklist
algorithm [61]. It starts with X as the collection of bottom elements of the abstract domain
and it iteratively uses (fairly) the right-hand side of these equations as “recipes” to update
the corresponding left-hand side elements. Considering the CSA triple we proposed and
component Lj, if initially X, = 0, we can use equation X, = {0} U X,, to update X,
to {0}; if X, = {0} and X, = (), we can use equation X,, = Tp(X,,) U X, to update
X, to {0}; and so on. The least fixed-point gives the most precise approximation (amongst
fixed-points) for variable values. This iterative process eventually reaches the least fixed-point
thanks to the Knaster-Tarksi theorem [78] and to the finite height of the domain. Using
our CSA-example framework, we have for component L; the (least) fixed-point collection
Xs, = {0}, X5, = {0}, X5, = {1}; and for component Ly the (least) fixed-point collection
X = {0}, X5, = {1}, X5, = {2}

Note that fixed-point collection X can be calculated in polynomial time on the number of
nodes |S| of the LTS, the number of the transitions |A|, and the height h of the lattice in
the CSA triple, provided that transformer and join operations take time O(h).

Theorem 1. The worklist algorithm can calculate a fized-point X in O(|V|]-|E| - h?).

PRrROOF. We over-estimate the number of steps the worklist algorithm can take to reach
a fixed-point as follows. In our CSA framework, we have an equation per transition so we
have |Al-many equations. We call an iteration of the worklist algorithm, a round of updates
where it goes over each equation and carries out the update of the element indicated by
its left-hand side using the “recipe” on the right-hand side. If a fixed-point has not been
reached, (i) at least an element must be modified. Each iteration, then, takes O(|A] - h)
steps, as each equation leads to an update taking time O(h) due to the use of join and
transformer. Moreover, each element X, in this collection can be modified at most h times,
since each modification has to assign X, to a higher value in the abstract domain lattice.
So, (ii) there are O(|S| - h) modifications possible. Putting together, (i) and (ii), the worklist
algorithm can iterate at most O(|S| - h) times each of which takes O(]A| - k) steps. O

Assuming for instance that components L; and Lo are placed in a system where they
run in parallel and need to synchronise on shared events, we can use the component-state
invariants computed using our example CSA framework to test (un)reachability. For instance,
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state (sz2,s2) cannot be reached because while L; needs to perform a exactly once to get
to s2, Lo needs to perform a exactly twice to get to so. As they need to synchronise on
shared events, they can only reach combination of component states where they agree on
the number of performed as. This sort of (in)consistency checking is what lies behind the
reachability testing implemented by the synchronisation analysis we now introduce.

3.2 Synchronisation-analysis techniques

Our synchronisation-analysis techniques combine component-state invariants to approximate
reachability. Informally, our techniques try to show that, based on their individual behaviour,
components cannot cooperate to reach a given system state and so the state must be
unreachable. More precisely, the (global) interactions components must engage on to reach
the system state under analysis, captured by their component-state invariants, are analysed
in an attempt to show that components are unable to consistently participate in system rules
that would lead the system to this state. The first technique tries to show that components
cannot agree on the order they participate in system rules, while the second and third
techniques try to establish that components cannot agree on the number of times they
participate in system rules.

Our techniques either establish a system state is unreachable, or they are unable to do so
and we conservatively, and maybe imprecisely, assume it is reachable. This imprecision is
mainly due to the approximative nature of component-state invariants. They are meant to be
a compact and sound approximation for a set of behaviours of a component and this comes
at the price of imprecision. We point out also that the sort of consistency analysis these
techniques perform over all components of the system can capture some (global) invariants
emerging from the global behaviour of the system. So, they can prove unreachability for
some system states that are beyond the capabilities of techniques relying on pure local
analysis.

These techniques analyse the behaviour components though a rule-participation projection.
This projection depicts a component’s behaviour in terms of the system rules in which it can
participate rather than its own events. To capture this projection, we assume that system
rules are identified by some k, that is, R = {r1,...,7m} S0 7 gives some system rule. We
also reuse r as fresh events to annotate transitions that involving rule rp. The use of r;
both as a rule and an event should cause no confusion.

Definition 9. Let S = ((L1,...,Ln),{r1,...,7m}) be a supercombinator machine. We use
ri, = (e,a) to denote that rule (e, a) is identified by k. The rule-participation projection of
S over i is given by S; = ((Li), {((e:), ) | 7 = (e,a) € R @ e; # —1}).

So, the LTS induced by S; replaces transitions with event e in the original component
LTS by transitions annotated with the rules component i can participate in using event e.
So, a trace for this LTS is a sequence of rules that component 7 might engage on, whereas
its alphabet gives the set of rules (or, rule events) this component can participate in. In a
straightforward way, these projections can be used to assess reachability for the original
system; if component projections can cooperate on shared rule events to reach a state, it must
be the case that the same cooperation can be achieved by components of the original system
leading to the same state. From our definition, it should be clear that a rule-participation
projection and its induced LTSs can be computed in polynomial time on the size of the
input supercombinator machine.

This explicit cooperation through wunified rule events is paramount for the techniques
presented in this paper. Rule events provide a common frame of reference to compare the

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: August 2018.



12 Pedro Antonino, Thomas Gibson-Robinson, and A. W. Roscoe

behaviour of components, and consequently component-state invariants. Supercombinator
machines generally allow rules to involve a different event per component or a single
component event to participate in multiple rules. This generality means that using the same
two events, two components might be able to engage in multiple rules, and this multitude
of possibilities increases the complexity of the sort of component-behaviour consistency we
check in our synchronisation-analysis frameworks. For instance, if we have two traces tr;
and tr; of components ¢ and j, respectively, and we want to know if these traces can be
combined to create a sequence of valid rule applications, in general, we would need to try
out multiple system rules to test that. With our unified events, however, it suffices to check
whether tr; | ) = tr; | X}, where tr; [ ¥ gives the sequence resulting from removing
from tr; elements that are not in ¥, and X} and ¥’ are the alphabets of the LTSs induced
by projections S; and S, respectively.

3.2.1 Ordering of rule occurrences consistency. The first technique we propose tries to
show that a system state is unreachable by showing that components cannot agree on the
order in which they cooperate to reach this state. We use Example 2 as a running example
to explain this technique.

Example 2 (From [71]). Let S = ((Lo, L1, L2), R) be the supercombinator machine with Lo,
Ly and Lo defined in Figure 3 and R the set of rules that require components to synchronise
on shared events. For the sake of presentation, we use the name of an event to refer to the
rule that requires its synchronisation. For instance, ry.ing, = ((ringy,ring;, —),ring; ). As
T is not synchronised, there are three rules 7y, 71, 72, such that 7; allows component i to
perform a 7. This machine describes a ring-like message-exchange system. A component
can receive messages either from its predecessor component in the ring via event ring;, or
from its user via event in;. If it holds a message, it can pass the message along to the next
component in the ring, via event ring;s1, or output the message to its user, via out;. The 7
transitions represent an internal (non-deterministic) decision of the component.

The blocked (and consequently locally blocked) system state (sg, Sg, ) is unreachable
as components cannot cooperate to reach it. Each component in this system can hold up
to two messages, and the message that makes a component full can only come from its
predecessor in the ring. So, when full, the most recent action of a component must have been
the receiving of a message from its predecessor in the ring. We can show that state (sg, sg, S¢)
is unreachable by using this fact about full component states. Since each component is full,

ringi@l

TiINGi@1

Fig. 3. LTS of component L; where @ represents addition modulo 3.
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we know that component i’s last action must have happened after component i @ 1’s last
action. So, by going around the ring, we can derive the contradiction that component i’s last
action must have happened after component 7 @ 1’s last action. This contradiction shows
that components cannot effectively interact to reach this state.

This reasoning sketches the sort of analysis that we try to capture with the technique
proposed in this section. The fact about full states of components is a component-state
invariant. So, a combination of component-state invariants, one per component state in
this case, is used to check whether components can effectively interact to reach a system
state. Throughout this section, we detail how our technique systematically deduces this
contradiction. We point out that our techniques can capture this reasoning for similar
non-fillable rings with more than three components. Also, note that this system state is
unreachable and yet it is 2-reachable. The invariant “all components cannot be simultaneously
full” captured by our combination of component-state invariants emerges from the system’s
global behaviour and, thus, it cannot be derived by pure local analysis. |

To show that components cannot agree on such an order, this technique relies on a
sequence SF; ; of rule events as the component-state invariant for state s of component
1. This sequence is the longest common suffix for all traces tr leading the component i’s
projection to s. We employ the following CSA framework to systematically calculate SF; ;.
Note the partial behaviour given by this suffix summarises all (possibly infinitely many)
sequences of rule applications that can lead component ¢ to its state s.

Definition 10. Let S = ((L1,...,L,),R) be a supercombinator machine, and L; =
(S}, %5, AL, &) the LTS induced by rule projection S;. When applied to L}, the following
static analysis framework computes a collection SF; of |S}| sequences of rule events, where

SF; s € ((2))* U{Ll}) is a common suffix for all traces of L} leading to s € S].
o Init = ()
e D=({L}U E;IS"l, C), where a C b holds if b is a suffix of @ and L is the least element,

and E;'S"'l is the set of sequences of events in ¥} with at most |S;| elements.
o T, (L)=Land T, (v) = v"(ry).
Given these three elements and LI, the join operator induced by the lattice D, the collection
SF; is the least fixed point for the following set of equations:
o SFLg; = Init Ul SFZ’§;
o SF; o =T,,(SF, ;) USF; s, for each (s,rg,s’) € A}

We capture how a component participates in the overall system behaviour using an
occurrence suffix that we derive from a component-state invariant as follows. Such suffixes
use occurrence variables 02 to denote the I-th most recent system-wide occurrence of rule k,
namely, ofc marks the point/moment in which all components should synchronise to perform
the [-th most recent application of rule k.

Definition 11. SO, ; = Occur(SF; ;) is the occurrence suffix derived from component-state
invariant SF; , where Occur(L) = L and Occur(tr), for tr € (X1)*, gives the sequence of
occurrence variables that is obtained by replacing the [-th most recent occurrence of rule
in tr by 02. We use SO, , ; to denote the occurrence variable in position j in SO; s where
je{l...m; s} and m,; , gives the size of SO, ;.

For instance, state (sg, sg,S¢) of the system in Example 2 gives rise to the following
component-state invariants and occurrence suffixes: SFy, = (70,7ing0,70), SFi sq =
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14 Pedro Antonino, Thomas Gibson-Robinson, and A. W. Roscoe

: _ . _ /.1 0 0 _ /.1 0 0
<7—17 ringi, Tl>7 SFQ,SB - <7—2; rings, 7—2>7 SOO,SB - <O7—07 Oring07 07—0>7 SOI,SG - <07—1 ) Omjngl ) 07-1>7
1 0 0
and SOQ,SG - <OT2’ Oringz ’ 07'2>'

Note that these suffixes can be used to compare the order in which components participate
in system-wide rule occurrences. So, we can use them to establish whether components can
agree on an order in which they participate in these occurrences.

For system state s = (s1,...,8,), this technique checks whether components can agree
on a consistent order in which they can perform the rule occurrences in suffixes SO; ,, for
i € {1...n}, namely, it tests if there exists a linear ordering for these rule occurrences that
respects their relative ordering in all these occurrence suffixes. This analysis is captured
by predicate reachg, which uses the clock variables clkf€7 marking the instant at which the
occurrence o), happened, to find such a global ordering.

Definition 12. Let S = ((L1,...,L,),R) be a supercombinator machine, and L; =
(S4,%1 AL S:) the LTS induced by rule projection S;. To define our predicate we need
the following auxiliary definitions: O; s = {SO;s; | j € {1...m;}} gives the set of
elements in SO; 5, O = Uz’e{l...n},sesg O;.s the universal set of occurrences, and O; = {0}, |

ofc € O A r € X} the set of rule occurrences requiring the participation of component i.
Finally, we use clk; s ; to denote clkz%C if SO;,,; = 02.

Let s = (s1,...,8,) be a system state and O = {02117...,0%2} the universal set of
occurrences. We propose the following predicate to approximate reachability.

reachs(s) = 3clky ... clk :Ne A\ HBC(i,s;)
ie{l..n}

The constraint HBC(i, s) creates a happens-before relation based on the suffix SO; .

false it SO, s =1
HBC(i,s) =< true if SO; 5 = ()
TC(i,s) AN BC(i, ) otherwise

If SO; s = L, then state s is unreachable in L]. So, this state cannot be part of a reachable
system state, and we create the unsatisfiable constraint false. Non-empty suffixes contribute
to create our happens-before relation, while empty ones do not. Hence, the creation of the
always-satisfied constraint ¢rue for the latter. A non-empty occurrence suffix gives rise to
the conjunction of the trace constraint TC(i,s) and the before constraint BC(i,s). TC(i,s)
enforces that a valid system behaviour respects the order in which rule occurrences appear
in SOi7sl

TC(Z, S) = /\ Clkiysﬁj < Clki’s’j+1
je{l...m;—1}
As for BC(i,s), it captures that all occurrences of rules requiring the participation of
component ¢ but not in SO; s must have happened before the occurrences in SO; 5:
BC(i,s) = A clkl < clk; 51
04, €0;—0; s

If this predicate holds, there exists a consistent sequence of rule occurrences that represents
a valid (likely partial) system behaviour on which components can agree. There is no guarantee
that this sequence is a total system behaviour as the rule occurrences being analysed might
not lead the system from its initial state all the way to the system state being tested.
Therefore, we can neither guarantee that the state is reachable nor unreachable, and so, we
conservatively assume the former.
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On the other hand, if the predicate does not hold, the HBC' constraints are inconsistent
either because a component state is trivially unreachable considering this component’s pro-
jection, or because there is an inconsistency between components’ happens-before orderings.
The former trivially implies that the system state is unreachable, whereas the latter implies
that components are unable to cooperate to perform the rule occurrences in the suffixes
being analysed, and consequently, they cannot cooperate to reach this state.

For instance, state (sg,sg,S¢) of the system in Example 2 gives rise to the following
happens-before constraints:

(1) HBC(0,s6) = clkt, < clkl;, 00 A clkly, o < clk® Aclk?;, < clkl ;

ringo ringo ring) 0

(2) HBC(1,s6) = clkl < ARYipgy N ARy < clko A kg, < clkl;

(3) HBC(2,s6) = clk1 < lkDing, N kg, < clk;o A ek < clEL,.
From 1, 2 and 3, we can deduce that clk?,, < clk®;, ~— < clk® < kY, This

Tingo TiNngs TiNg1 ringo "
contradiction shows that reachable((sg, sg, s¢)) is false and that components cannot agree

on a consistent ordering in which they participate on rule occurrences.

Since our component-invariant soundly summarises the behaviour of a component and
components must synchronise on shared rules, it follows that, to reach a state, components
must be able to, in particular, consistently synchronise on the rule occurrences in the
occurrence suffixes derived.

Theorem 2. For a system state s, reachable(s) = reachg(s).

PROOF. We assume that s = (s1,...,8,) is a reachable system state and show that
there exists a collection of clock values that respects constraints HBC/(i,s;). Let L} be the
rule-participation projection of S on component i.

If s is reachable, we can assume without lost of generality that tr = (rg,,...,rg,) is a
sequence of rule applications (rule events) leading the system to s From tr, we can calculate

a corresponding occurrence sequence Occur(tr) = (021 Ve ok ). From this occurrence

sequence, we can derive the assignment to clock variables: clkfcl1 =1,..., clkfgl = w. This
assignment gives an ordering in which the system can perform these rule occurrences to
reach s.

As tr is a valid sequence of rule applications for the system, the projection L] must be
able to engage on tr [ 3 to reach state s;, where ¢r [ X} is the result of filtering out all rule
occurrences in tr that are not in X.. Also, for each component ¢, the rule events in tr [ X,
respect their ordering in ¢r given how operator [ works.

From Lemma 1, we know that SF; ,, is a suffix of ¢tr | .. Putting these two facts together,
we can see that rule events in SF; ;, respect their ordering in ¢r. So, the occurrence suffixes
SO; s, must respect the ordering of variables in Occur(tr), and consequently, the clock
constraints in HBC(i, s;) are satisfied by our assignment to clock variables. O

Lemma 1. LetS = ((L1,..., Ly), R) be a supercombinator machine, and L, = (S}, 3}, AL, &)

the LTS induced by rule projection S;, and SF; computed as per Definition 10. SFLS is a
common suffic for the traces leading L} to its state s.

PrROOF. We show that if a fixed-point SF; is reached there cannot be a trace tr of rule
events that leads L) to s such that SF;, is not a suffix of tr. We demonstrate that the
existence of such a trace tr would lead to a contradiction. We assume without lost of
generality that ¢r is the shortest such trace.
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Thanks to equation SF; o = Init U SF; o and our fixed-point assumption, we know that
SF; e = (). Clearly, then, tr cannot be () as tr = () only leads to s; and SF; 3 is indeed a
suffix of ().

Thus, we can safely assume that ¢r is of the form ¢r'"(ry), where §; LN Moreover,
thanks to our assumption that ¢r is the shortest trace, we know SF; o is a suffix for ¢r'.
If SF; ¢ is a suffix for ¢/, then the equation SF;, = T, (SF; ) U SF; s, corresponding
to transition s’ —= s, does not hold, contradicting our fixed-point assumption. While
T, (SF; s)USF, ;s is a suffix of tr, SF; s is not. |

We finish this section, by showing that reachg(s) can be checked in polynomial time on
the size of the input supercombinator machine.

Lemma 2. Let § = ((L1,...,L,),R) be a supercombinator machine such that L; =
(Si, X5, A4, 8;), and |Lpgaz| the size of the largest component in S. For a given state system
s of S, we can decide reachs(s) in time O(n? - |Laraz|* - |RI?).

ProOF. Let L} = (S;,%}, AL, §;) be the LTS induced by rule-participation projection S;,
and SF; computed as per Definition 10. Note that |L}| = O(]L;| - [R|). The domain that
we use in the CSA framework to calculate SF; has height h = O(|L;]) = O(|L;| - |R]). So,
from Theorem 1, we deduce it takes time O(|L;|? - (|L;| - |R|)?) to calculate SF;, and time
O icqi..my(ILil* - IR[?)), which we approximate to O(n - [Laraz|* - [R|?)), to calculate all
fixed-points SF; for i € {1...n}.

To decide reachg(s), we check whether the digraph where nodes are clock variables and
edges are induced based on the <-relation defined by constraints T'C' and BC'is cycle free.
We can roughly over-estimate the number of clock variables, and consequently the size of this
digraph, based on the number of occurrence variables. The suffix for a state of component ¢
can have at most |L;| elements, giving rise to |L;| occurrence variables. If all occurrences
for all suffixes of component states in the system state under analysis are different, we
have an upper-bound on occurrence (and clock) variables of O(3 ¢y, [Li]), which we
approximate to O(n - |Lyraz|). So, we roughly over-approximate the size of this digraph
by O(n? - |Lasaz|?). A digraph can be checked cycle free in linear time using a modified
depth-first-search algorithm.

Thus, we have the loose upper-bound of O(n? - |Lasaz|* - [R|?) on the time taken to decide
reachg(s) for a fixed system state s. O

3.2.2 Number of rules occurrences — relational consistency. In the second technique, we try
to show that a system state is unreachable by showing that components cannot agree on the
number of times they need to cooperate to reach this state. We use Example 3 as a running
example in introducing this technique.

Example 3. Let S = ((Lo, L1, L2), R) be the supercombinator machine with Ly, L; and
L5 defined in Figure 4 and R the set of rules that require components to synchronise on
shared events. For the sake of presentation, we use the name of an event to identify the rule
requiring its synchronisation. This system implements a token ring where process Ly passes
the token initially to L; and the events tk; represent the passage of a token from L;o; to
L;, where © is subtraction modulo 3.

The system state (s3, s2,s2) is unreachable as components cannot cooperate to reach it.
The system has a single token that gets passed around. Component 0 holds a token in states
where it has performed events tkg and tk; the same number of times, whereas Component
1 (2) holds a token in states where it has performed more events tky (tke) than tks (tko,
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(m) @&@ OwOm
—{ S0 > S1 >( S92 > —( So > S1 >
tky

Fig. 4. LTSs of components Lo and L;, for i € {1,2}, respectively.

tki@l

respectively). We can show that state (ss, s2,s2) is unreachable by using these facts about
states where components hold a token. In (s3, s2, $2), all components hold a token. So, from
Component 0’s behaviour we can deduce that events tkg and tk; must have been performed
the same number of times, whereas from the behaviour of Components 1 and 2, we can
deduce that event tky must have happened more times than tk;. This contradiction shows
that these components cannot effectively interact to reach this state.

This reasoning sketches the sort of analysis that we try to capture with our second and
third techniques. The differences between the number of times events are performed are
component-state invariants, and we use these invariants to check whether components can
effectively interact to reach a system state. Throughout this section, we detail how our
technique systematically carries out this sort of analysis. We point out that our techniques
can capture this reasoning for similar token rings with more than three components. Finally,
we point out that this system state is unreachable and yet it is 2-reachable. This technique
captures, to some extent, that tokens are conserved and, thus, this state must be unreachable.
The conservation of tokens, however, is a global system invariant, and as such, it cannot be
captured by pure local analysis. |

This technique relies on the set D.S Zk Sl of integers as a component-component state invariant
for state s of component i. For the pair of rule events k, [ in component i’s projection, the
difference between the number of rule events r, and r; in any trace tr leading component
i’s projection to its state s lies in DS . As follows, we propose a CSA framework that
systematically calculates these dzﬁerence sets.

Definition 13. Let S = ((L1,...,Ly),R) be a supercombinator machine, and L} =
(8!, %%, AL §L) the LTS induced by rule projection S;. We propose a CSA framework that is

2 ’L

parametrlsed by rules k and [, where k # [, that when applied to L} computes the collection
DS of sets with a set DSZ;Z € ({0,Z} U{{a} | a € Z}) for each s € S;.

o Init = {0};
e D=({0,Z} U{{a} | a € Z},C) the flat integer domain where C is the usual order on
sets;

(d+1} ifh=k
o7, ({d})=4 {d-1} ifh=1 |T,0)=0and T, (Z)=Z.
{d} otherwise

Given these three elements and LI, the join operator induced by the lattice D, the collection
DS; 1 is the least fixed point for the following set of equations:
° DS 5= ImtI_IDS

. psf | =T, (DSt 1 DSHL, for cach (s,7u ) €

,s7
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For instance, for state (s3, 2, 2) of system in Example 3, we can calculate the following
invariants. Here, we only show the few of them that are relevant to our exposition. DSéfﬂfs’tkl =
{0}, DS = {1}, DSE ™ = {1},

1,s2 2,52
We combine these component-state invariants to create two predicates/techniques. These
predicates try to establish whether there exist some values Ni, denoting the number of times
rule 7y is performed, components can agree on. The first predicate uses these difference sets

to derive relationships between Nj variables.

Definition 14. Let S = ((L1,...,Ly),{r1,...,mm}) be a supercombinator machine, and
L, = (8],%, AL, &) the LTS induced by rule projection S;. For system state s = (s1, ..., Sn):

reachr(s)=3INy,...,Nyn :Ze A\ RC(i,s;)
ie{l..n}

So, for each component state s; the Relation Constraint RC(i, s;) is created as follows.

True if DSfSl =7
False if DSZkgl =0
RC(i,s)= N\ N, =N, if DSF = {0}

RIEDIARZL L N > N, for DSﬁ’SZ = {w} where w >0
Ni < N for DSE;Z = {w} where w < 0

If DSﬁ sl = (), then state s is unreachable in L. So, it cannot be part of a reachable system

state, and we create the unsatisfiable constraint false. On the other hand, as DS;‘; Sl =7
gives no information about the value of Ny — INj, it gives rise to the constraint true. Finally,
if DSZ ’SZ holds an integer, we relate N and N; in a simple way according to whether this
integer is zero, positive or negative.

If this predicate is satisfiable, it means that components can agree on the number of
times shared rules need to be performed to reach the system state being tested. This is
not a guarantee the state is reachable but we conservatively assume so. If this predicate is
unsatisfiable, however, components cannot agree on such numbers and are, therefore, unable
to cooperate and reach this system state.

For instance, from the difference sets calculated for system state (ss, s2,2) of system
in Example 3, we can derive the following relation constraints. RC(0,s;) gives rise to
Nigo = Nik,, RC(1,82) to Neky > Ny, and RC(2, s2) to Nyg, > Ny, - So, we can deduce
that Ny, = Nk, and Ny, > Ny, , a contradiction that shows that components cannot
agree on the number of times they perform these rules and that reachg((s1, s2, s2)) does
not hold.

As our difference sets soundly approximate the behaviour of a component and components
must synchronise on shared rules, it follows that, to reach any system state, components
must be able to agree particularly on the number of times they engage on shared rules.

Theorem 3. Let S = ((L1,...,L,), R) be a supercombinator machine with (S,%, A, 8) its
induced LTS. For s € S, reachable(s) = reachg(s).

PRrROOF. This theorem follows from Theorem 4, as reachp is a derivation of reachp. O

We point out that reachg(s) can be decided in polynomial time on the size of the input
supercombinator machine.
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Lemma 3. Let § = ((L1,...,L,),R) be a supercombinator machine such that L; =
(Si, 2i, A4, 8;), and |Lasaz| the size of the largest component in S. For a given state system
s of S, we can decide reachr(s) in time O(n - |Lyraz|® - |R|?).

PRrROOF. Let L] = (S},3}, AL, §7) be LTS induced by the rule-participation projection S;,
and DSf’l computed as per Definition 13. The domain that we use in the CSA framework
to calculate DSf’l has height h = O(1). So, from Theorem 1, we can derive that it takes
time O(|L|2) to calculate DS™!, and time O(|L|? - |R|?) to calculate all DS for all
k,l € ¥} where k # [. So, it takes time O(Zie{l...n}(|Li|2 -|R|?)), which we approximate to
O - |Laras|? - [R[2)), to calculate all fixed-points DSF for i € {1...n} and k,I € ¥} such
that k # I.

The satisfiability of constraints in reachr(s) can be reduced to checking whether a digraph
is cycle free. First of all, we pre-process the constraints in our predicate by soundly removing
equations. Each equation Ny = N; is removed and N, is replaced by Ny in the remaining
constraints. After this pre-processing, the resulting predicate has only inequation constraints
and is equisatisfiable. Then, we create a digraph based on this pre-processed predicate. Each
variable Ny gives rise to a node and there is an edge from Nj (N;) to N; (Ng) if Ny < N,
(Nk > Ny, respectively). Constructing this digraph takes time O(|R|?), as there are at most
|R|-many Ny variables. Satisfiability of the original formula, thus, amounts to checking
whether this digraph is cycle free. This checking can be carried out in time linear on the
size of the digraph, so it takes time O(|R|?).

Thus, we have the loose upper-bound of O(n - |Lasaz|? - [R|?) on the time taken to decide
reachp(s) for a fixed system state s. O

3.2.3 Number of rules occurrences — difference consistency. The second predicate creates a
system of equations that simply describe the differences captured by our component-state
invariants. This predicate generalises reachpg.

Definition 15. Let S = ((L1,...,Ly,),{r1,...,7m}) be a supercombinator machine, and
L, = (S}, %%, A}, §) the LTS induced by rule projection ;. For system state s = (s1,. .., $n):
reachp(s) =3I Ny,...,Np:Ze N\ DC(i,s;)

ie{l..n}

So, for each component state s;, Difference Constraint DC(i, s;) is created as follows.
True if DS;T’; =7
DC(i,s)= A False if DSE’SI =0

PIESAREL L Ny — Ny = w for DSf,’sl = {w}

As for our previous predicate, satisfiability entails that components might be able to
agree on the number of times they need to perform shared rules. Thus, while satisfiability
approximates reachability, unsatisfiability ensures that components cannot to cooperate to
reach this system state.

We point out that reachp is a strictly more precise approximation than reachr. Any
system state that can be shown unreachable by reachpr can also be shown so by reachp,
since reachp generalises reachp. Furthermore, the following example shows that reachp
can show unreachability for some system states that reachr cannot.

Example 4. Let S = ((Lo, L1, L2), R) be the supercombinator machine with Ly, L; and
L5 defined in Figure 5 and R the set of rules that require components to synchronise on
shared events. We use the name of an event to identify the rule requiring its synchronisation.
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tky tky tko worko tk; work;
—( So S1 So S3 —>( So > S1
tky

tkie}l

Fig. 5. LTSs of components Ly and L;, for i € {1,2}, respectively.

This system implements a token ring with two tokens where process Ly has both tokens
initially and the events tk; represent the passage of a token from L;51 to L;, where © is
subtraction modulo 3. All components can only hold a token at a time with the exception of
Component 0 initially.

The system state (sq4, s2, s2), for instance, is unreachable as components cannot cooperate
to reach it. The system has two tokens that are passed around. In this state, however, all
components are full, so they combine to hold 3 tokens, an impossibility. This technique
can capture this impossibility. It can derive from DC(0,s1) that Ny, — Nei, = 1, from
DC(1, s3) that Ny, — Ni, = 1, and DC(2, s2) to Ny, — Nk, = 1. So, we can deduce that
Niky — Ny, = 1 and Ny, — Nii, = 2, a contradiction that shows that components cannot
agree on the number of times they perform these rules and that reachp((s4, $2, s2)) does not
hold. reachp can show that any blocked (and locally-blocked) system state is unreachable.
On the other hand, reachr((s4, $2, $2)) is unable to do so. For this system state, it gives
rise to a consistent set of relations between Nyp,, Nk, , and Ny, . |

The following theorem shows that reachp over-approximates reachability.

Theorem 4. Let S = ((L1,...,L,), R) be a supercombinator machine with (S,%, A, 8) its
induced LTS. For s € S, reachable(s) = reachp(s).

PROOF. We assume that s = (s1,...,8,) is a reachable system state and show that there
exists a collection of values Ni, one for each rule rp € R, such that each DC(i, s;) holds.
Let L; = (S}, %%, AL, 8,) be LTS induced by projection S;.

If s is reachable, we can assume without lost of generality that tr = (rg,,...,7%,) is a
sequence of rule applications leading the system to s. From tr, we create the collection of
values Ny = tr | r, where tr | rp counts the number of r; events in tr.

As tr describe a valid behaviour of the system, all L] must be able to engage on tr [ X
to reach state s;. Furthermore, for any rj, € X7, it follows that (i) (¢tr [ X7) | 7 = Ni.

From Lemma 4, we know that for any component ¢ and rules k,l € 3}, ((¢tr [ X)) |
ri) — ((tr T 25) 4 mp) lies in DSf,jgli. Thus, using (i), we can show, that for any component ¢
and rules k,l € X | k # 1, N — N; lies in DSfSl That is, we can show that our collection
of values N}, satisfies all constraints DC (4, s;). O

Lemma 4. LetS = ((L1, ..., Ly), R) be a supercombinator machine, and L}, = (S}, X%, AL, 8%)

29 2%

the LTS induced by rule projection S;, and DSﬁ’SI computed as per Definition 13. For any

trace tr leading L, to its state s, the difference (tr | ri) — (tr | r;) lies in DSk

5.5 where tr | g
counts the number of vy events in tr.

PrROOF. We show that if a fixed-point for values DSf’;l, where s € S!, is reached there
cannot be a trace tr of rule events that leads L to s such that (¢ ] ri) — (¢ | ;) is not in
DSf, Sl We demonstrate that the existence of such a trace tr would lead to a contradiction.

We assume without lost of generality that ¢r is the shortest such trace.
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Thanks to equation DSfigl,_ = InitU DSle{ and our fixed-point assumption, we know that

S

0e DSZkSl Clearly, then, ¢r cannot be () as tr = () only leads to &} and (() } r¢)—(() L ) =0
is indeed in DSLY,.

Thus, we can safely assume that tr is of the form /" (rk), where §; Iy o 5y 5. Moreover,
thanks to our assumption that tr is the shortest trace, we know that (¢ | ri) — (¢ |
ry) € DS™!. From this fact, we can deduce that the equation DSf’;l =T, (DSﬁ;,l,) L DSk

i,8"" i,87
corresponding to transition s’ — s, does not hold, contradicting our fixed-point assumption.
Note that while the value (tr | r) — (tr | ;) is in T}, (DS’S’SZ,) U DSZ’SI, it is not a member
of DS} O

Next, we show that reachp can be checked in polynomial time on the size of the input
supercombinator machine.

Lemma 5. Let S = ((L1,...,L,),R) be a supercombinator machine such that L; =
(Si, X4, A, 8;), and |Lasaz| the size of the largest component in S. For a given state system
s of S, we can decide reachp(s) in time O(n - |Lyraz|? - [R|? + |R|?).

PrOOF. Let L; = (S}, X}, AL, §}), be the LTS induced by the rule-participation projection
of §;, and DS;c J computed as per Definition 13. The domain that we use in the CSA
framework to calculate DS;C ! has height h = O(1). So, from Theorem 1, we can derive that
it takes time O(|L;|2) to calculate DS™!, and time O(|L;|? - |R|?) to calculate all DSF* for

all k,1 € ¥ where k # I So, it takes time O3,y 3 (|Ls|? - |R|?)), which we approximate

to O(n - |Laraz|? - [R|?)), to calculate all fixed-points DS/ for i € {1...n} and k,l € ¥
such that k # [.

The constraints in reachp(s) give rise to a formula in a known fragment of linear integer
arithmetic called difference logic [51]. Formulas in this fragment can be decided in polynomial
time through a reduction to checking negative cycles in a digraph with edges annotated with
integer weights. This weighted digraph has a node for each variable Nj in our predicate,
and each difference equation N — N; = w gives rise to a pair of edges: one from Ny to
N; with weight w and another from N; to N with —w. Given this digraph, we can use
Bellman-Ford algorithm [16, 33, 44] to check whether it has a cycle with a negative sum of
weights. For a digraph with nodes V' and edges E, this algorithm takes O(|V] - |E|) time.
There can be as many as |R| variables Ny. So, it takes O(]R|?) to construct this digraph
from our difference constraints. The resulting digraph has |[V| = O(|R|) and |E| = O(|R|?),
placing an upper-bound of O(|R|?) on the time this algorithm needs to check this formula.

Thus, we have the loose upper-bound of O(n - |Lasaz|? - [R|?> + |R|?) on the time taken to
decide reachp(s) for a fixed system state s. O

3.3 Rule abstraction

We can extend and improve these techniques by carrying out some abstractions.

We improve our techniques by ignoring single-participant rules. The rules that require the
participation of a single component do not contribute to the sort of inconsistency on how
components collaborate our techniques look for. So, they do not influence at all in the sort
of reachability analysis they carry out. To make the reachs technique ignore these rules,
we change Definition 10 to make T}, (v) = v whenever 7}, is a single-participant rule. To
make reachp and reachp ignore these rules, we change constraints DC' in Definition 15
and RC in Definition 14. We modify both constraints so that they only create conjuncts for
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pairs k, [ if both rules r; and r; are not single-participant. This improvement is sound since
single-participant rules do not interfere with the sort of consistency checking between the
behaviour of components carried out by our techniques.

In the following, we propose two abstractions that can be used to capture component
invariants that are beyond the capabilities of our original techniques. These abstractions
partition rules of a supercombinator machine into equivalence classes. So, rules in the same
partition are identified and treated as the same. We use [ry] to denote the partition rule ry
belongs to and min[ry] to denote the representative of this partition, namely, the rule with
the smallest index k& in [rg].

3.3.1 Data abstraction. We can achieve a sort of data abstraction for our techniques as
follows. Intuitively, the application of a rule can be seen as a communication taking place
between participants, whereas a set of rules involving the same exact participants might be
seen as a set of possible values they can communicate. With this view in mind, if we identify
rules with the same participants, we are abstracting away these values and focusing on the
fact a communication occurred between these participants. We use the following projection
to capture this kind of data abstraction.

Definition 16. Let S = ((L1,...,Ly),{r1,...,7m}) be a supercombinator machine. We
use r = (e, a) to denote that rule (e, a) is identified by k. This abstraction uses the following
partitioning [ry] = {r}, | v, € {r1,...,7m} A pts(r,) = pts(r)}), where pts(ry) = {i |
i e {l...n} A e # —} gives the participants of 7, = (e,a). So, the data-abstraction
rule-participation projection of S on component i is given by SP4 = ((L;), {((e:), min[ry]) |
rp, = (e,a) E Reoe; #—1).

We integrate this abstraction into our techniques by using this data-abstraction projection,
instead of the original rule-participation projection, to calculate component-state invariants.
This modification gives rise to the following data-abstract counterparts to our original
predicates: reachB4(s), reachB4(s), and reachB4(s).

This abstraction can capture some invariants, both difference sets and suffixes, that are
beyond the capabilities of our original techniques. We illustrate such an invariant with the
following example.

Example 5. Let S = ((Lo, L1, L2), R) be the supercombinator machine with Ly, L; and
L5 defined in Figure 6 and R the set of rules that require components to synchronise on
shared events. We use the name of an event to identify the rule requiring its synchronisation.
This system implements a token ring where process Ly has the token initially. The events
tk; , represent the passage of a token from L;5; to L;, where & is subtraction modulo 3,
and v € {0,1} denotes some value that annotates the token. In our example, for simplicity,
our components do not make use of it but they could use it to perform different kinds of
work, for instance.

The invariants that these components respect are of the form: (N, o + Nk, ) — (Nikyor 0 +
Nik,g,.,)- This sort of invariant cannot be captured by our original techniques reachp
or reachp — they only individually relate N,, variables — and since these variables are
not individually related, these techniques capture meaningless Zs as difference sets. So,
our original techniques give rise to the pointless reachability approximations reachr(s) =
reachp(s) = true.

On the other hand, our data abstraction allows reacth and reachBA to capture these
sum invariants. This abstraction identifies rules tk; o and tk; ;. So, for each component i,

it calculates DSE::‘O]’[M@LO], the difference set for Ny, ;] — Nithis,.0]- Note that Ni,

,0]
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tk1,0 tko,o thio
ki1 tko,1 workg tki 1 work;
— So > S1 >( S92 > —( So > S1 >
tk1,0 tkig1,0
tki,1 thig1,1

Fig. 6. LTSs of components Lo and L;, for i € {1,2}, respectively.

counts how many times rules in {tk; o, tk; 1} have to be performed to reach s;, i.e. the sum
of times rules in this set are performed. Broadly speaking, our data abstraction can be seen
as collapsing transitions involving tk; o and tk; ; into one. So, the analysis of this system
becomes similar to the analysis we carry out in Example 3.

For blocked state (ss, s2,82), for instance, our abstraction gives rise to difference sets

DS([)t’zgo kol DS?IZ;O ka0l — 1 and DS?’:O [thool — 1o, technique reachB4
(reachB4) can derive that Nitky o] = Nitko.o] Ntk o] = Nitkoo] = 0) and Nigx, o) > Nieko o]
(Nitky.o) — Nito o) = 2), a contradiction that shows that reachfR4((ss, s2,52)) (respectively,
reachB4((s3, 52, 52))) does not hold. Therefore, this blocked state is unreachable as compo-
nents cannot cooperate to reach it. In fact, this abstraction allows our techniques to show

all blocked and locally-blocked system states unreachable. |

The same idea we use in this example can be applied to demonstrate that reachg“‘
captures suffixes different from the ones reachg finds. As for this example, we can modify
the system in Example 2 to have events ring; ,, where v € {0, 1}, instead of their original
ring; events. For this modified system, TeachD A captures useful suffixes and a reachability
approximation that proves it deadlock and local—deadlock free, whereas reachg does not.

We point out that all levels of abstractions that we propose in this work are incomparable
in the sense that they capture different invariants and, hence, the set of systems they prove
(local-)deadlock free are incomparable.

The same formal argument that we originally used to show that our original techniques
over-approximate reachability can be slightly modified to show that their abstract versions
also do so. Furthermore, we point out that the original polynomial bounds on the time
needed to decide whether our predicates hold are also bounds for their respective abstract
counterparts.

Theorem 5. Let S = ((Ly,...,L,), R) be a supercombinator machine with (S,2, A, §) its
induced LTS. For s € S, reachable(s) = reachP?4(s), where x can be S, D, or R.

3.3.2 Component-specific abstractions. For the reachp technique, we can propose further
sorts of rule partitioning that can capture other relational invariants of components. In some
cases, the relational invariant a component respects is not given by how individual rules
relate or by how rules with the same participants relate. It might even be the case that
different components require different rule partitionings. So, we introduce a new version
of this technique’s predicate, reach%A, that allows each component to have its own and
customised partitioning.

Definition 17. Let S = ((L1,...,Ly),{r1,...,7m}) be a supercombinator machine, and
[]1,.-.,[]n rule partitionings where [-]; partition the rules component i participate in, i.e.
{re | r = (e,a) € R A e; # —}. For system state s = (s1,...,8,):
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reach$4(s) =3Ny,...,N,,: Ze N\ DC(i,s;)
i€{l..n}
So, for each component state s;, Difference Constraint DC(i, s;) is created as follows.

True if DSE’SZ =7
. Bl
DC(i, S) = /\ False lf DSi’S;C l— (Z)
Tr, T €X; Ak ( Z Nk/) — ( Z Nl/) =w for DSi7; = {w}
T E[Tk] r€[ri]:

The difference sets DSf’ sl of component ¢ are calculated on the LTS induced by the following
projection of S on i: ((L;), {((e;), min[ry];) | 7& = (e,a) € R e ¢; # —}). This projection
depicts the behaviour of this component in terms of the rule it participates and considering
the partitioning [-];.

This predicate can be fitted to use any partitioning for components, and different parti-
tionings can capture different relations between variables . In this work, however, we use
it with the following fized component partitioning. We chose this partitioning because it is
fairly simple and captures some interesting relational invariants we found in our analyses of
systems. So, when we use Teach%A, we mean this technique with the following component
partitioning.

Deﬁnition 18. Let S = ((L1,...,Ly), {r1,...,7m}) be a supercombinator machine, and
= (S}, %L, AL §)) the LTS induced by the rule participation prOJectlon S;. We define

partltlonlng [] as the finest partitioning such that: if there exists s,s’ € S} and ry, 1 € X
where (s,rg,s") € AL and (s,rg,s') € A}, then [ry]; = [ris];. This partitioning identifies any
two rules giving rise to the same component transition. This partitioning can be efficiently
calculated using partition refinement approaches [65].

Next, we illustrate how this technique can capture invariants that cannot be captured

neither by reachp nor reachB4.
Example 6. Let S = ((Lo, L1, L2), R) be the supercombinator machine with Ly, L; and
L5 defined in Figure 7 and R the set of rules that require components to synchronise on
shared events. We use an event name to identify the rule requiring its synchronisation. This
system implements a token network where process Lo has the token initially and the events
tk; j represent the passage of a token from L; to Lj;.

For each component the sum of output (rule) events is relate to the sum of input events.
For instance, for Component 0, Nig, , + Ny, , is related to Ny, o + Nk, . Since there are
multiple output and input rule events and these do not involve the same participants both
reachp and reachBA are unable to capture meaningful difference sets. So, they give rise to
reachp(s) = reachB4(s) = true.

On the other hand, our component-specific abstraction allows reach%A to capture these
invariants. The partitioning that we propose identify input and output rule events in a way
that we capture the exact invariant needed. For this system, the partitioning is as follows.

d HO is given by {Ttkl,mrtkzo}’ {Ttko,l ) rtko,z}
i Hl is given by {rtk(),l ) Ttk2,1}7 {rtkl,(J’Ttkl‘Q}
i HQ is given by {Ttko 25 Tthy 2} {Ttk2 00 Ttho, 1}

Our abstraction creates difference sets DSt hFol — fgy - pglthrollthoa] _ (94 " opq

0,s3 1,52

SF’;; obltho2) {1} for blocked state (s3, s2,52). So, technique reach§? can derive from

these sets: (Ntkl,o + Nth,o) - (Ntko,z + Ntko,l) =0, (Ntko,l + Ntkz,l) - (Ntkl,o + Ntk1,2) =1,
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Fig. 7. LTSs of components Lo, L1, and L2, respectively.

and (N, + Niky o) — (Niky o + Niky,) = 1, respectively. From these, we can derive that
(Ntkl,o + Ntkz,o) - (NtkO,Q + Ntk0,1) = 0 and that (Ntkl,o + Ntkz,o) - (Ntko,2 + Ntko,1) =
2 (by adding the second and third equations, respectively), a contradiction that shows
that reach$*((s3, s2, $2)) does not hold. Therefore, this blocked state is unreachable as
components cannot cooperate to reach it. In fact, this abstraction can show all blocked and
locally-blocked system states unreachable. |

An argument similar to the one we used to show that reachp soundly approximates
reachability can be used to show that this new predicate over-approximates reachability.
Unlike our previous predicates, it does not seem that, for a given state, this predicate can
be checked in polynomial time. In fact, difference sets can be calculated in polynomial time
but we end up with a linear-integer-arithmetic formula and checking satisfiability for such a
formula constitutes a NP-complete problem.

Theorem 6. Let S = ((L1,...,L,), R) be a supercombinator machine with (S,%, A, 8) its
induced LTS. For s € S, reachable(s) = reach®”(s).

We cannot trivially extend this component-based abstraction for our suffix-based technique.
The reason is that while our difference sets can easily accommodate different partitionings
using these sums of variables, for the suffix-based technique, we would need to replace a
suffix by a tree-like structure that captures the recent behaviour of a system in terms of
such partitionings. For such a tree-like structure, we would not be able to use our occurrence
information, in the simple way we do, to uniquely identify system-wide occurrences of rules
and to compare components’ behaviour.

3.4 Discussion

The imprecision for the sort of technique we propose stems from the use of component-state
invariants. These invariants can cause imprecision in two ways. Firstly, the information that
we capture might not be what is required to show unreachability. Note that our component-
state invariants only give a partial account of components’ behaviour; there are unreachable
system states for which components might agree on occurrence suffixes or on the number of
times they need to perform shared rules to get there. Secondly, the process of calculating
these invariants, namely, of compactly summarising a set of behaviours, might lead to the
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discarding of behavioural information that could be relevant in showing a system state
unreachable. For instance, assume that a system state is unreachable because components
cannot cooperate on the last rule they perform before reaching this state and each component
can perform two different last rules to reach this state (also, assume these last rules do not
involve the same participants so our data abstraction mechanism would not identify them).
In this case, the techniques reachg and reacth would summarise the behaviour of each
component with the empty sequence, so it would imprecisely assume that such a system
state is reachable. A similar sort of imprecision would happen for reachr and reachp and
its abstract counterparts if some system state was unreachable due to components’ difference
sets having two values instead of the single valued sets our domain allows. In such cases, our
component-state invariant approximates this set of two values to the entire set of integers.

Despite being imprecise, our approximations are precise enough to show some interesting
properties of distributed systems employing common interaction paradigms. The use of
both recent behaviour and relational invariants to characterise component states and show
they cannot interact to reach some undesired system state is fairly common. For instance,
relational invariants are commonly employed by to characterise token mechanisms and that
components can only be so-far apart in terms of rounds of communications, whereas some
other methods use the recent behaviour of components to show that components cannot
be simultaneously blocked [37, 52, 58, 74]. Examples 2, 3, 4, 5, and 6 all illustrate some
common mechanisms that our techniques can capture.

4 PAIRSTATIC: PAIRWISE REACHABILITY MEETS GLOBAL INVARIANTS

In this section, we propose PairStatic: an approximate framework for checking deadlock and
local-deadlock freedom that extends the Pair framework with the approximation techniques
proposed in this paper. Unlike Pair, this new framework can captures some global system
invariants. We propose two versions for this framework. One uses predicate reachp and
its abstractions and the other reachp instead. These two versions are characterised by the
following definition of a (local-)deadlock candidates.

Definition 19. Let S be a supercombinator machine. A system state s is:

a PairStaticr candidate if and on if candidater(s) holds;

a PairStaticp candidate if and on if candidatep(s) holds;

a PairStaticg local candidate if and on if local_candidater(s) holds;

a PairStaticp local candidate if and on if local_candidatep(s) holds.

— candidater(s) = blocked(s) A reacha(s) A reachgs(s) A reachp(s)
A reachB4(s) A reachB4(s)

blocked(s) A reacha(s) A reachg(s) A reachp(s)
A reachB4(s) A reachBA(s) A reach$?(s)

— local_candidate,(s) is the obtained by replacing blocked(s) by locally-blocked(s) in
the corresponding predicate candidate,(s).

~

— candidatep(s)

Note that as a blocked state is also locally-blocked, a PairStatic, candidate must also be a
PairStatic, local candidate. Therefore, a system that is free of PairStatic, local candidates
must also be free of PairStatic, candidates; although the converse does not always hold.

The reason for proposing two different versions for our framework relates to efficiency and
simplicity in implementation. We initially created and studied the simplified version involving
reachr and its abstraction because it fitted easily into our SAT-based approach and it
captured some relevant invariants. After this initial study, we created our generalised version,
using predicate reachp, which we implemented using a SMT-based translation. Note that
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Fig. 8. LTSs of components L1, L2 and L3, respectively.

our PairStaticp framework is strictly more precise than PairStaticgr since approximations
reachp and reacth are more precise than reachpr and reachg“‘, respectively.

Unsurprisingly, given that the techniques we propose over-approximate reachability, they
can be soundly used to check that a system is deadlock and local-deadlock free'.

Theorem 7. If a supercombinator machine is PairStatic, candidate free, where x is R or D,
then it must also be deadlock free. The same implication holds for PairStatic,-local-candidate
freedom and local-deadlock freedom.

4.1 Precision and complexity of PairStatic

This new framework is clearly more precise than Pair, but it remains imprecise: a (locally-
)blocked system state can be unreachable and yet meet all reachability tests/predicates
we proposed. As for 2-reachability, none of these new tests are precise enough to show, for
instance, that the single (locally-)blocked system state in Example 7 is unreachable. So, like
Pair, PairStatic is unable to show that the system in that example is (local-)deadlock free.
Nevertheless, by conjoining these new tests, we tighten the state space analysed. Observe
that it only takes one failed reachability test, out of all approximations proposed, to consider
a system state unreachable.

Example 7. Let § = ((L1, L2, L3), R) be the supercombinator machine such that the
components are described graphically in Figure 8 and they must synchronise on shared
events. That is, R = {((a, —, a),a), ((b,b, =), ), ((—,¢,¢),c)}.

For this system, the state (po, go,73) passes all our reachability tests (approximations) and
is blocked (and locally-blocked), but it is not reachable. Thus, it constitutes a PairStatic
(local) candidate but not a (local) deadlock. [ |

Unlike 2-reachability, the sort of combination of component invariants that we propose
in our new reachability tests allows for global analysis. By checking consistency between
component-state invariants for all components, PairStatic can capture some global system
invariants. Examples 2, 3, 4, 5 and 6 all illustrate global invariants that cannot be captured
by local analysis. So, while PairStatic can capture these global invariants and show that the
systems in these examples are (local-)deadlock free, Pair cannot due to its use of pure local
analysis.

In the following, we introduce a few examples to illustrate and discuss some mechanisms
that distributed systems implement to avoid (locally-)blocked states and that we can capture
with PairStatic. Furthermore, we use these examples to compare our framework with Martin’s
FSDD and CSDD:; two extensions of his SDD (State Dependency Digraph) framework [58].
SDD constructs a dependency digraph based on the analysis of pair of components, which is

IThe proof that 2-reachable approximates reachability can be found in [6].
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later checked for absence of cycles; this framework characterises a deadlock candidate as a
cycle of dependencies amongst components. It turns out that this framework is very efficient
but its candidate characterisation makes this approach fairly imprecise. To make it more
precise, Martin extended the SDD by adding extra reachability information to edges of the
dependency digraph. While CSDD adds information about the number of cycles components
engaged on, FSDD adds information about the most recent interaction of components. CSDD
considers the point when a component returns to is initial state to be the completion of a
cycle of interactions. Then, it tries to establish whether, for a given cycle, each component
has performed more cycles than the next. If so, we have an inconsistency/impossibility.
Similarly, FSDD establishes whether, in a cycle, each component has interacted more recently
with its predecessor. If so, the cycle leads to an impossibility regarding the order in which
these interactions took place. These two methods were proposed to prove deadlock for classes
of systems with cyclically-interacting components, which usually implement some global
mechanism to avoid (local-)deadlocks. In fact, the property that they try to prove is stronger
than local-deadlock freedom. CSDD can tackle some systolic-array-like systems, whereas
FSDD was designed to tackle non-fillable systems. Despite being more precise, they inherit
some of SDD’s sources of imprecision.

The first mechanism we discuss, proposed in [23], prevents systems from having all their
components simultaneously full. We call this the non-fillable mechanism. In a non-fillable
system, components are disposed in a ring and they can exchange and store messages. A
component implements this mechanism if the last action that fills its finite storage space is
an incoming message from its predecessor in the ring. If components of a system implement
this mechanism, they cannot be simultaneously full as components cannot agree on an order
in which they perform this last action. This mechanism and contradiction are illustrated in
Example 2. In the following, we introduce a modified version of Example 2 that can be shown
(local-)deadlock free by PairStatic but not by FSDD. We point out that [72] introduces
an approach to systematically transforming a non-fillable ring into a (local-)deadlock-free
system with an arbitrary topology, and PairStatic can capture this sort of invariant even for
such an extension.

Example 8. Let S = ((Lo, L1, L2}, R) be the supercombinator machine with L; defined in
Figure 9 and R the set of rules that require components to synchronise on shared events. This
supercombinator machine adds the event chk; to model component ’s action of checking a
message’s integrity to the system in Example 2.

Both FSDD and PairStatic can show (local-)deadlock freedom for Example 2 but only
PairStatic can show (local-)deadlock freedom for this system. PairStatic can show that
this system is (local-)deadlock free using a systematic argument that is very similar to the
one that we present for Example 2. FSDD and reachg were designed to find the same sort
of contradiction on the recent behaviour of components. While FSDD tries to show that
components are unable to cooperate using each component’s last action, reachg uses a
suffix/sequence of rule events/actions. So, while in Example 2 the contradiction arises from
each component’s last action, in this example, thanks to the addition of event chk;, it arises
due to the second-to-last action. So, only our framework can show (local-)deadlock freedom
for this example.

This example presents a non-fillable system where components can store up to two
messages. PairStatic, however, can show (local-)deadlock freedom for versions of this system
where components can store any finite number of messages. Secondly, event chk; could be
replaced by some more complex behaviour, such as some interaction with other components,
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Fig. 9. LTS of component L; where @ represents addition modulo 3.

and as long as the the actions leading to a contradiction can be captured by our suffixes,
PairStatic should be able to show (local-)deadlock freedom for it. |

The next mechanism we discuss, proposed in [74, 76], can be used to construct systolic-
array-like systems. In a systolic-array, components cyclically interact with their neighbours
so they collaborate to perform some task. Given a partial order on system rules, a system
implements the cyclic ordering mechanism if components behave cyclically by participating
in rules following this order. For such a system, components cannot reach (locally-)blocked
states because they are unable to agree on the number of times they participate in shared
rules to reach it. Unlike our non-fillable mechanism, this one does not impose any restriction,
a priori, on the topology of the system. The following example illustrates this mechanism. It
introduces a system that can be tackled by PairStatic but not by CSDD.

Example 9. Let § = ((L1,1,L1,2,L21,L22),R) be the supercombinator machine with
components L;; defined in Figure 10 and R the set of rules that require components
to synchronise on shared events. This system implements a grid-like systolic array. Each
component behave cyclically as follows. It interacts with its left and up neighbours via h; ;
and v, j, respectively. Then, it does some processing using either event p; ; or p;}j. Finally, it
communicates with its right and down neighbours via h;41 ; and v; j41, respectively. Each
component initially (non-deterministically) chooses which type of processing it will do: either
Di,j Or p;-7 ;- Note that every neighbouring pair of processes in this network can reach the
complete Cartesian product of states. Therefore, Pair makes no actual restriction here.
PairStatic can show that this system is (local-)deadlock free using a systematic analysis
that is very similar to the one that we present for Example 3, whereas CSDD cannot. While
CSDD captures that a component completed a cycle when it transitions back to its initial
state, reachr does so by using relations between number of times components perform
shared rules. In this example, cycles are not completed when a component reaches back
its initial state but when it reaches state s; or sg. So, while reachr can capture the cyclic
behaviour of this system and use it to prove (local-)deadlock freedom, CSDD cannot. Note
that event p; ; could be replaced by some complex behaviour and, as long as it conforms to
this mechanism, PairStatic should handle it. |
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Fig. 10. Sketch of LTS for components L; ;.

These two mechanisms are also formally presented and discussed in [58] and [73].

Lastly, we discuss a token-ring mechanism that allows for tokens to be exchanged between
components. In a token-ring system, components are arranged in a ring and they can exchange
(and store) tokens. A system conforms to this mechanism, if components behave, cyclically,
by acquiring tokens from their predecessor and passing them along to their successor in the
ring (they might also carry out some additional individual behaviour). Also, for a system
with m token capacity (i.e. the sum of all components’ storage space), it must initially hold
between 1 and m — 1 tokens. If components of a system implement this mechanism, they can
neither be simultaneously full nor empty as components cannot agree on the number of times
they exchange tokens. This mechanism and contradiction are illustrated in Examples 3, 4
and 5. In the following, we introduce a more complex example of a system implementing
this mechanism that can be tackled by PairStatic but not by CSDD or FSDD. The same
idea proposed in [72] to convert a non-fillable rings into a system with arbitrary topology
can be used to the same effect on a system implementing our token-ring mechanism, and
PairStatic should be able to capture this extension. This idea can be used to, for instance,
create the fully-connected (local-)deadlock-free system in Example 6.

Example 10. Let S = ({(Lo, L1, L2), R) be the supercombinator machine with L; defined
in Figure 11 and R the set of rules that require components to synchronise on shared events.
This system implements a token ring where process Ly has the token initially and the events
tk; represents the passage of a token from L;o; to L;, where © is subtraction modulo 3.
Again, PairStatic can show that this system is (local-)deadlock free using a systematic
analysis that is very similar to the one that we carried out for Example 5. The cycle-counting
analysis CSDD carries out, however, does not capture the sort of token conservation invariant
that is required to show that this system is (local-)deadlock free. This system can be modified
so that components can hold multiple messages and so that the system is neither empty nor
full of tokens initially, and PairStatic could still check it (local-)deadlock free. |

Generally speaking, our strategy should prove (local-)deadlock freedom if (locally-)blocked
states induce the sort of inconsistency our predicates are tailored to find. Another point worth
making is that, unlike FSDD and CSDD, we combine/conjoin our reachability approximations.
So, if the (locally-)blocked states of a system are divided into states that are unreachable
because of components’ suffixes incompatibility and states that are unreachable because of
components’ inability to agree on the number of times they need to perform shared rules,
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Fig. 11. Sketch of LTS for components L;.

our combination of approximations allow PairStatic to demonstrate that all these states are
unreachable.

The increase in precision we gain by conjoin these new predicates to our Pair candidate
definition comes at a reasonable price. By conjoining reachability approximations that can
be decided in polynomial time for a fixed system state to our Pair candidate definition,
we end up with a detection problem that is NP-complete. Note, however, that we could
not find an algorithm to decide reach%A for a given state in polynomial time. Hence, for
candidatep, we only prove a lower bound/hardness result. We also only prove a hardness
result for the local-candidates counterpart problems. These results also justify our use of
SAT and SMT solving in tackling these problems.

Theorem 8. The problem of deciding whether a supercombinator machine has a system state
satisfying candidater is NP-complete, whereas deciding the same problem for candidatep
is NP-hard. The counterpart problems for local candidates are also NP-hard.

PROOF. The problem of detecting a candidater state is a member of NP since for a fixed
system state, all our reachability-approximating predicates can be decided in polynomial
time thanks to Lemmas 2, 5, and 3; reachs can be decided by examining the state space of
pairs of components. NP-hardness for this problem and detecting candidatep states follows
from the following corollary.

Corollary 1 (Corollary 1 in [6]). Let reach(s) be a reachability over-approximation. If
reach(s) = reachs(s) then the problem of detecting a deadlock candidate s such that
reach(s) A blocked(s) is NP-hard.

In the proof to Theorem 2 in [6], we present a construction that, in polynomial time,
transforms a given supercombinator machine S into a machine 77(S) for which the blocked
predicate for S coincides with the locally-blocked predicate for 7'(S). Furthermore, this
translation has no impact in any of the reachability approximations that we present here. So,
our approximations coincide for the two machines. Therefore, this construction can be used to
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reduce the candidateg-state (candidatep-state) detection problem to the local_candidateg-
state (local_candidate p-state) detection problem, proving the latter NP-hard. O

4.2 PairStatic-candidate detection via SAT /SMT solving

We built upon our SAT-checking approach proposed for detecting Pair candidates in [6]
to create an efficient implementation for PairStatic. We implement our framework using
SAT formulas PairStaticyg and Local PairStaticr, and SMT formulas PairStaticp and
Local PairStaticp. While PairStaticr (Local PairStaticg) captures states that satisfy
candidater (local_candidater), PairStaticp (Local PairStaticp) detects states satisfying
candidatep (local_candidatep). We choose to use the theory of linear integer arithmetic
to encode PairStaticp and Local PairStaticp as it is more convenient and SMT solvers
tend to be efficient in handling such formulas. So, we encode the search for a (local-
)deadlock candidate as a satisfiability problem to be later checked by a SAT/SMT solver.
For the remainder of this section, let S = ((L1,..., L,), R) be a supercombinator machine,
(S, %, A, §) its induced LTS, S; the projection of S on component ¢, and L} = (S}, X%, A}, 8%)
its induced LTS.

We use boolean variables st; ; to represent state s of component ¢. Our formulas are
constructed so the combination of component-state variables assigned to true in a satisfying
assignment forms an appropriate (local-)deadlock candidate. These formulas conjoin a
sub-formula for each predicate in our candidate definitions; each sub-formula holds for a
combination of component states that satisfies the corresponding predicate. Local PairStatic,
is constructed by substituting Blocked by LocallyBlocked in the definition of PairStatic,.

PairStaticr = State N\ Blocked N\ Reachs N\ Reachg A Reach?A
A Reachr N\ Reachg“‘

PairStaticp = State A Blocked A Reachs A Reach’s A ReachE4’
A Reachp A ReachBA A Reach%A

Our formulas reuse sub-formulas State, Blocked, LocallyBlocked and Reachs proposed
in [6]. To make this paper self-contained, we reintroduce (slightly simplified versions of)
them here. The sub-formula State simply ensures that the variables st; s assigned to true
form a valid system state, i.e. one component state per component is assigned to true.

State= A (V stis) A A ( N (—st; s V st sr))
i€{l...n} s€S; i€{l...n} s,8’€S;Ns#s’

The sub-formula Blocked captures the blocked predicate. Thanks to triple disjointness, we
can capture whether a system state is blocked or locally blocked by analysing only individual
and pairs of components — after all, system transitions only involve either the participation
of a single component or a pair of them. To encode this blocking requirement, we rely on
s —; and (s,s’) —; ;; they denote that the system can transition if component 4 is in
state s and if components ¢ and j are in states s and s’, respectively. Formally, s —;
((s,s") —; ;) holds iff there exists a rule (ei,...,e,) € R such that e; # — (and e; # —)
and all other e = — and it can be triggered when component i (and j) is in s € S; (are in
(s,s") € S; x S;). So, this encoding forbids combinations of component states that makes
the system progress.

Blocked=( N —stis) A( A sty s V st g)
ie{l..n} i,7€{1..n}Ni#j
NS—>; A(s,8" )—>i;

To encode LocallyBlocked sub-formula, we introduce new variables p; for ¢ € {1...n},

assigning p; to true means component i is part of the subsystem under analysis. This
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variables implement the existential quantification on subsystems our locally-blocked requires;
we add constraint \/,. {1..n} Pi to prevent quantification over the empty subsystem. For
subsystem ss, it captures the blockedss predicate, i.e. component states assigned to true
form a state in which subsystem ss is blocked. We use on; = p; and on; ; = p; V p;.

(pi A —stiys) ))

LocallyBlocked = ( N\ on; = —stis) A ( A oni; = <
igeflinnizi V (pj A —stje)

ie{l..n}
NS—ri A(s8,8" ) =i

Due to the reuse of formula Blocked and LocallyBlocked, these encodings can only be
applied to triple-disjoint systems. It should be noted, however, that a (locally-)blocked
constraint that does not rely on triple-disjointness could be constructed in polynomial time
by encoding how components participate on system rules and when they can be triggered.

Sub-formula Reachs captures the 2-reachability predicate reachs. It examines the state
space of pairs of components and disallow pairs of component states that are not pairwise
reachable from existing simultaneously.

Reachy = A sty V st g
i,j€{l..n}Ni#£jN(s,8")ES; X S;
Areachable; ;((s,s"))

Sub-formulas Reachg, Reach? A Reachly, and Reachg“" have the same format, given

next, but they differ on how they encode the HBC(i, s) constraint.
stis = HBC(3, s)
i€{l...n}As€S]

To encode HBC(i,s), we encode variables cllcf~c and the ordering relationships between
them. Reachgs and Reach?“‘ encode variables clk%C using bit-vectors. Each of these sub-
formulas use a different size for their bit-vectors that is given by [log, |O|], where O is the
universal set of occurrence, calculated as per Definition 12, for the corresponding predicate?.
We choose this size of bit-vectors because only |O] distinct clock values are needed to create
a model for these sub-formulas. The variables clk! of Reachg are completely unrelated to
the ones of Reach 4 50 we use disjoint sets of boolean variables to encode these two sets of
variables. Finally, we encode < as the corresponding operation on bit-vectors. Reach/y and
Reach? A7 are encoded using integer clkff variables and the corresponding < on integers.
Again, the clkfC variables used by these two sub-formulas are disjoint.

Sub-formulas Reachpg, Reacth, Reachp, ReachBA, and Reach%A have the same format,
given next, but they differ on how they encode the RC(i, s) constraint.

st; s = RC(i,s)
i€{1...n}As€S]

To encode RC(i, s), we encode variables Ny and the relations/equations they must respect.
Reachpr and Reachg“‘ encode variables Ny, using bit-vectors of size |R|; again, if a model
exists, we should be able to find it with |R| distinct values for our variables. As the variables
Ny, of Reachg are completely unrelated to those of Reaché’ A we use disjoint sets of boolean
variables to encode these two sets of variables. Finally, we encode <, =, and > as the
corresponding operation on bit-vectors. Reachp and ReachB4, and Reach$? are encoded
using integer Nj variables, with the restriction they need to be non-negative, and difference
equations are trivially encoded using the theory of linear integer arithmetic. Again, the Ny
variables used by these three sub-formulas are mutually disjoint.

2We can disregard the cases where |O| = 1, and later where |R| = 1, as for these boundary cases our
techniques are pointless, namely, our predicates are equivalent to true.
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Broadly speaking, these sub-formulas (namely, the implications they create) ensure that if
a component state is assigned to true in a satisfying assignment, the associated reachability
constraint is also met. So, any system state satisfying our sub-formulas must pass our
reachability tests.

4.3 Practical evaluation

In this section, we evaluate PairStatic. We implemented this framework in our DeadlOx
tool. It uses FDR4 to generate our SAT and SMT encodings which are then checked by
the Glucose 4.0 solver [13] and Z3 solver [39], respectively. FDR4 serves as a library to
translate/compile CSP models into supercombinator machines. Also, we use CSP as an
input language to describe distributed systems. Note that any other notation could be used
if a translation into supercombinator machines is provided. DeadlOx and the models used in
this section are available at [4].

Our implementation benefits from the incremental nature of modern SAT and SMT solvers.
A formula can be split into several conjuncts, which can be incrementally fed to the solver.
This incremental checking is efficient because the solver can use the information obtained from
solving one part of the formula to save a lot of effort when re-checking it. So, we check/solve
our formulas incrementally. Our implementation starts solving the conjunction of State,
Blocked (or LocallyBlocked for local candidates formulas) and Reachs. If no candidates are
found, the system is (local-)deadlock free. Otherwise, we add up another reachability test to
tighten the state space being analysed, and repeat this solving process. This incremental step
continues until the entire formula has been constructed. If a candidate is found for the entire
formula, it is reported to the user of our tool. For PairStaticg and Local PairStaticg, the
other approximations are conjoined in the following order: ReachR4, ReachB4, Reachr and
Reachg. For PairStaticp and Local PairStaticp, we have the following order: ReachBA,
Reach%A, ]-Eeacl”Lg’A7 Reachp and Reachg. These orderings put first the approximations we
believe offer a better precision/efficiency compromise.

We extend the input language of FDR4 with the annotations :[PairStatic] and
: [PairStatic [smt]] that should be added to a deadlock free assertion to tell FDR4
to use our PairStaticg and PairStaticp encodings, respectively, instead of performing
explicit state exploration. For instance, a distributed system described by process SYSTEM
could be checked using PairStatic by the following assertions.

assert SYSTEM :[deadlock free [F]] :[PairStatic]
assert SYSTEM :[deadlock free [F]] :[PairStatic [smt]]

To check for local-deadlock freedom instead of deadlock freedom, one should change the
assertion from : [deadlock free [F]] to :[sublock free [F]11°. By using our PairStatic
annotations, one can check local-deadlock freedom using our encodings Local PairStaticy
and Local PairStaticp. We point out that FDR4 does not have an explicit-exploration
engine to check this local-deadlock-freedom assertion. So, for the time being, this type of
assertion can only be (approximately) checked by our symbolic approaches.

Our experiment evaluates deadlock and local-deadlock freedom for some triple-disjoint
local-deadlock-free systems that cannot be tackled by local analysis alone. Hence, frame-
works like Pair and SDD (see Section 5) are unable to show (local-)deadlock freedom
for all examples discussed in this section. The experiment was conducted on a dedicated
machine with a quad-core Intel Core i5-4300U CPU @ 1.90GHz, 8GB of RAM. In this
experiment, we compare DeadlOx’s encodings Local PairStaticg (PSl), PairStaticg (PSd),

3We extended FDR4 with this new type of assertion in [6].
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Local PairStaticp (PSlgmt) and PairStaticp (PSdgm:) against the Deadlock Checker [57],
FDRA4’s deadlock freedom assertion (FDR) [46], and D-Finder 2 [18]. Deadlock Checker
implements the FSDD and CSDD frameworks, FDR4 is a complete method that performs
explicit space exploration, and D-Finder 2 is an approximative techniques that uses some
tailored system invariants. D-Finder 2 implements three techniques to calculate these invari-
ants: a boolean-constraint-based (DF2pm), a fixed-point-based (DF2fp), and an enumerative
one (DF2l). Also, when appropriate, we combine FDR4’s explicit state exploration with
partial order reduction (FDRp) [47] or compression techniques (FDRc) [75]. While FSDD
and CSDD check for a property that is stronger than local-deadlock freedom, FDR4 and
D-Finder 2’s techniques check for deadlock freedom.

Unsurprisingly, our results suggest that approximate frameworks FSDD, CSDD and
PairStatic are substantially more scalable than exact methods. Despite being approximate,
however, D-Finder 2 performs poorly on all examples considered in this section. It seems
that the invariant calculations they carry out is rather complex for these examples. Also, it
might be the case that our generation of BIP models (the input language for D-Finder 2)
from supercombinator machines does not provide an optimal encoding for BIP systems. We
split our results into three parts.

Table 1 presents the first part of our results. It presents the running time of DF2pm as it
is the best D-Finder 2 technique. It shows the analysis of 9 systems: the butler solution to
the dining philosophers where it counts philosophers (But), a distributed database (DDB),
a hexagonal systolic array (HexzSys) [49], a matrix multiplication system (Mat), a ring
system implementing a priority-based mutual-exclusion mechanism (RingP), a non-fillable
ring (Ring), Milner’s scheduler (Sched), a system implementing timestamp-based mutual-
exclusion mechanism (75), and a system that implements a majority-vote mutual-exclusion
mechanism (M Vote).

FSDD was designed to show non-fillable systems such as Ring deadlock free. CSDD, on
the other hand, was conceived to handle systolic-array-like systems such as HexSys, Mat
and Sched. Sched implements a very basic token mechanism that can also be interpreted as
a systolic-array mechanism. The other examples implement mechanisms that are beyond the
reach of FSDD and CSDD. We point out that CSDD outperforms PairStatic for systolic-
array-like systems but we believe that this shortcoming is compensated by PairStatic’s
improved precision.

In addition to non-fillable and systolic-array-like systems, PairStatic can show (local-
)deadlock freedom for some counting-based, token-based, priority-based, and timestamp-
based systems such as But, DDB, RingP and TS, respectively. The versatility of our invariants
allows PairStatic to capture a variety of behavioural mechanisms. It cannot, though, fully
capture the conservation of votes behind the majority-vote mechanism implemented in
MVote. Hence, it is unable to show (local-)deadlock freedom for this system. Note that
the (Local) PairStaticp encoding can capture the counting mechanism used by But to
avoid undesired states and the timestamp-based mechanism implemented by TS, whereas
(Local)PairStaticg cannot. The reason is that only the use of our component-specific
abstraction presented in Section 3.3.2 enables the capture of these mechanisms. The quadratic
growth on the number of components as N increases is the reason for the apparent lack of
scalability of PairStatic for HexSys and Mat.

Table 2 presents the analysis of some token-based systems. We analyse a message-exchange
grid system (MsgGrid), a token ring with one token (Ring2), a token ring with N/2 tokens
(RingHf), two simplified versions of these two systems (Ring2S and Ring2SHf), a train-
track system with one train (7Track) and a train-track system with N/2 trains ( TrackHf);
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Approximate Exact
Example | N | FSDD | CSDD PSl1 PSd | PSlgn: | PSdgm: | DF2pm | FDR | FDRe | FDRp
50 - - - - 2.42 1.07 * * * *
But 100 - - - - 12.33 4.87 * * * *
150 - - - - 44.69 17.39 * * * *
200 * * - - 106.36 32.52 * * * *
5 - - 0.16 0.31 0.47 0.36 * 0.51 0.16 0.21
10 * * 1.37 1.27 8.03 7.78 * * * *
bbB 15 * * 11.09 10.53 80.73 79.41 * * * *
20 * * 47.26 | 48.91 * * * * * *
3 - 0.20 0.21 0.16 0.21 0.16 * * 0.16 0.36
HexSys 5 - 0.28 4.98 3.57 1.77 0.67 * * 7.33 *
: 8 - 0.53 90.40 56.12 50.47 8.13 * * * *
10 - 0.68 * 160.63 | 231.88 19.55 * * * *
5 - 0.18 0.21 0.36 0.21 0.16 * * 0.21 0.17
Mat 10 - 0.23 5.83 3.87 2.22 0.72 * * 15.59 0.67
’ 20 - 0.43 141.76 | 38.84 55.43 12.24 * * * 28.51
30 - 0.83 * 269.55 * 183.45 * * * *
5 - - 0.11 0.22 0.22 0.16 * 0.26 + 0.16
RingP 10 - - 0.47 0.41 3.77 2.32 * * + *
15 - - 2.52 2.32 45.95 24.21 * * + *
20 * * 10.59 10.43 | 224.95 | 158.51 * * + *
100 | 0.18 - 0.16 0.17 0.36 0.26 38.44 * 0.72 *
Ring 200 | 0.28 - 0.32 0.26 0.92 0.47 * * 1.57 *
300 | 0.38 - 0.47 0.42 1.52 0.61 * * 2.72 *
400 | 0.43 - 0.57 0.51 2.12 0.87 * * 4.22 *
100 - 0.18 0.16 0.11 0.42 0.16 5.27 * 0.37 0.41
Sched 200 - 0.28 0.27 0.21 0.72 0.26 10.18 * 0.72 3.82
300 - 0.38 0.32 0.31 1.32 0.31 18.00 * 1.17 15.74
400 - 0.43 0.42 0.47 11.69 0.46 47.45 * 1.77 44.68
3 - - - - 0.11 0.11 4.22 0.06 + 0.06
TS 5 - - - - 0.42 0.36 121.15 0.11 + 0.11
10 - - - - 7.73 6.78 * * + *
15 - - - - 69.70 73.05 * * + *
3 - - - - - - - 0.06 0.11 0.11
5 - - - - - - - 0.11 0.31 0.16
MVote | o | . - ; ; ; ; - |2a46| * | 7555
10 _ _ _ _ _ _ * * * *

Table 1. Techniques comparison for non-token-based systems. N is a parameter that is used to alter the
size of the system. We measure in seconds the time taken to check deadlock freedom for each system.
* means that the method took longer than 300 seconds, or an error, such as running out of memory,
occurred. - means that the method is unable to prove deadlock freedom. + means that no efficient
compression technique could be found.

trains can be seen as tokens moving around a network of tracks. Neither FSDD nor CSDD
was designed to handle token-based systems so they cannot prove any of these systems
deadlock free. (Local)PairStaticr can capture token mechanisms as long as tokens take a
predictable route around the system. Unidirectional token rings such as the ones implemented
in Ring2, Ring2Hf, Ring2S and Ring2SHf (also Sched in Table 1) are predictable enough
for (Local)PairStaticg to capture. On the other hand, the routes around the grid network
implemented by MsgGrid are too unpredictable to be captured by (Local)PairStaticy but
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Approximate Exact
Example | N PSl | PSd | PSl,: | PSdgyne | DEF2 FDR | FDRc | FDRp
20 | - - 0.21 0.16 | 15.49 * 0.26 *
40 | - - 0.31 0.21 * * 0.77 *
MsgGrid | o | - 061 | 0.26 * * 1.67 *
80 | - . 0.87 | 0.36 * * 3.82 *
10 | 031 | 0.72 | 1.92 147 | 1469 || 037 | =+ 0.46
Rings | 15| 202 | 192 | 2471 | 1499 * 046 | + 5.27
20 | 11.09 | 10.88 | 134.43 | 79.67 * 1.07 | + | 35.87
95 | 41.54 | 41.49 | * * * 2.87 | + |162.71
10 | 031 | 031 | 1.97 | 1.42 * ¥ + *
. 15 | 2.02 | 1.92 | 26.86 | 14.24 * * + *
Ring2Hf | 50 | 1119 | 10.78 | 13748 | 8342 | * * n *
25 | 41.79 | 4129 |  * * * * + *
50 | 072 | 1.27 | 2.92 217 | 21761 || 11.60 | + | 45.03
Ring2s 100 | 4.87 | 4.97 | 34.23 | 22.26 * * + *
150 | 18.65 | 19.86 | 100.81 | 76.16 * * + *
200 | 56.81 | 55.62 | * 261.42 * * + *
50 | 072 | 1.17 | 2.82 2.62 % % T %
. 100 | 4.92 | 4.97 | 2461 | 22.31 * * + *
Ring2SH] | 150 1 19.30 | 20.00 | 112,23 | 75.06 * * + *
200 | 56.38 | 56.02 |  * * * * + *
00| - - - - * 1.32 | 20.05 | 2.17
Tracr | 200] - - - - * 9.18 | 211.58 | 23.30
300 | - . . . * 33.93| * |105.22
400 | - . . - * 93.79 | * *
00| - - - - * ¥ 1 20.05 *
k k k
L I N IR B S A
400 _ _ _ _ * * * *

Table 2. Techniques comparison for token-based (deterministic) systems. N is a parameter that is used
to alter the size of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error, such as running out
of memory, occurred. - means that the method is unable to prove deadlock freedom. + means that no
efficient compression technique could be found.

they can still be captured by (Local) PairStaticp. Track and TrackHf, however, allow token
routes that are too unpredictable even for (Local)PairStaticp; the component-specific
abstraction it implements cannot capture these routes. This inability makes PairStatic
unable to detect that trains (i.e. tokens) cannot be created or destroyed but they can only
move around the track. This conservative invariant is essential in proving that these two
systems are (local-)deadlock free. We point out that the rapid growth of components as
N increases for Ring2 and Ring2Hf makes PairStatic less scalable than it is for the other
examples.

Table 3 presents the analysis of token networks implementing three communication
topologies: fully-connected, grid, bidirectional ring. The name of our examples describe the
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Approximate Exact

Example N | PSly: | PSdgyne || FDR | FDRe | FDRp
10 | 0.16 | 016 | 0.11 | 0.16 | 0.16

20 | 062 | 052 | 026 | 031 | 2.22

Thbully | a0 1 197 | 182 || 0.82 | 077 | 22.03
40 | 532 | 502 || 2.82 | 1.37 |117.99

10 | 0.16 | 0.16 | 45.85| 0.16 | 238.96

2 | 062 | 057 * | 031 *
TkFullyHE |01 9o 1.92 * 0.77 *
40 | 557 | 5.12 * 1.37 *

20 | 011 | 011 o012 | + 0.21

. 60 | 016 | 016 | 011 | + 0.46
ThGrid | o) | 91 021 || 016 | + 1.02
100 021 | 021 | 021 | + 1.97

40 | 016 | 0.16 % % %

. 60 | 021 | 026 * * *
ThGridHE [ o) | 97 | 0.32 * * *
100 | 026 | 026 * * *

40 | 011 | 011 | 011 | + 011

. 60 | 011 | 011 | 012 | + 0.16
TkRing | oo | 016 | 017 | 016 | + 0.22
100] 016 | 011 || 016 | + 0.31

40 | 016 | o011 ¥ 0.46 | 031

. 60 | 016 | 0.16 * | 087 | 0.56
TkRingHE | o0 | 016 | 0.16 * 172 | 097
100 021 | 0.16 * | 317 | 1.52

Table 3. Techniques comparison for token-based non-deterministic networks. N is a parameter that is
used to alter the size of the system. We measure in seconds the time taken to check deadlock freedom
for each system. * means that the method took longer than 300 seconds, or an error, such as running
out of memory, occurred. - means that the method is unable to prove deadlock freedom. 4+ means that
no efficient compression technique could be found.

topology used. For examples suffixed by Hf, components exchange N/2 tokens, otherwise
they exchange only two. This increase in the number of tokens results in a huge increase in
the number of actually reachable system states. These networks implement token routes
that can only be captured by our (Local) PairStaticp encoding. One factor that contributes
to the unpredictability of token routes is the multitude of partners a component can pass a
token to. Another factor is whether the choice of a communication partner is deterministic
or not. While components in the examples in Table 2 deterministically choose a partner
to pass the token to. Here, this choice is made non-deterministically. These results show
that (Local)PairStaticp, and in particular our component-specific abstraction, can capture
token mechanisms that are far from trivial.

This experiment shows that our framework can tackle a relevant class of distributed and
concurrent systems. The flexibility of our invariants allows PairStatic to capture a variety of
interaction mechanisms that are commonly employed by systems to avoid undesired states.
The intricate behaviour of our examples makes their analysis far from trivial. Nevertheless,

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article . Publication date: August 2018.



Verification of concurrent systems via synchronisation analysis and SAT/SMT solving :39

PairStatic can efficiently show (local-)deadlock freedom for most examples. This experiment
suggests that PairStatic is marginally less efficient than traditional approximate frameworks.
This loss in speed, however, is compensated by a considerable increase in precision. We
also point out to the fact that our framework can check local-deadlock freedom in a
reasonably scalable way. Even though this property involves ensuring that exponentially
many subsystems cannot get irretrievably blocked, the time that our framework needs to
verify this property is comparable to the time it takes to check deadlock freedom. These
results also demonstrate a shortcoming of our framework. For some systems, (local-)deadlock
freedom depends on the fact that tokens are conserved, namely, tokens can be exchanged
between components but they cannot be created or destroyed. To capture this invariant,
our framework must, to some extent, correctly identify the routes tokens take around the
system. In some cases, however, this route is too unpredictable for PairStatic to capture. In
these cases, our framework is unable to prove deadlock or local-deadlock freedom. In terms
of efficiency, we point out that in some cases the size of components grows substantially as
N grows. This happens for instance for examples DDB, RingP, TS, Ring2, and Ring2H. For
such cases, our framework is not so scalable.

5 RELATED WORK

Many approximate techniques have harnessed local analysis to verify systems in several
contexts and using different types of concurrency [7, 8, 10, 11, 52, 57, 62]. They are all
built, to some extent, around the fundamental principle: under reasonable assumptions
about the system, a cycle of ungranted requests is a necessary condition for a deadlock. So,
they prove systems are free of such cycles and consequently deadlock free. These methods
tend to be very efficient, they normally rely on some polynomially checkable condition,
but the characterisation of deadlock candidates as cycles of dependencies can be imprecise
in many ways [2]. Absence of such cycles is, in fact, a property that is stronger than
local-deadlock freedom. Moreover, techniques based on pure local analysis cannot capture
invariants emerging from the global behaviour of the system.

To circumvent this issue, many techniques to perform efficient global analysis were proposed.
Martin’s CSDD and FSDD as discussed in Section 4.1 are examples of such framework.
Data-flow analysis inspired our work on synchronisation analysis. It is an approach often
used to approximate the behaviour of sequential and concurrent systems [20, 22, 28, 41, 70].

The work in [28] proposes two algorithms that use data-flow analysis to approximate
reachability. The first one analyses the interaction structure of the system and conservatively
marks which component states are reachable and which are not. The second algorithm
improves on the precision of the first one by adding some extra information about the “history”
of components. This information helps eliminate some interactions between components
that were conservatively assumed by the first algorithm. These algorithms only work for
systems with unreachable individual component states. Well-designed systems, however, are
expected to reach every component state at some point.

The work in [41] introduces an approximate framework that uses data-flow analysis to
analyse concurrent programs. It extracts control-flow graphs annotated with events from
Ada concurrent programs. Based on those graphs, it builds a trace-flow graph (TFG): a
conservative and compact representation for all the traces the concurrent program can
engage on. S0, it uses data-flow analysis to check whether the TFG respects a given
property, described as a finite-state automaton. A property is tested by analysing whether
the terminating traces of the TFG are accepted by the automaton. We point out that
the TFG representation only enforces some weak interaction restrictions for the system.
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Hence, it represents a fairly loose approximation for the system’s behaviour. To cope with
that, this work allows the user to manually add some constraints that help tighten this
approximation. It advocates for an interactive approach where, based on a counter-example,
the user identifies whether it is spurious and, if so, designs some constraint to eliminate it.

To some extent, both these approaches use abstract-interpretation ingredients to approxi-
mate reachability. The way they use these ingredients and how they test for reachability,
however, is significantly different from what we do.

Other frameworks rely on specific techniques to find global system invariants which capture
compact abstractions for the behaviour of concurrent and distributed systems [9, 19, 53].
D-Finder 2, for instance, is a deadlock-checking tool that handles component-based systems
described in the BIP notation [17, 18]. This framework can handle systems with infinite-
state components as it employs a mechanism to find finite-state abstractions for those.
Given finite-state abstractions for components, it derives an interaction invariant which
constitutes an over-approximation for the set of reachable states. It does so by solving
a set of implications that computes sets X of component states such that all reachable
system state have a component state in X; these sets can be understood as traps in the
Petri-net setting [60]. It uses three methods to compute these sets: an enumerative method,
a boolean-constraint-based one and a fixed-point-based one. All of these methods might
compute a number of sets that is exponentially large on the size of the system.

In this work, we have propose and studied an approximate framework to check deadlock
and local-deadlock freedom. We point out, however, that synchronisation analysis, and
the approximations they capture, can be easily fitted into a framework to check more
general properties. In [5], we propose a framework that relies on (some of) the reachability
approximations presented here to check static properties, namely, properties that can be
naturally formulated as ”a system cannot reach a state in which it can perform a given
combination of events”. Many other frameworks rely instead on necessary conditions that
are inherent to the properties they check [42, 63, 64]. For instance, the cycle-of-dependencies
condition checked by SDD is inherent to deadlock analysis, whereas frameworks in [42, 63, 64]
use some specific necessary conditions to show livelock freedom and determinism. The use
of these property-specific conditions makes these frameworks difficult to adapt to verifying
other properties.

6 CONCLUSION

This paper introduces the concept of synchronisation analysis to capture global invari-
ants and approximate reachability. It uses a component-synchronisation-analysis framework
to calculate invariants on how components participate on (global) system synchronisa-
tions/interactions and on a notion of consistency between these invariants to establish
whether components can effectively communicate to reach some system state. Our CSA uses
abstract-interpretation elements that are normally part of data-flow-analysis frameworks
but in a rather different way. So, as far as the authors of this paper are aware, our idea of
synchronisation analysis and the techniques we implement are new.

We introduce three synchronisation-analysis techniques: the first technique tries to show
that a system state is unreachable by demonstrating that components cannot agree on
the order they participate in system rules, whereas the second and third techniques try to
establish that a system state is unreachable by demonstrating components cannot agree on
the number of times they participate on system rules. These techniques are imprecise in the
sense that they either establish that a system state is unreachable, or they are unable to
do so and we conservatively assume the system state is reachable. These techniques can,
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in particular, capture invariants that are notably used to prove properties of non-fillable,
systolic-array-like and token-based systems.

We combine these approximations with 2-reachability presented in [2] to create the
PairStatic framework. These new approximations allow this framework to capture global
invariants of the system as long as they can be represented by a combination of our
component-state invariants. Hence, it can prove deadlock (and local-deadlock) free systems
that are beyond the capabilities of Pair. We present some experimental evidence that
suggests PairStatic is able to prove (local-)deadlock freedom for an interesting class of
distributed and concurrent system and it does so in a scalable way. Many commonly employed
interaction paradigms can be efficiently captured by our framework. It also suggests that
the approximations derived from the sort of synchronisation analysis we propose can be
efficiently checked by SAT/SMT solving. So, it could be used as a preliminary step in
deadlock-freedom checking. If it fails to prove deadlock freedom, then a precise method
should be used. Given the apparent complexity of checking local-deadlock freedom, our
framework might be the only practical way to check this property.

Our synchronisation-analysis techniques were inspired by Martins’s CSDD and FSDD,
which were in turn inspired by proof rules from [74]. We have, however, removed some
of FSDD and CSDD’s limitations. In particular, we propose reachability approximations
that are completely independent of the safety property that is being checked, while both
the CSDD and FSDD focus on a condition that is inherently linked to deadlock analysis.
Furthermore, we point out that a CSA framework could be used to calculate the last-
action and number-of-cycles invariants used by FSDD and CSDD. So, our approach could
implement the same analysis they propose which could possibly speed up our analysis of
systolic-array-like systems.

Our implementation is restricted to pairwise-communicating (i.e. triple-disjoint) systems
so we can re-use Pair’s efficient strategy to encode the blocked predicate. Our reachability
tests and their encodings, however, can be applied to systems with multiway communication.
Moreover, the ideas in this paper should transfer easily to any formalism where systems are
described by interacting LTSs. DeadlOx uses FDR4 to obtain supercombinator machines
from systems described using CSP, but a tool analogous to DeadlOx could be created for
other notations by replacing its use of FDR4 to generate such machines.

We plan to extend the work presented in this paper in two ways. Firstly, we plan to propose
methods to reduce the size of our encodings. In some cases, we could simplify our formula by
abstracting away or merging together some invariants. The way that CSDD counts number
of cycles instead of number of rules application is an example of such abstractions. Secondly,
we intend to investigate what other synchronisation-analysis frameworks can be created
and which sort of invariants can we capture with these new frameworks. Can we create
more complex frameworks leading to stronger invariants? How this affects the efficiency
of SAT/SMT solving? For instance, we plan to create and investigate a framework that
analyses the (possibly many) last actions that lead a component to its state.
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