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Abstract

While the negative impacts of game cheating are widely acknowledged, it is easy to
overlook a bigger picture including its more nuanced characteristics. Over recent
decades, the phenomenon of cheating has evolved from isolated acts by individuals
to vast, thriving communities operating on numerous platforms. These communities
remain underrepresented in academic research, which lacks a unified framework.
Beyond the traditional boundaries of gaming, the study of cheating communities
presents industry and law enforcement with valuable information on socio-cultural
dynamics intersecting with technological adoption, and areas for intervention.

To construct a baseline of understanding, this thesis explores in depth the social
practices and supporting structures of a community centred around game cheating.
We ask the following research question: How are game cheating communities
established, reinforced, and governed? Using semi-structured interviews (n==88)
with players and experts familiar with cheating communities, the thesis applies
abductive reasoning to determine emergent concepts.

First, we illustrate how social dynamics emerge within games among cheaters,
including cooperation, support/camaraderie, and conflict. Second, we uncover
participatory activities within cheating communities, spanning a wide spectrum
of legality and playfulness, and identify platforms that offer a safe environment to
augment the cheating experience. Third, we delve into cheating community power
dynamics and elements that foster peer relationships and newcomer integration,
drawing attention to prevalent gatekeeping and toxic behaviours. Finally, we
provide a unified conceptual framework for understanding cheating across various
types of collectives, from peer groups to multi-interest communities. Three areas
are identified that warrant further attention: The prevalence of unrestrained toxic
behaviours, the lack of moral grounding within the communities, and supporting roles
in cheating (including cheat developers and sellers). The framework also incorporates
feedback from experts across multiple industries to assess its applicability in guiding
future interventions.

Drawing from these insights, this research serves to demonstrate the layers
of complexity surrounding cheating in games, pushing beyond treatment as mere
violations of rules. We close with a call for coordinated efforts across social media
platforms, game providers, and law enforcement agencies to address the observed

areas of concern more effectively.
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Glossary

anti-cheating Measures to prevent or detect cheating behaviours within games.
crackers Users who inspect and analyse cheat software.

crash In GTA V, hackers can crash lobbies by bypassing the technical protection
measures put in place by players. They can disrupt other players’ game

sessions, wipe their progress, and corrupt player accounts.

legit cheating A style of cheating that makes players appear as if they are not
cheating.

lobbies In GTA V, public lobbies are game sessions that allow players to join
and participate in the open world. In contrast, private lobbies offer a more
controlled environment, enabling players to play exclusively with trusted allies.

mod The term mod is an abbreviation for game modification. Mods are user-created
alterations to video games that can involve changes to in-game mechanics and
assets. It is also an abbreviation for modder, an individual who customises
and applies mods in games. Modding denotes the process of developing or

implementing mods.

mod menu A user interface that enables players to add new features to the game
or change the behaviour of the game. In GTA V, mod menus are found in
both the PC and console versions.

rage cheating A style of cheating in which players activate most or all available

cheating features, making their actions clearly identifiable as cheating.

spawning In online games, spawning is the live creation of a character, item, or

non-player character within the environment.
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Individuals are taught that cheating in games is undesirable from an early age.
However, the conventional perspective overlooks the complex dynamics that reach
beyond the confines of gaming. The broader implications of these dynamics have
yet to be understood. This thesis explores game cheating communities as a starting
point for understanding the multifaceted nature of cheating. By analysing its
social connotations, the research investigates the conditions under which cheating is
considered harmful, and the unique circumstances where it might actually be

seen as constructive.



2 1.1. A Brief History of Cheating

This opening chapter sets the stage by tracing a brief history of cheating, and
its current perception as a significant issue within the gaming industry. Following
an explanation of our motivation for delving into cheating communities, we present
our central research question alongside the methodologies used to approach the
question. Following this, we highlight the contributions of this thesis, define the
key terms and concepts used throughout, and present the author’s positionality
statement. The chapter concludes with a structured summary of the thesis and

a list of related publications.

1.1 A Brief History of Cheating

Plentiful evidence throughout history shows that virtually anything can be fixed
or tampered with to advance in a game. Some of the earliest records of cheating
date back to the times of ancient Rome (Lanciani 1892) and ancient India (J. Bell
1991) where false tricks in dice games were used by kings and emperors. In
Imperial China, the operators of gambling stalls would cheat the players of their
money using false dice tricks to make the players purposefully indebted (Chan
et al. 2019). Cotton’s book (1930), originally published in 1674, details the classic
and hybrid cheating techniques for dice games at the time. In card games, even
noblemen were caught red-handed, engaging in dexterous deception to secure
favourable outcomes (Chatto 1848).

In the late twentieth century, the advent of interactive electronic devices sparked
a rise in the world of video games. The industry experienced significant growth
with a simultaneous rise in homemade device customisations. These were aimed at
gaining shortcuts and tips within games, which were often shared in the form of
cheat codes via word-of-mouth or magazines. Game magazines were particularly
popular among gamers until the early 1990s for their tips and tricks section covering
ways to unlock new capabilities (Consalvo 2007).

It was not until the introduction of online multiplayer games and their achieve-
ment systems that players saw a significant shift in perception towards cheating.

Cheating was increasingly perceived as an act that comes at the cost of another,
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either by disrupting the play experience of opponents or undermining the value of
the game itself. Despite substantial investments made by game providers over the
past two decades to deter cheating, the issue has persisted and evolved with the
continuous development of new cheating methods. This presence of cheating in
the gaming industry is demonstrated by a compelling body of evidence, including
company reports, legal proceedings, and player feedback (Polhamus 2021; Boudreau
2018; BBC 2020; U.S. District Court 2022; U.S. District Court 2021; U.S. District
Court 2017; U.S. District Court 2016; Irdeto 2018).

1.2 The Problem with Cheating

There are certain aspects to cheating that warrant exploration in academic research.
We review its scale and the detrimental effects documented so far to emphasise

the importance of acquiring further insights into this domain.

The scale of cheating. Little is questioned about the social, cultural, and
economic significance of games. Within the past two decades, online games have
soared to become one of the most popular and accessible sources of entertainment,
as reflected in the revenue of the video game industry and the ever-increasing time
spent on games by the consumers. The overall global market size for gaming was
valued at US$195.65 billion in 2021 (GVR 2022), with the financial documents, such
as those by Cuall of Duty’s Activision Blizzard and Fortnite’s Epic Games, revealing
revenue growth of US$2 billion in 2021 and US$5 billion in 2018 (Takahashi 2021;
Clark 2021). The scale of the gaming industry is also evidenced by the quantitative
metrics of how dedicated the players are. A 2020 survey found that players from
countries such as Japan and the UK spent more than 20 hours a week playing
games, while players in an older study in World of Warcraft (WoW) spent nearly
22 hours a week (N. Yee 2006b). Studies across the years have found that players
not only engage in long hours but also trade associated items or currency, boosting

the in-game economy to a significant scale (M. Brown 2018; Castronova 2001).
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Despite its remarkable growth and success, the gaming industry grapples with a
major problem—cheating. Many game servers today are secured against cheating
using Valve Anti-Cheat (VAC) systems through Steam, the largest game distribution
platform as of 2022. Once a VAC software detects a cheat in a player’s system, it
permanently bans them without releasing any information on the time of detection,
so that the player cannot precisely trace which moves were detected. While
exact numbers are not often made public, the periodic announcements of account
suspensions by companies indicate that this is an ongoing area of concern. Some
notable examples include over 60,000 Steam accounts that were banned in one day
in July 2018 (Wells 2018), and over 600,000 banned throughout December 2018
(Boudreau 2018). In 2021, Activision Blizzard banned over 100,000 accounts in
Call of Duty in a single day (Polhamus 2021).

In 2018, a survey including 5,911 players showed that nearly half of its par-
ticipants from China and South Korea had experience cheating themselves in
games, contributing to the evidence of its pervasiveness in the gaming industry. In
academia, scholars have found that cheating behaviours can even be contagious
to other players (Blackburn et al. 2012; Zuo et al. 2016; Kim & Tsvetkova 2021),
raising concerns about cheating that become even more common in socially engaging
environments. In response to growing challenges, game developers have regularly
presented their anti-cheating efforts at conferences, emphasising how cheaters
continually develop more sophisticated tactics to counter each new security measure
implemented (Steamworks 2016).

Cheating has grown into a sizeable industry worth millions of dollars according
to industry reports (Maiberg 2014). As of 2020, the websites commercialising
cheat software mostly run on a subscription model ranging from US$10 to US$100,
even costing US$500 for an “elite” cheat (Pontiroli 2019). Without any direct
intervention from game publishers, these businesses appear to enable players to
cheat with greater ease. As such, the extensive scale of cheating implies potential
implications for a wide range of social and technical practices that might be beyond

the control of game publishers (Kahila et al. 2023).
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The harms of cheating. Game scholars have long debated cheating as a moral
offence, arguing that it enables certain players to derive enjoyment at the expense
of others, undermining the enjoyment and participation of those affected (Huizinga
1944; Kimppa & Bissett 2005). It has also been argued that cheating defeats the
purpose of gameplay as it disregards the rules intended to be universally upheld by all
participants (Caillois 2001). Non-profit organisations have also recognised cheating
and game manipulation as key behaviours within their framework for identifying
disruptive or harmful conduct in game environments (ADL & FPA 2020a). This
phenomenon is evident in practice, where frequent encounters with cheaters have
been found to discourage players from playing games. A global survey (2018) across
China, Germany, Japan, South Korea, the UK and the USA found that over 60%
of online players have had their experience negatively impacted by others cheating,
and 77% of the players would choose to stop playing if they witnessed cheating.
When players feel that they are not on a level-playing field, the time and efforts they
invest in advancing in a game appear futile in the face of cheaters who achieve the
same more easily. For this reason, cheating can also disrupt the intended balance of
the game, making it harder for those who are not cheating to compete in games.

Cheating negatively affects game developers and publishers with financial and
reputational costs. When cheaters manipulate the game mechanics, it undermines
the reputation of the companies and the creative value of games as products (U.S.
District Court 2022; Irdeto 2018; Davis & Price 2008), eroding the trust of the
wider user base in the quality of their products. In 2021, the video game company
Bungie, the developer behind the popular shooter game Destiny 2, stressed the
impact cheating has on its operations and finances in its lawsuit against a cheat
software developer: “Bungie spends upwards of roughly US$1,250,000 per year
on its anti-cheating measures, a sum that does not include the cost to Bungie of
external expert resources, legal costs, forward-looking investments in anti-cheat
infrastructure, or infrastructure costs used for but not exclusively dedicated to

game security” (U.S. District Court 2021). As such, the negative repercussions
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that cheating brings upon fellow gamers, assets, and organisations underscore the

importance of gaining a refined understanding of this subject.

1.3 Motivation

Understanding the social dynamics that shape players’ opportunities and choices
to cheat in games can help uncover the nuanced dimensions of cheating that have
remained underexplored. Online platforms today facilitate seamless communication
and information access, easing the growth of niche communities. In light of these
affordances, communities dedicated to cheating have markedly broadened their
visibility, as evidenced by the myriad of platforms, from item-trading websites
to discussion boards, which surface with a simple online search (Pontiroli 2019;
Goodpastor 2021; Karami & McCoy 2013). Some demonstrate their longevity as a
badge of honour, branding themselves as “the oldest game cheating community in
existence [...] leading the game hacking scene for over 15 years” (Pontiroli 2019).
While informal groups related to cheating have existed for decades prior, as seen
in older offline hobby clubs and friend circles (Tarantola 2019), the rise of social
platforms has fundamentally reshaped the way users with a shared interest in
cheating interact with one another and exchange information.

Despite its prevalence online, the study of cheating within community dynamics
remains largely unexplored. This may stem from the prevailing perspective that
considers cheating as the act of an isolated individual, rather than a practice
underpinned by a wider social dynamic. This stance is reinforced by criticisms
that dismiss the entirety of cheating as illegitimate, even when these critiques are
based on often vaguely defined notions of unethical behaviour (Russell 2014). As
a result, many have inadvertently glossed over the value of research in this area,
sidelining the social implications for players themselves.

In particular, there is a lack of understanding of the dynamics among the
cheating players—both those demonstrating harmful behaviours and potentially
more vulnerable members of the community. The harms of cheating are widely

recognised in the general gaming context, yet there remains a knowledge gap
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pertaining to its specific segments that warrant more attention, including the type
of users who are involved, their motivations, and the methods they employ to resist
anti-cheating measures. Because its impact extends beyond gameplay, addressing
this issue requires a deeper and more comprehensive understanding of the social
dynamics within the broader online ecosystem, beyond the realm of gaming.
Recent findings in CSCW research reveal that even niche or small-scale commu-
nities can manifest distinct practices that ripple through the wider online ecosystem
(Hwang & Foote 2021; Allison 2020). Applying this paradigm to game cheating
suggests the value of a community-centric approach as a starting point for exploring
the subject. Many questions remain regarding the communal aspects of cheating:
How are communities formed? How are they maintained?” How do they manage
the risks of cheating? These insights are instrumental in mapping out the broader

implications of cheating, and identifying areas that warrant targeted interventions.

1.4 Research Question

This thesis adopts a community-led focus to explore the online social practices
overlooked in the discourse on game cheating. We ask the following central research
question: How are game cheating communities established, reinforced,
and governed? The three aspects were chosen to progressively lay the groundwork
for understanding the structures and practices surrounding cheating, and ultimately
inform industries with directions for targeted interventions. Fstablish uncovers the
prevalent values associated with cheating that mark the inception of meaningful
social interactions, reinforce illustrates the structural mechanisms that promote
the means to cheat, and govern explores the approach to maintaining cheating
communities and their outputs.

To answer the central research question, we set out the following objectives:

1. explore the social dynamics and values that transpire from the play experience

of cheating (Chapter 4),
2. identify the participatory roles and platform environments that support

cheating (Chapter 5),
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Revisiting the
notion of
“community”

RQ Reinforce

Identify areas
Explore the social Identify the rol Map the mechanisms calhng fo_r
dynamics and values s M-t adopted to govern Establish the social intervention

and platform

Objective | that, transpire from . resources, users and structures observed
. environments that A oLy . .
the play experience P operations within the in cheating
of cheating support cheating community
Ch. 4 Ch. 5 Ch. 6 Ch. 7

Figure 1.1: Breakdown of the central research question and key objectives.

3. uncover the key mechanisms adopted to govern the users, resources, and

operations within the community (Chapter 6), and

4. establish a framework for the social structures observed in cheating, and

outline areas that require intervention (Chapter 7).

Figure 1.1 provides a breakdown of the central research question according to
the three components of the question. Drawing on the empirical findings addressing
the first three components, this thesis then re-examines the concept of community;,
offering a more nuanced understanding of the social collectives involved in cheating,

and applying these insights to inform industry interventions.

1.5 Contributions

The contributions of this thesis fall into three areas of research.

1. Computer-supported cooperative work (CSCW): By shedding light
on a hard-to-access and underexplored community, we uncover a refined
understanding of a community of users typically associated with disruptive
behaviours. Our investigation demonstrates that within these spaces, victims
may be subject to harms, such as toxic behaviours, or even inadvertently
facilitate harm. We offer an overview that illuminates previously overlooked
areas of concern, surfacing critical moral implications surrounding communal

activities related to cheating (Chapter 7). While game companies have
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traditionally been the sole entities responsible for mitigating cheating, our
findings suggest that effective interventions must extend beyond the boundaries
of game providers, and encompass broader industry collaboration. We
particularly recommend that social media platforms adopt proactive strategies
to recognise and address behaviours potentially harmful to users.

2. Human-computer interaction (HCI) x Game studies: The thesis calls
attention to the socio-technical nature of one of the most overlooked yet
persistent activities in online gaming. Cheating serves as an example of an
unanticipated use of entertainment technology, where individuals subvert
computer systems in the pursuit of enjoyment. Through our investigation
into the play experience of cheating, we uncover user perspectives that reveal
their actual needs and desires, including those that evolve through the social
interactions within gaming. Chapter 4 provides an understanding of how
cheating can empower players to break free from the constraints imposed by
game designers, while maintaining their enjoyment of games. By revealing
the gap between player experiences and original game design objectives, this
analysis adds to the ongoing research in player-centred design, and calls for
more strategic collaboration between the stakeholders.

3. Cyber security: Our examination of cheating, and its ties to cyber security
and analogous security threats, provides a unique perspective on the prevailing
issues. In Section 5.5.1, we identify activities and roles within cheating
communities that bear more significant legal implications than others, which
may be considered particularly detrimental within the wider online ecosystem.
We provide further evidence of cyber threats by observing toxic behaviours that
loom in specific contexts of cheating towards vulnerable players (Section 8.3.1,
4.4.2, and 6.4.2). These findings are followed up with potential intervention
strategies that could help mitigate harms within online communities (Section
7.6). The insights derived from this thesis have extended into a spin-off study
that delves into the intersections between cheating and cybercrime, revealing

how technology abuse can intersect with playful intentions (Section 8.3.2).
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Explore the social dynamics within
the cheating experience

Ch. 4: Player experience of cheating

Identify the actors and environments
which facilitate cheat-related
engagement

Ch. 5: Participatory culture of cheating

Map how the key resources and
social interactions are governed

Ch. 6: Governance of the cheating community

Delineate the social structures, and
analyse its implications

Ch. 7: Social structures of cheating
(A conceptual framework)

Figure 1.2: A high-level outline of the empirical work contained in the thesis.

While the discussions mainly focus on potential risks, we also consider the
opportunity to redirect relevant skills towards a prosocial trajectory in the
cyber security industry (e.g., by employing educational games that share
analogous principles with cyber security).

The methodological contributions of this thesis are discussed in Section 3.5.

1.6 Thesis Outline

The empirical studies in this thesis are consistently aligned to fit within the central
research question. This is demonstrated in Figure 1.2 where the grey figures indicate
the objectives, and the blue boxes indicate the focus of the chapters. The studies
have either been published or are planned for publication in academic conferences
and journals. The overall thesis is organised as follows:
» Chapter 2 sets the context of our research interests in the existing literature. It
encompasses a wide body of work on cheating, drawing from a range of sources

in the existing literature, including classifications, empirical research, and
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industry reports. This comprehensive analysis sheds light on the considerable
divergence in narratives within the field of game cheating research. Subse-
quently, we identify knowledge gaps and opportunities for further research
that this thesis aims to address.

o Chapter 3 describes the chosen research methodology. We provide an overview
of the research philosophy and approach, which underpin the choice of methods.
We provide details on the incorporated qualitative data collection and analysis
techniques to gain a comprehensive view of the experiences, phenomena, and
context of cheating.

« Chapter 4 (empirical) lays the groundwork for uncovering the values that drive
social dynamics among them. We explore both the experiences of cheating
players and player perceptions of game publishers to aid understanding of the
outer-game elements that influence their underlying sentiments.

« Chapter 5 (empirical) investigates the structural elements that enable cheating
by investigating the modes of engagement and platform affordances associated
with the activity.

» Chapter 6 (empirical) expands on the two antecedent chapters by exploring the
governance mechanisms of the community overseeing the associated resources
and interactions.

o Chapter 7 (empirical) presents an overview of the social structures associated
with cheating, drawing from the preceding studies and the literature review.
An expert review is applied to assess the practical applicability of this
framework, followed by an outline of areas requiring intervention and reflections
on the notion of industry accountability.

o In Chapter 8, we review our overarching goals and results in the thesis, and
provide reflections on the methodology applied and the ethical dimensions
of the subject. Based on the empirical and theoretical insights, we revisit
the claim regarding the relevance of cheating to cybercrime (NCCU 2017) by

providing two case studies examining the presence of cyber threats in cheating
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communities. Then, we follow up with possible directions for future work in
academia and industry.
o In Chapter 9, we close the thesis by summing up the points that surfaced

throughout the studies, and the key takeaways.

1.7 Scope

In the following, we narrow the scope of our research, and clarify the vocabularies

used throughout the thesis.

Cheating. Due to the dynamic landscape of technologies and trends in gaming,
defining cheating is a challenge on its own; each practice is rendered, viewed, and
thus defined differently by the users, as we review in Chapter 2. In this thesis, we
adopt the definition proposed by Yan and Randell (2005b), which characterises
cheating as gaining an unfair advantage over opponents or engaging in activities
that enable players to achieve goals which are otherwise unattainable. Note that
the term ‘unattainable’ here pertains to activities that are either unauthorised or
theoretically inaccessible by an average player. As a component of the exploratory
research, the investigations covered in this thesis encompass unauthorised in-game
actions, specifically those not approved by game publishers, that can have adverse
effects on other players. This includes activities beyond those explicitly labelled as
‘cheating’ and extends to unauthorised actions with effects on others that may not be
ascribed to the same terminology due to the specific context of the game. Chapter 4
explores modding in a specific context of unauthorised alterations to games, which

are distinct from modifications sometimes endorsed by game companies.

Community. To form our initial assumptions about a community, this thesis
draws upon the insights of E. Durkheim’s seminal book, The Division of Labour
(1964). Set against the backdrop of the late 19th century, the book entails how in
traditional, homogenous societies, solidarity comes from similarities (‘mechanical’

solidarity) but in more complex or industrial societies, it arises from interdependence
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among individuals with specialised roles (‘organic’ solidarity). Durkheim posits
that assigning specific tasks to individuals best suited for them increases societal
efficiency and productivity altogether, and discusses how proper regulation and
moral education are both necessary to mitigate any negative effects (e.g., social
fragmentation), while ensuring that such division of labour contributes positively to
social solidarity. This concept has resonated through contemporary scholarship, with
academics exploring how the interconnected nature of the Internet empowers users
to form connections based on shared interests (Wellman, Salaff, et al. 1996; Wellman
& Gulia 2018; Gelman et al. 2016). This perspective holds particular relevance to
our research on cheating due to the online nature of the activity, which allows users
to connect based on shared interests. Therefore, we initially adopt Durkheim’s

perspective to identify the alleged community that is the focus of our inquiry.

Cheat or cheating community. We refer to a community specific to cheaters
in online games as a cheat community or cheating community. Based on the
above definition of a community (Durkheim 1964), we propose a preliminary
definition of a cheat community: a group of individuals with shared interests

or skills in game cheating.

Community resource Every well-governed community has a shared resource to
be managed (Ostrom 1990). In the context of cheat communities, users primarily
seek to evade scrutiny from anti-cheat developers, and covertly gain an advantage
over fair players. We claim that any social or technical asset one accumulates to
advance in cheating and evade detection is a cheating resource. Other terms such as
information, artefacts, and outputs are used interchangeably throughout the thesis

as part of the said resource. Section 6.4 details the resources sought out in practice.

Game mode, genre, and type. We focus on multiplayer games as we are
interested in finding cheats that are used to influence others in a social setting. In
a multiplayer game, more than one person can simultaneously play in the same

environment. They can either play against each other, cooperate as a team, or
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supervise each other’s style of playing. Our focus is on First-person shooter (FPS)
and action-adventure game genres. These genres have been selected because they
encompass some of the highest-grossing and user-dense games in contemporary
gaming, making them appropriate for our investigation. The investigation primarily
centres around the communities of Counter-Strike: Global Offensive (CS:GO) and
Grand Theft Auto V (GTA V). Throughout the data collection process, we had
to make exclusions regarding certain games and genres from our investigation.
This was primarily due to challenges in accessing the relevant population, and
encountering significantly low response rates during participant recruitment. The
games we considered early on in the research but ultimately excluded from our study
were Dota 2 (2013), League of Legends (2009), PlayerUnknown’s Battlegrounds
(PUBG) (2017), Final Fantasy XIV (2013), and Minecraft (2011). In the limited
access we obtained, we leveraged the insights to enhance the evaluation of the
findings related to the play experience of cheating (Section 4.3.3)—these games
were Dark Souls 3 (2016) and World of Warcraft (2004).

Further exclusion criteria included games that demonstrated an inherent ambi-
guity in defining cheating, making it challenging to categorise them as instances
of unauthorised behaviour, as observed in cases of theft and deception in EVE
Online (2003) (Carter et al. 2016; Carter 2022). Others were excluded if they were
considered too limited in scope to align with the research objectives (e.g., indie

games, and mobile or virtual reality games).

1.8 Positionality Statement

This section accounts for the underlying motivations and backgrounds of the
researcher, given the influence these factors can have on the framing of the research.
In writing this DPhil thesis, the author brings an interdisciplinary background
that blends cyber security and economics, with a particular focus on cybercrime.
Their journey through this field is underpinned by both academic research and
practical experience. Before and during their doctoral research, they worked as

a junior analyst at a power plant and as a product manager at Cloudflare, an
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internet infrastructure company, focusing on Distributed denial of service (DDoS)
mitigation solutions. Prior to embarking on their DPhil, the author conducted
research on security operation centres, and explored theoretical concepts in cyber
security, particularly the principle of security by obscurity in the context of wireless
network protocols. In their first year at the Centre for Doctoral Training in Cyber
Security, they examined the impacts of the shutdown of public Reddit forums
related to drugs, and the subsequent rise of equivalent platforms on the darknet.
This investigation served as a stepping stone for their interest towards the domain
of cybercrime and the underlying social mechanisms.

This phase was pivotal in expanding their social network, enabling connections
with both industry professionals and academics focused on cybercrime research,
where they were exposed to the latest areas of interest within cybercrime. Notably,
their interactions with Jonathan Lusthaus, Ivan Flechais, and Thomas Burton (the
former two becoming the supervisors of this thesis), who had explored the topic of
game cheating that year, shed light on the potential overlap between cybercrime and
online gaming that had been relatively underexplored at the time (Burton 2018).
The author also engaged with the PREVENT team of the UK’s National Crime
Agency to discuss their work to date associated with gaming and protecting young
users from being drawn into cybercrime. These discussions highlighted the potential
role of academic research in uncovering complex aspects of game cheating that are
often overlooked in practical, operational settings. During the DPhil programme,
their work at Cloudflare further expanded their perspective, where interacting with
some experts with prior experience in gaming provided valuable insights into the
latest challenges and opportunities. As such, the combination of experiences and
dialogues across various sectors laid a solid foundation for this thesis.

The premise of the thesis initially took shape under the significant influence of
an NCA report (2017), which suggested a potential pathway from game cheating to
cybercrime. However, based on recommendations from assessors and peer reviewers,
a shift in approach was suggested to first explore game cheating on its own terms,

without presupposing its connection to misconduct. This advice led the author to
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instead adopt an outside-in approach to holistically examine the game cheating
ecosystem and its dynamics. In hindsight, this recalibrated approach allowed the
research to develop in more valuable ways that not only inform the cybercrime
initiatives led by law enforcement agencies as initially intended but also organisations
and academic sectors on safeguarding online users and communities.

The author had not previously conducted research on games in an academic
context, and acquired knowledge in this area through ongoing research and social
networking instead. Their personal gaming experience does not align with the types
of games discussed in this thesis (i.e., Final Fantasy XIV and Subnautica). The

author has never engaged in cheating within multiplayer gaming environments.
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1.9 Publications

The content of this thesis has been presented in the form of full and short papers,
as well as workshops, at conferences and in journals.
1. Selina Cho. “A Community-Based Investigation of Competitive Cheating”.
In Extended Abstracts of the 2022 Annual Symposium on Computer-Human
Interaction in Play. CHI PLAY ’22. Bremen, Germany: Association for
Computing Machinery, 2022, pp. 367-369. DOI: 10.1145/3505270.3558373.

— This presents an overview of the doctoral research compiled by
the author.

2. Selina Cho and Ivan Flechais. “Cheating the Cheaters: A Look Inside the
Toxic Culture of Game Cheating Communities”. In Proceedings of the 2022
Digital Games Research Association International Conference. DIGRA '22.

Krakéw, Poland, July 7-11, 2022.

— The first author designed the study, collected the data, analysed
it with the second author, and drafted the manuscript. The
development of this manuscript was significantly influenced by
Section 6.5.1, and is briefly outlined in Section 8.3.1.

3. Selina Cho, Jonathan Lusthaus, and Ivan Flechais. “The Slippery Slope:
Exploring the Parallels Between Game Cheating and Cybercrime Through
Routine Activity Theory”. In 2023 APWG Symposium on Electronic Crime
Research. eCrime '23. Barcelona, Spain: IEEE, 2023, pp. 1-13. DOL:

10.1109/eCrime61234.2023.10485501.

— The first author collected the data, analysed it with the second
and third authors, and drafted the manuscript. This study is a
derivative work developed from the raw data collected for the thesis,
and is briefly outlined in Section 8.3.2.
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1.9. Publications

4. Selina Cho, Jonathan Lusthaus, and Ivan Flechais. “Unpacking the Dy-

namics of Harm in Game Cheating Communities: A Guiding Framework for
Cross-Industry Intervention”. In Games: Research and Practice, Volume 2,
Issue 2, Article no. 12. Association for Computing Machinery, 2024, pp. 1-17.

DOI: 10.1145/3656558.

— The first author designed the study, conducted data collection
and analysis, and drafted the manuscript. The content of this
manuscript has been predominantly guided by Chapter 7.

. Arianna Boldi, Selina Cho, Yubo Kou, Amon Rapp, and Max V. Birk.

“Methodological Challenges, Risks and Ethical Implications in Game Re-
search”. In Companion Proceedings of the Annual Symposium on Computer-
Human Interaction in Play. CHI PLAY Companion ’23. Stratford, ON,
Canada: Association for Computing Machinery, 2023, pp. 350-351. DOI:
10.1145/3573382.3616026.

— The second author collaboratively wrote the proposal with the
first author, following discussions about their shared experiences
and the importance of the topic. The proposal and the content of
the workshop were partially shaped by the reflections from Sections
3.5.3 and 8.4.3. During the workshop, the second author oversaw
and facilitated one of the discussion groups.

. Arianna Boldi, Selina Cho, Yubo Kou, Amon Rapp, and Max V. Birk.

“Ethical Challenges in Video Game Research: Experiences and Reflections”.

In Interactions, Volume 32, Issue 3. Association for Computing Machinery,

2025, pp. 34-39. DOI: 10.1145/3723137.

— This article presents the reflections following the previous work-
shop with video game researchers. The second author contributed
personal experiences and insights that informed the analysis and
was involved in drafting portions of the manuscript.

. Selina Cho, Jonathan Lusthaus, and Ivan Flechais. “Inside the Ecosystem

of Game Cheating: From Bystanders to Enablers, and Their Cybercrime

Analogues”. Under review.

— The first author designed the study, conducted data collection and
analysis, and drafted the manuscript. This manuscript represents a
portion of the research conducted in Chapter 5.
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In this chapter, we review the literature to date on cheating to lay the background
of the thesis. We first outline existing classifications of cheating and the related
unauthorised play modes in online games. Then, we examine the literature on
cheating from three perspectives—individual, community, and public—to highlight
that cheating is not a fixed concept but one shaped by group dynamics and norms.

The individual-oriented perspective concerns understanding one’s motivations and
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perceptions, which much of the existing research has focused on. The community
perspective allows us to situate this knowledge in a social environment beyond
gaming. In addition, we summarise the narratives used in academic research and
industry work to highlight the limitations of prevailing normative perspectives on
cheating, and position our thesis beyond these conventional views. Finally, we

identify research gaps and limitations in the existing literature.

2.1 The Concept

Cheating is a catch-all term that indicates a rule-breaking activity in online games.
The most widely accepted definition of cheating is the following: A behaviour whose
“advantage is unfair to his peer players or the target is one that he is not supposed to
have achieved” when assessed “according to the game rules or at the discretion of the
game operator” (Yan & Randell 2005b). In practice, the definition is dependent on
cultures, regions, and even its scale. The variety of its nature and styles has posed
challenges for scholars attempting to delineate the boundaries of cheating, with
some arguing that the lack of clarity subjects a wide range of immoral behaviours
to the same level of accusation as definitively identifiable cheating (Russell 2014).

In the following, we examine existing classifications in the literature concerning
cheating and unauthorised play modes in online games. These classifications
showcase the diverse perspectives that have been previously explored. In Section

2.1.3, we discuss the common types of cheating observed in practice.

2.1.1 Taxonomies

The existing scholarship demonstrates the difficulty in scoping the concept of
cheating (Yan & Randell 2005a; Meades 2015b; De Paoli & A. Kerr 2009). This is
best understood by reviewing taxonomies which organise varied forms of cheating.
The most common way to arrange the information is by identifying the key
characteristics, common methods, and motivations. Characteristics and methods
differ in that various methods may be available to enact the same kind of cheating,

or the same method could be used to generate multiple ways to bypass and cheat.
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Table 2.1 lays out the academic work to date about cheating and unauthorised
modding. We provide details on the motivations in the next section (Chapter 2.2).

One of the earliest approaches to systematically conceptualise cheating was
by Yan and Randell (2005a), who provided a taxonomy through which we can
understand the nature of cheating: vulnerability (what is exploited?), consequence
(what type of failure can be caused?), and cheating principal (who is cheating?).
They argue that cheating in many online games is a result of game systems that
are “insecure by design” which are either “poor or non-existent”, tracing the lack
of security expertise in game developers as a likely reason. Chen and colleagues
(2004) provided a short review of crimes in online multiplayer games situated on
virtual property, such as theft, fraud, threat, and sabotage.

Cheating has also been studied under the broader umbrella of subversive,
disruptive, or oppositional behaviours. The behaviours concern but are not limited
to trolling (Thacker & Mark D. Griffiths 2012), griefing (Rubin & Camm 2013;
Chesney et al. 2009), and “abusing” games (Meades 2015a). While many of these
behaviours share similarities with one another, it remains a challenge to reach a
consensus on one that incorporates all the elements seen in popular games (Meades
2015b; Kou & Nardi 2013; Linderoth & Mortensen 2015; Irwin & Naweed 2018).
Meades (2015b) explored counterplay in online games, which goes against “the
general expectation of compliant conventional play”. He claims it “instead contains
a dynamic that works against rules, against other players, [and| seeks alternate ways
of playing and potentially different pleasures”. The concept of unauthorised cheating
aligns with this definition, thus it can be inferred that cheating is both representative
of counterplay in itself or facilitating other modes of counterplay. Linderoth and
Mortensen (2015) took an aesthetic approach to a similar topic by exploring what
they called dark play through various themes and behaviours in games.

The scope of cheating also depends on stakeholders’ perspectives, including
but not limited to game publishers, developers, and players. Recently, Ma et al.
(2022) looked at eSports behaviours which are considered to be rule-breaking in

the eyes of game publishers, and the contexts which influence their approach to
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rules enforcement. Irwin and Naweed (2018) reviewed types of “unsportsmanlike”

behaviour perceived by the spectators of competitive eSports. Technological
advancements have diversified the gaming landscape over the years, making it
challenging to establish a consensus on what defines cheating (Paay et al. 2018).
Within any realm of play, from offline chess to World of Warcraft, general etiquettes
are anticipated. However, the boundaries of what we consider acceptable are
constantly challenged by the new possibilities that emerging technologies offer
(e.g., moderating voice-based communities or virtual reality (Jiang, Kiene, et al.

2019; Blackwell et al. 2019)).

Unauthorised modding While cheating is the most common term used to refer
to a rule-breaking action, there are other terms that can refer to it as well, which
vary across games and situational contexts. The authors of this work are aware that
there can be a lot of sensitivity around associating some of these terms with cheating.

Sharing similar characteristics with ‘cheats’ (i.e., cheat software) are ‘mods’ (i.e.,
modifications) which alter the contents of an original video game. They operate
on top of an existing game, and enable a player (or a ‘modder’) to modify the
features from the original design, such as adding new features or addressing bugs
(Poretski & Arazy 2017; Sotamaa 2010). The term ‘mods’ is sometimes used
interchangeably with ‘cheats’ but this is not to be confused with approved mods
which the players can use with full endorsement by the game companies. In the
latter case, mods use methods that game developers approve, while cheats can
produce similar results through methods that have not been vetted or approved
by developers. Unlike cheating, using game mods can be considered to add replay
value to games (Scacchi 2011). As a result, mods are sometimes tolerated and

even supported by the game companies, as seen with DotA Allstars (a mod from

Warcraft 3) and Counter-Strike (a mod from Half-Life).



2. Game Cheating: A Literature Review 23

Action | Typology Literature

- Common vectors of cheating
(Yan & Randell 2009; Pritchard 2000)
- Characteristics of popular cheats
(Consalvo 2007; Yan & Randell 2005b)
- Controversial play behaviours
(Linderoth & Mortensen 2015)
- Anti-social and oppositional play behaviours
(Meades 2015b)

Categories - Unsportsmanlike behaviour

Cheating | and methods | (Ipwin & Naweed 2018)
- Reasons for cheating (Doherty et al. 2014)
- Motivations of cheating in multiplayer games
(Ribbens et al. 2011)
- Intention to cheat (R. Sharma et al. 2021)
- Motivations of cheating in mobile AR games
(Paay et al. 2018)
- Rationalising process for cheating
(V. Chen & Ong 2018)
- Socio-cognitive environments that enable cheating
(Wu & V. Chen 2013)
Motivation - Emotional and psychological benefits of cheating in
single-player games (Passmore et al. 2020)
- Characteristics of popular mods in forums
(Dey et al. 2016; D. Lee, Lin, et al. 2020)
Categories - Characteristics of Minecraft mods
Modding

and methods | (D, Lee, Rajbahadur, et al. 2020)

Motivation - Incentives and practices (Sotamaa 2010; Poor 2014)

Table 2.1: An overview of the literature on taxonomies of cheating and modding.

2.1.2 Single-player and multiplayer games

In multiplayer games, a consensus among the players is that gaining an unfair
advantage over other players should not be tolerated. This view arises from the value
placed on meritocratic achievements, as indicated by features such as leaderboards
or rare in-game items, around which the gameplay is originally designed. Kimppa

and Bisset consider cheating a form of moral offence and discuss the issues arising
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from cheating (Kimppa & Bissett 2005). The three points they make on the moral
offence are 1) pursuing one’s happiness at the cost of another’s ability to pursue
their happiness, 2) seeing others solely as a means to one’s own satisfaction rather
than a subject to play with on a fair ground, and 3) eroding the intended play
value of a game through the harms of cheating. These all highlight how cheaters’
actions come at the expense of other stakeholders.

Passmore et al. (2020) explored the beliefs and experiences of cheating in
single-player games, and found that unlike in multiplayer settings, the players
openly endorse the activity, as a way to relieve stress and exercise agency over
their needs. The concept of harm is also inherently different between single-player
and multiplayer games. A previous study has found that players frequently decide
whether an activity is noteworthy of reporting or not based on the existence of
harm (Beres et al. 2021). This is common in the context of single-player games
where there are no other competing players to directly harm, though many game
developers claim how it still affects them (HCJ 2020; Zwiezen 2021).

In recent years, the game industry has witnessed the line between many single-
player and multiplayer game brands blur over time, as much of the mechanics in
the latter carry over to the former. For instance, developers have introduced a mod
to enable players in Grand Theft Auto V to complete missions with friends and
use mods without being banned. Likewise, FromSoft’s Flden Ring adopted a co-op
mod a few months after the release of the game, enabling multiple players to team
up for combats and share the progression in the game. Such changes suggest that
drawing a clear distinction between the player modes is not as clear-cut in practice
as it once was (Consalvo 2007). The affordances of networked technologies and
access to new variants of mods in external platforms imply that game designs are

subject to change over time to better suit the interests of the players.

2.1.3 Common methods of cheating

In practice, unauthorised cheating techniques can be divided into two categories:

those that manipulate the internal mechanics of a game and those that employ
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external mechanics to influence gameplay. This thesis covers both aspects of
cheating to an extent which we elaborate in this section. However, the forms of
cheat software discussed in the following empirical chapters frequently refer to
external variants, which are typically provided by third-party vendors. This reflects
a distinct community preference for technically dedicated cheat tools over casual

or spontaneous tactics in modern-day competitive gaming.

Internal mechanics

Among those that manipulate the internal mechanics of games, our focus is
particularly on the exploitation of bugs and glitches as a means to illegitimately
acquire resources. This also encompasses the misplacement of objects within the
game environment, imposing nuisances or unwarranted obstacles upon the opponents.
Such actions not only disrupt the integrity of the game but also place opponents
at a competitive disadvantage, undermining the intended fairness and dynamics of
the play experience. Some may exploit network lagging in games as well. Lagging
occurs when the data stream between one or more players is delayed or interrupted,
causing motion to stutter and making the player appear to be moving erratically.
These can be deliberately triggered in an online game to prevent the player from
being eliminated, and instead making it seem as if they are teleporting or have
become invisible to their opponents.

Certain tactics might be perceived as manipulative strategies rather than outright
cheating. These tactics utilise mechanics permitted within the game, albeit in an
arguably unsportsmanlike manner (Irwin & Naweed 2018). Examples include
manipulating actions, resources or abilities to maximise rewards. Practices such
as kill stealing—where a player takes credit for an opponent’s defeat significantly
contributed by another player—and ninja looting—unfairly taking loot from a
defeated player—are examples of such tactics. These actions, while controversial,
are not considered cheating within the context of this thesis, as they do not

fundamentally violate the established rules of the game.
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External mechanics

External mechanics constitute the primary focus of the cheat types examined in the
empirical studies of this thesis. This category includes the use of third-party—or
sometimes self-created—software and hardware to enhance performance or access
features that are otherwise restricted. The most common examples of cheating
through external mechanics include aimbots and triggerbots. Aimbot is a common
program used in FPS games that lets the player shoot at in-game opponents without
putting conscious effort into aiming their weapons. It operates by using the player’s
system to gather information about others, determining the positions of opponents
relative to the player, and then automatically targeting them, even when they are
supposedly not visible from the player’s perspective. Some aimbots have intentional
defects built into them to conceal their use from others, and are often used in
combination with triggerbots. Triggerbots are more subtle than aimbots and are
sometimes more challenging to identify whether they are being used. When a
triggerbot is activated, the player can have their crosshair over the target, and let
the bot entirely handle when and how the weapon is fired, while the player entirely
controls the mouse movement. Triggerbots can also be enabled with flaws or can be
manually toggled on and off to conceal their use. Some cheats, such as maphacks,
can boost the visual effects to enhance a player’s situational awareness, and can
also be used to reveal the location of opponents or hidden items nearby.

In the context of CS:GO within this thesis, our empirical research shed light on a
few cheat software that stand out due to their prominence in the market. This insight
is derived from the interviews and prior background research. Skeet (also recognised
as Gamesense), Neverlose, Onetap, Aimware are some of the well-known brands in
this domain at the time of this writing, each backed by their own customer support
and subcommunities. Products from these brands offer a broad spectrum of cheating
capabilities, such as aimbots, wallhacks, and extra-sensory perception, among others.

While these tools share the goal of providing players with unfair advantages, they
differ in their reputations, features, and accessibility to users. Skeet, for instance,

is celebrated for its exclusivity within the cheating community, being accessible
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only by invitation. This exclusivity contributes to its desirability, attributed to
both the prestige it carries and the effectiveness in avoiding detection by anti-cheat
systems. Aimware, on the other hand, is recognised for its wider availability and
the reliability it has established over the years. It supports a variety of games,
not just CS:GO, and offers extensive customisation options to accommodate a
broad spectrum of cheating preferences.

Applying these cheats typically involves loading a Lua script, accessed through
the game console or a built-in editor within the cheat software. By launching the
game with administrator privileges and opting to load the module, players can
activate a range of customisable features, enabling them to adapt their cheating tools
to fit their specific play styles. Even those with limited programming knowledge can
access these cheats, provided they are content with using the features as they are,
without extensive personal customisation. The perceived risk of being detected and
the ease of use for these cheat tools would vary depending on player preferences.

Notably, being banned from CS:GO for cheating does not restrict access to
the cheat software itself, permitting users to reapply these cheats with new game
accounts. Therefore, while the cheat software is non-transferable and tied to the
original purchaser, it enables continuous usage across different gaming accounts.

In the context of unauthorised modding in GTA V Online, a popular online
multiplayer action-adventure game, notable names include 27akel and Kiddions,
at the time of writing. These platforms provide various features such as mod
menus, which are user interfaces within the game that allow players to apply
modifications. In-game mechanics can be modified to provide benefits such as
unlimited ammunition, immunity from damage, instant vehicle spawning, or even
changes to non-player character behaviour. They can also be used to maliciously
crash others’ game servers, disrupting the online gaming experience for other players.

These examples illuminate the broad spectrum of options available to individuals
inclined towards cheating in online games. This section offers merely a preliminary
overview of the domain of game cheating software. Numerous additional tools

exist beyond the examples discussed here.
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Furthermore, it is also important to recognise the types of cheats that, while not
directly facilitating progress or enhancing performance, are nonetheless prohibited
due to their aesthetic and social value. Such cheats are coveted by players not for
their utility in advancing within the game but for the prestige and distinction they
offer. For example, the acquisition of rare skins serves as a signal of a player’s
dedication to the game. Although they do not directly influence gameplay abilities,
the rarity and the inherent difficulty of obtaining these items can sometimes help
mitigate suspicions of cheating. In this thesis, we do not include such aesthetic
modifications as part of the scope of cheating, since they do not inherently place

opponents at a competitive disadvantage.

2.2 The Players

The existing body of research thoroughly examines the motivations and perceptions
of players who cheat in online games, primarily relying on qualitative methods. A
recurring theme in various case studies is that cheating allows players to advance
through the ranks more quickly, enabling them to achieve victory without the usual
investment of time and effort (Consalvo 2007; Kiicklich 2008). Encountering what
they perceive as an unfair level of difficulty or periods of boredom can also increase a
player’s desire to progress through unconventional means. It has been observed that
repetitive or familiar versions of games can incentivise players to resort to cheats
to access new and unexplored game content or introduce alterations. Discovering
hidden aspects or technical limitations in games can evoke positive experiences
(Paay et al. 2018), while cheating by leveraging these elements can add an extra
layer of enjoyment to an already pleasurable gaming experience (Consalvo 2007).

There are also social incentives for cheating, as it enables players to feel more
in control within the game or over their opponents (Grodal 2000). Once a player
has advanced through the different ranks, they can enter ‘god’ mode, which is
considered the highest rank in games. In god mode, a player gains the ability
to oversee the whole game, extending the boundaries of gameplay for further

entertainment. There is a sense of pride that comes together with appearing to
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be extremely skilled or omnipotent while dominating other players (N. Yee 2006a).
Instead of viewing oneself as a cheater, a player only acknowledges that they are
far superior to the rest of the other players without the same advantage. Such
players might derive pleasure by abusing their power to literally “crush” (Pritchard
2000) or distress others (Rubin & Camm 2013).

Players may also cheat when the likelihood of getting caught is low. Game
scholars have pointed to the role of identity (Sicart 2011) to explain the discrepancy
of norms perceived within the virtual gaming environment and the real world. Chen
and Wu (2015) argued that virtual and anonymous identities that users adopt in
game platforms create an illusion that the repercussions of cheating will not be as
bad online, thus making it more likely for players to attempt cheating. Their study
showed that the likelihood of cheating increases with player exposure to strangers.
This suggests that the transient nature of perceived player identity and the virtual
environment can influence cheaters to rationalise their actions.

Novice or less skilled players can also use cheats to level the playing field,
particularly useful in game servers predominantly occupied by cheating players.
This was observed not only in online games (Consalvo 2007) but also in augmented
reality games (Paay et al. 2018), where players cheated to keep up with others and
to avoid feeling disadvantaged. There are other less-known reasons for cheating,
such as addressing a technical issue, having emotional responses (e.g., being angry
or happy) and keeping up one’s “appearances” (Doherty et al. 2014). Keeping up
with one’s appearance and gaining status seemingly does not have direct connection
with a player’s play capability but may influence one’s standing in a social network
as perceived by other players.

More recent studies have incorporated socio-cognitive angles, beyond one’s
immediate motivations, to explain the circumstances that enable players to cheat.
Dumitrica (2011) claims that when cheating is rampant, social values are used
to justify the acts of cheating. Wu and Chen (2013) further demonstrate that
cheating behaviour is influenced by the interplay of external and self-generated

factors, which include the social environment, attitude and outcome evaluations.
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Based on a series of focus groups with cheating players, Chen and Ong (2018)
find that players “actively create and negotiate new meanings” of game cheating,
and that this state of value creation is constantly in “flux”. Their findings further
support the idea that cheating players believe in the “freedom to interpret their
gameplay experiences” without being bound by rules. Even when the boundaries are
well-defined, employing coercive measures to deter cheating may have unintended
consequences, leading players to cheat even more as a psychological response to
such pressure. This phenomenon has been demonstrated in offline contexts as well
(Brehm 1966). Overall, these observations suggest that a player who feels “pressured
to accept a certain view or attitude” and perceives a direct threat to their freedom

is likely to push back against such expectations (L. Wang et al. 2019).

2.3 The Community

Subcultures in games demonstrate how users with seemingly similar interests
can develop unique values that diverge from the core gaming community. This
phenomenon is observed in various communities, including influencers (M. R.
Johnson & Woodcock 2019), civic action (Dishon & Kafai 2022), modding (Poor
2014), and cosplay (Winge 2006). Game cheating represents a niche within the
broader gaming community that academia has largely overlooked. Research indicates
that social connections within gaming communities play a crucial role in how players
justify their cheating behaviours (Ribbens et al. 2011). Despite the risks of being
ostracised in the wider social network, players tend to cheat if it is normalised by
their immediate peers, with whom they collectively establish the rules of play and
acceptable norms (V. Chen & Ong 2018; Blackburn et al. 2012).

The structure and unity of these social groups may be somewhat nebulous, yet
there is substantial evidence pointing to distinct communities exerting influence
over cheating behaviours. These communities demonstrate how players congregate
beyond the oversight of game publishers to refine their cheating techniques (Pontiroli
2019; Karkallis et al. 2021). Security experts have observed that platforms dedicated

to cheating serve as hubs for a variety of activities outside the game, such as
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group discussions, messaging, and commerce (Pontiroli 2019; Kaspersky 2021).
Notably, online marketplaces and forums have emerged as common spaces that
reflect a keen interest in game cheating. These platforms often include specialised
sections dedicated to specific cheating tools, highlighting the vibrant subculture
surrounding cheating in gaming.

It is also common to find companies that operate entirely on their own, without
relying on online communities or existing platforms, as they develop their own
cheat products and provide related services (Pontiroli 2019; Maiberg 2014). These
products and services are often promoted through dedicated channels, advertised
through public search engines and discussion forums (Activision Blizzard 2021).
In 2016, Easy Anti-Cheat engineers estimated the game cheating industry to be
worth approximately US$100 million (Steamworks 2016). These recent observations
highlight the rapidly evolving landscape of cheating, challenging the idea that
cheating is solely the result of individual actions.

The study of game cheating communities can be situated within the field of
CSCW, which examines online community management and collaborative work.
Previous research on the formation of online communities suggests that game
cheating communities emerge from a shared interest in overcoming specific challenges
(e.g., countering anti-cheat measures) or attracting like-minded users. The concept
of a cheating community may appear paradoxical, as its success hinges on exploiting
opponents who adhere to the rules of the game. Nevertheless, existing studies
have shown that players engage in games to accumulate resources, skills, and
social connections (Consalvo 2007). This phenomenon can also be applicable in
the context of cheating with socially playful motives but there remains a need for

further understanding of what these motives entail.

2.3.1 Scoping the gaming environment

Defining the scope of online communities in online games has been challenging
due to the diverse range of platforms and contexts available in the industry. Some

researchers caution against considering a single server as a representative of a
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specific “world” within the game, as these servers are intertwined with other social
worlds, and their boundaries are constantly changing and unclear (Lehdonvirta
2010). According to Bartle in his book Designing Virtual Worlds (2003), a virtual
world is a place “where imaginary meets the real world”, suggesting that it requires
both the online narrative and the physical individual. The most classic reference
to the spatial concept of online games is the magic circle—a concept coined by
Salen and Zimmerman (2003) and originally inspired by Johan Huizinga (1944) in
his book Homo Ludens. A magic circle is a “space in which the normal rules and
reality of the world are suspended and replaced by the artificial reality of a game
world” (Linser et al. 2008). Here, certain actions considered morally questionable in
other offline contexts may be tolerated as they occur within a virtual environment.

Building on the concept of the magic circle, Zwart (2009; 2014) explored
games under the scope of governance: players come to gain their “own negotiated
understanding of the world with which they are engaged” which is influenced by their
“gaming experiences and investment in the game world” (Zwart 2009). Pargman
and Jakobsson (2008) suggest adopting the idea of “frames-within-frames” when
clarifying conceptual boundaries in a gaming environment. They claim that the
“boundaries between the different frames are permeable and it is possible [...] to
move between them effortlessly”. They interpret the mental process of a player

turning to cheat as a product of framing:

What is a player doing when they are cheating in a game? [...] Where
am [ in relation to the magic circle when I begin to feel increasingly
frustrated over being stuck in a game? [...] Am I connecting the inside
of the circle to the outside? Short circuiting the circle? [...] Our answer
as to what is happening is that I switch from the character frame (‘I
can’t kill the boss’) to the player/ game frame (‘I have to find a game
walkthrough’) to the person/ ordinary-life frame (‘I have to open up my
web browser’) and then back again after having found the answer.

The conversation surrounding boundaries suggests acknowledging the fundamental
dichotomy between the real and virtual worlds. Some researchers have argued that
virtual versions should stand in their own right as independent entities, instead

of representing the real world (Lehdonvirta 2010). This view was agreed upon
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by some even before the days of social media platforms (B. Brown & M. Bell
2004). More recently, Hamilton and colleagues (2014) expanded upon the magic
circle angle on game streamers to claim that “streams afford their own special
space somewhere outside that of the game’s, and still separate from the rest of
the world”. This suggests that online social platforms can facilitate the creation of
new spaces for diverse interactions and activities that are related to, yet distinct

from, actual game environments.

2.4 Public Attitudes Towards Cheating

External stakeholders can substantially influence the public discourse on cheating
despite not being directly involved in gameplay. Their perceptions of cheating are
often shaped by personal understanding and interpretation rather than objective
facts, highlighting the subjective nature of their viewpoints. Considering these
perspectives can offer insights into how cheating is portrayed in public, industry,
and academia, thereby helping to identify potential research gaps. In the following,
we first explore the common views on cheating and then review actions taken by

game publishers to address the issue.

2.4.1 Contrasting views

Arguments against cheating. Cheating is commonly regarded as an unaccept-
able form of behaviour in public settings that undermines the integrity of a product
or an organisation. This is especially pertinent in competitive sports, including
traditional and gaming contexts, where individuals have often attempted to bend
or break rules to gain an advantage. In online games, even professional players have
been caught attempting to gain an unfair advantage, compromising the integrity
of the competition (BBC 2020). While cheating is penalised according to the
explicit rules set by game organisers, it carries deeper implications related to the
fundamental morality and ethics of sportsmanship.

According to Caillois in Man, Play, and Games (2001), games in which the
players do not abide by the rules defeat the purpose of playing the game. He
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summarises: “The game has no other but an intrinsic meaning. [...] Its rules are
imperative and absolute, beyond discussion. There is no reason for their being
as they are, rather than otherwise. Whoever does not accept them as such must
deem them manifest folly”. Kimppa and Bisset (2005) consider cheating a moral
offence, and they align their perspective with three ethical viewpoints: 1) cheating
pursues one’s happiness at the cost of another player’s ability to pursue their
own, 2) cheating treats other players as means to one’s satisfaction rather than
as ends in themselves (i.e., as facilitators of cheating rather than as subjects to
play against), and 3) cheating threatens to undermine the intended play value of
a game. Their analysis sheds light on how cheaters’ deliberate actions violate the
rights of various stakeholders in games, including developers' (U.S. District Court
2021; U.S. District Court 2016; U.S. District Court 2017).

Cheating influences the virtual world of gaming by disrupting its foundational
principles and diminishing the gameplay experience for players who follow the
rules. It devalues the items or abilities legitimately acquired, as cheating allows
others to gain an unfair advantage, distorting the original scarcity value of in-game
assets on the platform. Thus, players who are continuously disadvantaged and
feel that the problems are not addressed will withdraw from the game as a result
(Trdeto 2018). This has a direct negative impact on the success, reputation, and
revenue of the game providers.

Some game developers argue that manipulating game mechanics can undermine
their creative value, disrupting their professional morale and dedication (Davis
& Price 2008). As a result, cheating also involves its own share of legal issues,
including unauthorised copyright infringements and violations of laws pertaining
to digital rights management (U.S. District Court 2010; U.S. District Court 2016;
U.S. District Court 1998). The legal cases in the past have varied from tutorials
in cheating (BBC 2017) and in-game financial trading (Pasick 2007) to virtual
property theft (Cavalli 2008), among others. The activities all share the common

characteristic of occurring outside the controlled environment of a game publisher.

'However, due to the complex and confidential nature of company data, researchers cannot
independently verify the reported financial impacts.
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In certain countries, cheating in online games is considered illegal, and previously

offenders have been subject to jail time of up to 5 years (Humphries 2016).

Arguments for cheating. Scholars have also highlighted the positive aspects
of cheating in games. Consalvo (2005) emphasised how cheating can be a means
of sharing experiences with others facing different challenges in the game through
guides and walkthroughs, creating a more meaningful experience beyond simply
following instructions. The argument is inspired by the game designer Scott Miller
(2004), who claimed that difficulties faced in online games by players are the fault of
the design, not the player and their supposed lack of competency. Thus, experienced
players who possess technical skills can derive more enjoyment in games geared
towards novices (Dumitrica 2011), granting them greater control over their specific
areas of interest. The historical use of cheat codes also highlights a positive aspect
of cheating in games. In the past, game developers intentionally incorporated
cheat codes—sometimes referred to as Easter eggs—to enhance accessibility and
entertainment value for players (Consalvo 2009). These cheat codes were first
introduced in 1985 when a developer at Konami inserted additional codes to
ease debugging as the game was initially too challenging for them. The game’s
unexpected release with the code intact resulted in its widespread popularity, and
the company embraced the positive response by officially endorsing the cheat code
as a feature. This comes to demonstrate how certain forms of cheating can enhance
the overall gaming experience for players.

Furthermore, cheating can serve an altruistic purpose, empowering disabled
individuals to play games at their own pace and enjoy the experience. As exemplified
by Eric Heijnen, the creator of a renowned application Cheat Engine, the “favorite
feature seems to be the speedhack so they can slow down the game at key points
so they have time to react” (Silverberg 2020).

Game cheating can also provide a space for honing creative problem-solving
skills, without facing the ethical consequences of real life (Hamlen & Blumberg

2015). It can spur innovation by encouraging players to customise the mechanics to
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better suit their needs. When tolerated by game providers, such practices can, as
one scholar noted, “transcend the category of cheating” to become “an art form”
and even a form of “civil engineering” (Dibbell 2007). A similar concept is modding,
which changes a game mechanic by using tools or ‘mods’ not originally part of the
game for fixing bugs or building on limited content (Poor 2014). Mods of some
of the most popular games on the market today were once derivatives of existing
games, which comes to show how they can be executed and even commercialised in
harmony with game developers (Donnelly 2016; Curtis et al. 2022). Thus, as online
games ultimately aim to provide positive experiences, one can argue that both
cheating and modding should be justified for conveying the fun that the publisher
has failed to deliver in practice. This is reflected in some players’ views, arguing
that cheating indicates one’s “freedom” to play and pleasure (L. Wang et al. 2019).
Certain scholars in related domains also support this perspective, drawing parallels
to the controversial debate over the use of drugs in physical sports. Savulescu et
al. (2004) question whether the use of drugs truly violates the “spirit of sport”,
which encompasses values such as entertainment and teamwork. They argue that
the rules limit the potentially creative capacities of athletes and suggest that if
drug use were allowed, it would technically still constitute a “good” sport, albeit
being classified as a different type of sport.

In their investigation of online fitness games, Gal-Oz and Zuckerman (2015)
argue that cheating could be viewed as acceptable if it provides transferable benefits.
Cheating, in this context, can offer opportunities for amateur users to enhance
their programming skills and knowledge of computer systems. The process of
creating stealthy cheat tools often requires an understanding of computer resources,
prompting users to delve into the low-level architecture and explore ways to reverse-
engineer systems. For minors who cheat in games, the technical knowledge gained
through this process could be valuable for their future career prospects, particularly
in fields such as cyber security. This aligns with the perspective of the UK National

Crime Agency (NCA), which emphasises educating minors to make ethical choices,
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and underscores the potential benefits of directing their interest in cheating towards

legal avenues (NCCU 2017).

2.4.2 Anti-cheating

To deter cheating on the platforms, game companies have long contemplated ways
to keep other players satisfied. The term ‘anti-cheating’ refers to the implementation
of measures by game companies to mitigate cheating behaviours within their games.
Oftentimes, anti-cheat software is embedded in games as a way to seamlessly keep out
cheating attempts while preserving the play experience. Game companies have been
seen engaging in collaborations with independent entities specialising in anti-cheating
software (e.g., Easy Anti-Cheat and BattlEye) or cyber security services (Kaspersky
2021). There has also been a notable surge in security research of cheating within
academia in the form of malware analysis (Karkallis et al. 2021), analysis of attack
infrastructure (Karami & McCoy 2013), and threat modelling (G. Yee et al. 2006).

Anti-cheat software traditionally works in user mode by analysing files containing
the codes, and scanning the client memory. They also actively collect in-game user
reports from the game itself. Companies have invested in software and protection of
the memory data and network, as well as behaviour analysis of the players to detect
anomalies to discern whether a player is a bot or not. More recently, anti-cheat
development has focused more on kernel drivers, which contain code that can access
all resources on the computer at a higher privilege level (St. John & Guigo 2015;
Noguera 2019). However, these initiatives come with their own set of problems,
raising alarms over false positives and privacy violations. These concerns are further
compounded by the fundamental weakness that such solutions are implemented
on systems where the attacker has full control (Park et al. 2020).

It is worth noting that, even without cheating in question, online games have
been subject to various security threats. In 2011, Kaspersky (2008) reported that
East Asian countries popular for online games are attractive targets for virus writers,
as cheating players from these regions often lack interest in the origins of their

acquired cheat software, focusing instead on their functionality. This indifference
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fosters an environment conducive to malicious activities, encouraging unauthorised
users to develop codes that can compromise and exploit the online assets of others.
Security researchers have also found that the “overwhelming” majority of websites
targeted by on-demand DDoS services were either game servers or forums, revealing
that many were advertised as “network stress testing services” to maintain a facade
of legitimacy (Karami & McCoy 2013).

Beyond technical approaches, anti-cheat teams are increasingly recognising the
importance of community engagement to understand the broader spectrum of
cheating. Phillip Koskinas, a former cheat developer who is now an anti-cheat lead

at Riot Games, shared at a recent panel talk (2021):

“I like what you said about community. Because that’s something a
lot of people miss—that cheaters are barely passionate. Like they are
players too. You can try to remove them from the ecosystem but they
are [still] players [...]. They're very passionate about the space and they
are willing to work together. They’re not gonna give up just because of
a couple of bans, especially when their friends continue to be motivated
to do it [...]. It’s like an opposing team. It’s not just one person you're
trying to deter. They work together in similar ways we do”.

While some industry reports have highlighted the proactive role of online
communities in cheating (Pontiroli 2019), it is only of late that academic researchers
have started to leverage online forums to gain insights into the threats and risks
tied to the tools found within these platforms.

Previous research has explored the use of game cheating forums as data sources
for developing machine learning classifiers capable of identifying malicious tools
that access victim processes (Karkallis et al. 2021), as well as leveraging forum
discussions and user reports to evaluate the effectiveness of aimbot detectors (Liu
et al. 2017). Despite these initiatives, the body of research in this domain remains
limited, highlighting the need for further research to advance our understanding.

Once cheating is detected, gaming platforms typically impose penalties such
as warnings and bans on the implicated players. However, some companies are
exploring alternatives to these measures. For example, Activision has implemented

a new measure designed to empower players who follow the rules by granting them a
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mode of enhanced capabilities, thereby neutralising the cheater’s ability to directly
harm others (Ricochet 2022). Company reports indicating a decline in instances of
cheating since the rollout demonstrate that reducing the value of advantages gained

through cheating is indeed an effective way to discourage the behaviour.

2.5 Research Gaps and Opportunities

Following a comprehensive review of the existing work on game cheating, we
are now able to identify gaps and opportunities for future research in this field.
Most of the available research on cheating is predominantly tied to the individual
perspective, exploring aspects such as the motivations of cheaters and victims.
This approach has provided insights into how certain players, particularly those
experiencing struggle or boredom, might succumb to the allure of the easy rewards
that cheating provides. Although such cases have enhanced our understanding
of the dynamics of cheating, the scope remains predominantly confined to the
gaming environment, particularly given the external platforms often recognised by
the anti-cheating sector. Preliminary investigations into cheating forums reveal
that cheating strategies have evolved in intriguing ways, extending far beyond
the confines of gaming platforms. Meanwhile, their potential social ramifications
remain largely underexplored in academia.

When starting the investigation as an external observer with limited information,
adopting a pre-established theory of governance can be valuable for exploring
online communities, as it provides a reliable framework for understanding how
organising structures collaborate towards shared goals (Ostrom 1990; Kooiman
2003). Approaches grounded in community perspectives, such as those surveying
dedicated discussion forums and chat groups, have proven effective in revealing
insights into the fundamental practices and values, indicating their usefulness in
examining contexts of cheating. We therefore conclude that a community-based
study of cheating can yield valuable insights, revealing social repercussions that
reach beyond the gaming industry itself. This insight is key for pinpointing areas

requiring intervention and determining which sectors should take a more active role.
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Our research into the cheating community begins by employing an integrated
methodological approach aptly aligned with the exploratory nature of this investi-
gation (Section 3.2.2). The findings are subsequently organised to highlight their
relationships, as follows: First, we explore the social values tied to cheating in
games to spotlight their fundamental role in spurring meaningful social interactions
(Chapter 4). Second, we delve into the community roles and conditions that
foster dedicated involvement and value creation related to cheating (Chapter 5).
Building on these insights, we examine how the relevant resources and networks
are governed, especially in the face of external threats that counteract their efforts
to cheat (Chapter 6). Through this inquiry, we gain a clearer perspective on
the development of cheating as a community-driven phenomenon beyond the
conventional boundaries of gaming (Section 7.4). Finally, this insight is applied to
identify critical areas requiring attention by the authorities and industry players,

and to propose recommended interventions for these areas (Section 7.6-7.7).

2.5.1 Further considerations: contextualising the relevance
of cyber security

There is an additional dimension to cheating that warrants consideration together
with the community aspect. The literature from both industry and academia
highlights the distinct role of cyber security in many of the mechanisms that
underpin cheating. Existing anti-cheating strategies mirror typical cyber security
defence procedures, aimed at deterring the malware-like nature of the software
attempting to undermine the core gaming infrastructures. Integrating these factors
into community dynamics invites questions about the ramifications of fostering
such capabilities within a space without external oversight.

Within the context of our community-focused investigation, we address this
knowledge gap by: 1) identifying the diverse activities and roles within the cheating
ecosystem, highlighting those that carry particularly serious legal implications, and
2) offering guidance on suitable interventions designed to mitigate the harmful

impact on individuals, and protecting those who become victims as a result of these
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practices (see Sections 5.5.1 and 7.6, respectively). Furthermore, in Section 8.3,
we outline the two spin-off studies that emerged from our research findings: 1) an
in-depth examination of the cyber threats used to facilitate toxic behaviours within
cheating communities, and 2) an exploration of the conceptual parallels between

cheating and cybercrime (see Sections 8.3.1 and 8.3.2, respectively).

2.6 Summary

Research on cheating in games has historically focused on individual factors, such
as player motivations, in isolation from the broader social dynamics. This literature
review reveals diverse and often conflicting perspectives on cheating, revealing a
lack of consensus on how it should be conceptualised. These diverging perspectives,
coupled with an incomplete understanding of how cheating manifests in practice,
contribute to an ongoing ambiguity about the true nature of game cheating. Studies
of online communities suggest that adopting a community-centric rather than
an individual perspective can yield valuable insights into nuanced player values
and practices that might otherwise be overlooked. Building on this insight, this
thesis explores the community dimensions of cheating to better understand its

social foundations and implications.
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This chapter outlines the strategy used to achieve the objectives of the research.
We first outline the research philosophy and approach for undertaking the studies in
the thesis, then present the methods for data collection and analysis. This chapter
corresponds to the Methodology sections in Chapter 4, 5, 6, and 7.

For clarity, this thesis uses the singular ‘they’ pronoun to refer to research
participants to avoid gender-specific language. Additionally, the terms ‘interviewer’,
‘author’; and ‘researcher’ are used interchangeably to refer to the same thesis author,

with the specific term chosen according to the context.

3.1 Research Philosophy

Research philosophy underpins the foundational assumptions about a research topic,
and is instrumental in shaping the choice of methodology (Holden & Lynch 2004).
The two prevalent perspectives adopted in research are ontology, which delves
into the nature of what exists, and epistemology, which focuses on the nature of
what can be known (Guba & Lincoln 1994).

In ontological research, the foundational understanding of the existence of a given
object directly shapes the structure of the data. There are two stances to consider
in ontology: objectivism and constructivism. Objectivists claim phenomena and
their meanings exist beyond individual perceptions, alluding to a singular, objective
reality (Rand 1964). On the other hand, constructivists believe that meanings
are co-created and interpreted by individuals, asserting that truth is inherently
subjective (Harlow et al. 2007). When we speak of constructivist research, it
typically leans on qualitative methods, such as interviews and ethnographic studies.
Here, participants are not simply passive subjects to be observed but those who
evolve and influence the research process. Together with the researcher’s existing
knowledge, these experiences and observations are interpreted to forge new insights.

In a domain where academic literature is sparse and clouded by moral debates

over the very essence of cheating, the ontological perspective is not just relevant but
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essential in grasping the fundamental complexities inherent to game cheating. By
adopting a constructivist stance, we can delve deeper into the variant interpretations
and meanings ascribed by individuals within the cheating community, enabling a

richer understanding of the socio-cultural dynamics that underpin cheating.

3.2 Research Approach
3.2.1 Qualitative research

Qualitative research offers a way to capture the nuanced details of social inter-
actions, encompassing concepts, perceptions, and lived experiences, in line with
the objective of this research (Flick 1999). While quantitative strategies can also
yield substantial insights, particularly from vast online datasets, the current stage
of the inquiry deemed it premature to formulate a precise hypothesis suitable for
quantitative testing. Employing this approach at this stage might inadvertently lead
to confirmation biases against game cheating or overlook critical considerations. In
the initial phase of the research, we assessed various data collection techniques, such
as scraping public forums and using computational simulation models, for potential
quantitative studies. However, we identified significant uncertainties regarding the
nature and accessibility of these communities. Given these uncertainties and the
intricacies inherent surrounding game cheating, we found the qualitative approach
most fitting for this foundational research. This approach can form the groundwork

for a potentially larger-scale quantitative study in the future (Tashakkori et al. 1998).

3.2.2 Abductive reasoning in exploratory research

Exploratory research is instrumental in identifying new phenomena, and illumi-
nating previously uncharted territories. In areas with limited prior knowledge,
this approach offers invaluable preliminary insights that set the stage for more
targeted investigations. The thesis adopts an abductive approach to align with this
exploratory nature, as reflected in the central research question (“How are game
cheating communities established, reinforced, and governed?”). While the primary

focus of the question is on understanding the processes and structures behind these
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communities, it also embraces a descriptive nature through its implicit question of
‘what’ or ‘in what ways’, to gain a more rich and holistic description of the dynamics
that define these communities. Qualitative research with an exploratory angle is
commonly associated with inductive reasoning as it first invites observations and
interpretations as a basis for broader themes. Yet, it is important to recognise
that other approaches can influence research outcomes, particularly when seeking
richer descriptive insights to aid the exploration process.

Abductive reasoning resonates with the idea that qualitative work involves an
ongoing reflection of the data against different theories to enrich and develop the
research questions further. The view was introduced by philosopher C. S. Peirce
(1934, 1932), who initially applied the theory of inference to support the development
of grounded theory. Over the years, the approach has been more widely applied to
facilitate academic inquiries in fields that are socially complex or underexplored,
as it guides scholars with a framework that encourages deeper exploration of the
observed phenomena (G. Thomas 2010; Yin 1999; Timmermans & Tavory 2012).
While the deductive approach emphasises theory verification and the inductive
approach focuses on theory construction, abduction offers an alternative mode of
reasoning (Haig 2018). In this approach, hypotheses emerge from specific inferences,
either suggesting the potential for a new theory or refining an existing one to provide
the most plausible explanation for a set of observations (Kovacs & Spens 2005).

The abductive reasoning approach we adopted is illustrated through the following
steps. Figure 3.1 offers a schematic representation of these steps.

1. The guiding elements from the preliminary pilot study combined with the

existing literature were used to explore suitable frameworks that could be

used to establish the preliminary research question.

2. We adopted governance as an initial theoretical framework to explore and
gather foundational insights about cheating communities (Chapter 6). Os-
trom’s commons management principles were chosen as the initial theoretical
framework due to their extensive record of application across various academic

works in both online and offline community resource management. The
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Figure 3.1: An overview of the steps employed using abductive reasoning.

theoretical propositions put forward by our initial framework informed the
study design, serving as guiding principles, rather than tools for theory
verification. The initial observations concentrated on aligning with themes
intrinsic to the theory: 1) shared resource, 2) authority, 3) rules enforcement,
and 4) communication and interaction. We were simultaneously open to
emergent themes and any unforeseen patterns deviating from this anticipated

path.
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3. We arranged the predefined themes alongside the emergent codes (e.g., labelling
‘platform types’ as a distinct form of code that does not fall under the
governance themes outlined in the codebook). Both the raw data and
the codes were iteratively reviewed to refine the overall organisation. The
resulting codes are presented in Section 6.3.2. Upon completing the analysis
underpinned by the governance framework, plausible inferences were drawn
from the emergent codes (e.g., platforms significantly impact how users engage
with cheating communities, with each providing distinct features, such as
opportunities for learning new tactics or becoming part of an exclusive social
circle). Upon background reviews into the abstract concepts underlying these
emergent ideas, existing theoretical frameworks were illuminated, offering
potential explanations for the phenomena observed: 1) participatory culture
for communities of practice, and 2) play experience as a way to understand

early stages of social engagement.

4. The central research question was subsequently refined to address the emer-
gence of these themes within the main research objective: exploring the social

structures and practices within the cheating community:.

5. The identified theory of participatory culture was then adopted to guide the
design of the subsequent studies and the sub-questions (Section 5.1). As in
the earlier Step 2, this second round of analysis aimed to pinpoint themes
corresponding to the established theoretical propositions while remaining
open to identifying emergent themes. This phase of our study delved into
the structural aspects of cheating, covering dedicated practices and the
characteristics of social platforms in facilitating these activities. The resulting

codes are presented in Section 5.3.2.

6. Having explored these elements, we then returned to the other theoretical
framework identified in Step 3, to examine the other dimension of the
environment as the third phase of our research—within the games themselves
where the act of cheating occurs. We introduced new sub-questions that utilise
the principles of play experience to explore the values signifying meaningful

interactions in games, with a focus on social interactions. Additionally,
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this phase shed light on cheating players’ perspectives regarding certain
game publishers, revealing that their dissatisfaction closely aligns with their
enthusiasm for game cheating. The resulting codes for the final analysis are

found in Section 4.3.2.

7. After addressing the core elements of our central research questions, we re-
assembled the data alongside the existing literature. We applied conceptual
framework analysis to provide a comprehensive understanding of the subject
according to different forms of collectives observed in the cheating ecosystem
(Chapter 7).

The iterative process in this mode of inference allowed the initial theoretical
assumptions to evolve over time, elevating the research beyond a purely deductive
angle. This final phase also underscores the adaptability of the abductive approach
in combining existing theories and contextually situated observations to derive

novel patterns and insights.

3.3 Data Collection

In this section, we review the methods used in our studies from Chapter 4 to 7.
We first describe the choices for case selection, including their justifications, and

describe the data collection methods incorporated in the studies.

3.3.1 Case selection

Choice of games

Our research predominantly centred on the cheating and modding communities of
Counter-Strike: Global Offensive (2014) and Grand Theft Auto V Online (2013).
Several factors indicate their fit for research in game cheating. First, both CS:GO
and GTA V have maintained massive, dedicated, and international player bases
for years, providing a representative sample for investigating cheating dynamics
on a global scale. The longevity of these games suggests that cheating players
have continually adapted to new cheating methods, making them ideal cases for

investigating the nuances of the associated behaviours over time. Second, there is a
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vast range of non-overlapping cheats in both games—from aimbots and wallhacks
in CS:GO to ‘money’ glitches and ‘mod menus’ in GTA V Online—embodying
various activities that are unauthorised across two popular game genres. Third,
the prominent role that FPS games such as CS:GO play in the eSports industry
highlights the far-reaching implications of cheating in these high-stakes environments
(BBC 2020). Last but not least, the two games exhibit strong community engagement
in forums, such as Reddit, providing rich qualitative data fitting for the community-
centric context of the thesis. Overall, the sheer scale of their user base fosters a
diversity of interactions, providing valuable opportunities to advance our research
objectives concerning intrasocial dynamics.

In assessing available games and game genres, we determined that concentrating
on these cases optimally aligned with our research objectives, simultaneously ensur-
ing both validity and representation. The assessment was guided by three criteria:

1. We initially identified the most commercially successful competitive video game
genres, which included Real time strategy (RTS), Multiplayer online battle
arena (MOBA), Massive multiplayer online role-playing game (MMORPG),
Role-playing game (RPG), and open world. While RTS games such as
StarCraft (1998) once boasted a strong competitive scene, the gaming industry
has since seen shifts in player preferences, rendering them potentially less
representative of contemporary gaming trends at the time of writing.

2. The emphasis was then shifted to understanding the relationship between the
competitive essence of a game and its notion of cheating. Some MMORPG
games such as EVE Online (2003) do manifest ‘cheats’, yet in the form of
espionage and sabotage which stray afar from the typical notions of game
cheating; they are in many ways an accepted part of the game here, blurring the
line between cheating and typical play strategies. Similarly, many RPGs, such
as Guild Wars 2 (2012) and Final Fantasy XIV (2013), focus predominantly
on narrative progression by a single player, which does not elicit the same
implications of cheating as seen in high-stakes competitive environments. The

varied interpretations of ‘cheating’ combined with the individual nature of the
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gameplay indicates that these game genres would not align optimally with
the focus of this thesis. However, some RPGs, such as Dark Souls (2016), still
offer options to connect with other players for a shared experience.

3. The prevalence of cheating in a competitive game does not necessarily render it
suitable for academic investigation if there is an absence of an active community
or if the data remains inaccessible to the researcher. Notably, while Dota
2 (2013) and League of Legends (2009) are recognised as leading MOBA
games globally, efforts to access their associated communities have been met
with significant obstacles. As detailed in Section 4.3.1, it was observed that
communities focused on cheating, tailored for specific games, exhibit varying
levels of activity. This resulted in challenges in accessing a relevant population
for certain communities, while others proved more approachable. As a result,
games with inaccessible data were excluded, leading to the selection of C'S:GO
(FPS) and GTA V Online (action adventure) for our empirical work.

While our study primarily focused on two selected games, the data collection

phase encompassed transferable insights from alternative games, as detailed in
Section 4.3, providing deeper insights into the contexts and experiences associated

with unauthorised activities in gaming.

Counter-Strike: Global Offensive CS:GO is an FPS video game launched
by Valve in 2014. Even though it was released almost a decade ago, CS:GO
remains incredibly popular today, boasting various versions of the game (Rambusch
et al. 2007). In 2020, the game had over 24 million monthly active users, and
reached one million concurrent players, according to official Steam reports (Statista
2020; Yin-Poole 2020). Cheating is notoriously rampant in CS:GO. In 2018, over
600,000 accounts were reported to be banned from the game in December alone
(Boudreau 2018). The statistics and announcements by Valve validate the claim
that combatting cheating is an ongoing issue within the company.

Cheating in CS:GO commonly involves the use of unauthorised software to

manipulate game mechanics, allowing players to control their characters and aim in
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specific ways to maximise rewards. Common examples include aimbots (automating
target acquisition for the player), triggerbots (automating shooting) and wall hacks
(ability to see through solid objects or manipulate textures). We provide examples

of cheats widely seen in competitive multiplayer games in Section 2.1.3.

Grant Theft Auto V: Online GTA V is the latest entry in the action-adventure
series of the GTA franchise published by Rockstar Games in 2013. Although it has
been a decade since its release, the game remains hugely relevant today as one of the
most popular video games of all time, similar to CS:GO. It sold 20 million copies in
2020 alone, and 175 million worldwide as of February 2023 (Statista 2023). GTA
V was originally released as a single-player mode but Rockstar released an online
multiplayer mode named GTA V Online soon after, which has since maintained its
popularity over the years. GTA V Online allows up to 30 players to engage in the
game in a cooperative or competitive mode. A recent peak count recorded 267,000
concurrent players in February 2020, and the game generated US$985 million in
2021 solely through in-game transactions (Grubb 2021).

Cheating and unauthorised modding are rampant in GTA V Online, and Rockstar
has been vocal in enforcing punishments for the cheaters in recent years. In
addition to banning cheaters from the platform, efforts also focused on rendering
ill-gotten gains worthless to restore the value of legitimate items, and even included
shutting down the entire platform to eliminate counterfeit in-game currency from
its economy (Moore 2020; Hooton 2014).

In GTA V Online, cheating and modding are enabled through a user interface
known as a mod menu. After the game loads, players can activate the mod menu
using an injector—a separate program that inserts custom code into the game—and
a specific key combination, allowing the menu to appear over the native game
interface. The menu offers various options, such as teleportation, wall hacks,

and god modes, among others.
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Choice of platforms

Studies in games have shown how online forums could offer “a window onto
underlying cultural logics and anxieties from within gamer culture” (Ruberg et al.
2019). Gaming culture extends beyond the boundaries of gameplay, thriving
across numerous online forums and servers—this is no exception to the subgenre of
game cheating. For recruitment purposes, platforms were considered based on the
literature review of academic and industry reports, news, blogs, and the author’s
situated knowledge on game cheating.

Dubbed the “front page of the Internet”, Reddit has attracted many researchers
for qualitative and quantitative analysis of online communities with rich data source
it makes available (Massanari 2017; Matias 2019; Musabirov et al. 2017; Allison et al.
2019; Ruberg et al. 2019). In January 2020, Reddit had over 100,000 sub-reddits
and over 50 billion monthly views. A subreddit dedicated to cheating in CS:GO
(r/csgohacks) had over 15,000 subscribed users in January 2021, while the subreddit
for GTA V (r/GTA5Modding) boasted over 63,474 users in August 2022. Given
the sheer magnitude of the user base and the ease of obtaining a representative

sample, we legitimised the use of Reddit for our main platform of recruitment.

3.3.2 Interview

The thesis predominantly relies on semi-structured interviews to gather data about
the game cheating community, and subsequently adopts other methods as a way to
enrich the insights. Semi-structured interviews facilitate direct reciprocity between
the interviewer and the participant, enabling a follow-up on new observations and
providing flexibility in participants’ expressions and thoughts (Dearnley 2005).
This allows new discussion points and concepts to emerge organically in which
strictly structured interviews would not be applicable. In our studies, the researcher
sought to gather participant knowledge, insights, attitudes, and experiences about
the game cheating community. The one-on-one interaction with participants also
enables the researcher to observe their character, which becomes part of the data.

The research questions were framed and communicated based on the researcher’s
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existing knowledge, including academic papers, blogs, tutorials, news, and their
personal experience in online games.

We considered a number of qualitative methods in the planning of the studies,
including surveys, digital ethnography, and participant observation. However, we
decided that interviews were the most appropriate given the exploratory nature
of our research. Surveys are a cost-effective method to gather a large number of
responses and a broad range of data but there are a number of issues that do not
always make it suitable. For instance, respondents may not feel incentivised to
provide accurate or honest answers, or may not be aware themselves the reason
for their own answers, especially if they are engaging out of boredom. Close-
ended responses can also be difficult to validate, especially within game cheating
communities that are saturated with specialised jargon and acronyms. Moreover,
there have also been frequent instances of trolling and griefing further complicating
interpretation, making it challenging for researchers to discern the genuine meaning
of the content without risking misinterpretation.

Digital ethnography offers researchers a valuable opportunity to gain first-hand
insights into the behaviours and interactions of participants. However, practical
challenges can make this approach less feasible in this domain. These challenges
include the difficulty of identifying and accessing relevant platforms and servers, as
well as the need to familiarise oneself with the specific jargon and slang associated
with cheating in games. Additionally, the process of integrating into the cheating
community and internalising the observed information and interactions can be
time-consuming. This view is also evidenced through our research findings, which
indicate that participants in our studies typically invested a minimum of 0.5 to
2 years in building relationships and comprehending the discourse within the
cheating community.

It is also important to consider the challenges of ensuring researcher protection
during the study. There is a risk of being targeted by negative and harmful
behaviours from participants who perceive the researcher as an outsider to the

community. Even if the researcher is not actively engaged in playing the game,
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being present in the game-related space (e.g., forums) can pose risks of negative and
harmful behaviours from participants who may view the researcher as an outsider to
the community. The risk was evident during and after the first round of interviews
in the thesis, despite efforts to minimise harm to the researcher. In light of these
challenges, we determined that one-on-one interviews represented the most effective
means of obtaining the data necessary to address our research questions, as they
provide researchers with the opportunity to clarify expectations.

Data were collected in various forms due to the online and interactive nature
of the interviews. The participants were able to communicate either via audio
or text, or both, and some opted to send links before or after the interview to
complement the topic discussed. The final set of data consisted of text, audio,
image (screenshots and photos shared), video, and GIF formats. To maintain
consistency in the responses and coding of the data, the contents of non-textual
data, such as GIFs, were noted down in text before being coded. Memos were
recorded for each participant, capturing the interview atmosphere and pertinent
observations about the individual. This approach allowed the researcher to more

clearly recall and analyse each participant interaction.

Sampling methods

Our research is suitable for non-probability sampling as the target population is
considered hard-to-reach, and not every member has an equal chance of being
invited to participate. This is due to the practical challenge of estimating the
precise population of cheaters, which spans different games, versions, and languages.
Qualitative research on game cheating, to date, has relied on methodologies that
might not capture the full spectrum of the cheating population. These studies
source participants predominantly from mainstream gaming communities (V. Chen
& Ong 2018) or general student populations (Consalvo 2007; Wu & V. Chen 2013),
with the underlying assumption that participants would candidly acknowledge

their cheating behaviours. In many contexts, the subject of game cheating is
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regarded as controversial, which makes it challenging to obtain authentic feedback
from participants at the outset.

In the preliminary stages of our research, we conducted a pilot interview study,
which illuminated similar challenges. Using a convenience sampling method,
we aimed to evaluate the feasibility of obtaining data on cheating behaviours
among young adults—a demographic frequently examined in video game research
(Przybylski & Weinstein 2017). However, obtaining genuine admissions of cheating
from participants was challenging, as was finding participants with the relevant
experience. This was potentially exacerbated by the fact that the participants’
online identities were already known to the researcher, which might have influenced
the nature of their responses. Overall, the data collection process focused on
characterising cheating under different circumstances, which made it challenging
to reach a unified conclusion regarding its implications for the community (see
Appendix B for further details).

Following this, we chose to engage with an environment in which the typical
user is either likely to be a cheater or at least expresses an interest in cheating. This
approach proved especially valuable in clarifying the inclusion criteria for potential
participants, allowing them to determine their willingness and suitability to engage
with the research. In this way, rather than being directly approached, participants
could openly discuss their experiences with cheating, creating a mutually accepting
environment from the beginning.

We adopted two sampling methods for the studies: purposive sampling and
snowball sampling. Purposive sampling enables the researcher to find the appropriate
audience for the scope of the research (Patton 2002). Previous studies have shown
how Internet-based purposive sampling increases the chance of obtaining a desired
representative sample for research (Temple & R. F. Brown 2011; Thornton et al.
2016). In our case, advertisements were initially used in targeted public forums
dedicated to cheating. They were initially used to begin participant recruitment
with snowball sampling in mind as a follow-up method, providing an accessible and

effective way to recruit populations. This approach proves especially beneficial in
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studies where in-depth experience or knowledge is crucial. Previous studies have
demonstrated that social media platforms, including Reddit, Facebook, and Twitter,
are among the most popular choices for conducting research of this nature (Hwang &
Foote 2021; Massanari 2017; Rieger et al. 2021; Jessa Lingel & Golub 2015; Stewart
et al. 2017). Reddit, for instance, displays a list of moderators and shows their
post history, which can be used to deduce the most active moderators. Subreddits,
Reddit’s subsidiary channels, also offer a way to sort the posts from most recent,
controversial, and popular, allowing the researcher to identify the most active users.

As part of the purposive sampling process in this thesis, the researcher could
organically scope the participants based on a specific game by accessing dedicated
forums. The recruitment process was shaped by the content structure of the forums,
where visibility depended on user interface elements such as view counts, upvotes,
and the number of comments. Similarly, the means by which participants expressed
interest varied across platforms, with individuals typically responding to a thread,
sending a direct message, or contacting the researcher via email.

Snowball sampling is one of the most popular methods used in qualitative
research, which relies on chain referrals to expand the sample size gradually. Initially,
the advertisements provided a few contacts who met the inclusion criteria. These
contacts, in turn, referred their friends or acquaintances who also met the criteria,
leading to more participants. Having a friend who had already participated in
the interviews seemed to reduce the barrier to entry, as participants were more
comfortable and open about their experiences during the interviews. Throughout the

study, some participants expressed skepticism about the legitimacy of the interviews.

Mode of the interview

Aside from the pilot study, all interviews for this research were conducted online,
leveraging the discussion platform Reddit and instant messaging platform Discord.
Discord is a widely used platform that offers voice, video, and text features for group
chat purposes, and is one of the most popular ways that game players communicate

online at the time of this research. The messaging systems of both platforms
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allowed us to connect directly with participants in an environment familiar to
them. Despite meeting for the first time in an anonymous setting, this familiarity
facilitated rapport during the interviews and streamlined communication between
the prospective participants and the researcher. This approach contrasted with the
offline interviews (Appendix B), where finding willing participants with relevant
experience was far more challenging. The sense of ease observed during offline
interviews arose from the researcher’s prior familiarity with the participants. In
contrast, fostering a similar level of openness among those recruited through online
platforms without the benefit of anonymity would have been considerably more
challenging. Further, the informal nature of the online interview environment also
meant that participants perceived less pressure to be fully engaged. Most online
interviews were conducted synchronously, with a subset carried out asynchronously

due to time zone differences.

3.3.3 Observational study

The thesis also incorporated observational studies of gameplay videos and online
cheat product advertisements, complementing the interview data. While interviews
provide direct insights from individuals, observational studies offer a chance to
capture fine details of a phenomenon in a more natural setting (Basil 2011), and
can provide more context to the sentiments expressed during interviews. Notably,
YouTube gameplay videos often come with commentaries and community reactions
in the form of likes and comments, offering a window into community norms and
general attitudes surrounding certain practices.

More importantly, these complementary studies help validate the findings derived
from the interviews. Observational studies of gameplay videos and advertisements
encompass a vast number of instances, players, and cheat products given their
accessible nature, expanding the studies beyond the primary case selections, and
increasing external validity (Table 4.2 in Ch. 4 provides an overview of the data

collected across different games).
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Public videos

Videos are particularly relevant in the context of interactive entertainment tech-
nologies, enriching one’s understanding of ideas beyond verbal and textual forms
of communication. The observational approach in videos allows researchers to
obtain a pre-recorded snapshot of specific characteristics which might otherwise
go missing in a retrospective type of data collection. In Chapter 4, we carried
out observational research of publicly available videos about cheating in online
multiplayer games. Overall, the process both helped cement knowledge about the
domain for the researcher, and also enriched the understanding of how specific
cheats were discovered, used, or viewed by the players. We expand on the steps
taken for sampling in Section 4.3.

The videos were accessed via YouTube, one of the most widely used sources of
social media data. Through publicly shared videos, YouTube enables viewers to
directly engage with others’ experiences and perceptions. Its accessibility allows
viewers to learn from and experience the challenges encountered by original creators,
while enabling content creators to explore and educate users on hard-to-reach
domains. Unauthorised cheating methods are inherently covert, operating outside
the rules to evade corporate detection systems. This creates practical barriers
for researchers as external observers as well. YouTube addresses this challenge
by granting access to relevant content and, in certain cases, facilitating direct
engagement with users possessing domain-specific expertise (Kaufmann & Tzanetakis
2020). The contents are particularly valuable for revealing novel insights that have

not emerged through interviews.

Online advertisements

Advertisements are frequently used to study user behaviours due to their multi-
dimensional properties—ranging from linguistic to auditory and visual elements,
offering insights into how users interpret meanings (G. Cook 1992). Despite the
increasing prevalence of the cheating industry (Pontiroli 2019), its commercial

aspect as shown through advertisements has largely been overlooked in academia.
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Advertisements are commonly geared towards satisfying the needs and desires of
a target consumer, which in this case is a player willing to consider or engage
in cheating. Therefore, we determined that they can be used to complement the
observations made from the videos, and gain a wider understanding of the elements
that capture the attention of the cheating players. As part of the data collection
process, we arranged screenshots and notes of the banners and the front page of

the host websites, detailing text descriptions of the products and services provided.

3.3.4 Systematic literature review

Systematic literature review (SLR) was carried out on the existing literature on
game cheating to ensure the completeness of our findings from our empirical dataset
(Chapter 7). The SLR approach aggregates empirical evidence within an evidence-
based framework (Brereton et al. 2007), providing researchers with a structured
approach to objectively assess and synthesise findings.

The nature of the SLR dataset varies from the previous ones in that we focus
on synthesising evidence that arose from primary studies, instead of re-analysing
the original dataset (Dixon-Woods et al. 2005). Based on their seminal work on
comparative textual analysis of published work, Noblit and Hare (1988) explain the
use of interpretive literature reviews. They propose that such reviews can achieve a
more comprehensive understanding by integrating the concepts already identified in
the original studies, thereby creating a “higher-order theoretical structure” (Dixon-
Woods et al. 2005). SLR also helps establish a criterion to evaluate the validity
and quality of the work, by potentially revealing inconsistencies or contradictions
(Paré et al. 2015). Therefore, applying this method to our analysis allows us to
make connections across various studies on themes which may not have surfaced
prominently in our empirical work.

We surveyed key literature from the past two decades, a period in which
academic research into online game cheating began to gain prominence both within

the industry and academia. We used Google Scholar and the ACM Digital Library
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to search for articles using keyword phrases. We also reviewed their references
and citations to identify additional relevant work.

The sampling was purposive, rather than exhaustive, and the search was stopped
when we reached a theoretical saturation (Doyle 2003). The list of literature was
compiled with each literature comprising the following variables: title, author, date,
abstract, and publication venue. Our preliminary dataset includes research articles,
industry reports, and news articles in the field of HCI, game studies, and cyber
security. The quality of the chosen studies was assessed according to their quality
of the reporting (e.g., how detailed and rigorous the study’s aims, context, and

methods are) and appropriateness (Cobb & Hagemaster 1987).

3.3.5 Overview of the collected data

Table 3.1 presents an overview of the data contained in this thesis according to the
chapters. To summarise the collected datasets, Chapter 4 adopts interviews and
observations of video and advertisement, whereas Chapter 5 and 6 are based on two
sets of interviews that were combined. Chapter 7 assembles all the datasets and
combines them with a systematic literature review, pilot study, and expert reviews.

The abductive reasoning approach determined our data collection sequence
(Section 3.2.2), meaning that the sequence of the data collection ran independent of
the order of the chapters laid out in this thesis. The chapters were subsequently
structured to better showcase these connections. Figure 3.2 presents the timeline
in which the data collection and analysis were carried out. The sequence of the
study is structured numerically and alphabetically, where the number indicates
the specific study, and the subsequent letter denotes one of the two steps in the
research process: data collection or analysis. Data from each interview set were
used to form inferences about existing theories that could explain the phenomena
observed. Once the data collection was complete after the third set of interviews,
all the data were compiled and re-coded comprehensively in alignment with the

overarching themes adopted during the initial analysis.
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Ch. | Objectives Methods
4 Establish the social dy- | Abductive analysis of semi-structured interviews:
namics in cheating.  primary data (n=27),

» secondary data from Ch. 5 & 6,
Content analysis of video (n=179) and advertise-
ment (n=21) observations.

5 Identify the modes of
engagement in cheat-

ing Abductive analysis of semi-structured

interviews (n=43).

6 Map how the relevant
resources and interac-
tions are governed.

7 Demonstrating the so- | Conceptual framework analysis integrating:
cial structures & iden- o semi-structured interviews from Ch. 4-6,
tifying areas of inter- « pilot interviews (n=12),
vention. o systematic literature review (n=12), and

« expert interviews (n=6).

Table 3.1: An overview of the datasets collected over the course of the thesis (2020-2023).

It is worth noting that the responses of the participant groups may have been
significantly influenced by the outbreak of COVID-19, which happened in the same
year as the first data collection phase. Field experts note that during this period,
cheating communities experienced increased activity as users had more time to
spend on games, while game companies saw a decline in work productivity (from
Section 7.5). The recruitment phase likely benefitted from the pandemic lockdowns,
as potential participants who were spending increased time in games may have been

more inclined to accept interview requests than in times prior to COVID-19.
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Data collection

First set of interviews (1a)

Second set of interviews (2a)
Oct — Dec 2020

n=26 Mar — Jul 2021
n=17

Third set of interviews (3b)

Jun — Sep 2022

Interview outline: n=27

Section 6.3.1 Interview outline:

Section 5.3.1 Interview outline:

Section 4.3.1

Data analysis process

First set of findings (1b)

Second set of findings (2b)

Jan — Feb 2021
Third set of findings (3b)

Reporting findings on | Sep — Oct 2021

overnance .
g Repeat previous step

with focus on

Sep — Oct 2022
mechanisms, with

inferences on existing participatory culture Repeat previous step
theories to explain the Y " with focus on
observed phenomena. GameFlow.

3.4. Data Analysis

Nov — Dec 2022

Aggregated data
re-coded with global
themes under
each theoretical
framework.

Figure 3.2: Timeline outlining the stages of data collection and the iterative analysis

process.

The demographic backgrounds of the study participants are presented in Figure

4.1.

3.4 Data Analysis

3.4.1 Abductive analysis

In line with the abductive approach (Section 3.2.2), data analysis in this research

followed an iterative process that involved systematically examining both the existing

and emergent themes, and observing their relation to the theoretical frameworks

(Timmermans & Tavory 2012). In the initial phase of our analyses, we developed

a codebook grounded in theoretical propositions from established frameworks to

guide the coding activity. Before coding the interview transcripts, we took other

contextual documentation into consideration, including shared links, memes, and

images. The initial coding strategy prioritised themes aligned with the theory.
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However, as the analysis progressed, new themes emerged—some aligning with
the pre-established high-order codes, and others requiring the development of new
codes. This iterative approach continued until we achieved conceptual saturation
(Doyle 2003). To facilitate a comprehensive understanding, the researcher crafted
a thought board which was collaboratively discussed with two supervisors. This
allowed us to gain a coherent narrative and ensure that the exploratory nature
of the research was thoroughly captured. Each empirical chapter follows this
analytical approach, which emerged through the cumulative abductive process

developed over the course of the research.

3.4.2 Other methods

Complementary to our main approach, we also employed other analysis methods

to add robustness to the primary interview data.

Content analysis: Content analysis identifies themes and concepts to reflect
on the new meanings and relations within a domain (Krippendorff 2018). It is
a valuable method to employ when there is limited knowledge about a target
phenomenon (H. Hsieh & Shannon 2005). In the context of game cheating, content
analysis can reveal not only the linguistic qualities of interest to the users but also
the social and cultural aspects embedded in the communication intent. In Chapter
4, we analysed the video observation data using content analysis to complement

the findings from the interview data.

Secondary analysis: Empirical data collected from Chapter 4, 5, and 6 were
applied through a secondary analysis in the process of building a conceptual
framework (Chapter 7). Secondary analysis of qualitative datasets is a recognised
method of research, providing the opportunity for researchers to repurpose and
assess data across multiple studies. Some criticisms of secondary analysis are that
it runs the risk of decontextualisation, and it might only be useful within specific
theoretical and methodological constraints (Berg 2008). However, this critique

holds less weight in the context of this thesis, as the researcher who conducted the
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data collection also carried out the analysis. This continuity allowed for a deeper
engagement with the material, including nuanced community anecdotes, insider

jargon, and cultural schema observed during the data collection.

Thematic synthesis: Thematic analysis in the context of a systematic literature
review (also referred to as thematic synthesis) provides a clear identification and
structure of prominent themes (Dixon-Woods et al. 2005). It is particularly useful
for consolidating understanding of the existing body of literature, ensuring that the
insights are grounded in collective evidence rather than isolated studies. For the
case study covered in Section 8.3.2, we followed Thomas and Harden’s (2008) three-
stage synthesis protocol, which involved coding textual data from the literature

and developing preliminary descriptive themes.

3.4.3 Evaluation

The quality of qualitative research is assessed based on the measure of validity,
reliability, and generalisability. Validity determines the appropriateness of tools,
processes, and data, and the precision with which the findings accurately reflect the
data, whereas reliability presents the consistency of the methodological processes
that would have influenced the results. We used triangulation on all the collected
data with the same participants and new participants with more experience in
the community to ensure the validity of our findings (Breitmayer et al. 1993).
Triangulation involves drawing on multiple data sources, methods, and participants
to validate and cross-check the observed phenomena. When thoroughly carried out,
triangulation can support validation and completeness of the results (Ammenwerth
et al. 2003). The datasets from the interviews were reviewed together with seven
previous participants to ascertain the responses and clarify concepts which surfaced
during coding. The “think aloud” strategy also facilitated the process of consensual
validity by articulating the reasons behind the approaches taken, while enhancing
the reflexivity of teamwork overall. The penultimate codes were iteratively reviewed

together with the author’s supervisors to settle on the key themes.



3. Methodology 05

Generalisability refers to the extent to which the observed associations from
one sample of participants can be applied to wider groups. To demonstrate
generalisability, researchers have used replication studies in other populations,
times, or places (Sandelowski & Barroso 2006; Paterson et al. 2001). It is also
recommended to secure a wide sample which does not merely focus on the size
but also diversity (A. S. Lee & Baskerville 2003). In analysing our findings, we
expanded the investigation to different multiplayer genres, as explained in Section
4.3.3, where we took into account multiple factors to choose the genres. Four game
genres were initially identified that best represented the game industry today based
on the number of active users: FPS, MOBA, RPG, and Open World games. We
then selected specific examples of games with consideration to 1) the number of
games per genre, and 2) accessibility (i.e., relevant platforms are made public,
predominantly uses English, and at least 2 years since its release). From the final
list of datasets, we excluded those from which we received no responses, while
retaining relevant contacts for potential follow-up during the evaluation phase.

Sandelowski and Barroso (2006) argue that conventional techniques used to
establish inter-rater reliability, while confirming agreement among researchers, do
not necessarily guarantee truthfulness. With this in mind, we believe that the
methods we have used to evaluate the quality of our research are adequate within

the context of this thesis.

3.5 Methodological Contributions

This thesis provides a novel perspective on cheating by foregrounding the lived
experiences of players, rather than relying on insights derived solely from external
observation. The following section discusses the methodological contributions

arising from our research.

3.5.1 Shifting away from the adversarial perspectives

The subject of game cheating often falls to the discretion of researchers for interpre-

tation, resulting in inconsistent analyses and understandings of what constitutes
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cheating, and the related moral perspectives. Such inconsistencies can be traced
back to the absence of an applicable, unified framework that embraces the nuances
of contemporary game cheating. This, in turn, has influenced the forms of cheating
that researchers incorporate into their methodologies (discussed in Section 3.3.2),
potentially overlooking other significant areas that do not fit into the predetermined
narrative. Research on the topic so far has primarily been examined through
policy-driven lenses focused solely on elimination—a perspective that further
entrenches this perception. As such, cheating is often viewed as a practice to
be eliminated from game platforms rather than understood, and some scholars
argue that this approach actually encourages players to cheat in order to alleviate
pressure (L. Wang et al. 2019).

To move beyond the negative biases surrounding cheating, this thesis adopts an
ontological perspective of online communities, using it as a basis for understanding
the “structure of reality” rather than accepting the normative assumptions to be
inherently true (Guba & Lincoln 1989). This stance calls for immersion in lived
experiences and understanding its influence on decision-making to develop a deeper
understanding of how concepts and language manifest in practice (Heidegger 1977).
To ensure credibility, the approach also embeds reflexivity, guiding researchers
to continuously assess their role and assumptions during the process (Pitard
2017). When applied through the ontological lens to both scope and methodology,
this reflexivity entails rigorous self-reflection to uncover assumptions that have

shaped prior efforts.

3.5.2 Addressing accessibility issues in sampling

Given the covert nature of cheating in research, securing direct access to a population
of cheating players proves to be a considerable challenge. Existing studies on cheating
rely on general-purpose platforms, making it hard to gain more in-depth perspectives
of those who cheat themselves. Researchers have so far recruited from a pool of
mainstream gamers (V. Chen & Ong 2018) and students (Consalvo 2007; Wu
& V. Chen 2013; Doherty et al. 2014). This approach has also been applied to



3. Methodology 67

similar behaviours such as unauthorised modding (Curtis et al. 2022). However,
the inclusion of participants lacking direct engagement with the target behaviour
risks compromising the accuracy of the findings, as such samples may inadequately
represent the phenomenon of interest.

Moreover, the nature of the interviews is fundamentally shaped by the willingness
of the participants to acknowledge their engagement in cheating. If they do admit,
participants frequently adopt a defensive stance against the socially constructed
stigma associated with cheating, overshadowing the objective analysis of the
behaviour itself, as observed during the pilot study. This risks diverting the
research towards generalised surveys, which could obscure insights into the broader
dynamics of the activities. To address this issue, Chapters 4 to 6 outline a
recruitment strategy focused within cheating-specific communities, rather than

general gaming populations.

3.5.3 Navigating researcher risks

Once referred to as “toxic technocultures” (Massanari 2017), game communities have
a unique reputation for toxic behaviours that game researchers are inevitably exposed
to during their study. The identity of the researchers poses the biggest challenge.
When methodologies encompass interactive components, such as interviews or focus
groups, researchers are expected to disclose their identity as part of the procedure.
However, as researchers are often perceived as outsiders to the gaming community,
they may encounter antagonistic behaviour when they fail to align with the identity
norms of its members (Braithwaite 2016). Such interactions can inhibit their ability
to access viable subjects or data, thereby hindering the overall research process.
Equally important is how such behaviours of the subjects impact the researchers
themselves. Social scientists who frequent toxic online communities have called for
better protection of researchers in the blind spots of qualitative research, which
present potential risks to their well-being (Stein & Appel 2021).

Despite the growing attention to promoting researcher protection (Waycott et al.

2016; Stein & Appel 2021; Doerfler et al. 2021), the specific requirements demanded
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in the context of gaming are overlooked. As a result, researchers involved with
game communities face significant challenges which they would not typically receive
in other types of environments. Given the growing interest in the intersection of
games into our everyday social lives, active debate in this area is warranted to
better inform future researchers and protect the relevant users.

In Section 8.4.3, we elaborate on the negative impacts experienced during
the data collection process of this thesis. These included interactions with trolls,
experiences of cyber threats, and identity-based harassment, highlighting the need
for more effective strategies to mitigate such challenges. The insights derived from
this reflection resulted in a collaborative workshop with game scholars, creating a
space to articulate challenges in their methodologies and perceived threats arising
from their work, while identifying actionable pathways for intervention (Boldi

et al. 2023; Boldi et al. 2025).

3.6 Research Ethics

This section presents the ethical considerations underlying the methodology. We
discuss the guidelines we used to ensure our studies were carried out with utmost

ethical considerations for protecting participants and the researcher.

3.6.1 Ethical guidelines

In planning out our data collection phase, we relied on the institutional guidelines
offered from fields of psychology and sociology to align the research ethics: 1)
British Psychological Society: Conducting Research on the Internet Association
of Internet Researchers Ethics Guide, 2) British Psychological Society Code of
Ethics and Conduct, and 3) Social Research Association: FEthical Guidelines.
The data collection and analysis were carried out with institutional approval
from the researcher’s academic institution, with consideration for the rights and

protection of users.
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3.6.2 Participant protection

Rewards There were no monetary rewards associated with participating in the
studies. Studies have found that monetary rewards do not always lead to desired
outcomes, as an increase in quantity does not necessarily scale to its quality (Mason
& Watts 2009). There are alternative incentives for participants besides financial
incentives when participating in research, such as contributing to research, having
genuine interest, or meeting other people (Stunkel & Grady 2011). For our studies, it
is likely that many of the participants volunteered in the interviews out of curiosity,
boredom, and satisfaction in contributing to a research topic of their interest. Nine
prospective participants contacted the researcher to enquire about the legitimacy
of the study and its affiliation with the institution. Many participants repeatedly
sought reassurance that the researcher was acting in good faith, and that the account

used for interviews genuinely belonged to the intended interviewer rather than a troll.

Anonymity The research did not gather personally identifiable information about
the participants to protect their anonymity. The nature of anonymity in gaming,
and other social platforms used by cheating players, made it practically impossible
to identify users in real life. Instead, we retained a list of participants’ user IDs
against the unique codes we provided before the interview. Users change their user
IDs frequently so the unique codes helped return to and identify the correct user for
any follow-up questions. More importantly, while anonymity offered participants
a sense of safety, it also prevented the researcher from confirming their eligibility

to participate in the study, leading us to the next section.

Age The adult participants we targeted for this research were not considered at
risk. However, the anonymous nature of the platforms in use prevented the researcher
from being able to officially verify the participants’ age. So theoretically there
is a possibility that some were dishonest about their age upon giving consent

to the interviews.
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Participant dishonesty regarding age was assessed during the interviews based
on the communication style. Interviews were aborted when a participant was
noticeably young and vulnerable (i.e., below 16 or unable to consent). There
were four instances when the interview had to be aborted for this reason: 1) one
participant who had a clear indication of being underage based upon their linguistic
behaviour, and 2) three participants who informed the researcher of being underage

at the consent stage before the interview.

Vulnerability For those who project risk of significant harm and inability to
protect themselves, the interviewer was prepared to provide helpline contacts for child
protection, which was planned to take priority over the research (as recommended

by the National Society for the Prevention of Cruelty to Children).

Incidental findings The British Society of Criminology Code of Ethics for
Researchers in the Field of Criminology in Section 4(iv) (Finch 2001) states that
“researchers should respect promises of confidentiality and not pass on identifiable
data to third parties without participant’s consent” but that “researchers should
also note that they should work within the confines of the current law over such
matters as [...] confidentiality”. In response to this conflict, criminologists have
suggested that “when the researcher deliberately engages in research about illegal
activity, this and any associated crimes should be within his contemplation when
guaranteeing confidentiality”. Ultimately, there was no need to break confidentiality
unless someone was in imminent danger or the issue was extremely serious. If the
interviewer encountered an instance where someone was in imminent physical danger,
or if they came across a very serious criminal activity, they planned to discuss with

the supervisors and the ethics committee to decide whether to break confidentiality.
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4.1 Introduction

Investigating the cheating community requires a foundational understanding of its
roots in the gaming environment. This involves closely examining how the social
experience within games, as a component of the broader play experience, transitions
into community dynamics beyond the game itself. In the field of HCI, scholars
have significantly employed the concept of user experience within games to gain
a comprehensive understanding of player preferences. These studies recognise the
integral role that social interactions play in shaping the overall gaming experience.
The theoretical elements they present can be applied to the concept of cheating,
helping us understand how individuals become integrated into the social dynamics
seemingly exclusive to cheaters.

This chapter explores the experience of cheating players by examining the
social dynamics that arise within games. It addresses the first part of our central
research question (“How are game cheating communities established, reinforced,
and governed?”) by analysing the initial forms of social interactions among these
players. To explore this, we employ Sweetser and Wyeth’s concept of GameFlow
(2005) as a lens to understand in-game experiences that encompass both the
individual and social aspects. Furthermore, we examine how players perceive game

publishers as the established custodians of games. This adds nuance to our current
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understanding of the motivations for cheating beyond the momentary impulses to
cheat. The objectives are articulated through the following sub-research questions:

1. What types of play experience exist in cheating and unauthorised modding?

2. What kind of social dynamics transpire from the cheating experience?

3. What are players’ perceptions of game publishers concerning their play

experience?

This chapter is designed to focus only on the unauthorised player activities as
defined by game companies. The terms used to refer to unauthorised behaviours vary
according to context, including but not limited to cheating, hacking, modding, and
glitching. The methods in this chapter incorporate two game genres: GTA V Online
for action-adventure games and CS:GO for FPS. In these two, the words modding and
cheating, respectively, are used most commonly to refer to unauthorised behaviours,
which are reflected in the research questions. It is important to clarify that modding
as referred to here in the GTA V context does not represent the modifications
positively endorsed by game companies but instead refers to the unauthorised changes
made to the game that are perceived to have adverse effects on others, aligning it
with the concept of cheating (U.S. District Court 2019; HCJ 2020).

In the following sections, we review related work focused on play experiences
and describe our method for the study. We then present the findings on the varying
modes of play experience, the social dynamics among cheating players, and the
perceptions of game publishers held by players in relation to these experiences. We
draw on these findings to offer insights into how cheating players derive meaning from
their interactions in games. The discussion uncovers a nuanced understanding of how
such players perceive games as mediums that enable greater control of the game and

foster social capital beyond the predefined constraints of the gaming environment.

4.2 Player Experience

Player experience (PX) provides a valuable lens for understanding how social
activities organically emerge within games. This allows us to trace the roots of

game cheating wherein it occurs, and provides an initial context for comprehending
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the seemingly paradoxical concept of social interaction among cheaters. In the
following, we draw on literature that applies user experience principles to games,
with particular attention to the discrepancies between player interactions and
designer intentions. This review brings to light the idea that play experiences are
inherently diverse, suggesting that there may be more nuanced layers to them than
acknowledged from the outset. We then review a theoretical framework used as

a guide in designing this study for uncovering the play experiences.

4.2.1 Intended vs. actual player experience in games

The application of user experience in games presents an intriguing contrast to some
of its key principles. Games, by design, intentionally present players with challenges
and obstacles; the resulting sense of achievement obtained from overcoming these
hurdles has been associated with player enjoyment and ongoing engagement in games
(Lazzaro 2009). This is because games as a product differ from other user-facing
products. Their primary objective is to facilitate a playful experience rather than
a functional one (Nacke & Drachen 2011). While designers do embed functional
design elements to ensure that players utilise the game mechanics as intended (e.g.,
being intuitive to navigate, which is distinct from being easy to win), such elements
are eventually a means to delivering an experience that is pleasurable in and of itself
(Hassenzahl 2004). This requires game designers to go beyond the conventional user
experience principles, and incorporate other distinct elements, such as playability
(i.e., the quality of being easy and enjoyable to play) and challenge, to promote
player engagement. Researchers have encapsulated these elements in the concept of
PX, capturing the qualities that occur during and after a player interacts with a
game (Nacke, Drachen & Gobel 2010; Kristiadi et al. 2017; Nacke & Drachen 2011).

A key challenge for game designers is accurately reflecting the varied and
unpredictable ways users play. The diverse strategies and behaviours users exhibit
often differ from the intended design and expected pathways, making it challenging
to align with conventional modes of user interaction. What distinguishes games

from other technological domains is the unique position of the player—they are not
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merely a consumer who enjoys the product but also an active participant capable
of directly manipulating the game itself. This makes games particularly prone
to inconsistencies between what the designer intended and what the player does
(Hassenzahl & Tractinsky 2006; Hassenzahl 2004). Designers cannot guarantee
a specific experience on behalf of a user because the user will be exposed to it
from a different context. In practice, the game mechanics designed to provide
enjoyment may fail to engage players as anticipated. This can lead to complete
disengagement or prompt players to experiment with novel elements in an effort
to revitalise their play experience (Consalvo 2007).

In her work on research methods in games, Consalvo notes that the majority of
qualitative game research assumes that players are interacting with games in the
way designers intended, overlooking players’ actual in-game behaviours (Consalvo
& Dutton 2006). She argues that the visual and spatial elements of game mechanics
play a crucial role in game research. Her discussion also emphasises the need to
consider unexpected scenarios where players may be compelled to perform actions
outside the game’s intended scope, such as encountering a bug or questioning newly
imposed restrictions. These underscore the importance of understanding the player
experience from their perspective, as their in-game behaviours may vary widely in
practice. Although the gaming industry has recently seen an increase in interest
towards a player-centred design approach (K. Rogers et al. 2016; Bakkes et al. 2012),
many aspects that influence a player’s experience are not always foreseen by the
game designers nor recognised by the players themselves.

While game designs are fundamentally intended to foster fair and rewarding
play, the presence of cheating disrupts these systems through unfair advantages.
Such practices not only contradict the principles of playful engagement but also
diminish the value of genuine effort and competition among players. These tensions
reveal complex dimensions of the player experience, which remain underexplored

in existing research on cheating.
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4.2.2 GameFlow

One of the ways in which scholars have sought to understand player perspectives
is through the concept of flow. Csikszentmihalyi (1990) introduced flow as an
experience that is “so gratifying that people are willing to do it for its own sake,
with little concern for what they will get out of it, even when it is difficult or
dangerous”. In his work, he introduces eight elements of flow experience that
together create such a rewarding sense of enjoyment that people consider it worth
investing significant time and energy. Based on the concept of flow, Sweetser
and Wyeth (2005) provided the GameFlow framework which forms the basis for
our analysis on player experience.

The choice of the GameFlow framework for this study is motivated by our interest
in examining the extent to which cheating induces flow, as a direct indicator of the
enjoyment it offers players. While there are other frameworks, such as the Player
Experience Inventory (PXI) and Mechanics, Dynamics, and Aesthetics (MDA),
that provide a wider array of player experience dimensions and design mechanics
(Abeele et al. 2020; Hunicke et al. 2004), GameFlow specifically targets the concept
of flow. This focus is in line with our analysis of the player’s subjective experience,
rather than prescribing a certain way to play the game or addressing the mechanical
aspects of a game system. Our research does not focus on modifying games but
rather explores how the means to cheat affect players’ flow experiences within games.

Their GameFlow criterion include the following:

o Concentration: Games should require concentration, quickly grab the

players’ attention, and maintain their focus throughout the game.

e Challenge: Games should be sufficiently challenging for a given player’s skill

level, providing new challenges at an appropriate pace.

o Player Skills: Games must support player skill development and mastery.

Learning the game should not be boring but be a part of the fun.
o Control: Players should feel a sense of control over their characters, move-

ments, and interface in the game. Players should feel a sense of freedom over
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the strategies they take, and be allowed to play the game the way they want,
instead of simply following the strategies introduced by the game developers.

o Clear Goals: Games should provide the player with clear goals at appropriate

times.

o Feedback: Players must receive appropriate feedback at appropriate times.

o Immersion: Players should experience deep but effortless emotional involve-

ment in the game combined with a lack of awareness of time and the outside
world, and a sense of being in the task environment.

o Social Interaction: Games should support and create opportunities for

social interaction between players inside and outside the game.

The final criterion of GameFlow—social interaction—is distinct from others in
that it is particularly challenging for a limited group of designers to artificially design.
Given that multiplayer games encompass a social experience, the interactive elements
can either enhance or decrease player engagement. While this is usually seen in the
form of cooperative team play or competitive rivalry, some games offer alternative
modes of interaction, such as monitoring other players’ battles in team matches.

Brown and Cairns (2004) investigated the notion of immersion which is similar
but different from Csikszentmihélyi’s concept of flow. According to them, immersion
involves varying levels of engagement, and does not always reach the heightened
state associated with flow. Jennett and colleagues (2008) extended this notion
of immersion, overlapping with the concept of flow on concentration, challenge,
control, and immersion (i.e., emotional involvement and real-world disassociation).
While sharing similar qualities, they claim that additional factors such as clear goals
contrast with the more relaxed concept in their work. In their notion of immersion,
for instance, a player can be immersed in a game to a certain extent but not so far
as to the absence of the surrounding elements, as described by Csikszentmihalyi.
In a later work, the researchers found that flow is highly emotionally charged,
where negative emotions can occur in immersion as much as positive experiences

(Jennett et al. 2008).
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4.2.3 Summary

Play experience offers a valuable lens for examining the desires of the players
and the realities of their in-game experiences. As a component of the experience,
understanding the type of social activities that emerge within gaming environments
provides a solid foundation for understanding how such activities can evolve into
larger social dynamics. This not only helps provide evidence on the seemingly
contradictory nature of the social interactions among cheaters but also highlights
the influential role of PX in shaping the opportunities perceived and choices made
by the cheating players. Further, the discrepancies between player interactions
and the intentions of the game designers hint at the presence of more nuanced
aspects of cheating that transcend the fleeting ‘intra-game’ motivations typically

referenced in the literature on cheating.

4.3 Methodology

In the data collection and analysis phases, the GameFlow framework served as the
primary guiding structure, providing relevant theoretical propositions to shape the
inquiry. In the following, we provide the details of the process and an overview
of the sample. A visual summary of the datasets contained in this thesis is

found in Section 3.3.5.

4.3.1 Data collection

We gathered data from two game genres using a combination of semi-structured
interviews and observational studies. To complement the design of the interview, we
incorporated insights from publicly available videos and image-based advertisements
related to cheating, and iteratively revised the expressions used during the interviews.
In the following sections, we outline the methods employed and discuss the rationale

behind the selection of the games.
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Interviews

Two sets of interview data were used in this study. First, we designed and carried
out interviews with players with relevant play experience in cheating. Following
numerous unforeseen issues which arose during the process, we scoped down the
game to GTA V Online and CS:GO to recruit participants (see Section 4.3.1), which
make up the primary and secondary datasets of this chapter, respectively. The data
collection methods for the secondary datasets are found in Section 5.3 and 6.3.

Participants for the primary interview data collection were recruited through
Reddit and Discord through purposive and snowball sampling. In June 2022, we
distributed participant surveys on dedicated Reddit forums (r/Gta5Modding/), and
received contact recommendations from participants of preceding interviews. The
inclusion criteria were to 1) be above the age of 18, 2) consider themselves to have
cheated or used modding tools in GTA V Online, and 3) speak English.

Our interview questions were semi-structured to facilitate open-ended responses,
enabling participants to express their perceptions and reflections on their experiences.
Following the interview, the participants had an option to respond to a brief
demographic survey asking for their gender, age, employment status, and base
country. The guiding interview questions were as follows:

« How long have you been involved in cheating/modding in [the game]?

» Do you recall what made you want to cheat/mod in this game the very first

time?

« Can you briefly explain what cheating/modding in [the game] entails from
your experience? Are there any specific features you prefer or frequent from
the cheats/ mods you have used?

« What do you look for in a cheat/mod? If there are several similar ones in the
market, how do you go about making your pick?

« Do you find it fun to cheat/mod? If so, exactly what part of it do you enjoy
the most?

e Is there anything you would like to see changed or introduced by the game

developers in relation to your experience cheating/modding?
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The interviews lasted between 20-60 minutes, and were all carried out via text
chat on Discord or Reddit. There were no financial rewards involved. Two interviews
were carried out asynchronously, and came to a halt for no apparent reason when the
interview questions were approximately halfway through. Nevertheless, the responses
were retained because of the valuable insights provided early on in the interviews.

The data collection and analysis in this study were carried out with institutional
approval from the Social Sciences and Humanities Interdivisional Research Ethics
Committee of the University of Oxford (ref. num.: R77226/RE001), and followed
the same administrative steps taken in the data collection process for interviews

in Chapter 5 and 6, including confirming the age and collecting consent.

Selection of games for primary datasets

The methodology of the following study was originally designed to collect data
across four game genres (FPS, MOBA, RPG, and Open World) selected based
on the number of active users and accessibility. Despite the plan to obtain an
even number of interview participants across the chosen games, we encountered
unexpected difficulties accessing the population. The interview participants were
recruited through multiple gaming forums but there was a noticeable discrepancy
in user reactions across different subreddits. We struggled to receive views, upvotes,
or comments in the recruitment posting in certain subreddits, even with the help
of moderators to achieve more traction, whereas we received far more activity in
other subreddits (i.e., r/GTA5Modding). This is likely due to the differing base
activity levels and subscriber numbers across the subreddits; for instance, many
subreddits dedicated to PUBG (2017) were either defunct or too low in numbers to
gain any meaningful reaction from the user base. We also set out to other platforms
that operated independently of game servers and social media that were either
dedicated to discussions or sales, and sent cold messages to forum administrators
and users. These involved general cheat platforms (i.e., Ownedcore, Unknowncheats,

ElitePvP), modding platforms (i.e., The Nexus Mod’s Forums), and account trading
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platforms (i.e., EpicNPC). However, our posts often went unnoticed by the user
base or were forbidden by the forum policy.

The number of interviews for GTA V Online ultimately remained substantially
higher and of greater depth than for other games. As a result, we decided to focus
exclusively on analysing GTA V Online data first. The resulting interview data
was then combined with the secondary interview dataset, which focused on CS:GO,
an FPS game, to provide varied perceptions on the topic. We maintained contacts
with users from other games throughout the interview, so that we could reach out

afterwards to validate the results (see Section 4.3.3).

Observational study

1. Videos The video observation involved three different steps: 1) extracting the
contents, 2) surveying through the titles and eliminating irrelevant ones, and
3) screening for relevance.
1. On the 1st of July 2022, we used the Youtube Data API to crawl the videos
using the search seed “cheating” or “modding” with the name of the game.
The filter setting was adjusted to select the first 100 videos by view count,
with contents created since January 2017, and in English. The inclusion
filters were set for online PC games (e.g., no Playstation 4 or Xbox one), view
counts above 1000, and duration under 60 minutes. As the contents of the
videos themselves are not directly searchable, we relied solely on the text
features (i.e., title, tag, and descriptions) to search for terms. A preliminary
search of the terms allowed us to gain more insight into the semantic features
of cheating and modding in specific games (e.g., cheats, mods, exploits, or
hacks). We collected the title, date of posting, view count, unique video ID,
and channel ID.
2. From the initial round of results, we scanned for erroneous contents corre-
sponding to the exclusion filters. We then omitted those which pertained to

catching or condemning cheating players, or contained no verbal or text-based
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PUBG | How 10 rapid fire a semi auto weapon' (Gheat wihout being banned!)

Figure 4.1: A walkthrough video illustrating the installation and use of a cheat.
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Figure 4.2: A gameplay video showcasing tactics employed by cheaters.

communication throughout the video (e.g., a static image or a silent gameplay
video).

3. The author then watched the contents, taking note of all the explicit and
implicit themes (e.g., a walkthrough video shows how easy it is to play without
getting banned, implying low barriers in anti-cheating), as well as relevant
game mechanics and jargons to apply in future interviews. The videos were
all observed within a 10-day period.

The videos selected from the data collection encompassed various types, including

reviews, tutorials, walkthroughs, streams, and general documentation, all centred

around the subject of cheating.

2. Online advertisement banners Advertisements were identified through
the notes taken from previously crawled videos, participant recommendations,
and platforms where our interview recruitment forms were posted. The selected
advertisements were all publicly accessible, with their front pages typically featuring

the same words and phrases found in external promotional materials. Screenshots
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and notes were collected for each banner and the front page of the host site,
including the main title, subtitle, and high-level descriptions of the advertised cheat
products and services. The advertised offerings were categorised as either free or
pay-to-play. The accompanying notes aimed to objectively capture the factual
content and the language used in these promotional materials (G. Cook 1992), with
particular attention to their commercial value (e.g., costliness) and social appeal

(e.g., promises of increased player status or recognition).

4.3.2 Data analysis

Given the varied nuances of our research questions, we structured the data analysis
into separate stages. The initial assumption was that the theoretical propositions
stemming from the GameFlow model would not be universally applicable to each
research question. Specifically, RQ2 centres on social dynamics, representing just a
facet of the broader PX criteria, while RQ3 addresses player perspectives on game
publishers, which, although not directly rooted in, emerge in relation to the PX. To

cater to these distinctions, the analysis was structured into four phases.

Part I: Analysing for RQ1. In the first phase, we came up with a codebook that
reflected the theoretical propositions of the GameFlow framework (i.e., concentration,
challenge, player skills, control, goals, feedback, immersion, and social interaction).
We then coded the interview with initial tags indicating different play experiences.
We generated both latent codes, interpreting underlying participant intentions, and
semantic codes, directly reflecting participants’ words. Then, we identified areas
where the observed play experiences from data fit or deviate from the established
codes. For diverging patterns not covered by the codebook, we modified the original
PX framework to incorporate the context-specific observations of cheating. While
responses could be assigned multiple codes, the resulting themes were not mutually
exclusive, allowing individual codes to contribute to several themes simultaneously.
Afterwards, we returned to the data to examine with this adjusted theoretical

lens of PX, and iteratively modified the codebook according to the emergent
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themes. The iterative process was halted upon achieving a state of conceptual

saturation (Doyle 2003).

Part II: Analysing for RQ2 & RQ3. To address RQ2 and RQ3, we focused on
emergent themes, particularly those concerning social interactions within the PX
and players’ perceptions of the publishers. New codes were developed to capture
diverging patterns as they arose. We then delved deeper into the data, evaluating the
codes identified in the previous phase and seeking additional insights. Throughout
this process, our understanding of the social interactions was continuously refined

in an iterative manner.

Part I1I: Comparing the interview themes with observation data themes,
and reaching consensus on global themes. For consistency, we cross-checked
the findings with observational data (i.e., video and advertisement) which were
examined using content analysis (Bengtsson 2016). At this stage, we initially
generated codes by identifying patterns that appeared most frequently in the data.
Technical words and jargon were also incorporated into codes that encapsulated
their meaning. The impressions and relevant ideas about the observed content were
included as complementary notes, while the themes were developed by organising
the codes into common clusters. Data collection on advertisements—carried out
concurrently with the analyses—came to a halt upon reaching conceptual saturation
(Fusch & Ness 2015). Finally, the resulting codes and themes were reviewed and
discussed with the two supervisors, who are both familiar with the domain, and
were subsequently fine-tuned for clarity.

Analysing for RQ1 resulted in two sets of output. The resulting modified
codebook retained all the same elements except clear goals, concentration, and
feedback, which we reflect on towards the end of the study (Section 4.5.4). The
emergent themes of the RQ1 analysis include enjoyment, autonomy, gaining an edge,
HvH, revamping the existing mechanics, customisation, cheat strategy, a daring

scenario, and god mode. RQ2 analysis resulted in the following themes: competition,
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gaining an edge player skills |
customisation control | undetected
ban
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Figure 4.3: Codes and themes from analysis with the GameFlow framework

support/camaraderie, cooperation, and conflict, while RQ3 analysis resulted in:
disappointment, feeling of insecurity, and desired improvements.

During the analysis process, several codes were identified but not incorporated
into the findings section of this work (i.e., affordability, undetected, ban, cyber
security, scams, technical setup, professional traits, moral boundaries, desired traits
of cheats, and upkeeping with the latest information). While these codes were
retained for potential future inquiries, they were deemed not to be aligned with
the research questions central to this study. As a result, the focus was narrowed to
codes that offered a more direct insight into the main research objectives. Figure
4.3 displays the result of the analysis. The codes are arranged in the descending
order of frequency, with the most prevalent code at the top, and also reflect the

themes from the observational data (i.e., video and advertisements).

4.3.3 External validity and generalisability

The quality of the data was assessed and revised using triangulation and comparison

throughout the data analysis process. To determine the generalisability of the
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findings that surfaced in GTA V Online and CS:GO, we incorporated player
insights from RPG as another game genre, and investigated Dark Souls and World of
Warcraft. ‘Soulsborne’ games refer to a series of games developed by FromSoftware—
notably Dark Souls 3, Bloodborne, and Elden Ring—that follow a specific set of
rules and mechanics, and are generally considered to be a sub-genre within RPG
among game players. While World of Warcraft is also rooted in the role-playing
genre, it distinguishes itself by offering a massively multiplayer online gaming

experience characterised by its persistent world.

4.3.4 Sample overview

A total of 70 users participated in the interviews (primary data: 43; secondary data:
27). Details of the demographic information are provided in Table 4.1. Fifty-nine
participants who responded to the demographics survey self-reported as male, one as
non-binary, and the remaining ten chose not to answer. Over 60% of the participants
were below the age of 21 with the oldest being 32 and the youngest 18. Participants’
geographical regions spanned across the globe, with Europe being the highest with
25 participants. Thirty-one participants identified as students, 17 as employed

(including part-time and freelance status), 11 as both, and 4 as unemployed.

Twenty-eight participants had experience in more than one of the games presented
in the following interviews. For instance, the World of Warcraft participant had
experience in Lost Ark, and several GTA V Online participants had modding and
cheating experiences crossing over other FPS (i.e., PUBG, Call of Duty: Modern
Warfare 2, Valorant, Apex Legends, and Escape from Tarkov) and sandbox games
(i.e., Minecraft and Garry’s Mod). Table 4.2 labels the interviews with the topics

that participants discussed most frequently.
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Characteristics X+SD Count Missing
or %

Age 3
<20 18.64 (0.759) 42

2124 22.25 (0.775) 16

25-28 25.50 (1.225) 6

29-32 30.00 (1.732) 3

Gender 10
Male 84.2% 59

Female 0% 0
Non-binary 1.43% 1
Profession 7
Student 44.3% 31
Employed 24.3% 17

Student & employed 15.7% 11
Unemployed 5.71% 4
Geographic region 11
Europe (incl. the UK) 35.7% 25

North America 32.9% 23
Asia-Pacific 8.57% 6

Latin America 4.29% 3

Middle East and Africa 2.86% 2

Years of involvement 2
<1 0.78 (0.336) 9

2 4 2.81 (0.780) 32

5-7 5.64 (0.790) 22

810 8.80 (0.837) 5

Table 4.1: Descriptive statistics of participants’ demographic variables.

87
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Genre Game Interview Video Ad
FPS Counter-Strike: Global Offensive 43 48 8
Action- Grant Theft Auto V Online 24 45 1
adventure
RPG Dark Souls 1 42 1
World of Warcraft 1 44 1
Miscellaneous 1 N/A 10
Total 70 179 21

Table 4.2: An overview of the data collected: interviews, gameplay videos, and image-
based advertisements. Miscellaneous refers to contents spanning multiple games.

4.4 Findings

In the following section, we lay out the PX elements that are influenced by cheating
in relation to the GameFlow criteria (Sweetser & Wyeth 2005). We focus on the
four elements that have been identified as highly pertinent within the context of
this game: challenge, control, player skills, and immersion. The fifth element, social
interaction, is discussed in the subsequent section (Section 4.4.2). We reflect on

the elements which are not included from the criteria in Section 4.5.

4.4.1 RQ1: What types of play experience exist in cheating
and unauthorised modding?

Challenge

An appropriate level of difficulty is necessary to challenge the skills of a player.
As one participant noted, games can lose their appeal after extensive playtime:
“Games arent fun for some people after 8k hours of playing” (U27), suggesting how
experienced players may become bored without new challenges or experiences. The
new challenges provided by the cheats and mods can thus make the game feel more
stimulating again for the player. The challenge is mainly that of “bypass[ing] anti
cheats” (U21) and staying unnoticed by other players or spectators. U9 explains

that “playing with cheats makes you aware that people could be spectating you
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(CS:GO’s Overwatch system) so trying to hide it from a potential spectators gives a
different challenge”. Moreover, recognising other cheaters in the space while trying
to evade detection can also be part of the fun according to U29: “When we run
into other cheaters, it is fun to see who will outsmart each other, because contrary
to popular belief, cheats do not play the game by themselves, you actually need
to have a good strategy, map knowledge, cheat knowledge and etc”. This suggests
that cheats not only help players improve their performance but also require them
to develop new skills in order to use the cheats effectively.

In action-adventure games as GTA, players can grow increasingly frustrated or
impatient at the seeming delay at which the game progresses (U47): “If I want to
no longer travel across the map for 15 minutes, I teleport. If I don’t feel like dying
on a mission I've played 30 times, I enable Godmode” (U52). U61 claims, “I don’t
necessarily care to do some of the prep missions involved. The heist setup [mod] or
teleporting allows me to quickly get to my main goal”. Ub0 also adds: “the features
I use [...] make it easier to get around the map or reduce the time it takes to do
fun stuff like buying and customizing cars. Usually you would have to spend quite
a while to get the necessary funds to buy the new cars and other vehicles due to
the hyperinflation in GTA V7. For players who are not interested and do not feel
challenged in the process of reaching a destination, speedhacks can be used to move
at an increased speed and reach the immediate or long-term destinations faster:
“I can sit back and eliminate the time-bloat in lots of missions or since I'm bored
sometimes, I will play missions in different ways that mods let me” (U52).

The CS:GO cheating has a large presence of Hack versus Hack (HvH), which
helps keep the game stimulating. HvH is a gaming server or a mode of play
specifically dedicated to competitive cheating, where players equipped with cheat
software gather to compete in a game. The presence of HvH demonstrates how
cheating is perceived as a legitimate mode of play for these players. HvH scene also
exists among modders in GTA V Online but has stirred more negative sentiments
among the players due to the prevalence of server crashing. ‘Crash’ in this context

refers to a situation in which a malicious modder forcibly shuts down another
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player’s game (U48). Ub4 explains playing “vanilla” (i.e., without the use of cheats
or mods) will make the PX worse off in a game if it already has a sizable portion
of modders or cheaters: “you can play the game, grind all you want, but modders
will invariably stop you at times, and so will other players, and of course there’s
the normal difficulty of the game to compete with as well. So now you have a
game with a player base all backed into a corner metaphorically until they either
play for many hours or just short cut their way to things”. This shows that, on
top of the challenges faced within the original game, players are also faced with
malicious modders who want to disrupt their play experiences. The social aspects

of HvH are detailed in Section 4.4.3.

Player Skills

Although cheats and mods introduce additional complexities, they can ultimately
lead to greater skills development for players. U34 claims that “a lot of people join
because they suck; that’s true. But just as many join because the edge you get
from it. Why be good when you can be the best?” Players also seek cheating as
a more challenging way to hone their skills: “I genuinely think that [by| cheating
in this game specifically [...] I'm always improving at it, I'm always getting better
at it” (U17). U62 explains, “legit” play is much more rewarding for me, recently I
have joined a community specifically for high level closet cheaters and it has been
exactly what I've been looking for, it gives me the slightest advantage while still
letting me learn and become better at the game. [It] let’s me be competitive and
actually need to try to win but at a higher level than I'd usually be able to”. HvH
enables players to explore a wider spectrum of skill sets to complement the combats:
“you know, whenever you join [an] HvH server on Counterstrike there is a lot of
skill that goes into it, and [in] maintaining a high KD [i.e., the number of kills and
deaths achieved]” (U17). As such, cheating serves as a means of skills development
by allowing players to experiment with strategies and techniques that may not be

possible within the boundaries of the original game design.
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U24 from CS:GO claims that cheating is a necessary part of developing skills
because there are already a lot of cheating players who raise the overall bar for
competition: “To play CSGO without cheats in 2021 is not possible... this is
disgusting for me because you are trying to show that you play better when you are
anoob” (U24). When explaining how they first became involved with cheating, U16
recalled encountering other cheaters they could not defeat, “since their cheats [were]
stronger /better”. Although they purchased cheat software shortly after the match
to use against their opponents, they realised that they still needed more practice to
win: “I had not much experience with cheats [and] the large number of options just
confused me at the time [so] we still lost that game, realizing that there seems to
be quite the learning curve and somewhat of [a] competition between cheater[s]”.

In GTA V Online, players are especially vulnerable to external threats that
can disrupt their gameplay experience, prompting them to develop skills beyond
those required at a basic level. U47 states, “having protections against crucial
harmful features such as crashes, kicks, and any lag is a must”. As a result,
participants often found themselves inevitably resorting to mod menus as a means
of protecting themselves against crashes. According to U46, mods are “just a

way of not being vulnerable”.

Control

Participants felt a sense of control through cheating and modding in two ways. First,
they have a sense of control over the actions and movements they can take as well
as the resources they can access. A CS:GO player U36 claims that “when you have
good cheat like [cheat name] for example, you feel superior and you have control
about the game. You can win, you can have fun trolling others, or you can even lose
on purpose to make someone mad”. U21 shares a similar view claiming that it allows
them to “play games the way [they| want”. Likewise, a GTA player U54 notes “you
can get a [mod| and unlock all of the content you’d likely never see if you are not

willing to grind for a long time for it all”. U57 considers himself a “completionist”
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in what the game has got to offer to the player: “when looking for a menu, it is
important for me that the menu allows me to unlock ‘special’ or limited content”.

Mods are particularly valuable as they help customise the game to the players’
liking. U52 provides an example, explaining that in one GTA heist, “you're heavily
restricted in how you can engage the objective. Well I flip that all upside down
figuratively and instead of walking and sneaking like I'm forced to, I can fly in
on a helicopter and spawning bodyguards and enable explosive rounds and cause
chaos”. UbH6 says one can also visually flip “the world upside-down like in [the]
Doctor Strange movie”. Control is not always a means for advancing faster but

rather providing the player with the freedom to play the way they would like: “I do

admit doing goofy things like transforming into creatures is a lot of fun” (U47).

Immersion

Cheats and mods enable players to break free from the restrictive elements of the
original game narrative. U42 from GTA V claims that “the lack of progression in
the game has made it a bit more boring to play normally, but more fun to play
as a sandbox to purely mess about in, it’s less serious for me now”. In such cases,
external resources can further immerse players in the virtual environment, even when
they have not yet developed the skills typically expected for the intended player
experience. U36 adds that cheating allows them to enjoy the benefits of gaming
without its frustrating aspects: “overall I love cheating in video game as a hobby.
[It] makes me feel good after a long day of work and I play video without being
mad... feel[s] good”. This way, even a novice player without a deep understanding
of the game mechanic can be exposed to a similar depth of experience that more
seasoned players may have. U44 adds that mods in GTA V primarily serve to
break all the restrictions that exist “in an instant”. They explain that modding
“is really just one thing, it’s freedom [...] With a [mod] you can quite literally do
whatever you want, whether that be with good or bad intent”.

As a result, cheats and mods also help extend the limits and lifespan of a game

as a consumer product: “you can get ‘more out of the game’. Meaning if you have



4. The Social Elements of the Cheating Fxperience 93

already played through all the available content, you can still have fun with the
game” (U57). Participants in both GTA V Online and CS:GO who spent extensive
time on the game felt that there was no more left to the game, and that cheats
and mods help “[change] a lot of fundamental parts of the game that [make] it
feel like a new game” (U67). Some claimed that cheating could be thought of as
a type of “gamemode” (U28) or a “scene” (U27), where “you can change a lot
of visual stuff to the game to make it feel new and better looking” (U9). U52
expressed that modding keeps the “game feel[ing] like a second job” by enabling
him to “play beyond the boundaries of the game”.

Regarding GTA V Online, U50 expressed that “[they] have done everything
the game has to offer natively”, while U8 added that “everyone has already seen
whatever Rockstar wants us to see while playing the game”. U50 explains: “The
DLCs [downloadable content] that Rockstar has made over the years usually don’t
have more than a few hours of gameplay in them so adding your own things to do
keeps things fun. If it wasn’t for mods I would not be playing the game anymore
at this point”. This shows that players proactively search for solutions to keep the
game engaging independent of what they perceive the publishers to be doing. Some
participants believed that games are ultimately meant to be broken: “when you
consider what mods really end up doing, you can follow your thoughts to conclusions
and understand that it’s all eventually made to ‘break’ the game. How it is broken
is up to the modder” (U54). U57 adds, “there [are] too many possibilities to break
the game in a way the developers have not intended”.

o Detracting from immersion: While cheats and mods can enhance one’s
immersive PX, they can also bring about its diminishing value. Cheats can
make players appear more skilled than they are, and even feel invincible
through ‘god” mode (n=6). The caveat is that too much can spoil the fun in
the long run as the player is not striving to improve. U69 asserts “once you
start using cheats it’s a bit harder to enjoy a game as they’re meant to be
played as you know you have the knowledge to gain an edge”. As U49 also

notes, “when I can do anything [it] mean[s] I can have everything, [and] that
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would result in me losing interest of the game [...] you wouldn’t want to do
anything, no reason to do anything at all”, explaining that while cheating
and modding can still be enjoyable, the feeling is only “temporary”. U52
claimed that “being able to mod this game has made realize why rich people
are bored: I have everything I want and have no need or incentive to grind

for it legitimately”.

4.4.2 RQ2: What kind of social dynamics transpire from
the cheating experience?

Participants shared insights into the social interactions which developed as a part

of their involvement in cheating and modding.

Competition: Cheater versus cheater

Competition is one of the main social dynamics which pervades the discourse of
cheating, inherent to the nature of multiplayer gaming. In the Challenge section of
RQ1 (Chapter 4.4.1), the participants shared how existing challenges can be made
harder to make the game more stimulating. Some players elevate this strategy by
establishing their game objective as achieving victory over another player who is
also cheating. This adds an additional layer of challenge to the gaming experience.

The unprecedented challenges posed by the HvH environment indicate the
players internalising cheating as their own means of challenge. A CS:GO player,
U23 claims that god-like powers are only interesting when it is balanced with the
opponents: “it’s not interesting when god fights mortals. But when it’s God vs
God—it’s much more interesting. You have many ways of using your power. And
[whoever] does it the best way—he wins. But even a god can kill his name and

be lowered”. Likewise, U34 shares his insights:

“Some people have even gotten bored from the game, reached the top and
had no other reason to play. That’s from a closet cheating perspective.
Hack vs Hack is like a whole different game mode. Back when HvH first
began, it was developers seeing who had the better cheat and when it
got bigger it’s become users who have the better playstyle pretty much.
Everything [about the HvH] is different from the main game][...] It’s fun
and different]...] just another game to try and get good at”.
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According to the GTA participants, the HvH scene is highly competitive among
modders as well. U45 explains, “some modders will immediately see other modders
as a challenge and try to crash them; it’s like a battle between the protections

of one menu versus the other”.

Support and camaraderie

Participants’ insights into the beneficial aspects of cheating revealed a significant
element of mentorship and support (n=9). For instance, participant U44 highlighted
that the ability to assist other players was one of the main reasons they chose to
mod: “I think modding on GTA V is about making everyone enjoy the game a
little more, even for players without mods. This can be achieved by giving them
money, or by just doing fun stuff like making a racing course with spawned in
props in which the whole lobby can participate”. Ub4 similarly describes how they
modded with benevolent intentions, trying to “form connections with people by
doing things [such as flying people around in a car and enjoying the conversation]
that are normally not capable in the game”. They claim that this approach was a lot
“more favorable and more memorable and worthwhile [for their] time than to just
grind and grind and grind because the game eventually just gets boring”. Although
the participants (n=4) who helped others were not financially compensated for their
commitment, they still derived notable satisfaction from it. These responses reveal
that, at least in GTA, modding is not necessarily just about deriving enjoyment
for oneself but also helping others gain a better overall experience.

U46 explains that the social aspect is one of the most meaningful parts of
modding: “[modding is] what got me back into the game after abandoning it for
a while, and what makes it fun for me is mainly the people I met along the way.
Through modding I made what now I can consider close/ very good friends, and
that’s what [is] nice about it. it may sound a bit confusing, but there’s more to
modding than actually ‘cheating in a game’, there’s a whole community behind it”.

U30 explained that the cheating community is “sometimes alot of fun”: “You can
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probably meet some cool people here but it’s really difficult. I [have] only known
like 3 guys that I somewhat actively play with still”.

Cooperation

Players can reach out to a group of skilled users who can help them achieve the
goal of becoming more skilled in cheating: “You will need a team that know[s] how
to play CSGO legitimately, train aim and tactics everyday to win the tournament
and prize money. On this stage of cheating, you will know some good coders and
providers who are [intelligent]. T am not [a] coder but I know where to get good
private cheat. That make[s| you want to go deeper in [the] cheating community
and want to cheat [in] more games” (U36).

Cheats and mods support social engagement not only within the game but also
outside of it, as reflected in participants’ use of forums and discussion boards.
Participants (n=12) noted that external websites and community boards are
particularly useful for discovering the latest cheats and mods. U43 comments,
“my friends and I used to mod in all kinds of games so we used to follow certain
forums that had mods or scripts for different games. [...] I stay updated because
once you buy a license key for the [mod]| you gain access to a buyers discord with
support channels and things for the menu owners to use and talk to each other
with”. Fifteen participants claimed that they have developed cheats or mods, or

have experience programming scripts to add to the existing cheats and mods.

Conflict

Toxic behaviours were reported to be common among users in cheating forums and
peer groups. In CS:GO, participants conveyed a lack of trust in servers and users
that one would come across while cheating, as they can be turned against them
anytime for attacks: “You can’t show anything about yourself. If you do, you’ll get
[...] DDoSed. you have to always put VPN if you're joining someone’s server”! (U4).

U4 claimed that DDoS attacks are common in HvH servers, especially in instances

Virtual private network (VPN) is a secure network service that encrypts internet traffic and
masks the user’s IP address to ensure secure communication.
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where other players are not fond of a specific user: “the admins there can see your IP,
and if you're like being annoying, they’ll put it in chat and people will DDoS you”.
This implies that even in an environment filled with players with mutual interests
in cheating, they are nevertheless prone to challenges that hinder their ability to
access the games. U12 claimed that they have witnessed users get doxxed for simply
“asking a question about a cheat”. U23 explained that “it is considered... ‘cool’ to
dox, dos, or leak personal information of your ‘enemies”’, inferring that doxxing
can be used to impose dominance by competitive-minded users and shame victims.
U25 also mentioned that they made their own communication channel for cheating
so that they could keep under control the toxic behaviours targeted towards them,
which they encountered even on the day of the interview: “i played hvh today and
like 3 people were being super toxic and saying racial slurs to me for no reason”.

In GTA V Online, crashing opponents’ servers was the most common concern
among the participants: “A lot of lobbies have kinda toxic modders who will crash
your game or boot you out” (U58). In describing common types of modders, U56
explained that the modders who ruin others’ experience are the “worst creatures]
ever... [who will] dox other players IP and geo location in public chat... crash other
games for their fun even DDOS and shutdown their victims router”. U45 recalled
how “modding used to be a lot healthier” where “nobody really messed with each
other, and when they did it was at most, just blowing them up. now there are

menus that can crash players’ games and reveal their IP’s easily”.

4.4.3 RQ3: What are players’ perceptions of game publish-
ers concerning their play experience?

Disappointment

Participants (n=29) expressed resentment towards the publishers and content
distributors due to their perceived lack of effort invested in the game. They felt the
publishers were unresponsive to the persistent issues they tried to bring to their
attention. U7 described how it is “really disappointing” that even when a cheat

has been clearly available for a significant period of time, it remains undetected:
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“somehow [the cheat] still works. it’s been like 2 years since it’s release. again showing
how incompetent valve is”. U12 believed that cheating is “epidemic” in CS:GO due
to this seeming lack of care by the company: “the developer has messaged valve
saying ‘here please detect this cheat’ and literally nothing has happened”. Similarly,
U7 recalled how they helped built exploits in the past to which Steam, a video game
distribution service, did not appear to be responsive in their view. They also recalled
a past exploit “where with a simple click the whole game server [can be| turn off for
everyone” but took Steam “a year to patch it”. As a result, they claimed that their
team “resorted] to spamming” Steam, and even then “it just [got] fixed in a very
half assed way”. U7 claimed that they have quit playing the game altogether now,
and is now solely involved in online communities helping people cheat in games.

On GTA V Online, U54 claims that the “game is decrepit, and was often buggy,
and people have to contact rockstar support all the goddamned time. Its not a game
like it used to be, where it was somewhat enjoyable... the game became a balance war
between certain things”, referring to the new game items that they deem unbalanced
with the existing ones. U52 discusses how they felt that the players’ voices were
neglected by the publisher: “the game has depth but in all the wrong places... the
[developers] purposely refuse to balance out the game and they finally decide to
do some good changes that the players asked for, for a decade right before they
announce the next game. That’s not right”. They believe they can never “play the

game legitimately again unless Rockstar made an actual effort to enforce anticheat”.

Feeling of insecurity

Participants from GTA V Online claimed that players did not feel safe against
other modders, and felt the need to cheat or mod themselves to protect themselves
and compensate for the lack of protection measures placed by the publisher. U43
asserts that this is a legitimate problem negatively affecting the players that needs
to be addressed by the developers: “modders with menus can crash someone’s
game if they feel like it by sending specific events in the game or spawning objects

near them that cause errors and crashes and that runs rampant in GTA online.



4. The Social Elements of the Cheating Fxperience 99

Menus are the only way to block those events and I'd like for Rockstar to work
on that because people can crash someone else’s game if they feel like it and just
make them have a bad time”. U64 also elaborated how they would like to see a
departure from the Peer-to-peer (P2P) structure: “its [currently| a direct player
to player connection which means anyone with an ip puller or a menu that shows
ips can get the IP address of the other players along with the geoip location to
possibly use for malicious activities. Only way to really combat this is either use
a VPN as a player, or for [Rockstar| to change the game to have users connect
to a server and not directly to other players”.

In both games, the sense of resentment was intrinsically linked to what par-
ticipants perceived as the publisher’s aggressive drive towards monetisation. U25
in CS:GO explains: “the thing is valve... does not care about its own game, only
about the money it generates they don’t do anything with their anticheat they
just want people to be banned so they buy accounts again”. In GTA V Online,
fifteen participants agreed that the publisher “really only cares about money cheats”
(U45) for their financial benefit. The participants were unhappy about the amount
of grinding that comes expected with the game, and they viewed that this was
the result of the publisher pursuing monetary gains. U50 claimed that “Rockstar
[otherwise| doesn’t have much of an incentive to make actual good new content”.
UbT also describes: “I feel like Rockstar [...] made it extraordinarily tedious and
time consuming to obtain the ingame currency legitimately, in order to sell more
‘Shark Cards’. Shark Cards are a way for [Rockstar] to sell ingame currency for
real money to the players. I felt screwed over by [Rockstar], who not only sold
a full price game but also designed the multiplayer experience around earning
even more money from the players” (U57). U52 added that they would like the
publisher to “make the game less grindy and not so limited in what to do. The

game solely focuses on cash and in-game businesses”.
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Desired improvements

To consider not modding, there was a consensus on the need for more regular
and major improvements on the game: “In a perfect world modding online games
would not be necessary but this will probably never happen” (U50). For GTA
V' Online, the participants expressed several areas for improvement in the game,
which include the need for a better anti-cheat system, protection against disruptive
players, dedicated servers instead of relying on a peer-to-peer structure, game
balance adjustments, reduced grinding time for in-game currency, and improved
collaboration process for in-game heists. U50 continued to express their desire
for the publisher to pay more attention to how the players feel: “I would love for
Rockstar to actually listen to the community, not just the modding community but
the whole GTA V online community, and address the actual problems with the
game... the game still has many flaws that I would love to see Rockstar fix”. Five
more participants explicitly claimed that they would like the game publishers to pay
more attention to their ideas and concerns. U45 adds that despite the corrections
made over the years, it is still not enough: “they have improved a lot, only took

them like 10 years lol... i doubt they care too much”.

4.4.4 Insights from other game genres

The viewpoints of players from other games corroborated the findings of this study.

Challenge The challenge aspect in PX is particularly notable in Soulsborne
games, where players are subject to unforgiving in-game deaths and roadblocks
by design. Mods are a popular option for players to render such challenges more
manageable. In FElden Ring, players can ‘cheese’ the boss to complete missions
and enemy fights. This is made possible through design exploits in the given
environment, items, and even the setup of the enemy (e.g., luring a giant enemy

near a cliff and causing them to lose their balance before falling).



4. The Social Elements of the Cheating Fxperience 101

Control Players can gain a sense of control by manipulating the game shell
(e.g., the ability to start, stop, and save) to their liking. U68 who is familiar with
botting in MMORPG games such as World of Warcraft points out, “you have
more resources [and] you can translate hours of botting into an increase in your
personal resources”. They explain: “you feel very gratified knowing that you can
skip the boring stupid time gated parts of the game and actually do something
else instead [...] It makes you feel efficient at the game. Like you solved the real
problem with the game”. In line with the previous remarks on player skills and
challenges, this view suggests how players take active control in enhancing their

PX when they do not feel satisfied with the given mechanics.

Player skills Further, U59 who has experience in both FPS and action-adventure
games claimed that the desired capabilities, and thus what is considered skilful, are
different depending on the games. Using Call of Duty and GTA as examples, they
explained that players focus on being “better” than others in the former, whereas
players focus on “do|ing] whatever [they| want” in the latter. U68, who is experienced
with Dark Souls, also agree on the freedom aspect being at the core of the experience,
though they hoped that the publisher would endorse and support this aspect more:
“Unfortunately, unlike skyrim, dark souls is a multiplayer game. Which means letting

people add or change code in the game is just begging for abuse from hackers”.

Immersion Participants claimed that mods can effectively extend the life of a
game, echoing the values of replayability seen earlier in CS:GO and GTA V Online.
Based on their experience with Soulsborne games, U67 explains that the original
game should come before any experimentation: “So with any game, you should
always play the vanilla version first (vanilla meaning unmodded). Overhauling the
game with mods afterward doesn’t necessarily make it better, but changes the game.
(For example, my first dark souls mod was the convergence for [Dark Souls 3]. It

changes a lot of fundamental parts of the game that makes it feel like a new game)”.
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Social dynamics There was limited data on the social aspect among modders in
Dark Souls 3 and WoW but the participants highlighted the significance of online
forums as a means to discover and learn new information on the subject matter, as
well as to connect with others who share similar interests. In line with the use of
online social platforms, U67 commented that they began modding in Dark Souls

because a Youtuber they follow posted a video showcasing it.

Desired improvements The participants consistently held critical perspectives
regarding the demanding time requirements of the game. U68 expresses, “I can
partially blame game design for relying so heavily on huge time investments, but
at the same time I've been one of those no lifers who puts all the time in, and I
think there should be a reward for the guy who sits there and puts 1000+ hours
into a game they love”, indicating the lack of appreciation felt by some players
for their genuine dedication.

Regardless of the player’s skill level, some participants suggested that the
motivation to cheat arises from the underlying assumption that the original game
itself is worth playing. U68 claims that “any game that isn’t worth cheating in,
probably isn’t worth playing” because “the very mechanics in games that encourage
cheating, are also there to reward players who do the long grind”. Their view
reflects on the value of the foundational game mechanics that players consider
before making moral decisions to cheat. They add: “you know how you stop

cheaters? You make a shit game”.

4.5 Discussion

We discuss the interpretations of our findings, assessing how player experiences shape
their perspectives and attitudes in games. We then analyse the emergence of social
interactions through the concept of social capital within the gaming community,

and comment on how the findings tie into the existing literature on GameFlow.
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4.5.1 Taking control of the game

In contrast to conventional user-facing products where developers can intentionally
shape user actions and emotions, the actual in-game experiences do not always align
with the developers’ intentions (Hassenzahl & Tractinsky 2006). Developers cannot
enforce the enjoyment that players derive from a game; it necessitates reciprocal
commitment from both the players and developers. Within the realms of CS:GO and
GTA V Online, players have communicated feelings of boredom, frustration, and
eventually resentment, which they attributed to the game publishers and developers.
Despite these feelings, their enthusiasm for the game—irrespective of whether they
cheat, mod, or neither—encouraged them to craft their solutions. These solutions
often found support within their respective social networks. Below, we outline the
ways in which players use cheating to regain control in the game:

Increasing replayability. The findings boil down to the desire for more fun
and stimulation, which can become lost after a player becomes experienced in a
game. This corresponds to the earlier claims from Consalvo (2007), who found
that cheating is a playful activity that extends the playable lifespan of a game,
referring to how most cheating players originally start playing the game ‘vanilla’
as seen in the findings. One can argue that cheating and modding are examples
of players’ attempts to recycle and reinterpret the value of play based on existing
game mechanics—especially when there is a perceived lack of support from the
publishers—giving them the freedom to decide on the lifespan of a game.

Deflecting the gruntwork. In the context of GTA V Online, our findings reveal
that the amount of manual labour involved, such as grinding, plays a significant
role in why players turn to modding. Players actively invest their own effort to
overcome challenging situations, which may not suit the preferences of everyone.
The games examined in this study are designed with an expectation that players will
persist indefinitely, requiring continuous effort to perceive progress, which may not
be suitable for everyone, such as individuals with limited technological proficiency

or disabilities. Without considering the diverse contexts that influence player
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capabilities, game developers risk alienating players and leading to disengagement
from the games altogether.

Rationalising the act. The findings highlight a close connection between
players’ negative perceptions of the publishers and their inclination towards modding.
It became evident that players believed in-game issues had been neglected for
extended periods of time, even when they attempted to report them directly. The
perceived lack of responsiveness and actions by the developers creates a sense of
disconnect between the players and developers, as if they were working towards
different goals. This aligns with previous studies on modding suggesting that
modding is justified when developers’ actions or native products are considered
inadequate (Curtis et al. 2022). While feelings of resentment may persist among
cheating players to some extent, the ability to mod with a rationalised view towards
cheating brings about a more optimistic attitude towards engaging in modding

and salvaging what remains of the game for the players.

4.5.2 Cheating as a form of resistance

In the realm of video games, cheat communities embody a resistance to the
authoritative narrative and technical constraints established by game developers.
The findings indicate that cheating provides a sense of empowerment for players
who aspire to transcend pre-existing boundaries of the game narrative, design, and
technical limitations. By using cheats and mods, players can fulfil their desires and
overcome existing challenges, customising the game experience according to their
preferences, especially when they feel that their genuine interests are not aligned
with those of the game publishers (V. Chen & Ong 2018).

This is distinct from simply engaging in rule-breaking; the players are actively
shaping a new space within the gaming ecosystem that emphasises player autonomy
and greater flexibility in the gaming experience. By leveraging their technical skills,
much like hacktivists have done in socio-political arenas (Denning 2001; Ames 2018),
one may interpret that cheaters are participating in a form of online activism. Their

sense of disbelief or dissatisfaction in the system may motivate them to transform
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cheating into a new meta-game where players enjoy evading detection rather than
adhering to established rules. As video game columnist Michael Thomsen (2013)
aptly puts it, cheating entails the “process of revealing the cheapness of the rewards
that come from obedience”, calling into question whether conventional achievements
truly offer genuine meaning or fulfilment for all.

Such activities can also be conceptualised within the concept of counterculture
(Turner 2006), as a form of resistance against the prevailing norms and structures
imposed by game developers and the broader gaming culture that ostracises cheaters
(Blackburn et al. 2012). Cheating, in this light, is seen as a mechanism through
which players challenge the predefined narratives and limitations of video games to
create a more suitable experience—one that can even be more inclusive for those
lacking cognitive or sensory development. This aligns with broader countercultural
movements that have historically sought to subvert mainstream values and norms,
thereby advocating for social justice and the empowerment of marginalised voice?
(Turner 2006; Jordan 2008; Jessa Lingel & Golub 2015; Jessica Lingel et al. 2012).

The concept of technoliberalism, which seeks to liberate human potential and
creative capacities, is central to understanding the countercultural significance of
game cheating. By pushing against the boundaries of what is considered acceptable
or legal within the gaming world, the cheating players are not only seeking personal
enjoyment but are also inherently making a statement about the nature of play
and ownership in online spaces (Blaukovitsch 2022; Zwart 2009). This form of
resistance is a critical element of the broader debate on the governance of online
communities and the role of online social platforms in facilitating alternative forms
of experience (Krapp & Fischer 2020). As such, understanding game cheating as a
countercultural activity sheds light on the multifaceted ways in which players seek
to reclaim power and agency within online environments. This perspective invites
a reevaluation of the ethical and social implications of cheating, suggesting that

such behaviours can actually represent a meaningful form of resistance.

2The term ‘marginalised’ in this context deviates from its typical association with socio-economic
disadvantage. Here, it refers to individuals and groups who find themselves sidelined within the
social dynamics of a mainstream community.
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4.5.3 Building social capital

Players’ genuine involvement and willingness to engage with games demonstrate
that games can serve a purpose beyond simply providing enjoyment (Sweetser &
Wyeth 2005). The findings highlight that game cheating experiences can give rise
to competition, support and camaraderie, cooperation, and conflict, making the
experience more meaningful. This perspective on social interaction corroborates the
notion of gaming capital—a concept introduced by Consalvo (2007) and derived from
Bourdieu’s original proposition of cultural capital (2002)—which reflects how players
advance and derive greater value from a gaming environment. In the context of our
work, the findings indicate how the mere act of interaction holds meaning in and of
itself, and additionally offers practical knowledge conducive to refining cheating skills.

The dedication shown by players who cheat closely mirrors the commitment of
game developers themselves. The concerns they raise and the efforts they make
to enhance their gaming experiences highlight that players also have a vested
interest in the success of these games, even if their capacity to enact change is
limited. This interest becomes evident in the rare instances when mods have
been adopted as legitimate software by game companies, demonstrating the value
that non-traditional forms of play can bring to the broader gaming community
(Scacchi 2011). The development of communities, such as chat servers and discussion
boards, further demonstrates how players collectively seek to leverage knowledge
and information to enhance their play experience. This perspective underlines
the community-centric approach taken in subsequent chapters to examine the

activities associated with cheating.

4.5.4 Review of the GameFlow criteria

The findings in RQ1 surfaced the elements the players value highly as a part of
the PX, such as having an appropriate level of challenge and more control over the
play environment. While the insights from the two games have offered comparable
outlooks on the criteria, one must take into account the differing nuances offered

by the games. For instance, the concept of control may vary in the two contexts
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where players in CS:GO may be striving to unlock as many capabilities as possible,
whereas those in GTA V Online may be interested in approaching the game in
a more innovative manner (e.g., reversing the character actions). Despite such
variations, applying the GameFlow criteria has proven valuable in comprehending
the notion of cheating within the context of playfulness that is central to games.
When analysing the data, we found that these three GameFlow elements were
unclear or did not have a significant presence in our data: clear goals, concentration,
and feedback. First, goals vary widely depending on players’ skills. Because cheating,
by definition, overrides the rules of the games, it would be inaccurate to assume that
all cheating players seek to win a match or ‘crush’ others. As observed in the findings
and existing work, players involved in cheating can manifest varying intentions.
Concentration was omitted as our study relied on self-reported data, recalling
back to the game instead of playing the game in real-time. As a result, it was not
possible to fully assess whether the games in question aligned with players’ perceptual
and cognitive capacities. Future research would benefit from real-time observation
of players as they engage with the game to more accurately evaluate this aspect.
Regarding feedback, although the findings indicate that players view cheating
as a valid form of gameplay, obtaining concrete feedback on their performance
remains challenging due to the absence of formal channels for recognising and

evaluating such mode of play.

4.6 Conclusion

This chapter provides insights into the individual play experiences and social
dynamics that transpire within games. We observed instances where engaging
in cheating within games appeared to positively influence player experience by
fostering a sense of autonomy and control, thereby making their involvement feel
more meaningful beyond simply achieving victory. The findings also suggest that
the decision to cheat is associated with perceived shortcomings and unsatisfactory
sentiments towards game providers. In the next chapter, we explore the derivative

practices surrounding cheating that have emerged from these interactive dynamics.
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5.1 Introduction

In the past, players shared strategies and tips through hobby clubs and informal
networks of friends as a means of finding new ways to progress in games (Tarantola
2019). The rise of online social platforms has drastically changed this pattern
of cheating. As with other online communities, the ease of access to information
through these networks presents ample opportunities for the discovery of new insights
and collaborative knowledge creation (Dabbish et al. 2012; Kittur & R. E. Kraut
2008). Many experts now acknowledge that cheating has developed into a significant
industry, with unauthorised in-game item sales easily accessible through publicly
indexed websites and marketplaces (Maiberg 2014; Pontiroli 2019; Cox 2022). This
reflects the diverse ways through which users can engage in cheating.

Much of the existing research on cheating focuses on activities that occur within
games themselves, leaving a gap in our understanding of the broader practices
and systems associated with cheating (V. Chen & Ong 2018; Doherty et al. 2014;
Consalvo 2007; Passmore et al. 2020; Ribbens et al. 2011). This raises important
questions about the various roles involved in facilitating, supporting, and benefitting
from the practices that enable cheating. Understanding the breadth of these
roles and activities will contribute to a more nuanced perspective on the social

networks that perpetuate cheating.
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The theory of participatory culture provides a lens for analysing how users
interact within social platforms that lead to the emergence of new meanings (Jenkins
2006; Jenkins 2008). Often employed in media studies, this theory encapsulates
how users with shared interests actively engage within communities by assessing
user roles and spaces that facilitate them. Several scholars have examined the
concept of prosumerism, in which individuals participate as both producers and
consumers within communities, shaping and redefining shared values in the process.
Prior research employing this theory suggests its appropriateness in capturing the
complexities of social dynamics of cheating that extend beyond gaming environments.

As the second part of the central research question (“How are game cheating
communities established, reinforced, and governed?”), this chapter examines the
actors and environments associated with cheating to uncover the extent of the
related practices within this domain. The goal is to identify three elements: 1) the
nature of the participatory activities, 2) the role of the social platforms in facilitating
these activities, and 3) the incentives that drive participation. To achieve this, we
aim to address the following three sub-research questions:

4. What activities are involved in the participatory culture of cheating?

5. How do online social platforms assist the means to participate?

6. How does involvement in the cheating culture benefit the users?

These questions are designed to reveal insights that may not be consciously
recognised by players who engage in cheating. RQ4 focuses on identifying the
activities that fall under the umbrella of participatory culture in the context of
cheating. RQ5 delves into the role of surrounding infrastructures, specifically social
platforms, in enabling and facilitating these activities. Lastly, RQ6 aims to uncover
the benefits that drive users to participate in outlined practices.

In the following sections, we review existing literature on participatory culture,
and describe our method for the study. We then present the findings on a spectrum
of user participation—ranging from playful to serious, and legal to illegal—revealing
implications about individuals who partake in activities that are perceived as more

detrimental to the wider online ecosystem. These insights are further enriched
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by illuminating the real-world values embraced by community participants, such
as building expertise and deriving genuine enjoyment, that diverge from the
conventional motivations for cheating. The study also uncovers the role of online
social platforms in providing a space insulated from the typical criticism and

judgement directed at cheaters by non-cheating players and game developers.

5.2 Participatory Culture in Online Communities

Participatory culture is a popular theory used in media studies to explain how users
meaningfully take part in shared practices. It describes a culture in which users
experience a sense of social connection and attach significance to their contributions
within the community. Plentiful case studies have been carried out applying this
theory to online communities, including video sharing (Burgess & Green 2018), fan
fiction (Evans et al. 2017; Fiesler, Morrison, et al. 2017), and software development
(Arciniegas-Mendez et al. 2017). It has also been of growing interest in game
studies in recent years, on aspects of modding (Poretski & Arazy 2017; Thiel &
Lyle 2019) and streaming gameplay (Pellicone 2016).

Jenkins (1992/2012) originally introduced the concept of participatory culture
as a type of “fandom”, which blurs the line between cultural production and
social exchange among fans. The term ‘culture’ here represents “the sum total of
human experience” (Jenkins et al. 2015), building on R. Williams” work (1983) on
cultures. Over time, the concept has evolved to encompass the adoption of networked
technologies and online communities, which have ushered in alternative ways of
engaging in shared practices. Yet, by adopting this theory, Jenkins and his colleagues
(2015) emphasise the importance of comprehending the socio-cultural contexts that
encompass shared norms and values, rather than solely focusing on technological
aspects. Jenkins (2009) lists the conditions for a participatory culture as follows:

1. It has relatively low barriers to artistic expression and civic engagement,

2. It provides strong support for creating and sharing creations,

3. It provides an informal mentorship whereby experienced participants pass

along knowledge to novices,
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4. Members believe their contributions matter, and

5. Members have a degree of social connection with one another.

The conditions demonstrate two common themes—technical accessibility and
social exchange—that are observed in the existing literature of online communities
(Matias 2019; Wohn 2019; Evans et al. 2017).

A possible alternative to participatory culture is Wenger’s concept of communities
of practice (2000), which offers valuable insights into knowledge sharing and
learning within more structured or institutional contexts. While this concept
is well-suited to formalised environments, the perspective of participatory culture
more effectively captures the fluid and often informal patterns of engagement
that characterise participation in these communities. This makes it a particularly
suitable framework for analysing the distant modes of participation within these

communities, such as lurking.

5.2.1 Prosumerism

Technological advancements have expanded the possibilities for more meaningful
forms of participation, encompassing activities such as “interpretation, production,
curation, and circulation” of media, beyond the initial intentions of the designers
(Jenkins et al. 2015). Jenkins distinguishes between interactivity and these modes
of participation, noting that the former relates to technological capabilities that
facilitate meaningful choices for individuals, while the latter pertains to cultural
factors that shape shared experiences. Within this context, the act of participation is
seen as contributing to a collective “process of deliberation” within the community,
oriented towards a shared purpose.

Jenkins and colleagues describe that fans—the devoted followers of media
texts—do not only act as “consumers of mass-produced content but also as a
creative community that [take] its raw materials from commercial entertainment
texts and [...] [remix] them as the basis for their own creative culture” (Jenkins
et al. 2015). The consumers are no longer passive, and have the choice to engage

in creative work themselves, fluidly engaging with it either as a consumer or a
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producer (Jenkins 2008; Boyd 2010). Such users playing the dual role are referred
to as “prosumers” (Toffler 1980).

Existing literature highlights several modes of engagement, particularly focusing
on two distinct roles: moderators and content creators. Moderators have garnered
considerable attention due to their direct impact on curating content and shaping
activities within a community. Moderation is defined as a set of “governance
mechanisms that structure participation in a community to facilitate cooperation
and prevent abuse” (Grimmelmann 2015). Moderators have a multifaceted role in
communities, overseeing content, promoting social support, and even leading social
movements when required, using the control they have over community rules, content
availability, and are responsible for onboarding and supporting users (Butler et al.
2007; Seering, T. Wang, et al. 2019; Matias 2016). Moderators also play a key role
in recruiting newcomers and overseeing their social engagement within communities
(Butler et al. 2007). Wohn (2019) identifies four roles that moderators adopt in
Twitch, a streaming platform: “helping hands”, “justice enforcers”, “surveillance
units”, and “conversationalists”. These moderators, who are typically volunteers, are
often motivated to take on such roles by internal values such as social recognition and
personal ideologies. Matias (2019) introduces the concept of moderation as a type of
“civic participation” pointing to leadership and management being a key component
of communities. Inspired by the work of Butler and colleagues (2007), Matias
discusses how moderation work is viewed as a labour of “community maintenance”
involving the “challenge of developing and maintaining their existence”. We will
revisit these concepts of moderation in the subsequent Chapter 6 where we delve
into the governance mechanisms of communities.

Content creators have also played a prominent role in participatory culture in
the recent decade. The immense popularity of Youtube, in particular, has paved
the way for the type of roles unprecedented in other social platforms (Netzorg
et al. 2021). While it is a video-sharing platform, its additional capacity to interact
with others has opened up ways to re-imagine social interaction. Amateur users

possessing relevant skills and knowledge may emerge as ‘influencers’, creating



114 5.2. Participatory Culture in Online Communities

distinctive content that attracts substantial audiences. Their status as influencers
is often determined by quantifiable metrics such as the volume of content shared
or the number of views received. Those who fail to amass a large audience are
often recognised simply as content creators rather than influencers. Despite their
lack of popularity, these individuals bring valuable assets to the platform by freely
sharing personal experiences and fostering learning opportunities for others (Chau
2010; Burgess & Green 2018). Weber and colleagues (2021) distinguish between
the external and internal aspects of content creators, mentioning that the latter
remains underexplored. While the external aspects are concerned with quantifiable
measures—such as audience size, number of views, or content output—internal
aspects focus on the subjective experiences, motivations, and self-perceptions of
the creators themselves, including how they interpret their roles and the meaning
they derive from participation regardless of external recognition.

In addition to formal participation, informal modes also play a role in shaping
communities. For example, some experienced or knowledgeable users engage by
offering assistance to novices (Evans et al. 2017; Fields, Pantic, et al. 2015).
Ethnographic research conducted by Evans and colleagues (2017) in fan-fiction
communities revealed a distinct form of mentoring which they referred to as
“distributed” mentoring, which is characterised by many-to-one or many-to-many
exchanges. This allows participants to benefit from a wide range of perspectives and
experiences rather than relying on a single mentor, and demonstrates how members
leverage the affordances of networked technologies to facilitate collective support.

Overall, the observed actors can be categorised based on the four mechanisms
outlined by Jenkins et al. (2009):

« Affiliations, which express an interest-driven aspect of the culture (e.g., lurkers

and followers in social media),

 Expressions, which define the production aspect of participatory cultures (e.g.,

content creators),

o Collaborative problem-solving, which supports the knowledge-building aspect

of the culture (e.g., moderators and administrators), and
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o Circulations, which support the networks through which interactions and
information flow (e.g., users who re-post contents).

Outlined in the original white paper for youth development, these mechanisms

also apply in other contexts to enhance the collective well-being of a community

(Jenkins et al. 2015).

5.2.2 The spatial dimension

Online social platforms play a vital role in facilitating media engagement. By
enabling content producers with various goals, such as mentors and vendors, to
coexist and collaborate, these platforms create dynamic environments where multiple
forms of media intersect (Benkler 2007). According to Ito’s research on participatory
culture, platforms such as YouTube are part of a larger “ecology” of openly
networked platforms that support amateur media sharing within communities
(Jenkins et al. 2015).

Within interest-oriented communities, digital platforms serve as dynamic spaces
that effectively facilitate interaction among users with shared interests. Gee (2004)
characterises these platforms as “affinity space[s|” where individuals come together
based on “shared activities, interests, and goals” rather than common demographics.
This perspective resonates with Durkheim’s work (1964) where he describes that
communities in contemporary societies emerge from shared skills and interests.
By reconceptualising culture and community as spaces, Gee argues for a more
flexible understanding of user participation, accommodating varying levels of
engagement. An analogous concept is ‘third places’, which represent settings where
social interactions occur, such as shops and bars in offline contexts. Oldenburg
(1999) claims that “individuals may belong to several formal organisations but if
they have a third place, it is apt to make them feel more a part of the community
than those other memberships”. The concept has been applied in the context of
multiplayer games (Ducheneaut et al. 2007), live streaming service (Hamilton et al.
2014), and Twitter chats (McArthur & White 2016). Hamilton and colleagues

(2014) found that active participation of streaming viewers on Twitch created an
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informal community separate from the actual game world, which viewers felt lacked
agency. While streaming offers a window into the gaming experience, they claim
that Twitch as an intermediary medium sets a “special space somewhere outside

that of the game’s, yet still separate from the rest of the world”.

5.2.3 Summary

The literature review of participatory culture highlights the opportunity to under-
stand the informal structures surrounding cheating. These modes of participation
rarely present within typical gaming platforms can indicate the values and opportuni-
ties the users share about cheating. The participatory culture angle aptly allows us to
enrich the scope we have set out early in the thesis with alternative ways to delineate
an active space of users associated with cheating. Further, while experts have started
to look towards platform-based communities as a means of understanding community
values (e.g., Twitch and Discord), the nature of the platform is rarely explicitly
taken into account in the analysis (Pontiroli 2019; Maiberg 2014). This is important
because the choice of the platforms wherein the users engage can indicate what

they most value and prioritise as part of their shared practices.

5.3 Methodology

We employed a two-fold interview study that serves as the foundation for the
data presented in Chapter 5 and 6. The themes identified in the initial phase
of the interview study guided the focus and findings in this chapter. Here, the
theory of participatory culture served as the guiding framework for both the

data collection and analysis.

5.3.1 Data collection

It is important to note that our methodology was originally designed to explore
the underlying structures of governance within game cheating communities. To
this end, we conducted an interview study with individuals actively engaged in

cheating in CS:GO, a highly popular competitive FPS game. During the analysis
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of the data collected in the first phase, we recognised the significance of outer-
game structures, both social and spatial, in the context of cheating. While these
aspects were important, they appeared to be tangential to the core concept of
governance. In light of these findings, we reorganised our thesis to first present
the descriptive components characterising these communities, and subsequently
explore the overarching governance mechanisms in play.

Reaching the population: During the initial phase of the data collection,
we recruited participants through Reddit using purposive and snowball sampling
techniques to reach a suitable population that aligned with the scope of our research
(Patton 2002). Because game cheating represents a niche within the broader gaming
domain, with a participant pool that is less accessible than that of mainstream
gaming, this approach served as an initial means of identifying other viable channels
for participant recruitment. From October 2020 to July 2021, we disseminated
participant surveys and initiated outreach via the message feature within dedicated
Reddit forums (r/csgohacks). We initially relied on the author’s situated knowledge
of game cheating based on the literature review, anecdotes, and search engine
observation to consider recruitment platforms. As the data collection process
progressed, the author developed new contacts through participants to expand the
sample pool. Overall, Reddit served as the primary platform for recruiting and
identifying potential participants, while Discord was mainly used as the medium
for conducting interviews.

In the second phase of the study, we contacted users in prominent roles or with
specific responsibilities in the community through direct outreach and moderator
recommendations. For roles such as streamers, developers, or moderators, the
researcher sent introductory messages on the relevant platform, explaining how
they were discovered. Snowball sampling alone would not have been sufficient
to reach saturation due to the specialised nature of these roles. The first phase
of the data collection focused solely on CS:GO players, while the second phase
included users with experience in cheating-related activities, though not necessarily

cheating themselves (see Section 3.3.5 for details).
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Interview questions: The interview questions in the first phase of the data
collection were set around the governance elements outlined in Section 6.3. These
questions were semi-structured to allow participants to provide open-ended responses.
Through these interviews, the author gained a detailed understanding of the practices
within the recruited platform, which informed and improved subsequent participant
recruitment strategies. In the second phase, the interview questions were tailored
to address the concepts of participation and labour—guided by the theory of
participatory culture (Jenkins 2009; Jenkins et al. 2015)—and were refined to
align with the specific roles that participants had experience in. These questions
explored their motivations for engaging in the community, their daily activities,
compensation mechanisms, social networks, and any positive or negative experiences
related to their involvement:

o What attracts you to this cheating community?

o What kind of roles do you currently undertake?

o What led you to your current role?

o What does your work entail? Do you outsource any part of the work?

« How do you collaborate with others? Are there preferred platforms you use?

e Are you financially compensated for your work?

o What challenges do you currently face and how do you work around them?

Inclusion criteria: The inclusion criteria of the interview were to either 1) be
18 or over, 2) have experience engaging with the CS:GO cheat community within
the past ten years, and 3) speak English. The interviews lasted between 25-50
minutes, and were either carried out via text or audio, which were transcribed
afterwards. Before the interview, we informed the participants of the purpose of the
study and the risks through an external participant information form. We initially
confirmed the eligibility of their age, and collected their consent for participating
in the study. There were no financial rewards for participating in the study. We
also collected background information on gender, age, country, and employment
status to contextualise the interviews. To be able to follow up with participants or

allow them to follow up with the interviewer, we allocated unique IDs to make them
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identifiable to the initial username used, as users have been known to change them
over time. No personally identifiable data were collected aside from the username.

Before the coding process, the author thoroughly familiarised themselves with
the data and annotated it in real-time. This approach, commonly employed
by qualitative researchers, was crucial in our study due to participants’ diverse
experiences, varied jargon and expressions, and contrasting perspectives on cheating
(e.g., “this is the best cheat ever” versus “players who use this cheat are losers”).

All annotations, data, and memos were then imported into NVivo for analysis.

5.3.2 Data analysis

Following the same steps as the preceding chapter, the approach to coding and
analysis was primarily grounded in Jenkins’ theory of participatory culture (2009;
2015). We developed a codebook that reflected the theoretical propositions based on
the literature review, which initially consisted of civic/artistic engagement, artistic
content sharing, belief in the value of contributions, prosumerism, mentorship,
amateurs, in-between spaces, and social connection. The term in-between spaces
refers to online environments that do not directly focus on the primary subject
of the game, yet maintain a tangential association with it. Using this guide, we
then searched for elements in the data that either echo or diverge from the codes.
During this process, we also coded the emerging patterns, which in particular offered
nuanced insights about player perceptions associated with the practices. The coding
process underwent three iterative cycles. After each cycle, the remaining codes
were assessed in relation to the research questions to determine their relevance
and alignment. Following the final iteration, codes were systematically organised
within the revised codebook, categorising them according to their relevance to
each respective research question. Finally, the analysis process resulted in eight
themes for RQ4, five themes for RQ5, and three themes for RQ6, which we uncover
in the Findings section. The results of this analysis are displayed in Figure 5.1.
The codes within each thematic category are sorted by frequency, starting with

the most prevalent code at the top.
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Figure 5.1: Codes and themes from analysis with the participatory culture framework.

5.3.3 Sample overview

We conducted interviews with a total of 43 participants, with 38 participants
interviewed through real-time text chat and 5 interviewed via audio call. The
age range of our sample was 18-24, and the self-reported gender distribution
consisted mostly of males, except for one participant identifying as non-binary (see
Table 4.1 in Section 4.3). All 29 individuals who disclosed the age at which they

began cheating reported starting while they were still minors, corroborating the
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perception of a prevalent youth population in gaming (Przybylski & Weinstein
2017). One participant reported joining the cheating community as early as 12
years old. Within our sample, 14 participants had experience as moderators, 8 as
developers, and 7 as content creators. On average, participants had 3.82 years of
experience in the community (SD=1.59). Demographic details of the participants

are provided in the Appendix in Table A.1.

5.4 Findings

5.4.1 RQ4: What activities are involved in the participatory
culture of cheating?

The findings uncovered eight distinct modes of engagement with cheating, encom-
passing the distribution, use, and communication of cheat-related products. These

activities can be categorised along a spectrum of legality and playfulness (Figure 5.2).

A. Lurking

Passive signals of demand for cheating can be observed in user behaviours such
as lurking within online communities. Lurkers in this context are individuals who
observe cheat-related media without actively engaging in participation. Although
they may not contribute significantly themselves, their mere presence in large
numbers can influence others. Numerical indicators such as membership counts,
likes, and view counts indicate a level of interest in a particular content. For
moderators and those in more active management roles, these indicators can help
determine the relevance of content for the community. Participants who portray a
sense of ownership in the content they have developed or shared, such as software
or video content, tend to be particularly interested in views or user counts.
Some lurkers exhibit minimal presence, only returning to the platforms when
they need specific information and disappearing until the next time they require
it. Ul18 distinguishes users who actively cheat in games and those who merely
lurk in the forums: “It’s the users that never go on the forums, pay their monthly

subscription, come back only to pay their subscription, but hang out in [the|] game



122 5.4. Findings

24/7. Like T can generally tell you that 90% of these people are in their parents’
house, in their parents basement [with] nothing better to do in life”. The lack
of active contribution from these users is seen as a point of criticism by those

who value more active engagement.

B. Using the cheat software

The act of cheating is at the heart of the community of cheating. Some players
openly engage in cheating practices within games, such as rage cheating, thereby
signalling their interest in cheating to others—particularly in HvH servers. The act
of setting up or playing on these servers further reinforces the perceived value and
desirability of cheating among players by fostering exposure and normalisation

within the community.

C. Distributing derivative contents

Users actively contribute to the community by creating and sharing a range of
derivative content related to cheating, including memes and advertisements in both
image and video formats. These materials circulate through discussion boards,
chats, and public-facing social media channels, with content creators specifically
focusing on material centred around game cheating. In the context of cheating,
‘media’ primarily refers to video recordings that present the game from the player’s
perspective, offering a first-hand visual account of the in-game activities. These
videos convey an intuitive understanding of the gaming situations, surpassing the
common limitations of static text by immersing the viewers. Among the participants,
those involved in content creation predominantly used YouTube, and expressed that
they gained genuine enjoyment in their activities. For example, U27 claimed: “As
long as the cheating in CS:GO is still relevant and i am still having fun making
videos about it then i am gonna continue uploading and making content”, while
U18 echoed a similar sentiment.
“For the whole cheating thing, I definitely would have stopped if I didn’t

continue with my YouTube channel[...] It’s not even the content that
I enjoy. I enjoy the interaction—if that makes sense. I like editing.
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I like doing all that kind of stuff. [As| one of my side jobs, I built
really expensive computers for clients, and I think it’s overall like taking
something you do everyday but putting it out on the Internet for people
to see [which I enjoy]”.

U18 stated that they transitioned to creating content for YouTube full-time
at the age of 17 due to the high profitability of selling cheats during that period

and the role their videos played in boosting sales.

D. Purchasing goods

Players who acquire cheats through paid services contribute to the sustainability
and growth of cheat-related businesses by demonstrating demand and driving sales.
This dynamic incentivises skilled professionals—such as software developers and
testers—to lend their expertise to the industry for financial gain, even if they have no
personal interest in cheating themselves. Moreover, sharing information about the
purchase of paid goods among players demonstrates a readiness to actively engage
with external commercial services to enhance gameplay, thereby drawing the interest

of both potential consumers and suppliers within the surrounding ecosystem.

E. Managing the community

Moderators are responsible for upholding community rules, enforcing norms, and
managing available resources within their communities. They curate and screen
uploaded content to ensure only relevant material is displayed in their communities.
Additionally, they offer support to new members by addressing queries and directing

them to relevant sources of information. U5 shares their experience as a moderator:

“A main part of moderation is checking uploaded files to ensure that
they are safe. I’d say we want to make sure everything we upload is high
quality, but often people upload messy cracks that require weird use, or
code that crashes frequently. Really we just try to make sure everything
is at the very least safe to run. I'd say what I mainly contribute is that
people can message me for help and I don’t just ignore them. I make
an effort to always answer every message that I get”.
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It was inferred that effective moderation requires providing active support.
Participants with experience in community management emphasised that moderators
should demonstrate their competence through consistent and visible engagement
within the communities they oversee. One participant (U18) mentioned, “I upload
daily. So I play with people [who| use my own cheats. I talk to them. I help them,
I give them support” (U18). According to another participant (U22), a worthy
moderator should possess knowledge and expertise, assist newcomers with issues,
create high-quality and engaging content, avoid toxic behaviour, and maintain an
active presence in the community. Examples of contributions in a broader context
include developing and distributing new cheat tools (U14), operating businesses
centred around cheats, and consistently monitoring the quality of these tools.

Moderators typically contribute to their communities on a voluntary basis,
without receiving financial compensation. U34 who has extensive experience
moderating across different channels claimed that they were not compensated
until they decided to collaborate with a friend to sell their configurations: “I
was 17 at the time and really liked money—it wasn’t something I thought people
would purchase because it’s literally just moving sliders / trial and error but a lot
of new and also veteran players ate it up”. U31 who used to be a “community
manager” for a defunct cheat tool shared that they managed to find a way to be
compensated: “it was fun but required more time than I was willing to provide.
I was initially offered free access to the cheat as compensation but was able to
talk the admins into paying me actual money after they saw the quality of my

work and how dedicated I was to their community”.

F. Distributing software and scripts

Users can also engage in the community by releasing software and scripts. While
disseminating high-quality cheats is generally regarded positively, individuals
commonly referred to as pasters are often viewed unfavourably for relying solely on
others’” work without contributing themselves. Pasters are perceived to be ‘lazy’,

copying code from others, often with the intent to disguise it as their own and
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profit from it. According to Ul4, the act of pasting is likened to “begging for
spoonfeeding”, as individuals who engage in pasting are perceived as being “too
lazy to code [...] themselves”. This behaviour is strongly frowned upon within
the community, and individuals associated with pasting are likely to carry that
reputation for an extended period unless they change their online identity. U17
comments: “it’s a huge no-no on the community. And you’ll be regarded the paster
for as long as you live. Unless you change your alias and start fresh obviously. But
the pastes are a huge part of the community and not necessarily [in a] good way”.

Crackers are users who analyse released cheat software with the goal of identifying
plagiarised (‘pasted’) or vulnerable aspects. They ‘crack’ cheat software by reverse-
engineering it or exposing its vulnerabilities (n=9). Some crackers aim to make
paid or private cheats more accessible and make them free for others to use: “A lot
of these people will try to do something called cracking a cheat which is getting
past the loader security, making it so that it’s free for everyone to use” (U18).
Others crack cheats to expose plagiarism or poor quality: “When someone’s selling
software that’s clearly pasted off someone else’s code, I always try to crack it
so it’s free and public so everyone can see how bad it is” (U12). However, it’s
important to note that reverse-engineering someone’s cheat is generally prohibited

in cheat-related forums and groups.

G. Developing software

Users can actively contribute to the community by providing new resources for other
users. Cheat developers play a significant role in the community by designing and
creating software for game cheating. They are highly respected for their tangible
contributions, which often have immediate practical applications within games.
U10 claims they “believe the developers are the biggest members in the cheating
community. They are the highest tier in my opinion. Most of the players run around
with cracked cheats and just have fun. But these people take it to another level,
debugging their cheats for hours, spending hours making cheats, and then profiting

highly by them”. This dedication sets them apart and elevates their status within
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the community. U35 claims that “most people will respect someone who has made

799

some really nice or hard to make ‘tools’” as a contribution to the community. U2
recounts how they got involved as a developer: “I was looking for free cheats so I
googled ‘free cheats’ and the Google SEO led me to [redacted cheat name]. This
piqued my interest and a few months later I began paying for actively developed
and maintained cheats—later becoming a cheat developer myself”.

Beta testers also play a significant role in the development process by thoroughly
examining the tools for errors or bugs before their official release. These testers,
often part of the alpha and beta teams, are granted higher priority and early access
to the tools (U17) “to test all the features and provide feedback” (U29). This
role requires a certain level of expertise in cheating and software development, as
beta testers must have a keen eye for details that an average user may not notice
easily. In return for their contributions, beta testers are typically compensated
with benefits such as free access to the cheat software. In some cases, if the cheat
software becomes highly successful, additional compensation, including financial
rewards, may be provided (U30). U20 also highlighted that being a beta tester
can lead to receiving invitations to other forums, further expanding their network
and involvement within the community.

While not as directly involved in the development process, some participants
(n=16) claimed that they have experience tinkering with the scripts: “I’ve made
[...] Lua scripts and Java scripts for cheats to change aspects of them, but I've

never developed [one] my own” (U33).

H. Selling cheats

Some users are involved in the supply-chain aspect of cheat products. They handle
monetary transactions, technical backend operations, and sometimes even legal
compliance, enabling them to independently host and manage resources (U18). For
example, U13 developed and showcased their cheats on a website they created: “well,
i’ve set up the website myself, after that it’s just a matter of setting up security and

writing the cheat/loader. it’s really not that hard [to be honest] except for writing
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a good cheat/loader of course”. Trustworthiness and the integrity of the products
are crucial factors for effective cheat sales. According to Ub, “when it comes to
[business| partners or partners in general, they must have a good reputation already.
[For instance,| the products like cheats they offer aren’t malicious or anything and

should be known for how good their cheat performs”.

Financial considerations play a significant role in the management of cheat-
related game servers (i.e., HvH servers). U23 shared insights into their server
management process in Russia: “Servers to keep up the stresser were bought using
illegal way. Some credit card [...] frauds. I am not involved [in] this and this is
still a big secret for me, but [the] lead keeps giving me subscription for it”. This
suggests that individuals involved in the business may have indirect associations
with other forms of potentially illicit activities.

Although not given formal recognition, resellers are also considered facilitators in
providing peripheral services within the game cheating community. U30 mentions:
“they can give you a sub through payment methods not accepted by the admins. The

resellers of course take a cut from that money and can probably make a good living”.

Illegal

(1] ® (T ) A. Lurking

B. Using the cheat software

C. Distributing the derivative contents
D. Purchasing cheat software

E. Managing the community

@ F. Distributing software and scripts
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H. Selling cheat software

Playful

Serious

Legal

Figure 5.2: Modes of engagement in the participatory culture of cheating.
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5.4.2 RQ5: How do online social platforms assist the means
to participate?

Online social platforms play a crucial role in facilitating the aforementioned modes
of participation in the community. These platforms provide dedicated spaces
that support five key modes of engagement: 1) fostering a safe environment
for exploratory gaming, 2) guiding access to information and social networks, 3)
communicating with visual evidence, 4) assisting with sales and product distribution,
and 5) promoting technical collaborations. In the following sections, we provide

examples to illustrate these modes.

Fostering a safe environment for exploratory gaming

Participants highlighted the significance of dedicated game servers which create
a playful environment exclusive for cheaters, managed by cheaters themselves. In
HvH servers, players utilise cheat tools to compete against each other. The HvH
servers intentionally disable commonly used anti-cheating software, allowing for
the unrestricted use of cheat tools. As such, players are able to focus only on the
“pleasurable” (U9) aspects of game cheating, without being concerned about being
banned. Within HvH, there is a mode called “legit HvH” where players use cheat
tools but without employing obvious, blatant features (Ul). U16, who claims to
be one of the early pioneers of HvH servers in Asia, shared valuable insights on

how they attained their current position within the community:

The position came really natural, it started from us getting 10 people
together and queuing in official match making server to cheat against
each other in 5v5 matches since there [were] no HvH server in asia at
the time, some day we just thought why not make a community server
for that and bought a server and set it up. from there it has just grown
over the years and being one of the early people who started hosting
and getting the community together in asia. I just naturally grew to be
in that position.

We just rent server like any other community that provides game server
would, without any compensation as we dont like the idea of donations
for a vip rank (we are cheating but we want it to be a fair even playing
field). we just finance it from our own money and have keept it that
way since just because we love it.
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These insights suggest they have their own intriguing standard of fairness—
choosing to fund everything themselves so that the players compete on an even

playing field, even as they are technically cheating.

Guiding access to information and social network

Online forums encompass a wide range of discourse surrounding cheating, ranging
from technical inquiries about tool usage to public announcements issued by
prominent community figures. These forums can be found on popular social
media platforms such as Reddit, which attract a large audience for open discussions.
Additionally, there are independent websites specifically dedicated to hosting forums,
several of which are publicly accessible (e.g., MPGH and Unknowncheats), while
others require registration (e.g., HackForums). Despite their operational differences,
these platforms share consistent logical interfaces, featuring main pages with the
latest updates, dedicated channels, and threaded discussions beneath each content.

Participants (n=21) acknowledged the ease of accessibility and the value of
obtaining cheating-related information from public platforms. U12 recalls their
early days of cheating: “I was playing a casual match and some dude was spamming
some free cheat link, and I wanted to try it out but I wanted to do some research
first before running random programs. I found the sub that way and when I was
learning how to code [cheat] a little bit, i found [website A] to be a good resource”.
The variety of forums at their disposal meant that users can move between multiple
platforms to gain and evaluate information on specific aspects of cheating: “i usually
trust the admins and if they arent trust worthy then i would just go to a forum
that i can trust [...] for getting information, unless you 100% trust the source just
ask the same question in different servers/forums” (U3). U21 claimed that these
platforms are also an effective avenue for forming bonds that mutually benefit one
another in developing skills around cheating: “although most people are toxic in
gamel[s|, people are really helpful in those forums [...] I still play and ‘code’ with
most of the friends I made. Most people that I've met on [website B] helped me

set up everything I needed, be it anti-cheat bypasses or the cheats themselves”. U3
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claimed: “ive come to find these websites ([website A], discord , reddit) from my gta
modding days because all of these places are the best ways to get info from people”.
There are also ‘leaking’ forums dedicated to releasing cheat tools and configura-
tion files which are otherwise hard-to-access or costly. These forums (e.g., ‘nulled.to’
or ‘void.to’ as of the time of writing) also feature leaked software or accounts that
extend beyond gaming. Some participants disapproved of the leaking activity and
expressed their dissatisfaction with such forums (e.g., “there are some ghetto forums
for leaking only that i dont like” (U11)). U5 claims that such forums are popular by
“younger kids or the mid teen ‘hello world” programmers who send other people’s
malware [...]. So you get people to send the malware and people to download it
and it’s harder to recognize them. Since the conversation is less fluid. We don’t
really get as much back and forth”. Some public discussion forums “[are] against
cracking / leaking of other peoples software without their consent”. The divergent
views on leaking within the cheating community reflect the varying opinions users
hold regarding the permissible means of acquiring cheating products.
Furthermore, real-time chat enhances the multiplayer gaming experience by
enabling seamless team communication. In Discord, users can create their own sub-
communities through servers and invite others to join. Within its servers, dedicated
channels can be established to focus on specific topics. Participants who developed
their own cheat tools often set up dedicated chat servers to gather supporters and
foster relevant discussions around the tool: “discord is the place i talk the most.
mostly just on the discord servers i have cheats for” (U3). U34 claims: “Discord
allowed real-time support, ability to go into a call and work out problems 1-on-1 but
it’s just all-around a better platform than a website could be because of the desktop
application, pings, and how frequently it’s used by most [users|”. Several participants

expressed their preference for Discord when it comes to having a direct conversation:

“I avoid things outside of discord or matrix. Those communities are
usually overrun with people who have no desire to learn|...] There are
definitely other tiers inbetween, but the biggest difference is the fluid
conversation. it’s much easier to talk to others. On forums, conversation
is very choppy” (U5).
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“When my discord server was a thing, i would tell people that if they
want to play with me they can join the voice chat and play random
games. if i get along with the people there, i might talk to them again
and develop a friendship. i met some really cool people that i talk to
for a long time and i usually dont talk to people from the hvh servers in
CS:GO themselves they usually find me through my channel” (U27).

U5 described the ability to “start conversations for no reason” to be a unique

aspect of Discord that distinguishes it from other discussion forums.
Communicating with visual evidence

Non-textual communication is just as prominent in game cheating, often taking
the form of images, videos, or GIFs. The purposes of these media vary widely,
ranging from providing additional context to accompanying text to conveying
humorous memes. Notably, media creation is an important way for individuals
to promote their status or programmes within the community. Videos were the
most common form of media, with Youtube being the most popular platform for
hosting this content. The gameplay featured in these videos typically takes place
in either normal matches or HvH matches, serving to demonstrate the skills of
a player or showcase the capabilities of a particular tool. According to U32 who
used to share HvH highlights on their channel, “it’s just fun, and the footage I
used was clips from [within the] game so I wasn’t going out of my way to get
the footage”. U27 elaborated on the process of creating a high-quality video for a
YouTube channel, emphasising the importance of factors such as recording gameplay,
editing the footage, and incorporating music, while U25 specifically highlighted
the role of selecting suitable thumbnails.

Many of the participants who already had an external sub-community dedicated
to their own cheat software would leverage content sharing on Youtube to spread
the word: “first i just made cringey videos that give people [configurations| for the
cheats so i can get members for my discord server and they did really well. i just
wanted members in my discord servers” (U25). U27 also runs a Youtube channel
dedicated to a cheat which they developed: “I wanted to make myself known in

this community, also one of my best friends at that time was doing it as well, so i
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thought it would be cool to try do that myself [...]. My goal is to be a very known
person in this community, my dream is to achieve 10.000 subscribers”. U23 referred
to media as an “advertisement for [the| player and for [the] tool”.

There are other added benefits of media sharing according to the participants.
U24 described how “with the help of these videos [they| got acquainted with a lot of
big names (in hvh the term big name means that a person is famous and plays pretty
well)”, and also how the use of “screenshots of [their] victory over [opponents]” can
“solve any insult in [their] direction”. U24 explains: “for example, some schoolboy
started insulting you on the server and you can call him [on]| 1x1,2x2,5x5 [player
matches| and after that, to prove your victory, they shoot a video about how they
won it. And there are cool moments where you gave a lot and nice kills”. U23
uses the term “anti-media” to refer to content that can demonstrate “that you’re
better than others”. These insights suggest that media sharing plays a key role

in providing evidence of a player’s skills.

Assisting with sales and product distribution

Certain platforms provide a dedicated space for vendors to provide detailed in-
formation about their software products. These software products are typically
developed and sold commercially through subscription packages. Once users register
and gain access to the software, they can explore internal features to access more
relevant information. The main website is typically managed by administrators
who are often also the developers of the software, and they invest significant time
addressing user inquiries. Such platforms also include a forum feature that serves
as an independent interaction space focused on ongoing discussions related to the
usage of the software. Here, the notion of a ‘space’ is reflected in how participants
perceive the community surrounding a particular cheat tool. Ul explained: “each
cheat has its own community, if that makes sense. So [product A] has its own [...],
think of it as cliques in school [...]. So there’s a [product A] group, there’s [product
BJ, there’s [product C]. Then there’s like private cheats and free cheats and so on.

Each one of them has their own communities within the community”.
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As such, specific brands often have dedicated public discussion channels where
users can openly discuss their products. In contrast, platforms for private tools
keep their information, including the discussion forum, exclusively available to
registered members. During the interview, participants (n=7) chose not to disclose
all of the private tool platforms they engaged with. While private tool platforms
require an invitation code upon registration, U4 claimed that “most cheats are not
invite-only because they want business. They want money, you know”, suggesting
why most vendors might prefer to openly publicise their products and extend their
outreach. Unlike the public platforms which are easily accessible, private ones are
more thoroughly screened and moderated according to U3: “private communities
are a lot more strict. thats what ive seen, sometimes they ban you if you dont buy

their cheat in a certain amount of time after you registered (like a day)”.

Promoting technical collaborations

Open source collaboration plays a significant role among teams of developers.
Participants claimed that they had either referenced (n=16) or contributed (n=>5)
to an open-source project on Github, which stood out as one of the top choices
for developers when collaborating and managing version control for their projects.
U37 comments “it does [come in handy], but only for some. [...] it’s only for
like compiling code and for getting code from other cheats”. Aside from hosting
source code, it offers a variety of features to aid collaboration, such as wiki and
access control tools. These features allow projects on cheat development to be
“effectively” and “consistently maintained” by the developers (U5). U5 claimed
that “the [developers] are much, much more friendly [and] a lot more on github.
[There are] a lot of interconnected and well maintained projects” for cheats. While
GitHub does not have an embedded chat function and therefore must be used
alongside external applications for real-time communication, users can still interact
by commenting on source code or reaching out to developers directly through

publicly available contact information. In reviewing the platforms used within
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the community, U10 claimed that the “[least] interactive one is github, where it’s

all about coding and not really much else”.

5.4.3 RQ6: How does involvement in the cheating culture
benefit the users?

The findings revealed three attributes that users gain from community participation,

which provide instrumental and intrinsic value to their lives.
Building expertise

Participants claim that the community offers a great space to acquire new knowledge.
U5 speaks highly of their experience: “I’ve learned to program entirely from
cheating communities. It’s kind of amazing in a way. The right parts of these toxic
communities can teach me things that I wasn’t able to learn on my own. Sure we
make cheats, but we also write various libraries that can be used in standard java
projects. Some of which are actually very impressive”. Similarly, U21 claimed that
they learned English through years of engaging with the C'S:GO cheat community.
This indicates that for certain individuals, the real-world benefits they obtain from
the community outweigh the negative social aspects of the community.
Furthermore, participant responses showed that the development of their skills
can be directly linked to their career progression. U5 explained: “Since I started
learning java, I've actually had several possible job offers for cheats and other
things”. U31 also observed how they can apply their cheat-related skills to the job
market: “There are a lot of extremely talented reverse engineers and programmers
in the community and I've seen people leverage their experience to get jobs in
the games industry and work on anti-cheat solutions themselves. They publish
really interesting writeups on how they achieved things and the steps they took
to do so”. The skills can be applicable as early as when individuals apply to enter
universities: “this gave me a ton of experience with writing code, and learning how
applications work. i thought this may be beneficial to me as i thought i could write

this to my [universities] as ‘reverse engineering’” (U35).
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U70 also highlighted their experience: “The site has given me a lot. I met
tons of now really good friends on it and got a lot of (not illegal) real-life job
opportunities because of it. I decided I wanted to actively give back to the site
which had helped me grow so immensely”. These views indicate how useful the skills
and knowledge associated with cheating are in progressing one’s career beyond the
context of gaming. U29 expressed their enjoyment in challenging the preconceived
notions surrounding the activity: “I like to defy the stereotypes, so defying the
‘cheaters are unemployed /uneducated basement dwellers’ stereotype also feels quite
good, because myself and all my cheater friends are either in good universities,

or in very good job positions”.
Monetary gains

According to the participants, skilled members can make a significant living by
developing cheats: “most people wouldn’t realize how much you could really make
from it. Like I have a family. I have a kid. I have a girlfriend. We own our own
place” (U18). U1l also notes: “i have had months where i earned more than the
minimum wage in romania and im selling simple cheats”. U70 described how their
earnings are comparable to other senior software engineers based in the US: “I can
easily make upwards of 50k USD a month while working at max a total of 20 hours
a week. As with most SaaS style services, all of the development cost is usually
before you can make a dime off of your product, but once you do release it’s more
money than someone like me could touch in any other way [...]. T was 18 making
more than my entire family combined”. This shows how cheating can incentivise

even those unassociated with gaming to participate in the cheating ecosystem.
Enjoyment

Some participants claimed that they “just like [to test] things out” in cheat tools
(U18), and some simply enjoy being part of the contributing force (U5). U29 says “I
have always been interested in cheating/gaining an advantage everywhere, not just
CS:GO or video games, so being allowed to do it freely with no consequences really

attracts me”. U31 emphasised how they have long been interested in “circumventing
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security measures”, and that learning about anti-cheat software has motivated

them to take it further:

“I love seeing the inner-workings of software and how things work in
general, especially the ways that security solutions can be bypassed]...]
I have always been interested in circumventing security measures ever
since I was a child and learned about hacking the Nintendo Wii to play
games for free. As I got older, I noticed companies started to advertise
how good their Anti-Cheat software was and that motivated me to
try and get around their implementations. I consider the process of
bypassing the anti-cheat to be the actual fun part and don’t tend to
use the actual cheat software for long periods of time. Although I will
admit that winning the game with zero effort is a fun novelty at first”.

U70 similarly shared how much they enjoy the development and the analysis
aspect of cheating: “Anticheats have advanced a lot in recent years and I believe
the AC / Cheater industry is about 5 years more advanced than the general infosec
community. The cat-and-mouse game has moved from simple memory cheats, to
Hypervisor systems and virtualized drivers. It’s really just fun to work on if you're
interested in reverse engineering and security engineering. You could say I'm in for
the challenge and actually talk to many anticheat developers of major companies
[...] in a friendly exchange”. This demonstrates how the community can attract
individuals who are interested not only in cheating itself but also in understanding
and analysing cheats: “I personally don’t even cheat anymore but I'm active and
moderate just because I like the people there” (UG6).

Nineteen participants discussed the significance of HvH in their attraction to the
community: “It’s just plain fun, HvH adds a new depth to the game I didn’t know
existed before and trolling people with cheats and exploits is always guaranteed

to produce a funny reaction from people” (U22).

5.5 Discussion

Our findings show that members of cheating communities can derive meaningful
experiences from their participation even if they do not engage in cheating themselves.

We began by identifying the various modes of user participation, ranging from
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passive observation to active cheat commercialisation—a pattern consistent with
findings from previous studies (Nonnecke & Preece 2000; Butler et al. 2007; Chau
2010). Through answering RQ4 and RQ5, we determined that many elements serve
dual roles as both providers and enablers of cheating-related activities. Users who
create or manage cheat-related content serve as key contributors to the community,
fostering knowledge growth and enhancing access to relevant resources, while also
drawing upon and disseminating the shared expertise of others. This dynamic
reflects the concept of prosumerism found in participatory cultures empowered by
technology, where individuals actively blur the line between consumer and producer
by both creating and engaging with content within collaborative environments
(Jenkins et al. 2015; Toffler 1980). RQ6 builds on these insights by highlighting
the real-world values that community participants embrace, which differ from the
traditional motivations for cheating, such as simply seeking faster advancement in
games (Kiicklich 2008; Consalvo 2007; Paay et al. 2018; N. Yee 2006a; Rubin &
Camm 2013). Notably, we discovered that enhancing technical skills is a motivating
factor for community involvement, aligning with Jenkins’ view that participatory
culture fosters skill development in real-world contexts (Jenkins 2009).

The primary difference between the participatory culture in gaming and in
cheating lies in how the quest for advancement in cheating goes beyond the
established rules in games, with players pursuing success by any means necessary.
This approach significantly broadens the scope for practices associated with cheating
that have been overlooked by external observers. Social networks within cheating
communities play a particularly significant role, as the exchange of the most
recent and advanced cheats typically takes place within tight-knit groups (as
we will further discuss in Chapter 6). This observation ties back to Consalvo’s
concept of game capital, discussed in Section 4.5.3, and offers further insight
into how social engagement benefits participants in cheating in ways that extend
beyond gaming itself.

The findings also underscore the role of online platforms in enabling varied

interactions and communication modes. The need for a safe space, shielded from



138 5.5. Discussion

criticism and judgement by non-cheating players and game designers, lends an
intriguing aspect to the interactive dynamics of cheating communities. These
platforms offer a sense of belonging and facilitate a range of participation modes
centred on the shared interest in cheating. They serve as extensions of the gaming
experience, allowing users to both create and consume content inspired by their own
gameplay or that of others. This concept resonates with previous studies discussing
the “virtual third space”, enabling an indirect yet unique form of engagement with
the game (Hamilton et al. 2014). While some platforms may seem to function
similarly to those used in general contexts, there is a heightened emphasis on
exclusivity within cheating networks. This is reflected in measures that make these
platforms difficult to discover and access, often requiring specific invitations to join,
primarily driven by the inherent risks associated with game cheating.

In particular, the research sheds light on the variant spatial layers inherent
to the multimodal nature of online games, encouraging interactions across game
servers and text-based discussion boards. Broadening the concept of the ‘magic
circle’ beyond the distinction between real and virtual realities (Salen & Zimmerman
2003), our findings confirm an outer-game domain where users engage in a unique
virtual reality that extends beyond in-game interactions. This outer-game space can
be perceived as a connecting medium between the game space and the real world.

In their research on disruptive behaviours in gaming environments, the Fair
Play Alliance and the Anti-Defamation League (2020a) differentiate between in-
game, meta-game, and the broader ‘ecosystem’ that extends beyond the direct
game itself. They stress the importance of considering these peripheral spaces
when contemplating interventions to mitigate harmful experiences. Our study
highlights practices within these outer-game elements, demonstrating the importance
of incorporating these commonly overlooked domains when identifying potential

targets for intervention.
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5.5.1 The dilemmas and liabilities of acting as middlemen

There are significant implications for individuals who engage in communal activities
that negatively impact others. In Figure 5.2, we identified three modes of engagement
that fall within the segment characterised as both illegal and serious: distributing
(f), developing (g), and selling (h) software. Roles such as entrepreneurs and cheat
developers make significant contributions to the community by providing actionable
resources to multiple users who may lack the technical knowledge or time to create
them independently. While their assistance and willingness are highly regarded
within the community, their work potentially poses a threat to those outside the
community who seek to combat cheating (Cox 2022; U.S. District Court 2021;
U.S. District Court 2017). Similarly, from a contribution standpoint, pasters
also play a role in populating the community with content, regardless of their
actual quality. Despite the disapproval among established community members,
their actions involve the distribution of specific types of content, which can exert
considerable influence on novice or inexperienced users.

The development and distribution of potentially disruptive source code raise
important questions about how certain stakeholders may be affected, even if they
are not directly involved in playing the games. Cheat development shares notable
theoretical similarities with malware development, as both involve actors who may
write scripts for exploratory or educational purposes without explicit harmful intent
(Section 8.3.2). Yet, such scripts remain susceptible to exploitation for malicious
purposes. Establishing boundaries of accountability in malware development is
crucial, as it brings attention to the moral dilemma that often lacks clarity for
many casual users. These individuals may not fully understand the potential legal
consequences associated with their actions. While the act of development itself may
not be a criminal offence in most countries, the unauthorised deployment of such
malware is prohibited by numerous jurisdictions worldwide (Macdonald & Frank
2017). In the United States, the ability to create malware can be argued as a form
of free speech and personal freedom but complexities arise when considering the

context (O. Kerr 2017). A similar argument can be made for cheat development,
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as the creators of cheating tools may not deem themselves directly responsible
for the harm caused at deployment within game servers. They may argue that
developers have the freedom to experiment with code, and should not be held
responsible for how players choose to use their tools for cheating. However, legal
actions taken by game publishers have demonstrated that such freedoms come
at the expense of others, highlighting the need for clearer guidelines and greater
responsibility within the broader gaming industry (U.S. District Court 2021; U.S.
District Court 2017; U.S. District Court 2016; U.S. District Court 2022). This
includes more thoughtful consideration of activities related to cheating even when

they occur outside the immediate gaming environment.

5.5.2 Comparing cheating and cybercriminal ecosystems

Given their reliance on similar techniques, there is considerable overlap between
cybercriminal ecosystems and gaming cheating communities. Law enforcement
agencies have increasingly associated these two domains in recent years but a
more nuanced analysis of their actual intersection is necessary to determine which
areas require greater attention (NCCU 2017). This section provides a comparative
analysis to highlight the shared characteristics and distinctive features of these two
communities. It is important to note that these observations are intended purely
as analytical parallels and do not reflect any value judgements. Analyses of other

similar shadow or underground communities are mentioned in Section 4.5.2 and 6.5.1

Roles and practices

Firstly, entrepreneurs engaged in cybercrime orchestrate operations in ways that
closely mirror practices within cheating communities, effectively leveraging their
skills and labour. Their efforts not only drive their success but also simultaneously
pose societal risks by creating opportunities and resources for those inclined to
exploit them (Bohme et al. 2021). Similar to their counterparts in cybercrime,

entrepreneurs within cheating communities are driven by financial incentives and
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demonstrate managerial abilities, such as overseeing human resources and coordi-
nating communications. This shift highlights how cheating has now evolved into
a sophisticated enterprise, from the days when cheats were simply acquired from
the tips and tricks sections of gaming magazines (Consalvo 2007). The reliance on
money mules, common in cybercriminal markets (Lusthaus 2018), was not explicitly
observed in our study of cheating communities, except for one instance that may
have suggested the involvement of a similar practice (i.e., Section 5.4.1, mode H).

Developers occupy a key position within both cheating and cybercriminal
ecosystems, facilitating the production and dissemination of content that moves
through networks of buyers, sellers, and end users. There are notable similarities in
the factors that attract and retain individuals in these fields, as developers often
contribute their expertise in exchange for monetary rewards or social recognition
(Lusthaus 2018). Malware developers, in particular, are subject to heightened
scrutiny due to the far-reaching consequences their work can have (Macdonald &
Frank 2017; O. Kerr 2017; Kaspersky 2021). Although cheats may not proliferate as
broadly as general-purpose malware, it can be argued that developers of sophisticated
cheats similarly threaten the integrity of the gaming ecosystem by catering to
the demand for cheating, thereby impacting both vulnerable players and gaming
companies. In contrast, infrastructure providers within these networks may not
require the same degree of technical proficiency (Collier, Clayton, et al. 2021);
instead, they leverage their social networks to facilitate labour in a cost-effective
manner. Examples of cases in which gaming servers were funded through credit
card fraud to reduce operational costs highlight how underlying servers can be
indirectly linked to cybercrime, even when the infrastructure providers are not
directly engaged in illegal activities.

Hackers operate in both gaming and non-gaming contexts. For many gamers,
identifying and exploiting vulnerabilities is perceived as an intellectual challenge,
particularly among those who have already mastered conventional gameplay and
seek novel forms of engagement. However, our findings indicate that within cheating

communities, individuals who exploit widely available cheats (e.g., crackers) are
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sometimes viewed unfavourably, echoing the negative perceptions of malicious actors
in broader online contexts. This distinction sheds light on a subtle complexity
within cheating, differentiating between those who engage in cheating as a means of
exploration and skills development, and those who leverage existing cheats without
actively contributing to the community, as perceived by certain members.

On the other hand, content creators who focus on cybercrime are far less visible
on social media compared to those who produce content about game cheating.
The difference likely arises from the fact that cybercrime is widely prohibited,
and content related to it can be promptly removed from highly visible platforms
such as YouTube. In contrast, discussions of cheating are often embedded within
gaming-specific language and subcultural references, obscuring the true nature of
these activities. While members of the gaming community may easily interpret
these nuances, they often go unnoticed by those outside the gaming environment.

Pasters and script kiddies are characterised by their limited comprehension of
the malicious scripts they employ, yet both play a significant role in facilitating
the dissemination of these scripts across online platforms (Lusthaus 2018; Collier
& Clayton 2022). Similarly, novice players seeking shortcuts in gaming often
fall into this category by adopting off-the-shelf cheats without delving into their
mechanisms (Consalvo 2007). These individuals are primarily motivated by the
desire to gain an unfair advantage, often remaining unaware of, or disconnected
from, the developers who created those cheats.

The phenomenon of lurking within cybercrime communities remains relatively
underexplored, making it difficult to assess its full implications. Nevertheless, the
absence of active content on public social media suggests that lurkers have a less
pronounced impact in these spaces than in cheating communities. In the context
of game cheating, our findings reveal that individuals who share materials are
often driven by the desire for attention, as measured by views or likes on social
media platforms. This pursuit of recognition and validation fundamentally shapes

the dynamics of cheating communities, in contrast to cybercriminal communities,
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highlighting how public acknowledgement serves as a key driver in the dissemination

of cheat-related content.

Platforms

Our findings indicate that the cheating community is generally more inclined towards
public sharing and casual interaction, in contrast to the explicitly task-oriented
nature of cybercriminal forums (Collier, Clayton, et al. 2021). Within these cheating
communities, there is also a distinctive prevalence of toxic behaviours and instances
of direct intimidation, which is less common in cybercriminal communities. This
discrepancy may stem from the youthful demographic of cheating communities, with
participation frequently centred on entertainment, whereas cybercrime forums tend
to attract individuals with more specific, goal-oriented motives such as financial
gain. The presence of toxicity aligns with broader observations of gaming culture,
where such behaviours have been extensively documented (Ma et al. 2022; Beres
et al. 2021; Kwak et al. 2015).

Furthermore, cheating forums are generally easier to search and navigate
publicly, offering more reliable links and resources compared to their cybercriminal
counterparts. This distinction likely arises from the intensified crackdowns on
cybercrime in the past decade, including large-scale takedowns and the strategic
deployment of honeypots by law enforcement (Brewer et al. 2019). Such actions
have led these communities to exercise greater caution in the operation of their
websites. In contrast, efforts by game publishers to combat cheating have not been
widely extended to monitoring third-party platforms, which has allowed cheating
communities to operate more openly and sustain their presence for longer periods.
This is evidenced by a renowned cheating forum such as Unknowncheats, which

has allegedly been active for over 20 years as of the time of writing.

5.6 Conclusion

As the second part of the central research question, this chapter explored the

practices and platform affordances that facilitate game cheating. By analysing the
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modes of participation, the role of social platforms, and the benefits of participation,
we have gained insights into how these interconnected elements collectively enhance
one’s capacity to cheat beyond what would be possible in isolation. The next chapter

considers how these practices are governed to maintain a functional community.
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6.1 Introduction

The administrative aspects of the cheating community are key to making sense of
how cheating practices are supported and sustained, as they reveal the intrasocial
structures and processes that enable ongoing participation. Although a range of
relevant practices and stakeholders has been identified, the ways in which these
elements are interconnected remain largely unclear. Key questions remain that
continue to guide research efforts in the field, including: How do such communities
establish reliable structures, and who is responsible for managing them? Why
do users place their trust in individuals who are known to break the rules in
other contexts? Understanding these dynamics is particularly relevant given the
intersection of social and gaming platforms, offering a lens to explore the community
mechanisms that amplify one’s capacity to cheat.

One of the ways to navigate this communal aspect of cheating is through the
theory of governance, which provides a valuable framework for understanding how
organising structures manage users and resources to achieve collective goals (Ostrom
1990; Ostrom 2000). This theory has proven useful in both offline and online settings,
offering insights into collective decision-making, resource allocation, and conflict
resolution. A key advantage of this framework is that it offers a comprehensive view
of the organising structures and processes, including the distribution of power and
the mechanisms by which decisions are made. The systematic approach also provides
a perspective that can be applied across various contexts, which is particularly useful
for communities that have received limited attention or are challenging to access.

A number of academic studies on gaming have already incorporated the gover-
nance perspective to capture the dynamics of rules, norms, and power structures in
general gaming communities (Ma et al. 2022; Kou, Gui, et al. 2017; Massanari 2017).
However, there is still limited attention given to cheating as a distinct context.
With insights into the various practices associated with cheating, Chapter 5 and

prior observations (Pontiroli 2019; Maiberg 2014; Fields & Kafai 2010) together
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provide a rationale for investigating the overarching community mechanisms that
govern these practices.

To address the final component of our main research question (“How are
game cheating communities established, reinforced, and governed?”), this chapter
examines the organisational mechanisms that facilitate effective management of
community practices and resources. Our research design draws on governance
frameworks commonly linked to organisational success, and aligns with recurring
themes identified in the broader literature (Ostrom 1990; Etzioni 1961; Dixit 2011).
Based on the literature review, we identified four key areas to focus on—shared
resources, power structure, member induction, and peer formation—which served
as a guide for our data collection and analysis (Pope et al. 2000). The sub-research
questions are organised as follows:

7. What does the community govern?

8. How is power exercised in a cheating community?

9. What elements facilitate the development of peer relationships and the

integration of newcomers within a cheating community?

RQ7 aims to determine the shared resource of interest that serves as a common
ground among community members. RQ8 aims to understand the power dynamics
within the cheating community, spanning both the application of authority and
rules enforcement. RQ9 investigates how individuals interact with one another to
gain insights into the social dynamics, and delves into the processes through which
individuals come to be recognised as members of the community.

The following sections present a literature review of governance theory and
outline the methodologies employed in conducting the study. Overall, our findings
detail the practices and dynamics that closely resemble those documented in other
communities within the existing literature, including the degree of moderator
involvement, the enforcement of rules, and the nature of social interactions. However,
given the widespread toxic behaviours present within this community, we observe
that members predominantly adopt gatekeeping behaviours as a form of self-

protection. Moreover, we highlight the capacity of the community to autonomously
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resolve issues without external intervention, even in the face of challenges posed

by the risks of cheating.

6.2 (Governance

The governance framework offers a lens through which the operation of online
communities can be understood (Ostrom 1990; Kooiman 2003; Etzioni 1961; Dixit
2011; Melucci 1996). The framework allows researchers to investigate unexplored or
complex topics using a set of guiding principles. Drawing on years of investigation
into how real-world collectives manage natural resource systems, Ostrom (1990;
2000) identified key conditions necessary to sustain these resources and to avoid
a situation in which individual self-interest leads to societal dysfunction. The
insights gained from offline collaboration focus on teamwork dynamics, which
can be more challenging to foster in online environments where physical cues are
absent. Ostrom’s work has been widely applied to online counterparts within
CSCW scholarship, particularly in areas such as conflict resolution and prevention
of free-riding (Forte et al. 2009; Kollock & Smith 1996; Kou, Gui, et al. 2017).
Her approach to community governance aligns well with our research focus, as its
comprehensive scope and proven applicability across diverse contexts offer valuable
insights. This perspective can deepen our understanding of how game cheating,
given its inherently risky nature, is managed through collective action.

Ostrom (1990) offered eight design principles that encapsulate the essence of
effective community governance. These principles bridge the gap between the
behaviour of traditional offline groups with that of online communities, and remain
relevant today:

o Clearly defined boundaries: The group and the limits of the shared resource

are explicitly established.

« Proportional equivalence between benefits and costs: There should be a fair
system in place where the rewards received by the members reflect their

contributions.
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o Collective-choice arrangements: Members should have the autonomy to set
some rules and make decisions collectively, fostering commitment to group

objectives.

e Monitoring: Regular monitoring must take place to prevent free-riding and
resource exploitation, enabling members to identify and address any violations

efficiently.

o Graduated sanctions: Minor transgressions can be addressed with simple
reminders or social cues, while more serious violations are met with stricter

punishments.

o Conflict resolution mechanisms: Conflicts within the group must be resolved

swiftly and fairly to maintain harmony and trust.

o Recognition of rights to organise: The group must have the freedom to manage

its own affairs without external interference.

o Coordination: For groups embedded within broader social structures, there
must be effective means of communication and coordination to enable gover-
nance at the most immediate level.

To tailor the principles to the specific context of cheating communities, we
reorganise the eight principles into four broader themes that more closely reflect
the distinct characteristics of online collaborative platforms: 1) shared resource, 2)
authority, 3) rules and sanctions, and 4) communication and interaction. Under
the theme of shared resource, we draw on Ostrom’s principle of ‘proportional
equivalence between benefits and costs’, emphasising access to desired resources
as a form of reward and clarifying the nature of the shared resource itself. The
principles of ‘monitoring’ and ‘conflict resolution mechanisms’ are classified under
authority, as they reflect the formal oversight present on online platforms to
ensure that appropriate measures are implemented. Rules enforcement encompass
‘clear boundaries’, ‘graduated sanctions’, and ‘collective-choice arrangements’,
which together establish the foundation of community regulations. Finally, we
interpret ‘coordination’ as communication and interaction, recognising that effective
coordination is predicated on users’ capacity to communicate and interact fluidly.

This theme also considers whether the environment fosters collaboration and
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coordination, particularly regarding access to social networks and facilities associated
with game cheating.
Based on these four themes that categorise Ostrom’s principles, we examine the

literature relating to each aspect and its application within online communities.

6.2.1 Shared resources

The foundation of any robust governance system is shaped by the challenges
encountered in overseeing access to communal resources (Butler 2001). Previous
studies on governance have explored a wide range of offline (Ostrom et al. 1994;
Henderson 1995; Levitt & Venkatesh 2000) and online domains, including knowledge
base, eSports, and cybercrime (Choi & Tausczik 2018; Beschastnikh et al. 2008; Ma
et al. 2022; Dupont & Lusthaus 2022). In the context of cheating, the activity is
often perceived as lacking the foundational elements of shared experience, as it is
inherently self-serving and exploits the expectations of others, making it appear
incompatible with the concept of collective engagement. However, research so far
has revealed that cheating communities are not merely loose assemblies of isolated
individuals but rather complex social networks, where users can form peer groups
centred on their shared interest in cheating. Within these groups, participants
exchange detailed information, strategies, and resources, even though outsiders
continue to view the activity as controversial.

The distinctive aspect of cheating lies in its inherent risks, given that game
publishers and developers invest significant effort in anti-cheating measures to
eradicate such behaviours (U.S. District Court 2021). Public disapproval and
stigma surrounding cheating further complicate matters, making it difficult for
newcomers to access reliable, up-to-date information in mainstream online spaces.
Therefore, by identifying the specific manner in which the community is governed,
we gain insight into its core resource interests, as well as the collaborative efforts

necessary to address needs that cannot be met individually.
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6.2.2 Authority

Authority figures play a crucial role in maintaining order within a community.
Although online communities were initially conceived as open and democratic spaces,
they have evolved to place greater power in the hands of a select few individuals with
the expertise and resources to manage these spaces (Schneider 2022). Today, online
communities commonly adopt a bottom-up approach to governance, incorporating
mechanisms from offline contexts, such as appointing volunteer moderators with
limited yet significant permissions to influence content visibility (Seering 2020).
Appointed leaders, who have been lower participants themselves at one point,
are considered better able to empathise with members and translate shared needs
into action (Ostrom 1990). Scholars have investigated the ways authority figures
guide decision-making, enforce community standards, and handle conflicts, including
tasks such as content moderation and addressing anti-social behaviour (Kooiman &
Vliet 2000; Kooiman 1993). These leaders also play an important role in organising
large-scale collective actions, at times influencing platform operators to respond to
community concerns (Massanari 2017; Matias 2016). In Reddit, researchers have
observed that most moderators are motivated by shared values and goals (Matias
2019), despite the absence of monetary rewards. One study (G. Hsieh et al. 2013)
found that personal identification with the community, prosocial orientations, and
general reciprocity are factors that predict voluntary assistance towards newcomers
on Reddit. Recognition for such contributions can also take the form of a visual
badge of prestige displayed on user profiles (Cavusoglu et al. 2015). Thus, by
investigating the influence of authority figures, we gain insight into community

values and the ways in which behaviours are shaped to serve collective interests.

6.2.3 Rules enforcement

Rules serve as guiding principles that regulate behaviour and ensure order within a
community or organisation. They provide a framework for decision-making, help
outline boundaries, and promote cooperation and coordination among members

(Ostrom 1990). In online communities, active rule formation and enforcement
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reinforce the values and behaviours of members, with rules applied according to
the specific context of each platform. In collaborative platforms such as Wikipedia
(Kittur & R. E. Kraut 2008), rules play a vital role in resolving potential coordination
errors, thereby ensuring consistency in content quality.

On Reddit, millions of topic-specific communities known as subreddits adhere
to rules set by community moderators or the platform itself. More popular and
active subreddits often have more structured rule systems than those with less
activity (Fiesler, Jiang, et al. 2018). Rules can also streamline low-cost dispute
settlement methods that minimise costs and damages to the community (Ostrom
1990; Weller & Wolff 2005; Ghai 2000). Their effectiveness is reinforced by clearly
defined boundaries, which not only clarify members’ rights and privileges regarding
shared resources but also minimise ambiguity when disputes arise. Sanctions further
support this framework by encouraging adherence to community standards and
deterring violations, thereby maintaining order and trust within the group (Moser
et al. 2017). Authority figures and rules enforcement are interconnected elements
within a power structure, as rules require active enforcement by individuals or

systems managed by individuals to be effective.

6.2.4 Communication and interaction

Effective interaction is fundamental to cultivating a sense of belonging and strength-
ening members’ commitment and coordination within a community (Etzioni 1961).
By fostering social connections, community members develop a shared understanding
of acceptable behaviour, negotiating expectations and norms around their common
interests (Weld et al. 2022; Centivany 2016). In the absence of formal authority,
such communities often rely on informal mechanisms—including peer monitoring
and self-regulation—to facilitate information exchange and enrich the collective
knowledge base (Beschastnikh et al. 2008).

This emphasis on building social bonds naturally extends to how community
members engage with both content and one another online. Within social plat-

forms, discussions that reflect shared values are often regarded more highly than
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content that is simply uploaded, as the former more meaningfully demonstrates
the community’s collective priorities (Centivany 2016; Steinmacher et al. 2015).
Similarly, features such as Twitter hashtags are used by users to express identities
and support group ideologies, fostering trust through the development of a shared
identity (Stewart et al. 2017; Moser et al. 2017).

While reinforcing shared values within a community strengthens internal commit-
ment, this process can paradoxically alienate external observers by fostering percep-
tions of insularity. Such tensions arise when tightly knit norms conflict with broader
societal expectations or when in-group solidarity inadvertently signals resistance to
external perspectives (Yeshua-Katz 2015). This duality underscores the intricate
dynamics inherent within the polarising contexts typical of such communities.

The delicate balance between internal cohesion and external perception becomes
even more critical as communities evolve. Newcomer integration is important for
community growth and sustainability (Arguello et al. 2006). Successfully integrating
newcomers not only revitalises the community but also ensures the continuity and
progression of a dynamic social environment. However, despite these clear benefits,
newcomers may face barriers within the established social structure, which can
result in disinterest or eventual withdrawal from the community (Steinmacher et al.
2015; Halfaker et al. 2013; Graham 2019). As such, the induction process, as
the initial phase of group interaction, offers valuable insights into the collective

values that sustain the community over time.

6.2.5 Summary

Exploring the governance aspects of cheating communities provides an opportunity
to understand how established practices and behaviours are continually reinforced.
Ostrom’s principles for commons management provide a systematic framework
for exploring the fundamental characteristics of an active community, which is
particularly useful when the community in question is little known or difficult to
access. We therefore adopt this approach to identify the social mechanisms that

govern users, practices, and resources that play a notable role in facilitating cheating.
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6.3 Methodology

The governance framework served as the primary theoretical lens for this abductive
investigation (Section 3.2.2). The following uses the same data from 43 participants
as Section 5.3 to analyse the foundations of governance in game cheating communities.
Initial data collection (n=26) focused exclusively on CS:GO players, while the second
phase (n=17) expanded to include individuals familiar with cheating-associated
activities across multiple gaming platforms. The outline of the overall data collection

is summarised in Section 3.3.5.

6.3.1 Data collection

For the first phase of the data collection, our interviews were designed to enquire
about the foundations of governance in game cheating communities. Using the
abductive approach allowed us to formulate the interview questions and system-
atically examine the data in light of pre-existing concepts of governance. The
interview questions were formed around the common set of principles from the
governance framework as outlined in the literature review: authority figures, rules
enforcement, newcomer induction, and peer formation. The question of ‘what’ is
being governed (RQT7) emerged after several iterations of the analysis, as it became
evident that we lacked clarity on the subject matter. The following outline of
questions was used to shape the interview narrative:
e When and how did you join this cheating community?
« What kind of channels, servers, and websites have you used in relation to
cheating?
» Have you formed friendships or business partnerships with others through any
of these platforms?
e Could you provide an example of how you developed an online bond with
someone within the community?
» Have you ever assumed any specific roles within the community? If so, how

did you attain these roles, and what responsibilities did they entail?
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o Have you familiarised yourself with the rules outlined in the channels? What
guiding principles were employed in establishing these rules?
o How do you establish trust with others in this community? Conversely, in
what ways do you find it difficult to trust others?
« Have you personally experienced being banned from the community, or have
you witnessed any of your friends facing such consequences?
The phrasing of the questions varied according to the participant’s level of
personal or professional experience. The second phase of the data collection, geared
towards the participatory aspects of the community (Chapter 5), was added to

the overall dataset following the iterative analysis process.

6.3.2 Data analysis

Based on the governance framework, our analysis identified key themes prede-
termined by its theoretical constructs while accommodating emergent patterns.
The abductive approach enabled the data to align with both existing theory and
empirical observations. Interview transcripts were initially examined in depth to
identify key concepts within the predetermined themes (Pope et al. 2000). Guided
by a priori objectives—specifically the investigation of community governance—we
systematically indexed the data, accommodating both predefined and emergent codes
identified in subsequent coding stages. The data was then annotated using these
codes, with following iterations refining its arrangement in line with the framework.
This process resulted in a visual mapping of the principal concepts within the
established themes, validated through discussion with two supervisors experienced
in qualitative research. Table 6.1 presents a snapshot of the coding process.

A total of 40 emergent codes were identified, and subsequently categorised under
the pre-established global themes to structure the findings. The results of this
analysis are displayed in Figure 6.1. Within each category, the codes are arranged
in descending order of frequency, with the most common code at the top. The
codes highlighted in yellow on the side emerged during the initial phase of the

analysis, prior to exploring it further (in Chapter 5).
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Quotes Emergent codes Global themes

“To get access to moderation in  Access, Membership, So- Social interaction
these forums is very difficult, I cial (entry to the group),

would say almost unrealistic if you Social (friendship), Role

are not friends with the creator or

you are not a [cheat| programmer.”

“the owner has never come out Paste, Cracking, Social Authority
and directly said it and instead (reputation), Role, Con-
they’'ve taken to the Internet to demning cheats, Shaming
make the person who exposed

them look bad for [...] ‘why did

you expose my hard work?’, ‘I

took time to make a forum in

a discord over that’ [...] it has

actually blown back up [in] my

face [and] in other people’s face

at some points for exposing [the]

paste”

Table 6.1: An illustration of theme-searching in the data.

6.4 Findings

The findings are divided into three domains that respond to the research questions:
1) community resource, 2) exercising power, and 3) newcomer induction and

formation of peer relations.

6.4.1 RQ7: What does the community govern?

According to the participants, scripts and ready-made programs are the core
resources of interest to the community. The tools are sometimes simply referred to
as ‘cheats’, often consisting of special features and options (e.g., aimbot, triggerbot,
wallhack) that can be adjusted and customised for their fit. Cheats can be made
for private sale (i.e., use by invite only), public sale, or offered for free. The
participant responses revealed three of the most significant properties of scripts

and programmes, which are broadly referred to as tools in this text:
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e Undetected: Because modern anti-cheat systems can easily detect amateur

cheat scripts, cheating players value cheats that appear of higher quality
and are written by reliable users. Such users often demonstrate a deep
understanding of the game architecture and reverse engineering. Even then,
no amount of complexity can make it timelessly invincible against detection.
Therefore, participants weighed heavily on whether a cheat had been detected
at the time of the purchase or adoption. U17 claimed that some of the best
cheats they have used are “still undetected”. Unlike some who would prefer
to use them in a secondary account made for cheating, U36 added that they
use cheating tools on their main game accounts “because it’s private and it’s
been undetected for like six years now”.

Effective: Perhaps the most intuitive, yet easily overlooked, quality is the
actual effectiveness of the tool in assisting a cheater to advance within a
game. Ul2 claims that a ‘good’ cheat is something that is “not clearly
pasted, |[has| good rage cheating and legit cheating features, [and has an]
okay price”. Because cheats are marketed as commercial products, some
participants (n=11) perceived that those offered at higher prices are likely to
be more effective. According to U17, who also has experience in other shooter
games such as PUBG, this view is not unique to cheating in CS:GO: “[the]
community [of PUBG cheating] is very small because cheats for that game
are very expensive. But I think the most [...]| well-known cheats [are] $50.00
for a week which is extremely expensive [...] but that’s just because PUBG
actually has a pretty decent anti-cheat that’s hard to bypass unless you know
what you're doing. so people that make cheats for that game are gonna sell
them at high prices because I know that it’s very difficult to bypass it”.
Exclusive: Participants revealed that they place more trust in information
which are not as easily accessible by the public. Because it is accessible only to
a limited group of vetted users, the cheat software is less likely to be detected
by anti-cheat systems than it would be if made publicly available. U1 describes

a private cheat tool which is notoriously hard to get their hands on: “Having
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[cheat name] is essentially the biggest ‘flex” in CS:GO cheating”. Although
exclusivity does not guarantee complete evasion of anti-cheat systems, the
information remains valuable to members precisely because it is scarce.

Cheat scripts and tools are often found with up-to-date information on the general
landscape and tips on evading detection successfully. For example, this can include
the news on the latest patching by game developers which makes previous versions of
cheat tools less valuable. This information is typically disseminated through forum
posts or shared directly among individuals within specific chat channels. Some
participants also said they share and stream videos to communicate such news (n=7).

Newcomers who have yet to develop technical skills, as well as users who are
unwilling to create their own cheats, whom some participants (n=13) believe
make up the vast majority, tend to download cheat tools or scripts uploaded by
others. Some resort to “pasting”, or plagiarising the scripts created by someone
else, which U17 claims is “a huge no-no [in] the community”. Pasted resources are
also regarded as being of lower quality because of a perceived lack of originality
and knowledge of the content uploader.

There are other forms of social assets which the participants did not directly
recognise as tangible resources but as enablers of access to resources. The social
network of peers and collaborators is an important part of being recognised and
advancing in the community regarding access to the latest cheat tools and servers.
Nineteen participants agreed on the importance of being recognised by others in
the community in order to be invited into a more prominent circle of cheat sharing.
U18 claimed that “finding out about new cheats [and] websites is tough [for] other
people... [so] you become friends with other cheater[s] and they tell you what

they use and you would find out that way”.

6.4.2 RQS8: How is power exercised in a cheating com-
munity?

The power structure in the cheating community is predominantly manifested in the

form of 1) members with authority over the community and 2) rules. Although
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its capacity is largely limited by the platform administrators who overshadow the
communities (Gillespie 2018), a certain mode of hierarchy is useful in assembling
users together, guiding them to appropriate points of contact, and assuring the

legitimacy of the values upheld by the community.

Authority figures

Findings showed that moderators and administrators in the cheating community
exercise authority over content and membership through the enforcement of rules
and norms, in line with previous literature on online communities. In r/csgohacks,
moderators can ban content or users deemed unfitting, or announce contents which
garners the most attention from the community. They also help the members
navigate the community, and answer questions from novice users. Participants
with experience as moderators expressed a strong passion for supporting the act of
cheating, as demonstrated by their own engagement with cheats or promotion of
related content. U3 explained that they had accumulated so much knowledge about
cheating in other games that they found themselves assisting others even before
considering becoming a moderator: “I would start answering questions in support
channels when I was a member and then I'd apply for a staff position. I would keep
the servers running well and ban the people who would put malicious content or try
to scam”. Participants with moderator experience in public social platforms claimed
they have actively engaged in other social platforms and collaborative projects to
attract more members to their forums and channels.

Becoming a moderator. As to how one becomes a moderator largely depends
on the existing social network. On Reddit and other public social platforms,
such as Discord and YouTube, any community member may assume the role of
moderator by establishing their own space (e.g., subreddits, Discord channels,
Youtube channels). In established groups such as r/csgohacks, individuals are
typically invited by existing moderators on the basis of personal acquaintance or
demonstrated moderating experience specifically related to cheating. U5 describes,

“I became a mod specifically because I was friends with the owners. It isn’t really
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administrative at all. moderators are moderators because we’re friends and can
trust each other to help maintain the quality of the server”. Participants emphasised
the importance of social rapport that underlies the decisions in choosing moderator
roles. U10 claimed that collaboration among moderators is similar to that within
any other context beyond cheating: “It’s like co-workers. You have your favorites,
and you have the ones you hate. But there is a difference between those two, that we
were more a friends group doing this thing that connects us, and played together”.

Participants with relevant experience (n=7) shared that moderator selection
becomes more complex in product-oriented areas of the community, such as
discussion forums dedicated to a specific cheat, particularly when access is restricted
to private channels. U24 claimed: “To get access to moderation in these forums is
very difficult, I would say almost unrealistic if you are not friends with the creator
or you are not a [cheat] programmer. Most users have the role of a member and just
buy a cheat”. U3 shared how some customised platforms require a screening process
before attaining the moderator status: “You fill out a google forum and they ask
your age (they dont like people under 14 usually) and they ask you why you want to
be that position. Then sometimes they ask you some questions about modding itself
and if you get them right you will have a higher chance of getting in or sometimes
you just get a helper position because of how active you are”. Although moderators
wield considerable power over members, the initial administrative process positions
the platform as the higher authority overseeing governance within the cheating
community, including the selection of moderators.

Alternative routes for gaining authority. Reputation also emerged as a
significant factor within the online community. It was reported that users with a
favourable reputation were highly respected by most community members, granting
them increased credibility in their actions, irrespective of the roles they held. U12
claimed that “lots of people judge others based on how much ‘rep’ you have which
is a count of how many people said you're trustworthy”. The ‘rep’ is typically
visualised through public profile statistics visible to other users (U22). For instance,

members with longer-standing accounts on the platform are perceived to have
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higher reputations and greater standing within the community, making them more
likely to be respected by others (U10).

Being well-known within the social network acts as a status symbol, sometimes
granting individuals the ability to override the negative perception of unethical or
criminal behaviours. U17 shared an episode in which a group of users attempted
to expose a plagiarised cheat (“pasted”) sourced from an existing one but were
met with unexpected backlash and negativity directed towards them instead of the
user (“owner”) behind for the plagiarism: “it has actually blown back up [in] my
face [and] in other people’s face at some points for exposing [the] paste, because
the owner is usually a well known member of the community and is known for
this sort of thing”. Some have witnessed this phenomenon in more serious social
contexts as well. U20 recalled a story of a well-known member who was “sending
inappropriate images to a 15 year old” but managed to evade criticism for a while:
“it still amazes me but i think the reason he has friends is because he is somewhat
high up in the community before all of this came out”. This highlights that users,
regardless of their official role within the platform, can wield significant power and

influence in shaping the existing norms within the community.

Rules enforcement

There are two types of rules that participants consider on online platforms such as
Reddit: 1) the terms and conditions set out by the platform itself, and 2) the rules
set out by the community moderators. Participants (n=12) claimed that they often
skim through or even skip reading the terms and conditions of the platforms. As
U8 puts it: “who reads them?” During the interviews, the majority of perspectives
on this topic revolved around the rules established by the moderators, especially
the ones which are most relevant to toxic behaviours: “Do not be toxic, do not send
[not safe for work| stuff such as porn or gore” (U27). U27, who has experience in
moderating, adds that the most important aspect of rule-making is “mak[ing] their

rule easy to understand and not convoluted”. Despite the general lack of interest
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for thoroughly reading through the rules, U17 claimed that rules can signal whether

the administrators genuinely care about the community:

“If T join a forum... and its rules are: ‘don’t be toxic’, ‘don’t drop the
hard r’, you know, ‘don’t post safe for work content (NSFW)” and ‘be
kind to each other’ [...]. That to me speaks that you know the stuff and
the owner [...] is intelligent and trustworthy in their community. They
are quick to ban or take action against people that deserve it and they
will not really tolerate [...| people [who] break the rules”

This perspective suggests that the actions of those who impose the rules can

significantly impact the perceived legitimacy of the community among its members.

On the other hand, norms within the community are more challenging to define
as they are highly subjective: “Etiquette varies on how much of a douche you are.
I consider no doxxing! to be my rule” (U12). While some moderators may be
much more strict towards toxic behaviours (“zero tolerance towards shit posting”
(U17)), some may allow it if it has an element of humour (U5). Participants shared
experiences of being banned or witnessing bans across both public and private
servers for opposing the prevailing norms. The reasons for banning users included
receiving too many warnings (US8), getting on bad terms with the moderators (U20),
escalating toxicity into a fight (U5), trying to sell an account (U5, U18), sharing
an account (U5, U16), exposing malicious software in cheat tools (U16, U17), and
sending illegal contents to the moderators (U15). The punishment is not limited to
a mere ban and may also embody other means: “I’ve seen people get doxxed for
asking a question about a cheat” (U12), for instance. These experiences highlight

the complexity of delineating norms, as they are highly context-dependent and

influenced by the individuals involved.

I'Doxxing refers to the act of publicising personally identifiable information about a user, and
is a common method of intimidating targeted individuals.
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6.4.3 RQ9: What elements facilitate the development of
peer relationships and the integration of newcomers
within a cheating community?

Modes of bonding

Bonding with members is an important part of integrating into the community.
Participants (n=17) reported that they had experienced bonding with others at
varying depths of interaction. They described bonding experiences through offering
to play games together (n=16), sharing common interests (U5), and even distributing
Youtube videos about cheating (U24). Some decide to befriend others if they are
simply “pleasant [...] to communicate with” (U24). Some formed friendships
through mutual friends (U14), and some even went so far as to meet offline after
collaborating on a relevant project (U18).

Besides these, interactions can also occur simultaneously across multiple plat-
forms. While the atmosphere of the community on Reddit is relatively moderate,
the responses revealed that the community’s spread across platforms generates
divergent perceptions on forming relationships, where some platforms are better
suited for social networking than others. For instance, Discord was a popular choice
among participants to communicate and familiarise with users, whereas HvH servers
were deemed as one of “the most toxic place in all of CS:GO” (U3).

A challenging social environment. Many participants (n=22) claimed that
the prevalence of toxic behaviours makes it challenging to naturally develop trust
and form meaningful relationships. Participants expressed their awareness of the
negative image of the community (n=16), and some mentioned a decline in trust
(U8): “There is no trust in this situation. It’s always every person you talked to,
everything you say to a person, it’s all risk” (U4). Newcomers and “no names” (i.e.,
individuals with no account or with accounts unfamiliar to the community) are
particularly more prone to being targeted for toxic behaviours (U21).

Despite these intimidating impressions, some participants commented that the
community still has its “uplifting” (U17) moments with “good people” (U16). The

conflicting experiences of prosocial and anti-social behaviour recounted by users
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highlight the inherent tensions they face in balancing the practical benefits and
drawbacks of participating in the community. According to U23, this is what both
“scares and excites” them. U6 asserted that the toxic behaviours are “more of a
hive thing” and that “one of the nicest people [they have] ever met is active in the
cheating community”. U10 explains the dichotomy in depth: “My experience with
cheat communities is pretty bipolar. It very highly depends on the community that
I am in. The cheating community is extremely toxic, and extremely unfriendly
[...]. But at the other end, there are normal people [whol] are smart in computer
engineering and can help you and are friendlier than any other group in the cheating
scene”. U16 claims that socialising in this community is no different to that in
others: “it’s like making any other friends online really, you get to know them, you
figure out over time what kind of people they are and you grow closer to those you
connect well with and like as a human”. The simultaneous presence of both toxic
and positive elements in the online environment illustrates how users must navigate

these complex dynamics to identify suitable individuals for interaction.

Induction into the community

Newcomers’ induction into the community requires a combination of navigating
logistical hurdles and engaging in social networking. This dynamic can vary across
contexts, and it is necessary to distinguish how these processes differ in public
and private online settings.

Public. The CS:GO cheating community on Reddit enables public access to
the discussions involved in cheating. Users discover public websites through peers
(n=9) or the use of search engines (n=14), and observe the displayed information to
determine whether it is relevant to them. Because the platform is public, there is no
formalised process for accessing them or onboarding them in the community. Instead,
the users can actively decide whether to continue participating in the community,
which may depend on the perceived relevance to their interest (n=11) or the feeling
of enjoyment (n=9). Public forums tend to have a much larger user base due to

their ease of access, and thus are usually used for casual interactions rather than
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familiarising with users at a personal level. Participants indicated that membership
within the public sphere of the cheating community is primarily defined in two
ways: firstly, through the contribution of valuable content to discussion boards;
and secondly, by the sheer act of cheating, which situates individuals within the
broader circle of cheating players. By contrast, those who contribute substantially
more are acknowledged as particularly relevant members of the community.
Private. The CS:GO cheating community extends to private platforms, which
have distinct approaches to onboarding new members, and require significant effort
to gain access to reputable forums. To join the forums, a user needs to be invited by
an existing member, usually using a code, and also meet certain prerequisites (e.g.,
the new user has not been banned before (n=4), or the inviting user needs to have
been part of a platform for a certain period of time (n=3)). Some participants in
private forums chose not to disclose the names of the forums during the interviews
(n=7). U9 mentioned that the invitation code for a private forum they are a
part of was “given out only by the owner” in Discord in the early days, and
that “without this invitation code you couldn’t create a forum account [nor have]
access to any content on the forum”. To receive the invites, individuals must have
connections with existing members, which can be challenging if they have not

previously been a part of such social circles.

6.5 Discussion

A notable aspect of our findings is that, despite its unique nature, the cheating
community exhibits similar behaviour and dynamics to other communities previously
studied. Initially, we anticipated that individuals within the cheating community
would employ distinct strategies to evade detection, expecting a fundamentally
different operational approach. However, contrary to our expectations, we observed
that the findings align with mechanisms observed in other online communities,
including the role of moderators, the enforcement of rules, and the patterns of
social interaction (Grimmelmann 2015; Yu et al. 2020; Cai & Wohn 2019; Jiang,

Middler, et al. 2020). For instance, within the cheating community, the moderators
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were mapped on a close-knit network of users holding administrative roles upon
taking them up, and they also showcased a sense of community and shared identity,
contributing to the overall cohesiveness of the community (Kiene et al. 2016; Matias
2019). The data did not contain any insights on conflict resolution mechanisms,
which may not be as prominent or necessary in this context, as the community
primarily revolves around accessing the cheat resources rather than addressing
interpersonal conflicts. Further, individuals in positions of authority, such as
those with good standing or moderator roles, can exert informal control by openly
condemning certain behaviours. This ensures that conflicts are swiftly resolved,
as seen in the case of plagiarised cheats.

What distinguishes this community from other online communities is its ongoing
need to attract valuable information and maintain a reliable membership, all
while remaining vigilant to the risks inherent in cheating, such as the potential
for detection by game companies. The distinction between public and private
forums, and the notable interest for the latter in our data, also suggest how their
resources likely deliver the three characteristics uncovered in RQ7 findings. The
stringent screening process for private forums ensures that only individuals vetted
or recommended by trusted members can join.

The competitive nature of gaming is a possible way to interpret the community’s
unusual approach to the risks associated with cheating. As cheating in gaming
revolves around violating rules and norms to gain an advantage, these values may
also permeate the dynamics of online communities. This is also evident in the
example of a user who, despite deserving condemnation, was not criticised due to
their standing within the community. The hostility towards novices attempting to
get involved in the community suggests a gatekeeping culture that contradicts the
principles of community building (Barzilai-Nahon 2008). These behaviours may
stem from the general desire among members to minimise the risks of exposure
while seeking recognition in their field of interest. It is worth recognising that,

considering the normative perception surrounding game cheating, some individuals
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may become targets of such negative behaviours without fully understanding the

extent of the harm (Cho & Flechais 2022; Devito et al. 2019).

6.5.1 Gatekeeping as a form of self-protection

Our investigation into the cheating community sheds light on the social mechanisms
that arise from the community’s efforts to safeguard its central resource. The findings
indicate three main characteristics—undetected, effective, and exclusive—associated
with sought-after cheats and scripts, along with the closely linked discussions and
social networks that surround them. The technical complexity and the niche focus
of these resources often present significant barriers to access to such resources.

As participant responses indicate, cheating proficiently is inherently difficult and
requires skills honed through practice over time. Achieving success in cheating often
necessitates a minimum level of technical expertise to develop or appropriately utilise
cheat software. Even players with only a basic knowledge of non-technical tricks
must understand when and how to employ them strategically, accounting for their
highly context-dependent nature, to evade detection. Moreover, game corporations
invest heavily in deterring cheating on their platforms, and public media often
holds a negative view of cheating, posing additional challenges. Pursuing such
resources is further complicated by the self-protective mechanisms observed within
the community, such as the strictly referral-based induction process (Cui et al. 2022).

Under such precarious circumstances, community members strive to maintain a
delicate balance: making cheating-related resources accessible to genuine members
while protecting them from outsiders in order to preserve their value. Based on
our findings, key aspects of this self-protective mechanism include gatekeeping
practices against novices and newcomers, and the use of reputation-based trust for
deeper, more meaningful interaction. The distinction between public and private
forums, coupled with a prevailing preference for the latter, further reflects the
need to protect their hard-to-access resources.

In conjunction with their inherent challenges, these self-protective mechanisms

create an artificial sense of scarcity, limiting access to those outside the trusted social
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circle. Similar mechanisms have been observed in information-centric organisations
(Dixit 2011) and stigmatised communities (Jessa Lingel & Boyd 2013), operating
under the concept of information poverty. Lingel and Boyd (2013) argue that such
communities employ information as a boundary between insiders and outsiders,
ensuring their safety and preventing outsiders who lack sufficient trust from accessing

valuable information.

6.5.2 Self-governance

In instances where community goals no longer align with the interests of its members,
conventional governance models become less effective, leading community members
to assume alternative governance and moderation duties based on their specific
interests or priorities (Acemoglu & S. Johnson 2005). Our findings surface aspects
of self-governance within the cheating community, where members establish their
own rules, norms, and operations independently of game publishers and mainstream
communities. Self-governance reflects the community’s capacity to address challenges
and maintain its collective identity, serving as a mechanism for members to address
issues that threaten their well-being, and to articulate dissatisfaction with the
existing conditions (Kooiman & Vliet 2000; Rasmussen 2011).

Our findings also reveal that trust, established through close-knit relationships
and mutual benefits, is crucial for maintaining user engagement and sustaining the
cheating community. These observations align with previous research highlighting
the importance of ongoing social interactions in facilitating self-governance and
autonomy especially when these are shaped by newly developed community values
(Kooiman 1993; Kooiman & Vliet 2000; Melucci 1996). Within the cheating
community, members interact with one another much the same way as members
of any other community, regardless of their real-life identities. This suggests
that, despite the negative public perception of cheating, individuals who engage
in such activities are perceived no differently from average gamers within the

cheating community.
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It is worth noting that the self-governing capacity can also present risks in this
context, as it can foster harmful behaviours, toxic ideologies, and exclusionary
practices without external oversight (Yeshua-Katz 2015). Some aspects are increas-
ingly being flagged in the gaming industry as serious issues encompassing fraud
and malicious software (Activision Blizzard 2021). Addressing these concerns
as an outsider requires staying informed about the developments within the
community and implementing appropriate measures to promote safer online practices,

particularly in light of the popularity of gaming among younger demographics.

6.5.3 Social structures within the community

Our study of game cheating suggests the presence of numerous social structures
associated with cheating. Initially, we employed the term ‘community’ to refer
to the loosely defined organisational structure of our study (Harris et al. 2019).
However, our findings indicate that the community extends across various platforms
and its definition varies depending on the subject and context. Moreover, distinct
‘groups’ can be identified within the larger ‘crowds’, where exclusive membership is
required for access, as exemplified by the invitation-based process for private forums.
This subdivision into discrete social units likely stems from a desire to prioritise
the exclusivity of the resources, thereby enabling more effective monitoring and
protection against external threats.

Following our analysis, we situate the community between the concepts of
‘crowds’ and ‘communities’, as classified by Harris et al. (2019). Users within this
context can actively contribute and engage in tasks, such as sharing new cheat
scripts, while others may prefer to lurk in the background and maintain distance
from others (Nonnecke & Preece 2000). However, the lack of clarity regarding
the organising structures in practice poses challenges in accurately capturing the
underlying mechanisms, thus making it difficult to inform research directions and
policy considerations (Harris et al. 2019). In Chapter 7, we integrate these structural

nuances to present a comprehensive account of cheating as a broader ecosystem.
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6.6 Conclusion

This chapter delved into the governance mechanisms of cheating communities to
understand how it manages and sustains cheating practices. By applying the
theory of governance, we conducted interviews with users from competitive cheating
communities, uncovering key aspects of shared resources, authority figures, rules
enforcement, and modes of bonding within the communities. While cheating
communities share many features with other online groups—such as moderators
embedded within close-knit networks and a sense of shared identity—they also
display distinctive traits, most notably a gatekeeping culture that has developed to
protect high-risk resources from external threats. These findings reveal a complex
layering within the community’s social structures, emphasising their importance in
understanding the cheating phenomenon. The next chapter explores the various

social collectives involved in cheating and considers their wider implications.
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7.1 Introduction

There is increasing evidence and growing concern regarding the harmful activities
associated with cheating and manipulating games, with authorities investigating
potential links between these behaviours and broader cybercriminal activities (FPA
2022; NCCU 2017; CREST 2015). A limited understanding of the risks and
implications within the cheating ecosystem poses challenges for effective intervention,
enabling harmful practices to proliferate unchecked. To better understand the wider
context and identify areas for action, it is important to synthesise the underlying
concepts and define the areas that warrant intervention.

Our research began with an exploratory inquiry of the community dynamics,
considering the nature of interactions, modes of participation, and modes of
governance, to establish a baseline for identifying areas meriting further analysis.
The empirical investigation so far has uncovered valuable insights into the social
practices that transpire outside the boundaries of gaming environments. By having
framed our research around the concept of community, grounded in shared interests
and skills (Section 1.7), we are now positioned to advance our understanding of
this initial scope and delve deeper into the implications of these dynamics.

This chapter lays the foundation for developing intervention strategies against
harms observed within game cheating by delineating the social structures and
associated behaviours within the cheating ecosystem. By revisiting our raw data
through conceptual framework analysis and drawing from literature review, our
framework delineates varied social collectives, each distinguished by its primary
motivations for engagement, individual practices, and governing practices. Moreover,
the framework provides a nuanced understanding of a community of users typically
associated with perpetrators of disruptive behaviours, with insights that there are

also victims who are either inadvertently subjected to harm or actively involved
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in facilitating harm. Following the development of the framework, we conducted
expert evaluations to assess its applicability in real-world contexts.

Based on the findings, we identify several areas that warrant intervention to
mitigate harmful behaviour. There are three primary areas of concern requiring
attention. Firstly, the toxic behaviours observed across the identified collectives
foster an environment of victimisation, highlighting the need for educational
initiatives, reporting mechanisms, and enhanced cyber security measures to protect
potential targets. Secondly, the notable absence of ethical and social norms,
where values are predominantly shaped by social status or recognition, calls for
proactive initiatives to raise awareness of the associated risks, promote positive
role models, and inspire a more prosocial discourse. Lastly, the active involvement
of cheat developers warrants closer monitoring and enforcement of legal measures
to prevent potential cyber threats within the broader ecosystem. We then reflect
on the implications of these activities for relevant industries through the lens of
accountability. We advocate for cross-industry collaboration with social media
platforms, game providers, non-profit organisations, and law enforcement agencies
to address the practices that extend across multiple online spaces beyond gaming.
The research presented in this chapter has been published in the ACM Games
journal (Cho, Lusthaus, et al. 2024).

7.2 Background

To understand where organisational efforts and concerns currently stand, we begin
by examining the issues highlighted by relevant organisations in recent years,
with particular attention to those extending beyond the confines of gameplay.
We then provide an overview of how conceptual framework analysis, increasingly
adopted in games research and CSCW, can offer insights into the complexities
of gaming communities, especially regarding game cheating and its associated

collaborative activities.
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7.2.1 Concerns beyond gameplay

Non-profit organisations (NGOs) and game organisations committed to fostering
positive gaming environments have emphasised the need to raise awareness of
less typical and emerging forms of harm within games. The Fair Play Alliance
(FPA) (2022), which defines itself as “a global coalition of gaming professionals
and companies committed to developing quality games”, organised a workshop in
2022 with experts from the U.S. Department of Justice to discuss the landscape
of harmful behaviours prevalent among young gamers. The outcome of their
discussions underscored the need for greater alignment of industry efforts and the
development of strategies to address the emerging concerns. Earlier in 2020, the
FPA collaborated with the Anti-Defamation League (ADL)’s Center for Technology
and Society to produce the Disruption and Harm in Gaming Framework, which
provides a comprehensive overview of the various forms of anti-social behaviour
and harassment in gaming, detailing their types, causes, and impacts (ADL & FPA
2020a). Among others, their framework recognised cheating and game manipulation
as a form of disruptive conduct in game environments, calling for greater attention
to these activities. According to them, one of the recommended methods for
analysing these behaviours involves segmenting the various “touchpoints” within
games, including the out-of-game, pre-game, in-game, and post-game phases (ADL &
FPA 2020b), to observe the behaviours in greater detail at each phase of interaction.
While cheating has long been recognised as a major disruptive behaviour in gaming,
the recent publication of these documents indicates that it is only now beginning to
be understood as an issue with implications extending beyond the games themselves.

In 2015, CREST (2015), a non-profit organisation specialising in cyber security,
collaborated with the UK’s NCA, to provide insights into the gradual progression
observed among some young gamers towards illicit online activities. According
to them, this progression typically begins with an initial interest in coding and
game modification, followed by refining coding skills through participation in
social clubs, and gaining deeper insights into hacking techniques. As their skills

advance, individuals can become more inclined to pursue unauthorised access
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to information, which is often then reinforced by the ongoing peer influence.
Finally, these individuals are approached by others or by groups already engaged
in a wide spectrum of harmful online activities, who actively encourage their
participation. These insights stem from observations made during nationwide
intervention campaigns targeting individuals either directly involved in cybercrime
or on its fringes. As highlighted in their updated report (NCCU 2017), many of
these cases revealed that a significant proportion of those involved in cybercrime
initially entered the domain due to an interest in game cheating and modding. While
the reports emphasise the need for a more extensive analysis of these users, it is
important to clarify that these conclusions are drawn from observations of individuals
engaged in cybercriminal activities, rather than from insights originating within the
gaming environments themselves. A more fundamental understanding grounded in
game cheating itself is still needed to reveal the nuances of this presumed association.

Older reports also align with the broader argument these organisations share
about the intersection of harmful behaviours and gaming. In 2004, before cheating
was widely acknowledged as a distinct phenomenon within gaming (Consalvo 2007),
a study reported that online games accounted for approximately 37% of harm-
related cases in Taiwan, based on national police data, underscoring the proximity
of gaming to other forms of online harm (Y. Chen et al. 2004). The scholars from
this study emphasised the need to distinguish harm related to online gaming as
a unique category, distinct from other forms of online harm.

As such, existing reports indicate that concerns and claims regarding harm are
frequently ascribed to cheating or game manipulation, yet they often lack a holistic
understanding of the broader phenomenon. These cases surface the need for a
deeper understanding of the relationship between harm and cheating communities
to establish a shared perspective among organisations. To address this gap, an
inward focus on the social dynamics of cheating can illuminate the overlooked
factors and clarify how these dynamics may be associated with potential harms.
This approach aligns with the perspective of game scholars who emphasise the

importance of examining community dynamics, including variations among creative
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gaming communities and patterns of collaboration within diverse groups (Thiel &
Lyle 2019). Moreover, it offers the potential to inform more targeted strategies for

identifying specific channels and individuals in need of focused intervention.

7.2.2 Conceptual framework in online community research

Conceptual framework analysis offers a comprehensive understanding of a phe-
nomenon (Jabareen 2009; Engelbart 1963). By establishing the relationship between
constructs and variables, the framework lays a solid foundation for identifying and
addressing emerging issues and challenges that may not be immediately evident.
Within the field of CSCW, conceptual frameworks have been successfully applied
in delineating the requirements for cooperative work (Schmidt & Bannon 1992),
bridging context to groupware (Borges et al. 2004), and integrating CSCW into
organisations (Y. Rogers 1994), among others. These frameworks have been
predominantly applied to large-scale collaborations, such as public wiki communities
(Morgan et al. 2013), infrastructure developments (Bietz et al. 2010), and crowd
working (Stewart et al. 2017). Such applications of the conceptual framework
demonstrate its value in illuminating the complex social dynamics inherent in
online community research.

Building on Grudin’s taxonomy (1994) and Johansen’s matrix (1991), Lee and
Paine (2015) propose through their framework analysis that goals in coordinated
work are not always clearly defined, and individuals involved in such work may not
necessarily share the same objectives. They advocate for a more flexible approach
to “doing things together” without necessarily collaborating. By introducing
the seven dimensions of the Model of Coordinated Action (i.e., synchronicity,
physical distribution, scale, nascence, number of communities of practice, planned
permanence, and turnover), they provide a systematic framework for analysing and
distinguishing different forms of coordinated action. Their study offers intriguing
implications for understanding cheating communities. These communities, while
appearing homogeneous in their pursuit of cheating, actually encompass a variety

of individual actors with distinct motives and methods of engagement. Some
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members may directly collaborate by sharing resources and knowledge, while
others simply coexist, benefitting indirectly from the shared cheating environment
and community resources without active participation, as observed in Chapter
5. Integrating these nuanced aspects of community engagement provides a more
systematic understanding of the dynamics within cheating, shedding light on how
non-conventional practices related to cheating persist in various forms.

Game scholars have increasingly employed conceptual frameworks to understand
complex phenomena in gaming environments. Classifications and taxonomies in
past literature have provided a structured and shared language for comprehending
the multifaceted aspects of gaming environments, enabling researchers to categorise
games based on attributes such as genre, mechanics, themes, and player interactions
(Yusoff et al. 2009; Kuo et al. 2016; Marlatt 2020; S. Sharma et al. 2021). Such a
structured approach has helped identify patterns and trends that guide game
design, and illuminate emergent cultural aspects. Over the past decade, we
witnessed a similar evolution in game cheating, that aimed to encapsulate the
factors influencing one’s tendency to cheat (R. Sharma et al. 2021). Based on
an online survey, Wu and Chen (2013) developed a conceptual model to examine
the psychosocial factors influencing cheating in multiplayer games. Their research
concludes that cheating is shaped by a mix of personal and external social elements,
including one’s social environment, attitudes towards game cheating, and their
assessment of the results of cheating. As such, the existing literature demonstrates
the value of conceptual frameworks in deepening our understanding of the intricacies
within gaming environments, and providing a basis for refined analysis of complex

community dynamics.

7.3 Methodology: Conceptual Framework Anal-
ysis

We employed Jabareen’s eight-step conceptual framework analysis method (2009)
to identify and synthesise concepts derived from our previous studies and existing

literature. These relationships formed the basis for understanding how situations
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involving cheating-related practices emerged. By following an iterative process
of continually moving between data collection and analysis (Myers 2013), we
systematically linked and associated relevant concepts to formulate meaningful
assertions. In the following sections, we detail how Jabareen’s method was integrated

for constructing the conceptual framework:

Step 1-2: Mapping the data sources, extensive reading and categorising
of the data. The first step involved conducting a literature search on cheating
communities to understand the existing knowledge across both academic and
industry contexts. To achieve this, we reviewed key literature on cheating that
is recognised for its influence in both domains. Our dataset included 42 research
articles, industry reports, and news articles in the fields of HCI, game studies,
and cyber security. We used Google Scholar and ACM Digital Library to search
the articles using keywords (‘game cheating’, ‘cheating behaviour’, ‘multiplayer
games’). We also examined the references and citations within key works on
cheating to identify additional relevant literature. The inclusion criteria required
that the work be an empirical inquiry dedicated to cheating in multiplayer games,
focusing on perspectives gathered directly from users rather than studies limited
to observational or backend data analysis. We stopped the search upon reaching
theoretical saturation. This approach differs from systematic literature reviews in
that it is not designed for an exhaustive search completion; instead, it identifies
concepts from a range of different sources of data until a theoretical saturation
is reached (Doyle 2003). The resulting collection of literature was categorised
into soft interpretations: technical actions, in-game actions, discussion forums,
markets, and administrative practices.

In parallel with the initial interpretations drawn from the literature review, we
mapped the raw empirical data collected from our previous studies. We started by
reviewing the interview data with game cheating players (n=70), which focused on
the play experience (Chapter 4), the associated roles and platforms (Chapter 5),

and the governance mechanisms (Chapter 6). We also incorporated the interviews
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obtained during the preliminary pilot study (n=12) conducted prior to these studies.
Consisting of online and offline interviews, the pilot study provided valuable insights
into the players’ general understanding of and initial experiences with cheating
(further details about the study are in Appendix B). We then organised the key

concepts into soft interpretations.

Step 3-4: Identifying, deconstructing, and categorising concepts. To
consolidate our understanding of the cheating community, it is important to gain a
clear and accurate understanding of its actual existence and characteristics. We
analysed and coded the literature review to discern two key dimensions: 1) The
properties of the social collective represented by cheating communities and the
associated nuances that contribute to the understanding of these communities. At
the same time, we conducted a parallel analysis of the empirical data, systematically
organising it into distinct, informative categories. We focused on the same two

dimensions and identified both explicit and implicit relationships between them.

Step 5-6: Integration and re-synthesis. We combined the codes and their
relations from both the literature and the empirical data, and continued to categorise

them into the most abstract units that embody the sub-level codes.

Step 7-8: Validating and rethinking the framework. The resulting collection
of codes were refined in collaboration with two supervisors to align it with a
coherent and comprehensive visual representation. We determined that the most
effective presentation of the identified themes was through a table format. This
table serves as a succinct overview of the identified concepts, falling under the
overarching themes of motivations, actions, and governance mechanisms observed
across an array of social structures.

Following the development of the framework, we conducted expert reviews to
evaluate its applicability in guiding future interventions. These experts represented
various sectors, including gaming, NGOs, cybersecurity, and law enforcement, each

bringing their unique concerns and challenges in the domain of game cheating. These
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reviews provided valuable insights into how well the framework aligns with the
current state of knowledge and practice in the field. Drawing from their extensive
experience, the experts were also able to point out aspects of the research that
we might have overlooked or not fully considered, thus contributing to further
comprehensiveness. The application of our framework within the context of the
current state of the industries provided valuable insights for guiding the next

steps in intervention strategies.

7.4 The Framework

Figure 7.1 provides an overview of the findings derived from the conceptual
framework analysis incorporating but not limited to the insights detailed in Chapters
4,5 and 6. It covers a range of collectives involved in cheating and their associated
practices, moving beyond the initial findings to shed light on the broader implications
of how the members of these communities engage with one another. In the framework,
the emergent concepts have been classified under motivation for joining the collective,
individual practices, and governing practices for each social collective identified.
Individual practices refer to the activities performed independently by individuals
within a collective, while governing practices refer to the mechanisms that support
the effective operation of the collective.

This framework is rooted in the nuanced roles—both formal and informal—
that individuals assume within these collectives, illustrating the varying degrees of
engagement with cheating. For instance, participation in smaller peer groups might
suggest a tendency towards casual experimentation, while engagement in larger,
more cohesive groups facilitate a broader dissemination of cheating-related culture.
This distinction demonstrates the value of analysing practices at both the individual
and community levels to understand how the notion of cheating operates in different
contexts. Although an individual action may seem insignificant on its own, its

relevance emerges more fully when considered within the dynamics of a larger groups.
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Figure 7.1: Overview of the four collectives observed within the cheating ecosystem.

Each column in the framework delineates a different size of the collective, from
the smallest, a peer group, illustrated in the left-most column, to the largest, a multi-
interest community (for activities beyond games), shown in the right-most column.
Peer groups are small groups of users—typically fewer than ten individuals—who
are already familiar with one another offline. They can gather to play together
as teams or opponents experimenting with their cheats in games. Single-interest
crowds are a group of users who assemble to complete a specific task, often to
enhance their cheating capabilities. We refer to a group that evolves further beyond
this as multi-interest communities, which can be distinguished by whether they are
1) solely dedicated to competitive games or 2) also to activities beyond games.

The elements identified on the left cascade to the right as the size of the collective
increases. While it does not imply that all collectives inevitably evolve in the order
of the forms mentioned, there is a greater tendency for the nature of the collective
to shift in such ways for those accommodating more experimental approaches to
games. There are also aspects indicating that the codes are interlinked, such as
the progression from exploratory to experimental gameplay. Although sharing
similarities and existing along a continuum, the latter category engages more

deeply with innovative and occasionally legally ambiguous techniques. Moreover,
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individuals are not necessarily limited to a single collective at any given time, and
in fact the framework highlights how the fluidity and interconnectedness inherent in
these social structures enable the dynamic evolution from smaller entities to broader
networks. This transition demonstrates the diverse ‘expressions’ that cheating can
take beyond gaming platforms, and suggests how individuals may become more
integrated into larger social networks as a result.

There are numerous avenues for deeper analysis of the framework, such as
examining the platform settings, characterising the types of users within these
collectives, and analysing the distribution of users engaged in specific practices.
However, our primary objective is to understand the aspects that are of concern
not only to certain individuals within the cheating community but also to those
external to it. Therefore, while we acknowledge the comprehensive elements of the
framework that could lead to different areas of research, our analysis is selectively
focused on those facets that appear particularly contentious and may benefit from
deeper consideration. This approach does not overlook the prosocial or constructive
elements discussed in previous chapters but rather seeks to uncover the lesser-known
negative aspects of cheating communities that often go unnoticed. At the current
stage, the framework is better suited for making interpretive analyses rather than

serving predictions about specific actions.

7.4.1 Peer groups

Peer groups represent the foundational social collective in game cheating. Users join
these groups for various reasons. First, there may be a desire to form covert alliances
with other like-minded players to gain unfair advantages or manipulate the outcomes
of the games. They are also motivated to gain valuable insights, tips, and strategies
by observing and participating in the trial-and-error processes with their peers.
Together, they can overcome game obstacles and alleviate potential boredom arising
from the inherent limitations of the original game design. Individual practices
include the act of cheating itself, as well as other variant forms such as exploiting

glitches and experimenting with game rules to aid their cheating efforts. In between
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the players, transparency is important to ensure that members have access to reliable
sources of information, considering the risks associated with cheating. Given their
relatively small size, peer groups help foster an ad-hoc social experience centred
around their shared interest in game cheating. For instance, within these peer
groups, users might regularly exchange detailed insights on bypassing specific game
security measures or share custom cheat scripts designed for popular multiplayer
games. This not only provides a sense of belonging for users engaged in an activity
often considered controversial in a public context but also validates their interests

in the mechanics of game cheating.

7.4.2 Single-interest crowd

The single-interest crowd is characterised by users who converge with a shared
objective, typically focused on augmenting their cheating capabilities. Building
on previous insights into motivational factors, users are motivated to participate
in such crowds by the prospect of gaining access to more reliable and accurate
information, as well as the opportunity to engage with peers who share a similar
interest in cheating. Within these crowd dynamics, individual reputation has
been observed as a significant factor, commonly portrayed through one’s online
pseudonyms, for garnering attention and respect from fellow members. In terms of
individual practices, users are notably engaged in actively seeking guidance from
others. They may also solicit cheat-related information or enlist outsourced services
from more specialised or technically savvy individuals.

For governing practices, a heightened emphasis is placed on overseeing the
information and drawing the right individuals into the crowd. In some instances,
users take the initiative to establish private groups, safeguarding shared information
and updates from the public. Certain groups may establish mechanisms for
controlling access to private groups, such as by allocating vetting processes or
membership criteria, to ensure that only fitting participants are granted access
to the insights shared internally. Dedicated users may also promote transparency

on the integrity and origins of the information, coding scripts, and user identities,
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enabling members to make informed decisions about the risks associated with
cheating. A part of this procedure involves confirming whether a content has been

plagiarised or derived from untrustworthy sources.

7.4.3 Multi-interest communities (for competitive games)

Multi-interest communities (MICs) represent expansive iterations of social collectives
unified by a common interest in game cheating. They can be differentiated by either
1) their exclusive dedication to competitive gaming, or 2) their engagement in a
wider range of activities that transcend the boundaries of games. Users motivated
to join this collective are players seeking to explore diverse game styles, typically
through obtaining state-of-the-art downloadable content, expansions, or updates.
These introduce innovative challenges and gameplay narratives intended to extend
the lifespan of the game. Moreover, certain users find satisfaction in assisting
novices, guiding them to enhance their cheating skills, and navigating the risks
of game cheating, which include detection by the anti-cheat systems or facing
harassment by other cheaters. Alongside these attractive elements, users may
also uncover opportunities for financial gains through roles related to cheating,
such as cheat development.

Individual practices span multiple aspects in the context of MICs. Dedicated
users take proactive measures to foster a cohesive and supportive community
environment, taking initiatives such as creating discussion forums, organising
community events, and facilitating open communication channels among members.
Some are also involved in setting up, configuring, and maintaining gaming servers
specifically dedicated to cheating (i.e., HvH servers). Certain users become involved
in developing cheats themselves to gain a more hands-on understanding of cheating.
Part of this involves learning to reverse engineer both the original game and the
cheat software. However, attempts at reverse-engineering products developed by
reputable and well-known users are typically met with strong disapproval within
the community, even when such actions expose vulnerabilities that could ultimately

benefit its members, as it is considered inconsiderate towards the creators. Further,
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certain community segments are widely recognised for partaking in explicitly harmful
speech and actions, targeting novice or unfamiliar users, creating a challenging
environment to assimilate into the community. These behaviours encompass a wide
range, extending from relatively less severe actions such as trolling and flaming
to more cyber-dependent forms of harassment such as DDoS attacks and ratting
(see Section 8.3 for details).

Governance mechanisms assume a more formalised structure in the context
of MICs. In practice, this involves clearly defining and formalising specialised
roles and responsibilities within the community, concerning roles such as mentors,
moderators, or experts. Other mechanisms incorporate more organised protocols
for efficient task distribution, taking into account different skills of each individual.
Many such users are often either already familiar with each other or get introduced
to key decision-making members through close-knit peer networks. Furthermore,
individuals within the community also voluntarily provide peer support, acting as
mature figures for boosting morale and providing guidance for those cheating.

The overall capacity of the community management goes hand in hand with the
affordances of its overarching platforms. Community efforts extend to establishing
a presence across various platforms, ranging from dedicated discussion boards to
private discussion channels on Discord, for instance. This diversified approach
allows them to capitalise on the benefits of a broader user base and a diverse

set of communication tools.

7.4.4 Multi-interest communities (for activities beyond games)

These types of MICs share characteristics with those previously described but
expand their interests and activities beyond gaming. Users in these communities
actively seek out and engage with games that push conventional boundaries, showing
a preference for alternative forms of entertainment. For such users, their involvement
is not limited to passively exploring available options, and their interest goes beyond
the playful intentions of the game design. They are willing to take additional risks,

pushing further than what is typical for novice cheaters. This behaviour reflects a
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keen interest in the underlying product and its associated infrastructures, particularly
through inspecting and experimenting with components to explore their potential
applications. Users in these communities often share a similar outlook on technology,
where cheating is a part of a broader mindset that embraces challenging conventional
standards—whether that involves breaking rules in games or even legal boundaries.

Irrespective of users’ primary intentions, these communities may find their
activities branching out beyond the traditional gaming domain, such as hacking or
‘leak’ forums. The range of actions within these communities commonly includes but
is not limited to, reverse-engineering software, malware development, and commercial
sales of these outputs. These actions evidently diverge from the playful motives
in engaging with games; they are broader and potentially more harmful as they
fundamentally consist of compromising and exploiting computer systems. Users who
adopt these practices or seek content from these users may inadvertently come into
contact with or be exposed to online communities engaged in cybercrime activities.
Some members may actively participate in underground online marketplaces. Here,
users interested in gaming can acquire in-game items and related credentials to
gain a competitive advantage but they can also be introduced to cybercriminal
activities and goods as a byproduct.

While the governance mechanisms closely resemble the preceding form of MICs
dedicated to gaming, there is a distinct emphasis within these communities on
establishing infrastructures to facilitate and maintain the associated businesses. This
includes implementing decent financial management and administrative practices
to ensure long-term viability. The emphasis also involves managing the additional
content and resources that result from being part of a larger platform. Both
experienced and novice entrepreneurs from different sectors recognise the potential
for profit in other areas and are open to creating related commercial services. This
results in a significant increase in the availability of the resources, including but
not limited to those related to gaming cheats, enabling broader access and greater

opportunities for participation across various domains.
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7.5 Assessing Framework Applicability

This framework is designed to aid professionals from various industries whose work is
impacted by or associated with cheating. To determine its applicability in real-world
implementations, we carried out interviews to garner insights from industry experts

who actively manage, analyse, or combat game cheating.

7.5.1 Method

The experts involved in this study come from four key sectors identified in the
literature review: gaming, NGOs, cyber security, and law enforcement. We employed
a combination of snowball and purposive sampling to identify individuals with
relevant expertise in sectors that are either directly involved with or impacted
by cheating. It is important to acknowledge the range of perspectives on game
cheating, as different sectors approach the matter according to their own priorities
and concerns. For instance, game companies are often seen as striving to find a
balance between revenue generation and creative processes, which strongly impacts
their decision-making (Kasurinen et al. 2017; Martin & Deuze 2009). A part of
this includes prioritising combatting specific types of cheating that affect their
profitability and player engagement. In contrast, NGOs on the internet that
specialise in games typically prioritise promoting safe and inclusive spaces for gamers
and gaming communities over their commercial success (ADL & FPA 2020a).
Moreover, cyber security companies focus on protecting the digital assets of
games and understanding the broader threats they face in the online environment.
Often collaborating with game publishers, these firms specialise in devising and
implementing stringent security measures to protect a wide range of game assets,
such as preventing unauthorised access to servers and changes to in-game items
(Kaspersky 2021; Gostev et al. 2008). Lastly, law enforcement agencies are
increasingly interested in understanding the potential implications of game cheating
and modifications as factors that could contribute to youth engagement in cybercrime

(NCCU 2017; Y. Chen et al. 2004). Their focus extends beyond the recreational
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aspects of gaming to the illicit activities and potential harms associated with
these behaviours.

Taking into consideration the interplay between these diverse sectors, integrating
these perspectives into the framework offers a more complete understanding of
the conceptual insights derived from the analysis, allowing us to explore tangible

approaches for addressing related issues.

Participant Industry Expertise Level
E1l Gaming Mid-level

E2 Gaming Senior-level

E3 Cyber Security Mid-level

E4 Law Enforcement Senior-level

E5 Law Enforcement Mid-level

E6 NGO Senior-level

Table 7.1: Demographic profile of the expert participants.

Participants’ demographic information is summarised in Table 7.1. Each
interview ranged from 20 to 40 minutes, with only one conducted in person, while the
rest were held online. These interviews followed a semi-structured format, starting
with a 10-minute presentation of the framework to the participants. The interviews
then aimed to gather initial impressions and insights into how the framework
pertains to industry concerns, and specific areas within it that experts believed
warranted further attention. All interviews were conducted in accordance with the

ethical guidelines approved by the author’s academic institution.

7.5.2 Overview

Expert participants (n=>5) exhibited familiarity with the framework, drawing
from their first-hand experience with various aspects of it in their work. E2,
for instance, provided valuable insights into private forum adoption by users,
hierarchical structures, and trust-building, all of which are significant factors in

community formation. E3 confirmed that the elements outlined in the framework
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were consistent with those observed in practice: “The type of subcultures that have
formed in cheating groups [...], these are pretty much spot on [...] I definitely see a
lot of these structures being reflected in what I have seen and experienced online”.
They added that detecting sentiments is one of their key ways of categorising a cheat:
“If [the cheating that] is achieved has a sentiment of positivity, [it] might have a more
passive relationship—like it’s an [experience points] booster or a light wall hack.
Just based on sentiment, you can kind of trace where that’s coming from because
that’s much more likely to come from a group that is not malicious, [as opposed to]
a group that’s developing active DDoS attacks for instance”. This view underscores
the importance of distinguishing between the motivations of different subcultures
within the cheating ecosystem, supporting our view that clear distinctions do exist

between playful motivations and those with harmful intents.

Applicability of the framework

The participants offered insights into how certain behaviours observed within
these collectives highlight key areas that require attention. For those whose work
focuses on promoting the well-being of gamers, the presence of toxic behaviours and
harassment within a community already perceived as disruptive added a complex
and intriguing dimension to their initiative. E6 shared: “I’ve thought of cheating in
the broad umbrella of disruptive behaviors but I don’t know that I've seen anyone
draw the line [before]”, suggesting that these group distinctions bring to light the
gravity of specific behaviours which have been overlooked. Based on their work
and reflecting on similar observations of toxic behaviours in other communities, E6
noted that such communities encounter minimal or no resistance:

“The lack of moderation then makes a space where the community

becomes permissive of expressions that in other spaces wouldn’t be

permitted or there would be significant pushback. Let’s say you have a

permissive culture and a permissive platform that allows for a culture

of hate and harassment to form [...] in these spaces that then are not

visible to people who would hold those—companies, platforms, people —
accountable” (E6).
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The framework also gives law enforcement agencies a refined understanding of
the underlying dynamics potentially associated with youth pathways into cybercrime.
E5 commented that the framework “can really provide insight into the next iteration
of the pathway that [they|'re looking to develop|...] for the gaming part”. Based on
their previous experience in investigating the pathways in cybercrime for young users,

E4 highlighted the substantial value of this framework in advancing their efforts:

“You're actually drilling down into what they’re doing on those platforms,
which I think is really helpful for us to try and ask the right questions
the next time we start debriefing people [...] we're continuing to do
debriefs but we wanna make sure now [that] it’s next stage we are
asking the right questions around that gaming environment: What’s the
dynamic in there? and the things that you're drawing out here are key
to understanding who goes that way, who goes that way and why” (E4).

Further considerations

The participants drew from their industry experience to highlight further considera-
tions given the temporal and geographical context of the findings. First, the period
during which the data were collected coincided with the unique circumstances of the
COVID-19 pandemic. These circumstances had substantial repercussions for game
companies, leading to negative impacts on their productivity (Vuorre et al. 2021).
Such reduction likely had an influence on the activity within cheating communities

as well, influencing the empirical observations reflected in the framework:

I think that period of lapse in the gaming industry [...] created a lot of
communities that were very much just doing cheats for a single game for
1.5 — 2 years and that created some, almost cult-ish type, behaviours
as the best way I can describe it, which I don’t think I've seen pre-
pandemic, where there is a clear leader in the community and they very
much set the standards. And the leader can very often be abusive to an
extent [...] (E3).

Secondly, it is important to note that this framework may be less applicable
to specific regional contexts, as the notion of community dynamics adopted in the
research is largely based on Western culture. E1 explained that their observations
of cheating communities in an East Asian nation, known for its notable scale of

its cheating, predominantly surfaced more intimate, smaller groups than the larger
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communities described in the framework. They provided a possible explanation for
this observation: “If I use a cheat I would not want people to know that nor want to
talk [about it] publicly because using cheat is not a good thing. [...] Also I think in
Asia [they] just tend to have a ‘mind-your-own-business’ [mentality]”. This indicates
that cultural variances may shape the social dynamics among cheating players, and
that not all individuals involved in cheating are necessarily inclined to participate in
active social interactions. These observations are consistent with previous research
on cultural differences in online communities, which demonstrates that different
groups prioritise varying goals and values in their communal participation (Kayes

et al. 2015; Oliveira et al. 2016).

Prospective steps forward: participant insights

Alongside the given framework, the participants expressed a need for a more
contextualised understanding according to different types of games. Given that the
data were predominantly obtained from CS:GO and GTA V Online, E3 suggested
developing approaches specifically tailored to individual genres, which would help
clarify the unique norms and behaviours established by each gaming community.
Similarly, E2 emphasised the importance of understanding the nuances of some
of the observed covert relationships, such as the dynamics between sellers and
buyers, including how they connect and the depth of their associations, to fully
comprehend the full dimensions of these engagements.

To identify areas requiring intervention, E5 recommends an in-depth investiga-
tion into the social transition patterns of individuals moving from single-interest
crowds to MICs characterised by diversified interests, and learning more about the
characteristics of those specific individuals: “You'll be coming into the more multi-
interest community—so what is happening right there? What makes them go from
simply cheat[ing] to going more into the other toxic behaviours? What is the line
there? I think that would be a perfect place to have a different kind of intervention

because that feels to me [...] like a crucial moment of their development”.
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7.6 Areas for Focused Intervention

Integrating insights from expert reviews and preceding empirical chapters, the
framework highlights three key areas that require attention from an interven-

tion perspective.

7.6.1 Prevalence of toxic behaviours

Negative behaviours in cheating environments have been widely reported throughout
our studies, often taking various forms of harmful conduct directed at others. These
behaviours range from verbal abuse to cyber threats' but are often dismissed as
simply a playful part of the game.

When considering the community dynamics central to the values within CSCW,
it is valuable to look beyond the negative connotations typically associated with
cheating. While there may not necessarily be a prevailing desire for the success of
cheating communities among those outside of them, their potential repercussions
on the well-being of the individuals can be substantial and far-reaching. This
issue becomes particularly problematic given that adolescents make up a significant
portion of the player base and may not fully understand the extent of the risks
present in the online environments they are navigating (M. D. Griffiths et al. 2004;
Raney et al. 2006). Given the presence of technically savvy users on such platforms,
their lack of awareness increases their risk of harm, including potential exploitation
or abuse by adult players. Such circumstances would likely be considered alarming
if they occurred in a more public, non-gaming context. These considerations
indicate that a more nuanced approach to the subject is needed beyond the
preconceived notions of cheating.

The framework also reveals that many victims of toxic behaviour remain silent
due to the stigma associated with cheating. The negative connotation discourages
victims from coming forward as they fear backlash or ridicule for engaging in
cheating in the first place. This issue is exacerbated by the lack of designated

spaces or authority figures to whom victims can turn for support and assistance,

' Additional details regarding the nature of these threats can be found in Section 8.3.1
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leaving them isolated. As a result, the absence of support not only perpetuates
harm on silent victims but also enables malicious actors to continue the behaviour
without consequences.

There is a clear need to provide a safe environment for vulnerable players. One
potential approach to addressing this issue is the establishment of an anonymous
reporting and support system. This system could offer a confidential, user-friendly
interface allowing victims or witnesses of misconduct to report incidents without
fear of retaliation or stigma associated with cheating. Ideally, this is set up and
run by parties that are not directly involved in the gaming industry, such as
NGOs, but yet still appear accessible and trustworthy in supporting the users.
To enhance the likelihood of reporting, an accessible link could be integrated
directly within the gaming environment, connecting users to a separate interface
that visually distinguishes the reporting mechanism as independent from the game
itself. This approach would provide players with a more reliable avenue for seeking

support when needed.

7.6.2 Absence of ethical boundaries

The empirical data underpinning the framework reveals a distinct lack of moral
and ethical awareness among individuals engaged in cheating, indicating a broader
tendency to reinterpret or reject conventional societal standards of acceptable
conduct. Behaviours such as doxxing and trolling appear to be governed by
social norms that diverge from the broader societal expectations, largely because
community recognition and status are highly valued above all else within these
collectives. As noted earlier (in Section 6.5.1), positive interactions within these
communities can mask the systemic problems arising from toxic behaviours, creating
a dissonance between the sense of camaraderie and the harm that occurs beneath
the surface. In fact, negative conducts such as trolling are more than overlooked;
they are internalised and deployed as gatekeeping mechanisms to maintain the

perceived integrity of the community (Allison et al. 2019). These cases indicate
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that, without external oversight, toxicity has become a defining feature of the
culture of the community.

These conditions are likely made possible as competitive gaming practices are
typically viewed through the prism of one’s own success and status, where being
a ‘winner’ in the wider context seemingly justifies actions that would otherwise
be deemed unethical or unacceptable. Prior research suggests that the roots of
problematic gaming behaviour can be traced to how self-worth is framed within
games (King & Delfabbro 2014). This implies that within cheating communities,
detrimental narratives might thrive under the guise of competition and maintaining
self-worth, often at the expense of threatening others in vulnerable positions.
This is of particular relevance given that young users represent a substantial
segment of the gaming population and may be especially susceptible to negative
influences (Byron 2008; Przybylski & Weinstein 2017). Our data supports this
as well, revealing that many began cheating during their minor years (Section
5.3.3). These aspects highlight the importance of moral and ethical guidance in
promoting the well-being of minors.

Raising awareness and providing education beyond gaming environments can help
mitigate negative conduct by expanding the reach of support networks available
to those affected, as demonstrated by previous initiatives in broader domains
(Turkay et al. 2020). In the following context, this can be approached in three
ways with interventions tailored to toxic users, cheat developers, and victims. First,
articulating clear and unambiguous guidelines for acceptable behaviour constitutes
a key step in steering users away from toxic practices. These guidelines should
be prominently displayed and easily accessible to all platform users, reinforcing
the expected standards of conduct. To cultivate an environment of respect and
support, campaigns can be used to raise awareness of the consequences of harmful
actions. Awareness can also be increased within the core gaming environment
through informative banners displayed within gaming servers. These banners can
disseminate educational messages as ongoing reminders to foster an atmosphere of

mutual respect within the community. The messages may also include instructions
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on technical security measures, such as inspecting and configuring firewalls, analysing
network traffic, or outsourcing security measures to external providers, enabling
players to better protect themselves against potential threats.

Second, initiating targeted cyber security awareness campaigns within forums and
discussion boards dedicated to cheat and malicious software development can help
individuals involved in these activities better understand the ethical implications and
broader impacts of their actions. Rather than solely emphasising legal consequences,
cultivating an understanding of how their activities potentially harm others can
foster a sense of personal responsibility. Further, individuals who possess relevant
skills can channel their capabilities towards more constructive contributions to the
cyber security industry. Section 8.5.3 elaborates on how, with proper training, such
individuals can be guided to make more prosocial contributions to the field.

Finally, users must be able to recognise when they have been harmed. In
particular, they should be informed about the accessible online and offline spaces
where they can discuss and report their experiences, even if the harm occurred only
on the periphery of the gaming environment (ADL & FPA 2020b). In practical
terms, implementing mechanisms such as awarding points or vouchers—or even
exempting users from their history of cheating following a ban—could incentivise
reporting. Such measures can help foster a more supportive atmosphere for
individuals affected by these behaviours.

Publishers will need to balance competing priorities mainly between user well-
being and mitigation of cheating. There are ways to disincentivise cheating and
promote ethical behaviour without directly intervening in communities. For example,
game developers can increase awareness of the risks associated with cheating by
publicising evidence-based discussions regarding the assessment of such risks. Unlike
the typically negative framing of cheating by game publishers, Activision Blizzard
(2021) released a report in a neutral tone that analysed a deceptive hacking tool
marketed as a cheat. The report focused solely on providing a technical breakdown
of the malware, marking a shift from the normative tone usually present in formal

discussions of cheating. As such, raising awareness of the risks associated with
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these tools through such platforms can serve as an effective deterrent for novice
users. This approach would help users with limited security awareness become more
informed, and also develop a more favourable perception of the game publisher

as attentive to player needs.

7.6.3 Overlooked supporting roles in cheating

The unchecked growth of the large collectives operating at the fringes of legality
warrants closer attention. In particular, the proposed framework sheds light
on the roles and practices that remain insufficiently addressed in the prevailing
discourse surrounding cheating. While not necessarily participating in the games
themselves, the developers and sellers of the cheats play integral roles in executing
the development, maintenance, and dissemination of resources. These groups
amplify cheating as a phenomenon by providing users with the knowledge and tools
needed to exploit the game and evade detection. These cheats undermine the very
efforts of the game publishers to maintain a balanced gaming environment (U.S.
District Court 2021; U.S. District Court 2022; Cox 2022; Davis & Price 2008).
Moreover, security researchers have also highlighted the importance of examining
the environments where such tools circulate (Karkallis et al. 2021; Pontiroli 2019;
Kaspersky 2021). Here, individuals may attempt to apply this knowledge to non-
gaming domains or, in the process of experimenting with cheats, may unintentionally
become victims of malicious cheating software themselves (Cho, Lusthaus, et al.
2023). The intersection with multiple cyber security risks highlights the need for
continual monitoring of key figures and informed caution in related activities.
Authorities and researchers can introduce several intervention methods to
monitor or control such modes of engagement. They can analyse open-source
projects on public websites to observe how cheat scripts are developed and evolve
over time, gaining insights into the patterns and individuals associated with these
projects. Using a more discreet approach, they can create understated profiles
to integrate into small to medium-sized private chat groups, and gather evidence

against entities developing cheat software. By participating in discussions and
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relevant activities, one can build trust over time and identify the key individuals
involved in the development and dissemination of cheats. This approach requires
the individual behind the profile to have at least a basic familiarity with the game

in question and an understanding of the specialised jargon related to cheating.

7.7 Industry Accountability

Assigning clear lines of accountability is crucial for drawing up interventions and
identifying specific domains of harm within online platforms. In the following, we
consider the positions of key stakeholders on cheating to highlight how their perspec-

tives relate to these practices and their potential to mitigate the associated harms.

7.7.1 Social media companies

Integrating the framework with the findings from Chapter 5 brings into focus certain
underlying platform structures—notably social media companies and search engine
providers—and raises questions regarding their accountability. In particular, the
symbiotic relationship between cheating communities and the functionalities offered
by these platforms demands deeper consideration by industry practitioners and
academics (TeBlunthuis et al. 2022; Moser et al. 2017). The findings illuminate how
platform affordances enable multiple ways of perpetrating harm among cheaters in
online spaces that lack sufficient oversight from authority figures. These practices
often receive little to no attention, largely due to their niche nature and the negative
stigma associated with cheating. However, previous work has shown that the actions
of smaller communities may still reverberate throughout the broader ecosystem
(Hwang & Foote 2021; TeBlunthuis et al. 2022), highlighting the need to understand
how seemingly niche groups come to shape broader dynamics.

The enactment of new regulations, such as the EU Digital Services Act (DSA)
2022 and the UK’s Online Safety Bill 2023, suggests a timely paradigm shift towards
heightening responsibility for social media companies. The DSA imposes rigorous
legal requirements on platforms with over 45 million active monthly users to combat

online hate speech and disinformation through stringent content moderation and
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increased transparency. In a similar manner, the Online Safety Bill imposes a
requirement on technology companies to uphold standards to prevent harmful
content on their platforms and ensure user protection. Focusing primarily on
safeguarding minors, the notion of harm here extends beyond illegal content to
encompass any potentially harmful or offensive material.

Both pieces of legislation are centred on the concept of duty of care—a legal
concept that originates from the law of negligence—mandating robust measures
to mitigate user exposure to online harm. They are particularly relevant to social
media platforms known for hosting gamers, such as Discord, due to its capacity
to facilitate user-generated content and interactions that range from trolling and
bullying to cybercrime and illicit content sharing (Jiang, Kiene, et al. 2019). In
light of our findings, this calls on companies to address negative activities as they
arise, regardless of their own prevailing views on cheating. As Discord is just one
of many social platforms within the online ecosystem, the central challenge lies
not in any single technology but in the evolving forms of harm that exploit new
opportunities across these environments. This highlights the need for an industry-
wide commitment to user safety across platforms, rather than focusing only on
individual cases. The following legislative advancements represent a significant
step in requiring social media companies to accept greater responsibility for the
content shared on their platforms. With financial penalties and the risk of market
exclusion now at stake, these companies ought to adopt a more proactive stance

in addressing these concerns going forward.

7.7.2 (Game publishers

As primary architects and stewards of their online environments, game publishers
hold a degree of responsibility for the issues that stem from cheating (Gillespie 2018).
They design not only the digital landscapes but also the intended social dynamics,
establishing the boundaries within which specific modes of engagement occur.
Developing games involves more than simply creating playful environments, as it

also necessitates careful consideration of the underlying rules and systems that shape
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these spaces, including evaluating potential repercussions of play and mitigating
harms that could jeopardise the well-being of their users. The creators of the games
are therefore responsible not only for ensuring fair play but also for providing a safe
and reliable environment where users can pursue their playful activities.

In practice, this responsibility involves implementing robust security frameworks
to protect users, assessing the prosocial values upheld within associated communities,
and proactively addressing the emerging issues related to user conduct. These
considerations should be addressed with the aim of benefitting the broader ecosystem

(ADL & FPA 2020b; Poretski & Arazy 2017; Curtis et al. 2022; AC 2023).

7.7.3 Advocating for cross-industry collaborations

No single sector can manage the entire burden of mitigating the harms arising from
countless networks of online interactions. Considering the interconnected nature of
the online ecosystem today, cross-sector collaboration is needed to effectively address
the issues linked to cheating, harmful content, and other deviant behaviours. In
2022, the Atlantic Council’s Digital Forensic Research Lab assembled a diverse group
of experts to formulate an actionable agenda aimed at enhancing user protection
and safety principles in future online spaces. There is significant overlap between
the areas outlined in their final report (2023) and the perspectives detailed in
this research, underscoring the importance of examining how game cheating and
social media together shape user experiences of safety and play. This initiative
exemplifies the kind of proactive outreach we advocate, as it not only initiates
meaningful dialogue but also broadens the reach of these important conversations
to a wider audience.

The emphasis on user autonomy and content creation on social platforms such as
Reddit and Discord has allowed cheating communities to leverage their features for
widespread presence. This development illuminates fundamental conflicts of interest
among key stakeholders, specifically social media platforms, game companies, and
users themselves. While these platforms serve as hubs for community formation and

interaction, they can inadvertently undermine the integrity of gaming environments
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by enabling users to exploit vulnerabilities in their systems. These platforms not only
enable cheating communities to adapt to anti-cheating measures, which are often
costly to develop, but also facilitate user access to resources and networks that would
otherwise be hard to obtain. This dynamic highlights the need for social platforms
to adopt more nuanced design and policy strategies that promote community
integrity and respond to the concerns of other stakeholders. For game developers
and publishers, such an approach would inevitably present significant challenges
as they strive to balance the goal of supporting active gaming communities with
the need to protect their own interests.

Mitigating the unintentional growth of harmful communities requires coordinated
action among platform owners, game publishers, and law enforcement agencies
to ensure user safety in online spaces. The previous section outlined initiatives
such as providing support for victims of negative actions, developing prosocial
online communities in collaboration with NGOs, and guiding individuals involved
in contentious practices towards more positive and constructive career paths. By
fostering dialogue among relevant industry bodies, we can work towards developing
tangible outcomes and gaining deeper insights into users who may be vulnerable

across various layers of the online ecosystem.

7.8 Conclusion

This chapter demonstrates how the social structures underlying cheating practices
reveal distinct value systems across different collectives, highlighting the limitations
of prior research conducted from an external perspective in fully capturing these
internal dynamics. Although not all identified behaviours are explicitly unlawful,
many still cause considerable disruption to the activities of others, including harm
within the community itself. We discussed how the identified harms could be
addressed by implementing educational and awareness campaigns across different
platforms, providing independent support for victims, and incentivising reporting.
The following analysis offers a detailed view of the complexities of cheating and

suggests that relying solely on traditional normative perspectives is not sufficient
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to effectively design and identify avenues for intervention. This work advocates
for cross-industry collaboration to deepen the understanding of the observed
dynamics and develop targeted strategies against challenges in gaming and broader

online ecosystems.
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8.1 Overview of Goals and Results

This thesis was motivated by the need to understand the intra-social aspects of
game cheating which have received little attention in prior literature. We initially
posited that the lack of understanding of the cheating phenomenon hinders our
ability to identify areas of harm and apply focused interventions. To establish the
baseline of understanding in this domain, we explored social dynamics and practices
within cheating communities, beginning with identifying social dynamics among
cheaters in games, and extending to social practices in a wider range of outer-
game spaces. The following sections outline the insights from our investigations,
detailing how they contribute to our understanding of cheating communities and

guide future intervention strategies.

8.1.1 Ch. 4—Exploring in-game social dynamics

Chapter 4 aimed to establish how social dynamics emerge among cheating players
within games to provide insights into how these dynamics may transfer into broader
communities. The investigation focused on social experience as a component of
the broader concept of play experience based on the GameFlow framework. We
identified four social dynamics: competition, support/camaraderie, cooperation,
and conflict. By considering both positive and negative aspects, these dynamics
reveal a range of interactions among cheating players that extend beyond the
act of cheating. The enjoyment players derive from these interactions indicates
that their social experiences involve more than simply distinguishing themselves
from or aligning with fellow cheaters during gameplay. Instead, these in-game
interactions often lead to broader and more sustained relationships that reach

beyond the boundaries of the game itself.
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In addition, the GameFlow framework incorporates other play elements, such
as facing challenges and acquiring skills, pinpointing aspects that cheating players
consider when engaging in games. Our findings indicate that although cheating
appears to undermine the game elements designed to provide enjoyment from the
outset (e.g., bypassing obstacles and having unlimited lives), it does not inherently
diminish the enjoyment for cheating players. Instead, cheating fosters a form
of meta-game, creating an additional layer of interaction on top of the original
game design. While our dataset did not encompass the entirety of the GameFlow
framework, its theoretical elements proved valuable in probing the perspectives of
cheaters on their experiences. Our observations also included player perceptions
of game publishers to enrich the existing understanding of why players cheat in
games (Kiicklich 2008; Consalvo 2007; V. Chen & Wu 2015). In this process, we
uncovered the negative sentiments that players hold against them and how some

players engage with the activity to validate these sentiments.

8.1.2 Ch. 5—Identifying the facilitators

Chapter 5 explored the participatory practices that facilitate cheating by examining
the spaces outside traditional gaming environments. Here, we examined the types
of activities, platforms, and benefits derived from engaging in these game-adjacent
spaces. Key practices in these communities range from active involvement such as
selling, developing, and distributing cheat software to more passive and innocuous
activities such as lurking. These findings demonstrate a wide range of activities,
encompassing both legal and illegal behaviours as well as playful and serious forms
of engagement. We also highlight how certain users occupy dual roles as both
providers and consumers of cheat-related activities, engaging in specific ways to
assist those seeking resources while these actions simultaneously contribute to
keeping the domain active. This demonstrates how these practices foster meaningful
interactions that significantly influence the personal and professional lives of users.
These insights were further enriched in the latter part of the study, which examined

the incentives driving participation in these communities. The findings indicate that
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users are motivated to engage in these communities to build expertise (e.g., coding
and understanding game architecture), pursue monetary gains, and experience
enjoyment derived from a sense of belonging.

The study also observed how platforms help facilitate the practices surrounding
cheating by providing a reliable space to augment the in-game cheating experi-
ence. This involves assisting with key interactive modes underlying the activities
above, such as guiding access to information and social networks, aiding visual
communication, and fostering technical collaborations.

We observed that both the users who actively contribute to the community and
the platforms that enable these activities associated with cheating operate without
third-party intervention. In particular, the activities situated at the more serious
or illegal end of the spectrum highlight the risks that may negatively impact the
broader online ecosystem. We revisited these aspects later in the thesis in Section

7.6, offering an analysis of the potential harms linked to these practices.

8.1.3 Ch. 6—Analysing governance mechanisms

In this chapter, we adopted an organisational perspective to better understand how
the identified practices and users assemble in dedicated online spaces. Following
the governance framework, we designed our study to identify the key resources,
power structures, and modes of community integration and user interactions. The
study revealed that communities seek to manage cheat scripts and programmes
that are undetected, effective, and exclusive as their key resources of interest.
The social network of peers also plays an integral role in gaining recognition and
access to such resources. In particular, we observed a notable distinction in how
smaller, harder-to-access communities and public communities with a substantial
user base cater to their users.

The findings detail the practices and dynamics surrounding moderator involve-
ment and rules enforcement, which largely resonate with those of other communities
documented in prior literature. We found that users with moderator privileges or

similar permissions are frequently embedded within pre-existing private networks of
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users. We also observed a distinct power dynamic wherein certain individuals, despite
lacking formal authority such as moderator status, exert considerable influence
within the community by virtue of their established reputations. Within these
communities, there were diverse forms of social bonding, ranging from opportunities
to establish new friendships and find companions for HvH gameplay to encountering
challenges related to social integration, often exacerbated by the presence of toxic
behaviours. Inexperienced or younger users were disproportionately affected by
these integration challenges. We deduced that the observed toxic behaviours may
function as self-protective mechanisms, enabling individuals to navigate the inherent
risks and uncertainties associated with cheating.

From a governance perspective, cheating communities exemplify the adoption of
power to achieve coordination among members who are unified by a shared interest
in cheating, yet would otherwise exhibit a tendency towards rule-breaking and
disregard for broader community norms. This is particularly intriguing, considering
the challenges posed by the risks of cheating. Furthermore, this chapter demonstrates
that individuals participate not solely on the basis of their own initiative, as
highlighted in the previous chapter, but also in accordance with internal social

structures that enable the sustained management of the community as a whole.

8.1.4 Ch. 7—Scoping and highlighting areas for interven-
tion
Chapter 7 presented the types of social collectives associated with cheating by
adopting a conceptual framework analysis. After reviewing the motivations for
joining these collectives, individual practices, and governance mechanisms, we
elaborated on the complex nature of these communities, noting that they are not
merely spaces for rule-breakers but rather multifaceted collectives comprising both
potential victims and individuals who propagate harm. We then incorporated
expert feedback to evaluate the applicability of the proposed framework in guiding
industry interventions. Following this, we identified areas of potential harm that

warrant further investigation: 1) the prevalence of toxic behaviours, 2) the lack of
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ethical boundaries, and 3) the insufficient oversight of those supporting cheating.
For each category, we proposed targeted intervention strategies, such as establishing
anonymous reporting mechanisms for victims, disseminating awareness campaigns
and educational materials, and implementing monitoring systems for activities
associated with cheat development. These measures can be enacted beyond gaming
environments, allowing users, especially victims, to engage without the constraints
typically associated with cheating.

Following this discussion, we reflected on how certain industries remain largely
overlooked despite facilitating activities that negatively impact others. This lack
of scrutiny stems partly from the cross-platform nature of these activities, which
limits effective oversight in practice, and partly from the perception of game
cheating as a niche illicit practice beyond one’s immediate responsibility and area of
expertise. With new legislation on the horizon to better protect users online, however,
addressing these issues will become a requirement for platforms, rather than a matter
of choice. We therefore recommend fostering more cross-industry collaboration and
public dialogue to align the initiatives for addressing these concerns.

This chapter revisits the core motivation for our research: to develop a unified
framework for understanding cheating communities and to identify critical areas
requiring attention. Drawing on the comprehensive data and concepts from our
studies, we have gained deeper insight into the ramifications of these practices.
Within the interconnected online ecosystem, where communities and platforms
intersect, major platforms are often able to deflect responsibility, resulting in ongoing
ambiguity over stakeholder accountability. Given the potential harms associated
with these user practices, this chapter underscores the need for stakeholders to
take more proactive measures to safeguard users. This call to action applies
broadly beyond cheating communities to other online spaces where users may

still be vulnerable to social harm.
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8.2 Reflections on the Moral Stance of Cheating
Communities

8.2.1 The dual capacity for disruption and civic engagement

Throughout this research, our understanding of cheaters has developed considerably,
moving beyond the simplistic dichotomy presented initially in Section 2.4.1. While
public discourse often frames game cheating negatively, this research reveals a
nuanced spectrum of motivations and dynamics within the cheating ecosystem.

Instances such as the normalisation of toxic behaviours for gatekeeping (Section
6.5.1) or protecting valued contributors from public critique (Section 6.4.2) illustrate
the multifaceted nature of cheating communities. While these actions may appear
negative, they are often rationalised within the community through a prosocial
logic, reflecting a distinct moral landscape that members navigate. This internal
justification serves to uphold community cohesion even as it perpetuates exclusionary
and harmful practices. Cheating communities also display explicitly harmful
behaviours, such as doxxing vulnerable users for purposes of intimidation, which
reveal a more overtly damaging dimension to their practices.

The negative aspects of cheating communities are counterbalanced by more
altruistic practices, such as promoting civic engagement and offering voluntary
support to users and novices (Section 4.4.2). Players may engage in cheating
for constructive reasons as well, motivated by a desire to enhance the gaming
experience for themselves and others. Chapter 4 positions cheating as a form
of prosocial resistance to standardised power dynamics, centered on practices
that game publishers perceive as predatory. These approaches situate cheating
within a broader discourse of social justice, where players negotiate new meanings
and assert agency within gaming environments (V. Chen & Ong 2018). These
findings highlight the capacity of such communities to act as agents of community
building as well as disruption.

This thesis calls for a more nuanced understanding of cheating, revealing the

duality present within its social spheres. Cheaters are not merely rule-breakers



210 8.2. Reflections on the Moral Stance of Cheating Communities

or exploiters but also users with a varied range of motivations and community
ties. Some seek recognition for bypassing anti-cheat systems, while others pursue a
sense of belonging. In synthesising these insights, this research presents a balanced
perspective on game cheating, recognising its dual capacity to both challenge and
contribute to the gaming ecosystem.

The positive and negative aspects of cheating communities present valuable
opportunities for industry and academic work going forward. The positive dimen-
sion suggests a more adaptive approach, encouraging further exploration of the
constructive contributions these communities offer. This perspective would foster
a new direction in gaming that balances creativity and freedom with respect for
players’ aspirations to learn and enjoy their play experience. By engaging more
deeply with these dynamics, the gaming industry has the opportunity to refine
their outputs in ways that truly resonate with players’ experiences.

On the other hand, the negative facet draws attention to the issues that are
often overlooked (as observed in Chapter 7.6), particularly those affecting younger
users whose experiences are largely absent from current reporting frameworks
in the context of cheating. In these cases, some users display a lack of ethical
judgement, engaging in behaviours that are legally ambiguous or unlawful. Targeted

interventions are therefore necessary to address and mitigate these harms.

8.2.2 The self-perception of cheaters

Throughout the data collection period, it became evident that individuals deeply
involved in cheating rarely identify themselves strictly as cheaters in the conventional
sense. Rather, they consider themselves regular players within the gaming commu-
nity, distinguished only by their advanced knowledge of progressing in games. This
insight complements the civic and prosocial values observed among some players,
highlighting the dynamic between self-perception and ethical positioning in the
cheating ecosystem. While many attribute exclusivity or a degree of social status to
covert cheaters, the majority of participants perceive themselves as typical players

and social media users, without a pronounced sense of uniqueness. Exceptions are
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still found among those who have attained significant recognition or influence

within these circles.

8.3 Game Cheating in the Context of Cyber Se-
curity

In Section 7.2.1, we reviewed concerns regarding the potential link between game
cheating and cybercrime (NCCU 2017; CREST 2015; FPA 2022; Y. Chen et al.
2004). Drawing on insights from this thesis so far, we are positioned to revisit
and build on these initial assertions. Below, we summarise the two studies that
emerged from the core research conducted in this thesis: one examining cyber
threats as a mode of toxic behaviour observed within cheating communities (Cho
& Flechais 2022), and another exploring the parallels between game cheating and
cybercrime (Cho, Lusthaus, et al. 2023).

8.3.1 Cyber threats as a way to impose toxicity

Little is known about the threats players face while pursuing cheating. Vulnerable
players can be left defenceless without any institutional guidance or support
while being exposed to the harmful behaviours prevalent in many competitive
games. These issues have attracted significant interest in academic research and
gaming NGOs (ADL & FPA 2020a). Early findings on governance mechanisms
demonstrated that toxic behaviours are prevalent in cheating communities with
limited third-party oversight. Cheaters are rarely afforded protection from the public
or industry as games are structured to validate only those who adhere to established
rules, reinforcing the negative moral perceptions of cheating. Although cheating is
widely recognised as inconsistent with prevailing norms, users often operate within
distinctive normative frameworks, exposing the underlying social issues that remain
inadequately addressed. Our analysis therefore examined the extent of the harmful
behaviours within these communities to better understand these dynamics.

The methodology involved re-analysing the first phase of the data collection in

Chapter 6, which included prominent instances of toxic behaviour, such as trolling
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and doxxing, in CS:GO. The study here focused on toxicity as the global theme
and employed selective coding to identify relationships between toxicity and other
categories. Grounded theory (Corbin & Strauss 1990) was applied to allow concepts
and theories to emerge organically from the data.

The toxic behaviours identified in our data were classified into four types of
harm, ordered by the immediacy of the threat, as shown in Figure 8.1. Social harm
concerns the impact on one’s ability to integrate into the community, including
forming relationships and building meaningful social capital. Emotional harm
pertains to the ability to maintain emotional well-being, potentially leading to
feelings of depression and anxiety when negatively affected (Ewoldsen et al. 2012).
Cyber harm involves threats to the protection of computer networks and data, while
physical harm involves threats to the safeguarding of physical assets in offline spaces.

We discovered that instead of operating as isolated acts, many of them intercon-
nect to amplify the detrimental effects on victims. We focus on cyber impacts for the
purposes of this subsection where we stay within the scope of online harms but we

acknowledge that other harms demand just as much attention (Cho & Flechais 2022).
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Figure 8.1: Classification of toxic behaviours according to four types of harm.

Toxic behaviours related to cyber harms encompass actions that inflict cyber
harm alongside social and emotional harm: DDoS attacks, ratting, and doxxing.
These behaviours primarily seek to manipulate computer systems in order to elicit

negative social and emotional responses from targeted individuals. For instance,
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DDosS attacks attempt to thwart access to computer networks by flooding the victim’s
system with malicious requests. Participants expressed a lack of trust in both servers
and fellow users encountered during cheating activities, insisting on the importance
of consistently activating VPNs prior to joining a server as a means of self-protection.
This suggests that, even within environments comprised of users who share similar
interests in such modes of gameplay, some users remain vulnerable to the challenges
that impede their ability to access and utilise intended gaming resources.

Remote access trojan (RAT) was also frequently mentioned by participants as a
means of causing harm. RAT is a malicious software that uses backdoors to take
over the administrative control of a victim’s computer. Deploying RATs, referred
to as ratting, is a common method for exploiting vulnerable or inexperienced users
in cheating communities. U17 raised particular concerns about RATs and their
potential impact on younger players who may unknowingly download malicious
content, granting direct access to their computers and leaving them vulnerable to
online threats. Our data showed that non-tech-savvy users who sought help to
resolve the infection in the community were also likely to be ridiculed.

Both ratting and DDoS attacks operate by targeting the victim’s computer
resources, representing alternative forms of toxic behaviour that have not been
previously identified in academic research on toxicity. These observations point to
the ways that experience gained through game cheating may be associated with
identifying and leveraging system vulnerabilities in contexts beyond gaming.

Benign users may also be targeted by doxxing, the public release of personal
information intended to unmask individuals and facilitate further harassment
(MclIntyre 2016). This practice can serve as a means of asserting dominance
by competitive-minded users and may also be carried out by organised groups or
“doxing-professionals” who will “try to dox [users] at all costs” when desired (U23).

This study broadens our understanding of toxicity within cheating communities
by highlighting the dynamics through which cheaters simultaneously occupy the
roles of both perpetrator and victim. Our findings show that toxic behaviours

are not inherently tied to specific platforms but rather to individuals themselves,
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aligning with previous research on online toxicity (Maher 2016; Massanari 2017; Fox
& Tang 2017; Chesney et al. 2009). The frequent occurrence of toxic behaviours
beyond core gameplay environments—such as on platforms for discussion, chat, or
general social interaction—underscores the importance of platform accountability
in protecting users. This suggests that the features and user capabilities of these
platforms may facilitate certain toxic behaviours. In particular, the study shows
that certain perpetrators disproportionately target younger or less experienced
individuals, revealing a clear risk to user safety and highlighting an area in need of
greater attention. Given these dynamics, it is important for platform developers and
administrators to implement appropriate measures and promote safer environments

for users (see Section 7.6).

Users who are prone to toxic behaviours

Some users are notably more susceptible to toxic behaviours in cheating communities,
primarily due to lack of competence, anonymity, and perceived otherness. Inexpe-
rienced newcomers often face social rejection and ridicule due to their perceived
lack of value to the community, as evidenced by the nature and phrasing of their
questions when seeking help for instance. Such interactions may result in newcomers
being labelled as lazy or ignorant for not conducting prior research, even when
this is not the case, discouraging novices from participating in the community as
a result. This is further exacerbated by the emphasis on established reputation
within the community (Section 6.4.3). Newcomers are often dismissed if they lack
recognition or do not possess exclusive cheats, highlighting the importance of social
standing within relevant networks over simply having access to cheating tools.
Age consistently emerged as a significant factor in the victimisation of users.
Existing users were mostly unwelcoming to newcomers who they deemed too young:
“I think of a 15 year old [...] and they’re like wondering how to [cheat] and why
they’re not hitting, killing anybody. And then they say one word of how do I, why
am I not killing anybody and you know their voice is high [...] and it’s almost an

immediate target for older players or younger player for that matter to kind of just
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start bullying them” (U19). U17 also claimed that “younger players under the age
of [...] 16-17 that have a higher voice” are more likely to be targeted: “If they join
lan] HvH server, and there are people talking, people will say, ‘you know you're too
young to cheat’, ‘you have to be in this certain age’, ‘your voice is still high’, ‘how old
are you’ and it just paves a line for that particular player to get bullied and targeted.
A lot of people jump [...] on the bandwagon and dogpile on those players” (U17).

Participants also reported evidence of toxic behaviours rooted in inherited traits
such as race and gender. They observed that female players, in particular, were
actively dismissed and excluded, noting that it was not uncommon for them to
experience targeted harassment, bans, and even doxxing solely on the basis of
their perceived female identity. These patterns of behaviour underscore the deeply

ingrained biases within cheating communities that perpetuate the culture of toxicity.

8.3.2 The parallels of cheating and cybercrime

Cheating in games has raised concerns among law enforcement agencies regarding
its possible role in familiarising certain young individuals with cybercrime through
exposure to relevant technical practices (CREST 2015; FPA 2022). As part of their
early intervention strategies to redirect the career paths of potential perpetrators,
they began investigating the structural circumstances associated with cybercrime
and the gaming industry. Using the findings that surfaced in the empirical chapters
of this thesis, we circled back to this claim by applying the Routine Activity Theory
well-established in criminology to the domain of game cheating (Cho, Lusthaus, et al.
2023). The theory posits that for a crime to occur, three elements must converge in
a given time and space: a motivated offender, a suitable target, and the absence of
a capable guardian (Fig. 8.2). This theory emphasises the importance of situational
factors in determining where and when opportunities for crime arise, making it a
suitable model for understanding how cheating emerges in games, as both contexts
depend on environmental conditions that enable rule-breaking behaviour.

Using secondary data analysis and a systematic literature review, we identified

conceptual, social, and technical elements that parallel cybercrime. By employing
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Figure 8.2: Application of Routine Activity Theory to crime. Adapted from Choo
(2011).

the theoretical framework, we were able to specify the following elements: 1)
advancement, curiosity, resentment, and anonymity as motivations for cheaters,
2) limited anti-cheating measures and legal intervention as indicators of lack of
guardianship, and 3) in-game opponents, vulnerable systems, and high-reward
games as suitable targets. These findings enabled us to identify the key parallels,
namely the pursuit of victory, exploration of integrity, deployment processes, social
immersion, familiarisation with domain knowledge, and anonymity. This observation
ultimately suggests that both individual and communal perspectives shape how
players understand and engage with these behaviours.

Following the findings, we discussed how certain cheaters may inadvertently
become involved in cybercriminal activities, such as distributing malicious software
or participating in DDoS operations, as part of their broader cheating objectives.
Exposure to these environments can desensitise individuals to cybercrime, especially
when such activities are positioned as desirable forms of advancement within
cheating communities. In pursuit of this advancement, some players may engage in
cybercriminal practices, which they may not fully recognise as such or, even if aware,
may find it difficult to withdraw due to increasing reliance on the associated
financial or social benefits.

We also observed how security-related activities such as discovering vulnerabil-
ities and developing evasive techniques are increasingly gamified within cheating

communities, blurring the line between gameplay and cybercrime. These dynamics
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warrant further investigation and highlight the importance of cyber security educa-
tion and awareness as a means of equipping individuals with the skills necessary to
recognise and resist involvement in illicit or harmful online activities, particularly

given the large youth population engaged in gaming (Przybylski & Weinstein 2017).

8.4 Reflections on the Methodology

The methodologies employed in this research have certain limitations that should
be taken into account when interpreting the findings and planning future work.
In the following, we first discuss the choice of the theories and then outline the

main limitations and challenges encountered.

8.4.1 Choice of the theories

This thesis provides a comprehensive perspective on cheating through the interdis-
ciplinary application of GameFlow criteria, participatory culture, and governance
theories. The GameFlow criteria illuminate the in-game factors that shape an
individual’s propensity to cheat, while the perspective of participatory culture
reveals how community interactions, shared values, and group dynamics can
perpetuate cheating by fostering specific affordances. This approach provides
valuable insight into how collective practices within certain social environments serve
to legitimise cheating. The governance theory further informs our understanding
by demonstrating how the presence or absence of a code of conduct and its
enforcement shapes normative standards and sustains the ongoing functioning
of cheating communities. By integrating these theoretical perspectives, this thesis
moves beyond the explanations confined to social norms or in-game mechanics,
highlighting the complexity of cheating as a broader phenomenon. The findings
underscore the value of applying interdisciplinary theories, as we demonstrate that
cheating cannot be fully understood or addressed from a single perspective and

that a multifaceted angle is needed to grasp its nuances.
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8.4.2 Limitations

Population sampling

As surfaced in the findings, many social groups associated with cheating are
inaccessible or obscured to outsiders. This presents significant challenges for
researchers in identifying groups that are most relevant and appropriate for designing
data collection. In Chapter 4, we had initially intended to include a broader range of
game genres in the data collection. However, we encountered unforeseen challenges
in accessing the target population, as our interview advertisements either failed to
reach the wider user base or were restricted by policy, leading to high discrepancies
in participation rates across game genres.

As a result, we primarily focused on games that had the highest response rate,
subsequently excluding other game genres from the analysis. Once the initial
round of data collection and analysis was done, we reached out individually to
other game genres and used their insights to evaluate the findings (see Section
4.3.1). To gain insights about the private groups, we drew on our existing
participant network and identified key individuals with access or relevant knowledge
based on their observations of these groups. We also incorporated data from
video and advertisement observations which provided additional insights into

these populations.

Generalisability

Our studies are specific to two games, CS:GO and GTA V Online, which have
some of the largest game cheating communities as of 2022. The lack of a suitable
alternative community that is comparable to the two makes it challenging to
confirm their generalisability across different games. This issue also extends to
the selection of the platform used for participant recruitment, potentially raising
questions about the applicability of the findings to other platforms. Given the
limited body of prior research in this field, our recruitment efforts were initially
bound by general public information available as a starting point. While this

introduces limitations in capturing the full spectrum of perspectives and experiences
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present across different online platforms, we argue that the significantly large
user base and low barriers to entry on Reddit, the primary source for accessing
participants, make it a valuable platform for reaching a challenging and specialised
community such as that of game cheating. To enhance the representativeness
of the sample, we targeted participants from diverse geographic locations and
gaming experiences (see Appendix A). Following initial analyses, we engaged in
follow-up discussions with several participants to facilitate triangulation, thereby
strengthening the reliability of the data. Moreover, we incorporated expert reviews
of our findings, which offered external validation and grounded the results within

a more representative context (Breitmayer et al. 1993).
Subjectivity

One of the criticisms of the constructivist approach to research is that the assumed
reality is not necessarily ‘out there’ waiting to be discovered but rather constructed in
the minds of the observer (Guba & Lincoln 1989; Kushner 1996). The constructivist
research thus risks drawing subjective conclusions (Ritchie & Lewis 2003). To address
this limitation, we broadened our sample to include a variety of game genres and

used iterative triangulation to improve the objectivity and robustness of our findings.
Sampling size

Sample size is often a subject of discussion in qualitative research due to its
inherent limitations. Unlike quantitative research, which usually prioritises large-
scale data collection, our approach centres on in-depth exploration and contextual
understanding of individual experiences. This underscores the importance of
allocating significant resources and time to uncovering underlying narratives and
capturing the complexities commonly overlooked in quantitative measures. In this
context, the concept of information power serves as a qualitative analogue to sample
size, emphasising that the value of qualitative research lies less in the number of
participants and more in the richness and relevance of the information they provide
(Malterud et al. 2016). The standard criteria for determining an adequate number

of participants include the aim of the study, sample specificity, and the quality of
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dialogue. By prioritising the information power of an appropriately selected sample,

we consider our sample size to be well-suited to the scope of this thesis.

Quality of the data

We are conscious of how social desirability would have influenced bias in the responses
obtained during the interviews, as participants may have been inclined to present
themselves differently from their actual engagement. To address these differences,
the author employed probing techniques and open-ended questions to encourage
participants to provide detailed accounts with examples, allowing for a more accurate
understanding of their actual involvement online. From the beginning, we clarified
that the research is a genuine academic pursuit into cheating, seeking to understand

experiences as they are, without passing normative judgement on their activities.

8.4.3 Researcher well-being

In the context of research design, the well-being of the researcher is often a neglected
consideration, despite its influence on many aspects of the methodology and shaping
the outcome of a study. Before and during the data collection phase of the studies,
there were instances that prompted reflection on the adequacy of the safety provisions
embedded in the research design with respect to the well-being of the researcher
conducting the data collection. Key concerns were identified as follows:

1. Trolls: Given that interview participants were recruited online from various
communities, the researcher was susceptible to being targeted by online trolls,
with four such incidents occurring between 2020 and 2021. Trolls, in this
context, are users who engage in inflammatory or disruptive activities to
provoke negative reactions (Thacker & Mark D. Griffiths 2012). In these
instances, the researcher blocked the trolls on relevant platforms, as well as
from any other channels through which direct contact might occur.

2. Cyber security threats: The community that is the focus of this research
is known for engaging in hacking and doxxing for a variety of reasons. Due to

the reputation of the affiliated academic institution, a considerable number
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of onlookers were drawn to the interview recruitment, many expressing a
mixture of intrigue and distrust about its legitimacy. Given this atmosphere
of doubt and the potential for ridicule, it was conceivable that the researcher
might encounter similar threats present within the community. To address the
risks, the researcher sought advice from the Chief Information Security Officer
of their academic institution. Among others, the following actions mainly
involved sanitising all unnecessary social media accounts and posts, enabling
multi-factor authentication across all possible social media accounts being used
for the scope of this research, and saving additional backup codes offline. The
researcher continued to maintain close contact with the university’s security
team for the latest inputs on protecting online resources.

3. Identity-based attacks: The gender of the researcher also made them
more susceptible to being targeted by members of the predominantly male
community. As previous research has shown, being identified as a female in
gaming environments can increase visibility and the likelihood of unwanted
attention, regardless of one’s role (Fox & Tang 2014; Fox & Tang 2017,
Beres et al. 2021; Paaflen et al. 2017; Gabbiadini et al. 2016; Madden et al.
2021). In this context, occupying the position of a researcher may have
further amplified this effect by prompting increased curiosity. To ensure
greater safety, the researcher refrained from answering personally intrusive
questions from participants. This also involved not actively verifying the
identity of the individual behind the social media account used for interview
and recruitment purposes, as participants were not informed which of the three
researchers,; including the two male supervisors, was conducting the interviews.
If unpleasant or provoking comments grew worse during or after an interview,
the participant’s account was blocked as a way to abort communication.
The responses mirrored those adopted by female gamers when facing toxic
behaviours in games—such as gender masking, seeking help, and avoidance—as

documented in Fox and Tang’s work (2017).
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Despite premeditated measures to mitigate anticipated risks, the researcher
encountered three instances of subtle suggestive remarks and one direct gender-
related comment during the interviews, all of which were unrelated to the content
of the interviews. Further, the research profile on one of the public social platforms
initially used for participant recruitment was once compromised, with attempts
made to defame the research project by posting pornographic images and texts.
The researcher also experienced two instances of unsolicited invitations to a Discord
channel, where their research account username was persistently tagged with overtly
ridiculing texts over several days.

These events underscore the reality that researchers themselves are not exempt
from the types of threats that pervade cheating communities, making it especially
important to maintain clear boundaries between academic researchers and partici-
pant subjects (see Section 8.3.1). They also surface the importance of researchers
being well-informed about the potential risks they may encounter, and implementing
effective mitigation strategies (Stein & Appel 2021; Doerfler et al. 2021; Allison
2020). These preceding events inspired the author to collaborate with colleagues
in the gaming field to convene a workshop aimed at sharing similar experiences
and discussing potential actions for addressing such challenges (Boldi et al. 2023;
Boldi et al. 2025). Drawing on the unique challenges of engaging with the gaming
population, the workshop focused on brainstorming strategies to navigate risks and

ensure researcher safety, representing a meaningful step forward for future research.

8.5 Directions for Future Work

This thesis combines multiple fields of scholarship to explore cheating communities,
setting the stage for future research in various industries. The following section

delves into these potential directions.
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8.5.1 CSCW scholarship: Delving deeper into the ethical
considerations for platform design

This research draws attention to the broader risks that can emerge when everyday
community practices on one platform, such as interest-based social interaction,
influence user experiences in other online environments as games. Among the
various harms associated with cheating, cyber threats have received comparatively
little attention. Our empirical findings indicate that within cheating communities,
vulnerable users frequently encounter online threats—a reality that is obscured from
those outside these spaces due to the stigma associated with cheating. As a result,
naive and less experienced players are often left without institutional support or
clear guidance, increasing their exposure to harmful behaviours. Although toxic
interactions are well documented in competitive gaming, what sets this context
apart is the lack of effective oversight and structured moderation.

Addressing these social issues requires equipping players with actionable knowl-
edge to safeguard themselves in online environments, such as deploying explicit
awareness campaigns and implementing stricter moderation mechanisms. These
measures should be delivered through collaboration between platforms and game
companies to mitigate the negative impacts of cheating and foster a positive social
gaming environment (ADL & FPA 2020a; Seering 2019).

Platforms ought to consider the wider effects of cheating, looking beyond
individual games to how such activities can lead to more disruptive behaviour
throughout their ecosystems. By examining these patterns, platforms may recognise
that certain aspects of cheating are closely associated with behaviours they already
prohibit or discourage, such as harassment (Seering, R. Kraut, et al. 2017; Rieger
et al. 2021), and use this as a basis for developing strategies against such negative
conduct. One specific area that warrants attention is toxic behaviour, especially
considering the young demographic that constitutes a substantial segment of the
gaming population (Przybylski & Weinstein 2017).

It is also valuable to establish a shared language for identifying disruptive

behaviours within the community, moving beyond game-specific concepts such
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as fairness, whose interpretation can differ significantly among stakeholders. A
player may justify cheating on the grounds of perceived developer negligence, while
still maintaining an appreciation for the gaming industry as a whole (V. Chen
& Ong 2018). This suggests that if players demonstrate a genuine willingness to
engage in constructive discussions about both gaming and cheating, they may in
fact be well positioned to align with the platform’s goals, contrary to the view
that they are inherently opposed to the industry. Furthermore, platforms should
consider formulating moderation guidelines that are specific to individual games or
genres, rather than adopting a generic one-size-fits-all approach. In particular, these
platforms may factor in games with strong anti-cheating measures when determining
the types of gaming communities that are allowed to form or operate with less
scrutiny. This approach can ensure a more nuanced approach to managing the

communities associated with controversies on other platforms.

8.5.2 Gaming industry: Alternative anti-cheating strate-
gies
Our research aligns with the emerging perspective that advocates for alternative
approaches to conceptualising cheating, and emphasises the importance of fostering
a more constructive relationship between game companies and players (L. Wang
et al. 2019; Callele et al. 2008). In examining permanent bans on gaming platforms,
Kou (2021) observed that many contemporary anti-cheating measures reflect a
prevailing tendency to regard cheaters as participants who are fundamentally
untrustworthy. Following this, rather than leaving players without opportunities
for growth, Kou points out the value of adopting a “restorative justice” perspective
to better reflect the needs of both victims and the offenders, thereby fostering more
harmonious integration within the gaming platform. This idea is consistent with
our findings that individuals who engage in cheating behaviours are often motivated
by the pursuit of positive play experience, characterised by greater immersion and
replayability value. Future research could focus on these dimensions to identify

strategies that are mutually beneficial for both users and game companies, such



8.  Discussion 225

as enhancing user research and implementing one-to-one reporting mechanisms to
better understand players’ pain points in games.

Moreover, our studies have uncovered how cheating communities can drive
innovative changes that cater to their unique desires and needs, striving for more
“creative capacities” (Dibbell 2007). This perspective challenges traditional notions
of cheating as solely a disruptive behaviour, urging a reconsideration of the potential
positive contributions these communities offer to the gaming ecosystem. Their
contributions could range from amplifying replayability to generating innovative
spin-off products that extend the longevity of the game, similar to the cheat codes
released by developers in the 1990s (Consalvo 2007; D. Cook 2012). Future scholars
can analyse how the gaming industry can harness the innovative dimensions of
cheating communities for further growth (Thiel & Lyle 2019; D. Lee, Lin, et al.
2020), such as creating dedicated spaces for competition among players with such
tools (Ricochet 2022). Some existing examples include the ‘2b2t’ server in Minecraft,
which is known for its play mode with no rules, and CS:GO’s HvH servers that cater
to those who enjoy exploiting underlying game mechanics. By formally embracing
such platforms, game companies can deliver a balanced experience while also gaining
a direct understanding of player behaviours, which would enable them to better
align their games with players’ needs and expectations. Introducing assistive in-
game tools can be especially helpful for disabled, young, or novice players whose
capabilities differ from average adult players, as they could use them as alternatives
to traditional gaming methods. A broader conversation in the gaming industry
is thus needed, focusing on how they can enhance gameplay and accessibility for

a wider range of players (Power et al. 2023).

8.5.3 Cyber security industry: Leveraging games for a cyber
security mindset

The concepts from our discussion regarding cyber security and cybercrime in
Section 8.3.2 point to the relevance of the attack and defence dynamic commonly

observed in cyber security events within the context of cheating. In particular,
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the various social and technical elements involved in cheating signify the potential
opportunity in familiarising a cheater with a mindset that is particularly relevant to
the cyber security industry. Our analysis reveals notable parallels in the motivations
and justifications associated with cheating, and demonstrates how individuals are
exposed to environments where such behaviour is not only tolerated but actively
encouraged as a means of navigating challenges and overcoming obstacles. This
dynamic holds promising implications if channelled constructively.
Zimmermann and Renaud (2019) explored the concept of the “differently”
mindset, which recognises the capacity of well-intentioned individuals to be “part
of the solution” rather than the problem in the field of cyber security. Based on
these aspects, cyber security companies can consider early game players interested
in cheating as potential talents in cyber security. Gamification is already a popular
approach in the field of HCI to aid user learning and engagement, and there already
exist games that seek to teach real-world problem-solving skills related to cyber
security (e.g., ThreatGEN®: Red vs. Blue' (2019) and CyberSprinters® (2023)). By
gamifying alternative forms of resource acquisition that align with online gaming,
companies can leverage the transferable skills developed through game cheating to
support prosocial initiatives. This would also contribute to the persistent problem
of cyber security skills shortage by helping identify and recruit such talents for
the industry (Caldwell 2013). Providing this alternative space can potentially re-
navigate the motivations the cheaters have in games to different avenues that could

be mutually beneficial to all parties, and induce more innovation in the industry.
8.5.4 Law enforcement: A longitudinal approach to iden-
tifying criminal activity

Our thesis lays a stepping stone for better understanding the possible pathways
between game cheating and cybercrime by shedding light on the social aspects

interweaved with cheating beyond game platforms (NCCU 2017; FPA 2022; CREST

!An online multiplayer strategy game where players compete against computer Al or live
opponents in head-to-head matches by attacking and defending computer networks.

2An educational game launched by the UK National Cyber Security Centre to teach children
aged 7 to 11 how to stay secure online.
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2015). Ome recommendation building on the findings is to conduct longitudinal
research to capture the trajectory of the users from their initial engagement with
cheating communities to their subsequent deeper involvement in multi-interest
communities, as surfaced in the expert feedback in Section 7.5. This would allow
us to gain a richer understanding of real-world scenarios in which individuals first
encounter cybercriminal aspects and then expand their activities beyond the realm
of gaming. It was stated earlier in Chapter 3 that online ethnography is not
suitable in domains that are challenging to access from the outset. Now that we
have identified the areas which are and are not easily accessible, and provided a
case for how a researcher could become directly involved to access more samples,
one avenue for further investigation is how the social dynamics manifest within
highly selective and vetted groups. Gaining insights into the values upheld by these
collectives presents an opportunity to develop a more nuanced understanding of
exclusive groups over time. This approach would offer valuable perspectives on
the evolving motivations and skill sets of individuals who are particularly inclined

to participate actively in underground forums.



Conclusion

This thesis arose from the need to understand the social dynamics shaping players’
opportunities and choices related to cheating in games, a phenomenon prevalent in
industry reports but largely uncharted in academia. To establish a foundational
understanding in this field, we conducted exploratory research into the social
practices and underlying structures within communities focused on game cheating.
Using established theories—flow theory, participatory culture, and governance
theory—our studies facilitated inquiries that allowed us to discover emergent
concepts associated with social dynamics and validate theoretical elements.
First, we demonstrated how within games, social dynamics—such as competi-
tion, cooperation, and camaraderie—arise among cheaters, highlighting how these
interactions are fundamental to the play experience of games. Second, we built
upon these insights to investigate the distinct aspects of cheating communities
that operate outside the games themselves. We discovered a range of participatory
activities within the communities, varying in legality and playfulness, and identified
platforms that provide a secure environment for enhancing cheating experiences.
This study highlighted roles associated with activities that may be considered
more harmful to the broader online ecosystem, taking into account their impact on
game providers and the types of users who interact with them. Third, we explored

the governance of cheating communities, examining the dynamics of power within
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themselves, and the elements that promote peer relationships and the integration
of newcomers. This investigation highlighted the mechanisms akin to those in
other online communities previously analysed but also shed light on the prevalent
gatekeeping and harmful behaviours towards vulnerable users that have remained
largely unreported outside of these communities.

Finally, we integrated the preceding data with existing literature to develop a
conceptual framework that offers an overview of the types of social collectives, from
peer groups to multi-interest communities, within the broader context of cheating.
This framework highlights the motivations for joining these collectives, individual
practices, and governing mechanisms. We discussed the multifaceted nature of these
collectives, demonstrating that they are more than mere spaces for violating game
rules and contain layers of complexity that warrant explicit attention. By outlining
these components, we highlighted areas requiring further investigation, including
toxic behaviours, the involvement of cheat developers and sellers, and a significant
lack of ethical and moral awareness among users in their practices. To address these
areas, we proposed potential intervention strategies and subsequently reflected on
the responsibility of the industry in implementing these measures. We finalised our
discussion with a call for a collaborative approach among various industries—mainly
social media companies, game developers, and law enforcement agencies—to address
the highlighted concerns and foster a safer online environment for users.

This thesis serves as a foundation for understanding one of the most prevalent
examples of technological misuse, and stands as a reminder of the potential reper-
cussions that can arise when real-world practices are overshadowed by normative
or dismissive perspectives. While seemingly peripheral within the broad scope of
the gaming industry, examining these communities is invaluable as they provide
insights into the modern subcultures born from the intersection of socio-cultural
dynamics and adoption of technology. We hope this research serves as a catalyst
for further academic research, generating interest in partnerships across different

sectors, and inspiring future scholars to build upon these findings.



Supplementary Material:
Chapter 4-6 Sample Overview

Contents
A.1 Participant Demographic Information . . . .. ... ... ... 230
A.2 Ethics Approval . . . . .. .. ... 234

A.1 Participant Demographic Information

Table A.1 below shows the participant demographic information by gender, geo-
graphic location, working status, game of interest, experience in cheating in other
games (Other games), and roles (Moderator, Developer, or Miscellaneous). The
Miscellaneous role refers to individuals who have served as developers, beta testers,
vendors, or content creators, either in the past or at present. Note that, even if a user
does not take on any formal roles, they may still be well-known within a community.
NB means non-binary, and n/a means the participant chose not to answer or failed to
be contacted for the background survey. Geographic location is presented according
to participants’ responses, whether by country or region. The data were treated as

blank unless participants specifically confirmed them or provided relevant examples.
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Roles
; ; N :
S 3 &7 < 5 = a4 =
Ul male Austria Student CS:GO - - - -
U2 male USA Student CS:GO - - v -
U3 male USA Student CS:GO v - - -
U4  male n/a n/a CS:GO - - - -
U5 NB USA Employed CS:GO v - - -
U6 n/a n/a n/a CS:GO - v - -
U7 male UAE Both CS:GO - - - -
U8 male Latvia Student CS:GO - - - -
U9 male n/a Student CS:GO - - - v
U10 male Slovakia Student CS:GO - - - v
Ull male  Romania Student CS:GO - v v -
Ul2 male USA Student CS:GO - v - -
Ul3 male Romania Both CS:GO - v v -
Ul4 male  Romania Student CS:GO v - - -
Ul5 male UK Employed CS:GO - - v -
Ul6 male  Malaysia Student CS:GO v v v -
U1l7 male USA Student CS:GO v v v -
U18 male Canada Employed CS:GO v - - v
U19 male Italy Student CS:GO - - - -
U20 male UK Employed CS:GO v v - -
U21 male Brazil Student CS:GO - - - -
U22 male UK Employed CS:GO v - - -
U23 male Russia Employed CS:GO - v v v
U24 male Kazakhstan  Employed CS:GO - v - -
U25 male Israel Student CS:GO v - - v
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U26
u27
U28
U29
U30
U3l
U32
U33
U34
U35
U36
u37
U38
U39
U40
U41
U42
U43
U44
U45
U46
u47
U48
U49
Us0
Us1
Us2
Us3
Ub4
Ub5

Romania
Germany
UK
Lithuania
Germany
Canada
Sweden
USA
USA
n/a
SE Asia
Australia
USA
USA
Portugal
EU
UK
USA

Netherlands

USA
Argentina
Hungary
UK

Vietnam

Canada

n/a

A.1. Participant Demographic Information
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U56 n/a India Student GTA'V - . - B,
U57 male n/a Employed GTA 'V - - - -
U58 male USA Student GTA 'V v - - -
U59 male Brazil Both GTA V v - - -
U60 male USA Unemployed GTA'V - - - .
U61 male USA Employed GTA'V - - - -
U62 male Canada Both GTA V ve - - -
U63 male  Australia Both GTA 'V - - - -
U64 male USA Student GTA 'V - - - -
U65 n/a n/a n/a GTA 'V - - - -
U66 n/a n/a n/a GTA 'V - - - -
U67 male n/a n/a Dark Souls 3 v v v -
U68 male USA Employed WoW v - - -
U69 male USA Employed Gag%/ :él(\)/[()d v v - -
U70 male  Germany Student Dota 2 - v - -

Table A.1: Participant demographics by gender, geographic location, employment status,
game of interest, experience with cheating in other games, and association with specific
roles. Miscellaneous roles refer to participants who have served as developers, beta testers,
vendors, or content creators.
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A.2 Ethics Approval

Departmental Research Ethics Committee
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B.1 Introduction

Prior to undertaking this thesis, a pilot study was conducted to explore the prevailing
social norms and values associated with game cheating and to assess the feasibility
of sampling within this context. The study aimed to identify behaviours considered
unacceptable by players, and to examine how these behaviours align with the formal
rules and norms established by game companies. To achieve this, the research focused

on players’ first-hand experiences, providing insight into the normative perceptions
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surrounding cheating. The study also examined user responses to instances of
cheating, highlighting the practical measures adopted by players in response to
behaviours they perceived as harmful. Participants included both individuals who
had and had not engaged in cheating themselves. For the selection of games, we
focused on competitive multiplayer games, as this category featured the highest
prevalence of both commercial and freely available cheats at the time. Drawing on
individual narratives of cheating, the study aimed to address the following questions:

1. How is the act of cheating characterised within the gaming environment?

2. Through what avenues do players acquire knowledge and exposure to game

cheating?

The questions were chosen to offer insights into the diverse perspectives and
understanding of cheating held by individuals with experience in playing games. De-
spite certain limitations in the method and sample used, the results yielded valuable

insights into specific domains of cheating that deserve further academic investigation.

B.2 Methodology

The study adopted a qualitative approach based on semi-structured interviews.
Participants were recruited individually through snowball sampling, starting with
existing contacts. The inclusion criteria for the interviews were participants over
the age of 18, who speak English, and with experience playing competitive online
games. Before the interviews, participants were provided with an information
sheet outlining the study and gave their consent to be recorded. Interviews were
conducted either in person at the interviewer’s office or a public cafe, or online
via text or voice on Discord.

Table 2 below presents the user profiles of study participants, including their
nationality, game title, age at the time of the interview, age when they first started
playing the game, and current playing status. The details are listed in alphabetical
order according to participants’ nationalities.

The interviews were conducted from May to June 2019 and lasted between

30 minutes and one hour. Participants were aged 19 to 27, and although the



238

B.2. Methodology

P Nationality Game Age Starting Still
Age Play?
1 Australia League of Legends 19 13 Yes
2 China World of Warcraft 26 12 Yes
3 China Diablo 24 12 Yes
4 France World of Warcraft 27 14 No
5  Germany Call of Duty & CS:GO 27 15 Yes
6 S Korea Starcraft 27 11 Yes
7 S Korea League of Legends 26 17 No
8  Turkey World of Warcraft & 26 16 Yes
League of Legends
9 UK. CS:GO 23 14 Yes
10 U.K. Dota 2 23 13 Yes
11 USA Diablo & Yu-Gi-Oh 25 12 Yes
12 USA Final Fantasy XIV 25 12 Yes

Table B.1: Participant demographics for the pilot study.

study had no gender-specific criteria, all participants were male. Three participants
were interviewed on Discord (two via voice and one via text) while the remaining
interviews were conducted in person. Two of the participants no longer played
the game on a regular basis.

The interview consisted of three parts: 1) how the participant first began playing
the game, 2) obstacles encountered in quests and challenges, and 3) experiences with
cheating or witnessing cheating. Participants were invited to share any experiences
they may have had with cheating, in order to help guide the direction of subsequent
questions. The interviewer deliberately refrained from specifying which acts or
tools constituted cheating, instead allowing participants to define and explain
these concepts in their own terms. For those with experience in cheating, follow-up
questions explored relevant scenarios in greater depth. Participants were encouraged

to bring a computer device to serve as a visual aid during or following the interviews.
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This study was carried out with institutional approval and with consideration for

participant protection (ref. num.: SSD/CURECIA CS_CI1A_19 011).

B.3 Findings

The interview findings centred on two primary themes: participants’ social expe-

riences and their perceptions of the average cheater.

B.3.1 How is the act of cheating characterised within the
gaming environment?

In defining what constitutes cheating for the players, there was a recurring concept
of advantage and ‘doing the impossible’. P5 distinguished between two forms of
cheating, both of which were referenced by other participants during the interviews:

« Engaging in activities that enable users to perform actions not ordinarily

possible, such as moving at increased speeds, acquiring more in-game currency
than permitted, or accessing restricted areas, and

« Exploiting game mechanics and bugs to take advantage of technical flaws or

unintended features not anticipated by the developers.

Regarding the latter aspect, P6 added that “glitches are initially mistakes
however [...] sometimes those glitches are left in the game intentionally, since it
benefits players, online games usually patch out glitches” Similarly, P8 made a claim
that a good player must know the hidden aspects of the game: “If you had some
knowledge of the game, depending on the map and player, you would know that
hitboxes don’t move with the graphics of the player. You would know you would
have to shoot in front or behind in order to shoot the hitbox and kill the other player.
I'm not sure if that’s considered cheating or knowing how to play the game”. Some
games, such as CS:GO, offer players an option to monitor others playing as a third-
party spectator, which allows them to observe other players’ strategies and possibly
cheating: “You can see that someone is staring at someone’s silhouette through the
wall. It’s highly unlikely that they just happened to be coindentally standing there

[...]. But someone can genuinely be that good sometimes. It’s hard to tell” (P5).
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A general consensus emerged that cheaters are seen as disruptors of the game
environment who can be categorised into two types of players: 1) script kiddies,
who are unskilled users downloading cheats without an understanding of its inner-
workings, and 2) proficient programmers, who are skilled in both gaming and
cheating, aiming to rank up through unconventional means. Participants perceived
script kiddies to be common and regarded them as lacking the basic gaming skills
necessary to succeed without resorting to cheats. P1 explained, “in RPGs, you
collaborate mostly, if one of the players cheats to level up, it means that they
are not good enough to level up as a normal player. So if you collaborate with
this player, you will also have lower skills”, suggesting how others would try to
avoid such players. Cheat tools are predominantly used to elevate one’s rank in a
game, influencing how a user is perceived by others and determining their eligibility
to play: “[The cheaters] are focusing on what rank they appear to other people
and what other people think of them [...]. They’d rather have a good reputation
even it they would fake their way there” (P5).

The second view involves skilled programmers who actively develop cheat scripts
and distribute them to others. These users may not aim to achieve common game
goals but pursue alternative objectives, such as financial compensation or reputation
within the game: “people who want to learn how to break the game, maybe for
them it’s a different kind of challenge—maybe for them learning how to break is a
challenge on itself” (P5). Four participants agreed that achieving proficiency as a
cheater requires substantial proficiency and skill, particularly in understanding game
server mechanics and programming. They claimed that, given the considerable
learning curve involved, the majority of users attempting to cheat are likely to
fall into the category of script kiddies.

Further, users who seek cheating tools hold varying perceptions and derive
distinct benefits from their experiences in games. P11 claimed that “some people
just go the extra mile to cheat”, as in some are naturally more inclined to devote
more effort and time to pursue the unconventional paths, and that for some fair

players, this devotion is not worth it: “one has to care enough to cheat” This
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suggests that users who cheat are often motivated by incentives absent from the
original games, such as the opportunity to gain profit through virtual currencies.
In response to the likely presence of cheaters, ten participants shared how they
dealt with the situation by ignoring, muting, or reporting them to the developers.
Some participants questioned the legitimacy of the reporting mechanism, feeling
that automated algorithms were prioritised over manually submitted abuse reports,
resulting in a lack of trust in gaming companies. They also described directly

confronting suspected cheaters and requesting that they leave the game.

B.3.2 Through what avenues do players acquire knowledge
and exposure to game cheating?

While only three participants acknowledged experience with cheating, all were
aware of the pervasive cheating capabilities inherent in the games they play and
elaborated on their effectiveness throughout the interview. Participants that had
discussed personal cheating experiences ensured to clarify that they are no longer
engaged. It was suggested from the responses that unintentional cheating does
not count as real cheating because the user did not intend to harm anyone and
was not aware of the significance of the act. P3 claimed that the older they got,
they were cheating less because they found it “less fun” to rely on external tools.
P2 recounted an episode where they initially opted to acquire in-game points by
purchasing on an external website. After several interactions, they discovered not
only that they had been scammed by the seller but also that they were subsequently
banned from participating in the games, likely as a result of detection. They
elaborated on how they initially became involved:

“I first looked up on [the] internet—how to improve my car. I saw the

markets [were| already sell[ing] points with cash. I thought it was legal

in the beginning [...] that person who I am talking to was an actual

human being. [Though] I can only talk to him on the screen, I thought

it was legal. But when I paid him, and he didn’t give me the points,

my account got blocked. I think the gaming company found out that I

have been active in, let’s say, a scene. And it was blocked because I was
acting that way to receive the points illegally” (P2).
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The participants, who were actively playing games at the time of the interview,
were all familiar with the automated cheating tools available for the games they
played. During the interview, participants appeared cautious about admitting
whether they had cheated themselves, despite being aware that the research focused
on cheating and the neutral, non-accusatory phrasing of the questions. They
frequently expressed uncertainty regarding the legitimacy of the tools they used
or observed in the game, such as “a form of indirect cheating”, “not sure if that
is considered cheating”, and “but that was common at the time”. This is likely
due to the social stigma associated with cheating where even the term itself carries
negative connotations, making people uncomfortable with openly discussing these
experiences in any context. The following responses support the view that typical,

non-cheating players prefer not to be associated with cheating. P12 responded to

a direct inquiry about whether they had modified games:

“Yes unfortunately. One of my favorite games of all times, Gunz: the
Duel had one of the WORST hacking problems for a game and oof the
whole game play mechanics of that game ended up being more popular
because of bugs in the coding though. But there were people with
wall hacks (seeing/moving through walls when normally you couldn’t),
lanwmower hacks (basically melee-massive stun/dmg), godmode (not
taking dmg or dying)...but yes, ultimately hacking led to its downfall
(that is, unless everyone is hacking as well and that on its own become
a type of a competition..)” (P12).

P12 reported making modifications related to glitches left by the developers and,
while admitting to these changes, justified them by suggesting that others engaged
in more serious forms of hacking. This suggests that certain game modifications
may be considered acceptable when perceived as less severe than those commonly

practiced by the majority.
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B.4 Lessons Learned

The interviews provided valuable insights into players’ perceptions of cheating in
games. These findings corroborated Consalvo’s (2007) observations of the widespread
presence of script kiddies in game cheating. Moreover, participants tended to down-
play their naive encounters with cheating, emphasising that unintentional instances
should not be subjected to the same scrutiny as those involving malicious intent.

The insights derived from this preliminary study were integrated to inform
the methodology and design of this thesis. First, we observed that introducing a
normative perspective shifted the interview focus towards participants admitting
whether they had cheated, which overshadowed the intended neutral examination
of their experiences. This implicit pressure to confess may be influenced by the
prevailing normative values present within the broader gaming industry. This
suggests that to achieve a deeper understanding of the concepts within game
cheating, it is important to re-assess the methodology and explicitly incorporate
the player-centric view of the activity (K. Rogers et al. 2016). Secondly, it is
important to note that one’s cheating capability might be seen as a point of pride in
technical proficiency and gaming skill, potentially leading to hyperbolic responses.
Lastly, the difficulty in accessing the cheating population indicates the need for
a more targeted and focused approach in future work to obtain more nuanced

insights into the cheating experiences.
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