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Abstract

In recent years, smart home systems have become increasingly popular. With this
increased popularity has come a newfound prevalence of loT devices with varied
sensor functionality in peoples’ homes. These types of [oT devices are widely
considered to be insecure and many problem-specific solutions have been proposed.
However, we argue that the widespread presence of diverse sensors in and of itself
can—and should—be used to strengthen the security of smart home environments.

In this thesis, we show that the ubiquity of sensors in modern smart homes
can improve the overall security of smart home systems, and that it can enable
new security functions. To this end, we introduce two security systems based on
ubiquitous sensors already available in modern smart homes. The first is a drone
detection system that relies only on radio signal strength information that can be
provided by most wireless consumer devices. The second is an event verification
system for event-driven smart homes that uses physical event signatures from a
multitude of sensors to verify the occurrence of physical events in smart home
environments. We then analyze how such systems are affected by two advanced
types of attackers: an opportunistic attacker who can wait for and predict attack
opportunities, and an attacker who can compromise sensor data to create these
opportunities themselves. Finally, we demonstrate that contextual information
widely available in smart homes can be employed for context-aware sensor selection
due to improved situational awareness.

Extrapolating from the insights gained within this thesis, we argue that ubig-
uitous sensing has significant potential to provide stronger security properties in
smart home systems, as it allows for the combination of fine-grained sensor data
with high-level event information. Crucially, this added security can be achieved

with existing smart home devices—without impacting their original functions.
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2 1.1. Motivation

1.1 Motivation

With the advent of commercial smart home devices, the Internet-of-Things (IoT)
paradigm is no longer a dream of the future. From smart locks to smart surveillance
cameras to remote-controlled garage doors, [oT devices are starting to permeate
consumer homes, enriching them with a wide variety of functions and information
that is only a button press away.

Unfortunately, this new and fast-evolving market has pushed manufacturers
towards quick development cycles that favor features and a fast time to market
over security issues. This has led to an ecosystem where vulnerable devices are
far-spread and often remain unpatched [1].

While the presence of cheap and possibly insecure devices in their homes puts
consumers at risk, the pervasiveness of sensors also provides new ways to strengthen
the security of these systems. As sensors can measure all kinds of physical effects
occurring within a smart home and around it, they can thus be used as a means of
providing additional situational awareness to the smart home. This principle has
already been used to great effect for context-aware pairing |2, 3] and human presence
recognition [4, [5]. In addition to enabling sensor-based security functions, this
information can be further used to collectively alleviate some of the aforementioned
risks and detect attacks that would otherwise go unnoticed.

However, given the different primary focus of the sensors, the data collected
by these devices is inherently noisy and unreliable. The result of this can be
that physical phenomena are not properly recognized and that there is a slew of
false attack alerts which can reduce the usability of such a system. This problem
can be especially egregious if it affects several correlating sensors simultaneously
and could be exploited by a knowledgeable attacker. Furthermore, an attacker
might additionally compromise the sensors tasked with providing this supplemental
information to advance their goals.

Several approaches have been proposed to reduce the risks posed by insecure loT
devices. Most of these approaches either focus on device and software permission

systems [68] or involve network traffic analysis [9-12] to detect unauthorized devices
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or undesirable network behavior. But none of these approaches focuses on leveraging
the abundance of already deployed smart home sensors to secure smart home systems.

To address this gap, this thesis investigates how the ubiquitous presence of
sensors in smart homes can be leveraged to enhance the security of smart home
systems and environments. There are already many different types of sensors readily
deployed in modern smart homes, and we show that this pervasiveness of sensors
can be used both to improve the security of these systems and to add further
security features. In order to fully exploit their potential, these systems need to
be able to use pre-existing sensor deployments and learn which sensors can be
used for different purposes. As such, this thesis explores these notions through
two systems with real-world application and analyzes the implications of different

threat models on the security of the proposed systems.

1.2 Contributions

This section describes the contributions of this thesis to the field of system security.
Although all the published work underpinning this thesis has been the result of
joint work with others, I have included only papers for which I was the first author
and main contributor. However, I was assisted by my co-authors in conducting

the experiments and during the preparation of the publications.

o We first introduce the notion of privacy-invasion attacks perpetrated by
unmanned aerial vehicles (UAV), commonly known as drones, and develop a
drone detection system which uses radio signal strength metrics. This system
can easily be implemented on repurposed and readily available hardware—
making it accessible to consumers. The results of this work have been published
at the 2017 Network and Distributed Systems Symposium (NDSS) [13]. An
earlier version of this work made up part of my Master’s thesis; the published
work is included here because it was further developed during my DPhil and

because it lays the groundwork for the remainder of the thesis.
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o We demonstrate that even receivers in non-advantageous locations can benefit
our proposed system. We extend our previous drone detection system to
better account for other types of moving transmitters by improving the
set of statistical detection metrics. This work has been published in ACM

Transactions on Privacy and Security (TOPS) [14] as an extension of [13].

o We first propose a system to verify spoofed events in event-driven smart
home systems and evaluate it in a real-world office environment. We make the
resulting dataset available to the research community to allow others to expand
on our work. This work further introduces the notion of an opportunistic
attacker who is able to predict attack opportunities to better time their
attacks and has been published at the 2019 ACM Conference on Computer

and Communications Security (CCS) [15].

o We extend our work on event verification through the additional consideration
of masked events. We also evaluate our system against a particularly strong
type of attacker who has the ability to compromise parts of the system
during operation. We further demonstrate the benefits of a fusion scheme
over a monolithic classifier against this type of attacker. This work has been
published in ACM Transactions on Internet of Things (TIOT) [16] as an

extension of [15].

o We investigate the risks and benefits of enhancing event verification systems
with context-awareness. Fusion-based schemes in particular can benefit heavily
from this additional information which allows them to evaluate the factors
that might affect the performance of individual sensors. We show that it is
paramount to consider the increased attack surface this addition may give
to the attacker and demonstrate the importance of recursively verifying each

contextual event.
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1.3 Outline

The remainder of this thesis is structured in the following way:

o Chapter [2| provides an overview of related work and places this thesis in the
context of the broader field. We describe the state of the art in smart home
security in general, as well as context-based pairing, attacks on sensors, and

attack-resilient sensor fusion.

 Chapter [3] gives the background for the two systems—drone detection and
event verification—proposed in this thesis. We offer a detailed survey of
research relating to these two systems, discuss the main metrics used for

evaluation, and conclude with a set of research questions.

o Chapter [4] describes the design and evaluation of a system for the detection of
UAV-based privacy-invasion attacks, while taking into account the challenges
posed by cross-traffic of various static and ground-based moving transmitters.
We derive a set of statistical metrics and evaluate their ability to identify drone
movement and a drone’s proximity to a protected smart home environment
in a real-world experiment. We show that our statistical metrics capture the
difference between airborne and ground-based moving transmitters well, and
are thus able to keep false alarms low and improve the usability of the system.
The proposed system makes use of readily available hardware and only relies
on the availability of received signal strength information. It is able to exploit
sensors which have been deployed without drone detection in mind and can

draw on the data of several devices to improve detection performance.

o Chapter 5| describes the design and evaluation of a system for event verification
in event-driven smart home systems in order to detect both spoofing and
masking attacks. We demonstrate how the proposed system can learn to
detect and verify the occurrence of events without knowledge of the exact
deployment details such as the nature of the events in question, or the location

or physical properties of the sensors used for verification. We further evaluate
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the system against two advanced types of attackers—opportunistic attackers
and attackers with the ability to compromise sensors. A zero-effort attacker
will often struggle to reliably attack ubiquitous sensing based event verification
systems as the success of their attack depends on the timing of their attack
coinciding with sensor anomalies which can lead to misclassification by the
system. In contrast, an opportunistic attacker is able to wait for and predict
these attack opportunities to improve their chances of success, whereas an
attacker who can compromise sensors can create these opportunities themselves
by manipulating the sensor data used for verification. We demonstrate the
importance of considering these types of attackers in the context of leveraging

ubiquitous sensors for security purposes.

Chapter [6] shows how systems like the one introduced in the previous chapter
can be improved through the use of additional context information which
is often available in smart home environments. As sensor readings can be
affected by various physical phenomena, detection performance of a sensor
can vary widely in different contexts. We show how this information can
be used to improve fusion-based event verification systems and what role
recursive verification of contextual events plays in making sure that this
performance improvement does not come at the cost of security when faced

with a determined attacker.

Chapter [7] finally summarizes the results of the work presented in this thesis,

discusses future work and concludes the thesis.
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8 2.1. Security of Smart Home Systems

This chapter will contextualize the thesis within smart home security research

and survey the related work for a variety of attack vectors and defense mechanisms.

2.1 Security of Smart Home Systems

Due to the increasing popularity of smart home platforms, there has been extensive
research focusing on the security of smart home systems and devices in recent
years. Fernandes et al. [17] investigated the popular SmartThings system and
uncovered several vulnerabilities due to overprivileged smart home applications.
These findings have prompted further research into smart home permission and
access control systems [6-8, 18-26]. These systems control to what extent a device
or smart application can access a resource, such as the physical capabilities of a
device or stored user data, on the IoT network. Permissions can limit access to
information flows between specific devices [8], depend on the activity currently
being carried out by the user [18], be based on contextual information such as
device states or environmental conditions [6], or constrain usage of a device to
particular functionalities [19].

Other works have employed static analysis based on smart home application
code to secure smart home platforms [23, 27-35]. Research in this area has provided
solutions that range from identifying sensitive data flows [27] or events that can
lead to unsafe system states [30] to checking the code for safety, security and
functional properties [28] or physical inter-app connections [29]. IoTSafe [35] further
combines static analysis with dynamic testing to tailor the discovery of physical
side-channels to the current deployment.

Research has also considered the security of cloud-based trigger-action systems
and the implications on home deployments [34, 36-42]. These types of systems
further increase the attack surface of smart home setups as they rely on external
platforms and their use can lead to unintentional information disclosure or integrity
violations [36], can allow control of devices beyond the rules set out by the user
in case of platform compromise [37], and the risks associated with their use are

generally poorly understood by end-users [39].
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The presence and normal operation of smart devices in a home environment
has further been shown to affect the privacy of their users. Recent work has
demonstrated how smart home activities and device event signatures can be inferred
from network traffic, highlighting the privacy implications of wireless communication
in smart homes [43-48].

However, just as critical are attacks against the devices themselves, as an
attacker can take control of a device and cause it to operate in malicious and
dangerous ways. Due to the low level of security of many smart home devices,
there are a number of ways for an attacker to compromise them. An attacker can
infect vulnerable devices that are connected to the internet with malware, leverage
already compromised nodes in a network as a starting point for further attacks and
infections, or use their physical proximity to an IoT network to attack vulnerable

target devices over the wireless channel [49].

2.2 Compromised Devices

There have been numerous studies detailing vulnerabilities of individual smart home
products and device types [50-55]. Another common attack vector are insufficiently
secured IoT devices that are exposed to the internet. Recent prominent examples
of malware targeting such embedded home devices were the Mirai [1, 56, 57,
Hajime [58, |59, Persirai [60], and BrickerBot [61] botnets.

Mirai had a particularly large impact and gained access to webcams, DVRs, and
routers by exploiting weak login credentials with bruteforce methods. Thus infected
devices have been used as part of a botnet for various distributed denial-of-service
(DDoS) attacks on popular websites. According to the authors of [1], this type
of malware is continuing to spread because manufacturers in the loT domain still
do not follow basic security principles and proceed to sell weakly configured IoT
devices. Recently, an overview of known DDoS-capable IoT malwares has been
given by Spognardi et al. in [62]. This overview demonstrates the pervasiveness

of and increasing risk posed by this type of malware.
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In BlackIoT [63], Soltan et al. describe how IoT botnets have the potential to
do far more damage than typical DDoS attacks. This is because well coordinated
high wattage devices have the ability to disrupt power grids and cause large-
scale blackouts.

But even if the smart home network is secure from attacks launched over the
internet, it can get compromised. In [51], Ronen et al. describe an attack on
smart lightbulbs that depends only on physical proximity and wireless connectivity.
They describe how an attacker can drive through a city (wardriving) or even fly
a drone in residential areas (warflying) to infect nearby devices. Moreover, the
worm developed by the authors of this paper is able to spread to similar devices
in the neighborhood. This highlights the danger of contagion: starting with only
a few initial infections, devices all over a city could become infected, given a high
enough density of vulnerable devices.

Non-IoT devices owned by the user are another possible attack vector to infiltrate
a smart home. A malicious smartphone app has been used by Sivaraman et al. [64] to
attack [oT devices from within the same network. They used an infected smartphone
connected to a home network to scan for vulnerable IoT devices and report them
to a remote attacker. Additionally, they exploit the fact that many routers or
home gateways allow devices in the network to open arbitrary ports to the outside.
In this way, the malicious phone app is able to expose vulnerable but otherwise
inaccessible devices to the internet and hence to the attacker. Furthermore, as these
devices are then connected to the internet they can be found by other opportunistic
attackers. For the very purpose of revealing such vulnerable networks, there exist
online search engines such as Shodan [65].

In conclusion, there exist a variety of ways to compromise IoT devices. Because
these devices permeate smart homes, this insecurity demonstrates the need for

smart home systems to be adversary-aware.
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2.3 Mitigation of Compromised Devices

An important step towards mitigating the dangers of compromised devices is
detecting the presence of these very devices. There has been an increased interest in
identifying smart home devices and fingerprinting device behavior. Several solutions
have been proposed that identify devices based on their network traffic fingerprint |9,
10} |66/-68]. Other approaches have focused on determining normal device behavior

in order to detect anomalous operation patterns [11, 69-76].

After a device has been compromised, it is important to learn more about
how the attack has been executed in order to detect and address security issues.
To enable such an attack analysis, multiple [oT forensics frameworks have been
introduced [77-80].

A more proactive approach is taken by IoTPot [81]. ToTPot is a honeypot
that exposes itself to telnet-based IoT malware to enable further analysis. The
authors found four different families of IoT malwares capable of launching DDoS
attacks targeting a variety of architectures. Honeypots such as this one can be
used to distract the attention of attackers away from the real devices and make

an early detection of current threats possible.

Like the malwares detected by loTPot, many malwares use infected IoT devices
as part of a botnet to launch DDoS attacks. AntibloTic [82] tries to alleviate
this problem by pre-emptively infecting vulnerable devices with “good” malware.
In this way, the system is able to clean already infected devices, warn the users
of the existent threat, or pro-actively secure the devices against future attacks
by changing login credentials or applying security patches. The application of
these methods in the real world, however, is likely restricted to law enforcement
agencies as it involves illegally exploiting software vulnerabilities and tampering

with other peoples’ hardware.
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2.4 Context-based Pairing in Smart Home Sys-
tems

In order to make sure that only authorized devices can enter a smart home network,
there has been a substantial amount of research into the secure pairing of devices.
See [83] for an overview of the large body of existing work. Most related to systems
utilizing ubiquitous sensing for security are zero-interaction or context-based pairing
schemes [2, 3, 84-92]. These types of pairing schemes have been proposed to make
the pairing of devices more user-friendly by limiting the involvement of the user
in the pairing process. Varshavsky et al. [84] developed a method that is based
on fluctuations in the received signal strength (RSS) of Wi-Fi broadcast signals.
In this manner, they use the existence of a shared radio environment as a means
to check for co-location. In [85], Schiirmann and Sigg propose a pairing scheme
that uses fingerprints of ambient sound as a shared secret between co-located nodes.
From these audio samples, they extract cryptographic keys using fuzzy extraction.
Miettinen et al. [2] use luminosity as well as ambient noise to ensure co-location of
devices. Additionally, they propose a key evolution algorithm to gradually increase
the trust in the authenticity of a device over time.

A recent paper building on the idea of context-based pairing is Perceptio [3].
Perceptio relies on common sensor measurements to provide the entropy needed
to derive symmetric keys. The authors of this paper argue that because devices
present in a smart home have diverse sensing modalities, pairing protocols must
consider this device heterogeneity in order to be usable. They make the observation
that even if devices do not share a common sensor type, co-located devices can
be affected by the same physical events in different ways.

All the schemes described above have in common that they make use of the
sensing capabilities of devices within the network to measure wireless signal strength

or perceive ambient, physical phenomena.
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2.5 Attacks on Sensors

In smart home systems, sensor readings are typically implicitly trusted. However,
it has been shown that attackers can exploit physical properties of a sensor to trick
it into becoming an unintentional receiver and propagator of unwanted, malicious
signals [93]. A good overview of attacks on sensors and possible defenses is given
by [94]. These types of attacks have been demonstrated for a wide range of
sensors [95-110], some of which can commonly be found in smart home devices such
as inertial sensors [100-103], microphones |[104-109], or temperature sensors [110].

In GhostTalk [104], Kune et al. demonstrated that electromagnetic interference
can be used to inject signals into analog sensor systems. They demonstrated their
attack by injecting audio into microphones of consumer electronics and disrupting
the normal operation of an implantable cardiac device. These attacks were successful
at distances of up to two meters. They state that by adding appropriate analog
shielding and filters, the vulnerability of commodity devices to these kinds of attacks
can already be greatly reduced. Additionally, they propose a metric to measure
the signal contamination caused by the signal of the attacker.

DolphinAttack [105] is another attack that can inject audio into microphones
unnoticed. In contrast to GhostTalk, DolphinAttack uses the non-linearity of micro-
phone circuits to inject inaudible voice commands via the ultrasound channel. The
authors of this paper demonstrate successfully that these voice commands are under-
stood and executed by current voice controllable systems like Siri and Google Now.

Another form of acoustic attack has been demonstrated with WALNUT [103].
The authors of this paper show how intentional acoustic interference can be used
to spoof accelerometers. They show in experiments that 65% of the twenty tested
models are vulnerable to output control through this attack. The attack proves
to be successful even when the built-in speaker of a smartphone is used to take
control of the phone’s accelerometer output.

Motivated by attacks targeting sensors, several defense mechanisms have been

developed [91, (104}, 105, |109-116].
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PyCRA [111] introduces a physical challenge-response authentication scheme that
protects active sensors against such attacks by using random yet deliberate physical
stimulation of the sensors with subsequent behavior analysis. They demonstrate the
feasibility of their system in three case studies: magnetic encoder attack detection,
magnetic encoder attack resilience and RFID eavesdropping detection. However,
Shin et al. [113] demonstrated that PyCRA can be easily bypassed by an attacker.

To overcome this issue and in order to also enable passive sensors to detect
electromagnetic interference attacks, Zhang et al. [116] have proposed a method that
switches the sensor in question off in an unpredictable manner. The microcontroller
monitoring the sensor can then detect an adversarial signal if it measures a sensor
output voltage that deviates from a known constant value (e.g., OV) during
this off-period.

To thwart sensor replacement attacks, the authors of NoiSense [112] suggest
the use of sensor fingerprints based on a sensor’s noise profile. Sensor fingerprints
are learned and tested with a Support Vector Machine (SVM). They show in
experiments conducted with 44 sensors of six different types that their approach
is able to uniquely identify sensors with up to 97% accuracy.

The readings of sensors can often be manipulated by physically present attackers.
Defenses proposed by the papers in this section can be used to complement the

security of systems which build on ubiquitous sensing.

2.6 Attack-resilient Sensor Fusion

The possibility of falsified sensor data has been recognized in areas that rely heavily
on sensor data such as cyber-physical systems (CPS), wireless sensor networks
(WSN) and co-presence detection.

In CPS this is typically mitigated through resilient state estimation |[117-121]
and physical anomaly detection techniques [122-126] that both exploit that the
underlying physical processes of these systems are well understood due to their
closed-loop designs. To combat more stealthy attacks that are able to evade anomaly

detection, Ivanov et al. [122] propose to use dynamic fusion intervals that allow
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the system to stay resilient to such attacks as well as to transient faults. In smart
home systems, however, events happen sporadically and the specific correlations
between actuators and different sensors are unknown at design time. More recently,
deep learning methods have been proposed for CPS security applications |127).
Yet, there have already been studies showing how these detection systems can
be evaded by a determined attacker [128].

According to Illiano et al. [129] research on malicious data injection in WSNs
can be grouped into anomaly detection techniques [130-135] and trust management
approaches [136-138|. In [135], the authors state that typical algorithms to detect
anomalies in sensor network management are not expected to perform well in the
presence of an adversary, as they are not designed to cope with colluding nodes.
To close this gap, the authors propose a method to detect spoofing and masking
of events in sensor networks based on a spatial correlation technique. While this
method is shown to work well in simulations and on a real-world dataset of seismic
vibrations, it is not applicable in a typical smart home context. This is due to the
fact that it is designed with large-scale networks in mind and because it requires
that the locations of sensors are known. Furthermore, it focuses on a single sensing
modality and is as such not usable with a more diverse set of sensors.

As introduced earlier, methods using the co-presence of devices for context-
based pairing rely on the measurements of environmental sensors to establish the
necessary entropy to create a common secret. Shrestha et al. [91] showed how
readings of different acoustic, radio-frequency and physical environment sensors
can be manipulated to gain an advantage in defeating context-based co-presence
detection methods. In this paper, the authors compare two different approaches
to fuse the different sensors: feature-fusion, which feeds the features of all sensors
into a single classifier, and decision-fusion, where classifiers are trained on sensor
subgroups before the decisions of these classifiers are aggregated. In their evaluation,
the authors observe that fusing the used sensors on a decision level can reduce
the attack success rates when dominant sensors are manipulated. However, this

can come at the cost of usability as weaker sensors might increase false negative
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rates. The observation that fusion methods can introduce this tradeoff between
reducing the overall attack success rate and increasing the reliance on weaker
sensors informs our approach to fusing sensors in a robust way to overcome the

risk of individual compromised sensors.
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This chapter will discuss related work for the two real-world systems that
we propose in this thesis—drone detection and event verification in event-driven
smart home systems—and thus provide the background needed to investigate the
use of ubiquitous sensing for security. Furthermore, we will introduce the main
performance metrics found in related work and we will justify the metrics used
for evaluation in this thesis. Finally, we will conclude this chapter with the set

of research questions guiding the work in this dissertation.
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Table 3.1: Comparison of drone detection approaches. Hybrid systems can combine the
benefits of several approaches and are able to reach high detection performances at the
expense of higher costs. This table has been adapted from [139).

Sensor modality Range Cost Detection performance LOS required References
Acoustics Low-Medium Low Low—Medium X [140H144],

IR camera Medium Medium Medium v [145]

LiDAR Medium High Medium-High v (146]

Radar Very high Very high Medium-High v (143] 11471149
RF Medium-High Low-Medium Low-High X (13 144/ |150H152]
Video camera Medium Low Medium v (143 |144| |153]

3.1 Drone Detection and Countermeasures

In this section, we will focus on the topic related to the first of our proposed
real-world systems: drone detection. We will first survey existing UAV detection
methods, discuss their applicability in smart home settings and subsequently give

a short overview of available defense mechanisms.

3.1.1 Drone Detection

Drone detection can be achieved through a variety of methods. Prior work has
focused on improving the underlying techniques of each method, but they still all
have notable limitations to them. Many are very expensive to deploy and they often
require specialist expertise to operate. In commercial systems, different methods
are typically combined into hybrid approaches—leading to an additional increase
in costs and complexity of the systems. We describe below key results that show
the behavior of different methods; a more in-depth survey is presented in [139].
Many of the surveyed papers provide no performance metrics and those that do
often rely on different measures than others, making direct comparisons challenging.
Nevertheless, we present performance metrics where available. See Table for
an overview of the detection approaches discussed in this section.

Traditionally, radar systems have been and are still being used for aircraft
detection both for military and aircraft control purposes. Radars, however, have to
be designed with a given aircraft size in mind, as the frequency of the transmitted

radio waves has to be chosen accordingly. Therefore, radar systems used for
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conventional aircraft monitoring can not be used for drone detection because drones
are too small to be picked up by those systems. To address this issue, high-frequency
radars in the GHz range have been developed [147, |148]. While such systems have
been shown to be able to distinguish birds, drones and small planes with a probability
of correct classification of the order of 95% in an ideal setting |149], they are prone
to exhibit performance degradation in adverse weather conditions. But the main
issues which stop the average person from deploying any radar system in their home
are the large expenses for the necessary equipment, as well as the requirement for
trained operators and the appropriate transmission licenses.

In contrast to radars, image and video analysis based on the appearance and
movement patterns of drones has the potential to provide a more affordable way to
detect UAVs, with an average precision of 75.1% quoted in [153]. However, methods
based on the appearance of drones are challenged by the regular commercial releases
of new drone models in different sizes and shapes, while motion-based techniques
often struggle to differentiate between drone and bird movement [142]. In addition,
line-of-sight is generally required for the visual detection of a drone. The detection
performance can further be affected by the level of lighting and other visibility
conditions such as fog or smoke. Infra-red light, on its own or in tandem with
the visible light spectrum, can be used to improve the detection performance in
low-light situations. However, this method is still prone to confusing drones with
birds and struggles to recognize drones if the drone’s surface temperature is close to
the ambient temperature [145]. Irrespective of the type of light observed, real-time
image processing is computationally expensive and not readily incorporated into
existing consumer devices. This is even more true for LiDAR systems, which—
despite showing promising detection results—still require line-of-sight conditions
and a substantial investment in expensive specialist equipment [146].

Many of the limitations of visual detection methods can be avoided by using
microphone arrays to acoustically detect drones. These types of detection systems
are effective even at night and do not require line-of-sight contact with the drone [142],

achieving a 99.5% probability of detection with a false positive rate of 3% for ranges
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smaller than 600m in good conditions [141]. Nevertheless, these systems are prone
to acoustic variants of some of the same problems that plague visual detection
methods. Bad weather can lead to distorted sounds and noisy environments can
severely hamper detection performance. Acoustic detection techniques also rely on
the existence of a thorough and up-to-date database of drone rotor sound signatures.
This means that these systems have to be constantly updated with new signatures to
stay relevant. Furthermore, while it is possible to build these systems using off-the-
shelf components, even examples that are designed to be cost-effective like the low-
cost acoustic array system by Case et al. |[140] are unaffordable for the general public;
this particular example requires an array of 24 microphones and cost $3768 to build.

Acoustic arrays and video cameras can be combined with radar or radio frequency
(RF) based detection methods to create hybrid approaches such as CSUAV [143]
and ADS-ZJU [144]. These hybrid approaches can benefit from the advantages of
all their sub-modules. The authors of [144] report individual detection probabilities
of 76.9%, 98.1% and 88.2% for the audio, video and RF sub-modules, respectively,
when the drone is at a distance of 50m. The corresponding false alarm probabilities
are 2.2%, 1.1% and 2.8%. But while the combined use of these approaches improves
the detection probability to 99.3% with a false alarm probability of 5%, they also
come with a substantially increased complexity and cost of the system. It is also
noteworthy that the authors attribute the low false alarm probability of the video
sub-module to a lack of occlusions during the experiments.

Due to the widespread use of wirelessly communicating devices in home environ-
ments, methods which use RF signal processing to detect drones are of particular
interest when considering domestic settings. RF receivers can be used to locate the
origin of an RF signal and can thus detect a drone by virtue of it being an airborne
transmitter. But methods based on localization generally require multiple receivers
and very precise time-synchronization between those receivers [154]—which again
drives up deployment costs.

To facilitate the use of ubiquitous sensing for drone detection, our focus lies on

leveraging inexpensive consumer hardware and reusing existing smart home systems.
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Previous work in this area has shown that protocol signatures and media access
control (MAC) address prefixes can be used to detect the presence of drones [150],
if such information is accessible. However, these methods rely on either the use
of unencrypted wireless communication or access to known manufacturer lists. A
contrasting example is offered by work looking into the use of low-level physical
effects, observed in an RF signal, to identify drones [151]. This approach is able to
recognize drone transmitters based on movement characteristics with an accuracy of
96.5%, a recall of 97% and a precision of 95.9% at a distance of 10m, but it requires
access to the raw radio signal. This in turn requires either the deployment of a
purpose-built detector or the use of software-defined radio implementations, which
make it expensive compared to a system using only commonplace consumer devices.
Crucially, in both of these cases, these kind of systems can not differentiate between
a neighbor turning on a drone in their own house, a benign flight taking place in
the near vicinity, and a trespassing drone intended on violating someone’s privacy.
To overcome this limitation, recent work has demonstrated that it is possible to
confirm if the camera of a drone is recording a specific property. Nassi et al. [152]
built a system which deliberately injects patterns into the network traffic of a drone
through the use of visual stimuli. These visual stimuli are picked up by the drone’s
camera and send over the live video feed to the drone’s controller. By verifying the
existence of those patterns in the observed network traffic, the system is able to
determine if the property is under surveillance by the drone. This system achieves
perfect detection rates with a false positive rate below 10% at a distance of 30m.
However, it requires a specialized and purpose-built system, and relies on the use
of variable bitrate video encodings by the drone.

Nowadays, a significant number of drone detection systems are commercially
available. But even the more accessible systems, such as the similarly named Drone
Detectorl] and Drone-Detectoi’] are more targeted at specialist use cases and not

designed with domestic settings in mind. Other manufacturers such as Thalesﬂ
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SAAB Groupff] and Chess Dynamics| built their systems with a focus on military
use. Most of the aforementioned systems have in common that they are meant to
protect high-security facilities rather than home environments. Therefore, they use

expensive, specialist equipment instead of ubiquitous consumer hardware.

3.1.2 Countermeasures

After a maliciously acting drone has been detected, the defending system or user
may want to launch countermeasures to stop the attack. Previously proposed
countermeasures range from downing the drone with a shotgun or a flying net [155]
to capturing it with a live eagle |[156] or taking over the flight-controls through
exploits [157]. Other options include GPS spoofing [158, 159] and an array of denial-
of-service attacks such as control-signal jamming [159], Wi-Fi de-authentication
attacks [150], or interference with on-board gyroscopes via acoustic resonance [100].
A more accessible approach that can be used in smart homes outfitted with smart
blinds is as simple as automatically shutting the blinds when a drone is observing
the house, which prevents useful video footage from being gathered. This can
be easily implemented in event-driven smart home systems, which are systems
in which events (e.g., device state changes or the detection of a nearby drone)
reported by one device trigger actions (e.g., shutting the blinds or sending an

alert email) by other devices [160].

3.2 Event Detection and Verification

In this section, we will introduce the related work for our second proposed system,
which enables the aforementioned event-driven smart home systems to verify that

reported events have actually taken place.

‘https://saab.com/air/sensor-systems/ground-based-air-defence/giraffe—amb/
Shttp://www.chess-dynamics.com/auds/
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3.2.1 Event-driven Smart Home Systems

A security analysis of event-driven smart home systems was first conducted by
Fernandes et al. [17]. In their work, they focused on the SmartThings [161]
framework by Samsung as they identified it as the most wide-spread system of this
kind. The authors discovered design flaws of the SmartThings event and permission
system that led to smart home applications (or SmartApps) being able to take
advantage of overprivileged access to events of other devices. In particular, they
showed that unprivileged SmartApps were able to read all the events of any device.
The only requirement for this attack was the possession of the device identifier
for the target device. These identifiers were not kept secret and as such were
available to any SmartApp with read access to an event of the device in question.
Hence, any SmartApp with access to one event of a device could also gain read
access to any other events provided by the device. Furthermore, they showed that
SmartApps are able to spoof and inject any event into the SmartThings event
system using the appropriate device identifier. The authors exploited these flaws
in several example attacks to snoop the PIN codes for a smart lock, to disable
the vacation mode of a smart house system and to trigger false alarms of a smart
home security system. These attacks highlight how spoofed events can be used
to make a smart home less secure.

Jia et al. [6] warned of malicious apps in appified IoT environments that can give
an attacker access to devices. In their work, they focus on flaws in the permission
systems of IoT frameworks and provide a new context-based permission system.
This context-based approach is motivated by the observation that actions in smart
homes are often desired only in certain situations, e.g., a SmartApp that gets the
permission to open the window when the temperature has exceeded a threshold
should not be able to perform this action under different trigger conditions (e.g.,
when the smart home switches to a “Sleep mode”). By adding the context—in
this case the triggering temperature event—to the permission granted by the user,
ContexloT manages to alleviate this problem. An interesting takeaway from this

paper is the interconnectedness of smart home devices through events. This means
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that a compromised device can mislead another device to execute actions by merely
lying about its own events. In the example from the paper, the attacker could
achieve their goal of opening the window by compromising the temperature sensor.
The temperature sensor could then force the window to open by sending false
reports of high temperatures.

The finding made by ContexIoT that device actuations can lead to unintentional
consequences in event-driven systems has also been replicated for trigger-action
rules that make use of external trigger-action platforms [22], and for rules that
include hidden inter-app interactions through physical channels [29]. These issues
have been addressed through more fine-grained permission systems [6} 18], better
logging for forensic purposes [77], and static analysis of smart applications [22|
28-30] to detect possible physical channel interactions. While these systems help
to reduce the risk that these interactions pose, they do not protect against cases
where an existing and desired trigger-action rule is being exploited and they can
not protect against a smart home device that is itself compromised.

To this effect, Ronen et al. introduced extended functionality attacks as a
new type of attack that can be launched from compromised devices such as smart
lightbulbs [162]. They subdivided these attacks further into attacks where the
original functionality of the device is either: ignored, reduced, misused or extended.
The paper focuses on the last category and demonstrates two specific attacks on
smart lightbulbs. One attack involves triggering epileptic seizures in susceptible
victims using strobed light, the other is the creation of a covert channel through on-
off keying by switching the dimming setting between two settings not differentiable
by humans. Although the data rate of this simple approach was quite low (10KB
per day), the authors were able to successfully transmit data from a distance
of over 100 meters.

The observation that devices can ignore, reduce and misuse their event-producing
functionality motivates our proposed event verification system, which makes sure
that events can be verified through other means. To verify the occurrence of

reported events in the proposed system, we have to be able to detect these events
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using the aggregate sensor data. Event detection in sensor networks and activity
recognition in home environments are two research topics that demonstrate how

to approach this objective in a variety of scenarios.

3.2.2 Event Detection in Sensor Networks

In wireless sensor networks (WSN), events are often considered as a special form
of outlier in the sensor data. The main distinguishing factor between events and
noisy measurements or sensor faults is that event measurements are likely to be
spatially and temporally correlated, while noisy measurements or sensor faults
are likely to be stochastically unrelated [163].

A range of methods for event detection have been proposed, approaching the
problem from different angles. Initially, many of these approaches used threshold-
based event detection techniques to check whether the sensor measurements exceed
predefined limits [164-166]. The benefit of these approaches is that they are
simple and lightweight to implement. However, setting the right threshold values
can require expert knowledge. Furthermore, as many types of events show more
complex patterns and are less likely to be sufficiently captured by simple thresholds,
machine learning algorithms have been identified as useful methods for efficient
event detection of more elaborate events [167].

In some works, a mixture of the two approaches is used. For example, Yu et al. [168]
investigated forest fire detection in wireless sensor networks using a combination
of threshold-based and neural network based event detection. First, the sensor
nodes perform a threshold-based event detection locally. They then send their
report to a managing node which uses a neural network to make the final decision
about the occurrence of a forest fire. The authors showed the feasibility and
efficiency of their approach in simulations.

Wittenburg et al. proposed a system for distributed event detection in wireless
sensor networks [169] in which the decision about the occurrence of an event is
made locally based on its own measurements and the data of neighboring nodes.

The classification is then done on the aggregate in each node, using node-specific
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prototype vectors. An event is detected if the feature vector is close enough to its
nearest prototype vector in terms of Euclidean distance. The system was tested by
mounting a hundred nodes with accelerometers along a construction site fence to
create a fence surveillance system. The four monitored events in this experiment
were “Shake”, “Kick”, “Lean” and “Climb”. To train the system, the authors
collected data of fifteen events for each event type at one of the nodes. The test data
consisted of fifteen events of each event type at three different locations, one being
the training location (new data was collected; the training data was not reused).
The system achieved an overall accuracy of 74.8% on the data of this experiment.

Bahrepour et al. [170] proposed a two-level approach that uses data fusion
of several distributed sensors to stay resilient to the deployment area and to the
dynamic nature of the WSN itself. They first trained both Feed Forward Neural
Networks and Naive Bayes classifiers for each sensor. Using these classifiers, each
sensor then decided locally if an event was occurring, propagating the decision
in case of a detected event to a second level classifier, trained on the decisions of
the individual sensors. They evaluated their approach on the NIST smoke alarm
dataset [171] and showed that it was able to detect fire events with high accuracy.
For both types of classifiers the two-level approach increased accuracy, with the
Naive Bayes classifier showing more significant gains due to worse performance
in the one-level case.

In another paper by the same authors [172], the base level classifiers are replaced
by decision trees, and the second-level classifier is replaced by a reputation-based
voting method that is used to reach consensus between the sensors. For this
reputation-based voting method, the base level classifiers first exchange their local
classification result. These classifiers evaluate their neighboring nodes by comparing
their own measured value with the the values of the neighbors. Based on a threshold
chosen by context, they judge if the difference between those values is too large. In
this case, they give the neighbor a negative vote, otherwise they support it with
a positive one. These votes then get sent to the node responsible for the fusion,

which derives a global reputation based on the local reputations. Using these global
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reputations, sensor weights are computed to make the final decision. This paper
uses the same dataset for evaluation as the previous paper. In their evaluation they
compare reputation-based voting against majority-voting schemes. They show that
reputation-based voting outperforms majority-voting in most cases.

There is very little research on the effect of compromised nodes on event detection.
In [135], the authors state that typical algorithms to detect anomalies in sensor
network management are not expected to perform well in the presence of an
adversary, as they are not designed to cope with colluding nodes. To close this
gap, the authors propose a method to detect spoofing and masking of events in
sensor networks based on a spatial correlation technique. While this method is
shown to work well in simulations and on a real-world dataset of seismic vibrations,
it is not applicable in a typical smart home context. This is due to the fact that
it is designed with large-scale networks in mind and because it requires that the
locations of sensors are known. Furthermore, it focuses on a single sensing modality
and is as such not usable with a more diverse set of sensors.

The papers in this section show different approaches to event detection and
provide interesting directions to explore in smart home systems. However, in
contrast to current smart home systems, event detection systems in sensor networks
are typically densely deployed, large-scale and single-purpose systems. We therefore

additionally explore activity recognition in home environments.

3.2.3 Activity Recognition in Home Environments

In recent years, activity recognition in home environments has become another
popular field of research that aims to use the combined knowledge of several sensors
to detect the occurrence of events.

“Activity recognition in the home using simple and ubiquitous sensors” [173], is
a seminal paper that introduced the use of many state-changing devices to infer
activities carried out by two test subjects in their own homes. In this paper,

a multiclass Naive Bayes classifier was used to determine 35 different occupant
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activities such as “Preparing lunch” or “Leaving for work” based on binary state-
changes sensors (reed switches) installed on doors, cupboards, switches and everyday
household devices. In the apartment of the first test subject, 77 state-change sensors
were installed, whereas the number of sensors in the second subject’s apartment
was 84. These sensors collected data for 14 days in each apartment. Although the
accuracy of the system presented in this paper was quite low, it has given birth to a
new field of research and has since inspired a wealth of additional research [174H177].
In “Sensing from the basement” [178|, Fogarty et al. use several low-cost
sensors placed in a home’s water distribution infrastructure to infer activities in the
household. To study the feasibility, they deployed microphones near waterpipes into
a real home for six weeks. The data was labeled manually with water flow related
events such as “Shower” and “Toilet flush”, and support vector machines were trained
on each sensor. To examine the feasibility of their approach, the authors of the paper
deployed sensors into a home occupied by two people for six weeks. The detection
accuracies of the system ranged from 73% to 100% depending on event type.
ViridiScope [179] is a system that monitors domestic power usage indirectly
through ambient sensors. These sensors are magnetic sensors, microphones and
light sensors. Because the standard deviation of the magnetic field change strongly
correlates with the power consumption, magnetic sensors can be used to estimate
the current power usage. The other two sensing modalities are used to infer the
internal power state of the devices. For example, a microphone can detect when
the refrigerator is running, whereas a light sensor can detect when the door of the
refrigerator has been opened. Using the average power usage for each state, the
system then solves a numerical optimization problem to determine the approximate
power usage. It was shown through experiments in a two-person apartment that
the system can estimate the end-point power consumption within 10% error.
ElectriSense [180] is a system that detects operating home devices based on the
fact that power supplies generate high frequency electromagnetic interference that
is measurable through the home’s power wiring. The system requires only a single

custom Power Line Interface module plugged into an ordinary power socket. The
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authors tested their proposed system in one house for six months, and additionally
conducted several one-day experiments in multiple other homes. The evaluation of
these experiments showed that the system was able to classify and distinguish four
different devices using a KNN classifier with a mean accuracy of 93.82%.

Several other papers have researched indirect sensing of specific home events in
similar ways. ThermoSense [181] for example, uses an array of low-cost thermal
sensors along with a passive infrared sensor to measure room occupancy for heating,
ventilation, and air-conditioning control. GasSense |182] is able to identify the
source of gas use (for example a water heater or a fireplace) by using a microphone
near the gas regulator to detect the acoustic signatures of gas events. Finally,
HydroSense [183] can detect the usage of individual water fixtures within a home
by using a single water pressure sensor at a water valve.

SyntheticSensors [184] is a more recent paper which aims to provide general-
purpose sensing. In this paper, synthetic sensors are introduced as an abstraction
to events in a home environment to improve the usability of such a system. The
system is based on a single sensor board with nine sensors covering twelve different
sensing modalities. Individual synthetic sensors are then represented by a base-level
Support Vector Machine (SVM), and a global multiclass SVM was trained on the
output of all the base-level SVMs. Examples for the 38 synthetic sensors considered
in this paper are events that also typically appear in smart home systems, such
as “Kettle on”, “Door closed” or “Dishwasher running”. The system was tested for
seven days at five different locations and achieved an average accuracy of 96%. It is
noteworthy that the decision for most of the detected events was predominantly
based on the data by two sensors, the accelerometer and the microphone.

The survey of related research in event detection and activity recognition shows
that it is common to use classifiers to fuse the data or decisions of individual sensors.
However, event detection and activity recognition systems are typically not designed
with an adversary in mind. We therefore expect these systems to be vulnerable to
an attacker that has managed to compromise one or more of the sensors included

in the decision process. Especially when one sensor is more reliable than the others,
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it might be possible that it, if compromised, can influence the decision strongly,

even when its decision is not supported by the other sensors.

3.2.4 Event Detection for Security

Recent research has exploited the fact that smart home events have physical effects
that can be measured through various sensing modalities. The previously mentioned
Perceptio 3] uses common sensor measurements to provide the entropy needed to
derive symmetric keys for context-based pairing. The authors of this paper make
the observation that even if devices do not share a common sensor type, they can
be affected by the same physical events in different ways. For example, when in
use, a coffee machine has a distinct sound fingerprint that can be picked up by
a microphone. If the coffee machine is connected to a power meter, that device
can detect the power usage of the coffee machine. Although those two sensors
might measure very different patterns and even register the event at different
times, the timespan between two subsequent events is the same. Perceptio uses
this inter-event timing information to construct fingerprints for each event type
witnessed by a sensor. The event detection that is the basis for the fingerprint
extraction method first uses a threshold to distinguish event signals from noise,
before grouping similar events using K-Means clustering. These fingerprints are
then used to provide the entropy for its pairing protocol. In contrast, our proposed
event verification system leverages the simultaneous effect of a physical event on
different sensors to verify that said event has occurred.

A further motivating example for the need of secure event detection is provided
by Orpheus [124]. Orpheus introduces an event-aware finite-state automaton as a
new program behavior model to detect data-driven attacks on control programs
running on embedded devices. This behavior model links the program control
flow paths with measurable effects on the environment. Data-driven attacks are
then detected if physical events and the state transitions of the automaton are
inconsistent. For this detection, Orpheus relies on a trustworthy event-driven sensor

system to provide the measurements.
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A system with a similar goal to our proposed event verification system is
HoMonit [71], which uses network traffic based event fingerprints to detect event
spoofing from misbehaving smart applications. HoMonit builds automata that
model the behavior of smart applications and then extracts event signatures from
wireless smart home traffic. In combination, these methods enable the detection of
misbehaving smart applications if the expected behavior deviates from the actual
behavior inferred from the network traffic. However, this does not prevent event
spoofing when the attack originates from outside the smart hub, e.g., because of
a compromised smart home device. In this case, the event network signature will
be present although the triggering event has not occurred.

The work outlined above demonstrates the need for an event verification system
such as the one proposed in this thesis: a system that is both able to use the
situational awareness provided by other devices in the environment and is resilient

to compromised devices.

3.3 Metrics

As shown in the previous two sections, related work uses a variety of performance
metrics to report results. In the following section, we outline a number of commonly
used metrics, and discuss which ones we rely on for the remainder of this thesis.

True positive rate (TPR) is the fraction of samples that are correctly identified
as belonging to a specific category when faced with a binary decision. In the context
of attack detection, this is often referred to as the detection rate (DR), or the
fraction of actual attacks correctly identified as such.

The false positive rate (FPR) similarly gives the ratio of samples that do not
belong to this specific category but are erroneously classified as such. For systems
that are meant to distinguish attacks from benign samples, false positives result
in false alarms, and the FPR is hence often called the false alarm rate (FAR). In
this thesis, we use the terms DR and FAR, instead of TPR and FPR.

Accuracy is often used to provide a combined measure of FAR and DR, as it

provides the fraction of correctly classified samples. Combined measures such as
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this are convenient as they allow comparisons between systems based on a single
measure. However, accuracy does not distinguish between different types of errors
and is therefore misleading when the classes are heavily imbalanced. This means
that if the system always predicts that a sample belongs to the more frequent
class—typically this means that no attack has occurred—this might lead to a very
high accuracy. But such a system would be entirely ineffective, as it would be
incapable of detecting any sample of the less frequent class.

Precision can be used instead of FAR, if false alarms have a large impact on the
perceived performance of a system. It is defined as the ratio of detected attacks
out of all the samples classified as an attack by the system. Precision is typically
used in conjunction with recall, which is another name for DR.

The F1 score is a measure that combines precision and recall by equal amounts.
Due to its use of precision instead of FAR, the F1 score is a combined measure that
is less affected by imbalanced class distributions than accuracy is. However, it still
gives equal weight to both precision and recall, meaning that it can be inappropriate
to use for systems that put a higher emphasis on one or the other.

The receiver operating characteristic (ROC) curve is a plot that is used to
show the tradeoff between DR and FAR. It shows the DR and FAR of a system
at different operating points when the threshold governing the decision of whether
a sample belongs to one class or another is varied.

Area under the curve (AUC) is a measure that summarizes a system’s ROC
curve, and is frequently used to compare different ROC curves with each other.

When a system is based on ubiquitous sensing, it is important that the system
does not inconvenience the user with an excessive amount of false alarms. As these
systems are supposed to be operated continuously, they should be expected to deal
with benign samples most of the time, with attacks being far and few between.
Due to the base-rate fallacy [185], this means that the FAR has to be extremely
low for the system to remain usable, as even seemingly low FARs might result in
many false alarms per day—Ileading the user to abandon the system. In this thesis,

we therefore focus on the detection rate at false alarm rate zero as a comparative
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metric. To compute this metric, we first tune the system to an operating point
at which it never causes any false alarms and then give the resulting detection
rate. While this can be difficult to achieve in practice, it is a helpful mechanism to
analyze how much added security can be achieved by a system that reuses already
deployed sensors, without inconveniencing the user.

A variety of measures are used in related work and there is a lack of consistency
across the field: papers proposing systems similar to ours measure their performance
using a range of different metrics, and a metric heavily relied on by one paper
might not be reported by another (cf., Section . This is due to the fact that
these papers often have different objectives—some might not even consider an
adversary—and therefore may use different metrics to reflect this. Therefore, it can
be challenging to compare our work to solutions by other papers. As mentioned
before, our goal in this thesis is to provide extra security without any additional
expense or inconvenience to the user. As such, we put a higher emphasis on avoiding
false alarms than related work that, for example, considers a high-security setting,
as they might be more concerned with not missing any attacks. Nevertheless, we
additionally compare our proposed systems to analogous systems using the same

metrics where appropriate, and at the same operating point wherever possible.

3.4 Research Questions

Following the motivation set out in Chapter [I] and the insights gained from related
work in Chapters [2] and [3] this thesis addresses the research questions stated below:

« RQ1: How can sensors that are already available in smart homes be used to

enhance the security of the environment they are in?

The ubiquity of sensors in smart environments provides an opportunity to use
their collective awareness of physical occurrences to draw conclusions about
what is happening around them. In order to exploit this untapped potential,
there is a need to investigate how smart home systems can use this sensor

information without impacting the primary function of the sensors. Ideally,
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this allows the system not only to mitigate current security issues, but also
to provide entirely new security functions that were previously not possible

without specialized hardware.

RQ2: How does the placement of these sensors affect their ability to provide

this security function?

Smart devices are placed by users within their homes at locations determined
by the devices’ primary functions. It is therefore essential that a system that
uses the sensors of these devices is able to accommodate arbitrary device
deployments. The system should be able to leverage devices as they are
deployed and should not require devices to be moved or changed in a way

that affects their primary function or inconveniences the user.

RQ3: How can a system learn such security functions autonomously?

In order to be able to adapt to a specific environment and sensor deployment,
such a system needs to learn ¢n situ how it can carry out its security
functions. To avoid burdening the user with this task of tailoring the system
to their environment, the system needs to be self-reliant and able to adjust

independently.

RQ4: What capabilities might an attacker gain when these sensors are used

for security purposes in this manner?

An attacker who knows that certain sensors are used for security purposes
might exploit this knowledge to further their goals. Furthermore, the attacker
might seek to compromise specific sensors in order to overcome the system’s
security mechanisms. It is therefore important to carefully consider the
implications of reusing sensor data in a security context when faced with

powerful adversaries.

RQ5: How do contextual changes affect sensors’ abilities to fulfill their
security functions, and how can contextual information be used to mitigate

potentially adverse effects?
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Sensor performance can be significantly affected by changing conditions in
the environment. There is therefore a need for systems using ubiquitous
sensor data to understand the contexts in which this sensor data can be relied
upon, as well as the contexts in which the data may be unreliable. Hence,
these systems should employ additional contextual information about the
environment in which they are deployed in order to decide how to use the

available sensor data, thus enhancing the security of the system.
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4.1 Introduction

In order to begin approaching the topic of ubiquitous sensing for security in smart
homes, thus addressing our first research question (RQ1), this chapter investigates
how devices that are already deployed in smart homes can be leveraged to provide
a security service for which they are not purpose-built. To this end, we propose a
system that relies only on readily available radio signal strength information to detect
drone-based privacy-invasion attacks—while requiring nothing but a software update.
Furthermore, we study to what extent the placement of the devices providing these
signal strength measurements affect their detection performance. This detection
performance determines the devices’ ability to perform their additional security
function, and its analysis thus tackles RQ2.

We choose drone detection as our first system based on ubiquitous sensing due to
increasing worries by home owners about privacy violations perpetrated by drones,
and because of the wide-spread use of wireless devices capable of providing the radio

signal strength information that is required for our proposed detection system.
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Drones have become enormously popular in recent years. Since the release of the
Parrot AR.Drone in 2010, examples of the technology have exploded into the public
consciousness. The use of drones—otherwise known as unmanned aerial vehicles
(UAVs)—is no longer restricted to military and professional domains. It has opened
up to the layperson as well. Self-stabilizing multirotor designs that automatically
hover upright have made piloting drones easily accessible for newcomers. Meanwhile,
advances in sensor design and image processing have brought sophisticated flight-
assist features to further ease the burden. Modern consumer drones can be flown
using a handheld controller and a smartphone, and while safety records do vary
wildly it is completely achievable for a novice to operate this type of aircraft without
incident despite no prior training whatsoever.

The opportunity to take to the skies without arduous preparation has clearly
appealed to many people. Industry analyst firms have reported sales of drones
increasing every year since 2014, with the global drone market expected to grow to
$63.6 billion by 2025 |186]. The US Federal Aviation Administration reported in
January 2018 that there were over a million drones on their national register [187].

Sales by the market-dominant DJI Technology were reported at 375,000 units
in 2017, with the majority intended for photography [188]. Indeed, photography is
one of the most popular uses for drones and the inclusion of high-quality, onboard
camera equipment is a recognized selling point for a device.

However, the rise of consumer drones has brought many problems with it.
Political figures have been targeted in drone-based protests [189, |190], the repeated
appearance of a drone closed Gatwick airport for two days in December 2018 [191],
and drones have even been used to deliver weapons, drugs and other contraband
into prisons [192]. More localized abuses are often reported as well and there has
been an increasing unease in the general population about privacy invasion by
drones carrying high-fidelity camera equipment. As most consumer models are
outfitted with cameras for live-view video during flight, drones can fly over fences
to see into nearby gardens or even look into windows to observe the interior. In

Seattle, a woman called the police after spotting a drone flying in front of her
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26th-floor apartment window, observing her partially-undressed inside [193]. In
a famous landmark case, a man from Kentucky was arrested after shooting down
a drone over his property. He explained this act by saying that the drone was
spying on his sunbathing daughter [194].

While systems for detecting drones are available, they are specialized and costly,
intended for law enforcement use to protect secure sites and VIPs, rather than
for normal citizens. By contrast, we focus on these threats to private individuals.
An attacker can launch a drone from a distant location and fly it to an otherwise-
inaccessible private area, such as outside a top-floor window within a walled garden,
and freely observe the occupants. To launch such an attack the attacker has to
move close enough to the window to get a full view of the inside of the house. This
view of the interior depends on the field-of-view (FOV) of the window, as Figure
demonstrates. As a window is a distant aperture of fixed size, the FOV initially
increases very slowly during the approach before expanding rapidly once the drone
is at close range. The occupants require a system that alerts them to the presence
of an impending privacy invasion, with sufficient warning to allow them to react
accordingly and before the drone gets close enough to allow observation. The system
must be easy to deploy without specialist knowledge and able to detect a wide variety
of drones based on intrinsic properties of UAV activity—both to be robust to the
rapid pace of advancement in drone technology and to avoid spurious alarms. To be
most readily-applicable, the system should avoid additional hardware requirements
and take advantage of existing sensing capabilities of modern smart home systems.

In this chapter, we present a system that detects the presence of a live-streaming
UAV that is being used to invade someone’s privacy in their home. We make use of
readily-available commercial, off-the-shelf (COTS) hardware to measure variations
in the strength of the drone’s radio control signal and develop metrics that identify
signal properties inherent to drone flight. By using a radio-based approach, the
system is equally effective in light or dark conditions and as the signal measurements

are commonly provided by radio chipsets, the system also has the potential to be
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(a) View into window at distance of about 10m. The FOV is narrow and the reflections mask view.

Little of the room is visible.

(b) View into window at close-range of roughly 2m. The FOV is wider and the reflections less
dominant. The door, curtains, red walls and bed can be seen.

Figure 4.1: Examples of effect of distance on surveillance footage quality.
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a software-only change to existing smart home devices. In developing the system,

we make the following specific contributions:

o We develop a model of UAV-based privacy-invasion attacks.

o We derive statistical metrics to identify drone movement and proximity. These
metrics can be derived from signal measurements provided by typical in-home
devices (RQ1).

o We propose mechanisms to overcome attempts by an attacker to avoid

detection, such as varying their speed or flight pattern.

o We evaluate the system in a real-world scenario using popular consumer drones

and various moving benign transmitters.

e We demonstrate that our detection method can make use of receivers in
non-ideal locations and that it can leverage multiple receivers at once to

improve detection performance (RQ2).

4.2 Background

The market for consumer drones is contested by many different manufacturers, but
at time of writing it is dominated by only a few companies, namely DJI Innovations
(75% market share), Yuneec (5%), 3D Robotics (3%) and Parrot (2%) [195].
The majority of drones provide a live video stream back to the operator—so-
called “first-person view” (FPV). In all but the simplest of flights it is a great benefit
to the pilot to be able to see from the perspective of the drone itself. The user
can commonly connect to the drone with their smartphone, tablet or a dedicated
controller to receive the video, and often record the footage in higher resolution as
well. Interoperability with existing user devices has played a great role in enhancing
the appeal of these consumer UAVs. While some higher-end models use proprietary
communication technologies for their video downlink, most drones rely on common
2.4 GHz or 5.8 GHz Wi-Fi instead. Some even use Wi-Fi for the control channel
of the drone. In these cases, the drone can be controlled completely by an app.

Otherwise, a separate, dedicated controller is needed and the Wi-Fi connection is
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Inside Outside

Figure 4.2: The attacker launches the drone at launch distance d; and flies it to
surveillance distance ds to carry out the attack. The detector is installed in the window.
The FOV 7 of the window limits the area that is in LOS of the detector.

only used for the live-view video. While we focus on Wi-Fi throughout this study,
the approach could be applied effectively for any receivable RF technology as it
depends solely on measurement of received power.

Airspace regulations differ between jurisdictions in terms of the requirements
placed upon drone operators. Almost all mandate that minimum separation
distances are observed between the drone and any surrounding persons or property.
In the United Kingdom, the Civil Aviation Authority (CAA) classes drones equipped

with cameras as “small unmanned surveillance aircraft” and requires that they [196]:

o fly no closer than 50m from any persons, buildings or vehicles that are not

under the control of the operator
« stay below a 400ft flight ceiling

o stay within line-of-sight of the operator
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4.3 Adversary Model

The attacker uses a radio-controlled drone, with an onboard camera and a live video
feed, to invade the privacy of individuals inside a building. Specifically, the attacker
uses a drone to look into a window that they would otherwise have a poor view of due
to distance and/or height of it. Whether they are motivated by voyeuristic pleasure,
a desire to observe private information or even simple curiosity, high-quality camera
footage is the means to satisfy their aim. It is also necessary to stream live footage
back to the operator throughout, in order for them to pilot the drone accuratelyﬂ

The attacker does not modify their drone to help achieve their goal, although they
can fly it in any manner that is required. This is consistent with an opportunist
who acts inappropriately with their equipment but lacks the skill, resources or
premeditated will to optimize for an attack.

This type of attacker is akin to a zero-effort attacker. Stronger types of attackers
might use their awareness of the system to either time an attack based on currently
perceived sensor data (e.g., when the radio environment is particularly noisy), or
manipulate the signal that the sensors can receive (e.g., by varying the signal power
or by hiding the output signal entirely). While these types of advanced attackers are
out of scope for this chapter, we include a discussion of how they might affect the
proposed drone detection system in Section [1.13] Additionally, we show the impact
of similarly powerful attackers on a system based on ubiquitous sensing in Chapter [5]

We model the attack as follows—visualized in Figure [£.2] The attacker does not
have access to the premises and is thus positioned some launch distance d; away
from the target window. The launch distance depends on the size of the property
and the signal range of the drone controller. They fly the drone from their starting

position towards the target window until it can establish line-of-sight (LOS) into the

'In our experience during data collection, this requirement was surprisingly stringent. Even
at small distances it quickly becomes difficult to estimate the relative positions of the drone and
obstacles in 3D space from only a single viewpoint. Most relevantly, we found it particularly
challenging to know whether a drone had a clear shot of a window without watching its ‘first-person
view’ (FPV) feed. Indeed, not paying due attention to this feed and flying based on the pilot’s
view alone quickly led to the most serious crash we encountered, wherein the drone contacted the
building wall and fell 9 feet to ground, immobilized.
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room and is close enough, at surveillance distance dg, to observe a significant portion
of the interior at the required quality. Figure compares the drone’s viewpoint at
different distances. The quality of the footage is determined not only by the distance,
but also the camera resolution and the field-of-view that the window allows, taken
as 7. The speed of the approach is limited only by the drone’s capabilities and so

its value v,,4, represents an upper bound on the speed of contemporary drones.

An attack is divided into three distinct phases:

Approach The drone is launched and flies from the start location towards the
target window via some flight pattern. The flight pattern may be dictated by
obstacles between the attacker and the target, or at the attacker’s discretion in
an attempt to avoid detection. At some point during the approach, line-of-sight
must be established in order to permit surveillance and the drone must get close

enough to have a detailed view inside the building.

Surveillance The drone establishes a good surveillance position, it hovers for a
period of time and records video of the building interior. The movement of the drone

in this phase is kept minimal in order to increase the quality of the recorded footage.

Escape Once the surveillance has been conducted, the drone is piloted away

from the window and returns to a collection site.

While the attacker cannot alter the fundamental operation of their drone, they can
vary the flight pattern and speed in an attempt to avoid detection. For example,
they may try to approach as quickly as possible or as slowly as possible. They
may attempt to mimic hobbyist flight or stay out of sight of the window for as
long as possible during approach. The attacker is limited only by the bounds

of the drone’s maneuverability.
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Figure 4.3: Flow diagram of the detection algorithm.

4.4 System Model

A radio receiver is mounted in the building interior, configured to passively listen for
all available traffic and record the received signal strength (RSS). This is generally-
applicable to any radio technology, but the most straightforward example is a
Wi-Fi receiver operating in monitor mode and hopping channels to cover the entire
band. We consider that implementation throughout this chapter. While an ideal
receiver position is at the target window itself, as in Figure the system does
not constrain the receiver position; it need not be located in the same room as
the target window, nor even within line-of-sight.

With an input stream of traffic and associated RSS values, the system then
proceeds in three broad phases, as shown in Figure [1.3] In the pre-processing phase,
the received traffic is separated into flows and filtered based on throughput. During
the statistical tests phase, the system computes live statistics for each flow, derived
from the RSS measurements, over a set of rolling time windows of various sizes. It
also monitors the baseline statistics of packets from a known, static transmitter
(such as the user’s Wi-Fi access point). Analysis is performed on the statistical
metrics across multiple time windows, along with knowledge of the baseline, to
establish whether individual transmitters are moving and operating in free space,
consistent with drone behaviour. If the statistical tests pass then the system decides
that the moving transmitter is indeed a nearby drone. Subsequently, the attack

analysis phase determines the attack phase that is in progress and whether the
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drone has reached a pre-defined detection distance dy in close proximity. We expand

on each stage below and present specific implementations in Section [4.5] and

4.4.1 Pre-processing

The first step towards detection is the separation of different data flows. Given the
assumption that the drone is unmodified and that communication makes use of a
standard protocol (e.g., the IEEE 802.11 Wi-Fi standard), flows are separated by
MAC address. Note, that if the MAC address range of a drone vendor is known, a
MAC filter can be a helpful addition to the system. However a MAC filter is not
sufficient to detect a privacy invasion attack as a thus detected device could simply
be an innocuously operated drone nearby. Instead, our system detects the approach
of a drone as well as its proximity to the protected site. Furthermore, as new
models of drones are released regularly and because new vendors frequently enter
the market, a MAC-based approach would have to be constantly updated to ensure
that all drones can be detected. Our system therefore does not rely on a MAC filter
based on vendor address ranges, but can be easily extended to incorporate one.
The provision of a continuous, live video stream from the drone to the controller,
necessitates a consistent, high bandwidth utilization on the communication channe]ﬂ.
The detection process excludes flows that do not display this characteristic. Note
that this is not a sufficient condition for drone video streams and thus only used
as a pre-filtering technique to avoid unnecessary computations. To distinguish
drones from other moving or stationary transmitters, the statistical tests described

in the following subsection are used.

4.4.2 Statistical Tests

An airborne drone operates largely in free space, and must establish LOS to the
window (and thus the detector) in order to conduct a privacy invasion attack. As
such the transmission environment is uncluttered and the received signal strength

can be expected to be dominated by the direct-path component. We neglect

2For example, a Parrot Bebop drone creates 400 packets/s, for a throughput of 500KB/s, when
providing 720p video at 30 frames-per-second.
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Figure 4.4: Simulation of the Free Space Path Loss during a privacy invasion attack
with 5s surveillance. The speed of the drone is 5m/s, the surveillance distance ds is 1m,
the green shaded area shows the time window during the approach when the drone can
get detected if a detection distance dg of 10m is chosen. The detection distance is the
distance at which the system is configured to trigger a drone proximity alert.

multipath effects due to nearby houses and the ground as the drone has this strong,
short-range LOS connection. These free-space propagation conditions yield the
RSS behavior shown in Figure [{.4}—illustrating the path loss changes over time
for an attack with a shortest-path approach and constant speed.

The system applies statistical tests to a flow to establish whether it is likely to
represent a drone or not. The tests are based upon a comparison of the statistical
tests when applied over short and long rolling time windows. Intuitively, the
concept is as follows: the message rate of live-streamed video is sufficiently high
that a drone will move very little between individual messages, but the drone’s
movement is the dominant factor in changing the signal strength over a longer
period. Short-term tests can therefore be used to determine the propagation
environment between the transmitter and the receiver, while long-term tests can
establish whether a transmitter is moving.

Combining information from both time periods allows the system to identify
transmitters that are both operating in LOS and are moving—which are likely to

be drones. Other moving transmitters on the ground or indoors can be expected
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to have more short-term variation due to changing multipath effects. Whereas
immobile transmitters in a static environment are expected to have a stable long-
term standard deviation and those in a dynamic environment are expected to

experience substantial short-term changes.

4.4.3 Attack Analysis

All flows considered to be drones are examined to establish whether or not they
are being used to mount a privacy invasion attack. The approach behavior relative
to the receiver is determined by monitoring the long-term RSS trend: whether
it is increasing, stable or decreasing. A proximity test is then applied to drone
flows that appear to be approaching or hovering, to determine whether the drone

has reached d; and is about to begin surveillance.

4.5 Standard Deviation-based Method

A suitable implementation of the system model’s statistical tests and attack analysis
can be derived based on the standard deviation of the RSS values for a given
transmitter. We describe that derivation here.

To establish a baseline, we define a noise threshold o that represents the standard
deviation of the noise the receiver is subject to. This is determined in an automatic
calibration phase by measuring the noise from a known transmitter in a static
environment (e.g., Wi-Fi access point).

Given the high packet rate exhibited by a live-streaming drone, in a sufficiently
short period the drone does not move enough for the change in RSS due to movement
to be distinct from noise. An immobile, LOS transmitter in a static environment
exhibits changes in signal strength that are primarily due to measurement noise
and cross-traffic interference. Hence, we expect a standard deviation that is close
to the general noise level o, in such a timeframe. Over a long time period, however,
the RSS from a moving drone is mainly affected by that movement. So, whilst the

standard deviation alone may not be enough to confirm LOS transmission [197], we
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can additionally use the long-term changes that are detectable by having a higher
standard deviation than for immobile transmitters [19§].

In order to apply both tests, the system must first determine appropriate short
and long window sizes. To find a window size where the change in signal strength
stays below the noise level, we consider the part of the approach with the maximal
possible change. This change occurs when the drone travels the final stretch at
maximal speed before it arrives at surveillance distance dJff|

We assume that the drone transmits with packet rate r, and ds, vnae and
transmission frequency f are given. At packet rate r we receive N = w - r
transmissions in a time window of length w. As a simplification, we use the
free-space path loss (FSPL), or the amount of energy that the signal would lose
in a free-space environment, to represent the received signal strength of the drone.

Then the free-space path loss of each of these N measurements is given by [199]:
x; =20 loglo (ds + 3 : Umax) +20 log10(f) —27.55
r

The unbiased sample standard deviation can be computed with:

1 .
s(N) = N—lg T, — X
j=1

where 7 = % SN ; is the sample mean.
We then have to compute the maximal window size for which the standard

deviation is below the noise threshold o:
ws = max {w|s(w-r) < o}

Then o bounds the standard deviation of the random variable F'SPL within win-
dow wy.
We consider the signal strength as the sum of random variables F'SPL for

the free-space path loss and X for the noise. Then the variance of the sum of

3This is unlikely to happen in reality, as it is too hard to control a UAV at that speed so close
to the window. Nevertheless, it helps to determine the largest change that is physically possible
and caused by movement alone.
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these random variables is given by [200]:
Var(FSPL + Xy) = Var(FSPL) 4+ Var(Xy) + 2Cov(FSPL, Xy)

We know from above that Var(FSPL) < 02 and Var(Xy) = o Additionally,
we know that F'SPL and X are uncorrelated, as they are independent random

variables. This means that Cov(FSPL, Xy) = 0 and it follows that:
Var(FSPL+ Xy) <o0® +0>+2-0 =207

Consequently, the short-term free-space propagation test fails when the standard
deviation of the measured samples during w, surpasses v/20.

Analogously, we compute the larger window size to detect movement by choosing
an expected minimal velocity v and by looking at the first stretch after launching
at distance d;. In this case, the free-space path loss for the N corresponding

measurements is:

1 —1

x; = 20logy, (dl - - v) + 201log,(f) — 27.55

This time, we are looking for the minimal window size for which the sample

deviation is above the threshold:
w; = min {w|s(w-r) > o}
Again, using the independence of F'SPL and X it follows that:
Var(FSPL + Xy) = Var(FSPL) 4+ Var(Xy) > 20°

As a result, the movement test is successful if the measured samples during

w; have a standard deviation that is higher than V20

4.5.1 Attack Analysis

The attack phase can be deduced by taking the difference between the mean of the
first and the second half of w;: Ax = Tpy &g — Ty - The sign of Ax determines

the current attack phase: if the drone is approaching, Ax is larger than zero, whereas
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Figure 4.5: Attack phase and proximity detection for a simulation with v = 7m/s,
d; = 50m, Gaussian noise with ¢ = 2dB and o0}, = 10. The black horizontal line is the
proximity threshold for dyj = ds = 1m. We used w; = 5s as determined in Figure

values lower than zero indicate that it is escaping. If the sign of Az is zero, the drone
is not moving. However, this is not sufficient to decide whether the surveillance
phase has started. It could just be hovering at a larger distance from the window,
without being able to observe the interior. Therefore, we have to take the prozimity
to the window into account. We assume that the approach has been detected
previously. Let w; be the window size in which the detection happened and let v be
the corresponding drone speed. Then the drone has arrived at detection distance

dq, if Az as defined above is larger than or equal to the following threshold o,:
i = 201og, (dd 4L v) +201og,(f) — 27.55
r

N =w;-v, Az > 0,

To detect the start of the surveillance phase, d; can be set to ds. One can
see in Figure that the time window has to catch up to detect the surveillance
phase. Therefore, it is important that an alarm is already raised as soon as the
proximity threshold is breached, rather than waiting for Ax to reach zero, to ensure
a timely detection. This is especially true, if the approach was very slow as wj

might cover the whole surveillance period otherwise.
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Table 4.1: Example approach flight patterns

Approach pattern Description LOS

Straight Drone follows shortest path to window Constant

Zig-zag Drone follows zig-zag pattern, resulting in Constant
variable effective approach speed

Back and forth Drone approaches, backtracks, then pro- Constant

gresses again, resulting in an effective ap-
proach speed that is sometimes negative

NLOS Drone avoids LOS until shortly before surveil- Emerges
lance phase

4.5.2 Detection Range

The detection range d, is the maximal possible detection distance dy. This is
the closest distance to the window that the drone can reach from d; within w;
seconds. To compute the time until our system can detect an attacker, we take wy
as computed above: t; = w;. Then the detection range d, is: d, = d; — ty - v. The
detection range depends on d;, whereas the movement speed v has little effect on
it, and only shows a slight variation due to the sampling rate. As we do not know
the actual speed of the attacking drone in advance, we have to compute a range

of different window sizes in parallel to guarantee a timely detection.

4.5.3 Approach Patterns

The case studied above corresponds to a straight approach to the window. As
noted in Section [4.3] the attacker can vary their approach in an attempt to avoid
detection. We consider a set of example flight patterns; detailed in Table [£.1] and
visualized in Figure 1.6, Whilst these patterns are not exhaustive, they demonstrate
some extremes of the behavior of an attacker. The first three patterns have in
common that the attacker is in LOS of the window for most of the attack; the main
difference between these three patterns is the effective speed of the drone or the
speed with which the drone closes the distance towards the window as opposed
to its actual movement speed. The fourth pattern, the non-line-of-sight (NLOS)

approach, ensures that the drone is only in LOS of the window for a short period
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Figure 4.6: Various example approach patterns

of time. By approaching from the sides, above or below like this, the attacker
can give any detection approach, whether human or machine, less opportunity to
detect the drone prior to surveillance beginning.

In contrast to the straight approach, flying towards the window using a zig-zag
approach results in a lower effective velocity towards the window, which in turn
affects the choice of appropriate w; for the movement test. We simulated the
standard deviation for a zig-zag approach with two different sliding windows; one
for the actual speed v and another for the effective velocity vess. In Figure one
can see that the detection with a window size that is too short for the effective
velocity causes a delayed detection. Additionally, the shorter window size captures
the zig-zag motion of the approach, whereas these erratic changes get smoothed out

by the larger window size of v.rs. A similar effect is caused by a back-and-forth
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Figure 4.7: Simulation of a zig-zag approach with two different choices of movement
test window w;. One is optimized for the actual speed, the other one for the effective
velocity. The latter allows a faster detection.

approach. The choice of wy for the free-space propagation test, on the other hand,
is unaffected by the approach pattern.

If most of the approach is done out of LOS of the receiver, our assumptions about
free-space propagation do not hold for the larger part of the approach. Therefore,
the part of the approach that can be used for detection with our method gets
reduced significantly. This distance depends on the surveillance distance ds and
the FOV ~ of the window. It is therefore possible that detection might fail under
extreme conditions. Depending on the FOV +, noise threshold ¢ and surveillance
distance dg, the approach in LOS can be too short to result in a notable change
of the signal strength. While this is a theoretical possibility, our practical testing
suggests it is a remote one. Refer to Figure to see how the detectability of

a NLOS approach depends on ~ and d;.

4.5.4 Detection Algorithm

In order to detect drones, we compute the sliding windows for the standard deviation

of the signal strength using wy and increasing values of w;. We proceed like this
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Figure 4.8: Detection ranges for the NLOS approach. If the detection range d, is smaller
than surveillance distance d,, the detection will fail.

until we find a value for which the standard deviation is below the threshold within

w, but breaks the threshold for wj.

We then use w; to determine the attack phase by computing Az. For values
greater than zero the drone is approaching. If Az additionally exceeds o, then
the drone has reached d; and an alarm is raised. If d; is set to d, then the
rolling windows should be reset after a proximity alert to make sure that the
surveillance phase is properly detected. The surveillance alarm lasts until the

start of the escape phase is detected.

Pseudo-code for the detection algorithm can be found in Algorithm [T}, supporting
the overall flow diagram in Figure [4.3] See Figure [4.9] for the movement and free-
space propagation tests of the detection algorithm. This figure shows the rolling
standard deviation for a moving transmitter and a receiver that is exposed to
Gaussian noise. The attack phase tracking and proximity alert for the same

simulation are pictured in Figure [£.5



4. Real-world Drone Detection Using Smart Home Devices 57

Standard deviation (dB)

w
|

©

(o]
|

1 Approach Surveillance Escape
phase phase phase
"
0 10 20 30
Time (s)

Legend
w;=1s

— w,=5s
w¢=0.0725s

Figure 4.9: Detection algorithm for a simulation with v = 7m/s, d; = 50m and Gaussian
noise with ¢ = 2dB. It computes the standard deviation for the free-space propagation
test during w, and several window sizes w; in parallel for the movement test. The black
horizontal line is the noise threshold. It is first broken by w; = 5s, making this the
preferred window size.

Algorithm 1: Standard deviation-based detection algorithm. Here, s,
phase and proximity are the tests introduced in Section [4.5] A full
description for the algorithm is given in Section 4.5.4}

Data: Data flow of one transmitter
Result: Boolean: Drone alarm, String: Attack phase

begin

Drone alarm, Attack phase <— ()
for Increasing w; until vy, do
if s(w,) < 20 and s(w;) > \/20) then

if phase(w;) > 0 then
Attack phase «+— Approach
if prozimity(w;) then
Drone alarm <— True
if dj == d, then
Attack phase «— Surveillance
L reset(w;);

else if phase(w;) > 0 then

| ‘ Attack phase «+— Escape
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4.6 Preliminary Experiment

To demonstrate construction of our detection system using COTS hardware, we
made use of a Raspberry Pi Model AE| unit as a receiver. As this model lacks
on-board Wi-Fi hardware, a Wi-Pi USB Wi-Fi adaptor was employed to receive
packets. The Raspberry Pi ran the dumpcap utilityﬂ to capture Wi-Fi traffic,
with the Wi-Pi adaptor in monitor mode to allow traffic capture without having
to associate to any network.

The preliminary real-world experiment took place at a secludedﬂ domestic
property in Devon, United Kingdom. The property was an old farmhouse with
thick, stone walls that were expected to attenuate Wi-Fi signals heavily. The

property was surrounded by open land, allowing a variety of approach flight paths.

(a) Outside view (b) Inside view

Figure 4.10: Deployment of the receiver

The Raspberry Pi was installed in the window of a first-floor bedroom at the
back side of the house. Figure shows the deployment location and the receiver
in situ. The Raspberry Pi was connected to a controlling laptop via a Powerline
network to avoid introducing cross-traffic on the wireless channel. For calibration,
we used the beacons of an accesspoint that was located in the kitchen on the

ground-floor to gather enough calibration packets in a timeframe of thirty seconds.

4www.raspberrypi.org

SPart of the Wireshark network protocol analyzer (www.wireshark.org)
6To comply with CAA regulations as detailed in Section and avoid disruption to others.
The nearest property that was not under our control was over 350m away.


www.raspberrypi.org
www.wireshark.org
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The signal strength measurements of these packets were then used to compute the
standard deviation ¢ of the baseline noise, as described in Section [4.5|

Two very popular drone consumer drone models were used to mount our
simulated privacy attacks. The primary candidate was a DJI Phantom 3 Standard,
with the experiments being repeated using a Parrot Bebop unit for comparison.
Both drone models were operated on the 2.4GHz Wi-Fi band. The two drone
models are pictured in Figure Unfortunately, some of the experiments were
cut short due to time restrictions and the English weather; especially those from
the second series using the Parrot Bebop. For this preliminary experiment, we
did not yet include cross-traffic by static or mobile ground-based transmitters. A
full experiment enabling an investigation into how false alarms affect the system

can be found in Section

AR

(a) DJI Phantom 3 Standard (b) Parrot Bebop

Figure 4.11: Drones used in the real-world experiments

We performed attack runs for each of the approaches described in Section 4.5}
in each case we used the first floor window that the Raspberry Pi receiver was in as
the privacy-invasion target. The NLOS approach was further split into approaches
over the roof and around the house to include both a descent from above and
reaching the window from the side. Every approach in the series was performed
with three run repetitions. The launch distance was between 55m and 65m for the

LOS approaches. For the NLOS approaches the launch distance was much shorter
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Table 4.2: DJI Phantom 3 experiment series.

Approach Distance (m) Max. Speed (m/s)
pattern Rin 1 2 3 Run 1 2 3

Straight 57 61 61 594 6.24 6.35
Zig-zag 61 62 62 6.36 6.66 4.72
Back-and-forth 62 61 61 4.24 443 5.38
NLOS over the roof 28 30 30 278 3.92 3.62
NLOS around the house 35 31 33 2.48 3.48 4.06

at around 30m, as they started from the front side of the house, with the operator
moving to keep the drone in view during the approach. No run exceeded a top
speed of Tm/s (approx. 25kph/15mph), as it is hard to control the drone at high
speeds close to a building. The GPS flight data for each series were recorded by the
Phantom. Some example traces are shown in Google Earth| plots in Figure [4.12]
One can see that the GPS data became less precise close the window, as the drone
no longer had a clear view of the GPS satellites. Specific details of the Phantom
experiment series, as extracted from the GPS flight data, can be found in Table [4.2]

4.7 Preliminary Evaluation

In this section, we evaluate how well the metrics from Section are able to
capture drone behavior using the data from our preliminary experiments. This
preliminary evaluation does not include a false alarm analysis, which will be provided
in Section [£.10 We use only the data from the Phantom for the analysis of the
movement test, attack-phase tracking and proximity detection. The results for
these are similar for both Phantom and Bebop and, as described in Section [4.6] we
have a more complete set of runs for the Phantom. However due to a technical
issue, only the control channel data was captured for the Phantom, so the packet
rate is quite low at 40 packets per second. While this is not a problem for the
large-window tests, it leaves only about four packets within w,. Hence, we used the

data from the Bebop series to examine the free-space propagation test.

Tearth.google.com


earth.google.com
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Google earth

(¢) NLOS approach over the roof (d) NLOS approach around the house

Figure 4.12: Different flight patterns during the approach

In our evaluation, we selected system parameters as given in Table [4.3] Recall
from Section [4.5] that longer window sizes w; are necessary to capture slower
approaches whereas shorter ones will trigger earlier alerts for faster drones. The
system therefore runs with several different window sizes concurrently. The minimal

detection range using these parameters was 24.5m.

4.7.1 Straight Approach

Examining movement-tracking first, in Figure three windows of rolling
standard deviation are displayed for the first run of the Straight Phantom set. The
drone launched at (1) at a distance of 57m from the window; the first increase is
due to the initial ascent, but is not enough to break the threshold. There is a short
spike in the 5s window before the actual detection happens which only lasts for a

few samples. At (2) the drone started accelerating towards the window. Due to
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Table 4.3: System parameter selections used in Evaluation

Parameter Value Description

ds 1m We stayed within one to two meters of the window
during the surveillance phase

d; 50m All the LOS approaches started further than that

Wy 0.1s Corresponding to a maximum velocity of 10 m/s

wy 5s, 10s, 15s, 30s  Corresponding to the following respective minimal
velocities: 5.075, 2.535, 1.69, 0.845 m/s

o 1.75 Derived according to Section ; hence the noise
threshold is v/2 - 1.75

Op 10 The threshold for the proximity alert; derived from
ds

its slow speed at the time, the 10s window is the first to detect it, albeit by a very
small margin. The detection happens surprisingly fast after only one and half a
meters traveled since takeoff. From the model in Section [4.5 we had expected the
drone to be on target height and approach speed when we received our first packet,
however the detection happened much earlier than expected because the takeoff
and the varying speed due to acceleration increase the measured standard deviation.
In comparison, if we were to start detection during the second acceleration period
starting at (3) at a distance of 51m, the drone would be detected 37m from the
window. This is closer to the expected value of 25.15m for this distance but still
earlier than predicted. This can be attributed to the drone not traveling as close to
a constant speed as expected. The velocity decreased at (4), as we had to slow down
to pilot the drone safely closer to the house; at distance 6m. The larger window
size of 15s compensates for decelerating during the approach and throughout this
period the standard deviation stays above the threshold (recall that our system
always chooses the lowest window size that is above the threshold and uses it for
phase tracking and proximity detection). The surveillance period started at (5)
where the drone stayed as still as possible in front of the window. After the rolling
windows catch up, the standard deviation drops markedly and stays below the
threshold almost the entire time until the escape phase starts at (6). However,

it does still breach the threshold occasionally. In practice there are still many
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corrections necessary to keep the drone in place in front of the window. As the
drone is so close to the receiver during the surveillance phase, even small movements
have a notable effect on the RSS and can breach the detection threshold. Finally,
the drone landed at (7) leading to another short spike as it reached the ground.

For attack-phase tracking, we compare the first and second halves of w;, shown in
Figure . Both the 10s and 15s windows stay positive for the entire approach.
There is more variation in the 5s window as it captures slowing down better than the
longer window sizes. All the windows have values close to zero during surveillance
after catching up and are negative during the escape phase, as per our expectations.

A proximity alert is triggered when the phase tracking breaches threshold o,. In
Figure one can see that with the larger window size of 15s, readings break the
threshold early due to the cumulative effect of positive readings over the preceding
period. However, at this moment the 15s window is not the smallest for which
the standard deviation is above the threshold and therefore another window size is
favored over it for phase tracking and the proximity metric—so no spurious proximity
warning is produced. The second peak, just after (4), results in a genuine proximity
alert for the 10s window. The distance from the window at the time was 4.2m,
which is greater than dy. In Figure , the black vertical line shows the moment
when values in the 5s window fall below the detection threshold. Consequently, the
10s window is used to check for proximity and the alarm is triggered.

As mentioned before, we evaluate the free-space propagation test that uses
ws using the Bebop series due to the higher observed packet rate. Figure [4.14]
shows the RSS standard deviation for the first straight Bebop run. The standard
deviation of the 0.1s window stays mostly below the threshold throughout the
approach; only very few samples violate it initially. When the drone is close to
the wall of the building, the standard deviation increases even within w,, hence
breaking the threshold more often. At this time, however, we can already be quite
sure that it is a drone. The peaks during the surveillance period are caused by
movement in front of the window; we had to make more corrections to account

for drift with the Bebop, than with the heavier Phantom.
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(b) Attack phases. The drone is approaching when the values are positive
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Figure 4.13: Straight approach with the DJI Phantom 3. The black vertical line shows
when the 5s window undercuts the movement threshold. The dotted vertical lines indicate:
(1) Takeoff, (5) Surveillance, (6) Escape and (7) Landing. More details can be found in
the text.
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Figure 4.14: Standard deviation for a straight approach with the Parrot Bebop. The
black horizontal line is the free-space propagation detection threshold which should not
be exceeded within ws = 0.1s. The vertical lines indicate: (1) Surveillance and (2) Escape.
More details can be found in the text.

4.7.2 Zig-zag Approach

For the zig-zag approach we will first look at window sizes derived from the maximal
and effective approach velocity. For the first zig-zag run the maximal approach
velocity was Umax = 5.12m/s. USing vpay We compute wy max = 6.15s. On the other
hand, the effective velocity for the whole approach was only v. ;s = 1.04m/s and thus
Wyerr = 30.225s. In Figure one can see that the smaller window size detects
the drone faster at a distance of 59.5m whereas the larger window size only detects
the drone 53m away from the receiver. However, w; = 6.15s captures the erratic
changes caused by the zig-zag movement, whereas w; = 30.225s smooths out the
flight pattern and shows the whole approach. The decrease in standard deviation in
the second part of the approach is caused by a general decrease in approach speed.

We can see the same effect if we use our system with the parameters from
the beginning of the section, cf. Figure Lower window sizes than the
derived values are possible as w; = 10s already captures the complete approach.
This is again likely to be due to an increased standard deviation because of the

launch and acceleration periods.
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Figure 4.15: Standard deviation for a zig-zag approach with the DJI Phantom 3. The
black horizontal line is the movement detection threshold. The vertical lines indicate: (1)
Takeoff, (2) Surveillance, (3) Escape and (4) Landing. More details can be found in the
text.
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4.7.3 Back-and-forth Approach

For the back-and-forth approach, we proceed in a similar fashion as for the zig-zag
approach. We compute w; for the maximal speed v, = 4.24s, and the effective
velocity verp = 0.72s. Similarly to before, Figure m shows that the former is
affected by the flight pattern whereas the latter captures the complete approach.
The shorter window wj max = 7.425s shows larger peaks followed by smaller peaks.
The larger peaks correspond to forward, the lower peaks to backward motion.

In comparison, the higher window size w; sy = 43.65s is able to capture the
complete approach as a whole. However, it also covers the entire surveillance
period, again highlighting the need for the proximity metric as a stop-and-alarm
condition. If we use the system parameters as before, we can see in Figure
that the 30s window is sufficiently large.

Additionally, we can study the approach phase tracking in Figure [£.17 We
can see that if we only rely on the shorter window, the system oscillates between
approach and escape phases, whereas the longer window size makes it possible

for us to detect the approach as a larger trend.

4.7.4 NLOS Approach Over the Roof

The first NLOS run with an approach over the roof is pictured in Figure [4.18(a)]
The drone takes off at launch distance 28m on the other side of the house. Its
forward acceleration starts at (2) and it reaches maximal altitude at (3). At (4)
the descent begins, on the receiver side of the house. The first big peak for window
size 15s happens as the drone is flying over the receiver, above the roof. The next
peak occurs as it is descending into LOS, with another one following when it gets
closer to the window up to ds. The surveillance period starts at (5), before the
drone escapes over the roof again at (6).

We had to fly at slow speeds close to the house for careful maneuvering which
explains why higher values are needed to capture the whole approach compared

to the straight LOS series.
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Figure 4.16: Standard deviation for a back-and-forth approach with the DJI Phantom 3.
The black horizontal line is the movement detection threshold. The vertical lines indicate:
(1) Takeoft, (2) Surveillance, (3) Escape and (4) Landing. More details can be found in
the text.
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Figure 4.17: Attack phases for a back-and-forth approach with the DJI Phantom 3.
The black horizontal line is the proximity detection threshold. The drone is approaching
when the values are positive and escaping for negative values. The vertical lines indicate:
(1) Takeoff, (2) Surveillance, (3) Escape and (4) Landing. More details can be found in
the text.

In Figure 4.18(b)|, the standard deviation within wy is displayed. One can see
that the standard deviation is low in spite of the missing LOS connection. The
roof of the house seems to affect the signal only by attenuation and does not lead

to significant interference due to multipath effects.

4.7.5 NLOS Approach Around the House

A run of the other NLOS approach variant, around the house, is shown in Figure[4.19]
Similarly to the approach over the house, we see peaks as the drone crosses the
receiver, gets into LOS and approaches the window. For both NLOS approaches
there is a distinct increase in the standard deviation when the drone comes into

LOS. Once it is in LOS the behavior is similar to the LOS approaches.

4.7.6 Detection Ranges

To examine detection range we let several rolling windows (5, 10, 15, 30 seconds)

run in parallel and chose the first window size to detect the drone as well as the
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Figure 4.18: Standard deviation for a NLOS approach over the roof. The black horizontal
line is the noise threshold.
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Figure 4.19: Standard deviation for a NLOS approach around the house with the DJI
Phantom 3. The black horizontal line is the movement detection threshold. The vertical

lines indicate: (1) Takeoff, (2) Surveillance, (3) Escape and (4) Landing. More details
can be found in the text.

first that stayed above the threshold for the whole approach phase.

Table [4.4] shows the resulting movement detection ranges. In all of the LOS
runs, our system detected the drones far earlier than the minimal detection range of
24.5m, as measured from GPS traces using Google Earth. The detection distances
of the second and third back-and-forth runs are lower than the first as they began
with a longer and faster forward movement and thus still resembled a straight
approach at the time of detection. That the drone flew the approaches with
varying velocity actually increased the detection range, as did the more time-
consuming flight patterns.

The proximity alert was triggered within 5m of the target window in every
experiment run. Unfortunately, due to the roof occluding GPS satellites, the data

from the traces is too imprecise to determine the exact distance in each case.
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Table 4.4: Detection ranges of the DJI Phantom 3 LOS experiment series.

Approach Detection range (m)
pattern Run 1 2 3
Straight 55.5 55 53.77
Zig-zag 60 59.5  60.13
Back-and-forth 60.22 51.47 48.65

4.8 Discussion of Preliminary Results

4.8.1 Results

The most notable discovery throughout our experiments was that detection happened
earlier than our simulations had predicted. In large part this is simply attributable
to our model being very conservative and real-world attacks not demonstrating such
extreme behavior. Ever-changing conditions and operator inaccuracy leads real
drone flight to have far more speed variance than the constant-speed approaches we
had assumed. No two consecutive flights were identical, even with the same intended
approach pattern. Close to the target, in the latter stages of an approach and during
surveillance, the movement is even more erratic as the drone must navigate a tighter
environment and counteract drift from wind conditions and sidewash turbulence in
order to establish and maintain a close hover. The reliance purely upon the operator’s
precise control is intensified as GPS stabilization systems are hampered by a reduced
view of the sky when near a building. The detection system parameters must be
carefully selected to ensure that the Escape phase is not indicated prematurely.
Takeoff is the first movement a drone makes, but communication begins before
this point. This prior communication is beneficial to our detection as the received
messages establish an initial measurement in each window, such that the takeoff
itself is enough to bring the standard deviation above the detection threshold in
many cases. Such early detection gives ample time for the user to be warned of a
privacy-invasion attack and take protective action. It also presents an opportunity to
simply inform a user of nearby drone activity that is not, or has not yet developed

into, an attempt at privacy invasion.
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4.8.2 Observations

Our experimental experiences reinforced the expectation of a reliance by the pilot
on the drone’s FPV video stream. At close range it is possible (and sometimes
preferable) to watch the drone directly when flying, however the benefits of doing
this quickly disappear as the drone operates further away and the pilot is less able
to reason about its position relative to other objects purely by eye. In this case,
and certainly where there is no direct line of sight at all, the attacker depends on
the streamed video to pilot successfully. Even in the minimal case, conducting the
privacy attack itself, the operator needs immediate feedback to ensure that the
drone obtains a good view of the interior of the building—it proved easy to capture
detailed footage of a window-frame by mistake. An attacker could, if their hardware
permitted, disable the video stream for a period in order to avoid providing a suitable
communication stream for the detection system. However, doing so near the target
or when attempting surveillance, would likely jeopardize the attack. Indeed, a short
surveillance distance is crucial in mounting a successful attack; at large distances a
high-resolution camera or telescopic lens is required to capture a detailed image of
the building interior and even then the visible area is heavily constrained by the
window. Our observations suggest that values of d, at one or two meters are realistic.

If the drone flies close to the ground for the entirety of the approach, ground
reflections are strong multipath components and violate the free-space propagation
assumption—making the drone indistinguishable from an attacker moving on the
ground themselves. In practice however, we expect that the attacker has to overcome
access restrictions and hence must fly higher for at least some part of the approach,

making the drone detectable again.

4.8.3 Deployment Considerations and Mobile Transmitters

The proposed standard deviation-based drone detection method uses one COTS
device to detect incoming commercial drones based on their signal characteristics.
This device could very well be a smart home device sharing its RSS observations

with the rest of the smart home network. However, this method is constrained to
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using a single device at a time and relies on specific placement of the receivers used
for detection. This means that the system is leaving a multitude of devices already
present in modern smart homes unused and thus misses out on potential performance
boosts. Furthermore, there is a lack of certainty regarding its performance when
faced with cross-traffic of various static and ground-based moving transmitters.
Nowadays, smart homes have busy radio environments due to the multitude of
devices communicating wirelessly. These devices range from routers, PCs and
other static devices, to devices carried by the user such as laptops or smartphones.
The standard deviation-based method can be expected to cope well with static
transmitters (e.g., desktop PCs, routers or laptops used in a stationary manner),
as variation in their signal strengths is largely due to multipath effects.
However, it remains unclear whether this method might confuse moving transmitters—

especially those outside the house—with drones, as moving transmitters are much
more likely to exhibit the characteristics assumed by the model. It is therefore
important to consider these types of non-drone transmitters when designing an
effective drone detection system. Therefore, we perform a new set of experiments to
determine whether the system is prone to false alarms in the presence of (benign)
static and ground-based mobile transmitters. As part of these new experiments,

we also investigate how less ideal device placements affect the detection.

4.9 Experiment with Mobile Transmitters and
Interfering Traffic

We conduct the new experiment in the same place and using the same approach
patterns as the preliminary experiment described in Section in order to ensure
comparability. In this new experiment we consider a wider range of receiver
placements including less ideal placements without LOS to the approaching drone.
Furthermore, we consider both static and mobile benign transmitters in order to
investigate likely sources of false alarms.

The setup of the experiment, placement of the devices and the routes of the

different non-drone approaches can be seen in Figure [£.20 For the receivers,
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we used eight Raspberry Pi 4s with a two-antenna Wi-Fi card (Alfa Network
AWUS036AC) attached over USB. The receivers were constantly recording Wi-Fi
traffic in monitor mode. The drones, static transmitters and the smartphone used
as a moving non-drone transmitter were all configured to communicate on the
same Wi-Fi channel in the 2.4 GHz band.

Four of the eight receivers (RX 1-4) were placed in windows facing the direction
from which the LOS drone approaches were launched. The other receivers were
placed in common places around the house: in a bedroom at the back of the house
(RX 8), in the downstairs living room (RX 5), at the top floor ceiling similar to a
smart light bulb (RX 7), and in the kitchen next to the Wi-Fi router (RX 6).

4.9.1 Non-drone Approaches

The non-drone approaches were done using a Huawei P20 Pro smartphone running
an iperf2 compatible app creating UDP traffic with a packet size of 750 bytes and
a bandwidth of 1.5 Megabytes/second. We considered seven different non-drone
approach patterns in which the phone was carried in the hand of one of the authors.
These patterns are listed in Table and their paths are outlined in Figure [£.20]
They include entering and exiting the house from the front and the back, starting
at a distance of 15m from the house and tracking the drones” approach paths on the
way. These patterns were included as they closely resemble a drone approaching
the house from the respective side of the house and might therefore be difficult
for the system to classify correctly. In addition to these four patterns, we defined
three movement patterns inside the house. For each floor we defined a pattern that
includes approaches to every receiver and covers every room in the house. Finally,
one pattern involved walking down the hallway and going up and down the stairs.

We completed at least five runs of each approach pattern.

4.9.2 Static Transmitters

For the static transmitters, we used seven Raspberry Pi 4s that were constantly

transmitting traffic to a server attached to the router via ethernet. The traffic was
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Table 4.5: Non-drone approach patterns used in experiment. These patterns were
completed using a smartphone. The receivers in LOS of the phone varied between
approach patterns.

Approach Description Receivers in LOS

Front door enter/exit Enter/exit house through front RX 3,6
door

Back door enter/exit Enter/exit house through back RX 1,2, 3, 4,6
door

Ground floor Approach each transmitter on the RX 1, 3, 5, 6
ground floor

First floor Approach each transmitter on the RX 2,4, 7, 8
first floor

Stairs Walk down hallway and up/down RX 7
the stairs

generated using iperf2 with the same parameters that were used with the phone for
the non-drone approaches (cf., Section . By running the static transmitters
while the non-drone approaches were performed, we ensured that there was data
from a dynamic environment with sufficient line breaks for each transmitter/receiver
pair. The static transmitters were placed in locations where one might find high-
bandwidth traffic sources (cf., Figure : In the living room, like a voice assistant
or smart display, e.g., Google Home or Amazon Echo Show (TX 10), in two of the
bedrooms, like a laptop or desktop PC (TX 6, 8), and at the front and back door

similar to smart door bells with integrated cameras (TX 1, 2).

4.9.3 Drone Approaches

For the drone approaches, we used the same four approach types as in Section [4.5.3
(cf., Table , in each case using the first floor window with RX 2 as the privacy-
invasion target. As done in the previous experiment, the NLOS approach was
further split into approaches over the roof and around the house to include both
a descent from above and reaching the window from the side. Every approach in
the series was performed with at least five run repetitions for each of the two used
drones (DJI Phantom 3 Standard and Parrot Bebop). The launch distance was
between 42 and 50 meters for the LOS approaches. For the NLOS approaches the
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Table 4.6: Results for the standard deviation-based method from Section [4.5] Numbers
in parentheses represent the absolute number of missed drone approaches for DR, or false
alarms for FAR.

Receiver DR FAR (static) FAR (moving)

1 098 (1)  0.02 (6) 0.381 (16)
2 0.961 (2)  0.041 (12) 0.619 (26)
3 0.961 (2)  0.122 (36) 0.571 (24)
4 0.961 (2)  0.031 (9) 0.357 (15)
5 0.784 (11) 0.085 (25) 0.5 (21)

6 0.843 (8)  0.095 (28) 0.595 (25)
7 0.823 (9)  0.068 (20) 0.524 (22)
8 0.803 (10) 0.024 (7) 0.643 (27)

launch distance was much shorter at around 30 meters as they started from the
front side of the house, with the operator moving to keep the drone in view during
the approach. No run exceeded a top speed of 7m/s (approx. 25kph/15mph), as

it is hard to control the drone at high speeds close to a building.

4.10 Evaluation of the Standard Deviation-based
Method

Using the data gathered in this extended experiment, we evaluated the method
described in Section by considering static and moving transmitters separately,
as well as by taking different receiver locations into account. The evaluation is done
for each receiver independently. In this evaluation, each sample of the positive set is
a run of a drone approach pattern using the data originating from the approaching
drone. By including every approach pattern for both drones this sums up to 51
samples in the positive set. The standard deviation-based method achieves a high
detection rate (DR) for all of the receivers situated in one of the windows facing
the approaching drones. The maximal DR is 0.98 at receiver RX 1 and none of
the window receiver misses more than 2 drone approaches. The results for all
the receivers can be found in Table [4.6l

For the static transmitters, each sample in the negative set is a run of a non-drone

approach pattern using the received data of one of the seven static transmitters.



78 4.10. Evaluation of the Standard Deviation-based Method

Courtyard and Garden

— === Rear entry/exit

Rear entrance — —
— (RX3)

o [

(TX1), X ®
O _.—“ Stairs | OO (TX5)

(RX1)

O ] L L]
E‘: ........... ( PR .
(RX6) ¢ )
] * * ( Dining ) .
e (L
", ( ) ::\n-house

r—

Front entry/exit== """ Front entrance

s : r . #lrnous
S | I ; ““ .:. (ground) —
l

(a) Ground floor

.T_arget_winﬁnw Courtyard and Garden
! i
L/ %\ *
— RX2_ 1 - (RX4)[|:
(TX9) Stairs
® : (1X4) ) Ensuite
o Bathroom
Bedroon;“x S v ""I’m-house"- .........
3 (first)
(RX7)

Bedroom
Bedroom

(RX8)

(b) First floor
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indicate approach patterns.
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In total, this sums up to 294 samples in the negative set. We only consider the
time of non-drone approaches for the negative set as this was the only time during
the experiment with significant activity within the house. Because the static
transmitters are only expected to lead to false alarms in a dynamic environment
as people move between receivers and transmitters and thus change the signal
environment, considering the whole duration of the experiment would skew the
results towards a lower false alarm rate (FAR). Nevertheless, only few false alarms
are registered in the case of static transmitters with an FAR of 0.041 or 12 false
alarms measured at receiver RX 2 in the target window. This indicates that this
method is well suited to distinguish drones from static transmitters.

However, this is not the case for other moving transmitters. The negative set
for the moving transmitters consists of all the runs of non-drone approach patterns
using the data originating from the smartphone. The total size of this set of samples
is 42. The performance is far worse in this comparison against moving non-drone
transmitters. We measured an FAR of 0.619 at receiver RX 2 in the target window

with a total of 26 false alarms being registered.

4.11 Kurtosis-based Method

Building on the insights that we gained from the results of both experiments
and to address the issues of the previous method, we propose an advanced drone
detection method that uses improved statistical metrics to better capture the
difference between airborne and ground-based moving transmitters. In contrast to
the previous method, this new method does not require control over the deployment
of the used devices and is additionally able to leverage several devices at once.
Hence, the whole smart home network can be exploited to improve the detection
performance. This means that the new method does not require the devices to
be repurposed for their new security function and thus signifies an important step
towards the use of ubiquitous sensing for security.

This improved method is based on the kurtosis of short-term signal changes and

stems from the observation that we expect fewer outliers for the signal strength
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measurements of the drone compared to other transmitters due to the more consistent
radio environment and the stable LOS to the receiver in the case of the ideal
placement. The kurtosis is the fourth standardized moment and measures how
far samples are from the mean. Samples within one standard deviation of the
mean contribute almost nothing to the value of the kurtosis, whereas samples
that are further away have a higher impact based on distance from the mean.
Therefore, a higher kurtosis means that there are more extreme outliers with

respect to the standard deviation.

4.11.1 Long-term Test

We combine the proximity and approach phase test into a single test. This test
triggers when the drone moves from the launch distance to a pre-defined detection
distance. For this test we check if the difference of the median of the last few
samples within a rolling time window of length w; and the median of the first few
samples breaches a signal threshold A, that can be derived from the launch distance
d; and the detection distance d;. We use the median to be more robust to singular

outliers. The proximity and approach phase test can thus be defined as follows:
median(last 100ms) — median(first 100ms) > A,

where

Ap =20- lOglo(dl) —20- lOglo(dd)

In addition to this, we use a similar movement test to before, using the sample
standard deviation of the N samples captured within the rolling window. Because
of the integrated proximity test, we adapt the method from Section to account
for the expected movement of the drone from the launch distance d; to the chosen
detection distance djy.

We know from Section 4.5 that Var(FSPL + Xy ) = Var(FSPL) + Var(Xy)
and Var(Xy) = o2 Here, o is the noise threshold derived according to Section .

Var(FSPL) is given by:
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Var(FSPL) = Var({20 - logio(d, — i - (dy — dq)/N) | Vi in 1..N})

Then the movement test succeeds if:

s(N) > \/Var(FSPL) - o*

For this combined long-term test, several rolling window lengths are used
to account for different drone speeds. At each point in time, the window that
minimizes the value used in the short-term test described in the following subsection

is used for the drone detection.

4.11.2 Short-term Test

In the short-term test, we are interested in signal strength changes that are not
related to the distance between the drone and the receiver, but are instead due
to small-scale fading effects. To minimize distance related changes, we consider
the difference between subsequent samples. This is motivated by the observation
that the difference in free-space path loss of two consecutive samples is negligible
if the sampling rate is sufficiently high.

The sample kurtosis of the NV samples captured within the rolling window is as fol-

lows:
(% 2N, i —z)*

=Ty

Here, a sample & is defined as the difference of two consecutive samples:
T; = T — Ti_q.

We consider the signal strength of the drone signal as the sum of random variables
FSPL for the free-space path loss and Xy for the noise (cf., Section . Then the

sum of these random variables for the difference of consecutive samples is given by:
X — Xz - Xi—l - FSPLz + XN,i - FSPL,_l - X/\[ﬂ;_l - X/\/,i - X/\/',i—l

As the free-space path loss cancels out, the difference of consecutive samples

is the sum of the noise of both samples. If we assume that the noise of each
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sample is normally distributed, it follows that the difference also follows a normal
distribution, as the sum of two normal random variables remains normal [19§].
Therefore, we expect the kurtosis of the sample differences to have a kurtosis close
to three (excess kurtosis close to zero). We expect higher values for the kurtosis
of other moving transmitters as they will be subject to other sources of noise and

are thus more prone to having outliers.

4.11.3 Message Rate

As modern drones are streaming high-quality live video to enable responsive control,
a high packet rate can be expected. Therefore, we test if the packet rate is high
enough within the tested time period. However, there can be a large amount of
packet loss if the drone is still further away. Therefore, this threshold has to be

chosen carefully to trade-off detection performance with detection speed.

4.11.4 Algorithm

In order to detect drones, we compute the combined approach/proximity and
movement tests described in the previous subsections. This is done using sliding
windows with increasing values of w;. When the signal strength increases by more
than A, and if there is noticeable movement as signified by the standard deviation
of the signal, we check if the message rate is high enough. Once all these tests are
positive, we finally check if the kurtosis of short-term signal differences is lower
than the threshold A,. If this is the case, a drone alarm is raised, otherwise
the system resumes operation. Pseudo-code for the detection algorithm can be

found in Algorithm [2

4.12 Evaluation of the Kurtosis-based Method

To evaluate whether the assumption holds that the difference of consecutive drone
signal strength samples resembles a normal distribution, we choose an excess kurtosis

threshold of 0 for the short-term test. To study the effect of the short-term test
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Algorithm 2: Kurtosis-based detection algorithm. Here, s, k and rate are
the tests introduced in Section .11} A full description for the algorithm is
given in Section [4.11.4]
Data: Data flow of one transmitter
Result: Boolean: Drone alarm
begin
Drone alarm <— ()
for Increasing w; until vy, do
if median(last 100ms) — median(first 100ms) > A,
and s(w;) > \/Var(FSPL) - 02 then
if rate(w;) > A, and k(w;) < Ay then
‘ Drone alarm <— True
else
‘ Drone alarm +— False

and the message rate limitation separately, we first concentrate on the former
and disable the message rate check.

We find that we achieve a DR of 0.902 at a detection distance of 30m with an
FAR of 0.095 for the receiver in the target window (RX 2). Both FAR and DR
decrease with decreasing detection distance; the FAR reaches a value of 0 at d; = 20
with a DR of 0.765, and the lowest DR is at d; = 10 with a value of 0.569.

If only the long-term test is being used then the DR is consistently at 1.0 but
the FAR is very high ranging from 0.73 to 0.97.

If we look at the histogram of the kurtosis values for a detection distance of
15m in Figure [£.21] we can see that although the DR is low if a threshold of 0
is chosen, the kurtosis values for both of the drones are still consistently lower

than those of the moving phone.

4.12.1 Detection Performance

If we take this observation into account, we can use higher thresholds on the
kurtosis to improve the performance of the detection system. Figure {.22] shows a
receiver operating curve (ROC) that compares the performance at the receiver in the

target window (RX2) for the cases of static and moving transmitters with different
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Figure 4.21: Histogram of the excess kurtosis short-term test values for the two drones
and the smartphone with a detection distance of 15m at the receiver in the target window
(RX 2). One can see that the kurtosis is consistently lower for both drones compared to
the phone.

Table 4.7: Detection performance for the receiver in the target window (RX 2) measured
by the AUC for different approach subsets.

Detection All app. LOS app. Bebop app. Phantom app.
dist. (m) Mov. / Stat. TX Mov. / Stat. TX Mov. / Stat. TX Mov. / Stat. TX
10 0.998 1 1 1 1 1 0.995 1

15 1 0.998 1 0.998 1 0.999 1 0.997

20 1 0.987 1 0.988 1 0.991 0.999 0.983

25 0.97 0.981 0.974 0.983 0.981 0.987 0.960 0.975

30 0.938 0.958 0.941 0.96 0.951 0.972 0.923 0.944

threshold values. We observe that very good performance can be achieved for both
transmitter types, with closer detection distances exhibiting better performance.

Table [4.7| shows the area under the curve (AUC) for the receiver in the target
window (RX 2) for different approach subsets. Similar to Figure , the detection
performance is generally higher for detection distances closer to the target window.
One can also see that the detection performance increases when only LOS approaches
are considered. Furthermore, the system is noticeably better in detecting the Parrot
Bebop drone, possibly because of its higher packet rate. Nevertheless, even the
performance for the DJI Phantom drone is generally good and no AUC value

is below 0.923.



4. Real-world Drone Detection Using Smart Home Devices

85

1.0
0.8
o -
0.6
k)
2
() "’,r
£0.4 —— 10m (AUC = 1.000)
e -~ 15m (AUC = 0.998)
0 —— 20m (AUC = 0.987)
' —— 25m (AUC = 0.981)
—— 30m (AUC = 0.958)

1.0

%92 0.2 0.4 0.6 0.8
False Alarm Rate
(a) Static transmitters
1.0
0.8
o =
&
= 0.6
2
s
$o0.4 —— 10m (AUC = 0.998)
e —— 15m (AUC = 1.000)
0o —— 20m (AUC = 1.000)
' —— 25m (AUC = 0.970)
—— 30m (AUC = 0.938)
%92 0.2 0.4 0.6 0.8

False Alarm Rate

(b) Moving transmitters

1.0

Figure 4.22: ROC curves for various detection distances at the receiver in the target

window (RX 2).

4.12.2 Spatial Dependence

The floorplans in Figure show the performance for different receiver locations

measured by the AUC when moving non-drone transmitters are considered for a

detection distance of 15m. One can see that receivers in the windows facing the

courtyard generally perform better as the drone launches from there for the majority

of the approaches. Hence, these receivers stay in LOS of the drone for the entire

approach for the LOS approaches and come into LOS for the NLOS approaches
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when the drone reaches the target window. Additionally, receivers on the first floor
generally perform better than their ground floor counterparts, presumably because
they are subject to weaker ground reflections of the drone Wi-Fi signal.

The receiver in the window on the first floor on the front entrance side (RX 8)
exhibits better performance than receivers placed in the middle of the house as

it is initially in LOS of the drone for the NLOS approaches.

4.12.3 Multiple Receivers

False alarms due to static transmitters are mainly caused by humans moving
through the direct line between transmitters and receivers. A line break leading to
a false alarm at one receiver is unlikely to cause a false alarm in a different location
where the direct line between receiver and transmitter remains uninterrupted.
Furthermore, transmitters moving within the house are less likely to keep a stable
radio environment between spatially separated receivers. Therefore, we expect that
using multiple receivers can improve the detection rate significantly. However, not all
of the tests described previously can be applied to more than one receiver at the same
time. Tests that include the distance between transmitter and receiver as an implicit
factor may fail at one receiver but succeed at the other depending on their spatial
separation. Therefore, we use one receiver as the main receiver for the detection,
whereas any additional receivers are only used for the long-term movement test.

In Figure [£.24] we used the receiver in the target window (RX 2) for all tests and
the receiver in the adjacent window (RX 4) only for the long-term movement test.
For RX 4 we used the movement test from the standard deviation-based method in
Section [4.3] instead of the movement test from the kurtosis-based method as the
former test is independent of the distance between receiver and transmitter. There

is a considerable performance increase compared to using a single receiver.

4.12.4 Message Rate

The detection performance depends upon the received message rate, which in turn

depends on the distance from the receiver. Therefore, a message rate threshold has
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to be carefully chosen with regards to the desired detection distance. If the threshold
is too high, no tests will be performed until the potential drone is very close to the
transmitter (i.e., late detection). If the threshold is too low, the computation of
statistical measures will be poor (e.g., when computing the kurtosis on very few
values). We have selected a nominal minimum message rate during our evaluation
and we explore the sensitivity of that selection here.

Figure shows the average message rates of the DJI Phantom droneﬁ as
received by two receivers (receiver RX 2 in the target window on the first floor and
receiver RX 5 in the middle of the living room on the ground floor) at different
distances. One can see that the average received message rate for RX 2 is below
20 packets per second when the drone is further than 30 meters away from the
target window and only starts to increase noticeably as the drone gets closer than
12 meters to the target. For less than ideally situated receivers such as RX 5, the
received message rates are much lower and hardly any packets are received when
the drone is further than 30 meters away from the target window.

These observations highlight the need for a carefully chosen message rate

threshold depending on the receiver location and the desired detection distance.

4.12.5 Detection Distance

The probability of detection is dependent on how far away from the receiver we
want to be able to detect the drone. In Figure [1.26] the detection rate is shown for
different distances when the system is tuned for a false alarm rate of zero. This
means that for each meter away from the target window, it shows the ratio of drone
approaches successfully identified at or before this point when using an optimal
set of system parameters for this detection distance. One can see that the system
is able to detect all drone approaches eventually without raising any false alarms.
LOS approaches are generally detected earlier than NLOS approaches.

Using the receiver in the target window (RX 2), the system is able to detect

all drone approaches at a maximum distance of 2 meters (6 meters if only LOS

8No GPS data was recorded for the Parrot Bebop in this experiment.
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Figure 4.25: Message rates at different distances for the receiver in the target window
(RX 2) and the worst-performing receiver located in the ground floor living room (RX 5).
Error bars represent the 95% confidence intervals.

approaches are considered). This can be further improved when more than one
receiver is considered, with a maximum detection distance of 5 meters for all drone
approaches (8 meters for LOS) when RX 2 is used in combination with the adjacent
first floor window receiver RX 4. For LOS approaches, the majority of privacy
invasion attempts are detected from further than 25 meters away from the target

window in both cases (single and multi-receiver).

4.12.6 Comparison With Other Systems

A comparison of our approach to other detection systems is challenging due to the
many differences in the considered scenarios, experimental design and reported
metrics. Out of all the related works, ADS-ZJU [144], Matthan [151] and the
work of Nassi et al. [152] are the most comparable as they all consider RF-based
detection methods, albeit using specialist hardware.

At ranges below 10m, our method outperforms these systems by detecting 100%
of drone approaches, with a false alarm probability of 0%. As the system was
designed to handle privacy-invasion scenarios, it is unsurprising that it is most
effective at these ranges—yet notable as no prior work achieves this performance.

The performance reduces with increasing distance however and other systems,
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Figure 4.26: Detection rates at different distances with a false alarm rate of zero.
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typically designed for longer-range detection, then perform better. When our
system is tuned to match the metrics quoted in other works it displays: recall
of 93.3% versus Matthan’s 97% recall at 10m with a matched precision of 95.9%,
detection probability of 73% versus ADS-ZJU’s 100% at 20m with a matched false
alarm rate of 2.8%, detection probability of 73% versus Nassi et al.’s 100% at 30m
with a matched false alarm rate below 10%.

However, our system is purely passive (without an injected visual stimulus as
in |152]) and, by contrast, operates with extremely cheap and readily available
equipment, such as Raspberry Pis, instead of specialist software-defined radios as all
the comparable work does. This means that our system is easier to deploy widely
as it can, in many cases, be made available as a software update to devices that are

already present in modern smart homes without requiring additional hardware.

4.13 Limitations

In our system, we consider an opportunistic attacker that uses pre-existing COTS
hardware to launch an impromptu privacy invasion attack. A more determined
adversary with expert knowledge could attempt to evade the system in various ways.

The attacker could try to disable the live video feed and attempt to control
the drone by sight alone. However, we have found that it is very challenging to
make the necessary precise maneuvers to stay close to the building if the drone
is being controlled from a distance by sight alone. This would likely lead to a
high risk of crashing the drone. Furthermore, even just having access to the
control channel might make detection possible, as the drone is constantly sending
telemetry reports back to the controller.

With a pre-programmed flight-path, the attacker could go one step further
and disable communication during the attack altogether. But due to the tight
maneuvering that is required for the attack and the imprecision of GPS, especially
as the drone can lose the connection to some satellites in the shadow of a building,

such an attack is unlikely to succeed in close quarters with the target.



4. Real-world Drone Detection Using Smart Home Devices 93

Another option for the adversary could be to modify their drone to use a directed
antenna in an attempt to avoid exposing the receivers of the detection system
to its radio communication. Aside from the additional technical understanding
required to perform this modification, beyond simply the purchase of an off-the-
shelf drone described in our threat model, this approach has practical difficulties.
Using a directional radio link would make the drone harder to control as the
controller would have to be consistently lined up behind the drone irrespective of
its rotation, or it would require a complicated and expensive tracking mechanism
to compensate. Furthermore, as the drone approaches so close to the system
receivers, even the weak sidelobes of a directed transmission may still be enough
to pick up the drone’s signal effectively.

In an attempt to evade detection, a determined attacker might also modify the
drone in a way that allows them to ensure that the signal strength of the drone’s
communication is received with a higher variation by the detection system. The
attacker could achieve this either by varying the power output of the drone between
every packet sent out by the drone, or by introducing an external jamming signal
in order to cause signal interference. However, in the case of the former this would
require low-level control over the drone’s networking hardware, and in both cases this
might reduce the reliability of the drone’s communication with the drone operator.

As our flow separation depends on the availability of consistent MAC addresses
and data flows, the attacker could attempt to avoid detection by changing their MAC
addresses throughout the approach. We expect this would be effective if the attacker
cycles through different MAC addresses with each packet that is sent between drone
and controller. However, this requires the attacker to have considerable control
over the network stack of the drone, and is not possible with standard consumer
equipment. Furthermore, a sudden increase in correlated transmitters could itself
be seen as suspicious behavior (but this would warrant further investigation and
is beyond the scope of this work).

Finally, we have not tested our system with drones operating in the 5.8 GHz

Wi-Fi band. Nevertheless, we expect the detection system to work similarly well
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for drones using that band. In fact, due to the increased susceptibility of the 5.8
GHz band to NLOS attenuation and the importance within the system of detecting
transition between LOS and NLOS environments, it is possible that the detection

may prove more effective in this band.

4.14 Conclusion

In this chapter, we developed a method to detect privacy-invasion attacks by drones
based on their communication with a controller. Our approach uses analysis of
RSS variance in the drone’s transmissions to check for free-space propagation and
examine its movement. We developed a further method to monitor if the drone is
approaching the detector or moving away from it and another to detect proximity
to a receiver. Combined use of these metrics enables us to track the phase of an
attack. The system takes into account the challenges posed by cross-traffic of various
static and ground-based moving transmitters, as it relies on statistical metrics that
capture the difference between airborne and ground-based moving transmitters,
thus keeping false alarms low and improving the usability of the system. The
sensors used by the system do not have to be deployed with drone detection in mind
and the system is able to leverage the observations of several devices to improve
detection performance. We conducted real world experiments using two types of
commercially-available drones that are controlled over Wi-Fi, with consideration
of various example flight patterns and non-drone transmitters. For all series, the
approaching drone was detected without causing false alarms for stationary or
mobile non-drone transmitters. We were able to detect a drone approaching in LOS
of the detection system at a minimal distance of 6 meters, with the majority of
approaches detected at 25 meters. Even for a NLOS approach, detection worked
reliably and did not inconvenience the user by triggering false alarms.

In summary, our system is able to detect drones flying nearby and can alert when
a drone is in proximity of a window. For even the largest of physical windows, the
detection happens at a great enough range that an attacker will have had no chance

to conduct detailed surveillance before the alarm is raised. Our implementation
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used only cheap and easily-obtained hardware representative of devices found in
modern smart homes. Moreover, the system is built upon measurements that are
available in the vast majority of Wi-Fi capable systems. This means that it can
be delivered as a pure software update to existing devices already present in the

home—making it easier to deploy in the real world.
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5.1 Introduction

The next important step on the path to creating a system that can successfully
leverage ubiquitous sensing for security is to increase the self-reliance of such a
system. A self-reliant system needs to be able to autonomously adapt to the specific
deployment environment in which it is being used without putting additional strain
on the user. In this chapter, we propose an event verification system for event-driven
smart home systems that is able to verify the occurrence of smart home events under
consideration of both spoofing and masking attacks. We show that this proposed
system can learn the necessary selection of sensors and their physical event signatures
independently and without supervision by the user, thereby addressing RQ3. We
choose event verification for event-driven smart home systems as our second example
because these systems are the defacto standard for modern smart homes and there
is thus a real need to ensure event integrity. Furthermore, event-driven smart homes
provide access to event information, which enables the proposed system to adapt to
its surroundings without intervention from the user. Due to the insecure nature
of many [oT devices, it is however possible that the attacker may be able to read
the broadcasted sensor data that underpins the event verification system, or that
individual devices used for verification might be under the control of the attacker.
When designing security systems based on ubiquitous sensing, it is therefore essential
to consider attackers with those kind of capabilities. Therefore, we engage with
RQ4 by demonstrating the impact such strong attackers have on our system.

In recent years, devices that are part of our everyday lives have become
increasingly interconnected—creating an Internet of Things (IoT). This has led to
the presence of networks consisting of a heterogeneous array of devices in many
peoples’ homes. Examples of these devices range from surveillance cameras to smart
locks, and from remote-controlled garage doors to self-learning thermostats. Due to
these devices, users are now able to remotely view their homes, automatically unlock
the front door when arriving at home, open the garage door without leaving the
car, and offload the burden of worrying about energy-efficient heating. The control

of these devices is typically facilitated by event-driven smart home systems, which
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Table 5.1: Smart home devices and possible attacker goals. Attacker goals follow the
classification by Denning et al. [49]. Each device affects the readings of nearby sensors
that could be used for event verification. Devices used in our real-world experiment are

highlighted in bold.

Device Attacker goal Sensors for verification Ref.

Door Enabling physical entry, Accelerometer, Light, [22]
Physical theft Air pressure, Microphone

Window Enabling physical entry, Accelerometer, Air quality, (61129
Physical theft Air pressure, Microphone

Window shade  Espionage, Voyeurism Accelerometer, Power, |13} ]152]

Microphone, Light

Light Data exfiltration, Espionage, Light, Power |51} 162]
Causing physical harm

Smart cam Espionage, Voyeurism Power, Accelerometer [201]

Thermostat Enabling physical entry, Temperature (6] 149
Extortion

Door lock Enabling physical entry, Accelerometer, Microphone [50]
Physical theft

Siren Causing physical harm, Misinformation Light, Microphone [17]
Causing environment damage,

Kettle, Oven, Iron Causing physical harm, Power, Temperature, Humidity, [22] 29

Causing environment damage Accelerometer, Microphone

are systems in which events (e.g., device state changes or measurement updates)
reported by one device trigger actions (e.g., unlocking the door or changing the
room temperature) by other devices [160]. These systems enable users to remotely
control and monitor devices and automate everyday tasks.

Unfortunately, as the focus in the development of smart home devices is often
on the functional aspects, security is usually not the highest priority [1,49]. In the
past, this has opened up devices to attacks and infection by malware. The nature
of 10T devices permeating a user’s life thus comes with real dangers. Sensitive
data might be leaked, actuators could enable physical interaction within peoples’
houses, and distributed attacks may be launched using the myriads of installed
smart home devices.

There has been a significant amount of work dedicated to reducing the risk
posed by insecure IoT devices. Existing work has focused on either device and smart
application permission systems [6-8], or network traffic analysis [9} (10, 43]. But none

of these approaches can protect event integrity after a device has been compromised.
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Figure 5.1: An example of how door events can affect different sensors. The red lines
correspond to the timing of first a door opening event and then a door closing event. One
can see that the door closing event has a clear effect on all three sensors, whereas the
door opening event affects primarily the light and pressure sensors.

A compromised device can control what data it sends to the smart home system and
thus lie about what it is really doing or sensing. Possible attacks range from smart
cameras being turned on without the knowledge of the occupants, to smart locks not
locking the door as instructed. An interesting property of smart home systems is the
interconnectedness of events. A device that seems to have no security relevance can
become an attack vector if it triggers actions by other devices (e.g., a system that
unlocks the back door when the kitchen light is being turned on [22]). An overview
of smart home devices and potential attacker goals can be found in Table
Despite the risk posed by the presence of cheap and often insecure IoT devices,
their pervasiveness also opens up new ways to strengthen the security of smart
home systems, as these devices are often equipped with a variety of sensors whose
readings allow us to draw conclusions about their environment. Because these

sensors can measure the physical effects of device actions and events, they can thus
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be used as a secondary source to verify that these events have actually occurred.
As an example, Figure [5.1] shows how a closing door affects an air pressure sensor, a
light sensor and an accelerometer placed within the same room. Table provides
a (non-exhaustive) overview of which sensors are expected to sense effects of events
relating to current smart home devices.

In this chapter, we introduce PEEVES, a system that automatically verifies
events in smart homes based on physical event signatures. As events are fed
into the system, it uses the distributed sensor data for supervised learning of the
corresponding event signatures. By leveraging sensors available in the same physical
environment, PEEVES can verify if reported events have actually occurred. Our
system is able to automatically learn these signatures and determine which sensors
are relevant for verification—without supervision by the user. We demonstrate
the feasibility of PEEVES in a real-world experiment and evaluate it against a
zero-effort attacker as well as two advanced types of attackers. The zero-effort
attacker spoofs or masks events at arbitrary times. Therefore, their success hinges
on the timing of their attack coinciding with sensor anomalies that result in the
system misclassifying the event in question. The first advanced attacker introduces
the notion of an opportunistic attacker who can wait for and predict the right
attack opportunity in order to increase the impact of their attack. The second
type of advanced adversary considered in this chapter is an attacker who has the
ability to compromise parts of the system during operation and can thus create
attack opportunities of their own volition.

In this chapter, we make the following contributions:

o We introduce PEEVES, a system to automatically learn smart home event

signatures for various sensing modalities (RQ3).

o We test PEEVES in a real-world experiment with 48 sensors and 22 different

event types over two weeks.
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o We use the resulting dataset to evaluate PEEVES against spoofing and masking

attacks, and we make this dataset publicly available.E]

o We introduce a method for the attacker to predict attack opportunities in
order to increase their success rate and show that PEEVES is still effective

against this strong adversary (RQ4).

o We evaluate PEEVES against an adversary that can compromise parts of the
verification system and demonstrate how sensor fusion can be used to improve

resiliency against this kind of attack (RQ4).

The remainder of the chapter is organized as follows: Section gives an
overview of smart home background. Sections and outline our system and
threat model. We describe our experimental design in Section and our methods
in Section [5.6, We present our results in Section discuss real-world issues and
limitations in Section [5.8] and conclude the chapter in Section [5.9]

5.2 Background
5.2.1 Smart Home Systems

There are many competing smart home systems ranging from commercial solutions
such as Samsung’s SmartThings [161] and Apple’s HomeKit [202] to open-source
tools like OpenHAB [203] and HomeAssistant [204].

Even though these systems use different terminology, they all have the same
fundamental conceptual design. Each system uses a smart hub as a central node
that aggregates data and controls the interactions between devices. Additionally,
the hub often connects devices to external cloud services. Devices can have sensors
measuring their physical environment, as well as actuators that interact with it.
For example, the opening and closing of a door can be detected by a magnetic
contact switch (sensor) mounted on the doorframe, whereas a smart light switch

(actuator) can be used to remotely control a ceiling light.

Thttps://www.doi.org/10.5287 /bodleian:mv22Jk2Xj
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These devices have internal states that are representations of the actual physical
states they are monitoring. In the previous example, the door can be either “open”
or “closed”, while the ceiling light has the states “on” or “oft”. Physical events
are state changes that can be triggered by the user directly (e.g., opening a door),
through a user interface (e.g., “Alexa, turn on the kitchen light”), or automatically
by the system hub (e.g., lower blinds at sunset every day). When a smart device
notices that a monitored physical state changes, the device notifies the hub by
sending an event notification. Note the difference between physical events and
event notifications. Physical events are the phenomena happening in the real
world, whereas event notifications represent the view that a smart device has (or
claims to have) of those phenomena.

Automations of devices are configured by the user through rules that typically
follow the trigger-action principle. For example, a rule can state that whenever the
kitchen door opens (trigger), the ceiling light in the kitchen should be turned on
(action). In many systems, several actions can be grouped together by creating
modes to simplify rules. If the user wants to open the blinds and make a cup of

coffee every time their alarm goes off, they can create a “good-morning” mode that

triggers all these actions at a certain time rather than program them all individually.

5.3 System Model

We consider a system model inspired by contemporary smart home systems as
described in Section [5.2] These systems are controlled by a central hub, and all
their traffic is routed through that hub.

Besides the hub, PEEVES consists of several heterogeneous smart home devices.
Devices have attributes that describe what they can do. These attributes can be
possible device states or measurements, and supported actions.

In our system, we differentiate between two different attribute types. Attributes
related to physical events are considered to be event sources. These attributes

consist of a finite list of possible device states or actions. For example, a door
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sensor has the states “open” and “closed”, whereas a window shade understands
the actions “up” or “down”.

When the state of a device changes in the real world, we refer to it as a physical
event. For example, this can be someone turning the door handle and pushing the
door to open it, or the window shade moving from one position to another. We
define event notifications as reported state changes occurring at time ¢. An event
notification is represented by a tuple E; = (d, a), where d is the affected device and
a is the changed attribute of the event source. We assume that events are reported
in a timely manner, i.e., the system rejects delayed event notifications. This is a
parameter that should be chosen to accommodate the expected network delay (e.g.,
~20-200ms for Zighee with a maximal payload size of 150 bytes and a maximal hop
size of 6 |205]). We disregard this parameter in our analysis for the sake of simplicity.

The goal of PEEVES is to verify if the physical event associated with a received
event notification did in fact occur. Hence, the verification of a physical event is
triggered by the reception of an event notification.

Other sensors of various datatypes provide measurements and are used as
verification sensors. Data collected by verification sensors gets transmitted to
the central hub for further processing. This data is then being used to learn the
sensor-specific physical fingerprints of events. Event verification is done by the hub
and is based on the aggregate data of all the sensors. We assume that event sources
and verification sensors remain uncompromised during training and that the hub
system software remains uncompromised during operation as well as training.

PEEVES provides a countermeasure to event spoofing, i.e., when an event source
or a malicious application running on the hub [17] reports an event that has not
physically happened. The system can additionally be used to check for event
masking, i.e., when an event notification is suppressed for a real physical event. In
this case, the system continuously checks for event occurrences on a rolling window
of sensor data. An overview of PEEVES is given in Figure 5.2l PEEVES is designed
to run autonomously in the background, alerting the user of potentially fraudulent

events through a mobile phone app. The user is only required to provide feedback
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Figure 5.2: This figure gives an overview of PEEVES and three exemplary scenarios. The
window shade at the top exhibits a fault and does not act on a command by the smart
hub in the middle. On the bottom right, the door sensor sends a spoofed event to the
hub, falsely claiming that the door has been opened. To the left of it, the light bulb has
been turned on without sending an update to the hub—masking the event. PEEVES uses
verification sensors to check the physical fingerprints of the corresponding events. This
is possible as these events have measurable effects (dashed lines) on sensors measuring
physical phenomena such as power meters (top left), accelerometers (top right) or light
sensors (bottom).

to the system if an alert is raised, at which point they can advise the system how
to proceed. For example, a user would dismiss an alert if an event has been marked
as spoofed, but the user knows that the event in question has in fact occurred.

Otherwise the user would instruct the system to suppress the illegitimate event.
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5.4 Threat Model

We consider an attacker that is able to remotely compromise event sources in
the smart home. This allows them to trigger any supported actions or events
directly, bypassing the hub. The attacker is, however, not able to make any
physical changes to the devices or events. Furthermore, the attacker is able to
choose when and if they report an event to the hub. The attacker is thus able
to launch both spoofing and masking attacks for the compromised event source.
However, events that have a large delay between event timestamp and time of
notification will be automatically rejected by the system (i.e., the attacker can
not delay their decision to launch the attack).

For example, an attacker might want to gain access to a house. Similar to the
example in IoTGuard [22], the back door of the house gets unlocked when the smart
home enters a “home mode” which is triggered when the front door opens. The
attacker can then use a compromised door sensor to spoof an opening door event
to trigger the “home mode” and thus unlock the back door. Similarly, an attacker
might mask an event that warns the user that the privacy mode of a smart camera
has been turned off if they want to spy on the inhabitants without alerting them.

However, mismatches between the internal state of a smart home system
and reality are not limited to malicious behavior. In our experiments, we have
experienced how device faults can have similar effects to attacks. Examples include
a window shade not executing commands despite acknowledging them (e.g., due to
being stuck) and a smart radiator valve that did not notice that it was constantly
heating due to a blocked actuation pin. These kinds of faults are particularly
common with “retrofitted” smart devices, i.e., regular devices with added smart
control logic. The less integrated the smart and normal components of the device are,
the more likely is a mismatch between the device’s reported and actual state changes.

Our system considers three types of attackers of increasing severity:
o Zero-effort attacker/Sensor fault

o Opportunistic attacker
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Figure 5.3: The device deployment for the experiment is pictured in this floorplan. The
numbers refer to the group numbers in Tables and Sensor group 8 is mounted on
the door, groups 9 and 11 are placed on tables, and group number 4 is fixed to a shelf.
All the other sensors are mounted on the wall.

o Sensor-compromise attacker

For all attacker types, event sensors are considered to be untrusted, as they
can be compromised or exhibit random faults. None of the attackers has physical
access to the devices. The zero-effort attacker spoofs or masks events at arbitrary
times and does not have knowledge of any system parameters such as the features
used for detection. Furthermore, this attacker can not read the data of the
verification sensors.

In comparison, the opportunistic attacker knows all the system parameters,
such as the features used for detection, and has read access to the current data
of all sensors. Using this information, this attacker tries to spoof or mask only
at times when they think they will be likely to succeed. The attacker’s goal is to
maximize the probability of their spoofed or masked event going undetected (i.e.,
being incorrectly judged as genuine) while minimizing the amount of time they have
to wait for an attack opportunity. Neither the zero-effort nor the opportunistic

attacker can modify or suppress data originating from verification sensors.
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Finally, a sensor-compromise attacker is an extension of the opportunistic
attacker. In addition to the above capabilities, a sensor-compromise attacker can
also modify the sensor data of a subset of verification sensors in real-time (e.g.,
replay a correct sensor signature of a compromised accelerometer for the “door
closed” event). The attacker uses this to create opportunities by manipulating
the compromised sensors’ data streams. The sensor-compromise is still bound by
the system requirement of timely sensor data (i.e., they can not retroactively

modify sensor data).

5.5 Experimental Design

To evaluate the feasibility of our proposed system, we conduct an experiment
in which we collect the physical signatures of 22 event types in a smart office
environment. The experiment is conducted continuously over two weeks while the

office is being used by four people for their everyday work.

5.5.1 Overview

During the study, we collect data for a diverse range of events and sensing modalities.
In an office, we distribute thirteen Raspberry Pis, each equipped with several
environmental sensors to collect data. The deployment for this experiment can be
found in Figure [5.3] while a detailed sensor configuration is listed in Table [5.3] A
description of the sensor types used in the experiment can be found in Table [5.2]
We consider as event sources: an office door with automatic closing mechanism, a
sliding window, a ceiling light, an automatic window shade, a fridge, an automated
tower fan, a smart radiator valve, a smart coffee machine, a PC with attached screen
and a smart camera with privacy mode. Over the whole two week duration of the
study, we registered 2773 events in our smart environment. A description of the

event sources together with their corresponding events and event occurrences

can be found in Table (.4l
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Figure 5.4: Experimental setup

Table 5.2: The different sensor modality types considered as verification sensors in the
real-world experiment. The number of sensors deployed of a certain type is given in
parentheses.

Abbreviation Sensor modality (#)

Accelerometer (10)
Gyroscope (10)
Magnetometer (1)
Air pressure (9)
Humidity (5)
Temperature (10)
Light (7)

Power meter (7)
Air quality/CO; (2)

HEHEEvE Q>

PM
AQ

S Sound pressure level (6)
R Received signal strength (6)
TC Thermal camera (2)
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Table 5.3: The sensor configuration for the real-world experiment. The sensor modalities
covered by each sensor are given in parentheses. The used abbreviations can be found in
Table[5.2] The deployment is pictured in Figure [5.3]

Group # Device Sensor (Modalities)

MPUG050 (A/G)
BMP280 (P/T)
1 Pi#1 TSL2560 (L)
USB microphone (S)
Ralink RT5370 USB WiFi dongle (R)

MPUG050 (A/G)
BMP280 (P/T)
2 Pi #2  TSL2560 (L)
USB microphone (S)
Ralink RT5370 USB WiFi dongle (R)

MPUG6050 (A/G)
BMEG680 (P/H/T)
TSL2560 (L)
3 Pi #3 SGP30 (AQ)
USB microphone (S)
Ralink RT5370 USB WiFi dongle (R)
Contact sensor (window 2)
MPUG050 (A/G)
Contact sensor (window 1)
Plug #3 TP-Link HS110 (PM of window shade)
Plug #4 TP-Link HS110 (PM of smart cam)

MPUG050 (A/G)
BMP280 (P/T)
Pi #5 TSL2560 (L)
USB microphone (S)
Ralink RT5370 USB WiFi dongle (R)

MPU6050 (A/G)
BMP280 (P/T)
6 Pi #6  TSL2560 (L)
USB microphone (S)
Ralink RT5370 USB WiFi dongle (R)
MPU6050 (A/G)
BMEGS0 (P/T/H)
TSL2560 (L)
7 Pi #7  SGP30 (AQ)
USB microphone (S)
Ralink RT5370 USB WiFi dongle (R)
Force-sensitive resistor (ligh switch)
ST Micro LPS25H (P/T)
ST Micro HTS221 (H/T)
ST Micro LSM9IDS1 (A/G/M)
Contact sensor (door)
Pi#9 MPUG6050 (A/G)
Pi #13  Fan remote control
Plug #5 TP-Link HS110 (PM of fan)
Plug #6 TP-Link HS110 (PM of PC)
Plug #7 TP-Link HS110 (PM of screen)
MPUG6050 (A/G on fridge)
BMEG680 (A/T/H on fridge)
Pi #10 BMEG680 (A/T/H inside fridge)
10 TSL2560 (L inside fridge)
Contact sensor (fridge)

Plug #1 TP-Link HS110 (PM of fridge)

Plug #2 TP-Link HS110 (PM of coffee machine)
1 Pi#11 MLX90640 (TC)
12 Pi #12  MLX90640 (TC)

Pi #4

ot

8 Pi #8
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Table 5.4: This table shows the event sources considered in the real-world experiment
and their corresponding event notifications. The number of event occurrences is given
in parentheses. The group number refers to the deployment group number pictured in

Figure
Group # Event source Event notifications (#)

o Window Window done (44)
equiva eQ3 radiator thermostat gﬁzg ZE" Eiﬂ;

\ Samsung SmartCam SNH-VP6410PN g:igz Z?f gggg
Teptron Move window shade controller gﬁzgg 35“554()75)

7 Light switch iiiﬁ‘é off 218
oo Door opened (340)

3 Door closed (340)
Ring doorbell Doorbell used (52)
Desktop PC Eg g?f ((;?2);

P LCD screen - Ei?)
Tower fan llj:zﬁ Zg 823

10 Mini fridge gﬁiii zﬁ)zzzd(éz?

Smarter Coffee Coffee machine used (34)

5.5.2 Data Collection

The ground truth for the events is collected as follows. The door, window and
fridge are outfitted with magnetic contact sensors, shown in Figure . Light
switch events are registered through a force-sensitive resistor that registers when
the switch is being pressed, see Figure . The smart cam follows a schedule,
periodically switching between privacy mode and normal mode every hour. When

the smart cam is in privacy mode, its camera is tilted towards its case, preventing
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Table 5.5: This table gives an overview of which events were triggered manually or
automatically. For automatically triggered events, the schedule of device actuations is
given.

Event source Manual Automatic Schedule

Camera X 4 Toggle every hour (24/7)
Coffee machine 4 X -
Door v X .
Doorbell 4 X -
Night: 2 min every 30 min
Fan v v day: 2 min every 2 h
Fridge 4 X —
Light switch v X —
PC X v 2 h on, 2 h off (24/7)
, Twice per day for 30 min
Radiator v v once for 15 min
30 min on, 30 min off
Screen X v during PC duty cycle
, 6-9am: toggle every 30min
Window shade v v 7-9pm: toggle every 30min
Window 4 X —

it from recording video from the room. Window shade, radiator, fan and coffee
machine can be controlled via a tablet, see Figure . As the fan used in the
experiment does not have any network connectivity, we automate it by using a
Raspberry Pi Zero as an infrared remote control, shown in Figure p.4(b)] The
doorbell events are being polled from the Ring servers.

Events are triggered sporadically by the office occupants and automatically at
certain times. Smart cam, PC and screen events are only triggered automatically,
whereas door, window, fridge, doorbell, and coffee machine events are only triggered
manually. Automatic events follow a schedule with randomized starting times to
avoid systematic cross-contamination of event signatures. More details on event
schedules are given in Table [5.5

We use the Network Time Protocol (NTP) to synchronize time across the
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Raspberry Pis used in the experiment. The sensors connected to the Raspberry
Pis are continuously being polled over their I2C' interface. The measured data
is being saved locally on USB sticks. As an example, the sensor configuration of
one Raspberry Pi is shown in Figure [5.4(a)]

In addition to the sensors connected to the Raspberry Pis, we use TP-Link HS110
power meters to measure the voltage, current and power usage of the corded devices.

The measurement data of the power meters is continuously polled over WiFi.

5.5.3 Ethical Concerns

This project has been reviewed by and received clearance by the responsible research
ethics committee at our university (approval number CS_C1A_19 009). The main
concerns relate to the door contact sensors, thermal cameras and the microphones
used as sound pressure sensors. The door contact sensors could, in theory, be used
to track people’s movement (i.e., when they enter or leave the office). However, as
the office is used by multiple people, it would not be possible to relate this data to
individuals. In addition, individuals can enter or leave the room freely if the door
is propped open. Naturally, microphone data would be far more sensitive. To avoid
this issue, we use the microphones only as sound pressure sensors that record sound
levels, rather than the raw audio. As such, it is impossible for sensitive audio data
(e.g., conversations) to be recorded. Raw sound pressure values allow the detection
of noise, but they do not allow one to accurately determine the event or activity that
caused it. Despite their low resolution, the thermal cameras could be used as low-
quality video cameras, as the outlines of humans can be easily distinguished from the
colder environment. Therefore, we only collect column and row averages of thermal

image frames and thus make it impossible to recreate the original video data.

5.6 Methods
5.6.1 Data Labeling

Separately for each event, we label all points in time with either 0 (no event

occurred) or 1 (event occurred). The timestamps of 1-samples are identified by the
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corresponding ground truth (e.g., the precise moment a door closes as identified by
the contact switch). The event time for automatically triggered events is the moment
the command is sent to the device. 0-events are generated periodically in 1-second
intervals for the remainder of time. For the spoofing attack detection this approach
initially leads to “ambiguous” labels close to events. For example, if a door closes
at time t, the system will likely detect (and correctly verify) this in a small window
around t. The fact that a O-sample very close to a 1-sample is classified as 1 (i.e.,
potential spoofing opportunity) does arguably not pose a problem. While this would,
in theory, allow the attacker to spoof events just before or after actual events, there
would be no incentive to do so. In order to deal with this, we use so-called safety
margins around events. We remove samples measured during such a safety margin
from both the training and test data. We set the size of the safety margin to twice
the size of the largest sensor window. For the masking attack detection, however,
we can not make use of the 1-samples with the exact time of the event as the event
masking would make the actual timestamp unknown to the system. Instead, rather
than removing the O-samples within the safety margin around the event, we label
these samples as 1-samples for the sake of evaluation, as these are the samples for
which the rolling window overlaps with the sensor signature. Therefore, a masking

attack is successfully detected if any of these 1-samples is classified as such.

5.6.2 Dataset Division

We split our 2-week dataset into three parts: development, training and testing.
Each of these parts forms a block of consecutive samples, rather than choosing the
appropriate fraction of samples randomly over the entire dataset. This reflects actual
system operation, for which the training phase has to predate testing in its entirety.
This is especially crucial as we require the event sources to remain uncompromised
during the training phase. We use the first day of data for development and split
the remaining data evenly into training and testing sets.

The development set is used for two purposes: Calculation of the sensor-specific

windows and feature selection. We describe the methods for both of these in the
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following subsections. Based on the selected features, we then train and test the

classifier on the remaining two parts.

5.6.3 Sensor Window Selection

Each event is associated with a single timestamp (e.g., the precise moment the
contact sensors detects a closing or opening door). However, the physical signature
of the event can precede, follow or overlap with the event. An illustration of these
differences is shown in Figure [5.1] Even for the same event, the time window
in which the event signature is noticeable depends on the sensor. For example,
the door closing is preceded by changes in light and followed by an accelerometer
response. This event signature window defines the period over which sensor data
is collected to verify the event (see the next subsection for details on feature
extraction). While it would be possible in principle to manually set these sensor
windows for each event based on the data, we develop an automatic approach
that is used before the system’s training phase:

The window size and position relative to the event is controlled by two parameters:
t* and t~. Given an event timestamp t, the corresponding window will be the interval
(t —t~,t+1t"). For each event, we obtain the optimal values for both parameters
through a grid search on the development set. The performance indicator for this
grid search is the average relative mutual information (RMI, see next subsection) of
all features. In order to avoid distortion of the average by very poor features, we
exclude features that do not perform better than a “random” feature. An illustration
of the results of this grid search for the same event and two different sensors can
be seen in Figure 5.5 It is evident that the window for the light sensor largely
precedes the event (i.e., negative values of ¢~) whereas the accelerometer response

achieves the best distinctiveness in a 4-second window directly following the event.

5.6.4 Feature Extraction

The baseline values of many of our environmental sensors fluctuate heavily through-

out the day (e.g., the air pressure readings are dependent on the ambient air
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pressure outside). As we still want to capture transient changes caused by events,
we have to compute changes relative to the current baseline. To do so, we compute
the features in the following manner. For each 0-sample and each 1-sample (see
Section , we construct the event signature window as described in the previous
section using parameters t* and ¢t~. As the current baseline, we subtract the mean of
the preceding window with the same length as the event signature window. We then
compute five statistical features (min, max, mean, sum, and standard deviation)
on the corresponding event signature window on the data of every sensor.
Following the feature extraction, we measure each feature’s quality (i.e., dis-
tinctiveness). This is needed for the computation of ideal window sizes for each
sensor (see following subsection) and feature selection. We use relative mutual

information (RMI) as a quality measure. RMI is defined as

H(event) — H(event|F')
H (event)

RMI(event, F') =

where H(A) is the entropy of A and H(A|B) denotes the entropy of A conditioned
on B. event denotes the ground truth for this sample (i.e., 0 or 1) and is therefore
discrete. However, the feature space for most features is continuous. In order to
precisely determine the conditional entropy, binning would be required to discretize
the features. However, the reported RMI would depend on the binning strategy
and number of bins (with more bins leading to a higher calculated RMI). To
avoid this problem, we use the non-parametric approach proposed by Ross et
al. to estimate the mutual information between the discrete event ground truth
and continuous features [206].

Due to the small number of 1-samples and the resulting class imbalance, features
often show a comparatively high RMI in the development set without actually
providing systematic information about the event. This is particularly critical as
feature selection is performed on a small subsample of the entire data. Due to
timed automated events, events sometimes occur at the same time. While this

is not systematic, even a small number of overlaps can lead to overstated RMI.
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In order to limit the effect of noisy features and reduce model training time, we

select features with an RMI above 40%.

5.6.5 Classification and Metrics

In this chapter, we compare two decision making processes. The first approach
uses a monolithic classifier, whereas the second approach uses an ensemble of
classifiers trained on individual sensors to provide more robustness when faced
with compromised sensors. For both approaches, we use a binary linear support
vector machine (SVM) as our classifier. We choose a linear kernel due to the large
amount of training data (roughly 600,000 samples) and high number of features.
The classifier is parametrized by the penalty parameter C. Since the two classes
(events and non-events) are highly imbalanced, we assign different values of C
proportional to the fraction of samples for each class. This avoids biasing the

classifier towards the more common class (i.e., non-events).

Monolithic Classifier

For the monolithic classifier approach, we train a single SVM classifier on all the
features extracted through the process described in Section [5.6.4f Therefore, all the
sensors with features that have sufficiently high RMI values could possibly influence
the decision of this classifier. Instead of using the actual binary classifier decision,
we calculate each sample’s distance to the decision boundary. This allows us to
then define a threshold on this distance to control the tradeoff between detection
rate (DR) and false alarm rate (FAR). In a spoofing attack, the attacker flips a
O-sample (non-event) to a 1-sample (event). The DR is therefore defined as the
fraction of 0-samples that are correctly classified (i.e., the probability of detecting
a spoofing attack conducted at a random time). Conversely, the false alarm rate is
defined as the fraction of wrongly classified 1-samples (i.e., actual events that are
wrongly classified as spoofed). For a masking attack, the attacker attempts to do
the opposite (change a 1-sample to a O0-sample). The DR is therefore defined as

the fraction of correctly classified event periods (i.e., the probability of detecting
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a masking attack of an actual event in a time period equal to the safety margin
around the event), whereas the false alarm rate is defined as the fraction of wrongly
classified O-samples (i.e., the probability of wrongly classifying the occurrence of
a masked event at a random point in time). When detecting masking attacks, we
aggregate false alarms within a time period equal to the safety margin to emulate
normal system behavior (i.e., if several consecutive O-samples are wrongly classified
within this time period only the first one raises an alarm). We do this because
false alarms typically occur in bursts due to the overlapping nature of the rolling
windows of sensor data. We do not aggregate consecutive misclassified 0-samples for
spoofing, as each of these offers a separate opportunity for the attacker. We combine
both metrics into the equal error rate (EER), which is the error rate at a threshold
where (FAR = 1 — DR). Since the relatively limited number of 1-events leads
to an equally limited number of possible FARs or DRs for spoofing and masking,

respectively, we use geometric interpolation (see Figure [5.8)) to obtain the EER.

Sensor Fusion

As a more robust defense against compromised sensors, we use a fusion-based
approach that takes the decisions of classifiers trained on the features of a single
sensor and combines those decisions using a fusion rule. These single-sensor classifiers
use the same feature extraction methods and are trained in the same way as the
classifier trained on the features of all selected sensors. A sensor is selected for
the sensor fusion if at least one of its features is selected by the feature extraction
process detailed in Section [5.6.4]

We use a k-out-of-n fusion rule which decides that an event has occurred (is
labeled as 1) when at least k out of the n sensors used for the fusion agree that it
has occurred [207]. We choose this fusion rule on account of its recognized strong
performance and ease of use [208]. As this fusion rule assigns equal weights to all
classifiers regardless of individual accuracy, it is harder for the attacker to trick

the system by compromising one important sensor. Additionally, as opposed to a



5. Smart Home Event Verification in the Presence of Strong Attackers 121

simple majority rule, the parameter k can be freely chosen to control the tradeoff

between DR and FAR in addition to tuning the threshold of individual classifiers.

5.6.6 Attacker Implementation

As outlined in our threat model (Section [5.4)), we consider three kinds of attackers:
zero-effort attackers, opportunistic attackers, and sensor-compromise attackers. The
zero-effort attacker chooses their moment for event spoofing or masking randomly
without consideration for the physical environment. Conversely, the opportunistic
attacker uses information about the verification sensors to spoof at times when they
are particularly likely to be successful. Finally, the sensor-compromise attacker
is an extension of the opportunistic attacker that can additionally compromise

individual verification sensors.

Opportunistic Attacker

The goal of the opportunistic attacker is to predict whether a given point in time will
be misclassified by the verification system (i.e., at what time a spoofed event will
be incorrectly classified as genuine or when a masked event will remain unnoticed).
Intuitively, the attacker could copy the verification system since they have access to
sensor readings and ground truth. Based on this system, they will learn the system’s
score for each potential point in time. However, this will only grant them posterior
knowledge about opportunities (i.e., they will learn that a good spoofing or masking
opportunity would have been one second ago). In order to judge whether a time t
is suitable for spoofing or masking, the attacker can only use information collected
up to time t. Please refer to Figure for a visualization of this restriction. To
reflect this limitation, we build an attacker surrogate model as follows:

The attacker first uses the development dataset to calculate the ideal windows
for each sensor. While the development set is relatively small (1 day), this is
necessary to ensure that the attack is evaluated on the same size training and test
set as the original system. In line with the attacker’s limitations, they restrict

the ¢ parameter to non-positive values. Intuitively, this means that only sensor
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Figure 5.6: Door opened event as recorded by an air pressure sensor and a light sensor.
In this example we assume that there is an attack opportunity that perfectly matches an
actual event. The red vertical line indicates the time t of the event (or the targeted attack
time), whereas the green shaded area shows the time window that the opportunistic
attacker can use to predict if the attack can be successful. One can see that if the attacker
has access to the air pressure sensor data, they might be able to predict that this is indeed
a good attack opportunity. The data from the light sensor, on the other hand, is not able
to provide any useful information for this decision, as the event signature is only present
after the event takes place.

information collected before the “event” is used. They then follow the same methods
as the actual system (i.e., feature selection and classifier training). Ideally, the
scores produced by the surrogate model will be correlated with those of the actual
system. The attacker can then continuously classify samples when no events are
happening to find an opportunity (i.e., a sample that scores well on their model).
The attacker can then define a threshold for an attack. This threshold controls
the tradeoff between success rate (i.e., the probability the system will judge the
attacker’s spoofing as a genuine event or miss that a masking attack has occurred)

and the waiting time until an opportunity is found.

Sensor-compromise Attacker

Recall that in addition to having read access to sensor data like the opportunistic

attacker, the sensor-compromise attacker can change the data of a subset of
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compromised sensors. The goal of the sensor-compromise attacker is to replace
the data of the sensors under their control with data of legitimate looking event
signatures in case of a spoofing event or data from a period of inactivity in case of
a masking event. The attacker can replay previously recorded data of actual events
or compute an average event signature to choose this replacement data. However,
due to the real-time requirement for sensor data imposed by the system, they can
not choose sensor data depending on data generated by uncompromised sensors.

To show the potential of an attacker that is able to execute such an attack, we
implement them as an attacker that has the ability to replace the relevant features
before they enter the classifier to make a decision for the combined SVM and modify
the decision of the affected single-sensor classifiers before they are aggregated by
the fusion rule. We do this since we intend to capture and test the potential
impact of the manipulation rather than a specific way of creating these signatures,
and because we do not want to weaken the attacker by the choice of the attack
signature. To attack the combined SVM, the attacker uses the development set
to train a surrogate classifier on the data of each compromised sensor separately.
The attacker then finds the sensor’s sample in the development set with the highest
score and uses this sample to replace the corresponding features before the features
are passed to the system classifier.

If the attacker is also trying to wait for attack opportunities, the attacker
additionally replaces the sensor data in the same manner before feeding it into the

surrogate classifier used to predict attack opportunities.

5.7 Results
5.7.1 Feature Distinctiveness

Table shows the distinctiveness of feature groups for each event. Each cell shows
the maximum RMI within the sensor group. Most results are relatively intuitive:
Accelerometers detect door events, window shade events and the use of the coffee
machine. Power meters primarily detect the devices they are connected to. Light

sensors detect both toggling of the light switch and events that lead to obscuring the
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Figure 5.7: Type and quality of most distinctive sensor depending on its position
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Table 5.6: Maximum RMI for each event within the different sensor groups. Sensor
group labels are given in Table

Event A G M P H T L PM AQ S R TC
Coffee machine used - 67 4 12 11 24 82 - 75 37 9 37
Doorbell used 43 50 45 30 25 33 65 37 70 38 T4 24

Door closed - 41 69 35 41 - 66 53
Door opened 7 36 61 57 80 55 17
Fan off 24 11 2 2 2 53 12 62 27 11
Fan on 258 5 21 42 47 41 10
Fridge closed - 7 33 73 61 67
Fridge opened 64 67 38 66 57 67
Light off 55 47 40 36 7 26 79 65 28
Light on 51 56 51 41 6 24 32 62 47
PC off v 7 3 6 3 24 6 77 9
PC on 15 11 5 5 49 8 6 6
Camera off 3 4 17 5 40

Camera on 4 4 6 2 18 5 40 7
Radiator off 10 24 5 14 5 41 25 57 10 21 19 16
Radiator on 12 8 8 9 7 32 15 76 4 12 14 79
Screen off 6 4 5 3 14 22 15 4 38 4
Screen on 6 4 2 3 6 15 17 18 8 44

Window shade down - 79 5 11 7 23 12 51 24 12 40
Window shade up 81 65 6 4 10 22 17 53 23 55 51
Window closed 6 20 11 19 5 12 64 35 75 34
Window opened 9 32 11 45 4 11 65 41 83 36

sensor (e.g., a door opening in the proximity of the sensor). Signal strength (RSS)
changes are particularly useful to detect window events. This is a consequence
of windows only being operated manually. To do so, the user obscures the line
of sight (LOS) between the sensor and the router, which causes predictable RSS
changes. RSS changes are not only caused by LOS breaks, but also interference
which makes RSS useful to detect the PC’s power state changes. Note, that RMI
is used to determine the distinctiveness of each individual sensor. Hence, the
system is not dependent on a specific sensor configuration or deployment, but is

instead able to learn relevant sensors in situ.
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One of the more surprising results is the high distinctiveness of power meter
features for virtually all events. Naturally, this effect is expected for devices that
are attached to individual power meters (i.e., fan, fridge, PC, screen, window
shade, camera). With the exception of the fridge, the power meters pick up the
spike in power once the device is turned on. When the fridge is opened and the
temperature rises, the increased cooling leads to a (delayed) increase in power
consumption. We observed a voltage spike in all power meters that occurs when
the light is turned on or off which explains the relatively high RMI for these two
events. This effect is particularly pronounced when the overall electrical activity
is low. These results show that power meters are useful even beyond detecting
state changes of their respective devices.

Figure shows how different sensors contribute to detecting the door closed
event. Sound pressure sensors achieve very high RMI that is independent from the
sensor’s position. Interestingly, the air pressure sensor inside the fridge achieves
a similarly high RMI. Our inspection of the raw signal suggests that the door
closing actually causes a pressure change inside the fridge and that the reading
is not a technical artifact (such as vibration).

Figure shows the importance of accelerometers in detecting the door
closed event depending on the position of the individual sensor. This importance
is not purely down to distance from the door. In fact, sensors on the lock side of
the door show higher RMI despite being further away. Unlike sound pressure, the

accelerometer signal goes virtually undetected at the other end of the room.

5.7.2 Spoofing Attack Detection

The classification results for the spoofing attack detection are shown in Table
For each event, we list its EER, the detection rate at a threshold that does not cause
false alarms and the false alarm rate at 99% detection rate. For 9 out of 22 events,
we achieve perfect classification (i.e., an EER of 0% or a 100% detection rate at 0%
FAR). Some of these events (e.g., door events) draw this good performance from

being detected by a multitude of sensors. Others (such as light events) have few,
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Table 5.7: Error rates for the spoofing attack detection of different events given in
percentages. Numbers in brackets signify the absolute number of undetected events.

Event #Events EER DR(FAR=0) FAR(DR=99%)
Coffee Machine used 20 0.00 100.00 0.00 (0)
Door closed 177 0.00 100.00 0.00 (0)
Door opened 179 0.00 100.00 0.00 (0)
Fan on 165 0.00 100.00 0.00 (0)
Fridge closed 29 0.00 100.00 0.00 (0)
Fridge opened 28 0.00 100.00 0.00 (0)
Light off 26 0.00 100.00 0.00 (0)
PC on 33 0.00 100.00 0.00 (0)
Screen on 70 0.00 100.00 0.00 (0)
Camera on 70 0.01 99.99 0.00 (0)
Light on 25 0.02 99.98 0.00 (0)
Camera off 69  0.10 99.90 0.00 (0)
Fan off 162 017 99.82 0.00 (0)
Screen off 105 0.29 99.71 0.00 (0)
PC off 35 0.39 99.61 0.00 (0)
Radiator on 19 0.97 98.93 5.26 (1)
Window opened 24 4.01 0.35 4.17 (1)
Window shade up 33 11.39 0.28 15.15 (5)
Window shade down 32 12.04 0.19 12.50 (4)
Doorbell used 27 15.06 0.36 55.56 (15)
Window closed 24 15.24 17.63 33.33 (8)
Radiator off 21 49.41 7.65 100.00 (21)

but extremely reliable features. In order to more closely investigate events with
less ideal performance (such as window events), we show their Receiver Operating
Characteristics (ROC) curve in Figure The ROC shows the tradeoff between
DR and FAR. For most events shown in the curve it is evident that few instances of
the event were assigned a very poor classification score. If the threshold is adjusted
to (incorrectly) reject them as spoofs, the detection rate almost instantly jumps to
100%. This is most likely due to the event being triggered in a way that is very
different from the training data (e.g., a person opening a window only an inch).

This is a natural consequence of our largely uncontrolled experimental design.
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Figure 5.8: Receiver Operating Characteristics (ROC) curve for the spoofing attack
detection of different events. Here we only show events with an EER significantly higher
than 0 (well-classified events with an EER of 0 are a flat line at the top).

5.7.3 Masking Attack Detection

The classification results for the masking attack detection are shown in Table [5.8]
As for the spoofing attack detection, we list the EER, the detection rate at a
threshold that causes no false alarms and the false alarm rate at 99% detection rate
for each event. One can see that in contrast to the spoofing attack detection, no
event achieves perfect detection (i.e., an EER of 0% or a 100% detection rate at 0%
FAR) and only two events achieve detection rates higher than 90% at a false alarm
rate of zero. The stark difference to spoofing attack detection can be explained by
the flipped class imbalance which leads to masking having a much larger source for
false alarms (every l-second window during our 6-day test period that does not
contain an actual event could trigger a false alarm). This also means that even a

very low false alarm rate can correspond to a fairly large number of false alarms
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per day. Furthermore, masking attack detection is more difficult as the unknown
timing of the event means that the window used for feature computation will not
be centered on the event time (conversely to spoofing, where the claimed event
time is known). Recall, that for event spoofing this uncertainty can only be in the
order of milliseconds due to network delays, whereas it can be up to one second
for masking detection due to the periodic computation of sensor features.
Nevertheless, for half of the 22 events the majority of masking attacks are
detected without causing any false alarms. Some events (e.g., door opened and light
off) only exhibit a very low number of false alarms at a detection rate of 99% despite
having a very bad detection rate at false alarm rate zero. Therefore, we additionally
list the detection rate at a threshold that causes less than one false alarm per day on
average. If this limited number of false alarms can be tolerated, the detection rates
are improved drastically—with 8 events achieving detection rates higher than 90%.
In order to investigate this more closely, Figure [5.9 shows the tradeoff between
DR and the average number of false alarms per day for select events. For some events
(e.g., door opened and light off) a singular false alarm affects the performance. If
this singular false alarm can be tolerated, a perfect detection rate can be achieved for
these events. Other events (e.g., door closed and coffee) have a low number of events
with very poor classification scores which lead to a fast rising number of false alarms
if the threshold is adjusted to correctly detect them as masked events. A small
number of events (e.g., window closed) exhibit such a bad performance that trying

to detect even just a single masking attack would lead to many false alarms per day.

5.7.4 Opportunistic Attacker

The goal of the attacker’s surrogate model (see Section is to accurately
predict moments when a spoofed event will be incorrectly verified by the system or
when the system will miss the presence of a masked event (we call these moments
opportunities). Our approach for identifying opportunities is identical for masking

and spoofing. As such, in this chapter we focus on the analysis of spoofing attacks.
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Figure 5.9: Average false alarm counts per day at different detection rates for masking
attacks targeting various events. The black horizontal line shows when false alarms reach
an average of one false alarm per day over the testing period.

Table 5.8: Error rates for the masking attack detection of different events given in
percentages. Numbers in brackets signify the the average number of false alarms per day.

Event EER DR(FAR=0) FAR(DR=99%) DR(#FAs per day < 1)
Door opened 0.00 2.63 0.00 (0.17) 100.00
Light off 0.00 73.08 0.00 (0.17) 100.00
Screen on 0.00 54.29 0.00 (0.33) 100.00
Radiator on 0.00 0.00 0.00 (3.00) 63.16
Window shade down 0.00 0.00 0.00 (3.33) 65.62
Light on 0.03 24.00 0.04 (30.67) 56.00
Screen off 0.08 0.00 0.05 (43.67) 96.26
Doorbell used 0.14 3.57 0.14 (129.17) 3.57
Coffee machine used  0.15 91.30 0.16 (122.67) 95.65
Radiator off 0.16 4.76 0.16 (139.83) 4.76
Fan on 0.29 99.40 0.00 (0.00) 99.40
Fan off 0.53 66.87 0.00 (0.33) 99.39
Camera on 0.74 76.39 1.36 (1143.33) 94.44
Camera off 0.82 0.00 1.94 (1628.67) 0.00
PC on 1.00 87.18 1.00 (803.50) 87.18
Window shade up 1.39 12.50 1.42 (1037.50) 80.00
Fridge closed 1.99 82.76 4.68 (4077.00) 86.21
PC off 2.01 53.73 2.07 (1675.17) 61.19
Fridge opened 2.20 81.25 5.41 (4595.67) 87.50
Door closed 3.27 83.42 5.78 (4953.67) 84.42
Window opened 4.06 0.00 6.99 (5307.33) 14.71
Window closed 7.20 0.00 8.42 (5969.00) 0.00
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Figure 5.10: Score correlation between the legitimate model and the opportunistic
attacker’s surrogate model. The dashed grey line is the linear regression line and the solid
black line shows the 99% detection rate cut-off.

Table 5.9: Correlation between the scores produced by the legitimate model and the
attacker’s surrogate model.

Event r-value p-value
Door closed 0.29 0.00
Fridge closed 0.26 0.00
Window closed 0.21 0.00
Screen off 0.18 0.00
Window opened 0.11 0.00
Doorbell used 0.11 0.00
Door opened 0.10 0.00
Screen on 0.02 0.00
Radiator off 0.01 0.00
Radiator on 0.01 0.00
Window shade up 0.01 0.00

Coffee Machine used 0.00 0.04
Window shade down 0.00 0.09

PC off 0.00 0.25
Fridge opened 0.00 0.78
PC on 0.00 0.98
Camera off -0.00 0.14
Fan on -0.00 0.88
Camera on -0.01 0.00
Fan off -0.04 0.00
Light off -0.04 0.00

Light on -0.11 0.00
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We first measure the quality of the surrogate model by measuring the correlation
between the scores produced by the surrogate model and those of the legitimate
model. If this correlation is high, the attacker is more likely to correctly identify
opportunities. A visualization of this correlation for the window open event is
shown in Figure . It is evident that most opportunities (i.e., samples above the
99% DR cut-off) score relatively highly on the attacker’s model. A complete list of
correlation coefficients (r-values) is given in Table 5.9 Door, fridge and window
and screen events show a particularly high correlation. For these events, we show
in Figure how successful the attacker can be depending on how conservatively
they choose his opportunity threshold. For the lowest threshold (corresponding to
the highest-scoring 0.5% of samples), the success rate increases from the baseline 1%
to over 50% for the fridge closed event. While 0.5% would suggest an opportunity
roughly every 200 samples, this is not true in practice because opportunities do not
arise randomly, but typically occur in bursts. Table shows an analysis of the
median time an attacker has to wait for an opportunity depending on the chosen
threshold value. For comparison, the zero-effort attacker achieves an average 1%
success rate with no need to wait. Note that both Table and Figure [5.11] are
computed for a fixed 99% DR to facilitate comparing events with different EERs.

This analysis shows that opportunities for most events are extremely difficult to
predict in a timely manner since their physical event signatures almost exclusively
follow the event itself. As a result, the attacker could only detect the opportunity
after it happened, at which point it will be too late to spoof an event. In addition,
the attacker can only be successful if there are any opportunities at all. This means

that for events with a 100% detection rate, the attacker will always be unsuccessful.

5.7.5 Sensor-compromise Attacker

The sensor-compromise attacker tries to reduce the DR of the system by manipu-
lating sensor readings. A decision making approach that weights some verification
sensors more heavily than others is more susceptible to an attacker who can

compromise those sensors and change their data. In order to find the worst-case
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Table 5.10: Performance of the opportunistic attacker: For each threshold, the table
shows the median time until an opportunity is found (tto) and the corresponding success
rate (SR) in percentages.

th=0.5% th=1% th=5%
Event tto SR tto SR tto SR
Fridge closed 470  56.38 313 37.92 130 10.13
Screen off 727 3420 344 1882 48 5.50
Window closed 1100 30.67 552  24.00 85 9.92
Door closed 1725 26.70 230 22.91 26 9.42
Fridge opened 2443 16.75 965 1091 129 3.45
Light off 1639 16.38 998 10.15 111  3.97
Doorbell used 6567 8.92 5823 T7.21 2915 4.17
Fan off 912 794 364 11.43 49 7.82
Light on 540 7.84 383 577 151  2.05
Window opened 413 350 178  2.82 43 1.50
Window shade up 440 344 193 221 29 1.33
Fan on 398 219 155 1.55 51 1.11
Door opened 1584 1.85 980 2.08 91 1.77
Coffee Machine used 1694 1.49 1264 1.89 80 1.58
PC off 267 1.38 135 1.36 30 1.29
Window shade down 227 1.16 115 0.95 26 1.06
Camera off 230 1.12 114 1.15 25 1.07
Camera on 245 1.06 126 1.23 24 1.09
Radiator on 1091 1.04 331 124 58 1.09
Screen on 400 0.80 175 0.72 33 0.89
PC on 258 0.64 128 0.67 206 0.81
Radiator off 595 0.41 224 0.66 44 0.93

performance of the combined SVM classifier in the presence of a sensor-compromise
attacker, we test all possible combinations of a subset of C' compromised verification
sensors in order to find the subset of compromised sensors that has the biggest impact
and reduces DR the most. This means that for each C' smaller than the total number
of sensors, we choose the combination of sensors that results in the lowest DR.
For the fusion-based approach a theoretical lower bound and a heuristic-based
upper bound are given instead. The lower bound is the detection rate of the system
when a sensor which always predicts that no attack has occurred is added to the
system. The upper bound is computed by choosing a selection of compromised

sensors using a heuristic. For a step-wise increasing number of compromised sensors,
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Figure 5.11: Success rates of the opportunistic attacker for various thresholds. A higher
thresholds leads to higher attack success rate but increased wait time for an opportunity.

the used heuristic selects the next sensor based on which sensor reduces the detection
rate the most. If no sensor reduces the detection rate at the current number of
compromised sensors, the sensor with the lowest false alarm rate is chosen. We use
a heuristic instead of an exhaustive search as this would be infeasible for larger
numbers of compromised sensors. We will later show that this heuristic performs
well in practice and leads to fairly tight lower and upper bounds.

The attacker replaces the feature data of the C' affected sensors before the test
data is passed on to the classifier or the fusion rule according to the method described
in Section [5.6.6, While we only present results for spoofed events, the attack works
analogously for masked events. It is also possible to combine compromised sensors
with waiting for opportunities, although the power of compromised sensors makes
this unnecessary for most events. Table shows that an attacker that is able to
compromise only a few key sensors is able to reduce the DR of the combined SVM
to zero without requiring opportunities. We are thus interested in the minimal
number C, at which the attacker is able to reduce the detection rate to zero
and thus blind the system.

In Figure the worst-case detection rate at false alarm rate zero is shown for

both the combined SVM and the single-sensor SVM fusion approach when different
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Figure 5.12: System performance against a sensor-compromise attacker with C' sensors
under their control for various events. Detection rates are given for the combined SVM
and the single-sensor fusion approach for different numbers of C' and with a false alarm
rate of zero. For the fusion-based approach an upper and a lower bound are given to
make computation tractable. The lower bound is displayed as a solid line whereas the
upper bound is shown as shaded area. More details can be found in the text.

numbers of sensors are compromised. As mentioned earlier, the worst-case detection
rate of the fusion scheme is constrained by a theoretical lower bound and a heuristic-
based upper bound. It can be seen that these bounds are fairly tight in practice.
Many events (e.g., door or light events) have detection rates for the combined SVM
and the fusion approach that are very close when no sensor has been compromised.
For some of these events (e.g., the door closed event) the detection rate of the

combined SVM drops to zero if even just a single sensor has been compromised.
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In contrast, the fusion approach is still able to detect some attacks when half of
the verification sensors are under the attacker’s control (e.g., the attacker needs at
least C,, = 16 out of the 30 sensors used to detect the door closed event to blind
the system). Other events (e.g., the light off event) initially have a higher DR for
the combined SVM than the fusion approach (as sensors with lower accuracy are
given equal weight to more informative ones), but can still only tolerate a smaller
amount of compromised sensors before the system is blinded (e.g., C, = 4 for the
combined SVM versus C, = 12 for the fusion approach in the case of the light off
event). For a few events (e.g., the window closed event) the fusion approach can
even improve upon the combined SVM’s performance when not a single sensor is
compromised. In these cases, there was likely a systematic change between training
and testing data for one sensor that the combined SVM particularly relies on, but
which the sensor fusion can compensate for. However, if there are only one or two
good sensors aiding in the detection (e.g., for the pc on event), then the sensor
fusion approach performs worse than the combined SVM as significant amounts
of non-informative sensors are introduced in the decision function.

In Table [5.11] the results are shown for all 22 event sources for both approaches
and different values of C. One can see that there is a tradeoff between stronger
performance when no sensor is compromised (SVM) and better resilience to sensors
falsifying data (sensor fusion). Sensor fusion outperforms a single SVM classifier
for 11 out of 22 events with regards to the minimal C,, that the attacker needs
to blind the system. Adopting a single SVM classifier only leads to better values
for C,, in four cases (doorbell, pc off, radiator on and radiator off), two of which
already exhibit very bad performance without an attacker present, and regardless
whether a single classifier or sensor fusion is being used. For the other two, the
difference in the presence of an attacker is negligible and the main advantage of
the single classifier approach is when no attacker is present. Furthermore, events
where adopting sensor fusion leads to much worse performance as compared to
the combined SVM (e.g., pc and camera events), rely on only one or two strong

sensors (i.e., the power meters as they are both corded devices), thus negating the
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Table 5.11: System performance against a spoofing attacker that has C' compromised
sensors under their control. For each event, the table shows the detection rate in
percentages at a false alarm rate of zero for both the combined SVM and the single-sensor
fusion approach. For the sake of clarity, only the worst-case lower bound is given for the
fusion scheme.

C=0 C=1 C=2 C=5 C=10 C=15
Event SVM  Fusion SVM  Fusion SVM  Fusion SVM Fusion SVM Fusion SVM Fusion
Coffee machine used 0.00 53.83 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Fan on 3 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Light off 0.00 | 8691 0.00 398 0.00 0.00
Fridge opened 7778  0.00 2448 0.00 0.00 0.00 0.00
PC on 0.00 0.00 0.00 0.00 0.00 000 0.00 0.00

0.00 0.00 991999 0.00 [NO74N 0.00 37.05

Door closed

Door opened 0.00 000 19.88 000 000 0.00 0.0
Screen on 000 000 000 000 000 000 000 0.00
Fridge closed 0.00 [W9822Y o0.00 78627 0.00 2261 0.0 0.00
Camera on 000  0.00 000 000 000 000 000 0.00
Light on 0.00 [WO9%AN 0.00 931699 0.00 511 0.00 0.00
Camera off 000 000 000 000 000 000 000 0.00
Fan off 000 4822 0.00 000 000 000 000 0.00
Screen off 000 000 000 000 000 000 000 0.00
PC off 000  0.00 000 000 000 000 000 0.00

0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.31 8296 0.02 45.64 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 000 0.00 0.00

Radiator on
Window closed
Radiator off

Doorbell used 0.36 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Window opened 0.35 81.18 0.00 69.94 0.00 54.88 0.00 824 0.00 0.00 0.00 0.00
Window shade up 0.28 77.46 0.06 46.62 0.00 16.96  0.00 0.00 0.00 0.00 0.00 0.00

Window shade down 0.19 14.43 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

main benefit of using sensor fusion. On the other hand, if there are more sensors
contributing to the detection, sensor fusion can even noticeably improve on the
performance of a single classifier (e.g., for window and window shade events), if

the individual sensors’ errors are uncorrelated.

5.8 Discussion

One advantage of using PEEVES for event verification is that it enables close to
real-time detection of spoofed and masked events for most types of events. Most
events are detected in less than five seconds, as the biggest contributor to detection
time is the length of the event’s sensor signatures. However, some event sources—
such as the coffee machine, the window shade and the radiator—only affect their
environment over a longer period of time. This can lead to higher detection times
of up to one minute in the case of the radiator.

In this chapter, we have investigated a smart environment located in a single

room. Future real-world deployments might cover entire houses and have even
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higher numbers of event sources and sensors per room than the setup used in our
experiment. We expect our system to scale well when it comes to real-time detection
in these scenarios. The biggest issue with regards to scalability stems from the
complexity of training the system, especially when a monolithic classifier approach
is being used. One solution to this problem could be to limit the verification sensors
considered for an event to sensors located in the same room or an adjacent room.
We leave this investigation of large-scale deployments for future work.

A related issue is the amount of time necessary to train the system. One way
to solve this problem is to create generic sensor signatures based on data collected
in other environments. We expect that many of the sensor signatures learned by
PEEVES could be generalized and used to bootstrap the training phase in different
locations. For example, an opening door has a specific physical effect on air pressure
sensors; this effect should look very similar regardless of sensor manufacturer and
where the sensor is located in the room. Because of that, we anticipate that the
system could start with a general sensor pattern for each event/sensor combination,
check if a relevant sensor can be found, and then simply tune the signature to the
new deployment by adjusting parameters such as amplitude or duration. This way,
PEEVES could drastically cut down the required system training period.

Notably, PEEVES is designed to make use of sensors that are already deployed.
In practice, many smart home devices do not yet expose their sensor data with a
sample rate high enough to capture the short sensor signatures produced by some
events. While we have seen an indication that even low sample rates can be used
to create distinguishing signatures—the power meters used in the experiment were
unmodified COTS hardware with a sample rate of 1Hz—a firmware upgrade that
allows access to higher sample rates might be necessary to achieve more consistently
reliable sensor signatures. However, a higher reporting frequency might not always
be feasible for battery-powered devices, and for these cases more research into an
energy-efficient way of handling this increased amount of sensor data is required.

The system introduced in this work requires devices to report events in a timely

manner. If events would be accepted although the time window used for verification
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has passed, an attacker with read access to the sensors would be able to determine
with near certainty if they could successfully launch an attack. Furthermore, recent
work by Goksel et al. [209] has shown that even just reordering real occurring events
can have security implications. Requiring events to be reported within the time
span of usual network delays limits the attackers ability to exploit these effects.

If new devices get added to a smart environment that uses PEEVES or if an
existing device gets moved, then the system has to adapt to these changes in the
environment. When the monolithic classifier approach is used, this inevitably means
that the classifier of each affected event has to be retrained. In the case of an
ensemble of sensor classifiers only the affected sensors have to be retrained. In
either case, it is important that the capabilities of the attacker are factored into the
training process, as the assumption that all devices are uncompromised does not
hold when the system is being retrained. We leave the consideration of retraining

the system under possible poisoning attacks for future work.

5.9 Conclusion

In this chapter we have presented PEEVES, a system to automatically verify smart
home events based on their physical event signatures. We verify 22 events using
48 verification sensors and validate our system against both spoofing and masking
attacks on a real-world dataset collected over two weeks.

We show that most spoofing attacks are detected by a multitude of sensors,
which highlights that PEEVES can be used even with few off-the-shelf sensors
already integrated in smart home devices, although a software update might be
required to expose the necessary sensing fidelity. 9 out of 22 events achieve a
near-perfect EER of 0.00% and 15 events achieve a 0% false alarm rate at a
detection rate exceeding 99.9%.

We further show that masking attacks are more difficult to detect than spoofing
attacks due to the increased attack surface. However, for 11 out of 22 events the

majority of masking attacks can be detected without causing any false alarms.



140 5.9. Conclusion

Furthermore, 8 events achieve a detection rate of higher than 90% if less than one
false alarm per day on average can be tolerated.

We also formulate the notion of an opportunistic attacker that attempts to
predict opportunities (i.e., times when a spoofed or masked event will go undetected)
based on verification sensor data. This attacker builds a surrogate event verification
model based only on data preceding each sample. We show that some events
exhibit signatures that precede or overlap with the event, which makes it possible
for the attacker to predict opportunities before they occur. We note that spoofing
opportunities for the fridge, window and door events are easiest to find, although
their high detection rate still makes an attack very difficult to execute.

Finally, we investigate the impact of a more powerful type of attacker, relaxing
the assumption that verification sensors are secure and thus allowing a subset of
sensors to be compromised. We show that the use of a single classifier makes
the system vulnerable if even just one key sensor has been compromised—which
effectively reduces the attack detection rate to zero. We thus demonstrate how an
approach based on the fusion of an ensemble of classifiers trained on the data of
single sensors can be used to increase the system’s resiliency against compromised
sensors, provided that the detection does not rely on a single sensor.

However, for some events the fusion approach exhibits worse detection perfor-
mance than the single classifier does. Much of this is due to the fact that a few
sensors struggle to reliably detect events in specific contexts, but perform well the
rest of the time. In the following chapter, we show how contextual information about
smart home device states can be used to better select sensors for verification and to
reduce the vulnerability of the system to context-dependent performance decreases.

We make our entire dataset available online to allow researchers to build

on our results.
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6.1 Introduction

In the previous chapter, we have introduced how a sensor fusion scheme can be
used to improve the robustness of a security system that is based on ubiquitous
sensing, such as the event verification system PEEVES introduced in Chapter

While the fusion scheme proposed in the previous chapter proved to increase
the robustness of PEEVES to compromised sensors, the fusion scheme itself can
be vulnerable to context-dependent detection performance issues. This is due to
the fact that sensors, which are generally useful for the detection of a particular
event, can exhibit degraded detection performance if there are changes in the
environment. These environmental changes can affect the physical phenomena that
the sensor readings are supposed to capture. See Figure for a visualization of
this phenomenon. For example, a closing door might have an entirely different
event signature depending on whether a window in the same room is open or
closed. If these differences are not learned or otherwise taken into account, the
detection performance of the system will suffer. An open window might lead to
a more pronounced “door closed” signature for an accelerometer, whereas an air
pressure sensor might not show a perceptible signature with an open window—while
otherwise exhibiting good detection performance.

Luckily, in modern event-driven smart homes many of these possible contextual
changes are monitored by dedicated sensors and are reported to the system via
event notifications. Therefore, the knowledge of these contextual states can be
used to improve the detection performance of event verification systems. In this
chapter, we use this information to dynamically select sensors based on their past
performance in a given context, thus addressing RQ5.

However, because it is possible that the event sources corresponding to these
contextual states are themselves compromised, it is important to keep in mind
how this sensor selection could be misled by an attacker (RQ4), as the attacker
might be able to spoof or mask events related to the contextual information that
is used to decide if a sensor should be selected or not. This could lead the event

verification system to assume that the system is in a state that deviates from the
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Figure 6.1: This figure gives examples of how different environmental contexts can
influence how an event is perceived by a sensor. The red lines correspond to the timing
of a door opening event. One can see that there are noticeable effects on both the air
pressure sensor when the window is closed and the light sensor behind the door when the
light has been turned on. However, with an open window and after the light has been
turned off no discernible signature can be perceived for either sensor.



144 6.2. Context-aware System Model Extension

actual circumstances. In order to limit the potential impact of this increase in
attack surface, these contextual events should in turn be verified as well—thus
creating a recursive event verification chain.

In this chapter, we investigate the advantages of enhancing event verification
systems with context-awareness, and discuss the involved risks. We introduce a
sensor selection scheme that selects sensors based on their prior performance in a
given context and that aims to ensure that only appropriate sensors are chosen for
event verification. Furthermore, we analyze the role that recursive verification of
contextual events plays in ensuring that an increased detection performance does
not come at the cost of security when faced with a determined attacker. We base
the evaluation of the proposed context-aware extension on the dataset collected

within Chapter 5] In summary, we make the following contributions:

o We propose a context-aware extension for event verification in event-driven

smart home systems.

« We show that context-based sensor selection can improve the detection

performance of these systems (RQ5).

o We demonstrate the importance of recursively verifying each contextual event

in order to limit an increase of the attack surface (RQ4).

6.2 Context-aware System Model Extension

In this chapter, we extend the system model for the event verification system
from Chapter [5| and enable this system to leverage information about the current
states of other devices to select appropriate verification sensors based on past
performances in similar contexts.

Following the example from Figure , such an extended system would stop
using the air pressure sensor to detect “door closed” events while the window is
open, whereas it would add the light sensor to the pool of verification sensors for

the detection of these events when the light is on.
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Figure 6.2: Sample system behavior for a “door opened” event during normal operation
and in the presence of an adversary. During normal operation, an opened window leads
to a deselection of the air pressure sensor whereas a light sensor is added to the selection
due to the light being on. An adversary can manipulate the window state (context
manipulation) to force the deselection of the air pressure sensor, or wait until the light has

been turned off (context selection) if the deselection of the light sensor would be beneficial
for them. In either case, the accelerometer is unaffected by the current context.

To this end, each event notification type is associated with a corresponding set
of relevant context states C and there exists a function f : C — V that maps the

current context to the verification sensors V used for the event verification.

We assume that event sources and verification sensors remain uncompromised
during training, and that the system hub remains uncompromised both at training

time and during operation.

An overview of the extended event verification system is given in Figure|6.2(a)}
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6.3 Threat Model

As in the preceding chapter, the attacker can remotely compromise event sources
in the smart home. Therefore, the attacker has the ability to choose if and when
they send out an event notification to the hub. Hence, the attacker can spoof or
mask events of the compromised event source during operation of the system. The
attacker is still bound by the system requirement of timely event notification and
can not delay their decision to launch an attack. They are also unable to make
physical changes to the compromised devices or events.

In order to evaluate the increased attack surface for context-aware systems, we
extend the threat model from Chapter |5| to include two new types of attackers

in addition to the zero-effort attacker:

o Context-selective attacker

o Context-manipulating attacker

Besides the capabilities described above, these new types of attackers have
knowledge of which event states are used as context information by the system
and which sensors are selected by the system in a given context. They also know
which context state the system is currently in, and are able to read the data of the
verification sensors. This enables the context-selective attacker to launch attacks in
a context of their choice (when they expect an attack to be more successful). If the
attacker, for example, knows that the system is less likely to detect the occurrence
of a “door opened” event when the light is off—because the light sensor behind
the door is less reliable in that context and will not be used by the system—then
the attacker might decide to hold off, if possible, on launching a masking attack
until the light has been turned off. The context-manipulating attacker, on the
other hand, can do more than just time the attack, as they can also spoof or mask
context events to force the system into a desirable state that makes subsequent
spoofing or masking attacks more likely to succeed. For example, consider an

attacker who wants to spoof a “door opened” event. If the attacker knows that
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this event is more vulnerable when the system erroneously accepts that the window
is open—Dbecause this leads it to exclude a descriptive air pressure sensor from
the selection of verification sensors—then before moving on to the actual target of
the attack, the attacker might first spoof a “window open” event, as this would
reduce the number of reliable sensors used for verification. See Figure for a

visualization of how these two types of attackers would affect the system.

6.4 Methods
6.4.1 Pre-processing

We use the same pre-processing steps as for the original PEEVES system in Chapter
for data labeling, dataset divison, sensor window selection, and feature extraction.
In the following, we present a brief recap of the PEEVES pre-processing steps.

Separately, for each event, all points in time are labeled with 1 (event occurred)
or 0 (no event). The 13-day dataset is then sequentially split into three parts:
development, training and testing. The one day long development set is used to
calculate sensor-specific windows and to select appropriate features. The remaining
twelve days are evenly split for training and testing purposes. Apart from providing
data to train the classifiers, the training set is additionally used to compute context-
dependent classifier performance (cf., Section [6.4.2).

After dividing the dataset, we then follow the sensor window selection and

feature extraction processes described in Section [5.6]

6.4.2 Sensor Fusion

In this chapter, we use a sensor-fusion based approach similar to the one introduced
in Chapter [5] as this enables us to dynamically choose which sensors are used for
the decision. Related work has investigated how context-based classifiers [210] can
be used to adapt a classification system to dynamic changes in the environment.
However, using a monolithic SVM classifier would make it impossible to do this
without retraining, as this type of classifier requires constant-length feature vectors,

i.e., we can not test with fewer features (or sensors) than the classifier has been
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trained with. In fact, the approach proposed in [210] requires separate classifiers for
each considered context. Furthermore, a single classifier is prone to misclassification
when a single sensor, which showed good performance during training, deteriorates
later on during operation. A sensor-fusion based approach is more likely to be
robust to this kind of problem if there is a sufficient number of adequate sensors.

The proposed sensor fusion approach trains classifiers on the data of each
verification sensor, separately. The decisions of these classifiers are then combined
using a fusion rule. This allows us to select or deselect sensors based on the current
context and the states of other devices. In this chapter, we only consider contexts
that correspond to a single stateful event source. A stateful event source is, e.g.,
the door sensor with corresponding context states “door is open” and “door is
closed”. Most event sources in the PEEVES dataset are stateful event sources with
the exception of the doorbell and the coffee machine as these are stateless sporadic

events which can not be used for context information.
Single-sensor Classifiers

For each verification sensor for which we have extracted features, we train one
classifier. These classifiers are trained on all the features derived from this sensor’s
data. Similar to PEEVES we choose binary linear support vector machines (SVMs)
parametrized by the penalty parameter C for these single-sensor classifiers. We assign
different values of C proportional to the fraction of samples for each class in order to
deal with the class imbalance of events and non-events. The decisions made by each

of these single-sensor classifiers are then passed on to the sensor fusion procedure.

Context-aware Sensor Selection

An automated event verification system can only be useable if it runs transparently
in the background and if false alarms are kept to a minimum. We therefore use
an approach based on the conditional false alarm rate to select sensors for the
context-dependent fusion. This choice is motivated by the observation that the
FAR can be much higher inside of problematic contexts than outside of them. See

Figure for an example of this effect. The conditional false alarm probability
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Figure 6.3: Illustration of context-dependent drops in performance. Displayed are the
detection rates and false alarm rates for the “door opened” event for two different sensors
(an air pressure and a light sensor) both inside and outside of a context (“window open’
and “light off” context, respectively) that impacts their false alarm rates. Both of the
sensors exhibit a higher false alarm rate within their respective problematic contexts than
outside of them.

)

(PCFA) is defined as the probability that the system erroneously reports an attack
if a specific context is given.

We define the PCFA as follows for a classifier S and feature vector F} at time ¢:

PCFA := Pr(S(F,) == 1|y(t) == 0,C)

where y(t) is the ground truth at time ¢ and C is contextual information.

The selection metric is first computed for each single-sensor classifier without
considering any context in order to establish a baseline performance of the classifier.
Then, we compute the selection metric for each available context (i.e., a stateful
event source). In the following, it is assumed that a lower value is better with
regards to the selection metric.

For each event, we choose a threshold value on the classification performance
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that each sensor classifier has to achieve to be considered for the fusion. The
default selection of sensor classifiers is based on the baseline performance. Then,
based on the current context, sensor classifiers that are typically selected by default,
but which are performing worse than the threshold are deselected, whereas sensor
classifiers which are not part of the default selection, but have better performance
than the threshold, are added to the pool of classifiers. Additionally, a minimal
number of context occurrences can be chosen to make sure that the context-aware
selection is not based on too few data points. If there were too few context
occurrences in the training set for the current context, the baseline performance
is used exclusively to make the selection.

This process gives us a function f : C — V which maps the current context C

to the set of verification sensors V that the system should use for verification.

Fusion Rule and Metrics

Similar to the fusion scheme in Chapter |5, we use a k-out-of-n fusion rule which
decides that an event has occurred (is labeled as 1) when at least k out of the
n sensors used for the fusion agree that it has occurred [207]. The fusion rule

is defined as follows:

VI
i=0

where V = f(C) = {So, S1,..,5,} is the set of verification sensors used in
the current context C.

As before, we choose this fusion rule on account of its recognized strong
performance and ease of use [208]. Additionally, the parameter k allows us to
control the tradeoff between detection rate (DR) and false alarm rate (FAR).

Similar to the previous chapter, for spoofing attacks the attacker flips a 0-sample
(non-event) to a 1-sample (event). The DR is therefore defined as the fraction of
O-samples that are correctly classified (i.e., the probability of detecting a spoofing
attack conducted at a random time). Conversely, the false alarm rate is defined

as the fraction of wrongly classified 1-samples (i.e., actual events that are wrongly
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classified as spoofed). For masking attacks, the attacker attempts to do the opposite
(change a 1-sample to a 0-sample). The DR is therefore defined as the fraction
of correctly classified event periods (i.e., the probability of detecting a masking
attack of an actual event in a time period equal to the safety margin around the
event), whereas the false alarm rate is defined as the fraction of wrongly classified
O-samples (i.e., the probability of wrongly classifying the occurrence of a masked

event at a random point in time).

6.4.3 Context-aware Attacker Behavior

To model the potential behavior of a context-aware attacker, we employ the use of
attack trees [211]. Attack trees use nodes to model intermediate steps or sub-attacks
that the attacker launches in order to achieve their ultimate goal, situated at the
root node. The nodes of attack graphs can have assigned values corresponding,
for example, to the probability that the attacker can successfully execute a sub-
attack [212] associated with this node. Through this augmentation with attack
probabilities it is possible to compute the probability of success for the attacker when
they follow a certain attack path and execute the corresponding sequence of attacks.

In our case, the root node of an attack tree is the event that the attacker intends
to spoof or mask. Leaf nodes are context states that the system can be in before
the attack has started. For example, if the attacker wants to spoof a “door opened”
event, possible context state leaf nodes could be “window is open”, “light is on”,
or the “default” context for all possible system configurations.

In our analysis, we limit ourselves to a single context at a time and only
consider leaf nodes consisting of a single context state. While it is possible that
combinations of context states can affect the detection performance, considering
all combinations of context states would drastically increase the complexity of the
analysis. Furthermore, occurrences of specific combinations of context states can
be very rare and are thus at risk of not being properly represented in the dataset.
However, our analysis can be extended to account for specific context combinations

should the need arise and should sufficient data be available.
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Figure 6.4: Sample attack tree for a “door opened” spoofing attack. The target event is
situated in the root node. Directly connected leaf nodes represent specific contexts, which
can be exploited by the context-selective attacker, and a default context that represents
the behavior of the zero-effort attacker. Each sub-tree represents a context which has
been manipulated by a spoofing or masking attack, and can be unrolled recursively as a
separate attack target.

A single instance of a spoofed or masked event is represented by an edge going
from the originating system state to the state targeted by the attack. Edges
connecting leaf nodes directly to the root node represent attacks that do not make
use of any spoofed or masked context. Intermediate nodes constitute sub-attacks
where the attacker spoofs or masks a context to force the system in a state beneficial
for subsequent attacks. These intermediate nodes are the root nodes for recursively
defined sub-trees with their own leaf nodes and intermediate nodes corresponding
to the context event source in question. If we recall the three attacker types from
Section [6.3] the zero-effort attacker can be understood as only starting attacks
in the default context leaf node, whereas the context-selective attacker can pick
one of the other context-specific leaf nodes to start their attack based on their
current needs. Finally, the context-manipulating attacker can make use of the

leaf nodes of any of the sub-trees, and spoof or mask context events to reduce the
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likelihood of getting detected by the system. Please refer to Figure for a graphic
representation of intermediate states and sub-attack trees.

If more than one recursion level is considered and if contexts are reused in
different sub-trees, sequence order has to be taken into account when computing
the success probabilities for attack paths. This did not turn out to be an issue in
our case, as all attacks with more than one recursion level had non-overlapping
contexts. As a further simplification, we therefore assume that consecutive steps
are time-independent and each sub-attack only depends on the current state of the
system. Nodes are augmented with the associated probability of success that the
attacker can expect when executing a sub-attack originating from this system state.

We recursively define the attack tree A, for a spoofed event e with a set of

context states C as follows:

Ae = (es, A, L, E)

where e, is the root node of the attack tree representing the target event,
A = Cs UCyy is the set of sub-attack trees corresponding to both spoofing and
masking attacks on context states, £L = C U {¢} is the set of leaf nodes representing
context states for the context-selective attacker as well as the zero-effort attacker (the
default state €), and £ is the set of edges connecting each sub-attack tree and each leaf
node to the root node e;. The attack tree for a masked event is defined analogously.

To compute the best-case attack path for the attack as a worst-case detection
performance metric for the event verification system, we backtrack starting from
the root and recursively compute the performance for sub-attacks.

First, we compute the highest success probability that the attacker can achieve
through edges directly connecting a leaf node with the root node. Then, for
each sub-attack tree, we compare the success probability under the assumption
that the sub-attack was successful. If this success probability is higher than the
success probability for the zero-effort attacker starting from the default context leaf
node, then we recursively determine the success probability for the sub-attack and

compute the resulting attack success probability using Formula [6.1] Otherwise, we
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skip this sub-attack tree to limit unnecessary computations and comparisons as the
corresponding attack path can not have a higher success rate then the zero-effort
attacker. Therefore, the attacker would choose to spoof or mask the event without
first attacking one of the context states.

Once we have completed this process for all sub-attack trees, we obtain the
attack path with the maximum attack success probability as the best-case attack

success rate (SR) for the attacker.

SR=max U,epPr(v;) (6.1)

Vp=(v1,...€5)
where p is a path from a leaf node (potentially of a sub-tree) to the root node
and Pr(v) is the probability that the sub-attack originating in the system state
corresponding to node v is successful. Conversely, the worst-case detection rate
can be obtained with DR = 1 — SR.

This analysis can be further extended to account for additional types of attackers,
such as the opportunistic attacker from Chapter [5] using parameterized attack
trees [213]. In parameterized attack trees edges are marked with attacker capabilities.
This enables an analysis in which edges corresponding to a specific attacker capability
can be marked as active or inactive depending on the chosen attacker profile.

However, this extended evaluation is beyond the scope of this work.

6.5 Evaluation
6.5.1 Impact of Context-awareness

In order to study to what extent the context-aware sensor fusion extension can
improve event verification systems, we compare its performance against the PEEVES
sensor fusion scheme from the previous chapter. Figure [6.5] shows the detection
rates at a false alarm rate of zero with an optimal set of system parameters for
PEEVES with sensor fusion, as well as the context-aware extension. Due to the
limitations of our dataset, these parameters have been chosen on the testing set for

the purpose of this evaluation. Although this goes against standard practice, as it
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can lead to overfitting, it was necessary due to the limited occurrences of relevant
contexts within the dataset. Furthermore, it allowed us to study the possible
performance gains in an idealized setting. In practice, a larger developmental and
training dataset would be required to avoid these issues. This could, for example, be
implemented through periodic reevaluation and retraining of the system. However,
this is beyond the scope of this work.

To separate the effect of the more stringent sensor selection from the context-
aware approach, the detection rate is also given for the case when only the baseline
sensor selection is used for the sensor fusion and no context is considered during
classification. The detection rates are very high for most events with 9 events having
detection rates of higher than 90% for all three system variants. One can see that
19 out of the 22 events already exhibit a large improvement through the improved
sensor selection. Additionally, it can be seen that adopting a context-aware approach
can further improve the detection rate in seven cases.

In some cases, this is because a sensor that shows generally bad performance
is added back into the fusion in specific contexts. Such a sensor is sometimes
needed when the main sensors become unreliable, as is the case for the “pc oft”
event. In the case of the context-free baseline this means that this sensor has to
be used throughout the entire operation of the system—thus reducing the overall
detection performance—in order to avoid false alarms. For the context-aware
approach, on the other hand, the use of this sensor can be limited to contexts
where it is necessary, leading to a performance boost of 61%. But this should be
done with great care, as it can also lead to reduced performance, as it does in the
case of the “fan on” event where a badly performing sensor which is not used by
the context-free baseline is added back in by the context-aware approach, leading
to a drop in performance of 3%. However, the biggest apparent boost seems to
stem from the more stringent sensor selection.

Nevertheless, an attacker who knows that the system is more vulnerable in

specific system states is able to exploit this fact to their advantage if they can
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Figure 6.5: Comparison of detection performances for events with regards to event spoofing. Bars correspond to three different event
verification system variations: the PEEVES fusion scheme from Chapter [5] an extension that does more stringent sensor selection as a baseline
for the new system but remains context-free, and the context-aware approach proposed in this chapter. For all three system variants, the

detection rates at false alarm rate zero are given.
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Figure 6.6: Comparison of the performance gain that can be achieved inside a specific
context when that context is taken into account in the decision making process. Displayed
are the detection rates at false alarm rate zero for the “door opened” event in the top
three contexts with regards to event spoofing. The bars correspond to the performance
of the context-free baseline both inside and outside the context, as well as the increased
performance inside a context when the context-aware system extension is being used.

determine the current context. Figure compares the performance of the context-
free enhanced sensor selection baseline against the context-aware extension for the
“door opened” event in the three most important contexts for this event. This
figure shows the detection rates at a false alarm rate of zero both in and out of
relevant contexts to demonstrate the improvement that can be achieved through
a context-aware approach, as well as the context-dependent vulnerability of the
context-free baseline. One can see that an attacker who can choose the context
in which they attack, can reduce the risk of getting detected by 1.1-7.3% in the
three main contexts for the context-free approach, but this benefit is reduced to
0.1-4.5% when the context-aware extension is used as there is a larger detection

rate increase within those contexts.



158 6.5. Evaluation

6.5.2 Sensor-compromise Attacker

The benefit of using the context-aware extension becomes even more clear when we
also consider the possibility of sensors being compromised as in the previous chapter.
Figure shows the worst-case detection rates at false alarm rate zero against a
sensor-compromise attacker for the original PEEVES system with a monolithic SVM
classifier, the fusion approach from the previous chapter, the extended context-free
sensor selection, as well as the context-aware extension illustrated with six different
events. Similar to Chapter [ we give a theoretical lower bound and a heuristic-based
upper bound for the fusion-based approaches. The lower bound is the detection
rate of the system when a sensor which always predicts that no attack has occurred
is added to the system. The upper bound is computed by choosing a selection
of compromised sensors using a heuristic. For a step-wise increasing number of
compromised sensors, the used heuristic selects the next sensor based on which
sensor reduces the detection rate the most. If no sensor reduces the detection
rate at the current number of compromised sensors, the sensor with the lowest
PCFA is chosen. We use a heuristic instead of an exhaustive search as this would
be infeasible for larger numbers of compromised sensors. It is apparent that this
heuristic performs well in practice and leads to fairly tight lower and upper bounds.

One can see that all three fusion approaches generally outperform the monolithic
classifier when it comes to the number of compromised sensors they are able to
tolerate. The only event for which the previous fusion approach exhibits lower
performance under compromise than the monolithic classifier is the “pc on” event.
However, both the context-free and the context-aware extensions can still match
the SVM'’s performance in this case. Overall, the fusion approach from the previous
chapter has an equal or higher tolerance to compromised sensors than the SVM
classifier but tends to have lower detection rates with less compromised sensors.
The SVM classifier shows high detection rates without compromise (except for the
“window closed” event) but the detection rates quickly go to zero as more sensors
are compromised. The performance of the context-aware extension matches that

of the context-free sensor selection closely and exceeds it in three out of the six
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Figure 6.7: System performance against a sensor-compromise attacker with C' sensors
under their control for various events. Detection rates are given for the PEEVES monolithic
classifier and the fusion approach from Chapter [5] the context-free extended sensor
selection, and the context-aware extension for different numbers of C' and with a false
alarm rate of zero. For each of the three fusion-based approaches upper and lower bounds
are given to make computation tractable. The lower bound is given as a solid line whereas
the upper bound is shown as shaded area. More details can be found in the text.

shown events. Both approaches build on the higher robustness of the previous

approach but improve on the performance for a smaller number of compromised

sensors and when no sensor is compromised—often bringing the detection rates

on par with or exceeding those of the SVM classifier.
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6.5.3 Context Selection and Context Manipulation Attacks

As the use of contextual information for attack detection adds another potential
attack vector, it is important to consider what additional capabilities the attacker
might gain from manipulating contextual events or choosing to attack in specific
contexts. Tables[6.1land [6.2] show the detection rates of the context-aware extensions
at false alarm rate zero for the three attacker types in Section [6.3] In both
tables, cells are left empty for the context-aware attackers if they can not improve
on the performance of the zero-effort attacker. Context-selective attackers and
context-manipulating attackers are considered separately to highlight the differences
between the two.

The detection rates against a zero-effort spoofing attacker are very high, with 17
out of 22 events achieving detection rates higher than 90% and just two events with
detection rates below 50%. Masking attacks are much harder to detect due to the
class imbalance and its implication on the detection rate at false alarm rate zero
(cf., Chapter [5| for more details), with only 9 out of 22 events achieving detection
rates of over 90% and nine events with a detection rate below 50%.

For spoofing attacks, context selection attacks prove to be the most successful, as
the attacker is able to reduce the detection rates for half of the events with six events
exhibiting reductions of more than 5%. Similar to the opportunistic attacker from
Chapter 5 this means, however, that the attacker has to wait until the appropriate
context state has been reached before launching their attack, which can possibly
lead to a long waiting time. If the attacker can not afford this waiting period
required to choose the context, but is instead able to manipulate contextual event
information, they can still reduce attack performance for 9 events. However, the
achieved detection rates are rarely lower than those of a context-selective attacker
and only exceed a 5% reduction twice compared to a zero-effort attacker.

For masking attacks, the advanced attacker types are less successful, with the
context-selective attacker only being able to reduce detection rates in five cases,
whereas the context-manipulating outperforms the zero-effort attacker only once.

Yet it is important to remember that this is largely due to the already low detection
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Spoofed event Zero-effort attack Context selection attack Context manipulation attack

Door opened
Door closed
Fridge opened

Light on

Light off
Fan on

Fan off
Shade up
Shade down
Coffee

PC on

PC off 22.64 (1)

Screen on
Screen off 56.47 53.02 53.02 (1)
Privacy on
Privacy off
Window opened
Window closed

Radiator on

Radiator off 29.07 20.39 20.39 (1)

Doorbell 0.00

Table 6.1: Spoofing attack against the context-aware extension. Detection rates of
the system are given for all three attacker types from Section [6.3] The number of
manipulated context events are given in parentheses for the context-manipulating attacker.
Manipulated contexts can be attacked through both spoofing or masking. Empty cells
signify that the corresponding attacker could not improve on the zero-effort attacker for
this event.
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Masked event Zero-effort attack Context selection attack Context manipulation attack

Door opened
Door closed
Fridge opened

Fridge closed

Light on

Light off

Fan on

Fan off

Shade up

Shade down 10.61 0.00 0.00 (1)
Coffee

PC on

PC off 60.71 60.71
Screen on 56.30

Screen off 0.00

Privacy on 0.00

Privacy off 0.00

Window opened 45.00

Window closed 16.67

Radiator on _

Radiator off 0.00

Doorbell 13.33 0.00

Table 6.2: Masking attack against the context-aware extension. Detection rates of
the system are given for all three attacker types from Section [6.3] The number of
manipulated context events are given in parentheses for the context-manipulating attacker.
Manipulated contexts can be attacked through both spoofing or masking. Empty cells
signify that the attack could not improve on the zero-effort attacker for this event.
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performance against zero-effort masking attacks. Recall from Chapter [5| that one of
the reasons for this difference between spoofing and masking detection performance
is the strictness of the metric that we use here: detection rate at false alarm rate
zero. Due to the flipped class imbalance, masking detection has to deal with a much
larger source for false alarms—Ileading to a higher likelihood that the detection
rate has to be reduced to account for them.

Context-manipulating attackers never benefit from spoofing or masking more
than two events. The risk of getting detected quickly increases as the event
verification is also used for contextual events. Hence, the benefit of attacking
in a manipulated context is often outweighed by the added risk of detection
during the manipulation.

For the event verification system, there is a clear trade-off between using other
device states as context to improve performance without making the system more
attackable. In our evaluation, we found that the context-manipulating attacker
mainly leveraged two masked attacks on vulnerable events to launch their attack.
This suggests that unverified or insufficiently verified events can be easily exploited
if they are used to determine which sensors should be included in the sensor fusion.
It is therefore important that contextual information is only used for context-aware
event verification when it can be reliably verified itself, as the attacker can otherwise

potentially bypass stronger sensors and sway the decision to their advantage.

6.6 Limitations

In this chapter, we have considered only a single context at a time for our context-
aware sensor selection method. It is however possible that several contexts might
affect a sensor in unison. For example, a light sensor might exhibit degraded
performance only when the light is off and the window shade is down—but may
remain unaffected if only one of these contexts occurs. A multi-context sensor
selection method could take such phenomena into account, but this would increase
the complexity of the system. Moreover, specific context combinations might

not occur often enough to ensure significant representation in the training data.
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Nevertheless, with enough training time, or if a specific combination of context
states occurs more frequently, a limited amount of multi-context information could
be supported by the system.

More broadly, a lack of sufficient training data is an issue that these types of
systems generally have to contend with. Events in smart homes happen organically
and can therefore occur relatively rarely. In particular, events that are affected by
seasonal effects (e.g., heating in the winter or air-conditioning in the summer) mean
that the system might need training data for a full year in order to cover relevant
cases. Although manually performing events repeatedly with the sole purpose of
shortening training times may seem to be a solution, this should be avoided as it
would lead to a very limited number of contexts to which the system is adapted, as
well as artificial and unrealistic sensor signatures. To combat these issues, systems
need to either tolerate longer training times, resort to periodic retraining phases,
or bootstrap the training process with knowledge from external sources. Possible
external sources of information could be provided by expert knowledge (e.g., studies
such as ours) or machine learning models transferred from other deployment settings.
The use of expert knowledge has the potential to prove useful for (context-aware)
sensor selection methods in particular, as these are based on physical phenomena
that are likely to occur across different deployments. The transferability of machine
learning models on the basis of smart home event sensor signatures is yet to be

explored, but presents an interesting avenue of future research.

6.7 Conclusion

In this chapter, we have presented an extension to event verification systems for
smart homes that allows these systems to consider context-dependent performance
when selecting sensors for sensor fusion. We show that adding a more stringent
sensor selection to the fusion scheme from Chapter [5 improves spoofing attack
detection for 19 out of 22 events. Furthermore, we demonstrate that extending
the sensor selection to take context-awareness into account further improves the

detection performance for 7 of these 19 events.
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The use of context-dependent sensor selection is not limited to event verification
systems, but has the potential to also greatly benefit other security systems that
leverage ubiquitous sensors in smart home settings. Due to the availability of
contextual information in smart home systems, similar performance improvements
can be expected for other use cases (e.g., human presence recognition systems [5]).

However, we show that the use of this context information relies on the trustwor-
thiness of the event sources providing the contextual knowledge—highlighting the
need for a reliable event verification system. It is crucial that contextual events are
themselves verified to avoid that an attacker can exploit these events to influence
the sensor selection to their advantage.

We demonstrate that PEEVES, although exhibiting weaker performance with
regards to masking attacks, shows high detection performance of spoofing attacks—
making it very difficult for an attacker to exploit the increased attack surface.
Indeed, an attacker that can selectively attack in vulnerable contexts is more
successful than an attacker that is able to manipulate contextual information.
Selecting specific contexts to attack, however, comes at the cost of increased
waiting times for the attacker.

This chapter has shown that context-aware sensor selection increases the
robustness of systems to context-dependent factors influencing system performance,
and thus constitutes an important step to securing smart home environments

through the use of ubiquitous sensors.
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7.1 Summary of Results

Over the course of this thesis, we have shown, with the aid of two examples, that
the ubiquitous availability of sensors in smart homes can be used to enhance the
security of smart home systems.

First, we have developed a drone detection system that relies only on the
availability of radio signal strength information and can therefore easily be deployed
on existing consumer hardware. Second, we have proposed a system for event
verification in event-driven smart homes that can verify the occurrence of physical
events through event signatures provided by the multitude of sensors already
present in many smart home devices. We have demonstrated that such a system
can effectively leverage the event information available in modern smart homes

in order to independently adapt to its environment.
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We have designed both of these systems in such a way that they provide additional
security without inconveniencing the user—mneither system requires extensive, manual
system configuration or frequently raises false alarms. These systems can be deployed
on smart home devices already distributed within the home, often requiring only a
software update to expose the necessary sensor data at a sufficient fidelity, and are
able to leverage multiple devices in tandem in order to better detect attacks.

We have presented two types of sophisticated attackers and have demonstrated
their implications on the design of security systems based on ubiquitous sensors.
We have introduced the notion of an opportunistic attacker—a novel adversary
who can wait for and predict attack opportunities. While this type of attacker can
provide a significant threat to these types of systems, we have shown that they
often have to face long waiting times for appropriate opportunities to arise, and
that these waiting times get longer the higher the detection rate is. The second
advanced adversary that we discussed is an attacker who can compromise individual
sensors that are part of the security system. We have demonstrated that systems
that rely on a single monolithic classifier are vulnerable to this type of attacker,
as even a single compromised sensor can generally be enough to defeat the system.
We have shown that approaches based on fusing the decisions of classifiers trained
on the data of individual sensors are more robust to this type of attacker.

Furthermore, we have shown that the usefulness of specific sensors can depend
on the current context and overall state of the smart home. We have demonstrated
how security systems can use smart home event information to discover some of
these contexts autonomously and how they can use contextual event information for
context-aware sensor selection to improve system performance. We have discussed
that this selection method is preferably used with sensor fusion for practical reasons,
as monolithic classifiers would require retraining for every discovered context. We
have shown that the use of contextual information requires that the event sources
providing the information are trustworthy. This highlights the importance of a

reliable event verification system, such as the one introduced in this thesis.
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7.2 Future Work

One of the downsides of ubiquitous sensors in home environments is their potential
impact on user privacy and security. As part of the work on this thesis, we have
observed that some sensors were able to perceive events in unexpected ways. For
example, atmospheric sensors inside the fridge were able to detect events outside the
fridge such as the opening of the office door, whereas power meters were able to detect
switching events from other devices within the same room. This has implications
beyond the attacks described in this thesis, as this unexpected information gain
opens up new vectors for attacks (such as accessing sensitive information through
sensors/devices believed to be innocuous). Furthermore, we have noticed that
there were several reoccurring event sequences. Future work could look at how an
opportunistic attacker might use these event sequences to predict behavior patterns
based on a stream of events in order to increase their effectiveness by choosing the
timing of the attack based on the states of other devices or co-occurring events.

While posing a risk to the privacy of users, interactions between a user and
smart home devices could also be used to further enhance access control systems in
smart homes. We expect that these interactions might produce user-specific sensor
signatures. If proven to exist, these unique signatures could be used to support the
identification and authentication of users in smart home environments.

In order to shorten the training time of self-learning systems based on ubiqui-
tous sensing, future research could investigate the location-dependence of sensor
signatures for specific event types or augment them with expert knowledge. If
some events have a similar sensor signature across different event locations, this
transferability could be used to bootstrap the training phase. This would reduce
the risk of not having enough information during training due to rare events or
contexts, as the knowledge gained in other locations could benefit new deployments.

Finally, it is well established that sensor signatures can change over time due
to environmental changes. Future work might productively consider if systems
like the ones described in this thesis will have to periodically retrain in order to

keep performance levels acceptable over longer spans of time. If event information
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is available, these systems will potentially be able to relearn independently. For
example, an event verification system can stay current by repeating the initial
learning process, and a drone detection system could autonomously improve by
leveraging nearby transmitters with known MAC address prefixes. When pursuing
this line of research, however, it is important to consider the capabilities of
the attackers discussed in this thesis, as an attacker might be able to exploit
the retraining process, poison the training data and thus overcome the security

of the system.

7.3 Final Remarks

With the rising popularity of smart home systems, IoT devices have become
increasingly prevalent in peoples’ homes and with them has come the availability
of a large number of networked sensors. Although the growing pervasiveness of
[oT devices and their sensors is often considered to be a privacy risk, it also
opens up opportunities to strengthen the security of home environments due to
increased situational awareness.

In this thesis, we have demonstrated that the ubiquity of sensors in smart homes
can be used to enhance the security of smart home systems (such as event-driven
smart homes), as well as to add new security features (such as drone detection).
As more and more aspects of daily life are “smartified”, we expect that these
principles will be applied to new use cases and that many of the lessons learned
in this thesis will be transferable. By combining fine-grained sensor data with
high-level event information, ubiquitous sensing will be able to provide stronger
security properties in future smart home systems—without impinging on the smart

devices’ original functions.
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