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Abstract

This thesis evaluates the British state’s national digital identity systems using the
tools of liberal political philosophy for the first time. Such systems are becoming
ubiquitous, with public and private institutions alike looking to embrace people via
computerised methods. We are increasingly asked to digitally prove who we are,
confirm our age, and authorise transactions by all manner of services. Especially when
interacting with government, these tools are rapidly replacing the analogue systems
that civil servants have traditionally relied upon to “know’ citizens. Yet the transition
has not been easy. Over the past twenty-five years, successive British governments
have twice now rolled-out expensive, national systems—each underpinned by a
different digital identity architecture—only to see their attempts fail. Nevertheless, the
incoming Labour government looks set on deploying a recombinant take on what has
come before. If they are to be successful, and avoid the mistakes of the past, lessons
therefore remain to be learnt.

Political philosophy has much to say here. But while other disciplines have
contributed to the discourse, philosophers have neglected to take note of digital
identity systems. This is despite the fact that they raise normative issues of interest to
any theorist: questions of freedom and control, access and inclusion, surveillance and
privacy. Addressing this oversight, using an empirically-informed version of the
method of reflective equilibrium, I construct a novel, liberal-democratic
rationalisation of contemporary British digital identity policy. Drawing on fifty-one
qualitative interviews conducted with a range of public and private sector
stakeholders, I analyse the deeply normative reasons for Britain’s uniquely troubled
history with identification systems. I then deploy this analysis to generate a coherent
policy position, resolving a series of interlinked normative dilemmas: unchecked
central oversight, persistent exclusion, and neoliberal economisation. The result
should interest theorists, identity experts, and policymakers alike.
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Chapter 1.

Introduction

“In the twenty-first century, the digital is political”
— Jamie Susskind (2020)

On the 18th of February 2023, while crossing Magdalen Bridge, I unexpectedly
found myself in the midst of a public protest. Standing aside, a friend and I watched
as a heavy police presence escorted the crowd of protestors across the bridge and out
of Oxford’s city centre. Many held flags and banners, shouted through megaphones,
or handed out pamphlets. One such leaflet (Fig. 1) was thrust into my hands. With
surprise, I looked down to see my research topic plastered across the page. At the
same time, I realised protestors were voicing concerns about the lack of political
consent for these new systems, their plummeting trust in government, and the
freedoms citizens would lose if they failed to act (Wilcox, 2023). One voice, amplified
by a bullhorn, claimed free movement through the streets of Oxford would soon be
curtailed; that, without the right digital credentials, people would be prevented from
travelling between neighbourhoods. I was ecstatic. Right in front of me, people were
associating the systems I researched with some of the most important political
concepts and values we hold dear in liberal societies. I promptly took the photo that
would become this project’s frontispiece and turned, grinning, to my friend. For the
first time in my adult life, digital identification felt like a ‘live” political issue. What
follows—a liberal-democratic rationalisation of Britain’s national digital identity
policy—can accordingly be read, in part, as a response to what I witnessed that day.

1.1 Identification, Citizens, and the State

In some ways, the protestors were not wrong. Today, digital identity systems do
increasingly define us in the eyes of the state (Aaron Martin & Taylor, 2020). They
enable governments around the world to recognise and authenticate people during
online and offline interactions, granting citizens and residents alike existence in terms
that computerised bureaucracies can understand (Sullivan, 2011, p. 9). In doing so,
these systems build on practices that far pre-date computers. Since the invention of
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paper, identity records have, after all, allowed states to control people (Groebner
2007); recording who is ‘in” and who is ‘out’, what they deserve, and, above all, who
they are. In many countries, such documents even became the sole means by which
people could make formal and legal identity claims, conditioning their access to
freedoms and resources in the process. Just think of the calls for ‘papers, please!” that
accompany international border crossings. But, if the digitalisation of identification is
a global phenomenon, then why focus on Britain?

Beyond my personal familiarity with the country, Britain’s history with such
technologies is unusually contested. Unlike most of our European neighbours, who
have long-tolerated national identity cards and centralised registers, Britons have
repeatedly rejected such solutions (Higgs, 2011), leaving the state to instead develop
a patchwork of localised replacements (Higgs, 2004). This makes the country
somewhat of an outlier—and an interesting case for exploring the development of
alternative approaches.

Indeed, in terms of state identification, we do not need to look too far back in time
to find a Britain that would be almost unrecognisable from a modern vantage point.
Hard as it may be to believe, on the eve of the First World War the average citizen
would have lived an essentially anonymous life, at least in the eyes of the national
bureaucracy. Government mostly left people alone and knew very little about them.
As historian A. J. P. Taylor (1965, p. 1) has summarised:

Until August 1914 a sensible, law-abiding Englishman could pass through life and
hardly notice the existence of the state, beyond the post office and the policeman.
He could live where he liked and as he liked. He had no official number or identity
card. He could travel abroad or leave his country for ever without a passport or any
sort of official permission. He could exchange his money for any other currency
without restriction or limit. He could buy goods from any country in the world on
the same terms as he bought goods at home. For that matter, a foreigner could
spend his life in this country without permit and without informing the police.
Unlike the countries of the European continent, the state did not require its citizens
to perform military service. [...] broadly speaking, the state acted only to help those
who could not help themselves. It left the adult citizen alone.

Nevertheless, the British state has since forged strong links between identification
and citizenship. What is more, digital technologies are now becoming central to the
transformation. Each year, government collects, processes, and stores vast amounts of
information about each and every one of us (Barry, 2020). Today, the average Briton
is consequently tied to multiple unique identification numbers, distributed across
many different government departments (Glick, 2021d). And, without these systems,
the fine-grained interventions that characterise modern policymaking would likely be
impossible. Identity systems are vital for distributing state support, securing the
borders, and collecting taxes. However, the British government does not monopolise
the means of identification. Similar systems condition our relationships in the private
sector, too. Corporations are likewise capturing, recording, and analysing more
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information about us than ever before? (West, 2019). For some, identification is their
primary business—a service they provide to other companies, or even back to the
government (Higgs, 2013). In the twenty-first century, we therefore regularly prove
that “we are who we say we are’ with passwords, personal identification numbers
(PINs), face scans, and digital credentials, across both the public and private sectors.

These faster, more precise, and more powerful digital systems are changing the
status quo, upending decades of thinking about how, when and where people can and
should be identified. Many organisations can now remotely identify and authenticate
individuals with little more than a smartphone and access to the internet—displacing
the hardcopy document checks and physical human contact that previously defined
our interactions (Lyon, 2002). More generally, data and code structure significant
aspects of our daily lives (Lessig, 1999, 2006). The changes for citizens and their
relationships with important institutions are accordingly stacking up. On the one
hand, such systems can contribute towards a more secure, efficient, and effective
public sector (C] Bennett & Lyon, 2008, p. 5). But, on the other, critics are keen to stress
that identification systems can be used to “discriminate, infringe [upon] civil liberties
and contribute to the spread of surveillance” (C] Bennett & Lyon, 2008, p. xii). At a
time when we may soon need to prove our identities to browse much of the internet
(ARTICLE 19, 2022)—and must already present adequate identification to vote, buy
or rent a house, and get a job (DSIT, 2024b)—such systems accordingly raise difficult
political questions. The protestors, in other words, may have been onto something;
there are important trade-offs here that need careful consideration.

1.2 The Contemporary Debate and its Limitations

As the foregoing shows, a deep and uncomfortable tension—perhaps the central
tension of digital identity systems—runs through the identity debate, as well as this
thesis. For one, powerful, computerised systems can easily place citizens at risk of
unwarranted oversight, control, and exclusion. The British state has, for much of its
history, effectively used the analogue precursors of such systems for precisely these
ends—especially across the Empire (Macdonald & Lenihan, 2018; Sengoopta, 2004).
But, at the same time, they can also be deeply positive. Gaining recognition via state
identification systems can convey judgements of equality as well as of moral and
political worth that open the door to fuller enjoyment of liberty. This is particularly
true in a country like Britain, that maintains a welfare state to distribute the goods of
citizenship (Iversen, 2021).

Figuring out precisely how to weigh up all these various political and ethical
considerations is, therefore, one of the key policy dilemmas surrounding the
deployment of such systems today. And finding a resolution is not easy. For twenty-

> Banks, credit agencies, and data brokers all maintain particularly powerful, interconnected
infrastructures for identifying individuals (Reviglio, 2022).
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five years, politicians of all stripes in Britain have struggled to arrive at an acceptable
solution. Different governments have repeatedly changed tack, with multiple,
sweeping overhauls leaving expensive failures in their wake. Even today, in a country
full of divergent stakeholders—not to mention the ever-evolving international
context—everything from the technical architecture of such systems to whether they
should exist at all continues to be contested (DSIT, 2024b). And all this strategic
indecision has risked hampering market confidence (c.f. Joshi, 2020).

1.2.1 Two Approaches to National Identity

For policymakers, the debate has primarily concerned the relative benefits and
risks of government-run systems versus private sector alternatives. As far back as 1998,
the Parliamentary Office of Science and Technology (POST) (1998, pp. 60-61)
recognised either “government-issued smart cards” or a series of “providers in the
private sector” as the two main options. Both were intended to replace the
constellation of disjointed systems that had so far sufficed. And very little has changed
since.

New Labour initially opted for a scheme based on the first, centralised option—
although some work with the private sector continued—proposing a system of
national identity cards backed by a central identity register (Wills, 2008). Such a
system would have allowed citizens to reliably and consistently prove who they were
across different departments, improving their experience of public services while
reducing fraud and administrative costs (Barnard, 2020, p. 17). But the creation of a
monolithic state database would have also involved consolidating sensitive, biometric
data on between 40-50 million people (Wills, 2008). In addition to concerns about cost,
the massive surveillant potential of the resultant database attracted significant civil
society pushback (LSE, 2005). After months of bitter debate, the scheme eventually
became so politically toxic that all opposition parties pledged to undo it at the next
General Election (E Whitley et al., 2014, p. 207).

In 2010, the Conservative-Liberal Democrat Coalition took power and made good
on manifesto commitments to put a halt to identity cards (Coalition Agreement, 2010).
But this meant an alternative approach had to be found. Government would still need
to wrench the state bureaucracy into the new millennium, while nevertheless avoiding
the supposed authoritarian threat of a centralised identity register (Stalla-Bourdillon
et al., 2018, p. 787). The Coalition accordingly opted for POST’s second route. Amidst
a renewed wave of neoliberal enthusiasm for the private sector, federating the national
identity system under its GOV.UK Verify scheme would have allowed digital
identities created with corporate providers to be used across the entire economy
(Chadwick, 2009, p. 3). Today, these kinds of system are common across much of the
internet, where people readily sign-in to websites via third-parties like Google,
Facebook, Apple, PayPal, and Amazon. But, nearly a decade and a half ago, it was a
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relatively novel solution for government® (Crosby, 2008). The Coalition accordingly
pushed people to establish identities with commercial partners, like the Post Office,
Barclays, or Experian, in a marketplace for digital identity services (National Audit
Office, 2014, p. 8). The deal was that government would then trust these providers to
assure individual identities on its behalf (Branddo et al., 2015)—a new paradigm for
governmental identity provision—while also (theoretically) allowing citizens to one
day reuse those same identities in commercial transactions.

Verify was, in many ways, an innovative, privacy-preserving solution. The
promise of outsourcing national identification was that it would not only give people
greater ‘control” over their identities, but also bring government into line with private
sector best-practice, driving down costs and sparking competition (E Whitley, 2018, p.
38). In reality, however, Verify turned out to be another high-profile, expensive
disaster—mothballed by the Treasury a few years later (Glick, 2020b). Red and blue
governments alike had foundered when it came to identity, with both of POST’s
options tried and failed.

Perhaps surprisingly, however, revised versions of the strategies behind both
identity cards and Verify live on. In 2024, the British state is again building a
centralised identity system for use across the entirety of Whitehall (Cabinet Office,
2022). And it also remains committed to establishing a marketplace for digital
identities in the private sector (Prime Minister’s Office, 2024b, p. 39). Both approaches
will now therefore be tried together. But, despite this, almost no academic work has
engaged with these two modern systems. Britain thus provides an excellent case study
for exploring the numerous interrelated issues surrounding different approaches to
governmental digital identity policy. Comparing the country’s historical systems will
allow me to analyse the different architectures of identity cards (centralised) and
Verify (federated), as well as shed light on their looming replacements. But, more
importantly, it will also allow me to reveal the normative risks and opportunities of
each option, bringing out the interplay of politics and technology that is so critical to
understanding these schemes and their travails*.

1.2.2 Two Views of Identity Systems

There is a valuable corpus of interdisciplinary research to draw on in this task,
that has already traced aspects of the digital identification landscape. The most
relevant critical perspectives, for our purposes, can be divided into two camps,
reflecting the central tension I have already recognised: scholars that denounce the

* During the identity card years, HMRC’s federated Government Gateway had continued to develop
in the background, pioneering much of the approach Verify would take up and develop on a grander
scale (Fishenden & Mather, 2021). See Chapter 6 for more.

* Normativity “refers to any declaration with prescriptive or evaluative content, including statements
of moral evaluation [...] or prescription” (Mittelstadt et al., 2015, p. 1033).
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‘surveillance state’, and those that see the promise of the “service state’. Identified by
John A. Taylor, Merriam B. Lips, and Joe Organ (2009, p. 136), these bodies of literature
respond to the “information-intensity that characterises the relationship between the
modern state and its citizens” in markedly different ways. As the name implies, the
first, more normatively-charged strand sees identification as a tool for greater state
oversight and coercion. The literature thus connects identity policy to well-established
sociological critiques of the state’s administrative power—James C. Scott’s (1998)
concept of state legibility, John Torpey’s (2000) account of states monopolising the
‘means of movement’, and Michael Mann'’s (1984) elaboration of two species of state
power. Drawing on this work, others have since catalogued how states use cards,
records, and computers to monitor and control populations (C] Bennett & Lyon, 2008;
Caplan & Torpey, 2001; Kerr ef al., 2009). And, as the name suggests, it is often the
Orwellian surveillance potential of digital identity systems that is of primary political
or ethical concern to these theorists. Many of the possible risks to citizens that such
systems pose are therefore brought out by this literature.

The other, service-oriented strand of research is far more concerned with the
potential benefits of digital identification. Work from sociologists like Manuel Castells
(2009¢, 2009b, 2009a) and Daniel Bell (1973) provides a more optimistic theoretical
foundation, while international players like the World Bank pitch access to digital
identities as a fundamental human right (Beduschi, 2019). Coming from a more
administratively-minded perspective, this literature pushes for “thorough-going
digital changes in administration” to allow governments to better serve their
populations (Margetts & Dunleavy, 2013, p. 13). To this end, digital identification is
seen as a vital tool for instituting user-focused, ‘joined-up government’ (JA Taylor et
al., 2009, p. 145). In other words, service state thinkers see digitalisation as a chance to
dramatically re-imagine government, upping the quality and quantity of public
services while also potentially personalising aspects of service delivery (JA Taylor et
al., 2009, p. 136). These scholars thus stand in stark contrast to the fears that define the
surveillance state, with the downside being that they often fail to attend to digital
identity’s very real moral and political risks—instead seeing such technologies merely
as neutral tools.

While Taylor, Lips, and Organ (2009, p. 138) tried to bring these two perspectives
to bear on one another over a decade ago, I will argue for the need to transcend and
update both approaches in light of modern policy. The main reason for this is that
recent British digital identity systems have actually involved melding public and
private actors together. Discourses predicated on the state alone are consequently too
reductive—there are richer normative lenses we can draw on here, which might
account for the role of corporations, while also revealing other theoretical issues at

play.
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1.3 Project Overview and Research Question

Despite the utility of all these bodies of literature, and others we will discuss, this
thesis is primarily a response to the scant scholarship considering modern digital
identity systems from a philosophical perspective. Given the importance of digital
identity systems for understanding today’s citizens, their evolving relationships to the
state, and their dealings with businesses, one might well expect liberal theorists to
have weighed-in. After all, concepts like citizenship, freedom, rights, power and
equality are meant to be our bread and butter—and, as we will see, digital identity
technologies are bound up in all these issues. Yet much of research instead takes what
Evgeny Morozov (2013) terms a ‘techno-solutionist’ outlook, recommending
superficial technological fixes rather than probing the interrelated normative
motivations behind the drive to digitise identity systems. Indeed, with the exception
of David Barnard-Wills’s (2012) post-Marxist critique of New Labour’s identity card
scheme, no attempts have been made to explore British digital identity systems from
a political-theoretical standpoint. As we will see, philosophers have only ever
approached the topic of digital identity provision indirectly, or in passing. In the
words of one democratic theorist, philosophers are still “playing catch-up with the
fast-moving world of digital technologies” (Bernholz et al., 2021, p. 5)—even though
such systems hold evident relevance for any modern theory of politics.

This oversight presents us with an exciting opportunity, for political philosophy
has much to offer the identity debate. At the very least, agreement on the bounds of
the acceptable, and a firm sense of where the red lines are, would make finding a
reasonable way forwards easier. And un-muddying the foundational, normative
problems that have lurked beneath prior attempts to solve the digital identity
dilemma would be an important first step. In what follows, I therefore construct a
broadly-liberal framework for cataloguing, analysing, and making coherent the range
of salient issues that have charged the debate over what form our identity system(s)
should take. This involves illuminating the changing nature of the British welfare state,
and the dominant understandings of freedom that have driven government action.

Additionally, both digitising state identification and the creation of marketplaces
for identity have the potential to alter the very “meaning of citizenship” in Britain
(Lips, 2013, p. 61). I will consequently consider the theoretical impacts these
developments could have for the citizen’s relationship to the increasingly digitalised
state, as well as private companies. This will involve exploring irreducibly-
philosophical questions: what freedoms and rights should people possess—whether
included or excluded by these systems? What are the corresponding duties they might
be owed? Are the institutions involved acting fairly and proportionally? And is the
part-privatisation and mediation of our relationships with government even desirable
in the first place?

Overall, I will argue that successive governments’ lack of engagement with these
fundamental questions, and the corresponding lack of justification for the decisions
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they have made, has laid shaky foundations for British identity policy. This has left
the civil service bowing under the weight of decades of inherited normative
contradictions—with the central tension of digital identity systems still unresolved.
Yet, from a properly-reconstructed, liberal vantage point, it will also be possible to
recommend a more reasonable course of action, justifying my recommendations over
the competing alternatives. In doing so, I will provide an answer to the following
overarching research question:

What would a coherent, liberal democratic rationalisation of contemporary British
digital identity systems look like?

1.3.1 Reflective Equilibrium

This brings me to my chosen methodology. Tackling a project like this, and
answering this kind of question, usually involves employing the most widely-used
method in philosophy—reflective equilibrium (RE) (Lewis, 1983, p. x). This approach
is appealing because, unlike with some political-philosophical methods, constructing
a reflective equilibrium requires the thinker to take seriously the value pluralism that
is so central to liberalism (List & Valentini, 2016, p. 527). This renders it especially
suitable for weighing conflicting normative concerns in the context of a mature liberal
democracy like Britain. Nevertheless, finding such an equilibrium requires a lengthy
process of mutual adjustment (Rawls, 2005, p. 20). The thinker begins in a state of
relative naiveté and disorder, and hopes to end-up in a well-ordered and coherent
end-state by going back and forth between theory and practice. To construct my
reflective equilibrium, I therefore had to weave together a cohesive set of liberal moral
and political principles with my considered judgements about the British identity
context, to form a theoretical scaffold that retained a close relationships to the real-
world, before this could eventually go on to inform political decision making® (List &
Valentini, 2016, p. 526). It is accordingly worth saying I could only share part of this
process over the following chapters—far more happened beyond what made it onto
the page.

I must also flag that, traditionally, this process is carried out by the philosopher
alone. However, I followed the example of a number of theorists who now recognise
empirical data to be a “constitutive aspect of their arguments and theorizing” (Perez,
2020, p. 339). To me, establishing an empirically-informed understanding of British
digital identity was clearly desirable. This involved gathering and examining data
about the country’s identity context to a) source factual information about how

> Although one exercise could be to design systems from scratch, that was not my goal here. I sought
to take what Starmer’s government has inherited as my starting point, and consider what a refined
option could look like. However, to understand the present, you first need to understand the past. I
therefore began by evaluating the systems we have already tried in Britain, in order to understand
how we got here.
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contemporary systems operate, b) help me understand the history of prior systems
and why they failed, and c) allow me to collate and analyse the value-based reasons
for the government’s push for digital identification. In addition to desk research, I
therefore engaged in reflexive engagement with a wide range of stakeholders—from
civil servants and government contractors to civil society actors, academics,
journalists, and critics. Through semi-structured interviews, I gathered a range of
judgements and principles to inform my theory and help ensure my theoretical work
was solidly grounded in the institutional reality of Britain (Baderin, 2017, p. 14). This
increased the credibility and justificatory power of the resulting recommendations (De
Vries & Van Leeuwen, 2009, p. 494), thereby ensuring that my analysis could lead to
concrete, relevant policy proposals (de-Shalit, 2009, p. 42).

1.3.2 An Initial Position

Reaching an RE involves a journey of some kind—at least some evolution in
thinking should result from all that mutual adjustment. A little unusually, I will
therefore furnish readers with a brief overview of my ‘initial position’. Making these
starting points explicit from the outset will help orient us as the argument unfolds,
allow readers to benchmark their own views against mine, and hopefully demonstrate
the value of reflective equilibrium. Just over six years ago, the idea for this project was
born after a summer job at Mvine Ltd., one of the companies working on the
government’s Verify scheme. This constituted my first exposure to Britain’s difficult
policy context. For reasons I will shortly elaborate upon, I could not quite believe that
such a scheme was needed. Nevertheless, the role helped me see the value of getting
Verify up and running, and I thought the idea of the private sector providing identity
services would make an interesting case study for doctoral research. But, a year or so
later, as I embarked on this project, Verify was already struggling. The project’s scope
therefore quickly expanded to include other possible architectures. Shortly thereafter,
a historical element then also emerged as I began to realise the cultural depth of the
issues at play.

Nonetheless, my early thoughts could probably be defined by a left-leaning faith
in the capabilities of the British state, and indeed liberal democracies more generally.
The Coalition’s desire to involve the private sector in Verify was therefore genuinely
puzzling. Having spent some of my formative years in countries with high levels of
trust in government, national identity cards, and centralised identity registers, this is
perhaps predictable. Both Sweden and Belgium—where I lived for a handful of years
during my childhood—supply foreign residents and citizens alike with unique
personal identification numbers tied to physical cards (Fishenden, 2005; Husz, 2018).
Inclusion in each country’s respective register had thus granted me and my family
with access to various benefits and protections—and, indeed, was required to
meaningfully participate in society. Although I was young when we lived in these
countries, later conversations with my parents had nevertheless impressed upon me
how easy administrative interactions were made by our identity cards. The few times
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I or my family needed to rely on or interact with the state, the systems worked well,
and inclusion in the national registers made it easy to access state services. In fact, the
systems were basically invisible to us—cards were not really salient features of life, as
they faded into the background of everyday interactions.®

Much the same was true in Hong Kong, where, years later, I studied abroad.
Foreigners and citizens here were also furnished with biometric identity cards. But
while the cards were a novelty for the Brits and Americans, few other international
students seemed bothered. Although trust in government was lower—and we knew
the Chinese state was likely surveilling at least some of us—the historical context of a
strong colonial bureaucracy meant that such measures were not especially unexpected
and noteworthy. I still only really saw the upsides of a good identity system. This now
surprises me. I was, it must be said, planning to write my undergraduate thesis on the
moral harms of mass surveillance. Yet it is only with hindsight that I now realise these
views conflicted. This is the value of reflective equilibrium; resolutions to such
conflicts are forced. But, at the time, upon returning to Britain I found my home
nation’s lack of similar systems hard to understand. Digital registers seemed like the
bare minimum required for a functioning, modern government. Britain felt decades
behind Scandinavia, in particular. Since 1997, after all, Sweden’s ‘personnummer’
register and BankID system had empowered citizens to live flourishing lives, like
similar schemes across all of the Nordics (Husz, 2018). Still today, there is no British
equivalent. As discussed, a melange of fragmented, interlocking systems across
instead provides a rather less cohesive functionality.

Over time, as I interacted with more of the state and other important institutions,
I was consequently faced with what I perceived as the preposterousness of needing to
carry documents such as my birth certificate to ‘prove” who I was. These feelings
reached their peak during the coronavirus public health crisis. I vividly remember
fulfilling my ‘right to rent’ obligations—a requirement for tenants to confirm their
legal right to residency in Britain—by video-calling an estate agent and holding up
my driver’s licence. The idea that this charade constituted a rigorous identity check,
and that a card that allowed me to drive was appropriate for the task, seemed absurd;
I could have held up a completely fabricated document and they would have been
none the wiser. Why could the government not just give us all a proper identity card
and have done with it? Having been too young to witness much of the identity card
debate of the early 2000s, I was unaware at the point that there had been such civil
pushback—and it was only as I got deeper into my research, in the years to follow,

¢ I migrated as a white, cisgendered English speaker in a relatively comfortable socio-economic position.
I recognise that migrants coming from different contexts, especially those experiencing intersecting
forms of oppression (c.f. Crenshaw, 1989), may well have struggled to find similar levels of
recognition and acceptance in the eyes of the state.
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that I finally understood the long history of identity resistance in Britain. As you will
see, my views now are consequently more nuanced.

1.4 Key Contributions and Significance

In sum, this thesis fills two intellectual niches—expanding our understanding of
current schemes while simultaneously reinterpreting much of what has come before,
through the lens of political philosophy, for the first time. In addressing the latter
oversight, I construct a novel, liberal-democratic understanding of British
identification policy by reinterpreting work on prior systems. I therefore hope that
theorists interested in the state and the nature of its relationship to citizens, as
mediated by administrative systems, will find much to discuss. This work involves
bringing together various normatively-relevant aspects of existing literatures, drawn
from neighbouring disciplines, at the level of political-philosophical analysis.
Research from other fields provides a pregnant, interdisciplinary basis from which to
build out my critique. And, although such an understanding of the normative
specifics of our national digital identity systems may only seem to be of concern to
philosophers, it should in fact be of concern to anyone living in Britain. After all, if
digital identities continue to gain in popularity, they could become the default or even
only way in which we interact with the state. Unearthing shared theoretical ground
upon which a mutually-acceptable solution might be built is thus vital work. What are
the foundational normative issues underpinning the current digital identity debate in
Britain? Where do they stem from? How can they be resolved?

Extrapolating from the past—with a mind to both what is technically, as well as
culturally, possible—I then ultimately recommend a path forwards. This tackles the
former niche: the paucity of research evaluating modern national identity schemes in
Britain. Although legal scholars, social scientists, computer scientists, and information
systems researchers have all published widely about prior solutions, by contrast the
contemporary policy direction has attracted little attention. This is despite the fact that,
after twenty-five years of development, the British state still lacks a system fit for
supporting a modern digital bureaucracy (Morton, 2024). Indeed, when I began
writing this thesis, the country’s digital identity policy seemed caught in a death
spiral—and, since then, another system has ended in failure. Many consequently
appear to have lost interest. This has left the modern replacements for these failed
systems to develop without attracting much, if any, critical evaluation. In appraising
these replacements, I therefore detail many aspects of current policy, and the likely
effects for citizens, for the first time. But, more importantly, I also recommend making
a series of changes to these systems, driven by well-founded theoretical commitments.
This primarily stems from a reconceptualisation of digital identities themselves. In
addition to philosophers and academics who have previously published on identity,
then, a further key audience for later chapters is the policymakers and politicians who
may have the ability to chart a more coherent course if these foundations can be
stabilised, lessons learned, and appropriate changes made.

11



A Liberal Political Philosophy of British Digital Identity Systems

Finally, to this end, political timing has also conspired to make this thesis
significant. Following fourteen years of neoliberal austerity under Conservative
governments, the Labour Party took power in July 2024 after a snap election (Prime
Minister’s Office, 2024a). As I write, it is too early to tell what kind of government
Labour’s will turn out to be—but, regardless, changes of administration are always a
moment to step back and reflect. While this thesis cannot of course, on its own, solve
the identity issues Britain faces, outlining a rational basis from which a coherent liberal
policy could progress, defended in such a way that many stakeholders will find the
conclusions acceptable, should at least make figuring out the next steps easier. No
doubt my proposals will not please everyone, but pluralistic societies are built on
compromises that can be mutually tolerated for principled reasons.

Whatever comes next for British digital identity policy, I will nevertheless have
brought together and clarified several important strands of the debate—at a level that
the public conversation has so far overlooked. This is novel work. While parts of the
greater whole I construct have been previously analysed, no one has yet brought them
together in a political-theoretical project such as this. Overall, I hope readers will
consequently agree that political philosophy has much to say about digital identity
systems, and that there is much to be gained by bringing normative theory to bear on
the technologies that have become so important for citizenship in our modern society.

1.5 Thesis Outline

Including this introduction, this thesis comprises nine chapters split across three
parts, plus references. PART I begins by situating my argument and outlining my
methods. Chapter 2, the literature review, defines our key terms, then summarises
relevant work on the liberal state and (digital) identification technologies, locating my
project at the intersection of these (so far) almost entirely separate strands of research.
A focus primarily emerges on questions relating to citizens, their freedoms and
equality, their relationships to the state and other key institutions via various
identification apparatuses, as well as the normative impacts of these technologies.
Overall, I emphasise how the lack of a political-theoretical approach has stymied prior
attempts to systematically structure and unpack the problem space. Chapter 3 then
details the version of reflective equilibrium I used to build a liberal political
philosophy of British digital identity systems and address this shortcoming. I
combined a relatively traditional implementation of the method with material gained
via a series of elite interviews. Testing and refining my ideas with these stakeholders
helped me to gain a greater empirical sensitivity to the normative issues, while
bringing to light my biases and blind spots. This ensured my theorising remained
tightly tied to reality—with the hope of ensuring relevance for the current context.

PART II then comprises the core of the original research, forming something like
a ‘normative history’ of British digital identity systems. I first assess prior, analogue
identification systems in Britain, to contextualise later discussions, before turning my
attention to the state’s first two attempts to build a national digital identity system. In

12
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each chapter, I extract key insights for a liberal political philosophy from successive
governments’ attempts to implement different systems. Canvassing the long stretch
of the Industrial Age, Chapter 4 surfaces the dramatic changes for the citizen-state
relationship in Britain that accompanied governments making the population legible
through non-digital systems. It details what I see as the inherently discriminatory
nature of identity systems, alongside the progressively greater state interference that
accompanied new identification technologies, first abroad, then at the borders, and
finally in the streets. Chapter 5 then explores Britain’s first nation-scale digital system,
asking what changes when these systems are digitised. Politicians and policymakers
generally promise faster, more efficient and secure access to services, with a reduction
in fraud. But I also show how central identity registers can further state surveillance
and the coercive control of populations. Chapter 6 then discusses the state’s second
attempt to realise these benefits via a more privacy-preserving architecture.
Nonetheless, I criticise the marketisation of state identification this entailed as well as
rampant inequality it countenanced, drawing on critiques of neoliberalism.

In PART I1I, we at last turn to Britain’s contemporary digital identity systems. In
Chapter 7, I show how the government’s current identity policy blends elements of
what has gone before into a new whole. Taking this as my starting point, I then
construct a coherent equilibrium that can respond to the points raised in prior chapters.
Although this cleaves fairly closely to the inherited status quo, I do propose several
key ways in which the government could revise policy and build systems to address
the interlinked issues identified in previous chapters. This includes preventing the
conflation of digital and algorithmic identities, solving the inclusion problems that
have dogged modern British systems, and preventing the economisation of identities
in the private sector. I also advance a novel philosophical understanding of digital
identity provision as a kind of instrumental good. In Chapter §, my last, I then provide
an overview of my conclusions and policy suggestions. As often happens, the
relationship turns out to be dialectical: not only does liberal political philosophy have
much to say about digital identity systems, but appraising these systems also has
import for longstanding issues in political philosophy—the technological systems that
mediate our relationships with the state have, thus far, been overlooked. In closing, I
then identify future avenues for further research and evaluate my overall project,
suggesting areas for further improvement.

13
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—Part I—
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Chapter 2.

Literature Review

“Everywhere the State acquires more and more direct control over the humblest members
of the community and a more exclusive power of governing each of them in his smallest
concerns. This gradual weakening of the individual in relation to society at large may be

traced to a thousand things.”

— Alexis de Tocqueville (2004)

Digital identity systems are becoming fundamental tools of modern governance’,
altering centuries-old identification practices (Sullivan, 2011, p. 9). As we will see, they
raise difficult, inherently-political questions to do with asymmetries of information
and power, access and control, citizenship, democracy and rights, as well as privacy
and security. But, over the course of this chapter, I will show how—despite the wealth
of normatively-salient issues surrounding digital identification, particularly when
deployed by states—almost no research has so far engaged with the technology on a
political-philosophical level. While academics in other disciplines have wrestled with
some of these questions in isolation, political philosophers have remained on the
sidelines. And many gaps in the literature remain. Indeed, it was only around the turn
of the millennium that identity systems, digital or otherwise, became a topic of
concerted study amongst scholars at all. As a result, identity’s “significance has almost
gone un-noticed as our highly complex and interdependent technological society has
evolved. Itis only with the debate surrounding ID card systems and the rise of Internet
and electronic fraud that there is any awakening” (Collings, 2008, p. 62). Important
work from other disciplines provides a strong start, but there remains a real need for
political philosophical guidance around the design and implementation of digital
identity systems.

7 Identification really is becoming fundamental for digital states, as the largest biometric digital identity
system in the world, India’s ‘Aadhaar’, well illustrates. The scheme’s name, which translates to
‘foundation’ in most Indian languages, succinctly communicates how society is expected to build on
a basis of identity services (Ramnath & Assisi, 2018, pp. xxix—xxx).
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This chapter accordingly grounds the argument to come, defining key terms and
summarising what we can learn from existing research into digital identity systems—
in Britain and abroad. I first canvas relevant work from multiple literatures to draw
out the range and scope of normative issues that need tackling. Then, I make clear
what a liberal critique can add to our understanding of national identity policy,
particularly by addressing the limits of the current debate. A central aim of this
thesis—to evaluate British digital identity systems through the broad lens of liberal
theory—thus emerges. In this task, I am helped by the fact that (political) philosophers
and philosophers of technology have already advanced critiques in similar but
distinct contexts that can be readily extended to digital identity systems. This chapter
consequently concludes with an overview of my basic liberal-theoretical framework,
highlighting the central values at play in the identity debate from a liberal perspective:
liberty, equality, and the role of the market. I also discuss the liberal conception of
citizenship which underpins these values. With this in hand, over the remainder of
the thesis I will propose a number of ways to resolve the interlinked normative
contradictions that have dogged these schemes and their implementation in Britain.

1.1 Terms of the Debate

This thesis is about digital identity systems, specifically those developed by
successive British governments. However, such systems are multifarious and
complex—there is no one archetypal digital identity system. From the outset, I must
therefore clarify that, when I talk about digital identity systems, I am referring to those
that enable digital means of personal identification to public or private institutions as part of a
national identity scheme. In other words, I am only concerned with a subset of the whole
range of computerised systems that manage individuals in Britain based on who they
are and what they are eligible to do. Immediately, this places some topics beyond the
terms of engagement. I am not, for instance, concerned with the identities of non-
human entities—such as organisations, Internet of Things devices, or even agential
artificial intelligences—much as some identity systems happily accommodate them
(Kent ef al., 2003; Wachter, 2017). Neither am I particularly concerned with the
‘Identity and Access Management’ systems companies use to manage employees or
customers, except where these technologies have influenced national identity
programmes. What we will, instead, primarily focus on are those systems that states—
and, occasionally, companies working on behalf of the state—use to register, identify,
authenticate, and authorise people, in order to control their access to goods, rights,
liberties, citizenship, services, and recognition. Before we can get into further specifics,
though, we need to first agree some other basic terms.

1.1.1 Specifying Digital Identity

Digital identities themselves are a good place to start. Sociologists, psychologists,
computer scientists, and philosophers have all had much to say about identity in the
broadest sense (Bertino & Takahashi, 2011, p. 22). Itis a concept that has been debated
since antiquity—but also, to borrow a phrase from Daniel J. Solove (2008), a concept
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that is now in disarray. Today, the term is used liberally across different disciplines
and literatures, covering anything from personal identity construction in social
contexts, cultural identification within groups, to the more technical solutions that
primarily concern us here. Thus, when I refer to ‘my identity’, I could mean everything
from an identifier, like my name, Charlie Smith, to how I perform my personal identity,
online or offline, or how I identify as a doctoral student or British citizen. But I could
also be referring to how I might prove any of these claims, be it with my student card,
passport, or even digital credentials like my institutional single sign-on or a digital
diploma. These are all facets and artefacts of my identity. And while significant
scholarship surrounds these different versions of the concept, the boundaries between
them are not always clear. Additionally, our case is not helped by the fact that many
socially-salient aspects of an identity are not captured by the tools and mechanisms of
the state’s identification systems. Yet we can make some useful distinctions here to
get the ball rolling.

As a philosopher, it is of course hard to resist a reference to the cogito—but resist
I shall. Instead, it is to another French philosophe, Paul Ricoeur, we will first turn.
Ricoeur (1994) was concerned with the relationship between the concepts of identity
and the self, and the ways in which we use the term ‘identity’ to pick out these
interrelated yet distinct concepts. He distinguished between two kinds of
philosophical identity. On the first understanding, our idem identity is that which
never changes. This form captures the categorical and hierarchical “significations”
that define us over time (Ricoeur, 1994, p. 2). Modern democracies consequently
provide a series of rights and protections in relation to many of these categories, like
race and sex. Among other purposes, this means idem identity maps to the categories
that get recorded on things like our identity documents because they consistently pick
us out throughout our lives. By contrast, the other form, ipse identity, is defined by
change. This sense of identity captures the narratives or stories that we tell ourselves
about who we are now and how we have evolved, even if we remain the same self
underneath all those constant changes (Ricoeur, 1994, p. 3). The person I am today is
the same ‘me’ that started this project, even if many of my views have altered and I no
longer see myself in the same light. In democracies, rights to self-expression and
privacy protect this sense of self, allowing us to tell stories about who we are over the
course of a lifetime.

Although Ricoeur was talking about philosophical notions of identity, the digital
identity literature also bifurcates along his two main lines of distinction. The first,
idem sense is most relevant for us, according to which a digital identity is a tangible
yet artificial ‘thing’ that people possess. An identity is, in other words, “a set of claims
made by one digital subject about itself” (Cameron, 2005, p. 4). On this view, an
individual’s identity amounts to the bundle of data within a digital system that
uniquely describes them, as well as their relationships to other relevant entities
(Windley, 2005, p. 8). More technically, digital identities are constituted by data that
allow individuals to be distinguished from one another; an identity is precisely “the
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dynamic collection of all attributes related to a specific entity” that enables their
disaggregation (Collings, 2008, p. 62). The benefit of such identities is that they can be
‘held’” and presented by individuals seeking to make claims about who they are,
without relying on equivalent physical documents or artefacts such as utility bills and
passports. Authorities, whether private or public, can check these identities to ensure
that only the right individuals gain access to a system, entitlement, or piece of
information (Lyon, 2009, p. 9).

A digital identity can thus essentially be thought of as a digital version of an
identity card. We might, alternatively, think of a digital dossier of identity-related
facts about a person. But a digital identity is far more than a digitised piece of paper,
card, or plastic (Bertino & Takahashi, 2011, p. 12). It might include names, numbers,
permissions, logins, or even face scans and fingerprints. Whenever I talk about ‘a
digital identity’, I will therefore be referring to the bundles of credentials, attributes,
identifiers, and biometrics that can together distinguish unique individuals—though
it is worth remembering that each identity system is likely to store a different
combination of these elements.

As one might expect, the existence of digital identities relies on a series of
processes to create and manage them. First, the process of identification involves
picking out a unique individual and storing information about who they are, tied to a
unique identifier (Otjacques et al., 2007, p. 33). This is closely related to, and
fundamentally involves, an individual’s digital identity, even if the two concepts are
not equivalent. By contrast, the subsequent processes of authentication and verification
do not explicitly identify people, but instead ask whether someone asserting a claim
to a digital identity here and now is the same person that claimed the identity in the
first place (Lyon, 2009, p. 115). Finally, authorisation again asks not who you are, but
rather what you can do in light of an identity’s associated permissions (Kent et al.

2003, p. 20).

As my above focus on idem identity no doubt betrays, the other kind of ‘digital
identity’—an individual’s digitally-mediated ipse identity—is almost entirely
unrelated to our purposes. This concept instead captures how people intersubjectively
present aspects of their personal identities online (Feher, 2019, p. 2). To update Erving
Goffman’s (1959) work for the digital age, we might say that every time someone
socially performs their identity on the internet, they leave digital traces of the persona
they are trying to cultivate (Hogan, 2010). Just think of somebody’s posts on Facebook,
Instagram, TikTok, or X (formerly, Twitter). In aggregate, these performances amount
to a digital manifestation of their personal identity (Bullingham & Vasconcelos,
2013)—one that will naturally change over time. But while this second understanding
of “‘digital identity’” may occasionally overlap with the first, as the digital traces we
leave online can be used to surveil and track us (Raab, 2009), it is nevertheless not my
concern in this thesis. These identities are extrapolated for profiling and marketing
purposes, not minted by institutions for people to carry and present in formal identity
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interactions® (CH Smith, 2020). And it is this latter means of individual identification
by digital systems that I am principally investigating—even if the profiling carried out
under contemporary informational capitalism can also form a source of data for
identification purposes (cf. Couldry & Mejias, 2019). Idem identity, not ipse
considerations of the self, will accordingly be the salient concept as we evaluate the
British state’s various identity systems’.

1.1.2 Why National Systems?

In the abstract, I dare say that digital identities are not particularly interesting.
Anyone could, in theory, make me a digital identity, in their own system and for their
own purposes. But, while this may raise some privacy or consent issues, there are not
necessarily deep political or moral dimensions to such an action. However, as we have
already seen, when states and other important institutions deploy such systems, the
normative stakes are raised. It is these systems that consequently attract my attention;
the digital identity-related mechanisms that powerful, political actors create and use
to administer society.

This quickly gets us into more normative territory. For one, questions of what
makes a good or bad system come straight to the fore, given the impacts such systems
can and do have on individuals’ lives. In other words, it redirects our attention from
the digital identities themselves to what Gilad Rosner (2014, p. 98) calls the identity
management policies that define such systems: “the set of laws and policies enacted by
governments and supranational bodies concerning the facilitation, procurement, use,
liability, legal nature, interoperability, technologies, risk methodologies, lifecycle and
privacy of digital identities for its citizens”. It is the decisions states make and encode
in these policies that conditions the effects digital identity systems have on people—
much like with any other powerful technology. An embryonic connection to more
political-philosophical questions thus begins to emerge.

1.2 What We Know About Digital Identity Systems

So, what are the contours of the contemporary digital identity debate? From the
off, it must be said that the intertwined moral and political complexities of identity
policy simply do not feature as a concern in many fields. While this is understandable,
it does mean these literatures are less relevant for this project. The main example in
this category must be the technical and standards-setting literature. While there is an
extensive body of work cataloguing technical considerations of identity systems—
examples include the specifics of credential design (Alpdr & Jacobs, 2013), engineering

¥ They are not “organisationally governed” for the purposes of identity management (Rosner, 2014, p.
92).

? The distinction has also been framed as the difference between ‘identity’ and ‘identification’
(Krajewska, 2017, p. 18).
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challenges surrounding unique identifiers (Andrew Martin & Martinovic, 2016), and
the resilience of ePassport protocols (Avoine et al., 2016)—computer scientists,
through no fault of their own, largely neglect to consider the associated political and
ethical issues at play. This renders their work less relevant for my purposes. Whatever
technology is used, it is the impacts of these systems upon people that defines them in
normative terms. Thus, in the chapters to come we might discuss the benefits of a
privacy-preserving system, the inclusion issues associated with a policy, or the
possible illegality of non-consensual registration—but not the relative effectiveness of
encryption algorithms or the levels of interoperability a particular standard can
achieve. It is the former aspects that have, so far, been understudied, and there
remains space to make a significant contribution by discussing identity technology at
the functional rather than technical level.

Technical scholarship aside, we can pick out several further literatures that will
be of limited import. The first of these is empirical case studies situating digital
identity systems in their respective social and political environments. The classic
example here is Estonia’s X-Road programme which, although impressive, is widely
acknowledged to have developed in a quite disparate context to that of Britain,
making it hard to draw lessons (Margetts & Naumann, 2017). But the problem goes
beyond the Estonian example. While much work looking at other countries does have
a normative slant, it too does not easily translate to the British case. For instance, we
can look to the persecution of the Rohingya people in Myanmar via identification
systems (ISI, 2020), surveillance and exclusion in India’s Aadhaar system (Khera, 2019;
Ramnath & Assisi, 2018) as well as China’s social credit system (Orgad & Reijers, 2021;
Trauth-Goik & Bernot, 2021), or digital identity-related voter suppression in Chad
(Debos, 2021), but it is not obvious how much more than general insights can be
extracted from these empirical examples. Some of these countries are not democracies,
or liberal, and others are pursuing identity models that have already been tried and
failed in Britain, or else are not feasible here for other reasons. Their contexts are
therefore far removed from that which I am are considering—meaning only vague
warnings around, say, the exclusionary and surveillant potential of certain kinds of
digital identity systems can be extrapolated. And, while those lessons can and have
been learned, the wider applicability is limited.

Next, certain kinds of legal and regulatory contributions will also be out of scope.
Some lawyers have long recognised the importance of digital identity systems (c.f.
Sullivan, 2011). As Lawrence Lessig (2006, p. 45) argued almost two decades ago,
“We're far enough into this history to see that the trend toward this authentication is
unstoppable. The only question is whether we will build into this system of
authentication the kinds of protections for privacy and autonomy that are needed.”
Occasionally, legal scholarship does therefore consider the political values at play in
identity systems—and so will inform my work. But other tranches, particularly those
analysing legal regimes and directives (e.g., Roberts, 2015), will not be considered. I
am, after all, concerned with what ought to be done about digital identity systems. This
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is a very different question to what is legal at a point in time. The law in Britain may
well need to change to accommodate a normatively-acceptable policy position, but we
can only know this once we have a preceding understanding of what values the law
should espouse’® (Mittelstadt et al., 2015).

Finally, it is also worth mentioning the wide array of work that details corporate
applications of digital identity systems in various different situations. This includes
contexts as diverse as financial services (Mario Lavizzari et al., 2021), healthcare
(Falcdo-Reis & Correia, 2010), gambling (Carran, 2018), and more. Again, while the
questions of access that run through all identity systems may have some moral or
political implications here, on its own this work tells us little about digital identity in
relation to British national identity policy and the associated concerns relevant to
statehood, citizenship, and various liberal values. These contexts are ruled by
questions of technical optimisation and better service design. They do not concern the
fundamentally-political considerations that motivate this project. As aresult, they, too,
will largely be set aside.

1.2.1 Normative Analyses

Despite having bracketed off these literatures, there are still many other avenues
for us to draw on. Most pertinently, questions around the acceptability of digital
systems for governing populations are central to academics situated at the burgeoning
intersection of critical development studies, science and technology studies (STS), and
sociology. The cluster of normatively-charged research that has grown up around the
deployment of so-called ‘foundational” digital identity systems in development and
migration contexts is highly relevant (Cheesman, 2022b; Gillespie et al., 2018). Much
of this scholarship responds to the United Nation’s pursuit of Sustainable
Development Goal 16.9, which seeks to achieve ‘legal identity’ for all by 2030
(Beduschi, 2019). Many countries have interpreted this goal in explicitly digital
terms—an interpretation that is not uncontroversial (Manby, 2021). The result has
been an emerging orthodoxy around digital identity’s importance for development
(c.f. Gelb & Diofasi Metz, 2018), with many countries pursuing radical plans to
digitally integrate and legally register citizens via computerised identification systems
at breakneck pace. India’s Aadhaar system, for instance, has already assigned well-
over one billion unique identifiers, linked to individuals” biometrics, to people all
across the country—despite drawing considerable dissent from researchers (Hosein &
Whitley, 2018; Khera, 2019). Discussions around what constitutes responsible digital

" Indeed, Charles Raab and Colin J. Bennett (1998, p. 256) have argued that existing data protection law
and regulatory policy can often be inadequate for the philosophical evaluation of emerging
information technologies, because knowledge of due process as it stands is not enough to secure good
and right substantive outcomes.
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identity usage in these contexts have accordingly come to the fore' (Anand & Brass,
2021; Masiero & Arvidsson, 2021).

The most normatively-charged research often approaches these systems through
the lens of data justice. Governance scholar Linnet Taylor (2017) has defined this in
terms of “fairness in the way people are made visible, represented and treated as a
result of their production of digital data”. Work in this vein therefore often draws
attention to the ways in which digital systems can worsen existing vulnerabilities, for
example the exclusion that results from being omitted from digital civil registration
drives (Gangadharan, 2021; Aaron Martin & Taylor, 2020). State identity systems are,
after all, mainly concerned with discriminating between those who should or should
not be recognised as citizens—meaning those left behind can be significantly
disadvantaged (Beduschi, 2019). As this suggests, digital identity systems also
generate issues of consent, and can exacerbate power asymmetries between individual
people and the state. This is especially the case when submitting to digital systems is
a precondition to securing state support. For instance, some of the world’s most
vulnerable populations have had their access to rations made contingent upon
submitting to an experimental blockchain-based UN identity system (Cheesman
2022a). And, in India again, the Aadhaar-based social protection system has led to
claims of ‘informational injustice” amongst farming communities (Masiero & Buddha,
2021). While applied in different contexts, much of this work is consequently
relevant—as we will see, similar questions of equality and justice emerge in the British
case, too.

The development literature also links identity systems to the development of
individual liberty, usually in line with the capabilities approach (Masiero & Bailur,
2021; Schoemaker et al., 2020). Foundational digital identification systems are often
pitched as the necessary “platform” upon which whole new digital government
ecosystems must be built to support wider development goals, opening up new ways
for citizens to thereby develop material security and individual autonomy (Eaves et
al., 2019; O'Reilly, 2011). The capabilities approach, which found its start in
philosophy but was developed in collaboration with development scholars and
practitioners, accordingly connects these systems to a particularly-positive
understanding of liberty (more on this below). But the impacts of identity systems for
other understandings of liberty are worth evaluating, too. Another key normative
angle to follow-up on will therefore be exploring the import of identity for freedom in
more detail, especially in the unique case of Britain. While development scholars can,
after all, draw our attention to how capabilities are limited or enhanced by foreign
systems, we need to evaluate how systems in Britain, which often follow a different

" The Alan Turing Institute’s trustworthy digital identity programme, which launched in 2020 partly
in response to the international pressure of SDG 16.9, seeks to promote positive identity systems
design along similar lines (Turley, 2020).

22



Charlie Harry Smith

technical model to those deployed by UN- or World Bank-affiliated projects, could
have differential effects.

Work in the wider STS space is likewise of interest, albeit often indirectly. This
sociologically-oriented literature “offers a challenge to the liberal conception of the
sovereign individual” unmoored from their surroundings (Schoemaker et al., 2020, p.
18). Post-humanist STS theorists such as Bruno Latour (1993) and Donna Haraway
(1988) have drawn valuable attention to how differences between individuals are
partially constructed by their relationships with states and technical systems—
rejecting that these categories are in any way objective or universal. Knowledge
production is, rather, always political and subjective, to the benefit of some over others.
Digital identity systems thus have clear relevance for this work, as they are a tool for
understanding and managing populations, even though the main actors in the STS
space have not engaged with identification directly. The post-humanist lens would
accordingly ask us to explore how identity systems make humans up in a particular
way. In Langdon Winner’'s (1997) philosophical terms, technical systems are
understood to have a definite “politics”, and do not exist as pure, neutral tools. Some
technologies therefore lend themselves better than others to more democratic or more
authoritarian ends. This is especially true for political technologies, such as those the
state bureaucracy uses to shape its populations (Cohen, 2012). Identity systems might
well therefore contribute to easily-managed, docile populations—a subtle form of
discipline and control that follows from submission to these systems.

Finally, this brings us to the multiple practices involved in making citizens
‘knowable’ to the state bureaucracy via technologies of surveillance in particular. In
line with the STS literature, sociologists and geographers have long recognised how
public sector epistemologies that are too data-driven can have reductive effects,
simplifying the complexities of society to categories that suit bureaucracies (Amoore
& Piotukh, 2016). The decisions made using these data, often far from the frontlines of
politics, can then have drastic effects for people on the ground (Amoore, 2011). The
best articulation of this has perhaps come from Scott’s (1998, p. 183) seminal Seeing
Like a State:

Any substantial state intervention in society [...] requires the invention of units that
are visible. [...] Whatever the units being manipulated, they must be organized in
a manner that permits them to be identified, observed, recorded, counted,
aggregated, and monitored.

It is therefore partly through new identification technologies, amongst other
surveillance technologies, that the modern state has garnered the considerable
administrative power that it today enjoys. In Scott’s (1998) phrasing, such technologies
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make people more legible, in terms the bureaucracy can process'?. Although anything
the state may wish to better manage can be made legible, my primary concern will be
the extent to which individuals have been made transparent to the state. By contrast,
“the premodern state was, in many crucial respects, partially blind; it knew precious
little about its subjects, their wealth, their landholdings and yields, their location, their
very identity” (Scott, 1998, p. 2). This blindness limited its ability to know, and thus to
act. While renowned sociologists like Max Weber and Anthony Giddens had already
noted the importance of writing and filing for growing the administrative power of
states (see Torpey, 2000, p. 15), Scott’s insight was to emphasise how making the world
legible relies upon forcing an often messy, organic reality to fit the rationalised and
ordered designs of bureaucratic systems (Fourcade & Gordon, 2020, p. 1). This is a
translational process, which distorts and contorts the subjects being made legible to
fit prescriptive taxonomies. The link with the STS literature, which has likewise gone
on to adapt and develop understandings around the systems of state ‘knowing/’,
should thus be evident.

1.2.2 The Surveillance State

At this point, it is worth stressing that, today, there is no dedicated field of study
for national digital identity systems. Identity is, at most, a tangential interest for
development scholars, who are far more interested in the effects of these systems. Yet,
as identity proposals filtered into governmental briefs and corporate systems
proliferated in the early-2000s, a discrete digital identity literature did almost define
itself within the STS movement. Much subsequent work has built upon this basis, even
as interest in identity systems dwindled in the 2010s. It is consequently worth
discussing at length. The dominant critical perspectives here divide into two camps:
those that denounce the ‘surveillance state’ and those that sympathise with the
‘service state’. As mentioned in the last chapter, these dual bodies of literature each
respond to the “information-intensity that characterises the relationship between the
modern state and its citizens” in markedly different ways, and were originally
identified by Taylor, Lips, and Organ (2009, p. 136). And, although a dedicated field
of study ultimately failed to take root, in combination with the work above the
resultant literature nevertheless provides a pregnant, interdisciplinary basis from
which to begin building out a political-philosophical critique of digital identities—
especially, as we will see, when combined with relevant philosophical work.

As the name suggests, proponents of the surveillance state perspective mainly
emphasise the potentially invasive, restrictive, or even dystopian effects of digital
identity systems (JA Taylor et al., 2009, p. 137). They chiefly focus on how

12 Legibility, of course, cuts both ways. Not only do ‘the people’ need to be rendered in informational
terms that the state machinery can efficiently process, but mass literacy—not least amongst
administrators—is a necessary precursor to widespread technical identification practices (Caplan &
Torpey, 2001, p. 2).
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governmental abuse of such systems could undermine citizens’ privacy and
freedoms—and even democracy. It is therefore perhaps unsurprising that this outlook
is often shared by civil society actors and other critics of ‘big’ government. As we will
see, the literature is also more normatively-charged than that of the service state
perspective (JA Taylor et al., 2009, p. 136), though this normativity grew gradually.
Initially, a small group of historians and sociologists traced the development, by states
and other important institutions, of pre-digital identification technologies such as
papers and physical identity cards. This initial work was largely descriptive in nature,
yet nevertheless drew on long-established critiques of state power that well-predated
digitalisation. But the critical tenor of this work became increasingly normative as
attention moved to the growing push for government digitisation at the turn of this
century—not least because digitisation is generally understood to have enhanced the
surveillant potential of prior identification practices.

Undoubtedly one of the most influential early contributions was Torpey’s (2000)
The Invention of the Passport. Torpey focused on identification systems from a historical
and sociological perspective, and so did not really touch on modern, digital systems.
But his work does powerfully highlight the significance of analogue identification
systems for understanding the changing nature of the citizen-state relationship
throughout the Industrial Revolution. In particular, he draws attention to how many
states progressively ‘embraced’ their citizens via identity-related papers and cards
during the period. Clearly echoing earlier theorists like Weber, Torpey argues that
states exerted power to “monopolise” the “legitimate ‘means of movement’” via the
introduction of travel documents, and thus distinguish legitimate citizens from
foreigners (Torpey, 2000, p. 2). His account accordingly emphasises how identification
systems are vital for understanding both citizenship and the foundations of the
modern liberal state—especially, as we will later see, in much of mainland Europe.
Along similar lines, Valentin Groebner (2007) has advanced a history of the
documents, seals, stamps, and signatures that the bureaucracies of Early Modern
Europe used to identify and surveil citizens and foreigners alike—another valuable
contribution.

Just a year after Torpey’s initial contribution, however, Jane Caplan would join
him to co-edit Documenting Individual Identity (2001), another predominantly
historical volume. Again, their focus was neither especially digital nor philosophical,
and most contributions did not focus on Britain, save for a few exceptions®. There are
multiple chapters here with a strong normative bent, however, that begin to advance
anarrative of suspicion around identity systems. A few years later, a similar collection
from Carl Watner and Wendy McElroy (2004) recorded various arguments for

13 A chapter from Jon Agar (2001) noted how ‘Britishness’ has traditionally preached a general distrust
of national ID cards; Anne M. Joseph (2001) catalogued Victorian attempts at criminal identification;
and Torpey himself (2001) further detailed passporting in World War L.
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outright resisting identification systems. Histories of resistance clearly raise more
political questions about identity but, again, philosophers and a focus on explicitly
digital technologies were both missing—and the content was still largely descriptive.
A good example is Keith Breckenridge’s (2014; 2012) groundbreaking work looking
predominantly at historical identification systems in the South African context.
Tracing colonial histories, Breckenridge reveals the often authoritarian motivations
behind attempts to control populations seen as ‘lesser’ by the state. He also
importantly connects the analogue systems of the past to modern digital systems. This
is critical work, but at no point does Breckenridge attempt to resolve these issues by
proposing how these systems should be designed, at the level of political philosophy.

Nonetheless, the literature was in its ascendance at this point. By the late 2000s,
digital identity systems were receiving critical attention of a more earnestly normative
nature—albeit still not from philosophers, but rather sociologists—as identity was
drafted into the well-established ‘surveillance studies’ and ‘surveillance society’
literatures. An edited volume from Colin Bennett and David Lyon (2008) was the first
to take this step, and paid close attention to the monitoring potential of identity cards,
national registers, and biometrics. Concurrently, Canadian legal scholars connected
identity to the ‘networked society’ discourse, especially concepts like anonymity and
privacy, in interdisciplinary texts like Lessons from the Identity Trail (Kerr et al., 2009).
These researchers all brought with them a general scepticism around ongoing state
attempts to gather, process, and make use of identity data in large central databases.
And, rather than just describing these efforts, they explicitly problematised digital
identity systems by linking them to the state mass surveillance programmes that had
proliferated in the wake of the 9/11 terror attacks in America. This is accordingly
where the surveillance state perspective emerged for Taylor, Lips, and Organ.

For our purposes, the hardening of critical opinion around digital identification
technologies during this short period is certainly noteworthy. Although prior
analogue identification techniques were by no means seen as unproblematic—
historians had effectively recorded their myriad issues—digital systems and the new
possibilities represented by “unblinking eyes’” and automated, computer-based control
of populations brought a newfound urgency and normative potency to the literature.
There was a real sense that effective academic analysis might be able to influence the
development of more acceptable technologies. While the papers and passports of yore
may have been tools of control, their power was a) a topic of historical study, and b)
mostly confined to discrete sites of interaction with officials. Digital identities, by
contrast, could usher in more pervasive and diffuse mechanisms for tracking and
managing populations; and potentially introduce identification requirements to areas
that had heretofore been unencumbered by state oversight'*. Negatively-charged

" It is probably no accident that this development coincided with growing popular awareness of
the 'NO2ID’ movement that opposed the development of Britain’s computerised identity card scheme
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images of an ever-watchful Orwellian Big Brother state consequently appear in much
of this writing (Breckenridge, 2008; Ogura, 2006), drawing on the notions of
‘panopticism’ developed by philosophers Jeremy Bentham (2010) and Michel
Foucault (1991). And these insights have since been taken up by sociologists like
David Lyon (2006) and Zygmunt Bauman (2013). This was far closer to academia as
activism than the descriptive histories that had preceded this work.

Yet, despite general recognition that “[i]dentification is the starting point of
surveillance” (Lyon, 2009, p. 4), the works I have listed largely exhaust the
surveillance state perspective on digital identity systems. Indeed, critical interest
seemingly dried up around the 2010s, and identification is now largely taken for
granted in much of the contemporary surveillance studies literature—with two main
exceptions. The first is a recent body of work that concerns concepts like ‘algorithmic
identity’ (Cheney-Lippold, 2011, 2017), ‘digital dossiers” (Daniel | Solove, 2004), and
‘data doubles” (Haggerty & Ericson, 2000)—concepts that relate more to the second,
ipse strand of digital identity I defined at the outset; profiling rather than
identification. This kind of surveillance does not necessarily rely on “a pre-established
user identity” (Milano et al., 2020, p. 962), instead recording and sorting features of
our digital interactions into profiles abstracted for purposes like advertising (Sge &
Mai, 2022, p. 492). Users are no doubt surveilled, processed, and categorised. But they
are not usually identified nor given digital credentials to present. This literature is
consequently only tangentially relevant to our enquiries. In sum, however, the
surveillance state view will have much import for the critique to come in this project—
particularly with recognition for how much of this work has since been drawn on by
development scholars since.

1.2.3 The Service State

So, what can we learn from the opposing view? Service state thinkers mostly see
digital identity systems as genuinely positive policy developments. The state’s
relationship to its citizens, as the name implies, is taken to be one of service and
enablement, rather than watching and control. To support those aims, digital identity
technologies are accordingly read as intended to allow people to more easily and
securely authenticate themselves in the eyes of the state, particularly when accessing
services remotely (Alan W Brown et al., 2014). One of the key reasons for this is that
digital identification is taken to be a vital stepping stone for any administration
looking to realise the evergreen Whitehall policy goal of ‘joined up government’ (JA
Taylor et al., 2009, p. 145). Notions of citizen-centricity accordingly motivate this
literature, with service state thinkers seeing digitalisation as a chance to dramatically

at the time. Indeed, several academics cited in this thesis actively protested against British identity
cards. Researchers were influencing the laws around an emerging technology as it evolved—and this
understandably brought a more normative edge to their writings as they critiqued contemporary
systems that would likely affect their everyday lives.
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re-imagine legacy aspects of government, upping the quality and quantity of the
services offered to citizens, while also potentially personalising service delivery (JA
Taylor et al., 2009, p. 136). Once we become a truly digital society, a service state
theorist would say, passports, driver’s licenses, and utility bills will become a thing of
the past—tools that are no longer fit for purpose. Ex-Prime Minister Tony Blair’s
tireless efforts to promote digital identity schemes typify this kind of thinking.

When it comes to service state perspective on digital identity, much of the existing
work can be found in the outputs linked to the Future of Identity in the Information
Society (FIDIS) project—a Network of Excellence which the EU funded for five years
from 2004. FIDIS brought together practitioners and scholars across Europe to update
much of the historical work on identification in light of the growing push in multiple
states for digital systems (Rannenberg et al., 2009). The network hosted a series of
‘Identity in the Information Society” workshops, which spawned an academic journal
of the same name. The journal was short-lived, with only seven issues published
across three volumes, but remains the primary attempt to kick-start the study of
digital identity as a concerted field beyond the confines of the far more critical
surveillance and STS literatures. And, while the field never really caught on, the FIDIS
outputs nevertheless remain a useful overview of the service state literature.

As the name implies, FIDIS can be loosely associated with the generally more
optimistic ‘information society” discourse that traces back to Manuel Castells (2009c,
2009b, 2009a) and Daniel Bell (1973)—though neither theorist focused on identity
systems themselves. FIDIS was therefore defined by its relatively uncritical promotion
of digital government goals and digitalisation'®. For instance, only two of its seven
deliverable streams (‘Profiling” and ‘Privacy and the legal-social content of identity’)
touched on remotely normative issues and, even then, the associated outputs are
mostly descriptive and empirical in nature. These scholars thus primarily asked
practical, technical questions surrounding the development and implementation of
digital identity systems, rather than philosophically evaluative or prescriptive
questions about the values such systems promote, or whether they should exist in the
tirst place.

Take exemplary work from David Birch (2008). Birch is an identity practitioner
and consultant, who provided a prescient appraisal of national identity cards in the

15 Both during his time in Number 10 and more recently via his non-profit foundation, Blair has
repeatedly pushed for biometric ID card adoption in the UK (BBC, 2005; Tony Blair Institute, 2019),
championed digital ID-based international vaccine passports (A Bennett & Beverton-Palmer, 2020),
and promoted digital identities as a solution for various global development challenges (Theodorou
2022). Digital identity, in Blair’s view, is an obvious piece of foundational infrastructure necessary for
any modern, digital government—a view that many service state theorists share.

16 Frank Webster’s (2014 ) work provides a welcome critical counterpoint to this optimism, and links
digitalisation to long running discourses around capitalist development.
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journal’s first issue. He discusses “using technology to deliver security and privacy in
anew way” (Birch, 2008, p. 190), with reference to several nascent technologies ready
to be deployed to deliver his vision of a smart biometric identity device. But while
Birch’s work is an interesting, high-level practical guide to building such a system, it
plainly takes the need for a “modern identity scheme” as writ (Birch, 2008, p. 190).
There is no deeper soul-searching, with his piece aimed squarely at policymakers
already looking to deliver “a new identity ecosystem” that will “grow and flourish”
once it is built using off-the-shelf technologies (Birch, 2008, p. 200). As with much
service state literature, the basic need for a digital identity scheme is taken to be self-
evident; the cornerstone of any good digital government strategy. And, as with many
of other FIDIS outputs, values like privacy and security are advocated for—but from
a technical, cybersecurity perspective, without any philosophical appreciation of their
importance.

This lack of normative critique is surprisingly prevalent across the wider service
state literature. As Taylor, Lips, and Organ noted, “research on e-Government largely
ignores the [greater normativity of the] surveillance perspective, focussing instead on
managerial issues of on-line service design and uptake” (JA Taylor et al., 2009, p. 150).
The exception is Lips (2009b, 2009a; 2010) herself, who has critiqued identity cards
with various co-authors. This valuable work has covered topics including the citizen-
state relationship, identity fixing, and public services improvement—which all bear
relevance for my work. But, beyond Lips’ work, the fact remains that much of this
tranche of research bases “its analysis and prescriptive reasoning” on the opinions of
‘on the ground’ practitioners instead of any deeper philosophical evaluation of what
is right, good, or just largely reflects the kinds of disciplines involved in the project
(JA Taylor et al., 2009, p. 136). The main field of scholarship involved in the FIDIS
journal’s first issue were the social sciences, law and legal philosophy, and technical
research and development (Halperin & Backhouse, 2008, p. 82). And much the same
is true of the more recent literature surrounding the concept of open-sourcing
‘Government as a Platform’ (GaaP), the spiritual successor to the service state view
(“Government as a Platform in Practice,” 2023; O'Reilly, 2011). All of these scholars
are simply not trying to be normatively evaluative—and we should not fault them for
this, though it does mean a lot of the work has limited import for an explicitly moral
and political project like the one I am pursuing.

1.3 Limits of the Existing Debate

From the work outlined above, it is clear that a variety of important, normative
questions readily arise from portions of the existing literature on national digital
identity systems. Yet these are only partly, if at all, addressed by this work. Critiques
advanced by sociologists, especially in the STS tradition, have indicated clear
epistemological and political issues with state-deployed identity technologies that
need resolving. The surveillance state literature goes slightly further, and has
grounded resistance of what it sees as an unjustified surveillance tool. But this work
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largely petered-out by the 2010s, and so is in need of an update for a modern setting.
More recently, development scholars have lifted the torch, adapting many of the
foregoing critiques to try and shed light on what is happening across much of the
Global South. But this has limited salience for modern Britain—a country that is not
developing nor deploying identity systems with no real predecessors, but rather
wrestling with a long history with identification systems and mature administrative
institutions. But beyond these issues in terms of timelines and appropriateness, allow
me to briefly expand on three more, specific ways in which these existing literatures
are lacking, before I extract some key themes to take forwards and address over the
remainder of this thesis.

1.3.1 Turning Attention Home

Most importantly, although there is ample academic literature covering digital
identity schemes in other countries, since the scrapping of identity cards there has
been remarkably little written about British systems. After a flurry of activity around
2010 (D Barnard-Wills & Ashenden, 2010; Edwardes et al., 2007; Aaron K Martin, 2012;
EA Whitley & Hosein, 2010; Wills, 2008), in addition to the edited collections we have
already discussed, only a handful of papers have since engaged with GOV.UK Verify,
the successor scheme (Brandao ef al., 2015; Stalla-Bourdillon et al., 2018; Tsakalakis et
al., 2016; E Whitley, 2016, 2018). Indeed, there is a complete lack of empirical, let alone
normative, research considering Britain’s modern identity schemes. Literature
searches in mid-September, 2024, just before I submitted this thesis, for either “One
Login” or “trust framework”—the names of the government’s two current schemes—
surfaced no results. Instead, the gap has been insufficiently filled by reports from
think-tanks (Barnard, 2020; A Bennett, 2020; A Bennett & Beverton-Palmer, 2021; Nash
& Smith, 2023) and trade bodies (Kiser, 2024; Marsman, 2024; OIX, 2021; Willars, 2019),
as well as journalistic opinion pieces (Glick, 2020d, 2021c; Say, 2024). This is a
significant oversight which this thesis consequently attempts to address. Not only is
the British context interesting in its own right, but the country’s chequered history
with digital identity systems brings the normative contestation that has often driven
policymaking to the fore.

1.3.2 The Limits of Privacy

Second, I must note that individual privacy rights are always the dominant critical
tool deployed by surveillance state theorists (Lips et al., 2009a, p. 718). Enjoying
privacy is generally understood to mean having ““control of [one’s own] personal
information” (Daniel | Solove, 2008, p. 24), or the ability to ““limit or restrict others
from information about” oneself (Tavani, 2008, p. 141). But, while other values may
be mentioned, the crux of the problem always seems to be the increased informational
awareness of the state—hence, the preoccupation with imagery of surveillance and
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watching in identification contexts'. For our purposes, this is certainly useful. It links
identification to philosophical accounts of surveillance which, as ethicist Shanon
Vallor (2016, p. 188) notes, have enjoyed a long history of (political) philosophical
attention ever since Plato. Some of this literature will thus certainly be helpful, and
discussed momentarily. But privacy can also be a limiting lens. For instance, despite
the range of issues they identify in the existing scholarship, Taylor, Lips and Organ
(2009, p. 138) ultimately recommend bringing the surveillance and service state
perspectives to bear on one another, deploying Helen Nissenbaum’s (2004) notion of
privacy as “contextual integrity”. This no doubt captures some of the relevant
concerns, but it will necessarily fail to account for all of the wider, interlinking
normative issues at play. Privacy is just one value amongst many in a liberal
democracy.

Along similar lines, historian Edward Higgs (2004, p. 18) has argued that a focus
on privacy alone is too reductive, as any information gathering by the state is then
seen as synonymous with surveillance and state control—with the only way to resolve
these issues being greater privacy. If surveillance is the nail, privacy is the hammer.
But this neglects both the implications of identification systems for other rights and
values, as well as the potentially positive effects of state information gathering, which
can help defend and strengthen various liberties and social goals. Health surveillance
during the coronavirus outbreak, for instance, proved essential for saving lives (c.f.,
Lau et al., 2021). Consequently, this is an insight I wish to carry forwards. While
privacy is indeed a key value, making it, or any other value, the sole foundation of a
critique leads to theory that overlooks the full breadth of considerations surrounding
digital identity systems. A balance of values need to instead be carefully weighed and
traded-off to ensure we avoid reductivism. Thus, my prior mentions of both liberty
and equality, by way of discrimination, should signal that these values are also worth
considering, and will be included in my analysis. Finally, we should not just be asking
how society is changing along all these different axes, but also whether we want those
changes and the society they will forge (Susskind, 2022, p. 260). This is where the
normative aspect reasserts its relevance.

1.3.3 Beyond the State

Finally, contemporary British identity policy throws up a further issue for the
surveillance state perspective. As I detail in Chapter 6, successive British governments
have attempted to move away from purely state-based digital identity solutions. For
the past decade, in fact, government has been trying to completely sidestep the notion
of state digital identity provision entirely, instead favouring the creation of identity
‘federations’ amongst private sector identity providers operating on behalf of

17 As Kevin MacNish (2017) has noted, while “trust, chilling effects, control, error and social sorting”
are some of the further wrongs of surveillance that occasionally get mentioned, privacy is almost
always the main complaint.
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government (E_Whitley, 2016). This metastisation of identity provision from
government to corporations means that, in both public and private, citizens have
become increasingly “governed by identity” (Amoore, 2008). This cements the
technology as “a key mode of governance” in contemporary societies (C] Bennett &
Lyon, 2008, p. 3). But it is also not a unique phenomenon. The privatisation of identity
provision can be seen as part of a centuries old trend of communication
infrastructures—from semaphores, to telegraphs, phone lines, and the internet—
being run as a private-public surveillance assemblage (Tréguer, 2019). This links to
outsourcing conversations we will return to at length in later chapters.

So, what changes as a result? At the very least, the Big Brother-esque critiques
advanced by surveillance state thinkers need to be revised to account for the private
sector carrying out much (if not all) of the monitoring instead of government—as
Oscar H. Gandy Jr. (1993) somewhat prophetically warned when he predicted that the
“panoptic sorting” of individuals would increasingly be managed by corporations, not
states '®. Additionally, as firms potentially gain power and insight through the
popularisation of their digital identity systems, impetus emerges for considering how
their monetisation of this position might affect society at large. Much academic
attention has focused on Online Service Providers (OSPs) more generally (Kreiss &
McGregor, 2018; Taddeo, 2019), but less studied are the often obscure corporations
involved in the government’s identity schemes. Finally, it might suggest that
maintaining the traditional analytic public-private distinction has, in many ways,
become unhelpful. In some contexts the distinction may even have collapsed, as both
private companies and governments surveil the data we generate, as citizens and
consumers (Barassi, 2019, p. 415). But this is primarily a problem for the surveillance
state literature. Given their focus on citizen-centricity, service state thinkers do not
necessarily care who provides public services so long as the service is effectively
delivered. Privatisation is acceptable from the service state perspective, so long as the
resulting service is adequately run for the citizen-consumer.

Regardless, the context in which a technology is deployed matters, and can
considerably alter its socio-political implications. States are not companies and,
despite the technical similarities, their digital identity systems are not normatively
equivalent to corporate counterparts; they are inherently political, in terms of both
their nature and effects. The translation of identity systems to governmental contexts
thus requires careful consideration. Most obviously, governments possess unique
responsibilities towards their citizens, residents, and visitors that businesses do not
share. So, while companies might legitimately sell digital identity services to just a
select few customers, it is usually thought that government should instead leverage
the technology to improve all citizens’ lives, via increased inclusion and better public

'8 Similarly, Taylor, Lips, and Organ (2009, p. 149) briefly recognise this “’blurring of public private
boundaries’ in service delivery” as a venue for future research.
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services (McKenzie ef al., 2008, p. 3). As we have seen, justifications like these are the
driving force behind some international development projects, yet many are still left
behind. Sustained investigation of these blended or even wholly-privatised identity
architectures is therefore required to see what effect they have. In particular, this must
pay special attention to the market-driven mechanisms by which identification is now
increasingly delivered. After all, market logics raise fundamental questions around
the fair distribution of identities—tying access to digital identities to a profit motive
for the first time in British history.

1.3.4 Towards a Holistic Solution

In sum, at least three lines of normative enquiry are beginning to present
themselves. Namely, are we content with the impacts of digital identity systems for
liberty, and its relation to citizenship, privacy, and other freedoms; equality, with
regards to access and discrimination in both public and private contexts; and the role
of markets, as a possible modifier to these two central pillars of any liberal theory? But
behind all of this sits a recognition that making people visible to the state machinery
through digital identity systems links our enquiry to decades of debate about state
legibility and control. As we have seen, aspects of these essentially-political questions
have been considered by other scholars. But, despite providing a valuable starting
point, existing analyses are too limited. In particular, they are unconnected to an
overarching theoretical framework. And none of this work has focused on the British
case, despite its interesting history and unique systems. While discrete aspects of the
problem have thus been analysed, no comprehensive pulling-together of the issues
involved into a coherent whole has yet been achieved. This, though, is vital: many of
these different aspects will likely conflict and so need careful balancing if they are to
be fully resolved. To address these concerns, I will therefore now justify the value of
reconsidering these questions holistically at the level of political theory, before
introducing the liberal theoretical framework within which I will more fully analyse
these interlinked normative considerations.

1.4 Political Philosophy

Political philosophy, or normative political theory, is concerned with the
evaluation of concepts, values, and actions, as well as what ought to be done in light
of them (Swift & White, 2008). Since the ancient Greeks, philosophers have considered
the ethical problems that technologies can raise (Dusek, 2006). However, as Rosner
(2014, p. 21a) notes, although “identity management research has been approached
from legal, technical and sociological viewpoints [...], [p]olitical science approaches
[...] are under-researched”—and, if political scientists are under-represented, then
political philosophers are completely missing in action. As we will see, the analytic
tradition has simply not engaged with digital identity systems in any meaningful way,
and there are only limited implications we can draw from the continental tradition.
But although this section shows that philosophers have paid national digital identity
systems scant attention, there is plenty of parallel, normative research into socio-
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technical systems and technologies of control deployed by states that we can use as
inspiration to translate into this context. While much of this work is not directly
relevant, it can nevertheless illustrate what stands to be gained from taking a political-
philosophical approach to identity.

Perhaps most pertinent—and the only work directly engaging with the topic of
digital identity systems from this perspective—is David Barnard-Wills’ (2012) book-
length “intervention in political theory” examining New Labour’s identity card
scheme. Barnard-Wills drew on a blend of Foucauldian and post-Marxist perspectives
to understand British identity policy in the early-2000s through the lens of privacy and
surveillance discourse. This is hugely valuable work, which has informed this project,
but Barnard-Wills” study does only offer some glimmers of hope. First, it concerned a
now-defunct identity scheme, leaving the last decade and a half of identity
development in Britain unanalysed. Second, I have already discussed the limitations
inherent in taking the privacy lens as foundational—we should also be considering
these schemes in light of other values”. Finally, Barnard-Wills locates his work in the
continental tradition, meaning we still lack a liberal critique of identity. What is more,
his discursive focus is apt for unpicking the moral and political language used to sell
identity cards, but reveals nothing about what a better alternative should look like.
This accordingly gives us a place to start.

When it comes to other philosophical work focusing on identity systems, further
contributions are few and far between—and almost all theorists have focused on ipse
identity, not idem identity. Timothy R. D. Grayson (2003), for instance, self-published
arough philosophy of personal digital identity (rather than identity systems) over two
decades ago. A few years later, P. J. A. de Hert (2008) defended the concept of a right
to an online identity, again in the ipse sense. Ethicists have also explored some of the
normative concerns around algorithmic systems constructing digital identities on our
behalf (Manders-Huits, 2010), as well as the harms of profiling they can raise (de Vries
2010). Likewise, Jeroen van den Hoven and John Weckert’s (2008) edited collection on
the moral philosophy of information technologies included a few chapters on personal
identity, but is primarily only useful for showing how philosophical methods can
shed light on problems at the intersection of technology, politics, and normativity.
And, following this flurry of philosophical concern around digital identities through
to the 2010s, interest has waned. All of these examples therefore fail to fully account
for contemporary identity policy and practice, and specifically that which is managed
by identity systems rather than performed by individuals on, for instance, social
networking sites.

1 A similar discussion of personal identity from the perspective of privacy alone falls into the same
trap (Capurro et al., 2013).
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1.4.1 Lessons from the Philosophy of Technology

Although there is thus little directly-relevant political-philosophical fodder for an
idem-focused study, there is nevertheless much useful philosophical work to consider.
In particular, the large body of research under the philosophy of technology umbrella
has always been concerned with evaluating technologies for monitoring and
controlling populations (Vallor, 2022). As Sandra Barman (2006, p. 138) points out,
“Rulers have kept records on the ruled since ancient times”, via tools like the census
and other “statistical representations”. And philosophers have long taken note of this,
connecting political technologies to the ability and power to rule. Politics is, after all,
about who has the power to make decisions, shape others’ choices, and decide who
gets what (Lasswell, 1950). But the first step in making such decisions is knowing what
you have power over in the first place. In Britain, the Domesday Book famously
surveyed the population and their landholdings to facilitate revenue collection after
the Norman conquest of 1066, directly connecting data collection to political power a
millennium ago (Cobbe, 2018, p. 9). And it is easy enough to draw on normative
critiques of these and subsequent practices to see how we might approach identity
systems today.

What, then, can philosophers of technology tell us about systems of control? Here,
another short work of continental philosophy points us in the right direction. Gilles
Deleuze’s incredibly brief but prescient Postscript on the Societies of Control warned that
“electronic cards” may provide us with access one day before rejecting us the next
thanks to the inscrutable demands of computerised tracking systems (Deleuze, 1992,
p. 7). The very language of control, Deleuze wrote, was becoming comprised of the
“codes” and “passwords” that “mark access to information” (Deleuze, 1992, p. 5). In
recognising the growing importance of computerised access control systems all the
way back in 1992, Deleuze extended Foucault’s (1991) perennially-popular
characterisation of surveillance as a form of disciplinary technique. Today, Foucault’s
work remains favoured amongst surveillance theorists, who see modern, data-based
techniques for controlling populations as an extension of nineteenth century
obsessions with measurements and observation, particularly with regards to
modifying behaviour (Barry, 2020, p. 2). As we have already covered, the panopticon
is the example par excellence here—a system of surveillance and control built upon
the threat of constant observation by agents of the state, long before digital
technologies could super-change the threat via unblinking eyes. And certain kinds of
identity systems will no doubt raise similar concerns.

More generally, several recent works have mounted normative arguments against
digital surveillance and its disciplinary uses. Kevin Macnish (2017) has been a pioneer
in this space, connecting sociological criticism of surveillance systems to classical
philosophical views about privacy. Since then, with Adam Henschke, he has also co-
edited a collection applying the ethics of surveillance to the coronavirus crisis and the
enhanced surveillance it brought with it (Macnish & Henschke, 2023). Although this
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does not touch specifically on identity systems, it is not hard to see a connection. The
past few years have also seen theorists at the bleeding-edge propose a variety of new
digital rights to cope with algorithmic profiling (De Gregorio, 2022; Wachter, 2019;
Wachter & Mittelstadt, 2019), as well as ethical principles oriented towards similar
ends (Coeckelbergh, 2018; Floridi et al., 2018). This might likewise provide some
guidance as to how to address the harms of identity systems.

Yet, as we have discussed, the focus on privacy and surveillance can overlook
other liberal values. Carissa Veliz’s (2021) Privacy is Power is therefore a particularly
valuable addition, as it suggests practical steps individuals can take to try and resist
corporate surveillance of their personal data. Véliz is one of the few theorists to have
gone beyond privacy alone to consider the impacts of corporate surveillance for both
individual and collective power. Other similar contributions are Faridun Sattarov’s
(2019) more general exploration of power and technology, as well as Henrik Saag
Saetra’s (2021), book-length treatment on liberty under Big Data. Both provide
welcome case studies in tying modern digital systems to specific freedoms in a liberal
society. Beyond these, Mark Coeckelbergh (2022) has presented the first monograph
on the political philosophy of artificial intelligence. He has thus connected digital
technologies to not only privacy and liberty, but also equality, democracy, and justice.
And, in the popular press, Susskind has recently put forward a political theory of
digital government (2020) and regulation (2022), both built on neo-republican (rather
than liberal) foundations.

As this short survey demonstrates, political-philosophical engagements with
important digital developments are still embryonic. Yet, in all these cases, direct
engagement with cutting-edge empirical research has allowed scholars to produce
exciting, non-ideal theory. These latter contributions, in particular, therefore present
a model for constructing an overarching normative theory to help understand and
respond to digital systems of control, intertwining a philosophy of technology with
political-philosophical suggestions. None, however, have discussed identity systems.
This is consequently very much the kind of work that I seek to emulate, albeit in a
specifically-liberal mode, and newly-focused on digital identity systems and their
various interrelated moral and political impacts. All that remains is for me to sketch
the liberal approach I will be taking on to achieve these ends over the course of this
thesis.

1.5 A Broadly-Liberal Theoretical Framework

There is a more fundamental reason to pursue a political-theoretical approach.
Much philosophy of technology is individualistic, and so can readily elide the societal
angle—indeed, popular “political theory from the English-speaking world, such as
work by Rawls, Sandel, Walzer, Maclntyre, or Nussbaum is often not even mentioned,
let alone used, within contemporary philosophy of technology” (Coeckelbergh, 2018,
p. 5). This strikes me as a significant shortcoming. Especially in the case we are
discussing, the role of the state and its mediation between individuals is essential. This
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firmly locates a critique of British digital identity systems within a basic liberal-
theoretical context, and demands a political angle to any analysis. We must, therefore,
go beyond the philosophy of technology over the remainder of this chapter. This starts
with consideration of freedom—or liberty—and its relation to the state via the notion
of citizenship. I then turn to the other key liberal value of equality. This is because
liberty and equality, and especially the nature of their interrelation, are centrally
important considerations for any liberal theory (Duncan Bell, 2014). Finally, we must
also bear in mind that contemporary Britain grew out of the postwar welfare state.
The Thatcherite valorisation of markets and privatisation that this eventually gave
way to will therefore also be relevant for our enquiry—though, we will cover the
historical account in far more detail in later chapters.

1.5.1 Liberty and Rights

The most common way to divide different species of liberal theory up is by
distinguishing ‘classical’ from ‘social’ liberalisms (Duncan Bell, 2014, p. 684). This
captures the sense in which liberal freedom has evolved over the past few centuries.
Liberals traditionally understood liberty in primarily ‘negative’ terms; synonymous
with the degree of freedom from coercion, obstruction, and interference at the hands
of others which an individual enjoys (Berlin, 2002, p. 170). A commitment to negative
liberty holds that I should, for instance, be able to choose how to live without someone
else dictating what I can say, what happens to my property, or which religious or
political groups I belong to. The more autonomy I enjoy in these respects, the more
freedom I might be said to have—and this grants me the space to live my life according
to my own understanding of what a good life should be. Taking the position to its
libertarian extreme, I might be thought of as completely free if I was never subjected
to any external obstacles or barriers to exercising my will. Classical liberals might
accordingly find prima facie issues with any systems or laws that restrict access to
essential freedoms—for instance, political rights via the introduction of, say, voter ID
requirements. Overly onerous requirements to identify oneself to election clerks,
could represent a clear obstruction to liberty in this sense.

However, a more “positive’ conception of liberty is today favoured by many
liberal theorists® (e.g., Raz, 2009). This pays closer attention to whether I have the
freedom to act in a particular manner, and can be parsed in one of two ways. The first
concerns a psychological sense of self-realisation (C Taylor, 1985, p. 212). Because each
citizen is generally left to pursue their own ends under liberalism, some theorists
maintain that those ends cannot be the result of “lack of awareness, or false
consciousness, or repression” (C Taylor, 1985, p. 212). Yet other accounts go beyond

% While Rawls (2005, pp. 201-203) explicitly tried to sidestep this positive/negative distinction,
emphasising the complex web of rights and duties which condition a person’s freedoms, he generally
discusses the package of liberties an individual can expect the state to provide and protect negatively,
in terms of freedom from outside “constraints” and “interference”.
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psychological constraints alone. Following R. H. Tawney, theorists like Amartya Sen
(1985) hold that any measure of freedom must also seriously consider an individual’s
ability to exercise their own autonomy. This may be straightforwardly constrained by
external interference, but also a lack of access to vital resources such as money or an
education. In the case of voter ID, we might consequently consider the cost of
acquiring sufficient identification as well as any accessibility issues, beyond simply
whether or not an election clerk is obstructing us. Do appropriate alternatives exist for
eligible voters who cannot afford to pay? And what about people that might find it
difficult to apply for sufficient identification due to disability or illness? More
fundamentally, as identity systems are often used to manage access to state goods, an
immediate potential conflict arises on the positive account, too.

In general, though, we can say that the liberal project—whichever conception of
liberty you favour—attempts to maximise each individual’s liberty under a
democratic framework whereby all individuals can achieve maximal liberty together
(Duncan Bell, 2014, p. 694). Of central concern for liberal theorists is therefore the
question of the nature and extent of any one individual’s liberty and its relation to that
of other citizens. Society, after all, comprises a collection of individual citizens. And
each of these citizens might, in exercising their liberty, encroach on the liberty of
another. Yet, as the voter ID example demonstrates, what makes adjudicating between
competing citizens’ claims to freedom challenging is that liberty of either flavour is
difficult to analyse in the abstract. While it is obviously true that being imprisoned
reduces my liberty—imposing a significant obstacle to my freedom and constraining
my will—it is much harder to say how precisely voter ID laws will affect me. This is
because, in reality, liberty is not a monolithic, abstract concern; it can be better
understood as a kaleidoscope of more specific freedoms and rights (Carter, 1995). This
is an insight we will need to take forwards, looking at how to balance the various
values and freedoms involved in the construction and administration of identity
systems.

1.5.2 Citizenship

This brings us to another central concern for liberals: the nature of citizenship.
Liberty, the state, and individuals are intimately bound up in liberal and neoliberal
theory (Voinea et al., 2023). In particular, it has long been understood that the citizen
chooses to give up some of their freedoms in return for the mutual protection of
government in a community of equals underwritten by the social contract (Locke,
1988). And, precisely because liberties are complex and multifarious, and different
people value different freedoms, most liberals recognise that competing freedoms
need to be balanced, often with assistance from the state, in order for a stable society
to exist (Crowder, 1998). A solution is therefore required which can a) adjudicate
between different claims to liberty and interference, as well as b) provide means for
individuals to work together where individual liberty is insufficient to achieve some
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common goal. In other words, individuals must come together to create a state and
agree to share in the mutual benefits offered by its citizenship.

Thus, a tension between the needs of the citizen and society as a whole is
immediately embedded within a liberal understanding of the world. We might think
of the Chinese social credit system, where social scoring is said to benefit society at
large, even if limits the freedoms of certain individuals (Orgad & Reijers, 2021). And
much the same can be said of other identity systems, given their fundamental
orientation towards discrimination and control. When is it acceptable to use identity
systems to pursue the betterment of society at the cost of individual liberty? However,
as Julie Cohen (2012) has argued “liberal and neoliberal theories of citizenship tend to
be relatively insensitive to questions of sociotechnical configuration”, despite the
importance that technological systems increasingly have for understanding the
citizen-state relationship. This is a significant oversight. As Miriam Lips (2013, p. 61)
has noted, digital identity systems fundamentally alter how the state manages and
interacts with its citizens, changing both “the meaning of citizenship” and the
relationship between the citizen and their state. But this means that identity is now
centrally important for the study of modern digital governments (JA Taylor et al., 2009,
p. 137), particularly as governmental digitisation continues to progress. But liberal
theory will need extending to accommodate this insight.

Regardless, a key takeaway is that digital identity systems have the potential to
greatly expand, but also constrain, citizens’ freedoms. I have already discussed how
better and more convenient access to robust public services could improve citizens’
lives (McKenzie et al., 2008, p. 3). On a more positive, capabilities-sensitive account,
this is especially clear. Identity systems are also crucial for modern policing, helping
to secure borders, combat identity theft and reduce financial crime (CJ] Bennett & Lyon,
2008, p. 5). In this way, they assist in protecting individuals from harm, whilst
allowing them to enjoy various other important freedoms (Higgs, 2004, p. 192). All of
this could help to ensure a basic level of liberty in a society, protecting the social
contract. But, at the same time, we have also seen how such systems can be tools for
surveillance and exclusion—preventing people from accessing these very same goods
and liberties, should they fall foul of the authorities or fail to submit to registration.
And the normative stakes are especially high in governmental contexts. Asymmetries
of power mean that governments can threaten anything from reduced access to state
resources and services to “fines, penalties, or imprisonment” for noncompliance with
registration efforts ' (Watner, 2004, p. 250). Thankfully, however, political
philosophers are attuned to asking who counts as a citizen (c.f. Carens, 2013), even if
little work has considered the technical systems increasingly used to answer these

! During the coronavirus outbreak, for instance, freedoms of association and movement were made
contingent upon globally-recognised digital vaccine status records, tied to identities (Ada Lovelace
Institute, 2021). Handing such “instruments of almost limitless capacity” to elites can thus only be
done with full understanding of the precarity involved (Higgs, 2004, p. 193).
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questions. Exploring the changing nature of citizenship, as modified by digital
identity systems, will thus be vital as we move forwards.

1.5.3 Equality and Justice

If adequate identification is increasingly a necessary precursor for proving one’s
status as a citizen, then this immediately raises equality-related questions around
access to liberties and goods, as well as possibly the fair distribution of identities
themselves. However, liberals have always struggled to agree on what
precisely ‘equality’ means, and what should be equalised (Sen, 1995; Young, 2001).
For centuries, liberals of most stripes have come to some consensus on the
fundamental equality of humanity—i.e. that all humans are deserving of the same
basic dignity and respect due to their status as humans (Waldron, 2017). This tells us
little about distributional issues regarding the meting-out of material goods, though.
What precisely should be equalised? Few, if any, argue for the simple, flat distribution
of a country’s material goods amongst the population, so is it the opportunity to earn
that we should instead be striving to make consistent? Or is it the outcomes of our
work that should be made equal, regardless of the opportunities we may or may not
have had? Perhaps, instead, it is better to equalise individual interests or welfare
rather than opportunities or material outcomes? Or is it equal capabilities to live and
act, as outlined by Sen, that are important? The criteria for equality under liberalism
are demonstrably multiple and highly contested.

These debates are relevant to us for two reasons. First, there is the inherently
discriminatory nature of digital identity systems. Identities define who is and who is
not allowed access and granted entitlement, which links them directly to questions
around equality of opportunity as well as interest and welfare. As we cover in PART
11, everything from jobs to housing and benefits have been made contingent upon
identification in Britain, via policies like DBS checks, Right to Work, Right to Rent,
and Universal Credit (DSIT, 2024b). Any of these systems can thus engender unjust
exclusion and discrimination, though we must also pay attention to when and how
people might be legitimately excluded. In particular, digital identity systems can
easily risk people’s lack of technical literacy, connectivity, and acceptance of digital
technologies undermining equality and justice for the less technically-savvy—
especially if access to public services becomes contingent upon digital identification.
At the very least, liberal governments might attempt to ensure that access to state
services never becomes solely dependent upon submitting to digital systems.
Providing alternative, non-digital routes for interfacing with the state could be one
way to ensure that those who cannot, or will not, adopt digital identities are not
disadvantaged as a result. But this will need to be defended.

Second, if digital identities can properly be conceived of as something analogous
to “things’ that can be held and presented, bought and paid for, then distributional
questions are also unavoidable. Should the ability to prove our identity be conceived
of as a good, service, or commodity that we purchase? How far, if at all, should
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identification be subsidised for those that cannot pay? And does buying an identity
from the marketplace, versus being given one by the state, alter the value of that
identity? For instance, making international travel contingent upon purchasing a
passport might well be exclusionary for those who cannot afford to pay, but this could
be a price worth paying for adequate border security and the autonomy that safe and
free international movement enables for those who can. The question then arises: to
what extent it is justified to expect people to pay to exercise their rights to free
association?

These are big questions. As they illustrate, however, one of the strengths of the
liberal approach is that it takes these conflicts seriously, paying attention to the
theoretical and practical work required to weigh competing demands. Although
important, liberty is not the “sole criterion of public action”, which is why liberals
throughout the nineteenth and twentieth centuries worked to create institutions that
could accommodate and promote a range of potentially incommensurable values and
freedoms, including equality (Galston, 1999, p. 769). And the upshot is that such
attention to ‘value pluralism’ provides a rich conceptual tapestry for the liberal
political theorist to draw on when critiquing potentially unjust arrangements, moving
far beyond a narrow focus on, say, privacy or freedom alone (Crowder, 1998). This
will be hugely important for the rest of this thesis.

1.5.4 Marketisation

Markets have a difficult relationship with liberalism. In the pursuit of liberty,
liberals have generally countenanced the market as a tool for enabling efficient
economic exchanges (Wolff, 2011, p. 171). Some have even gone so far as to suggest
markets are the best way to facilitate the efficient usage of knowledge across the
entirety of society, making them far preferable as a means of social coordination to
central planning by governments (Hayek, 1948). But, recalling the liberal versus social
distinction I made earlier, some more socially-minded liberals have worried that
unconstrained markets can have unacceptable effects for society at large (Posner &
Weyl, 2018). Indeed, philosopher Michael Sandel has called marketisation—the
proliferation of market-oriented logics into spheres of life that were previously not
driven by such norms—“one of the most significant developments of our time”
(Sandel, 2012, p. 7). Since Thatcher, across much of the world markets have become
the default tool for allocating any number of social goods via the ‘neoliberal” ideas of
the New Right—and this is directly reflected in the move to federated identity systems
in Britain. Marketplaces for identity were construed as a more efficient and privacy-
preserving model than a centrally-run, governmental system. But, as we will see, the
result was not very successful for inclusion.

Beyond inclusion worries, neoliberal enthusiasm for markets has also been
accused of casting political issues in narrowly economic terms, which critics argue
even risks “quietly undoing basic elements of democracy” (W _Brown, 2015, p. 17).
Such economisation is taken to be particularly damaging when the “crass
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commodification” of spheres not previously ruled by market logics leads to human
exploitation or limited access to important democratic goods (W Brown, 2015, p. 29).
And, in particular, recasting citizens as neoliberal consumers could be construed to
reduce the democratic subject to a mere market actor (W Brown, 2015, p. 31). To what
extent aspects of recent British digital identity policy can therefore be cast as neoliberal
intrusions into the liberal democratic welfare state, and what implications for
citizenship this might have, will therefore be a key question in this project. First, it will
be interesting to see just how coherent a move towards federation is from within a
neoliberal perspective, if indeed a neoliberal approach to government modernisation
has driven recent British developments. But we will also need to explore whether
economisation is consistent with a commitment to liberal democratic principles and a
liberal notion of citizenship. Nonetheless, liberalism provides key normative tools for
evaluating the changing nature of citizenship under neoliberal logics and the
introduction of identity systems more generally.

1.5 Summary and Next Steps

This chapter has reviewed what we currently know about digital identity systems,
with a focus on the moral and political aspects of such systems. It has become clear
that digital identity systems raise a range of complex and potentially-conflicting
normative concerns. Consider such systems from the point of view of the individual
and society at large. At the individual level, digital identities are becoming essential
for the exercise of liberty, both online and offline, in many situations. But how does
identification affect freedom? And what choices should we have over submitting to
such systems? Relatedly, the importance of identity systems for inclusion raises
unavoidable questions of justice and dessert. Who should have access to identities?
What protections should those who do not (or cannot) want to use them them receive?
And how can we exercise our rights around identity, if such rights even exist? Finally,
at the societal level, we must consider questions of responsibility and power. What
should the digitally-mediated relationship between the citizen and the state look like?
Who should manage the state’s identity systems? And how can we ensure that the
power digital identification gives powerful institutions over individuals is not abused?

AsThave shown, however, these interlinked issues have so far only been analysed
in relative isolation from one another, and not from a unifying, political-philosophical
perspective. Some questions, particularly relating to the harms of surveillance, are at
least partly addressed in prior research. But while there are strong descriptive
accounts of historical identification systems, for instance, we lack both normative
evaluation of previous British systems and up-to-date analysis of the contemporary
British context. Likewise, it is only with regards to the foreign case studies mentioned
above that some more political questions have been asked—but not by political-
philosophers. A vital piece of the puzzle focusing on British policy is therefore missing,
and specifically from a liberal-theoretical perspective. But the upshot of this is that it
gives me plenty to consider—particularly in terms of the need to uncover more details
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about the British context through interviews with experts well-placed to shed light on
such questions. After all, as Adam Swift and Stuart White (2008, p. 49) have argued, it
is only “by combining value judgements with relevant and appropriately detailed
empirical social science [that one can] ordinarily work out what policies should be
urged in any particular context”.

The deeper problem, however, is that existing attempts to answer these questions
have dealt with the issues in an altogether inadequate, piecemeal way. Social scientists,
legal theorists, and a few philosophers of technology have looked at aspects of digital
identification technologies through the lens of specific moral and political values, but
in a narrow manner which fails to account for how they might fit into a wider liberal-
democratic theory of digital identity. This chapter has therefore begun to illustrate
what stands to be gained from bringing a holistic, political-philosophical approach to
bear on these issues. As Coeckelbergh (2018, p. 6) summarises, the discipline “offers
excellent resources for thinking about justice, equality, freedom, democracy, and other
political principles which, unfortunately, are not often used by philosophers of
technology to discuss the societal impact of technology.” Indeed, as I argue in the next
chapter, making an informed assessment of the various normative challenges
highlighted above is exceedingly difficult without an overarching framework fit for
balancing various competing concerns. The rationale for this project should
accordingly be clear, and it is to the specific methods by which I will achieve this
balancing that the next chapter consequently turns.
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Chapter 3.

Methods and Research Design

As we have seen, the digital identity-related policy decisions facing Britain are
shot-through with concepts that need clarifying, values that must be weighed and
balanced, and courses of action that require normative justification. Yet the dearth in
political-philosophical research engaging with the topic has left a normative gap in
the identity landscape. There is, then, philosophical work to be done here. But
discussing how to go about doing that work—especially in a thesis not focused on
philosophical methodology—is relatively unusual. Historically-speaking, political
philosophers have rarely provided formal explanations of their methods (Leopold &
Stears, 2008, p. 1). Even including a dedicated methodology chapter, like this, is
uncommon. Nonetheless, the twenty-first century has brought with it rising interest
in how political philosophers theorise and what, in doing so, we hope to achieve. This
chapter can accordingly be read as my contribution towards greater methodological
transparency. It specifies the methods I used to put theory to work in this project, and
details how I integrated normatively-relevant aspects of British digital identity
systems with an understanding of the contemporary policy landscape.

In particular, I first argue that my theorising had to eschew the extremes of both
top-down and bottom-up methodologies. This allowed me to pursue the creation of
empirically-informed, grounded theory that nevertheless retained the action-guiding
power of idealisation. I then elaborate why the method of reflective equilibrium (RE)
was best suited to realising this approach. After outlining the methodology in general
terms, I specify the public flavour of “wide’ RE I used in this project. Deviating slightly
from the status quo, I argue that the benefits of incorporating others into the RE
process—by carrying out qualitative interviews—are hard to deny. This allows the
theorist to introduce novel insights to their position, adding theoretical and practical
detail to their existing thinking while also helping surface biases and
misunderstandings. Moving on to discuss my particular research design in the second
half of the chapter, I then justify two key decisions: scoping the study to British digital
identity systems, and the use of digital interviewing techniques to integrate expert
insights into my equilibrium. Altogether, I explain how this empowered me to weave
a cohesive and empirically-sensitive theoretical scaffold around the British digital
identity context, building a strong base for the theorising to come in later chapters.
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3.1 Politically-Engaged Theorising

There are real questions surrounding the relationship between politics and
philosophy. Over the course of the twentieth century, many philosophers at
institutions like Oxford effectively retreated from the frontlines of politics, instead
pursuing “logical rigour, terminological precision, and clear exposition” in heavily
abstracted and idealised arguments (List & Valentini, 2016, p. 525). Indeed, much of
this work ultimately became so far removed from the realities of governing a country
that it had “little immediate or concrete significance for policy” (Swift & White, 2008,
p. 52). This kind of philosophy’s utility for guiding both public debate and
policymakers was consequently neutered. As Jonathan Wolff (2018, p. 13) has
suggested, “[t]he options for a political philosopher were to defend or attack an
existing grand theory, or, in a daunting flight of fancy, attempt to construct a new
one”. Yet for many, myself included, this turn towards abstract analyticity in the
twentieth century was entirely undesirable. Even the best-crafted concepts, principles,
and theories need to correspond to something ‘out there’ in the world to be useful
(List & Valentini, 2016, p. 544). I consequently agree with Adam Swift and Stuart
White (2008, p. 50) that, given political action’s inherently value-laden nature, political
theory has a natural role to play in guiding policy decisions. One of my ambitions
with this project was therefore to generate the kind of theory that could achieve such
an end.

However, simply seeing political philosophy as ‘applied ethics” does not get us
very far. On such ‘top-down’ views, theorists merely project their ready-at-hand
theories onto concrete cases (Doorn & Taebi, 2018, p. 491). The problem is that, with a
few exceptions, these grand theories—ahistorical and free-floating like mathematical
proofs—remain so abstracted from the complexities of everyday life that they are of
little practical value to people who find themselves embedded in historically-
conditioned contexts of power, domination, and injustice (Brandstedt & Brannmark,
2020, p. 356). A victim of identity theft, for instance, will struggle to find the general
concept of liberty or harm useful for their assisting with their predicament. For action-
guiding purposes, this model is thus equally unworkable. It leaves the political
philosopher with little more to do than examine, clarify, and catalogue the different
concepts and values (and their trade-offs) at work in any particular case, making it
hard to make “principled recommendations for how such things ought to be done”
(Eloyd, 2017, p. 368). Like a doctor diagnosing ailments without prescribing
correctives, it is hard to see the point. Theory is reduced to “providing the
‘philosophical foundations’ for social and public policy”, but cannot offer any real
guidance when it comes to the knotty problems faced by policymakers (Wolff, 2011

p. 14).

Yet the other extreme is just as lacking. The most committed ‘bottom-up’
approaches—which narrowly concern themselves with only the concrete here and
now of situations—run the risk of focusing too much on the “particularities of the
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specific case [...] without any reference to ethical theory or principles” (Doorn & Taebi,
2018, p. 491). It is true that, on their own, the details of an identity theft will not help
us much with uncovering the general normative rules at play in identification, or the
policy recommendations that might flow from them. Such details might be sufficiently
action-guiding for the specific situation but, due to that specificity, we lose the useful
ability to generalise. Additionally, in cases of disagreement between the various
parties involved, a reductively bottom-up approach cedes the possibility of drawing
on wider, shared theoretical apparatuses that could help justify mutually-acceptable
courses of action (Doorn & Taebi, 2018, p. 491). Stakeholders with conflicting views
will therefore be harder to reconcile, as appealing to common ground at higher levels
of abstraction (the meso-levels of principle or theory) cannot be done. But there is
much to be said for a bottom-up view that is not quite so militant. Indeed, attempting
to address the complexities of digital identity systems in Britain without
understanding the unique context in which the country finds itself would likely be
just as challenging as trying to reason from abstract first principles.

As a result, some have begun to pursue what Wolff (2018) terms a more engaged
way forwards. Following the so-called ‘empirical turn’, many philosophers now
recognise data to be a “constitutive aspect of their arguments and theorizing” (Perez,
2020, p. 339). Amatrya Sen’s (1983, 1999) pioneering work, which paid close attention
to how political and economic systems actually affect people’s lives, perhaps best
exemplifies this kind of approach. While Sen and others would admit the theorist’s
job has always been to “clarify arguments and to highlight the values involved in
political choices”, they would also emphasise that theory should “be supported by
social science research to specify the real-world conditions and consequences of the
choices that its normative propositions advocate” (Baubdck, 2008, p. 40). This is an
approach that has found particular traction amongst philosophers of technology.
While recognising that “[i]Jt is necessary to measure the results of bottom-up
investigations [...] against critical standards of independent moral principles”
(Brandstedt & Brannmark, 2020, p. 356), such theorists also seek to ensure that
appropriate attention is “paid to contingency and the social constructedness of
technology” to avoid the limited import of top-down prescriptions (Doorn & Taebi,
2018, p. 489). My task in this thesis thus became clear: to balance relevant, descriptive
content about the case at hand, surfaced from below, with the requirements of any
normative theories exerting structural pressure from above.

In practice, this would mean using empirical data to more tightly integrate my
theory development with prevailing political and institutional realities (de-Shalit
2009, p. 42). This was, of course, easy to say, but somewhat harder to realise. What
role would data need to play in surfacing descriptive insights? And how, precisely,
could different perspectives be integrated? As we will see, the key issues around
identity could certainly be aggregated from people already well-placed to shed light
on those problems. This helped account for the ‘non-ideal” nature of political reality,
ensuring that the “morally relevant” experiences of experts and practitioners could be
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incorporated into my bottom-up theorising (Widdershoven, 2007, p. 49). But this
should not be taken to suggest that empirical data supplanted normative theorising
in this thesis. Such a move would have collapsed philosophy into the social sciences,
running the risk of generating oughts from what is. Instead, the approach I took is
best understood as one of many recent attempts to show how greater sensitivity to
concrete realities can make normative theory “more attentive, precise and reliable”
(Perez, 2020, p. 343). Following Avner de-Shalit (2009, p. 43), the aim was to once again
make theorising a politically-engaged act of democracy rather than a narrowly
academic pursuit—to put the “political’ back into political philosophy. And by far the
most developed methodology for achieving such empirical sensitivity, through a
blended top-down /bottom-up approach, is reflective equilibrium.

3.2 Reflective Equilibrium

Popularised by John Rawls (1951, 1974, 2005), and so forever guaranteeing its
favour amongst liberal theorists, RE is the leading methodological approach in
contemporary political theory (List & Valentini, 2016, p. 542). Indeed, it is sometimes
considered “the” method of philosophy tout cour (Lewis, 1983, p. x), with particular
recent “scholarly precedent” surrounding its use in the practice-orientated fields of
technology ethics and bioethics (Hoffmann, 2017, p. 1601). Much of the method’s
popularity stems from the fact that RE strikes “the desired balance between practical
relevance and thorough criticism” that many deem necessary for doing “practical
ethics” (Brandstedt & Brannmark, 2020, p. 357). Norman Daniels (1996), for instance,
has powerfully demonstrated RE’s value in this regard. He has repeatedly employed
the method to solve complex, multi-stakeholder, problem-driven political issues, such
as during a public consultation for President Clinton’s health-care reforms in the
United States (Brock & Daniels, 1994). To me, this cemented RE’s utility for this project.
To further defend its value, however, I will now sketch the basic method before
demonstrating how my preferred flavour of RE—which incorporated elite interviews
into the theory construction process—was particularly well-suited to realising the
engaged kind of theorising outlined above.

The basic aim for the normative?® theorist carrying out RE is to bring their
“considered judgements” about a situation into a holistic state of coherence with a set
of principles they develop to systematise those judgements (Rawls, 1974, p. 8). This is
how Rawls (1974, p. 289) summarises the process:

People have considered judgments at all levels of generality, from those about
particular situations and institutions up through broad standards and first
principles to formal and abstract conditions on moral conceptions. One tries to see
how people would fit their various convictions into one coherent scheme, each

22 Although my focus here is normative, RE has been successfully applied in other contexts. See, e.g.,
Elgin (1999) and Lewis (1983).
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considered judgment whatever its level having a certain initial credibility. By
dropping and revising some, by reformulating and expanding others, one supposes
that a systematic organization can be found. Although in order to get started
various judgments are viewed as firm enough to be taken provisionally as fixed
points, there are no judgments on any level of generality that are in principle
immune to revision.

Even from this short passage, we can extract several key points about RE. The first
is the breadth of Rawls’s initial inputs. The second is his lack of epistemic commitment
to these inputs. And the third is the process’s iterative nature. To begin with, Rawls’s
summary makes the method’s inclusivity immediately apparent. Considered
judgements are those convictions we continue to hold under conditions well-suited to
deliberation® (Knight, 2017, p. 47). Because these judgements, or initial inputs,
amount to all the theorist’s firmly held beliefs about a topic at multiple levels of
abstraction—from the particular up to the general—relevant insights from theory and
practice are consequently priced-in from the outset. For instance, universal
commitments like ‘privacy is an important liberal value’ might sit alongside more
concrete judgements like ‘centralised identity registers always lead to unwarranted
surveillance’. Built into RE’s very fabric, then, is an appreciation of both the normative
and empirical contexts surrounding a situation.

Secondly, note Rawls’s lack of commitment to his starting points. Although there
is some “initial credibility” given to the considered judgements and emerging
principles, no single element is “immune to revision” (1974, p. 289). RE’s starting
points are no more than that. While we might complete the theorising process mere
inches from where we began, we cannot rule out vast evolutions in our thinking ahead
of time—even if it would upend our existing commitment to a well-established theory,
principle, or judgement. After all, manoeuvring towards preordained outcomes
would mean engaging in motivated reasoning, not open-minded theorising. Much of
RE’s appeal thus stems from this holistic approach to developing a position: beyond
simply including normative and empirical content, it explicitly encourages theorists
to deeply analyse moral and political issues from the top-down and bottom-up
perspectives simultaneously (Doorn & Taebi, 2018, p. 491). RE thus facilitates “real
dialogue between theory and practice by not assigning a preferential status to either
of them” (De Vries & Van Leeuwen, 2009, p. 491). We must take part, in other words,
in a properly grown-up evaluation of the full complexities of an issue, and are made
to make precisely the kinds of trade-offs we often see in live policy discussions.

The third and final aspect of RE we can extract from the passage above is the
method’s iterativity. Making progress by following a justifiable and deliberative
procedure is what matters to Rawls, regardless of our initial commitments (Walden

# In other words, when not overly tired, under the influence of alcohol or drugs, pressured by other
individuals, etc.
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2013, p. 245). Actually reaching an equilibrium—the process’s end state—therefore
involves the theorist carrying out a procedure of repeated comparison and revision,
“resolving inconsistencies” along the way until all the various elements “provide
mutual support to each other” at all levels of abstraction (Tersman, 2018, p. 1). This is
a highly cyclical process*. In finding the combination of elements that best support
one another, the theorist must begin by developing a candidate apparatus of
principles to systematise and rationalise their initial set of considered judgements.
Then, on further inspection, wherever conflicts are identified, a process of “mutual
adjustment” is carried out (Rawls, 2005, p. 20)—a mechanism borrowed from Nelson
Goodman (1955). Effectively, the theorist repeatedly adjusts their judgements and
principles as necessary to resolve any contradictions. After a sufficient number of
these revisions, Rawls tells us, a coherent whole will eventually take shape, with all
the various elements deriving reciprocal support from one another. This is the
eponymous state of reflective equilibrium, which forms a theoretical scaffold for
further moral and political decision making (List & Valentini, 2016, p. 526).

3.2.1 Narrow Versus Wide Equilibria

If successful, the theorist will now possess a set of moral and political principles,
generated from their considered judgements, then refined and balanced through a
series of mutual revisions. But what properties does this set of beliefs possess? We call
it a) an equilibrium because the various elements in the end state offer each other
mutual support and fully cohere, and b) reflective because the theorist has adjusted
the elements without prejudice to weed out conflicts (Doorn & Taebi, 2018, p. 492).
Unlike with more traditional, foundationalist approaches to political and ethical
theorising, RE therefore draws its strength from from “the mutual support of many
considerations, of everything fitting together” (Rawls, 2005, p. 21). Locally, individual
principles and judgements will support one another more or less directly, while,
globally, clusters of these elements will provide holistic support by consistently
interlocking with one another. The whole can accordingly be thought of as a spider-
web of intermeshed beliefs. And, to be clear, although the foregoing might have
suggested that clear distinctions exist between the various elements in an RE, this is

* The method is therefore time intensive, but an upshot is that this cyclicality deflates the charge of
conservatism commonly levelled against RE. The worry is that RE merely systematises, dogmatically,
whatever biases we might already hold by taking our considered judgements as its starting point
(Floyd, 2017, p. 377). But any reasoning needs to begin somewhere, and where else than with what
we already think? The challenge to the critic, which remains unanswered in the literature, is to present
a credible alternative starting point (Pogge, 2007, p. 176). The plain truth is that theorising that does
not include at least some of our existing beliefs is impossible. Contra conservatism, then, Rawls’s
stipulation that any of our beliefs must in principle be open to revision actually points the way
towards progress and away from dogmatism and bias (van der Burg & van Willigenburg, 1998, p. 10).
Although finding an equilibrium simply must start from the examination of judgements a theorist
already holds, these are never taken to be foundational. They are merely the epistemically available
starting points we have to build from, always themselves open to revision.
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not really the case. The line between judgements and principles is only analytical. As
Carl Knight clarifies (2017, p. 53), it is no more than “a familiar and often helpful way
of arranging our thoughts”—but “there is no problem with the boundaries between
[the different elements] being fuzzy or overlapping” in practice.

There are several advantages to this coherentism. The first is that it “recognize[s]
the fallible and provisionary nature of moral judgement” (van de Poel, 2016, p. 188).
Not only do the bounds of normative acceptability change over time but, with
hindsight, it often turns out that we were wrong. RE accommodates this, explicitly
allowing for revision in light of new information. And, in the fast-moving, technical
debates this project enters into, refusing to ossify any foundational beliefs that may
later have turned out to be misguided was highly advantageous. The second benefit
was that coherentism allowed me to leave certain controversial meta-beliefs
unspecified. RE “leaves open the question of whether there is a moral reality or moral
truth independent of our convictions” (Pogge, 2007, p. 163). Where meta-ethical
beliefs do not speak directly to the theory being constructed, RE permits they may be
sidelined; in other words, Rawls’s method travels epistemically light. This allows for
consensus to be built at the meso-level, leaving foundational questions up to
individuals. Rather than a transcendent theory of moral truth, RE consequently
constructs “something like a shareable standpoint from which individuals can see
themselves and their surroundings” (Brandstedt & Brannmark, 2020, p. 364). Each of
us can then reflect on the coherent whole, as presented, compare it to our own beliefs,
and judge the reasons the theorist has given for their choices and commitments. If we
find these to be justified, we can then decide whether or not to accept them for
ourselves.

So far, however, we have only discussed the judgements and principles that a
theorist will either have already held or else developed while carrying out their RE
process. The resultant equilibrium would thus only be compelling to other individuals
who also shared these considerations, and would hold little sway in a pluralistic
society that included people with different starting points. Accordingly, such a
‘narrow’ RE at most provides a descriptive account of how a theorist’s existing beliefs
can be made coherent (Doorn, 2009, p. 128). But Rawls is clear that RE’s demands for
revision do not end here. Instead, as discussed, we must continue to reflect upon and
assimilate new judgements as we become aware of them, whether from ongoing
personal experience, seeking out new research, or discussing our views with others
(Pogge, 2007, p. 165). Indeed, the justificatory power the method strives for can only
come from pursuing this ‘widening’ process. This means my eventual RE could not
simply have described my own initial, internal beliefs made coherent (Baderin, 2017,
p.4). Rawls (2001, p. 31) is clear that theorists must test their positions against various
other moral and non-moral background theories, which could include anything from
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other philosophies (e.g. utilitarian or Marxist approaches) to scientific findings®. And
it is only by striving for coherence across all these levels of abstraction that a theorist’s
RE might eventually expand into a so-called ‘wide” RE—one possessing the normative
force to justify a position to others (Daniels, 1979, p. 259).

3.2.2 Public Reflective Equilibrium

So far, so good. The foregoing essentially describes RE orthodoxy. I will now,
however, explain how my implementation of RE deviates from the Rawlsian status
quo. This involves recognising that the RE procedure is generally a solitary endeavour,
carried out by the theorist alone. Nonetheless, in the past twenty-five years or so, some
innovative theorists—most notably David Miller (1999), Martine de Vries and Evert
van Leeuwen (2009), Jonathan Wolff (2018, 2020), and Avner de-Shalit (2009)—have
explored incorporating qualitative research into their theorising process. This
modification is generally taken to increase the credibility and justificatory power of
the resulting theory by, in effect, widening each theorist's RE (De Vries & Van
Leeuwen, 2009, p. 494). In doing so, it helps expose the biases and misunderstandings
we often uncover with ourselves when evaluating complex moral issues (Baderin
2017, p. 14). Indeed, these theorists all report how having conversations with informed
people throughout their research provided excellent opportunities to source views,
test them, and incorporate new insights into their developing equilibria. This helped
them establish an even closer fit between the empirical reality of a situation and their
normative theorising—an outcome I am keen to replicate. I, too, consequently sought
to incorporate inputs from others into my own equilibrating process.

Nevertheless, proposals for how to incorporate a ‘public’ into RE vary. While any
part of the process could, in principle, involve other participants, three main
approaches are common. The most prevalent involves identifying and favouring
those judgements that are already “a matter of consensus within a group” (Strong,
2010, p. 135). These judgements, the suggestion goes, should possess some initial
credibility due to the consensus they command. Yet this would seem to place popular
judgements beyond reproach simply because of their popularity. It consequently
resembles a form of foundationalism, and so would undermine RE’s coherentism. Not
only this, but privileging widely-held judgements would also seem to limit the
potential for progress, adding a conservative twist to the process (Daniels, 1996, p. 40).
Accordingly, this was not an approach I adopted. Rather than favouring judgements,
however, one could alternatively source principles from public opinion. This would
allow for “superficial” public attitudes to be “legitimately be set aside” (Baderin, 2017,
p. 8). Miller prefers this solution, as he argues that drawing on widely-supported
principles helps ensure that “the theory of justice appears no longer as an external

» Rawls, for instance, included “a theory of the person, a theory of procedural justice, general social
theory, and a theory of the role of morality in society” (Daniels, 1979, p. 323).
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imposition conjured up by the philosopher, but as a clearer and more systematic
statement of the principles that people already hold” (Miller, 1999, p. 51). This suggestion
suffers from similar issues, though. It likewise privileges existing principles, lending
them unwarranted foundational status®. I consequently avoided this approach, too.

The final option is the most radical. Instead of publicly-sourcing judgements or
principles, theorists can instead incorporate others into the equilibrating process itself.
Motivation for this stems from the fact that, unlike with some methods, the theorist
constructing an RE must take seriously the value pluralism that is central to liberalism.
Rawls (2005, p. 50) tells us that solutions must be able to appeal, at least in theory, to
a variety of ‘reasonable” people; not individualistic or self-interested agents, solely
pursuing their own ends, but rather citizens striving to co-create “a world in which
they, as free and equal, can cooperate with others on terms all can accept”. And what
better way to arrive at a theory all can accept than by encouraging citizens to
collaborate in its creation? There is definitely something intuitively and appealingly
‘liberal” about this approach. Yet Alice Baderin (2017) has cast doubt on the practicality
of a maximally-public procedure. As she argues, the feasibility of reaching a truly-
communal RE, where all participants revise their beliefs to be in perfect harmony with
one another, is not remotely clear. Not only are people unlikely to have begun
theorising with identical sets of shared judgements, principles, and background
theories, but they are also unlikely to have evaluated them in the identical ways
required to reach a mutually-acceptable whole. The role of other people therefore
needs to be more nuanced if RE is to be reached.

Thankfully, a workable model readily follows from moderating the role of the
public. Here, Wolff and de-Shalit’s Disadvantage (2007) and City of Equals (2024)
provide invaluable templates. Although the two philosophers began their research
with theoretical commitments and judgements of their own, they conducted
qualitative interviews with people likely to possess specialist knowledge of the issues
in question throughout?. By drawing on their participants’ expertise and moral
intuitions, but not privileging these inputs, Wolff and de-Shalit thus widened their
understanding without taking popular inputs as static, conservative anchors. Instead,
the interviews triggered regular opportunities for reflection. The philosophers
constantly tested, revised, and enhanced their theory in light of interviewees’
interventions (Wolff & de-Shalit, 2024, p. 18). As they write, “we did more than simply

% A further, practical problem is that, unlike philosophers, members of the public do not generally hold
formalised, structured and non-conflicting understandings of moral and political principles (Baderin
2017, pp. 11-12). It is therefore unclear how any principles—save for the most obvious, such as ‘killing
is wrong’—could by extracted for use in RE, except without significant interpretative work that could
smuggle in bias on the part of the theorist.

7 In one project, this was both disadvantaged individuals and those providing them with support
(Wolff & de-Shalit, 2007, p. 12), in the other, this was city-dwellers from around the world (Wolff &
de-Shalit, 2024, pp. 17-18).
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learn about people’s attitudes and views [...] we revised and modified our theory
according to the theories and intuitions expressed” (Wolff & de-Shalit, 2007, p. 12).
This introduced novel insights to the RE process, adding deep theoretical and practical
detail to their existing thinking (Wolff, 2020, p. 47). And, likely due to the feasibility
issues with the maximally-public version of RE outlined above, Wolff is clear that the
result was not a communal equilibrium—*although the method is public it remains
entirely under the control of the theorist” (Wolff, 2020, p. 49). This is accordingly the
‘co-constructive’ flavour of RE I adopted.

3.3 Research Design

I have, so far, presented RE in quite abstract terms. But, over the remainder of this
chapter, I will concretise my approach with notes about casing, my interviewees, the
interviewing process, and how I went about integrating qualitative interviewing data
into my RE. Firstly, the policy context surrounding contemporary British digital
identity systems evidently forms my chosen case. This was partly a practical choice,
but mostly driven by the country’s theoretically-interesting situation. My principal
aim, after all, is to construct a liberal, political-philosophical framework that will allow
me to explore how the interrelated schemes that GDS and DSIT are developing could
be integrated into a coherent RE. And the British context is particularly well-suited to
this task, as we will see. Not only has Britain always been, “at the forefront of the
development of identification technologies” but, as Higgs (2011, p. 9) provocatively
asked over a decade ago, why should “a country that prided itself historically on
leaving people alone [...] now be a world leader in their surveillance and tracking”?
Given Britain’s decades of experimentation with different digital identity
architectures, it thus provides the ideal case study for exploring the normative issues
surrounding different approaches to identification. In particular, being able to chart
the movement from centralised identity cards to a federated ecosystem, and the later
combination of these two approaches, will provide ripe opportunity for internal
comparison and deep analysis of the two prevailing models.

Practically-speaking, this focus also allowed me make good use of the experts
with whom I already had existing professional relationships. As I knew I wanted to
involve other participants in my RE from the outset, the bar for doing this was
accordingly lower in Britain than elsewhere. At the same time, while normative
research into British digital identity systems more generally has always been relatively
scant, I realised early on during my review of the literature that this kind of research
had almost completely dried over the past decade. Even though valuable work in a
similar vein was proliferating around the study of international systems—particularly,
as we saw, in Europe and across much of the global South—it simply was not at home.
There was thus an obvious gap to fill. Britain was, after all, going through a
particularly interesting transition during my first few years of research, and is again
now. And although Verify’s federated model eventually failed domestically, the
approach has since been emulated internationally, with groups in America (NIST),
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Canada (Pan-Canadian Trust Framework), Africa® (SATA) and Europe (eIDAS)—not
to mention Scotland (ScotGov)—all now pursuing similar models. The project’s
theoretical import would therefore not be limited to Britain alone, though I knew the
scope of any generalisations would need, as I explain later, to nevertheless remain
limited.

With my case selected, the earliest stages of my research design were then
motivated by further consideration of various background theories, and their link to
my overall epistemic project. As two pioneers in the RE space, Christoph Baumberger
and Georg Brun (2021, p. 7927), explain:

[In RE] the background is treated as independently justified to some degree, but not
as being immune from revision on principle. Consequently, the contrast between
foreground and background is established by the epistemic project at hand and
reflects the fact that inquiry cannot but proceed piecemeal, even though justification
is ultimately holistic; that is, a matter of a reflective equilibrium that encompasses
all the epistemic agent’s commitments.

Specifying the nature of epistemic project I am pursuing was thus highly
important. Primarily, it defined which normative and empirical features of the British
identity landscape would function as the agreed-upon background, against which the
bulk of my work in this thesis would take place. By now, it should accordingly be clear
that the Literature Review sketches a large part of this ‘independently justified’
backdrop. It summarises many of the relevant background theories (especially the
fundamentals of liberalism and digital identities, as well as sociological accounts of
modern digital identity systems) that will underpin the more detailed discussions of
liberal theory and its intersections with identification systems yet to come.

At the same time, defining my epistemic project also helped firm-up my
conceptual framework. As Dietmar Hiibner argues (2017, p. 13), this is vital in RE for
“connecting different levels of normative reasoning in a clear-cut manner and thus
allowing for their hermeneutical deepening and reciprocal balancing”. In my case,
then, a liberalism attuned to the British context provides this framework. It grounded
my RE within a “definite setting”, and so ensured the process was carried out in a
principled rather than “arbitrary” manner (Hiibner, 2017, p. 15). After all, unrelated
elements from different conceptual frameworks cannot be bundled together
haphazardly. For the RE process to result in a holistic, cogent, and rational whole, a
tightening or ‘pulling together’ of all the strands involved is required—this is what
Hiibner means by hermeneutical deepening. And, in the British case, liberal common
law provides this context. I therefore did not fully consider every alternative
normative theory that could possibly have grounded this work. I did not, for instance,

# 1 should disclose that, from December 2020 until March 2021, I worked with the Digital Equity
Association to develop a federated, cross-continental identity scheme to underpin a digital economy
in the region.
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construct multiple equilibria from Confucian, Marxist, and Republican perspectives,
then compare and contrast them all. Rather, consideration of competing views was
carried out only so far as it was necessary to cast my characteristically-British
approach into sharper relief. It was, after all, generating a coherent liberal framework
that was my ultimate goal—and this had to be constantly borne in mind.

Finally, bounding my epistemic project also precluded the need for extensive
speculation about how previous British governments could have acted. Such
counterfactuals were just not relevant for current systems, except where lessons could
be drawn. Instead, I was developing an account of where “to go, starting from here,
which is of course what the government needs to know” with regards to policy (Wolff
& de-Shalit, 2007, p. 11). As Wolff (2011, pp. 6-7) elsewhere reminds us, this requires
the theorist “to understand why it is we have the policies we do have before
advocating change.” Consequently, it was only by first building my understanding of
historical British identity policy that I could construct the theoretical footings needed
for detailed discussion of the issues facing Starmer’s government today. That said,
remember that no single element of RE is ever beyond reproach. As the process
advanced, aspects of the background did indeed end-up needing to be revised.
Nonetheless, in previous chapters I hope to have sufficiently detailed both my initial
position and preliminary understanding of the theoretical landscape for readers to
decide whether or not we started from shared beginnings®. And, although our
assumptions might well differ, at least allowing readers to identify these points of
divergence before the equilibrating begins in earnest should be made easier by my
attempts to be transparent about these starting points.

3.3.1 Which Public?

With the scope of my project set, one of the first tasks was then, of course, deciding
who to interview—i.e. from which “public’ to draw. Much like Wolff and de-Shalit, I
wanted to include a range of participants that each possessed unique perspectives on
my chosen case. Identity policy is, however, a highly-technical and relatively
misunderstood topic. Early on, I therefore decided not to interview members of the
general public, and to instead draw primarily on the views of elites and experts.
While ‘'normal’ people may well have provided valuable insights, I simply found that
there were other ways to effectively source the kinds of inputs they might have made.
The press, for instance, regularly reports on noteworthy identity cases involving
citizens, and many experts I spoke to had already aggregated large amounts of user
research to inform their thinking. Both DSIT and GDS also commissioned Calls for
Evidence during the project, with the former even publishing a ‘public dialogue’

» This echoes a call from Mark Coeckelbergh (2018, p. 5) for theorists to make explicit their “often
salient, (descriptive) social-ontological and (normative) political-ideological assumptions.” Although
he does not explicitly employ RE, Coeckelbergh implores fellow philosophers of technology to pay
closer attention to political philosophical methods.
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report while I was writing up, which drew on weeks of workshops with members of
the public (DSIT, 2024b). I consequently found that these sources surfaced sufficient
content to inform my understanding of digital identity systems from the user’s
perspective. As a result, only a few of those interviewed, and even then only
incidentally, were everyday users of the systems we discussed.

However, with DSIT and GDS'’s schemes both still in ‘beta” during my primary
tieldwork period, I soon realised I could not exclusively interview experts working on
these projects. Not only were the programmes undergoing active testing and
development, which limited my access, but both were also fundamentally reactions
to the wider historical and political context around identity policy. I therefore decided
to seek out a wider cross-section of participants that could illuminate different aspects
of Britain’s long-running struggles with identity—especially those who could unpack
the parallels with prior systems. This included senior professionals that had worked
across the public and private sectors over the past twenty-five years, as well third-
sector actors that might harbour outside perspectives (c.f. Bryman, 2012, p. 418). But
this meant the scale of my conclusions had to be limited. As I would only be
considering the views of a relatively narrow range of individuals, I could not
generalise much beyond the British institutional context. My interviews are therefore
best understood as “a springboard from which to philosophize and theorize”, which
were nonetheless valuable “provided that we keep in mind that statistically this data
should be taken with a pinch of salt” (Wolff & de-Shalit, 2007, p. 190). The goal, after
all, was to ensure that my political theorising remained tied to empirical reality via
expert engagement. It was not to generate statistically-defensible claims about the
British public’s opinions®.

3.3.2 Ethical Considerations

With my ‘public’ selected, the next step was to secure ethical approval and
actually conduct the interviews. This part of the project went through a rigorous
review process, led by the Central University Research Ethics Committee® (CUREC).
Overall, though, this was a relatively straightforward hurdle. The risks to participants
were relatively minor, given I was not going to be interviewing vulnerable groups,
with only one potential conflict of interest on my own part the main concern—at least
at the project’s outset. This issue arose because many interviewees had interacted with
the Open Identity Exchange (OIX), a former trade association for UK digital identity

% As Wolff and de-Shalit (2007, p. 190) make clear, carrying out enough interviews to cover a
statistically-relevant sample of the general population would be immensely costly—far too costly for
a doctoral project. This would have been a much different project; closer to something a sociologist
or politics researcher might have led, but not one that a political philosopher like myself would be
best-placed to carry out.

31 Oxford University Social Sciences and Humanities Interdivisional Research Ethics Committee
Approval Reference: SSH_OII_CIA_21_005.
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providers that I was employed with on a part-time basis for most of my DPhil. As a
result, the CUREC process helped me recognise that a) information gleaned from
interviews could be of potential commercial value to the OIX, and b) interviewees may
have tried to get me to share business-sensitive OIX information with them. To
mitigate these risks, I therefore made sure my association with OIX was raised at
multiple points before and during the interviews. I also reiterated that any sensitive
information would be treated with the utmost confidence, and reassured interviewees
that I would not pass any information either way. Ahead of the interviews, I also
outlined the data protection laws (mainly the UK’s General Data Protection
Regulation, or GDPR) that would govern the collection and processing of any data
arising from our interactions.

Despite this potential issue, I believe the OIX connection ultimately ended up
being a net-positive, not least because the chief strategist is well-liked and respected
within the community. In actual fact, OIX hired me precisely because they were happy
to help introduce me to contacts, and thought it would be a mutually beneficial
partnership. This was a key reason I took the job. My association with the chief
strategist and the OIX brand thus opened doors to several participants I would not
otherwise have been able to interview. Indeed, through these connections, I was
eventually invited to apply for a digital identity policy job at DSIT in 2023, towards
the conclusion of my project. This presented a further conflict of interest—though, as
I was into the writing-up stage by this point, the scope for conflict was still limited. I
had already completed all my interviews, so most of my understanding of DSIT’s
scheme predated my time at the department. This made the potential ethical
challenges easier to navigate. I agreed with the hiring manager that I would retain
academic freedom, so long as I used no privileged information gleaned through my
time at DSIT in my thesis. I can confirm I have respected this condition. Though the
role has no doubt sharpened my understanding of digital identity, any views
expressed in the final substantial chapter, which critiques DSIT’s current policies,
were constructed from information available to me before I began working at the
department.

Returning to the ethical considerations surrounding the interviews, the other
notable risk related to attribution. To tackle this, I obtained explicit consent via email
in advance of any interviews, mainly so that the scope of the relationship could be
pre-agreed. I then reiterated the implications of this written agreement at the start of
each interview to ensure understanding. A few participants failed to agree in advance
but, as I was recording their interviews, I made sure to capture a record of oral consent
as an alternative. In all cases, I also made clear whether we would be talking ‘on’ or
‘off the record” and ensured that participants understood the extent to which they
would be able to correct factual errors after the interview. I also offered the option of
pseudonymity as a mitigation strategy. However, the overwhelming majority of
participants agreed to take part mostly ‘on the record’, orally flagging only certain
moments of discussion as ‘background’. This surprised me. I had expected far more
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to take up the offer of pseudonymity. And, in the end, seven of the eight interviewees
who took part on condition of pseudonymity understandably only did so because
governmental policy limited their public statements. With hindsight, the desire to be
credited in print should perhaps have been expected—after all, many of the
participants I spoke to trade on their reputations as thought leaders. But I nevertheless
was pleased that so many interviewees could participate openly.

Finally, protecting the data I gathered throughout the process was also vital. Even
if interviewees were generally happy to speak on the record, specific sections of many
conversations were not to be quoted. I therefore stored all recordings, which were
made digitally, on an encrypted drive, on a firewalled device, and only backed these
up locally to another encrypted drive. Transcription and analysis was also carried out
manually, on the same local device, rather than relying on cloud-based tools.
Additionally, codenames were used to refer to pseudonymous participants, which
meant that I possessed a digital master list for identifying pseudonymous participants
throughout the project. This was kept secure in the same secure manner as my other
data. The final element of ensuring my data’s integrity—and so its value for my
theorising—involved checking any quotes that made it into my RE against the record,
running named quotes past the participants involved. This helped to guarantee my
work’s accuracy and ensured that I was not putting participants at any risk by quoting
specific passages of our discussions which they were not expecting. It also provided a
good opportunity to stay in contact. By the project’s conclusion, any remaining data
will then promptly be deleted. This should mitigate any residual data-related risks,
and mark the end-point of my research.

3.4 Interviewing and Equilibration

I will now describe the interviewing process itself, as well as how this interacted
with my RE. I began recruitment soon after achieving ethical approval. As noted,
several individuals were already known to me—via OIX or due to their status as
members of the ‘identerati’, the tongue-in-cheek phrase that some actors in the
industry use to refer to themselves. I therefore approached recruitment and sampling
via the snowballing method. This seemed the best way to gain access to senior
participants, relying on the power of social vouches. Indeed, it is generally considered
the only feasible approach for sampling these sorts of populations (Bryman, 2012, p.
203). Through referrals sourced from a series of initial interviews with pre-existing
connections, I built a network of interviewees that together provided a holistic
overview of the digital identity space. As time went on, I also reached out to some
participants ‘cold’, mostly via email or social media, when suitable referrals could not
be secured. Although the resulting sample cannot consequently be called statistically
relevant, I have already discussed why this is not a problem for RE purposes. I should
also note that participants were not paid but, in lieu of payment, many did request to
be kept informed about the project as a condition of their involvement. I was happy
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to accept these terms, not least because it meant the door would remain open for
additional engagement later on in the project.

All-told, I interviewed fifty-one experts from all sides of the identity debate. The
tinal group encompassed everyone from senior civil servants, government contractors,
consultants, and senior employees at identity companies, to civil society actors, critics,
and one journalist. Many had occupied multiple roles across these sectors over their
careers, sometimes simultaneously. Unsurprisingly, most also lived in the UK or had
worked on British identity projects over the years. Of those who had not, their insights
were general and important enough that they had still either influenced British policy
and the market, or else held transferable opinions that were of interest. A tabulated
breakdown of the interviewees can be found below:

Name?* Job Title Organisation

Adam Cooper Director ID Crowd

Alastair Johnson Founder Nuggets

Alexander Blandford Independent Contractor Various Organisations/Ex-
DCMS

Alison McDowell Government Contractor Beruku

Andre Durand Founder and CEO Ping Identity

Andrew Bud Founder and CEO iProov

Andrew Hindle Independent Contractor Various

Benjamin Welby Policy Professional OECD /Ex-Government Digital
Service

Bryan Glick Journalist Computer Weekly

Colin Wallis Executive Director Kantara Initiative

Daniel Goldschieder Founder and Executive Director | Open Wallet Foundation

Dave Allen Head of Business Development | Charteris

David Birch Consultant Consult Hyperion

David Black Consultant ID Crowd

David Rennie Director of Digital Identity IDEMIA

Market Strategy
Dick Dekkers Director of Business Digidentity
Development

Don Thibeau Executive Director The OpenID Foundation

Drummond Reed Chief Trust Officer Evernym

Elinor Hull Identity Services Director Post Office

Emma Lindley Co-Founder and Chair Women in Identity

Eve Maler CTO ForgeRock

Gilad Rosner Independent Consultant Various Organisations

Guy Herbert Privacy Campaigner NO2ID

Heather Hinton CISO RingCentral

Ian Glazer Founder and President Weave Identity

Jeremy Grant Managing Director NIST/US Government

32 Please note: Some participants chose to obfuscate their details for privacy reasons.
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Name?* Job Title Organisation
John Erik Setsaas Vice President of Identity and Signicat
Innovation
John Haggard Chief Business Officer Yubico
Jon Nash Fellow Demos
Joni Brennan President DIACC
Joseph Spear Director of Communications Mvine Ltd.
Kaliya Young Independent Consultant Identity Woman /ITW
Louise Maynard-Atem | Head of Data Insights GBG/Women in Identity
Martyn Taylor Senior Civil Servant Government Digital Service
Melis Mevsimler Fellow Ada Lovelace Institute
Mike Bracken Founding Partner Public Digital /Ex-GDS
Nick Mothershaw Chief Identity Strategist Open Identity Exchange
Pieter Kasselmam Principal Program Manager Microsoft
Phil Windley Senior Software Development Amazon Web Services
Manager Identity /IIW
Steve Pannifer CEO Consult Hyperion
Stephen Wilson Founder Lockstep Consulting
Tom Fisher Research Officer Privacy International
Tony Fish Independent Consultant Various Organisations

Policy Professional

Yoti

*

Privacy Campaigner

Various Civil Society Groups

*

Senior Civil Servant

Department for Digital, Culture,
Media and Sport

Policy Professional

Department for Digital, Culture,
Media and Sport

Policy Professional

Department for Digital, Culture,
Media and Sport

Senior Civil Servant

Department for Work and
Pensions

Senior Civil Servant

Government Digital Service

3.4.1 Data Collection

Policy Professional

Tony Blair Institute for Global
Change

Table 1 — List of interview participants

After a handful of pilot interviews in early-2021, the bulk of my data collection
took place between September 2021 and June 2022. Almost all interviews were
conducted synchronously over videocalling software, with the exception of a few
carried out in-person at an industry conference in the Summer of 2023. While, with
hindsight, I would have preferred to have conducted a couple of the higher-stakes
interviews in person®, the ongoing effects of the coronavirus pandemic made this all-

% Only one participant did not take the digital interviewing process seriously, and I think this issue
would have been mitigated if the interview had been in-person. They took the call whilst walking to
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but impossible*. Thankfully, research suggests there are, in general, no “limitations
inherent” to interviewing digitally rather than in-person (Hanna & Mwale, 2017, p.
261). And my general impression was that digital interviewing is a highly rewarding
and effective way to widen an RE. Proceeding digitally also made recruitment easier,
not least by ensuring that travel was not required (Hanna & Mwale, 2017, p. 262).
Several participants even remarked that they could only ‘fit me in" because of the
flexibility that digital interviewing offered. When it came to ending recruitment, I
continued until it appeared I had reached saturation of both individuals and views.
As participants starting reaching too far afield for snowballing recommendations, and
especially when no new perspectives or ideas were coming up, I wrapped up the
primary interviewing stage of the project. This is considered best practice in both
qualitative research design and empirical political theory (Zapata-Barrero, 2018, p. 81).

Each interview lasted between ninety minutes and two hours. They were semi-
structured to allow for the exploration of broad themes without expecting to arrive at
definitive conclusions (Bryman, 2012, p. 403). This helped me gain an overview of my
interviewees’ thoughts without imposing a rigid framework upon the interview
format—allowing me to recognise and respect their expertise (Bryman, 2012, p. 471).
Another benefit of this approach was that I could tailor questions to the participant,
with CEOs not asked about the intricacies of setting governmental policy, for instance.
That said, this was mostly a fine tuning exercise. Approximately three quarters of each
interview covered the same basic material. Given that the interviews were conducted
over a year or so, however, my questions did evolve as my own thinking was refined.
To begin with, I certainly knew little about digital identity systems—and likely asked
some naive questions. This was despite the fact that I had, following Wolff and de-
Shalit (2024, p. 55), not approached the interviews “with a blank piece of paper”. I had
already read and reflected on a lot of material before beginning my data collection.
But the whole point of the interviews was to test and challenge my position; to
“modify, enrich, and ultimately specify” my theoretical understanding (Wolff & de-
Shalit, 2024, p. 55). By the end of the project, I consequently like to think I knew a little
more than I did at the outset, and that this translated into more thoughtful questioning.

the supermarket, clearly distracted, then kept me on hold for fifteen minutes while they shopped. I
ended the call soon after they returned. Thankfully, this was the only disappointment, with every
single other interviewee engaging fully with the process.

* As coronavirus restrictions lifted I did begin to meet participants I had previously interviewed at
various industry events in 2021 and 2022. This included the biggest US and UK conferences, like
‘Identiverse’, ‘Identity Week Europe’, and the OIX ‘Identity Trust Conference’, as well as the Alan
Turing Institute’s ‘“Trustworthy Digital Identity Conference’ and other smaller events. These provided
welcome situations for informal follow-ups with interviewees. They also occasionally helped with
recruitment. I only got to interview certain senior civil servants and members of the press, for instance,
after meeting them face-to-face at these conferences. These participants were generally harder to
contact via the industry channels I initially had available to me.
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The first half of each interview generally involved some discussion of the
participant’s background, as a warm-up, followed by questions designed to gauge
their opinions about both historical and contemporary (digital) identity policy in
Britain. The purpose was to source judgements about the government’s plans, past
and present, as well as about the wider identity industry. Generally, I found
participants had a good grasp of recent identity developments. There was also a
surprising amount of agreement when it came to diagnosing the issues with previous
governmental systems; a consensus of sorts had definitely emerged around identity
cards and Verify, as well as how best to address each scheme’s shortcomings. I
therefore attempted to challenge this view wherever possible, not least to ensure my
own understanding. Overall, I also tried to surface both factual data about how
systems worked and value data about why participants thought they were designed
to work in that way. This was vital for ensuring my reflections could eventually lead
to policy suggestions. As Wolff (2011, p. 5) notes, in most contexts “some public policy
will be in place, and in most circumstances the burden of argument for change is
higher than for reflective or wunreflective continuation of current policy”.
Understanding the status quo was thus an essential precursor to suggesting any
movement beyond it. But this part of the interview also allowed me to grasp a
participant’s level of understanding—were they a technical expert, or could they
speak more to social and even conceptual issues?

The second half then turned towards these conceptual issues and attempted to
elicit general normative insights. Initially, I was not sure whether participants would
be able to contribute at this level. After all, the discussion veered towards quite
abstract considerations of rights, goods, and the nature of citizenship, as well as the
changing relationship between citizens and the state. But I need not have worried—
most participants were highly-qualified, educated professionals working in an
exceptionally normatively-charged space. For them to not have come across these
kinds of issues, which often feature (at least implicitly) in the debates around national
identity systems, would have been surprising. In actuality, theoretical engagement
was thus high, particularly amongst the consultants and more senior participants.
Normatively-couched language often required some coaxing on my part, and this was
where a more co-creative approach definitely showed its worth but, where
participants could engage, their contributions were often pleasingly nuanced. I
consequently gained significantly more material to integrate into my theorising at this
stage than I originally expected. Finally, after a few lighter questions intended to help
prime my snowballing requests, I concluded each interview. I would then send a brief
follow-up note of thanks, and turn to transcribing and analysing the interviews—the
former immediately after each discussion, the latter in batches, later on.

3.4.2 Analysis and Reconstruction

What did interview analysis involve? Qualitative data fed constantly into the
ongoing mutual adjustment process that I was carrying out. To explain, it is important

62



Charlie Harry Smith

to detail how exactly my RE interacted with the empirical research over the entire
course of this project. There were three overall stages. The first involved constructing
an initial, narrow RE that brought together my own considered judgements and
principles. This work preceded the interviews, and was undertaken alone while I
wrote the first draft of my Literature Review and reflected on my initial position. As
this process followed the standard RE steps outlined towards the beginning of this
chapter, I will not recap what was involved. More unusually, I then carried out the
second stage concurrently with the interviews. This is where I began to widen my
narrow RE with input from my participants, and worked to ensure a tighter fit
between my understanding and the reality of the situation as understood by on-the-
ground experts. Looking back, this was undoubtedly the most theoretically-
productive and enjoyable part of the process. Most of the advances in my thinking
occurred at this co-constructive stage, in collaboration with my participants. Lastly, a
reconstruction stage rounded out the process, which I will expand upon shortly. It
was here that I properly coded my data, finalised my RE, and began to write my
position up into the chapters that constitute the remainder of this thesis.

Before expanding on the final stage, let me detail the initial interview analysis that
went into the second. While I was carrying out my primary data collection, I opted to
keep any analysis light and fluid. I therefore did not employ any formal coding
techniques at this stage—this part of the process was purposefully kept more intuitive.
In the co-constructive stage, I was after all mostly looking to test and refine the
considered judgements and principles I had already brought into a narrow RE with
my participants, as well as source from them new judgements and principles (and, to
a lesser extent, background theories) that might help challenge or strengthen my
existing views. I accordingly focused primarily on soliciting judgements—gathering
a range of stakeholder opinions to inform my theory-building, as this was where on-
the-ground knowledge really shone through and highlighted the many lacunae in my
initial view. That said, I did engage interviewees who showed sufficient theoretical
interest at the level of principles and / or background theories. Many interviewees thus
contributed at all levels of abstraction, though I should stress that some primarily
engaged at the level of judgement. This did not, however, preclude me later trying to
derive principles from their judgements during my own equilibrations.

My goal at this stage was not “to evaluate the “truth’ of a position, but rather to
analyse the fact that there is a real conflict of positions” (Zapata-Barrero, 2018, p. 81).
In other words, my aim was to bring out various actors’ concrete interpretations of the
normative problem space. This was why I kept any initial analysis very light.
Although I needed to approach the interviews with a preliminary set of considered
judgements and principles of my own, so that we might have some mutual
groundwork to build from, I would also not reveal my own views straight away. I
began instead by asking participants to explain the problem space in their own words,
before reframing and seeing where any agreement or disagreement arose. Being
relatively upfront with my initial commitments made them “available for rational
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debate” and contestation (Susskind, 2020, p. 86), and ensured I ‘showed my premises’
in line with De Vries and Van Leeuwen’s (2009, p. 495) rules for RE best practice. But,
by only revealing many of my judgements and principles once participants had
already outlined theirs, I nevertheless tried to ensure I would not bias their own
framings. I suspect this was relatively successful in practice, not least because the
people I was interviewing often had far more developed and strongly-held views than
I did. Indeed, I was usually the one learning new framings, not my participants.

During the interviewing period, I was constantly revising my judgements to make
them better cohere with my ever-developing set of principles. The process continued
well into the beginning of my write-up, until something like a stable equilibrium
began to emerge. I repeatedly went back and forth between theory and practice (c.f.
De Vries & Van Leeuwen, 2009, p. 492), motivated by the belief that “[e]mpirical and
ethical theory ought both to be used, and used in tandem, to guide public
policymaking” (Goodin, 1992, p. 4). Theory in this case meant academic research,
especially relating to the historical content I was beginning to write alongside the
interviews, as well as any theoretical discussions I had with my interviewees.
Interviewing, on the other hand, provided almost all of the practice-relevant insights®.
Over the course of this cyclical process, I also came to notice that many participants
shared similar talking points. I recognised these from other interviews, desk research,
and my own understanding. As my familiarity with the debates grew, these repeated
talking points thus helped alert me to when I was nearing saturation around various
topics. I would then move onto a new area of discussion. As the interviews progressed,
a theoretical scaffold that retained a close relationship to a range of real-world policy
concerns thus took shape. This was stage two: the co-constructed, widened public
equilibrium.

Completing this stage helped me gain a holistic understanding of the current
policy context. It brought the relevant values and assumptions underpinning digital
identity into sharper focus. And it was for precisely this reason that I had aimed to
gather situated knowledge from a range of differently-located participants in the first
place (] _Reinecke et al., 2016, p. xiv), taking seriously interviewees’ differing
perspectives to reflect an interpretive approach to interviewing (Edwards & Holland,
2013, p. 16). It was accordingly rewarding to see RE theory unfold in practice. Of
course, I did not find an overall position that all interviewees agreed upon. But this
was to be expected after having read Baderin’s work. My participants and I disagreed
about many points, and often were coming at the problems from ideologically diverse
starting points. But the process did robustly test my views and do much to firm-up
my position—which shifted quite drastically from where I began, as will become clear
in later chapters. For these reasons, I am confident the interviews helped ensure that

% My employment at the OIX rarely exposed me to much identity practice. At most, I had some limited
exposure at the industry trade shows and conferences mentioned above.
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my theorising was exposed “to the full force of critique from explanatory theory and
empirically grounded research” required to try and generate a wider RE (Baubock
2008, p. 60). And, although widening is of course a process that is never really finished,
I can nevertheless claim to have given it a good go.

However, I eventually realised I could not end the process here. This is when the
need for a final reconstruction stage became apparent; a concept I adapted from
Baumberger and Brun (2021). Although Baumberger and Brun submit that the details
of each person’s equilibrating process will always be project-dependent, they
emphasise that, whatever the project, reconstructing an RE not only contributes to its
justification, but is also the only way for the theorist to divine the “precise
configuration” of moves and values that drove their theorising throughout
(Baumberger & Brun, 2021, p. 7937). In other words, it is only once a candidate RE has
been constructed that the theorist can retrospectively discern the most important
drivers of their equilibration, which they can then use to reconstruct it for justificatory
purposes. In my case, because my RE had developed over the months of interviews,
and continued to develop as I began writing-up, I realised that it would also be
necessary to go back and review all of my data in light of my updated understanding
of the policy area as part of this reconstruction process. Essentially, I had to conduct
another round of interview analysis, going back over all of my transcripts to see if I
had missed any insights the first time around. After all, during the earlier interviews
I had still been building my understanding of the problem space, which left plenty of
room for misinterpretation on my side.

Properly coding the interviews and extracting themes, not to mention grouping
these themes and looking for connections, added a significant amount of additional
depth to my understanding of the policy area and my developing RE. That said, I did
not code entire interview recordings. By this stage, I knew that much of the content
was simply not relevant. This is not to say it was not useful to the interview process
at the time. It was certainly necessary to ‘warm up’ participants and build rapport,
particularly as I had not met most of these people before. But only snippets of each
discussion now bore direct relevance to my RE at this final stage of the process. I
therefore screened the interview transcripts I had made previously, only formally
coding a) sections containing novel insights that required further reflection, or b) any
key ideas or themes that I retrospectively identified as having influenced my thinking.
Though I would characterise the initial, informal analysis I carried out as deductive,
this ‘focused’ or ‘selective’ approach to coding during the reconstruction stage was
consequently inductive. I did, after all, come back to the interviews with an RE that
allowed me to identify relative passages for closer analysis. Theory therefore took
some precedence at this closing stage of the process, and these codes and themes then
fed into the final reconstruction of my RE.
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3.5 Conclusion

By way of a conclusion to this chapter and, indeed, Part I, let me summarise how
the rest of my reconstructed RE unfolds. Over the following chapters, I weave together
qualitative interview data, my own observations and views, as well as insights from
the literature. This reconstruction is intended to help a reader understand how I
arrived at my position. Again following Wolff and de-Shalit (2024, p. 56), I do not
therefore include full transcripts of all my interviews, and instead draw on only those
“most illuminating” extracts and themes that added the most to my developing
equilibrium. I should also note that what follows is presented chronologically,
although this does not reflect how my thinking actually developed. The argument
spans several hundred years of British history, albeit with a bias towards the past
twenty-five years or so. This is because the digital systems that emerged during this
period are the most important for understanding contemporary systems and policies,
though historical systems will, of course, provide useful context. But the remainder of
this thesis is not a record of how my position evolved in real-time, as the circular
iterativity of the RE process is impossible to capture in narrative form (CH Smith
2023). Instead, what follows is intended to be made sense of from an external point of
view. It accordingly presents the arguments that constitute my position in a way
which is hopefully intelligible to others.

Before we get to that, though, in this chapter I have defended the specific form of
politically-engaged theorising I elected to use for this project—a co-constructive
version of public reflective equilibrium. And I have further justified both my focus on
the British case as well as my decision to integrate expert views into my RE. Altogether,
I have shown how this coherentist approach will empower me to weave an
empirically-sensitive theoretical scaffold around my chosen case study over the
remainder of this thesis. However, let me be clear. There will always be alternative
ways of interpreting the inputs and carrying out the process of equilibration. You may
well accordingly disagree with how I chose to balance various elements, or think I
have overlooked key judgements or principles. Yet this is the price of this method,
and operating in the messy reality of politics—even I will no doubt come to diverge
from this position in the future. Nevertheless, I am confident that I have captured the
British identity landscape sufficiently accurately to have arrived at an informed view
that most would agree is fair, and can say that I have reached a stable equilibrium, at
least for now. My task now, then, is to convey this position to you and, by doing so,
address my overarching research questions. And this begins with an exploration of
the history of identification systems in Britain, covering the period before the digital
revolution.
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—Part II—
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Chapter 4.

Before Digital Identity Systems in Britain

“If the political is to exist, one must know who everyone is, who is a friend and who is an
enemy, and this knowing is not in the mode of theoretical knowledge, but in one of practical
identification: knowing consists here in knowing how to identify the friend and the enemy.”

— Carl Schmitt, quoted in (Derrida, 1997)

To properly understand Britain’s digital identity systems, we must first appraise
the island’s history. What transpires from evaluating the technologies and practices
that modern systems have evolved from is that “identification’ in the technical, formal,
and legal sense in which we generally use it today is an exceptionally recent
phenomenon. Rationalising the population through such techniques came late to
Britain. Developing identity systems oriented around the enumeration and
management of individuals, whether analogue or digital, was simply not much of a
priority for the central information state, which has traditionally relied on far less
specific technologies for making populations legible. For most of British history,
identity was instead left, by and large, to individuals to navigate amongst themselves;
a social and performative exercise, at least for those of good standing. Yet when
change finally did arrive, the effects were dramatic. New systems of paper-based
management radically altered the relationship between the people and the state.
Tracing the development of these novel technologies throughout the Industrial
Age * —from signatures, seals, and registers up until the earliest days of
computerisation—this chapter accordingly shows how the British state centralised a
number of identification practices over this period, primarily through its displacement
of the local and performative means of identification that had previously sufficed.

In particular, as technological development accelerated in the wake of two World
Wars, the changes for normal people stacked up. As citizenship replaced subjecthood
in the twentieth century, and became tied to political rights via new technologies and
the emerging welfare state, formal identification was made to matter to ordinary

% The Industrial Age spanned the roughly two hundred years between 1760 and 1970.
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people. In the main, these changes impacted the freedom, or liberty, of individuals
living in Britain. Traditional, laissez-faire respect for negative liberty, as championed
by so-called classical liberals, came under increasing pressure from social reformers
that cared about the material conditions in which people languished. Accompanying
the latter’s far more positive notion of liberty, with its genesis in Victorian desires to
address various social ills, increasingly centralised systems therefore newly-enabled
the state to interfere more directly in the lives of citizens. Yet before this point, as we
will see, centralised identification systems had surprisingly exerted next to no effect
on the day-to-day liberties of British subjects, or even aliens. Illuminating the recency
of this development will therefore clarify how dramatic any further normalisation of
centralised identification practices in our modern digital era would be; a significant
break with past customs. This context will then help me to explain, in chapters to come,
why the state’s recent forays into developing digital identity systems have faced so
many setbacks.

3.1 Historical Identification Practices

From a contemporary vantage point, it can be difficult to imagine a time before
widespread formal identification in Britain. Today, almost every important
transaction or interaction we make involves some proof of identity that can eventually
be traced back to the state—and official identities are seen as essential for ensuring the
continued administrative functioning of modern governments (Caplan & Torpey,
2001). As historian Edward Higgs (2011, p. 2) summarises, people today “are
registered and recorded from birth to death, and at various points in-between.”
Anything from driving a car, getting a job, paying tax, receiving benefits, or claiming
a state pension depends upon submitting to a range of state identification apparatuses.
Similarly, many non-governmental activities, such as taking out a mortgage or
insurance, holidaying abroad, opening a bank account or requesting a credit check, all
rely upon a series of carefully-choreographed collaborations between the state and
commercial entities. These help ensure trust in who we are, as well as our entitlements
to various products and services. We are constantly presenting organisations with
proofs that attest to our age or eligibility (such as, that we are over-eighteen or have
the Right to Rent), aspects of our identity (that I am Charlie Smith, or this is my
customer number), or even, in recent memory, that we have been sufficiently
vaccinated to safely take part in society. Identification is becoming ubiquitous in
modern Britain.

Yet this state of affairs is rather exceptional. For the vast majority of British history,
any notion of recourse to official identification systems to prove these kinds of claims
would have been completely foreign to the average person (AJP Taylor, 1965, p. 1). As
Higgs (2011) notes, formal identification methods were almost entirely reserved for
criminals, aliens, and the dead, well into the twentieth century—and, even then, such
records were overwhelmingly managed locally, relying on community knowledge
rather than standardised and centralised bureaucratic systems. There were simply no
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central records to consult; no one in Whitehall would have collected or maintained
them. Policing was, for instance, led by parish constables who, much like district
coroners, relied on the community to help recognise criminals and identify corpses.
Even identifying beneficiaries of the Poor Laws—under the earliest vestiges of the
welfare state—was handled locally, by each parish’s Overseer of the Poor (Higgs, 2011,
p. 47). In fact, likely the closest thing to a formal, nation-scale identification system in
pre-modern Britain would have been the crude descriptions of rogues and frauds that
merchants and magistrates circulated via the Hue and Cry and other private
newspapers (Higgs, 2011, p. 106). The state, inasmuch as a unified state existed in
Britain before the twentieth century, simply lacked the motivation and means for
identifying most of its subjects given its highly-decentralised nature (Hall, 1985).

Law-abiding subjects, and especially the most well-to-do members of society,
would therefore have been appalled at requests to identify themselves in the eyes of
‘the state’ (AJP Taylor, 1965, p. 1). Such demands would have been an affront to their
honour. Rather than presenting formal identification papers, like many of their
European neighbours, the average person would instead have primarily asserted who
they were through social performances to their peers, along the lines outlined by
sociologist Erving Goffman (1959). Tokens of identity like signatures and seals
certainly played (largely performative) roles in business and legal dealings, but the
state held no central records against which these could be checked or validated (Higgs,
2011, p. 59). Who you knew, what clothes you wore, and how you spoke were far more
important markers of identity than any state-backed documentation you might
present. Even the most formal transactions, such as matters of property and credit,
were entirely handled via personal identification methods, such as vouching,
testifying, and other community sources of knowledge (Higgs, 2011, p. 44). For much
of British history, then, the idea of relying on the central state for an identity, let alone
proving it with government-issued papers or cards, would have been risible. Recourse
to state-run systems was simply not necessary. Identity resided in an individual’s
localities and networks, meaning identification was a irreducibly social, not technical,
activity.

3.1.1 A Sociological Anomaly

The peculiarity of this situation warrants particular attention, not least because
the general British reticence to build-out any state identification infrastructure—at
least on home turf—stands at odds with the received sociological narrative around
the changing nature of identification in the Industrial Age. In Daniel Bell’s (1973)
classically Weberian formulation, for instance, progressive rationalisation in the
eighteenth and nineteenth centuries generated efficiency and productivity gains
throughout society, driving the population away from a distributed, agrarian way of
life and towards an increasingly centralised, urbanised existence (c.f. Webster, 2014,
pp. 45-47). This capitalist development is thus taken to have engendered such
anonymity in Britain’s newly burgeoning cities and towns that the face-to-face, social
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methods of identification that previously sufficed were rendered ineffective (Higgs,
2009, p. 349). In the emerging world of modernity, the story goes, new approaches to
identity based on formal documents and the related systems for proving identity were
therefore necessitated (Bauman, 2004, p. 19). And, thankfully, technologies that could
“integrate paper and written records including documentation of identity” were close
at hand, following the invention of the Gutenberg press centuries earlier (Chango,
2022, p. 5). It accordingly makes sense to think that the industrialising state might have
seized upon these developments to better manage its population.

In the prototypical industrial nation-state, however, this story does not hold water.
Whilst Napoleonic passcards had centrally identified French workers in the eyes of
the state since 1803, there was never a British equivalent. As Higgs (2011, p. 143) notes,
by “the end of the nineteenth century, Britain probably had the most decentralized
state in modern Europe”—and, indeed, could be defined by its “relative lack of state
identification systems” (2011, p. 110). It is hard not to agree with these conclusions.
While the Church, Kings, and their governments would have used many paper-based
management techniques to prosecute their affairs, identification systems did not
number amongst those tools (Chango, 2022, p. 5). Unlike almost all of their continental
European neighbours, the British have never been forced to carry formal identity
papers outside of twentieth century wartime. And, even then as we will see, such
documents were only briefly tolerated, and swiftly repealed, following the conclusion
of each World War (Rolph, 2004). Furthermore, what little personal information the
state did hold before the twentieth century was “listed on eighteen disjointed,
localized registers” that all-but precluded centralised oversight (EA Whitley & Hosein,
2010, p. 75). The received sociological narrative therefore could, in reality, not be
further from the truth. The general presumption in Britain has always been that law-
abiding subjects should be left to identify themselves as they see fit, so long as they
are not defrauding anyone—a principle that still partly endures today™.

3.1.2 Negative Liberty and the State

We can begin to understand the deep-rooted aversion to identification in Britain
by unpacking where the characteristically liberal will to leave people alone stems from,
philosophically-speaking. Much of this was theorised by the Georgians and Victorians,
who crystallised the prevailing political thought of their time into concepts and terms
we still use today. In general, these theorists understood liberty in ‘negative’ terms;
synonymous with the degree of freedom from coercion, obstruction, and interference
at the hands of others which an individual enjoys (Berlin, 2002, p. 170). A commitment
to negative liberty might mean that I should, for instance, be able to choose how to
live without someone else dictating what I can say, what happens to my property, or

37 There is still no legal requirement to register a change of name in England, though a deed poll can
certainly help evidence it.
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to which religious or political groups I belong. The more autonomy I enjoy in these
respects, the more freedom I could be said to have—and this grants me the space to
live according to my own understanding of the good life. As Barry Hindess has put it,
Victorian liberalism was thus “commonly understood as a political doctrine or
ideology concerned with the maximization of individual liberty and, in particular,
with the defence of that liberty against the State” (Hindess, 1996, p. 65). In other words,
given the significant capacity that government has to interfere in a person’s life—
thanks to its extensive powers and agents—it represents a significant possible threat
to liberty conceived of in negative terms.

It is John Stuart Mill (1984) who is perhaps most famous for defending this view.
His influential harm principle contends that large spheres of private conduct should
be placed beyond the reach of society and the state, so long as others are not harmed
by that conduct®. For many ‘classical’ liberals, when coupled with a negative
conception of liberty, Mill's harm principle consequently outlines the appropriate
limits of the state. Governments, they might say, should prevent individuals from
harming one another, particularly by upholding the law, but go no further. Through
this lens, the British state’s historical reticence to identify subjects potentially begins
to make more sense. Upstanding members of society would have taken umbrage with
attempts to make exercising their freedoms contingent upon state identification,
particularly if they were not harming anyone. This was their business, after all, so
should be kept free from state interference. And this did not only apply to the upper-
classes. Even less well-to-do groups like the “respectable poor” had only to prove
locally that they were eligible for relief (Higgs, 2009, p. 350). Neighbourhood
identification was certainly necessary to limit fraudulent claims and protect those that
were taxed to support the poor, but this did not mean that people needed to be
enumerated centrally. As central government did not administer the Poor Laws, it was
not to be involved. Keeping these measures decentralised, and thereby helping to
defend individual liberty against the state’s overreaches, was an important goal for
liberals at the time.

3.1.3 Legible, but not Identified

This classically-liberal characterisation of the British state is admittedly neat. But
the reality of the subject-state relationship in pre-modern Britain was unfortunately
more complicated than the foregoing implies. In particular, the above should not be
taken to mean that the state knew nothing about its population, or could not have
implemented wide-ranging identification measures should it have so wished. After
all, to properly govern a population you first need to know it (Desrosieres, 2010, p.

3 As Mill argues (2003, p. p94), “the only purpose for which power can be rightfully exercised over any
member of a civilized community, against his will, is to prevent harm to others. His own good, either
physical or moral, is not a sufficient warrant.” We might therefore require licenses for firearms usage,
for instance, to head off the harms to society that their unrestricted distribution might lead to.
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16)—which is why Scott (1998, p. 2) considered creating a legible population a “central
problem of statecraft”. And, as we will see, the Victorian’s were certainly adept at
governing large populations across the Empire, often forcefully controlling
individuals via sophisticated identification technologies. At home, however, the
approach was always quite different. Rather than identifying individuals, the British
state’s ‘knowing’ of its own subjects during this period was instead achieved through
macro-level observations of broad demographic trends (Barry, 2020, p. 3).
Accordingly, the average Briton would have only rarely showed up as an individual
in government records—for instance, in the decennial census, which had been
established in 1801 (Higgs, 2001, p. 188). While people were thus certainly made
legible to the state, they were rarely positively and individually identified centrally,
given how unpalatable this would have been for domestic subjects.

Let me say a little more about the forms of legibility to which Britons were
subjected. In addition to the census, the main records of personal information at this
time could be found in some of the earliest civil and military registers. Since 1837, for
instance, the General Register Office (GRO) had administered the civil registration of
births, deaths, and marriages to make up for the failings of the old parish-based
system in England and Wales*. National policymakers no doubt occasionally drew
on this data, even though the GRO was primarily formed for “medical scientific
purposes” and to support “local government” decision-making (Higgs, 2001, p. 180).
But, although the scope for centralised surveillance of individual civilians via their
birth or marriage certificates was effectively nil, as these documents played no role in
the day-to-day identification of individuals, some subjects of the Crown were tracked
more closely. In particular, pay lists, musters, and pension records—for both active
and retired servicemen—had been well-maintained by the Admiralty and War Office
for well over a century (Higgs, 2001, p. 178). These military records are therefore likely
“the oldest form of personal archival file” in Britain (Macdonald & Lenihan, 2018, p.
376). However, while such files accounted for the movements and status of
servicemen, they, too, did not amount to identity documents. Individuals remained
responsible for identifying themselves to others, without recourse to such records, let
alone evidence like identity cards or dog-tags.

There are other reasons the state may have opted to govern in this manner at home.
After all, communications at the time were slow; limited by the speed of men and
horses. And the then-nascent discipline of statistics—which can literally be read as
“state-istics”, or the science of the state (Schmidt, 2005, p. 15)—essentially relied on
data recorded locally, on reams of paper by clerks, which would then later be pooled
centrally and transported to statisticians for analysis. Information therefore mostly
flowed one-way, slowly, up the chain, providing limited scope for central state
administrators to directly interfere in subjects’ lives on an individual level. While one

39 The Scottish equivalent was setup in 1854.
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could consequently suggest that this was an intentional choice, to insulate subjects
from interfering Whitehall bureaucrats, to do so would be misleading. As we will see,
favouring statistics over identity systems did not in fact preclude the state’s often-
extensive interference in peoples’ lives; it just ensured that such management
occurred at a demographic, rather than individual, level. Indeed, collecting statistical
data on the domestic population became essential to pursuing several quite invasive
projects of societal improvement during the 1800s, as well as measuring such the
success of such projects. And these methods proved quite sufficient for attaining the
legibility required for the state to pursue its goals—rendering the implementation of
more granular identification systems simply unnecessary.

3.1.4 Positive Liberty and Societal Improvement

What drove these Victorian projects to improve Britain? Politically, motivation
stemmed from a growing recognition that excessive respect for individual negative
liberty, and especially private property rights, had failed to create a stable and fair
society, systematically disadvantaging vast swathes of the population (Freeden, 1986).
Especially via the influential work of T. H. Green, a ‘new liberalism’ was accordingly
synthesised in the late-Victorian era. Responding to classical liberalism’s more laissez-
faire tendencies, new liberalism instead promoted the need for social and economic
reforms to help alleviate material inequality—employing what we would now
recognise as a far more “positive’ notion of liberty (Duncan Bell, 2014, p. 700). Above
all, this meant that people would need to discover their own “’real’, or ‘ideal’, or
‘autonomous’ self” , and so be freed from “irrational impulse” and “uncontrolled
desires” (Berlin, 2002, p. 181). Most offensively for classical liberals, this would require
the construction of extensive state apparatuses around the provision of social welfare,
to realise better education, material redistribution, and improved physical health.
Consequently, as Michael Freeden (1986, p. 53) puts it, “the ideological history of the
nineteenth century should be depicted as a constant encroachment of the idea of
welfare (material and other) on the idea of freedom from intervention”.

By the end of the century, the British state had accordingly developed various
disciplinary techniques intended to address a wide variety of these social ills, all
tracked via new programmes of statistics (Rose, 1999, pp. 103-105). Taken together,
these Foucauldian developments changed the relationship between subjects and the
state. In particular, the latter’s growing usage of ‘technologies of observation’ to make
individuals legible and ensure individuals would be sufficiently educated and
materially supported had “created new mechanisms for the production of social and
political order” (Gorski, 2003, p. xvi). Recording the relative levels of education and
illness, for instance, allowed the state to respond, creating a steady supply of
reasonable, civilised, and healthy workers. The development of public spaces—
policed for safety and made hygienic via sewers—also provided room for personal
growth and enjoyment, in line with strict social mores that would be enforced via
social observation. And prisons, workhouses, and sanitariums would contain and
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attempt to reform those that did not, or would not, conform. From the classical
liberal’s perspective, all of these interventions, devised and tracked via statistics,
would thus have been seen as fundamentally oriented towards the often-paternalistic
interference in subjects’ lives; favouring one particular vision of ‘freedom’ that not all
would have found agreeable.

Understandably, this did not sit well with classical liberals. The coercion of
individuals that welfare reforms had required was anathema to a liberalism that had
strived to leave each to his own ends. Nonetheless, the ‘new’ liberal movement
continued to build, reaching its peak in the wake of the World Wars. And not only
were various new liberal institutions intimately tied up with efforts to make the
population more legible—and later identifiable—to officialdom, but it was only
through later identity systems that many social interventions could be realised in the
first place (Lyon, 2009, p. 36). Understanding this will consequently help nuance our
evaluation of Britain’s development of state identification measures, as the state’s
actions over the past century or so present an interesting case study through which to
evaluate the influence of these two notions of liberty. As we will see, technological
developments that had been honed during the Industrial Age, particularly abroad,
made people progressively more knowable to the state bureaucracy at greater levels
of granularity during this period—beyond the general level of early statistics. And the
centralised knowledge gathering, and even surveillance, that identification entailed—
part and parcel of the power to dominate through bureaucratic means (Weber, 1978
p. 225)—was a necessary precursor to the more precise state interventions that
characterise much modern social policy today. It is thus to these wartime
developments that we will now turn, to evaluate just how dramatically they deviated
with the past.

3.2 Passports on the Eve of War

If, for most of British history, the average subject had lived a life largely
unencumbered by formal, centralised state identification systems, then how did this
change during the early twentieth century? Most obviously, Whitehall dramatically
escalated its identification practices in this period—albeit later than many other
industrialising countries. In doing so, the state began to move beyond the observation
of legible populations to embrace positively identified individuals. This happened
contiguously with the formation of the recognisably-modern nation-state, as Europe
prepared for war; with countries solidifying their borders against a backdrop of the
mass migration of refugees and soldiers (AJP Taylor, 1965, p. 2). Today, political
scientists consequently recognise that one of the central characteristics of modern
statehood is the state’s ability to define its citizens—not only distinguishing members
of one’s own society from others, but also controlling the passage of individuals into
and out of one’s territory (Dryzek & Dunleavy, 2009, p. 3). But, in the early 1900s, this
was a novel task for a civil service that had little experience identifying anyone within
the country. Nonetheless, on the eve of war in Europe, centralised identification
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systems were finally introduced—first at the borders, then in the streets. This would
spell big changes for those living and working in Britain, further altering the
relationship between the people and the state.

3.2.1 Identification at the Borders

Today, both international travel and proving one’s citizenship are synonymous
with the presentation of a passport. But passports as we know them today are actually
a very recent innovation. It is for this reason that sociologist John Torpey (2000) has
identified the establishment of the global passport system in the early twentieth
century as such a pivotal a moment in the history of the state. In particular, Torpey
locates the “monopolisation” of citizens’ “means of movement” via passports as an
essential feature of their “development as states” (Torpey, 2000, p. 3). This is because
modern passports, along with the border management infrastructures they rely upon,
affirm the primacy of the nation-state as a political unit. They depend on the mutual
recognition of, and cooperation with, other states, while making the ability to both
travel internationally and claim a formal identity whilst travelling contingent upon
belonging to a particular state. This further downplays the importance of identity
performances. In turn, it also makes exercising certain forms of liberty newly-
dependent upon bureaucratised, technical processes of identification and identity-
checking carried out at the borders, forging a link for the first time between citizenship
and such ‘rituals’ of identification (Torpey, 2000, p. 4). The modern passport is
consequently emblematic of a significant rupture with the past. And it was via the
passport that most British subjects first encountered the reductions in personal liberty
that identification systems can engender.

Passports, it is worth pointing out, were not a new invention in the early 1900s.
They had existed in some form or another in Britain since at least 1414, yet would not
be treated as national identification documents until half a millennium later (Higgs,
2011, p. 156). These early ancestors of the passport also had little in common with their
modern equivalents. Rather than functioning as permissions to cross the border,
historical passports instead marked the holder out as being under protection of a
monarch when travelling abroad (Lloyd, 2008). They were thus certainly not required
for travel in the eyes of the British state—no one would have checked them when
entering or leaving Britain—and were given to allied nationals and foreigners alike, as
the monarch pleased, to help ensure their safe passage in foreign lands (Higgs, 2011,
p. 112). Well into the nineteenth century, passports were in fact only required when
travelling through the few countries that mandated such nuisances, like France
(Chango, 2012, p. 214). Accordingly, “the system was generally reviled by the public”
in Britain, not least for the implicit doubt it cast on the character of those people who
could afford to travel internationally, and who did not believe they needed documents
to prove who they were (Lloyd, 2008, p. 6). Most people therefore simply did not
bother to apply for a passport and travelled anyway, particularly if their trip did not
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pass through countries that required them. Again, the British penchant for the laissez-
faire can thus be recognised here—especially amongst the wealthier classes.

But, perhaps surprisingly, this general lack of a requirement for state
identification at the borders did not only apply to British subjects at the time (AJP
Taylor, 1965, p. 1). Foreigners, too, were entirely unencumbered by passport
requirements. In fact, until the eve of the First World War, the movement of aliens into
and out of Britain, as well as within it, had been to all extents free; no passports had
been required to enter the country for the past several hundred years (Higgs, 2011, p.
112). Additionally, the few decrees which had in the past restricted the movement of
foreign merchants, traders, and visitors—requiring them to register at ports and pay
double taxation—had been repealed a century earlier during the early-Victorian era,
along with unrelated laws that had ineffectually attempted to control the movements
of the very poorest Britons between pre-Modern serfdoms (Torpey, 2000, p. 67). The
turn-of-the-century British state could accordingly be defined by its laissez-faire
attitude to migration and travel both internally and externally, likely due in part to its
lack of a land border with mainland Europe. To take a further example: following the
Act of Union in 1800, large numbers of Irish workers had moved to the north of
England and, along with many other jobless Britons, simply emigrated to North
America without any state oversight of their passage (Torpey, 2000, pp. 67-68). The
British information state plainly did not worry about tracking these kinds of
movements, even though many of its European neighbours would have gone to great
lengths to record such persons.

So, at the dawn of the twentieth century, central government had a very limited
view of who most individuals within its borders were, where they were from, or
where they were going. It is consequently no surprise that Torpey attaches such
weight to the introduction of the modern passport system in the years immediately
preceding the First World War. Passports were completely reimagined—from a
personal vouch from the monarch to a legal requirement for foreign travellers. Visitors’
movements were severely restricted via these new controls, reducing their liberty
while subjecting them to “documentary surveillance” on previously unseen levels
(Torpey, 2001, p. 257). This was a dramatic reversal of the state’s previously-liberal
approach. And passports were only the beginning, as the state soon deployed other
forms of documentary registration to control and surveil foreigners’ movements.
What is more, the impetus for these policy changes was characteristically illiberal—
fundamentally motivated by racism; a way to separate ‘them’ from ‘us’. In particular,
Eastern European Jews had begun immigrating to Britain in large numbers as war
loomed. The Aliens Restriction Act of 1914 had therefore harnessed growing
antisemitic sentiment amongst portions of the public to place new requirements on
anyone who did not “look or sound ‘British”” to prove their nationality and, if they
were foreign, to register their movements with the authorities (Torpey, 2001, p. 258).
Britain’s days as a laissez-faire, cosmopolitan mixing pot were accordingly over.
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As often happens, these controls were also only meant to be temporary and
limited. But the Aliens Order of 1920 extended them to apply to any traveller, foreign
or domestic (Torpey, 2001, p. 263). The shift in freedoms that British nationals faced
after the First World War was thus stark. Submitting to formal identification while
travelling was no longer a choice, backed by monarchical privilege, but now
mandated. And, not only were Britons compelled to carry and present documents for
the first time, but their prima facie right to access foreign territories was lost (Torpey,
2001, p. 269). Although British subjects were affected, however, I must reiterate that
the burdens of these new controls were not equally shared. The most invasive
requirements applied to foreigners alone, effectively creating a two-tiered society.
Whilst British subjects certainly faced the newfound inconvenience of having to carry
a passport, replete with their photograph or other proof of identity, they were still
mostly free to move as they liked. Aliens, on the other hand, were recast as “other” and
subjected to newfound enumeration, tracking, and controls both at and away from the
borders. This included the establishment of a central register of foreigners, through
which people’s movements could be recorded and corroborated with the help of
private surveillance sourced from innkeepers and other informants—massively
impacting their privacy and freedoms, and denying any notion of equality with British
nationals (Torpey, 2001, p. 263). Such methods had never before been instituted, and
were accordingly accompanied by a dramatic expansion of the immigration
bureaucracy.

3.2.2 Despotic vs. Infrastructural Power

One way to understand these radical developments is via two interlinked
conceptions of power that sociologist Michael Mann (1984) has termed despotic and
infrastructural. On the one hand, despotic power refers to the centralised, coercive
ability of monarchs, rulers, and lawmakers to act without institutional constraints. In
political-philosophical terms, we might accordingly think of the Hobbesian leviathan,
looming over his territory. This notion captures how despots can act according to their
own whims, without considering the interests or input of others in civil society, and
exercise their authority via force, fear, and coercion rather than consent.
Infrastructural power, on the other hand, refers to the capacity of a state to logistically
manage its territory and implement its actions through procedural means. In political-
philosophical terms, we might think of Foucauldian disciplinary forms. This concept
of power arises from the state’s ability to build-out infrastructure that penetrates and
embraces society, like transportation networks, communication systems, and
bureaucratic administration schemes. It therefore depends on cooperation and
coordination between the state and civil society groups—power that stems from
consent and capacity rather than just coercive force. Most states, Mann thinks, can
consequently be described by the relative levels of despotic and infrastructural power
that they exercise; and Britain is no different.
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Before the nineteenth century, for instance, passports were the perfect illustration
of despotic state power. British monarchs marked out those worthy of their protection
while abroad, and personally vouched for their safekeeping through the projection of
their absolute power across various territories and alliances. But this meant their
holders had to be known (at least loosely) to the monarch, or else could gain access to
them through personal networks. This practically limited the acquisition of passports
to the elite. The large scope for bias and discrimination at play in such a system should
be obvious, and was only compounded by the arbitrariness of the power which the
monarch wielded; at any point, their vouch could be withdrawn. And, while George
IIT stopped personally signing passports by 1794, making them then somewhat easier
to acquire, any potential traveller would still have needed to “either know the Foreign
Secretary personally, know someone who did or have a recommendation from a
banking house of repute” (Llovd, 2008, p. 10). Passports were consequently
overwhelmingly held by the well-to-do in society before the First World War, with
their acquisition tied directly to the despotic power and whims of some of the most
senior members of British society. Rather than an imposition, they were marker of
personal status, standing, and power. They did not reduce, but extended, the
freedoms of those few Britons lucky enough to possess one.

The new passport system, by contrast, replaced the arbitrariness of the monarch’s
favour with the rigid mechanisms of an informational bureaucracy. Passports now
also constrained, rather than enabling, liberty. This was why the French had
vigorously resisted their normalisation, over a century earlier, as they thought making
travel contingent upon such systems directly undermined their natural and civil rights
(Torpey, 2000, p. 22). In some ways, though, the new system could also be praised for
being more equal. Although it made international freedom of movement newly-
contingent upon the presentation of documentary evidence, at least all travellers were
now required to carry passports, as they would be demanded throughout much of
Europe and the West (Lucassan, 2001). But while procedurally administered in a fairer
manner, the new system was also unfair in a fundamentally deeper way; motivated
by a desire to exclude certain groups from the political community. This reflected the
disturbing ethno-nationalistic forces spreading throughout Europe at the time. And,
to support the logistics of such a totalising system, immigration infrastructure also
newly permeated the entire country—not only at the borders, but inland through the
distributed networks of informants and immigration officers. The state thus diffused
its infrastructural power through the countryside and cities, monitoring those that
were admitted in case there was cause to eject them at a later date. All of this made a
large number of people knowable to the state that had never before been tracked in
such detail.

3.3 Wartime Identity Cards

Passports, however, were just the beginning. The British state’s infrastructural
power was now in its ascendency—and, as the threat of war grew, government took
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further “political actions that would have been unthinkable before 1914” (Agar, 2001,
p. 103). Beyond tracking foreign nationals, developments during the Great War like
rationing, conscription, requisitions, and the later expansion of the franchise would
all rely on gathering “information on the population at an individual level” in newly
centralised registers (Elliot, 2006, p. 146). Consequently, the state’s primary producer
of information, the GRO, would slowly transform from its previously limited role into
“a true system of state surveillance” and personal identification (Higgs, 2001, p. 185).
Records of the name, age, location, and employment of almost every adult citizen in
the United Kingdom would be documented by local clerks and compiled in the
National Register (NR) to facilitate National Service and other war work, with
individuals obligated to keep the state abreast of any changes to their personal
situation (Agar, 2005). Far more than just being made legible, all people living in
Britain—foreigners and nationals alike—were thus to be positively identified and
surveilled in a system that fed directly into the machinery of central government. And
it was only thanks to the risk of total warfare, and later promises of ‘total welfare’, that
this dramatic growth in information collection, processing, and utilisation was
legitimised and tolerated (Higgs, 2004).

For individuals living through the First World War, the most obvious expression
of these changes was not to be found in the establishment of the NR itself, but rather
the associated physical identity cards that subjects were ordered to carry. These cards
essentially functioned as proofs of entitlement, fixing an individual’s identity via
documentary evidence (Lyon, 2009, p. 6). Nothing like this had ever before been
imposed on normal, law-abiding subjects. Analogous to ‘internal passports’, identity
cards too relied on systems for checking identities and eligibility at checkpoints. Their
full adoption could therefore again have extended the sphere of suspicion
surrounding individuals in Britain, further impinging upon their liberties away from
the borders. While passports were only checked at ports, identity cards could in theory
be demanded by the authorities from anyone, anywhere; whether accessing a service
or simply due to ‘suspicious’ behaviour. If such checks had become commonplace,
they would consequently have cemented the state’s control of its population, foreign
and national, by diffusing identity checking infrastructures throughout Britain. In
reality, though, this actuality never materialised. As Jon Agar (2005) has noted, once
the initial registration drive had allowed the government to calculate the number of
able-bodied men available for National Service—the policy’s real purpose—the cards
were all-but abandoned. Agents of the state did not in fact regularly check them, and
nor were they used to control access to services.

Liberty for those who were not called up consequently was not, as feared, made
dependent upon submitting to this new form of infrastructural power. The state did
not, in fact, embrace the population via a totalising system of population management.
Instead, cards were usually “lost, left in pockets and the backs of chests of drawers”
(Agar, 2005). One reason for this is that the cards were relatively crude and recorded
only the holder’s name, ID number, and address. They were consequently not overly
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useful to the authorities, who did not see the point in checking them (Agar, 2005).
Without a photo, or even a signature, cards did little to prove someone was claiming
their rightful identity—unless the individual was already known to the official in
question. But, despite what the public may have thought, it was not the cards
themselves that would necessarily have resulted in the greatest changes for their
relationship to the state. Unbeknownst to most, the GRO was also simultaneously
filing the information recorded on the cards, and more, centrally, in the NR’s
transcript books. Dossiers on normal people in Britain were, for the first time,
therefore being made individually intelligible to the central state bureaucracy, so that
it could respond and act (Scott, 1998). And it was these records that had the potential
to truly alter how the state operated, offering civil servants a novel way to join-up
departmental silos across Whitehall using individuals” ID numbers (Rose, 1999, p. 131).

Despite the “dismal failure” of identity cards in practice, concerns about the
general trajectory they indicated consequently did not abate (Elliot, 2006, p. 151). In
particular, the significance of the NR was not lost on politicians. As Agar (2001, p. 102)
has elsewhere argued, “[iJn peacetime, partial systems gave the appearance of
liberty—and therefore distance from continental models”. Much like a constitutional
separation of powers, the lack of universal ID numbers had limited the scope for
central, surveillant oversight. But this well-understood administrative friction had
proved too inefficient to retain during wartime. It was thus alarming for classical
liberals to learn that records across different departments were starting to be
connected up in the background via ID numbers, despite the threat to civil liberties
some believed this posed (Higgs, 2001, p. 185). During fierce parliamentary debates,
MPs therefore warned of ‘Prussianism’, and identified the NR as “an interference with
the customs and liberties of the people unparalleled in the history of the country”
(Hansard, HC Deb wol 73 col 108, 1915). Together with new liberal redistribution, the
war had already precipitated an unprecedented enlargement of the state. Additionally,
MPs feared the register would be used to compel conscription—negating individual
autonomy by undoing the traditionally voluntary basis of recruitment. Pro-NR
politicians accordingly countered by linking patriotism to wartime registration, with
sceptics accused of “opposing the war effort” (Elliot, 2006, p. 151). Citizenship and the
possession of formal identification were thus further conflated.

In the end, of course, the threat of losing freedom tout court—should the war be
lost—had won out. And, for a brief moment, the move towards central oversight, and
possible interference, via identity cards certainly seemed well-tolerated—even if the
cards were not used much in practice. Were the new liberals therefore winning the
argument? Statistics and demographics were, it seemed, being well and truly
superseded; supplanted by individual-level enumeration that could, in theory, be
used to track individuals across all their interactions with the state. Combined with
the perceived competency of Britain’s management of the war, classical liberals’
arguments around undue paternalism had thus seemingly been undermined—not
least because, to many onlookers, government had become “more genuinely the
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government of the people by the people themselves” in the preceding decades (Ritchie
1896, p. 64). Would people therefore willingly submit to centralised identification, so
long as it was led by a democratic government? The answer was a resounding ‘no’.
Even though some civil servants wished that the “the national registration system be
continued”, the need for these exceptional restrictions had now abated (Elliot, 2006, p.
151). Following the Armistice, identity cards were soon repealed due to “public
anxiety” over “state interference” (Elliot, 2006, p. 151). The short-lived experiment in
centralised identification was consequently over, at least for now, and the
decentralised status quo resumed. Life in Britain had not yet become dependent upon
documentary checks.

3.3.1 Identity, Home and Away

The wider point here is that identity systems of many different stripes have
always been a hard sell in Britain—at least on home soil. Partly this was due to the
deep-seated cultural suspicion surrounding certain identification technologies.
Biometrics, or bodily identification techniques, were especially mistrusted, as they
were deeply tied to wrongdoing and criminality in the national psyche. For hundreds
of years, criminals, fugitives, and vagabonds had been branded, cut or burned to mark
them as “deviants”; and tattooing, which was associated with military desertion, had
an equally terrible public image* (Higgs, 2011, p. 89). Bodily markings were therefore
not considered an appropriate method for identifying British subjects. Even
techniques that relied on reading features off the body, rather than marking it, were
unpopular. Fingerprinting, for instance, which Imperial civil servants had used in
India since 1858 to identify colonial subjects and get them to ‘sign’ contracts and deeds,
was only adopted by the Metropolitan Police in 1902 (Sengoopta, 2004). And the Met
approved fingerprinting for criminal identification purposes alone, despite other
possible uses, with early attempts at identification via facial measurement likewise
reserved for criminals. Although the police knew these techniques could have helped
identify missing persons and the dead, they were wary of any perceived
criminalisation of law-abiding Britons* (Higgs, 2011, p. 89).

0 This did not deter firebrand philosopher and social reformer Jeremy Bentham from trying to make
the tattoo part of everyday life. He contended that proper names were not fit for purpose, and instead
argued that every individual should be tattooed with a unique identifier (Caplan, 2001, p. 107).
Amazingly, to help popularise his plans Bentham even tried to get members of the upper classes to
tattoo their titles on their foreheads (Higgs, 2011, p. 77)—an idea that, unsurprisingly, did not catch
on. Instead, and surely much to his annoyance, the English remained satisfied with their traditional
and relatively imprecise means of identification based on personal relationships.

! For similar reasons, Treasury proposals to fingerprint welfare claimants were abandoned in 1921 due
to insufficient interdepartmental support (Higgs, 2011, p. 144). Yet, in some cultures, such systems
have been observed for millennia. Thus, in China, there is ample documentary evidence dating from
as far back as the Qin and Han dynasties (221 BCE-220 CE) of state officials using handprints and
fingerprinting for personal purposes.
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As these examples suggest, however, the British state had still played a key role
in developing novel identification technologies. It was just confined to testing them
abroad to avoid upsetting its domestic subjects. Identity cards, for instance, had been
used to manage populations throughout the Empire for centuries before their first
aborted introduction at home—and would continue to be used for decades to come.
Such systems helped colonial officials segregate subjects, differentiating between the
oppressors and oppressed. In South Africa, a combination of ‘pass laws’ and simple
paper identity documents had, since 1760, severely restricted the freedoms of the non-
white population®?, facilitating the arrest and prosecution of nearly 18 million South
Africans over a 70-year period (Savage, 1986, p. 181). And, after the election of the
National Party in 1948, identity cards would continue to underpin the administration
of apartheid (Breckenridge, 2008, p. 41). Similarly, in Hong Kong, identity cards were
introduced in 1949, initially to control immigration from mainland China. But, by 1980,
anyone in the territory who could not produce a valid card when challenged was to
be deported, regardless of origin. Clearly, when it came to foreigners, the British state
had no trust for many of these communities. So, while the state knew such systems
would not have been accepted on home soil, it happily deployed identification
technologies abroad to manage the “unruly’ other** (Lyon, 2009, p. 35).

Like passports, identity cards consequently advanced the displacement of identity
performances for identification purposes. Across the Empire, the British state had, for
decades, favoured formal methods of identification that lent themselves to
bureaucratic evaluation, and wrested the means of identification from foreign
populations so that it could set its own terms around how and when an identity could
be proved, and any associated entitlements enjoyed. These systems handed
bureaucrats power to effectively subvert equality, subdividing and controlling
populations. Sociologist David Lyon (2001) has accordingly identified such ‘social
sorting” as a primary purpose of identity systems. He highlights the ways in which
various identification and surveillance technologies have been used to make decisions
about individuals and groups throughout history. In doing so, Lyon (2002) draws
attention to how such systems often reinforced existing social inequalities and power
structures. For instance, to the British state, “Catholics were suspect, as were peoples
from colonies in India or Africa”, so—as we have seen—identity systems were used
to distinguish “between legitimate and illegitimate identities” and restrict the
freedoms of the latter (Lyon, 2009, p. 36). The same social sorting techniques had not
yet been rolled-out in Britain, though. The question, then, was if the civil service
would ever again try to employ similar mechanisms to manage the domestic

2 Whilst certainly not equivalent, paupers in England had been made to carry similar documents for
crossing the borders between counties in the medieval period (Higgs, 2004).

# It was only thanks to Britons’ cultural mistrust of bodily identification that wartime identity cards
had not carried photos or fingerprints. Cards containing only minimal information preserved the
veneer of acceptability just enough to make them tolerable for the duration of the war.
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population, building on its brief attempts to centralise identification during the First
World War.

3.3.2 The Second World War

Sympathetic civil servants had not given up and, while they bided their time,
ensured they had detailed plans ready for their next stab at rationalising the state
bureaucracy (Higgs, 2004, p. 137). Two decades later, as the Second World War
loomed, officials were therefore quick to reintroduce an enhanced version of both
identity cards and the centralised register, with their social sorting objective now
made far more evident. Again, subjects would have to submit themselves to
registration, and report changes of address to support the war effort—despite the fact
that the surveillant effects of constant reporting were one of the chief concerns the
public had raised during the First World War (Elliot, 2006, p. 152). To guarantee
adherence, and counter this resistance, the state therefore constructed various useful
purposes for the cards. Everyday tasks, such as making passport applications,
opening and accessing Post Office savings accounts, collecting parcels, and claiming
rations, were all made contingent upon the presentation of an identity card to officials.
Such “entitlement” and “compulsion” were thus key aspects of the reintroduction
(Elliot, 2006, p. 176). And, given that cards were made “essential”, it was no surprise
that “people cooperated with the system, and the Central Register was well
maintained” (Agar, 2001, p. 109). There was, after all, no legal way to buy food and
live a normal life without submitting.

As mentioned, the new cards also made their social sorting effects particularly
apparent. The sense of ‘them’ and ‘us’ was notably deepened, not least because cards
were vital for separating “eligibles from ineligibles” in the context of British jobs and
access to the wartime welfare state (Torpey, 2001, p. 270). Most obviously, a card’s
colour clearly telegraphed the socially-stratified group to which an individual
belonged. While the first batches of cards were initially all the same shade of brown,
later changes visually distinguished different levels of entitlement and belonging
(Thompson, 2008): government employees, for instance, held desirable pink cards,
essential workers with access to war-sensitive areas had green cards, whilst
temporarily-admitted Irish workers were picked out by yellow cards. Both contrasted
with the blue and brown cards that most British adults and children received. These
changes consequently took a population that had previously been all-but unknown to
the state on a personal level, to an enumerated, subdivided, and individually-
identified collection of people—each entitled to different levels of state support—that
would regularly have to prove who they were as well as their eligibility. Accordingly,
this “new knowledge regime created a novel political capacity in the state”, oriented
around the bureaucratic production and checking of identification (Mukerji, 2011, p.
225); an impressive about-face for a government that had, until recently, shown little
interest in instituting such methods of governing at home.
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Several advances made under this new knowledge regime related to the
technological affordances of the cards and the register behind them. For instance, the
new universal IDs encoded detailed information about where someone was from,
their position in the household and, in some cases, extra details (such as if they were
a diplomat) to help central register workers better manage the scheme (Thompson,
2008, p. 148). More obviously, to better bind documents to their owners and prevent
fraud, cards now featured signatures, which could be checked against those held
centrally if a replacement was requested, along with various other datapoints (Higgs,
2011, p. 155). Cards were also stamped, which made them harder to fake (Thompson,
2008, p. 149). And cards for government employees and essential workers went
beyond signatures, with photos of the individuals in question affixed to their front
(Thompson, 2008, p. 151). These developments reflected the growing technological
capacity of the state to innovate around identification. But, on a political level, they
also further socially-stratified the population. So desirable were pink and green cards
that some people manually added photographs to their blue cards to try and garner
the “favourable treatment” that those cards” holders received (Higgs, 2011, p. 155). By
contrast, cards that picked out aliens subjected their owners to greater stigma and
stricter surveillance (Thompson, 2008, p. 155). And, of course, documents were also
regularly checked across everyday life, as agents of the state could request them at
any time. Social sorting, enabled by identity cards, was now alive and well in Britain.

It is also worth stressing that the register and identity cards were not just a
wartime necessity. The new system was explicitly intended to alter aspects of the
subject-state relationship in Britain. Social reformers Beatrice and Sidney Webb, for
instance, saw the register “as a means of social control and promoting the rights and
responsibilities of the citizen” (Elliot, 2006, p. 170). They had therefore worked with
other enthusiasts to refine government’s plans in the interwar years, and viewed both
the register and cards as essential to the promotion of positive liberty under the
welfare apparatus—both as a source of data about the population, to guide reforms,
and as a tool through which to pursue redistribution. The main way this manifested
was via rationing, whereby freedom and autonomy—especially in the formal
market—were made dependent upon the presentation of valid identification. Without
a card, a ration book could not be acquired, and access to the state-controlled food
supply would be denied (Agar, 2005). Government therefore asserted power to dictate
how much people ate by tying rationing to the implementation of centralised
identification, exerting deep control over this and many other facets of normal life*.
And so effective were the system’s compulsive effects, thanks to this setup, that the
central register outperformed all expectations—Higgs suggests that the

“ Away from the borders, community had still reigned supreme for identification purposes until the
outbreak of war, with trusted officials and respectable professionals expected to countersign and
vouch for state benefits, pensions, and passport applications (Higgs, 2011, pp. 148-149). But now
formal identification was necessary to even subsist.
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“thoroughness and universality of the resulting identification system exceeded that
created in the totalitarian regime of Nazi Germany” (Higgs, 2011, p. 154).

The system’s influence was not constrained to the food supply alone, however. By
the time the war was won, a huge list of government services relied on the register,
thanks to function creep: “health, insurance, immigration, voting, policing, refugee
control, mercantile marine identification, internment, pensions, population statistics,
birth, death and marriage recording, and so on” were all tied to a person’s universal
ID numbers in the background, and the presentation of an identity card at the point
of service (Higgs, 2011, p. 155). The whole system was consequently antithetical to
“the idea of liberty as freedom from the State, rather than through a State” (Higgs,
2011, p. 156). By pushing such a positive conception of liberty, for good reasons and
with the general consent and cooperation of the population, the freedom to exist
without state identification had been well and truly removed in many contexts. Again,
however, this had only been tolerated for exceptional reasons. With the threat of
Nazism dealt with by 1945, pressure thus soon mounted to reverse the statism of the
war effort. And, in 1952, the programme was scrapped—famously precipitated by the
actions of a young liberal, no less, who objected to a policeman demanding to see his
identity card when caught speeding (Agar, 2001, pp. 110-111). Although public
sentiment had long since turned against the system as a whole, this well-publicised
event was the final nail in the coffin (Thompson, 2008, p. 157). Again, the state had
failed to justify the need for such a totalising system in peacetime.

3.4 Postwar Welfare and Computerisation

While the unacceptability of centralised state identity systems had once again
been reasserted, however, the concentration of the state more generally would
continue—helped along by growing adoption of a nascent technology. In particular,
the postwar period witnessed a significant expansion of the central welfare state in
Britain (Nullmeier & Kaufmann, 2021). There were several reasons for this. Following
hard-won victories in two World Wars, trust in government was running relatively
high, with successive reforms perceived by many to have further lessened (but by no
means eliminated) the sway that a self-interested ruling class had previously held over
politics (Wolff, 2015, p. 366). Nevertheless, while citizens* may now have enjoyed
equal civil and political rights on paper, the reality of pervasive and severe economic
inequality in the postwar period was still seen as unjust—particularly after so many
had lost their lives fighting to defend the liberal democratic order. Further
redistribution was therefore considered necessary to promote material equality in
addition to equal basic freedoms for all. Consecutive governments pursued new
liberal policies oriented towards realising this Keynesian end, pushing for full
employment, a mixed economy funded through progressive taxation, and an

# As detailed below, subjecthood was replaced by citizenship following the war.
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expanded welfare state (Addison, 1994). Despite the fact that citizens and residents
were no longer required to carry identity cards, the effects of centralised management
techniques therefore continued to be felt.

There is much to unpack here, but only two interlinked aspects of these
developments are relevant for our purposes—the computerisation of the growing
welfare state, and the cooperation between the state and private companies that this
relied on. First, though, it is important to acknowledge just how radical the project as
a whole was. Building on the National Insurance Act, the Beveridge Report (1942) had
outlined a visionary system of national welfare, based on compulsory social security.
When the Labour government implemented Beveridge’s plans in 1945, the modern
welfare state was consequently born, amounting to the largest centralisation effort
Britain has ever undertaken. From newly-defined rights flowed citizens’ entitlements
to never-before-seen state benefits and services—with the most dramatic of these
primary goods being free universal healthcare under the National Health Service
(NHS) (Kuhnle & Sander, 2021, p. p89). In philosophical terms, a new social contract
between the people and the state had thus been struck, justifying the civil, political,
and social rights that still motivate public services provision today (Lips, 2006, p. 35).
But achieving this would be a mammoth administrative undertaking, requiring a
“vast technological network that undergirded what the British government provided
to all of its citizens” (Hicks, 2019, p. 22). Officialdom therefore leapt at the opportunity
to enhance its paper-based bureaucracy with a new technology, computers—the last
piece of the puzzle we must prise from our evaluation of historical identification
systems.

3.4.1 Hollerith Machines

Key to many increases in legibility, surveillance, and welfare across much of the
Western World over the latter half of the twentieth century has been the adoption of
computerised systems, built on taxonomies that could bring order to ever-greater
amounts of information (Hicks, 2019, p. 23). Much of this information processing
capability was developed not by the state itself, however, but by private companies.
The principle example has to be the punch-card tabulator systems—Hollerith
Machines—developed by the company that would later become International
Business Machines, or IBM (Black, 2001). Originally designed in the 1880s to help
record the US census, over the next hundred years these electromechanical devices
would precipitate a revolution in data processing the world over, impacting the lives
of millions. This was because, compared to manual recording, calculation and sorting,
electrification realised a step-change in processing capacities. Hole-punched cards
could be read by the machines incredibly quickly, to support statistical calculations
and data management tasks. And, while certainly not equivalent to modern data-
based computers, which operate digitally, these analogue computers still
revolutionised the centralised information state (Hicks, 2019, p. 23). The automated
and semi-automated processing of data was an essential technological advancement
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for growing the state bureaucracy, building on a groundwork of general literacy
amongst administrators.

As we have seen, however, greater legibility comes hand-in-hand with the
potential for oppression, particularly when coupled with a state’s untrammelled
coercive power. And early computers were no exception. Beginning in the 1930s, IBM
had nurtured a direct collaboration with the Nazis—first to support a national census,
then to help identify, numerate and track Jews and other minorities during the
Holocaust (Black, 2001, p. 198). Indeed, IBM’s machine-readable identity cards were
essential for administering the genocide; every concentration camp had its own
Hollerith Department (Black, 2001, p. 351). Right from the beginning, then,
computerised identification technologies were bound-up in one of the most appalling
atrocities in human history—and not just as an incidental administrative tool. While
the National Socialist ideology dehumanised its victims, the act of computerisation
played a part here, too. By abstracting away from the people involved, reducing them
to hole-punches on a card, computers contributed to the de-personification of humans
during the Holocaust*. After all, strings of unique identifying numbers—which, in
the Auschwitz camp, were even tattooed onto prisoners’ bodies—could be
manipulated as ‘just’ entries in the machines, alienating administrators from the very
real people and actions that resulted from their decisions. And, while this
administrative distance certainly did not reduce the moral culpability of those
involved, in a Arendtian manner it does suggest how making evil acts banal, via
computerised abstraction, made them easier to plan (see Arendt, 2006).

Right from the start, computers therefore displayed a deeply troubling
potentiality for alienation. Yet despite its complicity with the Nazi’s, IBM faced no
repercussions after the war—and continued to sell computers. The boost in
administrative power that electromechanical processing gave bureaucracies was
simply impossible to ignore, and other governments were already using the very same
devices; the British civil service had quickly adopted Hollerith Machines along with
most of Europe and America (Higgs, 2004, p. 147). No more would clerks need to
manually tabulate and calculate figures, limiting the scale of the state’s ambitions.
Records on entire populations could now be processed, centrally and efficiently. As
we will see, this made computers essential for the rollout of National Insurance and
the postwar welfare apparatus in Britain (Hicks, 2019, p. 23). Without computing,
these reforms would have been far more difficult to institute. But, at the same time,
computers no doubt also further devalued the importance of identity performances

% This point was forcefully put to me by Phil Booth, a privacy researcher, who shared his experience of
meeting a Holocaust survivor in the East End of London. Booth recalled how the man “had his fucking
tattoo on his arm, and held my hands and said, ‘you just can’t let them turn people into numbers,
because it ends in the ovens’.” Although he recognised that “some people say that’s extreme [...] it is
a real thing when you start to put a number on a person and the system starts to treat people as

numbers.” T hope to have captured some of this sentiment in the main text.
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between individuals. It is consequently hard, if not impossible, to not see
computerisation as a pivotal step in the advancement of identification systems, and
the development of the modern administrative state. This is despite the fact that, as
more powerful electronic (rather than electromechanical) computers later proliferated,
the alienation they can engender from the historical sociality of identity would
persist—with all the associated problems this could raise for the people the technology
would increasingly be used to administer.

3.4.2 Computerised Identification Practices

As examples throughout this chapter have shown, the values at stake in state
identification are complex and multifarious. But even the earliest computers seem to
have qualitatively changed something about how the state went about identifying
people—and there is, of course, more to say about this in future chapters. At the same
time, though, computerisation also simply deepened the already considerable
discriminatory power of traditional identification systems, by boosting the scale and
complexity of processing that was possible. In doing so, this placed citizens at greater
risk of unwarranted control and exclusion. But we must be careful here. I do not wish
to suggest that centralised identification systems are only used by states for ill—that
would be far too simplistic. Their administrative power can also be put towards nobler
uses; to not only control and suppress citizens, but also to recognise and respect them
(Higgs, 2004, p. 201). This is, in many ways, the primary tension of state identification
systems; one that is only exacerbated by the power of computerisation, and its later
digitalisation. Greater legibility can be positive or negative, and sometimes both at
once. State recognition is often deeply valuable, conveying judgements of equality as
well as of moral and political worth that open the door to a fuller enjoyment of liberty.
Being added to the Electoral Register, for instance, underpinned democratic
recognition for women and young people in the 1900s. And, as mentioned, the
burgeoning welfare state that reformers like the Webbs so valued also depended on
identification.

But, given the threat to liberty that centralised identity cards were linked to after
the war, was going all-in on centralised welfare administration worth the risk? After
all, to ensure the right people were benefitting, and had paid sufficient tax to qualify
for support, the citizenry had to be made legible at a massive scale, in terms the central
state could define and manage. Although National Registration and identity cards had
been scrapped, the unique ID numbers people had been assigned would therefore
quietly live on, embedded in National Insurance cards, NHS Numbers, and voter
registration records (Higgs, 2011, p. 156). And, at Smedley Hydro—a hotel and spa in
Southport, which had been requisitioned during the war*—these identity records

¥ My thanks to one of my interviewees, Phil Booth, for bringing this to my attention. Various records
are, in fact, still held together at Smedley Hydro.
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would remain centralised, despite the fact that fears about central, surveillant
oversight had dominated the public debate around repealing identity cards. The site
would consequently take on a quiet importance in the years to follow, as various
systems based there would be administered via electromechanical tabulators, and
later modern computers, with little public knowledge. Indeed, tens of millions of
computer records—approximately one for each citizen of working age and above—
would eventually be created to facilitate the reliable identification of almost the entire
adult population of Britain. As a result, the information state underwent a truly
historical transformation and, by the late 1960s, the civil service managed possibly the
largest computer installation in the world* (Hicks, 2019, p. 23).

These new technologies brought with them novel “technological affordances’ that
enabled civil servants to do new things, including new ways to discriminate (Davis,
2020). Deciding who was eligible for support, for instance, now depended to some
extent on the parameters that civil servants had programmed into computer systems.
By centrally recording, encoding, and tracking information about citizens’ lives,
Whitehall bureaucrats could in effect therefore define the bounds of acceptable
identities for people around the country—without the need for physical identity cards.
While this no doubt removed some of the arbitrariness of prior decentralised systems,
not least by further limiting local discretion based on personal relationships and first-
hand knowledge, in doing so it also increased the scope for mandarins to define ‘in’
and ‘out’ groups via the categories they programmed. As historian Mar Hicks (2019,
p. 26) has shown, trans, nonbinary, and genderqueer people consequently found
themselves particularly constrained by the new systems. Their records were centrally
flagged as “aberrant” as a matter of policy, procedurally disadvantaging them by
necessitating slower, manual reviews of their support claims (Hicks, 2019, pp. 27-28).
And, as welfare pay rates were differentially linked to sex, these decisions also
materially affected the levels of state support they received. Having experienced
relative freedom to define their gender identities during the war years, the encoded
inflexibility of centralised electronic identity records therefore amounted to explicit
discrimination.

This was not the only way in which identification was used to discriminate during
the postwar period. Computers, of course, had not entirely replaced older
technologies. To take another example, people across the Empire had all historically
shared the same status as British subjects. But the British Nationality Act 1948 had
introduced the notion of common citizenship across the UK and its colonies,
jettisoning subjecthood. Former colonial subjects had consequently begun moving
towards the “imperial centre”, exercising rights extended to them through the newly-
founded Commonwealth (Torpey, 2000, p. 149). In particular, vigorous Kenyan

8 The government even held a stake in International Computers Limited, the company supplying most
of the machines, given how important they were for the centralisation project.
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nationalism in 1963 had sent its “considerable Asian population into a panic” that
threatened to end with the group’s mass migration to the UK (Torpey, 2000, p. 150).
The Secretary of State for Home Affairs had therefore attempted to render Asian
Kenyans essentially stateless, despite their possession of legal British passports. The
move was promptly condemned as racist by the International Commission of Jurists,
and international pressure eventually forced the government to capitulate (Torpey,
2000, p. 151). But this nevertheless again showed how identification technologies were
now regularly being used by the state to exclude groups from the political community.
This was happening both abroad, as it had long done via the older technology of
passports, to curtail freedom of association and movement of ethnic minorities, and
athome, via the newer computerised welfare system, to limit state support and negate
of freedom of expression for queer groups, amongst others.

3.4.3 Citizenship vs. Subjecthood

Through different identification systems, whether computerised or not,
marginalised groups would thus continue to be harmed by the state. In particular,
such systems allowed for an individual’s legal, moral, and political status as an equal
citizen to be denied. Out groups, as defined by the state, were labelled as aberrant or
lesser, and so disadvantaged—computers just made administering the discrimination
easier. To end this chapter, I consequently want to briefly consider the concept of
citizenship, its links to identification, and reflect on just how dramatically this had all
changed throughout the Industrial Age. Philosophically, of course, citizenship is
usually justified via social contract theory; a rich tradition that stretches all the way
back to Thomas Hobbes, John Locke and Jean-Jacques Rousseau, if not the ancient
Greeks (D’Agostino et al., 2024). Hobbes was particularly influential, and famously
imagined life without state protection in the seventeenth century to be “solitary, poor,
nasty, brutish and short” (Hobbes, 1651, p. 78). Given that he was writing in the midst
of the bloody English Civil War, this is perhaps unsurprising. But the corollary of
Hobbes” hypothetical ‘state of nature’ being so repulsive was that it more than justified,
in his eyes, any loss of liberty that collective submission to a powerful monarch might
entail. Along the lines we have discussed, however, this posed a problem for later
classical liberals as, to avoid returning to these conditions, Hobbes countenanced the
creation of an almost limitlessly-powerful state. Since, much ink has accordingly been
spilled—Dby classical and new liberals alike—delimiting the relative power of the state
versus that of its citizens.

Thankfully, though, liberals of all stripes generally agree on the basics. The gist of
a social contract is that the state’s legitimate power over individuals stems from the
willing agreement by members of society to cooperate for social benefits (Conover
1995). The evolution of democracy and gradual elaboration of civil liberties over the
course of the Industrial Era therefore clearly adhered to this ethos. Various reforms
first codified parliamentary supremacy over the monarch, then gradually expanded
the franchise to working class men, and eventually women. The contract grew,
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deepening the bonds and reliance between citizens, even as foreigners were excluded
from the political community. This consequently reflected a shift from despotic to
infrastructural power, as the state transitioned from absolutist monarchical rule to a
modern liberal democracy that safeguards political rights via democratic processes
and the willing consent of the people. Yet it was under Rawls’s long shadow in the
postwar period that the social contract approach was truly cemented as the default
critical lens for the modern, liberal-democratic welfare state (Forrester, 2019). For
Rawls (2005), citizens granted the state legitimacy via a hypothetical social contract,
rather than formally agreeing, and so were assumed to have rationally given up a
degree of liberty in return for state protection and the means for communal
cooperation. Citizenship of a specific political society—the liberal democratic nation-
state—thus fundamentally grounds this relationship.

Why, then, is citizenship of such democratic importance? Primarily, “it is through
the granting of legal status as a citizen that a modern state officially recognizes
someone as a member of the political community” (Carens, 2013, p. 20). If this chapter
has shown us anything, however, it is that citizenship is not a given. Who counts as a
citizen, or subject, has shifted constantly throughout British history*. It therefore pays
to remember that the (hypothetical or otherwise) social contract is only a metaphor;
one that can mislead us into thinking citizenship involves the willing and voluntary
consent of free citizens. In actuality, as we have seen, citizenship is mostly automatic—
a result of being born in the ‘right’ territory or by the ‘right” parents, as defined by
those with state power™ (Baubock, 2018). Although migration may thus allow a lucky
few to join a different political community, this can be hugely expensive and difficult,
and even then citizenship is not always guaranteed. In the postwar period, for instance,
we have seen how simply residing within the nation-state’s borders was no longer
enough to be counted as a citizen. Instead, it was by confirming citizenship through
identity documents that the modern state began to grant citizens legal and moral
standing, and so access to rights and public goods (Lips et al., 2009b, p. 835). Even then,
equality was not assured—some citizens would still possess ‘more’ freedoms than
others, as demonstrated by wartime identity cards and passports. But, by the end of
the Industrial Age, we can see how far one’s ability claim to an identity had come to
depend upon willingness to submit to the state identification apparatus; cementing
the central importance of identity systems for modern rights, liberties, and citizenship.

* Debates about the scope of the political community continue to vex political philosophers, c.f. Carens
(2013); Kukathas (1996); Kymlicka (1996).

%0 As Higgs notes (2011, p. 79), the English poor of the pre-Modern period were not citizens as we use
the word today, either. Though they did exercise some meagre rights in limited, situated, local
contexts, they could not for instance vote.
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3.5 Normative Conclusions

Over the twentieth century, increasingly formalised, centralised, and
computerised state systems had consequently displaced a great deal of the social and
local means of identification that had previously dominated in Britain (Higgs, 2009, p.
350). The political community—once effectively constrained to one’s immediate,
regional neighbours—had become countrywide, and this growth had necessitated
new ways of proving who you were; both to your neighbours and, more importantly,
to the state. In effect, the sociological narrative around identity in industrialising
nations had, at last, therefore come true—albeit two centuries later in Britain than for
many of her peers. Thanks to the administrative shocks of two successive World Wars,
the power to define who Britons were had, at least in official contexts, finally been
centralised into the hands of mandarins and their rigid systems of (predominantly)
paper-based identification. Early computers then bolstered this power, enhancing
administrator’'s means for central oversight and control with greater information-
processing capabilities, empowering them to define the formal identity categories
people could occupy. As the state’s centralised administrative power reached its
zenith in the postwar period, identification had thus been made a key aspect of
everyday life. And, although citizens no longer carried identity cards, they were
nonetheless recorded, managed, and surveilled through central identification
databases.

One clear takeaway for my developing reflective equilibrium, then, must be that
identification systems were, and still are, fundamentally tied up with the state’s ability
to filter, socially sort, and discriminate. On this point, surveillance state theorists
would wholeheartedly agree. Whether or not you were part of the nation’s “in” or “out’
group was now almost entirely defined by formal processes and systems of
identification, with the borders transformed into a site of particular restriction,
observation, and coercion. Additionally, the foregoing shows how private
corporations were, from the very start, essential for the development of computerised
identity systems—an interesting piece of context for future chapters. This must all be
kept in perspective, though. The surveillance that could occur was not remotely
equivalent to that which the state can prosecute today. Early computers were not
digital, and so the state bureaucracy was still essentially constrained by paper’s
materiality. Beyond the borders, levels of surveillance therefore waned as normalcy
returned after the war. And this was very much a political choice, as other
governments continued to push the boundaries of what analogue technologies made
possible. The East German Stasi, for instance, had amassed detailed files, numbering
approximately one billion records, on an astonishing 5.6 million citizens during the
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forty years it operated after the war® (Curry, 2008). British governments, by contrast,
allowed the wartime surveillance apparatus to be dismantled, despite the losses in
their infrastructural power which resulted.

Concurrently, identity systems had also underpinned the single greatest
realignment of the social contract in centuries, bringing universal healthcare and
social security to millions for the first time. Reductions in state surveillance therefore
did not mean that state interference was reduced—governments’ promotion of
positive liberty would continue. Yet it was for precisely this reason that eagerness to
be registered by official systems could not just be put down to false consciousness, as
some surveillance state theorists would suggest. It was, after all, by submitting to
central registration and identification that people were now made citizens in the eyes
of the state. This recognition was, and still is, a powerful force (Carens, 2013, p. 59).
What I have called the central tension of state identification must thus also feature
heavily in any eventual equilibrium; that greater legibility can be positive or negative,
depending on one’s relationship to those with power. Accordingly, it certainly at this
point seems that modern liberals will uneasily relate to identity systems, as they can
empower individuals—granting them access to rights, resources, and recognition—
but only because someone first decided to lock the benefits of citizenship behind an
identification system. As we go on to consider how faster, more powerful computers,
joined together into networks, developed over the twentieth century, we must
consequently pay close attention to the qualitative differences that digitalisation
brings to the equation.

> To put this into perspective, the American National Security Agency was collecting approximately
five billion phone records per day over half a decade ago—and capabilities will only have ballooned
since (Gellman, 2023).
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Chapter 5.

Centralising Digital Identity Systems in Britain

“The ID project looked at one point as if it was a big database, Big Brother mechanism in
order to provide identity authentication. [...] That is not the best way of doing it.”

— Richard Heaton, Permanent Secretary for Cabinet Office (2013)

Armed with an understanding of Britain’s historical identification practices, we
now stand better equipped to evaluate the state’s initial attempt to digitalise its
existing identity systems. After several decades of relative postwar consistency, in the
twenty-first century identification in Britain again entered a period of radical change.
As digital computers swept through the public and private sectors—and especially
became networked via the internet—they precipitated a revolution around
identification practices, with new technologies enabling novel possibilities for
remotely proving who people were. Yet these possibilities also brought with them
significant and unprecedented normative effects. This chapter accordingly details
how the British state took its first steps towards instituting a national digital identity
system around the turn of the millennium, blending judgements and principles
extracted from the literature with a variety of insights that arose from the qualitative
interviews I conducted with a series of domain experts. As with the historical content
we have already considered, throughout I emphasise the relevant changes for liberty,
equality, and citizenship to highlight the changing nature of identity provision in
Britain—vital context for informing the analysis of subsequent systems and policies
that follows in later chapters.

Before then, this chapter argues that the shift towards digital identification—
which began in earnest with New Labour’s identity card scheme—was both necessary
and desirable. To detail why, I first explain how the popularisation of computers had
made people’s lives easier while also opening them up to new fraud and inclusion
risks. I also problematise how, as the central state responded to these growing issues,
resurgent fears around undue centralised state surveillance and oversight once again
came to dominate much of the public and academic discourse, crippling the rollout of
what could have been Britain's first digital identity system. Alongside this, I evaluate
the extent to which the identity card scheme should be considered a truly digital
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identification system in the first place. This helps clarify what is different about digital
systems, as opposed to the state’s existing identification systems and methods. At the
macro level, I accordingly argue that the state tried to make individuals’ actions
increasingly transparent to its computerised administrative systems during this
period, in a troubling way, despite the ultimate failure of the identity card project.
And the increased state legibility, and associated social sorting this precipitated, was
only afforded to decision-makers by its central control of the relevant digital
technologies. This paves the way for understanding why government was forced to
step away from running the state digital identity system in the next chapter.

5.1 Beyond Traditional Identification

Introducing digital identification methods in Britain would have constituted a
significant break with the past. But understanding why requires us to evaluate what,
precisely, is different about digital identification—in contrast to the historical methods
covered in the last chapter. As Higgs notes (2009, p. 350), the systems we have thus
far considered all employed one of just two fundamental approaches to identity: the
‘recommender system’ alongside the increasingly favoured method of paper
document cross-checking. The former technique involves trusted people vouching for
others in the community. This mostly means upstanding members of society
(i.e. people working in one of ‘the professions’) staking the identities of colleagues and
friends; doctors or lawyers countersigning passport photos, for instance, to assert they
are representative. For the latter, documents presented by individuals—their identity
claims—can either be compared to records held centrally or else to other concurrently
presented documents to spot attempts at fraud. Names and addresses on utility bills,
for instance, can be cross-checked against an individual’s drivers licence. False title
deeds can be compared to copies held by the Land Registry. Or, more basically,
signatures can be compared to those taken previously. In general, even today, Britain
has not moved much past these traditional techniques—even if their administration
has been made more efficient through gradual computerisation of the state’s paper-
based bureaucracy over the twentieth century (Margetts, 1999).

It is nonetheless essential that we understand why these two traditional
identification methods began to be deemed insufficient around the millennium,
making space for the articulation of new, digital approaches—not least because so
many systems based upon them remain vital today. A good place to start is where
many of us will have first encountered these traditional processes, at birth, when our
formal identities as citizens are embryonically-established through the registration of
so-called ‘birther’ or ‘breeder’ documents with the state (Nyst et al., 2016, p. 28). For
those not born in the country or who enter as migrants, different mandatory processes
(which we will discuss later) ensure that officialdom has some idea of who resides
within its borders. But, for any births on British soil, one or both parents are obliged
to record their own details, along with their child’s name, sex, date of birth, and place
of birth, at the hospital or a local registry within 42 days (21 days in Scotland) (HMPO

96



Charlie Harry Smith

2023). One parent will sign the birth certificate, which is countersigned by the registrar,
i.e. utilising the recommender system. Meanwhile, corresponding records are still
collated at the General Register Office, at Smedley Hydro, so they can be cross-
checked throughout an individual’s life. For most individuals, birth certificate
issuance therefore marks their first interaction with the information state’s identity
apparatus—and provides foundational evidence of their claim to being a British
citizen.

Given the symbolic importance of birth certificates, I will use them as a jumping-
off point to illustrate a variety of issues with Britain’s traditional identification
documents and methods. These are the ‘binding’, ‘inclusion’, and ‘appropriateness’
problems. First, however, I wish to briefly address a preliminary concern to do with
the citizenship conferred by birth certificates; one that emerged during my research
interviews. Identity expert Kaliya Young put it to me that birth registration—our very
first state interaction “as citizens in a liberal democratic nation”—could be seen as
inherently non-consensual “because our parents do it for us.” I recognise that there is
something ironic about this aspect of birth registration. It recalls Baubock’s point that
citizenship is mostly accidental and automatic, not intentional (Baubdck, 2018, p. 264).
Yet I wish to make clear that I do not find this that concerning®. We generally accept
that parental consent is sufficient for all manner of important decisions (such as
vaccinations) taken on a child’s behalf before they reach maturity. Why should birth
registration be any different? Under modern international law and the nation-state
system, lacking citizenship is a devastating fate—which is why stripping citizenship
is a highly controversial practice (Webber, 2022). We should therefore wish for our
children to be readily granted citizenship, whether or not they have consented to
being a citizen of a particular country. The alternative is entirely undesirable, and
children can always (in theory) consider emigrating later in life, should they so wish.

5.1.1 The Binding Problem

With that said, let us now explore the three central issues surrounding Britain’s
traditional identification methods. All are important for understanding where the
assumed need for digital identification methods came from. But the first is particularly
troublesome for birth registration, and illuminates one of the main drawbacks with
document cross-checking. Namely, birth certificates make for very poor proofs of
identity (Kent et al., 2003, p. 13). This can be put down to two main reasons (Bohm &
Mason, 2010, pp. 45-46). First, people often change their name throughout the course
of their lives, most obviously during marriage, or otherwise do not go by their
registered birth name for any number of other legitimate reasons. I, for instance,

%2 More interesting to me, is the fact the Victorians made birth registration with the state mandatory in
the first place, as discussed in the last chapter. This moved us further beyond the general historical
assumption of state non-interference, by necessitating some degree of centralised surveillance of the
civil population—the knowledge-gathering precursor to state action.
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generally go by Charlie—though my given name is Charles. Actors and authors may
use a stage or pen name. And some people with foreign names will go by an adopted,
local name. Yet none of these names would be reflected on birth certificates, limiting
their usefulness®. Second, and more damning, is that a birth certificate’s utility as an
identity document is almost completely undermined once we realise that nothing
about the document links or binds it to its original owner. As relatively basic paper
documents, they are easily stolen, altered, or faked and, in reality, cross-checking with
the GRO is rarely done. It therefore “does not follow that the person whose name is
on the certificate is the same person as the individual in whose possession the
certificate rests” (Bohm & Mason, 2010, p. 46).

Due to this binding problem, a birth certificate is not a very useful tool for proving
who the person stood in front of you actually is. It does little more than record a
historical event: that someone was born, and that they were given a particular name
by their parent(s). Although, as a ritual process, birth registration establishes official
personhood in the eyes of the state, the document itself does not have much value for
identification throughout the rest of a person’s life. Consequently, any public or
private service providers relying on birth certificates usually have to cross-check them
with a whole range of other sources of identity evidence, such as utility bills, doctors’
notes, various benefits letters, and/or immigration documents. Doing so helps build
a fuller picture of the person presenting a certificate; boosting the probability that they
really are who they say they are by providing some corroborating evidence. Yet this
kind of circumstantial cross-checking is a relatively messy solution—not least because
it is an inexact art that adds significant administrative burden for service providers
(Barnard, 2020, p. 19). And it is also burdensome for individuals, who must collect,
store, and repeatedly present a bundle of such documents to prove who they are in
different situations. Losing or forgetting to bring any one of these documents is
therefore a serious inconvenience. Overall, then, identification processes built on the
cross-checking of birth certificates with other documents are rather inelegant; they do
not work particularly well for anyone involved.

Yet, despite these tailings, birth certificates are still considered foundational
identity documents. They are required to apply for, amongst other things, your first
passport and (with additional evidence) first driver’s licence, and can also be required
as proof of age when enrolling children in schools®. Until recently, birth certificates
were even required to get married in Britain. We are therefore faced with a
conundrum. Birth certificates have been made, and remain, an important tool for
proving who you are to the state bureaucracy throughout a normal life. But they are
not very well suited to this task. Is there not a better solution? Thankfully, many of us

% Birth certificates can, however, be updated if an individual’s affirmed gender changes and they can
evidence this change with a Gender Recognition Certificate.

> Many of the alternative forms of proof for school enrolment, such as passports, in turn themselves
rely on birth certificates.
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will also possess other, more suitable, documents—namely, passports and driver’s
licenses. Not only are these more pocketable and robust than paper certificates, but
they also solve the binding problem: photographs (i.e. facial biometrics) provide a
simple, if not foolproof, way of checking whether the person presenting a document
is its legitimate owner (SM Smyth, 2019, p. 13). And, as both are also more regularly
updated than birth certificates, the likelihood that the names, addresses, and other
details (like gender) will accurately reflect the person presenting them here and now
remain higher, meaning these documents better lend themselves to any further cross-
checking that might be required®. Passports and driver’s licences are accordingly far
more useful forms of identification than birth certificates, due largely to the fact they
are bound to the individuals involved via bodily identification techniques.

5.1.2 The Inclusion Problem

Binding, however, is just the first issue. The second is that, notwithstanding the
advantages passports and driver’s licences have over birth certificates, many people
in Britain simply do not own one. As one senior government contractor explained to
me, as much as 20% of the British population—roughly thirteen million people—
effectively has “no ID, like, no usable ID”. Other estimates vary. The Open Identity
Exchange (OIX), a former industry body for digital identity providers, pegged the
number of what it calls the ‘ID challenged” in the UK—those that ”cannot verify their
identity through traditional means as they lack the ID documents typically used”—at
just under six million (OIX, 2021, p. 3). Whichever figure is correct, the fact that many
millions of people in Britain cannot effectively prove their identity with one of these
two documents should strike us, I suggest, as quite shocking; primarily because it
poses severe inclusion-related issues. Birth certificates are, after all, required in a
relatively narrow set of use cases. But passports and driver’s licences have effectively
become the primary form of photo ID in the country**—presenting them has been
made necessary in all manner of situations. Just think of buying alcohol or tobacco,
entering a pub, bar, or club, or collecting parcels, not to mention holidaying abroad,
driving a car, or interacting with any number of services. One if not both of these two
forms of identification are all-but essential for many aspects of everyday life in
contemporary Britain, particularly for younger citizens, regular travellers, and drivers.

Given the importance and utility of these documents, though, why do millions of
people not own them? Alongside religious or cultural reasons and a general mistrust
of government, a primary reason for many is the cost of acquiring and updating these
documents (Coles-Kemp & Heath, 2020, p. 4). Indeed, in line with what we might

% Passports (though not driver’s licences) also include microchip-based security features that can help
check for tampering with the printed information on the document.

% Schemes like PASS present an alternative, allowing (primarily younger) people to buy proof of age
photo cards, which can also help fill the gap, but are nowhere near as ubiquitous as the main forms
of photo ID.
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expect if this were true, we see that populations in receipt of government financial
support often struggle the most to identify themselves. Cheryl Stevens, Director of
Shared Channels Experience at the DWP, told me that her department repeatedly
came up against the fact that “people didn’t have passports or driving licenses”, and
neither could her teams “rely on credit reference agencies, because I know that they
are three of the big key things that our customers can’t pass”. Running a car, travelling
internationally, and maintaining good credit are relative luxuries for anyone
struggling to make ends meet. And all these identity documents—birth certificates,
passports, and driver’s licences—are costly to acquire and update. Birth registration
itself is free, but acquiring a certificate currently costs £11 per copy. Passports cost
between £82.50 to £104 for adults, depending on whether you apply online or by post.
And your first driving licence will currently cost either £34 and £43, again depending
on how you apply. For those already having to make tough choices about how to
spend limited income, acquiring such documents can consequently seem like non-
urgent considerations.

Relying on the traditional forms of identity evidence therefore raises
distributional issues around inclusion and equity. And, again, the effects are likely to
be felt most by already-marginalised groups. Take, for instance, the Home Office’s
Right to Work and Right to Rent schemes. Introduced in 2016 as an extension of the
already decade-old ‘hostile environment’ policies, these schemes aim to make life
difficult for undocumented migrants in the UK (W Williams et al., 2020, p. 65). They
require anyone attempting to formally secure housing or a job to present passports,
birth certificates”, or immigration documents (including digital ‘share codes’ created
for this purpose) to the company or landlord they are dealing with. Many people,
especially in the British middle classes, will consequently have little trouble proving
their identity for these purposes. By contrast, many of the groups identified by OIX as
ID-challenged—immigrants, but also the young, poor, urban families, elderly people,
and those living in ‘rural solitude’—will not fare so well (OILX, 2021, p. 11). In effect,
identification has therefore been made an additional burden for some in society who
are already most in need of housing or a job. And OIX highlighted how these groups’
struggles with identity will not end there. A further corollary of not being able to
afford sufficient identification is that these same groups’ identities are more easily
stolen. Such groups, as fraud expert David Black explained to me, are thus effectively
doubly-disadvantaged, as the sky-high costs of fraud and identity repair fall hardest
on those who are already struggling to prove their identities.

57 1f providing birth, adoption, or naturalisation certificates, these must be corroborated with other
forms of evidence, such as official letters from a previous employer or government agency. For Right
to Rent, but not Right to Work, the recommender system can actually still be used—a letter from
someone in the “accepted professions’ can be accepted in conjunction with various other forms of
proof.
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We should also note here how migrants are, as usual, particularly disadvantaged
by the British state’s inadequate identity infrastructures, somewhat cruelly and
performatively. As philosopher Joseph Carens (2013, p. 63) has argued, it “is certainly
possible for [migrants] to be citizens, to have equal legal rights, and to be marginalized
nevertheless”. Forcing people to regularly disclose that they are migrants, via
identification processes, is one way in which the state can remind people of their
‘othered’ status. And we have already seen how there is a long history of such
discrimination in the UK. More recently, the infamous Windrush Scandal has been
especially illustrative. For many of the Commonwealth citizens invited to settle in
Britain between the 1950s and 70s, a lack of official identification—which the state
failed to provide, despite migrants’ legitimate claims to citizenship—has been used to
systematically persecute those of Caribbean origin (Webber, 2022). As the
independent review makes clear, the Windrush generation were “treated appallingly”
(W Williams et al., 2020, p. 113): “Some were removed from the UK, some spent time
in detention, some lost jobs, homes, healthcare and precious time with their families.
Many lost their very sense of identity.” And research found that Right to Rent
contributed by increasing “discrimination by prospective landlords towards both
BAME people and foreign nationals” (W Williams et al., 2020, p. 109). In the twenty-
first century, centralised identification tools have thus retained their status as the
British state’s tool of choice for defining ‘in” and ‘out’ groups—uvital for excluding and
suppressing the liberties of those seen as “lesser’ by those in power.

5.1.3 The Appropriateness Problem

This brings us to our final concern with traditional forms of identification in the
Britain—and potentially the most puzzling. This is that birth certificates are actually
the only formal proof of identity we have so far discussed. Unlike many of our
European neighbours, British citizens face no legal requirement to carry identity
documents, so the state simply does not issue them (Fishenden, 2020, p. 5). You will
never be stopped in Britain and asked to present ‘identity papers, please!” by the
police® (Rolph, 2004); indeed, such requests would traditionally have been considered
an affront to ‘Britishness’ (Agar, 2001). While passports and driver’s licences may
therefore be regularly used for identification purposes, neither are technically identity
documents. They are, in fact, nothing more than ‘optional” extras that some citizens
choose to acquire but no citizen would ever be legally expected to possess outside of
their intended function. Passports are, of course, travel documents; permissions to
cross a border, and a reminder to foreign nations that Britain’s citizens are under the
protection of her government. Driver’s licences, too, are merely another proof of
entitlement; permissions to drive. And these distinctions are vital. As identity expert
Adam Cooper put it to me, although both are used as “de facto identity” documents,

% Though you may be asked to present yourself at a police station within seven days to confirm your
identity, giving you time to collect various forms of identity proof.
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they are in fact better thought of as “part of the proof of your identity”. Passports and
driver’s licences can certainly help verify an identity during a cross-checking process,
much like any number of other pieces of evidence, but are not themselves identity
documents®.

Today, the departments responsible, HMPO and DVLA, accordingly find it
frustrating that their documents have become so ubiquitously used as identity
documents. Neither was developed with this intent, and nor does formal
identification sit within either departments’ policy remit. As one senior civil servant
working on identity policy put it to me, there is thus a disconnect between “the official
policy stance and the reality of how people use both passports and drivers licenses”—
between what the DVLA and HMPO will accept, and how their documents function
in reality. This disconnect is the source of numerous issues related to British identity
practice and, in turn, is indicative of the gap between what we have and what we need
when it comes identity policy in Britain. In effect, parts of the administrative state
operate as if citizens have a universally effective form of identification, even if in
reality millions do not. And, as OIX’s Nick Mothershaw pointed out to me, it is only
where stop-gap documents have explicitly “been written into particular regulations,
like those around anti-money laundering” that they are even legally acceptable as
forms of identification (i.e. ‘you can accept a passport/driving license as proof of ID").
The net effect is that this is an interesting case of scope creep, wherein these documents
have inadvertently come to fulfil a genuine need in society for more reliable forms of
identification which the state has not addressed.

The peculiarity of this situation is not just of academic interest, either. As one
senior government contractor reminded me, because these documents were designed
for a specific purpose, both can also be removed by the state without concern for the
knock-on inclusion effects—deteriorating eyesight might leave the elderly without
driving licences, for instance, or a football fan’s passport can be confiscated to prevent
sports-related violence—deepening the existing inclusion issues we have identified.
Policymakers have therefore constructed a situation in which there are limited
identification-related rights for British citizens. As the state does not issue us with
formal identity documents, citizens cannot stake claims to such goods, or seek much
redress if their documents removed—even though the state has made enjoying the
fruits of citizenship increasingly dependent upon presenting identity documents in
the first place (Lips et al., 2009b, p. 835). Arguably, this was intentional. Again, the
Windrush Scandal is instructive here, as the official report found the British state
“firmly placed the onus on the person exercising their rights, rather than the Home
Office, to prove their status” as a citizen (W Williams et al., 2020, p. 56). Decades after
the Windrush Generation first moved to the UK, tens of thousands of British citizens

* A huge number of my interviewees impressed this distinction upon me, as it is a common
misconception amongst non-experts.
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were thus illegitimately deported due to their lack of identification, while the state
“progressively eroded the rights” of those that remained (W Williams et al., 2020, p.
118). And similar effects will continue to be felt by many other people in Britain who,
for various reasons, cannot sufficiently prove their identities.

5.1.4 Towards New Identification Methods?

So, there are a number of issues relating to traditional identification documents
and methods in Britain. First, the documents many use most often to ‘prove’ their
identities in everyday life, passports and driver’s licences, are not identification
documents at all. More concerningly, many millions of Britons also do not even
possess these documents in the first place, making it harder for them to access various
private and public services. Third, the closest thing we have to a formal identity
document, the birth certificate, is not remotely fit for purpose either. It provides no
assurances that the person presenting it is the person to whom it rightfully belongs
and, as you will recall, was primarily developed by the Victorians to aid in the
collection of civil statistics, not support day-to-day identification practices. Finally, all
three of these documents are fundamentally underpinned by decidedly-analogue
identification methods that have seen little meaningful change in centuries—despite
attempts to bring passports and driver’s licences into the twenty-first century®. A
modern, purpose-built digital identification system could therefore be a possible
solution to all of these issues. But what would a digital alternative look like? How
would new, digital identification methods differ from the recommender system and
document cross-checking processes that have served us well for centuries? Unpacking
these questions will require us to consider the role of the internet—and the impetus it
provided for the development of new identification methods around the turn of the
century.

5.2 Identity on the Internet

Like many modern technologies, digital identity systems owe a great deal to the
internet. Not discounting the importance of the traditional systems we have already
evaluated, the internet’s history is intimately bound up with that of modern identity
systems; and is vital for understanding our current situation. But we must also be
careful not to read back into the past. In the wake of the Snowden Revelations and
Cambridge Analytica scandal, dystopic undertones have characterised much recent
scholarship around the internet. Yet, in the early days, the prognosis was far more
optimistic. Psychologists, social scientists, and philosophers wrote extensively about

%0 Passports have perhaps seen the most evolution toward this goal. But their digitalisation has mostly
taken a supplementary form, rather than reforming the document as whole (I discuss this further
below). Passports are, after all, a documentary proof that are still manually checked and stamped at
many passport control desks around the world, despite the addition of biometric chips and
computerised databases to improve their effectiveness.
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the internet’s revolutionary potential around the turn of the century, particularly for
personal identity performances (rather than identification per se). Sherry Turkle’s
(1995) foundational study typifies the sense of freedom and opportunity around
identity that accompanied widespread internet adoption in the mid-1990s. Newfound
online “anonymity”, she argued, had given “people the chance to express multiple
and often unexplored aspects of the self, to play with their identity and to try out new
ones” (Turkle, 1995, p. 12). The internet was accordingly a place where people could
endlessly reinvent themselves, presenting different aspects of their personal identities
across multiple contexts—a resurgence of the Goffmanian utopia where, freed from
the limits of physical embodiment and formal documentation, people could be
whoever they wanted to be (boyd, 2007, p. 129).

This optimism around identity fit well with, and indeed was magnified by, the
libertarian leanings of early internet pioneers, who explicitly saw the internet as a
“technology of freedom” (Pool, 1983). ‘Cyberspace’, they thought, could be a world
beyond central governmental control and oversight, giving citizens a way to reclaim
(at least virtually) the liberties that states had wrested from their populations
(Goldsmith & Wu, 2006). This extended to a rejection of the need for state-backed
identification. Legal names were not required—by law or custom—to post on most
early websites, and so many interactions were at least pseudonymous, if not outright
anonymous. For the small communities of academics and military researchers that
compromised most of the earliest internet users before its widespread adoption, this
did not present a big problem. Other people could, implicitly, be trusted or vouched
for by mutual contacts, and the transactional stakes were relatively low. What little
identification taking place, then, was reputation-based (i.e. utilising the recommender
system) and so essentially social in nature (Lehdonvirta, 2022, p. 42)—much like in the
classic sociological story around pre-Modern identity in industrialising societies that
we discussed in the previous chapter. There was no need for recourse to formal, state
identification; community knowledge was generally sufficient, and safe participation
on the internet did not particularly rely on knowing the legal identities of the
individuals you were communicating with, given the many mutual ties amongst this
small community.

As the internet matured, however, more business and governmental transactions
gradually moved online, accompanied by millions of new users. The pivotal moment
came in autumn 1993, the ‘September that never ended’, where the usual trickle of
new users became an overwhelming stream (Grossman, 1997). This strained the
libertarian ethos of the early web. Particularly in emerging high-stakes situations, like
online banking or e-commerce, a new ‘identity problem’ started to grow, as
individuals and institutions found they needed ways to remotely “ascertain identities”
of the digital masses to ensure they were dealing with the right people (Chango, 2012,
p. 10). To illustrate with just one example: economist Vili Lehdonvirta (2022, p. 47) has
shown how social norms and reputations became insufficient for securing the early
large scale online marketplaces, and so made managing the risks involved in
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exchanges of any real value extremely difficult®. Just as sociologists had suggested in
the context of industrialised cities, the socially-rooted approach to identity was
therefore again failing in the face of massive population growth. Over a few short
years, the internet consequently retrod decades of offline human development.
Identity performances would remain an important aspect of internet culture, but
solving the internet’s emerging identity problem would require developing robust
means for achieving the formal identification of individuals online (Kerr ef al., 2009, p.
xxiv). It would, in other words, require the development of digital identity systems.

5.2.1 Early Work on Remote Authentication

Initial work on digital identity infrastructures was driven by commercially-
oriented technologists building complex, cryptographic systems for corporations
(Eaton, 1999). I will avoid technical detail wherever possible in this chapter, and those
to come, though functional overviews of certain technologies will of course be
necessary to contextualise our discussion of their moral and political impacts®?. This
will not begin with identification, however, but with the closely-related process of
authentication. In Britain, the first hints of change around authentication practices
actually surfaced a few decades before internet use took-off, in the 1960s. According
to Higgs (2009, pp. 190-191), the primary catalyst was the rollout of automated
banking, followed much later by internet banking, against a backdrop of tax
centralisation and public sector computerisation®. Throughout this period, regular,
remote interactions with public and private service providers became increasingly
normal for much of the British population. But allowing customers to remotely access
high-value services via ATMs, phones, or the internet required the creation of new
secure access solutions. As bank clerks, for instance, would no longer necessarily
know the customers they were dealing with—Ilet alone be able to check their
documents when interacting face-to-face—novel approaches to keeping customers’

¢! On sites like eBay, the laid-back approach to identification caused particular issues. The founder and
site administrator, Pierre Omidyar, could not adjudicate every complaint made against fraudulent or
dishonest buyers and sellers, and indeed due to his libertarian sympathies did not want to assume
such authority (Lehdonvirta, 2022, p. 39). His solution was thus to develop a community reputation
system.

52 Most modern identity architectures are built on the relatively ancient (in computing terms) Public
Key Infrastructure (PKI) technology (Windley, 2005). Digitally signed cryptographic keys,
administered by certificate authorities, are distributed and used to ensure that individuals claiming
to hold certain credentials are indeed their correct owners (Meints & Gasson, 2009, p. 154). Along with
electronic signatures and authentication techniques like biometrics—such as fingerprinting,
photographs or facial scans—PKI constitutes a key part of most digital ID documents (Meints &
Gasson, 2009, p. 176).

% Taxation was centralised with the Income Tax Management Act of 1964 (Higgs, 2001, p. 190). This
was accompanied a few years later by the creation of the Police National Computer and the
centralisation of drivers’ licensing in the precursor to the modern DVLA (Higgs, 2001, p. 191).
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safe were needed. These had to be able to function at distance, often automatically,
without relying on organisations’ traditional security safeguards.

With the digital identity industry nascent, remotely identifying new customers
was not an option. Customers would still need to come into a branch and provide
adequate identification to setup an account in the first place. But the technology was
sufficiently developed for customers to be remotely authenticated after this point,
allowing them to access existing accounts at a distance using secrets, keys, passwords,
and personal identification numbers (PINs), rather than physical signing receipts,
cheques and permission slips (Higgs, 2009, p. 191). All of these authentication tokens
essentially work in the same way. Take, for instance, computer passwords, which MIT
researcher Fernando Corbat6 had developed back in 1961 to address his frustrations
with early mainframe computers. Passwords functioned like a digital lock, and
allowed Corbaté and his colleagues to negotiate time-shared access to MIT’s
mainframe by compartmentalising research data. Without the correct password, a
person’s data would remain inaccessible—allowing multiple researchers to use the
same mainframe while keeping their files private. The solution’s wider utility was
immediately obvious. Passwords therefore quickly propagated throughout the
computing community and beyond, trickling down into areas like banking (in the
form of PINs) within a decade®. So long as an account owner kept their PIN to
themselves, the technology would allow them secure account access, all around the
country, without the need to talk to a bank teller. The future, in the form of remote
authentication, was here.

Authentication, however, is not identification. An authentication process cannot
tell the bank who I am if they do not already know me. PINs and passwords do not
prove identity—indeed, they were not designed with identification in mind.
Technically-speaking, as digital identity expert John Erik Setsaas impressed upon me,
passwords have historically granted someone physical access to an area, “like a city
of fort”. Even if nowadays we talk about authentication rather than access in digital
systems, the concept remains the same. Anyone with the correct password is granted
access, whether or not they should be, as they are merely proving they possess the
right authenticator; not a specific identity. An enemy spy might compromise the
password, or an individual might share their banking details with their spouse.
Problems can consequently arise whenever people conflate authentication with
identification. “You think you're giving them access to something,” as John Erik puts
it, “but in reality you're telling them, ‘you can be me now’”. This was an issue Corbaté
himself faced. By 1962, just a year after inventing the computer password, managing
MIT’s mainframe had become “kind of a nightmare”—password theft was rampant,

% Barclays’ first ATM, for instance, opened in 1967. Card PINs could be repeatedly presented and
compared to those previously recorded, indicating that the person entering their PIN at the ATM was
likely to be the same person that had opened the account.
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as researchers had realised they could steal computing time by logging into other
accounts (Yadron, 2014). Although convenient, remote authentication technologies
therefore also opened up new avenues for networked, identity-related fraud.

5.2.2 Password Proliferation

This problem was not, as one might imagine, confined to MIT. By the time the
twentieth century drew to a close, growing rates of identity fraud linked to remote
authentication were also seen by the British government as a spiralling—and
increasingly costly—issue (LSE, 2005, p. 103). Organisations across both the public and
private sectors were enthusiastically adopting computerised networking technologies
(Margetts, 1999). But, as computers rose in popularity, the gradual “proliferation” of
passwords, PINs, and secrets became almost inescapable, with all those secrets
increasingly hard to keep track of (Wills, 2008, p. 175). This was only exacerbated by
the poor user experiences users often faced when remotely authenticating. To reduce
the risks of password theft or re-use, for instance, regular password changes and
arcane rules around password choice were (and often still are) mandated by system
administrators®®—much to their users’ frustration (Yadron, 2014). Yet this triggered a
vicious cycle. Forced to regularly update all their different authenticators, many users
began to choose weaker and weaker secrets to make remembering them easier, which
in turn made protections easier to bypass for fraudsters (Eaton, 1999, p. 185). Even
today, passwords such as ‘password’ and PINs like ‘123456’ accordingly remain
amongst some of the most popular, making compromising the associated accounts
trivial (Saltzman, 2022). Rates of identity fraud would thus keep growing, cementing
the issue on the national agenda.

As remote authentication technology bedded-in, some of these issues would of
course be addressed through better service design, standards-setting, and user
education, including the development of federated identity systems—a solution
which we will consider in the next chapter. But, before then, booming identity fraud
around the turn of the century increasingly led policymakers to the conclusion that
government itself may need to play a central role in digitally securing identities (C]
Bennett & Lyon, 2008, p. 10). This had the potential to kill two birds with one stone:
to not only show that the state was responding to the impending fraud crisis, but to
also help address some of the main problems with existing forms of identification that
we covered at the outset—binding, inclusion, and appropriateness. Beyond this, parts
of government further realised that digitally identifying individuals to a government-
backed ‘gold standard’ could even set the state on a path towards revolutionising its
inherited backend processes—which currently were still almost all paper-based
(Home Office, 2006). Doing so, parts of government hoped, might help catapult the

65 Readers may remember products such as RSA’s SecurID fobs, which were commonly deployed as
addition authentication factors (using time-based one-time passwords) to provide extra security.
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country and the economy into the twenty-first century, with the added bonus of
positioning government as the ”sole source of “identity assurance’ to the private sector”
(Wills, 2008, p. 175). The impetus for developing a national digital identity system thus
slotted into place, paving the way for a new state identification apparatus to be
championed by an ambitious, technology-focused government.

5.3 New Labour’s Identity Cards

Notwithstanding the potential benefits of such a system, the challenge the state
faced was massive. Over the twentieth century, successive British governments had
repeatedly failed to popularise a centralised, unified, nation-scale identification
system that might function across the various contexts in which the state encountered
citizens and residents. Ever since the early—1950s—when, as we have seen, wartime
identification cards were again repealed, due to their perceived threat to civil liberties
(Rolph, 2004)—a patchwork of variously-integrated analogue and computerised
systems had instead sufficed for welfare and tax administration, as well as other
organisational and managerial functions of the state (Thompson, 2008, p. 157). This
had grown out of, and gradually diverged from, the remnants of centralised wartime
National Registration programme. Distinct and usually direct relationships with
individual departments had therefore emerged as the primary way in which people
would interact with the state—entailing the needless duplication of identification
processes (Lips et al., 2009a, p. 721). As a result, still today most British citizens hold
multiple functionally-redundant fragments of identity that are distributed, or rather
siloed, across different parts of government. Examples include the NHS Number,
National Insurance Number (NINO), Government Gateway ID, Universal Credit
Account, Unique Taxpayer Reference, as well as passports and drivers’ licences—yet
many more exist beyond these.

In lieu of a central solution, these numbers allow public servants to track
individuals in administrative databases. Unique identifiers, in particular, help address
issues of indeterminacy; more reliably picking out an individual than their name, age,
and place of birth might®. And our association with such identifiers starts young.
Indeed, as soon as a parent applies for Child Benefit®”, the GRO liaises with the
Department for Work and Pensions (DWP) to issue the child with a NINO. As an ex-
civil servant pointed out to me, this is not commonly understood—individuals are
only made aware of their NINO at sixteen, wherein they may formally enter work and

% I was probably not the only Charles Smith born on the 7th of September 1995. Even if I was, what if I
was registered as a Charlie or C.H. Smith, not Charles? Or what if a transposition error was made
during enrolment and the name on my presented document does not match the name in the system?
Unique, alpha-numeric identifiers help solve these issues.

67 Child Benefit is a monthly support payment provided by the state for anyone with parental caring
responsibilities. A version of the payment has existed since the end of the Second World War.
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the tax system. Nevertheless, claiming Child Benefit enumerates most® children with
a unique identifier that follows them from birth into adulthood and, eventually, to
their state pensions and death. NINOs are not, however, particularly reliable for
identification purposes. There are many duplicates, coverage of the population is
spotty, and they also suffer from the binding problem (Crosby, 2008, p. 21). Many
other departments will therefore generate similar numbers for individuals themselves,
rather than relying on NINOs. Since the early 2000s, for instance, almost all children
have also been furnished with a Unique Learner Number (ULN) from the Department
for Education (DfE). This tracks them from the age of two, through to further
education and university—whether state-educated or not. Hence, the British state has
ended up with a multitude of these entries for people across different contexts.

Despite this byzantine proliferation of identifiers, suggestions to follow many of
our European neighbours in adopting a centralised, digital approach—where each
citizen is assigned a ‘master’ record in a single, authoritative database—have
repeatedly been met with strong civic and parliamentary opposition. As we have seen,
Britons are generally suspicious of monolithic and interventionist identity practices
(CJ] Bennett & Lyon, 2008, p. 13). And, throughout the 1980s and 90s, Thatcherism had
demonised the public sector and its perceived paternalism (Palumbo, 2004).
Investment in a large-scale governmental identity programme would therefore have
been a risky proposition. Nonetheless, a centralised, digital system would
theoretically allow citizens to reliably and consistently prove who they are across
different departments, improving their experience of public services while reducing
fraud and administrative costs (Barnard, 2020, p. 17)—an appealing proposition for
any government. And successful examples of such systems were close at hand in the
early 2000s. Belgium, for instance, had recently replaced its “existing paper-based
identity card system with a smartcard-based system that incorporates digital
certificates” (Fishenden, 2005). Yet implementing a similar system in the UK
ultimately proved to be problematic. New Labour’s identity cards, the state’s first
attempt at a national digital identity scheme, were a complete political failure—to
such an extent that the threat of mandatory identity cards still haunts policymakers
today. Evaluating this programme will consequently allow us to uncover the
characteristically normative issues that have underpinned much of this resistance.

% 1 specify most children because, as Benjamin Welby highlighted to me, the Conservative-Liberal
Democrat Coalition introduced a Child Benefit exemption for high earners (the cut-off is currently
placed £50,000). These children are consequently not captured in the National Insurance database
until much later in life, when they begin work. Now, I am not aware of any material differences in
treatment by the state that emerge from this discrepancy, but the lack of universality in the policy is
interesting regardless.
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5.3.1 Entitlement Cards

As Higgs (2004, p. 188) notes, though the British state had historically collected
only “modest amounts of information on its citizens” outside of wartime, proposals
for a voluntary, centralised national identification system were again being seriously
considered by Home Office officials as early as 1989 (2004, p. 184). It is also worth
noting that government data sharing, made easier by computerisation, had expanded
behind the scenes since the 1980s (Higgs, 2011, pp. 188-189). This had, however,
involved a lot of manual work due to the fact that a) no universal number tied an
individual’s records together across different systems®, and b) the government was
still essentially paper-based, despite its enthusiastic adoption of computers during the
past few decades. These inefficiencies had therefore galvanised support across party
lines for reforming Britain’s decentralised state bureaucracy via the use of new, digital
information processing technologies, coupled with the reintroduction of identity
cards. John Major noted his support in 1994 for such a scheme, on the grounds it
would have allowed his Conservative government to rationalise numerous databases
and more easily identify welfare recipients and taxpayers (Higgs, 2004, p. 185). And,
as Tony Blair’s New Labour later saw it, his government’s key goal of instituting
“joined-up government [...] went hand in hand” with identity card adoption (C]
Bennett & Lyon, 2008, p. 15). Yet these proposals did not develop past the early stages
of policy design until New Labour’s second term in office.

What really catalysed calls for a national digital identity system were the 2001
terror attacks in America. Biometric identity cards—initially referred to as
‘entitlement cards’'—were championed by New Labour during the heightened
securitisation that swept through Western politics after 9/11 (Wills, 2008, p. 164). The
initial framing around entitlement was interesting for several reasons. First, it pointed
to the fact that identity fraud was high on the national agenda; the Home Secretary at
the time, David Blunkett, explicitly tied the scheme to potential welfare fraud savings
of £1.3 billion in its initial consultation (Home Office, 2002). Blunkett’'s argument was
that identity cards would offer more reliable and secure identification than traditional
documents. They would, in other words, explicitly address the binding and
appropriateness problems, as Britain’s first dedicated proof of identification since the
World Wars. But the notion of entitlement also deepened the link that was being
forged by government between being able to present a formal identity and enjoying
the fruits of citizenship; cards were positioned as a way to both secure the borders and
establish rightful claims to the country’s resources (Lyon, 2009, p. 40). Throughout the
consultation document, the Home Office consequently suggested identity cards could
help deter illegal immigration by keeping irregular immigrants out of the welfare

% NINOs were often used as a starting point, but are not reliable enough to be considered true unique
identifiers (Crosby, 2008, p. 21).
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system and formal employment” (Home Office, 2002). Indeed, the fact that the rollout
eventually began with foreigners, not citizens, provides further reason to think this
was a guiding purpose of the scheme (Collings, 2008, p. 65).

At a time when ‘them’ and ‘us’ framings around the Middle East were running
rampant, constructing ‘true’ citizen entitlement to state support thus reasserted the
essentially discriminatory aspect of identification systems that we have previously
covered. Such discrimination may be legal, even moral, depending on one’s view of
justice, but it is key to understanding part of the cards’ purpose. Nevertheless, from
the outset, New Labour signalled its intent to double-down on the inclusion and social
sorting issues that existing non-digital schemes were already propagating. In fact,
New Labour’s time in office saw debates around terrorists, asylum seekers, and net
migration generally take up greater space on the national agenda (David Barnard-
Wills, 2012, p. 138). And digital systems, like e-borders and identity cards, were
consistently positioned as the characteristically “technological fix” to an increasingly
globalised and insecure world (Rhodes, 2000, p. 162)—rather than an exacerbating
cause”. As the Home Office (2006) argued at the time, “[b]etter ways of identifying
people will help us to facilitate travel for those we want to welcome to the UK. They
will also help us to remove those not entitled to be here.” Migrants and visitors alike
were therefore newly “constructed as needing ‘identity’ to function in society”, where
identity was understood in narrowly administrative terms (David Barnard-Wills, 2012,
p. 138). Again, the state was insisting that individuals would need documentary proof
of identity to secure their entitlement to citizenship, when such proofs had never
before been needed in peacetime. It was, in other words, once again trying to socially
sort the population.

5.3.2 The Third Coming of Identity Cards

Thanks to pressure from the LSE’s influential Identity Project, officials were
eventually forced to more honestly rebadge the proposals as ‘identity’ rather than
‘entitlement’ cards (LSE, 2005). Nonetheless, progress on the project continued and, in
March 2006, the government passed the Identity Cards Act, which made provisions
for the creation of two interlinked systems (Sullivan, 2007, p. 238). Plastic identity
cards (as well as new driver’s licences and passports) would hold each person’s
personal details, including their name, date of birth, address, gender, and nationality,

70Tt would therefore also have necessitated new expectations around the regular checking of cards
during interactions with both the state and business—a far cry from, say, the NHS's traditional
principle of ‘free at the point of use’.

! As one New Labour minister later put it: “I don’t believe that you can avoid a Windrush situation
without a data identity management system. And I don’t believe you can have an effective identity
management system without correlation of identity across government departments” (W Williams ef
al., 2020, p. 63). Paradoxically, although it was due to documentary identity issues that the Windrush
Generation had been denied their legitimate claims to citizenship in the first place, the answer had to
be more identification, not less.
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along with various forms of biometric data (Lyon, 2009, p. 40). The full extent of these
biometrics was never made completely clear, but cards could have included
signatures, photographs, fingerprints, and even iris scans (Aaron K Martin & Whitley,
2013, p. 56)—an extensive list, given the mistrust of bodily identification that had
permeated British culture for centuries. Cards were also intended to cost only £30—
half the cost of passports at the time—while being Britain’s first purpose-built identity
document (BBC, 2009). We can therefore grant that they would, to some extent, have
addressed the inclusion and appropriateness existing solutions faced. But the most
genuinely novel aspect of the scheme was less tangible. Beneath the cards would sit a
massive, centralised database, called the National Identity Register” (NIR). This
would store all the data held on cards along with additional information about
cardholders—i.e. almost the entire adult population in the UK over the age of 16
(roughly 40-50 million people at the time)—and interface with various other
governmental databases to support ‘joined-up” government (E Whitley et al., 2014, p.
207).

Although the prospect of carrying physical cards consequently caught the most
public attention, the real innovation was the system’s digital backend. The NIR was
intended to replace a whole range of ageing, paper-based processes by equipping each
citizen, whether they understood it or not, with a monolithic digital identity built atop
a persistent, unique identifier (E Whitley et al., 2014, p. 207). Centralisation was thus
to be reasserted, once again, through identity cards, which would have reclaimed their
position as the lynchpin of the entire information state. And, by taking advantage of
new technologies, the scheme could have provided the means to modernise the state
bureaucracy, beyond just digitising existing paper records. The addition of biometrics,
in particular, was an explicit attempt to “secure or fix identity” and so solve the
binding problems prior schemes had faced (Aaron K Martin & Whitley, 2013, p. 57).
Relying on bodily features that could be consistently and objectively measured would,
after all, have allowed the state to more reliably enrol, identify, and verify the citizens
it was managing, at least in theory (E Whitley et al., 2014, p. 207). Thanks to the NIR
being a digital, networked database, cards would also have been newly demanded in
a wide range of governmental and private sector contexts—including “opening a bank
account, obtaining welfare benefits or checking the status of job applicants” (Birch,
2008, p. 190). Yet, most revolutionarily, cards were intended to eventually be made
“compulsory” (Santo, 2016, p. 7). Mandatory identification, backed for the first time
by digital means, would consequently have become ubiquitous once more in Britain,
for the first time since World War Two.

72 Over time, the database’s structure evolved, with proposals for some of the data to live in separate
(yet still centralised, even if not unified) databases (Aaron K Martin & Whitley, 2013, p. 56).
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5.3.3 A Paradigm Shift?

The question therefore naturally arises: to what extent would the scheme have
constituted a true break with the past? A useful way to think about this is to imagine
technological development around identity systems proceeding along two different
paths. Mawaki Chango (2022) has suggested this disjunction belies two
fundamentally opposed philosophies around digitalisation. On the first, more
“linear”, path, we would remain within the familiar, paper-based paradigm of
physical credentials, augmenting these older methods with digital technologies to
“increase security and trustworthiness” (Chango, 2022, p. 6). Think of adding
cryptographic chips to passports to prove they are genuine, or sharing digitised
versions of driver’s licences. This path still represents progress, but of a more
evolutionary rather than revolutionary nature. The second path, by contrast, jettisons
the paper-based paradigm completely. This involves fully embracing truly digital
ways of working, along with all the associated affordances. Rather than transmitting
digitised versions of our physical credentials over the internet, we would shift “to
digitally doing digital stuff [...] in the form of a fully digital (online) credential”
(Chango, 2022, p. 6). This path is harder to realise as a result. It requires superseding
the traditional identification methods of personal recommendation and document
cross-checking with digital ways of assuring trustworthiness in an individual’s
identity—and would accordingly upend centuries of continuity with these methods,
even if they will never fully be replaced.

By these lights, however, New Labour’s scheme sat firmly in the former camp.
This is not down to the physical cards, which can form part of a properly digital
system. Rather, the reforms as actually realised were piecemeal at best, and the
scheme still relied upon the traditional methods of identification that had
predominated for centuries (E Whitley ef al., 2014, p. 207). Behind the scenes, databases
could certainly have been connected up via each citizen’s unique identifier”, but the
roll-out did not involve a thoroughgoing digital reimagination of the way government
made people legible. As David Rennie, an identity expert working in government at
the time explained to me, enrolment would still have required an individual to
provide a birth certificate along with other corroborating evidence to an agent of the

7 This would not, on its own, have solved the identity-related problems with physical documents and
their cross-checking. As identity consultant Stephen Wilson put it to me, “identifiers are not
identities”. Identifiers are instead best thought of as pointers into databases, which in Stephen’s words,
“we should not anthropomorphise”. In an age of computer-assistance filing, they would certainly
make cross-checking easier. But they do not negate the need for cross-checking if there is to be any
certainty around an individual’s identity. So, despite the administrative advances offered by unique
identifiers, the NIR would still essentially have relied on cross-checking documents presented by
individuals at registration to ensure that people were who they said they were.
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state, in person, to verify their claimed identity”. And, as budgets ballooned, plans for
the centralised NIR were also watered-down, with “biographic, biometric and
administrative information data” to be split up and stored “on different (logical)
databases”—including some that already existed—to reuse existing data and
infrastructure (E_Whitley et al., 2014, p. 208). The result consequently cannot be
described as a paradigm shift. Adding biometrics and digitising personal data would
certainly have made verification and authentication easier, while providing valuable
fraud reduction mechanisms. But government would not have embraced fully-digital
ways of registering, proving, and reusing identities. At most, it would arguably have
only laid the foundations for a digital state—later governments would still have had
their work cut-out to properly digitise identity atop these foundations.

5.4 Problems with Identity Cards

The scheme, however, would never make it that far. By the time the first few
thousand cards had been printed in late 2008, a coalition of academics, journalists, and
campaigners had raised considerable doubts about its viability. Financial and
practical concerns were especially salient, though are less relevant for our purposes
(LSE, 2005; EA Whitley & Hosein, 2010). More pertinently, the recognisably high-
modernist scheme promised to significantly increase individual legibility in the eyes
of the state. As you will recall, Scott (1998, p. 219) boiled high-modernism down to
“standardization, central control, and synoptic legibility to the centre”. And all three
of these aspects were reflected in New Labour’s plans. In terms of standardisation, the
combination of identity cards and the NIR would have normalised the registration,
documentation, and classification of the entire population. Much like with prior
identification schemes, the categories set out by lawmakers and civil servants would
thus have defined and constrained the bounds of the formal identities people could
inhabit (Lips et al., 2009a, p. 722). Second, when it came to central control, we have
seen how people’s rights and entitlement to state support were already being made
conditional on non-digital proofs of identification, and now additionally on the
compulsory presentation of valid cards. Finally, on synoptic legibility, anyone with
access to the NIR could, as we will see, have enjoyed a bird’s eye view of the entire
population’s identity-related interactions (E_Whitley et al., 2014, p. 207). The
programme would accordingly have amounted to one of the most nakedly high-
modernist political projects in living British history.

Naturally, many wondered why government needed such levels of insight into
what people were doing. According to Blair and Blunkett, greater legibility would
help improve public services (Rhodes, 2000, p. 151); data-gathering to boost

7 Whitley, Martin, and Hosein (2014, p. 207) concur: the “arduous registration processes” would have
involved “physical interaction with each resident [...] to check people’s ‘biographical footprint’
during the enrolment”.
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transparency had been promoted for decades as a way to bolster public-sector
efficiency (Hood & Heald, 2006). With more and better-quality data flowing into (and
out of”®) a ‘joined-up’ government, the argument went, policymakers would “make
smarter decisions and behave better” (Flyverbom, 2019, p. 13). Centralising digital
information in the NIR was thus required because computerised information systems
were “now central to the tools of government” (Margetts, 1999, p. 25). Accordingly,
personal data was being constructed as a kind of novel resource or raw material for
better government—a distinct argument from those that focused on entitlement and
social sorting. Indeed, one government report identified a “clear virtuous circle”
between identity systems and social improvement, claiming that “[t]he ease and
confidence with which individuals can assert their identity improves economic
efficiency and social cohesion”, and vice versa (Crosby, 2008, p. 4). Yet such levels of
data collection would have had effects far beyond increasing public services efficiency.
As Lips, Taylor, and Organ (2009b, p. 834) argued at the time, “new digital [identity]
systems may not only bring about benefits to government agencies”, they can also be
“expected to lead to significant changes in the relationship between the citizen and
the State”. Over the remainder of this chapter, we will consequently unpack these
changes in greater detail.

5.4.1 State Surveillance

From the outset, campaigners feared the government had less than noble reasons
for increasing citizen legibility, with potentially grave effects for liberty and privacy.
Primarily, the NIR seemed to provide the technical foundations for a “visionary if not
audacious” expansion of the surveillance state’ (E Whitley et al., 2014, p. 208). With
hindsight, the NIR was “an obvious technology of surveillance” (David Barnard-Wills,
2012, p. 2). Not only did scrutiny of the scheme reveal that law enforcement would be
able to access the database at will, but it also transpired that officials in national and
local government, and even some private sector actors would be able to query the NIR
(Wills, 2008, p. 168). This only magnified initial privacy and security fears, which
Ministers then struggled to quell. As identity expert Adam Cooper explained, the final
nail in the coffin came during one especially heated Parliamentary debate. One of
Blunkett’s main arguments for the scheme, playing up the entitlement and security

7 The drive for transparency also manifested in greater visibility for citizens of what government was
doing. The Office for National Statistics, for instance, was formed in 1996 to help inform policymakers
by collecting, organising, and analysing data in an impartial manner. But it also published data that
could help make government accountable. At the same time, the workings of government were
‘opened up’ through the introduction of freedom of information (FOI) requests and the establishment
of the National Audit Office to help hold government to account. Together, these changes promised
to make government more responsive to citizens’ needs and more willing to share data on how it was
supporting them. “Sunlight”, as American Judge Louis Brandeis poetically put it well over a century
ago (1890), “is the best disinfectant”.

76 Parts of government even ended up publicly recognising this, as the epigraph that leads this chapter
attests.
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angles, was that the NIR would help the police and security services identify, track,
and intercept terrorists and other criminals. This was all well and good. However, as
Cooper pointed out, in disclosing this Blunkett had inadvertently drawn attention to
how easily the same powers could be turned on any enemy of the state, however
broadly construed. And this, in turn, raised questions about the possibility for misuse
by officials, for instance by ‘bad apples’ surveilling or stalking innocent individuals.
Civil society groups—like NO2ID, Big Brother Watch, and Privacy International—
consequently deployed Blunkett's own arguments for the scheme against it, to great
effect.

From a political-philosophical point of view, this surveillance-related concern
breaks down into at least three issues. First, there was the immediate risk to privacy
stemming from misuse of the NIR’s surveillance apparatus by government agents.
Thanks to the sheer amount of sensitive data being collected, a power imbalance
would have been created between officials and data subjects. This, one might assume,
would have been headed-off through appropriate regulation and governance
measures. Yet, amazingly, government did not appear to have implemented many
such checks and balances. Researchers at the LSE (2005, p. 195) found that access by
the police and other security actors would have been almost entirely “covert” and so
essentially “unconstrained” in practice, and that privacy protections were therefore
“so weak as to be virtually useless”. Even proposals for an ‘audit trail’—recording
whenever an identity was verified, along with the reasons why records were accessed
by officials—did little to address the issue, as the aforementioned covert action would
not have been captured (Wills, 2008, p. 171). This effectively gave law enforcement
carte blanche to surveil individuals, with close to real-time tracking of where cards
were being used and for what purposes. And unscrupulous officials could have even
used the database to surface (and potentially even alter) people’s sensitive personal
data, without their knowledge or consent. The LSE’s report consequently raised the
very real possibility of NIR employees impersonating innocent people registered in
the database, with little scope for restitution or accountability (LSE, 2005, p. 196).

It almost goes without saying that this is bad security practice. Nothing destroys
trust in a digital system quite so fast as allowing officials unconstrained access to
personal data. By contrast, Estonia’s digital identity system explicitly encourages
citizens to review logs of who has accessed their data, and why (Trikanad, 2020, p. 6).
Citizens can then raise complaints with an official’s superiors if anything untoward
appears to have occurred. This brings us to our second point. Radical transparency of
the Estonian sort, accompanied by clear routes for rectification, could have helped
limit the scope for abuse of the NIR—if, for instance, New Labour had properly
implemented a functioning audit trail system. This is because, rather than creating a
tool for covert state surveillance, the Estonian approach retains a focus on individual
rights and entitlement. Digital identities in Estonia primarily grant citizens access to
the goods and services of the welfare state. Their purpose is thus not to give the state
power over citizens, but rather to empower citizens. Additionally, Estonia grants
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citizens the novel right to query those with insight into their identity records. Such
protections, philosopher Carissa Véliz (2024d) has suggested, demonstrate the well-
established link between transparency and trustworthiness: betraying the common
belief that the “more transparent an entity is, the less wrongdoing it is able to hide,
and the more trustworthy it is supposed to become.” We might therefore see this as
the ‘good’ side of surveillance—a way for citizens to address the power imbalance
such systems can create by allowing them to surveil agents of the state from below.

However, in lieu of such protections in the British context, we must consider the
effects of increased legibility for relatively powerless citizens; a point that inverts the
last. As Jeremy Bentham (2001, p. 277) argued centuries earlier, “the more strictly we
are watched, the better we behave”. Bentham (2010) accordingly described a system
of control for use in a hypothetical prison, premised upon the indeterminate threat of
constant but unknowable observation by agents of the state. As Michel Foucault (1980,
p. 71) later elaborated, this panopticon amounted to a new “invention in the order of
power” that drew on the deep connections between seeing, knowing, and governing.
As inmates did not know whether or not they were being watched at any particular
moment, they would self-discipline and generally act as if they were being watched—
a more subtle form of control than the physically coercive tactics states have
historically employed. The link with the NIR as a surveillance and control system
should therefore be obvious. Disciplinary effects for individuals’ personal liberty
would have stemmed from knowing that the state was monitoring their actions, much
like East Germans experienced with the Stasi (Macnish, 2015). But citizens’ freedoms
would have been especially ‘chilled””” by the NIR thanks to the fact the system was
digital, and tracking them across the public and private sectors (Lyon, 2009, p. 45).
After all, the ‘unblinking eyes’ of a pervasive digital panopticon would surely have
led to more pronounced disciplinary effects than those that a manual, paper-based
bureaucracy could ever have achieved.

5.4.2 Citizenship and Balance

New Labour’s proposals therefore betrayed a shift in the way that the British state
viewed its citizens. As Higgs (2011, p. 200) argues, after 9/11 large parts of
government had “a purely negative lack of trust in the population”. We can
consequently see why there was an “increasing desire to pool information in order to
profile them to establish risks” (Higgs, 2011, p. 201). But the country had, several times
in the past century, already rejected such centralised state surveillance and control on

77 Such chilling is admittedly hard to quantify. Although there is little empirical evidence of panoptic
‘chilling effects’—a recent and useful exception comes from (Hadjimatheou, 2023)—the concept has
primarily been taken up and developed by neo-republicans, close cousins of liberals. Please see
Chapter 8 for more. But, if the NIR truly was a technology of surveillance, as Barnard-Wills claims,
then its contribution to an arbitrary capacity for state domination of precisely this sort seems quite
clear to me.

117



A Liberal Political Philosophy of British Digital Identity Systems

the grounds that it criminalised law-abiding people (Rolph, 2004). The government
accordingly faced an uphill battle. However, from the very earliest stages of
Parliamentary debate, it became clear there had been “very little deliberation [...]
about the details of a Bill that could fundamentally alter the relationship between the
citizen and the State” (EA Whitley & Hosein, 2010, p. 79). In particular, the scheme
would obviously have jettisoned Britain’s intentionally-decentralised administrative
approach. No longer would citizens therefore have been able to take comfort in the
fact that, say, HMRC were, in important ways, partially obstructed from liaising with
the Home Office about their personal situations. Implementing a persistent, unique
identifier would have provided the state with an easy way to join-up databases at the
backend, and brought most of the dealings people had with the state under one all-
seeing system. This was a key motivation for the scheme. And, as cards were to be
“obligatory” for “active citizenship”—and required to realise the “benefits of
liberty”—there would be few places to hide should citizens not submit (Rose, 1999, p.
240).

Government did not shy away from this. In an increasingly insecure and
globalised world, New Labour argued, some reduction in liberty was a necessary evil
(David Barnard-Wills, 2012). Particularly when it came to foreigners, the state
explicitly pursued “a security policy that considered aliens as a political and military
risk” to be controlled via identification (C Reinecke, 2009, p. 64). It believed that their
reduced privacy and liberty was a price worth paying for preventatively identifying
terrorists and criminals (Fuchs, 2013, p. 684). But it was not only aliens that would be
affected. A “‘more appropriate’ trade-off between security and liberty would also need
to be struck with citizens. Soon after replacing Blair as Prime Minister, Gordon Brown
(2007) reiterated this point in a speech discussing “the relationship between the
private individual and the public realm”, where he talked openly about needing to
find “the right balance” between “protection” and “opportunities”. What Brown was
suggesting amounted to a radical rebalancing of the social contract. He argued that
government needed “a more secure way of establishing and protecting people’s
identity”, including using “biometrics to identify false passports” and “deny terrorists
and criminals financial freedom and the ability to move across borders”—and, as
somewhat of an afterthought, to “provide more personalised public services” (2007).
Identity cards would therefore help arrest the freedoms of those the state did not trust,
but were also a way to achieve freedom through the state and its welfare apparatus.

However, whilst talk of better ‘balance’” was common, with hindsight it is clear
that liberal states of many stripes did not manage this balancing act well (Véliz, 2024b
p. 125). Whistleblowers have revealed how extensively citizens were monitored by
governmental mass surveillance programmes throughout the 2000s (Lyon, 2014; Stahl,
2016). In the name of national security, this information was used to discriminate
against people’s freedoms with little in the way of legal recourse, fairness or
accountability (Hintz & Brown, 2017). More concerningly, surveillance state thinkers
have also shown how such intrusions were relatively easily justified by liberals, as
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nothing resembling harm, interference or obstruction appeared to occur if citizens
were merely surveilled and profiled (C] Bennett & Lyon, 2008; Neocleous, 2007; PT
Smith, 2020). Citizens were, after all, still ‘free’ to act in the classical liberal sense, even
though they were under panoptic levels of surveillance. If you have nothing to hide,
the saying goes, you have nothing to fear. Indirect appeals to chilling effects were, and
still are, consequently some of the only arguments classical liberals could offer when
pushing back against the securitisation narrative—arguments with severe limitations
(Hove & Monaghan, 2018). And, with terrorism threatening the liberal way of life
more generally, sacrifices seemingly had to be made—recalling arguments previously
made only in wartime. After all, preserving privacy to support the development of
freedom of thought will always be important in a liberal democracy, but securing
basic liberty tout court must take priority.

We can, however, question the security narrative, even granting that some
reduction in privacy may well have been required. Most obviously, the NIR’s database
would have made an extremely appealing target for hackers and fraudsters, given the
quantity of sensitive personal data it would have brought together (EA Whitley &
Hosein, 2010, p. 147). The scheme could therefore have ironically ended up
undermining both security and privacy by opening up new attack vectors for
criminals. And identities, if stolen, could have been used to perpetrate all sorts of
crimes. Criminals and terrorists were not the only concern, either. Such drastic
surveillance would have “decrease[d] the protection individuals have against state
incursions” (Véliz, 2024b, pp. 126-127). Security from the state, after all, is one of the
other foundational premises of liberalism. John Stuart Mill, for instance, held that
“there is a circle around every individual human being which no government [...]
ought to be permitted to overstep” (Mill, 1900, p. 443). And, in pursuing security at
such a high cost to privacy, government was likely over-stepping. Jennifer Chandler
(2009, p. 138) has consequently contended that many post-9/11 schemes, including
identity cards, amounted to counter-productive exercises in ‘security theatre’, that
undermined their own ends “by introducing new vulnerabilities or by sacrificing the
security of a minority for a feeling of security for the majority”. Identity cards certainly
seem to fit this bill. The relationship between citizens, aliens, and the state would have
been distorted to such an extent by the scheme that something distinct about British
liberalism was in danger of being lost (Agar, 2001).

5.4.3 Scrapping Identity Cards

By 2010, with a General Election looming, the prospect of a centralised digital
identity programme had accordingly become decidedly politically toxic. Public
opinion on identity cards had turned (YouGov, 2010) and, as all opposition parties
had pledged to undo the scheme (E Whitley et al., 2014, p. 207), the issue was soon
decisively resolved. Shortly after forming a government, the Conservative-Liberal
Democrat Coalition announced that tens of thousands of identity Cards already in
circulation were to be scrapped, with the NIR decommissioned and its hard drives
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shredded (Home Office, 2011). This was primarily framed as an urgent civil liberties
issue—pushed through as the very first legislative action of the incoming government.
The Coalition Agreement (2010) pitched the move as a way to “reverse the substantial
erosion of civil liberties under the Labour Government and roll back state intrusion.”
Although David Cameron and Nick Clegg did not countenance a full return to
Thatcherism or even classical liberalism, they nevertheless decried ‘big government’
(Ruth, 2011, p. 75) and aimed to shrink the size and influence of New Labour’s
“command state” (Nick, 2011, p. 54)—primarily by dismantling what they saw as the
centralised lynchpin of its embryonic digital government. As the incoming Home
Secretary, Theresa May, put it, the Coalition wanted “to reduce the control of the state
over decent, law-abiding people” (Home Office, 2010); a clear reassertion of the
classically-liberal notion of freedom from the state, in the wake of New Labour’s
attempts to institute freedom through the state and its identification-based welfare
apparatus.

Despite hundreds of millions of pounds having already been sunk into the scheme,
the budding experiment into centralisation and legibility was consequently finished.
Or so it seemed. In reality, parts of the programme would quietly live on. Although
the domestic population was shielded, physical cards and a digital database were
retained—and subsequently expanded—for purposes of immigration control, in the
form of ‘Biometric Residence Permits’ (BRPs) (Nayar, 2015). There is a cynical
historical circularity to this outcome. Much as asylum seekers had been the first to be
issued identity cards by New Labour, migrants would remain the only group
managed via cards retained under the Coalition. British identity policy thus slotted
back into a familiar historical groove, with mandatory identification reserved once
more for foreigners alone. In line with how the state had treated aliens throughout the
twentieth century, entitlement would have to be proved, regularly and often, for
anyone the state saw as ‘other’. And, just as traditional forms of identification had
raised inclusion issues in the Windrush scandal, BRPs would go onto generate similar
effects—especially for individuals’ dignity. Indeed, studies have found that the
scheme reminds migrants of their “difference’, can make them feel unwelcome, under
the threat of panoptic, digital surveillance, and even criminalised (Warren &
Mavroudi, 2011). It is therefore not a stretch to think some British citizens would have
felt similarly, if identity cards had been retained for the entire population. BRPs give
us a fascinating glimpse of a Britain that could have been, had the election been
resolved differently.

5.5 Normative Conclusions

Despite the failure of identity cards, New Labour’s time in office nevertheless
heralded a pivotal moment for British identity systems. There was now cross-party
consensus that the state’s traditionally paper-based bureaucracy had become
inadequate for dealing with the spiralling fraud issues that remote authentication in
the public and private sectors had unleashed. As public expectations around the

120



Charlie Harry Smith

efficient provision of online services kept growing, digitalisation was now also seen
as necessary and desirable—as we will see, the Coalition just disagreed about who
should be responsible for driving this change. Yet, in the meantime, the problems that
identity cards were intended to fix would remain unresolved. Departments still
urgently needed new ways to securely identify people, with the local, face-to-face
interactions that had historically sufficed now well and truly depreciated. At the same
time, the piecemeal documentary approach was fuelling genuine inclusion issues.
With centralised digital solutions off the table, however, and no replacement for
identity cards imminently forthcoming, the Coalition effectively left individual
departments to unsystematically continue ‘digitising’ their siloed, legacy systems,
while enforcing an austerity logic that removed the very funding needed to support
more transformative developments (Margetts & Dunleavy, 2013, p. 5). Predictably,
this resulted in yet-more functionally-redundant, decentralised systems, with the
limited addition of web portals representing minimal attempts at modernisation.
Britain accordingly remained stuck on firmly Chango’s first path, with new designs
for a genuinely digital identity system seemingly required.

Some experts I talked to consequently lamented that such a big step forward for
state digitalisation had been derailed by vague threats of lost liberty and overbearing
surveillance—particularly when so many other countries have since handled similar
transitions without lurching towards dystopia. Benjamin Welby, an ex-civil servant
and OECD identity expert, expressed particular frustration with the “libertarian
narrative, which of course people buy into, because it’s [...] a very simple one. You
know, government overreach, government surveillance, government can know
everything you're doing; isn’t it terrifying, isn’t it awful?”. He queried what really
would have changed as a result of identity cards, given that government already held
so much of this information, albeit in an “incoherent”, “unjoined-up”, and “messy”
mesh of systems. I must admit some sympathy with this view. But I would suggest
that New Labour’s identity card plans were more problematic than similar foreign
schemes. As Windrush's hostile tracking, democratic exclusion, and even deportation
of legitimate citizens demonstrated, a lot was politically, socially, and ethically at stake
in Britain when it came to changes around identification (W Williams et al., 2020).
Rights, liberties, and even citizenship were already being unfairly removed from
marginalised populations under the documentary identification regime,
demonstrating just how disastrous identity exclusion had become under the modern
state system. And the digitalisation of identity would have granted the state even
more central power, control, and oversight—threatening to extend the state’s distrust
of the ‘other’ to the entire domestic population. This confirms to me that such systems
are deeply entangled with the state’s ability to filter, socially sort, and discriminate.

Of course, this may well have been acceptable as part of a wider revision of the
social contract. But while increased identification and legibility after the World Wars
had been a price worth paying for public goods like National Insurance and the NHS,
as their repeal made clear, many of the equality and welfare advances made under
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New Labour did not, in fact, hinge on identity cards (Powell & Powell, 2008). Instead,
the state’s primary focus was clearly on securitising the citizen-state relationship, with
the perceived distrust and criminalisation of normal, law-abiding citizens poorly
received by the public (Higgs, 2004, p. 187). Underpinning this was also the idea of
one, person one identity: or, as Chango (2022, p. 8) puts it, “the notion of authoritative
identity credentials as a monopoly of the government”. Later schemes we will discuss
rowed-back on this, allowing people to use different identities in different contexts,
but NIR was entirely inflexible. Government had consequently tried to assert itself as
sole arbiter of formal identity truth—a far cry from the flexible autonomy over their
identities that all citizens had enjoyed just a century earlier, and some had once again
experienced in a resurgent form on the internet. Even though fixing identity in terms
that the computerised state machine could understand would admittedly have made
identifying, policing, and sorting the population easier (David Barnard-Wills, 2012, p.
134), fundamentally tying a wide range of public and private services to a central
digital database ultimately proved to be unacceptable. New Labour’s proposed
changes to the social contract were rejected; and its high-modernist ambitions were
extinguished.
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Chapter 6.

Federating Digital Identity Systems in Britain

“The [overall] mission of GDS is about the digital relationship between the user and the
state, and how we can make that a more seamless experience, how we can build once and
build well—rather than building multiple times—and reducing duplication”

— Tom Read, former Chief Executive of GDS (quoted in Glick, 2021b)

Having dismantled the identity card scheme, yet inherited the issues it was meant
to solve, the Coalition government set about finding a new path through the rubble.
The result would be a genuinely world-leading experiment in public-private
collaboration—and the state’s second big attempt at digitising identity. Reviving an
idea that had found limited traction under New Labour, the Coalition took the novel
decision to federate the nation’s governmental identity apparatus. This was a direct
rejection of the increased central legibility and surveillance of identity cards had
necessitated. Instead, a new system—GOV.UK Verify—was designed, by a new,
digitally-focused organisation, around the concept of private sector partners
delivering identity verification services on behalf of the state (GDS, 2014a). The
scheme thus constituted a bold trial, at least at the nation-level, of both a relatively
untested technical architecture and governance structure. For the first time, official
identity was to be assured through the market, for profit; though government would
retain an important regulatory role. And although Verify, like identity cards,
ultimately failed, subsequent governments have made clear that its federated model
will continue to define our digitally-mediated relationships with some of Britain’s
most important institutions (Prime Minister’'s Office, 2024b). Verify accordingly
provides the ideal case for exploring the normative implications of this architecture
for governmental digital identity.

In this chapter, I evaluate Verify through the familiar lenses of liberty, equality,
and citizenship, again combining interview data with evidence from the literature. I
begin by foregrounding similar schemes that preceded it in the private sector. I then
detail how federation came to be implemented in a governmental context—focusing
on how and why shifting to a public administration setting alters the normative
impacts. What becomes clear is that, despite being the product of a ‘digital’
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department, Verify failed to trigger the paradigm shift around identification it was
intended to catalyse. More importantly, I also argue that—under both the Coalition
and subsequent Conservative governments—there was a concerted, ideological effort
to make enjoying the fruits of citizenship depend on the intermediation of identity by
corporate actors. This was largely done for privacy reasons; a reaction to the perceived
overreach of identity cards. Yet although Verify addressed surveillance and control
worries, I nevertheless argue that the resulting ‘privatisation” of identity reflected a
concerning shift in the state’s understanding of citizenship—and that exposing formal
identification to the vagaries of the market was exceptionally risky. Indeed, the
scheme’s inclusion results turned out to be catastrophic. This should give reason for
pause when it comes to subsequent governments’ renewed commitments to the
federated model of identity provision, and sets the stage for my attempts to square
the circle in the following chapter.

6.1 Identity without Centralisation

The challenge the Coalition faced in 2010—finding a replacement for centralised
governmental identity provision—was not unique to the British state. Globally, and
across multiple sectors, organisations of all shapes and sizes were struggling to
reliably identify and authenticate the people with which they needed to interact online.
Although our focus so far has primarily been on state identification systems, we will
therefore briefly consider some of the private sector systems that had emerged
throughout the 2000s. After all, as previously discussed, internet use was booming.
And achieving the robust and remote authentication of all those users had become a
pressing problem for many businesses offering online services (Kerr et al., 2009, p.
xxiv). But while the British state had pursued identity cards as a country-wide solution
to this problem, other organisations opted to build bespoke systems to solve their own
issues. These businesses had consequently come to hold centralised, digital records
on their customers and/or employees (Chadwick, 2009, p. 3). By the time identity
cards were scrapped, many internet users therefore held numerous online accounts;
with the companies they shopped with, for forums and other entertainment sites they
frequented, as well as with the systems their employers used to control access to
corporate networks. These companies were all effectively maintaining their own
proprietary, smaller NIRs—central, unified stores of user data, sometimes even
containing detailed biographic and identity information. A familiar problem had
consequently emerged.

As identity expert Phil Windley (2005, pp. 8-9) explains, these systems all
employed the same basic processes with which we are already familiar. First—if
required, as many early online services operated pseudonymously or even
anonymously—an individual’s identity claim would be vetted via an identification
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process’. Users would then be issued with an account and access credentials.
Thereafter, whenever a credential was presented, an authentication process would give
the organisation some level of assurance that the person accessing a system had the
right to do so. This generally relied on one of three techniques. The most popular, you
will recall, involved demonstrating ‘something you know’, like a PIN or password.
But other factors could also be evaluated, including ‘something you have’, such as a
token or device, or ‘something you are’, such as a biometric signal (Kent ef al., 2003, p.
46). In the most secure systems, combining these techniques in a multi-factor
authentication (MFA) process would help deter fraudulent access, by increasing the
complexity of any required deceit (Y Wilson & Hingnikar, 2019, p. 15). Finally, if
successfully authenticated, the individual would be given authorisation to proceed;
granting them access to an account, allowing them to change some information, or
enabling them to make a transaction. “The problems haven’t changed”, as identity
fraud expert David Black explained to me—these basic processes have been
essentially solved (technically) for decades, but getting the “meta layers” of
governance, support, and privacy right is always the real challenge.

As we know, however, companies were not handling these challenges very well,
particularly when it came to authentication (Higgs, 2011, p. 178). Although four
decades of research had illustrated the drawbacks of passwords, Corbaté’s invention
remained the main method by which most organisations protected users’ accounts
(Bonneau & Preibusch, 2010). This was despite the fact that passwords offer a bad
customer experience and were known to be negatively impacting organisational
security (Dmytrenko & Nardali, 2005). An authentication crisis was consequently
unfolding, with rampant password reuse and poorly-protected personal data
generating high rates of identity theft and fraud (Price, 2008, p. 97). Yet some
companies noticed a business opportunity here. Just as government had attempted to
solve these same issues via identity cards, some of the most powerful corporations in
the world tried to emulate the strategy in a corporate context. Microsoft's .NET
Passport, first released in 1999, is the prime example (Chadwick, 2009, pp. 10-11).
Much like an identity card for the internet, Passport was intended to replace the
multitude of authentication and identity management systems across the web with a
unitary single sign-on (SSO) solution, backed by—what was then—the biggest
technology company in the world (Microsoft, 2000). And Passport had a big
advantage over identity cards. Rather than being confined to Britain alone, Passport
would have brought the benefits of straightforward identity management to the
entirety of the internet—at the cost of global reliance on a multinational corporation.

78 Identification could have proceeded in person or remotely, and would have been carried out to
differing degrees of certainty depending on the risks involved. Signing up for a supermarket reward
card, for example, may require very little in terms of identity assurance, but banks have a legal duty
(called Know Your Customer or ‘KYC’ regulation) to perform more thorough proofing.
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However, for much the same reasons that New Labour’s NIR had drawn criticism,
Passport was likewise lambasted by much of industry and civil society. Most notably,
Passport was a similarly “centralized system with a single point of attack and failure”
(Oppliger, 2004, p. 23). The safety of users’ data, as well as that of any organisations
relying on Passport, would therefore depend on Microsoft keeping it safe. But
numerous security issues with the system were identified (Kormann & Rubin, 2000;
Oppliger, 2003). At the same time, Microsoft was (rightly) seen as trying to install itself
as the monolithic and monopolistic provider of identities and authentication services
on the internet, which did not sit well with powerful consumer privacy groups.
Thirteen of these groups consequently raised a suit with the US Federal Trade
Commission, contending that Passport empowered Microsoft to a) monitor what its
users were doing, b) potentially charge exorbitant fees for its monopoly services, and
c) deny users choices over which providers to use for proving their identities online
(Dmytrenko & Nardali, 2005, p. 637)—all of which went against the web’s libertarian
ethos in much the same manner as identity cards. Centralisation was, in this different
context, thus also firmly off the cards. Instead, a safe, easy-to-use, and scalable
alternative was required, that could solve the same problems as centralised systems
without replicating their downsides. The federation of identity—a key technical
development—was, and still is, the primary way in which the nascent identity
industry responded.

6.1.2 Federated Digital Identities

Ironically, the federated counter-movement can also be traced back to Microsoft.
It was Kim Cameron, an identity trailblazer, that crystallised many of the problems
with centralised digital identities in a short but influential paper, published a few
years after he joined the company. In The Laws of Identity, Cameron (2005) provided
a high-level outline of the problem space, and popularised the notion of the internet’s
‘missing identity layer’ he had been developing since the 1980s. When it came to
centralised schemes, like Passport, one ‘law’ amongst several Cameron (2005, p. 7)
held was that “[d]igital identity systems must be designed so the disclosure of
identifying information is limited to parties having a necessary and justifiable place
in a given identity relationship”. In other words, when accessing Microsoft services,
he thought most users would accept needing a Microsoft account. But, “it did not
make sense [...] for Microsoft to be involved” in other companies’ “customer
relationships”—users were not “clamoring for a single Microsoft identity service to be
aware of all their Internet activities” (Cameron, 2005, p. 7). And much the same was
true of identity cards. Powerful institutions, in both scenarios, had effectively inserted
themselves into situations in which they did not belong and, in doing so, could learn
too much about users and the services with which they were interacting. People felt
that their personal data was being disclosed to unnecessary and unjustified
intermediaries, which contributed to the systems’ respective failures.
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So, how would a federated alternative operate? The problem, for Cameron,
boiled-down to a question: how could the ‘relying party’ (RP) in a digital interaction
trust that any particular individual—a ‘subject’ or ‘entity’—was who they said they
were? His solution was to rely on an ‘identity provider’ (IdP) specialising in
identification”. The so-called ‘standard model” of digital identity—which imagines a
trust-triangle between these three entities—was born, and to this day persists as the
principal identity paradigm (S Wilson, 2022b). Under this federated model, each and
every organisation does not control their own centralised database of user records
(Fishenden, 2005, p. 9). Instead, several separate databases, run by different
organisations, might exist, but would all be recognised and trusted by actors across
the network (Chadwick, 2009, p. 3). This would allow individuals to create identities
with the organisations of their choosing and, crucially, reuse them across different
contexts—another ‘law’ (Cameron, 2005, p. 9). For instance, many people today
maintain credentials with one or more of the Big Tech platforms®’, which they can use
to log-in across many different websites. And although these are not full-blown
identities, they nevertheless convey the benefits of federation. Users are given choices
about where to store their data and, by the same token, organisations offloads the risks
associated with handling personal data to companies with established and mature
identity infrastructures. But if a user does not want, say, Microsoft to know they are
logging-in to a particular service, they are free to use another IdP; they are not locked
into using any one, monolithic provider.

In a typical federated identity transaction, then, an individual presents an identity
to an RP that, in turn, consumes it. The role of IdPs is consequently to issue, exchange,
and revoke identities to enable this process (S _Wilson, 2011). They administer
specialised identity systems, organising data, linking them to individuals, and helping
them manage their identities over time. But they do no more than this, staying out of
customers’ relationships with the businesses they are accessing. Federation is
accordingly meant to ensure that different digital identities are not needed for every
single organisation with which an individual has a relationship (Chadwick, 2009, p.
3). Ideally, as mentioned, identities would even be interoperable, with mutual trust
architectures and open standards meaning that individuals could use identities
created for one purpose in other contexts, or even port them between identity
providers (Fishenden, 2005, p. 10). This was meant to make life simpler for individuals,
while also making their online interactions more secure—not least because they
would be less likely to (re)use poor passwords across a litany of logins and accounts
(E_Whitley & Hosein, 2010, p. 210). And, for businesses, securely managing a
multitude of potentially sensitive identities and personal data, along with complex

7 This provider could be internal, like the IT department of a large corporation, but the role was likely
better played by a dedicated company possessing the technical know-how to assure the legitimacy of
claimed identities.

80 More specialised IdPs, like OpenAthens, Shibboleth, PayPal, or Disqus, are also relatively common.
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technical questions of verification and authentication, could now be outsourced to
companies specialising in such services, leaving them to focus on their own
specialisms; be it providing news, information, video streaming, or shopping facilities.
Federation consequently saw rapid uptake in the private sector, with whole
ecosystems arising around open standards like SAML, OAuth, and OpenID?*'.

6.1.3 Initial Takeaways

The promise of federation is certainly compelling. But there are a few initial
takeaways here. First, we must recognise that the technologists developing federated
systems were primarily concerned with identity in corporate settings (Windley, 2005,
p. 11), so had paid little attention to the social issues that could potentially emerge
from the technology’s wider uptake. Indeed, as Windley (2005, p. 13) notes, it was all-
but assumed that the relationships between individuals and these systems were to be
“dictated on the terms of the business or organization and consented to by the
individual”. But this straightforward, contractual context is distinct from the far more
normatively-contested struggles over state identification we have thus far discussed;
this was not identity as a tool for increasing state legibility or even as a proof of
citizenship. Instead, federated systems were primarily developed as a technical
solution, informed by computer scientists’ perspectives on the narrow problem of
remote identity assurance in commercial environments (S Wilson, 2011). The level of
meaningful consent being achieved was thus low. So long as an individual needed
access to a system, say while onboarding at a new employer, they simply had to accept
the IdP’s governance terms—though we know vanishingly few people ever read such
terms and conditions (Marotta-Wurgler, 2012). Whether this ‘consent’ is sufficient,
and whether greater levels of consent can and should be designed for, must
consequently be considered—particularly when federation is extended to a public
sector context.

Second, and relatedly, when conceptualised through the computer scientist’s lens,
identification can seem almost banal. Today, we have become so used to signing-in,
entering passwords, and even scanning our fingerprints and faces, that doing so has
faded into the background of everyday life. Of course, technologists will then have
much to say about how to better implement such systems. There will always be ways
to make them run better, reduce the number of false positives, increase usability, or
make any number of other such improvements. But this approach should not
necessarily satisfy a political philosophy considering identity in a nation-state context.
As we have seen, non-digital identification systems are already deeply powerful tools
for political recognition, population management, and societal control. We must

81 The Security Assertion Markup Language (SAML), OAuth, and OpenID protocols underpin most
federated systems, and were originally developed by powerful industry players like OASIS, AOL, BT,
France Telecom, IBM, Microsoft, Google, Verisign, Internet2, and the Liberty Alliance (Bertino &
Takahashi, 2011, pp. 76-77).
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accordingly guard against importing a Morozovian "techno-solutionist’ outlook from
the private sector via federation—not to mention the deeper folly of Scott’s high-
modernism. These are not benign or neutral processes for technical experts to optimise.
Identity policy is backed, in a state context, by powerful systems of administration,
coercion, and control, with deeply political impacts across the different contexts in
which they are deployed. Thorny issues of consent, privacy, inclusion, and security
must therefore be considered, and balanced against other policy goals. What makes
sense or is acceptable in a corporate setting may well not be appropriate for
government usage. Indeed, once we begin thinking in these terms, the normative slant
quickly re-emerges.

Third, even from this brief précis we can extract one of the most foundational
assumptions made by federated identity evangelists: that each identity is a ‘thing’.
This stems directly from Cameron’s standard model, which primes us to think of ‘an’
identity existing as a sort of digital dossier of information that can be compiled, stored,
and passed around—somewhat independently of the actors involved (S Wilson
2022b). This clearly aligns with the paper-based, formal identities the bureaucratic
state developed in the Industrial Age. State actors needed to be able to identify people
they might never have met, and this was achieved through standardised identity
documents. But this was a significant—and, historically-speaking, recent—
development. After all, identity before this late-Victorian shift was not reducible to
the cards and records that have since been used to make populations legible. It was
essentially local, relational, and performative. In Cameron’s terms, the RP and IdP had
therefore been one and the same person. The local publican would have decided for
themselves whether or not to trust you, identifying you through a combination of your
clothes, speech, and social vouches from other customers. Even when dealing with
‘the state’, you would have identified yourself to the king’s men using his seal or
signature. But a token from an unknown third-party would have been meaningless.
This, however, is exactly what federation attempts to realise. Identity is made
impersonal, tradable, and standardised. And this opens up space between the RP and
IdP that never really existed before. The king and his men might thus no longer need
their own seal, and instead can trust a third-party business to verify and assure
identities on their behalf.

Once we are thinking of identity in these terms it does seem natural that a third-
party could specialise in managing identities for many RPs—making markets for
identification services seem entirely plausible. It makes sense that the actors involved
in the standard model “hold, present, exchange, use and consume digital identities as
if identity is some sort of merchantable good” (S Wilson, 2022b, p. 2). We might well
also imagine that companies would and could pay for consuming properly-verified
identities. As identity expert Emma Lindley agreed, “by making it a thing, we do
inadvertently make it like a commodity [...] and it becomes a marketplace of digital
identities.” But is this desirable? And what if digital identities are better understood
not as things, but as services, processes, relationships, or something else entirely?
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These are massive questions, which we can only begin to answer in this chapter. But
I would note that Cameron’s model has already drawn criticism by some in the
industry. Stephen Wilson (2022b, p. 3), an identity veteran, has suggested this
scepticism is driven by a growing recognition that federated marketplaces have failed
to take hold in the quarter-century since Cameron outlined them—which we might
have expected if digital identities are indeed goods, let alone goods with any inherent
value. This has been a significant upset, not least as much capital and time has been
spent attempting to sustain such marketplaces. The standard model, and ideas about
marketisation more generally, will therefore need critiquing as we look closer at
federation. But first, we need to understand how the British state went about
implementing its own version of such a system.

6.2 Federating Governmental Identity

The rejection of identity cards in 2010 sent waves rippling through the public
sector. The civil service’s century-long efforts to centralise Britain’s identity systems
had suffered yet another setback. Not only had the political feasibility of a national
digital identity system been effectively eliminated but, given how foundational
remote identification is usually taken to be for digital government, many interviewees
consequently argued that the decision also delayed the state’s progress towards
digitalisation writ large. OIX’s Nick Mothershaw, for instance, suggested that, even
today, lacking a centralised system still “hamstrings us [...] and means we can’t join
things up.” Ex-civil servant and OECD identity expert Benjamin Welby went further,
suggesting that such a system now constitutes the “fundamental infrastructure”
needed to ensure a modern “society functions”. Yet the Coalition had dismantled the
scheme, so an alternative had to be devised. Consensus was that a common identity
solution which could be re-used across departments was still needed, even if
centralisation and mandatory registration had been ruled out. The newly-formed
Government Digital Service (GDS) was thus set to task on the issue and, in 2014,
publicly launched its replacement, catapulting Britain to the forefront of the federated
digital identity landscape (GDS, 2014a). With the advent of this new system, soon
branded GOV.UK Verify, Britain became the first country in the world to pursue the
federation of governmental identity at scale. We will consequently evaluate the
scheme in detail.

6.2.1 Verify’s Approach

So, what made Verify different? Most obviously, the scheme eschewed a central
database, instead relying on numerous approved, third-party providers to
independently confirm identities on government’s behalf (Stalla-Bourdillon et al., 2018,
p. 787). IdPs in the federation were therefore trusted to control their own smaller
identity databases. This was explicitly intended to lessen the risks that storing records
in one system would have incurred and, at the same time, ensure that government
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could not maintain any kind of central oversight over the population® (National
Audit Office, 2014, p. 5). Increased legibility and surveillance had, after all, been
among the chief worries with identity cards. Verify was accordingly built from the
ground-up to be privacy-preserving. At a technical level, IdPs could never know
which service a user was accessing, and government could never know which IdP a
user was utilising (Glick, 2019b). This ‘double-blind” approach had several benefits.
Keeping IdPs in the dark stopped them from profiling users, while limiting the data
government collected reduced the possibility of it later being used for ill. But
involving the private sector also addressed deeper concerns, relating to government’s
ability to build and run such systems in the first place. Not only would relying on
multiple companies avoid creating a single point of failure, but GDS (2014a) claimed
that working with IdPs would make the scheme fundamentally “more secure and less
vulnerable”. The clear implication was that these specialist businesses possessed
expertise government could not match.

Nonetheless, GDS still had to shape what private sector IdPs would be doing. By
opting not to manage digital identities itself, government was handing over functions
that had previously been in the state’s gift; RP and IdP, as discussed, were being prised
apart. Departments would therefore only ever receive confirmation that a user’s
identity had been checked to a particular level of assurance (LoA), and would not be
able to check the details of Verify identities themselves (E Whitley et al., 2014, p. 216).
But this meant GDS had to ensure the LoAs they defined would work across many
different use cases. They accordingly produced official guidance—Good Practice
Guides (GPGs) 44 and 45—that IdPs had to follow. These documents, which covered
authentication and identity verification respectively, outlined a range of different
standardised profiles, along with high-level explanations of how to reach them via
different kinds of evidence, checks, and technologies. Developed with input from civil
society and identity experts, this outcomes-based approach was intended to allow
IdPs to make the most of “constantly evolving” methods for identity verification (GDS,
2014a). So long as certain outcomes could be reached, government would not need to
get too specific about how companies got there. The hope was that this would allow
them to flexibly meet the criteria and innovate. Some IdPs might scan passports and
run a fraud check to verify an identity, for instance, while others might amalgamate
an identity from utility bills, birth certificates, and credit reference agencies®.

As this shows, Verify’s design was underpinned by a specific view of the state and
its relationship to the private sector. As industry veteran Andrew Hindle put it to me,

2 As Computer Weekly reported at the time, “Verify is designed to overcome concerns about
government setting up a central database of citizens’ identities” (Glick, 2014).

% As Higgs (2011, p. 181) notes, credit reference agencies like Equifax and Experian maintain vast
databases of personal information with which they commercialise the management of identity fraud
risk. Cooperating closely with the state and financial services, these private companies have been
made privy to sensitive information most others will never see.
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“You look here, you look at Australia, you look at North America, where the tendency
is much more towards small-state, high levels of personal responsibility [...] As a
result of that, it’s almost inevitable that you need to have private sector involvement.”
Indeed, delivering digital identities through the private sector was seen as essential.
Several senior civil servants made clear to me that Verify’s federated model was the
only ‘live option’, politically, after identity cards. Government had to reduce its role
to that of standards-setter and market-maker—a significant retreat. Some saw other
motivations, though. Alexander Blandford, who worked on identity systems in
government at the time, suggested the programme was driven by “the libertarian
wing of the Tory Party”. Evidence for this can certainly be seen in the scheme’s design
and governance. Although paper documents distributed by the state would remain
essential for creating legal identities, Verify identities operated much more in line with
the web’s decentralised, libertarian ethos. Government departments received only the
data needed to progress an interaction and no more, with numerous checks and
balances put in place to bound the state’s reach (E Whitley et al., 2014, p. 216). Notably,
GDS even went so far as to setup an independent Privacy and Consumer Advisory
Group (PCAG) to shape its work, which included many of the most vociferous critics
of identity cards®. At both the technical and governance levels, then, GDS tried to
limit the civil service and rely instead on third parties.

However, Verify’s most libertarian aspect was no doubt its deep commitment to
market logics. Of course, market participation in the first place was entirely voluntary,
for both companies and users (GDS, 2014a). And offline solutions remained available
to those who did not wish to go digital. But users who put their trust in the newly-
privatised, digital services were promised speed, efficiency, and security—"most
people will be able to complete the registration process online, without having to wait
for documents or instructions to be sent in the post as happens with existing services”
(GDS, 2014a). GDS’s faith in the market was totalising, as perhaps it had to be in a
time of government austerity (Etherington, 2020). Citizens consequently had a central
role to play as market actors. They decided which IdPs to sign up with and, because
providers were paid per user, competition was supposed to encourage cost-savings®,
with providers pitted against one another for a share of citizens’ trust, data, and any
profits. And, at least to begin with, this market-making approach certainly garnered
interest from the private sector. Forty-four providers initially bid to be part of the
scheme, with eight IdPs selected in the first year: Cassidian, Digidentity, Experian,
Ingeus, Mydex, PayPal, Post Office, and Verizon (Fishenden, 2020, p. 36). But, in
another characteristically-libertarian move, rather than using legislation to define its
relationships with these providers, GDS took the unusual step of setting all terms,

# Nevertheless, some researchers argue the scheme did not go far enough around privacy, particularly
when it came to ensuring technical unlinkability (Brandao et al., 2015).

% As more departments adopted Verify, government as a whole therefore expected to “replace face-to-
face, phone and postal methods of identity proofing and verification, enabling them to automate their
services’ business processes” and save money (National Audit Office, 2019, p. 12).
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including pricing, though commercial contracts alone. Few could consequently have
doubted the new organisation’s commitment to the tools of the market.

On paper, then, Verify certainly looked like it would address many of the
drawbacks with identity cards, while nevertheless securing citizens’ identities in
online interactions. The scheme’s purpose-built digital identities would clearly have
addressed the binding and appropriateness problems. And its federated model
should have been able to grant citizens access to all the same government services as
a centralised system. The state should, therefore, have eventually been able to replace
numerous existing systems with this digital alternative—not to mention realised the
added bonuses of increased user choice, minimal government oversight, and a big
boost to the digital economy. Over time, Verify might even have come to underpin a
burgeoning digital identity ecosystem, along the lines Kim Cameron had envisioned.
From the outset it was, after all, intended that identities created under the scheme
would be able to interoperate across the public and private sectors (E Whitley, 2016, p.
23). If Verify identities were ‘good enough for government’, the argument went, then
why should corporate RPs not also be able to consume them? In Chango’s (2022, p. 6)
terms, Verify would thus have represented a big step towards “digitally doing digital
stuff”—though I do not wish to overstate this. Under the hood, IdPs would still have
predominantly relied on paper documents created by the state using legacy processes.
In theory, however, GDS was living up to its name, demonstrating how a new
department could develop new, digitally-native solutions fit for modern public
administration.

6.2.2 Verify’s Issues

Verify, however, could not deliver in practice. Like the NIR, the scheme was
consequently abandoned well before it achieved significant population coverage. Its
central aim, the de-duplication of siloed identity schemes across government,
accordingly failed. The reasons for this are numerous. The first warning sign was that
the market actually failed to provide a key piece of Verify’s technical architecture.
David Rennie, who worked on identity cards and Verify, explained that GDS
“couldn’t get a hub, out in the market” and so were eventually forced to build one
themselves. This was a crucial piece of infrastructure, that provided the matching
service between different users, IdPs, and government services (E Whitley, 2016, p.
22). Although a hub-less design was considered, it was quickly set aside to avoid
multiple privacy issues, including the possibility of prejudice based on IdP choice. As
Rennie put it, “if you come to me with a Coutts identity as opposed to a Lidl identity
[...] there is an unconscious bias”. The hub therefore played an active role as mediator
to negate these sorts of risks, functioning as a middleman between all the different
parties (GDS, 2014c). Due to Verify’s privacy-centric design, however, playing the part
of a hub was not very attractive to industry—little unencrypted data that could be
monetised was exposed, so there was limited commercial opportunity. Right from the
outset, then, market failure crept into the scheme.
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GDS’s market zeal should have been tempered by this early experience.
Companies had made clear they would only go where there was money to be made.
Yet a second, bigger problem—Verify’s exceedingly low verification rates—stemmed
from the very same issue. For the first few years, providers successfully verified only
38% of users trying to access Universal Credit* (Public Accounts Committee, 2019b),
well short of the 90% GDS promised (National Audit Office, 2019). But this should not
have been a surprise. As privacy researcher Phil Booth noted, “the problem with
marketisation [...] is that the ones with the profit incentive just go for the middle of
the bell curve”. This left people in the long tails—i.e. expensive edge cases—excluded.
Verifying someone with a passport and credit record might cost a provider just a few
pounds, while proofing somebody with no documents or footprint could cost
hundreds. And many providers I spoke to were quite upfront about the fact they saw
no reason to absorb those costs. Verify therefore effectively entrenched existing
exclusion issues. People without passports or driver’s licences would remain poorly-
served, and even basic data disparities stemming from married users” previous and
current surnames could often resulted in failed verification attempts (E Whitley, 2018,
p. 35). This meant already-marginalised populations were, as usual, likely to be
doubly-disadvantaged. The middle classes generally fared well, while young, poor,
urban families, the elderly, and those living in ‘rural solitude” were again left further
excluded® (OIX, 2021).

These issues were only compounded by GDS’s decision not to legislate or specify
inclusion targets in providers’ contracts. This effectively left them with no levers for
addressing exclusion®. Yet characterising this as a market failure would also be unfair.
The market was functioning as intended; to make IdPs money. However, GDS were
not making this easy. Existing legislation covering regulated parts of the economy
meant that digital identities could not be accepted in many use cases, even if RPs
wanted to support them. Alcohol purchases, for instance, still require proof of age
with a physical hologram (HM Government, 2003), while similar issues surround
gambling, the sale of restricted goods, and financial services. But, again, GDS did not
pursue legislative changes to support Verify’s wider use. This led Digidentity’s Dick
Dekkers to flatly claim that government “blocked the reuse of Verify accounts in the
private sector.” To him, and others, GDS seemed only concerned with public services,

8 Much later this rose to almost 60%, but only after years of missed expectations (GDS, 2021). Neither
figure includes users who dropped out of the process early.

% The big difference with Verify, however, was that BRPs score very highly against GPG 45. Migrants
will thus, ironically, have seen some benefit from being forced to carry biometric identity cards—even
if they may have struggled to amass other identity evidence.

% As Nick Mothershaw pointed out, the only market-based solution would have been to allow
differential pricing; to charge RPs more for proofing difficult cases. But, as he made clear, this would
never have been acceptable: “you can’t start categorising and pricing people on the basis of the ID
documents you’ve got”. The hub was specifically designed to prevent this kind of prejudice and
market discrimination. Providers were consequently left in a financial bind.
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even though they had led providers to believe that Verify identities would eventually
be reusable across the entire economy (Glick, 2019b). And legislation was not the only
blocker. GDS'’s decision to mandate proofing to the relatively-rigorous LoA2* meant
IdPs could not ‘get users in the door’ (E Whitley, 2018, p. 66). Additionally, as Privacy
International’s Tom Fisher explained to me, on a technical level Verify identities
“wouldn’t work outside of government with regard to the way the matching was
done”. With such limited use cases, however, there were very few reasons to sign-
up—which is why, instead of meeting its original target of 25 million users by 2020,
Verify barely reached 6 million (GDS, 2021).

The scheme’s issues did not end there. Those who did sign-up were unimpressed
with Verify’s design. As Jon Nash summarised, “from a user perspective it was a mess.
It was like, ‘here are these eight organisations, seven of which you've never heard of.
Pick one at random, basically, and then give them all your personal identifying
information because we don’t want to hold it"””. Emma Lindley walked me through
signing-up for a government service. As she noted, after starting on GOV.UK, “all of
a sudden you're in this convoluted sign-up [...] then, after 10 minutes, you come back
to the original transaction”. The federated journey consequently made no sense to
users. People thought they were interacting with the government, so were
understandably reticent to share their data with companies who had been
unexpectedly inserted into the process, away from the GOV.UK estate. Yet GDS had
seemingly failed to test the federated model with early users, even though the
organisation claimed to be driven, above all else, by user research (GDS, 2014b). As
one senior civil servant lamented, “by the time Verify was doing proper user research,
it had its hands so tied on the [federated] model by privacy” that it was too late to
change course. Many other interviewees agreed. As the Public Accounts Committee
(2019a) concluded, the scheme was “over-ambitious from the start” and consequently
ended up fundamentally “failing its users”.

6.2.3 Verify’s Demise

Though providers told me they regularly complained to GDS about these issues,
little changed. The normative trade-offs were locked-in; haunted by identity cards, the
government had pursued privacy and marketisation at the cost of usability and
inclusion®. GDS had, however, also failed to seed a functioning market—which was
inevitable, according to identity expert Gilad Rosner, as they had “an immature

% Although there were plans to add a lower LoAl route, for use on lower-risk use cases, these never
materialised (GDS, 2017).

% This was perhaps best summed-up by a story one interviewee told me about the then Minister for the
Digital Economy, Ed Vaizey. At a meeting of the all-party parliamentary group for digital identity,
Vaizey reported that even he could not sign-up. “I have five incomplete Verify accounts”, he said,
which immediately prompted the question, “how on earth is a normal citizen meant to get through
this?”
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conception” of the economics of identity. For the programme’s first few years,
government had heavily subsidised IdPs’ costs, paying providers both an initial
reward for each sign-up as well as an annual fee per active account (National Audit
Office, 2019, p. 18). This just about kept the market afloat, despite low uptake. But, in
late-2018, Theresa May’s government announced that it would be gradually passing
fiscal responsibility for Verify to the programme’s IdPs (Glick, 2018). Providers would
“now receive a lower price for each user sign-up, with [...] further price reductions in
increments as user volumes increase” (National Audit Office, 2019, p. 18). And, as
Verify identities were still unusable in the private sector, no replacement for this lost
income was forthcoming from the wider economy. Three of the five remaining IdPs
therefore promptly pulled out, reducing the “marketplace’ for identities to a choice
between Digidentity or the Post Office (Glick, 2019c¢). Ironically, as Digidentity also
facilitated the Post Office’s identity checks, this effectively created a single,
monopolistic database of users’ identities—precisely the situation the scheme was
originally designed to avoid (Joshi, 2020).

Further blows then came thick and fast. Months later, the National Audit Office
(2019) published a damning report recommending Verify’s termination. In 2020, the
Treasury then banned any further development of the scheme, instructing
departments to seek alternatives (Glick, 2020b). History thus repeated itself. For the
second time in a decade, departments either began returning to their old, siloed
registers, or else started planning new systems to replace another failed, nation-level
scheme. HMRC set about reworking an existing system, and DWP later launched a
new service based on HMRC’s backend (DWP, 2020). Both had originally been
intended to provide Verify’s main source of users. But neither department had been
able to fully make the switch due to Verify’s failings. DWP were particularly burned.
Cabinet Office had co-opted its flagship benefit, Universal Credit, to drive Verify’s
user adoption (GDS, 2012)—integrally linking the two programmes’ fates. Yet, as an
identity expert at DWP explained, it was immediately obvious that “Verify wasn’t
going to meet our demographic” due to its strict proofing requirements. Worse, each
time an IdP dropped out of the Verify programme, “tens of thousands of benefit
claimants” were suddenly faced with non-functional accounts or user support, as the
double-blind design meant DWP had no way of finding out who was affected (Glick,
2019b). RP and IdP had been split, so no linkage between the department’s records
and IdPs’ databases existed to even help diagnose the scale of the problem. And this
was a population that was, by definition, already facing financial hardship—which,
as we will see, meant identification-related delays had serious knock-on effects.

However, the great irony of the programme was that, in its death throes, Verify
also revealed a glimpse of what could have been. The coronavirus public health crisis
hit just as the scheme was being wound-down. And this presented a perfect cocktail
of issues for non-digital systems. In-person proofing became impossible as businesses
and Jobcentres closed, while people were confined to their houses. As Matt Warman,
then Minister for Digital Infrastructure at DCMS, argued, COVID-19 was showing
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that it was “more important than ever for businesses and the public sector to adapt
quickly and provide people with services online [... because proving] who you are
digitally has become a vital part of everyday life” (Barnard, 2020, p. 5). The need for
remote authentication consequently skyrocketed (Pelizza ef al., 2021), and Verify was
perfectly placed to benefit. The first week of the pandemic alone saw almost 120,000
new users signed up, after massive queues initially overwhelmed and crashed the
service as it became one of the only ways to get newly-unemployed people onto
Universal Credit (Glick, 2020c). Verify therefore enjoyed a brief reprieve, of sorts, in
its final moments—and Treasury officials even granted the scheme another eighteen-
months of emergency funding (Glick, 2020a). Between January 2020 and March 2021,
the scheme accordingly gained 2.5 million more users, meaning Verify eventually
broke the 8 million accounts mark?! (GDS, 2021). This did not change the Treasury’s
underlying view, though. The market failures and inclusion issues that had dogged
Verify were considered insurmountable, and so, on the 30th of March, 2023, the
scheme was finally shuttered (Burghart, 2023).

6.2.4 Techno-Solutionism/High-Modernism

Taking a step back, the collapse of Verify’s marketplace was likely one of the
biggest nails in the scheme’s coffin. But one of the most curious aspects of the Verify
saga is that GDS do not seem to have thought much about how to create a stable,
competitive market in the first place”>—even though market dynamics were central to
the scheme’s long-term success. Instead, following their characteristically ‘agile” way
of working, developing a minimum viable product (MVP) was the priority, almost
regardless of the policy requirements, political context or, as discussed, user need.
GDS clearly viewed digital identity as merely a technical problem to solve. I think this
betrays Verify’s essential techno-solutionism, imported from the corporate world
which initially birthed identity federations. There are multiple aspects to this critique.
First, we must recognise that the scheme’s ultimate success relied on departments
giving-up their existing abilities to check who they were interacting with, at least
digitally, and retreat to the role of RPs in the marketplace. Obviously, effecting change
of this magnitude was going to require a political fight. As Mike Bracken, GDS’s
founder, later identified, “Many of the people running departments fundamentally

° Many of these accounts will be duplicates, as there was no limit to the number of accounts individuals
could have with different providers. People also will have, for instance, forgotten their details and
opened new accounts. However, with no central database there is no way to tell how many unique
accounts existed.

%2 Fraud expert David Black recalled an early meeting with GDS where he was asked “What's the user
need of an identity provider?” He replied, “to make money for their stakeholders and shareholders.”
This was met with laughter, at which point Black repeated his point and reminded the Verify team
that IdPs are “not a charity”. Likewise, from the IdP’s perspective, Emma Lindley recalled GDS’s
“naivety around the commercial”. After being told about the pricing plans she told GDS that her
company was “already heavily invested but we can’t make that model work.” Nothing changed as a
result.
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believe that the [GDS Government as a] platform model takes away their power”
(Matt, 2018). But why would any mandarin give up power without good reason? GDS
faced an uphill battle, and it would have been politically naive to think otherwise. Yet,
at every turn, they bungled their attempts to make giving up control palatable.

Perhaps GDS thought that if they just built a good enough product, adoption
would follow. But Verify’s performance fell so short of the mark that this was never
going to happen. A further issue was that—as OIX’s Nick Mothershaw lamented—
although GDS “had a team of people essentially trying to sell to government
departments”, they were “not sales people”. The Verify team consequently promised
too much while achieving far too little, and then did a bad job of selling the
substandard product they had created; only half of the expected government
departments were ever onboarded as a result (Public Accounts Committee, 2019a). As
the setbacks mounted, GDS'’s senior management therefore changed tack. Despite not
having created a solution that met departments’ or users’ needs, they simply imposed
their product on them anyway. Much of the limited uptake Verify achieved thus relied
on GDS forcing through unpopular change. In pursuing this, the strong personalities
of both Bracken and the Minister for Cabinet Office, Francis Maude, were certainly
useful®®. David Black, who worked on identity fraud in government, explained
that “part of why Verify failed was because the GDS management were going in with
a sledgehammer—'digital by default’, or ‘digital by dogma’ as it became known in the
civil service—without really listening”. Many people that I spoke to who worked in
government at the time echoed this view, and did not look back fondly on GDS’s early
days.

To be fair, many have tried to reform the civil service. Bracken and Maude were
not the first, nor the last. But the primary reason I peg Verify as techno-solutionist is
that GDS showed total disregard for the complexity of the policy issues surrounding
the history of British identification. This was endemic in much of the department’s
work (Cook, 2014). Just one year after the Coalition’s first digital strategy was
published, a group of academics identified limited understanding of existing
governmental IT systems at GDS, and a total “lack of complex systems thinking”
(Alan W Brown et al., 2013, p. 6). Yet, shockingly, this appears to have been intentional.

% Many interviewees from across the public sector stressed the importance of a strong Minister, and
their resultant appreciation of Lord Maude. They noted that you need significant political will to get
an identity scheme off the ground in Britain, which he had. David Rennie described Maude as “a
great advocate” and noted that “Verify was very weakened intellectually” once Maude was moved
on. Steve Pannifer echoed this, regretting that GDS lost “someone at the right level that can articulate
and really [...] champion the idea”.

* As information systems scholars Edgar Whitley and Gus Hosein (2010, p. 1) make clear, identity
policies introduce a “range of unique challenges [...] that require distinct skills from key policy-
makers”—differentiating them from more general considerations surrounding other information and
communication technologies. Yet these challenges have often been overlooked by politicians and
policymakers in Whitehall.
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As one senior civil servant working in identity explained to me, GDS espoused “an
attitude that nobody else knew anything” about identity; senior management told
officials in other departments that they did not see “the point of policy officials” and
that “policy doesn’t need to exist”. Despite a century of struggle over identification
systems in Britain, and the extremely recent experience of identity cards, GDS
believed that technical prowess was all that mattered—though they could not even
deliver in that regard. This lack of respect for policymakers’ expertise hamstrung
many of the organisation’s projects. The Register, for instance, reported on the “chaos”
surrounding the rollout of GOV.UK in 2015: “GDS’ newcomer status was supposed
to be a breath of fresh air. In fact, the digital gurus’ lack of any skills or knowledge
other than webpage design appears to have equipped them poorly for the tasks in
hand” (Orlowski, 2015).

What makes this all the more frustrating is that some of Verify’s market failures
could probably have been headed-off. After all, the civil service has regulated
industries for centuries. And it is no secret that markets have a tendency to
consolidate” (Baran & Sweezy, 1966). Accordingly, we might have expected GDS to
set the rules of the game in such a way to ensure sufficient reward for companies while
preventing monopolisation. This would have given IdPs reasons to play and kept the
game stable. Yet, as Computer Weekly’s Bryan Glick explained to me, in actuality the
Post Office and Experian immediately scooped up 85% of Verify’s users because they
were the only recognisable brands on the list. And GDS put in place no mechanisms
to correct this. Of course, in a functioning marketplace people can always, in theory,
look elsewhere if they are not happy with a product service (Wolff, 2011, p. 174). This
is how markets develop and self-regulate. But we also know that, in reality, consumers
often fail to overcome inertia—for instance, not switching energy provider when it is
economically rational to do so (BEIS, 2018). GDS’ decision to not pursue any market
remedies to this issue, and denigrate the very policy experts that might have been able
to help, is therefore especially confusing. When signing-up, users were simply faced
with a drop-down list of IdPs to pick from, so naturally opted for one of the few names
they recognised *. Rather than promoting competition and innovation, market
incumbents were thus systematically advantaged. This is hardly a good way to build
a strong and stable marketplace.

For all these reasons, Scott would have likely identified Verify as a high-modernist
scheme, too. It has all the hallmarks: “standardization, central control, and synoptic
legibility to the centre” (Scott, 1998, p. 219). GDS standardised digital identity via the

% As Scott (2010) makes clear, “capitalist firms are constantly striving through collusion, lobbying, legal
maneuvering, and violence to establish monopoly positions”.

% Conversely, Elinor Hull explained how Barclays did not fare well as an IdP, which prompted them
to soon drop out of the scheme, because consumers were worried about their bank knowing even
more about them—particularly if they were on Universal Credit. Government surveillance was
evidently not the only concern; private sector surveillance worried citizens, too.
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GPGs, wrestled control of governmental identity from departments, and even ran a
monolithic ‘data dashboard’ to track progress (GDS, 2021). Although the legibility of
individuals to the state was therefore limited by Verify’s privacy-centric design, GDS
certainly tried to make the rest of government submit to their totalising, centrally-
managed system. As Chilson (2021, p. 52) argues, these “simplistic, reductive legibility
efforts abandon information.” Bespoke, nuanced identity systems were almost
replaced with one-size-fits-none LoAs. Additionally, two further markers of high-
modernism are the mandation of inadequate schemes and the rejection of embedded
experts’ practical knowledge, especially the concerns of civil society (Scott, 1998, pp.
4-5). GDS's “sledgehammer’ imposition of Verify clearly meets the first criteria. And
we have already discussed the department’s institutional dismissal of policy expertise.
But GDS'’s hubris regarding civil society concerns was revealed in its approach to
PCAG. As one member of the group, identity consultant David Birch, contended,
PCAG was not “an advisory group, because [GDS] never paid any attention to
anything they said”. Gilad Rosner, another member, agreed. Almost at every turn,
experience and expertise was systematically ignored, much to the scheme’s eventual
ruin.

6.3 The Citizen-State Relationship

We have, so far, discussed how Verity’s broken market, poor user experience, and
high proofing standards led to dire inclusion issues. Until now, this is the main
normative concern I have raised, with choice over a user’s IdP and increased privacy
(from the state) the main benefits on the other side of the scales. But behind all of this
sits a more philosophical concern. Verify sought to fundamentally change the nature
of governmental identity provision in Britain. The scheme attempted to replace direct
relationships between the state and its citizens with consumer relationships,
intermediated by companies. And while some scholars, including Marion Fourcade
(2021), Edward Higgs (2013), and Orsi Husz (2018), have touched on the ethical
implications of other kinds of private sector identification systems, the deeply
normative implications of Verify’s market-centric displacement of governmental
identity in Britain has never received much attention. As Computer Weekly reported,
with hindsight one “Whitehall insider” asked, “how can it be right that the private
sector was allowed to become the exclusive gatekeeper for deciding whether or not
citizens can access online public services?” (Glick, 2019a). Yet I could not find anyone
asking these kinds of questions during Verify’s earliest days. Although the scheme
ultimately failed, it is therefore nevertheless worth evaluating this central aspect of its
design—particularly, as we will see, given federation’s continued relevance to Verify’s
successors, and other schemes around the world.

Primarily, I propose that more general arguments about the consumerisation of
citizenship can help shed light on the federation of governmental identity systems.
Under Verify, IdPs were paid per transaction, while individuals were empowered to
make ‘choices’ in a marketplace. But this relies on a very particular view of freedom
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through the market, and lends weight to arguments that the state was beginning to see
its subjects more as consumers than citizens. Verify consequently connects identity
policy to a wider debate around neoliberalism. For decades, successive British
governments had moved away from offering quality public services themselves,
“contracting out” functions to achieve “value for money” for taxpayers (Margetts,
1999, p. 144). With Verify, however, this way of thinking was extended to the country’s
flagship national identity system. Perhaps there is little normative salience to this
point. On the service state view, we might well expect that governments should
explore different ways of efficiently managing citizens’ identification (Lyon, 2009, p.
48). What, though, does attending to the privatisation of digital identification reveal?
I contend it adds an important dimension to the critiques I have so far raised. Verify
created a conflict between companies’ needs and users’ needs, putting space between
citizens and the state. We will consequently explore why GDS pursued a federated
model, and where the impetus for the approach came from in the first place.
Ultimately, this will lead me to question whether markets are an appropriate tool for
distributing identities at all.

6.3.1 Verify’s Intellectual Heritage

Perhaps surprisingly, Verify actually owes its genesis to New Labour. In 2006,
James Crosby, a banker, was appointed by the then Chancellor, Gordon Brown, to
“build on work underway across Whitehall” and “consider how public and private
sectors can work together” to solve identity assurance (HM Treasury, 2006). As this
suggests, third-parties have always had a hand in online identity provision for
government. In fact, Verify grew out of two federated predecessors”. The first was the
Government Gateway, which launched all the way back in 2001, well before identity
cards, as a joint venture between the Office of the e-Envoy and an industry consortium
called tScheme (Fishenden, 2020, p. 17). Under tScheme’s oversight, private sector
providers were accredited to provide different levels of assurance for people accessing
online services—if this sounds familiar, it is because the GPGs built on tScheme’s work.
The other was the Identity Assurance Programme (IDAP), which likewise began life
under New Labour as a collaboration between civil servants at the NHS, DWP, and
HMPO. They, too, intended to rely on the private sector to solve online identification.
Indeed, by the time the Coalition was smashing up the NIR, both systems were pretty
well-developed; Britain “had nearly a decade’s experience of implementing an open
standards, federated identity infrastructure” (Fishenden, 2020, p. 34). GDS
consequently absorbed the IDAP, rescoping the project to suit its own purposes®

7 Both, in turn, can be linked to the Electronic Communications Act 2000, which laid the foundations
for a federated market of credential providers (HM Government, 2003).

% Adam Cooper was particularly critical of this rescoping in our interview. He explained how Mike
Bracken removed the NHS from the scheme to focus on central government use cases, and replaced
much of the original IDAP team with GDS staffers after taking over. The former was probably sensible.
The NHS is one of the best-trusted parts of the public sector in Britain, and making access to NHS
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(GDS, 2011)—making Verify much more of a rebranding exercise than an original
GDS product.

In adapting the IDAP, GDS were implementing recommendations Crosby had
made to the last government; that any future identity assurance system should centre
“consumer need” (2008, p. 3), explicitly devaluing the government’s own interests,
and that the “market should provide a key role” (2008, p. 38). Verify must accordingly
be understood, at least partly, as a legacy of New Labour. It was, after all, Blair that
started the push for privatisation, value for money, and consumerism which later
Coalition and Conservative governments doubled-down on (Clarke & Newman,
2007). Users of public services were thus no longer to be conceived of as citizens, owed
equal treatment by the state, but rather neoliberal consumers, owed a good service in
return for their taxes (Vidler & Clarke, 2005). Indeed, Blair’s “brand of neoliberalism
[...] paved the way to the market fundamentalism and austerity politics” of later
governments (Etherington, 2020, p. 48). Crosby just extended this logic to
governmental identity. While the Coalition loudly telegraphed its rejection of ‘big
government’, ‘centralisation’, and ‘top-down control’ (Cabinet Office, 2010, p. 7),
Cameron’s tenure did not therefore instil quite as fundamental a shift in philosophy
as his rhetoric implied. Identity cards were one obvious point of disagreement but, by
and large, the neoliberal direction of travel remained constant. He built on an
“ensemble of economic policies” that affirmed the value of free markets, privatisation,
financialisation, and public sector austerity (W _Brown, 2015, p. 28). And, most
importantly, Cameron also continued the “generalized practice of ‘economizing’
spheres and activities heretofore governed by other tables of value” (W Brown, 2015,
p. 21)—a key point to which we will momentarily return.

At the level of public administration, this means both parties were also part of the
paradigmatic shift from what has been termed New Public Management (NPM) to
Digital Era Governance (DEG) (Dunleavy et al., 2006). Originally identified by
Christopher Hood (1991), NPM captures the kaleidoscope of views that drove market-
centric public sector reforms from the 1980s onwards. NPM thinkers imported private
sector competition and administrative practices to government, supposedly to drive
efficiencies up and costs down (Bellamy & Taylor, 1994, p. 59). Government, they held,
should focus on delivering its core services, outsourcing extraneous functions—
especially “informatization”—to third-parties (Margetts, 1999, p. 171). The civil
service’s computing ability was consequently hollowed-out, while a preoccupation
with performance measurement, incentivisation, and the disaggregation and

digital services rely on private sector IdPs would likely have caused consternation. But it also meant
Verify missed out on another key use case; people rarely interact with central government, but most
Briton's use the NHS. The latter decision is harder to praise. It is another example of policy expertise
being undervalued by GDS'’s senior management.
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marketisation of public services reshaped the public sector (Eerlie, 2017). This was
neoliberalism in full-swing.

However, by the early-2000s NPM had led to crisis. A proliferation of arms-length
agencies and pseudo-markets had emerged across government (W Brown, 2015, p. 23).
And NPM'’s excessive decentralisation and convoluted management structures had
become unsustainable, leading to the inefficient duplication of work. Worst of all, in
just a few short decades, the public sector had gone from being a world leader in
computing to completely reliant on outsourced IT expertise, trapped in bad contracts
due to vendor lock-in—perhaps best exemplified by the Horizon scandal (Brooks &
Wallis, 2020). All of this was not only costly, but it failed to generate results (Kattel &
Takala, 2023, p. 7). And it was particularly disappointing given that NPM had
originally been intended to save the public sector money (Hood & Dixon, 2015).

An “e-government” revolution was consequently heralded as the solution
(Margetts & Dunleavy, 2013, p. 2). Yet these initial efforts resulted in little more than
further transfers of public funds to oligopolistic corporate suppliers, whose poorly-
built web portals merely replicated the ageing, paper-based systems they were meant
to have been replacing (W_Brown, 2015, p. 24). NPM’s siloed and inefficient
organisational structures thus persisted. Real organisational change was still
required—and this time had to be truly digital®.

Such a ‘quasi-paradigm shift’ finally occurred in the mid-2000s with the
emergence of DEG thinking (Dunleavy et al., 2006). In contrast with NPM, DEG
prioritised the reintegration of fragmented public services to enable their holistic and
user-centric provision, as well as “thorough-going digital changes in administration”
(Margetts & Dunleavy, 2013, p. 13). It called for the radical reorganisation of the public
sector, to connect up the vertical administrative silos that NPM had calcified, while
also instituting more flexible, ‘agile’, and ‘lean” modes of working to reform NPM’s
bloated bureaucratic legacies. At a time when austerity was squeezing public sector
budgets, DEG therefore offered a way out, especially “by abandoning channel choice
in favour of a ‘digital by default’ model” (Margetts & Dunleavy, 2013, p. 12). DEG,
and GDS', were thus part of an evolution in neoliberal thinking—an attempt to
import Silicon Valley’s startup culture to government. However, transitions between
modes of governance are, admittedly, never clear-cut (Margetts & Dunleavy, 2013, p.
2). Identifying the interwoven strands of NPM and DEG that drove GDS, against a
backdrop of neoliberal consumerism, will accordingly be necessary to illuminate my
primary normative concern.

% In this context, working ‘digitally’ means “[a]pplying the culture, processes, business models &
technologies of the internet era to respond to people’s raised expectations” (Loosemore, 2017).

100 As Fishenden (2013, p. 997) observed, the Coalition Government exhibited “a rhetoric and aspiration
that is clearly strongly rooted in DEG”.
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6.3.2 Neoliberal Havoc and Inequality

What, then, can all this tell us about federating governmental identity? Political
theorist Wendy Brown (2015, pp. 28-30), identifies four main critiques of
neoliberalism: the “havoc wreaked on the economy”; “intensified inequality”; “the ever-
growing intimacy of [...] capital with the state, and corporate domination of political
decisions”; as well as “the crass or unethical commercialization of things and activities
considered inappropriate for marketization” (emphasis original). Some of these are
more relevant for our purposes than others, but all are worth discussing. First, and
perhaps least apposite, is economic havoc. At a basic level, over £175 million of public
money was essentially wasted developing Verify'" (Evenstad, 2020b)—a figure that
does not include the capital spent by providers. But, given its low uptake, it is hard to
argue that Verify’s collapse had an appreciable impact on the economy as a whole.
The scheme simply never reached a critical mass—though its negative impact for
individual Universal Credit claimants was certainly acute. However, what continues
to wreak economic havoc, even today, is Britain’s sky-high rate of identity fraud (Cifas,
2024). And the lack of a national digital identity system directly contributes, as almost
every interviewee reminded me. One senior civil servant explained how even just
“preventing data leakage” with more secure, digital systems would mark a big
improvement over companies holding “massive amounts of data on you in some
dodgy filing cabinet”. And, as it can take months for someone to recover from identity
theft (Experian, 2019), the opportunity cost of Verify’s failure is thus likely to have
been significant.

The next concern is inequality. As discussed, Verify chiefly benefitted those
citizen-consumers who already had adequate identity evidence, as their identities
were easily proofed. These demographics were then offered a faster, digital route to
public services. By contrast, populations that were unlikely to possess passports,
drivers licences, birth certificates, and other evidence—due to, say, poverty, domestic
abuse, or discriminatory policies like Windrush—were left relying on ageing,
austerity-squeezed, offline systems. There are evident inequalities here. Taking a
philosophical perspective might lead us to recognise that Verify unjustly intensified
structural inequalities for already-marginalised groups (c.f. Young, 2001). Relying on
the market, after all, reduced equality of opportunity for certain groups by ensuring
that only some could benefit from ‘going digital’. In this way, the scheme also
entrenched digital inequalities—the roughly 20% of the population that had “zero” or
“limited” digital skills at the time will have been especially disadvantaged (ONS,
2019). Nonetheless, by making Verify central to Universal Credit, the state primarily
tied digital identification to material inequality. Not only did the poor, long-term sick,

1% Much of the standards and governance work done under Verify has since been translated to the trust
framework, as the next chapter discusses. So some return on the government’s investment can be
claimed.
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and disabled often struggle to use Verify in the first place, but this directly delayed
their timely access to welfare (Foley, 2017, p. 16). Although DWP were eventually
forced to build their own, more inclusive system, Citizens Advice (2017, p. 18) thus
reported how early reliance on Verify led directly “to debt, homelessness and reduced
work incentives”. On a positive conception of liberty, the system will accordingly have
contributed to a reduction in basic freedoms.

For neoliberals, though, this might have been a price worth paying for a freer,
more innovative economy. While the nineteenth century had seen untrammelled
respect for negative liberty become tempered by the state’s promotion of positive
liberty (Ereeden, 1986, p. 53), over the twentieth century neoliberals attempted to
reassert the importance of freedom from the state, valorising a market-centric view of
liberty (Dixon & Hyde, 2009, p. 71). These efforts kicked-off in the 1970s, as the
Keynesian postwar consensus was breaking down amidst general economic
stagnation and industrial unrest. Thatcherites and the wider “‘New Right’ responded
by tracing these issues back to leftwing centralisation, paternalism, and welfarism
(Rose, 1999, p. 138). Drawing on Friedrich Hayek's scepticism of ‘statism’, neoliberal
theorists accordingly took umbrage with what they saw as the increasingly coercive
and interfering state (B Williams, 2021, p. 2). They argued that excessive bureaucracy
and state intervention had made the economy inefficient, and instead promoted the
idea of a leaner state, wedded to the idea of free markets and individual autonomy.
This was most evident in calls for lower taxes, the privatisation of public assets, and a
dramatic reduction in welfare spending—all couched in the utilitarian language of
economy-centric monetary policy (W Brown, 2015, p. 28). And, as discussed, many of
these ideas certainly came through in the Coalition’s intellectual offering (Cabinet
Office, 2010). The creation of GDS must consequently be seen an attempt to slim-down
the state, furthering a neoliberal agenda via DEG at the cost of risking higher
inequality.

Not all would agree that GDS was essentially-neoliberal, however. Some
governance scholars instead identify neoliberal logics as having been a drag on the
organisation’s potential. Rainer Kattel and Ville Takala (2023, p. 11), for instance,
argue that GDS’s “utilitarian approach to user needs [...] made it susceptible to
market-based logics of austerity”. I think susceptibility does not go far enough, though.
Austerity logics were, in fact, central to the organisation (Margetts & Dunleavy, 2024).
GDS'’s thoroughly DEG-centric goal was to save the government money by instituting
digital change and radically reforming the public sector. And each of GDS's services
advanced this mission in a different way. Verify’s key aim was to privatise
governmental identity and, in doing so, cut costs for the Treasury and especially DWP
by shrinking the welfare bill (GDS, 2012). The rollout of identity cards, by contrast,
was projected to have cost tens of billions of pounds—one of the main reasons the
scheme was criticised (LSE, 2005, p. 245). Realising the same benefits through the
market was consequently the solution, in line with the logics of public sector austerity
and neoliberal market-building. And Verify had the added benefit of furthering a
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consumerist notion of liberty. Instead of mandatory, state-backed identity cards,
people accordingly gained ‘choices’ about whether or not to join the new marketplace
for identity services as free economic actors. Extending the scheme to the private
sector, as GDS always promised, would then have further strengthened the market-
centric value proposition, allowing consumers to reuse their identities with more
RPs!'®. Yet, as we know, GDS were never able to get the scheme working in practice.

6.3.3 Corporatised Decisions and Economised Identities

Brown’s (W Brown, 2015, p. 29) penultimate critique concerns “the ever-growing
intimacy of [...] capital with the state, and corporate domination of political decisions”.
Without overstating the power that GDS gave away corporate actors, I think we can
say something here about companies taking control of identity verification for
government. In particular, if Verify ceded political responsibilities to companies, then
IdPs might need to be seen less as corporate actors, and more as what Elizabeth
Anderson (2017) has called ‘private governments'—i.e. players that are less
responsive to democratic checks and balances than the state actors they have
supplanted. Put another way, this helps us think about how, while the state was being
reduced to a consumer-focused service provider, businesses in turn took on elements
of statehood. The ‘street-level’ bureaucrat’'s power was consequently handed to
companies operating at the ‘system-level’ (Bovens & Zouridis, 2002). This made the
choices taken in boardrooms political, with the discretion of, say, a Jobcentre worker
to make conclusions about the person in front of them displaced in favour of the
utilitarian calculations of a profit-driven business. Formerly-relational, local forms of
identity were therefore pushed even further to the margins. At the same time, IdPs
were allowed to simply decide not to serve ‘consumers’ that were difficult or
expensive to proof. While, on a corporate level, this decision might be perfectly valid,
there is a distinctly-political hue to citizens losing digital access to public services as a
result. And much the same can be said of IdPs pulling out of the programme. Leaving
millions of benefit claimants suddenly without means to access their Universal Credit
accounts should not have been acceptable, even if it made good business sense.

Part of the problem is that, while British governments since the Second World War
have been expected to offer universal services (Nullmeier & Kaufmann, 2021), most
companies are not held to the same standard'®. In Verify’s case, ‘choice in the

102 Ex-civil servant and OECD identity expert Benjamin Welby elaborated on this market-centric view
of what he called “empowerment”. He argued that neoliberals wanted as many people as possible
“to be active in the economy, and that the empowerment that they’re really looking for is [people
being] able to contribute to the economy and society. But ultimately [...] the value of doing this is
about transforming interactions so that they can be more trusted—rid of fraud, higher value, lower
friction—because they think there’s [economic] value to be generated.”

105 Utility companies are the obvious exception, and these industries’ special status is reflected by their
unusual regulatory requirements. For instance, it is very difficult for an energy company to cut-off
someone’s supply even when faced with non-payment.
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marketplace’ therefore countenanced some quite egregious exclusion—a kind of
corporately-motivated social sorting. Nonetheless, it may be easy to overstate the
extent to which political decisions were commercially dominated. Detractors might
point out how, since the earliest days of NPM, government has always used
contractors to build and deliver services. And this has not generally been considered
a way to skirt political obligations. Surely GDS just failed to put good contracts in
place? Verify, however, went beyond contracting-out. It almost entirely outsourced
the state’s ability to verify citizens’s identities to the market while, as discussed,
ignoring the issue’s political dimensions. This naive valorisation of the market
certainly risked empowering private governments. Here, David Lyon’s (2009, p. 64)
classic worry about ‘card cartels’ is also relevant. Even in the identity card days, Lyon
contended that the identity landscape needed reevaluating to account for the private
sector’s increasing importance. He was especially worried about the “oligopolization
of the means of identification” by corporations working without sufficient democratic
oversight (Lyon, 2009, p. 65). This now feels remarkable prescient. The effective
monopoly that emerged within just a few short years of Verify’s launch certainly
validates some of Lyon’s fears—even if, thankfully, GDS (inadvertently) limited
uptake and set pricing in such a way that a cartel could not form.

This leads us to the last of Brown’s critiques; and, to my mind, the most important.
Underlying all the issues we have so far discussed is a more fundamental concern—
that Verify involved “the crass or unethical commercialization of things and activities
considered inappropriate for marketization” (W_Brown, 2015, p. 29). Beyond the
consumerisation of the citizen-state relationship, federating governmental identity
also seems to promote the commoditisation of the identities themselves'™. In other
words, a federated approach transformed verification services from a public good that
people expected from the state into a commodity service to be bought and sold, for
profit. After all, adequate financial incentives and clear paths to growth had to be
grafted onto the act of proving who we were to the state for identification to be made
attractive for corporations. But I think we need to be wary here: formal proofs of
identity should not necessarily be conceived of as commodity services to squeeze
profit from, especially if this could conflict with equal respect for citizens. On the one
hand, many people may not even require digital identities, despite strong market
incentives to sign them up and deliver continued growth for shareholders. Yet, if
Verify had taken root, a digital by default approach would have made it increasingly
difficult not to have an account. On the other hand, the coronavirus outbreak
demonstrated how robust digital identification is only becoming more vital for
accessing public services. Consequently, should the market really be performing this

104 This mirrors a critique I have elsewhere advanced in the context of online personal identity (CH
Smith, 2020).
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task, or is there a better way to provide these services and thereby ensure equitable
access to the digital economy?

While the next chapter will offer an answer to the second half of that question, I
first want to contend that there is something intrinsically wrong with the market
verifying identities on the state’s behalf. The philosophical idea that some things
should not be bought and sold is known as the theory of “blocked exchanges® (Wolff,
2011, p. 176). The basic idea is that the market logics advanced by neoliberals can
degrade or corrupt certain goods—making markets inappropriate tools for their
distribution. Common examples include selling your own organs or selling love
(Wolff, 2011, pp. 177-178). Now, Verify did not directly make identity verification
dependent on a user’s ability to pay. It was free at the point of service, with costs
covered by the government and other RPs (National Audit Office, 2019, p. 19). But the
need, created by the state over the past century, to stake one’s claim to a
bureaucratised identity before enjoying the fruits of citizenship was no doubt made
into an opportunity for profit making. And it is worth noting that, from the outset, the
public did not warm to this. Focus groups interviewed during Verify’s development
responded poorly to the discovery that commercial interests were being built into the
national identification system (Brostoff ef al., 2013). Indeed, Cabinet Office observed
this sentiment when the idea of third-party IdPs was first explored at the turn of the
millennium (Fishenden, 2020, p. 15). Nonetheless, all this user testing was ignored,
despite GDS’s supposed user-centricity, as their hands were already tied—the
neoliberal logic of the market was to be used, no matter what. But what can moral
theory tell us about this strong intuition against commercialisation?

It could be that distributing identity verification services via the market is not
intrinsically wrong, but has undesirable “third-party effects” that make blocking such
exchanges necessary (Wolff, 2011, p. 185). Some such effects we have already
discussed, like monopolisation and increased inequality. These certainly lend weight
to this argument. Practically-speaking, Gilad Rosner also pointed out how
“fantastically complicated” it is to make identity federations work, given the trust you
need to build between RPs and IdPs that have no real reason to rely on one another.
Many government departments were, after all, happy with their existing systems. Yet
GDS felt gaining choice in the marketplace was important. What, then, does consumer
choice add? Rosner thought this “neoliberal conception” created nothing more than
further complications’®. He concluded “it doesn’t make sense, it's inapt, it is a
commercial logic perspective” that does not fit with identity provision, because
“government doesn’t compete” and is, in fact, the source of the identity data IdPs use

15 Jiirgen Habermas’ (2005) concept of colonisation, Michael Walzer’s (2010) notion of separate spheres
of justice, and Michael Sandel’s (2012) bounding of the moral limits of markets all advance convincing
arguments to this effect.

1% When I put these ideas to other interviewees, there was not much agreement. Providers were, of
course, clear that they had a role to play. But many of the freelancers I spoke to were not convinced.
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in the first place. David Black made the same point: from the state’s perspective, “the
problem with an identity provider is it’s basically taking your watch to tell you the
time”. While both recognised the privacy benefits of federation, they therefore denied
that choice was an important enough value to justify Verify’s federated design. This
architecture instead opened up an unnecessary space between RPs and IdPs, splitting
the latter function off from government and thereby creating room for conflict
between companies’ and users’ needs. In effect, GDS were then pulled in two
directions—and left pleasing neither group.

Yet I still see a deeper concern. The real problem with commercialising formal
identity provision is that discerning who we are—who is a citizen and, therefore, what
people are owed—sits at the very heart of what the state does. Supplanting these
irreducibly political questions with an impoverished, neoliberal measure—am I, as a
consumer, getting good value for my money?—consequently carves something vitally
important off from the state'”. When we stop thinking as a political community of
equals, our sense of social solidarity, which is so key to the social contract’s success, is
amputated. Via a million marketising cuts, the belief that we as citizens “are all in this
together” is undermined (Wolff, 2011, p. 189). In this way, identity is like a femoral
artery. Figuring out who belongs in our community is the most fundamentally
political question we can ask. Allowing this to become the preserve of ‘private
governments’—accountable to shareholders, not us—therefore amounts to a critical
injury, that leaves the state losing its lifeblood, fast. Even identity veterans like Nick
Mothershaw recognise how allowing someone’s “core identity” to become “a priced
commodity [...] is dangerous”. And, while Verify only commoditised verification, not
our ‘core’ identification documents, the neoliberal direction of travel has continued
unabated. The Home Office has since outsourced the construction of a digital civil
registration service to the private sector (Flood, 2023). The Scottish Government has
likewise rolled out numerous contracts around its own digital identity platform
(Evenstad, 2018). And, as we will see, Verify’s replacement made similar mistakes.
Rather than this infrastructure being built for us, and by us, it is instead tendered for
and delivered for profit, usually to the lowest bidder. Is there not something crass
about this? Should identifying one another not remain the preserve of the state? I
certainly think so.

6.4 Normative Conclusions

Whether or not you agree, the fact is that market forces attempted to hollow out
the British state’s identity capabilities. And GDS’s introduction of a marketplace for
private sector IdPs does seem, to me, to have changed something fundamental about
governmental identity in Britain. We have moved beyond the tools which Torpey and

107 As Marion Fourcade puts it (2021, p. 158), “demands for citizenship have been reoriented toward
socio-technical systems that are most visibly dominated by private institutions”.
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Scott equipped us with, even if we can identify elements of both high-modernism and
techno-solutionism in Verify. Most obviously, the state is no longer the only key
player. A clear attempt has been made to reduce the citizen to “a cog in a large market-
driven, purposeful machine” that can do little more than build their credit score and
demand a good service in return for their taxes (Kakabadse ef al., 2009, p. 106). More
generally, the social contract of the postwar settlement, negotiated between equal,
liberal democratic citizens, has been put at risk of being commercialised. User-centric
thinking has moved us away from universalism, and towards particular, discrete
relationships between consumers and the neoliberal service state (Lips, 2006, p. 42).
Indeed, Theresa May, the then Home Secretary, even asserted in December 2013 “that
‘British citizenship is a privilege, not a right'” (Webber, 2022). And, as we have seen,
enjoying one of the most important benefits of citizenship, access to welfare, was
undermined by federating governmental identity. A classical split between the public
and private sectors thus may no longer be analytically useful. So, from now on do we
need to evaluate identity in terms of an assemblage of state and corporate actors? And,
even if (for now) the state still issues most of the underlying documents that allow us
to verify identities, what would it mean if this changes? Will we then have privatised
identity completely?

Despite these unresolved questions, Verify’s federated model looks set to
proliferate on the world stage—Britain’s trial of the approach has been influential,
inspiring similarly federated programmes across much of Europe, Australia, and
North America. As Adam Cooper, who originally co-wrote the GPGs, explained, “it’s
unfortunate that a lot of the things happening internationally [...] have drawn from
the work that’s been done in the last 15 years in the UK, but the UK is not capitalising
on it.” With Verify’s collapse, some felt we consequently risked being left behind,
while some of our closest allies continued down the federated path. Nonetheless, as
mentioned there is growing discontent, even in industry, with Kim Cameron’s
model—stable, profitable marketplaces for identities have still not materialised,
despite twenty years of industry organising to bring them to life (S Wilson, 2022b).
Promising projects in Italy and Canada might yet bear fruit but, until their markets
have been shown to persist, the concerns I have raised about federating governmental
identity—at least with such a neoliberal impetus—should still give us reason for pause.
Nonetheless, one pyrrhic victory was made during the transition from identity cards.
The scheme does genuinely seem to have gone against what Carissa Veliz (2024c, p.
182) calls the Iron Law of Digitization; that “to digitize is to surveil”. Digitising identity,
at least under Verity, did not lead to a new form of surveillance. As an outlier in an
age of pervasive digital surveillance, Verify therefore at least shows us that civil
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society can still rebuff some neoliberal forces'®, and has a key role to play in ensuring
any future systems deliver on citizens’ values.

Finally, this chapter also concludes the historical discussions of Part II. Surveying
all that we have covered, I would note just how much the concept of liberty implicitly
at play in British identification has evolved. In a little over a century, the freedom to
socially perform your identity, which had persisted since the medieval era, was first
restricted by the state and its limited bureaucratic systems—initially at the borders
and during wartime—before eventually being reduced to a neoliberal “choice’ over
private IdPs. More generally, identity, in any formal sense, now flows only from
evidence issued by powerful institutions. All “freedom’ to define yourself outside of
these systems has been lost. Identity has been reduced to a technical challenge, solved
via utilitarian, risk-based calculations of the available evidence. The only good news
is that liberal theory provides powerful tools for considering whether these
developments can accord with the impartial and equal respect for citizens that it
demands. And, as have seen, the results are not promising. It is not clear that the
market can or should perform this function. To put it simply: if Verify’s market model
failed to help over half of benefit claimants prove their identities and receive state
assistance, then are markets and their choices worth it? This foundering may have
been due to governance errors on GDS’s part, stemming from a naive and hubristic
pursuit of neoliberal marketplaces. So, perhaps more competent designers would
have fared better. But I have argued there are deeply political implications of
governmental identity that require citizens to be seen as more than mere consumers.
If we are liberals, then, maybe we should be glad that it failed. The question now is
whether we can find a way forwards.

1% This is highly unusual—and due almost entirely to the pressure civic society groups like NO2ID and
the LSE Identity Project exerted on the Coalition in the wake of identity cards. Even if civil society
and policy experts were then sidelined by GDS during the actual delivery of Verify, as neoliberal
motivations could not be questioned, its founding can nevertheless teach us something.
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Chapter 7.
Rationalising Digital Identity

Systems in Britain'®

“All identity systems carry consequential dangers as well as potential benefits. Depending
on the model used, identity systems may create a range of new and unforeseen problems.”

— Conclusions of The LSE “Identity Project’ Report (2005)

Over the past two chapters, I have constructed a liberal critique of Britain’s first
two attempts to establish a national digital identity system. This built on
interdisciplinary theoretical foundations as well as insights from historical, analogue
systems—both of which we evaluated earlier—to work towards a final product. We
can therefore now finish the job, and ask What would a coherent, liberal democratic
rationalisation of contemporary British digital identity systems look like? Surveying the raw
materials we have to work with, however, the outlook is not positive. With the
shuttering of GOV.UK Verify, the British state had twice now failed to develop a
successful digital identity scheme'’. Both New Labour’s centralised surveillance
system and the Conservative’s neoliberal privatisation efforts had turned out to be
unsuccessful, expensive disasters. All the while, successive governments had
overseen “draconian” cuts to the public sector, undermining “rights to a decent
standard of life” for many of the poorest in Britain (Etherington, 2020). And identity

1 As noted in Chapter 3, I joined DSIT’s digital identity team (the “Office for Digital Identities and
Attributes’) in November 2023 to lead development of the trust framework. I am chiefly responsible
for finalising the next publication and shaping its strategic direction. I must be clear that no views in
what follows constitute statements of government policy, and any inferences or assessments are only
my personal views—except where otherwise indicated. Additionally, the interviews that formed
much of the evidence base for this chapter were completed well-before I took up my position at DSIT;
the argument does not, therefore, rely on any insights gleaned through my professional role.

1% Among industry, confidence had therefore worn thin. Private sector experts lamented the seeming
lack of any long-term strategy, and some even publicly declared they had lost faith in government’s
ability to deliver a functioning digital identity ecosystem (c.f. Joshi, 2020).
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systems were intimately bound-up in these austerity efforts, as a key part of the
attempt to ‘modernise’ the welfare state. We will consequently need to make some
much-needed normative alterations if we are to eventually arrive at a consistent,
coherent whole.

What, then, has government been planning? Despite the failure of these two prior
systems, the current suggestion nevertheless appears to be to give both approaches
another go. Over the past five years, consecutive Conservative governments have
pushed the civil service to develop another federated scheme out of Verify’s ashes
(Glick, 2020d). And, although this successor has, from the outset, been limited to
private sector use cases alone this time, the state has given itself a key role to play in
governing the nascent market for identity services it still intends to catalyse. This is
not all. More surprisingly, a centralised, governmental scheme is also back on the
cards. Due to the massive uptake of NHS Login during the pandemic (NHS Digital,
2022), calls soon came for the health service to grow their system into a public sector-
wide identity platform (Glick, 2021c). And while the NHS, for good reasons'", refused,
Whitehall had again witnessed the value of digital-first, centralised solution. For a
second time, GDS were thus set to work developing an identity system fit for a
modern, digital government.

The stage has accordingly been set: centralised, public sector digital identities and
a federated marketplace for private sector verification services will co-exist. One could
therefore be forgiven for thinking the state has run out of ideas—on both counts, we
have, after all, been here before. For our purposes, however, a welcome corollary of
this blended approach is that it provides the perfect opportunity to reflect on the final
(de)merits of each architecture, as well as their combination—a task that was only
made more urgent when the Labour Party took power in July 2024 after a snap election
(Prime Minister’s Office, 2024a). Following fourteen years of neoliberal austerity, Keir
Starmer’s government now has the chance to chart a new course. And, while identity
policy is unlikely to be among the incoming government’s most urgent considerations,
finding a way past the Gordian knot Labour have inherited could yet lead to genuine
transformation.

Of course, there remain reasons to be wary of centralised governmental schemes.
And, after Verify, there are clear lessons to learn when building marketplaces for
identity services. But revising both strategies will make it possible to learn from prior
mistakes while still realising any potential upsides. And the good news is that our
analysis of prior systems has already brought to light some of the most important
normative lodestones. These are the risks of a) central oversight and unchecked state

11 The NHS is one of the only parts of the public sector that citizens trust. 80% trust the NHS, compared
with only 35% trusting the national government (ONS, 2022). And undermining this by associating
the NHS brand with other, less-loved parts of government would consequently be an unattractive
prospect. NHS Login will therefore continue to serve only the health service.
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surveillance, b) commercialising the citizen-state relationship via private sector
involvement, and c) countenancing persistent exclusion. Consequently, this chapter
completes my reconstruction of British identity policy in political-philosophical terms.
On the one hand, I argue that a suitably-bounded scheme for identity verification, not
identification, in central government could finally drag the state into the twenty-first
century. On the other, finding a way to pursue a federated approach without
neoliberal-logics could open-up a hitherto unexplored path, involving cooperatives
and nonprofits, to assuage marketisation concerns. Ultimately, I contend that this
combination of views allows me to arrive at a defensible reflective equilibrium—one
which makes digital identity systems compatible with a broadly-liberal philosophy,
fit for the British context.

7.1 Identity Policy after Coronavirus

The seeds of change for British identity policy were planted during the
coronavirus pandemic. In its first budget, Boris Johnson’s government confirmed its
continuing intention to create a functioning digital identity “market” in the UK,
despite Verify’s demise (HM Treasury, 2020, p. 101). And, although the first national
lockdown curtailed normal life just days later, progress on the project continued. A
newly-formed ‘Digital Identity Strategy Board’—bringing together interested parties
across Whitehall—consequently agreed a formal plan, before DCMS got to work,
eventually releasing an ‘alpha’ draft of the proposed Digital Identity and Attributes
Trust Framework (the ‘trust framework’) for public consultation a year later (DCMS
2021). As this betrays, DCMS wrested control of digital identity policy from GDS in
the aftermath of the Verify debacle. Nevertheless, DCMS’s idea was essentially to
retain Verify’s federated architecture while addressing the scheme’s drawbacks.
Private sector IdPs would thus continue competing in a marketplace for digital
identification services, governed by the overarching trust framework. From the outset,
however, the scheme was scoped far more tightly than its predecessor: digital
identities would not interoperate across the public and private sectors, instead limited
to non-governmental use cases alone. Private sector providers were not, it seemed,
still considered ‘good enough for government. But, perhaps unsurprisingly, a
Conservative government had once again committed to getting a marketplace for
digital identities off the ground.

This was not all the Johnson government had planned, though. Also in 2020, Matt
Warman, then Minister for Digital Infrastructure at DCMS, revealed his commitment
“to developing a cross-government identity system focused on user need” (Barnard
2020, p. 3). This was a reference to a new GDS product, initially called GOV.UK
Accounts, that the organisation would develop in parallel to the trust framework. The
original vision was that citizens and residents would be able to sign-in and
‘personalise’ their experiences on GOV.UK via Accounts, with the explicit goal of
tracking which pages they visited to algorithmically suggest content and services
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based on inferred needs and interests'? (Allum, 2020). As a result, speculation
mounted that an appetite had re-emerged within government for the centralised
management of citizens” data and identities. After all, while positive for users’ civil
liberties, Verify’s double-blind design had stymied departments abilities to support
citizens, leaving them with little data about users. With powerful Special Advisors
like Dominic Cummings now pushing for greater data utilisation across Whitehall,
however, Accounts seemingly confirmed the government’s retreat from this
position'*—even though it had the potential to undo much of the careful messaging
around choice and privacy that had defined official communications since identity
cards. Yet none of this appeared to worry the Johnson government. Accounts soon
moved further in the direction of identity cards. By late 2021, the product had
accordingly evolved into a fully-fledged public sector digital identity system,
renamed One Login for Government (Lopez, 2021).

After Verify’s failure, the desire to streamline government’s 191 existing account
systems and 44 different login methods clearly remained (Trendall, 2023). And, as
mentioned, NHS Login had shown that tens of millions of British citizens were happy
signing-up for a centralised governmental identity system tied to a compelling-
enough use case. Indeed, with hindsight the pandemic was pivotal. Blog posts GDS
published at the time show how the crisis pushed the state to rethink its relationship
with citizens, illustrating how siloed, department-by-department identification
solutions caused user confusion and frustration (M Tavlor, 2021). In interviews,
several senior civil servants told me how, especially on GOV.UK, it was just not
obvious to people why they needed to identify themselves using different schemes for
different public services—and that the fragmentation had become especially
noticeable as reliance on state support increased during COVID-19. But there was also
another side to this coin. During the pandemic, people had become more familiar with
digital identities in other aspects of their lives, too. Lockdowns forced many workers
to get to grips with enterprise identity solutions while working remotely, for
instance—some for the first time. Most had also downloaded two different NHS apps
(NHS Digital, 2022). One civil servant working in identity consequently told me how,
post-pandemic, user testing found that citizens were far more comfortable using
digital routes to access all kinds of services. GDS may therefore have been right to
think that public acceptance for a new, centralised digital identity solution could have
been higher than it had previously.

Yet One Login’s announcement also raised significant questions—not least
around what interplay, if any, the scheme might have with the trust framework (Glick,

"2 Tt first transpired during the 2019 General Election that user journeys were being tracked on GOV.UK
using cookies and IP-addresses at Dominic Cummings’ behest (Spence, 2019). This evolved into
GDS'’s current plans.

'3 The government’s UK Digital Strategy confirmed the intention to collect far more data, and better
utilise it, a few years later (DCMS, 2022a).
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2020d). In particular, one might have wondered how successive governments ended
up pursuing this combination of approaches. I think about it in terms of a ‘policy
pendulum’. Having reached one extreme—the state offering centralised identity cards
for use across the public and private sectors—the pendulum had then swung to the
other with Verify. This involved government leaving much more up to the private
sector, even aspects of state administration. As we know, however, both approaches
failed, leaving policymakers in a bind. Without any better ideas, they thus let the
pendulum swing back half way; trying to have the best of both simultaneously. This
was partly a political choice. As Gilad Rosner explained, for Ministers, “there’s no
political upside to doing identity”, which is why it is “so much easier to kick the can
down the road”. With five years to make a mark on the state, however, my belief is
that there is a way for the new Labour government to make this halfway-house work.
But, to see how, we first need to fully understand each inherited scheme. From a
philosophical standpoint, after all, the current, blended approach brings together a
number of deeply ethical and political issues we have already explored. Will One
Login again increase individual legibility, paving the way for state overreaches? Will
the trust framework’s marketised approach perpetuate inclusion issues? And, will the
dual follies of techno-solutionism and high-modernism again emerge, in either—or
both—of these schemes?

7.2 The Trust Framework

In June 2022, DCMS (2022b) released a ‘beta’ draft of the trust framework,
accompanied by the legislative proposals needed to underpin the project. One techno-
solutionist facet of GDS'’s prior scheme was therefore immediately addressed. With
policy, not delivery, experts now at the helm, a Bill to support digital identities in the
wider economy was made a priority. However, initial progress on this front was
sluggish. In addition to identity-related clauses, the Data Protection and Digital
Information Bill sought to overhaul the UK’s data protection framework, which drew
heavy criticism from civil society (Public Law Project, 2023). Two different
incarnations of the Bill consequently fell under the Conservatives. Nonetheless,
Labour should reintroduce a slimmed-down version to Parliament in late-20241,
which is expected to fair better. The new Bill will set out government’s responsibilities
and powers surrounding the trust framework and the marketplace for digital
verification services it aims to create (Prime Minister’s Office, 2024b, p. 39). Most
importantly, it should include new provisions for data-sharing between government
and the private sector to support identity verifications. For the first time, this will
open-up public databases to private providers'>—something that was previously

14 This will be accompanied by a new ‘gamma’ publication of the trust framework, which should see
only minor changes ahead of a “post-legislative’ 1.0 publication next year.

15 A Document Checking Service pilot laid the groundworks for this, but was small in scope and uptake
and limited to just a few participants as a proof of concept (Evenstad, 2020a).
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illegal outside of a few special use cases. Accordingly, to keep a tight leash on
providers given access to such valuable data, the Bill will also create a new governance
function within the civil service. This body will oversee the scheme and ensure that
only trust framework-certified providers, accredited by third-party auditors, can take
part in the ecosystem and access government data (DCMS, 2023).

The trust framework’s stated aim is to “enable a secure and trusted digital identity
market”"® (DCMS, 2023). The scheme will therefore cover a wide range of commercial
services: everything from eligibility checks, to consumer-facing digital wallets, and
financial services products. As we know, the basic technical challenges here have been
essentially solved for decades. Products offered under the trust framework should
therefore suffer from neither the binding problem nor the appropriateness problem—
they have, after all, been explicitly designed for private and secure identity
verification'””. But finding a way to allow government, providers, and relying parties
across multiple sectors to all trust one another, and especially identity claims, is the
truly knotty problem; one that is relational rather than technical. The trust framework
consequently attempts to build an interlocking scaffold of legal, technical, and
governance measures to assure trust in these relationships (DCMS, 2023). This is
intended to give parties throughout the ecosystem confidence in the identities and
attributes managed under the scheme. For the public, this means visible government
backing and a recognisable ‘trust mark’ to help customers identify properly-certified
services. For providers, this involves government mandating standards and policies
it considers best-practice—including following updated versions of the GPGs
developed for Verify—as well as a certification scheme. Taken together, these
measures are taken to lay the foundations for a trustworthy, widely-adopted digital
identity system.

At this point, it is worth noting that the trust framework leaves far more up to the
private sector than Verify ever did. Excluding the costs of querying government data,
pricing, for instance, is left entirely to the market—eschewing Verify’s central rate
setting (DPDI, 2024). Again taking an ‘outcomes’ and ‘rules-based’ approach, the
GPGs and other standards only define the kinds of identity and authentication

116 As this shows, the stated benefits of adopting digital identities across much of the private sector have
remained essentially unaltered from those first proposed by the Central IT Unit (2000) around the
turn of the millennium. In the call for evidence launched at the beginning of the trust framework
project, Cabinet Office and what was then DCMS (2019) argued:

“If we could securely and easily prove our identity, or something about ourselves, it would help
support innovation, reduce fraud and cost, safeguard our privacy and streamline online services.
Whether opening a savings account, buying age-restricted products or paying tax, proving identity
should be simple, private and secure.”

Indeed, these purported benefits also closely resemble those touted by Verify and other digital identity
schemes the world over. And, even after five more years of development, much the same upsides are
today listed on DSIT’s explanatory pages about the trust framework.

71 discuss the inclusion problem in regards to the trust framework and One Login later in this chapter.
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processes that are likely to meet different thresholds for confidence—with providers
and RPs left to decide what will suit their needs (DCMS, 2023). A basic eligibility check,
for instance, might require just a few pieces of evidence, while opening a bank account
might require far more. This allows the trust framework to cover numerous use cases,
avoiding the issues that stemmed from Verify’s limited LoA2 support. The use of open
and interoperable standards is also encouraged, along with a raft of compulsory, user-
focused rules around privacy, inclusion, data protection, and identity repair (DCMS

2022b). But I must stress that most decisions about specific technologies are left
entirely up to providers. So long as particular outcomes are achieved, providers are
free to adopt completely different approaches, leaving space for innovation as the
market evolves'®. In other words, the trust framework attempts to form a kind of
public-private partnership (c.f. Hilvert & Swindell, 2013). It melds corporations and a
public sector governance function together, with the intent of realising a jointly-
delivered market for identity and attribute verification services using data sourced
from industry and the state.

7.2.1 Whose Values?

Fifteen of the experts I spoke to praised DCMS'’s overall approach, suggesting the
decision to set minimal ‘rules of the road’ in the trust framework and leave much of
the detail up to companies has been well received. Industry figures, especially, seemed
pleased with DCMS’s focus on doing only ‘what government can do’. As one senior
civil servant put it, there is no longer a feeling, like there was with Verify, that
government “is going to just come up with its own thing without any reference to how
it works out there.” This is all well and good for industry, but might still give us reason
for pause. There is, particularly, a danger that government may have been a little too
deferential to some stakeholders. To address long-standing complaints about Verify
not respecting commercial realities, DCMS explicitly pursued a novel ‘open
policymaking’” approach with the trust framework. This has involved “working in
partnership” with a range of industry groups and companies, balanced to an extent
by engagement with regulators and civil society (DCMS & Office, 2019). The
motivations for this are largely defensible. We do, after all, live in a democracy—and
it was good to see DCMS drawing on diverse views when designing policy, not least
to avoid repeating Verify’s techno-solutionism. Furthermore, as decades of neoliberal
cuts and outsourcing removed technical expertise from government, some degree of
open policymaking was arguably needed to help avoid missteps. But it may also have
left the policy-focused team inside government struggling to balance technical

118 The trust framework could consequently end up creating an ecosystem that is not truly federated,
after all. Most providers are assuming a federated outcome, but the rules theoretically encompass
other approaches (e.g. distributed or even decentralised models) that would not rely on federation
per se.
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industry feedback with competing viewpoints. Private sector influence was
undoubtedly strong.

Perhaps the best evidence of this is that, to begin with, select industry actors were
actually embedded within DCMS. Various interviewees privately raised concerns with
me about the identity consultants that initially joined the trust framework team to lead
on its technical development. During the project’s first few years, these consultants
drafted parts of the framework almost entirely autonomously, and peer-reviewed
much of the work carried out by the wider DCMS team. Yet industry concerns around
possible “corporate capture”—which Jon Nash and Joseph Spear both explicitly raised
with me—eventually forced DCMS to reevaluate. The consultants were consequently
re-contracted externally, and kept at arms length from future policy decisions; though
retained unique access compared to many other stakeholders. And this was not an
isolated incident. Similar concerns around undue closeness also led to government
pulling out of a long-standing partnership with the industry trade body, OIX, where
DCMS had previously occupied a board seat (OLX, 2023). Any appearances of
favouritism for a particular group threatened to undermine DCMS's efforts, given the
importance of trust in the whole ecosystem. The department’s attempts to walk the
line between open policymaking and corporate capture are therefore interesting.
While it could have designed the trust framework behind closed-doors, the legacy of
two failed identity schemes pushed civil servants to rely unusually closely on identity
experts—despite the reputational risks this forced them to grapple with.

To DCMS’s credit, they also regularly tried to make room for public opinion. This
included a public consultation at the programme’s outset, which built a preliminary
evidence base and generated the principles that went on to guide the programme.
That said, the initial call for evidence only received 148 responses (2020), with only
270 responses to the subsequent full consultation (2023). The respondents also skewed
sharply towards experts working in the digital identity space. Given the relatively low
response rates from ‘normal people’, it is consequently hard to say how far public
opinion was reflected in evidence gathered early on in the project. Nevertheless, a
later, independently-run ‘public dialogue” involving 96 members of the public also
informed the trust framework, and provided a normative corrective to industry
interests (DSIT, 2024b). For instance, the dialogue’s findings were used to reassert the
importance of values such as privacy, transparency, data protection, and inclusion in
the face of industry complaints about onerous rules that would limit business
prospects. Yet I do not want to overstate these effects. These findings came late in the
trust framework’s development, which implies many decisions had already been
made without this evidence—though, of course, as the programme continues to
develop perhaps these views will come through eventually. Additionally, concerns
around garnering lay input for such technical work were addressed via participant
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education during the dialogue process'’. This raises the spectre of ‘leading the
witness’, meaning it is difficult to evaluate how far unalloyed public concerns were
taken into account.

7.2.2 Avoiding High-Modernism

On balance, then, there is certainly some cause for concern that the trust
framework kowtows to the digital identity industry. But is this not a necessary
consequence of the complexity of identity policy in modern Britain? Identity cards
aside, successive governments have repeatedly pursued a federated blend of private
and state actors (Fishenden, 2020). And, generally speaking, this collaboration has
some obvious advantages, as we have discussed. By this point, many providers will
also already have built business relationships with relying parties. They will
consequently know better than government how the identification needs of, say, the
Post Office will vary from those of DBS providers—so it makes sense to consult them
on the rules by which citizens may prove who they are across different contexts. This
is surely necessary for a multi-sectoral, public-private approach. Indeed, recall how
Scott stresses that responsiveness to the practical knowledge of experts is required to
avoid high-modernism (Scott, 1998, pp. 4-5). But such an approach may also seem
needlessly complicated and fraught when compared to the simplicity of relying on a
universal governmental identifier, where negotiating these sorts of interrelations is
not always needed. After all, a “gold standard” governmental identity would not
require the blended governance structures that Britain has arrived at after decades of
trial and error; relying parties would simply trust the government’s processes.
Conservative governments of a predominantly neoliberal persuasion have, in other
words, repeatedly pursued ‘the hard route’, given the apparent political toxicity of
centralised identity systems in Britain.

I think there is something worth praising here. And, further to Scott’s point, we
have already seen how both identity cards and Verify ignored on-the-ground realities,
attempting to project simplified models and solutions onto the complexities of the
world as it really exists. Identity cards underestimated the concerns of civil society,
while Verify failed to properly consider the needs of individual government
departments and the private sector. After two high-modernist, techno-solutionist
disasters, it is therefore strikes me as a good thing that the trust framework tries to

1% Given the technical nature of digital identity, DCMS argued a lengthy public dialogue process was
required to fully educate respondents and avoid ill-informed concerns. For instance, any consultation
on the issue always attracts fears around identity cards, even though the policy had been off the table
for over decade and a half. Even if naive concerns had to be corrected, however, the question then
still arises as to how far these can still be considered public opinions. Regardless, DSIT deserves praise
for attempting to bring people into the process, despite all the attendant difficulties. I should also note
that I was momentarily one of the ‘experts’ involved in the public dialogue. However, once I was
offered a full-time role on the trust framework team, I stepped back from the dialogue process to
avoid a conflict of interest.
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avoid repeating similar mistakes. Furthermore, Scott would also have been pleased
that DCMS has not mandated usage of the trust framework. Beyond respecting
practical knowledge, this is another way he tells us to guard against ill-fated social
engineering projects (Scott, 1998, p. 5). Indeed, the trust framework carries the specific
caveat that “government is committed to delivering these benefits without the need
for a national identity card. This means people will have the choice over if, when, and
how they use digital identities” (DCMS, 2022b). As this demonstrates, DCMS wants
to unlock the benefits of digital identification without risking any accusations of
authoritarianism. The trust framework is entirely optional. If a certified solution
works, presumably the hope is that people will choose to adopt it, without coercion.
Making room for choice of many sorts, then—over companies getting certified, an
individual’s selection of provider, and their decision to actually use trust framework
services in the first place—should therefore be commended. But can the same be said
of One Login?

7.3 GOV.UK Omne Login

One Login’s development has been broadly contiguous with that of the trust
framework. The scheme’s overall aims should, by now, also be familiar: to reduce the
unnecessary costs of duplicative systems by delivering “a single, ubiquitous and
simple way for people to log in and prove their identity when accessing online [HMG]
services” (Cabinet Office, 2022). As this suggests, One Login is really at least two
interlinked systems. After launching the basic single sign-on (i.e. authentication)
element in October 2021, GDS quickly turned its attention to a bigger challenge—
identity checking. This would need to be flexible enough to replace a myriad of
existing identity processes across government; no small feat. But, encouragingly,
initial tests proved successful, with a citizen-facing smartphone app soon following in
August 2022 (Jones, 2022). And, in the years since, a modest variety of small public
services have adopted One Login. However, the programme still has a long way to go
before becoming the government’s universal digital identity system. From Verify’s
travails, we know how lofty a goal this is, and so it is worrying that some of the largest
departments, like DWP and HMRC, have still yet to fully embrace GDS’s newest
solution (Trendall, 2024b). Indeed, Cabinet Office (2022) was wary of this risk from
the get-go, and warned GDS that any delays risked departments seeking other options.
The One Login team are therefore scrambling to get the product to a point where it is
able to fulfil the needs of some of Whitehall’s most widely-used services.

On the upside, you could say, at least government now holds all the cards. Unlike
with Verify, GDS are the sole identity provider this time, so do not need to
accommodate private sector IdPs’ commercial needs. They can instead focus on
building a product that works for government—a definite advantage. But do not be
deceived. While One Login has been developed for the public sector, it is in fact being
built primarily by the private sector, at no small cost. With a budget projected to reach
£305 million by 2025, almost all technical delivery of the scheme has been outsourced
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(Infrastructure and Projects Authority, 2023). Consulting giants Deloitte and PA
Consulting secured multiple contracts to build the app itself, while One Login’s
identity-checking, biometrics, and anti-fraud components are sourced from
companies like iProov, Yoti, Experian, and Synectics Solutions (Hersey, 2023; Trendall,
2024a). Despite initial appearances, then, One Login (like the trust framework)
continues the neoliberal trend of removing technical expertise from government,
relying on private sector identity proficiency in a characteristically-DEG manner. Of
course, I have just suggested this could well be necessary given the complexities of
the modern digital identity landscape. But it means there are more commonalities
between One Login and the trust framework than first meets the eye—not least
because most of One Login’s component providers are also certified under the trust
framework (DSIT, 2024d). In both cases, then, government has decided to cede the
actual construction of identity systems to the market.

The similarities do not end there, though. More positively, GDS have likewise
signalled their commitment to user choice and privacy; they have ruled out
mandating citizens” use of One Login—at least for now—to avoid any accusations of
‘implementing identity cards by stealth’ (Lopez, 2021). GDS will also allow people to
use multiple One Login accounts, associated with different email addresses, despite
this rendering the scheme’s name a contradiction in terms (One Login Support Team,
2024). This is intended to reassure people that, say, Home Office will not be able to
access DWP data tied to a particular account. Additionally, at least in theory, people
will be able to choose whether or not to use One Login or existing paper-based
identification routes—even though cash-strapped departments will have few
incentives to keep these old routes open if One Login performs (Glick, 2021d).
Generally speaking, however, all of these attempts to give users a degree of choice
and privacy have been welcomed by civil society—though this is perhaps surprising,
given that the scheme utilises precisely the unique, persistent identifiers which have
historically been anathema to privacy campaigners (GDS, 2024). Yet there is one big
distinction between One Login and the trust framework. Where the latter governs a
wide range of identity products, so does not define a level of confidence those
identities must reach, GDS have had to be more prescriptive. They are, after all,
creating a one-stop-shop. GDS have therefore had to decide what a ‘good’ identity for
all government departments and use cases looks like. And, as Verify demonstrated,
building a universal system of this sort is not remotely straightforward.

7.3.1 Population Coverage

One of GDS'’s thorniest problems has accordingly been that One Login needs to
cover essentially the entire population to be useful. As they themselves point out, even
99% coverage would exclude around 750,000 people (Andrews, 2022). Yet this butts
up against the almost inevitable trade-off between population coverage and
confidence in an identity; a version of the inclusion problem. While a single sign-on
service can take a user’s self-assertions as read, so is inclusive of anyone with an email
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address, GDS aim to prove users’ identities at a ‘medium’ level of confidence (LoC)
under GPG 45; with less robust ‘low” confidence identities possible as an undesirable
fall-back'® (Andrews, 2022). The problem is that, much like with LoA2, both options
rely on individuals possessing a high-quality photo-ID—a passport, driver’s licence'?,
foreign identity card, or BRP (GDS, 2024). But, as we have discussed, these forms of
evidence are expensive and lack full population coverage. Although One Login will
not suffer from the blinding or appropriateness problems, then, GDS will have to find
new, cost-effective, and inclusive means of identifying people. Otherwise, One Login
will only work for those who already have sufficient identification. And, while it
certainly will make these people’s lives easier, it will leave the ID-challenged behind
once more—increasing (digital) inequality just like Verify. As one senior civil servant
at the DWP explained to me, this could be a big barrier to their department’s adoption
of the scheme; One Login could again end up compounding exclusion if it prevents
those most in need from getting timely support. Having been badly burned once,
DWP are consequently nervous.

GDS are, of course, aware of this issue, and trying to address it. Part of their
solution involves the Post Office and its contracted identity provider, Yoti.
Postmasters can offer people who are less confident using digital routes in-person
support (Say, 2023). But this does not nullify the issues with relying on photo-IDs,
which people still need via this route. The more promising solution GDS is pursuing
accordingly involves the Digital Economy Act 2017, which enabled greater data
sharing amongst public bodies, and should thereby broaden the range of evidence
GDS can draw on to verify a One Login identity (Cabinet Office, 2023). This, at least
in theory, will allow for two new checks. First, when someone uploads a scan of, say,
their driver’s licence, GDS might one day be able to query the DVLA and directly
check their details. This should make the system more efficient and fraud resistant'?,
but will not boost inclusion. Second, and more relevantly, the Act allows GDS to
source a range of identity attributes from other departments, such as the DWP or DfE,
with which people may already have a relationships. This could help GDS build up
enough of a picture of an individual to trust that they are who they say they are,
without relying on photo-ID. But both capabilities are currently entirely speculative.
The infrastructure and agreements required to get these data flowing do not yet exist.

120 This latter option, which relies on using knowledge-based questions and is broadly-similar to LoA1
under Verify, may get users who lack sufficient identity evidence through the door, but cannot give
GDS much confidence in who they are. To be used by higher-risk government services, these
identities must therefore be uplifted to medium (i.e. LoA2) via the verification of additional identity
evidence.

121 Driver’s licences do not actually meet the same evidence strength scores as identity cards, BRPs, and
passports under GPG 45, so it is not clear how GDS claim that all these forms of evidence can be used
to reach a medium confidence level in the first place.

122 The emergence of generative Al systems like ‘OnlyFake’ that can forge convincing fake driver’s
licences has been particularly well-reported (Cox, 2024).
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And significant testing, especially around the new fraud and privacy risks this could
create, will be required to make sure any new identity data sources are fit for purpose
and can be trusted.

So, for now at least, One Login will not meaningfully better the inclusion rates of
prior or existing systems. Beneath its digital sheen, the system relies on the same old,
outdated identification processes that have held Britain back for the past twenty years.
One Login is consequently, in its current guise, less transformative than it first appears.
But, if GDS do ever manage to get cross-governmental attribute sharing working, then
this could all change. A properly joined-up government might, at last, be able to
identify individuals inclusively, capitalising on the masses of data government
already holds on us. This could be truly revolutionary. If GDS ever successfully build
such a functionality, One Login could finally end the British state’s reliance on a
morass of physical documentary evidence that was never intended to support general
identification. We might no longer need to gather together evidence from so many
sources; utility bills, bank statements, and driver’s licences could be used, once again,
for only their intended purposes. Potentially, it might also even nullify the need for
checks with private credit reference agencies, at least for public-sector fraud
prevention, as similar data could be sourced from across government'*. And, as
almost all citizens interact with the state at numerous points throughout their lives,
millions of people who currently struggle to sufficiently prove their identities would
newly be able to draw on their existing relationships with different departments to
create a One Login and become digitally included. This is the promise of unlocking
cross-governmental data flows.

The scheme could thus still turn out to be the Britain’s first truly digital national
identity system, finally meeting Chango’s (2022) terms. Government departments
would be able to move away from both the recommender system'* and document
cross-checking in favour of GDS-built data checks. But although this is an exciting
prospect, it is worth reiterating how promissory it all is. None of the infrastructure
needed is in place. And, as we know, GDS repeatedly over-promised and under-
delivered with Verify. It is consequently through this lens that I suggest we should
consider GDS’s recent proposals to add a ‘wallet’ or ‘vault’ functionality to One
Login’s feature-set (Say, 2024). This could allow individuals to store various digitised
attributes and credentials—such as a mobile driver’s licence, parking blue badge, or
fishing licence—in their One Login account, for easy access. This would be far more
secure than physically carrying around these documents. If and when departments
ever build out the capability to generate such credentials, this feature could thus be

12 Here I am thinking of the Metropolitan Police’s Amberhill programme, which has faced funding
troubles in recent years but would be perfectly placed to monitor identity fraud.

124 GDS have repeatedly suggested they want to make vouching part of One Login, though this has not
materialised due to the fraud risk extensive vouching could open-up. In practice, then, the
recommender system does not exist under One Login.
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genuinely useful, even if it raises the rather inelegant possibility of people needing to
maintain both a One Login ‘wallet’ for public sector credentials alongside a private
sector equivalent created under the trust framework'?. But all of this should also
remind us how GDS'’s agile design approach can lead the organisation to chase
exciting new features before getting the basics in place—One Login’s evolution from
data analytics tool, to single sign-on, to identity service, and now possibly wallet,
might thus give us reasons for pause, particularly given the fundamental inclusion
issues the programme faces.

7.3.2 High-Modernism, Redux

What we may be seeing with One Login, yet again then, is precisely the kind of
scheme that Scott cautioned us against, once more tinged with Morozovian techno-
solutionism. Of course, the basic point here is that translating people into data enables
their more efficient and effective management (Kitchin, 2014). But such rationalising
projects alone do not doom a scheme in Scott’s eyes—this is only the first of four
criteria he cautions us to watch for. The other three are a high-modernist outlook, an
authoritarian state forcing through change, and a prostrate civil society (Scott, 1998, p.
5). On the first point, like any governmental identity scheme, One Login clearly risks
being high-modernist. It attempts to replace a messy patchwork of analogue
identification systems with an all-encompassing, well-ordered, digital alternative. In
this ambition, however, it has not so far succeeded. As discussed, the system is not yet
truly digital; it has not yet even managed to supplant photo-IDs, and so does not do
anywhere near enough yet to ensure inclusion. It thus impressively repeats the
mistakes of both the analogue world and GDS'’s last attempt at solving the problem.
Additionally, Ministers have been saying for years that One Login will be forced onto
departments to ensure uptake (Glick, 2021a)—even if departments like DWP see only
downsides to abandoning the perfectly functional systems they already have'®. If this
happens, it means we can again identify part of Scott’s penultimate criterion in action.
But claiming these as the actions of an authoritarian state could be a little harder.

Nonetheless, the final years of Conservative rule arguably did see a tilt towards
authoritarianism. Four controversial policies come to mind. First, there was the
Treasury’s (2023) exploration of Central Bank Digital Currencies (CBDCs)—a form of
digital cash that will cryptographically tie funds to their owners’ digital identities.
Plans for CBDCs have accordingly raised privacy, surveillance, and control concerns

125 GDS will not, after all, want to be held liable for allowing a user to present something like a

fraudulent airline boarding pass. And, as I discuss later, neither are they likely to want to provide
identity assurance for private sector services involving “sensitive’ products like pornography or
weapons.

126 DWP’s second attempt at Universal Credit, sans Verify, successfully pays nearly 96% of claimants
on time—a staggering demonstration of how much more inclusive multi-channel identification
systems can be (Freeguard & Shepheard, 2020).
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(Big Brother Watch, 2023). Second, 2023’s Online Safety Act attempts to regulate
various ‘online harms’ via a number of means, including age gates across much of the
internet. Many people will therefore soon need to use digital identity or facial age
estimation systems to regularly prove their ages online, with campaigners arguing
this will restrict freedom of expression and privacy (ARTICLE 19, 2022; Burns, 2021).
Third, the DfE has been sharing children’s data with DWP since 2016 for fraud
prevention purposes—which has triggered ICO reprimands and the head of the
Association of School and College Leaders to identify an “Orwellian drift towards [...]
a Big Brother state” (Whittaker, 2024). Fourth, and finally, 2022’s Voter Identification
Regulations mandated the presentation of photo-ID at polling booths for the first time
in Britain, leading to accusations of voter suppression (The Guardian, 2021). These
fears appear to have been well-founded, as the requirements demonstrably
disenfranchised many of the ID-challenged—political exclusion that was especially
hard to justify given the lack of evidence of any widespread voter fraud in the first
place (Erancis, 2023).

Across all four of these examples, the state has thus made various civil and
political liberties newly dependent on access to adequate identification, while citizens’
expectations of privacy—particularly when using digital technologies—have been
repeatedly reduced. The Conservatives do consequently seem to have launched an
assault on citizens’ digital freedoms, and even the right to vote. Whether or not this
makes them authoritarians, it does create a difficult context within which to build
public trust in two new digital identity systems. It also arguably makes the privacy-
preserving, choice-based approach of One Login and the trust framework the
exception rather than the rule in recent digital policy. Both were, after all, launched in
the context of a “unified data strategy’ that aimed to accelerate the British state’s digital
transformation (DCMS, 2022a). And, as critical technologist Lauren E. Bridges (2024,
p. 9) has put it, rather than reassuring the public that their data would remain safe,
private, and secure, the Conservative’s data strategy instead reimagined data “as an
untapped resource to be exploited by industry and shared between different sectors
of society” (Bridges, 2024, p. 9). In particular, she claims it sought to maximise the free-
flow of data, “facilitated by frictionless infrastructures, commercializing academic
research for industry use, promoting data flows between regions, and loosening data
privacy laws” (Bridges, 2024, p. 9). Consequently, from a privacy-centric vantage
point there are at least prima facie reasons to distrust the last government’s decidedly-
neoliberal attempts to digitise identification against a backdrop of state overreaches.

In sum, successive Conservative governments have done very little to build the
conditions needed to help two new identification systems thrive; public trust in
government as a whole has plummeted in recent years (ONS, 2024). The result is that
DSIT and GDS are now operating in a difficult political context, likely making the
rollout of these two systems more of a challenge than it might otherwise have been.
However, with all this in mind, is it not surprising that identity policy has generally
avoided the headlines? Many interviewees told me they were amazed that One Login,

167



A Liberal Political Philosophy of British Digital Identity Systems

and to a lesser extent the trust framework, had not attracted more criticism during
development and testing. Indeed, outside of the professional computing press, and a
few special interest groups, neither scheme has received much public attention at all'>".
Even the protest I got caught up in was relatively minor, and barely made headlines.
And this is all despite the fact that the government has, for years, been attempting to
bring digital identification into the mainstream—with the state asserting its place at
the centre of both flagship solutions in a way that it would not have dared since the
rejection of identity cards. Nonetheless, with a new government now in power, there
is a real chance to start afresh, and potentially address many of the concerns I have
just raised with each scheme. Having fully understood the inherited context, and all
the complexities of contemporary digital identity policy in Britain, we can now finally
turn to my preferred way of rationalising the situation, to chart a more coherent way
forwards.

7.4 Squaring the Circle

Throughout this project, you will recall my goal has been to develop an account
of where “to go, starting from here, which is of course what the government needs to
know” (Wolff & de-Shalit, 2007, p. 11). Before advocating for change, I therefore had
to explain how we got “here’. This reconstruction was necessary to bring to light the
most important judgements and principles that have emerged as drivers of my
thinking throughout the reflective equilibrium process. But it should now be clear that
a series of views relating to liberty, equality, and citizenship—set against a general
liberalism—have played this role. And the good news is that, in terms of the received

127 Responses to last year’s consultation on the DEA to support One Login were, however,

overwhelmingly negative. GDS accordingly discounted around a fifth of responses as ‘out of scope’.
These primarily included template emails from privacy campaigners, which admittedly did not
engage much with the substance of the consultation, referencing identity cards and the Chinese social
credit system. Even excluding these responses, though, public sentiment was scathing. Three-quarters
of in-scope responses disagreed that GDS’s proposed changes would “improve or target a service to
individuals”, “provide them with a benefit” or “improve the[ir] well-being” (Cabinet Office, 2023).
And only a shockingly-low 2% thought the changes were likely to achieve these goals. People’s main
worries concerned “the erosion of data privacy and protection, data security against cyber attacks and
a general mistrust in government use of personal data” (Cabinet Office, 2023). And, for most
respondents, these risks outweighed any potential upsides. Respondents generally seemed to have
little faith that departments such as the Home Office or the DWP would not end up using access to
earnings data from HMRC to, for instance, deport people or remove their benefits. Yet the responses
to GDS’s proposals for greater inter-departmental data sharing were even worse. 93% of respondents
disagreed with plans to increase the number of departments sharing attributes about people with
GDS, with a further 87% disagreeing that the attributes GDS wanted access to were appropriate for
identity verification in the first place—with many noting strong reservations around the sharing of
special category data and sensitive information (like income). Whether or not such concerns will come
to a head now the programme is gathering steam therefore remains to be seen. But, to me, the
responses certainly suggest much of the public does not support One Login’s transformation into a
truly digital identity system.
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position Starmer’s government faces, current plans fair reasonably well on all these
fronts. However, several outstanding causes for concern remain which, if
constructively addressed, can yet point towards an even more coherent resolution.
Before that, though, I must mention some recent political manoeuvres. In the past year,
both GDS and DCMS have been involved in ‘machinery of government’ changes. First,
under Rishi Sunak’s Conservatives, DCMS'’s digital capacity was split-off and merged
with science and business teams across Whitehall to form the Department for Science,
Innovation and Technology (DSIT) (Prime Minister’s Office, 2023). Just over a year
later, Labour then announced that GDS and a few other technology-focused agencies
would also be joining DSIT, bringing more of the state’s digital capability under one
roof (DSIT, 2024c). This means that, for the first time since Verify’s early days, civil
servants working on the state’s national digital identity policies will all report to one
Ministerial team.

Additionally, Starmer has pledged that Ministers will stay in post for the next five
years (Hayward, 2024). This may not sound momentous. But Ministerial turnover was
incredibly high under the Conservatives—between 2010 and 2023, there were eleven
DCMS Secretaries of State and twelve Ministers for Cabinet Office. These constant
reshuffles no doubt impacted the development of coherent, holistic policy. As one
senior civil servant admitted to me, “an overarching strategy” was noticeably
“absent”. Relatedly, Benjamin Welby noted that “[w]hen you have something like
identity, it's important to have someone like Francis Maude who's sitting at the table;
butit’s[...] vastly more important that you've actually got consistency”. Identity, with
its complex history, is a difficult brief. Should Starmer keep his promise, he could
consequently generate just the kind of stability that DSIT needs to make progress
rationalising British identity policy. This could even involve some quite radical
developments. The new government could, after all, decide to pursue a completely
new solution, given its long runway. But Labour are more likely to double-down on
One Login and/or the trust framework'®. The new Secretary of State, Peter Kyle, has
already said as much—while explicitly ruling out national identity cards (C Smyth &
Sellman, 2024). I think this is the more straightforward path. It recognises that neither
One Login nor the trust framework is really new, in any meaningful way. Each iterates
on what has come before. And perhaps there is something to be said for this. Gradual
improvement based on precedent fits well within a realist liberal philosophy—and
accords with the precepts of reflective equilibrium.

Nonetheless, from what we have discussed, issues with both schemes remain.
With One Login’s creation having stemmed from a renewed desire for citizen

128 Departments with existing systems, like the NHS or DWP, could even become IdPs themselves,
recognising each other and private sector actors as both providers and RPs. Whether Government
could fairly compete with industry whilst also trying to regulate the market would be an open
question, but the bigger risk is that this could drag Britain back to the pseudo-markets, duplication,
inequality, and artificial ‘competition’ of the worst days of NPM. I therefore do not favour this model.
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legibility—and following significant state interference in citizens’ lives during and
since the coronavirus pandemic—the normative stakes of centralised identity’s re-
emergence could not be higher. The protests mentioned at the outset of this thesis also
show how, in the minds of some, digital identities remain tied to fears around
government oversight, overreach, and control. This certainly needs addressing. At the
same time, Kyle’s continued commitment to the trust framework betrays Labour’s
apparent belief in the need for the market to help citizens prove their identities, at
least in some situations—which, as we know, still represents a big shift from the status
quo. Labour will therefore continue trying to popularise identification as a commodity
service, with potentially significant implications for inclusion. And, although One
Login aims to centralise public sector identity provision, it too depends on many of
the same private sector actors—not least to build the software and hardware the
scheme relies on—meaning it could suffer from much the same issue. Regardless, as I
have hinted, there is at least one way to square this circle. And it requires us to address
persisting issues around each of the three key strands of liberty, equality, and
citizenship. Over the remainder of this chapter, I will consequently explain my
preferred way to weave together a coherent, liberal whole from the systems and
context Labour have inherited.

7.4.1 Public Sector Identity

Beginning with the public sector, I think Kyle is right to have ruled-out identity
cards from the off, despite pressure to the contrary from party grandees like Tony
Blair (Morton, 2024; Wheeler & Pogrund, 2024). Defending a new, foundational
identity register is simply not a fight that needs to be had. For centuries, the British
state has functioned without one—and, in some quarters, distrust of such centralised
databases and mandatory registration does seem endemic. Add to this that another
monolithic scheme is sure to face civil pushback, as the privacy lobby has made clear,
and there do not seem to be many upsides (c.f. Big Brother Watch, 2023; C Smyth &
Sellman, 2024). This, of course, means I have moved quite far from my original
enthusiasm for national identity cards. What I now consider to be far more useful and
defensible are systems that make digitally proving who we are and things about
ourselves easy, secure and reliable. But by this I do not mean that we each need a
foundational national digital identity. Rather, citizens require robust means of
digitally verifying their identities in trustworthy ways—a subtle difference, that helps
avoid accusations of high-modernism while achieving many of the same benefits. And,
in public sector contexts, One Login is well-placed to do this. The programme is
already years into its development, with much of the required architecture built and
nearly four million accounts up and running (Trendall, 2024b). Assuming One Login
can continue to ingest an ever-growing range of identity evidence, adequately
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proofing identities for those that want them'?, this is an obviously superior solution
to a new, centralised identity register.

When it comes to liberty, One Login currently also fares pretty well. Positively,
GDS try to offer people two important kinds of choice. First, as mentioned, citizens
can create multiple accounts, with different unique identifiers (One Login Support
Team, 2024). Though this makes administration less straightforward for civil servants,
it does allow people who want to segment their lives to do so, thereby reducing the
scope for central, surveillant oversight over their interactions with the public sector.
In accordance with my emphasis on digital verification, not identification, policies like
this make individuals’ lives easier, rather than necessarily making people more legible
to officialdom. Instead of mandating a single, reductive identity, One Login
dynamically builds-up a picture of the individual, and will one day allow them to
draw on evidence from a wide range of different trusted sources—the DVLA, HMPO,
GRO, and more. The scheme’s power is thus that it can match people’s identities
across all these datasets. As fraud expert David Black explained, in the context of
Verify, this is an often “overlooked” capability in identity systems. With a robust
system for verifying identities from existing evidence in place, government can then
begin to ‘join-up’ services for those that want such an offering, and consent to it,
without having created a foundational identity database. And, while I suspect that
most people are unlikely to worry too much about having a single One Login, the
ability to make multiple accounts for those that will is nevertheless worth preserving.
It should help to build trust, and so can be expected to further reduce civil society’s
privacy concerns.

The second kind of choice is over whether or not to use One Login in the first place.
It is imperative to retain this optionality. Here, I am wary that GDS’s culture of techno-
solutionism may need actively resisting. Otherwise the ‘choice’ to use One Login
could be lost if it ever reaches a critical mass. After all, while One Login may improve
upon existing systems in many ways, it will remain important to accommodate the
ID-challenged as well as the many people without sufficient digital skills in Britain.
Collapsing public sector identity provision to One Login alone would therefore be a
mistake. Some people may simply never want an account, even if non-digital routes
are eventually added. Forcing sign-ups could thus also reignite fears of
authoritarianism™. Instead, Starmer’s government should prioritise reinvesting the
money saved by One Login to bolster other, non-digital systems—even if these

12 As we know, the big problem One Login currently faces is inclusion—which I will turn to in a
moment.

130 As Tom Fisher explained to me, while “it may be that we trust the current government” enough to
allow this, adequate safeguards and fallbacks need to be in place in case a new government ever came
in with “different priorities” that could undermine freedoms using the systems already in place. He
consequently also supported the capacity for “multiple identities even within a single sign-on
government system” like One Login.
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separate schemes are eventually digitised at the backend. DWP should, for instance,
be given more funding for face-to-face Jobcentre checks. Philosophically, the
motivation here is classically-liberal—Rawls’s (2005, p. 302) stipulation that any
inequalities in society should always be to the greatest advantage of the least well-
off"!. Taking this to heart would mean that, where those who can benefit from One
Login should certainly do so, this will only be acceptable if it frees-up resources to
benefit those that current digital systems leave behind. If digital efficiency savings are
not put towards supporting the entire population in this way, overall autonomy will
be reduced; and an opportunity to address inequality missed, to boot. Freedom over
using the system should therefore be preserved.

The other indispensable benefit that building-out One Login will have is political.
Government will retain the power to define who its citizens are—avoiding Verify’s
outsourcing of this vital state function to private governments—while insulating
public services from the vagaries of the marketplace. Beyond the economising
arguments I made in the last chapter, considering public opinion can also add
something further here. One ex-civil servant who worked on Verify told me how user
testing found that “users want something trustable from government”, not the private
sector, when proving their identities to access public services. This accords with more
general polling carried out by Lord Ashcroft (2023), which has revealed just how
unpopular privatised public services remain in Britain, despite governments having
pushed neoliberal values for the past fourteen years. The evidence shows that,
although trust in government as a whole has reached new lows, people on the left and
right of the political spectrum still overwhelmingly want government to deliver key
services, not companies. And the reasons why are instructive, too (Lord Ashscroft
Polls, 2023, p. 19): two-thirds of those polled believed that renationalising water,
electricity, energy and the railways would lead to “investing more in services rather
than taking out profits”, and reaffirm “the principle that important services should
belong to the people not private companies.” There is clearly strong feeling in the
country that some services are too important to outsource, and that doing so results

in a lower-quality service.

To me, this makes sense. There is no benefit to a market for market’s sake. And
the British public have good reason to be wary. Take British Rail or the nation’s water
supply, which were both privatised during Thatcherite NPM reforms (Bevan, 2023).
After just six years of private ownership, the railways were in “catastrophic condition”
(Moran, 2003, p. 178). And, since then, they have only further deteriorated; “half of
trains in northern England and a third of trains nationally were late” in 2019/20,
despite spiralling ticket costs (Shapps & Williams, 2021, p. 13). Privatising water and

131 Wolff (2024) has recently suggested a moderated version, that inequalities should be to the benefit
of all, as a possible driving value for the Labour government. Whichever is chosen, the policy outcome
for this issue should be the same.
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sewage has been equally disastrous. This made even less sense, though, as
privatisation created regional oligopolies with no means for competition. The
corporate owners of companies like Thames Water have accordingly extracted tens of
billions of pounds in dividends, underinvesting in critical infrastructure while
saddling these previously-public assets with crippling debts (The Editorial Board,
2023). Due to these failings, and many more in other sectors, “public ownership” has
consequently re-emerged '* “as a desirable and pragmatic response” among
policymakers and the public (Gibbs ef al., 2024, p. 157). This helps us see why Verify
fared so poorly with citizens. People likely could not understand the neoliberal urge
to marketise against a backdrop of systemic privatisation failure. Introducing IdPs
that needed to pay shareholders and pursue profits, after all, added needless
inefficiencies and costs to processes that can (and I have argued should) have been
done by the state—not least because Verify’s IdPs primarily relied on government’s
own data to assure identities.

7.4.2. The Good of Identification?

Re-nationalising governmental digital identity provision therefore seems to make
sense. This, though, begs the question: is verifying an identity really akin to running
the railways or providing utilities? Recalling Wilson’s (2022b) arguments about the
standard model reifying digital identities into ‘things’, we have already touched on
how, if identities are goods with some inherent value, then markets for distributing
them could well be appropriate. On such a view, the state might then be well-placed
to regulate the form and function of identities, much like it does for services like water,
gas, electricity, and broadband, while leaving their development, delivery, and
maintenance up to the private sector. Indeed, this appears to have been the view
underlying early attempts at creating identity federations for government'*—perhaps
unsurprisingly, given the standard model’s influence at the time (Fishenden, 2020).
But, if this conceptualisation of digital identities is accurate, then Starmer’s push to
bring other key services back under governmental control, via enterprises like Great
British Railways or GB Energy, could be readily extended to identity. It would then
be an essentially-political decision as to whether the state should own and run
whatever the identity equivalent is to the rolling stock, tracks, or pylons. And a left-
wing government might well hold that renationalisation allows for more rational,
central planning where neoliberal market logics are poorly-suited. But it is here that

132 Starmer’s government intends to renationalise aspects of the rail network within five years (Austin
& Whannel, 2024). And similar calls for action surround Thames Water (Slow, 2023). Jeremy Corbyn’s
Labour Party even included renationalisation of the water supply as a manifesto commitment
(Hendry, 2018).

133 And, indeed, it echoes claims that “data is the new oil” made by the inventor of Tesco’s Clubcard
(Arthur, 2013). Identity data would consequently need refining, in our case via the processes of GPG
45, before it had sufficient value to the traded.
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the analogy starts to break down; I am not so sure that identities do have any inherent
value.

Identities are not physical goods, like trains or units of energy. I am not even sure
there is much benefit in possessing an identity in the abstract. As Andrew Hindle put
it to me, a digital identity’s worth is not “intrinsically in the value of the data”—indeed,
the data itself is probably next-to worthless. Rather, an identity’s value stems from
“the risks that it mitigates, or the compliance that it enables, or the services that it
supports”. A functioning digital identity system is, therefore, what philosophers call
an instrumental good. The world is not made better by more digital identities. Much
like a train journey or a connection to the grid, such systems are not ends in themselves.
They are, rather, means to an end; be it getting to work, boiling a kettle, or proving
who somebody is. In fact, how we physically go about achieving these ends seems
somewhat irrelevant. This has led some technologists to claim that identity is more
akin to something like money (Birch, 2014). After all, banknotes are basically
worthless—much like the 1s and 0s of digital identities, or the papers on which
physical dossiers are printed. Money’s value instead stems from what it signifies to
another person or organisation—who might, likewise, need to know who I am. This
means that money, like identification, can manifest in paper, digital forms, or even
verbal IOUs. The medium does not necessarily matter. What matters is what the
information it carries says about the person: that they are solvent, who they are, or
what they are eligible for. If a digital identity is just data about a person, asserted to
some degree of certainty via computerised means, then that assertion only has value
if it means something to someone.

To me, this seems to capture the conceptual importance of identities. It also lends
weight to my attempts to see modern, digital systems as an extension of centuries-old
identification practices. Of course, doing things digitally may make a service more
secure, faster, and able to work remotely. And the medium is not totally
unimportant—technologies are not morally neutral (Verbeek, 2011). But the
underlying instrumental functionality of the identity evidence does not necessarily
differ as a result of its digitalisation. The only real differences are that data can be more
easily altered and transferred, and are cheaper to store and copy. This partly explains
the gradual trend towards identity’s dematerialisation, for instance the Home Office’s
move to replace physical BRP cards with digital eVisas (Home Office, 2024). Lower
costs, more efficiency, and greater flexibility are all desirable traits in administrative
contexts. But socially-sorting immigrants remains the Home Office system’s purpose.
At the same time, if an identity’s value is not in the identity itself, but rather what you
can do with it, then the link to liberty becomes more evident. If I am right, then what
people care about is doing something with their identity; not its abstract existence or
quality. This is one reason why I am, in principle, supportive of One Login. Without
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reducing people to a number in a system', it rationalises duplicative schemes across
Whitehall, making digital identity verification for the public sector easier and more
secure. If the scheme continues in the right direction, it could thus increase individual
agency and autonomy, while cutting down on fraud and duplication across
government.

However, if digital identities are not intrinsically-valuable, but rather
instrumental enablers, then this does change some things. First, it reveals how a focus
on distributions alone cannot solve our issues. Inclusion is important, but not because
everyone possessing an identity is important. Instead, what identity exclusion
prevents people from doing, and what has been made to depend on possessing an
adequately-verified identity, is what we should be paying attention to. Thinking about
identities in this way reveals the extent to which many liberties in modern Britain have
been made contingent upon sufficient identification. Right to Rent, Right to Work, the
OSA, and voter ID laws are the prime examples, but they are also symptomatic of a
more general erosion of universal services provision in favour of individualised,
consumerised services (Needham, 2007). Yet because these changes have been gradual,
they are not always conspicuous. And I think this can confuse the debate. One senior
civil servant put it to me that, “it’s a very small minority of people that, when they
think about how they navigate the economy and the identity proofing that comes with
that, are worrying about their liberty as they do it. [...] It's got to be about ease of use
every time.” But are ease of use and liberty really so different? The identity-related
frictions that have been inserted into normal life are the drag on ease of use—and seem
like issues of liberty to me. Where, a century ago, the average Briton would have only
encountered the borders as a site of formal identity suspicion, where state-backed
identification was required, this experience is now becoming far more widespread.

What I therefore want to emphasise is identity’s importance for a person’s
capacities to act in the world. At the level of ideal theory, we might think of Rawls’s
‘primary goods’—those rights, freedoms, things that “persons need in their status as
free and equal citizens, and as normal and fully cooperating members of society over
a complete life” (Rawls, 2020, p. xiii). An argument could easily be made that the
ability to adequately identify oneself—including through digital means—could, in
modern Britain, have become just such a good'. Alternatively, a similar, non-ideal

134 Of course, some reduction will always be required when abstracting away from the rich, lived
experience of human life to categories and attributes in a computerised system (Hicks, 2019). But the
question is whether this reduction—i.e. legibility—is the goal in and of itself, or just a byproduct of
other attempts to bring some benefit to individual citizens. And the fact One Login allows for multiple
accounts also heads this off, to some extent.

1% Jeroen van den Hoven and Emma Rooksby (2008) have already argued that access to information,
including via digital methods, has become a primary good—in particular, an important liberty. This
is because adequate access to information is required to carry out one’s life plan. And, in much the
same way, pursuing one’s life plan has increasingly come to require adequate (digital) means to verify
oneself.
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point could be made with reference to Amartya Sen (1999) and Martha Nussbaum’s
(2000) capabilities approach (c.f. Masiero & Bailur, 2021). Being able to prove one’s
identity could well now form part of the essential “functionings” that constitute an
individual’s “substantive freedom [...] to achieve various lifestyles”'® (Sen, 1999, p.
75). In both cases, the extent to which extensive elements of citizenship and living—
voting, welfare, housing, working, taxation, travel, and more—now depend on
identification would certainly lend support to such arguments. And, recalling earlier
discussions of Windrush and trans people, an additional benefit is that these
approaches can more readily account for the importance of identity when it comes to
respecting individuals as autonomous persons. The capabilities approach is all about
promoting human dignity and flourishing, while Rawls was deeply concerned with
ensuring the social bases of self-respect and allowing people to choose their own ends.
We can consequently connect identity to a much more positive notion of liberty as
well as what we are owed as citizens, rather than a narrowly distributional focus on
goods.

7.4.3 The Private Sector

With this in mind, One Login and public services must be seen as just one side of
the coin. Much more of life takes place in the wider economy, where we interact with
companies and the third sector. And it is here that things become a little more tricky.
We must first acknowledge that there is, in principle, no reason why One Login could
not be extended to work across private sector cases. After all, it is mostly built from
and by commodity services available under the trust framework. Indeed, one senior
civil servant at GDS admitted to me that they were “keeping open the prospect of
better interoperability between sectors”, and fully expected to become “dominant in
the market” one day. While this would entirely undermine the trust framework’s
marketplace for providers, from an instrumental perspective it is not immediately
clear that this would be a bad thing. As Louise Maynard-Atem put it, most citizens do
seem to want “one key that fits all locks”, and do not want to be managing multiple
identities with different providers. This was part of Verify’s problem. In other words,
the neoliberal idea of the “homo oeconomicus”, acting rationally in the marketplace, is
a fairytale’” (W Brown, 2015, p. 31). If an identity is a means to an end, then the ‘good
enough’ identity—like the ‘good enough’ bank account—will satisfice for many. And
acknowledging this means that one of the chief benefits of the marketised approach
falls away. Options introduce friction and duplication, for little benefit. And IdP
choice is not valuable if it does not meaningfully increase capabilities or functionings.

13 This certainly seems to be the view taken by World Bank’s Identification for Development (ID4D)
initiative, which has rolled out identity systems across much of the Global South (Beduschi, 2019).

% For the same reasons most people do not regularly switch bank accounts (Borgogno & Colangelo,
2020), we should not imagine them constantly changing IdPs.
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Consequently, it becomes much harder to justify a neoliberal marketplace for digital
identity provision.

Nevertheless, I think it is clear that the trust framework must be retained. One
Login should not be allowed to become a trust framework provider, let alone the sole
provider. This conviction partly stems from the aforementioned debates around
CBDCs, the OSA, DfE/DWP data-sharing, and voter ID, which illustrate the enduring
potential for identity-related state overreaches. And, once powers are given up, they
are hard to take back. Even if we happened to trust this particular government, then
ceding the means for state surveillance and identity-related control of things like
digital cash, browsing the internet, children’s data, and voting nevertheless seem like
risks liberals should not tolerate. Furthermore, if Labour are going to continue
expecting things like renting a house or starting a job—not to mention proving your
age for gambling, buying knives, or alcohol—to depend on identity checks, then
expanding One Login to work across the economy seems particularly undesirable.
The state does not need to know the identities of people doing these things, and nor
should it be involved in these transactions. Keeping these, and other, sensitive spheres
of private life separate from any hint of government oversight should therefore be
appealing to any liberal concerned with freedom from the state. Even if you or I might
have no qualms about using One Login to access these kinds of services, a large
minority of people will be less trusting of a governmental system, no matter how
privacy-preserving. And the trust framework’s providers can achieve much the same
outcomes without creating an all-encompassing state system—much as GDS no doubt
believe their solution would be better for users.

Counting against the trust framework, however, is the economisation of identity.
But I would argue this is tolerable so long as One Login is not involved. In the market,
after all, people are already consumers, so the moral quandary of consumerisation is
less acute. Citizens are literally buying services and products, unlike in the public
sector, where neoliberal logics have colonised political considerations of liberty,
justice, and citizenship (Habermas, 2005). While trust framework providers will thus
likely treat individuals” identities somewhat like commodities, evaluated and priced-
up according to the risks they pose to a business, this is a lesser concern. While
regulating the marketplace for private sector identities—to ensure people can do the
things they need to do, with dignity—will be important, the stakes are lower.
Monopolisation, exclusion, and the exploitation of people’s data are the main
outcomes that need to be headed-off to generate an acceptable scheme. But this is
precisely the point of the trust framework and its rules'®. Its specific prohibition

13 Of course, some providers may well decide not to get certified. But is there really much of a choice
around businesses using the trust framework? Given that marketplaces for digital identities have
repeatedly failed to take off, there is reason to think that this choice for businesses may be less obvious
than it seems. The public dialogue DSIT carried out is instructive here, as citizens were clear that they
were looking to government to set standards before adopting digital identity services (DSIT, 2024b).
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against using identity and attribute data for third-party marketing is one such
requirement that should be praised as positive for privacy and dignity (DCMS, 2022b).
But much more can be surely be done if an understanding of digital identities as
instrumental, positive goods becomes the scheme’s driving force. Careful regulation
will, for instance, be needed to avoid swapping state surveillance for corporate. Yet,
in principle, there is no reason to think people having multiple identities with different
providers is any worse than having numerous bank accounts. And it is hard to see
choices of consumer preference over different services as a bad thing'®.

7.5 Towards the Future

I have, thus far, described a state of affairs not too dissimilar to the status quo. I
have, however, made clear that both One Login and the trust framework should focus
on identity verification, not the creation of new, foundational identities, and that each
should remain constrained to their respective sectors. This was primarily for privacy
and legibility reasons, as creating a monolithic identity system stretching across the
entire economy was likely to dredge up centralisation and surveillance fears. Another
upside is that it has also helped avoid the economisation of citizenship, constraining
consumerisation to commercial contexts. But an ancillary benefit is that trust
framework providers can then provide a buffer between the government and wider
economy. This is necessary because there are not many trusted sources for identity
evidence. As Kaliya Young put it, “states are the anchors for people’s legal- and
paperwork-based identity”. Most institutions of any importance—banks, airlines,
solicitors, etc.—are accordingly unlikely to trust identities built on evidence that does
not stem from the state; and, indeed, are often explicitly regulated to this end.
Government, then, has an important role to play. It must continue to provide trusted
sources of evidence for proofing digital identities, and oversee the ecosystem of
providers. ButI have been clear that the state should do no more than this in the wider
economy. One Login should remain concerned with public sector use cases alone,

In other words, citizens say they are unlikely to use uncertified services. This will only be
compounded by the fact that accessing government data for the purposes of identity verification will
only be possible, as the Bill is currently written, for certified providers (DPDI, 2024). There is therefore
reason to think uncertified providers will be disadvantaged and find it struggle to compete, which
makes good governance of the trust framework all the more important. This, however, connects to a
related issue. In the Bill, DSIT has left scope for, with time, the governance body eventually becoming
an industry body (DPDI, 2024)—although the department has committed to staffing the organisation
with civil servants and keeping it internal for at least the next few years. Allowing industry to police
itself, however, does not strike me as effective, particularly if the trust framework becomes dominant
in the wider economy. Preventing corporate capture will thus again be vitally important. And my
recommendation would be that government retains its key role in governing the market.

3% Andrew Bennett, David Black, David Rennie, Joseph Spear and several off-the-record interviewees
all put this point to me.
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while trust framework providers function as a kind of firewall between government
data and private sector RPs.

Under this arrangement, the trust framework will help increase citizens’ freedoms,
reducing their reliance on outdated and insecure methods of identity verification,
without the state gaining inappropriate oversight. In cutting down on paper-based
avenues for identity theft and fraud, a significant limiting factor for human flourishing
across the economy can thereby be reduced. Yet the challenge is that such a split in
power—with two largely-separate spheres of life, governed by two different
systems—will require careful balancing. For instance, a stable solution will depend on
DSIT continuing with its genuinely open approach to policymaking. Otherwise,
government could lose sight of how evolving conditions in the private sector are
affecting citizens’ freedoms, or could fail to respond to providers’ changing needs.
And, now that GDS have merged with DSIT, they should ideally adopt a similar
approach. More closely involving civil society and other stakeholders can, after all, be
expected to help reduce their penchant for high-modernism—going beyond the
limited influence of advisory groups (GDS, 2023). But even though my
characterisation of the two schemes has thus far cleaved closely to the inherited
position, a few, larger changes are needed to ensure that I can arrive at a coherent
rationalisation. With these final three suggestions, I will accordingly diverge further
from the civil service’s current plans. The first is intended to prevent predictive
technologies from seeping into governmental identity provision. The second should
help address the enduring inclusion issues with both schemes. And the third attempts
to purge neoliberal values from both sides of British identity provision—for good.

7.5.1 The Risk of Prediction

My initial point of departure responds to One Login’s predictive potentiality. This
ambition still drives the programme: GDS have explicitly stated that they want being
logged-in to become the “default behaviour” of people browsing GOV.UK, so they
can track and algorithmically target users based on their browsing data (Jones, 2022).
If a user accesses information about marriage, for instance, One Login will
recommend they consider guidance about spousal tax benefits or wills. GDS may even
be able to pre-emptively notify users about, or even sign them up to, services or
benefits for which they are eligible. This is all intended to make GOV.UK more useful,
following in the algorithmic footsteps of the private sector ‘Big Tech’ giants; Alphabet,
Amazon, Meta, Microsoft, and X (previously, Twitter). But it is by no means
uncontroversial. Rendering user needs transparent to the state, all tied to a persistent,
unique identifier, is key to offering this kind of personalised experience. And pockets
of the public are clearly concerned; responses to last year’s consultation on the issue
were overwhelmingly negative!*—three-quarters of in-scope responses disagreed

10 Vide supra—discussion of the DEA in footnote 127.

179



A Liberal Political Philosophy of British Digital Identity Systems

that GDS’s predictive system would “improve or target a service to individuals”,
“provide them with a benefit” or “improve the[ir] well-being” (Cabinet Office, 2023).
And only a shockingly-low 2% thought the changes were likely to achieve these goals.
People’s main worries were “the erosion of data privacy and protection, data security
against cyber attacks and a general mistrust in government use of personal data”
(Cabinet Office, 2023). And, for most respondents, these risks outweighed any
potential upsides.

Whether or not such worries will come to a head remains to be seen. But I think
we already know enough to think there may be cause for concern. It is relatively easy
to draw from existing research evaluating Big Tech’s development of these predictive
capabilities. There is much to appraise here, but the short version begins with
recognising that, over the past few decades, we have witnessed the ‘datafication” of
vast swathes of human action and experience (Mayer-Schonberger & Cukier, 2013).
During this time, people’s actions online have been recast as resources for data-
generation (JEH Smith, 2022; Zuboff, 2019). Using Big Data analytics, machine
learning, and other artificial intelligence techniques, the dominant technology
companies claim to be able to infer our characteristics and interests from the masses
of data they collect to build highly detailed user profiles (Couldry & Mejias, 2019).
Likewise, though less well-known, companies like Palantir, Cambridge Analytica,
and Faculty Al have brought these techniques to bear on politics and the public sector.
In both contexts, algorithmic profiling is said to provide meaningful insight into what
populations are thinking and feeling, with the promise that these predictions can then
be converted into influence, either via ‘nudges’ or outright coercion (Burr &
Cristianini, 2019; Yeung, 2017). Whether or not this is true, global markets have
generously rewarded companies with the expertise to solicit, refine and monetise all
this data (Elyverbom, 2019, p. 8). And all of this can, at least in principle, be
extrapolated to GDS'’s attempts to build a similar predictive system—raising new
normative risks for the programme, beyond those linked to identification alone.

I am certainly wary of these algorithmic technologies being adopted by the state.
First, such algorithms have been repeatedly shown to encode bias and discrimination
if poorly trained (Noble, 2018; Véliz, 2021). Second, in terms of liberty, there is
something deeply uncomfortable about governments profiling citizens to influence
behaviour (Sezetra, 2019; Yeung, 2018). At the extreme, Western fears about China’s
attempts to create the “perfect citizen’ via social credit systems provide a useful
bogeyman (Orgad & Reijers, 2021). This is straightforward coercion of the kind that
few liberals, of even the most positive variety, would countenance. In a liberal
democracy, after all, personal autonomy is a “cardinal moral value” (MacKenzie, 2008,
p. 512). And seeking to control individual behaviour via surveillance is not easily
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reconciled with an appreciation for such autonomy'!. But if companies carrying out
this kind of profiling could weaken democracy and reduce liberty, then governmental
attempts should cause far greater alarm. After all, it is one thing for private companies
to have this level of insight into our lives, but it would be quite another for the state
to employ these techniques, given its monopoly on the use of violence. For one, we
can somewhat meaningfully opt-out of interacting with Big Tech’s products, but
avoiding the state is all-but impossible. One Login, additionally, would not only be
profiling us, but taking the further step of tying this information to our formal, legal
identities. This will likely make us far more transparent and legible to the state—
breaking down the boundaries between our algorithmically-inferred identities and
digital identities proper'*? (West, 2019).

At the very least, such a development would take us well beyond the panopticism
that identity cards could have realised. The surveillance that can be performed when
people are not only formally identified, but their needs and emotions inferred by
algorithmic profiling, is uniquely invasive—such systems can, at least in theory, see
past what human analysts could to expose subtle patterns and correlations which get
at our deeper selves (Cohen, 2012, p. 1919). Yet, on the flip side, the dystopic potential
of such systems is not guaranteed. There are also some potentially positive reasons to
adopt predictive technologies in government. For instance, Jacob Sparks and Athmeya
Jayaram (2022) have suggested that automation could remove arbitrary and
discriminatory human decision-making from public services delivery. As they
contend, algorithmic systems could actually increase freedom, even equality, by
limiting bureaucrats’ scope for selective application of the rules. Overall, though, I
suggest there remains cause for caution. A future in which a GDS algorithm can make
opaque decisions about, say, an individual’s welfare payments—based on purported
changes to their employment status inferred from their GOV.UK interactions—
certainly makes new room for algorithmic upset'®’. And, by removing humans from
the decision-making chain, there may well also be less means for recourse. Without
the opportunity to argue with a caseworker who can rationalise a decision, citizens
could be left facing ‘computer says no’” answers due to a lack of informational
transparency (Bovens & Zouridis, 2002; de Laat, 2018). The risks just do not seem
worth it. Consequently my first proposed change would be to nix GDS’s predictive
ambitions and keep the programme focused on identity verification alone.

11 As philosopher Carisa Véliz (2024c, p. 188) has argued, because autonomy is weakened by
algorithmic manipulation of individual behaviour, through the constraint of options, then “so is the
democratic ideal.”

142 The Communist Party’s genocide of Uighur muslims relies on digital identity systems enhanced by
machine learning techniques (Andersen, 2020).

3 If this seems outlandish, remember that such functions do tend to creep; systems initially limited to
one purpose have a habit of expanding into new areas over time, often exceeding the bounds of what
we might have accepted with forewarning of the eventual outcome.
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7.5.2 Solving for Inclusion

My second alteration would be intended to address the pervasive exclusion
problems that both One Login and the trust framework still face. There are multiple
ways this could proceed. One approach, as a senior civil servant pointed out to me,
begins with recognising “we do not have a right to identity in the UK”. Unlike
countries with identity cards, the British state currently faces no obligation to provide
citizens with means of verifying who they are in the offline world, let alone online.
Yet an overwhelming number of my interviewees thought this should change. And,
beyond a right to civil registration (Szreter, 2007), the right to a formal, digital identity
could certainly be one way to tackle exclusion. As Benjamin Welby argued, “nobody
should be denied the ability to get [an identity], which I suppose makes it a right.”
But, in the absence of a mandatory register, what would delivering such a right mean
in Britain? After all, state systems like One Login and Government Gateway are
already freely available to any citizens with adequate identity evidence. And all
currently-certified trust framework providers pursue a ‘free at the point of service’
model. Even if the market did start charging people to use their identities, what would
a new right change? Perhaps a solution could involve government operating as what
Nick Mothershaw calls a “provider of last resort” under the trust framework. In other
words, the state would guarantee services to those people it is otherwise
uneconomical for businesses to service—supporting those whose identities are more
difficult to proof.

Many interviewees thought some variation of this concept would help, and that
government should play such a role. Guy Herbert, for instance, contended that a right
to digital identity was “nonsensical except in the sense that there ought to be an official
agency or quango charged with doing that, perhaps semi-detached from government”.
Yet I do not think this is a desirable outcome. One obvious drawback is that it would
entirely undermine the trust framework’s fledgling marketplace—governmental
identity provision would make a mockery of market pricing. As Adam Cooper noted,
“You can't really compete with government; they’re always going to have a better
chance of getting things done, because they can either legislate you out of competition
or they can outspend you.” Providers currently charge RPs when verifying an identity
to a particular level, and although government could likewise levy a price from RPs
when providing a ‘last resort” service, this would evidently skew the market—not
least as government would not necessarily need to make much, if any, profit. Add to
this that government would be regulating an industry it was participating in, and it is
hard to see how a fair and stable market would develop. This was Nick Mothershaw’s
main concern. But I think a larger concern is that this would, by the backdoor, also
bring back just the sort of governmental oversight I have already ruled out. Not only
this, but that oversight would only be affecting the already-disadvantaged,
simultaneously bringing back the potential of service discrimination based on
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provider'**—while such groups are already more likely to be subjected to surveillance,
data misuse, and other privacy invasions in the first place (Véliz, 2024a, p. 194).

All this aside, we must acknowledge a more fundamental point: that neither
establishing a provider of last resort nor giving people the right to an identity actually
solves the underlying issue. The problem, in reality, is that both One Login and the
trust framework largely rely on photo IDs. The true bottleneck is consequently GPG
45—the guidance which underpins the programmes. And, while a variety of evidence
can be accepted under GPG 45, achieving higher levels of confidence generally
requires a passport, driver’s licence, BRP, or equivalent international documents
(DSIT, 2024a). However, as we know, a corollary of this is the necessary exclusion of
those who cannot afford or do not otherwise possess such photo IDs. And this is not
simply solved by mandating a right to an identity, nor delivering identity services via
the public sector. Thus far, the only fixes we have discussed involved data-sharing
and greater access to government data. For trust framework providers, as discussed,
powers in Labour’s Digital Information and Smart Data Bill could theoretically help
boost inclusion, one day, by getting additional identity and attribute data out of
government. And we know GDS are pursuing a similar solution under the Digital
Economy Act 2017. But both of these data-based fixes are, as mentioned, promissory.
The technical architectures needed have not been built, with most departments still
stuck with systems in need of modernisation before such data could be shared and
utilised for identity proofing. I am therefore not convinced this option is sufficient—
though it should still be pursued in case it can one day help deliver better inclusion
outcomes.

In the meantime, a more effective fix is readily available. And, rather than
numerous departments needing to build out novel digital identity and attribute
infrastructure, taking on novel liability for data they would be newly sharing, it would
instead involve departments that are used to handling identity evidence simply
enhancing their existing capacities. In the short-term, this feels far more realistic. I see
two possible avenues. First, equipping DVLA with the capacity, which they have long
trailed, of issuing mobile driver’s licences (mDLs) (DVLA, 2021)—essentially,
digitised versions of normal licences—and, more unusually, then liberally
distributing these to any citizen who wants one, for free. Many countries, like America,
have already gone down a similar route, issuing physical ‘non-driver’s driving
licences” to people who lack identity evidence to get them through the door (c.f.
AAMVA, 2020). The reasoning here is that, if maintaining GPG 45’s robust standards
requires photo IDs, then why not just issue more photo IDs? Of course, this would not
be hugely dissimilar to people applying for provisional licences when they have no
intention of learning to drive. The difference is that the associated cost would need to
be removed, and the provisional scheme would need to be extended to any individual

144 This, as you will recall, was David Rennie’s concern with a hub-less design for Verify.
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that wanted access. Yes, DVLA would need additional funding and support to handle
such an expansion, but this would no doubt be easier and cheaper than equipping
multiple departments, like DfE or the NHS, with whole new digital identity
credentialing capacities.

The only drawback, according to one senior civil servant, is that DVLA'’s proofing
processes are not the most rigorous. Consequently, I think a better option could
actually be for HMPO to freely issue people with some kind of digital travel credential.
While no process is foolproof, HMPO's is certainly more rigorous than DVLA’s, which
is why this would be preferred. HMPO also already support inclusion-friendly
methods such as social vouching to get people without sufficient documentation
access to passports (HMPO, 2024). And there would be no associated risk of people
travelling illegally—the digital passport could be constructed in such a way that it
could record who had permission to travel, and would update in realtime. With either
of these options, however, utilising the identity binding infrastructure already
provided by One Login would allow this novel digital evidence to readily form the
basis for identity verification processes that are more robust than the paper-based
checks we currently rely on. With GDS helping ensure that the correct credential was
bound to the rightful owner’s digital identifier, this data could then be released from
government and used to help verify identities across the public and private sectors.
And, as international standards for both mDLs and digital travel credentials have
already been developed, this route would be relatively cheap and straightforward to
implement when compared with many of the other options for increasing the
population coverage. As one civil servant working on identity agreed with me, “it is
going to be more cost-effective to help [people] get a passport or a driving license and
then use that to create digital identity.”

The risk here is that the appropriateness problem could reemerge. Passports and
driver’s licences are not, as we know, designed as identification documents per se, so
should not be used as such in the wider economy if it can be helped. But this solution
sidesteps that problem, retaining digital credentials as mere evidence for an identity,
rather than identification itself. The actual digital identities individuals would be
equipped with would be created under either One Login or the trust framework using
this evidence—replete with all the anti-fraud and identity verification measures built
into both schemes. The resulting identities would accordingly be proofed to a far
higher standard than those generated by most existing systems, while benefitting
from far better inclusion outcomes. A relatively minor investment from government
in providing free mDLs and / or digital passports could thereby open the door to a far
more equitable system—addressing the inclusion problem at its root. And, as a result,

145 David Black told me it is possible for some fraudsters to “spoof you enough to be able to go to [...]
get a passport issued in your name.” Fraudulently obtained genuine documents do exist. But HMPO'’s
systems are more rigorous than DVLA’s.
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this solution would open up the benefits of digital identity provision to far more
people. The ability to do things digitally, across the entirety of the economy, would
thereby be extended—while those who, for whatever reason, did not feel comfortable
or able to do so would face no obligation to take part. I think this genuinely represents
the best of all worlds in terms of a realistic compromise, oriented towards maximising
liberty and inclusion within the realms of the possible. It accordingly represents
Labour’s best chance of finally meeting Chango’s (2022) terms and properly digitising
identity provision in Britain.

7.5.3 Identity Under Labour

This brings us to my final suggested revision—a response to the remaining, albeit
much-lessened, economisation of citizens’ identities that remains under the trust
framework. While the changes I have already proposed would move us away from
the Conservative’s neoliberal reimagining of the consumer-citizen, some degree of
consumerisation in the wider economy would persist under current proposals. Now,
it may be that this is not a pressing concern. Free enterprise and participation in a
market-based economy have long been staples of British liberalism. And I certainly
think that providers who meet the trust framework’s rules on a for-profit model
should be welcome to continue offering their services. But encouraging one final
change to the landscape could take us towards a more Labour-coded outcome. The
idea would go something like this. Rather than a marketplace of competing providers,
the trust framework should be better conceived of as an ecosystem of different services
operating under different funding models. Some may well operate for profit, but I
think that others could—and perhaps the majority should—operate instead under the
co-operative model. This essentially extends the case Dan Hind (2019, p. 24) has made
for a ‘British Digital Cooperative’, which would “be established by Parliament as a
public cooperative whose members are the citizens and residents of the United
Kingdom”, managed “jointly by its workforce and by the public”. Rather than the
trust framework advancing industry’s values, the idea is essentially to replace these
with the people’s values, as served by a new kind of identity provider—or even
multiple such providers. After decades of neoliberal, top-down central planning, not
to mention marketisation, why not let the people have more of say about their
identities and how they are managed?

Co-operatives have a long history, and are essentially British. They have their
roots in the working-class labour movement of the nineteenth century, where their
primary function was not to make money, but rather to “promote and serve the
interests of [...] members” at a time of economic hardship (Robertson, 2016, p. 1).
Although originally focused around communities working together to exchange,
source, and sell “basic provisions”, the movement soon expanded, and “developed
collective resources to meet a range of social and economic needs” (] Wilson ef al., 2013,
p. 274). Through collaboration, co-operatives sought to equip their members with
something like a basket of primary goods, or the materials and support needed to
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realise their capabilities, anchored in ideas of the community and reciprocity—each
member was a stakeholder is the good of the community. Even today, the Co-
operative Group provides banking, insurance, funeral care, mobile phone packages
and, of course, food and drink—as well as distributing a yearly dividend to all
members, splitting a portion of the group’s profits (Co-Operative Group, 2010). The
model’s utility for tying adequate identification to the promotion of positive liberty
should thus be evident. And, as mentioned, Hind has already proposed a more
general co-operative for the digital realm, envisaging a competitor to Big Tech
operating under the model. The intellectual resources are therefore ready and waiting
to be transposed to digital identity. The result would be new identity providers,
premised upon democratic participation and oriented towards meeting citizens” and
residents’ identity-related needs—without profit as the primary goal.

Consequently, this final proposal could offer a way to satisfy the views professed
in the Lord Ashcroft polls, without nationalising British identity providers'*. Services
in the private sector could remain privatised, but would, at the same time, now need
to compete with an alternative that belonged to the people—offering a novel way to
crowd the market out of an area of life that has become centrally important to
exercising liberty and flourishing in twenty-first century Britain. Perhaps this would
end up merely replicating other regulated markets, much like what we today see in,
say, banking or the utilities sector. After all, the Co-Operative Group already competes
with for-profit providers in both these spaces. But pursuing such non-commercial
solutions, Wolff contends, has the twin benefits of not only making “a normal range
of fulfillments available to a broader range of people”, who might not otherwise be
able to afford them (Wolff, 2011, p. 185), but, additionally, can promote greater social
solidarity, thereby reducing the desire to ask questions like ‘what’s in this for me?’
that can so damage the public sector (Wolff, 2011, p. 189). For liberals, this proposal
would thus push us towards a more egalitarian understanding of individual identity
needs, while also shoring-up a non-commercial version of citizenship. And all of this
would be achieved under a model of collective enterprise that promotes the
betterment of society and the needs of stakeholders, not shareholders (Borkin, 2019).
For Starmer’s Labour Party, the opportunity to fertilise a uniquely-British take on
digital identity provision—with a five-year runway to seed this new business model,
start issuing digital credentials to solve for inclusion, and scrub predictive ambitions
from One Login’s roadmap—should accordingly be considered.

146 This also links to recent attempts to flesh out a kind of digital public infrastructure (c.f. Zuckerman
2020), and would build on the popular notion of identity as the “missing layer” of the internet
(Cameron, 2005).
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Chapter 8.

Concluding Remarks

“[TThe move to computerize and digitize means that many preexisting cultural forms have
suddenly gone liquid, losing their former shape as they are retailored for computerized
expression. As new patterns solidify, both useful artifacts and the texture of human
relations that surrounds them are often much different from what existed previously”

— Langdon Winner (1997)

This thesis has argued that a liberal-theoretical perspective can help resolve the
interlinked normative concerns that have, for decades, clouded national digital
identity policy in Britain. These closing remarks summarise my contributions, present
some reflections on the project and its limitations, as well as suggest avenues for future
research.

As you will recall, we began with the recognition that we are in the midst of an
identity revolution, driven by monumental changes around how we communicate
and interact. In just three short decades, internet use has exploded, connecting the
world and enabling new forms of social and economic cooperation (EA Whitley &
Hosein, 2010, p. 3). The internet, though, was not built with identification in mind
(Cameron, 2005). The assemblage of paper documents and processes that previously
sufficed has therefore struggled in a world of remote exchanges. Rates of fraud and
identity theft have soared, while normal people have struggled to keep up. What is
worse, people who were already excluded have been left to fall further behind. But
we also uncovered deeper concerns, underlying these more practical issues, to do with
the nature of the state and its relationship to modern citizens.

In light of Britain’s unique struggles with identification, I have therefore
constructed a novel, liberal framework to diagnose these issues—the first such
rationalisation of historical identity systems in political-philosophical terms. With this
in hand, I then evaluated contemporary schemes and, ultimately, justified a series of
changes to One Login, the trust framework, and the provision of digital credentials
that would, I argued, together facilitate a more coherent way forward.
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8.1 Findings and Recommendations

Following the scene setting of PART I, each subsequent chapter of this thesis has
detailed one era of digital identification policy, and usually one identity system. The
exception is Chapter 4, which was wider in scope. Here, we evaluated how the British
state increasingly interfered with people’s liberties over the course of the twentieth
century. As nation-states defined themselves on the global stage, Britain exerted
newfound control at home—particularly at the borders—and showed it was not afraid
to use analogue identification systems to filter, socially sort, and discriminate. Using
techniques refined abroad, British subjects were made centrally legible for the first
time. At times of "total warfare’, such interferences were begrudgingly tolerated
(Higgs, 2011, p. 119). But, following the conclusion of each World War, central
identification was swiftly rejected—even though some of the associated changes for
public administration would live on.

Sweetening the deal, however, the social contract was also reimagined, bringing
universal healthcare and social security to millions. And any reduction in negative
liberty was more than justified by the increase in living conditions and equality that
followed, much to the annoyance of some libertarians. As subjects became citizens, a
more positive version of liberty therefore came to the fore. Focusing on particular
technologies—seals, papers, or computers—would not have revealed the inherently
political impacts of these changes. It was liberal theory that helped highlight how
identity systems were used by the state to ‘know’” and manage Britain’s populations.

In Chapter 5, we then jumped forward to the early 2000s, and Britain’s first national
digital identity system. New Labour’s identity cards, backed by the NIR, elevated
many of the historical issues we had already covered to new heights. Most
concerningly of all, digitalisation could have enabled near real-time surveillance of
when and how people used their identities; a level of state insight that, despite a
growing narrative of securitisation, ultimately proved unacceptable. Although
identity cards could have made identifying, policing, and sorting the population
easier (Barnard-Wills, 2012, p. 134), New Labour’s proposed changes to the social
contract were accordingly rejected. Opposition messaging around the ‘nanny state’
cut through. While immigrants and residents would thus retain BRPs—and, in doing
so, become the only population in Britain with a foundational digital identity—British
nationals missed out on a solution that might have headed-off the inclusion issues to
come. But this chapter also reiterated that digitalisation is not necessary for
unacceptable state discrimination; as Windrush’s hostile tracking, democratic
exclusion, even deportation of legitimate citizens showed. As Rose (1999) had
identified years earlier, being able to demonstrate a legitimate identity had already
been made essential to exercising liberty and enjoying the full fruits of citizenship. The
modern state has therefore put the onus on citizens to prove who they are, and what
rights they have, even while it has failed to provide them with the means to do so.
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As this demonstrated, government still urgently needs secure ways to remotely
identify people. And, as more public services move online, the local, face-to-face
interactions that historically sufficed have become increasingly insufficient. Chapter 6
accordingly explored the promise of federating national identity. Contra identity
cards, where government had asserted itself as sole arbiter of formal identity, Verify
gave citizens a radical series of choices over their digital identity provision, much like
consumers in a marketplace, in collaboration with the private sector. Identity was thus
made just one more product amongst many. In doing so, this development
highlighted the limitations of a division between the public and private sectors that
liberals and surveillance/ service state thinkers have traditionally respected. Of course,
Verify also failed to address the inclusion issues of existing forms of identification,
thereby replicating these issues digitally. But the primary normative concern I raised
was how the programme imported neoliberal market logics to political considerations
of citizenship and access to public services. As I argued, although the scheme was
meant to increase liberty, giving users choices, it actually saddled citizens with a
much-impoverished understanding of freedom—reducing them to commercial, not
political, actors. I accordingly rejected the privatisation of the citizen-state relationship
and its intermediation by corporations, as the political dimensions of state identity
were being neglected.

In Chapter 7, we then finally turned our attention to the systems of today. I
suggested that the civil service appears to have learnt important lessons, though
warned that GDS’s techno-solutionism may persist. More positively, I praised One
Login for jettisoning the consumerisation of governmental identity provision, and
placing inclusion high-up on the agenda—even if it remains unresolved, for now. And,
while the trust framework retains some of Verify’s problematic aspects, and suffers
from the same fundamental inclusion issues as One Login, I nevertheless argued that
the scheme was also worth keeping. Reasserting a public/private split has certainly
helped.

With key normative concerns identified in prior chapters, though, it was relatively
straightforward to propose sensible revisions to modern systems, tackling each issue
in turn. An important first step was ruling out the conflation of digital and algorithmic
identities. I then proposed an answer to the inclusion problem involving the free
distribution of digitised credentials to those who lack sufficient identity evidence.
Whether it is HMPO or DVLA that takes up this mantle, this is one of the only ways I
could see to square the circle and avoid introducing another monolithic centralised
digital identity. Finally, I contended that promoting a co-operative model under the
trust framework could further limit remaining consumerisation concerns, while
ensuring citizens gain more of a say over who maintains their identities in a
characteristically Labour-coded way. Though we have not therefore ended up too far
from the inherited situation, these changes still add-up to a coherent, feasible solution
that improves upon the status quo.
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8.1.1 Reflections and Limitations

I began this thesis with a story about a demonstration in Oxford. While I doubt
many of the protestors mentioned at the outset would approve of my proposals, I
nonetheless stand by these recommendations for several reasons. First, I have aimed
to outline a realistic solution, one that iterates on the hand government has been dealt,
without rejecting digital identity systems outright. It is clear that such systems carry
many benefits, and are the increasingly-necessary foundation of the digital state.
While I am therefore saddened by the gradual displacement of interpersonal, social
relationships by administrative systems, I also accept that it is likely too late to return
to a Goffmanian utopia. The internet, and digital identities, are here to stay—and our
existing, analogue systems are evidently failing us. Second, and relatedly, I have been
highly critical of different digital identity systems’ various negative effects, and
sought to outline solutions wherever possible. I have argued that central oversight,
unjustified exclusion, and the economisation of the citizen-state relationship are all
particularly unacceptable. While I do countenance identity systems, I have thus made
sure to emphasise that these downsides must be addressed for a solution to be suitable
on a liberal basis. Finally, my novel conceptualisation of identities as a kind of
instrumental liberty—empowering people to realise valuable ends, and a necessary
part of modern life—should provide an important yardstick for judging any future
developments'¥’. While any equilibrium can be fleeting, liberals will always value
freedom; and this should help point the way forwards, whatever comes next.

As I will elaborate shortly, filling these gaps and making these recommendations
has only been possible due to my utilisation of an empirically-informed flavour of
reflective equilibrium. I think this is evident from the evolution in my thinking from
the earliest years of this project. Comparing where Chapter 7 ends up to the initial
position I outlined in Chapter 1, it is amazing how alien my foundational beliefs in
2019 now seem to me. Most notably, my faith in parts of government to deliver an
effective system has been thoroughly shaken; though I do think DSIT’s open-
policymaking approach provides reason for hope, if corporate views can continue to
be tempered by a concern for society at large. The sheer moral and political complexity
of the issues involved—the meaning of identification for liberty, the rampant
exclusion that existing systems perpetuate, and the inappropriate privatisation of
public identity services—have shown me my prior naivety. Although a mandatory
identity card system could theoretically solve these issues, I now see how a century of
cultural contestation makes alternative solutions far more desirable.

But, without strong Ministerial support and direction, I do still fear that aspects
of contemporary identity policy could remain tarred by the techno-solutionism and

147 Along these lines, I agree with Simon Szreter (2007, p. p81) that “Identity registration systems must
be created principally for the liberty and the use of private individuals, and not to serve the purposes
of commercial organizations or states”.
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high-modernist tendencies of the state. One Login is certainly at risk of this. And,
without a concerted effort to fix inclusion, twenty-five years of failure to get either a
centralised system or federated marketplaces off the ground could continue to define
British identity policy. The neoliberal promotion of marketplaces for their own sake
must therefore be ended, and focus put back on ensuring that citizens and residents
can actually do things—exercising a fuller kind of freedom—thanks to a functional
system.

Without the fifty-one interviews I conducted, I would never have been able to
develop anything like a holistically-informed understanding of the problem space. I
am therefore deeply indebted to my participants for all their time and expertise. But
there are always limits to what is possible. First, most of my fieldwork was completed
just over halfway through this project, by mid-2022. And while those conversations
had significant import, being able to conduct follow-ups in light of the changing
political context would have been one useful way to build an even more coherent and
robust equilibrium. Especially in light of the election, I wonder if the viable options
may have shifted, and whether this might have altered some of my discussions—
particularly with civil servants. Election aside, my own views also developed over the
project, and being able to revisit conversations once I had learned more would have
been hugely beneficial. Of course, practical limits on my time and funding meant I
missed out on many conversations that would no doubt have altered the final outcome.
I hope to speak to many more people down the line. Finally, it is also worth reiterating
that I only spoke to elites and experts in the identity space. While some of these people
were incidental users of the systems discussed, emulating Wolff and de-Shalit’s (2007;
2024) focus on talking to ‘normal’ people would no doubt have raised additional,
different considerations. Although I do discuss this in Chapter 3, it remains a
possibility to explore in the future'.

On the topic of methods, it is worth saying just a few more words about reflective
equilibrium. Elsewhere, I have argued that the method requires a twenty-first century
update if it is to remain relevant and achieve widespread actual usage (CH Smith
2023). In the paper, I contend that certain digital tools provide us with better ways to
construct and share equilibria, taking seriously the inherent reproducibility of digital
data. In short, I urged theorists to begin publishing their digital reflective equilibria (DRE)
in their entirety, online, so that others could explore this justificatory content
accompanying their work themselves. I originally thought I could at least attempt to
demonstrate the value of constructing DRE in this project. While fully realising these
proposals would have required cooperation from journal publishers or the

148 One particularly interesting area to explore would be biometrics, which seem to have become far
more acceptable, despite the traditional historical aversion to such technologies and techniques in
Britain (see Chapter 4). Understanding what has changed—whether it is features like TouchID and
FaceID on Apple Products, the rise of cameras in our pockets, or something else—by discussing these
issues with everyday users would be fascinating.
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University’s research archive, and so were far beyond the scope of this thesis, I did
anticipate being able to publish something like a digital map of the final equilibrium
I constructed for this project alongside the text of the thesis itself. Evidently, this was
not possible in the end. One expected methodological contribution I initially expected
to make—demonstrating the value in DRE with a practical example—was therefore
not achieved'.

8.2 Future Research

A thesis is, in part, an exercise in deciding what not to talk about. Over all my
interviews and readings,  have stumbled across many avenues that could not be fully
explored. Some of these would make fine extensions to the foundations I have
established here. In closing, allow me to therefore note a few of the most promising
topics. The first relates to a development we have already discussed at length—that,
as one pressure group has argued, digital identification relies on “complex systems
that can alter the relationship between the individual, the state, and all the companies
and agencies who are granted power in between” (Privacy International, 2020). I am
therefore pleased that I have been able to add some theoretical meat to the bones here,
linking digital identity systems to liberal arguments around the issues with
privatisation. I think the growing role of the private sector could do with more
sustained research, however. It is somewhat necessary, in political philosophy, to reify
the state. But, following Anderson’s (2017) lead, the assemblage of private and public
actors that increasingly add up to ‘the state’ needs careful consideration. As firms
potentially gain power and insight through digital identity systems, impetus emerges
for considering how IdPs” monetisation of this position might affect society at large.
While Big Tech has stolen the limelight recently, these much less-studied providers
are coming to manage an equally, if not more, sensitive package of data—and would
therefore be an interesting avenue for further research.

In addition to companies lessening the role of the state, we must also consider the
prospect of identities unbounded by the confines of the nation (c.f. Kakabadse et al.,
2009). What would it mean to use my British digital identity to prove my age in
America, or to buy a house in China? International interoperability is frequently
touted by government as a possible advantage of the trust framework (DCMS, 2023).
But, given the problems the standard model faces even within a country, how would

149 Although I did not manage to reconstruct a final DRE in time for submission, much of the work I
undertook for this project did follow the steps I outlined in (CH Smith, 2023). With sufficient time, a
reconstruction would therefore not be hard to complete. More generally, using digital tools to collate
judgements and principles from the literature, shape these into a developing whole, and then balance
these against views from my interviews, did prove to be eminently achievable. Many of the normative
insights made here only emerged through the coding process, which helped me find common threads
running through different interviewees” arguments. The DRE method consequently stands ready to
be tested and built upon.
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these scale to an international context? While people, like states, are physically
bounded, the internet is not—and so the dematerialisation of identity that we have
discussed raises some unique issues.

Additionally, while I have repeatedly said technology is not the most important
consideration in identity, I do acknowledge that technical developments have import
for both current systems and future research. On this point, it is worth noting that
several of my interviewees outright rejected both centralised and federated
architectures. One unusually-normative approach I considered but did not ultimately
discuss here was so-called ‘self-sovereign identity” (SSI) (Mattei et al., 2024). Several of
the experts I spoke to are influential in this space, and we explored the potential for
decentralisation as an additional architectural option. During the course of the project,
the related concept of verifiable credentials has likewise caught on (Sedlmeir et al.,
2021), in Europe but also with GDS. Nevertheless, I have not discussed SSI in this
thesis, though it is supported by the trust framework, as the approach seems to
undervalue the importance of institutional relationships in much the same way as
Cameron’s federated model'. With organs of the state remaining the most important
identity institutions for the foreseeable future, providing almost all of the valuable
identity evidence, it simply did not seem worth considering yet—without a
substantial change in philosophy from government.

The final road I wish to flag as worth exploring is theoretical. At this project’s
outset, I did not actually think I would be advancing a liberal argument, but rather a
neo-republican one'. The difference is nevertheless worth discussing. Republicans
are “broadly speaking progressive and liberal”, though they diverge from liberals in
a few key ways (Lovett, 2018). Most importantly, republicans believe that negative
freedom—freedom as non-interference—fails to capture the essence of freedom. They

150 To this end, one of the lessons I have taken away is that the standard model fails to recognise the
enormity of the challenge identity poses to important institutions, and especially the state. IdPs, as
imagined by Cameron, seem unable to deliver on their promises in many of the most vital contexts.
Identity rather appears to be in the eye of the RP, which must be satisfied that enough is known about
a data subject for it to manage the risks of interacting with them. “Adequate identification’ is therefore
not the sort of good or service that can be easily provided without significant levels of trust or
contracting between IdPs and RPs; it is, rather, a state that is defined by the RPs themselves, and so
not easily outsourced. The metaphor of reusable identity provision is consequently all wrong;
companies distributing ‘a’ canonical digital identity to each of us makes little sense without a
foundational state identity to build upon. Any RP facing real risks, like a bank, would therefore want
to know so much about the proofing and verification processes that had been pursed, and have an
audit trail, that it would somewhat defeat the point of outsourcing. This is especially true for
government. Why should the state trust that a company says somebody is who they say they are? As
I have suggested, “simply and safely” being able to “move verifiably true copies of important data
around” seems far more realistic as a model (5 Wilson, 2022a). Hence, my focus on digitised
credentials.

151 This has nothing to do with the American political party of a similar name which, in its current form,
certainly does not espouse the values of neo-republicanism.
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consequently reconceptualise liberty in terms of freedom from “domination” (Pettit,
1997, p. 31; Skinner, 2008, p. 90). In this sense, it is an individual or group’s arbitrary
capacity for interference in the life of another that has truly deleterious effects for their
liberty—paradigmatically illustrated by the master-slave relationship (Pettit, 1997, p.
22). In such situations, the mere possibility of domination, even if unrealised,
effectively constrains those with less power. Neo-republicans have accordingly linked
this insight to critiques of state mass surveillance' (Hoye & Monaghan, 2018, p. 349).
And I suspect that other digital governmental systems, including identity solutions,
might raise similar concerns, given republicans’ attention to structural and systemic
forms of power and domination.

Allow me to elaborate. At a state level, neo-republicans put in place constitutional
guarantees that individuals will be protected from both public and private
domination (PT Smith, 2020, p. 50). Citizens must be treated with equal respect and
have space to exercise their freedoms. If digital identity systems increase the potential
of any group (governmental or otherwise) for arbitrary domination over others, then
this would only ever be justified for republicans if that power can be suitably and
democratically controlled. China’s social credit system, for instance, would not be
justified, whilst Estonia’s far more transparent digital identity system might fare
better. But republicanism is also pragmatic: where a citizen has consented to outside
interference (e.g. institutions like the courts), it poses no threat to their freedom
(Casassas & De Wispelaere, 2016, p. 285). If citizens decided that digital identity
systems served the common good, then republicans could comfortably accept the
(suitably-bounded) interference that increased identification might pose. Republicans
would simply demand that such systems support the equal participation of all in a
society, asking who is deemed worthy of political inclusion and respect. Similarly,
because many modern republicans reject neoliberal free market “ideology”, and see
markets as tools for domination, the notion of a marketplace for identities would be
treated with extreme scepticism from the off (Casassas & De Wispelaere, 2016, p. 286).

While liberalism can ground similar critiques, I am minded that the tools offered
by neo-republicans could have left less space in the first place for many of the issues
we have seen plague identity systems in Britain. Verify, as we know, consistently
failed the poorest in society, limiting access to the very benefits that form the
‘economic floor” of a republican society (Casassas & De Wispelaere, 2016). And a
marketplace model would have likewise been ruled-out almost immediately. In line
with the more positive version of liberty I outlined in the last chapter, then, republican
freedom seems to capture something about how to tame the unblinking eyes of
pervasive digital systems—and ensure they are put towards the common good rather
than the needs of the state or corporations alone. While the literature is still young,

152 Imagine a slave invited to speak ‘freely’ in the Roman forum. Evidently, their master’s presence
would effectively limit them, whether or not they were actually interfered with.
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and republican attention to the digital dimensions of statehood particularly fledgling
(c.f. Susskind, 2022), I do think there is much to draw on here that would add value to
a normative critique of identity systems. While Britain is not a republican nation, so
the approach would have been less suited to this context, a neo-republican analysis
would still be a fascinating extension or complement to the liberal rationalisation I
have put forward here.

Regardless, digital identification looks set to remain a ‘live” political issue. And,
until it is resolved, I hope more academic attention—from numerous perspectives—
can continue to help widen my reflective equilibrium, and thereby inform the small
role I now play in setting British digital identity policy. I certainly still have much to
learn.
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