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Abstract

Detecting test-time distribution shift has emerged as a key capability for safely deployed machine learning models, with the
question being tackled under various guises in recent years. In this paper, we aim to provide a consolidated view of the two
largest sub-fields within the community: out-of-distribution (OOD) detection and open-set recognition (OSR). In particular,
we aim to provide rigorous empirical analysis of different methods across settings and provide actionable takeaways for
practitioners and researchers. Concretely, we make the following contributions: (i) We perform rigorous cross-evaluation
between state-of-the-art methods in the OOD detection and OSR settings and identify a strong correlation between the
performances of methods for them; (ii) We propose a new, large-scale benchmark setting which we suggest better disentangles
the problem tackled by OOD detection and OSR, re-evaluating state-of-the-art OOD detection and OSR methods in this setting;
(iii) We surprisingly find that the best performing method on standard benchmarks (Outlier Exposure) struggles when tested
at scale, while scoring rules which are sensitive to the deep feature magnitude consistently show promise; and (iv) We conduct
empirical analysis to explain these phenomena and highlight directions for future research. Code: https://github.com/Visual-
Al/Dissect-OOD-OSR

Keywords Out-of-Distribution Detection - Open-set Recognition

1 Introduction this task. In fact, both tasks explicitly tackle the setting in

which multi-way classifiers must detect if test samples are

Any practical machine learning model is likely to encounter
test-time samples which differ substantially from its training
set; i.e., models are likely to encounter test-time distribution
shift. As such, detecting distribution shift has emerged as a
key research problem in the community (Scheirer et al., 2013;
Hendrycks & Gimpel, 2017; Liu et al., 2020). Specifically,
out-of-distribution (OOD) detection (Hendrycks et al., 2019;
Sun et al., 2021) and open-set recognition (OSR) (Chen et
al., 2020, 2021) have emerged as two rich sub-fields to tackle
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‘unseen’ with respect to their training set, with a variety of
methods and benchmarks proposed within each field. OOD
detection methods test on images which come from different
datasets to the training set, while OSR methods are evaluated
on the ability to detect test images which come from differ-
ent semantic categories to the training set. Research efforts
in both of these fields largely occur independently, with little
cross-pollination of ideas. Though many prior works have
recognized the similarity of the two sub-fields (Vaze et al.,
2022; Tran et al., 2022; Yang et al., 2024; Salehi et al., 2021),
there has been little benchmarking to understand the under-
lying similarities and differences between them.

In this study, we investigate the detection of distribution
shifts, with a focus on exploring and analyzing OOD detec-
tion and OSR methods and benchmarks. Our aim is to gain a
comprehensive understanding of the underlying similarities
and differences between these two tasks. We perform rigor-
ous cross-evaluation between methods developed for OOD
detection and OSR on current standard benchmarks, finding
that methods which perform well for one are likely to per-
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form well for the other (Sect. 3). We experiment both with
methods which require specialized training strategies (e.g.,
Outlier Exposure (Hendrycks et al., 2019) (OE) and ARPL
(Chenetal., 2021)) as well as different post-hoc scoring rules
(e.g., MSP (Hendrycks & Gimpel, 2017), MLS (Vaze et al.,
2022) and Energy (Liu et al., 2020)). We thoroughly evalu-
ate all methods on both standard OOD detection and OSR
benchmarks, after which we find that OE achieves almost
saturating performance on the OOD detection task and also
obtains state-of-the-art results on the OSR task. We further
find that the scoring rules which are sensitive to the magni-
tude of the deep image embeddings (like MLS (Vaze et al.,
2022) and Energy Scoring (Liu et al., 2020)) show the best
performance across tasks and datasets.

Next, we propose a reconciling perspective on the tasks
tackled by the two fields, and propose a new benchmark to
assess this (Sect. 4). Specifically, we propose a new, large-
scale benchmark setting, in which we disentangle different
distribution shifts, namely semantic shift and covariate shift,
that occur in OOD detection and OSR (see Fig. 1). Though
these concepts have been discussed before (Hendrycks et
al., 2021; Tian et al., 2021), the standard large-scale bench-
marks in OOD detection have not adequately separated them.
For example, semantic shift and covariate shift simulta-
neously occur when detecting OOD samples from Places
using pre-trained ImageNet models. We propose a conceptual
framework to understand them and further propose large-
scale evaluation settings, including for pre-trained ImageNet
models. For example, to isolate semantic shift on Ima-
geNet, we leverage the recently introduced Semantic Shift
Benchmark (SSB) (Vaze et al., 2022), in which the origi-
nal ImageNet-1K (Russakovsky et al., 2015) is regarded as
‘seen’ closed-set data while ‘unseen’ data is carefully drawn
from the disjoint set of ImageNet-21K-P (Ridnik et al., 2021).
For covariate shift, we leverage ImageNet-C (Hendrycks &
Dietterich, 2019) and ImageNet-R (Hendrycks et al., 2021)
to demonstrate distribution shift with respect to the standard
ImageNet dataset. Furthermore, to account for the tension
between being robust to covariate shift (also known as OOD-
generalisation (Sagawa et al., 2019; Ye et al., 2022)) and
being able to detect the presence of it, we further introduce
a new metric ‘Outlier-Aware Accuracy’ (OAA).

Finally, we examine SoTA OOD detection and OSR meth-
ods on our large-scale benchmark to validate whether the
findings on the standard (small-scale) datasets still hold on
our consolidated large-scale evaluation. Through large-scale
analysis, we surprisingly find that OE struggles to scale
to larger benchmarks, while the magnitude-aware scoring
rules, especially MLS (Vaze et al., 2022), still show promise.
We further provide empirical insights by analysing the rep-
resentations extracted by different models under different
distribution shifts. Our analysis suggest that the strong per-
formance of OE on existing benchmarks is largely attributed
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Fig.1 Semantic shift versus covariate shift. We systematically perform
cross-evaluation between SOTA methods for OSR and OOD detection
and propose a large-scale benchmark setting in which we disentangle
the tasks tackled in the two fields, proposing that they tackle semantic
shift (x-axis) and covariate shift (y-axis) respectively

to the fact that the auxiliary OOD data used for training has a
distribution overlap with the OOD testing data (as measured
by distances in feature space). Meanwhile, we find that it is
not straightforward to find auxiliary OOD data which reflects
the range of possible distribution shifts with respect to large-
scale datasets. We believe there are still many open questions
to be answered in the shared space of OOD detection and
OSR, and hope the findings in our work can serve as a plat-
form for future investigation.

2 Related Work
2.1 Open-Set Recognition

Previous work (Scheirer et al., 2012) coins ‘open-set recog-
nition’, the objective of which is to identify unknown classes
while classifying the known ones. OpenMax resorts to Acti-
vation Vector (AV) and models the distribution of AV's based
on the Extreme Value Theorem (EVT). Recent works (Ge et
al., 2017; Neal et al., 2018; Kong & Ramanan, 2021) show
that the generated data from synthetic distribution would be
helpful to improve OSR. OSRCI (Neal et al., 2018) gener-
ates images belonging to the unknown classes but similar to
the training data to train an open-set classifier. Kong and
Ramanan (2021) adversarially trains discriminator to dis-
tinguish closed from open-set images and introduces real
open-set samples for model selection. Prototype-based meth-
ods (Chen et al., 2020, 2021) (i.e., ARPL / ARPL+CS)
adjust the boundaries of different classes and identify open-
set images based on distances to the learned prototypes of
known classes. MLS (Vaze et al., 2022) uses maximum logit
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scores rather than softmax scores to maintain the magnitude
information.

2.2 Out of Distribution Detection

The goal of OOD detection is generally specified as identify-
ing test-time samples coming from a ‘different distribution’
from the training data. Hendrycks and Gimpel (2017) formal-
izes the task of out-of-distribution detection and provides
a paradigm to evaluate deep learning out-of-distribution
detectors using the maximum softmax probability (MSP).
A test sample with a large MSP score is detected as an
in-distribution (ID) example rather than out-of-distribution
(OOD) example. ODIN (Liang et al., 2018) and its learnable
variant G-ODIN (Hsu et al., 2020) add adversarial perturba-
tions to both ID and OOD samples and employ temperature
scaling strategy on the softmax output to separate them. Liu
et al. (2020) proposes the energy score derived from the logit
outputs for OOD uncertainty estimation. Sun et al. (2021)
rectifies the distribution of per-unit activations in the penul-
timate layer for ID and OOD data. GradNorm (Huang et
al., 2021) calculates gradients by backpropagating the KL
divergence between the softmax output and a uniform dis-
tribution, assuming that the magnitude of gradients is higher
for ID data than that for OOD data. ASH (Djurisic et al.,
2023) removes a large portion of the activations based on
the pth-percentile of the entire representation at a late layer.
The remaining activations are utilized to calculate an energy
score for OOD detection. SHE (Zhang et al., 2023) quanti-
fies the dissimilarity between the ID training samples from
each category and the testing samples based on the features
extracted from the penultimate layer of the model. This dis-
similarity is then used as the score to judge whether a testing
sample is OOD or not. Outlier Exposure (OE) (Hendrycks et
al., 2019) and GradNorm (Huang et al., 2021) both design a
loss based on the KL divergence between the softmax output
and a uniform probability distribution to encourage models to
output a uniform softmax distribution on outliers. The former
leverages real OOD data for training while the latter directly
employs the vector norm of gradients to perform uncertainty
estimation.

2.3 Relations Between OOD Detection and OSR

Prior works discuss the separation between covariate and
semantic distributional shift (Tian et al., 2021; Ahmed et al.,
2020; Deecke et al., 2021; Yang et al., 2021). Tian et al.
(2021) discusses separately detecting covariate and concept
distributional shift on small-scale datasets (i.e., CIFAR-
10/100). However, similarly to Vaze et al. (2022), we suggest
that small-scale datasets with no explicit taxonomies (like
CIFAR) are not well suited for defining semantic shift. As
such, we aim to build a large-scale benchmark with a clear
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underlying taxonomy. Hendrycks et al. (2021) introduces
ImageNet-A (i.e., collections of natural adversarial exam-
ples) and ImageNet-O (i.e., samples of held-out classes from
ImageNet-21K) for robustness evaluation and unseen classes
recognition, while (Ahmed et al., 2020) curates a set of arti-
ficial datasets to disentangle the evaluation of non-semantic
distributional shift and semantic-shift. However, they focus
more on achieving robustness to non-semantic distributional
shift and do not develop cross-evaluation between state-of-
the-art methods in the OOD detection and OSR settings.
Deecke et al. (2021) treats both semantic and non-semantic
tasks in an anomaly detection (AD) paradigm and applies
popular AD methods to them on CIFAR10. Our work explic-
itly explores the relation between OSR and OOD detection
tasks, and verify the effectiveness of respective popular meth-
ods in each field. Two surveys (Yang et al., 2024; Salehi et al.,
2021) summarize a number of approaches within the OOD
detection and OSR settings, along with anomaly detection
and Novelty Detection. Kim et al. (2021) constructs a uni-
fied benchmark to verify existing OOD detection methods,
delineating ‘far-OOD’ and ‘near-OOD’. Meanwhile, Xia and
Bouganis (2022) rethinks the importance of ID misclassifica-
tions in the OOD context and examines different approaches
on selective classification in the presence of OOD datasets.
In our work, we not only discuss the link between robust-
ness and OOD detection, but also propose a new metric to
reconcile the tasks. Concurrent work (Yang et al., 2022) pro-
vides a codebase for representative methods within OSR and
OOD detection. In this paper, we categorize shift detection
methods into two types: scoring rules (e.g., MSP, MLS, etc),
which operate post-hoc on pre-trained networks, and spe-
cialized training, which modifies the networks’ optimization
procedures (e.g., ARPL/ARPL+CS, OE, etc).

2.4 Auxiliary Data in OOD Detection

Inspired by OE (Hendrycks et al., 2019), recent work (Ming
et al., 2022; Chen et al., 2021; Wang et al., 2023, 2024)
leverage auxiliary data in some form to enhance the model’s
ability to detect OOD data. This could be through posterior
sampling (Ming et al., 2022), adversarial training (Chen et al.,
2021), augmenting distributions (Wang et al., 2023) or model
perturbation (Wang et al., 2024). POEM (Ming et al., 2022)
focuses on posterior sampling to learn a decision boundary
between ID and OOD data. ATOM (Chen et al., 2021) intro-
duces an adversarial training method with informative outlier
mining, which is specifically designed to improve the robust-
ness against adversarial attacks, in which the adversarial data
is considered as a special type of OOD data. DAL (Wang
et al., 2023) addresses the distribution discrepancy between
auxiliary and unseen real OOD data, by training predictors
over the worst OOD data in a Wasserstein ball. DOE (Wang et
al., 2024) leverages implicit data transformation through the
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Table 1 Summary of representative OOD detection and OSR techniques

Developed for OOD or OSR Scoring rule Training strategy
MSP (Hendrycks & Gimpel, 2017) 00D MSP CE
MLS (Vaze et al., 2022) OSR MLS CE
ODIN (Liang et al., 2017) (0]0))] MSP CE
GODIN (Hsu et al., 2020) (0]0))] MSP CE
GradNorm (Huang et al., 2021) OOD MSP CE
SEM (Yang et al., 2023) (0]0))] MSP CE
Energy (Liu et al., 2020) OOD Energy CE
ReAct (Sun et al., 2021) OOD MSP/Energy/ODIN CE
ASH (Djurisic et al., 2023) 00D MSP/Energy/ODIN/ReAct CE
SHE (Zhang et al., 2023) 00D MSP/Energy/ODIN CE
ARPL+CS (Chen et al., 2021) OSR MSP ARPL+CS
OE (Hendrycks et al., 2019) OOD MSP OE

The works are categorized based on the task that they are developed for (i.e., OOD detection and OSR) and the methodology employed (i.e., scoring

rules and training strategies)

embedding features’ perturbation to minimize a distribution
discrepancy measurement called worst OOD regret, aiming
to enhance the model’s robustness to distribution shifts. Our
work offers unique insights into the selection of auxiliary
data to optimize OOD detection performance. By uncovering
the relationship between the auxiliary data and the model’s
OOD detection performance, our work has the potential to
inform strategies for auxiliary data selection and manipula-
tion toward more reliable OOD detection solutions.

2.5 Key Similarities and Distinctions with Prior Work

While several papers (Deecke et al., 2021; Yang et al., 2022)
have jointly considered methods in the OOD detection and
OSR tasks, few works have clearly distinguished the aca-
demic and practical differences (or similarities) between
them. In this work, we not only provide empirical analy-
sis but also propose a conceptual framework and large-scale
benchmark to better reconcile these problems.

3 Cross-Benchmarking of OOD Detection
and OSR Methods

Despite the growing popularity of OOD detection and OSR
studies, these two tasks have largely evolved independently
and in isolation from each other, as shown in Table 1. Indeed,
methods designed for OSR can be seamlessly adopted to
address the OOD detection problem, and vice versa. Recent
generalized OOD detection frameworks (Deecke et al., 2021;
Yang et al., 2022) unify tasks relevant to OOD detection

and OSR. However, there is still a lack of cross-evaluation
between methods developed for OOD detection and OSR
on current standard benchmarks. Given the strong inherent
connections between OOD detection and OSR, a compre-
hensive cross-benchmarking comparison is crucial to shed
light on the future development of the broader distribution
shift detection problem.

As a starting point to reconcile OOD detection and OSR,
in this section we perform cross-evaluation of methods from
both sub-fields.

3.1 Experimental Setup
3.1.1 Problem Setting

Let X € RP denote an input sample and C € R denote
the label of interest. Test-time distribution shift occurs when
the testing joint distribution is not equal to the training joint
distribution, i.e., Prs; (X, C) # Prrgin(X, C). This shift
can be further divided into two types: covariate shift and
semantic shift. Covariate shift occurs when Pj.5(C|X) =
Prrain(C|1X) but Pregi(X) #  Prrain(X). Semantic shift
occurs when Preg (C|X) # Prrain(C|X) but Pregr(X) =
Pirain(X). In OOD detection and OSR for multi-class classi-
fication, the label space contains multiple semantic categories
{c1,---,cL}, where L is the total number of categories in
the testing data. The model needs to identify the distribution
from which test-time samples originate and conduct clas-
sification based on the posterior probability, represented as
p(C=ci|X).
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3.1.2 Methods

We distinguish two categories of shift detection methods:
scoring rules (which operate post-hoc on top of pre-trained
networks); and specialized training (which change the opti-
mization procedure of the networks).

For scoring rules, we compare the maximum softmax
probability (MSP) (Hendrycks & Gimpel, 2017), the Maxi-
mum Logit Score (MLS) (Vaze et al., 2022), ODIN (Liang
et al., 2018), GODIN (Hsu et al., 2020), Energy scoring
(Liu et al., 2020), GradNorm (Huang et al., 2021) and SEM
(Yang et al., 2023). We further experiment with ReAct (Sun
et al., 2021), an activation pruning technique which can be
employed in conjunction with any scoring rule. While MLS
was developed for OSR (Vaze et al., 2022), the other scoring
rules were developed for OOD detection. For now, we note
that MLS, Energy and GradNorm are all sensitive to the mag-
nitude of the feature norm of the network, while the others
are not. We refer to the former scoring rules as ‘magnitude
aware’.

For specialized training, we first experiment with the stan-
dard cross-entropy (CE) loss. We also use ARPL + CS (Chen
etal., 2021) from the OSR literature. This method learns a set
of ‘reciprocal points’ which are trained to be far away from
all training category embeddings. We note that the reciprocal
points can be treated as a linear classification layer, allow-
ing us to use any of the scoring rules mentioned above on
top of this representation. Finally, we train models with Out-
lier Exposure (OE) (Hendrycks et al., 2019) from the OOD
detection literature, where real outlier examples are used dur-
ing training as examples of OOD detection. In this case, the
model is encouraged to predict a uniform softmax output.

3.1.3 Datasets

For the OOD detection setting, we treat CIFAR 10 (Krizhevsky
et al., 2009) as in-distribution data and train models on it. As
OOD data, we use six common datasets: SVHN (Cimpoi et
al., 2014), Textures (Ovadia et al., 2019), LSUN-Crop (Yu
et al., 2015), LSUN-Resize (Yu et al., 2015), iSUN (Xu et
al., 2015) and Places365 (Zhou et al., 2017), all of which
have mutually exclusive classes on CIFAR10. In the supple-
mentary, we also provide experiments using CIFAR-100 as
the ID training data (see Tables S1-S3 in Section S2) and
using different training configurations (see Tables S4-S7 in
Section S3). The supplementary experiments yield consis-
tent results, reinforcing the main findings to be discussed in
this section.

For the OSR benchmark, following the standard protocols
in Neal et al. (2018), we set up four sub-tasks containing
CIFAR10, CIFAR+10, CIFAR+50 and TinyImageNet (Le
& Yang, 2015). In all cases, models are trained on a sub-
set of categories with remaining used as ‘unseen’ at test
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time. The CIFAR+N settings involve training on four classes
from CIFARI10 and evaluating on N classes from CIFAR-
100. Note that, for a given method, benchmarking on OOD
detection involves training a single model and evaluating on
multiple downstream datasets. In contrast, OSR benchmarks
involve training a different model for each evaluation.

3.1.4 Training Configurations

We train the ResNet18 from scratch on all benchmarks. For
CIFAR10, we always set the initial learning rate to 0.1 and
apply the cosine annealing schedule, using SGD with the
momentum of 0.9. The weight decay factor is set to Se™*.
The number of total training epochs is 200 and the batch
size is 128. For CIFAR-100, we also set the initial learning
rate to 0.1, which is then divided by 5 at 60th, 120th, 160th
epochs. The model is trained for 200 epochs with a batch size
of 128, a weight decay of 5¢~*, and Nesterov momentum of
0.9, following (DeVries & Taylor, 2017). Additional results
using other network architectures and training setups can be
found in Section D in Appendix.

3.1.5 Metrics

Following standard practise in both OOD and OSR tasks,
we use the Area Under the Receiver Operating characteris-
tic Curve (AUROC) as an evaluation metric throughout this
paper as we find that other metrics were correlated strongly
with the AUROC. For results on other metrics, please refer
to the supplementary (Section S5).

3.2 Quantitative Results

In Table 2, we benchmark OOD detection and OSR tasks
across nine common datasets, with different training strate-
gies and scoring rules. The results are averaged from five
independent runs. Although there is not always one clear
winner regarding methodology, we have three main observa-
tions.

Firstly, MLS (Vaze et al., 2022) and Energy (Liu et al.,
2020) tend to perform best across OOD and OSR datasets.
We hypothesize that this is because both are sensitive to the
magnitude of the feature vector before the networks’ clas-
sification layer. To verify our conjecture, we investigate the
magnitude of features by projecting the features of both ID
and OOD/open-set samples into a two-dimensional space
in Fig. 2. We experiment on generic and fine-grained datasets,
namely, CIFAR-10 and CUB. This projection is achieved by
training a linear layer with an output dimension of two, after
the penultimate layer of the model. The feature magnitude
of ID data is larger than that of open-set/OOD data. This is
consistent with the finding in Vaze et al. (2022) that ‘unfa-
miliar’ examples tend to have lower feature magnitude than



1331

International Journal of Computer Vision (2025) 133:1326-1351

sjoseje © =
JSOWE U0 BUIWOp FO YA Paurel) S[Ipow pue A[Iqels Iy ajensuowap A31oug pue STIA Inq 2dooss [ewndo 112y 9ARY SPOYIAW JUAIJJI "SI[NSI 152q PUOIIS ) JuasaIdal sanfea d1felr A[Iym .SEMMM%MMH mc
juasardar sanfea pjog -1s09 reuoneinduwod d[qepIojeun wolj SUNNSAI ¢ -, Se $)[NSAI A[qeIOLIUT 2J0UIP pue (], Se A9LINOOE UOTINQLISIP-UT oY) J10daI oA\ Suni Juapuadapul 9AY WOIJ PASLIOAR I8 SI[NSI AT, mP
2
L698  €6'8L 0C0L SO'L8 SY'OL 10'C8 £€°C6 9706  LL'88 €68 91I'v6 89°¢6 6L°L6 HHS+STIA Sl
Yere  98'L8 0€°SL ¥S'16 1T°68 0¥°S6 6v'86 1€°L6 €586 586 88'86 G586 01°66 HSV+STIN
L6'G8  L1'88 8°6L L9'8L YL'86 £V'S6 [S¥8 6198  OI'l8 €008 88'¢€L 9¢'16 I7'p6  0Voy+ASieug
geoL  01°S8 LY'6L 7968 8L'L8 °S'L8 SESL SO'IL  SvSL 06'¢€L 0079 68 9I'v8 WYRY+NIAO
P€'68  00°¢6 6'6L €6'L6 €L'86 £v'S6 6898 9'L8  89°¢8 yees or'6L cCo 81°G6 PWYI+STN
CI'S6  €L88 9609 15786 9C°66 LS'96 8€°66 €6°'L6  TV'66 9’66 £€8°66 1L°66 £6°66 UWLIONpPEID
809  #8C6 9108 vL'86 £€€°66 45 LS'86 I€L6 8586 G686 2066 8L'86 066 AS1oug
69'¢cL  197C¢ - I6'ce eLee 61'0¢ 9I'L6 9816 9I'L6 10°L6 LL'86 ¥0°L6 £1'86 INAS
Sv'68 L8883 1T8L £9'16 1026 ¥9°€6 ¥8°68 168 €918 we8 S0'68 L1°S6 ST'L6 NIdOOD
IL°S6  9¥'16 L6'6L 0€'v6 LT'S6 6296 Y586 1796  SL°86 8L°86 r1°66 £L'86 66 NIdO
0996  £€9°¢6 61°08 L'86 4306%) 8796 8¢°86 L6 LS86 £5°86 0°66 8°86 1766 ST
rr96  YT'E6 L98L 0L86 67°66 6296 LS'86 6C°L6  SS'86 586 0°66 18'86 1766 dSIN 40
SSO] O Y} YN PAUIDL] Q[-JINSIY UO PaSDG UOUDNIDAT (D)
9’08  Iv'SL Yy’ SL S8YL STYL 0r'LL 8'¢8 €r'e8  05°¢8 8188 9¢v8 PS8 0CTe8 HHS+STIA
9L'06 €068 Sl'6L 1816 9C°€6 68'16 1616 168  S£'88 £7'96 7116 LS'T6 876 HSV+STIN
SL'€6 95716 71°¢8 0L't6 19796 086 1T°S6 LI'€6 €596 86796 6596 ge'co 9096  10Voy+ASIoug
OL'TL 898G 6C1S S8'19 8879 ILsS LE08 01’69  9¢'C6 ¥€'C6 61°¢8 9¢'eL L8IL WYY+NIAO
65°¢6  tv'l6 S0C8 €576 w96 0LC6 70°S6 L6'C6  0£96 €96 LE96 LET6 L8'S6 PYI+STN
08°€6  IL'I6 01°e8 (434 YL96 Te6 8166 SP'e6  LO°L6 9II'L6 9L°96 1106 7596 AS1oug
8I't9  vl'6e - SI'vy LT8¢ 10°¢¢ 0L9L €CIL  ELLL 80°9L Svy8 9TYL oL NFS
w6'C6 8906 ST18 9L’¢6 €L'S6 66’16 1776 65C6  L1'96 88'96 1756 19'68 8L'S6 NIdOD
9L'9L L899 £1°¢€9 SIL 08'vL Y cees L6'SL 6156 y1°S6 §T98 Y9 1L °6'SL NIdO
6’6 0€°76 6L'V8 L9Y6 8596 9I°€6 S0'S6 62€6 8896 $6°96 6596 006 9£°96 STN
Iv'c6  LT16 08°C8 €076 1L°S6 £6°C6 LO€6 LL'06  8TY6 w06 616 ¥9'16 Iv'€6 dSIN SO+1ddV
$S0] SO+ VY Y2 YN pauIva] @ [-1ONSIY UO pasvq uoupmvaz (q)
6008  6SLL 8L'8L w08L SEVL 61°6L SL'I8 6¢18 95708 (4t Lv8 07'9L 0€98 HHS+STIN
86°L8  SO'S8 9L8L e SI°06 6168 9C°68 ¥7'e8  v8°¢8 ¥8'C6 90°06 L8'88 056 HSV+STN
6’16 LO06 L9'1I8 66'06 056 86726 9r'€6 6806  TV'S6 €096 L9°S6 S0°06 89°C6  Wyoy+A3oug
vL'88 €098 0€°18 0¥°88 9L'L8 998 §S°06 G6GT8 6156 S0'96 0LY6 05°¢8 6C'16 WYY+NIAO
8L'16 10706 S9'I8 88°06 6’76 LST6 9T°¢6 6906  LI'S6 8L'S6 6£°S6 L6'68 966 PYI+STN
7976 vE06 818 98°16 89°S6 5o ECH6 8L'16 8956 6296 rI'L6 r9°16 96 ASroug
SI'l9  9Tey - oLey L8'EY 1coy YLEL PI'OL  TSTL €6'0L 8I°GL wcL S9'SL NAS
1Tc6 1798 SO9L 8E'L8 LT'16 06 1T°L6 €EV6  YL'L6 18°L6 65766 1796 09°L6 NIdOOD
9688  80't8 9608 o8 LEIS LL'68 88°06 8806  1€°¢6 91'96 96’16 9L'€8 €06 NIdO
£6°C6  CE06 [€718 1816 9°¢6 r$'C6 8€16 ¥9'16  TS'S6 £1'96 7696 ¥$'16 6v'176 STN
[9'16 0688 8°6L 006 18°¢€6 8L'16 [7'€6 LL'O6  €EV6 88'76 6v°S6 Se'l6 §9°€6 dSIN g0
SSO] FD) Y1 YI1M pauIna) § [-1aNS2Y U0 pasnq uoypnpaz (v)
¥e8=dl 8'96=dl 9'96=dl €1'L6=dI Sr's6=dl
DAV 1ONPSeW[AULL,  OGHYVAID  OT+YVAID 01dVAID DAV~ C9¢sadeld  NAST  ANAST  NAST  sImX9l,  NHAS
[[PI9AQ SyIewydUaq JYSO SYIRWYOURQ UONIAP OO 9[n1 SuULI0dS  poylew Jururely,

A1 St OTYVAID SuIsn ‘spoyjowr SNOLIBA [JIM SIBWYOUAQ JYSO PUL UOTIIAP (OO A[BOS-[[BWS UO UONEN[EAY ¢ 3|qel



1332 International Journal of Computer Vision (2025) 133:1326-1351
30 ID data: CIFAR10 30 ® ID data: CIFAR10
OOD data: Textures Open-set data: CIFAR10
20 20
0
0
-10
-10
Acc: 97.13 Acc: 95.45
-20 AUROC: 92.54 AUROC: 94.38
-20
-20 -10 0 10 20 30 -20 -10 0 10 20
30 ID data: CUB 25 ID data: CUB
- OOD data: Waterbird Open-set data: CUB
20
20
15
10
j 3 ¢ 10 Acc: 90.38
0 3 3 "}e, 5 AUROC: 88.29
E . : Ty
5 (4
r Acc: 82.54 o )
2 AUROC: 81.87 5
-30 -10
-20 -10 0 10 20 30 -5 -10 5 0 5 10 15 20 25
o ID data @ OOD / Open-set data

Fig. 2 Visualization of feature projections for images from ID and
open-set/ OOD datasets. We project the features into a two-dimensional
space using an additional linear layer with an output dimension of two
after the penultimate layer. We conduct OOD detection and OSR exper-
iments using ResNet-18 on CIFAR-10 (first row) and ResNet-50 on
CUB (second row) datasets. For CIFAR-10, the OOD experiment uses
the full CIFAR-10 dataset as ID data and Textures as OOD data, while
the OSR experiment utilizes the first six classes in CIFAR-10 as ID data

ID samples, providing a strong signal for distribution shift
detection.

Secondly, we observe that Outlier Exposure (Hendrycks
et al., 2019) provides excellent performance on the OOD
detection benchmarks, often nearly saturating performance.
More results can be found in Section A in Appendix. It also
often boosts OSR performance, though to a lesser degree, a
phenomenon which we explore next in Sect. 4.

Thirdly, for small-scale datasets, OOD detection accuracy
is positively related to ID accuracy, while an inverse cor-
relation is observed for large-scale datasets. In Fig. 3, we
further include the results using the recent vision-language
model, CLIP (Radford et al., 2021), for reference, which are
not included for fitting the lines. We experiment with three
variants, namely, zero-shot (zs), finetuning (ft), and linear
probing (Ip). We find that only the linear probing CLIP falls
into the correlation fitted for other methods, while the zero-
shot and finetuning counterparts are not well aligned with the
trend.
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and the remaining four as open-set data. For CUB, the OOD experiment
employs the full CUB dataset as ID and Waterbird as OOD data, while
the OSR experiment uses six classes in CUB as ID data and four CUB
classes as open-set data. These classes are randomly selected from the
ID and open-set splits introduced in SSB. Notably, these visualizations
reveal that the feature magnitudes of ID data exceed those of OOD or
OSR data
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Fig. 3 OSR performance versus OOD detection performance of dif-
ferent training methods averaged across various scoring rules. CLIP
variants are included here for reference and are not used to fit the cor-
relation

3.2.1 Additional Analysis

(1) Mixup hurts magnitude-aware methods’ performance.
To investigate the impact of different training setups, we
also adopt Mixup (Zhang et al., 2017) to our training pro-
cedure. As shown in Table 3, magnitude-aware techniques
(i.e., MLS and Energy) demonstrate stability. Interestingly,
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Table 3 Evaluation on small-scale OOD detection and OSR benchmarks with various scoring rules on ResNet-18, using CIFAR10 as ID training data

Overall

OSR benchmarks
CIFAR10
1D

OOD detection benchmarks

Training method Scoring rule

83.75

TinyImageNet AVG

ID

CIFAR+50
=96.91

1D

CIFAR+10
=96.82

ID

97.40

ID=95.81

SVHN Textures LSUN LSUN-R iSUN Places365 AVG

88.34
88.17

89.11

80.02
81.55

90.44
78.81

92.16

93.96

95.99
79.24
91.01

92.01
95.92

87.82
86.57

88.58 86.02

95.01 88.22

87.63 81.48
86.83  79.62

89.43 75.56

MSP
MLS

CE+Mixup

90.65

92.88
85.27

90.13

87.99 81.99

94.95 88.05

87.31

78.01

81.71
85.13

83.51

75.54
88.79
83.48
87.42

61.36 83.63

87.45 81.28

55.94

ODIN

87.33

72.48
81.53
79.42

77.21

86.88

91.52 88.50

94.28 89.71
93.21

GODIN
Energy

86.32

92.79 92.10 90.59

85.69 78.53

88.09

78.87 76.46

91.47 77.25

88.15

89.24
81.84

88.11

92.18

95.02
81.02
91.69

88.84 84.32 90.33
54.62 72775

93.89 88.73
69.15 54.50

93.62 87.11

MLS+ReAct

70.82

85.82
86.45

83.30
93.00

63.47
85.79

ODIN+ReAct 72.19 57.63

86.66

81.28

87.40 81.76

Energy+ReAct 89.80 75.02

The results are averaged from five independent runs. We adopt Mixup (Zhang et al., 2017) to the training procedure and report the in-distribution accuracy as ‘ID’. Bold values represent the best

results, while italic values represent the second best results. Magnitude-aware techniques (i.e., MLS and Energy) demonstrate stability
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Fig. 4 OOD detection performance of various scoring rules averaged
across different models. Magnitude-aware scoring rules, particularly
MLS, are the most efficient and stable techniques

we also find that the MSP method achieves the best per-
formance compared to other methods, but it is still inferior
to magnitude-aware methods’ performance in Table 2a. It
appears that the Mixup mechanism, which distributes confi-
dence to both involved categories, decreases the maximum
magnitude value. Therefore, we highlight that the train-
ing setup (e.g., Mixup) that neglects magnitude information
occurs poorer performance in both OOD detection and OSR
tasks. (2) Sensitivity of methods to hyper-parameters. In Fig.
4, we present the results of different scoring rules averaged
across different training methods. For methods that are sensi-
tive to the selection of hyperparameters (e.g., the perturbation
magnitude of ODIN, thresholds of ReAct), we average the
results among five different selections (instead of using five
different random seeds like others). Therefore, in Fig. 4,
the result for each scoring rule is the average of 15 inde-
pendent runs (i.e., 3 training methods x 5 runs). We find
that magnitude-aware scoring rules (i.e., MLS and Energy)
offer obvious advantages for evaluating model performance.
Considering the error bars of MLS and Energy, MLS is the
optimal choice for all the scenarios. Furthermore, we observe
that ODIN and ReAct, two techniques that are not magnitude-
aware, exhibit instability. This instability can be attributed to
the reliance on a carefully tuned noise value for stochastic
predictions for ODIN and threshold value to truncate activa-
tion for ReAct.

We can also find from Table 2 that ReAct, which has
been shown to be effective in the literature, does not seem to
bring performance gain in well-trained models with a high
in-distribution accuracy. Here, we follow the techniques from
(Vaze et al., 2022) to obtain the highest ID accuracy possible.
It appears that when the classifier is strong enough, it is dif-
ficult for ReAct to bring extra improvement. Besides, ReAct
is sensitive to the choice of the activation pruning percentile.
The optimal percentile values are different for different open-
set/OOD datasets (see Section S4 in the supplementary). For
identifying out-of-distribution inputs, we recommend more
stable and deterministic magnitude-aware scoring rules.

@ Springer
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Fig. 5 Histogram of activations for ResNet-18 pretrained on a subset
of CIFAR10 with four training classes and evaluated on: training and
ID testing data; open-set data (disjoint six classes in CIFAR10) and
OOD data (from Textures, LSUN and Places365). Specifically, each
subplot shows the maximum activation (along channel, width and height

3.3 Qualitative Analysis

In this section, we qualitatively interrogate the learned repre-
sentations of Cross-Entropy and Outlier Exposure networks
in order to explain the stark performance boost of OE on
existing OOD detection benchmarks. Specifically, we use
the value of the maximally activated neuron at various layers
to analyze how the networks respond to distribution shifts.
We pass every sample through the network, and plot the
histogram of maximum activations at every layer in Fig. 5
(see Fig. 13 for the analogous results by training with the
ARPL+CS method).

This is inspired by Vaze et al. (2022), who show the
‘maximum logit score’ (MLS, the maximum activation at
a network’s output layer) can achieve SOTA for OSR. Fur-
thermore, Dietterich and Guyer (2022) propose that networks
respond to a ‘lack of familiarity’ under distribution shift by
failing to light in-distribution activation pathways. We inves-
tigate how activations at various stages of a deep network vary
under different ‘unseen’ datasets. Figure 5 shows histograms
of the maximum activations at the outputs from layer_1
to layer_4 of ResNet-18 (He et al., 2016) trained on
CIFAR10 when evaluated on data with different shifts (here
we use ‘layer’ to refer to ResNet block).

@ Springer

Testing data (w/ semantic shift)

Testing data (w/ covariate shift)

dimension) at the outputs from layer_1 to layer_4 of ResNet-18,
displayed from left to right in the figures. The behavior of OE is dif-
ferent from CE, whose activation maps become more separable in the
deeper rather than the shallower layers. See Section B in Appendix for
results on more datasets

For open-set data, we find that early layer activations are
largely the same as for the ID test data. It is only later in the
network that the activation patterns begin to differ. This is
intuitive as the low-level textures and statistics of the open-set
data do not vary too much from the training images. Further-
more, it has long been known that early filters in CNNs tend
to focus on textural details such as edges (Krizhevsky et al.,
2012). In contrast, we find that some OOD datasets, such as
SVHN, induce very different activations in the early layers.
Our explanation for this phenomenon is analogous: SVHN
contains very different image statistics and low-level features
to the training dataset of CIFAR10, and hence induces differ-
ent activations in early layers. Most interestingly, however,
some datasets which show markedly different early layer
activations actually display more similar activations at later
layers (like SVHN, see Fig. 12).

Meanwhile, OE displays show substantially different
intermediate activations. Interestingly, the maximum activa-
tion in early layers look very similar to the ID testing data,
but tend to be less so later on in the network. It is clear that
activations in later layers are more discriminative after using
OE loss when compared with using CE loss.
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4 Disentangling Distribution Shifts

Having analysed methodologies for detecting distribution
shift across the OOD detection and OSR settings, we turn
our attention to the benchmarks. While it is clear that OSR
specifically aims to detect unseen categories, there is no
specification of the type of distribution shift which OOD
detection benchmarks aim to capture, or how they would
relate to a real-world scenario. In this section, we propose
a lens through which to consolidate types of distribution
shift. Specifically, we propose that ‘distribution shift’ can
be parameterised along two broad, orthogonal, axes: seman-
tic shift and covariate shift. Pure semantic shift is when new
categories are encountered, and is the explicit focus of OSR,
while covariate shift refers to the setting when the semantics
of test images remain constant, but other features change.

Formally, similarly to Wiles et al. (2022), we consider a
latent variable model of the data generation process, with
latent z:

z~pi) Y ~pOiz) ie{l...L} x~ pxlz) (1)

Here, x is an image and y' represents an image attribute.
The set of attributes could include traditional features such
as ‘color’ or ‘texture’, or refer to more abstract features
such as ‘beak shape’ of a bird. We define a set of seman-
tic attributes, Y, such that the category label of an image is a
function of these attributes. Furthermore, we define covariate
attributes, Y, which can be freely varied without the cate-
gory label changing. In this framing, given marginal training
distributions pyqin(Ys) and psrqin(Yc), detecting semantic
shift is the task of flagging when p;es;(Ys) # Prrain(Ys).
Analogously, we wish to flag covariate shift if p;.s(Yc) #
Ptrain Ye).

To motivate this setting, consider the perceptual system in
an autonomous vehicle, which has been trained to recognize
cars during the day. A semantic shift detector is necessary
for when the system encounters a new category, e.g., to flag
that bicycle is an unknown concept. Meanwhile, a covariate
shift detector is necessary for when the system is deployed
at night-time, where the categories may be familiar, but the
performance of the system could be expected to degrade.

4.1 Datasets

As a starting point, we note that (Vaze et al., 2022) intro-
duced the Semantic Shift Benchmark (SSB), a distribution
shift benchmark with isolates semantic shift. We mainly focus
on ImageNet-SSB (Russakovsky et al., 2015) and CUB-SSB
(Wah et al., 2011) datasets. ‘Seen’ classes in ImageNet-SSB
are the original ImageNet-1K classes, while ‘unseen’ classes
selected from the disjoint set of ImageNet-21K-P (Ridnik et
al., 2021). Meanwhile, CUB-SSB splits the 200 bird classes

Table 4 Results of OOD detection and OSR benchmarks on large-scale datasets, using ResNet-50 model trained with the OE loss compared with CE and ARPL baselines

Overall

Semantic Shift

Covariate shift

Scoring rule

Training method

AVG

FGVC (easy/hard)

Scars (easy/hard)

ImageNet-SSB (easy/hard) CUB (easy/hard)

ImageNet-R  AVG

ImageNet-C

84.05 82.71

90.65 82.55

87.04 77.71

94.03 82.24

88.29 79.33

7732 80.28 75.05

86.71

67.92
63.94
61.77

64.12

MLS

CE

82.08 80.34

80.81

94.78 83.63

83.50 75.49
79.16 73.83
75.19  70.28

73.36  79.92 74.60
71.15 8242 175.58

73.07 7937 72.55

82.77

ARPL+CS

78.88

88.38 79.19

91.02 78.69

84.03 71.34

80.53

OE (w/ Places)

71.12  71.51

7420 66.63

82.01

OE (w/ YECC15M)

The results are averaged from five independent runs. We separately introduce outlier data from different data sources including Places and YFCC15M to feed OE

@ Springer



International Journal of Computer Vision (2025) 133:1326-1351

1336

1J1YS JNUBWAS PUB JIYS ABLIBAOD 10q UO TV YIM SIUO
Ay} swa0J1dino SSo[ gD Y} YIm paured) SOPOJA “SINSAI 1SAq Pu0Ias Y3 Juasardar sanfea JIfeIr oIy ‘SI[Nsal 3saq Y} Juasaidal sanfea pjog ‘suni juopuadapul dAY WO} PASLIIAE oI SJ[NSAT Y],

TI9L LE8L I'SL 0L'€s A L86L LSEL €8°1L 096 LT'18 6879 wyoy+ASKoug
LO'69 T8°'L9 16°€9 L9 €TIL TL'89 TE0L €769 SLEL 80°9L €279 WYOI+NIAO
Y0'9L Se8L €v'SL rhe8 09'tL T6°6L TLEL LOTL 6L 6908 6979 PYA+STIN
SS'9L 8€°8L 9'SL 0L'€s A L8'6L wLbL 98'IL $9°6L ST'E8 £I'P9 ASroug
69°0L 06'0L LL 69 LY'EL €TIL TL'89 87°0L 9769 9L°€L €0°LL 8819 NIQO
LF9L 8E°8L 6t°SL 05'¢8 09'tL T6°6L LSHL 60°CL 8761 1028 $6°€9 STN
SLSL y'8L $9°SL £5°¢8 LYbL 06'6L 90°€L 0€°TL 6L 89°8L S8'19 dSIN SO+IdIV
$SO] TV Y1 YIIM pauIval ()G-12NSIY U0 pasvq uouvnpayg (q)
18'8L 9908 90'6L  I8'88 66vL  9L'6L  96'9L SSyL 8T8 6'€8 8899  10Vay+ASroug
YLSL  6Y'LL 88°CL  $T'98 6TSL  9StL  86EL 0S'IL  8F6L STes 6919 PYII+NIAO
16'8L  +L'08 £€6L 6788 LOSL  8T08  LOLL TISL 6918 818 £9'99 PYOI+STIN
SE6L 908 90'6L  T8'88 96vL  9L'6L  SO'SL 09vL  6¥'T8 $0°L8 $0°89 ASroug
6T9L  6VLL 88°¢L  ¥T'98 LTS 9SYL  60°SL YSIL  IS6L 7968 69°€9 NITO
£€6L  ¥L0S £€6L 6788 SOSL  8TO08 6L eI, L8I8 1298 76°L9 STIN
I18L 8908 6L 11'88 106L 9108  #S'SL €€SL  S9'18 €508 €949 dSIN 40
%DN AD NQN &N.TS Em:.:uh QW-NNZMSWN uo Emw@& :b.QB:NGEN «U»
DAV (prey/Ased) 4ND (prey/Ased) gSS-1ONOSeW] DAV (prey/Ased) priqrorepyy  Y-1ONOSew]  D-JoNPSew]
[[eI9AQ JJIYS dNURWRS JJIYS QJBLIBAOD) 9[nI SuLI00§ poyow Jururelry,

SO[NI FULIOJS PUB SISSO[ JUAIIJIP YIIM PAUTe]} [9POU ()G-JONSAY JuIsn syIewyouaq YSO pue uondodp OO 2[eds-o31e[ uo uoneneAg g ajqel

pringer

Qs



International Journal of Computer Vision (2025) 133:1326-1351

1337

in CUB into ‘seen’ and ‘unseen’ categories. Furthermore,
the unseen categories are split into Easy and Hard classes by
their attributes, and the splitting rule depends on semantic
similarity of every pair of visual attributes in the unknown
classes and the training classes. For all the above datasets,
categories appearing in the training set would not be included
in the evaluation set.

For covariate shift, we propose ImageNet-C (Hendrycks
& Dietterich, 2019) and ImageNet-R (Hendrycks etal., 2021)
to demonstrate distribution shift with respect to the standard
ImageNet dataset. Both datasets contain images from a subset
of the ImageNet-1K categories, but with different low-level
image statistics. ImageNet-C applies four main corruptions
(e.g.,noise, blur, weather, and digital) with varying intensities
to the validation images of ImageNet-1K, while ImageNet-
R collects various artistic renditions of foreground classes
from the ImageNet-1K dataset. We also choose Waterbirds
(Sagawa et al., 2019) to test the model trained on the CUB-
SSB ‘Seen’ classes. Waterbirds inserts bird photographs from
the CUB dataset into backgrounds picked from the Places
dataset (Zhou et al., 2017), meaning it has the same semantic
categories to CUB but in different contexts.

4.1.1 Discussion

We note that there is no uniquely optimal framing for dis-
cussing distribution shift, and here briefly discuss alternate
proposals. For instance, Zhao et al. (2022) propose a fine-
grained analysis of the shifts, where the test time distribution
is controlled for specific attributes such as shape and pose.
Also related, Tran et al. (2022) discuss that indications of
‘unfamiliarity’ in a neural network could refer to many
things, including confusing classes and sub-population shift.
We propose our simple framing as a way to fill the ‘nega-
tive space’ left by the semantic shift detection task of OSR.
Furthermore, we suggest it is important to study distribution
shift in this way, as classifiers are specifically optimized to
differentiate between one set features (¥s) while in fact being
invariant to others (Y¢). As such, we would expect models
to react differently to changes their distributions.

Finally, we note that for the covariately shifted samples,
we ideally wish to develop classifiers which are robust and
can perform well despite the presence of distribution shift.
However, given that machine learning models performance
degrades under distribution shift, we wish to be able to detect
when the shift is present. To measure whether there is a
trade-off between robust models and those which can detect
covariate shift, we introduce a new metric in Section 4.5.

4.2 Quantitative Analysis

In Tables 5 and 4, we evaluate a selection of previously
discussed methods on our large-scale benchmark for both
OOD detection and OSR. Through this large-scale evalua-
tion, we find that in terms of training methods, among CE,
ARPL (+CS), and OE, there are no clear winners across the
board. Tt is surprising that the best performer on the pre-
vious small scale benchmarks (see Table 2), OE, appears
to struggle when scaled up (last two rows in Table 5). We
analyse this contradiction in the next section. In terms of
scoring rules, we again find that the magnitude-aware scor-
ing rules (MLS and Energy), consistently produce the best
performance regardless of the methods and benchmarks (both
standard small-scale ones and our large-scale ones).

4.3 OE on Large-Scale Datasets

Here, we investigate why OE performs worse than other
methods on a large-scale benchmark. One critical difference
between OE and other methods is that OE uses auxiliary OOD
data for training. Intuitively, if the distribution of the auxil-
iary OOD training data accurately reflects the distribution of
the actual OOD testing data, we would expect better detec-
tion performance. Otherwise, incomplete or biased outlier
data can negatively impact learning. To analyze this further,
we plot the distribution of maximum activation of the output
feature (from the last layer) for samples from different data
sources: ID data, OOD data, and auxiliary data. The results
are shown in Fig. 6. It is worth noting that the OOD detec-
tion performance strongly (negatively) correlates with the
overlapped region of the ID and OOD curve. Additionally,
when using 300K random images as auxiliary OOD data (as
shown in the 2"¢ row), there is a high correlation with actual
OOD data, resulting in excellent performance (see Table 2).
We also provide results on a large-scale dataset in Fig. 7 and
further qualitative investigation in Section C in Appendix.

We further retrieve nearest neighbors for the given sam-
ples on both small-scale (e.g., Textures and Places365) and
large-scale (e.g., ImageNet-C and ImageNet-R) benchmarks
using models trained by OE (see Fig. 8). By retrieving the
nearest neighbors from the union of ID data and auxiliary
data, we observe that for small-scale scenarios, the retrieved
nearest neighbors are found in the auxiliary data. However,
such phenomenon does not occur consistently in the large-
scale datasets. This observation aligns with the correlation
between the distance from OOD data to auxiliary data and
the OOD detection performance of models trained using OE
in Table 4.
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enhance the OOD detection performance. Therefore, careful selection
of auxiliary data is crucial
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Fig. 7 Analysis on the distribution of the maximum activation of the
output feature from the last layer, for ID training data, OOD testing data,
and auxiliary training data on large-scale datasets. Compared to the

4.4 Dataset Proximity Versus OOD Detection
Performance

To verify that the dataset proximity between auxiliary data
and OOD data correlates to the OOD detection performance,
we measure the correlation between OOD detection perfor-
mance and dataset proximity. We quantify this proximity by
calculating the distance between OOD data and auxiliary
data. For a specific OOD dataset, we compute the distance
via Top-K nearest neighbors and a deep kernel method (Liu
et al., 2020), respectively. For Top-K nearest neighbors, we
compute the average of all the distances between the nor-
malized feature of each OOD sample and its Top-K nearest
neighbors in the auxiliary dataset. It can be formulated by:

@ Springer

300K images for small-scale datasets, there is less similarity between
the auxiliary data (i.e., YFCC15M and Places) and the OOD data. This
finding aligns with the results in Table 4

|D00d| K
XD a (e zg)
K |Duud |

’

@

Disty, (Dood, Daux)

where D¢ and D represent the OOD and auxiliary
datasets. Z?°¢ and Z** are the l-normalized extracted fea-
ture from the pretrained model given OOD and auxiliary
samples. d(-, -) is the distance measure for nearest neighbors
retrieval. We also calculate the deep kernel distance between
the OOD and auxiliary datasets following (Liu et al., 2020):

—2
Distyx (Dood’ Daux) — MMDM (Dood’ D, ¢> , 3)
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Fig.8 Visualization of nearest neighbors of test samples retrieved from also investigate the nearest neighbours for the sample with semantic
the union of ID and auxiliary training data. We search for the nearest shift using ImageNet-SSB. It is clear that the improvement in OOD
neighbors of samples in both small-scale (e.g., Textures and Places365) detection performance with OE is closely tied to the similarity between

and large-scale (e.g., ImageNet-C and ImageNet-R) OOD datasets. We OOD and auxiliary data
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Fig. 9 OOD detection performance versus OOD-AUX data distance
of different auxiliary training data for both (a) small-scale and (b)
large-scale OOD data. The OOD detection performance decreases as the

where I\T@i@ -) is the U-static estimator of the max-
imum mean discrepancy (MMD) (Gretton et al., 2012)
based on i.i.dlet@tokeneonedotsamples from D¢ and
DX which is considered as an unbiased estimator having
nearly minimal variance (Gretton et al., 2009). ¢ (x, y) =
[(l —€)k (Z""d, Z“”x) + e] q(x,y),wherex(-,-)andg(-, -)
are Gaussian kernels. € is sampled from (0, 1). The intuition
behind the deep kernel method is to effectively distinguish
data distributions via representative deep features of samples
from each distribution. We compute the distance (denoted as
OOD-AUX data distance) for both small-scale and large-
scale OOD data in Fig. 9, which further validates that closer
proximity between auxiliary data and OOD data leads to bet-
ter performance by OE models.

4.5 Outlier-Aware Accuracy
Finally, we introduce a new metric to reconcile the problems

of detecting covariate shift and being robust to it. Although
AUROC is commonly used to compare different techniques

@ Springer
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distance between OOD data and auxiliary data increases, for both mea-
surements based on Top-K nearest neighbors and deep kernel distance

for distinguishing out-of-distribution samples, it does not
capture the model’s ability to reliably classify testing samples
in the presence of distribution shifts. To analyze the relation-
ship of performance between covariate shift and robustness,
we introduce a novel measure, which we term Qutlier-Aware
Accuracy (OAA). At a given threshold, and a given set of
predictions (both ID vs. OOD predictions, and predictions
within the closed-set categories), we compute the aggregate
frequency of ‘correct’ predictions. The definition of ‘correct’
varies depending on the prediction. Specifically, as shown
in Fig. 10, all instances predicted as ID samples should have
accurate class predictions, and all OOD samples that are not
already categorized should be detected. This is because we
expect a good model to correctly classify all samples with any
covariate shift and identify any remaining OOD samples.

The number of the counted instances is then divided by the
total number of testing instances to produce the OAA, which
is robust to non-semantic shift. This measure is computed
under different thresholds based on the scoring rules and
aggregated:
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Fig.10 Demonstration for Outlier-Aware Accuracy (OAA). OAA mea-
sures the frequency of ‘correct’ predictions made by the model at a
given threshold. The ‘correct’ predictions are defined as: (1) Among

the testing samples predicted as ID, those whose semantic class labels
are correctly predicted, denoted as pi” ; (2) True OOD samples that have
incorrect semantic class predictions, denoted as p;"’

Table 6 We compute the mean

OAA (mOAA) rate across all Methods MSP MLS Energy MLS+ReAct Energy+ReAct
thresholds to compare different CE 0.661 0.658 0.655 0.655 0.641
approaches

ARPL 0.664 0.660 0.657 0.659 0.646

OE (w/ YFCCI15M) 0.623 0.611 0.611 0.583 0.597

Bold values reflect the best methods for each dataset
4.5.1 mOAA Metric . g

Sors So73

The OAA values across all thresholds can also be aggregated
into a single value within [0, 1] as an overall measure, mean
OOA (mOAA). To compute the mOAA, we consider testing
images including both ID data from D'? and OOD data from
D4 The mOAA is defined as follows:

N N i
1 1 pi't + pf°
mOAA =33 0AAi =5 oo mwrs @)

i=1 i=1

where pi"i denotes the correct predictions among the testing
samples predicted as ID, p;“ denotes the correct predictions
among the testing samples predicted as OOD (see Fig. 10),
| - | represents the size of the testing set, and N is the number
of different thresholds. The mOAA score ranges from O to 1.
A higher value indicates better performance, with a score of 1
representing perfect detection and recognition, while a score
of 0 represents the worst performance in terms of separation
and recognition.

Based on the numerical results in Fig. 11 and Table 6, we
have observed a turning point for the threshold that achieves
the optimal balance between model robustness and OOD
detection.

It is worth noting that this metric has a connection to
AURC (Geifman et al., 2019). While both AURC and OAA
consider classifier performance, our proposed OAA specif-
ically measures the ‘correct prediction rate’, providing an

<4
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Fig. 11 Outlier-aware accuracy (OAA) of a classifier trained with
CE/ARPL loss computed by different thresholds

interpretable value between 0 and 1. Therefore, we believe
that this metric can be effectively used to study the trade-
off between OOD detection and generalization with greater
precision.

5 Summary of Empirical Phenomena

In the previous sections, we thoroughly evaluated meth-
ods for OOD detection and OSR in terms of scoring rules,
training methods, and auxiliary data. To summarize these
phenomena, we briefly highlight the key observations as
follows: (i) Magnitude-aware scoring rules (i.e., MLS and
energy) offer obvious advantages for both OOD detection and
OSR. Compared with non-magnitude-aware techniques (i.e.,
ODIN and ReAct), we recommend more stable and determin-
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istic magnitude-aware scoring rules. (ii) Outlier Exposure jzg S5 2 o%yg
(OE) is by far the most effective training method for improv- 3 S egdse
ing performance on OOD detection and OSR benchmarks IR S o9
when the auxiliary data is highly correlated to the actual OOD Sgg g g
data. However, while finding such auxiliary data is possible
o .. ) a e 885 aR
for small-scale benchmarks, it is highly non-trivial to find > dd3sgd3d
such data in (more realistic) large-scale settings.
0 v >0 = %0 O
RN I
6 Conclusion TSR
=
HHEREEREE
In this study, we explore Out-of-Distribution (OOD) detec- P8|lgdaggdadgd
tion and Open-set Recognition (OSR). We conducted a
thorough cross-evaluation of methods for OOD detection and L N
OSR. Additionally, we introduced a new benchmark setting 'g ITIgdgoe e
that separates the distribution shift problem into covariate 2 s N O =
shift and semantic shift, proposing large-scale evaluation S8l
protocols for both settings. Our study revealed that the best
performing method current OSR and OOD datasets (Outlier IS L5 E223%%
Exposure) does not generalize well to our challenging large- = B g Tz ogd g
scale benchmark. We also discovered that magnitude-aware 2 PE| om0 0w
. . = EZ2l @m0 S e xRS
scoring rules are generally more reliable than others. Over- k= Sileggddagg
. z Sl No>oEc &~~~
all, our new benchmark can serve as an improved testbed et
. . Q
for measuring progress in OSR and OOD detection while £ =
providing insights into these two problems. We hope that % s
our thorough empirical investigation on the OOD detection 'é = é‘ —233x33 %
and OSR methods and benchmarks can shed light for future S SRCH R
study and applications on the broader data distribution shift b5
detection problem. % £ 8 ~ 1 ~ O ~ O O
Sl |22
I E T R TR
E|lElz S
. . z | g <
Appendix A More Experimental Results on SlEl2z| 288288
Benchmarks s|AES[R I EIR
<
HBRENEEREEEES
We additionally evaluate different methods on Scars-SSB % Z NN N A Y
and FGCV-Aircraft-SSB datasets from the Semantic-Shift 7
Benchmark (Vaze et al., 2022) to further investigate the 2 "é -
performance of scoring rules against semantic shifts. From = Z 3
) . b 5 leReT LGS
Tables 7 to 10, we can observe that magnitude-aware scoring £ g A S8esidq
rules perform well among different training methods. E - v 5
. . . . . = (=]
We also investigate the effect of OE using different auxil- £ Li ) 2 g
iary data (e.g., Places and YFCC-15M). As shown in Tables ; 2 % P _q§ %
9 and 10, we can see that OE performance heavily depends 8 g %% 29 23L2TIL é g
on the auxiliary training data. E SIERlT T e x gz 8 —°§ <
The degeneration of OE when applied to large-scale g . B éE
X . oL . B= =~ O <
datasets drives us to think about the core contribution behind 8|2 2 < é ‘;_ 2
the OE method. To find out the reason, we apply OE to the S| w . & T 1|E3
small-scale datasets with different auxiliary data (i.e., YFCC- 5| % 59 % ?‘:30 “a E qisb T o
Q
15M) in Table 11. Compared with results using 300K random 95 @ =20@=204a|Eg g
. . >
images, the one using YFCC-15M cannot exceed the perfor- = E s u;::'j
. o . . . = = =
mance of the OFE baseline. This indicates that the selection E g S
of auxiliary data is essential to the OE method and the suc- ~ |2 EE
.. . .y = >
cess of OE may come from the similarity of auxiliary data S | % <
. . . | m =0
distribution and test-time outliers. - | = @) Em
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Appendix B Activations of OOD and Open-Set
Data at Different Layers

We provide the maximum activations for intermediate lay-
ers of ResNet-18 trained on CIFAR10 when evaluated on
in-distribution data and data with different shifts. Activa-
tions in later layers are more discriminative between ID and
OOD/open-set samples. After using the OE loss, we can eas-
ily notice that the OOD samples are more separable than
the model trained with CE loss in Fig. 5. We also show the
maximum activation of the remaining datasets in Fig. 12.

We also visualize the histogram of maximum activations
of the model trained using ARPL+CS atevery layerin Fig. 13.
Our findings align with the observations in Section 3.3 in the
main paper, indicating that the early layer activations closely
resemble those of the ID test data while the activation patterns
begin to differ in the deeper layers. Notably, the ARPL+CS
method demonstrates superior separation compared to CE,
but it lags behind OE, as illustrated in Figs. 5 and 12. These
findings align with results in Table 2.

Appendix C Correlation of OOD and Auxiliary
Training Data

In Fig. 14, we also visualize t-SNE projections of represen-
tations for various datasets: ID data (CIFAR10), auxiliary

training OOD data (300K (Hendrycks et al., 2019) vs.
YFCC15M), and different test-time OOD datasets. As seen in
Figs. 14 and 15, using 300K images generally leads to better
overlap with test-time OOD data. Consequently, OE trained
with 300K as auxiliary ODD achieves superior performance
compared to its counterpart trained with YFCC15M (Table 2
vs. Table 11 in Section A) because it shows a better overlap
with the test-time OOD data.

Appendix D Different Architectures and Train-
ing Setups

Apart from ResNet, we also conduct experiments using
DenseNet121 on small-scale datasets and using DinoViT-
S/8 on large-scale datasets. As shown in Tables 12 and 13,
magnitude-aware approaches still perform others on several
datasets.
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Fig.12 Distribution of pre-unit activations for ResNet-18 pretrained on
CIFAR10, evaluated on training and ID testing data; open-set data (from
CIFAR-100) and OOD data (from SVHN, LSUN, iSUN). Specifically,
each subplot shows the maximum activation (along the channel, width
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and height dimension) at the outputs from layer_1 to layer_4 of
the ResNet-18 trained on CIFAR10, displayed from left to right in the
figures
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Fig. 13 Histogram of activations for ResNet-18 pretrained using
ARPLA+CS on a subset of CIFAR10 (with four training classes) and
evaluated on: training and testing ID data; open-set data (disjoint six
classes in CIFAR10) and OOD data. Specifically, each subplot shows
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the maximum activation (along channel, width and height dimension)
at the outputs from layer 1 to layer 4 of the ResNet-18, displayed from
left to right in the figures. Activation maps become notably separable
in the last layer between ID and open-set data



International Journal of Computer Vision (2025) 133:1326-1351 1349
OE OE OE OE
Rk ARRLICS (300K) (YFCC-15M) €E ARPLECS (300K) (YFCC-15M)
p, ) N y e,
! N ¢ ™~
(@) SVHN (b) Textures
T ) - 2
- _— : )
> &= LR
(c) LSUN (d) LSUN-R
o \ p
(e) ISUN (f) Places365
ID 00D Auxiliary

Fig.14 (-SNEn extracted by models with CE/ARPL+CS/OE loss. Each
point denotes a sample and its color denotes which distribution it
comes from. The pink/green/brown dots stand for ID/OOD/auxiliary
data respectively. Together with quantitative results shown in Table
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Fig. 15 t-SNE visualization of representations extracted by models
with OE loss using different auxiliary data (e.g., Places and YFCC-
15M), tested on ImageNet-R. Each point denotes a sample and its color
denotes which distribution it comes from. The pink/green/brown dots
stand for ID/OOD/auxiliary data respectively. Together with quantita-
tive results shown in Table 5, the dispersion of OOD and auxiliary data
may lead to the unsatisfying performance boost on large-scale datasets
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