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Challenges in Data Preservation for AT and ML Systems

Emma L. Tonkin ®! and Gregory J. L. Tourte ©?

Abstract: The management and preservation of machine learning (ML) and artificial intelligence
(AI) data is increasingly a concern for research institutions, as well as for institutions and industry
organisations making use of this type of data and method. This paper summarises key issues in this
area, presenting the case that there are significant benefits to the industry in developing best practices
and joint standards in this area, and identifying the benefits of this approach, as well as highlighting
risks and a current paucity of best practice in the area.

Keywords: data preservation, data management, artificial intelligence, machine learning, best
practices

1 Introduction

Data management refers to the practices and principles used to manage data within an
organisation, and is a vital area for machine learning. Digital preservation, an associated
concept, is a family of practices and activities [Wil7] that includes planning around data
retention, making decisions around the future of the data and materials, and acting to
maintain appropriate continued access to the materials beyond the initial lifecycle of the
material. Digital preservation references the idea of conserving data: for example, once
a research project is complete it is necessary to decide what must be done with the data
collected. Some administrative data, no longer required following the completion of the
project, may be deleted, while other data — required to assure the validity of the experiment,
or perhaps required for reanalysis or reproducibility of the dataset — must be retained. More
than that, there are concrete benefits to ensuring that data is as visible as possible to other
researchers, since — if it is appropriate to do so — data reuse increases the benefit of that data
collection and maximises the impact of the work, reflecting our commitment as researchers
to honouring the kind contribution of each research participant. The term digital curation
[Rh24] refers to processes during the entire lifecycle of data, models and supplementary
material, from appraisal (e. g. selection and retention), data management and preservation,
through to enrichment or linking of data, and the facilitation of data reuse.

The regulatory environment in which decision-making systems in particular are used
and developed raises challenges that often require ongoing access to data and systems to
meet the requirements of the field, and consequently, at each stage of the development and
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deployment of systems of this kind it is important to ensure that these issues may be addressed.
Recent regulatory debate internationally has highlighted the importance of features such
as explainability (see e. g. Kuiper et al. [Ku22] and Werder; Ramesh; Zhang [WRZ22]), as
well as the ability to trace provenance and characterise areas of validity of machine learning
systems. We are, therefore, trending toward an environment in which the ability to accurately
characterise artificial intelligence (AI) and machine learning (ML) products and services is
increasingly likely to become an obligation, especially for certain more sensitive use cases.

In this paper we attempt to identify challenges encountered when attempting to apply data
preservation techniques to large datasets used, created, and/or generated when working on or
with Al and machine learning models, and to provide guidelines for developing methods to
apply by researchers on their own datasets. Note that we make the assumption that the analysis
of which data to gather and collect has already been carried out. There is an entire separate
process to go through in order to determine how much data should be collected and is sufficient
to carry out the tasks defined in a research project, but this is out of scope for this paper.

2 Key principles and tasks in data management

Problem statement: Decision-making processes surrounding data are focused in part on
understanding the data that is held, characterising it and making decisions about it, and in part
on understanding what the data’s residual value may be, and for which tasks or purposes the
data may be used. As a general observation, ML applications typically constitute “distant reads”
of datasets isolated from their initial context, which is to say, understanding by aggregation
and analysis of large datasets [OKM12], and hence are only as valid as experimental design
and benchmarking permits [Li21]. In ML and Al applications in particular, the regulatory
environment increasingly implicates specific targets for service providers to meet. In general,
data preservation efforts in machine learning might among other things facilitate tasks such
as the following: recreation of models from source data; testing of alternative methodologies;
removal of data where required (e. g. compliance with GDPR right to be forgotten or right
to rectification, see “regulatory background” section below); reproducibility of existing
experiments and validations; evaluation of existing datasets or models, such as in new contexts
of use or user populations; tertiary reuse of datasets and accompanying resources; and
evaluation and characterisation of label sets (ground truths). There is a great deal of data
reuse in ML, and considerable thought has gone into the characterisation of resources such
as models and data. However, we argue that there is an ongoing need to further develop
practices in this area to align with emerging regulatory standards and best practices, as well as
developing an interdisciplinary understanding of AI/ML full-lifecycle practices as a form of
stewardship, comprising digital preservation and curation processes surrounding these often
large, heterogeneous, often human-centred and sensitive datasets and artefacts.

Data reproducibility is key to good academic practice, and machine learning is no exception
[Se23]. There are many potential limiters to reproducibility in machine learning, such as:
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Inherent non-determinism: Since methods such as neural network typically bring
into play various sources of randomness, it is to be expected that different runs of the
same task will produce differing outcomes, although these may in aggregate provide
statistically similar outcomes. This is inherent to the methods employed, and is likely
to be the least problematic reproducibility issue. However, Semmelrock et al. [Se23]
note that some methods, such as reinforcement learning, suffer disproportionately
from this issue and commonly use frameworks to mitigate the problem.

Lack of documentation: Often studies simply do not provide sufficient information
to reproduce the work. This may be a consequence of issues releasing aspects of the
work (e. g. source code, data, etc), potentially as a result of regulatory, IP or data
protection concerns, or simply lack of time, funding, awareness or incentives to take
part.

Unclear methodology, or methodological problems: methodologies can simply
be insufficiently clear to follow in their entirety (for example, failure to adequately
describe necessary preprocessing steps) or specific flaws may exist in the methodology
as documented. For example, issues of data leakage, such as issues that arise from
poorly chosen features, dataset separation practices, sampling biases, nonindependence
of train and test samples, and so forth, affect computational reproducibility and provide
typically overinflated estimates of a model’s efficacy [KN23; Se23]

Partial datasets and withdrawal of participant consent: Current efforts in ML
often involve the aggregation of extremely large datasets. However, under EU law
the data subject has the right to withdraw their consent for data processing at any
time; while there are alternative grounds for data processing that may potentially
be employed, it is normal for datasets to change over time. This is nothing new: for
example, social media datasets are commonly shared in the form of message IDs to
sidestep terms of service that exclude direct sharing of compiled datasets, hence as
accounts are deleted or set to private, each copy of the dataset varies slightly [Ba21].

Unavailability of datasets: as Semmelrock et al. [Se23] observe, the field of ML/AI
in digital health suffers significantly from difficulty accessing datasets, which are
often sensitive in nature. Mitigations, such as the availability of platforms on which
experiments can be tested without risk of data leakage, tend to be difficult and expensive,
requiring significant support from research organisations and funding bodies.

Unavailability of versioned resources and services: Similarly, a reliance on specific
versions of services, libraries, frameworks and other resources leads to changes in
performance and outcome. This is likely to be particularly visible in the case of
proprietary models, such as GPT versions. Ma et al. [Ma24a] give an example of a
researcher who finds that following an update, the behaviour of the system changes
significantly, and states that participants in their study believed that proprietary LLM
companies “violated well-established software update practices without justification”.
As a consequence, Ma et al. [Ma24a] find that users of LLMs are likely to move to
open source LLMs for research purposes.
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. Environment: ML cloud platforms are often used to provide large-scale environments,
yet the use of these platforms does not in itself confer reproducibility: Gundersen;
Shamsaliei; Isdahl [GSI22] found that an ML experiment, if performed on different
ML platforms, is likely to produce a statistically significant difference in results.

. Hype and wishful thinking: as observed by Semmelrock et al. [Se23], nonreplicable
results are cited more often than replicable results, and over-optimism is common.
Al “techno-optimism” leads to accounts of technical performance and promise that
outstrip the evidence [Ma24b], and may result in what Markelius et al. [Ma24b] refer
to as “mystification” of Al technologies, obfuscating important practical and ethical
concerns about technology and applications, such as reproducibility. These issues,
alongside anthropomorphism that often applies to certain applications of AI/ML,
may lead us into misjudging the attributes and capabilities of a device [LS19].

. Ethical concerns: at times, experiments are documented that are carried out in such
a way as to render recreation of the study problematic. For example, critiques of the
Stanford “gaydar” Wang; Kosinski [WK18] often focus on the sample, the impact of
the purported outcomes and the potential for abuse of the results, e. g. [KB23]. The
study is itself arguably unhelpfully framed, as well as presenting data licensing and
ethics issues, and so efforts to explore aspects of this work would be unlikely to focus
on reproducing the study as described.

. Assertions beyond the evidence: Over-promising is a risk in ML/AI, partially
as a result of the “techno-optimism” described earlier. Ge et al. [Ge23] argue
that inflationary effects in Al lead to significantly overpromising the potential of
technologies in applied scenarios, taking the example of measuring vocal impairment
in Parkinson’s disease, and showing that, though reproducible in its own terms,
e. g. using a standardised dataset, the experimental results will not be reflected in
real-world applications.

2.1 Regulatory background around data management and preservation in AI/ML

As the complexity of models increases, a lack of transparency about data sources has become
commonplace [Da21]. Data contained within training sets may be “of dubious legality”
[LLD23], which leads to a broad swathe of potential issues, ranging from the inability to
characterise model bias and limitations through inspection of source data through to issues
with reproducibility of outcomes and problems with model safety. Model versioning and
provisioning are also potential sources of issues with reproducibility, particularly when
making use of externally hosted services — for example, Wang et al. [Wa24] explain that
“models are dynamic and continue to evolve over time”’, making use of fixed versions of
models to avoid these pitfalls.

Al and ML can be applied across any field, and many involve little or no personal data.
However, many currently popular applications of machine learning do involve personal data,
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either incidentally (for example, the use of YouTube videos, text from blogs or social media,
or images from social media and Instagram) or because the application requires it. For
example, targeted advertising intends to draw out associations between information about
the user’s interests, activities and personal preferences and their response to advertising,
in order to optimise the likelihood that the adverts that they are shown result in a website
view or a sale. Digital health frequently involves applications of AI/ML to personal data
for a wide variety of health-related purposes, such as support for medical diagnosis, or
development of tools that provide improved performance or improved user experience for
health related tasks such as disease management. When we think of the risks of Al to
personal data, however, it is likely that the first case that comes to mind is the large-scale
collection and processing of huge amounts of data to power LLMs such as ChatGPT — and
the potential for sensitive personal data to be exposed to private companies through the use
of services of this kind by professionals such as doctors [B124] and judges [Gu24]. The
data collection methods of companies such as OpenAl have received much critique, but it is
perhaps less widely recognised that many datasets exist that are drawn in a similar manner
from resources such as YouTube. As Fried [Fr24] puts it, the perspective of Al companies is
that anything publicly available is “fair game”. Yet this is far from the reality of the situation.
Here, we briefly summarise some features of the GDPR, giving a European perspective on
some of the responsibilities of the data processor when processing personal data.

. Informed consent: While consent is only one of several grounds on which personal
data can be processed, it is often part of the picture. Consent should be freely given
(e. g. not forced in order to enable functionality, or the result of a default opt-in, for
example), specific, informed and unambiguous.

° Transparency: The right to be informed (Articles 13—-14 of the GDPR) means that
individuals should be able to access clear and transparent information about personal
data concerning them, and how it it is collected, used and processed.

° Right to erasure: Under Article 17 of the GDPR, individuals have a right to ask for
their personal data to be erased.

. Right to rectification: Under Article 16 of the GDPR, individuals have a right to ask
for their personal data to be rectified. This is relevant to systems that present output
as factual data, without providing validation of their output, and which are prone to
“hallucinations”, such as falsely claiming that a living individual has passed away.
OpenAl have stated that they are unable to correct incorrect output [Ru24]

. Assessing risk and impact of data processing: No “one-size-fits-all” exists in data
processing. One application of ML to a dataset may be quite without risk to the data
subject, whereas another may have significant consequences to them. Organisations
performing high-risk data processing tasks are obliged to carry out data protection
impact assessments, and as a matter of best practice these should be made public.
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2.2 Intellectual property risks in generative Al

As well as data protection, many of the potential risk of generative Al in particular relate to
intellectual property. It is possible for users of generative Al systems to produce work that,
intentionally or unintentionally, reproduces copyrighted material or infringes in some way
on an individual’s rights. As Appel; Neelbauer; Schweidel [ANS23] assert, generative Al
has an intellectual property problem, originating in part from the capability of generative Al
to reproduce elements of human performance and ideation (for example, an artist’s voice
or style), and in part from the often dubiously licensed or unlicensed nature of the source
data from which models are trained. When OpenAI’s CTO Mira Murati was asked by the
Wall Street Journal’s Joanna Stern whether their video generation tool Sora was trained on
YouTube, Instagram etc, Murati famously responded “I’m actually not sure about that”, but
suggested that if the videos were publicly available, it was possible. Potential users of many
currently popular models are operating in an environment in which the provenance of the
training data is unclear.

One risk is that one may be accused of reproducing existing works. Speaking of music
generation, Sunray [Su20] points out that there is “an inherently limited musical palette”.
Automated music generation in general has some risk of reproducing elements of known
works, and music generators that rely on what Sunray [Su20] refers to as “a tapestry of
upsampled sound” are potentially at greater risk. In a 1986 9" Circuit case in the USA,
Fisher v Dees, a rule was established that, if an average audience does not recognise that
elements of a work have been appropriated, then the similarity does not signify legally; as
such, if it sounds to an average person like another work, then there is a risk that the work
may be seen as an appropriation of another’s work. A generalisation of this in US law is the
“Hand Abstraction Test”: similarity of theme or abstract idea is not copyrightable, whereas
substantial similarity implies infringement. If the origin or content of the training data is not
documented, it is correspondingly more difficult for the user that the system is supporting,
as opposed to a listener with extensive knowledge of the topic to evaluate whether elements
of a work have been reproduced. In general it is currently unclear what risks or liability
may result from making use of models and services that potentially lean on material for
which no valid licensing for reuse was provided or made available, but at the very least we
might imagine that there is an enhanced risk of the model or service eventually becoming
unavailable as a result.

Separately, it is also worth noting that the outputs of Al systems are considered uncopy-
rightable in many jurisdictions. For example, in the EU, copyright on Al-generated data is a
topic under active discussion [BS22]. Under EU law, material under copyright is to be “the
author’s own intellectual creation” [HQ21], so Hugenholtz; Quintais [HQ21] propose that
a work must require human intellectual effort and human creativity to be copyrightable,
meaning that some AI/ML assisted creative processes may be copyrightable, but not all;
in any case, the copyright cannot lie with an entity other than a human. The US copyright
office has deemed the product of generated Al to be uncopyrightable, since copyright has a
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human-authorship requirement (e. g. non-human entities, be they bonobos or ML algorithms,
cannot themselves hold copyright). Therefore, at present only aspects of a product that
are the result of human input (for example, manual typesetting of Al-generated texts and
images) may be copyrighted. Similarly, Australian law requires a human author for copyright
ownership, and existing case law shows that Al cannot be named as an inventor for patents.
The implications of Al involvement in IP development require careful charting. Returning
to decision-making around systems and components that make use of generative Al tools,
then, it is important to document the provenance of the data and model as far as possible,
so that we ourselves understand where we stand and how we might avail ourselves of the
resources we hold. If we do not have this information, it is equally important to recognise
the disadvantage at which this places us, and to take this into account when considering
retention and reuse of the artefacts involved.

It is useful to distinguish between the uses of AI/ML in research and the inherent differences
it brings to the data associated with it. On the one hand, one may only need to use an
pre-existing and pre-trained model to run on one’s own dataset or generate one’s own data.
On the other hand, some research may be entirely focused on the development and training
of models when data is gathered and collected as input to models. These cases may present
different challenges to data preservation. When working with an existing model, where the
user has not been given access or input into the choice of data used for development and
training, the output of such model may contain copyrighted or sensitive data even though
the data from the user appears “safe”.

2.3 Information validity: Provenance and hallucination

The tendency of certain models, e.g. LLMS, to “hallucinate” — produce inaccuracies
[HHS24] — or produce outcomes that among other things may deviate from user intent or
misalign with factual knowledge [Li24], may lead to significant risks for users who rely upon
the tool for relevant purposes. For example, if the service is employed as an information
retrieval system, a hallucination that might be harmless in other contexts becomes potentially
harmful. From a regulatory point of view it is not necessarily a problem for a service to
“lie” if it is known to be a liar and handled accordingly, but liability for its errors is likely
to lie with the enterprise who presents the service to customers as a factual information
retrieval system, e. g. Air Canada’s recent loss in court against a passenger who received
inaccurate information from a chatbot demonstrates this problem [Gr24], or the 2023 case
in which lawyers Schwartz and LoDuca were employed ChatGPT to research a legal case,
submitting a legal brief that was found to reference several non-existent cases and failing to
verify this when queried, resulting in a fine. Systems which are persuasive but have little
regard to the factual nature of assertions present the same danger as any agent, human or
otherwise, who prioritises apparent plausibility over factual accuracy [BW23]. A curator
seeking to formalise a given application such as legal information retrieval would do well to
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supplement the use of such systems with classical information retrieval solutions, and to
carefully display the expected reliability of each resource to the user.

2.4 Data auditing: Understanding the data and models we hold

While there are guidelines around the use of tools and processes such as data management
plans, for example in the context of Horizon 2020 [Sp21], in the US [BNC21] and in the UK
[Hol1] under funding agencies such as EPSRC and others, there are significant challenges
involved in encouraging compliance. Bishop; Nobles; Collier [BNC21] cite van Loon
et al.’s finding [Lo17] that over half of data management plans do not identify individual(s)
responsible for research data management, for example. Shelly; Jackson [SJ18] assesses
research data management in 13 Australian research universities and identifies a lack of
consistency in practical implementation. Bhardwaj et al. [Bh24] observes in an analysis
of evaluation results for 25 ML datasets that “researchers in machine learning, which
often emphasizes model development, struggle to apply standard data curation principles”.
As Steffens et al. [St24] summarises the problem, in the context of a particular area of
medical research, there are several important blockers to good RDM, including lack of
time, awareness, incentives and funding for its implementation; a lack of understanding of
the legal and regulatory aspects of the task; and a need to “better identify meaningful and
actionable data among the increasing volume and complexity of data being acquired”. This
task, the triaging of data, grey literature, software artefacts and so forth, may need to be
carried out post hoc in the form of an auditing process.

2.5 Data curation and audit in ML/AL

The task of performing a review of the data and software held is necessarily much more
significant in an environment in which little metadata is held or in which processes and
processing are applied ad hoc. One example of an approach that may be applied is the
Data Asset Framework, which seeks to: identify data assets; explain how the data are stored,
managed, shared, and reused; identify risks (e. g. misuse, data loss, irretrievability); understand
researchers’ attitudes and feed into future decisions about data management. The task is
challenging: the DAF (Data Asset Framework) [JRRO8] finds on the basis of pilot studies
that it is “not feasible to be comprehensive” when attempting to inventory data, and that low
rates of engagement may be expected. Audit criteria for training datasets and trained models
that may be of interest in the context of ML research in particular include not only those
points identified above, but also issues of licensing, ownership, database rights, sensitivity,
transparency, and ethics. There has been considerable work put into the development of
appropriate metadata, such as model cards describing trained ML models [Mi19], and data
cards describing datasets [PZK22]. The issue is therefore not one of a foundational lack of
understanding of the data to be collected, but one of capturing the appropriate data at the
right time: it is difficult, for example, to establish the intended aims and appropriate use cases
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for a dataset without detailed knowledge of the information one is holding, including the
circumstances of its collection or capture, and it may be extremely difficult to establish its
regulatory and consent status after the fact.

To summarise, as Paullada et al. [Pa21] observe and we have briefly discussed above, ML
datasets are commonly bogged down by questions of licensing, intellectual property, data
protection, the presence or absence of informed consent, transparency and ethics. It may be
extremely impractical to thoroughly grapple with the task of auditing activity in this field
when beginning in medias res. As the joke goes: “If I were you, I wouldn’t start from here”.

3 Discussion and Conclusion

Processes of digital curation, such as data appraisal and audit, data management and
preservation, and data enrichment and long-term availability for reuse, are clearly relevant to
AI/ML tasks. Some areas, such as dataset and model description, have extensive histories in
the literature, and existing best practices in this area are ripe to become part of digital curation
best practices. From a regulatory perspective, however, there are significant areas of concern
surrounding which there is further work to do, such as the many issues with potential leakage
of sensitive data from datasets and models, which have only briefly been covered in this paper,
and the areas of concern surrounding dataset transparency and implementation of the data
subject’s rights under the GDPR (e. g. “right to be forgotten” and “right to rectification”). The
availability of datasets for reuse raises the potential for issues such as inference of sensitive
personal data without the consent of the data subject, and hence the dataset curator must
grapple with the potential for harm linked to the reuse of these resources.

Much of the existing discourse surrounding safety in AI/ML relates to the archetypical large,
wealthy organisation running extremely large and extensive models, rather than to research
institutions and groups or small organisations or startups, and we argue that this is another
example of “hype and wishful thinking”, and that the majority of AI/ML datasets, beyond
these few very large organisations, are in the care of digital curators, staff, or students with
relatively few resources. Hence, we suggest that there is a need for digital curation guidance
and resources tailored for the broader community.

In this paper we have sought to identify the different type of data one may use or generate
when working with AI/ML, the multiple challenges paused for each type when applying
data management methods to such data, as well as the different challenges around data
preservation once projects are done. We have attempted to provide guidelines as to the
different questions that should be asked and considered when when dealing with such
workflows: data provenance and ownership; data enrichment; data sensitivity; copyright,
intellectual properties and other legal issues; and data auditing and curation.
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