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Abstract

Secrets are the basis of most protocol security, enabling authentication
and secrecy over untrusted channels even in the presence of active adver-
saries. The compromise and misuse of secrets can therefore undermine
the properties that people and systems rely on for their security. In this
thesis, we develop foundations and constructions for security protocols
that can automatically detect, without false positives, if a secret such as
a key or password has been misused. These constructions allow protocol
participants to automatically trigger an appropriate response and minimize
the effects of compromise. Our threat model includes malicious agents,
(temporarily or permanently) compromised agents, and clones.
Unlike existing approaches to detection, for which designs are interwoven
with domain-specific considerations and which usually do not enable fully
automatic response (i.e., they need human assessment), our approach makes
it clear where automatic action is possible. Our results unify, justify the
design of, and suggest improvements for existing domain-specific solutions.
For example, we propose an improvement to Cloudflare’s Keyless SSL
protocol that enables key misuse detection, and a modified ISO-IEC
9798 protocol for use in high-security smart-card applications such as the
Common Access Card.
Our results show that protocols which detect misuse must be stateful.
Although stateful protocols are becoming more common, formally analyzing
them remains a challenge. We develop and implement several improvements
to the Tamarin prover to alleviate this difficulty, and use them to formally
verify our proposed detection protocols.
We demonstrate the wide applicability of our improvements to Tamarin
by analyzing several real-world protocols. Notably, we perform the first full
formal analysis of both WireGuard, and the DNP3 Secure Authentication
protocol—a complex multi-stage stateful protocol used to authenticate
critical monitor and control functionality in SCADA systems.
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Chapter 1

Introduction

Most secure systems depend on secrets in some form, whether they be cryptographic
keys, passwords, or other confidential information. These secrets are necessary for the
systems to provide the security properties expected of them, and yet it is impossible
to ensure a priori that the parties who must know the secret will make use of it
‘honestly’. Even if it were, it is also impossible to guarantee that classical information
has not been copied or is otherwise usable by untrusted (and possibly malicious)
parties. Consequently, secret misuse is a serious threat to security.

Since the first uses of secrets for authentication, there have been many technical
and procedural measures developed in response to the threat of compromise. Some are
designed to prevent secrets from being compromised, like the orders to burn codebooks
given to officers in 20th century warfare [4], or the modern day hardware security
module [76]. Access control systems, including information classification [29] and
the two-man rule [3], are designed to minimize the immediate effect of compromise
by limiting the access granted by compromising an individual secret. Once a secret
is known to be compromised, or the party holding it can no longer be trusted,
revocation mechanisms are designed to limit ongoing damage from the compromise
by preventing further use of the secret as swiftly as possible—whether that be by
physically replacing locks, or through the technical measures used for certificate
revocation on the internet [51, 70].

In addition, there are measures to aid in detecting that a secret has been compro-
mised, or that one of its holders is no longer trustworthy. Broadly, this can be done
both factually—for example, by observing anomalous or contradictory behaviour—
and counterfactually—as with so-called “barium-meal tests”, where making use of a

1



compromised secret leads to some observable activity which should not occur [96]. For
the most part, these measures aim to provide only a strong suspicion that compromise
has occurred, with the final judgment left to human observers. But, with modern
security measures increasingly focused on verifiable formal properties, this hints at a
deeper question.

Question 1: How can we be certain that a secret has been com-
promised or one of its holders is no longer trustworthy? In other
words: when can we automatically invoke a response mechanism
like key revocation in this setting?

How we can answer this question depends on the assumptions that we make about how
protocols are executed and the network they operate over; for example, if we assume
that some agent can forge cryptographic signatures without the corresponding secret,
then we would not be able to use such signatures as evidence of secret compromised. In
this thesis will make use of standard assumptions from symbolic verification, including
that an adversary controls intercepts all messages, and the cryptography used cannot
be subverted. We will discuss these assumptions in more detail in Chapter 2.

There exist some systems which aim to provide specific guarantees related to
detection. For example, Certificate Transparency [59] and related ‘transparency
overlays’ [9, 10, 19, 98, 99] try to ensure that all participants have consistent information
about particular authenticated activities; in the case of Certificate Transparency,
which certificates have been signed off by a trusted authority. If they have consistent
information, then participants could collectively audit these activities, ensuring that,
for example, no certificates have been signed without a request by the appropriate
party. But there are few examples where formal verification has been applied to ensure
that these systems actually meet their design goals, and even those which have been
analyzed are typically verified only for small examples. Even transparency overlays,
with their stated goal of guaranteeing detection, shy away from prescribing action and
instead assume human intervention.

If we wish to be confident enough to declare a secret compromised and invoke
response mechanisms automatically, formal verification is a necessity. Early systems,
like the clone detection mechanism in the ANSI-41 [1] specification, were intended to
allow automatic revocation but were never formally analyzed to ensure that detection
was correct. And indeed, in the case of ANSI-41, it was discovered soon after
implementation that the mechanism frequently generated false positives, rendering it
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useless [95].
Much of the difficulty in performing formal analysis of systems like transparency

overlays is found in their complexity. There are many roles involved, each of which
is tasked with maintaining state across multiple protocol runs and communicating
with many different agents. As we will see later, answering our first research question,
naturally leads us to develop new detection protocols that enable automatic response.
However, as we will also show, these protocols are necessarily stateful, which is a
challenge for automatic protocol analysis tools. This motivates our second research
question.

Question 2: Can we improve our ability to formally analyze
stateful protocols?

We answer this question in the affirmative, through careful consideration and augmen-
tation of an existing protocol analysis tool that is well-suited for this purpose. The
class of stateful protocols contains much more than just detection protocols, which
motivates our final research question.

Question 3: Can we use our work to perform novel analysis for
both protocols which detect secret misuse, as well as complex
real-world protocols for which no formal analysis currently ex-
ists?

Through these three questions, we aim to broadly increase the assurance provided
by security protocols. We will construct the foundations and theory for protocol
designers to build and improve on protocol designs that allow for detection of misuse—
and will give concrete examples where we have done so. We will improve a tool
widely used in protocol verification so that it is easier to model and analyze complex
protocols. Finally, we will apply these improvements to formally verify not only our
own protocols, but also to analyze real-world protocols and contribute to their ongoing
development.

1.1 Approach

Each of our research questions requires a different approach. Here, we give intuition
for how we will proceed before we discuss our contributions.
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Question 1 Distributed programs run by communicating agents to achieve security
goals within a particular threat model are broadly captured by the notion of security
protocols. Thus it is natural to consider designs to automatically detect and respond
to key compromise within the field of protocol design and formal analysis.

Though we began by discussing secret compromise, detecting compromise itself is
not possible in general. If an attacker simply learns a secret but never makes any use of
it, then there is not necessarily any evidence to conclude that compromise ever occurred.
However, in many cases—particularly when a secret is used for authentication—the
attacker has some other goal which they can only perform using the secret; for example,
to log into a service, to request a document, or to trigger a specific action of the system
like opening a door. Additionally, a malicious agent may abuse their knowledge of a
secret to subvert a protocol’s security without a specific notion of compromise. For
this reason, we refine our terminology and refer to secret misuse, by which we mean
any use of a secret to perform some action that would not occur if all participants
were honestly following the protocol.

There exists prior work on specific protocols in certain domains to make secret
misuse discoverable, but nevertheless there has been no attempt at generalizing these
protocols or establishing the foundations of their operation. Further, even within
existing protocols there are few examples where formal analysis has been applied to
verify these ‘detection’ or ‘discoverability’ properties.

To answer this question, we begin by reviewing background on security protocols
and prior work. Certain common threads in this prior work will give us some intuition
to construct motivating examples. From there, we can define a model of protocol
execution that is as general as possible while allowing us to prove certain restrictions
on the ability to detect. Thus we can construct a categorization of detection into
distinct types, and examine the implications of these restrictions.

Question 2 There are several protocol analysis tools which allow state to be modelled
to some degree. Many of these, like the original abstraction used by ProVerif [12],
only allow for monotonic state—state where no values can be removed or changed.
Others, like the AVISPA tool [6], require concrete bounds on the number of sessions
and fresh values generated.

Two main tools have seen substantial success at performing automatic analysis
of stateful protocols: StatVerif, described in [5], and the Tamarin prover described
in [64] (which also underlies SAPIC [55]). StatVerif extends the process calculus of
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ProVerif with explicit state constructions, allowing it to model non-monotonic state.
Tamarin takes a different approach, with protocols modelled as a multiset rewriting
system that transforms global state; non-monotonic state is thus captured as a natural
consequence of the protocol execution model. SAPIC compiles specifications written
in a stateful process calculus to Tamarin input.

Our goal, beyond proving our own constructions, is to improve stateful protocol
verification for use on real-world protocols. While StatVerif has been used to perform
analysis of a toy model of a security device and a contract signing protocol [78],
Tamarin has featured in verification efforts of TLS 1.3 [27], V2X revocation proto-
cols [93], PKCS#11 [57], flow integrity in industrial control systems [38], and several
other real-world applications [86]. Thus, we focus our efforts in answering our second
research question towards the Tamarin prover.

We will first examine the background behind the constraint solving algorithm and
protocol execution model in Tamarin, and then proceed by improving two specific
aspects of the implementation that limit its ability to automatically analyze stateful
protocols.

Question 3 For our third question, we begin by applying our improvements to
successfully analyze the detection protocols that we design. We then look towards
complex real-world protocols without prior analysis. First, we apply our work to
analyze WireGuard [35], an increasingly popular VPN protocol. Through our analysis,
we prove several strong security properties in our model. Additionally, our discussions
with the WireGuard team lead to a protocol change which decreases the complexity
of the protocol with no loss in security; the change is also upstreamed to the Noise
protocol framework [73] used by other projects. The reduced complexity dramatically
simplifies formal analysis of the protocol, and the upstream change will allow other
projects to be analyzed more easily in the future.

We also examine an extremely complex real-world protocol, the DNP3 Secure
Authentication protocol [39] used to secure utility grids. For a variety of reasons, this
protocol has resisted any prior attempts at formal analysis. We discuss its complexity
and the considerations necessary to model it, and successfully verify its security
properties automatically.
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1.2 Contributions

Our contributions span theoretical results that motivate and inform protocol design,
developments that allow these designs to be realized and verified, and practical
improvements and analysis of real-world protocols that are widely used today.

We answer our first research question by providing the first general foundations
for the automatic detection of the misuse of secrets for automatic response. Our
focus on detection as a verifiable security property with the requirement of no false
positives ensure that our developments can be used to automatically revoke keys,
access, or invoke other countermeasures; our foundational approach also provides new
insights into the design choices in existing systems designed to detect. We identify
several design principles relevant to the design of detecting protocols, and propose
an improvement to existing systems as well as several two-party protocols capable of
detecting misuse in practical scenarios.

Our second research question is answered through a series of developments to
Tamarin, improving several aspects of its heuristics and computation steps to make
it faster and easier to perform automated analysis of stateful protocols.

The improvements we make to Tamarin allow for the analysis of protocols that
previously seemed intractable. We use these improvements to verify several properties
of our proposed detection protocols. Finally, we demonstrate the power of our work on
Tamarin by performing the first formal analysis of both the WireGuard handshake
protocol and the complex DNP3 Secure Authentication protocol.

1.2.1 Originality and other contributions

The foundations of detection and related protocols originally appeared in [67] as
joint work with Cas Cremers, Mark Ryan, and Jiangshan Yu, who contributed to the
motivating examples and protocol designs that appear in that paper; these have been
modified and expanded in this thesis.

Our work formally analyzing the DNP3 Secure Authentication protocol appears
in [26] along with detailed discussion of the context and specific security properties
of the standard by Cas Cremers and Martin Dehnel-Wild. In this thesis, we focus
specifically on the formal modelling and verification, which is entirely our own work.

The analysis of WireGuard was done as joint work with its creator, Jason Donenfeld,
who ensured that the protocol model accurately reflected WireGuard’s design and
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proposed the modification to NoiseIK based on our work; our analysis can be found
in [36].

In addition to the work that appears in this thesis, we contributed to the design
and symbolic verification of ART [25], a protocol to provide post-compromise security
for end-to-end encrypted group messaging.

1.3 Overview

We begin by answering our first research question, with our first three chapters focused
on developing and applying a theory of detection. Chapter 2 reviews background
on security protocols and protocol models, as well as prior approaches to mitigating
or detecting secret compromise within protocols. In Chapter 3, we develop the
foundations for the detection of key misuse in general, proving necessary conditions to
prevent false positives and providing a categorization of the ways in which misuse can
be observed. In Chapter 4, we show how these foundations allow us to consider an
existing system for detection in a new light, and propose several detection protocols
that we will later verify.

Next, we move to answering our second question, with a view towards the Tamarin
prover. In Chapter 5 we provide background on the theory and implementation of
Tamarin. We then, in Chapter 6, develop several improvements to Tamarin which
make it even more suited for the analysis of detection protocols, and show two case
studies for our improvements.

In Chapter 7, we tackle our third question. We formally analyze the detection
properties proposed in Chapter 4, and show the broader applicability of our improve-
ments to Tamarin by analyzing two well-known, real-world protocols with no prior
formal analysis.

Finally, we conclude in Chapter 8 with a summary of our work and future directions
for research.
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Chapter 2

Background and related work

This chapter presents background on security protocols and ways secret compromise
has been considered in protocol design in prior work. We begin with an overview of
protocols and models in Section 2.1, followed by examples of prior work on protocols
with the goal of restoring security properties after compromise in Section 2.2. Finally,
in Section 2.3 we examine several examples of related work detecting secret misuse in
specific domains.

2.1 Security protocols

A security protocol is a program distributed across multiple agents, comprising both
local operations by that agent and message exchanges between agents. Security
protocols are designed in order to guarantee properties of the execution of the protocol,
even in the presence of an attacker. For example, we may wish for a protocol to have
the property that, after two agents (say Alice and Bob) execute the protocol with
each other, Alice can be sure that Bob intended to send her precisely the data she
received. Or, for example, that at no point could any other party learn the data sent
between the two of them. Such properties are called security properties.

An example of a security protocol is shown in Figure 2.1. We write {| |}sk(R), to
indicate a message concatenated with a signature computed using the key in the
subscript, i.e. both the contents and an authentication tag are sent in m2. This
protocol has two roles: the initiator I and the responder R, each of which prescribes
actions for an agent to execute. An agent Alice executing the role I of this protocol
would begin by generating a random value ni before sending it over the network to an
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I R

- generate a nonce ni

ni

- generate a nonce nri

{|ni, nr |}sk(R)

- verify signature of {|ni, nr |}sk(R)

Figure 2.1: A simple example of a protocol.

agent Bob executing the role R. Bob would receive a ni from the network, generate
a new random value nr, and then sign both ni and nr with his secret key and send
it back to Alice. Once Alice receives this message, she can verify the signature with
the public key belonging to Bob, and either successfully complete the protocol if the
signature is correct, or fail before proceeding with any further execution. A complete
instance of a protocol role executed by an agent is called a session.

Although the protocol is described in terms of messages sent directly between the
two agents, this is rarely how systems actually work. The goal of a security protocol
is to guarantee some property even in an adversarial setting—for example, when
messages are sent over an open and shared network that an adversary can interact
with. The assumptions that are made about the adversary’s capability depend on the
setting and type of analysis; in this thesis we will take a symbolic approach based on
the Dolev-Yao model [34].

2.1.1 The Dolev-Yao model

To analyze a security protocol and verify its properties, it is necessary to make some
assumptions about the environment it operates in. After all, it is trivial to guarantee
that a message is from a particular agent if one assumes that no other agent can send
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messages.
When considering security properties, we would like a protocol to provide security

in the most hostile environment possible—against the most powerful adversary that is
still relevant. The agents running the protocol may not expect such an adversary, but
it is better to be safe than sorry. Furthermore, it is easier to reason about potential
attacks without multiple, intersecting restrictions on adversary actions.

In 1983, Danny Dolev and Andrew C. Yao published a manuscript introducing
formal models for analyzing security protocols [34]. What is now called the Dolev-Yao
model has evolved from their work, and is captured by three main assumptions:

1. (Perfect cryptography) Neither the adversary nor any agents know how to
subvert cryptographic operations. Specifically, cryptography can be modelled by
a term algebra, in which terms must be derived from operations on other terms.
Thus, analysis can be done symbolically.

2. (Unbounded execution) The protocol can be executed an arbitrary number
of times by arbitrary sets of agents.

3. (Network adversary) The adversary is the network: all messages are sent to
the adversary, and the adversary can deliver any message that they can derive
from everything previously sent on the network. This includes messages from
previous protocol runs between any agents on the network.

For the protocol in Figure 2.1, in the Dolev-Yao model we assume that despite
being able to intercept ni, the adversary cannot compute a signature using sk(R)
without knowing sk(R). Thus, if sk(R) is secure then upon completing the protocol,
the agent executing the role I can be certain that m2 was constructed by R after ni
was generated. The agent executing the role R, however, has no guarantee about the
provenance of ni, as an adversary could have generated it themselves (or redirected a
message from any other agent).

2.1.2 Compromising adversaries

In the original Dolev-Yao setting, security properties are considered in the context of
protocol runs, under assumptions that for example certain keys are secret from the
adversary. There are many desirable security properties that do not fit within this
limited scope, however: protocol participants may wish that their communication is
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guaranteed secret even if an adversary compromises a particular key after they run
the protocol, for example.

To consider more complex security properties like these requires increasing the
capabilities of the Dolev-Yao adversary. We augment the adversary with the ability
to compromise particular secret terms held by the protocol participants, thus allowing
us to reason about security properties based on when this compromise occurred, and
for what terms. Well-known properties that require a notion of compromise include

1. Perfect Forward Secrecy: some shared data (typically a session key) de-
rived by running the protocol remains secret from the adversary, even if they
compromise the long-term keys of the participants afterwards;

2. Key Compromise Impersonation (KCI) Resilience: an adversary cannot
execute the protocol as an agent A even if they compromise the long-term keys
of all other agents.

We will make use of similar adversary assumptions in our model, because a notion
of compromise is integral to the meaning of detection without false positives. For a
full treatment of compromising adversaries in a symbolic model, see the work of Basin
and Cremers in [7].

2.1.3 Stateful protocols

In addition to augmenting the power of the adversary, we also consider additional
capabilities of the agents executing a protocol. Nearly all security protocols require
some notion of state; at its most basic, an agent must know what step of the protocol
to execute next, or store a nonce generated during a session.

In early protocols and protocol modelling, state was considered only in the context
of a single session. This makes some reasoning much easier; it means past executions
of a protocol have no impact on the current execution. More generally, it guarantees
that protocol executions can be performed in parallel by agents, with no causal
dependencies between them.

Many modern protocols, however, make use of state that spans several sessions,
modifying it as they go. Indeed, certain strong security properties require state;
for example, keeping state is a necessary condition for a protocol to achieve post-
compromise security [24]. Post-compromise security is the property that compromise
of an agent’s key by an adversary is ’healed’ by any later session without adversary
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interference, in the sense that the adversary no longer gains any advantage from
knowing the prior key. This requires that, after each session, agents must hold some
new secret data that the adversary cannot derive using the previously compromised
key (and so state to store that secret material). Thus, we assume stateful agents in
our work, and make use of a protocol analysis tool, Tamarin, which allows for them.

2.2 Restoring security after compromise

In a number of domains, there have been efforts to minimize the effects of secret
compromise through restoring the security of protocol sessions following a compromise
event. Note that this stands in contrast to, e.g. perfect forward secrecy, which is a
security property of the sessions that occurred prior to compromise.

Here, we review some approaches to security properties after compromise. Note
that many of these are domain specific and provide only informal guarantees, with
the exception of the work by Cohn-Gordon et al. in [24].

2.2.1 Key-evolving cryptosystems

Key-evolving cryptosystems (e.g. [46, 48], for a survey see [44]) have been proposed to
mitigate the damage caused by compromised secret keys, through the use of periodic
key changes. In the symmetric setting, a sender and a receiver share an initial long-
term secret which is used to derive a set of keys that is only valid for a certain time
period. In the asymmetric setting, each party holds the public keys of the other, and
updates this stored key when they receive an authenticated ‘key evolution’ message.
Thus, a compromised agent key is only valid until the next key evolution by that
agent.

Key-evolving cryptosystems help limit the potential damage of one-time key
compromise, but have limited effectiveness against a network adversary. Key evolution
can be triggered by an adversary after compromise, and that adversary could continue
to intercept and modify messages from the compromised agent indefinitely. In some
systems, the choice of a new key is arbitrary, in which case the adversary can return
to a passive role simply by evolving the key back to the one held by the real agent.
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2.2.2 TPM authentication protocols

A Trusted Platform Module (TPM) [90] is a hardware component designed so that
platforms can provide better protection of sensitive data. It does this by storing keys
in its shielded memory, allowing access and use of these keys only through a specific
interface.

TPMs provide two kinds of key-use authorization protocols: the Object Indepen-
dent Authorisation Protocol (OIAP) and the Object Specific Authorisation Protocol
(OSAP) [30]. These protocols are the interface through which a user process can, for
example, authorize key activity on the TPM. The accessing user process is authenti-
cated by the TPM in part with a series of ‘rolling nonces’ which include the nonces
generated in the previous access by both the user process and the TPM. This acts as
a sort of evolving key constructed from past sessions.

The rolling nonces are intended to maintain freshness in every message, but they
have a side effect of ensuring the participating agents were also involved in the previous
session. This construction is not completely resilient against key compromise, though:
an adversary who can inject messages can make use of the TPM temporarily, then
‘resynchronize’ the nonces between the user process and TPM.

2.2.3 Key ratcheting and post-compromise security

When previous keys are combined with new key material, and that new material is
generated so that it has perfect forward secrecy, the result can provide much stronger
security properties than a simple key update scheme.

The Signal protocol makes use of a ‘key ratcheting’ process called the Double
Ratchet Algorithm [68], designed for messaging systems. In this protocol, agents
periodically perform Diffie-Hellman exchanges as they send and receive messages.
When one of these key exchanges occurs, they derive a shared key from the combination
of both the previous key and the result of the key exchange. This is referred to as
‘ratcheting’ the previous key, in reference to physical ratchets which can only be turned
in one direction.

In [24], Cohn-Gordon et al. introduce post-compromise security: a security property
that provides formal secrecy guarantees for communication after compromise. This is
accomplished through key ratcheting, like the Double Ratchet Algorithm. Their work
is notable for focusing on formally stated security properties and analysis, in contrast
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with the other approaches reviewed here (though Signal has been recently analyzed
by Cohn-Gordon et al. in [23])

2.3 Detection of misuse

In several domains there have been attempts to develop protocols which allow for
the detection of secret misuse. The omnipresent problem of secret compromise—and
therefore the usefulness of detecting—has lead to parallel developments in different
domains, each with their own terminology. Here, we review past work on ‘clone
detection’ from the field of embedded systems and ‘fault detection’ from the field of
component systems. We also discuss existing work on transparency overlays, a class of
protocol designs with the goal of letting participants audit particular uses of secrets.

2.3.1 Clone detection methods

In some domains there have been efforts to detect compromise through some predictable
constraint applied to agent behaviour (like a persistent, increasing counter value),
so that adversarial activity will lead to a violation of the constraint. This has
primarily been applied for detecting cloned physical devices, but more recently has
been used more broadly to ensure the consistency of public logs. Note that key rotation
mechanisms as described above can also cause adversary activity to contradict honest
behaviour (one of the two may change their key while the other continues to use an
old one), but the mechanisms described above do not attempt to detect this.

When physical devices contain secrets that are intended to uniquely authenticate
the device, compromise of device may allow an adversary to authenticate as if they
had the device even after their physical access is revoked. This type of attack is called
cloning, and is a common problem with portable devices where temporary physical
access can allow for attacks on the device hardware. In some domains, protocol-based
solutions to cloning have been proposed, which we briefly review below.

ANSI-41

One of the early standards for authentication in North American telecommunica-
tions, ANSI-41 [1], introduced a feature for clone detection in the form of a 6 bit
CallHistoryCount variable. The value of this counter was included by the device
as part of its authentication to the network, and would be incremented by both the
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device and the service provider independently whenever the phone began a call [95].
If a device were cloned, then a phone call made by one of the two devices would cause
the other to disagree with the network about how many calls had been made.

Unfortunately, the unreliability of early mobile networks meant the counters could
often get desynchronized even without cloning. As such, the protocol specification
requires that if the carrier wishes to take automatic action, it should only occur “if the
stored count and the CallHistoryCount do not significantly match” [1]. In general
the unreliability of synchronization prevented carriers from risking automated response,
but nevertheless large discrepancies in call history counts, especially repeated ones,
were useful for network operators to determine if a device was likely to be cloned.

Subsequent authentication standards used for mobile phone networks abandoned a
protocol-level clone detection mechanism in favour of hardware security for keys to
make cloning somewhat more difficult [97], though it is still possible [61, 75].

RFID tag cloning detection

Mechanisms [13, 60, 100, 101] for detecting cloned RFID tags in the supply chain
have been widely studied. RFID tags are a particularly challenging environment, as a
cryptographically secure protocol and hardware security features would typically be
too expensive to deploy.

Protocol-based solutions to cloning in this domain rely on detecting conflicting
information. For example, Zanetti et al. [101] give a solution in which RFID readers
write random values to RFID tags as they pass through the supply chain so that
the tag accumulates a sequence of random values. Cloned tags are then detected by
observing contradicting sequences for the same tag identity.

This solution points to the intuition that detection of a violation of some property
a posteriori based on contradictory observations can be much more lightweight than a
protocol which achieves some security property in each session. In this case, we detect
that the tag identity has been in fact identifying that particular tag uniquely (with
known probability), rather than having each session securely authenticate the tag.

Methods in wireless sensor networks

A different approach to clone detection was proposed in [14]. The authors propose the
generation of a large set of pre-shared keys, out of which individual nodes select a
subset of constant size. Links in the sensor network are established between any two
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nodes which share a key in common, and these direct links are used to establish keys
with every other node in the network. An adversary may compromise a particular
key or all keys used by a particular node. The protocol then detects the addition of
cloned nodes through examination of the statistics of key usages by nodes. Because
the pre-distributed keys were selected from a larger pool, and the number of nodes is
known, the distribution of keys can be determined by any node in the network; further,
each individual node knows the keys which it uses to communicate. To determine
the combined statistics of key usage, each node forwards its key usage to a central
authority, and if there are anomalies the central authority determines the anomalous
key usages and sends a message to revoke them across all nodes.

The complexity and specificity of this method is driven in large part by the many
requirements specific to wireless sensor networks. The high power requirements of
public key cryptography require the pre-establishment of symmetric keys across nodes.
Wireless sensor networks also tend to involve many individual nodes, allowing for
statistical guarantees about both incorrect key revocation and whether it will adversely
affect the connectivity of the network.

2.3.2 Causality-based fault detection

In [45], Gössler and Le Métayer investigate causal connections between events in a
symbolic trace. If correct behaviour leads to particular causal relationships, then
faulty systems can be determined by their violation of causality. Specifically, when
a system performs an action without some associated triggering action prior, the
behaviour must have been faulty.

This work focuses on causality violations as a basis for determining system faults,
but the concept of determining misbehaviour counter-factually is a useful concept
in general. With the existence of cryptographic authentication, causal structures in
protocols can be made very precise, even in settings where secrets may be compromised:
a message from an agent B to another agent C, for example, may not only be
authenticated by B’s key but could also include an artefact authenticated by another
agent A. Thus, even in traces where B’s key is compromised, an adversary may not
be able to construct the message without a preceding action by A.

We formally define and discuss a notion of causality as part of our work in Chapter 3,
as it defines the most powerful of the three categories of detectable misuse in our
complete classification.
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2.3.3 Transparency overlays

Transparency overlays are systems for auditable public logs, inspired by the need to
detect compromised Certificate Authorities (CAs) in order to address some of the
problems with the current trust model used for securing the internet (for a general
review of problems and earlier research not specific to detection, see [21]). Proposals
include Certificate Transparency (CT) [59], Enhanced CT [77], Accountable Key
Infrastructure (AKI) [50], PoliCert [84] (an extension of AKI), and Attack Resilient
Public-Key Infrastructure (ARPKI) [9].

Though these proposals differ substantially in practical implementation details,
their ability to aid in detection relies on similar fundamental structure and insights—
primarily, that misuse is defined by a CA’s key authenticating a certificate for a
domain without authorization by that domain’s owner. Thus, detection in general
requires that all uses of a CA’s key for every domain must be able to be audited and
verified by those domain owners. Detection is provided through the use of one or more
independent entities which act as logs of all certificates issued, where the completeness
of the log is ensured by enforcing that any certificate is valid only if it is in the log.

The detection of misissued certificates relies on the requirement that a certificate
for a domain is only correctly issued when the owner of the domain causes it to be, by
requesting it. As such, a domain owner can identify any certificates issued for their
domain that should not have been, in a similar way to causality-based fault detection
above. We expand on transparency overlay systems specifically in Section 4.1.

These systems rely on the log server presenting the same information to all
participants, so that all agents involved can be certain that the information they see
in the log is the same information that has been audited by other agents. In lieu of a
mechanism by which this could be guaranteed directly, transparency overlays instead
rely on detecting if a log server’s key was used to authenticate two inconsistent views
of the log.

This detection works by requiring all log views to be in some one-way fashion
derived from all other views presented by the same server, so that it is computationally
infeasible to return to an earlier log state. In the process of developing our foundations
in Chapter 3 we will show why this is necessary.

Notably, ARPKI [9] makes use of formal verification to prove specific security
guarantees. A formal symbolic model of the protocol was developed alongside the
protocol itself. The model allowed the authors to verify specific security properties of
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the protocol, and makes the conditions which imply those properties explicit. The
co-development of a symbolic model also requires that the protocol itself be completely
(symbolically) specified.

2.3.4 Accountability and verifiability

Verifiability, originally considered in the context of e-voting protocols is focused on the
perspective of a particular agent (referred to as a judge) deciding whether, given some
information from a protocol execution, they should accept it or not (i.e. whether it
has some property the judge wishes to enforce). Early e-voting work considered forms
of verifiability termed individual verifiability and universal verifiability [79], in which
the goal of the judge is respectively to determine whether their ballot was counted or
to determine if all ballots shown on some bulletin board were counted. This was later
expanded to eligibility verification [56], in which the judge also determines that all
counted votes are eligible: no individual voter cast more than one ballot.

Expanding on these definitions, Küsters, Truderung, and Vogt propose formalized
definitions of verifiability as well as a notion of accountability in [58]. Informally,
accountability also requires that if some malicious activity occurs so that the judge
does not accept the protocol execution, the judge can place blame on at least a subset
of the agents who misbehaved (and never blames honest participants).

This is broadly similar to what we wish to accomplish with misuse detection, but
has conceptual differences to misuse detection. Specifically, accountability focuses on
misbehaving parties rather than a compromising adversary. While a compromised
party can readily be thought of as a special kind of misbehaving agent, we will see that
the ability to differentiate the state of an adversary from the state of a compromised
party is fundamental to allow for two-party protocols that detect misuse. Additionally,
the definition of accountability does not naturally capture a notion of ongoing detection
performed across sessions with shared state; judging happens as a phase after protocol
execution. Thus, detection of misuse takes a different perspective from accountability
that is more intuitive for constructions like transparency overlays and the two-party
protocols in Chapter 4.
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Chapter 3

Foundations of detection

In this chapter, we develop formal foundations and explore the design space for the
sound detection of secret misuse. Our formalization enables us to precisely define the
concepts relevant to detection, and to explore the design space systematically. We
will use the resulting foundations and intuition to improve existing systems as well as
design new protocols in Chapter 4.

Within this chapter, we begin by discussing motivating examples in Section 3.1,
which we will return to later in the chapter. We then introduce some notation and
terminology in Section 3.2 before developing our formal results. We use this to examine
in Section 3.3 what it means to be able to detect without false positives, and categorize
the ways in which that can occur, with varying requirements on the agents involved.
Finally, we end the chapter by discussing the implications for designing protocols
which can detect misuse, with design principles to consider.

3.1 Motivating examples

In order to investigate how we could detect compromise to allow automatic response,
we first consider some motivating examples. We observe that if an attacker silently
obtains a secret but performs no visible actions based on this information, the compro-
mise fundamentally cannot be detected; classical information is cloneable and so there
is no information-theoretic consequence of an attacker learning it. Furthermore, if
the attacker obtains all necessary secrets to impersonate the original owner, performs
actions using those secrets that are identical to the expected behaviour of the original
owner, and the original owner performs no further actions (e.g., because they are
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deceased), then to all other participants the attacker’s behaviour must be indistinguish-
able from the original owner. In a way, the attacker would have completely taken over
the life of the original owner. Thus, informally, the only situation in which we can hope
to detect the misuse of those compromised secrets is when the attacker deviates—or
rather, is forced to deviate—from the original owner’s behaviour or ongoing actions,
either because the dishonest behaviour is inherently and noticeably different or the
ongoing actions create discord.

As we are interested in protocols which allow automatic response, participants
must be able to logically conclude that some deviation must be the result of misuse,
in order to ensure there are no false positives. This is notably different from the field
of anomaly detection, which also seeks to identify deviation from ‘honest’ actions,
but does so probabilistically. The challenge in anomaly detection is generally in
identifying actions which are allowed but very unlikely to be part of normal activity.
Unfortunately this often leads to false positives, and as such typically requires human
oversight or only minor responses (e.g. requiring a user to re-enter their password).

Consider the following examples of protocols and attacks which allow agents to
differentiate adversary action from action by the honest agents, which each examine a
different aspect of detection that we will return to in Section 3.3.1.

Example 1. Alice has a secret sk(A) which she can use to authenticate messages.
The adversary compromises this secret, and sends an authenticated message which is
obviously incorrect. For example, the authenticated message might be “I compromised
this secret”.

Example 1 is unlikely to occur in practice, but it is still a valid action the attacker
could take so it is important to take it into account.

Example 2. Alice and Bob have signing keys sk(A) and sk(B) respectively, and send
each other messages authenticated with their keys over a public channel. They each
maintain a counter, and when Alice sends a message to Bob on the i-th session, she
increments her counter, generates a new nonce nai and includes them both in her
message along with the last nonce received from Bob (nbi−1). Upon receiving this
message Bob checks that his last nonce matches, increments his counter, and checks
that it matches the one in the message. Similarly, when Bob sends a message to Alice,
he includes a newly generated nonce nbi, his counter value cbi, and Alice’s last nonce
nai. The next message from Alice contains a new nonce nai+1, nb, and an incremented
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counter value cai+1, the next message from Bob a nonce nbi+1, nai+1, and his counter
value cbi+1, etc. This protocol is shown in Figure 3.1

Example 2 illustrates a simple case in which misuse can be detected. If an attacker
gains knowledge of sk(A) and the current value of the counter, and injects a new
message purporting to be from Alice, then Alice’s and Bob’s value of the counter
will become de-synchronized and they could detect upon comparing these values that
sk(A) was misused. However, this is somewhat limited, as an attacker with knowledge
of both keys who observes a counter value could strike up conversations with Bob,
then wait for Alice to send messages. By intercepting these and returning a message
to Alice which appears to be from Bob the adversary can increment Alice’s counter
until it matches, and then inject one more message to each to resynchronize their
nonces. Alice and Bob are left in a state as if the attacker were never involved.

Note that because Alice and Bob’s counter values rely only on the number of
messages exchanged and not on their content, it is impossible to determine if they
agreed on all previous message content. Thus, the attacker can resynchronize them
even after they have disagreed about the messages exchanged.

Example 3. Instead of using a counter, Alice and Bob adopt a system of ‘rolling
nonces with hash chains’. When Alice sends her authenticated message to Bob in the
i-th session, she includes a new nonce nai and a hash chain of the previous nonces
used by both parties in the conversation. Bob then checks the value of the hash chain
matches his own, and when sending a message to Alice does likewise, including a
new nonce nbi and extending the hash chain with nai. The next message from Alice
contains a new nonce nai+1 and the hash chain extended with nbi, etc. The i-th
session of this protocol is shown in Figure 3.2.

In Example 3, suppose an attacker obtains Alice’s key kA along with the current
nonce and hash chain. The attacker can inject conversations with Bob, which necessar-
ily extends Bob’s hash chain with new values. If the attacker ever stops intercepting
messages between the two, his session will be detected, since the hash chain of Alice
will not match and the adversary has no way to ‘rewind’ Bob’s additions to his hash
chain. Indeed, even if both keys kA and kB are compromised, this example with hash
chains allows for detection if ever the attacker tries to back out of the conversation, as
any session the attacker carries out with either of them has an irreversible effect on
their state.
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A B

{|nbi−1, nai−1, cbi−1 |}sk(B)

- verify message signature and nonce
- generate a nonce nai
- cai := cai−1 + 1
- verify cbi−1 = cai−1

{|nai, nbi−1, cai |}sk(A)

- verify message signature and nonce
- generate a nonce nbi
- cbi := cbi−1 + 1
- verify cai = cbi

{|nbi, nai, cbi |}sk(B)

- verify message signature and nonce
- generate a nonce nai+1
- cai+1 := cai + 1
- verify cbi = cai

{|nai+1, nbi, cai+1 |}sk(A)

Figure 3.1: The protocol described in Example 2, beginning from the i-th session.
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A B

{|nbi−1, hbi−1 |}sk(B)

- verify message signature
- verify hbi−1 = H(hai−1, nai−1)
- generate a nonce nai
- hai := H(hbi−1, nbi−1)

{|nai, hai |}sk(A)

- verify message signature
- verify hai = H(hbi−1, nbi−1)
- generate a nonce nbi
- hbi := H(hai, nai)

{|nbi, hbi |}sk(B)

- verify message signature
- verify hbi = H(hai, nai)
- generate a nonce nai+1
- hai+1 := H(hbi, nbi)

{|nai+1, hai+1 |}sk(A)

Figure 3.2: The protocol described in Example 3, beginning from the i-th session,
assuming a function H(x, y) which extends a hash chain x with an additional term y.
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We will come back to these examples explicitly later on, but they motivate some
intuition for how a coupling of information between past and present sessions allows
adversary action to be noticed, at least in principle.

3.2 Notation and framework

To build towards some formal descriptions and results, we now introduce some notation,
as well as a framework for discussing generic protocol execution with stateful agents.
This enables us to formally define the terms we have been using, like what it means
to soundly detect compromise, which we will need later when building towards our
results. In this section we also show some properties that result in our framework.

3.2.1 Notation

Sequences are used throughout this thesis. Given a sequence s, we address the i-th
element as si and use idx(s) = {1, . . . , |s|} to refer to the set of indices of s, where |s|
is the length of s. We use angle brackets for sequences, where 〈〉 denotes the empty
sequence and 〈e1, e2, . . . , e|s|〉 is used for the sequence comprising element e1 followed
by e2 and so on. The concatenation of two sequences s and s′ is written s · s′. We
overload set notation for sequences and write e ∈ s for a sequence s if and only if
∃i . si = e.

In order to discuss a particular subsequence, we use the sequence projection
operator. For a sequence l and a set S, the projection l|S is defined as

l|S =


〈〉 if l = 〈〉
〈l2, . . . , l|l|〉|S if l1 6∈ S
〈l1〉 · (〈l2, . . . , l|l|〉|S) if l1 ∈ S.

Projection is distributive over sets of sequences, so a projection of a set of sequences
is the set of each sequence with the projection applied.

3.2.2 Reasoning about protocols

We introduce basic notation for a generic class of protocols and an abstract notion of
detection. This enables us to formally define what it means to detect compromise,
and what is necessary for detection.
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We assume a finite set of agents Agent as participants, each of which has some
associated state, access to a random number generator, and which can communicate
only through sending and receiving messages on a network. Agents perform actions
according to a protocol. A protocol is a deterministic algorithm to be run on a
Turing machine with agent state as input, which returns an action to perform. Such
actions may include accessing an external resource—e.g. sampling the random number
generator, or accessing the network to send or receive messages—or internally modifying
their state, etc. From this, a transition system arises in which an agent with a particular
state performs a specific action dictated by the protocol, which then results in a new
agent state depending on the action and potentially the state of the network or the
result of sampling the random number generator. We write Protocol to denote the set
of all protocols.

More formally, the protocol dictates an action taken as a deterministic function
of agent state. The possible states resulting from that action may rely on the state
of the network, and may (if sending a message to the network) influence the state of
the network. The result cannot depend on the state of other agents or the adversary
directly, only the network, and we assume that agents can access the network only
through send actions, which add a particular message to the network, or recv actions,
which can receive a copy of any message from the network. In a particular execution,
one of these possible states is chosen non-deterministically, and the combination of
the action performed, the agent performing it, and the result is called an event. For
example, we use recvx(m) to denote an event in which an agent x performed a recv

action and received message m (though we will often drop the agent identifier or
message if they are not relevant). Each agent x has a transition relation

Stepx ⊆ State× Event× State,

where an agent event fully determines the resulting state transition, i.e.

(st, e, st′) ∈ Stepx ∧ (st, e, st′′) ∈ Stepx ⇒ st′ = st′′.

We will use these agent events, along with adversary events, as a record of protocol
execution.

To model adversarial activity, we assume the existence of an adversary with similar
resources to the agents, but with the additional ability to perform actions which
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remove messages from the network and compromise parts of agent state. Adversary
actions are provided by a deterministic algorithm, which we call an adversary model.
It runs on a Turing machine, taking adversary state as input and outputting an action
for the adversary to perform. We define events for the adversary similarly to agents
above, and denote the set of all adversary models Adv.

The definitions above do not allow for malicious agent activity, since all agents
are assumed to follow the protocol. We emulate malicious agents instead through the
adversary model, which allows for the adversary to learn arbitrary terms (and thus all
terms held in an agent’s state). Since agent actions are a function of their state, and
since all communication with other agents occurs through the adversary-controlled
network, this is sufficient to allow adversary emulation of an agent. This makes it easier
to abstractly distinguish potentially malicious actions from honest and correct events
in the trace, while allowing for over-approximation of the abilities of malicious agents
(since the adversary model may include controlling the network or compromising
additional agents).

Each combination of a protocol P ∈ Protocol and adversary model A ∈ Adv gives
rise to a transition system with agent states, the network as a set of messages, and
the state of the adversary. At each step, either an agent or the adversary performs an
event, with a corresponding state transition, and possibly a change of network state.
We log each adversary or agent event in a sequence called a trace. The particular
representation of events in the trace is not important for our purposes; instead, we
require only that the trace contains sufficient information to reconstruct the state of
the adversary and every agent at each point in the trace based solely on the prior
events ascribed to them in the trace, and the state of the network from all prior events.
Thus, for a set of agents X with states StateX = {State1, . . . , State|X|}, there is a
transition relation

Step(P,A) ⊆ (StateX , Network, StateA)× Event× (State′X , Network′, State′A),

where transitions cause by events are restricted such that

1. if the event is performed by an agent x, then (st, e, st′) ∈ Stepx where st is the
state of x in StateX . The new agent state State′X is obtained by replacing the
state of A in StateX with st′, and State′A = StateA,

2. if the event is recvx(m) for some agent x and message m, then m ∈ Network,
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3. if the event is sendx(m) for some agent x and message m, then Network′ =
Network ∪ {m} (note this is the only case in which an agent changes the state
of the network),

4. if the event is performed by the adversary, then (StateA, e, State′A) ∈ StepA,
and State′X = StateX .

We also require that events create deterministic a state transitions, i.e.

(st, e, st′) ∈ Step(P,A) ∧ (st, e, st′′) ∈ Step(P,A) ⇒ st′ = st′′. (3.1)

The execution of a protocol is an alternating sequence of state tuples and events,

〈st0, e1, st1, . . . , en, stn〉

where st0 is the initial state and each tuple (stk−1, ek, stk) ∈ Step(P,A). The corre-
sponding trace is the sequence of events 〈e1, . . . , en〉. We call the set of all possible
traces arising from some protocol and adversary model a trace set, and use Tr(P,A)
to refer to the trace set of a particular protocol P and adversary A. Note that trace
sets are prefix-closed, as individual transitions are assumed to be atomic and the
participants can stop at any time.

Generally we do not care about the specific events performed by the agents or the
adversary, or their resulting encoding in the trace, other than requiring an abstract way
to refer to certain events relevant to detection. This allows us to restrict the actions
of participants as little as possible while still having well-defined communication
structure. In addition to the special send and recv events which interact with the
network, we name two other special types of events. We use compromise(k) to refer to
any adversary event that compromised some data k from any agent’s state. This allows
us to refer to, for example, the subset of traces in a trace set in which a particular
term is never compromised. Finally, we denote detection of a compromised k by a
special agent event detect(k).

The initial state of the agents includes both agent-specific data as well as any
public data assumed to be known both to the adversary and the agent (e.g. some
settings may assume a public key infrastructure). The adversary’s initial state contains
only this public data. Since we do not bound the computation time of the agents or
adversary, we instead assume a symbolic model of security in which a term algebra
(e.g. that of tamarin [64]) defines how terms may be derived.
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We focus on detection protocols that can automatically trigger an appropriate
response when they detect, such as key revocation, disabling services, or blacklisting
users. To enable this, it is important that there are no false positives. Formally,

Definition 4 (Soundly detecting protocol). We say a protocol P ∈ Protocol soundly
detects misuse with respect to an adversary model A ∈ Adv if

sound(P,A) ≡ ∀tr . tr ∈ Tr(P,A)⇒
(
∀k . detect(k) ∈ tr ⇒ compromise(k) ∈ tr

)
.

Note that completeness, in the sense of always detecting after compromise, is not
possible in general unless compromise is directly observable by protocol participants.
Nevertheless, it is possible to give guarantees of detection under particular conditions:
for example, in Chapter 4 we will discuss protocols that guarantee detection in the
session following particular adversary activity.

For shorthand, we enumerate some of the common sequence projections that we
will use throughout this chapter to isolate particular parts of traces:

• For a set X ⊆ Agent, |X for all trace events e such that one of the agents in X
is performing e,

• |c(k) for all compromise(k) events,

• -c(k) for all events that are not compromise(k) events,

• |send or |recv for all send or receive trace events respectively, and

• |net for all network trace events (i.e. including both send or receive trace events).

In this thesis we do not prescribe any specific response mechanism for key com-
promise, since this is an orthogonal area of research (and often involves side-channels
or other scenario- or system-specific resources). We instead discuss which parties
can detect and when. Soundness enables any detecting party to immediately trigger
whichever response mechanism it deems appropriate.

3.2.3 Reasoning about agents

In order to reason about agent capabilities, we must be able to talk about their state
as well as the possible events they can perform under particular constraints. We begin
with some notation to discuss the state of agents after a trace. Since trace events
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are, by definition, enough to determine how agent state changes with each action, the
state of some agents at some time along with a sequence s of events are sufficient to
determine the state of those agents after s. This is formally stated in Corollary 6.

Definition 5 (State after a trace). For a set of agents X ⊆ Agent, we introduce the
notation state(tr,X) to represent the collective state of the agents of X after a trace
tr.

Proposition 6 (State convergence). Let T be a trace set and X a set of agents. Let
tr, tr′ ∈ T be two traces such that state(tr,X) = state(tr′, X). Then

∀s . tr · s ∈ T ∧ tr′ · s ∈ T ⇒ state(tr · s,X) = state(tr′ · s,X).

Recall from Equation 3.1, events fully determine each individual state transition.
Thus, by definition the state of some particular agents X after a trace tr can be
reconstructed entirely from the events in tr|X . Therefore, it is necessarily true that
state(tr,X) = state(tr′, X) if tr|X = tr′|X .

State convergence is a particularly useful property, because it implies that a subset
of agents cannot differentiate two traces in which their combined states are the same,
unless they later receive a message that is only possible in one of the two. In fact, we
can lift this to prove practical limitations on when it is possible to detect even when
agents can run an arbitrary protocol between themselves. We define protocol extensions
to capture the events that could occur running a secondary protocol, without an
adversary, after a particular trace.

Definition 7 (Protocol extension). Let T ⊆ Tr(P,A) for some protocol P and
adversary A. A protocol extension performed by a set X ⊆ Agent, beginning from a
trace tr, is the set of all sequences of agent events s performed by agents in X such
that tr · s ∈ T , and s is independent of all prior network events. Formally,

PE(tr, T,X) ≡ {s | (tr · s) ∈ T ∧ (s|X = s) ∧

∀m, i .
(
si = recv(m)⇒ ∃j < i . sj = send(m)

)}
.

We use PE(tr, T ) as shorthand for PE(tr, T,Agent), which is equivalent to omit-
ting only adversary events from the protocol extensions.

Intuitively, we will be using these protocol extensions to represent what a set of
agents could determine by running a protocol amongst themselves after a particular
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trace, in an ideal environment where no adversary interferes with them. This captures
all the things the agents might collectively compute from their current state. State
convergence can be leveraged to show a useful property of the protocol extensions
across all possible protocols.

Lemma 8. Let T be a prefix-closed set of traces such that T ⊆ Tr(P,A) for some
protocol P and adversary A, and let X ⊆ Agent be a set of agents. Then

∀tr, tr′ ∈ T . (state(tr,X) = state(tr′, X))⇒ PE(tr, T,X) = PE(tr′, T,X).

That is, for every protocol, any two traces tr and tr′ where state(tr,X) = state(tr′, X)
have the same X-protocol extensions.

Proof. Assume otherwise; that is, without loss of generality there is a sequence s in
PE(tr, T,X) that is not in PE(tr′, T,X).

If s 6∈ PE(tr′, T,X), then by the definition of protocol extensions either s|X 6= s,
or tr′ · s 6∈ T , or there are recv events with no corresponding send in s. The first
and last of these are trivially false by the requirement that s ∈ PE(tr, T,X). Thus, it
must be that tr′ · s 6∈ T ; we will construct tr′ · s recursively to show that this is false.

Take the first element of s, which we will call e such that s = 〈e〉 · s′ for some
sequence s′. The set T is prefix-closed since it is generated by a protocol, and by the
definition of protocol extension, tr · s ∈ T , so tr · 〈e〉 ∈ T .

If e is a valid state transition after the state reached in tr but not after the state
reached in tr′, then from the definition of Step(P,A) it must be because either e is not
a valid transition for the agent’s state after tr′ or e is an event recv(m) for a message
m that is not in the network after tr′. But both state(tr,X) = state(tr′, X), and the
antecedent requires that all messages sent to the network are identical; in other words,
the event e can be performed after tr′, and thus tr′ · 〈e〉 ∈ T .

By Proposition 6, state(tr · 〈e〉, X) = state(tr′ · 〈e〉, X). Since every trace is finite,
the sequence s′ must be shorter than s; so we recurse this argument over s′. If s′ = 〈〉
then we are done, the trace suffix 〈e〉 was in both PE(tr, T,X) and PE(tr′, T,X), a
contradiction. If s′ is not empty, then s′ is a trace suffix in the set PE(tr · 〈e〉, T,X)
but not PE(tr′ · 〈e〉, T,X); we can repeat the argument above to remove the next
event from the suffix and we find that every event of s is valid after tr′.

Lemma 8 allows us to begin reasoning about the space of possible actions a set of
agents can take. It shows that after a trace, a set of agents performing any protocol
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at all amongst themselves are still limited to some computation over their collective
state.

Note there is an equivalent definition of soundness in terms of protocol extensions.

Lemma 9 (Equivalent definition of soundly detecting). For a detection protocol
P ∈ Protocol and adversary model A ∈ Adv,

sound(P,A) ⇐⇒ ∀tr, s . tr ∈ Tr(P,A) ∧ s ∈ PE(tr, T r(P,A))⇒

∀k . (detect(k) ∈ s⇒ compromise(k) ∈ tr) .

Proof. Recall the definition of sound,

sound(P,A) ≡ ∀tr . tr ∈ Tr(P,A)⇒
(
∀k . detect(k) ∈ tr ⇒ compromise(k) ∈ tr

)
.

If a protocol is sound by the definition above, then for all traces in Tr(P,A), all
detect(k) events must be preceded by a compromise(k) event. Since tr · s ∈ Tr(P,A)
by the definition of a protocol extension, detect(k) ∈ s ⇒ compromise(k) ∈ tr · s.
Since compromise(k) cannot occur in the protocol extension s by definition, it must
be that compromise(k) ∈ tr.

In the other direction, let us assume that the implication is false: that detect

events in protocol extensions imply a compromise event in the trace, but the protocol
is not sound. If the protocol is not sound then, by the prefix-closed nature of trace sets,
there must exist a trace tr′ · 〈detect(k)〉 ∈ Tr(P,A) ending in a detect event, where
compromise(k) 6∈ tr′. Now consider the protocol extensions PE(tr′, T r(P,A)). By
definition, the event detect(k) must have been performed by one of the agents, and
it is not a recv event; further, by our assumption, tr′ · 〈detect(k)〉 ∈ Tr(P,A). But
then 〈detect(k)〉 must be a valid protocol extension of tr′, and so tr′ must contain
compromise(k)—a contradiction.

3.3 Observation of misuse

Whether a usage of a key is ‘correct’ in general may not be possible to determine
from the limited perspective of an agent. To detect misbehaviour, and subsequently
attribute it to the misuse of a secret, the protocol (or in a wider sense, the security
mechanism) must be designed to make the misuse observable by the detecting agent
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in question. We first give two examples to provide intuition about the type of designs
that fail to accomplish this, before providing a more formal treatment of observable
misuse to build useful detection protocols.

Ideally, it would be possible to soundly detect any compromise by the adversary.
There is however an upper bound on how much can be detected: intuitively, there is no
possible protocol for a set of agents to soundly detect secret misuse if that misuse had
no effect on them. We formalize this below, using the protocol extension properties
discussed above.

Lemma 10 (Sound detection requires state). For a secret k, a set X of agents, and
a trace tr in a prefix-closed trace set T ⊆ Tr(P,A) generated by a protocol P with
adversary A,

∀s, tr′ . s ∈ PE(tr, T,X) ∧ detect(k) ∈ s ∧ tr′ ∈ T ∧
(
tr′|c(k) = 〈〉

)
∧

state(tr,X) = state(tr′, X)⇒ ¬sound(P,A).

That is, if a set X of agents detect the misuse of k in a trace tr ∈ Tr(P,A) when their
state could also be reached in a trace tr′ without compromise, then the protocol cannot
be sound. This means that sound detection is necessarily impossible in a completely
stateless protocol where ∀tr . state(tr,X) = state(〈〉, X), as well as after any situation
in which the adversary can ‘reset’ an agent’s state back to a state reachable in an
uncompromised trace.

Proof. Assume it is possible for the agents in X to soundly detect after tr, and thus
there exists a suffix s ∈ PE(tr, T,X) where detect(k) ∈ s.

The antecedent requires a trace tr′ where

tr′ ∈ T ∧
(
tr′|c(k) = 〈〉

)
∧ (state(tr,X) = state(tr′, X)),

and from Lemma 8,
PE(tr, T,X) ⊆ PE(tr′, T,X);

thus s ∈ PE(tr′, T,X). Since the agents detect in s after a trace with no compromise
events, the detection cannot be sound.

The requirement that the state of the agents could arise in a restricted trace set
(in this case, traces with no compromise of k) is a useful one, which we formalize in
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terms of agent state being consistent with a trace set.

Definition 11 (State consistent with a trace set). Let T ⊆ Tr(P,A) for some protocol
P and adversary A. The state of some agents X ⊆ Agent after a trace tr is consistent
with the trace set T if there is at least one trace in T which leaves the agents in X in
the same state as tr.

consistent(X, tr, T ) ≡ ∃tr′ ∈ T . (state(tr,X) = state(tr′, X)) .

We say that misuse of a secret k in a trace tr ∈ Tr(P,A) is unobservable by a set
X of agents when

consistent(X, tr,
{
t|t ∈ Tr(P,A) ∧

(
t -c(k) ∈ Tr(P,A)

)}
).

Note that the set {t | t ∈ T ∧ t -c(k) ∈ T} includes traces involving compromise of the
key, so long as the compromise was not necessary for any events in the trace; this is
to differentiate compromise from misuse. Unobservable key misuse necessarily limits
the ability of the agents in X to detect; by Lemma 10 there is no idealized protocol
the agents of X could run to detect the misuse. Doing so would also detect in the
trace tr -c(k), since by definition

∃tr′ . state(tr,X) = state(tr′, X) = state(tr′ -c(k), X).

It is important to note that, while observability of secret misuse is necessary for
a set of agents to soundly detect it, it is not sufficient to guarantee that deciding
whether to detect can be done tractably (i.e. in a polynomial amount of time). For
example, consider a toy protocol where an agent generates a random value with some
property and sends the output of a one-way permutation applied to that value over
the network signed with their key—detecting misuse of that key may require inverting
the permutation to check if the input value had the correct property.

3.3.1 Categorizing observable misuse

Lemma 10 shows that a set X ⊆ Agent must reach a collective state inconsistent with
the set of all traces without compromise of k to have a possibility of soundly detecting
it. In this section we show a categorization of different ways an inconsistent state
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might be reached, and prove some properties of them which should be considered
when designing or modifying a protocol to detect secret misuse.

We divide the ways of observing misuse into three categories, based on the messages
received by an agent. The first, trace-independent inconsistency refers to a received
message that could not have occurred at all without compromise. The second, an
observation of contradiction, refers to the observation of a sequence of messages which,
while each individually possible to receive, could not be received in that sequence
without compromise. Finally, an observation of acausality is when a sequence of
received messages requires action on the part of an agent in order to occur in a trace
set, but has occurred without such an action. This final type of observation requires
agents to be in a position where they would know if the action did not occur.

Trace-independent inconsistency

The simplest way in which agents can determine that the current trace is inconsistent
with a trace set is by receiving a message which could not occur in any trace of that
trace set. This category of misuse event is observable ‘statelessly’ in the sense that it
is inconsistent with the trace set independently of the current trace. As such, we refer
to this category of observability as trace-independent inconsistency.

We formalize it as the negation of the predicate allowed, representing whether a
message would occur in any trace within an arbitrary trace set T .

Definition 12 (Allowed messages). A message m is allowed in a trace set T if there
exists a trace in T containing a receive event of that message. Formally,

allowed(m,T ) ≡ ∃tr ∈ T . recv(m) ∈ tr.

Messages which are not allowed in a trace set are referred to as disallowed messages.
For example, recall Example 1 from Section 3.1 in which a key is used to generate a
message that would never occur when the parties involved follow the protocol.

This type of observability is relatively trivial. In practice one can rarely rely on the
adversary sending a message which is, in itself, evidence of secret misuse. Nevertheless,
it represents a special case of observable inconsistency with a trace set, in which no
knowledge except the message itself is required to determine inconsistency.
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Observing contradictions

If the messages in a trace are contradictory compared to a trace set that sequence
of messages cannot occur in any trace of the trace set. This is formalized with the
predicate contra.

Definition 13 (Contradictory messages). Given a set X ⊆ Agent, a trace tr, and a
trace set T , we say that the agents of X have received a contradictory sequence of
messages when

contra(X, tr, T ) ≡ ∀tr′ ∈ T . (tr|X)|recv 6= (tr′|X)|recv.

Note that receiving any disallowed message in a trace implies that the message
sequence in that trace is contradictory, i.e. for any set X ⊆ Agent, trace tr, and trace
set T , (

∃m . m ∈ (tr|X)|recv ∧ ¬allowed(m,T )
)
⇒ contra(X, tr, T ).

Recall Example 2 in Section 3.1, in which two agents exchange messages with
increasing counter values. An adversary taking the place of an agent temporarily can
be detected in this case because it is possible to observe contradictory messages, as
each message received from the other agent is expected to include an incremented
counter value. An agent receiving two messages with the same counter value could
observe that they contradict, even if each message would be allowed in the trace set
where neither agent is compromised.

A stronger example making use of contradictory messages to detect is found in
transparency overlays like Certificate Transparency, which we will discuss further in
Section 4.1. Briefly, the ‘log’ in a transparency overlay signs particular messages for
the protocol participants which are expected to be mutually consistent; misuse of
the log’s key could therefore be detected by receiving two such signed messages that
contradict each other.

Observing acausality

While the previous two categories reason about received messages, it is also possible
to detect based on agent state directly by counterfactual reasoning. For example, an
agent storing all prior uses of their key can identify misuse of their key if they receive
a message which uses it that is not in their state. This extends in more complex ways:
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the transparency overlays we will discuss in Section 4.1 are based on the ability of an
identity or domain owner to determine when an entry in the log exists without some
action on their part, on the assumption that only the owner should be initiating the
process which leads to an entry in the log.

We define a notion of violating causality, where an agent can observe that the
messages of a trace violate causality if they have some guarantee that they are required
to participate in particular ways every time some sequence of messages occurs in the
trace set.

Definition 14 (Violation of causality). The messages of a trace tr in a trace set T
are said to violate causality for a set of agents X if there is some trace in T in which
those messages can be received, but no trace in T in which the same sequence of sent
and received message occurs. Formally,

acausal(X, tr, T ) ≡
(
∃tr′ ∈ T . (tr|X)|recv = (tr′|X)|recv

)
∧
(
∀tr′ ∈ T . (tr|X)|net 6= (tr′|X)|net)

Since the agents of X would expect to have performed some particular actions
before or during a sequence of messages, their state may become inconsistent with an
uncompromised trace. In fact, the only way the agents’ states can become inconsistent
with a trace set upon receiving an otherwise valid series of messages is if they observe
a violation of causality for that trace set. We formalize this in Lemma 15.

Example 3 in Section 3.1 can observe misuse because of the causal connection
between messages. In the trace set where the adversary has not compromised either
agent’s key, the sequence of messages Alice receives from Bob are dependent on her
sent messages, and thus a mismatched hash chain value would be evidence that their
trace is inconsistent with that trace set.

Note, however, that in both the trace set where the adversary may compromise
Alice’s key, and the trace set where the adversary may compromise Bob’s key, Alice
cannot determine if Bob’s hash chain value violates causality. In the former, the
adversary can sign a different nonce value to Bob with Alice’s key, and in the latter
the adversary can sign a message as Bob directly with a different hash chain value.
Thus, it is not possible for Alice to differentiate between these two trace sets upon
receiving the wrong hash chain value: the trace is consistent with both.
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Lemma 15 (Complete categorization). For a secret k, a set X ⊆ Agent, and a trace
set T = Tr(P,A), let tr ∈ T and Tuc = {t | t ∈ T ∧ t -c(k) ∈ T}. If tr leaves the
agents of X in a state inconsistent with any uncompromised trace, then compared to
the trace set Tuc:

i) the message sequence observed in tr is contradictory, or

ii) the message sequence observed in tr violates causality.

Formally,

¬consistent(X, tr, Tuc)⇒ contra(X, tr, Tuc) ∨ acausal(X, tr, Tuc).

Proof. Assume this is not true, so that agent state after the trace is inconsistent with
any uncompromised trace, but the trace does not contain contradictory messages nor
does it violate causality. From this, we will reach a contradiction by constructing a
trace in Tuc which leaves the agents of X in the same state as tr.

Note that T is generated by a protocol, so it is prefix-closed and thus by definition
〈〉 ∈ Tuc. As such, tr must be non-empty, or it would be consistent with Tuc.

If the consequent is false, then expanding the definitions,

(
∃tr′ ∈ Tuc . (tr|X)|recv = (tr′|X)|recv

)
∧((

∀tr′ ∈ Tuc . (tr|X)|recv 6= (tr′|X)|recv

)
∨
(
∃tr′ ∈ Tuc . (tr|X)|net = (tr′|X)|net

))
.

Thus, there exists some trace tr′ ∈ Tuc such that

((tr|X)|net = (tr′|X)|net) .

If agent state after the trace tr differs from all traces in Tuc, then since trace events
are by definition sufficient to construct the state of all agents and the adversary, there
must be at least one event in tr performed by the agents of X which differs from their
events in all traces of Tuc. Thus, there is some non-empty prefix p · 〈e〉 of tr|X such
that

(∃tr′ ∈ Tuc . tr′|X = p) ∧ ¬ (∃tr′ ∈ Tuc . tr′|X = (p · 〈e〉) ,

where p may be the empty sequence and e is a single trace event. We separate the
possible events for e into events that are not recv events, and those that are, and
show that both lead to a contradiction.
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Take any trace tr′ ∈ Tuc such that tr′|X = p, which must exist from the above.
If e is an event performed by an agent in X, but is not a recv event, then (by the
assumption that agents can only interact through the network) it depends only on the
local state of the agent. Since state(p,X) = state(tr′, X),

∃tr ∈ T . tr|X = (p · 〈e〉)⇒ (tr′ · 〈e〉) ∈ T.

But since tr′ ∈ T ′, and e cannot be a compromise event, then by definition

(tr′ · 〈e〉) ∈ T ⇒ (tr′ · 〈e〉) ∈ Tuc,

a contradiction.
If e is instead a recv event performed by an agent in X, then it depends on both

the state of the agents as well as the state of the network adversary. Since p · 〈e〉 is
a prefix of tr|X , and there exists some trace in the prefix-closed set Tuc with all the
same network events of tr by our original assumption, there must be some truc ∈ Tuc
such that

((p · 〈e〉)|X) |net = (truc|X)|net.

In other words, it must be possible for the adversary to construct the message received
in e in truc without compromise.

Now, take any trace tr′ ∈ Tuc such that tr′|X = p. Note that (p|X)|net = (tr′|X)|net

by definition. Since agents can only influence the adversary’s state through send

events, and those are identical for the agents of X in p and tr′, the only way the
receive event e might not be valid after tr′ is through the activity of the other agents
not in X.

Using this, we construct our contradiction. Consider a trace tr′uc constructed from
truc by replacing the events by the agents in X with those in tr′|X in order, with the
constraint that the send and recv events performed by X occur in the same places as
before. This trace must exist in Tuc, as all events local to X are still valid regardless
of the other agent activity, and all network events of X remain identical. But then,
by construction, tr′uc|X = (p · 〈e〉)|X , a contradiction.

Note that in most cases, detection would only be feasible when the set of agents X
that observes the misuse is a singleton. Nonetheless, knowing that some set of agents
is able to observe misuse can be valuable for guiding protocol design, as it may be
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possible to modify the protocol so that these agents can communicate enough to detect,
or to narrow the number of agents required to observe misuse. Alternatively, for some
systems it may be practical to assume some out-of-band channel for communication
between the observing agents, and perform detection that way.

As an example, if a protocol requires at least one agent from a set to make a
request before a particular token is produced, then that set of agents collectively
have a causal role in the production of that token (and could therefore detect based
on violations of that causality) but none of the agents individually do. However, if
the protocol can be modified such that the token produced depends on which agent
requested it, then each agent individually could have a causal role in the production of
their own tokens. We will now distill lessons like these into general design principles
and constructions.

3.4 Design implications and applications

We now revisit our results on categories of misuse observation to identify detection
mechanisms and summarize them into some design principles for detection protocols.
Finally, in Section 4.1 we re-examine transparency overlays with the additional context
our foundations provide, and identify potential improvements.

3.4.1 Main detection mechanisms

In Section 3.3 we categorized three main mechanisms by which secret misuse can
become observable. Ultimately, all of them rely on the observations that agents make
through their interactions with the network. The difference in approaches mainly
depends on the extent to which they take this information and their own actions into
account.

Recall that state inconsistency is necessary but not sufficient for detection. Nonethe-
less, the categorization of observability conditions implies a categorization of the types
of detection that can be designed into a detecting protocol, and some necessary
conditions.

1. Trace-independent observability of any single message in the trace set,
which requires no knowledge of the prior trace events.

2. Contradicting observations when a sequence of observed messages cannot
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occur in a single honest trace. This requires enough knowledge of prior observed
messages to determine if new observations contradict.

3. Acausal observations when the observed messages contradict the agents’
knowledge of their own activity. This is only possible for agents who are in
a position to observe violations of causality compared to honest traces, and
it requires enough knowledge of past agent actions as well as prior observed
messages to determine whether the agent caused the observed messages.

All agents can detect based
on trace-independent observability

Stateful agents can detect
based on inconsistent observations
Stateful agents that causally
precede the use of a secret can
detect based on acausal observations

Figure 3.3: Venn Diagram of the type of agents and the detection mechanisms that
they might be able to use. Only stateful agents that have a causal role the use of a
secret could make use of all three types.

3.4.2 Design principles

The combination of the three types of detection leads to a number of design principles
for detecting the misuse of secrets.

We note that for any given application, there may be practical and security
considerations that affect whether and how the principles can be applied. For example,
the wish to maintain confidentiality and unlinkability of messages may limit the
application of Principle 3. Restrictions on message size, communication complexity,
and storage size may limit the applicability of any of the principles. This directly
results in a trade-off between such restrictions and the ability to detect the misuse of
secrets.

• Principle 1: Protocol messages should be tightly coupled to prior messages.
This helps maximize the possibility of any misuse detection, and prevents an
adversary from ‘resychronizing’ agents after misusing keys (e.g. the attack
described in Example 2). Stateless protocols necessarily violate this principle.
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• Principle 2: Include unique and unpredictable values in messages. This
helps to establishing contradicting observations, and ensure an adversary cannot
correctly predict what an agent will do next. If values are not unique, then
agents could get identical observations from messages sent at different points,
making them indistinguishable. If an adversary could predict the next exchange,
they could potentially carry it out in advance with one of the participants and
then take their place in the real exchange without leaving any evidence.

• Principle 3: Maximize the spread of data that other parties might find
contradictory or acausal. Detection requires observations, so it is important to
increase the opportunities for that to happen. Ideally, some observations could
be broadcast to all participants (e.g., used when disseminating transactions
in Bitcoin-like systems [43, 52, 69] to detect double spending), but for many
applications this is not feasible. This motivates the need for compromise solutions
such as a gossip protocol (e.g., [20]).

• Principle 4: Identify which agents can observe violation of causality for
important messages, and ensure they can observe those messages. Agents who
are required to trigger a sequence of messages can detect more than agents
who can only detect by observing contradictions. It is therefore worthwhile to
ensure that the protocol enables the detection of acausal observations as much
as possible.

For example, in the PKI setting, the agents which can observe violations of
causality are the domain owner and the CA, since a certificate for a domain
signed with a CA’s key should only exist after it has been requested by the
domain and then signed by that CA. If such a certificate occurs without the
request, or without the CA signing it, then the key must have been misused.
This principle is implicitly used in systems like Certificate Transparency [59]
and other systems based on transparency overlays, which we will return to in
Section 4.1.

Some minor aspects of the above principles are similar to principles from earlier work [2],
but there are crucial differences. Principle 1 explicitly requires state, which leads to a
trade-off between security guarantees and keeping track of state. Principle 2’s unique
values have been suggested before, but not all messages need to have unpredictable
values for other security properties. This unpredictability is specifically useful for
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detection. Principle 3, which suggests spreading data, improves detectability at a
clear cost in terms of transmissions, which would be avoided by previously proposed
principles (except perhaps accountability). To the best of our knowledge, Principle 4
is entirely derived from our detection-based observations, though it is implicitly used
in some systems.

Next, we will apply the intuition and principles built in this Chapter to reconsider
a class of existing designs for detection, called transparency overlays, and develop
novel protocols to detect secret misuse.
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Chapter 4

Applications of detection theory

With the the foundations established in Chapter 3, we now have the intuition necessary
to analyze existing protocol designs and instantiate new protocols with detection
properties. In this chapter, we will begin in Section 4.1 by examining transparency
overlays, and propose a concrete improvement based on our work. We then present
two types of concrete protocols which can detect misuse—one based on counters, and
the other based on so-called commitments. We consider these example protocols as
a template for modifying existing protocols, and demonstrate this for each protocol
by examining a scenario where secret misuse is a concern and modifying an existing
protocol to achieve detection properties.

In Section 4.2 we present a type of detecting protocol based on counters. We present
an example protocol which has minimal state and communication requirements, while
still providing a detection guarantee when an adversary is only capable of compromising
a subset of keys. This is often the case in real systems, and we take a recent development
in Content Delivery Networks (CDNs), a protocol called Keyless SSL [22], as a case
study. We discuss Keyless SSL in more detail in Section 4.2.2, but in short Keyless
SSL is designed to allow a customer of a CDN provider to maintain control over the
private keys for their web certificates, by having the customer provide a signing oracle
for the key. We show that by embedding our counter-based example inside the key
exchange used by Keyless SSL, it is possible for the customer to detect some misuse
of—and automatically revoke access by—a CDN server’s key, with minimal overhead.

Finally, we describe a type of detecting protocol based on providing commitments
to the contents of other sessions. We give an example protocol which provides detection
guarantees even when both parties involved may be compromised, and can detect an
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adversary attempting to authenticate as an agent unless they have compromised the
full state of that agent since their last session. We consider this example in the context
of systems that require high assurance, and in particular the Common Access Card
(CAC) [91], the standard identification for United States Armed Forces personnel.
Our commitment-based detection protocol can detect and revoke a cloned card on the
next use of the original, while also preventing the stockpiling of cloned cards for use
at a later time. We demonstrate this by modifying a standard authentication protocol
used by smart cards, ISO-IEC 9798-3-3 [40].

After our work improving verification of stateful protocols in Chapter 6, we will
return to the counter and commitment protocols in Chapter 7 in order to formally
analyze their security properties.

4.1 Improving transparency overlays

Transparency overlays and related public log-based systems [9, 10, 19, 59, 98, 99] are
designed to make participants’ behaviour public through the use of a third-party log,
enabling misuse detection on the basis of acausal observations. To avoid having to
trust the log maintainer, transparency overlays make use of a log structure where
the maintainer must be able to prove that any two log states they authenticate are
consistent with each other. This allows misbehaviour by the log to be detected through
observation of contradictory log states, and furthermore this misuse can be proven to
other participants. In fact, this is precisely our Principle 3—to distribute information
as widely as possible—and is one of the core developments underlying transparency
overlays.

With an authenticated log that allows misuse of the log’s key to be detected, it
becomes possible to build a system in which acausal actions by another party can be
observed. Participants making use of a transparency overlay can examine log entries
to ensure both that every relevant action they see has an entry in the log, and that all
entries in the log appear correct. This allows participants to observe acausal entries
in the log, even where they would normally not be a part of a session making use of it.
For example, detection of a mis-issued certificate in Certificate Transparency may be
done by domain owners checking the log and discovering a log entry for a certificate
that they did not request, as mentioned in Principle 4 above.

Transparency overlays thus have two interlinking parts which make use of detection:
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CA

Domain

Browser

Log

Detect CA key misuse via
contradictory messages.

Detect CA key misuse via
acausal certificates.

Detect log key misuse via
contradictory messages.

Transport Layer
Security

Certificate Issuance

Figure 4.1: Certificate Transparency’s interactions with existing web PKI (shown
dotted lines), with the types of detection employed. Our proposed modification is
shown in blue italics.

the first comparing the ongoing authenticated log states to ensure they do not contradict
each other (which can be done by anyone), and the second auditing the contents
of the log for entries indicating acausal use of a secret (which can be done only by
particular parties for each entry). In Certificate Transparency, these are typically
performed by individual users’ browsers while navigating the web, and by domain
owners respectively, as shown in Figure 4.1.

Recall from our foundations above that observing contradictory messages requires
less than observing acausality. Since we can detect acausal uses of the CA’s key,
what about contradictory uses? Surely if we can perform the former then there must
be some modification which allows for the latter (though it might be impractical to
implement).

Based on our design Principles 1 and 2, we propose that CT-like transparency
applications can be extended to allow dependencies between submissions from the
same source, adding a further line of defense to transparency overlays and improving
attribution when misuse is detected. Taking Certificate Transparency as a canonical
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example, we propose to add into each log submission a value dependent on the
previously submitted certificate—for example, the hash of the previous submission—so
that the log can perform a first-line check for misuse. This modification is shown
highlighted in Figure 4.1.

With an addition that allows log commitments to contradict each other, a log server
can determine whether the CA knew about the previous commitment authenticated
by them, or whether it might have been committed without their knowledge. If the
certificates do not contradict each other, then this is evidence that the certificate
authority’s state has been updated with each certificate issued. On the other hand, if
they do contradict each other, this indicates that either the CA’s key has been misused
by an adversary, or the CA systems are failing to correctly track each certificate they
issue.

When contradictory certificates are submitted to a log server, the log server can
swiftly notify the CA that either its key has been compromised or its system has
not been updated with all issued certificates. On the other hand, if all certificates in
the log are consistent with each other, then a domain owner discovering a mis-issued
certificate for its domain in the log knows that the CA’s own system must have been
updating their state when the certificate was issued—an indication that the CA should
have some record of issuing that certificate.

Implementation considerations Our proposed additions (as applied to CT) make
the CAs stateful in their creation of certificates, though with negligible overhead
introduced; arguably, CAs are already expected to keep an internal audit trail for each
certificate issued.

Importantly, the state kept by the CA depends only on local operations, and
not on any feedback from log servers. No latency is introduced into the process of
issuing certificates, a facet that is vital for the modification to be practical. If all new
certificate submissions to the log in Certificate Transparency were required to include
this information, it would immediately benefit detection of CA key compromise.

This proposal is only one example of an addition which would force contradictions
between log submissions from the same submitter in a transparency overlay. More
elaborate constructions like the consistency proofs used by log servers could be
leveraged to make submissions to a log from a misused key contradict a larger set of
prior entries, for additional redundancy or for tying together multiple independent
logs. In other transparency overlay applications, the commitment protocol shown in
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Section 4.3 could be used to ensure that future log submissions come from the same
party that generated the pre-commitment in the prior entry.

In practice, implementing this change in systems using transparency overlays would
mean that misuse of a key to submit to a log could be detected rapidly if there are
still ongoing honest submissions. Furthermore, it would give some assurance that all
log entries were at some point known to the submitter, since they must have updated
some part of their state with each previous submission. Though this modification
does not replace the need for detection of acausal activity in the log, the benefits it
provides can be done with negligable overhead on the part of both the log submitters
and the log itself. The change would enhance the ability of transparency overlays to
provide detection guarantees, and narrow down the potential issues to investigate if
misuse is detected.

4.2 Counter-based detection

A simple approach to ensuring a causal relationship between messages in an authenti-
cation protocol is to have parties count the number of successful authentications. If an
agent has some causal role in counter increases when the key is uncompromised, then
when they observe violations of causality they can determine that a key was misused.

This simple approach of counting authentications has been applied in other domains
in the past. An early example can be found in the late 17th century, with a lock
designed by the locksmith John Wilkes [94] to count the number of times it has been
opened. This allows an owner who remembers the value of the counter each time
they open it to be sure that only they have opened the lock. More recently, a similar
construction of a physical lock was patented in 1974 [15], likewise with the goal of
allowing the owner to detect when other parties successfully ‘authenticated’ to the
lock.

In protocols, an early, flawed, attempt at using counters to provide clone detection
was in the ANSI-41 specification for cell phone networks [1] that we discussed in
Section 2.3.1. The failure of this protocol to provide useful guarantees highlights the
importance of both understanding and formally verifying the logic of detection: while
the locks above only increment their counter when they are unlocked, the mechanism
in ANSI-41 did not, instead incrementing the phone’s local counter each time it
attempted to authenticate. In our terms, this means that there was no specific cause of
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the counter increments (at least, from the network provider’s perspective); this limits
their ability to detect to, at best, the observation of inconsistent counter values. Since
most counter values were never received in an unreliable network and the counter
frequently rolled over back to the initial value, the mechanism rarely worked for this
purpose.

Here, we present a simple counter-based detection protocol based on asymmetric
operations, and discuss verification of the protocol’s properties in Tamarin. There
are several scenarios where this protocol can serve as a blueprint for modifying existing
protocols to provide detection. As a case study, we take an example relevant to
internet infrastructure: the Keyless SSL protocol introduced by CloudFlare [22]. We
describe the Keyless SSL protocol in Section 4.2.2 and present a modified handshake
that provides detection guarantees.

4.2.1 A counter-based detection protocol

The counter-based detection protocol shown in Figure 4.2 is based on the notion of
causality violation discussed in Section 3.3.1. The intuition behind the protocol is
to ensure that counter increments are caused by recent uses of a signing key. The
initiating agent I increments their counter only when they receive a freshly-signed
message (i.e., including a nonce generated by I) from the responder R, and R only
updates their stored counter value when they receive a similarly freshly-signed message
from I to complete the session. With this, it becomes possible for I to observe
acausal messages, either due to R’s counter incrementing without I having sent a
corresponding signed message, or due to I updating the stored counter value without
a corresponding increment signed by R.

The counter-based protocol shown also provides a useful illustration of how our
foundations clarify the limitations of a protocol. In the trace set where neither sk(I)
or sk(R) are compromised, the responder R can determine if either of the messages m1

or m2 violate causality, which includes the incremented counter value to be checked,
and the initiator I can do so for m2 before completing the session (and thus before
beginning the next session with an incremented counter). Because of this, it is possible
for I to soundly determine that a key must have been misused if they observe a
mismatch between their stored counter, and a counter increment signed by R.

However, m2 containing an incremented counter without action by I does not
violate causality in the trace set where sk(I) may be compromised (even if sk(R)
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cannot be), because the adversary can take on I’s role in the protocol. Further, it
would not violate causality in the trace set where sk(R) may be compromised (even
if sk(I) cannot be) as the adversary can simply generate m2 on their own without
action by I. Therefore, it is impossible for I to determine which of the two keys were
compromised from observing an acausal counter value.

From our foundations, it also becomes clear how the protocol could be modified in
order to allow this: I must be required to send messages for all responses from R in
m2, even when sk(R) is compromised. This could be done, for example, by having R
also include the signed message it received from I in the prior session. An adversary
misusing sk(I) in this modified protocol would lead to the real I being presented with
an incorrect counter value along with a message signed by sk(I) that I never sent.
Misusing sk(R), on the other hand, would lead to an invalid counter update combined
with a signed message that was sent by I.

We present here the simpler version of the protocol, as the proposal above still
fails to detect when both keys may be compromised. In many practical situations,
such as the Keyless SSL case we examine later, only one key is of specific concern,
and in Section 4.3.1 we present a protocol which can detect misuse even when both
keys are compromised.

The counter protocol has the following detection properties. In Section 7.1.1 we
will revisit this protocol to model and analyze it, and formal statements of these
properties in our semantics can be found there.

Sound detection. If there is a detect event triggered for a particular key pairing,
then at least one of the keys in that pairing was compromised before the detect event.

Guaranteed detection of misuse of the initiator’s key in prior sessions. If
only the initiator’s key can be compromised, then any session violating agreement on
session data will be detected during the next session in which the adversary does not
interfere.

4.2.2 Keyless SSL

Content delivery networks (CDNs) are services which provide many geographically
dispersed caching proxies for internet content. CDNs are designed to increase avail-
ability and performance of internet services, by providing redundancy of content
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I R

- generate a nonce ni
- m1 := ni

m1

- generate a nonce nr
- ci := ci−1 + 1
- m2 := {| pkR, pkI , ni, nr, ci |}sk(R)
begin(‘R’, 〈pkI , pkR〉, 〈ni, nr〉, ci)

m2

- verify signature of m2
- detect(pkI , pkR) if ci 6= ci−1 + 1
- m3 := {| pkI , pkR, nr, ni, ci |}sk(I)
session(‘I’, 〈pkI , pkR〉, 〈ni, nr〉, ci)

m3

- verify signature of m3
session(‘R’, 〈pkI , pkR〉, 〈ni, nr〉, ci)

Figure 4.2: The i-th session of the counter-based detection protocol. The initial
message with ni can be removed at the cost of additional state, if the initiator instead
generates the nonce for message m2, and the responder begins with m1 by including
the ni from the previous session.
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hosting and lower latency to end-users (because of geographic proximity), and they
can do so mostly transparently, even as a third-party [32]. This has made CDNs
extremely popular, either as a service that can be purchased from CDN providers or
as company-specific infrastructure for many internet companies; CDNs carried over
half of all internet traffic in 2016 [88].

Purchasing CDN services from a third party, however, presents an obstacle to the
use of TLS. Since the CDN’s server comes between the end-user and the origin of
any requested content, the CDN must be able to terminate TLS connections as if
it were the origin. Naïvely, this would mean that each of the CDN’s servers must
have a private key corresponding to a certificate for the origin domain—a worrying
proposal for some of their customers, and potentially even illegal in some jurisdictions
and sectors. To alleviate these concerns, Keyless SSL was developed.

Keyless SSL is a protocol designed by a CDN provider, CloudFlare, to allow the
provision of Content Delivery Network (CDN) services to their customers which have
domains that do not want to, or cannot cede the private keys associated with their
certificates to CloudFlare [22]. In Keyless SSL, CloudFlare’s servers interact with a
key server provided by their customer (e.g. a web service), using it as an oracle to
complete a key exchange on that web service’s behalf. This allows CloudFlare to carry
out TLS handshakes as if they knew the web service’s private key, while it remains
secure on the web service’s hardware.

In practice, this means that a large number of different private keys are each
sufficient to use that web service’s key server as an oracle, though with much greater
control over key issuance and revocation than in a typical TLS environment. This
makes detection of key misuse especially valuable—key revocation and remediation are
much easier than they would be for a compromised domain certificate. By modifying
the Keyless SSL protocol to include the same concepts as the counter-based example
above, we can ensure that events from the web service must send a message to cause
counter increments, so that they can detect if the CDN server’s private key has been
misused in any prior session. Since a CDN server carries out a new TLS handshake
with the web service’s server frequently (roughly every two hours), any misuse of the
private key can be swiftly detected, and the key can be revoked by the web service
before completing the session.

As in the example counter-based protocol above, the detection guarantee in our
modified protocol requires that only one participant is compromised. Specifically,
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we assume that the oracle’s key is uncompromised; this is justified by their role as
a signing oracle in the Keyless SSL protocol. If both the CDN and the web service
can be compromised, then it is possible for the adversary to avoid detection by re-
synchronizing the CDN server’s counter, running sessions as the web service But in
this case, the adversary could also use the web service’s key directly to impersonate
them without involving the CDN.

The implementation of the modified protocol presented here would allow the web
services hosted by the CDN to have assurance that their key server has either not
been accessed by an adversary who has gained access to any of the CDN server keys,
or if it is being accessed by the adversary then it will be detected in short order.
Furthermore, the web service can revoke a detected key immediately and automatically
before completing the key exchange, preventing further damage from the compromised
key. The proposed protocol requires very little modification and minimal storage
requirements: a single counter value for each CDN server.

We briefly describe the protocol flow shown in Figure 4.3 before discussing its
properties below. We consider the mutually authenticated TLS handshake performing
a Diffie-Hellman exchange (DHE) between a CDN server C (the initiator), and one of
their customers, a web service owner W 1. C and W hold secret keys sk(C) and sk(W ),
respectively. They also have some means to validate each other’s public keys–typically,
pk(W ) would be provided through some authenticated out-of-band communication
while pk(C) is signed by a CDN-specific CA known to W . In this setting, we wish
to provide some security guarantee against an attacker who obtains sk(C) and all
state information (i.e. nonces) of C generated in any session. The goal of our protocol
modification is to detect the compromise of sk(C).

In the first session, the counter begins at some known value, say ‘0’. In the
i-th session, when C is establishing a shared secret with W , C begins a mutually-
authenticated TLS exchange by creating a new nonce nci and sending the first message
(known as the ClientHello message in the TLS protocol) to W . Upon receiving this
message, W generates its own nonce nw and replies to C with, among many other
things, a signature on nc and nw in the second message. Note that the exchange so
far is unmodified from the standard TLS mutually-authenticated DHE.

Upon verifying the signature in the second message, C is certain that sk(W ) is

1Keyless SSL allows only two cipher suites in the TLS handshake with the oracle, both of which
use an elliptic curve Diffie-Hellman exchange [22], so we do not need to consider modifications or
analysis of other modes.
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C W

- generate a nonce nc
- m1 := nc, . . .

m1

- generate a nonce nw
- m2 := . . . , {|nc, nw, . . . |}sk(W )

m2

- verify signature of 〈nc, nw, . . .〉
- cci := cci−1 + 1
- derive kc, kw from DH parameters (not shown)
- m3 :=

(
. . . , {| cci , H(m1, m2), . . . |}sk(C)

)
begin(‘C’, 〈pk(C), pk(W )〉, cci)

m3

- verify signature of m3

- detect(pkC , pkW ) if cci 6= cci−1 + 1
- derive kc, kw from DH parameters
- m4 := . . . , MACkw(H(m1, m2, m3), . . . )
session(‘W’, 〈pk(C), pk(W )〉, 〈nc, nw〉, cci)

m4

- verify signature of m4
session(‘C’, 〈pk(C), pk(W )〉, 〈nc, nw〉, cci)

Figure 4.3: An example of the additions to the i-th session of the TLS mutually-
authenticated key exchange used in Keyless SSL. For clarity, we omit terms in the
messages that are not relevant. The modifications for detecting misuse are boxed and
highlighted in blue.
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being actively used in the current session, and so increments its counter cci. This
counter value is then included in m3. This is the only modified message of the protocol.

If cci does not match what W expects but the hash and signature are valid, a
detection event will be raised and W can revoke C’s key immediately to limit potential
damage. W can later contact C through an out-of-band channel to begin remediation
and attempt to discover the source of the compromise.

The modified Keyless SSL protocol exhibits similar properties to the counter
example above, and we will formalize these properties and discuss the formal analysis
of this protocol in Section 7.1.2.

Sound detection. If there is a detect event triggered for a particular key pairing,
then at least one of the keys in that pairing was compromised before the detect event.

Guaranteed detection of misuse of the CDN key in prior sessions. If only
the CDN’s key can be compromised, then any session violating agreement on session
data will be detected during the next session in which the adversary does not interfere.

4.3 Commitment-based detection

A more complex approach to a detection protocol is one applying ideas from key
rotation schemes (see Section 2.2.3) in ways to facilitate detection as well as prevent
adversary action. In this section we present a protocol based off an agent generating
a new key each session, and providing a ‘commitment’ to that secret. In the following
session, the agent must provide proof that they still have knowledge of the secret in
order to authenticate. If an adversary has not recently compromised the agent, then
they will not know the secret necessary to fully authenticate; if they have, then the
next honest session will be using the previous secret, allowing for detection of misuse.

The technique presented in the commitment-based protocol below is ideal for
situations where a high degree of security is required. We consider one particular
scenario as a case study, the use case of the Common Access Card. The Common Access
Card (CAC) is the standard identification card for United States Defense personnel,
and has been used as an authentication token for security network systems and also
for physical access to sensitive areas [16]. It supports asymmetric key cryptography
and has writable memory. The CAC provides a useful example of a high-security
domain where it is valuable both to detect if a cloned card has previously been used,
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as well as ‘heal’ compromise so that any clone becomes useless unless immediately
used.

As the protocols used by the CAC are not public, we show the applicability of our
commitment-based protocol to this domain by modifying and verifying a protocol used
in similar cards, the ISO-IEC 9798-3-3 authentication protocol [40]. In this instance,
the initiator I in the 9798-3-3 protocol is a card reader connected to a back-end server,
and the responder R is the CAC.

4.3.1 A commitment-based protocol

The design implications in Chapter 3 suggest that the message sequences in a protocol
should be tightly coupled. Taking this to an extreme, in the commitment-based
protocol every session includes not only a term established in the previous session, but
also a term which commits the agent to some aspect of the next session. Naïvely, this
might be done by generating a random value and providing the output of a one-way
function in one session, followed by presenting the original value in the following
session. But while this may be sufficient when there is no adversary on the network,
in a Dolev-Yao setting the adversary could make use of the revealed value to insert
their own session. Instead, we prevent this with a construction which allows an agent
to commit to some property of the next session for which the corresponding proof
is both coupled to the session data, and does not reveal the means to construct a
different proof.

We show an example of such a construction with the commitment-based detection
protocol shown in Figure 4.4. In this protocol, R generates an asymmetric key pair and
presents I with a fresh commitment constructed by signing session data with the secret
key, as well as the secret key used for the previous commitment to ensure continuity.
Note that at the time the commitment is made, I is not capable of validating it
directly, beyond knowing that it’s associated with the previous commitment through
the signature under the proof key. In the session following, R provides the public key
that allows I to verify that the commitment is correct based on previous session data.

At no point does R reveal the key used to construct the commitment, ensuring
that the adversary cannot authenticate their own session data even if they trick R
into revealing an arbitrary number of commitments and their proofs. Instead, the
proof is provided for the previous commitment while ‘liveness’ of the corresponding
secret is proven in the next session, by using it to sign the next commitment.
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I R

- create a nonce ni
- m1 := {| I, R, ni, ci−1 |}sk(I)

m1

- verify signature of m1
- generate a new keypair (ski, pki)
- ci := {| ‘Commit’, R, I, ni |}ski

- ncci := {|ni, ci−1, ci |}ski−1

- m2 := {|R, I, pki−1, ci, ncci |}sk(R)
session(〈‘R’, R, I〉, 〈ni, ci−1, pki−1, ci〉)

m2

- verify signature of m2
- verify signature of ncci using pki−1
- detect if pki−1 doesn’t verify ci−1
session(〈‘I’, I, R〉, 〈ni, ci−1, pki−1, ci〉)

Figure 4.4: The i-th session of our example commitment-based detection protocol.
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The commitment protocol has a number of desirable detection properties, which
we will verify in Section 7.1.3.

Sound detection. If there is a detect event triggered for a particular key pairing,
then the responder’s key was compromised before the detect event.

Guaranteed detection of misuse in prior sessions. Any session violating agree-
ment will be detected during the next session with agreement, even if the adversary is
allowed to compromise all state and any one of the keys.

Guaranteed detection of misuse in future sessions. If there was a previous
session with agreement and the adversary has not revealed R’s state since that session,
then any session violating agreement will be detected, even if the adversary has
compromised all keys.

4.3.2 Modifying the ISO-IEC 9798-3-3 protocol

The ISO-IEC 9798 standard defines a family of entity authentication protocols, ranging
from one- to five-pass symmetric and asymmetric key based authentication proto-
cols. These protocols are not numbered directly, but Basin et al. provide a useful
nomenclature in [8] from which we refer specifically to the 9798-3-3 protocol. The
9798-3-3 protocol is a two-pass mutual authentication protocol using digital signatures,
and its simplicity makes it straightforward to use in settings where secrecy is not
required and some kind of public key infrastructure exists, as in the case of smart card
authentication. As such, we use it as an example of a generic smart card authentication
protocol which may be used to authenticate to a wide range of different services, as
with the Common Access Card. Note that in [8], Basin et al. demonstrate that the
9798-3-3 protocol is vulnerable to a reflection attack if an agent may take on both
roles; in the following we assume that the reader and card (the initiator and responder
respectively) are always assigned different signing keys, preventing this attack. This is
typical in real deployments, where the key used by the card is generated on the card
or during manufacturing, to prevent keys from being exfiltrated from the card.

Smart card authentication is used in a number of domains, some with millions of
users each with their own unique card. These cards are used to authenticate access
to, for example, buildings, credit accounts, networks, or online services. Card cloning
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is an occasional concern, either because of poor cryptography [53], or various side
channel attacks allowing extraction of keys, like differential power analysis [72, 92]
and—at much greater expense—electron microscopy combined with chip probing [47].
Most smart card security is built around a substantially increased cost for an attacker
to clone a card, and infeasibility of cloning on a large scale, rather than an assumption
that it can protect against a targeted attack with physical access to the card.

In the United States, the Common Access Card is used for authentication in all
of the domains listed above, and is the standard identification for all active-duty
defence personnel. The security-critical nature of military resources makes targeted
cloning attacks a more direct threat. The scale of the system even makes attacks by
card suppliers a concern, as a supplier could build in a method to ex-filtrate keys or
stockpile them at the time of manufacture. Rapid detection of cloned cards, even at
the time they are first used, would provide additional assurance on top of existing
technology.

In Figure 4.5, we present a modified 9798-3-3 protocol that provides strong detection
properties. We show that it is possible for a smart card authentication protocol to not
only swiftly detect and revoke cloned cards, but also invalidate any previously existing
clones every time a card authenticates. This is done in such a way that an attempt to
use an earlier clone results in immediate detection and revocation of privilege before
the card successfully authenticates. Furthermore, this is possible even if the adversary
can also compromise the key of the reader, and intercept messages between the card
and the reader. We briefly describe the protocol flow here before formalizing these
properties in the following section.

At the initialization phase, each CAC stores a unique commitment c0 created by
the back-end server. In the i-th session, when a reader detects a CAC, the reader
communicates with the back-end server, which generates a message m1 signed with the
server’s private key sk(I) containing the identities of the server and card, a fresh nonce
nii, and the previous commitment provided by the card ci−1. The reader forwards
this to the card.

The card verifies the signature, and that the provided ci−1 agrees with its local
memory. If these verifications succeed, the CAC generates a new nonce nri and a
pair (ski, pki) of signing and verification keys. The CAC creates a new commitment
ci using ski, signs ci again using ski−1, and uses its long-term key sk(R) to create a
signed message m2 from the identities (R, I), the two nonces (nri, nii), the signed

60



I R

- create a nonce nii
- m1 := {| I, R, nii, ci−1 |}sk(I)

m1

- verify signature of m1

- generate nri, and a new keypair (ski, pki)
- ci := {|R, I, nii, nri |}ski

- ncci := {|nii, ci−1, nri, ci |}ski−1

- m2 := {|R, I, nri, nii, pki−1, ci, ncci |}sk(R)
session(‘R’, 〈pkI , pkR〉, 〈nii, nri, ci−1, pki−1, ci〉)

m2

- verify signature of m2
- verify signature of ncci using pki−1

- detect if pki−1 doesn’t verify ci−1
session(‘I’, 〈pkI , pkR〉, 〈nii, nri, ci−1, pki−1, ci〉)

Figure 4.5: The i-th session of the modified ISO-IEC 9798-3-3 standard protocol.
Modifications are boxed and highlighted in blue.
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ci, and the public key that verifies the previous commitment ci−1. The CAC then
sends this message to the reader to be forwarded back to the server. The server can
check that the message contents are correct, and then verifies the signatures of the
commitments ci−1 and ci against the provided proof pki−1, raising a detection alert if
this validation fails; if it succeeds, both the back-end server and CAC update their
state. A detection event can immediately revoke the card’s access and trigger the
relevant remediation procedure; otherwise the card has successfully authenticated and
the appropriate action can follow (e.g. opening the door).

In this scenario, the modified protocol provides both detection of acausal action
and contradicting state changes even if the attacker can extract all information from
the CAC. In other words, the provided security guarantee is that when an attacker
has a cloned copy of a CAC at time t, and used the cloned card at time t′, then if the
original card has been used in the time interval between t and t′, the cloning of the
card will be detected. If the original card is not used in the time internal between t
and t′, then the attacker can use the card to get access, but the cloning attack will be
detected as soon as the original card is used again.

Note that while this protocol requires three signing operations on the part of the
card, two of these are by temporary commitment keys which only need to remain secure
until the next authentication. As such, a weaker and faster signature computation
can be used for these to reduce the computation required by the card.

In Section 7.1.4, we will discuss modelling the modified ISO-IEC 9798-3-3 and
verify the following properties in our model.

Sound detection. If there is a detect event triggered for a particular key pairing,
then the responder’s key was compromised before the detect event.

Guaranteed detection of misuse in prior sessions. Any session violating agree-
ment will be detected during the next session with agreement, even if the adversary is
allowed to compromise all state and any one of the keys.

Guaranteed detection of misuse in future sessions. If there was a previous
session with agreement and the adversary has not revealed R’s state since that session,
then any session violating agreement will be detected, even if the adversary has
compromised all keys.
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4.4 Concluding remarks

In this chapter, we have shown some applications for the foundations we developed in
Chapter 3, both in improving existing work and in the design of novel protocols. We
showed that a minor modification to transparency overlays could provide stronger secu-
rity guarantees, and gave two examples of two-party protocols capable of automatically
detecting secret misuse without false positives.

We used the first protocol—which detects based on counter state—as a template to
modify Keyless SSL, a real-world protocol used by content delivery networks. These
modifications introduce little overhead, and provide ideal detection guarantees for
the environment where Keyless SSL is applied. For our second protocol, based on
‘pre-commitments’ to a future session, we conjectured that it achieves even stronger
detection guarantees. Such guarantees are ideal for high-security scenarios, and as
an example we considered smartcard authentication where it may be desirable to not
only detect cloned cards after their use, but also detect them when first used wherever
possible.

In order to verify that these protocols achieve the properties stated here—and
verify properties of other stateful protocols—we must first improve the tools we have
at hand. To that end, we now switch our focus to improving the ability of Tamarin
to analyze stateful protocols. In Chapter 7, we will return to the four novel protocol
designs from this chapter and discuss modelling and verifying their security properties.
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Chapter 5

The Tamarin Prover

Tamarin is a protocol verification tool that analyzes symbolic protocol models
specified in terms of a multiset rewriting system dictating protocol execution combined
with a message deduction theory determining how an adversary may manipulate
message terms. It can perform both falsification (i.e. finding a counter-example) and
unbounded verification of temporal first-order properties with respect to these models.
In this chapter we will give a brief overview of the theory implemented by Tamarin
that is relevant to our protocol modelling and verification in Chapters 6 and 7. We
will also discuss some details specific to the implementation of Tamarin that are
necessary to understand how we improve analysis of stateful protocols in Chapter 6.
For a more complete discussion of the theory underlying Tamarin we refer the reader
to [37, 63, 64, 80].

5.1 Term rewriting

In Tamarin, cryptographic messages and operations are abstracted as terms with
rewrite rules. This approach derives many of its methods from the more generic
notion of term rewriting, and here we briefly recall some standard notation used (as
in, e.g. [42]) and how it applies to Tamarin.

Order-sorted term algebras A signature ΣΣΣ = (S,≤,Σ) is said to be an order-
sorted signature if S is a set of sorts, ≤ is a partial order on S, Σ is a set of a function
symbols associated with sorts, and

1. for every s ∈ S, the connected component of s in (S,≤) has a top sort top(s),
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2. for every f : s1 × · · · × sk → s in Σ with k ≥ 1, there is a corresponding
f : top(s1)× · · · × top(sk)→ s in Σ.

In Tamarin, cryptographic messages are modelled using a set of sorts comprising
a top sort msg and two mutually incomparable sorts fr and pub such that both
fr ≤ msg and pub ≤ msg. The fresh sort fr is used for terms like nonces and random
numbers that are freshly generated, while the public sort pub is used to model terms
like message tags that are known to all participants (including the adversary).

Cryptographic operations are modelled through the choice of an arbitrary set of
function symbols Σ as well as a restricted equational theory that we discuss later. For
example, Tamarin’s built-in symmetric encryption has a function signature

Σ = {senc(·, ·), sdec(·, ·)},

both of sort msg ×msg → msg.
We assume that there are countably infinite sets of variables Vs for all sorts s ∈ S,

and define V = ]s∈SVs the set of all variables. To denote a variable x ∈ Vs, we
write x : s. For a signature ΣΣΣ and a subset of variables V ′ ⊆ V, TΣΣΣ(V ′) denotes the
set of all well-sorted terms constructed over Σ ∪ V ′. For example, using the sorts
and symmetric encryption function symbols above, one can construct terms such as
t = senc(x :msg, y :msg). We write TΣΣΣ(V ′)s to refer to only those well-sorted terms of
sort s.

Subterms A term is constructed of subterms with positions, where a position is a
sequence of natural numbers representing the path taken to reach the subterm when
viewing the term as a tree. We define a partial ordering relation between two positions
p and q such that p ≤ q if ∃p′ . (q = p · p′), i.e. p is a prefix of q (note that p′ may be
an empty sequence). Positions p and q are called incomparable if neither p ≤ q nor
q ≤ p. For a term t, we write tp for the subterm at position p, and t[u]/p for the term
t where tp is replaced by u.

For a term t, the set Subterms(t) is the set of all subterms of t. We define
V ar(t) = Subterms(t) ∩ V , the set of all variables in t. A term t is said to be ground
if V ar(t) = ∅.

As an example, using the symmetric encryption function symbols above, for terms
t, t1, t2 where t = sdec(t1, t2), the terms t1 and t2 are subterms of t at positions 〈1〉
and 〈2〉 respectively. If t1 = senc(t′, x : msg), for a term t′ and variable x :msg, then
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t′ is a subterm of t with position 〈1, 1〉. Note in this case that the position of t2 is
incomparable with the position of t′, and V ar(t) = {x :msg}.

Equational theory An equation over an order-sorted signature ΣΣΣ is written s ' t

for terms s, t ∈ TΣΣΣ(V). A signature ΣΣΣ and a set of equations E over that signature
induce a congruence relation =ΣΣΣ,E over the terms TΣΣΣ(V), which we call an equational
theory. We identify the equational theory =ΣΣΣ,E with the set of equations E when the
signature is clear from context.

Recall the symmetric function symbols above. Equational theories are used to
formalize the semantics of cryptographic operations, and the built-in symmetric
encryption corresponds to an equational theory

E = {sdec(senc(m, k), k) ' m}.

This models the decryption of an encrypted message m using the key k which was
used to encrypt it.

Tamarin includes built-in function symbols with corresponding equational theories
for several common cryptographic operations which can be found in [87]. For our
examples in this section, we will use the symmetric encryption above as well as those
for constructing tuples

Σpairing = {pair(·, ·), fst(·), snd(·)},

Epairing = {fst(pair(x, y)) ' x, snd(pair(x, y)) ' y}.

For simplicity and consistency with our sequence notation, we write 〈x1, x2, . . . xn〉 for
pair(x1, pair(x2, . . . pair(xn−1, xn) . . . ).

Substitutions and unification A substitution σ is a map from some set of variables
dom(σ) ⊆ V to terms range(σ) ⊆ TΣΣΣ(V) such that x : s ∈ dom(σ) implies σ(x) : s ∈
range(σ)s. By convention, we write tσ for a homomorphic extension of σ applied to
the term t, and assume that substitutions are idempotent, such that (tσ)σ = tσ. A
substitution is called a renaming if there exists an inverse (idempotent) substitution
σ−1 such that ∀t ∈ dom(σ) . (tσ)σ−1 = t. A unifier of two terms s and t over a
relation =E is a substitution σ such that sσ =E tσ.

For example, a substitution σ which maps a variable x :msg to the term k is a

67



unifier of the terms m and sdec(senc(m, k), x :msg), as

sdec(senc(m, k), k) =E m.

Rewriting modulo A rewrite rule over an order-sorted signature ΣΣΣ is written l→ r

for terms l, r ∈ TΣΣΣ(V). A rewrite system R is a set of rewrite rules defining a relation
→R, such that s→R t if there is a rule l→ r ∈ R, a substitution σ, and a position p in
s such that sp = lσ and s[rσ]/p = t. A rewrite system R modulo an equational theory
E is defined similarly by a relation →R,E where instead sp =E lσ and s[rσ]/p =E t.

Tamarin decomposes user-defined equational theories into a rewrite system, which
is only possible for a restricted class of equational theories. We will not go into
detail about these restrictions or how they help with verification here, as they are not
relevant to our work. For detailed discussion see the original description in [81] and
recent work relaxing these restrictions in [37].

The rewrite system associated with the equation theory for symmetric encryption
above is simply

sdec(senc(m, k), k)→ m.

Note that only one direction is included, which ensures that the rewrite rules can only
be applied a finite number of times to any finite term. This condition is in part what
motivates the restrictions on the user-defined equational theories mentioned above
(for a formal discussion, see [81]).

5.2 Multiset rewriting in Tamarin

Tamarin uses multiset rewriting rules to specify protocol and adversary execution.
Multiset rewriting has been used in the context of protocol verification as early as
the formalism introduced by Cervesato et al. [18], which spawned the MSR [17]
and MuCAPSL [31] languages for specifying security protocols, and is also used in
Maude-NPA [41]. For use in security protocols, these approaches extend standard
multiset rewriting with support for choosing “new” symbols, as needed for fresh
terms. Tamarin extends this further, by additionally supporting facts with arbitrary
multiplicity and labels for rewriting rules.

Here we briefly recall some definitions from [63, 80] specifying facts and rules, how
they define a trace set, and how trace properties are specified in Tamarin. In the
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following, we assume there are two countably infinite sets FN and PN of fresh and
public names respectively, which we will use for assigning names to terms of sort fr
and pub in evaluating trace properties. We write T to refer to TΣΣΣ(FN ∪ PN ∪ V),
andM for TΣΣΣ(FN ∪ PN), where ΣΣΣ will be clear from context.

When discussing multisets we reuse familiar set notation annotated with ]. For
example, we use \] to refer to the multiset extension of the \ operation, {a, b, b}] for
the multiset containing a once and b twice, etc. To refer to the set of elements of a
multset M , we write set(M).

5.2.1 Facts

A fact is a tag drawn from finite signature ΣF and a sequence of terms from T . Fact
tags each contain a name, an arity, and a multiplicity. The multiplicity of a fact may
be either linear, in which case it is removed from state when consumed by a rewrite
rule, or persistent, remaining in state even if consumed by a rule. Linear facts are used
to model, for example, limited resources and mutable state; persistent facts are used
to model things like read-only memory, adversary knowledge, and causal relationships.
A linear fact Fa/k containing terms 〈t1, t2, . . . , tk〉 is written Fa(t1, t2, . . . , tk), while
persistent facts are denoted in Tamarin’s syntax by prefixing their name with an
exclamation mark, e.g. !Fa(t1, t2, . . . , tk). We use F to refer to the set of all facts, and
G to refer to all ground facts (i.e. all terms are ground).

Certain fact tags are given special meaning by Tamarin:

• Fr/1 to model the generation of fresh names,

• In/1 to model receiving from a Dolev-Yao network, and is produced only by
adversary construction rules,

• Out/1 to model sending to a Dolev-Yao network, as a premise to adversary
deconstruction rules, and

• !K/1 to model adversary knowledge.1

In addition to these, we commonly represent agent state with facts prefixed by St
to avoid confusion with other facts. We will discuss the interaction of In/1, Out/1,
and !K facts further in Section 5.2.2.

1In implementation, !K facts are split into KU and KD facts in order to prevent redundant message
deduction steps during constraint reduction, though this is not relevant to our work. For more
information on the distinction between these two facts and how they are used, see [80, Section 3.2.3].
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5.2.2 Rewriting rules

A labelled multiset rewriting rule is defined by three fact sequences: its premises (or
left-hand side) l, its actions a, and its conclusions (or right-hand side) r, together
written [ l ]−[ a ]→[ r ]. For legibility when l, a, and r are longer sequences of facts, we
may write [ l1, . . . , l|l| ]−[ a1, . . . , a|a| ]→[ r1, . . . , r|r| ] equivalently as

l1, l2, . . . , l|l|
r1, r2, . . . r|r|

[a1, a2, . . . , a|a|],

following the notation for inference rules. In Tamarin, each rule also has some
associated rule information, including annotations like a rule name that do not affect
the semantics of the rule.

The term ‘labelled’ in labelled multiset rewriting refers to labelling of rules with
actions. The actions of a rule are sequences of facts that are used to express execution
properties; we will discuss this further in Section 5.3. All multiset rewriting rules in
Tamarin are labelled (though the actions may be an empty sequence), so we generally
drop the ‘labelled’ qualifier and refer to them just as multiset rewriting rules. Finally,
given a rule ru we use prems(ru), acts(ru), and concs(ru) to refer to the premises,
actions, and conclusions respectively.

The multiset rewriting rules which define a rewrite system in Tamarin are divided
into two sets: protocol rules and message deduction rules. Protocol rules are used to
specify both the behaviour of honest participants as well as model-defined adversary
capabilities like key reveal. Here, we will give an example of a protocol rule used to
one step of the commitment example protocol, before detailing the specific conditions
that a rule must meet to be a valid protocol rule in Tamarin.

Example 16 (A protocol rule). To model the first step of the initiator’s first step in
the commitment example protocol shown in Figure 4.4, we write a rule named ‘I_1’
which takes in a fact representing the state of an agent taking role I, St_I, and a fresh
nonce value in the premises. The rule rewrites them to an updated state fact and an
Out fact to send the first message to the network. Written in Tamarin’s syntax, this
rule is represented as follows.
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rule I_1:

let pkA = pk(~ltkA)

m1 = <‘1’,pkA, pkB,~ni,prevcommitsig> in

[ St_I(~id, ~ltkA, pkB,‘m1’,prevcommit,prevcommitsig)

, Fr(~ni)

]

--[ ]->

[ St_I(~id, ~ltkA, pkB,<‘m2’,~ni>,prevcommit,prevcommitsig)

, Out(<m1, sign{m1}~ltkA>)

]
We omit the actions in the above rule as they are only relevant in the context of

lemmas, which we will discuss in the context of the full protocol in Section 7.1.3. The
agent’s state fact, StI, contains her long term key ltkA, the public key of the agent
she is communicating with, pkB, a term identifying the stage of the protocol she is
executing, ‘m1’, as well as the previous commitment and its signature.

Note that the syntax used for writing Tamarin rules allows for some shorthand
for ease of representation. The symbol ‘~’ is used to denote terms which are of sort
fr, i.e. ~ni is equivalent to ni : fr. Further, rules allow for ‘let’ bindings which allow
a user to specify a short representation for a term that will be written several times in
the rule; in this example, we use m1 as shorthand for the tuple containing the terms
of the first message.

Protocol rules in Tamarin must meet six conditions (from [80]).

Definition 17. A protocol rule is a multiset rewriting rule [ l ]−[ a ]→[ r ] such that

P1. l, a, and r do not contain fresh names,

P2. l does not contain !K and Out facts,

P3. r does not contain !K, In and Fr facts,

P4. the argument of a Fr-fact is always of sort fr

P5. r does not contain the function symbol ∗, and

P6. [ l ]−[ a ]→[ r ] satisfies both (a) vars(r) ⊆ vars(l) ∪ Vpub and (b) l only contains
irreducible function symbols from Σ \ ΣDH (or it is an instance of a rule that
does).

Condition P1 ensures that fresh names are not created directly by protocol rules;
instead, fresh names are accessed through the Fr fact generated by a special rule. P2
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and P3 ensure that special facts occur only in their intended places. P4 is not strictly
necessary, as Fr facts can only be generated in a particular way and always contain
a fresh name, but simplifies later definitions. Condition P5 restricts Diffie-Hellman
product terms from the Diffie-Hellman function signature (denoted ΣDH in P6) and
is not relevant to our work, but included for completeness. Finally, P6 prevents rules
from referencing non-public names which do not exist in their premises; note that for
our purposes we will ignore the Diffie-Hellman functions and thus Σ \ ΣDH can be
considered equivalent to Σ.

To see whyP6 requires that l contain only irreducible function symbols, consider the
rule [ In(sdec(senc(m, k), k)) ]−[ ]→[ Out(k) ] under an equational theory which includes
sdec(senc(m, k), k) = m. This rule is equivalent to the rule [ In(m) ]−[ ]→[ Out(k) ], and
thus could send arbitrary terms.

Message deduction rules (also called intruder rules) determine how terms may be
manipulated by the network adversary to create In facts.

Definition 18. The basic message deduction rules are defined by the union of

pub: [ ]−[ ]→[ !K(x : pub) ]

gen_fresh: [ Fr(x : fr) ]−[ ]→[ !K(x : fr) ]

cf : [ !K(x1) . . . !K(xk) ]−[ ]→[ !K(f(x1, . . . , xk)) ] for all f ∈ Σ

isend: [ !K(x) ]−[ K(x) ]→[ In(x) ]

irecv: [ Out(x) ]−[ ]→[ !K(x) ]

The adversary knowledge is represented by !K() facts. The rules pub and gen_fresh
model the ability of the adversary to learn any public name and generate their own
fresh names respectively. The cf rule allows an adversary to combine terms by applying
functions. Finally, isend and irecv allow the adversary to receive and send messages
respectively. Note that isend is also labelled with !K(x) so that messages sent by the
adversary appear in the protocol trace.

In addition to the basic message deduction rules, Tamarin currently implements
several extensions to these rules, including Diffie-Hellman rules as described in [64]
and rules generated to support a larger set of equational theories as described in [37].
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For a set of rules R, we write insts(R) and ginsts(R) for the set of instances and
ground instances of R respectively. In addition to the rules that make up a rewrite
system, we also define a special rule which is the unique source of Fr facts,

Fresh = [ ]−[ ]→[ Fr(x :fr) ].

The Fresh rule is neither a protocol rule nor a message deduction rule, and is not
part of the rewrite system itself. Instead, we include in specially within the semantics
of protocol execution, as we see below.

5.2.3 Execution

The state of the transition system is modelled as a finite multiset of facts, which is
modified step by step by executing rules.

A valid step of a rewrite system R with respect to an equational theory E is defined
by the transition relation ⇒R,E:

l−[ a ]→r ∈E ginsts(R ∪ {Fresh}) lfacts(l) ⊆] S pfacts(l) ⊆ set(S)

S
set(a)=⇒R,E ((S \] lfacts(l)) ∪] mset(r)

where lfacts(l) and pfacts(l) respectively denote the linear and persistent facts in l.
We use ] to indicate the multiset extension of a set operation, i.e. \] and ⊆] denote
the multiset extensions of \ and ⊆ respectively. We use r ∈E R to denote that r is
an element of R modulo the equational theory E. This transition can apply ground
instances of rules if their premises are included in the state S, consumes the linear
facts in the premises, and adds the rule conclusions to the state.

From this we can define the set of all traces generated by the multiset rewriting
system R modulo an equational theory E in terms of the labels appearing in rules.

tracesE(R) :=
{
〈A1, . . . An〉 | ∃S1, . . . , Sn . ∅

A1=⇒R,E S1
A2=⇒R,E . . .

An=⇒R,E Sn

∧ ∀i, j, x . (i 6= j ∧ (Si+1 \] Si) = {Fr(x)}])⇒

(Sj+1 \] Sj) 6= {Fr(x)}]
}
.

The final condition enforces that each instance of Fresh is used at most once in a
trace, thereby ensuring that each fresh name is unique.
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Example 19 (Simple protocol example). Consider a simple protocol,

Pex =
{

Fr(n : fr),Fr(k : fr)
St(n : fr, k : fr),Out(〈n : fr, k : fr〉) [Start()],

St(n, k), In(senc(n, k)) [End()]
}
.

An execution of this protocol is shown in Figure 5.1, which has the trace

〈{∅, ∅, {Start()}, ∅, ∅, ∅, ∅, {K(senc(n, k))}, {End()}〉.

We show the rule instances on the left, with causal dependencies shown as arrows, and
the global state on the right. The causal dependencies allow us to determine which
sequences of rule instances correspond to valid executions, as each premise must be
preceded by a conclusion fact

Note that the sequence of rule instances is sufficient to characterize the execution,
as both the trace and the sequence of global states can be reconstructed from it.

5.3 Trace properties

Tamarin makes use of a first-order logic with sorts to specify security properties.
Temporal properties are supported through a sort temp for timepoints, with variable
drawn from Vtemp. Properties are specified as first-order formulas over trace atoms,
originally comprising

1. term equality, e.g. t1 ≈ t2,

2. timepoint ordering, e.g. il j,

3. timepoint equality, e.g. i .= j,

4. and actions f @ i.

These are extended with a last trace atom to perform trace induction, which we will
discuss in Section 6.2.1. In order to evaluate trace formulas, we associate a valuation
to variables. To ensure valuations respect sorts, we associate a valid domain Ds to
each sort s: Dtemp ⊆ Q, Dfr ⊆ FN, Dpub ⊆ PN, and Dmsg ⊆ M. A valuation itself
is a function θ from V to Q ∪M such that θ(Vs) ⊆ Ds for every sort, i.e. it respects
these domains. As with substitutions, we write tθ for the homomorphic extension of
θ applied to a term t. Recall that for a sequence s we write idx(s) for the set of all
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ru2 :
Fr(k)

[]
<latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit>

ru1 :
Fr(n)

[]
<latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit>

ru3 :
Fr(n), Fr(k)

St(n, k), Out(hn, ki) [Start()]
<latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit>

ru5 :
!K(hn, ki)

!K(n)
[]

<latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit>

ru4 :
Out(hn, ki)
!K(hn, ki) []

<latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit>

ru6 :
!K(hn, ki)

!K(k)
[]

<latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit>

ru9 :
St(n, k), In(senc(n, k))

[End()]
<latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit>

ru8 :
!K(senc(n, k))

In(senc(n, k))
[K(senc(n, k))]

<latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit>

ru7 :
!K(n), !K(k)

!K(senc(n, k))
[]

<latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit>

ru2 :
Fr(k)

[]
<latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit>

ru1 :
Fr(n)

[]
<latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit>

ru3 :
Fr(n), Fr(k)

St(n, k), Out(hn, ki) [Start()]
<latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit>

ru5 :
!K(hn, ki)

!K(n)
[]

<latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit>

ru4 :
Out(hn, ki)
!K(hn, ki) []

<latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit>

ru6 :
!K(hn, ki)

!K(k)
[]

<latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit>

ru9 :
St(n, k), In(senc(n, k))

[End()]
<latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit>

ru8 :
!K(senc(n, k))

In(senc(n, k))
[K(senc(n, k))]

<latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit>

ru7 :
!K(n), !K(k)

!K(senc(n, k))
[]

<latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit>

S1 : {Fr(n)}

S2 : {Fr(n), Fr(k)}

S3 : {St(n, k), Out(〈n, k〉)}

S4 : {St(n, k), !K(〈n, k〉)}

S5 : {St(n, k), !K(〈n, k〉), !K(n)}

S6 : {St(n, k), !K(〈n, k〉), !K(n), !K(k)}

S7 : {St(n, k), !K(〈n, k〉), !K(n), !K(k),
!K(senc(n, k))}

S8 : {St(n, k), !K(〈n, k〉), !K(n), !K(k),
!K(senc(n, k)), In(senc(n, k))}

S9 : {!K(〈n, k〉), !K(n), !K(k),
!K(senc(n, k))}

Figure 5.1: An execution of the protocol Pex.
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indices of s.

For an equational theory E, a satisfaction relation is defined, relating a trace tr
and a valuation θ with a trace formula ϕ:

(tr, θ) �E ⊥ never

(tr, θ) �E f @ i iff θ(i) ∈ idx(tr) ∧ fθ ∈E trθ(i)
(tr, θ) �E il j iff θ(i) < θ(j)

(tr, θ) �E i .= j iff θ(i) = θ(j)

(tr, θ) �E t1 ≈ t2 iff t1θ =E t2θ

(tr, θ) �E ¬ϕ iff ¬ ((tr, θ) �E ϕ)

(tr, θ) �E ϕ ∧ ψ iff ((tr, θ) �E ϕ) ∧ ((tr, θ) �E ψ)

(tr, θ) �E ∃x :s . ϕ iff ∃u ∈ Ds . (tr, θ[x 7→ u]) �E ϕ.

The semantics of the logical connectives ∨, ⇒ and quantifier ∀ are defined in the
usual way by translating them to the fragments above (e.g. ϕ ∨ ψ is translated to
¬(¬ϕ ∧ ¬ψ)).

We extend this relation over trace sets and say that a trace formula ϕ is valid for
a trace set Tr modulo E if and only if (tr, θ) �E ϕ for every trace tr ∈ Tr and every
valuation θ, and that a trace formula ϕ is satisfiable for a trace set Tr modulo E if
and only if there exists a trace tr ∈ Tr and valuation θ such that (tr, θ) �E ϕ. We
write Tr �∀E ϕ and Tr �∃E ϕ for validity and satisfiability respectively. Importantly,
Tr �∀E ϕ if and only if ¬(Tr �∃E ¬ϕ), which allows us to convert from solving validity
of a trace property to solving satisfiability of the negated property.

Example 20 (A trace property). To express a property of Pex such as ’an End()
action is preceded by a Start() action,’ we can write a trace formula ϕex where

ϕex = ∃i : temp . End() @ i⇒ ∃j : temp . (j l i) ∧ Start() @ j.

If this property is true in all traces, then tracesE(Pex) �∀E ϕex; if it is not, then
tracesE(Pex) �∃E ¬ϕex.
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5.4 Constraint solving

Satisfiability claims are proved or disproved through a constraint solving algorithm,
which incrementally builds a satisfying trace through a series of constraint reduction
steps. Validity claims can also be solved using the same process, by proving or
disproving satisfiability of the negated claim. The constraint solving algorithm
exhaustively searches for satisfying traces by beginning with the constraints introduced
by a claim and solving these through a series of constraint reduction steps. In this
section we will first discuss the dependency graphs used to represent solutions to
constraint systems before showing how claims are solved. For brevity we omit the
many motivating examples given in prior work; for a reader wishing to build further
intuition we recommend [63].

Throughout this section, we use a convention for variable names. We use f to range
over facts, i and j over temporal variables, ri over multiset rewriting rule instances,
and u and v over natural numbers, unless otherwise specified. This is consistent with
the convention used in [63, 80].

5.4.1 Dependency graphs

Tamarin makes use of dependency graphs to represent protocol executions in a way
that captures causal dependencies between the rules. Dependency graphs comprise
nodes, labelled with rule instances, and edges representing the dependencies between
nodes. An example of a dependency graph is shown in Figure 5.2, corresponding
to the execution of the protocol Pex shown in Figure 5.1. The edges show causal
dependencies between nodes: an edge from a conclusion fact of one node to a premise
fact of another marks that a fact is generated by the former and consumed by the
latter. Persistent facts, prefixed with !, are allowed to have multiple outgoing edges.
Note that the rules at each node are ground instances in our equational theory; for
example, !K(n) in the first conclusion of ru5 is equivalent to !K(fst(〈n, k〉)) modulo
Epairing.

Formally, Meier defines dependency graphs in [63, Section 8.1] as follows.

Definition 21. For an equational theory E and a multiset rewriting system R,
dg := (I,D) is an R,E-dependency graph if the nodes I are a sequence of ground
instances of R ∪ {Fresh} (i.e. ∀i ∈ idx(I) . Ii ∈ ginstsE(R ∪ {Fresh})), the edges
D ⊆ N2×N2, and dg satisfies the conditions DG1-4 below. In the following, we refer
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ru2 :
Fr(k)

[]
<latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit>

ru1 :
Fr(n)

[]
<latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit>

ru3 :
Fr(n), Fr(k)

St(n, k), Out(hn, ki) [Start()]
<latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit>

ru5 :
!K(hn, ki)

!K(n)
[]

<latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit>

ru4 :
Out(hn, ki)
!K(hn, ki) []

<latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit>

ru6 :
!K(hn, ki)

!K(k)
[]

<latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit>

ru9 :
St(n, k), In(senc(n, k))

[End()]
<latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit>

ru8 :
!K(senc(n, k))

In(senc(n, k))
[K(senc(n, k))]

<latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit>

ru7 :
!K(n), !K(k)

!K(senc(n, k))
[]

<latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit>

ru2 :
Fr(k)

[]
<latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit><latexit sha1_base64="1ozSgAkeRu4+BfEN0FWYsvoxgSM="></latexit>

ru1 :
Fr(n)

[]
<latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit><latexit sha1_base64="v1xkL1E7G5pyHz1+0TAnmXI1j5M="></latexit>

ru3 :
Fr(n), Fr(k)

St(n, k), Out(hn, ki) [Start()]
<latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit><latexit sha1_base64="jdU/7MeqMRiMD+FbLtKYj1vaymc="></latexit>

ru5 :
!K(hn, ki)

!K(n)
[]

<latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit><latexit sha1_base64="lBu0EjPXgEuy2N/Qg6B+q9bopig="></latexit>

ru4 :
Out(hn, ki)
!K(hn, ki) []

<latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit><latexit sha1_base64="Nes3JVG1pjexbAygcVUD5MGDe1w="></latexit>

ru6 :
!K(hn, ki)

!K(k)
[]

<latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit><latexit sha1_base64="3wKDjMvBUA/UCD+VtKMGi2BxsPI="></latexit>

ru9 :
St(n, k), In(senc(n, k))

[End()]
<latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit><latexit sha1_base64="Tr1Jsz7W7bicqFrDl6vchtedvhk="></latexit>

ru8 :
!K(senc(n, k))

In(senc(n, k))
[K(senc(n, k))]

<latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit><latexit sha1_base64="y6B5tgVO2VLAbJGPoUUxuv7RuEI="></latexit>

ru7 :
!K(n), !K(k)

!K(senc(n, k))
[]

<latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit><latexit sha1_base64="zFp8uXAkKAzBmnyD7DzQwJGg0pA="></latexit>

Figure 5.2: The dependency graph corresponding to the execution of Pex in Figure 5.1,
where ru1 through ru9 are indices. Each edge depicts a causal relation between nodes,
and is identified by the indices of the conclusion and premise linked by the edge. For
example, the edge between the first conclusion of ru3 and the first premise of ru9 is
((3, 1), (9, 1)).
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to the premises and conclusions of dg as pairs (i, u) such that i is a node of dg and
u ∈ idx(prems(Ii)) or u ∈ idx(concs(Ii)) respectively. These have associated premise
and conclusion facts prems(Ii)u and concs(Ii)u respectively. Thus, each fact instance
can be represented by a pair of integers: the index of its corresponding rule instance,
and the index of the premise or conclusion within that rule.

DG1 for every edge ((i, u), (j, v)) ∈ D, i < j, and the conclusion fact of (i, u) is equal
modulo E to the premise fact of (j, v);

DG2 every premise of dg has exactly one incoming edge;

DG3 every conclusion of dg with a linear conclusion fact has at most one outgoing
edge;

DG4 instances of Fresh in I are unique.

The trace of a dependency graph (I,D) where I := 〈ri0, . . . , rin〉 is defined as
〈set(acts(ri0)), . . . , set(acts(rin))〉. The set of all R,E-dependency graphs is denoted
dgraphsE(R).

In order to use dependency graphs as an alternative formulation of the multiset
rewriting semantics above, it is necessary to prove equivalence between the two. Meier
proves the following theorem.

Theorem 22. For every multiset rewriting system R and every equational theory E,

tracesE(R) =E {trace(dg) | dg ∈ dgraphsE(R)}.

Dependency graphs in Tamarin are also extended to support message deduction
over associative and commutative equational theories like Diffie-Hellman (see [80,
Section 3.2.3]) though this is not relevant to our work.

5.4.2 Guarded trace properties

In order to ensure we can solve a trace property, we must restrict the set of allowed
properties. We must ensure that they are closed under negation so that we can convert
between satisfiability and validity. Further, we must ensure that when evaluating
the trace formula it is sufficient to consider only the subterms that appear in a given
trace. To do this, we first define the notion of guarded trace property, a class of trace
properties which meet these restrictions.
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Definition 23. A trace formula ϕ is a guarded trace formula if all logical operators are
∧,∨,∀, and ∃, negation is applied only to trace atoms and ⊥, and all of its quantifiers
are of the form ∃x . g ∧ ψ or ∀x . ¬g ∨ ψ such that both

G1. x ⊆ Vmsg ∪ Vtemp, and

G2. either

(a) g is an action f @ i such that x ⊆ vars(f @ i), or

(b) g is an equality s ≈ t, vars(s) ∩ x = ∅ such that x ⊆ vars(t).

A guarded trace formula ϕ is a guarded trace property if it is closed and for all
terms t occurring in ϕ, t is a variable or a public name.

In general, Tamarin can automatically convert most trace properties that a
modeller may write to guarded trace properties, so it is not typically necessary to
keep these requirements in mind when writing a model. They are, however, necessary
for the constraint solving performed by Tamarin.

Constraints are used to indicate necessary properties of a dependency graph. A
constraint is either

1. a guarded trace formula,

2. a node constraint, written i : ri for an index i and rule instance ri,

3. a premise constraint, written f Iv i for a fact f occurring as the vth premise at
index i, or

4. an edge constraint, written (i, u)� (j, v) for an edge between the uth conclusion
at index i and the vth premise at index j.

These are used to represent restrictions that must be met by a dependency graph to be
a satisfying trace. A guarded trace formula indicates that the guarded trace formula
must be satisfied by the trace of the graph. A node constraint i : ri indicates that a
rule instance ri must occur at node i. A premise constraint f Iv i indicates that a
fact f must occur as the vth premise of the rule instance at node i. An edge constraint
(i, u) � (j, v) indicates that there must be an edge between the uth conclusion at
index i and the vth premise at index j.

A constraint system is a finite set of constraints. We define a constraint satisfaction
relation between a dependency graph dg = (I,D) with valuation θ and a constraint γ,
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written (dg, θ) (E γ, as

(dg, θ) (E i : ri iff θ(i) ∈ idx(I) and riθ =E Iθ(i)

(dg, θ) (E f Iv i iff θ(i) ∈ idx(I) and fθ =E prems(Iθ(i))v
(dg, θ) (E (i, u)� (j, v) iff ((θ(i), u), (θ(j), v)) ∈ D

(dg, θ) (E ϕ iff trace(dg, θ) �E ϕ.

For a constraint system Γ, we extend this relation such that (dg, θ) (E Γ iff

∀γ ∈ Γ . (dg, θ) (E γ.

A R,E-solution of a constraint system Γ is an R,E-dependency graph dg such that
there is a valuation θ with (dg, θ) (E Γ. Thus, a dependency graph satisfies a
constraint system if there is some valuation which allows it to satisfy all constraints
in the constraint system.

Example 24 (Constraint satisfaction). An edge constraint (15, 1)� (20, 2) is satisfied
by the dependency graph shown in Figure 5.2, e.g. through

1. a valuation θ1 where θ(15) = 6 and θ(20) = 7,

2. a valuation θ2 where θ(15) = 2 and θ(20) = 3, or

3. a valuation θ3 where θ(15) = 8 and θ(20) = 9.

A constraint system {(15, 1)� (20, 2), St(n, k) I1 20} is also satisfied by the same
dependency graph, using the valuation θ3 above.

A constraint system {(15, 1)� (20, 2), St(n, k) I1 15}, however, is not satisfied by
this dependency graph, as the only node for which St(n, k) occurs as the first premise
is the node at index 9, but this node has no outgoing edge (or any conclusion at all).
Both constraints cannot be satisfied simultaneously by any valuation.

5.4.3 Constraint reduction

The intuition behind the constraint solving algorithm used by Tamarin is to build a
constraint-reduction relation  R,E which refines the initial constraint system defined
by a guarded trace property into a set of refined constraint systems. This is done until
either a dependency graph with a valuation satisfying a refined constraint system is
found, or all resulting constraint systems contain contradictory constraints.
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The constraint reduction relation comprises three parts. Case distinction rules
add additional constraints by splitting a constraint system into a set of constraint
systems representing possible cases. Simplification rules are rules which do not
introduce case distinctions. Contradiction rules can remove constraint systems entirely,
when there are contradictory constraints in the system. Each constraint reduction
rule in the relation must be proven to be both complete and sound, i.e. for a rule
Γ  R,E {Γ1, . . . ,Γn}, a R,E-solution of Γ is a R,E-solution of at least one of the
constraint systems {Γ1, . . . ,Γn}, and vice versa respectively.

Figure 5.3 shows a few examples of constraint reduction rules in the basic constraint
reduction relation  R,E (see Meier [63, Figure 8.3] for a complete list). The DGl

is an example of a contradiction rule, which reduces a constraint system containing
il i (i.e. that a timepoint is less than itself) to ⊥. The DGI rule is an example of a
simplification rule: it does not introduce any additional constraint systems, simply
adds to the existing constraint system the corresponding premise constraints for each
premise in a rule. Finally, the SI rule is an example of a case distinction rule: it
’solves’ a premise constraint by splitting a constraint system into several systems, one
for each possible conclusion that might be the source of a premise constraint. We will
give an example of applying the latter two rules to a specific constraint system in the
context of precomputation in the following section.

The boxed portion of the rules indicates the conditions that exclude the rule from
being applied redundantly; for example, DGI will not introduce a premise constraint
when one already exists in the constraint system. In [63, Section 8.2.3], Meier proves
that all rules forming the basic constraint reduction relation are sound and complete,
and that from every solved constraint system it is possible to extract a solution trace.

Note that Tamarin implements more constraint reduction rules than found in
[63, Figure 8.3]. In Section 6.2.1, we describe an extension to the basic constraint
reduction relation and a trace property transformation that allow for a form of trace
induction, and it is also necessary to extend them to support the message deduction
in equational theories like Diffie-Hellman. The latter is not relevant to our work, but
can be found in [63, Section 8.4].
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Figure 5.3: An example of three of the constraint reduction rules which form the R,E

relation from [63, Figure 8.3]. Γ Γ1‖ . . . ‖Γn is written for an n-fold case distinction,
i.e. Γ {Γ1, . . . ,Γn}, and Γ Γ′ abbreviates Γ {Γ′}. We use ps(Γ) as shorthand
for all premises of node constraints in Γ, i.e. {((i, v), prems(ri)v) | i : ri ∈ Γ, v ∈
idx(prems(ri))}.

5.5 Implementation and precomputed sources

Proofs in Tamarin are performed by incrementally solving applicable goals until either
all goals are solved (and thus a satisfying trace is found) or the initial constraint system
has been reduced to ⊥. Both contradiction and simplification rules are applied eagerly
by Tamarin at each step between solving goals, and the proof is thus represented by
the series of goals solved and contradictions applied, omitting simplification rules that
would make proofs difficult to read.

Goals are chosen at each step according to a heuristic function, which attempts
to assign a useful priority order to different goals. We will discuss heuristics further,
including the priorities chosen by the default heuristic, and related issues in Section 6.1.

Tamarin also performs several steps of precomputation on a protocol model prior
to analyzing trace properties. One of these involves computing rule variants necessary
to support AC equational theories like Diffie-Hellman, which is not relevant to our
work; we refer an interested reader to [63, Section 3.2.2] for more information about
what is involved and why it is necessary. In addition to this, Tamarin computes a
set of rule premises called loop breakers, used in later precomputation as well as in
heuristic distinctions that we discuss in Section 6.1.2.

Finally, Tamarin also precomputes a limited set of case distinction rules. This
precomputation simplifies some common constraint-reduction steps that are applied
repeatedly in a protocol, contracting several constraint reductions into one proof
step. Specifically, this step precomputes the resulting constraint systems from solving
a premise goal, for all facts that appear as premises in protocol rules and message
deduction rules (see Sources.hs, [85]).
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Formally, for every fact f(~x) that occurs as a rule premise, Tamarin begins with
the constraint system {f(~x) I1 i : temp}, applies the relevant constraint reduction
rule SI, and applies a limited set of further constraint reduction rules (e.g. not
solving loop breakers or goals related to message deduction, see [80, Section 3.3.4]).
These constraints are solved until Tamarin is left with a set of constraint systems
representing all possible ‘sources’ of the premise—a refined set of all of the constraint
systems that could be created from solving the premise goal. Precomputing sources of
premises in this way also reveals which premise goals do not lead to multiple cases,
allowing them to be applied eagerly in the future.

Example 25 (Precomputed source). To precompute the sources of St(n, k) in the
protocol Pex, Tamarin begins with the constraint system {St(n, k) I1 i : temp}. In
this case, the premise constraint reduction SI is applied to solve the premise constraint,
leading to a new constraint system

{St(n, k) I1 i,
Fr(n),Fr(k)

St(n, k),Out(〈n, k〉) [Start()] : j1, (j1, 1)� (i, 1)},

where i, j1 : temp. Applying DGI twice adds the two Fr() premise constraints, leading
to the constraint system

{
St(n, k) I1 i,

Fr(n),Fr(k)
St(n, k),Out(〈n, k〉) [Start()] : j1, (j1, 1)� (i, 1),Fr(n) I1 j1,

Fr(k) I2 j1
}
.

Finally, solving each of these Fr() premise constraints with the SI reduction results in
the constraint system

{
St(n, k) I1 i,

Fr(n),Fr(k)
St(n, k),Out(〈n, k〉) [Start()] : j1, (j1, 1)� (i, 1),Fr(n) I1 j1,

Fr(k) I2 j1, Fr(n) [] : j2, (j2, 1)� (j1, 1), Fr(k) [] : j3, (j3, 1)� (j1, 2)
}
.

This constraint system contains the source of St(n, k), the rule containing Start(), as
well as the sources of the two fresh terms used in that rule.

To use these precomputed sources, Tamarin checks whether a goal it is solving
has precomputed sources, and if it does, unifies the source systems directly rather
than applying the single constraint reduction step. Thus, many constraint reduction
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steps may be contracted into a single case distinction.
Though precomputation of sources is done only for premise goals currently, they

are implemented generically so that any goal might have sources associated to it. In
Section 6.2.2, we discuss work modifying the set of precomputed sources, and our own
work precomputing sources for an expanded set of goals to allow Tamarin to account
for complex looping behaviour in a protocol during source precomputation.
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Chapter 6

Improving automated analysis of
stateful protocols

In order to improve Tamarin’s ability to analyze stateful protocols, we take several
approaches. We begin by improving the heuristics used by Tamarin, with two specific
contributions. First, we extend the syntax of facts and rules in Tamarin, allowing
a model to include annotations that do not change the semantic properties of the
model; we use these to implement heuristic annotations which allow for localized
modification of goal priority in all existing heuristics. Second, we implement a new
heuristic tailored specifically for analysis of stateful protocols.

Next, we examine the trace induction used by Tamarin and discuss its limitations
in the stateful setting. From this, we develop modelling techniques which make analysis
tractable for complicated protocols with complex invariants, by explicitly capturing
invariants as an addition to the model semantics. Though these modelling techniques
are powerful, any change to the semantics of a model is not ideal, and the complexity
introduced when making these changes to the model may lead to errors. To remove
this requirement, we modify the precomputation steps performed by Tamarin to
allow so-called sources lemmas (formerly typing lemmas, see [63, p. 8.4.4]) to be
applied more effectively. This modification to Tamarin allows us to write sources
lemmas that provide equivalent benefits to protocol analysis, while ensuring that
the proof burden for the relevant properties can be discharged by Tamarin with no
modification to the model’s semantics. An additional complication of trace induction
is the necessity of introducing irrelevant action goals, and we discuss a technique for
minimizing their impact.

87



6.1 Improving heuristics

When there are many open goals in a constraint system, the choice of which to solve
next is made by sorting the goals according to a heuristic ranking. This can have
a large impact on the resulting proof size (and thus performance), as some goals
may lead to an irrelevant disjunction of many constraint systems that will all require
the same subproof. Tamarin implements several heuristics for picking the optimal
goal to solve, in addition to allowing an external program to sort goals (the so-called
‘oracle’ heuristic). One of these heuristics is an ordering by age of the goal—without
considering any properties of the goals themselves—but the rest are all modified
versions of the default heuristic, the ‘s’ (or ‘smart’) heuristic.

In implementing a tailored heuristic for stateful protocol analysis, we also base our
heuristic on the ‘s’ heuristic, but go further to address a substantial limitation of the
‘s’ heuristic caused by its structure. In this section we will first discuss precisely what
the ‘s’ heuristic does and its limitations, before describing the custom heuristic we
implemented and the design choices involved.

6.1.1 Limitations of the smart heuristic

The ‘s’ heuristic defines a series of sorts done to the list of goals, with each sort
comprising several categories of goals and an ordering of those categories. In each of
these sorts, the goals are sorted by the first category they are a part of, so that all
goals matching the first category occur before all goals that do not, and so on. The
sorts are, in order,

1. an initial sort of goals by their goal number, representing the age of the goal;

2. a sort into priority buckets based on twelve categories of goals, where these
categories are (in order of their priority defined by the s heuristic):

(a) deconstruction chain goals,

(b) disjunction goals,

(c) premise and action goals with names beginning in ‘F_’,

(d) premise goals,

(e) action goals that are not adversary deduction,

(f) action goals for adversary deduction of a private function,
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(g) action goals for adversary deduction of a variable x such that x ∈ Vfresh

(h) deferred case splits that result in less than three cases,

(i) action goals for adversary deduction which have exactly one precomputed
source,

(j) action goals for adversary deduction of a term x such that ∃m, k . x =
sign(m, k),

(k) action goals for adversary deduction of a term x such that ∃g, y1, y2 . x =
gy1∗y2 ,

(l) and finally, all other goals that are not deferred case splits;

3. a sort which delays all premise and action goals with names beginning in ‘L_’
such that they are at the end of the list;

4. and finally, a sort of the goals according to their ‘usefulness’, which delays

(a) premise goals for facts marked as loop breakers, and action goals for
adversary deduction of a term that does not contain any fresh names or
private functions (these goals are referred to as ‘probably constructible’),

(b) and further delays action goals for adversary deduction of a term which
contains only public names or a term which can be derived from an Out() fact
using only unpairing or inversion (these goals are referred to as ‘currently
deducible’.)

The broad goal of the heuristic is to solve goals that are either trivial or likely to
result in a contradiction. Collectively, the sorts other than the third have a broadly
similar result to the original heuristic described by Meier in [63, Section 9.2.3], though
more categories have been added and their relative priorities altered. The third sort
was motivated by the desire to allow a modeller to ‘de-prioritize’ certain premise and
action goals.

Note that the heuristic provides a means to prioritize (and de-prioritize) particular
facts, based on the name of the fact. Though this is helpful, using the name of the
fact to determine solving priority has substantial limitations: for two different fact
instances to unify, they must have the same name. Thus to prioritize, e.g., a particular
premise goal, a modeller necessarily prioritizes all premise goals related to that fact. In
Section 6.1.2, we introduce an extension to Tamarin’s syntax that allows for localized
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fact annotations, and modify Tamarin’s heuristics to allow facts to be prioritized or
de-prioritized with specific fact annotations.

A more significant limitation found in all the heuristics based on the ‘s’ heuristic—
that is, all heuristics but the one which sorts only by goal number—is that the
categories of goals in the second sorting step are very fine-grained. This leads to
situations where, for example, all disjunction goals are always chosen before all high
priority premise goals, regardless of their respective ages. The problem with this can
be readily seen when a lemma is written which introduces a disjunction goal, such that
solving this goal results in a case where the lemma can be applied again—and thus
introduces another disjunction goal to solve, and so on. The ‘s’ heuristic is almost
certainly incapable of proving any such lemma, as the only goals that would ever be
solved in this process are deconstruction chain goals and the repeatedly introduced
disjunction goals, which are both sorted so that they are solved before any other goal
category. In Section 6.1.4 we construct a new heuristic focused on analysis of stateful
protocols; our heuristic greatly reduces the chances of ending up in a non-terminating
loop, and adjusts the ordering of several categories of goals to be more suitable for
stateful protocols.

6.1.2 Heuristic locality and annotations

Notably, a rule with an open premise goal for a fact Fa would be sorted identically
to a premise goal for Fa created by any other rule. The heuristics support a method
for users to manually provide information about solving priority, by prioritizing facts
based on their name: goals involving facts with a name beginning in ‘F_’ are solved
earlier, while goals with fact names beginning in ‘L_’ are delayed. But this mechanism
requires changing the fact name everywhere it occurs in the model, since two fact
instances with different names cannot unify; this is often too coarse, particularly in
stateful models with loops.

To see why, consider a common construction in stateful protocols, where some
fact is used to represent the state of an agent and there may be several rules which
have that fact in both their premise and conclusion. A simple example would be the
following protocol:

{
St(‘0’) [Start()], St(x)

St(‘1’) [Rule1()], St(‘1’)
St(‘2’) [Rule2()]

}
.
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Solving a premise goal for the St fact from the rule with action Rule2() gives only
a single possible source, the rule with action Rule1(). Solving the same premise goal
for St from the rule with action Rule1(), however, gives a case distinction with three
different options. In real protocols, this is quite common: receiving a second message
likely depends on the mode that was set in, and fresh values that were generated in,
a particular prior rule. As such, solving a premise goal for the source of the current
state fact may be quite useful when there are strict constraints on which rules may
have been executed just prior. On the other hand, an initial rule may be executable
from a great many different states, and so solving for that premise would introduce a
case split over all such options.

This problem was identified early in Tamarin’s development, and lead to a
precomputation step to annotate so-called loop breakers, which were solved with lower
priority to prevent looping behaviour (for information about how these are computed
and marked in Tamarin, see [63, Page 143]). This approach works well in early case
studies for Tamarin, but the results are only occasionally useful for more complex
looping protocols. Though it is valuable to have different solving priorities for different
premise goals of the same fact depending on where they occur, the loop breakers are
an entirely automated precomputation step with no way of manually influencing the
behaviour. Their unpredictable nature and tendency to interfere in larger protocols
means that Tamarin’s heuristics have a mode to ignore loop breakers, prioritizing
them normally instead of delaying them. This mode can typically be chosen by
capitalizing the name of the heuristic, e.g. ‘S’ instead of ‘s’; note that we will do this
for all of our case studies in Chapter 7.

We resolve this problem in a different way by introducing a general approach to
annotating rules and facts, and extending Tamarin’s syntax so that annotations
can be expressed in protocol models. These annotations capture several disparate
implementations needed for particular features added to Tamarin over time, including
loop breakers and diff rule annotations. The former was previously stored per-rule
as an array of their indices in the rule premises, and the latter as actions with
syntactically-incorrect names to avoid name conflicts, which were explicitly filtered
out when rules were displayed in the interface.

In addition, syntactic expression of annotations allows us to implement some
useful features, ranging from the merely cosmetic annotation of rules with a colour
for rendering graphs, to heuristic annotations which allow a modeller to manually
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influence the priority of solving goals from particular rules.
Importantly, annotations do not influence the semantics of a rule or fact. They

are ignored when checking whether two facts are unifiable, and thus a fact that has
some particular annotations can unify to one without them (or to one with different
annotations). This is crucial for allowing features like annotations containing localized
heuristic information; a modeller can specify information locally without concern that
it might invalidate their model.

6.1.3 Syntax description

To add support for rule and fact annotations within Tamarin’s syntax, we take
inspiration from the existing syntax for specifying lemma attributes. There are four
lemma attributes included in Tamarin:

1. use_induction, which ensures Tamarin transforms the lemma formula with
the trace induction transformation we describe later in Section 6.2.1.

2. reuse which adds the formula in the lemma as a constraint for all later lemmas,
allowing the property to be used to help prove later lemmas,

3. sources which adds the formula in the lemma as a constraint during precompu-
tation, so that all precomputed sources will satisfy the formula, and

4. hide_lemma=<name> which removes the lemma of that name from the constraint
system (e.g. to ignore particular prior reuse lemmas).

We will discuss sources lemmas further in Section 6.2.2. Reusable lemmas are often
necessary to prove small properties that may apply to many different cases when
proving a larger lemma. This can avoid Tamarin repeating nearly identical searches
across an exponential number of cases. In Chapter 7, we will show many examples of
reuse lemmas used to prove minor properties of a model. Sometimes a reuse lemma
used to prove a larger lemma is irrelevant to the proof of later lemmas, and in these
cases hide_lemma allows a modeller to exclude the additional irrelevant constraint
where appropriate.

These lemma attributes are expressed in square brackets after the lemma identifier,
before the colon separating the identifier from the definition. For example, a lemma
named ‘example_lemma’ with the use_induction attribute would be expressed as
follows.

lemma example_lemma[use_induction]:
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Rules in Tamarin are specified in terms of a grammar, which includes a rule
identifier, an optional letblock binding identifiers within the rule, and the premise
and conclusion facts with optional action facts between them. For example, the rule
[ L(x) ]−[ A(x) ]→[ R(x) ] named ‘example_rule’ would be expressed as follows.

rule example_rule: [ L(x) ] -[ A(x) ]-> [ R(x) ]

We modify the grammar to allow annotations (shown in colour below) similarly to
lemma attributes.

〈rule〉 ::= ‘rule’ 〈ident〉 [ ‘[’〈ruleannotes〉‘]’] ‘:’
[〈letblock〉]
‘[’ 〈facts〉 ‘]’ ( ‘–>’ | ‘–[’ 〈facts〉 ‘]->’) ‘[’ 〈facts〉 ‘]’

〈letblock〉 ::= ‘let’ (〈ident〉 ‘=’ 〈term〉)+ ‘in’

〈ruleannotes〉 ::= 〈ruleannotation〉 [‘,’ 〈ruleannotes〉]

Our ruleannotation addition to the grammar currently consists of only of colour=
or color= followed by a hexadecimal colour code, to implement a rule colouring
feature that allows a modeller to specify how a rule will appear in Tamarin’s graph
output. An example of this is shown in Figure 6.1. This long-requested feature allows
a modeller to more easily identify rules to roles or adversary action; for example, a
user wishing for a key reveal rule coloured bright red to easily identify where it occurs
in a trace may write a rule as follows.

rule key_reveal[colour=ff0000]:

[ !Key( k) ] -[ KeyReveal( k) ]-> [ Out( k) ]

Rule colouring is only one example of a use for rule annotations, but with our generic
implementation it is easy to implement other features which make use of them.

Fact annotations are implemented similarly, and allow the heuristic priority of
goals based on a fact to be indicated within Tamarin’s syntax. We add annotations
to facts in the following way (our changes shown in colour).
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St_R_1( $R, $A, ~ni, ~nr ) !Ltk( $R, ~ltkA ) In( aenc(<'3', ~nr>, pk(~ltkA)) )

#i : R_2[Commit( $R, $A, <'resp', ~ni, ~nr> )]

#vf : isend

#vk : c_aenc[!KU( aenc(<'3', ~nr>, pk(~ltkA)) )]

!Ltk( $R, ~ltkA.2 ) In( aenc(<'1', ~ni, $A>, pk(~ltkA.2)) ) !Pk( $A, pk(~ltkA.3)
) Fr( ~nr )

#vr : R_1[IN_R_1_ni( ~ni, aenc(<'1', ~ni, $A>, pk(~ltkA.2)) ),
          OUT_R_1( aenc(<'2', ~ni, ~nr>, pk(~ltkA.3)) ),
          Running( $A, $R, <'init', ~ni, ~nr> )]

St_R_1( $R, $A, ~ni, ~nr ) Out( aenc(<'2', ~ni, ~nr>, pk(~ltkA.3)) )

#vk.7 : coerce[!KU( aenc(<'2', ~ni, ~nr>, pk(~ltkA.3)) )]

#vf.1 : isend

#vk.1 : coerce[!KU( ~nr )]

Fr( ~ltkA.2 )

#vr.1 : Register_pk[]

!Ltk( $R, ~ltkA.2 ) !Pk( $R, pk(~ltkA.2) ) Out( pk(~ltkA.2) )

#vk.8 : coerce[!KU( pk(~ltkA.2) )]

#vk.2 : coerce[!KU( ~ltkA.1 )]

#vr.5 : d_0_adec

Fr( ~ltkA.3 )

#vr.2 : Register_pk[]

!Pk( $A, pk(~ltkA.3) ) !Ltk( $A, ~ltkA.3 ) Out( pk(~ltkA.3) )

St_I_1( $A, $R.1,
        ~ni
)

!Ltk( $A, ~ltkA.3 )
In( aenc(<'2', ~ni, ~nr>,
         pk(~ltkA.3))
)

!Pk( $R.1,
     pk(~ltkA.1)
)

#vr.4 : I_2[IN_I_2_nr( ~nr, aenc(<'2', ~ni, ~nr>, pk(~ltkA.3)) ),
            Commit( $A, $R.1, <'init', ~ni, ~nr> ),
            Running( $R.1, $A, <'resp', ~ni, ~nr> )]

Out( aenc(<'3', ~nr>, pk(~ltkA.1)) )

#vk.3 : c_aenc[!KU( aenc(<'1', ~ni, $A>, pk(~ltkA.2)) )]

Fr( ~ltkA )

#vr.3 : Register_pk[]

!Ltk( $R, ~ltkA ) !Pk( $R, pk(~ltkA) ) Out( pk(~ltkA) )

#vk.6 : coerce[!KU( pk(~ltkA) )]

#vk.4 : coerce[!KU( ~ni )]

#vk.5 : coerce[!KU( ~ltkA.4 )]

#vr.11 : d_0_adec

#vf.6 : isend

Fr( ~ni ) !Pk( $R.1, pk(~ltkA.4) )

#vr.7 : I_1[OUT_I_1( aenc(<'1', ~ni, $A>, pk(~ltkA.4)) )]

St_I_1( $A, $R.1, ~ni ) Out( aenc(<'1', ~ni, $A>, pk(~ltkA.4)) )

Fr( ~ltkA.1 )

#vr.8 : Register_pk[]

!Pk( $R.1, pk(~ltkA.1) ) !Ltk( $R.1, ~ltkA.1 ) Out( pk(~ltkA.1) )

!Ltk( $R.1, ~ltkA.1 )

#vr.10 : Reveal_ltk[RevLtk( $R.1 )]

Out( ~ltkA.1 )

Fr( ~ltkA.4 )

#vr.9 : Register_pk[]

!Pk( $R.1, pk(~ltkA.4) ) !Ltk( $R.1, ~ltkA.4 ) Out( pk(~ltkA.4) )

!Ltk( $R.1, ~ltkA.4 )

#vr.14 : Reveal_ltk[RevLtk( $R.1 )]

Out( ~ltkA.4 )

#vr.12 : d_0_snd

Figure 6.1: Annotations to indicate colours for rules are an example of new Tamarin
features made possible through a generic annotation interface. Here, we show an
attack on the Needham-Schroeder public-key protocol [71] that Tamarin generates,
where compromise rules have been coloured red while rules executed by the roles I
and R are coloured in shades of blue and gold respectively.
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〈fact〉 ::= [‘!’] 〈ident〉 ‘(’ 〈multterms〉 ‘)’ [ ‘[’〈factannotes〉‘]’ ]

〈factannotes〉 ::= 〈factannotation〉 [‘,’ 〈factannotes〉]

Fact annotations are implemented in such a way that they can be easily extended
for future features, but in our work we add two specific annotations to factannotation
in the grammar above, ‘+’ and ‘-’, indicating higher and lower priority to the heuristic
respectively. These have been implemented within all existing heuristics such that the
two annotations have identical heuristic priorities to ‘F_’ and ‘L_’ respectively.

This heuristic information can be marked independently for each occurrence of a
fact in a rule, and will be propagated to the instantiated facts that are created from
rule instantiation. For example, in the looping protocol above, we can express the
desired solving priorities in the protocol with the equivalent of

{
St(‘0’) [Start()], St(x)[−]

St(‘1’) [Rule1()], St(‘1’)[+]
St(‘2’) [Rule2()]

}
,

to indicate that instances of the final rule should have the associated St(‘1’) premise
fact goal solved sooner than the heuristic would normally, while the premise goals
created by the middle rule should be solved later than normal. Though this is a simple
toy example, this illustrates how our changes allow a modeller can manually influence
heuristic priority to achieve a desired outcome. In this case, solving the premise
for the rule labelled Rule1() was undesirable because it introduced many cases, even
though solving a premise fact of the same name in the rule labelled Rule2() would not
introduce any additional cases. Previously, a modeller would have no choice but to
prioritize both or neither; our work allows them to pick individually which instances
should be prioritized by Tamarin.

6.1.4 Tailoring the heuristic

Our heuristic is built from the foundations of the ‘s’ heuristic, with adjustments to
suit common constructions in stateful protocols and a design change to alleviate the
looping problem we observed above. We change only the second sort performed, where
we define only four categories of goal instead of the twelve listed above.

1. Premise and action goals marked as ‘immediate’ priority, including
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(a) premise and action goals for facts which have names beginning in I_,

(b) action goals for adversary deduction of a term x such that the name of x
begins with I_.

2. High priority goals, including

(a) premise and action goals for facts annotated with [+] or which have names
beginning in F_,

(b) deconstruction chain goals,

(c) action goals for adversary deduction of a term x such that x ∈ Vfresh, or
the name of x begins with F_.

3. Medium priority goals, including

(a) action goals that are not adversary deduction actions,

(b) disjunction goals,

(c) action goals for adversary deduction of a term with exactly one precomputed
source, or where the term is a private function,

(d) premise goals,

(e) deferred case splits that result in less than three cases.

4. Low priority goals, which are

(a) action goals for adversary deduction of a term x where either ∃m, k . x =
sign(m, k), or ∃g, y1, y2 . x = gy1∗y2 .

Other than the category structure, this heuristic has a few notable differences
in priority compared to the ‘s’ heuristic above. First, a new ‘immediate’ priority is
added, so that premise and action goals can be marked and solved before any other
goal. This can be useful for forcing particular goals to be solved immediately, which
causes the constraint solver to act similarly to how it would if that goal were solved
as part of the precomputation of sources. This can be useful, for example, when there
is a known invariant that should be solved but a sources lemma is difficult to prove.

Along with the addition of the immediate priority goals, a few categories of
goals have their priorities adjusted. Goals for adversary deduction actions of a term
x ∈ Vfresh are made higher priority, since they typically introduce ordering constraints
necessary for Tamarin to discover contradictions of injectivity. Disjunction goals are
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now prioritized the same as many other categories of goals, rather than being above
even the goals annotated to be high priority. This reflects the need to express more
case distinctions in helper lemmas (e.g. for disjunctions over the possible sources for a
loop invariant), compared to protocols without loops where the relevant disjunctions
are already introduced through the precomputed sources.

The resulting heuristic performs substantially better on stateful protocol models.
All the case studies we present in Chapter 7 make use of this heuristic, and excepting
the timings presented in the WireGuard benchmarks, none terminate in under an
hour when run with the original heuristic.

On non-stateful examples, our heuristic generally offers little benefit. When run
over 84 protocols from Tamarin’s included examples, analysis time was roughly
the same on average but varied by protocol1. It is important to note that there is
significant selection bias in this sample: only examples which terminate in reasonable
time under the existing heuristic are included as Tamarin example files. As such,
certain pathological cases written with the smart heuristic in mind perform poorly.

The most common source of issues seen when running early examples under the
new heuristic is in cases where a model generates partial deconstructions (i.e. when
not all sources of message terms can be precomputed). When this occurs, prioritizing
adversary deduction of fresh term is detrimental, as all partial deconstructions can
be taken as potential sources of that term. This can be resolved through the use of
sources lemmas, which we will discuss in the next section.

6.2 Loop invariants

One limitation of the original constraint solving algorithm used by Tamarin is that a
protocol model containing loops (i. e. some rule or sequence of rules may be applied
repeatedly) can cause non-termination [81]. To solve this, Meier [63] extends the
algorithm with trace induction. We begin by reviewing the motivation for Tamarin’s
trace induction and its implementation.

The intuition behind trace induction is to identify an invariant in a loop, and
use it to ‘skip over’ repeated executions of that loop to consider properties of the
execution prior to it. For example, one might have a looping protocol in which certain
terms like long-term keys are not modified. To prove that, e.g. the long-term key

1An average reduction in analysis time of 0.56% with a standard deviation of 20.7%. The maximum
reduction seen was 47.5%.
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was generated in a particular rule, trace induction works by proving that each time
the long-term key appears in some action in a trace, it is either preceded by the
same action containing the same long-term key earlier in the trace (and thus that
the long-term key is invariant), or preceded by the rule in which it was generated.
Without trace induction, such a proof would not be possible: performing constraint
reduction leads to constraint systems in which the loop is executed an unbounded
number of times before any preceding rules.

Despite the usefulness of trace induction, it has several limitations in the context
of analyzing stateful protocols. These limitations point us to a modelling technique
which makes invariants explicit within a model, though doing so requires changing
the semantics of a model. We describe this technique in Section 6.2.2; by examining
its efficacy, we see how a modification to Tamarin’s precomputation allows us
to achieve similar results using so-called sources lemmas. Our contribution to
improving Tamarin’s precomputation allows for formerly-intractable models to be
solved efficiently, as we will show in Chapter 7. Finally, in Section 6.2.3 we address
another limitation of trace induction—the introduction of redundant action goals—
with a modelling technique. Though this technique is easy to apply, we hope that it
will inspire further development to Tamarin that will make it unnecessary.

6.2.1 Trace induction and limitations

Meier gives a canonical example which motivates trace induction in [63], which we
reproduce below.

Example 26. Consider the protocol

PLooping =
{

Fr(x)
A(x) [Start(x)], A(x)

A(x) [Loop(x)]
}
.

Using the constraint solving algorithm given in [81] to prove the trace property

ϕ = ∀x, i . Loop(x) @ i⇒ ∃j . Start(x) @ j, (6.1)

we must show that there are no solutions to the corresponding constraint system

Γ = {∃x, i . Loop(x) @ i ∧ (∀j . Start(x) @ j ⇒ ⊥)} .
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Figure 6.2: Figure from [63] depicting the constraint systems and constraint reduction
steps in Example 26

Applying constraint-reduction steps to Γ gives the constraint systems shown in Fig-
ure 6.2. Repeatedly applying the reduction step DGI to add the new premise constraint
for A(x) and solving it with SI (as we did in Example 25) always leaves one consistent
constraint system, and no other reduction rules are applicable—we cannot prove ϕ.

Though the property above seems obvious, it cannot be proven with the original
constraint solving algorithm. To tackle this problem, Meier [63] formalizes a notion of
trace induction, comprising

1. a way to represent the last timepoint in a trace, introducing a trace atom
and enforcing that it occurs last in every trace with extensions to the existing
satisfaction relation and constraint-reduction relation;

2. a transformation of trace formulae which (informally) restricts the set of satis-
fying traces to ‘minimal’ ones, in the sense that the satisfying traces after the
transformation are those which satisfy the original formula and have no prefix
that does.

The trace atom, written last(i) for a timepoint i, represents that i is instantiated
with the last index of the trace. The satisfaction relation �E is extended to ensure
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Slast,l : Γ ⊥ if (last(i)) ∈ Γ ∧ (∃j : ri . j ∈ Γ ∧ ilΓ j)
Slast,last : Γ (i .= j,Γ) if {last(i), last(j)} ⊆ Γ; i 6= j

S¬,last : Γ (il j, last(j),Γ) ‖ (last(j), j l i,Γ)
if last(i) 6∈ Γ and j fresh; ¬ (∃k . last(k) ∈ Γ ∧ (ilΓ k ∨ k lΓ i))

Figure 6.3: Constraint reduction rules added for the last trace atom.

that this timepoint is last, i.e. for every trace tr, valuation θ, and equational theory
E,

(tr, θ) �E last(i) ⇐⇒ θ(i) = |tr|.

Additionally, the constraint reduction relation  R,E is extended with constraint
reduction rules which ensure that last timepoints are unique and are not less than any
other and the constraint reduction rules are shown in Figure 6.3

For trace formulas without last atoms (called last-free trace formulas), two trace
formula transformations are defined, bc() and ih(), representing the base case and
inductive hypothesis respectively. These transformations are shown in Figure 6.4, and
Meier proves the following theorem (the proof can be found in [63, Page 184]).

Theorem 27 (Trace Induction). Let T be a prefix closed set of traces. For every
closed, last-free trace formula ϕ, it holds that

T �∀E ϕ ⇐⇒ T �∀E bc(ϕ) ∧ (ih(ϕ)⇒ ϕ).

Theorem 27 implies a transformation we can apply to last-free trace formulas when
searching for satisfying traces of a protocol. Specifically, because satisfiability and
validity are dual, Theorem 27 admits the following corollary.

Corollary 28. For a prefix closed trace set T and a last-free trace formula ϕ,

T �∃E ϕ ⇐⇒ T �∃E bc(ϕ) ∨ (¬ih(ϕ) ∧ ϕ).

Informally, this represents that, if there is a satisfying trace in T , then we should be
able to find a ‘minimal’ satisfying trace—none of its prefixes is satisfying.

Revisiting Example 26, we can now transform the formula ϕ in Equation 6.1 to
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bc(ϕ) :=



⊥ if ϕ = f @ i

¬bc(ϕ1) if ϕ = ¬ϕ1

bc(ϕ1) ∧ bc(ϕ2) if ϕ = ϕ1 ∧ ϕ2

∃x . bc(ϕ1) if ϕ = ∃x . ϕ1

ϕ if ϕ is a trace atom other than f @ i

ih(ϕ) :=



¬ih(ϕ1) if ϕ = ¬ϕ1

ih(ϕ1) ∧ ih(ϕ2) if ϕ = ϕ1 ∧ ϕ2

∃i . ih(ϕ1) ∧ ¬last(i) if ϕ = ∃i : temp . ϕ1

∃x . ih(ϕ1) if ϕ = ∃x : s . ϕ1 and s is a subsort of msg
ϕ if ϕ is a trace atom

Figure 6.4: Meier’s trace property transformations bc(ϕ) and ih(ϕ).

the formula ϕ′ = bc(ϕ) ∧ (ih(ϕ)⇒ ϕ), i.e.

ϕ′ = (∀x, i . ⊥ ⇒ ∃j . ⊥) ∧(
(∀x, i . Loop(x) @ i⇒ last(i) ∨ (∃j . Start(x) @ j ∧ ¬last(j)))

⇒ (∀x, i . Loop(x) @ i⇒ ∃j . Start(x) @ j)
)
,

such that
PLooping �

∀
E ϕ ⇐⇒ PLooping �

∀
E ϕ

′.

From the new formula ϕ′, the constraint solving algorithm derives the corresponding
constraint system characterizing all counterexamples of the above,

Γ′ := { (∃x, i . Loop(x) @ i ∧ (∀j . Start(x) @ j ⇒ ⊥)),

(∀x, i . Loop(x) @ i⇒ last(i) ∨ (∃j . Start(x) @ j ∧ ¬last(j))) }.

Applying constraint reductions to Γ′ creates a Loop(x) action at i from the first
constraint, and adds the trace atom last from the case distinction in the second
constraint. Now, the DGI reduction which looped indefinitely in Example 26 adds
another last atom from the second constraint, and the case can be reduced to ⊥ by
applying Slast,l. The transformed trace formula has been proven with our modified
constraint reduction algorithm.

The example above shows the power of trace induction, and it is important to prove
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nearly any property of a protocol with looping behaviour. Nonetheless, trace induction
has some limitations that make it unwieldy for protocols with several interacting
loops, as found in many stateful protocols. For example, with more complex looping
behaviour, proving a loop invariant through trace induction may require building up
to the final property in parts.

Example 29. Consider the protocol

PLooping′ =
{

Fr(x)
St(x) [Start(x)], St(x)

St(x) [Loop1(x)], St(x)
St(x) [Loop2(x)]

}
,

for which we wish to prove the trace property

ϕ = ∀x, i . Loop2(x) @ i⇒ ∃j l i . Start(x) @ j.

Applying the trace induction transformation as above, we get the constraint system

Γ =
{(
∃x, i . Loop2(x) @ i ∧ (∀j . Start(x) @ j ⇒ ¬(j l i))

)
,(

∀x, i . Loop2(x) @ i⇒ last(i) ∨ (∃j l i . Start(x) @ j ∧ ¬last(j))
)}
.

In solving this constraint system, Loop2(x) is instantiated by instantiating a rule
at timepoint i, which must also be the last timepoint. This gives a system with an
open constraint on the first premise of the rule (i.e. the constraint St(x) I1 i). Solving
this constraint by applying the relevant constraint reduction (DGI) gives three systems,
of which two are contradictory—one by the induction transformation, and one from
the original constraint. The third instantiates the rule containing Loop1(x), leaving a
similar open constraint on the St(x) premise. Continuing to reduce this system will
simply loop, generating a similar set of subsystems each time.

To prove our trace property, we must add an additional constraint to prevent the
premise case Loop1(x) from looping indefinitely. For example, the property

ψLoop1 = ∀x, i . Loop1(x) @ i ⇒ (∃j l i . Start(x) @ j) ∨ (∃j l i . Loop2(x) @ j)

proves a weaker invariant of Loop1(x) and can be solved easily with trace induction—it
is nearly the same as the constraint system as for ϕ, except that all three solutions to
the St(x) premise are contradictory. We can then ‘reuse’ this invariant by replacing
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our property ϕ with a modified property

ϕ′ = (ψLoop1 ⇒ ϕ) .

Applying the trace induction transformation to this property gives a constraint system
equivalent to

Γ′ =
{ (
∀x, i . Loop1(x) @ i⇒ (∃j l i . Loop2(x) @ j) ∨ (∃j l i . Start(x) @ j)

)
,(

∃x, i . Loop2(x) @ i ∧ (∀j . Start(x) @ j ⇒ ¬(j l i))
)
,((

∃x, i . Loop1(x) @ i ∧ ¬last(i) ∧ (∀j . Start(x) @ j ⇒ ¬(j l i))

∧ (∀j . Loop2(x) @ j ⇒ ¬(j l i))
)
∨ (∀x, i . Loop2(x) @ i⇒ last(i))

)}
.

In solving this, the second constraint instantiates Loop2(x) at some timepoint i. The
system is then split over the disjunction in the third constraint: the first case instan-
tiates a Loop1(x), which immediately implies a contradiction by the first constraint;
the second case implies last(i) and leaves an open premise constraint on St(x) I1 i

as above. This time, however, the case containing Loop1(x) implies a contradiction
because of the first constraint.

While it is relatively straightforward to apply trace induction to prove reusable
lemmas that achieve the desired outcome in Example 29, larger protocols compound
this problem. Invariant properties that have more than one possible loop would need
to be built up in parts, proving weaker properties and compounding those to prove
the actual property that is relevant. Worse, the weaker invariants needed to build up
to a larger property are likely to slow down Tamarin’s analysis by introducing many
unnecessary goals; for example, in Section 7.2.2 we see a case study where proving
invariants through induction lemmas without modifying Tamarin would result in
every rule instance introducing at least four separate action goals.

The difficulty of building up invariant properties and the relative inefficiency of
solving the implied goals has practical effects on previous protocol analysis work in
Tamarin; the analysis of TLS 1.3 by Cremers et al. [28] required writing tens of
reusable lemmas to prove invariants, and splitting the model across multiple files to
avoid unnecessary interaction between these lemmas for performance reasons. Despite
this, analysis of the model still required several days of computation on a modern
server.
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To counter this, we begin by examining how Tamarin deals with explicit invariant
constraints added to rule premises, a modelling technique we developed that dramati-
cally improves performance compared to equivalent reusable lemmas. This technique
requires the modeller to manually prove that the invariants exist—i.e., that including
them in the rule premises is valid—a significant downside for automated analysis. By
determining why this technique is so effective, however, we develop improvements to
Tamarin that allow similar performance to be achieved without this proof burden,
as we shown by benchmarks in Section 7.2.1. Furthermore, we develop a method for
proving invariants inductively without introducing irrelevant goals when solving other
lemmas.

6.2.2 Improving precomputation for handling invariants

When dealing with invariants in a protocol model, reusable lemmas that establish the
progenitor of a particular invariant—that is, the constraints on actions introduced by
reusable lemmas—are notably less efficient than premise constraints. In part, this is
because of how the solver heuristic determines the order to apply constraint reductions,
especially those involving disjunctions—an issue we discussed in Section 6.1. The
majority of this difference, however, can be found in the differing ways premises and
actions interact with the precomputation done by Tamarin.

Recall from Section 5.5 that Tamarin performs precomputation on a model in
order to compute ‘sources’ of premise goals and adversary deduction goals, where these
sources are precomputed systems solving as many implied goals as possible without
introducing further case splits. When solving a premise goal in a constraint system,
Tamarin first determines whether there is a precomputed source for that premise
goal, and if so, unifies the precomputed system directly. If a goal does not have a
precomputed source then the additional implied goals must be solved one by one,
even if they only have trivial solutions; thus, depending on the model, goals without
precomputed sources can be substantially slower than those that do.

Here, we will briefly describe a modelling technique which can be used to dra-
matically improve Tamarin’s performance on looping protocols, taking advantage of
the way precomputation of premise goals works. This technique comes at the cost of
the manual proof burden to show that changing a model’s semantics is sound, and
we discuss why the existing Tamarin framework prevents us from achieving similar
results without changing the semantics of a model. We remedy this by modifying
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Tamarin’s precomputation step to apply precomputed sources to action goals. In
combination with a special type of lemma that allows us to prove loop invariants
within these precomputed sources, this allows us to have invariant properties applied
directly when reasoning about protocols which results in much greater performance
than previously possible.

Explicit invariant constraints

Given that premise goals are precomputed, one way we can ensure the precomputation
directly considers invariants is by adding a premise constraint for the relevant invariants.
Recall that Tamarin supports persistent facts—facts which are not removed from
global state when used in the premise of a rule. Persistent facts are ideal for representing
invariants, and by adding one into the conclusions of the rules where the invariants are
set, and into the premises of all rules which use them, we can ensure that the invariants
both have their sources precomputed directly and are considered as constraints in
the precomputation of other sources. We give an example of a simple modified
protocol here, and a full model with these explicit invariant constraints can be found
in Appendix A.1.1. In Section 7.2.1, we give an example of the performance of this
method compared to other models of the same protocol.

Example 30 (Explicit invariants). Recall the protocol PLooping from Example 26.
Here, we discuss a minor modification of this protocol to include an End(x) action,
PLoopEnd. This will allow us to separate the loop itself from the property we wish to
prove later.

PLoopEnd =
{

Fr(x)
A(x) [Start(x)], A(x)

A(x) [Loop(x)], A(x) [End(x)]
}
.

To modify the PLoopEnd protocol to include explicit invariants, we add a new persistent
fact !I(x) representing the invariant x to the conclusion of the rule labelled Start(x)
and to the premises of the rules labelled Loop(x) and End(x) to get a new protocol,

PInvars =
{

Fr(x)
A(x), !I(x) [Start(x)], A(x), !I(x)

A(x) [Loop(x)], A(x), !I(x) [End(x)]
}
.

In our modified protocol, the precomputation of sources for I(x) begins with !I(x) I1 i,
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and results in the constraint system

{
!I(x) I1 i,

Fr(x)
A(x), !I(x) [Start(x)] : j, (j, 2)� (i, 1)

}
.

Precomputation of sources for A(x) begins with A(x) I1 i and results in two constraint
systems, {

A(x) I1 i,
Fr(x)

A(x), !I(x) [Start(x)] : j, (j, 1)� (i, 1)
}
,

and

{
A(x) I1 i,

A(x), !I(x)
A(x) [Loop(x)] : j, (j, 1)� (i, 1), !I(x) I2 j,

Fr(x)
A(x), !I(x) [Start(x)] : k, (k, 2)� (j, 2)

}
,

representing the two sources of A(x), the latter also solving the !I(x) I2 j constraint
as part of the precomputation. Note that the precomputed source for !I(x) and both
precomputed sources for A(x) include a rule labelled with Start(x).

Thus if we attempt to solve the trace property

ϕ = ∀x, i . End(x) @ i⇒ ∃j l i . Start(x) @ j,

then solving either premise of the End(x) rule applies a precomputed sources which
immediately instantiate Start(x) in all cases, proving the lemma with no further steps.

Unfortunately, this approach has a serious drawback for formal verification. Adding
explicit invariant constraints to rules changes the semantics of the model, introducing
a proof burden for the modeller that cannot be discharged by Tamarin, unlike a
reusable lemma. In Example 30 above, our addition of the invariant premises implicitly
assumes that the property ϕ is true to begin with, and so modifying the protocol in
this way requires a corresponding proof of soundness. If we wish to take advantage of
precomputed sources without manual proof burden, we must consider other approaches
to influencing precomputation.

Precomputation of action goals

In order to achieve equivalent performance to the technique above without manual
proof burden, we implement precomputation of action goals within Tamarin. To
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see why this is necessary, we first examine why the existing precomputation is not
sufficient. We’ll then discuss our modifications to the precomputation step, and give a
brief example of how it influences the proof steps of a simple protocol property.

During the development of Tamarin, it became clear that in some cases it would
be necessary to specify properties that are assumed true during precomputation, to be
proven later as lemmas. This was done through a special type of lemma, annotated as
a ‘sources’ lemma, which is assumed true in the process of precomputing systems and
can be later proven in Tamarin itself (without making use of any precomputation
that may have assumed it).

Originally, this capability was used to express so-called ‘type assertions’ about
message variables—characterizations of all the ways those message variables might
be instantiated (for more about why this is useful and how this is applied, see [63,
Section 8.4.4]). Note that in earlier references, sources lemmas may be referred to as
‘typing’ lemmas for this reason.

Given that sources lemmas influence precomputation without introducing manual
proof burden, it would seem at first glance that they are ideal for our purposes. It’s
straightforward to test whether this is the case; we can change an existing reuse

invariants lemma to be a sources lemma. As we’ll see in Section 7.2.1, however, this
can prevent the proof from terminating entirely.

We can resolve this by marking the lemma both reuse and sources, which indeed
shows a substantial speed up over a simple reuse lemma in that case study. But why
is it that a sources lemma is not sufficient?

The primary limitation of the existing precomputation is that only premise goals
and special adversary deduction goals are precomputed—specifically, action goals in
protocol rules are not. Thus, precomputed sources are only used when solving premise
goals, and not when solving action goals. Thus, even with the aid of a sources lemma,
it is possible to instantiate the action referenced in the sources lemma in a constraint
system where the lemma is not solved, whenever the rule which includes that action
is instantiated through an action goal instead of a premise goal. In fact, this happens
frequently: all constraint systems created from lemmas necessarily begin by solving
actions.

If the sources lemma is marked as reusable, the lemma is added to the constraint
system explicitly, and so Tamarin can solve the constraint as an additional proof
step. This is much slower than directly unifying a source system, particularly when

107



the source system includes many other goals solved during precomputation; we will
show in our benchmarks of comparable WireGuard models in Section 7.2.1 that this
can considerably slow down even a protocol with only one loop. This implies that
sources lemmas could be substantially more effective than they are in their existing
implementation.

To improve on this limitation, we modify how action goals are solved within
Tamarin so that they may make use of precomputed sources. Recall from Section 5.5
that prior to our modifications precomputation in Tamarin was performed over two
types of goals:

1. premise goals, generated automatically based on all facts that occur in rule
premises and conclusions that are not In(), Fr(), or Out() facts,

2. and adversary deduction actions for terms that are non-private functions, as
well as fresh terms.

For each of these, the goal is instantiated in a proof system, and Tamarin attempts
to solve all introduced goals that do not introduce further case splits, as well as apply
any previously precomputed sources (each at most once) if the associated goal is left
open in the resulting system.

For our modified precomputation, we generate sources for action goals in addition
to the two categories above. This requires changing one constraint applied during
the graph simplification process, the c5 step that immediately instantiates ‘unique’
actions—actions that occur in only one rule. Fortunately, this step is an optimization
added during the implementation of Tamarin as a way of eagerly applying the S @

reduction represented by action goals, and does not replace it.
This change also requires a modification to how action goals are solved during

precomputation of a particular source. Previously, action goals were solved eagerly
during precomputation, which commonly introduces infinite loops when sources

lemmas are used. If solving an action goal introduced another of the same action
goal, then the precomputation would loop indefinitely solving these goals. With our
modified precomputation, action goals now have valid precomputed systems associated
with them, and so rather than solving them eagerly during the precomputation step
we can rely on the step that saturates sources with respect to each other to solve them
in other systems. In this step, precomputed actions with only one possible source
are solved directly, and others remain as unsolved goals in the system. Infinite loops
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are prevented by the existing mechanism to limit the number of times saturation is
applied.

Precomputing actions provides moderately faster analysis of existing protocols
at the cost of additional precomputation time when loading theories, but the real
strength of this modification is in how it modifies the way sources lemmas may be
used. Since action goals are now solved with precomputed systems, we can be sure
that these invariants will apply correctly in every system that gets instantiated, as we
will see in the case study in Section 7.2.1. And since sources lemmas no longer create
infinite loops if they instantiate an action referenced in another sources lemma, we
can use them to prove invariants over much more complex protocols, as we will see in
Section 7.2.2. Below, we give an example of how precomputation of actions allows
sources lemmas to immediately apply invariants.

Example 31 (Invariants in precomputed sources). Recall the protocol PLoopEnd from
Example 30,

PLoopEnd =
{

Fr(x)
A(x) [Start(x)], A(x)

A(x) [Loop(x)], A(x) [End(x)]
}
.

Instead of modifying this protocol to include invariants in the premises and
conclusion as we did in the previous example, we instead label the rules with actions
containing the loop invariant x, as follows:

Psources =
{

Fr(x)
A(x) [Start(x), Source(x)],

A(x)
A(x) [Loop(x), Invar(x)], A(x) [End(x), Invar(x)]

}
.

We then prove the following property of Psources in a sources lemma, using trace
induction technique as in Section 6.2.1

ϕinvars = ∀x, i . Invar(x) @ i⇒ ∃j l i . Source(x) @ j.

With this sources lemma, and our modified precomputation, the End(x) action has
a precomputed source of

{A(x) [End(x), Invar(x)] : i, Fr(x)
A(x) [Source(x)] : j, j l j

}
.
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Thus, if we attempt to solve the trace property

ϕ = ∀x, i . End(x) @ i⇒ ∃j l i . Start(x) @ j,

then instantiating the End(x) action adds the precomputed source above, which
immediately satisfies the property ϕ with no further proof steps.

Although this is a simple example, note that ϕ cannot be proven with trace
induction without ϕinvars, as the End() action need only occur once in an unbounded
trace. The property ϕ can, however, be solved using ϕinvars without precomputed
actions, it simply takes more proof steps; in Section 7.2.1 we will show how these
additional steps add up to substantial performance differences even in a protocol with
a single loop.

Careful consideration of why particular modelling techniques are so effective can be
very instructive for improving tools. In this case, by comparing models with explicit
invariant constraints in rule premises to those with invariants captured through lemmas,
we found a much more substantial underlying reason for poor performance in several
cases. We developed improvements to Tamarin’s precomputation, and with these
it is now possible to express invariant constraints entirely through a lemma proven
within Tamarin, with equivalent performance.

6.2.3 Reducing irrelevant goals from induction

Recall that for induction goals, there must be at least one instance of the antecedent
in every nested loop, and so proving a loop invariant requires at least one instance of
the associated action in every possible looping rule (or set of rules which can loop).
But proving a typical invariant lemma of the form

∀inv, t1 . Invariants(inv) @ t1 ⇒ ∃t0 . (t0 < t1) ∧ InvariantSource(inv) @ t0,

means that each of these actions will create a goal for the associated InvariantSource(inv)
action. As such, a lemma of this form will create a large number of goals, even when
the invariant in the rule is included only by necessity to prove the inductive lemma
rather than because the terms in the invariant have any relevance to the rule itself.

It is possible to reduce the number of open action goals somewhat by associating
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a fresh term to each invariant, and adding a ‘uniqueness’ lemma of the form

∀id, inv, t0, t1 . InvariantSource(id, inv) @ t0 ∧ InvariantSource(id, inv) @ t1

⇒ t0 = t1.

Still, the irrelevant action goals exist at least once, even when solving them should be
deferred until they are relevant. Additionally, this creates a large number of irrelevant
equality checks if the InvariantSource() goals do not need to be solved.

We examined multiple ways of resolving this, including several possible modifica-
tions to Tamarin. One option was to introduce a new fact annotation for actions,
such that constraints associated with them only apply during verification of sources
lemmas. This solution would be easy to implement, and does not affect the soundness
of ‘all-traces’ lemmas (as these prove that no trace can satisfy particular constraints,
and the modification would only remove constraints from the proof system). But the
same cannot be said for ‘exists-trace’ lemmas, or for attacks found when verifying an
‘all-traces’ lemma, which would mean great care must be taken when interpreting a
complete trace if using this annotation anywhere in a model—an undesirable caveat
for a formal verification tool.

Another possibility is to exploit the nature of heuristic fact annotations so that
irrelevant goals are marked with [-], and upgrading the priority by unifying with an
unannotated action if one is created. Unfortunately, this is difficult to accomplish; it
would require implementing variable priority annotations within lemmas, and ensuring
that the unification of facts substitutes the fact annotations appropriately—both of
which would require extensive changes to the way term substitutions are performed in
Tamarin.

In the end, it was easier to accomplish our objective within the existing Tamarin
framework by splitting each InvariantSource() fact into two facts with the same terms,
InvariantSource1() and InvariantSource2(). We can then retain our Invariant() actions
in every rule, add an additional UsingInvariant() fact to rules where the terms in the
invariant are relevant to rule execution, and modify our invariant sources lemma to
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instead prove that

(∀inv, t1 . Invariants(inv) @ t1

⇒ ∃t0 . (t0 < t1) ∧ InvariantSource1(inv)[−] @ t0) ∧

(∀inv, t1 . UsingInvariants(inv) @ t1

⇒ ∃t0 . (t0 < t1) ∧ InvariantSource1(inv) @ t0),

and finally, add a reusable ‘uniqueness’ lemma of the form

∀id, inv, t0, t1 . InvariantSource1(id, inv) @ t0 ∧ InvariantSource2(id, inv) @ t1

⇒ t0 = t1.

Thus, UsingInvariants() actions create InvariantSource1() goals with regular priority
while regular Invariant() actions create them with reduced priority, and the unification
of the facts in these goals is deferred until one of them is solved—which is the
only way an InvariantSource2() action can be created. Once an InvariantSource2()
action is created, the uniqueness lemma unifies the timepoints of all corresponding
InvariantSource1() actions directly.

Our technique allows for complex nested loop invariants to be used much more
efficiently than they would be with a naïve sources lemma, and we make use of this
technique in order to perform the verification of DNP3:SAv5 described in Section 7.2.2.
For an example of how this technique looks in a model with many overlapping
invariants, the DNP3:SAv5 model can be found in Appendix A.2.

6.3 Concluding remarks

In this chapter, we’ve discussed the limitations of Tamarin’s existing heuristics, trace
induction, and precomputation. Our contributions improve upon these limitations
in many ways. To improve upon Tamarin’s heuristics, we augmented them with
the ability for a modeller to specify ‘local’ heuristic priorities, allowing e.g. facts
representing agent state to be solved with high priority in some instances and low
priority in others. In addition, we designed and implemented a new heuristic more
suited to stateful protocols, which also prevents loops that can occur in the original
heuristics.
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We built on Tamarin’s precomputation to generate source for action goals, which
gives sources lemmas much more power to improve the efficiency of Tamarin’s
automated proving. This change also allows us to prove loop invariants entirely
within sources lemmas; as we will see in Section 7.2.1 and 7.2.2, this has significant
consequences for proving complex stateful protocols.

Finally, we described a modelling technique to minimize one of the primary
downsides of using trace induction to prove properties in looping protocols: the
generation of many irrelevant action goals. These goals are created every time a new
rule instance that forms a loop is created, but with the help of our heuristic annotations
it is possible to ensure that solving them is deferred until the goal is relevant. Though
this modelling technique requires manually labelling rules with appropriate actions, it
does not change the execution of the model and does not require any manual proof of
correctness. We hope that this modelling technique inspires future work to Tamarin
that allows it to automatically handle these goals more efficiently.

With the improvements described in this chapter, we move to Chapter 7 to show
the impact of our contributions. With the combination of an improved heuristic
and improved methods of handling loop invariants, we are now able to return to the
protocols from Chapter 4 and formally verify their detection properties. Further, our
improvements allow us to perform automated analysis of two widely-used real-world
protocols—the DNP3 Secure Authentication protocol and WireGuard—which have
no prior formal analysis.
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Chapter 7

Case studies

With the improvements to stateful protocol analysis in Chapter 6, we now have the
tools necessary to verify more complex protocols than before. In this chapter, we
begin by verifying the detection properties of the four detecting protocols described in
Chapter 4. We then present the verification of two real-world protocols: WireGuard
and DNP3 Secure Authentication.

All formal models are included in Appendix A. Note that these models are written
in Tamarin’s syntax, which makes use of certain shorthand to express variable sorts
(recall that Tamarin makes use of four variable sorts: fr, pub,msg as discussed in
Section 5.1, and temp as discussed in Section 5.3) . We write

• ~x for x : fr,

• $x for x : pub,

• #x for x : temp, and

• x for x : msg.

Further information on Tamarin modelling and use can be found in the Tamarin
manual [87].

7.1 Analyzing our detection protocols

In this section we discuss the formal analysis of our detection protocols described in
Chapter 4. For each, we prove the soundness of their detection procedures, as well as
basic agreement properties and the circumstances under which detection of misuse is
guaranteed to occur. We proceed in the order they are presented in Chapter 4.
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7.1.1 Formal analysis of the Counter protocol

To verify the properties of the counter protocol described in 4.2.1, we constructed a
symbolic protocol model in Tamarin. As a symbolic model, our analysis relies on
standard symbolic assumptions as described in Chapter 2; we additionally assume that
I and R are aware of each other’s public keys through, e.g., a public key infrastructure
or out-of-band communication.

In addition to the signing and hashing equational theories built into Tamarin,
we represent counter values using a successor function S applied repeatedly to a public
term (specifically, the string ‘0’). Notably, we do not include a decrementing function
that the adversary can apply to ‘undo’ the successor function, as the adversary can
always construct any counter value themselves. Including such a function leads to
non-termination during Tamarin’s analysis, because it is not currently possible to
express properties of iterated functions in Tamarin (for further discussion of this
limitation, see [83]).

In our model, included in Appendix A.3.1, agents begin by generating and register-
ing a fresh key for themselves in the RegisterKey rule. A registered agent can then
take on a protocol role (either ‘initiator’ or ‘responder’) with another registered agent,
allocating some state for carrying out that role. This state allocation is restricted so
that a particular registered agent key is used to set up at most one state for each other
registered key for each role. State is initialized with the counter at the fixed public
value ‘0’. This state allocation is captured by the BindState_I and BindState_R

rules, which allocate state for the initiator role and responder role respectively.
Once agents have allocated state with each other, the protocol rules can be triggered.

In general, Tamarin rules correspond to protocol messages, though the conditional
detect event is expressed as two separate rules with different term restrictions. One
rule is restricted to only occur with equality between the terms ci and S(ci−1), while
the ‘detect’ version of the rule is restricted to inequality. We model the automatic
revocation of a key through the conclusion of the ‘detect’ rule preventing further
execution by that agent.

Though this protocol is a relatively simple stateful protocol compared to the
examples we will examine later in this Chapter, it still requires some modelling
techniques and reusable helper lemmas to analyze automatically in Tamarin. We
model invariants through sources lemmas, as described in Section 6.2, for the portions
of agent state that remain invariant through protocol messages: the role, key pairing,
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and state identifier. We use two separate facts for this, based on agent role, to ensure
that the invariant sources are unique. We use a sources lemma to prove the invariants,

(∀id, ka, kb, i . Invariant_I(id, ka, kb) @ i⇒ ∃j l i . Source_I(id, ka, kb) @ j)

∧ (∀id, ka, kb, i . Invariant_R(id, ka, kb) @ i⇒ ∃j l i . Source_R(id, ka, kb) @ j) .

We use our heuristic annotations from Section 6.1.2 to manually adjust the priority
of state facts.

In addition, we prove the following reusable lemmas, which ensure that both the
counter values and nonce pairings are unique. This helps to prevent the backwards
search from considering parallel instances with similar session data.

∀id, c, t0, t1 . Counter(id, c) @ t0 ∧ Counter(id, c) @ t1 ⇒ t0 = t1.

∀id, ni, nr, t0, t1 . Nonces(id, ni, nr) @ t0 ∧ Nonces(id, ni, nr) @ t1 ⇒ t0 = t1.

We establish a strict ordering of certain events through nonce ordering and ‘in-
jectivity’ lemmas, which introduce l relations between certain events. The nonce
ordering property orders the use of a nonce and its generation, e.g.

∀r, pks, ni, nr, c, t0, t1 . session(r, pks, 〈ni, nr, c〉) @ t1 ∧ Gen(ni) @ t0 ⇒ t0 l t1,

which forces an explicit l relation between the two time points. Without this lemma,
such ordering would normally be introduced only when solving for adversary deduction
goals; Tamarin’s heuristics defer solving such goals when there is an obvious message
source, marking them ‘probably deducible’ and only solving them if necessary to
complete a trace.

The ‘injectivity’ lemma arises due to the relatively weak handling of injective
facts in Tamarin. Injective facts are non-persistent facts which have a unique fresh
identifier and are never duplicated by rules, and thus all rules that have an injective
fact with the same identifier in their premises are strictly ordered with respect to each
other. Because the counter mechanism relies on strict ordering constraints between
multiple sessions, we need to write a helper lemma to prove that each of the rules
performed by an agent is ordered with respect to the others. This requires explicitly
ordering rule instances to saturate l relations and slows down automatic verification.
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The injectivity property we prove is

∀id, n1, n2, n3, n4, n5, t0, t1, t2 . Injectivity(id, n1, n2) @ t1 ∧

Injectivity(id, n2, n3) @ t2 ∧ Injectivity(id, n4, n5) @ t0 ∧ (t0 l t2)

⇒ ¬(t1 l t0),

where Injectivity actions have an identifier, a previous value, and a new value in
each protocol rule.

Following these helper lemmas, we prove trace existence properties to show that
valid protocol traces exist. These serve as a ‘sanity check’ for our model, ensuring
that the protocol can be fully executed as modelled. We prove these for a single
session, two consecutive sessions with the same agents, and the existence of a trace
triggering detection when only one key is compromised. We prove the existence of two
consecutive sessions as evidence that arbitrarily many sessions can occur between two
agents, as this captures the two entry points into the main protocol loop: from the
BindState rules and from the m2 rules of each role. Finally, we prove the properties
below.

Sound detection. If there is a detect event triggered for a particular key pairing,
then at least one of the keys in that pairing was compromised before the detect event.
Formally, this is stated as

∀kI , kR, t1 . detect(pk(kI), pk(kR)) @ t1 ⇒

(∃t0 . t0 l t1 ∧ compromise(kI) @ t0) ∨ (∃t0 . t0 l t1 ∧ compromise(kR) @ t0) .

Note that this also implies soundness in traces where compromise is restricted to one
of the keys.

Agreement without compromise. If no keys were compromised, then a session
event by R implies a matching session event by I, with agreement on nonces and
counter value. This is just a basic authentication property, ensuring that the protocol
is correct in the uncompromised setting. Since counter values are unique, this also
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implies injective agreement.

∀kI , kR, data, t1 .

session(‘R’, 〈pk(kI), pk(kR)〉, data) @ t1 ∧ ¬ (∃k, tc . compromise(k) @ tc)⇒

∃t0 . t0 l t1 ∧ session(‘I’, 〈pk(kI), pk(kR)〉, data) @ t0.

Guaranteed detection of misuse of the initiator’s key in prior sessions.
Assuming kR cannot be compromised, if I completes a session at t3, then either every
prior session completed by R has a corresponding session completed by I, or I will
detect misuse of kI . Formally,

∀pkI , pkR, data1, data2, t1, t2, t3, . t1 l t2 ∧ begin(‘R’, 〈pkI , pkR〉, data2) @ t2 ∧

session(‘I’, 〈pkI , pkR〉, data2) @ t3 ∧ session(‘R’, 〈pkI , pkR〉, data1) @ t1 ∧

¬((∃tc, kI . pkR = pk(kR) ∧ compromise(kR) @ tc)⇒

(∃t0 . session(‘I’, 〈pkI , pkR〉, data1) @ t0) ∨

(detect(pkI , pkR) @ t3) .

With our modelling techniques, and using our heuristic improvements, the final
model takes approximately 45 seconds to verify on a four-core Intel i7-6700K processor,
using the ‘I’ heuristic with our changes to precomputation from Chapter 6.

Together, these properties show that it is possible to instantiate useful detection
storing only a counter value at each agent. This counter-based protocol provides a
basis for modifying existing protocols achieving injective agreement to also detect
secret misuse, with minimal overhead. We now examine one such case, that of Keyless
SSL.

7.1.2 Formal analysis of modified Keyless SSL

The formal model of our modified Keyless SSL protocol can be found in Appendix A.3.2.
It is similar in construction to the model of our example protocol discussed in Sec-
tion 7.1.1, with a couple of notable differences. In the modified protocol, we embed
the counter protocol in the handling of the second and third messages, but unlike
the counter-based protocol a session is only considered completed after an additional
message. This means that the protocol model requires three rules to model the C
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role instead of the single one necessary for the analogous R role of the counter-based
example.

Our model is significantly simplified compared to a real TLS handshake, containing
only relevant parts of the TLS mutually-authenticated key exchange, rather than
modelling the complete protocol. Messages in our model include only the terms shown
in Figure 4.3, with the exception of the final message, in which the MAC under the
symmetric key kwi derived from a Diffie-Hellman key exchange in the real protocol
is replaced by a signature under sk(W ). This change over-approximates the power
of the adversary if we assume ephemeral keys are not compromised: to construct
a MAC that would be accepted in the last message, the adversary must sign the
ephemeral sent in m2, and so must have compromised sk(W )—but an adversary who
compromised sk(W ) and did not generate the ephemeral key would not normally be
able to construct the MAC in the real protocol, while they can always construct the
signature in our model.

Sound detection. If there is a detect event triggered for a particular key pairing,
then at least one of the keys in that pairing was compromised before the detect event.
Formally,

∀kC , kW , t1 . detect(pk(kC), pk(kW )) @ t1 ⇒

(∃t0 . t0 l t1 ∧ compromise(kC) @ tc) ∨ (∃t0 . t0 l t1 ∧ compromise(kW ) @ t0) .

Note that this also implies soundness in traces where compromise is restricted to one
of the keys.

Agreement without compromise. If no keys were compromised, then a session
event by C implies a matching session event by W , with agreement on nonces and
counter value. This ensures that the protocol is correct in the uncompromised setting.
Since counter values are unique, this also implies injective agreement.

∀keys, data, t1 . session(‘C’, keys, data) @ t1 ∧ ¬ (∃k, tc . compromise(k) @ tc)⇒

∃t0 . t0 l t1 ∧ session(‘W’, keys, data) @ t0.

Guaranteed detection of misuse of the CDN key in prior sessions. Assum-
ing the web service’s key kW is not compromised, if W completes a session at time t3
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then either every prior session completed by W has a matching session completed by
C, or W will detect misuse of kC at t3. Formally,

∀pkC , pkW , data1, data2, t0, t2, t3 . t0 l t3 ∧ begin(‘C’, 〈pkC , pkW 〉, data2) @ t2 ∧

session(‘W’, 〈pkC , pkW 〉, data2) @ t3 ∧ session(‘W’, 〈pkC , pkW 〉, data1) @ t0 ∧

¬ (∃tc, kW . pkW = pk(kW ) ∧ compromise(kW ) @ tc)⇒

(∃t0 . session(‘C’, 〈pkC , pkW 〉, data1) @ t1) ∨ (detect(pkC , pkW ) @ t3).

Verification of all helper lemmas and trace properties, as well as trace existence
lemmas takes approximately two and a half minutes on a four-core Intel i7-6700K
processor, using the ‘I’ heuristic on our Tamarin branch.

7.1.3 Formal analysis of the Commitment protocol

As with the counter-based protocol above, formal verification of the commitment-
based detection protocol shown was performed by constructing a symbolic model in
Tamarin. The full model is included in Appendix A.4.1. Analysis of this model relies
on the standard symbolic assumptions described in Chapter 2 as well as the same
additional PKI assumption used above, so that I and R are aware of each other’s
public keys. The model of our commitment-based protocol uses only the signing

functions and equational theory built into Tamarin, with no additional definitions
required.

Agents begin by generating and registering fresh keys through a RegisterKey rule,
producing AgentKey facts. Two such facts are paired through the BindState_I and
BindState_R rules for the I and R roles respectively, which create agent state facts.
The state binding rules are restricted to occur only once for each possible role binding
for each pair of two registered agent keys, where the two registered keys must not be
equal.

The protocol itself is across four rules, with two to express the conditional detection
after I receives m2. These two rules both require that the provided pki−1 verifies the
signature on ncci, with the additional restriction that the signature on ci−1 is, or is not,
valid for the normal and detect versions of the rule respectively. The detect version of
the rule does not output a valid I state fact, preventing the protocol execution from
continuing with that key pairing as would occur with automatic key revocation.

Finally, to augment the adversary’s capability, we include a rule which outputs the
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commitment signing key (the only non-public portion of I’s state) to the adversary,
labelled with a compromiseState action. Our final security property is expressed
with respect to when this action occurs.

Analyzing this model in Tamarin required proving a substantial number of
reusable lemmas. These include invariants for agent state, linking them back to the
point where they were created in the state binding rule, and for the keys used to create
commitments. In addition, we have reusable lemmas establishing that commitments
are honest unless the key used was compromised, that commitments are unique, and
an injectivity property which establishes a strict ordering of rules at the cost of extra
case disjunctions. In total, the Tamarin model requires about four and a half minutes
on a four-core Intel i7-6700K processor using the ‘I’ heuristic. The analysis proves all
helper lemmas, several trace existence properties, and the following security properties.

Sound detection. If there is a detect event triggered for a particular key pairing,
then the responder’s key was compromised before the detect event. Formally,

∀kI , kR, t1 . detect(pk(kI), pk(kR)) @ t1 ⇒ (∃t0 . t0 l t1 ∧ compromise(kR) @ t0) .

Agreement without compromise. If no keys were compromised, then a session
event by I implies a matching session event by R, with agreement on the nonce, proof,
and commitment. This ensures that the protocol is correct in the uncompromised
setting. Since commitments are unique (as proven in one of the helper lemmas), this
also implies injective agreement.

∀keys, data, t1 . session(‘I’, keys, data) @ t1 ∧ ¬ (∃k, tc . compromise(k) @ tc)⇒

∃t0 . t0 l t1 ∧ session(‘R’, keys, data) @ t0.

Guaranteed detection of misuse of a key in prior sessions. Assuming at most
one key is compromised, if I completes a session at t3, then either every prior session
completed by I has a corresponding session completed by R, or I will detect key
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misuse. Formally,

∀pkI , pkR, data1, data2, t1, t2, t3 . t1 l t2 l t3∧session(‘R’, 〈pkI , pkR〉, data2) @ t2∧

session(‘I’, 〈pkI , pkR〉, data2) @ t3 ∧ session(‘I’, 〈pkI , pkR〉, data1) @ t1 ∧

¬ (∃tc, tc2, kR, kI . pkR = pk(kR) ∧ pkI = pk(kI) ∧

compromise(kR) @ tc ∧ compromise(kI) @ tc2)⇒

(∃t0 . t0 l t1 ∧ session(‘R’, 〈pkI , pkR〉, data1) @ t0) ∨ (detect(pkI , pkR) @ t3).

Guaranteed detection of misuse of the responder’s key in future sessions.
If there was a previous session with agreement and the adversary has not revealed R’s
state since that session, then a session completed by I will either have a matching
session by R or I will detect that there is not. Formally,

∀pkI , pkR, data1, data2, t0, t1, t3 . t0 l t1 l t3 ∧

session(‘R’, 〈pkI , pkR〉, data1) @ t0 ∧ session(‘I’, 〈pkI , pkR〉, data1) @ t1 ∧

session(‘I’, 〈pkI , pkR〉, data2) @ t3 ∧ ¬(detect(pkI , pkR) @ t3) ∧

¬ (∃tc, x . (t0 l tc l t3) ∧ compromiseState(〈pkI , pkR〉, x))⇒

(∃t2 . t2 l t3 ∧ session(‘R’, 〈pkI , pkR〉, data2) @ t2) ,

7.1.4 Formal analysis of modified 9798-3-3

The model of the modified 9798-3-3 protocol is very similar to that of the commitment-
based protocol model in Section 7.1.3, with only minor changes necessary. The 9798-3-3
protocol includes an (unnecessary) nonce generated by the responder and included
in the message m2, and so the session data is updated to reflect that, along with
an additional reusable property ordering session actions with respect to the time
the responder’s nonce is generated. All other reusable lemmas are identical, and the
adversary is augmented with the same compromiseState capability.

The final model takes roughly the same time to analyze as the model of the
commitment-based protocol to prove equivalent properties (including helper lemmas
and trace existence): about four and a half minutes on a four-core Intel i7-6700K
processor, using the ‘I’ heuristic. The full model is included in Appendix A.4.2.
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Sound detection. If there is a detect event triggered for a particular key pairing,
then the responder’s key was compromised before the detect event. Formally,

∀kI , kR, t1 . detect(pk(kI), pk(kR)) @ t1 ⇒ (∃t0 . t0 l t1 ∧ compromise(kR) @ t0) .

Agreement without compromise. If no keys were compromised, then a session
event by I implies a matching session event by R, with agreement on the nonce, proof,
and commitment. This ensures that the protocol is correct in the uncompromised
setting. Since commitments are unique (as proven in one of the helper lemmas), this
also implies injective agreement.

∀keys, data, t1 . ¬ (∃k, tc . compromise(k) @ tc) ∧ session(‘I’, keys, data) @ t1 ⇒

∃t0 . t0 l t1 ∧ session(‘R’, keys, data) @ t0.

Guaranteed detection of misuse of a key in prior sessions. Assuming at most
one key is compromised, if I completes a session at t3, then either every prior session
completed by I has a corresponding session completed by R, or I will detect key
misuse. Formally,

∀pkI , pkR, data1, data2, t1, t2, t3 . t1 l t2 l t3∧session(‘R’, 〈pkI , pkR〉, data2) @ t2∧

session(‘I’, 〈pkI , pkR〉, data2) @ t3 ∧ session(‘I’, 〈pkI , pkR〉, data1) @ t1 ∧

¬ (∃tc, tc2, kR, kI . pkR = pk(kR) ∧ pkI = pk(kI) ∧

compromise(kR) @ tc ∧ compromise(kI) @ tc2)⇒

(∃t0 . t0 l t1 ∧ session(‘R’, 〈pkI , pkR〉, data1) @ t0) ∨ (detect(pkI , pkR) @ t3).

Guaranteed detection of misuse of the responder’s key in future sessions.
If there was a previous session with agreement and the adversary has not revealed R’s
state since that session, then a session completed by I will either have a matching
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session by R or I will detect that there is not. Formally,

∀pkI , pkR, data1, data2, t0, t1, t3 . t0 l t1 l t3 ∧

session(‘R’, 〈pkI , pkR〉, data1) @ t0 ∧ session(‘I’, 〈pkI , pkR〉, data1) @ t1 ∧

session(‘I’, 〈pkI , pkR〉, data2) @ t3 ∧ ¬(detect(pkI , pkR) @ t3) ∧

¬ (∃tc, x . (t0 l tc l t3) ∧ compromiseState(〈pkI , pkR〉, x))⇒

(∃t2 . t2 l t3 ∧ session(‘R’, 〈pkI , pkR〉, data2) @ t2) ,

7.2 Real-world protocols

In this section we apply our improved modelling techniques and Tamarin modifications
in order to perform automated security analysis of two real-world protocols: the key
exchange used by WireGuard [35], and the first known security analysis of the full
DNP3 Secure Authentication protocol [39].

7.2.1 Analyzing WireGuard

WireGuard is a VPN protocol which aims to provide a secure network tunnel for
transporting layer 3 (IP) packets. It has quickly gained popularity, and is poised to
take a larger share of VPN traffic in the near future, with Linus Torvalds recently
stating “I think we should strive to merge WireGuard and get people moved over to
that” [89]. The protocol is extensively detailed in [35], and the key exchange performed
is based on the NoiseIK [73] handshake. The WireGuard protocol consists of several
mechanisms: an authenticated key exchange, a ‘cookie’ system for mitigating denial of
service attacks, and a timer state machine. Notably, WireGuard aims to be silent in
the face of unauthenticated packets (“stealthiness”), avoid dynamic memory allocation,
avoid parsers, not require any long term storage, and allow initiator and responder to
swap roles at any time. These design requirements lead to some subtle adjustments to
the NoiseIK key exchange, thus additional formal analysis was an important part of
the design.

In this section we will briefly discuss the key exchange and the model before
discussing how our improvements to Tamarin show marked increases in analysis
speed compared to an original model. Due to the symbolic nature of Tamarin
analysis, our work captures the state transitions which may be triggered by the timing
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mechanism, but we do not comment on the correctness of the time-based transitions
themselves.

WireGuard handshake and model

WireGuard consists of a 1-RTT handshake—from initiator to responder, and responder
back to initiator—after which the initiator can then begin an exchange of transport
data as shown in Figure 7.1. This initial exchange of transport data from the initiator
provides key confirmation, and after the responder has key confirmation either party
may send transport data. Transport data is encrypted using an AEAD with a pair
of transport keys, one each for sending and receiving, derived from the preceding
handshake messages. These are referred to as the session keys, for the session
comprising the handshake and all messages encrypted under those session keys.

I R
Handshake Initiation

Handshake Response

Transport Data + Key Confirmation

Figure 7.1: 1-RTT handshake between the initiator and responder.

The initiator, i, and the responder, r, both keep several secrets. They each have a
static long-term key, Si and Sr, as well as a random session ephemeral key, Ei and
Er. They may optionally also share a pre-shared symmetric key, Q; when Q is in
use, WireGuard is using “pre-shared key mode“, and otherwise WireGuard is using
“normal mode“ (where Q is considered to be a fixed string).

The model of WireGuard makes use of the Diffie-Hellman equational theory defined
in [64] with five additional formulae: h/1, for hashing, aead/3, decrypt/2, verify/3 for
authenticated encryption with additional data (AEAD) operations, and true/0, for an

126



affirmative result of AEAD decryption verification. These formulae have the equations

decrypt(aead(k, p, a), k)→ p

verify(aead(k, p, a), a, k)→ true,

representing the ability to recover the encrypted plaintext p of aead(k, p, a) using
the key k, and also verify its authenticity using both the key k and the additional
authenticated data (AAD) a.

Note that these equations do not provide the adversary a way to scramble the
plaintext in the AEAD such that it could be decrypted incorrectly when the AAD is
not known, as could happen in a real-world flawed implementation. For the purposes
of modelling WireGuard, this is sufficient, since the AAD is always known to both
parties. Also note that decrypt is never used by the agents during the handshake as
they can both reconstruct the aead term directly; nonetheless, it’s necessary for the
adversary to learn the plaintext of messages after revealing a key.

In our model we consider an adversary able to compromise three types of secrets at
any time, corresponding to the following actions in the trace: Reveal(Si) and Reveal(Sr)
correspond to a compromise of either peer’s static key, Reveal(Ei) and Reveal(Er)
correspond to a compromise of either peer’s ephemeral key, and Reveal(Q) corresponds
to a compromise of the preshared key. Reveal(Q) may also correspond to the preshared
key mode not being used at all, in which case the WireGuard protocol uses an all zero
key, which is equivalent to the adversary simply knowing it in advance.

WireGuard assumes that agents share their public keys and optionally a symmetric
key before the key exchange occurs. Thus, rather than receiving public keys over the
adversary-controlled network, agents add the public key of their peers directly by
taking in !AgentKey(k) and !AgentPSK(k) facts directly in the premises. These facts
are persistent, as multiple agents might have the same peer, and are created by rules
which generate fresh values and—in the case of agent keys—reveal the corresponding
public key directly to the adversary. This is equivalent to peers receiving public and
preshared keys out-of-band before the protocol begins. Note that agents are identified
only by their public keys in WireGuard, and attacks on any sort of PKI used to receive
these keys or associate these keys to particular identities are out of scope.

In the model, agent state contains a few terms invariant over all rules: the identifier
the agent associates with the current state, the pre-shared key, their long term key, the
public key of the other agent, and finally the corresponding static-static key computed
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from these two. The latter is not necessary to store in state—it could be computed
from their long term key and the public key—but ‘caching’ it in this way reduces the
number of Diffie-Hellman variants that need to be precomputed by Tamarin.

Prior to our analysis, WireGuard had two slightly different handshakes depending
on whether there was a PSK set or not. This made formal analysis more complex, with
two different modes and a method for switching between them. Through discussion
with Jason Donenfeld about our formal analysis efforts, it was decided that simplifying
the modes would allow for better formal analysis, simpler code, and potentially confer
privacy benefits (through, e.g. observational equivalence). This discussion was also
taken into account by the Noise developers, and upstreamed into the Noise specification
in [73, Revision 32b].

The full model and all properties can be found in Appendix A.1.

Benchmarking WireGuard analysis

WireGuard is an ideal protocol for benchmarking some of the performance improve-
ments we obtain through our modelling techniques and Tamarin modifications.
Unlike the DNP3 example in Section 7.2.2, the WireGuard protocol has only the single
set of invariant terms; thus, the model remains tractable for Tamarin to analyze
even without our modifications, using a basic inductive lemma. Figure 7.2 shows the
effects of the various methods of expressing the invariant property, both with and
without the modified precomputation described in Section 6.2.2 (note that without
an invariant property the analysis does not terminate). We also compare our ‘I’

heuristic described in Section 6.1 against the base ‘S’ heuristic. Note that all of these
models make use of heuristic annotations as described in Section 6.1.2 to mark the
looping initial rules as low priority.

The timings shown in Figure 7.2 are the average of 10 consecutive runs on a
server with 32 virtual cores (comprising two hyperthreaded 8-core Sandy Bridge Xeon
processors at 2.60GHz), including both precomputation and analysis, with standard
error. The lemma used for the invariant property is simply

∀inv, t1 . Invariants(inv) @ t1 ⇒ ∃t0 . (t0 < t1) ∧ InvariantSource(inv) @ t0,

marked as either sources, reuse or both in our benchmarks. The invariant premise
formulation is written using the modelling technique described in Section 6.2.2: a
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persistent fact !StateInvariants() is output when agent state is created, and included
in the premises of all later rules which make use of terms in the invariant.

As expected, explicitly adding the invariant in the rule premises performs similarly
to a sources lemma with action precomputation, since these two both incorporate the
invariant in all precomputed cases. The modified heuristic also performs consistently
better across all cases.

7.2.2 Analyzing DNP3 Secure Authentication

Most of the world’s power grids are monitored and controlled remotely. In practice,
power grids are controlled by transmitting monitoring and control messages between
authorized operators (‘users’) that send commands from control centres, and substa-
tions or remote devices (‘outstations’). The messages may be passed over a range of
different media, such as direct serial connections, Ethernet, Wi-Fi, or un-encrypted
radio links. As a consequence, we cannot assume that these channels guarantee
confidentiality or authenticity.

The commands that are passed over these media are critical to the security of
the power grid: they can make changes to operating parameters such as increases or
decreases in voltage, opening or closing valves, or starting or stopping motors [33]. It
is therefore desirable that an adversary in control of one of these media links should
not be able to insert or modify messages. This has motivated the need for a way to
authenticate received messages.

The DNP3 standard, more formally known as IEEE 1815-2012, the “Standard
for Electric Power Systems Communications – Distributed Network Protocol” [39], is
used by most of the world’s power grids for communication, and increasingly for other
utilities such as water and gas.

Secure Authentication version 5 (SAv5) is a new protocol family within DNP3,
and was standardized in 2012 (Chapter 7 of IEEE 1815-2012 [39], based on IEC/TS
62351-5 [74]). SAv5’s goal is to provide authenticated communication between parties
within a utility grid. Given the security-critical nature of the power grid, one might
expect that DNP3: SAv5 would have attracted substantial scrutiny. Instead, there had
been very little analysis before our recent work using Tamarin [26]. The reason for
this is readily apparent; the DNP3: SAv5 protocol is inherently complex, comprising
three interacting sub-protocols that each maintain state and update the keys used in
other sub-protocols. The resulting state machines have multiple interacting looping
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Figure 7.2: Four variants of the WireGuard model benchmarked showing the improve-
ment from our ‘I’ heuristic described in Section 6.1, and from adding precomputed
action goals as discussed in Section 6.2.2. Values shown are the mean of 10 consecutive
runs, with standard error shown.
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constructions which pose a substantial challenge for protocol security analysis tools. It
has long been known in theory [49] that analyzing each of the interacting sub-protocols
in isolation would not be sufficient to prove security—and indeed, there are practical
attacks that exploit cross-protocol interactions in other protocols [11, 62]. Thus, it
was necessary to model all interacting protocols to have confidence in our security
analysis.

The DNP3 standard [39] gives both high level and semi-formal descriptions to
serve as an implementation guide, as well as providing an informal problem statement
and conformance guidelines. The Secure Authentication v5 protocol itself is described
in Chapter 7 of [39]. Here, we briefly give an overview of the interacting sub-protocols
to give intuition for the difficulty involved, before explaining how the techniques above
were applied to perform analysis of the full protocol.

The SAv5 sub-protocols

There are three types of actor in SAv5: the Authority, the Users (operating from a
Master station), and the Outstations. The Authority decides who are legitimate users,
and generates new (medium-term) Update Keys for these users. Users send control
packets to outstations, who act upon them if they are successfully authenticated.
Outstations send back (similarly authenticated) monitoring packets. Each user can
communicate with multiple outstations, and each outstation can communicate with
multiple users. Users regularly generate new (short-term) Session Keys for each
direction of this communication, and transport these keys to the outstations. Session
keys are distributed and updated using long-term Authority Keys and medium-term
Update keys. These three different keys are used by three sub-protocols: the Session
Key Update protocol, the Critical ASDU Authentication protocol, and the Update
Key Change protocol. Figure 7.3 shows a conceptual summary of the relationship
between the sub-protocols.

Initial Key Distribution Before any protocols are run, a long-term Authority Key
and an initial medium-term update key must be pre-distributed to each party. These
keys are distributed “over a secure channel” (e. g. via USB stick) to the respective
parties. The Session Keys are not pre-distributed.
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Update Key
Change
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Critical ASDU
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UKi(USR,O), i > 0

CDSKj(USR,O),
MDSKj(USR,O), j ≥ 0

Figure 7.3: The conceptual relationships between the keys used in the sub-protocols
of DNP3:SAv5, with flow of keys between them (vertical) and required pre-shared
keys (horizontal).

Session Key Update Before parties can exchange control or monitoring messages,
the user and outstation must initialize session keys. This sub-protocol initializes (and
later updates) a new, symmetric Session Key for each communication direction.

After approximately 15 minutes or 1,000 critical messages (both configurable) the
session keys will expire. The user and outstation run the Session Key Update Protocol
again, where the user generates fresh symmetric session keys, and sends them to the
outstation, encrypted with their current update key. These session keys must remain
secret, but the secrecy of new keys importantly does not rely on the secrecy of previous
session keys, only on the secrecy of the current update key.

Critical ASDU Authentication Outstations use this sub-protocol to verify that
received control packets were genuinely sent by a legitimate user. Vice-versa, this sub-
protocol allows a user to confirm that received monitoring packets were genuinely sent
by a legitimate outstation. As this is an authentication-only protocol, critical ASDUs
are not confidential. After this sub-protocol’s first execution, the faster ‘Aggressive
Mode’ may be performed: this cuts the non-aggressive mode’s three messages to just
one by sending the ASDU and a keyed HMAC in the same message.

Update Key Change After a longer time, the update key may expire. The user and
outstation (helped by the Authority) will execute the Update Key Change Protocol. A
new update key is created by the Authority, and sent to both the user and outstation.
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S3
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MDSKj(USR,O)

S4

SKSMj+1 := KSQ+1, USR,
KeyStatus [=‘OK’ ], CDj+1,
HMACMDSKj(USR,O)(SKCMj)

Store CDj+1

S5

Figure 7.4: The full Session Key Update Protocol, an example of one of the DNP3:SAv5
subprotocols. The labels S1–5 identify the state transitions that occur during the
protocol. This protocol can also begin at rule S3, using the previously provided key
sequence number (KSQ) and challenge data (CD) values stored at S5, if the key status
has not been changed since.
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Complexity for automated analysis

Much of the complexity within Secure Authentication v5 comes from the transitions
between different stateful sub-protocols as well as the multiple directions of the ASDU
Authentication Protocol. Each of these sub-protocols updates some part of agent
state, and each of them rely on parts of state updated by other sub-protocols.

For example, the ability for an outstation to receive an aggressive mode request
depends on:

1. their pairing to a user, set at initialization and invariant across all subprotocols;

2. their current state machine state, which must be set to SecurityIdle or
WaitForReply. This status is invariant through the Update Key Change Proto-
col but modified by the other two subprotocols;

3. their current session keys, set by the previously completed Session Key Update
Protocol, and invariant across the other two subprotocols;

4. the status of those session keys, which is invariant across all subprotocols but
can be changed at any time through a key expiry state transition;

5. the ‘current’ challenge from the user, modified when a non-aggressive mode
request was successfully verified by the outstation, which is invariant in the
aggressive mode protocol variant and all other subprotocols;

6. and the number of aggressive mode requests received by the outstation since the
current challenge was set, which is invariant in all other subprotocols.

Each of these parts of state can be updated independently of each other, and each is
invariant over several subprotocols.

The state machine described in the protocol specification [39] captures very little of
the protocol logic; the current state machine state is only one of the six dependencies
listed above, and in fact is invariant for the outstation through both the Update
Key Change Protocol and Session Key Update Protocol subprotocols. An accurate
Tamarin model must include this much larger range of transitions, as well as their
associated errors and timeouts; it is not possible to directly map the states and
transitions in the specification to those in the model. Consequently, the difficulty of
interpreting the specification is greatly increased.
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Tamarin model

All three sub-protocols’ rules and interactions were modelled as rules in Tamarin’s
operational semantics, and can be found in Appendix A.2. The final model comprises
30 multiset rewriting rules in approximately 450 SLoC, with 10 types of invariants
represented as actions within these rules, while others are captured in the state
transitions themselves.

Invariants within the model include:

1. the authority key and relevant identifiers for both the user and outstation as
assigned during the initial key distribution,

2. update key invariants for both the user and outstation,

3. session key invariants for both the user and outstation,

4. and the last challenge sent or received in each direction for both the user and
the outstation.

Additionally, there is a ‘last key status message’ which is stored by the outstation in
both the S2 and S4 rules. Although this message is invariant through all other rules,
it is only used in rules where it is also modified, so we can efficiently represent it with
a linear fact consumed and output by those two rules. Finally, there are three ‘keys
to reveal’ facts output whenever new keys are generated, which are used to model
adversary compromise and represented with persistent facts. The combined invariant
relations between protocol rules in the model included in Appendix A.2 are shown in
Figure 7.5, which shows edges between rules in which invariants are set and rules in
which those invariants are used. In other words, each edge depicts a relation between
two rules executed by the same agent where the head relies on at least one term in the
tail, but the agent may execute an unbounded number of other rules between them.

In our model, we make use of all improvements described throughout Chapter 6.
Heuristic annotations are used extensively—for example, facts representing current
user and outstation state are annotated to prioritize those with few possible originating
rules. All ten action invariants are proven using sources lemmas, with redundant
goals reduced through the technique described in Section 6.2.3.

The model verifies automatically in approximately 6.5 minutes on a server with
32 virtual cores comprising two hyperthreaded 8-core Sandy Bridge Xeon processors
at 2.60GHz, including both precomputation and analysis. Unlike the WireGuard
case study above, it was not possible to perform automatic verification of our DNP3
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Figure 7.5: Protocol rules and loop invariants in the DNP3 model. Rules executed
by the user and outstation are prefixed by ‘U:’ and ‘O:’ respectively, and invariants
are shown with edges from the rules that set their value to the rules that use them.
For example, the U:A3_send_C_Aggressive rule uses the CDSK invariant from the
U:S3 rule, the challenge data invariant since the last U:A3_send_C_Reply rule, and
the identifiers set up in the Initial_Key_Distribution rule.
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model without our modifications to precomputation unless we introduced explicit
invariant constraints as persistent premises, as was done for the model referenced in
our paper [26], to avoid the need for a modified Tamarin to reproduce our results.

With invariant constraints in rule premises, the model can be automatically
verified in approximately two minutes, as this model implicitly assumes invariants that
must be proven in the original. Persistent facts are also handled more efficiently by
Tamarin and do not require the additional work to handle redundant goals described
in Section 6.2.3, indicating that there is room for further improvements to Tamarin’s
handling of action goals.
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Chapter 8

Conclusion

We have shown that soundly detecting the misuse of secrets is achievable, even without
complex systems. In the future, we foresee detection-related security properties being
a valuable tool for protocol designers to enhance the resilience of their protocols
against key compromise. We believe that this thesis provides the intuition necessary
to consider detection-related security properties, and that it strengthens our ability to
formally verify them.

In practical scenarios, our modifications to existing protocols show that it is possible
to provide sound detection with little overhead. Our results also imply that detection
of secret misuse can be added to many existing systems with minor protocol updates,
rather than requiring additional, independent infrastructure like a transparency overlay.
The case studies we analyzed—Keyless SSL and smartcard authentication—are only
two examples out of a great many domains in which authenticating agents have the
opportunity to verify the consistency or causality of key uses.

From a theoretical perspective, developing the foundations of—and intuition for—
detection is valuable both for future protocol design, and in reexamining existing
designs with new insights. The intuition we have developed revealed a missed oppor-
tunity in the most common designs of transparency overlays. Although easy to miss
during the engineering of a complex system, the potential for improvement is clear
when considering the design within a broader theory of detection.

Our work successfully improved Tamarin’s ability to analyze stateful protocols and
aided in the automated analysis of our protocol designs and modification to real-world
protocols. It also enabled us to perform the first formal analysis of the complex DNP3
Secure Authentication protocol, and WireGuard, an increasingly popular tunnelling
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protocol. Going forward, our improvements will facilitate formal verification of
protocols by allowing even more to be modelled and analyzed in Tamarin.

8.1 Future directions

Our work presents several possibilities for future study, both in the applications of
misuse detection without false positives and in further improving Tamarin’s ability to
analyze stateful protocols. Here, we present two directions that we consider particularly
compelling.

8.1.1 Auditable wiretapping

A number of nations have adopted policy which broadly legalizes the use of weaponized
signals intelligence techniques on their citizens where deemed appropriate. In some
cases, such as recent Swiss law, active malicious interference is subject to federal court
approval and restricted to a fixed timeline before additional court action is required
(see [54] for a recent overview of national laws).

In most cases, the process of lawful interception is entirely opaque to citizens.
Even when legislation requires fixed timelines for surveillance, it is usually not possible
to verify that these timelines have been followed; an investigation can make use of
parallel construction to conceal illegally gathered evidence. And indeed, a report by
Reuters in 2013 [82] found that the U.S. Drug Enforcement Agency directly advised
agents to perform parallel construction to conceal warrantless surveillance.

Misuse detection allows for the detection of adversarial activity once there is
no longer active interception of communication. Combined with a form of post-
compromise secrecy [24], detecting a divergence of session keys would allow agents to
determine that there was a loss of confidentiality. With adequate information, agents
could pinpoint the session in which their keys diverged.

This opens the possibility of designing systems in which wiretapping is auditable
a posteriori by the agents whose communications were intercepted. Such a system
would ensure that the eavesdropper must actively intercept all messages received and
sent by the agent. Surveillance would not be immediately detected, thus still allowing
for lawful interception, but once it ceases (or the case is brought to court) the parties
targeted could compare the appropriate state and verify that the surveillance was
performed legally.
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8.1.2 Further improvements to Tamarin

The analysis of stateful protocols in Tamarin is substantially easier than it was when
the tool was first developed, but there is still room for improvement. In our work
analyzing DNP3’s Secure Authentication, loop invariants were manually discovered
and transcribed to rule actions, with many of these actions repeated verbatim in nearly
every rule. Within the field of program verification there has been substantial work on
automatic inference of loop invariants, to address the tedius and complex process of
manually identifying invariants. Tamarin would greatly benefit by applying this work;
precomputation to automatically infer and annotate invariants would be a valuable
addition.

In addition, there are several common constructions in modern protocols which are
based around nested functions. For example, protocols aiming for post-compromise
security generally derive each new key from a combination of the previous key and
some new key material, yielding keys roughly of the form kdf(ki‖kdf(ki−1‖ . . . )).
In Tamarin currently, it is difficult to prove any properties inductively over such
constructions; there is no way to express a property which holds over arbitrary depths
of nesting. Concretely, although we can prove properties like

K(ki)⇒ K(ki−1)

for two consecutive keys ki−1 and ki, it would not be possible to apply this inductively
to prove that

K(ki)⇒ K(k0)

for some earlier initial key k0. Working with constructions like hash chains or nested
key derivation requires careful modelling to get around these constraints wherever
possible. Some initial progress has been made in this direction, with an approach to
handling iterated applications of a function to the same term in [83], but further work
is needed to allow properties over nested functions with many terms.
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Appendix A

Full symbolic models

The improvements described in Chapter 6 are not upstreamed into the main develop-
ment branch at the time of writing. A fork of Tamarin containing an implementation
of the improvements described in Chapter 6 can be found at [66].

For convenience, a digital copy of all files can be found at [65].
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A.1 WireGuard

A.1.1 Model with invariants in premises� �
1 /*
2 * Protocol : Wireguard protocol
3 * Modeler : Kevin Milner & Jason Donenfeld
4 * Date: 2017
5 * Source : Original
6 */
7
8 theory WireGuard
9 begin

10
11 builtins : hashing , diffie - hellman
12 /* Normally an aead would be arity 4, but in the handshake the nonce is always
13 * the fixed value 0 so for legibility we do not include it */
14 functions : aead /3, decrypt /2, verify /3, true /0
15 /* The plaintext can be recovered with the key */
16 equations : decrypt (aead(k, p, a), k) = p
17 /* The authentication can be checked with the key and AAD */
18 equations : verify (aead(k, p, a), a, k) = true
19
20 /* This restriction tells Tamarin that whenever an Eq( ) fact occurs ,
21 * the terms in it must be equal . This allows us to model rules that
22 * only trigger if e.g. the AEAD correctly verifies */
23 restriction Eq_testing : "All x y #i. Eq(x, y) @ i ==> x = y"
24
25 /* === Setup and key reveal rules === */
26
27 /* Keygen is separate from pairing to allow keys to be paired
28 * more than once (if they were generated fresh in the pairing
29 * this would not be possible */
30 rule AgentKeyGen :
31 [ Fr (~ ltk) ]
32 --[ DHKey (~ ltk)]->
33 [! F_AgentKey (~ ltk), Out(’g’^~ ltk )]
34
35 /* Semi - malicious or ignorant agents might share a PSK with multiple
36 * parties , so we overapproximate this by allowing the same PSK to be reused
37 * arbitrarily . If this finds an attack then it may not be a ’real ’
38 * attack , but if it doesn ’t then there is no problem with PSK reuse . */
39 rule PSKKeyGen :
40 [ Fr (~ psk) ]
41 --[ PSKey (~ psk)]->
42 [ ! F_AgentPSK (~ psk) ]
43
44 /* Key Reveals for our adversary model . These allow the adversary to reveal
45 * any of the keys below at any time , unless restricted in the lemma we wish
46 * to prove . */
47 rule PSK_reveal :
48 [ ! F_AgentPSK (k) ] --[ Reveal_PSK (k) ]-> [ Out(k) ]
49
50 rule AgentKey_reveal :
51 [ ! F_AgentKey (k) ] --[ Reveal_AK (’g’^k) ]-> [ Out(k) ]
52
53 rule EphKey_reveal :
54 [ ! EphKeytoReveal (k) ] --[ Reveal_EphK (’g’^k) ]-> [ Out(k) ]
55
56 /* Models an agent adding anothers public key out -of -band , we assume that
57 * all relationships set up this way are ’sane ’ and both of the keys involved
58 * were generated fresh . */
59 rule AddPublicKey :
60 let pkB = ’g’^~ ltkB in
61 [ ! F_AgentKey (~ ltkA)
62 , ! F_AgentKey (~ ltkB)
63 , ! F_AgentPSK (~ psk)
64 , Fr (~ id)
65 ]-->
66 [ /* For search efficiency , state is divided into
67 * an invariant portion and a variant portion . This
68 * allows tamarin to immediately bind the keys back
69 * to this initial pairing rule. The fresh ~id is used
70 * to identify this pairing . We cache the SiSr in the
71 * invariant to reduce Tamarin ’s variant precomputation time. */
72 State (~id ,’no_message_state ’)
73 , ! F_StateInvariants (~id ,~psk ,~ ltkA ,pkB ,pkB ^~ ltkA)
74 ]
75
76 /* === Message Rules === */
77
78 rule Handshake_Init :
79 let pkI = ’g’^~ ltkI
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80 pekI = ’g’^~ ekI
81 eisr = pkR ^~ ekI
82 /* Constructing the init message m1: */
83 cii = h(’noise ’)
84 hii = h(<cii , ’id ’, pkR , pekI >)
85 ci0 = h(<cii , pekI , ’1’ >)
86 ci1 = h(<ci0 , eisr , ’1’ >)
87 ki1 = h(<ci0 , eisr , ’2’ >)
88 astat = aead(ki1 , <pkI , ~ pkISurrogate >, hii)
89 hi0 = h(<hii , astat >)
90 ci2 = h(<ci1 , sisr , ’1’ >)
91 ki2 = h(<ci1 , sisr , ’2’ >)
92 ats = aead(ki2 , $ts , hi0)
93 hi1 = h(<hi0 , ats >)
94 /* NOTE: MACs used in the DDoS protection are not modeled , so we assume
95 * they are some arbitrary public values (i.e. known to the adversary ,
96 * like a fixed string ). */
97 m1 = <’1’, ~sidI , pekI , astat , ats , $mac1 , $mac2 > in
98 [ /* Init can be triggered at any time , even when currently performing
99 * another role or on another stage . This could happen e.g. because of

100 * a timeout . As such we bind the previous state as ’anything ’ and
101 * discard it. */
102 State (~id , anything )[ -]
103 , ! F_StateInvariants (~id ,~psk ,~ ltkI ,pkR ,sisr)
104 , Fr (~ sidI)
105 , Fr (~ ekI)
106 /* The pkISurrogate is used later to approximate identity hiding . */
107 , Fr (~ pkISurrogate )
108 ]-->
109 [ State (~id ,<’init ’ ,~sidI ,~ekI ,ci2 ,ki2 ,hi1 >)
110 , ! EphKeytoReveal (~ ekI)
111 , Out(m1)
112 ]
113
114 rule Handshake_Resp :
115 let pkR = ’g’^~ ltkR
116 pekR = ’g’^~ ekR
117 eisr = pekI ^~ ltkR
118 eier = pekI ^~ ekR
119 sier = pkI ^~ ekR
120 /* Reconstructing what should be in m1: */
121 cri = h(’noise ’)
122 hri = h(<cri , ’id ’, pkR , pekI >)
123 cr0 = h(<cri , pekI , ’1’ >)
124 cr1 = h(<cr0 , eisr , ’1’ >)
125 kr1 = h(<cr0 , eisr , ’2’ >)
126 astat = aead(kr1 , <pkI , pkISurrogate >, hri)
127 hr0 = h(<hri , astat >)
128 cr2 = h(<cr1 , sisr , ’1’ >)
129 kr2 = h(<cr1 , sisr , ’2’ >)
130 ats = aead(kr2 , $ts , hr0)
131 hr1 = h(<hr0 , ats >)
132 m1 = <’1’, sidI , pekI , astat , ats , $mac1 , $mac2 >
133 /* Constructing the response message m2: */
134 cr3 = h(<cr2 , pekR , ’1’ >)
135 hr2 = h(<hr1 , pekR >)
136 cr4 = h(<cr3 , eier , ’1’ >)
137 cr5 = h(<cr4 , sier , ’1’ >)
138 cr6 = h(<cr5 , ~psk , ’1’ >)
139 hrt = h(<cr5 , ~psk , ’2’ >)
140 kr6 = h(<cr5 , ~psk , ’3’ >)
141 hr3 = h(<hr2 , hrt >)
142 aempt = aead(kr6 , ’e’, hr3)
143 hr4 = h(<hr3 , aempt >)
144 m2 = <’2’, sidI , ~sidR , pekR , aempt , $mac1 , $mac2 > in
145 [ State (~id , anything )[ -]
146 , ! F_StateInvariants (~id ,~psk ,~ ltkR ,pkI ,sisr)
147 , Fr (~ ekR)
148 , Fr (~ sidR)
149 , In(m1)
150 ]--[
151 /* In the real protocol , this isn ’t actually cr6 , but is rather
152 * derived from it via some more hashing , but it doesn ’t make a
153 * difference here -- if the adversary knows cr6 ,
154 * it can compute the derived key. */
155 RKeys (<pkI , pkR , pekI , pekR , ~psk , cr6 >)
156 , Identity_Surrogate ( pkISurrogate )
157 ]->
158 [ State (~id ,<’transport_unconfirmed ’ ,~sidR ,pekI ,pekR ,cr6 >)
159 , ! EphKeytoReveal (~ ekR)
160 , Out(m2)
161 ]
162
163 rule Handshake_Complete :
164 let pkI = ’g’^~ ltkI
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165 pekI = ’g’^~ ekI
166 eier = pekR ^~ ekI
167 sier = pekR ^~ ltkI
168 /* Reconstruct what should be in m2: */
169 ci3 = h(<ci2 , pekR , ’1’ >)
170 hi2 = h(<hi1 , pekR >)
171 ci4 = h(<ci3 , eier , ’1’ >)
172 ci5 = h(<ci4 , sier , ’1’ >)
173 ci6 = h(<ci5 , ~psk , ’1’ >)
174 hit = h(<ci5 , ~psk , ’2’ >)
175 ki6 = h(<ci5 , ~psk , ’3’ >)
176 hi3 = h(<hi2 , hit >)
177 aempt = aead(ki6 , ’e’, hi3)
178 hi4 = h(<hi3 , aempt >)
179 m2 = <’2’, sidI , sidR , pekR , aempt , $mac1 , $mac2 >
180 /* We assume the first transport message is ’as weak as possible ’,
181 * that is , all values in it are public other than the key used to
182 * encrypt . */
183 mtr = <’4’, sidR , aead(ci6 , ’message ’, ’0’)> in
184 [ State (~id ,<’init ’,sidI ,~ekI ,ci2 ,ki2 ,hi1 >)[+]
185 , ! F_StateInvariants (~id ,~psk ,~ ltkI ,pkR ,sisr)
186 , In(m2)
187 ]--[
188 /* In the real protocol , this isn ’t actually ci6 , but is rather derived
189 * from it via some more hashing , but it doesn ’t make a difference here
190 * (as with cr6 above ). */
191 IKeys (<pkI , pkR , pekI , pekR , ~psk , ci6 >)
192 ]->
193 [ State (~id ,<’transport ’,sidI ,ci6 >)
194 , Out(mtr)
195 ]
196
197 /* === Key Confirmation ===
198 *
199 * For proving agreement properties after the first transport message
200 * This is not faithfully modelled , since we don ’t care about the contents
201 * of the transport message -- instead it ’s generically ’anything encrypted
202 * with the transport key I just set up ’. */
203
204 rule R_ConfirmedTransportMessage :
205 let mtr = <’4’, sid , data > in
206 [ State (~id ,<’transport_unconfirmed ’,sidR ,pekI ,pekR ,cr >)[+]
207 , ! F_StateInvariants (~id ,~psk ,~ ltkR ,pkI ,sisr)
208 , In(mtr)
209 ]--[
210 RConfirm (<pkI , ’g’^~ ltkR , pekI , pekR , ~psk , cr >)
211 // We manually verify this instead of the recomputation used for other
212 // terms above , since morally R might not know the contents of the message .
213 , Eq( verify (data , ’0’, cr), true)
214 ]->
215 [ State (~id ,<’transport ’,sidR ,cr >) ]
216
217 /* === Session Traces ===
218 *
219 * We show that at least the protocol works . */
220
221 lemma exists_session : exists - trace
222 "Ex pki pkr peki pekr psk ck #i #j.
223 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
224 & RConfirm (<pki , pkr , peki , pekr , psk , ck >) @ j & #i < #j"
225
226 /* There are only three numbers , 0, 1, and infinity . So 2 == infinity */
227 lemma exists_two_sessions : exists - trace
228 "Ex pki pkr sesskeys sesskeys2 #i #j #i2 #j2.
229 IKeys (<pki , pkr , sesskeys >) @ i
230 & RConfirm (<pki , pkr , sesskeys >) @ j & #i < #j
231 & IKeys (<pki , pkr , sesskeys2 >) @ i2
232 & RConfirm (<pki , pkr , sesskeys2 >) @ j2 & #i2 < #j2
233 & #i < #i2 & not( sesskeys = sesskeys2 )"
234
235
236 /* === Agreement Properties === */
237
238 lemma I_disagreement_implies_Sr_or_SiEi_compromise_and_PSK_compromise [ reuse ]:
239 "All pki pkr peki pekr psk ck #i.
240 /* If I believes they have completed a handshake with R */
241 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
242 /* but R doesn ’t have a matching session */
243 & not(Ex #j. #j < #i & RKeys (<pki , pkr , peki , pekr , psk , ck >) @ j)
244 ==> /* Then the PSK was compromised (or not in use) and */
245 (Ex #j. Reveal_PSK (psk) @ j & #j < #i) & (
246 /* either R’s static was compromised */
247 (Ex #j. Reveal_AK (pkr) @ j & #j < #i)
248 /* or both I’s static and ephemeral were already compromised */
249 | (Ex #j #j2. Reveal_AK (pki) @ j & #j < #i
250 & Reveal_EphK (peki) @ j2 & #j2 < #i)
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251 )"
252
253 lemma R_disagreement_implies_Si_or_SrEr_compromise_and_PSK_compromise [ reuse ]:
254 "All pki pkr peki pekr psk ck #i.
255 /* If R believes they have a confirmed session with I */
256 RConfirm (<pki , pkr , peki , pekr , psk , ck >) @ i
257 /* but I doesn ’t have a matching session */
258 & not(Ex #j. #j < #i & IKeys (<pki , pkr , peki , pekr , psk , ck >) @ j)
259 ==> /* Then the PSK was compromised (or not in use) and */
260 (Ex #j. Reveal_PSK (psk) @ j & #j < #i) & (
261 /* either I’s static was compromised */
262 (Ex #j. Reveal_AK (pki) @ j & #j < #i)
263 /* or both R’s static and ephemeral were already compromised */
264 | (Ex #j #j2. Reveal_AK (pkr) @ j & Reveal_EphK (pekr) @ j2
265 & #j2 < #i & #j < #i)
266 )"
267
268 lemma UKS_resistance :
269 "All pki1 pki2 pkr1 pkr2 peki1 peki2 pekr1 pekr2 psk1 psk2 ck #i #j.
270 IKeys (<pki1 , pkr1 , peki1 , pekr1 , psk1 , ck >) @ i
271 & RKeys (<pki2 , pkr2 , peki2 , pekr2 , psk2 , ck >) @ j
272 ==> pki1 = pki2 & pkr1 = pkr2 & peki1 = peki2 & pekr1 = pekr2 & psk1 = psk2"
273
274 lemma session_uniqueness :
275 /* For both I and R, a ’confirmed session key ’ will always be unique
276 * (even if all keys are compromised ). This follows from I and R generating
277 * random ephemeral values . Note that this could be violated if the
278 * RNG can be controlled instead of just revealed , which we do not model . */
279 "( All pki pkr peki pekr psk ck #i.
280 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
281 ==> not(Ex peki2 pekr2 #k.
282 IKeys (<pki , pkr , peki2 , pekr2 , psk , ck >) @ k & not (#k = #i)))
283 &( All pki pkr peki pekr psk ck #i.
284 RConfirm (<pki , pkr , peki , pekr , psk , ck >) @ i
285 ==> not(Ex peki2 pekr2 psk2 #k.
286 RConfirm (<pki , pkr , peki2 , pekr2 , psk2 , ck >) @ k & not (#k = #i)))"
287
288 /* === Secrecy Properties === */
289
290 lemma key_secrecy [ reuse ]:
291 "( All pki pkr peki pekr psk ck #i #i2.
292 /* If I and R agree on keys */
293 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
294 & RKeys (<pki , pkr , peki , pekr , psk , ck >) @ i2
295 ==> /* Either the adversary doesn ’t know the keys */
296 not(Ex #j. K(ck) @ j)
297 /* or the psk was compromised (or not in use) */
298 | (( Ex #j. Reveal_PSK (psk) @ j) & (
299 /* and pair of keys from the same agent was revealed (at any time) */
300 (Ex #j #j2. Reveal_AK (pki) @ j & Reveal_EphK (peki) @ j2)
301 | (Ex #j #j2. Reveal_AK (pkr) @ j & Reveal_EphK (pekr) @ j2 ))
302 ))"
303
304 lemma identity_hiding :
305 /* Since the public static is always symbolically known to the adversary ,
306 * we represent identity hiding by whether the adversary could learn some
307 * other value that is put in the first message at the
308 * same position as the public static . */
309 "All pki pkr peki pekr ck surrogate #i #j.
310 /* If R received a handshake init with a particular identity surrogate */
311 RKeys (<pki , pkr , peki , pekr , ck >) @ i & Identity_Surrogate ( surrogate ) @ i
312 /* And the adversary knows that surrogate for the identity */
313 & K( surrogate ) @ j
314 ==> /* Then adversary compromised at least one of
315 * R’s static , I’s static , or I’s ephemeral */
316 (Ex #j. Reveal_AK (pkr) @ j)
317 | (Ex #j. Reveal_AK (pki) @ j)
318 | (Ex #j. Reveal_EphK (peki) @ j)"
319
320 end� �

A.1.2 Model with sources lemmas� �
1 /*
2 * Protocol : Wireguard protocol
3 * Modeler : Kevin Milner & Jason Donenfeld
4 * Date: 2017
5 * Source : Original
6 */
7
8 theory WireGuard
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9 begin
10
11 builtins : hashing , diffie - hellman
12 /* Normally an aead would be arity 4, but in the handshake the nonce is always
13 * the fixed value 0 so for legibility we do not include it */
14 functions : aead /3, decrypt /2, verify /3, true /0
15 /* The plaintext can be recovered with the key */
16 equations : decrypt (aead(k, p, a), k) = p
17 /* The authentication can be checked with the key and AAD */
18 equations : verify (aead(k, p, a), a, k) = true
19
20 /* This restriction tells Tamarin that whenever an Eq( ) fact occurs ,
21 * the terms in it must be equal . This allows us to model rules that
22 * only trigger if e.g. the AEAD correctly verifies */
23 restriction Eq_testing : "All x y #i. Eq(x, y) @ i ==> x = y"
24
25 /* === Setup and key reveal rules === */
26
27 /* Keygen is separate from pairing to allow keys to be paired
28 * more than once (if they were generated fresh in the pairing
29 * this would not be possible */
30 rule AgentKeyGen :
31 [ Fr (~ ltk) ]
32 --[ DHKey (~ ltk)]->
33 [! F_AgentKey (~ ltk), Out(’g’^~ ltk )]
34
35 /* Semi - malicious or ignorant agents might share a PSK with multiple
36 * parties , so we overapproximate this by allowing the same PSK to be reused
37 * arbitrarily . If this finds an attack then it may not be a ’real ’
38 * attack , but if it doesn ’t then there is no problem with PSK reuse . */
39 rule PSKKeyGen :
40 [ Fr (~ psk) ]
41 --[ PSKey (~ psk)]->
42 [ ! F_AgentPSK (~ psk) ]
43
44 /* Key Reveals for our adversary model . These allow the adversary to reveal
45 * any of the keys below at any time , unless restricted in the lemma we wish
46 * to prove . */
47 rule PSK_reveal :
48 [ ! F_AgentPSK (k) ] --[ Reveal_PSK (k) ]-> [ Out(k) ]
49
50 rule AgentKey_reveal :
51 [ ! F_AgentKey (k) ] --[ Reveal_AK (’g’^k) ]-> [ Out(k) ]
52
53 rule EphKey_reveal :
54 [ ! EphKeytoReveal (k) ] --[ Reveal_EphK (’g’^k) ]-> [ Out(k) ]
55
56 /* Models an agent adding anothers public key out -of -band , we assume that
57 * all relationships set up this way are ’sane ’ and both of the keys involved
58 * were generated fresh . */
59 rule AddPublicKey :
60 let pkB = ’g’^~ ltkB
61 invar = <~psk ,~ ltkA ,pkB ,pkB ^~ ltkA >
62 in
63 [ ! F_AgentKey (~ ltkA)
64 , ! F_AgentKey (~ ltkB)
65 , ! F_AgentPSK (~ psk)
66 , Fr (~ id)
67 ]--[
68 InvariantSource (~id , invar )
69 ]->
70 [ /* For search efficiency , state is divided into
71 * an invariant portion and a variant portion . This
72 * allows tamarin to immediately bind the keys back
73 * to this initial pairing rule. The fresh ~id is used
74 * to identify this pairing . We cache the SiSr in the
75 * invariant to reduce Tamarin ’s variant precomputation time. */
76 State (~id ,invar ,’no_message_state ’)
77 ]
78
79 /* === Message Rules === */
80
81 rule Handshake_Init :
82 let invar = <~psk ,~ ltkI ,pkR ,sisr >
83 pkI = ’g’^~ ltkI
84 pekI = ’g’^~ ekI
85 eisr = pkR ^~ ekI
86 /* Constructing the init message m1: */
87 cii = h(’noise ’)
88 hii = h(<cii , ’id ’, pkR , pekI >)
89 ci0 = h(<cii , pekI , ’1’ >)
90 ci1 = h(<ci0 , eisr , ’1’ >)
91 ki1 = h(<ci0 , eisr , ’2’ >)
92 astat = aead(ki1 , <pkI , ~ pkISurrogate >, hii)
93 hi0 = h(<hii , astat >)
94 ci2 = h(<ci1 , sisr , ’1’ >)
95 ki2 = h(<ci1 , sisr , ’2’ >)
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96 ats = aead(ki2 , $ts , hi0)
97 hi1 = h(<hi0 , ats >)
98 /* NOTE: MACs used in the DDoS protection are not modeled , so we assume
99 * they are some arbitrary public values (i.e. known to the adversary ,

100 * like a fixed string ). */
101 m1 = <’1’, ~sidI , pekI , astat , ats , $mac1 , $mac2 > in
102 [ /* Init can be triggered at any time , even when currently performing
103 * another role or on another stage . This could happen e.g. because of
104 * a timeout . As such we bind the previous state as ’anything ’ and
105 * discard it. */
106 State (~id ,invar , anything )[ -]
107 , Fr (~ sidI)
108 , Fr (~ ekI)
109 /* The pkISurrogate is used later to approximate identity hiding . */
110 , Fr (~ pkISurrogate )
111 ]--[
112 Invariant (~id , invar )
113 ]->
114 [ State (~id ,invar ,<’init ’ ,~sidI ,~ekI ,ci2 ,ki2 ,hi1 >)
115 , ! EphKeytoReveal (~ ekI)
116 , Out(m1)
117 ]
118
119 rule Handshake_Resp :
120 let invar = <~psk ,~ ltkR ,pkI ,sisr >
121 pkR = ’g’^~ ltkR
122 pekR = ’g’^~ ekR
123 eisr = pekI ^~ ltkR
124 eier = pekI ^~ ekR
125 sier = pkI ^~ ekR
126 /* Reconstructing what should be in m1: */
127 cri = h(’noise ’)
128 hri = h(<cri , ’id ’, pkR , pekI >)
129 cr0 = h(<cri , pekI , ’1’ >)
130 cr1 = h(<cr0 , eisr , ’1’ >)
131 kr1 = h(<cr0 , eisr , ’2’ >)
132 astat = aead(kr1 , <pkI , pkISurrogate >, hri)
133 hr0 = h(<hri , astat >)
134 cr2 = h(<cr1 , sisr , ’1’ >)
135 kr2 = h(<cr1 , sisr , ’2’ >)
136 ats = aead(kr2 , $ts , hr0)
137 hr1 = h(<hr0 , ats >)
138 m1 = <’1’, sidI , pekI , astat , ats , $mac1 , $mac2 >
139 /* Constructing the response message m2: */
140 cr3 = h(<cr2 , pekR , ’1’ >)
141 hr2 = h(<hr1 , pekR >)
142 cr4 = h(<cr3 , eier , ’1’ >)
143 cr5 = h(<cr4 , sier , ’1’ >)
144 cr6 = h(<cr5 , ~psk , ’1’ >)
145 hrt = h(<cr5 , ~psk , ’2’ >)
146 kr6 = h(<cr5 , ~psk , ’3’ >)
147 hr3 = h(<hr2 , hrt >)
148 aempt = aead(kr6 , ’e’, hr3)
149 hr4 = h(<hr3 , aempt >)
150 m2 = <’2’, sidI , ~sidR , pekR , aempt , $mac1 , $mac2 > in
151 [ State (~id ,invar , anything )[ -]
152 , Fr (~ ekR)
153 , Fr (~ sidR)
154 , In(m1)
155 ]--[
156 /* In the real protocol , this isn ’t actually cr6 , but is rather
157 * derived from it via some more hashing , but it doesn ’t make a
158 * difference here -- if the adversary knows cr6 ,
159 * it can compute the derived key. */
160 RKeys (<pkI , pkR , pekI , pekR , ~psk , cr6 >)
161 , Identity_Surrogate ( pkISurrogate )
162 , Invariant (~id , invar )
163 ]->
164 [ State (~id ,invar ,<’transport_unconfirmed ’ ,~sidR ,pekI ,pekR ,cr6 >)
165 , ! EphKeytoReveal (~ ekR)
166 , Out(m2)
167 ]
168
169 rule Handshake_Complete :
170 let invar = <~psk ,~ ltkI ,pkR ,sisr >
171 pkI = ’g’^~ ltkI
172 pekI = ’g’^~ ekI
173 eier = pekR ^~ ekI
174 sier = pekR ^~ ltkI
175 /* Reconstruct what should be in m2: */
176 ci3 = h(<ci2 , pekR , ’1’ >)
177 hi2 = h(<hi1 , pekR >)
178 ci4 = h(<ci3 , eier , ’1’ >)
179 ci5 = h(<ci4 , sier , ’1’ >)
180 ci6 = h(<ci5 , ~psk , ’1’ >)
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181 hit = h(<ci5 , ~psk , ’2’ >)
182 ki6 = h(<ci5 , ~psk , ’3’ >)
183 hi3 = h(<hi2 , hit >)
184 aempt = aead(ki6 , ’e’, hi3)
185 hi4 = h(<hi3 , aempt >)
186 m2 = <’2’, sidI , sidR , pekR , aempt , $mac1 , $mac2 >
187 /* We assume the first transport message is ’as weak as possible ’,
188 * that is , all values in it are public other than the key used to
189 * encrypt . */
190 mtr = <’4’, sidR , aead(ci6 , ’message ’, ’0’)> in
191 [ State (~id ,invar ,<’init ’,sidI ,~ekI ,ci2 ,ki2 ,hi1 >)[+]
192 , In(m2)
193 ]--[
194 /* In the real protocol , this isn ’t actually ci6 , but is rather derived
195 * from it via some more hashing , but it doesn ’t make a difference here
196 * (as with cr6 above ). */
197 IKeys (<pkI , pkR , pekI , pekR , ~psk , ci6 >)
198 , Invariant (~id , invar )
199 ]->
200 [ State (~id ,invar ,<’transport ’,sidI ,ci6 >)
201 , Out(mtr)
202 ]
203
204 /* === Key Confirmation ===
205 *
206 * For proving agreement properties after the first transport message
207 * This is not faithfully modelled , since we don ’t care about the contents
208 * of the transport message -- instead it ’s generically ’anything encrypted
209 * with the transport key I just set up ’. */
210
211 rule R_ConfirmedTransportMessage :
212 let invar = <~psk ,~ ltkR ,pkI ,sisr >
213 mtr = <’4’, sid , data > in
214 [ State (~id ,invar ,<’transport_unconfirmed ’,sidR ,pekI ,pekR ,cr >)[+]
215 , In(mtr)
216 ]--[
217 RConfirm (<pkI , ’g’^~ ltkR , pekI , pekR , ~psk , cr >)
218 // We manually verify this instead of the recomputation used for other
219 // terms above , since morally R might not know the contents of the message .
220 , Eq( verify (data , ’0’, cr), true)
221 , Invariant (~id , invar )
222 ]->
223 [ State (~id ,invar ,<’transport ’,sidR ,cr >) ]
224
225
226 /* === Session Traces ===
227 *
228 * We show that at least the protocol works . */
229
230 lemma exists_session : exists - trace
231 "Ex pki pkr peki pekr psk ck #i #j.
232 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
233 & RConfirm (<pki , pkr , peki , pekr , psk , ck >) @ j & #i < #j"
234
235 /* There are only three numbers , 0, 1, and infinity . So 2 == infinity */
236 lemma exists_two_sessions : exists - trace
237 "Ex pki pkr sesskeys sesskeys2 #i #j #i2 #j2.
238 IKeys (<pki , pkr , sesskeys >) @ i
239 & RConfirm (<pki , pkr , sesskeys >) @ j & #i < #j
240 & IKeys (<pki , pkr , sesskeys2 >) @ i2
241 & RConfirm (<pki , pkr , sesskeys2 >) @ j2 & #i2 < #j2
242 & #i < #i2 & not( sesskeys = sesskeys2 )"
243
244 // === Invariant Source Lemma ===
245 lemma invariants [ sources ]:
246 "All id invar #i.
247 Invariant (id , invar ) @ i ==> Ex #j. #j < #i & InvariantSource (id , invar ) @ j"
248
249 /* === Agreement Properties === */
250 lemma I_disagreement_implies_Sr_or_SiEi_compromise_and_PSK_compromise [ reuse ]:
251 "All pki pkr peki pekr psk ck #i.
252 /* If I believes they have completed a handshake with R */
253 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
254 /* but R doesn ’t have a matching session */
255 & not(Ex #j. #j < #i & RKeys (<pki , pkr , peki , pekr , psk , ck >) @ j)
256 ==> /* Then the PSK was compromised (or not in use) and */
257 (Ex #j. Reveal_PSK (psk) @ j & #j < #i) & (
258 /* either R’s static was compromised */
259 (Ex #j. Reveal_AK (pkr) @ j & #j < #i)
260 /* or both I’s static and ephemeral were already compromised */
261 | (Ex #j #j2. Reveal_AK (pki) @ j & #j < #i
262 & Reveal_EphK (peki) @ j2 & #j2 < #i)
263 )"
264
265 lemma R_disagreement_implies_Si_or_SrEr_compromise_and_PSK_compromise [ reuse ]:
266 "All pki pkr peki pekr psk ck #i.
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267 /* If R believes they have a confirmed session with I */
268 RConfirm (<pki , pkr , peki , pekr , psk , ck >) @ i
269 /* but I doesn ’t have a matching session */
270 & not(Ex #j. #j < #i & IKeys (<pki , pkr , peki , pekr , psk , ck >) @ j)
271 ==> /* Then the PSK was compromised (or not in use) and */
272 (Ex #j. Reveal_PSK (psk) @ j & #j < #i) & (
273 /* either I’s static was compromised */
274 (Ex #j. Reveal_AK (pki) @ j & #j < #i)
275 /* or both R’s static and ephemeral were already compromised */
276 | (Ex #j #j2. Reveal_AK (pkr) @ j & Reveal_EphK (pekr) @ j2
277 & #j2 < #i & #j < #i)
278 )"
279
280 lemma UKS_resistance :
281 "All pki1 pki2 pkr1 pkr2 peki1 peki2 pekr1 pekr2 psk1 psk2 ck #i #j.
282 IKeys (<pki1 , pkr1 , peki1 , pekr1 , psk1 , ck >) @ i
283 & RKeys (<pki2 , pkr2 , peki2 , pekr2 , psk2 , ck >) @ j
284 ==> pki1 = pki2 & pkr1 = pkr2 & peki1 = peki2 & pekr1 = pekr2 & psk1 = psk2"
285
286 lemma session_uniqueness :
287 /* For both I and R, a ’confirmed session key ’ will always be unique
288 * (even if all keys are compromised ). This follows from I and R generating
289 * random ephemeral values . Note that this could be violated if the
290 * RNG can be controlled instead of just revealed , which we do not model . */
291 "( All pki pkr peki pekr psk ck #i.
292 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
293 ==> not(Ex peki2 pekr2 #k.
294 IKeys (<pki , pkr , peki2 , pekr2 , psk , ck >) @ k & not (#k = #i)))
295 &( All pki pkr peki pekr psk ck #i.
296 RConfirm (<pki , pkr , peki , pekr , psk , ck >) @ i
297 ==> not(Ex peki2 pekr2 psk2 #k.
298 RConfirm (<pki , pkr , peki2 , pekr2 , psk2 , ck >) @ k & not (#k = #i)))"
299
300 /* === Secrecy Properties === */
301
302 lemma key_secrecy [ reuse ]:
303 "( All pki pkr peki pekr psk ck #i #i2.
304 /* If I and R agree on keys */
305 IKeys (<pki , pkr , peki , pekr , psk , ck >) @ i
306 & RKeys (<pki , pkr , peki , pekr , psk , ck >) @ i2
307 ==> /* Either the adversary doesn ’t know the keys */
308 not(Ex #j. K(ck) @ j)
309 /* or the psk was compromised (or not in use) */
310 | (( Ex #j. Reveal_PSK (psk) @ j) & (
311 /* and pair of keys from the same agent was revealed (at any time) */
312 (Ex #j #j2. Reveal_AK (pki) @ j & Reveal_EphK (peki) @ j2)
313 | (Ex #j #j2. Reveal_AK (pkr) @ j & Reveal_EphK (pekr) @ j2 ))
314 ))"
315
316 lemma identity_hiding :
317 /* Since the public static is always symbolically known to the adversary ,
318 * we represent identity hiding by whether the adversary could learn some
319 * other value that is put in the first message at the
320 * same position as the public static . */
321 "All pki pkr peki pekr ck surrogate #i #j.
322 /* If R received a handshake init with a particular identity surrogate */
323 RKeys (<pki , pkr , peki , pekr , ck >) @ i & Identity_Surrogate ( surrogate ) @ i
324 /* And the adversary knows that surrogate for the identity */
325 & K( surrogate ) @ j
326 ==> /* Then adversary compromised at least one of
327 * R’s static , I’s static , or I’s ephemeral */
328 (Ex #j. Reveal_AK (pkr) @ j)
329 | (Ex #j. Reveal_AK (pki) @ j)
330 | (Ex #j. Reveal_EphK (peki) @ j)"
331
332 end� �

A.2 DNP3
� �

1
2
3 theory DNP3
4 begin
5 /* ********************************************************
6 * ===============================
7 * DNP3 Secure Authentication v5
8 * ===============================
9 *

10 * Author : Martin Dehnel -Wild and Kevin Milner
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11 * Date: Apr 2017
12 * Status : Complete
13 *
14 ******************************************************** */
15
16 builtins : hashing , symmetric - encryption
17
18 functions : hmac /2
19
20 // restriction Eq_testing : "All x y #i. Eq( x, y ) @ i ==> x = y"
21
22 restriction InEq_testing : "All x y #i. InEq( x, y ) @ i ==> not( x = y )"
23 restriction Unique_Pairings_id :
24 "All x #i #j. Unique ( x ) @ i & Unique ( x ) @ j ==> #i = #j"
25 // This enforces that x and y are of distinct ’types ’: specifically in this case ,
26 // no outstation ID will end up being used as a user ID and vice versa
27 restriction USR_and_OutstationID_distinct : "All x y #i. Distinct ( x, y ) @ i
28 ==> not( Ex #j z. Distinct ( y, z ) @ j ) & not( Ex #j z. Distinct ( z, x ) @ j )"
29
30 /* ********************************************************
31 * Adversary Rules
32 ******************************************************** */
33
34 rule Update_key_reveal :
35 [ ! UpdateKeyToReveal ( ~linkid , k ) ]
36 --[ UpdateKeyReveal ( k ), AdversaryRule ( ’Update_key_reveal ’ ) ]->
37 [ Out( k ) ]
38
39 rule cdsk_reveal :
40 [ ! CDSKToReveal ( k1 ) ]
41 --[ CDSKReveal ( k1), AdversaryRule ( ’Update_key_reveal ’ ) ]->
42 [ Out( k1 ) ]
43
44 rule mdsk_reveal :
45 [ ! MDSKToReveal ( k1 ) ]
46 --[ MDSKReveal ( k1 ), AdversaryRule ( ’Update_key_reveal ’ ) ]->
47 [ Out( k1 ) ]
48
49 rule authority_key_reveal :
50 [ ! F_AuthorityKey (k1 ) ]
51 --[ AuthorityKeyReveal ( k1 ), AdversaryRule ( ’Update_key_reveal ’ ) ]->
52 [ Out( k1 ) ]
53
54 /* ********************************************************
55 * Auxiliary Rules
56 ******************************************************** */
57
58 // The Authority ’s single point of key generation .
59 rule Authority_Key :
60 [ Fr( ~AK ) ]
61 --[ ]->
62 [ ! F_AuthorityKey (~ AK ) ]
63
64
65 // L_Counter () rule. We say that 1+1 = h(1) (e.g. successor function ).
66 rule CountUp :
67 [ L_Counter (~id ,val )
68 ]
69 --[ NewCounterValue ( ~id , h( val ) ) ]->
70 [ L_Counter (~id ,h( val ) )
71 , L_CounterValue (~id ,h( val ) )
72 , Out( h( val ) ) // Just so we can be sure counters are public
73 ]
74
75
76 /* ********************************************************
77 * Initial Setup
78 ******************************************************** */
79
80 rule Initial_key_pre_distribution :
81 let invars = <~AK ,$USR , $OUTSTATION ,~ linkid >
82 skinvars = <~skid ,’NOT_INIT ’, ’undefined ’, ’undefined ’>
83 ukinvars = <~ukid , ~UK >
84 chal = <~cid , ~skid , ’none ’>
85 in
86 [ ! F_AuthorityKey (~ AK ) // Receive Authority Key securely .
87 , Fr( ~UK ) // Generate first Update Key , between USR and Outstation
88 , Fr( ~uid ), Fr( ~oid ) // State invariant identifiers
89 , Fr (~ cid) // Identifier for the challenge invariants
90 , Fr( ~ linkid ) // The unique link identifier between user and outstation
91 , Fr (~ skid), Fr (~ ukid) // Identifier for session key and update key invariant
92 ]
93 --[ // The association of user number to outstation is unique *per authority key *.
94 Unique ( < ~AK , $USR , $OUTSTATION > )
95 , Unique ( < ~AK , $OUTSTATION , $USR > )
96 , Distinct ( $USR , $OUTSTATION )
97
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98 , NewCounterValue ( ~uid , ’0’ ), NewCounterValue ( ~oid , ’0’ )
99 , NewUpdateKey ( ~linkid , ~UK )

100
101 , U_InvariantSource (~uid , invars )
102 , O_InvariantSource (~oid , invars )
103 , InvariantSource1 (<~uid ,’uk ’>,ukinvars ), InvariantSource2 (<~uid ,’uk ’>,ukinvars )
104 , InvariantSource1 (<~oid ,’uk ’>,ukinvars ), InvariantSource2 (<~oid ,’uk ’>,ukinvars )
105 , InvariantSource1 (<~uid ,’sk ’>,skinvars ), InvariantSource2 (<~uid ,’sk ’>,skinvars )
106 , InvariantSource1 (<~oid ,’sk ’>,skinvars ), InvariantSource2 (<~oid ,’sk ’>,skinvars )
107 , InvariantSource1 (<~uid ,’c’>,chal), InvariantSource2 (<~uid ,’c’>,chal)
108 , InvariantSource1 (<~oid ,’c’>,chal), InvariantSource2 (<~oid ,’c’>,chal)
109 , InvariantSource1 (<~uid ,’m’>,chal), InvariantSource2 (<~uid ,’m’>,chal)
110 , InvariantSource1 (<~oid ,’m’>,chal), InvariantSource2 (<~oid ,’m’>,chal)
111 ]->
112 [ UserState ( ~uid , invars , ukinvars , skinvars ,
113 <’0’, chal >, <’0’, chal >, ’Init ’ )
114 , OutstationState ( ~oid , invars , ’0’, ukinvars , skinvars ,
115 <’0’, chal >, <’0’, chal >, ’SecurityIdle ’ )
116
117 // This is the last key status message , which the outstation is expected
118 // to accept key changes on , even if things have happened since it was sent
119 , OutSentKeyStatus ( ~oid , invars , skinvars , ’none ’ )
120
121 // These are the counter facts , which will go into a special ’count up ’ rule
122 // so we can easily prove monotonicity (and uniqueness ) of counter values
123 , L_Counter (~uid ,’0’ ), L_Counter (~oid ,’0’ )
124
125 , ! F_UpdateKey (~ linkid ,~ UK ) // For e.g. adversary key - reveal events
126 ]
127
128 /* *******************************************************************************
129 * Session Key Update Protocol
130 ******************************************************************************* */
131
132 /* ********************************************************
133 * Send ‘Session Key Status Request ’ ( g120v4 )
134 * Sent by User
135 ******************************************************** */
136
137 rule S1_SKSR_session_key_status_request :
138 let invars = <~AK ,$USR , $OUTSTATION ,~ linkid >
139 in
140 [ UserState ( ~id , invars , ukinvars , skinvars ,
141 <cCSQ , cChal > , <mCSQ , mChal >, anystate )[ -]
142 ]
143 --[ U_Invariant (~id , invars )
144 , L_Invariant (<~id , ’sk ’>, skinvars )
145 , L_Invariant (<~id , ’uk ’>, ukinvars )
146 , L_Invariant (<~id , ’c’>, cChal )
147 , L_Invariant (<~id , ’m’>, mChal )
148 ]->
149 [ UserState ( ~id , invars , ukinvars , skinvars ,
150 <cCSQ , cChal > , <mCSQ , mChal >, ’SessionKeyChange ’ )
151 , Out( $USR )
152 ]
153
154 /* ********************************************************
155 * Send ‘Session Key Status ’ Message ( g120v5 )
156 * Sent by Outstation
157 ******************************************************** */
158
159 rule S2_SKS_session_key_status :
160 let invars = <~AK ,$USR ,$OSID ,~ linkid >
161 skinvars = <~skid , $keystatus , CDSK , MDSK >
162 SKSM_j = < h( KSQ ), $USR , $keystatus , ~CD_j >
163 in
164 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
165 <cCSQ , cChal > , <mCSQ , mChal >, ’SecurityIdle ’ )[ -]
166 , OutSentKeyStatus ( ~id , invars , skinvars , lastkeystatus )[ -]
167 , Fr( ~CD_j )
168 , In( $USR )
169 ]
170 --[ O_Invariant (~id , invars )
171 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
172 , L_Invariant (<~id , ’uk ’>, ukinvars )
173 , L_Invariant (<~id , ’c’>, cChal )
174 , L_Invariant (<~id , ’m’>, mChal )
175 ]->
176 [ OutstationState ( ~id , invars , h( KSQ ), ukinvars , skinvars ,
177 <cCSQ , cChal > , <mCSQ , mChal >, ’SecurityIdle ’ )
178 , OutSentKeyStatus ( ~id ,invars , skinvars , SKSM_j )
179 , Out( SKSM_j )
180 ]
181
182 /* ********************************************************
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183 * Send ‘Session Key Change ’ Message ( g120v6 )
184 * Sent by User
185 ********************************************************* */
186
187 rule S3_SKC_session_key_change :
188 let invars = <~AK ,$USR ,$OSID ,~ linkid >
189 ukinvars = <~ukid ,UK >
190 newskinvars = <~skid ,’OK ’, ~CDSK , ~MDSK >
191 SKSM_j = < KSQ , $USR , $keystatus , CD_j >
192 SKCM_j = < KSQ , $USR ,
193 senc( < ~CDSK , ~MDSK , SKSM_j >, UK) > in
194 [ UserState ( ~id , invars , ukinvars , skinvars ,
195 <cCSQ , cChal > , <mCSQ , mChal >, ’SessionKeyChange ’ )[+]
196 , Fr( ~CDSK ), Fr( ~MDSK ) // The new session keys
197 , Fr( ~skid )
198 , In( SKSM_j )
199 ]
200 --[ NewSKs ( ~linkid , UK , ~CDSK , ~MDSK )
201 , Sourced_UpdateKey ( ~linkid , UK )
202 , UpdateKeyUsedForSKs ( ~linkid , UK , ~CDSK , ~MDSK )
203
204 , U_Invariant (~id , invars )
205 , InvariantSource1 (<~id ,’sk ’>,newskinvars )
206 , InvariantSource2 (<~id ,’sk ’>,newskinvars )
207 , Invariant (<~id ,’uk ’>,ukinvars ), L_Invariant (<~id ,’uk ’>,ukinvars )
208 , L_Invariant (<~id , ’c’>, cChal )
209 , L_Invariant (<~id , ’m’>, mChal )
210 ]->
211 [ UserState ( ~id , invars , ukinvars , newskinvars , <cCSQ , cChal > , <mCSQ , mChal >,
212 < ’WaitForKeyChangeConfirmation ’, SKCM_j , ~CDSK , ~MDSK > )
213 , ! CDSKToReveal ( ~CDSK )
214 , ! MDSKToReveal ( ~MDSK )
215 , Out( SKCM_j )
216 ]
217
218 /* ********************************************************
219 * Send another ‘Session Key Status ’ Message ’ ( g120v5 )
220 * Sent by Outstation
221 ******************************************************** */
222
223 rule S4_SKS_session_key_status :
224 let invars = <~AK ,$USR ,$OSID ,~ linkid >
225 ukinvars = <~ukid ,UK >
226 newskinvars = <~skid ,’OK ’, CDSK , MDSK >
227 newChal = <~cid , ~skid , ’none ’>
228 SKSM_j = < KSQ , $USR , $keystatus , CD_j >
229 SKCM_j = < KSQ , $USR , senc( < CDSK , MDSK , SKSM_j >, UK ) >
230 SKSM_j_plus_1 = < h( KSQ ), $USR , ’OK ’, ~ CD_j_plus_1 ,
231 hmac( SKCM_j , MDSK ) >
232 in
233 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
234 < cCSQ , cChal >, < mCSQ , cChal >, ’SecurityIdle ’ )[ -]
235 , L_CounterValue (~id ,h( cCSQ ) )
236 , OutSentKeyStatus ( ~id , invars , skinvars , SKSM_j )[ -]
237 , Fr( ~ CD_j_plus_1 )
238 , Fr (~ cid)
239 , Fr (~ skid)
240 , In( SKCM_j )
241 ]
242 --[ CSQ( ~id , h( cCSQ ) )
243 , Sourced_UpdateKey ( ~linkid , UK )
244 , Sourced_SKs ( ~linkid , UK , CDSK , MDSK )
245 , UpdateKeyUsedForSKs ( ~linkid , UK , CDSK , MDSK )
246
247 , O_Invariant (~id , invars )
248 , InvariantSource1 (<~id ,’sk ’>,newskinvars )
249 , InvariantSource2 (<~id ,’sk ’>,newskinvars )
250 , Invariant (<~id ,’uk ’>,ukinvars ), L_Invariant (<~id ,’uk ’>,ukinvars )
251 , InvariantSource1 (<~id ,’c’>,newChal ), InvariantSource2 (<~id ,’c’>,newChal )
252 , InvariantSource1 (<~id ,’m’>,newChal ), InvariantSource2 (<~id ,’m’>,newChal )
253 ]->
254 [ // Drop last challenge on key update
255 OutstationState ( ~id , invars , h( KSQ ), ukinvars , newskinvars ,
256 <h(cCSQ), newChal > , <h(mCSQ), newChal >, ’SecurityIdle ’ )
257 , OutSentKeyStatus ( ~id , invars , newskinvars , SKSM_j_plus_1 )
258 , Out( SKSM_j_plus_1 )
259 ]
260
261 /* ********************************************************
262 * User receive SKS confirmation message from Outstation
263 ******************************************************** */
264
265 rule S5_receive_SKS_confirmation :
266 let invars = <~AK ,$USR ,$OSID ,~ linkid >
267 ukinvars = <~ukid ,UK >
268 skinvars = <~skid ,’OK ’, CDSK , MDSK >
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269 newChal = <~cid , ~skid , ’none ’>
270 SKSM_j_plus_1 = < KSQ , $USR , ’OK ’, CD_j_plus_1 ,
271 hmac( SKCM_j , MDSK ) >
272 in
273 [ UserState ( ~id , invars , ukinvars , skinvars , < cCSQ , cChal >, < mCSQ , cChal >,
274 < ’WaitForKeyChangeConfirmation ’, SKCM_j , CDSK , MDSK > )[+]
275 , L_CounterValue (~id ,h( mCSQ ) )
276 , Fr( ~cid )
277 , In( SKSM_j_plus_1 )
278 ]
279 --[ CSQ( ~id , h( mCSQ ) )
280
281 , U_Invariant (~id , invars )
282 , L_Invariant (<~id , ’sk ’>, skinvars )
283 , L_Invariant (<~id , ’uk ’>, ukinvars )
284 , InvariantSource1 (<~id ,’c’>,newChal ), InvariantSource2 (<~id ,’c’>,newChal )
285 , InvariantSource1 (<~id ,’m’>,newChal ), InvariantSource2 (<~id ,’m’>,newChal )
286 ]->
287 [
288 UserState ( ~id , invars , ukinvars , skinvars ,
289 <h(cCSQ), newChal > , <h(mCSQ), newChal >, ’SecurityIdle ’ )
290 ]
291 /* *******************************************************************************
292 * Critical ASDU functionality
293 ******************************************************************************* */
294
295 rule A2_C_AC_Authentication_Challenge : // g120v1
296 let invars = <AK ,$USR ,$OSID ,~ linkid >
297 AC = < h( cCSQ ), $USR , ~CD >
298 in
299 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
300 <cCSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’)[ -]
301 , L_CounterValue (~id ,h( cCSQ ) )
302 , Fr( ~CD )
303 ]
304 --[ CSQ( ~id , h( cCSQ ) )
305
306 , O_Invariant (~id , invars )
307 , L_Invariant (<~id ,’sk ’>, skinvars )
308 , L_Invariant (<~id ,’uk ’>, ukinvars )
309 , L_Invariant (<~id ,’c’>, cChal )
310 , L_Invariant (<~id ,’m’>, mChal )
311 ]->
312 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
313 <cCSQ , cChal >, <mCSQ , mChal >,
314 < ’WaitForReply ’, < h( cCSQ ), AC > > )
315 , Out( AC )
316 ]
317
318 rule A3_C_AR_Authentication_Reply : // g120v2
319 let invars = <AK ,$USR ,$OSID ,~ linkid >
320 skinvars = <~skid , ’OK ’, CDSK , MDSK >
321 AC = < CSQ , $USR , CD >
322 AR = < CSQ , $USR , hmac( < CSQ , AC , $ASDU >, CDSK ) >
323 newcChal = <~ccid , ~skid , AC >
324 in
325 [ UserState ( ~id , invars , ukinvars , skinvars ,
326 <cCSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )[ -]
327 , Fr (~ ccid)
328 , In( AC )
329 ]
330 --[ SentASDU ( ~linkid , AR , ’normal ’, ’control ’ )
331 , UsingSessKeys ( CDSK , MDSK )
332 , AuthReply ( AC , $ASDU , CDSK )
333
334 , U_Invariant (~id , invars )
335 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
336 , L_Invariant (<~id ,’uk ’>, ukinvars )
337 , InvariantSource1 (<~id ,’c’>,newcChal ), InvariantSource2 (<~id ,’c’>,newcChal )
338 , L_Invariant (<~id ,’m’>, mChal )
339 ]->
340 [
341 UserState ( ~id , invars , ukinvars , skinvars ,
342 < CSQ , newcChal >, <mCSQ , mChal >, ’SecurityIdle ’ )
343 , Out( AR )
344 ]
345
346 rule A3_C_AR_Authentication_Aggressive :
347 let invars = <AK ,$USR ,$OSID ,~ linkid >
348 skinvars = <~skid , ’OK ’, CDSK , MDSK >
349 cChal = <~ccid , ~skid , AC >
350 AR = < h( cCSQ ), $USR , hmac( < ’amode ’, h( cCSQ ), AC , $ASDU >, CDSK ) >
351 in
352 [ UserState ( ~id , invars , ukinvars , skinvars ,
353 <cCSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )[ -]
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354 ]
355 --[ SentASDU ( ~linkid , AR , ’aggressive ’, ’control ’ )
356 , UsingSessKeys ( CDSK , MDSK )
357 , AuthReply ( cChal , $ASDU , CDSK )
358
359 , U_Invariant (~id , invars )
360 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
361 , L_Invariant (<~id ,’uk ’>, ukinvars )
362 , Invariant (<~id ,’c’>,cChal ), L_Invariant (<~id ,’c’>,cChal )
363 , L_Invariant (<~id ,’m’>, mChal )
364 ]->
365 [ UserState ( ~id , invars , ukinvars , skinvars ,
366 < h( cCSQ ), cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )
367 , Out( AR )
368 ]
369
370
371 // Outstation receives MAC ’d value of the ASDU (non - agressive mode)
372 rule A4_receive_C_AC_of_ASDU :
373 let invars = <AK , $USR , $OSID , ~linkid >
374 skinvars = <~skid , ’OK ’, CDSK , MDSK >
375 AC = < CSQ , $USR , CD >
376 AR = < CSQ , $USR , hmac( < CSQ , AC , $ASDU >, CDSK ) >
377 newcChal = <~newccid , ~skid , AC >
378 in
379 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
380 <cCSQ , cChal >, <mCSQ , mChal >,
381 < ’WaitForReply ’, < CSQ , AC > > )[+]
382 , Fr (~ newccid )
383 , In( AR )
384 ]
385 --[ AuthASDU ( ~linkid , AR , ’normal ’, ’control ’ )
386 , UsingSessKeys ( CDSK , MDSK )
387
388 , O_Invariant (~id , invars )
389 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
390 , L_Invariant (<~id ,’uk ’>, ukinvars )
391 , InvariantSource1 (<~id ,’c’>,newcChal ), InvariantSource2 (<~id ,’c’>,newcChal )
392 , L_Invariant (<~id ,’m’>, mChal )
393 ]->
394 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
395 < CSQ , newcChal >, <mCSQ , mChal >, ’SecurityIdle ’ )
396 ]
397
398 // Aggressive mode , can receive in either WaitForReply or SecurityIdle ,
399 // where waitforreply drops the previous message .
400 // In security idle , we need to get the next counter value to check the received CSQ
401 rule A4_idle_receive_C_AC_aggressive :
402 let invars = <AK , $USR , $OSID , ~linkid >
403 skinvars = <~skid , ’OK ’, CDSK , MDSK >
404 cChal = <~ccid , ~skid , AC >
405 AR = < h( CSQ ), $USR , hmac( < ’amode ’, h( CSQ ), AC , $ASDU >, CDSK ) >
406 in
407 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
408 < CSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )[ -]
409 , L_CounterValue (~id ,h( CSQ ) )
410 , In( AR )
411 ]
412 --[ AuthASDU ( ~linkid , AR , ’aggressive ’, ’control ’ )
413 , UsingSessKeys ( CDSK , MDSK )
414 , CSQ( ~id , h( CSQ ) )
415 , InEq( AC , ’none ’ )
416
417 , O_Invariant (~id , invars )
418 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
419 , L_Invariant (<~id ,’uk ’>, ukinvars )
420 , Invariant (<~id ,’c’>,cChal ), L_Invariant (<~id ,’c’>,cChal )
421 , L_Invariant (<~id ,’m’>, mChal )
422 ]->
423 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
424 < h( CSQ ), cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )
425 ]
426
427 rule A4_waiting_receive_C_AC_aggressive :
428 let invars = <AK , $USR , $OSID , ~linkid >
429 skinvars = <~skid , ’OK ’, CDSK , MDSK >
430 cChal = <~ccid , ~skid , AC >
431 AC = < h( CSQ ), $USR , CD >
432 AR = < h( CSQ ), $USR , hmac( < ’amode ’, h( CSQ ), AC , $ASDU >, CDSK ) >
433 in
434 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
435 < CSQ , cChal >, <mCSQ , mChal >,
436 < ’WaitForReply ’, <chalCSQ , chalAC > > )[+]
437 , In( AR )
438 ]
439 --[ AuthASDU ( ~linkid , AR , ’aggressive ’, ’control ’ )
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440 , UsingSessKeys ( CDSK , MDSK )
441 , InEq( AC , ’none ’ )
442
443 , O_Invariant (~id , invars )
444 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
445 , L_Invariant (<~id ,’uk ’>, ukinvars )
446 , Invariant (<~id ,’c’>,cChal ), L_Invariant (<~id ,’c’>,cChal )
447 , L_Invariant (<~id ,’m’>, mChal )
448 ]->
449 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
450 < h( CSQ ), cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )
451 ]
452
453 // When timing or erroring out , we still replace the last
454 // sent challenge with the more recent one.
455 rule A_OutstationWaitForReply_TimeoutorError :
456 let skinvars = <~skid , ’OK ’, CDSK , MDSK >
457 newcChal = <~newccid , ~skid , AC >
458 in
459 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
460 < CSQ , cChal >, <mCSQ , mChal >,
461 < ’WaitForReply ’, <chalCSQ , AC > > )[+]
462 , Fr (~ newccid )
463 ]
464 --[ O_Invariant (~id , invars )
465 , L_Invariant (<~id ,’sk ’>, skinvars )
466 , L_Invariant (<~id ,’uk ’>, ukinvars )
467 , InvariantSource1 (<~id ,’c’>,newcChal ), InvariantSource2 (<~id ,’c’>,newcChal )
468 , L_Invariant (<~id ,’m’>, mChal )
469 ]->
470 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
471 <chalCSQ ,newcChal >, <mCSQ , mChal >, ’SecurityIdle ’ )
472 ]
473
474 /* ************************************************
475 * Critical ASDU Protocol , Monitoring direction
476 ************************************************ */
477
478 rule A2_M_AC_Authentication_Challenge : // g120v1
479 let invars = <AK , $USR , $OSID , ~linkid >
480 AC = < h( mCSQ ), $USR , ~CD >
481 in
482 [ UserState ( ~id , invars , ukinvars , skinvars ,
483 <cCSQ , cChal >, < mCSQ , mChal >, ’SecurityIdle ’ )[ -]
484 , L_CounterValue (~id ,h( mCSQ ) )
485 , Fr( ~CD )
486 , Fr (~ mcid)
487 ]
488 --[ CSQ( ~id , h( mCSQ ) )
489
490 , U_Invariant (~id , invars )
491 , L_Invariant (<~id ,’sk ’>, skinvars )
492 , L_Invariant (<~id ,’uk ’>, ukinvars )
493 , L_Invariant (<~id ,’c’>, cChal )
494 , L_Invariant (<~id ,’m’>, mChal )
495 ]->
496 [ UserState ( ~id , invars , ukinvars , skinvars ,
497 <cCSQ , cChal >, < mCSQ , mChal >,
498 < ’WaitForReply ’, < h( mCSQ ), AC > > )
499 , Out( AC )
500 ]
501
502
503 rule A3_M_AR_Authentication_Reply :
504 let invars = <AK , $USR , $OSID , ~linkid >
505 skinvars = <~skid , ’OK ’, CDSK , MDSK >
506 AC = < CSQ , $USR , CD >
507 AR = < CSQ , $USR , hmac(< CSQ , AC , $ASDU >, MDSK ) >
508 newmChal = <~mcid , ~skid , AC >
509 in
510 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
511 <cCSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’)[ -]
512 , Fr( ~mcid )
513 , In( AC )
514 ]
515 --[ SentASDU ( ~linkid , AR , ’normal ’, ’monitor ’)
516 , UsingSessKeys ( CDSK , MDSK )
517 , AuthReply ( AC , $ASDU , MDSK )
518
519 , O_Invariant (~id , invars )
520 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
521 , L_Invariant (<~id ,’uk ’>, ukinvars )
522 , L_Invariant (<~id ,’c’>, cChal )
523 , InvariantSource1 (<~id ,’m’>,newmChal )
524 , InvariantSource2 (<~id ,’m’>,newmChal )
525 ]->

171



526 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
527 <cCSQ , cChal >, < CSQ , newmChal >, ’SecurityIdle ’ )
528 , Out( AR )
529 ]
530
531 rule A3_M_AR_Authentication_Aggressive :
532 let invars = <AK , $USR , $OSID , ~linkid >
533 skinvars = <~skid , ’OK ’, CDSK , MDSK >
534 mChal = <~mcid , ~skid , AC >
535 AR = < h( mCSQ ), $USR , hmac( < ’amode ’, h( mCSQ ), AC , $ASDU >, MDSK ) >
536 in
537 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
538 <cCSQ , cChal >, < mCSQ , mChal >, ’SecurityIdle ’ )[ -]
539 ]
540 --[ SentASDU ( ~linkid , AR , ’aggressive ’, ’monitor ’ )
541 , UsingSessKeys ( CDSK , MDSK )
542 , AuthReply ( mChal , $ASDU , MDSK )
543
544 , O_Invariant (~id , invars )
545 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
546 , L_Invariant (<~id ,’uk ’>, ukinvars )
547 , L_Invariant (<~id ,’c’>, cChal )
548 , Invariant (<~id ,’m’>,mChal ), L_Invariant (<~id ,’m’>,mChal )
549 ]->
550 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
551 <cCSQ , cChal >, < h( mCSQ ), mChal >, ’SecurityIdle ’ )
552 , Out( AR )
553 ]
554
555
556 rule A4_receive_M_AC_of_ASDU :
557 let invars = <AK , $USR , $OSID , ~linkid >
558 skinvars = <~skid ,’OK ’, CDSK , MDSK >
559 AC = < CSQ , $USR , CD >
560 AR = < CSQ , $USR , hmac( < CSQ , AC , $ASDU >, MDSK ) >
561 newmChal = <~newmcid , ~skid , AC >
562 in
563 [ UserState ( ~id , invars , ukinvars , skinvars ,
564 <cCSQ , cChal >, < mCSQ , mChal >,
565 < ’WaitForReply ’, < CSQ , AC > > )[+]
566 , Fr (~ newmcid )
567 , In( AR )
568 ]
569 --[ AuthASDU ( ~linkid , AR , ’normal ’, ’monitor ’ )
570 , UsingSessKeys ( CDSK , MDSK )
571
572 , U_Invariant (~id , invars )
573 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
574 , L_Invariant (<~id ,’uk ’>, ukinvars )
575 , L_Invariant (<~id ,’c’>, cChal )
576 , InvariantSource1 (<~id ,’m’>,newmChal )
577 , InvariantSource2 (<~id ,’m’>,newmChal )
578 ]->
579 [ UserState ( ~id , invars , ukinvars , skinvars ,
580 <cCSQ , cChal >, < CSQ , newmChal >, ’SecurityIdle ’ )
581 ]
582
583 rule A4_idle_receive_M_AC_aggressive :
584 let invars = <AK , $USR , $OSID , ~linkid >
585 skinvars = <~skid , ’OK ’, CDSK , MDSK >
586 mChal = <~mcid , ~skid , AC >
587 AR = < h( mCSQ ), $USR , hmac( < ’amode ’, h( mCSQ ), AC , $ASDU >, MDSK ) >
588 in
589 [ UserState ( ~id , invars , ukinvars , skinvars ,
590 <cCSQ , cChal >, < mCSQ , mChal >, ’SecurityIdle ’ )[ -]
591 , L_CounterValue (~id ,h( mCSQ ) )
592 , In( AR )
593 ]
594 --[ AuthASDU ( ~linkid , AR , ’aggressive ’, ’monitor ’ )
595 , UsingSessKeys ( CDSK , MDSK )
596 , CSQ( ~id , h( mCSQ ) )
597 , InEq( AC , ’none ’ )
598
599 , U_Invariant (~id , invars )
600 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
601 , L_Invariant (<~id ,’uk ’>, ukinvars )
602 , L_Invariant (<~id ,’c’>, cChal )
603 , Invariant (<~id ,’m’>,mChal ), L_Invariant (<~id ,’m’>,mChal )
604 ]->
605 [ UserState ( ~id , invars , ukinvars , skinvars ,
606 <cCSQ , cChal >, < h( mCSQ ), mChal >, ’SecurityIdle ’ )
607 ]
608
609 rule A4_waiting_receive_M_AC_aggressive :
610 let invars = <AK , $USR , $OSID , ~linkid >
611 skinvars = <~skid , ’OK ’, CDSK , MDSK >
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612 mChal = <~mcid , ~skid , AC >
613 AR = < h( mCSQ ), $USR , hmac( < ’amode ’, h( mCSQ ), AC , $ASDU >, MDSK ) >
614 in
615 [ UserState ( ~id , invars , ukinvars , skinvars ,
616 <cCSQ , cChal >, < mCSQ , mChal >,
617 < ’WaitForReply ’, <CSQChal , ACChal > > )[+]
618 , In( AR )
619 ]
620 --[ AuthASDU ( ~linkid , AR , ’aggressive ’, ’monitor ’ )
621 , UsingSessKeys ( CDSK , MDSK )
622 , InEq( AC , ’none ’ )
623
624 , U_Invariant (~id , invars )
625 , Invariant (<~id ,’sk ’>,skinvars ), L_Invariant (<~id ,’sk ’>,skinvars )
626 , L_Invariant (<~id ,’uk ’>, ukinvars )
627 , L_Invariant (<~id ,’c’>, cChal )
628 , Invariant (<~id ,’m’>,mChal ), L_Invariant (<~id ,’m’>,mChal )
629 ]->
630 [ UserState ( ~id , invars , ukinvars , skinvars ,
631 <cCSQ , cChal >, < h( mCSQ ), mChal >, ’SecurityIdle ’ )
632 ]
633
634 rule A_UserWaitForReply_Timeout :
635 let skinvars = <~skid , ’OK ’, CDSK , MDSK >
636 newmChal = <~newmcid , ~skid , AC >
637 in
638 [ UserState ( ~id , invars , ukinvars , skinvars ,
639 <cCSQ , cChal >, <mCSQ , mChal >,
640 < ’WaitForReply ’, <chalCSQ , AC > > )[+]
641 , Fr (~ newmcid )
642 ]
643 --[ U_Invariant (~id , invars )
644 , L_Invariant (<~id ,’sk ’>, skinvars )
645 , L_Invariant (<~id ,’uk ’>, ukinvars )
646 , L_Invariant (<~id ,’c’>, cChal )
647 , InvariantSource1 (<~id ,’m’>,newmChal )
648 , InvariantSource2 (<~id ,’m’>,newmChal )
649 ]->
650 [ UserState ( ~id , invars , ukinvars , skinvars ,
651 <cCSQ , cChal >, <chalCSQ , newmChal >, ’SecurityIdle ’ )
652 ]
653
654 /* ********************************************************************************
655 * Update Key Change protocol
656 ******************************************************************************** */
657
658 rule U2_UKCRp_Key_Change_Reply :
659 [ Fr( ~CD_b ) ]
660 --[]->
661 [ OutUpdateKeyChallenge ( $USR , ~CD_b )
662 , Out( < $USR , ~CD_b > )
663 ]
664
665 rule U3_U4_U5_new_update_key :
666 let invars = <~AK , $USR , $OSID , ~linkid >
667 UKCRp = < KSQ , $USR , CD_b >
668 UKC = < KSQ , $USR , senc( < $USR , ~UK , CD_b >, ~AK ) >
669 UKCCu = hmac( < $OSID , ~CD_a , CD_b , KSQ >, ~UK )
670 in
671 [ UserState ( ~id , invars , ukinvars , skinvars ,
672 <cCSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )[ -]
673 , Fr( ~CD_a )
674 , Fr( ~UK )
675 , In( UKCRp )
676 ]
677 --[ NewUpdateKey ( ~linkid , ~UK )
678
679 , U_Invariant (~id , invars )
680 , L_Invariant (<~id ,’sk ’>, skinvars )
681 , L_Invariant (<~id ,’uk ’>, ukinvars )
682 , L_Invariant (<~id ,’c’>, cChal )
683 , L_Invariant (<~id ,’m’>, mChal )
684 ]->
685 [ UserState ( ~id , invars , ukinvars , skinvars ,
686 <cCSQ , cChal >, <mCSQ , mChal >, < ’WaitForKCC ’, UKCCu > )
687 , ! UpdateKeyToReveal ( ~linkid , ~UK )
688 , Out( < ~CD_a , UKC , UKCCu > )
689 ]
690
691
692 // Since we commuted the KSQ update to U6 , we should expect h(KSQ) as input
693 rule U6_UKCC_Update_Key_Change_Confirmation :
694 let invars = <AK , $USR , $OSID , ~linkid >
695 UKC = < h( KSQ ), $USR , senc( < $USR , UK , CD_b >, AK ) >
696 UKCCu = hmac( < $OSID , CD_a , CD_b , h( KSQ ) >, UK )
697 UKCCo = hmac( < $USR , CD_b , CD_a , h( KSQ ) >, UK )
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698 newukinvars = <~newuid ,UK >
699 in
700 [ OutstationState ( ~id , invars , KSQ , ukinvars , skinvars ,
701 <cCSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )[ -]
702 , OutUpdateKeyChallenge ( $USR , CD_b )[+]
703 , Fr( ~ newuid )
704 , In( CD_a )
705 , In( < UKC , UKCCu > )
706 ]
707 --[ Sourced_UpdateKey ( ~linkid , UK )
708
709 , O_Invariant (~id , invars )
710 , L_Invariant (<~id ,’sk ’>, skinvars )
711 , InvariantSource1 (<~id ,’uk ’>,newukinvars )
712 , InvariantSource2 (<~id ,’uk ’>,newukinvars )
713 , L_Invariant (<~id ,’c’>, cChal )
714 , L_Invariant (<~id ,’m’>, mChal )
715 ]->
716 [ OutstationState ( ~id , invars , h( KSQ ), newukinvars , skinvars ,
717 <cCSQ ,cChal >, <mCSQ ,mChal >, ’SecurityIdle ’ )
718 , Out( UKCCo )
719 ]
720
721 rule U7_receive_UKCC_from_Outstation :
722 let invars = <AK , $USR , $OSID , ~linkid >
723 UKCCu = hmac( < $OSID , CD_a , CD_b , KSQ >, UK )
724 UKCCo = hmac( < $USR , CD_b , CD_a , KSQ >, UK )
725 newukinvars = <~newuid , UK >
726 in
727 [ UserState ( ~id , invars , ukinvars , skinvars ,
728 <cCSQ , cChal >, <mCSQ , mChal >, < ’WaitForKCC ’, UKCCu > )[+]
729 , Fr( ~ newuid )
730 , In( UKCCo )
731 ]
732 --[ Sourced_UpdateKey ( ~linkid , UK )
733
734
735 , U_Invariant (~id , invars )
736 , L_Invariant (<~id ,’sk ’>, skinvars )
737 , InvariantSource1 (<~id ,’uk ’>,newukinvars )
738 , InvariantSource2 (<~id ,’uk ’>,newukinvars )
739 , L_Invariant (<~id ,’c’>, cChal )
740 , L_Invariant (<~id ,’m’>, mChal )
741 ]->
742 [ UserState ( ~id , invars , newukinvars , skinvars ,
743 <cCSQ , cChal >, <mCSQ , mChal >, ’SecurityIdle ’ )
744 ]
745
746
747 /* *******************************************************
748 * Lemmas from here on in. These are the things we prove .
749 ******************************************************** */
750
751 // The U and O invariants have unique sources , so we separate them
752 lemma u_invariant_sources [ sources ]:
753 "All id invar #i.
754 U_Invariant (id , invar ) @ i ==> Ex #j. #j < #i & U_InvariantSource (id , invar ) @ j"
755
756 lemma o_invariant_sources [sources , heuristic =p]:
757 "All id invar #i.
758 O_Invariant (id , invar ) @ i ==> Ex #j. #j < #i & O_InvariantSource (id , invar ) @ j"
759
760 lemma invariant_sources [sources , heuristic =p]:
761 "( All id invar #i.
762 Invariant (id , invar ) @ i
763 ==> Ex #j. #j < #i & InvariantSource1 (id , invar ) @ j)
764 &( All id invar #i.
765 L_Invariant (id , invar ) @ i
766 ==> Ex #j. #j < #i & InvariantSource1 (id , invar )[ -] @ j)"
767
768 lemma invariant_sources_unique [ reuse ]:
769 "All id invar #i #j.
770 InvariantSource1 (id , invar ) @ i & InvariantSource2 (id , invar ) @ j
771 ==> #i = #j"
772
773 lemma countervalue_uniqueness [reuse , use_induction ]:
774 "All id x #i #j.
775 NewCounterValue ( id , x ) @ i & NewCounterValue ( id , x ) @ j ==> #i = #j"
776
777 lemma CSQ_Uniqueness [reuse , use_induction ]:
778 "All id csq #i #j.
779 CSQ( id , csq ) @ i & CSQ( id , csq ) @ j ==> #i = #j"
780
781 lemma authed_sessions_unique [ reuse ]:
782 "( All id ar mode mode2 direction #i #j.
783 AuthASDU ( id , ar , mode , direction ) @ i
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784 & AuthASDU ( id , ar , mode2 , direction ) @ j ==> #i = #j )"
785
786 lemma update_key_sourced [reuse , use_induction ]:
787 "not( Ex ak #r. AuthorityKeyReveal ( ak ) @ r)
788 ==>
789 ( All id uk #i.
790 not( Ex #r. UpdateKeyReveal ( uk ) @ r & #r < #i )
791 & Sourced_UpdateKey ( id ,uk ) @ i
792 ==> Ex #j. #j < #i & NewUpdateKey ( id , uk ) @ j)"
793
794 lemma update_key_secrecy :
795 "not( Ex ak #r. AuthorityKeyReveal ( ak ) @ r )
796 ==>
797 ( All id uk #i.
798 not( Ex #r. UpdateKeyReveal ( uk ) @ r )
799 & NewUpdateKey ( id , uk ) @ #i
800 ==> not( Ex #j. K( uk ) @ #j))"
801
802 lemma sessionkey_secrecy_outst :
803 "not(Ex ak #r. AuthorityKeyReveal ( ak ) @ r)
804 ==>
805 ( All id uk CDSK MDSK #i.
806 not( Ex #r. UpdateKeyReveal ( uk ) @ r)
807 & not( Ex #r . CDSKReveal ( CDSK ) @ r )
808 & not( Ex #r . MDSKReveal ( MDSK ) @ r )
809 & Sourced_SKs ( id , uk , CDSK , MDSK ) @ i
810 ==> not( Ex #j . K( CDSK ) @ j ) & not( Ex #j. K( MDSK ) @ j ))"
811
812 lemma sessionkeys_sourced [reuse , use_induction ]:
813 "not( Ex ak #r. AuthorityKeyReveal ( ak ) @ r )
814 ==>
815 ( All linkid uk CDSK MDSK #i.
816 // If the Update key wasn ’t revealed , the session keys were set correctly
817 not( Ex #kr. UpdateKeyReveal ( uk ) @ kr & #kr < #i )
818 & Sourced_SKs ( linkid , uk , CDSK , MDSK ) @ i
819 ==> Ex #j MDSK2 . #j < #i & NewSKs ( linkid , uk , CDSK , MDSK2 ) @ j)"
820
821 lemma asdu_agreement_implies_mode_agreement [ reuse ]:
822 "not( Ex ak #r. AuthorityKeyReveal ( ak ) @ r )
823 ==>
824 ( All linkid ar mode direction linkid2 mode2 direction2 #i #j.
825 ( All cdsk mdsk. UsingSessKeys ( cdsk , mdsk ) @ i
826 ==> // The update key that was used to send out
827 // the current session keys cannot be revealed
828 ( All uk #k. UpdateKeyUsedForSKs ( linkid , uk , cdsk , mdsk ) @ k
829 ==> not( Ex #kr. UpdateKeyReveal ( uk ) @ kr & #kr < #i ) )
830 // If the direction is control , then then no reveal of the current CDSK
831 & ( direction = ’control ’
832 ==> not( Ex #skr. CDSKReveal ( cdsk ) @ skr & #skr < #i ) )
833 // And if the direction is monitor , then no reveal of the current MDSK
834 & ( direction = ’monitor ’
835 ==> not( Ex #skr. MDSKReveal ( mdsk ) @ skr & #skr < #i ) ) )
836 & AuthASDU ( linkid , ar , mode , direction ) @ i
837 & SentASDU ( linkid2 , ar , mode2 , direction2 ) @ j & #j < #i
838 ==> ( mode = mode2 ) & ( direction = direction2 ) & ( linkid = linkid2 ))"
839
840 lemma asdu_aliveness [ use_induction , hide_lemma = update_key_sourced ]:
841 "not( Ex ak #r. AuthorityKeyReveal ( ak ) @ r )
842 ==>
843 ( All linkid ar mode direction #i.
844 ( All cdsk mdsk. UsingSessKeys ( cdsk , mdsk ) @ i
845 ==> // The update key that was used to send out
846 // the current session keys cannot be revealed
847 ( All uk #k. UpdateKeyUsedForSKs ( linkid , uk , cdsk , mdsk ) @ k
848 ==> not( Ex #kr. UpdateKeyReveal ( uk ) @ kr & #kr < #i ) )
849 // If the direction is control , then then no reveal of the current CDSK
850 & ( direction = ’control ’
851 ==> not( Ex #skr. CDSKReveal ( cdsk ) @ skr & #skr < #i ) )
852 // And if the direction is monitor , then no reveal of the current MDSK
853 & ( direction = ’monitor ’
854 ==> not( Ex #skr. MDSKReveal ( mdsk ) @ skr & #skr < #i ) ) )
855 & AuthASDU ( linkid , ar , mode , direction ) @ i
856 ==> Ex #j. SentASDU ( linkid , ar , mode , direction ) @ j & j < i)"
857
858 lemma asdu_injective_agreement :
859 "not( Ex ak #r. AuthorityKeyReveal (ak) @ r )
860 ==>
861 ( All linkid ar mode direction #i #j.
862 ( All cdsk mdsk. UsingSessKeys ( cdsk , mdsk ) @ i
863 ==> // The update key that was used to send out
864 // the current session keys cannot be revealed
865 ( All uk #k. UpdateKeyUsedForSKs ( linkid , uk , cdsk , mdsk ) @ k
866 ==> not( Ex #kr. UpdateKeyReveal ( uk ) @ kr & #kr < #i ) )
867 // If the direction is control , then then no reveal of the current CDSK
868 & ( direction = ’control ’
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869 ==> not( Ex #skr. CDSKReveal ( cdsk ) @ skr & #skr < #i ) )
870 // And if the direction is monitor , then no reveal of the current MDSK
871 & ( direction = ’monitor ’
872 ==> not( Ex #skr. MDSKReveal ( mdsk ) @ skr & #skr < #i ) ) )
873 & AuthASDU ( linkid , ar , mode , direction ) @ i
874 & SentASDU ( linkid , ar , mode , direction ) @ j & j < i
875 ==> not( Ex #k. AuthASDU ( linkid , ar , mode , direction ) @ k & not( #k = #i ) ))"
876
877 end� �

A.3 Counter-based detection protocols

A.3.1 Example protocol� �
1 /*
2 * Protocol : Counter - based detection example
3 * Modeler : Kevin Milner
4 * Date: May 2016
5 * Source : Original
6 */
7
8 theory counter_example
9 begin

10
11 builtins : signing , hashing
12 functions : S/1
13
14 restriction Eq_testing : "All x y #i. Eq(x,y) @ i ==> x = y"
15 restriction InEq_testing : "All x y #i. InEq(x,y) @ i ==> not(x = y)"
16
17 // There ’s one id , per role , per direction .
18 restriction pairings_unique :
19 "All id1 id2 role ki kr #i #j.
20 Paired (id1 ,role ,ki ,kr) @ i & Paired (id2 ,role ,ki ,kr) @ j
21 ==> #i = #j"
22
23 rule RegisterKey :
24 [ Fr (~ ltkA) ]
25 --[ Key (~ ltkA) ]->
26 [ ! F_AgentKey (~ ltkA), Out(pk (~ ltkA )) ]
27
28 rule CompromiseKey :
29 [ ! F_AgentKey (~ ltk) ]
30 --[ Compromise (pk (~ ltk )) ]->
31 [ Out (~ ltk) ]
32
33 /* Models an agent adding anothers public key out -of -band , we assume
34 * that all relationships set up this way are ’sane ’ in that both of the
35 * keys involved were generated fresh . */
36 rule BindState_Init :
37 [ ! F_AgentKey (~ ltkA)
38 , ! F_AgentKey (~ ltkB)
39 , Fr (~ id)
40 ]--[
41 Paired (~id , ’I’, ~ltkA , ~ltkB)
42 , Counter (~id , ’0’)
43 , F_InvariantSource_I (~id ,~ ltkA ,pk (~ ltkB ))
44 ]->
45 [ /* For search efficiency , state is divided into
46 * an invariant portion and a variant portion . This
47 * allows tamarin to immediately bind the keys back
48 * to this initial pairing rule. The fresh ~id is used
49 * to identify this pairing . */
50 St_I (~id , ~ltkA , pk (~ ltkB), ’m0 ’, ’0’)
51 ]
52
53 rule BindState_Resp :
54 [ ! F_AgentKey (~ ltkA)
55 , ! F_AgentKey (~ ltkB)
56 , Fr (~ id)
57 ]--[
58 Paired (~id , ’R’, ~ltkA , ~ltkB)
59 , Counter (~id , ’0’)
60 , F_InvariantSource_R (~id ,~ ltkA ,pk (~ ltkB ))
61 ]->
62 [ St_R (~id , ~ltkA , pk (~ ltkB), ’m1 ’, ’0’)
63 ]
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64
65 // ////////////////////////////////////////
66 // Message rules
67 rule I_m0:
68 [ St_I (~id , ~ltkI , pkR , ’m0 ’, ic)
69 , Fr (~ ni)
70 ]--[
71 Begin (’I’, <pk (~ ltkI),pkR >, S(ic ))
72 , Counter (<~id ,’m0 ’>, ic)
73 , Gen (~ ni)
74 , Injectivity (~id ,ic ,~ ni)
75
76 , Invariant_I (~id ,~ ltkI ,pkR)
77 ]->
78 [ St_I (~id , ~ltkI , pkR , <’m2 ’ ,~ni >, ic)
79 , Out (~ ni)
80 ]
81
82 rule R_m1:
83 let m1 = <’1’, pk (~ ltkR), pkI , ni , ~nr , S(rc)> in
84 [ St_R (~id , ~ltkR , pkI , ’m1 ’, rc)
85 , Fr (~ nr)
86 , In(ni)
87 ]--[
88 Begin (’R’, <pkI ,pk (~ ltkR)>, S(rc ))
89 , Counter (<~id ,’m1 ’>, rc)
90 , Nonces (~id ,ni ,~ nr)
91 , Gen (~ nr)
92 , Injectivity (~id ,rc ,~ nr)
93
94 , Invariant_R (~id ,~ ltkR ,pkI)
95 ]->
96 [ St_R (~id , ~ltkR , pkI , <’m2 ’, ni , ~nr >, S(rc ))
97 , Out(<m1 , sign{m1 }~ ltkR >)
98 ]
99

100 rule I_m2:
101 let m1 = <’1’, pkR , pk (~ ltkI), ni , nr , src >
102 m2 = <’2’, pk (~ ltkI), pkR , ni , nr , src > in
103 [ St_I (~id , ~ltkI , pkR , <’m2 ’, ni >, ic)
104 , In(<m1 , sig >)
105 ]--[
106 Eq( verify (sig ,m1 ,pkR), true)
107 , Eq(S(ic),src)
108 , Counter (~id ,S(ic ))
109 , Nonces (~id ,ni ,nr)
110 , Session (’I’, <pk (~ ltkI),pkR >, <ni , nr >, src)
111 , Injectivity (~id ,ni ,S(ic ))
112
113 , Invariant_I (~id ,~ ltkI ,pkR)
114 ]->
115 [ St_I (~id , ~ltkI , pkR , ’m0 ’, S(ic ))
116 , Out(<m2 , sign{m2 }~ ltkI >)
117 ]
118
119
120 rule I_detect :
121 let m1 = <’1’, pkR , pk (~ ltkI), ni , nr , src >
122 m2 = <’2’, pk (~ ltkI), pkR , ni , nr , src > in
123 [ St_I (~id , ~ltkI , pkR , <’m2 ’, ni >, ic)
124 , In(<m1 , sig >)
125 ]--[
126 Eq( verify (sig ,m1 ,pkR), true)
127 , InEq(S(ic),src)
128 , Detect (<pk (~ ltkI),pkR >)
129 , Counter (~id ,S(ic ))
130 , Nonces (~id ,ni ,nr)
131 , Session (’I’, <pk (~ ltkI),pkR >, <ni , nr >, src)
132 , Injectivity (~id ,ni ,S(ic ))
133
134 , Invariant_I (~id ,~ ltkI ,pkR)
135 ]->
136 [ Remediate_Compromise (~id , ~ltkI , pkR , ’m0 ’, S(ic ))
137 , Discard (<m2 , sign{m2 }~ ltkI >)
138 ]
139
140 rule R_m2:
141 let m2 = <’2’, pkI , pk (~ ltkR), ni , nr , src > in
142 [ St_R (~id , ~ltkR , pkI , <’m2 ’, ni , nr >, src)
143 , Fr (~ inj)
144 , In(<m2 , sig >)
145 ]--[
146 Eq( verify (sig ,m2 ,pkI), true)
147 , Completed (~ id)
148 , Session (’R’, <pkI ,pk (~ ltkR)>, <ni ,nr >, src)
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149 , Counter (~id ,src)
150 , Injectivity (~id ,nr ,src)
151
152 , Invariant_R (~id ,~ ltkR ,pkI)
153 ]->
154 [ St_R (~id , ~ltkR , pkI , ’m1 ’, src)
155 ]
156
157
158
159 // ////////////////////////////////////////
160 // Helper Lemmas :
161 lemma invariant_sources [ sources ]:
162 "( All id ka kb #i.
163 Invariant_I (id ,ka ,kb) @ i
164 ==> Ex #j. F_InvariantSource_I (id ,ka ,kb) @ j & #j < #i)
165 &( All id ka kb #i.
166 Invariant_R (id ,ka ,kb) @ i
167 ==> Ex #j. F_InvariantSource_R (id ,ka ,kb) @ j & #j < #i)"
168
169 lemma count_unique [reuse , use_induction ]:
170 "All id c #i #j.
171 Counter (id ,c) @ i & Counter (id ,c) @ j
172 ==> #i = #j"
173
174 lemma nonces_unique [reuse , use_induction ]:
175 "All id ni nr #i #j.
176 Nonces (id ,ni ,nr) @ i & Nonces (id ,ni ,nr) @ j
177 ==> #i = #j"
178
179 lemma force_nonce_ordering [ reuse ]:
180 "( All role pks ni nr c #i #j.
181 Session (role , pks , <ni ,nr >, c) @ i & Gen(ni) @ j
182 ==> #j < #i)
183 &( All role pks ni nr c #i #j.
184 Session (role , pks , <ni ,nr >, c) @ i & Gen(nr) @ j
185 ==> #j < #i)
186 &( All id ni nr #i #j.
187 Nonces (id , ni , nr) @ i & Gen(ni) @ j
188 ==> #j < #i)"
189
190
191 // ////////////////////////////////////////
192 // Trace existence
193 lemma exists_session : exists - trace
194 "Ex pks nonces c #t0 #t1. #t0 < #t1 &
195 Session (’I’, pks , nonces , c) @ t0
196 & Session (’R’, pks , nonces , c) @ t1
197 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
198
199 lemma exists_second_session : exists - trace
200 "Ex pks nonces nonces2 c #t0 #t1 #t2 #t3. #t0 < #t2 & #t1 < #t3 & c = S(’0’) &
201 Session (’I’,pks ,nonces ,c) @ t0
202 & Session (’R’,pks ,nonces ,c) @ t1
203 & Session (’I’,pks ,nonces2 ,S(c)) @ t2
204 & Session (’R’,pks ,nonces2 ,S(c)) @ t3
205 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
206
207 lemma exists_detect_no_R_compromise : exists - trace
208 "Ex ki kr #i.
209 Detect (<ki ,kr >) @ i & not(Ex #j. Compromise (kr) @ j)"
210
211
212 lemma exists_detect_no_I_compromise : exists - trace
213 "Ex ki kr #i.
214 Detect (<ki ,kr >) @ i & not(Ex #j. Compromise (ki) @ j)"
215
216 // ////////////////////////////////////////
217 // Additional helper lemma for injectivity
218
219 lemma injectivity [ reuse ]:
220 "All id n1 n2 n3 #i #j on1 on2 #k.
221 // Injective facts that are linked by n2
222 Injectivity (id ,n1 ,n2) @ i & Injectivity (id ,n2 ,n3) @ j
223 // And some other injective fact with the same id with relation to j
224 & Injectivity (id ,on1 ,on2) @ k & #k < #j
225 ==> // can ’t be in between ( might be equal to #i, though )
226 not (#i < #k)"
227
228 // ////////////////////////////////////////
229 // Trace properties
230 lemma detect_sound :
231 "All ki kr #t1.
232 Detect (<ki , kr >) @ t1
233 ==> (Ex #t0. #t0 < #t1 & Compromise (ki) @ t0)
234 | (Ex #t0. #t0 < #t1 & Compromise (kr) @ t0 )"
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235
236 // Protocol Property without compromise
237 lemma correct_dolevyao :
238 "All pks nonces c #t1.
239 Session (’R’,pks ,nonces ,c) @ t1 & not(Ex k #tc. Compromise (k) @ tc)
240 ==> Ex #t0. #t0 < #t1 &
241 Session (’I’,pks ,nonces ,c) @ t0"
242
243 lemma unmatching_implies_detect_with_R_uncompromised [ use_induction ]:
244 "All keys nonces1 nonces2 c1 c2 #t1 #t2 #t3.
245 #t1 < #t2 &
246 // Given an matching session
247 Begin (’R’, keys , c2) @ t2
248 & Session (’I’, keys , nonces2 , c2) @ t3
249 // when I’s key is not compromised
250 & not(Ex i r #tc. (keys = <i,r >) & Compromise (r) @ tc)
251 // Then for all sessions before that
252 & Session (’R’, keys , nonces1 , c1) @ t1
253 ==> // Either that session was also matching
254 (Ex #t0. Session (’I’, keys , nonces1 , c1) @ t0)
255 // Or I detected it was not
256 | ( Detect (keys) @ t3 )"
257
258 end� �

A.3.2 Modified Keyless SSL� �
1 /*
2 * Protocol : Modified Keyless SSL protocol for Client Detection
3 * Modeler : Kevin Milner
4 * Source : Original
5 */
6
7 theory Keyless_SSL_Modified
8 begin
9

10 builtins : signing , hashing
11 functions : S/1
12
13 restriction Eq_testing : "All x y #i. Eq(x,y) @ i ==> x = y"
14 restriction InEq_testing : "All x y #i. InEq(x,y) @ i ==> not(x = y)"
15
16 // There ’s one id , per role , per direction .
17 restriction pairings_unique :
18 "All id1 id2 role ka kb #i #j.
19 Paired (id1 ,role ,ka ,kb) @ i & Paired (id2 ,role ,ka ,kb) @ j
20 ==> #i = #j"
21
22 rule RegisterKey :
23 [ Fr (~ ltk) ]
24 --[Key (~ ltk )]->
25 [! F_AgentKey (~ ltk), Out(pk (~ ltk ))]
26
27 rule CompromiseKey :
28 [! F_AgentKey (~ ltk )]
29 --[ Compromise (pk (~ ltk )) ]->
30 [Out (~ ltk )]
31
32
33 /* Models an agent adding anothers public key out -of -band , we assume
34 * that all relationships set up this way are ’sane ’ and both of the
35 * keys involved were generated fresh . */
36 rule BindState_C :
37 [ ! F_AgentKey (~ ltkA)
38 , ! F_AgentKey (~ ltkB)
39 , Fr (~ id)
40 ]--[
41 Paired (~id , ’C’, ~ltkA , ~ltkB)
42 , Counter (~id , ’0’)
43 , Injectivity (~id ,’nonce ’,’0’)
44
45 , F_InvariantSource_C (~id ,~ ltkA ,pk (~ ltkB ))
46 ]->
47 [ /* For search efficiency , state is divided into
48 * an invariant portion and a variant portion . This
49 * allows tamarin to immediately bind the keys back
50 * to this initial pairing rule. The fresh ~id is used
51 * to identify this pairing . */
52 St_C (~id , ~ltkA , pk (~ ltkB), ’m0 ’, ’0’)
53 ]
54
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55 rule BindState_W :
56 [ ! F_AgentKey (~ ltkA)
57 , ! F_AgentKey (~ ltkB)
58 , Fr (~ id)
59 ]--[
60 Paired (~id , ’W’, ~ltkA , ~ltkB)
61 , Counter (~id , ’0’)
62 , Injectivity (~id ,’nonce ’,’0’)
63
64 , F_InvariantSource_W (~id ,~ ltkB ,pk (~ ltkA ))
65 ]->
66 [ St_W (~id , ~ltkB , pk (~ ltkA), ’m1 ’, ’0’)
67 ]
68
69 // ////////////////////////////////////////
70 // MESSAGE RULES
71 rule C_0:
72 let m1 = <’1’,pk (~ ltkA), pkB ,~nc > in
73 [ St_C (~id , ~ltkA , pkB , ’m0 ’, cc)
74 , Fr (~ nc)
75 ]--[
76 Gen (~ nc)
77 , Injectivity (~id ,cc ,~ nc)
78
79 , Invariant_C (~id ,~ ltkA ,pkB)
80 ]->
81 [ St_C (~id , ~ltkA , pkB , <’m2 ’, ~nc >, cc)
82 , Out(m1)
83 ]
84
85 rule W_0:
86 let pkB = pk (~ ltkB)
87 m1 = <’1’,pkA ,pkB ,nc >
88 m2 = <’2’,pkB ,pkA ,nc ,~nw > in
89 [ St_W (~id , ~ltkB , pkA , ’m1 ’, cw)
90 , Fr (~ nw)
91 , In(m1)
92 ]--[
93 Nonces (~id ,nc ,~ nw)
94 , Counter (<~id ,’m1 ’>, cw)
95 , Gen (~ nw)
96 , Begin (’W’, <pkA ,pkB >, S(cw ))
97 , Injectivity (~id ,cw ,~ nw)
98
99 , Invariant_W (~id ,~ ltkB ,pkA)

100 ]->
101 [ St_W (~id , ~ltkB , pkA , <’m3 ’, nc , ~nw >, cw)
102 , Out(<m2 ,sign{m2 }~ ltkB >)
103 ]
104
105 rule C_1:
106 let pkA = pk (~ ltkA)
107 m1 = <’1’,pkA ,pkB ,nc >
108 m2 = <’2’,pkB ,pkA ,nc ,nw >
109 m3 = <’3’,pkA ,pkB ,h(<m1 ,m2 >),S(cc)> in
110 [ St_C (~id , ~ltkA , pkB , <’m2 ’, nc >, cc)
111 , In(<m2 ,sig >)
112 , Fr (~ inj) // Just for maintaining injectivity actions
113 ]--[
114 Eq( verify (sig ,m2 ,pkB), true)
115 , Nonces (~id ,nc ,nw)
116 , Counter (<~id ,’m3 ’>, S(cc ))
117 , Injectivity (~id ,nc ,~ inj)
118 , Begin (’C’, <pkA ,pkB >, S(cc ))
119
120 , Invariant_C (~id ,~ ltkA ,pkB)
121 ]->
122 [ St_C (~id , ~ltkA , pkB , <’m4 ’, nc , nw , ~inj >, S(cc ))
123 , Out(<m3 , sign{m3 }~ ltkA >)
124 ]
125
126
127
128 rule W_detect :
129 let pkB = pk (~ ltkB)
130 m1 = <’1’,pkA ,pkB ,nc >
131 m2 = <’2’,pkB ,pkA ,nc ,nw >
132 m3 = <’3’,pkA ,pkB ,h(<m1 ,m2 >),scc >
133 m4 = <’4’,pkB ,pkA ,h(<m1 ,m2 ,m3 >)> in
134 [ St_W (~id , ~ltkB , pkA , <’m3 ’, nc , nw >, cw)
135 , In(<m3 , sig >)
136 ]--[
137 Eq( verify (sig ,m3 ,pkA), true)
138 , InEq(scc , S(cw ))
139 , Detect (<pkA ,pkB >)
140 , Session (’W’, <pkA ,pkB >, <nc ,nw >, scc)
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141 , Counter (<~id , ’m4 ’>, S(cw ))
142 , Injectivity (~id ,nw ,S(cw ))
143
144 , Invariant_W (~id ,~ ltkB ,pkA)
145 ]->
146 [ Remediate_W (~id , ~ltkB , pkA , ’m1 ’, scc)
147 , Discard (<m4 , sign{m4 }~ ltkB >)
148 ]
149
150 rule W_session :
151 let pkB = pk (~ ltkB)
152 m1 = <’1’,pkA ,pkB ,nc >
153 m2 = <’2’,pkB ,pkA ,nc ,nw >
154 m3 = <’3’,pkA ,pkB ,h(<m1 ,m2 >),scc >
155 m4 = <’4’,pkB ,pkA ,h(<m1 ,m2 ,m3 >)> in
156 [ St_W (~id , ~ltkB , pkA , <’m3 ’, nc , nw >, cw)
157 , In(<m3 , sig >)
158 ]--[
159 Eq( verify (sig ,m3 ,pkA), true)
160 , Eq(scc , S(cw ))
161 , Completed (~ id)
162 , Session (’W’, <pkA ,pkB >, <nc ,nw >, scc)
163 , Counter (<~id , ’m4 ’>, S(cw ))
164 , Injectivity (~id ,nw ,S(cw ))
165
166 , Invariant_W (~id ,~ ltkB ,pkA)
167 ]->
168 [ St_W (~id , ~ltkB , pkA , ’m1 ’, scc)
169 , Out(<m4 , sign{m4 }~ ltkB >)
170 ]
171
172
173 rule C_2:
174 let pkA = pk (~ ltkA)
175 m1 = <’1’,pkA ,pkB ,nc >
176 m2 = <’2’,pkB ,pkA ,nc ,nw >
177 m3 = <’3’,pkA ,pkB ,h(<m1 ,m2 >),scc >
178 m4 = <’4’,pkB ,pkA ,h(<m1 ,m2 ,m3 >)> in
179 [ St_C (~id , ~ltkA , pkB , <’m4 ’, nc , nw , ~inj >, scc)
180 , In(<m4 , sig >)
181 , Fr (~ injc)
182 ]--[
183 Eq( verify (sig ,m4 ,pkB), true)
184 , Counter (<~id ,’m4 ’>, scc)
185 , Complete (’C’, <pkA ,pkB >, <nc ,nw >, scc)
186 , Injectivity (~id ,~inj ,scc)
187 , Session (’C’, <pkA ,pkB >, <nc ,nw >, scc)
188
189 , Invariant_C (~id ,~ ltkA ,pkB)
190 ]->
191 [ St_C (~id , ~ltkA , pkB , ’m0 ’, scc)
192 ]
193
194
195 // ////////////////////////////////////////
196 // Helper Lemmas :
197 lemma invariant_sources [ sources ]:
198 "( All id ka kb #i.
199 Invariant_C (id ,ka ,kb) @ i
200 ==> Ex #j. F_InvariantSource_C (id ,ka ,kb) @ j & #j < #i)
201 &( All id ka kb #i.
202 Invariant_W (id ,ka ,kb) @ i
203 ==> Ex #j. F_InvariantSource_W (id ,ka ,kb) @ j & #j < #i)"
204
205 lemma count_unique [reuse , use_induction ]:
206 "All id c #i #j.
207 Counter (id ,c) @ i & Counter (id ,c) @ j
208 ==> #i = #j"
209
210 lemma nonces_unique [reuse , use_induction ]:
211 "All id ni nr #i #j.
212 Nonces (id ,ni ,nr) @ i & Nonces (id ,ni ,nr) @ j
213 ==> #i = #j"
214
215 lemma force_nonce_ordering [ reuse ]:
216 "( All role pks nc nw c #i #j.
217 Session (role , pks , <nc ,nw >, c) @ i & Gen(nc) @ j
218 ==> #j < #i)
219 &( All role pks nc nw c #i #j.
220 Session (role , pks , <nc ,nw >, c) @ i & Gen(nw) @ j
221 ==> #j < #i)
222 &( All id nc nw #i #j.
223 Nonces (id , nc , nw) @ i & Gen(nc) @ j
224 ==> #j < #i)"
225
226 // ////////////////////////////////////////
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227 // Trace existence
228 lemma exists_session : exists - trace
229 "Ex pks nonces c #t0 #t1. #t0 < #t1 &
230 Session (’W’, pks , nonces , c) @ t0
231 & Complete (’C’, pks , nonces , c) @ t1
232 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
233
234 lemma exists_second_session : exists - trace
235 "Ex pks nonces nonces2 c #t0 #t1 #t2 #t3. #t0 < #t2 & #t1 < #t3 & c = S(’0’) &
236 Session (’W’,pks ,nonces ,c) @ t0
237 & Complete (’C’,pks ,nonces ,c) @ t1
238 & Session (’W’,pks ,nonces2 ,S(c)) @ t2
239 & Complete (’C’,pks ,nonces2 ,S(c)) @ t3
240 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
241
242 lemma exists_detect_no_C_compromise : exists - trace
243 "Ex kc kw #i.
244 Detect (<kc ,kw >) @ i & not(Ex #j. Compromise (kc) @ j)"
245
246 lemma exists_detect_no_I_compromise : exists - trace
247 "Ex kc kw #i.
248 Detect (<kc ,kw >) @ i & not(Ex #j. Compromise (kw) @ j)"
249
250 // ////////////////////////////////////////
251 // Additional helper lemma for injectivity
252 lemma injectivity [ reuse ]:
253 "All id n1 n2 n3 #i #j on1 on2 #k.
254 // Injective facts that are linked by n2
255 Injectivity (id ,n1 ,n2) @ i & Injectivity (id ,n2 ,n3) @ j
256 // And some other injective fact with the same id with relation to j
257 & Injectivity (id ,on1 ,on2) @ k & #k < #j
258 ==> // can ’t be in between ( might be equal to #i, though )
259 not (#i < #k)"
260
261 // ////////////////////////////////////////
262 // Trace properties
263 lemma detect_sound :
264 "All kc kw #t1.
265 Detect (<kc , kw >) @ t1
266 ==> (Ex #t0. #t0 < #t1 & Compromise (kc) @ t0)
267 | (Ex #t0. #t0 < #t1 & Compromise (kw) @ t0 )"
268
269 lemma correct_dolevyao :
270 "All pks nonces c #t1.
271 Complete (’C’,pks ,nonces ,c) @ t1 & not(Ex k #tc. Compromise (k) @ tc)
272 ==> Ex #t0. #t0 < #t1 &
273 Session (’W’,pks ,nonces ,c) @ t0"
274
275 lemma unmatching_implies_detect_with_W_uncompromised [ use_induction ]:
276 "All keys nonces1 nonces2 c1 c2 #t1 #t2 #t3.
277 #t0 < #t3 &
278 // Given an matching m3
279 Begin (’C’, keys , c2) @ t2
280 & Session (’W’, keys , nonces2 , c2) @ t3
281 // And the web services key is uncompromised
282 & not(Ex kc kw #tc. (keys = <kc ,kw >) & Compromise (kw) @ tc)
283 // Then for all sessions before that
284 & Session (’W’, keys , nonces1 , c1) @ t0
285 ==> // Either there was a corresponding C request
286 (Ex #t0. Session (’C’, keys , nonces1 , c1) @ t1)
287 // Or W detects was compromised
288 | ( Detect (keys) @ t3 )"
289
290 end� �

A.4 Commitment-based detection protocols

A.4.1 Example protocol� �
1
2
3 /*
4 * Protocol : Token commitment protocol
5 * Modeler : Kevin Milner
6 * Date: May 2016
7 * Source : Original
8 */
9
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10 theory commitment_example
11 begin
12
13 builtins : signing
14
15 restriction Eq_testing : "All x y #i. Eq(x,y) @ i ==> x = y"
16 restriction InEq_testing : "All x y #i. InEq(x,y) @ i ==> not(x = y)"
17
18 // Limit to one id , per role , per direction .
19 restriction pairings_unique :
20 "All id1 id2 role ki kr #i #j.
21 Paired (id1 ,role ,ki ,kr) @ i & Paired (id2 ,role ,ki ,kr) @ j
22 ==> #i = #j"
23
24 rule RegisterKey :
25 [ Fr (~ ltkA) ]
26 --[ Key (~ ltkA) ]->
27 [ ! F_AgentKey (~ ltkA), Out(pk (~ ltkA )) ]
28
29 rule CompromiseKey :
30 [ ! F_AgentKey (~ ltk) ]
31 --[ Compromise (pk (~ ltk )) ]->
32 [ Out (~ ltk) ]
33
34 rule State_Compromise :
35 [ ! F_TokenState (pkA ,pkB , curtok )
36 ]--[
37 CompromiseToken (<pkA ,pkB >, curtok )
38 ]->
39 [ Out( curtok )
40 ]
41
42 /* Models an agent adding anothers public key out -of -band , we assume
43 * that all relationships set up this way are ’sane ’ in that both of the
44 * keys involved were generated fresh . */
45 rule BindState_Init :
46 [ ! F_AgentKey (~ ltkA)
47 , ! F_AgentKey (~ ltkB)
48 , Fr (~ id)
49 ]--[
50 Paired (~id , ’I’, ~ltkA , ~ltkB)
51 , Counter (~id , ’0’)
52 , InvariantSource_I (~id ,~ ltkA ,pk (~ ltkB ))
53 ]->
54 [
55 St_I (~id , ~ltkA , pk (~ ltkB), ’m1 ’,
56 ’uninitialized ’, sign{’uninitialized ’}’notoken ’)
57 ]
58
59 rule BindState_Resp :
60 [ ! F_AgentKey (~ ltkA)
61 , ! F_AgentKey (~ ltkB)
62 , Fr (~ id)
63 ]--[
64 Paired (~id , ’R’, ~ltkA , ~ltkB)
65 , Counter (~id , ’0’)
66 , InvariantSource_R (~id ,~ ltkB ,pk (~ ltkA ))
67 ]->
68 [ St_R (~id ,~ ltkB ,pk (~ ltkA), sign{’uninitialized ’}’notoken ’, ’notoken ’)
69 ]
70
71 // ////////////////////////////////////////
72 // Message rules
73 rule I_1:
74 let pkA = pk (~ ltkA)
75 m1 = <’1’,pkA , pkB ,~ni ,commit > in
76 [ St_I (~id , ~ltkA , pkB ,’m1 ’,commitmsg , commit )
77 , Fr (~ ni)
78 ]--[
79 Begin (’I’,<pkA ,pkB >,~ni , commit )
80 , Gen (~ ni)
81 , Invariant_I (~id ,~ ltkA ,pkB)
82 ]->
83 [ St_I (~id , ~ltkA , pkB ,<’m2 ’ ,~ni >,commitmsg , commit )
84 , Out(<m1 , sign{m1 }~ ltkA >)
85 ]
86
87 rule R_2:
88 let pkB = pk (~ ltkB)
89 m1 = <’1’,pkA ,pkB ,ni ,icommit >
90 // Sign nonce to prove we still have secret key
91 // Provide our proof of the previous commit with the public key
92 // Provide a new commit dependent on some known freshness from I
93 newcommit = sign{<’commit ’,pkB ,pkA ,ni >}~ newtok
94 ncc = <ni ,icommit ,newcommit >
95 m2 = <’2’,pkB ,pkA ,pk( token ),newcommit ,sign{ncc}token > in
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96 [ St_R (~id ,~ ltkB ,pkA ,commit , token )
97 , Fr (~ newtok )
98 , In(<m1 , sig >)
99 ]--[

100 Eq( verify (sig ,m1 ,pkA), true)
101 , Token (~ newtok )
102 , Commit (<pkA ,pkB >, newcommit )
103 , Eq(icommit , commit ) // Matches the commit we expect in I’s request
104 , Session (’R’, <pkA ,pkB >, <ni ,icommit ,pk( token ),newcommit >)
105
106 , Invariant_R (~id ,~ ltkB ,pkA)
107 ]->
108 [ St_R (~id ,~ ltkB ,pkA ,newcommit ,~ newtok )
109 , ! F_TokenState (pkA ,pkB ,~ newtok )
110 , Out(<m2 ,sign{m2 }~ ltkB >)
111 ]
112
113
114
115 // Everything matches as expected
116 rule I_completed :
117 let pkA = pk (~ ltkA)
118 m2 = <’2’,pkB ,pkA ,proof ,newcommit ,nccsig > in
119 [ St_I (~id , ~ltkA , pkB ,<’m2 ’,ni >,commitmsg , commit )
120 , In(<m2 ,sig >)
121 ]--[
122 Eq( verify (sig ,m2 ,pkB), true)
123 , InEq(newcommit , commit ) // Needs to be a new signature
124 , Session (’I’, <pkA ,pkB >, <ni ,commit ,proof ,newcommit >)
125 // Check token matches previous commit :
126 , Eq( verify (commit ,commitmsg , proof ),true)
127 // Check the nonce signature to ensure R is alive :
128 , Eq( verify (nccsig ,<ni ,commit ,newcommit >, proof ),true)
129 // Session or detect depending on the previous checks :
130 , Complete (<pkA ,pkB >)
131
132 , Invariant_I (~id ,~ ltkA ,pkB)
133 ]->
134 [ St_I (~id , ~ltkA , pkB ,’m1 ’, <’commit ’,pkB ,pkA ,ni >, newcommit )
135 ]
136
137
138 // Proof mismatch but signed with B’s key , so it must have been compromised .
139 rule I_detect :
140 let pkA = pk (~ ltkA)
141 m2 = <’2’,pkB ,pkA ,proof ,newcommit ,nccsig > in
142 [ St_I (~id , ~ltkA , pkB ,<’m2 ’,ni >,commitmsg , commit )
143 , In(<m2 ,sig >)
144 ]--[
145 Eq( verify (sig ,m2 ,pkB), true)
146 , InEq(newcommit , commit ) // Needs to be a new signature
147 , Session (’I’, <pkA ,pkB >, <ni ,commit ,proof ,newcommit >)
148 // Check token matches previous commit :
149 , InEq( verify (commit ,commitmsg , proof ),true)
150 // Check the nonce signature to ensure R is alive :
151 , Eq( verify (nccsig ,<ni ,commit ,newcommit >, proof ),true)
152 // Session or detect depending on the previous checks :
153 , Detect (<pkA ,pkB >)
154
155 , Invariant_I (~id ,~ ltkA ,pkB)
156 ]->
157 [ Remediate_I (~id , ~ltkA , pkB ,’m1 ’, <’commit ’,pkB ,pkA ,ni >, newcommit )
158 ]
159
160
161 // ////////////////////////////////////////
162 // Helper Lemmas :
163 lemma invariant_sources [ sources ]:
164 "( All id ka kb #i.
165 Invariant_I (id ,ka ,kb) @ i
166 ==> Ex #j. InvariantSource_I (id ,ka ,kb) @ j & #j < #i)
167 &( All id ka kb #i.
168 Invariant_R (id ,ka ,kb) @ i
169 ==> Ex #j. InvariantSource_R (id ,ka ,kb) @ j & #j < #i)"
170
171 lemma commit_unique [ reuse ]:
172 "All id1 id2 com #i #j.
173 Commit (id1 ,com) @ i & Commit (id2 ,com) @ j
174 ==> #i = #j & id1 = id2"
175
176 lemma token_compromise_source [ reuse ]:
177 "All pks tok #i.
178 CompromiseToken (pks ,tok) @ i
179 ==> Ex #j. #j < #i & Token (tok) @ j"
180
181 lemma force_nonce_ordering [ reuse ]:
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182 "( All role keys ni data #i #j.
183 Session (role , keys , <ni , data >) @ i & Gen(ni) @ j
184 ==> #j < #i)"
185
186 // ////////////////////////////////////////
187 // Trace existence
188 lemma exists_session : exists - trace
189 "Ex pks data #t0 #t1. #t0 < #t1 &
190 Session (’R’, pks , data) @ t0
191 & Session (’I’, pks , data) @ t1
192 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
193
194 lemma exists_second_session : exists - trace
195 "Ex pks data data2 #t0 #t1 #t2 #t3. #t0 < #t2 & #t1 < #t3 &
196 Session (’R’,pks ,data) @ t0
197 & Session (’I’,pks ,data) @ t1
198 & Session (’R’,pks , data2 ) @ t2
199 & Session (’I’,pks , data2 ) @ t3
200 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
201
202 lemma exists_detect_no_I_compromise : exists - trace
203 "Ex ki kr #i.
204 Detect (<ki ,kr >) @ i & not(Ex #j. Compromise (ki) @ j)"
205
206 // ////////////////////////////////////////
207 // Trace properties
208 lemma detect_sound :
209 "All ki kr #t1.
210 Detect (<ki , kr >) @ t1
211 ==> Ex #t0. #t0 < #t1 & Compromise (kr) @ t0"
212
213 lemma correct_dolevyao :
214 "All pks data #t1.
215 Session (’I’,pks ,data) @ t1 & not(Ex k #tc. Compromise (k) @ tc)
216 ==> Ex #t0. #t0 < #t1 &
217 Session (’R’,pks ,data) @ t0"
218
219 lemma sent_commit_implies_generated [ reuse ]:
220 "All pks pks2 n c data #t0 #t1.
221 Session (’R’,pks ,<n,c,data >) @ t1
222 & Commit (pks2 ,c) @ t0
223 ==> (pks = pks2) & #t0 < #t1"
224
225 lemma sessions_injective [reuse , use_induction ]:
226 "( All role pks n2 c2 data data2 #t0 #t1 #t2. #t0 < #t2 &
227 Session (role , pks , data2 ) @ t0
228 & Session (role , pks , <n2 , c2 , data >) @ t2
229 & Begin (role , pks , n2 , c2) @ t1
230 ==> #t0 < #t1)
231 &( All role pks n c data n2 data2 #t0 #t1 #t2. #t0 < #t2 &
232 Begin (role , pks , n, c) @ t0
233 & Session (role , pks , <n, c, data >) @ t1
234 & Session (role , pks , <n2 ,data2 >) @ t2
235 & not(n = n2)
236 ==> #t1 < #t2 )"
237
238 lemma matching_detects_prior_misuse [ use_induction ]:
239 "All pks data data2 #t1 #t2 #t3.
240 #t1 < #t2 & #t2 < #t3 &
241 // Given an matching session
242 Session (’R’, pks , data2 ) @ t2 & Session (’I’, pks , data2 ) @ t3
243 // Where at least one key was uncompromised
244 & not(Ex i r #tc #tc2. (pks = <i,r >)
245 & Compromise (i) @ tc & Compromise (r) @ tc2)
246 // Then for all sessions before that
247 & Session (’I’, pks , data) @ t1
248 ==> // Either that session was also matching
249 (Ex #t0. #t0 < #t1 &
250 Session (’R’, pks , data) @ t0)
251 // Or I will detect
252 | ( Detect (pks) @ t3 )"
253
254 lemma matching_detects_later_misuse [ use_induction ]:
255 "All pks data data2 #t0 #t1 #t3.
256 #t0 < #t1 & #t1 < #t3
257 // Given a matching session
258 & Session (’R’,pks ,data) @ t0
259 & Session (’I’,pks ,data) @ t1
260 // and I finished a session without detecting
261 & Session (’I’,pks , data2 ) @ t3
262 & not( Detect (pks) @ t3)
263 // Without state compromise in between
264 & not(Ex #tc tok3. #tc < #t3 & #t0 < #tc &
265 CompromiseToken (pks ,tok3) @ tc)
266 ==> // Then there is an agreeing R session , regardless of key compromise
267 (Ex #t2. #t2 < #t3 &
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268 Session (’R’,pks , data2 ) @ t2 )"
269
270 end� �

A.4.2 Modified ISO-IEC 9798-3-3 protocol� �
1 /*
2 Protocol : Token commitment protocol applied to ISO -IEC -9798 -3 -3
3 Modeler : Kevin Milner
4 Date: July 2016
5 Source : Original
6 */
7
8 theory ISO_IEC9798_3_3_Modified
9 begin

10
11 builtins : signing
12
13 restriction Eq_testing : "All x y #i. Eq(x,y) @ i ==> x = y"
14 restriction InEq_testing : "All x y #i. InEq(x,y) @ i ==> not(x = y)"
15
16 // There ’s one id , per role , per direction .
17 restriction pairings_unique :
18 "All id1 id2 role ki kr #i #j.
19 Paired (id1 ,role ,ki ,kr) @ i & Paired (id2 ,role ,ki ,kr) @ j
20 ==> #i = #j"
21
22 rule RegisterKey :
23 [ Fr (~ ltkA) ]
24 --[ Key (~ ltkA) ]->
25 [ ! F_AgentKey (~ ltkA), Out(pk (~ ltkA )) ]
26
27 rule CompromiseKey :
28 [ ! F_AgentKey (~ ltk) ]
29 --[ Compromise (pk (~ ltk )) ]->
30 [ Out (~ ltk) ]
31
32 rule State_Compromise :
33 [ ! F_TokenState (pkA ,pkB , curtok )
34 ]--[
35 CompromiseToken (<pkA ,pkB >, curtok )
36 ]->
37 [ Out( curtok )
38 ]
39
40 /* Models an agent adding anothers public key out -of -band , we assume
41 * that all relationships set up this way are ’sane ’ in that both of the
42 * keys involved were generated fresh . */
43 rule BindState_Init :
44 [ ! F_AgentKey (~ ltkA)
45 , ! F_AgentKey (~ ltkB)
46 , Fr (~ id)
47 ]--[
48 Paired (~id , ’I’, ~ltkA , ~ltkB)
49 , Counter (~id , ’0’)
50
51 , InvariantSource_I (~id ,~ ltkA ,pk (~ ltkB ))
52 ]->
53 [ /* For search efficiency , state is divided into
54 * an invariant portion and a variant portion . This
55 * allows tamarin to immediately bind the keys back
56 * to this initial pairing rule. The fresh ~id is used
57 * to identify this pairing . */
58 St_I (~id ,~ ltkA ,pk (~ ltkB),’m1 ’,’uninitialized ’,sign{’uninitialized ’}’notoken ’)
59 ]
60
61 rule BindState_Resp :
62 [ ! F_AgentKey (~ ltkA)
63 , ! F_AgentKey (~ ltkB)
64 , Fr (~ id)
65 ]--[
66 Paired (~id , ’R’, ~ltkA , ~ltkB)
67 , Counter (~id , ’0’)
68 , InvariantSource_R (~id ,~ ltkB ,pk (~ ltkA ))
69 ]->
70 [ St_R (~id , ~ltkB , pk (~ ltkA), sign{’uninitialized ’}’notoken ’, ’notoken ’)
71 ]
72
73 // ////////////////////////////////////////
74 // Message rules
75 rule I_1:
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76 let pkA = pk (~ ltkA)
77 m1 = <’1’,pkA , pkB ,~ni ,commit > in
78 [ St_I (~id , ~ltkA , pkB ,’m1 ’,commitmsg , commit )
79 , Fr (~ ni)
80 ]--[
81 Begin (’I’,<pkA ,pkB >,~ni , commit )
82 , Gen (~ ni)
83
84 , Invariant_I (~id ,~ ltkA ,pkB)
85 ]->
86 [ St_I (~id , ~ltkA , pkB ,<’m2 ’ ,~ni >,commitmsg , commit )
87 , Out(<m1 , sign{m1 }~ ltkA >)
88 ]
89
90
91 rule R:
92 let pkB = pk (~ ltkB)
93 m1 = <’1’,pkA ,pkB ,ni ,icommit >
94 // Sign nonce to prove we still have secret key
95 // Provide our proof of the previous commit with the public key
96 // Provide a new commit dependent on some known freshness from I
97 newcommit = sign{<’commit ’,pkB ,pkA ,ni ,~nr >}~ newtok
98 ncc = <ni ,icommit ,~nr ,newcommit >
99 m2 = <’2’,pkB ,pkA ,~nr ,ni ,pk( token ),newcommit ,sign{ncc}token > in

100 [ St_R (~id , ~ltkB , pkA , commit , token )
101 , Fr (~ newtok ), Fr (~ nr)
102 , In(<m1 , sig >)
103 ]--[
104 Eq( verify (sig ,m1 ,pkA), true)
105 , Gen (~ nr)
106 , Token (~ newtok )
107 , Commit (<pkA ,pkB >, newcommit )
108 , Eq(icommit , commit ) // Matches the commit we expect in I’s request
109 , Session (’R’, <pkA ,pkB >, <ni ,icommit ,~nr ,pk( token ),newcommit >)
110
111 , Invariant_R (~id ,~ ltkB ,pkA)
112 ]->
113 [ St_R (~id , ~ltkB , pkA , newcommit ,~ newtok )
114 , ! F_TokenState (pkA ,pkB ,~ newtok )
115 , Out(<m2 ,sign{m2 }~ ltkB >)
116 ]
117
118
119
120 // Everything matches as expected
121 rule I_2_complete :
122 let pkA = pk (~ ltkA)
123 m2 = <’2’,pkB ,pkA ,nr ,ni ,proof ,newcommit ,nccsig > in
124 [ St_I (~id , ~ltkA , pkB , <’m2 ’,ni >,commitmsg , commit )
125 , In(<m2 ,sig >)
126 ]--[
127 Eq( verify (sig ,m2 ,pkB), true)
128 , InEq(newcommit , commit )
129 , Session (’I’, <pkA ,pkB >, <ni ,commit ,nr ,proof ,newcommit >)
130 // Check token matches previous commit :
131 , Eq( verify (commit ,commitmsg , proof ),true)
132 // Check the nonce signature to ensure R is alive :
133 , Eq( verify (nccsig ,<ni ,commit ,nr ,newcommit >, proof ),true)
134 // Session or detect depending on the previous checks :
135 , Complete (<pkA ,pkB >)
136
137 , Invariant_I (~id ,~ ltkA ,pkB)
138 ]->
139 [ St_I (~id , ~ltkA , pkB , ’m1 ’, <’commit ’,pkB ,pkA ,ni ,nr >, newcommit )
140 ]
141
142
143 // Proof mismatch but signed with B’s key , so it must have been compromised .
144 rule I_2_detect :
145 let pkA = pk (~ ltkA)
146 m2 = <’2’,pkB ,pkA ,nr ,ni ,proof ,newcommit ,nccsig > in
147 [ St_I (~id , ~ltkA , pkB , <’m2 ’,ni >,commitmsg , commit )
148 , In(<m2 ,sig >)
149 ]--[
150 Eq( verify (sig ,m2 ,pkB), true)
151 , InEq(newcommit , commit ) // Needs to be a new signature
152 , Session (’I’, <pkA ,pkB >, <ni ,commit ,nr ,proof ,newcommit >)
153 // Check token matches previous commit :
154 , InEq( verify (commit ,commitmsg , proof ),true)
155 // Check the nonce signature to ensure R is alive :
156 , Eq( verify (nccsig ,<ni ,commit ,nr ,newcommit >, proof ),true)
157 // Session or detect depending on the previous checks :
158 , Detect (<pkA ,pkB >)
159
160 , Invariants_I (~id ,~ ltkA ,pkB)
161 ]->
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162 [ Remediate_R (~id , ~ltkA , pkB ,’m1 ’, <’commit ’,pkB ,pkA ,ni >, newcommit )
163 ]
164
165
166
167 // ////////////////////////////////////////
168 // Helper Lemmas :
169 lemma invariant_sources [ sources ]:
170 "( All id ka kb #i.
171 Invariant_I (id ,ka ,kb) @ i
172 ==> Ex #j. InvariantSource_I (id ,ka ,kb) @ j & #j < #i)
173 &( All id ka kb #i.
174 Invariant_R (id ,ka ,kb) @ i
175 ==> Ex #j. InvariantSource_R (id ,ka ,kb) @ j & #j < #i)"
176
177 lemma commit_unique [ reuse ]:
178 "All id1 id2 com #i #j.
179 Commit (id1 ,com) @ i & Commit (id2 ,com) @ j
180 ==> #i = #j & id1 = id2"
181
182 lemma token_compromise_source [ reuse ]:
183 "All pks tok #i.
184 CompromiseToken (pks ,tok) @ i
185 ==> Ex #j. #j < #i & Token (tok) @ j"
186
187 lemma force_nonce_ordering [ reuse ]:
188 "( All role keys ni data #i #j.
189 Session (role , keys , <ni , data >) @ i & Gen(ni) @ j
190 ==> #j < #i)
191 &( All keys ni c nr data #i #j.
192 Session (’I’, keys , <ni ,c,nr ,data >) @ i & Gen(nr) @ j
193 ==> #j < #i)"
194
195 // ////////////////////////////////////////
196 // Trace existence
197 lemma exists_session : exists - trace
198 "Ex pks data #t0 #t1. #t0 < #t1 &
199 Session (’R’, pks , data) @ t0
200 & Session (’I’, pks , data) @ t1
201 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
202
203 lemma exists_second_session : exists - trace
204 "Ex pks data data2 #t0 #t1 #t2 #t3. #t0 < #t2 & #t1 < #t3 &
205 Session (’R’,pks ,data) @ t0
206 & Session (’I’,pks ,data) @ t1
207 & Session (’R’,pks , data2 ) @ t2
208 & Session (’I’,pks , data2 ) @ t3
209 & not(Ex #k key. Compromise (key) @ k) & not(Ex #k. Detect (pks) @ k)"
210
211 lemma exists_detect_no_I_compromise : exists - trace
212 "Ex ki kr #i.
213 Detect (<ki ,kr >) @ i & not(Ex #j. Compromise (ki) @ j)"
214
215 // ////////////////////////////////////////
216 // Trace properties
217 lemma detect_sound :
218 "All ki kr #t1.
219 Detect (<ki , kr >) @ t1
220 ==> Ex #t0. #t0 < #t1 & Compromise (kr) @ t0"
221
222 lemma correct_dolevyao :
223 "All pks data #t1.
224 Session (’I’,pks ,data) @ t1 & not(Ex k #tc. Compromise (k) @ tc)
225 ==> Ex #t0. #t0 < #t1 &
226 Session (’R’,pks ,data) @ t0"
227
228
229 lemma sent_commit_implies_generated [ reuse ]:
230 "All pks pks2 n c data #t0 #t1.
231 Session (’R’,pks ,<n,c,data >) @ t1
232 & Commit (pks2 ,c) @ t0
233 ==> (pks = pks2) & #t0 < #t1"
234
235
236 lemma sessions_injective [reuse , use_induction ]:
237 "( All role pks n2 c2 data data2 #t0 #t1 #t2. #t0 < #t2 &
238 Session (role , pks , data2 ) @ t0
239 & Session (role , pks , <n2 , c2 , data >) @ t2
240 & Begin (role , pks , n2 , c2) @ t1
241 ==> #t0 < #t1)
242 &( All role pks n c data n2 data2 #t0 #t1 #t2. #t0 < #t2 &
243 Begin (role , pks , n, c) @ t0
244 & Session (role , pks , <n, c, data >) @ t1
245 & Session (role , pks , <n2 ,data2 >) @ t2
246 & not(n = n2)
247 ==> #t1 < #t2 )"
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248
249 lemma matching_detects_prior_misuse [ use_induction ]:
250 "All pks data data2 #t1 #t2 #t3.
251 #t1 < #t2 & #t2 < #t3 &
252 // Given an matching session
253 Session (’R’, pks , data2 ) @ t2 & Session (’I’, pks , data2 ) @ t3
254 // Where at least one key was uncompromised
255 & not(Ex i r #tc #tc2. (pks = <i,r >)
256 & Compromise (i) @ tc & Compromise (r) @ tc2)
257 // Then for all sessions before that
258 & Session (’I’, pks , data) @ t1
259 ==> // Either that session was also matching
260 (Ex #t0. #t0 < #t1 &
261 Session (’R’, pks , data) @ t0)
262 // Or I will detect
263 | ( Detect (pks) @ t3 )"
264
265 lemma matching_detects_later_misuse [ use_induction ]:
266 "All pks data data2 #t0 #t1 #t3.
267 #t0 < #t1 & #t1 < #t3
268 // Given a matching session
269 & Session (’R’,pks ,data) @ t0
270 & Session (’I’,pks ,data) @ t1
271 // and I finished a session without detecting
272 & Session (’I’,pks , data2 ) @ t3
273 & not( Detect (pks) @ t3)
274 // Without state compromise in between
275 & not(Ex #tc tok3. #tc < #t3 & #t0 < #tc &
276 CompromiseToken (pks ,tok3) @ tc)
277 ==> // Then there is an agreeing R session , regardless of key compromise
278 (Ex #t2. #t2 < #t3 &
279 Session (’R’,pks , data2 ) @ t2 )"
280
281 end� �
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