System-Level Analysis and Design
for Reliability and Security in
Wireless Networks

Jinchuan Tang
Kellogg College

Department of Engineering Science, University of Oxford

Supervised by Prof. Justin P. Coon
A thesis submitted to the University of Oxford for the degree of
Doctor of Philosophy in Engineering Science

Hilary 2019



Abstract

Thesis Title: System-Level Analysis and Design for Reliability and Se-
curity in Wireless Networks

Name: Jinchuan Tang

College: Kellogg

Degree: Doctor of Philosophy

Term and Year of Submission: Hilary 2019

The performance of four wireless network scenarios, focusing on reliable
device-to-device (D2D) communications and secure physical layer com-
munications, is analyzed based on stochastic geometry in this thesis.
The analyses and methodologies in this thesis constitute a comprehensive
framework for system-level analysis and design of reliability and security
in future wireless networks.

Since reliability is the cornerstone of security in wireless communications,
the first scenario focuses on enhancing the reliability of concurrent D2D
transmissions in a Poisson clustered out-band D2D network. Two con-
vex optimization schemes are proposed to maximize the joint coverage
probability and minimize the power consumption for reliable concurrent
transmissions. Meanwhile, the second scenario focuses on route selection
for end-to-end reliability, which is jointly characterized by coverage, delay
and trust criteria, in the multi-hop D2D based mission-critical communi-
cation systems. The proposed algorithm ensures that the candidate links
meet the given requirements of the criteria while selecting the best path
based on end-to-end coverage, timeliness or trust probabilities.

Apart from the reliability issues discussed above, wireless communica-
tion networks including D2D networks are vulnerable to eavesdropping
attacks. Thus, the third scenario moves on to study the meta distribution
of the secrecy rate for a legitimate link in the presence of randomly lo-
cated eavesdroppers (EDs) modeled by a Poisson point process. The meta
distribution characterizes the fraction of the realizations of EDs that yield
a target secrecy rate. Finally, the fourth scenario studies secure wireless
communications in the presence of unmanned aerial vehicle (UAV) jam-
ming and randomly located UAV EDs modeled by a uniform binomial
point process. A fitting function on the line-of-sight probability is pro-
posed so that a tractable expression is derived for the secure connection
probability (SCP). The trends of the SCP on the transmit signal to jam-
ming power ratio, UAV jammer location and UAV height are analyzed.
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Chapter 1

Introduction

This chapter provides an overview of the research projects focusing on the analysis
and design for reliable and secure communications of wireless networks. Initially, an
overview on the reliability and security of wireless communications is given. Then,
the motivation behind the research disclosed in this thesis is discussed. Finally, the

contributions and organization are provided.

1.1 Overview

In 1948, a major breakthrough from the Shannon-Hartley theorem [1] established
the capacity of a finite-bandwidth continuous-time Gaussian noise channel. It re-
vealed that the reliable communications at a given rate over a noisy channel could be
achieved through error-correction coding with arbitrarily small error probability. In
the 1970s, Bell Labs along with academic institutions and companies around the world
developed the theory and techniques of cellular radio-telephony to provide wireless
communications. Since then, wireless communications have experienced an exponen-
tial growth and a fast progress over the past few decades, which has transformed the
way people live and work. It is expected that there will be 7 trillion wireless devices

serving over 7 billion people by 2020 [2].



In wireless communications, reliability and security of the links are challenging due
to the inherent broadcast nature of the wireless medium, which causes the transmit-
ted signals to arrive at all receivers in the coverage area. The undesired transmitted
signals at the intended receivers cause interference, and signals intercepted by the
unauthorized receiver lead to eavesdropping. To deal with the exponential growth of
normal and sensitive data flow over wireless networks, the information reliability and
security have been considered as the two important design goals in modern commu-
nication systems [3-5]. Since the performance of wireless communications is closely
related to network geometry, and the wireless channels are inherently governed by a
series of stochastic processes including the nodes’ spatial distribution, shadowing and
fading, it has become increasingly important to account for the randomness of net-
work geometric topology while performing reliability and security analysis and design

for future wireless networks.

1.1.1 Reliable Communications

The main task of the wireless physical layer is to transmit a signal reliably in the
presence of varying channels, thermal noise and interference [6]. To achieve reliable
communications, the signal-to-interference-plus-noise ratio (SINR) of each communi-
cation link must meet a target threshold [7]. To reduce interference and increase the
spectrum efficiency for reliable communications, the limited spectrum is reused when
there are sufficient distances between the transceivers [8]. The intelligent allocation
and reuse of channels through a coverage region gives rise to the cellular architecture,
which became the turning point in wireless communications.

Following the continued theoretical development and hardware advancement in
wireless technologies dating primarily from 1980 to the present, mobile cellular net-
works have evolved through the first generation (1G) to the fourth generation (4G)

with the design objective to handle as many connections as possible in a given band-



width in the most efficient way with reliability. Orthogonal multiple access (OMA)
techniques, such as frequency division multiple access (FDMA) for Advanced Mo-
bile Phone System (AMPS) in the 1G standard and time division multiple access
(TDMA) for Groupe Spécial Mobile (GSM) in the 2G standard, serve a single user in
each orthogonal resource block for intra-cell bandwidth allocation, while the resource
blocks were only shared among the non-neighboring cells [9]. Meanwhile, convolu-
tional codes, which were invented by Peter Elias [10] back in 1955, were the de facto
codes for reliable 2G mobile communications. In addition, a closed loop power control
with long update interval (480 ms) was adopted in order to retain the target SINR
threshold [11]. Although these systems mitigated the intra-cell interference and the
inter-cell interference from immediate neighbors, they offered a very low level of spec-
trum efficiency. In the early 2000s, 3G standards started to adopt universal frequency
reuse across the cells by using code division multiple access (CDMA), where multiple
users can communicate simultaneously on one frequency at the cost of multiple ac-
cess interference (MAI). The Shannon-capacity approaching turbo codes which were
invented by Claude Berrou et al. [12] in 1993, were used to enhance link reliability.
In order to reach a target SINR, a combination of open loop and closed loop power
controls with a frequent update in the latter were implemented to compensate for
channel gain including fast fading [13].

To avoid the MAI problem, 4G shifted to orthogonal frequency-division multiple
access (OFDMA). By assigning subsets of subcarriers to individual users while tar-
geting full spectrum reuse throughout cells, each cell has nearly full system capacity
for reliable transmission [14,15]. Additionally, turbo codes, fractional power control
and hybrid automatic repeat request (HARQ) were adopted to enhance the reliability
of 4G cellular systems [16,17]. Apart from cellular systems, the Wi-Fi family of the
Institute of Electrical and Electronics Engineers (IEEE) 802.11 standards have been

used for wireless local area networks (WLANSs) since 1997. In 1999, the 802.11a stan-



dard started to adopt orthogonal frequency-division multiplexing (OFDM) as the air
interface. In IEEE 802.11-2012, convolutional codes are the minimum requirement
for forward error correction while low-density parity-check codes (LDPCs) are defined
in IEEE 802.11n-2009/ IEEE 802.11-2012 as an option [18,19]. In addition, different
transmit power control schemes have been proposed for Wi-Fi [20].

To further increase the spectrum efficiency of the 4G system, device-to-device
(D2D) communication was proposed in long-term evolution (LTE) Release 12 by the
3rd generation partnership project (3GPP). It enables D2D user equipment (DUES) in
proximity to communicate directly without going through an evolved Node B (eNB).
Early studies have shown that D2D communication can improve data rate, increase
spectral efficiency, reduce power consumption, and further offload the traffic in dense
mobile communication networks [21]. Currently, D2D communication is considered
as an essential component of a fifth generation (5G) system, which seamlessly in-
corporates multiple radio access technologies (RATS), such as cellular, Wi-Fi and
Bluetooth, to provide a so-called “network of networks” service [22]. Due to the spec-
trum shortage confronting the massive growth of wireless devices and the fact that
letting transmitted signals interfere with each other in a controlled way increases
capacity [23], frequency and time resources are intensively reused [24]. However, im-
proving network capacity and spectrum efficiency by activating more D2D pairs in the
networks is a big challenge in wireless communications, since reliable communications
are challenged by the interference due to concurrent D2D transmissions. To manage
interference levels and protect the cellular user equipment (CUE), many methods such
as power control and channel allocations have been proposed in the literature [25].
In particular, the cellular based power control schemes were adapted to D2D commu-
nications while the optimization based power control schemes were also introduced
to achieve higher spectrum efficiency or lower power consumption [26]. Meanwhile,

channel allocations help the active D2D devices to either share the same resources



with CUEs or use spectrum dedicated to D2D communications to decrease the in-
terference generated by the D2D devices. To completely avoid interference with the
cellular users, it is beneficial to implement D2D communications outside the cellular
spectrum for the time being [27]. Recently, stochastic geometry has been used to ana-
lyze the reliability based on the coverage probability and the average rate of a typical
link in a network. The use of these tools reveal the optimum network parameters for

designing more reliable communication networks [28-30].

1.1.2 Secure Communications

The security of wireless communications has conventionally relied on key-based cryp-
tographic algorithms at the network layer or above. Before cryptography, encryption
was undergoing development for centuries. It was only realized by Auguste Kerck-
hoff in 1883 that keeping a key secret would be sufficient for a cypher to maintain
confidentiality even if the attacker fully understands the algorithm. This was later
restated by Claude Shannon as a maxim — “the enemy knows the system”. In 1949,
one year after the groundbreaking work on information theory, Shannon published an-
other landmark work [31] which laid the information-theoretic foundations of modern
cryptography. In his work, Shannon proved that if the key is at least the same length
as the ciphertext, i.e., a one-time pad key, then perfect security is achievable. Due to
the strict requirement on key length, it is difficult to transmit very long messages or
guarantee key freshness since the safe exchange of keys is not guaranteed. Currently,
both symmetric- and nonsymmetric- key cryptosystems are based on computational
security. The strength of the key is based upon its resistance to brute-force attacks.
Although the probability of cracking such a key using current computational tech-
niques and algorithms is extremely small, cyphers based on computational security
are not future proof due to the relentless growth of computational power and the

possibility of discovering new cracking algorithms. Besides, in the internet-of-things



(IoT) applications with 5G, devices range from well-resourced smartphones to de-
vices with limited capabilities, and the implementation of computationally expensive
cryptographic techniques can be challenging among these lightweight devices [32-35].
Therefore, the potential growth in computational power and the need to support
[oT applications motivate the study of security solutions that are provably unbreak-
able [36].

Physical layer security (PLS) avoids computationally expensive cryptography and
can achieve provable security at the physical layer. In 1978, Wyner [37] and subse-
quently Csiszar and J. Kérner [38] revealed that, at the level of the physical layer, it is
theoretically possible to have reliable transmission at a positive rate in perfect secrecy
via a noisy wire-tap channel. These pioneering works relaxed the secrecy criterion
by requiring asymptotically statistical independence as the block length increases in
a noisy system rather than strict statistical independence as in Shannon’s criterion
of perfect secrecy in a noiseless system [39]. Later, the result from [40] confirmed
that the secrecy capacity of a legitimate link is the capacity difference between the
legitimate link and the eavesdropping link for Gaussian noisy channels. In the mean-
time, cryptography developed rapidly for its computational security, and PLS did not
receive much attention. In 1995, with the goal to achieve perfect security rather than
computational security, [41] proved that even if the channel of the legitimate link was
worse than the eavesdropping channel, it could generate a secret key at the physical
layer. This reignited the confidence in PLS, and more theoretical contributions on
coding and modulation schemes for reliable and secure communication over Gaus-
sian and fading wiretap channels have been proposed in the following years [42,43].
Notably, the work in [44] has shown that fading has a positive impact on secrecy
capacity and rate adaptation based on channel state information. To enhance PLS,
two secrecy enhancing techniques are widely studied in the literature [45]: one is to

create so-called guard zones by stopping the transmissions whenever eavesdroppers



(EDs) are discovered within them; another way is to transmit artificial noise, i.e.,
jamming, to make the confidential messages hard to decode at the EDs. Recently,
the unpredictability of EDs has also been taken into consideration. In particular, ran-
domly located EDs are normally modeled as a point process, and the performance of
PLS over fading channels has been broadly investigated under a stochastic geometry

framework.

1.2 Motivation

This section gives the motivation to study reliable D2D communications and PLS
based on stochastic geometry.

In wireless communications, reliable transmission is the cornerstone of achieving
secure transmission at the physical layer [37,40]. Although D2D communications have
been proposed and used for both commercial applications [46] and mission-critical ap-
plications [21], there are still several challenges associated with the reliability of D2D
networks. Due to spectrum sharing, the interference among mobile users is a signifi-
cant problem in D2D communications [47]. The intended transmitter and interferers
are mutually affected by each other, because the increase of the transmit power of a
link will increase its reliability while degrading the performance of others. Besides,
due to path loss, multipath fading and the randomness of the spatial locations of
mobile users, it becomes difficult to predict the exact interference of the concurrent
transmissions for proper interference management. Furthermore, the reliability of
D2D communications over an end-to-end path is also challenged by the activities and
behaviors of forwarding nodes. In addition, the studies in [27,48-50] have shown that
direct communication within a group of DUEs can improve the performance of a cel-
lular system in terms of signaling overhead, spectral efficiency, and energy efficiency.

And, clustered D2D networks exist in real or standardized scenarios, such as hotspots



for content distribution in heterogeneous cellular networks [51] and mission-critical
group communications for public safety networks [52]. Thus, it becomes necessary to
find new and sophisticated methods that are suitable for use in networks of positional
randomness.

Due to the broadcast nature of wireless signals, wireless communication networks
including D2D networks are also vulnerable to attacks. In an open access envi-
ronment, the surrounding terminals including other receivers could act as potential
EDs [53]. Since the secrecy performance of PLS is related to the capacity at the legit-
imate receiver and EDs, the physical properties of terminals, including the path loss,
shadowing, fading and the ambiguous locations of EDs, must be considered. And, the
transmit power of the transmitter will also affect the signal-to-noise ratios (SNRs)
of both legitimate and eavesdropping links, thus affecting the secrecy performance.
Meanwhile, with the advantages of low cost, high flexibility and coverage capabil-
ity, unmanned aerial vehicles (UAVs) have also posed a significant risk to ground
wireless communications when acting as EDs. In that case, the line-of-sight (LoS)
link conditions from the ground transmitter to the UAV will also affect the secrecy
performance. Finally, when considering anti-eavesdropping techniques such as jam-
ming, ubiquitous artificial interference could degrade the legitimate link rate as well
as the eavesdropping links. Therefore, the community is in great need of developing
tractable tools to model and analyze the secrecy performance for EDs with positional
randomness.

Since the performance of wireless transmissions depends heavily on the spatial
locations of the mobile devices, both the reliable D2D communications and secure
physical layer communications are mainly affected by the network geometry and the
spatial distribution of interferers and eavesdroppers. Stochastic geometry has been
proposed to model random network topologies with high accuracy. Compared with

traditional models through Monte-Carlo trials, these methods offer analytic tractabil-



ity to study the average behavior of a wireless network over many spatial realizations
of wireless nodes modeled by point processes. Stochastic geometry has been used in
the past few years for the system-level analysis of D2D networks as well as PLS [29,54].
Specifically, reliability enhancing techniques such as power control and channel allo-
cations [26,55] and PLS enhancing techniques such as guard zone and jamming [56]
have been analyzed and designed based on stochastic geometry.

The thesis hereby focuses on the system-level analysis and design for reliability

and security for next-generation networks based on stochastic geometry.

1.3 Thesis Contribution and Organization

Following the previous sections on the overview and motivation for reliable and se-
cure communication, we present the contributions and organization of the thesis in
this section. The thesis mainly studies four different, but important, wireless sys-
tems based on D2D technology and PLS, which have different system models and are
suitable for different scenarios. All the analysis methods and performance improve-
ment techniques used in those systems are newly proposed. The organization of the
remaining parts of this thesis as well as the contributions are given as follows. All
nomenclatures, abbreviations and mathematical notations are independently defined
for the system in each chapter to achieve clarity. Meanwhile, most of the analytical
results given throughout this thesis are derived by Mathematica or manually, and the
numerical results are generated by Monte Carlo simulations via MATLAB.
Chapter 2 begins with reviewing the technical aspects of D2D communications.
A retrospective of the preliminaries relevant to D2D communications is provided, in
which a series of key concepts are introduced. In particular, the interference manage-
ment related to the reliable communication has been addressed. Following this, PLS

is addressed for a general wire-tapping channel model. Finally, the fundamentals of



stochastic geometry for wireless modeling are provided. This lays the foundation for
designing a reliable and secure wireless network.

Chapter 3 is the first of four research chapters. This work proposes two new
power allocation frameworks for performance optimization in both centralized and
distributed clustered out-band D2D networks. In particular, it studies the joint cov-
erage probability of D2D links in a fading environment. Two types of Poisson cluster
processes, namely Matérn and modified Thomas cluster processes, are used to model
the gathering behavior of the DUEs. Unlike traditional analysis based on coverage
probability, the joint coverage probability helps to capture the mutual interference
from concurrent transmission links under the same channel resources. A novel dis-
tance distribution for the Matérn cluster processes has been derived to aid the formu-
lation of the typical coverage probability. As a result, the power allocation framework
that focuses on joint coverage maximization, and another framework that focuses on
power minimization under the joint coverage constraint, have been formulated. The
convex counterparts of the original non-convex problems have been obtained. In ad-
dition, to reduce the information reported to the centralized or localized controllers,
different approximations on the joint coverage probabilities are investigated. The sim-
ulations have demonstrated that the performance of the target cluster and the whole
network will be optimum over the fixed power and open loop schemes when using the
proposed optimization frameworks. This chapter is joint work with Prof. Justin P.
Coon, Dr. Gaojie Chen and Dr. David E. Simmons. The research has been published
in one journal, Transactions on Vehicular Technology [57] (©) 2018 IEEE, in the Pro-
ceedings of International Conference on Communications (ICC) [58] (©) 2017 IEEE,
and in the Proceedings of Global Communications Conference (GLOBECOM) [59] (©)
2016 IEEE.

Chapter 4 proposes a novel route selection method to find a reliable end-to-end

link constrained by coverage, timeliness, and trust probabilities for mission-critical

10



data (MCData) public safety networks. Along with interference, it also considers
the delay of the transmission requests and the behaviors of neighboring groups. This
contrasts with previous results on route selection [60-62] where noise and interference
are considered for reliable transmissions. As a result, queuing theory and trust are
introduced to model the delay of the transmission requests and the uncooperative
behaviors of forwarding DUEs. The interference coming from neighboring clusters is
discovered to be related to the queuing system which has not been seen in previous
literature. Besides, robust trust based on a confidence interval is first introduced to
describe the uncooperative behavior of users. Simulations show that, by designing
such a route selection, the end-to-end reliability is enhanced when compared to the
route selection only considering interference. This chapter is joint work with Prof.
Justin P. Coon and Dr. Gaojie Chen. The main content of the research has been
published in one journal, System Journal [63] (€) 2019 IEEE.

Chapter 5 is the first chapter focusing on PLS. It firstly presents the meta dis-
tribution of the secrecy rate, which can provide the fraction of the realizations of EDs
fulfilling a target secrecy rate in a wireless network. Focusing on both the noise-limited
regime and the high SNR regime, the meta distribution is studied based on a sys-
tem model, where a primary link coexists with a secondary network of potential EDs
modeled as a Poisson point process (PPP). The meta distribution can either be for-
mulated using the Gil-Pelaez theorem with the imaginary moments of the conditional
secure connection probability (CCSP) given the realization of EDs or approximated
by the beta distribution with the first two moments only. The distribution of EDs is
assumed to obey the PPP in a plane. The EDs can work in either colluding or non-
colluding modes. This thesis is the first work to investigate the secure and reliable
transmission of a ground link with the help of the meta distribution. This chapter is
joint work with Prof. Justin P. Coon and Dr. Gaojie Chen. The main content of the

research has been published in one journal, Wireless Communications Letters [64] (C)
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2018 IEEE.

Chapter 6 describes a new system model to analyze the secure connection prob-
ability (SCP) of a wireless link in the presence of the UAV EDs (UEDs) within a
finite area of space. A friendly UAV jammer has been introduced to increase the
secrecy performance of the legitimate link. The spatial distribution of UEDs obeying
a uniform binomial point process (BPP) is used to characterize the randomness of
the UEDs. The BPP itself is known to be a challenge in performance analysis due
to its boundary effects. Moreover, a piecewise function is proposed to approximate
the line-of-sight probability for the air-to-ground links, which not only provides a
better approximation than using the existing sigmoid-based fitting but allows one to
derive the analytic expression for the secure connection probability of the legitimate
ground link in the presence of non-colluding UEDs. The performance of the SCP
with respect to the transmitting-to-jamming power ratio, the height of the UAVs,
and the UAV jammer location has been investigated. This chapter is joint work with
Prof. Justin P. Coon and Dr. Gaojie Chen. The research has been published in one
journal, Transactions on Information Forensics and Security [65] (€) 2019 IEEE.

Chapter 7 summarizes the thesis and presents its conclusions. Suggestions and
ideas are proposed and discussed for future research in the field of reliability and

security for wireless networks.
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Chapter 2

Research Overview

This chapter focuses on the theories and models that have been used in the litera-
ture, which will support the studies in the following chapters to analysis and design
for reliable and secure wireless transmissions. The main underlying principles of
these theories and models are explained, followed by the review of their state of art

applications in the literature.

2.1 D2D Communications

D2D communication is a paradigm in 4G and future 5G cellular networks, which
allows user equipments (UEs), namely mobile devices, in close proximity! to commu-
nicate directly without the radio signal travelling through the base station, e.g., the
evolved Node B (eNB) in 4G, or the core network. The mobile devices which work
for D2D communications are called D2D UEs (DUEs), and the mobile devices which

connect to eNBs for cellular communications are called cellular UEs (CUEs).

IThe proximity is in a broader sense rather than just physical distance, which may also be
found based on channel conditions, signal-to-interference-plus-noise ratio (SINR), throughput, or
delay [66].
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2.1.1 Classification

Based on spectrum usage, D2D communications can be primarily classified into in-
band D2D communication and out-band D2D communication. Each category can

have two exclusive working modes as shown in Figure 2.1.

D2D communications

( - )
In-band Out-band
(cellular spectrum) (non-cellular spectrum)
e e
r N r N
Underlay Overlay Controlled Autonomous

Figure 2.1: D2D classification.

2.1.1.1 In-band D2D communication

Depending on whether CUEs and DUESs use the same cellular resource for concurrent
transmissions, in-band D2D communication can correspondingly operate in underlay
or overlay modes. In the underlay mode, cellular uplink resource sharing for D2D
communications is favoured over downlink for it is easier to handle the co-channel
interference at the eNBs than the CUEs [66], and the downlink has a heavy traffic
in the network [67]. In the overlay mode, a proportion of the cellular spectrum is
reserved for D2D communications only.

The advantages of in-band D2D communication include accessing control by net-
work operators and spectrum efficiency improvement by exploiting spatial diversity.
The disadvantages are mainly complicated interference management in underlay mode

and inefficient cellular resource utilization in overlay mode.

2.1.1.2 Out-band D2D communication

The out-band D2D communication often operates in the unlicensed spectrum such as

the industrial, scientific and medical (ISM) radio bands. Radio access technologies
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like WiFi-Direct, ZigBee, and Bluetooth are the ideal candidates for out-band D2D
communication. Depending on whether a cellular network manages its D2D com-
munications or not, out-band D2D can be further divided into the controlled mode
and autonomous mode. In the controlled mode, the management of the D2D com-
munications is assisted by the cellular network [21]. In the autonomous mode, the
management of D2D communication is left to DUEs.

One significant benefit of out-band D2D communication is the interference avoid-
ance between the D2D and cellular links. Another benefit is to deliver more capacity
without increasing the operational and capital expenditure [68]. Besides, it is pos-
sible to establish cellular and D2D links simultaneously since only cellular devices
with two radio access technologies (e.g., long-term evolution (LTE) and Wi-Fi) can
use out-band D2D communications [25]. Furthermore, LTE-Unlicensed has been pro-
posed to enable LTE in the unlicensed spectrum [69, 70]. However, out-band D2D
communications may suffer from a loss of synchronization, low data rate, and high

latency due to the interference and collisions caused by ISM devices [71], [67].

2.1.2 Proximity-Based Services

Since Release 12 of the 3rd generation partnership project (3GPP), proximity ser-
vices (ProSe) have been developed to support D2D communications. The goal is to
reduce the network load, increase capacity in a given bandwidth and extend network
coverage. It is applicable to both commercial and public safety applications. In gen-
eral, the ProSe have three core functions: device discovery, direct communication,

and relay [72].

2.1.2.1 Device discovery

Device discovery involves detecting and identifying nearby D2D terminals. It allows

for advertising and detecting useful information provided by the UEs in proximity
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without the need for establishing a communication link. During peer discovery, one
party sends a beacon signal for synchronization proposes, and the other party scans
and captures the beacon so that two devices can meet and communicate with each
other using the same resource. In network-assisted D2D communications, the net-
work infrastructure such as the eNB can coordinate the channel resource for sending
and scanning beacons [73]. In the uncontrolled D2D network, the discovery process
requires that the peers scan for beacons at different times and frequencies according

to some randomized procedure so that the devices can discover each other [25].

2.1.2.2 Direct communication

Direct communication includes one-to-one communication and one-to-many commu-
nication to support direct data and group communications. Without adding more
complications, DUEs uses the same uplink transmission scheme as the LTE CUEs,
i.e., single-carrier frequency division multiple access (SC-FDMA), for transmission
and reception. In order to have a large coverage, the direct data communication
channel is expected to have a narrowband format with relatively low spectral effi-
ciency [25]. Meanwhile, group communication with broadcast support requires the

serving operator’s authorization prior to communications.

2.1.2.3 Relay

Relay exists mainly in three different technologies in D2D communications [74-76].

1. Layer 1 relay, namely repeater or amplify-and-forward relay, relays the radio
signals at the physical layer by amplifying and forwarding the signal. Since
no data decoder exists at the repeater, the signal, noise, and interference are

amplified altogether.

2. Layer 2 relay, namely decode-and-forward relay, is implemented to reduce the

noise and interference by decoding and encoding the messages in layer 2 of the
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relay. It spends more time than the repeater due to data processing.

3. A layer 3 relay works in a similar way to a layer 2 relay in terms of coding and
decoding. Apart from this, a layer 3 relay offers other useful features such as
ciphering for security, and it allows the relay UE to be treated as an eNB by

another UE to reuse LTE functions instead of adding new functions [77].

2.1.3 Interference in D2D Communications

Addressing the interference among eNB, CUEs, and DUEs due to resource sharing
plays a key role in achieving optimized reliability. By enabling D2D communications
in a cellular network, the cellular architecture has been transformed into two-tier
heterogeneous networks (HetNets). The first tier is the layer for conventional cellular
communication, namely macrocell tier, while the second tier is the DUEs for D2D
communication, namely device tier [78]. As a result of co-channel deployment of
DUESs, there are two types of interference: co-tier and cross-tier interference.

Co-tier interference refers to the interference between the nodes within the
same tier. In the LTE system, the co-tier interference is due to multiple DUEs shar-
ing similar resource blocks. As a result, intra-cell interference, which was previously
negligible in the conventional cellular case because of orthogonality between the cel-
lular users [79,80], is no longer negligible. Besides, new types of inter-cell interference
caused by DUEs from a cell to the DUEs and CUEs in other cells have to be dealt
with.

Cross-tier interference refers to the interference between the D2D link and the
cellular link as a result of reusing the cellular resources. Depending on whether uplink
or downlink resources have been used for D2D links, two types of interference, i.e.,
uplink interference and downlink interference, are created. When the uplink is used
for D2D transmission, the signal from the CUE transmitter will interfere with the

D2D receiver and vice versa. When the downlink is used for D2D transmission, the
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signal from eNB will interfere with the D2D receiver and the signal from the D2D

transmitter will interfere with the CUE receiver.

2.1.4 Performance Metrics for Interference Channels

Cumulative interference characterizes the aggregated instantaneous interference
from all undesired transmitters. Abstracting all the eNBs and the UEs as the nodes,

the cumulated interference at node j is

L= Pyy= ) Puglldiy)lhl” (2.1)

kevy kevy

where U; denotes the interfering nodes, P, . is the received power at node j while

K
transmitting from node k, gj; is the total antenna gain, P is the transmit power of
node k, ¢(dy;) is the path loss, which is a function of distance between nodes k and
j denoted by dy;, and |h;;|? is the channel fading coefficient.

The signal-to-interference-plus-noise ratio (SINR) of the received signal at

node j while transmitting from the intended node i is

P..
J

where the noise power at each receiver node is given by Ny = 10N*/14T, B, where
k =1.38 x 10723 J/K is Boltzmann’s constant, Ty, = 290 K is the room temperature,
B is the transmission bandwidth, and NF is the noise figure of the receiver in dB [81].

Channel capacity is the maximum rate for reliable transmission over a commu-
nication channel. When the interferers employ Gaussian codebooks for transmission,
which is equivalent to the use of Gaussian signaling in [82], or when the interferers
employ a spreading code [28], the resulting interference is additive white Gaussian

noise (AWGN). Then, the channel capacity of link 7, j in bit/s under the instantaneous
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channel and interference assumptions can be written as
Ci; = Blogy(1 + SINR;;) (2.3)

where B is the bandwidth of the channel in hertz. Furthermore, a metric called
ergodic capacity can be used to measure the long-term achievable rate by averaging
over all network realization states including channel and interference [83].

Coverage probability is the probability that a given information rate is sup-
ported by a communication channel. The complement of coverage probability is
called outage probability. Due to small-scale fading [84], a mobile radio channel has
a varying channel characteristic h;;, and the received signal will experience periods
of fades. The coverage probability of a link is the likelihood that the actual SINR
of the link is higher than a predetermined threshold S = 2" — 1, where t = R},/B is
the predefined link spectrum efficiency and R, is the target rate of the link in bit/s.
A higher spectral efficiency enables nodes to transfer more data per Hz on the same
spectrum, resulting in a lower cost-per-bit [85]. The coverage probability from node
1 to j is given by

(2.4)

No + I;;
pij = P{SINR;; > 5} = IP’{|hz~j|2 > M}

9i;0(dij) P;

Depending on the statistics of h;; measured in different environments, the expressions
for the coverage probability can be formulated for Rayleigh fading [86, Eq.15-16],
Racian fading [87], and Nakagami fading [88]. The probability distributions in [28,89]

are also applicable to some specific scenarios.
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2.1.5 Interference Control Schemes

Interference control schemes focus on who is responsible for interference management.
Interference management algorithms are normally based on the performance metrics
like the ones in the previous section. The algorithms often need to make a trade-off
between scalability and performance.

In a centralized scheme, the eNB manages the interference for both CUEs and
DUEs. This type of scheme requires that all users within the network report their
information such as the channel state information (CSI) or the interference to the
eNB [90]. Based on the obtained information, the eNB decides the resources and
transmit power level allocated to CUEs, DUEs, or both. Due to the potential sig-
nalling overhead for exchanging information, this scheme could be used for small-scale
D2D networks.

Compared to the centralized scheme, a distributed scheme allows the DUEs
themselves to carry out the interference management autonomously without the sup-
port of the eNB. The control and computational overhead are heavily reduced due
to limited information and feedback from others. But the interference management
among the devices becomes difficult due to the lack of neighbour information. Thus,
this method is more suitable for large-scale D2D networks.

A semi-distributed scheme, or a hybrid scheme, tries to combine the centralized
and distributed schemes so that a moderate amount of information and feedback
is required. Its performance often lies between these two schemes. This scheme is

suitable for moderately large networks [91].

2.1.6 Interference Management

Interference management plays a major role in achieving reliable D2D communica-
tions. In general, interference management algorithms for D2D communications often

rely on the availability of large-scale channel state information [92]. After the success-
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ful peer discovery, D2D candidates find each other for potential communication. To
initialize the communication link, interference management via mode selection will
determine the type of D2D or cellular operations. Afterwards, the fundamental re-
search challenges are resource allocation for dedicated or reuse cellular spectrum and
efficient power control if the reuse happens [93]. The following discussion gives both
the basic and state-of-the-art D2D interference management.

Mode selection helps to find the optimum strategy for the coexistence of DUESs
and CUEs under given network conditions to improve performance metrics such as
overall network throughput, transmit power, and energy consumption. The strategy
relies on knowing a certain amount of channel information to make a correct decision
on the working mode. Fundamentally, different channel conditions in the direct link
and the cellular link via eNB enable a device with one air interface to select a link
with better performance [94].

Based on the availability of channel estimation in each transmission slot, mode
selection can be further categorized into slow and fast mode selections. Slow mode
selection usually is based on the large-scale channel information such as received
signal strength, the distance or interference level between the terminals. For example,
the authors of [95] considered the large-scale path loss experienced on the D2D link
and cellular link. A weighted path loss of the D2D link was compared against the
path loss on the cellular link for mode selection. The weight was used to tune the
importance towards one working mode. In contrast to slow mode selection, fast mode
selection uses full channel information via channel estimation in each scheduling slot
to further capture the effect due to fast fading. The operating modes of the UEs
depend on the estimated SINRs of the potential cellular link that connects the DUE
to the eNB and the potential direct D2D link in the slot. Under coordinated radio
resource management across cells, simulation results have shown a reduction of 95%

of packet delay for D2D transmissions without sacrificing the performance of cellular
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transmissions [96].

Compared to fast mode selection, slow mode selection helps to reduce the num-
ber of unnecessary communication mode switches due to a temporary change of the
channel condition and to reduce the frequency on link configuration and signaling
overhead. In the case where fast channel estimation is not valid due to high dynam-
ics of UEs and low complexity requirements on the transceivers, the statistics of the
devices can be used to increase the robustness of the system. For example, the work
of [97] considered mode switching based on average threshold D2D distance rather
than an instantaneous value by exploiting the statistics of the locations of DUEs to
reduce the signaling overhead but still keep some useful information for slow mode
selection.

Radio resource allocation is an important step, which allocates certain spec-
trum for D2D communications. The previous discussion has demonstrated that D2D
links could generate co-tier interference and cross-tier interference.

To alleviate the cross-tier interference, DUEs and CUEs could be arranged to
work in separate spectrum. This could be the case of the overlay mode in in-band
D2D communication, autonomous and controlled modes in out-band D2D communi-
cation. In [98], the authors investigated the optimization of the rate when given a
carrier sensing threshold for mode selection, and a fraction of the cellular spectrum is
exclusively assigned for overlay in-band D2D. In [99], a resource allocation framework
was proposed where the uplink spectrum is divided into two orthogonal portions by
assigning one portion to D2D communication and another portion to cellular commu-
nication in an in-band overlay multi-cell network. Out-band D2D for content storage
was studied in [100]. Furthermore, by creating an interference graph that models the
interference of the network, the authors of [101] proposed graph-based scheduling,
where D2D transmissions can be scheduled in a way that nearby D2D and cellular

transmissions will not happen on the same channel resources.
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To handle the co-tier interference for a D2D communication underlay cellular
network, the work of [102] allows multiple D2D pairs to share one channel. The
packages of D2D pairs can form combinatorial bidders while the eNB is the seller
in the channel allocation process. The seller sells channel resources to maximize
their combinatorial utilities. The results show that D2D-enabled underlay cellular
networks can increase the system energy efficiency compared to the conventional
cellular system. In [103], unlike previous works requiring full CSI, the statistical CSI is
needed. To solve the resulting high-complexity problem, candidate DUE sets are first
narrowed down according to required outage probability constraints, which are used
to construct a simplified bipartite graph. In addition, fairness is also an important
factor in resource allocation. A fair resource allocation method in scenarios wherein
multiple DUEs coexist with multiple CUEs has been studied in [104].

Depending on the complexity of the compensation at the transmitter, power
control schemes can be divided into static and dynamic schemes. In a 3G network
based on wideband code division multiple access (WCDMA), all links in a cell share
the same spectrum and create intra-cell interference. A fast closed loop power control
scheme is used for both uplink and downlink [105]. Especially on the uplink, the base
station frequently estimates the received SINR and commands the mobile devices
to adjust the transmit power to meet the target SINR. The rate of this measure-
command-react cycle is 1.5 kHz, which is even faster than the speed of fast Rayleigh
fading for low to moderate mobile speeds [106]. In addition, channel equalization
can also be used to compensate the influence of random fluctuations appearing in
the radio channel [107]. As a result, the variations of the path loss, shadowing and
fading are captured, and the near-far problem due to imbalance among all the uplink
signals is solved. In the LTE cellular network, the resources allocated to different
CUEs of a cell are orthogonal to each other, and a slow power control scheme is

used to compensate the variations of the path loss and shadowing, i.e., large-scale
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fading [108]. Since inter-symbol interference can be perfectly mitigated given that
the maximum time delay of the channel is smaller than the guard interval duration,
the sub-channels experience a flat fading channel. Thus, a one-tap equalizer is used
at the LTE receiver.

For D2D-enabled LTE cellular networks, it is natural to base the strategy on LTE
uplink power control to reduce design complexity [109]. Firstly, devices can transmit
with a fized-level preconfigured transmit power regardless of the channel variation.
The benefit of the scheme is that the feedback of channel information is not required,
because all D2D transmitters use a fixed transmit power and every D2D transmitter
determines when to transmit data on its own without centralized control [110]. This
is particularly helpful to the scenario where eNB assisted power control for D2D
communications is not feasible for DUEs which are outside of coverage areas [72] or
the scenario where feedback congestion happens in a large-scale network. Secondly,
the transmitter can adopt conventional open loop scheme, which fully utilizes the LTE
path loss compensation capability so that a full path loss inversion can be performed.
Thirdly, fractional power control, or open loop with fractional path loss compensation,
can partially compensate the path loss, which allows the received SINR and the
corresponding transmission rate to decrease as the path loss increases. This was
originally used to reduce inter-cell interference when the CUE at the edge needs to
transmit to the eNB. For both conventional and D2D-enabled LTE cellular networks,
system-level performance analysis and optimization must be carried out to find the
fraction parameter for this type of power control scheme in order to achieve the
optimum result [108].

In the literature, the work of [111] ensures that the CUEs have sufficient coverage
probability by limiting the interference created by underlaid DUEs while attempting
to support as many D2D links as possible. For the distributed power control method,

expressions for the coverage probabilities of cellular and D2D links were derived, and

24



a lower bound on the sum rate of the D2D links was provided. In [26], the authors
proposed a channel allocation scheme together with a set of three power control
schemes to mitigate interference in a D2D underlaid cellular system modeled as a
random network using the mathematical tool of stochastic geometry. The first two
power control schemes compensate for large-scale path loss effects and maximize the
D2D sum rate by employing distance-dependent path loss parameters of the D2D
link and the base station, including an error estimation margin. The third scheme
is an adaptive power control scheme based on a variable target SINR, which limits
the interference caused by D2D users and provides sufficient coverage probability for
cellular users.

In many cases, to fulfil certain design goals, one may need to combine different
interference management approaches. The joint design in [112] aims at maximizing
the overall system throughput while guaranteeing the SINR of both D2D and cellular
links. The optimization problem could be decomposed into power control, joint mode
selection, and channel assignment. To address the joint optimization of power and
mode selection under imperfect CSI, the authors of [113] proposed an optimal energy-
aware joint power allocation and mode selection (JPAMS) scheme. The solution for
the power minimization for both D2D and cellular links constrained by the quality
of service (QoS) was provided. Based on the proposed power allocation, the mode
selection problem in the presence of imperfect CSI was addressed.

The research of [93] proposed a centralized decision-making framework at the
macro base station for D2D communication underlaying a two-tier cellular network.
The framework prefers a D2D overlay mode to underlay mode if the D2D devices are
close to each other and orthogonal resources are available. Otherwise, D2D underlay
mode is enabled when both the maximum distance and the interference threshold
are satisfied. A geometric vertex search approach was adopted to solve the power

allocation problem.
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The authors of [114] considered joint mode selection and radio resource allocation
to improve overall system throughput. The maximization of the sum of users’ data
rates constrained by interference and power were formulated for both D2D and CUE
links. A coalition formation game with transferable utility was used to solve the
optimization problem. A coalition between the D2D and CUE links who share the
same resource blocks was formed in the game, and the best response strategy was
used in coalition formation.

In [115], a resource allocation scheme was studied for a multi-D2D communica-
tions underlay cellular network, where each D2D pair can share subcarrier resources
with multiple CUEs. An optimization problem was formulated to maximize the sum
spectrum efficiency of the HetNet while guaranteeing a positive system gain and the
rate requirement of CUEs. A heuristic greedy algorithm was designed to make the
subcarrier matching between CUEs and DUEs based on maximum sum spectrum ef-
ficiency, and then an efficient power allocation algorithm per D2D pair was developed

based on the Lagrangian dual method.

2.2 Physical Layer Security

As with reliable communications, wireless communication security is another driving
factor for the evolution of wireless communication systems. Incorporating security
capabilities at the physical layer can complement cryptography-based high-level se-
curity so that more secure links can be established [116]. This section will introduce
a series of basic concepts in modeling and designing a reliable and secure communi-

cation system with physical layer security.
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Figure 2.2: Wire-tap channel mode.

2.2.1 Wire-Tap Channel

As seen in Figure 2.2, the transmitter is assumed to work as a stationary ergodic
finite alphabet source. A binary message word M consisting of k& bits is encoded into
an n-vector X" code word, which then works as the input to the main channel. For
Wyner’s classic wire-tap channel model, during the message transmission, only the
wire-tap channel is corrupted by Gaussian noise. Since practical wireless channels are
always noise corrupted, the Gaussian wire-tap channel model is considered instead.
In this model, both the main and wire-tap channels are assumed to be corrupted
by independent and identically distributed (i.i.d.) Gaussian noise. The legitimate
receiver makes an estimate M of M based on the output Y of the main channel,

incurring a block (i.e., message word) error rate
PeZP{M;AM}. (2.5)

Meanwhile, the fractional equivocation of the eavesdropper (ED) can be defined

as [40]
\_ HOI| 27

00 (2.6)

where H(M) = — ). p;log, p; is the Shannon entropy, p; is the probability of charac-

ter number ¢ appearing in the set of characters of the message M, H(M | Z") is the
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conditional entropy, and the rate of transmission for the main channel is defined as

(2.7)

A pair (R*,d*) is achievable, if for all € > 0, there exists an encoder-decoder pair so
that

R>R' —¢, A>d" —e¢ and P, <e. (2.8)

For the Gaussian wire-tap channel model, denoting the capacity difference between
the main and wire-tap channels as Cs, the authors of [40] proved that (R*,d*) =
(Cs, 1) is achievable. This means that, by transmitting below the rate C, it is feasible
to completely confuse the ED even though it has received Z" via the wire-tap channel.
The proof of achievable secrecy capacity in the Gaussian wire-tap channel satisfies
the weak secrecy condition, which is defined as

lim L2

n— 00 n

—0 (2.9)

where the mutual information [(M;Z") = H(M) — H(M | Z"). In addition, to
strengthen the definition for secrecy, the strong secrecy condition is defined as
lim I[(M;Z") =0 (2.10)

n—oo
while perfect secrecy condition is defined as

I(M;Z™) = 0. (2.11)
According to [117,118], any coding scheme that satisfies the weak secrecy condition

can be converted into a coding scheme that satisfies the strong secrecy condition.

28



2.2.2 Performance Metrics for Wire-Tap Channels
2.2.2.1 Secrecy Capacity

The secrecy capacity of a Gaussian wire-tap channel is the highest coding rate at
which both the reliability and security constraints in (2.8) are satisfied.

The instantaneous SNR at a receiver y from a transmitter x is

2
SNRx,y = P$|h$,:1]/\’[ g(dmy)

)

(2.12)

where N, is the noise power at the receiver y. Denoting Alice, Bob, and a set of
EDs as s, d, and Vg, respectively, the secrecy capacity for multiple wire-tap channels

under instantaneous fading is given by [119]

Co =G Cw (2.13)

= [log, (1 + SNR44) — log, (1 + Focw, (SNRy.))] "

where C'y; is the capacity of main channel, and Cyy is the channel capacity achieved
by wire-tap channels. [z]T denotes max(0, ), operator F.cy,(-) is a function related
to different eavesdropping diversity schemes. Typically, as it will be shown in Section
2.2.3, F(-) can be either ) _y () for the colluding scenario or max.cy,(-) for the
non-colluding scenario. If Cy > 0, the secrecy capacity Cs can be achieved while
transmitting the message from s to d regardless of the presence of the EDs. The
secrecy capacity is accomplished by assigning multiple codewords for each possible
message and sending one at random in a manner that receiver d can reliably decode
while the best guess for the EDs remains uniformly random [38].

It is clear that instantaneous CSI knowledge from Alice to any ED is assumed to
be known for the above metric. This could be the case when the ED may be another

legitimate user who transmits signals but is not allowed to receive the confidential
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message from the source [42].

2.2.2.2 Secure Connection Probability

When the instantaneous CSI is not available, the statistics of the spatial locations
and fading of the unknown EDs are assumed to obey certain distributions that can
reflect the nature of wireless systems. Then, the average secrecy performance over all
potential eavesdropping realizations of the channel states can be captured. This gives
rise to a study of the secure connection probability. The secure connection probability
measures the probability of successfully achieving an instantaneous secrecy capacity
C; larger than a target secrecy rate Ry > 0. R, is the minimum requirement for suc-
cessful reception of information at the receiver. The complement of secure connection
probability is called secrecy outage probability. The secure connection probability can
be written as [120)]

ps(Rs> - P{Cs > Rs} . (214)

This implies that the instantaneous secrecy capacity is greater than a target se-
crecy rate Ry > 0. The operational significance of this definition is that [42], when
setting the secrecy rate R, Alice is assuming that the capacity of the wire-tap chan-
nel is given by C, = Cyy — R,. As long as R, < Cy, Eve’s channel will be worse than
Alice’s estimation, i.e., Cy < Cyy,, then the wire-tap codes used by Alice will ensure

perfect secrecy. Otherwise, if Ry > C; then Cf, > Cy and secrecy is compromised.

2.2.3 Eavesdropping Diversity Schemes

Due to the broadcast nature of the wireless medium, wireless transmission is exposed
to an adversarial network of multiple EDs. The two most important adversarial
models are named non-colluding and colluding eavesdropping, which exploit different

degrees of spatial diversity to decode the transmitted signals. These are considered
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in the literature for secrecy performance analysis based on physical layer security

[116,121].

2.2.3.1 Non-colluding Eavesdropping

Non-colluding eavesdropping describes the scenario where the eavesdropping behaviour
is carried out by independent attackers. During the transmission at any time, regard-
less of whoever has successfully eavesdropped the full or part of the message, the
confidentiality of the message is compromised. In the fading environment, an ED
may not always have the strongest instantaneous SNR among the others, and the
one with the highest instantaneous SNR has the best opportunity to compromise the
transmission secrecy. Therefore, the theory behind non-colluding eavesdropping is
very similar to selection combining in a diversity system, where the message from
multiple EDs with the largest instantaneous SNR is chosen.

As a consequence, at time ¢, the baseband signal of the diversity branch at ED ¢
can be written as

ri(t) = gir(t) + milt) (2.15)

where z(t) is the transmit signal, g; is the complex channel gain, n;(¢) for all i € Up
are independent complex white Gaussian noise process with equal variance, r;(t) is
the received signal at ED 7, and the corresponding instantaneous SNR of node 7 is
given by

SNR; = E“‘Zﬂmﬁ (2.16)

n
where E[-] is the expectation, and o2 is the noise power, which is assumed to be
the same in all the branches. Therefore, the instantaneous SNR of non-colluding

eavesdropping, SNR,, is given by

SNR,. = max (SNR;) . (2.17)
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2.2.3.2 Colluding Eavesdropping

Colluding eavesdropping is the case where the EDs exchange and combine the in-
formation received by all the EDs to decode the secret message. It is a centralized
eavesdropping scenario, which is theoretically similar to the maximal ratio combining
(MRC) technique carried out by optimum branch weighting to maximize aggregated
SNR. In detail, the signals from the receive antenna of different EDs are weighted
according to individual noise powers and instantaneous channel powers, then the re-
sults are coherently combined in a centralized controller [122]. The linear combiner

output of the baseband signals from different EDs is given by

y(H) = 3 wig®) +ml0) =2(t) 3 wigi + 3 wini(t). (2.18)

iG\I/E iE\I/E iE\I/E

The instantaneous signal and noise powers at the combiner output can be written as

2

, and 02, =02 Z |w; | (2.19)

eV p

o, =E[Jz(t)’]

y

Z W;gi

i€V

while the instantaneous SNR at the combiner output can be expressed as

2
SNR, — SNR,, 12ievs “igi] (2.20)
Zie‘l/E ‘wl|2
and
E [|x(t)]?
s, - ELS(01] -

On

which is the average SNR, and it is assumed to be the same for all branches. According

to the Cauchy-Schwarz inequality for complex parameters, we have

< Sl Y |ail (2.22)

ieVp €eVp

Z Wi Gq

i€Vp
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which holds with equality for w; = cg;, and c is an arbitrary complex constant.
Since the exact value of the constant does not matter due to cancellation on both
sides in (2.22), one could always scale w; during the weighting procedure such that
> icw, lwil> = 1 [123]. Then, the right-hand side of (2.22) becomes >,y |g:il*. As
a result, the maximum aggregated SNR exists for the aggregated instantaneous SNR

when w; = cg;, which is given by

SNRyre = SNRay 3 |gil* = ) SNR,. (2.23)

i€V i€l g

Therefore, the output SNR of MRC is equal to the sum of the SNRs of all individual

receive antennas.

2.3 Stochastic Geometry for Network Modeling

As shown in previous sections, many performance metrics are functions of the net-
work geometry on which the path loss and the fading characteristics are dependent.
Stochastic geometry allows one to study the average behavior over many spatial
realizations of a network whose nodes are placed according to some random point
patterns. These patterns statistically describe the irregular nature of the wireless
nodes such as interferers [124] and EDs [116,121], and analytically quantify the per-
formance metrics on interference and eavesdropping when the exact locations and
channels of nodes are impossible to know or predict. Since the patterns play a role
in the modeling, point process theory is often considered to be the main subfield of
stochastic geometry.

The following parts of this section introduce typical point processes including
uniform binomial point process (BPP), Poisson point processes (PPP), and Poisson
cluster processes (PCPs), and their applications in modeling the nodes’ positions in

wireless networks.
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2.3.1 Binomial Point Process (BPP)

Given a space S C R", a point process X consisting of m i.i.d. points with common
density f is called a uniform BPP of m points in a bounded set B C S, and it is
denoted as

X ~ binomial(B,m, f) (2.24)

where f is a density function on a set B, and m € N. The uniform BPP on B is the

superposition of m independent and uniformly distributed points on B, and

1/|B|, z€B
fla) = (2.25)

0, otherwise

where |B| is the length, area, volume or more generally, the Lebesgue measure, of B.

A realization of a uniform BPP is given in Figure 2.3.
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Figure 2.3: Points generated from a BPP with m = 100.
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2.3.1.1 BPP-based Network Modeling: Applications and Limitations

The uniform BPP is used to model the pattern of a known number of nodes in a
finite wireless network. Since the interference and the SINR seen at the center of the
network are different from that of the network boundary, the main use of this model is
to study the performance of a user at all locations. For example, the authors of [125]
modeled the locations of nodes as a uniform BPP to study the performance of an
arbitrarily located reference receiver in a circular region under uniform transmitter
selection and k-closest transmitter selection policies. In [126], a finite network of
unmanned aerial vehicles (UAVs) serving a given region was studied by modeling this
network as a BPP. The downlink coverage probability of a reference receiver located
at an arbitrary position on the ground assuming Nakagami-m fading for all wireless
links was also derived.

In general, the limitation of the BPP can be seen in two aspects. Firstly, the BPP
requires a known number of nodes. In a D2D-enabled cellular network, links may be
established randomly, and only the average number of users may be known. Secondly,
the analytic complexity related to the performance metrics is very complicated due

to boundary effects. To solve the above problems, PPPs and PCPs are often used.

2.3.2 Poisson Point Process (PPP)

A PPP is a type of random object abstracted as points randomly positioned in a
mathematical space [127], and it has been used to model the pattern of nodes in a
large-scale wireless network [128]. In a two-dimensional continuous space S C R?
the number of the objects N generated in the space is Poisson distributed, thus it
has probability

P{N =n} = A—'e_A (2.26)
n!
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where A = [, A(x)dx, A € [0,00), A(x) is the intensity function for any bounded
set B C S. If A\(x) is a non-negative constant, the PPP is said to be homogeneous,

otherwise, it is inhomogeneous. For easy notation, the intensity of a homogeneous

PPP is denoted as .

2.3.2.1 Expectation of Random Sums over PPP

Let u(x) be a real-valued function of the event’s location x, then the random sum
over a PPP @ is given by ) 4 u(x). For a two-dimensional homogeneous PPP @,

its expectation follows Campbell’s Theorem [129], which can be written as

E

> ulx)

xed

= )\/Bu(x) dx. (2.27)

2.3.2.2 Expectation of Random Products over PPP

Let v(x) be a real-valued function, the expectation of the random product [ [, .4 v(x)
over @ is defined by the probability generating functional (PGFL) of a PPP, which

can be written as

E

| JIEY

xed

~exp {—/\ /B (1 — v(x)] dx} (2.28)

where 0 < v(x) < 1 for all x € B, while v(x) = 1 for x ¢ B so that there are only a

finite number of non-unit terms in the aforementioned product, which converges [130].

2.3.2.3 PPP-based Network Modeling: Applications and Limitations

PPPs are used to model various components of a telecommunications network, in-
cluding UEs and base station locations, with meaningful results. Unlike the analysis
based on the classic hexagonal model, the PPP models provide tractable analytic

expressions for specific performance metrics such as coverage probability thanks to
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the independence between different points and the simple form of the PGFL. Early
results in [131] also showed that the Voronoi tessellation cellular system with a PPP
modeling base stations is a lower bound to a hexagonal cellular system in performance
metrics like connection probability in normal shadow fading conditions and a good
approximation in the presence of high shadow fading standard deviation. Further
results in [132] showed that a PPP closely approximates the power control result
in a hexagonal grid model. Since PPPs can capture the nature of mobile devices
with tractability in performance metrics, and the same devices can act as EDs if
they are compromised, PPPs have also been used to model the spatial distribution
of EDs [53,116,133].

The PPP model may be inadequate when the node locations exhibit correlations.
Firstly, it is difficult to use a PPP to model the nodes that cluster together because
they work in the same area or due to the impact of medium access control (MAC)
protocols [134]. Secondly, in HetNets such as D2D-enabled two-tier cellular networks,
PPPs can not capture spatial coupling between UEs and eNBs that exists in real-
world HetNet deployments [135]. Areas close to an eNB are expected to achieve
higher performance when comparing to the edge, and the edge user performance is
the bottleneck of the cellular system [136]. To model the non-uniform behavior of

wireless nodes, the PCP has been adopted.

2.3.3 Poisson Cluster Processes (PCPs)

PCPs are a specific type of cluster process generated from the realizations of a ho-
mogeneous PPP for the parent process and a finite point process for the offspring
processes. When generating a PCP, the parent process is drawn from a PPP to
get the sample parent points first, then each sample parent point is replaced by a

realization of the offspring process to form clusters.
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Figure 2.4: Matérn clusters where * denotes a parent point, and o denotes an offspring
point. The parent density is 12.5 points per km?. R = 100 m; each cluster has an
average of 9 offspring points.

2.3.3.1 Neyman-Scott Process

The Neyman-Scott process is a PCP in which the number of offspring points belonging
to all clusters are generated from i.i.d. discrete random variables on the nonnegative
integers with specific probabilities [129]. The offspring points of the representative
cluster are i.i.d. around the parent point with intensity measure F(B) = [, f(z) dx,
where f(z) is the scattering density of the offspring process. If f(z) is isotropic, then
the corresponding Neyman-Scott process is isotropic [134]. The realization of the
process does not include the parent points but only their offspring points.

The following parts focus on two important cases of Neyman-Scott process named

Matérn cluster processes and modified Thomas cluster processes.

2.3.3.2 Matérn Cluster Process

For a Matérn cluster process in R?, every parent point, e.g., X,, is replaced by a

Poisson number of offspring points located uniformly within disc b(x,, R), where R
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Figure 2.5: Modified Thomas clusters where x denotes a parent point, and o denotes
an offspring point. The parent density is 12.5 points per km?; ¢ = 33.3 m; an average
of 9 offspring points exist within a cluster.

is the radius. An example of the Matérn clusters is shown in Figure 2.4. Given a
parent point x,, the probability density function (PDF) of any of its offspring points
is given by

flu—x,|R) = for |Jlu—x,|| < R. (2.29)

TR?’

The PDF of the distance between two offspring points of a cluster is given by [137]

SR (rm) = %Z (cos1 (;—%) - ;—2 1— (;-”;)2> . (2.30)

2.3.3.3 Modified Thomas Cluster Process

The modified Thomas cluster process is another cluster process, where the displace-

ment of offspring points from a parent point in each axis is Gaussian N(0, 0?); o2 is
the variance. An example of the modified Thomas cluster process is shown in Figure

2.5. It is suitable for the scenario where most of the wireless nodes are concentrated

39



while some comparably distant nodes also want to connect. Conditioning on a parent

point x,, the PDF of any of its offspring points is given by

202

foy—xohﬂ):(%m%—%mp<—ﬂﬂifﬂL). (2.31)

Based on the derivation of the Euclidean distance between two normally distributed
points in an N-dimensional space [138], [139], the PDF of the distance between two

points within a cluster is given by

Tt

fro(ry | o) = —5e7mi/0), (2.32)
g

Let R; be a random variable representing the distance between an offspring point
and a non-offspring point of a modified Thomas cluster process with variance o2, and
denoting the given distance from the cluster origin to the non-offspring point as R,,
the conditional PDF of R, is written as

2 2
r ry+ R rqRR
fro(ra| Ry) = U—ieXp (— : y) Io( . y) (2.33)

202 o2

where [y(z) is the zeroth order modified Bessel function of the first kind, and

M@:—Alm@mw»w. (2.34)

2.3.3.4 Expectation of Random Products over PCP

For a given function g : R* — [0,1] and [, |1 — g(x)]dx < oo, where x = (x1,2>)

denotes the Cartesian coordinate of a point in the two-dimensional plane, the PGFL
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of a Neyman-Scott process ® is given by [134]

Ga(g) = Eo

[Tsx

= ] (2.35)
:exp{)\o/o W/OOO {n (/RQg(Hsl)f(x)dx) —1} rdrd&},

where )\, denotes the intensity of the parent process, s; = (rcos(6),rsin(0)), n(z) =

7(2=1) i5 the moment-generating function of a Poisson random variable which de-

e
scribes the distribution of the number of offspring points with mean 7 in a cluster,
and f(x) is the PDF of the points in a cluster centered at (0,0), which equals (2.29)
for a Matérn cluster process with radius R and (2.31) for a modified Thomas cluster
process with variance o2,

Having the conditional distance PDF given by (2.33) for the modified Thomas

processes® and noticing that R, = r, we see that if g(x) is equal to a distance function

g1(]|x|]), the PGFL is given by

Galgi) = exp {2m0 /Ooo {n (/OOO a1(x) fr, (x| 7) dx) - 11 rdr} . (2.36)

Notably, the number of integrals is reduced from 4 integrals in (2.35) to 2 integrals
in (2.36). This is very important because: Firstly, (2.36) eliminates the unnecessary
numerical integral errors introduced by the two extra integrals; Secondly, since both
g(+) and gy (+) are related to the distance between the non-offspring and offspring points
in practice, the distance based function g¢;(-) shows this distance relation clearly,
while the point based function g(-) requires that the same distance relation must be

established via the parent point.

2Meanwhile, the first research chapter will give proof of the equation for the conditional distance
PDF of Matérn cluster processes as a novel contribution to the field of point process theory.
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2.3.3.5 PCP-based Network Modeling: Applications and Limitations

The authors of [140] considered the aggregate interference of a downlink K-tier Het-
Net, where the transmitting base stations are clustered following a PCP, but their
transmit power, node densities, and link reliabilities are different in each tier. The
outage probability, the coverage probability, and the average achievable rate were
studied for such networks. They concluded that the fundamental difference between
a PPP and a PCP is that, for a PPP, the number of simultaneously covered mobiles
and the network capacity linearly increase with K, while they decrease for a PCP
until the curves saturate at some point. The authors of [141] developed a new spatial
model for D2D networks in which the device locations are modeled as a PCP. The
uniform content availability and k-closest content availability policies were used to
select the content provider within a cluster. The exact expressions and approxima-
tions for the coverage probability and area spectral efficiency were derived. Recently,
the authors of [142] characterized and modeled large-scale UAV-enabled post-disaster
recovery cellular networks. The drone small cells are clustered around the site of a
destroyed base station, where the coverage probability, area spectral efficiency, and
the energy efficiency for the downlink mobile user were quantified.

In the above works based on PCPs, the system performance metrics, such as cov-
erage probability and mean achievable rate, are usually in complex form involving
multiple integrals. To reduce the complexity, a PPP model can be used to approx-
imate the analysis, and bounds on these example metrics can be achieved in closed
form [134]. Moreover, when there are either one or two pairs of nodes in a cluster, a
cluster process named a Gauss-Poisson process can be used to obtain a good trade-off
between modeling accuracy and tractability [143]. Furthermore, a PCP model is not
suitable for repulsive behavior among the nodes. To address this limitation, a Pois-
son hard-core process (PHCP) in which no two nodes can be closer than a repulsion

radius from one another was proposed in [144] for two-tier HetNets, where the spatial
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distributions of transmitters in the first-tier and the second-tier networks followed a

PHCP and a PPP, respectively.

2.4 Summary

In this chapter, a number of important aspects of D2D technology, physical layer
security, and stochastic geometry have been reviewed. Firstly, the interference man-
agement for D2D communications, such as power control, which acts as the most
important method to combat interference is discussed. Performance metrics, such
coverage probability, that help to guide the design of schemes to combat interfer-
ence were covered. Secondly, it has been shown that it is theoretically possible to
build a secure communication system with physical layer security. By considering
two extremes of eavesdropping diversity schemes, i.e., non-colluding and colluding
eavesdropping, performance metrics, such as secure connection probability, can help
one to study the secrecy performance of a wireless link in the presence of multiple
EDs. Finally, to model the random behavior of nodes, stochastic geometry has been
discussed. Spatial point processes including BPPs, PPPs, and PCPs will facilitate

the modeling of wireless nodes in different network scenarios in later chapters.
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Chapter 3

Joint Coverage Enhancement by

Power Allocation in Poisson

Clustered Out-Band D2D

Networks

This chapter focuses on power allocation in a Poisson clustered out-band device-to-
device (D2D) network. Two optimization schemes based on the joint coverage prob-
ability of concurrent D2D transmission links are proposed for both the target cluster
and the whole network. The joint coverage probability can capture the correlation of
the interference in space and time. With a differing amount of location information
of D2D user equipments (DUEs) being available in centralized and localized com-
munication solutions, the joint coverage probability is formulated based on coherent,
non-coherent lower bound, and single-cluster approximation pairwise coverage prob-
abilities. By maximizing the joint coverage probability formulated in this way, the
reliability of the network can be enhanced. Moreover, by minimizing the power con-

sumption of a set of DUEs for a given joint coverage probability requirement, the
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green aspect of 5G and future communication networks is fulfilled. The above op-
timization problems are not convex, and their convex counterparts are formulated.
The simulation results show that, compared with the conventional long-term evolu-
tion (LTE) open loop and fixed power schemes, the joint coverage probability and

power consumption are respectively optimized by applying the proposed schemes.

3.1 Introduction

According to international mobile communications (IMT)-2020, the capability to sup-
port a maximum connection density of 10°/km? is to be expected in future commu-
nication networks [4]. However, the limited number of resource blocks (RBs) and
scheduling policies in current LTE systems may not fulfil such a requirement. In the
networks where the density is high, and energy or spectrum efficiency is of the ut-
most importance, the clustering of the DUESs is a good option since it can bring lower
signaling overhead, higher spectral efficiency, and better energy efficiency compared
with legacy cellular systems [50]. Furthermore, due to the fact that the locations of
DUEs are constrained by factors such as geographical differences, urban planning,
and land availability, D2D communications could also inevitably be clustered and
mutually interfere in existing networks [30,50,134,145]. The clustered network mod-
els which proceed within such a paradigm for D2D content distribution can be found
in [146-149].

To model and analyze the performance of the clustered networks, a class of Poisson
cluster processes (PCPs) has been used [51,135,140,150-152]. The performance anal-
yses of a random network are given mainly by the fact that the connection reliability
for a DUE pair could be severely affected by the interference due to the concur-
rent transmitting user equipments (UEs) on the same channel [134]. The authors

of [85] analyzed the outage probability of the modified Thomas cluster based LTE
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two-tier femtocell networks, where all UEs transmit with a fixed power. The authors
of [141] studied the area spectral efficiency of the modified Thomas clusters for the
clustered D2D networks. However, interference observed at a given location is tem-
porally and/or spatially correlated; ignoring this correlation by only considering the
coverage probability of a typical link may lead to the incorrect characterization of net-
work performance [153]. To identify such correlation, the joint coverage probability,
namely joint complementary cumulative distribution function (CCDF) of the signal-
to-interference-plus-noise ratio (SINR), has been used to study the joint statistics
across space or time [154-156]. These analyses are normally built on the assumption
that all UEs have either the fixed power or path loss inversion power strategy, which
does not guarantee the optimum or desired joint coverage performance.

Power allocation is an effective interference management mechanism to reduce
interference and enhance the performance of a wireless network. Traditional power
control schemes for LTE focus on reducing the interference between D2D and cel-
lular users in the in-band D2D communications [90], and stochastic geometry has
been adopted to analyze the performance of those schemes. For example, in [95]
and [157], Poisson based analytical modeling and optimization for spectrum under-
lay D2D communications were respectively studied. A strategy to use the harvested
radio frequency energy from interferers to perform path loss inversion power control
for D2D communications was considered in [158]. Centralized and localized power
allocation methods for Poisson based D2D underlaid cellular networks were investi-
gated in [111]. Regardless of these achievements for in-band D2D communications,
due to the absence of a central controller, performing power control on a link-by-
link basis is a complicated task for the autonomous out-band solution especially in
a clustered large-scale wireless network. A bottleneck can be created in the network
when the localized controller in each cluster exchanges the location information of

the D2D transmitters with other clusters to obtain the accurate interference levels

46



for power control. Since the tools from stochastic geometry can characterize the
interference statistically by exploiting the spatial distribution of the clustered D2D
transmitters [148], it would be desirable to incorporate them into power control so
that the joint coverage probability is enhanced without the need for frequent feed-
back from the clusters. Meanwhile, interference management techniques are lacking
for the controlled D2D out-band solution, and traditional interference management
such as the case in [90] focuses on reducing the interference between D2D and cel-
lular users in the in-band D2D communications based on techniques such as power
allocation. Consequently, the preconfigured transmit power level has been used as a
viable method for the out-band D2D networks [81,134, 141,159, 160], which does not
necessarily achieve the optimum joint coverage performance. Furthermore, the idea
of green radio communications requires the action to further reduce power consump-
tion in order to limit the subsequent impact on the environment in the form of CO,
emissions [161], and traditional link-based schemes are not capable of providing such
reduction while maintaining a given joint coverage performance.

This chapter, therefore, proposes two power allocation frameworks for performance
optimizations on joint coverage and power consumption in the target cluster and the
whole network in Poisson clustered out-band D2D networks. The simulations have
shown that the performance of the target cluster and the whole network given by the
proposed schemes will be optimum over the fixed power and open loop schemes.

The contributions of the chapter are:

1. Two optimization frameworks are proposed to enhance coverage performance in
the target cluster and the whole network. They are suitable for both commercial
content distribution and the public safety applications where high joint coverage

probability and lower power consumption are desired.

2. The joint coverage probability has been formulated based on the coherent, non-

coherent lower bound, and single-cluster approximation coverage probabilities,
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which depend on a differing amount of location information pertaining to the
clustered DUEs. As a result, the proposed schemes can be applied to both

centralized and localized D2D networks.

3. A lower bound on the inter-cluster interference from Matérn clusters has been
discovered, which is derived based on a newly proposed conditional distance

probability density function (PDF).

4. The original formulated problems are not convex but are proved to be have con-
vex counterparts after the transformation of optimization variables and prob-

lems.

The rest of the chapter is structured as follows. Section 3.2 begins with the
system model and addresses three different formulations for the pairwise coverage
probability. Section 3.3 focuses on the formulation and optimizations on the joint
coverage probability. Section 3.4 gives the simulation results and discussion, and

Section 3.5 concludes the chapter.

3.2 System Model

In this chapter, a stochastic model for clustered out-band D2D networks is considered,
where the gathering behavior of DUEs is modeled by the PCPs. For a given channel
resource, each cluster is assumed to contain an average of m D2D pairs. For each pair,
there is one content requester (receiving DUE) and one content provider (transmitting
DUE). Two types of PCPs; i.e., Matérn and modified Thomas cluster processes (see
Figure 3.1) are investigated. The origins of the clusters are distributed in the plane
according to a Poisson point process ®, with intensity A,. For an origin at x,, the
Matérn clustered DUEs are independently, identically, and uniformly distributed in

the disc of radius R. For the same origin, the modified Thomas clustered DUEs obey
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the isotropic Gaussian distribution N(x,, 0*I) with standard deviation ¢ along each
coordinate axis, and I is a 2 x 2 identity matrix [162]. The DUEs are assumed to share
the same channel resources throughout the clusters. As shown in last chapter and the
references within, the reuse of channel resources to achieve high spectrum efficiency
is the trend in 4G and future communication networks. Besides, as long as the
system performance is acceptable, this also allows the network to avoid the enormous
signaling overhead caused by accommodating the feedback from the receivers [163,
164]. The conditional density functions of DUEs are given by the following expressions

[134]:

Matérn

1
fu]x,,R) = R for |lu—x,|/| <R (3.1)

Modified Thomas

F%0,0%) =~ exp (—M> (32)

210 202

Since the probability that a Gaussian random variable X ~ A(0, 02) lies in the
interval [—30,30] is equal to 0.997 [165], by letting o = R/3, then the average num-
bers of the Matérn and the modified Thomas clustered DUEs within radius R are
approximately the same. Under this condition, the performance differences between
the uniformly distributed and the normally concentrated DUEs become comparable.
Without loss of generality, the channels are assumed to be static over a block time and

independently and identically Rayleigh distributed from one block to the next [166].
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3.2.1 Received Signal

For simplicity of notation, unique node indices {i} are given to all DUEs. The received

signal power at node j while transmitting from node i is [167]

Py = Gel(di;) Fij Py (3.3)
where P; is the transmit power of node 4, ((dy;) = (M\/4m)%d;;*; X represents the
carrier wavelength; d;; is the pair distance between node ¢ and j; « is the path loss
exponent. Although this model has a singularity as d;; — 0, such a singularity has a
negligible effect on the results from a coverage perspective [151,168]. The gain due
to coding, transmitting antenna and receiving antenna at any receiving DUE is G..
F;; models the power of Rayleigh fading which obeys exponential distribution with

unit mean [169]. The transmit power P; for any DUE without applying any power

allocation scheme is denoted by the preconfigured transmit power Pj.

3.2.2 Signal-to-Interference-plus-Noise Ratio

For a given realization of the cluster process, let N, denote the number of clusters
and L, represent the set of indices belonging to the transmitting DUEs inside cluster
n € (1,..., N.), the union of all simultaneously transmitting DUE sets is denoted by
Ly =, L. In the presence of both intra-cluster and inter-cluster interference, the
SINR at node j while transmitting from node i is given by [170]

Pij

v
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where Ny is the additive white Gaussian noise (AWGN) power at each node. The

corresponding interference at node j is written as

Li= Y Py (3.5)

keLp\{:}

where Lr\{i} denotes the set of all the interfering DUEs from all of the clusters.

3.2.3 Coverage Probability

In this section, coherent, non-coherent lower bound, and single-cluster approzimation
coverage probabilities are formulated. The major difference between the coherent and
non-coherent coverage probabilities! is that the former requires all location informa-
tion of the DUESs to be reported back to a central controller such as the base station,
while the latter requires the DUEs within the target cluster to report their location
information to either the centralized controller or a DUE member working as the
localized controller. Besides, the non-coherent coverage probability also requires the
statistical information on the distribution of the interference of neighboring clusters.
This statistical information can be obtained at the centralized controller by analyz-
ing the received location information of inter-cluster DUEs in the long term. It will
be further sent to the localized controller if the controller is in charge of performing
the optimization. The single-cluster approximation considers only the intra-cluster
interference, which requires the location information of the DUEs within the same

cluster to be sent to either the centralized or the localized controller.

!The use of the terms “coherent” and “non-coherent” is inspired by 1) joint coherent and non-
coherent transmission where spatial channel state information feedback is only needed for the former;
2) coherent and non-coherent detection where the knowledge of the phase of the carrier frequency
is needed for the former.
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3.2.3.1 Coherent Coverage Probability

The coverage probability of a link is the probability that the SINR of the link is higher

than a predetermined threshold 8 = 2' — 1 with link spectrum efficiency ¢ bit/s/Hz.

Lemma 1. Given the distances and transmit powers from all transmitting nodes to
a receiving node j, the coherent coverage probability from nodes ¢ to j in a cluster is

written as

pfj = P{SINRZ] > ﬁ}

B(No + 1ij)
=Pl{F,; > 2200
{ 7 Gdy)P, (3.6)
BN ) < ﬁadm)Pk) -
cen(g e ) I (1 2
Gel(dij) P, keLn\(i) 0(di) P;
where P{-} denotes the probability of an event.
Proof. See Appendix 3.A.1. m

The analysis above needs to have the knowledge of distances (via the device lo-
cation information) and transmit powers of all the concurrent transmitting nodes,

which could result in heavy traffic on the network back-haul [171].

3.2.3.2 Non-Coherent Coverage Probability

In some scenarios, where only the knowledge of the location information of the DUEs
within the target cluster is known, and the transmit power of other clusters is fixed
to be the same preconfigured value due to a lack of interference management, the
statistical properties of the clusters based on stochastic geometry can be exploited
to formulate a non-coherent coverage probability. Given the distances and transmit
powers from all the transmitting nodes to a receiving node inside the same cluster and

the cluster statistics, the non-coherent coverage probability between the transmitting
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node ¢ and receiving node j in cluster n is written as

oo (~ggaoe) 1 (+55) o (qam) @7

keLn\{i}

where L£;(s) is the Laplace transform of the inter-cluster interference given by the

probability generating functional of the Neyman-Scott cluster process [134]. Hence,

L1(s) = exp (—zmo /O Tl—e(s, B R, dRy) (3.9)

where

clo. ) e { - 7 1D g (o ) 39)

T+ 9(@)

and g(z) = G.Pi{(z). Equation (3.8) is the result of the moment-generating function
of the Poisson process @, for parent points. Equation (3.9) is the Laplace transform
of the interference from one cluster, given the distance R, between the origin of the
interference cluster and the receiving node in cluster n. fr,(rq | R,) is the conditional
distance PDF of DUEs. For Matérn and modified Thomas cluster processes, their

conditional distance PDF's are respectively given by

Matérn

fralral B = 278 (3.10)

o4



(

27T7“d, TdSR—Ry

21rq — c1(ra), R— Ry, <rqandrj < R*- R;
c(rq) = (3.11)

c1(rq), R? — Ri <r?

0, otherwise
\

where ¢;(rq) is defined by

V/AR2r3—(R2—R2473)2

2r4 arcsin

(Ry+R—Td)(Ry—R—Td)§O

c1(rg) = 2tyra ’ (3.12)
0, otherwise.
Proof. See Appendix 3.A.2. m
Modified Thomas
2 2
Tq T + Ry TdRy
fra(ra | By) = —5 exp (— 57 )Io( = (3.13)

where [y(z) is the zeroth order modified Bessel function of the first kind.

Proof. See [164]. O

Numerically evaluating the integral form of (3.8) is time-consuming and does not
lead to much insight. Thus, a closed-form lower bound on the Laplace transform of

the inter-cluster interference is captured by the following Lemma.

Lemma 2. The Laplace transforms of the inter-cluster interference of both the

Matérn and modified Thomas cluster processes are lower bounded by

(3.14)

__(8Ge({)2Pa)?
L(s) > exp (—W)\Om Sne(2/a) ) )

Proof. For a proof of this lemma for the Matérn cluster process based on the condi-

tional distance PDF (3.10), please see Appendix 3.A.3. For a proof of this lemma for
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the modified Thomas cluster process, please see [141]. O

As a result of Lemma 2, a lower bound on the non-coherent coverage probability

1s written as

N BN, B0(diy) P\ ! _(BPa/(d5*P)) "
Pij = €XP (‘Gez(dijm)ke}_{{i} (” )P ) exp (‘“Om sime(2/a) )

(3.15)

3.2.3.3 Single-Cluster Approximation Coverage Probability

In the cases where only the intra-cluster interference is taken into consideration, the
single-cluster approximation coverage probability between the transmitting node ¢

and receiving node j in cluster n is given by

w BNy BU(d) P\
Dij =€xXp (——Geadlj)ﬂ) H } (1 + —E(dij)Pi ) (3.16)

keLn\{t

where the only difference between (3.6) and (3.16) is that L, is used instead of L.
The relationship between the non-coherent and single-cluster approximation coverage

probabilities is given by
ne — piep (—5 ) (3.17)
P =P\ Galdy) B ) '
3.3 Joint Coverage Probability and Convex Opti-
mization

In this section, convex optimization problems to maximize joint coverage probability
and minimize power consumption are formulated for the target cluster and the whole

network.
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3.3.1 Joint Coverage Probability

Let s denote either the target cluster or all clusters in the network depending on the
objects of interest in optimization. The joint coverage probability of x is determined

by the coverage probability of each DUE pair within s, which can be formulated as

ps = [ pir (3.18)

1€ Ly

where k; is the index of the corresponding receiving DUE that DUE ¢ connects to,
and p;, is the coverage probability from i to k;.

Specifically, the joint coverage probability of the target cluster can be formulated
based on the coherent formulation in (3.6) accurately, or approximated by either
the non-coherent lower bound in (3.15) or the single-cluster approximation in (3.16).
Since the location information of all the nodes must be known in (3.6), the joint
coverage probability based on the coherent formulation is only suitable for centralized
communication networks. Meanwhile, the joint coverage probability based on the non-
coherent lower bound requires the knowledge of the location information of the DUESs
within the target cluster and the statistical information on the distribution of inter-
cluster interference. Thus, it is suitable for both the centralized and partially localized
communication networks, where the latter allows the optimizations to run locally with
the statistical information distributed by the centralized controller. Furthermore,
the joint coverage probability based on the single-cluster approximation requires the
location information of the DUESs, which is suitable for both centralized and localized
communication networks.

Meanwhile, the joint coverage probability of the whole network can be formulated
based on the coherent formulation, non-coherent lower bound, and single-cluster ap-
proximation. Like the target cluster case, the coherent formulation can be applied to

the centralized communication networks, while the non-coherent lower bound formu-
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lation can be applied to both the centralized and partially localized networks. Since
the coverage probabilities of the DUE pairs in one cluster are independent of another
in the single-cluster approximation, both the centralized and localized communication

networks can be applied to the optimization based on those schemes.

3.3.2 Problem Formulation and Convex Optimization
3.3.2.1 Maximizing Joint Coverage Probability

For many applications including content distribution and mission-critical communica-
tions, it is desirable that the joint coverage of the target cluster or the whole network
is maximized. This is because the D2D communications within the cluster or the
network could have the best joint coverage performance. Meanwhile, it is even better
if a similar or lower amount of average power per DUE is consumed compared with
other power allocation schemes such as the fixed power scheme. To achieve such a
goal, the optimization problem to maximize the joint coverage probability of k is

formulated.

maximize ps(P) (3.19)

subject to P, <P <Py, i1€L, (3.20)

with variables P, where P, = (P;) is a vector that represents the transmit power lev-
els for all the transmitting DUEs within x, and the function ps(P,) explicitly denotes
(3.18) as a function of P,; Pr, and Py are respectively the lower and upper bounds
of the transmit power for DUEs which take part in the optimization; Py, is given by
the minimum transmit power? of the DUE; Py is set as Py, so that, when optimizing

the target cluster, the performance boost after optimization will not rise at the cost

2Tt is a design challenge to make a transmitter with a tunable transmit power range under certain
low power level [172]. Therefore, the minimum transmit power for a UE is given by Py, instead of 0
Watt. Please see [173, Ch. 6] for minimum UE transmit power in LTE networks.
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of other interfering clusters with the preconfigured transmit power P;. Meanwhile,
when optimizing the whole network based on the non-coherent lower bound, although
DUEs within each cluster could have different transmit powers during optimization,
the non-coherent lower bound formulation focuses on the worst case where all DUEs
in other clusters are considered as transmitting with the maximum allowed power Py
regardless of their actual optimized power. This reduces the information shared from
neighboring clusters at the cost of overestimating the averaged inter-cluster interfer-
ence, which contrasts with the single-cluster approximation that does not consider
the inter-cluster interference. Since the non-coherent lower bound and single-cluster
approximation coverage probabilities of a D2D link in a cluster do not rely on the
exact transmit power of neighboring clusters during optimization, the above opti-
mization problem on maximizing the joint coverage probability of a whole network is
equal to individually maximizing the joint coverage probability of each cluster. As a
result, the optimization framework can be applied to both centralized and localized
controllers. The optimization problem formulated above is not convex. To further

analyze the optimization problem, the following theorem is required:

Theorem 1. The joint coverage probability in (3.19) is log-concave in P, when
formulated based on the coherent formulation, non-coherent lower bound, and single-

cluster approximation, where the ith element of P,, is P, = In P,.

Proof. See Appendix 3.A 4. m

As a result of Theorem 1, the optimization problem is transformed into

maximize Inps(Py) (3.21)

subject to InP, < P, <InPy, i€L, (3.22)

with variable P,.. The surge of computational power, algorithms, and new coding

approaches makes it possible to solve modest-size convex optimization problems in
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Algorithm 1: Maximizing joint coverage probability.

Given: Strictly feasible P,., counter ¢t = 0, 152 denotes the value of P, at t,
f’f_i = (JBZ-t), o > 0, tolerance € > 0, and m is the total number of
inequalities in (3.22).

Repeat:

1 Finding central path: Compute P by minimizing ¥(P%, 11;) =
— hlps(PZ) — L (ZieLn In (]5: —In PL>> — Jy (ZiGLH In <ln Py — ]5Zt>> via
the Newton-based method with the line search or trust region step
control [174],

2 Update: P,, := ].5‘;, and p;11 € (0, i¢), where p; /11 € [10,20] works well in
practice [176],

3 Stop if mu; < € is achieved.

4 Increase t by 1.

microsecond or millisecond scales [174,175]. Hence, the computational complexity of
the power allocation solution given in (3.21) would not pose a difficulty in practice.
A preliminary algorithm based on interior-point methods [176,177] is summarized
in Algorithm 1, and an interior-point solver to (3.21) - (3.22), which combines line

search and trust region steps [178], is available from Matlab optimization toolbox.

3.3.2.2 Minimizing Power Consumption

In the green communications paradigm, reducing device transmit power consumption
is beneficial to save the battery life of the DUEs and the subsequent impact on the
environment in the form of CO, emissions. If an acceptable joint coverage probability
is provided, how to minimize transmit power consumption while achieving such a joint
coverage probability has been raised. To tackle it, the following formulas are provided

to minimize the total transmit power consumption:

minimize Z P, (3.23)
i€Ls

subject to Py, <P, <Py, €L, (3.24)
ps < pS(P:‘€> (3'25)
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with variables P,, where p, is a specified threshold corresponding to the minimum
joint coverage probability for the DUE pairs within x. Py is set as P;. Like the
optimization on maximizing the joint coverage probability, when optimizing the whole
network based on the non-coherent lower bound, the formulation focuses on the worst
case where all DUEs in other clusters are considered as transmitting at the maximum
allowed power Py regardless of their actual optimized power. Since (3.25) is not
convex, we need the following theorem to transform the original optimization problem

into a convex optimization problem.

Theorem 2. Let P, = In P, (3.23) - (3.25) can be transformed into a convex opti-

mization problem, which is given by

minimize In Z exp(P) (3.26)
i€l

subject to InP, <P <InPy, i€lL,, (3.27)

Ing, —Inp,(P,) <0 (3.28)

with variable 15,@.
Proof. See Appendix 3.A.5. O]

The corresponding preliminary algorithm based on interior-point methods is sum-
marized in Algorithm 2, and (3.26) - (3.28) can also be implemented by using Matlab’s

interior-point solver.

3.4 Simulation Results and Discussion

In order to test the proposed algorithms against relevant benchmarks, simulations

based on LTE parameters were developed.
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Algorithm 2: Minimizing power consumption.

Given: Strictly feasible 15,4, counter ¢t = 0, 152 denotes the value of P, at t,
f’fi = (JBZ-t), o > 0, tolerance € > 0, and m is the total number of
inequalities in (3.27) and (3.28).

Repeat: .

1 Finding central path: Compute P’. by minimizing
~ ~ ¢ ~ ¢
‘I’(me pe) =In ZiGL,{ exp(P; ) — tu (ZieLH In (Pi —In PL)) -
Ly <ZZELK In (ln Py — f’zt) +1n <1np5(f’2) — ln@)) via the Newton-based
method with the line search or trust region step control,
2 Update: P, := P!, and puyy1 € (0, py), where g /11 € [10,20],

3 Stop if mu; < € is achieved.
4 Increase t by 1.

3.4.1 Simulation Configuration

In the simulation, DUEs are randomly deployed on a plane with area A accord-
ing to Matérn and modified Thomas cluster processes. The parameters used in the
simulation are given in Table 3.1 unless otherwise specified. The Matlab fmincon’
interior-point algorithm is used in the simulations. During each iteration, one cluster
closest to the plane center is selected as the target cluster. The benchmarks in the
simulations are conventional open loop and fixed power schemes [173,179]. The DUE
transmit power for the physical uplink shared channel (PUSCH) transmission is given
by [179]

Pl ooy = min{ Puay, 101og,g M + Py + al;;} [dBm] (3.29)

where M is the number of assigned resource blocks (RBs); an RB is the smallest unit
of resources that can be allocated to a user, which is 180 kHz wide in frequency and 1
slot long in time; Py = {# + Py} [dBm/RB], 5 is the open loop target signal-to-noise
ratio (SNR), Py is the noise power per RB, and [;; = —10log,, (G.¢(d;;)); @ is the
cell-specific path loss compensation factor. All RBs are assumed to be allocated to
each DUE and all DUEs adopt an open loop scheme with a = 1 (i.e., full path loss

inversion). For the optimization of the target cluster, the transmit power of all DUE
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Table 3.1: System Parameters () 2018 IEEE

Parameter Value

Layout Random clusters
Plane area A 4 x 4 km?
Spectrum allocation (Uplink) 20 MHz

Duplex mode Half duplex
Thermal noise power density -174 dBm/Hz
Matérn cluster radius R 12.5 m

Modified Thomas cluster standard variance ¢ R/3
Average Number of DUE pairs per cluster m 3

Maximum DUE transmit power Py .« 23 dBm
Minimum DUE transmit power P, -40 dBm
Coding gain 0dB

DUE antenna gain 0 dBi

DUE noise figure 9dB

DUE link spectrum efficiency 0.05 bit/s/Hz
Carrier frequency 2.4 GHz
Path loss exponent 2.7
Preconfigured transmit power of DUE Py -15 dBm
Simulation iterations 5 x 10*

transmitters in interfering clusters before the optimization is assumed to be given by
the preconfigured transmit power P;.

When maximizing the joint coverage probability for the target cluster/whole net-
work, the optimization was performed first in the target/all cluster(s), and the corre-
sponding averaged transmit power was achieved for the target/all cluster(s). Then,
the fixed power scheme was performed in the target /all cluster(s) using the average of
previously optimized power levels in the target/all cluster(s). Finally, the open loop
is performed in the target/all cluster(s). For the target cluster optimization, since
the transmit power of all clusters before optimization is P; and the optimized power
within the target cluster is upper bounded by P;, the optimization can increase the
joint coverage probability of the target cluster without degrading the coverage prob-
abilities of neighboring clusters.

When minimizing power consumption for the target cluster/whole network, the
fixed power scheme with power level P; was performed first in the target/all clus-
ter(s), and the corresponding joint coverage probability of the target/all cluster(s)

was achieved. Then, the optimization scheme was performed in the target/all clus-
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ter(s) with the threshold p, given by the joint coverage probability of the target/all
cluster(s) from the fixed power scheme. For the optimizations based on the non-
coherent lower bound and single-cluster approximation, if there is no feasible solution
found, the transmit power of the DUEs will be given by P;. The simulation results

are obtained by averaging over 50,000 independent Monte Carlo trials.

3.4.2 Simulation Results
3.4.2.1 Maximizing Joint Coverage Probability of the Target Cluster

Figure 3.2 gives the joint coverage probabilities of the DUEs in the target cluster
after applying different power allocation schemes. The plots of all the simulation
results on joint coverage probabilities are based on the coherent coverage probabil-
ity formulation for accuracy. One can easily see that all performance curves drop
heavily as the cluster intensity A, increases. In practice, the typical connection den-
sity supported by an LTE system is 2,000 active devices in a square kilometer [180],
which corresponds to Ag = 228 x 107% & 3.33 x 10~* cluster/m?. The distribution
of the locations of the DUEs has a noticeable effect on the performance under the
same m. Among the optimizations, the performance of the optimization based on
the coherent formulation is the best. The optimization based on the non-coherent
lower bound has slightly worse performance than the coherent formulation, while the
single-cluster approximation based optimization performs the worst. Compared with
other schemes, the open loop scheme performs the worst. This is because it only
compensates for the path loss from the transmitter to the intended receiver without
considering the fading and interference. Thus, as the cluster intensity increases, the
open loop scheme would not be suitable for out-band D2D networks. Meanwhile, all
the optimization schemes perform better than their fixed power counterparts, which
use the averaged power of the target cluster after the optimization over each real-

ization. In detail, when the cluster intensity is below 10~* cluster/m?, the proposed
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Figure 3.2: Joint coverage probability of the target cluster vs. A, for the joint coverage
probability maximization, open loop and fixed power schemes. (C) 2018 IEEE.
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optimizations exhibit 8% better joint coverage probabilities than their fixed power
counterparts. Besides, all the optimizations have the same performance in the low
intensity regime. This is because the inter-cluster interference is negligible at lower
intensities. Hence, the joint coverage probability based on the coherent formulation,
non-coherent lower bound, and single-cluster approximation are approximately the
same. Furthermore, compared with other proposed schemes at higher cluster intensi-
ties, the optimization based on the single-cluster approximation performs the worst
since it ignores the inter-cluster interference from neighboring clusters.

Figure 3.3 compares the average power consumption of the DUE in the target
cluster with different power allocation schemes. Both the Matérn cluster and modi-
fied Thomas cluster processes have similar trends in the average power consumption
for different cluster intensities. In the proposed scheme, the optimizations based on
the coherent formulation and single-cluster approximation consume the least amount
of power. The average transmit power levels from the optimization based on the
single-cluster approximation are the same for different cluster intensities, since the
single-cluster approximation only considers the DUEs within the target cluster and
m is fixed. Meanwhile, the open loop scheme achieves the lowest power consumption
at —40 dB since it only compensates for the path loss among the DUEs. Accord-
ing to (3.29), when the distance is too short, the minimum transmit power is used.
Compared with the upper limit of the transmit power at —15 dBm, the optimiza-
tions based on the coherent and non-coherent lower bound formulations decrease the
average transmit power by at most 2 dB at \, = 107° cluster/m? and 0.45 dB at
Ao = 1072 cluster/m?. The reason why there is almost no power saving for the latter
intensity can be explained as follows. As )\, increases, the inter-cluster interference
becomes dominant, and the proposed optimizations based on both coherent and non-
coherent lower bound formulations must boost the transmit power of the DUEs within

the target cluster to increase the SINR, until it reaches the upper bound of transmit
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Figure 3.3: Average transmit power of the DUEs in the target cluster vs. A, for the
joint coverage probability maximization, open loop and fixed power schemes. (C) 2018
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power.

3.4.2.2 Minimizing Power Consumption of the Target Cluster

Figure 3.4 depicts the achieved joint coverage probabilities of the target cluster for
power minimization using the fixed power scheme as the benchmark. In the fixed
power scheme, the transmitter power for all clusters is given by P;. During each trial,
the threshold p; is given by the joint coverage probability based on coherent formu-
lation over the realization of the clusters and P;. The open loop scheme is omitted
in the simulation since there are no adjustable parameters which allow the scheme to
reach a predefined threshold for the joint coverage probability. It is evident that the
optimization based on the coherent formulation matches ps. This can be explained
by the fact that when minimizing power consumption, the coherent formulation has
full knowledge of all the DUES’ locations and transmit powers. Hence, it guarantees
that ps can be achieved. The optimization based on the non-coherent lower bound
formulation performs better than p, when ), is less than 1073 cluster/m?, while it
achieves the worse performance when ), is greater than 1072 cluster/m?. The opti-
mization based on the non-coherent lower bound formulation does not always match
ps for it is an approximation to the actual joint coverage probability which considers
the statistics of the inter-cluster interference rather than the exact value. The opti-
mization based on the single-cluster approximation is far from achieving p, as A, is
increasing because it ignores the inter-cluster interference whose impact on the joint
coverage performance increases as \, increases.

Figure 3.5 shows the corresponding average transmit power of the DUEs as dis-
cussed in Figure 3.4. Among all optimization formulations, the joint coverage prob-
ability based on the single-cluster approximation consume the least power, but the
corresponding joint coverage probabilities are far away from achieving the required p.

Compared with the fixed power scheme, the optimization based on the coherent for-
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Figure 3.4: Joint coverage probability of the target cluster vs. A,, given by bench-
marking the power consumption minimization against the fixed power scheme. (C)
2018 IEEE.
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mulation saves power by at most 1 dB to 6 dB from \, = 107° cluster/m? to A, = 1072
cluster/m?, while there is a maximum gap of 2 dB between it and the non-coherent
formulation at some intensities such as A, = 10~* cluster/m?. The performance drop
slows down from A\, = 5 x 1073 cluster/m? to A, = 1072 cluster/m? is because that
the optimization has reach the lower bound of the transmit power at \, = 1072
cluster/m?. As a result of these observations, the coherent and non-coherent formula-

tions are more suitable for fulfilling the requirement of green communications, while

giving similar performance to that of the fixed power scheme.

3.4.2.3 Maximizing Joint Coverage Probability of the Whole Network

As shown in Figure 3.6(a), the joint coverage probability of the whole network in-
creases as A decreases, where an average of 16 Matérn clusters are within the net-
work®. Compared with the full power and open loop schemes, the optimization based
on coherent formulation performs best while the one based on non-coherent lower
bound formulation also gives similar results to the coherent counterparts in most of
the cases. The fixed power schemes have a similar joint coverage probability to their
optimization counterparts when A is below 10> m? and around 10% smaller when
A is above 10* m?. Meanwhile, Figure 3.6(b) shows that the proposed optimization
based on the coherent formulation consumes around 2 dB less power than the upper
transmit power limit Py = —15 dBm when A is above 10* m?. When A is below 10*
m?, there is still power saving, but the saving drops as A decreases. The non-coherent
optimization consumes the most in power as result of increasing the transmit power of

each DUE to combat the overestimated inter-cluster interference in average. Further-

3Due to the similar trends appearing in the joint coverage probability and average power con-
sumption for both the Matérn cluster and modified Thomas cluster processes, only the discussion
on the Matérn cluster processes is presented in this subsection. Meanwhile, different from previous
settings for the target cluster optimizations which are based on a fixed A and different \,, the
simulations for all cluster optimizations are based on an average of 16 Matérn clusters and different
A. This is because as the number of clusters increases, the simulations take a very long time to
complete 5 x 104 trials.
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more, the optimizations based on both the coherent formulation and single-cluster
approximation spend the same average transmit power and achieve the same joint
coverage probability when A is large. This is because only the intra-cluster interfer-
ence is taking effect at a large A, and both the coherent formulation and single-cluster
approximation have captured this interference in their formulations. When A is small,
the inter-cluster interference becomes non-negligible, and the optimization based on
the coherent formulation could boost the performance further at the cost of increasing

the average transmit power of the DUEs within the network.

3.4.2.4 Minimizing Power Consumption of the Whole Network

Figure 3.7 gives the joint coverage probability of the whole network and the average
transmit power after power consumption minimization given the fixed power scheme
as the benchmark. As shown in Figure 3.7(a), the coherent optimization achieves
similar performance to the fixed power scheme when the threshold p, during each
simulation trial is obtained by the joint coverage probability of the fixed power scheme.
Although, the optimization based on non-coherent lower bound formulation consumes
the most power as a result of overestimating the average inter-cluster interference, it
overachieves the required threshold in the given settings. Meanwhile, the optimization
based on the single-cluster approximation fails to achieve the required p, when A is
small. That is because the inter-cluster interference increases as A decreases for a
given average number of clusters in A, and the single-cluster approximation does
not consider the inter-cluster interference. The average transmit power in Figure
3.7(b) shows that the optimization based on the coherent formulation saves around
1 dB to 11 dB for the given range of A. Hence, the optimization based on the
coherent formulation could be applied to power saving for green communications
while maintaining the same performance as the fixed power scheme. Meanwhile, the

optimization based on the single-cluster approximation has a similar performance to
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the optimization based on the coherent formulation when A is very large. That is
because when A is very large, only the intra-cluster interference matters, and both

formulations have taken the intra-cluster interference into account.

3.5 Summary

In this chapter, the performance of an out-band D2D network characterized by
joint coverage probability maximization and power minimization is enhanced. The
joint coverage probabilities are formulated based on the coherent, non-coherent lower
bound and single-cluster approximation coverage probabilities. Compared with con-
ventional open loop and fixed power allocation schemes, the joint coverage probability
of the target cluster is maximized. The power minimization enables DUEs to have
the least power consumption while maintains the same performance compared with
the fixed power scheme. Apart from this, a discussion on the feasibility of the opti-
mizations to a bounded path loss model can be found in Appendix 3.A.6. Therefore,
these optimization frameworks will facilitate the applications of commercial and pub-
lic safety and fulfil the idea of green D2D communications in 5G communication

networks and beyond.
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3.A Appendices

3.A.1 Proof of Lemma 1

Proof. Assuming the number of elements in Ly is m, let ay = Fj;, {az, ..., an} be an

ordered set of {% | ke LT\{Z'}}, and b = %ijm, then

Gel(d;;) P,

N F: P N,
—P Ej> Z Be(dkj) kj k_l_ B 0

"y ~F (3.30)
iy (PGP

:]P’<a1>§:az+b> .
=2

Since each element of {ay,...,a,} is proportional to the element of an ordered set
of exponential variables {F;; |l € Ly}, a4, ..., a,, are independent exponentially dis-

tributed random variables. Denoting the mean of a; by 1/7;, then

P <a1 > Zai + b) = / / P <a1 > Zci + b) H% exp(—;¢i) deg... dey,
=2 em=0 /=0 =2 =2

= / / exp (—’yl Zci - ’ylb> H% exp(—7;¢;) des... dey,
em=0  J=0 =2 i=2

= exp (—mb) H/ viexp (—(n + 7)) de
i=2 v ¢i=0

Vi
s N + v

= exp (—=m1b)

(3.31)

After calculating ; by inverting the expectation values of ay, ..., a,,, (3.6) is obtained.

This concludes the proof. O
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Non-offspring
Point
) < Cluster
origin

Figure 3.8: The non-offspring point is outside the cluster, and a cluster encloses the
arc of a circle. (©) IEEE 2017.

3.A.2 Proofofthe Conditional Distance PDF of Matérn Clus-

ter Process

Proof. When R, > R, the non-offspring point is outside the Matérn cluster. The
possible locations of the offspring point that have the same distance to the non-
offspring point are on the arc of a circle that is enclosed by the cluster as shown in
Figure 3.8. When R, is increasing from R, — R to R, + R, the cluster can be filled
with an infinite number of non-overlapping arcs, and each arc represents a class of
points that have the same distance to the non-offspring point. The arc length is given

by

ofra) = c1(ra), ra€[Ry—R,R,+ R], (332)

0, otherwise;

where

VAR — (B2 — R2 413y
2Ryrd

(3.33)

¢1(rq) = 2rqgarcsin
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Ry<R-Ry

Figure 3.9: The non-offspring point is inside the cluster, and a cluster encloses an arc

or a circle where Ry < \/R? — R2. ©) IEEE 2017.

Cluster origin

Figure 3.10: The non-offspring point is inside the cluster, and a cluster encloses an
arc or a circle where Ry > /R? — R2. (©) IEEE 2017.

while the corresponding density for R, is achieved in (3.10).

When 0 < R, < R, the non-offspring point is inside the Matérn cluster. The
possible locations of the offspring point that have the same distance to a non-offspring
point could be on: (i) the circle centered at the non-offspring point when Ry < R—R,
as depicted in Figure 3.9; (ii) the arc of a circle with radius Ry that is enclosed by
the cluster with radius R as seen in Figures 3.9 and 3.10.

The former is the perimeter of a circle with radius Ry, which is the first case of
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(3.34), where

271y, rq < R— Ry,
2nrg —c1(rq), R— R, <14 < VIR =R,
c(rg) = (3.34)
c1(ra), VR =R <rg <R+ Ry,
0, otherwise.

\

The latter belongs to the second and third cases of (3.34). \/m is the
boundary to decide if the circular arc enclosed by the cluster is the major or minor
arc of a circle with radius Ry.

When R, = 0, the non-offspring point is overlapping with the cluster origin. The
possible locations of the offspring point that have the same distance to the non-
offspring point form a circle with radius R, centered at the cluster origin. It belongs
to the first case in (3.34). By simplified the combined result of (3.32) with (3.34),

(3.10) is achieved, this concluding the proof. ]

3.A.3 Proof of Lemma 2

For the Matérn cluster process,

EI(S):eXp< 27N, /oo 1—&(s, R R, dRy)

?exp( 21\, / / _1—I—g fRd(x|R)de dR>
© —2T A —x> T dr
_exp< 2, / s+ g(a) d )
2 2/«
— exp <—7er (5Geliz)" ) ) (3.35)

sinc(2/«)

where (a) is the result of exp(—ax) > 1 — ax for @ > 0; (b) is because [~ fr,(z |

Ry)R,dR, = [ xfr,(R, | ) dR, = x, which is given by Lemma 3. This concludes
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the proof.

Lemma 3. [~ fr,(x | Ry)R,dR, = [~ xfr,(R, | x)dR, = z, where fg,(x | R,) is
given by (3.10).

Proof. For a given x > 0, equation (3.10) guarantees that = and R, are interchange-

able in terms of both equations and domains in fg,(z | R,)R,. Thus,

/ e | R)R, AR, — / e fni(Ry | 2)dR,. (3.36)
0 0

Meanwhile, for a given z, fr,(R, | ) is a conditional PDF. Therefore, [~z fr,(R, |
z)dR, = [;° fr,(Ry | ) dR, = x. This concludes the proof. O

3.A.4 Proof of Theorem 1

3.A.4.1 Proof of Coherent and Single-Cluster Approximation Coverage

Probability Formulations

The formulations of coherent and single-cluster approximation coverage probabilities
have similar mathematical structures because the number of the interferers in a single-
cluster case is just a subset of the interferers of the coherent case. Thus, the proof
for the corresponding joint coverage probability based on coherent and single-cluster

approximation coverage probabilities is given as follows.

Proof. Considering that a node 7 transmits signals to node j, let W_; denote all the
interfering channel gains at node j, W; = [W;;, W_,] represents all the channel gains,
the tilde symbol over a scalar or a vector denotes the element-wise natural logarithm
operation on the original variables [181]. For a realization w; of Wj, the marginal

PDF of VV_]- is given by integrating out w;;

For (W5) = / Foy, () iy, (3.37)



Meanwhile, under Rayleigh fading, the PDF of channel power gain is an exponential

function, which can be written as

)\ijef)\ijw”' Wi >0
0 Wij < 0

where 1/);; = Gl(d;;) is the averaged channel power gain. Then, the corresponding
PDF of I/T/Z-j is given by transformation of random variable W;;. Taking the logarithmic

of the PDF of VVU yields
In fW” (’J)w) =1In )‘ij + UNJ»L‘]' — )‘ij exp(d)) (339)

Since —\;; exp(w;;) is concave, fyy, (i) is log-concave in w;;, and the log-concavity is
preserved in the joint PDF fy (w;). This is because fy (W;) is given by the product
of the PDFs of independent and identically distributed (i.i.d.) random variables Wj.
Furthermore, fy (W_j) is log-concave function since: if g; : R" x R™ — R is log-

concave, then, go(z) = [ (x,y) dy is a log-concave function of z on R™.

yER™ g1

Given that W_j = w_; has occurred, the formulation of the coverage probability

is similar to Appendix 3.A.1, which can be written as
b0 = [ Fi 0(Prciv- ) o (9-5) v, (340

where

Fwij<wij) =1 - Fy,, (Wij),

gij(lsm‘;"—j) =In {NO exp(@ - PZ) + Z exp(B + Wy + b, — 151)}

{klwg ew_;}

(3.41)

Fy,, (wi;) and FWu (w;;) are the cumulative distribution function (CDF) and the com-
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plementary CDF (CCDF) of Wj;, respectively. Since Fy, (w;;) is nonincreasing in

i
w;j, and In(x) is increasing in z, In Fy, (w;;) is nonincreasing function. This can

be easily explained as follows: For a nonincreasing function fi(z), if z;7 < x9, then
fi(z1) > fi(x2). For an increasing function fo(z), fo(fi(z1)) > fa(fi(xz2)). Thus,
fo(fi(x)) is a nonincreasing function. Meanwhile, since fyy, (w;;) is log-concave in
w;j, the CCDF FWU (0;;) is log-concave in wy; [182]. Since g;;(P., W_;) is a convex

function and In Fyy, (;;) is nonincreasing and concave, In Fyy, (g;;(Px, w_;)) is con-

cave [174]. Therefore, FWij (gi; (P, W_;)) is log-concave. The integration in (3.37) and
(3.40), and multiplication between CCDF and PDF in (3.40) preserve log-concavity.
Thus, the product of either coherent and single-cluster approximation coverage prob-

abilities yields ps, which is also log-concave in P,.. This concludes the proof. O
3.A.4.2 Proof of Non-Coherent Lower Bound Coverage Probability For-
mulation

Proof. Applying variable transformations P, =1In P, and taking the natural logarithm
on both sides of (3.17) yield

s
Inp¥ =Inp+1InL = 3.42
p’LJ pl] I (Gef(dw)eXp(Pl) ( )

In pis is concave in P, as given by the first proof in Appendix 3.A.4 and

~ 2/
InL 8 > -7 _(ﬁd% eXP(_Pi)Pd) 3.43
e G l(dy;) exp(Py) ) — T sinc (2/«) (343)

where the right side is also concave in PZ € ].55. This is because its second order

(pdz;Pa)™

derivative with respect to P; is —A (%)2 exp (—%é) < 0, where A = wA\,;m Sne@/a)

Therefore, the lower bound on pjf given by (3.15) is log-concave in P,.. The objective

in (3.19) is also log-concave, because the product of lower bounded non-coherent
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coverage probabilities is still log-concave. This concludes the proof. O]

3.A.5 Proof of Theorem 2

Let P, = In P, and taking the natural logarithm on (3.23) - (3.25), a transformed
optimization problem is obtained in (3.26) - (3.28). A function with a log-sum-
exponent form given by (3.26) is convex in P, [174, pp. 72 and 74]. In (3.28),
the function Inp, — In ps(f)”) is convex in P, because: 1) according to Theorem 1,
—Inp,(P,) is convex for the coherent, non-coherent lower bound and single-cluster
approximation coverage probability formulations; 2) the affine operation that adding

In ps to — In ps(P,,) keeps the convexity in the result [174]. Therefore, the optimization

problem given by (3.26) - (3.28) is convex in P,. This concludes the proof.

3.A.6 Further Discussion on Path Loss Model

Although the path loss model has a singularity as the distance between nodes i and
J goes to zero, ie., d;; — 0. However, according to [151,168], such a singularity
has a negligible effect on the results from a coverage perspective. As an example
illustrated in [168], if an interferer and a receiver are very close to each other, the
adopted unbounded path loss model would lead to an artificially small SINR, and the
receiver would very likely be in outage even if the singularity was removed. In this
case, the unbounded path loss model could simplify the analysis without substantially
affecting the numerical and simulation results [168]. Based on this, the unbounded
path loss model, which is directly proportional to d;;%, is adopted throughout the
thesis. Furthermore, for achieving a wider physical applicability for d;; < 1, a bounded
path loss model min(1, d;;*) from (5) of [183] can also be applied to the optimizations
in this chapter. One simple way to implement this path loss model is to let any d;; < 1

to be one in the different formulations for coverage probability. Besides, (3.15) could

still serve as a valid lower bound for non-coherent coverage probability even after
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changing the path loss model from d;;* to min(l,d;ja), which can be explained as

follows:

—Q

Compared to the unbounded path loss model d;;*, the gain for d;; < 1 is the only

difference in the bounded path loss model min(1, d;;*). The gain for d;; < 1 is larger
than 1 in the unbounded path loss model, while the gain for d;; < 1 is equal to one
in the bounded path loss model. Thus, less interference from clusters of interferers to
receiver j is obtained when using bounded path loss model rather than the unbounded
one. As a result, the Laplace transform of the inter-cluster interference based on the

bounded path loss model would be larger than the unbounded one, where the latter

is lower bounded by (3.15).
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Chapter 4

Route Selection Based on
Coverage-Delay-Trust in Public

Safety Networks

Following the last chapter on the performance improvement over a single-hop device-
to-device (D2D) communications paradigm, this chapter moves onto a paradigm based
on mission-critical communications (MCC) systems which require multi-hop D2D
communications to enhance the ever-growing demand for network coverage further.
MCC systems have emerged as one of the key elements of the new 5G build-out
for public safety networks. Focusing on the end-to-end reliable transmission in MCC
systems, this chapter proposes a route selection method based on coverage, delay, and
trust probabilistic models. To begin with, the coverage probability between a pair of
user equipments (UEs) in the presence of interference from other MCC groups has
been analyzed. Then, the timeliness probability studies the level of confidence for the
delay requirement. In addition, the trust probability is formulated based on a beta
distribution function to prevent potential attacks from malicious nodes and ensure

secure interactions among the forwarding UEs. By combining the three probabilistic
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models in a way to meet the given requirements of the MCC system, the optimal route
selection method based on Dijkstra’s algorithm is investigated. Simulation results
validate the proposed models and theoretical analysis. The methods presented herein
provide useful insight into designing MCC systems for 5G public safety and disaster

relief networks.

4.1 Introduction

4.1.1 Background

As introduced in the 3rd Generation Partnership Project (3GPP) Release 13, mission-
critical push-to-talk (MCPTT) provides an enhanced arbitrated method by which two
or more users can engage in mission-critical group communications based upon 3GPP
evolved packet system (EPS) services [184]. Floor control allows mission-critical group
communications to regulate the access to shared channels and arbitrate transmission
request contentions. When multiple requests occur, one UE is guaranteed to talk
(i.e., take the floor) while others are either rejected or queued based on the priorities
of the users in contention. Overriding the current talker by a higher priority user
and imposing a limitation of talk time promote the chances for other users to use the
service. Further development of MCC in mission-critical video and mission-critical
data creates an opportunity to reuse base functionality documented in the stage one
requirements for MCPTT [185] and enables the first responders to go far beyond basic
push-to-talk with new features such as group chat, file sharing, location sharing and
much more. Although the mission-critical service in the long-term evolution (LTE)
or future 5G standards will be primarily targeting public service agencies (PSAs),
i.e., police, fire brigade, and ambulance, it is still capable of general commercial
applications for other industries and service departments such as utility companies

and railway stations.
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In general, users from different mission-critical organizations communicate in sepa-
rate groups for different tasks by using their MCC UEs. In many practical off-network
scenarios, responders are dispatched to investigate an area that is far away from their
affiliated group. To report the situations back to this group in the formats of text mes-
sages, recorded voice, video clips or other types of data, the leading UEs from nearby
groups can cooperate to forward the messages in an ad hoc fashion [81,186,187]. To
yield a reliable and secure path, the models related to coverage, delay, and trust need

to be addressed for route selection.

4.1.2 Related Work

Network coverage is an essential requirement to guarantee reliable communications
among UEs. The coverage probability or the outage probability has been used to
characterize the point-to-point link quality under the fading channel statistically.
The outage probability for a cooperative relay network in the presence of inter-cell
interference was analyzed in [170]. The probability of full connectivity of high den-
sity random networks in confined geometries was developed in [188]. The use of D2D
relays as a disaster relief solution and the network performance were studied in [30].
In [189], a systematic cooperative routing scheme named Constructive-Relay-based
CooPerative Routing (CRCPR) was proposed to provide greater robustness against
node mobility-induced link breaks. In the meantime, geographical constraints [134]
and some task properties such as rescue missions inside houses on fire could make the
group communications exhibit clustering behavior. The interference and outage in
clustered wireless ad hoc networks modeled by Matérn cluster and modified Thomas
cluster processes were studied in [134]. The performance of modified Thomas clus-
ters in D2D networks based on the distance probability density function (PDF) was
analyzed in [141]. The joint coverage enhancement based on Matérn clusters and

modified Thomas clusters was addressed in last chapter. In [62], a communication-
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aware route selection strategy was proposed to yield high throughput for ongoing
data transmissions. However, it did not consider the clustering behavior of group
communications. Furthermore, the quality of inter-cluster communications in MCC
networks depends on the call activities of UEs within each cluster, and the call activ-
ities through limited channel resources could cause delays. Therefore, the coverage
analysis should be linked to the delay modeling to obtain more accurate results.

During route selection, the forwarding UEs with lowest delays in meeting trans-
mission requests are desired. The queuing mechanism for utilizing the shared re-
source blocks in the mission-critical group communications decides that the service
for forwarding the messages is not always immediately available. Consequently, the
guaranteed deadline requirement from classic real-time systems is infeasible and a
timeliness probabilistic model is proposed to capture the level of confidence for the
delay requirement [190]. The timeliness probability is defined to be the probability
that a transmission request needs to wait for at most a given time threshold 7 until
the resource blocks become available. To study the transmission request delay in each
cluster head for message forwarding, trunking theory is used. Two major classes of
trunking radio systems named lost call cleared (LCC) and lost call delayed (LCD)
systems were studied in [191]. The former does not provide a queue for requests.
The latter allows a transmission request to the queue, in a buffer, and waits until
a server is available, which fits the flow control for MCPPT services. Meanwhile, a
probabilistic metric was proposed in [190], where Gaussian distribution was used to
approximate the distribution of end-to-end delay. The interflow and intraflow inter-
ferences have been considered in [192] to reduce packet losses and retransmissions for
shorter delay.

Secure message delivery is very crucial to the mission-critical service since nodes
may not cooperate or may act maliciously towards the message forwarding, which can

cause the message to be lost or corrupted. Secure sockets layer (SSL) and some other

88



traditional cryptographic tools attach a message authentication code to the trans-
mitted data so that the UE at the destination can detect the malicious behaviors of
forwarding UEs such as data tampering [193]. However, by using SSL alone, it is still
very challenging for the UE at the destination to locate the malicious forwarding UEs
along a multi-hop path and report them back to the source via a different path where
the behaviors of the UEs along this new path also need to be confirmed. Hence, to
determine whether a neighboring node will assist to forward the messages in a timely
manner, trust establishment schemes have been proposed [193,194]. Trust exploits
the fact that a source UE can monitor the forwarding operation of the neighboring
UEs due to the broadcast nature of radio. Based on an accumulated number of obser-
vations on whether each time the forwarding is successful, the source UE can choose
to trust one neighboring UE in the future forwarding operations. Given the number
of observations on the forwarding operations over a link, the trust probability of a
link can be formulated based on a beta distribution function, which has been actively
used in Bayesian inference [195]. For example, an early study on trust establishment
in a mobile ad hoc network was conducted in [196], where the forwarded packet was
buffered and checked with the original message for a match. Besides, a passive moni-
toring of forwarded data traffic to estimate the behavior of a node without buffer was
proposed in [194]. Furthermore, proximity-based trust and experience-based trust
modeling in random wireless networks were proposed in [197]. In addition, the se-
lective packet drop behavior in the selfish relay has been studied in [198] for route

selection where the effects of coverage and delay are ignored.

4.1.3 Contributions

To the best of the author’s knowledge, the work discussed herein is the first to study
the route selection method based on coverage, timeliness, and trust probabilities for

mission-critical group communications. The contributions of the chapter are:
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1. The coverage probability among the UEs in an MCC system in the presence of
the interference coming from other MCC clusters is characterized. The inter-
ference is explicitly characterized based on the delay modeling. Therefore, the

interplay between stochastic geometry and queuing theory is addressed.

2. The robust trust probability, which considers the confidence of the trust as a

result of the number of iterations in a beta reputation system, is proposed.

3. A route selection method that considers the coverage, timeliness, and trust

probabilities simultaneously is proposed for an MCC public safety network.

The proposed route selection method could provide a useful guideline to design the
MCC system for 5G public safety and disaster relief networks.

The rest of the chapter is structured as follows: Table 4.1 gives the notation and
symbols which are used throughout the chapter. Section 4.2 begins with a description
of the system model and addresses the probabilistic models for coverage, delay, and
trust of a given link. Section 4.3 focuses on the route selection based on the three
probabilistic models mentioned above. Section 4.4 gives the simulation results and

discussion, and Section 4.5 concludes the chapter.

4.2 System Model

4.2.1 Network Layout

As shown in Figure 4.1, K MCC groups are randomly distributed on the plane. This
research focuses on choosing a path to forward messages from one MCC group to
another in a mission-critical public safety network working in the off-network mode.
Each group is assumed to form a cluster with radius R, and there are m; members and
one group leader within cluster . The group leader is fixed at the cluster center, and

the group members are uniformly distributed within the cluster. The group leaders’
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Table 4.1: Notation and Symbols () 2019 IEEE

Symbol Description
R Radius of a cluster
Au; Mean call rate per user in cluster ¢
Thold Average call holding time of a user
Py Transmit power of each UE
G, Gain due to coding and antennas
I; Interference measured at UE j
Py; Received power at UE j from UE k
d; Pairwise distance between UEs k and j
n Path loss exponent
| |2 Instant power of Rayleigh fading
E; Event: the head transmits in active cluster k
Es Event: a member transmits in active cluster &
L (s | ay;) Laplace transform of the interference from heads k
to j given Ey
P{-} Probability of an event
p Event: a call is delayed in cluster ¢
P{Qx} Probability of queuing in cluster k
¢ Signal-to-interference-plus-noise ratio (SINR) threshold
H;; Coverage probability from cluster heads i to j
C Indices of all clusters
A; Traffic intensity
I Mean service rate
N Number of servers
W; Delay of a user in cluster ¢
T Delay threshold in a cluster
Dj, D;; Timeliness probability from cluster heads i to j
a;; — 1 Number of successful interactions from heads ¢ to
Bij — 1 Number of failed interactions from heads i to j
0 Probability of successful interactions
7 Mean trust probability from cluster heads i to j
(@) Observed interactions between heads ¢ and j
c Confidence interval of 6;;
ﬂl;pb“t Robust trust probability from cluster heads ¢ to j
H/D/T Probability matrices of coverage/timeliness/trust
H,/D,/T, Thresholds of coverage/timeliness/trust
R Link cost matrix
J End-to-end path
pu,/pp,/pr, End-to-end coverage/timeliness/trust probability of .J

L;

Index of forwarding cluster head i
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UEs work as cluster heads, and they are capable of forwarding messages from one
group to another. The spatial distribution of UEs during each hop is assumed to be
mutually independent. As discussed in the previous chapter and other works, this
work assumes the channel reuse throughout the clusters is unity due to the aggressive
reuse of frequency channels for high spectrum utilization in different wireless systems,
and multi-hop wireless networks are no exception [199]. The transmit power of each
UE is P;. The gain due to coding, the transmitting antenna, and the receiving antenna
is G. All channels are assumed to experience block Rayleigh fading and the channels
remain constant over one block but vary independently from one block to another.
The corresponding channel gains are independently exponentially distributed with
unit mean.

According to the standard in [200], the talker is in charge of the flow arbitration,
and the floor request queue will be transferred from the former talking UE to the
new talking UE in the off-network mode. The flow control module for each clus-
ter is assumed to use an M/M/1 queuing system, where two Ms, in turn, denote
the memoryless Poisson distribution of the call requests process and an exponential
distribution for the call holding time [191,201], and the number 1 indicates that a
single server exists for the queue because at most one UE within a group is allowed
to transmit at a time. The M/M/1 queue is one of the canonical queuing models
in communication [202]. It assumes that the arrival process and service time distri-
bution are Markovian. This is particularly suitable to model the scenario where all
users transmit messages with the highest priority for the best service. As a result, the
highest-priority jobs in each cluster naturally form a simple M /M /1 system. During
the busy time, the call requests from a user in cluster 7 are assumed to be Poisson dis-
tributed with an average rate of \,, calls per minute, and a user in any cluster holds
a call for 7,44 seconds in average. The holding time is assumed to be exponentially

distributed [201]. The entire number of users in cluster i is m; + 1, and (m; + 1)\,
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Figure 4.1: A mission-critical public safety scenario. (C) 2019 IEEE.

is the total mean call arrival rate.

4.2.2 Coverage Modeling

The coverage is a study of the link performance in the presence of path loss, multipath
fading, interference, and noise. By taking coverage into consideration, a path with
qualified link performance will be used for route selection.

4.2.2.1 Signal-to-Interference-plus-Noise Ratio (SINR)

The UE receiver captures not only the signal but also the interference from the UEs

who are transmitting simultaneously [171]. The total interference power measured at
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a receiving UE j is given by

I =Y " Py=Y_ Gel(dj)|hs|* P (4.1)
keL kel
where L denotes the set of interferers; Py; is the received interference power at UE
j from the UE k € L; {(dy;) = (A\/4m)*d,]", where A represents the carrier wave-
length, dj; is the pairwise distance between UEs £ and j, and 7 is the path loss
exponent; |hy;|? is the instantaneous power of Rayleigh fading. The SINR at UE j
while transmitting from UE 1 is given by

Py
No+1,

SINR; = (4.2)

where Nj is the additive white Gaussian noise (AWGN) power at each UE. Next, the
average interference based on the spatial distributions of the simultaneous transmit-

ting UEs within the clusters is characterized.

4.2.2.2 Interference from One Cluster

According to the floor control in the mission-critical group communications, the UEs
of a cluster work in a delay-and-served manner so that at most one UE is transmitting
on the shared resource blocks. For simplicity of notation, let the cluster and the cluster
head inside have the same index. Given that a cluster k is active when a UE within
is transmitting, let E; denote the event that cluster head k is transmitting and Ej
denote the event that a cluster member of k is transmitting. The Laplace transform

of the interference from cluster heads k to j given E, is written as

1

h N
Lr(s | ax)) 1+ sGcl(ay;) Py

(4.3)
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Figure 4.2: The interference is coming from the head or member of cluster k£ when
cluster head 7 is transmitting a message to cluster head j. (©) 2019 IEEE.

where ay; is the distance between cluster heads k and j as shown in Figure 4.2. When
the members of cluster k£ need to transmit, at most one UE is active. Hence, the
Laplace transform of the interference from a member, which is uniformly distributed

in cluster k, to the head of cluster j given Ej is written as

R 2 1 bk:
m )= db,de 4.4
ﬁl (S | ak]> /0 /0 1+ sGd(akj, bk, Qk)_n 7TR2 R ( )

where d(ax;, by, 0r) = \/a%j + b2 — 2ay,;by, cos b, is the distance between a member of
cluster k£ and the head of cluster j by using the Law of Cosines as shown in Figure
4.2, and by, is the distance between cluster head k and a possible location of a member
of cluster k, and G = G Py(\/4m)%.

A closed-form expression for (4.3) exists for n = 2, which is given by

L7 (s | ag;) =1+ % <1n (2Gs) — In (Gs + R? — aj,+
(4.5)

V(Gs + (R = aj)?)(Gs + (R + akj)2)) ) .

For n > 2, instead of using (4.4), L7*(s | ax;) can also be obtained by numerically
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evaluating a single integral, which is written as

W oo | )
L7 (s | ax;) = | .
Plslag) = [ Sy, (4.6

kj—

where fr,(rq | Ry) is the conditional distance PDF of a Matérn cluster in (3.10). The

Laplace transform of the interference from cluster k£ to head j is written as

Li(s | ary) =P{Qr}[L}(s | ar;)P{Er} + L7'(s | arj)P{Ex}] + P{Q,} (4.7)

where P{-} denotes the probability of an event. Assuming that the head and mem-
bers of cluster k statistically have equal opportunities to access the resource blocks,
P{E;} = 1/(1 + my). P{Q4} is the probability of queuing since the resource blocks
have already been occupied by another UE when a UE requests its transmission. A
detailed discussion of the probability of queuing is given in Section 4.2.3.2. Therefore,
the Laplace transform of the interference in (4.7) considers both the spatial distribu-
tions and transmission activities of UEs within clusters, and it is used to characterize

the coverage probability as discussed below.

4.2.2.3 Coverage Probability

The coverage probability of a link is the likelihood that the SINR of the link is higher
than a predetermined threshold ¢ = 2! — 1 with link spectrum efficiency ¢ !. The

coverage probability from cluster heads 7 to j, can be written as

cew (<N T e (6

keC\i,j

akj) (4.8)

!Note that a coefficient 0.5 on the link capacity due to the half-duplex constraint is assumed to
be implicitly absorbed in the target spectrum efficiency t.
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where C' denotes the indices of all clusters.

According to (4.7), the number of UEs and their transmission requests within a
cluster will affect the amount of interference to other links; consequently, this will
affect the coverage probability given by (4.8). Meanwhile, the request to transmit a
message will be queued if the resource blocks are not immediately available. There-
fore, it is of great importance to study the delay in an MCC network for route

selection.

4.2.3 Delay Modeling
4.2.3.1 Lost Call Delayed (LCD) System

The flow control in mission-critical group communications can be modeled as an LCD
system where the incoming transmission request is held in a queue until an in-progress
transmission terminates and the resources blocks become free [191]. The probability of
queuing is used to characterize the likelihood that the resources blocks are already in
use when a new call request happens. If no resource blocks are immediately available
after a call request to a cluster, it will be helpful to know the level of confidence that

this call can be served within 7 seconds.

4.2.3.2 Probability of Queuing

Let (); denote the event that a call request needs to queue because all servers are
busy in cluster i. The probability of queuing in cluster ¢ is given by the Erlang C

formula as follows:

AN N
N! N—A;
PO = (19
-

where A; = (m; 4+ 1)\, /i is the traffic intensity, © = 1/7,04 is the mean service rate,
and Tpoq is the average duration of a call; N is the number of servers. The condition

0 < A; < 1 is required so that the system is stable; otherwise, it would result in a
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queue which grows without bound. For MCC group communications, the resource
blocks are utilized by a UE per unit time. Therefore, the probability of queuing for
the M/M/1 system can be derived from the Erlang C formula for one server, i.e.,

N =1, which is given by P{Q;} = A;, and (4.7) can be further expanded as

Ly(s | ag;)  miL7 (s | axj)

4.2.3.3 Timeliness Probability

Meanwhile, if no resource blocks are immediately available, the call will be delayed.
In steady-state, the delay time for a call request in the queue obeys the exponential
distribution [201]. Let the random variable W; denote the delay of a user in cluster

1; the probability of a call waiting for more than 7 seconds in the queue is given by

-4,

N-4; _ .
]P’{I/Vz > T | QZ} — € Thold = € Thold (411)

where 7 is the delay time of interest. Hence, the timeliness probability that a caller

in cluster ¢ needs to wait for at most 7 seconds to be served in cluster is given by

=1 -P{W; > 7| Q:}P{Q:} —P{W; > 7| Q. }P{Q;} (4.12)
=1-P{W; > 7| Q:}P{Q:}
1-4,;
=1— Ae Thoa .
Thus, the timeliness probability from cluster heads i to j is defined as D;;, which

equals to D;. Apparently, if the selected threshold 7 is 0, the timeliness probability
will be solely decided by 1 — A;, which is a linear function of m;. Figure 4.3 gives the
timeliness probabilities in cluster ¢ under different values of the delay threshold 7 and

the average number of calls per unit time \,,. It is also clear that as the number of
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Figure 4.3: The timeliness probability of cluster ¢ under different parameters, and
Thotd = 0 S. @ 2019 IEEE.

users increases, the timeliness probability drops heavily. The timeliness probability

can be increased by either increasing 7 or decreasing A, .

4.2.4 Trust Modeling

Due to the broadcast nature of the wireless medium, a node can collect its message
forwarded by a neighbor node by snooping all received frames at the medium access
control (MAC) layer and checking the integrity of the message [203]. Trust is defined
as a value within [0, 1], which measures the degree of belief that its neighbor node
can be trusted to forward the message in the next operation based on the node’s
behaviors observed in the past. It describes the reliability of message forwarding
carried out by nodes [203,204], and reliability is defined as the probability that a
given item will perform its intended function with no failures for a given time under

a given set of conditions [205]. The reliability of message forwarding over multi-hop
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Figure 4.4: Data tampering attack by the forwarding UE. () 2019 IEEE.

routes could be affected by malicious nodes. As shown in Figure 4.4, an attacker or a
misbehaving node can modify the messages while it is forwarding. Besides, a selfish
node could selectively drop a message [198] due to its limited resources or malicious
intention. These behaviors would create confusion and misjudgement at the receiver.
As a result of the above, it would be useful to evaluate the trust of a forwarding node
based on its past forwarding operations and obtain the degree of belief that a node
is reliable with respect to next message forwarding?. To rate the trustworthiness of
a link, the beta reputation system is adopted to the binary rating on whether each
message forwarding operation, a.k.a. interaction, is deemed to be successful or not

based on the integrity of the message.

4.2.4.1 Beta Reputation System and Mean Trust Probability

The expressions for the posterior probability estimation of binary events can be repre-
sented as beta distribution functions [195]. For completeness, the preliminary results
of beta reputation are given in Appendix 4.A. Let a;; — 1 denote the number of
previously successful direct forwarding operations from cluster heads ¢ to j, while

Bi; — 1 denotes the number of previously failed operations. The PDF of observing the

2An important limitation of trust is that it could not be applied to some stringent environments,
where a node should be redeemed as completely unreliable as long as a malicious behavior is observed.
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successful message forwarding in the next operation is given by

0y (1 — 6iy)% !

fO03 | i, Big) = Beta(w;, i)

(4.13)

where
[y )T(By)

Beta(aj, i) = T(ai; + 5)
1] )

(4.14)

The parameter 6;; € [0, 1] denotes the probability of observing successful forwarding
operations in the next operation; the shape parameters satisfy «;;,3;; > 0, and
I'(n) = (n — 1)! for n € N. The mean trust probability from cluster heads i to j
is the expectation value of the reputation function, which is written as

Oéz'j

e — Elf;; | O] = —2—
%] [ J| ] Oéij"i_ﬁij

(4.15)

where O denotes the information about the observed interactions between cluster
heads ¢ and j until now. When the number of interactions is very large, T;7*" is the

accurate mean trust probability.

4.2.4.2 Confidence of Trust and Robust Trust Probability

In an MCC network, two cluster heads may have very few interactions due to lack of
forwarding interest, early stage of a network running, and network topology changes.
Thus, adequate observations are missing to calculate the accurate mean trust prob-
ability. The confidence intervals of trust can be used to infer the robustness of the
trust from a limited number of observations. Intuitively, a confidence level describes
an interval where the data will lie with strong confidence. This is important because
consequential decisions can be made based on uncertain results. Depending on classi-
cal and Bayesian statistics, there are two definitions for the confidence interval [206]:

In classical sampling theory, an estimated parameter has a somewhat true fixed value.

101



Then, the confident interval can be stated as that ¢ x 100% of samples will give a
pair of confidence limits (i.e., upper and lower bounds of a confidence interval), which
include the true fixed value of the estimated parameter. In particular, it is often the
case in reliability forecasting that only a lower bound is of interest [207]. Meanwhile,
for Bayesian models, a confidence interval ¢ of a random variable § makes sure that
will lie in a probability range with ¢ x 100% certainty. With limited prior information,
the fundamental difference between these two definitions is of little consequence.

Based on above discussion, a confidence interval c of 0;; makes sure that the 8;; will
lie in a probability range with ¢ x 100% certainty. Since the Bayesian-based definition
provides more satisfactory behavior even when evaluating a confidence interval for
data in small to intermediate size [208], and the trust model was formulated under
the Bayesian framework, the confidence intervals based on the Bayesian framework
are sought. Consequently, the quantiles at a nominal confidence level of ¢ are given
by

T_lc_)wer

ij 1—c ! —
|7 e = 3 and [ felagsd =10 (@0
0 Til;pper

where T2, 1" are the lower and upper bounds of an equal-tailed interval for p.

Thus, the Bayesian-based lower confidence bound for ¢;; is given by
lower -1 l—c
17" = Beta 5 % Bij (4.17)

where Beta '(c;a,b) is the cth quantile function of a beta distribution, i.e., a beta
inverse cumulative distribution function, with shape parameters a and b. Compared
with traditional confidence interval estimators such as the normal approximation
and the Clopper & Pearson approach [209], the Bayesian confidence technique is

more capable of providing a mean level of coverage close to the nominal level even
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for a small-to-intermediate number of interactions [208]3. Since the accurate mean
trust probability is greater than or equal to EI;-’W“ for a given confidence interval
¢, T is defined as the robust trust probability T;*"". As a result of the above
discussion, two trust probabilities, namely, mean and robust trust probabilities, have
been formulated. The latter considers the uncertainty in the proportion of successful
interactions in a small number of observations.

Figure 4.5 gives the confidence of the trust under a different number of forward-
ing operations. It is clear that although the mean trust probabilities are the same,
the robust trust probabilities vary. Thus, the robust trust probabilities can help to
differentiate the links with the same mean trust probabilities. Meanwhile, robust
trust can also give different ranking results when the mean trust probabilities are not
the same. For example, comparing (g5 = 13,515 = 4) with (g = 21, f16 = 7),
T = 0.7647 > Tyg™ = 0.75. But Tf%b“t = 0.5435 < Tf%bUSt = 0.5774, which
implies that the link from cluster heads 1 to 6 is more robust than the link from
cluster heads 1 to 5 in terms of trust even though the latter has a better mean trust

probability.

4.3 Route Selection

In this section, a route selection method is considered where the selection process
explicitly takes into account the coverage, delay, and trust of an MCC network. The
coverage, timeliness, and trust probabilities of each link are assumed to be exchanged
among the cluster heads by a table-driven routing protocol [210]. The cryptographic
primitives are used to authenticate and protect the integrity of the data [196]. In
many multi-criteria route selection algorithms, the criteria are normally weighted

and mapped to the costs of the links. Although the measurements of the coverage,

3As the CPUs in UEs become powerful, the computation time of the above bounds is trivial.
Meanwhile, normal approximation and the Clopper & Pearson approach will be good candidates if
a comparatively small level of accuracy is acceptable for route selection.
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Figure 4.5: The distribution of observing successful forwarding in the next operation
after the observations so far given by (aj, 5;;). (©) 2019 IEEE.

delay, and trust are all probability values, the distributions of them are different.
Hence, it is challenging to find proper weights to the probabilities. To make progress,
the following steps are proposed to obtain the link cost for route selection.

Step 1: Based on the exchanged probability values regarding the coverage, timeli-

ness, and trust among the cluster heads, the source cluster head forms three adjacency

matrices, which are given by

H = (H;;) € [0, 1],
D = (D;;) € [0, 1]K*K, (4.18)

= (T;; ) € [0,1)%*K

where each element of the matrices represents the relationships between two links
regarding coverage, timeliness, and trust probabilities; the elements on the diagonal

of the matrices in (4.18) are set to be one.
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Step 2: Define H;, D;, and T; as the thresholds of the coverage, timeliness, and
trust probabilities, respectively. To define the thresholds that are appropriate to the
environment, a general guideline is given as follows for reference: Firstly, the threshold
H; can be calculated based on the pairwise coverage probability in (4.8) with the
exchanged information on clusters and their locations. Among the calculated coverage
probabilities, the threshold is chosen such that a predefined maximum percentage
p1 X 100% of the pairwise coverage probabilities scores above that threshold. Suppose
there are Ny number of pairwise coverage probabilities available, and a maximum
p1 of them are allowed for route selection, let vector a denote the pairwise coverage
probabilities in descending order with indices from 1 to Ny, then the threshold H; =
a([p1Ng]), where [-] denotes floor function and p; > 0. Secondly, the threshold
D; can be obtained by (4.12), where the average duration of a call 75,4 is achieved
by previous experience. Meanwhile, the method used to calculate H; can be used
to obtain D, based on the timeliness probabilities of all forwarding nodes. Finally,
the threshold 7; can be given by (4.17) with the anticipated interactive results on
trust that is controlled by risk assessment. For example, the work in [211] gives four
behavior levels for a node, namely malicious, suspect, abnormal, and normal, for the
trust probabilities within [0, 0.3), [0.3,0.5), [0.5,0.8), [0.8, 1], respectively. They can
be used for risk assessment so that any node with a trust probability less than a chosen
lower bound of a behavior level will not be accepted as the candidate for forwarding
messages. Furthermore, the method used to calculate H; can be used to obtain 7;.
A criterion from the coverage, delay, and trust is specified as the basic criterion for
route selection, and the route selection is also constrained by the thresholds of the
other two criteria.

Step 3: For the route selection strategy based on coverage, the following require-
ments must be satisfied: If T;; > T} and D;; > D, the cost of the directional link ¢, j

will be H;;; otherwise, the cost is zero. The resultant adjacency matrix for the cost

5
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of links is given by

R = (R;;) € [0,1]*K (4.19)
where
Hij7 T;'j > Ty and Dij > Dy
R;; = (4.20)
0, otherwise.

The similar method will apply to delay or trust if either of those metrics is the basic
criterion for route selection.

Afterwards, the goal is to find a path with the maximum end-to-end probabilities.
For a given path J = {ly,ls,...,1,}, [1 is the index of the source forwarding UE, and [,,
is the index of the final (destination) forwarding UE; n is the number of forwarding
UEs involved, and n > 2. The end-to-end probability of a path is the product of every
independent probability of the links consisting of the path. The end-to-end coverage,

timeliness, and trust probabilities of the path J are respectively defined as

n—1 n—1 n—1
PH; = H HliliJrl? Pp,; = H DliliJrl’ and Pr; = H Tlili+1' (4'21>
=1

=1 =1

The probability py, characterizes the performance for decode-and-forward based
multi-hop relays, where the instantanecous data rate is the minimum rate between
the n — 1 hops [199,212]. As a result, the hop with the lowest SINR creates a perfor-
mance bottleneck.

Many route selection algorithms have been proposed to find the shortest path
[201]. Among these algorithms, Dijkstra’s algorithm is designed to find a path with
the minimum sum of link costs. The Dijkstra’s algorithm was originally designed for

finding the shortest paths from the source to all nodes, and such search is as compu-
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tationally expensive as finding the shortest path from the source to the destination
node [213]. To find a path with the maximum multiplication of probabilities with the
Dijkstra’s algorithm, — log R with the indices of source and destination cluster heads
are the inputs to Dijkstra’s algorithm. The steps of the route selection method and

the Dijkstra’s algorithm are summarized in Algorithms 3 and 4, respectively.

Algorithm 3: The steps of the route selection method.
Data: H, D, T, H;, D;, T}, 1, and [,.
Result: Path J.

1 if Coverage-based then

2 R =H;

3 fori,j=0— K do

4 if ﬂj S ﬂ or Di]’ S Dt then
5 ‘ Rij = 0;

6 end

7 end

8 else if Delay-based then

9 R =D;
10 fori,j=0— K do

11 if T,; <1, or H;; < H, then
12 ‘ R;; = 0;

13 end

14 end
15 else

16 R=T;

17 fori,j =0— K do

18 if Hij S Ht or Dij S Dt then
19 R;; = 0;

20 end

21 end
22 end

28 J =Dijkstra (~log R, 1, bn);

4.4 Simulations and Discussion

In this section, the simulations are provided to validate the route selection method

detailed above. The parameters used in the simulation are given by Table 4.2. The
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Algorithm 4: A realization of Dijkstra’s algorithm.

1

function J =Dijkstra (C, 5, l4);
Input : C: non-negative adjacency cost matrix;
ls: index of source; l4: index of destination.
Output: J: the path with minimum end to end costs.
Initialize the set P of all unvisited node indices: P = {..., s, ..., lg, ... };

3 Initialize the distance from source to node i: D; = —1 for i € P\ls, D;, =0,

® N o ;

10
11
12
13
14
15

where value "—17 denoted unknown distance;

Initialize the previous node in optimal path from source: N; = —1 for ¢ € P,
where value '—1" denoted unknown node.

Find j such that minjepm{z-|Di>0} Dj.

If 7 == 14, go to step 10.

P = P\{j}, i.e., remove {j} from P.

For any node index k! = j: d = D; + C(j, k). If d < Dy, or Dy, < 0, then
Dy =d and N, = j.

Go to step 5.

v = ld.

If N, == —1 and v! = [, return the empty path J and stop the algorithm.
If v == —1, return the ordered path J and stop the algorithm.

Put v to the head of the ordered path J.

v = N,.

Go to step 12.
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Table 4.2: System Parameters (©) 2019 IEEE

Parameter Value

Area 1 km x 1 km
Transmission bandwidth B 20 MHz
Duplex mode Half duplex
Thermal noise power density -174 dBm/Hz
Cluster radius R 155 m
Transmitting power level P; 11 dBm
Coding gain 0dB
Transmitting antenna gain 0 dBi
Receiving antenna gain 0 dBi
Transceiver noise figure 9dB

Link spectrum efficiency 0.06 bit/s/Hz
Carrier frequency 2 GHz

Path loss exponent n 2.7

Waiting threshold per hop 7 100 ms
Number of servers 1

Average holding time 6 seconds
Mean call rate of a user A, 1 call/min
Route selection algorithm Dijkstra’s
Simulation iterations 104

given link spectrum efficiency and bandwidth offer a target rate of 1.2 megabits per
second (Mbps) for group communications. There are 16 MCC clusters deployed on
the plane. The cluster 1 at position (0,0) needs to send the messages to cluster 16
at position (1000, 1000). The rest of the clusters are randomly deployed and could
cooperate to forward the messages. For a given snapshot of the randomly deployed
clusters, the route selection method is run to get a series of cluster heads for forwarding
messages. The coverage, timeliness, and trust probabilities of the links are exchanged
among the cluster heads by cryptographic tools [196]. The simulation results are
obtained by averaging over 10* independent Monte Carlo trials.

Figure 4.6 shows the route selection results for a snapshot of the randomly de-
ployed MCC clusters. The route selection is based on the link coverage probabilities
and constrained by 7; and D;. Table 4.3 gives the coordinates of the cluster heads and

the number of cluster members. The selected paths and their end-to-end coverage
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Figure 4.6: The route selection results based on coverage and constrained by 7; and
D, for a snapshot of the randomly deployed MCC clusters. The trust is calculated
based on the mean trust probability. (©) 2019 IEEE.

probabilities are listed as follows:
1) Path J; = {1,5,14,10,3,9,7,16}, and pg, = 0.953;
2) Path J, ={1,2,4,14,3,6, 16}, and pp,, = 0.897;
3) Path J; = {1,5,14,10,9,7,16},  and pp,, = 0.951;
4) Path Jy = {1,4,14,3,6, 16}, and pp, = 0.892.

Comparing J; with Jy, the higher the threshold D;, the smaller the end-to-end cov-
erage probability. This is because, as D, increases, the cluster heads who can form
paths with better end-to-end coverage probabilities may not be chosen if the consist-
ing links by the heads could not satisfy a higher timeliness probability threshold. A
similar discussion could be applied to J3 and Jy. Jy and Jy which are forking from

cluster 1 to clusters 2 and 4 separately imply cluster head 2 does not satisfied T; = 0.9
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Table 4.3: Coordinates of Cluster Heads and Number of Cluster Members (C) 2019
IEEE

Node 7 1

x (m) 0 105 669 246 461 651 905 920

y (m) 0O 330 739 292 95 945 929 373
1
9

m; 1 1 1 3 1 3 3

Node @ 10 11 12 13 14 15 16

x (m) 858 599 495 968 181 627 350 1000
y (m) 657 541 946 95 632 343 558 1000
m; 3 2 1 1 3 1 2 1

by judging from the fact that py, > py, while the other links of the two paths are
established through the same nodes. The same analysis applies to the forking from
cluster head 10 to cluster heads 3 and 9 for J; and Js.

Figure 4.7 gives the route selection results for a snapshot of the randomly deployed
MCC clusters. The route selection is based on link timeliness probabilities and con-
strained by T; and H,. H; is set to be larger than H; 6 so that there is no direct
route from source to destination. Thus, the delay and trust among the forwarding
UEs need to be considered. According to (4.12), the delay of the links to cluster i is

relying on m;. The paths and their end-to-end timeliness probabilities are listed as

follows:
1) Path J, = {1,11, 16}, and pp, = 0.828;
2) Path J, ={1,4,3,16}, and pp, = 0.753;

3) Path J; = {1,2,15,6,16}, and pp, = 0.641;
4) Path Jy = {1,12,16}, and pp, = 0.828.

From J; to Js, one can easily see that the end-to-end timeliness probability is de-
creasing as H; is increasing. It further implies that if there are several clusters which
have the same least number of cluster members and all meet the thresholds require-

ments for route selection, one route formed by them with the least number of hops
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Figure 4.7: The route selection results based on link timeliness probabilities and
constrained by T; and H,; for a snapshot of the randomly deployed MCC clusters.
The trust is calculated based on the mean trust probability, and H; 15 < H;. (©) 2019
IEEE.

will be selected. Besides, the reason that J; is selected when T; = 0.5, H; = 0.75
instead of Jy, although they both have the same number of users within, is due to
the implementation of Dijkstra’s algorithm.

Figure 4.8 gives the route selection results based on trust probabilities and con-
strained by D; and H;. Among the given paths, J; and J; are selected based on mean
trust probabilities and J3 and J, are based on robust trust probabilities with ¢ = 0.95.
J1 and J3 shows that two-hop routes are available for route selection, and the route
via cluster 14 gives the best end-to-end trust probabilities for both the mean and
robust trust probability formulations. J, and J; also show that the selected routes
given by the mean and robust trust probabilities could yield different results even
though their values of D; and H; are the same.

Figure 4.9 gives the averaged end-to-end coverage and timeliness probabilities after
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Figure 4.8: The route selection based on link trust probabilities and constrained by
D, and H; for a snapshot of the randomly deployed MCC clusters, and H; 16 < H;.
© 2019 IEEE.

route selections over different snapshots of clusters. The proposed route selections are
based on coverage probabilities and constrained by T; only (i.e., D; = 0). The average
number of users within each cluster is 2. For a snapshot of the random clusters, an
increasing number of cluster heads coming consecutively from clusters 2 to 15 are
labeled as untrustworthy, and the route selections are performed. A head k is regarded
as untrustworthy if both 7}, and T}; are less than T} for any j # k. To compare, a
benchmark of route selection solely based on coverage [62] is given. When there is only
one untrustworthy node on the plane, the end-to-end coverage probability for both the
benchmark and the proposed route selection method are around 97.5%. As all cluster
heads in clusters 2 to 15 become untrustworthy nodes, there is a 5% performance
drop in the end-to-end coverage probability for the proposed method. Although, the
benchmark achieves the best end-to-end coverage probability, it does not consider

the untrustworthy node, which makes the path susceptible to attacks. Figure 4.9 also
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Figure 4.9: The averaged end-to-end coverage and timeliness probabilities after route
selections based on coverage and constrained by 7; only. n = 2. (C) 2019 IEEE.

shows that the end-to-end coverage and timeliness probabilities decrease and increase
respectively as the number of untrustworthy nodes increases. This is because, as
the number of untrustworthy nodes increases, more nodes which can offer higher
pairwise coverage probabilities are not qualified for route selection if they become
untrustworthy. Meanwhile, the increasing number of untrustworthy nodes imposes
the reduction of the average number of hops for a selected path. Since all clusters have
the same average number of users, the delay for each cluster is the same. Therefore,
as the average number of hops decreases, a higher end-to-end timeliness probability

is achieved.
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4.5 Summary

In this chapter, a novel route selection method based on coverage, delay, and trust has
been proposed for a mission-critical public safety network. The coverage probability,
where the interference analysis considers the effects of call activities within each clus-
ter, has been characterized. The robust trust probability based on the Bayesian-based
lower confidence bound has been formulated. The simulations have shown that, com-
pared with single criterion route selection, the proposed route selection method offers
versatile solutions with different basic criteria and thresholds on coverage, timeliness,
and trust probabilities. The academic implications are given as follows.

Firstly, this chapter has shown that coverage, delay, and trust are all crucial
to the mission-critical system since the system is susceptible to connection outages,
delays, and attacks. Secondly, by incorporating the delay model into interference and
coverage probability analysis, the effect of the activity of the group communications
on the coverage has been captured. Thirdly, the trust probability based on the lower
confidence bound could provide a more robust result than the mean trust probability

especially when the number of interactions is small.

4.A Appendix: Reputation-Based Trust Model

4.A.1 Binomial Likelihood

A random variable which consists of the number of successes k£ in n Bernoulli trials

with a probability of success p in [0,1]. Thus, the binomial likelihood is given by

funall 1) = ()= (122

where (Z)zﬁikﬂ,ogkgn,andkez.
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4.A.2 From Uniform and Beta Priors to Beta Posterior

For a parameter p whose prior is f,(p), given k and n, the posterior is the distribution

of p, which is written as

fup(k [ ) fo(p)

=1 , 0<p<1, k=0,1,2,..,n (4.23)
fo Juip(k | p) fo(p) dp

where fi,(k | p) = fejnp(k | n,p) for a given n.
For uniform prior, during the system initialization, the potential probability
on the trust could be equally likely on [0,1]. The posterior of p with the binomial

likelihood and uniform prior is given by

_ (Peta—pt
Jo Fup(k | D) fo(p)

foelp | F) 5=+ (Z) (1= p (4.24)

The value of the normalizing integral is apparent because of the properties of the beta
function with integer parameters. The posterior after the simplification has a form
of beta PDF with parameters « = k + 1 and § = n — k + 1, which is given by

p* (1 —p)"!
Beta(a, )

flp| o, B) = (4.25)

For beta prior, suppose a system already has ay successes and by failures, the

corresponding likelihood function is given by

ap+bo\
From{o,bo | p) = ( °)p°<1—p>b°. (4.26)

Qo
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The posterior of p with the binomial likelihood and prior (4.25) is given by

a0,00|p 7b P
Foon (9 | a0, bo) = 22t E olp;f <p§

fol fao,bo\p CLo,bQ ’p fp(p dp
(ao+b0)pao+a—1(1 —p b°+ﬁ_1/Beta(oz, B)

)
— ag
Job (00 paata=1(1 — p)in+i-1 /Beta(a, §) dp

pao+a71(1 _ p>bo+ﬁ*1
- Beta(ag + a, by + )

(4.27)

which is another beta PDF with parameters (a + ag, 8 + bp). As a result, the beta
reputation system based on beta PDF has been used to model the trust in [195]. The
corresponding mean and variance of the trust is given as follows: Let X denoted a

beta distributed random variable with parameters «, 3, then

fol (1 —x)"'dz Beta(a+1,8) T(a+1I(B)T(a+p8)  «

ELX] = Beta(a, 3) ~ Beta(e,8)  T(a+B8+1)T()0(B) a+ B;
(4.28)
Var(X) + (E[X])* = E[X?] = Beézt(:& 25’)5 ) _ e gg?‘ail% 5 )
from which
Var(X) = af (4.30)

(a+B8)*(a+8+1)
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Chapter 5

Meta Distribution of the Secrecy
Rate in the Presence of Randomly

Located Eavesdroppers

Previous chapters have explored the reliability aspect of a wireless communication
network by studying the joint performance of concurrent single-hop device-to-device
(D2D) transmission links and end-to-end performance of the multi-hop D2D trans-
mission links. This chapter starts to move on to the security aspect of a wireless
communication network focusing on physical layer security (PLS). In this chapter,
the meta distribution of the secrecy rate for a legitimate link in the presence of eaves-
droppers (EDs) with locations modeled as a Poisson point process (PPP) has been
studied, where a meta distribution is defined as the distribution of the conditional
success probability [214]. Both colluding and non-colluding EDs are considered. The
meta distribution of the secrecy rate can provide the fraction of spatial realizations of
EDs that yield a target secrecy rate. It can either be formulated using the Gil-Pelaez
theorem with the imaginary moments of the conditional secure connection probability

(CSCP) given the realization of EDs or approximated by the beta distribution with
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the first two moments only. Hence, the bth moment of the CSCP for the colluding
scenario is derived. Then, since there is no tractable form for the higher order mo-
ment of the CSCP, the first and second moments of the CSCP are formulated for
the non-colluding scenario. In addition, the moments in the high signal-to-noise ratio
(SNR) regime are also derived. Finally, simulations are used to validate the analytic

results.

5.1 Introduction

PLS is the idea that channel coding and signal processing techniques can be used to
secure data confidentiality between connected devices [43]. A common performance
metric used to analyze secrecy in the presence of randomly distributed colluding and
non-colluding EDs in fading channels is the secure connection probability. A detailed
introduction to PLS and the secure connection probability is given by Section 2.2.
In networks with randomly distributed EDs, the secure connection probability
is typically defined to capture the awverage performance of a link. This definition
loses the fine-grained detail about the fraction of the realizations of EDs that allow
a target secrecy rate. To overcome this issue, the meta distribution of the signal-to-
interference ratio (SIR) was proposed in [214]. This distribution facilitates the study
of the fraction of links fulfilling a target SIR given a realization of the point process.
This basic theory was extended in [215] to study networks that exploit interference
cancellation. In [216], the meta distribution of the SIR in the cellular network uplink
and downlink with fractional power control was studied. The meta distribution in
downlink D2D underlaid cellular networks has been analyzed in [55]. To the best
of the author’s knowledge, however, no progress has been made to characterize the
meta distribution of the secrecy rate in networks with randomly located EDs until

now. This chapter addresses exactly this task. The contributions of the work can be
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summarized as follows:

1. The bth moment of the CSCP is characterized in a closed-form expression for the
colluding scenario so that the meta distribution can be formulated as an exact
expression using the Gil-Pelaez inversion formula or as a beta approximation in

the usual way.

2. For the non-colluding scenario, the exact first and second moments of the CSCP
are calculated so that a suitable beta approximation to the meta distribution

can be obtained.

The rest of the chapter is structured as follows. Section 5.2 begins with a descrip-
tion of the system model and addresses the meta distribution of the secrecy rate and
its beta approximation. Section 5.3 focuses on the moments of the CSCP. Section 5.4

gives the simulation results and discussion, and Section 5.5 concludes the chapter.

5.2 System Model

5.2.1 Network Layout

The system model is depicted in Figure 5.1, where the transmitter s located at the
origin sends messages to a receiver d located at a deterministic distance from the
origin [42,119,121]'. The EDs are assumed to be Poisson point process (PPP) dis-
tributed with density A, which either collude or work independently to decode the
message received on their Gaussian wire-tap links. Comparing with the Poisson bipo-
lar model in [214], the distribution of EDs in the system model is similar to the

distribution of interferers in the Poisson bipolar model. In spite of this similarity,

! This chapter considers the communication channels operating in a noise-limited regime where a
carefully planned frequency reuse pattern is assumed, and the transmitter can occupy some resource
blocks exclusively in a relatively large region [54]. The co-channel interference will be studied in the
future work. Meanwhile, the interference caused by jamming will be studied in the next chapter
under a different setting and performance metric.
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Figure 5.1: Communication in the presence of EDs, where the dashed line and solid
line denote wire-tap link and legitimate link, respectively. (C) 2018 IEEE.

the model depicted herein studies the meta distribution of the secrecy rate under
an eavesdropping assumption rather than SIR as is the case in the Poisson bipolar
model. The distance between s and d is I, 4. The path loss model is ¢(4mv) 215,
where c is the speed of light and v is the carrier frequency, [, , is the distance between
s and a terminal (i.e., d or EDs) y, and « is the path loss exponent. The fading of
the channel is assumed to be Rayleigh, and the transmitting power is P;. Hence, the
received signal power at terminal y is denoted as Py, = ¢*(47v) 21 5| hsy|* Py, and

the receiving instantaneous SNR at terminal y is given by SNR;, = P;, /Ny, where

Ny is the additive white Gaussian noise (AWGN) power.

5.2.2 Secrecy Capacity

The secrecy capacity of a link is the difference between the capacity of the legitimate

link and the capacity achieved via a collection of wiretap links, which can be written
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as [119]
C, = [logy (1 + SNR, 4) — log, (1 +.Z (SNR,,))]"

|heal?1Z5 4+ No
= ].Og2 : ~
I F (|hse|?l58) + No

< l1o |h87d|2ls,d
2\ 7 (haoPle)

where [£] denotes max (0, z), Ny = No/(c?(4wv)2P,), operator .Z (-) is either Y eca(®)

+

(5.1)

for the colluding scenario or max.cq(-) for the non-colluding scenario, ® denotes the
PPP of the EDs, and the symbol ’<’ indicates that C; is upper bounded by the term
on the right side of the symbol as P; — oo, i.e., in the high SNR regime. This can

be explained as follows:
|hs,al?l; g /No+1

F (|hs,el?158 )/ No+1

F (|hse?152) (47v) 72 /Ny, then

For Cs > 0,

> 1. Let di = |heall g (dmv) 2 /Ny, dy =

1+diPy

=———F>1 2.2
1+ dyPy (5:2)

Y

for P; > 0. Thus, only d; > ds is valid for y > 1. This is because: 1) y = 1 when
P; = 0; 2) the hyperbola y is monotonically increasing in Py if d; > ds, and y is
monotonically decreasing in Py if dy < ds. Therefore, as P, increases, y increases. As

22—« +
a result, Cy is upper bounded by llog2 (%)] i

5.2.3 Meta Distribution of the Secrecy Rate

Conditioning on the realization of EDs in ®, the CSCP of the legitimate link achieving

a target secrecy rate R; is given by

p(R) =P(Cs > R, | ®). (5.3)
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Given the link secure connection probability threshold p;, the meta distribution is

defined as

F(Ry,pe) = P(p(Re) > pr) (5.4)

which gives detailed information about the user experience by providing the propor-
tion of the spatial configurations of EDs yielding R; with a probability of p, or above.
Meanwhile, based on the above definition on meta-distribution and the inequality in
(5.1), the meta distribution of the secrecy rate in the high SNR regime as P; — oo is
the upper bound of the meta distribution of the secrecy rate. Due to the fact that the
probability density function (PDF) of p(R;) is unknown, it is difficult to calculate this
meta distribution directly. Since the characteristic function of any real-valued random
variable completely defines its probability distribution, and the characteristic function
is related to the moment-generating function, the moments M, = E (p(Rt)b) are in-
vestigated instead [214]. Specifically, let i = —1, My, = E (p(R,)") = E (e'!°sP));
the last term is denoted as the characteristic function px(t) and X = log p(R;). The
relationship between the complementary cumulative distribution function (CCDF)
of a random variable X and its characteristic function is given by the Gil-Pelaez
theorem [217]:

FX(I’) =

11 [®Se™px(t))
-+ — — T dt .
5 + - /0 ; (5.5)

where [z] is the imaginary part of a complex number z. Thus, the meta distribution

is defined by

dt. (5.6)

- 1 1 o0 e—itlogptMi
F(Rt’pt):§+E/O ( : ‘)
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5.2.4 Beta Approximations of the Meta Distribution

Since p(R;) is within [0, 1], the beta distribution can be used to approximate the meta

distribution [214]. The PDF of a beta distributed random variable Y is given by

ya—l(l B y)b_l (57)

frlyla,b) = Beta(a, b)

['(a)I'(b)
I'(a+ )

variance of Y are respectively given by

where Beta(a,b) = , a,b > 0 are shape parameters, while the mean and

E[Y] = ¢ and VarlY] = ab

a+b (a+b)?(a+b+1) (58)

Let M; = E[Y] and My — M} = Var[Y]; the meta distribution of the secrecy rate can

be approximated by the CCDF of Y which is written as

— MMy — M? (1 — M;)(My — M)
F ~1—-1 .
(Rtapt) pt ( M12 . M2 ’ M12 _ M2 (5 9)
where I, (a,b) is the regularized incomplete beta function, which is defined as
Beta(py; a,b)
I b) = ———— 5.10
bt (a7 ) Beta(a, b) ( )
and
Pt
Beta(py; a,b) = / (1 — )Pt dt. (5.11)
0
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5.3 Moments of the CSCP

5.3.1 Colluding EDs
Theorem 3. Letting § = 2f*, the bth moment of the CSCP for the colluding scenario

is given by

. r 2
M, = exp (—blgd(ﬁ — 1)No — AemlZ 0(1 — 2/04)92/0‘W> (5.12)

Proof.

M, = Eqp [IP’(CS >R, | @)b]

. b

hs 4179 + N,

— Eq IP’( Pl i+ No >e|<1>>
Deca (|Psel?l5e) + No

® exp (_bl?,d(e - 1)]%) Eq

ecd

[T+ 91&?/1&3‘)_1 (5.13)

()

B oxp (_bzgd(e - 1)1%) exp (—Ae /R {1 ~(1+ 9||x||—a/z;g)‘b} dm)

) (b2
— exp <_bz;jd(9 — )Ny — Aeml2,0(1 — 2/04)92/&%)

where (a) is the result of averaging over fading while conditioning on a realization of ®,
and (b) is achieved by using the probability generating functional (PGFL) of a PPP.
The proof is found to be similar to the derivation of Theorem 1 in [214] with transmit
probability 1 for a Poisson bipolar model. In spite of this, the model herein studies
the meta distribution of the secrecy rate under an eavesdropping assumption rather

than the SIR under the interference assumption in the Poisson bipolar model. O]

Lemma 4. In the high SNR regime, the approximated bth moment of the CSCP for
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the colluding scenario is given by

M, = exp (—)\eﬁlidlﬂ(l - 2/04)6’2/6“%) (5.14)

where M, does not depend on the transmit power Py.

Proof. The approximated bth moment in the high SNR regime can be obtained by
letting P; — co. As a result, Ny ~ 0 in (5.12), and (5.14) is obtained. This concludes

the proof. O

5.3.2 Non-colluding EDs
5.3.2.1 General Formula for M,

The bth moment of the CSCP for the non-colluding scenario is given by

M, =Eq [P(C, > R, | @)b}

b
— g |P (I?E%X [ RS (\hs,dm;g — No(6— 1)) a cb) ]

R + b
—Ey |P (m%x Iy o220 < “hs,d\?z;; — No(f — 1)] /0] @)
ee b b

— Eo |En, 0 [H (1 — exp <— [\hs,d!21;§“ — No(0 — 1)} +zge/9>)] b

_E, :</0°° ll (1 — exp (_ (4l — No(6 1)]+z;e/9)> exp(—z) dx)b
_ (5.15)

This expression cannot be reduced to a simple analytic form for all the moments. To
make progress, the case that can offer tractable expressions for analysis based on beta

approximations is investigated as below.
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5.3.2.2 Derivation of M; and M,

Theorem 4. The first moment of the CSCP for the non-colluding scenario is given

by

M, = /OOO exp (-Ao([xz;g A 1)r> _M—x) da (5.16)

While the second moment is given by

My :/OOO /Oooexp ( — A <[ml87§ — No(6 — 1)]+)‘§ ' ([ylsﬁ — No(6 - 1)]+>

2

@

. + . +
+ A ([xl;fl‘—No(Q—l)} + [yl;g‘—NO(Q—l)} ) —x—y) dz dy

(5.17)

where Ag = 2w\ (2) 162/,

Proof. The first moment is derived as follows:

g (1 — exp <— [1hsal?t53 = No(0 = 1)] +l?,e/9>)”
@ /Ooo exp (—AO < [xz;g — No(6 - 1)]+) 2/a> exp(—x) dz

M, =E,;_,

Eon, 4

(5.18)

where (a) is the result of the PGFL of the PPP [29].

For M, its derivation is given by

M,y =Eq (/OOO 11 (1 — exp (— [xl;f; — No(6 — 1)]+l§“,e/9)> exp(—) dx) 2

ecd

11 (1 —exp <— (a5 — Moo — 1) +z;€/9))

ecd

:Ew,y

Eq’\x,y

127

IS



X (1 —exp (— [yz;g ~ N6 — 1)]7;;/9)) ”
exp (zme /OOO (— exp( [ 19— No(6 — )} /0)

. +
—exp (= otz - Nuto - 1)) 12.10)

+ exp (— ([zz;g — No(0— 1)] T4 [yz;g — N6 — 1)] +) i, /9) ) Lo dl57e>]

(5.19)

S

x?y

where (a) is the result of PGFL of a PPP. After the simplification, Ms is given by

5.17). This concludes the proof. O
(5.17) P

Lemma 5. In the high SNR regime, the first moment of the CSCP for the non-

colluding scenario is given by

_2m/2pq L pr2g0 — pPAY
1= g 00 5 (5.20)
(2m)2 "4 0,1 et 11 gl (29
s B e
where G 209 is the Meijer G-function, which is defined as
ayy...,Q — 3 n T(l—a +s
G;:Zn 1 " / )H] 1 ( J ) 2+ ds
’ b17 ey q 27TZ H] m+1 b + S) ] =n+1 F(CL - S)
(5.21)

Ay = A\.2nT ( ) = <0152”}a>, the path loss exponent « is represented by a fraction, i.e.,

a = p/q, with p,q € ZT so that a must be a rational number?, while the second

2A non-rational o can be approximated by a suitable rational value.
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moment is given by

0 0

(5.22)
+ Ao (xl;g + yl;g‘)fz/a —x— y) dz dy
Proof. The first moment in the high SNR regime is derived as follows:
|hs,al’lsg
Ml = Ehs,d ]Eq>|hs7d [H <1 — eXp (—el—_a’d
ecd s,€
a o -2/« d
(:)/ A T
0 x
d+ioco A 2/a (—)

) 1 2/
= —F 1)d

2 Js i 2/al (w+1)dw

S .
(© 1 [27%° AT (ps)
=— —F 2 1)2¢qd
(@ m otioo PT1 2q—1 +k B
: p+2q HF (S —+ ) H T ( ) (Alfp—p(Qq)—Zq) ds
77,00 k=0
271'\/ 2p p+2q 0 o p—pAﬁ’
Temia T ) L1 Qo
p P a’
(5.23)

where (a) is the result of the PGFL of the PPP [29]; (b) is the Mellin convolution
given by [218]

z du 1 ot .

Fea@ = [ 1) T=gn [, >0 (G21)

U U 2T J5_ino

where f(w) denotes the Mellin transform of a function f(z), which is written as

Flw) = /O T () da (5.25)
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Step (c) is the result of a change of variables, i.e., w = 2¢s, and § is within the
overlapped strip of analyticity of both f(w) and §(w); and (d) is obtained by the

multiplication theorem [219, Section 5.5 |

T(pz) = ;pljr (z + 5) . (5.26)

Meanwhile, M5 in the high SNR regime can be obtained by letting P — oco. As a

result, Ny ~ 0 in (5.19), and (5.22) is obtained. This concludes the proof. O

5.4 Simulations and Discussion

In this section, simulations are conducted to validate the analysis detailed above. In
each Monte Carlo trial, one realization of the PPP distributed EDs with density A,
is generated in a 4 x 4 km? square. A transmitter is located in the centroid of the
square, while the intended receiver d is [;4 = 80 m away from it unless otherwise
specified. Ng = —92 dBm, a = 3.5, and 8 = 1.05. P; = 0 dBm is used to validate
the analytical results in the exact formulations from Theorems 3 and 4. Afterwards,
P; = 20 dBm is used to validate the analytical results based on Lemma 4 and Lemma
5 in the high SNR regime. The simulation results are obtained by averaging over 10*
independent trials.

Figure 5.2 gives the meta distribution of the secrecy rate vs. p; for the colluding
scenario with different values of A., and P; = 0 dBm. The simulation matches
well with the numerical results based on the exact formulation in (5.12) of Theorem
3, while the beta approximation based on the exact first two moments in (5.12)

shows slightly less accuracy when A\, = 50 km~2.

Besides, both the numerical and
beta approximation results based on (5.14) of Lemma 4 in the high SNR regime
show that, when P; = 0 dBm, the meta distribution of the secrecy rate F is upper

bounded by the one in the high SNR regime. This is because the secrecy rate Cj
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Figure 5.2: The meta distribution of the secrecy rate vs. p; for the colluding scenario,
where P; = 0 dBm.

during each realization of EDs is upper bounded by the secrecy rate at P; — oo,
and the meta distribution of secrecy rate increases as the Cs in (5.3) reaches this
upper bound. Therefore, one can increase the transmit power P, to boost the link
secrecy performance. In the meantime, the figure illustrates how the meta distribution
varies with A.. The fundamental trends have been observed here, such as the benefits
inherent in lowering the secrecy threshold p, for a higher F, but it is interesting to note
the severe penalty that A, induces through the sharp decay of F in the A\, = 100 km 2
curves.

Figure 5.3 presents the meta distribution of the secrecy rate vs. p; for the non-
colluding scenario with different values of A., and P; = 0 dBm. It shows that the beta
approximations from Theorem 4 work well in characterizing the meta distribution.
Compared with the results of the colluding scenario in Figure 5.2, the non-colluding

scenario in Figure 5.3 shows that a higher meta distribution has been achieved as

131



O Simulation
* Simulation
""""" Beta approximation - high SNR
Beta approximation - exact

Figure 5.3: The meta distribution of the secrecy rate vs. p; for the non-colluding
scenario, where P; = 0 dBm.

pe increases. It once again [220] demonstrates that colluding among the EDs will
decrease the probability of the legitimate link in achieving a target secrecy rate. In
addition, F of the non-colluding scenario is lower bounded by the colluding scenario
with the same parameters since the legitimate link of the non-colluding scenario will
achieve a similar or even higher probability than its colluding counterpart for the
same realization.

Figure 5.4 shows that the meta distribution of the secrecy rate vs. p; where
Ae = 100 km~2, and P; = 20 dBm for both colluding and non-colluding scenarios.
Comparing the curves for /; 4 = 80 m with the ones in the same A, in Figure 5.2 and
Figure 5.3, they show that, after increasing the transmit power P; from 0 dBm to
20 dBm, the simulation results match well with the results based on Lemma 4 and
Lemma 5 in the high SNR regime. As a result, for a given link secure connection

probability threshold p; = 0.6, there are now 3% satisfied spatial configurations of EDs
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Figure 5.4: The meta distribution of the secrecy rate vs. p; in the high SNR regime
where A\, = 100 km™2, and P; = 20 dBm for both colluding and non-colluding
scenarios.

for ;4 = 80 m, A\, = 100 km 2 and P; = 20 dBm, while, previously, there is almost
no spatial configurations that can yield the same threshold for A, = 100 km™? and
P; =0 dBm. When ;4 = 10 m, there are around 90% satisfied spatial configurations
of both colluding and non-colluding EDs for a given link secure connection probability
threshold p; = 0.8, while p; = 0.9 is achieved by the legitimate link for around 85%

of the same spatial configurations of EDs.

5.5 Summary

In this chapter, the meta distribution of the secrecy rate for both colluding and
non-colluding ED scenarios have been studied. For the colluding scenario, the bth
moments of the CSCP have been formulated in the closed-form expressions. For the

non-colluding scenario, the first two moments of the CSCP have been formulated. In
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addition, the same moments in the high SNR regime have also been formulated, where
the formulated results are not related to the value of the transmit power, and the meta
distribution in the high SNR regime is the upper bound of the meta distribution. The
simulation results showed a good match with the analytic and approximate results
for both EDs scenarios. The results also showed that the transmit power plays an
important role in the meta distribution of the secrecy rate when the channel is noise-
limited. Furthermore, the meta distribution for the non-colluding scenario is lower
bounded by its colluding counterpart. The methods and analysis detailed in this

chapter can offer insight and design guidelines in the PLS systems.
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Chapter 6

Secrecy Performance Analysis of
Ground Transmission Subject to

UAV Eavesdropping and Jamming

As one result shown in the last chapter, the transmit power of the legitimate trans-
mitter can affect the secrecy performance of a wireless link in the presence of ground
eavesdroppers (EDs). Nowadays, unmanned aerial vehicles (UAVs) are being used as
aerial base stations in communications networks to improve overall performance. Due
to the broadcast nature of the wireless signal and the openness of the space, UAV
EDs (UEDs) also pose a potential threat to ground communications. Meanwhile, the
UAV-based counter drone system can be deployed to tackle the potential security
threats posed by UEDs with the most popular interdiction technique, namely, jam-
ming [221]. This final research chapter studies the communications of a legitimate
ground link in the presence of friendly UAV jamming and UEDs within a finite area
of space and explores the influence of jamming power, location and height to the se-
crecy performance. The spatial distribution of the UEDs obeying a uniform binomial

point process (BPP) is used to characterize the randomness of the UEDs. The ground
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link is assumed to experience log-distance path loss and Rayleigh fading, while free
space path loss with/without the averaged excess path loss due to the environment is
used for the air-to-ground (ATG)/air-to-air links. A piecewise function is proposed
to approximate the line-of-sight (LoS) probability for the ATG links, which provides
a better approximation than using the existing sigmoid-based fitting. The analytical
expression for the secure connection probability (SCP) of the legitimate ground link
in the presence of a UAV jammer and non-colluding UEDs is derived. The analysis
reveals some useful trends in the SCP as a function of the transmit signal to jamming

power ratio, the location of the UAV jammer, and the height of UAVs.

6.1 Introduction

UAVs, also known as drones, constitute a promising technology that offers reliable
and cost-effective wireless communication solutions in a wide range of real-world
scenarios [222]. Recently, low-altitude UAVs with elevated height from hundreds of
meters to several kilometers have drawn much research attention for surveillance, pub-
lic safety, and secure communications [223-225]. Compared to the existing terrestrial
communication systems, UAV aided wireless networks have the potential to overcome
the propagation constraints due to terrain characteristics, enhance the signal coverage
and reduce operating cost [225]. Due to the broadcast nature of the wireless signal and
the openness of the space, ground communications are susceptible to eavesdropping.
UEDs could pose a greater threat to the security of ground communications than
ground EDs, since UEDs are less constrained by terrain characteristics, and there is
a higher chance that a line-of-sight (LoS) link with stronger signal strength can be
formed from the ground transmitter to the UEDs rather than to the ground EDs. An
early proof-of-concept called ’Snoopy drone’ has already been demonstrated by hack-

ers at the Black Hat security conference during 2014 in Singapore to carry a payload
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containing the equipment necessary to exploit security weaknesses in mobile phones
and steal data. Furthermore, many aspects of UAVs, such as low production cost,
high mobility, and ease of operation, could incentivize the attackers to use UAVs as
the major eavesdropping tools. According to [226], spying UAVs have already caused
privacy and security concerns to the public. Consequently, it has become increasingly
urgent and necessary to study the security of ground-based wireless communication

in the presence of UEDs.

6.1.1 Motivation and Related Work

Stochastic geometry has been exploited for the analysis of UAV-assisted communi-
cation networks by endowing their locations with a probability distribution, such as
the Poisson point process (PPP) or the BPP. For example, spectrum sharing of su-
per dense drone small cell networks modeled by a three-dimensional (3D) PPP was
studied in [227]. The authors of [126] considered the case that the number of UAVs is
small and deployed to cover a given finite region with a more suitable BPP for UAV
networks under Nakagami-m fading. Since it is common in deployment scenarios (es-
pecially in suburban and rural areas) to have a significantly stronger LoS component
than reflected multipath components, the coverage probability in the absence of fad-
ing has been derived in [126]. Furthermore, to capture the performance of an ATG
link between a ground device and a UAV, the channel propagation model incorpo-
rating blockages from buildings is required. Based on statistical model for building
blockages [228], the LoS probability in the product of a sequence of terms and its
approximation via a sigmoid function were formulated, and the optimal altitude for
deploying a UAV with maximum coverage was studied in [229].

There have been a lot of studies on either optimizing network resources or devel-
oping techniques for realistic system-level analysis of UAV networks on coverage, but

it has been pointed out by [225] that very few studies have investigated the secrecy
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performance of UAV networks, and only ground-based EDs were considered in those
scenarios. In [230], the optimization of the secrecy rate of a UAV-enabled mobile re-
lay system was formulated, and a performance gain over static relaying was achieved.
By jointly designing the trajectory and transmit power of the UAV, an optimization
algorithm designed to achieve the average worst-case secrecy rate improvement in
UAV-to-ground communications was proposed in [231]. By considering the transmit
power of both the ground user and the UAV in the joint design with trajectory, the
average secrecy rate over a finite horizon was maximized for both the UAV-to-ground
and ground-to-UAV communications in UAV assisted 5G wireless network [232]. Ad-
ditionally, the authors of [225] investigated the secrecy performance of UAV networks
working in the millimeter wave band, where the UAVs can be used either for informa-
tion transmission or jamming, and it was revealed that the average achievable secrecy
rate does not change monotonically with an increasing proportion of UAV jammers.
Recently, the authors of [233] considered the application of a UAV friendly jammer to
improve the PLS of a legitimate link, where the location of the ground ED is unknown.
Meanwhile, the authors of [234] proposed to employ a mobile UAV-enabled jammer
to improve the secrecy rate of the ground wire-tap channel by moving towards and
opportunistically jamming the discovered ground ED.

UAV jamming is more appealing than ground jamming, because the air-to-air
wireless channel from the UAV jammer to UEDs is in a pure LoS state with free
space path loss, while the ground-to-air channel from a ground jammer to the UEDs
would experience the additional excess path loss in the urban environment due to
shadowing and scattering caused by man-made structures [229]. Although it is known
that increasing the jamming power will pose a stronger interference to both the UEDs
and the legitimate ground receiver, how the secrecy performance behaves with respect
to this increase is still unknown. Furthermore, analyses of coverage and secrecy

performance in the previous literature have suffered from a tractability problem when
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the LoS probability is considered, since the analysis always results in multi-integral

expressions. This makes it difficult to extract insight from the analysis.

6.1.2 Contributions

This chapter focuses on the secrecy performance of ground-based communications in
the presence of a UAV jammer and UEDs. The main contributions of the chapter are

summarized as follows:

1. LoS model: This is the first work to propose an approximation to simplify the
modeling of the probability of LoS channels, which allows us to get tractable
formulations in the analysis of wireless networks concerning ATG channels.
The trend of the LoS probability with respect to the height of UAVs has been

captured in a simplistic manner.

2. UAV jammer: A UAV jammer is introduced for improving the security of the
ground communication, and the cumulative distribution function (CDF) of the
signal-to-interference ratio (SIR) from a ground transmitter to a UED, which

is subject to interference from the UAV jammer, is derived.

3. SCP: The SCP of the ground link in the presence of randomly located UEDs
for the non-colluding scenario is formulated. The trends of the SCP in some
environments with respect to different transmit signal to jamming power ratios,

and the locations of the UAV jammer have been analyzed.

The rest of the chapter is structured as follows. Section 6.2 begins with a descrip-
tion of the system model, then addresses the LoS probability and its approximations.
Section 6.3 focuses on the derivation of the SCP. Section 6.4 focuses on the trends
of the SCP for different parameters. Section 6.5 gives the simulation results and

discussion, and Section 6.6 concludes the chapter.
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6.2 System Model

6.2.1 Network Layout

As shown in Figure 6.1, transmitter s at (0,0,0) € R? connects to receiver d at
(4, Ya,0) via the legitimate link, where z4 and y; denote the locations of d on the -
axis and y-axis, respectively. There are n UEDs uniformly distributed in a disk, form-
ing a uniform binomial point process (BPP) [126]. The disk is denoted as O(t, R;),
where O denotes the disk of radius R; centred at ¢. The coordinates of the origin of the
disk are (0,0, H) so that the center of the circular plane ¢ is H meters right above the
transmitter s on the ground, and the disk is also parallel to the ground!. The UEDs
work independently to decode the received signal on their links. Meanwhile, a UAV
jammer j is also located within the disk O(¢, Ry) and continually sends a jamming
signal. The ground channel is assumed to experience Rayleigh fading and path loss,
while the channel model for the ATG communications is based on the probabilistic
LoS and non-line-of-sight (NLoS) links given by [229,235]. The air-to-air communica-
tion channel is assumed to follow Friis free space transmission. The transmit powers
of s and j are given by P, and P;, respectively. The proposed system model can
be applied to the application scenarios such as counter-surveillance against the ille-
gal amateur drones monitoring ground radio communications and anti-eavesdropping
against compromised or untrustworthy UAV base stations in future UAV-assisted

communications systems.

!The ground between s and d is assumed to be flat, and the effect due to the curvature of the
earth is negligible.
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%= UED e»

UED e, &

Transmitter SA § Y
X Receiver d

Figure 6.1: The system model for communication in the presence of UEDs and the
UAV jammer. The bold solid arrow denotes the legitimate link. For UED ey, the
dashed arrow denotes the wire-tap link, and the dotted arrows denote the jamming
links. (©) 2019 IEEE.

6.2.2 Channel Model

6.2.2.1 Air-to-Air Channel Model

Since no major obstacles are obstructing the communications in the sky, the air-to-air
channel follows Friis free space transmission. The received jamming power from the
UAV jammer j to a UED e is given by

Pye = Py(\4x)2L0 (6.1)

)

where a = 2 is the free space path loss (FSPL) exponent, and [, is the distance

between nodes x and y.

6.2.2.2 ATG Channel Models

The potential existence of buildings and other obstructions lying in the propagation
path results in the presence of mixed LoS/NLoS distributions for channel conditions

between an air terminal and a ground terminal. According to [235], the ATG channel
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model will be mainly based on probabilistic LoS and NLoS links instead of following
a classical fading channel. Therefore, the corresponding received signal powers at e
from transmitter s for LoS and NLoS links are written as

nLPs(\/4m)?1;¢,  LoS link

s,e

P, = (6.2)
mnPs(N\/4m)?1;%, NLoS link

and 7, N refer to the mean values of excess path loss added to the FSPL, where
(nL,mn) is measured at carrier frequency v = 2 GHz in dB for suburban, urban,
dense urban, and highrise urban areas to be (—0.1, —21), (—1.0, —20), (—1.6, —23),

and (—2.3, —34), respectively [229].

LoS probability and sigmoid fitting The probabilities for a link (s,e) to be
either LoS or NLoS can be denoted as P} and P{® = 1 — P}, respectively. According
to [228,229],

f(lt,e)

Py =]

=0

202

- (_ (H = (1+1/2)H/(f () + 1>>2>]

(6.3)
1

1+ Cexp(—B0,.—0)

where f(l;e) = [lien/P1p2 — 1], lic is the ground distance between s and e, p; is the
ratio of built-up land area to the total land area, ps is the mean number of buildings
per unit area (buildings/km?), and o is the scale parameter of the Rayleigh prob-
ability density function (PDF), which gives the height distribution of buildings in
meters. The environment parameters (pi, p2, o) for typical environments are subur-
ban (0.1, 750,8), urban (0.3,500, 15), dense urban (0.5,300,20), and highrise urban
(0.5, 300, 50), respectively [229]. Note that increasing H will increase the smoothness
of the plot of the product, and Py can be considered as a continuous function of ele-

vation angle and the environment parameters for a large H [229]. The approximation
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Figure 6.2: Plots of the LoS probabilities for different urban environments based
on the exact product, the sigmoid fitting and the proposed piecewise fitting. The
goodness of fit measured by root-mean-square error is given inside the brackets. (C)
2019 IEEE.

to the LoS probability of an ATG link is given by a sigmoid function, where C' and
B are constant values depending on the aforementioned environment, and 6, . is the
elevation angle in radians, which is given by 6., = tan™" (%) The ATG channel
model also applies to the received jamming power P; ; with LoS and NLoS probability

given by P2¢ and PZ°.

Proposed piecewise fitting Although the sigmoid fitting provides a reasonably
good approximation to the actual LoS probability, it provides a non-linear relationship
to l;. and has been shown to only give analytical forms which are non-trivial to
evaluate. Based on the value of the elevation angle, each curve of the LoS probability
can be divided into three approximated regions: LoS region for the link in a pure LoS

state with large elevation angles, NLoS region for the link in a pure NLoS state with
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small elevation angles, and a transitional region where the link is in mixed LoS/NLoS
distributions. The transitional region can be further divided into two regions based
on the slope of the curve. As a result, a piecewise fitting model is proposed in (6.4),
which not only gives a meaningful relationship between the LoS probability and [; .

but also provides a tractable way to calculate the SCP. The piecewise approximation

is given by
(
: 1 H
1, if 05 > tan o
czcot(Bse) +cq, if tan' £ <O, < tan' &
Py¢ = ’ ’ ’ ' (6.4)
: 1 H
0, if 05 < tan %
citan(bs ) + c2, otherwise
\
_ 1—c4 _ 2Hcy _ __IJc :
where (1 = H ot ly = PP o crvv l3 = HZL ¢1, ¢, ¢3 and ¢4 are given

in Table 6.1, and they are obtained by Algorithm 5. The corresponding results for
different typical environments are plotted in Figure 6.2. In this figure, the proposed
piecewise fitting outperforms the sigmoid fitting in the goodness of fit measured by
root-mean-square error. The former is at least four times better than the latter in the
suburban, urban, and dense urban environments and nine times better in the highrise

urban environment. Since tan(f;.) = %, (6.4) can be further written as

1, if lt,e < 61

cslye/H 4 cq, if by <lpo <y
poe — (6.5)
CIH/ltye + Ca, if gz < lt,e < 63

0, otherwise.

\

144



Algorithm 5: Finding parameters ¢y, ¢o, c3 and ¢4 for link (s, e) given envi-
ronment parameters (py, pa,0).

Given: Environment parameters (p1, p2, o), thresholds: ¢; = 0.005, ¢, = 0.5,

and ¢, = 0.995.
1 Generate 10* evenly spaced samples from [0, 7/2], and obtain the
corresponding samples of LoS probabilities with the first step of (6.3).

2 Create a new data set D, from the samples of LoS probabilities whose values

are bigger than ¢; and smaller than c,,.

3 Find the coefficients ¢; and ¢, of the model function ¢ tan(f, ) + ¢o by fitting

the function to D;, with the trust region reflective least squares algorithm.
4 Let ¢y tan(bs ) + c2 = 0, the maximum elevation angle for having only the

NLoS link state is tan—! <—C—2>

C1

5 Create a new data set D,, from the samples of LoS probabilities whose values

are bigger than c,, and smaller than c,.

6 Find the coefficients ¢3 and ¢4 of the model function ¢z cot(6;.) + ¢4 by fitting

the function to Dy, with the trust region reflective least squares algorithm.

7 Let ¢3cot(fse) + ¢4 = 1, the minimum elevation angle for having only the LoS

1—cy4

link state is tan™! <C—3>

8 The elevation angle at the inflection point, where the LoS probability changes

. _ cq4—Co— (64—62)2+4C103 .
from ¢ tan(fs¢) + co to ¢z cot(fse) + ¢4 is tan™ 5o , is

obtained by solving ¢y tan(6,.) + c2 = ¢z cot(fs) + ¢4, and then selecting
the root which provides a better fit to the samples of LoS probabilities.

6.2.2.3 Ground-to-Ground Channel Model

For ground communications, the log-distance path loss model is used to characterize

the legitimate wireless link from the transmitter s to the receiver d. The received

power at d from s is written as

P4= PS()\/47T)2l;§ |hs.al?

where ) is the carrier wavelength, |hg4/? is the channel gain associated with the

Rayleigh fading, and (3 is the path loss exponent for ground communications.
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Table 6.1: Parameters for (6.4) and (6.5) (©) 2019 IEEE

Suburban | Urban | Dense urban | Highrise urban
c1 4.215 1.581 1.201 0.4717
¢y | -0.2007 | -0.1991 -0.2051 -0.1972
c3 | -0.1341 | -0.3618 -0.4864 -1.223
4 1.331 1.341 1.346 1.351

6.3 Derivation of the SCP

6.3.1 Secrecy Capacity

Let ® = {1,2,...,n} denote the collection of n UEDs. The secrecy capacity of a wire-
less link is the difference between the capacity of this link and the capacity achieved

via a collection of wire-tap links. The general form is given as [236]

+
C, = {log2 (14 SINR44) — log, (1 + max (SINR876)>]
ec
P, +
1+ 5 v

= |log, (6.7)

P
1 + maXecd <Pj ES—:NE>

> |1 I :
082 maXeeco FQ

where SINR;, denotes the signal-to-interference-plus-noise ratio from s to y, Ny is

the additive white Gaussian noise (AWGN) power at the ground receiver d, N, is the

Ps,d

AWGN power at a UED, and [2]" denotes max(0, z) [220]. I't = 14 5

represents
1+SINR; 4, and 'y =1 + % represents 1 + SIR from s to e, where the interference
J.€

is due to UAV jammer j.
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6.3.2 SCP Formulation

The SCP is defined as

pe=P(C, > Ry) > P(L . 27%) (6.9)

MaXeeap Lo

where R; > 0 is the target secrecy rate. In addition,

r
pe & P(—l > 2Rf> (6.9)

MaXeeq Lo

when all the UEDs are working in an interference-limited environment as the result of
a large jamming signal. To evaluate the above probability, the following calculations
are required.

Since I'; is a random variable related to |h57d]2, the CDF of I'; can be written as

Psd
F =Pl14+ ——
T, (71) ( + Prat Ng <’Yl)
A(nL) A(nx)

=1 —exp (1 = 31)A(m) PL? — exp (1 — 1) A(nn)) B!

18 o _
;j (Ulj,d Pj + No(A/4T) 2)7 ljz',d = l?,j +l§,d_2lt,jl8,d cos (@j — ©Pa) +H?,

where A(n) =

j' denotes the projection of j onto the zy-plane; ¢, and ¢, denote the angles of [ j:
and [, ; measured counterclockwise from the z-axis. Thus, the corresponding PDF is

given by fr,(y1) = ﬁFpl(fyl) such that

fro(m) =A(nw) exp (1 —v)A(m)) P2+ A(n) exp (1 — y)A(n)) PG (6.11)

Let ¢’ denote the projection of e onto the zy-plane, ¢ = p;; — ¢, and . denotes

the angle of [, ., measured counterclockwise from the z-axis. I'; is a random variable
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related to the position of one UED e, which is uniformly distributed on the disk
O(t, Ry). Thus, the CDF of Ty is given by

Fry(72) = Ee [Fi(y2, lie, @)

R (612)
7TR2 / / Fl 727lte7 )lte dltedgb

where

Fl (727 lt,e7 QS) - g(’YQa ", lt,67 ¢)Piye + 9(727 N, lt,ea QS)IP]S\}e (613)

and g(%Tl,E, ¢) =11+ (H2+€2)T7]P5;a -,
(l?,j+€2_2lt,jeCOS¢) 2 p,

6.3.3 Calculation of the SCP

When ;¢ is given by (6.3), it is hard to find a closed-form expression for (6.12).
To make progress, (6.5) is used instead, which can yield a closed-form expression
for (6.12) with any given R; and H. With the help of (6.5), the LoS probability
can be divided into multiple regions so that their contributions to Fr,(7y2) can be
calculated independently. This decomposition technique to obtain (6.12) seems to
be tedious, but necessary, because it leads to a tractable solution. Throughout the
following discussion, a number of propositions are referred to, which will be presented
in Section 6.3.4.

For Ry < ¢, where [y is considered in (6.5), the ATG link between transmitter s
and UED e is always in a pure LoS state since [;. < R;. Following Proposition 1,

then

21 R
Fy () / / vz,nL,zte,@ G o = Fr (0, ) (6.14)

For ¢; < R; < {5, the ATG link between transmitter s and UED e is in a pure

LoS state if ;. < ¢;, and the ATG link between transmitter s and UED e is in the
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mixed LoS/NLoS distributions with Py = ¢l o/H + ¢4 if ¢4 < ;. < R;. Following

Propositions 1 and 3, then

Tl l Ry lte
Fr, (1) = / / 000l 0) 2 il + / / B0 )52 1
0 0

== FF3 (,}/27 L, 61) + FF5 (,}/27 ., NN, Rl) - FFs (,}/27 ., 1IN, gl)
(6.15)

For /5 < R; < {3, the ATG link between transmitter s and UED e is in a pure
LoS state if [, < ¢1, the ATG link between transmitter s and UED e is in the mixed
LoS/NLoS distributions with P{° = ¢3lyo/H + ¢4 if €1 < l;. < {5, and the ATG
link between transmitter s and UED e is in the mixed LoS/NLoS distributions with

U =c1H/lie + ¢y if by <l;. < R;. Following Propositions 1, 2, and 3, then

27 l 2w R
! lie ! lie
FFQ(VQ) :/ / g(ny;nLalt,e7¢) 2 dlt ed¢ + / / Fl 727lte7¢) L 2 dlt ed¢
0 0 R 01 R

=Fr, (2, 1, 1) + Fry (92, ML, mny 2) — Frog (2, 1, n, €1)+

Fr,(7v2, 1m0, mx, R1) — Fry (92, nu, 1, £2).
(6.16)

For Ry > /3, the ATG link between transmitter s and UED e is in a pure LoS
state if [, < ¢;, the ATG link between transmitter s and UED e is in the mixed
LoS/NLoS distributions with Py = c¢3lyo/H + ¢4 if {1 < l;. < {2, the ATG link
between transmitter s and UED e is in the mixed LoS/NLoS distributions with P} =

c1H/li e+ coif by <l < {3, and the ATG link between transmitter s and UED e is
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in a pure NLoS state if /3 <[, < R;. Following Propositions 1, 2 and 3, then

2 pl le l3 le
me):/ / 0010 o 0) 2 o +/ / Fy (1o, by )12 dlydo +
4y

mRi
2w Ry lt .
/ / 72a77N7lt €7¢) dlt ed¢
l3

:FF3 (72a ML, 61) + FFs (727 L, 1N, 62) - FFs (727 ML, 1N, gl) + FF4(72a L, 1IN, 63)_

FF4 (7% T, 1IN, 62) + FF3 (727 N, Rl) - FF3 (727 N, 63)

(6.17)
As a result of the above decomposition, p,. is lower bounded by
pltr  _ om —/OOFF ( ) oo () dn. (6.18)
maXecq L'a 1 2\ 2R !

6.3.4 Propositions

All three propositions given below rely on Lemma 6, which is given in the Appendix

at the end of the chapter.

Proposition 1. Let » < Rj, assuming that the link (s,e) is always in the same
channel state (i.e, pure LoS or pure NLoS) with gain n, the CDF of I'y conditioning

on the UED e being active only within the disk O(¢,r) is given by

’727777lt67¢>lt6 51(9,7777")
: =~ dl; . dp = ———"= 6.19
FFS y 777 / / WR% te ¢ 7I_R%/2 ( )
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where

Table 6.2: Table of Conditions (©) 2019 IEEE

Case index Condition

© 00 1 O Ut = W N -

—_ =
N = O

e e e
S O = W

— =
o

—_
Ne}

A<0,B<0,r?A < B,
A<0,B<0,7r2A=B

=CAE <1,y # VBA
# <l lij #VBA

A<0,B<0,r?2A < B,vVBA <l,; < =2AB

A<0,B<0,r?2A> B,

2r

—r2A-B
- <l;

2r

Other cases under A < 0,B <0

A>0,B>0,r2A> B,
A>0,B>0,r2A=B

7"21;‘—:3 < il # VBA
PAYD < 1,55 # VBA

A>0,B>0,r2A> B,v/BA < [,; < =4+E
A>0,B>0,r?A< B, "8 <, ,

A<0,B>0,l;>

2r

|r2A+B|
2r

A<0,B>0,—1?A> B,l,; < ==°A=B
Other cases under A < 0,B >0
A>0,B<0,—1°A> B,l,; < =5A=B
A>0,B<0,l; > rash]
A>0,B<0,—1r?A < B,l,; < ZALEB

2. —H?

— >

A =0,
H>—17

A=0,—

A:O,lth:H
2_72
A=0,1,; <2

t,j
2r

2r

2r

2r

<l ly; >H
< lt,j; lt,j < H

Sl(yv n, T) = 4

(

Dy + D, — 1D;,
Dy + Dy,
%7”"2 — Dg,

Dy + Dy + 35Dj,
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cases 1, 9, 10
cases 2, 7

cases 3, 11

cases 4, 6, 14
cases o, 12, 13, 19
cases 8, 15

cases 16, 17, 18

otherwise

(6.20)



and all the cases with index numbers are given in Table 6.2,

)

B=12—(1-A)H?

a; = Ar’ + B
1= —AB —liy cot™! | L8 2B
247 412 1% — a,?
mt_ A @Al o (e
o= — gVl — ot = g e ( a )
Da= =0
D, — (a1 — 2B)\/4j%r? — a1
! 4 A2r2
2 2 2
D: = 17‘2 sec™ ! 2e 7 _ (lt’j —H ) \/41'52va2 B (H2 o ltz,j)
P2 ay 8lt27j '
Proof.
1 2 r
—35 lie, )l e dly od
WR% /0 /0 g<y777L7 t, ¢) te dlydo
7l
= —p2 lt,e dlt,ed(b 6.21
R 0p(n) Jor, (1) ( )

2

T 1 / /
= 52 lt,e dlt,ed(b
Ry 7w} Jo ) Jon,,

where 04(n) and oy, . (1) are the domains so that

H?*+1%.)= nP,
(ltz,] + lt2,e - 2lt,jlt,e COs ¢) 2 PJ
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while o'4(n) and o}, (1) are the domains so that

1+

(H* +12,)= nP,

(12, + 12, = 2yl cos ) P

> .

Given Lemma 6, (6.19) is achieved. This concludes the proof.

]

Proposition 2. Let r < Ry, assuming that the mixed LoS/NLoS distributions exist

for link (s, e), and the (quasi-) LoS probability is Py = ¢; H/l; . + 2, the CDF of '

conditioning on the UED e being active only within the disk O(¢,7) is given by

2
Fr, (Y, L nn, 1) =——=5 (281 (y, nw, r) + et HSa(y, e, r)+

52(%7777”) -

TR?

(1 - 02)51(3177]N, 7") - 61HS2<y777N7 7‘))

.

G1— Gy + Gz — Gy,
7TT+G1 —QGQ,

Gs+ Gy — Go,
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cases 1, 2
cases 3
cases 4, 14
cases b, 12, 13, 19
cases 6, 7
case 8
cases 9, 10
case 11
case 15
cases 16, 17
case 18

otherwise

(6.22)
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with Table 6.2,

2./—AB+ 12,
GO — b

—A

Gy = GoE _l“' l2
1 — 0 ‘l

Go = GoE (2t
T\, - AB

4lt2jr2 —ay? 2l .7
G — _ > —1 tJ
3 5 Ay + rsec ( o )

21757]'7’ l2
G = GoE ( <a1 )‘zg _ AB /2

Ly 17
G5 = G()E (SGC ! ( ) ) | -]
VBA) I}, — AB

e - \/4z (H2 — 12,)° + 21,7
Gg =rcos ! ( L2 ) — i
2ltj7’ 2115] |l ‘

E(k) =E(w/2 | k) and E(¢ | k) fo V1 — k2sin?0 df denote complete and incomplete
elliptic integral of the 2nd kind, where 1 — sin?¢ € C\ (—o0,0] and 1 — k?sin?¢ €
C\ (—00,0], except that one of them may be 0 [219]. C denotes the set of complex

numbers.

Proof.

27 r
/ / (900 s DB + G5 1, los DN dlp ol
0 0

:/ / (ClH + Cglt’e) dlt7ed¢+/ / <—01H -+ (1 — Cg)lt’e) dlt7ed¢
0¢(nL) Yo, ,(nL) 0 (nx) Jor, ()

e H / / AUy odé + 2650 (y, 1, 7)
nL) Yo, (L

ClH/ / dly.edé +2(1 — )81 (y, 1, 7)
nN) Jor,  (nN)

(6.24)
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where f%(n) f01t,e(n) dlyde = 2mr — fo’¢(n) f0’zt’e(n) dl;.d¢. Given the domains in
Lemma 6 and dividing (6.24) by 7 R?, (6.22) is achieved. This concludes the proof. [

Proposition 3. Let r < Ry, assuming that the mixed LoS/NLoS distributions exist
for link (s, e), and the (quasi-) LoS probability is P} = c3l;./H + ¢4, the CDF of 'y

conditioning on the UED e being active only within the disk O(¢,7) is given by

Fro(y, ., 1) —WLR% (0431(21, ) + ;—éss(y, M, 7)+
. (6.25)
(1 —ca)Si(y,mn,7) — 3—253(3/, nN,'r))
(
M3+ My — My — My, cases 1, 2
s — 2M, + M, case 3
My — My + My, cases 4, 14
s, cases 5, 12, 13, 19
My — M3 + My, cases 6, 7
—Ms, case 8
S3(y,m,m) = =M, + My, cases 9, 10 (6.26)
— My + 713, case 11
—Ms, case 15
mr3 — My — M, case 16
M5 + M, case 17
3 /2, case 18
0, otherwise
with Table 6.2,
Mo=""30573



M _ (812, — TBA) E [ sec™’ bt | "5 ) 4 4BaF (sec! bt s
My b a1/2) I}, — AB a1/2'17;, — AB
2

I 2
MoABAK | — 5 M, (812, —7TBAYE [ — %L
M= My <l2 —AB) + Mo (8, — 7BA) (zgj—AB>

1
Mz = M, (81, — TBA) E <sec1 ( L > >

+My4BAF <sec_1 < “ly ) )
2

LA+ B M, 417 7% — ay

My=r° A(2a; — 9B) + 8i}
4 =17 COS 2 r + 47‘( (2a1 —9B) + 817) 2 _AB
H?* -7
Ms = 1° cos 1—’ J{
2lt7]7'

H? 2. o -2 p AR .r? — (H? = 12,)" + 2l r
= D g — (o= e P Yl )42k

8l 7 7 1617, \H?—l? |

K(k) = F(n/2 | k) and F(¢ | k) fo — k2sin®0)~2 df denote complete and
incomplete elliptic integral of the 1st kind, where 1 — sin?¢ € C\ (—o0,0] and

1 — k2sin®¢ € C\ (—o0, 0], except that one of them may be 0 [219].

Proof.

/ ( ( L7 lt e (b)]P) + g<y an lt e gb)]P)Is\}e)lt,e dlt,ed¢
0
/ / (colu 2/ H + cale) dlyodt
o, . (nL)
/ ( Cglt7e2/H + (1 - C4)lt7e) dlt’edgﬁ (627)
»(N) Yo, , (N)

/ 2 dly o dg + 2¢41 (y, m, ) —
O¢(77L Olt e(nL)

/ / l?e dlyede +2(1 — c4)S1(y, N, 1)
() lte
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where f%(n) f%e(n) 17 Al do + folé(n) fO’zt,e(n) 17.dl;cdp = 2773, Given Lemma 6 and
dividing (6.27) by mR?, (6.25) is achieved. This concludes the proof. O

6.4 Analysis of the SCP

6.4.1 Trend of the SCP with respect to P;

Although the SCP is directly related to F;, its trend varies. This can be explained
as follows: as P; increases, both log, (1 + SINR; 4) and log, (1 + max.cqe (SINR;.)) in
(6.7) decrease. If the former decreases faster than the latter, C decreases; otherwise,
C increases. This will, in turn, affect the performance of the SCP. This is because
(s is a variable related to the instantaneous channel state, and the SCP in (6.8) is
the relative average frequency with which the event C'y > R; occurs throughout all
instantaneous channel states (assuming the system is ergodic). If Cy increases as P;
increases for all instantaneous channel states, the SCP increases; if C, decreases as
P; increases for all instantaneous channel states, the SCP decreases. Otherwise, the

trend of the SCP depends on the trends of Cy for the majority of the instantaneous

channel states.

6.4.2 Trend of the SCP with respect to %

This subsection investigates the trend of the SCP with respect to transmitting-to-

jamming power ratio % for d and UEDs working in an interference-limited regime.
J

. . l_ﬁ|h ,d‘2 lg_a s,e
Let variable z = %, and random variables d; = S’ians , dy = MaXeca ( "lefz;’ ), we
] j,d "3,d j,e
have
Ps,d
L+ Pjq 1+ dliL'
y= AN 1 T dor (6.28)
I+ maxeeo ( 5 2
J,€e
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for x > 0. As shown in Figure 6.3, y is a hyperbola for di,ds > 0. Its horizontal
asymptote is y = dy/ds. A special point that the curve passes through the x-axis
is (—1/dy,0), and the vertical asymptote of the hyperbola is given by z = —1/ds.
Clearly, when x = 0, y = 1, and the achievable secrecy rate is zero.

For dy > d,, the hyperbola y is monotonically increasing in z, and if d; < ds, y
is monotonically decreasing in x. Note that (6.8) defines the statistical comparison
between (6.28) and 2Rt where R; > 0. For d; < ds, y is always less than one. Hence,
it is smaller than 2%¢. Therefore, when d; < d, neither increasing nor decreasing
P,/ P; will affect the results of the comparison between (6.28) and 2%*. Consequently,
the monotonicity of (6.8) is solely decided by d; > dy. As a result, the SCP is
monotonically increasing as P;/P; increases.

Meanwhile, when R; = 0, neither increasing nor decreasing P;/P; will affect
the results of the comparison between (6.8) and 2%t because (6.28) is always larger
than one for d; > d, while (6.28) is always smaller than one for d; < ds. To
conclude, the analysis above shows that for a given P, the less P; the better the
SCP in the interference-limited environment. As it will be shown in the following
section, deploying the UAV jammer to a carefully chosen position would benefit the

communication networks more than the case without the UAV jammer.

6.4.3 Trend of the SCP with respect to Jammer’s Position

This subsection investigates the trend of the SCP with respect to the jammer’s posi-
tion when all ATG links are in a pure LoS state and H? >> (R;+ls4)?>. An important
aspect of UAV networks is the high likelihood of having significantly stronger LoS
components than the reflected multipath components in some deployment scenarios
(especially in suburban and rural morphologies) [126]. Hence, it is very important to
study the performance of the SCP for the ATG links in a pure LoS state. According

to (6.5), for ATG links in a pure LoS state, as H increases, they will remain in a pure
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Figure 6.3: The plot of hyperbola (6.28). The solid lines are the hyperbolas in the
first quadrant and the dashed lines are horizontal asymptotes. (C) 2019 IEEE.

LoS state.

Given 12, = I, + 12, — 2l jlsqcos (0 — @a) + H? and 17, = H* + [}, when

t,er

H? >> (Ry +154)* and Ry > I, ;, then l; 4 ~ l5. =~ H, and

14 P 1+ Po(A/4m)21 3 | al?
Pj q+No - Pj(A\/Am)2H—*nr+No (6 29)
Ps,e PS’I7L 1 '
1 4+ maxeco <—Pj,e+Ne) I + 5 maxeco PLoTN.

According to (6.29), the performance of the SCP is related to maxceq l;.. Similar
to Appendix 3.A.2, for a UED e uniformly distributed within a disk, the PDF of [; .
conditioning on /;; is proportional to the arc of the circle O(j,[;.) that is enclosed
by the disk O(t, Ry). Assume that for a given [; ;, the domain of /;, with non-zero
density is [0, Z;], where Z; > 0. Then, as [;; increases by ¢ > 0 and j still stays

within the circle O(¢, Ry), the new non-zero domain of ;. is [0, Z; + 4], and the

density of [;. is decreasing in [, ; for any [;. € [0, \/ B3 + 17| while it is increasing
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for any ;. € <, | R? + Zt%j, Zl} . Thus, the chance to have a higher /;. increases as [y ;
increases. As a result, when the number of the UEDs is one, placing UAV jammer j
to t (i.e., l;; = 0) will provide the optimum SCP for H? >> (R; + l54)*.

Meanwhile, for multiple UEDs, let n i.i.d. random variables X, ..., X,, denote the
distances from n UEDs to j, and Y = max(Xj, ..., X,,); since the chance for X,, to
have a higher value increases as [, ; increases for any n, the chance for Y to have a
higher value increases as [; ; increases. Thus, placing UAV jammer j at ¢ will obtain

the optimum SCP for H% >> (R; + ly4)°.

6.5 Simulation Results and Discussion

To validate the derivation and the analysis of the SCP with respect to different
variables, simulations based on LTE parameters were developed. The parameters
used in the simulation are given in Table 6.3 unless otherwise specified. The receiver d
and UEDs are assumed to have the same noise power. During each Monte Carlo trial,
a sample of n locations is obtained from uniformly distributed UEDs. Along with the
locations of the UAV jammer and receiver, 10* different instantaneous channel states
are generated, which characterize the random channel statistics due to Rayleigh fading
and the probabilistic LoS and NLoS channel conditions. Then, the corresponding C
based on each instantaneous channel state is achieved, and the average results on the
event Cs > R, throughout all generated instantaneous channel states are saved in one
trial. The simulation results are obtained by averaging over 10° independent Monte
Carlo trials.

Figure 6.4 shows the performance of the SCP in the simulation for UEDs at dif-
ferent heights. The numerical results in this section are obtained by evaluating (6.18)
for the same parameters as the simulations. One can easily see that the numeri-

cal results act as the lower bound to the simulation results of the SCP when P; is
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Table 6.3: System Parameters (©) 2019 IEEE

Parameter Value
Environment Suburban
Disk radius R, 500 m
Receiver location d (100,0,0)
Coding gain 0 dB
Tx/Rx antenna gain 0 dBi
Receiver noise figure 9dB
Carrier frequency 2.0 GHz
Spectrum allocation 20 MHz
Duplex mode Half duplex
Thermal noise power density -174 dBm/Hz
Path loss exponent (8 3

Transmit power P 0.1 W
Target secrecy rate R 1 bit/s/Hz
Number of UEDs n 2

small. The simulation curves match well with the numerical results as P; reaches the
interference-limited regime. In this regime, the performance of the SCP is decreasing
as P; increases. This can be easily explained by the discussion on P;/P; in (6.28).
Meanwhile, the same figure also shows that introducing a UAV jammer to the ground
communications could change the performance of the SCP significantly. On the one
hand, for H = 500 m and 1000 m, the SCP increases as P; increases until around
10~ W and then starts to decrease until the SCP reaches zero. Compared to the
benchmark case of no jammer, introducing a UAV jammer with proper P; would allow
the ground communications to achieve a higher SCP. For H = 500 m and 1000 m,
the ground communications with a UAV jammer allow the maximum of 8% and 60%
increase in SCP, respectively, over the case without a UAV jammer as given by the
dashed lines. On the other hand, for H = 50 m, the SCP decreases as P; increases.
By having a UAV jammer in this height, the SCP of the ground communications will
be affected severely when the UAV jammer is enabled. Meanwhile, noticing the case
without the UAV jammer, the achieved SCP in dashed lines show that the SCP at
H = 50 m is higher than the one at H = 500 m and 1000 m. It is because increas-
ing H will cause not only a higher LoS probability from the transmitter to a UED

but also a longer receiving distance (i.e., a higher path loss). In general, the ground
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Figure 6.4: SCP vs. P; in watts for H given by the figure legends. For the same color,
the solid line represents the numerical results with the UAV jammer at (0,0, H), the
markers represent the corresponding simulation results, and the dashed line represents
the simulated benchmark case of no jammer. () 2019 IEEE.

communications prefer to have NLoS links towards the UEDs and have a maximum
distance from it, however, these two objectives conflict with each other. If the LoS
probability from the transmitter to a UED contributes more than the path loss does
to the SCP as H increases, the SCP will decrease. Otherwise, the SCP will increase.

Figure 6.5 depicts the simulation results on the SCP when all ATG links are in
a pure LoS state. When H = 2000 m, the performance of the SCP is optimum
when placing the UAV jammer at (0,0, H). This can be explained by the discussion
on (6.29). The performance curves from H = 300 to H = 2000 show that, for the
UAV jammer with the same x and y coordinates, the SCP increases as H increases.
This can also be explained by (6.29), where the terms increase as H increases for
the ATG links in a pure LoS state. Meanwhile, Figure 6.6 gives the cases without

the requirement on a pure LoS state for ATG links. In general, the trend of the
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Figure 6.5: SCP vs. UAV jammer at (z,y, H). P; = 0.01 W. The markers represent
the simulation results, and the mesh grids represent the numerical results. (©) 2019
IEEE.

SCP with respect to the height of UAVs is hard to capture, because increasing H
will not only cause a higher LoS probability but also decreases the jamming and
received signal powers. A higher LoS probability from s to UED will cause the SCP
to drop while a smaller jamming power will cause the SCP to increase. Meanwhile,
the surface shows that the jammer should move away from the receiver d in order to
achieve a higher SCP. Furthermore, by observing both Figure 6.5 and Figure 6.6, the
numerical results of the SCP matching with the simulation results suggest that both
receiver d and UEDs are working in the interference-limited regime for P; = 0.01 W.
By increasing H from 50 m to 2000 m, the SCP at the given x and y coordinates
decreases first and then increases.

As shown in Figure 6.7, the UAV jammer will affect the SCP heavily as compared
to the benchmark case of no jammer for different [, 4. For a ground link distance

ls,s = 100 m, the SCP changes significantly for different A in the benchmark. This is
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500

Figure 6.6: SCP vs. UAV jammer at (z,y, H). P; = 0.01 W. The markers represent
the simulation results, and the mesh grids represent the numerical results. (©) 2019
IEEE.

because a larger H causes not only the larger average path loss, but also the higher
LoS probability from the transmitter s to the UEDs. Because the benchmarked SCP
for {54 = 100 m is decreasing as H increases until around 400 m in Figure 6.7, the
effect of the LoS probability on the SCP is stronger than that of the path loss from
the transmitter s to the UEDs. This trend reverses after H = 400 m due to the
stronger effect of the path loss than that of the LoS probability. Then, both the
simulation and numerical results reveal that, when [; ; = 100 m, the ground link can
increase its SCP to at most 15% for H = 10 m to 30 m and for H = 300 m to 2000
m in the presence of UAV jammer. Meanwhile, between 30 m and 300 m, the SCP
is smaller than the benchmark. This implies that the UAV jammer has a stronger
influence on the receiver than to the UEDs in this range. Meanwhile, for a ground
link distance ;4 = 500 m, where the corresponding path loss from the transmitter

s to the receiver d is very large, the SCP is close to zero for the benchmark and the
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Figure 6.7: SCP vs. H for different [ 4. P; = 0.01 W, and the UAV jammer is located
at (0,0, H). The solid line represents the numerical results, the circles represent
the corresponding simulation results, and the dashed line represents the simulated
benchmark case of no jammer. (C) 2019 IEEE.

ground link is more susceptible to eavesdropping when compared to [;4 = 100 m.
Then, by enabling the UAV jammer, a maximum of 75% increase can be achieved in

the SCP for the given setting.

6.6 Summary

This chapter investigates the secrecy performance of the ground link in the presence of
randomly deployed non-colluding UEDs. A piecewise fitting model has been proposed
to characterize the LoS probability of an ATG link with higher accuracy than the
existing sigmoid fitting. The SCP has been formulated based on the piecewise fitting
model so that the formulation becomes tractable. The performance of the SCP with

respect to the transmitting-to-jamming power ratio, the height of the UAVs, and
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the UAV jammer location has been investigated. The effective jamming power and
location of the UAV jammer have been discussed. A combination of the optimum
jamming position and power is expected to achieve the optimum secrecy performance,
and we leave the optimization problem to find the best jamming position and/or
power for both the LoS and NLoS link states to our future work. The model and
analysis frameworks presented in this chapter will help to facilitate the analysis of

the UAV-aided communications.

6.A Appendix: Proof of Lemma 6

Lemma 6. For a UED e which is uniformly distributed within the disk O(t,r),

denote ¢ = ¢ — ¢ and 1 as the excess path loss, the domains of ¢ and ;. so that

(H2+12,) 7 1P
1 + t,e

==— <y are denoted by {o4(n), 0, (1)}, while the domains of
(ltz,j+l%,e_21t,jlt,e cosqb)ij .
2 2 4.1
¢ and [, so that 1+ (2 +liH ;lt,el)Tnlz)_;P > y are denoted by {0/45(77); Ollt,e ()} Let
t,j e 4t jlt,e COS g

2

Fi = C0871+?7, Fy = cos1EALE 4 — 1 <(y — 1)%)5, B=1;;,—(1-AH

27‘lt’j
g jcosd++/ (Iy 5 cos $)?—BA

Iy ; cos p— Iy cos$)’—BA
-~ 7 and .[L'Q — t,7 ¢ (;‘,] d’)

. Based on different A

and B, these domains are given as follows.

For A < 0,B <0, it gives 0oy, . (1) = [71, 2] and

(

[Fi, Fo), if r?A < B, =CAZE <,

dom) =1 [Fi,x], ifr?A< B VBA<I,; < A (6.30)

{0}, otherwise;

\

or o'y, .(n) = [r1,7] and
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4

(Fo,m], ifr?A < B,
os(n) =4 [Fo,n], ifr?A> B,
{0}, otherwise.

\

For A>0,B >0, it gives o, () = |72, 21] and

(

0¢<77):< [O,ﬂ'—fl],

\ {0}, otherwise;
or 0y, .(n) = [x2,7] and
(
0, F), ifr?A< B,
05(n) = Q[0,F), if r2A> B,
\ {0}, otherwise.

For A <0,B >0, it gives 0o}, .(n) = [0,7] and

;

2

—r2

[Fo,m— Fi], ifr?A> Bl ;>

2

2

r2 A+ B
2r

r2A+B
2r

A-B
— <ly;

A—B
—= <l

r2A+B
2r

if ?A > B,VBA <l,; < "AtE

<l

<l

2r

0,7], if —r2A < Bl < Z4E
o) = (Faurl, il > [0
{0}, otherwise;

or o';,.(n) = [0, 25] and

p

2r

0,7], if —r2A> B,l,; < =2AB
— . 2 A+B
o) =410, 7], ifl, > | — |
{03}, otherwise.
\
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For A>0,B <0, it gives o, () = [0,7] and
(

2r

0s(n) = [0, F), ifly,; > atEl

{0}, otherwise;

\
or o, .(n) = [0, 2] and

)
0,7], if —r?A<B,l;;< r’A+B

2r
05(n) = 4 [Fo,m], if I, > I"A+El
{0}, otherwise.
\
o |i2,— 12|
For A =0, it gives o, () = | -5—".r| and
T 2]

t,J
2l,5lte

[O,COS_1 (—l2 '_H2>] , if —‘l?’j_lﬂ <r
{

0}, otherwise;

2 L2
0,7), ifr> 5
0y(n) = !
{0},  otherwise;
Or Oy (77) = [0,7"] and
2 L2
0,7], ifr< ltz’;:er
0y(1) = ’

{0},  otherwise.
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(H2+12,) 2 0P,

Proof. For A # 0, the corresponding solutions of /; . in 1+ —— =Y
(12 412 =2l jli,e cosd) 2 P
are denoted as
l;j cos ¢ + \/(ltyj cos¢)? — BA
xr =
A (6.41)
l;; cos ¢ — \/(lt,j cos¢)’ — BA
To = A
where 11 < x5 for A < 0, while x5 < 27 for A > 0. For x; and x5 to exist,
(I cos ¢) — BA > 0. (6.42)

As a result, cos¢ > @ or cos¢p < —\{tij for BA > 0, and (l;; cosgb)2 > 0 for
BA < 0. Since ¢ = ¢ — ¢ and the impact from j to e for ¢ € [0, 7] is the same as
the case for ¢ € [m,2n]. Thus, only ¢ € [0, 7] is considered in the following analysis.

The domains of ¢ in (6.42) are given by

6 <m—F, forl; > VBA,BA>0 (6.43)
6> Fi, for l,; > VBA,BA>0 (6.44)
¢ € [0, 7], for BA < 0. (6.45)

2.2 o
Meanwhile, 1 + (H2+17.) 2 nPs

< y gives
Pj

&
2

(l?,j"'l?,e—mt,]’lt,e cos ¢)
Alie — 2l jcos(o)lye + lt2,j —(1-A)H?<0. (6.46)

Apparently, when A < 0, l;, > 2 or l;, < x1; when A > 0, 3 < ;. < 27.

To simplify analysis, 27 < ;. < x5 for A < 0 and x5 < l;, < 27 for A > 0 are

169



investigated. As a result, the former is the case for A < 0 and
AlZ, — 21, jcos(9)lpe + 12, — (1 — A)H? > 0. (6.47)
For A <0, B < 0: Assuming that (6.42) holds, comparing z; with 0 gives
T T
¢ € [5’”} , for 7, > 0; and ¢ € [0, 5] , for 1 < 0. (6.48)

Assuming that (6.42) holds, comparing xs with 0 and considering that z; < 9

for A < 0, then

= [gw] 2y > 0. (6.49)
Comparing x; with r, then
2
1 <1r= \/(lt,j cos¢)” — BA>rA—1;cos¢. (6.50)
If
rA—1l;jcos¢p >0, (6.51)
then

[Fs, ], ifly; > —rA
OS (6.52)

{@}, if ltJ' < —rA

-1rA

where F3 = cos e
3J

Assuming that (6.42) and (6.51) hold, solving (6.50) gives

[Fo, 7], if by; > =A<

¢ € (6.53)
{0}, otherwise.
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Combining (6.52) and (6.53) with intersections yields

(

[Fs,m], ifr?PA< B, l,; >-rA

¢ €4 [Fo7], ifr2A> B, 1, > CAB (6.54)

{0}, otherwise.

\

Combining (6.54) and (6.44) with intersections yields

(

[Fs,m], ifrPA<B,l;>-rA
¢ € [Fopm], if r?A> B, ;> AL (6.55)

{0}, otherwise.

\

If rA—1;cos¢ <0, then

[O,W], if lt < —rA
J
¢ € (6.56)

0, F3), ifl; > —rA.
Combining (6.56) and (6.44) with intersections yields

¢

[Fi, @),  ifr?PA<B,vVBA<Il;<-rA

¢ EQ[F,Fs), ifr2A< Bl > —rA (6.57)

{03}, otherwise.
\

The unions of (6.55) and (6.57) give

(

[Fo, 7], if r?A > B, l,; > ~"A=E
¢ € [F.x], ifrPA<B,vVBA<I, (6.58)

{0}, otherwise.

\
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Comparing r with xo,

Ty >1 = \/(lt,j cos ¢)2 — BA > —rA+1;cos¢.

It

1A+l co8¢ >0

then

o 0,7], ifl; <-rA
S
0, F3), ifl,; > —rA.

Assuming that (6.42) and (6.60) hold, solving (6.59) gives

(F%W]? if lt,j > 422#

NS
{0}, otherwise.

Combining (6.61) and (6.62) with intersections yields

(

(‘F%ﬂ_]a ifT2A<B’ ﬂ#élt,j<_rx4
¢ E N (Fo, F3], ifr?PA< B, l;>—rA

{0}, otherwise.

\

Then, the intersections of (6.63) and (6.44) yield (6.63).

If —=rA+1;;cos¢ <0, then

¢€ (fg,ﬂ'], iflt,jZ—TA
{03}, otherwise.
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Then, combining (6.64) and (6.44) with intersections yields

p

(Fs,m], ifr?A<Bl,; >-rA

¢ €4 [F,7), ifr’A>B,l,; >VBA (6.65)

{03}, otherwise.

Therefore, the regions for x5 > r are given by the unions of (6.63) and (6.65):

;

(,/—"277'('], lf T2A S B, _T221?n_B S ltJ‘

¢ € [F, ), ifr?A> B, > VBA (6.66)
{0}, otherwise.
Meanwhile,
Ty ST = \/ (lejcos ¢)? — BA < —r A+ 1, jcos ¢. (6.67)

If =rA+1;jcos¢ >0, (6.61) is obtained.
Assuming that (6.42) and (6.61) hold, solving (6.67) gives

0, F), ifl,; > AL

RS (6.68)

0,7], ifl,; < =45,
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Combining (6.61) and (6.68) with intersections yields

;

0, Fy], if r2A < B,l,; > =2A=E

2r

0, F3), ifr?A> B l,; > -rA

peS0,n], ifrPA<B,l,,; < 2AB (6.69)
7.7 27”

0,7], ifr?A>DBl;<-rA

{0}, otherwise.

The intersections of (6.69) and (6.44) are given by (6.30). As a result, when
0 <z <randzy <r, (6.30) is obtained. Meanwhile, when 0 < x; < r and x5 > r,
(6.31) is achieved.
For A > 0, B > 0: Assuming that (6.42) holds, comparing z5 with 0 gives
T

ve s

2,7?} , for x5 < 0; and ¢ € [O, g} , for xy > 0. (6.70)

Assuming that (6.42) holds, comparing z; with 0 gives

o€ [g,w} , for 21 < 0; and ¢ € [0, g} , for z; > 0. (6.71)
Since x7 must be larger than 0 for a valid region to exist, ¢ € [(), %] and (6.43)
stands.

Comparing xs with r, then

T <r= \/(lt,j Ccos q5)2 — BA> 1, ;cos¢p —rA. (6.72)

If
lyjcosp—rA >0, (6.73)
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then

¢ [O,./T"g}, lf lt,j 2 T'A
€
{@}7 lf lt,j < TA.

Assuming that (6.42) and (6.73) hold, solving (6.72) gives

Then, combining (6.74), (6.75) and (6.43) with intersections yields

0, Fy], if Iy, > ALE

NS

{@}, if lt,j < %—jB

/

0, F3), ifr?A> Bl,; >rA

¢ €910, 5], ifr?A<B,l,; > A8

2r

{0}, otherwise.

\

If l; jcos¢p —rA <0, then

; 0,7), ifl,;<rA
€
(fg,ﬂ'], if lt,j Z?”A

Then, combining (6.77) and (6.43) with intersections yields

NS

.

[O,W—Fl], if?"2A>B,\/BA§lt7j<TA
(fg,’ﬂ'—fl], ifT2A>B,7’A§lt,j

{0}, otherwise.
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The unions of (6.76) and (6.78) yield

(

[0, Fal, if 12A < B,l,; > "4tE

¢ €07 —F], ifr*A> B VBA<I,

{0}, otherwise.

\

Comparing r with xy,

r <r= \/(lt,j cos gb)2 —BA<rA—1lcos¢.

If
rA—1ljcos¢ >0,

then
0,7], ifl; <rA
Q€
[Fs,m|, ifl; > rA.

Assuming that (6.42) and (6.81) hold, solving (6.80) gives

r2A+B

[0,77'], if lt,j < o

NS

: 2A+B
[.FQ,TF], if lt,j > %
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Combining (6.83) and (6.82) with intersections yields

0,7, ifr?A<Bl.;<rA
7]

0,7], ifr*A>Bl;< "QQ:B

¢ €4 [Fs,7], ifr?PA<BrA< l;

[]:2, 71']7 if T2A Z B, T2g:B S ltJ‘

{03}, otherwise.
\

Then, combining (6.84) and (6.43) with intersections yields

)
[Fo,m — Fi], if r2A> B,l,; > "ALE

GEOm-Fl 24> B VBA<], < 2428

{0}, otherwise.

T > T = \/(lt,j cos ng)2 — BA>rA—1, cosé¢.

If
rA—1l jcos¢ >0,

(6.82) is obtained.
Assuming that (6.42) and (6.87) hold, solving (6.86) gives

(0, F2), if l; > ©ALE

o€
{0}, otherwise.
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(6.84)

(6.85)

(6.86)

(6.87)

(6.88)



Combining (6.82) and (6.88) with intersections yields

p

[.Fg,.FQ), if 7’2A > B, lt,j Z rA

PESI0,F), ifr?A>BCAtB < <A
sJ

2r

{0}, otherwise.

\

If rA—1;cos¢ <0, then

be 0, F3), ifl; >rA
{0}, otherwise.

The unions of (6.89) and (6.90) yield

)
0, Fy), if r2A > B,l,; > "AE

P €0, Fs), ifr?PA< Bl >7rA

{03}, otherwise.
\

Then, combining (6.91) and (6.43) with intersections yields

/

[0, Fy), if A > B,l,; > CAtB

p€q0,7—F] ifr?A<B,l,;>VBA

{0}, otherwise.

\

(6.89)

(6.90)

(6.91)

(6.92)

The feasible regions of ¢, where xo < r and x; < r, are the intersections of (6.79)
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and (6.92). As a result,

(

[Fo,m — Fil, if r2A > B,l,; > "AtE

$EQ[0,m—F), ifr2A> B VBA<I,; < A8

{0}, otherwise.

(6.93)

The feasible regions of ¢, where zo < r and x; > r, are the intersections of (6.79)

and (6.85). As a result,

/

0, Fs], if r?A < B, ZAtE <,

¢ EQ0,F), ifr?A> B "4 <,

{0}, otherwise.

\

(6.94)

As a result, when zo < r and x; < r, (6.32) is obtained. Meanwhile, when xy < r

and z; > r, (6.33) is obtained.

For A <0, B > 0: Comparing x; with 0 gives

¢ € (0,7, for z; < 0; and ¢ = 0, for z; > 0.

Comparing xo with 0 gives

¢ =10, for xo <0; and ¢ € [0,7], for x5 > 0.

Comparing xo with r,

Ty >T = \/(lt,j coS ¢)2 — BA >l jcos¢p —rA.
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(6.95)

(6.96)

(6.97)



If I, jcos ¢ — rA < 0, then

(Fs,m], ifly; > —rA
7€ (6.98)

{(b}a if lt,j < —rA.

If
lyjcos —rA>0 (6.99)

then

[0, F3), ifl; > —rA
”€ (6.100)

0,x], if li; < —rA.

Assuming that (6.42) and (6.99) hold, solving (6.97) gives

0,7], if —r?A< B,l,; < 248
(Fo,m), if —12A> B,l,; > ~CAE
v (6.101)
(Foym], it — 124 < B,l,; > 448
{0}, otherwise.
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Then, combining (6.100) and (6.101) with intersections yields

(

2
0, 7], if —A< 2,—A23r27ltj<r1;‘:—3

[0, 7], if—A<——A<3f2,ltj<—rA

. —r2A—RB
(Fo,m], if —A> 7%, ’”2‘;{ <l <-rA

(Fo, ], if —A<— —A>2Z 3T 2A+B <l;<-rA

$EN0,F), if —A<B A<D rA<l,; < CAE

2r

327

(Fo, F3], if —A> %l > —rA
(f27f3]7 1f _A<_27_A23r27ltj2_r14

(Fo, ), if —A<B —A< B

r2A4+B
3r2) lt J >

2r

{0}, otherwise.

The unions of (6.98) and (6.102) yield

(

0,7], if —r?A<B,l;; < T2‘;‘j3

|T2A+B|
2r

¢ € < (,FQ,?T], if lt,j Z

{0}, otherwise.

\

Meanwhile,

To ST = \/(ltj cos p)’ — BA < l;;cosp —TA.
If l; jcos¢p —rA >0, then

(b [0,]:3], if ltvj Z —rA
€
0,7], ifl; <—TA.
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(6.102)

(6.103)

(6.104)

(6.105)



Assuming that (6.42) hold, solving (6.104) gives

(

[0,7], if —r2A>B,l,; < —7«22,3—3

¢ € 4[0,Fl, ifzt,j2|*’”2A*B| (6.106)

2r

{03}, otherwise.

The intersections of (6.105) and (6.106) are given by (6.106). Hence, the feasible
regions for 5 > r or 0 < xo < r are given by (6.103) and (6.106), respectively. As
a result, when xo > 7, (6.34) is obtained. Meanwhile, when 0 < z5 < r, (6.35) is
obtained.

For A > 0, B < 0: Comparing x; with 0 gives

¢ € [077T] ) for x> O; and ¢ = @, for T < 0. (6107)

Comparing xo with 0 gives

¢ =10, for xy > 0; and ¢ € [0,7] for @y < 0. (6.108)

Comparing x; with r,

T > = \/(lt,j cos @)’ — BA>rA —l,;cos p. (6.109)
If rA—1;cos¢ <0, then

[O,fg), if lt,j > rA
¢ € (6.110)

{@}, lf lt,j < TA.
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If
rA—lyjcosg >0 (6.111)

then
[F3,7T], if lt,j >rA
S (6.112)
0,7], ifl; <rA.

Assuming that (6.42) and (6.111) hold, solving (6.109) gives

/

[077T]7 if —7r2A > B,lt,j < %22#

0, F), if —r?A< B,l,; > =458

¢ € (6.113)
[07f2]7 if _T2A>B,lt7jzﬁ

2r

{0}, otherwise.

\

Then, combining (6.112) and (6.113) with intersections yields

0,7], if —A>EB -A>L . <rA
i B B -r2A-B
[077T]7 if —A> ,,,_25_A< W,lnj < TT

0,F), if —A< B 2B < g

[0, F], if _A>7%a_14<% ﬂzéfB <l <rA

3r2? 2
PEQ [Fo,m], if —A>E —A> B rA<i,; <48 (6.114)

[F5, Fa], if —A< T%,lt,j >rA
FoFol i —A> B A=, > =t

[F3, ), if —A> 7%,—A< %,lm >rA

{0}, otherwise.
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The unions of (6.110) and (6.114) yield

(

[0,7], if —r2A>B,l,; < —7«22,3—3

¢EL0,F), ifl, > ath

{03}, otherwise.

Meanwhile,
2
r<r= \/(lt,j cos¢)” — BA<rA—1,;cos¢.
If
rA—1l jcos¢p >0
then

¢ [fg,’ﬂ'], if ltJ' ZTA
S
0,7], ifl,; <rA.

Assuming that (6.42) and (6.117) hold, solving (6.116) gives

;

[0,7], if —r2A<B,lt7j<T2f2‘—jB

¢ €S [Fom), ifly, > atbl

{0}, otherwise.

\

(6.115)

(6.116)

(6.117)

(6.118)

(6.119)

The intersections of (6.118) and (6.119) is (6.119). Hence, the feasible regions for

xy > ror 0 <z <rare given by (6.115) and (6.119), respectively. As a result of

the above discussions, when z; > r, (6.36) is obtained. Meanwhile, when 0 < z; < r,

(6.37) is obtained.

(H?+13 )2 nP;

For A = 0: The corresponding solution to 1 +

(12 412 .2l jlt,c cos(¢)) 2 P
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<y is



2 2
12, —H

given by cos ¢ > ETTA Thus,
r
[O,COS*1 (%)] , if w <lie
¢ €< (0,7, if (6.120)
{0}, otherwise.

Comparing l; . from (6.120) with r, (6.38) - (6.40) are obtained. This concludes

the proof.
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Chapter 7

Conclusions and Future Work

7.1 Conclusions

In this thesis, the fundamentals of device-to-device (D2D) technology and physical
layer security have been introduced. Four research chapters cover a wide range of
application scenarios in future wireless networks with demands on reliability and
security. Stochastic geometry models the spatial realizations of the network nodes
and reveals the coverage and secrecy performance of a typical wireless link.

In detail, Chapter 1 briefly discusses the development of reliability and security
in wireless communications. Then, a comprehensive research overview is provided in
Chapter 2, covering the fundamentals of D2D technology, physical layer security and
stochastic geometry.

The first technical chapter focuses on the reliability enhancement of concurrent
D2D communications by maximizing the joint coverage probability or minimizing the
power consumption of the D2D user equipments (DUEs) under the joint coverage
constraint in a clustered network, in which Poisson cluster process is employed to
model the location distribution of D2D pairs. The formulations on the joint coverage

probability with different amount of device location information allow the applica-
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bility of the optimization schemes to both centralized and localized networks. The
simulation results show that the proposed schemes outperform the conventional open
loop and fixed power schemes in joint coverage enhancement.

The second research chapter focuses on the end-to-end reliability enhancement
for the clustered mission-critical public safety networks via route selection, in which
the end-to-end reliability depends on coverage, delay and trust criteria. The route
selection method is developed to find the maximum end-to-end probability of one
criterion while the consisting links of other criteria must satisfy the given thresholds.
The simulations have shown that, compared with the shortest path selection for end-
to-end reliability based on coverage only in the literature, the proposed method can
reduce the chance of selecting the congested and malicious forwarding user equipments
(UEs).

In the third research chapter, the meta distribution of the secrecy rate is formu-
lation to give a fraction of spatial realizations of the Poisson point process modeled
colluding and non-colluding ground eavesdroppers (EDs) that yield a secrecy rate for
the legitimate link. It has been shown that the formulated results are not related to
the exact value of the transmit power if the legitimate and eavesdropping links are in
the high signal-to-noise ratio (SNR) regime. Also, the meta distribution in the high
SNR regime is an upper bound of the one in the noise-limited regime. Furthermore,
the meta distribution for the non-colluding scenario is lower bounded by its colluding
counterpart.

The last research chapter studies the secrecy performance of wireless communica-
tions in the presence of unmanned aerial vehicle (UAV) jammer and randomly located
non-colluding UAV eavesdroppers (UEDs), where the uniform binomial point process
(BPP) is used to characterize the randomness of the UEDs. A highly accurate fitting
function to the line-of-sight (LoS) probability has been proposed so that a tractable

expression on the secure connection probability (SCP) is obtained. The analyses on
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the SCP show that the effect on the SCP due to the increased jamming power varies.
In general, when the jamming power is very small, the SCP could either increase or
decrease. Then, the SCP starts to drop as the jamming power increases when the
legitimate and eavesdropping links reach the interference-limited regime. Besides,
when the UAV altitude is much higher than a value related to the radius of the UAV
plane and the distance of the ground link, the optimum position on the jamming
location for the pure LoS channel is proved to be the center of the UAV plane.

As observed from the above scenarios, the reliability of both centralized and dis-
tributed D2D clustered networks can be enhanced by joint optimizing the transmit
power of the D2D concurrent links with the help of stochastic geometry. Meanwhile,
the route selection for multi-hop D2D networks, modeled by stochastic geometry,
queuing theory and trust reputation system, overcomes the interference, delay and
trust issues in forwarding so that the end-to-end reliability is enhanced. Furthermore,
the meta distribution of the secrecy rate modeled by stochastic geometry for physi-
cal layer security reveals that the legitimate link working in the interference-limited
regime performs better than working in the noise-limited regime by increasing the
transmit power substantially. Finally, stochastic geometry modeled UAV jamming
and eavesdropping framework for physical layer security shows that the UAV jammer
does not always contribute positively to combat the UEDs, and the UAV jammer at a
given position should only be activated if the SCP improved when enabling the UAV
jammer.

Thus, the analyses and methodologies presented in the thesis will help to facil-
itate the modeling and design of the reliability and security for the future wireless

communication networks.
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7.2 Future Work

Throughout the research, a number of potential research activities to extend the
work have been discovered. Acting as the signpost for advanced research activities,
the work in this thesis can be extended as follows:

For the first research chapter on reliable concurrent transmission, a minimum
coverage performance target may be required for each D2D pair to meet the quality
of service (QoS) that is similar to the traditional cellular communications. In detail,
this can be achieved by adding the coverage probability thresholds for each link to the
constraints of the optimization schemes. One may assign different thresholds for the
links when considering their different level of QoS to the subscribers. Besides, rather
than working at dedicated channel resources, D2D users could share the channel
resources with cellular users aiming at the maximizing the reliability of concurrent
cellular and D2D communications.

For the second research chapter on end-to-end reliability, it would be interesting to
study different types of clusters such as the one with Gaussian distributed members.
In the meantime, power control such as the minimization of the end-to-end power for
a fixed route and the minimization of the transmit power under a reliability constraint
before route selection can be applied. As a result, the lifetimes of the nodes in the
selected path are prolonged. Meanwhile, the energy of the UEs on the shortest path
would deplete rapidly if a UE keeps using this path for transmitting messages, and
this will reduce the lifetime of the whole network. Therefore, it is of great interest to
design a route selection algorithm to balance the usage of several candidate links with
acceptable reliability so that a network can survive for a longer time. Furthermore,
it would be useful to consider traffic with different levels of priorities. In addition, it
is worthwhile to investigate how to carry out the trust rating when the observing UE
is busy and cannot witness the forwarding behavior of neighboring UEs.

For the third research chapter on the meta distribution of the secrecy rate, the
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interference from neighboring users can be considered in future work. The analysis
on the problem would be similar to the one in the final research chapter since inter-
ference and jamming are inherently the same in a mathematical sense. Meanwhile, it
would be worthwhile to check the link secrecy performance under the power control
such as channel inversion. In the channel inversion, the transmitter varies the power
and phase of its transmitted signals from itself to the legitimate receiver in order to
keep the signal power at the receiver equal to a certain constant value. One of the
great advantages of channel inversion is that it does not require the receiver’s chan-
nel state information when the channel is reciprocal in time division duplex (TDD)
communication systems [237]. This, in turn, can help to hide the existence of the
transmitter from EDs [238]. Furthermore, an investigation can be done to optimize
the meta distribution directly to improve the fraction of users achieving a certain
secrecy rate.

For the final research chapter on the secrecy performance with UAV jamming
and eavesdropping, it is necessary to analyze the trend of the SCP and provide a
clear guideline to find the optimum jamming position in future work. Besides, since
there are cases where no jamming or less jamming power could provide a higher SCP,
the optimization of the jamming power would be useful. In addition, a combination
of the optimum jamming position and power is expected to achieve the optimum
SCP. Furthermore, UAV jamming should also consider the power constraint so that
it can work for a longer time. In contrast to the above method based on UAV
jammers, it would also be useful to study the power allocation on the legitimate link
to maximize the SCP. A combination of the power allocation on the UAV jammer
and the transmitter would be useful to maximize the SCP while maintaining a longer

jamming time.
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