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Abstract
Timing attacks leveraging shared resources on a CPU are a growing

concern. Branch Target Buffer (BTB), a crucial component of high-

performance processors, is shared among threads and privileged

spaces. Recently, researchers discovered numerous vulnerabilities in

the BTB, allowing an adversary to maliciously infer a victim’s BTB

update and mistrain the BTB. Such attacks can successfully bypass

privilege-level and secure enclave protection, as well as address

space isolation. Randomizing BTB through encrypted addressing to

prevent these attacks suffers from high performance overhead due

to exposed encryption latency in the pipeline. Prior works address

this by using encryption schemes that are either not fully secure

or require frequent flush. The most recent proposal, HyBP [79],

uses stronger encryption schemes. However, it suffers from high

overhead since it underutilizes the BTB and suffers from higher

collisions within the same thread.

In this work, we propose CryptoBTB, a secure BTB, specifically

designed for an exclusive BTB hierarchy. Our proposal decouples

the index encryption from the index itself, enabling low-latency

index encryption to obscure BTB set mapping. Additionally, unlike

earlier secure BTB proposals, this scheme is well-suited for appli-

cations with a higher instruction footprint where performance is

sensitive to the BTB capacity. We evaluated CryptoBTB on various

classes of workloads that stress the BTB differently. Our results

show that CryptoBTB incurs 4.27% performance overhead for these

workloads, while HyBP experiences 31.89% overhead. Moreover,

CryptoBTB requires 22.57% lower hardware overhead than HyBP.
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1 Introduction
In modern processors, techniques such as Simultaneous Multi-

threading (SMT) and multitasking through context switches enable

efficient resource sharing between threads and privilege levels to

maximize resource utilization. However, shared resources present

potential sources of side channels that can be abused by poten-

tial adversaries. For example, speculative execution attacks often

use shared resources to leave a remnant footprint. Recently, re-

searchers showed how a shared Branch Target Buffer (BTB) and/or

cache hierarchy enable various exploits that can potentially leak

secret keys [12, 13, 26], disclose kernel memory bypassing privilege

protection[44, 50], and de-randomized KASLR protection [32, 77],

etc.

We classify attacks targeting shared BTB into two categories: (a)

conflict-based attacks, which are enabled by conflicts within a BTB

set [12, 13] and (b) collision-based attacks, resulting from false pos-

itives due to partial virtual tag checking [32, 71, 73, 77]. To protect

against these attacks, solutions adopted in recent CPU generations

include Indirect Branch Restricted Speculation (IBRS) [6], Single

Thread Indirect Branch Predictors (STIBP) [9], and Indirect Branch

Predictor Barrier (IBPB) [5], and suppressing branch prediction

on non-branch (suppressBPOnNonBr)[71]. These solutions could

protect only a subset of BTB vulnerabilities. The state-of-the-art

academic proposals to secure BTB require encrypting both the BTB

index and content to prevent conflict-based and collision-based at-

tacks, respectively [35, 48, 76, 78, 79]. The majority of the proposals

employ either static [35, 48, 78] or non-standard single cycle en-

cryption primitives [76] to eliminate the costly encryption latency

of standard encryption algorithms. While static encryption requires

frequent key (key used for encrypting the index) updates to protect

against conflict-based attacks, the use of a non-standard encryption

algorithm poses a considerable security threat. The most recent

solution, HyBP[79], lengthens the flush period by using a novel

low-latency but standard encryption primitive. However, it incurs

high overhead due to a higher instruction misfetch caused by an

increased collision in the encrypted indices. In this case, multiple

PCs with the same BTB tag but distinct original indices are mapped

to the same BTB set after index encryption. In addition, this design

suffers from BTB underutilization. As a result, HyBP has 47.44%

overhead on average for server workloads where the performance

is limited by the BTB capacity [25, 46, 54, 64]. Workloads from

the SPEC2017 suite experience a 9.11% slowdown on average in
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this architecture, even though these workloads do not require a

large BTB to accommodate instruction working sets, unlike server

workloads.

To overcome the limitations of existing proposals, we propose

CryptoBTB, an efficient and secure BTB hierarchy that is suitable for

workloads with diverse instruction footprints. The CryptoBTB de-

sign randomizes address-to-set mapping to protect against conflict-

based attacks without incurring the drawbacks of prior secure BTB

proposals.

CryptoBTB protects against conflict-based attacks using address-

to-set randomization to obscure the BTB set mapping, thereby

complicating the attacker’s task of identifying the eviction set. The

eviction set refers to the smallest number of PC groups that can map

and subsequently evict the victim’s address. This scheme is preva-

lent in the L3cache randomization for conflict-based attack pre-

vention, where most of these academic proposals use low-latency

block ciphers such as PRINCE [27] and QARMA [17] to random-

ize the index [61, 70]. However, adopting such solutions for the

BTB is unsuitable because of the exposed encryption latency in the

pipeline. To reduce encryption latency while still achieving index

randomization, we separate the index encryption and decryption

from the index itself using cryptographic pads, which are a set of

random numbers generated using the block cipher. This approach

allows us to cache the pads with high temporal locality since Cryp-

toBTB uses the same pad for a region. The region is derived by

partitioning the virtual address space equally. Thus, we achieve

a low latency encryption for a hit in this cache. This encryption

technique mitigates all the drawbacks observed in HyBP.

Unfortunately, our analysis reveals that frequent BTB remapping

is necessary due to its small size to prevent the adversary from de-

termining the eviction set. This is detrimental to the BTB hierarchy

because CryptoBTB does not immediately reinstall existing BTB

entries with the new indices at key update to maximize BTB band-

width utilization by the CPU pipeline. As a result, remapped entries

would be considered as misses until they are reinstalled with the

new indices. Since server workloads are sensitive to BTB capac-

ity, frequent remapping would increase BTB MPKI (miss per kilo

instructions), leading to significant performance overhead. Cryp-

toBTB addresses this by preserving the preceding mappings and

installing entries with the new mapping lazily. In addition, we intro-

duce a shadow tag array, accessed concurrently with indices from

the previous mapping cycle. Shadow tag array enables the reusing

of the entries from the previous mapping cycle.

CryptoBTB employs a simple method to mitigate collision-based

attacks. This is achieved using a 2-bit ID, uniquely identifying the

owner thread and privilege level of each of the BTB entries. By

ensuring entries are used only if the ID matches, we prevent colli-

sions across privileged spaces and concurrent threads. Additionally,

since the encrypted index is remapped after a context switch, col-

lisions cannot occur across context switches as the adversary can

not collide with the index.

Contribution: We make the following contribution to secure

the BTB hierarchy

• We propose a low-latency index encryption method with

lazy remapping to achieve a secure BTB with minimal per-

formance overhead. The key idea is a region-based crypto-

graphic pad design, which (a) exploits the spatial locality of

BTB accesses, and (b) eliminates collisions in the encrypted

indices by XORing the index with a region-based crypto-

graphic pad. The lazy remapping enables frequent remap-

ping with low-performance overhead.

• We provide a simple technique to prevent collision attacks

by storing a thread and privilege level unique ID as part of

the BTB metadata.

• We conduct a comprehensive security analysis of the Cryp-

toBTB and examine its performance impact for several cate-

gories of single-threaded workloads. We compare our results

against a non-secure exclusive hierarchical BTB and the lat-

est state-of-the-art solution, HyBP. Our results show that

CryptoBTB experiences an average performance overhead of

4.27% for these workloads, while HyBP incurs 31.89% perfor-

mance overhead. Additionally, CryptoBTB increases the BTB

size by 33.00%, which is 22.57% less hardware overhead than

HyBP. When we consider iso-storage, CryptoBTB improves

performance by 48.50% over HyBP.

The remainder of the paper is organized as follows: Section 2

provides background information on BTB and its recent exploita-

tion techniques, highlighting the drawbacks of existing protection

methods. Section 3 presents CryptoBTB’s threat model, and Section

4 provides the overview of CryptoBTB. Section 5 details the design

of the CryptoBTB architecture. Section 6 presents the security anal-

ysis of this architecture, Section 7 describes the methodology, and

Section 8 evaluates CryptoBTB, including an analysis of various

design aspects.

2 Background and Motivation
In this section, we briefly describe the working principle of the

branch prediction machinery, the potential attack strategies to

exploit the BTB, and the drawbacks of the proposals that mitigate

these attacks.

2.1 Branch Target Buffer
The Branch Prediction Unit (BPU) in modern high-performance

processors handles branch instruction identification, direction pre-

diction, and target determination. It features a BTB for storing

branch types and targets, a conditional branch direction predictor,

a Return Address Stack (RAS), and an indirect branch target pre-

dictor. The BPU unit allows fetching and executing instructions

speculatively from the branch target.

2.1.1 Decoupled Fetch Organization. Decoupling branch predic-

tion from the fetch stage is important for architectures employing

a scalable frontend (multi-cycle BTB and multi-cycle I-Cache) [58]

and requiring instruction prefetching [59]. Instruction prefetch-

ing provides substantial speed up for high instruction footprint

applications [18, 19, 34, 39, 42, 49] by reducing I-Cache miss [14].

This technique is referred to as Fetch Directed Instruction Prefetch-

ing (FDIP) [59]. Many modern processors [14, 21, 30, 31, 41] has

adopted such decoupled architecture. Figure 1 presents a decoupled

fetch and branch prediction where the BPU runs independently
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Figure 1: Fetch Target Queue to decouple BPU and Fetch.

of the fetch unit and pushes the predicted fetch addresses into the

Fetch Target Queue (FTQ) [40, 60]. The backpressure in the CPU

backend allows the BPU to run ahead. As a result, this organiza-

tion eliminates multi-cycle BTB access latency from the pipeline,

which would otherwise have been exposed due to the delay in

fetching the next instruction bundle upon a BTB hit. Additionally,

it enables instruction prefetching, which handles multiple misses

concurrently.

2.1.2 Hierarchical BTB Organization. Large instruction footprint

workloads require a significantly larger BTB to accommodate a

greater number of static branch instructions. However, a larger

BTB increases the access latency, affecting prefetching timeliness

and exposing higher pipeline refill latency in the event of a squash.

For instance, a 3-cycle 7k-entry BTB experiences a 21.16% slowdown

compared to a 0-cycle BTB of the same size for workloads with

diverse instruction footprints, as shown in Figure 2 (see Section 7

for details regarding these workloads). Recent CPU architectures

[4, 10, 14, 21, 30, 31, 35, 41, 65] balance capacity and latency by

organizing the BTB hierarchically. This hierarchy includes multiple

BTBs with different sizes. We refer to the smaller BTBs as lower-

level BTBs and the larger ones as higher-level BTBs, consistent

with previous BTB research [54].

We elaborate on the advantage of hierarchical BTB using an

experiment that configures the BTB with a smaller 1k-entry L1BTB

(0-cycle latency) and a larger 6k-entry L2BTB (3-cycle latency). Fig-

ure 2 shows that the hierarchical BTB causes a 5.01% slowdown

compared to the 0-cycle BTB of the same total BTB capacity, im-

proving performance drastically compared to a long latency large

single level BTB.

Figure 2: Performance overhead comparison between a long
latency large single level BTB and a hierarchical BTB.

2.2 BTB Vulnerabilities
The BTB can be susceptible to vulnerabilities when one or more

threads act adversarially in the following scenarios:

(1) Multiple applications run on the same core, either through

context switching or using SMT.

(2) The user and kernel mode execution of an application run

on the same core.

The attacks on the BTB result from (1) conflict within a BTB set

and (2) collision due to partial tagging and the absence of PID. The

attacker exploits timing side channels resulting from misfetches

and type-confusions, as discussed next.

Exploiting conflict within a BTB set: This vulnerability arises
from BTB eviction caused by a fill to an already full BTB set. The

adversary fills a BTB set to either evict entries belonging to the

victim process [12] or wait for the victim process to execute a

particular branch, which subsequently evicts one of the adversary’s

entries [12, 13]. In the first scenario, the adversary monitors the

victim’s execution time; if the branch is taken, the victim’s execution

time increases due to the BTB misfetch. In the latter scenario, the

adversary re-executes to observe if any of its branches have been

evicted by the victim process. These exploits allow the adversary to

learn the branch outcome, as the BTB only allocates an entry when

the branch is taken. Cryptographic algorithms that use bits from

the secret key as branch conditions are shown to be vulnerable to

such attacks [12, 13].

Exploiting collision on a BTB entry: The use of partial tag-
ging improves performance due to increased BTB capacity [33].

However, collisions resulting from partial tagging allow an adver-

sarial process to misfetch and subsequently infer the training done

by a victim and to maliciously train the BTB. Even with the full tag,

this attack can succeed across different processes since the BTB

uses virtual PC addresses. In such cases, a PID is required to avoid

collisions. However, such collisions have been observed in mod-

ern processors [32, 77], proving that CPU vendors opted against

adding PID due to the storage budget. Additionally, type-confusion

exploitation [11] allows collision with instructions having a differ-

ent type than the hit entry in the BTB, enabling stronger attacks.

Recent works exploiting BTB collision vulnerability successfully

demonstrate de-randomization of the KASLR [32, 71, 77], physmap

KASLR [71]. Moreover, this vulnerability allows an adversary to

learn about the branch direction [77], bypassing SGX enclave pro-

tection. Such attacks establish side channels either using the shared

BTB or other shared components such as 𝜇op-cache, I-cache, D-

cache [71, 77]. Allowing instructions from the mispeculated branch

target to flow through the early pipeline stages before re-steering

enables the latter side channels, even when a non-branch instruc-

tion collides in the BTB [71, 77]. In addition, attacks shown in [73]

successfully exploit type-confusion with non-branch instructions to

learn branch outcomes of a victim application. This attack exploits

a property of the BTB, where a non-branch instruction deallocates

the BTB entry it collides with.

2.3 Pitfalls of the available solutions
Several prior works [48, 76, 78, 79] have proposed content and index

randomization to secure the BTB against these attacks. Conflict-

based attacks require encrypting the BTB index to randomize the

address-to-set mapping. To eliminate the encryption latency, [48,

78] compute XOR between the index and a secret key. However,

these schemes require frequent remapping, as they cannot disperse

3
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entries belonging to the same set originally across different sets

after randomization [48, 57]. On the other hand, [76] presents a

new low-latency cipher designed to address the limitations of static

encryption. However, secure systems should rely on lightweight

ciphers, such as PRINCE, QARMA, which have undergone rigorous

security analysis, with no efficient attacks reported [36]. In contrast,

[76] proposes a custom lightweight cipher that has not undergone

such analysis. This presents a significant security risk. For example,

the low-latency cipher LLBC, proposed in [56] for efficient random-

ization of address-to-set mapping in the last level cache, was later

discovered to be vulnerable to cryptanalytic attacks [24].

HyBP stands out by using a strong encryption method to en-

crypt the index and extending the remapping interval. This hybrid

solution, shown in Fig 3(a), is designed to secure a hierarchical BTB

by employing both duplication and randomization. It randomizes

the BTB set mapping and its contents. To minimize the frequency

of remapping the lower-level BTB, it duplicates the lower-level BTB

in addition to applying randomization. By incorporating both du-

plication and randomization, the solution reduces and randomizes

the information flow to the higher-level BTB, thereby extending

the remapping interval.

Figure 3: HyBP design overview

Figure 4: Performance overhead of HyBP

To facilitate a low-latency index encryption scheme, HyBP pre-

computes cryptographic pads for the least significant bits of the PC

using a strong low-latency block cipher and a secret key. It stores

them in a thread and privilege-private cryptographic pad table,

referred to as the "code book" in the original work. The number of

entries in this table equals the number of sets in the largest BTB.

Each thread uses the original low-order PC bits to access the table,

retrieve the pad, and compute a bitwise XOR with the plaintext

(original) index to determine the encrypted index. Additionally, the

tags and targets are encrypted using a content key. During a context

switch, the cryptographic pad table is flushed and populated using

a new key, and the content key is also updated, preventing both

conflict and contention attacks across the context switch. However,

this encryption scheme has three major drawbacks, which increase

the BTB MPKI by 6.64 on average and result in an overhead of

31.89%, as shown in Figure 4. These drawbacks are as follows

• Collision among distinct plaintext indices: We have ob-

served large number of collisions among PCs with the same

tag. Such collisions do not exist in a non-secure BTB (see

Section 5.1.1). Figure 8(b) demonstrates this phenomenon uti-

lizing a BTB with 8 sets. Such collisions result in misfetch for

both branch and non-branch type instructions. Also, since

non-branch type instruction deallocates the entry in case

of a hit [73], the original branch instruction that inserted it

misfetches subsequently.

• Reduction in the effective BTB capacity: Collision in

mapping in encrypted indices also results in unused sets to

which none of the plaintext indicesmaps. As demonstrated in

Figure 8(b), none of the plaintext indexmaps to the encrypted

index 4,6 and 7. This impacts server workloads (CVP_server

and IPC_server) significantly, which is sensitive to the BTB

capacity.

• Non-exclusive BTB hierarchy requirement: The many-

to-one mapping of plaintext index to the encrypted BTB

index also restricts the BTB hierarchy organization to non-

exclusive since HyBP can not decrypt the encrypted index

of an evicted entry. Therefore, evicted entries for the lower-

level can not be filled into the higher-level BTB.

In addition, the current technology trend shows the size of the

lower-level BTB increases across CPU generations (from 216 en-

tries in AMD Zen2 [65] to 1.5k entries in AMD Zen4 [21]). Since

HyBP proposes a 3x increase of the L1BTB for an SMT core with 2

threads, this solution will suffer from severe scalability issues as

the technology progresses.

To summarize, researchers have demonstrated several vulnera-

bilities in the BTB, allowing attackers to learn cryptographic keys,

break KASLR, and more. Existing academic proposals to mitigate

these vulnerabilities are either not fully secure or experience signifi-

cant slowdown. Given the importance of securingmicroarchitecture

in recent times, we propose CryptoBTB, a low-overhead solution

to secure the BTB hierarchy.

3 Threat Model
CryptoBTB considers the threats specific to conflict and collision-

based attacks within the BTB, with another thread or a different

privilege level being a potential adversary. We assume that the

adversary shares the same core as the victim either through context

switch or concurrently using SMT configuration. Furthermore, the

adversary is capable of using the BTB, cache hierarchy (including

both the I- and D-Cache), and 𝜇𝑜𝑝 cache to establish side channels.

Similar to the threat model considered for the protecting the

last level cache [56], we assume that the adversary accesses the

vulnerable machine remotely; therefore, a physical side channel

attack is not feasible on the CPU. Hence, the adversary can not

learn the plaintext index and the ciphertext index pairs. We also

consider speculative execution vulnerabilities such as Spectre [44]

and Meltdown [50], and other variations of these attacks [28, 43, 45,

63, 66] are out of scope for this work. In addition, we consider that

4
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other components in the branch prediction unit, such as direction

predictor, RAS, and indirect branch target predictor, are secure.

Techniques proposed in the CryptoBTB can be applied to the other

components of BPU, which we leave as future work to simplify the

discussion for this work.

4 CryptoBTB Design Overview
CryptoBTB is a microarchitecture enhancement designed to secure

the exclusive BTB hierarchy. For a hierarchical BTB architecture,

without loss of generality, we assume that L1BTB is the lower-level

BTB and L2BTB is the higher-level BTB. The same design can be

extended if multiple lower-level BTBs are present, such as AMD

zen, which has a 16-entry L0 BTB [65].

Figure 5: Overview of the CryptoBTB’s index encryption and
decryption.

To prevent conflict-based attacks, CryptoBTB randomizes the

BTB set mapping using cryptographic pads to decouple the index
from the encryption. Figure 5 demonstrates the index encryption

for an access in the L1BTB and decryption for an eviction from

the L1BTB. For this purpose, the address space is divided into re-

gions, and each region uses a unique cryptographic pad, which is

computed using a block cipher with a secret key and region-unique

value as inputs. We identify the cryptographic pad as the region

cryptographic pad or RCP, which is cached in a buffer (RCPB). The

RCPB is physically isolated for each concurrent thread and its priv-

ilege levels. Each level of the BTB uses a distinct key; hence, each

level has its own RCPB. To simplify the explanation, the design

section details the techniques that CryptoBTB uses to secure L1BTB.

Section 5.5 explains how the L2BTB is secured, which follows a

similar design to the L1BTB with a few modifications.

Since the L1BTB is small, frequent remapping is needed to pre-

vent an attacker from determining the eviction set. It is accom-

plished by updating the key. However, a key update implicitly

invalidates all the L1BTB entries and causes a significant overhead

when this event is frequent. CryptoBTB eliminates this overhead

by preserving the previous mapping following a key update. It

preserves RCPs in RCPB and the key from the previous mapping

period and lazily remaps the L1BTB entries. CryptoBTB accesses

L1BTB using both the current and preceding mapping. Additionally,

we use MSB Tag Buffer, which is optimized for area and latency, to

store the regions required in the index decryption step, as shown

in Figure 5.

While the RCP facilitates address-to-set randomization, protect-

ing conflict-based attacks, the collision attack is protected using

thread and privilege unique ID.

5 CryptoBTB Design Details
5.1 Region Cryptographic Pad
The cryptographic pad is generated by encrypting an Initialization

Vector (IV) with a secret key using a low-latency cipher as illustrated

in Figure 6. The encrypted index is then computed by performing a

bitwise XOR operation between the cryptographic pad and the PC

plaintext index. We define a region as the address space with the

full tag bits, i.e., the PC bits excluding the index and the instruction

offset bits. Henceforth, we identify the full tag bits as Full-Tag. The

use of the Full-Tag as IV ensures that each region has a unique

cryptographic pad. As a result, the cryptographic pad is distinct for

PCs mapping to the same BTB set, thereby achieving a scattering

of BTB entries across different BTB sets after randomization, as

shown in Figure 7.

Figure 6: BTB index encryption

Figure 7: Address-to-set mapping before and after index en-
cryption for PCs that originally map to the same set. RCP0,
RCP1, RCP2, and RCP3 are the Region Cryptographic Pads
for the region R0, R1, R2, and R3, respectively.

5.1.1 Eliminating collisions observed in HyBP. A non-secure BTB

uses the plaintext index as the BTB index. Therefore, there are

no collisions for different PCs within the same region (i.e., those

sharing the same Full-Tag), as illustrated in Figure 8(a). However,

5
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HyBP experiences collisions among these PCs, as shown in Fig-

ure 8(b), since the index is computed as 𝑖𝑛𝑑𝑒𝑥 ⊕ 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 (𝑖𝑛𝑑𝑒𝑥).
This result was obtained using the PRINCE cipher to generate the

cryptographic pad for an example BTB with eight sets. CryptoBTB

eliminates such collisions by computing a single pad for an entire

region and using it to determine the encrypted BTB indices for the

PCs within this region, i.e., index in CryptoBTB is computed as

𝑖𝑛𝑑𝑒𝑥 ⊕ 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 (𝑟𝑒𝑔𝑖𝑜𝑛). Figure 8(c) demonstrates this case for a

region with an RCP being set to 5.

Figure 8: Examples of plaintext index to BTB index mapping
for different PCs within a single region.

5.1.2 Exploiting the temporal locality of RCP. The RCP has a high

temporal locality since instructions executed sequentially belong

to the same region; therefore, they will use the same RCP. When

an instruction crosses a region boundary or a branch diverts the

execution path to a new region, the RCP of the next region is

required. We leverage the temporal locality by storing the RCP in a

dedicated cache, which we refer to as RCP buffer ( RCPB ).

Figure 9: Circuit to compute the next RCP.

5.1.3 Reducing RCPB access latency. Since each BTB access re-

quires accessing the RCPB, BTB access latency increases. To reduce

the latency overhead further, we implement an exclusive RCPB hi-

erarchy consisting of a small L1RCPB and a relatively large L2RCPB.

The L1RCPB is accessed in parallel with the next PC selection logic.

This logic selects among load misprediction recovery, exception

recovery, and BPU-predicted PC, as shown in Figure 9.We adopt the

next PC selection logic from AnyCore, an open-sourced universal

superscalar core [1, 29]. Considering that branch and load mispre-

dictions, along with exceptions, are rare events, we optimistically

select the region of the BPU-predicted PC to access the L1RCPB.

This region corresponds either to the predicted branch target if

the branch is taken or to the next sequential PC in the event of a

not-taken prediction. With this design choice, we partially elimi-

nate the next PC selection from the critical path of the next RCP

selection.

Misprediction/Exception recovery always results in region mis-

prediction. The correct region ( recovery region in Figure 9) accesses

the RCPB hierarchy in the next cycle. In this case, CryptoBTB in-

curs one-cycle bubble. Note that L2RCPB is accessed after the next

PC selection, incurring stalls equal to the L2RCPB access latency

in case of a L1RCPB miss and L2RCPB hit. In the event that RCP

misses the RCPB hierarchy, it must be computed using the block

cipher, as shown in Figure 5, resulting in as many pipeline bubbles

as the block cipher latency.

5.1.4 RCPB entry organization. An RCPB entry contains the fol-

lowing fields

• Valid: The valid bit indicates whether the entry is valid.

• RCP
phase

: stores the global phase. Global phase is used to

identify the mapping cycle (see Section 5.2 for global phase).
• RCPcur: stores the RCP computed with the latest key.

• RCPprev: stores the RCP computed with the preceding key,

following a key update.

5.2 Key Change and Lazy Remapping of L1BTB
Since randomizing the BTB set mapping can only protect it until an

adversary recovers the eviction set, periodic remapping is needed

[56]. The remapping interval is small for the L1BTB because of

its small size (see Section 7). Due to the high overhead associated

with frequent key changes, we introduce lazy remapping. In this

scheme, the L1BTB is searched using indices computed from both

the current and preceding keys. In case of a hit with the preceding

key, the entry is remapped with the latest key. Moreover, after a

key update, RCPs in RCPB are also computed lazily only when a

specific region is accessed. To enable lazy remapping, CryptoBTB

employs a global phase to identify the current mapping cycle and

measure how old the mapping cycles of each RCPB and the L1BTB

entries are compared to it. To achieve this, we enhance the design

using the following changes:

• Global phase: The thread and privilege space private global
phase is incremented in each key update. It is reset to zero

when it reaches the maximum value, determined by its bit-

width.

• RCP
phase

in RCPB: This field stores the global phase at the
time of an RCP update. Any mismatch between the RCP

phase

and the current global phase indicates the staleness of the
RCPcur in RCPB.

• BTE
phase

in L1BTB: At the time of an L1BTB fill, the global
phase is stored as part of the tag to assist in identifying an

L1BTB hit (discussed in Section 5.4.3).

To facilitate searching the L1BTB with the previous key, CryptoBTB

is enhanced with the following components:

6
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• RCPprev in RCPB: This field stores the RCP computed with

the preceding key (Keyprev).

• Keyprev buffer: This buffer stores the preceding key after a

key update.

• Shadow L1BTB Tag Array: The shadow L1BTB tag array

mirrors the L1BTB tag array and is accessed simultaneously

with it. However, the shadow L1BTB tag array uses the index

computed using RCPprev. If there is a hit, the L1BTB data

array is accessed in the next cycle using this encrypted index

to retrieve the target, resulting in a one-cycle pipeline bubble.

Figure 10: Tag array organization of L1BTB and L2RCPB

5.3 MSB Tag Buffer
CryptoBTB includes MSB Tag Buffers to reduce the tag overhead in

the L1BTB and L2RCPB. This structure is physically isolated among

concurrent threads and privilege spaces. Using server traces, we ob-

serve that the higher-order PC bits have low variation. For instance,

after partitioning the Full-Tag for a BTB with 1024 sets into three

components: Tag0 (9 bits), Tag1 (8 bits), and Tag2 (the remaining

higher-order bits), we observe that the maximum number of unique

partial tags are 509, 19, and 4, respectively among workloads within

IPC_server. Given the minimal variation in Tag1 and Tag2, Cryp-

toBTB employs thread and privilege-private fully associative tag

caches to store them, as illustrated in Figure 10. Indices to these

tag caches are stored as part of the L1BTB tag, along with other

metadata. It assigns thread and privilege space unique 2-bit ID to

identify MSB Tag Buffer. We coin this ID as the MSB Tag Buffer ID.
This organization is essential to minimize collision within the

same process and privilege space during access into the L1BTB

hierarchy and eviction from the L1BTB into the L2BTB. Moreover,

MSB Tag Buffer ID eliminates collision across concurrent threads

and privilege spaces. During an L1BTB update, the MSB Tag Buffer
provides the indices for Tag1 and Tag2, and the L1BTB tag is created

by concatenating these indices with Tag0, BTE
phase

and MSB Tag
Buffer ID as shown in Figure 10. In case of a miss inMSB Tag Buffer,
at the time of BTB update, CryptoBTB allocates new entries in the

MSB Tag Buffer. At the time of access, CryptoBTB compares the

concatenated tag with the tag stored in the L1BTB.

Moreover, we utilize this buffer partially to reduce the tag over-

head of the L2RCPB by partitioning its Full-Tag into two. We parti-

tion the Full-Tag in such a way that Tag2 aligns for both the L1BTB

and L2RCPB as shown in Figure 10. The alignment in the partial

tag bits enables CryptoBTB to implement singleMSB Tag Buffer for

each thread and privilege space. The MSB Tag Buffer is accessed in

parallel with access to the L1BTB, L2RCPB. L1RCPB does not use

this optimization since its access latency is small.

5.4 Working Principle of L1BTB
In this subsection, we describe the working principle of L1BTB.

These steps are illustrated in Figure 11.

5.4.1 Key update. To facilitate the update of the L1BTB key, we

implement an L1BTB access counter that increments with each

L1BTB access. The key update process follows these steps: (1) upon

an L1BTB access, the access counter value is checked to verify if

it has reached the predetermined L1BTB access threshold. (2) If

the threshold is reached, the current key (Keycur) is copied to the

previous key (Keyprev). (3) A new random value generated by an

on-chip key generation module is assigned to Keycur, (4) the global
phase is updated, and (5) the L1BTB access counter is reset. Figure

11(a) demonstrates these steps.

5.4.2 RCPB update. The L1RCPB is updated in the event of a

miss or if it’s a hit, but the RCP
phase

is stale, i.e., the RCP
phase

does not match global phase. In such cases (1) both the RCPcur and

RCPprev are computed for the corresponding region using Keycur

and Keyprev, respectively. Finally, (2) the RCPcur, RCPprev, and the

global phase as RCP
phase

are stored in the RCPB. L2RCPB is updated

upon an eviction from L1RCPB. During an L2RCPB write, in case of

a miss in the Tag2 cache in the MSB Tag Buffer, this is also updated.

Figure 11(b) illustrates the steps required for an RCPB update.

5.4.3 L1BTB access. Accessing the L1BTB involves computing

the current and preceding encrypted indices using the RCPcur and

RCPprev, respectively. Figure 11(c) demonstrates the steps for an

L1BTB access. The following steps are used: (1) the L1BTB tag and

shadow tag arrays are searched using the current and preceding

encrypted indices, respectively. (2) In the case of a hit in the shadow

L1BTB tag array, the L1BTB data array is accessed in the next cycle

to retrieve the target. Along with the thread and privilege unique

ID, Tag2 and Tag1 cache indices from the MSB Tag Buffer and

Tag0, CryptoBTB uses RCP
phase

and RCP
phase

− 1 to construct

the tags, which searches the L1BTB and shadow L1BTB tag array,

respectively. Therefore, for a hit in the tag array, BTE
phase

must

be equal to RCP
phase

and for a hit in the shadow L1BTB tag array

BTE
phase

must be equal to RCP
phase

− 1. Note that RCP
phase

− 1

specifies the preceding phase. The additional phase check ensures

that the entries were inserted during the corresponding global
phase.

CryptoBTB can not access entries with BTE
phase

lower than

RCP
phase

− 1. As a result, access to such entries will be considered

misses. This does not affect correctness since the pipeline will be

re-steered in the subsequent stages upon identifying BTB misfetch.

5.4.4 L1BTB update. The L1BTB is updated when a taken branch

is missing, or there is a hit in the shadow L1BTB tag array. The

update process follows these steps : (1) both the tag array and

shadow L1BTB tag array are accessed for a possible hit. (2) If there

is a hit in the tag array, an update is not required, but in the event

of a hit in the shadow L1BTB tag array, the L1BTB data array is

accessed in the next cycle to retrieve the target before invalidating

7
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Figure 11: Working principle of the L1BTB

the stale entry. (3) Subsequently, the L1BTB is updated with the

target for the current encrypted index. If there is a miss also in

the shadow L1BTB tag array, the correct target is updated from

the later pipeline stages. The index is computed using the RCPcur

during the update. The L1BTB tag arrays store the global phase in
the BTE

phase
field, the thread and privilege space unique ID, Tag2

and Tag1 cache indices, Tag0, at the time of the L1BTB update.

CryptoBTB updates the MSB Tag Buffer in case of a miss before

retrieving the Tag2 and Tag1 cache indices. Figure 11(d) presents

these steps.

CryptoBTB flushes the L1BTB, along with the shadow L1BTB

tag array, when global phase reaches maximum to ensure correct

identification of stale phases after a wraparound of the global phase.

5.4.5 L1BTB eviction. In the event of an L1BTB eviction, Crypto-

BTB decrypts the encrypted index of the evicted entry by computing

XOR between its L1BTB index and RCP of the corresponding re-

gion, and inserts it into the L2BTB. The decryption happens using

the following steps: (1) the index and tag of the evicted entry are

retrieved, and CryptoBTB uses Tag1 and Tag2 cache indices stored

in the L1BTB tag to retrieve Tag1 and Tag2 from theMSB Tag Buffer.
The region of the evicted entry is determined by concatenating

Tag2 and Tag1 with Tag0. (2) RCPB is accessed to retrieve RCPcur

and RCPprev for the corresponding region, and the correct RCP is

selected according to the BTE
phase

and RCP
phase

to perform a bit-

wise XOR with the encrypted index to compute the plaintext index.

If BTE
phase

is equal to the RCP
phase

, RCPcur is chosen, but if it is

equal to RCP
phase

-1, RCPprev is chosen for decryption. (3) In case of

a RCPB miss, the RCP is computed before determining the plaintext

index. In this case, successful decryption requires the BTE
phase

to

be either the global phase or global phase-1 and utilizes Keycur and

Keyprev respectively. If BTEphase is older than the preceding phase,

CryptoBTB does not insert the evicted entry into the L2BTB. We

demonstrate these sequences of steps in Figure 11 (e).

5.5 Securing L2BTB
We randomize the L2BTB address-to-set mapping similar to the

L1BTB, and enhance it with an RCPB hierarchy. However, the

L2BTB does not need a shadow tag array since the remapping

interval for L2BTB is extended as L1BTB filters most of the L2BTB

traffic (see Section 6 for discussion on the remapping interval).

Furthermore, we partition the Full-Tag required for the L2BTB

similarly to the L1BTB, as shown in Figure 10. The Tag2 and Tag1

of L2BTB and L1BTB align so that they can share the same MSB
Tag Buffer. Similar to the L1BTB, the L2BTB also stores MSB Tag
Buffer ID as part of the tag.

5.6 Action at context switch
To prevent attacks across a context-switch, at the time of the con-

text switch, CryptoBTB updates the key and invalidates the RCPB

hierarchy to implicitly invalidate the BTB hierarchy, invalidates

MSB Tag Buffers belonging to the user and kernel spaces for the

last thread to prevent an adversary from learning the pages that

the last victim executed, and invalidates L1BTB to identify stale

entries correctly. Furthermore, it also resets global phase.

6 Security Analysis of CryptoBTB
This section examines the security aspects of CryptoBTB.

6.1 Analysis of conflict attack protection
6.1.1 L1BTB. CryptoBTB employs a random replacement policy,

making it difficult to identify the eviction set. We show the pseudo-

code for the eviction set determination algorithm in Algorithm 1.

8
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The remapping interval equals the total number of accesses required

to find #ways distinct PCs for the eviction set. Similar to a cache,

the expected number of accesses needed to find the eviction set is

equal to 2 ∗𝑊𝐿1𝐵𝑇𝐵 ∗ 𝑁𝐿1𝐵𝑇𝐵 as demonstrated in [57]
1
, where W

represents the number of ways, and N denotes the total size. For

the configuration (refer to Section 7) considered for the evaluation,

the remapping interval is 18342 BTB accesses.

Algorithm 1 Algorithm to find a eviction set

procedure FindEvictionSet(𝑃𝐶𝑣 )

𝐸 = {}
for 𝑖=0 to #𝑤𝑎𝑦𝑠 − 1 do ⊲ Outer-loop

while 𝐸𝑥𝑒𝑐𝑇𝑖𝑚𝑒 (𝑃𝐶𝑣) < 𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 do ⊲ Inner loop

Execute 𝑃𝐶𝑣

Execute randomly chosen PC: 𝑃𝐶𝑥
end while
insert(𝐸,𝑃𝐶𝑥)

end for
return 𝐸

end procedure

6.1.2 L2BTB. Given the exclusivity of BTB hierarchies, the L1BTB

filters most of the traffic to the L2BTB. Since L2BTB is updated with

a new entry upon an L1BTB eviction, constructing a contention-

based attack on the L2BTB requires evicting relevant entries from

the L1BTB. Hence, both the determination of the eviction set and

the attack itself require the adversary to evict entries from the

L1BTB and insert them into the L2BTB. An adversary requires

2 ∗𝑊𝐿2𝐵𝑇𝐵 ∗ 𝑁𝐿2𝐵𝑇𝐵 ∗ 𝑁𝐿1𝐵𝑇𝐵 expected number accesses to the

BTB hierarchy to determine an eviction set in the L2BTB. It uses

a similar formula to the one that we use for the L1BTB, except

for the extra multiplication of 𝑁𝐿1𝐵𝑇𝐵 to account for the expected

number of accesses required for evicting an L1BTB entry with a

random replacement policy. The remapping interval for the L2BTB

is approximately 150 million for the configuration used for our

evaluation.

6.2 Analysis of collision attack protection
CryptoBTB prevents collision-based attacks using the thread and

privilege unique 2-bit ID. This ID check ensures that collisions never

happen between concurrent SMT threads and privilege levels. On

the other hand, collisions between two different processes across

the context switch are prevented by the index remapping at the

time of the context switch and RCPB flush, implicitly invalidating

L1BTB and L2BTB.

6.3 Protection across context switch
To prevent cross-context attacks, CryptoBTB updates keys for both

L1BTB and L2BTB and invalidates the RCPB hierarchy during con-

text switches. This prevents reusing older entries by an adversary

process after a victim application is switched out. Even if an ad-

versary discovers colliding entries from the victim’s last context,

this information will be useless, as the victim context would use a

1
For brevity, we skip the detail evaluation of the formula. We request the readers to

refer to [57] for the evaluation.

new mapping when it is switched back into the core. Additionally,

flushing the MSB Tag Buffer mitigates vulnerabilities that aim to

leak the instruction page executed by the victim.

6.4 Analysis of other components in CryptoBTB
6.4.1 Hits in the shadow tag array. To analyze the shadow tag

array, we consider a scenario where the attacker has identified all W

distinct PCs for the eviction set and executes the final terminating

condition of Algorithm 1’s inner loop to measure the access time

for 𝑃𝐶𝑣 , the target PC for eviction set discovery.

At this stage, the algorithm randomly evicts one PC from the

eviction set, as CryptoBTB employs a random replacement policy.

The key is then updated as illustrated in Figure 12. After the key

update, the set containsW-1 PCs from the eviction set, which would

utilize the shadow L1BTB tag array for a hit. However, for a future

conflict-based attack, the attacker must populate the set with the

entire eviction set, requiring the attacker to execute all PCs from

the eviction set, as they cannot determine which PCwas last evicted

by 𝑃𝐶𝑣 due to the random replacement policy. Once all eviction

set PCs are executed, they are re-mapped with the current key, as

CryptoBTB immediately updates the mapping if an entry is found

with the previous mapping. Consequently, the shadow L1BTB tag

array’s use remains secure.

Figure 12: L1BTB states while executing the eviction set dis-
covery algorithm, followed by a key update where the evic-
tion set contains 𝑃𝐶𝑥0, 𝑃𝐶𝑥1 and 𝑃𝐶𝑥2.

6.4.2 Speculative access to the L1RCPB. CryptoBTB reduces

RCPB hierarchy access penalties by speculatively using the BPU

target. This incurs a one-cycle latencywhen a recovery PC is chosen.

While this solution increases recovery latency, it doesn’t introduce

new vulnerabilities, as adversaries can already measure recovery

latency due to pipeline flush and re-steer [73, 77].

6.4.3 SpeculativeBTBupdate vulnerability. Priorworks demon-

strated potential vulnerability due to the speculative update to the

BPU state [69, 75]. To mitigate such vulnerability, prior mitiga-

tions [47, 75] proposed updating the BPU state at commit. Similarly,

speculatively updating BTB following a mispeculated branch is a

potential source of vulnerability. One possible solution to prevent

speculative update vulnerability of the BTB state is to update the

BTB at commit, adopting existing solutions. However, in this work,

we assume that speculative execution vulnerability, which relies

9
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on the mistraining of the conditional branch predictor, is not part

of the threat model. Therefore, CryptoBTB does not impose any

particular restriction on the BTB update.

The components of CryptoBTB, such as RCPB hierarchy and

MSB Tag Buffer, are protected against concurrent threads and other

privilege levels as they are isolated among them.

7 Methodology

Table 1: Simulation configurations
BTB sizes L1BTB: 1.5k entries. 256 sets, 6 ways

L2BTB: 7k entries. 1024 sets, 7 ways

L1BTB Tag : (([43 : 28] ⊕ [27 : 12]) « 2) | [11 : 10]
L2BTB Tag : [43 : 28] ⊕ [27 : 12]
RAS: 64 entries

Indirect Branch Predictor: 4096 entries

Direction Predictor TAGE-SC-L

Fetch 512 entries

Target Queue One entry per instruction

Frontend 8-Wide Fetch; 4-Wide Decode; 6-Wide Dispatch

Backend ROB/LQ/SQ/IQ entries = 320/88/64/120

8-Wide Execute; 8-Wide Retire

Memory L1 Inst Cache:32kB, (64 sets/8 ways), 3cycle latency

L1 Data Cache:32kB, (64 sets/8 ways), 3cycle latency

L2 Cache:1MB, (1024 sets/16 ways), 14cycle latency

L3 Cache:4MB, (4096 sets/16 ways), 50cycle latency

32GB DRAM: 3200 MHz, quad-channel

ITLB: 32 sets, 4 ways

DTLB: 32 sets, 4 ways

STLB: 128 sets, 12 ways

CryptoBTB L1RCPB (L1BTB/L2BTB): 16 sets/Direct Mapped

L2RCPB (L1BTB/L2BTB): 64 sets/8 ways

Block Cipher: PRINCE [27], 3 cycle latency

Tag1 Cache: 32 sets, FA; Tag2 Cache: 8 sets, FA
Global Phase bit-width: 8

We evaluated CryptoBTB using ChampSim [3], a trace-based

simulator (commit 2b8d3fc). Several recent academic works [16, 37,

51, 54] used this simulator to study BTB organization in servers for

workloads with high instruction footprints. It offers an excellent in-

frastructure for analyzing such workloads due to the FDIP support

and publicly available server traces. In recent years, researchers

have also used this simulator to study prefetchers and memory hier-

archies [20, 22, 52, 53]. ChampSim has a few limitations compared

to cycle-level simulators like gem5 [23]. For example, ChampSim

does not simulate the wrong path. However, we chose ChampSim

over gem5 for a set of reasons: (1) gem5 does not support decoupled

fetch, and (2) the availability of a large number of server traces

from the industry that are compatible with ChampSim.

Champsim re-steers at decode in case of either misfetch or type-

confusion of direct jump, direct call, and conditional branch. We

enhance the simulator with recovery at the decode stage for the

indirect call, indirect branch, and return instructions upon type-

confusion misprediction by the BTB. Furthermore, we update the

model to deallocate a BTB entry if it conflicts with a non-branch

instruction, which aligns with recent CPU architectures [73].

ChampSim simulator configuration for the evaluation closely

follows recent high-performance processors as shown in Table 1.

To ensure that the L1RCPB access latency is less than or equal

to that of the next PC selection circuit (see Section 5.1.3), we size

the L1RCPB appropriately. We synthesized the PC selection circuit

using Synopsys DC Compiler and calculated the L1RCPB access

latency with OpenRAM [38] using the same technology node. Our

simulation indicates that an L1RCPB with 16 sets is the largest

buffer configuration that meets the access latency requirement. For

both baseline and HyBP, we employ partial tags in L1BTB and

L2BTB as described in Table 1. The tag length was optimized to

allow eviction into the higher-level and to minimize collisions in

our studied workloads, with further increases achieving negligible

improvements.

We evaluate CryptoBTB using traces from SPEC2017, the Cham-

pionship Value Prediction (CVP) [2], and the Instruction Prefetcher

Championship (IPC) [7]. Note that the workloads in IPC are a subset

of those in CVP, which we exclude from the CVP analysis.We utilize

publicly available SPEC2017 simpoint traces [8] compatible with

ChampSim, used in recent research [22]. We simulate 476 traces in

total, comprising 55 floating-point, 56 integer, 28 crypto, and 200

server workload traces from CVP. Additionally, it includes 8 client

and 35 server workload traces from IPC, along with 94 SPEC2017

workload traces. For each simulation, we use 50 million instructions

for warmup and simulate the next 50 million instructions in detail.

HyBP is configured similarly to the baseline. In HyBP, L1BTB and

L2BTB utilize a shared cryptographic pad, as illustrated in Figure 3.

The number of entries in the cryptographic pad table is equal to the

number of L2BTB sets. For L2BTB, HyBP uses plaintext index bits

to access the cryptographic pad table. However, the L1BTB utilizes

a portion of the lower-order Full-Tag bits along with the plaintext

index to access the cryptographic pad table, as the table contains

more sets than the L1BTB (i.e., the index bit-width of L1BTB is

smaller than the index bit-width of the cryptographic pad table).

8 Evaluation
In this section, we provide a performance analysis of CryptoBTB

and compare it with the HyBP. We also explore various design

spaces to understand CryptoBTB’s performance overhead. For sim-

plicity in the discussion, we group CVP_server and IPC_server

into "server workloads" as both contain traces from server-class

workloads and group and classify the remaining workloads as "low-

to-moderate instruction footprint workloads".

Figure 13 illustrates the normalized IPC for both the Crypto-

BTB and HyBP architectures in relation to the baseline with an

exclusive BTB hierarchy. The chart also displays the BTB MPKI

for these workloads. The BTB MPKI considers BTB misses that

miss both L1BTB and L2BTB. Figure 13 demonstrates that Crypto-

BTB significantly outperforms HyBP across all workload categories.

On average, CryptoBTB incurs an overhead of 4.27%, while HyBP

suffers from a 31.89% overhead. Moreover, HyBP increases BTB

MPKI significantly in relation to the baseline non-secure BTB, while

CryptoBTB experiences a minor increment.

In addition to the increase in BTB MPKI, non-branch instruc-

tion collision in BTB also impacts the performance of HyBP. The

average 12.32% overhead for the workloads with low-to-moderate

instruction footprints is primarily caused by higher collisions in

HyBP. Server workloads experience an average overhead of 47.44%

due to significant BTB MPKI degradation caused by collisions, un-

derutilization, and non-exclusivity in the BTB hierarchy. Combined

with the substantial degradation in BTB MPKI and the impact of

BTB misses on FDIP, HyBP experiences massive slowdowns for

these workloads. In contrast, CryptoBTB solves all these drawbacks

observed in HyBP and achieves nearly identical performance for the

low-to-moderate instruction footprint workloads (1.32% overhead

on average). The overhead for the server workloads is a little bit
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Figure 13: Performance overhead of HyBP and CryptoBTB
in relation to the baseline.

higher (7.2% on average), but still, it is 40.24% lower than HyBP.

Unlike HyBP, CryptoBTB does not suffer from collisions; therefore,

the performance degradation is only due to increased BTB misses.

Server workloads rely on the BTB to prefetch instructions into the

I-Cache using FDIP (see Section 2.1.1). For example, IPC1_server

has an I-Cache MPKI of 71.237, while SPEC2017 workloads see only

0.0019. FDIP reduces fetch stalls by enabling instruction prefetching,

therebyminimizing performance overhead caused by ICachemisses.

As a result, extra BTB misses by CryptoBTB introduce additional

fetch stalls. This explains the slight performance overhead observed

in server workloads with CryptoBTB, compared to workloads with

low-to-medium instruction footprints.

8.1 Context Switch

Figure 14: Performance overhead of HyBP and CryptoBTB
for different context switching intervals.

CryptoBTB updates the key upon a context switch and flushes

the L1BTB and RCPB hierarchies, which implicitly invalidates en-

tries in the L2BTB. Moreover, it also flushes MSB Tag Buffer. To
understand the impact of the context switch, we vary the context

switch interval and illustrate the results for both HyBP and Crypto-

BTB in Figure 14. In this study, we choose context switch intervals

of 256k, 1 million, 4 million, and 16 million instructions. Note that

the RAS, indirect branch target predictor, and direction predictor

are not flushed at the context switch, as our threat model considers

these components to be secure.

The performance overhead for HyBP due to the context switch is

worse than the overhead shown in Figure 13, as expected. For Cryp-

toBTB, the context switching impacts server workloads the most

due to its impact on FDIP. In contrast, the average performance

overhead of 3.06% for the rest of the workloads, even at a context

switch interval of 256k instructions, is insignificant. As we increase

the context switch interval, performance overhead decreases. The

average performance overhead for the server workloads is 8.17% for

a context switch interval of 16 million instructions, which consti-

tutes a 4ms timeslice assuming a 4GHz processor and IPC of 1. This

is 0.97% higher than the overhead CryptoBTB experiences without

any context switch.

8.2 Sensitivity Study
To understand the impact of various design configurations of the

CryptoBTB, we vary various parameters of the CryptoBTB.

8.2.1 Sensitivity to RCPB Size. The RCPB hierarchy incurs a 1-

cycle penalty for an L1RCPB miss followed by an L2RCPB hit. As a

result, CryptoBTB is not very sensitive to the L1RCPB miss since

a large L2RCPB supports it. If there is also an L2RCPB miss, the

penalty increases to 3 cycles, which is the RCP computation latency.

Since an RCPB miss causes a 3-cycle pipeline stall, an increase in

RCPBMPKI has less impact on server workloads compared to a BTB

miss, which can lead to a fetch stall. Note that since CryptoBTB

maintains RCPB hierarchy for both L1BTB and L2BTB, it has a

1-cycle penalty if there is a miss in either of the two L1RCPBs and

a penalty of 3 cycles in case of a miss in either of two L2RCPBs. To

simplify design space exploration, we keep the L1RCPB size the

same for both L1BTB and L2BTB. Similarly, the L2RCPB size is kept

consistent as well.

Figure 15: Performance sensitivity to L1RCPB size.

Figure 15 shows the performance overhead and the MPKI for

L1RCPB of L1BTB when varying L1RCPB size. This figure shows

that even a small L1RCPB does not degrade performance signif-

icantly due to the presence of a large L2RCPB. CryptoBTB with

1-entry L1RCPB results in a 5.81% overhead, which is only 1.54%

higher than the observed overhead by the default CryptoBTB con-

figuration.

Figure 16 presents the performance overhead associated with

varying L2RCPB size. Similar to the L1RCPB, the performance over-

head does not change drastically with the changes in the L2RCPB

size. Even a small L2RCPB of 256 entries is able to accommodate
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Figure 16: Performance sensitivity to L2RCPB size.

all the entries for the low-to-moderate instruction footprint work-

loads, as L2RCPB MPKI for these workloads is close to zero. For

server workloads, the MPKI drops to zero for 2k-entry and 4k-entry

L2RCPB.

Figure 17: Performance sensitivity to the remapping interval.

8.2.2 Sensitivity to L1BTB Remapping Period. To understand Cryp-

toBTB’s potential performance impact to prevent future attacks that

require more frequent remapping, we vary the remapping interval

of the L1BTB, which is shown in Figure 17. The graph also includes

the BTB MPKI for each configuration to illustrate the increment in

BTB MPKI with shorter remapping intervals. We observed that the

average BTB MPKI is higher when the remapping interval is 5000

BTB accesses, but it reduces drastically when the remapping inter-

val is increased to 10000. Even with a remapping interval of 5000,

CryptoBTB has 18.62% lower performance overhead compared to

HyBP.

8.2.3 Sensitivity to MSB Tag Buffer Size. To understand the impact

of theMSB Tag Buffer, we varied the size of the Tag1 Cache. A smaller

Tag1 Cache may not cover the entire footprint, leading to higher

miss rates in the L1BTB and incorrect decryption of the evicted

L1BTB indices. Both factors significantly impact performance, as

shown in Figure 18. CryptoBTB with a 4-entry Tag1 Cache incurs
37.69% overhead on average. The server workloads contribute more

to the average performance degradation. However, increasing the

size of this cache improves performance, with a 32-entry Tag1
Cache being sufficient to store all unique Tag1 partial tags, leading

to performance saturation.

Figure 18: Performance sensitivity to the Tag1 Cache size.

We additionally evaluated CryptoBTB’s performance sensitivity

in relation to the bit width of global phase and block cipher latency.

The average performance overhead for the phase bit-width of 5 and

9 are 4.88% and 4.23%, respectively. Our experiments show only a

1% degradation in performance between cipher latencies of 1 and 5

cycles. These evaluations indicate that CryptoBTB’s performance

does not change drastically when the configurations of these two

components are varied.

8.3 Hardware Overhead
Table 2 shows the breakdown of the hardware overhead for this

design, considering an SMT configuration with 2 threads. The major

contributors are the L1BTB tag array and the RCPBs. For a 5-level

page table, the size of the baseline is computed considering a 57-bit

target, with bits per entry using a similar structure as shown in [64].

The percentage overhead for CryptoBTB is 33.00%, while HyBP’s

area overhead is 55.57%. L1BTB tag arrays and L2RCPB are the

primary contributors to CryptoBTB’s area overhead. This overhead

can be reduced by varying several parameters with trading off

performance. For instance, reducing the number of sets for the

L2RCPBs to 32 lowers the overhead to 23.39%, with an additional

performance overhead of 1.7%. Since CryptoBTB only duplicates

the L1BTB tag array, it is scalable, as opposed to HyBP, which

proposes a 3x duplication of the L1BTB.

Table 2: Hardware Overhead Breakdown

L1BTB TAG 7.875 kB

L1RCPB
L1BTB

0.52 kB

L1RCPB
L2BTB

0.38 kB

L2RCPB
L1BTB

10.25 kB

L2RCPB
L2BTB

5.75 kB

MSB Tag Buffer 0.0586 kB

L2BTB 2.625 kB

Total 27.46 kB

9 Related Work
In this section we discuss existing works for protecting speculative

execution attacks and index randomization proposals for the caches.

9.1 Speculative Execution Attack Mitigations
A speculative execution attack exploits speculative fetch and execu-

tion of instructions from the wrong execution path to create a side
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channel in various shared structures such as cache hierarchy, includ-

ing D-Cache and I-cache. Spectre [44] and Meltdown [50] are the

most studied attack variants exploiting speculative execution. Re-

cently, researchers have proposed various architectural solutions to

protect the cache hierarchy against these attacks. Ghostminion[15]

Invisispec [72], Cleanupspec [62] enhance the cache hierarchy to

be re-populated upon branch resolution to prevent side-effect of

speculatively accessed data. STT[75] and NDA [69] prohibit execu-

tion and forwarding of unsafe speculative instructions (speculative

instructions with side-effects in the shared structures) until they

become bound to retire. The overhead caused by stalling unsafe

load instructions is partially mitigated by predicting their location

within the cache hierarchy [74] and address [47], using predictors

trained with information from committed instructions.

9.2 Randomized Cache Architecture
Randomizing the cache specifically to protect against attacks has

been widely studied in recent times. CEASER [56] and CEASER-S

[57] propose randomizing the cache using a low latency cipher,

LLBC. Unfortunately, this cipher was later found to be linear and

vulnerable to cryptanalytic attacks [24, 55]. Scatter-cache [70] used

skewed associativity in addition to randomizing the cache. How-

ever, [55] presented a method to create probabilistic eviction sets,

disproving the claim of a long remap period for skewed cache. MI-

RAGE [61], on the other hand, proposed a skewed randomized

cache with global eviction to prevent set associative evictions. All

of these solutions increase the access latency with the encryption

latency, making them unsuitable for BTB. Additionally, MIRAGE

incurs additional latency on top of the encryption latency due to

indirection. L1cache randomization schemes, RPCache [67], New-

Cache [68] require marking the page table as protected, which

requires reliance on the OS and may not be desirable for secure

enclave execution.

10 Conclusion
Current solutions for securing BTB are either not fully secure or

experience significant performance overhead. In this work, we pro-

pose CryptoBTB, a secure hierarchical BTB that is suitable for work-

loads with diverse instruction footprints. CryptoBTB separates the

index encryption from the index using cryptographic pads. Cryp-

toBTB exploits the temporal locality of the pads to cache recently

used pads to reduce encryption latency. Moreover, CryptoBTB’s

index encryption technique eliminates all the drawbacks of HyBP,

a state-of-the-art solution to protect the BTB. This design secures

the BTB with an average performance overhead of 4.27% while

increasing the BTB size by 33.00%. Compared to HyBP, which has

a substantial 31.89% performance overhead and a 55.57% hardware

overhead, our solution is significantly more efficient.

For the purpose of Open Access, the author has applied a CC

BY public copyright license to any Author Accepted Manuscript

(AAM) version arising from this submission.
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