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ATTRIBUTE-BASED CRYPTOGRAPHY

BACKGROUND

[0001] Cryptography allows for secure communication in the presence of third
parties over an insecure communication channel. Two types of modern
cryptography include digital signatures and encryption/decryption. A digital
signature is a mathematical scheme for demonstrating the authenticity of a digital
message (e.g., a document). A digital signature, once verified, gives a recipient
reason to believe that the message was created by a known sender such that the
sender cannot deny having sent the message and that the message was not
altered in transit. Encryption is the process of encoding a message (e.g., a
document) in a way that authorized parties are able to read it. Decryption is the
process of decoding the encrypted message such so that the authorized parties
are able to read it.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] For a detailed description of various examples, reference will now be
made to the accompanying drawings in which:
[0003] Figure 1 shows a block diagram of an attribute-based cryptography
system, according to an example;
[0004] Figure 2 shows a block diagram of an attribute-based cryptography
system implementing an attribute-based digital signature scheme, according to
an example;
[0005] Figure 3 shows a block diagram of an attribute-based cryptography
system implementing an attribute-based decryption scheme, according to an
example;
[0006] Figure 4 shows an example circuit;
[0007] Figure 5 shows a flowchart of an attribute-based cryptography method,
according to an example;
[0008] Figure 6 shows a flowchart of an attribute-based signature method,
according to an example;
[0009] Figure 7 shows a flowchart of an attribute-based decryption method,
according to an example; and
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[0010] Figure 8 is a block diagram of a computing device to provide attribute-
based cryptography, according to an example.

DETAILED DESCRIPTION
[0011] Some digital signature techniques include a signing policy which is
expressed as a public key and a certificate. In some such techniques, a verifier
can lean who created the digital signature. Thus, the identity of the signer is not a
secret. In an identity-based signature technique, the signing policy is expressed
as a signer’'s identifier. Again, a verifier can learn who created the digital
signature. Anonymous signatures use a group key and the signing policy is
expressed as a group structure. Any group member can produce a valid
signature on behalf of the group. A verifier cannot learn which group member has
signed a signature, but does know the group structure.
[0012] Another technique for creating and using digital signatures is referred to
as an “attribute-based signature” technique. The signature is computed based on
one or more attributes of the signer. Examples of attributes may include the
position of the user within a company (e.g., job role or title), the location of the
signer, etc. In attribute-based signatures, those users that have a valid set of
attributes can successfully generate a valid signature for a given message.
[0013] An attribute-based signature scheme may be used to provide services
such as entity authentication, data origin authentication, non-repudiation, and
data-integrity. In attribute-based signature schemes, a signer who has enough
attributes to satisfy the policy can produce a valid signature A verifier knows that
the signer has satisfied the policy. The set of attributes that has been used to
sign along with the identity of the signers remain hidden. Unfortunately, the
predicate itself (the policy) is known to the verifier in some attribute-based
signature schemes.
[0014] In accordance with the disclosed implementations, various examples are
provided herein that relate to attribute-based signature systems and methods to
provide signer privacy, data origin authentication, non-repudiation, data-integrity,
to ensure entity authentication, or a combination thereof. In the disclosed
attribute-based signature techniques, the signer’s identity, the signer’s attributes,
and/or the signing policy may remain hidden from the verifier.
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[0015] Similarly, sharing encrypted data on the cloud allows for sharing of the
data at a coarse level. In other words, sharing encrypted data requires giving a
private key to any user that the data is to be shared with for decryption.
[0016] In accordance with the disclosed implementations, various examples are
provided herein that relate to attribute-based decryption systems and methods
which allows for fine-grained sharing of encrypted data. In other words, attribute-
based decryption schemes allow a user to encrypt data with respect to a certain
policy, and users who have the requisite credentials (attributes) to satisfy the
policy are granted access to the data.
[0017] In an example, a master secret key is generated along with public keys
which may be utilized for later verification of a digital signature or for use in
decrypting a document. The attribute-based cryptography system may utilize a
circuit which comprises a plurality of logic gates coupled together. These coupled
logic gates implement a signing policy or decryption policy. The mathematical
representation of the circuit receives as inputs a plurality of individual attribute-
based keys or individual attribute-based hashes. All references herein to the
‘circuit” mean the hardware logic that implements the mathematical
representation of the circuit. Each individual attribute-based key or hash
corresponds to a distinct characteristic (attribute) that is representative of a user
seeking to sign or decrypt a message. A secret key is generated by the circuit
based on the individual attribute-based keys or hashes corresponding to the
signing policy and based on the master secret key previously generated.
[0018] By way of example, a signing policy or decryption policy may be a
particular message can only be signed or decrypted by a junior level vice
president that is located in the firm’s London or New York offices. That policy can
be implemented as a Boolean expression:

(junior level vice president) AND (London OR New York)
A circuit implements the Boolean expression that defines the policy. The policy
implemented by the circuit, such as a circuit 110 of FIG. 1, a circuit 210 of FIG. 2,
or a circuit 310 of FIG. 3, thus may specify that certain combinations of attributes
must be true. In the above example, the job title (junior level vice president) and
a certain location (New York or London) must both be true per the policy. To
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continue the example, the signing policy may also require that that the signer may
be either (a) a junior vice president and based in the London or New York offices
or (b) a senior vice president at any office. Any types and number of logic gates
can be used to implement the circuit 110, 210, or 310, such as AND gates, OR
gates, NOT gates, NAND gates, NOR gates, XOR gates, XNOR gates, or any
other logic gate. The fan-outs, or number of logic gates in the circuit 110, 210, or
310 are not limited to one as in the less expressive types of policies. In some
implementations, the circuit is implemented as a mathematical representation of
the Boolean expression and thus implemented in instructions executable by a
hardware processor. In other implementations, the circuit may be an actual,
physical circuit including various types of logic gates (AND gates, OR gates, etc.).
All references herein to “circuit” refer to either or both types of implementations.
[0019] A digital signature is then created or a ciphertext is decrypted based on
the secret key and based on the message. In other words, the digital signature is
created based on the individual attribute-based keys validly passing through the
mathematical representation of the policy signing based circuit. The digital
signature may then be verified based on the public key. Likewise, the ciphertext
may be decrypted based on the individual attribute-based hashes validly passing
through the mathematical representation of the policy decryption based circuit.
[0020] Figure 1 is a block diagram of an attribute-based cryptography system, in
accordance with an example. In Figure 1, a computing system 102 includes a
key generation engine 104, a cryptography engine 106, and a cryptography policy
circuit 110. The computing system 102 may be, for example, a notebook
computer, a tablet computing device, a portable reading device, a wireless email
device, a mobile phone, a workstation, a server, a desktop computer, or any other
computing device. The attribute-based cryptography system may allow for a valid
digital signature based on a user’s attributes corresponding to a signing policy or
allow for the decryption of an encrypted message based on the user’s attributes
corresponding to a decryption policy.

[0021] The key generation engine 104 generates a secret key that is utilized by
the cryptography engine 106 to generate a digital signature or decrypt an
encrypted message. The key generation engine 104 implements cryptography
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policy circuit 110. In some examples, cryptography policy circuit 110 may include
the key generation engine 104. In other examples, the key generation engine 104
may be implemented using cryptography policy circuit 110. Two such
cryptography policy circuits include signing policy circuit 210 from Figure 2 and
decryption policy circuit 310 from Figure 3. Cryptography policy circuit 110
corresponds to a cryptography policy such as a signing policy or a decryption
policy. In other words, cryptography policy circuit 110 includes Boolean logic that
corresponds to a policy of which users may sign or decrypt an individual message.
[0022] Cryptography policy circuit 110 receives individual attribute-based data as
inputs. Such attribute-based data may include attribute-based keys corresponding
to individual attributes of a user or attribute-based hashes also corresponding to
individual attributes of a user. Cryptography policy circuit 110 outputs a secret key
based on the individual attribute-based data corresponding to the cryptography
policy.

[0023] Cryptography engine 106 receives a message that is to be signed or a
ciphertext to be decrypted and generates a digital signature or decrypts the
ciphertext based on the secret key and based on the message.

[0024] Figure 2 is an attribute-based cryptography system 200 implementing an
attribute-based digital signature scheme, according to an example. In Figure 2,
the system 200 includes a computing system 201 which also includes the key
generation engine 104, the cryptography engine 106, and a signing policy circuit
210, as well as a setup engine 202. The cryptography engine 106 may include
signature engine 206. The computing system 201 may be, for example, a
notebook computer, a tablet computing device, a portable reading device, a
wireless email device, a mobile phone, a workstation, a server, a desktop
computer, or any other computing device. The signing policy circuit 210 may be
one type of cryptography policy circuit 110.

[0025] System 200 also includes a verification engine 204 coupled to computing
system 201 through a communications network 212. The communication network
212 can include wired communications, wireless communications, or combinations
thereof. Further, the communication network 212 can include multiple sub-
communication networks such as data networks, wireless networks, telephony
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networks, etc. Such networks can include, for example, a public data network
such as the Internet, local area networks (LANs), wide area networks (WANSs),
metropolitan area networks (MANs), cable networks, fiber optic networks,
combinations thereof, or the like. In various examples, wireless networks may
include cellular networks, satellite communications, wireless LANs, etc. Further,
the communication network 212 can be in the form of a direct network link
between devices. Various communications structures and infrastructure can be
utilized to implement the communication network 212.

[0026] By way of example, the computing systems 201 and verification engine
204 may communicate with each other and other components with access to the
communication network 212 via a communication protocol or multiple protocols. A
protocol can be a set of rules that defines how nodes of the communication
network 212 interact with other nodes. Further, communications between network
nodes can be implemented by exchanging discrete packets of data or sending
messages. Packets can include header information associated with a protocol
(e.g., information on the location of the network node(s) to contact) as well as
payload information.

[0027] Setup engine 202 may generate a master secret key, a public key, and
other parameters which may be utilized by the key generation engine 104. The
setup engine 202 receives as inputs a security parameter (1), an upper boundary
depth of all circuits (¢) and an upper boundary input size for all attributes (n). A
trusted third party may produce these values. The security parameter (1) is a
variable that measures the resource requirements needed, such as the length, in
bits, of the secret signing key to be computed. The upper boundary depth of all
circuits (¥) is the upper boundary depth, based on the number of logic gates, for
signing policy circuit 210. The upper boundary input size for all attributes (n) is the
upper boundary number of attribute-based keys that may be input into signing
policy circuit 210.
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[0028] Setup engine 202 generates groups G = (Gq, ..., Gy41) Of prime order p,
with canonical generators, g4, ..., gx+1 Where g = g;. Setup engine 202 also
generates random values «,f € Z,, and hy, .., h, € Z,. In an example, setup
engine 202 generates the master secret key as:

(Grk-1)% B, he, s .
[0029] Setup engine 202 may also generate a public key. The public key may
be a one-time signature (OTS) public key. An OTS public key is a public key that
is utilized to verify a single message. In an OTS scheme, a secret signing key is
also used to sign a single message. The underlying OTS scheme can be
instantiated by a suitable one-time strongly unforgeable signature scheme. Such
schemes may include those that are based on the computational Diffie-Helman
CDH assumption in the standard model, or for instance, Shnorr signatures that
are based on the Discrete Logarithm problem Dlog in the random oracle model
using the Fiat-Shamir heuristic.
[0030] In an example, the public key generated by setup engine 202 includes the
group sequence G = (Gy, ..., G, ;) in addition to:

K =gi do = g°.

[0031] Setup engine 202 also generates additional parameters such as by
solving for d; = hf for each i € [1,n]. The values d;may be utilized by the key
generation engine 104.
[0032] The key generation engine 104 generates a secret signing key to be
used to produce a digital signature. The secret signing key is a key that is not
known outside of computing system 102, 201. Thus, verification engine 204 does
not know the secret signing key, nor the circuit used to generate the secret
signing key.
[0033] The inputs to the signing policy circuit 210 include attribute-based keys
that are computed based on the set of attributes of the potential signer. Each
attribute-based key corresponds to an individual attribute, or characteristic, of a
user to be used to generate that user’'s secret signing key. For example, an
attribute-based key may correspond to the position level of a user, the location
the user is based, the age of the user, or any other individual characteristic of the
user. A lookup table may be utilized to generate the attribute-based keys. For
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example, a lookup table may match a key to a specific attribute. In another
example, the attribute-based key may be based on an existing identity based
scheme.

[0034] The key generation engine 104 receives any number of attribute-based
keys as inputs to the circuit 210 in accordance with the signing policy
implemented by the circuit 210. If the attribute-based keys correspond to the
signing policy, a valid secret signing key is produced. In other words, if the
attribute-based keys validly pass through the signing policy circuit 210, then a
valid secret signing key is produced by the key generation engine 104.
Otherwise, an invalid secret signing key is produced—a condition for which will be
detected during the verification phase. Attribute-based keys corresponding to the
attributes of a user who wishes to sign the message would be input into the circuit
210. If these attributes validly pass through the circuit 210, then the attribute-
based keys correspond to the signing policy and a valid secret signing key is
generated.

[0035] Key generation engine 104 may receive as input the master secret key
and a representation (f) of circuit 210 corresponding to a signing policy for a
specific message. Key generation engine 104 outputs a secret signing key (SK),
such that f(SK) = 1. In some implementations, to represent the signing policy
circuit 210, a mathematical representation may be utilized. In the mathematical
representation, A may refer to A(w), which represents one input wire (w) for the
circuit. Additionally, B may refer to B(w), a second input wire for the circuit.
Circuit 210 may include n + g wires including n input wires and g gate wires. The
wire n + g may be designated as an output wire.

[0036] The key generation engine 104 may generate random values

T, Tnrq € Zy, Where random value r, corresponds with wire w € [1,n + q].

p,
The key generation engine 104 generates a header component:

Ky = (gr-1)" "4,
The key generation engine 104 may generate key components for every wire w.
The structure of the key components depends on whether w is an input wire or a

logic gate, such as an OR gate or an AND gate.
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[0037] The key generation engine 104 generates key components for an input
wire with w € [1,n] corresponding to the w-th input. The key generation engine
104 generates a random value z, € Z,. The key generation engine 104 then
may generate the key components for w to be:
Kyi=9" - hy, Ky, = g~o.

[0038] The key generation engine 104 generates key components of an OR
gate with wire w € Gate and GateType(w) = OR. The OR gate has two inputs
(A) and (B). Additionally, j = depth(w) is the depth of wire w. Furthermore, 7.,
is the ,, value associated with A while 7z, is the r, value associated with B.
The key generation engine 104 may generate random values a,,,b,, € Z,. The

key generation engine 104 then may generate the key components w to be:

— L, — b — W Aw T Aw)
Kw,l - g WJKW,Z - g v, KW,3 - g )
]

[0039] The key generation engine 104 generates key components of an AND

KW,4 = g;w_bw.rB(W).
gate with wire w € Gate and GateType(w) = AND. The AND gate has two inputs
(A) and (B). Additionally, j = depth(w) is the depth of wire w. Furthermore, 7,

is the ,, value associated with A while 7z, is the r, value associated with B.
The key generation engine 104 may generate random values a,,,b,, € Z,. The

key generation engine 104 then may generate the key components w to be:

Tw=AwT a(w) ~Pw T B(w)
Fi .

Kyi=9™ Kyr = g™ Kyz =9
[0040] The key generation engine 104 may then generate the secret signing
key (SK) which includes Ky, d4, ..., d,, together with all of the key components for
the inputs and logic gate wires.
[0041] Cryptography engine 106 may comprise signature engine 206.
Signature engine 206 receives a message to be signed and generates a digital
signature based on the secret signing key and the message to be signed. The
message to be signed may be received from an outside source or from within
computer system 201. As with the key generation engine 104, SK is the secret
signing key and f(SK) = 1. The message to be signed may be represented as

m € Z,. A digital signature on m under SK indicates that the signature engine

has computed g,‘f'ﬁ without knowing either a or § and the proof is bound with m.
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[0042] Signature engine 206 may generate a random value ¢t € Z, and
generates ¢, = d§ where ¢, is g°. Here, s = - t which is unknown to signature
engine 206. By using the pair (dy, ¢p), in an example, is an OTS public key and
the value t as the corresponding secret key, signature engine 106 may create an
OTS on m, which may be denoted by cy;s.
[0043] Signature engine 206 then may compute a knowledge proof denoted by
o, = gy *as follows. First, signature engine 206 may generate a header as:
E'=e(Ky,co) =e(g,_,""g°) =g g, """

Signature engine 206 then may compute g,:”“"s. This may be accomplished by
evaluating the signing policy circuit 210 from the bottom up. For example, if wire
w is at depth j and £, (SK) = 1, signature engine 206 computes E,, = (g;+1)™*.
However, if f,(SK) =0, signature engine 206 does nothing for that wire.
Signature engine 206 iteratively starts with computing E; and proceeds in order
through the signing policy circuit 210 until signature engine 206 computes E, .
By computing these values in order, the computation on depth j — 1 wire, long as
it evaluates to 1, is defined before computing for a depth j wire.
[0044] Signature engine 206 may compute for E,, where f,,(SK) = 1 of an input
wire as follows. Utilizing the convention w € [1,n], the input wire corresponds to
the w-th input. If that wire w satisfies f,,(SK) = 1, then signature engine 106
computes ¢,, = d, and then may compute:

E,=e(Ky1,¢) e(Kyzcw)=e(g™ hpt,g%)-e(g ™ -h) = g*
[0045] Signature engine 206 may compute E,, where f,,(SK) = 1 of an OR gate

S

with wire w € Gate and GateType(w) = OR as follows. With j = depth(w) being
the depth of wire w and £, (SK) =1, then if f4.,, =1 and fg(,, = 0, signature
engine 206 computes:

Ew — e(EA(w)JKw,l) . e(KW,3JC0) S (g;A(W)-s,gaw) ‘e (g;w—aw-rA(w), CO) —

(gj+1)rw's-
However, if f,y = 0 but fz.,, = 1, signature engine 206 computes:
w)’ w—bw T B(w
E, = e(EB(W):Kw,Z) . e(KWA-’ Co) — e (g;B( )S,gbw) e (g]r Tp( );Co) _

(Gje) ™.
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[0046] Signature engine 206 may compute E,, where f,,(SK) =1 of an AND
gate with wire w € Gate and GateType(w) = AND as follows. With j = depth(w)
being the depth of wire w and f,, (SK) = 1, then f4,y(SK) = 1 and fp(,)(SK) =1,
and signature engine 206 computes:
E, = e(Eqw) K1) - €(Ezny Kuw2) - €(Kiy 3, 0) =
¢ (g;A(W)'S,gaW) e (g;B(W)'s,ng) e (g;‘w—aw-rA(w)—bW-rB(w),CO) = (gje ).
[0047] Thus, if f(SK) = f,+4(SK) =1, signature engine 206 generates E, ., =

Tneq'S

o
entire digital signature may be expressed as:

Signature engine 206 then may compute o, = E' - E,,q = Ef°. The

o= (CO,O'(OTS),O'S).

[0048] Verification engine 204 is connected to computing system 201 through
the communication network 212. Although shown separately, in some examples,
verification engine 204 is instead a part of computing system 201. Verification
engine 204 verifies the validity of the digital signature created by signature engine
206 based on the public key created by setup engine 202.

[0049] In order to verify the digital signature o = (co,0(0rs),05), Verification
engine 204 may perform a suitable verification. One such verification includes
verification engine 204 verifying oorsy under the OTS public key (d,, ¢p). This
may be accomplished through following the verification of the underlying OTS
scheme. By this verification, verification engine 204 may determine that ¢, = d§
and that the value t is known by the signature engine. The signing policy is not
involved in any of the verification equations utilized by verification engine 204 to
verify the validity of the signature. Thus, the verification engine 204 does not
need to know, and in fact may not know, the signing policy.

[0050] Another verification that verification engine 204 may perform is to verify
o, by determining whether e(o,, g) = e(K, cy) holds true. This allows verification
engine 204 to determine that o, = K* for some value of s that is involved in the
secret signing key.

[0051] While two different verifications are presented, either one may be
performed or both verifications may be performed. If verifications performed

indicate that the signature o is valid, verification engine 204 accepts the digital
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signature. However, if the verifications performed indicate that the signature o is
not valid, verification engine 204 rejects the digital signature.

[0052] Because the verification engine 204 does not have access to the
mathematical representation of the circuit 210 or to any of the inputs into the
circuit 210, the systems described herein may have privacy of the policy and
privacy of the attributes. That is to say, that the verification engine 204 does not
know the signing policy for the message nor does verification engine 204 know
what attributes the user whose digital signature is created has.

[0053] Figure 3 shows a block diagram of an attribute-based cryptography
system 300 implementing an attribute-based decryption scheme, according to an
example. In Figure 3, the system 300 includes a computing system 301 which
also includes the key generation engine 104, the cryptography engine 106, and a
decryption policy circuit 310, as well as a setup engine 302 and encryption engine
304. The cryptography engine 106 may include decryption engine 306. The
computing system 301 may be, for example, a notebook computer, a tablet
computing device, a portable reading device, a wireless email device, a mobile
phone, a workstation, a server, a desktop computer, or any other computing
device. Decryption policy circuit 310 may be one type of cryptography policy
circuit 110.

[0054] Setup engine 302 may generate a master secret key and a set of public
parameters (P) which may be utilized by encryption engine 304, the key
generation engine 104, and decryption engine 306. The setup engine 302
receives as inputs a security parameter (1), an upper boundary depth of all circuits
(/) and a number of Boolean inputs (n). A trusted third party may produce these
values. The security parameter (1) is a variable that measures the resource
requirements needed, such as the length, in bits, of the secret signing key to be
computed. The upper boundary depth of all circuits (¢) is the upper boundary
depth, based on the number of logic gates, for circuit 310. The Boolean inputs (n)

is the input size for all ciphertexts that will be input into circuit 310.
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[0055] Setup engine 302 generates groups G = (Gq, ..., Gy41) Of prime order p,
with canonical generators, g4, ..., gx+1 Where g = g;. Setup engine 302 also
generates random values a € Z, and hy, ...,h, € G;. The public parameters (P)
consist of the group sequence description = (Gy, ..., Gy1) in addition to:
P =g¢ hy, .. hy
[0056] Setup engine 302 may map an individual attribute with a group element
h;. To accomplish this, setup engine 302 may utilize a hash to point technique to
hash the attribute a; € U into the point h; € G (i.e. h; = H (a;) where H:{0,1}* -
G is a suitable hash to point type of hash function. Setup engine 302, in an
example, may hash the attributes into group elements (i.e. H:{0,1}* — G), so that
h; = H(a;).
[0057] In an alternative example, setup engine 302 may hash the decryption
policy (W) along with the attributes, so that users that have secret keys that
correspond with the decryption policy may decrypt. In this example, the hash
function is H,:{0,1}* x {0,1}* - G where h; = H,(a; | ¥). In this example, if a
user uses {h;}; as a basis to encrypt a particular message, any user who wishes
to decrypt that data should have a secret key that is specifically corresponds to the
decryption policy (e.g., being the attribute manager is not enough, by itself, to
decrypt, the user is required to own a credential associated with manager || V).
[0058] Utilizing this hashing technique, setup engine 302 may generate a set of
public group elements {h;},i = 1, ...,n as follows:
h; = H(att)).
Thus, the public parameters may be reduced by the setup engine 302 to:
P = gF.
Hence the setup engine 302 may generate the master secret key as:
Gic-1-
[0059] Encryption engine 304 may receive the public parameters P and a
message M to create ciphertext for the message, and thus, encrypt the message.
Encryption engine 304 first generates s € Z,, based on the public parameters P,
the input x that describes which attributes are being used, and a message bit

M € G,. Encryption engine 304 then may generate C,, = M - (g77). With Sbeing
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the set of i for which x; = 1, encryption engine 304 generates the following
ciphertext:

CT=(Cy,g5,ViES  C; =h}).
[0060] The key generation engine 104 generates a secret signing key to be used
by the decryption engine 306 for decryption of the encrypted message. The inputs
to the decryption policy circuit 310 include the attribute-based hashes generated
by setup engine 302. Each attribute-based hash corresponds to an individual
attribute, or characteristic, of a user to be used to generate that user’s secret key.
For example, an attribute-based hash may correspond to the position level of a
user, the location the user is based, the age of the user, or any other individual
characteristic of the user.
[0061] The key generation engine 104 receives any number of attribute-based
hashes as inputs to circuit 310 in accordance with the decryption policy
implemented by circuit 310. If the attribute-based hashes correspond with the
decryption policy, a valid secret key is produced. In other words, if the attribute-
based hashes validly pass through the decryption policy circuit 310, then a valid
secret key is produced by the key generation engine 104. Otherwise, an invalid
secret signing key is produced—a condition for which is detected during the
decryption phase. Attribute-based hashes corresponding to the attributes of a
user who wishes to decrypt the message would be input into the circuit 310. If
these attributes validly pass through the circuit 310, then the attribute-based
hashes correspond to the decryption policy and a valid secret key is generated.
[0062] The key generation engine 104 may receive as inputs the master secret
key generated by setup engine 302 and a representation (f) of circuit 310
corresponding to a decryption policy for a specific message. The representation
(f) of circuit 310 has a total of n 4+ g wires with n inputs, and g gates. The wire
n + q represents the output wire of circuit 310. The key generation engine 104
then may generate a set of keys (i.e. the header key (Ky), the input wire keys
(Kin), the OR gate keys (Kors), and the AND gate keys (K yps)) in a similar way
as discussed under Figure 2. Thus, the secret key generated by the key
generation engine 104 is:

SK= {Ku, Kin, Kors» Kanps}
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[0063] Decryption engine 306 may validly decrypt the message given a
ciphertext CT corresponding with input x € {0,1}" and a secret key SK associated
with representation (f) of circuit 310 if f(x) = 1. In other words, decryption
engine 306 may decrypt the message if the attributes validly pass through the
circuit 310. Decryption engine 306 generates g;° to retrieve the message M,
since M =Cy/gy°. Utilizing the header key Ky, decryption engine 306 may
generate the following:
A = e(Ky, g°) which is g& - g;r’”q's.
Therefore, decryption engine 306 may generate:
gt = Alg, "
Thus, g* may be reduced to determining g,:r”“"s which is possible if circuit 310

is evaluated from the bottom up so long as f(x) = 1.

[0064] Figure 4 shows an example of cryptography circuit 110. The circuit
depicted in Figure 4 may also represent circuit 210 and circuit 310. Circuit 110
from Figure 4 includes input wires 402, 404, 406, and 410, AND gate 408, OR
gate 412 and output wire 414. The collection of wires and gates implements a
particular cryptography policy such as a signing policy or a decryption policy.
While a specific configuration is depicted in Figure 4, circuit 110, which is
mathematically represented by the key generation engine 104 and cryptography
engine 106, may be any combination of logic gates, such as AND gates, OR
gates, NOT gates, NAND gates, NOR gates, XOR gates, XNOR gates, or any
other logic gate that maps to a signing policy for a particular message.

[0065] In the example shown in Figure 4, the cryptography policy requires
attribute-based keys or attribute-based hashes input as input wires 402 and 404
to validly pass through AND gate 408. Thus, both attribute-based keys input as
input wires 402 and 404 may meet the signing policy or both attribute-based
hashes input as input wires 402 and 404 may meet the decryption policy. For
example, both inputs 402 and 404 may conform to the policy. The output of AND
gate 408 acts as an input wire 410 along with input wire 406 for OR gate 412. In
this case one of input wire 410 or input wire 406 may conform to the requirements
for the output 414 of the circuit 110 to be valid. In the case of a digital signature,
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En+q is the output 414 of the cryptography policy circuit 110. As discussed

previously under Figure 2, this is multiplied by E’ in order to get o which is a part
of the final signature. Moreover, inputs 402, 404, and 406 are algebraic group
elements, thus, they are multi-bit attribute based keys.

[0066] Figures 5, 6, and 7 are flowcharts of attribute-based cryptography
methods 500, 600, and 700. Although the execution of methods 500, 600, and
700 is described below with reference to systems 102, 200, and 300, other
suitable components for execution of methods 500, 600, and 700 can be utilized
(e.g., computing device 800). Additionally, the components for executing the
methods 500, 600, and 700 may be spread among multiple devices. Methods
500, 600, and 700 may be implemented in the form of processor executable
instructions stored on a non-transitory machine-readable storage medium, such as
the machine-readable storage medium 820, and/or in the form of electronic
circuitry.

[0067] Method 500 begins at 502 with inputting a plurality of individual attribute-
based data into circuit 110. As explained above, the circuit 110 comprises a
plurality of logic gates which implement a Boolean expression that defines a
signing or decryption policy for a message. Each of the plurality of individual
attribute-based data may correspond to an individual attribute. Each individual
attribute may correspond to a characteristic representative of a user seeking to
sign a message. The individual attribute-based data may include individual
attribute-based keys and individual attribute-based hashes.

[0068] The method continues at 504 with generating, by the key generation
engine 104, a secret key, such as a secret signing key, based on the plurality of
individual attribute-based data corresponding to the signing or decryption policy.
The method continues at 506 with receiving, by the cryptography engine 106, a
message to be signed or decrypted. The message to be decrypted may be
ciphertext. The method continues at 508 with generating, by the cryptography
engine 106, a digital signature or decrypt, by the cryptography engine 106, based
on the secret key and based on the message.
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[0069] Method 600 begins at 602 with generating a master secret key by the
setup engine 202. The method continues at 604 with generating a public key by
the setup engine 202. The public key may be an OTS public key. The method
continues at 606 with inputting a plurality of individual attribute-based keys into
the signing policy circuit 210. The circuit 210 comprises a plurality of logic gates.
The logic gates correspond to a signing policy for a message.

[0070] The method continues at 608 with generating, by the key generation
engine 104, a secret signing key based on the plurality of individual attribute-
based keys corresponding to the signing policy. The method continues at 610
with receiving, by the signature engine 206, a message to be signed. The
method continues at 612 with generating, by the signature engine 206, a digital
signature based on the secret signing key and the message to be signed. The
method continues at 614 with verifying, by verification engine 204, the digital
signature.

[0071] Method 700 begins at 702 with generating a master secret key by the
setup engine 302. The method continues at 704 with generating public
parameters by the setup engine 302. The method continues at 706 with
encrypting, by encryption engine 304 a message. The method continues at 708
with inputting a plurality of individual attribute-based hashes into the decryption
policy circuit 310. The circuit 310 comprises a plurality of logic gates that
correspond to a decryption policy for a message.

[0072] The method continues at 710 with generating, by the key generation
engine 104, a secret key based on the plurality of individual attribute-based
hashes corresponding to the decryption policy. The method continues at 712
with receiving, by the decryption engine 306 the encrypted message as
ciphertext. The method continues at 714 with decrypting, by the decryption
engine 306, the encrypted message.

[0073] Figure 8 is a block diagram of a computing device 800 to provide
attribute-based cryptography, according to an example. The computing device
800 includes, for example, a processing resource 830, and a non-transitory
machine-readable storage medium 820 including instructions 802, 804, 806, and
808 for providing attribute-based cryptography including an attribute-based digital
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signature and attribute-based decryption. Computing device 800 may be, for
example, a notebook computer, a tablet computing device, a portable reading
device, a wireless email device, a mobile phone, a workstation, a server, a
desktop computer, or any other computing device.

[0074] Processing resource 830 may include a single processor, multiple
processors, a single computer, a network of computers, or any other type of
processing device suitable for retrieval and execution of instructions stored in
machine-readable storage medium 820. For example, the processing resource
830 may include multiple cores on a chip, include multiple cores across multiple
chips, multiple cores across multiple devices (e.g., if the computing device 800
includes multiple node devices), or combinations thereof. Processing resource
830 may fetch, decode, and execute instructions 802-808 to implement methods
500, 600, and 700. As an alternative or in addition to retrieving and executing
instructions, processing resource 830 may include at least one integrated circuit
(IC), other control logic, other electronic circuits, or combinations thereof that
include a number of electronic components for performing the functionality of
instructions 802-808.

[0075] The various engines depicted in Figures 1, 2, and 3 are implemented as
the processing resource 830 executing machine instructions such as those
illustrated in Figure 8.

[0076] The non-transitory machine-readable storage medium 820 may be any
electronic, magnetic, optical, or other physical storage device that contains or
stores executable instructions. Thus, machine-readable storage medium may be,
for example, Random Access Memory (RAM), an Electrically Erasable
Programmable Read-Only Memory (EEPROM), a storage drive, a Compact Disc
Read Only Memory (CD-ROM), and the like. As described in detail herein,
machine-readable storage medium 820 may be encoded with a series of
executable instructions for providing a digital signature.

[0077] Setup instructions 802 can be used to generate a public key. The public
key may by an OTS public key. Setup instructions 802 may also be used to
generate a master secret key. Key generation instructions 804 may be used to
input a plurality of individual attribute-based keys or attribute-based hashes into a
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mathematical representation of a circuit. The circuit may comprise a plurality of
coupled logic gates which correspond to a policy, such as a signing policy or a
decryption policy. Each of the plurality of individual attribute-based keys or hashes
may correspond to an individual attribute. The individual attribute may correspond
to a characteristic representative of a user seeking to sign or decrypt a ciphertext.
[0078] Key generation instructions 804 may also be used to generate a secret
key based on the plurality of individual attribute-based keys or hashes
corresponding to the signing or decryption policy. The secret key may also be
based on the master secret key.

[0079] The cryptography instructions 806 may receive a message to be signed
or decrypted. The cryptography instructions 806 may also generate a digital
signature or decrypt the message based on the secret key and the message to be
signed. Verification instructions 808 may verify the digital signature based on the
public key.

[0080] The above discussion is meant to be illustrative of the principles and
various embodiments of the present disclosure. Numerous variations and
modifications will become apparent to those skilled in the art once the above
disclosure is fully appreciated. It is intended that the following claims be

interpreted to embrace all such variations and modifications.
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CLAIMS

What is claimed is:

1. An attribute-based cryptography system, comprising:

a key generation engine to generate a secret key, the key generation
engine to implement a cryptography policy circuit that defines a
cryptography policy, the cryptography policy circuit to receive as an
input a plurality of individual attribute-based data and to output the
secret key based on the individual attribute based data
corresponding to the cryptography policy; and

a cryptography engine to receive ciphertext or a message and to decrypt
the ciphertext or generate a digital signature based on the secret
key and based on the message;

wherein each of the plurality of individual attribute-based data corresponds
to an individual attribute.

2. The attribute-based cryptography system of claim 1, further comprising:

a verification engine to accept or reject a digital signature, the verification
engine not having access to the cryptography policy, the
cryptography policy being a signing policy;

wherein the cryptography engine comprises a signature engine to receive
the message and to generate the digital signature,

wherein the cryptography policy circuit is a signing policy circuit comprising
Boolean logic that implements the signing policy, and

wherein each of the plurality of individual attribute-based data is an

individual attribute-based key.

3. The attribute-based cryptography system of claim 2, wherein each
individual attribute is selected from a group comprising a position level of a user,

a location the user is based, and an age of the user.



WO 2016/014048 PCT/US2014/047773

21

4. The attribute-based cryptography system of claim 2, further comprising a
setup engine to generate a public key, the public key being one-time signature
(OTS) public key.

5. The attribute-based cryptography system of claim 1,

wherein the cryptography engine comprises a decryption engine to receive
the ciphertext and to decrypt the ciphertext based on the individual
attribute-based data corresponding to a cryptography policy, the
cryptography policy being a decryption policy;

wherein the cryptography policy circuit is a decryption policy circuit
comprising Boolean logic that implements the decryption policy;
and

wherein each of the individual attribute-based data is a hash of the
individual attribute.

6. A non-transitory machine-readable storage medium storing instructions
that, if executed by a processing resource of an attribute-based cryptography
system, cause the processing resource to:
generate a public key;
input a plurality of individual attribute-based data into a circuit defining a
cryptography policy;
generate a secret key via the circuit based on the plurality of individual
attribute-based data corresponding to the cryptography policy; and
generate a digital signature or decrypt a ciphertext based on based on the
secret key and based on the public key;
wherein each of the plurality of individual attribute-based data corresponds
to an individual attribute.

7. The non-transitory machine-readable storage medium of claim 6, further
comprising instructions that, if executed by the processing resource, causes the
processing resource to generate a master secret key based on an upper



WO 2016/014048 PCT/US2014/047773

22

boundary depth of the circuit, wherein the secret key is further based on the

master secret key.

8.

The non-transitory machine-readable storage medium of claim 6, further

comprising instructions that, if executed by the processing resource, wherein the

public key is a one-time signature (OTS) public key used by a verification engine

to verify a single message.

10.

11.

The non-transitory machine-readable storage medium of claim 6,

wherein the plurality of individual attribute-based data is a plurality of
individual attribute-based keys;

wherein the circuit is signing policy circuit comprising Boolean logic that
implements a signing policy; and

wherein the individual attribute corresponds to a characteristic
representative of a user seeking to sign a message.

The non-transitory machine-readable storage medium of claim 6,

wherein the plurality of individual attribute-based data is a plurality of
individual attribute-based hashes;

wherein the circuit is a decryption policy circuit comprising Boolean logic
that implements a decryption policy; and

wherein the individual attribute corresponds to a characteristic
representative of a user seeking to decrypt the ciphertext.

An attribute-based cryptography method, comprising:

inputting a plurality of individual attribute-based data into a mathematical
representation of a plurality of coupled logic gates corresponding to
a cryptography policy;

generating, by at least one processor, a secret key based on the plurality
individual attribute-based data corresponding to the cryptography
policy;

receiving, by the at least one processor, a message; and
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generating a digital signature or decrypting the ciphertext based on the
secret key and based on the message;
wherein each of the plurality of individual attribute-based keys corresponds

to an individual attribute.

12.  The attribute-based cryptography method of claim 11, further comprising
verifying the digital signature such that a signing policy is not known when the
digital signature is verified,;
wherein the individual attribute-based data is a plurality of individual
attribute-based keys;
wherein the cryptography policy is a signing policy; and
wherein the individual attribute corresponds to a characteristic

representative of a user seeking to sign the message.

13.  The attribute-based cryptography method of claim 12, further comprising
generating a master secret key and a public key, wherein a secret signing key is
further based on the master secret key and the public key, the public key being a

one-time signature (OTS) public key.

14.  The attribute-based cryptography method of claim 11, further comprising
encrypting the message;
wherein the individual attribute-based data is a plurality of individual
attribute-based hashes;
wherein the cryptography policy is a decryption policy; and
wherein the individual attribute corresponds to a characteristic

representative of a user seeking to decrypt the ciphertext.

15.  The attribute-based cryptography method of claim 14, further comprising
generating a master secret key and public parameters;
wherein the generating the secret key is further based on the master
secret key and the public parameters.
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