When Grid Meets Web: How COVID extended the Party-state’s capacity
for social control at the grassroots

Abstract: Although Xi Jinping is widely seen, both inside and outside of China,
as a vigorous centralizer of political power, the party-state responded to the
sudden emergence of COVID-19 with an arguably less visible but dramatic shift
in the opposite direction: a sudden delegation of power and authority to lower-
level organizations in order to maintain social governance and control at the
grassroots. This unprecedented rapid downshift of authority greatly empowered
the urban subdistricts (##31&) and neighborhood organizations (£ [X) that

operate just outside the margins of official state power. Such a centripetal shift
to the margins was supercharged by a rapid build-up of the high-tech capacities
of the urban grassroots that included a proliferation of digital instruments to
control and restrain the movement of ordinary residents on a grand scale,
resulting, during the period of the pandemic, in the strictest social control since
the Maoist era.

On its face, the initial message appeared innocuous enough: in April 2022,
customers of four banks in rural Henan were informed that withdrawals were
suspended temporarily for routine “system maintenance and upgrade.”
However, when the “upgrade” message persisted, savvy depositors linked the
issue to an ongoing police investigation of the bank’s owner. The Henan New
Fortune financial services group was suspected of “illegally absorbing public
deposits” (FE i UK /A A 27 across several rural banks. In all, six bank
chains, including two in neighbouring Anhui Province, were affected.!

The news spread like wildfire, triggering an escalating series of protests by
anxious depositors. The first took place outside the China Banking and
Regulatory Commission in Zhengzhou in late May after bank customers were
told that their funds had been frozen by regulators. Although the deputy director
assured the protestors that all legitimately deposited funds would be protected,?
five weeks later, several thousand more depositors amassed outside the
Zhengzhou branch of the People’s Bank of China. Many were beaten by local
police and an army of white-shirted thugs, sending dozens to the hospital.’

However, many others who had planned to participate were prevented from
doing so when their health codes mysteriously turn red, barring them from using
public transportation. Some who managed to arrive by train saw their codes
switch when they scanned the Zhengzhou Station South Exit sentinel QR code,
preventing them from leaving the station.* In all, 1,317 depositors from both in-
and outside of Zhengzhou—some as far away as Shandong and Liaoning--



reported suspicious and irregular “health code switching” beginning in mid-
June,’ confirming suspicions that China’s COVID-tracking system could in fact
be weaponized by local authorities to stifle dissent.

On social media, netizens accused Zhengzhou authorities of using the health
code app as a “good citizen certificate” (E K #); others opined that
“unrestricted public power is China’s biggest epidemic” (5 IR il # /A # 77,
7 & #F Bl 5 A #9J% 1F). One Zhengzhou resident whose health code was
switched illegitimately for three days filed an administrative petition against the
Henan Health Committee.® Eventually, even nationalist firebrand Hu Xijin
weighed in, asserting that the misuse of health codes by local governments
could threaten the legitimacy of the government’s anti-COVID efforts.” Ten
days later, the Zhengzhou Discipline Inspection Commission apparently agreed,
and removed the deputy secretary of the city’s Political-Legal Committee from
office. Four other officials were likewise demoted or otherwise disciplined for
tampering with the health codes of residents without any medical cause.®

Zhengzhou’s deployment of health code-switching is perhaps one of the best-
known recent examples of digitalized “overreach” by local administrative units
unexpectedly empowered by Xi Jinping’s signature “zero COVID” policy. Yet
the case arguably also stands as an important marker signalling future trends in
the direction of the regime’s efforts at social governance and control. Although
Xi is widely viewed both in-and outside of China as a highly efficient
centralizer of political power, the unprecedented demands on state capacity
wrought by the pandemic in fact entailed an arguably less visible but dramatic
shift in the opposite direction: a sudden delegation of power and authority to
organizations at the social grassroots.

This remarkable downshift of operational authority displayed two distinct
characteristics. First, it pushed beyond the boundaries of official administrative
structures, greatly empowering the shadowy and largely extra-legal realm of
urban subdistricts (7 ) and neighborhood organizations (# [X). Both have
emerged since the adoption of market reforms, but occupy a place outside of the
established Party-state hierarchy, operating more as autonomous self-governing
grassroots entities rather than as appendages of local government. China’s
“zero-COVID” policy necessitated a rapid administrative activation of these
organizations through the so-called “grid management system” (¥ #& 1t & & #
4).1% Second, this wave of “pandemic state-building”!! was supercharged by
enhancing the high-tech capacities of the urban grassroots. To cope with the
rapidly spreading coronavirus, urban subdistricts and neighborhood
organizations emerged as new hubs of digitalized surveillance, monitoring and
control. It was the combination of these two developments—the empowerment



and mobilization of the Party-state’s administrative agents at social grassroots,
and the proliferation of digital instruments to control and restrain the movement
of ordinary residents on a grand scale—that made possible the Party-state’s
capacity to impose and maintain the strictest social control since the Maoist era
during the pandemic.

Fortifying the Grid

Contemporary “grid-style management” was introduced as the lowest level of
urban governance below urban subdistricts as the most basic “unit of digital city
management.” Borrowing from computing language, grids were designed to
employ mapping and geo-coding technology to collect, manage and rationalize
data in China’s sprawling urban landscapes.'? Their functions were shaped by
two early policy experiments, the first in Beijing’s Dongcheng district in 2004,
and the second in Zhejiang’s Zhoushan Municipality in 2007. In both cases,
urban district governments divided their jurisdictions into three subordinate
levels of grids: traditional neighborhoods were designated as “large grids” that
contained smaller communities (“medium grids”), within which existed even
smaller residential organizations (£ [X); these were further subdivided into
grids of roughly 10,000 square meters each, each managed by several dedicated
personnel.!* Whereas Dongcheng’s focus on dispute resolution tended in the
direction of stability maintenance (4 2), the Zhoushan experiment linked grid
management primarily to public service provision. '*

The 18th Central Committee’s Third Plenum in November 2013 officially
endorsed both functions: as part of Xi’s “innovative social management

system” (€] 74 2 76 2 fK #), grid management was to “coordinate social
relations and resolve social problems” (7 4 & % &, k445 #) and
deliver “socialized services” (£ = 1 ik %) by developing “grassroots
comprehensive [online] service management platforms” (% 2 4% & R - & 2 F
£). The April 2015 “Opinions on Strengthening the Construction of the System
of Prevention and Control in Maintaining Public Law and Order” (5 T /1 5& #
SIB R AR R BB E ML) directed local governments to implement grid
management in urban centers across all municipalities, counties, and districts by
2020. Significantly, this was to be accomplished by developing comprehensive
online service management platforms at three levels: counties (including cities,
districts, and banners) (7. X . j#), urban subdistricts (£7 ), and
neighborhood organizations (#£ [X). Locales in which “conditions allowed”
were pushed to develop online management ahead of schedule. By the end of

2016, 93 percent of Chinese urban and rural communities reported having
successfully implemented grid management systems based on “big data chains”



(K Z5 4 4%) capable of “integrating multiple networks into a single system” (&
% 7k M & — 7k W), transforming single-line chains of command into
comprehensive systems “with unified management and multi-functionality” (4t

—EE. —RAFA)

Pre-pandemic grid-style management thus involved a potent blend of the
comprehensive “platformization” of high-tech digital tools, and cutting edge
experiments in grassroots policing that built upon much older governance
models. For example, one neighborhood organization’s 2022 call to set up a
“decimal household” (+ F &) pilot registration system for sub-grid level
COVID control in Sichuan’s Zigong was widely mocked online as a throwback
to the feudal era. A blogpost entitled “I’d thought we were returning to the
Cultural Revolution, not the Qin Dynasty” (J& LA %7 = BB 5| > ¥, & HZ| 5]
1% 2| 7 % #)!” made the rounds, with netizens drawing parallels between the
proposed pilot and the compulsory census registration and control system (%% 7
5+ &)'® of the Warring States Period, or to the conscripted “thousand
households” battalion system (- / fi|) imposed by Genghis Khan and
maintained during the Yuan Dynasty.!” Party-state officials, however, invoked
more recent models: by 2018, Zhejiang was promoting a grid-style management
program in Taizhou’s Luqiao District based on the celebrated “Fengqiao
Experience” (# 4 5)?° of the Mao era, which focused on “mobilizing and
relying on the masses, steadfastly refusing to remand conflicts to higher
authorities by solving them on the spot, thereby lowering arrests and improving
public security” (X S iR EAF A, BEHTEA L, siMfdr, THHEA
DL ieRE)A!

However, crucially, the grid management system was from its inception
conceived as a vast data collection and digitization effort that would rely on hi-
tech tools to link grassroots social management to the formalized administrative
structure of urban districts and above. As early as 2017, for example, Fuzhou
Municipality’s grid management system linked together seven platforms
including government affairs data, video surveillance, public-facing hotline
services, emergency crisis command, a tailor-made “e-gov” app for grid
workers, and a public-facing “eFuzhou” app for residents that enrolled over a
million users.?? The “Safe Zhejiang” app, also rolled out in 2017, solicited
information from local residents which was uploaded to a “social governance
integrated command center” featuring giant screens displaying video-
surveillance feeds alongside “mood” charts flagging up grassroots issues with
“problem areas” flashing red. The command center dispatched orders to local
officials, grid managers, and various volunteers, monitoring developments in
real time.?’



The “eFuzhou” and “Safe Zhejiang” models were adopted and quickly spread:
a February 2019 Central Committee Notice called for grassroots grid work to
“achieve ‘multi-network integration’” (L3, “ % W & —" ) by feeding data
captured by grassroots grid workers engaged in “Party building, comprehensive
management, community governance, digital urban management and other
systems” (FHVE X . FAEE . HXIEE | HFIWE) into “integrated
information systems and command control platforms” (— &t i 15 & & & fu 47
& 181 T 8). Street-level video surveillance was also added, “in order to
realize interconnection, information sharing, real-time monitoring and
comprehensive monitoring assessments” (£ A B B, F REF ., ZH I
eI ) R

The unexpected arrival of COVID in 2020 greatly accelerated the process of
digitizing grassroots grid governance. Within twenty-four hours of the Wuhan
lockdown, China’s National Health Commission ordered all local governments
to implement “grid and blanket-style management” (52 i W # ft.. B X &
#2). Full- and part-time staff were mobilized and organized into teams to
“contact households to ensure that various prevention and control measures are
effectively implemented, with no dead ends” (3% % 2| /7, # 1k & T 15 #
BB YLK, I A). Neighborhood organizations (# X)) mobilized the
grid management system “making full use of big data tools” (7t 2 F| fl A 25 4%
£ EX) to monitor the health and movement of all residents, manage their
close contacts, and report abnormalities to superordinate levels.? At the
Politburo Standing Committee meeting in February 2020, Xi likened the
national fight against COVID to a game of chess (— % #£), calling upon Party
committees and all levels of government to strictly obey the “unified command,
coordination and dispatch” (%t — 351 . % — W #. %— & Z) of Central
Committee orders; the grassroots grid-style management system was conceived
as the chessboard upon which the match against the virus would be played out.?

Yet because the grid management system remains outside the formal structure
of the Party-state,?’ its role in managing the pandemic was largely quasi-legal:
neither urban subdistricts (732 ) nor neighborhood organizations (£ [X ) were
legally empowered to determine local COVID prevention and control policies,
seal off gated communities or residential buildings, or forcibly enter private
homes. Grid workers, including the so-called “big whites” (X &) that formed
the backbone of on-the-ground “zero-COVID” enforcement teams, had no legal
authority or decision-making power to prevent residents under quarantine from
seeking medical assistance, or to seize their pets or personal property.?
Technically, grid workers could only compel, and not command, social



compliance from residents, as even the People s Daily openly acknowledged at
the start of the pandemic.?’

The sidestepping of clear legal mandates to mount a locally effective pandemic
response was greatly assisted by the creation and adoption of digital tools that
appeared to devise a new a nationwide algorithmic standard of COVID-19
governance,’ thereby legitimating the quasi-legal “pandemic state-building
described by An and Zhang.?! The nationwide activation of grassroots
governance organizations alongside the quasi-compulsory adoption of digital
monitoring and reporting enabled a rapidly scalable expansion of the Party-
state’s capacities for social control under the state of emergency.

Digitizing social control

The health code apps that enabled the Party-state to extend its reach were the
product of collaboration between large tech companies and various levels of
government during the early stages of the pandemic. Accessed via Tencent’s
WeChat and Alibaba’s Alipay platforms, they were multifunctional by design:
they served as officially recognized COVID health status certificates, travel
passes, vaccination records, and, sometimes, as purported contact tracing
devices. Tied to the national ID number of all PRC citizens, the health code
used a variety of big data mining technologies in tandem with user self-
reporting to facilitate the contact tracing, quarantine, and disease management
work largely carried out through the grid management system.

The app’s algorithm sorted people into one of three scannable colored QR
codes: green (meaning that the user was at low risk of transmitting COVID to
others, and was therefore afforded free movement), yellow (signalling a
moderate risk of transmission, requiring the user self-isolate for one week), and
red (signalling that the user was at high risk of transmitting the virus, requiring
a mandatory two-week quarantine). The bearers of yellow and red health codes
were furthermore required to produce a series of negative PCR test results
before restrictions could be lifted, and their health code switched. After May
2021, an additional yellow symbol was added to indicate the user’s vaccination
status—either around the borders of the QR code or as a logo in the center of
the code itself. *2

Two health codes were initially developed in early February, in Shenzhen and
Hangzhou, the home bases of Tencent and Alibaba, respectively. The initial tri-
color health code was created using the personnel access authentication program
in Tencent’s headquarters in Shenzhen as a launchpad during the first week of
February. Tencent was able to scale up a version of their system as a WeChat-
based mini-program on February 9, 2020, making Shenzhen the first city to



adopt a smartphone-based health code. The Tencent Health Code app was
quickly rolled out to Guangdong, Sichuan, Yunnan, Guizhou, Shanghai, Tianjin,
Chonggqing and elsewhere, supporting over 100 million users within days.>

Meanwhile, in early February, the Hangzhou Municipal Government had
implemented the highest level pandemic control measures (‘& = # i HY 5 ™ 25
4), after 113 cases were reported in the city (28 of which appeared in Yuhang
District). The following day, on February 4, the Yuhang District Epidemic
Prevention and Control Leading Working Group convened a brainstorming
session with software engineers from Alibaba Cloud Services, DingTalk, QQQ,
and Uniview Technology. Working around the clock, the coders devised a tri-
color “health code” app on February 5 that was piloted the next day among
employees within Yuhang District tech firms, which were operating under a
“digital closed loop” system (%X F ft. ¥ 21). The working group further
simplified the system in already use for tech employees in order to create a
version suitable for city-wide adoption. On February 11, the Hangzhou
Municipal Government announced the release of its tri-color health code;
Alipay made it available to local users less than twenty-four hours later. On
February 15, the General Office of the State Council directed Alipay and
Alibaba Cloud Services to accelerate the development of a scalable, nationally
integrated platform for epidemic prevention and control capable of processing
and assigning individualised health codes nationally. Three days later, Zhejiang,
Sichuan, and Hainan were able to be added to the system via Alipay, registering
a total 15 million users, and allowing a resumption of normal economic
activities in those areas in which they were adopted.>*

The swift and sweeping adoption of these apps gave the digital health code
system a “quasi-compulsory” dimension: although there was never a clear-cut
legal obligation for citizens to download local health code apps in China, most
users were compelled to “opt-in” as a matter of necessity, given the pervasive
requirement-- policed largely by grassroots grid workers—to display and scan
health codes to use public transportation, and enter public spaces.*> A 2020 New
York Times analysis of the Alipay-linked health code developed in Hangzhou
found that, as soon as a user granted the software access to their personal data, a
part of the code not visible to the user sent the location, city name and an
identifying code number to a server controlled by the local Public Security
Bureau, arguably “setting a template for new forms of automated social control
that could persist long after the epidemic subsides.”>®

Critically, both apps were initially based upon systems already in place in high-
tech workplaces in China: the Tencent app was based on their in-house
personnel access authentication management system; the Alibaba app was



developed from DingTalk (4] 47), an employee messaging platform in use in
Alibaba’s Shenzhen headquarters.?” The fundamental technical design of both
apps was driven by the aim to ensure “safe and orderly return to work” (&2
FiE 5 & T) in tightly controlled “closed loop” (4 3) workplaces via large-
scale “point-to-point” (& 2| &) transfers of employees from one geographically
anchored locale to another, in many cases with local grid workers handling the

transfers at either end. The expectation of curtailed movement was built into the
technical specifications of the health code system.®

However, local governments always retained the ability to control and alter the
algorithmic rules that produced user health codes, input selective data, and
access the data collected via local health code apps.*® Broadly speaking, a user’s
health code status was partly based on information submitted by the user, which
was then combined with locational data collected on public transport systems,
“site entrance code” QR scans (|14 %%), and base station locations. But a
significant part of the data that produced an individual user’s health code status
was added by local government departments. This included the concentration of
confirmed cases in particular locations, local variations in population density,
and the numbers of people transiting through particular places at given times.*
Local governments could also introduce other specific requirements: for
example, when the Alibaba Cloud IT team that designed the Zhejiang Health
Code app designed the “Suzhou City Code” (73 %), they modified the
algorithm at the demand of local Suzhou officials, allowing them to track “key
populations” (& /& A #%) in different areas of the city: Suzhou officials were
able to mark the health status of the 8 million migrants working in the city as
“provisionally safe,” but also retained the ability to revoke that status with
relative ease.!

Perhaps more to the point, the technological specifications of China’s health
code apps differed substantially from those of Google- and Apple-created apps
in use elsewhere, which relied chiefly upon Bluetooth to facilitate contact
tracing. The Chinese health codes worked chiefly to control population
movement; they generated a numerical score based on perceived collective risk
by pooling big data drawn from public nearby service entities and base
locations.*> Thus, unlike the Bluetooth-based Google and Apple apps, which
empowered individual users by alerting them if they likely came into close
proximity with a confirmed COVID case, China’s health codes were designed to
analyze various regional and local large data sets to assign individual users
scores based partly on the likelihood proximal contact.*?

These risk calculations were made at the local level, reflecting the shifting
priorities of local authorities on the ground. Data fed into the health app system



involved individual and population profiling—generally carried out by
grassroots grid workers-- but was then evaluated by local authorities who faced
sanctions if they were perceived to be “lying flat” (4% -F) in the face of Beijing’s
“zero COVID” demands. With the arrival of the more transmissible Omicron
variant only weeks before the Twentieth Party Congress, pressure on local
authorities mounted precipitously, and risk margins tightened. A series of
authoritative “Zhong Yin” ({¥ & ) editorials appeared in successive issues of the
People’s Daily in mid-October 2022 sternly warning local officials of the
imminent danger of relaxing epidemic prevention and control efforts at the
grassroots,** provoking “a doubling down on the preventative logic, intervening
even before the actual occurrence of close contacts,”* and prompting the
imposition of excessively stringent control measures in many locales.

The regional and local modifications thus produced an unwieldy and deeply
fragmented system in which codes were not recognized by other jurisdictions.*®
Jiangsu Province proved particularly difficult to homogenize, with the
provincial “Su Health Code” (7~ & %) not adopted in Nanjing, which developed

its own system, “Ningguilai” (7 JZ 5 ); Suzhou residents adopted the “Su City
Code” (73 ), and Wuxi, the “Xi Health Code” (%7 E %), and so on.
Likewise, residents of populous Guangdong Province were split between at
least three different health code systems: Guangzhou’s “Sui Health” (72 &),
Guangdong’s “Ao Health Code” (% B %), and Shenzhen’s “Shen i Ni”(i% i ).
Within large cities, districts and even neighborhood organizations adopted
different apps, leading to what became known as the “one person, six codes”
(— /™ A 7<) phenomenon.*” Despite claims that all of the locally derived
codes would eventually link to a national health platform (B X ¥ %k & F &)
introduced in February 2020, by the end of March, only seven provincial health
codes could be accessed on the national health platform via the WeChat mini-
program, and eighteen provincial health codes were crosslisted on Alipay’s
version. Instead, locally tailored health codes—from Beijing’s (4t 7 2 & =),

Shanghai’s Suishen Code ([ ¥ #3), to Guangzhou’s (£ 1 5 #)—remained for
the most part stubbornly incompatible.*3

Yet, as Q1 Tongjun, the Director of the Data Resources Department of
Hangzhou Data Resources Management Bureau, observed, the oft-cited
complaints concerning the incompatibility of technology and standards
concealed a deeper motive: the self-interest of local authorities empowered by
pandemic control policies. Local government departments, Qi notes, are
generally unwilling to share or surrender the vast stores of data that they have
accumulated because of the power it represents.*’ Likewise, some have
proposed that the inability of Beijing to link all local apps to the national health



platform was likely caused by either bureaucratic intransigence or interagency
communication blockages, or a combination of both.>® As Xiong Dingzhang, a
senior partner of a Beijing law firm and a Beijing resident noted, “The
neighborhood organization (£ [X) has a lot of information, and now even the
property management office where I work now knows where I live, something
that was unimaginable in the past.”!

Overreach and Social Control in post-COVID zero China

On March 2, 2023, Wuxi Municipality staged a public ceremony to mark the
erasure of the first batch of one billion pieces of data collected by the “Xi
Health Code” (% & %) during the pandemic. Presumably to reassure its citizens
that the data was actually wiped clean, the city government invited in a third-
party auditor and notary official to witness the deletion. On the same day, the
city officially retired more than forty sentinel codes and special public
transportation passes that had been introduced as part of its COVID control
efforts. “Wuxi has become the first prefecture-level city in the country to
destroy the personal data of citizens collected during the pandemic,” local
authorities announced, “a gesture that embodies our ‘people-centered’ concept
of governance, [and] our commitment to governing by law.”>?

However, unsurprisingly, few have chosen to follow Wuxi’s example since
restrictions were lifted. Instead, many locales are trying to hold onto the power
and discretion granted to them under the COVID-sparked “state of emergency,”
and are busily repurposing the big data tools that sustained them. Shanghai, for
example, decided to retain virtually all of the functionality of its “Suishenban”
([ = 71) app, although the COVID-status “Suishen code” (4 & 42) part of the
app was taken off-line in January 2023.% As of September 29, 2022, the
Guangdong Provincial Public Security Department rolled out a new WeChat
applet, the “Ao Residence Code” (£ J& ), basically replacing the “Ao Health
Code.” The new app is mandatory for Guangdong-based household registration
certificate holders, migrants and foreign residents,** and links a resident’s ID
number, address and other personal data together in a scannable QR code. It
allows users to enter libraries, museums and hospitals, effectively granting
access to public spaces and “bundled conveniences” to an officially recognised
subset of residents® while providing local officials with an easy means of
excluding objectionable “key populations” from public places at will. Other
provinces, like Fujian, are purportedly following suit;*® and at the national level,
the Fourteenth Five-Year Plan released in November 2022 includes an
ambitious directive for a “national health informatization program” that will
feed the medical records and other personal data of all PRC citizens into a
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digital database maintained at the national level that will link to a downloadable
app for residents.>’

Perhaps the most ambitious repurposing of a local COVID health app was
proposed by Suzhou, whose Municipal Party Secretary announced the roll out
of the “Suzhou City Civilization Code” (73 X B #) extension in May 2020.
The new code was designed to allow its citizens with “high civilization points”
(LB A % 2 %) to enjoy priority access to public goods and spaces, and to
expose those who fail to meet city benchmarks.® The original plan linked two
indeces-- a “civilized traffic index,” and a “civilized volunteer score”—to the
Suzhou health code app, encouraging each citizen to develop “civilized
transportation habits, volunteer service, civilized trash and recycling practices,
civilized dining, a polite demeanor, civilized internet viewing habits, and
become honest and law-abiding.” A firestorm of fierce online criticism ensued:
could “civilization” be quantified, and should such measures be used to restrict
access to public goods? How would children, vulnerable people, and the elderly
participate in the “extra points” system? If people are unable to participate, will
they be deemed “uncivilized,” and therefore unfit to enter public spaces? One
professor at Nanchang University Law School weighed in to say the mere idea
caused him to break out in a cold sweat: “citizens indeed stand equally before
the law,” he noted, “but not equally before a ‘civilization app’.” The new
extension was piloted on September 3. Three days later, after a vicious
onslaught of “heightened public opinion,” it was listed “pilot testing concluded”
(M1, 4 ) and no longer available for download.*

If the far-reaching aspirations of the Suzhou Party Secretary were dashed by the
lack of public enthusiasm for his new proposed app, the post-pandemic future of
Beijing’s “sinking” of administrative power to the subdistrict level (#7i#) and
neighborhood organizations (#t [X) has not abated. Last year, in the name of
standardizing the services offered by neighborhood organizations and urban
subdistricts, the Beijing municipal government directed both to establish fully
informationalized service centers; Shanghai announced plans to both increase
and upgrade the staff of its neighborhood organizations, and Shenzhen also took
steps to increase to both further empower neighborhood organizations and
increase oversight over their activities.*

As the foregoing suggests, China’s recent “pandemic state-building” has
highlighted the increasing dependence of the Party-state on private big-tech
firms in pursuing its vast social governance ambitions. State-owned telecoms
like China Mobile are no longer the best source of accurate user geolocation
data: the pandemic proved that the GPS and other user data held by Alibaba and
Tencent are far more reliable and precise, although not (yet) easily accessed by
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local agents. As private firms, Alibaba and Tencent have denied providing user
data to state officials; with both seeking to expand overseas, being seen to
readily hand over user data could undermine their longer term commercial
interest .*! Unsurprisingly, the Party-state moved quickly to increase its control:
by the end of the first year of its crackdown in the high-tech sector, a trillion in
market value was shaved from Tencent, Alibaba, Kuaishou and Meituan.®> At
least another trillion was lost the following year. More important, the
government announced in January 2023 that is taking so-called “golden
shares”—special management shares claimed by central authorities since 2015
that entail special rights over business decisions-- in both Alibaba and Tencent,"
which will no doubt secure the state’s share of the data and resources of both.

Another aspect was the surprising compliance of the population with
arrangements that curtailed their freedom and livelihoods.In a now-deleted
September 2020 social media post, a think tank researcher presented the results
of a survey of nearly 6,000 Chinese citizens, over 90% of whom expressed high
levels of confidence in the health app system, and said that they hoped that it
would continue to be in use even after the pandemic had ended.®* After a
cascade of data leaks® and numerous tragedies caused by overreach that
ultimately fed into the A4 protests in November 2022 and the lifting of
lockdowns across the country, public opinion on the health code and local
government data control had shifted. In March 2023, NPC and CPPCC
representatives took up the issue of public interest in the health code data, with
delegates in each body proposing that any health code data retained by
government entities should be deleted or anonymized.®¢

X1’s China, barely twenty years removed from the outbreak of the SARS crisis,
is already a vastly different regime. Whereas handling the SARS outbreak in the
Hu-Wen era required recentralizing power and authority alongside a bold effort
to resolve long-standing interagency problems, the handling of COVID required
something of a reverse course for Xi Jinping. Manifestly neither a proponent of
the centripetal rebalancing of power, nor of the digitalized resolution of social
problems, he was pushed to reconsider both issues in tandem. The post-
pandemic political order may be experienced rather differently at the social
grassroots; but whether those changes will remain, and for how long, will tell us
much about the capacity of Xi’s Party-state to manage its tendencies to
overreach.
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