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Everyone is entitled to a social and
international order in which the rights
and freedoms set forth in this

Declaration can be fully realized.

The Universal Declaration of Human Rights, Article 28

“... Its a little strange to tie free trade
to human rights issues, it is
basically getting down to interference

iIN internal affairs.”’

Bill Gates, then CEO of Microsoft,
standing shoulder to shoulder with Jiang Zemin during a photo-op in Beijing, 1994.
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% Preface

Information and communication technology is often described as the driving force behind glob-
alization. It is also promoted as a tool for democratization with connectivity heralded as the
end of the digital divide. In truth, there is no doubt that electronic communication has facilitat-
ed the flow of information around the globe and that it has increased opportunities for human
rights and democracy activists to build international support for their struggles.

Unfortunately, the advent of modern communication technology has also brought new chal-
lenges for human rights advocates, particularly those living under repressive regimes. In a
world where the rules of international trade are unconnected to international human rights
law, technology’s promise of democratization is threatened by economic priorities. In the
People’s Republic of China, where there is no democratic accountability or legislative protec-
tion of human rights, technology can be and has been used as an instrument of repression.

At stake is the right of all people to an international order within which the promise of the
Universal Declaration of Human Rights (UDHR]) can be fulfiled. The UDHR and its accompany-
ing covenant on civil and political rights protect fundamental human rights including the indi-
vidual's right to privacy. The protection of human rights is the obligation of governments and
must be reflected in all activities implemented under governmental authority whether they are
trade promotion activities, the negotiation of bilateral and international trade agreements,
export financing or development assistance.

This report reveals how sophisticated technology, developed in Canada and promoted through
a series of national and international processes, could undermine the principles enshrined in
human rights agreements. China's Golden Shield project threatens the protection of human
rights, in particular the right to privacy — a right that underpins other essential elements of
democracy activism such as freedom of association and freedom of expression. It positions
the alliance of government and business in opposition to those standing on the cyber-frontline
of the human rights movement in China today.

It is my hope that this paper will provide a glimpse into the world of high-tech, big business and
the struggle for human rights and democracy in China. On behalf of Rights & Democracy, |
offer it in the spirit of salidarity with the people of China who may find its content of some use
as they develop and consolidate social movements for change. | offer it also to my fellow
Canadians who, following recent reports on police surveillance of dissent in Canada, may dis-
cover how intimately the rights of citizens in China are linked to our own.

Warren Allmand, PC., 0.C., Q.C.

President
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Executive Summary

China today faces a very modern paradox. On one side, the government understands that
information technologies are the engine driving the global economy, and that Chinese eco-
nomic growth will depend in large measure on the extent to which the country is integrated
with the global information infrastructure. At the same time, however, China is an authoritari-
an, single-party state. Continued social stability relies on the suppression of anti-government
activities. To state the problem simply, political control is dependent on economic growth and
economic growth requires the modernization of information technologies, which in turn, have
the potential to undermine political contral.

The “Great Firewall of China” is failing, largely due to the increased volume of Internet traffic in
China. The government knows that it can no longer hope to filter out all “objectionable” mate-
rial before it enters China’s networks; and so, faced with these contradictory forces of open-
ness and control, China is seeking to strike a balance between the information-related needs
of economic modernization and the security requirements of internal stability. In seeking to
reach this balance, the Chinese state has found an extraordinary ally in private telecommuni-
cations firms located primarily in Western countries. Many companies, including notably
Nortel Networks, until recently Canada’s largest firm, are playing key roles in meeting the
security needs of the Chinese government. Nortel Networks and other international firms are
in effect helping China to displace the firewall it constructed at the international gateway with
a more sophisticated system of content filtration at the individual level.

Old style censorship is being replaced with a massive, ubiquitous architecture of surveillance:
the Golden Shield. Ultimately the aim is to integrate a gigantic online database with an all-
encompassing surveillance network — incorporating speech and face recognition, closed-circuit
television, smart cards, credit records, and Internet surveillance technologies. This has been
facilitated by the standardization of telecommunications equipment to facilitate electronic sur-
veillance, an ambitious project led by the Federal Bureau of Investigation (FBI) in the US, and
now adopted as an international standard.

Many people in China have been arrested for Internet-related “crimes,” ranging from supplying
e-mail addresses to Internet publications to circulating pro-democratic information or articles
that are critical of the Chinese government, in blatant contradiction of international human
rights law guaranteeing freedom of speech. Charges are typically “subversion” or “threatening
to overthrow the government” as the line between criminal activity and the exercise of
freedom of speech is non-existent in China. The development of this new all-encompassing
architecture of electronic surveillance will make the lives of such courageous activists even
more difficult.
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In November 2000, 300 companies from over 16 countries attended a trade show in Beijing
called Security China 2000. Among the organizers was the “Chinese Communist Party Central
Committee Commission for the Comprehensive Management of Social Security.” A central fea-
ture of the show was the Golden Shield project, launched to promote “the adoption of
advanced information and communication technology to strengthen central police contral,
responsiveness, and crime combating capacity, so as to improve the efficiency and effective-
ness of police work.” China's security apparatus announced an ambitious plan: to build a
nationwide digital surveillance network, linking national, regional and local security agencies
with a panoptic web of surveillance. Beijing envisions the Golden Shield as a database-driven
remote surveillance system - offering immediate access to records on every citizen in China,
while linking to vast networks of cameras designed to increase police efficiency.

In order to make the Golden Shield a reality, the Chinese government is dependent upon the
technological expertise and investment of Western companies. Canada’s Nortel Networks is
playing a key role in these developments as witnessed by:

> its joint research with Tsinghua University on specific forms of speech recognition
technology, for the purpose of automated surveillance of telephone conversations;

> its strong and early support for FBI plans to develop a common standard to intercept tele-
phone communications, known as CALEA, in conjunction with technology transfer through
its joint venture, Guangdong Nortel (GDNT);

> its close relationship with Datang Telecom, a Chinese firm with substantial interests in the
state security market in China;

> the promation of JungleMUX which allows video surveillance data to be transported from
remote cameras back to a centralized surveillance point to the Chinese Ministry of Public
Security (MPS);

> the deployment of its “Personal Internet” suite in Shanghai, greatly enhancing the ability of
Internet service providers to track the communications of individual users;

Chinga's Golden Shield



>a US$10 million project to build a citywide fibre-optic broadband network in Shanghai
(OPTera) enabling central authorities to monitor the interests of subscribers at the “edge” of
the network, principally through the Shasta 5000 firewall, in direct conflict with the right to
privacy. This technology will also make it more difficult for dissidents to have clandestine com-
munications and facilitate police monitoring of Internet users attempting to access URLs not
judged appropriate by the Chinese government;

> the integration of face recognition and voice recognition technology in collaboration with
AcSys Biometrics, a subsidiary of Burlington, Ontario-based NEXUS.?

Many other Western firms have been involved in the development of a repressive state secu-
rity apparatus through the following developments:

> a nationwide database containing information on all adult Chinese citizens;

> smart cards for all citizens which can be scanned without the owner’s knowledge at a dis-
tance of a few metres;

> closed-circuit television to monitor public spaces;

> technology which allows the Public Security Bureau to make instant comparisons of
fingerprints;

> development of firewalls in China.

The self-interested high-tech discourse promises that new information and telecommmunication
technologies are inherently democratic and will foster openness wherever they are used.
China’s Golden Shield: Corporations and the Development of Surveillance Technology in the
People’s Republic of China debunks this myth. Technology is embedded in a social context and,
in this report, it has been shown to bolster repression in a one-party state in the name of
expanding markets and exponential profits.
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% Intfroduction

China has long suffered from inadequate telecommunications. Economic growth has demanded
modernization of an infrastructure characterized by outdated technology and limited access to
the resources necessary to develop it. To overcome these deficits, the government has
embarked on a well-financed effort to modernize its information infrastructure. China has there-
fore quickly become one of the world's largest consumers of telecommunications equipment.

An important goal of this modernization has been the acquisition of advanced telecommunica-
tions equipment from industrialized nations, on the premise that the technologies of the infor-
mation revolution provide China with the opportunity to “leapfrog” and vastly improve capabili-
ties in areas related to telecommunications. The transfer of these technologies to China has
been facilitated by two mutually supporting trends.

First, there is enormous competition among telecommunications firms to get a share of the
relatively undeveloped but rapidly expanding Chinese telecommunications market — the
largest market in the world. Naturally, the lure of potential billions has attracted every major
telecommunications corporation, including US-based Lucent and Cisco, European wireless
giants Nokia and Ericsson, and Canada’s Nortel Networks — not to mention countless others.
From these companies, China is buying more than US$20 billion worth of telecom equip-
ment a year.

China is reported to account for about 25% of the world’s market for telecommunications
equipment and is expanding exponentially. Much of this growth is achieved through sales by
foreign telecommunications companies and by joint ventures with Chinese partners, which
brings us to the second important trend.

The installation of an advanced telecommunications infrastructure to facilitate economic
reform greatly complicates the state’s internal security goals. As the amount of information
traveling over China’'s networks increases exponentially, the government’s ability to control that
information declines.

The exponential growth of the Internet in China has led some to argue that as new technolo-
gies are adopted they will inevitably create a more open, democratic society. The premise of
much research is that the Internet is an inherently democratizing medium, promoting plural-
ism, strengthening civil society, and pressuring governments to become more accountable to
their people. In the post-Cold War world, the power of information and communication tech-
nology to transform repressive societies is often held to be self-evident.

Recent events in China present a rather different story. It is well documented that the Chinese
government is committed to controlling online content and to restricting the access citizens
have to information published outside the country.® They also aim to prevent the emergence of
“virtual organizing” that has become an important feature of the Internet in other countries. In
this regard, the Internet presents a number of unique challenges to the regime. Recent data
from a Chinese Academy of Social Sciences (CASS) survey shows that 10% of users admit to
regularly using proxy servers to defeat censorship, that most users trust foreign news
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Chinese President Jiang Zemin, left, shakes hands with

Frank Carlucci, chairman of Nortel Networks of Canada, of Internet traffic today poses a serious challenge to the

sources almost as much as government sources, and that the majority believe that the
Internet will have significant social and political effects.*

In light of this rapid transformation, Chinese authorities are keen to acquire new technologies
that will serve to increase their surveillance capabilities. While the Internet may empower
ordinary people, it may also provide the government with a new range of repressive tools to
monitor private speech and censor public opinion.

From the first linking of China to the global Internet in 1994,
central authorities have consistently sought to control
China’s Internet connections. Heavily restricting international
connectivity was a key principle in China’s nascent Internet
security strategy. Now, seven years later, international con-
nections for all five of China’'s major networks® still pass
through proxy servers at official international “gateways.”®
Filtering and monitoring of network traffic is still focused at
this level. Derisively termed “The Great Firewall”” by hack-
ers and journalists worldwide, this strategy has enjoyed
varying degrees of success. Continued economic modern-
ization, however, has led to exponential growth in the
demand for international bandwidth, and the sheer volume

in March 2000 in Beijing.
strategy of State control at the gateway level.

Originally, there were many reasons for constructing the
Chinese network along the lines of this “Great Firewall” model. The gateways would modulate
the pace of China’s opening up to the world through electronic interaction. The government
would decide at what rate to expand the connections and could theoretically shut them down
in a social emergency.

The gateways were to serve as the first line of defence against anti-government network intru-
sions. They would serve as a firewall, restricting the amount of information about internal net-
works available to foreign intruders. The gateways were designed to prevent Chinese citizens
from using the Internet to access forbidden sites and anti-government information from
abroad. In theory, State contral of the routing tables at the gateway level offered authorities
the hope that they could prevent their own people from accessing foreign sites like the Cable
News Network (CNN), the British Broadcasting Corporation (BBC), the Tibet Information
Network or Human Rights \Watch/Asia.

China’s Internet regulations and legislation are guided by the principle of “guarded openness” —
seeking to preserve the economic benefits of openness to global information, while guarding
against foreign economic domination and the use of the Internet by domestic or foreign
groups to coordinate anti-regime activity.

The stakes are high - for the government, as China integrates into the global economy, and for
the would-be “cyber-dissident,” who ultimately faces the death penalty for illegal use of the Internet.

China's Lolden Shield
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Box I
Pouing the Price for Freedom

In January 2001, the official news agency Xinhua announced that anyone involved in “espionage activities” such as “stealing,
uncovering, purchasing or disclosing State secrets” using the Web or by other means risks the death penalty, or 10 years to life
in prison.

> On January 18, 2000, the dissident Leng Wanbao was interrogated for three hours after circulating a letter from
another dissident to people outside China over the Internet. The police reminded Leng Wanbao that sending such a
letter was against the country’s public security laws.

> On March 3, 2000, Lin Hai, a software entrepeneur, who had been condemned to two years in prison for “inciting
others to overthrow the State was freed from prison. Arrested in 1998, he had been convicted of supplying
30,000 Chinese e-mail addresses to overseas dissident publications, notably VIP Reference. These publications had
used the addresses to distribute dissenting articles over the Internet. Freed in the greatest secrecy in September 1999,

Lin Hai, a computer

Lin Hai was very hesitant to speak of his situation, suggesting that the authorities had offered him early release in entrepreneur, was charged
. . . . . “ ) . . R with subversion in 1998
exchange for his silence. At his release, Lin Hai called himself “the first Chinese Internet prisoner. for supplying Chinese

e-mail addresses to

a pro-democracy

> On June 3, 2000, Huang Qi, manager of www.6-4tianwang.com, which contains a discussion forum, was arrested Internet magazine.

and accused of “subversion.” The authorities accused him of publishing articles on his Web site, which is hosted in the

US, condemning the Tiananmen massacre in June 1989. It contained an open letter from the mother of a young student

killed during the massacre, calling for the renewal of the 1989 pro-democratic movement.Huang Qi's computer and all of the doc-
uments found in his office and home were confiscated. The site, open to “all those who have something to say,” is still
updated by Chinese dissidents who live in the US, but mainland Internet users can no longer access it.

> On August 16, 2000, the police interrogated Jiang Shihua, a professor of computer science in the Sichuan province in south-
western China. He was accused of “inciting subversion.” He used the cybercafé that he owned, the Silicon Valley Internet Coffee,
in Nanchong, to circulate articles criticizing the authorities, and published pro-democracy articles in an Internet newsgroup. He
has been charged with “inciting others to overthrow the State”” This case has still not gone to trial.

> Qi Yanchen, editor of the online publication Consultations, was convicted on September 19, 2000, to four years in prison for
“subversion” and “circulation of anti-governmental information over the Internet” The MPS claims that he used the pseudonym
JiLito write articles for the Hong Kong monthly Kaifang and the dissident newsletter VIP Reference. He also published excerpts
of his book, The Fall of China, advocating political reform. The police confiscated his computer, his fax and his notes.

> On May 13, 2000, the government suspended the China Finance Information Network site for two weeks and ordered its own-
ers to pay a fine. The online financial publication was accused of having circulated rumours that could damage the image of the
government.This conviction followed the publication of an article on corruption concerning a local political official.

> On August 3, 2000, security officials disconnected and banned www.xinwenming.net for having circulated “counter-revolutionary
information” and attracting a “large part of the Chinese dissident community” The five dissidents behind the site are currently
wanted by the police, but have not yet been arrested. Created April 29, 2000, www.xinwenming.net is the first site hosted in China

to openly call for “national reconciliation and democracy”
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Technology Tronsfer onc
FPolicy Convergence

The Right to Freedom of Opinian, Expression and Information
Bveryone has the right to freedom of opinion and expression; this right includes freedom to hold opinions
without interference and to seek, receive and impart information and ideas through any media and regardless
of frontiers.

The Universal Declaration of Human Rights, Article 19

Globalization erodes national control of the flow of data. The development of the Internet is
perhaps the best known example of a global technology. The combination of globalization and
digital convergence is having a devastating effect on privacy in many developing countries. In
the field of information and communication technology, the speed of policy convergence is
accelerating to such an extent that even the most developed nations can hardly keep up with
advances in technology. Across the digital surveillance spectrum - wiretapping, personal ID
systems, data mining, censorship or encryption controls — it is the industrialized countries that
invariably set the rules for the rest of the world.

There is increasing concern that much of this surveillance technology is being exported, without
any end-use criteria, to countries that flagrantly abuse the fundamental human rights of their
citizens. Governments of countries with poorly developed infrastructures rely on industrialized
countries to supply them with surveillance equipment. The transfer of surveillance technology
from the developed to the developing world is now an important component of the post-Cold
War arms industry.® With scant attention given to differing levels of human rights compliance,
standardization across national borders is leading many to argue that a global architecture of
electronic surveillance is emerging, with its origins in the US law enforcement community.

China's Lolden Shield




Operaotion Root Canal

As early as 1988, in a program known internally to the US Federal Bureau of Investigation (FBI)
as “Operation Root Canal,”® US law enforcement officials demanded that telephone companies
alter their equipment to facilitate the interception of messages. All but one of the major glabal
telecom companies refused to contemplate altering their equipment. The exception was a
Canadian company, Nortel Networks, which agreed to work closely with the FBI."® More than
75% of North American Internet backbone traffic travels across Nortel Networks systems, and
the company derives a significant proportion of its sales revenue from the US telecom market.

After several years of lobbying by the FBI, the US Congress enacted the Communications
Assistance for Law Enforcement Act (CALEA) in 1994."" CALEA requires that terrestrial car-
riers, cellular phone services and other telecom equipment manufacturers ensure that all
their “equipment, facilities or services” are capable of “expeditiously... enabling the
government... to intercept... all wire and oral communications carried by the carrier... con-
currently with their transmission.”® Communications must be in such a form that they can be
transmitted to a remote government facility.

CALEA redefines the telecommunications industry’'s obligation to assist law enforcement in
executing lawfully authorized electronic surveillance. The law directs the telecommunications
industry to actively develop solutions to address law enforcement’s surveillance requirements.
To facilitate compliance, CALEA authorized US$500 million to be appropriated for the purpose
of reimbursing the telecommunications industry for certain costs.’ Manufacturers must
work with industry and law enforcement officials to ensure that their equipment meets
federal standards. A court can fine a company US$10,000 per day for each product that
does not comply.™

The passage of CALEA was controversial, not least because the FBI continuously sought to
include more and more rigorous regulations under the law. These included requirements that
cellular phones allow for location-tracking on demand and that telephone companies provide
capacity for up to 50,000 simultaneous wiretaps.'®

While the FBI lobbied Congress and pressured US companies into accepting CALEA, it also
pressured US allies to adopt it as an international standard. The FBI began working with the
Justice and Interior Ministers of the European Union (EU) towards creating international tech-
nical standards for wiretapping.’® In 1991, the FBI held a series of secret meetings with EU
member states to persuade them to incorporate CALEA into European law. In 1993, the FBI
began hosting meetings at its research facility in Quantico, Virginia called “International Law
Enforcement Telecommunications Seminars” (ILETS). The meetings included representatives
from Canada, Hong Kong, Australia and the EU. At these meetings, an international technical
standard for surveillance, based on the FBI's CALEA demands, was adopted as the
“International Requirements for Interception.”"”

The plan, according to an EU report,'® was to call for the industrialized world to agree to norms
and procedures and then sell their products to developing countries. Even if they did not agree to
interception orders, they would find their telecommunications monitored by the UK-USA signals
intelligence network “the minute they used the equipment.™® The FBI's efforts resulted in an EU
Council of Ministers resolution that was quietly adopted in January 19395. The resolution’s text
was almost word for word identical to the FBI's domestic requirements.® The resolution was not
formally debated, and was not made public until late 1996.
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The ILETS group continued to meet. A number of committees were formed and developed a
more detailed standard, which extended the scope of the interception standards. The new
standards were designed to apply to a wide range of communication technologies, including
the Internet and satellite communications. It also set more detailed criteria for surveillance
across all technologies. The result was a 42-page document called ENFOPOL 98 (the EU
designation for documents created by the EU Police Cooperation Working Group).?' In 1998,
the document entered the public domain and generated considerable criticism. The committees
responded by removing most of the controversial details and producing a new document,
called ENFOPOL 19, expanding the type of surveillance to include “IP address, credit card
number and e-mail address.”® In April 1999, the Council proposed the new draft council
resolution to adopt the ENFOPOL 19 standards into law in the EU.

In May 1998, the European Parliament approved the ENFOPOL 19 resolution. The vote was
taken late on a Friday evening with only 20% of the delegates present, and was subsequently
reversed by the Council of Ministers. The rejection has not stopped the European
Telecommunications Standards Institute (ETSI) from continuing its work on developing interna-
tional wiretapping standards.
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%What do You Want

rhe INnfternet to Be”

“A humoan touch.
| want it to know who | oam."=>

At a trade show held in Beijing in November 2000, the biggest names in Web technology -
“companies that proudly attach themselves overseas to the Internet's reputation for anar-
chy"® — peddled their wares to China's secret police and security officials. Billed as the
“largest national security exhibition,” Security China 2000 was the second such event spon-
sored by the Ministry of Public Security (MPS) in as many years. Among the organizers list-
ed was the “Chinese Communist Party Central Committee’s Commission for the
Comprehensive Management of Social Security,”® a body which is in overall charge of the
state security apparatus, from controls over migrant workers, to anti-crime campaigns and
monitoring dissident activity.

Shanghai Business Magazine recently estimated that the Chinese security industry is enjoying
15% annual growth. Overseas specialists cited in the trade journal Security World
predict 20% growth for the next three to five years. China is expected to become the second
largest security market after the US within 10 years.®®

The trade show was organized by Hong Kong-based Adsale Exhibition Services Ltd. and drew
approximately 300 companies from over 16 countries, as well as 24,500 visitors from over
26 of China's provinces. Special guests included Jia Chunwang, Minister of Public Security.
According to Adsale, in comparison to the first Security China exhibit in 1998, in 2000 “the
show boasts a 50% increase in international exhibitors and an 80% growth in exhibit space
area.”® Exhibitors included network giants Siemens, Motorola, Cisco Systems, Sun
Microsystems, and Nortel Networks. There were participating companies from the US, Israel,
France, Germany, the Netherlands, Japan, and Canada, among others. The United Kingdom,
world leader in closed-circuit TV, had a special section in the show.
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China's Golden Shield

The focus of Security China 2000 quickly became the MPS’ new
Golden Shield project, launched to promote “the adoption of advanced
information and communication technology to strengthen central
police contral, responsiveness, and crime combating capacity, so as to
improve the efficiency and effectiveness of police work.”#® China’s secu-
rity apparatus announced an ambitious plan: to build a nationwide digital surveillance network,
linking national, regional and local security agencies with a panoptic web of surveillance.
Beijing envisions the Golden Shield as a database-driven remote surveillance system - offering
immediate access to registration records on every citizen in China, while linking to vast net-
works of cameras designed to cut police reaction time to demonstrations.

Though the project is still in its infancy, Chinese industry executives at the trade fair estimated
that the government had spent RMB 600 million (US$70 million) on research to date, and
that the total spending would likely run many times that.

The Golden Shield project, according to information on the conference Web site, is focused on
the following fields of security: “Access Control, Anti-Hacker Intrusion, Communication
Security, Computer Accessories & Software, Decryption & Encryption, E-commerce Security,
Extranet & Intranet Security, Firewalls, Networking Communications, Network Security &
Management, Operation Safety, Smartcard Security, System Security, Virus Detection, [T-
related Services and Others.”®®

The success of the Golden Shield project depends on a wide range of advanced technologies.
While Chinese research is advancing rapidly in these areas, and other related fields, Chinese
scientists have developed none of the components necessary to implement Golden Shield
independently. In each case, they have relied on assistance from \Western corporations, either
by purchasing components as turnkey solutions, or through technology transfer — either
through formal business deals or in exchange for greater market access.

The technologies necessary to support an intelligent mass surveillance network are frighten-
ingly complex. However, since the solutions are modeled on human forms of intelligence we
can categorize them in terms familiar to everyone: Beijing’s Golden Shield surveillance network
is intended to be able to “see,” to “hear,” and to “think.”

The technology behind the network’s ability to “hear” — to automatically monitor telephone con-
versations, searching for key words and phrases, for example — centers on speech signal pro-
cessing. Similarly, video signal processing lies behind a surveillance camera’s ability to “see,”
that is, to recognize individual faces in a crowd of people. Both “senses,” forms of digital sig-
nal processing (DSP), are termed “algorithmic surveillance” systems, which is data analysis via
complex algorithms modeled on the human nervous system. In speech signal processing, for
example, the cochlea might be the basis for mathematical abstraction.

In China the leader in each of these fields is the Department of Electronic Engineering at the
prestigious Tsinghua University. A research group there has been working on speech
recognition since the early 1980s. This research is financially supported by both the Chinese
government and Nortel Networks (from 19395 to 1898).%° It parallels Nortel's own speech
recognition research in association with the FBI.
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The funds from the Chinese government for the speech recognition project come out of the
National 863 High Technology Projects Budgets.®" The 863 Project was initiated in March
1986 as China’s response to the Reagan Administration’s Strategic Defense Initiative /“Star
Wars.”® The 863 concentrates government investment in seven distinct areas, including
information technology, which have military and state security applications. Other examples of
863 investments include lasers and anti-satellite systems, and some 863 projects are
supervised by the Chinese Weapons Development Agency.®®

By the end of 1998, Tsinghua's engineers announced that they were developing a “large
vocabulary speaker independent continuous commands recognition system over telephone
channel. This realtime system is used for telephone exchange machine and information serv-
ice system over telephone connections with the recognition rate over 88%."% Future
research, they added, will focus on “large vocabulary (if not unlimited) speaker-independent
continuous speech recognition, and large vocabulary telephone-based speech recognition... to
develop a fast speaker adaptive technology, which can efficiently improve the accuracy of the
speaker independent recognition.”® Such a system parallels the development of the technolo-
gy required to implement CALEA in the US; in other words it would appear to have no other
purpose apart from automated surveillance of telephone communications.
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4 Box &:
Ching's Golden Prgjects:
Modernizing fhe Chinese economu

The Golden Projects were China’s telecommunication and information infrastructure initiatives in the 1990s. The projects were
categorized into four phases:

Phase One was comprised of four projects: Golden Bridge - the infrastructure for the China National Economic Information
Network; Golden Gate (Customs) — a foreign trade information network linking the Ministry of Foreign Trade and Economic
Cooperation with the Customs Bureau; Golden Card — an experimental electronic money project;and Golden Sea - an information
system linking China’s top government leaders and providing them with live access to data from all the institutions, organizations,
and offices under the direct jurisdiction of the Communist Party Central Committee.

The projects in Phase Two were designed to apply information networks to economic reform.They comprised: Golden Macro —
which was the Government's Central Economic and Financial Leading Group for macro-control over national economic activities;
Golden Tax - a data network designed to link State Tax Administration’s auditing centre in Beijing with 50 regional offices and
800 bureaus; and Golden Intelligence China’s Internet service.

Projects in Phase Three had to do with sectoral applications of the new IT program.They included Golden Enterprise — the
construction of intranets in China’s 12,000 large and medium-sized enterprises, and their interconnection according to different
circles of business; Golden Agriculture — a databank service network providing agricultural information, weather reports, and
market information; Golden Health — the Ministry of Public Health’s information exchange system for hospitals; Golden
Information — a network linking the various statistical collection departments across the country; and Golden Housing — a
nationwide database of information on real estate. Phase Four of projects included Golden Cellular - a consortium of China’s
largest domestic mobile communications manufacturers; and Golden Switch — a program to build China’s domestic digital switch

K manufacturing industry.

J

Tsinghua’s engineering faculty has close ties with the Bell-
Northern Research Lab (BNR) in Montreal, a Nortel
research and development subsidiary,®® and the laboratory
where Nortel's own speech recognition module (STM) was
developed. During the Canadian trade mission to China in
1998, Canadian Prime Minister Jean Chrétien announced
that Nortel Networks and Tsinghua would establish a joint
research laboratory.®” A primary goal of the research labo-
ratory was to accelerate the development of networking
expertise in China. The agreement also included an “expert
exchange program” between Nortel Networks and
Tsinghua University to facilitate closer collaboration.
Indeed, graduates of Tsinghua’s engineering department
went on to play key roles in developing Nortel's speech
recognition module.

Unholy Allieonce
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Similarly, Tsinghua has “made statistics of the common sentential forms used for telephone
calls. Two hundred and fourteen sentential forms of different commands were collected” to
develop the world’s largest Chinese speech database.®®

Given Nortel's early involvement in the development of standards in support of the CALEA leg-
islation, it is natural that the first digital switch to reach market, and give service providers
and vendors the ability to meet basic CALEA compliance, should be manufactured by Nortel.*

The sophisticated DMS Supernode switching technology is manufactured in China through a
joint venture with the Chinese government known as GDNT (Guangdong Nortel). At the time,
Nortel said of this technology transfer that it “will contribute immeasurably to the development
of the Chinese telecommunications industry.*°

In terms of funding, Nortel invested an extra US$37 million in GDNT (on top of funds agreed
in a 1993 Memorandum of Understanding [MOU] with the state planning commission) — an
investment that followed hot-on-the-heels of the announcement that the US government would
pay equipment manufacturers compensation for the implementation of CALEA.*'

Beuyond the Greot Firewall

from censarship fo surveilance

The pace and scale of the development of China’s Internet have reduced the significance of the
“Great Firewall” strategy of gateways linking to a secure national “intranet.” The original China-
wide intranet idea was essentially overtaken by events, in particular the liberalization of the
Chinese telecommunications sector.

Despite the official policy of openness suggested by China’s pending entry into the World Trade
Organization, some officials still cling to the dream of a China-only information network sealed
off from the dangerous temptations of the World Wide Web.

“China must build a national network that is independent of the Internet,” said Jiang Zemin’s
son, Dr. Jiang Mianheng, a tech-savvy vice president of the Chinese Academy of Sciences, at
a conference in Shanghai last June.*

The gateway concept, by contrast, has certainly survived, but has been undermined in part by
financial and technical factors. The number and speed of the connections have grown to meet
increasingly high business and consumer demand, increasing from 84.64 Mbps in the summer
of 1998 to more than 351 Mbps at the end of 1999, and to more than 2.5 Gbps by 2001.
Concerns for security and control have partially surrendered to economic demands for broad-
band convergence networks.

The implications of the construction of firewalls to prevent Chinese people from accessing
forbidden materials on sites outside the country are well known. Many of the technologies
used in these areas of computer security, however, could also be employed to restrict human
rights and democracy through intimidation and systematic surveillance of the population.
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The MPS announced last year that within three years it would have created a nationwide com-
puterized database containing personal details and ID numbers for every adult in the country.
In the past the Chinese government has kept a cumulative file (called the dangan) on every indi-
vidual's performance and attitudes from kindergarten, and throughout adult employment. This
information will now be digitized and Chinese citizens will be issued new, second-generation
identification cards that will contain their dangan on an embedded microchip. Currently,
Chinese ID cards consist of a laminated paper card featuring a person’s name, photo, birth-
day and ID number. This paper card “is relatively easy to counterfeit,” said Qiu Xuexin, Director
of the No. 1 Research Institute under the MPS,*® speaking recently at the Fourth International
Fair of Smart Cards. Qiu added that by using sophisticated encryption it will be more difficult
for unauthorized people to access government information in the new card. The second
generation smart card is likely to be a “proximity card” — in other words it can be scanned
instantly, from several feet away, without the subject necessarily being aware that he or she is
being identified.*

In addition, last May, the MPS installed on Chinese Internet service providers two “black
boxes” — monitoring devices dedicated to tracking the content and activity of individual e-mail
accounts. Furthermore, authorities are working with technology experts at Shenzhen
University to develop an “e-mail filtration system” that is able to detect and delete “unwanted”
e-mails without the recipient's knowledge or consent.”® Most recently, the MPS has been
involved in creating fake proxy servers to conduct surveillance of surfers who try to circumvent
official firewalls.®

As in 1998, Security China 2000 was held concurrently with its sister event, Building China
2000. The Golden Shield strategy includes plans to construct “intelligent buildings” and a num-
ber of vendors promoted their systems at both trade shows. Following the trade shows
Chinese-owned Datang Telecom, recently implicated in an industrial espionage case against
Lucent, announced that it had won a contract to construct an intelligent building for the Jilin
Provincial Public Security Bureau (PSB):

“Under the contract, Datang Telecom will be responsible for the overall design and implemen-
tation of this project, accomplishing all tasks including the construction of security monitoring
system, integrated wiring, and computer networking. The implementation of this project
attaches demonstrative and promotive significance to the Golden Shield that will be started
soon in the national public security sector.”#’

Similar plans to integrate CCTV surveillance networks into the urban environment were recent-
ly announced by the MPS in Guangdong on a Web site dedicated to promoting the Golden
Shield project.*®

Datang has also developed its own e-mail filtration package and a number of firewalls. Datang
enjoys a number of close relationships with overseas telecom manufacturers, including joint
research and technology transfer projects. For instance, Datang has benefited from joint
research with Nortel when the two collaborated on a project on CDMA wireless protocol, from
which Datang developed a Chinese version of the protocol: TD-SCDMA.

While there is considerable evidence that China is conducting its own advanced research and
developing homegrown security systems, the IT security field in China remains essentially
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dependent on the expertise provided by transnational corporations, through joint venture partner-
ships, technology transfers, and direct investment — even at the most basic technological level.

Understandably, corporations are not always keen to publicize such a relationship. Matorola, for
example, supplies China’s traffic police with wireless communication devices. Journalists report-
ed that company representatives at Security China 2000 “refused to answer questions about
the firm’s involvement in the Golden Shield project...” Orin Li of Compaq China was equally eva-
sive, claiming: “We are not the only company; everybody’s doing it. Go and ask Sun!™*

Sun Microsystems is indeed involved in transferring high-tech expertise to the Chinese security
apparatus. Working with Changchun’s Hongda Group, market leaders in fingerprint recognition
technology, Sun Microsystems developed a computer network linking all 33 provincial level
police bureaus, forming one layer of the Golden Shield, allowing the PSB instant comparison of
fingerprints with a nationwide database.

Cisco Systems is another example, having provided a large proportion of the routers and fire-
walls in China’s network. At Security China 2000 a saleswoman for the computer-network giant
Cisco Systems told the group of PSB officials that her company was the world leader in fire-
walls, and that “China is a large potential market for this kind of technology.”*°

%Meking rhe INnternmet Personal

Right to Privacy

No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to
attacks upon his honour and reputation. Everyone has the right to the protection of the law against such
interference or attacks.

The Universal Declaration of Human Rights, Article 12

One approach to the problem China’s security apparatus faces with the decline in effective-
ness of the “Great Firewall” is to shift the focus of contentfiltration firewalls from the national
level to individual homes and offices — in effect, redistributing the “Great Firewall” from five
international gateways to millions of household PCs and cellular phones.

This strategy has profound implications in terms of user privacy — since it makes government
surveillance of an individual’s traffic a reality, and incorporates technologies that impact heavi-
ly on Chinese Internet users right to free expression, making it much more difficult for human
rights and democracy activists to communicate with “illegal” information sources, and remain
undetected by their government.

This trend, a shift from generalized content contral at the gateway level to individual surveil-
lance of users at the edge of the network, is underlined by the advent of new technologies for
managing broadband content delivery.
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At the Security China 2000 conference Nortel Networks was promoting the JungleMUX digi-
tal surveillance network and its OPTera Metro portfolio to the MPS. JungleMUX is a state-of-
the-art system for transporting surveillance video from a network of remote cameras back to
a contral centre. The OPTera Metro portfolio is the mainstay of Nortel's “Personal Internet”
initiative, which is designed to enable Internet service providers to better track individual
Internet users and their online activities, and thus heavily criticized recently by privacy advocates
in the US.*®

Nortel's presentation at Security China 2000 must have impressed someone. Shanghai
Telecom (ST) recently announced that it had selected Nortel's OPTera product portfolio as a
next-generation citywide fibre-optic broadband network. The contract estimated to be worth
more than US$10 million means that Nortel will build China’s first optical city network includ-
ing a broadband access system and an ADSL solution for high-speed digital service to approxi-
mately 200,000 subscribers. The project is due to be completed in time to support Internet
and video conferencing services for international media reporting the APEC Leaders’ Meeting
to be held in Shanghai in October 2001. Shanghai, powerhouse of the new Chinese economy,
will be able to boast one of the most advanced citywide networks in the world.

The OPTera package is at the heart of Nortel's Personal Internet strategy and has allowed
Shanghai Telecom to build an advanced parallel optical network supporting streaming media
and other time critical transactions. Media streaming is very difficult to achieve over conven-
tional Internet circuits. While Nortel's state-of-the-art fibre-optic links will dramatically increase
the bandwidth available to the city, that is not the feature that stands out for anyone looking to
increase security in the face of new, increasingly sophisticated threats to China’s network
security. Important components of the OPTera portfolio and key to the Personal Internet strat-
egy are Nortel's Shasta and Alteon products®, which will enable Shanghai Telecom to offer
customized Web services to businesses and consumers. Nortel's “Personal Internet” strategy
is all about personalizing content delivery services with a user-aware, content-aware network.
/ \ This means that the network is designed to “think,” that is to identi-
“Imagine a network that fy individual subscribers when they log on, matching names to IP

knows who you are, where | addresses, and learning over time what content interests the
you are, and can reach you subsifiber.

whether you're on your

mobile; phane;or: st your The Shasta 5000 BSN is designed to power the subscriber edge of
desktop. Even

better, imagine instead of the network, where “last mile” technologies like high-quality DSL

finding your Web content, meet the Internet backbone, and where broadband subscribers

it finds you. Sounds meet broadband services and content. Shasta is a universal aggre-
personal. Exactly.”™’ . . . . . .

~ Nortel Networks, | 9ation point where conventional dial-up, DSL, fixed and mobile

Personal Internet Strategy | wireless, ATM /frame relay, and leased line connections all join the

K Internet. Shasta appeals to ST as a means to increase competitive

advantage by becoming a value-added broadband services network.

It appeals to Shanghai's Public Security Bureau (PSB), the most advanced of China’s online

police, because of a number of unique security properties it incorporates.

The Personal Internet strategy is presented to ST, as it is in the West, as a means to derive
increased profits from its networks by, for example, offering security services or reselling data
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to other companies. This practice of reselling personal data, criticized by many privacy advo-
cates, is explicitly ruled out in Nortel Networks own Privacy Statement. Nevertheless, the

Personal Internet strategy depends on the network’s ability to match IP addresses to users’
demographic profiles.

Nortel believes that its Personal Internet strategy is the key to the future of the Internet, and
has put the Personal Internet at the center of its latest publicity drive. It is remarkable that
Nortel can enthusiastically promote business practices to other corporations that it claims to
avoid in its own operations.

Nortel's Personal Internet strategy enables Shanghai's PSB to move beyond simply tracking
Web hits to targeting specific audiences, and creating demographic profiles in real time. Such
intelligent network distribution and delivery has a profound impact on user privacy. “Personal
Internet” is a network that always “knows who you are.”

Internet users coming onto the network via a range of broadband /

access technologies such as DSL, wireless and cable have security “Nortel Networks will not
settings applied to them on a per subscriber basis. With an sell, rent, or share this
extraordinary level of packet processing, Shasta is one of the most organization.”s*
powerful carrier-class platforms for managing network security.

~

information with any other

Mass market broadband introduces new security concerns with |  Nortel Networks collects IP

« » . . addresses for system
always on” Internet connectivity. The Shasta 5000 BSN provides administration and internal

extensive firewall capabilities that are simple to provision, and tracking. When you visit ou

r

enable constant monitoring of every individual’s traffic flow. site, our servers log the IP

addresses only. We do nat

Broadband access contrasts with traditional dial-up access, where | link IP addresses to anything

personally identifiable.”®
- Nortel Privacy Strategy, 200

subscribers dial in through their Internet service provider (ISP), con-
duct their business, and then log off. The transitory nature of dialup

0.

/

access provides a limited window of opportunity to exploit any
security holes. Therefore, security incidents with dial-up access are limited and have not been
widely reported.

On the other hand, businesses with dedicated access connections (T-1, frame relay) are pro-
tected, but the high cost of these dedicated connections has made them less viable for the
small and medium business markets and particularly for individuals, community groups and
non-governmental organizations. Broadband connections are always on and permanently con-
nected to the Internet. Yet today, most DSL and cable subscribers are connected to the
Internet without firewalls and are therefore highly vulnerable. This issue poses a real threat to
network security.
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The Subscriber eEdge

To counter this, Nortel's Shasta offers a layer of security positioned between personal firewalls
and much more expensive corporate solutions. This security integrates an advanced policy-
based state-aware firewall capability, with remote authentication, activity logging, encryption,
and content filtering. Shasta’s position at the edge of the network enables the service provider
to apply security policies across each and every subscriber through one simple interface,
rather than allowing subscribers to manage their own security.

The “subscriber edge” is the aggregation point in the service provider’s network where the
subscriber meets the network. It is the only point in the network where the service provider has
complete knowledge, control and visibility of the subscriber and his or her traffic flows. Beyond
this point, traffic from multiple subscribers gets aggregated over high-speed connections to
backbone or core routers. Once traffic reaches the international gateways it lacks the trans-
parency that affords monitoring agencies visibility into each individual subscriber’s traffic flows.

Nortel's security solution reflects this principle: “the only viable point in the network where the
service provider can apply any effective form of control over the subscriber’s traffic is at the
subscriber edge.” In other words, while security software is located in the subscriber’'s own
PC, it is managed remotely by his ISP This strategy signals the end of the failed “Great
Firewall,” in that the focus of surveillance and content control is now on traffic at the edge of
the network, rather than the centre - the international gateways.

Another significant feature of Shasta’'s security is its sophisticated anti-spoofing technology.
Spoof attacks involve sending traffic that appears to originate from a legitimate source IP
address and is therefore acceptable to the firewall, but the source address has been hijacked
and used illegitimately. Even the most advanced firewalls can be and have been spoofed by the
serious hacker. The Shasta 5000 BSN can prevent spoof attacks from getting through to the
subscriber’s network as it incorporates advanced anti-spoofing capabilities that can be applied
to each individual subscriber. The Shasta 5000 BSN firewall filters traffic going to and from
the subscriber, and prohibits the end-user from generating spoofed packets and from for-
warding other subscribers’ traffic.

This impacts on a number of areas. While it offers improved defences against distributed
denial-of-service attacks, it also presents a challenge to systems that have been created to assist
those trying to circumvent China’s firewalls. This includes dissidents and democracy activists.
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A Virfual Shodow

Service providers use identity verification in order to validate users requesting access to their
networks. The authentication mechanisms will take many forms. Authentication mechanisms
include, but are not limited to, user name and password, smart cards, and biometric devices
such as fingerprint scanners or face recognition systems.

The Shasta 5000 BSN supports several forms of user authentication, dependent upon the
access mechanism and protocol. For administrator access to the Shasta 5000 BSN, authen-
tication is currently password-based but is designed to be compatible with biometric authenti-
cation in the future.

Activity logging helps track activities within and at the edge of a network to determine if reject-
ed traffic represents a threat or forms a pattern. Such information can later be used to
enhance the security features of the network and track specified “illegitimate” users.

The Shasta 5000 BSN provides an easy-to-use graphic user interface (GUI) for the creation and
definition of full activity logging. With this service, the Shasta provides a log manager that dis-
plays every logged event per individual subscriber and per service. The log information is stored
and delivered to remote databases. All events, including acceptance and rejection of packets,
can be recorded in a log based on actions specified within the system and are time-stamped at
the moment they are generated. All packets that are dropped due to non-conformance of a pro-
tocol's “normal” behaviour can also be logged in the log manager for later analysis.

Shasta’s log manager enables the analysis, filtering and searching of the log in a variety of dif-
ferent ways, so that very detailed information about an individual's communication habits can
be extracted quickly and efficiently. This information can then be stored in huge local and cen-
tralized databases for subsequent analysis by the MPS. In this way, for example, the MPS can
match “real world” events to patterns within Internet traffic. An unusual surge in the number
of e-mails sent the day before a demonstration, for example, would yield a lot of intelligence
without even accessing the content of the messages.

Content filtering is another way to control incoming Internet content into any environment —
home, school, cybercafé and business. Such filtering is done through predetermined filters
used to block URLs meeting certain predefined criteria or categories for the particular
environment or circumstance. Regional centres for Internet security under the control of the
MPS, dedicated to maintaining such URL lists, are springing up throughout China to facilitate
the government’s information control strategy at a more local level.

Filtering is administered through a proxy in which an individual's \Web requests are sent to a proxy
server which checks requests against a list of “denied” URLs and blocks any incoming content
from those URLs not meeting the Chinese government’'s predetermined criteria for “whole-
some” Web content. The Shasta 5000 BSN has the ability to support just such proxy services
through its redirection capability to such content filtering server sites. Through the Shasta
5000 BSN policy-forwarding capability, rules can be established to forward the subscriber
traffic to content filtering servers, which then do the filtering on behalf of the government.

Locating content contral at a more local level has two important consequences for anyone
within China attempting to access information on the MPS’ list of forbidden URLs. First it will
become significantly more difficult to access such proscribed Web sites in the first place as
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Shasta’s firewalling capabilities are so much more sophisticated being located at the point
where the user joins the Internet. For example, the practice of using proxy servers situated
outside of China, currently prevalent among dissidents as a means of circumventing firewalls
at the gateway level, will be much easier to detect and log - generating a pattern of use that
will, over time, appear suspicious to the network.

Secondly, by assigning responsibility at a regional level for content filtration management, local
MPS bureaus will be much more involved in the process of leveraging surveillance data from
high-tech sources, and applying it to more low-tech scenarios — integrating Internet data with
traditional modes of MPS surveillance, like networks of informers. This process is unmanage-
able at a centralized level except for the most high-profile cases, but becomes a potent means
of control when distributed to regions, cities, and local neighbourhoods.

A Network That Knows WhHho
aNnd Where You Are

Right to Assaciatian
BEveryone has the right to freedom of peaceful assembly and association.
The Universal Declaration of Human Rights, Article 20

One of the stated objectives of the Golden Shield project is the establishment of a nationwide
network of closed-circuit television or CCTV cameras in public spaces to improve police
response times to outbreaks of social unrest.®” The incredible range of surveillance cameras
on display at Security China 2000 indicates the extent to which technology is more complex
today than years ago. New circuits allow the camera to ignore bright, light-emitting objects
within its fields of view; miniaturization allows easier concealment; infrared cameras allow
surveillance in darkness.

“The China CCTV market is worth US$350 to US$400 million per year,” estimated Gerrit
Hurenkamp, Development Manager for the US-based Pelco International. “It's a good market
but difficult to get into. They are well educated here and know what they want. You can't just
dump any product.”

As video surveillance electronics become increasingly sophisticated ever-greater bandwidth is
required to transport the stream of images produced from remote locations to control rooms.
Such a system requires advanced network architecture, capable of spanning a country as
large as China, and Nortel's presentation of its JungleMUX system at Security China
2000 spoke directly to that need. Closed-circuit video signals in Nortel's JungleMUX network
are transported over a wide area network (VWAN) operating between 1.6 to 44 Mbps and
accessible by all the nodes in the network. Each video source (camera, VCR, etc.) is digitized
using a user-configurable compression algorithm. This provides an efficient and scalable CCTV
transport solution.

Recording can be in several modes: realtime, of varying qualities, and time-lapse. Real-time is
like regular TV (at 30 frames per second, showing full motion). Time-lapse selects only a few
frames per time period to record. The main advantage of time-lapse is that it allows one tape
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"Neutral” Technologu
aot Tionoammen Sqquoare

Following the Tiananmen Square massacre in 1989, the Chinese authorities tortured and interrogated thousands of people in an
attempt to identify the demonstration’s organizers. But even if the students and workers had resisted the terrors of the secret
police, the hapless demonstrators stood little chance of anonymity. Stationed throughout Tiananmen Square is a network of UK
manufactured surveillance cameras, designed to monitor traffic flows and regulate congestion. These cameras recorded every-
thing that transpired in the months leading up to the tanks rolling into the square.

In the days that followed, these images were repeatedly broadcast over Chinese state television.Virtually all the transgressors
were identified in this way. Siemens Plessey, which manufactured and exported the cameras, and the World Bank, who paid for
their installation, claim they never had any idea that their “technologically neutral” equipment would be used in this way. However,
in 1995 the World Bank authorized the funds to set up the same traffic flow system in Lhasa, the capital of the Tibet Autonomous
Region. Lhasa is not, as yet, known for having problems with traffic congestion; besides, the area in which the traffic flow system
is in operation is solely for pedestrians.>®

/

to record for a much longer time than realtime recording, a particularly useful feature for
archival purposes: high-resolution 700x480 colour pictures at 2 frames/sec, using about
400 kbps per camera. The flexibility in bandwidth allocation of JungleMUX Video Mapper
allows for requesting higher resolution images and more frames per second from a specific
camera, at any given time (up to broadcast-quality 700x480, 30 frames/sec NTSC colour
signals, using about 6 Mbps [MPEG-2 quality]). The system even allows for ambient audio
channels for public surveillance applications.

The revolution in urban surveillance will reach another level of control altogether — once reli-
able face recognition software becomes the norm. It will initially be introduced at stationary
locations, like turnstiles, customs points, security gateways, etc., to enable a standard full-face
recognition to take place. We are at the beginning of a revolution in “algorithmic surveillance” -
effectively applying artificial intelligence routines to data analysis via complex algorithms, which
enable automatic recognition and tracking. Such automation not only widens the surveillance
net, it narrows the mesh.®

One company at the forefront of this revolution is AcSys Biometrics Corp., a joint venture
between AND Corporation, inventor and developer of Holographic/Quantum Neural
Technology, HNeT, and NEXUS, a diversified holding company. NEXUS is a Burlington, Ontario-
based company operating through a highly diversified web of autonomous subsidiaries and
partnerships.®® AcSys is a provider of one of the most advanced facial recognition systems on
the market. AcSys’ Face Recognition System (FRS) is being incorporated into Nortel's own
product portfolio. AcSys’ FRS approach to security applies a proprietary technology for quick
and reliable determination of human identity. It provides a scalable solution that integrates eas-
ily with existing systems and applications using standard network protocols.

In relation to Nortel's Personal Internet strategy, Rick Collins, Senior Manager of Nortel's
“ProtoNet Project (Disruptive Solutions Implementation),” said of AcSys’ FRS:
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“Layering AcSys’ face recognition’s capabilities within Nortel Networks’ solutions will make communication networks

more personal. In the future, people may be recognized at a location, instead of logging in for some mobility services. |
envision a network that knows who you are, and when you tell it, where you are, and can reach you whether you're on

your mobile phone or at your desktop.”®

AcSys Biometrics face and speech recognition system is based on a patented core of artificial
intelligence called Holographic/Quantum Neural Technology (HNeT).

HNeT neural networks could power a range of Nortel's applications in the financial, manufac-
turing, security, surveillance, and medical sectors. With technologies like HNeT, with rates of
learning up to 200 times faster than conventional neural nets, facial recognition via CCTV
becomes a reality and countries with national CCTV infrastructures will view such technology
as a natural extension of their networks. As with the example of the traffic control systems
installed in Tiananmen Square and Lhasa, this process of extending a system’s surveillance
capabilities is one of subtle erosion of rights. The dynamics of this process: continuously
upgrading technology and incorporating functions unintended by the design.
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A New Model for the Internet: [nnovation at the Edge of the Network

DESTRIBUTIVE COMPUTING:
PEER-TO-PEER (P2P)

CLIENT-SERVER MODEL
Ciank

; Chent 1 sords o-rad te eienc 3,

¢ F'F'ﬁ:ﬁ#?--“ @'-
' |

ragiTavies

PP comparing b deeniryined

+ i Pl el TR . t

Ml
s

N

Diogram 2:
intaraction Across a Firewall

PP delhaii L B PO Comriaricatin by Eeail. Wen & Taval
maiess d el interachon imporeioie, meel P2 appleaiens subenalcasy
wined e b arbafone refuy senvies, whan il b pecieged i HTTP
arad wnrpied” Hrougn par B

China's Lolden Shield




L,

CoNnclusion

"The mouse is mightier
thon the missile”

Demaocratic accountability is the only criterion that distinguishes Nortel's Personal Internet strat-
egy, voice recognition research, or CCTV transport technology from advanced instruments of
repression. In China, the concepts of “state security” and “state secrets,” which are the founda-
tion of regulations restricting Internet content and imposing obligations on service providers to
monitor users, have routinely been used to punish free speech, block independent organizing and
suppress information. In China, there are no privacy rights and government is not accountable
through any legal process for the use of information obtained by its security apparatus via sur-
veillance, wiretapping or online monitoring of electronic communication.

In China, as in every country around the world, human rights activists find themselves on the
frontline of a new struggle to ensure that technological innovation works in favour of freedom and
democracy and nat for more and more subtle and sophisticated forms of repression. Many of
the companies exhibiting their wares at the Security China 2000 Fair claim to share this objec-
tive, promoting their activities as “improving the quality of people’s work and lives” (Philips) and
“connecting anyone, anywhere, anytime... to the resources they need” (Sun Microsystems).

In practice, however, respect for fundamental human rights is required before such rhetoric
rings of more than mere public relations spin. While the proponents of economic globalization
flaunt the terminology of “level playing fields” and “rules-based systems,” millions of people in
China live within a system of political control that affects every aspect of their daily lives. There is
no level playing field without freedom. There is no “rules-based system” when rules govern only
the commercial dimension of human interaction. There is no freedom when the State routinely
violates fundamental human rights.

Demaocratic governments, including the Government of Canada, must prioritize the promation of
human rights in all aspects of their international relations, including trade and investment. In its
1995 foreign policy statement Canada and the World, the Government of Canada affirms this
commitment: “... we will make effective use of all of the influence that our economic, trading and
development assistance relationships give us to promote respect for human rights.”

In 1998 at a conference of non-governmental organizations in Montreal, then Canadian Minister
of Foreign Affairs and International Trade Lloyd Axworthy said:

“Technology is changing the equations of power, challenging the conventional channels of communication,distributing and
disseminating influence in the broadest possible fashion, to the point of democratizing the channels and getting rid of the
gatekeeper... technology has a mind-boggling potential to break through barriers and overcome political obstacles to edu-
cate, inform and be an agent of political change... the mouse is mightier than the missile””

Sadly, in China technology is serving no such lofty goals. Multinational companies pioneering the
information revolution can no longer argue that their mere presence in China will guarantee
increasing respect for human rights. Nor can governments cling to their arguments that open
markets will lead automatically to democracy. Instead, in authoritarian and repressive countries
where fighting crime is willfully confused with suppressing dissent, a different set of rules must be
applied in order to shape political and social development. To ignore this challenge compromises
freedom not only in China but in our globalized world, it compromises the freedom of all.
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Appendix
How o Use the CO-ROM that
AcCcompanies this E’epoq

/

INstallation:

The following instructions will help you install the CD-ROM for Windows 95/98/ME/2000 and
MacOS.

1. Close all open programs on your computer and open your CD-ROM tray.
2. Place the CD-ROM in the tray, graphic side up.

3. When the CD-ROM is placed in the CD-ROM tray and the tray is closed, an autorun feature
will launch the installation program.

If you do not have an autorun feature or have it disabled, you may launch the installation program
named chinags.exe as follows:

Windows: Double-click the My Computer icon on your desktop. Double-click the icon that corre-
sponds with your CD-ROM drive then double-click the icon labeled chinags.exe.

Mac: Click the CD-ROM icon on the desktop then click the icon labeled chinags.exe.

L /

Liner Notes

> In an important sense, the means by which this report is distributed — particularly the Chinese
language distribution - is as important as the content of the report itself.

> As a consequence of China’s Internet legislation — particularly with regards to our obligation
to provide access to mainland Chinese readers — and in the course of research and dissemi-
nation of this report, a number of open source tools and concepts have been employed. A
brief outline of some of them appears below.

> If you are attempting to access the online version of this report (located at: go.openflows.org)
from within the PRC, please make use of appropriate anti-censorship/anti-surveillance soft-
ware as provided on the CD-ROM.

> On the Web site version and included on the CD-ROM you will find additional material related
to the research process including an overview of Chinese legislation and regulations govern-
ing electronic communications.

China's Lolden Shield




A Call to Action

At this year’s Linux World Conference, Stanford University law professor Lawrence Lessig
handed down a challenge to get involved and fight the powers of the “old.”®?

Lessig, famous for his work in cyber law and author of the book Code and Other Laws of
Cyberspace, described how outdated legislation, big business, government and large corpora-
tions have co-opted the “free platform” of the Internet, one that ideally was designed to
generate free expression, and instead have created something that stifles innovation.

"What do you want to do about it?” Lessig asked his audience. ‘| will have no effect stopping
this change. The more | talk the less [government and corporations] want to listen, the less
they want to hear this story. I'm useless in this battle. The people who can make the difference
are you, the people who built this architecture of freedom.”

% Hoackftivismol

“Hacktivismo and the CULT OF THE DEAD COW are issuing the HACKTIVISMO DECLARATION
as a declaration of outrage and a statement of intent. It is our Magna Carta for information
rights. People have a right to reasonable access of otherwise lawfully published information. If
our leaders aren’t prepared to defend the Internet, we are.”

“A Special Message of Hope,” July 4, 2001

Potrick Ball

“Hacktivism is using technology in the service of human rights,” said Dr. Patrick Ball, the
deputy director of the American Association for the Advancement of Science Human Rights
program who has worked on United Nations human rights projects investigating war crimes
and genocide as well as on projects in Guatemala, Haiti and South Africa, among others.

O PoP

Many human rights groups use cryptography and encryption software such as PGP (Pretty
Good Privacy) to protect their messages and information, which is often a matter of life and
death. PGP in its ability to keep information from falling into the wrong hands and to verify
whether messages are authentic through the use of digital signatures, “has had an enormous
impact on human rights.” [See CD-ROM. ]
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Rubberhose

(pronounced Moarutukku)

Rubberhose was originally conceived by crypto-programmer Julian Assange as a tool for
human rights workers and journalists who needed to protect sensitive data in the field,
particularly lists of activists and details of incidents of abuse.

The Rubberhose programmers met with human rights groups and heard first-hand accounts
of such abuses. Human rights workers often carry vital data on laptops through the most dan-
gerous situations, sometimes being stopped by military patrols who would have no hesitation
in torturing a suspect until he or she revealed his or her passphrase to unlock the data.

% Freeneft

Freenet is a massive P2P network that pools the power of member computers around the
world to create an archive open to anyone to freely publish or view information of all kinds.
Version 1.0 of this report is published on Freenet in three languages, and is therefore avail-
able throughout China and the rest of the world. [See CD-ROM.]

SafeWweb

INnfernet in China catalyst for sacial change”

SafeWeb is an SSL-encrypted anonymous proxy service that is currently used approximately
100 million times per month by hundreds of thousands of people worldwide, making it the
most popular Web site in the world.

Triangle Boy is an open source program that lets volunteers turn their PCs into gateways into
the SafeWeb network, thereby foiling attempts of restrictive governments to censor the
Internet. Triangle Boy uses IP spoofing and packet routing technology to minimize the band-
width consumption on volunteer machines. [See Diagram 2: Interaction Across a Firewall.]
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% Clossary

ADSL (Asymmetrical Digital Subscriber Line)

ADSL is used for moving data over regular phone lines. An ADSL circuit is much faster than a regular phone connection, and the
wires coming into the subscriber's premises are the same (copper) wires used for regular phone service. The ADSL circuit must
be configured to connect two specific locations, similar to a leased line. ADSL allows downloads at speeds of up to 1.544 megabits
(not megabytes) per second, and uploads at speeds of 128 kilobits per second.

Asynchronous Transfer Mode (ATM)/Frame Relay

A networking technology that contains a flexible multiplexing and switching technique which provides variable bandwidth for local
area and wide area networks. Unlike ordinary synchronous configurations, ATM permits flexible allocation of available bandwidth
for data, voice, images and video. ATM uses a scalable architecture, making it easily upgradable; it allows a virtually unlimited
number of users to have dedicated, high-speed connections with high-performance network servers. Engineering studies indicat-
ed that ATM is theoretically capable of data rates of 622 Mbps over fibre optic and 155 Mbps over conventional copper.

Bandwidth

Literally, the frequency width of a transmission channel. Often used as an expression of the amount of data that can be sent
through a circuit. The greater the bandwidth, the greater the amount of data that can travel in a given time period.

How much can you send through a connection? Usually measured in bits per second. A full page of English text is about
16,000 bits. A fast modem can move about 15,000 bits in one second. Full-motion full-screen video would require roughly
10,000,000 bits per second, depending on compression.

“Black Box”
A device Internet service providers fit to their servers that relays a copy of all data sent through the system to the state security service.

Broadband
When the bandwidth of a signal is large, it can simultaneously carry many channels of information. Fibre optic cable, in particular,
has very high bandwidth, and is referred to as broadband.

Carrier
A telecommunications company that resells communications services to other businesses.

Carrier-Class
A modifier describing network equipment that has the high standards of reliability levels required to serve Internet service
providers (ISPs). Carrier-class equipment usually offers at least 99.999% levels of reliability.

CDMA (Code Division Multiple Access)
A digital mobile wireless access protocol used for voice and data. Itis being deployed worldwide and is based on spread spectrum
technology. Datang has developed a Chinese version of the protocol: TD-SCDMA.

Compression (Algorithm)

Compression is a technique to make a file or a data stream smaller for faster transmission or to take up less storage space.

An algorithm is a formula or set of steps for solving a particular problem. To be an algorithm, a set of rules must be unambiguous
and have a clearly defined end point.

One everyday example of an algorithm is a recipe for baking a cake. Inventing elegant algorithms — algorithms that are simple and
require the fewest steps possible —is one of the principal challenges in programming.

Convergence

The merging of two or more disparate disciplines or technologies. For example, the “fax revolution” was produced by a conver-
gence of telecommunications technology, optical scanning technology, and printing technology. In a broader sense (New Media)
convergence often refers to the merging of broadcast television, the Internet, and the personal computer.
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Fibre optic
Light transmission through flexible transmissive fibres for communications

Filtering (Packet)

Controlling access to a network by analyzing the incoming and outgoing packets and letting them pass or stopping them based on
the Internet Protocol (IP) addresses of the source and destination. Packet filtering is one technique, among many, for implement-
ing firewalls.

Firewall
A system designed to prevent unauthorized access to or from a private network.Firewalls can be implemented in both hardware
and software, or a combination of both. Firewalls are frequently used to prevent unauthorized Internet users from accessing pri-
vate networks connected to the Internet, especially intranets. All messages entering or leaving the intranet pass through the fire-
wall, which examines each message and blocks those that do not meet the specified security criteria. There are several types of
firewall techniques:
> Packet filter: Looks at each packet entering or leaving the network and accepts or rejects it based on user-defined rules.
Packet filtering is fairly effective and transparent to users, but it is difficult to configure. In addition, it is highly susceptible to
IP spoofing.
> Application gateway: Applies security mechanisms to specific applications, such as FTP and Telnet servers. This is very
effective, but can impose a performance degradation.
> Proxy server: Intercepts all messages entering and leaving the network. The proxy server effectively hides the true net-
work addresses.
In practice, many firewalls use two or more of these techniques in concert. A firewall is considered a first line of defense in pro-
tecting private information. For greater security, data can be encrypted.

Gateway

Also known as application proxy, an application gateway is an application program that runs on a firewall system sitting between
two networks. When a client program establishes a connection to a destination service, it connects to an application gateway, or
proxy. The client then negotiates with the proxy server in order to communicate with the destination service. In effect, the proxy
establishes the connection with the destination behind the firewall and acts on behalf of the client, hiding and protecting individual
computers on the network behind the firewall. This creates two connections:one between the client and the proxy server and one
between the proxy server and the destination. Once connected, the proxy makes all packet-forwarding decisions. Since all com-
munication is conducted through the proxy server, computers behind the firewall are protected. While this is considered a highly
secure method of firewall protection, application gateways require great memory and processor resources compared to other fire-
wall technologies.

Gbps
Short for gigabits per second, a data transfer speed measurement for high-speed networks such as Gigabit Ethernet. When used
to describe data transfer rates, a gigabit equals 1,000,000,000 bits.

“Intelligent Buildings”
Intelligent buildings use electronics extensively to manage
> energy efficiency
> security systems
> telecommunications systems
> workplace automation
The ultimate dream in the design of an intelligent building has always been to integrate the four operating areas into one single
computerized system. All the hardware and software would be furnished by a single supplier.
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IP

Abbreviation of Internet Protocol. IP specifies the format of packets, sometimes called datagrams, and the addressing scheme.
Most networks combine IP with a higher-level protocol called Transport Control Protocol (TCP), which establishes a virtual con-
nection between a destination and a source.

IP by itself is something like the postal system. It allows you to address a package and drop it in the system, but there’s no direct
link between you and the recipient. TCP/IP, on the other hand, establishes a connection between two hosts so that they can send
messages back and forth for a period of time. The current version of IP is IPv4. A new version, called IPv6, is under development.

IP Addresses (Internet Protocol Number)

Sometimes called a dotted quad. A unique number consisting of four parts separated by dots, e.9.163.113.245.2.

Every machine that is on the Internet has a unique IP number — if a machine does not have an IP number, it is not really on the
Internet. Most machines also have one or more domain names that are easier to remember.

IP Spoofing

A technique used to gain unauthorized access to computers, whereby the intruder sends messages to a computer with an IP
address indicating that the message is coming from a trusted port. To engage in IP spoofing, a hacker must first use a variety of
techniques to find an IP address of a trusted port and then modify the packet headers so that it appears that the packets are com-
ing from that port.Newer routers and firewall arrangements can offer protection against IP spoofing.

Intranet, National or “China Wide Web”

A private network inside a company or organization that uses the same kinds of software that you would find on the public Internet,
but that is only for internal use. As the Internet has become more popular many of the tools used on the Internet are being used in
private networks, for example, many companies have Web servers that are available only to employees.

Mbps
Short for megabits per second, a measure of data transfer speed. Contemporary networks, for example, are generally measured
in Mbps, which refers to one million bits per second.

Mux (Multiplexor)
Combines multiple signals (analogue or digital) for transmission over a single line or media. A common type of multiplexing com-
bines several low-speed signals for transmission over a single high-speed connection.

Network
A group of two or more computer systems linked together. There are many types of computer networks, including:
> local area networks (LANs): The computers are geographically close together (that is, in the same building).
> wide area networks (WANs): The computers are farther apart and are connected by telephone lines or fibre optic.

In addition to these types, the following characteristics are also used to categorize different types of networks:
> topology: The geometric arrangement of a computer system. Common topologies include a bus, star, and ring.
> protocol: The protocol defines a common set of rules and signals that computers on the network use to communicate.
One of the most popular protocols for LANs is called Ethernet. Another popular LAN protocol for PCs is the IBM token-ring
network.
> architecture: Networks can be broadly classified as using either a peer-to-peer (P2P) or client-server architecture.
Computers on a network are sometimes called nodes. Computers and devices that allocate resources for a network are
calledservers.
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Peer-to-Peer (P2P)

A type of network in which each computer has equivalent capabilities and responsibilities. This differs significantly from the
client-server architecture, in which some computers are dedicated to serving the others. Peer-to-peer networks are generally
much simpler, but they usually do not offer the same system performance under heavy bandwidth loads. [See Diagram 1.]

Proxy Servers
A server that sits between a client application, such as a Web browser, and a real server. It intercepts all requests to the real server
to see if it can fulfill the requests itself. If not, it forwards the request to the real server.

Routing (Tables)

In internetworking, routing is the process of moving a packet of data from source to destination. Routing is usually performed by a
dedicated device called a router. Routing is a key feature of the Internet because it enables messages to pass from one
computer to another and eventually reach the target machine. Each intermediary computer performs routing by passing along the
message to the next computer. Part of this process involves analyzing a routing table to determine the best path.

Smart Card
A small electronic device about the size of a credit card that contains electronic memory, and possibly an embedded integrated
circuit (IC). Smart cards containing an IC are sometimes called integrated circuit cards (ICCs).
Smart cards are used for a variety of purposes, including:
> Storing a patient’s medical records
> Storing digital cash
> Generating network IDs

Spam
Bulk unsolicited e-mail.

Streaming Media
A technique for transferring data such that it can be processed as a steady and continuous stream. Streaming technologies are
becoming increasingly important with the growth of the Internet because most users do not have fast enough access to download
large multimedia files quickly. With streaming, the client browser or plug-in can start displaying the data before the entire file has
been transmitted.

TCP/IP

Transport Control Protocol/Internet Protocol, communications protocols used to connect hosts on the Internet. TCP/IP uses sev-
eral protocols, the two main ones being TCP and IP. TCP/IP is built into the UNIX operating system and is used by the Internet,
making it the de facto standard for transmitting data over networks. Even network operating systems that have their own protocols
also support TCP/IP.
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“If you always stand straight,
then your shadow can never be crooked.”

> Liu Qing, former political prisoner
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