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Abstract

This thesis presents my work towards web interface analysis and web data extrac-

tion by making connections between high-level user actions on web pages and the

corresponding low-level implementation details.

I have developed a concolic testing platform for web-based JavaScript code, which

can be used to analyse JavaScript running as part of live web pages without support

from the developers. This platform is used as the basis for ArtForm, a tool which

analyses web forms to infer their validation constraints. This involves simulating which

actions and input values are available to a real user at the interface. ArtForm includes

a suite of manual analysis tools which demonstrate the concolic testing platform and

allow manual tracing of JavaScript execution for low-level debugging. The concolic

platform has also been applied to the problem of event delegation, where it can be

used to determine which elements on a page will respond to user actions, and should

therefore be considered interactive. Finally, ArtForm can be connected to third-party

analysis tools to provide advice on which values and actions are likely to lead to new

code paths being explored, thus extending the client tool with low-level analysis results

about the targeted site.

I also present work on optimising data extraction wrappers. By analysing the low-

level HTTP calls corresponding to the user-level actions made by typical browser-based

wrappers, it is possible to synthesise new, equivalent wrappers which can run without

a browser. These optimised wrappers can provide a drop-in replacement for many data

extraction tasks, with a huge performance bene�t.
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1 Introduction

Finding data on the web is important for searching, information extraction and aggrega-

tion. The massive scale of the web and the data itself means these tasks must necessarily

be automated. Data is found by web crawlers, automated tools which scan pages looking

for interesting data. This interesting data is typically accessed via human-accessible

user interfaces which hinder direct access by automated crawlers. For example, airline

or property websites provide free access to their data, but only via search forms; there

is no public API or standard format for accessing this information. This “hidden” data

makes up the deep web [43].

An automated tool accessing deep web data must �nd some sequence of user

actions (for example clicking buttons or �lling in input �elds) which leads to a result
page showing some data. The example search form shown in Figure 1.1 uses complex

interactive user-interface elements (including drop-down lists, date pickers and tabs)

and restrictions on the entered values (including the selected locations being from

a certain pre-de�ned set, the dates being correctly formatted and numeric inputs

being within a certain range). Further restrictions govern which parts of the form

are mandatory and which are optional, and when di�erent parts are shown or hidden

from the user. These business logic restrictions are usually enforced in the browser

directly with client-side JavaScript (for usability) and again on the server when the

query is received (for security). Human-focused interfaces and input validation rules

make it di�cult for automated tools to correctly �ll and submit the forms. Interface
understanding is the problem of analysing the human-focused interface of a website

to produce a machine-readable representation of the interface which can be used by

automated tools to access the site’s hidden data.

The �nal goal of creating these machine-readable representations is building a

wrapper. A wrapper is a script which extracts data by performing simulated user

actions on the page. Wrappers often take certain �eld values as arguments and extract

results matching those values. For example, a wrapper for extracting �ight times

between certain locations (given as arguments) from an airline website would �ll out

the search form with the provided locations and suitable dates, then identify and extract

the corresponding �ight times from the result page. Thus a wrapper can be thought

of as transforming the human-readable web page into a machine-readable API for

accessing the site’s data. The problem of creating these wrappers automatically is called

wrapper induction.

Wrapper induction applies a variety of interface understanding techniques targeting

di�erent aspects of a web page, and combines the results to create a full wrapper. As
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(a) An autocomplete �eld al-

lows a choice of valid airports.

(b) A date picker is used to choose valid combinations of out-

bound and return dates.

(c) Customised drop-down list

with added +/- buttons.

(d) Extra �elds are added after

certain actions.

(e) JavaScript code is used to

prevent invalid submissions.

Figure 1.1: Examples of di�cult input �elds and validation rules on Lufthansa.com. The

Round-trip/One-way toggle will change the visible �elds, and the tabs on the left and the

Search with more options link at the bottom lead to new forms. The autocomplete-based

From and To �elds, the date pickers, and even the �elds for the numbers of passengers

are customised to have di�erent behaviour to the standard form input �elds.
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an example of a speci�c technique providing a speci�c type of information, Chapter 4

presents a tool which produces a symbolic description of form validation rules, showing

which values will lead to a valid submission and which will be rejected. This type of

analysis leads to a better understanding of how the page is expected to be used and

therefore contributes to wrapper induction by showing how the generated wrapper

should behave when encountering forms. In this thesis we will both look at techniques

that produce these intermediate representations and also how representations can be

combined for use in data-extraction tools.

The interface analysis problem is di�cult because of the complex user-interface

elements and input restrictions used by modern websites. Some standard interface

elements, or widgets, have well-known behaviour and can be identi�ed and modelled

relatively easily (for example text boxes and simple links). Others are custom-built

by the web developers, which is a problem because their behaviour is de�ned by

application-speci�c code. An analysis tool must understand or model this code in

order to understand the widget itself. Figure 1.1 shows some examples of custom user-

interface widgets. The same problem applies to the inference of form validation rules;

some rules are standard, such as a checkbox only permitting Boolean input values, while

others rely on application-speci�c code, such as checking for valid airport locations in

a text �eld. Customised interfaces are simple for human users to understand but can be

very di�cult for automated tools to deal with.

Interface analysis tools typically load a web page and perform simulated user actions

such as clicking links and �lling in forms, looking for sequences of actions which lead

to interesting data or new page states. In order to do this the tool requires a model of

which page elements are interactive, and how they are expected to be used. Custom

widgets and input restrictions cause a problem because the automated analysis tool

must discover how to interact with the page dynamically, rather than relying on the

well-known behaviour of standard widgets. Even identifying which page elements

represent user-interface widgets in the �rst place can already be di�cult.

To �nd a sequence of user actions leading to an interesting result, an analysis tool

must search a potentially huge space of possible actions and input values. For example,

to choose a date as input to a web form typically requires a sequence of multiple clicks (at

minimum, identifying and clicking the button to open the date picker, then identifying

the numbered date buttons and clicking one). Any possible sequence of clicks anywhere

on a page could potentially form part of an interesting user action �lling input into such

a �eld. Similarly, �nding form input values which pass the validation rules and lead to a

successful form submission requires searching the space of all possible combinations of

input values to �nd a certain subset of “interesting” inputs. Some interactions, such as

partially �lling a text �eld and selecting an auto-complete suggestion, require choosing

interesting input values and actions together, so the two problems are related and can

never be fully separated.
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Di�erent tools take di�erent approaches to web interface understanding. Many

consider the user-level view: they load a web page and perform actions such as click-

ing links and �lling in forms as a user would, looking for action sequences which

lead to interesting data or new page states. A second view is the programmatic, or

implementation-level view, which considers the HTML DOM, the client-side JavaScript

code, the DOM events that are �red, and the HTTP requests and responses generated

during an interaction. The goal of this work is to create interface analysis tools which
can span both views. Combining information about the user-level interface and events

with an analysis of the underlying implementation allows a deeper understanding of

the web interface as a whole. This approach can be used, among other things, to create

more e�ective data extraction wrappers.

1.1 JavaScript

The majority of this thesis concerns JavaScript analysis, since JavaScript represents a

large portion of the implementation-level view of modern websites. Information about

JavaScript is less often applied to web interface understanding than information about

other aspects of the page’s implementation, such as the HTML DOM, for example.

While HTML de�nes the structure of a web page, client-side scripting with JavaScript

is used to add interactive functionality and to communicate with the web server dy-

namically, updating the page with new information. JavaScript is used on almost all

modern websites [135] and the JavaScript executed during interaction with a page is

an obvious target for web page analysis. The customised interface widgets discussed

earlier are a typical example of how JavaScript is used on many sites.

Despite its importance, JavaScript is typically considered a “black box” by ex-

isting web analysis tools, which do not analyse the JavaScript code directly. Exist-

ing approaches look at the structure and contents of the web page, either via the

implementation-level HTML structure or by considering the user-level visual hierarchy

and position of the page elements. Test actions are executed (for example clicking

buttons and entering values into form �elds) and their e�ect on the page’s structure and

contents is observed. Actions with JavaScript implementations, such as button clicks,

are treated as atomic transitions between di�erent page states. These approaches only

model what each action does by looking at the resulting changes to the page state.

Ignoring the implementation of page actions is a limitation because the decisions

made by JavaScript about the page state are not exposed. For example, when �lling

a form with validation constraints enforced by JavaScript code, a black-box tool can

only know that some input values were rejected and some accepted, without any

understanding of the decision and therefore no ability to predict which new values may

be accepted or rejected. JavaScript actions which cause no immediate visible change to

the page state are also di�cult for such tools to model. If a button click causes a change
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in application state whose e�ect is not seen until a later action, a black-box tool will �nd

it hard to decide whether the click had any e�ect, and whether the resulting behaviour

in the second action was related to the �rst click in any way. Understanding of the

interface must be supported by background knowledge and heuristics. For example

a JavaScript-unaware tool might use hard-coded rules for identifying and using date

pickers. The more JavaScript is used to control application state, and the more varied its

e�ects on the page, the more limiting it becomes to model these behaviours indirectly.

By analysing JavaScript we can build a more accurate model of how a page is

a�ected by user actions. Identifying the JavaScript code enforcing form validation,

for example, could allow a JavaScript-aware tool to infer the constraints on the input

values and generate new valid form submissions instead of using heuristics or random

guesses. Analysing JavaScript reduces the amount of domain knowledge a tool must

use to explore a page. Instead of hard-coded models of certain interface elements (such

as date pickers) a JavaScript-aware tool can infer some information about how these

widgets are expected to be used by looking at their implementation. Accurate models

of page behaviour are useful for creating more e�ective wrappers, but also for assisting

the analysis itself. The number of “boring” states to be searched can be reduced, and

new interesting actions can be suggested which might otherwise have been missed.

As an example of a reduction in the state space to be searched, our analysis of forms

(described in Chapter 4) can generate form �eld values which reach interesting states

in the validation code, aiming for successful form submissions in particular, without

requiring expensive randomised or heuristic testing. Conversely, the state space can be

expanded by adding new actions which a JavaScript-unaware analysis could not �nd

without an exhaustive search. Our analysis of event delegation (described in Section 4.8)

identi�es new interesting elements to be clicked which do not have event handlers

registered (but nonetheless respond to a click), meaning they would not have been

identi�ed as clickable by a simpler analysis.

Analysing JavaScript code is di�cult because of its many highly-dynamic features.

It is hard to prove even simple properties of JavaScript programs by looking statically

at their source code. A dynamic analysis, which executes the code being tested, can

help with some of these problems. But even dynamic analysis is not straightforward;

the analysis must still model JavaScript’s built-in functions and objects, and normally

requires a large number of test executions to �nd interesting behaviour.

Moreover, analysing JavaScript alone is not enough to analyse the web. When

running in the context of a web page, JavaScript uses the browser and web-page APIs

to read and modify the page structure, and to receive input. For example, looking up

an element from JavaScript introduces a dependence on the HTML structure of that

particular page, which must be understood in order for the analysis to know whether

the element is found and what its properties are. Browser-based JavaScript also uses

an event-driven interaction model to respond to page events and user input. These

events, and their relationship with the underlying page, must be modelled in order
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to know when JavaScript-based behaviour might occur. Interaction with the other

languages used to implement the web page and the event-driven execution model mean

that web-based JavaScript behaves signi�cantly di�erently to standalone JavaScript, in

ways which increase its complexity. This new complexity must be supported by any

analysis tool hoping to analyse JavaScript on the web.

The ways JavaScript is used on real-world web pages causes further issues. Min-

imised or intentionally obfuscated code is very common, for example. JavaScript can

be included on a page in multiple ways and dynamically loaded at run-time, making it

di�cult even to determine ahead-of-time which code will be executed. Additionally, the

JavaScript found on real-world web pages commonly uses the most di�cult language

features for analysis tools to handle, even when they are not strictly necessary [114, 115].

Care must be taken to realistically model the real-world behaviour for interpreting

JavaScript, parsing HTML and manipulating the page structure, simulating user-level

and JavaScript events, and checking and modifying run-time properties such as layout

information, as these behaviours in browsers do not always follow any standard. To

analyse web-based JavaScript any tool needs to model the behaviour of a production

web browser. Many web pages include invalid or browser-speci�c code which the

browsers make a best-e�ort to interpret (Section 2.3 has more details). This leniency of

the browsers is expected by web developers, so an analysis tool is forced to model a

browser—as opposed to the JavaScript speci�cation and web standards—in order to

get an accurate picture of the page as it appears to a normal user.

In spite of all these di�culties, JavaScript analysis is a critical component in web

interface understanding, and understanding of web forms in particular. By looking at

the JavaScript code directly, instead of treating it as a black box, it is possible to build

more accurate and useful models of how the page is expected to be used by a human

visitor. Improved understanding of the human-focused interface is useful for creating

wrappers and thus for automated data extraction.

1.2 Contributions

My work aims to bridge the gap between traditional web analysis tools and existing

analysis techniques for JavaScript. Traditional web analysis tools do not consider

JavaScript or the low-level implementation view of a website. On the other hand,

most existing JavaScript analyses do not model the interactions between JavaScript

and the web page itself, and therefore cannot be used to analyse real-world websites

without signi�cant developer support. Combining these two approaches leads to a more

accurate analysis which models how a web page is expected to be used more closely

and can provide more useful results for wrapper generation than either approach alone.

The �rst contribution of thesis is an analysis platform I have created for web-based

JavaScript (detailed in Chapter 3). This platform allows the exploration of JavaScript-
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based web applications in order to discover new data or functionality. It uses a dynamic

analysis technique called concolic testing, along with web page and browser modelling

to enable it to achieve useful results on real-world pages. The problems encountered,

and the adaptations required, highlight the importance of this modelling and the pitfalls

that standard JavaScript analysis tools can fall into when attempting to analyse web-

based JavaScript. The concolic testing platform then forms the base of a set of more

specialised analysis tools.

The next contribution is ArtForm, a tool which analyses web forms to extract the

input validation constraints applied by client-side JavaScript code. It is described in

Chapter 4. The concolic testing platform is used to generate new input values for

web forms. This is done by analysing previous executions of form-related code, and

extending the platform to model form input �elds and interactions with the DOM.

After introducing the core functionality of ArtForm, I present some applications and

extensions of it:

• Artform was used to implement some manual web page analysis tools, described

in Section 4.6. These were used to investigate which JavaScript features and

patterns were common on real sites and to aid the development of the automated

analysis. They are also useful in their own right for investigating and debugging

a web page’s implementation.

• ArtForm’s concolic testing of web forms is made available to third-party tools via

a concolic advice mode, described in Section 4.7. This allows ArtForm’s analysis

results to be shared with other tools, and could lead to combined tools uniting

high- and low- level analysis information for a more e�ective analysis overall.

• The platform’s concolic testing is also applied to detecting new events available

on a web page, addressing a pattern known as event delegation (Section 4.8). We

also model element visibility to determine which events a user can or cannot

trigger, and thus which sequences of events the analysis tool should be allowed

to explore.

The �nal contribution applies the same broad idea as the previous ones—the combi-

nation of information about user-level actions and implementation-level details—to a

di�erent problem in web interface analysis, that of optimising existing data extraction

wrappers. I present the FastWrap system, which is able to analyse the HTTP requests

made by traditional browser-based wrappers and generate an equivalent wrapper which

does not use a browser and makes the required HTTP requests directly. This results

in more than an order of magnitude improvement in run-time performance when

executing the wrappers.
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1.3 Thesis structure

Chapter 2 covers the setting for my work and provides a brief introduction to modern

website implementation.

Chapter 3 introduces concolic testing, and presents my concolic testing engine for

JavaScript, along with the adaptations required to analyse web-based JavaScript. Our

platform is compared with Jalangi, another JavaScript concolic testing tool.

Chapter 4 describes ArtForm, a tool which analyses the validation code attached to

web forms by making test submissions and generating new input values, aiming for a

successful submission. The result is a symbolic representation of the input validation

rules enforced on the form. Several extensions of ArtForm which apply its symbolic

tracing and concolic testing infrastructure to other problems are described: in Section 4.6,

the manual page analysis tools based on ArtForm; in Section 4.7, a concolic advice

server providing analysis results to third-party tools; and in Section 4.8, an analysis of

user-realisable events, encompassing event delegation and element visibility. Finally,

ArtForm is compared with two other web application analysis tools, Artemis and

Crawljax, and tested on a selection of real airline search forms.

Chapter 5 demonstrates a di�erent aspect of web information extraction, that of

optimising data extraction wrappers by analysing the low-level HTTP interactions

which the browser uses to communicate with—and receive data from—the web server.

My work on ArtForm was presented at the International Conference on Web Engineer-

ing (ICWE) 2018 [125]. A demonstration paper showing ArtForm’s symbolic tracing

and concolic testing modes was presented at the International Symposium on Software

Testing and Analysis (ISSTA) 2017 [124]. A screencast of the demo is available at:

• http://www.cs.ox.ac.uk/projects/ArtForm/demo/

ArtForm is also open source. More information is available at:

• http://www.cs.ox.ac.uk/projects/ArtForm/

• https://github.com/cs-au-dk/Artemis/blob/master/ArtForm.md

The work on FastWrap and its automatic wrapper optimisation was presented at The

Web Conference (WWW) 2018 [41].

http://www.cs.ox.ac.uk/projects/ArtForm/demo/
http://www.cs.ox.ac.uk/projects/ArtForm/
https://github.com/cs-au-dk/Artemis/blob/master/ArtForm.md


2 Background

This chapter covers the background information necessary to understand the technical

parts of the thesis. First, we will give an outline of JavaScript itself and how modern

websites are built, with a focus on the features which are important to my interface

analysis work. Second, we will provide the background in program analysis required to

discuss the analysis techniques used in my work.

2.1 The JavaScript language

For this thesis it is not necessary to have a detailed understanding of JavaScript as a

whole, but some background is required to explain the examples and the particular

features relating to my work. Some relevant examples are shown in the next section.

JavaScript is a dynamic, weakly-typed language used primarily for scripting on the

web, but also as a general-purpose language elsewhere. It includes imperative, object-

oriented and functional features and is often thought of as “multi-paradigm”. Because

of its history as a browser scripting language, JavaScript itself does not include certain

core features, such as input and output, which are instead provided by its environment.

JavaScript’s data types are objects, strings, Booleans, and numbers,
1

as well as the

special values null and undefined. Arrays and functions are both considered objects, but

have some special syntax and behaviour. Wrapper objects are also created on-the-�y

so that primitive values can appear to have properties: "Hello world".length is valid

and returns 11. JavaScript will silently convert between types as needed, although

the rules are sometimes unintuitive. For example "My age is "+20 produces a string

“My age is 20” and "5"+"2" produces “52”, but for "5"*"2" both strings are converted to

integers and the result is the number 10, and !"Hello" converts the string to Boolean

true and therefore results in false. This type of coercion is very common in JavaScript,

and “truthy” values such as arrays, objects and strings are often used in if statement

conditions as shorthand for checking if the values are de�ned and non-empty.

Objects are unordered collections of properties, a mapping between property names

(which are strings) and values (which can be of any type). An object’s methods are

simply properties whose value is a function object. Property values can be updated

at runtime by assigning to them, and properties themselves can be added or removed.

Accessing unde�ned properties is not an error, the special value undefined is returned.

1
All numeric values are represented as IEEE 754 64-bit �oats.
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Functions are �rst-class values in JavaScript. They are simply a special type of

object, and so can be stored in variables, passed to other functions as arguments, and

so on. Functions are either de�ned by name (with the function keyword, similarly to

many other languages), or given as function literals. The built-in eval function and

Function objects can also be used to execute strings containing JavaScript code.

Regular expressions are a built-in part of the language, provided by the RegExp
class. They can be used for both matching and replacement. As in many languages,

JavaScript’s regular expressions are not limited to matching regular languages. Refer-

ences allow matches of repeated patterns and make the RegExp language much more

powerful. This extra complexity can be problematic when solving constraints involving

regular expressions. For this thesis regular expressions will always refer to the RegExp
implementation in JavaScript and not theoretical regular languages.

JavaScript is increasingly used outside of client-side browser scripting as well.

Server-side programming with JavaScript is becoming common as it allows the same

developers to work on both parts of a web application and share related code. JavaScript,

HTML and CSS is one of the three supported platforms, along with .NET and C++,

for Windows 8 and Windows 10 modern application development, so many desktop

applications are now written using these technologies. As such, even outside of the

traditional web setting, understanding JavaScript code is still important.

2.2 Modern website implementation

Before discussing web analysis, it is useful to explain something about how modern

websites, and web forms in particular, are implemented. I will show how simple static

pages are created, how users can send data back to the web server using web forms,

how JavaScript is used to make the client-side pages more interactive and dynamic,

and then how it is applied to web forms. Finally I describe how dynamic two-way

communication with the server is implemented, which allows the creation of modern,

highly-interactive web applications.

Static pages using HTML and CSS

Content on a web page is structured using HTML (hyper-text markup language) [62].

HTML provides the structure of the page, by enclosing the content in di�erent HTML

elements. For example <p> denotes a paragraph of text, <h1> a heading, <li> a list item,

and so on. For example, <h1>My Web Page</h1> represents a level-1 heading. The

elements are nested in a tree structure, ideally re�ecting the logical structure of the

content, with the <html> element at the root. There are also generic container elements

<div> and <span> with no particular meaning which are used to group related content

together, or to identify certain content to apply style or behaviour changes later.
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Elements can be assigned attributes which either change their behaviour or provide

a way to identify the element when making layout or functionality changes later. An

example of a behaviour-changing attribute is href for a (link) elements, which sets the

target of the link. The id and class attributes are valid on any elements and are used to

identify them in CSS or JavaScript. An id uniquely identi�es a single element, whereas

a class can be used on multiple elements to identify them all at once.

CSS (cascading style sheets) is a declarative language specifying how an HTML

document should look when rendered in a web browser [10]. A stylesheet is simply a

list of CSS rules, included either in the HTML �le via a style element or more commonly

via a link element which includes a standalone CSS �le. The rules are given as a

selector which matches certain elements on the page and a list of declarations [25]. The

declarations specify which properties of the selected element should be changed, and

the value they should be set to. For example, the rule h1,p {color:#002147;} sets the color
property, which controls the text colour, of all h1 and p elements to the value #002147,

a dark blue. The selector is h1,p and matches all h1 and p elements in the document.

The values of the elements’ CSS properties are used by the browser to render the page.

Selectors can �lter elements by name, by their attributes, or by their position in the

tree of elements. For example p.important selects all p elements whose class attribute

includes the class “important”, and a[hrefˆ="h�ps://"] selects all link elements which

link to secure pages (by matching href attributes beginning with the string “https://”).

Selectors which are more speci�c,
2

or appear later in the style-sheet can override earlier

de�nitions.

Communication with the server using web forms

When a web page is accessed, data (i.e. the page’s HTML and other page assets) is sent

one-way from the server to the client web browser. Two-way communication, where

data is also sent from the client back to the server, is implemented in HTML using

forms. Sending data back to the server with forms enables interactive web pages with

dynamic content which can be updated by the website’s users. Forms consist of an

outer form element and a set of form input elements. The input elements are shown by

the browser as interactive controls: text boxes, drop-down lists, and so on. Figures 2.1

and 2.2 show how a simple HTML form works, and how it is handled by the server,

respectively. The most common form input elements are listed in Table 2.1.

When the form is �lled in, the input controls are updated to show their new values,

but nothing is sent to the server until the form is submitted. Once the form is submitted

(typically by clicking the submit button), the name and value of each form �eld is sent

to the server at the URL given in the form element’s action attribute. The data format

is controlled by the form’s method attribute, which can be set to “GET” or “POST”. For

2
CSS de�nes particular speci�city rules, but broadly a selector which adds more restrictions on the

elements it will match is considered more speci�c.
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1: <!doctype html>
2: <html>
3: <head>
4: <title>Simple Form Example</title>
5: <link rel="stylesheet" type="text/css" href="simple.css" >
6: </head>
7: <body>
8: <h1>Simple Form Example</h1>
9: <form action="simple-form-handler.php" method="POST" id="simple-form" >

10: <label for="name" >Name:</label>
11: <input type="text" id="name" name="name" ><br>
12:

13: <label for="age" >Age:</label>
14: <input type="text" id="age" name="age" ><br>
15:

16: <label for="department" >Department:</label>
17: <select id="department" name="department" >
18: <option value="cs" >Computer Science</option>
19: <option value="eng" >Engineering</option>
20: <option value="maths" >Mathematics</option>
21: </select><br>
22:

23: <label for="terms" >Accept terms:</label>
24: <input type="checkbox" id="terms" name="terms" ><br>
25:

26: <input type="submit" value="Submit" id="bu�on" >
27: </form>
28: </body>
29: </html>

Figure 2.1: A simple HTML form, consisting of four input �elds and a submit button.

When the button is clicked, the browser sends the form data to the URL simple-form-
handler.php. This server-side form handler is shown in Figure 2.2.
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simple-form-handler.php
1: <!doctype html>
2: <html>
3: <head>
4: <title>Form Response</title>
5: <link rel="stylesheet" type="text/css" href="simple.css" >
6: </head>
7: <body>
8: <h1>Form Response</h1>
9: <?php

10: if (count($_POST) > 0) {
11: print "<p>Your submi�ed data is as follows:</p>\n";
12: print "<table cellpadding='0' cellspacing='0' >\n";
13: foreach ($_POST as $key => $value) {
14: print "<tr><td>" . $key . "</td><td>" . $value . "</td></tr>\n";
15: }
16: print "</table>\n";
17: } else {
18: print "<p>No POST data submi�ed.</p>\n";
19: }
20: ?>
21: </body>
22: </html>

The form page before submission: The result page after submission:

Figure 2.2: When the form from Figure 2.1 is submitted, the form data is sent to the

server as a POST request. This example shows an HTML template with PHP code to

receive and display this POST data from our sample form. In a real application, the

server would most likely perform some validation on the received data and save it to a

database, or use it to retrieve search results from the database.
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Table 2.1: Examples of the most commonly used form input elements available in HTML.

There are many more input types and form-related elements available [102, 103].

Element Description Example

<input type="text"> A simple text box for a single line

of text.

<input type="checkbox"> An on/o� tick-box.

<input type="radio"> A group of radio buttons where

exactly one must be selected.

<select> and <option> A drop-down list allowing a sin-

gle item to be selected.
3

<textarea> A larger text box for multi-line

text input.

<input type="submit">,

<input type="bu�on">,

and <bu�on>

Buttons whose default behaviour

is to submit the form.

<input type="hidden"> No input �eld is shown on the

page. Hidden inputs are used to

include extra data when the form

is submitted to the server.

3
The multiple attribute can be set to allow selecting multiple values from a single �eld, but this is

rare in practice.
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a GET request, which is typically used for search and query forms, the data is added

to the URL of the page being requested. For example, if the form from Figure 2.1 used

method="GET", then the browser would load the following URL:

simple-form-handler.php?name=Ben&age=26&department=cs&terms=on

The server parses this URL to retrieve the key/value pairs of the submitted data, and

shows an appropriate result page. With a POST request—typically used for more private

information or forms which will modify the server state—the browser would load the

URL simple-form-handler.php and include a separate �eld in the request for the POST

data. This includes the same set of key/value pairs, but can accommodate much more

data than can be encoded into a URL (which is useful for �le uploads, for example). In

this case, the server parses the POST data �eld to retrieve the key/value pairs for the

submitted data, as shown in the server-side PHP script in Figure 2.2.

With HTML forms, a web page is able to receive content from its visitors; the

communication is no longer restricted to one-way downloads of static pages. Dynamic

websites, where the content can be queried, modi�ed or created by their users, are

enabled by this type of two-way communication.

Dynamic and interactive pages using client-side JavaScript

Just as HTML and CSS de�ne the structure and appearance of elements in a web page,

JavaScript is used to specify their behaviour [83]. JavaScript (formally speci�ed as

ECMAScript) is a high-level, dynamic scripting language which runs in the client-side

web browser. It is included, similarly to CSS stylesheets, either directly in a script
element or loaded from a standalone JavaScript �le.

JavaScript interacts with the web page via the DOM (document object model)

interface [77]. The DOM allows access and modi�cation of the tree hierarchy of HTML

elements (represented as DOM nodes), their attributes (via object properties of the

nodes) and other properties (such as style and content).

HTML element attributes and DOM node properties correspond closely (and in

fact the terms are often used interchangeably). The id property for example, contains

the value of the id attribute of the corresponding element. Some DOM properties do

not represent HTML attributes, such as tagName which returns the element name

(e.g. “DIV" for a div element) although there is no such attribute in the HTML code

itself. There are even a few properties which have a subtly di�erent meaning to the

corresponding attribute. A form input �eld has a value attribute, specifying the initial
value to be pre-�lled in the �eld. However, the value property of the corresponding

DOM node represents the current value of the input �eld and will change as the user

types input.

JavaScript runs in the browser using an event-driven model. All JavaScript execution

is in response to some event on the page—a user interaction, a timer, other content
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being loaded, and so on. JavaScript functions called event handlers are associated with

these browser events using the DOM API call addEventListener.4 The events can

include clicks, mouse movements, key presses, form input or submission, scrolling, and

many more. When the speci�ed event occurs, the browser executes the corresponding

JavaScript event handler function. Many events are triggered by the user’s actions

(such as those listed above), but some are triggered automatically by the browser, for

instance timers or page-load events. JavaScript’s asynchronous, event-driven execution

model allows developers to create dynamic, interactive web pages which respond to

user and external actions.

Figure 2.3 shows how simple events are registered. In this example, two pop-up

messages (called alerts) are shown; one when the page has �nished loading, and one

when a button is clicked. There are two event handlers: one for the load event on the

window object, triggered when the page has �nished loading; and one for the click event

on the bu�on element. The script will begin executing as soon as it is loaded, which

may be before the rest of the page has �nished loading. Therefore the click handler

must be registered from within the page-load event handler, once we know the button

which the event is supposed to attach to will be loaded. If getElementById("bu�on")
was called immediately, without the page-load handler, the button is not guaranteed to

be in the DOM and the click event may not be registered correctly.

Interactive forms using JavaScript

JavaScript is often used together with web forms to create an interactive user-interface

for a website. Data entered into forms or other input controls is typically checked

against input validation rules to prevent invalid or malicious queries or database updates

being made. To prevent abuse the rules must be enforced by the server, but they are

typically also checked by client-side JavaScript as well to provide immediate feedback to

the user and a smoother user-experience. To implement client-side validation checks, a

validation function is registered as the click event handler for the form’s submit button,

the submit event handler for the form itself, or the change event handler for a speci�c

�eld. When the user attempts to submit the form, the validation function can check

that the given input values match the validation rules and prevent submission if not,

usually showing an error message.

Figure 2.4 shows how the simple form shown earlier can be extended with a valida-

tion function to check the user-supplied inputs. In this case, the validate function will

be called when the submit button is clicked. It uses the DOM API to look up the current

values of the form �elds, checks their validity, and adds messages to the page to report

any errors. The error handler adds the classes error and error-msg to certain elements,

which are matched in CSS to highlight those elements. The call to evt.preventDefault()

4
Event handlers can also be registered via HTML attributes, such as onclick, or the a�achEvent

method in Internet Explorer.
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1: <!doctype html>
2: <html>
3: <head>
4: <title>Events Example</title>
5: <link rel="stylesheet" type="text/css" href="simple.css" >
6: <script type="text/javascript" >
7: window.addEventListener("load", function(e) {
8: alert("Page loaded");
9: var btn = document.getElementById("bu�on");

10: btn.addEventListener("click", function(e) {
11: alert("Bu�on clicked");
12: });
13: });
14: </script>
15: </head>
16: <body>
17: <h1>Events Example</h1>
18: <bu�on id="bu�on" >Click me</bu�on>
19: </body>
20: </html>

The alert once the page has

loaded:

The page before clicking

the button:

The alert after clicking the

button:

Figure 2.3: This example shows how event listeners are registered in JavaScript. An

event listener is added for the page-load event and for clicks on the button.
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cancels the default form submission action which would usually be triggered by clicking

the submit button.

Many web developers customise their forms using JavaScript in order to change their

default functionality or appearance. Standard HTML elements are re-purposed with

appropriate JavaScript event handlers to create custom-made form controls. Custom

�elds are used either because HTML does not provide standard controls for those types

of input or because they allow more control to the developer about exactly how the

control looks or works.

A common example of a custom-made input �eld is a date-picker. Many forms use

links and images to create a calendar widget where the user can enter a date. Another

common example is adding an autocomplete list to a text input �eld which suggests

possible values to enter. Even simple text boxes are sometimes replaced with custom

versions, when the developer wishes to signi�cantly alter their design. Some examples

of custom form �elds are shown in Figure 1.1, on page 8.

Dynamic client-server communication using AJAX

Traditional static HTML forms can send data back to the web server, but this requires

form �elds to be �lled out and a fresh page-load. More dynamic and interactive commu-

nication between the client and server can be implemented in JavaScript instead using

AJAX.
5

AJAX refers to JavaScript running on a web page communicating directly with

a remote server to display dynamically changing content. This is done using an API

called XMLH�pRequest6
which sends a request and triggers a callback function once

the server returns a response. Figure 2.5 shows an example of XMLH�pRequest being

used to fetch data dynamically. The request is asynchronous: it is set up in the button

click handler (and the “Loading. . . ” message is displayed) and then control returns to

the browser. Once the request is completed, the onload method of the XMLH�pRequest
object is called which displays the returned data. Another more recent, but as-yet much

less common, method for dynamic communication with the server is WebSockets, which

can even provide persistent two-way connections.

Using AJAX to dynamically load and update content allows the creation of modern

web applications. These web pages use live-updated content from the remote server to

behave like a traditional desktop application, with some processing done client-side by

JavaScript in the browser and some done server-side (in particular fetching data from

the application’s database). Web applications—such as Gmail, Google Docs, Facebook,

and many other smaller examples—are becoming very common (as evidenced by the

increasing use of web application frameworks such as Angular and React [134]) and

are an obvious motivation for analysing client-side JavaScript.

5
AJAX stands for Asynchronous JavaScript And XML but today refers to any data fetched from a

server dynamically by JavaScript, however it is formatted.

6
Again, the name is historical; an XMLH�pRequest call doesn’t necessarily send or receive XML data.
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simple-form-dom.js
1: function validate(evt) {
2: // Clear any existing error messages.
3: var messages = document.getElementsByClassName("error-msg");
4: while (messages.length > 0) { messages[0].remove(); }
5: var errors = document.getElementsByClassName("error");
6: while (errors.length > 0) { errors[0].classList.remove("error"); }
7:

8: var name = document.getElementById("name");
9: var age = document.getElementById("age");

10: var terms = document.getElementById("terms");
11:

12: // Check name is not too short
13: if (name.value.length < 3) {
14: error(name, "Name must be at least 3 characters.");
15: evt.preventDefault();
16: }
17: // Check the age is an integer in the correct range.
18: if ((parseInt(age.value, 10) || 0) < 18) {
19: error(age, "Age must be a number and at least 18.");
20: evt.preventDefault();
21: }
22: // Check the terms checkbox is ticked.
23: if (!terms.checked) {
24: error(terms, "The terms must be accepted.");
25: evt.preventDefault();
26: }
27: }
28: function error(element, message) {
29: var errorElt = document.createElement("span");
30: errorElt.className = "error-msg";
31: errorElt.textContent = message;
32: element.parentNode.insertBefore(errorElt, element.nextSibling);
33: element.classList.add("error");
34: }
35: window.addEventListener("load", function() {
36: var bu�on = document.getElementById("bu�on");
37: bu�on.addEventListener("click", validate);
38: });

Figure 2.4: The simple HTML form shown earlier is extended with JavaScript to validate

the input before the form can be submitted.
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1: <!doctype html>
2: <html>
3: <head>
4: <title>XHR Example</title>
5: <link rel="stylesheet" type="text/css" href="simple.css" >
6: <script type="text/javascript" >
7: window.addEventListener("load", function(e) {
8: var btn = document.getElementById("bu�on");
9: var result = document.getElementById("returned-data");

10: btn.addEventListener("click", function(e) {
11: result.textContent = "Loading...";
12: var xhr = new XMLH�pRequest();
13: xhr.open("GET", "h�p://h�pbin.org/user-agent", true);
14: xhr.onload = function() {
15: result.textContent = this.responseText;
16: };
17: var xhr_connection_fail_reported = false
18: xhr.onreadystatechange = function() {
19: if (this.readyState == XMLH�pRequest.DONE &&
20: this.status == 0 && !xhr_connection_fail_reported) {
21: xhr_connection_fail_reported = true;
22: result.textContent = "XHR connection failed.";
23: }
24: };
25: xhr.send();
26: });
27: });
28: </script>
29: </head>
30: <body>
31: <h1>XHR Example</h1>
32: <bu�on id="bu�on" >Send Request</bu�on>
33: <p>Returned data:</p>
34: <pre id="returned-data"></pre>
35: </body>
36: </html>

Before the button has been

clicked:

While the AJAX request

executes:

After the result has been

returned:

Figure 2.5: An example of XMLH�pRequest being used to load data from an external

server and display it.
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2.3 The problems with real-world websites

So far, I have outlined how websites are implemented with HTML, CSS and JavaScript.

In the real world, websites are much more complex. This makes it more di�cult—both

for humans and automated tools—to analyse how they work. The reasons why analysis

is more di�cult for real sites can be grouped into the following categories:

• Scale and complexity. Modern websites, and web applications in particular, use

a lot of JavaScript. It is di�cult to track which JavaScript events correspond

to which DOM elements, which actions could trigger a certain piece of code,

or conversely which code may be executed when a certain action is triggered.

Dynamic loading of JavaScript from di�erent sources makes it hard to even

enumerate the JavaScript �les involved in an application.

• Non-standard code. JavaScript and the other web technologies have evolved over

many years, while the browser vendors and web developers have each tried to

maintain compatibility. This means the browsers do not implement any strict

standards, and the websites often use outdated or invalid code to work around

browser bugs or inconsistencies. Both sides of this issue must be addressed by

any real-world web analysis tool.

• Frameworks. Large CSS and JavaScript frameworks are often used to mitigate

browser di�erences and provide additional functionality. This introduces a large

body of highly-optimised, browser-dependent code, even on otherwise simple

sites. Due to the wide use of these libraries, JavaScript’s most complex and

di�cult to analyse language features are commonly encountered on real sites.

• Generated code. Many sites are developed in tools which auto-generate the

HTML, CSS and JavaScript, or translate business logic written in one language

into JavaScript code which can be embedded in a website. This makes it di�cult

to exploit common patterns which human programmers might use.

Each of these issues is discussed in more detail below.

Large and complex web applications

In the past, web pages used static HTML for most of their structure and functionality,

with a small amount of JavaScript and dynamic content to add interactivity. Today,

almost all websites use JavaScript, either for their own implementation or from third-

party additions such as advertising or analytics packages, and more often for both.

According to a survey of around 10 million websites from W3Techs, 94.9% of websites use

JavaScript [135]. With the rise of web applications, the majority of a site’s functionality
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is often provided dynamically via JavaScript, with dynamically generated HTML only

used to display the results in the browser.

This trend means that a lot of code is used in the implementation of even apparently

simple sites, and the code is often complex. Code used for page structure, managing

content and layout, and communicating with the server contains no interesting in-

formation about the functionality of the website itself, making it irrelevant noise for

many web analysis tasks. The large (and increasing) amount of this “uninteresting” but

complex JavaScript makes identifying the interesting parts for analysis very di�cult.

Changing standards, invalid code and lenient browsers

As the standards for HTML and the web have changed over time, browsers supporting

the new features have tried to maintain backwards compatibility with older standards

and conventions. Browsers do not try to di�erentiate di�erent versions of the HTML,

CSS and JavaScript standards as a compiler might for other languages (and in the

early days these technologies were not standardised at all, the only consensus was by

convention), they have a single browser engine which attempts to handle any website.

As new standards emerge, they are supported partially and incrementally by browsers,

without necessarily supporting all the new features, or even the same ones as other

browsers. Because of changing standards, backwards compatibility and the attempt

to make a “best e�ort” to parse whatever code they �nd, modern web browsers are

extremely lenient in what they accept as valid code [133].

Because the browsers are so lenient, there is little incentive for web developers to

strictly follow the standards. In fact, they are often forced to write non-standard or

invalid code to get the desired e�ect from the browser. Patching over the di�erences

between di�erent browsers is one of the main reasons for this, as discussed below.

The prevalence of non-standard code is illustrated by a survey of 832 URLs chosen

at random from the Common Crawl index [30] and tested against the W3C validity

checker [110]. Of these sites, only 1.8% were found to have no validation errors, and

only 0.6% had neither errors nor warnings. Although this metric is unnecessarily strict,

it does illustrate the scale of the divergence between real websites and the formal

standards.

Invalid code without strict standards is di�cult to analyse. When looking at a

web page which uses invalid code or non-standard features, the language standards

obviously cannot de�ne its behaviour. In these cases it is necessary to model the

behaviour of a real production web browser, or even use one directly, to know what

the code does. Even accurately modelling a real browser does not completely solve the

problem, as di�erent browsers can behave in di�erent ways on non-standard (and even

perfectly valid) pages.
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Browser di�erences, browser detection and hacks

One of the main reasons for non-standard or invalid code, and for the complexity of

some library code, is to work around browser inconsistencies. A web page has visitors

using many di�erent web browsers, each using a di�erent HTML and CSS rendering

engine and JavaScript interpreter. Either intentionally or due to bugs, each browser

behaves slightly di�erently and displays the same page in a slightly di�erent way. This

was especially true in older browsers, but is still the case to a lesser extent today. These

di�erences a�ect the JavaScript APIs available and how they work, as well as the CSS

rules supported and how they are applied to lay out the page.

To get around these inconsistencies web developers either restrict themselves to

the common subset of matching features (which may be di�cult) or detect the client

browser and provide extra code or rules for each browser to make sure they all behave

the same way. Feature detection is used to detect di�erent browsers by checking whether

a certain feature exists or behaves in a way which is known to be unique to a certain

subset of browsers.

For example in Internet Explorer before version 9, the addEventListener function for

registering events in JavaScript was not present and those browsers used a�achEvent
to get a similar (but not identical) result. To register events which work in any browser

requires checking in JavaScript which method is de�ned:

if (element.addEventListener) {
element.addEventListener('click', myClickHandler); // IE >= 9 and others

} else {
element.a�achEvent('onclick', myClickHandler); // IE <= 8

}

In CSS, these browser detection tricks are known as hacks because they exploit

di�erences in the CSS support in each browser to apply di�erent rules to each browser.

The most famous example is known as the “holly hack” to apply certain CSS rules only

for Internet Explorer 6 and below. Those browsers add an extra element enclosing the

html element which can be matched in CSS. As all other browsers consider html to be

the root of the DOM tree, a selector which relies on html having a parent element can

only ever match in IE6.

h1 {
color: blue; /* IE >= 7 and others */

}
* html h1 {

color: red; /* IE6 */
}
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The most common way to mitigate browser di�erences today is by using a third-

party library like jQuery which uses these tricks internally to abstract the browser

inconsistencies away from the developer, as discussed below. Alternatively, the browser

tests are bundled in special-purpose libraries such as Modernizr.
7

Browser-speci�c code is problematic for analysis for three reasons. First, the code is

complicated in a way which does not represent any interesting fact about the behaviour

of the website. The JavaScript example above introduces an interesting-looking branch

in event-handing code which is in fact just a workaround for browser compatibility

and is completely boring for someone analysing the code. Second, the code used for

feature detection is often not valid according to any standard. This makes it necessary

to model a real web browser instead of the language speci�cation in order to interpret

ambiguous or invalid code. This relates to the �nal issue, which is that any analysis

must pick a certain interpretation for this ambiguous code, so it will miss behaviour

designed for other browsers.

Rozzle is a JavaScript malware detection tool which avoids this issue in a novel

way. JavaScript malware often uses browser- or plugin-speci�c tricks to target speci�c

browsers; when it encounters a browser check, Rozzle is able to execute both branches

of the code, in order to explore all possible behaviour under di�erent browsers and

environments, at the cost of a less precise analysis [79].

Frameworks and libraries

JavaScript and CSS frameworks are used to simplify the development of complex,

browser-independent websites.

The CSS frameworks, such as Bootstrap,
8

Foundation
9

or 960gs,
10

consist of pre-

de�ned CSS rules which simplify laying out a website. The developer adds appropriate

class attributes to their HTML which the framework’s rules use to format the content,

often within a grid system. The frameworks also provide pre-styled elements such as

buttons, tables, forms, and so on.

JavaScript DOM libraries, such as jQuery,
11

Prototype
12

or MooTools,
13

provide

an abstraction of the DOM API which is simpler to use, more consistent, or more

browser-independent. CSS selectors are used to retrieve certain sets of elements for

processing, which is a much simpler method than navigating the DOM tree manually

with JavaScript alone. For example to attach a click handler to all bu�on elements with

the class clickable becomes very simple using jQuery:

$("bu�on.clickable").on("click", function(e) { $(this).text("Clicked!"); });

7
https://modernizr.com/

8
http://getbootstrap.com/

9
http://foundation.zurb.com/

10
http://960.gs/

11
https://jquery.com/

12
http://prototypejs.org/

13
http://mootools.net/

https://modernizr.com/
http://getbootstrap.com/
http://foundation.zurb.com/
http://960.gs/
https://jquery.com/
http://prototypejs.org/
http://mootools.net/
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Other JavaScript libraries focus on user-interface widgets, for example jQuery UI
14

or DOJO.
15

These “widget toolkits” include interactive page elements such as draggable

or resizable boxes, tabbed pages, accordion containers (which show a single block of

content at a time from a list) and buttons. Customised form input controls are also

common, such as autocomplete text-boxes, date pickers, or sliders.

There are also frameworks focused on web application infrastructure and dynamic

page updates with data from the server. These include AngularJS,
16

Backbone
17

and

Ember.
18

They focus on the problem of keeping the DOM elements and contents

synchronised with the internal application state and updating the DOM in response to

changes in that state.

It should be noted that there is a lot of overlap between the di�erent types of

frameworks. For example jQuery includes some widgets, most CSS frameworks include

JavaScript components, and the web-application frameworks include DOM manipula-

tion methods.

The HTML “sca�olding” required for the CSS and JavaScript frameworks to hook

into means that even simple pages end up using complex DOM structures. Apparently

simple pages can use complex custom widgets and have dynamically modi�ed contents.

Because the libraries include browser-independence hacks, seemingly straightforward

application-level code which calls the library can result in complex JavaScript being

executed under the hood. Analysis tools must either handle the libraries themselves, or

add speci�c modelling for each library API. The prevalence of JavaScript frameworks

means that almost all real-world sites are complex in these ways. JavaScript libraries

and frameworks are used on 76% of sites, with jQuery in particular in use on 73%, often

alongside other frameworks [136]. The JavaScript used on the web routinely uses many

of the language’s dynamic and di�cult to analyse features [114, 115]. Many of these

di�cult features can be attributed to libraries’ internal implementation.

Generated and obfuscated code

As well as DOM structure generated on-the-�y by JavaScript frameworks, most modern

sites also use server-side code to generate their pages. A server-side language such

as PHP, C#, Java, Python, or Ruby is used to combine the page contents (e.g. loaded

form a database) with a template which de�nes how that content should be rendered

as an HTML page. In many cases even the JavaScript code is auto-generated by the

server-side framework, sometimes by translation from the server-side language itself.

This is done so the developers can de�ne the site behaviour in a single place and a

single language, and their tools will translate this into the HTML, CSS and JavaScript

required to interface with their server-side code.

14
https://jqueryui.com/

15
https://dojotoolkit.org/

16
https://angularjs.org/

17
http://backbonejs.org/

18
http://emberjs.com/

https://jqueryui.com/
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http://emberjs.com/
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The problem with generated code is that it does not follow standard patterns for

JavaScript. Because it is not designed to be human readable, the code can be arranged

in any way convenient to the generator. For example it is common to see all the

application state lumped together into a single giant object in the global scope, which

removes any context about what that state refers to. As it does not aim to be readable,

auto-generated JavaScript code can freely use any “di�cult” language features which

make the translation simpler, such as eval.
Code is often also intentionally obfuscated to discourage reverse-engineering. The

site’s source JavaScript is automatically “mangled” to make it more di�cult for humans

to read, usually introducing tricky language features which are di�cult for analysis

tools to reason about in the process.

2.4 Program analysis

Program analysis is the process of automatically determining facts about the behaviour

of a program. This can be done by looking at a program’s source code without executing

it, known as static analysis; by generating and executing tests, known as dynamic
analysis; or by a combination of the two. The goal of program analysis can be to verify

correctness, detect bugs, or suggest performance improvements. This section gives

a brief outline of static analysis, in particular symbolic execution; and dynamic test

generation. These two analysis techniques form the background required to describe

concolic testing in the next chapter, which combines aspects of both and is the basis of

much of my work.

Static analysis

Static analysis is the analysis of a program’s source code, object code or bytecode

statically, that is, without executing it, to prove properties of the program’s run-time

behaviour. There are many static analysis techniques available, depending on the

goal of the speci�c tool [108, 119]. For example data-�ow analysis can be used to

derive facts about how data �ows through the program, such as which values each

variable may have at di�erent program points. Type systems are used to disallow certain

unsafe operations and make sure appropriate arguments are given to functions. Model
checking is used to con�rm that a software system or hardware design matches its

formal speci�cation. Abstract interpretation simulates the execution of a program using

an abstraction of the real program state, in order to simplify reasoning about that state,

which can generate many types of analysis results. Static analysis is often useful to �nd

corner-case issues which are di�cult to discover or reproduce via testing. For example,

certain race conditions or instances of unde�ned behaviour may appear correct when

tested, and these bugs are di�cult to discover without source code analysis.
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Static analysis is a di�cult problem, both in theory and in practice. Analyses must

focus on detecting certain classes of errors and most can only return approximate

results. Even when it is possible to fully analyse a program, this can be very expensive.

The practical performance problem can be reduced by further approximation of the

analysis results. Despite these issues, approximated or simpli�ed static analysis is still

a powerful tool for ensuring software quality and security.

Symbolic execution

Symbolic execution is a static program analysis technique—a particular type of abstract

interpretation—where the program’s execution is simulated and the program state at

each point is represented symbolically. Each variable’s value is given by a symbolic

expression (a logical formula) over input values and constants from the program. This

allows the analysis to determine which program states are possible to reach, and which

input values can reach them.

Example. In the following program the returned value is always at least 5, and the

assertion is always satis�ed. To check this with symbolic execution, the program’s

execution is simulated from the beginning.

1: function f(x) {
2: var r;
3: var y = 10 * x;
4: var z = x + y + 5;
5: if (z >= 60) {
6: r = x;
7: } else {
8: r = 5;
9: }

10: assert(r >= 5);
11: return r;
12: }

When the function is �rst entered on line 1, the symbolic state is simply that variable

x has the value of the input: {x = xinput}. As each line is simulated, the symbolic state

is updated with whatever new information is known about each variable. When a

variable is used on the right hand side of an assignment, it’s symbolic value is used to

update the symbolic value of the newly assigned variable. For example on line 3 the

symbolic state is updated to

{x = xinput, r = unde�ned,y = 10 · xinput}

and at line 4 it becomes

{x = xinput, r = unde�ned,y = 10 · xinput, z = xinput + 10 · xinput + 5}
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f (xinput)

z > 60

r > 5

Err

Unreachable

UNSAT

End

Reached by
xinput < 5

{z < 60, r = 5}

r > 5

Err

Unreachable

UNSAT

End

Reached by
xinput > 5

{z > 60, r = xinput}

{x = xinput,y = 10 · xinput,

z = 11 · xinput + 5}

Figure 2.6: The path tree implicitly explored by the symbolic execution.

where the value for z can be simpli�ed to z = 11 · xinput + 5.

At the branch on line 5, the branch condition z >= 60 can be evaluated symbolically

as 11 · xinput + 5 > 60 using the value of z from the symbolic state. This constraint

simpli�es to just xinput > 5. As this condition could be satis�ed or not depending on

the input, the symbolic analysis must consider both paths.

On the true branch, we know the branch condition was satis�ed, so xinput > 5 can

be added to the symbolic state. Line 6 then updates the symbolic state to

{x = xinput, r = xinput,y = 10 · xinput, z = 11 · xinput + 5,xinput > 5}

When we reach the assertion on line 10, the symbolic state can be used to show that

r = xinput > 5 so the condition r >= 5 is satis�ed.

On the false branch, we know the branch condition was not satis�ed, so xinput < 5

is added to the symbolic state. At line 8 the state is updated to

{x = xinput, r = 5,y = 10 · xinput, z = 11 · xinput + 5,xinput > 5}

Again, at line 10 the symbolic state proves that the assertion is satis�ed.

Figure 2.6 shows the tree of program paths which are checked during this symbolic

execution, and shows how the assertion is proved to always be satis�ed. �

By simulating the program like this and checking down all possible paths the

symbolic execution can prove which program states can possibly be reached and

provide the conditions on the input required to reach them. These conditions can be
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used to generate concrete inputs which reach the given state. For example, for the

above function to return 5, the analysis can prove that the input x must either be 5 (in

the case where the branch condition is satis�ed) or be less than 5 (in the case where

the branch condition fails).

Symbolic execution is limited by the path explosion problem. At each branch in

the program, the analysis itself needs to branch and check what happens if the branch

condition is satis�ed, and what happens if it is not, continuing execution in each case.

This means an exponential number of paths (compared to the number of branch points

in the program) must be checked. Some techniques exist to merge the analysis of

identical or similar paths, which reduces the size of the problem but can introduce

imprecision if the paths are not completely equivalent [11]. When analysing input-

dependent loops the procedure described above will try to test every possible number

of iterations of the loop and will never terminate; an analysis must detect these cases

and merge the equivalent paths.

During the analysis symbolic expressions must be checked for satis�ability (when

deciding which branches are feasible or whether an assertion is satis�ed) and used to

generate input values which satisfy them (to generate example inputs leading to a bug).

These constraints are passed to a constraint solver which can check satis�ability and

return a satisfying assignment to the variables when one exists. The constraint solving

is another limitation of symbolic execution; the constraints generated by the analysis

may be too complex to e�ectively solve. If a constraint cannot be solved it may be

simpli�ed, but the analysis will again lose precision.

Automated testing and dynamic analysis

Automated testing is the process of generating test inputs to a program, executing

the program with these inputs and checking for any problems. The problems might

be crashes, failed assertions, reading or writing the wrong areas of memory, or even

incorrect results. A dynamic analysis (where real tests are run with the code) has the

advantage over static analysis that any discovered bug is easily reproducible. There is

no approximation and there can be no false positives.

The simplest technique to automatically generate new tests is randomised testing,

or fuzzing. The disadvantage of generating inputs at random is the di�culty of �nding

interesting inputs. In particular, complex data structures are extremely unlikely to be

generated randomly, making it di�cult to �nd bugs in functions which process them.

To generate interesting test cases, fuzzing tools are normally given some knowledge

about the expected formats of the inputs they are supposed to generate (an input

speci�cation). These speci�cation-based tools can then generate a variety of valid,

invalid and edge-case inputs, while maintaining the bene�ts of randomisation [49].

As automated testing is not expected to cover all possible paths in a program, some

metric is needed to evaluate the success of the testing. Common metrics include line or

statement coverage, branch coverage, or the full path coverage. Line coverage refers
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to the proportion of source-code lines which were executed during testing. Branch

coverage is a stronger requirement, checking that both the true and false conditions

of every branch are exercised at least once. Path coverage is the strictest coverage

metric, requiring that every unique path through the program is tested. This is the

most comprehensive, and most expensive, type of testing.

2.5 SMT solving

Constraint solving is a key component of many types of program analysis. It can be

used to check the reachability of certain parts of the program, or to generate new values

to be tested. The program property to be tested is expressed as a logical formula, and

the constraint solver determines whether the formula has a satisfying assignment. The

most common way to express these formulae is as SMT constraints.
SMT (satis�ability modulo theories) is the problem of checking whether a given

SMT formula is satis�able or not. An SMT formula is a logical combination of predicates,

which are Boolean assertions over variables of certain types (such as Booleans, integers,

strings, and so on). For example x 6 5, x = y + 1 and y > 2 are predicates over

the integer variables x and y. Then x 6 5 ∧ x = y + 1 ∧ y > 2 is an SMT formula

making use of these predicates. In this case it is satis�able; it is satis�ed by any of

the assignments x = 3,y = 2; x = 4,y = 3; or x = 5,y = 4. In contrast, the formula

x 6 5∧ x = y + 1∧y > 10 is not satis�able; there is no assignment of integer values to

x and y for which the formula evaluates to true.
SMT solvers are software tools which solve the SMT problem. Given an SMT formula

as input, they check whether it is satis�able or not. If it is, they return “SAT” along

with a satisfying assignment; an assignment of values of the appropriate types to the

free variables in the formula such that evaluating the formula with those values leads

to true. If the formula is not satis�able, then the solver returns “UNSAT”. SMT solvers

are a standard way to solve constraints in many areas of program analysis, veri�cation,

and testing [24, 82].

Each solver supports a certain set of theories which de�nes the types of con-

straints it can solve. Each theory allows certain types of variables and predicates

to be used in the input formula. For example the formulae given above use the theory

of integers, which means the predicates are expressions using integer variables, inte-

ger constants and symbols including +, −, ×, =, <, >, 6 and >. Other commonly

supported theories include Booleans, strings, arrays, real numbers, uninterpreted

functions and bit-vectors. For example, the theory of strings would allow the for-

mula concat(x ,y) = “Hello world” ∧ len(x) = 6, which is satis�ed by the assignment

x = “Hello ”,y = “world”, among many others. Support for these expressive theories

allows many problems to be written very naturally and directly as SMT instances and

makes them simple to solve.
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Some solvers support constraints which span theories. For example a constraint

might use the length of a string as part of an integer expression, or even coercions

between types from di�erent theories. This is especially important in the analysis of

dynamic languages, such as JavaScript, where coercions between types are common. For

example a constraint may require coercion between strings and integers: str-to-int(x) >
10 is satis�ed by x being “15” or “17” but not “3” or “hello”. This requires specialist

support from the solver.

To provide a standard interface, most modern SMT solvers support the SMT-LIB

language for their input and output [17]. This standard language means that tools like

mine can output a single set of constraints independently of the solver. However, as

we use theories which are not yet standardised by SMT-LIB (most importantly, strings)

we use the solver-speci�c extensions to SMT-LIB as well, meaning that some work is

required to switch solvers.

SMT solving is an important problem in veri�cation and program analysis, and

there has been a lot of work on the e�ciency and e�ectiveness of SMT solving. Thus,

the available solvers are extremely e�cient—even for very large problem instances.

Solver implementation

Techniques for SMT solving are based on the related problem of SAT solving. In the

SAT (Boolean satis�ability) problem, only propositional logic formulae are allowed as

input (that is, formulae consisting of logical combinations of Boolean variables, such

as (a ∧ ¬b) ∨ (a ∧ c), which is satis�able by, for example, a = true,b = false, c = false).
A SAT solver takes a propositional formula and returns “SAT” if it is satis�able, along

with a satisfying assignment, and “UNSAT” otherwise.

The standard approach to SAT solving is known as CDCL (con�ict-driven clause

learning) [82]. CDCL proceeds by making a provisional assignment to one of the

propositional variables, and checking what implications this assignment has on the

rest of the formula. If this assignment implies that some other variables must take

particular values, these new assignments are assumed and included in the propagation

as well. This process of guessing an assignment and propagating its implications is

repeated until the formula is satis�ed, in which case a satisfying assignment is found,

or a con�ict is discovered. Once a con�ict is found, the assumptions which lead to this

con�ict are determined (by backwards search in the graph of implications) and their

negation is added as a new clause to the formula. It is known that this new clause

must be satis�ed in any satisfying assignment to the original formula, and adding the

new clause simpli�es the discovery of new con�icts later. The search then backtracks,

removing the assumptions which lead to the con�ict, and continues.

SMT solvers use a central CDCL SAT solver and a set of theory solvers [82]. Each

theory constraint in the input formula is replaced by a Boolean variable to create a

SAT formula encoding the structure of the original SMT instance. Then as the SAT
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solver works, it can make queries to the theory solvers about which combinations of

propositions are satis�able. The theory solver only needs to be able to check satis�ability

of conjunctions of the individual theory predicates in the original formula, and to

generate values. In more advanced solvers, the central SAT solver and theory solvers

can all share information between each other to improve performance.

This general procedure is sound and complete, and guaranteed to terminate, as

long as the individual theory solvers are also sound, complete, and terminating. This

means the solver will always return an answer, and that answer is guaranteed to be

correct. However, many useful theories cannot be solved e�ciently, and some are even

undecidable. Many theory solvers must restrict themselves to e�ciently solvable subsets

of the theories, or return “unknown” for cases which cannot be proved satis�able or

unsatis�able within a certain time limit. In practice, this is still a bene�cial trade-o� for

being able to use such expressive input formulae.
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A �rst step towards our goal of applying information from the low-level implementation

view and the high-level user-event view of a web application is to have a means of

understanding the JavaScript that runs on a website. This chapter describes a platform

for understanding web JavaScript and real-world JavaScript-based web applications,

based on a common technique called concolic testing. This provides the infrastructure

required for concolic testing of web-based JavaScript, as a base which di�erent analysis

tools to attack speci�c problems can be built on. This chapter describes the platform,

and the customisations required to handle web-based JavaScript. Then the di�erent

analysis tools built on top of the platform are described in the next chapter.

Example. To demonstrate concolic testing for web-based JavaScript, we will use the

following running example: an airline search form, which includes �elds From and To
(with id attributes “from” and “to”, respectively) whose values are chosen from a drop-

down list, along with a �eld Date (with identi�er “date”), populated by a date picker.

The event handler for To performs client-side validation using the function validate_to
shown in Listing 1. The event handler for Date uses the function validate_date, which

is simpli�ed for our example to assume that all dates are in the current year.

Note that the validation code involves restrictions on both the values of the �elds,

and on the order in which they are �lled. Filling To before From causes an error at line 9,

for example. In addition to the constraints explicitly enforced by the event handlers,

there are a number of implicit constraints on the �elds: for example, the values of

From and To should come from their respective drop-down lists. A form-�lling or

wrapper-generation tool must �nd values that satisfy all of these constraints. �

3.1 Concolic testing

Concolic testing, or directed automated random testing, is a testing technique which

uses concrete executions of a program to drive a symbolic analysis [50, 122]. It can be

thought of as a combination of symbolic execution and automated testing. The symbolic

analysis is able to guide the automated tester and suggest speci�c inputs which reach

new parts of the program which would be very di�cult for traditional test-generation

approaches to discover. Conversely, the concrete executions allow exploration through

parts of the program which are only partially understood, or otherwise can’t be reached

by the symbolic analysis alone.
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Listing 1 The form validation code for the simple airline example.

1: function validate_to() {
2: var from = document.getElementById("from").value;
3: var to = document.getElementById("to").value;
4: return validate_aux(from, to);
5: }
6: function validate_aux(from, to) {
7: // Check departure airport is set
8: if (from.length == 0) {
9: alert("Error: Departure airport must be set");

10: return false;
11: }
12: // Check the departure and destination are di�erent
13: if (from === to) {
14: alert("Error: Departure must di�er from Destination");
15: return false;
16: }
17: return true;
18: }
19: function validate_date() {
20: var to = document.getElementById("from").value;
21: var date = document.getElementById("date").value;
22: // Check destination airport is set
23: if (to.length == 0) {
24: alert("Error: Destination Airport must be set");
25: return false;
26: }
27: // Check that date is a�er today
28: var today = new Date();
29: var day = parseInt(date.substr(0, 2), 10);
30: var month = parseInt(date.substr(3, 5), 10);
31: var valid_date = (month >= today.getMonth()+1 &&
32: (month != today.getMonth()+1 || day >= today.getDate()));
33: if (!valid_date) {
34: alert("Error: date cannot be before today");
35: return false;
36: }
37: return true;
38: }
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Algorithm 1 The high-level algorithm for concolic testing.

1: procedure Concolic-Testing(program)

2: values← Choose-Initial-Values(program)

3: trace← Execute-And-Record(program, values)
4: path-tree← Init-Tree(trace)

5: while path-tree is not fully explored do

6: target-path← Search(path-tree)
7: values← Solve-Path-Constraint(target-path)

8: if target-path was successfully solved then

9: trace← Execute-And-Record(program, values)
10: Extend-Tree(path-tree, trace)
11: else

12: Mark target-path as unreachable in path-tree
13: end if

14: end while

15: end procedure

A generic (that is, not JavaScript or web speci�c) concolic testing algorithm is given

in Algorithm 1. Concolic testing begins by choosing some default starting values for

the variables (represented by Choose-Initial-Values on line 2). The program being

tested is then executed concretely (that is, using a real interpreter) and some symbolic

information is recorded about how the inputs are modi�ed and when they occur in

branch conditions. Thus each trace is associated with a path constraint: the set of

individual branch conditions (expressed in terms of the input values) which must be

satis�ed for the program’s execution to follow that particular path. Each path constraint

is a logical formula describing an equivalence class of input values, with equivalent

values resulting in the same execution path in the program. Thus the state of the

exploration can be characterised by the set of path constraints of explored traces, which

form a tree. The testing algorithm proceeds in an execute-and-analyse loop. After

executing a trace (via Execute-And-Record), the new information gathered during

that trace is added to the tree, either by Init-Tree on line 4 for the initial trace, or by

Extend-Tree on line 10 for subsequent traces. In order to �nd set a of input values that

reaches a new path, the algorithm chooses a sequence of branch conditions that has not

yet been explored, and generates the corresponding path constraint using the Search

method on line 6. This path constraint is sent to a constraint solver (by the call to

Solve-Path-Constraint on line 7). If the solver can satisfy the constraint, a solution

is chosen as the next set of input values. If the solver cannot, the path is marked as

unreachable, and it will not be chosen again by Search in subsequent iterations.
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Table 3.1: The tests executed during concolic testing of validate_aux(from, to).

Run from to Conditions hit Result Next goal

1 “” “” length(from) = 0 Error ¬(length(from) = 0)

2 “a” “a” ¬(length(from) = 0),

from = to
Error ¬(length(from) = 0)

∧ ¬(from = to)

3 “a” “b” ¬(length(from) = 0),

¬(from = to)
Success Finished

Example. Consider the function validate_aux(from, to) used as part of the validation

for the To �eld in our example form. Concolic testing would �rst execute the function

using default or random values for the arguments from and to; say empty strings for

both. This would lead the function’s execution to follow a path which terminates after

the �rst alert on line 9. While the function is executed concretely, symbolic information

is recorded about how the inputs are used and when they are used in branch conditions.

In this initial execution, the only branch condition depending on a symbolic input

(called a symbolic branch) was length(from) = 0, generated at the �rst if-statement.

The recorded trace of symbolic branches (in this case just the single branch, plus some

meta-data about the concrete execution) becomes the �rst trace added to the tree (line 4

in Algorithm 1). The search procedure on line 6 will isolate the path consisting of the

single constraint ¬(length(from) = 0) as an unexplored path in the code, and this will

be sent to the constraint solver (line 7). The solver will return values for from and to
which satisfy this constraint: for example, the solver might return the values from = “a”
and to = “a”. In the next iteration of the loop, the function being tested is executed

again, with these new values as input, which drive the execution to the second alert at

line 14 of the example code. This second execution is symbolically traced, and generates

the path ¬(length(from) = 0) ∧ from = to. Note that this is the conjunction of two

separate branch conditions: taking the false branch at the �rst if statement, and the

true branch at the second. The search procedure on line 6 will now return the path

constraint ¬(length(from) = 0) ∧ ¬(from = to) as the next target to explore. Solving

this constraint gives values which pass this validation function and avoid each alert.

The path tree generated during this testing is shown in Figure 3.1, and the list of

tests executed is shown in Table 3.1. Traces are marked as errors or successes depending

on whether an error message was shown by a call to alert. �

The constraint solver is a critical component in any concolic testing tool. E�ective

concolic testing requires high-performance solvers which support the constraint types

encountered in common programming languages: Booleans, integers, reals, bit-vectors,

and arrays.
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validate_aux(from, to)

Branch
length(from) = 0

Branch
from = to

Succ
Run 3:
from = “a”
to = “b”

False

Err
Run 2:
from = “a”
to = “a”

True

False

Err
Run 1:
from = “”
to = “”

True

Figure 3.1: The symbolic path tree for validate_aux(from, to) which is explored during

the concolic testing.

Concolic testing normally includes classi�cation of a trace. In the context of testing,

this means determining whether an error occurred during a given test. In Algorithm 1

this is assumed to be done within Execute-and-Record. When applied to form

exploration, the classi�er determines whether the result of a trace is a successful

submission (leading to a new page) or not. We can detect unsuccessful submissions by

�agging the execution of certain commands such as alert, or by inspecting the DOM

(for example checking for the string “Error” being added).

The choice of which branch in the partial execution tree to explore next is made

by the search procedure (line 6 in the algorithm listing). Given a partially explored

tree of symbolic path traces, the search procedure selects an unexplored branch as the

next target. The order in which branches are selected is important in cases where the

whole tree cannot feasibly be explored, which are common when analysing real code.

For example, when searching for crashes, a search procedure which could explore a

crashing path more quickly will provide useful results faster.

Our concolic testing platform supports several search procedures: depth-�rst search

with iterative deepening, random-order search, a procedure to avoid useless explo-

rations, or a customisable round-robin combination of other procedures.

An extension to this algorithm, which is commonly used in traditional concolic

testing, is to use concrete values to simplify the constraints to be solved. Because the

code under test is executed concretely, the analysis has access to concrete information,

such as the exact values of variables in each iteration, which the symbolic part cannot
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determine itself. This is helpful because these values can be substituted into constraints

which are otherwise too di�cult to solve. For example a step could be added between

lines 6 and 7 which uses concrete values to simplify target-path if necessary. By doing

this a concolic analysis can explore more of a program than a purely symbolic approach.

In our implementation, we apply concrete information to simplify the constraints in a

slightly di�erent way, which will be described later.

Using concrete information to simplify constraints or avoid analysing certain “black

box” areas of the code gives concolic testing an advantage compared to pure symbolic

execution. Where a purely symbolic analysis would be blocked by an intractable

constraint, a concolic analysis can use concrete information from the program to make

progress—with some loss of precision—and continue exploration.

Compared to other forms of automated testing, concolic testing requires many fewer

tests. A tool with symbolic understanding of the code being tested can intentionally

drive execution towards certain interesting areas of the code, and can also avoid wasting

time executing many redundant tests which end up taking the same execution paths.

However, the number of paths which may need to be explored is still a signi�cant

limitation. Each symbolic branch in the code provides a choice of paths, so the state

space is exponential in the number of symbolic branches in the code being tested.

Modern tools have implemented various techniques to reduce this path explosion, for

example by generating symbolic summaries of certain functions and re-using them

instead of re-analysing the function each time it is called [48].

3.2 System architecture

To apply concolic testing to web JavaScript, our platform requires two components: an

instrumented web browser, and a web-speci�c analysis engine to analyse the pages

visited by that browser. The browser part allows loading pages and interpreting their

HTML, CSS and JavaScript, inspecting the DOM, clicking on buttons, logging JavaScript

event handlers which are registered on the page, triggering those events, and so on. The

analysis part records traces of symbolic information based on the actions performed in

the browser, analyses these symbolic traces, and suggests new input values to be fed

back into the browser on subsequent iterations.

Although the central components of concolic testing are mostly generic and are

not speci�c to the web setting, analysing web-based JavaScript imposes some extra

requirements on top of those for traditional concolic testing of standalone JavaScript:

• The symbolic model must account for the whole web page: HTML, CSS, and the

browser and DOM APIs; not just JavaScript;

• Invalid and browser-speci�c code on real websites needs to be handled;

• As web-based JavaScript is event-driven, a sequence of user-level events and

inputs must be chosen and simulated for the concolic analysis to test; and
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• Nondeterminism (whether real or apparent) of the remote server, the client-side

code, and asynchronous events must be accounted for.

Concrete execution and symbolic analysis of web-based JavaScript also poses signif-

icant extra implementation challenges. First, one needs to control the browser, simulate

user actions faithfully, and ensure that the browser behaves deterministically from

one test to the next. Frameworks such as Selenium WebDriver [120] are commonly

used; they provide high-level control of a browser, but give limited control over certain

low-level events such as timers and AJAX requests. Second, we need to get informa-

tion about JavaScript execution in order to analyse the executed code. There are also

frameworks which allow instrumentation and monitoring of JavaScript, with the goal

of recording useful information for analysis [121]. However, it is problematic to apply

these to third-party JavaScript on the web since they require some instrumentation

of the JavaScript source, which is not typically available for third-party sites without

developer support.

Our approach is to work not at the level of JavaScript source, but directly with a

browser engine. We build on top of WebKit, an open-source production web browser

engine, which is used in Apple Safari, with a variant also used in Google Chrome. The

browser engine includes page fetching, HTML and CSS rendering, and a JavaScript

interpreter (called JSC or JavaScriptCore); but excludes the user-interface of the browser

(the URL bar, buttons, bookmarks, etc.). It can be run with a GUI, for testing and

debugging, or “headless” for automated analysis.

Using a production browser engine is important when analysing real-world websites;

it avoids the problems of modelling invalid or browser-speci�c code, and includes

implementations of the DOM APIs built-in. JavaScript interpreters which are not

designed for web-based JavaScript, such as Rhino [104], cannot handle the wide variety

of JavaScript found on the web, and are therefore not suitable.

We use WebKit’s API to control the browser, as well as some custom instrumentation,

and the interpreter itself is modi�ed to track and propagate symbolic values. The

symbolic interpreter instrumentation is added at the bytecode level, rather than the

JavaScript source level, so the operations we instrument are those from JSC’s internal

bytecode language.

WebKit’s JSC JavaScript interpreter runs over an internal bytecode language called

JSC bytecode. When JavaScript is loaded from a web page it is �rst compiled into

bytecode and this bytecode is then executed by the interpreter. Thus, our symbolic

execution infrastructure is built on these bytecode instructions and runs at the byte-

code level. This simpli�es the language which must be supported symbolically. For

example there is no eval or dynamic code loading in the bytecode language; the code

strings to be evaluated are compiled to bytecode instructions like any other code before

being executed. This in turn simpli�es the constraints which must be solved, making

exploration easier. Working at the bytecode level abstracts away many of the dynamic
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Figure 3.2: The architecture of the concolic testing platform.

features which make JavaScript analysis particularly di�cult; those features are handled

concretely by the browser engine and can be safely ignored by the analysis.

Figure 3.2 shows the key components of the analysis platform. It uses many of the

same components as traditional concolic testing, but there are several new web-speci�c

components and many web-speci�c issues and implementation details.

To begin an analysis, a sequence of browser actions is provided. When the platform

is used for standalone JavaScript, this is simply a JavaScript �le to execute; in the form

analysis setting, this will be a URL to load, along with a sequence of form �elds to �ll

and a submit button to click. The platform �rst uses a set of default values and executes

the initial trace in the instrumented browser.

The actions and their associated code are executed concretely by WebKit. As this

execution proceeds, our symbolic interpreter tracks how the input values are used

and reports this information to the trace recorder. The trace recorder links symbolic

information from the interpreter together with concrete information about the actions

being executed to form a symbolic trace. A trace describes a single test execution of

the code under test and the path which was exercised by that test.

The standard concolic testing procedure shown in Algorithm 1 now takes over. Once

a trace is recorded, it is merged into a path tree, and the search procedure chooses a new

path to explore, generating a target path constraint. This path constraint is translated

to a form that our third-party solver can understand, and solved. The new input values

generated by the solver are decoded and matched-up with their origins. For standalone

JavaScript analysis, symbolic inputs originate from special-purpose symbolic input

functions, and in the form validation setting they originate from form input �elds. The

browser is reset and the action sequence is replayed by the test driver with the new

input values. This new execution is expected to reach the search procedure’s target

path in the execution tree. This process is repeated until either the tree is fully explored,

or some exploration budget is reached.

We now highlight three distinctions from traditional concolic testing. The �rst

distinction is about resetting the environment. Between each test with a new set of
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input values, the browser must be reset. This ensures that each trace begins from a

clean starting point and the browser environment is as similar as possible for each

iteration. At the start of each iteration, the test page is reloaded. This resets the DOM

and JavaScript state, and undoes any page loads which may have occurred during the

previous iteration. As well as reloading the page, the platform must account for cookies,

which allow state to be saved between page loads.

Cookies allow a web server to maintain a persistent state with a web browser

between requests. This is a problem for analysis, because subsequent traces may receive

di�erent content, or behave di�erently to the initial test. Our browser is modi�ed to

ignore cookies, ensuring that each page load appears as a fresh request from a “clean”

browser. When the server or client-side code sets a cookie, the browser reports success,

but does not actually save it, so it is not used in future requests.

Cookies are not the only way for a browser to save persistent state locally. Other

technologies include Local Shared Objects (normally known as Flash cookies), HTML5’s

local storage APIs, and Java applets’ persistent storage service. The evercookie project

is a demonstration of many such alternative ways to store data via a web browser [75].

As these are primarily used for tracking and analytics—not user-facing functionality—it

has not been necessary to support these cases in our browser. Other alternatives to

cookies, such as browser �ngerprinting [37], are implemented on the server-side and

can never be directly controlled by the browser.

The second distinction from traditional concolic testing, already alluded to above,

is that the symbolic inputs may not be simply the arguments for a function, but rather

something that has to be provided by the platform on-the-�y during the code’s execution.

This is dealt with in Chapter 4.

The �nal distinction involves what code is being executed. Traditional concolic

testing tests the behaviour of a single function or program. Web pages, in contrast, are

event-driven and interactive. There is no single function to test, but a set of possible

actions (which may change during the course of a test) which may be triggered. Some

actions have associated input values; in the form validation setting for example, a form-

�lling action is parametrised by the value to be �lled into the form �eld. Therefore,

instead of testing a speci�c function, the test driver executes a certain sequence of

actions. Running the sequence of actions together is important; actions may have

side-e�ects which a�ect future actions, so testing each one individually is not enough.

Once an action sequence is chosen, the “top level function” which a traditional

concolic analysis would use can be de�ned. The function takes as input the values for

each of the form �elds, and when called, executes the actions one at a time, using its

arguments as the parameters to each action. This decomposition from the top-level

function (which is never actually materialised) down to the browser-level implementa-

tion is shown in Figure 3.3. This demonstrates the connection between the high-level

user-action view and the low-level implementation view discussed in Chapter 1. Note
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that not only does the analysis need to execute multiple pieces of code, but it must also

track the propagation of symbolic inputs across these executions.

3.3 Symbolic execution and constraint generation

Our symbolic interpreter runs alongside WebKit’s existing concrete JavaScript inter-

preter JSC and computes the symbolic values used in the analysis. Each concrete value

is optionally tagged with a corresponding symbolic value. The symbolic value is a

description of how that value was derived from the inputs. Initially all values in the

interpreter are concrete; they have no symbolic value. When an input value is accessed

(from a form �eld in the form validation setting, or via special-purpose functions when

analysing standalone JavaScript), that value is tagged with a corresponding symbolic

variable name. For example, when

var from = document.getElementById("from").value;

is executed, the value is fetched by a WebKit-internal getter and returned. This getter

is instrumented so that the values returned have a symbolic tag showing where they

originated. For this example the symbolic tag says that this value originates from a form

�eld’s value property and that the form input element was called from. This represents

a new symbolic variable.

The interpreter propagates symbolic information as the JavaScript code is exe-

cuted (in a similar way to a taint propagation). Continuing the above example, when

from.length is evaluated the resulting value also has a symbolic tag, this time repre-

senting the length of the From �eld’s value. Each time a branch instruction (e.g., an if

statement or a loop condition check) is executed the interpreter checks whether it is

a symbolic branch and if so records the corresponding symbolic branch condition. A

branch is called symbolic if its branch condition uses any symbolic value; that is, if the

branch decision depends on an input value.

The symbolic interpreter is implemented as an extension of the existing concrete

interpreter. When the concrete interpreter receives an instruction it executes it as

usual, but also calls the corresponding symbolic instruction in the symbolic interpreter.

The symbolic interpreter then has the opportunity to update any symbolic values

required. Thus the interpreters are kept in perfect lock-step and every JSC bytecode

instruction can be handled symbolically. Built-in methods must also be instrumented

separately from the interpreter. WebKit implements JavaScript’s built-in functions

with C++ methods internally, which receive and return interpreter values. When the

concrete interpreter reaches a call to a built-in, it calls the relevant C++ code in WebKit

(external to the main interpreter) which implements this call, and uses the returned

value as the result of that call. The WebKit-internal implementations are instrumented

in ArtForm so they return symbolic values correctly when required which can then be



3.3. Symbolic execution and constraint generation 49

Top-level

function

Action

sequence

JavaScript

events

JavaScript

functions

f (x ,y, z)



A1: Fill �eld From with x


focus
change validate_from
blur

A2: Fill �eld To with y


focus
change validate_to�

validate_aux
blur

A3: Fill �eld Date with z


focus
change validate_date
blur

A4: Click Submit



mouseover
mousemove
mousedown
focus
mouseup
click validate_btn
mousemove
mouseout
blur

Figure 3.3: The connection between the high-level actions and the actual JavaScript

code which is executed. The exact JavaScript events triggered by each action depend

on the level of event simulation used in the platform. The JavaScript functions which

are called in response to each event are determined by the web page’s code.
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Table 3.2: JavaScript level, bytecode-level, and symbolic execution.

JavaScript code Concrete bytecode Concrete state change Symbolic state change

var from = document.
getElementById("from").value;

op_call r1 "getElementById" "from" r1 B DOM node with ID "from" (none)

op_get_by_id r2 r1 "value" r2 B "" [value of From �eld] r2 B SymStr("from")

if (from.length == 0) op_get_by_id r3 r2 "length" r3 B 0 [length of �eld value] r3 B StrLen(r2)
op_eq r4 r3 0 r4 B true [length is 0] r4 B IntOp(r3, INT_EQ, ConstInt(0))
op_jfalse r4 else_label [r4 is true, so we do not jump] tmp B BoolOp(r4, BOOL_EQ, ConstBool(false))

used by both interpreters as usual. Not all built-in functions are instrumented; we have

chosen to only instrument the functions which were most commonly used on the sites

we were analysing. This is partly because of the implementation e�ort of individually

instrumenting each built-in, and partly to simplify the generated constraints. Dropping

certain di�cult conditions is a way to make the analysis more concrete, in order to

allow it to continue past certain patterns which cannot be analysed (such as built-ins

with complex behaviour which can’t be encoded as an SMT constraint).

Note that functions which are not JavaScript built-ins (such as JavaScript library

code) are implemented in JavaScript, so they appear in the interpreter along with all

other JavaScript code. They do not require any special handling by the interpreter or

the analysis. Built-ins require special handling because they are not implemented in

JavaScript, or in the interpreter, but via native-code methods in the browser.

Example. We will explain the symbolic value propagation using this JavaScript snippet,

adapted from the running airline search example:

var from = document.getElementById("from").value;
if (from.length == 0) { ... }

Table 3.2 shows the JavaScript code being executed, the corresponding bytecode

generated by WebKit, the state change that results from this code at the register level,

and the changes in the symbolic state made by the symbolic interpreter. For example,

the �rst line of the table shows that the �rst line of JavaScript generates two bytecode

instructions:

op_call r1 "getElementById" "from"

calling the getElementById function on the From �eld and storing the result in the

register r1, followed by

op_get_by_id r2 r1 "value"

which fetches the value property of the object in r1 and storing it in register r2. This

results in a concrete state change setting r1 equal to the DOM node for the From �eld,

and then r2 equal to the empty string (the value of the From �eld). The corresponding

symbolic instrumentation will set r2 to the symbolic value of the value property lookup,
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which will be SymStr("from"), representing a symbolic input originating from a �eld

with identi�er “from”.

By the time the branch instruction op_jfalse is reached, the symbolic interpreter

has built up the following symbolic value in register r4:

IntOp(StrLen(SymStr("from")), INT_EQ, ConstInt(0))

That is, symbolically, r4 is known to contain a Boolean value representing whether or

not the length of the value in the From �eld is zero. If this value is false, then the jump

will be taken (in JavaScript source code terms, skipping over the bytecode representing

the if block and jumping to the else block). Thus the �nal symbolic condition which is

calculated at the branch instruction is the negation of r4:

BoolOp(IntOp(StrLen(SymStr("from")), INT_EQ, ConstInt(0)),
BOOL_EQ, ConstBool(false))

This is the symbolic branch condition which is reported from the symbolic interpreter

to the trace recorder, to be added to the trace as a new symbolic branch.

Note that because the symbolic interpreter works at the level of values, not source-

code variables or bytecode-level registers, these conditions are “inlined”. The branch

conditions recorded in the symbolic traces refer only to the input values, and not to

any of the intermediate values or registers used to calculate them. �

The internal constraint language

The symbolic interpreter builds symbolic values, and thus the symbolic branch con-

ditions, in our own internal symbolic constraint language. This internal constraint

language is designed to mirror the actual operations in the real JavaScript program

as closely as possible. It is necessary to reduce precision in some places so that the

constraints are solvable, but this is done at a later stage, when they are written out in

the solver’s input language. The main concession at the level of the symbolic constraint

language is that we use integer constraints to represent numeric values, which are in

fact �oating point values in JavaScript.

The terms of the internal constraint language are shown in Figure 3.4. Note that

for brevity, I have replaced the full names with abbreviations (such as SymInt for

SymbolicInteger) when writing out symbolic values in the examples above.

The terms SymbolicString, SymbolicInteger, and SymbolicBoolean represent

user inputs and are created by the special-purpose concolic testing input methods

provided by the platform. The other terms are all produced by the symbolic interpreter

as it propagates symbolic information in response to concrete operations involving

existing symbolic values, as the above example showed.

This propagation of symbolic values via the symbolic interpreter means the values

expressed in our internal constraint language have a very close correspondence with the
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〈Expression〉 |= 〈StringExpression〉 | 〈IntegerExpression〉 | 〈BooleanExpression〉

| 〈ObjectExpression〉 | 〈StringRegexSubmatchArray〉

〈StringExpression〉 |= 〈SymbolicString〉 | 〈ConstantString〉 | 〈StringBinaryOperation〉

| 〈StringCoercion〉 | 〈StringSubstring〉 | 〈StringToLowerCase〉

| 〈StringToUpperCase〉 | 〈StringCharAt〉 | 〈StringReplace〉

| 〈StringRegexReplace〉 | 〈StringRegexSubmatchArrayAt〉

| 〈SymbolicObjectPropertyString〉

〈IntegerExpression〉 |= 〈SymbolicInteger〉 | 〈ConstantInteger〉 | 〈IntegerBinaryOperation〉

| 〈IntegerCoercion〉 | 〈IntegerMaxMin〉 | 〈StringLength〉 | 〈StringIndexOf〉

| 〈StringRegexSubmatchIndex〉 | 〈ObjectArrayIndexOf〉

〈BooleanExpression〉 |= 〈SymbolicBoolean〉 | 〈ConstantBoolean〉 | 〈BooleanCoercion〉

| 〈BooleanBinaryOperation〉 | 〈StringRegexSubmatch〉

| 〈ObjectBinaryOperation〉

〈ObjectExpression〉 |= 〈SymbolicObject〉 | 〈ConstantObject〉 | 〈ObjectBinaryOperation〉

| 〈StringRegexSubmatchArrayMatch〉

〈SymbolicString〉 |= SymbolicString( 〈SYMBOLIC_SOURCE〉 )

〈ConstantString〉 |= ConstantString( 〈STR_VAL〉 )

〈StringBinaryOperation〉 |= StringBinaryOperation( 〈StringExpression〉 , 〈STR_OP〉 , 〈StringExpression〉 )

〈STR_OP〉 |= CONCAT | STR_EQ | STR_NEQ | STR_LT | STR_LEQ | STR_GT

| STR_GEQ | STR_SEQ | STR_SNEQ

〈StringCoercion〉 |= StringCoercion( 〈Expression〉 )

〈StringLength〉 |= StringLength( 〈StringExpression〉 )

〈StringSubstring〉 |= StringSubstring( 〈StringExpression〉 , 〈INT_VAL〉 , 〈INT_VAL〉 )

〈StringToLowerCase〉 |= StringToLowerCase( 〈StringExpression〉 )

〈StringToUpperCase〉 |= StringToUpperCase( 〈StringExpression〉 )

〈StringIndexOf〉 |= StringIndexOf( 〈StringExpression〉 , 〈StringExpression〉 , 〈IntegerExpression〉 )

〈StringCharAt〉 |= StringCharAt( 〈StringExpression〉 , 〈INT_VAL〉 )

〈StringReplace〉 |= StringReplace( 〈StringExpression〉 , 〈STR_VAL〉 , 〈STR_VAL〉 )

〈StringRegexReplace〉 |= StringRegexReplace( 〈StringExpression〉 , 〈STR_VAL〉 , 〈STR_VAL〉 )

〈StringRegexSubmatch〉 |= StringRegexSubmatch( 〈StringExpression〉 , 〈STR_VAL〉 )

〈StringRegexSubmatchIndex〉 |= StringRegexSubmatchIndex( 〈StringExpression〉 , 〈STR_VAL〉 )

〈StringRegexSubmatchArray〉 |= StringRegexSubmatchArray( 〈StringExpression〉 , 〈STR_VAL〉 )

〈StringRegexSubmatchArrayAt〉 |= StringRegexSubmatchArrayAt( 〈StringRegexSubmatchArray〉 , 〈INT_VAL〉 )

〈StringRegexSubmatchArrayMatch〉 |= StringRegexSubmatchArrayMatch( 〈StringRegexSubmatchArray〉 )

Figure 3.4: The grammar for our internal symbolic constraint language.



3.3. Symbolic execution and constraint generation 53

〈SymbolicInteger〉 |= SymbolicInteger( 〈SYMBOLIC_SOURCE〉 )

〈ConstantInteger〉 |= ConstantInteger( 〈INT_VAL〉 )

〈IntegerBinaryOperation〉 |= IntegerBinaryOperation( 〈IntegerExpression〉 , 〈INT_OP〉 , 〈IntegerExpression〉 )

〈INT_OP〉 |= INT_ADD | INT_SUBTRACT | INT_MULTIPLY | INT_DIVIDE | INT_EQ

| INT_NEQ | INT_LEQ | INT_LT | INT_GEQ | INT_GT | INT_MODULO

| INT_SEQ | INT_SNEQ

〈IntegerCoercion〉 |= IntegerCoercion( 〈Expression〉 )

〈IntegerMaxMin〉 |= IntegerMaxMin( 〈INT_EXPR_LIST〉 , 〈BOOL_VAL〉 )

〈INT_EXPR_LIST〉 |= 〈IntegerExpression〉 | 〈IntegerExpression〉 , 〈INT_EXPR_LIST〉

〈SymbolicBoolean〉 |= SymbolicBoolean( 〈SYMBOLIC_SOURCE〉 )

〈ConstantBoolean〉 |= ConstantBoolean( 〈BOOL_VAL〉 )

〈BooleanCoercion〉 |= BooleanCoercion( 〈Expression〉 )

〈BooleanBinaryOperation〉 |= BooleanBinaryOperation( 〈BooleanExpression〉 , 〈BOOL_OP〉 , 〈BooleanExpression〉 )

〈BOOL_OP〉 |= BOOL_EQ | BOOL_NEQ | BOOL_SEQ | BOOL_SNEQ

〈SymbolicObject〉 |= SymbolicObject( 〈SYMBOLIC_SOURCE〉 )

〈ConstantObject〉 |= ConstantObject( 〈INT_VAL〉 )

〈SymbolicObjectPropertyString〉 |= SymbolicObjectPropertyString( 〈SymbolicObject〉 , 〈STR_VAL〉 )

〈ObjectArrayIndexOf〉 |= ObjectArrayIndexOf( 〈EXPR_LIST〉 , 〈Expression〉 )

〈EXPR_LIST〉 |= 〈Expression〉 | 〈Expression〉 , 〈EXPR_LIST〉

〈ObjectBinaryOperation〉 |= ObjectBinaryOperation( 〈ObjectExpression〉 , 〈OBJ_OP〉 , 〈ObjectExpression〉 )

〈OBJ_OP〉 |= OBJ_EQ | OBJ_NEQ

〈SYMBOLIC_SOURCE〉 |= SymbolicSource( 〈SOURCE_TYPE〉 , 〈SOURCE_IDENT_METHOD〉 ,

〈STR_VAL〉 )

〈SOURCE_TYPE〉 |= TEXT | SELECT | SELECT_INDEX | RADIO | CHECKBOX

| EVENT_TARGET | DIRECT_ACCESS | UNKNOWN

〈SOURCE_IDENT_METHOD〉 |= INPUT_NAME | ELEMENT_ID | EVENT_TARGET_IDENT

| DIRECT_ACCESS_IDENT

〈INT_VAL〉 |= (An integer value)

〈STR_VAL〉 |= (A string value)

〈BOOL_VAL〉 |= (A Boolean value)

Figure 3.4: (continued)
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original JavaScript execution. This correspondence is only broken when the interpreter

executes a built-in function which is not instrumented, and therefore not supported by

our symbolic infrastructure.

The platform supports constraints over Boolean, integer and string inputs, using the

standard operations on those types. For example, the term IntegerBinaryOperation
supports the operations add, subtract, multiply, divide, equals, not-equals, less-than, less-
than-or-equal, greater-than, greater-than-or-equal, modulo, strict-equals and strict-not-
equals.19

Certain speci�c types of constraints over arrays and objects can be expressed,

but these are included as special-case support for speci�c features. For example, the

regular expression function String.match returns an array of matched subexpressions,

or null if there was no match. To support common uses of String.match symbolically,

the internal constraint language includes �ve StringRegexSubmatch terms which

can encode accesses to this array of matches to extract the matched string. Other than

these special cases, there is no general support for symbolic arrays or objects, and it is

not necessary. The platform does not permit these types as inputs, so it is not required

to model them directly; symbolically modelling the primitive values they contain is

enough. Most of the remaining terms in the internal constraint language represent the

di�erent JavaScript built-ins which are supported.

Note that he grammar rules given in Figure 3.4 do not give the types of expressions.

For example, StringBinaryOperation is generated from the term StringExpression,

even though it encompasses operations which return strings, such as CONCAT, and

operations which return Booleans, such as STR_EQ. The symbolic interpreter also

enforces some consistency rules of its own by the symbolic expressions it generates,

which are not represented by the grammar. For example, a StringInput may only

have a symbolic source with source type TEXT or SELECT; the other source types

correspond to other symbolic input types.

3.4 Constraint solving

The generated symbolic conditions are recorded into symbolic traces, and saved into the

path tree. From there, the search procedure chooses a new path to explore and generates

a target path constraint, which is solved to �nd the next set of input values to test. As is

common in concolic testing, we use a third-party SMT solver. Our path constraints are

expressed as conjunctions of terms in the internal constraint language, and therefore

must �rst be translated into the solver’s input language. We use CVC4 [16] as our

solver, and the standard SMT-LIB language [17] to express the constraints.

19
JavaScript uses the concept of strict equality (=== and !==) to test for equality of values and their

types together, without the normal implicit type coercions. For example "7" == 7 under normal equality,

but "7" !== 7 under strict equality. In our language, the normal type coercions are made explicit, so these

operators are treated the same as the standard equals and not-equals.
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CVC4 was chosen because of its support for a wide variety of theories compared with

other solvers [29], its strong string support [90], and especially its support for constraints

involving coercions between multiple theories. JavaScript analysis, especially in the

web setting, involves many complex string constraints, and transformations between

strings and other data types are common in real-world code, so these features are

important. It is a great bene�t if the solver can support them directly.

Each constraint can be thought of as passing through four stages on its way to

being solved. Initially, they are encoded in the web page’s JavaScript source code.

WebKit translates the original source code into its own JSC bytecode, which encodes

the same constraints. The symbolic interpreter tracks the execution of the bytecode

instructions, and builds symbolic constraints using our own internal constraint language.

Finally, these constraints are translated to the solver’s SMT-LIB input language, ready

for solving. The �rst two transformations—from JavaScript source, to bytecode, to

symbolic constraints—have already been described. The �nal transformation—from

internal constraints to the solver’s input—is the subject of this section.

Constraint translation

The constraint writer is the component of our system which rewrites our internal

constraints for the solver. Its input is a path constraint, and any auxiliary constraints to

be included (such as those describing the possible values for a drop-down select box for

example). As output, it produces a string describing the same constraint in the solver’s

input language: SMT-LIB with CVC4-speci�c extensions. It is not always possible

or feasible to provide a perfect translation of the constraints, and approximation is

necessary in some cases.

The structure of the path constraints is simple: a list of assertions on the input vari-

ables. There is a single assertion generated for each symbolic branch on the target path,

and each branch can be translated independently. In some cases the constraint writer

modi�es the translated constraint to make it simpler for the solver. This is separate

to the necessary approximations mentioned above; in these cases a straightforward

translation is possible, but some rewriting within the platform can signi�cantly improve

the solver’s performance.

The constraint writer is split into two parts: a general-purpose core and solver-

speci�c extensions. The general-purpose part handles the parts of the constraints which

can be expressed in the SMT-LIB standard language, and as such are suitable for all SMT-

LIB based solvers. However, the core SMT-LIB language does not include syntax for

all the constraints solvers can handle, so each solver augments the core language with

their own extensions. For example, SMT-LIB does not include any string constraints;

these are all solver-speci�c. The solver-speci�c part of the constraint writer translates

the symbolic constraints which rely on these solver-speci�c SMT-LIB extensions. This

architecture allows us to add support for new solvers and new solver features relatively
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easily, and choose which solver to use with a run-time �ag, as the constraint translator

only needs to create the appropriate constraint writer object and call the corresponding

solver binary. We have implemented solver-speci�c constraint writers for CVC4, Z3-str

and Kaluza. As the CVC4 constraint writer is the most mature, and all our experiments

use CVC4, the remainder of this section will describe the constraint translation as it is

done by the generic and CVC4-speci�c translators together.

Inputs to the JavaScript code being tested are represented as “symbolic sources” in

the internal constraint language. A symbolic source includes information about the

origin of that symbolic value. For example, if the value was the result of reading from

a form �eld, the symbolic source includes that fact, along with the identi�er of the

�eld. In the output constraints, each input is represented by an SMT variable. These

variables are named using the symbolic source identi�ers, so that when the solution is

read back, the solved values can easily be matched-up with the corresponding sources

of those values, which is where they will need to be re-injected on the next iteration.

This naming scheme also makes the SMT constraints much easier to read manually,

compared to using meaningless variable identi�ers in the constraint and a lookup table

of symbolic sources and variable names in the constraint writer. Finally, the variable

names also include the type of the symbolic source. This allows us to distinguish

multiple variables which may come from the same symbolic source. For example,

the value of a drop-down select �eld called “myselect” would have the variable name

SYM_IN_myselect, whereas the selectedIndex property of the same �eld would be

represented by the variable SYM_IN_INT_myselect. Boolean �elds—checkboxes and

radio buttons—have variable names of the form SYM_IN_BOOL_myfield.

Symbolic constraints are always represented in terms of the original inputs; there

are no intermediate variables in the internal constraint language. In the output, we

occasionally introduce intermediate variables as part of the translation, but this is rare;

the vast majority of real-world constraints are fully unfolded and expressed directly in

terms of the symbolic inputs. Normally, this is just to simplify the written constraint.

For example when a StringSubString term is written where the substring runs from

a certain index to the end of the string, then length of the string is used to calculate

the substring’s end index in a temporary variable which is used in the invocation of

CVC4’s str.len function. In some even rarer instances the intermediate variables are

necessary due to the structure of the SMT-LIB constraints.

Example. We will demonstrate the constraint translation process by continuing with

the example code from the airline form, discussed earlier:

var from = document.getElementById("from").value;
if (from.length == 0) { ... }

As we saw, this branch gives rise to the following symbolic condition:

BoolOp(IntOp(StrLen(SymStr("from")), INT_EQ, ConstInt(0)),
BOOL_EQ, ConstBool(false))
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In the initial test, the default value of the empty string would have been used for

From. Therefore, the �rst trace recorded will take the false branch at the bytecode

jump instruction (recall that the bytecode translation uses op_jfalse, so the sense of

the branch is reversed from that of the JavaScript source code). This means that the

search procedure will select the true branch as the next target to explore, and the path

constraint to reach this branch is exactly the constraint above. This constraint will be

translated and solved. Note that because this is the topmost branch in the tree, this

single condition makes up the whole path constraint; in this case there are no other

conditions to be translated.

The symbolic constraint is translated by a depth-�rst traversal of its structure,

beginning at the leaves of the expression. SymStr("from") is translated in two parts; a

declaration of a new string variable

(declare-const SYM_IN_from String)

and the current translation for this sub-expression, which is just the variable name:

SYM_IN_from. Similarly, the constants are translated directly: ConstInt(0) becomes 0
and ConstBool(false) becomes false.

StrLen(SymStr("from")) is the �rst non-leaf sub-expression to be translated. It

uses the CVC4 built-in function str.len as follows: (str.len SYM_IN_from). The terms

IntOp(x, INT_EQ, y) and BoolOp(x, BOOL_EQ, y) are both translated into the same

pattern: (= x y). As such, the SMT expression for the above condition is:

(= (= (str.len SYM_IN_from) 0) false)

The path constraint includes the above condition positively, that is, not negated.

An extra operation is added to say that the branch condition should be satis�ed (strictly

this is super�uous in the positive cases, but the extra operation is required when the

branch condition is to be negated). Finally, the whole SMT expression is asserted, to tell

the solver that these constraints are to be satis�ed in any model it returns. Therefore

the �nal emitted constraints are as follows:

(declare-const SYM_IN_from String)
(assert (= (= (= (str.len SYM_IN_from) 0) false) true))

As the translation proceeds, the constraint writer tracks the type of each term,

ensuring they are always consistent and the result is a Boolean SMT expression. Finally,

some header and footer information is added to set the solver’s options and request

an explicit model (rather than simply returning “SAT”). The resulting constraint �le is

sent to the solver, which in this case returns the model SYM_IN_from = "A". �

Most constraints are translated directly, but sometimes some re-writing is necessary.

For example a not-equal constraint such as BoolOp(x, BOOL_NEQ, y) is translated

as (= (= x y) false).
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Table 3.3: The type conversions used by the constraint writer.

Boolean Integer String

Boolean — if 〈Bool〉 then 1 else 0 if 〈Bool〉 then “true” else “false”

Integer 〈Int〉 , 0 — int.to.str
String 〈String〉 , “” str.to.int —

Type coercions are another area where the SMT constraints we produce are not

direct translations of the internal constraint language. The terms BooleanCoercion,

IntegerCoercion and StringCoercion are translated according to the rules in Ta-

ble 3.3. The coercions to and from Booleans are encoded as regular constraints which

match the semantics of the corresponding JavaScript coercion. For example, a string

coerces to true in JavaScript if and only if it is non-empty; thus, we simply convert

the constraint BooleanCoercion(x) to (= x "") when x is a string. When converting

between strings and integers, we use CVC4’s built-in functions str.to.int and int.to.str,

which were added to CVC4 in response to our need to convert between these types

with no simple way to encode the translation in other SMT constraints. Our internal

constraint language has no general-purpose symbolic object inputs, so we avoid having

to encode the complex coercion and comparison rules for non-primitive types.

Mismatches and approximations in constraint translation

There are several types of constraint which cannot be translated accurately into the

solver’s SMT constraints. The problematic constraints can be broken down into two

classes: constraints which cannot be expressed in the solver’s input language or cannot

be successfully solved, and constraints which can be expressed but where the solver’s

semantics do not precisely match the original JavaScript branches.

One example of constraints which cannot be translated at all are regular expression

tests which include back- or forward-references. These features of JavaScript’s RegExp
language make it non-regular, and so solvers supporting regular languages cannot

handle them. The ExpoSE tool is able to rewrite di�cult RegExp constraints into

SMT expressions which can be solved in many cases [94]. Another example which

occasionally comes up in practice is string inequalities. JavaScript supports tests such as

"hello" < "world" which checks the lexicographic ordering between strings. There is no

corresponding support for string ordering in CVC4’s string theory, so these constraints

cannot be translated. Sometimes it is possible to approximate such constraints, and an

example of this (for upper- and lower-case conversions) is given below.

There are also constraints which we do translate and successfully solve, but where

the translation is not completely precise. For example, although CVC4 provides a

str.to.int function to convert strings into integers, its semantics do not exactly match
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those of JavaScript’s conversions. In JavaScript, the empty string coerces to 0, whereas in

CVC4, it coerces to -1. This can cause issues where the empty string is the default value

in an otherwise numeric list, and all items are converted to integers for testing. There

are other cases where CVC4 produces -1 for non-numeric strings, which JavaScript’s

conversions can handle. For example space-padded numbers, such as “ 123 ”, or

numbers in non-decimal bases, such as “0x123” can be converted in JavaScript, but

produce -1 by design in CVC4. There are similar corner cases (although not as severe)

for other type conversions. It would be possible to attempt to encode the speci�cs

of JavaScript conversions into our SMT constraints, which would make them much

more complex, but improve precision. It is generally not feasible to write fully precise

constraints for constraint types which the solver does not support directly.

To support constraints using upper and lower case conversions (which are not

supported in the solver) we implemented a new relation, de�ned in the SMT formula

itself, which matches upper- and lower-cased versions of strings. This could only be

implemented by matching characters in a look-up table up to a �xed bound; strings

longer than this bound are not properly constrained. Even for strings which are short

enough, the solver’s performance on these complex constraints is limited; they are

much slower than functions which are natively supported.

In practice, it is important to be able to make a “best e�ort” at solving as many

constraints as possible. It is worthwhile to solve many common cases, even at the cost

of a theoretically imprecise translation. Continuing the example of str.to.int above, it

is very rare for real-world web-based code to convert strings from non-decimal bases in

any context which requires symbolic modelling. Lack of support for such corner cases

is not a limitation. Other cases, such as converting the empty string or space-padded

strings, are more common, but still rare enough to not cause a signi�cant problem.

Optimisations during constraint translation

The constraints produced by the platform are not always easy for the solver to handle,

even if it can solve them eventually. An obvious example is the coercion between strings

and integers using str.to.int and int.to.str, which works correctly but can be very slow

if there are non-trivial constraints applied to the converted result. Such constraints

require careful co-ordination between the di�erent theory solvers to be solved e�ciently,

and the search for a solution can easily get stuck in a brute-force search. The constraint

writer can apply certain “optimisations” to the generated constraints, re-writing them

into equivalent forms which are simpler to solve. These are performance improvements,

which transform solvable but di�cult constraints into equivalent, easier to solve ones.

The main optimisation applied is the integer coercion optimisation. When work-

ing with web-based JavaScript, much of the data being handled comes from the

DOM. Thus, almost all input values in the code being analysed in a web setting are

strings, even if they represent other types. A very common example of this is form
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�elds which take numeric values; these numbers are typed in as strings, and are

available to the page’s JavaScript code as strings. Typically, the strings will be im-

mediately converted to integers after being read from the DOM (sometimes after a

check for the empty string or white-space trimming), and the code which processes

them will work with them as integers. Thus, we generate a lot of constraints of the

form IntOp(IntCoercion(SymStr("x")), INT_GT, ConstInt(100)), which are “almost

entirely” integer constraints, but which necessarily operate on string inputs and so

involve coercions between theories. These are expensive for CVC4 to process, and

impossible for most other solvers.

Where possible, the constraint writer rewrites these constraints to be based on

integer inputs directly. This removes the coercions and makes the constraints much

easier for the solver. For example, the above constraint is written as (> SYM_IN_x 100),
where SYM_IN_x is an integer variable. When the solutions are read back, the platform

converts the solver’s integer solution back to a string which can be used as the actual

input for the next test. Note that this optimisation requires a global analysis of the

whole path constraint to check if a variable is ever used in both a string and an integer

context; it cannot be applied locally to individual branch conditions.

The optimisation can only be applied when string inputs are always coerced to

integers, and no non-trivial string constraints are applied beforehand. If a symbolic

variable has non-trivial constraints in two di�erent theories, a coercion is always

required. It is very common, especially when libraries like jQuery are used, that

all values read from form �elds have some simple transformations applied, typically

trimming white-space characters from the start and end of the input. To allow the

integer coercion optimisation to still be used in these cases, we simultaneously run a

white-space �lter optimisation. This detects simple �lters (string or regular expression

replacements) which replace white-space characters by empty strings. These �lters are

ignored for the purposes of checking whether the integer coercion optimisation can be

applied. If the integer coercion optimisation could be applied without the �lters, then

the �lters are dropped from the constraint and the optimisation goes ahead. Similarly,

code checking that an input is non-empty can be dropped in cases where an integer

input could otherwise be used. These checks allow the integer coercion optimisation to

be applied in many common situations.

Example. Consider the validate function in Listing 2, which reads its input from the

DOM. The initial trace, with an empty input, reaches the alert on line 15. The �rst path

selected for exploration is the one which satis�es both the conditions on lines 6 and 7,

and therefore reaches line 8. The corresponding path constraint is:

¬IntOp(IntCoercion(SymStr("i")), INT_GT, ConstInt(4567))
∧¬IntOp(IntCoercion(SymStr("i")), INT_LT, ConstInt(123))
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Listing 2 A function reading integer inputs from the DOM.

1: var x = 123;
2: var y = 4567;
3: var z = 890;
4: function validate() {
5: var input = document.getElementById("i").value;
6: if (input <= y) {
7: if (input >= x) {
8: if (input == z) {
9: alert(input + " is forbidden.");

10: return false;
11: } else {
12: return true;
13: }
14: } else {
15: alert(input + " is too small.");
16: return false;
17: }
18: } else {
19: if (input <= 2 * y) {
20: alert(input + " is a bit too large.");
21: } else {
22: alert(input + " is much too large.");
23: }
24: return false;
25: }
26: }
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Without the optimisation enabled, the constraint generated would be:

(declare-const SYM_IN_i String)
(assert (= (> (str.to.int SYM_IN_i) 4567) false))
(assert (= (< (str.to.int SYM_IN_i) 123) false))

With the optimisation, the following integer-based constraint is generated instead:

(declare-const SYM_IN_i Int)
(assert (= (> SYM_IN_i 4567) false))
(assert (= (< SYM_IN_i 123) false))

Using an integer variable and avoiding str.to.int gives a dramatic performance

improvement. To fully explore the above example requires 5 tests, and 4 calls to the

solver. These solver calls take a combined 7.00 seconds without the optimisation, or

only 0.16 seconds with it enabled, a speed-up of over 40 times. In real world analysis

the performance di�erence for solving can be massive. Other solvers do not implement

str.to.int, so this optimisation would allow them to solve many common constraints

using coercions in JavaScript which would be impossible otherwise. �

Handling branch conditions which cannot be solved

Because the internal constraint language aims to mirror the real JavaScript code as

closely as possible, there are some symbolic constraints which cannot be successfully

translated. For example, certain complex regular expressions cannot be translated

because the features they use are not supported by the solver. In these cases, the

platform attempts to simplify the constraint by removing the di�cult clauses and

retrying. This e�ectively makes the constraints more concrete, as is standard for

concolic testing.

In our platform, the clauses in the path constraint come directly from the individual

symbolic branches in the path tree which lead to the target path. The branch conditions

for each branch are translated separately, and the full path constraint is the conjunction

of these branch constraints. If an individual branch condition cannot be translated,

it does not a�ect the other conditions. In this case, the branch node which cannot

be translated is marked as “di�cult” in the tree, and that constraint is dropped from

the path constraint. When building new path constraints in future, the constraints at

di�cult branches are ignored, as we already know they cannot be translated.

Relaxing the constraints in this way allows us to attempt exploration through the

di�cult branch even though its branch condition cannot be solved. Di�cult branches

become, in e�ect, nondeterministic branches; the analysis knows they have some

dependence on the input (otherwise they would never have been symbolic), but it

cannot generate values to choose whether the left or right subtree is explored.

Exploration can still continue in the tree underneath the di�cult branch. One

branch near the top of the tree which cannot be translated does not necessarily prevent
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a useful analysis of the rest of the code. The di�cult branch itself is dropped, but other

branch conditions on the target path, including those in the subtree underneath the

di�cult branch, are still translated and solved as usual.

3.5 Speci�cs of our concolic testing engine

This section presents some details of how our concolic testing platform is implemented,

and how it addresses the particular requirements for testing web-based JavaScript.

The execution tree

The core data structure for concolic testing is the tree of all explored execution paths.

The tree is built by merging symbolic traces as they are recorded. The traces (and thus,

the tree) in our analysis include information which is useful for web interface analysis.

As well as branches and their symbolic conditions, which must be included, we also

include annotations for alert boxes, page loads, modi�cations of the DOM, console

messages and JavaScript exceptions which the analysis can use to decide whether a

certain trace was successful or not. We also include markers to show which unexplored

branches have already been unsuccessfully attempted in the past; this allows the search

procedure to ignore those branches in future. Table 3.4 lists the di�erent node types

and what each represents.

The di�erent node types are organised in a hierarchy. This is useful so that any

process which works on the traces or the tree (of which there are many in our sys-

tem) is able to do so at an appropriate level of granularity. For example, all types of

annotations to traces (alerts, page loads, and so on) are grouped under the general

type TraceAnnotation. This means that the search procedure—which does not consider

these nodes—only implements one case to handle all types of trace annotations at once.

The trace classi�er—which does depend on these annotations—is able to implement

di�erent behaviour for each type of annotation individually while ignoring the other

node types. This makes the trace- and tree-processing code simpler and more �exible.

Search procedures

Once concolic testing is under-way, the search procedure is responsible for choosing

unexplored branches in the tree as the next targets for exploration. Given an unlimited

time budget, the entire tree will be explored, so the search order is not important. In

practice however, we will only be able to explore a small part of the full tree, and will aim

to explore as much of the application as possible within the budget. We want to choose

a search order which leads to interesting application behaviours and improves the

exploration metrics (which could be branch coverage, line coverage, function coverage,

etc.) as soon as possible.
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Table 3.4: The node types which make up our symbolic traces and execution tree.

Node type Description

Symbolic branch A branch instruction with a symbolic condition.

Di�cult branch A symbolic branch whose condition cannot be solved.

Concrete branch A branch instruction without a symbolic condition.

Unexplored marker An execution path which has not yet been explored.

UNSAT marker An execution path which is unreachable because its path con-

straint is unsatis�able.

Unsolvable marker An execution path which is unreachable because its path con-

straint cannot be solved.

Missed marker An execution path where exploration was attempted, but the

execution took a di�erent path.

Queued marker An unexplored path which has been selected by the search

procedure for exploration, but whose corresponding input

values have not yet been tested.

Alert A JavaScript alert box was shown.

Console message A message was sent to the JavaScript console. This includes

calls to console.log and console.error, but also exceptions in

the executing code.

DOM modi�cation A marker added at the end of a trace to describe how the page’s

DOM was modi�ed.

Page load A new page was loaded (for example after clicking a button).

Action marker Marks the start of each action in the action sequence.

Function call A JavaScript function was called.

Concrete summary The platform allows “boring” stretches of concrete execution—

function calls and concrete branches—to be summarised into

a single node, which makes the trees more compact and easier

to read.

End marker The end of each execution trace. The trace classi�er can also

add these markers into the trace as soon as it determines the

trace is a success or a failure, to show that nothing after that

point is interesting to the analysis.
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The platform’s default search procedure is a form of depth-�rst search with iterative

deepening. The tree is searched depth-�rst down to some depth limit; when the search

is exhausted, the depth limit can be increased and the search continues. This procedure

is not “smart” in any way; it cannot drive execution towards the most interesting parts

of the code, but it does provide a reasonably broad search to quickly cover di�erent

parts of the code being tested. The main downside is the focus on branches which occur

early in the execution trace. Branches at the end of the trace are not explored at all

until the earlier ones have been thoroughly analysed.

To combat this problem, we have introduced other search procedures. The plat-

form includes a simple, �exible approach to de�ning new search procedures, so new

procedures are simple to add and evaluate. So far, we have implemented the itera-

tive deepening described above, a random-order search, a procedure which aims to

avoid redundantly exploring many unsatis�able branches, and a procedure which uses

round-robin scheduling to combine multiple procedures together.

Avoiding repeated unsatis�able branches is useful because of a speci�c pattern

which we often encountered on real sites; the site would check whether an input was

part of a certain set using a loop, checking the input against each element in turn. This

generates a long chain of branches which are mutually exclusive: once one is satis�ed,

none of the others ever will be. This pattern leads to long chains of “boring” execution

in the tree, where it is easy for the search procedure to get stuck searching hundreds

of branches—all corresponding to the same source-code branch—which are almost

all unsatis�able. Our new search procedure uses information about the source-code

branches which correspond to each symbolic branch node to determine which branches

have often been seen to be unsatis�able in the past. These “often unsatis�able” branches

are then de-prioritised in the search order in favour of branches which have not yet

been explored or which have more often been satis�able. This search procedure is

called “avoid-UNSAT” and is useful to avoid wasting time in analysing long loops in

the recorded traces and allows the testing to skip forward to the more interesting code

which comes after the loop.

Keeping each iteration consistent

As well as ensuring a clean starting state for each iteration of the concolic analysis (by

resetting cookies, and so on, as described earlier), we must ensure that all the recorded

traces behave in a consistent way. The �rst step is obviously for the analysis to trigger

a consistent sequence of events on each iteration. However, other sources of incon-

sistency between traces include: (a) race conditions between simulated user events,

AJAX requests, or timers; (b) random numbers and the current date and time; (c) ex-

ternal environment information, such as the results of AJAX calls; and (d) server-side

inconsistency between requests.

The platform keeps tight control over the browser’s execution. By design, JavaScript

events are synchronous—one event handler cannot interrupt another—and the platform
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�res the events one at a time in a �xed, known order. The browser is also prevented

from processing any events on the page while the platform’s analysis code runs so

that, for example, the page can never be updated while the DOM is being inspected, or

constraints are being solved.

AJAX calls are handled synchronously in our browser. Normally when an AJAX

request is made control returns immediately to the page, which continues processing

other events. When the response eventually arrives, the event handling callback is

added to the browser’s event queue, ready to be executed. Our instrumented browser

blocks execution when an AJAX request is sent until the response is returned and the

response handler event is queued. This means the callback events will be triggered in a

predictable, repeatable order.

Timers are handled similarly; they are queued until the browser is next idle, then

�red in sequence. If the timer’s callback itself registers new timers then this process is

repeated for a certain number of iterations. Recurring or nested timers (often used to

run animations, for example) are triggered a few times and then dropped, so that the

main test execution can proceed.

Synchronous AJAX and timer handling together mean there are no outstanding

asynchronous events after the platform executes an action. Events �re in a consistent,

deterministic order, and the browser is always left in a clean state where no “unexpected”

execution can take place and a�ect the symbolic recording of future actions.

JavaScript APIs which provide non-repeatable results, such as the Date.now() and

Math.random() methods could be modi�ed to return �xed, repeatable information,

which is reset at the start of each iteration. However this has not proved to be necessary—

these calls have not been problematic in our testing so far.

Some interactions cause state to be saved on the remote server which will a�ect

future tests. For example, when a user registration form is �lled, the new user is saved

into the server’s database. If a subsequent test �lls the form in the same way, the

otherwise valid submission may be rejected because a user with that name already

exists. Although this change of behaviour is expected and deterministic, it is impossible

for an analysis which only considers client-side behaviour to understand. Our tools

are designed to work on reusable interface components, such as query forms, and not

“single-shot” actions like registering a new user, so these issues are not tackled.

Servers which don’t return consistent data on repeated requests, or remote APIs

which provide other dynamically changing information from the environment can

never be completely controlled without a pre-existing knowledge of the requests a

JavaScript application can make to external resources. A partial solution, which turned

out not to be feasible in practice, is to create static mirrors of the sites to be tested.

Note that small or otherwise irrelevant changes, such as to a page’s adverts, are not a

problem for our analysis.
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Handling nondeterminism and inconsistency in the recorded traces

Inconsistent traces cannot be entirely prevented, and in the web setting, a concolic

testing platform must be robust enough to handle these cases. These mismatching traces

appear to the analysis as nondeterminism in the code being analysed, whether they

are caused by “real nondeterminism” or not. Even branches which deterministically

depend on the inputs will appear to be unpredictable if the symbolic interpreter is

missing some instrumentation required to assign the branch a symbolic condition.

Some of these issues have been prevented or mitigated, for example by resetting the

browser, ignoring cookies, and removing race conditions between asynchronous events.

However, some sources of inconsistent traces are impractical or impossible to remove.

For example, if AJAX requests were cached and replayed to avoid them returning

unpredictable information, then the analysis would be changing the behaviour of the

web page, maybe in important ways, which is not a useful trade-o�.

There are two ways that a newly recorded trace can disagree with the existing

partial execution tree. In the �rst case, the �rst branch where the new trace takes

a di�erent path to those already in the tree is concrete instead of symbolic. This

represents an execution which has missed its intended target. The platform is never

able to intentionally explore a concrete branch, seeing as it has no symbolic condition.

In the second case, the new trace and the existing tree disagree on even what code

was executed. For example if the tree contains a symbolic branch in a place where

the new trace contains a function call, the trace is said to have diverged from the

expected behaviour. These divergent traces represent di�erent or unexpected code

being executed by the browser, and cannot be merged sensibly for concolic testing.

This can occur if there is something inconsistent about the action sequence, if the web

server returns di�erent content on di�erent iterations, or from certain kinds of code

which are not symbolically understood.

When any disagreement between traces is detected, both cases are saved into the

tree as normal for later analysis. The search procedure can then decide how to handle

these unexpected traces. In our implementation, concrete branches which are already

explored on both sides can be explored by the search procedure (they just do not result

in a branch condition being added to the path constraint), but divergences are ignored.

In real tests, true nondeterminism in the recorded traces was not common and did

not cause a big problem for the analysis. Concrete branches which were explored on

both sides were seen on many sites, but as the search procedure treats these as normal

branches (just without symbolic conditions) they did not hold up the analysis. Because

they are unpredictable, these branches result in many missed exploration targets in their

subtrees, where the recorded trace takes the corresponding path but on the opposite

branch path. Trace divergence was rare, although it was seen occasionally, and the root

causes are unknown.
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Concolic testing as a source of advice

The concolic testing engine is designed as an advice provider, and is not necessarily

in direct control of the tests being run. That is, it is not the overall controller of the

system’s actions, it simply provides advice which the rest of the analysis system can

use. This feature is very useful where a full analysis system relies on multiple sources

of information—not only concolic testing—to determine the next steps.

Decoupling the concolic testing from the main analysis adds �exibility in two key

places: (a) when a set of new input values are returned by the concolic testing, they do

not need to be tested immediately, and (b) the main test driver is free to execute other

tests, using values which were never suggested by the concolic testing. These features

are common in other systems which combine fuzzing and concolic testing, for example.

This �exibility is implemented by introducing “queued” suggestions which have

already been made but which have not yet been tested. When a target branch in the tree

is chosen by the search procedure, the path constraint is solved to generate a new set

of inputs to test that branch. The branch is marked as queued, and the new inputs are

returned to the calling code, along with an identi�er which the concolic engine can use

later to look up the queued branch. Now the concolic testing engine is free to operate

as normal, recording new traces and making new suggestions. When the calling code

decides to test a suggestion made by the concolic analysis, it noti�es the analysis engine

to begin recording a new trace, and (optionally) provides the identi�er of the queued

branch back to the analysis so that the analysis can match up the recorded trace with

the suggestion. In the traditional presentation of concolic analysis, this matching up is

implicit—once a new set of values is generated it is immediately tested, so the target

branch is always known.

Another feature which allows the concolic testing platform to be used �exibly is

running multiple instances of the concolic engine simultaneously. This allows di�erent

parts of a web application—that is, di�erent sequences of test actions—to be tested

without needing to exhaustively test the �rst part before moving on. With separate

analyses for each part, an analysis tool is free to use other heuristics to choose which

tests to run, while still building up a useful base of concolic testing results.

Supporting multiple concolic states concurrently in the system is not especially

di�cult to implement. We simply make sure that all concolic state—the execution tree,

the current progress, information about the DOM, and so on—is stored locally in a

ConcolicAnalysis class which can be instantiated multiple times without each instance

a�ecting the others. It is not required for the separate testing engines to actually be

able to execute in parallel; only one analysis is actually used at a time. For example

there is only a single instance of the solver, which is never used in parallel.



3.6. Experimental evaluation 69

3.6 Experimental evaluation

Our concolic testing platform supports web-based JavaScript, but does not itself model

any interactions with the DOM. Therefore, it is evaluated on standalone JavaScript

programs, that is, scripts which take inputs directly and are not part of a web page.

Thus, the evaluation of the platform is analogous to traditional concolic testing. For

the experiments, we randomly generated a suite of 1000 synthetic JavaScript programs

which are representative of the code encountered on real websites. The platform is

compared with Jalangi, a framework for JavaScript testing that includes concolic testing

for standalone JavaScript [121]. The aim of these experiments is to show that the core

platform provides a competitive implementation concolic testing for web JavaScript,

and is therefore a good base on which to build further web-focused analysis tools.

Generating synthetic examples

To generate small example programs to test, we use a context-free grammar for a small

language of expressions. Sampling from this grammar produces expressions which

depend on certain input variables. The expression is then translated into a random

JavaScript program which implements it. The expression language is distinct from

the internal constraint language used by the concolic engine, as they serve di�erent

purposes, although they do share some similar structure.

The grammar for expressions is constructed in two phases: �rst, a basic grammar

de�nes the structure of expressions, and then this grammar is modi�ed to enforce

certain desirable properties of the expressions it allows. The base grammar is given in

Figure 3.5. This grammar is programmatically modi�ed to ensure that no sub-expression

may be composed entirely of constants; that is, every sub-expression must either be a

constant value itself, or contain an input. This prevents expressions such as

IntegerBinaryOperation(IntegerConstant(6), INT_ADD, IntegerConstant(9))

being generated. This is a purely mechanical transformation, resulting in a new gram-

mar. The new grammar could be de�ned directly, but generating it in two phases avoids

having to manually specify many duplicate terms.

Expressions are sampled from the grammar using a standard algorithm, which

ensures di�erent expressions are sampled uniformly [98]. This algorithm also allows

the length of the sampled string to be �xed. Our generator chooses a length at random,

normally distributed around a target length, giving some variation in program size,

but disallowing very short or very long programs. Once each expression is generated,

it is translated to JavaScript term-by-term. Each expression term has several possible

JavaScript implementations, one of which is chosen at random. Combining the im-

plementations for each term produces a JavaScript program implementing the entire

expression. For example, the term BooleanBinaryOperation(x, BOOL_AND, y) can

be implemented in seven di�erent ways, illustrated in Table 3.5.
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〈START〉 |= 〈BOOL_FUN〉 | 〈INT_FUN〉 | 〈STR_FUN〉

〈BOOL_FUN〉 |= BooleanFunction( 〈BOOL_ITE〉 )

〈INT_FUN〉 |= IntegerFunction( 〈INT_ITE〉 )

〈STR_FUN〉 |= StringFunction( 〈STR_ITE〉 )

〈BOOL_ITE〉 |= BooleanITE( 〈BOOL_EXPR〉 , 〈BOOL_EXPR〉 , 〈BOOL_EXPR〉 )

〈INT_ITE〉 |= IntegerITE( 〈BOOL_EXPR〉 , 〈INT_EXPR〉 , 〈INT_EXPR〉 )

〈STR_ITE〉 |= StringITE( 〈BOOL_EXPR〉 , 〈STR_EXPR〉 , 〈STR_EXPR〉 )

〈BOOL_EXPR〉 |= 〈BOOL_INPUT〉 | 〈BOOL_ITE〉 | 〈BOOL_FUN〉 | 〈BOOL_CONST〉

| 〈BOOL_EVAL〉 | BooleanNot( 〈BOOL_EXPR〉 )

| BooleanBinaryOperation( 〈BOOL_EXPR〉 , 〈BOOL_OP〉 , 〈BOOL_EXPR〉 )

| BooleanBinaryOperation( 〈INT_EXPR〉 , 〈INT_CMP〉 , 〈INT_EXPR〉 )

| BooleanBinaryOperation( 〈STR_EXPR〉 , 〈STR_CMP〉 , 〈STR_EXPR〉 )

| IntToBool( 〈INT_EXPR〉 ) | StrToBool( 〈STR_EXPR〉 )

| RegexTest( 〈STR_EXPR〉 , random_regex )

| ElementInSet( 〈INT_EXPR〉 , random_integer_set )

| ElementInSet( 〈STR_EXPR〉 , random_string_set )

〈INT_EXPR〉 |= 〈INT_INPUT〉 | 〈INT_ITE〉 | 〈INT_FUN〉 | 〈INT_CONST〉 | 〈INT_EVAL〉

| IntegerBinaryOperation( 〈INT_EXPR〉 , 〈INT_OP〉 , 〈INT_EXPR〉 )

| StringLength( 〈STR_EXPR〉 )

| BoolToInt( 〈BOOL_EXPR〉 )

| StringToInt( 〈STR_EXPR〉 )

〈STR_EXPR〉 |= 〈STR_INPUT〉 | 〈STR_ITE〉 | 〈STR_FUN〉 | 〈STR_CONST〉 | 〈STR_EVAL〉

| StringBinaryOperation( 〈STR_EXPR〉 , 〈STR_OP〉 , 〈STR_EXPR〉 )

| BoolToStr( 〈BOOL_EXPR〉 ) | IntToStr( 〈INT_EXPR〉 )

| StringReplace( 〈STR_EXPR〉 , random_string )

| StringRegexReplace( 〈STR_EXPR〉 , random_regex )

〈BOOL_OP〉 |= BOOL_EQ | BOOL_NEQ | BOOL_SEQ | BOOL_SNEQ | BOOL_AND | BOOL_OR

〈INT_CMP〉 |= INT_EQ | INT_NEQ | INT_SEQ | INT_SNEQ | INT_LT | INT_LEQ

| INT_GT | INT_GEQ

〈INT_OP〉 |= INT_ADD | INT_SUBTRACT | INT_MULTIPLY | INT_DIVIDE | INT_MODULO

〈STR_CMP〉 |= STR_EQ | STR_NEQ | STR_SEQ | STR_SNEQ | STR_LT | STR_LEQ

| STR_GT | STR_GEQ

〈STR_OP〉 |= STR_CONCAT

〈BOOL_EVAL〉 |= BooleanEval( 〈BOOL_EXPR〉 )

〈INT_EVAL〉 |= IntegerEval( 〈INT_EXPR〉 )

〈STR_EVAL〉 |= StringEval( 〈STR_EXPR〉 )

〈BOOL_INPUT〉 |= BooleanInput( 〈BOOL_VAR_NAME〉 )

〈INT_INPUT〉 |= IntegerInput( 〈INT_VAR_NAME〉 )

〈STR_INPUT〉 |= StringInput( 〈STR_VAR_NAME〉 )

〈BOOL_VAR_NAME〉 |= “B1” | “B2” | “B3”

〈INT_VAR_NAME〉 |= “I1” | “I2” | “I3”

〈STR_VAR_NAME〉 |= “S1” | “S2” | “S3”

〈BOOL_CONST〉 |= BooleanConstant( random_boolean )

〈INT_CONST〉 |= IntegerConstant( random_integer )

〈STR_CONST〉 |= StringConstant( random_string )

Figure 3.5: The expression grammar for the synthetic JavaScript program generator.
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Table 3.5: The di�erent ways that BooleanBinaryOperation(x, BOOL_AND, y) can

be implemented by the JavaScript generator.

Pre-processing Expression

(none) (x && y)
var b1 = (x && y); b1
var b1 = x; var b2 = y; (b1 && b2)
var b1; if(x && y) { b1 = true; } else { b1 = false; } b1
var b1 = false; if(x && y) { b1 = true; } b1
var b1; if (x) { b1 = y; } else { b1 = false; } b1
var b1; if (y) { b1 = x; } else { b1 = false; } b1

The generated JavaScript programs are representative of real-world code, although

they are clearly not fully realistic. The grammar for program expressions shown in

Figure 3.5 is di�erent to the internal symbolic language used for the platform’s concolic

testing. Constraints cannot “round-trip” perfectly from the expression grammar, via the

synthetic JavaScript programs, to the internal symbolic expressions used in the analysis.

Some terms from the expression grammar, such as functions and set containment checks,

have no analogue in the symbolic constraint language. In particular, the generated

JavaScript programs may include code which the platform cannot analyse.

The main limitation of the synthetic example generator is that it cannot generate

complex loops. Because the programs are generated from functional expressions, it is

di�cult to introduce loops which perform any signi�cant computation. Although this

is an obvious departure from real code, the examples are still appropriate for concolic

testing. Concolic testing relies on individual branches (whether loop conditions or if

statements) and does not directly analyse higher-level structures like loops.

Example. To demonstrate the whole generation process, we will present the �rst

example generated for our experiments. The expression sampled from the CFG (with

the random constants �lled in) is shown in Listing 3. It contains 79 expression terms

and 7 distinct inputs. Then the JavaScript program shown in Listing 4 was randomly

generated from this expression. �

Results

The experiments used 1000 randomly generated JavaScript programs. The programs

ranged in size from 2 lines (where the code is simply one big eval call) up to 91 lines

(with 25.4 lines on average), and took between 2 and 9 inputs (5.6 on average). Each

example was tested in both our platform and Jalangi’s concolic testing mode with no

time or iteration budget; each tool was allowed to run until its analysis was complete.
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Listing 3 An example expression generated from the CFG.

1: StringFunction( StringITE(
2: BooleanITE(
3: BooleanBinaryOperation(
4: StrToBool( BoolToStr( IntToBool( IntegerInput( "I3" ) ) ) ),
5: BOOL_AND,
6: BooleanEval( BooleanITE(
7: BooleanITE(
8: BooleanConstant( false ),
9: BooleanBinaryOperation(

10: BooleanInput( "B2" ),
11: BOOL_NEQ,
12: BooleanBinaryOperation(
13: BooleanConstant( true ),
14: BOOL_SNEQ,
15: IntToBool( StringLength( StringInput( "S1" ) ) ) ) ),
16: BooleanITE(
17: IntToBool( IntEval( IntEval( StringToInt( StringEval( StringITE(
18: BooleanInput( "B2" ),
19: StringConstant( "" ),
20: StringInput( "S1" ) ) ) ) ) ) ),
21: BooleanNot( BooleanBinaryOperation(
22: BooleanInput( "B2" ),
23: BOOL_EQ,
24: BooleanEval( BooleanBinaryOperation(
25: BoolToStr( BooleanInput( "B2" ) ),
26: STR_GEQ,
27: IntToStr( IntegerITE(
28: BooleanInput( "B3" ),
29: StrToInt( StringInput( "S1" ) ),
30: IntegerConstant( 54 ) ) ) ) ) ) ),
31: IntToBool( IntegerInput( "I1" ) ) ) ),
32: IntegerEval( IntToBool( IntegerInput( "I3" ) ) ),
33: BooleanInput( "B2" ) ) ) ),
34: BooleanNot( BooleanNot( BooleanInput( "B2" ) ) ),
35: BooleanEval( BooleanInput( "B2" ) ) ),
36: StringInput( "S3" ),
37: StringInput( "S2" ) ) )
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Listing 4 A sample JavaScript program generated from the expression in Listing 3.

1: var fn56 = function (s54, b24, x1, b13, x35, s14, s53) {
2: var b47 = b13; var b50 = b13; var x39 = x1;
3: var s3 = ( ‼ (x1)).toString();
4: var b4 = (s3) ? true : false;
5: var b45;
6: if (b4) {
7: var b42 = b13; var b5 = b13; var s6 = s14;
8: var b8 = ‼ ((s6).length);
9: var b11;

10: if (b5) { b11 = !(true !== b8); } else { b11 = (true !== b8); }
11: var b21 = b13; var s25 = s14;
12: var e19 = "eval(\"var x15; if (b13) { x15 = \\\"\\\"; } else { x15 = s14; } Number(eval(\\\"x15\\\"))\")";
13: var b36 = Boolean(x35);
14: var x37;
15: if ((eval(e19)) ? true : false) {
16: var b22 = b21; var x27;
17: if (b24) { x27 = parseInt(s25, 10); } else { x27 = 54; }
18: var b29 = String(b22) >= '' + (x27);
19: var e31 = "b29";
20: var b32 = b21;
21: var b33 = eval(e31);
22: var b34;
23: if (b32 == b33) { b34 = false; } else { b34 = true; }
24: x37 = b34;
25: } else {
26: x37 = b36;
27: }
28: var x38;
29: if (false) { x38 = b11; } else { x38 = x37; }
30: var e41 = "‼(x39)";
31: var x43;
32: if (x38) { x43 = eval(e41); } else { x43 = b42; }
33: b45 = eval("x43");
34: } else {
35: b45 = false;
36: }
37: var x52;
38: if (b45) {
39: var b48;
40: if (b47) { b48 = false; } else { b48 = true; }
41: x52 = !(b48);
42: } else {
43: var e51 = "b50";
44: x52 = eval(e51);
45: }
46: return (x52 ? s53 : s54);
47: }
48: fn56(input_S2, input_B3, input_I3, input_B2, input_I1, input_S1, input_S3);
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Figure 3.6: Paths explored and lines covered by our platform and Jalangi on 1000

synthetically generated JavaScript programs. In both cases, examples above the diagonal

are explored more by our system, those below more by Jalangi.

Because the examples are relatively small, this is not unrealistic; the average number of

iterations required was only 6.00 for our platform, and 5.24 for Jalangi.

The summarised results are shown in Table 3.6, with a breakdown by test-case

shown in Figure 3.6. Our concolic testing explores many more paths than Jalangi

in general. It bene�ts from more symbolic instrumentation of JavaScript built-ins,

native string operations, and datatype coercions which are not supported (and may be

di�cult to support) in Jalangi. Part of this bene�t comes from using CVC4, which is

more advanced, especially for string solving, than the older version of CVC used by

Jalangi. It seems that our platform is more often able to prove that certain branches

are unreachable and therefore avoid attempting exploration in these cases. Jalangi’s

concolic testing generated values and attempted to explore a new path which it was

then unable to reach in 16.4% of the examples, whereas our platform could prove that

many of these cases were unreachable, and only made unsuccessful explorations in

0.6% of the examples.

Jalangi’s test cases

As well as our own synthetically generated test programs, we also tested the platform on

Jalangi’s concolic test suite. These tests are mostly hand-written as unit tests, but they

also include some examples taken from tutorials, which are somewhat representative

of real-world code. In total, there are 45 test programs, using standalone JavaScript.

We measured the number of distinct execution paths the platform managed to explore
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Table 3.6: Comparison our platform with Jalangi on 1000 synthetic JavaScript programs.

Platform Jalangi

Avg. no. iterations 6.00 5.24

Avg. no. distinct paths explored 5.75 2.54

Examples with >1 path explored 81.63% 42.31%

Avg. line coverage 91.49% 87.69%

Examples with 100% line coverage 46.44% 37.05%

Table 3.7: Our platform’s results on Jalangi’s 45 concolic test cases.

Result Tests

Successfully solved 30 (66.7%)

No modelling of symbolic objects 7 (15.6%)

Non-instrumented built-ins 7 (15.6%)

Non-linear constraints 1 (2.2%)

Total 45

in each program, as well as the number of lines covered during the testing. As before,

there was no iteration limit, and the numbers of iterations required were low enough

that this did not matter (the most required was 24, to test a small quicksort function).

The results are shown in Table 3.7. Note that as these examples are Jalangi’s own test

cases, it can fully explore them all.

Our platform does not support general objects as inputs, only primitive values. As

such, our internal constraint language cannot describe complex constraints on object

values as they cannot be symbolic in our system. Jalangi does support such constraints,

and thus several of their test cases cannot be solved in our platform.

The platform also fails some tests because of some un-instrumented built-ins. They

are not instrumented simply because we have not encountered them on the web pages

we have tested so far. In general they would not be problematic to add. For example,

we support the indexOf function which searches a string for a given substring, but

three of Jalangi’s tests use lastIndexOf, which we do not have symbolic support for.

Adding support requires adding a new term in the internal constraint language and

translating it for the solver. CVC4 has a function str.indexof but not str.lastindexof
or anything equivalent, so some rewriting would be required. Another example uses

charCodeAt, which returns the character code of the character at a given index in a

string. Our platform already supports charAt, so to support charCodeAt as well we

would include a new relation mapping characters to their codes (e�ectively a look-up

table) in our SMT constraint output.
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One example uses a non-linear arithmetic constraint, which our platform does

not solve. CVC4 can solve non-linear constraints, but at the cost of performance and

correctness guarantees. As we have not encountered non-linear constraints on real

sites, we have never enabled this option. For Jalangi’s more general-purpose JavaScript

analysis, the trade-o� of allowing non-linear constraints is likely more bene�cial.

3.7 Discussion

Our experiments show that our high-level approach, along with our bytecode-based

implementation, has a lot of promise in practice. Our concolic testing engine is compet-

itive, and the bytecode-level symbolic interpreter avoids many of the di�culties usually

encountered in JavaScript analysis. Having the JavaScript pre-processed into a stream

of bytecode instructions simpli�es both the internal constraint language and constraint

solving. There are, however, a number of limitations in the implementation which we

will now discuss.

Being built on an instrumented web browser allows our platform to test code which

other tools would �nd di�cult. For example, Section 3.5 describes how asynchronous

code using timers and AJAX callbacks can be �xed in a deterministic order so it can be

tested consistently. The platform does not test all interleavings of asynchronous code—

looking for race conditions, for example—it just executes such code deterministically

so that di�erent test runs can be directly compared.

Not every JavaScript built-in function is instrumented symbolically in our inter-

preter, or in some cases they are instrumented only for common or simple cases. In-

creasing the coverage of our symbolic instrumentation would reduce the incidences of

symbolic information being “lost” in the interpreter (when a symbolic value is passed to

an un-instrumented function and the result is returned with no symbolic tag). However,

it would also increase the complexity of the constraints, so the new instrumentation is

only useful when the solver is able to handle the new constraint types.

For example, the string methods toUpperCase and toLowerCase are instrumented,

but there are no corresponding methods in CVC4. We have implemented SMT relations

which match upper- and lower-cased versions of strings up to a limited length bound.

This allows simple uses of toUpperCase and toLowerCase to be solved, but these

functions still cannot be handled well in general.

Another area where the platform is currently limited by the constraint translation

and the solver is regular expression constraints. There are two issues: �rst, non-regular

expressions which the solver cannot handle, and second, the need to analyse complex

objects returned by many regular-expression functions. As mentioned in Section 2.1,

JavaScript’s RegExp language includes many non-regular features. CVC4 supports

regular expressions, but not these extensions. Thus, constraints which make use of
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these extended expressions cannot be solved. Techniques exist to decompose such

expressions into SMT constraints which can be solved [94], but these have not been

applied in the platform. There are also some more subtle encoding restrictions which

prevent the constraint translator from handling Unicode or negated character classes

in regular expressions, some of which could be addressed with further engineering

work, and some of which are imposed by the solver. The second issue relates to the

JavaScript regular expression functions themselves. The simple case, RegExp.test, is

handled correctly; it returns true if the expression matches and false otherwise. Other

regular expression functions however, return more complex objects. For example, both

RegExp.exec and String.match return an array of matches, or null if there are none.

Our internal symbolic constraint language has no generally-applicable support for

nulls, arrays or objects. We have added special-purpose support for the most common

patterns observed when these regular expression functions are used (essentially, when

they are used like RegExp.test), but more complex uses cannot be represented or solved.

There are other areas where the solver’s support for certain constraint types does not

exactly match JavaScript. For example, CVC4’s integer type does not include any NaN

(not-a-number) value. In JavaScript, if a non-numeric string is parsed into a number, the

result is NaN. In CVC4 it is −1. As there is also no way to check for NaN in the SMT-LIB

language (seeing as it is not a value at all), this means that certain constraints can be

solved incorrectly, and the suggested values do not take the expected path when tested.

The platform could in principle encode a model of JavaScript’s NaN semantics into its

SMT constraints. This would require tracking for each intermediate value whether it is

NaN, and under what conditions, greatly increasing the complexity of the constraints.

We instead take the opposite approach, using as direct a translation of the constraints

as is feasible, and permitting certain corner cases to not be solved correctly. This “best

e�ort” approach to constraint solving is a pragmatic middle-ground, which allows the

vast majority of real-world constraints to be solved e�ciently.

In general, the internal symbolic constraint language is tailored to its application of

modelling inputs from forms and the DOM, and is not suited to fully-general JavaScript

analysis. The input variable types are limited to strings, integers and Booleans, with no

support for symbolic objects outside of special-purpose support for certain patterns,

such as the regular expression matching discussed above. This is not a limitation for

our application, and in fact simpli�es the constraints (both internally and when sent

to the solver), but it precludes reasoning about more general standalone JavaScript

functions, which may operate on complex objects in ways our platform cannot model.

In certain cases, it would be bene�cial to generate constraints at a higher level of

abstraction. For example, when a page checks whether an input value is a member of a

certain set, the bytecode-based interpreter generates a sequence of symbolic branches,

checking whether the input is equal to each of the set members in turn (as discussed
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earlier in relation to the platform’s search procedures). This in�ates both the size

of the constraints and the analysis search space compared with generating a single

set-containment constraint in a single symbolic branch. Such high-level constraint gen-

eration would be possible if the symbolic interpreter could recognise certain well-known

library functions or patterns, and assign them a pre-de�ned symbolic representation.

Such higher-level constraints would also mirror the developer’s original intent more

closely, making them more appropriate for modelling a website’s user-interface rules.

Symbolic information can be lost if values leave the interpreter; for example if

a symbolic value is saved into the DOM and later retrieved. The DOM contents are

not modelled symbolically or instrumented, so any symbolic information saved into

the DOM will lose its symbolic tag. In contrived situations it is always possible for

symbolic information to be lost by leaving the control of the interpreter; for example an

input value could be sent to a remote server via AJAX and returned unchanged, but no

symbolic execution would be able to prove that the new value must always be identical

to the original input without knowledge of the server-side processing. The DOM is

relevant because some real web applications do store aspects of their state in the DOM,

and it would be useful to be able to track these symbolically.

In all, our concolic testing platform is a useful and powerful base on which to build

web interface analysis tools. A completely full-featured implementation of bytecode-

based symbolic tracing in a state-of-the-art browser remains a major engineering

challenge. With a bytecode-based approach, it becomes more di�cult—though not

impossible—to link analysis-level and source-code-level information, compared to

a source-code-based approach as used by Jalangi. For example, if it is necessary to

perform symbolic analysis of library code which cannot be analysed directly, then a

symbolic model for the library can be included in place of the library calls much more

simply and directly in a source-code-based approach. It may be useful to investigate

variants of our approach which can perform the symbolic tracing at the JavaScript level,

working with the code on-the-�y.

Our work on bytecode-based symbolic tracing within WebKit began before Jalangi’s

publication. If Jalangi had been available at the time, we would have strongly considered

using it’s symbolic tracing as the base for our analysis platform, rather than building our

own symbolic interpreter. In this scenario, Jalangi would be used to instrument the web

page’s JavaScript code and record the symbolic traces. Those traces would be passed to

our system and processed as normal, passing through a similar constraint translation

and solving process as we have today. The advantage would be that the symbolic

tracing would become browser-independent, and new browser features or APIs could

be incorporated into the system much more easily. Such a system would inherit some

of Jalangi’s limitations, such as limited control over the browser (for example to issue

GUI-level click events) or internal browser operations (such as keeping AJAX callback

events deterministic). Communication between the running symbolic interpreter and

other analysis features would also become more di�cult. Even if some level of browser
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instrumentation were still used, this approach would depend much less on speci�c

browser versions, allowing platform to better keep up with browser updates. Although

it is unclear which approach would be best overall, combining symbolic tracing from

Jalangi with the rest of our system has some compelling advantages.

3.8 Related work

This section describes related work on standard (that is, not JavaScript- or web-based)

concolic testing, and then discusses current approaches to JavaScript analysis, both

standalone and on the web.

Concolic testing and constraint solving

Concolic testing was �rst introduced for C with the DART [50] and CUTE [122] tools,

which developed the idea of combining symbolic execution with concrete information

to drive the analysis forwards and through constraints which couldn’t be solved by sym-

bolic execution alone. More modern concolic testing tools use sophisticated techniques

to reduce the search space of the analysis, such as speci�c handling for loops [118],

which could be directly useful to my concolic testing tool (the core of which is not

JavaScript or web-speci�c). Concolic testing has also been extended to test concurrent

programs [40].

SAGE is an automated white-box fuzzing tool developed at Microsoft [51]. It is used

for testing and bug-�nding for Windows and O�ce and as such is the largest fuzzing

system and the largest single application of SMT solving in the world [48]. SAGE has

developed many state-of-the-art concolic analysis techniques which make analysis of

such large programs feasible, such as dealing with input-dependent loops [52], and

creating symbolic summaries of functions to avoid repeatedly analysing the same code

again and again [3].

KLEE is another modern concolic analysis tool, which analyses LLVM bytecode (for

example generated from a C program) to discover bugs [23]. Analysing LLVM bytecode

means that many languages can be analysed in a language-agnostic way, and many

compiler bugs or optimisations which cause problems will also be analysed.

Some similar techniques to ours are used in Apollo, a web application testing

framework for server-side PHP code [9]. Apollo combines concrete and symbolic

execution with model checking techniques to automatically generate test cases which

may uncover bugs in the server-side of web applications.

Concolic testing requires high-performance SMT solvers to generate new test inputs.

The most commonly used SMT theories are Booleans and bit-vectors, but constraints

over integers, reals or arrays are also common. Some examples of solvers used for

concolic testing or symbolic execution include Boolector [109], CVC4 [16], STP [46],

Yices [36], and Z3 [32].
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For our work, we require very strong support for the theory of strings. In partic-

ular, the more string functions the solver supports built-in, the easier our constraint

translation becomes. When analysing web-based JavaScript, transformations between

strings and other data types are common, so it is very useful if the solver supports these

coercions directly.

Initially we tried Kaluza [116], the solver developed for use with Kudzu (discussed

below) but we found it could not handle enough of the constraints generated by our

tools. We also tested Z3-str [144], which is a plugin for the main Z3 solver which adds

support for strings and string functions. Finally, we settled on CVC4. CVC4 supports a

wide variety of theories compared with other solvers [29], strong string and regular

expression support [90], as well as support for constraints which involve coercions

between theories, which many other solvers have very little support for. It is worth

noting that since we moved from Z3 to CVC4, the string support in Z3 has improved,

and they have added support for regular expression solving, which were our two biggest

motivations to move originally.

Standalone JavaScript analysis

As JavaScript has become more and more ubiquitous, there has been a lot of work on

static analysis of JavaScript. Static analysis is di�cult, because of JavaScript’s highly

dynamic nature, but progress has been made [6, 47, 58, 64, 67, 87, 128]. Much of this

work focuses on certain simpler subsets of the language however, to avoid di�cult

combinations of features which can arise in full JavaScript. Studies on the real-world

usage JavaScript show that these subsets are not enough to analyse real websites without

developer support [115].

Some full tools for static analysis of JavaScript (as opposed to theory and techniques)

include RATA, a type inference tool used to optimise JavaScript execution [93]; Flow, a

type checker which can understand common JavaScript idioms [27]; WALA, a general-

purpose static analysis framework including pointer and data-�ow analysis which can

be applied to JavaScript [130]; Actarus, a taint-analysis tool for detecting client-side

security vulnerabilities [57]; and TAJS, a static analysis framework including DOM

modelling, which is discussed below. JavaScript code checking tools, such as JSHint,
20

JSLint,
21

or ESLint,
22

are also based on static analysis. Many such tools are based on

Esprima, a JavaScript parser implemented in JavaScript itself [39].

Other tools can be thought of a JavaScript re-compilers, and perform some analysis

while translating JavaScript from one form to another. Google’s Closure compiler is a

JavaScript-to-JavaScript compiler which performs analysis to identify issues with the

code [55]. It is used by web developers both as an optimiser (by minimising the code),

20
http://jshint.com/about/

21
http://www.jslint.com/

22
https://eslint.org/

http://jshint.com/about/
http://www.jslint.com/
https://eslint.org/
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and as a code quality checker which can remove dead code, perform syntax- and type-

checking, and warn about potentially dangerous patterns. TypeScript is not directly

a JavaScript analysis tool, but a new language—a superset of JavaScript which adds

type annotations to allow more powerful static analysis [132]. TypeScript’s compiler

translates TypeScript source code into standard JavaScript, so it can be used on the web

with existing browsers, but the annotations allow much more sophisticated compile-

time type checking and veri�cation than would be possible with pure JavaScript.

Web-based JavaScript analysis

There are many existing tools which analyse JavaScript in a web setting. Studies have

shown that, on the web at least, JavaScipt’s most dynamic features (eval, dynamic code

loading, and so on) are commonly used, even when they are not strictly necessary [114,

115]. New client-side APIs and browser features are developed rapidly, and these

features are not always used correctly by developers [59]. This makes the analysis of

web-based JavaScript particularly di�cult.

The most similar work to ours is SymJS. SymJS also attempts concolic testing of

web JavaScript, and is also based on an instrumented browser [88, 127]. The concolic

testing applies many of the techniques described earlier to reduce its search space.

SymJS is based on the open source Rhino JavaScript engine. As mentioned below,

only a small fraction of real-world websites’ JavaScript can be correctly parsed and

interpreted by Rhino. This is not a critical problem for SymJS, which is intended

for developer-supported testing and so can be run in a more predictable and stable

environment than a tool intended for testing live real-world websites.

TAJS is a static analysis tool for JavaScript, but includes a sophisticated model of the

DOM API, which allows it to reason about JavaScript embedded in a web page, not only

standalone JavaScript [71, 72]. TAJS has special support for detecting and removing

certain cases of eval, which is normally di�cult to reason about [70]. Recent updates

have even allowed the tool to analyse JavaScript code which uses jQuery and similar

libraries [7], which has previously been too complex for static analysis tools. Like

SymJS, the main goal is developer supported analysis, so the tool is not intended—or

suitable—for analysis of live, real-world web pages.

Jalangi is a framework for instrumentation and runtime monitoring of JavaScript

code [121]. Certain instrumentation rules are de�ned, which are then applied to the

code being tested at the source code level—each action in the original JavaScript code is

mirrored by an analysis action in the instrumented version of the code which updates

the analysis state. Jalangi’s big advantage then is that this instrumented web page

is loaded and tested in a real, unmodi�ed web-browser. This allows testing with an

up-to-date production web browser, as well as across multiple browsers, including

mobile browsers. Separating the instrumentation from the execution makes Jalangi a

very �exible analysis platform.
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The framework has been used to implement several interesting JavaScript analyses

for web applications [53, 54, 123]. Most relevant to my own work, it is possible to create

a symbolic trace recorder, and therefore a concolic testing tool, by tracking marked

input values as they pass through the program.

Jalangi’s main limitation in the web setting is that it requires pre-processing of the

JavaScript source. It is thus useful for testing websites with the support of developers,

but is problematic for analysing third-party websites without developer support. Ad-

ditionally, Jalangi’s concolic analysis only supports a relatively small subset of string

operations in their constraints, which are translated to Boolean and integer constraints

before being sent to the solver (which is CVC3).

A new version of Jalangi with a slightly di�erent focus is available which mitigates

the source-code instrumentation issue [66, 69]. It is able to use mitmproxy [101] to

intercept JavaScript �les being downloaded and instrument them on the �y. This

reduces the required developer support signi�cantly. However, there is no known

implementation of concolic testing using Jalangi 2.

Kudzu is an automated test-generation tool for JavaScript-based web applications,

based on concolic testing [116]. As part of this work, a new constraint solver was

developed called Kaluza, speci�cally tailored for concolic testing of web JavaScript. In

our tests, Kaluza was not able to solve many of the constraints generated by our system,

and did not support the theories necessary for a natural translation of constraints from

the symbolic execution to the solver’s language. Although designed to generate tests

for web applications, Kudzu does not appear to include any modelling of the DOM,

browser APIs, or user inputs. It seems that the tool analyses JavaScript in the setting of

a web page, without analysing the interactions between the two.

ProFoUnd (Program-analysis-based Form Understanding) is a demonstration system

that attempts to use static analysis of JavaScript to aid information extraction [20].

Because full static analysis of JavaScript is so di�cult, ProFoUnd does not perform a

sound analysis of the code. Instead it uses a pattern-matching approach. It identi�es

entry-points (JavaScript code attached to submit buttons and form handlers) by looking

for a �xed set of common attachment patterns in a web page. It then looks statically at

the page’s JavaScript code and detects interceptions (alert boxes and error messages) by

pattern matching. Given an interception, ProFoUnd attempts a static analysis to chain

together conditions on the form elements that lead to the interception point. ProFoUnd

relies on the Rhino JavaScript interpreter for parsing, and for the websites that Rhino

can parse, ProFoUnd can detect many relevant constraints. However, Rhino is not a

JavaScript interpreter for the web, and it can only process a minority of real-world sites.

Other tools which tackle web-based JavaScript analysis include FLAX, which uses

taint-tracking to detect client-side security vulnerabilities in web applications [117];

JS-Slicer, a program slicing tool which can account for DOM dependencies (and which is

built on Jalangi) [142]; Gulfstream, an incremental static analysis which can be applied
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to “streaming” JavaScript programs as they are downloaded [92]; and Rozzle, which

uses multi-execution to detect JavaScript malware which depends on certain browser

features or environments [79]. There has also been work on formalising the DOM API to

allow better type-checking of JavaScript programs which interact with the DOM [129].

As well as Jalangi, both SymJS and Kudzu would have been interesting to compare

with our platform. Unfortunately neither tool is available and so we were not able to

test them. While it is available and clearly related, TAJS uses static analysis, a very

di�erent approach, and is not designed to run on real-world websites. It is therefore

di�cult to directly compare with our system.

The evaluation data for the platform, including the synthetic program generator and

the generated programs, is available on GitHub [42].





4 ArtForm: Exploring web forms

The previous chapter presented a platform for analysing JavaScript on the web. Analysis

of web forms requires additional infrastructure on top of this. This chapter introduces

ArtForm, a tool for exploring web forms which implements this additional infrastructure.

It builds on the concolic testing platform from the previous chapter, but adds extra

modelling to account for the connection between the user-level and implementation-

level views of the page discussed in Chapter 1.

ArtForm’s primary goal is, given the URL of a web page containing a form, to

analyse the client-side validation code attached to the form and infer its validation

constraints. This allows new valid form inputs to be generated, which can be used to

explore further into the site or to extract data hidden behind the form.

Analysis of web form validation code involves a new set of challenges not encoun-

tered by standalone JavaScript analysis. These include:

• Initial page analysis. Before the main analysis can begin, the forms on the page,

and in particular their submission buttons, must be identi�ed. The set of user-level

actions used to �ll the form must be chosen.

• Choosing an action sequence. After identifying the actions to be tested, their

ordering must be chosen. As actions can depend on each other, and on changes

to the DOM as the form �lling progresses, choosing an order is non-trivial. In

fact, in many cases, multiple orderings must be tested to cover all the interesting

behaviour of a single web form.

• Simulating user actions. To record a realistic symbolic trace which accurately

represents the website’s interface, it is important to simulate �lling the form in a

realistic way, as a real user would.

• Modelling sources of symbolic information. The symbolic interpreter propagates

existing symbolic values, but does not create them. When analysing web forms,

the input values originate in the DOM—from the form input elements them-

selves. ArtForm models the form inputs as sources of symbolic information and

must choose how their di�erent values and properties should be represented

symbolically at each stage of the analysis.

• Restricting the allowable input values. ArtForm introduces extra SMT constraints

which ensure the values generated by the concolic testing are suitable for the
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particular form being analysed. For example, the inputs generated for a drop-

down select box should only be chosen from among the possible values of that

select box.

• Trace classi�cation. After each trace is recorded, it is classi�ed as either a suc-

cessful form submission or a rejection before being merged into the path tree.

The trace classi�er analyses the annotations on each trace (the markers for page

loads, alerts, and so on) to determine whether a trace represents a successful

submission or not.

We address these problems by introducing new constraints into the standard concolic

testing procedure. Constraints are added to restrict the values which an be chosen for

di�erent �elds, and to determine which action orderings need to be tested to reach

new paths. This new extended concolic testing algorithm, together with some other

components tailored for form analysis (such as a form-speci�c trace classi�er) forms

the core of ArtForm.

4.1 Formalising the setting

Traditional concolic testing tests a given function or program, with given inputs and

�xed behaviour. When analysing web forms, or any complex event-driven interface, it

is not obvious how to choose the analogue of this function under test. If all the form

related code is contained in the submit handler, then there is a clear mapping from a

form to a single function. But in general the form’s implementation is spread over the

handlers for a variety of events; �lling �elds, clicking buttons, and so on. If a known,

�xed sequence of such actions is to be tested, then a “top-level” function can be de�ned

as the concatenation of those actions, provided with the appropriate inputs. However,

for our purposes this model is still not powerful enough. It is desirable to have the

action ordering be variable and under the control of the analysis.

This section presents a more realistic model for web forms than treating them as a

single �xed function, which we use to develop our approach to web form analysis in

the next section. We will use concolic testing to discover both the values to �ll into

form �elds, and also the ordering of these actions that allows these values to submit the

form. Although extremely idealised, this model is still useful for developing an e�ective

analysis of real forms.

A form is a collection of individual input �elds. Each �eld f is associated with an

action Actf. Actions in our model correspond to JavaScript event handlers. Each action

Actf takes an input value, writes it into a global variable vf and executes some further

code. Informally this input value is the input supplied by a user to �ll the �elds, vf
represents the �eld’s value in the DOM, and the code is that of the event handler. A

submit button can be modelled as a �eld whose input value is never read.
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The code for the form actions manipulates a set of variables ®v , including the distin-

guished variable vf —the input variable of the form action. The variable vf is associated

with a default value Df, which is the value it will take before the action Actf is run. In

our basic model, the program code for each action is written in a simple procedural

language using the following grammar for expressions E:

x := τ (®y) if φ(®y) then E1 else E2 E1;E2 Abort doC

Here τ ranges over terms built up from set of atomic functions (e.g., +,×) over variables

and constants, while φ ranges over some set of conditions (e.g., Boolean combinations

of atomic conditions τ1 {6,,,=} τ2, where τi are terms). C in doC ranges over some

set of commands which do not impact form submission or control �ow. Variables x
on the left hand side of assignments can be from ®v (informally, the global variables),

or freshly-named variables local to this action. Variables in ®y may be from ®v or any

previously assigned local variable. A conditionφ is ground if it contains no free variables.

A variable is assigned in expression E if it occurs on the left side of some assignment

statement and otherwise is free.

Example. The validate_to function from the previous chapter’s running example (see

page 40) can be expressed in this language as follows:

f := vfrom;

t := vto;

if len(f ) = 0 then Abort else doskip;

if f = t then Abort else doskip

Here the function len is one of the atomic functions allowed in τ , and the action doskip
is a no-op. Local variables f and t are assigned, whereas vfrom and vto are free. �

Although there are no loops in this simple language, this is not as much of a limi-

tation as it seems. In particular, it re�ects our platform’s bytecode-based interpreter,

which sees a stream of low-level instructions without high-level structure; the inter-

preter sees loops in their unrolled form. In�nite or input-dependent loops (where the

number of iterations depends on the input) cannot be represented in this language,

although they can be handled in our implementation, which does not need to know the

program code for the actions statically and only explores it on-the-�y.

The semantics of the language are standard. Given an expression E and a binding σ
for the free variables of E, the semantic function Eval returns the sequence of ground

conditions and atomic actions Abort and doAc that are generated during an execution.

For simplicity, we give the semantics in the absence of assignments, which can be

inlined. Inlining is safe because nothing in our language except assignment itself can
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cause side-e�ects. Then Eval is de�ned as follows, with ⊕ representing concatenation

of sequences:

Eval(σ ,Abort) = [Abort]

Eval(σ , doAc) = [doAc]

Eval(σ , if φ(®y) then E1 else E2) =

{
[φ(σ (®y))] ⊕ Eval(σ ,E1) if φ(σ (®y)) holds

[φ(σ (®y))] ⊕ Eval(σ ,E2) otherwise

Eval(σ ,E1;E2) = Eval(σ ,E1) ⊕ Eval(σ ,E2)

For example, the result of Eval on the example validation program above, with the

binding σ = {vfrom 7→ “LHR”,vto 7→ “JFK”} would be:

[len(“LHR”) = 0, doskip, “LHR” = “JFK”, doskip]

We will be particularly interested in whether conditions are satis�ed and whether

or not Abort is encountered. Given a condition φ and a binding σ for the variables in

φ, the value of φ, denoted Val(φ,σ ), is true if φ holds when the variables appearing

in φ are replaced with their valuation in σ . Continuing the same example as before,

Val(len(vfrom) = 0, {vfrom 7→ “LHR”,vto 7→ “JFK”}) is false. The trace of E on an

assignment σ is the sequence of conditions encountered during the execution and their

truth values under σ . If E executes Abort at any point when running on σ we say it

aborts on σ , while otherwise we say it terminates on σ . The running example program

terminates on the example binding σ with the following trace:

[(len(vfrom) = 0, false), (vfrom = vto, false)]

We will name our actions with numeric indices, so Acti denotes the program associ-

ated with form �lling action i , while vi and Di denote the input variable for Acti and

its default value, respectively. A set of such indexed actions Act1 . . .Actn has restricted
global state if for every Acti , each free variable v occurring in it is one of the input

variables vj and further no input variable is ever assigned. That is, Acti is permitted to

read any of the input variablesv1 . . .vn, but may not write to any global state, including

those inputs. The only exception is the implicit assignment ofvi just before the program

code attached to Acti is executed.

The behaviour of a single expression is well-de�ned given a binding for all variables.

When several actions are executed in sequence, it remains to explain how they interact.

Intuitively, as actions are executed, the corresponding input valuesvi are bound in turn,

with the user input values replacing their previous default values.

A bound form action is a pairing of a form action Acti with a value ci for its input

variable vi , while a form input is a sequence of bound form actions. We de�ne the

unfolding of a form input (Act1, c1) . . . (Actn, cn) as the sequence: (σ 1,E1), . . . , (σ
n,En),
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where σ i
is the order-modi�ed assignment which maps each vj for j ∈ {1..n} to the

corresponding input value cj if Actj comes earlier than Acti in the ordering, or its default

value otherwise.

σ i(vj) =

{
cj if j 6 i

Dj otherwise

We can extend our semantics to form inputs via unfoldings. The trace of a form

input is the concatenation of the traces in its unfolding. By extension, the result of

Eval on a form input is the concatenation of the results of Eval on each term of its

unfolding. A form input is said to abort if any of its action expressions Ei aborts on its

corresponding σi ; otherwise we say it terminates.

Intuitively, this model of web forms and their validation code allows each form

�eld’s validation code to process its own input value, possibly in conjunction with

others which have already been �lled. When the actions have restricted global state

then the each �eld’s associated code cannot a�ect the execution of other �elds’ code;

the di�erent �eld handlers only “communicate” via observing the values of the other

form �elds (which they are allowed to read).

The order modi�ed assignments σ i
represent the state of the form at the time each

action Acti is invoked. For example, if our example form is �lled in the order From,

To, Date, �lling the values “LHR”, “JFK” and “17/09” respectively, then we will use

the following assignments, which begin with the default values “”, “”, and “01/01” and

include each input value as it is �lled:

σFrom = {vfrom 7→ “LHR”,vto 7→ “”,vdate 7→ “01/01”}

σTo = {vfrom 7→ “LHR”,vto 7→ “JFK”,vdate 7→ “01/01”}

σDate = {vfrom 7→ “LHR”,vto 7→ “JFK”,vdate 7→ “17/09”}

4.2 Dynamic event reordering for concolic testing

This section presents a new algorithm which adapts concolic testing to our model of

form validation code. The algorithm is shown in Algorithm 2. Its structure is similar

to the classic concolic testing algorithm, with the key di�erence being that we are

exploring a tree of paths for each action, instead of a single tree for the whole analysis.

At each iteration we �rst choose an action with an unexplored path as the target, and

solve for both a new value for each form action and an ordering for the actions. Testing

the actions in the given order and with the given values should exercise the target path

in the target action. The remainder of this section provides the intuition and formal

details for the algorithm.

Reordering of events is required because the action code for a form �eld can de-

pend on which actions have already been executed. For example, consider the func-

tions validate_to and validate_aux from the running example (Listing 1; page 40). If
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Algorithm 2 The high-level algorithm for form exploration.

1: procedure Form-Concolic-Testing(form)

2: actions← Identify-Actions(form)

3: initial-order, initial-values← Choose-Initial-Order-And-Values(actions)
4: trace← Execute-And-Record(initial-order, initial-values)
5: path-trees← Init-Tree(trace)
6: if trace is terminating then

7: Mark all local symbolic paths within trace as Known-Extendible

8: else

9: Mark local symbolic paths which aborted as Known-Unextendible

10: end if

11: while ∃Act UnresolvedAct(path-trees) , ∅ do
12: Choose target-path and Act where target-path ∈ UnresolvedAct(path-trees)
13: order, values← Solve-Path-Constraint(OverApproxAct(target-path))
14: if the path constraint was successfully solved then

15: trace← Execute-And-Record(order, values)
16: Extend-Tree(path-trees, trace)
17: if trace is terminating then

18: Mark all local symbolic paths within trace as Known-Extendible

19: else

20: Mark local symbolic paths which aborted as Known-Unextendible

21: end if

22: else

23: Mark target as Known-Unextendible

24: end if

25: end while

26: end procedure
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a �xed sequence of actions is tested where To is �lled before From, then the check

for from.length == 0 in validate_aux will always be satis�ed. When validate_aux runs,

the From �eld has not been �lled yet, so it must always have its default value of the

empty string. Under this ordering, the alert message on line 9 is always shown, and the

remaining code can never be reached.

In our example, it is possible to pick an ordering which allows all the code to be

tested (namely, �lling From, To and then Date). However, this is not always possible in

general. If we extended our example to include both departure date and return date

�elds, then the handlers for these �elds would naturally depend on each other; both

would check whether the other were set, and if so enforce that the departure date was

before the return date. In this case, no single static ordering could be chosen which

allows all the form validation code to be tested, and multiple orderings of the actions

would be required in order to cover all the form’s behaviour. Even if there is a suitable

static ordering, a prior analysis would need to be performed to �nd it, and even given

an ordering where the form can be submitted, some interesting code paths may still

not be reachable.

The previous section de�ned concrete traces of action-related code. We now extend

this notion to symbolic descriptions of these traces. We start by symbolically describing

the “local behaviour” of a single form action, given a binding for all variables.

For a binding σ to the free variables of expression E, the local symbolic path of E
executed under σ is a formula describing the values of conditions (with assignments

inlined) in the trace of E on σ . That is, the local symbolic path is the conjunction∧
Val(φi ,σ )=>

φi ∧
∧

Val(φi ,σ )=⊥

¬φi

where φ1 . . .φk is the sequence of conditions encountered while executing E on σ .

In the previous section we saw the example concrete trace

[(len(“LHR”) = 0, false), (“LHR” = “JFK”, false)]

for the action corresponding to the form’s From �eld with a binding σ . The correspond-

ing local symbolic path for this trace is

¬(len(vfrom) = 0) ∧ ¬(vfrom = vto)

This is the condition which the input variables must satisfy in order to cover the same

execution path (and therefore generate the same concrete trace) as the original input

binding σ did. In terms of concolic testing, this is the path constraint for that path,

within this single action. This example trace only includes a single action, but in general

a trace is for a whole form input, covering multiple actions in sequence.

We can now extend these de�nitions from symbolic paths emerging from concrete

traces to formulae which represent new possible concrete paths which we would like to
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explore. Given a trace t for an action, consisting of conditions (φ1,τ1) . . . (φk ,τk), where

τi is the truth value for condition φi , a symbolic modi�cation is a local symbolic path

corresponding to the sequence of condition/value pairs:

(φ1,τ1) . . . (φp,τp), (φp+1,¬τp+1)

where p < k and where the negation of a truth value is de�ned in the usual way

(negation of > is ⊥ and vice versa). That is, we take a pre�x of t , and then negate the

last element in it. Given a set of traces T , a symbolic modi�cation is unexplored if there

is no trace already inT which subsumes it. Given set of tracesT and action A, we de�ne

UnexploredA(T ) to be the set of symbolic modi�cations of traces in action A which are

unexplored.

For example, if T consists of the single trace shown above, then UnexploredA(T )
consists of two symbolic modi�cations:

{len(vfrom) = 0,¬(len(vfrom) = 0) ∧ (vfrom = vto)}

We can lift the classi�cation of traces as aborting or terminating to the symbolic

level. Given a set of traces T and a form action A, let T (A) be the restriction of the

traces to A (that is, the set of the sub-sequences of each trace in T which corresponds

to action A). Let AbortA(T ) be the traces in T (A) that are aborting, and similarly let

TerminateA(T ) be the set of traces that are terminating. Because a trace terminates if

and only if it does not abort, AbortA(T ) and TerminateA(T ) form a partition of T (A).
Further, we denote the set of local symbolic paths of traces inT that are aborting inA by

Symbolic(AbortA(T )), and analogously the local symbolic paths which are terminating

in A by Symbolic(TerminateA(T )).
So far, we have used the conditions encountered to symbolically describe the be-

haviour of a single form action A. We can now extend this description to a sequence of

form actions. In doing this we must account for the action ordering, which determines

whether each action “sees” the default value or the user-supplied value for the other

actions’ input values. Since we are interested in �nding paths which can be explored

by a terminating trace (over all the actions), we have to track symbolically whether the

other actions abort.

Given a local symbolic pathψ (®v) of a trace for a single form action Acti , the ordered
version of ψ , denoted Ordi(ψ ), is the same formula where each input variable vj is

replaced by v′j . We also conjoin an extra constraint which sets v′j to either vj or Dj

depending on a new ordering relation �:

(j � i → v′j = vj) ∧ (j � i → v′j = Dj).

Then Ordi(ψ ) and the relation � symbolically represent an ordering of the actions and

a binding σ such thatψ holds on the order-modi�ed assignment σ i
as de�ned earlier.
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Proposition 1 For any linear order � on actions Act1 . . .Actn and any set of input
values for each action c1 . . . cn, we have: Ordi(ψ ) holds on the ordered action indices
j1 . . . jn and variable values c1 . . . cn if and only if when evaluating the form input
(Actj1, cj1) . . . (Actjn , cjn ), the trace of action Acti satis�esψ .

Given a local symbolic path sympth for action Acti , and a set of concrete traces T ,

we de�ne UnderApproxi(sympth) to be the formula

Ordi(sympth) ∧ OrderAx ∧
∧

j∈{1..n},
j,i

MustTerminatej

where MustTerminatej is ∨
sympth′j ∈ Symbolic(TerminateActj (T ))

Ordj(sympth′j)

and OrderAx is a formula asserting that the relation � used within Ordi(sympth) is a

linear order on the indices of actions 1 . . .n. This formula represents orderings and

values which will follow the path sympth in action Acti while also forcing every other

action to follow a known-terminating trace of T . Informally, UnderApproxi(sympth)
describes the form inputs and orderings that we are sure will explore sympth in Acti
without aborting in any action, based on what we already know about aborts in T .

We similarly de�ne OverApproxi(sympth) to be the formula

Ordi(sympth) ∧ OrderAx ∧
∧

j∈{1..n},
j,i

MayTerminatej

where MayTerminatej is ∧
sympth′j ∈ Symbolic(AbortActj (T ))

¬Ordj(sympth′j)

That is, OverApproxi(sympth) symbolically represents the orderings and values that

will follow the path sympth in action Acti and will not drive any other action to a

known-aborting trace of T . Informally, this describes form inputs and orderings that

will explore sympth and may not abort in any other action, based on what we currently

know about aborts in T . That is, the selected paths are not known to abort in any other

action.

The following lemmas give the critical properties of these symbolic descriptions.

Intuitively, they simply state that UnderApproxi(sympth) is an under-approximation

of the terminating form inputs which satisfy sympth, and OverApproxi(sympth) is an

over-approximation of them.
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Lemma 1 Given a set of tracesT and a path sympth from Acti , let UnderApproxi(sympth)
be formed based on T . If UnderApproxi(sympth) is satis�able by input values ®c , and
ordering �0, then the form input (Actj1, cj1) . . . (Actjn , cjn ) results in a trace which satis�es
sympth and terminates in every action other than Acti .

Proof: A satisfying assignment of UnderApproxl (sympth) consists of values c1 . . . cn
and an ordering �0. Since the formula UnderApproxl (sympth) includes the order ax-

ioms, we know �0 is a linear order on the indices 1 . . .n, so we can rewrite the indices

under this order as j1 . . . jn.

Choose l′ such that jl ′ = l . Then action Actjl ′ is the one which must satisfy sympth.

For any i , let σ ji
be the order modi�ed assignment that maps variable vjk to cjk when

k 6 i , and otherwise maps it to its default value Djk .

We need to conclude that the form input (Actj1, cj1) . . . (Actjn , cjn ) extends sympth
and does not abort outside Actjl ′ . That is, we need to show that:

• When Actjl ′ is executed with binding σ jl ′ , the code path satis�es sympth, and

• When Actji for i , l′ is executed with binding σ ji
the trace does not abort.

Because UnderApproxl (sympth) is satis�ed, we have that c1 . . . cn and �0 satisfy

Ordjl ′ (sympth), by the de�nition of UnderApproxl and choice of l′. Then Proposition 1

shows that when Actjl ′ is executed with binding σ jl ′ , the code path satis�es sympth.

For ji with i , l′ we know that �0 and c1 . . . cn satisfy Ordji (sympth′) for some

sympth′ in Symbolic(TerminateActji (T )). This is by the de�nitions of UnderApproxl

and MustTerminatel . This means that σ ji
satis�es sympth′, and thus the trace of Actji

during the form input execution satis�es sympth′, and is therefore terminating. �

Lemma 2 Given a set of traces T , if sympth is a symbolic modi�cation for a form action
Actl , and the form input (Actj1, cj1) . . . (Actjn , cjn ) generates a trace which extends sympth
and terminates in every action other than Actl , then OverApproxl (sympth) is satis�ed.

Proof: Let sympth be a symbolic path for action l and t a trace extending sympth,

which does not generate an abort outside of action Actl . Trace t is generated by a

reordering of the actions j1 . . . jn and input values cj1 . . . cjn . For any i , let σ ji
be the

order modi�ed assignment that maps variable vjk to cjk when k 6 i , and otherwise

maps it to its default value Djk . Choose l′ such that jl ′ = l . From our assumptions about

t we know that Actjl ′ executed on σ jl ′ satis�es sympth, and actionji for each i , l′ does

not abort on σ ji
.

Let �0 be the ordering relation corresponding to the reordered indices j1 . . . jn. We

need to show that �0 and cj1 . . . cjn satisfy each conjunct of OverApproxi(sympth).

• The order axioms satis�ed by the premise that j1 . . . jn is a reordering of 1 . . .n.
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• The fact that Actjl ′ executed on σ jl ′ satis�es sympth implies that Ordl (sympth)
holds for ordering �0 and values cj1 . . . cjn .

• For i , l′, the fact that Actji does not abort on σ ji
implies that the symbolic

trace corresponding to the execution of actionji on σ ji
is not in the list of known-

aborting symbolic traces Symbolic(AbortActji (T )). Thus for each i , l′, we know

that MayTerminateji holds.

With each conjunct satis�ed, OverApproxi(sympth) itself is satis�ed. �
Lemmas 1 and 2 form the basis of Algorithm 2. We maintain a set of traces, and

from these we can form the set of symbolic paths and their symbolic modi�cations,

which form a tree. We also classify the symbolic paths and their modi�cations. We

distinguish the known-extendible paths—those that are known to have an extension

that is terminating—as well as the known-unextendible ones, where it is known that

there is no such extension. The paths which are neither known-extendible or known-

unextendible are said to be unresolved. The set UnresolvedActi (T ) contains both the

local symbolic paths from T (Acti) which have not been marked as known-extendible

or known-unextendible, as well as the symbolic modi�cations of local symbolic paths

in T (Acti) which have not yet been explored or considered by the algorithm.

At any step of the algorithm we choose an unresolved path sympth and check for

satis�ability of OverApproxi(sympth). If the formula is not satis�able, we mark sympth
as known-unextendible (that is, no terminating trace extends sympth). Otherwise we

take a satisfying assignment consisting of values c1 . . . cn and ordering j1 . . . jn, and use

it in a new execution, giving trace t . We add t to our set of traces and iterate.

If t terminates, then it acts as a witness that each restriction of t to action Acti can

be extended by a terminating trace. Thus, we mark all the local symbolic paths in t as

known-extendible.

If t aborts, then it either aborted in action Acti or by Lemma 1 we know that c1 . . . cn
and j1 . . . jn must not have satis�ed UnderApproxi(sympth). In the latter case, there

must be some other action Actj (j , i) for which t does not follow an explored branch,

and where t aborts. That is, in Actj , t follows a previously unexplored path and discovers

an abort. Note that these two cases are not mutually exclusive; t may have aborted

in multiple actions. In either case, we have at least one aborting action, and thus at

least one local symbolic modi�cation is resolved (even if it had not been a known

modi�cation until now).

It is possible for a newly recorded trace to give rise to new symbolic modi�cations,

so the total number of unresolved traces does not necessarily decrease at each iteration.

However, each action’s program code has a �nite number of branches, so there are

a �nite number of symbolic paths available to explore. Because at least one path is

resolved in every iteration,

⋃
i∈{1..n} UnresolvedActi (T ) must eventually become empty,

and this guarantees termination.
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Proposition 2 Algorithm 2 is complete. Assuming completeness of the solver, on com-
pletion the path tree will have the property that for every local symbolic path sympth
which has any extension which terminates overall, then at least one such extension is
explored by the algorithm. In other words, every local symbolic path which is reachable on
a terminating trace is explored.

Proof: Suppose we have a local symbolic path sympth in action Acti which has a

terminating extension t , but no terminating extension has yet been explored. Consider

sympth′, a symbolic path which is the maximal pre�x of sympth that has been explored

by the algorithm (which may be the whole of sympth). This path cannot be marked as

known-unextendible by the algorithm, by the assumption that sympth is extendible

(by t ), so OverApproxActi (sympth′) must be satis�able (by Lemma 2) and sympth itself

cannot abort. If it is marked as known-extendible, then the algorithm has already

explored some terminating extension, violating our assumption. So consider the �nal

case that sympth′ is unresolved. Because the set of unresolved modi�cations is �nite,

the algorithm will eventually choose sympth′ as the symbolic modi�cation to test at

line 12. We know that OverApproxActi (sympth′) is satis�able, so the algorithm generates

new inputs and records a new trace t ′. If t ′ terminates and follows sympth, then we

have explored a terminating extension of sympth as required. If t ′ terminates but does

not follow sympth, or if t ′ aborts, then after it is added to the set of explored traces

T , there must still be an unresolved symbolic modi�cation yet to be explored (again,

by assuming the existence of t ). In either case, the algorithm continues repeating

this process, each time either �nding a terminating extension of sympth or reducing

the number of unresolved modi�cations available. As this set is �nite, the algorithm

must eventually resolve sympth by discovering a terminating extension. Note that the

algorithm can never run out of unresolved paths to test (and thus terminate) before
sympth is resolved, as sympth will always have some unresolved pre�x which is known

to the algorithm. �
The algorithm is complete, depending on some strong assumptions. This result

requires completeness of the solver, and the ability of the analysis to track all conditions

symbolically and solve the constraints with full precision. Further, it requires that the

code conforms to the simple structure in which form actions set their input variables but

otherwise do not update any global state shared by other actions. Realistic action code

does not obey these assumptions, but we can still apply Algorithm 2 on arbitrary real-

world code, tracking only the input �elds symbolically across actions, while dropping

the completeness guarantees. Although no longer guaranteed to be complete—it is

possible that some paths will not be explored—this algorithm is still e�ective and useful

on real-world web forms.

Example. We will illustrate Algorithm 2 on the running example airline form (intro-

duced on page 40 and expressed in our formalism in the previous section). Assume that
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we have identi�ed the form actions as ActFrom, ActTo, and ActDate for entering values

into the departure airport, arrival airport, and departure date �elds. Algorithm 2 will

choose an arbitrary default initial order and values for these �elds: for example the

order From ≺ To ≺ Date with empty strings for the airports and “01/01” for the date.

The code is executed on these values, and reaches the �rst alert message in validate_aux,

and the �rst alert in validate_date, both classi�ed as aborts. The corresponding local

symbolic path for ActTo consists of the single constraint from.length = 0, and for ActDate
it is to.length = 0. These constraints are added to the corresponding path trees for

each action, and are also marked as known-unextendible due to the aborts. The com-

mand on line 12 will then choose a fresh path to target from one of the UnresolvedActi
sets. Suppose the algorithm selects ActDate to explore next and then chooses the path

¬(to.length = 0) from UnresolvedActDate . Assuming the default value DTo is the empty

string, the corresponding ordered constraint OrdDate simpli�es to

(ActTo ≺ ActDate ∧ ¬(to.length = 0))

To form the full over-approximation constraint, we also include the linear order axioms,

and MayTerminateDate, which in this case (when simpli�ed) is simply the negation of

the single aborting trace in ActTo:

(ActFrom ≺ ActTo ∧ ¬(from.length = 0))

The call on line 13 will solve this combined constraint for both an order and values.

The only valid order is From ≺ To ≺ Date. Suppose the returned values are To1 = “A”,

From1 = “A”, and Date1 = “01/01”. The code is re-tested with these values, and

symbolically traced, leading to the second alerts in both validate_aux and validate_date.

This second trace is associated with local symbolic paths for each action, for example

¬(from.length = 0) ∧ from = to for ActTo, which are added to the corresponding trees

on line 16, and again marked as known-unextendible. In the second iteration of the

while loop we would choose another unresolved path at line 12, and this would return,

for example, the path ¬(from.length = 0) ∧ ¬(from = to) from ActTo. The ordered

version of this path simpli�es to

(ActFrom ≺ ActTo ∧ ¬(from.length = 0) ∧ ¬(from = to))

This time, MayTerminateTo is required to avoid both of the known-aborting paths

in ActDate. Thus, the full over-approximation constraint, omitting the linear order

constraints, simpli�es to

[ActFrom ≺ ActTo ∧ ¬(from.length = 0) ∧ ¬(from = to)]

∧ [ActTo ≺ ActDate ∧ ¬(to.length = 0)]

∧

[
int(substr(date, 3, 5)) >m1 ∧

(
∨

int(substr(date, 3, 5)) ,m1

int(substr(date, 0, 2)) > d1

)]
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wherem1 and d1 are the concrete numbers representing the month and day observed

during the previous execution.

A second call to the solver will return the ordering From ≺ To ≺ Date and values

From2, To2,Date2, where From2 and To2 are distinct and non-empty, and Date2 is later

than the current date. These new values are again tested, this time giving rise to a trace

which terminates in every action and successfully submits the form. �

4.3 Modelling form �elds

As well as modelling the user-level action sequences, the application of concolic testing

to real web forms also requires modelling of form input �elds. This modelling includes

(a) the JavaScript events and event handlers which relate to �lling a �eld, (b) the types

of the �elds and their properties, and (c) the possible values which can be entered into

each �eld by a user.

It is important to consider which JavaScript events and input values are realisable

by a user at the interface—as opposed to the values it is possible for a speci�c tool

to inject—because our goal is to understand the user-facing interface. As such, the

analysis should account for user-level restrictions. An example of a �eld with such a

restriction is a drop-down select box. The select box has a list of possible values which

the user can select. An automated analysis tool, or a user with access to the browser’s

web development tools, can easily inject unexpected or invalid values into this �eld,

but this is not useful for understanding the expected user behaviour. Even when the

goal is �nding bugs, it is useful to have a model of which execution paths are reachable

by normal users.

Simulating form-�lling actions

In order to get a realistic picture of what happens when a user �lls the form (and thus

to expose the real validation rules to our analysis), we must execute each action in

the sequence in a realistic way. Otherwise, we will miss constraints which are applied

during form �lling. This simulation must be done at the same time as the new input

values are injected, so that the code always sees a consistent application state.

ArtForm supports two methods of simulating a user �lling form �elds. In the �rst,

the new input value is injected into the �eld (typically into the value property), and then

a change event is triggered on the �eld. The causes any associated change handlers to

run, allowing us to record the �eld-related code. This simple scheme works for the vast

majority of sites, but sometimes it is not precise enough. In some cases, sites listen for

other events than change, and in these cases this method does not trigger the correct

code. For example, a site using an autocomplete might listen for keyup events so it

can react to partial input. ArtForm’s second form-�lling simulation method uses a set
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of JavaScript events triggered on the �eld in sequence, with the actual value injection

performed at the appropriate point. The events triggered are the same ones a real user

would trigger by �lling the �eld manually in a browser. For example, the following

sequence is used to �ll a text �eld:

• The �eld’s value property is set to the empty string

• focus
• For each character in the input string:

– keydown (for the shift key, if this is a capital letter)

– keydown
– keypress
– The �eld’s value property is updated to include the new character

– input
– keyup
– keyup (for the shift key, if this is a capital letter)

• change
• blur

In either mode, the form-�lling is simulated even if the value is not changed from

its default, a departure from the general goal to simulate a user �lling the form as

accurately as possible. This is necessary so that the �eld’s associated code is recorded

consistently in each iteration. If the executed code relating to a �eld is di�erent in each

iteration, then the concolic engine will not be able to merge the di�erent traces and will

not know about branches which are seen in the default traces. In particular, it would be

di�cult for the analysis to get started without knowing ahead of time which �elds use

interesting validation rules. Although not entirely realistic, this behaviour is a practical

trade-o� to get the most information from each trace while remaining broadly faithful

to actions a real user would perform.

As well as �lling form �elds, ArtForm also includes simulations for clicking on

elements (typically submit buttons). As before, we support di�erent levels of granu-

larity: (a) triggering the click event on the button, (b) triggering a sequence of events

corresponding to those triggered in a normal browser, and (c) performing a GUI-level

click action. Although as GUI click is the most faithful—it comes from outside the

browser infrastructure, so WebKit sees it exactly as if from a real user—it can be tricky

to implement correctly. For example, the element must be visible on screen, which may

require scrolling to bring the element into view before a GUI click can be issued. If the

element is partially obscured, it is possible that the click will hit the obscuring element

instead, and therefore not trigger the expected behaviour. As such, some sites work

better with JavaScript-level event simulation and some with GUI-level clicks.
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Creating symbolic values from form �elds

The general concolic testing platform discussed in the previous chapter uses special-

purpose input functions to receive symbolic inputs. This is a common pattern in

traditional concolic testing; for example Jalangi does the same. However, when applying

concolic testing to real web forms we cannot control how the code being tested reads

its inputs, so the inputs must be made symbolic at the DOM level. ArtForm instruments

the value property (as well as a few others, discussed below) of input �elds. When

JavaScript code accesses these properties, the value returned is tagged as a symbolic

input and can be traced by the symbolic interpreter as normal.

WebKit implements element properties via internal C++ getter methods. For ex-

ample, to retrieve the value property of an input element, the interpreter calls the

WebKit-internal method JSHTMLInputElement::jsHTMLInputElementValue() which

returns an interpreter JSValue object representing the value of this �eld. There are

similar methods for other properties. In ArtForm, these methods are instrumented

so that the values they return are tagged as symbolic inputs. That is, whenever the

JavaScript code reads the value from a form �eld, a new symbolic value is created

and returned. The symbolic source of the value contains the identi�er of the original

�eld, and a variable name derived from it. This provides the “origin” of all symbolic

information in the system.

The WebKit implementation of the DOM API which we instrument is auto-generated

from a high-level description of the DOM objects and their properties. Thus we have

modi�ed both these high-level descriptions and the auto-generation code to generate a

symbolically-instrumented DOM API when WebKit is compiled. The DOM interface is

described as a series of IDL (Interface Description Language [111]) �les, describing the

di�erent types of DOM element and their properties. We have added a new Symbolic
annotation to object properties. When the code generator parses the IDL �les and

generates the C++ code of the DOM implementation for WebKit, our modi�cations

check for the Symbolic annotation and generate the code required to create symbolic

values in the DOM object property getter functions.

ArtForm supports di�erent symbolic instrumentation policies for the di�erent input

�eld types as follows:

• Text inputs. For standard text inputs, the value property returns a symbolic value,

as described above.

• Checkboxes and radio buttons. Here, the value property is not instrumented, and

the checked property (which is a Boolean) is instrumented instead.

• Select boxes. As with normal text inputs, the value property gives the selected

value, and is instrumented. We also instrument the selectedIndex property, which

gives the index of the selected item (an integer). The value property of option
elements is also instrumented and returns a symbolic value in certain situations.
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This is to handle the pattern where the value of a select box is accessed via the

option element:

mySelect.options[mySelect.selectedIndex].value

• Hidden and non-interactive inputs. Hidden inputs never return a symbolic value,

as they are not editable by a user. Note that this refers to input elements with the

attribute type="hidden", rather than to normal text inputs which are simply not

visible, for example by using CSS display:none. Various other types of input �eld

are also not editable by a user, and as such are also not instrumented: bu�on,

reset, image, and submit.

• Other input types. All other input types are treated as normal text �elds (in the

context of generating symbolic values) and have their value properties instru-

mented to return a symbolic value. This includes all the HTML5 input types,

such as email. The textarea element is ignored, simply because we have not seen

it in our test sites. In principle it would be handled like any other text �eld, but

allowing line breaks in the input.

By creating this symbolic information at the DOM property level we avoid propa-

gating these values through the DOM API—only the JavaScript interpreter needs to

be instrumented to deal with them. This means that the symbolic values are created

as close to the symbolic interpreter as possible (as that is where they are used). The

alternative—to create a fresh symbolic value and use that during the form �lling part

of the action sequence, which would then implicitly leave the DOM property holding a

symbolic value—would require much more extensive instrumentation of the browser

and DOM API, and would make form-�lling simulation more di�cult.

Restricting the possible values for each �eld

In ArtForm, di�erent �eld types return di�erent types of symbolic value—the value for

a text box is a string, for a checkbox a Boolean, and so on. This provides a basic level

of modelling the possible values each �eld can take. HTML permits other �eld types

which impose extra restrictions on which values can be input. For example a select
element produces a drop-down list with �xed options for the user to choose from. These

constraints are enforced directly by the browser, and do not require any client-side

JavaScript code, meaning they are never explicitly stated. To produce user-realisable

input values, the analysis must model these input �elds and only generate values which

a user would be able to provide using a normal web browser. This is done by encoding

facts about the speci�c �elds in the DOM as extra constraints to be included with each

path constraint, restricting the possible values the solver may select.
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Example. In the running example, the To �eld would be restricted to a set of airport

codes “ORD”, “JFK”, etc. In any constraint involving the corresponding variable to, we

would add a constraint saying to = “ORD” ∨ to = “JFK” ∨ . . ., where the list of codes is

populated from the values observed in the DOM.

The client-side code may also check the index of the selected item, rather than its

value. When we encounter such code, we will also add a variable, to_index, standing for

the index. The new variable is restricted by including it in the disjunction of possible

airport values:

(to = “ORD” ∧ to_index = 1) ∨ (to = “JFK” ∧ to_index = 2) ∨ . . .

This links the value and index so that only valid combinations of to and to_index may

be selected by the solver. �

The full list of �eld types and how their values are restricted in the generated

constraints is as follows:

• Text �elds. Text �elds are modelled by an unrestricted string variable, and no

extra validation rules are required. Some extra attributes, such as maxlength can

be used in HTML to restrict the possible values, but we have not encountered

these commonly on real sites, so they are not modelled.

• Checkboxes. Similarly, checkboxes can be correctly modelled by a single Boolean

variable, with no extra restrictions required.

• Radio buttons. Radio buttons represent a choice of a single element from a �xed

list of options. A group of individual button elements are linked by a common

name attribute, and no two radio buttons with the same name may be selected at

once. Each radio button is represented by a Boolean variable, and each group is

restricted by an extra exclusive-or constraint, meaning that exactly one must be

selected. There is one exception: if the page has no button selected by default,

then it is also allowed for all the buttons to be deselected in the solver’s result,

representing no action being taken by the user.

• Select boxes (by value). A select input provides a drop-down list of possible values

to choose between.
23

The selected value is accessed in JavaScript via the value
property. As shown in the example above, this value is restricted by including

a disjunction in the constraints where it must take one of the possible values

from the concrete DOM. Note that the available values are those of the value
attributes of the option elements inside the select; these are the values the code

sees, such as “ORD”, as opposed to the values the user sees, such as “Chicago

23
HTML also allows for multi-select boxes, but these are extremely rare in practice and are not

modelled in ArtForm.
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O’Hare”. Figure 2.1 (on page 18) shows this distinction between the user-visible

value and the internal value property.

• Select boxes (by the selected index). The setting of a select box can also be accessed

via the selectedIndex property, which gives the index of the chosen item. Some

sites use this index instead of, or as well as, the selected value to check what the

user has chosen. In ArtForm, a selected index is modelled by an integer variable.

This variable is constrained to be within the range of valid indices given the

concrete options available in the DOM. If both the index and value of the same

�eld are used in a path constraint, then the constraint sent to the solver includes

an extra restriction to link them, as shown in the example above.

• HTML5 input �elds. HTML5 introduces a new set of form input types on top of

those described earlier. These new �elds include implicit validation enforced by

the browser. They are listed in Table 4.1. HTML5 also includes new attributes for

standard �elds to restrict the possible values, such as pa�ern, which provides a

regular expression used to validate the �eld. None of these new �eld types are

currently modelled in ArtForm.

The extra constraints restricting the possible values of these �elds are only written

when they are needed. If the variable corresponding to a �eld is used in a given path

constraint, then the value restriction constraints for that �eld will also be included;

if a variable is not used, its corresponding restriction constraints are not included.

This simpli�es the path constraints, and prevents the solver from returning values for

variables which do not appear in the path constraint.

The new HTML5 input types are uncommon in practice, and we have not seen them

in use in the sites we have investigated. As such, ArtForm does not include support

for them—they are treated as standard text boxes with no special validation handling.

Because browser support for the new �elds is not yet universal, the validation rules

are often implemented in JavaScript as well on sites where the new �elds are used,

meaning we can still analyse this JavaScript to explore the site’s behaviour. As browser

support improves, the use of the new �eld types and attributes is bound to increase.

If we were to model the new HTML5 input types, most would not pose a big problem.

All the new input types can be thought of as a text �eld with an extra regular expression

specifying the allowable values. For example, the color �eld could be modelled with

the following regular expression:

#[0-9a-f][0-9a-f][0-9a-f][0-9a-f][0-9a-f][0-9a-f]

These expressions would be added as new form restrictions whenever a �eld of that

type was used in a path constraint, and would limit the solver to suggesting values

which are valid inputs for that �eld type.
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Table 4.1: The new HTML5 input types and their implicit validation rules. The browser

provides standard widgets to aid �lling these �elds, which is what allows the formats

to be so speci�c.

Input type Validation Example

color Allows input of colours in hex format. #002147

date Allows dates in RFC 3339 full-date for-

mat [78, §5.1].

1989-09-17

datetime Allows date and time (in RFC 3339

date-time format [78, §5.1]), specify-

ing a time zone.

1989-09-17T00:30:00+01:00

datetime-local Allows date and time with no time

zone.

1989-09-17T01:30:00

email Uses a standard regular expression to

validate email addresses.

ben@example.org

month Allows dates consisting of only a year

and month.

1989-09

number Allows �oating point numbers. 26.72

range Allows numbers, typically integers

but �oating point numbers are also

possible.

26.72

search No extra validation; same as text by

default.

tel No extra validation; same as text by

default

time Allows a time with no time zone. 12:30:00

url Allows the empty string or a valid ab-

solute URL, according to a standard

regular expression.

http://www.example.org

week Allows dates consisting of a year and

week.

1989-W37

mailto:ben@example.org
http://www.example.org
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Figure 4.1: ArtForm’s high-level system architecture.

Some attributes can cause problems however. For example, although the valid

datetime inputs can be matched with a regular expression, enforcing the min and max
attributes on these �elds is more di�cult. This would require special handling for dates

and times, or solver support for a date-time type.

4.4 System architecture

Figure 4.1 shows the overall components of ArtForm. The concolic engine stores the

state of the exploration, selects new unexplored paths to target and interacts with the

constraint solver. Execution and symbolic tracing is done by the instrumented browser.

After the initial page analyser obtains a list of �elds to �ll and a submit button, the

main analysis controller can begin recording the initial execution trace. It then uses

concolic testing, as in Algorithm 2, to �nd new sequences of actions and input values

to test on subsequent iterations.

Most of the components of the concolic engine were already described in the

previous chapter, and function the same way here. The generation of new symbolic

values in the interpreter and the form-speci�c modelling were described in the previous

section. This section describes the �nal outstanding components which are speci�c to

web-form analysis: the page analyser and trace classi�er.

Initial page analysis

Analysing a web page to detect the interface components requires two steps in ArtForm:

identifying the �elds to be �lled, and identifying the form’s submit button. This can be

di�cult because web pages may contain multiple forms, and often do not use standard

markup for forms or buttons, so it is not enough to look at the HTML form elements to
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reliably detect forms. In general, web form analysis also includes form labelling and

other tasks [43], which can be avoided in our context.

ArtForm includes some simple heuristics for detecting submit buttons by considering

the element type, whether the element is the descendant of a form element, and whether

it has a JavaScript event handler registered. These heuristics work for very simple

pages, but normally return many elements for any complex page, including many false

positives, and ArtForm has no way to choose between these candidates.

For analysing real sites, we have added some simple integration with DIADEM.

DIADEM is a fully automated data extraction wrapper generation framework, which

is described in more detail in Section 4.11. DIADEM bases its analysis on domain

knowledge of how web forms are constructed, both at the level of HTML and at the

level of their visual structure, so it has much more robust detection and labelling of

buttons (and other form components) than ArtForm can achieve. We developed a new

“form observer” mode for DIADEM, which extracts and returns the forms and buttons

identi�ed by their system. The submit buttons identi�ed by DIADEM are passed to

ArtForm (as XPath expressions), which uses them as the entry-point for its analysis.

Because the form observer produces many fewer false positives than the internal entry-

point �nding heuristics, it is feasible to run ArtForm on each entry-point for a site, to

explore all the submit buttons identi�ed.

As well as submit buttons, the form input �elds must also be determined. This

is simpler, as almost all input widgets must be backed by one of the standard HTML

input �elds (listed on page 20), which can easily be detected in the DOM. Even complex

input widgets such as date pickers which are implemented in HTML and JavaScript

typically save their values to standard input elements. In these cases, even though

ArtForm cannot interact directly with the date-picker widget, it can inject values into

the corresponding input �eld which is sometimes enough to successfully simulate a

user input. Some widgets use hidden inputs, which are not directly editable by a user,

so ArtForm does not modify them and cannot analyse these widgets.

ArtForm takes the list of form input elements on the page as the list of actions

to execute. In most cases, this achieves useful results. It is also possible to manually

customise the list of input �elds to be tested for a certain site.

Trace classi�cation for form submission

After each trace is recorded, it is classi�ed before being merged into the path tree. The

trace classi�er analyses the annotations on each trace (the markers for page loads, alerts,

and so on) to determine whether this trace represents a successful form submission or

not. At the point in the trace where this is decided, the trace classi�er inserts either

an “End (Success)” or “End (Failure)” marker, which the search procedure will consider

the end of the trace—there is no need to explore any further branches if we already

know the result. Adding these markers as soon as the result can be determined is also
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useful for the dynamic action reordering algorithm, which needs to know which actions

caused a given abort.

Currently, our trace classi�cation is very simple; alert boxes are considered a sign

of failure, and new page loads are considered a sign of success. ArtForm has several

other metrics for classi�cation, such as whether error text such as “Warning”, “Error”,

and so on was added to the DOM during the trace. However, this check is expensive

and therefore is not enabled by default.

The core platform also includes other markers, such as detecting JavaScript excep-

tions, which can be used for other types of trace classi�cation. These are not used in the

main ArtForm tool, as they are not relevant to detecting successful form submissions.

However, they can be useful for other applications, such as bug-�nding.

4.5 Alternative approach: A �xed action ordering

An alternative to the dynamic-reordering algorithm presented in Section 4.2 is to use a

single, �xed ordering for the actions. This is the most straightforward adaptation of

concolic testing for the web analysis setting. Under this static-ordering approach, a

single action sequence is chosen at the start of the analysis, and each trace recorded

consists of the actions being executed (with their corresponding inputs) in that �xed

sequence. It uses a variant of Algorithm 1 (page 41), adapted to trigger a sequence of

user-level actions with inputs rather than executing a single function. The algorithm

can be thought of as running on a single “top-level” function F (v1, . . . ,vn), which

is simply the concatenation of the individual actions Act1, . . . ,Actn with each action

Acti being triggered with its corresponding input value vi in turn. The de�nition of

this top-level function is shown in Figure 3.3 (on page 49), which also shows how

the action sequence is decomposed into the individual JavaScript functions executed

by the browser. Keeping the same action sequence for each test is important so that

the recorded traces are consistent with each other and can be merged into the same

symbolic path tree.

The �xed-ordering approach can clearly lose some coverage, since testing multiple

orderings is sometimes essential to uncovering certain behaviours. If the form satis�es

the strong assumptions from our formal model given earlier (the input values of actions

are �xed, and actions cannot interact except by reading each other’s input values),

then a �xed ordering can never achieve better coverage than Algorithm 2. However,

when these assumptions are not satis�ed—which is common in reality—a �xed-order

approach is sometimes able to explore paths which the dynamic-reordering algorithm

cannot reach. This is possible because interactions between actions which are not

tracked by the analysis are still executed consistently, and are therefore predictable,

when a �xed action sequence is used on every iteration.

For example, suppose a �eld’s action code checks the �eld’s validity, and sets a
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global �ag to show whether it is valid or not. This global �ag will not typically have a

symbolic value. Then the submit button handler reads the �ag to decide whether to

allow submission. When analysed separately, the two actions do not appear related,

and a submission cannot be found. When analysed together, the paths in the �eld event

handler which set the �ag will go on to succeed in the button handler, whereas those

which do not set the �ag will go on to be rejected. This allows the submission to be

discovered by the concolic testing.

Using a �xed action sequence also permits some extra features to be added to the

analysis. We will show an example of this, where ArtForm is able to model the possible

values for form �elds in the �xed-order mode even if they are dynamically updated,

because the full system state is known at each branch.

Dynamic changes to the �elds’ possible values

Recall from Section 4.3 that ArtForm records the possible values for form �elds and uses

them in the constraints to ensure the solver only provides suitable new input values

to test. A relatively common pattern is to update the possible values for a �eld based

on previous actions in the form. The most common examples are �elds to choose a

category and a sub-category (such as choosing a country and a city within that country,

or the make and model of a car), and “matching pairs” constraints (such as the allowed

pairs of origin and destination airports for an airline). In these cases, it is important to

model how the possible values can change as the action sequence progresses.

Because the possible values of a �eld can change dynamically, they must be recorded

at the point in the action sequence where the �eld is �lled. Using this method, the

recorded possible values used in the constraints correctly re�ect the possible values

which could have been chosen at the point in the trace where the choice had to be made.

Constraining the possible values to those which were available when the page was

loaded, for example, would not give an accurate representation of the possible values

which are really available.

Under this model, di�erent paths in the tree are associated with di�erent sets of

possible values, depending on updates made by previous actions. To implement this,

ArtForm stores the possible values seen at injection-time in markers within the trace

which denote the start of each form-�lling action. These annotations link the action

and its possible values, and also allow the possible values to be di�erent in di�erent

parts of the tree. The search procedure can generate a path constraint where the input

restrictions are tailored to the particular branch being explored.

This is only possible in the �xed-order mode because when the search procedure

selects a certain branch to explore, that choice includes the paths through every previous

action in the sequence. In �xed-order mode each trace covers the whole action sequence,

so the paths through the execution tree encode the whole behaviour of the page up to

that point. In the dynamic-reordering mode, we cannot guarantee that the possible-
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values at a certain action will be the same on di�erent iterations (not knowing how the

concrete state will have been updated by earlier actions), so this feature cannot easily

be supported.

Example. Consider the From and To �elds in the example form from Chapter 3 (intro-

duced on page 39). They are drop-down select boxes, and a common pattern on real

airline sites is to update the possible values of To after From is updated. This is a useful

�lter in case the airline does not have routes between every pair of airports they serve.

If the event ordering is From ≺ To (which is in fact required by the validation code in

our example), then depending on the setting of From, there will be di�erent possible

values available when the action sequence reaches To. The analysis must be able to

model the dynamic updates to this �eld in order to fully explore this form.

Suppose the airline has routes between London and New York, and New York and

Chicago, but not directly between London and Chicago. In a path where from = “JFK”

is selected earlier in the trace, the appropriate extra constraint for the possible values

of To is to = “ORD” ∨ to = “LHR”. When from = “LHR” is selected, the corresponding

restriction constraint for To will be just to = “JFK”. This changes which constraints

might be satis�able in later actions (representing which paths will be reachable in the

application), depending on the paths taken and the possible values observed during

previous actions.

Figure 4.2 shows how this information is stored in the tree so that it can be used

to generate path constraints with di�erent sets of possible values on each path. For

example, any path explored in the right-hand subtree will necessarily use values from =
“LHR”, because of the �rst branch condition, and to = “JFK”, because that is the only

valid value for variable to along that path according to the annotations in the tree. �

ArtForm implements support for dynamically updated select boxes, which are

common on real sites. We do not support dynamically-updated radio button groups,

which are much rarer, although it would be straightforward to extend the same approach

to radio buttons as well. Other, more general types of updates or modi�cations to the

form, such as changing the code attached to �elds, or dynamically adding and removing

�elds, are much harder to support.

Implementing the �xed-order mode

Recall that in generating our constraints, we need to take into account the ordering,

since it will determine whether a reference to a form �eld value corresponds to the

default value for that �eld or the corresponding input value. In the dynamic-reordering

algorithm from Section 4.2 this is modelled by order-modi�ed assignments σ i
, and

corresponding ordered constraints Ordi .
When a �xed-order action sequence is used, it is possible to avoid these extra

constraints by using concrete information from the execution. Each input �eld is only
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Figure 4.2: A section of the symbolic path tree for our airline example with dynamically

updated possible values for the airports. New markers are added to show where each

action is triggered, and the corresponding possible input values.

made symbolic at the point in the action sequence where it is �lled, instead of having

all �elds being symbolic from the start. This means that when an action Acti reads

a variable vj associated with Actj which comes later in the action sequence (i ≺ j),
then vj has no symbolic value and just appears as a constant in the program. This is

appropriate because until the �eld is �lled, its value is a constant; the default value

Dj . By this method, each constraint in Acti only includes variables corresponding to

actions Actk with k � i . This e�ectively substitutes concrete values into the constraints

in appropriate places, simplifying them.

ArtForm implements this solution in its static-ordering mode with a process known

as symbolic triggering. As the action sequence is executed, a noti�cation, or “trigger”,

is sent to each input �eld as its value is �lled but before the input �lling events are
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simulated. This trigger switches the �eld from concrete to symbolic. As described

earlier in Section 4.3, WebKit’s DOM API is instrumented so that symbolic values are

returned from form inputs. In the static-ordering mode this instrumentation waits for a

symbolic trigger to be received for before the �eld begins returning symbolic values.

The technique of keeping form �eld values concrete until they are �lled hides some

symbolic information from the analysis. This is intentional and bene�cial. The symbolic

values which are hidden are from �elds which have not been �lled, so they must have

their default value, and this value cannot be changed. Without the ordering constraints

Ordi (which are not useful when we use a �xed ordering) constraints on �elds which

have not yet been injected are useless, and can only lead to explorations which miss

their intended target.

Choosing an action ordering

When using the static-ordering mode, it is not necessarily obvious how a good ordering

should be chosen. A sensible default for web form analysis is to �ll the �elds in the

order they appear in the DOM. This typically corresponds to the visual order on the

page, and therefore the order a user would expect to �ll the �elds. Intuitively, one

would expect it to be possible to submit the form using this ordering. ArtForm also

includes the ability to manually choose any custom ordering of the �elds.

To choose a �xed ordering more intelligently than this DOM-ordering default, we

would prefer an ordering �0 which increases the amount of symbolic information visible

to the analysis. The symbolic triggering system described above means that a variable

vj is only seen as symbolic in action Acti if Actj precedes Acti in the action sequence

(i.e. if j �0 i). An ordering �0 which maximises the available symbolic information

has the property that every condition encountered in action Acti mentions only input

variables vj associated with actions Actj , where j �0 i . An ordering with this property

is called backward-looking because each branch condition only uses variables which

have already been �lled in earlier in the sequence. A backward-looking ordering is

desirable because it allows the concolic testing to observe the most branch conditions,

and therefore explore the most paths during the analysis of a single ordering.

Since we do not have access to the program code for actions in advance, ArtForm

executes the code using an arbitrary default order, and records an action dependency
graph. The action dependency graph has an edge from index i to index j if the code for

Actj reads the input variable vi associated with Acti . Using this graph, we can search

for a suitable backward-looking ordering and re-run the analysis under that ordering.

It is possible, and reasonably common in practice, for the action dependency graph to

contain cycles, and this precludes any backward-looking ordering. A common example

would be two date �elds where the �rst date must be earlier than the second. When

either �eld is �lled in, it checks the other to make sure this rule has not been violated,

causing a circular dependency in the graph.
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Figure 4.3: The action dependency graph after running ArtForm on airtran.com with

the default document-ordered (left) and reordered (right) form �lling actions.

When cycles are present, it is still desirable to �nd the “most backward-looking”

ordering possible, by minimising the number of forward-looking edges. This gives an

ordering allowing as many actions as possible to be fully exercised. We also calculate

the smallest set of orderings which together cover every edge in the backward-looking

direction. By rerunning ArtForm and testing each of the orderings in such a set, we

can exercise each symbolic branch at least once.

Figure 4.3 shows the action dependency graph generated while testing an airline

search form on airtran.com. The graph contains 20 �elds, plus the submit button action,

but those with no dependency edges are not shown. The blue edges pointing upwards

are backward-looking edges which represent accessing the values of �elds which have

already been �lled. The red dashed edges represent forward-looking edges, where a

value is accessed before it is �lled. There are several forward-looking edges in this

graph, meaning the concolic testing will not be able to exercise any branches which

depend on those reads. Note the cycle between �elds 7 and 8 means that it is impossible

to choose a fully backward-looking action ordering. The same site was re-tested with

a new action ordering minimising the forward-looking edges; its dependency graph

is shown on the right. The only remaining red edge 7 → 8 is part of the cycle and

therefore can’t be explored without running tests on two di�erent action orderings.

This edge is forward-looking on the left and backward-looking on the right, so these

two orderings together are enough to test each symbolic branch in the code.

airtran.com
airtran.com
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4.6 ArtForm’s manual analysis tools

As well as the automated concolic testing of web forms described in the previous

sections, ArtForm also includes a manual demonstration mode. This mode allows a

developer to explore the website’s code via interacting with forms, and linking these

interactions with both the concrete and symbolic behaviour of the underlying code.

Showing this low-level JavaScript and browser information is useful for investigating a

website’s JavaScript code and seeing how the automated analysis will work.

In manual mode, inputs are entered by the user via a GUI view from ArtForm’s

instrumented WebKit browser. The developer can interact with a web page as an end-

user would, and can understand the codebase by looking at di�erent reports produced

by recording this interaction. There is a trace report which shows the tree of function

calls made, and a linked coverage report which shows the JavaScript source code that has

been explored so far. In addition, symbolic execution traces can be recorded, which show

how symbolic values (that is, those which depend on user inputs) were used during the

interaction, and in particular how they a�ected the control-�ow of the JavaScript code.

As in the automated modes, the traces include events from our instrumented browser

which connect code execution with user interaction, such as when a new page was

loaded, or an alert box was shown. These markers can also be used to detect JavaScript

bugs, by checking for calls to console.error, failed assertions, and so on.

Manual mode is useful for understanding which JavaScript code corresponds to each

user action, and how that code depends on user inputs. Figure 4.4 shows the manual

mode’s browser view. The user sees a web page in the main window, and can record

their interactions with the page. While recording, the JavaScript events corresponding

to each user action are recorded in a symbolic form as a symbolic trace. The user can

inspect an individual trace or view a summary of the whole browser session using the

buttons on the right. Being able to see what JavaScript code executed and where data

�owed for a particular action in the context of the global function call tree is very useful

for investigating third-party sites.

Figure 4.5 shows a path trace report and a coverage report for the form validation

code of the airline �ight search form shown in Figure 4.4. They are linked so that the

implementation of functions seen in the trace report can be looked up in the coverage

report. The highlighting in the coverage report shows which lines were covered during

the run; in this example, it is most of the displayed functions. It also shows which lines

make use of symbolic information. In the example this is only one line (the fourth one

shown; highlighted in green), which is fetching the value property of an input �eld.

Because JavaScript libraries such as jQuery are implemented in JavaScript, they are

included in the reports like any other JavaScript code.

ArtForm includes a simple proxy which can intercept the pages downloaded by its

browser and reformat minimised or obfuscated JavaScript code on-the-�y. This makes
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Figure 4.4: ArtForm’s manual mode. The left hand panel is an interactive browser

window. The controls on the right can be used to view information about the page, and

record and inspect symbolic traces of actions performed.
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Figure 4.5: The path trace report (above) and code coverage report (below).
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the code easier to read manually, and also makes line-level statistics, such as the line

coverage shown in the coverage report, more useful.

4.7 Providing concolic advice to other tools

As well as its standalone analysis modes, ArtForm can also be used as a source of

concolic testing advice for third-party tools. In this mode ArtForm acts as an advice

server which is controlled by the client tool—or directly by a user—to execute actions

on a web page and return various analysis results. This allows the client tool or user to

mix suggestions from the solver with manual inputs and other heuristics.

For example, a tool like DIADEM considers the user-level view of a web page in

order to generate data extraction wrappers. By connecting it to ArtForm’s advice mode,

it would be possible to also include more implementation-level information about the

page in DIADEM’s analysis. This can allow traditional testing or data extraction tools

to be augmented with a more powerful understanding of the page’s low-level operation.

In the advice mode, the client takes control over ArtForm’s browser by issuing

commands, such as clicking buttons and �lling form �elds. Inputs are chosen by the

client, and the actions are recorded symbolically, adding traces to a symbolic execution

tree just as in the fully automatic concolic mode. The user can ask for advice at any

point about which inputs to try next, as well as and other low-level information about

the page. At this point ArtForm’s concolic testing procedure runs on the symbolic

execution tree and generates a set of values leading to a new execution path. The

client may use this advice immediately or choose their own values to test. The advice

mode does not impose any special requirements on the behaviour of the client tool;

the provided advice is optional and ArtForm can continue to work and provide results

even if some of its results are never used.

ArtForm’s advice mode supports running multiple concolic testing instances in

parallel. This allows the client tool to interleave testing of di�erent parts of a website

in a single session. If there are multiple forms on the page, or multiple pages being

tested, ArtForm does not require that one must be completely tested before recording

traces and providing advice to explore another. Each separate sequence of actions to be

tested is assigned an identi�er, which is used to match up traces from matching action

sequences and provide advice on a per-sequence basis.

The extra restrictions on values discussed in Section 4.3 to re�ect the possible inputs

seen in the DOM are enabled in advice mode. Advice mode also supports restricting

the possible values of dynamically updated �elds, as described in Section 4.5. This is

possible because the advice mode uses a �xed action sequence for each testing instance,

�lling a certain set of �elds in a particular order. Some of the �exibility of the dynamic-

reordering mode is still retained. The client tool is free to run several short tests on

di�erent �elds in sequence, and ArtForm can report on the dependencies between
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them, using the same action dependency analysis described in Section 4.5, and these

dependencies will suggest new orderings which may be useful to test. The individual

analysis instances are robust enough that testing the same trace starting from di�erent

application states (for example after �lling di�erent sets of �elds in di�erent ways)

can still provide useful results. How strictly the client tool follows ArtForm’s model

for concolic testing (by resetting the browser state, following the same sequence of

actions, and so on) is a trade-o�; the best results are achieved by following our model,

but ArtForm will still provide useful “best-e�ort” advice for whatever actions the client

tool chooses to make.

The advice is available via a JSON-based API for third-party tools or scripting.

The API includes commands to control the browser and manipulate the web pages,

including loading pages; clicking on elements, via GUI-level or simulated clicks; �lling

form �elds, with various levels of form-�lling simulation; using the browser’s back

button, and executing arbitrary JavaScript snippets. There are also a set of commands

for retrieving information about the current page: returning the URL, page title, DOM

statistics, and optionally the serialised DOM itself; listing the event handlers registered

on the page; showing information about a particular element; and evaluating arbitrary

XPath expressions. Finally there are commands which expose the analysis results from

ArtForm: the coverage report, showing the line-coverage of all the JavaScript included

by the page; the action dependency graph, showing which JavaScript event handlers

read from which form �elds; and new input value suggestions from the concolic testing.

Example. Figure 4.6 shows an example session using the API commands to record a

symbolic trace and get back new value suggestions from ArtForm’s concolic testing.

This example analyses the simple airline form from Chapter 3 (page 39). In this case

the commands were sent manually using Postman,
24

but they could have been scripted

via curl
25

or sent by any other tool which can make HTTP requests.

First, the page is loaded in ArtForm’s browser. The event handlers registered in

JavaScript are inspected, to see which interactions with the page will cause code to

be executed. Next, we begin recording a symbolic trace and �ll the form by sending

“forminput” commands for each of the three form �elds and �nally issuing a command

to click the form’s submit button. Having recorded the trace, we end the recording

and request advice from ArtForm’s concolic testing. Setting the amount to 0 means

ArtForm will return as many di�erent value suggestions as it can �nd in the current

concolic tree. In this case there are three suggestions:

• {From = “”}
• {From = “BHX”, To = “BHX”}
• {From = “BHX”, To = “”,Date = “01/02”}

24
https://www.getpostman.com/

25
https://curl.haxx.se/

https://www.getpostman.com/
https://curl.haxx.se/
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Request Response

{ "command": "pageload",
"url": "http://localhost:8088/airline.html" }

{ "pageload": "done",
"url": "http://localhost:8088/airline.html" }

{ "command": "handlers" } { "handlers": [

{ "element": "//input[@id='button']", "events": ["click"] },

{ "element": "//select[@id='date']", "events": ["change"] },

{ "element": "//select[@id='from']", "events": ["change"] },

{ "element": "//select[@id='to']", "events": ["change"] }

] }

{ "command": "concolicadvice",
"action": "begintrace",
"sequence": "MySequence" }

{ "concolicadvice": "done" }

{ "command": "forminput",
"�eld": "id('from')", "value": "LHR" }

{ "forminput": "done" }

{ "command": "forminput",
"�eld": "id('to')", "value": "EDI" }

{ "forminput": "done" }

{ "command": "forminput",
"�eld": "id('date')", "value": "01/01" }

{ "forminput": "done" }

{ "command": "click",
"element": "//input[@type='submit']" }

{ "click": "done" }

{ "command": "concolicadvice",
"action": "endtrace",
"sequence": "MySequence" }

{ "concolicadvice": "done" }

{ "command": "concolicadvice",
"action": "advice",
"sequence": "MySequence",
"amount": 0 }

{ "concolicadvice": "done", "sequence": "MySequence",
"values": [

[ { "�eld": "//select[@id='from']", "value": "" } ],

[ { "�eld": "//select[@id='to']", "value": "BHX" },

{ "�eld": "//select[@id='from']", "value": "BHX" } ],

[ { "�eld": "//select[@id='to']", "value": "" },

{ "�eld": "//select[@id='date']", "value": "01/02" },

{ "�eld": "//select[@id='from']", "value": "BHX" } ]

] }

{ "command": "�eldsread" } { "�eldsread": [

{ "element": "//select[@id='date']",
"event": "forminput/simulate-js",
"reads": [ { "count": 1, "�eld": "//select[@id='date']" },

{ "count": 1, "�eld" : "//select[@id='from']" } ] },

{ "element": "//select[@id='to']",
"event": "forminput/simulate-js",
"reads": [ { "count": 1, "�eld": "//select[@id='from']" },

{ "count": 1, "�eld": "//select[@id='to']" } ] }

] }

Figure 4.6: An example use of the advice-mode API to analyse a simple web form.
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Branch
((StringLength( SYM_IN_from ) == 0) == false)
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Branches: 0  
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eued 3: forminput/simulate-js @ //select[@id='date']
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((StringLength( SYM_IN_from ) == 0) == false)

Branch
((IntegerCoercion( StringSubstring( SYM_IN_date, 3, 5 ) ) >= 2) == false)UNSAT

Branch
((IntegerCoercion( StringSubstring( SYM_IN_date, 3, 5 ) ) >= 2) == true)eued

UNSATAlert
"Error: date cannot be before today."

4: click/simple @ //input[@id='buon']
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End

1: forminput/simulate-js @ //select[@id='from']

Concrete Execution
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Function Calls: 1  

2: forminput/simulate-js @ //select[@id='to']

Concrete Execution
Branches: 0  

Function Calls: 1  

Concrete Execution
Branches: 0  

Function Calls: 1  

Concrete Execution
Branches: 2  

Function Calls: 1  

Start

Figure 4.7: The symbolic path tree after recording a trace and generating three suggested

new inputs.
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Figure 4.8: The proposed architecture of a combined tool where the concolic advice

server works in parallel with an existing web analysis tool.

The symbolic path tree is shown in Figure 4.7, and contains a single trace. The advice

mode operates by marking suggested paths as “queued” so that they are not suggested

again in later requests for advice. In this case the three suggestions correspond to

the three queued paths in the tree. These value suggestions all assume that the same

action sequence will be used (in this case From; To;Date;Click). The �nal “�eldsread”

command shows which form �elds were read during which actions, which may suggest

further orderings to test. �

Figure 4.8 shows the architecture for a proposed system combining ArtForm’s advice

mode with a third-party analysis system. Under this model, ArtForm would mimic

the browser actions of the third-party tool so each would maintain a consistent state.

ArtForm would then be able to return extra analysis information which the other tool

could not determine itself.

4.8 Determining new user-realisable actions

So far, we have assumed that the actions relevant to �lling and submitting a form are

known in advance. However, this is not necessarily the case when analysing real sites.

JavaScript events are typically registered on the DOM element they a�ect, using

the onclick attribute or the addEventListener method. These events can be identi�ed by

watching the DOM and tracking when event listeners are added or removed; producing

a list of DOM elements which have handlers for certain events. However, there are cases

when detecting actions statically is not possible. Many JavaScript libraries, including

jQuery, provide an alternative event registration mechanism known as event delegation,

which decouples the event handling code from the element it corresponds to. Under this



4.8. Determining new user-realisable actions 121

scheme only a single JavaScript event handler is registered and known to the browser.

If an analysis tool tries to trigger this event directly it will have no e�ect, unless an

appropriate target element for the event is speci�ed.

Concolic testing can be applied to observe the top-level event handler checking the

target element for certain properties, and thus dynamically determine which target

elements are relevant. This is another instance where low-level JavaScript analysis

information can be applied to learn about user-level actions and events.

Another consideration which is ignored when simply checking for JavaScript event

handlers is element visibility. By checking which elements in the DOM are really visible

on the page we can limit the analysis to only consider user-realisable events.

By detecting delegated events and determining which event targets are visible, we

can provide a much more accurate simulation of which events can be triggered by

a real user. Identifying user-realisable actions is important to understanding how a

web interface is expected to be used, and therefore which actions can lead to valid new

application states.

Figure 4.9 shows which types of events are triggered when using di�erent detection

methods for interactive elements. DOM-based tools use heuristics to determine which

elements “look like” buttons, represented by the red area in the middle of the �gure.

Artemis and other JavaScript-focused tools can detect JavaScript event handlers, and

therefore only explore actions which may have some e�ect on the page state (repre-

sented by the blue area to the left). Ideally, a tool should be able to detect delegated

events (shown in the green area on the right) as well as native JavaScript events, while

also rejecting events attached to invisible elements (the bottom half of the �gure). This

desired behaviour is represented by the union of the dark blue and dark green shaded

areas. Note that a delegation or visibility analysis alone would detect respectively too

many and too few elements for a true simulation of a real user.

Event delegation

Event delegation is an alternative to JavaScript’s built-in event registration process

which is provided by many JavaScript libraries, most notably jQuery. Events can be

registered on all elements matching a certain speci�cation (typically a CSS selector),

even if new matching elements are added to the DOM dynamically. This is a powerful,

and �exible, system for developers. Event delegation is implemented with a single

top-level event handler registered at the root of the document which contains a lookup

table of CSS selectors and corresponding developer-provided callback functions. When

any element on the page is clicked, a process called event bubbling (a standard part of

the JavaScript event model) causes the event to be �red on the target element which

was actually clicked, and then subsequently on each parent element in turn, until the

event is eventually handled and the bubbling is cancelled. Under event delegation, the

event bubbles up to the top-level handler, which checks the target property of the event
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Figure 4.9: The di�erent kinds of elements which may be considered interactive by

di�erent tools.

object (which is a reference to the element which was originally clicked) against its list

of CSS selectors. If any selector matches, the corresponding callback is executed, which

runs the “application-level” event handler for the clicked element.

Listing 5 shows a simpli�ed example of event delegation, developed from, and using

similar underlying code to, a real example from the jQuery documentation.
26

The on
function is used to register a new event handler for clicks on paragraph elements using

event delegation. The top-level event handler is added to the document’s body element.

Figure 4.10 shows how clicks on the paragraph elements bubble up to the top-level

event handler. When this top-level handler receives a bubbling click event, it builds

a list of all p elements on the page. Each event has an associated event object, whose

target property references the DOM node where the event originated; in this case, the

element which was originally clicked. If the event’s target element is in the set of p
elements detected, then the developer-provided event handling function is executed.

Because the CSS selector matching is done dynamically at each click event, it can match

newly-added paragraphs without having to track changes to the DOM, but this also

makes it impossible to statically determine the list of elements which will respond to a

given event. In the normal event-registration scheme, an event handler would have to

be registered on each p element individually, and when a new one was added to the

DOM, a corresponding event would need to be attached.

Most interface-analysis or web testing tools are not based on detecting JavaScript

event handlers in the �rst place. They have rules or heuristics for which events should be

triggered on which elements without checking beforehand whether any code is attached.

26
http://api.jquery.com/on/#example-9

http://api.jquery.com/on/#example-9
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Listing 5 An example of event delegation. This code is a simpli�ed version of the

delegation code found in jQuery, showing how a single top-level event handler is used

to handle click events for all child elements matching a certain selector.

1: <!doctype html>
2: <html>
3: <head><title>Delegation example</title></head>
4: <body>
5: <p>Click me!</p>
6: <span></span>
7: <script>
8: // A simple re-implementation of the j�ery code to show roughly how it works internally.
9: function on(container, type, selector, handler) {

10: container.addEventListener(type, function (event) {
11: // Fetch an array containing all descendants of container which match the selector.
12: var matches = Array.prototype.slice.call(container.querySelectorAll(selector));
13: // If the target matches the selector then fire the event.
14: if (matches.indexOf(event.target) >= 0) {
15: handler(event);
16: }
17: });
18: }
19:

20: var count = 0;
21: on(document.body, "click", "p", function (e) {
22: var newPara = document.createElement("p");
23: newPara.appendChild(document.createTextNode("Another paragraph! " + (++count)));
24: // Add the new paragraph a�er the clicked target.
25: e.target.parentNode.insertBefore(newPara, e.target.nextSibling);
26: });
27: </script>
28: </body>
29: </html>

<html>. . . </html>

<body>. . . </body>

<p>Click me!</p>

<p>Another paragraph! 1</p>

<p>Another paragraph! 2</p>

Click

Figure 4.10: The DOM tree for the delegation example (after a couple of clicks have

been made). A click event on the third p element bubbles up the tree as shown by the

dashed arrows. In our example the event is handled at the body element.
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Crawljax, an AJAX-aware web crawler, is an example taking this approach [100]. This

means that delegated events will be triggered and tested correctly, but only if the tool

happens to trigger an appropriate event on an appropriate element; the search space for

�nding interesting code is enormous. Other tools do track the JavaScript event handlers,

and therefore have a more direct problem with delegation (which prevents them from

triggering the interesting code at all). Artemis, for example, is a web application test

generation tool [8] (discussed in more detail in Section 4.11) which has been extended

to include special-purpose detection of events registered using jQuery, so they can be

added to the list of event handlers alongside the natively-registered events. Artemis

is then able to trigger these events correctly and test the corresponding code. The

downside to this approach is that it is library-speci�c. I am not aware of any tool which

detects delegated events in a general-purpose way.

Detecting delegated events using concolic testing

By considering the target property of an event object as an input parameter to the event,

we can apply concolic testing to discover new target elements which exercise new code

paths in the top-level event handler, and thus eventually reach the “application-level”

event handler.

We instrument the event target objects to make their properties symbolic. When

the event handler checks whether the target is relevant (i.e., whether it matches the

desired CSS selector), this will give rise to symbolic constraints over the properties of

the target object.

As with the select box and radio button constraints discussed earlier, we will include

extra constraints to restrict the possible values. In this case, the possible values for the

target object are those DOM elements which are descendants of the element where

the top-level event handler is registered. Those are the elements whose events could

bubble up to the handler being analysed. Therefore, this set of DOM nodes are encoded

into the constraints to provide the possible values for the new symbolic variables.

Example. Suppose that the running airline example uses jQuery to register its �nal

button click handler. The following line of JavaScript sets up the delegated event handler

to call the validate_bu�on function when the submit button (identi�ed by CSS selector

#bu�on) is clicked.

$("#form").on("click", "#bu�on", validate_bu�on);

The browser sees a single click handler registered on the form element, whose event

handling function contains the delegation code. This code is similar to that shown in

Listing 5, but is obviously much more complex in jQuery’s real implementation, in

order to handle extra features and corner cases.

To analyse this example, our delegation analysis �rst triggers the event with the

default target being the same form element where the event is registered (in this case
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the body element), and records a symbolic trace. The concrete jQuery event-handling

code responds to this event by checking whether the event’s target node matches the

given CSS selector. In the version of jQuery tested, this particular invocation
27

uses the

Sizzle selector engine,
28

so the CSS selector is evaluated directly in JavaScript, instead

of being passed to the browser. This means we see individual property checks against

the target node in the symbolic trace. The constraints at these symbolic branches are

solved, as in any concolic testing, generating a new choice for the target element to be

tested at the next iteration.

Figure 4.11 shows the completed tree after using concolic testing to explore the

jQuery delegation code in this example. There are two paths explored, the initial path

which does not lead to any code execution, and the right-hand path, which leads to the

application-level event handler. Several interesting constraints are visible. For example,

the �nal constraint on the right-hand path is

StrOp(SymProp(SymObj("target"), "id"), STR_SEQ, ConstStr("bu�on"))

which checks that the target element has id attribute “button”.

The possible values for the target element must be constrained to those which are

really realisable in the current DOM. These are the descendants of the form element

where the top-level delegation handler is registered. Listing 6 shows a simpli�ed version

of this part of the DOM, and Listing 7 shows how those DOM nodes are encoded into

SMT constraints. The SMT constraints model the symbolic DOM node as a collection

of properties, each represented by a variable. These variables are used in the main path

constraints whenever a property of the symbolic object is accessed. The possible DOM

nodes are represented as a disjunction of possible nodes, where each clause speci�es

the concrete property values for that node, as seen in the current snapshot of the real

DOM. Thus, the target DOM node selected by the solver is restricted to one of these

valid possibilities.

Property variables are included in the DOM constraint whenever they are observed

in the main path constraint. This example shows the id and nodeType properties. The

extra pseudo-property SOLUTIONXPATH is never used in the constraints. It contains

an XPath expression uniquely identifying the corresponding DOM element. This is

included so that the solver’s solution references the target element in a stable way

across iterations; the XPath can be used to look up the same element again during a

later test. In our example, the solver �nds a solution using the form submit button

(identi�ed in the last few lines of Listing 7) as the new target element, and was therefore

able to execute the application-level event handler. �

27
jQuery determines whether to use the browser’s querySelectorAll or its own JavaScript-based Sizzle

CSS engine depending on the selector being checked.

28
https://sizzlejs.com/

https://sizzlejs.com/
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Figure 4.11: The concolic testing tree for the jQuery delegation code in the running

example.
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Listing 6 The DOM subtree rooted at the form element in our example.

1: <form action="search.php" method="POST" id="form" >
2: <label for="from" >Departure Airport:</label>
3: <input type="text" id="from" name="from" ><br>
4: <label for="to" >Destination Airport:</label>
5: <input type="text" id="to" name="to" ><br>
6: <label for="date" >Departure Date:</label>
7: <input type="text" id="date" name="date" >
8: <span class="instructions" >(Format: dd/mm)</span><br>
9: <input type="submit" value="Search" id="bu�on" >

10: </form>

Listing 7 The SMT constraints encoding the possible target elements.

1: (assert (or
2: (and (= SYM_TARGET_0 702)
3: (= SYM_TARGET_0_SOLUTIONXPATH "//form[@id='form']")
4: (= SYM_TARGET_0__TOSTRING "[object HTMLFormElement]")
5: (= SYM_TARGET_0__id "form")
6: (= SYM_TARGET_0__nodeType "1"))
7: (and (= SYM_TARGET_0 704)
8: (= SYM_TARGET_0_SOLUTIONXPATH "//form[@id='form']/label[1]")
9: (= SYM_TARGET_0__TOSTRING "[object HTMLLabelElement]")

10: (= SYM_TARGET_0__id "")
11: (= SYM_TARGET_0__nodeType "1"))
12: (and (= SYM_TARGET_0 707)
13: (= SYM_TARGET_0_SOLUTIONXPATH "//input[@id='from']")
14: (= SYM_TARGET_0__TOSTRING "[object HTMLInputElement]")
15: (= SYM_TARGET_0__id "")
16: (= SYM_TARGET_0__nodeType "1"))
...

...

57: (and (= SYM_TARGET_0 731)
58: (= SYM_TARGET_0_SOLUTIONXPATH "//input[@id='bu�on']")
59: (= SYM_TARGET_0__TOSTRING "[object HTMLInputElement]")
60: (= SYM_TARGET_0__id "bu�on")
61: (= SYM_TARGET_0__nodeType "1"))
62: ))
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Element visibility

Another important part of determining which events are user-realisable is detecting

which elements are visible on the page. For example, an element may be placed o�-

screen, hidden behind another element, or removed from the page �ow by CSS rules.

Even though such elements appear in the DOM and are accessible to automated tools,

it is useful to detect them and exclude them from user-simulated events, seeing as a

real user would not be able to see them or trigger events on them.

It is not always straightforward to de�ne which elements should be considered

visible on a page. In fact, the rules depend on the event type being considered. For

example, some form �elds can be focused and �lled using keyboard controls, even if

they are not visible on the screen, or a form can be submitted by pressing enter even

if the submit button is not visible. An element is considered visible to a certain event

type when a normal user can trigger that event on that element.

Click events have the most natural notion of visibility, and are most relevant to

the delegation analysis. Table 4.2 shows the di�erent ways that elements might be

considered visible or invisible to click events. A click event is considered invisible when:

(a) the element has been removed from the DOM completely, or from the page layout

by a CSS rule, (b) the element is placed outside the page’s visible area, and it cannot be

revealed by scrolling, (c) the element is totally obscured by another element, or (d) the

element has no size (i.e., its width or height is 0). Note that being transparent does

not necessarily make an element invisible if it can still be clicked. Because of event

bubbling, child elements must also be considered; an invisible may still have an event

triggered if it bubbles up from a visible descendant element.

There is no direct check available for our notion of visibility in the existing DOM or

browser APIs. For example, it is not enough to check for an element’s presence in the

DOM, or for certain CSS properties. Because ArtForm includes an instrumented web

browser engine, we are able to create customised visibility checks using the internal

layout and rendering information of the browser.

Each element has a bounding box calculated by the browser within which it can

receive click events. An element is considered visible to click events if the union of its

bounding box with those of all its descendant nodes (including both normal elements

and text nodes) intersects with the page’s visible area. The descendants must be included

because events triggered on them are able to bubble up to the event being considered

and be �red there as well. This information must be recalculated dynamically in case

the element is covered or uncovered as a result of a previous action. This is still not a

perfect test, but it gives a reasonably close over-approximation of the visible elements,

so it provides an accurate and safe way to reject known-invisible elements.

In a survey of 888 random URLs sampled from the Common Crawl search index [30],

we found that on average, 61% of the button elements
29

and 64% of the form input

29
That is, bu�on elements and input elements of types bu�on and submit.
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elements
30

on the pages were user-visible according to the above method. This shows

that there can be signi�cant reductions in the number of elements or actions to be

explored if element visibility is taken into account.

In general, more complex pages (which are more expensive to test) have more

invisible elements, and therefore bene�t the most from checking for user-visibility. Of

the 888 test URLs described above, 144 (16%) had 10 or more form input elements, and

on those pages only 40% of the form input elements were detected as user-visible on

average. Similarly, for the 198 URLs (22%) with at least 5 button elements, 47% of the

buttons were user-visible on average.

4.9 Experimental evaluation

Our evaluation of ArtForm consists of three parts. First, we extend the synthetic

JavaScript generator described in the previous chapter to generate web forms with

random validation rules to explore. These examples are tested in ArtForm and two

alternative tools. Second, we test a suite of small, self-contained example forms taken

from the code-sharing website JSFiddle [74]. These provide realistic code samples,

without the added complexity of being embedded in a full web page. Finally, we test

ArtForm on some real-world websites with complex query interfaces. Although the

complexity of the sites (such as their use of custom widgets which cannot be analysed)

and the limitations of our prototype tool make it di�cult to run a comprehensive

evaluation, these tests show that concolic testing is a powerful and promising approach

to web interface understanding.

Synthetic web forms

We �rst evaluate ArtForm on a suite of 1000 synthetically generated web forms with

JavaScript validation. The generator �rst generates a random form skeleton—consisting

of the number of �elds, their types, and so on—and then supplements it with validation

rules using the JavaScript code generator described in Section 3.6. The forms use an

average of 8.57 form �elds, and 47.16 lines of JavaScript validation code.

We compared ArtForm with two alternative approaches, Crawljax and Artemis.

Crawljax is an automatic crawler for dynamic websites which is based on a dynamic

analysis of AJAX-powered web applications [100]. It builds a state graph describing

the actions available on a page and how they modify the application state. It explores

di�erent sequences of actions until no more states can be discovered. In the absence of

any domain knowledge, Crawljax can be seen as a state-of-the art approach to crawling

complex web applications, including web forms, although it does not directly perform

30
That is, input elements of types text, radio or checkbox; select and textarea elements; and the

HTML5 input types listed on page 104.
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Table 4.2: The di�erent ways an element might be considered invisible.

Element type Visibility to click events

Normal Visible

In normal layout, elements are visible

and clickable.

CSS

display:none
Invisible

The element is not included in the page

layout at all.

CSS

visibility:hidden
Invisible

Space for the element is included in the

layout but the element itself is not ren-

dered.

Outside page

(e.g. using absolute

positioning)

Invisible

Although the element is in the DOM a

user cannot reach it.

Outside viewport Visible

Although the element is not shown on

screen it is still part of the page and can

be clicked after scrolling.

Transparent Visible

The element is still on the page and can

be clicked even if it cannot be seen.
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Table 4.2: (continued)

Element type Visibility to click events

Obscured Invisible

The element is covered so it can’t be

clicked.

Partially obscured Visible

Some area of the element is visible so it

can be clicked.

Obscured by trans-

parent element

Invisible

Although the element is visible on the

screen, it is covered by a transparent

element and can’t be clicked.

No size Invisible

If the element has no size there is noth-

ing to click.

No size, with over-

�ow

Visible

Although the element has zero height

the contents is visible and therefore

clickable.
31

No size, with child

outside

Visible

A click on the visible child can reach

the parent via bubbling.

31
The over�owing content could be child elements or even just a text node.
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Table 4.3: Comparison of ArtForm, Crawljax and Artemis on 1000 synthetic form

validation examples.

ArtForm Crawljax Artemis

Analysis time for 1000 tests (s) 969 272 153 2 206

Average line coverage 88.2% — 87.1%

Examples with 100% line coverage 10.4% — 0.7%

Avg. no. iterations to �rst submit 1.86 40.95 43.29

Successful form submissions 31.4% 19.8% 17.7%

any JavaScript analysis. Artemis is a web application testing framework which uses

feedback-directing testing [8], and is discussed in more detail in Section 4.11. In each

iteration, Artemis generates a sequence of actions to test, as well as corresponding

values to enter into form �elds. Although it has no direct JavaScript analysis, it uses

metrics like JavaScript line coverage to choose actions which appear most promising

for new exploration in the next iteration.

Each tool (ArtForm, Crawljax and Artemis) is run for a maximum of 50 iterations.

For ArtForm, an iteration is de�ned as in Algorithm 2, that is, each test with a new set

of values is one iteration; for Crawljax, it is a full run of the tool, until no new state is

discovered, and di�erent iterations use di�erent random seeds; for Artemis, an iteration

is a pre-selected sequence of actions that is run in the browser. Note that iterations in

Crawljax can take a large amount of time and involve numerous interactions with the

browser, while they are comparatively short in ArtForm and Artemis.

ArtForm and Artemis each have a notion of resetting to a clean state and running a

new test. Crawljax, by contrast, executes its actions in one continuous browser session,

so there is no obvious breaking-point where individual interactions or tests can be

separated.
32

This is why our notion of iterations allows Crawljax more power than the

other tools. On the other hand, this notion gives Crawljax less marginal bene�t when

running more iterations; ArtForm and Artemis require many iterations to analyse a

page, whereas Crawljax runs its whole analysis within each “iteration”, so su�ers more

from diminishing returns. In any case, the limit of 50 is high enough that none of the

tools had problems caused by the iteration limit.

The results are shown in Table 4.3. The table includes line coverage of the event-

handling code, measured at the JavaScript source level, for all tools except Crawljax,

which does not record this. The average line coverage when performing a single form

�lling with the default values is 82.0%, so this should be considered the baseline for line

32
Crawljax does not require a continuous session; it can even split its crawling across multiple browser

instances, for example; but it has no clearly de�ned “reset step” where the algorithm returns to a clean

state and begins the exploration again with new inputs or actions.
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Table 4.4: Comparison of Algorithm 2’s dynamic reordering with statically-ordered

concolic testing on 1000 synthetic form validation examples.

Single-order Alg. 2

Analysis time (s) 585 969

Average iterations to submit 3.04 1.86

Average line coverage 88.0% 88.2%

Examples with full line coverage 4.7% 10.4%

Successful form submissions 24.1% 31.4%

Cases with multiple traces explored 69.8% 46.8%

. . . their average line coverage 90.6% 95.5%

. . . of which full line coverage 6.7% 22.2%

. . . of which successful submissions 34.0% 66.2%

coverage (most of the lines are in the sca�olding for setting up the event handlers and

calling the validation functions). The average number of iterations required to reach

a page submission is taken as 50 if the tools reach the iteration limit before �nding

a submission. ArtForm scores well on this metric because the concolic testing stops

once there are no more satis�able branches, and does not run to the full 50 iterations,

even when it cannot �nd a successful submission. Similarly, the running time for

Crawljax and Artemis includes 50 iterations for every example, whereas for ArtForm,

it only includes as many iterations as the concolic testing required. Note that as the

validation rules are randomly generated, it is not guaranteed that the examples are really

satis�able; the proportion of successful form submissions can be compared between

tools, but it is not possible to score 100%.

The results of course do not represent the full complexity of analysing real websites;

these experiments focus only on the problem of analysing complex constraints. They

indicate that ArtForm can deal with complex constraints that do not obey the restricted

global state restrictions that our completeness result relies on, while also indicating

that existing methods do not su�ce for complex constraints.

Impact of dynamic reordering

We ran both the dynamic reordering algorithm from Section 4.2 and the single-order

algorithm from Section 4.5 on the same collection of 1000 synthetic forms. For each

con�guration, we measured the line coverage as before, and whether we were able to

generate a successful form submission. The results are shown in Table 4.4.

The big advantage of Algorithm 2 over a static ordering is pruning out explorations

in one event handler which are known to lead to an abort action in a later handler. The

algorithm is able to prove that certain unexplored paths must later lead to abort actions,
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and therefore avoid wasted iterations. Trace execution is very expensive compared

with the rest of the analysis, so this is a signi�cant advantage.

An example of this can be seen in the second part of the table. Algorithm 2 only

attempted to explore 46.9% of the examples, compared to 69.6% for the variant with a

static ordering. The di�erence represents cases rejected by Algorithm 2 but where the

static ordering algorithm spent time exploring branches in event handlers which would

all eventually lead to an abort action in a later handler. In contrast, calls of Algorithm 2

to a constraint solver came back unsatis�able, allowing the algorithm to ignore them.

This explains the dramatic di�erence in the number of successful form submissions

found in those examples where more than one trace was explored (34.0% for the static

order and 75.3% for Algorithm 2). Intuitively, when Algorithm 2 did run a test, it was

much more likely to �nd a terminating trace, having already pruned out many more of

the aborting traces than the single-order algorithm.

Form validation demo examples

A more realistic benchmark is given by a set of demonstration-style examples of web

form validation. We used JSFiddle [74], a code-sharing website for web-based code.

JSFiddle is used by developers to easily test new techniques, to share solutions, and

to host tutorial code. Since form-related examples are not easily isolated in JSFiddle

itself, we performed a Google search for “JSFiddle form validation”. We extracted 18

examples, after removing those which did not perform JavaScript form validation. The

examples were modi�ed where necessary to allow them to be run in the tools with

common submission and error behaviour, and we manually con�rmed that it is possible

to submit each form. These test cases represent real-world forms—they include common

JavaScript libraries and use complex constraints—but do not include the full complexity

of real sites. There is no other content to contend with apart from the forms themselves.

When selecting examples to test, we also excluded those using the Angular framework

for form validation. ArtForm’s symbolic tracing cannot currently track form inputs

being read by Angular, so none of these examples could produce any useful results.

We again compared ArtForm with Crawljax and Artemis, and the results are shown

in Table 4.5. Some examples required only non-empty results; Artemis still has di�culty

handling some of these, since it does not fully simulate the user-level actions required

for form �lling. ArtForm has a modest gain over Crawljax, managing to solve several

of the examples which require string comparisons. All three tools seemed to be limited

by custom-built interface widgets on several of the examples.

The running time for ArtForm is dominated by a single example which uses string

functions to parse an ID number, including a checksum. This example alone took took

30 minutes 45 seconds out of the total analysis time of 37 minutes 25 seconds for all 18

examples. This example requires solving many di�cult constraints over both strings

and integers. At one point characters from the ID are converted to integers, multiplied
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Table 4.5: Comparison of ArtForm, Crawljax and Artemis on the 18 JSFiddle examples.

ArtForm Crawljax Artemis

Analysis time for 18 forms (s) 2 245 6 509 319

Avg. no. iterations to �rst submit 26.17 33.67 45.94

Successful form submissions 61.1% 33.3% 11.1%

by a constant, converted back to strings to extract the digits, which are then converted

to integers and summed; and the analysis must solve a �nal integer constraint on the

cumulative total of these sums. As such, ArtForm does not �nd a submission within 50

iterations, and spends 99.6% of its running time making 181 calls to the solver. However,

if left to run with no iteration limit, it is eventually able to �nd a valid ID number and

successfully submit the form. In total, there were three examples which ran to the

iteration limit, all of which can be solved with enough time. Including those examples

would bring ArtForm’s successful submissions to 77.8%.

Real-world form validation

We also tested ArtForm on a collection of real-world airline websites. Airline search

forms were chosen because they include complex validation rules spread over several

di�erent �elds. The eight examples presented here were selected as having a search

form visible on the front page, client-side validation which prevents form submission,

using relatively simple form widgets, and being relatively easy to localise for more

consistent testing. For these experiments, ArtForm was restricted to only consider

input �elds within a manually-speci�ed area covering the main form on each page.

The results of running ArtForm in the single-order mode are shown in Table 4.6.

The corresponding results for the reordering mode are shown in Table 4.7. Finally, the

di�erent analysis features which were used on each site are shown in Table 4.8.

In this test run ArtForm only managed a successful form submission on one site,

the Australian airline Rex, where it submitted the form 242 times in single-order mode

and 83 times in the reordering mode. It is worth noting that the results are not totally

stable run-to-run, and although we have attempted to localise the sites, some of them

still depend on remote AJAX calls, and therefore their behaviour can still change as the

original sites are updated. Of these eight localised sites, ArtForm has found success on

four of them in prior runs. Even though a successful submission is di�cult to discover,

ArtForm is still able to achieve some signi�cant exploration of the sites, covering many

branches in the form-related code.

An interesting example is the archived website of AirTran Airways. The validation

rules include that origin and destination must be entered, that there must be valid

combinations of the number of infants, children and adults (e.g. not more infants than
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Table 4.6: Single-order mode results on the airline examples.

Site

Running

time (s) Iterations

Distinct

traces

Form

submit

Constraints

solved

airtran 2 138 316 229 N 1 634

cathaypaci�c 38 8 4 N 28

cheap�ights 22 3 2 N 2

csa 44 10 10 N 25

easyjet 1 239 98 97 N 2 620

�ightnetwork 6 1 1 N 0

goair 1 341 768 706 N 769

rex 9 349 2 081 1 501 Y 5 494

Table 4.7: Reordering mode results on the airline examples.

Site

Running

time (s) Iterations

Form

submit

Actions

explored

Unique

orderings

Constraints

solved

airtran 438 15 N 13 12 677

cathaypaci�c 961 162 N 12 2 470

cheap�ights 17 3 N 12 1 2

csa 20 5 N 16 1 4

easyjet 750 81 N 12 4 1 419

�ightnetwork 4 317 200 N 34 20 358

goair 3 1 N 15 1 7

rex 1 271 329 Y 15 18 695

Table 4.8: Analysis features used in single-order mode on the airline examples.

Site

Radio

constraints

Select

constraints

Dynamic

select

Regex

translated

Coercion

optimisation

airtran 1 470 8 680 385 0 75

cathaypaci�c 0 28 0 115 0

cheap�ights 0 0 0 3 0

csa 0 0 0 89 0

easyjet 0 7 122 196 2 460 7 096

�ightnetwork 0 0 0 0 0

goair 0 2 260 1 445 0 0

rex 3 096 39 125 2 009 0 7 936
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Figure 4.12: The concolic execution trees for local mirrors of the AirTran (top) and

Rex (bottom) airline search forms, as tested by ArtForm in single-order mode. Only an

excerpt of the Rex tree is shown, as it is much too wide to include in its entirety.

adults), and that the departure and return dates must be ordered correctly and be no

earlier than today’s date. Handling of the date and passenger constraints exercises

the support for integer arithmetic in the solver. The AirTran site also makes use of

dynamically-updated select boxes. When a departure airport is selected from the

drop-down, the list of destinations is �ltered to only show the permitted destinations.

ArtForm (in single-order mode) is able to successfully track these dynamically-changing

possible values, and select appropriate pairs of airports.

The Rex site has similar passenger restrictions, and also includes dynamically-

updated possible values for the destination airports. ArtForm �nds 242 distinct success-

ful paths to submission, out of a total of 1501 total paths explored.

The concolic execution trees generated by ArtForm (in single-order mode) for these

two examples are shown in Figure 4.12.

As expected, the reordering mode provided a great improvement over the static-

ordering mode on some sites, but was limited on others. On the FlightNetwork site, for

example, ArtForm did not �nd any symbolic branch which was suitable for exploration

in single order mode, and therefore did not even make any attempts. In the action
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dependency graph, all edges were pointing to actions which had already been executed.

This made it a prime target for reordering, and the reordering mode was able to run

for 200 iterations, using 20 di�erent action orderings during its testing. ArtForm was

able to �nd a fully-terminating trace (a trace which terminated in every action) for

six of the eight examples in the reordering mode. However, these do not re�ect form

submissions; many of the sites do not use alert boxes when showing errors, so they

are not marked as aborts in our traces. More sophisticated detection of rejected form

inputs would be able to mark many of these traces as aborting based on changes to the

DOM, for example. These experiments only considered alerts as abort actions, so as

not to accidentally mis-classify any correct traces as aborting.

The amount of time spent solving constraints was comparable between the two

modes, but in general the reordering mode uses fewer, more complex constraints. On

average, the reordering mode’s solver calls took nearly twice as long as those made

by the single-order mode. Because loading the pages and executing JavaScript is so

expensive, the time spent solving the constraints is only a small part of the overall

analysis time, around 4.4% in single-order mode.

The experiments on these real-world airline sites are only anecdotal, partly due to

the development version of WebKit the ArtForm prototype is based on, and partly due

to the prevalence of custom-built widgets which ArtForm cannot currently analyse.

Further experiments with a more modern browser engine and improved handling of

custom form input �elds will be needed to draw any �rm quantitative conclusions.

4.10 Discussion

ArtForm makes signi�cant progress toward the problem of exploring web forms. It can

explore much of the form-related code on real-world sites, even if �nding a successful

form submission is still relatively rare.

ArtForm’s approach has the advantage that it can generate not just single submis-

sions but constraints which characterise all the valid submissions. This is particularly

relevant for wrapper-generation. Clearly concolic testing alone cannot replace ex-

isting techniques for form �lling and wrapper generation; in particular, techniques

which apply domain knowledge will always be able to tackle di�erent aspects of the

problem. However, ArtForm’s concolic testing does have the advantage of being domain-

independent and not requiring any prior knowledge of the site being analysed. This

makes ArtForm’s approach more generally applicable than more specialised tools which

require per-application customisation. ArtForm’s advice mode is a practical way to

combine concolic testing with more domain-focused analysis tools and techniques in

cases where this is useful.

The current version of ArtForm does not explicitly generate a logical representation

of a form’s integrity constraints, which was one of our initial goals. Currently they are
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only represented implicitly in the symbolic path tree. The overall constraint for a valid

form submission can be easily “read o�” from the tree, by taking the union of those

symbolic paths which are classi�ed as successful. It would be possible to use BDDs

(binary decision diagrams) to automatically generate a simpli�ed form of the overall

constraints [5], but this has not yet been implemented.

In general, our approach has been to add features to ArtForm in response to issues

discovered while testing on real websites. It is not possible to fully analyse the whole

of JavaScript and the DOM APIs, especially given how quickly some web technologies

can change. We instead chose the most important and most common patterns from

our example sites and extended the analysis to support them. Our evaluation shows

that the features we implement are already enough for a useful analysis of many forms.

Obviously in future it will be bene�cial to continue extending this set of supported

features and patterns to support more and more real sites.

One prominent limitation is custom form controls (date pickers, auto-completed

�elds, and so on), which limit ArtForm’s ability to discover a form submission on many

sites. ArtForm has no way to identify and interact with these �elds—which might

be solved with some form-speci�c domain knowledge—but even if it could, it has no

way to model the inputs symbolically. Currently there is no way, for example, that a

button click in a date picker can be linked with the corresponding interpreter value

representing the selected day of the month. The interpreter value has to be recognised

as being an input value, and any new values generated by the solver need to be linked

to clicking a di�erent button in the date picker on a subsequent iteration in order to

input the new date. It is not clear how this can be achieved in general.

ArtForm is built on top of the WebKit browser engine. As described in the previous

chapter, this is critical to our approach, allowing us to run on real sites and take

advantage of WebKit’s JavaScript-to-bytecode compilation to simplify our interpreter

and the generated constraints. However, it also limits how easily ArtForm can keep up

with new developments in web technologies. Because ArtForm heavily instruments

many parts of WebKit’s JSC interpreter (as well as other parts of WebKit to a lesser

extent) it is tied to a �xed WebKit version. Updating the version of WebKit is a signi�cant

undertaking, as any changes to its internal operation may require reworking much of our

own instrumentation. For the moment this is not a big limitation, but as web technology

develops, the browser engine will become outdated. For example, our version of WebKit

does not support the WebSocket or web worker APIs, which provide persistent client-

server communications and parallel execution, respectively. Although they are not yet

widely used on general sites, lack of support for these features means ArtForm is already

unable to analyse some JavaScript-based games or real-time messaging applications,

which simply do not run in our browser. Another issue is stability; ArtForm is not as

reliable as we would hope, especially when analysing especially JavaScript-heavy pages.

The crashes come from WebKit, partly because we use an older, development version

of WebKit, and seemingly partly because of our own instrumentation. One of Jalangi’s
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biggest bene�ts is that its analysis runs in JavaScript itself, so the same analysis can

easily be re-run in di�erent browsers and can easily keep up to date with new web

technologies as they are developed.

A �nal implementation-level limitation, which could certainly be improved with

further work, is ArtForm’s input simulation. Currently, ArtForm supports simulating

form-�lling either by injecting the new value and calling the �eld’s change handler,

or by creating and triggering a sequence of JavaScript-level events to simulate a real

form �lling (as described in Section 4.3). Neither of these methods provides a perfect

simulation of a real user with a real web browser, and a few sites’ validation code is

not triggered by our simulations. The next step would be to issue GUI-level mouse and

keyboard events to WebKit itself, so the browser sees no di�erence between simulated

and real form �lling. As a trial, we have implemented GUI-level mouse click events,

but even this has limitations: the target element needs to be scrolled into view, the

clickable area must be determined, and so on.

Some further complexities to fully simulating form �lling cannot be resolved by

improving the simulation. Di�erent sites expect di�erent user behaviour, and if the

form �lling is simulated perfectly, then this must be accounted for. For example, many

auto-complete search �elds pop up a list of suggestions while typing, but if the user

moves away from the �eld, triggering the blur event, the suggestions are hidden again,

preventing the analysis from clicking on them. However, many other sites only apply

their validation rules once the user has �nished �lling each �eld and the blur event

is received. Whether or not the blur event should be included in a given form-�lling

action depends on the type of �eld being �lled, and what the subsequent actions will

be. Another example is key-by-key input simulation. This is often useful for sites

which auto-complete or validate the input as the user types, but it creates a problem for

concolic testing where the length of an input string a�ects the code being executed and

the trace recorded. This problem could be resolved by introducing pseudo-branches

checking the length of the input before each key event, at the cost of arti�cially in�ating

the search space for the concolic testing.

ArtForm’s di�erent analysis modes are based on the same core functionality, and

share much of their underlying implementation, but are separate modes which are

invoked individually and cannot easily share information. Being able to better integrate

the di�erent modes would be a big bene�t. The dynamic-reordering algorithm described

in Section 4.2 and the �xed-order analysis described in Section 4.5 are run as separate

modes, for example. There are trade-o�s to each mode, with some sites being analysed

more e�ectively by each. Currently there is no way for the modes to be combined or

merged to get results representing the best of both; the analysis must simply be run

twice to compare the two modes.

Another part of the analysis which would bene�t from closer integration is the

event delegation analysis described in Section 4.8. Currently, this analysis is invoked

separately from the main concolic testing mode for analysing form validation. Ideally,
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they could be combined so that a single invocation could determine the interesting form

�elds and buttons on the page using the delegation and visibility analysis, interleaved

with determining interesting values and orderings to �ll the �elds using the main

form-�lling analysis. There is no technical reason the modes could not be merged and

work together; it is simply a matter of designing exactly how the interaction would

work and implementation e�ort.

The delegation analysis itself is still an ongoing work-in-progress. Although it

can support many real-world constraints, and reach interesting code which an event-

handler based tool could never access, it is still limited. For example, di�erent versions

of jQuery implement their delegation support in slightly di�ering ways, leading to

slightly di�erent results in our analysis. The delegation analysis is sensitive to some

of these changes and therefore is not able to detect delegated events in all versions of

jQuery. Further work, helped by the manual tracing and debugging tools described in

Section 4.6, will be able to improve the robustness of this analysis.

Our work on ArtForm has applications in other areas of web application testing.

The extension of concolic testing to cover web-based JavaScript alone could be directly

useful for web application developers. Many of the new contributions in ArtForm relate

to modelling which actions or values a real user could provide. This analysis can be

applied in other contexts to check, for example, which error states, bugs or warnings

are reachable via normal user actions, as opposed to which are reachable in theory via

some code path which the user may or may not ever be able to exercise.

4.11 Related work

This section presents some related work on traditional web analysis, focusing on web

crawlers, form understanding and information extraction. We will then look at two

speci�c tools, Artemis and DIADEM, which my own work builds on. Finally, we then

discuss some existing approaches to analysing other event-driven systems.

Web analysis and information extraction

Automated analysis of interactive data-driven websites has been an active research

topic since the advent of the web. Web information extraction tools aim to capture

information about a website’s interface, for example separating out distinct forms,

identifying the input �elds and their labels, and transforming the results of a query

into structured records. Often the output of these tools is a description of the website

which shows how data should be found and extracted—a data extraction wrapper.

Most of these tools rely on the regularities in the web page structure to drive the

analysis. For example, to transform the results of a query into structured records, a tool

would look for repeated patterns within the output page representing individual output

records. In particular, these tools are typically unaware of the client-side JavaScript
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code which forms part of the website’s implementation, although browser-based tools

will still execute it.

Traditional web crawlers cannot search through web forms; therefore the data

behind them is known as the deep web—the part of the web hidden underneath access

restrictions (search forms) which the automated tools cannot pass. Several crawlers

have been developed which speci�cally target deep-web data, including Google’s deep

web crawler [97], Metaquerier [140], and DeepPeep [14].

Form understanding is a critical component of deep-web data extraction, and typi-

cally involves form identi�cation and labelling, form �lling, and result-page analysis.

Given the �exibility of HTML, it is sometimes di�cult even to determine which parts of

a page constitute a search form. This problem is known as entry-point identi�cation [12].

Once a form is identi�ed, along with its �elds and buttons, the �elds are labelled—or

annotated—with their names and types [34, 43, 61, 107, 139]. Next, suitable values are

chosen to �ll the form [13, 73, 76, 89, 95, 131, 137]. Once the form is submitted, the

result page is analysed and annotated so the target data can be extracted [31, 96, 143].

Techniques from each of these areas can then be bought together into full-featured

wrapper generation and data extraction tools, such as DIADEM (discussed below).

Dynamically updated and AJAX-powered websites make web crawling signi�cantly

more challenging. Instead of several pages which are statically linked together, each of

which can be fetched and examined individually, many modern web pages now load

their content dynamically. An AJAX-aware crawler needs to be able to click buttons,

�ll �elds, and extract data from a working version of the page—that is, in a real web

browser. There is often no way to skip straight to the desired data without interacting

with the web application as a normal user would.

AJAX-aware crawlers, such as Crawljax [100], AJAX Crawl [35], and others [33, 99,

112], typically build a state machine to represent the state of the page being searched.

Each transition represents an action taken by the crawler (such as clicking a button)

and each state represents a di�erent page state. The tools must include techniques for

merging states which are considered similar to each other, to avoid trivial change to

the page state causing a huge blow-up in the state graph size.

Because of the sheer number of actions and states to be modelled, this type of

exploration is very expensive. The state space is made even larger when forms are

considered, and choosing appropriate values to �ll is di�cult in itself, so most existing

AJAX crawlers do not even attempt to search through web forms, other than �lling

random values when performing other actions.

Another application of AJAX-based interface analysis is for web accessibility in

the area of human-computer interaction. Dynamic pages and web applications using

custom interface widgets can be di�cult for accessibility tools (such as screen readers)

to understand [60]. They face the similar problems to the automated crawling data-
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extraction tools discussed above. DynaRIA aims to aid understanding of the structure

and behaviour of dynamic web applications, with a view to improving accessibility and

understandability [2]. Other work focuses on the problem of identifying and classifying

custom widgets which are made up from many HTML elements and JavaScript code

so they can be better understood by assistive technologies [28]. In general, solving

these problems requires connecting the high-level user-facing interactions with the

low-level JavaScript events and HTML elements which implement them [1]. The low-

level information about a web page can further be applied to optimise page loading

times for users, as in Polaris [106]. Polaris analyses the loading behaviour of di�erent

assets on a web page to work out which can be loaded in parallel, and which must be

blocked until other assets are loaded.

Di�erent analysis tools use di�erent methods for interfacing with a web browser.

Many web-related tools, including Crawljax, DIADEM and ProFoUnd use Selenium

WebDriver [120]. WebDriver gives control of a web browser, allowing the client tool

to load pages, inspect them, and perform actions. The actions simulate real user

interactions, such as �lling form �elds, or hovering over and clicking on elements.

WebDriver uses a standard third-party browser, complete with JavaScript execution

and plugins, which means it accurately re�ects how a real user sees the page. The

trade-o� for this simplicity and power is that the API cannot give full low-level control

of the browser’s operation. This makes some types of lower-level information about

the page or its JavaScript more di�cult to obtain than with tools which bundle their

own instrumented or custom browsers.

DIADEM partially gets around this problem by installing a custom Firefox extension

in its WebDriver-controlled browser, which allows extra control and reporting which

WebDriver would not normally provide. This permits the extra features required

for DIADEM, but in general still doesn’t provide full control (such as over JavaScript

execution, timers, or AJAX requests, for example). OpenWPM is a web privacy analytics

framework, which collects data about how real-world websites track users and handle

user data [38]. It combines WebDriver with a proxy, mitmproxy [101], which also

allows it to modify and instrument the pages before they arrive at the browser.

While WebDriver is very common, many tools take other approaches. SymJS uses

HtmlUnit and Rhino, Java-based implementations of a browser engine and JavaScript in-

terpreter, respectively, rather than a traditional browser [88]. Jalangi relies on JavaScript

source code instrumentation (which can be done automatically via mitmproxy in the

latest version [66]), and does not include any browser or page rendering infrastructure

itself. Artemis takes yet another approach, and is built on a custom-instrumented

version of the WebKit browser engine, so information from the browser can be accessed

and manipulated directly [8]. Each of these approaches provides a di�erent trade-o�

between the features supported, simplicity, and �exibility [38].
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Artemis

Artemis is an automated testing tool for JavaScript web applications [8]. It includes an

instrumented version of the WebKit browser to inspect the JavaScript event handlers

registered on a page (such as clicks, timers, form inputs and AJAX events). Sequences

of these events are executed to explore new parts of the application and �nd any errors.

It uses a feedback-directed testing algorithm, where new event sequences are se-

lected for testing based on the results of previous iterations. Four strategies can be used

to prioritise the search:

• Testing each sequence as it is discovered,

• Choosing sequences at random,

• Choosing sequences which include new events and increase coverage, and

• Choosing events with high dependence on previous events in the sequence.

Dependence is measured by an analysis of the read/write sets for JavaScript object

properties. It is designed to predict which event handlers have a high likelihood of

exploring new execution paths—and therefore covering new code—when executed

after certain other handlers. Artemis explores form-related code by generating random

input values or taking static strings from the page’s JavaScript code.

Our concolic testing platform reuses and extends the instrumented browser and

base functionality from Artemis, without its feedback-directed testing infrastructure.

DIADEM

DIADEM is a web information extraction framework which automatically generates

data-extraction wrappers given a URL as input [44]. Domain knowledge, patterns in

the DOM and the visual structure of a page are exploited to identify forms, �ll them in

sensibly, identify the result pages, and �nally generate a wrapper for that particular

site, allowing automatic extraction of the data into a structured database. DIADEM

has a mechanism for encoding domain knowledge in Datalog rules, and thus can be

customised for di�erent domains. This domain knowledge is very powerful, making it

simple to apply useful heuristics and “intelligent” reasoning to classify di�erent parts

of the page and determine how to interact with them or extract data.

We have been able to use some of DIADEM’s infrastructure to identify form sub-

mission buttons as a starting point for ArtForm’s initial page analysis.

DIADEM’s form analysis module is called OPAL [43]. It matches form �elds with

their labels, and uses these to infer how they should be �lled. For example minimum and

maximum price �elds are grouped and their relationship is labelled. Example strings

from the page or the DOM can be used as inputs, and known �eld types such as cities

or post codes can be chosen from a database of domain knowledge.

To maximise the number of results returned from each submission OPAL under-

stands how to make the most general queries, for example by setting the minimum and
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maximum price to opposite extremes. More restricted queries can be used when the

number of returned results is limited, so the result pages can be systematically crawled.

OXPath is a language for specifying data extraction wrappers, and a tool which

executes these wrappers to extract the data [45]. OXPath is the language used for the

wrappers generated by DIADEM. It extends the XPath DOM query language which

adds support for interacting with a page. For example, extracting certain data might

involve loading a page, clicking a button (speci�ed by standard XPath) to display a

form, �lling certain values and then (using another XPath query) �nding the target

elements in the result page. Because OXPath is based on XPath, and is executed in

a running web browser, the selectors describing which elements to interact with or

extract are applicable even on dynamic and interactive pages. The wrappers generated

by DIADEM are robust in the sense that they are not sensitive to adverts or other

unimportant changes to the page between di�erent executions.

Analysing event-driven systems

Browser-based JavaScript uses an event-driven model of execution—di�erent event

handlers are called in response to user or system events. There are many tools which

analyse other types of event-driven systems. These tools face many of the same problems

to those in web interface analysis, and often at much larger scales. The techniques they

employ are therefore relevant to the analysis of web-based JavaScript.

A common example, which shares many similarities with web-based JavaScript

analysis, is the analysis of Android applications. In Android apps, both system- and

user-level events (taps, swipes, button clicks, and so on) trigger application code which

responds to them. As the user interacts with the app, they change the state of the

application, which a�ects the subsequent events which are now possible. Searching for

sequences of events which can be used to reach or explore certain functionality, or to

uncover certain classes of bugs has been a common and important area of investiga-

tion [4, 65, 68]. My work di�ers from these approaches by being able to apply known

or expected properties of web pages and the possible interactions a user can make to

reduce the amount of inter-event dependence which needs to be analysed.



146 4. ArtForm: Exploring web forms

My work on ArtForm, including the new dynamic event reordering algorithm, was

presented at ICWE 2018 [125]. A screencast from our demonstration paper [124],

showing the manual testing tools, the fully automatic concolic testing, and the advice

server mode, is available at:

http://www.cs.ox.ac.uk/projects/ArtForm/demo/

The evaluation data for ArtForm, including the synthetic form generator, the generated

forms, the JSFiddle examples, and localised versions of four of the tested airline websites,

is available on GitHub [42].

http://www.cs.ox.ac.uk/projects/ArtForm/demo/
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This chapter departs from web form analysis, and tackles a di�erent problem in web

information extraction, that of optimising data extraction wrappers once they have been

generated. As before, we are able to exploit low-level details of a page’s implementation

to understand the user-level actions taken by a wrapper.

Most modern web data extraction wrappers use an embedded browser to render

web pages and to simulate user actions. The wrappers are therefore relatively expensive

to execute, in terms of time and network tra�c. In contrast, it is much more e�cient

to use a “browserless” wrapper which makes direct HTTP requests to a web server,

and takes the desired data directly from the raw responses. However, creating and

maintaining browserless wrappers is di�cult, requiring a careful analysis of the target

website. This process is too slow and labour intensive to be feasible at a large scale.

We have developed an approach, called FastWrap, to automatically translate browser-

based wrappers into equivalent browserless ones. This chapter presents our approach,

along with an evaluation of our prototype tool on a suite of real-world and realistic

data extraction wrappers.

5.1 Motivation and goals

Most modern data extraction tools use visual clues and user-level interactions in the

wrapper generation process and relying on graphical information such as the distance

between two elements on the page. For example, there is a rule in the DIADEM

knowledge base which says, in simpli�ed form, “the closest text chunk below or above an

input �eld on a web page is (with high probability and in absence of better information)

the label for this �eld”. These types of “visual” rules make up for the fact that the page’s

HTML is only semi-structured, and there is no requirement for the DOM to encode

the user-level page structure in any machine-accessible way. Visual clues and “page

geography” information drastically simplify wrapper generation. De�ning, modifying,

and testing wrappers in a GUI tool means that wrapper designers can avoid deciphering

the HTML code of each target page and writing scripts to decode it. This way, generating

and testing a new wrapper for a moderately complex site typically takes only a few

hours, instead of days using the traditional method. Moreover, the use of visual clues

can lead to more precise and more robust wrappers.
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Figure 5.1: The time spent on each part of OXPath execution [45].

The costs of visual wrappers

While these visual-clue based wrappers, referred to as visual wrappers, are a great

bene�t for wrapper design, they come with a signi�cant penalty at execution time:

they are executed by loading and rendering the page in an embedded web browser,

which is very expensive in terms of both time and resources used. This rendering

consists of (a) parsing the web page and building a DOM tree, (b) applying the CSS rules,

and (c) executing JavaScript (typically the most computationally expensive part, often

having wide-ranging e�ects on the page’s DOM). Note that in this context, rendering

does not necessarily include displaying the resulting page on a screen—in fact many

tools run in a “headless mode” with no GUI. Even with a headless browser, all the

signi�cant costs are still required, as the page has to be prepared as if it were to be

displayed on screen, so as to provide an accurate simulation of a normal browser.

Based on data from OXPath, Figure 5.1 shows a coarse analysis of the relative costs

of each phase of executing a visual wrapper: the browser initialisation, the page loading

and rendering, and the OXPath execution and data extraction itself. Initialisation and

rendering jointly require around 50 times more time than the actual data extraction. For

visual-clue based wrappers in other languages and tools than OXPath, the proportions

will be similar. Note that in this data the time required to request and download the

data is included in the page rendering segment. A browserless wrapper still needs to

perform some of these downloads, and will still have some initialisation costs, so it is

not realistic to expect the full 50 times speedup. This is merely the optimistic goal; or

an informal upper-bound.

When data extraction is done at scale, the overhead of executing wrappers in a

web browser becomes very expensive. Many companies run hundreds of wrappers

continually, so the computational costs of wrapper execution have a signi�cant real-

world impact. For some applications, the wrappers also need to be run in real-time (such

as to check �ight prices after a user’s search, or to gather data for real-time options

trading). If these wrappers are too slow, it can directly a�ect the end users, sometimes

to the point of making it infeasible to use the wrappers on-the-�y at all.
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HTTP wrappers

To avoid the high runtime-cost of browser-based visual wrappers, many organisations

replace the most heavily-used wrappers with hand-programmed alternatives which

interact directly with the remote web server, without a browser. We refer to these

wrappers as HTTP wrappers, as they work at the level of HTTP requests and responses.

HTTP wrappers send similar requests to the remote server to those a browser would

use, but analyse the responses without rendering them in a browser. The desired data

can often be extracted directly from the raw content (for example, using an XPath

expression if the content is HTML-formatted). As well as avoiding rendering costs,

HTTP wrappers also usually make many fewer HTTP requests. Only those requests

which are really necessary to obtain the desired data are sent, and the majority of

requests that a browser would normally make to load irrelevant images, fonts, CSS

style sheets, JavaScript code, text, and adverts can be ignored.

In our experiments, we found that HTTP wrappers are on average 23.8 times faster

than the original visual wrappers they were derived from, while extracting the same

data. In terms of network tra�c, 96.8% of the data transferred by visual wrappers

(which already ignore images) was found to be unrelated to the desired data and could

be elided from an HTTP wrapper.

To build HTTP wrappers, a programmer must initially perform the corresponding

user interactions through a browser and analyse the HTTP tra�c between the browser

and server. This is typically a manual, labour-intensive process, using the browser’s

integrated web developer tools, and requires some specialist knowledge of web develop-

ment and web page analysis. Once they have understood the browser-server interaction,

and after they have identi�ed how the relevant data �ows through the application,

they write a parametrised HTTP wrapper that simulates the browser-server interaction.

For each set of input parameters, the wrapper obtains and returns the desired output

data from the remote server without any rendering. After this work, HTTP wrappers

are often less robust than similar visual-clue based wrappers; they are typically more

sensitive to changes in the structure of the target site, requiring more frequent and

more complex maintenance to keep them running.

Generating HTTP wrappers from existing visual wrappers

Both visual and HTTP wrappers have their advantages and drawbacks. A tool which

could combine the ease-of-creation of visual wrappers with the e�cient execution of

HTTP wrappers would be very valuable. Such a tool would gain the advantages of each

approach, while avoiding the main drawbacks of both.

Our approach to this problem is to automatically transform browser-based visual

wrappers into browserless HTTP wrappers which extract the same data. The visual

wrappers can still be generated easily with existing tools—either automatically, as

in DIADEM, or via user-assisted GUI tools such as Visual OXPath [81]. Then the
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automatically transformed HTTP wrapper can be used to avoid the run-time costs

of executing the visual wrapper directly. Our implementation and experiments have

demonstrated that this transformation is feasible and e�ective.

The transformation must of course be “intelligent” and produce HTTP wrappers

which only perform the necessary steps and suppress useless requests which load

pictures, adverts, and other irrelevant data. Note that the robustness of the generated

HTTP wrappers is no worse than that of the original visual wrapper: if there is a

change to the page which invalidates the HTTP wrapper but not the visual wrapper,

then the HTTP wrapper can simply be re-generated, assuming of course that the

changes to the site are not so far-reaching that the transformation now fails. Making

the transformation itself robust enough to handle a wide variety of possible sites and

site changes is a key research challenge.

User-level actions and their HTTP-level implementation

As with the form analysis discussed in previous chapters, visual wrappers targeting

complex web applications must simulate speci�c sequences of user interactions to reach

certain target web pages or states in a web application. For example, the wrapper may

need to �ll and submit a web form to reach a result page, or click certain buttons to load

detailed product information via an AJAX request. The wrappers also include input

and output instructions, for example that a certain form �eld takes a location as input

and that a particular part of the search result page is a phone number to be extracted.

Figure 5.2 shows an example of the actions a visual wrapper might execute to extract

data from the “Find a Retailer” search interface at vauxhall.co.uk. The actions executed

are as follows: (1) entering the search string using the input data “Preston”, (2) selecting

a suggestion from the autocomplete, (3) clicking the search button, which displays a list

of corresponding dealerships, (4) clicking a link to a more detailed view which shows

the target output data, and �nally (5) extracting the target data, which is then returned

by the wrapper.

There are two levels of interaction to consider: the user-level interaction with the

browser, and the HTTP-based communication between the browser and the server.

The simulated user actions listed above trigger JavaScript code, which itself makes

HTTP request-response exchanges (HTTP interactions) with the server and parses and

displays the results. In our example, when an input is �lled into the search form, the

�eld’s change handler makes an AJAX request to the server with the search string. The

server returns a JSON object which is converted by the client-side JavaScript into an

HTML snippet to populate the autocomplete list. These interactions are recorded as

HTTP traces; the logs of HTTP interactions performed during each test, along with the

corresponding input and output data.

Our goal is to eliminate the �rst level of interaction, along with the browser itself,

and conduct web data extraction exclusively using HTTP interactions. A secondary goal

vauxhall.co.uk
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Figure 5.2: The �ve-steps a visual wrapper takes to extract dealership data from the

Vauxhall site, in this case using the search input “Preston”.

is to minimise execution cost of these HTTP-based wrappers, measured by the number

of HTTP interactions, time, and network usage required to extract the target data.

A tool which could simply replay the same HTTP interactions that a browser-based

wrapper would have made would ful�l the �rst goal—already a signi�cant gain—but

would still be very wasteful.

Project contributions

To our knowledge, this is the �rst attempt to automatically transform visual wrappers

into HTTP wrappers. This is not surprising, given that it is a di�cult problem, both

theoretically and technically. The main contributions of this work are as follows:

• The presentation of our FastWrap algorithm, and its implementation. We have

developed an algorithm to analyse a given visual wrapper and produce, where

possible, an HTTP wrapper which extracts the same target data. The algorithm

is based on the concept of a dependency graph, showing how di�erent data values

�ow through the website’s multiple HTTP interactions. We present both the

high-level approach, as well as a concrete algorithm.

• A description of the challenges and limitations of the approach. To make the

transformation feasible, while still being useful and e�ective, we must carefully

set the scope of the wrappers we aim to handle. In particular, there are certain

classes of sites which our current prototype cannot support, and we will discuss

how and why those limitations were chosen.

• The evaluation of FastWrap on real websites. Our implementation of the new

algorithm is tested on real sites, using both real-world and hand-made OXPath
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wrappers as input. This proves the feasibility of our approach for large-scale,

general-purpose wrapper transformation.

• An analysis of problematic cases and suggested solutions. By analysing the tool’s

performance on real sites, we are able to make some observations about where

the current prototype is limited, and suggestions on how they could be addressed.

Some of the problems are purely technical, requiring more implementation work,

while others are signi�cant research challenges in their own right.

5.2 The FastWrap approach

This section introduces FastWrap, our approach to automatically generating HTTP

wrappers. The algorithm takes as input a visual wrapper, along with examples of its

input parameters, and produces as output a corresponding browserless HTTP wrapper.

The output wrapper extracts the same data as the input wrapper by directly interacting

with the website’s servers and does not require loading and rendering the web page.

FastWrap works by executing the input wrapper with the given input parameters

to collect the sequence of request-response exchanges between the input wrapper and

the web server. The individual HTTP interactions from these recorded traces can be

thought of as forming a dependency graph: each interaction requires certain input

parameters, and once executed with those inputs, provides certain corresponding output

parameters. Once we have identi�ed the target data which we need to extract, the

algorithm explores this dependency graph in order to satisfy all the input parameter

requirements of the interaction which returns the target data.

The output wrappers are generated solely based on analysis of the HTTP traces

and some on-the-�y tests against the remote server. They do not require any live

interaction with the visual wrapper tool recording the traces. This means our approach

is applicable to a wide range of visual wrapper formats and tools, and is not tied to any

particular system.

Algorithm description

We will now give a more thorough description of the algorithm, including formal

descriptions of the main objects it uses: concrete and abstract HTTP interactions, the

dependency graph, and HTTP wrappers. The full pseudo-code for FastWrap’s algorithm

is given at the end, in Algorithm 3.

Step 1. Execute the input wrapper on the given sample input parameters and record the
corresponding HTTP trace for each run, along with the input parameters and output data.
In the special case where input wrapper does not take input, simply execute the input
wrapper a single time.
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CADC="GBW3C1"
UPSC="GBSK9V"

Figure 5.3: An example of a single HTTP trace for the Vauxhall wrapper, shown

alongside the corresponding wrapper actions from Figure 5.2. Each block represents an

HTTP interaction.

An HTTP trace for the Vauxhall site with input “Preston” is illustrated in Figure 5.3.

In the diagram, the HTTP interactions are grouped according to which step of the

input wrapper triggered them. For example, interaction i is the initial page load, and

the group of interactions immediately following it (before the �rst user-level action)

are the assets downloaded while rendering the page. Interaction ii is the AJAX call to

populate the autocomplete drop-down. The boxed interactions iv, v and vi contain the

target output data in their responses. However, as we shall see later, interaction iv is

not reliably repeatable, and FastWrap is unable to successfully extract the data from

interaction v, leaving interaction vi as the only viable source of the target data.

The dashed lines show matching parameter values between di�erent interactions.

For example, the string “GBW31C” appears in the request parameters for interaction

vi, and in the response bodies of interactions i, iii, iv and v. These matches are not

part of the HTTP trace itself, but are computed and used later in the algorithm, and are

included here as an illustration of the relevant parts of the data-�ow.

De�nition. An HTTP interaction is a tuple (U ,V , P ,B), representing an HTTP

request-response exchange, where:

• U is the request URL template: the URL without its query string and with values

of segments split by “/”, removed);

• V is the HTTP verb, “GET” or “POST”;

• P is a set of HTTP request parameters, each of which are pairs pi = (ni ,vi)
specifying parameter names and values. A parameter name ni is a pair (oi , si) of

an origin and an origin-speci�c name. The origin describes where in the request

the parameter comes from, and is one of “header”, “path”, “query”, or “post”. This

disambiguates parameters with the same name in di�erent parts of the request.
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• B is the body of the response, and is labelled with one of the types “html”, “json”,

“jsonp”, or “xml”.

An HTTP trace is a sequence of HTTP interactions, along with their associated input

and output data from the visual wrapper. �

Step 2. Analyse the traces in order to identify those HTTP interactions that contain the
target records. These are called the target interactions. Initially, the target records are
the output records discovered in Step 1. In subsequent iterations, they are provided by the
recursive call in Step 4.7.

HTTP interactions which contain the target data are shown boxed in Figure 5.3. In

this case there are three: interactions iv, v, and vi.

The traces are analysed “backwards”, starting from the target data and working back

towards the input parameters. In subsequent iterations, Step 2 will analyse interactions

i, ii, iii, iv and v. Using this method, only interactions which actually satisfy some

dependency which contributes to the target interactions are considered, and the vast

majority of totally irrelevant interactions (such as adverts, CSS �les, and so on; shown

without labels in the �gure) can be ignored. In Figure 5.3 the HTTP interactions without

labels are irrelevant in this sense; they do not contribute any data which is used (even

indirectly) by any of the target interactions. Therefore, the algorithm will not consider

them further.

Step 3. Group the target interactions from di�erent traces into equivalence classes.
De�nition. Two interactions are equivalent if they have the same URL template, the

same HTTP verb, the same set of parameter names, and the same response content

type. The parameter values and response content itself may vary. �
For example, Figure 5.3 shows a single trace for input “Preston”; the interaction

marked vi takes input parameters “CADC” and “UPSC”, and provides the parameters

“name” and “opening hours” as output. In the other test executions with other input

data, there will be corresponding interactions vi
′
, vi
′′
, and so on, which together form

the equivalence class [vi].

The grouping appears simple in our example, but it can sometimes be complex in

reality. The traces for di�erent inputs may not record exactly the same interactions, for

example, so the traces may not correspond exactly.

Step 4. For each group of of target interactions from Step 3, perform Steps 4.1–4.8.
Note that this iteration will run until we �nd a suitable wrapper which extracts

the target data (i.e., a wrapper which can successfully execute any one of the target

interactions), at which point the loop will be broken and the wrapper returned. If the

loop terminates without returning a wrapper, then return “none”.

Step 4.1. Generate a data selector to extract the required data (which we know is present
from Step 2) from the HTTP response of each interaction in the group. If a data selector
cannot be generated, then skip this group and return to Step 4.
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A data selector is an expression (for example an XPath expression) which describes

exactly how the target data is to be extracted from the HTTP response body. For tree-

structured data, like HTML, XML or JSON, FastWrap searches through the structure to

�nd the path which leads to a given target data item. The paths for each data item in a

trace, and across the di�erent traces in a group, are then combined to generate a single

selector capable of extracting all the target data. For example, if the three data items

for a parameter are found at the XPaths /ul[1]/li[1]/a, /ul[1]/li[2]/a and /ul[1]/li[3]/a,

then these three expressions can be abstracted to the �nal selector /ul[1]/li/a.

It is often the case that any single parameter can be found in multiple groups. For

example, interaction vi requires the parameters “CADC” and “UPSC”, which can be

obtained from any of the interactions i, iii, iv or v. However, interactions i and v

both contain a list of all possible values for “CADC”, and it is impossible to generate a

selector which can choose the correct value across di�erent traces. Thus, no working

data selector can be generated for [i] or [v]. A selector can be successfully generated

for both [iii] and [iv]. The response type for interactions in [vi] is “html”, so an XPath-

based data selector is generated. In other cases, other selector types would be used.

Sometimes simple transformations of the extracted data are required, in which case

they are recognised by our algorithm and applied.

Step 4.2. Ensure that all HTTP interactions from the equivalence class are repeatable. If
not, skip this group and return to Step 4.

Each interaction is re-executed outside the context of the interactive browser ses-

sion to make sure that it can be replayed and the selector can extract the target data.

This shows that FastWrap has captured all the information necessary to successfully

replay each HTTP interaction. FastWrap may fail to replay an interaction successfully

if it includes some session information which is no longer valid, or requires some

parameters which were not identi�ed. For example, the current prototype does not

support parameters in cookies.

Step 4.3. Classify each parameter of the interactions in the group as either constant or
variable. Constant parameters have the same value across all interactions in the group,
while variable parameters can change from trace to trace.

In our example, both “CADC” and “UPSC” are variables, as they occur with di�erent

values in di�erent traces. There are many constant parameters in each request, such as

“x-brand”, which is always “vauxhall”, or “x-language”, which is always “en”. As these

parameters never vary, they do not need to be included in the algorithm’s search of the

dependency graph.

Step 4.4. Use query probing to remove variable parameters from the interactions if they
are not necessary to retrieve the target data.

Not all parameters are directly related to the data-�ow required for the wrapper

being analysed. Some simply contain tracking or session data, for example, and do not
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a�ect the results. By removing these parameters we reduce the number of dependencies

required to invoke each HTTP interaction, and therefore reduce the search space for

the algorithm.

Step 4.5. Create an abstract HTTP interaction from the equivalence class. An abstract
interaction is an HTTP request with placeholders replacing each of the variable parameters.
These abstract HTTP interactions will be the nodes in our dependency graph.

De�nition. An abstract HTTP interaction is a template for a new HTTP interaction,

represented as a tuple (U ,V ,N ,C, r ), where:

• U andV are the URL template and HTTP verb, respectively, as for concrete HTTP

interactions;

• N is the set of names of variable parameters which were found to be required in

Step 4.4;

• C is the set of constant parameter names and their values; and

• r is the HTTP response type. �

Figure 5.4 shows the abstract HTTP interactions for our Vauxhall example, generated

from the concrete HTTP interactions in Figure 5.3. For instance, the equivalence class

[vi] corresponds to abstract interaction vi in the dependency graph.

De�nition. A dependency graph is a directed acyclic graph whose nodes are abstract

HTTP interactions. Each edge is annotated by a tuple (n, s, t), where n is a parameter

name, s is a data selector and t is a value transformer. A value transformer is a function

which converts the data extracted from the response of one interaction into the format

required by the following interaction. In addition, the graph contains special nodes

input and output, each annotated with a set of parameter names. �
Note that the algorithm does not need to explore the whole dependency graph. It is

explored lazily until a suitable wrapper is found. In particular, the dependency graph

never needs to be materialised; the algorithm searches it implicitly to �nd a suitable

wrapper.

De�nition. An HTTP wrapper is a dependency graph with the following properties:

• It contains the special output node;

• All parameter dependencies are resolved. That is, for each abstract interaction in

the graph, if it contains an input parameter named n, then there is an outgoing

edge labelled with n.

The generated HTTP wrappers are sub-graphs of the full dependency graph. �

Step 4.6. Identify any variable parameters for the group whose values come directly from
the input parameters.

For example, the parameter “city” in interaction ii is provided directly in the in-

put data. In this case the parameter occurs exactly in the input, but in other cases

transformations may be required, as in Step 4.1.
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Step 4.7. For each variable parameter p that cannot be obtained from the input, run
the algorithm recursively from Step 2. The target data during the recursion is the set of
parameter values of p. To avoid loops, remove all interactions from the current equivalence
class from consideration. The recursion produces a wrapperWp for each such variable
parameter p, or returns that no wrapper can be found. If the recursive call for any variable
fails to �nd a wrapper, then skip this group and return to Step 4.

For example, when considering abstract interaction vi, the algorithm runs recur-

sively to �nd suitable values for the variable parameters “CADC” and “UPSC”. These

recursive calls return “local” wrappers WCADC and WUPSC, which will ultimately be-

come subgraphs of the �nal wrapper constructed by the algorithm. Both of these local

wrappers have the form:

input ii iii output
city searchText CADC

A useful e�ect of this recursion is that the �nal wrapper doesn’t necessarily follow

the chronological order of HTTP requests as they were recorded in the trace; they can

be rearranged as needed to obtain a more e�cient wrapper.

Step 4.8. Merge all the local wrappersWp into a new graphW . Also add the current
abstract interaction, along with edges from it to eachWp , labelled by their parameter name
p. Exit the loop and returnW .

For example when processing abstract interaction vi, we have two subgraphs, each

with the form shown above, where iii provides the target data. As such we add two

edges from vi to iii labelled with “CADC” and “UPSC”.

The full dependency graph for our example is shown in Figure 5.4, including all

dependency edges which could provide the required data at each step. The graph

contains one wrapper, which is returned by the algorithm (comprising nodes ii, iii and

vi). In our experiments, the second candidate wrapper (comprising nodes ii, iv and vi)

is rejected at Step 4.2 because abstract interaction iv could not be repeated.

Some parameter matches from the HTTP traces do not give rise to corresponding

abstract dependencies. In our example, Figure 5.4 has no edges between abstract

interactions vi and v, or vi and i, even though those edges do appear in Figure 5.3. This

is because the result content of interactions i and v includes all the possible values for

certain parameters, and it is therefore impossible to generate a data selector which can

precisely extract only the relevant data corresponding to the given user input. Thus,

these nodes are rejected at Step 4.1 as sources of those parameters. Note that the arrows

in the �gure show dependencies, so the data �ow in the resulting wrapper is in fact

from left to right.

The HTTP wrapper graph returned by this algorithm is simple to execute concretely

as a usable wrapper. The de�nition of an HTTP wrapper means that it either requires

no input, or only requires parameters from the special input node, which are those
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Figure 5.4: The full dependency graph for the Vauxhall example. Abstract interaction

iv is included for illustration, although in reality it could not be reliably repeated, and

so would have been removed at Step 4.2. The boxed area shows the resulting HTTP

wrapper, and the value transformations applied at each step.

we would have used for the original visual wrapper. The execution is by depth-�rst

traversal of the wrapper graph, beginning at the output node. Each interaction is

executed—that is, the request is sent to the server and the response received—once all

the values for its input parameters are obtained, whether they come directly from the

input or from prior HTTP interactions.

As presented, the FastWrap algorithm returns the �rst wrapper it is able to discover.

It is relatively simple to extend the algorithm to return all wrappers from the full

dependency graph. There are two changes required to Step 4.8: First, it would not break

the loop once one wrapper has been found, but would continue the search. Second, it

would need to build output wrappers for each combination of the di�erent sub-graphs

available for each parameter returned from Step 4.7. Some heuristics would likely be

required to determine which of these candidate wrappers were worth keeping, and

which were redundant and could be discarded.

In our FastWrap implementation, we have extended the algorithm to return a

wrapper for every abstract interaction containing the �nal output data (as returned by

the visual wrapper), but it does not attempt to return every possible wrapper. In our

experiments, very few examples gave rise to more than one HTTP wrapper.

Algorithm 3 shows the pseudo-code implementing the FastWrap process described

above. The algorithm takes as input a visual wrapper V , and a set of input values I for

this wrapper. It returns an HTTP wrapper which extracts the same data as V , or ⊥ if

none could be found. The main work of the algorithm is performed by the recursive

procedure Resolve-Dependencies, which takes as input a set of HTTP traces T, a set

of input values I , and a set of target records D, and returns an HTTP wrapper or ⊥.
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Algorithm 3 The FastWrap algorithm. Step

1: procedure FastWrap(V , I )
2: T← ∅; D ← ∅
3: for input ∈ I do
4: trace, extracted-data← Execute-Visual-Wrapper(V , input)
5: T← T ∪ {trace}
6: D ← D ∪ {extracted-data}
7: end for

8: return Resolve-Dependencies(T, I , D)

9: end procedure

10: procedure Resolve-Dependencies(T, I , D)

11: Find the HTTP interactions H from traces in T which contain the target data D.

12: Group H into a set of equivalence classes C .

13: for c ∈ C do

14: S, F ← Generate-Selector(c , D)

15: if selector S and value transformation function F are successfully generated then

16: . Con�rm the interactions can extract the target data with S and F .

17: D ′← {Execute-HTTP-Wrapper(i, S, F ) | i ∈ c}
18: if D ′ = D then

19: Pvar, Pcon ← Identify-Variable-Parameters(c)

20: P ′var ← {p ∈ Pvar | Check-Parameter-Reqired(c,p)}
21: Create an abstract interaction A from C .

22: . Check for parameters available directly from the input

23: input-params← ∅
24: for p ∈ P ′var do

25: if values(p) are available from I via value transformer Fin then

26: Mark p as coming from the input via Fin.

27: input-params← input-params ∪ {p}
28: end if

29: end for

30: P ′′var ← P ′var \ input-params
31: . Resolve dependencies for the remaining parameters

32: W← ∅; T′← {t \ c | t ∈ T}
33: for p ∈ P ′′var do

34: W←W ∪ {Resolve-Dependencies(T′, I , values(p))}
35: end for

36: if ⊥ <W then

37: Initialise a wrapperW .

38: Add node A, connected to the output with annotation S, F .

39: Add each sub-wrapperWp ∈ W, linked to A with annotation name(p).
40: returnW
41: end if

42: end if

43: end if

44: end for

45: return ⊥

46: end procedure

1
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Implementation details

In our implementation, the HTTP traces are recorded by an instrumented version of

OXPath [45]. The input wrapper is provided as an OXPath expression, and whenever

the OXPath browser makes an HTTP call to a remote server, it is recorded in the HTTP

trace. These HTTP traces are saved as log �les by OXPath, and are given as input to

FastWrap. FastWrap itself is implemented in Python.

To extract the target data from HTTP responses (whether for output or as input to

a subsequent interaction), FastWrap supports either XPath or JSONPath expressions

as data selectors. XPath expressions extract data from HTML or XML content, and

JSONPath is an analogous query language for JSON-formatted data. Additionally, once

the XPath or JSONPath expression is applied, the data selectors support serialising the

resulting object as a string and either splitting it on certain characters or extracting

certain substrings. This makes the data selector system very �exible, and means that

data can be extracted even if it is not available in a perfectly “clean” form in the response.

Steps 4.1 and 4.6 in the algorithm can apply transformations to extracted data so

that it matches the format required—either for output or as input to a subsequent

interaction. FastWrap supports a library of simple transformation functions which can

be identi�ed and applied automatically. They are as follows:

• Trimming leading and trailing spaces, and removing double spaces;

• Extracting substrings and concatenation with constant strings;

• Various methods for URL encoding and decoding;

• Replacing HTML escape sequences;

• Truncation of numeric strings to a certain precision (which is common in APIs

which deal with geographic coordinates).

The functions we have chosen to implement so far are based on our observations of

common patterns in real-world sites. We also support some simple combinations of

the above transformations, where two are applied in sequence. It is easy to extend the

system with new value transformers or combinations as they are required.

Setting the scope of supported wrappers

In order to develop a �rst prototype, we have made certain assumptions about the

wrappers and websites being analysed. These set the scope of applicability of the

current algorithm. With further work, we hope that many of these assumptions can be

relaxed or removed, making the system more widely applicable.

Extraction from a single source. The input wrapper may make any number of user-

level actions, and visit multiple pages during its execution, but the data extracted must

all come from a single page. Further, our algorithm assumes that the target data is

available from a single HTTP interaction, whether it be a web page or AJAX request.

For example, if a site combines restaurant names obtained from one AJAX call with
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postcodes from another to display them together, the current version of FastWrap

would not support extracting the combined records including both �elds. The vast

majority of real-world wrappers only extract data from a single target page, and it

is relatively rare for sites to assemble their output data from multiple sources on the

client-side. Most wrappers which extract from multiple pages do so by following “next

page” links, which could be handled separately.

We also assume that the input wrappers are “linear” in the sense that they follow a

single path to provide any required input data and extract their target output records.

We do not support iteration to apply the same actions over multiple items (for example,

wrappers such as “for each product on the product listing page, navigate to its product

detail page and extract the price”), which produce “tree-shaped” traces.

Extracting �at records. Our implementation assumes that extracted records (whether

part of the output or for intermediate parameters) have a �xed, �at structure. Our

records have no optional parameters and no hierarchical structure. OXPath wrappers

commonly extract structured entities, for example a wrapper might extract product

listings including attributes of the products (some of which are not present for all prod-

ucts), and the list of user reviews for each product. FastWrap does not yet support such

wrappers; for the above example, supported wrappers would extract �xed information

about each product, or extract a list of reviews for a speci�c product.

Reproducible HTTP interactions. FastWrap assumes that HTTP interactions can

be replayed to attain the same response content, and also that the abstract HTTP

interaction templates can be used to generate valid new interactions which return

useful data. Some sites use dynamically-generated session IDs, or short-term session

cookies which violate this assumption. In these cases, the server can recognise that a

replayed request is no longer valid and return an error message instead of the previous

content. As such FastWrap is unable to generate HTTP wrappers for these sites.

Fixed parameter names. Our approach assumes that parameter names are �xed and

can be used to identify the same parameter between traces. Some sites, however, use

variable parameter names, and in particular encode the parameter values into the names

of the parameters in their requests. For example, many sites use the Google Maps

geocoding API to convert location searches to geographic coordinates which are then

used to look up branch locations near those coordinates. When searching for “oxford”,

the request to Google’s geocoding API (namely a GET request to GeocodeService.Search)

includes the parameters “4soxford”, “7sgb” and “9sen-US”, each with no value, as well as

some API key and callback-related parameters. Here the parameter names are used to

transfer the query data to the server. As FastWrap depends on the parameter names for

matching equivalent interactions across traces, sites which use this pattern as part of

the critical-path for looking up the target data cannot be supported. Even if a general-

purpose solution is di�cult, Google Maps and its Geocoding API are so prevalent that

it would be worthwhile to add speci�c special-purpose handling for this particular API.
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5.3 Experimental evaluation

This section presents our evaluation of FastWrap on a variety of real-world sites and

realistic wrappers. The input wrappers were provided as OXPath expressions and

the HTTP traces were recorded by an instrumented version of OXPath, as described

above. These traces are then passed to our Python implementation of FastWrap which

generates a corresponding HTTP wrapper in a custom JSON-based format.

Choice of test cases

Our evaluation uses wrappers for real-world websites, following realistic data-extraction

tasks. Where possible, we used a suite of existing wrappers generated by DIADEM, and

in other cases created new OXPath wrappers manually.

Our di�erent classes of wrappers are as follows:

• No-input wrappers. A set of 41 wrappers for US restaurant chains which do not

require input. They typically extract information about the restaurant branches

which are all visible on a single page, so the wrapper simply navigates to that

page and extracts the data. Note that this does not mean there is nothing for

FastWrap to optimise; the data may still be loaded via AJAX, and cutting out the

browser still provides a bene�t.

• Restaurants. A set of 12 wrappers for US restaurant chains which do require input

to look up the desired output.

• Cars. A set of 11 wrappers for popular car manufacturers, which extract informa-

tion about their dealerships.

• Random URLs. A set of 25 wrappers for a set of random URLS. The URLs were

sampled from the Common Crawl search index [30], which contains over 3 billion

pages. We chose to include random URLs to test how FastWrap performs on

“long tail” sites. Most of the sites were much simpler than those from the other

domains. Therefore most of these wrappers simply use the site’s search box to

look up certain keywords and return the corresponding results.

• Multi-step wrappers. A set of 12 wrappers which require multiple interactions

to make a query and extract data, both at the user-action level and the HTTP

level. For example, a typical wrapper from this group would enter a search

string into a search box, choose the �rst item from the auto-complete list, and

�nally extract information from the detail page of the suggested product. A

corresponding HTTP wrapper would need to be able to link the AJAX request

for the auto-complete �eld with the corresponding product page being loaded.

These examples are mostly retail sites.
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In total, we evaluate 101 wrappers across these �ve verticals. The 56 wrappers

for the combined restaurants domains were generated by DIADEM’s fully-automated

wrapper induction [44]. They represent real-world data extraction wrappers, and were

only minimally updated to re�ect changes in the target sites. The 45 wrappers for the

three remaining verticals were created manually. These wrappers extract similar types

of data (car dealership information, article information from news sites, and so on)

using similar methods to the DIADEM wrappers. The wrappers for the multi-step set

were carefully constructed to ensure that a corresponding HTTP wrapper is required

to chain multiple requests in order to access the target data.

The wrappers listed above all match the scope restrictions described in the previous

section. Wrappers which we could easily see were out of scope were excluded directly,

and others were removed from the evaluation once their out-of-scope features were

discovered. In all, we tested 130 wrappers and excluded 16 for using Google’s geocoding

API as a critical part of the query process, and 13 for having necessary HTTP interactions

which FastWrap was not able to successfully repeat. This left the 101 valid wrappers

for the evaluation.

Experimental setup

The experiments are run in two phases. First, the input wrappers were executed in

OXPath to record the HTTP traces. Our version of OXPath is extended with a proxy

server which watches all the HTTP request-response exchanges made by the OXPath

browser and records them into the trace. It also records the input and output data.

Each wrapper was executed 8 times with di�erent input parameters (chosen manually

beforehand), except those which require no input, which only need to be executed once.

Second, the saved HTTP traces were passed to our FastWrap system, which at-

tempted to generate a corresponding HTTP wrapper. For wrappers which take input,

�ve of the recorded traces were used for wrapper induction, and three were reserved

for the evaluation. These remaining three sets of input parameters and output data are

used as a test set to check the new wrapper on inputs which were never seen during

the induction phase and con�rm it still extracts the expected data. The wrappers which

do not take input were transformed and evaluated on a single trace; for these, we only

need to con�rm that they can reliably return the expected data.

If the HTTP wrapper returns identical data to the original OXPath wrapper for a

given test input, it is marked as a successful evaluation. If all three of the test inputs for

a given wrapper are successful, then the wrapper is marked as fully correct.

Results

Overall, FastWrap was able to successfully generate HTTP wrappers for 76 (75.2%) of

our examples, with 72 of those (94.7%) being fully correct. However, the results varied

signi�cantly between the di�erent classes of test wrappers.
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Figure 5.5: The di�erent outcomes of the wrapper induction process for wrappers in

each of the �ve groups.

Figure 5.5 shows the di�erent results of the wrapper induction over the �ve groups.

Selector generation refers to cases where FastWrap could not generate a data selector to

extract the target data from an HTTP response. Composite parameters were a common

problem here, where a single parameter would encode multiple data values. For example,

a list of geographic coordinates are sometimes encoded in a single parameter value such

as “lat|lon;lat|lon;lat|lon;...” and then split apart by the receiving code. A few simple

cases can be handled by our string-splitting value transformations, but in general

FastWrap has no way to decode such values into the structures they represent and

extract the data. Extra data refers to wrappers which extract a superset of the expected

data. This is often because a full data set, such as a list of search results, is retrieved via

AJAX, and then only a �ltered subset is shown on the page (which is what the visual

wrapper then extracts). As such, when FastWrap extracts the data directly from the

AJAX response it �nds more records than its goal, with no way to know which should

be returned. In many applications this is a bene�t, because the goal of the wrapper

is to eventually extract all the data—�nding a short-cut to getting more data than is

available to the visual wrapper represents an additional speed-up. However, for our

evaluation we use the strict goal of extracting identical data to the visual wrapper,

so these cases are not counted as successes. Other encompasses other issues which

prevented a wrapper from being generated. This was commonly due to “heterogeneous

content”, where data is nested within multiple “layers” of di�erent types of content.

For example, the data might be encoded as an HTML snippet, which is serialised into

a string in a JSON object. Our implementation of FastWrap does not support data

selectors which span multiple formats like this.
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Table 5.1: The results of FastWrap’s wrapper induction process and the evaluation of

the generated wrappers.

Wrappers

Avg. gen.

time (s)

Ignored

params (%)

Successfully

generated (%)

Successful

eval. (%)

Fully

correct (%)

No-input 2.14 0.0 92.7 100.0 100.0

Restaurants 35.40 0.0 25.0 100.0 100.0

Cars 241.48 25.0 54.5 100.0 100.0

Random 33.07 8.7 88.0 97.0 90.9

Multi-step 99.89 14.8 58.3 91.7 77.8

All 44.91 13.8 75.2 98.2 94.9

On average, it took 44.9 seconds to generate an HTTP wrapper, excluding the

time taken to record the original HTTP traces (which was 33.3 seconds per trace on

average, and therefore 166.7 seconds for the �ve traces used for wrapper induction).

For the simple wrappers in the no-input class, the average wrapper generation time

was only 2.1 seconds, while the more complex multi-step and cars classes took 99.9 and

241.5 seconds respectively per wrapper on average. This is because the more complex

wrappers recorded many more HTTP interactions, slowing the algorithm’s interaction

grouping and parameter-matching stages signi�cantly.

Table 5.1 shows the results of the wrapper induction and evaluation process. Across

all wrappers, FastWrap found that 13.8% of variable parameters checked could be

removed without a�ecting the results. This indicates the importance of query probing

for identifying unnecessary parameters to reduce the size of the dependency graph and

increase the chance of resolving all dependencies. In total, 98.2% of the �nal wrapper

evaluations were successful (the HTTP wrapper extracted the same data as the OXPath

wrapper on previously unseen inputs), with 94.9% of the wrappers being fully correct

(extracting the correct results on all three test inputs). Note that these numbers include

three cases where two HTTP wrappers were generated for the same input wrapper.

Table 5.2 compares the performance of the generated HTTP wrappers against

the original OXPath wrappers. In all cases, the new HTTP wrappers signi�cantly

outperform the corresponding OXPath wrappers. On average, they took 4.2% of the

time (a 23.8-times improvement), used 3.2% of the network resources, and made 1.4% as

many HTTP interactions. This con�rms that removing the browser leads to a signi�cant

performance bene�t for wrapper execution.

The majority of the HTTP wrappers required only a single HTTP interaction, plus

any value transformations applied to its input and output. In the no-input, restaurants

and random-URLs classes, for example, all the generated wrappers only require a single

interaction. In the multi-step class, seven OXPath wrappers were successfully converted,
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Table 5.2: A comparison of the average time taken (excluding browser initialisation),

data transferred (with images disabled), and number of HTTP interactions made when

executing the OXPath wrappers and their HTTP wrapper equivalents.

OXPath wrappers HTTP wrappers Comparison

Wrappers

Time

(s)

Data

(KB) Int.

Time

(s)

Data

(KB) Int.

Time

(%)

Data

(%)

Int.

(%)

No-input 23.88 1 487 38.6 0.84 68 1.0 3.5 4.6 2.6

Restaurants 15.38 1 990 73.6 1.03 16 1.0 6.7 0.8 1.4

Cars 22.31 5 272 117.5 0.87 46 1.2 3.9 0.9 1.0

Random 22.30 2 773 79.7 1.31 75 1.0 5.9 2.7 1.3

Multi-step 42.53 3 884 76.6 1.29 191 1.9 3.0 4.9 2.5

All 26.92 2 942 76.9 1.14 94 1.1 4.2 3.2 1.4

with six of the new wrappers using two interactions, and one using three. There is

also a single example from the cars group which required two interactions. These

examples represent successes for the algorithm’s dependency tracking, which was able

to track the parameters’ data-�ow through the traces and “chain together” multiple

interactions in sequence to reach the target data. Finally, for two of the multi-step

examples, FastWrap was able to �nd a second wrapper using only a single interaction,

which is why the average number of interactions shown in Table 5.2 is 1.9. This

highlights one of the great advantages of our approach; even with examples speci�cally

chosen to require multiple interactions, FastWrap was sometimes able to �nd a short-cut

to a more e�cient wrapper.

Once generated, the vast majority of HTTP wrappers were evaluated successfully

and found to be fully correct. Only two wrappers each from the random-URLs and

multi-step groups failed any evaluations at all.

FastWrap’s HTTP wrappers perform interactions fetching HTML data 76% of the

time, JSON data 22% of the time, and XML only 2% of the time. Unsurprisingly, the more

complex sites made heavier use of JSON, as the target data was more often accessed on-

the-�y using AJAX. For example, the simpler sites from the no-input and random-URLs

groups used HTML interactions 92% and 91% of the time, respectively. In contrast, the

more complex cars and multi-step groups used HTML only 13% and 55% of the time,

and JSON 75% and 45% of the time, respectively.

The wrappers make use of the following value transformations (excluding trans-

formations of the output data, all of which simply trim extra white-space): no trans-

formation (68% of the time); URL encoding or decoding (21%); string operations (5%);

truncating numeric data to a certain precision (4%); and composite transformations

involving URL encoding before or after other transformations (2%).
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5.4 Discussion

Our experiments con�rm that it is feasible to automatically transform traditional

browser-based data extraction wrappers into browserless HTTP wrappers. The Fast-

Wrap approach is e�ective, and the generated wrappers are dramatically more e�cient

than the original browser-based ones. Our techniques could already provide huge

bene�t to many real-world data extraction problems.

However, there are obviously still many improvements which can be made. The

main goal of our future work will be to increase the number of sites and input wrappers

which FastWrap can operate on. While the scope restrictions discussed at the end of

Section 5.2 permit many useful and powerful wrappers to be tackled, they still exclude

many which we would also wish to handle. Some ideas for loosening these restrictions,

and addressing the failures seen in our evaluation, are discussed below. In particular,

it seems important to address the issues observed in the more complex wrappers. As

illustrated in Figure 5.5, even among wrappers which fell within our algorithm’s current

scope, 25% of wrappers could not be translated.

Heterogeneous content. During our evaluation, we discovered several instances of

“nested” content, where a structure of one content type is serialised within another

structure, often of a di�erent content type. The most common example is snippets of

HTML being serialised as strings in a JSON object returned from an AJAX call. These

snippets are then added directly to the page, displaying the data. Either the HTML or

JSON content alone can be parsed, but currently there is no way to extract data from

these nested structures. It should be possible to create hybrid data selectors which are

able to select data through multiple “levels” of serialisation. This would solve many of

the common cases. It may also be useful to apply some existing techniques for selecting

known data from unknown or variable structures [26, 63, 85].

Composite parameters. Several of our evaluation sites encode multiple pieces of

data into a single parameter. This can vary from simple pairs of values which can

sometimes be handled by our string-splitting value transformers up to much more

complex structures which cannot be parsed. There is currently no way for FastWrap to

parse these parameters to extract data or, if they are input parameters for an interaction,

reconstruct them to make new HTTP requests. Domain knowledge could help in many

cases, for example addresses might be identi�ed from the combination of the various

separate parameters for the house number, street name, and so on. Techniques from data

matching may also be applicable [21, 80], once the variable parts have been identi�ed

by comparing interactions from the same equivalence class.

Extracting too much data. It was relatively common (6.9% of the wrappers tested)

to �nd interactions which could provide more data than the original OXPath wrapper

returned. For example, a car dealership search interface may return all the models from

a certain manufacturer, while a client-side JavaScript �lter then restricts the models
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shown to the user to only those which match their search criteria. As FastWrap has no

way to �lter out the “expected part” of the data, and our evaluation aimed at replicating

the input wrappers exactly, these cases were marked as failures. As noted earlier, in

many real applications, this would not be a problem and may in fact be an improvement

over the original wrapper. In other cases, it may be possible to apply JavaScript analysis

to track how the results are �ltered on the client-side, and re-apply the same �lter in the

browserless wrapper. Alternatively, with enough training examples it may be possible

to use machine learning techniques to identify which results should be �ltered out.

Tracking complex transformations. As well as �ltering, JavaScript analysis may

be useful to track other kinds of complex value transformations. FastWrap currently

identi�es value transformations by comparing the output data of one interaction with

the input data required for another and checking if any of its library of known transfor-

mations can be used to make the necessary conversion. More types of transformation

can be supported by extending this library. An alternative would be to use symbolic

tracing, as described in Chapter 3, to track the real data-�ow in the client-side JavaScript

code to see exactly what transformations are applied. This would allow much more

complex and site-speci�c value transformations to be tracked. It may also be possible to

automatically extract snippets of JavaScript which perform the required transformation

from the site, by combining program slicing [138, 142] with the symbolic tracing.

Supporting new content formats. FastWrap can extract data from HTML, XML,

JSON, and JSONP documents. However, we have also found other formats in use, and

supporting them would increase the number of sites FastWrap can successfully analyse.

A surprising example we found on several sites is data embedded into JavaScript

source code. The sites will load a JavaScript source �le from the server, which contains

assignments of literal values into variables, and these variables are built up into complex

objects. Once the �nal result object is built, it is passed to a callback function, de�ned

in the sites main code, which handles the downloaded data. This pattern is used in a

similar way to JSONP (JSON data “padded” with a callback function) to access data from

other domains without violating the browser’s same-origin policy, but the returned

structure is instead built up piece-by-piece on the �y. In these examples, it may be

possible to extract �at records by text-mining the downloaded JavaScript source. A

more interesting approach may be to execute these JavaScript snippets in isolation (that

is, without a full browser), and extract the �nal result object at the end.

Non-reproducible HTTP interactions. FastWrap was not able to successfully reproduce

all the recorded HTTP interactions. This was often related to session state being shared

with the server in ways which our analysis did not pick up. For example, an initial

interaction may contact the server to obtain a session ID, or generate one on the client-

side. If these IDs are not obtained or generated correctly, new requests to the same

endpoint will fail. Research in the area of web automation may be helpful towards

automatically obtaining these session IDs as if a real browser were being used [15, 18].
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Interactions with varying parameters. Our process for matching interactions across

traces relies on corresponding interactions having matching sets of parameters. If

parameters have di�erent names in di�erent traces, or a certain parameter is used in

some traces and not in others for the same HTTP request, then FastWrap will not be

able to recognise that these interactions should be grouped. Handling these cases would

require more advanced approaches to identifying similar HTTP requests that are able

to deal with such a high degree of variability.

Complex wrapper navigation. To simplify our �rst prototype, we required the input

wrappers to follow a single linear path and extract data from a single source. Although

these restrictions still permit many useful real-world wrappers, it would be better to

support a wider variety of wrappers as inputs. Some of the restrictions on the input

wrappers are simple to remove, but some will require further research. For example,

the algorithm can easily be adapted to extract the �nal output data from multiple

sources. A new node would be introduced to the dependency graph representing the

�nal combination of the di�erent output �elds required. This node would provide the

�nal output, and its input parameters would be the individual parameters of the output

data, which the existing algorithm could then link to the various di�erent abstract

interactions which can provide them. Wrappers which include certain well-de�ned

looping patterns, such as following “next page” links to extract results from multiple

pages, have been studied (for example in DIADEM), but supporting more general

looping and branching in wrappers requires more work.

Potential extensions

As well as addressing the limitations described above, we have identi�ed several inter-

esting extensions to the approach which would be interesting to investigate.

Wrapper optimisation. The current approach aims to generate a single HTTP wrap-

per, and stops as soon as a suitable one is discovered. From our tests it seems that many

sites do not permit multiple di�erent paths to the same data, so this is enough. However,

in some cases, and in particular if more complex sites and APIs are targeted, it may

be interesting to generate a suite of equivalent wrappers and choose the best among

them. Returning all possible HTTP wrappers which can be found from the given traces

only requires a relatively small changes to the algorithm, as described in Section 5.2.

Then they could be compared based on the number of HTTP interactions required, or

benchmarked to determine the time taken or data transferred while executing them. It

would also be possible to include this optimisation problem in the wrapper generation

process itself, and avoid exploring new ways to reach the same data if it appears they

will be more costly.

Short-cuts to certain values. In our experiments FastWrap sometimes encountered

interactions which could provide a list of the possible values for a certain parameter,

while only one value at a time is necessary for each query. This was seen in the Vauxhall
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example earlier, where interaction i provided all the possible values for the parameters

“CADC” and “UPSC”. If the goal of the wrapper is to make multiple queries to extract all

the data available from a site, then these interactions could provide a short-cut. Instead

of running the whole wrapper from the beginning for each query, it should be possible

to extract the set of possible values for some intermediate parameter and use those

directly as inputs to the following interactions. If the values for “CADC” and “UPSC”

were known ahead of time, then the wrapper could be reduced to calling interaction vi

and extracting the data, rather than calling interactions ii, iii and vi in sequence.

Partially-browserless wrappers. Finally, it would be interesting to investigate ways

to generate “partially browserless” wrappers. It is not always possible to generate a

fully browserless wrapper for every site. The APIs being used might require some

client-side processing which FastWrap cannot model, or the site may use session IDs

which FastWrap cannot track. In these cases, we would like to generate a wrapper

which runs without a browser where possible, but invokes the browser for any speci�c

steps where it is required. If FastWrap can identify steps in the wrapper which can be

reproduced successfully in a browser but not directly by its own HTTP interactions,

then the result may be a much more �exible system which can improve wrappers for a

much wider variety of sites.

5.5 Related work

To our knowledge, this is the �rst work to tackle the problem of automatically trans-

forming visual wrappers into HTTP wrappers. This work is an extension of an earlier

master’s project [113].

There are many sophisticated semi-automated tools which allow simple, GUI-

based wrapper generation. These include STALKER [105], Lixto [19, 56], import.io,
33

Mozenda,
34

FMiner,
35

iMacros,
36

Visual Web Ripper,
37

BODE [126], and Visual OX-

Path [81]. The wrappers produced by these tools are executed using traditional browser

engines. DIADEM can generate data-extraction wrappers fully automatically, given

only a list of target sites’ URLs [44]. This is done using a set of Datalog rules which

encode prior knowledge about the particular application domain being targeted (e.g.

property or used car sites).

Web automation tools and AJAX-aware crawlers share some similarities with visual

wrappers, in that they use a web browser to simulate user actions on a web page. Web

automation tools generate “test scripts” (essentially wrappers with little or no data

extraction) to check the correct behaviour of a web application [15, 18, 22, 84, 86].

Our approach could be used on these test scripts and could be used to verify that the

33
https://www.import.io/

34
http://www.mozenda.com

35
http://www.fminer.com

36
http://imacros.net

37
http://visualwebripper.com

https://www.import.io/
http://www.mozenda.com
http://www.fminer.com
http://imacros.net
http://visualwebripper.com
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application’s back-end produces the expected results. However, as our goal is to avoid

interaction with the application’s front-end as much as possible, it is obviously not

well-suited to testing that part of an application.

Modern web crawlers account for AJAX-based sites by building a state-graph of the

di�erent application states which can be reached by performing di�erent sequences

of actions on the page [33, 35, 100]. Some examples of these tools are described in

Section 4.11. Our approach could be adapted to convert these user-action–level state

graphs into new graphs at the HTTP-interaction level. If the purpose of crawling is

to extract data (including, e.g., for site indexing), then the back-end HTTP-level state

graph would provide a signi�cantly faster way to retrieve that data than the original

front-end state graph.

There has been some prior work on analysing logs of HTTP interactions, to infer

something about the behaviour of the user generating those logs [91, 141]. At a high-

level, this is similar to our work (both analyse traces of HTTP interactions to reconstruct

some higher-level information about the system or interaction) but the similarity is

mainly super�cial. We focus on observing interactions with a single website, without

any control over that site. In contrast, HTTP log analysis usually assumes many users

accessing a single instrumented back-end. As far as we are aware, none of the existing

work on HTTP log analysis considers the problem of discovering the underlying back-

end API (which is usually assumed to be known). Polaris is another tool which uses

dependency tracing to optimise web pages [106], but the focus is quite di�erent: Polaris

tracks which page objects (HTML �les, JavaScript code, etc.) cause other objects to be

loaded, with the goal of optimising page load times.

Our work on FastWrap was presented at WWW 2018 [41].





6 Conclusion

This thesis presents several techniques for improving the state of the art in web interface

analysis by combining traditional web analysis techniques with JavaScript analysis.

This combined approach has not been extensively explored by prior work in the context

of interface analysis or web information extraction. Existing approaches typically focus

either on web page and DOM analysis, using heuristics and domain knowledge to

reason about a page, or on JavaScript analysis alone, largely ignoring its interaction

with the parent web page.

This work develops certain key components necessary for a full-�edged web page

analyser, information extraction system, or deep web crawler. ArtForm is able to explore

and analyse a page’s user-level actions and use the information gathered to generate

machine-accessible descriptions which could be applied to wrapper induction. These

user actions must be executed in certain sequences to achieve particular e�ects on a

web page, and ArtForm is able to model and explore these sequences of events.

By using a production web browser as its base, our analysis platform avoids or

simpli�es many of the most di�cult aspects of traditional JavaScript analysis, such as

JavaScript’s highly dynamic features, the object system, and so on. It also simpli�es

many of the web-speci�c issues with traditional analysis approaches, such as code

obfuscation and the use of libraries. JavaScript analysis alone is not enough, a useful

interface analysis tool must also account for how the JavaScript code interacts with the

web page via the DOM API. Again, instrumenting a real web browser simpli�es much

of this modelling, allowing our platform to pull concrete facts from the DOM during

the symbolic trace recording.

As well as interface analysis, which is focused on generating data extraction wrap-

pers, similar approaches can be used to optimise existing wrappers. The work on

FastWrap shows that associating user-level browser actions with their JavaScript- and

HTTP-level implementations is an e�ective way to model the behaviour of a visual

wrapper and thus to generate more e�cient equivalents which do not require a full

browser environment.

As discussed in the introduction, this thesis presents the following key contributions:

• Development of a concolic testing platform for web JavaScript, which is based on

a production web browser engine and which is e�ective in practice;

• Application of this analysis platform to the problem of exploring and under-

standing web forms on real-world websites without prior domain knowledge,

including:
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– Integration of specialised modelling of the form input restrictions from the

DOM into the concolic testing,

– Development of the new dynamic action reordering algorithm for concolic

testing of event-driven form validation code,

– Development of a set of manual website investigation and analysis tools

using the same analysis infrastructure,

– Development of a concolic testing advice server which can provide low-level

concolic testing information to third-party tools in a simple way, and

– Application of the concolic testing platform to the discovery and analysis

of delegated event handlers;

• Automatic optimisation of existing data extraction wrappers by connecting the

high- and low-level actions performed by these wrappers, resulting in more than

an order of magnitude performance improvement on many sites.

While they do not constitute a complete information extraction or crawling system in

themselves, each of these contributions improves on the corresponding components

used in existing systems, and would make valuable additions to such systems.

A �nal contribution is an overview of the limitations of our approach and our

implementation, as well as those of various alternative approaches. We have also

outlined some seemingly promising directions for future work, both as extensions of

our system and as integrations with other tools.
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