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Abstract

Modern networked systems rely on complex software stacks, which
often conceal vulnerabilities arising from intricate interdependen-
cies. A Software Bill of Materials (SBOM) is effective for identify-
ing dependencies and mitigating security risks. However, existing
SBOM solutions lack precision, particularly in binary analysis and
non-package-managed languages like C/C++.

This paper introduces UniBOM, an advanced tool for SBOM
generation, analysis, and visualisation, designed to enhance the
security accountability of networked systems. UniBOM integrates
binary, filesystem, and source code analysis, enabling fine-grained
vulnerability detection and risk management. Key features include
historical CPE tracking, Al-based vulnerability classification by
severity and memory safety, and support for non-package-managed
C/C++ dependencies.

UniBOM’s effectiveness is demonstrated through a comparative
vulnerability analysis of 258 wireless router firmware binaries and
the source code of four popular IoT operating systems, highlighting
its superior detection capabilities compared to other widely used
SBOM generation and analysis tools. Packaged for open-source
distribution, UniBOM offers an end-to-end unified analysis and vi-
sualisation solution, advancing SBOM-driven security management
for dependable networked systems and broader software.

CCS Concepts

« Security and privacy — Systems security; « Software and its
engineering — Software notations and tools; « Networks —
Wireless access points, base stations and infrastructure.
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Security, SBOM, Accountability, Internet of Things, Software tools,
Firmware analysis
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1 Introduction

As IoT technologies become increasingly pervasive across diverse
safety-critical applications — ranging from smart cities to industrial
IoT and healthcare — dependable networked systems supporting
such infrastructures must navigate increasingly complex software
stacks with numerous interdependent components. Ensuring the
dependability and security of these systems is a critical challenge,
particularly given the distributed nature of IoT applications and
the diversity of technological standards they encompass. The high
heterogeneity of IoT devices — spanning variations in types, proto-
cols, manufacturers, update cycles, and software versions — signifi-
cantly complicates the task of guaranteeing consistent, high-level
protection for IoT applications operating across such diverse envi-
ronments. These complexities often expose hidden vulnerabilities
within interconnected software layers, compromising system de-
pendability, reliability, and security.

Memory-related vulnerabilities in IoT systems account for over
70% of known security threats [37], a figure consistent with reports
from CISA [11] and leading technology organisations [19, 31, 35].
When exploited on IoT safety-critical ecosystems, a single compro-
mised router can become the entry point for attacking IoT devices,
which subsequently compromises entire networks, escalating to
widespread cyber threats. Notable incidents highlight the urgency
of this issue: the Dyn DNS attack [21] and Mirai botnets [6], where a
multitude of IoT devices were used to launch a massive Distributed
Denial of Service (DDoS) attacks, the SolarWinds breach [27], and
Log4j incidents [40] all exemplify the wide systemic consequences
of vulnerabilities (however they arise).

Employing Software Bill of Materials (SBOM) advances our abil-
ity to develop dependable IoT ecosystems which are both secure and
resilient by design. SBOM provides a standardised framework for
enumerating software dependencies, enabling tracking of potential
vulnerabilities within the analysed software and its subcomponents.
Where SBOM concepts are supported by practical tools [32, 33],
existing and novel threats can, in principle, be the subject of rapid
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response. For instance, deploying a robust SBOM-based tool capable
of rapidly mapping software dependencies within safety-critical
IoT systems affected by a new unknown threat and enabling agile
and comprehensive recovery can protect these systems and their
interconnected neighbours from the propagation and exploitation
of that threat on a global scale.

Despite the availability of various SBOM generation tools [2, 5,
23, 29], existing solutions provide limited support for the compre-
hensive analysis of dependable IoT networked systems where a sig-
nificant portion of software is written in C/C++, operating without
standardised dependency management tools such as Conan [1], or
relying on frequent binary updates. These limitations arise from the
reliance of most SBOM tools on metadata-based approaches, which
lack the capability to extract and analyse binary images and C/C++
source code [49]. While individual tools dedicated to either binary
analysis or source code dependency analysis for C/C++ are avail-
able [26, 41], there is no unified end-to-end solution that currently
integrates these approaches for generating a fine-grained SBOM for
dependable networked systems. Additionally, existing tools often
lack advanced visualisation and classification capabilities, such as
historical threat analysis, prioritisation of severe vulnerabilities,
and comprehensive threat categorisation.

To address these limitations and provide a robust solution for
researchers and industry professionals managing the security of
modern IoT systems and dependable systems more broadly, we pro-
pose UniBOM — an open source tool for SBOM generation, analysis,
and visualisation!2. UniBOM enhances visibility and accountability
in dependable system software security by offering the following
key functionalities:

e SBOM generation for binary images: Supports firmware
binary analysis using the built-in Binwalk utility [26] to
extract firmware filesystems, followed by SBOM generation
with Syft [5] and CVE/CWE analysis with Grype [4].

e Tracking non-package-managed C/C++ dependencies:
Facilitates fine-grained SBOM generation by supporting non-
conan C/C++ source code analysis, leveraging integration
with the CCScanner tool [41].

o Al-based vulnerability classification: Addressing the preva-

lence of memory-safety threats in memory-unsafe languages
like C/C++, the tool categorises identified vulnerabilities into
memory-related categories and CVSS severity levels, priori-
tising high-risk vulnerabilities for more fine-grained and
effective threat management.

e Web GUI for visualising advanced security analyses: A
web application that enables users to visualise SBOM anal-
ysis results generated by UniBOM or other SBOM tools. It
highlights and categorises vulnerabilities based on severity
and relevance to memory safety, offering interactive dash-
boards for vulnerability distribution and historical trend
analysis of software components and the emergence of vul-
nerabilities over time.

This paper demonstrates the primary functionalities of UniBOM
and is organised as follows: Section 2 provides a concise overview

1UniBOM CLI Tool: https://github.com/ngminds/UniBOM
2UniBOM Web GUI: https://github.com/nqminds/UniBOM- Viewer
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of SBOM concepts. Section 3 discusses related work on SBOM gen-
eration tools and methodologies, providing context for UniBOM’s
contributions. Section 4 details the tool’s design and highlights its
main functionalities. Section 5 showcases UniBOM’s capabilities in
SBOM generation, emphasising improved vulnerability detection
through more precise SBOM creation. This is demonstrated through
a case study involving 258 wireless gateway firmware binaries and
source code analysis of four widely used IoT operating systems.
Section 6 introduces the web application, which presents UniBOM
analysis results via interactive dashboards, trend analysis, and risk
visualisation, categorising vulnerabilities by severity and memory-
safety relevance for comprehensive assessment. Section 7 concludes
the paper, summarising key insights and future directions.

2 Software Bill of Materials

The Software Bill of Materials (SBOM), inspired by manufacturing
industry practices [47][24], was formalised in 2018 by the National
Telecommunications and Information Administration (NTIA) to
enhance software security practices, and has since been refined
and expanded [7]. An SBOM provides a detailed inventory of the
components comprising a software application, specifying their ori-
gins, dependencies, and associated references to known or potential
vulnerabilities.

Key foundational elements within the SBOM ecosystem include
the Common Platform Enumeration (CPE), Common Vulnerabilities
and Exposures (CVE), and Common Weakness Enumeration (CWE).
Figure 1 illustrates the connections between these components, fa-
cilitating the identification, classification, and mitigation of security
flaws and vulnerabilities. An SBOM, essentially a list of software
components (CPEs), ensures that all elements are identified and
traced to their origins.

CPE is a standardised naming schema maintained by the U.S.
National Institute of Standards and Technology (NIST) [9], designed
to identify software versions and packages. The current version,
CPE 2.3, assigns structured names to software products, captur-
ing attributes such as part, vendor, product, and version[30]. For
example, the GNOME GLib library version 2.66.4 is encoded as
cpe:2.3:a:gnome:glib:2.66.4:::::::%, where “cpe:2.3" indi-
cates the CPE version (2.3), “a" specifies the application component,
“gnome" identifies the vendor, “glib" is the product, and “2.66.4"
denotes the version.

CVE provides a unified system to identify, assess, and cata-
logue vulnerabilities. Hosted on the National Vulnerability Data-
base (NVD) [9], it assigns unique IDs to facilitate vulnerability
tracking, discussion, and resolution [10]. For instance, CVE-2021-
42376, a NULL Dereference vulnerability, relates to the product
identified as cpe:2.3:a:busybox:busybox:1.33.2. A CVE typi-
cally categorises security vulnerabilities in software through key
components. The CVE ID (“CVE-YYYY-NNNNN") includes “YYYY,'
representing the year of discovery, and “NNNNN" a unique identi-
fier for the vulnerability. The description provides details about the
vulnerability and its potential impact on affected systems. Weak-
nesses identify the type of security issue (CWE). The base score
quantifies the severity of the vulnerability, while the base severity
provides a qualitative rating as “Low," “Medium," “High," or “Criti-
cal".
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Figure 1: Radial representation of CPE, CVE, and CWE rela-
tionships for Busybox 1.33.2.

CWE is a comprehensive glossary of common security weak-
nesses in software and hardware, with updates made several times
a year [8]. Each CWE may encompass multiple CVE instances, as
it categorises a specific type of weakness that can lead to various
vulnerabilities. For example, CWE-787, Out-of-Bounds Write, has
been the root cause of numerous vulnerabilities, such as the stack
overflow vulnerability in BusyBox version 1.33.2 (CVE-2021-42373)
and a memory corruption issue in OpenSSL (CVE-2022-0778).

Overall, CPEs identify software elements across systems, CVEs
link these elements to known vulnerabilities, and CWEs provide
insight into potential weak points within internal components.

3 Related Work

SBOM generation and analysis methods can be broadly categorised
into binary analysis, metadata-based analysis, and source code
inspection.

Binary-focused SBOM generation tools [13, 14, 20, 26] perform
software composition analysis on compiled binaries, leveraging
string literals, embedded metadata, and language-specific features
to identify software components and their dependencies.

Metadata-based SBOM generation tools [2, 5, 12, 29] analyse soft-
ware package metadata and dependency information. These tools
support diverse ecosystems by parsing metadata from container
images, build files, and package managers to map dependencies
effectively.

Source code analysis tools [22, 42, 45] generate SBOMs by exam-
ining code repositories to identify components, dependencies, and
their interrelationships. Compared to binary or metadata-focused
approaches, they can provide more detailed SBOM insights by un-
covering hidden interdependencies, including those potentially
associated with present CVEs.

UniBOM distinguishes itself by integrating all three methods: bi-
nary extraction via Binwalk [26], filesystem and metadata analysis
through Syft [5], and source code analysis using CCScanner [42].
Additionally, UniBOM’s web-based GUI visualises SBOM analysis,
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highlighting vulnerabilities by severity and memory safety rele-
vance, with interactive dashboards for distribution and historical
trends of components and vulnerabilities.

While a few visualisation tools for SBOM analysis are avail-
able [15, 43], their analytical capabilities are limited in scope and
do not include features such as historical vulnerability analysis
or vulnerability categorisation based on memory-safety relevance,
which UniBOM aims to provide as part of a more comprehensive
approach.

4 UniBOM Architecture

UniBOM is a Node.js-based command-line interface (CLI) tool de-
signed for comprehensive SBOM generation and vulnerability anal-
ysis across a wide range of input types, including Docker images,
source code, root filesystems, C/C++ codebases, and firmware bina-
ries. Its architecture integrates various tools for filesystem extrac-
tion, code and filesystem scanning, SBOM generation and analysis,
as well as advanced CVE analysis and categorisation, including
Binwalk [26], Syft [5], Grype [4], and CCScanner [42], all pack-
aged in Docker containers for simplified installation and usability.
By combining these capabilities into an end-to-end architectural
pipeline (Figure 2), UniBOM offers a professional-grade solution
for SBOM generation and vulnerability analysis, supporting both
research and industrial security applications and effectively address-
ing complex and diverse input types with precision. The UniBOM
pipeline operates through the following steps:

e Step 0: Input Format Identification. The pipeline begins
by recognising the input format, which can range from con-
tainer images to binary firmware or source code.

o Step 1: Tool Selection and SBOM generation. Based on
the input format and desired SBOM granularity, UniBOM
selects the appropriate processing tool for SBOM generation,
leveraging Syft for general-purpose SBOM and CCScanner
for C/C++ codebases, addressing limitations in recognising
third-party dependencies without a package manager.

e Step 2: CVE/CWE Extraction. For each dependency in
the generated SBOM, UniBOM performs vulnerability detec-
tion by mapping identified components and dependencies to
the CPE v2.3 format and, through requesting vulnerability
databases, extracting of associated CVEs and their general
CWEs, for overall report and further advanced security anal-
ysis.

o Step 3: Advanced Security Analysis. Beyond SBOM gener-
ation and CVE/CWE detection, UniBOM provides advanced
capabilities, including:

— Historical tracing of vulnerabilities for identified CPEs.
— Memory safety assessments for detected CVEs and CWEs,
offering deeper insights into potential security impacts.

— Cross-version SBOM comparisons to track changes and
identify evolving risks.

4.1 Usage Overview

4.1.1  Binary Extraction. The CLI tool incorporates Binwalk, a spe-
cialised utility for reverse engineering and extracting data from
firmware binary images.
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Figure 2: UniBOM architectural pipeline.

unibom -binwalk "$(pwd)" "[-Mel" image.bin. Binwalk
efficiently identifies and unpacks embedded file systems, libraries,
executables, and other components, including recognising compres-
sion and encryption methods to uncover hidden or obfuscated data.
It also extracts metadata, such as OS versions and build environ-
ments, facilitating detailed dependency mapping and source code
analysis. These capabilities enable the generation of fine-grained
SBOMs and advanced security assessments, such as identifying
firmware-specific vulnerabilities and CWEs.

4.1.2 SBOM Generation. SBOM generation in UniBOM is sup-
ported through two distinct methods, tailored to the characteristics
of the input data:

unibom -generateSbom <project_path> <project_name>
The integrated Anchore/Syft generator creates an SBOM by analysing
extracted filesystems and source code, which can be retrieved di-
rectly from a repository or extracted using Binwalk. Syft identifies
dependencies managed by supported package managers, such as
package.json for Node.js or Conan for C/C++. A detailed list of
supported package managers and programming languages is avail-
able in Syft’s official documentation [5]. To assess vulnerabilities,
the SBOM is analysed using Grype, which produces a software
vulnerability report based on the generated SBOM.

unibom -generateCCPPReport <path_to_c/cpp_project>
<project_name> This method addresses the limitations of existing
tools in generating SBOMs for C/C++ projects lacking standard
package management files, such as *.vcxproj or conan.lock. Lever-
aging insights from large-scale differential analyses of SBOM gen-
erators — including Syft, Trivy, GitHub, and sbom-tool — UniBOM
integrates CCScanner, a research-driven tool designed to unify and
standardise dependency analysis for C/C++ environments. CCScan-
ner excels in parsing complex build systems, such as Makefiles,
CMake, and Bazel, and extracting dependency information directly
from source code, linking headers, and linked libraries. It maps
these dependencies to standardised identifiers, such as Common
Platform Enumeration (CPE) entries, and facilitates the inclusion
of third-party libraries often overlooked due to disjointed package
management in C/C++ projects. This integration enables UniBOM
to produce more fine-grained SBOMs that account for both direct
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and transitive dependencies, enhancing the visibility of software
components and improving vulnerability assessment in firmware
with the majority of C/C++ sourcecode.

4.1.3  Extended Analysis and Comparison Features. UniBOM’s ad-
vanced SBOM analysis features offer detailed insights into the his-
tory of CPE releases and their associated vulnerability analysis,
categorising security weaknesses for enhanced clarity. These fea-
tures also enable direct SBOM comparisons to track changes and
progress over time, such as comparing neighbouring firmware up-
dates. The following advanced analysis functionality is designed
to provide UniBOM users with a comprehensive understanding of
the security state of their firmware, enabling them to make well-
informed decisions on further targeted improvements and their
prioritisation.

unibom -getHistory <CPE> This parameter enables the his-
torical analysis of CPE components. For a specified CPE, the tool
retrieves and examines all prior versions of that CPE. For each
version, it displays relevant information, such as associated CVEs
and, for each CVE, its corresponding CWE. It further categorises
each CWE based on memory-related classifications (e.g., spatial,
temporal, or other memory types). The structure, as illustrated
in Table 1, provides a detailed security taxonomy for every ver-
sion, enabling users to identify the vulnerabilities present in their
code and understand their impact on memory usage. This func-
tionality is particularly valuable in environments coded in C/C++
languages, where memory management is a critical consideration.
The ability to monitor such intricate interconnections over time is
advantageous for proactive risk management. It allows developers
and security teams to adaptively assess the risk levels of software
components and prioritise mitigation efforts accordingly. This com-
prehensive perspective facilitates more informed decisions about
securing dependencies, especially when supporting legacy versions
or managing multiple library versions with varying levels of known
vulnerabilities.

unibom -classifyCwe <CWE-ID> UniBOM leverages a GPT-
based model to classify vulnerabilities into four categories: not
memory-related, spatial memory-related, temporal memory-related,
and other memory-related. This is achieved by sending a structured
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Table 1: CPE historical analysis.

CPE CVE CWE Memory
class
...(multiple versions)
cpe:2.3:a:openssl
openssl:0.9.2b | CVE-2014-8176 | CWE-119 | spatial
...(multiple versions)
cpe:2.3:a:openssl
openssl:0.9.6d | CVE-2016-2106 | CWE-189 | spatial
...(multiple versions)
o CVE-2021-3712 | CWE-125 | spatial
cpe:2.3:a:o0penssl
CVE-2022-4450 | CWE-415 | temporal
openssl:1.1.1 -
CVE-2021-3449 | CWE-476 | spatial

prompt with instructions for classifying the vulnerability based on
its textual description. If the CWE text description is unavailable,
the corresponding CVE description can be used for classification.
Understanding and quantifying memory-related vulnerabilities is
essential for making informed decisions, such as adopting hardware-
based memory-protection solutions like the CHERI-based Morello
architecture [18] or transitioning to a memory-safe programming
language like Rust. The prevalence of memory vulnerabilities in
IoT devices, as highlighted in a recent study on IoT firmware anal-
ysis [37], emphasises the importance of classifying these risks. IoT
devices are particularly susceptible to a range of memory-safety
threats, including spatial vulnerabilities such as buffer overflows
and temporal vulnerabilities like use-after-free errors. Without
quantifying and categorising these vulnerabilities, it is difficult to
assess their full impact on system security. By identifying and clas-
sifying these risks, stakeholders can gain a clearer understanding of
the scale and severity of memory-related issues within the analysed
firmware, enabling more informed and effective decision-making.

unibom -compare <sbom1> <sbom2> The SBOM compare func-
tion provides an in-depth analysis of multiple SBOMs by comparing
component versions and their associated CVEs. This feature pro-
vides fine-grained visibility into the security state across configura-
tions and environments by isolating component version changes
and mapping vulnerabilities to specific versions within each SBOM.
It is particularly valuable for vulnerability management and com-
pliance reporting, as it offers a clear understanding of changes in
dependencies and their impact on overall security. Automating the
SBOM comparison process reduces the manual effort required to
identify systems or environments at greater risk, while also high-
lighting configuration-specific gaps or inconsistencies. This enables
security teams to make prompt, informed decisions on prioritising
remediation efforts.

Table 2 presents an example of the output generated from com-
paring components identified in two test SBOM:s of the same firmware.
The CPEs are categorised into “Component”, “Version Information",
and “Vulnerabilities", highlighting differences between the two
SBOM: s in terms of component presence, version consistency, and
potential security risks.

o Key Components: indicates the presence or absence of specific
components, such as OpenSSL, kernel, and SQLite, in each
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Table 2: SBOM comparison for key CPEs.

Component ‘ SBOM-1 SBOM-2
Version Information
openssl 3.0.0 none
kernel 2.242 2.242
sqlite none 3.5.9
Vulnerabilities

openssl CVE-2009-1390, ... none
kernel CVE-2014-9114, ... | CVE-2016-2779, ...
sqlite none CVE-2015-3414, ...

SBOM. For example, SBOM-1 contains OpenSSL, whereas
SBOM-2 does not. Conversely, SQLite is unique to SBOM-2,
while the kernel is present in both SBOMs.

o Version Information: details the components included in each
SBOM along with their respective versions. For instance,
SBOM-1 lists OpenSSL as version 3.0.0, but SBOM-2 does
not include it. The kernel is version 2.24.2 in both SBOMs,
while SBOM-2 lists SQLite as version 3.5.9.

o Vulnerabilities: lists the known vulnerabilities associated
with each SBOM component. For example, OpenSSL in SBOM-
1 has the vulnerability CVE-2009-1390, but OpenSSL is absent
from SBOM-2, and therefore no vulnerabilities are listed for
it. The kernel in SBOM-1 has CVE-2014-9114, while SBOM-
2 contains CVE-2016-2779 for the same component. Addi-
tionally, SQLite vulnerabilities unique to SBOM-2 include
CVE-2015-3414.

5 Evaluation

In order to demonstrate UniBOM’s effectiveness in handling the
most commonly used input formats of IoT system firmware —
binary images, filesystems, and source code — its functionality
was compared against popular SBOM tools, including Microsoft’s
SBOM-tool (referred to hereafter as sbom-tool) [29], Trivy [2],
Syft [5], and CCScanner [42]. Two experiments were conducted:
(a) SBOM generation followed by vulnerability scanning of real IoT
firmware binaries from a recent dataset used in prior CVE analyses
of IoT firmware images [50], and (b) source code analysis of popular
IoT operating systems.

5.1 IoT Binary Firmware Analysis

The evaluation involved 258 Linux-based firmware binaries from
leading wireless gateway manufacturers: 54 from D-Link, 104 from
OpenWrt, and 100 from TRENDnet.

To ensure a fair comparison with other tools, all binary images
were extracted prior to analysis. The extraction was performed
using Binwalk [26], and for each extracted firmware binary, SBOMs
were generated using Syft, Trivy, and sbom-tool. These SBOMs
were subsequently parsed with the Grype vulnerability scanner [4]
to identify CVEs and analyse their severity occurrences.

UniBOM was the only tool that streamlined the entire process of
SBOM generation and vulnerability analysis by integrating Binwalk,
Syft, CCScanner, and Grype into a unified workflow, providing
seamless binary analysis and vulnerability scanning.
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Table 3: Vulnerability scanning results for IoT firmware bi-
naries.

Safronov et al.

Table 4: Vulnerability scanning results for IoT OS source
code.

Tools D-Link | OpenWrt| TRENDnet | Total Sejt(::;lies Tools RPi| Zephyr|Nuttx OI;‘;I.I:svrt Og:zs\;\:rt ’ls"(;f,asl
sbom-tool 0 0 0 0 - sbom-tool | 0 0 0 0 0 -
Trivy 0 0 0 0 - 2 Crit
526 Crit Trivy 0 5 0 0 0 2 Med
2300 High 1Low
Syft 1885 1371 1326 4582 1642 Med 5 Crit
114 Low Syft 0| 5 0 0 4 2 High
CCScanner 0 0 0 0 - 5 Med
526 Crit 9 Crit
. 2300 High 15 High
UniBOM | 1885 | 1371 1326 1 4582 1, 4y Megd CCScanner| 2 | 0 38 1 0o |21 Megd
114 Low 1 Low
1 Unkn
11 Crit
Table 3 shows that UniBOM and Syft were the only tools capable 17 High
of successfully analysing the extracted filesystems, whereas other UniBOM 2 5 38 1 4 26 Med
tools failed to identify the majority of dependencies within the 1 Low
extracted filesystem data. Both UniBOM and Syft detected a total of 1 Unkn

4582 CVE occurrences, with over 60% classified as high or critical
severity. This highlights the advantage of UniBOM’s seamless inte-
gration with Binwalk, Syft, CCScanner, and Grype, where Binwalk
handles binary extraction, Syft effectively analyses the resulting
filesystems (with CCScanner for source code analysis, if required),
and Grype performs further vulnerability assessment.

5.2 IoT OS Source Code Analysis

To demonstrate UniBOM’s capabilities beyond binary analysis, its
SBOM generation and analysis functionalities were tested on source
code from widely used IoT operating systems, including the Rasp-
berry Pi Linux Kernel (RPi) [17], Zephyr [36], Nuttx [16], OpenWrt
23.05.5 [44], and the latest version of OpenWrt [34]. The evaluation
focused on assessing UniBOM’s effectiveness in identifying vul-
nerabilities through source code analysis. Table 4 summarises the
vulnerabilities detected in the IoT OS source code by the evaluated
SBOM analysis tools.

UniBOM significantly outperformed all other standalone tools by
integrating Syft’s metadata extraction with CCScanner’s advanced
source code analysis techniques. This combination allowed Uni-
BOM to detect a broader range of dependencies and uncover more
vulnerabilities, identifying the highest number of CVE occurrences,
with a total of 56. Compared to CCScanner, UniBOM identified 2
additional critical, 5 medium, and 2 high-severity CVEs. Against
Syft, UniBOM detected 2 more critical, 15 high-severity, and 21
medium-severity CVEs. The performance gap was even more evi-
dent when compared to Trivy and SBOM-tool, which detected only
5 and 0 CVEs, respectively.

6 Web GUI Overview

The UniBOM GUI, powered by its SBOM generation and analysis
engine as detailed in Section 4, is designed to provide convenience
in analysis visualisation, enhancing user understanding of the se-
curity state and trends of analysed firmware. Users can upload
SBOM files for in-depth analysis, with results presented through
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interactive dashboards and charts. Key features include listing all
components within the SBOM file, identifying vulnerabilities asso-
ciated with each component, and categorising these vulnerabilities
based on severity and relevance to memory-safety issues, which
are prevalent in IoT systems. To make multidimensional analysis
data accessible, the UniBOM GUI employs dynamic bar charts to
illustrate the distribution of vulnerabilities by severity, pie charts
to classify vulnerabilities based on memory safety, and tables to
offer detailed information on each vulnerability, including sever-
ity, affected systems, and links to external National Vulnerability
Database (NVD) references. The GUI includes a historical analy-
sis feature, offering insights into CVE appearance and mitigation
trends across selected CPEs and their previous versions.

6.1 Visualising Firmware Vulnerability Status

When an SBOM file is uploaded, UniBOM enumerates all its CPEs
and groups the associated CVEs by severity level (Low, Medium,
High, or Critical) and memory-safety classification (memory-related
or non-memory-related). These classifications are visualised through
pie charts, as shown in Figure 3, providing users with an overview
of the risk distribution within the analysed firmware.

Figure 3 also highlights memory classification and an analy-
sis of the potential impact of transitioning selected firmware to
secure-by-design memory protection solutions, such as CHERI [46],
CHERIOT [3], Rust [28] and other potential memory-protection ap-
proaches discussed in recent works [25, 39, 48]. The screenshot in
Figure 3 showcases an analysis of example firmware, demonstrat-
ing that adopting a memory protection solution could eliminate 42
medium, high, and critical CVE occurrences, significantly reducing
the vulnerability surface. This feature is particularly critical for IoT
systems, where memory-safety threats are notably widespread.
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Figure 4: UniBOM GUI screenshot: historical analysis for OpenSSL 1.1.1n.

6.2 Historical Analysis: Understanding
Vulnerability Trends

UniBOM'’s historical analysis capability is one of its most distinc-
tive features, enabling users to examine the vulnerability trajectory
of specific components over time (Figure 4). A user can select a
specific CPE, e.g. OpenSSL 1.1.1n, and retrieve all previously identi-
fied CPE versions of that component along with their associated
vulnerabilities (Figure 4b, c, and e).

The severity distribution graphic uses intuitive colour coding to
help users quickly identify components with the highest risk levels.
Similarly, the memory vulnerability breakdown chart highlights
whether the CPE weaknesses are due to spatial or temporal memory
issues (Figure 4a).

Time-series charts display the number of vulnerabilities for each
component version over time. For instance, the OpenSSL analysis
highlights a spike in vulnerabilities for specific versions (Figure 4e),
enabling users to identify when and where security issues were
introduced. Additionally, Figure 4c shows the average severity score
for each previous OpenSSL versions, allowing for deeper insights
into version-specific risks.

Pareto charts aggregate vulnerabilities by severity, helping users
focus on the most critical issues that account for the majority of
vulnerabilities (Figure 4d).
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The historical analysis feature not only provides insights into
past security trends but, through extrapolation, can also help antic-
ipate and predict potential vulnerabilities in future updates.

7 Conclusion

This paper introduced UniBOM, a comprehensive tool for SSOM
generation, analysis, and visualisation, designed to address the chal-
lenges of ensuring the security and accountability of IoT systems
and beyond. Its web application enhances usability with interactive
dashboards, historical trend analysis, and detailed risk visualisation.

UniBOM addresses the limitations of existing SBOM tools by
integrating binary, filesystem, and source code analysis into a uni-
fied framework, enabling a more fine-grained approach to SBOM
creation and seamless vulnerability analysis. Its ability to categorise
vulnerabilities by severity and memory-safety relevance enables
the effective prioritisation of protective actions, particularly in sys-
tems utilising memory-unsafe languages such as C/C++, which
remain prevalent in critical systems. A case study involving 258
wireless gateway firmware binary images and the source code of
four popular IoT operating systems demonstrated UniBOM’s supe-
rior detection capabilities through more precise SBOM generation
compared to existing solutions.

Although the demonstration examples focus on IoT networked
systems security, UniBOM is a general-purpose SBOM tool, and



10T 2025, November 18-21, 2025, Vienna, Austria

thus applies to diverse software environments. Future work will
prioritise embedding UniBOM into operational workflows and in-
troducing further enhancements to improve its effectiveness and
strengthen its impact on the security accountability of real-world
software systems. In this direction, we plan to integrate UniBOM
with AIBill of Materials (AIBOM) approaches, such as TAIBOM [38],
to strengthen security, accountability, and trust in both modern
and next-generation Al-enabled software systems.
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